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Patch Non-production environment

baseline

Production environment

Development environments Test environments

Step 1 Plan the monthly maintenance windows and patch groups

i 15t week of Maintenance window: 279 week of
i the month the month

I

, Step2 Step 3

1

New monthly Example tags:

patches

become Patch group: AppName-DEV
available Maintenance window:

schedulel-duration-cutoff-timezone

Maintenance window: 3’ week of the
month

Step 4

Example tags:

Patch group: AppName-TEST
Maintenance window:
schedule2-duration-cutoff-timezone

Maintenance window: 4" week of
the month
Step 5

Example tags:

Patch group: AppName-PROD
Maintenance window:
schedule3-duration-cutoff-timezone

— schedule is in the form of a cron or rate expression.
- timezone is in Internet Assigned Numbers Authority (IANA) format
(e.g., "America/Los_Angeles”, “etc/UTC", or “Asia/Seoul”)
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Automated patching solution

AWS Systems Manager

Application servers AWS Lambda

Gets patch group
and maintenance automate-patch

Production window tag information QuickSight .%7
dashboards
. . r . m Creates patch _J

groups,
maintenance

Non-production windows, @
0 r and patch Athena dataset
configurations
. I . Maintenance

window

Patching I l\,

Patch group

P_atch . Patch information
ﬂ'* configuration stored in
Continuously monitors for @ th»:n‘w:vzeonnm% ;I?C
patch tag compliance AWS Confi - : oo sy
onfi B
9 Saog Resource data
Inventory pync
D D[l Gets the maintenance
CloudWatch window information and

sends notifications
events
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- EC2 QIABIAO| WX EiT X|H #HE & WX 2E Y X &2l 71z {27} gl QATHAE
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« Systems Manager 23& 0| 2= AWS Identity and Access Management (IAM) QIAEIA T 21t
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
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https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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