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Non-production environment

Patch . .
atc Production environment

baseline Development environments

Test environments

1
I
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Step 1 Plan the monthly maintenance windows and patch groups

1t week of Maintenance window: 279 week of
the month the month
Step 2 Step 3

Maintenance window: 3’ week of the
month

Step 4

Maintenance window: 4" week of
the month

Step 5

New monthly Example tags:

patches

become Patch group: AppName-DEV
available Maintenance window:

schedulel-duration-cutoff-timezone

Example tags:

Patch group: AppName-TEST
Maintenance window:
schedule2-duration-cutoff-timezone

Example tags:

Patch group: AppName-PROD
Maintenance window:
schedule3-duration-cutoff-timezone

— schedule is in the form of a cron or rate expression.
- timezone is in Internet Assigned Numbers Authority (IANA) format
(e.g., "America/Los_Angeles”, “etc/UTC", or “Asia/Seoul”)

o THAI 1. ZH ol Z2(AH 0|M El2 Chst 2o U= Aol 8 K| #E| 712t H&lstD, olof et M
Hol x| 28 2 |X| &2| 7|2+ LIEHLHE Ef2E MEsl ok gict
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R 28 HRIE HHS| HAESY| Hol ZREHM 2ol HESHE 28 YXIsts o £20|
= |c}

+ HE 217014 Meiol of2f % Ao 22 22 ofB ROl ES 2EY 2% Nl K8

Jlfko2 THx 1B BHE LIk T T2 E Skl mix| 7IE Holp S2E 4 200 QIA
A ShLbol ThAI TBOE &8 4 aLIch

0il: appname-DEV-WIN % appname-DEV-RHEL
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Automated patching solution

AWS Systems Manager

Application servers AWS Lambda
Gets patch group
and maintenance automate-patch

Production window tag information QuickSight .%7
dashboards
. . r . m Creates patch _J

groups,
maintenance

Non-production windows, @
0 r and patch Athena dataset
configurations
. I . Maintenance

window

Patching | Iv

Patch

Patch group

0 ) i Patch information
ﬂﬁ. B Eail configuration stored in
Continuously monitors for G 132332353 notifications Amazon S3 via
i -2 the inventory sync
patch tag compliance AWS Confi =5
onfi Gon
9 Saog Resource data
Inventory pync
DDD Gets the maintenance
window information and
CloudWatch sends notifications
events

AEZR0|= OHS BAH7F ZEEIH, BA HE = oo ol ZotR T LRIFLICH

1. AWS Config
3t =| of

F%% X&EHMo2 TLIEZSD HIE T QAEHAO ME HE L EHF F4H40| 2
22
- EC2 QIAE
o

IXM RQUAFAE £ ﬂFEI%E* T Ue AlAHE 0L X 2ol 4= AWS Identity and

|
2. Lambda ?:.F (OloP automate-patch') = At Ho|El LH™of| et A= 2 MEe| Iix| O
Sf

3. 1 CtF automate-patch e MUEE x| I8 |RXIEs €k
1 F

S|
1, MR 35S WX 7|EMot Agst, WX AHE FE5H 1,

Z 0| automate-patch &&= Amazon CloudWatch Events0i Of
sl Il %= o2l &5 ola L)

£ 4 = Uolo|Est
k=3
=

|C}. MEHX O

=)
Hel
noTl-
i

Hstod AAERHA &

X|24 =20l W2l oHEE ubst x| 2ol MR ME7L & E mix| 42 oiZEl7o|




AWS THEE K|

=|
=

7. M| T
Ct.

(Al
[

>
ofn
igﬂ
rn
]
Hu
>
[>



AWS T = X|E £ A83tod stolEElE 2eteEol Y 7tsst QIAB A CHE At
x| & AWS Systems Manager

02 AWS A™E A X|¥ & flet WX £F M4 &

AE x| &5 M =750 0421 AWS AT AWS X|d0f ZE MHE X|IE 4= Ql&LICH &5t &
EMojl= 28 MH|A A9 AWS CloudFormation StackSetsE S35l 2t AWS A& ol o x| XIS 35 &
EME MYSIT 28 MHIA AEHE AFE5H04 A ZHof ElAA HIoIE S7(8HE 86l &0 £
sH=|L|C}

(== — |

AHSEHE T2 M A

CH2 Clolo{a 2 o] A|Lt2|29] ot F7|EIX{E
StackSets2t AWS 28 MH|A HZo| Z&HEL|Ct

~

Application account

Shared services account -
§ Automated patch solution Serverlandscape

AWS CloudFormation A
AWS Lambda -
E-_rl3 0 automate-patch .
Resource data sync
AWS ) | ‘
280 CloudFormation ( i \
Scos

Maintenance Patch

L.

m
Inventory Patch group window configuration _I -
[ b

Stack for resource data ath ~
sync setup @ thena N
E dataset M

N
~ | AWS Systems Manager )
I I S \_ : /
1L N
~
QuickSight reports Sfa‘:klse‘? fhc_’r N Application account A
regional patching /
Y Automated patch solution Serverlandscape
N
AN m AWS Lambda . -
~ ,0 automate-patch
N
A -
N Maintenance Patch -
ain
@_} Inventory  Patch group window configuration _I
2 |||
CloudFormation _J ll o - .
AWS Systems Manager y

I EZE O™ MMollM dHE Z=MAS HIRSHKIRH B #3571 Cholo{a e otz
Xlste ChEo &2 F7¢

1. 28 MH|A A X oA AWS CloudFormation AEH MIE= A|AE OjL|X] QIHIEZ|IE S5l 2|44 O

Ol S7|3H& <8t S3 HAE 7 85t= o AFSELICt
2. CloudFormation A& M E = automate-patch Lambda &4+ 2 ABE MM T, mix| 7|EME
Mst, ol E2[7 0|4 HHol| A|AR OfLIX QHIEE| 2|44 |0|H S7(8HE dHsto] 3|/ M

HIA H&Ho| 2| AAE S7|3beFL|Ct.

AsEE Z2AMA



r2

AEA0| CHEF RHS

AWS THHA X|FE £ A838tod slo|EE|E 2EtfEe HE 7t
& AWS Systems Manager
Cr.

=
T S
i PAIESE=

3. ofEE|70|E AHe| Elas HEE= 7 MHIA AFL Elas HES S7(3

nﬂ
A

4. Amazon QuickSight 718HE 2lAA MEof Ci$t Amazon Athena HIO|E{ MEE A2 5t0{ T K|

:
—
A% E4 B0 ME AEELI

x|l S0 Che fXIE
2 ULICH(MH|A B> S
U AWS AHO| IiX| 2 & 7 507HE =1tE WAoo 2 of|&t k= A< 0]

MHIA S S7H7F T ALE *Oﬂ SE5IX| 2 A2 A Ho|El fX|E4 (=2 M85 XA

CloudWatch EventsE AI235tE F 7t X| 2WHo 2 o] EXNE ZE|e £ &L|ct ZF &2 Ao &

ol B,

SM1 MM YHOE SX|ES !IERE AMESHMR

o CIYEEIY RIE2 (o: AEY 15~207H2] R FXIEx |IER) 0| U= RAIExT RER ESSE2 H
ofgtL|Ct

- OHECIFIO|IM B2 A HO|El SE0|A RFA0|AH XMEtst R X2+ |IZRE ME4S T 0] el
CIAEIAO| EfE K|HELILCE.

o H
- ZhAEHE 2HE
B

- MAEXRIE XL

OH
=
Q'I_l
rr
ox
4 L
Am
o
_llzi
Pl
"
I
10
am
o
;:é
pal
Ll
2
mo

= s
- 03 k| 2 EO| RXIE+ =1 x| &Y
= ®) o 5F
o i

F|AotedH FIt

Ot7[Hx| 12 Abe & AIE 12



AWS TH™M x|H £ At8stod slo|EE|E ZeteEel HE 7t
| X

SM2 KB4 2IE2E AI235t= CHAl CloudWatch EventsE AFE3604 T x| 24
&LCt

5
I
I
mjo
d
T
|0
Hu
:‘:—1

- SRNEL TR E MAMSE Ci Al CloudWatch EventsE AF235104 4&0} o

E
QoM Zt mx| 252 {X|EL T CHAl CloudWatch Events O|HIE QF @42 ElL|C}.

|O|ESto RX|E §I=2 CHAl O[HEE ddstM .

30
Ral
HL
als
o
1
4o
(=)
rr
Q
(@)

c

o
=
Q.
(@)

>
m
<

D

=)

@
[=)
x
>
oo
ok
4>
Lo
rr
b
N
N
olr
=)
S
[~}
yo
o
oy
>
=}
mo

Z|EF nBd At

« Ol MM MHE XS MR &F M2 FRE EC2 QIAHAE X|HSHX| et&LICtH

« Ol ZZMAE HEZ MEUOEC2 QUAEHAE X|HELICH ZE2t0|8! MEUIO| QIARAN IHX|E
MEsaH AT 2 M H0|E MH|AQL (WSUS) ZH2 2Z mix| 2|ZX|EE|S HiZ 5ioF BL|cH

- st ™o et x| 2EM RXIExT RER7F UO|O|EL|E=5 Lambda &+ A BEIEE &X7H
SOk & LCt.

7|t nEd AtE 13


https://aws.amazon.com/blogs/mt/how-to-patch-windows-ec2-instances-in-private-subnets-using-aws-systems-manager/

AWS TEx x| £ A835tod stolEE|E BRI E0l MY JHs B QIAE A CHE AHE
x| & AWS Systems Manager

Cof dBE £FMHES HFslod st0|2E|E SetRE #Ee 228 0|A M ARA
o

2Zp|0|4 QIAEAS BE M| ZEMAE F BHAHZE FEELICH

Systems Manager0i M 2|5t =5 2Z8|0|A& MHE FEELICH o] ZEAMA0| CHE REAllEH AT
2 Systems Manager AE M0l 5l0|EE|= &

AWS Command Line Interface(AWS CLI) add-tags-to-resource WS AF& 35104 o248t 2= dO|&
el elARA AMEE X I8 X ™H| 7|zt efOE FELICH

B
9'|_|
>
>
to

B2 I8t Systems Manager A2 &

| S ALSsted™ Wx| 2 Folut HH| 7(zHE #HE8st nxt & wiotCh of Z 2|7 o] ' olut

AsstE T2 A

Ct= O82 Systems Manager ¥ & QIHER| SME AFESt= 2=d0|A& QIAEA Tix|of CHEF CH
MY HAS MEELCH Ol Z2EMAE ¥HE 7HS8 EC2 QIAE A CHEH oM MEE XHS T x|
SR M2 = AU,



https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-managedinstances.html
https://docs.aws.amazon.com/cli/latest/reference/ssm/add-tags-to-resource.html

AWS % x|E £ M85t stolEE|E 2Rt =0 HE 7St lAHAM Ot RS
x| & AWS Systems Manager

Automated patching solution

On-premises servers

~ Systems
| Manager
Application servers
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: ) EEE
Production Gathers inventory
. . r . Inventory
From custom inventory, gets
Non-production patch group and
maintenance window
. . . r information
Patching

AWS Lambda

Creates patch groups,
maintenance windows, and
patch configurations, monitors
data compliance and notifies
users

automate-patch
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Maintenance
window
"[“ Athena dataset
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Patch
Configuration
Resource
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Amazon S3
Gets the maintenance
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Email CloudWatch
notifications events
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Sample custom inventory JSON file
{
"SchemaVersion": "1.0",
"TypeName": "Custom:PatchInformation",
"Content": {
"Patch Group": "<APP-PROD>",
"Maintenance Window": "XXX"
}
}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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