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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"

"Sid": "DenySignatureVersion2",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:signatureversion": "AWS"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingAWSSDK.html#UsingAWSSDK-sig2-deprecation
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "DenyPresignedOver15Minutes",
"Effect": "Deny",
"Action": "s3:*",

"Resource": "*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
3,
--- Example exception ---
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"
}

--- Example exception end ---

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-principaltag
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md#tagging-conventions
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/README.md#tagging-conventions
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_policy_1.json#L122
https://github.com/aws-samples/data-perimeter-policy-examples/blob/main/service_control_policies/data_perimeter_governance_policy_1.json#L122
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyPresignedOverl5Minutes",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"NumericGreaterThan": {
"s3:signatureAge": "900000"
I,
--- Example exception ---
"StringNotEquals": {
"aws:PrincipalTag/long-presigned-allowed": "true"
}
--- Example exception end ---
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-query-string-auth.html
https://docs.aws.amazon.com/AmazonS3/latest/API/sigv4-authentication-HTTPPOST.html
https://docs.aws.amazon.com/AmazonS3/latest/API/bucket-policy-s3-sigv4-conditions.html
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"Statement": [

{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",

"Principal": "*",
"Action": "s3:*",
"Resource": arn.aws:sB:::{bucket-name}/*",
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"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",

"aws:PrincipalTag/non-header-auth-allowed": "true"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyNonHeaderAuth",
"Effect": "Deny",
"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::{bucket-name}/*",
"Condition": {
"StringNotEquals": {
"s3:authType": "REST-HEADER",
"aws:PrincipalTag/non-header-auth-allowed": "true"
1,
"Bool": {
"aws:ViaAWSService": "false"

}
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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