adws

AWS ZZ}O|HHA| &

AWS HZ 710|E

|.9|E-II7;_|

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

AWS Tz 71o|=E: AWS Z2IO|HHA| & ZF o 7|El %]

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & & L Ef|0|=E EB|AE= Amazon 2| M& E= AH|[ALF &7H, Amazon EZHE O|O|X|&E
HO{EEE| 7L} D H ESS Yo Z £ Y= WA Z ABE = gi&LICH AmazonO| AR 5HX| &
2 7|t 2 & 4 E = Amazondt XF ZHAO|7LE BEO| UL =3 2 2HA Q10| sHiE ARKS]
RHatIL|Ct,




AWS HE 7t0|=

AWS Z 20| A| X o} 7= %]

Table of Contents

L SRS 1
N[ (o= SR 1
L SRRSO 1

AWS S& M TE QI JHOI HE BEE e, 1

AWS PRA O BH Lottt ettt ettt e et e e e ete e eaens 3
AWS PRA B AWS SRA AL ettt te s 3
AWS Organizations ! T ZAIT T e 4
AWS THRl HE B S MH A R e 6

AWS ILEFOIEHA] BEZE OFFIEIRT oottt 7
S e I | OO OUURRUSRRSRRRON 9

AWS ATLIFACT ... e e e e e e e e e e e e e e e e e e e e ——————— 10
AWS CONLIOI TOWET ..ot e e e e e e e e e e e e e e e e e e et et e e s e e e e e e e aaaaaaaaas 11
AWS OrganiZatioNs .........uuuueiiieeie et e e e e e e e e e e e e e e e e e e e e e e e e e e e e ——————— 12
O OU - B O T A ettt 14
L AT S T O o T T I = | S EEEERURP 15
AWS G0N I ittt e et e e e e e e e e e e e ettt e e e e e aaaaaeaaaaaeaeeraaa————_ 16
AMAzon GUANADULY ........ooiiiiii e e e e e e e e e e e e e e e e e e e eeeaaaaaaaa 17
[AM ACCESS ANGIYZET ...ttt e e et e e e e e e e et e e e e e e e easa e e e e eennaannnas 18
LN g b= o] T 1Y/ =T T SR 18
EHOFOU - B2 OFFE0|E A e 19
BY BB BT AERIR] e 20
AMAZON SECUNMLY LAKE ....ooeiiiiiiiiiiiie e e e e e e e e e e e e e e e e e e e e e e e e eeeearanaaaanaa 21
e @ T I N = e s K TR 22
AMAzZOoN CIOUAFTONT ... e s e e e e e e e e e e e e e e e e e e e e e e e e eeeennssannnes 24
AWS Resource ACCESS MaNAQET ......cccoieeeiii it e e e e e e e e e e e e e e e e ee e 24
AWS TranSit GAEWAY ........uuuiiiiii i i e e e e e e e e e e e e e e e e e e e e e e e e e as 25
F AT S T A USRS 25
FHRI THOIEf OU - PD OHEZ|FIOIM I o 26
AMAZON ATNENA ...ttt e e e e et e e e e e a e e e e ee e aaaane 29
FaN g F= o] T = 1= [ o o QP 30
AWS ClEAN ROOMS ...ttt ettt e et e ettt e s e e e e e e e e e aeeaaaeaaeeeeseeeessssssnnnnnannan 31
Amazon CloudWatCh LOGS .......ooeeiiiiiiiiiceiee e e e e e e e e e e e e e e e e e e eeees 32
Amazon CodeGUIU REVIEWET ..........ccooiiiiiieeeeeee ettt 32
AmMAazon COMPIENENG ........oeiiiiiieee e e e e e e e e e e e e e e eaaeeeeeeeeeeesessssssnnaas 33




AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

AMAzoN Data FIrENOSE ......ooueiieiceeee e e et e e e 33
AMAZON DAtA@ZONE .......oeeiieee et a e aa 34
AT T 1TSS 34
AWS Key ManagemeNnt SEIVICE ......cccoiiiiiiiiiii et e e e e e e e e 36
AWS Lake FOrmMation .......coooiiiiiiiieee ettt e e e e e e e aaaeaeaeaaees 37
N R B o RO SURORRT 38
AWS NItrO ENCIQVES ...ttt e e e e e e 39
AWS PrivateLinK ........coooiiiiiieie ettt e e e e e e e e e e e e e e e e e aaaarr————— 40
AWS ResoUurce ACCESS MaANAQET ......ccooeeeiiii it e e e e e e e e e e e e e e e e 41
AMAzZon SAGEMAKET Al ... e e e e e e e e e e e e e e e ———— 41
AWS HIO|E| =8 F7|& BEIStE Ol =220 El&= 718 oo, 43
AWS MH|A L HO|EE MOIHESSE Ol E20| 2 715 e 44
AWS MH|A HIO|E{ AM ER cre= F1Ef 27 2 M| 20| ElE L 7|15 e, 44

JH Ol B E B B A ettt 46
S IP TAO HMHIA I ettt 46
VPC ElAA0 HMASE{T ZE] HIE{A Bl e 47
ZH OIO|E] TE KIBE AWS BT oo 48
Amazon DynamoDB2| £7 £40i CHEF HMIA T F09 e, 50
VPC A0l CHEE B Rl e 52
AWS KMS 7|8 AFSSIE{H SHO| EQBILICH o, 53
i R S = b S L= e RO URRR 55
I Bl 0| e B B s 56
D BH ] bbb a et a ettt tene s 58
AWS European Sovereign ClOUd ...........oooiiiiiiiiiieeee e 58

e R 60
VS R b S € 1 == RO 60

F TSR L RO 60
TIEE AWS BIZNA ettt ettt e te e e, 60

T O R e a ettt b et bt et e et a e R ne et ne et se et ne et ne et se s s 61
T [ == SO RSOOSR OSSO PP PRRRPRRTPRRTORN 62
EL 0 K RSSO 63
B ettt oo eeeeeeeeeeeeeeeeeeeeeeeeeeeteeeeeeeeeaaaaaaaaaeeeeteeeeeeeeeeaeeeeeeeaaaaannnneanteeeeeeaeeaeaeeeeeeeaaannnnnnnreees 63

A e eeeeeeeeeeeeeeeeeeeeeeeaaaaeaeeteeeeeeteeeeeeeeeeeeeaaaaannannateeeeteeaaeaeeeeeeeaaaannnnnrareeeees 64

B ettt e et e eeeeeeeeeeeeaa e e a——aaeeetteeeeeeeeeeeeaaaaannnnttaeteeaeaeaaaeaeeeeaaaaannns 66

it e eeeeeeeeeeeeeeeeeeeaaaeaaaEeeteeeeeeeeeaeeeeeeeaaaaaannnttaneteeeeeaaaaeaeeeeaaaaannnes 68

15 RS 71




AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

E oo et e e e e oo e e e e e e eeeab————————eeeeeaeeeeeeeaaaaiiiatbbbra———aaaaaaaaaaaaaaaaaaaanes 75
ettt ———————eeeeeeeeeeeeeeeeiesstte—a———eeetaeaaaaaaaaaaaaaaaaaraara—aaaaaaaaaaans 77
G e oo oo eeeaa————————eeeeeeeeeeeeeaaaeeeastt—e——eeeetaaaaaeaaaeaaaaaanaaa—————araaaaaans 78
H ettt e e —————————eeteeeeeeeeeeeaaeeeatbba————etataaaaaaeaaeaaaaaaaaantarraanaaees 79
ettt — e eeeeeeeeeeeeeeeeeeiasseseteeeeeetetaeeeeeaaaaaaaaitastt——teaeaaaaaaaaeaaaaaaaaannarrareees 81
L oo et eeeeeeeeeeeeeeeeeaaett—————eeeteeaaeaeaaeeeaaaaaaaattba——eareaaaaaaaaaaaaaaaans 83
Vet e eeeeeeeeeeeeeeeeeeeasttt—————eeetataaaeeaeeeeaaaaaanaabrar——arraaaaaaaaaaaaaaaans 84
O e ————————eteeeeeeeeeeeeaaeeiatts————eeeeaaaaaaaaeaaaaaaaaa—————————aaaaaans 88
P e e e e e e e e e e e e eeeaa————————eettaaaeeaeaaaaaeaiaabbr—————ataaaaaaaaaeeaaaaanes 90
O USSP 93
R e e oo oo a—————————eeteeeeeeeeeeeaaeeeattaa————etaataaaaaaaaeaaaaaaaaaararraaneaees 93
S ettt ———————eeeeeeeeeeeeeeeeeeiattt——————ettaaaaaaeaaaaaaaaiaaa—a———ataaaaaaaaaaans 96
L OO RUURURTRRRN 99
U ettt e e e e e oo oo eeata———————eeeeteaeeeeeaaaaaeaaiaatt—a———eeettaaaaaeeaaaaaaaaaannaarrreanees 101
N et eeeeeeeeeeeeeeeeeeiateteeeeeeeeeeeeeeeeaaeaaaaiaitasea—eeeaetaaaaaaaaeaaaaaaaaarrrraeees 101
N et e e e e e oo eee e teb———————eeeeaeeeeeaeeaaaeeiaataa————aattaaaaaeaeaaaaaaaaarrrranees 102
Z e ——————eeeeeeeeeeeeeieeeiistee—eeeeeeeeeaaaeaeaeeeaaaaiiaatberearareaaaaaaaaaaeaaaaaas 103
............................................................................................................................................................ civ




AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

AWS Z2IO|HHA| & = o} 7|Elxq

Amazon Web Services(7|04x})

2025 922 A 7|E)

@ ME =A
042 0| 0|42 =1 AlSLICH 7HEHEE A= T Abol £H0{5t04 AWS PRAOI CH3EH I|= e &
| FAAL
Notices

D2 2 2Mo HEE STMoR BIHE MYU0| YaLICH O EME () HE B SHoZE A
SEIH, (b) 0T 210 HZE % = HA AWS HE HMB W BHS LIEHAH, (o) AWS W T HLA,
T EE BlolMMEEE] ofHE OFF T HEET MAs K| FALICH AWS KB EE MHlALE
HAITO|E SAIHO|E ofiefst ROl BE, B3 w= &7 9f0| "l acf=" M E L

IAWS ME 235 FX ol 7[HR{(AWS PRA)=0IM 7HR! ME 235 X|H AMofe| MAH L Tt 2
| &2 M3 ELICH AWS MH|A. 0| 7H0|E= AWS ZERE0M 7HRl HE B & X|¢
Cl= MEL Z2MA 2 7|Eo oiEt 2™ i2le ol =20| E = /J&Lct

OMeE 2ot U 7 E50i CiEt MYS AWS ZEHPESFELICIAWS. AWS £ 22t EQ| 2ot
ghLICH &, AWS E0M MBSl & MHIAE A™ste elze
o

=
= ==
AWS 22t E. 2t =0l Hotof st Mele AFgRIoA| &Lt &, 2ot Wil M B3 oF

Notices !


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

Aol AWS AMH|A EFE st 2Ele Y2 ASXo|A A&LICH RHAMEH LIE2 AWS S

ol mele AT SIS,

AWS MHIA £ 7HQl HE 27 AFES RI#st7| flai B2t olM A 7Hel ME Moig 7ae 4+
ol 7158 NBELICH ol B & M2 AWS /T MEUE AWS MHIA &, Y MHIAR IT
stzol B8, x5 Y QA2 o MEEE MBI 7S IR oded 2000 mat gatEuct

S A8 E M ZHX0| CHE HoIE AWS MH|A 2 BEIxE ASR =
SR7H AR BI040l M M2, KM EE éa%sm QIsH TAF AWS HHIA 2 ©a
2I0{(7 |l ol0lX| Z#), HOIE], HAE, 2C|Q, HIEIQ Ei 0 o 3

5Z ABRIIE A BHOI EBHE BE A ATE THELICHAWS MHIA. Ar R g BEE
ZElg Aol 2/ Ol AL K7 RofgtLICt,

:|o
11_04-
L
_lTI_
A
o_||
d

« O =&, MY &= MelstE S MEdst O|o|E| AWS

« O|O|E{2} &1 AWS MH|A AlE35HE

- OO|EE =&, M& E= XElst= AWS 2[H™
ol st

= o
. ColE{el Al W 2E 9} 0tAZ, s
Xt
o

(o]
T
A
0
Hu
I
)
[l
m I
5
Io

| A2 o5t Foll= AFE Atedlof &
7|2 AWS AMH|A MEHSHo| 2t ZZEo| 7HRl HE E3 Q]

| Z-EElLICt o & 01 Amazon Elastic Compute Cloud(Amazon
t(laaS)2 B&FELCt 2k Amazon EC2E AtE5t= <

EC2)2 Z2 AMHIAES MH
2l of Mx|st= oEZ2|AH 0| AZEQ|o| EEE REIZIE[0| st =2

71|AE 24 A et EC2 @l

FQ 0
= |I=I
(at

Mol He 2 Mg 43

HoF & LICt. Amazon Simple Storage Serwce(Amazon S3) 2! Amazon
DynamoDB&t &2 F &2tz /HHIAE 8ste B2 Azt AS, 2A AN L EHES AWS B
°*L—|EP HolE(ZZ 2EX)E 2 F5tI ClO[EHE M& L HAM57| fs A=ZEQIEof A
= O M8z M* ArEXto| AMllL|ct AWS 7t CIIOJE 2 7HeI HE E3 &

4|0

HS L—
E —
XI% ot= Yol CHet XtAMleh LIE2 2| HIolE B35 2 7HQ1 HE AWS B3 & HZ oM 2.

>
=
w
OH
ofn
12
e
o
i
=)
X
ro
0
HL
HC
ol
N


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-protection/

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

AWS PRA O|df]

-

A8 =1 A& ZEEF AE T ALof £ 048t0o{ AWS PRAO] CHEt =82 K
(@}

o MMofAE= AWS Z2}O|HHA| & X o} 7|El%{(AWS PRA)2
Ct. E8to| MMo M= AWS PRAL| of Al AWS CHE HIH &
L|C}.

_—

el

L
E

7|Et AWS X|& Zto| A& MY
Qo

WS
o dgrxQl gfjojotet LR E

O}E
o
I —

Ol MM2 Ctg FHNE Z&FELICH

« AWS PRA &/ AWS SRA AL

« AWS Organizations & M& AH X
-« AWS JHRI HE B35 MH|A

H
02

AWS PRA 2 AWS SRA A+S

Pl

M
MO

®

mjo
nn
kI
H>
I

LICE ZHErSh A2 Z Aol #045t01 AWS PRAO] CHE Z|=¥HE X

[T
I ﬁ_o Y
|0

>
-

o T

0H 2
o

AWS PRA= 10| @1z} U 93 2 =of ChEt 7|2 L o H%EI?ﬂol/.kj 4% mato|ulAl MoiE H2st
S ol E20| El= HES MIBLICH AWS. AWS 20 &% 0F7|=IA{(AWS SRA)E AWS el = I
HBZ701M HEFol A Rt 2ot Hof NEE 7881 AISHE o7 [SIXIE 7as| SIzt et
o| x|&lg RMBELICH o] 7tol=ofl RHAIS| MBE MOl ME 25 KoiB MHst7| fIs) AWS PRAE
AWS SRAO|| MHEE Zdut stk 7|2 K& &A™ =& cf 7 LICH AWS PRA2H AWS SRA

]]>|'

rO

£ B2 SYet 7|1& AtMls| dBEfLIC AWS MH[A. O] 7H0|=0f= O|248h AMH[A0i CHEr ZhEFEh A
HEH LB E|o] UELICH o|E{et MH|A 2 AWS SRAL| 2ot ZAEIAE M AFS El= ErEdof CHa RHA
5| gotE = U&LICH

AWS SRAE AWS TZE Abziof &7 AWS EoF MHIAE M7, 734 L & 2|5l ol =20 & £+
&L|CH AWS SRAE =2| Al3l3d 7l0|E2 AF235H7{LF AWS SRA 2! AWS PRAE Zml{L|Q1 7}0|=

AWS PRA &/ AWS SRA AFS 3


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/understanding-landing-zones.html

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

2 AFSE £ 2UALICH AWS SRAOH AHMI S| AHE B2 2ok KIZS AWS PRAOH RHAI S| AT EI 74

2 Y2 22 Moigh B4 ME <+ AU 2D OEIIRIZ AWS F2LE ofF £700] el e

Gl Z20| F 4 s 7IEHeI QI HE 25 13 Aol Y&LICH 03 WY KXo AN X
4+ 217 MR ULICH oIS Sof TAHY £ U

O - -
2 Chsot Z&Lch

=
= H K| EE
« ZZEoA 7HQ] CI|O|E{E o7 MHOo|5LtR?
i ==l 7HQ! CIo|EIE xiElsts o ZEl7lolME xIetLtR?
- CIE f82| Al HIo|EE *El5t= oHEEZ|AHI0|M2 o{HItR2?

LURtet 2EtRE AX[LI047t 7HR! HIO|HZ SR H Z|CHer HE| Hoix JU== 5t7] 2ol o{E =%

01 42 2 AWS Identity and Access
%

o B
OE = A&LCH

© M2 T4
O{E{2.0| 0|742 1 AGLICH ZHEFEE M ZARO| ZH045H04 AWS PRACH CHE T|= #g X
T3 FaAL

AWS Organizations= 02 AWS A& g S0 &Eletn 2|5t ol =20 e HE &2l My
AQULICH of AFE 2 & MAIEl CHE H™E AWS 32| 7|8 AWS Organizations &L|CH XFMIEH LIS
2 Establishing your best practice AWS environment® & Z5HM|2.

CH2 Clolo{aZ2 AWS PRAS| &% =& AH & == HQ|(OVU) FZE 20o{ELICL CHEE 2| B2,
PRAS| AWS =& X = AWS SRAC| = &! L& o el x|&hL|C}.

AWS Organizations 2! M8 HH 7= 4


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://aws.amazon.com/organizations/getting-started/best-practices/
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/architecture.html

AWS HE 7to|=

AWS Z 20| A| X o} 7= %]

_____________________________________________________________________________

1

AWS SRA : AWS PRA :

| & A :

1 O O 1

1 1

: Org management :

! account 1

! 1

I 1

! 1

1 1

1 1

1

f | 1 I
1

! ~ :

| — — .

A ! r A r A A 1

[ 05 : 0o o) 05 ;
]

Workloads OU : Infrastructure OU Security OU Personal Data (PD) :

1 ou 1

i 1

1

1

1

I 1

i 1

; |

i 1

04 D& B (=P mpN mPN 04 A&l

O O ; O O O O O !

Application Shared Services : Network Security Tooling Log Archive PD Application Data account :

account account ' account account account account 1

I 1

1 1

1

___________________________________________________________________

AWS SRA ZZ{1to| Wit Cha1t Z4&LCh.

« AWS 74! Cl|o|E| =%

= foiMg Mz
0|1 M stE
. ol
3t

&Lt

3

x{& 2 #2| T8 el Clo|E{(PD) OUZH RTHEILIC Olst 2xM E2|
8122 el CloIEH Ol &) e BHEIR| S5 S 2 s O £80) Sie 7Al
moi8 Folg 4 et

Z 2} QUMM AWS TR PRAE AWS SRAO DEE S F MH[A H o cHet 7} X|&E £ 8
| ©

« #XH AWS PRAOIE AWS SRAO| MHE 23 2= U CHe £7}+ x|&lo| & E|o] UX| et&L
Ct. 7HQ! CIOIE & &5t HLE *{2l5t= oHZE2IAH 0|2 PD ouL| M8 H™Hof /&Lt

AWS Control TowerE Al235t0{ =& Mifof £0oF 2l 740l ME E 5 X{|o{e| FMEIX{Ql 7|& 7 .||_-|/\
ot AISSHE HIZE =& = U&LICH AWS Control Tower 7+ 34K ZE0|M AF & X| &t = ZB<0]
T MH|A Mo HE 2 AWS Config T+%! AWS Control TowerZt 22 B2 Eot 2l 7ol HE 235 A
0{E ST MH|Aol BHZEE = U&LICH.

Y MEst Mafe 2850 A L ou == E AEE m 7§l HlolE XMEIE n2dste XWo| =0
2 £ A&LcH D73 ALS Alel|et 2 HE U 7ol CHSH *{2] &I lo|H & niisoF & =
A& LIt 01|E 504 7t= AX|A} O|O|E{= Payment Card Industry Data Security Standard(PCI DSS)
of 2t B2, E5 CHal 742 HE = O A48 28 & U Melof 28t H(HIPAA)S| MBS &t
g2 %J%I—llif. JHRI HIO|E{7t Z & E 2@ 2 HESIT 0|8 7|Hte 2 MES MEFE H&lste{n &

AWS Organizations 2! M& HH +#

B
3


https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/shared-services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html
https://aws.amazon.com/controltower/

EFOItHA| &7 of7| =%

S

AWS
o0 ou7t £ 7|

.|

F

AWS HE 7tol=
C. o|2t

ki KF
00’ = _ S oo = T =0
HOl._O I_..AI — +n O< HrHl -
WX ol ul w0 o, o el S < HOWW AT I
K0 NN ko = D o o HI oK - S 0lJ "3
ﬂ.l_.m_A H_ﬁ - ”_rEﬂ _._I_I|=__=._ —AOmO_LH K
< o il 5q@mr Twm ® RN LI
KO o 2 =] oo = < Hw oo . "R Kl
T W r . oo D & zo oI T ol > = AUkl -
—_ o_=._ A o _=_=_ - KY — — = O o _I_.m _Ao
2T o ml = u -+ 2 m___lomﬂ S b H e
llo w e —n K0 — NE 9o 1)) m_._lm
- < mo XY oo o — U= = i 0 =
of It = e oo oo S 6 o] K = = Wl =<
m o K o S T I of 30 ¢ o H. U
7w e 2 JWFo T nD LRI Y M
™ K- o = kol m X H_______M_.mA___ g+ O
L - °of or M S 3ot RO | e U S
20y 3 m 5 m Ho <0 ©°F Kilo )
re) KO0 il wd KF ol Al — 0 = 0| o Inf = 00 E_ |
2ok i cam  Jufie BTwow Wl
=Th 3 goaTS AU N HIR R 2
=0 Wl I Kl ko @ Al ok S Wz M I AN VU
ﬂov:.; = o M1 <+ I H 00 = O A_u_Ln__._ln_vl oF 15
LI =< ol oo 1y ko ok KD 5170 o z 2
S I % i W B EModT wINFZ <2
5 o= s oM g R oo wl — = e Y
TNz i RIS Zmd X QA= U
= Of 5 " H H HM_AEM__IO CLE s ot O
=Ko . e Y o« 2o ELE L4 »
{| Tl [E | = TS I I <+
oo = O Al = J ol RO .rﬂo:A woll = - =
E) N S &K D My MR o o S ElRr @ W <
& W mu 9 ol = zyol T mEH O L oy <™ 3z
N T U =521 Ho_._kxuw xo.z.Jl_A._ . g0l
o M < = Hr <~ J 3 AT 8 o KF ok oo
o ) Rl 5 — o7 4 Sul s K wSm A = F
! T X 10 m___u__ K KM M_VIA_U. T) 0% ﬁ_vr_m_v mo g o M ° H_ m o .
s N ERGIPE W Wz N R T
ﬁ 5 _.A. “_“_l_ _ll_ ._o_=._ joid .A_l =) |_M_.|_ < - - ) O. _I_.m .A_H_ Mﬂ 3
ol U Lju U o o 2 — qu & U 0 o< <l
n Y ] H __3L$._W ox_._uo“__Aﬁ Al Y .
23 o - ol H _ulAm____ 1K =S5 I W
Z @ K0 T of Ampm o OBEL Tgn M o 3
._.omMmu_ < .“_-pqu.ﬂ.._.._:._._m E__iwﬂ__._uo_ mﬁ_vgoﬁuo_m_r_ﬁ “_u._._HH,H )
K - o = — =L S X = o 9 io 3
T+ S5l T gl aamdk nHmod TENEL FI o
~ = Kl g K- Slamol E M NN NEgmE BT |2
KIO 7ol o7 ~N IH = I = k0O 1 o TE n_xA_Hw”H KPR T
IDIOH_ I O @ T o ._._uoam_on-_ ol <0 :_E L < O N — ol ¥ <
24 22 w o ok #u ir Al o = ol T O Ads52 = = o
i Al X = 5 o gl S =odm¥y 3w E3 ~ < B
TS = of @ Son ™% == T 2o ol o
T T nmE URBD Ko<l 2
% ol o < % M KH T o =< nd %0 ™ K| = =
< i 10X =


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-control-block-public-access.html
https://pages.awscloud.com/GLOBAL-aware-LN-AWS-Security-Assurance-Services-2020-reg.html

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

AWS Z2}O|HHA| &= o} 7|El*
® HE =M
0d2{E 90| 9|74 E 11 Al&LCH ZtEsE M2 T Aol 2045104 AWS PRAO] CHEt I|=EEHE A
2ol FAHAI

CtS Ctolo{1242 AWS ZEFO[HA| & X ot 7|H%{(AWS PRA)E Eo{ELICH CHE2 B2 72l HE

2% ¥ AWS MH|A R 7|SE Pdsts of7|=ix 2 o ILICt. 0] o7 [=i%{= AWS Control Tower
oM A5t 2Hiel =8 J|Hto 2 Lt



https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2

AWS HE 7to|=

AWS Z 20| A| &= of 7|E X

Org Management account

' '
: Access :
(\5 1 management |
' '
& . !
1 '
AWS Artifact AWS 1AM 1AM access advisor : @ :
Identity Center N |
! Roles !
1 '
1 '
) | |
' '
& . .
1 '
AWS Control AWS Systems AWS Organizations ! permissions '
Tower Manager oo
Distributed and centralized security service guardrails
[
ll@ O---a
—o
AWS Security Amazon GuardDuty AWS Config AWS CloudTrail IAM Access
Hub Analyzer

Security OU

Security Tooling account

AWS Artifact AWS Security

Hub

AWS Firewall
Manager

Amazon Inspector

AWS Lambda

g

AWS Config
aggregator

AWS CloudTrail

Amazon GuardDuty

Access.
management

'
'

'

1

'

,

AWS Audit AWS KMS :
Manager '
'

'

'

'

'

'

'

1

1

Amazon Detective

Amazon Macie

AWS Private CA

Amazon EventBridge

1AM Access
Analyzer

Amazon
Security Lake

Log Archive account

Amazon Security Lake

Flow logs
AWS CloudTrail @
«—

Organization trail

AWS CloudTrail

Filtered Regional trails

Amazon S3
Bucket for central logs

Access logs

DNS logs

Distributed and centralized security service guardrails

| '
I '
| '
| '
| 7 °
| g@ 0---a H
! Lo 1
' '
' AWS Security  Amazon GuardDuty AWS Config AWS CloudTrail IAM Access 1
H Hub Analyzer |

Access
management

Infrastructure OU

Personal Data (PD) OU

Network account

Personal Data (PD) Application account

Access Manager

| Data Firehose

' ' e
! Access management ! C\ Amazon S3 ' I
1 cc 9 | @ "l"@ ! Access management !
' |
! @ ! — = -— ' !
: : Amazon VPC AWS Verified Resolver DNS  Network Access E E E [ @ !
N | Lattice Access firewall Analyzer | .
' Roles ! Training data Customer data Redacted data Application load 1 Roles |
bucket bucket bucket balancer :
|
a
8 B E :
Inbound VPC s VPC (us-west-2) - - - - - - mm oo |
. oo " | | Permissions !
AWS Shield  AWS Certificate AWS Resource AWS Transit . Local zone . !
@ Advanced Manager  Access Manager Gateway | us-west-2-las-1 | Flow togs ‘
I I !
Flow logs @ Private subnet . @ Private subnet . Distributed and |
In| er+e: SNy N N > centralized security 1
gateway { @ } 1 1 service guardrails !
SN L—‘ ! L—‘ i !
Amazon Route 53  Amazon CloudFront AWS WAF "_‘\:‘ : L_“:‘ : AWS KMS i
Outbound VPC ! ! endpoint |
EC2 instances N EC2 instances N '
with Nitro Enclave i i !
Might include NAT JRIENES | | O ’ I
I
Flow logs Amazon 53 :
Interpet DNS logs Access logs Access logs . endpoint '
gateway @ |
'
'
ro N Amazon GuardDi
Inspection VPC . - . 3 X X . Amazon Bedrock Amazon i uardDuty '
. Distributed and centralized security service guardrails . Comprehend |
| | :
I I
> ) |
, ' ' 0
| | B 4
: : AWS Config :
' ' Amazon Amazon Athena AWS Glue AWS Glue Data |
rewall subnet | N . | SageMaker Al Databrew Catalog '
| AWS Security ‘Amazon GuardDuty AWS Config | |
| ~ | . . . :
' ' |
. —o . R
! G--a ! = s AWS CloudTrail |
. L_o . Amazon AWS KMS AWS CloudHSM Amazon :
AWS Network Firewall ! !
| AWS CloudTrail 1AM Access | CodeGuru CloudWatch Logs | —o° |
| Analyzer | ' 0---a !
- ) ' |
1 I
' 1AM Access !
H Analyzer |
AWS Lambda Amazon Kinesis AWS Resource AWS Backup |

e a— I




AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

AWS PRAO{= 712! EO|E{(PD) oHZE[7 0| AHEAMH EARE[= MEHE[A B of7|EA 7t ZE K|

01 A&LICH o] A9l ot 7™M = AHIKIZEE 2 742l IHIOIEia +iots I Z=0f CiEr ol
2LICH o] A2 =E0iM AHEXHE & E[01§ Sall 9 2ELICH & E[o{= ofZE2|7 0| E|o{et &5
HEELICE ol AE2 2 ASLZFH Y3s 45y, OlOIHE AMeE| & XEstH, s2/& L& E
1t M= mHE|7} C|O[E{of HMAEY = JESF 58t 4= O ol ERstX| &2 M HI0|E & ot}
olE3t AAgLICt o] ot Z|EiX = ololE 8flo]l=Z, B0, A#E E= At= 2B (loT)2t Z2
EEAE AMHE 4HEX| f 1 B2 7|2 ZetolHA| AX|L|{Z 7|EE E0iF 7| fls o|=XHe =
DEstE o[HE 4 of7|HA L|ct

CHE2 2 O] 7Ho|=olME =& o Z AEE RiMIS| dBELICH Che 2 Algel el SE 259 &
HE MHl& H 715, Ied A & HE ALY, Ctolo{a 2ol CHalf dBEfLICE.

S
A

L

e

el A
U-=2or=7 AHY

U-2Z21ot7tole #HHE

re

O
O

_I_

S
=]
ol
HOo
o !
o

—

|

2} OU - Network 74|&
« 7012l OlO|E{ OU - PD OHZ2|AH 0|M A

5 gEl A
® dE =AM
oiZ{E 9| 0|78 ET A &LIct ZHEHE M= ZAtol Eo{5t0o{ AWS PRAO] CHEH I|E S X
Sl FAHAIL
X 22| AY2 7IEM2 2 AWS Organizations| A ZtElet= X0 ZE A™HAM 7|2 712l B2
2% XMo{E QIEF 2laA FH EBZEE #ElsheE ol AFSELICH E8 o] AHoME S 2oF
AR HE 23 Mo Sa M HH AES derE M2 tix e £ &Lt o] Ao chEt &t
MIEH LIE2 AWS Eot E X o7 [HX(AWS SRA)E & Z3tAML. ChE Clojo{a =2 =& 2te| AlHod
TEE AWS Eot A Tl HE HS MH|AE Eo{EL|Ct

EXSETETRE °


https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html

AWS H¥ 7t0|=

AWS Z 20| A| X o} 7= %]

Org Management account
T T
: Access :
{\\) I% — | management
v @h — | :
1 1
AWS Artifact AWS |IAM IAM access advisor : @ :
Identity Center . .
! Roles !
1 1
1 1
6-\'\ @ 1 5 1
& o M |
1 1
AWS Control AWS Systems AWS Organizations ' Permissions '
Tower Manager |
Distributed and centralized security service guardrails
o —o0
0 04
x =z
AWS Security Amazon GuardDuty AWS Config AWS CloudTrail IAM Access
Hub Analyzer
ol MMofME o] AHoAM AEEl= CHE AWS AMH|A of CHEE AtM[EH HEE MSELICH

« AWS Artifact
* AWS Control Tower

* AWS Organizations

AWS Artifact

AWS Artifact= AWS Eot 2l X 4
A

LIC} O] MH[A7} EoF ZAEIA
ArchitectureE X sHAMI2.

0|2 AWS MH|A E5H A& AWS 22 K|o{E olsHstT

BHHOM PHE +

CH22E & M3 sto] HALE XY = U&

&t XEMIBH LI 2 AWS Security Reference

cEES

N

due 4

ma

A& LICH = SOC(System and Organization Controls) 2114 2! PCI(Payment Card Industry) 2 11.A

o Ze Aws Eot U 7E F4

248 d&dts

2 2

ro m
Fol

__rL

ofq x|of U 7

XA AR HE
_—T T/ T

21 Mof| CcHEt HAMA S AWS Artifact M2 8FL|Ct. EE8F AWS A|o42]
O| QIF 7|gto| 1E0f CHEH U A|

AWS Artifact


https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-artifact
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-artifact

AWS Z2HO[HA| &% ot 7=~

AWS TZE 710|
AE MBELICH & ArE5tH Z AR EE= A 7o AWS 20 2 JHRI HE E 5 Xofe] BHE
AWS Z AL OLE|HE & X3 & AWS Artifact = J&LICH CFS 21 ME AWS 712l HE 2% X012
2NE UBst= O R = U&LICH
- SOC2R8E2/MHEES ETM -0l ETMe= JHQI CIOIE{7} &, AME, EE, S74 L H| 7| &
= 4 Aol CHE AWS Hlo{o| £1HE Ho4FLICE SOC 3 7Rl HE B35 EnME QlEd|, ol SOC
2 7001 HE 25 Aojof CHEH & &AM MHE MBS ELICH REMIEH LI 2 SOC FAQE & Z=5tHAl
2.
- 2CRE AFEY 7™ E Mo FHREI(CS) - Ol ETME S| 7t ALO|H E ek 7|l
Informationstechnik(BSI)2| Bundesamt fiir Sicherheitoll M ZH&FH&LICEH C5 QLT AHE 2 SF 57|
MHEELICH 8 ClolE {IXl, MH|A Z2H|X'd, &g +
ofl CHEF 71 Mo @7 AFE T ZEHELICH
2| AIAEI(PIMS)

Ol xMHE HS ot

ISO/IEC 27701:20190{| = 712l HE &
&g MyetLict ol 23k
Zof CHet REAIEH LY

ISO/IEC 27701:2019 Q15 E T A{ -
Rl&xoz JiMsty| I8t 27 AE D R
b4 Ql&LC o] &

£0| 152 He

2|5 AWS 7} 2348t H ot X[o{E KEM|5]
ol XHd H =
22 ISO/IEC

of ol 7é_'>|_|?|_ _g_7H 9_|—,—9|- tl- EI 7HL oL LI

]
ATH
(o]
AL
o)
2
mo
ok

A'|X'| |-
X|‘A‘”o| MAESIT AWS Q15 & 4
B HEeMR

27701:2019(1SO 2 AFO|E
MEBIE 2= AWS CHE A 848 M- T &2l§HE o
EoM AHE El= Eredof chEt REAMIE LHE 2 AWS Security

AWS Control Tower
Hot HE
o ZiEA

AWS Control Towere 4%

T 0| Euct. o Mu[ATZH ok 7
Reference Architecture® & Z5HM2.
oAM= CIO|E{ ZE2O|HA| 7 AtE, £6| HIO|E BIXIEA| & FHol| %= 7t=dol2tnE 5t= B
2 MAIA, of|ehx 2 B x| Mlo{o| HEE AFS3F AWS Control Towerd =& QU&LICH 0 E E04 O
OlF M&2 £QIE AWS BTS20 MgtotE 7HERIYUS XIHE &= &LICH 2t MESHE Mo{E
I3 Amazon Virtual Private Network(VPN) 21 5{& 2t &, Amazon VPC 2IAFE 1| CHet QI A
MA 58 oF &, @™ Elof Hetol cHEt HMA 7HE S O|o|E BIX|HAIE Mofst=F MAHE 1771 0|
Aol 7tER|Y Soi| M MEfE = Ql&L|CE AWS AWS 2| O[2{8t 7tERIYS = ’5. Ao 2 L5tAH
HiZ & & /= 0424 AWS CloudFormation 3, MH|A Ao H3 3 AWS Conf|g mEoz THEL
Ct. RkMIEH L& 2 AWS Control Tower M MO| HIO|E B X|HA| E5 & Z3t6t= Mo{E & ZSHA
2.
Clo|E] o AL AWS Control Tower A= 12 E Amazon EBS 20| & OIO|E{E ¥353l5
J040F &, AWS KMS 3t £of MM g AMEtst= £0 R 0+0|= AWS KMS & AWS A
T Moz Eh&8t ololE] Bl XIH A Mo{ECt FHe[gfLC
= e =Y

CE __I.L)H_Elo.l
|/\‘l|. 7|-c> 04|u|- X-||O-|E X.Il.n.ol'L_lEI.
=ofl Cllo|E] Bl XITHA|, MESHE HMA K 53 U S F A S e

AWS Control Tower


https://d1.awsstatic.com/whitepapers/compliance/AWS_SOC3.pdf
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/iso-27701-faqs/?refid=sl_card
https://www.iso.org/standard/71670.html
https://www.iso.org/standard/71670.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/org-management.html#mgmt-tower
https://docs.aws.amazon.com/controltower/latest/userguide/data-residency-controls.html

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

2 X|e £ Ql&L|Ct XEM|BH LHE2 2 AWS Control Tower A48 A 2| Preventive controls that assist with
digital sovereigntyE & X3IMI2.

ClolE B XIEA| & 3 KMo{E =Hol ZEto[HA| 7=BYE HiZsl{ok st= d¢ olE 048] 7HX| 2+
A[0o17F AWS Control Tower Z & E|LICH. O|2{3F Mol BT £2 dHEY M 7|IEXMe2 HE ouoll b
ZEL|C o|g{E CHRE 22 21 of7t0|E &K 518 ¢ & 2! CloudTrail 21 ut o CHE FZEM A

S gM3tet 20| 208 B35 T2 MAHE ofdx &Mo{lLch.

AWS Control Tower E£8t=2t &g £[o{ & X| X|0{& AWS Security Hub CSPM A3 & LICt. o2

gt Mo{E MH|A #2[ EFE AWS Control TowerO|2t g LICH 0|28 M|0{& A& 3t0{ Amazon
Relational Database Service(Amazon RDS) H|O|E{H|O|A QIAEIAO| CHEt K& CIO|E & =359t 2
2 el HE B35 K| Moo € EE|ZEE BELHEEY = U&LICH

AWS Organizations

AWS PRAE= AWS Organizations £ AI&35104 OL7|EX{ LIS 2 E H™EHS S0 Z2lghLict. RkA

8t LHE 2 o FLHM 2| AWS Organizations 2! & A& £ MMHE & XML, ol HE MHH|A Ao
MM (SCPs) & 22| HAZ AFE 350 7HQI Cl|O|E{ et 712l HEE 25 & AWS Organizations== U& L
Ct.

KHIA ®of H2(SCP)

MH[A Ko HAH(SCP)2 ZZ|o| HEtE #Elst= CI M8E = U ZE HH ELICE 0|8 S3l
CHAN A&, == 22| AWS Identity and Access Management (OU) EE= TR ZE| o] (IAM) 4& 2! A
S Xtof| EHOH A& 7tsEt 2CH HEtE B ESASE KMo{& = UsLIch ZE el H ™ol SCP

AWS Control Tower & AF235104 A TA|0ol SCPs 2 UaHH HHEZ & 4 U&LICH MB8E £ Qe O
O|E{ BRI A| Moo CHEF REAEH LI 20| 7HO|=EAWS Control Tower2| MM E AWS Control Tower
ZESHM L. o SCPs2| MA| E 22 AWS Control Tower Z & 8HL|CH. AWS Control Tower 7} 3Kl
ZEOIM AFREIX| of = AR 0|38t MolE £502 Uiz g £ % laLch

SCPE At&3toqd Ol|O|E BlIX|THA| 2T AtE SHE

£ x|21H 2| LHol loIHE MY st MElstod 7Rl TIOlE BX|HA| 2 7 At E 2 Elst= Z0|
UEFML|CH 2rE 4ol T REF CIOIE BX|THAl 2 F A 0| SEFE=X| FQlsttd™ w4 &zt 7
US| F=stod 27 AHYE FHQlstE W0l E&LICH o[2Er 7 Arg o] ZYEH Xx|ol ==Fo| &
£ 0421 AWS 7tX| 7|2 7Hel HE 235 X017} Ql&LICH o€ S£01 SCPs At&3t0{ LI O|EE *
Bl M ste ol AEE = ME% Mgte AWS 2| = &LICH HA ME2 o] 7to|=2| 7F Ti| O]
E{ £1& AMEt AWS 2| Mg B ESHHIR.

AWS Organizations 12
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html#trojan-ec2-dnsdataexfiltration
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_management_policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies-enforcement.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#mgmt-cloudtrail
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-create-trail.html#cloudtrail-create-and-update-a-trail-by-using-the-aws-cli-examples-single
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html#creating-a-trail-in-the-console
https://docs.aws.amazon.com/controltower/latest/userguide/configure-org-trails.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-in-the-console.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-config
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-nist_privacy_framework.html
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https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://aws.amazon.com/blogs/aws/new-aws-config-rules-now-support-proactive-compliance/
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-guardduty

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

A S EXE g2 = UELICH ARE = Qe IP S0l AMEE = e IPof CHEF L 2|1F XA 2
S50 LT 4 IPo| ¢ BE SXISHES GuardDutygE 788 = U&LICH

AWS SRAMIAM HESIE CHZ T Z|o] 2 E AWS A of CH8H GuardDutyE &8st m ot =7 7|

& GuardDuty &l #E[XE FHE &= U&LICH GuardDutye =& ™A Q| ZAF ZHHE Of B
HEo 2 EAFLICE RtAE L8 2 2 GuardDuty AIE #E|& XML A S Organizations. £ &
ZX Y BEMEE Ae| U 2K QIAEE i8S Z2MAMM 2E 71 HE B35 £h&d o|s &t A Xt
E A5t T o|H REI #RHEIUES £+ Ues ZE QAEHE FodA|7|E WHE nedg 5+ UYUSL

IAM Access Analyzer

TZ40| FHRI CllO[E{7} AP Q1= o El ME THE| Z2 MAeF MHESH SRl UA2MH O

EE|etE SREIX| eferte X[&SMQ 2 S HELICH OloIE BH= AWS 32| dzE =+

2|AA0 M ElE HEXHT Ol AEE £ = IDEF HMAT = UEF HHE oL 7tef|Y

JHel CllolE{e] o =5t x| ef2 S/ & o= El S0l CHEr MoiE Holg i M=g = U= ID,
LE

T A Blas oY EE 3 E Folg & AU&LCH

Crr oo
% 11 m

> I° 30 ru &2
Ir
ol I

W

z_
Olo
o
2
P
1A

AWS Identity and Access Management Access Analyzer (IAM Access Analyzer)&
ME[AWS HE B9 g Holstn sie AMZE| Fdoi CiEh @{ghof CHer A EIE T HE = UL
Access Analyzer= IAM EAE 2415104 R E RIZ S 2|AA0| CHE | =5HK| E2
= LA AE HMAE AH5 D Sl ZASH= ol =Z0| ELICH IAM Access Analyzere= 8 2
B2 ME35t0{ AWS AHLRIF M HHAE = U= ElaAof CHEF ZHHHRI ZAL AtE M
ofX[He 2 X|LEX|H s{& 22l 1AM H2of CH S5t 2tEd M| E sl Zst2i™ IAM Access Analyzer
E ME35tod IAM HE AMHIE 7[E22 7|E HME ABstn Mer2 M3 = U&LICH IAM Access
Analyzer= |IAM 2{EMALS| O HMHA ESE 7[Eo 2 %4 HEHIAM Y
CloudTrail 21 & 2435t 1 sie Y2 A& =5t ol £

Cf.

_rﬂ
A o
Hou T

r
n

Hot ZAEI A E 0| A IAM Access Analyzerg At&5t= &80 CHEF XEM[EF LHE 2 AWS Security
Reference ArchitectureE & X 35HM|2.

Amazon Macie

Amazon Macie= 7| et& 1 i LX|E Ar&5tod TIZ 8 CIO|EE A6t 1, T|o|H 2ot 9™
of CHEt 7FAIE S MS35HH, Ole48 /&0l ChEt 23 8 X S35HE = e MHIAILICEH Macies
Amazon S3 HHZ!O| E ot o= 7HRl HE H S5 of grzdsto A HA 2|t e = BAE ZXI5HH &=
A ZOHE MMELICH Maciee Z20| 7Y &4 -2 X(|s7| s AHSEE #35tE ol AHS

IAM Access Analyzer 18


https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-iam-analyzer
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-macie
https://docs.aws.amazon.com/macie/latest/user/custom-data-identifiers.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/add-rollup-region.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-cf
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html#network-waf
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https://owasp.org/www-project-top-ten/
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html#aws-managed-rule-groups-use-case-sql-db
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html#aws-managed-rule-groups-baseline-known-bad-inputs
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-bot.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-atp.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/anonymize-and-manage-data-in-your-data-lake-with-amazon-athena-and-aws-lake-formation/
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https://docs.aws.amazon.com/athena/latest/ug/functions.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/athena/latest/ug/querying-udf.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-sensitive-filters.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-denied-topics.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-word-filters.html
https://aws.amazon.com/blogs/machine-learning/implement-model-independent-safety-measures-with-amazon-bedrock-guardrails/
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://docs.aws.amazon.com/bedrock/latest/userguide/guardrails-contextual-grounding-check.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/what-is.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/differential-privacy.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/machine-learning.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/crypto-computing.html
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https://docs.aws.amazon.com/clean-rooms/latest/userguide/analysis-rules-list.html
https://docs.aws.amazon.com/clean-rooms/latest/userguide/analysis-rules-list.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-data-protection-policies.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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https://docs.aws.amazon.com/datazone/latest/userguide/what-is-datazone.html
https://aws.amazon.com/blogs/big-data/enhance-data-security-with-fine-grained-access-controls-in-amazon-datazone/
https://docs.aws.amazon.com/glue/latest/dg/what-is-glue.html
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https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/glue/latest/dg/add-classifier.html
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://aws.amazon.com/blogs/big-data/handling-data-erasure-requests-in-your-data-lake-with-amazon-s3-find-and-forget/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/easily-manage-your-data-lake-at-scale-using-tag-based-access-control-in-aws-lake-formation/
https://docs.aws.amazon.com/databrew/latest/dg/what-is.html

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

AE 7t

oIr
ok
02
ok
Ko
N
It
rlo
jul
Ol
i)
my
o>
T
ful

e ZAXKI ot 55} -Qd Zhol| AXX A55 A NEES MeL|Ch AN o5 5= A Ztof CHEl S
Ust Ao AEE YABHLICH

. HEXMSE-QZIo HEXM U535 YN2ES ML HEX ¢ 55l= MRE mojc) ot
= Ao|HEAES MAIEHLCH

DataBrew0i| A XS El 7H21 C|O|E] g2t B A|Z[2] A S =2 Personally identifiable information (PlI)
recipe steps& FHZtAML.

AWS Glue O|O|E{ EZE

AWS Glue O|0|E{ ZZ 2 Of|o|E]| Zto|=Z 22l ZHof| ZZZE Of|O|E{E ol|o|E] AH|RFO| A HEH57|
ol Abof Ci|o|E{ mto|ZEtQl Zho & E At S3tstm 2dY = ULSE X[ LICH AWS Glue
Clole &Z&2 Clo|&{ mto|Z 22l MEto| C|o|EH & & A BAS ®Z5T, Amazon
EventBridgeol M 2212 EB[7H5t T, M sHAS I3t E& 72 MY
AWS Glue C|O|E| =& £ TH|Q1E Qo2 A&l MME X
4; AHA—|oI- A OIAL_l |_

Pl
2
jul Ml
ot
om 3

32 MTE + YsLich

A
2 ANSK RE ol &2&

AWS Key Management Service

AWS Key Management Service (AWS KMS)% AE5tH & 5t M|o{stod C[O|E{E E
3%+ U&LICHE StEQ0 Bt ZE S AWS KMS AL 3104 140-2 ¥33t ZE AS T2
20 AWS KMS keys [IH2F _?_o|'_|_ ?5."5.‘;."L.IEI-_ o] A—II:IIA7I— Hot HEIAE oM AR | = ghedof Cf
gt AbM[EH LHE & AWS Security Reference ArchitectureE & Z5HAIR.

I' |-0II
2 ko

AWS KMS = & 33} AWS MH|A & MB35t CHEE2|t S& &M 7HR! CIO|EE *2lstT K& 5t
£ OHEE|FH 0| A KMS 7|E AEE & A&LICH AWS KMS & AtEst0 LSS HIRoff CHEEE 7i
=

Ol MR B3 27 AFEE KI#stD JHQl Clo|EIE Ba g 4 et

A, Bz A TE S48 O & Moi{str| fls o 22 7] A E.

T
. T8 12 BalE 7|8 ASstod 7HQI HOIE] I MO TlOlE{o] CHE HMAE siSsHs Hot g

AWS Key Management Service 36


https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/databrew/latest/dg/recipe-actions.pii.html
https://docs.aws.amazon.com/glue/latest/dg/glue-data-quality.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/data-quality-alerts.html
https://docs.aws.amazon.com/glue/latest/dg/dqdl.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/security-tooling.html#tool-kms
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://aws.amazon.com/blogs/security/how-to-use-kms-and-iam-to-enable-independent-security-controls-for-encrypted-data-in-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html#concept-xks-proxy
https://www.fpc.gov/resources/fipps/
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https://aws.amazon.com/big-data/datalakes-and-analytics/datalakes/
https://docs.aws.amazon.com/lake-formation/latest/dg/what-is-lake-formation.html
https://docs.aws.amazon.com/lake-formation/latest/dg/tag-based-access-control.html
https://docs.aws.amazon.com/local-zones/latest/ug/what-is-aws-local-zones.html
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https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
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https://docs.aws.amazon.com/sagemaker/latest/dg/model-monitor.html
https://docs.aws.amazon.com/sagemaker/latest/dg/clarify-configure-processing-jobs.html
https://docs.aws.amazon.com/sagemaker/latest/dg/experiments.html
https://docs.aws.amazon.com/sagemaker/latest/dg/model-cards.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://docs.aws.amazon.com/whitepapers/latest/model-explainability-aws-ai-ml/model-explainability-aws-ai-ml.html
https://aws.amazon.com/sagemaker/data-wrangler/
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https://docs.aws.amazon.com/sagemaker/latest/dg/feature-store.html
https://aws.amazon.com/blogs/machine-learning/automatically-redact-pii-for-machine-learning-using-amazon-sagemaker-data-wrangler/
https://aws.amazon.com/blogs/machine-learning/automatically-redact-pii-for-machine-learning-using-amazon-sagemaker-data-wrangler/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

Qi LIch o 2 CIOIE] D4 9142 AISHE I} 5 7hK| T2 SAIS AL 3104

. A5 HI WAl £ olol I Tett BEo #o R Hlol2e BELIC A W YolMs UEYI
200 SIcf i EE0IL AFSRLT RIZ ot MulA0l ERHE 4 2l GlOIE S4(ol: AL A Of
S FAEE M2 HYBLCL 7H E4 Hol £ v 92 HASES QUEFLIC T
ofl A= CIOIEI7} 7HRl CIOIE|Z ZHEElE B2 ol 8 Ydstn 2RI 92 B9 ofLIR'E UE
Lich. St £ 0|2 Clo|E{et Z0| B3| RIZe HEE ZHEEs RE SR80/ QI HI0[EE EA|

Ir

- ASEE M2 EA - AWS MarketplaceE S35l ME
Securiti®lL|C}. o|8t &2 M C}E ZzIE MH|

|28t =7 & sttt

|>
o
Pal
Mz
=]
f=3
I o
3]
hvd
¥l
>
S
)
]
>.

A0 oH e T
g'l_-
C

£ 90| HIO[EIE AT HME £ ol S8 MBEL B M B HTLE
52 ZIF A CI0IE] FH2 2 I01M HO[E| Ao B HIOJE| M2l # 52| QHE RIS X4 TR 43
S0 X BElY £ USLICH TTE MBS0 ASEHE ERE 8t B £50| 42l ColE]
Holof UH A U BF TFAIS WO F £5 aLch

AWS MEIX CIOIH A4, 25 £ sta 21 8 80] Ta0l HE D JIs 25


https://securiti.ai/blog/evolve-your-data-mapping/
https://securiti.ai/

AWS H¥ 7tol= AWS Z2HO[HA| & E of7|Ex

©® HE =AM
oi{= ol o|zdg E A &Lt ZtEFEE A& ZALol Erofsto{ AWS PRAO] CHEt I|=E8E A
Soff FAAL.

IZ s CIO|EE *Elsts B2 222 24X X 8 Mo HAE S THMHMoE Fsto{ o &

Aol M ¢AlZ FgLct. o] MMoiAE= AWS Identity and Access Management (IAM), AWS
Organizations 2 AWS Key Management Service ()0l CHEt 7HQ! HE 25 21 HAo| o E M3 EL
CFAWS KMS. O|2{8t HA2 of|f 2 HAIS AF85104 ZE|O| CHF e AL, 71 AT AHE & =27t
o =50 2 = A&LICH O[248F Cto| HAM2 0| 7t

I
in}
o
n
gl
Of
=
o
0z
HL
HL
ok

o
kH
iy
Of
I
Q'I_l
rir

Im
A
%

<
gs)
@)
i)
F

|>
il
12
x
>
9'|_|
it
L%
2
A
=
E
>
15}
kO

=
In}
o
[
2
op
Y
o
>
=
wn
i

« Amazon DynamoDB2| £ & Mof Cist HM|A HEH £ 0]

VPC T g0of| et #HE X|st

>
=
w
P
=
w
N
M
>
)
_orl_l
_.‘]”_
e
ol
0%
o
1}
FO
o
-
[ul

Ag E1 Alguch ZtErst MFE T ALof #045109 AWS PRAO]| CHEH | =8 X
o

ok

O] H242 192.0.2.0/24 £ 203.0.113.0/24 'H2|o| IP FL0M 517t +AlEl= B0
john_stiles AFEXI7LHIAM HE E st 5 1S LICt 0] Y22 JHQ Ci|o[E o] o5t X| &t 2
SIHet #x| f= =71 ¢F IO|E & & YUX|steE ol =&0| ELct ol S04 Z%ofl 742! Cl|o[&{od|

1]

e 46

Am

S IP =40 HAA
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
.
"Action": "sts:AssumeRole"
.
{
"Effect": "Deny",
"Principal": {
"AWS": "arn:aws:iam::123456789012:user/john_stiles"
},
"Action": "sts:AssumeRole",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowOnlyIntendedResourcesAndPrincipals",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-labcdel23",
"aws:ResourceOrgID": "o-labcdel23"
}
}
}
]
}
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_cMxJ0MG3jU91Fk2
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "DenyAllOutsideEU",

"Effect": "Deny",

"NotAction": [
"a4b:*",
"acm:*",
aws-marketplace-management:*",
"aws-marketplace:*",
"aws-portal:*",
"budgets:*",
"ce:*",
"cloudfront:*",
"config:*",
"cur:*",
"directconnect:*",
"ec2:DescribeRegions",
"ec2:DescribeTransitGateways",
"ec2:DescribeVpnGateways",
"fms:*",
"globalaccelerator:*",
"health:*",
"iam:*",
"importexport:*",
"kms:*",
"mobileanalytics:*",
"networkmanager:*",
"organizations:*",
"pricing:*",
"route53:*",
"route53doma1ns:*",
"route53-recovery-cluster:*",
"route53-recovery-control-config:*",
"route53-recovery-readiness:*",
"s3:GetAccountPublic*",
"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints",
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"s3:PutAccountPublic*",
"shield:*",
"sts:*",
"support:*",
"trustedadvisor:*",
"waf-regional:*",
"waf:*",
"wafv2:*",
"wellarchitected:*"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:RequestedRegion": [
"eu-central-1",
"eu-west-1"

.
"ArnNotLike": {
"aws-PrincipalARN"' [
"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

Amazon DynamoDB2| §7d £ 40] CHe HAM[A HEH F 0]
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LICt. CtS ID 7|8 A2 UsersEtE Amazon DynamoDB Ef|O|£0i A UserID, SignUpTime &
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"Version": "2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action": [
"dynamodb:GetItem",
"dynamodb:BatchGetItem",
"dynamodb:Query",
"dynamodb:Scan"
1,
"Resource": [
"arn:aws:dynamodb:us-west-2:123456789012:dynamodb:table/Users"
1,
"Condition":{
"ForAllValues:StringEquals":{
"dynamodb:Attributes": [
"UserID",
"SignUpTime",
"LastLoggedIn"

I
"StringEquals":{
"dynamodb:Select": [
"SPECIFIC_ATTRIBUTES"
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"Version":
"Statement": [
{

"Action":

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

"2012-
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[
AttachInternetGateway",
CreateInternetGateway",
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CreateVpcPeeringConnection",
AcceptVpcPeeringConnection",

CreateVpc",
CreateSubnet",
CreateRouteTable",
CreateRoute",
AssociateRouteTable",
ModifyVpcAttribute",
*TransitGateway",
*TransitGateway*",

"globalaccelerator:Create*",
"globalaccelerator:Update*"

1,

"

"Resource": ,

"Effect":
"Condition":
"ArnNotLike":
"aws:PrincipalARN": [

"Deny" ,
{
{
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"arn:aws:iam::*:role/RolelAllowedToBypassThisSCP",
"arn:aws:iam::*:role/Role2AllowedToBypassThisSCP"

AWS KMS 7|& AtE35tE{H 5Ho| 2 erL|Ct.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable enclave data processing",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/data-processing"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms :GenerateRandom"
1,
"Resource": "*",
"Condition": {
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"StringEqualsIgnoreCase": {
"kms:RecipientAttestation:ImageSha384":
"EXAMPLE8abcdef7abcdef6abcdef5abcdef4abcdef3abcdef2abecdeflabecdeflabcdef@abcdeflabcdEXAMPLE",
"kms:RecipientAttestation:PCRQ":
"EXAMPLEbc2ecbb68ed99a13d7122abfc0666b926a79d5379bc58b9445c84217f59cfdd36c@8b2c79552928702EXAN
"kms:RecipientAttestation:PCR1":
"EXAMPLE@50abf6b993c915505f3220e2d82b51aff830adl4cbecc2eeclbf@b4ae749d311c663f464cde9f718aEXAN
"kms:RecipientAttestation:PCR2":
"EXAMPLECc300289e872e6ac4d19b0@b5ac4a9b020c98295643ff3978610750ce6a86f7edff24e3c@atasss5T2fFEEXAN
"kms:RecipientAttestation:PCR3":
"EXAMPLE11de9baee597508183477f097ae385d4a2c885aa655432365b53b812694e230bbe8elbbl1b8de748felEXAN
"kms:RecipientAttestation:PCR4":
"EXAMPLE6b9b3d89a53b13f5dfd14al049ec@b80a%9ae4bl59adde479e9f7f512f33e835a0b9023ca51ada®216@EXAN
"kms:RecipientAttestation:PCR8":
"EXAMPLE34a884328944cd806127c7784677ab60al54249fd21546a217299ccfalebfe4fa96al63bf41d3bcfaeEXAN

}
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* AWS Security Reference ArchitectureAWS( SRA)

AWS A135 A

» Data protection(AWS Well-Architected Framework)
« Data classification(AWS 24 Aq)

» Amazon Web Services: 218 & 78 &(AWS HA)

« Hybrid architectures to address personal data processing requirements(AWS 24 A)
« AWSOIM GDPR %8 &£ EIM(AWS Ei M)

+ Building a data perimeter on AWS(AWS 28.A)

« AWS E0oF MM

. O|O|E{ Z2}0|HH{A| FAQ

* AWS Security Assurance Services
« AWS Digital Sovereignty Pledge: Control without compromise(AWS 2 21 HA|2)

« AWS Eot 3t
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https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
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https://docs.aws.amazon.com/whitepapers/latest/hybrid-architectures-to-address-personal-data-processing-requirements/hybrid-architectures-to-address-personal-data-processing-requirements.html
https://docs.aws.amazon.com/whitepapers/latest/navigating-gdpr-compliance/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html?did=wp_card&trk=wp_card
https://docs.aws.amazon.com/security/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/professional-services/security-assurance-services/
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/security/security-learning/?cards-top.sort-by=item.additionalFields.sortDate&cards-top.sort-order=desc&awsf.Types=*all
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* Amber Welch, AWS Senior Privacy Consultant
 Daniel Nieters, AWS Principal Privacy Consultant

* Robert Carter, AWS Technical Program Manager
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* Avik Mukherjee, AWS Senior Security Consultant

+ David Bounds, AWS Senior Solutions Architect

 Jeff Lombardo, AWS Senior Security Solutions Architect
* Ram Ramani, AWS Principal Security Solutions Architect
» Vanessa Jacobs, AWS Senior Security Consultant

« Thomas Nicholson, AWS Senior Privacy Consultant

» Jose Dedesus, AWS Senior Assurance Consultant

Doug Pardue, AWS Solutions Architect Manager
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* Lilly AbouHarb, AWS Senior Technical Writer
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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