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O] of Al AlLI2|20i M= Amazon Verified PermissionsE AF& 3104 7H4F Payroll OFO|Z 2 MH|A Q| M

Holl HMAE = U= ALSKE AEELICE O] MMof= Cedarg AFE5H0{ HAM|A Ko] AHES LHZ|
HHE H0iF = Cedar ZE ALIZIO| L& E|0{ &LICH O] XM= Cedaret AEE oM X

1x|Zo 2 Mm{E 7| @8 7Zd0| ob=lLICt. Cedaroil CHEF RFAM|EH 7H2 = Cedar AT M

|
fjo
>|

o T,

My ok rir
ob
rir
\d

CtE Colo{ R0 M= O viewSalary GET ent 2HEAEl & JHX| MR HF HEE MEst
| =

A BLICH B, B2 R0 2048 & 4 T A R AlofAH| 21 Et A
ZQILICH B E Wt HAMS ASstod Ol2fE HIALIA RIS MY £ YsLiTt

Bob
% NiewSalary/bob
fviewSalary/alice

Alice

GET Request

NiewSalary/{employee)

Y v

Payroll microservice

A

; : Access decision X
NiewSalary/alice N {allow or deny)
NiewSalary/bob Amazon Verified
Permissions
olo o N B—14 A Ol
EH2 KHAlo| 20{E £ = JY&LC

Cedaroll Al 7|2 TXE |, 85 =& A2 LEILIE FHYUC 2152 2Xstn ASE #HEt o
2|44, QIEIE| S22 FMEslof BLch

A

« & (principal) £ 2aQI8t AF At EE= AEQLCY.

« ZX|(action) = 20 of3i WItE|l= BrdL|Ct.

« resource (resource) = AMO| M ASH=E 74 AQILICEH

- QIEIE| S5 (entitylList) o= @S Hoitst= ol LRt 2E T AEIE[ZF ZE [0 /UL
Ct.

jplo| KHalO 2048 B 4 UCHs HIZLIA RAS 55517| QI8 CHST 22 BT Mt Wus
M3g &= J&Lct
permit (
principal,
action == Action::"viewSalary",
resource
)
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when {
principal == resource.owner

i

o Wae QMo 2o E 2larol £4 ARK7H 2O FAQH ALLOW S LBEHX| 05

=

=

Action viewSalary O & £0{Bob0| £0{ ETME 2&Et 21218t AAEXI0|1 Z0
fAO|7|T B B2 ¥AM2 Ch3a Z 0| BIHELICH ALLOW

LICH.

=Horet
{ETMo| A

MEZ Halof et WItE| =8 Ch20 22 6921 20| Verified Permissions0ll AM|Z ELICH O] 0 A
oM BobOl viewSalary 8’“ £ ot= 2018 ASXLICH M2t Bob2 EE| R82 F
P°'|—|EPEmployee BobOI £+estedE B2 viewSalary, OlH, EAIZlE ElAAE Y ST}
ry EA|IElLICISalary. BobO| Salary-Bob E|AAE & £ YU=X| H
Y 70| Employee U 2lAAL| AR K £40i @145t
. O] =& a0l 225tH ARAte AR E SHoi A7

7PoPE4‘:'._=' 240l Bob( =& °._

= E|E| X E MS35H0Fk Sal

7l Salary X8 E|H ARA= I'_} Employee Zt2 entityIdentifier X8 35tE ARKIE XI™E
LICIBob. entitylList AEE M2 M £0{ LM principal M3 E LIS Salary 2l&
A9t A E owner 41t H|W5to 2 S LHEILICH

=_
|_|0|'|

- 1O

mlo

{

"policyStoreId": "PAYROLLAPP_POLICYSTOREID",

"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

3,

"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"

3,

"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
.
"entities": {
"entityList": [
{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"attributes": {
"owner": {

of 1: H&to| AS =l 7|2 ABAC 2 Cedar
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"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
}
}
1,
{

"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

1,

"attributes": {}

}
]

HSE Hetol| Cieh HEF Fod 2H2 38 EH 2 BHEHELICH 047|M £42 decision ALLOW

DENY EEE=¢lL|Ct.

{
"determiningPolicies":
[
{
"determiningPolicyId": "PAYROLLAPP_POLICYSTOREID"
}
1,
"decision": "ALLOW",
"errors": []
}

= I
SO = WIHELICH ALLOW SHX|BH R2[o| SE = ASE HEE AFE5104d £ 7K HIZLIA #EI2 X
25t O[PS LICH ChSO 2 HIRZLIA

i =

ac S

T2 &5 olfof grLct.
=

=

Ol HIZLIA A2 £F57| 9ol CHE BHME M3 E = U&Lich O S HH2 240| viewSalary
T™-ET Q9| 2|AAT Hot Aot SUEH 542 owner.manager 7HX|T ALLOW =X| 0482 E
Hotghct o & E04 E Xt 29018t AF8Xto|1 Alice7t EM AR Kol &
o
—

2Rl B A

g
D
N
il
ivd
I
x

ofl 1: Meto| AZE 7|2 ABAC 2 Cedar
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permit (
principal,
action == Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager
};

ME HAMof| et B =8 20 22 621 20| Verified Permissions0i| XM[Z ELICH Of 0 A
ol M= Alice7t 2218t A& X2 M viewSalary 4’8'2 2HLct et Alices =T Xo|1 2
E|IEl= CI21t Z2 SEQILICEH Employee Alice7t =&3l2dE 22 O|HviewSalary, EAIElE
viewSalary 2|&A= 240] @1 Salary @ RILICH Salary-Bob Alice7t Salary-Bob E|&AE
£ 4+ UEX| BIIstE4™ 210/ 12! R E Employee manager £40i 9345t= QIEIE| X E NS
SfloF BLICE o] *+x=&= 20l 12! 82| owner Salary &4 1 ¢1Z2%|0{oF & L|C} Alice Salary-
Bob O| #Z & aZ X35t #HE 40| ARA7t Salary Z&8EH ARKE 8 Employee 2
2 entityIdentifier Bob Z& st ARKE XIHELICH entitylist HEE HE2 HK

owner £42 ZAAIS0{ Employee 81t 2t 2 Bob HWIHELICH OH CHE HEE Hete A

_l.l_

74 &
Z=

manager 42 Wrtstn M3 E £ Employee FA|2t Hlmsto{ Mt £o{ AHS L2LICH ol F
|

? ZA™E|E= 0|8 E principal % resource.owner.manager £40| ALLOW S5t
Ct.

"policyStoreId": "PAYROLLAPP_POLICYSTOREID",
"principal": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"
},
"action": {
"actionType": "PayrollApp::Action",
"actionId": "viewSalary"
},
"resource": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"entities": {
"entitylList": [
{
"identifier": {
"entityType": "PayrollApp::Employee",

= L
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=

"entityId": "Alice"
1,
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "None"

}
I
"parents": []
I
{
"identifier": {
"entityType": "PayrollApp::Salary",
"entityId": "Salary-Bob"
},
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"

}
},
"parents": []
},
{
"identifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Bob"
I
"attributes": {
"manager": {
"entityIdentifier": {
"entityType": "PayrollApp::Employee",
"entityId": "Alice"

}
iy

"parents": []

}
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}

XIZ7HE] Of iRl 2 HIBLIA A0l Z712 SBMOR BFsts HMoR, M2 KAl 3
{8 £ % 23, e AalolH Easts BE Aol 3 oz g4

=
Che viewSalary 8ot HHE F 74X HIZLA 73 KSH&LICH E8F stLtel A

ME ALEoto] F HIZALIA HEo ZHE EF SFE + U&LICHL

2 Rrelo| Z04et RpAloAH E 18 Ao 2018 = + JU&LICH

—_

Ol M3t 204 2HE AIE3t= ALLOW B2 CHE EXM2 owner.manager siiE = X|7
viewSalary Zx|0|Z @&l Z&E 2449 &7 o Z2%| o7

7tgfLICH principal owner principal

Ujru
of!

permit (
principal,
action == PayrollApp::Action::"viewSalary",
resource
)
when {
principal == resource.owner.manager ||
principal == resource.owner
};
0| & 501 Alice7l 20{ EXME @Fst= 2018t Ar&X0|12 Alice7t 2F A EE= ETM 2 F KR!
A M2 33 Zo| BIHELICH ALLOW

Cedar S0 M =2 PMUXE ASst= S0l CHE XtAM[EH LHE 2 Cedar HEBME HZESHAAIRL.

of 2: A5 E HEho| = 7|8 RBAC ! Cedar

O| oMo ME HSE HEt CedarE AFE3510 7|2 RBACE E0{ELICH M 223 = 0| Cedarll
7|8 #+Z= &= AE|E|QULICE I Rt= XAl RIEIEIE Holstn MEHX o Z QE|E| ZF #HE PHE £

U&LICEH CH o Aoll= Ml 7HX| & 2| YIE|IE| UsersRoles, & 7} £ & &[0 Problems QU &LICH
StudentsE Y K& 2| AE|E|Z ZHFE Teachers User £ Role, U2 Z AE|E|E= 07 EEE

& otLtet AZ4E = Roles U&LICH

0fl 2: A5 E Mol /= 712 RBAC & Cedar 14


https://docs.cedarpolicy.com/policies/syntax-operators.html

AWS THA x|E LE|E'HE SaaS 215 X APl HAM|A Ko 73 SM & 2 Atz

IsubmitProblem

Students AN RO -

student-role

POST
IsubmitProblemi({problem})

lanswerProblem
Isample-problem

Request

E-learning platform

Access decision
{allow or deny)

Amazon Verified
Permissions

IsubmitProblem
Teachers Isample-problem POST
teacherrole

lanswerProblem
Isample-problem

CedartiME E M2 24485104 0|{8t & AHE E3HELICH Role Student User Bob O] 422
DE S MNSKE =ClMeR §t AECZ OESHELICH Cedare| I E35t0i CHEH RHAIEH LIS S

Cedar MEME & X5IAAI
CHS M2 siiY 8o =2 ALLOW 2 &0 ¢HZ2E 2 E submitProblem, &=X0i CHEF EX|

permit (
principal in ElearningApp::Role::"Students",
action == ElearningApp::Action::"submitProblem",
resource
);
CHS H22 =tdof ALLOW CHEH 2% submitProblem B e R& 2| =2/™ answerProblem 1

permit (
principal in ElearningApp::Role::"Teachers",
action in [
ElearningApp: :Action: :"submitProblem",
ElearningApp::Action::"answerProblem"

1,
resource
);

o248t M2 ALE35t0{ LE S TWrlste{d "ot A Tlo| HEt 2o Q% LM &= E 2ot |7+ o
M3t OO FERRUK| iR E otof FLICH M2t 88 T2/ HEt F0{ LT YR 2 BHH
O 7+ HEE I Al Elol| M 5ok & LICH O|l= entities £82 S5l O|FO{XIBEE QIF &
E0 pHE FEXH 2 ElAA0 CHEt 4 2 OF 79 OIO|E{E Cedar 7t AT MSE = QU
&LICt Ct2 FEME BE20H X3 E Role: :"Students" 7{= User: :"Bob" W22 X o|sl0d
O FM8H XH2ES LHErHLCH
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{
"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",

"entityId": "Bob"

1,

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

1,

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

1,

"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Bob"

.

"attributes": {3},

"parents": [

{
"entityType": "ElearningApp::Role",
"entityId": "Students"
}
]
.
{
"identifier": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

1,

"attributes": {3},

"parents": []

}
]
}
}
ArSAFALICEH M2 Bob2
F

HF

0| of|X[0l M Bob2 answerProblem R L= 2a0l8t
2 fEaL +&3ted

F KXol JEIE|= ChEH 42 | Cluser. BobO|

QlE 7|2 RBAC 2! Cedar
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ClanswerProblem. BobO| answerProblem 918 £8list £ Ql=x| E=|7|.°|.E:||:|=| ALO| ollE|E|Z
User 2 L4504 Zf0| @I QME|E|IZE Q425D O 5 {4l E|E| 2 X2 &= slok &
LICt. Bob Role: :"Students" AF&X} 2 &2| AE|E|D 2 d2 _/,:écl;%er _,'\_ ooz o] M3t Hod
Role::"Students" &2 CtSot Z 0| B7HELICH submitProblem DENY

Htd, Z2f0] Alice Ol 21 §0i User &5t= EAI0| 242 Role: : "Teachers" =&35t2410 5t
M HE 20 2 2o 2 Wotk|=0O|, ol 28 W FZA7F 2E 2lAA0 CHa e =3
g+ UEE MA0oi Role: :"Teachers" HA|Z|o] U7| HELICI. answerProblem ALLOW

answerProblem ChE T E&= K| HI7HE|l= O|2{8t 8ol HEH 204 28 E Ho{ELICEH ALLOW

L0 =2 -

{

"policyStoreId": "ELEARNING_POLICYSTOREID",

"principal": {
"entityType": "ElearningApp::User",
"entityId": "Alice"

1,

"action": {
"actionType": "ElearningApp::Action",
"actionId": "answerProblem"

1,

"resource": {
"entityType": "ElearningApp::Problem",
"entityId": "SomeProblem"

1,

"entities": {
"entityList": [

{
"identifier": {
"entityType": "ElearningApp::User",
"entityId": "Alice"
b
"attributes": {3},
"parents": [
{
"entityType": "ElearningApp::Role",
"entityId": "Teachers"
}
]
b
{

"identifier": {
"entityType": "ElearningApp::Problem",
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"entityId": "SomeProblem"

.
"attributes": {3},
"parents": []

0l 3: RBACE A8 HE|E|HE HAM|A K0

0| RBAC XM E RHAMIS| MH5t7| 2|5 SaaS SZAtS| YURHHQl @7 AL Ql SaaS HE| EIAAIE
TSI E T AES Y = AsLO HE[HHE £R MM 84 XIHE HHAEE Al
0f BlAaA HMATI MSELICH &, BHIIHE AS| Ar&XHE= HIO|E7F A|IARIN =E2|Mo 2 E= S8
o 2 Hix|Elo] UEHELE EEIE Bo| CIOIEHE & == gi&LICH O o= ofd 7He| & &l Mk HA
MEALE Ar836tod HIHE Ag] S AL R 482 AE5to] EICIE LA HEFE
=1 3=5]

S 2oiELICH

07
rir »

]

|
ob

TEto 2 HMA KM0{E FEFIHM EHIHE A28 fX[6H7] fIiME BIHEH HA X
CIXtRl EE Ar&35t= Zd0| EZ&LICE O] AlLt2|20|H= EHHE A2t EHE B AHE Xt
%ol Z+2 HZ o] M3 X{E A0 DATAMICROSERVICE_POLICYSTORE_A CHEH ASEILIC
DATAMICROSERVICE_POLICYSTORE_B HE|E|HE SaaS oOfZZ|70|Mo| AS IiE M7 1eqd Al
2ol CHet AtMIEE L@ 2 AS & Het CH S HIDE ™A med At Mg & X %r

o 1=

0 02 oY
2 > oM
mE rn

Tenant A NiewDataftenant_a

& lupdateDatafenant_a
User: Alice
Role: all_access_role Request N
POST v
NiewDatal(tenant_id) v
Access decision % {I:-:}
(allow or deny)
DATAMICROSERVICE_POLICYSTORE_A
Data microservice
Tenant B Request

- b
& fupdateDatattenant_b v {E}
x
IviewDatatenant_b

- Access decision
User: Bob POST (allow or deny)  paATAMTCROSERVICE_POLICYSTORE_B
Role: view_data_role fupdateData/(tenant_id)

& NiewDatatenant_b

lupdateDataftenant_b

User: Shirley
Role: update_data_role
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AWS THA x|E

Ct %

AMA x| A0f Q& LICH DATAMICROSERVICE _POLICYSTORE_A EoF =7t sl

x4

EI-% Oit_ll.l% [ R | AAEH
&0 &5t=X| #QlgL|CtallAccessRole. Role O| B9 FE A= HIHE At #HRE ZE Ela&
A0 CHSH viewData 2! updateData XS =&  Q&LICH
permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action: :"updateData"
1,
resource
);

M= X{& Aol ClS3F ZE2 DATAMICROSERVICE _POLICYSTORE_B MZHO| Q& L|CH A EHmY Zd=H

EQIStLICE Role O| B2 FA|7} EIHE B
= HEte EoF =&l H SFoigt|ct.

SHSt

Hot Fx|7t R updateDataRole IE0H &5HEX|
o AAE B|AA0|M updateData HYS +&E £+ Q

AN

permit (
principal in MultitenantApp::Role::"updateDataRole",

action == MultitenantApp::Action::"updateData",

resource
);
O] & Hmf HM2 & viewDataRole &M £5t= 2o A7t EIHE B2 AZE 2|42 A0 CHaH
viewData 2 TEE = ULE {85 = Role LT FLICH
permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

);

E'-1E A0 A O|F 0%l Tt H 04 2732 DATAMICROSERVICE_POLICYSTORE_A H2 K& 4
2 MEElof siE KMol S8 HME S5 & elxlo{of ELCt o] B0z oA O] ofxl|e| UF
2 dFHe A ¢ DS Sl EIELICE o] Mt 204 oAM= 240] 12 R¥ 2l User E ot
FM 7t Alice viewData & =82 QEELICH FEXt= 8 O801 allAccessRole &8
LIC}Role. Alice7t SampleData Z|lAA0] CHE viewData XS +&5tEdn ELICH He|A T}

acl
allAccessRole &&E &1 Q7| HE0] O]l W7IE S&ll 2HE 2 LH2|AH ELICH ALLOW
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"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
.
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
.
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []
}

CHA EHE B S EH OIS 22 Q1 30| EAIEILICH User Bob 232 E|HE BOi|A
AlEHE|Qio B2 2 DATAMICROSERVICE POLICYSTORE_B A& XA Z MSE/LICE o]l 2™ F
M= 2l&A0 updateData SampleData CHEt 2242 Bob =&5t2 & LICH 5t X[EF Bob 2 (&)
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M 2lAA 0| updateData 240l UM AE

A St LICH (2t 2

£ Qe a5 &6tX| &

DENY 20| Li24&Lct,

{
"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_B",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
},
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"
},
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"entities": {
"entityList": [
{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Bob"
b
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "viewDataRole"
}
]
b
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
},
"attributes": {3},
"parents": []
}
]
}
}
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Ol Ml =l ol AlolMHE ElAA0] CHE viewData XS User Alice +&3l241 SampleData Al
T ELICH O] 2% 2 DATAMICROSERVICE_POLICYSTORE_A A XM AZ MEELICH EoF FAHE
E'lE Alice A0 Alice &3l 7| HE0| 2o FX|= allAccessRole sHE F&2| Role HIHE
Aol £35tE2 2 Y 2ot FE BlAA0 CHEF viewData HYS =&E £ U&LICH [EIM 2Fe
£ el ALLow ZZH-of LH2{ &Lt

"policyStoreId": "DATAMICROSERVICE_POLICYSTORE_A",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
I
"action": {
"actionType": "MultitenantApp::Action",
"actionId": "viewData"
I
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"entities": {
"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
},
"attributes": {3},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
},
{
"identifier": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"attributes": {3},
"parents": []
}
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]

0 4: RBAC 2! ABACE A& HE[H|IDE 2 M|A X0

0|7 MM o] RBAC XIS THMBIEAH AL RO A2 F7Hst0d HE|EHHE AMA Ho{E 23
RBAC-ABAC 3t0|EZ|E M2 HAg BtE & AU&LIC ol oiixlolE o &l SUEr &0l =3
Z|X[BF A A S0 HAEAE o7 ¥t FILEIIELICEH account_lockout_flag uses_mfa
L Ol oMol A= RBACSE ABACE 25 ALE3t0] HE[E|IHE AMA Mo1E FEIstE CHE ™2

YAE Flotn Z BAEO]| CHsll M2 CHE HH ME A Ol stLtel S/ 3 MEAE AFSELICH

ro

Tenant A
NiewDatatenant_a

& lupdateDataftenant_a

User: Alice
Role: all_access_role
account_lockout_flag: false
uses_mfa: true

POST
NiewData/(tenant_id)

h 4

Request P
Data microservice ’I e
Access decision X
{allow or deny)
Tenant B Amazon Verified
WiewDataftenant_b Permissions
lupdateDataftenant_b
POST
lupdateDatal/{tenant_id)
User: Bob

Role: view_data_role
account_lockout_flag: false
uses_mfa: true

& NiewDatatenant_b

User: Shirley lupdateDataftenant_b
Role: update_data_role
account_lockout_flag: true
uses_mfa: true

Ol of = O|F of| 2t OFEF7HRIZ EHE A2t EIHE Bof CHEt HEF 0o ZHE AMB8lok st= HEIHI
E SaaS £FME LIEH-LICH

MNEX EZ 75 F3dst7| 2I5H o] of Aol M= HEt 04 2ol User RE|E| Eot TR0l £
account_lockout_flag F7tEFLICt Ol E{a= AlAEI0] CHEF AHS A AMAE F O &ZIA
ZX}o| A= DENY 2 E B2 204E&LICH account_lockout_flag& 42 User AE|E|Q} Q1AL
0 U2 048] MMM ZEi27I M2 M2 2 User FIAE K| REELICE O] oMM E when
ZHE Ar83t0d BIHELICH account_lockout_flag
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Ol IMAIME R L MMoi| CHEt ME HEE FIMELICH HHMAE HE = M[M0| CHEHA| 2152
A&stod QIZEIRISE XIGELICH o]l AEE F&ist7| flsll (Mo M= when ZZ4E A& stod A
AE ZEO| URZ yses_mfa ZCHTE TWIIELICH HEAE 71 mH Ateflof CHEH AHAMIEH LI 2
Cedar ©EME & ZHAAL.

Edl
=

permit (
principal in MultitenantApp::Role::"allAccessRole",
action in [
MultitenantApp::Action::"viewData",
MultitenantApp::Action::"updateData"

1,
resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};
O WHME Z|AAT @ Filo] £t St OF0l Tenant £5HX| = 8t 2[AA0] CHEE HAMA
E XCHELC HYE HE|E fX[5t7| 8 oltet M2 wAlg B 3R O3S HWE HH HEA
M2 Aozt gFLlc HE[E|'AE SaaS o EZ2|70|Me| HBEE TEt A7 12 AFEoll CHEt XHA|
ot L2 HAEE Het O S HIHE dA 1o ALY MME FHZSHA AL,
et o] A2 Eot FA7F FHRBOE J7HUSHE S allAccessRole 286D alie F=A|of CHEt &F
2 AMBtErLICH viewData updateData £t O] HAME o HEHAE Z10| 021X|, false 2|22 0f
CH8E ZARIA E Z40] account_lockout_flag 0Q!X| HE&LICtuses_mfa. true
OFEE7ER|2 CHS EE2 2ot FA|e 2lAA7t 25 S HHAEN HAAL =S 504 HIHE 7H Al
AE UX[ELICH EFt o] WA Hot FH|7F /8 #0] E|=5 viewDataRole 2E&3dtD &S 2 A
BtErLICH viewData B8t of HARIAE 70| 02IX|, o] account_lockout_flag ZARIAE ZI0O| 2

permit (
principal in MultitenantApp::Role::"viewDataRole",
action == MultitenantApp::Action::"viewData",
resource

)

when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&

0i 4: RBAC 2! ABACE At&8F HEIHIHE HMA A o 24
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resource in principal.Tenant

};

M|l HE 2 O H& ot HIxgLICH H&od| et 2laA & 7t CHESHE AE|E[H st

E9o| #+4#0[0{0F principal.Tenant & LICt. O|ZH 3t 2ot FAQ 2|aATF 25 H|
HE Bet ¢1ZAL|E 2 EHHE 7F HM AT S X|ELICH o] WA 2ot FA7t FHHO| =5
updateDataRole 5t ST F&l|2| 24 M EHErLICH updateData EE8H O] A2 of ZAEIA
2t0l account_lockout_flag 0@!X|false, o ZARAE ZIO| T2 uses_mfa BIIE=X|T =QIF
LICH true

permit (
principal in MultitenantApp::Role::"updateDataRole",
action == MultitenantApp::Action::"updateData",

resource
)
when {
principal.account_lockout_flag == false &&
context.uses_mfa == true &&
resource in principal.Tenant
};

CtE Het 204 2 o AMo| R E0M dEE Al 7+X| H&4of| 2t HWrHELICH o] Het #04
HolMeE 8 User & 740| Q1 E Ot Alice FA7I H& S updateData allAccessRole &L
Ct. AliceTenantZfO| 21 £ & 7t ELICITenant: : "TenantA". =&35t2{= 22 Alice 0|11 O]
updateData, 2¢O MEE 2lAA = CE1 Z 2 SampleData R&&ILICIData. SampleDatas)

2| TenantA A E[E|Z U&LICE

S MY Ao A i Mol (2t <DATAMICROSERVICE_POLICYSTOREID> 2 when Z& 9| =
10| Bz 42 2laA0 CHEt 2 UE =AY Alice = U&LICH updateData & M = 740]
ME T71e principal.Tenant £40| E!RPJL—IEP TenantA § i ZHME F =Xl £40|
Ct2 3 account_lockout_flag ZOLoF false B LICH %[& X712 uses_mfa SF5t2{™ ZHEHA
E 7} Ct21t ZHotof true BLICH Ml 7HX| ZZHO| 25 SZE|QIODE X2 ALLOW 27X S dHetst
L|Ct.
{
"policyStoreId": "DATAMICROSERVICE_POLICYSTORE",
"principal": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
1,
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"action": {
"actionType": "MultitenantApp::Action",
"actionId": "updateData"
I
"resource": {
"entityType": "MultitenantApp::Data",
"entityId": "SampleData"
I
"context": {
"contextMap": {
"uses_mfa": {
"boolean": true

}

},

"entities": {
"entityList": [

{
"identifier": {
"entityType": "MultitenantApp::User",
"entityId": "Alice"
I
"attributes": {
{
"account_lockout_flag": {
"boolean": false
},
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
},
"parents": [
{
"entityType": "MultitenantApp::Role",
"entityId": "allAccessRole"
}
]
I

"identifier": {

0i 4: RBAC % ABACE AE2 HE[E|HE AU AM|A X|o] 26
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"entityType": "MultitenantApp::Data",
"entityId": "SampleData"

},

"attributes": {3},

"parents": [

{
"entityType": "MultitenantApp::Tenant",
"entityId": "TenantA"
}
]
}
]
}
}
of 5: A5 El #t & CedarE AFEEH UI ZE{Z
St HEE HEHS AH850 £2IE EYs J|HS R Ul R4 9| RBAC ZEEE 73E &= &Lt
Ol HE[EIHE SaaS OHEEIF0[4e| B2 EE AEX E= EHIHES} HZAE = U= 4& H:=
Ul 47} e o EE|71|o|Mof| o FEFLICE

CH ofloflA= O|E Users % 2HO| YO|O|EE +=&E = Role viewer QI&LICt. O|HE AFSXI2]
F =L

o =
A2 UM HO[o|E HES B Me= e ELch
viewlsers
viewData
updateUsers
updateData
7" npplication
Bob pp
role: viewer
ul
viewUsersButton
viewDataButton
updateUsersButton
updateDataButton
> GET
viewlsers
viewData Render
Alice updatelUsers ?}li?t“:r?g
role: dataViewOnly updateData
Ty
Auth Logic Request N
viewData | Vv
viewlUsers v
updateData | »
- | updaleUsers Access decision
'\\ / (allow or deny) Amazon Verified
viewlsers Permissions
viewData
Shirley updatelUsers
role: admin updateData
ol 5: A58 ##t & Cedar® AFZ 3 UI HER
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Ol oil&lofl M Bt m|o| x| & of Z 2|7 olMoi= Ul 7He] HE O] U&LICH EAIZ= HE2 23X oHEE|

AA EH
7ol Mol 2 QI8 AF2RHo] 2t EetEILICH Role EHL T O] X| & o Z 2|7 0| UIE AH2IE iy

Verified PermissionsE # 2|50 AL A7 +&E = U 2 & olst CHE Het 204 ZA™of el

— T H=E — =
HES ddeLict

Role SE0|M AF2AIQ LIOIE{E 25 £ viewer & QT2 X|HELIC O] ™
?_ —'?'— {1 20l viewData EE= viewUsers 20| E238tH Data EE R
el ElAAT ERELICtUsers. ALLOWZH™EO W2l U= & 7He| HE, & viewDataButton
2 viewUsersButton HES HHZAE = U&LICH.
permit (
principal in GuiAPP::Role::"viewer",

action in [GuiAPP::Action::"viewData", GuiAPP::Action::"viewUsers"],
resource

)

when {
resource in [GuiAPP::Type::"Data", GuiAPP::Type::"Users"]

0| 121 Role 2L LIO|E{E & viewerDataOnly & QU= X|HELICE 0]
3t 2o ZXof|= viewData Zx|7l ZRstH siY S0t 3E 2| AA
WZAMEE W2|H UI7t HEE viewDataButton HHEE 4= Q&LICE.

permit (
principal in GuiApp::Role::"viewerDataOnly",
action in [GuiApp::Action::"viewData"],
resource in [GuiApp::Type::"Data"]

);

n

MA2 210|122/ 30| Role CIlO[EH L AFSAE HESHD & admin = UL E X[HEELICE.
Ao cHt ALLOW HeF H 0o ™0l = updateData updateUsersviewUsers, viewData,

Zx|7F 2235tH, Data £ S8 #E BlAAT EQFLICIUsers. ALLOWZE™E S LY

2lM Ul M Wl 7He| HE (updateDataButton, updateUsersButtonviewDataButton,
SlviewUsersButton) 2 25 HHZE = U&LICH

AAEH

k=]

I_rl
FD rr o 1o

permit (
principal in GuiApp::Role::"admin",
action in [
GuiApp::Action::"updateData",
GuiApp: :Action::"updateUsers",
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GuiApp::Action::"viewData",
GuiApp::Action::"viewUsers"
1,
resource
)
when {
resource in [GuiApp::Type::"Data", GuiApp::Type::"Users"]
I

T X2 of 0| ME (OPA) £ @ AA 0| HE M AEIQLICH OPAMIE BE2 AFS AtElI7F U]
O PDP 731t #EE ALE Atel= o E2[AH| 0| Mo HEF Hof =2I& BEldte 7IsLICH 0|8
M C|7HEZZ 0|2t &LICH OPAE= 042 7IX| O|® 2 PDPE +#5t= Ol 8 & LICH RegotteE 12
M Q10{E AFS 50 MRt palo Zot2 R MELICEH ol2{ft HA 2l #=I2 o E2|AH 0|t =
HE 2 EXSHH o E2[A|o|ME 2 X Qlo|= HE Ho{ ZHES LR = U&LICH E8F OPAE TE
2o Y g 7tEHstn ZHERSHA AME & QIE S RESTful APIE MEELICH HEt 2o AHE L
7| ?I3tl ofZ2l7[ 0|

%
in]
M2 JSON Y22 OPAE #E|st, OPAE X|HE =S 7|
£ JSONSZ gHetEfLIct Bt OPAE HEH F0f 2D 2240
o
A

OPA A2
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Requests and events

Query
(JSON input) -
Application OPA policy engine
{ - -
Access decision
(JSON output)
Query
evaluation
v _— Y
a -
(F;{c{:;:g) [ Data
— q (JSON)

OPAE AF&XF XI5 M= QllElof| HISH & 7HK| & 0| U&LCt.

- OPA2} RegoE St HA Lot 7|52 et R0 2ol et ¥ ojo|EHE A lstr|Et s
Ele st AW TS E Y AZIS NMBELICH Ol WM Tyt 252 YEY MM ATl &7
ol M CtA| EHE 040k & ZdILCt

- OPAE= HEE MR1%] Q1012 A 4dsto{ HEt F0{ =2|E Er=3tELICH ofE 2|7 0|M 7 T|= Q
Ol OHEE|AHO|M ZES SEIXMo 2 o8t WA 738 ¥t &eld = JU&LIC

- OPAE MM Mg X|H (PEP) Ito| S& & 7t4355t= RESTful APIE MBS & LICH
- OPAE= JSON & EZ (JWT) 2| 43 2 C|aEe ¢lgt 7|2 X[HE MSELICt
- OPAE QHE HEt 20{ EFO0|2E &% ZXE sHZAsH7| fIcH X|@Ho[Lt 77t HRFt B EA

oF olM7t S5 & LIC
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Zg At 2l 88 T2 oM A8 s Z2 a8 dofofl EAH|Y

OPA7t XtS2 2 MEstX| &t = F 7kXI7H A& LICH

- OPAOl= B2 G0l 9 BRI #I# L8 2= 8 H20I0] GaLIC. OPAE 22l APIS =
&stol B4 rols, BUIEY X 22 wg TE5t7] QI B 7hx| 712 WES KB sHRIE O
5 Xt e x|&x 3 Ol x|&X

>
E
LQ
S o
m
g'l_l

ro L
mo O
3
>
_,>_
olo
>
:'_
3'_
E
el
o

Ct.

&LICH HE §o{ 2™ fIE /% ololH

- OPAE 7|EXMOZ 9| oM CIO|E{E HME =+
A& LICt 2% HI0|EE OPAN XSt A

CPON 2 4 9
AAE ASR S48 HESHE HOIEHOIAY 4 BL
0 o

o= ol= M SoiM0| YaLICH B, Ao 2Zd0i FHAISHHLE HEH 2o X @& A| APIOIA
EXOF Z4AME & QIALICH 5FX|TH O] MEE 7IK{QLE 5Hi2 OPAT} CHAl £85 £ Q)= &hod
o op'iLict

MR

Rego= H8 B 010{0|2 2 ASo| BE HEI 2E THQI0M S ELICH Regoo] £2 S5
L AA DY y

RH
2121 A O|o|H & +&stod l= e} 2

JSON/YAM = ,ID & 2Hof cigt & 7|gk A-EE WEl=
Z42ILICH Rego® AFS 813 Q1018 HZIsh 7Lt HEE LR glo| A% £ THQlo| 2E H S0 of
B HAMS B 4 UALICH RegoZh LHE £ QM= BHO| & 7hx| ol ChE T Z&Linh

« O|API 270| 3{&E[Lt R ofL|H HEE|LIR?
« O| oiZE[7io]Md o] B M SAE O|F2 FUULIM?
- MetEl izl HE o 21 Maes LorLt?

« O| Obo|Z = AMH|A0| ALSslHof st 2. HE = FAUULIN?

« BE Z|AAIDEE ZHYUE JSON E= YAML H|O|EHE EAIE &= JU&LICEH
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O

Rego= JSON/YAML B O[E{ 2121 B7} ol Chet 2 512 Bolstof AZE o] AlAR0| HEH Hof
Z™e L2l ol 220 ELith C, Java, Go, Pythond} 22 T2 1242 @io{7} of 2ol Cieh Yt
5101 S{Z=0|X|Bt Regols AlAEIS LIEFLIE HO|ES 121, 22|11 0 HIEE ALSstod HAlg X

RH
e 250 2™E XFLF HAER&LICH

FOO

o
rir

ol 1: OPA2t RegoE A& 7|2 ABAC

O MMo| M= OPAE ALE35t0{ 7Haf 2| Payroll OFO[Z 2 MH[AN| U= HEO| HMAY = A= AHE
Rtof| CHer HAMA ZHE LHEl= ALEIRE HBELICH RegoE ALE3dt0] HAMA Ko ZHE UEl=
teH2 Ho4F 7| 2I6H Rego ZE AL|ZO| MZELICH 0|28t o= Rego 2! OPA 7|50 CHEH &t &

B otL| o MMM 2 MAmE AT oL Rego0i CHE  ARAMIEH 7HR E E 2™ OPA & A
| Rego 4B AME & ZX35t= WOl E&LICH
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Report
Report generator

IgetSalary/bob
lgetSalaryljohn

8 lgetSalary/dave

Bob

Yy

A J
GETL-\
Iget3al ar}r%/ microservice

A

E IgetSalary/alice

Payroll

Decision ; | Query
Alice E i
POST i i
lupdateSalary/{user) i i
.
99% lupdateSalary™
Open Policy
HR / performance review Agent (OPA)
W
[
Policy
Data
Rego
amy (00 (JSON)

7|2 OPA 2! oA

0|7 Clolo{2Zof| A Payroll OFO|Z 2 AMH|A 0| CHEH OPAMIM M= HMA Mo{ #& S

ChSoh Z&LCh

N2 Rele| 20iE HlE + A&LICH
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BobO| A} 4&lo] 2045 & 0I5t 7| 2I8H Payroll OFO|Z 2 MH| A0 HAMASHEdD 5HF Payroll nrolag)ﬁ
HIA7I APl £& & OPA RESTful APIZ Z|C|EM5l0 M A AXES LIE £ Q&LICH 204 MH|A
Ct2at 22 JSON Y= E ALE35t0{ OPAO] AHEE #Elg Lt

{

"user": "bob",

"method": "GET",

"path": ["getSalary", "bob"]
}

OPAE #ElE 7Iho 2 BAE shLt i odaf 7§ MEBHLICH Ol B9 RegoR AAIEI CHE HAO|

—

JSON /232 EIteh ot

default allow = false
allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user
}
O A2 7|2XMoE HMAE HEFLICH O OIS Rl e 2 2Y o "t lFsto] Brt
BHLICH input O] ¥4o} B7H TE AL AHE AL 5104 M4 grofl AMABLICH Rl EHAIT &
I.

o

O|™ Rego T+&I0| trueE allow BterErLICt Rego &2 method &1349| 7t GETZ &
LICH D Chg S5o| A Hmll A7t Q=X| &Qlft O S 55 2| path F WM LA E
gLICh getSalary user OX|Ho 2 @8t LI&O| 2t L X|5t=X| /getSalary/bob & 2504
°”H|* =0l 74§7P l:‘“_Il O gFL—IEP. user input.user user O| #&|2 allow £330 EA|E A

"allow": true

Q|F IO|EE A8 st Y5 A

%7} OPA 7152 Alodato| lsi M F0l AAlA FElo] 2F A
2Hof A O] AUMA Ko| 27 AHEFS H

[m]

2 RpAoA ETstE ZE MRS 2048 FHelE £ l&LCH
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0| ofloi A OPAE HAMA ZHE LHE|l= Ol E20| E=5 712 = U= 2|F O|o|E{of| HMAE ==
0IA|__||:|.
AE .

"managers": {
Ilbobll: [Ildavell’ IljohnII]’
"carol": ["alice"]

}
OPACIAM T SE CHAl 2t EIgtS ¥retsts 22 7S MAdstol oolol JSON SEE M 4 2
gL g2 2& 7a2l oLict

direct_report[user_ids] {
user_ids = data.managers[input.user][_]

2E MSK HEE gHEHELICtbob. input.user [_]T#%!9

= S = =
gtgots ol AASELICH 73| E32 oSt 2 &L

{
"direct_report": [
"dave",
"john"
]
}

ol HEE HMsH AF%XF | 2EIREO] Hj< K|IQIX| of R B BEFSHE O Z80| E 4
1 2 =

2 ofE2|7o|MHe] B B+ Boolean SE 2 gtetst= JELCH 52 JSONS BHehst
Ct.
25 3

P2 Rralo| 040t RpAloAH E et AFBRf o] 2048 & elg + AU&LICH
Ol 27 M E SFst7| I8l CHS Rego HAE AEE & U&LICH

default allow = false
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allow = true {

input.method == "GET"
input.path = ["getSalary", user]
input.user == user

}

allow = true {
input.method == "GET"
input.path = ["getSalary", user]
managers := data.managers[input.user][_]

contains(managers, user)

[a

Bt ZMH Relol F0{ WEE Eid1 ot ZE AR AAMA
12 F 70 AF83HH allow RegodllAM =2] OR AAAHRL @it E gfL|Ct.
T—Pﬂ% nput user (0|7 Ctolo{1 R4 Q| CI|O|E{0f| M) B iEl R E &5t Xl S5& HMst
O| EEg o] &€EELICH managers OMX|2 22 O] FEI2 AL X} O|F 0] #440f Z & E[0{
=X| input.user 2 QI5t0{ 208 Eoi= AIEAI7} B B QK| iR E = QIR LICt managers

K40 mim oX
rII (o]
2 0o

ol MMo| of= 0f 7|E%{0|H Rego & OPAL| 7|50 CHet 2t &6t 7LE AKXt MHE XM BsHK|E
of&LICH REMIBH LI 2 OPA MBME HE 5t OPA GitHub README IHlE 2t =3t 1 Rego Z&|
o|lacte=oM AEs EAAL.

0f 2: OPA2t RegoE AtEEH HE|HHE HAM[A Ko L AAEXH 2| RBAC
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E OH%E|7|0|*._=|_QI APIO M HMA K01 T3t WS 20{FLICE E3t EIFEE J[gto 2 A
ANetste We HoiE LI ol R 2 OPAT} 49| dstoM MEBEle MEE J|Ho 2 MES
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Tenant A
all_access_role

GET
NiewDatal{tenant_id/)
POST
updateData/(tenant_id

Tenant B
update_data_role
view_data_role
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{
"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
},
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
}
}
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default allowViewData = false
allowViewData = true {

input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id

role_permissions := data.roles[input.tenant_id][input.role][_]

contains(role_permissions, "viewData")
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{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET"
}
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default allowUpdateData false
allowUpdateData = true {

input.method == "POST"

input.path = ["updateData", tenant_id]

input.tenant_id

tenant_id
role_permissions :=

contains(role_permissions, "updateData")
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updateData/tenant_b

{
"tenant_id": "tenant_b",
"role": "view_data_role",
"path": ["updateData", "tenant_b"],
"method": "POST"
}
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Role: all_access_role
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account_lockout_flag Ol

"roles": {
"tenant_a": {
"all_access_role": ["viewData", "updateData"]
.
"tenant_b": {
"update_data_role": ["updateData"],
"view_data_role": ["viewData"]
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{
"tenant_id": "tenant_a",
"role": "all_access_role",
"path": ["viewData", "tenant_a"],
"method": "GET",
"account_lockout_flag": "true"
}
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default allowViewData = false
allowViewData = true {

input.method == "GET"
input.path = ["viewData", tenant_id]
input.tenant_id == tenant_id

role_permissions := data.roles[input.tenant_id][input.role][_]

contains(role_permissions, "viewData")
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{
"roles": {
"viewer": ["viewUsers", "viewData"],
"dataViewOnly": ["viewData"],
"admin": ["viewUsers", "viewData", "updateUsers", "updateData"]
}
}
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user_permissions[permissions] {
permissions := data.roles[input.role][_]
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H AFRHIE WHELICH QYo = EHICIE AHEXIE ID 32 X2 AFEX1of| CHEE 28I F= S4e =2 X
’“%P= ol ZePElLICE ol A 5tH Zf o E 2|7 O] oM EldEof IDE DHE5t= 0| AFE A}
£ Z2MHAZ O|MELICH 28{H QIS E ZH AZKHE JWT (JSON ¥ EZ) o] UHE M SHIE H|
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OEH7ER|2 e 20 ol CHE SHHE E3 MHE A9 MEI2 of Z (7 0|M 2 X0 ofa 2 k[0
Me e ELich &% HEt 201 20| M ALE8lioF st WA MEAE AHstedH MSRE EA K

Ao HESHHL HIPEE HA K40 OfE st AMA|. o243 DHE2 Lo = o 2|7 0[M0|
£ Z=3l= Amazon DynamoDB &£ Amazon RDS (Amazon RDS) 2 ZH2 HI0|E| AE0{0|M FX| &
2IElLCt ID 324t (IdP) 2| CIO|E 2 olz{et tHE S MB5t7LE E&t e == &Lich J2{™ Ukt
Moz HE 204 Q0 EHdt ZE A ZEE JWTE Sall HIHE, AFSAH & EA XA 7H9|
A 7t AEApod| Al M[SElLIC.

Ol A& EldE0| TenantA &5t Het R 048 PIsH HE KT A ps-43214321 ID7t U= HA X
HAE M5 AFSXIOIA Alice JWT7F O{EH EAIE|=X|E E0{FLICt

{
"sub'":"1234567890",
"name":"Alice",
"tenant":"TenantA",
"policyStoreId":"ps-43214321"
}
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/silo-isolation.html
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https://docs.aws.amazon.com/wellarchitected/latest/saas-lens/pool-isolation.html

AWS THA x|E LE|E'HE SaaS 215 X APl HAM|A Ko 73 SM & 2 Atz

Permissions T HOIAE ZE| U 2 Eraste 22 FHQIR & 22l 2Yo EEH 0/MS TRY

= g Lot

BIE S A M AME oM LB HZ AR 55 ZZMA Fof B0 HA HEA AlY
FHE A8 72l Saas DO 0fBsto] EILISE HalEiIC 0 U2 Y442 HUS ol W YL A
&2 MolM TS RS YBE YHS MBLICH

St FAl|eF ZRistH AZst 1 A SaaS
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ol Mo ME AtERS| &8 Z&stE JWT7HAPI AEZQIE M BB tenant S04t 2 H7
RO 2 M E|s WAIS HoiELICH AWS Lambda HEt HoJRts R4S SHIE MM AR 2}
L8 g LICH policyStoreld

Amazon APl Gateway

{ {

“sub™ "12345678907, “sub” "09876543217,
“name”; “Alice”, “name”. "Bob”,
“tenant™ "TenantA”®, “tenant™ "TenantB~,
“policyStoreld™: "store-a” “policyStareld™ "store-b®
H }
AWS Lambda authorizer

W W
W i
x{E} x{E}
Amazon Verified Permissions Amazon Verified Permissions
Tenant A policy store Tenant B policy store
policyStoreld="store-a" policyStoreld="store-b™

Ctg ME HM2 EHHAEY ’8"‘—'1 AE 0] A mH2CIS EodELICt E8F TenantA. The
policyStoreld store-a o Alice £3t= AF8Xt= HIHE IDO Alice, DHEE|O{ SHIE EM MHE A
E M83t= S ZAE Lt OIE"71I 5t o HAO| AL E &= TenantA U&LICH
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HAESE HA ML D2 EHES| WA E EElgLch Het F0i= AFE X7 C|o|Eof Cf
g2 7t o EE[7H| o] Mdut 2HRE BlA

=
AE AWS Well-Architected Framework, SaaS Lens A A0l Zo|El CHE C}E Az| HZFHLIE

£ A&stod ZAE[sH ok grLICH

Ol YAMofM Alice = ZE E|AAQ| HIOIHE & + U= TEHE 7HELICH

permit (
principal == MultiTenantApp::User::"Alice",
action == MultiTenantApp::Action::"viewData",
resource
);
et 20{E 2% Verified Permissions HAo 2 TILE AR
A sts Y™ XA IDE MSsHoF gLICt store-a
{

"policyStoreId":"store-a",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

},

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

},

"resource":{
"entityType":"MultiTenantApp::Data",
"entityId":"my_example_data"

},

"entities":{
"entityList":[
L

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"

tote4 Bl Eof ofEE 1
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"attributes":{},

"parents":[]
},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.

"attributes":{},

"parents":[]

}

MEXE= HIEIE BOl Bob &£35tH HIFE IDME OHEEI22 SHHE H™ HEALAE ALHSSHOF & LICE.
policyStoreld store-b Bob O|& 7| 5l™ E|HE Bo| HAg o

O| Bob 2oz ZE 2IAAQ| HIOIEE ALSAE XIHE = Q
BOZ M E|= customizeData H YUY = U222 YA

—
E|HE Bofl Bt _T'_-.C-’.-E. L|ct. Eill—iE 78
MHEA DEH2 J|IEMo R HHEHYHE AKX XA HAE K|

permit (
principal == MultiTenantApp::User::"Bob",
action == MultiTenantApp::Action::"customizeData",
resource
);
Tet 2048 3D Verified Permissions 22 ALE5t0{ WIHE AlZ5te{H HIHEH HEE IR
IDOA| Sl 5t= A XME A IDE MB38Hok & LCt store-b
{

"policyStoreId":"store-b",

"principal":{
"entityType":"MultiTenantApp::User",
"entityId":"Bob"

},

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"customizeData"

},
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— —_ =

"resource":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"entities":{

"entitylList":[
[

"identifier":{
"entityType":"MultiTenantApp: :User",
"entityId":"Bob"

I

"attributes":{},

"parents":[]

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

.
"attributes":{},
"parents":[]
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/identity-providers.html
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Per-tenant setup
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Amazon Verified Permissions
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TenantA user pool
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Amazon Verified Permissions

\ TenantB policy store
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TenantB user pool /
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Amazon APl Gateway

{ {
“sub® "12345678907 “sub® "09876543217
“name”; “Alice”, “name”. "Bob",
“tenant™ "TenantA” U “tenant™ "TenantB”
H H
AWS Lambda authorizer

Amazaon Verified Permissions
Multi-tenant policy store
policyStoreld="store-multi-tenant™
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CHe ME HMS T 28 ElEUE B M HEiche HoiELIC o HolMs &9

[N | o T |
ZFM 7t MultiTenantApp: :User U= Bt FH7I 2E EI&AQ|H|O[HE 2 = U= HEt2
MultiTenantApp: :Role Admin Z&LIC}H

permit (
principal in MultiTenantApp::Role::"Admin",
action == MultiTenantApp::Action::"viewData",
resource
);
Bt MM X AT AH® 50|22 Verified Permissions H3 K& A= EHoF Aot ¢IZAE EHHA| &
0| 2lAaAet HAE EIHAA| £40t Ux[SH=KX]| & lslok gfLICt 0|& IsHME EX ME A0l CHS
YHg ZEstod 2laAct Hot FRO| HIAl 4440 Ux|sHx| s DE M Roi @30| HRET
2 3 & QlaLich

forbid(
principal,
action,
resource
)
unless {
resource.Tenant == principal.Tenant
};
B B2 YEEUE WM MEA DUS ASSHE Mt 20 230 FP MM KFA DE R Y
M Ao AR LICH ChE 2HEAME 7H/E 7HR|D U7| E0d User Alice HMAT HE K]
HAdmin, 2lAA L 2ot =Xt #74El Tenant 482 & TenantA CHILICH Role
{

"policyStoreId":"store-multi-tenant",

"principal":{
"entityType":"MultiTenantApp: :User",
"entityId":"Alice"

I

"action":{
"actionType":"MultiTenantApp: :Action",
"actionId":"viewData"

I

"resource":{

"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"
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"entities":{
"entitylList":[

{

"identifier":{
"entityType":"MultiTenantApp::User",
"entityId":"Alice"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}

I

"parents":[

{
"entityType":"MultiTenantApp::Role",
"entityId":"Admin"

}

]

},
{

"identifier":{
"entityType":"MultiTenantApp: :Data",
"entityId":"my_example_data"

I

"attributes": {

{
"Tenant": {

"entityIdentifier": {
"entityType":"MultitenantApp::Tenant",
"entityId":"TenantA"

}

}
}
I
"parents":[]
}
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Standard Tier

-

APl Gateway

"sub™ "1234567890",

“name” "Alice”,

“tenant™ "TenantA”,

“policyStoreld™. "store-s-tier”
H

{
"sub™ 0987654321,
"name" "Bob",
“tenant™ "TenantB",
“policyStoreld™: “store-s-tier”

Lambda authorizer

«
v
x

Amazon Verified Permissions
Policy store for Standard Tier

policyStoreld="store-s-tier"

- /

Enterprise Tier

4 N

AFI Gateway
{
“sub” "543216789"
“name"”; "Chris",
“tenant™ "TenantC",
“policyStoreld™ “store-ent-tier”
H
{
"sub™ "543216789",
“name"”; "Diana”,
“tenant™ "TenantD", -
“policyStoreld™ "store-ent-tier” Lambda authorizer
i
v
x
Amazon Verified Permissions
Paolicy store for Enterprise Tier
policyStoreld="store-ent-tier™

o /

Premium Tier 1

-

AP| Gateway
{
“sub™ "543216789",
“name"”; "Pankaj",
“tenant™ "TenantP”,
“policyStoreld™ “store-p1-tier”
H
Lambda authorizer
v
s
x
Amazon Verified Permissions
Palicy store for Premium 1 Tier
policyStoreld="store-p1-tier™
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Legend

Base documents (loaded data)

Virtual documents (computed
from Rego rules)

data.user.allow

data tenant.user_is_member (—{ inputuser_tenant_membership

‘ inputuser_id }—) datatenant.user_has_role
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data.tenant_api_ownership ‘ ‘ data.tenant1.user_roles ‘ ‘ data. tenant2 user_roles
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data.userallow Legend

Base documents (loaded data)

data tenant1.api_auth data.tenant2.api_auth data tenant3.api_auth Virtual documents (computed

from Rego rules)
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https://www.openpolicyagent.org/docs/latest/external-data/#option-3-bundle-api
https://www.openpolicyagent.org/docs/latest/external-data/#option-4-push-data
https://www.openpolicyagent.org/docs/latest/external-data/#option-5-pull-data-during-evaluation
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https://partners.amazonaws.com/search/partners?facets=Use%20Case%20%3A%20Security%20%3A%20Identity%20and%20Access%20Management
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https://docs.aws.amazon.com/prescriptive-guidance/latest/saas-multitenant-api-access-authorization/saas-multitenant-api-access-authorization.rss
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
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https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
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https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
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https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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