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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails-reference.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails-reference.html
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-in-aws-organizations/
https://aws.amazon.com/blogs/security/how-to-use-service-control-policies-in-aws-organizations/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps_evaluation.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#rcp-supported-services
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html#rcp-supported-services
https://aws.amazon.com/pm/lambda/
https://aws.amazon.com/pm/lambda/
https://aws.amazon.com/config/
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/
https://aws.amazon.com/vpc/
https://aws.amazon.com/ebs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_declarative.html#orgs_manage_policies_declarative-supported-controls
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_policies_detach.html
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https://aws.amazon.com/blogs/aws/centrally-managing-root-access-for-customers-using-aws-organizations/
https://aws.amazon.com/blogs/aws/centrally-managing-root-access-for-customers-using-aws-organizations/
https://aws.amazon.com/iam/identity-center/
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https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/#_Considerations_when_delegating
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-example-scenarios.html
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer.html
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https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/integrated-services.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/security.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/security.html
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https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/solutions/implementations/customizations-for-aws-control-tower/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/artifact/latest/ug/security-iam.html#example-iam-policies
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-v2-enable.html#securityhub-v2-enable-management-account
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https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/malware-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/kubernetes-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/features-kubernetes-protection.html#guardduty_k8s-audit-logs
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty-extended-threat-detection.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings_cloudwatch.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/guardduty/guardduty_org
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_develop-rules.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html
https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/blogs/mt/remediate-noncompliant-aws-config-rules-with-aws-systems-manager-automation-runbooks/
https://aws.amazon.com/blogs/mt/remediate-noncompliant-aws-config-rules-with-aws-systems-manager-automation-runbooks/
https://docs.aws.amazon.com/controltower/latest/userguide/how-controls-work.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-controls-work.html
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https://docs.aws.amazon.com/config/latest/developerguide/manage-delivery-channel.html
https://aws.amazon.com/blogs/mt/aws-config-best-practices/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://catalog.us-east-1.prod.workshops.aws/workshops/fff8e490-f397-43d2-ae26-737a6dc4ac68/en-US/70-cfn-guard/73-checking-templates
https://catalog.us-east-1.prod.workshops.aws/workshops/fff8e490-f397-43d2-ae26-737a6dc4ac68/en-US/70-cfn-guard/73-checking-templates
https://catalog.us-east-1.prod.workshops.aws/workshops/fff8e490-f397-43d2-ae26-737a6dc4ac68/en-US/70-cfn-guard/75-add-guard-to-pipeline
https://aws.amazon.com/cdk/
https://github.com/cdklabs/cdk-nag
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_conformance_pack_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_aggregator_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_management_account
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https://aws.amazon.com/security-lake/
https://docs.aws.amazon.com/security-lake/latest/userguide/integrations-third-party.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html
https://github.com/aws-samples/amazon-security-lake-quicksight
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service
https://github.com/aws-samples/amazon-security-lake-machine-learning
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-asdd.html
https://docs.aws.amazon.com/macie/latest/user/discovery-jobs.html
https://docs.aws.amazon.com/macie/latest/user/findings-types.html#findings-policy-types
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https://docs.aws.amazon.com/macie/latest/user/macie-accounts.html
https://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
https://aws.amazon.com/about-aws/whats-new/2020/01/announcing-amazon-relational-database-service-snapshot-export-to-s3/
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/macie/macie_org
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
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https://aws.amazon.com/iam/access-analyzer
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-dashboard.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-eventbridge.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://aws.amazon.com/what-is/automated-reasoning/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings-remediate.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings-archive.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings-archive.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-archive-rules.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-checks-validating-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_grammar.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-policy-checks.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoNewAccess.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckAccessNotGranted.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation-action-last-accessed-support.html
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/iam/iam_access_analyzer
https://aws.amazon.com/blogs/security/introducing-iam-access-analyzer-custom-policy-checks/
https://aws.amazon.com/firewall-manager/
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https://docs.aws.amazon.com/waf/latest/developerguide/enable-config.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/firewall_manager/firewall_manager_org
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/detective/
https://docs.aws.amazon.com/guardduty/latest/ug/runtime-monitoring.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://d0.awsstatic.com/whitepapers/aws-kms-best-practices.pdf
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://docs.aws.amazon.com/privateca/latest/userguide/ca-hierarchy.html
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
https://docs.aws.amazon.com/privateca/latest/userguide/PCACertInstall.html#InstallSubordinateExternal
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https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments.html
https://docs.aws.amazon.com/inspector/latest/user/code-security-assessments-create-integration.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/managed_instances.html
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/inspector/inspector_org
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https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-encryption-faq.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html

AWS % 7to|= AWS £ ot &7 o} 7|=I%|(AWS SRA) - 304 0} 7|7

AAWSCloudTrail_FullAccess® 4 U&LICHAWS 7. Of IAM &2o| Mg JHs 8t 8t &2
9| 7iele = ANeterLct.

AWS Config & IAM Access Analyzero| M A3 5t= 24t 22 & X| M08 AF&35t04 of 7| x| et 2 844
Aol U=X|0| ZHL|Ft ol Mo EE S ZUEZ(Y 47 2 sHA)ct

S3 H{Zlo| 2ot e Atad|ol CHEE REAIEH LHE € Amazon S3 AEAM, 221021 7|= Zed A E2 3 A A
£ Amazon S32| H|O|E{ 2ot 2|8 & 107X 2ot 2 AlE|E &

jn

® & o
AWS SRA T E ElO0|EZ{E|= Amazon S3 E& H™H HHEE] HMAS| ME EHE XMSEL
Ct O] 2EE2 AWS ZXlo| R E 7|Z& U &% Ao CHEt Amazon S3 H{EE| HMAE RIEH

gfLICk.

Amazon Security Lake

AWS SRAE 21 o}7}0|=2 HHE Amazon Security Lake2| YIUE #E|X HHEHoZ AIEE e &
ZetLict. o|Z A st Security Lake= CHE SRA & Eot 219 SUFH Ao ME S3 HZ!ollM
XEle EO8 s3-ELIcH

9ol 718480 2O #E| Z2MAE E355+7| 98l Security Lake& S3 H{Z!2 Security Lake AMH|

|3 Security Lake0ll A & 2|5t= IAM od&tot HM|ASHOF BFL|CH HMIA
35k &t Al Mo{E AWS KMS 7|2 21 &332 &2 ofe Mo{E M85t A
| Mo{E ArE5toqd of & x| 28 #HZE ALE Ol OIL7<|0| T8 22 AWS Config € 2

o
L
V]
ok
ofr
ok
M
Il
ya '|°

Security Lake Z2lXt= AWS Z&] MM 23 =22 45
Archive Al 9| 2| S3 ol M ELICH 8t 208 FY ﬂ%ﬂ-ﬁl-ﬂ IH LM aUEME
0|8t Hl 3t7| 28l Security Lake & EIXlE 2 E 2|7 S3 H{Z/ 9 | T MAEE|= 5Lt ol 4t
Ol EY IS MEHE = JU&LICH XHE[=2 210 AWS A‘IHlé = Open Cybersecurlty Schema
Framework(OCSF)2t= Z&ESHE 2E AA AF|OLE XHS HHEHE| T Security Lake S3 BH{Z!0f| Apache
Parquet &4/ 2 XEELICH. OCSF X2 &35l Security Lake= AWS & 7|Et AE{ZZlO|= E ot
LAO| HOtOOIEHE E2XMo 2 Hrélst Sgsto] 2ot 2t WHEO| S E[D AMEE = U= E
ZXECIE MMELct

g Adstet £ QlaLICH ol28t 21 Log

i rulo

_5
L.I
N
Ofm
-°|I-I

Security Lake= Amazon S3 /0i| it AWS CloudTrail 22| O|HIE & CloudTrail H0|E{ O|HEQ}
HE 208 £%7E £ Q&LICH AWS Lambda. Security Lake0ll A CloudTrail 22| O|HIEE £ Z| &

Amazon Security Lake 75


https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html
https://www.youtube.com/watch?v=7M3s_ix9ljE
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-data-in-amazon-s3/
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/s3/s3_block_account_public_access
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https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/quicksuite/latest/userguide/what-is.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-query-access.html
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-gateway-load-balancer.html
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https://aws.amazon.com/network-firewall/
https://aws.amazon.com/blogs/aws/aws-network-firewall-new-managed-firewall-service-in-vpc/
https://aws.amazon.com/blogs/aws/aws-network-firewall-new-managed-firewall-service-in-vpc/
https://aws.amazon.com/network-firewall/partners/
https://suricata-ids.org/
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https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://docs.aws.amazon.com/waf/latest/developerguide/network-firewall-policies.html
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
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https://aws.amazon.com/security/provable-security/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://aws.amazon.com/blogs/networking-and-content-delivery/vpc-sharing-a-new-approach-to-multiple-accounts-and-vpc-management/
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/amazon-vpc-sharing.html
https://docs.aws.amazon.com/lake-formation/latest/dg/sharing-catalog-resources.html
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
https://aws.amazon.com/blogs/big-data/securely-share-your-data-across-aws-accounts-using-aws-lake-formation/
https://aws.amazon.com/verified-access/
https://docs.aws.amazon.com/verified-access/latest/ug/user-trust.html
https://docs.aws.amazon.com/verified-access/latest/ug/device-trust.html
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https://aws.amazon.com/vpc/lattice/
https://docs.aws.amazon.com/vpc-lattice/latest/ug/services.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
https://aws.amazon.com/blogs/networking-and-content-delivery/build-secure-multi-account-multi-vpc-connectivity-for-your-applications-with-amazon-vpc-lattice/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
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https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works-components.html
https://aws.amazon.com/marketplace/solutions/security/waf-managed-rules

AWS % 7to|= AWS £ ot &7 o} 7|=I%|(AWS SRA) - 304 0} 7|7

AWS WAF M ZgfL|ct. o|zq8F #&I2 AWS L AWS PartnersOi| M Fdlo|AM5t T 2t2|8HL|C AWS
WAF EE8t= AFE A RIH 721 2 6H7| {8 2248 72 Q1018 MBS ELICH AR X H &S

AE3dtol EE 2F Ao X At 7IEE MY & Q&L IP AME, X[2[H Xet £ oiEE2(7
Ol S0l o Mgt #eld e AF8XL X|E HH S8 62 & =+ &Lt

AWS WAF = 28 L CHa 23 A B & 'E':"ﬂ(ATP) st Xls™ HSE BelE AR HMEE NMSE
L|C}. Bot Control 2 ATP & IE &8 AME835tE

O\I
40
—Ll
I:o
il
_g
m
:ré
]
oY
>
FO
il
o
I
Acl]
kil
r
_|"I_

EtM ECiEE HM ZLEZ et FUIE AEE K] Q’Sﬂf 7/ﬂOI &LICH 2&0iA AWS WAF £
22 AN8Y # e X el LAY EF HAIEEE MEsI0{ Ol{Er €52 ZLIEEE OHE XIS
S HlE AWS WAF 13 50| 228X 07 & A™E + JU&LIct

AWS SRANIM AWS WAF & HIE2|3 72| CloudFrontet SEHEILICH O] Tl AWS WAF
& X2l VPC LRIt of il x| 27 0| oM =& ELICt 0| Sl ER
72 RolM ofd ECiEE EEEE = 1, 0 LIESAR S0i2= o d Edh

A& LIC

S3 HZ!o AWS WAF CHEF m il A HMAE F445104 21 0+7+0|E H'H 2| S3 BZlol| MA| 21
E MEE = U&LICE REMIEH LH& 20| =AF|of cHEt AWS re:Post EAME F

© A Ted AbE

- HERZ A ™ol AWS WAF S0 HiZ5t= CHal ofZ 2|7 0|4 H'Hof| HiZ st &
2 A8 MEIE O & SFE AWS WAF = &LICH o|& 0] o Z2(7/ 0l A Hof
CloudFront Hi 22 & HH 3 5t 7{L} I{E 2| Application Load Balancer7} Q! 7{L} & o Z 2|7 0|M
2ol APl GatewayE A5t AR0| SMS MEHE = U&LICH AWS WAF Z+ o Z 2|7
O|M Hl&Hol = 3t7 |2 B 3L AWS Firewall Manager & AF235104 Y EE 4
ST AEAM ol2{3t A™el #EIg #EIRLICHAWS WAF .

Mo

of

« EEEF CloudFront A& 0| &t AWS WAF &2 F7t8t 1 Application Load Balancer &
= APl HO|EQf0|2t Z2 2| 2[AA0M o ZE[F| 0| ME AWS WAF #EIE F7He =
&LC}.
AWS Shield

AWS ShieldE0M A= o Z 2|70/ E55tE 2|8 DDoS E5 MH|AQIL|CH AWS. Shield
0{= Shield Standard®} Shield AdvancedZl= 5 7+X| E|047} U&LICH Shield Standard= 2 & AWS
DA F7t HIS Q0] 7HE et Qel olZeh(AS 3 2! 4) O|HIEof CHEt 25 & NS ELICE Shield

AWS Shield 88


https://repost.aws/knowledge-center/waf-send-logs-centralized-account
https://aws.amazon.com/shield/
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https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-srt-support.html
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https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/certificate-manager/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-prereqs
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-prereqs
https://docs.aws.amazon.com/singlesignon/latest/userguide/delegated-admin.html#delegated-admin-tasks-member-account
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https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/regions.html#region-data
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://openid.net/connect/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/application-ous.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html

AWS % 7to|= AWS £ ot &7 o} 7|=I%|(AWS SRA) - 304 0} 7|7

<)
|m
1]
Pl
OK
el
L
ful
o
N
rd
fo0
0
fr
n
lo
1o

UTE 5tod =T EHTof CHEE MBSO Q1A d
H2 KLt 25 WA Al KPS FIEHO| TR g Ho 2 oA Els EC2 QIAEIA O EraiN

= =
HESIZ ClE{mo|A0fB ECiE O|23E EEStELICH

VPC QIEZQIE= & &4 9l ot Mot of |2t &£ CHE E ot X|of HE 2 MSELICt O|& A8 5t
0 OHEZ 2|7 0| VPCE CHEo| AT LICH AWS MH|A. (OHZ 2|71 0|4 HEHoH| A AWS SRAE AWS
KMS AWS Systems Manager2! Amazon S30 CHall VPC AEZQIEE ASELICH) AEXZQIEE Tt
A ClHto|AQULICH +Ho R & E 1718M 55 VPC 718 LALICH HEXHZ EiEo| 784
SIZ0|Lt CHAEE XSS UMAIZ|X| &t VPCO| RQIAFIAQL MH|A ZHol| S &IE = U&LICH VPC ¢
CEXQIEE AME5to{ QIE{ HO|E9 0], NAT C|HIO|A, VPN @14 E= 21722 AWS PrivateLink 80|
oM MB35tE RX|HEE AWS MH|A B VPC AIEZQIE MH|AO| VPCE HIBIHE GAZ2AE £ A&L
Ct AWS Direct Connect . VPC2| RQIABIA = CHE QUAFAQL SAlISt= Ol HEE! IP FAT HRSHK|
or&LICH AWS AMH|A. VPCRF CHE VPC ZH2| EBHE AWS MH|A 2 Amazon WU E XTI E HloqLt K|

0O
mu o

VPC AIEZQIE AI2O| I [} O|M2 A EZQIE MM 1M g445 5t ZdQlL|ct. VPC A= Z QI
E MM AEZOIEE OtE7{L} £ A| JIEZQIE| ¢4Z5E IAM BlAA XAl |C}, A= Z QI
EE MME m IAM " 445 K| St M= MH|A0| CHEE X HMAE 5E5HE 712 IAM H2Y
2 AWS AT LICH A=EEQIE HAM2 |AM AL A HM £ = MH|A Y HAH(0d: S3 HZ! HA)E F
AlSHALE T &SR] et &LICH A=EZQIENM XIHE MHIAZ O] HHAE KMo{3t7| e HE Ol IAM
MEHOIL|C} O|=7| 5t EoF AWS A7} S|AA EE= MH|AQ SEAIEH 2 9l= E C}2 Ao HS0|
F7HEL|CE.

Amazon EC2

OHZ 2|70l M2 F85t= Amazon EC2 QIARAE QIAEIA HEC|O|E{ MH|A(IMDSV2) HHA 28

AFZELICH IMDSv2E IMDSOI| HAM|AStE{= Ol AASE = U= Ul 7K ROl #ofd, & & AO|IE

O Z 2[70]4 W3t JHUYE ALE TFA| MH & 2 QX (SSRF) Fof 4, 7HY ™ H S 3 Y3t

2 NATsOl| Ciet 22 & FItELICH RHMEH LHE2 221 HAIZ EC2 QAR A HIEHH|O[E MH|A
IS

7t ErALEl JH R WSt e TR A| & SSRF F Mo CHEH 415 Wo{ FIHE FESAL.

G o VPCs(HI™ B\l 62 ZEHE At83tod /2 2E MOMEYER Ql=Zatg A2|FLCH M=
S AL8sto] EF VPC LiC| O Z2[70|M Elof(of: &, o Z 2|70l X! CllOIE{H|0|A)E AL
Ch. QIEfLoll M 573 HMASHEHE oF Ej= B2 ZEt0|X! MERXS QAL ALSELICH QB A
O|EQOIE AF85tX| ek = 2to|S! ME L0l A Amazon EC2 APIE S £35I2{HE ALSELICHAWS

VPC AEZQIE 98


https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html#concepts-service-consumers
https://aws.amazon.com/ec2/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/ec2/ec2_default_ebs_encryption
https://aws.amazon.com/ec2/nitro/nitro-enclaves/
https://docs.aws.amazon.com/enclaves/latest/user/set-up-attestation.html
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https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://aws.amazon.com/blogs/security/deploying-defense-in-depth-using-aws-managed-rules-for-aws-waf-part-2/
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/inspector/latest/user/findings-types.html#findings-types-network
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
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https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/ssm-agent.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/dev/security-best-practices.html
https://www.youtube.com/watch?v=7M3s_ix9ljE
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https://www.youtube.com/watch?v=7M3s_ix9ljE
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/monitoring-cloudwatch.html
https://aws.amazon.com/cloudhsm/
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https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://aws.amazon.com/cognito/
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-scenarios.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools-working-with-aws-lambda-triggers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/limits.html
https://aws.amazon.com/verified-permissions/
https://www.cedarpolicy.com/en
https://aws.amazon.com/blogs/security/aws-security-profile-byron-cook-director-aws-automated-reasoning-group/
https://aws.amazon.com/security/zero-trust/
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https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html#findings-sensitive-data-types
https://aws.amazon.com/guardduty/
https://www.youtube.com/watch?v=dNIbGa2CS2w
https://www.youtube.com/watch?v=dNIbGa2CS2w
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https://aws.amazon.com/security/provable-security/resources/
https://aws.amazon.com/verified-permissions/
https://www.cedarpolicy.com/en
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/blogs/security/protect-sensitive-data-in-the-cloud-with-automated-reasoning-zelkova/
https://people.eecs.berkeley.edu/~sseshia/pubdir/SMT-BookChapter.pdf
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https://aws.amazon.com/s3/features/block-public-access/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-network-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/reachability/what-is-reachability-analyzer.html
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/overview-aws-cloud-adoption-framework/your-cloud-transformation-journey.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-design.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/welcome.html
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https://aws.amazon.com/blogs/mt/multi-account-strategy-for-small-and-medium-businesses/
https://docs.aws.amazon.com/organizations/latest/userguide/move_account_to_ou.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/account/account_alternate_contacts
https://aws.amazon.com/identity/workforce-identities/
https://aws.amazon.com/identity/customer-identities/
https://aws.amazon.com/identity/customer-identities/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/iam/iam_password_policy
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/iam/iam_access_analyzer
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/cloudtrail/cloudtrail_org
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https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/config/config_aggregator_org
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https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/guardduty/guardduty_org
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https://aws.amazon.com/blogs/security/how-aws-built-the-security-guardians-program-a-mechanism-to-distribute-security-ownership/
https://aws.amazon.com/blogs/security/how-aws-built-the-security-guardians-program-a-mechanism-to-distribute-security-ownership/
https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/ec2/ec2_default_ebs_encryption
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/s3/s3_block_account_public_access
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/firewall_manager/firewall_manager_org
https://github.com/aws-samples/aws-security-reference-architecture-examples/blob/main/aws_sra_examples/solutions/inspector/inspector_org
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/security-incident-response/
https://docs.aws.amazon.com/security-ir/latest/userguide/detect-and-analyze.html
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https://github.com/aws-samples/aws-security-reference-architecture-examples
https://github.com/aws-samples/aws-security-reference-architecture-examples/tree/main/aws_sra_examples/solutions/detective/detective_org
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https://amazonmr.au1.qualtrics.com/jfe/form/SV_e3XI1t37KMHU2ua
https://github.com/awslabs/sra-verify
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_declarative.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-prepare.html#organizational-trail-prepare-confused-deputy
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-an-organizational-trail-prepare.html#organizational-trail-prepare-confused-deputy
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https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html
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AWS % 7to|= AWS £ ot &7 o} 7|=I%|(AWS SRA) - 304 0} 7|7

c ZRME N 3Y U ss SO ¥ UK 229 BH ZEME MY
. Jl¢h - SERC A ST 2B 7% FAHO): MY E MY, COE Hol, 2% 2Y 75)

- Oto|zglo| - 7 of = 2|7 0|44 Ooto| el o]4d
« Re-invention - X|& 4! MH|A %|Z35l2F SR E &4l
0|24t Bt = Stephen OrbanO| 221 H/AIE The Journey Toward Cloud-First and the Stages
of Adoption on the AWS 22} E Enterprise Strategy = 2 104 A Holi&LICt. AWS Oro|22 0|
M T2k o{H ol UKol Chet AtAIEH LI 2 oto|Zel|o[M #H| 7I0[=E & EESHAML.

AN -

CMDB

T 2| CIO[E{H0|AE HAStM 2.

E g|ZX|EZ]
oA FE HBM, HE, AT EE S| 7|Ef RO HH ZE| ZEMAE S5l M =T U]
Ef|l= {x[QLICH et el 22 E 2|Z X|E 2|2 GitHub & & Bitbucket Cloud7} Z & & LIC}H.
=

=
=
gfLICH Ofo[Z =2 MH|A FRUM Z E|ZX(EElE BHY 75 HEY
12 0i2] E|ZXIEEIE MEE =+ U&LICH

Hlo4 QU7HLE, MCHZ A LAXIX| EA7HLE, el E[7AHLE 2171 @l= CIO|IB{E Z &S
LICH & M2 2Lt ClAF 0l M Ci|o[E{H|0]& RQIABIAE 2lo{ok 5t7| E 0l S50 YFE O|X]
M, Ol= HI ZHA0M el= ZAECE =&lL|ch

MRy

£ o|o|E
7HO| HMAL|X| ot Yo

| =
soz =gl #2/7t 58 e o| HlolElE Af50| 2 HIgo| Met AEEIK| A8 = 22
b

Ct.
A2 f7|HHES HAY = U&LICH
ZEE BI™(CV)
7| st&E AHE5tod CIXI™ o|O0|X| & HIC|2e 22 AlZFA] Al M E% 2M5tn FE5H=
Al ZE=2lL|Ct 0 & £04 Amazon SageMaker Ali= CVO CHEH O|0|X| M2 YT 2IES MBS EL
Ct.
IFHCEEZE

AR B 0| N EIE Aefol M HZELICH 0|2 QIs) I 2 =7 FHE E45HK| o
g 4+ 200, ol Yertoz MA0|T SlE 5IX| She SelelLch

154


https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS #E 7tol= AWS E ok &7 o} 7|EIR{(AWS SRA) - 201 0} 7| =%

744 22| o|0|E{H| 0| A(CMDB)

StEQo{ L AZEQo M A2 ST T *% Z 5 5H04 O|O|E{H|O| A9 SHE IT &0 CHEH &
HE x{ztstm 2olste 2| =X E2|QLCcH Htxo 2 plo|ap|o|Me| ZEER|Q EFA Ol 2 A
Et70l A CMDBL| CI|O|E{E Al ErL|C}

= | | =H 2 A
= LICh YAML '?:*l%i'% A &35t0d —15 ’S 2 AWS A™ & 2™ e =& Aol B AEHE]|
2 HZE &= AU&LIch XM LI& 2 AWS Config B Mo Mel e M A XStMR

AZEQo| ZBA TEMAL AA HE HAE AHO|R U Z2HMOAHE RIS56ts T2
MALICH ClI/ICDE YetMo 2 nto|Zetelo 2 MYELICEH CI/ICDE S5 ZEMAE X556t
I, dMMEE =0|T, IE ERS MG D,  WEH MSE = U&LICH RHAME LIS 2 X[&5H
MEol 0|8 HASMAIR. CDE KI&SHM HIEZE o|0|5t7| T Fulct XM &2 x[&H ME
(Continuous Delivery)t X[&2Q1 7HE S & ZSHHAIL.

CVv
74

ISKSRE [o]]=)

AE BRI 2l ClolEfet ZHol WIESIZoll D El0f 2l HlolE LTt
Glole| £ 7

SRS AT E J7|EC 2 HERIAS HIOIHE AHEs T E/5es Z2ZAMAQLICEH O] T2 A
A= OO|E{of CHEt M BES L HE X018 A™Yst= Ol 20| E[22 Alo|H 2o 2 &t
MEfo| ZQ 8t 1M @A QlL|Ct O|0|E BF = AWS Well-Architected Framework2| EoF 4=! 41
d ARLICH AHMIEH LI 2 |O|E EF7E & XRSHAAIR
HIO|E| EB|ZE
Z2HM Oo|Eet ML 22! &F&0i AFSEl Cl|Oo|E] 7+He| & §F ®to| EE= AlZh Autof HE /=]
dlolE{e| o|O0| Y= Het Lo EBIZE= ML 2E oS0 MUl EA MEtM 4l ZHME

MetAld = AU&LCH

155


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

oF &% o} 7|=R{(AWS SRA) - 204 o} 7| =%

AWS 2

AWS HE 7to|=

=zt
OfZ2[7ilolMd el B3 A9 RHAFRILICH

& elZ ZH(aC)

A M o
%75 A

MZE, ORI, RS, 0|2, AHD} shed S2oil M QE{Llof
Of AR RFMIEH LIS 2 M AHE QIE{L(IoT) CIXIE ERHAZHOIM &

OlE{yl gl 2 ZO|A HE

AAL VPC

AWS CtE H™H ot 7|El&0i| M= VPC(S

?3 7Ho| HER T EeiE HALE & 2lst Al Ct. AWS Security Reference
Architecture | M= OfZ2|AH0|MIt 2 QIE{L 7+o| FeteF QIE|HO|AE E55t7| 9|8l Qlut
25 OlRHIRE L HAIVPCE HEYI AHe HdHEg [ H

U5t 7HL} CF
|

| —
5% %

Fl

ZZ2MAM7E

FIF

A= 2IE{H(1oT)
4 SAUHERIE Sl CHE CIHEO|A T A|AEID S4lete MM E
Mol HEXHI RtAE LI82 10TE?E2 HESAAIL.

=
EEEES

t= Z1AH =

5H A4 =9
2ol o E0| U=of [EF o= H EetRI=XIE AR Ol OJSHE = U= o M
& DEo| EMULICE XtMIE LIE2 7|7 2A M 7S BT ESIML AWS
loT
ME QIEYE BXFML
IT A= 20|22 ZI(ITIL)
IT MHIAZ MZ5t1T 0|38 MH|AZE H|EL|A QT Astol oA =A1517| 98 40| mEd AME|
ITILE ITSM2| 7|EtE NBEL|CT.
IT MH|A ZE|(ITSM)
ZTEO|IT MHIA MA|, 734, 22| ! x|t 24E &5 Sl 2YS ITSM 272 S&6tE
st 70|22 A XEAAIL.

gtedof Ciat XFAIEH LI

166



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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https://aws.amazon.com/what-is/machine-learning/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
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