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https://docs.aws.amazon.com/wellarchitected/latest/machine-learning-lens/machine-learning-lens.html
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Enablement stories per stage of maturity

F 3 1 3 1
Transactional i Informed by data | Based ondata i  Driven by data Business outcomes
Database as a service . Data transformation . . O
- Schema evolution O Data quality O Data as a product O Monetized data products O
i : i :
§ CDCingestion . : Data lineage . : Data enrichment O : Actions resilience O
: H : and scalability
H Non-database data : Data masking/ i Automated pipelines i
_? ; ingestion O : anonymization O : ML ops / data ops O
é Application data streaming O :
Application resilience
E pp! (@)
P 1
2 i
‘£ Data classification @ i Data privacy, protection, O . O
© and campmnce H
E = Data convention and O } : o
a e standardization i Shari ‘Pgd DGILI_UES and Q i P i o
m ! eaderation H
a . | 1 |
E Data ownership O Data stewardship . F'\ne—graing.d O H Executive engagement O
8 Database choices @ . H access control
i Data lake and resilience . : .
H : Data sharing
Centralized data catalog O Executive sponsorship .
—p
Stages 1 Data foundation 2 Data lake 3 Insights and reports 4 Data-driven actions - business enablement
Legend: Technical capability
Data sharing capability (© Notrequired @ Ok
People and process (O Missingitems @ NotOK
= X = = = = =
QEZO|M CHA| ZFLELICH (HIZLIA Hat) E F2E0 AEE(JH #-sHELICH ol & S0, M s &
2 3tMS m] = o sFASL= 5
A AEE|IE &/ d3tstzd® (RIAIOIE W E T M), & Hm| EAHM S&dE g -d3tstioF &LCH
X

(Cllole eilol=z) & & BHA| (CllolE mH2C|o|4).

7t A HIZLIA dOt 2F Aol el 2t AEE|lE s, B 3| = WztMo = BRELICH

- SMO[E AEE7F MARE/0| QT HIZALA I E MSstES T E + JASE 0Lt &
£04, Ctojo{ 1240l A 3 #imf CDC & & Ated| (G0l m2O|o|M) EAlE s440|H, ol= 3|A7E
H&et ClolE HEol cHet AEE|IE 28 = U =7} Z2MAE ZF1 IS ololEuct

2HAE
G Lhe 12 ZEHIALIA TS SAsHaIH B 12 Clo|EE £ 8stD oIS 3IA LiRol ot
E ClojEl2 2 Zsto] 124 of & olsHstm JHQIstsHoF FLIC

. LEME T JlS £ Z2MATH EXISHKIE MOHR A S K| oL HIELIA Znto| TR
TF2E xI#stx| RECHE Q0IULICH o & S0f, CHolo{a BB FE A ClolE stg RIS

AEEE HIZLA SEO| EF7| 11

i



AWS T X|H off CHet cllol&f &= & AWS

Y O[ok7| (CHIOIE] 2013) AB|0|XIE BHA@ILICH Ol ZlAbol B COlE] 7t 27t QIXIgh
FbEr2 7} CHE BP0 A R 78t MIEHGIOIEIR 2H815] HSIRIX| ShRkALE YR HIKLIA 2ofof
MEH A EIT 22 LIELICH 0 2R S BHlel CloJE 2R 7150l Y DIRILICH (2
AFOIE 2 H 71 A]) EHA].
Me AEEHEL Yichs et
TR ST AEEITH HISLIA HTtol BRXIT oFX PHEIX| 4SS olnjEtLich o8 §
CHOIO RO ME 08 BRAEE| @ CIRIALOIE U B MPOHE W7HAQILICH 17 £512
& TR o DU BHE2AN ClOlE| HEE IB3HsH0t 510, O1F Hshii= HlOlEf 3
| B2ELIct. J2it 0 010k of) 745l eigt&ir. ol ool Bloled 3foli=
T ZRELichoolE Blo|2MoiE 2ol ULl Bo|E Mo CHslAE &
CHA|O|RIBH, 2 AICHAIZICO|Ef & 2|7 5| X| ek2k&sLict,

. 3

L]
0=
=
T

°_|'-‘T'-:|0-!_0_?_m

ki

5

oIr H=
o

snom

7
k=]
=

o ofr lI°|'

7
o
o]

on ¥
ol m\l

=t
&

P

o 2E2|C0lE Z2tolHAl 22 2 7d £ (o MClolE o3 EAH) = &4 e stH, M2 o
OlE]{ 3 @ F Atetol e} OIO|E =Z2}Oo|HA| #&0| ZstEd el S SQ8X|T &LICH o2
Eo04,2et Oo|E{ E5 7™ (GDPR)OIZ M A EIQA D X|L|oF AH|XI HI0|E| 258 (CDPA)AE]
DZe|E Lot AH|AH THRIHE E S (CCPA), ChE1t Z2 L& 2HEl otHIZ|ZH S 7+l M= ol0] Al
|1 UA&LICHIHL! Ho|E HE olHt HE (LGPD)E 2R MEHA|Z 0B E S HA|Z o] O 0]

AN EH
Bl 23, 25H[ote| Ho[E & 29733H| R0l M, ot =FIE|L} 7HRI CI0|H E5 %

}OI-
m1m



https://gdpr.eu/what-is-gdpr/
https://law.lis.virginia.gov/vacodefull/title59.1/chapter53/
https://oag.ca.gov/privacy/ccpa
https://www.serpro.gov.br/privacidade-protecao-dados
https://www.dataguidance.com/notes/mexico-data-protection-overview
https://www.leyes.congreso.gob.pe/Documentos/Leyes/29733.pdf
http://servicios.infoleg.gob.ar/infolegInternet/anexos/320000-324999/323901/norma.htm
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Data governance processes
implementation:
Classification, standardization, sharing policies
data ownership, data sharing
Measurement and visibility of business
Data lake technical capabilities outcomes
implementation:
Data quality, data lineage, data masking and
anonymization, centralized data catalog, data enrichment
L i
Improve 360 customer view
> Automate AI/ML models at scale Business actions
Better customer experience through personalization
e amantaton Scale near real-time Faster/better credit analyses
;’;‘;L‘:m‘:;&:ﬁ'ﬁm‘g actions capability < y n
- Increased conversion rates, recommendation models
Real-time identity verification
—s Fraud detection and prevention
' . : . | Time
Data foundation Analytics Data-driven Deliver busi i
and data lake (enablement) (enablement) eliver business outcomes
(enablement)
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AWS modern data architecture

Amazon OpenSearch Service
Search and obscrvabmty

AWS Glue ° Amazon Kinesis
f’

Data integration, ETL, and catatog . Reat time analytics

Amazon Redshift -' Amazon MSK
Data warehousing E m Real-time analytics Apache Kafka

Amazon 53
: Storage
AWS Al services ) Amazon SageMaker
Specialized and core Al services AWS Data Machine learning
Exchange
Amazon EMR
Big data processing

AWS
Amazon QuickSight
Visualization

analytics
Amazon Athena - | Q? AWS Lake Formation
Interactive analytics - <i:g> - ISl Data lake setup management and governance
~
2, AWS DataZone 3 b =
E-;E-. Data governance, share, search, and discover

Amazon CloudWatch Amazon Macie AWS Audit Manager AWS KMS AWS Secrets Amazon Managed 1AM
Monitoring Sensitive data Audit Data encryption Manager Grafana Identity and access
Authentication Operational management

visualization
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https://aws.amazon.com/big-data/datalakes-and-analytics/modern-data-architecture
https://aws.amazon.com/big-data/datalakes-and-analytics/modern-data-architecture
https://aws.amazon.com/s3/
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https://aws.amazon.com/kms/
https://aws.amazon.com/iam/
https://aws.amazon.com/iam/
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/audit-manager
https://aws.amazon.com/macie/
https://aws.amazon.com/lake-formation/
https://aws.amazon.com/glue/
https://aws.amazon.com/datazone/
https://aws.amazon.com/datazone/
https://aws.amazon.com/athena/
https://aws.amazon.com/emr/
https://aws.amazon.com/glue/
https://aws.amazon.com/what-is/opensearch/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/redshift/
https://aws.amazon.com/msk/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/machine-learning/ai-services/
https://aws.amazon.com/sagemaker
https://aws.amazon.com/sagemaker
https://aws.amazon.com/datazone/
https://aws.amazon.com/lake-formation/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/what-is/opensearch/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/architecture/
https://aws.amazon.com/architecture/
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* Amazon Athena

+ AWS Audit Manager

+ AWS Data Exchangee

« OfOFEDataZone

* Amazon EMR

+ AWS Glue
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+ AWS Key Management Service (AWS KMS)

* Amazon Kinesis

« AWS Lake Formation

* Amazon Macie

* Amazon MSK

+ OfOFEOpenSearchAH|A
« OFOFE QuickSight

* Amazon Redshift



https://aws.amazon.com/data/
https://www.youtube.com/watch?v=OhTgtThbtcU
https://www.youtube.com/watch?v=zA3s4ZM6CWo
https://www.youtube.com/watch?v=wwLs4gyxEDg&t=531s
https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/analytics-lens.html
https://docs.aws.amazon.com/wellarchitected/latest/machine-learning-lens/machine-learning-lens.html
https://aws.amazon.com/machine-learning/ai-services/
https://aws.amazon.com/athena/
https://aws.amazon.com/audit-manager/
https://aws.amazon.com/data-exchange/
https://aws.amazon.com/datazone/
https://aws.amazon.com/emr/
https://aws.amazon.com/glue/
https://aws.amazon.com/iam/
https://aws.amazon.com/kms/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/lake-formation/
https://aws.amazon.com/macie/
https://aws.amazon.com/msk/
https://aws.amazon.com/what-is/opensearch
https://aws.amazon.com/quicksight/
https://aws.amazon.com/redshift/
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https://aws.amazon.com/s3/
https://aws.amazon.com/sagemaker/
https://aws.amazon.com/secrets-manager
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-aws-data/strategy-aws-data.rss
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-portfolio-discovery/welcome.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html

AWS T X|H off CHet cllol&f &= & AWS

7HE AME[E £ e HE AAZ ZHRE|E 7|82 HEO| C|0|IEE XMESHE {IxILich g} ™
El = 71HEEe 242 OOIE ME| = Ho FMo 2 MEFE £ U= oo AA9| H|O|EHE
CIE QXIZ SAE &= A&LICH

78 8
CHE 718 YHo| HoZEE HE|Zlm SYUs X[ LH CHE 78 Yo X235t X[ Alzto| &
2 HER3 A4S MIste Hx ol 2x]. AWS 2™

ZEO| ECtRER H3XMoR AWS Metet7| R 8ol MR A& g Jtst= ol =3
Ol El= XIH & 2 Ata| ZoYHZ ULICH AWS CAFE X|&E ZH™olet D st 67tK| 3-8 &F
S, & HIZL|A, AR, HHEA, E31E, 2o 222 BEFELICH HIZL|A, AR & HHEAA
HH2 HELA 7|sn Z2MA0 2HE S50, E3E B A 2 M2 ME 7lgt 22
MAo| EHE SLICH o & S04, AHE 272 2AHHR), 213 HIR| 7|5 & Q13 &2l HYote
OlsHZtAXIE CHef 2= ELICH ofed8h 2ol AWS CAFE Z%X0] §3%¢el 2L MES
EHE = UARSE Y e, s A HFLIF oM CHE XIHE MBELICH REAE LI82 AWS
CAF & AO|EQ} AWS CAF BiIME XA

olO|E{H O|A Oto|ado|M T EEE LWotstn oto|ado]M M2Fg HAstH & of 4 x| 2 A
3ot 7 LCH AWS WQF= () ol Z & ElLICH AWS Schema Conversion Tool AWS ScTd(o|

E
|

E{H[O|A A7|0f & I = K| o EE|70|M ZE, SEH U Hds §HE M5t Wit EOME
X.”_l_ol'l__ll:l-

B

HE &2
Helolut Z&Ig Walst Lt IISHE slde o2& 7HE R luict

BCP

B 23


https://aws.amazon.com/cloud-adoption-framework/
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS THA x|E off CHet cllol&f &= & AWS

SlAA SEIF AlZF ZBotof HE A Bt L
ZE ANE5t04 Mgt 22 AL, OJAAHR2 API & & %’APE
ina gr

x|
LICt XtM|BH L2 2 Detective ABE A Q| Data

Hio|L2| Zoh(7tsE 5 2el4 & stLh)E tl&Este Z2MAYLICH 6§ S04, ML 22 0] “O]
OlHdol AHRITIR, AHO| o}d7t27”, 'Ol MIE S HRUTIR, RIS UIIR? S2| EME ol Fl

bot

QIEUIS S3i AHS5HE Sheig AT
of OB 2I7 044 LIch QIESIol M K E Q4
SELICH HIZ RO YBIT YUK CHE 22 JHO

dLct.

=Ll

A AN
Heflo{oZA¥FE|o| 2 5 FF= B SUAZE edfl B AL o| SA) 5tofl le R HEQT. &£
2 2 0 JdFE¥E SEsE 7HE & 22T HiFHLIE YLCE

=X

=
HRIE ooz 7I% SRIEtn U o 7Ise

=
ZHR[ol CHA| S ErLICH RbAM[EH LIE 2 23X EE (§



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches

AWS T X|H off CHet cllol&f &= & AWS

=Hoo|a ZelA HAA

olok

o 2] Q1 &

*01IA-I"°._|5._I£EA1I £ S5 ALSAI7H YKo 2 M A HEHo| Qi I O|Efodl bt
27 "—'.*kllﬁg* =

AE E3
s A AE £EFILICH REAIEH LH2 2 Well-Architected AWS X|&12] 28| 0|

ALSRE B70| 7|E QIZat AlAH of 7|0l HateTE MEFS A Is HAY AL U 0l
Zato| Mok RIS BACR of7|HAE MABLICH 7|Z QIZatE S ste F2 HateTe ©
oI} 22iZE Meg 28Y 4 s

BT 7 A

Abed o1
718401 71218 BB 847 2 shs Wk B, 2 HHIS EE DAY AL 010122 Al
OF 7113 & 7Hi HHE HIALIA 2ol mhe} OlF0fE 4 9/

SLICH REAMIBE LIRS Mol AWS
oM ZIENOILISHE 0HOI 2 MHIA Alstel BIXLIA ofg B 410] PAls Mg HEGHIAIS.

HIZL|A 54 A &/(BCP)

CHr 2 oto|glo|Mut 22 &

o
&5t 2US MY 4 UTS |t A&

Ju
[af]
4o

|'|
2

U

E
o1}
°
do
I
i

1
_O'I_l

>
z

O
>
=
2

FtLtE|oF Hi 2

b

|Z AR A HEHE =2l MEIMo 2 &E|AsE JAULICH =40 EH M| HH 2 23St
X HHE 25| AgLCt
CCoE

CDC

25


https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

=

AWS T X|H off CHet cllol&f &= & AWS

243 oo/ Z*(CDC)

ClO|E{H|O|A E|0|S 2t Z2 HIO[E 240 #HE LIES FX st #E Aol e HEHC|oIEE
7|55t Z2MAQILICH CHY A|ARIC| #HE LIS A Atst7HLE SXlstod SVISHE ®XIste S

o|CtYet == CDCE M8 = &L

7t A AIX|L{0{E

AMABIO| SEZ HAESHT| I S| Mo E FOo|LE HOHE Yo 7|= OHEE HWMA|7 = &
2| AWS Fault Injection Service (AWS FIS) & AI&3l01 AWS Y20 AEHAE F= AHE
A SH
T o

ot SEHE BIHE + U&LC

Cl/ICD
KI&5 S8 U RISH ML S HESHAAL

==

=TT
&S MASHE Ol T80l Els BR Z2AALICH BF 2o CfE ML 2L ola 2 of
SELICH Ol4F 2h2 B4 ME CHELICE il 8 Sod, 2Ho| ol0|X|ol RS 7t Y| 0428 Tt
sHof & 4 LIct

el
C
n

CHANO| ClIO|E{E AWS MH|A £=Al517| o HIOIE{E 2ZH =2 & 535}

282C &4l MEI(CCOE)

P
la}
2

Se1PE e N2 MY Blas BE CiolRolM SrelEtel Y, T2 g Bt £ e
S x% ©HoIM Betes MY =S
7194 H& 2270/ CCoE HAIEE BZE

gotes AR
#7A O[o[E AE2|X|2} IoT C|HIO|A ZE[of YEHHO 2 A8 ElE 2B E 7|& EEI?E BHE
2 ditdo =z x| H#E 7lsd AZE U

T ZX0l|M stLt o|¢ ol 2EteE #EE 715, 853t X 2 MEtste ol A8 s 28 ZE L
EP. REMIEE L& 2 2EfE o

2R E AEH BHA|

Z %ol oto|zeilo|Me M YHHMo 2 HX|= 4EHAIE CtS0F Z&LIch AWS 222



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html

AWS THA x|E

c ZRME NG EY U Ss S0 F Utk 2R BH ZRN
S QI8 7|& SRHOl: MY = M4, CCoE

oto|zelof4 - 7iE ol Z (71 0]44 oto|zz el o]M

« Re-invention - XM|Z 2! MH|A x50l IR E &l

Stephen Orban 7| M2 E279| 2ctRE MFO|E &FFh 047 Ll &= CHAo CHEF E2O
HAIZOM o|2{8t EtAHE Holg&aL|ch AWS 22 E 0|=0| AWS 00| 28|0|A4 =k} o4

2E40] A= X|oi| CHet XtAM[EH LHE 2 oto|aelolMd =H| 710|=E 8 HESHAAIL.

AN L—

CMDB

rllllll
ik
P
ol
IRl
>
to

T4 22| ClolEflolA e

E g|ZX|IEE

AT BE S9| J|E AHAHO| HE 22| Z2EMAE S8l M LT
%EF—?—E 2| ZX|EZ|ol= == o] Z&E LTt GitHub . AWS
X2t Lch ool 2 MH|A T 2R0iM Z 2|2 X[EElE B

F |Z2tRl2 ofe] EZX|EEIE AH8E & A&LICH

AA FEQ} MEA, ME
AOo|EElE {I&IL|Ct. &yl

CodeCommitZ E9| ZF ™
Y 7ls MelL|Ct B Cl/ICD

mlo

ZE Al
Hlo4 QU7HLE, MCHZ AMLARIX| £k 7L, 22 = R}A7HL J".;h_ o= CIO|IBE Z&ste HI FHAIY
10{0F 3t7| 20l S0l IS OIX|

LICt & HEZ2[L CIAF 0| SIO|E{H|0|A QIAEAE Q
M, Ol HHIH FHA|0A ei= WECE =& T

= ool

MRy

2 7474 HolE{Q! HOlE]. 0f21 ZF-2| GlolElE ald ms Yt

7o| HMAEIX| ofn Yikaio
Moz S8l 2|7k 512 ELICH 0| GIOJEIE 450| %1 HIZ0| MR AKX HE £ 22
X4{Z+SH Ol

=
ﬁg 7|D=| ng ED}.%E 'JI\‘ AA|=1L—||:|'-
ZAFE HI™ (CV)

AtEstod CIX[™ o|O|x| Y HIC[2eF Zh2 AlZA FA oM HE

7|74| EIE=2=,
20of. o & 501 AWS Panorama = 2= 3|0/ 7lH 2 HEL/ 30| CVE

Xﬂo &t 11, SageMaker Amazon2 CV& 0O|0|X| MZ| d 1 2I&S MBS gLict.

IMEcgzE

1
Q'I_l
1
5
3

el HEELICH Ol= Qs I ZET HEE &
=)

dazsol A 4ol o 4 A5
ore HrAlo = RISE|L|C}

2+ Ao, deftoz MEIXMo|1 ot x| ef2 EA

27



https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS T X|H off CHet cllol&f &= & AWS

744 22| o|0|E{H| 0| A(CMDB)

StERo| 2 AZEQo] 7 240 siE TS ZEstod Clo|EH 0|2t ST IT Fo Chgh ™
E M&sto grelsts el X|E8(YLCH Yt o = nto[agolMe| ZEEE|Q AM I 24

AWS Config 78 &4 L 2ot AALE AFSX X[HEH 7| Q6 Z&e = e A3 U +™"H =X 2
SelLct YAML HIZES!I2 AF235t04 8 AWS AX al x| e =& MAof B JEIE|Z XEHA
S HiEE 5 USLICH RHAIE LIS MBMO| M e X354 Al2. AWS Config

X|&x S8 4 X|&X ME(CI/CD)
AZEQ o] A ZEMHAQ AA HE EAE AHOIZE U ZZEHMEBAHE XS5t =2
MAQlL|C} cl/CDE YEtxo 2 nlo|Zgleleo 2 MHEEIL|C} CI/CDE S8 ZEAMAE K555}
I, MMMEE =0|1, I ERS JHMSID, 2 A MBE 5+ U&LIcH RMIE e xIS5™
MEO| 0|48 #XGHAAIR. CDE XIS™ HiZ E o|0|5H7| T T LICH RFM[SH LI 2 X|&™M ME
(Continuous Delivery)It X|&XQ1 JHE S EARFHAAIL.

CV
AFE HITE BESHAMAIL

ISKSRE [o]]=)

AE2[X|of = Hlo|Ee Zo| HELZ o nHE[o] U= Tlo[E{ LT
Clole ERF

o E Agsln Rt T2 AMAQLICEH o] Z2Al
£ Olo|Efol CiEF MAUE 235 & HZE Ko ZYste Ol =S0| ZI=2 2 Ao 2o 2™ 2h2
2 Q ell-Architected Zoi| 3o ot Al

rr mj
>
=
wn
=

Clo|E| EB|ZE

Z 2 M o olEi9 ML 2 30l AFSEl GIOJEf Tho| ATt X0| EEE AlzH ZTof IHE 22
clolEfel /0] 9l st HolE] ERlZES ML 2Y of 50| FUHQI 3, MEM W THME

MetAld = AU&LCH

D 28


https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS T X|H off CHet cllol&f &= & AWS

% 5 ool

HESIZE Sotetn U= ClO[HYULICH HERR E|l&a4A ALOIE 0|S SR HIOIEHE oz & =
A&LICH.
GlOlE] HA|

X504 709 ME B

L

T Lo Glo|E/Rt £Esm A2Ists HEQULICH o M ClOIE] 2458
=13

= =
Z 21, HI8 & EMol [HE Bta UX=E ELUAWS 229 E = UsL

o>
I

MEZE +~ = IDEH g HEHIM MEIE £ = BlAaL0 HMASES ot= O =F0| &
= AWS 3 L L& 9| ol 7t=BYL|CH RhMlEH LHE 2 CIoIH B 75 XSt AL,

GO AFE %42

HAICIOIEE ML 20| &H & BEME & U= SA2 2 #HErst= ZALICH oo E A
ME[gtthe A2 §d dolLt &2 M7AHstn s8E 2f, 2ol Qle & == &5 US AMeElgS

ojolg =+ UA&LICH

ClOIE &7

-

2tO|ZALO|Z ™iEtoll X C|o|E{e] EXet 7|58 FXste Z2MA(0: HlolH &4, T&, MF
).

CilO|Ef Z= x|
ClolElE =& & ®Elst= 7Lt

Cilo|Ef flo{5t <

2 22 HIELIA QHEIHAE X|#sts HOIE] 22| AL, CIOIE] Hlofst R A00s UBhs
o2 chol 27 Clo|E7H ZEEIH Yetsioz #al U 2 Ao ALSELICH

ClOIE{H|O| A0 A EO|2 & Ao FZRE BFE7HLE 5t 7| 21T BEE £= FFULICH

ol Oo|E{H O] A =E 240{(DML)

CIOIEHO|A0AM HEE +F (&Y, UOIo|E A AX)st7| 28t BHE £ BZULICH

D 29


https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS %] x|

off CHet cllol&f &= & AWS

DDL
ClO[E{H[O|A Ho| 10{E FHESHAAIL.

| %I-é)l-%
o 52 Qs of2] B 2id REe Hists HeUich & Y422 A8l o HEE ofsg YA
Lt ol Fo| EAMHE FHEY = JUaLtt

o 21l

defense-in-depth

HESIS et T eto| Ho|E 7|HY, FEE W 718HE E35t7| Ao AFE HELI Ao A
20| 2ot HFLIED Mo1E Bt HEststes e 2oF M2 LA Lt o] TS =St
24 AWS Organizations 7+ Z 2| 0424 A& 0il Awsoqg{ A ]

20| ELct o E Eo{ CtEHAH 21T, HERXT MEst 2538 ZEE defense-in-depth M2 &
A2 A8 £ A&LICH

Sab=h=Rua=IPN,

1]

AL EESED

—_—— A

ol Al AWS OrganizationsZ & 758t MH|AE AWS THH HHE S§55t0{ ZE| o HHS &
2ot sHE Mu|Ao] CHEt HEtE #elg = U&LICH o248 AI™E Y Mu|Ao| QI[E &
SIXt2t D gLct RhMIE L8 38 E|lE AMH|A S5 2 AWS Organizations A A 2] AWS
Organizations2t B7H AIS & = /= AWS MH|AE B ZESHAAIL.

HH &
CH& 2t oM o EEIAOIM, M 78 = ZE =HMES MEE = ULE Sl ZEM AL
Ch HlZol= ZE Ho|A S| A AL S Foiet CHZ ofEE|7H0|M 2t Eo M T L EHO|AE
TE5tD A#stE 2ol ZEELICH

7He &4
BEg HEFAAR

= K| Aoq

O|HIE WMl & B x|, 7|5 L ¢3S
4 Mo{E 3|5t 2ot O|HIEE 2 E|

controls on AWS 2| Detective controlsE & X5t AA|L.

30


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS T X|H off CHet cllol&f &= & AWS

HAE, S5, A ZH| EEE MAFEIQITF 22 Al A|IAEIE 7HM o2 E3st ZdQLIC CIXIE E
22 os RK| B, A ZLIER, A 2[XMEE K| HELICH
%= E
AEF AF|OM0AM HE Efo]g2 2| X O|o|E{of CHet HIO|E] 48 =&s6tE =2 Ho|2YLICH
A Efoj8 42 Yutro 2 HAERH Sies HAE ZE £ e 84S AFULICEH 0|2
H

o
=3
>
0l0
[
rC
ful

=L = AAE0| 7|2 HIZ {IR[oM HIZELIA SEE Hdetx| Z5tH Edtist= O
LICt o|2{et o|HE = Xtdxlial, 7|&™ @7, S| otX| 8f2 748 2/ = HHo{ SH 22

Agrol #s oz I8t Ante 4 QgL

A3 =2(DR)

ASHZ Q18 CIR2EIIT Cl|lO|E &A1 £|AS5H7] 26 AF26He Mefat T 2 MAQILICH XFA[E
L 3 2= 90| Ris S+ AWS: AWS Well-Architected ZH| T 0| EtRE E1E &

ZoHAAI2.
DML
ClO[E{H|O|A =2 21018 HZESHAAIL.

Coel 7 A

TEAE A4 7 A7 MBstE Tststs ZHIQ EE MM HIZLIA SE| HdFst0 ST
gt AZEQo] AlARIE THYStE M2 WAULICEH o] FHEH2 ol E oflgt Aol ol 9| A2

Ml 7|8 CIRtel AZ EQfo] S 4| S &4 3 A (Boston: Addison-Wesley Professional, 2003)01|
M ATHEI{ELICE Strangler Fig THEITE 374 ZHIQ! 7|8 AHE A5t Sedofl CHEt XtAlEt LY
22 ZdE|0|L4 & Amazon API GatewayE At&3t04 7|&E 2| Microsoft ASP.NET(ASMX) & MH[|A
£ MTMoZ ristshs YHE MRSAMAR

D 31


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html

AWS T X|H off CHet cllol&f &= & AWS

Co|lZE ZIX]|

7|8 FEHORREO WA £, 0|8 E0{ A|lAE! Z|AA S| HALE ZHK|5HE AWS
CloudFormation Ol Ab& 3t 7L 7HHIAA Q7 AFE E0]
Aret2 EFX|5t= AWS Control Tower Ol A2 & 4= & LICE

DVSM

7He HR

ol

S O0HE

mjo
it]
>
9'|_|
>
>
to

E

EDA

SHAYE O OlE] 2412 AESHAIAIL

K| HFE
loT HIEX3F 2| AX|o|MH AOLE C|HIO|AL| Z

a |
&I AX| HFEI2 EAICHY| AZHS E0|T 8T AlZHE 7HME 4= Ql&LICt

ot 535t L nEIFO oo AAEIE RAS HIEO| &= st 2XIULICH 7|o| Zols ChYE £ U

QllC|ot
AFE HZelo Ho|EJF ME El= =ML|ct 2] oiC|oh A|IARI2 JtE 25t HIO|EE HK
MEELCH 2| QCIgh A|ARIR 7MY E 523 HO|EE TN MEFLICH
A= xOIE

Virtual Private Cloud(VPC)MIM £ AEI5H04 CHE AL SREY &= JUe MH[ALICH CHE

& AWS A1 EE= AWS Identity and Access Management (IAM) 29t F&f|oi] &S H 04504 °"
EXQIE MHIAE MM5tn HEtE2 2o{e = QU&LICH AWS PrivateLink 0|24 H[H EE= £ot
FH £ QIE{H0|A VPC A= ZOIEE MASto] A= ZOIE MH|AM HIZIHE HZEE £ Q&L



https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS T X|H off CHet cllol&f &= & AWS

Ch. REMIEH L& 2 Amazon Virtual Private Cloud(VPC) M A o] o=
A2,

ERP (TAAA X3 = 2)

=LA ZTEMA (0f: 2|A| MES, Z2HME #E|) E Xt53t6t I #EISte AIARY

\o
n:

740l =
L|C}.

SRR

ol

33t 7|E CIE ¢E3 7|2 Y5 8tste ZEMAJLICEH AEAMEH LIE2 AWS Key Management
I.

Serwce (AWS KMS) 2B AMO| S & AS53E HESHAAIL.

7
A% F0l ofE |7 olMol IAEIARILICH ChE 2 SRS WA Yiksol 217 QEelLn
- I BE - o ECIFHOIM R X HEIE Bt A BEEFASE = As A™ 2l ofEZ2(7 0|
MO| QIAFAQILICH 7HE B E2 HE MNE S o B Eo2 &54517| ™ol HAESH= O A
EELICH o|E{Et Kol a2 HAE Folgtn: guct
- St B4 -x7|dE W HAEN AMBE[= #E2 HIRE o EZ2/70|MHe| 2 & THE B E L
Ct.
- ZE2EMEFE - 25T AR HHAY = U= ™ 52l ofEZ 2|70l e| QIAFARILICE CI/
CD mo|=Z=gtRlolq =2 =M -Z 0| ot x| b= 2tFEL|Ct,
. QI BT - A N B 0|20 ALSAITH HMAT £ Qs DE BHHEQLICH ZREM EH, T
EEMOH &3 U AEX =8 EHAEE 28t #F0[ o47|of Z&E = U&LCt
0.”_\T.|

OiAXId LHENM HHE F st 2M=@IE Yote Ol =F0| e 7I5H HF LIt o2
2 713 ol CHEr JHE el dEE MSELICH o€ S0 AWS CAF E¢F o Holl&=
ID L HAMA BE|, EFX| Mo, Q=2 29 HI0o|E| 25, At CHE S0| ZEELICH AWS 00|

Bilol4d 2hol ol Zoil ChEF APMIEH LIS S Z2 02 T3 70|28 B ESHAUAIR.

- =1 —

ERP

AIE|Z 20| = B|AA HZES X AAIL.

B Cllo|Ef EA(EDA)

HOIE MEE E45t0d £ §H2 mdsts T2 MAQLICH C|O|EE =& =& &AE OIS
Z7| ZAE s&stod MBS 2, 0|y 2 B X[, 71EE HAFLICH EDAE 29 S7HE A
ot 11 CI|O|Ef AlZtEHE dstod =~ ELIC

33


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS T X|H off CHet cllol&f &= & AWS

F

ME Ho|2

AEF £7|0t0] Y El0]2. HIZLIA 20| CHEt HEE Clo|EIE MEELIC Yittoz Be
B0l 0l H8zt0| ZEE Ul A E{OIE0| IR F|7t ZEBHE WS T JhK| 98Ol Yol 23
Ell_||_‘_|.
= .

2| AmstMe

Blidst e HEIMQ B AEE Sl 7He 2to[ZAO|2 2 BSst= HE. o= ot T T 49
S FEYuc

Zol A2l ZH|
Zoil SEE Metstn HAIAREQ S S JMsts Ol =20 ElE 718 GH AWS 2|1, THEE
Z0|Q & ClolE Z2lelnt 22 ZBH AWS 2t ERME L2 AWS Zoff 2| BHE ¥=
StelAl2

7l &R
HHMXE BFESHHAIL

7|5
o Foil Ab8st= U= CIOIHYULIE ol & S0, M= #Z0lM 752 M= 2teloM F7|1He=

| =
AxxlE ol0lx|d + UA&LICt

ZHO| o F0o §M0| Lottt SLEHXIE LIEHHLICE 0l Yt o 2 SHAP(Shapley Additive
Descriptions) & S8 JdC|HEQ Z2 CtYe 7|[HE &5 pe

e HAME = e x| HeE EHEL
Ct 5

5
Ct. AbM[EH LIS 2 CISSAWSAE S 7(H &t ZH A 7

Tt 2AAR O|O|EE EZ 5t HL, 22 Z-6HHLE B CIo|E EEHM o] HE MEE F&
t= 8 ML Z2MAE 2/al| dIOIEE 2|Xstst= AYLICt. 0|8 S8 ML 22 0| HIO|EHE & &
& 4= U&LICE & E04, & '2021-05-27 00:15:37'S 20217, 5, ‘5’ 15U 2 E75tH &
& 2dne|Eo| ChYsE HIo|E 7148 Q4% #tedE 0|28 HHE S&5te HI 0| Euct,



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

4>
it
>
=
w

AWS FH= I Ofl CHEF ClOjE H=

MIE3HE HM A A o{(FGAC)

o] ZUE MEs0{ AMA HE 5185t 7Lt HF ELICH

ZefAIZ oto|z e ol

Al T2 A CHAl 7 OOl ZAE S8 X
ntol 2 ol 3H GloJEf Ol ol ol

ZJLCH.

55191 HOlE| SIS Sai 2IE Alztol
dF =
o o

I:HOI|__||:|. 21 = 7|.

=H = Dl I .

rr mo o

G
JEEEN!

X2[H XMEHE ®EsHAAIR.

X|2|1M ®Meh(x|2|™ At

CloudFrontAmazonOiMdeE & S 71| AL X7 2EI= HEZof| HMASHK| 25T
MNBELICLH 518 SE £ XE SEE AI8510 £2E 2712t xHEHE 2712 X|HE £ UE

Ch ZEMIE L8 2 dE Aol 2EI=O| X|2| HiZ X[Eh2 HZst&AIL. CloudFront

i
" o
rr
£,
piN

Gitflow 2 EZ=2

ot B Em &2 #E0| AA FE BEX|EE|Q MZ CHE EARIE A8 ste S AL
Gitflow KIZEZZ £ BIHAZ ZFFEH EZF 7[EF 322 = SiiMo|n ME 2= T2 E A
LICE.

ME2 EZolM 7|Z elzero] £ AlAR of7[Hhx{of CHEr D BIEE T3S M= M 222 d
Ectnk st J7|E Qzateto| =2 AME g0l 2ZE MER 7lEs MEE + gt 7I1E ¢
ZotE H¥shs B9 2 T JBHE s EYE + UELn
Zt=EY
ZE El(OU) TAoM 2las, BM A 78 £ &Elsts Ol =20 = &2 7 AYUCh
oy ZtEBde 18 & REM FESTS BHMS APSH, ML o] A 1AM THEF 3
HE Ar8stod FRELICH HX| 7tERIUE B 2E 2 78 £+ SXME ARGt SidE ¢

st gt2lg MASHH, OS2, Amazon AWS Config AWS Security Hub GuardDuty AWS Trusted
Advisor, Amazon Inspector & At X} X|% AWS Lambda ZAAIE A& stod EE4ELICE



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS T x|E of CHt clolEf 2 £ AWS

H

&t
TIHEEE EHRIStMIR.

0|73 d|o|E{H o|A nto|zeo|M
CHE CllO|E{HIO| A TS A5t CHAL CI|O|E{H|O| AR A A H|O|E{H|0|A OFO|2 &0l (0d:
Oracle®| A Amazon AuroraE) 0|7|Z 0+0|a[0|M2 YEtx o2 Z|ot7[HIE 2fdo| YR 0|H A
7|0HE WHetsle A2 SEE Sy = U&LICLAWS = A 7|0t HEto| =20| El= AWS SCTE
NS

E2 718E(HA)
XL ZHS 2l Al 7HR @i0| X|EHMoE 2HY = U= FAEEQ 53 HA AAHR2 XIS2
2 o ZX|E[D, X|SHe2 1FE M52 M3st, dso Olxle SEE £|A56HHM CHY

&t 2352t ToE XMEltEE MAEIRELICE.

S|AEE| 2ACHSt

= 3Z O|o|E{#|0o|A Ofo|zE|o|M

S U IO|E{HI0|A TS ZRSt= CHA HIO|E{H|I0|AR AA C|O|E{H|O|A OFO|1E|0]4A4(0d:
Microsoft SQL Server0ll A Amazon RDS for SQL Server2) & 0i0|22{0|M2 Yet™Mo = 2|5

AE EE 2SS Y Zdo] YR L|Ct HIo|E|E Ho|EHIolA REIEIEIE AE38to AF[0HE
oto|eilo|ME = AU&LCt,

3t ool
X3 M| A SHE ClO|E{(0f: AlAIZH L

= ClOIE EEE 22 #] O|0|H). Yo 2 o] Ci|o|E{oi = it
E #el S MIst7| /IE 185 2EEX| AS E= 2eiA7F EELICH

[y ——]
PAES
Z2EMEtZo Q8 BAME siZst7| I8 712 s=™HULICH ZIZE IEo EA = itHo
2 B9l DevOps EEIA KT EZ Q0| BHE0{ZE/LC}.

36


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS 845 x| of Chgt lole] T2 &

stolmH7Ao{ 7|zZk

Mgt 2= oto|zclolMd Blo| EXE sidst”| flo 22t =0iM oto|z|o[MEl ofEE|7|0lMHE
#Eletn ZLEZstE 7IZHLcH dEtHoe 2 o] 7(zZH2 1~4 LIt stolm7io{ 7|Zto| ZLt
T oto|zelo|M B2 ditHo = of E2|7| ol Mol Ciet MY S Setes 29 ol gZiLch

2tE Lol M HetS Holste stk olat el IAM 2ot FA[of A2 E FRL|CH AWS EEF2

|

90 St W CPU X HIZE| AHSF 0] 5~20%2! ofE 2|70l lL|Ct oto|aEfojd =2 M Eof
Mz olz{t ofEE|AI0lME AHE BRISHHLE 20|40 |X|st= 0| LA L|ct.

7|& QlZEHE YHIO|E, x| E= Y= A Z2EHM QI EES M QI ZgtE HiZ5t=E 2
Helct 8 27158t Qlzele 7IEMo 2 HE 7tsd QI ZalErt O UtE|1 oHE X 0| of
= JtsELCh REMIEH LI 2 Well-Architected AWS Z B3 0| B4 E7158F QIZEIE AFS
SHHHE 2 A E R ZSHAAIL.

0

AWS CtE A ot 7|2 %0l A VPC= OHE2|AH|0|M 2[R U EXZ ¢1ZE2 &, AAF & 2}
2lgrLICt. AWS Security Reference Arch|tecture01|k|'— oHZ2|A|o|MTt . e QIE{4ll Zto| 2
g EHO|AE E55t7| 25l QHIRE, olRHI2E & ZHAIVPCE HEYA AHEE dEE A

i
E

dst= Cidl oHE2|FH 0l == oto|goldsts e TEFLICH of
O| DtO|ZZMHIALE AFERIE M A|ARICZ O|SE + UELICH ZE A

-

1 4

ef ol TA| g
E =
= =

=2
=
o, MEole &

37


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

w

AWS T X|H ol CHet cilof&f H=f =& AW

1|74AIAIAE*' H7IE = S W7 X| =7t 0ol =M
5

= H
2 Cit = ofol1ef|o|4dat gredEl

AN
&LICE o] MEFE M8 =

Industry
Klaus SchwabO| @12, AA|Zt CIOIE, XIS & BM L AUMLL| M E S8t M T2 M A 9| 3
CHELE X|&SH7| 28 2016\ A =8t f04QL|C}.
olz gt
OHEC|AH|o|MHe| B4 LHof| Z&E 2 E 2|AALQF RFAFRILICEH
I QlZ2HIaC)
FM O MEE S5 ojZ2|70o|Me| QlZ et E T 2H|AM Y st Balste T2 MAQLICH |acsE
ME2 &Z90| 85 7tsd, Al2[M 2 etdes dal el=2t 2lE Y AEsistn, 2l AAE E
Eot5t, WEA HEE = U T HAERE&LICEH
MU AFZ CIE{H(Il0T)
M=, oK, RES A o| 2, dHI e 5 59| 4] EE0A] QlE{Hlof @1ZEl MA{ & C|Hto|A
O| AHE AtM[EH LIS 2 &A1& AFE QIE{H(1oT) CIX|E EBHAZ M O|MH T™EF 252 R ESHAAIL

AAVPC
=), ClE{Yl Al 2 Z7j|O|A HESL

=< L—-—

ILICI. AWS Security Reference
Bl Zto| ek QIE{WO|AE E& 517 2I5H elut

Archltectureoﬂkl" o =3 E|5’1|0|*=|J—P o e 2l 2
2C OlRHI2E L AAVPCE HEY T HHe MYse g HEELICH

QIEHAOILL 24 SAl HIEXTE S8l CHE C|HHO|A L A|AEIN S415tE MM E= Z2MAM7L
LHE &l e S21X AA o] HERZ AHM[E LI 2 10TEME FESAAIR

CIRsE
DEo| o s0| Y=o et o{EH HELX|I=XIE AHRO| OlaE = e HE 8 MBst= 71 &
& ol EMelL|Ct RFMIEH LHE 2 Machine learning model interpretability with AWSE & &= 5t
AAI2.

loT

>
MO
o
m
s
mjo
ook
P
9'|_|
>
Pl
to

38



https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/

AWS THA x|E

off CHet cllol&f &= & AWS

IT HE 2to|EH2|(TIL)

IT MH|AE M350 0|28 MH[AE HIZL|A 7 AFE O HH =-6H7| {EF Lzdo| 2 ALg|
ITILE ITSM2| 7|EtE N3 ELICT.

IT MH|A ZE|(TSM)

RO T MH|A MA|, 34, &2 U x|t ZHHE &5 Z2IRE 2YS ITSM £t E8t 6l
ghedof CHEE AEMISH LHIB2 28 S2F 710|EE R X5HAAL.
ITIL

IT HE 2lolEdE|
ITSM

M
ik
™
Q'I_l
>
Rl
o)

[ == QA Y

IT MH|A 2E|E & ZSHAAIR.

L

ol O|& 7|8 HA|A A|0{(LBAC)

A X 2 O|o|E] RER|O] ZH2F Eot ol 1S H

4 = HA = oAlx_-I|
## ZQILIc AL@ X} H ot 2ol 3} clol] 2ot 2ol

T AM| A XMo{(MAC)E +
£ &1 ol A-E Lt

Zto| MRt EE2o0of et AFZXE =

T AA

ue |0

Landing Zone2 &% 7tsot st 2 MAE CHES H™Y AWS @ LcH =%

o
£ 740] CHEH =412 7HX| 2 Y329} ofE A0S Al
o Zof ChEt RIME LIS otelstT

— = —

A2 047]0| &
StAH| AlZFStD HHAE
gl-xk 7|._o|- L_—|'8 |7H AWS §|_|-7C=>| MER{i2

= O =

k

A2
=

CHT+2 O0Fo|22f|o|M

300CH O|&f 2| At Oto[=zeio]4d lL|ct,
LBAC

cO0|E 7|8t HA|A KMo{E HESHAAIL.
Z|A~ TEt

(o]
i

stelg £ #she O WRE 2|4 MEHS Foists ot D ABIULICH RHME LISS 1AM AT
Mol 24 HEt MBS HEFHAAIL.

39


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

4>
it
>
=
w

o cHEt of|o|E| =k

AWS THA x|E

ZE HE A|ZE

o2t
P

i QIA 3l st&of D EED 7[HE MEstE 2 XIs2l B =
(loT) CIO|E{Qt Z2 7|Z E HI0|E{E BAM5tT s4stod IEIS o2 SH ZEs Maghct
KEMEt B2 7[H &8 BZstMAR

dd F=
HRE 2o = JHQ EEE EHallst= 5 dHE L~ ZES o] HRol= HFE AILES EalishA
Lt Blze B2 E REStHL, FH HMAE ¥ = U&LICH Lello1o] o 2= Hiol2dA, &, &
H9lof, E2 0| 50}, £10[90], 7|27 SO| J&LIC

HLIXIE AH]A
cEOIEO| WM AT

AWS MH|A QlZ B AIE, 2 Al & ESHES AWS 2YstH ALE A= ¢
01 IO E MY st AMELICH 2ElS MH|A9| oz = otOtE A& AEE|XK| MH[A (Amazon
A&LICH O|2HEt MHIAE FHEHEl MH|A2t e gL

S3) ot otobE DynamoDB7F Q!
Nz= Al AIAE (MES)
ZLIEZ, EM3aF 2 Mo{sl

HHESZ TErsHE Y

Mz oM HRHE 2
7| gt AZE Qo] A|ARLICH

MAP

Migration Acceleration = 2 1 ZH

40



https://aws.amazon.com/what-is/machine-learning/

AWS THA x|E

of CHt clolEf 2 £ AWS

7|7
CFEUEI EF MEHES et O3 AU E HESIo| ZHste dA Z2EMA LT HIFHUE
2 AMEFHM Ao 2 ZE |1 JME|= AFO|2QLCH RHMIBH L2 AWS Well-Architected
I UKL HFAHLIE 52 HESHAAIL

M A
ZEo| ULl | HHE AWS A A elst 2 E H X AWS OrganizationsstLE 2| 71X 8t o
StLto| & Mgk E &+ &L

MES

HEZIA/ZS MEHE 7|82 2 5t 2lAATF AMEHE 10T CIHIO|AE {8 BZF machine-to-
machine (M2M) S&l Z 2 EZQIL|C}

oto[Z = MH|A
& HOolEl APIE S8l SAI5tD YtMo 2 AR KA BIO| ARStE ATE S& ME[AQILICH
oE =01, 23 AlaHo= Y, 0tAlE S| HIZLA AF oLt 7ol 8+, &4 S92/ 5t9l ¥
of cHEEl= otol3 2 MEIA7F 28 4= U&LIch Oto|Z 2 MH|A 2 o|JH 2 MY, fod
5T, 42 HE, MAE 7tsE I E, ™ S0| G RAE LIS= MEHEIA MH[AS

AtEsto{ OFO|T EAMH|A ST S A ESHAAIR. AWS

OO 2 MH|A oFF7|E R
ZI oiZ 27| ZEMAE OO R AMHIAR APstE SB 78 248 A&3t01 iEE|7H0M
g F5stE M2 YALICh o248 nto|Z 2 MH|AE B APIE AHE3tod & HolE 2IET| 0|
A8 Sofl SLUELICH ol EEIF0|Mo| £ sl Cheh =20f X7 O] o}7|=%{2] Z; Oto[2 2
MHIAE HCOIE, B2 & ZEE = JIGLICH AME WES Dho[3 2 MH|A 7S RS

Al2. AWS

Migration Acceleration Program(MAP)

Z%0| BEHLC R MErsty| QI Z2E 2F JIHE THD X7 0t 2 0IM HIZ S A ME
£ T = MY XY, 1S U MEIAE MBsHs AWS Z2IQlLICH MAPOIlS B7A| 0to|a
Blo144S MARIQ WASE ARst| I3 0HO| BI04 WHE DL YOI 0to| 23 0l AlLLE]
o REstetm Jiastets T METH ZaElof UaLh

41


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS T X|H off CHet cllol&f &= & AWS

CHT+2 0Fo|22f|o|M

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM o B2 H% |70l o] Cf W E £ 2 o|SELICt O] EFAMHE 0| BHA[0AM B2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
gt MESE Sall /2 == oto|aeo|ME ZhAStEfLICH 0|22 AWS 0r0|Z1ef0|M HEfo| M| &
A L C

olo|zgilo|Md HE 2

AHSSHEIT QIRE M2 WAl Soi Y22 E 010|213 0IME At Thls RILICH otol
a0l BEE| Eofs YHHOE 2, HIKLIA 2447 W ARA, 0holaa0l4 AX|LIod, TH
4R} U AZBIE0| M Yt DevOps HE7H7H LEEILICH AE|Zat0|x OfEEHOIM EEER

29| 20~50%c S M2 WA =E x|M5te = U= B=EEs HEHoZE TR0 JUELICH KA
B L4282 ol ZHX MEQ 22HPE ntolas|ol4 BE | 7h0l=9t 0HO|T 20l BE Elof Chst
Mg HxsAlR.

oFI_FFIJ

oto|zd|o|44 HIEtE O|E

ofolzElolMe SR ate o LR ofEEIA01M L Mol cHeH & 2t oho| 22 oM mEofs
MZ cHE otolaalol4 HIEHEIolE ME7F ERLiCH orol a0l HIEHHIOlEe| o 2= Chat
MES Hot 28 AN 50| YaLIch AWS

Oto|=1ef|o]M mHE

A& E|l= oto|zefolMd ™EF, oto|ef|olM CHef, oto| 2ol o ZE[7H| 0l EE= AH|AE KA
5| Aot gh= 7tsSE DPOIZLFJIOI*:' HALICE of: ol Z 2] 0] oto|Ef|o]ld MHIAE ALE

oI

5104 Amazon EC22 AWS 00| d|o|ME RIS AEISHL|CE.

Migration Portfolio Assessment(MPA)

2 otolazfloldsty| It HIZLIA AtRE A7 28t HEE MBste 22t TPt
AWS 2EI2E MPA= ANt ZEZR|Q HIHMH MY F2 =8, 7174 2% TCO H|w, 0+o|2
40| H|2 24A4)et oto|1do|4 AHZ(oHEZE2IAH o4 Hlo|e| 241 L H|o|Ef £F, ofZ2IAH 0|
&3t otoladold @M=l X|H, Hlole A&)E MIELICh MPA £7 (2R HQ) = 2E
ZAMEHEQI APN IHE L] AWS AMEEH FEZ M3 ELUCt

oto|zz ol =H| el B7HMRA)

@
mju
Tl
40
[N
EP|
E

CAFE A& 3t0f Z | Atefoll CHE S&
B AR E sty B A ABS £sE Z2HLY

AWS OFO|Z28|0|M T2Fo| & EHrl| EHA| L

L o
I

> H
0
I



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS T X|H off CHet cllol&f &= & AWS

oo zifo]4d TEF

HAZEE Z oto|aefojdets ol ASE ™2 YA AWS 2R EXMIE LIE2 0] 0{E Q|
7R &2 U 72 oto|adjolM 7t&5HE QIft =X Sflg %

ML

o

t7] fIe 7 A(BI7HAl 2= 2 =El4]) ofE 27 0]
|

1 7t880| 22 AMABoz Metst= ALt

A% ofEaIA 042l HChE Fhi| HEHS Thorstm, O, I U B4 42 Algstn, TXo| Y
OHEZIHOIM| #3 MEIE DL & KIHY 4 QXIS Helsts ol Z0| Sl BotelLic
Lt ATE T of7I=IRIl FAE, HCHSH ZRMA Q| JHY TS DIUAES RHMIS| HTsHE
ZC U 5 ufotE ZAHE A shy| QI8 A AZIQILICH KEAIE LIS 2 ol M OHE 2l 01440 B
CHSt ZH| AEh BIHE A SHAIAIR. AWS BBt

2= BB OIM(BEEIA RF)

IS HHE T2 MAE AS5H0] B MEIAR MYEIE ofE I olMULICH ZEE|A| of
= )71 0| Mol B 74| EFEo| LIt B ofZEIAH0IM FIS 0l CHEr 27+ 2 she T of
=% 728 EHMOF BLICH 2E #I0IAT} HXIH BiEE|4| OB 0IMS| 715 S F7HstH
Lh FHMSHE A of SESHEILICH ol2{3t 2XIE s1Z5t7| /o 0FO|Z2 MHIA of7IHAE A
& 4 aLich RME LIS DH0|Z 2 MEIAZ 3584l 98 HalE HESHAlL.

[Illk

\!.l

MPA

Oro|ZEio|M XEZE|Q BIHE HESFMUAL.

MQTT

HAIX 7 274 EAM HEE HEsHAAL.

HE|Zz|A B2
oiz{ FeiA0f CHE o F(27 ol¢ 2l At F stLt of|F)E dst= Ol 50| Els Z2M AL
Ct. o & S0, ML 2=0['0| MEFE MU, ASAtCIIte, FOERQI7IL? £ '0| TZHO| 7HE

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS T X|H off CHet cllol&f &= & AWS

28 7t et

oIr
ro
o
|H

QlzEtE UO|o|EstT +=Hsot= ZEHQLICH Lard, o
=
=

WS Well-Architected Frameworke 8472 £7t5¢8t ol= g}

oto|zgold =2 A'IIA Eogintas

x| B7H& stotH U Ho 2

Jﬂjg

=27 SEE|= oto|2so|M BEHQILICEH o] HH2 7t &
10 EQ5K| ot azcof AF2ELCH

rr

AAQIRCE QIO AR MEHSHX| 9T CHA AlARIO] 2AFSHE 0RO 0f4 el
o} Y32 cof 1T ofZ2iFolMe nholadlolM BolE H4 AEE & UaLich of wee

ofr

(= -

2 ASHE $UHSHH YYHHOR FR8 2 M 932 ol ASELIC

OPC-UA
LE ZZMA FHFLIZIOIM - S& ofF[HXE HESHAAIL.
QE ZZMA HFLIF0IM - & ot 7|=IR| (OPC-UA)

|8t (M2M) S41 T2 EZ. OPC-UAE ClO|E{ & 535}, 2IF 4

) =

£t24 machine-to-machine At S8t
HEk Hof &AL E AS 224

o) 44



AWS T X|H off CHet cllol&f &= & AWS

Mul& 7ol Bt AHl2k(SLA)S RIR5H7| I8l EIR T 280l MEoIA MBst7|= 48 148
5 ol

CIAEHE & & 7hsEh Hufo| HelE ola], BIt oy = E0l= O =80 &= =2 & &#H
2 A2 THE MIEAEJLCH REAIEH LIS 2 Well-Architected AWS ZE| 930 2%
FH| JEl 4E (ORR) &

24 7= (07)

=2 31t 27 2 Sstod MY

= 2 otE Aofetes StE| X AZEL o] AlA
2 M= 2okoHE OTSt HE 7| (IT) ) E 2

vy
o —
Aago] £80| QICiAEE] 4.0 s 4lo] Al ZA{elL|c

ol

©
$
lu

°
C

AR, 28t 3 BICiAl B BTHSHT THHIAQl HIELIA HAS Qlet maelela el
C}. OCME W3t M2 7t43tstn, B 7™ 2ME siZstn, 25 U £5Ix WalE Frtoz
METIO| M2 AlAT O M2te EHIstn MEE £ TS X|HELC 28ec A Zax

Eof LR Wa ST 2ol AWS 0HO|2E(01M Bl ME O] ZBUYAE ASR & 5te T

2|7l M| A F0{(OAC)

CloudFront0i| M= Amazon Simple Storage Service (Amazon S3) 2EI=x 0| E0ot2 2|3l HMAE
Mgtete S4E SMHE MSELICH OACE 2 E S3 HZ! AWS 2T, AWS KMS (SSE-KMS) £
AEet MH & 2353} S3 HA Oiet 83 X 2¥E 25 X|FELICH PUT DELETE

Q2|7 YA ID(OAI)

Fol

CloudFronto| M= Amazon S3 &
Ol =

org ol VMAE AMEHste SMULICH OAIE ALE 5L
04 Amazon S37} ¢15& £ Q! =

CloudFront MM&rL|Ct QIS E EOoF FX= EH tH



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS T X|H off CHet cllol&f &= & AWS

ZE SHHME S3 7l 2HX 0| UMAE 4 U&LICH CloudFront Tf M2 EHE|T SAEl AA|
A H0{E MBHs OACE BZSHMAIR.
CC =

o
0
=
Ho
oT)
>
<
)
O

AWS CtE H™d ot 7[=i &0l A o ZEIA 0| LHol M AlZHEl= HIER(Z 122 AElst= VPC YL
Ct. AWS Security Reference Architecture0fl M= OHEZ 2|70t I 52 QIE{H 7to| ek QlE
HO|AE EE35l7| @5 QHIRE, ol RHIR2E L A VPCE HEST HAME MUY WE HY
o,

=

P

Het A

|CH HEtE Ad-Est7| @8l IAM 2o FHol| AZE[= IAM #E| H
S

5|3 7L CHE B2 GlOJElSt B WS XIS [ JHQl0] AlME BrElMoE £B5E ol AR
T A SEULICL Pl 2 & OIF, F4, 5 HE S0 JU&LICh

Pl
WOl Al HEE HEAAIR
ZEtRE0lM Sy 28 7IsE MSst= S oto|1alo|Mut 2rEE 22 Hx{ste LTl A
MolE BAlLICH BRllo|Se A3BE, AHSEHE M8 FE HOISHE BES 2YWste o Te
B Z2NALLEHH @0t0| HEHE 8 4 AdLICH

PLC



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS FH= I Ofl CHEF ClOjE H=

4>
it
>
=
w

PLM
ME E2Oo|ZALO|E ZHE|E FERSAAIR

x4 ZH

o T
TEtE Mol (ID 7|8 A & X) St AL, HMA ZHE XY (BlAaA 7|8 H™M FxX) L, ZE]
L 2 & Aol cHst =|ci HetE & o] AWS Organizations (AMH|A Ko & & x) & £ Qs 74
At

Ct=0{ X|&d

GlOJE| HAA HE U 7|8 2T AYE Vlitoz SENoz roagﬁmw GlolEf A5 2%
7l M= 0to| 22 MuIATL S U CIOIE] AEEIK| JI& S AS3HE ZS T8 2HI7H w5
Lt A50| M5tE 4 aLich 2T Aol 7+o+7;z.§+:|ou=_+ AE0iE A0 00|22 M

AB O &7 THSD 5T TS £ Lick. RIS LAS S 0HOI22 MHIA0] A o

OlEf X|& 4 B 4I5HE AESHAIAIL.

[ |
XEZC EIt

ofo|adio|ME HEISHZ| {6l oHE 2|70l ZTEEZZ|IQE AL
T2 MAULICH RHMIEH L2 0to|a 8|0l EH| MElf BIHE R ESHAAIL.
274X}

=3
u}

oI

-

QHtMo 2 X&of Qe true false ORE HiEl

st= #F 2| ZHYL|CH WHERE

&7 ™ol #{2|2| Mo/ E EE{¥ st HIOIE{H|0lA 22| M2t 7| lL|ct of= A st &
A oilo|EHo| A0 HAME 1 XME|stoF st HI0IE 2| ol Eoig1 FE| 50| S ELICH
of &% o

O|HE g2 S X[t & MAHE 2ot Mo{L|Ct O] Moz HIER o CHEF FE AMALE A
| HEZ 2 UXx[6te ol =20| &El= 17 Zo{MdUL[C ApAM|EH LHE 2 Implementing security
9| Preventative controlsE& & Z3HAA|2.

r
Ox
fjo
o o=

lo >-|

Hot x|
Stelg 35t BlAL0 HMAE £ AWS QU AIE[E| 0] AEEIE YO Z |AM A&t 0| £
E A8XF E= AASRILICH AWS AEREMIE LIS 2 1AM AE A o] 38 804 B! 7HHo| ot =
HME %

A AX|L|of—E Z2 M2 7HRI HEE nedste AlAR AX|LoiZolMel H2 g ALt

47


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html

AWS T X|H off CHet cllol&f &= & AWS

ZZto|! 34 JA

Amazon Route 5301 A &tLt O|4f 2| VPC L =213t 5t =m|lod| CHEF DNS #{2lol SE et &
ol Cier HETH B2l ZE|olL LICh XFA[EH LIS 2 Route 53 B L] ZE0[8] &4
XHoiS A X SHAIA|D.

AR ol A|oq

E
o
i
ro
e
[m
M
rlo
m
>

_I_.ILX-I

k=2
o= =
AE DR
OF A

=

FotX| i 2lAA HIZE WX|GHEE HAE 2o Mo{ L
|K{dst7| Mof| E|lAAE AHELICH BlAAT HEEL 5 (<] =

|CH REAIEF LH2 2 AWS Control Tower dEAMQ| ZHEE X OHLIME 2t Z 6t H Ot
10| AT AMo{E HZESMAIR. AWS

A, MY, EARE 8 Y ESE, o7 2 Aol 0|2 = HA 2tolZ ALoIZol A MFof o
BtOIOIE & Z2MAE 2elsts el
Z2HM EE

Zz232fHE 23] ZHEEDH (PLC)

MZE SotolA 714 B BLEZST ME ZRMAE RHS8tste 049 oHax{o|T 22 o| o
o AFEIULICH
=t

HIOIE-UHIE O| 7HRl AR E Ri2| EAIRL 222 HiF = T2 MAQILICH 7HHE = 71 HEE &
Zs5te ol =&0| & =+ J&LIch 71E3HE H|o|E = 04%1s| 7HQl C|o|E 2 zH=FL|CH

HARE HATE)

OIO|Z 2 MH|A 7ol HIS 7| 412 Safl & SEHHEE 7HMHE = e HHQULICH o E E
o Ofo|a 2 MH|A 7|4t MESO{|AM OFO|3 2 MH|A = CHE 00|32 MH|A7F FEE £+ e &Y
of O|HE HAIXIE HAIR = UE&LICH AIARIE AA| MHIAE HESIX| T

HIAE FIHE = &L

2Tl

Q
SERE

SQL 27| Ci|o|E{H| 0| & A[AEIQ| Tl|O[E{0f UM AsHE Ol AFS El= L7 of BFA| (of: XIH).



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS THA x|E

ofl CHt lolE Z2f =2 AWS
HE| A= 3|7
ClO|E{HO|A MH|A £|X5t T2 30| C|O|E{H|0|A B E S HEs 7| MECH E 2(Mo| A &S
MEASHE ZUct 87, M Ate, 23 A%, #al oetal 4 HFQIZ 2! Cf|O|E{H| O] A Tl

R

RACI OHEE2IA

RACI (&2, 21, 45 12 XIZ) 8 & X

24 442] of

g'l_l
>
>
to

2N 7t 2tz E 7k K| AFE A ARIO|LE Ci|O|E{ol| CHEF HUMAE AEHSES dAE S AZE
lo{dLict.

RASCI OHEE|A

29|, Aol A B2 KE (RACH) 2 AESHAAIL.

7| M8 8= ALl HlolEHo|& 9| AR RILICH REIE 47| T8 SHMELS 2 2t st0d
7|2 ClolEHolAel 22 & EYU + U&LICH

A

RE XA,

\l

Recovery Point Objective(RPO)

Orx|9f ClolE |57 Al 0|F o1& &l= Z=|CH AlZhL|ct olofl ek orx|2 S5 Al™ MH|A &
B Atolol {8 == OlolH £ 42 7hF &= Hel7t 2 EL o

Recovery Time Objective(RTO)

MH|& SEIF MH|A S/ Abo[e] 318 THsEF X[ AlZhlLCt.
2| HEE

\l

fjo
1]

R

FRSHAAIL.

49



S

2/ AW
5 ML

5]

clole} et 4

},

5|
)

O|2 2 L{

oi CH

otofl 222t EME E7| 9

2| /o
o4
=

o 74
(|
=

Z+Z+
/T
o}

.|

X
(M

AWS 2|
to Z=Eof CHaH

k=]
= .

©

glAA B
ML Z|"HIL|C} o & £04,'0] &2

=

—

—

q
P

|7 22 E AME

o
5}

<

=

AWS

INEAE= N

2|7
=

2|

w0
<|
__o._

o

<1
o
K
__AH—

ol

HiZ =2 M A|AM 7

release

Hio

3
]

0

<1
o
Ki
__AH—

ol

0
H

Al
m

0

<1
o
Ki
__AH—

of

0]

<1
o
Ki
__A_”—

ofu

oj

or
Hr
1

==
1o

|

o
ec =

5

=

Liee Aws 2

5

S
[l

LICH. AWS 2CIREXA|

ide]|
=

HOoF & ALY

Mo 2 12{3

o]
=

CH

ol
ol

0
<
o
KA
Ka

ofn

INESEEu g

A

=

Amazon S3 H
gto|2gy|o]

RACI(Responsible, Accountable, Consulted, Informed) OH
IL|ct. of

74
=

At (R), 2fAl

ol

50



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS T X|H off CHet cllol&f &= & AWS

MR (A), YT 8 =K} (C), 2T SE CHARE (I). RIHAHE (S) MEHAFZ QLICH X|MAIE =
&5t IHERAE RASCI IHERIAED 51, X|HAHE M2l RACI HE At D §LCt

CHE Ao

Mijm

Hot 7|E 0l M dofLt AL REXQI o|HEE siAst = F M7AE 2ot Mo{iLICh RtME Lig2
=

Implementing security controls on AWS 2| Responsive controls& & X5t & A|2.

retain

7 R2 XS AMAIR
2E|

7 R2 HZSIAAIL
3|

SAXI Rt ZHol| HMASE A2 o o{FA BHETV| 2l S E F7IMo 2 O|0|EStE =
2 MALct.
2l 4 HA|A A|0{(RCAC)

02

HMA TE|0| HelE 7|2Xo| 8t SQL B34S AFSELICE RCACE & Mt & otA3
2 FdELh
RPO

S AUS +HeHE Ol LR Y 45 FE XS WALICH YtsoR oFg0l £ B
= stojo|Lt MAHE ZHAssty| Yol H=g s
SAML 2.0

B2 ID M3 YA (1dPs) 7t ArEstE JHE ™ EEQLICE O] 7|58 ME85tH
QI2 (SSO) 0| 7}53tEZ ZEo| B E AIZXIE I8l IAMOIM AFERIE AoHAo-iél' ol
XE7F AWS API ZH210{l AWS Management Console 21215t 7L} API XS S && &+ Q&LCH



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html

AWS T X|H off CHet cllol&f &= & AWS

SAML 2.0 7|g2F m|H2f|ofMoi CHEr XEA[EH LHE 2 IAM HBA{e] SAML 2.0 7|8 HHE[ O] &

2S ®of 3 HOlE] £ES AEFAAL.

SCP

MHIA Ao HHE HASHMAIL.

secret

of = AWS Secrets Manager® £ 3t FHEE K& 5t= HIYHSLE AF X XHE SHa 22
e AMEHE HE HY 2k s HIEHE olE|2 A ELICH HIZ gt HEo|LE2

o] BEXILEY 4= AU&LICH REM|8H LI 2 Secrets Manager AT 20 F910| £04 ILIR?
X 5HA A2, Secrets Manager B A0 M & QI& &= Q& L},

H ot xf|of
Qe HRAXIF EoF FAMHE A= sBS UK|, @R Es= AN 7= 7™ == 2EIH 7t
YL ct 2ot Mofod= of X BHEA CHEX, AP of ™ A|o{9] L 7t x| 7[& f& 0| Q!
&L|Ct

HT
re
oY
i

ot 5 9l O[HIE ZE|(SIEM) AlAH

Hot HE 2|(SIM)et 2ot O|HE ZHE|(SEM) A|IAERIS Zftste =7 L MHIAQILICEH SIEM Al
A2 MY, HESIZ, ClHtolA & 7[EF AA0M CIOIE{E %, ZLIER 2 M50 Q& 2
o ZISHE Erx|stT L7 MAshLCt

Hot OHEN| SR CHS 8t 7HL 2Ot OIHES HZHE S MAIE AN Hols|n Z2 38y
£ ZAIQLICH Of2{8t RHSSHE Hot 2 At2E Tosts Ol TR0| Bl BX| EE 1S Hot

Mo{ &S ghLict AWS XIS 22 T x| |2 VPC E9F 18 4%, Amazon EC2 QIAEIA
x|, XtZd 3 T S0| U&Lct.

AR o8t S X X[2| HIO|E &5 3F AWS MH|A



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

S

AW

Blole] T2t 42

st

oi CH

MHIA ®o{ B#(SCP)

HlZofl CH

=
—

AWS Organizations0i| &8t Z%|o| 2

Ct. SCP

15t AL 7t

steof Chsh Kizhe A5
518

= HE SESE M
LH& 2 AWS Organizations A& M| AMH[A X 04

ZER7E ALS

L|C}. SCPE

=
[

3t
=

=X

7Lt

5

tod

5

.IREEEE
[ R e

5}

—r
[ITe)

I.

S
[l

&L/ct XA

0

<1

2y

to{ CH& AfH| 20

5}

RAIEE AE

1 URLQILICF AWS AMH|A. Q=

of T

<l

b & Z 9| AWS AH|

old
= -

LI AWS

|.

S
[l

&L|CE REA

ol
MH|A =& of BHEF H2f(SLA)

45 &

ale

b 7Al2F ALICE.

2 g5)2 BAE

I_

(ol: MH[A 7HS AlZ

&8 LHE

E

(@)
=

IT Eo| ZZof|H MSstz 2

MH|A £Z EA|l7] (SLI)

[N
u

(SLO)

23]
mr

<+
<

MH]|

L}EFLHE= CHAN X|ElL|C}.

T|= MH|A SE

all

ol
K

Lo
HO

M= mEelL|ch AWS 2219

LHRQ o= RH
oL oo

I.

S
[l

LICh Kb

=

ChCHSE
= o

= 2EIRE0 Ao EotE

3

1

ol

Al

SLA

—
1o

SLA (AMH]

SLI

Kq
wa
N

e

MHIA =&

SLO

53


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS THA x|E

split-and-seed 2 &

HOis Z2HMES SE 6D 55| QI8 HHULICH MES 75T ME YElATt &olwH
34| Eo| 2 Elo] M2 2 ME Ho| BHE0{ZILIC 018 SaH ZXo| AT MulA FRE T
SHIL, JHURF LSS HMBHT, A3 HAIS KIE 4 UALICH REMIE LIS of oiE 230l
M HCHEHE Qlst EHAE MT WAIS AESAIAIR. AWS Bates

SPOF
Erel 3ol XI3 27|

AEF AF|O

stLto| 2 WE E|0|= 2 M85l ERMMM E= £ O|O|EHE XME et stLt ool 22 Rt
E|O|E & At&5t0d HIO|E $dE MY shes CIoIEH|0jA& 4 FZULICH O] FFZ= = 0| E #4104
St AUM AFEStHLE HIZLIA QUEE[TA 82 A EIRELICH

Strangler Fig THE

SIZHAl A &E-E H7[E £ S WK AA”R 7SS MEHo = ChA| 2fdstn 1Astod 2=

2lA AlARIE BOHEstT| QE M2 YA ol EH2 FE o 20| LUHFE Rt 23 SFE 2
&t CHAISHE Zdnt HIZ B LICH Martin Fowler7h B=2|A AIARIE CHA| 24 E I IS 2HE|
st= Yoz ol HiEHE ZURMELICH o IS MEsts Yol o= ZiE(0|L{ 2 Amazon AP
GatewayE AF&3104 7|& 9| Microsoft ASP.NET(ASMX) ¥ MH|IAE MZTIXMo 2 $CiEt s &
e XYL,

ISELY
VPCO| IP 4 HAYLICH MEH2 B 7t8 BAHof o FsHoF FLIC

4= S &« lo|E| =% (SCADA)
MZ Al st=9o{et AZEQ0{E AL stod 22X Aot Wi HUS ZLEBstE AlARL
ct

stote F5s delFLch

ol

=olst 7|1E AF235t0{ HIO|EE & 5st5tn =

M 2RE UXRIotHL 52 ZUERSHT| ] AFEX 4= 28 AlZdo|Met= Walo
=2 E|AEELICH Amazon CloudWatch SyntheticsE AF&310{ 0|28t E|AE S M
|

54


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AWS T X|H off CHet cllol&f &= & AWS

tags
olAhA TS 2(F HECIOIE A& 2 st 71-2t 4. AWS EHIE AS5tH 242 E &4 #
2l, Mg, g2, A A HE{RE + &L AHAME 82 AWS E[4A0f BfT X|EE ot
Al2.

CHY B
K= MLOIM ol &5tEd= Bt 2, At Bt : gLCh ol S0, M= Mol che M=
ME EdgY = AGLoh

Atoi 2=

T H 717
HEE Sofl T 4& S FHsle ol AL xlE 7 ULICH %] S5oil= HF| et 2h= )
OF & it %] 50| L (o] U&LICH Zt LB Zrdoi| Ci st 01|M Enk PN FANENS N =R L Sy

ML 20| st&d = U= HIOIEE MEBstE JAULICH &3 ol|o|E{oll= ™MEo| & x|o{of &L
Ct. &t& duelE&2 &3 lo|EH M CHA (S 5teds B)ol = o[ &4 oiEst=E MES
57, o|st THEAE XSt ML REHE E238LICH OH IS ML ZEHE AIS5to{CHadE 22

£ M ColE{of CiEt o & & & &= U&LICH
£i& AHo|ES] o]

VPCe 2Zo0|& HEXIE 4= ¢dst= O A8 E + U HERZ TS s{ELICH XA
gF LI& 2 AWS Transit Gateway dEAM 2| EEZT! HO|ER|O[E FAUULIN? & HERSFAAIL.

EZ3 JlEt 9282

Z %! L} AWS Organizations &!

| SHE H XM AFRAFE CHAlSHod EHde
H| A0 Het Eod AlZet £ Q)= A{H .

=
A= ERE M Zh Al™ol MH|A o



https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS T X|H off CHet cllol&f &= & AWS

0

2| B2 s> ELct REMIEH L& 2 AWS Organizations A Q| CHE AWS A{H|AF AWS

Organizations 274 AHE 2 B ZSHAAIL.

EMAS & 4% =|E4 47 6+E Aot ol & S04,
C HAE o] | BH5 5104

0jo
ul
02
ri"
mi
o

x
9
_I_
r°I-
rrl

IRt & EEF ED HiEE| HE &= U= AT DevOps B I|At 5 ZHE 2= AT EQ|o] 7HY

C

FAIA]
=o

ML
ot

ofE ML 2HO| AZINS KMalE 4 Qi BRI BT L LRAKIX| oS HEE

= L
Li= 7HELCH S Adols F 7tX| 0| A&Lct QlABXM S AM2 Xgtxo|n S

8t CllO|E{od| o|5H W M5t= v, @48t E2F A2 O|O|E{0f LK El = 0|= 2t F 22|40 2|5H
g MSHLICH RFMIEH LI 2 Quantifying uncertainty in deep learning systems 7F0|E & & Z 84/ A|
2.

AHESE|R] 2 &Y
oHE2|70|ME BtED 2YPste= Ol ER5HX|B 2|5 AL Xtof|H 2RI 7tXIE B 5t HLE B
W 2E XMI5HX| Zote Y2 sld| 2IZ2ol2tn e gFuct AFESHE(X| 2 2ol 2=
T, #XEx, 8F A= S0| JUsLct

el ed

xg|
AEEXKIE Elrotl 52 SEAIZI7] flal B HOlOIE &= HE| HYE +Eist= CloEH[ 0]
A | 2el HHUc

u 56


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS T X|H off CHet cllol&f &= & AWS

EH7T &[0

CIZX|EEOf &4 FE HEAN L2 HE AEE FHoE Z2MA 2 EF L0
VPC I|o{¥

Zato|d IP F4E A8stod EBEE Ef*EE = U

82 Amazon VPC MEA{2| VPC T|o{2/0[Et? g B ZSHMAIL.

OF A
o

L
L

ﬂ

>
>
il
HL
e
fjo
k>
0z
Rl
N
rr
>
I3
|m
do
)
I_rl
rr
9'|_-
E

N
uah
L
n

Adte E|¢ A HIO|HE Z & ot I FHAIILICH B FHA[0]| A Ci|O[E{H| O] A Q1A
£ 22 = A7 WEo = HZ2lLt ClAa30iM el= ZECt S LI

AHE M AsHR| o ClolEfLIT o/ ER ol HlOlEIE HEIE ms YHsio 2 Mus| =2
22|17 S8 2o

A= &
X BZEQ offH Ao 2 E BT & a0 CHal A2 =385t SQL &L =< &
= 0|8 B2 AstALE 3R ol A o™ {XIE V(P2 & 210l HM|ASHE S2| 22
*2|5te ol & LCt.

QaEE
174 CHEH O = 2|7|0|AMO|L} BHollE T 2 M|A ZHO| HIZL|A 7}k|2 #Est= glaA Ll 3 E 1S
ILCt.

arEZF
oro|aglo|ld Z2HMENMH EE U MEE EHYst= 2F 28QULICH 2 IZAERES S
O|X|Z ZEMEDQ|LCIE QFAERIZS X|HELICH 6E S04, ZEEDIQS KFTAEZS ofZ 27
oM M= X, o= A=l oto|zeio|M HIEIC|OIE =&l HYELICH ZEZZQ {3
AEZI2 0|33t RFAHES moI:LE{IOIN| g Ao MEStD, ofo|agolM {IAEEIS HEHQ}

ofZ2(7o|MdE oto|azojaEr LIt



https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS THA x|E

off CH&t CilolEf ™BF =& AWS
2]
o |
B A BEO| 2l M2
WQF
AWS T2 745 T3 E &XSAAIL.
Bt B 285t o] ' 247] (WORM)
OlO|E{E & ™ A2 10 Ol|O|E{7}F AN E|I7ALE =HEIX| A =5 5= AEZIX| RRIQULICH B E Ar
A= Ee 8 0tE HI0|EE oe] H ]2 &= UX|PH dEE == Qi&LICt o] ol 2EE2|X| 2!
Zols HEY = el Jo 2 ZHFEL|CH
Z
MZdo| daE=9!

HEHo| #ES o st 27

MZd|o| F kA

LT CPU X HIZE| A+ZZ0] 5%
o{et OHZ 27 0lME A

e
0
o
=

I°
r
_ITI_

& slopelLict 9IE YIRS OlBfE KOl FlorME A
M rHe B20] WM FIotMe QIXIsHE FLIH BaLICH
DIgkel o E |7 0l442lLich nhol 23 0lM Z2FEof A

& EX|ste Aol Lt~ L]t

58



AWS T X|H off CHet cllol&f &= & AWS

71 Mooz MBElE Hojelich MBE Wil 2 Hofo| LIZO| 45 sts B0

rr

P01 HH

lix



	AWS 규범적 지침
	Table of Contents
	에 대한 데이터 전략 수립AWS회사의 목표를 지원하는
	데이터 전략을 비즈니스 목표에 맞추기
	회사의 현재 단계 알아보기
	양방향 도어 의사 결정 자동화

	데이터 전략 프레임워크
	비즈니스 디스커버리
	비즈니스를 위한 데이터 가용성 평가
	기술 평가
	데이터 엔지니어링 팀
	비즈니스 분석팀
	데이터 과학 팀 (모델 배포 결정)

	스토리를 비즈니스 목표에 맞추기

	데이터 전략 로드맵
	다음 단계

	AWS모던 데이터 아키텍처
	리소스
	문서 기록
	AWS 규범적 지침 용어집
	숫자
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

