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DISASTER RECOVERY STRATEGY FOR DATABASES ON AWS
Executive management Application owners and architects
1. Define DR
strateqgy
2. Choose the right
database based on
RTORPO
. . 3a. Does the existing 3b. Plan and implement
[ = DB:: ;?;tgtmn Uf] database meet DR migration to right
ay J requirements? database
[ Ac. Implement DR ]
E solution as prescribed by |
l DR strategy J
4. s automation Yes 4a. Build automation to
required for fail the database overto
failover? DR site
) 5a. Participate in DR testing
[ Sl E e LT J '[ and refine app-level DR ]
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https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html
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Using failover in an Amazon Aurora global database(Aurora 42 A)
229 dlo|Ef AE0{ AWS 2| E AtE 8 Tl SX|(ElastiCache AHA)

Disaster Recovery and Amazon DocumentDB Global Clusters(Amazon DocumentDB A4 A)
Cf 2 x3H 57 FH|: TerraformS AF& 35104 Amazon Aurora 224 Cl|O|E{H| 0| A HHEZ (1
2)(AWS EE HAIE)

Amazon DynamoDB 2 2 Ef|0|£(AWS & AIO|E)

M =7 & AWS, Wit 2|7 = X|(Amazon RDS )

Amazon RDS for SQL Server@| 2| 7t ZH5lH S F(AWS 22 HAIE)

Amazon RDS for Oracle 2|7 7t AtS Hid2 St el Ml =7 - 12 (AWS E21 HAIE)



https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/choosing-database.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/choosing-database.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/choosing-database.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-database-disaster-recovery/choosing-database.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
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AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

X|2lH MeH(XI2™ RtE)

Amazon CloudFrontol M £ S 70| AFE X7 28X HiZof| HMASHK| ZSHESE Sl S ML
Cl. 318 S8 E= AtEH S8 2 ALE35t0 £ 2lE =7t A EE S 7HE X|HeE = U&Lict. RHAIE
LHE2 2 CloudFront A AMO| ZEI=x0| X|Z|2 HiZ XSS EHZSHAAIL.
Gitflow H{IEZ
St Bt 80 &2 B E0| &4 FE 2EX|EES] ME CHE EER[IE A5t S AIQILICEH
Gitflow IZ2 = HHAIZ ZHFEH EZET 7|H 3 Z2 & $HcHX0|T MEsHe M2 @Al
L|Ct.
o|0| K|
AMARIEE AT EQO{0| A QIAEAE HIXESHY| @8t HIEZICE AMEBE|= AMABR EE AZE
ofe| AHLFRILICEH 0 & S0 MZEYoM= 2 E O|0|X|E AFE3SH0{ 0421 C|HFO|A0 AZEQ
018 ZE2H|X'JstD C|HIO|A M= Aol £, &hahd U datdZ JlMeE = &Lt

ME 2 BZolx 7|1Z elmato| ) AL of7|=x{of Ci#t JRILE Mate MeNS o 2T
Cetnkr st= 7|E Qlzeteto| 3#Hd MiEh Qlol ZE ME2 7|8 MY = U&LIcH 7|E ¢l
ZoHE HEStE A9 HAlSTE M JRIEE Mg EHY 4 el

ply=4= o1
ZE He|ou) THIM Blas, Y A Y E+8 BElstes ol 20| ElE 2 7L
g 7tED|de 78 &+ E&0| FEGTE SME A[YSH, AMH|A Ao 2t 1AM Het 3
AE Ar&stod FEELICH BX| 7tED Y2 EH 2t A 78 £+ =M E A XIst HEE ¢

ot 2 ElE dH35tH, Ol= AWS Config,, Amazon GuardDuty AWS Security Hub, , AWS Trusted
Advisor Amazon Inspector & AF& Xt X|'d AWS Lambda HAALE A& 3504 734ELICEH

0|7|& ololE{tiio|4 Oto|=zei| oM
CHE Cllo|E{H|o|A ATIE ArE st CHE CilO|EH|0|A = A A C|O|E{H|O| A OFo|Z 2| of44(od:

2 gHixo 2 glo}7|EIE AH{o| A= O|H A

Oracle| Al Amazon AuroraZ) 0|7|& 00|2ey[0]M

34



https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

OE HEtstes A2 S Y = U&LICLAWS = A 7|0F #HEto| 20| El= AWS SCTE

SHILE RHSH 2y Al THL 10 AISHOZ @YW 4 ol QIR0 5 HA AAHS AHS2
RISxoz 1B M52 MBS, M50l 0Ixls YHES HAststeiM oy

ANES HE EFHES 2 7I2(0T) AlXHES Hohststn Yaslolsste o
AMelLich SIAE IS R0l ket EXoIM CIOIEIE £ EstT MFsHe o

J17 5t 2He BRI Ol ASElE ClolE MEOIM EF-E BolZo| XIHE 7|2 ClojElol
U olLich EZ0HR HIOIEIE AL 5ol W IS S E=0HR ClOIES HID St 2 458 B

Seh HIo|EH|o|A AEIE S 7 5t= CHA CIO|E{H|O|AZE A A T|O|E{H[0|A OO 2l 0fM(0f:
Microsoft SQL Server0i| A Amazon RDS for SQL ServerZ) &3 0+0|22{0|M2 Rt™Mo=Z 2|5
AR EE 2|ESEY 2o AR LTt HO|E|E HIO|E{H0|A REIEZ|IEIE AHE3t01 A7|OHE
oto|agilo|ME = AU&LICt.

3 ol
R} QA4 sHE TIOJEY(0l: AAIZHBIOIE i 5|2 #of Blojef). Ykt of o olE{ol Wt
£ 22| 8BS MT ety st nAS AEaIX| AS £E BeHAT TR

PPN

ZzEHME EEo &8 =XE
AN

sto|m{ o] 7|Zt
Mgt 2% oglo|ado|M Elo| EXME sHdst7| s 2t =0 oto|1B|o|MEl o E 2|7 o|ME
geletn ZLIEZSE 7(ZHLcH Yo 2 o] 7|ZH2 1~4 U lL|CtH §to|m 7o Z7|Zto| ELt
olo|zefo|M Bl et o 2 ofZ2|7{o|Mof CHEF Mg St 2 'lol "Zuct

H 35


https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS #E Jtol= o| cjo|Efti|o|A0f CHEH RfsH =T T2 AWS

=
(o ot

AWS EzteE # Lol M HMetE Holstes stLt ol4el IAM 2ot Fxfof 4ZAE Hailu|ct.
5 oiZ2/7 ol

90 S0t WF CPU X HIZ 2| AL820| 5~20%2! o E 2|70 lLIc pho|aa0|M Z2MEof
M ol2{gr oiE 2|70l E AL8 SX[et7LE 2= a|0|A0 FX|stE Aol LA LCt.

lloT

MU A= QIEHUE HESAMAL.

HE E7tsE el=et
7IE QZEE UOO|E, X EE= £Hsle i Z2EHM I 2 EE 2 A Q=2 E Hi=Z 5
= RELICH HA E7lsE el=zele HA 7tsE QlZElEC A Mo 2 O AEtE |1 HE ™ 0|
H o= 7ts&LICH REMIEE LI 2 AWS Well-Architected Framework?| B3 27158t QIZ 2=

AWS C}E HH ot 7| x| M ol ZE2[7AH0|M IR M HERXT AZEE 2, dA & 2t*Eet=
VPCRILICE AWS Security Reference Architecture0ll M= OfZ 2|71 0|0t w2 QUE{ 7to| &
ek QEHO|AE ES5t7| fl5 QHIRE, OlZHIR2E I HAVPCE HEST A™E UEY

Qg HYELICHL

oto|zzeilol4

0l
AL

sst= Al ofZ 2|70l 22 M oto|adlo|Mets HEH TEFULICE of
O| DtO|AZEMHEIALE AFSKIEE M AIARIOE 0|5 E = UELICH ZE X
O| MCHE ZtS3st=X| &gt Foll= BIHAI AIARE HIIE & JS W7HX| =7} 00| 2 MH|A
Ol == &Lt o TEFg AHEStH Cw 2 oto| 2ol gl

A, MAIZHO|OIE, AtS & 24 L A/MLe| HME et AE ZE2MA O] FHCHEIE FH XS]
2|8l 2016'A401| Klaus SchwabOil A = &l8t 20{]L|C}.

o
HL

36


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

o| Co|E{HO| &0 CHEF RH3H S+ T=f AWS

AWS HE 7to|=

=zt
A QF RpAFRILICE

of Z2|7|o|M el &3

I QlZ2H(IaC)
T O MEE S5l ofE2|AH o|Me| QlZ B E T2 H|XMYEStD 2 E|ste Z2EMAQLICE lacE
MER2 gtE0| 85 7ts, A 2l a2 e el g2|8 5 E&ststn, 2lAAE &
E3tetn, WEA HEE = UTF HAHEU}A&LICEH
AU AFE CIEH (lloT
MNZ, ol4X], RbSAE |2, dBNSH = S2| A EF0M lE{Hlol A2 =l MM & C|HFo|A
O| Ab& RHMIEH LI 2 A& ALE QIE{S(loT) CIX|EH ERHAZHO|M HMEF 15 FXFHAAIL.
AAL VPC
AWS Z|7), eIE{4l &l 2 2f|0|A L

4] VPCs. AWS Security Reference
AE BES5t7| flsH lat

AWS C+& HE ot 7B X0 M= VPC(S
s

EQ|3 7to| HERT EBlE HAAIZ EeElsteE Y &S
Architecture0ll M O E 2|70l O W2 QIE{Ll Zto| ute CIE|H|0|AE &
2C, Ol RHIRE L HAHVPCE HERT AHEHE MYE HAe HEELICH
AtZ QIE{H(10T)
ClEHAIOILt 24 SA HERXIE S CHE C|HIO|A L A ARIT SAI5HE MM =2 T2 M7}
LHEE B E S 2/ 2 ol HEZ RtAEH LIS 2 10TE?E R TS AR,
5 A1=d
2Hlo| of 0| =30 2k o= A HEtRI=XRIE AR Ol olafe = e HEE MYS= 7|A4 &
& DEo| EMULICE XtMIE LIE2 7|7 DE M JtsME B ESIHL AWS
loT
ME QIEYE BXSMS
IT & 2to[=E2HE2|(TIL)
IT MH|AE MZ51 0|33t MH|AE HIRLIA @F AFE]| 2HA =&5H7| 95 Lzdo| e AME|
ITILS ITSMS| Z7|8+E MBS ErLCt.
IT MH|A ZE(TSM)
ZTEO|IT MHIA MA|, 734, 22| ! x|t 24E &5 Sl 2YS ITSM 272 S&6tE
3t 7l0|EE A XSHAAL.

gtedof Ciat XFAIEH LI

37

o
HL


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS HE 7to|=

of dlo|E{H|of2oi CHet RS S5+ T=F AWS

ITIL

IT EE Elo|EE2|E & XM L.

ITSM

IT MH[A 2ZE[E HZESHM L.

L

20l 7|8k A& RIOY(LBAC)

clO|E] REAlof ZtZ 2ot 2ol 24t &

& MAE CFS A AWS &tEelLct =2
JHEEBP OHEEI?HOI/SC’ MESHA A
o= 7ls

AI’“OE gdsts 2 M A MOo{(MAC)E +
7ol Wit £ &2oi ek AR E = U

Z 22 07| MHFE 22
St HiEZE = QU

MES &R 54

|'6 7:||7<-I AWS g|-7=1 M A x4

MER &
28t ZAAL|ch AHS A 2ot Blo|E T CilojE 22
= ot do| A™EL|C.
A &
WY E2 HY Jhssta aHet A
2 el=at EZgol e & &l 7HX[2n
gLict. 2 Eof Chet XEA[EH LHE 2 2HHs
A2

STHE 2ol CIOIEIE 7o R AFH &
HAEE CHE Q1012 We 2% ety
LLMs & Z=3tAAIL.
CH7# 2 atolaaoly
300CH 0l4-2| Me oola ol eiLict,
LBAC
cllo|& Z|Eh HAM|A KoE EESHMSL.

A HBt

=|A M

H3tg Roists ROt B

2l Al 2HQILICH LLMS S B, M 29,
{21 5eig +8E 4 UaLch RME LIS

A At JLICH REAMEH LIS 2 1AM T

38



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

2|E QdC|oF A|AH

M
0zl
7

Al

o

= SRF HO|EE HX X%

ol
rr

AAEIQILICEH Endiannessk & X

o
-

Z|H &&(ML)

THE QI4| B steroll Y TEIET 7IHE ALSSHE Q1B Kisol Bt RHYULICH MLE AHE QlE|Y
(loT) CIO|E{Qt Z2 7|Z E HI0|E{E BAM5tT s4stod IEIS o2 SH ZEs Maghct
KEMEt B2 7[H &8 BZstMAR

7|2 2|

29]of
HFE 2O EE MO HE HEE A4SES MAE AZEYoULICH BRols HRE] ALK
S WastLt, QIZE HEE K567, RT UMAE JIKES £ ASLICH Belofel o2k b
olzi2, #, BAIPlol, E20| Sot, ATto|flod, 7|27 S0 g Lict

AWS AMH|A = @l 2} A
A5t0{ O|O|EE M&E st A
DynamoDB= #2|& MH|A 9]

MZ A~ AAR(MES)

0I)|I

S AN L EHES AWS 2851, AAS A= A=ZQIEof HAl
FLICF. Amazon Simple Storage Service(Amazon S3) 2! Amazon
{LICt O|§ F435HE MH|AZITE §LICH.

fJxHEE +%4§, ol SHMEI MBS R Hetsts MM ZR2MAS £, BLEZ, EM3H 2 Flo]
°|O‘| A|AE-IIOIL_||:|.

MAP

olo|2Bo|M 758t =2 =8 A X SHM2.



https://aws.amazon.com/what-is/machine-learning/

AWS HE 7to|=

of dlo|E{H|of2oi CHet RS S5+ T=F AWS

HZHUE
EFRE MEStn EF AMElE RO AU E AASId -G A T2 MAILICH o
HUES &8 Al RHAME Z&tstn 71MsHE F7I1LCE REAIEE LIS 2 AWS Well-Architected
Framework2| 1= HI7F{L|ES & Z5tMIL

HH AH

ZE o] dEQl 2| A™HE AWS HE M elet 2& A ™. AWS OrganizationstLt 2| &2 3t
of stLtol =& HHBt 2 = &L

MES
Nz AR AARIS HESHAR.

HAIX| CHZ | S & AE(MQTT)
2l&ATF KEhEl 10T ClHbo|A0f CHEE HA/F 5 THEE Z[El e 2 st ZZ M2M(machine-to-
machine) E4l ZZ EZQ|L|C}.

olo|3 2 MH|A
& Mo|El APIE Sl Stlstn detMo 2 A2 AN Blo| %5t A2 S MH[AL|CH
o E =0, £ AlAHM= &Y, OHAE S2l HI=L|A dZFo|ut Fol, B+, 24 S29| 5t2 &Y
of i Ekl= 00|32 MH[|ATZF ZEE £ JU&LICH Dto|Z 2 MH[A o] O|He = BIFY, fodst
Y, &2 X, KA 7tstt I E, S8 S0| UELICH ApAMEH LHE 2 AWS AMEHE|A AH]
AE A835104 OO EMHIA SEE HESHAMR.

OFO|Z 2 MH|A o 7| =l &
Zt o EE2(70|M Z2EMAE OI0[Z2EMH|AZE Adste & 74 R4 E AL&35to ol E 2|7 0|M
2 *55te Y2 L Aeduct o|zst ofo|ZEMH|AE B APIE AFE36H04 & Ho|El CIE 0|
A E Soll SAlELIC o EE|7l|o|Me| £ 7[S0l et =201 X7 of ot 7|ElA ol Zt Oio[2 =
MH|AE LOO|E, HfZ L =™ = UELICH REM[Et L2 oM 003 EMH[A FRHE X
StAI2 AWS.

Migration Acceleration Program(MAP)

u
AT

Zl0| EFEtRER eS|
ol ==0l| &l HA-E X
Al oto[zefloldE ~MAH

M AILIE|RE RIS 355t

m Y
o3
o

z
=
(=

[l

1> [y ore

ok [0 1o

i H- yo
I
HT 1> > i

ol
7

1 ok
]

x
|
a

F

T=5t1 7| 0to|1efo|M HIE 2 A4St
AWS Z 2 3 lL|Ct MAPO| = 27
o|zzio|M e Emt ekl oto|2 e o]
E|oq LICt,

O A
AAE

40


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

CHT+2 0Fo|22f|o|M

OfZE(70ld ZEEE|20| CHCH~E {0|EE Soll 2EtRE= 0|Sste Z2MAR, Zt 9o|E
oM o B2 H% |70l o] Cf W E £ 2 o|SELICt O] EFAMHE 0| BHA[0AM B2 2
AtEiet B ES AFEstod B, =7 & Z2 M4 0| 0to|ae oM HER|E F3dsto] AkS3t A BIY
gt MESE Sall /2 == oto|aeo|ME ZhAStEfLICH 0|22 AWS 0r0|Z1ef0|M HEfo| M| &
A L C

olo|zgilo|Md HE 2

HESISID UL K3 Y4E So S22 slolaBolE Vs ols Bl ool
JolM BE B Eols YHHoR AZEIENM Y w<m4m L& 2A7H U £Q7, 0O
80144 AX|LIod, JHL K, DevOps HETH7H ZEEILICH HEIZato|= ofZElAH0IM ZEES)
29| 20~50%E & M2 AR AXEE £ 9l vEElE HEHOZ TAE0] YSLICH KA

3 Lige ol ZHx MES| 2eteE npo| 230l BE 2| 7hol=9f ntola oM e Blof Cit
Mg HxsAlR.

oto|zd|o|44 HIEtE O|E

otola@lole 2= ste of TR e ofZ 2/ 014 L Muol CHet & 2t ool ol miElol=
M= CHE otolzaolA HIEFEIOlE] ME7H ZstLct. 0to|1a oA HIELEIOE 2] 2 = CHA
Meul "ot 3 & gl AWS A Zo| laLct,

Oto|=1ef|o]M mHE

A& X|= Otolzelo|4 =, oto|a o]+ i, oto|z 2ol o E2l7H| 0| EE= MH|AE KA

o
o| dHs5t= EHF 7hseh oto[adio|M LTt of: AWS Application Migration ServiceE AHE
504 Amazon EC2Z 0Oio|1dio|ME ElZABIELICEH

Migration Portfolio Assessment(MPA)

Z oto|ago|Mst7| IF HIZLIA ALRIE AE5t7| /et HEE MSste 2t =7 Lt
AWS ECtRE. MPAE #AMEt ZEZD|Q HWINAMH MHE 72 =M, 712 #%, TCO H|u, 0t0]
J20|M H|E 24d)et oto|a ol A& (o EE|7 0| Ti|o|E| 244 2 H|o|E{ =&, o Z (7|0
M O g3t, otolaeold eMEe| XM, flol2 HE)2 MIELICh MPA EF(ZO0 He)E 2
E AWS ZAMHEQ APN TIEL{ ZAMHETJI FEE AISE = JU&LICH

oto|ado|M EH| e HIHMRA)

AWS CAFE At&3dto =X , %
T, AHE HALE As| I3 BE ABS SRS ZRMAULICH RME LISS
o

o|M &=H| 7t0|EE & ZE5HAAI2. MRAE AWS O0|284|0|M M2Fo| & EHmY EHAH|I Q)L



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

oto|zzeilol4d H=f

9Z2EE 2 nto|adolMshe Ol AHSEIE M2 WAIRILICH AWS B2tRE.
80{Zlo| 7R B =2 AE D T2 ntol2B01MS T4 85t 2lsH 5 S

#Hchat
HISS M BB FO0IT HAS B3| I3 TARIHA EE D=4l ohEaIA o)A
I ST olzatE Betesol M E2A0|: 718 A0| £ AIAHOR MEtsHE ZeLich
REMIEH LIS 2 o ohZ BIA| 0144 BAChSH TS A SHMS AWS SEH2E

#HCHst ZH| Aef ot
£ = OfE2|FH|0l40] BThEt FH| AEHS THetstT, OF, 9IE W B4 Agstn, T3] 3T
OHEZIHOIM| #3 MEIE DL & KIHY 4 QXIS Helsts ol Z0| Sl BotelLic
Tl AT ChA of7|=iR|ol AR, HChS ZRMA 0| T TS Ol UAE S RHMIS| s
2o 3 mhotE HAHE siAshy| S A% AEILICH AHMIE LIS 2 of ofE 2l 0l4dof Chet
FiCHsh Z 0l AEl BoHE AZSHML AWS ZBt2C

2= BB OIM(BEEIA RF)

2UsHA HAPE ZENAS AFS5H0] B MHIAR AHEIE OHEEIHOIMILICH D=4 of
2|7/ 0l Mol 2 7hX| EH0| RlesLICh Bt OB EIAH 014 JIS0ll Chet +27+ SFsHH TA) of
7|=i% 728 ZSH0k BLICH T HlolAT} HXIH 2i=alA| ofEEIAOIMS Tls
L JHAMSHE HE of SESHZILICH Ol2{3t 2HIE s#Z5t7| 215 0Ho| 22 MulA of 7=
3 4 QaLIch AHAIE I8 DHO|S2MEIAR Dal4 98 2318 A XA,

J—m m|o
2Py
ﬁw_
Q'I_l
X

MPA

Oro|aeiol/M XEZEE|Q BIHE HESHAMIR.

MQTT

HAIXKICH7|E HE E5H TMES HESAMR.

HE|ZCHA EF
0ic{ EEiA0f CHE o F(271 ol & o At & stLt o F)E dgsts Ol =20| =le Z2MAL
Ct. o & S04, ML 2&0| '0| M &2 MR7t2, ASAQIIR, FUERIIIR? E= 0l 10| 7HE

HHE 4E ME HFe FRUIIR?EtT 22 = J&LICH



https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

HZE JtsE el=et
Z2EM QI ZEE 25 7|E Q= et E Yolo|lES D £HeE ZEQLICH Lty AEH W
S A

& 7tsM8E %'%Ol | &3 AWS Well-Architected Frameworke= 9473 2758t QlZ 2t 2
HEZEASE Ag HYEELICH

LE[T HMHA KMo HZEsHM L.

olo|adjlojM Z2MA B AA I 27 FSEE|E oFo|adolM YWedlLICH o] 2 71E &
X| B7tE itstH YEtMoz 21 S26tX| pf2 3 ==0f AFSELICH

Ol
A SEE HEstMR

OLA

rr

AAQERCE Qmalol AE|E MEHsHX| 25T CHA AlARIO] 2 AFSHE OFO| a0l el
o} Y32 Cof (7T ofZ2iFolMe Dol aaolM EolE A4 RS 4+ Qe of we
HE EX| AP EE AlASE St YHHoR EQ3 REM a2 Cof AR ELICH

OPC-UA

ofr

Open Process Communications - Unified Architecture& & Z35tMIR.

Open Process Communications - & & 0OF7|ElX{(OPC-UA)

|8t M2M(Machinemachine-to-machine) &4 ZZ £ 2 QlL|C}. OPC-UAE Oi|O|E]

3, Q15 S Het o MALt 42 28H EES MIELICHL

mo rx
bor 12
Pal
Ol
o
i
4o




AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

MHIA &0 2het Alef(SLA)E X|det7| flsh T IT 2&O0| MZollH MSst7|2 oF&E LIS
2 B2l st Aofluct
E|

CIAHE 4 758t Zoljlo] QI olslf, W7t ofl¥ &F= £E0l= Ol E20| ZlE AR A3zA
E gl gtgd @] Abgi|@lu|ct. XM LH2 2 AWS Well-Architected Framework2| 28 &H| AE

S| 40 &7 2550 A 2, H| 2 QZELE Mo{stE StES0] L AZE Qo] AlA
HolL|ch MZolM OT 2 HE 7|&(IT) AIARICS| S& 2 Industry 4.0 33410| 34l FHQL|Ct

ZE9o| 2E0| CHEt 2 E O|[HIEE 2Z AWS CloudTrail 5t= AWS HE ol M Mg El
AWS Organizations Ol EBIYU2 =Z|of &8 ZF AWS H™H of ME|1 ZF A Ho| £
LICt RkM[EH LI& 2 CloudTrail A A{Q| Creating a trail for an organizationg & &5t

= Z| g7 ZE|(OCM)

AtEf, 23t Y 24 #-olM Soist . oho|XQl HIZ LA SHAS

Ct. OCM2 #H=t ME{E 7t&3tst, [ 22X E sidstn, 25t &

M ZZ0] Mz 2 Aa" W ME S EH|stn e & U= X[ LICH AWS
|.

oM ECIRE AE T2 ME| ZHRF!

o
LICH RtAIEE LI 2 ALS 7I0[EE& HESIMAIR
LE|Z! HMA K0{(OAC)
CloudFront0| A Amazon Simple Storage Service(S3) 2EHIZE E353517| I HMAE X|Etst=

12 SMULICH OACE AWS KMS (SSE-KMS)E At88t 2E M & 5351 AWS 272+ S3 H
Zloj| CHEF &2 PUT & DELETE LF0IM 2E S3 H{Zl2 X|§E L ct

Q2|7 YA ID(OAI)

CloudFront0i A Amazon S3 2EI=
5t CloudFront= Amazon S37} @l



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

S Sallfpt 53 t7lo] ZHXO| AMAE £ USLICH Of MESHET HAE

OACE EZSIAAR.

X CloudFront Hi &
HM|A Mo{E M2t

ORR

28 72 HZsHMR.

OlRHIRE (S

<
B
@)

AWS Security Reference Architecture0ll A= O EE|Z0|MT O 2
O|AE H55t7| I QIHI2E, OFRHIRE U ZAH VPCE HIESIT A

LICH

P
et A

ArERLE 4o 7HE = Qe ZICH HetE ddst7| 28 IAM EoF Ao AAE= IAM EE[
k=1 S

= x
[ =
FHRIL|CH REM[EH LB 2 1AM B A e| HEr ZHE HESHA AL,

FHRl Algd HE (PII)

x|3 E7{L} CHE 23 OlO[E{S BT W2 XIS I JHRlo) AIME BElMeR SR Ol AR
£ ol HEQILICH POl o2 OB, 4, 912 K2 50| gL

SELcolM #A 2% JI52 MBsHe S 0H0|TEOIMI} BT 51912 TR sHe YA0| A
BolE pALICH BalojSe AT 2IE, RESHE 2 T HOiSE BES eYsts ol TR
B L2 A ALFEH Q00| HEHE FE 4 gL



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

PLM

o T
et S HolstHLHANAE 338 7[gh FA X)), AMA ZHE XI™HSHHLHEIA A 78 H2 & X)),
ZEo| 2 E A-of cigt 2[cH HetE Holg = /U= Z*| AWS Organizations &L|CHA{H|A |0
MM EX).

GO HMA THEH X 7|E F AHYE T|Elez SEMo= POIHEA-IHI/\QI olole &2 E 2]
7|& A= oto|2 =2 MH|ATH S YU CIOIE AEEIX| 7|&2 AI8dtE 2 7+ EM7H &5t H
Lt 4S50l MatE =+ U&LICH 27 Argol 7+ &eet E|0|E1 AEO'IE A& 3t 0ol 3 2 MY

AE O A FHst T S HHHEE =Y = A&LICH XpAM[EH LI82 DFO|3 2 MH|A A

OlF X|&E &3 E ARSHAAR.

XEZC EIt

oto|z2ei|olME 7 =lst 7| <lsl of & 2|7 0]

;‘_t -
ZZMALICH RHME LI&2 oto|ZBolMd ZH| dEf BIHE B ESHAAIL.

274X}

false¥HtXdo 2 WHERE H0i| = true EE=E dHEtstE 22| ZZAQILICE

S
ZUR FAICH2

& ol #2le| Hio|HE EE{@stE Tlo|EH oA 22| =|X3t 7[-lL|ct o|ZH| otH 2 AHIS
ClO|EH Ol A0 HMSt 1 XM E|stoF st HIOIE 2| 2ol E0{E1 #2| Y50l THELIC
of &% o
O|HIE g g LRIt ST MrE 2ot Mo{LICh o Mois WERF ol CHer FE HMALE 2
| Hy Z: =]

=
x| ot HEg EXlste O =20| &le 11 ro{MlL|ct. XFM[EH LI 2 Implementing security
9| Preventative controlsE & ZXstAAIL.

2ok F
stelg £ %5t BlaL0] HHMAY 4 AWS 0l AE{EIQLICH O] AEIEIE YHHOZ , AWS
A% 1AM 48 £ A SR RE ASRILICH KHAIE LIS 2 IAM AT | 918 80i 3 )
o] 2ot FHE HEFHAAIL.

Aol e 4Rl K B



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS #E Jtol= o| cjo|Efti|o|A0f CHEH RfsH =T T2 AWS

Amazon Route 5301 A{ &tLt O|4f 2| VPC L =212t 5t =mH|lod| CHEF DNS #{2loi SE et &
ol cier FEI7H HZ Aol ULIch REM[EF LIE 2 Route 53 B MLl ZEto|8! S AT

[=)

TH 0|&EF BlAAS HHZE WX|GHE S MAHE 2ot Mo{LIct olz{8t Mo{= BlAAT Z2H|
MIE|7| Mol B|AAE AMELICEH BlAAT HEES £E45HK| toM Z2HIMHIEIX| et&L
CH XEMIBH LIS 2 AWS Control Tower B A Q| &lo{ 2% 7l0|=EE 2t &= st 2O Ao 7340] A
oy MoiE HEFML. AWS

NME =8 F7| ZE2|(PLM)

A, e 2 EARE 8T 2 sk, HFR L HMHol| O|=27|7HX| ™A =B F7| St MFZF ol o

FEILICH

ZTETE 7Q
BHLLM ZEZEQ| EUS IS TFLEO| QMO ZE AS5t0{ LIS SE S MggLct o] 7|
He S 2YS 5H2 HYo 2 LiF7{Lt oflH| SE S BtEMo 2 7 A|E st L =& St O A
EELICE 0| Sl 22 8F | Mafdu gt g JHMstn 2t MESHE[T 7HRISHE At E
UE = JU&Lct

AL

75t
HIOIE{MIE Q| 7HQIl AlHX}E RIE2| EAIR Zto 2 HitE Z2MAQLICH 7tHEE 7HRI HEE &
Z5te O 20| 2 += JU&LIct 71E5HE olo|E= 0{Z™6| 74Q!l Cllo|E 2 ZtFElLct.

HAl/7 = (pub/sub)

OO|ZEMHIA ZHol HIS 7| 418 R[50 =& SEHME LICt. o & =04
OtO|Z 2 AMH|A 7[8F MESOA OFO|Z 2 MH[AE CHE OHO|3 2 S& = U Mo
O|HIE HIAIXRIE HAIE o= U&LICH AAE2 HA| MH|AE HE6HX| 1= M OFO[Z ZAMH|A

g Fte + &Lt



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

HE| H =

SQL 27 Ci|o|E{H| 0| A A|AEI Q| T|O|E{ol UM ASHE O AFSElE X|ET 22 L7 EhAY
LICH

el A& 27

CllO|E{H|O|A MH|A Z|A3 T2 J2H0| O|O|E{H|0|A Bt EE B85 7| MELCH & %Mo A&l
MESt = BRULICH A, MEH AHE, 83 MY, &2 oteto|e vl 2 ojo|EH o] A 2l El
Cllo|ECS| ¢HE o2 Qla e g = JU&LCh.

el MY, 8H, S MS(RACHE HESAML.

Retrieval Augmented Generation2 & Z3sHHIL.

2 4494 o

ZAN7t 222 7R HFE A|IARO|L Ci|O|E{of CHEt HMAE XTSI S MHAE dH AZE
lo{ Lt

RASCI O|EZIA

7| ME L2 ME L= Hlo|EHo]Aa 2] AtE LI 22§ ¢i7| M8 SHEL R et Estod
7|2 diolEHlo|lAo| 2EE EY & JU&LICH

KA A|

[m

Q 48



AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

Recovery Point Objective(RPO)
Otx[2f HIO|E |7 AlX 0|F S8 &l= z[cH AlZFLICE ofof ket otx|2 S| Al MH|A& &
Tt Atolof 31& == HIOIEH £ 42 ZtF &= Hel7t A™-ELICH

Recovery Time Objective(RTO)
MH|A SEI MHH|A S/ At0]e] &8 7H5E X[ AlZhILICH.

2B

7RE X SHMI2.

2lS
x|215] Qodol Aws Bl44 BELICH 2 AWS BIF £ LHZ e, OHEis U S A2 HB 6|
SlsH M2 ZHalEln SEMULICH AHME LIS S AZOIM ASE £ o= XIHS FZ AWS 2IH
StAlS.

5|7
%Xt 22 oiFsHE ML 7I-ILICE o8 Sof, ‘0l B Hotol T7EHE BNE E7| 215 ML
DS MY 517 DUS AHS5tod Fof TS LTI AbA(O!: BE)S J|Eho 2 Feyo] ojo 7t
Zg ol5g 4 AsLich

2|z AE

release

02
do
]IO

HIZ Z2MAM HE A E Z2EHHE B#E22 SAATIE L|ct,

KHHH x|

K4+ OH
7RE FZESHMR
=23
SHo| MEstHLE STE = U= ofE2IFo|Me| 7S ULICH oM SIS A=E W 178
M 577+ Lol 7 AFELIC AWS 28R E. RFMIEH LI 2 AWS EEtRE SRS

ol
=
HESML.



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

2l4a 7|H YA

Amazon S3 HZ, ACZQIE, 225t 7| S0 ElAA0] HHE HMLILICH 0] ROl HHM2 x|
A7t 51BE 2ot FA, KIUElE Sy WSS *

RACI(Responsible, Accountable, Consulted, Informed) OHE 2| A

2.|='
o
9'|_|
rr
N
m
B
Y o
mo J

Hot 7|E0 M dofLt AL REXQI o|HEE sidst =5 M7AE 2ot Mo{iLch RtMEF Lig2

Implementing security controls on AWS2| Responsive controls& & =35t & A|2.

retain

HZESHMLR.

7

n
fjo
x
0x
g'l_l
N
>
2
—
—
E
o
Hob
m
2
o
o
>
[>
o
I
=3
30
rr
>
Jal']
ok
4>
30
rr
2
o
o
>
[>
M
ik
P
Q'I_l

AEFE Al 7= x| Al
st ol0| AME =&E = U&LICH RtAE LI82 RAGE FAULITE HZsHMARL.

imex|
B4R 2ot 015 HEo| HMASE [AE O oA BHE7| flal 2o 5 E FIIMo 2 A
O|EstE T2 MAQILICH

& 3l 4 HM|A X|0{(RCAC)

HMA E0| HelEl 7|20l 48t sQL
2 FdELch
RPO

EH
e

AlE A8 ELICEH RCACE & Mt & otA3

ST AHSEE HRotMR.

=7 A7t SES BESMR.



https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS HE 7ol of dlo|E{H|of2oi CHet RS S5+ T=F AWS

.
=1 H

0
I
I

HEE ol TS &2 FHstc Ol AISElE =T ULICH XY SSols HS2 79t 2t =8
5 +

=
OF & Ut 5Q] B2 0| LBHEI0] UALICH 2t UE B0l CHEH 014 22 AlZH ARK U T &

SEEE:
£
ML 20| &8 4 9l Hl0|EIE MBste ZLich &2 Clo|Efolis HEro| Z#Elofof &L
o} st ¢ TBIES &2 ClolEolM CHAH @IS shad Eholl 2121 ClolE S48 thE st e
51, OlB{8 HEIS Hrists ML 282 S4B LICH 22 Ohg ML 2US A8stoi iy e 22
= A CIOIE{ol CHEH i =52 & 4 USLICH

& HolES o]

VPCS 2Zh0/A HERIE 435 HAZZst= O ASE = Qe
8t LI 2 AWS Transit Gateway AdE A 2| T& HO|EL| 0|2 Foi¢d

Eda 7|83 E=2

HERo|M 242 7|52 FEStL E|AES O S i HE A E 7|2 =[]
o]

| —
= =
Hersts M WAIILICH 01F VIR H@ils Y, Z2EM o/ U Z2EM B0 £RHo

A& XHE CHAISH04 AWS Organizations 2! A0 ZE0M &g
of CHEt Het Roi. AMEE" = U= MU|lAE EH e [ 2 AH™od| MH[A

A S s->ELICH RHAIEH LHE2 MBAML| CHE AWS MHE|ARF AW
= 3HM 2 AWS Organizations .

ML 2o ML & =0(7| 5 £ Z2MALS FHE o3 HEst= ALt o & S0, &l
stC

OlEE NEES M435tm Hlole £718t TS Chst AROIA 0212 BHHIE odad ¥ EHEstod
DY AMsiels WAloR ML RS 2 4 sl

I|xt & EHo|H SESF AT DevOps B. IIAt F # Bl 2= AZE0{ 7o Rlod 7HsEF #
ol S5 &d 7|E[E EEELICH



https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
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