aws
WA IHo|=

Amazon Application Recovery
Controller(ARC)

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon Application Recovery Controller(ARC) JHEER} 70| =

Amazon Application Recovery Controller(ARC): 7H&f X} 7}0|=

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazonl| & E 2! E7|0|E E&|A= Amazon 2| M|& &= MH|ALF &1, Amazon EZE O|O|X|E
HOo{EEZ|7HLE DZof|7 ESS UoZ £ Us LA Z AE £ I&LICH AmazonO| AR SHK| ¢t

2 7|Et 2E 4 E = Amazonit M| F 2HH O|7LE 20| QUHLE =3 2tAF 2HA|glo] ST AR RS
INSNAA [




A 7h0|=

=13
=

Amazon Application Recovery Controller(ARC)

Table of Contents

= o)

Amazon Application Recovery Controller(ARC) ZH|

gotolz ol 2M

-~ AN T ONMNDNMNOOOM
~

4
o

0

o
&J

T

T

(o)

L H

Yo)
—

©
—

1l

=

AEE Ol AL L

o

(@]
™

F

S
[l

toi CH

15

pal

T

o

T

(@)
<

<l
: 10
A
: Lo

W

|

@

pal
LHo

by

(o)

1
Lo

L

LHO

T

T

(o)

(©2]
Yo

(©2]
Yo

4
01

0

@

pal
LHo

T

T

(o)

(o]
(o]

1l

=

AEE Ol AL L

o]
O

-

o

Kl

4
N~

-

(o)

wr

ok

[

ol

o
KJ

P
: AL

o
(o))

.. 103

==

(o]
ok
50
1 1o
=K ol




Amazon Application Recovery Controller(ARC) JHEER} 70| =

s B SO SRSR 104
B ) I O et ne s 104
BFRE 0401 TH B e 105
AW S [T ettt te et et neerente e eneere e 107
=T = USSR 108
OB BH & ZAEE SRl e 110
= A N TSRS 111
D B ST 112
CFS Bl ST A RIS T] e 112
L = | TP 114

Y IS s TSRS SSSRSRPPUSPR 117
CLI ZFR AFE O3l AL et 121
EF R R0 T R A B s 137
B A R L B ] ettt enns 154
K23 BB B A B e 158
FL = SRS 171
red = 1 = 1 TSSOSO 172
FH| B RO B B o T R e 173
AW S [T ettt te et et neerente e eneere e 181
=T = USSR 181
OB BH & ZAEE SRl e 184
= A N ST 185
D B TSRS 186
S HEO0| Fofeh OE B A0 AT e 186
L = | TP 187

Y IS s ST PR SRS 187
CLI ZFR AFE O3l AL et 190
ST 8 & BHI B B e 200

T H| B O L B R et 205
OFZ|EIR] THEF AFZY B QIGET| e 207
ARCOIM TARF A HHBE B0 A e 208
FH| TE] BlAA B L ARNS L 211
LR L | 1SS 230
R BB D BAIA BEE| e 244
FL = = SRS 257
B SRR 258




Amazon Application Recovery Controller(ARC) JHEER} 70| =

A S OO 259
R Bl e et 271
REEM: HEIEIIHAIE HIZD et 273
NS S N = S s OO 279
RHEM: RDS B & QA aE A e 282

AP B e e e 284
B B B e 286

T A e e e e e ee e 332
TEA T R B ettt en s 332
REZ B O Ol A A B ] e e 338
R B L ] e e 362
L= 1= TR TR RR TR 371

L A Rl e e e e 372
T A e 372

T S TR 372

B O e ettt e e e e e et ee et ee—eeeeeeeeeeeeeieteeiateeeeeaeeeeeeeareeeiaeesareeeeseesaeteaareesanesaneneas 383
T O ] B i et 383
R T O B, R B Bt .o, 384
A B A B Bl ottt 384
REZ4 B D HAIA BER] ettt 385
T A e e 385

D B Bl Rl oo 385
S AFETH0d HAMIA BEE] oot 386
Amazon Application Recovery Controller(ARC) 7150| IAMZ} 2t S35H= &AL 388

ID I R 4 A e e 388
AW S B B T B e e e, 388
I B e e e, 395
AWS PrIVALELINK ...oeeiiiiiei ettt e e e e e e e e e e e e e e e e e sb e e e e eeeeeaeeaeaeeeeaaanns 397
R B B L B ] e e e 399
TE Y B O e, 399
B B e, 400
D B B O e e 400
B A O B e e e e 401
....................................................................................................................................................... cdxvii




Amazon Application Recovery Controller(ARC) JHEER} 70| =

ARCEZt £217127

Amazon Application Recovery Controller(ARC)&
= OHE 2|70 Mof| CHall . W E |7 & EHlstn 2t2 8 = U&LICH

. OE 78 YU(AZ) BT ¥ TR U QO KIS MBS G H ANE 7HS FoolM B4 718
QyoioR EBTS YAIMOR MEHSIo Y 78 Yol FOHZRE] 278 4 gLt
. ot 2151 & fE 2 0lM BLIEIR

02
19
>
ok

ARC ¥ M2 At835to] B 718 B(AZ) HOHE Al&etH Helstn —|‘_I'L%E = A&LICH B
M2 x|l Blas o EREHE £ E AZOIM SUE AWS E2IT10| Y AZsZ LA|Mez TE
FLICH G ™ErE AMstH Jigxtel X E ZE HiE == B AZ9l AWS 753 OHZFE{ o ZE |7
OlMg HE2EH ST & AGLICH 24 E 718 QoM ECHEE 0| st £ E 7tE B0l M of
Zcl7oldg A8 st= Zeto|UEo| CiE I ol Eo{gLICH

AWS BIH0] AHOIM KIHEIE SE A2 ChaH oI MBS AISE £ aLich ¥ HEe £
S0l YAIMQULICH B MBS AlSHE M I0H 3L7HR|Ql (4% g
LIC}. XIBIElE BlA A0l CHE Qo TEHS BAstslHH x|2ElE 2

(@)
o . —_—
FEe 0|E = AUz AWS 21T 9| &F AZof| Hol7t UE R R EHQIL|HE B xtS TRE AWS Al
LI LW S Y2 AWS HIE 3, Amazon EC2 2! Elastic Load Balancing MH|A S Z &6t
0424 £A 0| X|EE SEELC
dod xts MMt UAIXQLICH LHE 74 S EA|7|0f . O|4 EXILE A EX7} gle He =z
EANT|H HA xtS MEtES AWS SE2 LIt




Amazon Application Recovery Controller(ARC) JHEER} 70| =

2| Mgt

ARCO| 2|™ g2 OHE 2| ol Z2|7 0| SF E 98t Y EE A itSEHE #E TisE &7 M
£ M3 gLch 21" MerE Sl o EEl7old ST & Al=lstn =8 AWS 23504 HIZL|A 5
g 2%s5tn 28 2HIAEE EL =+ J&LT

S =T Ay
2 QAAEHOIME £ USLICH AWS 21T 7t N E B2 BIF HEHS ALSstod AAE HElo| &
of ZAIEIHLL BlAAE CHE BIFoR FEHst0f OHE 2IH01MO] B4 MefolM A% S 4 T

2 g 4 ol&L|Ct AWS 2|7,
<& Aoq

ARCO| D§ QH&X{0I 312 El X
=
=

C o2l o

OHZ 2/ 0140 0421 AWS EITI0IM S SHE S MAIE B2 ARC EH2E MOIE AFS3Hod B 7+ &
Of ZXIE £8E 4 AALICH 22T MOIE AHBSHH A4 E AWS 2IT0IM B4 AWS BlFiez &
BHTig ol ZAIE 4 Qoo R HEEIFHOIMO| 7H8 S KXY £ aLICh B E Mojols otx
20| Z#tElof O, Ol ALSRIZH Hol3t JtEBIUS MBHOZM T x| oS HntZ L
ABRHE B O 20| ELICH o8 S0 B4 £ Chy| ohBEIH0IM SR 5 sigh g
SHE|D ALS BOlete oFF 7AlIg M8 4 e

ARC ZH| #QI2 AWS 2|44 8T, 8T A HELZ Bt SME XSHez2 ZLIEES T =
ME ofEE|FH oMoz ol ZR|stT 2N YHZFE STt 7|50l S 0/E =~ U= HE AL
g2 o2 + A&LICH XIEHR £H| g Sl ChE 2l ofE2|7H 0l E Fof =X| EBiEHE A
g & JAXS T & FHE YElZ RXIE = J&LICH EH| Q2 ARCE #5 78 met e
Mol ofZ2(7[0lM 5] B0l REFLICH EH| HQI2 O|HE & Foff ZX|E 2T 52 B=0lM A
&st7| IgF Zdo] ofElLCk

O| 7|sol CHEt RtAMIEF LIS 2 O S & & EtMlR.

« ARCO| 2|™ &t

Chs 2| =+ 2



Amazon Application Recovery Controller(ARC) JHEER} 70| =

« ARCO| 2} & X0

« ARC2| &H| &2l




Amazon Application Recovery Controller(ARC) JHEER} 70| =

Amazon Application Recovery Controller(ARC) £H| & ¢l

2 A4 H{74
O O - O

7t

(® Note

Amazon Application Recovery Controller(ARC)2| £H| &2l 7|52
| X| ot&LICH 7|2 1 MAToZ MHIAE AL 0|E £ Q)

Ls H

AS 8t 7124 B0l Amazon Application Recovery Controller(ARC)2| &H| & Q1 7|52 Al T Zof| Al
MB35t7 |2 AYMELICH 7|1&E T2 HYXHoE MH|AE HS 0o|8F = JsLUct

ARC ZH| &QI2 xiall EFE I8t 2laa ol EH| HEHE ZLIEHZE = U= 7IsLICH ARCE Al
S MEE = UKX|EH EH| =l 7|52 O 0|4 &l D Zof|H| SIHEIX| k& LC.

(® Note

ARC % ARC 2™ A 2[X[E 7% &
ELICH 21 ™3, 2t Aof, B M U S

_,_
15
ol
-
=]
A

0|

rr
oA
o>

of Z2|70|M2 ARC 2| AQ{x|ol 223t

Ac]
=0
>
ro
N
olr
o
oy
40
iul
o
AL

e O 2l 57 272 EDoldE MSete 2™ J"—*Elg" MH[AILICE. 0
ot7| ?ls 2l Mt AlEle| 4ElE HrIHMez ZLEZ st A= Brtete

ARC Z|™ TEE AlEfeto{H MMHEE HZsHMRARCS| 27 HE

otolz|ofd S



Amazon Application Recovery Controller(ARC) JHEER} 70| =

ARCOIM CHE 78 SF 2 Oh& 2| 57 7|S Bl

Amazon Application Recovery Controller(ARC)2| @323 &+ d xt8 ™M 2t Mo & 2™ ™
B2 AMEE ST E 25t AWS o EE|7H0|Me| S E RXtE El 20| ELIct. olz{t 7Is
2 7t8d0| =2 ofEZ|7H| 0| Mol M X4 AlZtOo| B7tet7HLE 7HE 0] A AStE AlLIE|20M |57
E X|®et= ol ==0| gLk £t 0|28t 7|s2 EcEE delel HoHERE CHE X2 2 0|5 3510
HOHE Qe W&ot &4 AIZHE NEFE2M o EZ|F0|ME L&5HH |7 5H= ol =S0| Eulct

1
=

S Ao & 2™ ™MEr2 o2AWS 2T (CHE 2|IT)oll A= AwS of EE|FH oMo EHE &
, G ME A P xS TE2 O E 7tE S o Z 2|70l M X[ E[= El420f CHEF ECi=

et 2 &lod 2| g B gt BA xtS HEt

2| 2| % Q3od 304

gt Aws Z[HollM CF BFAWS E[ToMd C EZfEE 7H8 dHo| E2fEHE 718 Sl

Ecltcz ERfEEg ECIHe=Z EffEE M OIS Mols

Mt El(F ) Mt el(F2)
EgfE2 SE g0l EdEH2 §Y oidg0]
ot 2™ LHCHE 7k ot 2|1 LH CHE 7F
8 ¥¥o =z 0l g ¥¥o R 0l

HEER MY ER dYol Eeg U8 4dYE EHe

TEHHEYEER TEHHEYEER XHEE R 2las X|HEE 2laaof of
of ciall S EQI EH2 off 2 -&=taliof

stMle stMle
InkL S InkZ S InkL S AWS =&

AWST} A XHE CHA
stod o Z 2|70l E




Amazon Application Recovery Controller(ARC)

2h2 &l Ko
EdhTg Mete e
AEg n2io| B
Lict

S

2H2 e Hojolls HE
oez e

Dt E|X| S

EfiE2 SMESRE
27/8t M2t s

Olzd#t 2t 750l Chet RISt LIS S oS &S &

2| et

Efze Mateed
AlEE DZo| A™ME
L|C}

o2 Z|X| &t S

ofE2|7olME X
2 F7|8ols

(k=2
AT

I.

4> it
o |0 N
ok

>

Hi
(@Y= Yok K=1
Ry =

XHElE 2|0 o
s ESiTiS 78 ¥
M CIE 2 ZE 0|&
5171 9I5H ot TEt S

X
MMste 715 28

A

2E o Hete Bz
E|E = ol &
LWL

BA xtS ™t

Zo| M CHE
|S&Lict

o >

X|§El= 2la 20 Ch
ol EElEE 718 IY
oM CIE Zo 2 0|5
5t7| @5 AFS A CHA
s I ©™MetE AlF

o4
st= 7l &




Amazon Application Recovery Controller(ARC) JHEER} 70| =

ot TEH U QoI RS FIEHS AFS510{ ARCOHIA OHE 2l
JIEE

o |
(AZ)C| ENZEE AWS BIAAE OtHXMO 2 S35 YHS MHEELICH ¥ M U HA XS
ME2 XHElE ElAAS ECHEE &4 718 YoM LAIMSZ 0|5 5104 ofZ2[70|Mel 57
AlZtg BtE &Lt
oy et P KIS TEHe| =2 XHO|™M2 st AF A7 AMoiste =8 EBiE o|s0|1 CHE &t
L= AF2XIE CHAISH0d AH B2 2 ECHEE HHZRE o|sste JdelL|CH
o Pod XMES AI25IH AWS 2T o] X|HE|E E|lAA CHE EBHEIZ 7H2 WAEM CIE ZoE £
SOZ 0|8E £ UELICH.
o QA XS MES AI25IH X EE BlAAo| Ef=lo] 24 E 718 YA XAISe 2 0|5 &1
SAUSH AWS 2|0 HY 718 YH¥o 2 CHA| 2t S E LICH.

CHE FAME I Het L P X8 HEt 7|st 0|2 M85t Wde AYEELIC
A
« ARCO| o Mgt

« ARCO| B xt& ™et

ARC2O| 3 &t

Amazon Application Recovery Controller(ARC) € HMet2 AL25tH X|HE|E |
£ E 718 BA(AZ)oM SLE 2|0 B AZsAWS E|TZ 0[S E & & LICH Fol

|
B S X|& Al AT E EY + UeH, EX 23 & o E (7

olMol A& B 27 E X|E
Lick. o S01, XRE HEZ QIsH X|ed AlZHo| wAHLE 7+ Yoiol A4 Elo] EBITIZ 0S5
= Mg 4 sl

QIol TS B BlAAE SEQISHOF BILICH REAIE HEE XIMEE 2las MM BES
i=3

Qo1 TEHZ AIEt5ty| Fof OB EIHOIMEl F2E 02l XD EBiTS 718 ¥ %o o5
4+ Qle 28 S0l Qx| Holsol BLICH AL 27| 8 ¥ EjTIS CHE £22 0I5 A1 7t




Amazon Application Recovery Controller(ARC) JHEER} 70| =

& AL 2L E MEE OHE S TEHE AIHE = USLICH AXMEX| HEHE F4sto ECHEHO|
S x

o
= =
Hell 718 BHo 2 Sot7t7| A SIES & = UAELICH REA[EH LI 2 ARC2| 5] Tt ZE] Aba|

DE G ™2 dAIM 23t =X[QULICH S ™S Al m 120 ZIcH 3Y(72A1ZhH 7 K] £ 7]
Dt2 & HHotH, EcfE MErE AlGslor ot 32 AT E = UA&LICH

EY ALIEIR0|ME S Moz Qs 7H8 Bqo| ERfE0| CHE Re = TEE(X| §f&LICt XA
S C|

E2HT E AR - ARCOIM 24 TIEHS AIRtsted EZi0| 718 Wi WoR FA| oS skl g 4

|ZFol 248 =+ U&LICh

A D
UK AlZHO| O e 23 =+ J&LICH RiME L8 2 Eei= Mo
R

EfHT ©E B2 - ¥ MEto| BEEIL FAEH ARCE EHT HES SXI5tn ST Hate
NEtsHe Z2MAS SIS 2ILICH O[K| S7E 7+8 Q0| 2lAL0 AR THs 3 o2 QlAlE|D £
2H=o| ST 78 Yo kAl EELICH

DE Qof ME 2 FMES AISE 0 SRR EIT S ROk BILICH XS0l B FEHo| ZIT 3 (724l
7h R0l SR EIT S AHE 4 LIt SXIE HRIEX| oI TErS Anlo|E 50 M BIEE MY
4 QBLich 7H8 Yo E ERTE SHE FH|7L BN SR E]Y| Hol Yo S FAE 4T
QugsLict

Bl L0l ChEt Qi MBS AISS7| Tofl ABHQl 3o Hetol et 2E E70| SFEIE=X| gelEt
(@) (@)

LICE AWSE|AA = B ™MEtS Ch2H MEIRLICE Qo T™etol cHer ZHME L2 XIjElE 2[4




Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

AWS Z|

Foyes

et 784

Amazon Application Recovery Controller(ARC)2| 2| K| & MH|A HEZQIE0f| CHEE AHAIEH LIS
8 = 2| Amazon Application Recovery Controller(ARC) QIEZQIE 3

£ Amazon Web Services

IS TEHS FHRY 04710] AWS EIFILIREIOIM ALS E 4 QB LICH Yo TE
= BB (HOIT) 2T U FZ (AN 2IF)0IM A T+ ELICH

Application Recovery Controller(ARC)E AF& = BlAaA0E F7F 12{ AFE0| U £ YU&LICt &t

M 2=

otz 2|7}

AHElE Elas MMEE Rt R.

2|z

af-south-

(7llolz=gt 1

)

us-east-2

us-east-1

us-west-1

us-west-2

A=xolE
arc-zonal-shift.us-east-2.amazonaws.com
arc-zonal-shift-fips.us-east-2.api.aws
arc-zonal-shift.us-east-2.api.aws
arc-zonal-shift.us-east-1.amazonaws.com
arc-zonal-shift-fips.us-east-1.api.aws
arc-zonal-shift.us-east-1.api.aws
arc-zonal-shift.us-west-1.amazonaws.com
arc-zonal-shift-fips.us-west-1.api.aws
arc-zonal-shift.us-west-1.api.aws
arc-zonal-shift.us-west-2.amazonaws.com
arc-zonal-shift-fips.us-west-2.api.aws
arc-zonal-shift.us-west-2.api.aws
arc-zonal-shift.af-south-1.amazonaws.com

arc-zonal-shift.af-south-1.api.aws

ZTZ2EZE
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

AWS 2™


https://docs.aws.amazon.com/general/latest/gr/r53arc.html
https://docs.aws.amazon.com/general/latest/gr/r53arc.html

Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

2| ol

il

Ot Alo} Ef
BYE(E

3)

Ot Alof Ef
B (stol

cIZHHIE)

Of Afot Ef
B (Rt
2

of Alo} EH
S

O|Alot)

ot Alo} EH
ToH(WHH

=)

ot Alo} EH
LY (S

0l)

of Alo} e
WY (2

ZHE)

OfAlo} EHf
LA
7H)

Of Alo} EHf
(M

=)

2|z

ap-east-1

ap-south-

ap-
southe
ast-3

ap-
southe
ast-5

ap-
southe
ast-4

ap-south-
1

ap-
southe
ast-6

ap-northe
ast-3

ap-northe
ast-2

AN=ZOIE

arc-zonal-shift.ap-east-1.amazonaws.com

arc-zonal-shift.ap-east-1.api.aws

arc-zonal-shift.ap-south-2.amazonaws.com

arc-zonal-shift.ap-south-2.api.aws

arc-zonal-shift.ap-southeast-3.amazonaws.com

arc-zonal-shift.ap-southeast-3.api.aws

arc-zonal-shift.ap-southeast-5.amazonaws.com

arc-zonal-shift.ap-southeast-5.api.aws

arc-zonal-shift.ap-southeast-4.amazonaws.com

arc-zonal-shift.ap-southeast-4.api.aws

arc-zonal-shift.ap-south-1.amazonaws.com

arc-zonal-shift.ap-south-1.api.aws

arc-zonal-shift.ap-southeast-6.amazonaws.com

arc-zonal-shift.ap-southeast-6.api.aws

arc-zonal-shift.ap-northeast-3.amazonaws.com

arc-zonal-shift.ap-northeast-3.api.aws

arc-zonal-shift.ap-northeast-2.amazonaws.com

arc-zonal-shift.ap-northeast-2.api.aws

ZZ2EE

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

AWS 2™



Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

2| ol

il

OfAlO} Ef
T (A7t

=)

OF Alo} EH
LA IE

L)

ot Alo} Ef
Hef(EtO|
| Ol)

ot Alo} EH
B (EA
=)

ot Alo} EH

Bz
=)

FHLCHE

)

FHLtch A

(2

U Ho
-0 I
|E
o

n
Im

Inm

L0

2|z

ap-
southe
ast-1

ap-
southe

ast-2

ap-east-2

ap-
southe
ast-7

ap-northe
ast-1

ca-centra

-1

ca-west-1

eu-centra
[-1

eu-
west-1

AN=ZOIE

arc-zonal-shift.ap-southeast-1.amazonaws.com

arc-zonal-shift.ap-southeast-1.api.aws

arc-zonal-shift.ap-southeast-2.amazonaws.com

arc-zonal-shift.ap-southeast-2.api.aws

arc-zonal-shift.ap-east-2.amazonaws.com

arc-zonal-shift.ap-east-2.api.aws

arc-zonal-shift.ap-southeast-7.amazonaws.com

arc-zonal-shift.ap-southeast-7.api.aws

arc-zonal-shift.ap-northeast-1.amazonaws.com

arc-zonal-shift.ap-northeast-1.api.aws

arc-zonal-shift.ca-central-1.amazonaws.com
arc-zonal-shift-fips.ca-central-1.api.aws
arc-zonal-shift.ca-central-1.api.aws
arc-zonal-shift.ca-west-1.amazonaws.com
arc-zonal-shift-fips.ca-west-1.api.aws
arc-zonal-shift.ca-west-1.api.aws
arc-zonal-shift.eu-central-1.amazonaws.com
arc-zonal-shift.eu-central-1.api.aws
arc-zonal-shift.eu-west-1.amazonaws.com

arc-zonal-shift.eu-west-1.api.aws

ZZ2EE

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

AWS 2™



Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

n
2
e
il

M o
Jul
rl'IJ

I
—
g

[t
-—

H o

O|AEHA
(RlotH|=

)

EINETES

)

2|z

eu-
west-2

eu-south-
1

eu-
west-3

eu-south-
2

eu-north-
1

eu-centra
[-2

il-centra
[-1

mx-
central-1

me-
south-1

me-
central-1

A=ZQIE
arc-zonal-shift.eu-west-2.amazonaws.com
arc-zonal-shift.eu-west-2.api.aws
arc-zonal-shift.eu-south-1.amazonaws.com
arc-zonal-shift.eu-south-1.api.aws
arc-zonal-shift.eu-west-3.amazonaws.com
arc-zonal-shift.eu-west-3.api.aws
arc-zonal-shift.eu-south-2.amazonaws.com
arc-zonal-shift.eu-south-2.api.aws
arc-zonal-shift.eu-north-1.amazonaws.com
arc-zonal-shift.eu-north-1.api.aws
arc-zonal-shift.eu-central-2.amazonaws.com
arc-zonal-shift.eu-central-2.api.aws
arc-zonal-shift.il-central-1.amazonaws.com

arc-zonal-shift.il-central-1.api.aws

arc-zonal-shift. mx-central-1.amazonaws.com
arc-zonal-shift. mx-central-1.api.aws
arc-zonal-shift. me-south-1.amazonaws.com
arc-zonal-shift. me-south-1.api.aws
arc-zonal-shift. me-central-1.amazonaws.com

arc-zonal-shift. me-central-1.api.aws

ZZ2EE
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

HTTPS
HTTPS
HTTPS
HTTPS
HTTPS

HTTPS

AWS 2™



Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

2™ olg E2IF AdexolE Z2EE
=tolMI2| sa-east-1  arc-zonal-shift.sa-east-1.amazonaws.com HTTPS
Fh oS
=) arc-zonal-shift.sa-east-1.api.aws HTTPS
AWSGovCl us-gov- arc-zonal-shift.us-gov-east-1.amazonaws.com HTTPS
ud(0|= east-1
=N arc-zonal-shift-fips.us-gov-east-1.api.aws HTTPS
arc-zonal-shift.us-gov-east-1.api.aws HTTPS
AWSGovCl us-gov- arc-zonal-shift.us-gov-west-1.amazonaws.com HTTPS
ud(O|= west-1
LN arc-zonal-shift-fips.us-gov-west-1.api.aws HTTPS
arc-zonal-shift.us-gov-west-1.api.aws HTTPS
dof gt T4 24
CtZ Clolo{aR2 EBEE AWS EIT2| 718 P o 2 Tetets J MEto| o & EoiELCh.
Pod Mol L E HAF 7Isof ek o0 Meto| #435tE|o] /e B0l 2liaA0f CHal| = CHE
Pod MEHE AlEE = gLt
Zonal shift A Zonal shift applied No zonal shift applied

& Built-in safety rules

Managed resource

Availability Zone 1

ALB 1 NLB 1

Bl xB B

ALB 2

Availability Zone 2

@B BN B

ALB 1 NLB 1 ALB 2

Availability Zone 3

3 O ey O ety A

ALB 1

NLB 1

ALB 2

ARC ¥ 2t 7[s2| #

02
12
2
riot
o
0X
0]
[



Amazon Application Recovery Controller(ARC)

|.

JHeER 7Hol=

¥

ok

AWSH | BE|E BlAAol ChEH WA MEHS AlZtstodo| 7+ VAol M EIT el AWS BT 4
AZsE ECHEZ YAMOZ 0|S5t04 5tLIO| AZOIM BHIE Al&5tA S 7 ELICH G MEtol x|
2l BlAA0 CHEE REMIEH LIS RIBIElE BlAA MME HESMR

7|2 MES e HAt

ARCOl LIEEl HAl 7|50] 2|40 CiE Eci= Hetol

| Mgto| Bt Hol & H ol ME LXK = F &
LICH &, siiS 2[4 20 CHall TZ40] A|ZFE B T g A& E= A& TEh & StLtEho| 7t
8 YA CHE Roz ERfEHE sSMez Metd & JU&LICH 6§ S0, X A3 ez
CHE Xoz TetE 2lAaao] B MErE AlEstH G Meto| @M MEELICH RiMEr L2

AR AWSE|AAE Y TE| 2502 SEQIFOF St CHE BlA4E RSS2 HAsHELIC
go etof RIYEIE BlAaL0l e RHME LIS RIBEIE Bl44 MME HZSMR

SE = U ARCO| 2|44 o|FLCH

tofl CHEH Statusoll= CHS & & stLi7t 2 E & &L

detol MEE|D Q=X LIEHELICH & EN7F APPLIEDR] TE2 2|20
Cier ol ZE[70[4d EfEo] TEHE &4 718 P T TEo| SREE AVIE AEHLICH
M R
o004 X5}




A 7h0|=

=13
=

Amazon Application Recovery Controller(ARC)

« ZONAL_SHIFT

« ZONAL_AUTOSHIFT

+ PRACTICE_RUN

« FIS_EXPERIMENT

2 AIZHEFR AlZH

o

-

o
olo
K

oF

hy
N

o

-

0l
o

-,

ICH 3(72A12t)

ol ®

04 7t
!

=

t2 AlZte = HErgfLICH of

t™ ARC7} B
f 2

M35
4 odod X4

{1
Ko

N
Jd

—
[ITe)

H AlLFE[2 04l A

<]

FMI2. &Y

©

r

H

HH
o S
m 0
M oo
o ~
5
ol
r )
ol X
Ko =
RN
™ o
=l
K ol
SIS
S Ko
KO &
= K
ol S
Wl 0
= Hr
mu LH
Mt o3
<
K00
ok <
KB
Kq ol
S 0
PORREL!

FHIZ{LE Ol CIOIE| ¥ &8

SHA
o o

ks B9

stcd
I MH|Aael 7[s0]

P

HFEE=

c

B 7hof o

t CilOIE]

-

Ao

LIC}. 0|

F

=
=

SH oF

A&

x|, 22|z Mu[A o] TlolE ¥0i|A

=
—
LICE.

THIFRIZ 2

| AWSAH|A 2t Of

= -
l:H_I_ |_'-9—
=|
=

o HEE Ed912 o ofE

shElLICH ol OlEf ol =

LICH & 2

_?—I__l

M K|

£ 1dstod d7A

242

]

LICH

14
—<

Blo/Ef o

XEAMIEH L& Amazon Builders' Library 2| Static stability using Availability Zones paperZ & Z= 3t Al

15


https://aws.amazon.com/builders-library/static-stability-using-availability-zones/

JHeER 7Hol=

&Lt

o}
LS

H ARE

|.

[

=

.|

AME 22 HE 2 22 odl= ARC

(@)

I.

[

S

Amazon Application Recovery Controller(ARC)

ARCO]| CH
ARCZ| 2

2 Ate |t

:II.I__I

o

-

i

o
5

1

oy =3

ARCO|M CIE 7+

=2
=)

A

4

o

1 API &}

(oL [e)

[=)

= OI2[ &l
geloi=

—

=

§

.|

. XS ST E 9

|

%0
K]

pal
o
W

AL

no

0l

g

—
1o

W

ol
nio
0jo
o
I
__A_.o
14

o
._o=._

102 A

&=

OolH
= =

R [GIISES

Ot7 |

Lich S5 X

sto|st
o i — |

I

|.

—_ =
—_ O
O =

P

7

o)

F

X
o

o

=
S

P

N
el SXME & otLtvt 2

1
H

0
K]

Zl

ol
ot
ol
~

Mo
OF

ol
i 3]

H|

£ 20| E&LICH

olg| =-st

ojn
o

00

wo
HE

._|
N

THr

—
1jo

2|70 0]

AL

oA O| S|, off

o404
[« R |
of| A

0| 7}&
o404
[« R |

ol At&stE 0| MAHELLCH 7HE

| -

-

ot

2| AA0 CH
[e)

S

—

-

g

-

4

=)
[

X
o

x|
e

AlZEA|

—
[ITe)

o
==

04 Amazon Application Recovery

5}

RS HEE A8

O

16

il
=L

2|AH| 0| E

L

[ ARC7} Of

F

[=2
=

2 0|S

DNS ¢O|0|ELIC}. O] DNS YUH|0|EZ QlsH 2E M

= T
= X2

Of ?IRIZFE Ct

HIZHL

=o
M

—

—

ol At st
| 2{x|0d| A Ho{ElL|ct,

—

—

-

ot

°

AOI-E

Controller(ARC)7}
ols

o] &

(=)



https://aws.amazon.com/application-recovery-controller/pricing/

A 7h0|=

=13
=

Amazon Application Recovery Controller(ARC)

| 2| x|oi CH

=

EtO|HET} CA| AZE K] &

gLt 7|

gtot= ol E&LICH

= A

|.

= AlZh

—_—
[Ile)

ST

LICH

F

._OH—

g2 HAE

|.

7‘._*

i7|Mo 2 HlA
7t

oz
|K

M

o

ojod dt
[ |
270l =7 E ¢

2|7ilo]M 2| 718

.
=

s
=

Al %t 5}04 of
oif & Al of

LICH &Y

ol
o

A4
o

_N_
ol

o
Al

U

o

7t

o
4

pal

by

(o)

P

7

=)
1]
=~

4
-
m]

Elastic Load Balancing X|&

0l0

|.

S
[}

of CH

At
(=]

Fol 2|& LK 7+
|'EH
A
T

XA
So

P

2 LIE

=
=
1 O

B 2T M 2laA el

=-_
1le)

FXHshz 2l

ols
= =

2l7llo|lda ZLIE{RI0| SAlM| &

i
=

0l

-

API &

T

o

T

GlOlE] 2

|.

o
oF
1

.

110

1t &7 AWS Command Line Interface === API

7] AWS Management Console %] = S 01 A

©

Z&LICH ALS

A&ste ol

A& LICE e Lt b

=
=X

EZME

g g9 fto 2 o|s AL

—

2|7|0] 4 0] MH|

.
=

g 2l5H= S Al of

1| of

x

R

x
LICt. O|& Sl

A& LICH.

o

o

—_—
[Ile)
T
N

=-_
1l0

Z (7 0]M0]

E

17

2 A


https://docs.aws.amazon.com/arc-zonal-shift/latest/api/Welcome.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

B HE API Y

CHS Eoll= OHE 78 SP oiEE[7H0|M9| 718 B Ho =2 ECHE OIS A7 Y HE2Z A
8 & U= ARC API 20| LiZE[of R&LICH OI o= 3 EMol OiEh B3 (o] /&
LICE.

AWS Command Line Interface0i| Al LEHQ1 5o T2t API 2t S ALEst= ol CHer of = &2
et AWS CLIEHE AHEsts of M B ESHAMIL.

LS ARC Z& A8 ARC API Al

Py e AlF o e AIRF MME XS StartZonalShift & &
ML

od MEt ool E Qod MEH AH|O|E EE= F|A  UpdateZonalShift &%=
MME HESMR

dod M Lt ARCO| 304 et MME & X  ListZonalShifts & =
StMI2

el 2laa LU XHEl= Blas MMHE FE ListManagedResources & %=
StMI2

el 2lAA 7HKHL7] KHEl= 2las MMHE FE GetManagedResource & %X
StMl2

el MEh F A Qdod M AO|O|E EE= F|A  CancelZonalShift %=
MME XML
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https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
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start-zonal-shift HHEE AI2350{ CLIOIAM ¥ TS AIEE &= U&LICH

aws arc-zonal-shift start-zonal-shift \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5 \
--away-from usel-azl \
--expires-in 10m \
--comment "Shifting traffic away from usel-azl"

"awayFrom": "usel-azl",

"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

22| 2lAA 7KL 7|

get-managed-resource BHE AFE5t0{ CLIMIAM &2l 2laAd e HEE 7IX2 5= U&LICt

aws arc-zonal-shift get-managed-resource \
--resource-identifier arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5

"appliedWeights": {
"usel-az1l": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0

}I

CLI ZHd AF2 0| A


https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html
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arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1o0adbalancer/app/
Testing/5al19403ecd42dc@5",
"autoshifts": [],
"name": "Testing",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [
{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
"shiftType": "MANUAL"

el 2las L

list-managed-resources BHE AFE5t04 CLIGIM A™Ho| 22| 2|AAE LIPEE = A&LICH

aws arc-zonal-shift list-managed-resources

"items": [
{
"appliedWeights": {
"usel-azl1l": 0.0,
"usel-az2": 1.0,
"usel-az6": 1.0
I
arn": "arn:aws:elasticloadbalancing:us-east-1:111122223333:1o0adbalancer/
app/Testing/5a19403ecd42dc@5",
"autoshifts": [],
"availabilityZones": [
"usel-azl",

"usel-az2",
"usel-az6"

1,

"name": "Testing",

CLI ZHd AF2 0| A
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"practiceRunStatus": "DISABLED",
"zonalAutoshiftStatus": "DISABLED",
"zonalShifts": [

{
"appliedStatus": "APPLIED",
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T21:37:26-08:00",

"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

}
]
}
]
}
ooy gt 22

list-zonal-shifts BEE At&35t0{ CLIE S35 H™Ho| ¥ HE S Ligde

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"awayFrom": "usel-azl1",
"comment": "Shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T21:37:26-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-

east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "ACTIVE",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

}
]
}
¥ Mt doo|E
update-zonal-shift Y S AtE510{ CLIZ &Y TS UHOIEE += U
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aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38 \
--expires-in 1h \
--comment "Still shifting traffic away from usel-azl"

"awayFrom": "usel-azl1",

"comment": "Still shifting traffic away from usel-azl",

"expiryTime": "2024-12-17T22:29:38-08:00",

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",

"status": "ACTIVE",

"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

2oy 7

|.

o
L)

|4

cancel-zonal-shift HES AFE5t04 CLIOIM Fd MEt2 : 4" = U&LCh
aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id 9ac9ecle-1df1-0755-3dc5-8cf573cd9c38
{
"awayFrom": "usel-azl",
"comment": "Still shifting traffic away from usel-azl",
"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",
"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"
}
XeElE 2las
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Auto Scaling 2 &0{ & ™t
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1. A|E ElZ 212 AF23510{ Auto Scaling 1 & AAd0| X|ElS (21 MAte| ZH THAIZ 10EH AT
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AWS CLI
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create-auto-scaling-group B&01l --availability-zone-impairment-policy It2tO|E{E

FIHEuct.

--availability-zone-impairment-policy Zt2tO|E{0|= F 7+

e ZonalShiftEnabled - true® &

3
=
=
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aws autoscaling create-auto-scaling-group \
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--launch-template LaunchTemplateName=my-launch-template,Version='1"' \
--auto-scaling-group-name my-asg \
--min-size 1 \
--max-size 10 \
--desired-capacity 5 \
--availability-zones us-east-la us-east-1b us-east-1c \
--availability-zone-impairment-policy '{
"ZonalShiftEnabled": true,
"ImpairedZoneHealthCheckBehavior": IgnoreUnhealthy

} 1

Console
7|1& D80M S M2 EMsst2AH(ES)

1. https://console.aws.amazon.com/ec2/0| Al Amazon EC2 2& & &1 B F oM Auto
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{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
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"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}

[

CHE2 G Tetol| CHEt S5 olQl7t /U= StartZonalShift &S E04F = CloudTrail 21 &=
o]
=

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

Iy
"webIdFederationData": {3},

EREI=TEE] 38



Amazon Application Recovery Controller(ARC) JHEER} 70| =

"attributes": {
"creationDate": "2022-11-14T16:01:517",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:10:38Z2",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "StartZonalShift",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"errorCode": "ConflictException",

"errorMessage": "There's already an active zonal shift for that resource
identifier: 'arn:aws:testservice:us-west-2:077059137270:testResource/456apples’'.
Active zonal shift: 'bac23b74-176e-c073-de8f-484ca508910f'",

"requestParameters": {

"resourceldentifier": "arn:aws:testservice:us-
west-2:077059137270:testResource/456apples"”,

"awayFrom": "usw2-azl",

"expiresIn": "2m",

"comment": "HIDDEN_FOR_SECURITY_REASONS"

I

"responseElements": null,

"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE",

"eventID": "Obcab660-e999-43a5-9008-EXAMPLE",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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"Action": [
"arc-zonal-shift:actionl",
"arc-zonal-shift:action2"
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"Condition": {
"StringLike": {
"arc-zonal-shift:Resourceldentifier": [
"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/net/

"arn:aws:elasticloadbalancing:us-east-1:123456789012:1oadbalancer/app/

"arn:aws:eks:us-east-1:123456789012:cluster/*"

]
}
},
"Action": [
"arc-zonal-shift:StartZonalShift"
1,
"Resource": "*",
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"Effect": "Allow"
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{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

]I

"Resource": "*"
}I
{

"Effect": "Allow",

"Action": "ec2:DescribeAvailabilityZones",

"Resource": "*"

}
]
}
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{
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"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift"

1,
"Resource": "*"
}
]
}
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A& Al 7 &

BlAA0| CHEH ¥ed Xt ™MES E4dstste{™ HA 2lAA0 CHE & A8 T2 M5to st
ol Aol CHEt S M2 MEHSHoF BFLICH CLIOIA create-practice-run-configuration &
2 AME835t0d 2lAA0 CHEF g A- 42 M ggLIcH

2lAA0 CHE g A" T2 Y88 = ohs g S & ostMle

- M X|HEE e A2 RE2 CLOUDWATCHRLIC

« BlAATHHIZE AWS 20 St e BEE ALS5Hok gL

- At FE X[H2 Y A LCH AHE G5 X|-H2 MEH AL L|ch

o XEEE S8 IM/7(7E X[H2 ME AR L

CLIOJM create-practice-run-configuration HHES ALE35t0{ g A& T2 MYFLICH

o€ £04 ElAaA0i CHEr & Al 7HE HYstcd{H OIS 22 BHES AISsHAIL.

aws arc-zonal-shift create-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-
MyAppHealthAlarm \
--blocking-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-

BlockWhenALARM \
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]

"outcomeAlarms": [

CLI ZHd AF2 0| A
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{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:a3larm:us-
west-2-MyAppHealthAlarm"
}

15
"blockedWindows": [
"Mon:10:00-Mon:10:30"

1,
"blockedDates": [
"2023-12-01"

]
}
XS ™Mt #2485 E= HIE S5
CLIZ ¥ XIS T2t 4EHE YOIO|EStod E|AA Q| XtE HMEHS &35 7Lt HIZ HstEhLct ¥y
AHs ™ME MEHE P48 52{H update-zonal-autoshift-configuration BEES AFS & LICtH

aws arc-zonal-shift update-zonal-autoshift-configuration \

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \

--zonal-autoshift-status="ENABLED"

"resourceIdentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

}
SCIMC oig A% Alx}
start-practice-run BEE AI&5t0{ CLIOIA 2C|HE g Al- B9 MEHS AIEE = JUsU
Ct.
o|& E0q 2laaof CHEt ods M-S AlZSioiH CHSot 22 HES MAESHMIR.

aws arc-zonal-shift start-practice-run

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
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"awayFrom": "usw2-azl",
{
"awayFrom": "usw2-azl",
"comment": "Practice run started. Shifting traffic away from Availability Zone
usw2-azl.",
}
D3 B0 oy M Fl4

cancel-practice-run BHE AI&350{ CLIZ TIY &2l o4 A™E FAE 5 U&LICH

& £0{ [0 CHEr &g AAE FASeAH OIS0 22 HEE AFSshM2.

aws arc-zonal-shift cancel-practice-run \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice run canceled"
}
Ll Sl ks Mt F4
2laAo| HA XS HES F|A 5101 CLIE Sofl Tl 501 At TMEH 2 4" = ULt A XS
MEE £ A5tE4H cancel-zonal-shift command2 AFEEFLICH

aws arc-zonal-shift cancel-zonal-shift --zonal-shift-id
9ac9ecle-1df1-0755-3dc5-8cf573cd9c38

"awayFrom": "usw2-azl",

"comment": "Zonal autoshift started. Shifting traffic away from Availability Zone
usw2-azl.",
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"expiryTime": "2024-12-17T22:29:38-08:00",
"resourceldentifier": "arn:aws:elasticloadbalancing:us-
east-1:111122223333:1oadbalancer/app/Testing/5a19403ecd42dc@5",

"startTime": "2024-12-17T21:27:26-08:00",
"status": "CANCELED",
"zonalShiftId": "9ac9ecle-1df1-0755-3dc5-8cf573cd9c38"

CLIZ 2laAo| & A FHE HESIAOHE 74 SMo=z HO|O|EY + UELICH 6| SH A
ARC7} 1&g A™lE AlEfStR| Bt ™ RIEF I EE= AIHE T|ZhS
1T mi

—
update-practice-run-configuration

o X X|HElE RYUS BE 2 CLOUDWATCHRILICY.

- SlAATFHIZE AWS EIHA D SUFHo|| Qe BEE AF&sHof Bt
- At FE X[H2 Y A LT AHE & X|-H2 MEH AL L(Ch
« R IR EE X 7|7 X|H2 ME AFE Lt

o K|HEH AE IR £ AE 7(Z2H2 7|E 2ES oiAIELIC

0424
[eNe)

rlo
mjo
>
oo
Q'I_l

& S0 Elaro| & Al 7S WhIstod M AtE M E X[Ystc{H Chst 2

M.

aws arc-zonal-shift update-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"

"zonalAutoshiftStatus": "DISABLED",

"practiceRunConfiguration": {

"blockingAlarms": [

{
"type": "CLOUDWATCH",
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"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,

"blockedWindows": [
"Mon:10:00-Mon:10:30"

1,

"blockedDates": [
"2024-03-01"

ElaA0l CHEr g Al FEE AXE = UKRIE HX 2laL0l CiE B XS HetE HIE g=tstof
FLICH B X135 TErS gd3tetedd 2lasof g A~ 70| R{o{ok gLICH H7[Hel g A
LS Sl 718 B stLtTt glo{m o EE|F o]0 Moz MAE=X| HQlg + U&LICH

CLIE Ar83t0o{ ¢i& A™ #+ M2 AXISE{™ HX{ update-zonal-autoshift HEE AL& 3104
ZIQst %%'—?— RERENE S 7&'%% Hlia“ééi gt O ChS Hg AY 782 AXEE{™ delete-

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"
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aws arc-zonal-shift delete-practice-run-configuration \

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"
}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/routing-control/latest/APIReference/
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:51Z",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}
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https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://docs.aws.amazon.com//eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://console.aws.amazon.com/events/
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Elgste Ol AASE + U= 2 488 = JU&Loh
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* Autoshift In Progress

* Autoshift Completed

* Practice Run Started

* Practice Run Succeeded

* Practice Run Interrupted

* Practice Run Failed

* FIS Experiment Autoshift In Progress
 FIS Experiment Autoshift Completed
« FIS Experiment Autoshift Canceled
* Manual Shift Started

* Manual Shift Updated

* Manual Shift Canceled

4 Aldo| SEHE A< Lol #olof CHEr RHM|IEH LI 2 additionalFailureInfo EEE & X
5t

AWS it TE gHE A A2 Ed3tstod ZE At
|.

2 S ME 2 SUE-SG TS MeE £ et &
S T SHu YRS TS F, YRS LOBH P X
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Amazon Application Recovery Controller(ARC)

JHEER} 70| =
. RS HE SKH GBS T8 B2 ARCE 2E KIS M O[WES WrEsLIC
. RS ©E SN LS TASK| S B ARCE P AHS TEHo] Chah RIS BlAAT} R}
S MEto| ZEE BROIE AHS B O|HES BretErLICH
{

"source": [
"aws.arc-zonal-shift"

1,
"detail-type": [
"Autoshift In Progress"

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}

Ol Moz P Ats T2 2ol CHEr ol x| o|HIE 7} 23 E|o{ &Lt

CHE2 1) Ats ME S XM L 70| gdstr|o] Q1 2) K& Metol| ZEE ¥ XS T™ets AH835tod
EIAAE FTMEK| of2 A2 Autoshift In Progress Xrdof CHEt oi x| O|HIE QIL|CH.
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"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Autoshift In Progress",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
"resources": [],
"detail": {

"version": "0.0.1",

"data": "",

"metadata": {

"awayFrom": "usel-az2",

"notes":"AWS has started an autoshift for an impaired Availability Zone.

This notification
is separate from autoshift notifications for resources, if any, that you

have configured for

zonal autoshift. For details, see the Developer Guide."

[

"version": "Q",

"id": "@05d4d2d5-9c76-bfea-72d2-d4614802adb4",

"detail-type": "Autoshift In Progress",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

S et 2K Lol HIZMstzlof T 2) AtE Metof Z & E
AAE FAE B Autoshift In Progress Z¢doi CHEH of x| O[HIE Q]

1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""
ERAEETNIE 86
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}

CH22 Practice Run Interrupted 2o CHEF O[HES

{

"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Practice Run Interrupted",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:147",
"region": "us-east-1",
"resources": [

"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {

"version": "0.0.1",

"data": {

"additionalFailureInfo": "Practice run
entered ALARM state."
I
"metadata": {
"awayFrom": "usel-az2"

}

}
}

CH22 FIS Experiment Autoshift In Progress Efedoi CH$t Of

"version": "Q",
"id": "05d4d2d5-9c76-bfea-72d2-d4614802adb4",

interrupted.

"detail-type": "FIS Experiment Autoshift In Progress",

"source": "aws.arc-zonal-shift",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"

15
"detail": {

| od| LI,

The blocking alarm

HIE of o 2fL|Ct.
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"version": "0.0.1",

"data": "",

"metadata": {
"awayFrom": "usel-az2",
"notes":""

}

clee Manual Shift Started Xf¢joi CHst of| x| O|HIEIL|C}. 2|AAO0|AM StartZonalShift
API7} S &F ] MMELICEH

{
"version": "Q",
"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Manual Shift Started",
"source": "aws.arc-zonal-shift",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {
"version": "0.0.1",
"data": "",
"metadata": {
"awayFrom": "usel-az2",
"notes":""
}
}
}
CHA S 2 AF2E CloudWatch 21 18 K|
EventBridge TH&2 HE M 731 Ux|st= O|HETI MEE|l= CHef S X3l oF &LC.
EventBridgeONH A& 71 S8t et o S5 2 EventBridge 2 &0 AHS °E* T A= o2 BESHA
2. EventBridge 7 =&/0fl F7t& &= Q= 4t & dtLt= Amazon CloudWatch 21 & IL|C} 0] A4
OIME CloudWatch 21 1B & CHYO.2 R7kst7| $I8t 27 A¥E ABSHE F2lg 4488 1 2
1 3&8 F7tete ™EAE dEELICH
CloudWatch 21 1 E2 CHY S 2 FII5t2{M CFF & StLIE =38 E = U&LC.
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
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Mg HESM2

£ Q|2 0{M CloudWatch 212 AtE3I0{ CHY S 2 AFEE CloudWatch 21 I &2 A5t 7HLE A
= A% TEtE SHEAH d-EaloF & LICt &2 ALE510 EventBridge &l 21 O&2 F
JtetT 2 JEol CHet 2laA 7|HE 2240 IPEOE Acl|lo|EELICt 28{L} AWS Command Line
Interface == AWS SDKE AI235104 21 g X|Hste A9 21 250l CHst 2|lAA 7|HE Z4=H
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JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

},
"Resource": "arn:aws:logs:us-east-1:222222222222:1o0g-group:/aws/

events/*:*",
"Sid": "TrustEventsToStoreLogEvent"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"

"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration”,
"arc-zonal-shift:DeletePracticeRunConfiguration”,
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration”,
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"
1,
"Resource": "*"
},
{
"Effect" : "Allow",
"Action" : [
"cloudwatch:DescribeAlarms",
"health:DescribeEvents"
1,
"Resource" : "*"
},
{
"Effect" : "Allow",
"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"
1,
"Resource" : "*"
}
]
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https://docs.aws.amazon.com/routing-control/latest/APIReference/Welcome.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
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https://docs.aws.amazon.com/recovery-cluster/latest/api/tags-resourcearn.html
https://aws.amazon.com/application-recovery-controller/pricing/
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1. 2E{AE M4
a. 2HAEHE YHELICH network-type ME AL 0|0 IPV4 EE= DUALSTACKY = 4 &LICH

7|EZ£S IPV4RIL|CE.

aws route53-recovery-control-config create-cluster --cluster-name test --network-type
DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

E{7t MM E|= S0 PENDING 4 Ef7t ElLIC} describe-
(o] o
aws route53-recovery-control-config --region us-west-2 \

describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

}
“HiZE" ZEf7I £|H ARCE AMISA7L 845 288 = U= HEZXQIE MEE ZEsl= E2BHAHE
MBMo= HMEt JALICH 1list-clustersE ££501 ZE EHAHE LIYEE £ JU&LIct
1c. EHAHE LHGEFLICH

aws route53-recovery-control-config --region us-west-2 list-clusters
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"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "DEPLOYED",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

1d. 2B{AEH9 HESIZ REE YOIO|EFLICE 82 IPV4 = DUALSTACKILICE.

aws routeb53-recovery-control-config update-cluster \

--cluster-arn arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234 \
--network-type DUALSTACK

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-
control::123456789123:cluster/12341234-1234-1234-1234-123412341234",
"Name": "test",

"Status": "PENDING",
"Owner": "123456789123",
"NetworkType": "DUALSTACK"

2. Mjo{E 4

£ I{'d2 ARC £t & HMo{E T d35t7| flgt =2l IS LCh 2HAEHE 4E8H ARCIL
DefaultControlPanelE SES AMEBKE I8t ZHEE A2 XSS E MSELICH Ol ZHEE 1
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aws route53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf06070bdd
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"ControlPanels": [

{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",

"ClusterArn": "arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

—_

AR create-control-panel2 ££3504 ZHEE W2 &Y ohE =& YU&LCH

r

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \

--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh

"ControlPanel": {
"ControlPanelArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": false,
"Name": "NewControlPanel2",
"RoutingControlCount": O,
"Status": "PENDING"

}
}
ARC E|AAE S MM5tH MAME|= SOt PENDING A EN7} ElLIC} describe-control-
panel2 S &35t04 TId A& gfolsr 4+ Ql&L|Ct
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aws routeb3-recovery-control-config --region us-west-2 describe-control-panel \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb@123456bbbbbb0123456

"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

[

3. 2t Aof 4o

o
A E
MoiE e mf 2tRE Mo{E Z&e 2 4*E1°| Amazon EI_/.\_A OIE(AR )2
[ 0{E fet ZIEE W'd2e| ARNZ X|HE + Q&L|ct =8t A
I.

HEE 4 X|HEX| AoH RSO E MME|s ZHEE 'l DefaultControlPaneloi 2t &
Mo{7} F7HELICE.

create-routing-control2 £&35t04 2t & X0{E MM LICE.

3a. & XMo{E HELCH

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

CLI 2] AF2 oA 125



Amazon Application Recovery Controller(ARC) JHEER} 70| =

"Name": "NewRcl",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"Status": "PENDING"

}
}
2t RE Ko{E C}HE ARC ElAAS SUSH MM IHS 2oz MY 5dg S&5tof ™ Mg £
Mg+ A&

3b. 2t & ANo{E MHEELICE

aws routeb53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

tod ZEE midof 2t Mo{E LtEe & QJ&LICH ZHEE

[e][]

list-routing-controls& &
'd ARNO| E¢8fL|Ct

3c. 2t MOo{E LidELict

aws routeb53-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456

"RoutingControls": [
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{

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rcl",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"Status": "DEPLOYED"

1,
{

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "Rc2",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"Status": "DEPLOYED"

}
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aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz2123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/defl123defl23def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx78922z123yyy456xxx/routingcontrol/ghi4s56ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
1,
"Status": "PENDING",
"WaitPeriodMs": 5000

}
}
}
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® Note
Holg 7#=l2 45t 7| Mo DNS Zoll x| BlZ=EE & sHX| b= H0|E 2t & Ao &
DNS &off Zx| BIZEE FM5t= CHe 2t AMo{E Mdstor FLIct

TEE BFEE4H create-safety-rule gating-rule It2tO|E{QL E7H ARELICH

o{ &M 75 API B 4ol CHE XFMIEH LH& 2 Amazon Application Recovery Controller& 2t & |04
API &% StLHM Q| GatingRule & =g HZtAlL.

4b. HOIY A S dEFLICH

aws route53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl23defl23def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi456ghi”,
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zz7123yyy456xxx789222123yyy456xxx/routingcontrol,/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/safetyrule/ 444444444 L4LL",
"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl123defl23def"
1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"
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]I

"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"

iy
"Status": "PENDING",

"WaitPeriodMs": 5000
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Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444
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Amazon Application Recovery Controller(ARC)
2. Route 53 CLIE AI&3}04 Route 5301 A Zt 2t
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3. Route 53 CLIE AF23}104 Route 5304 & 7H2]
|C}.
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e} 2tols
5a 7—||- )%l()'” L—-HEI' EI"CI>'%>I X‘“O'I% SooH
aws route53-recovery-control-config --region us-west-2 create-routing-control \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

--routing-control-name RoutingControlCelll \

abcd-5678-abcd-5678abcdefgh
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \

abcd-5678-abcd-5678abcdefgh
Zf et & XMool CHet & Ef =2
Ej =

5b.

® Note

Amazon Route 53 CLIE AF235104 ARC
aws route53 create-health-check --caller-reference RoutingControlCelll \

--health-check-config \
Type=RECOVERY_CONTROL , RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567
"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-

cccc-dddd-ffffff22222",
"HealthCheck": {
XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"",
"CallerReference": "RoutingControlCelll",
131

IIIdII:
"HealthCheckConfig": {
"RECOVERY_CONTROL",

IlTypell g
"Inverted": false,
"Disabled": false,
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

},
"HealthCheckVersion": 1

aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL ,RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"Id": TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,
"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

o
"HealthCheckVersion": 1

5c. & Aof Zx| DNS MRS MAIstT 2t 2ol AEq 2olg eizdgt Lt

Route 53 CLIE AF&35t01 Route 5301 M &0 =X| DNS B ZEE HdgfLICt HZ=EE MM5E{H
change-resource-record-sets &304 CiEF Amazon Route 53AWS CLICommand & Z 9| X|&E &
LICt B2 =0{AM ZF Ao DNS 22 Route 530| o Ef Q12 [l e sl HealthCheckID 22t
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7|2 do|l B2

CLI Zd AFS of Al 132


https://docs.aws.amazon.com/cli/latest/reference/route53/change-resource-record-sets.html

Amazon Application Recovery Controller(ARC) JHEER} 70| =

"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": Q,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
}
1,
"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"
}
27 Mol 3P
{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": 0,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1)
"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"
}

OlM 7|2 Ao Ex A2 Fol Zx|5t24™ 4bErAH 2| CLI oIA|of| 2t RoutingControlCelll 4
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aws routeb53-recovery-cluster list-routing-controls --control-panel-arn \
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arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb@123456bbbbbb0123456 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

[

2. 2t & Mof &elst7|

2. 2t B Mof HEHE 7FXSLICH.

aws routeb3-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{"RoutingControlArn": "arn:aws:routeb53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
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"RoutingControlName": "RCOne"
"RoutingControlState": "On"
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O|EgfLIC}. update-routing-control-state B
LICH (20| d33stH 8E 0| H|of JU&Lct)
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aws routeb3-recovery-cluster update-routing-control-state \

--routing-control-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567 \
--routing-control-state On \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

&= & LICH update-routing-

{3
gt ol API 27 2 £ 2 0] 2t R T A|01E SAlol| Hollo|EE
s (RE0| d33stH SE0| Hlo] //&LICt)
A0 E(LZ UHIo|E)ELC

control-state

2b. 0] 2t & Mo & EHE
aws routeb53-recovery-cluster update-routing-control-states \
--update-routing-control-state-entries \
": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

'[{"RoutingControlArn":

: "Off"}, \
arn:aws:route53-recovery-

{"RoutingControlArn":

9 Ilonll}]l

abcdefgl234567"
"RoutingControlState"
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

hijklmnop987654321"
"RoutingControlState"

--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Primary

Failover: Primary

TTL: @

Resource Records:

Value: celll.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

Bx o =Xl |2 2t2 Ch31F Zrofof #Lch

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: @

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX
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aws route53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

= Jbx| oF RA KHFL)

aws route53-recovery-cluster --region us-west-2 update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/
routingcontrol/abcdefgl234567 \

--routing-control-state On \

--safety-rules-to-override "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888" \

"arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
qqqqqqq7777777"

--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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https://aws.amazon.com/application-recovery-controller/pricing/
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"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/smithj",
"accountId": "111122223333",
"userName": "smithj"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:417"

}
}
3,
"eventTime": "2021-06-30TQ4:45:46Z",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "CreateCluster",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
},
"responseElements": {
"Cluster": {
"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl23456",
"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl123456-aall-bb22-cc33-abcl23456",
"Name": "XYZCluster",
"Status": "PENDING"

},

"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,
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"eventCategory": "Management",
"recipientAccountId": "111122223333"
}
CH2 2 2t g AMofof CiEt UpdateRoutingControlState S E04F £ CloudTrail 21

o Al LIt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
.
"webIdFederationData": {},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

1,

"eventTime": "2021-06-30TQ4:45:4627",

"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {

"RoutingControlName": "XYZRoutingControl3",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

1,

"responseElements": {

sSt=2
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"RoutingControl": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"Name": "XYZRoutingControl3",

"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

}
I
"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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"Action": "route53-recovery-control-config:Describe*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState”,
"route53-recovery-cluster:UpdateRoutingControlState"”,
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-control-config:CreateCluster”,
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl",
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster”,
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl”,
"route53-recovery-control-

config:ListAssociatedRoute53HealthChecks",

"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingContxrols",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:UpdateControlPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule"

]I

"Resource": "*"

}I
{
"Effect": "Allow",

"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck"”,
"route53:ChangeTagsForResource"

1,
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"Resource": "*"

AEX7F ARC API 2t 2 AFE5H04 ARC 2t Mo 24 E HE|E & U S otcdH, ote dEE
CHEZ AFSREIH =Sl oF t= API 2ol sliEste HAg gLt

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-control-config:CreateCluster",
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster”,
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl"”,
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeClustex",
"route53-recovery-control-config:DescribeControlPanel”,
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl”,
"route53-recovery-control-config:GetResourcePolicy",
"route53-recovery-control-
config:ListAssociatedRoute53HealthChecks",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:ListTagsForResource",
"route53-recovery-control-config:UpdateContxrolPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
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"route53-recovery-control-config:UpdateSafetyRule",
"route53-recovery-control-config:TagResource",
"route53-recovery-control-config:UntagResource"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"

]I

"Resource": "*"

}I
{
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"Effect": "Allow",

"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingContxolState"

1,
"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"
}
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryControlConfigFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryControlConfigReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryClusterFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonRoute53RecoveryClusterReadOnlyAccess.html
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Amazon Application Recovery Controller(ARC) JHEER} 70| =

TH g
2e|AED HEE Id £ 50
100

ZHEE mgol 22 E Mol 4

) 300
S2{AED & 228 Mo| £(2E HEE I
=)
HEE TgL oM Al & 20

UpdateRoutingControlStates 21 S &£ 2t 10
= Ao £

(@ Note
Amazon Application Recovery Controller(ARC)2| £H| &2l 7|5 & [ 0|4 Al T H S
JHE|R| f&LICH 7|1&E T2 HYXO 2 MH|AE A& 0|8F = J&sUct RtAE LIS
Amazon Application Recovery Controller(ARC) &H| £l 7} 8 M #HZAS & X 5HAMI 2.

Amazon Application Recovery Controller(ARC)2| &H £ &dll ol EZ|7 oMt 2[AATL SF &
HI7t E[RA=X| o{=0i CHEt CIAIOIEE UE = UEL RCOIM AWSOHE 2|7o|ME R-Z st
ZH| &olg MdstHuM AWSE|AA ST E, 8F 2 l:IIEOJEL 2t M ZH2 of Z2(A o|Mof

J
> ro

— =2 O
CHet 2 & XI&Mez ZLIEEELICH 23 CFS oiZ2l7iolde| SHEcz Folf ZX[sto] OftH
EolM S7otes 7|0l 2 O|xl= HE Aol g YIS A5 MEE +~ U&LICH &4 &
212 OHE 2T of Z2|7|0|ME ol ZX| EcHEE Mg = JUESE Y A 7 HE JE=Z XIEHe

2 R+ AT EFste ol ==0| gl

172

B
o
Jok
ro


https://docs.aws.amazon.com/routing-control/latest/APIReference/API_UpdateRoutingControlStates.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
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1a. us-east-1 Al MAMErL|C}.

route53-recovery-readiness --region us-west-2 create-cell \

aws
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}

}

1b. us-east-1 Al MMErL|C}.

route53-recovery-readiness --region us-west-2 create-cell \

--cell-name west-cell

aws

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
}
1c. O|AM| 5 Alo| MZA&LICH list-cells APIE &350 O|E0| EXSt=X| &Qlg = JU&LIct
aws route53-recovery-readiness --region us-west-2 list-cells
{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
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"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {3}

"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",

"CellName": "west-cell"

"Cells": [1,

"ParentReadinessScopes": [],

"Tags": {3}

S5 152 ARCL| 57 ZH|E @let 2|49l 2laaLch S5 2&2 ofEZEIAH 0| MM E LEH
LICH o] EtAoMHE A OHEEI91IOI 1g DHEZ 'ﬁE S7 152 HECS SMEE F el e
ZF7hect.
2a. 57 152 Lt
aws route53-recovery-readiness --region us-west-2 create-recovery-group \
--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
{
"Cells": [1,
"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",
"RecoveryGroupName": "simple-service-recovery-group",
"Tags": {3}

aws routeb53-recovery-readiness --region us-west-2 list-recovery-groups
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{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {3}

}
]
}

O|X| of & EI?IOI*._ DES ERoL ZLIEZEE ElAaAE FIhsl EZ&LICH ARCOIME ZLIEHZE
stgde 24 E2 2lAA MEZtD UL BlAA MEMeE 25 22 /89 EBlAATF ZEE[0]
2 A

E =E T _Ic_>|_°
U&LICE. EI_/.\_A NEQS| B|IAAE MZ H|m5lod Mol Aol =x| £H| AEJE =

RS 4 Qi Lt
3. B|AA MHE MA

Simple-Service O Z 2|71|0| 0| gk ZFEFSE T DynamoDB Ei| 0|22 AFEStCt o 74HY 6l EZ&LICt
us-east-10{ DynamoDB E|0|='0| 410 us-west-201 &£ CHE E|O|Z2 0| /U &LICH El&aA MEOo= 2
2lAATF ZEE ME AEEE EH| HRlE ZE o] J}&LICH

3a. Simple-Service OHZ 2|7 0| M| E[AAE HIAFFI = EloA MEE AHFLICH

aws routeb53-recovery-readiness --region us-west-2 create-resource-set \
--resource-set-name ImportantInformationTables \
--resource-set-type AWS::DynamoDB::Table \

--resources
ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/

west-cell"
ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/

east-cell"

"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/

sample-resource-set",
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"ResourceSetName": "ImportantInformationTables

"Resources": [

{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
},
{
"ReadinessScopes": [
'arn:aws:route53-recovery-readiness::111122223333:cell/east-cell”
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"
}
1,
"Tags": {}

[a

O] Z& &[0 U=X| &L

list-resource-sets APIE &
2|4

=

AL
RI&LICH o47|oll= AWSH Hoi CHst 2 E
FLHE g o &~ Ql&LICt.

£735l04 2|lAA MEOo| F0
2IAA MEZFLLE=EILICEH 047 {0l BtE 2

aws routeb3-recovery-readiness --region us-west-2 list-resource-sets

{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.
{
194
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"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-

cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl"
}
1,
"Tags": {}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.
{

"ReadinessScopes": [
"arn:aws:route53-recovery-
readiness: :&ExampleAWSAccountNol; :cell/east-cell"

1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEastl1l"
}
1,
"Tags": {}
}
]
}
O|X| ARCH|A Simple-Service OfZZ|7{|0|M2 ZRZSH7| I8 4,
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4. =H| gl 4y

ZH| gole #olof HAT ElAA MEQ| Z 2lAA0 FE MEES ME3ILICH REI2 2 ElAA &
&2 CHELICH &, AWS: :DynamoDB: : Table, AWS: :EC2: :Instance SO0 CH8t C}8H 7 20|
U&LICH A2 7, (A 7ts8tD sliE st AR), MEHAIS 7ts6tn siEste E2), 2t
B 7Y 8 BlAAo| CtYE RIS =HRlFLc

(® Note
ZH| Zelo M ElaA0 MBEE FEIE E7| laH 5EHA0IM B CH= get-
readiness-check-resource-status APIE AL8& £ RI&LICH ARCS| Z& &H| 73
SE52 Eod{M list-rulesE AF&35H7{LE ARC E£H| 72| M MME XM R. ARCOlE
Zt AL Yo Cial A™stE S A MET ISH, HMEME MEX XIHE == oi&
L{ct.

4a. E|AA MIE ImportantinformationTablesOf| CH8H &H| &0l MAMEFLICtH

aws routeb53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name
ImportantInformationTables

{

"ReadinessCheckArn": "arn:aws:route53-recovery-readiness::111122223333:readiness-
check/ImportantInformationTableCheck",

"ReadinessCheckName": "ImportantInformationTableCheck",

"ResourceSet": "ImportantInformationTables",

"Tags": {3}
}

4b. (t";” AtE) £ i—ﬂ °._|0| MB3HMoZ MMEIREX| &l5tE{™ 1ist-readiness-checks APIE
St |A H
=] P

AlSH
= O

_|_

aws routeb3-recovery-readiness --region us-west-2 list-readiness-checks

"ReadinessChecks": [

{
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"ReadinessCheckArn": "arn:aws:route53-recovery-

readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",

"TagS": {}

ofEE7loldE REZ st #EH| &Helg Rl oM E[AAE RLIEHZE #H|7t EI{A&LICH
£=H| &l +ZE (B4 OF), ME Elad oF, 4 2E(I8 SP EE 2T ZE 2l4ad), E7 1
& T & (A oE 2|7 0]M) 2| 47k K| =FE 0ol M oHEE|FH 0| e| ZHIE ZEHZE + U&LICH Ol
Zt fgel £H| HEHE 71X TZHO| ottof Lot AU&LICH.

aws route53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

"Readiness": "READY",
"Resources": [

{
"LastCheckedTimestamp": "2021-01-07T00:53:392",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
i

{
"LastCheckedTimestamp": "2021-01-07T00:53:392",

"Readiness": "READY",
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"

]
}
5b. QI 2t 20| MENE Zatstod | HOlofM EHY ElAA0| XHM S EH| AEHE Selg 4
ol&Lct
AAEH

aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-resource-status \
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--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsWest2"

{"Readiness": "READY",

"Rules":

{

[

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoTableStatus"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoCapacity"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",

"RuleId": "DynamoGSIsPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsConfig"

"LastCheckedTimestamp": "2021-01-07T00:

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsStatus"

55:

55:

55:

55:

55:

55:

412",

412",

412",

412",

412",

412",
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5c. Alo| et

aws routeb3-recovery-readiness --region us-west-2 get-cell-readiness-summary \

"LastCheckedTimestamp": "2021-01-07T0Q:55:41Z2",

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",

"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoReplicationLatency"

"LastCheckedTimestamp": "2021-01-07T0Q:55:41Z"
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoAutoScalingConfiguration"

"LastCheckedTimestamp": "2021-01-07T0Q:55:41Z"
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoLimits"

--cell-name west-cell

"Readiness": "READY",
"ReadinessChecks": [

{
{
}
)
}
5d. OFx|ato

"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"

2 27 38 $Z0lM ofE2iFoIMel 214 2| FHIE
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aws routeb3-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}
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status --readiness-check-name ReadinessCheckName

Amazon Application Recovery Controller(ARC)
2. TH| #elg MEfghLct
3. ZHl Holx|el 57 a80M Z 57 25 (OEE7o|M)e| S O & £H| SEfE HIFLIC
EY M =Y 2laA0| FHIE 2 £+ &L
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aws route53-recovery-readiness --region us-west-2 get-readiness-check-
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7t #=u| F2lo| 4EiE
3 2|AA ARNEZ X|IHE LI oflA:
aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"
o #|
B A, & BIM EE 78 Yool Aeiuct
aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName
of Z2[7i0|4d EH]
=T & s=ZolMe| T o E2|7H| ol AEfLCt
aws routeb53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName
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ARCE 042 AWSE|T Q| A= Z QI
HolM 012 ME (=) 2IF(F, oetd|E X|HE--region us-west-2)2 X|&5HofF &L

|m

£ X|gete 2 2'Y MH|20[X|B CHREE 2| ARC CLI &

=

Ch.

CHS AWS CLIEZ 20| of|A|ofl CHer m &t 7| M8 F£od

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
create-cross-account-authorization --cross-account-authorization

arn:aws:iam: :999999999999:root
O| HEH2 AFESHX| &t =& MHEsle{H Ch&2 sd gLt

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
delete-cross-account-authorization --cross-account-authorization

arn:aws:iam: :999999999999: root

st-cross-account-

o O o o | l
authorizations HWHE AFSELICE Ol CIE WEO R = &0l8 £ Qi&LICH &, HHE T2 21}
S SIAAE FHStD BLIERE £ e AE2A HX HEto| Bo{El R E AMHE LIYESE ol AFE

& = Q= API Zd2 gi& Lt
aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"
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Amazon API| Gateway 7T 1EHA|

« ApiGwV1ApiKeyCount: ZE API Gateway EHAHIE ZHAI5t0{ SUEH 9| API 7|7} HAZAE|of /U E
x| golghct,

« ApiGwV1ApiKeySource: 2 E API Gateway EHHE ZAAF5H04 API Key Source Z(0| S 3HX|
gelghuct.

« ApiGwV1BasePath: 2 & AP| Gateway EtAHE ZALSt0{ S8t 7|et BEof| ZAE|o] U=X| &
IgrLct.

« ApiGwV1BinaryMediaTypes: 2 £ API Gateway &HHE ZAIstod S8t Hio|L42| O/C|o f8
2 X|Hst=X| gelgLct

« ApiGwV1CacheClusterEnabled: 2 E API Gateway EtH|IE ZAF5I04 Cache Cluster7t 25
S E([7LE SR K| it K] #lg LIt

- ApiGwV1CacheClusterSize: = E API Gateway A& Z4AF5H04 Cache Cluster Size7t &
Ut x| & IELICt stLtel 7ol f 3™ LIHX| 22 NOT READYE E A|ELIC.

« ApiGwV1CacheClusterStatus: 2 E AP| Gateway £t A& ZHAIS5H04 Cache Cluster7t
AVAILABLE &EHQIX| =FQlgfL|Ct.

- ApiGwV1DisableExecuteApiEndpoint: 2 & AP| Gateway EtAIE ZAF5H0{ Execute API
Endpoint7t 25 H|E MSE(AHLE HIE G| K| A k=X] B IFLICEH

« ApiGwV1DomainName: =& API Gateway EHH|E& ZA5t01 S8 Uet THIQ! O|F o HAZE[0] Q!
=X| & lgLct.

« ApiGwV1EndpointConfiguration: 2= AP| Gateway Bt £ ZAISt0{ SUsH A= ZQIE T 49|
S Helol Ao Ue=X| ElgLct.

ro
o
o

« ApiGwV1EndpointDomainNameStatus: 2 & AP| Gateway A& ZAA5H0 12 E =0
O| AVAILABLE & E{QIX| £ QlgfL|Ct.

ApiGwV1MethodSettings: &= & API Gateway A& ZA5t04 Method Settings g(0| S Y&t
x| =elgtct.
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ApiGwV1MutualTIsAuthentication: ZE API Gateway EHAHIE ZHAF5H0{ Mutual TLS
Authentication #}0| S 8tXx| = QI L|C}.

ApiGwV1Policy: ZE API Gateway EHHIE ZHASI0d 25 APl & HME AFE5HHLE AL K|
ot =X| =elghct.

ApiGwV1RegionalDomainName: 2 & API Gateway EtHE ZAAISt0{ S st 2| THQ! O]
50l AZE[of U=X| &QIFLICt &2 o] 732 FH| dEfoll= F& S O|X[X| L&LICt
ApiGwV1ResourceMethodConfigs: 2 £ API Gateway EHH|E ZHA5tod #2841 142 Z 8H5H0q 2|
LA HE FEIL FAFEK| EZQIELICH

ApiGwV1SecurityPolicy: 2= API Gateway THHIE ZALSH0] Security Policy #40| S YUEHK|
2olghLict.

ApiGwV1Quotas: 2 & API Gateway 1 &2 ZA+5t04 Service QuotasOll A & E2[st= (A
thE Est=x| & lgfLct

ApiGwV1UsagePlans: 2 & API Gateway EtAHE ZAI5t0{ S8t #442| Usage Plansoi @34
Elof Je=X| &lgLct.

Amazon AP| Gateway H7 2EH7A|

ApiGwV2ApiKeySelectionExpression: 2 & AP| Gateway EtAHIE ZHALSH0{ API Key
Selection Expression Zf0| S 8HX| &QlgtLC}.
ApiGwV2ApiMappingSelectionExpression: 2 & API Gateway =& ZA5t04 API Mapping
Selection Expression Z}0| S &tX| &QIELICt

ApiGwV2CorsConfiguration: 2= API Gateway ZHH|E ZAISH04 CORS #&1 40| S UEHK|
EelgfLct.

ApiGwV2DomainName: 2 £ API Gateway EHHE ZAFS0{ S st
=X| =elgfct.

ApiGwV2DomainNameStatus: 2. API Gateway EHAHE ZAF5H04 Q! 0| 0] AVAILABLE
A EfRIX| ErelghL|Ct.

ApiGwV2EndpointType: 2 & API Gateway TH7H|E Z2AI5t04 Endpoint Type 40| S 8HX| =
lgfLCt.

ApiGwV2Quotas: 2 & API Gateway 1 &S AA+5t04 Service Quotasoi| A & E[st= & (A
g2 Est=x| golguo

of

THel o|l§of dZAZo] U

ApiGwV2MutualTlsAuthentication: 2 & AP| Gateway EtAIE ZAFSH0{ Mutual TLS
Authentication 2t0| S Y8tX| & QIFHLIC.

ApiGwV2ProtocolType: 2 & API Gateway tHH|E ZA5t04 Protocol Type 40| S YUEHX| &
lgrLct.
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ApiGwV2RouteConfigs: 2 E API Gateway HHHIE ZAIst0] SUSt 7 HO| B2 HSE X7 &
Ut x| #lghLct.

ApiGwV2RouteSelectionExpression: =& API Gateway =& ZAF5t0{ Route Selection
Expression g(0| S Y&tX| &elgrL|Ct

ApiGwV2RouteSettings: =& API Gateway TH7H|E ZA5t04 Default Route Settings ZtO|
SYerX| Zelghct.

ApiGwV2SecurityPolicy: 2= API Gateway THHIE ZAFSH04 Security Policy 40| S YUEHK|
Eolghuct.

ApiGwV2StageVariables: & & API Gateway A& ZAI5t0{ 2 E Stage Variables7t CHE
EHA|t SEtR| ElgrLct,

ApiGwV2ThrottlingBurstLimit: 2= API Gateway THHE ZAHS04 Throttling Burst Limit
Zto| SUeHR| EelgrL|ct,

ApiGwV2ThrottlingRateLimit: =& API Gateway Tt7H& ZAAFSt0] Throttling Rate Limit
2to| Sehx| & lgfLct.

Amazon Aurora 2 {AE]

RdsClusterStatus: Zf Aurora 22{AE{E AALsH0 /BN 7 AVAILABLE B = BACKING-UP2IX]
2 QlghLct.

RdsEngineMode: 2 & Aurora 22{AE{E ZALSt0{ Engine Mode 2t0| S &tX| & IEtLCH
RdsEngineVersion: 2= Aurora 22{AE{E ZAS0{ Major Version 20| S YeHX| EHQlF
L|CF.

RdsGlobalReplicaLag: Zf Aurora 22AEE AAF5H0{ Global Replica Lag CHZ| AlZHO| 30
Z O|EFRIX| = lgkLCt.

RdsNormalizedCapacity: 2= Aurora 2Z{AEHE ZASH0 HrdlEl 80| 2|4AA ME Z|CHZL
9| 15% O|LHQIX| = elgfL|Ct.

RdsinstanceType: 2 & Aurora 22{AEE A0 QIAEA R%FE0| SUSHX| =QlgLICt

RdsQuotas: 2 & Aurora 22AEE AAFSH04 Service Quotastil M & 2|5t EEZF(MEHS &
=5te=X| Zelghct.

Auto Scaling 1 &

AsgMinSizeAndMaxSize: 2& 2LE AL E HAIsto] 2[4 L %|c & 37|17t SLeHX| &

RIghLCt.

AsgAZCount: ZE QE AFLZ S AAISH0{ 78 ¥ 7}
E:

= o
AsglnstanceTypes: 2ZE QE A7 U HAFS5l04 QI
1: 0| &2 ZEd| o= Q&2 0IX[X| ef&Lich
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« AsglnstanceSizes: 2& 2LE AAUZE HAISt0{ QIARA 3 7|7t SLEHX| & QlgrL|Ct.
AN

« AsgNormalizedCapacity: ZE& QLE
15% O|LHQIX| & lgL|Ct.

 AsgQuotas: ZE LE AZ|LZE AALSH04 Service Quotas0i| A 2|
st=X| = elghLct.

Q'I_l
rir
o
=
o
iy
R

CloudWatch B&

» CloudWatchAlarmState: CloudWatch ZE& ZHA5t0{ ZF ZE7F ALARM £
INSUFFICIENT_DATA AFE{7} o}l x| & QlEhL|Ct.
T Ho|ESO|
« CustomerGatewaylpAddress: 2 112 7|0|EQ|0|E AALSI0q IP F A7t SLUBHK| & QIFLICH
« CustomerGatewayState: 1124 HO|E{|0|E ZHAI504 Zf HO|ES| 0|7t AVAILABLE &fE{oi
=X| #IghLct.
« CustomerGatewayVPNType: Z & 11728 7|0|EQ|0|E ZHALSt0{ VPN 80| SUFHX| =QlgfL
C}.
DNS target resources

« DnsTargetResourceHostedZoneConfigurationRule: 2= DNS CH& 2|AAE Z4AFSH0{ Amazon
Route 53 EA R ¥ D7} SYEHR| & ZF S AR Q330| H|S 747t ot x| = lghLct &1 o
=2 ZH| defoll= &S O|x|X| et&LICH.

- DnsTargetResourceRecordSetConfigurationRule: 2= DNS CHAF 2| AAE ZHALSto] E2|AA B

= 74 Al TTL(Time to Live)0| S5t TTLO| 300 O|5+QIX| & QI&HL|C}

- DnsTargetResourceRoutingRule: & 2|AA BHZE MEQ HAZAE ZF DNS CHe 2|AAE 4
Arstod CHY 2lA A0 2 E DNS O|E 2 EBNEE EtRESHEX| #QlgLICH & 1: o] 7%
2 ZH| Zefoll= Y& 0IXIX| &Lct.

« DnsTargetResourceHealthCheckRule: 2= DNS CH4 ZE|AAE ZAAISto{ HMst B2
Rlo| ElaA BlZE MES HAZAL|D CHE FRole AKX et=X| &elghLct &x:

2 &H| ¥Eljoll= I&2 O|XIX| et&LICtH
Amazon DynamoDB Ef|0|&

- DynamoConfiguration: 2 & DynamoDB E|O|&2 AAI5t04 7|, M, MH & 55 U AEE
T Aol SYUEHX| &elgtLct.

- DynamoCapacity: 2= DynamoDB E|0|2& ZdAstod Z2H|X{LE 217| 2Fat m7| 20|
ElAA ME Z|CH 832 20% O|LHQIX| & QIgtL|Ct.
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DynamoPeakRcuWcu: ZI DynamoDB E|0|E& ZAl5t04 Z2H|MJEl TS E&st7| 2/6H
I|3 E2fZlo| CtE E|o|E3t RAISHX| &HQlgtL|Ct

DynamoGsiPeakRcuWcu: Zt DynamoDB H|O|E & ZAtsto] Z2H|X{JE 8F 2 2857
o =[CH e17| 2 7| F 0| CHE HIO|E1 RAEHR| = elgfLct.

DynamoGsiConfig: 2 24 2 X 2IHA 7} Ql= 2 E DynamoDB Ef|0|E& ZAAISI0{ E|O|E0| &
Ut QA F| AF(OF Y Z2MME AFE5t=X| FQIFLICH

DynamoGsiStatus: 22 E & QIHA T} Q= &2 & DynamoDB El|0|E22 ZAALSI0{ 2EH EX
QIHA 7 ACTIVE M EHQIX| & IEFLIC.

DynamoGsiCapacity: 2 24 EZ& QIHA 7} Q= 2 & DynamoDB E|O|E & ZAtsto{ Z2H|X
'JE GSI 87| 8F 0 GSI 47| 80| 2|laA ME 2| & 2| 20% O[LHRIX| = QlgfL|Ct.
DynamoReplicationLatency: 22 E| 0|2 Q! 2 & DynamoDB E|0|E &2 ZAF5I04 SX| X[ A

Zto| S YEtR| = elgtLct.
DynamoAutoScalingConfiguration: Auto ScalingO| & 43%tE 2 & DynamoDB Ei|0|£&2 ZAALSt
04 %|4, x[CH, CHAF @17 & A7 0| SYUeHK| &elgL|ch

DynamoQuotas: 2 & DynamoDB E|O|2 & ZAl5t0q{ Service Quotas0i| A £ 2

g2 &ot= Xl gL/

e shekakx|

ol

Elastic Load Balancing(Classic Load Balancer)

ElbV1CheckAzCount: Zt Classic Load Balancerg ZAtst0{ 5tLtQ| 7+& Qa0 ot 12|04 QU
=X =IFLICH &1 o] 732 & dEljoll= &2 O|XIX| et&LICt

ElbV1Anylnstances: 2 & Classic Load BalancerE 73 A+504 5Lt 0|4 2| EC2 QIAEIATL Rl
x| =elgtct.

ElbV1AnylnstancesHealthy: 2 Classic Load BalancerE 7Z4AI5t04 5L} 0|4 9] HAMXOI EC2
QUIAEAAT} QI=X| & elgf Lot

ElbV1Scheme: 2 & Classic Load Balancerg& ZAAst04 2= WM XM A7t S LeH x| &elshL]
Ct.

ElbV1HealthCheckThreshold: 2& Classic Load BalancerE Z4At5to4 4 el &l QlA[gfo| S
8t X| =elgfLct.

ElbV1HealthCheckinterval: 2 & Classic Load Balancerg& ZA5t0{ 4 Ef &0l 7t74 Zfo| S st
x| &olgtct

ElbV1CrossZoneRoutingEnabled: 2 E Classic Load BalancerE ZAF5t04 ¥ 7+ 2 = WA
Zto| S Y8t X|(ENABLED EE &= DISABLED) & Q1tL|C}.

ElbV1AccessLogsEnabledAttribute: 2 £ Classic Load Balancer® ZAtsto{ HMA 23 70|
= QI3HX|(ENABLED 5= DISABLED) 2 QI8HLC}.
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ElbV1ConnectionDrainingEnabledAttribute: 2 & Classic Load Balancer& ZAt5t04 Connection
Draining Z}0| 5 & X|(ENABLED &= DISABLED) 2 QIgtLiC}.
ElbV1ConnectionDrainingTimeoutAttribute: 2 Classic Load BalancerE 74 A5t04 Connection
Draining M8t AlZt Zk0| S8t X|(ENABLED =& DISABLED) & QIgtL|Ct.
ElbV1ldleTimeoutAttribute: 2 & Classic Load Balancerg ZA5t0 & A&t AlZh Zto| S8t
X|(ENABLED = DISABLED) & QlgtL|c}.

ElbV1ProvisionedCapacityLcuCount: ZZH|X'=El LCUZ} 107l 0|4 Q! 2 & Classic Load
BalancerE A5t 2lAA MEO|IM ZE2H|X'FE LCUZ} 7HE £ LCU2| 20% O|LHQIX| &
IgrLct.

ElbV1ProvisionedCapacityStatus: Zf Classic Load Balancerl| T2 H|X'JE & & EHE AAFst
04 DISABLED 5= PENDING g(0| ot =l x| & QIghLct.

Amazon EBS 2 &

EbsVolumeEncryption: 2& EBS &2 AAI5t0{ &3 3} ZH(ENABLED == DISABLED)O| &

UetR| = elghLct.

EbsVolumeEncryptionDefault: 2= EBS &2 dAtsto] 7|2Xo = 33 ZL(ENABLED =
DISABLED)O| & Y8t x| & QIgtLICt.

EbsVolumelops: 2 & EBS E&2 AAIst0o] T UE2] 21 ME[Z(0PS)0| S UehX| & lg
L|Ct.

EbsVolumeKmsKeyld: 2 & EBS E &2 ZdA501 7|2 AWS KMS7| ID7} S Y8t X| & elgtLct.
EbsVolumeMultiAttach: 2 & EBS 2 &2 ZAAst0od CHE 4743 ZL(ENABLED =+ DISABLED)O|
S UsHX| &QlgrLC.

EbsVolumeQuotas: & & EBS &2 ZAA5t04 Service QuotasHA B8 & (AMEHE &
st=X| = elghct.

EbsVolumeSize: ZE EBS 2&& AAISto] 27| 7ks8t 2 7(7t S Letx| & lghLIch.

wn

EbsVolumeState: 2= EB

=B
EbsVolumeType: 2= EBS &

]]\l
Pl
Q'I_l
v
M [
O o
40 o
oo
o

AWS Lambdagf £

LambdaMemorySize: 2 & Lambda & & ZAAIsto] HIZ 2| 2 7|7t L8| & UIELICt stLt
olH=ZEI7t o™ L}HX| HZ 2= NOT READYZ EA|ELICEH

LambdaFunctionTimeout: 2 & Lambda &£ ZAA+st0d A8t AlZt Zfo| S LUEHX| = lgfLICt.
StLbol 2ol o 3™ LIHX| ZH2 NOT READYZ EA|ELICH

« LambdaFunctionRuntime: 2 & Lambda & +& ZHAI5t0{ 25 HEI0| S UEHX| = QlgL|Ct.
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LambdaFunctionReservedConcurrentExecutions: 2= Lambda & +& ZAl5t0{ 25
Reserved Concurrent Executions Z}0| S8tX| &QlgrL|Ct. stLtel 20| o 2 LIH K|
ZE2 NOT READYZE EA|E/L|CE

LambdaFunctionDeadLetterConfig: EE Lambda & & ZAI5t0{ 25 Dead Letter
Config7t Holk|of 7Lt HolE|o] UX| et 2 K| = lFfL|ct.

LambdaFunctionProvisionedConcurrencyConfig: 2= Lambda & & ZAI5l0{ Provisioned
Concurrency &t0| S YeHX| & QlgL|ct.

LambdaFunctionSecurityGroupCount: 2 & Lambda & +& ZAI5t0{ Security Groups ZfO|
SYeHX| #elghct.

LambdaFunctionSubnetldCount: 2 & Lambda & +& ZA}5+04 Subnet Ids 2t0| S Y8HX| &
lgrLct.

LambdaFunctionEventSourceMappingMatch: 2 & Lambda & +& ZJAt5lod MEdS D E
Event Source Mapping £40| &= 7hol| Yx[st=X| & QlELICt

LambdaFunctionLimitsRule: 2 & Lambda & +& ZA}5H04 Service QuotasoilA 2|5t &Y
ZH(RBHS =45t x| BOIBHLICH

Network Load Balancer 2! Application Load Balancer

ElbV2CheckAzCount: Zf Network Load BalancerE Z4At5t0d 5tLt2| 7t 3dof| Bt A4 E|o] Q!
=X| &OlgtLICt &1 o] 722 &=H| AEjoll= F& S O|XIX| &&LICH

ElbV2TargetGroupsCanServeTraffic: ZF Network Load Balancer 2! Application Load Balancer&
AArsto] 422l Amazon EC2 RQIAEIATL 5tLE O4 QU=X| = RIFLICt

ElbV2State: Zt Network Load Balancer 2! Application Load BalancerE Z4At&t04 ACTIVE AFEH
off =% &elghL|ct.

ElbV2IpAddressType: =& Network Load Balancer & Application Load Balancer& ZAA+5t04 IP
F4 R0 L] EIFLCt.

ElbV2Scheme: 2 & Network Load Balancer %! Application Load Balancerg ZA+5t04 &| 7|7}
S K| =elgh ot

ElbV2Type: 2 E Network Load Balancer & Application Load BalancerE Z4Atst0 &0 S
BtX| &olgfLct.

ElbV2S3LogsEnabled: =& Network Load Balancer & Application Load Balancer& ZAl5}04
Amazon S3 AH{ M| A 27 70| S UsHK|(ENABLED I = DISABLED) 2 QIgtL|C},

ElbV2DeletionProtection: 2= Network Load Balancer %! Application Load BalancerE Z4A}&+04
MM B3 7ol SLUEHX|(ENABLED E= DISABLED) = QI8 LCt.
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ElbV2ldleTimeoutSeconds: 2 & Network Load Balancer 2! Application Load BalancerE& ZAAl3st
0 RF M AlZh 2ol SYUEHX| EelgrLct

ElbV2HttpDroplnvalidHeaders: =& Network Load Balancer 2! Application Load Balancer& &4
Atstod HTTP =& &2 E sl 2fol S YeH x| & elgrLct

ElbV2Http2Enabled: 2 Network Load Balancer ! Application Load BalancerE 74 A} 5104
HTTP2 Zt0| S8t X|(ENABLED ZE= DISABLED) & Q18 L|Ct.

ElbV2CrossZoneEnabled: =& Network Load Balancer 2! Application Load Balancer& ZAtst
0 ¥ 7t 2= WHA Zf 0| SYEHXI(ENABLED K= DISABLED) & Q1gfL|Ct.

ElbV2ProvisionedCapacityLcuCount: ZZH|X'=E LCU7} 107l 0|42l 2= Network Load
Balancer & Application Load Balancer& &At5t04 E[&A MEOM Z2H|X{EE LCUTL 7HE
=2 LCUS| 20% O|LHQIX| = QlgtLCt.

ElbV2ProvisionedCapacityEnabled: 2 & Network Load Balancer 2! Application Load Balancer
o ZZH|IXM'JE EF HEE ZASI0{ DISABLED E= PENDING 20| Ot K| & QIghL|C}.

Amazon MSK E{AE

MskClusterClientSubnet: Zf MSK 2HAEE ZAFSH0{ 22t0|YE MEWI0| 27 EE= 37HEF
= X[ = lgLct.

MskClusterlnstanceType: 2 & MSK ZE{AEHE ZAI5t0{ Amazon EC2 RIARA 0| S

BtX| = QIEtLCt.

MskClusterSecurityGroups: 2 MSK 22{AEE ZAALSH0o 2ot 1 &0 SYUEHX| = elgLct

MskClusterStoragelnfo: 2 & MSK 2AEE HAISt0{ EBS AEE|X| 28 3717 3 LS K| &
QIErLICE stLtel 740l o 2™ LIHX| 2t2 NOT READYE EA|ELICEH

MskClusterACMCertificate: Z & MSK E2HAEE ZAALSI0{ 22+0|HE HEH H0{ 215 A ARN
S 50| SYEHx| & Qlgct.

MskClusterServerProperties: 2 & MSK 22{AE{E ZAF5104 Current Broker Software
Info g{0| S Y8HX| &QlgLct.

MskClusterKafkaVersion: 2 & MSK ZHAEE ZAL504 Kafka HHT10| S eHX| & elghL|ct.

MskClusterEncryptioninTransitinCluster: £ & MSK 22{AEE ZA5t0{ Encryption In
Transit In Cluster #t0| SYEtX| &FQlFtLICt

MskClusterEncryptioninClientBroker: 2 & MSK Z2{AEE AAFSH0{ Encryption In
Transit Client Broker Z}0| S§tx| &QlgtL|Ct

MskClusterEnhancedMonitoring: 2 & MSK ZHAEE ZALSt0{ Enhanced Monitoring 4f
Ol 3Yetx| & QlghL|ct.
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MskClusterOpenMonitoringIndmx: 2. & MSK E2AEE ZHAF5H04 Open Monitoring JMX
Exporter 70| SetX| & QlgrL|Ct.

MskClusterOpenMonitoringlnNode: 2 & MSK 22{AE{E ZAI5104 Open Monitoring Not
Exporter. g{0| S &HX| &QlgtLct.

MskClusterLoggingInS3: 2& MSK 22AEE HASH04 Is Logging in S3 240 S L8HX]|
EQlghLCt.

MskClusterLoggingInFirehose: 2= MSK 2AEE ZHAI5t04 Is Logging In Firehose
2t0| S UBHX| = elgtLct.

MskClusterLoggingInCloudWatch: 2 & MSK 22{AEE ZAFS04 Is Logging Available
In CloudWatch Logs Zt0| S| &QIghL|C}.

MskClusterNumberOfBrokerNodes: 2= MSK 2 AEE 7Z4A5t04d Number of Broker
Nodes Zt0| S Y&HR| = QlgrL|ct. stLbel 2ho| . 3™ LHHX| 2f2 NOT READYE EA|ELICEH

MskClusterState: Z+ MSK 2 2{AEE ZAFH0{ ACTIVE & EHQIX| & QI L|Ct.

MskClusterLimitsRule: 2 & Lambda & +& ZAl504 Service Quotasi| A 2 2|5t= & 2 ZF (A
sh2 Exst=X| =QlgLict

Amazon Route 53 AFEl &+l

R53HealthCheckType: ZF Route 53 &fE & Q2 ZAI5t04 CALCULATED RO0| ot X LY 2E
A7} S8t £3540I1x| &olstL|C},

R53HealthCheckDisabled: Zf Route 53 &FEH & Q12 Z4AI5104 DISABLED &HE{7} OF K| 2 QIFf
LIC}.

R53HealthCheckStatus: ZI Route 53 &'Eff 212 ZHA}F50{ SUCCESS & E{QIX| = QIEFL|Ct.
R53HealthCheckRequestinterval: 2 & Route 53 &' E{f 2012 ZAISH04 25 Request
Interval Zt0| S&HX| & QlgL|Ct.

R53HealthCheckFailureThreshold: & Route 53 A E Q12 ZAAI50d 25 Failure
Threshold. gt0| S &tX| = QlgL|Ct.

R53HealthCheckEnableSNI: 2 & Route 53 &' Efl 222 ZHAI50{ 25 Enable SNI. Zt0| &
USHX| &I L|C}H

R53HealthCheckSearchString: 2 & Route 53 & Elf QIS ZAtSt0{ 25 Search String. &t
O| S stX| &QlghL|Ct,

R53HealthCheckRegions: 2= Route 53 & El #QlZ ZAIsto{ 25+ AWS 2|T S 50| s et
x| =olgt|ct.

R53HealthCheckMeasureLatency: 2 & Route 53 &'Elf Q12 ZHAI504 25 Measure
Latency 2t0| S| & IEL|Ct.
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R53HealthCheckinsufficientDataHealthStatus: & = Route 53 AE Q12 Z4Alst0d 25
Insufficient Data Health Status Zt0| SgHx| &QlghL|Ct.
R53HealthCheckinverted: 2 & Route 53 &El 2212 AAI5t0{ 25 BFHE[RATHLE BFHE[X| oF
A=K &IELICEH

R53HealthCheckResourcePath: 2 Route 53 & Ell = Ql& ZHAI5t04 25 Resource Path 4
o| s Ystx| &#olghL|ct.

R53HealthCheckCloudWatchAlarm: &= Route 53 AHE{ #9012 Z4A}5t04 224 CloudWatch 2
Ho| MY 3l Mo| sUEHK| =elshL|ct.

Amazon SNS 15

SnsSubscriptionProtocol: Z& SNS #+52 ZAlstod T2 EZ0| SYUEHX| =2l
SnsSubscriptionSgsLambdaEndpoint: Lambda B &= SQS = x 2l
AALsto AIEXZQIETF ME CHEX| 2 RIF L Ct
SnsSubscriptionNonAwsEndpoint: O|H &t ZH 0| HIAWSAH|A AIEXZQIE R¥O| /Y= BE
SNS =2 ZAlstof TS0l A= ZolE 7 SYBHR| Bl
SnsSubscriptionPendingConfirmation: 25 SNS 715 & ZAAI5t0{ ‘&0l ERF &' 7t0| S K|
= elgfLct.

SnsSubscriptionDeliveryPolicy: HTTP/SE At&35t= £ E SNS 7152 AASH0'f & ©& 7|78
2t0| SUBHx| = elgtLct,

SnsSubscriptionRawMessageDelivery: HTTP/SE AI&5t= 2 & SNS 7+ 52 ZAFSH0{ "HA| O
ARl & gto| S LEHX| &elgfuct.

SnsSubscriptionFilter: 2& SNS T+ 52 ZAtsto{ 'EE G2 g0 S Uetx| =elghL(ct.
SnsSubscriptionRedrivePolicy: 2& SNS 7152 ZHA5t04 '2E H&' 710 S L8HA| = IFL|
Ct.

SnsSubscriptionEndpointEnabled: £ & SNS 7152 ZAASt0{ 'A=EXQIE 3} 70| S et
K| =elghLct.

SnsSubscriptionLambdaEndpointValid: Lambda AIEXZQIEJ} Q= 2 E SNS 52 ZHA5H0d
Lambda YIEZQIET} & 8HX| = QI LICY.

SnsSubscriptionSgsEndpointValidRule: SQS HEXQIETJ} Q= ZE SNS 52 ZA5t0d
SQS =X QIEJ R = EHK| &QlIFLCE.

SnsSubscriptionQuotas: 2 & SNS 52 ZAl5104 Service QuotasOlA #2[5t= & 2 (A8

g Z4stex| golstc

[m
N
o
o

Amazon SNS &

SnsTopicDisplayName: 2= SNS £ E ZAt5t04 Display Name 2(0| S etX| &QlgrL|ct.
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SnsTopicDeliveryPolicy: HTTPS 7t 5 A7t Q= & SNS FXI|E ZAFSH04
EffectiveDeliveryPolicy7} S8tX| &QlgtL|C}.

SnsTopicSubscription: Z & SNS FAE ZAAtst0d Zt T2 EZO| AEA 7 8Y
L|Ct.

FO|

—

2

N

ik
el

SnsTopicAwsKmsKey: ZE SNS FA|E ZAL5t04 ZE FAof 3tLE2] AWS KMS 7|7} =7
Lt StLEE Qi K| &gt

SnsTopicQuotas: 2 E SNS F=X|E Z4AI5H0d Service QuotasHlA #EI5tE SEZ(MEHhe &+
st=X| Zelgct,

Amazon SQS CH7 |

SgsQueueType: 2 & SQS CH7 €S HAFSH0] 25 Type (0| S LeHX| EelgL(ct.
SgsQueueDelaySeconds: 2 & SQS CH7|Q¥E HAISt0{ 25 Delay Seconds 2t0| S YEtHX|
EQIghLIct.

SqsQueueMaximumMessageSize: ZE SQS CH7|¥ 2 ZHAISH0{ 25 Maximum Message
Size gt0| SYEHX| & lgL|Ct,

SgsQueueMessageRetentionPeriod: Z & SQS CH7|¥ & ZHAISt0{ 25 Message Retention
Period 2t0| & 8HX| & QIgLCt.

SgsQueueReceiveMessageWaitTimeSeconds: ZE SQS CH7|Q¥E AALSH0{ 5 Receive
Message Wait Time Seconds Zt0| S &tX| & QIgrL|Ct.
SgsQueueRedrivePolicyMaxReceiveCount: 2= SQS CH7|¥E ZHAISt0{ 25 Redrive
Policy Max Receive Count Zt0| S &tX| & QlIgtL|Ct.

SqgsQueueVisibilityTimeout: 2& SQS CH7 QP2 HASH0d 2F Visibility Timeout g(0| &
et x| = olgLct.

SqgsQueueContentBasedDeduplication: 2= SQS CH7|¥E HAISH04 25 Content-Based
Deduplication 2t0| S etX| & QlgrL|Ct.

SqgsQueueQuotas: 2 & SQS CH7|¥ 2 ZHAHSH0{ Service Quotasoi| A #E|5te &2 (XMEhHS

Eote x| FHelgLo

Amazon VPC

VpcCidrBlock: 2 & VPCE ZAAIS0{ 25 CIDR €5 WIEQ3 37| %t0| SLUSEHX| &I},
=

O
X
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VpcCidrBlocksSameProtocolVersion: S8t C
EZZTEEZ HH #HE 0| Zto| SLetx| & lgL|ct

VpcCidrBlocksStatelnAssociationSets: ZE VPC2| ZE CIDR E5 212 MEE HAISlo{ 2 E
CIDR £ 0| ASSOCIATED & ENQIX| &I LCt.
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Vpclpv6CidrBlocksStatelnAssociationSets: 2 & VPCO| 2 E CIDR €5 91 MEE ZAl5}04

D E CIDR 252| &4 7t SUerX| FlgfLCh.
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VpcCidrBlocksInAssociationSets: 2 & VPC2| 2 & CIDR €8 4 M E
7t 8 YEHK| =elgict.

Vpclpv6CidrBlocksInAssociationSets: 2= VPC2| 2 E IPv6 CIDR £8 72 MEE ZA}5104
37|17t S LK =elgrct.

VpcState: Zt VPCE Z4AF5H04 AVAILABLE A ENQIX| & QlEtLCt,

VpclnstanceTenancy: & & VPCE ZAISt0{ 25 Instance Tenancy Zt0| S 8HX| & QI
Ct.

VpclsDefault: 25 VPCE ZAF5104 Is Default. 20| S 8HX| & QIgtL|CH.
VpcSubnetState: Zf VPC MEUE ZALISI0{ AVAILABLE & EHRIX| 2 QI L|Ct.

VpcSubnetAvailablelpAddressCount: ZF VPC MEHIE ZHALSt0{ A& 7tS8HIP T4 71 082
Ct 2| 2elghct.

EX| &elgfct

Site-to-Site VPN1Z

VpnConnectionsRouteCount: 2& VPN 24Z2E ZAI5t04 27t 5tLt 0|4 T B2 =& S
8HX| =elgfLct.

VpnConnectionsEnableAcceleration: 2 & VPC 2122 ZAt5t04 Enable Accelerations &t
O| S YeHX| & elgfict.

VpnConnectionsStaticRoutesOnly: 2& VPC ¢1Z2& ZAtst0{ Static Routes Only. g(O|
S YEHR| =FRlFrLIc

VpnConnectionsCategory: 2= VPC @12 ZAASt04 VPN HFE 7t = X[ & elghL|Ct.
F

VpnConnectionsCustomerConfiguration: 2& VPC 2128 ZAA}5t0{ Customer Gateway
Configuration 2t0| S Y8tX| = QIFtLIC.

VpnConnectionsCustomerGatewayld: ZF VPN 1222 ZAt5t0o{ 124 HO|EL0|7t A& E|0] U
=X| Zelguct.

VpnConnectionsRoutesState: ZE VPN 2142 Z4AI5t04 AVAILABLE & ENQIX| &l L|Ct,

VpnConnectionsVgwTelemetryStatus: Zt VPN A2 ZA5t04 UPS| VGW AEHQIX| & olEhL |

ZH| 7=, 2|44 8% 2 ARNS 223



Amazon Application Recovery Controller(ARC)

« VpnConnectionsVgwTelemetrylpAddress: ZF VPN @122 ZA5t0{ ZF VGW &4 EMnict 9|8
IP A7t CHEX| EQlgfLct,

« VpnConnectionsTunnelOptions: 2 VPC HAZAE ZAAISI04 E{d SM0| SUEHX

« VpnConnectionsRoutesCidr: 2& VPC 2142 ZA+5t04 CH4 CIDR 250| S &HX| = elghL

]
ro
]
T
Iul

Ct.
- VpnConnectionsinstanceType: 2 & VPC 1242 ZAA}SI0{ Instance TypeZt SLEHX| & Qg
L|Ct.

Site-to-Site VPN O|E O]
- VpnGatewayState: @& VPN H|O|E®0|& ZAtst0od AVAILABLE & EHQIX| & QI L|Ct.
* VpnGatewayAsn: Z& VPN HO|E9|0|E ZHAlS5I0 ASNO| S UeHX| & lgrL|Ct
- VpnGatewayType: ZE VPN H|O|EQ|0|E§ ZA5t0] R 0| S UEHK| = elghLct.
- VpnGatewayAttachment: 2 VPC H|O|EQ|0[& AAISto] HF U F40| SLUBHX| &l
L|C}.
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WS Management ConsoleLt @ E A £H| 7%
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1. https://console.aws.amazon.com/route53recovery/home#t/dashboardoi| A ARC E2&& L|Ct.

2. #=H|FHels Mgt

o i —— ]

(® Note

Amazon Application Recovery Controller(ARC)2| &H| &0l 7|52 ¢
JHEIR| ef&LICH 71&E T2 HYXHoE MH|AE AL 0|8 = )
Amazon Application Recovery Controller(ARC) ZH| 20l 784 #Z4

|4 Al DHAA S
LICH. XWI?_F 82

0]
2
=
2 HEFAMLR.

g

[=)

Amazon Application Recovery Controller(ARC)0{| A E[AA MEE MEe e MEN Z&E 2[aa
S TE8E ZF 2|AA 9] Amazon ElAA O|§(ARN)2 X|HELICH ARCHME Zt 2lAaA o]
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https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
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CH3H £ ARN & Alg o 4 LICH o] MMofl= ARCHM X|steE 2l4aA 8 ZF o gt =
23 ARN E4/0| LtFE[of J&LICH

FR|ZQI A2 p|AA0] M2t CHEL|CH ARNS ME2¢ [l ##44 EIAEE BlAAE MEZ HFEL|

(® Note
ARC7} 2|AA0] 5= ARN A2 AMH|A RHA|7L 2420 2F5HE ARN AT CHE
T UChs Holl ROIStMIR. ol& S01 MH|A SO FZ 0| Zy MH| A0 CHEF E|aA R
of dEE ARN B40= ARC7t ARC MH|£9| 7|5 & XI5t Ol 28 AWS A El
7|E EEIF Y E|R| pfE = A&
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AWS::ApiGateway::Stage

Amazon API| Gateway 7 1&H7A|.
« ARN &4 arn:partition:apigateway:region:account:/restapis/api-id/

stages/stage-name

O Al: arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

KEAMIEH LI 2 API Gateway Amazon E|AA O|E(ARN) 21X E HESHMI2.
AWS::ApiGatewayV2::Stage

Amazon API| Gateway HH7 2EHA|.
« ARN 8Al: arn:partition:apigateway:region:account:/apis/api-id/

stages/stage-name

O Al: arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage

REAMIE LI 2 API Gateway Amazon ElAA O|E(ARN) 21X E HZESHMIR.
AWS::CloudWatch::Alarm

Amazon CloudWatch Z&.

« ARN @Al arn:partition:cloudwatch:region:account:alarm:alarm-name

B
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https://docs.aws.amazon.com/service-authorization/latest/reference/reference.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html
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Oof|Al: arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

AEMIEH LI 2 Amazon CloudWatchOllA & o8t ElAA REEE X
AWS::DynamoDB::Table

LMl 2.

ol

Amazon DynamoDB Ei|O|&.

« ARN 84l arn:partition:dynamodb:region:account:table/table-name
Ol Al: arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

XEMIEH LI 2 DynamoDB Z|AA 3! &g & X

AWS::EC2::CustomerGateway

A2

ol

14 Ho|EO| C|HFO|A.

« ARN &4l arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

Ol Al: arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789

AEMIE M E = Amazon EC20] 2|8l o=l Z|lAA &

AWS::EC2::Volume

0%
fjo
il

P

Al

[e][]

Amazon EBS E&.

 ARN 84l arn:partition:ec2:region:account:volume/VolumeId
O Al: arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-pi

KM LI 2 API Gateway Amazon ElAA O|E(ARN) & =& FZESHMLR.

AWS::ElasticLoadBalancing::LoadBalancer

Classic Load Balancer.
« ARN & Al

arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalancerN

O Al: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

KEAME LI 2 Elastic Load Balancing ZIAA S XML
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoncloudwatch.html#amazoncloudwatch-resources-for-iam-policies
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
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AWS::ElasticLoadBalancingV2::LoadBalancer

Network Load Balancer £ &= Application Load Balancer.

 Network Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer2| 04: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

+ Application Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

Application Load Balancer?| 0f: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbdeALB

KEMIBH LI 2 Elastic Load Balancing EIAAE & EFHAIL.

AWS::Lambda::Function

AWS Lambda&$=lL|C}.

« ARN 84l arn:partition:lambda:region:account:function:FunctionName
O Al: arn:aws:lambda:us-west-2:111122223333:function:my-function

FRSHMIR.

fjo
u>l'

KEM[EH LHE 2 Lambda S @|eF 2lAa4 £ A

AWS::MSK::Cluster

Amazon MSK £ AH.

« ARN &4 arn:partition:kafka:region:account:cluster/ClusterName/UUID

0 Al: arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333

0%
jo
i

KEAIEH LHE 2 Amazon Managed Streaming for Apache KafkaOll 0|3 HO|El E|lAA
ML,

AWS::RDS::DBCluster

Aurora DB S8{AH.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmanagedstreamingforapachekafka.html#amazonmanagedstreamingforapachekafka-resources-for-iam-policies

JHeER 7Hol=

HESMLR.

« ARN 84l arn:partition:rds:region:account:cluster:DbClusterInstanceName

Amazon Application Recovery Controller(ARC)
O] Al: arn:aws:rds:us-west-2:111122223333:cluster:database-1
= & =]

Amazon RDSO|M Amazon 2|44 O|F(ARN) S

REMIEH LY
AWS::Route53::HealthCheck
sto|

: :healthcheck/Id
healthcheck/123456-1111-2222-3333

Amazon Route 53 AFEl &t
« ARN &4l arn:partition:route53:
o{|Al: arn:aws:route53

AWS::SQS::Queue
Amazon SQS CH7 |,
« ARN 84: arn:partition:sqs:region:account:QueueName
Ol Al: arn:aws:sqs:us-west-2:111122223333:StandardQueue
A gl xkoq

Amazon Simple Queue Service

REAIEH LY
AWS::SNS::Topic
« ARN 84l: arn:partition:sns:region:account:TopicName
A2,

Amazon SNS F XA
O Al: arn:aws:sns:us-west-2:111122223333: TopicName
2xs

2 Amazon SNS Z|AA ARN Al

REAEH LHE
Amazon SNS 75
« ARN &A: arn:partition:sns:region:account:TopicName:SubscriptionId

AWS::SNS::Subscription
O Al: arn:aws:sns:us-west-2:111122223333: TopicName:123456789012345567890
228

AWS:EC2::VPC
Virtual Private Cloud(VPC).
« ARN &4l arn:partition:ec2:region:account:vpc/VpcId
Ol Al: arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789



https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Tagging.ARN.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-overview-of-managing-access.html#sqs-resource-and-operations
https://docs.aws.amazon.com/sns/latest/dg/sns-using-identity-based-policies.html#sns-arn-format
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KAIEH LI 2 VPC B|AAE EXSHMIL.
AWS::EC2::VPNConnection

7hA Zetold! L EQIT(VPN) 44,

« ARN &4l arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

O Al: arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

0%
fjo
il

PR

Al

o

KEMIE HME = Amazon EC204| |af ZHo|El E|lAA &

AWS::EC2::VPNGateway

7t4 Z2to|8! HESLIZ(VPN) HO|ES 0.

Al arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

Z
0%

« AR

O Al: arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh

AEMIEH HE = Amazon EC20] 2|5 HO|El ElAA RS HXSHAMIR.

AWS::Route53RecoveryReadiness::DNSTargetResource

ZH| &0lg 2|5t DNS CHA Z|AA 0= DNS BlZE &, =H Q! 0|, Route 53 AR ¥
ARN, Network Load Balancer ARN == Route 53 |2 E M| E ID7} i°*5.=.' L|C}.

fo
>
m
(o}
§
o

| ARN &4l arn:partition:route53: :account:hostedzone/Id

SAEI 240|0f: arn:aws:route53::111122223333:hostedzone/abcHostedZone

D 0{7|0of X|HE CHE SAEI ¥4 ARNO| A™H IDE E&sHof &LICH ARCY} E|AAE £3
sted™ HA ID7F Z2ErLich E@Al2 Amazon Route 5304 2 F5t= ARN &Alnl o|zXo 2
CELICt o] @Al MH|A HEH 2o X 2| Route 53 MH|A E|AA &0 MHEE|0] U&SL

Ct.

+ Network Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/

net/LoadBalancerName

Network Load Balancer®@| 0i|: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53.html#amazonroute53-resources-for-iam-policies
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KtAMIE LI 2 Elastic Load Balancing EIAAE R ZSHML.

Amazon Application Recovery Controller(ARC)2| £H| &0l 2Z & 2L |E
=]
(=]

(® Note

Amazon Application Recovery Controller(ARC)2| ZH| Q1 7|5
SEIX| &LICH 7|E D2 HYXMOE MHIAE HE 0|8E

Amazon Application Recovery Controller(ARC) ZH| &9l 7} 84

Ol&f &l mZiol| A |
&L/ch REMEE i 2
%

k=3
—
A
T
i SES YIRS

Amazon CloudWatch AWS CloudTrail2! Amazon EventBridgeE At& 3101 Amazon Application

Recovery Controller(ARC)2| #H| & Q12 ZL|E35t0{ S EAM5tT B2XE sHZEE += U&LICt

(® Note
Z£1 AWS CLIE M85t 4% 2F 0|= MP(al&) x| ARCOi| CHEF CloudWatch X
E Y 205 FQlsHoF ELICH & ArS5te B2 mEt0|EE Z£8stod Yol 0|5 ME (28
=) 2|2 AWS CLIX|I'E& LICt--region us-west-2.

|

 ARC &=H| &¢2l1} &4 Amazon CloudWatch AlE

« E A8stod EH| ERIAPI 3& EZ AWS CloudTrail

« Amazon EventBridge2t 74 ARC &H| QI AE

ARC &=H| ol 74 Amazon CloudWatch At

(® Note
Amazon Application Recovery Controller(ARC)S| £H| &¢Ql 7|5
SEIX| A&LICH 7|&E D2 HEHoE MHIAE HE 0|8E
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
https://docs.aws.amazon.com/r53recovery/latest/dg/arc-readiness-availability-change.html
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Amazon Application Recovery Controller(ARC)= &H| &¢1& 2|8 Amazon CloudWatchoi| G|O|E £
CIEE HAIELICH CloudWatchE& Ar&3tE O|zdeh Cllo[E ZRIE o Cigt SHE FEE A|AL o]
B EHYEM 7IXE = UELICH O|E X|EEtD LT ZLERE HEEM X|EE dZsta, Al
Zhol| (& sHE Hro| ZISEM HIO|E ZRIEE HZELICH o § Eof X[HE 7|2t SeF AWS EIJH
2 Sttt EEiEE ZLIEHZE £ JUELICH Z Ho|E 240s HZEE EIUARZ L H73 HH{(MH
ArEh) 7t JU&LICt

F

I. o €& E04 CloudWatch &

S, X E7H 518 HPIB WoiHTtn ZHEElE B &
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I
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XIEE AFR8tod AlARIO| of 4THE 4
S Mystod XINE XIEE TLEYY
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H(od: O|HY FAE LB XE)E A
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KEMIEH MH 2 Amazon CloudWatch AF2 AEHME X SHMIR.

A

« ARC X|E

« ARC X|Zo0f CHEF S|

« ARCOH|M CloudWatch X|E 27|

ARC X|®

AWS/Route53RecoveryReadiness LA HO|AMN = ClSt 22 X|E7F ZEELICH

yNE: Ao
ReadinessChecks ARCO{|M &2[8t =H| &l 8 LIEIL|CH X|E= ofel LIFE &
EHE 7|22 SHE = YU&LICH

EHR: Count.

21 7|&: 00| ot Zko| /U= B2

(&H

:

FUetH 78 SH= SumLICH
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o

7

M

* READY
 NOT_READY
 NOT_AUTHORIZED
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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XE AN
« UNKNOWN
Resources ARCOI|M &2I8t E|AA =8 LIEFLHMH, APIOIAM Ho|Et 2lAA Al

o

« ResourceSetType : ARCOIM T7IEH &
7|Eo 2 EEHAE 2lAA RELICH

of]: AWS: :CloudWatch: :Alarm
ARC X|E0f CiEt SH|
4z x| E HIOIE-IOI 7"74|°'I—IIZF E74|E L& 5HH dretEl EIIOIE-I AEERI2 X|E O|EL} RHHO R AlY
ELICH RHH2 X EE T R5HAH AlESH= O|&/gL A elLCt.
CI22 /8 £+ Ues KIE/AE ZF 9| of L|Ct.
« ARCOIM EHIE
« ARCO|M H7t8t
ARCO{ M CloudWatch X|E E 7|

CloudWatch 2& = AWS CLIE AF235104 ARCO] CH3F CloudWatch X|EE 2 £
MXRE=E ZLUEE JeiZ2 M EAIEL|C.

A&LICH Z2&0]

>

£0|M E= AWS CLIE MEE M Z2F 0|2 ME(al2) 22| ARCOo| CHEt CloudWatch X|E &
QISHoF BfLICH & At&ste 4% EtO|EE X750 BHEO| 0l= ME(a2) 2/T1E AWS CLI
X|HgLICt--region us-west-2.
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CloudWatch £ AI&35t0{ X|EE E2{™

1. https://console.aws.amazon.com/cloudwatch/H| A CloudWatch & & L|C}.
2. M Fo|M X|E(Metrics)E MEIEFLIC,

3. Route53RecoveryReadiness LA H O|A S MEAEFL|CE,
4

(M= A RE RH#0| XIES 22T 74 Too 0182 YEhLIc

£ M83tod X|EE i AWS CLI

aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2

£ A875tod X|Zoi CHE SHIE 7HX{ 2248 AWS CLI

Of2H get-metric-statistics &S AMS & LICH.

XEE x|® I AHof CiEt SHE Fsie
zt

[mE]

I_
CloudWatch= ZtZfo| nqeh AHpo| ZEE B of XIEZ M ME|FLICH L HAITH E[X| §f2 =
HO| &2 M8 SHE AME = Sl&LICH XE dd A AISE XAt SYet RS X6t ok
gLt
CHS o= ARCOll = AlEol Chsll 2T B7HEl & =H| #elg Lo

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \
--metric-name ReadinessChecks \

--region us-west-2 \

--statistics Sum --period 60 \

--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z

CtE22 BHEol 3 o x| iLIct.
{
"Label": "ReadinessChecks",
"Datapoints": [
{
"Timestamp": "2021-07-08T18:00:002",
"Sum": 1.0,
"Unit": "Count"
I
{
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
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"Timestamp": "2021-07-08T18:04:00Z",
"Sum": 1.0,
"Unit": "Count"

.

{
"Timestamp": "2021-07-08T18:01:00Z",
"Sum": 1.0,
"Unit": "Count"

},

{
"Timestamp": "2021-07-08T18:02:00Z",
"Sum": 1.0,
"Unit": "Count"

.

{
"Timestamp": "2021-07-08T18:03:00Z",
"Sum": 1.0,
"Unit": "Count"

}
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/admin",

"accountId": "111122223333",
"userName": "EXAMPLENAME"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
I
"eventTime": "2021-07-06T18:08:03Z7",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
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"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
},
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",

"cells": [1,

"recoveryGroupName": "MyRecoveryGroup",

recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/MyRecoveryGroup",

"tags': "xF**"

I
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,

"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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https://console.aws.amazon.com/events/
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5. O|HE HaAQo| ZBALR 7|EZIE a2 FAlL.

6. CtSS ME{giLICH

7. O|HE m& gle B0 O|HE AA0| AL 7|2ZICI AWS O|HIEE OLHZ FAH L.

8. ME OlHEOAM 2T U2 MEHFLICE.
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ZH| O|HIE T{E of
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{
"source": [
"aws.route53-recovery-readiness"”
]
}
. AT} BRAE OlHE R MEiEHL |}
{
"source": [
"aws.route53-recovery-readiness"”
1,
"detail-type": [
"Route 53 Application Recovery Controller cell readiness status change"
]
}

* MyExampleCellO|2tE &% Ant 2tzdE O|HIERF MEHSFL|CE

"source": [
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Amazon Application Recovery Controller(ARC)
"aws.route53-recovery-readiness"”
"Route 53 Application Recovery Controller cell readiness status change"

1,

"detail-type": [

"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"
LICE.

L

1,
"resources":
Ef7} NOT READYQ! ZL0{2t O|HE

20l 4

{
"source": [
"aws.route53-recovery-readiness"”

1,
"detail-type":{
"new-state":{
"readiness-status":[
"NOT_READY"
}
}
}
5, & == Z4| =02I0| READY 7} Ot A< 0i0t O|HIEE MEAEHLICEH

{
"source":[
"aws.route53-recovery-readiness"

1,
"detail":{
"new-state":{
"readiness-status":[
"anything-but":"READY"

{
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"version": "Q",

"account'":"111122223333",

"detail-type":"Route 53 Application Recovery Controller recovery group readiness

status change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:542Z",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
I
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}
}
CtE22 A &4| &Ef HZE0i gt ARC O|HE Q| of ALICEH
{
"version": "Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",
"source":"route53-recovery-readiness.amazonaws.com",
"time":"2020-11-03T00:31:54Z",
"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",
"resources":[
"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"
1,
"detail": {
"cell-name": "PDXCell",
"previous-state": {

"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
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},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

[a

CtE22 £l 22l ¢ef HZ80i CHet ARC O|HIE 9| o 2IL|C.

{
"version": "Q",
"account":"111122223333",
"detail-type":"Route 53 Application Recovery Controller readiness check status
change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[
"arn:aws:route53-recovery-readiness::111122223333:readiness-check/

UserTableReadinessCheck"

1,
"detail": {
"readiness-check-name": "UserTableReadinessCheck",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
},
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
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2 HoiELICH

JSON

"Version":"2012-10-17",

"Statement": [
{

"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"

]I

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

},
"Resource": "arn:aws:logs:us-east-1:222222222222:1o0g-group:/aws/

events/*:*",
"Sid": "TrustEventsToStoreLogEvent"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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"route53-recovery-readiness:actionl",
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"route53-recovery-readiness:CreateCell",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell",
"route53-recovery-readiness:DeleteCrossAccountAuthorization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell",
"route53-recovery-readiness:CreateCrossAccountAuthorization"”,
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell”,
"route53-recovery-readiness:DeleteCrossAccountAuthoxrization"”,
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell”,
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"
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"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/Route53RecoveryReadinessServiceRolePolicy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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{
"executionBlock": "EC2AutoScaling",
"name": "ASG",
"crossAccountRole": "arn:aws:iam::987654321:role/RegionSwitchCrossAccountRole",
"externalId": "unique-external-id-123",
"autoScalingGroupArn": "arn:aws:autoscaling:us-
west-2:987654321:autoScalingGroup: *:autoScalingGroupName/CrossAccountASG"
}
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"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
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JSON HZo| ActionR4E %

FLiCh HZE Hois ¢§§§1 oIt HeE Roisto] Tlér HRo| Y2 TEEAML.

ARCE| 2| TIEH HA 22 & ofoll S HFALE AASELICH
arc-region-switch

Ch BoilM od] e XIHstE{H 2 E2 FEELICE ol§ S04, Ctg2 ™ ELICH
"Action": [

"arc-region-switch:actionl",
"arc-region-switch:action2"
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&ol5tod ot™stm 75X Q1 HE EE - IAM Access

IAM Access Analyzerg &3l IAM E2E & =k
Analyzer0i| M= IAM 2 210{(JSON) 2t 2 APEﬂﬂ QMM EFEEE MER I 7|E S
&oIBLICE IAM Access Analyzere 1007l O|&Fo| MM 2ol g =1 A3 758 FHE MB35t
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "arc-region-switch.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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"Version":"2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PassedToSexvice": "arc-region-switch.amazonaws.com"

"Effect": "Allow",

"Action": [
"arc-region-switch:CreatePlan",
"arc-region-switch:UpdatePlan",
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:DeletePlan",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:ApprovePlanExecutionStep",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:StartPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion",
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResource"”,
"arc-region-switch:TagResouxce",
"arc-region-switch:UntagResource",
"arc-region-switch:UpdatePlanExecution",
"arc-region-switch:UpdatePlanExecutionStep"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:ListPlans",
"arc-region-switch:GetPlanInRegion",
"arc-region-switch:ListPlansInRegion",
"arc-region-switch:GetPlanEvaluationStatus",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListRoute53HealthChecks",
"arc-region-switch:ListRoute53HealthChecksInRegion"”,
"arc-region-switch:ListPlanExecutions",
"arc-region-switch:ListPlanExecutionEvents",
"arc-region-switch:ListTagsForResource"

1,

"Resource": "*"
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« Amazon RDS &/™ =58 MZ YA
 Aurora ZEH[XJE Y 4 E5 MZ YA

=
*+ Lambda O[HIE A4 DHE Al S5 ME HH

- BIE RE AE A 2 ME HA

EC2 Auto Scaling A3 E5 MZ HA

CHE & EC2 Auto Scaling TE 2| 215 8 Ao A% 222 F7lsts 22 AP ME Hael

Ct.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"autoscaling:DescribeAutoScalingGroups"
]I
"Resource": "*"
}I
{

"Effect": "Allow",
"Action": [

"autoscaling:UpdateAutoScalingGxoup"

1,
"Resource": [

"arn:aws:autoscaling:us-
east-1:123456789012:autoScalingGroup:123d456e-123e-1111-abcd-
EXAMPLE22222:autoScalingGroupName/app-asg-primaxy",

"arn:aws:autoscaling:us-
west-2:123456789012:autoScalingGroup:1234a321-123e-1234-aabb-
EXAMPLE33333:autoScalingGroupName/app-asg-secondary"
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},
{
"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricStatistics"
]I
"Resource": "*"

CHS2 Amazon EKS El44 ZHES 9I8 2T Met Aol MY 222 Fotsts B9 AZY M
MlL|ct
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"eks:DescribeClustex"

1,

"Resource": [
"arn:aws:eks:us-east-1:123456789012:clustexr/app-eks-primaxry",
"arn:aws:eks:us-west-2:123456789012:cluster/app-eks-secondary"

]

}I
{

"Effect": "Allow",

"Action": [
"eks:ListAssociatedAccessPolicies"

1,

"Resource": [
"arn:aws:eks:us-east-1:123456789012:access-entry/app-eks-primary/*",
"arn:aws:eks:us-west-2:123456789012:access-entry/app-eks-secondary/*"

]

}
]
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}

£t1:0] IAM 2 Q|0 = AmazonArcRegionSwitchScalingPolicy HAMA HEHES AL F04
Amazon EKS Z2HAE 9| HAA EFof A= AA A S FIIsok &Ll RHAlEH LHE
A YT HE 78 HEE HRSAAIR.

Amazon ECS MH|A =& Al EE MZ 334

o

Mkl

Ct22 Amazon ECS AMH|A Z=Xof CHsl 2|x &t Alglof A EE2 FUI5tE A 2 ME N
ol |C}.

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecs:DescribeServices",
"ecs:UpdateService"
]I
"Resource": [
"arn:aws:ecs:us-east-1:123456789012:service/app-cluster-primary/app-
service",
"arn:aws:ecs:us-west-2:123456789012:service/app-cluster-secondaxry/app-
service"
]
},
{
"Effect": "Allow",
"Action": [
"ecs:DescribeClusters"
]I
"Resource": [
"arn:aws:ecs:us-east-1:123456789012:cluster/app-cluster-primary”,
"arn:aws:ecs:us-west-2:123456789012:cluster/app-cluster-secondary"

]
3},
{
"Effect": "Allow",
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"Action": [
"ecs:ListSerxrvices"

1,
"Resource": "*"
3},
{
"Effect": "Allow",

"Action": [

"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:RegisterScalableTaxrget"

1,
"Resource": "*"
3},
{
"Effect": "Allow",

"Action": [

"cloudwatch:GetMetricStatistics"

1,
"Resource": "*"
}
]
}
ARC 2+ & Hof A% 25 ME Y

£ 1: Amazon ARC 2t 8 Ao A EES AFS
HA(SCPs)0| 0|2{8t MH|A0 CHaH CHg 2
* route53-recovery-control-config:

* route53-recovery-cluster:
southeast-2, ap-northeast-1

CtS2 ARC 2t E! Alo{of cHal 2|T g A =lof A

Ct.

JSON

"Version":"2012-10-17",
"Statement": [
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us-west-2, us-east-1,

dghol MBE 2E AH[A A[oq

| AlSH
(=)

o
£ s{8sloF & L—IEP.

us-west-2

eu-west-1, ap-

pal
ih
0l
0%
p=)
2
=
>
i
i)

350



Amazon Application Recovery Controller(ARC)

JHeER 7Hol=

{

"Effect": "Allow",

"Action": [
"route53-recovery-control-config:DescribeControlPanel"”,
"route53-recovery-control-config:DescribeClustex"

]I

"Resource": [
"arn:aws:route53-recovery-control::123456789012:controlpanel/

abcdl1234abcd1234abcdl234abcd1234",

"arn:aws:route53-recovery-
control::123456789012:clustexr/4b325d3b-0e28-4dcf-basa-EXAMPLE11111"

]

},
{

"Effect": "Allow",

"Action": [

"route53-recovery-cluster:GetRoutingControlState",

"route53-recovery-cluster:UpdateRoutingControlStates"

1,

"Resourxce": [

"arn:aws:route53-recovery-
control::123456789012:contxolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/abcdef1234567890",

"arn:aws:route53-recovery-
control::123456789012:contxrolpanel/1234567890abcdef1234567890abcdef/
routingcontrol/1234567890abcdef"

]

£ mid IDe 22{AH IDE AME & A&LICH RtAMEH LIE2 Et2 2 A
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JSON
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeGlobalClusters",
"rds:DescribeDBClusters"

]I

"Resource": "*"

}I

{
"Effect": "Allow",

"Action": [
"rds:FailoverGlobalCluster",
"rds:SwitchoverGlobalCluster"
]I
"Resource": [
"arn:aws:rds::123456789012:global-cluster:app-global-db",
"arn:aws:rds:us-east-1:123456789012:cluster:app-db-primary",
"arn:aws:rds:us-west-2:123456789012:cluster:app-db-secondary"

Amazon DocumentDB Global Cluster A3 £ AMZ Z42H

Cl2 2 Amazon DocumentDB 228 Z{AE|Q| 2|X M&H H=lof A 222 Z7l5t= A odAst
ME MHAMlL|Ct
{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"rds:DescribeGlobalClusters",
"rds:DescribeDBClusters",
"rds:FailoverGlobalCluster",
"rds:SwitchoverGlobalCluster"
1,

"Resource": "*"
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}

Amazon Neptune 22 Z2{AEH A 25 ME Y™

22 Amazon Neptune 2 2'H SHAE Q| 2[H ME HEof| A& EF2 F7t6t
Al |ct,
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"neptune:DescribeGlobalClusters",
"neptune:DescribeDBClusters"”,
"neptune:FailoverGlobalCluster",
"neptune:SwitchoverGlobalCluster"

1)

"Resource": "*"

Amazon RDS A& 28 MZ &=

CH2 2 Amazon RDS 947| ®E BME &7 T 2|H 7+ SHE A4S 9I8 213 ®et Ao 4y
222 F7l5e 79 e ME MM
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances",
"rds:PromoteReadReplica",
"rds:CreateDBInstanceReadReplica",
"rds:ModifyDBInstance"
1,
"Resource": "*"
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}

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeGlobalClusters",
"rds:CreateDBInstance",
"rds:ModifyDBInstance"

1,

"Resource": [
"arn:aws:rds:region:account-id:db:instance-name",
"arn:aws:rds:region:account-id:cluster:cluster-name",
"arn:aws:rds::account-id:global-cluster:global-cluster-name"

]

},
{

"Effect": "Allow",

"Action": [
"rds:DescribeOrderableDBInstanceOptions",
"ec2:DescribelInstanceTypes"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeGlobalClusters",
"rds:ModifyDBCluster",
"rds:RebootDBInstance"

1,

"Resource": [
"arn:aws:rds:region:account-id:cluster:cluster-name",
"arn:aws:rds:region:account-id:db:instance-name",
"arn:aws:rds::account-id:global-cluster:global-cluster-name"

"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"ec2:DescribeInstanceTypes"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"arc-region-switch:ApprovePlanExecutionStep"
1,
"Resource": "arn:aws:arc-region-switch::123456789012:plan/sample-
plan:0123abc"
}
]
}
(@ Note
Ol IAM 7

x4 %H 5o
5 /=
gole =5 52l &0l ciEt iam: PassRole TEto| E'..?.E |—|EP.

AEXF X|Z Y Lambda A E2 MZ XA
CHZ 2 Lambda &0 CHaH 21T T A& A EE S FIIste 2 HAE ME HaQlL|Ct.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:InvokeFunction"
]I
"Resource": [
"arn:aws:lambda:us-east-1:123456789012: function:app-recovery-primary",
"arn:aws:lambda:us-west-2:123456789012: function:app-recovery-secondary"
]
}
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}
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Route 53 AFEl| 01 Al

CHS 2 Route 53 ¢ Ef & Qloi CHslf 2| MEF A &0l dl 252 FItete B9 HZEe HE UL

Ct.

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"route53:ListResourceRecordSets"

1,

"Resource": [
"arn:aws:route53:: :hostedzone/Z1234567890ABCDEFGHI]"

Lambda O|HE AA OfE A2 =25 HE HH
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"lambda:GetEventSourceMapping",
"lambda:UpdateEventSourceMapping"
1,
"Resource": "arn:aws:lambda:region:account-id:event-source-mapping:uuid"
1,

x|.74 glﬂ# [=1] OHA-”& E}'E| 357



Amazon Application Recovery Controller(ARC) JHEER} 70| =

{
"Effect": "Allow",
"Action": [
"lambda:GetFunction"
1,
"Resource": "arn:aws:lambda:region:account-id:function:function-name"
}

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"arc-region-switch:StartPlanExecution",
"arc-region-switch:GetPlanExecution",
"arc-region-switch:CancelPlanExecution",
"arc-region-switch:UpdatePlanExecution”,
"arc-region-switch:ListPlanExecutions"
]I
"Resouxce": [
"arn:aws:arc-region-switch::123456789012:plan/child-plan-1/abcdel"”,
"arn:aws:arc-region-switch::123456789012:plan/child-plan-2/fghij2"
]
}
]
}

of Z 2[7{[0]44 &fEjoi| CHEH CloudWatch B &t

CtE2 o E2I7 0| 2Eljof CHE CloudWatch ZE0f AAMASHT| @5 A5t ME Moo=, AX|
ST Aghe Z¥sts ol AFSELU T

HH B L AMA 2| 358



Amazon Application Recovery Controller(ARC) JHEER} 70| =

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"cloudwatch:DescribeAlarmHistoxy",
"cloudwatch:DescribeAlaxrms"

1,

"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primarxry"”,
"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

o /1 =2 O | Ly .
CHE2 2| et AlElo] CHEt RS B Mg 86t E A4E HE HAelL|ct o] HAHof
£ Amazon S30| E 1M E =451, CloudWatch ZE C|O|E{of HM|ASHT, A2| HElof CHet 51
HE HEHE AME £ Qle MEto| 2 & E|o] &LICH

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "s3:PutObject",

"Resource": "arn:aws:s3:::your-bucket-name/*"

},
{

"Effect": "Allow",

"Action": [
"cloudwatch:DescribeAlarms",
"cloudwatch:DescribeAlarmHistory"

1,

"Resource": [
"arn:aws:cloudwatch:us-east-1:123456789012:alarm:app-health-primary"

NHBE o AN Eel 359



Amazon Application Recovery Controller(ARC) JHEER} 70| =

"arn:aws:cloudwatch:us-west-2:123456789012:alarm:app-health-secondary"

1,
},
{

"Effect": "Allow",

"Action": [

"arc-region-switch:GetPlanExecution",
"arc-region-switch:ListPlanExecutionEvents"

1,

"Resource": [
"arn:aws:arc-region-switch:us-east-1:123456789012:plan/child-plan-1/abcdel",
"arn:aws:arc-region-switch:us-west-2:123456789012:plan/child-plan-2/fghij2"

1,

BlAATHCHE ARoll 9l B9 mAF AR GO0 TRELICH ChS2 WA AR GOl CHE ME A
2| gaelLic
JSON

{

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/RegionSwitchExecutionRole"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "UniqueExternalIdl23"
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JSON

"Version":"2012-10-17",

[

"Statement":

"Effect": "Allow" ’

"Action":

"sts:AssumeRole",

"Resource": "arn:aws:iam::987654321098:role/RegionSwitchCrossAccountRole”,

{
"StringEquals": {

"Condition":

"UniqueExternalId123"

"sts:Externalld":
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JSON

"Version":"2012-10-17",

[

"Statement”
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tolz
"Effect": "Allow",
"Action": "iam:SimulatePrincipalPolicy",
"Resource": "arn:aws:iam::123456789012:role/
RegionSwitchExecutionRole"
},
{
"Effect": "Allow",
"Action": [
"arc-region-switch:GetPlan",
"arc-region-switch:GetPlanExecution"”,
"arc-region-switch:ListPlanExecutions"
1,
"Resource": "*"
}
]
}
ARC Z2|™ ™ol cHet 22 2 ZLEZE
Amazon Application Recovery Controller(ARC)0| A 2| et 2 ZLIE 57| 2I5H Amazon
CloudWatch AWS CloudTrailZ! Amazon EventBridgeE AF835l0 S &I gt mEE EAM 1, 2X|
E siae == /&L
=S|
« E A&35t0q 2| M APl 2 & £ ZAWS CloudTrail
« Amazon EventBridge2t &7 ARC 2| ™E AFS
£ AL83to{ B[ HE API & 2 ZAWS CloudTrail
Amazon Application Recovery Controller(ARC) 2| A2|x|= ARCHAM AF& XFAWS CloudTrail, @38t

= MU|A7F =88 2dof Cist BlZEE M2 PE WSAMH|A QL SEHEILICE CloudTrail2 ARCO|
CHet ZE APIEMH 55 HELICH X ElE 550|= ARC 2£25Eo| 2H &1}
ARC API| Zr1of| CHet =

In mo &
(@)
E
m .
Hu
N k

FXg YHstH ARC O|HIEE Z 3504 CloudTrail O|HIEE Amazon S3 HAS R X|&Xo & TP
St & MYe & A&LICH FHg FHstK| gt 2 R0l OHIE 7|Z0{ A CloudTrail 2& 2| %/
O|HEE = & U&LICH

362



Amazon Application Recovery Controller(ARC) JHEER} 70| =

CloudTrailoll M £=Z

|
=
2, O +™HE Algt L FIHME HEE EQlg = J&LICH

Q
(@)
C
o
_|
=
)
=)
[
—_
0l
pal
=
0l
=
—_
rlo
>
=
wn
Q
(@)
c
o
_|
-
L
>
00
>.
OE
x
M
ik
>
g'l_l
x
FO

CloudTraile| ARC HME

CloudTrail2 HHE A& AWS Aol M g H3HELICH ARCOIA ES0| M5t siE &S0l

OHIE 7|29 CIE2 AWSAMH|A O|HEQ} &7 CloudTrail O|HE | 7|2 E/LIC} oA =2 O|HEE
ED M50 2228 £ QS LICFAWS HIE. AFMIeH AEL CloudTrail O|HE 7|2 zig X
SHMI2.

ARCO{ CHEt O|HIEE WS HEEZE 50401 O|HEE X|HXMo 2 7|F5tiH FHE M-dF LIt
CloudTrail2 £Xg Al235l0{ Amazon S3 HHZIo 2 21 18 M&Es £ Ql&LIct E2LoM Ed
U MMSH 7|8 &.QE 2E AWS 2|0 EB||Yo| MEELICEH X2 AWSIHE|[Mo| R E 2|0
M oHEE 2235l K|St Amazon S3 I:I-I7'OE 23 e MEELCE E§F CloudTrail 2101
M =& E oHIE H|0|EHE F7IE BMst ZX[E FISIEE CHE AWSMHIAE F4E = &LICh

KtMet 82 ChE X2 & B XM 2.

 CloudTrail X MH|A & E8

« CloudTrailoll CHet Amazon SNS &2 34
« 042 2|0 A CloudTrail 2 T £ Al 2 0424 A0 M CloudTrail 21 T} 4= Al

2 E ARC HU2 CloudTrailol M 2ZZE|H API X (23 £5F F7Hofl dHEEL|of A&LICH o€ S04
TBD, TBD, TBD 22 2 5 =5l™ CloudTrail 21 Tt of &=0| MA4=EL|C}.

TE OMIE EE 23 ¥Rols WS MU ALK 28 HETH ZHELICH ID HEE OIS
™ Che e 4 BEHY £ e

- 20| FE &= AWS Identity and Access Management(IAM) AFE X} XtZ4 SHO Z O|F0{Fi=X]
o iL|ct

« HE = HEH0|M AL XIS UA| At BHE AHE5H0{ 20| MME|UR=X| 047

- 2%0| CHE AWSMH|A0 0|5l O|F o{Fi=X| o{R L|CH

Ejol Ii |E_|EI 363


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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CtS 2 2™ ™etof cist StartPlanExecution Y& E04{F = CloudTrail 21 &= o AQL|CEH

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2025-07-06T17:38:05Z2"

I,
"eventTime": "2025-07-06T18:08:03Z",
"eventSource": "arc-region-switch.amazonaws.com",
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"eventName": "StartPlanExecution",

"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": {

"planArn": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",
"targetRegion": "us-east-1",
"action": "activate" }
"responseElements": {
"executionId": "us-east-1/dddddddEXAMPLE",

"plan": "arn:aws:arc-region-switch::555555555555:plan/
CloudTrailIntegTestPlan:bbbbb",

"planVersion": "1",
"activateRegion": "us-east-1" 3},
"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,

"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "us-east-1.arc.amazon.aws"
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"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region switch Plan Execution" ]

« PlanEvaluation?| 2| M&to| M 2= O|HIEE MEHSHL|C}.

{

"source": [ "aws.arc-region-switch" ],
"detail-type": [ "ARC Region Switch Plan Evaluation" ]
}

Ct
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2| TE A= A>of CHEh ARC O[HIE | of /LT

"version": "Q",

"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid

"detail-type": "ARC Region Switch Plan Execution",

"source": "aws.arc-region-switch",

"account": "111122223333",

"time": "2023-11-16T23:38:14Z",

"region": "us-east-1",

"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaaExample"], #
planArn

"detail": {

"version": "0.0.1",

"eventType": "ExecutionStarted",

"executionId": "bbbbbbEXAMPLE",

"executionAction": "activating/deactivating {region}",

"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging
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CHe 2 BT ME AE B £F Aol T3t ARC 0|HIE 9| it

"version": "Q",
"id": "1111111-bbbb-aaaa-cccc-dddddEXAMPLE", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",
"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/aaaaaExample"], #
planArn
"detail": {
"version": "0.0.1",
"eventType": "StepStarted",
"executionId": "bbbbbbEXAMPLE",
"executionAction": "activating/deactivating {region}",
"idempotencyKey": "1111111-2222-3333-4444-5555555555", # As there is a possibility
of dual logging
"stepDetails" : {
"stepName": "Routing control step",
"resource": ["arn:aws:route53-recovery-control::111122223333:controlpanel/
abcdefghiEXAMPLE/routingcontrol/jklmnopqrsEXAMPLE"]

22 2™ ME A= "o Zool chdt ARC O|HIE O] of IL|Ct.
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"version": "Q",

"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4", # Random uuid
"detail-type": "ARC Region Switch Plan Execution",
"source": "aws.arc-region-switch",

"account": "111122223333",

"time": "2023-11-16T23:38:142Z",

"region": "us-east-1",
"resources": ["arn:aws:arc-region-switch::111122223333:plan/a2b89%bes4821bfdld"],
"detail": {
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"version": "0.0.1",
"idempotencyKey": "1111111-2222-3333-4444-5555555555",
"metadata": {
"evaluationTime" : "timestamp",
"warning" : "There is a plan evaluation warning for arn:aws:arc-region-
switch::111122223333:plan/a2b89bes4821bfdld. Navigate to the Region switch console to
resolve."

}
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#Create-Log-Group
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"logs:CreateLogStream",
"logs:PutLogEvents"
1,
"Effect": "Allow",
"Principal": {
"Sexvice": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com
]
}I
"Resource": "arn:aws:logs:us-east-1:222222222222:10g-group:/aws/events/
*:*"'
"Sid": "TrustEventsToStoreLogEvent"
}
]
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CtE oixlol= 71E ditdHo 2 AMZ k= 2B Z e |of U&LICH A 52 Amazon Route 53
Application Recovery Controller APl 2 =& & Z3IMIR.

of| A|
+ AWS SDK2} GetRoutingControlState & 7Hl AFHE
« AWS SDK®2} UpdateRoutingControlState &7 AIE

AWS SDK2} GetRoutingControlState &7 AL
CH2 ZE o A= GetRoutingControlStatel| AHE &S Hof ELICH
Java

SDK for Java 2.x

@ Note
GitHuboll 4 Ef 2 LHEO| Rl&LICH AWS ZE of E[ZX|E2[0]M T ol & &1 8
U MstE WS BRI

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.builder()
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.routingControlArn(routingControlArn).build());

} catch (Exception exception) {
System.out.println(exception);

}

return null;

- API M2 HE = AWS SDK for Java 2.x APl & Z 2| GetRoutingControlState & & &5t & Al
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Python

SDK for Python (Boto3)

(@ Note
GitHubol| { Bt LI 0| Q& L|CH AWS ZE of Z|Z X EZ|0MH M| o E 31 MY
Ll ASiSE B S HIKIEAR

import boto3

def create_recovery_client(cluster_endpoint):

Creates a Boto3 Route 53 Application Recovery Controller client for the

specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],
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def get_routing_control_state(routing_control_arn, cluster_endpoints):
Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_azrn
)
return response
except Exception as error:
print(error)
raise error

« API M8 HE = AWS SDK for Python (Boto3) APl & = 9| GetRoutingControlState & & =5t
M.
SAP ABAP
SDK for SAP ABAP API
(® Note
GitHubofl . Bt LH& 0| Q/&LICH AWS T E of 2|ZX|E 2|0 A XA 0 & &1 A%
U Al WEHE HI/IEAR
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CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.

DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.

DATA lo_client TYPE REF TO /awsl/if_x5v.

DATA 1t_endpoints TYPE TABLE OF string.

DATA 1lv_endpoint TYPE string.

DATA 1lv_region TYPE /awsl/rt_region_id.

" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/routeb53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1lv_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(1lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = 1lv_endpoint.
lv_region = 'us-east-1'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(

iv_endpoint = lv_url
iv_region = lv_region
io_session = lo_session ).

" Try to get the routing control state
oo_result = lo_client->getroutingcontrolstate(
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iv_routingcontrolarn = iv_routing_control_arn ).

" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.

CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.

« API M5 HE = SDK for SAP ABAP API & X 9| GetRoutingControlStateE & Z5HA| 2.

AWS
AWS SDK 7H R} SHLHAM & FE ofK[e| TA| |52 MM E H ZstMAWSSDKH A O] AMHH[A A
E. 0| FH|ol= AlZFst7|ol ChEt M E 2 0|7 SDK HZof| CHEt MR HEE ZE ko] JU&LCH
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Java

SDK for Java 2.x

® Note
GitHuboll Cf B2 LHS 0| & LICH AWS 2.5 of B Z = 2ol M B o S &3 A5
U A YHS ML

public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))

.region(Region.of(clusterEndpoint.region()))
.build();

return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {

System.out.println(exception);

}

return null;
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- API M8 HE = AWS SDK for Java 2.x API & Z 9| UpdateRoutingControlState & & Z= 5t 4]
A2.

Python

SDK for Python (Boto3)

® Note
GitHuboll Cf B2 LHS 0| & LICH AWS 2.5 of B Z K= 2ol M KA o S &3 A%
U A YHS ML

import boto3

def create_recovery_client(cluster_endpoint):

Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.
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:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
)
return response
except Exception as error:
print(error)

« API M8 HE = AWS SDK for Python (Boto3) APl & = 9| UpdateRoutingControlState & &
o

= A
X SHAl
SAP ABAP
SDK for SAP ABAP API
(® Note
GitHuboll O] Bt2 LI 0| Ql&LIch AWS ZE of 2| ZX|E oM & o= &1 A%
9l Alists WS B A2,

CONSTANTS cv_pfl TYPE /awsl/rt_profile_id VALUE 'ZCODE_DEMO'.
DATA lo_exception TYPE REF TO /awsl/cx_rt_generic.
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DATA lo_session TYPE REF TO /awsl/cl_rt_session_base.
DATA lo_client TYPE REF TO /awsl/if_z15v.

DATA 1t_endpoints TYPE TABLE OF string.

DATA lv_endpoint TYPE string.

DATA lv_region TYPE /awsl/rt_region_id.

" Parse the comma-separated cluster endpoints

" Expected format: "https://endpointl.com|us-west-2,https://endpoint2.com|us-
east-1"

SPLIT iv_cluster_endpoints AT ',' INTO TABLE 1lt_endpoints.

" As a best practice, shuffle cluster endpoints to distribute load

" For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional

" For simplicity, we'll try them in order (shuffling can be added if needed)

" Try each endpoint in order
LOOP AT 1t_endpoints INTO lv_endpoint.
TRY.
" Parse endpoint and region from the format "url|region"
DATA(1v_pos) = find( val = lv_endpoint sub = "'|' ).
IF lv_pos > 0.
DATA(lv_url) = substring( val = lv_endpoint len = lv_pos ).
lv_region = substring( val = lv_endpoint off = lv_pos + 1 ).
ELSE.
" If no region specified, use default
lv_url = lv_endpoint.
lv_region = 'us-east-1"'.
ENDIF.

" Create session for this region
lo_session = /awsl/cl_rt_session_aws=>create( cv_pfl ).

" Create client with the specific endpoint
lo_client = create_recovery_client(
iv_endpoint = lv_url

iv_region = lv_region
io_session = lo_session ).

" Try to update the routing control state

oo_result = lo_client->updateroutingcontrolstate(
iv_routingcontrolarn = iv_routing_control_arn
iv_routingcontrolstate = iv_routing_control_state
it_safetyrulestooverride = it_safety_rules_override ).
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" If successful, return the result
RETURN.

CATCH /awsl/cx_r5vendpttmpyunavailex INTO DATA(lo_endpoint_ex).
" This endpoint is temporarily unavailable, try the next one
lo_exception = lo_endpoint_ex.

CONTINUE.

CATCH /awsl/cx_r5vaccessdeniedex
/awsl/cx_r5vconflictexception
/awsl/cx_r5vinternalserverex
/awsl/cx_r5vresourcenotfoundex
/awsl/cx_r5vthrottlingex
/awsl/cx_r5vvalidationex
/awsl/cx_rt_generic INTO lo_exception.

" For other errors, re-raise immediately
RAISE EXCEPTION lo_exception.
ENDTRY.
ENDLOOP.

" If we get here, all endpoints failed - re-raise the last exception
IF lo_exception IS BOUND.

RAISE EXCEPTION lo_exception.
ENDIF.

« API M|® ME = SDK for SAP ABAP API & Z 9| UpdateRoutingControlState & & Z5tM| 2.
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"Statement": [
{

"Principal": "*",
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