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https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_StartZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_UpdateZonalShift.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListZonalShifts.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_ListManagedResources.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_GetManagedResource.html
https://docs.aws.amazon.com/arc-zonal-shift/latest/api/API_CancelZonalShift.html
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start-zonal-shift HHEE AIE350{ CLIOIAM ¥ HMetE A|EHE 4= Q&LCt

aws arc-zonal-shift start-zonal-shift \
--resource-identifier="arn:aws:testservice::111122223333:ExampleALB123456890" \
--away-from="usw2-az1" \
--expires-in="5m" \
--comment="Shifting traffic away from USW2-AZ1"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2022-11-14T0Q1:40:42+00:00,
"startTime": 2022-11-14T01:35:42+00:00,
"status": "ACTIVE",
"comment": "Shifting traffic away from USW2-AZ1"
}

22| 2lAA 7K 7]
get-managed-resource BYE A& 3504 CLIOIM &E| 2|40 CHEF HEE 7HXE = /U&LICH

aws arc-zonal-shift get-managed-resource \
--resource-identifier="arn:aws:testservice::111122223333:ExampleALB123456890

{
"arn": "arn:aws:testservice::111122223333:ExampleALB123456890",
"name": "TestResource",
"appliedWeights": {
"usw2-az1": 1.0,
"usw2-az2": 1.0,
"usw2-az3": 1.0
b
"zonalShifts": []
}

CLI Zred AFZ oAl 17


https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html
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list-managed-resources WY AL&3504 CLIOIA] AHHEHo| ZE| B|AAE LIPE £ U&LICH

aws arc-zonal-shift list-managed-resources

{
"items": [
{
"arn": "arn:aws:testservice::111122223333:ExampleALB123456890",
"name": "TestResource",
"availabilityZones": [
"usw2-azl1l",
"usw2-az2",
"usw2-az3"
]
}
]
}
Ao gt 28

list-zonal-shifts HHES AFE5l04 CLIE Sal 7ol ¥ MEtS LIYE £ Y& Lt

aws arc-zonal-shift list-zonal-shifts

{
"items": [
{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier":
"arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2022-11-15T09:10:42+00:00,
"startTime": 2022-11-13T01:35:42+00:00,
"status": "ACTIVE",
"comment": "Shifting traffic away from USW2-AZ1"
}
]
}
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Amazon Route 53 O ZE[7[0|M =7 HEE D
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update-zonal-shift @HS AI&3t04 CLIZ
aws arc-zonal-shift update-zonal-shift \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890" \

--expires-in="1h" \
--comment="Still shifting traffic away from USw2-Az1"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-az1",
"expiryTime": 2022-11-15T10:35:42+00:00,
"startTime": 2022-11-15T09:35:42+00:00,
"status": "ACTIVE",
"comment": "Still shifting traffic away from USW2-AZ1"
}
SEERSER PN
ot TBtg FAaE 4 Qe

cancel-zonal-shift HHEE AFE5104 CLIOIAM ¥

aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"

{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2022-11-15T10:35:42+00:00,
"startTime": 2022-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Shifting traffic away from USW2-AZ1"
}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:517",
"mfaAuthenticated": "false"

}
},
"eventTime": "2022-11-14T16:14:41Z",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2

exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",
"requestParameters": null,
"responseElements": null,
"requestID": "VGXG4ZUE7UZTVCMTJGIAF_EXAMPLE",
"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
"eventCategory": "Management"

}
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
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Amazon Route 53 Ol ZE[70|MH 5+
": "EXAMPLENAME"

"userName":

1,
webIdFederationData": {3},
{
"2022-11-14T16:01:512"

"attributes":

"creationDate":
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2022-11-14T16:10:38Z"
" arc-zonal-shift.amazonaws.com

eventSource":
"StartZonalShift"

"eventName":
"us-west-2",
"Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64

"awsRegion":
"sourceIPAddress": "192.0.2.50"
"userAgent"
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102"
errorCode": "ConflictException",
errorMessage": "There's already an active zonal shift for that resource
arn:aws:testservice:us-west-2:077059137270:testResource/456apples

'bac23b74-176e-c073-de8f-484ca508910f""

identifier:

Active zonal shift
{
arn:aws:testservice:us-

requestParameters":
"resourceIdentifier":
west-2:077059137270:testResource/456apples”
"awayFrom": "usw2-azl",
"expiresIn": "2m",
"comment": "HIDDEN_FOR_SECURITY_REASONS"
1,
"responseElements": null,
"requestID": "OP40YXZ54HUPMIPGWH_EXAMPLE"
"eventID": "@bcab660-e999-43a5-9008-EXAMPLE"
"readOnly": false
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333"
eventCategory": "Management"
}
}
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
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describe-resource-policiesCLI HZH 2 Al235t0{ &

"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

1,

"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",

"Sid": "TrustEventsToStorelLogEvent"

}

1,
"Version": "2012-10-17"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
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"arc-zonal-shift:UpdateZonalShift",
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1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/cli/latest/reference/arc-zonal-shift/index.html

JHeER 7Hol=

H=7 g
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \

Amazon Route 53 O Z 2|7{|0|M

aws arc-zonal-shift create-practice-run-configuration \
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-

--resource-

--outcome-alarms
type=CLOUDWATCH, alarmIdentifier=arn:aws:cloudwatch:Region:111122223333:alarm:Region-

MyAppHealthAlarm \
--blocking-alarms
--blocked-dates 2023-12-01 --blocked-windows Mon:10:00-Mon:10:30

BlockWhenALARM \

"arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890"
"DISABLED"

{
"arn": :
"name": "zonal-shift-elb"
"zonalAutoshiftStatus":
practiceRunConfiguration": {

"blockingAlarms": [
"CLOUDWATCH"
: "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-

{
"type":
"alarmIdentifier"

}

]
"outcomeAlarms": [

west-2-BlockWhenALARM"
"arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-

"CLOUDWATCH"

{
Iltype
alarmIdentifier":

}
1,
"blockedWindows"
"Mon:10:00-Mon:10:30"

L

west-2-MyAppHealthAlarm"

[

1,
"blockedDates"
"2023-12-01"
]
}
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aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="ENABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "ENABLED"

}
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CLIE Ar&3t0o{ A& MEH2 F|£45t24™ update-zonal-autoshift-configuration WHEE A
104

8510 B xt& M S HIFgJEFELICH ol & S0{ E|AA0| O AtS HEE SEsteiH oS &

aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"
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CLIE At835t0{ ¢dg A-AO| E|AA0] AlEte B T™MEtE F AT CEM T 52l g AdE
& = ELICEH & A2 F|4A5t2{™ cancel-zonal-shift BHES AMSELICH
0& E0{ 2laA0] CiEt g A E FAsto{H OIS0 22 BHE AEFHA L.
aws arc-zonal-shift cancel-zonal-shift \
--zonal-shift-id="="arn:aws:testservice::111122223333:ExampleALB123456890"
{
"zonalShiftId": "2222222-3333-444-1111",
"resourceldentifier": "arn:aws:testservice::111122223333:ExampleALB123456890",
"awayFrom": "usw2-azl",
"expiryTime": 2024-11-15T10:35:42+00:00,
"startTime": 2024-11-15T09:35:42+00:00,
"status": "CANCELED",
"comment": "Practice Run Started"
}
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aws arc-zonal-shift update-practice-run-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--blocked-dates 2024-03-01

"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "zonal-shift-elb"
"zonalAutoshiftStatus": "DISABLED",
"practiceRunConfiguration": {
"blockingAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-BlockWhenALARM"
}
]
"outcomeAlarms": [
{
"type": "CLOUDWATCH",
"alarmIdentifier": "arn:aws:cloudwatch:us-west-2:111122223333:alarm:us-
west-2-MyAppHealthAlarm"
}
1,
"blockedWindows": [
"Mon:10:00-Mon:10:30"
1,
"blockedDates": [
"2024-03-01"
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aws arc-zonal-shift update-zonal-autoshift-configuration \
--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890" \
--zonal-autoshift-status="DISABLED"

"resourceldentifier": "arn:aws:elasticloadbalancing:us-
west-2:111122223333:ExampleALB123456890",
"zonalAutoshiftStatus": "DISABLED"
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aws arc-zonal-shift delete-practice-run-configuration \

--resource-
identifier="arn:aws:elasticloadbalancing:Region:111122223333:ExampleALB123456890"

{
"arn": "arn:aws:elasticloadbalancing:us-west-2:111122223333:ExampleALB123456890",
"name": "TestResource",
"zonalAutoshiftStatus": "DISABLED"
}
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1. OollM Route 53 ARC &2 L|Chhttps://console.aws.amazon.com/route53recovery/homet/
dashboard.
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Efde MHE5H Y 0|S CloudTrail O|HHEE X & 35l04 Amazon S3 HHZIS 2 O|HEE X|&™MS
2 MEE £ Q&L ERYE FA5HK| Lol E CloudTrail £ 2| O|HE 7|0 7t% %2 O[H
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A X5 HE HE: CloudTrail

CloudTrail A& BHE AWS AI™ [ &3t ELIC 9 xS ols2 IéH Route 53 ARCOI|A{ & 50|
o

dr M3 sliE &S 0] CloudTrail O|HIE 7|£ 9| CHE AWS AMH|A O|HEQ &7/ OI'L*IEOH 7|18 EL
Ct oM 2|2 O|HEE E1n, AM5t 1D CIREZCEE = U&LICH AWS 74I’HXM1I°+ LI CloudTrail
OIHE 7|5 s HX5HAAIL.

Route 53 ARCO| 7+ XI5 4% O|HEE L &S0 LH O|HES| ZI& 52l 7|52 Eo{H EBYES
MMSHAAI2 AWS AHE. EBYES AH2SHH CloudTrail Amazon S3 HZIo 2 21 nllg M4 &t

£ Ql&LICH E40M FHE MAMSIH 7|E2xo2 R E AWS 2|70 £A0| M E/L|CH EfYe
AWS IE|Mof il 2 E X|¥Oo| O|HEE 7|§35t1 X|HE Amazon S3 HHZIC 2 21 IS M&E
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
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- Q0| FE L= AWS Identity and Access Management (IAM) AF& A} AtZ4 ZHO 2 O|F 0 EX|

CloudTrail O|HE 7|§0|M 22 O|HEE & &+ U&LICH RIAEH LIE 2 AWS CloudTrail AR MH
M2| CloudTrail O|HIE 7|E Zd2 X AAIL.

Qjod XI=E A 27 1l 3= 0|5l

EYUe X|XH3t Amazon S3 H{ZIof| O|HIEE 27 nlYz MEe £ e T MLIC CloudTrail 2

O ool st P olao| 21 g=0| Z&EL|o] U&LICH O|HEE BE AAQ|EHU XS LIEFLHT
QEE Y, = I U AlZH % o7l = Sol cHet HEE E & & LICE CloudTrail 21 T2

Z7H APl 250 M A% EF0AT} OHLIDR S &ME EAIEX| efeLict

= CloudTrail 21 52 E04

a

CHZ oAl ¥ XIS 0|5 ListManagedResources 242 204
ELCt.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

1,
"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-11-14T16:01:51Z7",
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Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-11-14T16:14:417",
"eventSource": "arc-zonal-shift.amazonaws.com",
"eventName": "ListManagedResources",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": null,

"responseElements": null,

"requestID": "VGXG4ZUE7UZTVCMTIGIAF_EXAMPLE",

"eventID": "4b5c42df-1174-46c8-be99-d67_EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333"

"eventCategory": "Management"

}

AmazonOi M ¥ Xt& <& AFE 57| EventBridge

EventBridgeAmazonZ A& 35tH B A& 0|8 E|LAAE BLIEHZ ST OHE MHIAE AE St CHY

steig AISHSHE OJHIE Jl¥h 7212 AXY + ASLICH AWS I8 S0{ I XI5 0I5 S 3t oig
A#0| AISHE [ Amazon SNS FA0f A2 S HUH OlHY S ks FES MY + UsLIC

AmazonOil A T#%/2 EventBridge 2443504 &3

N
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UxIA7IEHs EEE 218D 9 E e M3ELIC
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https://console.aws.amazon.com/events/ 0| A OtOFE EventBridge 2& 2 iLICt.

2. TEg ddsttie CHe, & O|HIEE A|IHSH D A2 X|¥E MEMEHLICH AWS 2|

3. Create rule2 ME4SHL|CE

4. T2l 0|ES YRStT MEIMoz MHE l2dshL|C}

5. OHE HaAo| AL 7|2Zte a2 FHL

6. LCISS MEdgiLICE

7. O|HE DN 4= CHAH|o|A O|HIE AAO| AR 7|EZIQI AWS O|HEE J0H2 FAH .

8. MZ o|HEOAM =Y el2dg MESSILICE.

9. MZ o|HEO O|HE mES Q=5I7{L} SAISt0{ Eoid&LCt.

i XI5 0|S O|HIE THEH o A|

O|HE mME UX|SI= O|HER SUSH AXE Z&LICH IHEI2 UXIA|IZ|E{E EHEE 2185t 3t
I Ues s MBELICH

O| MMo| O|HE THEHE SA5t04 20420 WA XIS 0|S EventBridge 2 & E|AAE D LIE{E
St O AI8E £ Qe #El8 e = AUsLCt

d xHs ME O|HE CHEt O|HIE HEIS ME [ detail-typedl CHS & SHLIE X|HE = Q!
&L|Ct
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* Autoshift In Progress

* Autoshift Completed
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https://console.aws.amazon.com/events/

Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

e Practice Run Started
e Practice Run Succeeded
* Practice Run Interrupted

* Practice Run Failed

#o| BEE B2 BEol ¥

|'O

lofl CH8t RFMIEH LHE 2 additionalFailureInfo EEE & =X

- A& Aol AR E F xS 0|S0lM 2 E O[HEE MEMFILICE .

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Started"
]
}

{
"source": [
"aws.arc-zonal-shift"
1,
"detail-type": [
"Practice Run Failed"
]
}
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"version": "Q",

"id": "@5d4d2d5-9c76-bfea-72d2-d4614802adb4",
"detail-type": "Practice Run Interrupted",
"source": "aws.arc-zonal-shift",
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"account": "111122223333",
"time": "2023-11-16T23:38:14Z",
"region": "us-east-1",
"resources": [
"TEST-EXAMPLE-2023-11-16-23-28-11-5"
1,
"detail": {
"version": "0.0.1",
"data": {
"additionalFailureInfo": "Practice run interrupted. The blocking alarm
entered ALARM state."
.
"metadata": {
"awayFrom": "usel-az2"
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events. 7|& 21 I8 MEiSIE{E 42 E A& St 20 280 EEOR2 HFH SMH2E /
aws/events EA|EICt=E Holl f2|5tM2. REMIEH LI 2 Amazon CloudWatch AFHE AEML| M 2

O35 M2 AESHAAIR.

22 2|2 9| CloudWatch 22 AI235l0{ CHA S Z AFR2E CloudWatch 21 1§ & THE 7L AFE
ol A% Her2 SHI2H A&l of &Lict 2£2 AF2 504 EventBridge A& 2 agg 7t
st ST 20 OS] 2lAA 7|8 MHAlo| A5 o2 YO|o|EEL|Ct a2 AWS Command Line

EZ Y ZLEE 70


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html#eb-console-targets
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IlI

Interface EE= AWS SDKE Al235t0d 21 15 M5t 29 23 250 cist 2[AA 7|8F H2
£ Aoo|EsHoF & LICH CH oA HA2 EI.’.\.& 7|8t HAMo M 23 2 &0l Heolsof sl HEHE
Hoi{FLILC}.

"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

.

"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",
"Sid": "TrustEventsToStorelLogEvent"
}

1,
"Version": "2012-10-17"

stod 21 I 0l cHet 2laa |8t HAME FHE == gl&aLIch 2l J|H HAof
P HEFS FTHetEAT APl A4S A& AIR. CloudWatch PutResourcePolicy 13 CH
describe-resource-policiesCLI B At&3sto{ HE 0| 2HIE ML= K| &g = U&LICH.
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"Statement": [
{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "ec2:DescribeAvailabilityZones",
"Resource": "*"

"Effect": "Allow",
"Action": "cloudwatch:DescribeAlarms",
"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"arc-zonal-shift:ListManagedResources",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:ListZonalShifts",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift",
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:CreatePracticeRunConfiguration",
"arc-zonal-shift:DeletePracticeRunConfiguration",
"arc-zonal-shift:ListAutoshifts",
"arc-zonal-shift:UpdatePracticeRunConfiguration",
"arc-zonal-shift:UpdateZonalAutoshiftConfiguration"

1,

"Resource": "*"

"Effect" : "Allow",

"Action" : [

"cloudwatch:DescribeAlarms",
"health:DescribeEvents"

1,

"Resource" : "*"

"Effect" : "Allow",

"Action" : [
"arc-zonal-shift:CancelZonalShift",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:StartZonalShift",
"arc-zonal-shift:UpdateZonalShift"

1,

"Resource" : "*"
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aws routeb53-recovery-control-config --region us-west-2 create-cluster --cluster-name
NewCluster

"Cluster": {
"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",
"Name": "NewCluster",
"Status": "PENDING"

}
}
Route 53 ARC ZIAAE XS MAMSIH S{AE7I MMHE|E S92 PENDING & E{7| ElLICH
describe-clusterE &350 TI& A& &0I8 &~ Q&LICT

1b. ESHAEE dEELICH

aws routeb53-recovery-control-config --region us-west-2 \
describe-cluster --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh

"Cluster":{

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"ClusterEndpoints":[
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{"Endpoint": "https://host-aaaaaa.us-east-1.example.com", "Region":"us-
east-1"},
{"Endpoint": "https://host-bbbbbb.ap-southeast-2.example.com",
"Region":"ap-southeast-2"},

{"Endpoint": "https://host-cccccc.eu-west-1.example.com", "Region":"eu-
west-1"},
{"Endpoint": "https://host-dddddd.us-west-2.example.com", "Region":"us-
west-2"},
{"Endpoint": "https://host-eeeeee.ap-northeast-1.example.com",
"Region":"ap-northeast-1"}
]
"Name": "NewCluster",
"Status": "DEPLOYED"
}
}

DEPLOYED & EH7} £/ Route 53 ARCE AF2XH7F 45 Z 88 + U AEXZQIE MEE Z&F5=
EHAEHE H3HMo R MMEt JULIC list-clustersE 2£5101 ZE 2BAEHE LHEE =

&Lt

1c. E{AEE LIAELICEH

aws route53-recovery-control-config --region us-west-2 list-clusters

"Clusters": [
{
"ClusterArn": "arn:aws:route53-recovery-
control::111122223333:cluster/1234abcd-abcd-1234-abcd-1234abcdefgh",
"ClusterEndpoints": [

{"Endpoint": "https://host-aaaaaa.us-east-1l.example.com", "Region":"us-
east-1"},
{"Endpoint": "https://host-bbbbbb.ap-southeast-2.example.com",
"Region":"ap-southeast-2"},
{"Endpoint": "https://host-cccccc.eu-west-1.example.com", "Region":"eu-
west-1"},
{"Endpoint": "https://host-dddddd.us-west-2.example.com", "Region":"us-
west-2"},
{"Endpoint": "https://host-eeeeee.ap-northeast-1.example.com",
"Region":"ap-northeast-1"}
1,
"Name": "AnotherCluster",
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"Status": "DEPLOYED"
1,
{

"ClusterArn": "arn:aws:route53-recovery-
control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",
"ClusterEndpoints": [
{"Endpoint": "https://host-ffffff.us-east-1.example.com", "Region":"us-
east-1"},
{"Endpoint": "https://host-gggggg.ap-southeast-2.example.com",
"Region":"ap-southeast-2"},
{"Endpoint": "https://host-hhhhhh.eu-west-1.example.com", "Region":"eu-
west-1"},
{"Endpoint": "https://host-iiiiii.us-west-2.example.com", "Region":"us-
west-2"},
{"Endpoint": "https://host-jjjjjj.ap-northeast-1.example.com",
"Region":"ap-northeast-1"}
1,
"Name": "NewCluster",
"Status": "DEPLOYED"

2. M|o{Ek 4o

M|0{EF2 Route 53 ARC 2t & M0{E€ #+43517| &8t =21 2§ QLICH E2AEHE HM5IH
Route 53 ARC7} DefaultControlPanel2 &8t AFEXIE & Mo{EtE XIS E MSELICH
O| MO{EH2 S A| AF2E = &LICH.

Mo{E2 &t FBHAEMEF EXHE = JU&LICH Mo{E S CHE 2 2{AEE 0|5 524 KMo{EHE AFX|
A 2 e{AE{o| M MAdSHoF B LICH 1ist-control-panelsE &304 Aol ZE A

stChS 5 W 2
oIS 2 = ASLICH EY E{AE9| Mo{EEF H24H - -cluster-arn ZEE FIIgHLICH

2a. M|o{E S LtFELICH

aws routeb53-recovery-control-config --region us-west-2 \
list-control-panels --cluster-arn arn:aws:route53-recovery-
control::111122223333:cluster/eba23304-1a51-4674-ae32-b4cf@6070bdd

"ControlPanels": [

{
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"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/1234567dddddd1234567dddddd1234567",
"ClusterArn": "arn:aws:route53-recovery-

control::111122223333:cluster/5678abcd-abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,
"Status": "DEPLOYED"

-

5= 82 create-control-panel2

o

2b. Mo{EH2 MAdgrLICt.

aws routeb53-recovery-control-config --region us-west-2 create-control-panel \

--control-panel-name NewControlPanel2 \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh

"ControlPanel": {
"ControlPanelArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

abcd-5678-abcd-5678abcdefgh",
"DefaultControlPanel": false,

"Name": "NewControlPanel2",

"RoutingControlCount": O,
"Status": "PENDING"

Route 53 ARC Z|AAE XS HM5tH MM
control-panel@ Z&5t0] Tl & &S &EQE = A&LICH

2c. Mo{ZrE dEefLCt.

aws route53-recovery-control-config --region us-west-2 describe-control-panel \

--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456
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"ControlPanel": {

"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",

"ClusterArn": "arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh",

"DefaultControlPanel": true,

"Name": "DefaultControlPanel",

"RoutingControlCount": O,

"Status": "DEPLOYED"

[
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create-routing-control2 £&35t04 2t Xo0{E MM LICE.

3a. & XMo{E HELICh

aws route53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name NewRcl \
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-
abcd-5678-abcd-5678abcdefgh

{
"RoutingControl": {
"ControlPanelArn": " arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "PENDING"
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aws routeb53-recovery-control-config --region us-west-2 describe-routing-control \

--routing-control-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

{
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "NewRcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
"Status": "DEPLOYED"

list-routing-controls& 3 £35t04 Mo{Eof 2t & MO{E LI¥E = AU&LICH Xo{E ARNO|
Z gt

3c. ot E MOo{E LIQEE LIt

aws routeb53-recovery-control-config --region us-west-2 list-routing-controls \
--control-panel-arn arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb?0123456bbbbbb0123456

{
"RoutingControls": [
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rcl",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",
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"Status": "DEPLOYED"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "Rc2",
"RoutingControlArn": "arn:aws:route53-recovery-

control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"Status": "DEPLOYED"

ot Xof el 2ol ChF oMol M= of MMof = 7He| 2t & A[of(Re1 & Re2) 7t LEFE[o] )
Cto 7P eI of oixolA 2 2t & Moo= ofE 2|70l o] Hi2 &= 78 B E LIEFHLICE
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otEdsior & = U&LICH Ol2Et 23 £ X|E BHEcdH et Ho{ et &g A dstiok gfLict
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2 MtE= o E MBELICH #3E MHE2{™ create-safety-rule assertion-rule It2H0|E
oF &M Al™ELICE

AP| Zrdof CHEt REMIEH LI 82 Amazon Route 53 OHZE[ZH|0|MH 7 ZHHEE 8 2t*E
Mo{ API & = SHLHME E Z S AR AssertionRule.

aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
--assertion-rule '{"Name": "TestAssertionRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"WaitPeriodMs": 5000,
"AssertedControls":
["arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl23defl23def"
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"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx7892z22z123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"RuleConfig": {"Threshold": 1, "Type": "ATLEAST", "Inverted": false}}'

"Rule": {
"ASSERTION": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx78922z123yyy456xxx/safetyrule/333333444444",
"AssertedControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/defl23defl123def"
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/ghi456ghi456ghi"],
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"Name": "TestAssertionRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 1,
"Type": "ATLEAST"
1,
"Status": "PENDING",
"WaitPeriodMs": 5000

}
}
}
CtE 3 £2 Mool chal 2t E Mo MEo| Cigt A “2/2” = “H 0|y A2|X|E MBst=
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o{Md4 = API Zf o CHEr XFMIEH L& 2 Amazon Route 53 OHEZ2|7{|0|H |7 ZHEEZE 2t *E
Mo{ API & Z= SFHLHME FZE S AL GatingRule.

4b. 7|0|E! FEIS MABHLICt

aws routeb53-recovery-control-config --region us-west-2 create-safety-rule \
--gating-rule '{"Name": "TestGatingRule",
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx7892zz123yyy456xxx",
"WaitPeriodMs": 5000,
"GatingControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
defl123defl123def"]
"TargetControls": ["arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/
ghi456ghi4s56ghi",
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222123yyy456xxx/routingcontrol/1mn7891mn7891mn"],
"RuleConfig": {"Threshold": @, "Type": "OR", "Inverted": false}}'

"Rule": {
"GATING": {
"Arn": "arn:aws:route53-recovery-control::888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/safetyrule/ 444444444 444",
"GatingControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789zzz123yyy456xxx/routingcontrol/defl23def123def"
1,
"TargetControls": [
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/ghi456ghi456ghi”
"arn:aws:route53-recovery-control: :888888888888:controlpanel/
zzz123yyy456xxx789222z123yyy456xxx/routingcontrol/1mn7891mn7891mn"
1,
"ControlPanelArn": "arn:aws:route53-recovery-
control: :888888888888:controlpanel/zzz123yyy456xxx789zzz123yyy456xxx",
"Name": "TestGatingRule",
"RuleConfig": {
"Inverted": false,
"Threshold": 0,
"Type": "OR"
},
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"Status": "PENDING",
"WaitPeriodMs": 5000

X
}
X
CHE 212 Mof Bl4 A0t DH7LXIZ ClolE] SalQlo] HIE $ oHd RIS MY, Ly =5 AX
& & UgLch

&5 2 HAEQ A5 2510 2FSEl Ao AElE MY
(o]
o

=
|9tSH= set-routing-control-state 40| 243t

Cannot modify control state for [0123456bbbbbbb0123456bbbbbb01234560123
abcdefgl234567] due to failed rule evaluation
0123456bbbbbbb0123456bbbbbb0123456333333444444
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Amazon Route 53 Ol ZE[70|MH 5+

ZHEEH
aws routeb3-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCelll \

--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

aws routeb53-recovery-control-config --region us-west-2 create-routing-control \
--routing-control-name RoutingControlCell2 \

abcd-5678-abcd-5678abcdefgh
--cluster-arn arn:aws:route53-recovery-control::111122223333:cluster/5678abcd-

sto|2
[——

=]
=
=

50|
—

abcd-5678-abcd-5678abcdefgh
=

=) Aoqof| CHEH & EH

5b. Zt 2R E
Amazon Route 53 CLIZ A8 3}0{ Route 53 ARC AFEH

(® Note
aws route53 create-health-check --caller-reference RoutingControlCelll \
--health-check-config \
Type=RECOVERY_CONTROL ,RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

abcdefgl234567
"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-

{
cccc-dddd-ffffff22222",
"HealthCheck": {

"Id" D TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",

"CallerReference": "RoutingControlCelll",

"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",

"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/

"Inverted": false,
"Disabled": false,

1

abcdefgl234567"
Iy
"HealthCheckVersion":

115
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aws route53 create-health-check --caller-reference RoutingControlCell2 \
--health-check-config \
Type=RECOVERY_CONTROL, RoutingControlArn=arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567

"Location": "https://route53.amazonaws.com/2015-01-01/healthcheck/11111aaaa-bbbb-
cccc-dddd-ffffff22222",
"HealthCheck": {
"Id": TXXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX",
"CallerReference": "RoutingControlCell2",
"HealthCheckConfig": {
"Type": "RECOVERY_CONTROL",
"Inverted": false,
"Disabled": false,
"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

o
"HealthCheckVersion": 1

|

5¢c. & MO0 ZX| DNS HIZEE M3}

Route 53 CLIE A& 35t0{ Route 530{|A1 &0 =X| DNS t|ZEE MMELICH B2 EE Mdste{™
Amazon Route 53 AWS CLI & 2 X 0i| M change-resource-record-sets @230 CHEH X| &S 2 4
A2, BIZE0{A ZH MOl DNS 2t 2 Route 530| & Ef &0l2 2[3H 448 ST HealthCheckID Ztzt
7 RI'EELCHeb & X).

7|2 do| E2:

{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "primary",
"Failover": "PRIMARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "celll.yourdomain.com"
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}

1,

"HealthCheckId": "XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX"

o.
2 do| Be:

{
"Name": "myapp.yourdomain.com",
"Type": "CNAME",
"SetIdentifier": "secondary",
"Failover": "SECONDARY",
"TTL": O,
"ResourceRecords": [
{
"Value": "cell2.yourdomain.com"
}
1,
"HealthCheckId": "yyyyyy-yyyy-yyyy-yyyy-yyyyyyyyyyyy"
}

OlM 7|2 dolM Ex M2 Foll Zx|5t24™ 4bErAH 2| CLI MA|of| 2t RoutingControlCelll 4
EHE OFFZ RoutingControlCell2 & EHE ONSZ HC|O|EE = U&LICt

£ AS3stod 2t E Mo & HEE Lidst . YUO|0|ESHAA|2. AWS CLI

0|

Amazon Route 53 OfZ2|70|M |7 ZHEEE 2laA (o FHAHE, 2SS Ao, Mo{H) & M5t
F SAES o5 285tof ol ZXIE It 2t Mo 4EHE LtPstn YO0|EE = /l&Lct

MAMst 2t SE{AE{0f CHSH Route 53 ARCE SE{AE AEXQIE HMEE 5712 AWS 2T 5L
M3 ELct 2t e Mo HENE HAMSHHLE == 2 MEst7| 25! EE%EF SEE W= o243t 2
MA=ZQIE & 5Lt (AWS 2™ L A= ZQIE URL) £ XIZ5H0F On EfLICH of f & AF&3l0d B2
Bl Mo HEiE 71X 7L} YHIO|EStE{H 2| A EXQIE Q|0 O] --region A4M9O| ofQt Z O]
Bl A=xQIES| 5T K|H5HoF gLt AWS CLI

ZE B BHAEHAEEZCIEE AEE = UELICH AAEE X[UEH A=EXQIER WA|StD AL
I8t 4 AEZQIER AT E 4= U FH|stE 20| E&UCH EHAE A= ZQEE &=MrY
2 ANTse HHE BoiFE ZE ME2 SDKE AH835t= AWS ofZ2|7H0|M S 7 ZHEE B9 &Y
Mg FESAL

Ao CHEE REMIEH LI B2 AWS CLIZF R E R Z5HAAI2. AWS CLI 2HRE! Mo API 2t 52
ql XIMBH ME 213 = 2IE Mo API 2] MIME & X 5HAI2.
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/A Important
Amazon Route 53 2£0{|AM 2t & Mo{ HEIE YClo|E %E £ QIX|3F AWS CLI == AWS
SDKE AtE35t0q 228 Ao 4EHE YOI0|ESt= 0| EZ&LICH Route 53 ARCE= Route 53
ARC 2} % o] CIO|Ef Y2 Sall EEHEIS CHA| EPOE'or M 7tol| Eol ZX|E &5t
= Ol do{ 2|19 ME|MEE HMBELICH Route 53 ARCE AFE3510{ Tol ZX|E +~&sl=E &
BHoll CHEH REAMIBE HE AL 2 Route 53 ARCOHIAM S| 2 & A|040f| CHEF 28 Ated| MM &
ZstM Q.

2t MoE At HEi7H Of f2 MEELICH &, 2ol i 2t E Mojol Chy M 2te
SE|X| e&LICt get-routing-control-state HHEE A™st0o{ 2t E Xo{o| HEHE & QlE =
A& LIt

x|x-lol- E|7<-| m]] o{| vl o]

OIEE 4™ 5l24M describe-clusters HE S Al&lstod
ClusterEndpointsE &QIgiL|Ct 7—.F ClusterEndpointol= 2t E Ao 4 EHE 7HX{2 7Lt &
HolESHE Ol AI8E £ Qe 2l U SHE A= QET} T8 E|o] Q&LICH DescribeClustersT A
o{ 7144 API 2 QILICH Route 53 ARCEI™ 2HAE A= ZQIEQ| ZZ AME S S0t30f| 236

Lt A=EZQIEE MAIZStE Ol AFSStE AIS3 ZEZ st=E 610 Etet= ol E&LICH

o bk |m

1. 2tE Aof Lt

2! Route 53 ARC Cl|O|E{ B A=XQIEE A E5l0{ 2t E Ao & 2t E Mol HEHE

1. &Y Mo{Ho| 2t E Mo{E LtAFLIct Mo{EE x|
C

15t X| 2™ 1ist-routing-
controlsE Z2HAES ZE BILE! No{E utgtgiL|Ct.

aws routeb53-recovery-cluster list-routing-controls --control-panel-arn \
arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb?0123456bbbbbb0123456 \
--region us-west-2 \
--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{
"RoutingControls": [{
"ControlPanelArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
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"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

1,
{
"ControlPanelArn": "arn:aws:route53-recovery-
control::023759465626:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"ControlPanelName": "ExampleControlPanel",
"RoutingControlArn": "arn:aws:route53-recovery-

control::023759465626:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
2zZzzZXXXXyyyyl23456",

"RoutingControlName": "RCTwo",

"RoutingControlState": "Off"

[

2. et Mo 712 7|

2. 2t Moi 4EfE THXZ LI

aws route53-recovery-cluster get-routing-control-state --routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/v1l

{"RoutingControlArn": "arn:aws:routeb53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlName": "RCOne",

"RoutingControlState": "On"

2t Xo{Z MoiEl= cHe A=z IER ERfHE 2t etti™ 2t Kol JEfE one = U
O|EgtLICt update-routing-control-state HHEE AM&5t0d 2R E Xof 4EHE UCIOIEF

LICH (20| &5t SEO| Hlo{ Q&LICtH)
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2a. et S XMof §EHE HO|O|EFFLICH

aws routeb3-recovery-cluster update-routing-control-state \

--routing-control-arn \

arn:aws:route53-recovery-
control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567 \

--routing-control-state On \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3

5 Ho| API XIT 252 043 219 Mo{E S Ao YHO|EE 4 & LICH update-Touting-
control-states (20| 833t™ & 0| H|of JU&LICt)

2b. 0t 2t & Mo YE{E B Hof Aol E(YE Hdo|E)gfLICt

aws routeb3-recovery-cluster update-routing-control-states \

--update-routing-control-state-entries \

'"[{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567",

"RoutingControlState": "Off"}, \

{"RoutingControlArn": "arn:aws:route53-recovery-
control::111122223333:controlpanel/@123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
hijklmnop987654321",

"RoutingControlState": "On"}]' \

--region us-west-2 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl

{3
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[ Ztol Ch= 1t Zofof &FLct,

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Primary

Failover: Primary

TTL: ©

Resource Records:

Value: celll.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX

Bx ol =Xl 22 = gf2 ch&3 Zotok gfLict.

Name: myapp.yourdomain.com

Type: CNAME

Set Identifier: Secondary

Failover: Secondary

TTL: @

Resource Records:

Value: cell2.yourdomain.com

Health Check ID: XXXXXX=XXXX=XXXX=XXXX=XXXXXXXXXXXX
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--routing-control-arn \

arn:aws:route53-recovery-
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control::111122223333:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/safetyrule/
yyyyyyy8888888 \

--endpoint-url https://host-dddddd.us-west-2.example.com/vl
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
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https://docs.aws.amazon.com/recovery-cluster/latest/api/resourcepolicy-resourcearn.html.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/smithj",
"accountId": "111122223333",
"userName": "smithj"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

}
}
I
"eventTime": "2021-06-30T04:45:467",
"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "CreateCluster",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",
"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {
"ClientToken": "12345abcdef-1234-5678-abcd-12345abcdef",
"ClusterName": "XYZCluster"
I
"responseElements": {
"Cluster": {
"Arn": "arn:aws:route53-recovery-control::012345678901:cluster/abcl23456-
aall-bb22-cc33-abcl123456",
"ClusterArn": "arn:aws:route53-recovery-control::012345678901:cluster/
abcl23456-aall-bb22-cc33-abcl23456",
"Name": "XYZCluster",
"Status": "PENDING"

1,

"requestID": "6090509a-5a97-4be6-8e6a-7d73example",
"eventID": "9cab44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",
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"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

CtZ oAM= 2t & M o] UpdateRoutingControlState 42 E04F & CloudTraill 21 E52
HoiEL|ct

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/admin/smithj",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-06-30TQ4:44:41Z"

1,
"eventTime": "2021-06-30T0Q4:45:467",

"eventSource": "route53-recovery-control-config.amazonaws.com",
"eventName": "UpdateRoutingControl",

"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "aws-cli/2.0.0 Python/3.8.2 Darwin/19.6.0 botocore/2.0.0dev7",
"requestParameters": {

"RoutingControlName": "XYZRoutingControl3",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456/routingcontrol/
abcdefgl234567"

3,
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"responseElements": {
"RoutingControl": {
"ControlPanelArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb0123456",
"Name": "XYZRoutingControl3",
"Status": "DEPLOYED",

"RoutingControlArn": "arn:aws:route53-recovery-
control::012345678:controlpanel/0123456bbbbbbb0123456bbbbbb@123456/routingcontrol/
abcdefgl234567"

}

},
"requestID": "6090509a-5a97-4be6-8eb6a-7d73example”,

"eventID": "9cabs44ef-0777-41e6-838f-f249example”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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"Action": [
"route53-recovery-control-config:actionl",
"route53-recovery-control-config:action2"

]
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlState",
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-control-config:CreateCluster",
"route53-recovery-control-config:CreateControlPanel”,
"route53-recovery-control-config:CreateRoutingControl",
"route53-recovery-control-config:CreateSafetyRule",
"route53-recovery-control-config:DeleteCluster",
"route53-recovery-control-config:DeleteControlPanel”,
"route53-recovery-control-config:DeleteRoutingControl",
"route53-recovery-control-config:DeleteSafetyRule",
"route53-recovery-control-config:DescribeCluster",
"route53-recovery-control-config:DescribeControlPanel",
"route53-recovery-control-config:DescribeSafetyRule",
"route53-recovery-control-config:DescribeRoutingControl",
"route53-recovery-control-config:ListAssociatedRoute53HealthChecks",
"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"routeb53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:UpdateControlPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
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"Effect": "Allow",
"Action": [
"route53:GetHealthCheck",
"route53:CreateHealthCheck",
"route53:DeleteHealthCheck",
"route53:ChangeTagsForResource"

1,

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [

"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
"route53-recovery-control-config:
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CreateCluster"”,
CreateControlPanel",
CreateRoutingControl",
CreateSafetyRule",
DeleteCluster",
DeleteControlPanel",
DeleteRoutingControl",
DeleteSafetyRule",
DescribeCluster",
DescribeControlPanel",
DescribeSafetyRule",
DescribeRoutingControl",
GetResourcePolicy",
ListAssociatedRoute53HealthChecks",
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"route53-recovery-control-config:ListClusters",
"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-control-config:ListSafetyRules",
"route53-recovery-control-config:ListTagsForResource",
"route53-recovery-control-config:UpdateControlPanel”,
"route53-recovery-control-config:UpdateRoutingControl",
"route53-recovery-control-config:UpdateSafetyRule",
"route53-recovery-control-config:TagResource",
"route53-recovery-control-config:UntagResource"

]I

"Resource": "*"

S 22{AE Oo|& £8IQ! APIE AF&3104 Route 53 ARC 2H & AMo{0llA Zred (0f: RH5H & 44 Al
ol Zx|7} 7tsstE S Bt Mo HE) HHI0IE) & =~5t2{H™ CtZ 2t 22 Route 53 ARC IAM
HMZ IAM AL RO A AZ4E &= U&LC

F

P

Ol

AllowSafetyRuleOverride £22 IS Mo 2t £33 HX[ZE FMHE - A28 MY
£ Qe HEHE Hod&LCt o] HEH2 “break glass” AILIZI20I A RHSHLE 7|E} ZIZ 8 ZHoH = x| Al

El20M 2EZ IXIE ?36t7] flol HRE & J&LICH 6lE S0 2Lxte Mol ST E <ol &4

=

b

St7H ol ZX|E FIsHoF & = UM stLt o4 o] oHH F=E|o 2 QlsH EZ|E & CHA| 2t ét= O
Zodt 2t e Aof AEf YOO|ETL o 7|x| LAl RHEHE! = Q& LICEH O] HEt2 S PXxte 2t?
2 KMo #4EHE LOIOIESIY| QIcH APIE S E2E M MY olg ot #32 X|HE = U&LICH RhAlE
HEE= ot #3I8 MYolsto EEE CHA| 2t E S XM L.

2UR7 57 Ze{AE OB ETQAPIE AISE £ QT E 5856t oH M 7EIR

AlStX| 2t == 5t24H boolean toE AE501 CHEat Z2 HHE (ZAY £ /U&LICH
AllowSafetyRuleOverrides false 2YAt7} o™ A 22 RAIRE = UL = 5t2{™ booleans 2

M LA, AllowSafetyRuleOverrides true

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-cluster:GetRoutingControlState",
"route53-recovery-cluster:ListRoutingControls"
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"Resource": "*"

"Effect": "Allow",

"Action": [
"route53-recovery-cluster:UpdateRoutingControlStates",
"route53-recovery-cluster:UpdateRoutingControlState"

1,
"Resource": "*",
"Condition": {
"Bool": {
"route53-recovery-cluster:AllowSafetyRulesOverrides": "false"
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aws routeb53-recovery-readiness --region us-west-2 create-resource-

set --resource-set-name dynamodb_resource_set --resource-set-type

AWS: :DynamoDB: : Table --resources ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/PDXCell,ResourceArn=arn:aws:dynamodb:us-
west-2:111122223333:table/PDX_Table ReadinessScopes=arn:aws:aws-recovery-
readiness::111122223333:cell/IADCell,ResourceArn=arn:aws:dynamodb:us-
east-1:111122223333:table/IAD_Table --tags Stage=Prod

aws route53-recovery-readiness --region us-west-2 create-readiness-
check --readiness-check-name dynamodb_readiness_check --resource-set-name
dynamodb_resource_set --tags Stage=Prod
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1a. us-east-1 A& MAsHLICT

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name east-cell

{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"CellName": "east-cell",
"Cells": [],
"ParentReadinessScopes": [],
"Tags": {3}
}

1b. us-east-1 A& MMErL|C}.

aws routeb53-recovery-readiness --region us-west-2 create-cell \
--cell-name west-cell

"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-cell",
"CellName": "west-cell",
"Cells": [1,
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"ParentReadinessScopes": [],
"TagS": {}

x| gfelg = A&LCh.

rir

1c. O|Xl| & Ao| MZI&LICH 1ist-cells APIE £&35l04 0|S0| XK 5t

aws routeb53-recovery-readiness --region us-west-2 list-cells

{
"Cells": [
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell",
"CellName": "east-cell",
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {}
.
{
"CellArn": "arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell",
"CellName": "west-cell"
"Cells": [1,
"ParentReadinessScopes": [],
"Tags": {3}
}
]
}

2. 87 18 MY

2 Route 53 ARCL| 57 ZHIE 2I&F =& ¢l 2laLLCh §F 2&2 oHE2/7

=7 as ol
£ LIEbdLICH of B0l AE T ofESIAoIME RH sl 22 182 BHE OIS YA BIE &
Jhol Mg ZIbgLich.

aws routeb53-recovery-readiness --region us-west-2 create-recovery-group \

--recovery-group-name simple-service-recovery-group \
--cells "arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"\

"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"
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{

"Cells": [1,

"RecoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {}
}

REX| &

2b. (M= AP°*) list-recovery-groups APIE £&35l0{ 57 O50| S2HIZ2H YMEIQ
I.

aws routeb3-recovery-readiness --region us-west-2 list-recovery-groups

{
"RecoveryGroups": [
{

"Cells": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell",
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

1,

"RecoveryGroupArn": "arn:aws:route53-recovery-

readiness::111122223333:recovery-group/simple-service-recovery-group",

"RecoveryGroupName": "simple-service-recovery-group",

"Tags": {}

}
]
}
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aws routeb3-recovery-readiness --region us-west-2 create-resource-set \

--resource-set-name ImportantInformationTables \

--resource-set-type AWS::DynamoDB::Table \

--resources

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/
west-cell"

ResourceArn="arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl",ReadinessScopes="arn:aws:route53-recovery-readiness::111122223333:cell/

east-cell"

"ResourceSetArn": "arn:aws:route53-recovery-readiness::111122223333:resource-set/
sample-resource-set",

"ResourceSetName": "ImportantInformationTables",

"Resources": [

{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-cell"

15
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsWest2"

}I
{

"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-cell"

1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEast1l"

}
1,
||Tagsll {}
}
3b. (MEH AL&) 1ist-resource-sets APIE £ £5109 2l&A MEN 0| X E[o] U=X| =el
g = A&LICH 07|l AWS HHe| EE ElAA METH LIEAELICEH 047|M 2o AM BHE 2|44 Al
E7t st & = A&l

aws route53-recovery-readiness --region us-west-2 list-resource-sets
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{
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
.
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/east-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEastl1l"
}
1,
"Tags": {3}
}
]
H
"ResourceSets": [
{
"ResourceSetArn": "arn:aws:route53-recovery-
readiness::111122223333:resource-set/ImportantInformationTables",
"ResourceSetName": "ImportantInformationTables",
"Resources": [
{
"ReadinessScopes": [
"arn:aws:route53-recovery-readiness::111122223333:cell/west-
cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsWest2"
1,
{
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"ReadinessScopes": [
"arn:aws:route53-recovery-
readiness: :&ExampleAWSAccountNol; :cell/east-cell"
1,
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

TableInUsEast1l"

1,
"TagS": {}

I
u

O|X| Route 53 ARCO{| A Simple-Service OHEE|71|0|ME ZR-Z 5| {3t A, |7 38, 2l&aA HE
E MMIMELICH OIEe 2, 2lAA0| Foll Zx| EH|IE ELERSHY| {8t &H| =elg - 224

LICH.

ZH| &l soloj| A E BlAA MEQ| Z EZlAA0 FE HMEE XMeLICH AR ZElAara g
EHZ CHELICEH &, AWS: :DynamoDB: : Table, AWS: :EC2: :Instance S0i CH#t CHEEH 20|
A&LICH 7al2 7Y, 8F (M8 7tsdtn T ste BR), MEHALE 7tsstn siEshe E9), Bt
g 1 S 2laAo| ChFet AHHE EelgLct

(® Note

ZH| &lol M BlaAd MEEl= &2 27| 96l 5EHH 0| HHEE CHE get-
readiness-check-resource-status APIE AFEE £+ Q&LICH Route 53 ARCO| 2 E
ZH 7R 228 Hp{M list-rules= AF2 5t 7LE Route 53 ARCO| Z=H| & M MM
& Z3HM 2. Route 53 ARCOl= ZF E|4aA R0l CisH Adste S 7= MET JISH, 3
MEM= ALK X|HE = gLt

4a. E|AA MIE ImportantinformationTablesOll CH8H &H| & Qlg MAIsHL|CH.

aws routeb53-recovery-readiness --region us-west-2 create-readiness-check \
--readiness-check-name ImportantInformationTableCheck --resource-set-name

ImportantInformationTables
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"arn:aws:route53-recovery-readiness::111122223333:readiness-

"ReadinessCheckArn":
check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {}
}
= EX| #Ql5t24™H 1list-readiness-checks APIE

N
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i

SH
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aws route53-recovery-readiness --region us-west-2 list-readiness-checks

{
"ReadinessChecks": [
{
"ReadinessCheckArn": "arn:aws:route53-recovery-
readiness::111122223333:readiness-check/ImportantInformationTableCheck",
"ReadinessCheckName": "ImportantInformationTableCheck",
"ResourceSet": "ImportantInformationTables",
"Tags": {3}
}
]
}

ofEEIFloldE REZ st #H| &g Rl oM EAAE RLIEHZE #H|7F EIRA&LICH
#=H| el +E(El4A OF), ME Elad &, 4 2E(I8 SH EE 2T ZE 2l4d), 57 1
& T & (A oE 2|7 0]M) 2| 47k K| =FE 0ol M oHEE|FH 0|42 ZHIE ZEHZE + U&ELICH Ol
Zt fgel £H| HEHE 71X TZHO| otof Lot A& LICH

route53-recovery-readiness --region us-west-2 get-readiness-check-status\
--readiness-check-name ImportantInformationTableCheck

aws

"Readiness": "READY",
"Resources": [

{
"LastCheckedTimestamp": "2021-01-07T00:53:392",
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: "READY",

"Readiness":

"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/

A
e

ok

5t0|
—

TableInUsWest2"
HE =

iy

{
AlLE]

"READY",
S

"LastCheckedTimestamp": "2021-01-07T00:53:39Z",
"Readiness":
"ResourceArn": "arn:aws:dynamodb:us-west-2:111122223333:table/
TableInUsEast2"
]
HEE X

}
739 bod ZH| 2telof M B ElAA0| KM ZH|
aws routeb3-recovery-readiness --region us-west-2 get-readiness-check-resource-status \

1]
i
ol

stolg|s 2t
--readiness-check-name ImportantInformationTableCheck \
--resource-identifier "arn:aws:dynamodb:us-west-2:111122223333:table/

b.

|
A

)]

LICF.

70
m>

TableInUsWest2"
{"Readiness": "READY",
"Rules": [
{
"LastCheckedTimestamp": "2021-01-07T00:55:4172",
"Messages": [],
"Readiness": "READY",
"RuleId": "DynamoTableStatus"

iy

{
"LastCheckedTimestamp": "2021-01-07T00:55:4172",

L1,

"Messages":
"Readiness": "READY",
"RuleId": "DynamoCapacity"

},
179

"LastCheckedTimestamp": "2021-01-07T00:55:4172",
(1,

{

"Messages":
"Readiness": "READY",
"RuleId": "DynamoPeakRcuWcu"

iy
{

L1,

"LastCheckedTimestamp": "2021-01-07T00:55:4172",

"Messages":
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"Readiness": "READY",
"RuleId": "DynamoGSIsPeakRcuWcu"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsConfig"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsStatus"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoGSIsCapacity"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoReplicationLatency"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoAutoScalingConfiguration"

"LastCheckedTimestamp": "2021-01-07T0Q:55:4172",
"Messages": [],

"Readiness": "READY",

"RuleId": "DynamoLimits"
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aws routeb3-recovery-readiness --region us-west-2 get-cell-readiness-summary \
--cell-name west-cell

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}

5d. OFX[H o2 57 I8 +&E0M ol EZE7 0|42 2| EHIE &lgLict

aws route53-recovery-readiness --region us-west-2 get-recovery-group-readiness-summary

\

--recovery-group-name simple-service-recovery-group

{
"Readiness": "READY",
"ReadinessChecks": [
{
"Readiness": "READY",
"ReadinessCheckName": "ImportantTableCheck"
}
]
}
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aws route53-recovery-readiness --region us-west-2 get-readiness-check-
status --readiness-check-name ReadinessCheckName
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aws routeb53-recovery-readiness --region us-west-2 get-readiness-
check-status --readiness-check-name ReadinessCheckName --resource-arn
"arn:aws:dynamodb:us-west-2:111122223333:table/TableName"
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Crel M, B BIF Ei 78 Yool ARjeluict

aws routeb53-recovery-readiness --region us-west-2 get-cell-readiness-
summary --cell-name CellName
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aws route53-recovery-readiness --region us-west-2 get-recovery-group-
readiness-summary --recovery-group-name RecoveryGroupName
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https://console.aws.amazon.com/route53recovery/home#/dashboard
https://console.aws.amazon.com/route53recovery/home#/dashboard
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@ Tip
SAEI QA ARNS| & 4Alg HE{M Route 53 ARCO| ElAA £3 2/ ARN EAIOM 54
B 2doo| ARN EAlg HZAL.
MBI £ M FILE MEISH T Network Load Balancer ARN EE= T H|212| Route 53 ElAA B2
EE NM3ste /2 M4 A& O|X[Bh 225t H HEFLICH
9. (MEiAEH) E7 a5 70l A DNS CHA ElAA0 Mg MEIFIo EH| HYIE HHELICH
10. BlAaA ME S8 MHENELCY.
11. |7 328 MT HE HO|X[of| A ot 7| X HE ALE &elg MEIELICt Route 53 ARC= H|O|X|
of Lzdo| HE AL S EAIFLICH
HE ALY SE2 AEFLUCH DA O s Yol 27 S S I Mst7| 218 HE o4R e HE WHES
AME = Usuct

Route 53 ARCO{|A &} |7 HsH MM

2|47} 042 AWS Aol EAEI0] 2lo] ofBEIA01M HEHE BEHOR Tetsty| oz 4 e
Lk 8t WE ZHE LHEls ol TRE HEE 2717t o342 2% laLich Amazon Route 53 Of
| S13H A

A
=
ZC7 0| 57 HEEC0|AM EH| ZEl AAME ZFAstet7| fla AE ¢ 2152 M8 + U&LICH

Route 53 ARCC| A E2A A X 4012 FH| &0l 7|51t &7 &t seL|ct mA HXH Q52 AF25tH
StLES| 5 AWS HI™HE AFE5H04 048] HHo|| U= 2|AAE ZLIEHZEE = JU&LICH AWS ZLH
Fottdie 2laATt JUe 2 HEo M sHE 2laao| HHAYE = JUET S HHEE seleLic O
ML HAHHM 2E AH™He 2|lAA0 CiEt EH| 2elg dM85tn 5 HHHM o ZX| EH|IE

DLEEE + A&LICH

(® Note
Iz AE Het Fois
g35tod A=A AH 2B

AWS CLI BE XM E A

Ct. CHAl Route 53 ARC API 212 At
i3le o E20| E|=5 o] MMoME

03 ME(ElE) 2™ (us-west-2)0dl 2|2 ATt Qe AI™HO| /1 0|7 SR (HX|Lot §58) 21T (us-
east-1)0lM ZLIE{RISIE{E EBlAAT Qe AIME Qlctn 7hA8l E70&LICH Route 53 ARCE AR

nitAE s 4 189
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n

JHEER} 70| =
5tH I EA HH QB2 A85H0{ us-west-2 AH stLI0IAM F ElAA MEE ZF ZLEHZE = U

&LCh.

o|§ S04 Ct3 2t Z2 AWS A o[ QIct 7Hdsl 27 &LIch

- 0= M5 #A™E: 999999999999
- 0= 85 AlE: 111111111111

us-east-1 A[Z(111111111111) | M us-west-2 IAM "4 arn:aws:iam: :999999999999: root 2
(RE) AH2Xt0l| CHEH Amazon El4AA OIZ(ARN)S X|%i5H04 us-west-2 7|%1(999999999999) 2] H Al
AE HESIEE AEA H Y QB2 EHstE = JUELICH HEtE et F us-west-2 HEH2 us-
east-10| ARt Z|AAE BlAA MEO F7I5t1 ElAA ME|M ME EH| 2elg MYE = QU

T AA
&Lt

ChS o= 8 Al™Eof CHet 324 HIY HEF RoiE HdHsts Y'HE E0{ELICt Route 53 ARCO{A
F7tstn HLEZStE{E AWS ElaATE JUE 28 F7H Ao nit AH 5 S &d3tsiior gLt

(® Note
Route 53 ARCE 042 AWS X|o| = ZQIEE X|25t= 22 MH|AO|X|TH CHEE 9
Route 53 ARC CLI BHE0IM O/ M& (2a2) X|¥2 X|™ (F, mieto|lE X8 --region
us-west-2) sf{oF &L|C}.

CHE AWS CLI B2 o oMol M m Rt HH 2152 dHsts S EoiELch

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \

create-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root

Ol HEHE MEstX| & dYstedH Chs S s~ &LIch

aws routeb53-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-
account \

delete-cross-account-authorization --cross-account-authorization
arn:aws:iam: :999999999999:root
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st-cross-account-

1li
g + olgLch & AY zzEHn

FoiEl 2 E AYE LtYst= Ol A8

authorizations WHE AIEELICE O
B SIAAE FIHetD DLEEE = U 3 2A A™ HEH
& £ Ql= APl A2 gL Ct.

A2ZA AHE 62 MBE ZE AHe &Y AHEE &QlstedH
=t
=

|

aws routeb3-recovery-readiness --region us-west-2 --profile profile-in-us-east-1-

account \
list-cross-account-authorizations

"CrossAccountAuthorizations": [
"arn:aws:iam: :999999999999:root"

ZH| 7%, 2lAA 88 2 ARNS

O o= &H| e m& dE, X[REls Elad R U 2|44 MEA AH8 8= Amazon

Resource Names (ARN) & 4lof| CHEF & X ME It ZEHE[o] U&LICH.

Route 53 ARC2| &H| & MH

0| MlMoi&= Amazon Route 53 Application Recovery Controller7t X|3tE 2 E 9| 2|A A0 CH
8 ZH| 75 HHo| LIdElof &LICH Route 53 ARCOHIM X|#sts BlAA f8o 222 EaiH
Route 53 ARCO| 2|AA R & ARN A MMZ &M L.

Route 53 ARC Z&£0|M EE= API 22 Sall S22 sdotod £H| 72 HBE 2 = JU&LICH

. E&0lM FH FAS 2EIH O MR BAS IHELICH Z&0lM FH| FA =)

C
* APIE A835t0 ZH| #2I8 EcdH A2 HZ st A2, ListRules

A
« Route 53 ARCQ| &H| 73]
- Z&0M EH A E7|

ZH 74, 2144 78 L ARNS Y


https://docs.aws.amazon.com/recovery-readiness/latest/api/rules.html
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Route 53 ARC2| &H| %]

A MYS ATHEHE CRE| FA B BF HA £ 22 ZHAleHs 8047t ZEE 2SS Y
4 QIELICH Ol2f8 R0{7t ZH 2Qlo| o F 0| BSsHE WAIS HBSHE WD Route 53
ARC7H ZH| HEHE MAsHe Widoll ChEt VIt IR MRS Ofsiste™ Zu| 75I0| FH| HEiE 25
she WS ATSML

Route 53 ARCE CHS1t 22 &H| 73I2 AL835t04 2[AAE ZAELICH

Amazon AP| Gateway {7 1EH7A|
« ApiGwV1ApiKeyCount: 2 & API Gateway EtHE AAIsto] 8T 2| API 7|7t AZE|0] U=
x| =elgtct.
« ApiGwV1ApiKeySource: 2 & API Gateway EtH|E ZHAF5104 API Key Source Zt0| S 3HX|
grolghct.
« ApiGwV1BasePath: 2 & API Gateway ttAHE ZALSt0{ S8t 7|et BEof| ZAE|o] U=X| &
IgrLct.
« ApiGwV1BinaryMediaTypes: 2 & API Gateway EtHE ZAAISt0{ S8t HFO|LHZ| O|C|of &
£ X|§st=x| & lgLct.
« ApiGwV1CacheClusterEnabled: 2 E API Gateway =& ZAAISt04 Cache Cluster7t 25
S E[[HLL St K| it K] #lgLICt
« ApiGwV1CacheClusterSize: 2 E API Gateway EHHIE ZAF5H04 Cache Cluster Size7t &
UetX| ZQlgL(ct. stutel 2ol o 38 LIHX| 22 NOT READYE EA|FELICH.
« ApiGwV1CacheClusterStatus: 2 & API Gateway Et7H|2 ZHAI5t04 Cache Cluster7t
AVAILABLE &E{QIX| & QIgfL|Ct.
« ApiGwV1DisableExecuteApiEndpoint: 2 & AP| Gateway EtAIE ZAF5H0{ Execute API
Endpoint7t 25 HIE 3t E|U7HLt HIE HSHE|X| et =X] & lELct
 ApiGwV1DomainName: 2 & API| Gateway A& ZALSI0{ S8 THIQ! 0|0l o3 E(0]
=X| Zelghct.
ApiGwV1EndpointConfiguration: 2= AP| Gateway ZHHIE Z4AIS0 S8t A= ZQIE F M9
T oQlol @Al =X & IELICY.

ZH| 7%, 2lAA 84 2 ARNS 192
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ApiGwV1EndpointDomainNameStatus: 2= AP| Gateway THHIE ZAtStod @12 E = HQ! O|F
O| AVAILABLE & EHQIX| = QlghL|Ct.

ApiGwV1MethodSettings: 2 & API Gateway B2 ZHA5t04 Method Settings Zt0| S Y&t
x| #elgr|ct.

ApiGwV1MutualTIsAuthentication: ZE API Gateway EHAHIE ZHAF5H0{ Mutual TLS
Authentication g{0| S Y8X| &QIgLICt.

ApiGwV1Policy: 2 & API Gateway EHHE ZHASI04 25 API =& HAME AFE5HHLE AFESHK|
ot =X| =elghct.

ApiGwV1RegionalDomainName: 2 & API Gateway EtHE ZAAISt0 S st 2| =M@l O]
ol dZElo] U=X| EelgL(ct F1: o] #32 FH| &Elfoll= PES OIXIX| A&LICH.
ApiGwV1ResourceMethodConfigs: 2. API Gateway Tt & ZHAFsHod 23 1S £ & 5H0q 2|
A HE FEIL SAEK| ZQlgL|C.

ApiGwV1SecurityPolicy: 2 & API Gateway EtHIE ZAI5t04 Security Policy 2t0| SY&HK|
EolgfLct.

ApiGwV1Quotas: 2 & API Gateway &2 ZA+5t04 Service Quotasoi| A & E2[st= & Z (A
ghE E5t=X| Flg ot

ApiGwV1UsagePlans: 2 & API Gateway EtH & ZAAIst0o] S8t #492| Usage Plansoil @12
Zlof Q=X| =elgtLct,

Amazon AP| Gateway H{7 2EHA|

ApiGwV2ApiKeySelectionExpression: 2 & AP| Gateway EtAIE ZAF5H0{ API Key
Selection Expression Zf0| S&8X| &QlgrL|C},

ApiGwV2ApiMappingSelectionExpression: =& API Gateway EtAIE ZA5t0{ API Mapping
Selection Expression Zf0| S 8X| &QlgtLC}.

ApiGwV2CorsConfiguration: 2 AP| Gateway EtAIE ZHAIS10{ CORS #&1 71440| 5
golghuct.

ApiGwV2DomainName: 2 & API Gateway EHHE ZAL5H0 S8t
=X| =elgfuct.

o

N

rol

THRl ol§of &Ko U

ApiGwV2DomainNameStatus: 2. API Gateway =HAHE ZHAF5H04 =H|Q! O|& 0] AVAILABLE

AEHQIX| = Qlgt Lt
ApiGwV2EndpointType: 2E API Gateway TH7HIE Z4AFSH04 Endpoint Type 2t0| S ]

ClgfLICH.

X

rol
ot

ApiGwV2Quotas: =2 & API Gateway 1 &2 ZAl5t0q Service QuotasOfl A & E2[st= (A
g Est=x| & lgfLict
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ApiGwV2MutualTlsAuthentication: ZE API Gateway EHAHIE ZHAF5H0{ Mutual TLS
Authentication #f0| SY&tX| & QlgrL|Ct.

ApiGwV2ProtocolType: &2 & API Gateway Tt H|& ZAA5H04 Protocol Type 40| S YUEHX| &
QIghLCt.

ApiGwV2RouteConfigs: 2 & API Gateway THHE A5t S LSt +Ho| E2 HE X7 &
LBt X| = IELCY.

ApiGwV2RouteSelectionExpression: 2 E AP| Gateway =H7H|E ZHAIS104 Route Selection

Expression gt0| S YUetX| &QIEL|Ct

ApiGwV2RouteSettings: =& API Gateway THH|E ZA5t0{ Default Route Settings ZtO|
SUe x| Fe gLt

ApiGwV2SecurityPolicy: 2 & API Gateway TH7HE ZAAISH04 Security Policy gt0| S YEHX|
2olgfLct.

ApiGwV2StageVariables: 2 & API Gateway EHH[& ZAtSH0{ 2 & Stage Variables7t CHE
CHA|et S Yetx| & elghL|ct.

ApiGwV2ThrottlingBurstLimit: 2= API Gateway TH| & ZAHS04 Throttling Burst Limit
Zto| SYetx| &elgfLch

ApiGwV2ThrottlingRateLimit: =& API Gateway TH7H& ZAAF5t0] Throttling Rate Limit
Zto| sLetx| #lghLct.

Amazon Aurora E{AH

RdsClusterStatus: Z Aurora 2{AEE Z4AISH04 A'E{7} AVAILABLE EE= BACKING-UPQIX|
& olghL|Ct.
RdsEngineMode: 2 & Aurora 22{AE{E ZAFSH04 Engine Mode 2t0| S| & QIgfL|C}.

RdsEngineVersion: 2 & Aurora 22{AEE ZAI5t0{ Major Version 2t0| S &HX| 2 Qlgf
L|CF.

RdsGlobalReplicaLag: Z Aurora 22{AEE A0 Global Replica Lag CHZ| A[ZHO[ 30
Z O|gHRIX| = lgkLCt.

RdsNormalizedCapacity: 2= Aurora 2HAEE ZHASH0 HrtetEl 0| 2[AA ME =[CHZ
9| 15% O|L{QIx| &elgtL|ct,

FX| = lghLict

ro

RdsInstanceType: £ E Aurora 2B{AEE AAI5t0{ QIAEA R0l &Y

RdsQuotas: 2 & Aurora 2HAEE ZAISH04 Service Quotas0i| A 22|35t
=5t= K| ZQlghLct.
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=
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Auto Scaling 1 &

« AsgMinSizeAndMaxSize: Z& RLE AZ|UZE AAISI04 2|4 U 2|0 O & 37|17t SLEHK| &
IgrLct.

« AsgAZCount: 2E QE AFURE ZHAISI0{ 7t FA

- AsglnstanceTypes: ZE QE AF|URES ZHAI504 2l
1 o] &2 ZH| ¢Eljol= G& S O|XIX| &LCt

« AsglinstanceSizes: ZE 2E AU S HAISI0] QIARA F 7|71 SYUEHK| & lerL|Ct,

« AsgNormalizedCapacity: ZE @ E AF|URIS ZHAlstod HFetE 20| 2ZlAA ME %|CHZEC]
15% O|LHQIX| = lgfLCt.

Q'I_l
rr
ot
=
o
o
i
N

- AsgQuotas: ZE 2LE A7|UZ S ZA5H04 Service Quotasoil M & 2|
st= x| &#elghct.
CloudWatch &2t
+ CloudWatchAlarmState: CloudWatch ZE2 & ZAAI5t0{ ZF ZE 7} or &EN7} OF K| = QIFFLICE.
ALARM INSUFFICIENT_DATA
T2 7Ho|E4O]

- CustomerGatewaylpAddress: 2& 128 7|0|EQ0|& HALSI0] IP FA7t SLEHA| = QIFLIC.
« CustomerGatewayState: 1124 HO|E|0|E ZHAI504 Zf HO|ES| 0|7t AVAILABLE &fE{oi|

=X| glgrLct.
- CustomerGatewayVPNType: 2& 1124 7|O0|E9|0|& AAIS0{ VPN 0| S| &l
Ct.

DNS target resources

« DnsTargetResourceHostedZoneConfigurationRule: 2= DNS CH& Z|AAZE Z4AFSH0d Amazon
Route 53 AR ¥ D7t SLEHK| & 2t 3 AR FH0| HIZ 747t ot I x| & lghL|ct. &3 Of
TE2 ZH| Zefoll= IS O|x|x| et&LICH.

- DnsTargetResourceRecordSetConfigurationRule: 2 & DNS CHA 2|AAE ZHALSH0] E2|AA B
A= FHA| TTL(Time to Live)O| S 5t1 TTLO| 300 O|5tQIx| & QlghL|ct.

« DnsTargetResourceRoutingRule: 8% ElAA HZE MES AZEE
ALStod CHA ElAA0 2HEIDNS O|ECZ ECNEE EIRESHEX| &olgtL|ct & 1: o] F%]
2 &H| dejol= &g 0IxIX| ef&Lct

L. oo =

- DnsTargetResourceHealthCheckRule: 25 DNS CH& 2|AAE ZAFSHo] MAEH 4 HEf &
Qlol EZlaA BZE MESt HZAE|D CHE ZBRols HAZARIX| =X &It &1 o &

2 £H| gejole S OIRIX| ef&LCH

L oo =
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Amazon DynamoDB Ef|0|&

DynamoConfiguration: 2& DynamoDB E|O|2 & HAI50] 7|, &£, MH & & 535 U AEF
TAOo| SYEHK| ElgLC.

DynamoTableStatus: Zt DynamoDB E|0|E& ZAl5t0o{ & E{7F ACTIVERIX| & QlgfLICt.
DynamoCapacity: 2= DynamoDB E|0|2& ZdAstod Z2H|X{LE 217| 21t m7| 20|
2lAA ME Z|CH 82| 20% O|LHQIX| &QlghLct,

DynamoPeakRcuWecu: Zf DynamoDB El|0|E & ZAAstod ZE2H|X'IE ST S E&5t7| 26l
I|3 Eef=o| CtE E|o|= ot R AMSHX| =QlFtLct.

DynamoGsiPeakRcuWcu: Zt DynamoDB H|O|E& ZAtsto] Z2H|X{'JE 8F 2 2857
S ZICH e17| & 27| 20| CHE HIO|E 3t RAEHK| & QIELCH.

DynamoGsiConfig: 2 28 E X QIHA T} 9l= 2 E DynamoDB E|0|E2 ZHAISt0] E|0|E0]| S
Ut A 7| AF(O Y Z2EMME ALESt=X| FQIFLICH

DynamoGsiStatus: 2 2 2x IHA 7} l= 2 & DynamoDB E|O|E S HAIS0{ 2REH EX
QI ATF ACTIVE & ENQIX| & QIFFLICt.

DynamoGsiCapacity: 22 2 X QIH A} 9= 2 & DynamoDB H|0|E& ZAAFSI0{ Z 2 H|X
EIGSI 47| 80 GSI M 7| 8FO0| 2lAA ME =[CH & 2| 20% O|LHRIX| = lghL|Ct.

A
DynamoReplicationLatency: 2 2 E|0[2 2! 2 £ DynamoDB E|0|2& ZAISt0{ SA| X[ A

Zto| S YEH x| & lgfLct.

DynamoAutoScalingConfiguration: Auto ScalingO| & 433tEl 2 & DynamoDB E|O|E& QALst
of XA, %|CH, CHAF 97| 2 M 7| 83F0| SUBHK| &olgtLct

DynamoQuotas: 2 & DynamoDB H|O|2 & ZA+5t04 Service QuotasOilAl & 2l5t= & 23 (X

g2 Este x| g

St
|=|

Elastic Load Balancing(Classic Load Balancer)

5104 stLto| 7+& JAof Bk AZ |0 U

ElbV1CheckAzCount: Zt Classic Load BalancerE ZA}s
g2 O|x[X| et&LCt.

=X| ZelgtL|ch &1: o]l &2 &H| dEfol= &

ElbV1Anyinstances: 2 & Classic Load Balancerg& 7ZAt&t0{ 5Lt 0|49l EC2 QIAEAT} Ql=
x| gelghct.

ElbV1AnylnstancesHealthy: 2 Classic Load BalancerE 7Z4AI5t04 L} 0|4 9] HAMXOI EC2
RQUARATL J=X| =elghL|ct.

ElbV1Scheme: 2 & Classic Load Balancer& ZAtst01 EE WM M[AH|7t S L et x| & IEL|
Ct.

ElbV1HealthCheckThreshold: 2 Classic Load BalancerE ZdAtstoq A E &1 21A|Zto| S
StX| &QlghLct.

Z=d| 73, 2laa 78 L ARNS 196



Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

ElbV1HealthCheckinterval: 2 Classic Load BalancerS 7Z4AF504 4 EHf & Q1 7+24 Zfo| S Ut
x| #elgfct,

ElbV1CrossZoneRoutingEnabled: 2 E Classic Load BalancerE Z4AF5t04 ¥ 7+ 2= WA
2£0| = B R|(ENABLED = DISABLED) & 0IghL|C}.

ElbV1AccessLogsEnabledAttribute: 2= Classic Load Balancerg ZAF5t0{ HMA 23 ZLO|
5 QI3HX|(ENABLED = DISABLED) 2918t LIC}.

ElbV1ConnectionDrainingEnabledAttribute: =& Classic Load Balancerg 73 A+3504 Connection
Draining Zt0| 5 /&t X|(ENABLED = DISABLED) & QI&fL|c}.
ElbV1ConnectionDrainingTimeoutAttribute: 2 & Classic Load Balancer& ZA}5t0{ Connection
Draining X8t AlZt 2t0] S8t X|(ENABLED 5= DISABLED) & QI%tL|C}.
ElbV1ldleTimeoutAttribute: 2 & Classic Load Balancer® ZAAI5t0 & A|gt AlZH Zto| S8t
X|(ENABLED ==& DISABLED) &QlgtL|Ct.

ElbV1ProvisionedCapacityLcuCount: ZZH|X{'dEl LCUZ} 107§ O|& 2! 2 & Classic Load
BalancergE ZAst0] 2|44 MENM Z2H|X'FE LCUZt 7HE =2 LCUL| 20% O|LHRIX| &
RIghLCt.

ElbV1ProvisionedCapacityStatus: Zf Classic Load Balancerl| ZZH|X'JE SF & EHE AAFst
04 DISABLED 5= PENDING g(0| ot =l x| & QIghLct.

Amazon EBS E&

EbsVolumeEncryption: 2= EBS &2 ZAsto{ 2 =3l Z2H(ENABLED E= DISABLED)O| &
Ut x| & IELICt.

EbsVolumeEncryptionDefault: 2= EBS 2 &2 AALSI0d 7|22 253t ZH(ENABLED &
DISABLED)O| &3t x| & QI8tL|c},

EbsVolumelops: 2 & EBS = &2 AAsto] = UEH & ®2|F(0PS)0| S LUEHX| &Holst
L|CF.

EbsVolumeKmsKeyld: 2& EBS E2&2 &AFs01 7|2 AWS KMS 7| ID7} S &etX| &elghL
C}.

EbsVolumeMultiAttach: 2= EBS 2 & & ZAstod CHE 272 ZL(ENABLED = DISABLED)O|
Setx| #elghct

EbsVolumeQuotas: 2 & EBS 2 &2 ZAAF5t04 Service Quotasti| A A8t 8L (MEHS &
st=x| &elghuct.

EbsVolumeSize: ZE EBS 2&& AAISt0o] 27| 7ks8t 2 7(7t S Letx| & elghLIch.

EbsVolumeState: 2 & EBS 2&2 dAISt0d 2& & EH7F S USR] = QIFLICH
EbsVolumeType: 2 & EBS 2 &2 HAI5I01 28 0| SUEHX| &QlgLIct

H| 72, 2lAA 8 2 ARNS 197



Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

AWS Lambda &=

LambdaMemorySize: 2= Lambda & =& ZAAI5t04 HZ2Z| 27|17t SLEtK| &l ehL|ct. stLt
olH=EE|7}  &te™ LIHX| HIZ 2= NOT READYE EA|EL|C

LambdaFunctionTimeout: 2 & Lambda &<+& ZAAFst0d A8t AlZt Zfo| S LUEHX| = QlgfLICt.
StLbo| 2ol of 38 LFHX| ZE2 NOT READYZ EA|ELICH

LambdaFunctionRuntime: 2 & Lambda &+& ZAAI5I04 25 HEII0| S UsHX| = QlghL|Ct.

LambdaFunctionReservedConcurrentExecutions;: &= Lambda & & ZAlS
7

$
Reserved Concurrent Executions Zt0| S&tX| &QlgtL|Ct stLte| ol & 3™ LIH K|
Zf2 NOT READYZ E A|EILICH

LambdaFunctionDeadLetterConfig: EE Lambda && ZAAI5t0{ 25 Dead Letter
Config7t HolE|o] JUHLE Ho|x[o] UX| k2 K| =helghLct.
LambdaFunctionProvisionedConcurrencyConfig: 2 & Lambda &+ & ZAl5+04 Provisioned
Concurrency &t0| SY&HX| & lgL|ct.

LambdaFunctionSecurityGroupCount: 2 & Lambda & +& ZAI5t0{ Security Groups Z£O|
S K| =elgrct.

LambdaFunctionSubnetldCount: 2 & Lambda & +& ZA}5+04 Subnet Ids 2t0| S 8HX| &
lghLct.

LambdaFunctionEventSourceMappingMatch: 2 £ Lambda &+& ZHAI5t0{ MEiSt B E
Event Source Mapping 0| &= zhol Yx[st=X[ = QIEfLICt

LambdaFunctionLimitsRule: 2& Lambda & & ZA}5104 Service QuotasOll A & 2|5t &
2(HMehe E+st=x| Zelghuct.

Network Load Balancer 2! Application Load Balancer

ElbV2CheckAzCount: Zf Network Load BalancerE ZAAt5t0d tLt2| 7t 3dof| Bt A4 E|o] Q!
=X| ZQIgtL|Ct &1 o] &2 £d| AEjoll= 42 O|x| K| et&LCh

ElbV2TargetGroupsCanServeTraffic: ZF Network Load Balancer 2! Application Load Balancer&
A5 HA MOl Amazon EC2 QUIAEIA T} StLF O& /= K| & QlFrLICt.

ElbV2State: ZF Network Load Balancer &! Application Load BalancerE Z4At3t0{ ACTIVE AFEl
of Ae=X| =elgLct.

ElbV2IpAddressType: 2 Network Load Balancer & Application Load BalancerE Z4A+35t04 IP
T4 RY0| SYEK| =lFLct.

ElbV2Scheme: 2= Network Load Balancer & Application Load Balancer& 73 At&+04 &| 7|7t
S K| =elghct.
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ElbV2Type: 2 E Network Load Balancer & Application Load Balancer& ZAtst0d R&E0| 5L
gtx| =elgLct.

ElbV2S3LogsEnabled: 2 & Network Load Balancer 2! Application Load BalancerE ZA}3t04
Amazon S3 M| HA|A 21 Z+0| S UBHK|(ENABLED F = DISABLED) &QI8fL|C}.

ElbV2DeletionProtection: 2= Network Load Balancer 2! Application Load BalancerE Z4A} 35104
AR © 3 Zb0| S UEHK|(ENABLED E = DISABLED) & QI8fL|C}.

ElbV2ldleTimeoutSeconds: 2 & Network Load Balancer 2! Application Load BalancerE 74 Al&t
o & Mt AlZh 2to| SLetx| &lghL|ct.

ElbV2HttpDroplnvalidHeaders: =& Network Load Balancer & Application Load Balancerg 4
Atetod HTTP E& H R & &l gfo] S YetX| =elghuct

ElbV2Http2Enabled: 2 Network Load Balancer ! Application Load BalancerE 74 A}&}04
HTTP2 20| S5 x|(ENABLED = DISABLED) & QI8tLIC}

ElbV2CrossZoneEnabled: 2 & Network Load Balancer & Application Load BalancerE Z A&t
04 ¥od 7h 2= WM 20| S YUEHKI(ENABLED = DISABLED) 2 QIgtLc},

ElbV2ProvisionedCapacityLcuCount: Z ZH|X'=/El LCUZ} 1074 0|4 @l 2 E Network Load
Balancer & Application Load Balancer& 4At504 E|AA MEOAM Z2H|X{EE LCUTL 7HE
£2 LCU2| 20% O|LHQIX| &elgtL|ct,

ElbV2ProvisionedCapacityEnabled: 2 & Network Load Balancer 2! Application Load Balancer
ol ZZH|IMIE 8F HEfE ZAI5H04 DISABLED == PENDING 7t0| ob=I x| & QIFL|C},

Amazon MSK 2AH

MskClusterClientSubnet: Zf MSK 22{AEE ZAHSt0o{ E2t0|UE MEUIO| 271 EE= 37HEF QL
=X| ZelgLct.

MskClusterinstanceType: 2= MSK Z{AEHE ZAA5I04 Amazon EC2 QIARIA f¥0| &Y

ghx| =elgfLct.

MskClusterSecurityGroups: 2& MSK 2HAEE ZASH0 £ O & 0| S YUsHX| & lIgLICt.

MskClusterStoragelnfo: 2 & MSK 2AEE AAISI0{ EBS AEEIX| 28 27|17t S YUK &
QIgfLict. stLtol 2tol 3™ LIHX| 2t2 NOT READYE EA|ELICH.

MskClusterACMCertificate: 2= MSK EHAEE Z4AI5t04{ E2}0|HE HEH 04 215 A ARN

S50| SLetx| FelgfLoh.

MskClusterServerProperties: 2 & MSK 22{AEE ZAAFSH04 Current Broker Software
Info 2f0| SLsHX| &elghLCt.

MskClusterKafkaVersion: 2 & MSK 2 A EE ZHAFH0{ Kaftka HHE 0| S 4 8HX| = QlgrL|Ct.
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MskClusterEncryptioninTransitinCluster: Z& MSK 22{AEE ZAFS04 Encryption In
Transit In Cluster #t0| SY8tX| =QlFfLICt

MskClusterEncryptioninClientBroker: 2. & MSK EAEE ZHAF5H04 Encryption In
Transit Client Broker #}0| S &X| = QIgFLIC}.

MskClusterEnhancedMonitoring: 2 & MSK ZHAEE ZALSt0{ Enhanced Monitoring 4f
Ol 3 Yetx| & QlghL|ct.

MskClusterOpenMonitoringIndmx: 2 E MSK 2AEE ZHAF5H04 Open Monitoring JMX
Exporter g{0| & 8tX| EQlgLCt.

MskClusterOpenMonitoringInNode: 2 & MSK 2{AE{E ZHAI5t04 Open Monitoring Not
Exporter. 2tO| S etX| & IghL|ct.

MskClusterLoggingInS3: 2& MSK Z2{AEE AAISt04 Is Logging in S3 2f0| SL3HX|
gelghuct.

MskClusterLoggingInFirehose: 2& MSK Z{AEE AAI5t04 Is Logging In Firehose
Zto| SUeHR| EelgrL|ct,

MskClusterLoggingInCloudWatch: 2 & MSK 22{AE{E ZAFS04 Is Logging Available
In CloudwWatch Logs g(0| S8tX| =QlgtLICt.

MskClusterNumberOfBrokerNodes: 2= MSK 2 AEE 74A5t04d Number of Broker
Nodes Zt0| S Y&HR| = QlgtL|ct. stLbel 2hol . 3™ LHHX| 2f2 NOT READYE EA|E LICEH

MskClusterState: ZF MSK Z2{AEE ZAISH0{ ACTIVE & EfQIX| 2 QIgL|Ct,
MskClusterLimitsRule: 2 & Lambda & & ZAI5+04 Service Quotasti| A 225t & &2 (X

ghE E55t=X| FlgL ot

Amazon Route 53 AFEl &+l

R53HealthCheckType: ZF Route 53 &/ EH 2212 Z{Al 5104 CALCULATED #&0| ofIX| X 2E
AT St £3901x| & Ql8tL|C}.

o =2 T O - = |

R53HealthCheckDisabled: ZI Route 53 & Ell 2212 Z4A}510{ DISABLED &' E{7} OF I K| & QIE}
L|C}.

R53HealthCheckStatus: 2 Route 53 2 E| 2 IS ZA}5t04 SUCCESS 4EHQIX| & QIEtLC.
R53HealthCheckRequestinterval: 2= Route 53 4 Ell #0QI2 ZHAI5t0{ 25 Request
Interval (0| S &HX| = QlgfL|ct.

R53HealthCheckFailureThreshold: 2 & Route 53 & Elf 912 ZA}5t0{ 25 Failure
Threshold. gt0| S 8tx| &QlgLct,

R53HealthCheckEnableSNI; 2 £ Route 53 &'El & QIS ZAL5t0{ 25 Enable SNI. ZtO| &
Ustx| &QlghL|Ct.
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R53HealthCheckSearchString: 2 & Route 53 & Ef & Q12 ZA}5t04 2F Search String. #k
O| S stx| &QlghL|Ct,

R53HealthCheckRegions: 2 & Route 53 & E & 0QI8 ZHAlI5to{ 25 AWS 2T S 50| S Y&t
X| &olgrL|ct.

R53HealthCheckMeasureLatency: 2 & Route 53 4 E #0QI2 ZHA5t04 25 Measure
Latency 20| 8 Y8HX| &QlgL|Ct.

R53HealthChecklInsufficientDataHealthStatus: 2= Route 53 A E 012 ZdAlst0o 25
Insufficient Data Health Status 20| SUeHX| &olghL|Ct.
R53HealthChecklnverted: 2 & Route 53 &'El| 2012 ZHAI5t04 25 B E|AL) B E|X| of
A=X| EIEL|CE.

R53HealthCheckResourcePath: 2= Route 53 A Elf #9012 Z4A}5104 25 Resource Path %t
O| S sHX| &QlghL|Ct,

R53HealthCheckCloudWatchAlarm: 2= Route 53 &'E}f MZA& ZAAFstod #24 CloudWatch 2
Ho| MY 3 2 MHo| SLUEHK| &#QlEhL|Ct.

Amazon SNS 5

SnsSubscriptionProtocol: 2& SNS 52 ZAstod Z2EZ0| SYEHX| & lguct.
SnsSubscriptionSgsLambdaEndpoint: Lambda EE= SQS 1=

AALstod = ZQIE T} MZ CHEX| &QlgtL|Ct.
SnsSubscriptionNonAwsEndpoint: HIAWS AMH|A =
SNS 758 AAMSI0d 52| A=ExQIET SUBHK| & QIFLICH
SnsSubscriptionPendingConfirmation: 25 SNS 715 & ZAAI5t0{ '&fQl ER{ &' 7t0| S YUHXK|
grolghct.

SnsSubscriptionDeliveryPolicy: HTTP/SE At83l= Z & SNS 752 ZASI04 ']
2t0| S Letx| & lEhLCt.

SnsSubscriptionRawMessageDelivery: HTTP/SE AI&5t= 2= SNS 752 ZAAFSH0{ "HA| |
AlX| &' Zko| SLetx| & elghL|ct.

SnsSubscriptionFilter: 2 SNS 752 ZAAtsto{ '"HE M2 Zfo| S UsHX| &elghL|Ct,
SnsSubscriptionRedrivePolicy: 2& SNS 7152 ZA5t04 "EHE H&' Z10| S LUeHX| & lEL|
Ct.

SnsSubscriptionEndpointEnabled: 2 & SNS 7#52 AAtsHo{ 'A= £ QIE & M35} Zfo| Sst
x| &elghct.

SnsSubscriptionLambdaEndpointValid: Lambda IEZQIET} Ql= 2 E SNS 52 ZASH0d
Lambda AEZQIET} & K| EHIELICI
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rr
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SnsSubscriptionSgsEndpointValidRule: SQS A= ZQIE T} Q) SNS 758 ZAAHstod

SQS AEEZQIEJ} & &HX| &QlgL|Ct.

SnsSubscriptionQuotas: 2 & SNS T+ 52 ZAI5H0{ Service Quotas0i| A & 2[st= & Z(AE

£ £oteX| FHelgLo

Amazon SNS =X

SnsTopicDisplayName: 2 & SNS &X& ZAF5t0{ Display Name Z}0| S 8tX| & QIEFL|C}.
SnsTopicDeliveryPolicy: HTTPS 7+ = X7t Q= ZE SNS £XE ZAlstod
EffectiveDeliveryPolicy7} S stX| &QlgtL|Ct.

SnsTopicSubscription: 2= SNS FH|& AASI0d ZF ZEEZ Q| F5X 7t SUEHK| &l
L|C}.

SnsTopicAwsKmsKey: ZE SNS FA|E ZALslod ZE FAof 3tLE2| AWS KMS 7|7} U=
Lt StLEE Qi X| = IFhLC,

SnsTopicQuotas: 2 E SNS FX|E Z4AF5t0d Service QuotasHlA #EIStE EEZF(MEHhe &4+
st=X| =elgtct,

Amazon SQS CH7 |

SqsQueueType: 2 & SQS CH7 [P E HASH0{ 25 Type 2t0| S| & QlghLCt.
SgsQueueDelaySeconds: 2 & SQS CH7|¥E AALSI0{ 25 Delay Seconds 40| S YEHX]
gholgrLct.

SgsQueueMaximumMessageSize: 2 & SQS CH7|&E AAISH0] 25 Maximum Message
Size %40l SUEHX| EQlgtLCt.

SgsQueueMessageRetentionPeriod: Z & SQS CH7|¥ & ZHAIS0{ 25 Message Retention
Period 20| S Y8HX| & QIgfLCt.

SqgsQueueReceiveMessageWaitTimeSeconds: 2= SQS CH7|YE HAISH0{ 25 Receive
Message Wait Time Seconds #t0| S &tX| & QIgtL|ct.
SgsQueueRedrivePolicyMaxReceiveCount: 2 SQS CH7|YE ZHAISt0d 25 Redrive
Policy Max Receive Count Zt0| S &tX| & QlIgtL|Ct.

SqgsQueueVisibilityTimeout: 2& SQS CH7 P2 HASH0d 25 Visibility Timeout g(0| &
U K| =QlghLct.

SqgsQueueContentBasedDeduplication: 2= SQS CH7|¥E HAISH04 25 Content-Based
Deduplication 2t0| S etXx| & QlgrL|Ct.

SgsQueueQuotas: 2 & SQS CH7|¥E ZAAHSH0{ Service Quotasoi| A #E|5t= &2 (XMEhHS

ot K| gLt
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Amazon VPC
« VpcCidrBlock: ZE VPCE Z4Alst0d 25 CIDR E2 HIEQ3 37| Zto| SUsHR| &olstLct,
=
=

=g 7h8l 2E VPCE ZAbstod QB &

r

« VpcCidrBlocksSameProtocolVersion: S8t CIDR
ERZZEZ HH H3 9| gto| SYEX| &elgLC

—_

« VpcCidrBlocksStatelnAssociationSets: ZE VPC2| ZE CIDR 25§ HZ MEE AAIsto{ 2E
CIDR £50| ASSOCIATED & ENQIX| &I LCt.

« Vpclpv6CidrBlocksStatelnAssociationSets: 2 VPC2| 2 & CIDR €5 214 M EE ZAL5104
D E CIDR 82| 4 71 SUeFX| &It

« VpcCidrBlocksInAssociationSets: £ & VPC2| 2 & CIDR E§ ™
7t SetK| F#elghct.

« Vpclpv6CidrBlocksInAssociationSets: 2= VPC2| ZE IPv6 CIDR £8 4 MEE ZHAISHod
A7(7t sLetx| E#elghct.

* VpcState: ZF VPCE ZAHSt0{ AVAILABLE & EHQIX| & QIErL|C}.

« VpclnstanceTenancy: 2E VPCE Z4At5l0{ 25 Instance Tenancy 20| SUsHX| & Q1L
Ct.
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« VpclsDefault: 25 VPCE ZHAF5104 Is Default. ZtO| S8HX| & QIgtL|CH.

- VpcSubnetState: Zt VPC MELE ZAI5t04 AVAILABLE & EHQIX| = QI8 LCt.

« VpcSubnetAvailablelpAddressCount: Zt VPC MEUIE ZHAISI0 A2 7H58HIP T4 71 08
Ct 2| & lghL|ct.

* VpcSubnetCount: Z& VPC MEUE ZAS0] HEU 7| SYetX| & lghL|ct

* VpcQuotas: Z& VPC MEUE ZA}LSt0q Service Quotasofl M & 2|5t
=X| & IgLCt.

AWS VPN 91Z

« VpnConnectionsRouteCount: 2= VPN @122 ZAst0o{ A27t 5tLt o4 1 F2 =2 S
gtx| =elgfLct.

« VpnConnectionsEnableAcceleration: 2 & VPC H4Z& ZAt5I04 Enable Accelerations &t
O| 3 Y&tX| & QlghL|ct.

« VpnConnectionsStaticRoutesOnly: 2 & VPC 422 ZAAI5t0{ Static Routes Only. Z(O|
S YUeHX| FHlgrLct.

« VpnConnectionsCustomerConfiguration: 2& VPC 442 ZA}t5H04 Customer Gateway
Configuration Z(0| SY&HX| ElgL|Ct
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« VpnConnectionsCustomerGatewayld: ZF VPN 2422 ZAI5t04 24 H|O|EQ| 0|7} A E[0] QU
=X| #lgrLct.

* VpnConnectionsRoutesState: 2 & VPN 2122 ZA5t04 AVAILABLE & E{QIX| & QlgrL|Ct.

« VpnConnectionsVgwTelemetryStatus: ZF VPN 42 ZA5t04 UPS| VGW A EHQIX| & QIErL|
Ct.

« VpnConnectionsVgwTelemetrylpAddress: Zf VPN 9142 Z4AtSHo4 ZF VGW 3 EMoict 9|8
IP =47t CHEX| EelghLCt.

« VpnConnectionsTunnelOptions: 2 & VPC 1A ZHAFSH04 E{d S4M0| S8 X| = elgfLct.

« VpnConnectionsRoutesCidr: 2& VPC 9122 ZAAI5t0{ CHY CIDR 25 0| S e x| &elg
Ct.

* VpnConnectionsinstanceType: 2 & VPC 122 ZAFS5t0{ Instance Type7t S YeHX| &l
L|Ct.

AWS VPN #|0|E O]

 VpnGatewayType: Z& VPN HO|E®|0|& HAI5I04 R 0| S L8| & IELCt.

 VpnGatewayAttachment: 2= VPC HO|EQ|0|& HAlsto] MR mtd 40| SLeHX| &g
L|Ct.

oM 2 2laA REHEE LIYE &EH| #&2 2 &= UA&LICH. AWS Management Console

—

0{ M Route 53 ARC &2 L|Cthttps://console.aws.amazon.com/route53recovery/homet/
dashboard.
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Route 53 ARC2| 2|4 A £3 2 ARN & Al

Amazon Route 53 Application Recovery Controllerol A ElAA MEE MY
L

F = MEO| Z8tst g
AA Q3D T EE ZF 2|AAS| Amazon ElAA O|E(ARN)S x|t Me Z

C}. Route 53 ARCOIME Z
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https://console.aws.amazon.com/route53recovery/home#/dashboard
https://console.aws.amazon.com/route53recovery/home#/dashboard

Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

Ax SHo] Cis S5 ARN HAIS o A EHLICH 0] AMofl= Route 53 ARCOIA] X|25ts 2l4A
547} 2 | Ligdzlof gL,

IR A2 p|AA0 WEF CHEL|CH ARNS MZ2& Ml #ax4 HIAEE DO|AAE MEHZ HFEL|

= O

(® Note
Route 53 ARC7} EIAA0| 2 F5t= ARN A2 MH|A XHA|7F 2lAA0 @ F5H= ARN &4
I CHE == QU= ™ol f2lstM2. & S04, MH|A TEF 204 FE 9| ZF MHH|A0] CHEF 2
a4 8 AMo| dHEE ARN &40 = Route 53 ARC7 Route 53 ARC MH|A Q| 7[5& K|
O 28 AWS A™H ID == 7|EF HE7F T EIX| g & U&LICE.

s= T AAH

0
rr 0

213t

AWS::ApiGateway::Stage

Amazon API| Gateway 7 1&H7A|.

« ARN &4 arn:partition:apigateway:region:account:/restapis/api-id/
stages/stage-name

O Al: arn:aws:apigateway:us-east-1:111122223333: /restapis/123456789/
stages/ExampleStage

KEAMIEH LI 2 API Gateway Amazon E|AA O|E(ARN) 21X E HESHMI2.
AWS::ApiGatewayV2::Stage

Amazon API| Gateway HH7 2EHA|.
« ARN 8Al: arn:partition:apigateway:region:account:/apis/api-id/

stages/stage-name

O Xll: arn:aws:apigateway:us-east-1:111122223333:/apis/123456789/stages/
ExampleStage

REAMIE LI 2 API Gateway Amazon ElAA O|E(ARN) 21X E HZESHMIR.
AWS::CloudWatch::Alarm

OtOFE CloudWatch &t

« ARN @Al arn:partition:cloudwatch:region:account:alarm:alarm-name

B
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https://docs.aws.amazon.com/service-authorization/latest/reference/reference.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/arn-format-reference.html

Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

O|Al: arn:aws:cloudwatch:us-west-2:111122223333:alarm:test-alarm-1

KM LI 2 Amazon0i| A Eofeh E[AA FEE B ESHA AR CloudWatch.
AWS::DynamoDB::Table

Amazon DynamoDB Ei|O|&.

« ARN 84l arn:partition:dynamodb:region:account:table/table-name
OdAl: arn:aws:dynamodb:us-west-2:111122223333:table/BigTable

XEMIEH LI 2 DynamoDB Z|AA 3! &g & X

AWS::EC2::CustomerGateway

A2

ol

14 Ho|EO| C|HFO|A.

« ARN &4l arn:partition:ec2:region:account:customer-
gateway/CustomerGatewayId

OAl: arn:aws:ec2:us-west-2:111122223333: customer-gateway/vcg-123456789

AEMIE M E = Amazon EC20] 2|8l o=l Z|lAA &

AWS::EC2::Volume

0%
fjo
il

P

Al

[e][]

Amazon EBS E&.

 ARN 84l arn:partition:ec2:region:account:volume/VolumeId
OA|: arn:aws:ec2:us-west-2:111122223333:volume/volume-of-cylinder-is-pi

KM LI 2 API Gateway Amazon ElAA O|E(ARN) & =& FZESHMLR.

AWS::ElasticLoadBalancing::LoadBalancer

Classic Load Balancer.
« ARN & Al

arn:partition:elasticloadbalancing:region:account:loadbalancer/LoadBalancerN

OA|: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/123456789abcbdeCLB

KEAME LI 2 Elastic Load Balancing ZIAA S XML
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoncloudwatch.html#amazoncloudwatch-resources-for-iam-policies
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html#access-control-resources
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources

Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

AWS::ElasticLoadBalancingV2::LoadBalancer

Network Load Balancer £ &= Application Load Balancer.

 Network Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer2| 04: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdeNLB

+ Application Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/
app/LoadBalancerName

Application Load Balancer?| 0f: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/app/sandbox-alb/123456789acbdeALB

KEMIBH LI 2 Elastic Load Balancing EIAAE & EFHAIL.

AWS::Lambda::Function

AWS Lambda &%

« ARN 84l arn:partition:lambda:region:account:function:FunctionName
OAl: arn:aws:lambda:us-west-2:111122223333:function:my-function

FRSHMIR.

fjo
u>l'

KEM[EH LHE 2 Lambda S @|eF 2lAa4 £ A

AWS::MSK::Cluster

Amazon MSK £ AH.

« ARN &4 arn:partition:kafka:region:account:cluster/ClusterName/UUID

Of|Al: arn:aws:kafka:us-east-1:111122223333:cluster/demo-
cluster-1/123456-1111-2222-3333

0%
jo
i

KEAIEH LHE 2 Amazon Managed Streaming for Apache KafkaOll 0|3 HO|El E|lAA
ML,

AWS::RDS::DBCluster

Aurora DB S8{AH.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.aws.amazon.com/lambda/latest/dg/lambda-api-permissions-ref.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonmanagedstreamingforapachekafka.html#amazonmanagedstreamingforapachekafka-resources-for-iam-policies

JHeER 7Hol=

EEDH
ZSHMI2.
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=

Amazon Route 53 O Z 2|7 0|

« ARN 84l arn:partition:rds:region:account:cluster:DbClusterInstanceName

OfAl: arn:aws:rds:us-west-2:111122223333:cluster:database-1
Amazon RDSOA Amazon Z|AA O|E(ARN) XS

REMIEH LY
AWS::Route53::HealthCheck
sto|

: :healthcheck/Id
healthcheck/123456-1111-2222-3333

Amazon Route 53 AFEl &t
« ARN &4l arn:partition:route53:
Oof|XM|: arn:aws:route53

AWS::SQS::Queue
Amazon SQS CH7 |,
« ARN 84: arn:partition:sqs:region:account:QueueName
OdAll: arn:aws:sqs:us-west-2:111122223333:StandardQueue
A al 5o

Amazon Simple Queue Service

REAIEH LY
AWS::SNS::Topic
« ARN 84l: arn:partition:sns:region:account:TopicName
A2,

Amazon SNS F XA
OAl: arn:aws:sns:us-west-2:111122223333: TopicName
XS

2 Amazon SNS Z|AA ARN Al

REAEH LHE
Amazon SNS 75
« ARN &A: arn:partition:sns:region:account:TopicName:SubscriptionId

AWS::SNS::Subscription
OAl: arn:aws:sns:us-west-2:111122223333:TopicName:123456789012345567890
208

AWS:EC2::VPC
Virtual Private Cloud(VPC).
« ARN &4l arn:partition:ec2:region:account:vpc/VpcId
OAl: arn:aws:ec2:us-west-2:111122223333:vpc/vpc-123456789



https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Tagging.ARN.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-overview-of-managing-access.html#sqs-resource-and-operations
https://docs.aws.amazon.com/sns/latest/dg/sns-using-identity-based-policies.html#sns-arn-format

Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

KAIEH LI 2 VPC B|AAE EXSHMIL.
AWS::EC2::VPNConnection

7hA Zetold! L EQIT(VPN) 44,

« ARN &4l arn:partition:ec2:region:account:vpn-
connection/VpnConnectionId

OAXl: arn:aws:ec2:us-west-2:111122223333:vpn-connection/vpn-123456789

PR

0%
mo
i
o

KEMIE HME = Amazon EC204| |af ZHo|El E|lAA & FMI2.

AWS::EC2::VPNGateway

7t4 Z2to|8! HESLIZ(VPN) HO|ES 0.

Al arn:partition:ec2:region:account:vpn-gateway/VpnGatewayId

Z
0%

« AR

O AMl: arn:aws:ec2:us-west-2:111122223333:vpn-gateway/
vgw-123456789acbdefgh

AEMIEH HE = Amazon EC20] 2|5 HO|El ElAA RS HXSHAMIR.

AWS::Route53RecoveryReadiness::DNSTargetResource

ZH| &0lg 2|5t DNS CHA Z|AA 0= DNS BlZE &, =H Q! 0|, Route 53 AR ¥
ARN, Network Load Balancer ARN EE= Route 53 lZE ME ID7} .":.*E' L|C}.

ol
>

B Q¥A0| ARN Al arn:partition:route53: ::account:hostedzone/Id

ok
>
om
02

Q40| 0d]: arn:aws:route53::111122223333:hostedzone/abcHostedZone

2k

o47|0f X|HE CHE S AEl 93 ARNOI| #H&H IDE E &3l oF & L|C Route 53 ARC7} 2|4

Al

AE EZ5{H A™E ID7F 2 EhL|ct A2 Amazon Route 5301 2 F5t= ARN &A1} of
TMo 2 CHELICH o] @Al MH|A HMEt 204 #Z 9| Route 53 MH|A Z|AA | HEE|
o1 U&LCH

+ Network Load Balancer2| ARN & Al
arn:partition:elasticloadbalancing:region:account:loadbalancer/
net/LoadBalancerName

Network Load Balancer®@| 0i|: arn:aws:elasticloadbalancing:us-
west-2:111122223333:1oadbalancer/net/sandbox-net/123456789acbdefgh
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonroute53.html#amazonroute53-resources-for-iam-policies
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KEMIBH LI 2 Elastic Load Balancing EIAAE & EFHAIL.

o

Amazon Route 53 O Z2|7|0|MH |57 ZHEE 0| M| EH| &El &el2 2
st2Z4d 2 2L[EHE
Amazon CloudWatch AWS CloudTrail, 2! Amazon& A& 3104 Amazon EventBridge Route 53 O Z 2|

AHolMd BT HEBHoIM ZH| Aef 2olS TLIEIYS0 HHHS AT 2HE 7 4 sl
=3

® Note
Z&1 AL Al 25 0|= MF (2el2) X[22| Route 53 ARCO1| CHEF CloudWatch HIE 2{1}
ZIOE #elstiof gLICt AWS CLIE AF8E 3 O3S wet0|EE Z&sto] BHol ArSE 0O

= ME (2BIE) X|¥E2 X|HSHAAIL. AWS CLI--region us-west-2

=

« Route 53 ARCO|A{ #£H| & Ell CloudWatch = Qlu} &7 otOtE AL 57|
- E Ar835to £H| 4Ei 2l API & 22 AWS CloudTrail

« AmazonO{| A Route 53 ARCOH|A EH| & Ej =@l AFE35t7| EventBridge

Route 53 ARCO{| A &H| AElf CloudWatch & @11} &7 ofO}E AL 57|

Amazon Route 53 OHE 2|71|0|M 57 ZAEE 2= £H| &El & QIZ CloudWatch 9|5 Amazonoi| G| 0]
E{ ZRIEE H AR LICE CloudWatch O|z{8t CIlO|E{ ZRIEof CHEt SHE X|E2tD st H-EE Al
HL CIO|EH MER HME = A&LICH X|EE ZLIEZEY HE2E MM OB 24+ Alzto
B B0l gt 2 LIEHHLICEH o & S0, X|HEl 7|7F S AWS X|2 S1t5t= ECfE2 ZLEZE
= A&LCt ZF C|o|e 240i= ¢1AE EtUARZ of FH3 CHf(MEH AHE) 7L U&LICE

X EE A8304 A|ARIO| M CHE ™D JYU=X| EHRE = U&LICH o|E S0, XIHE X|EE
2 LIE{&5tE CloudWatch B2 & BHE0{ X|E 7} 518 HPIE So{Lt=E F & (

o2l F%) 2 AlSHE 4 AaLich

KEMIBE LI 2 Amazon CloudWatch AF2 MAEEME IR SHAAIL.
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-authentication-access-control.html#elb-resources
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/

Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

 Route 53 ARC X|E&

« Route 53 RC X|E 0 CHEt S

« Route 53 ARCO{| A CloudWatch HEZ!2 &0I5tM 2

Route 53 ARC X|E

AWS/Route53RecoveryReadiness HAH O|A0| Z&E X|E&= ClEt Z&LICtH

XE A
ReadinessChecks Route 53 ARCO|A x{2|&t £H| &2l =& LIEtLICH X|E = ofeH
LIGE AEE 7|82 SHE &= U&LICH

EHR|: Count.

B3 7|&:00] ot gfol S m.

* READY
 NOT_READY

* NOT_AUTHORIZED
* UNKNOWN

Resources Route 53 ARCO|AM & 2|8t 2|
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=& LIEHLIT, APIOIM o3t 2
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EFR|: Count.
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Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

E: L=

L

of: AWS: :CloudwWatch: :Alarm

Route 53 RC X|ZE0of CHE 4|

£ 7lgtez SHE MSELICH SH= %
X|E O|F Atz gterE o|olH &
E&0|

TlE ol&/2t ¥ & TELICH

CloudWatch Route 53 ARCO| A A A8t X|E O|O|E
Mt 7|ztol AR X|E ClolE| HAYULICE EAHE 2
EZlo| AlHEE|LICH XtH0|B X|EE T {5HAH AlHE5tE O

ct 8

et

= Qe R|E/AHH T 8o o lLC},

0jo
rlo

_IC_>I_
+ Route 53 ARCOIlM ZH|E Z7}3t ZH| 2ol
« Route 53 ARCOIAM T@7tst EX E|lAA ME

Route 53 ARCO{|A{ CloudWatch HIE 22 &QI5tMI2

CloudWatch £ £ £ AF235104 Route 53 ARCO| CHEF CloudWatch HEZI2 £ £ AWS CLIUE
LICH 2MoM X E= 2LEZ 2= 2 EA|FL|CH

220M EE EANEE W O/F M2 (22I12) X[22| Route 53 ARCOI| CH#t CloudWatch HEZIE
olsioF B LICH AWS CLI. E AH8E 42 Cf2 met0|EHE E&sto] BHEo| AFSE 015 ME (28
=) X|¥ 2 XY AI2. AWS CLI--region us-west-2

T

£ 2 CloudWatch AF235t04 X|EE E{H

R
o
I2
r
ful

—

https://console.aws.amazon.com/cloudwatch/ 0 A{ CloudWatch &

=M 2ol M X|FE (Metrics)E MEHEFL|CH
Route53 RecoveryReadiness WA H O|AE MEAEHL|CE

(M=4 AL BE AH2lol XIES R4 AN Wsof 0|§ S Y4B

S

£ M85l HEZE E8{H AWS CLI

M 7ts8t RK|Eo| SEEE EAlstEdT ol list-metrics WIS AL 5HMIL2.

aws cloudwatch list-metrics --namespace AWS/Route53RecoveryReadiness --region us-west-2
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html

Amazon Route 53 O Z 2|7 0| S5 HEEH THLRE 7H0|=
E A8stod X|® o CHEF SHE 7HX{ 2848 AWS CLI

CtZ get-metric-statistics @S AFE 504 X|™E X[E L Ap§ol CHE SHE 7tK42 = U&LIcH &
127 R 5YIIE Y2 Hrol X|EZ CloudWatch FZELICH S8 AAI7H x| &2 &g
O| Zef2 MB35l SHE AME == lELICE XIE dd Al A8 Wt SYUsHA XHEHE X1 st ok
grLCt.

CtS 0l = Route 53 ARCOHl = H|I™Hof CHell = BI7IEl & ZH| &S Lidect

aws cloudwatch get-metric-statistics --namespace AWS/Route53RecoveryReadiness \

--metric-name ReadinessChecks \
--region us-west-2 \

--statistics Sum --period 60 \
--dimensions Name=State,Value=READY \

--start-time 2021-07-03T01:00:00Z --end-time 2021-07-03T01:20:00Z

CtE2 Bl &3 oA Lct,
{
"Label": "ReadinessChecks",
"Datapoints": [

{
"Timestamp": "2021-07-08T18:00:00Z",
"Sum": 1.0,
"Unit": "Count"

I

{
"Timestamp": "2021-07-08T18:04:00Z2",
"Sum": 1.0,
"Unit": "Count"

},

{
"Timestamp": "2021-07-08T18:01:00Z",
"Sum": 1.0,
"Unit": "Count"

I

{
"Timestamp": "2021-07-08T18:02:00Z2",
"Sum": 1.0,
"Unit": "Count"

},

{
"Timestamp": "2021-07-08T18:03:00Z",
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
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"Sum": 1.0,
"Unit": "Count"
}
1
}
E AE235t0{ £EH| AEl &2l API & 2Z AWS CloudTrail

Amazon Route 53 OHZ 2|7 |0| 231 ZAEEZ{= Route 53 ARCOH|A AL X}, &t EE= AWS AMH|
A7t =>et 2ol CHer 715 I%%PE MH|A 8} S8 E|o] Ql&LICE AWS CloudTrail CloudTrail
Route 53 ARCO{| CiEt 2 & API 528 O|HEZR X ELICH X EIE 5Z0i= Route 53 ARC 2&
Z2E{9| &1 Route 53 ARC API 2tdof| s Z = S &E0| £ ELICH

l]

EfYE M43 Route 53 ARCO| CHE CloudTrail O|HIE & Z &350 Amazon S3 H{Z!0i| O|HE &
K&Ho 2 Mag £ Q&L EBYUS F45HK| Lot CloudTrail &2 O|HE 7|Z oA 7}5
22 O|HEE H& 8 = YU&sLICH

oM =& 8t CloudTrail HEE AM&3t04 Route 53 ARCO| CHEH 2%, 20| O|R0{TI IP F4, 23t
AME Q™ AIZ| 2 FIHME HEE =elg = &Lt

KEAMIEE CloudTrail LI 2 AWS CloudTrail A2 A4ZE A FRSHAMAIL.

mjn
u>|'

Route 53 ARC M2 &= CIZ1t Z&LICH CloudTrail

CloudTrail A& S Mg AWS HH | --d3HELICH Route 53 ARCOIA & S0| & M5H sliE &S
O| CloudTrail O|HE 7|§2| C}& AWS AMH|A O|HESQ} & OIHJIECHI ZIEELICH o =2 o|HE
E B ZAM5 D g £ QlaLc AWS A, AHA|EH LIS CloudTrail O|HIE 7|2 ZHodg
HxESHAAL.

Route 53 ARCO{| CHEF O|HIEE AWS A EZ & 5104 52| O|HIE o] CHEF X|&HQl 7|E 8 EE{H™
e MM AAIR. EBYUE AFESIH CloudTrail Amazon S3 HHZ!e 2 21 ntalg M4 El
&SLICH 240M T MAMslH 7|[2xo2 BE AWS Z2|Fof| £Xo| MELICH EFYe AWS
IE|Mof| Q= R E X|do| O|HIEE J|E6l1 X8t Amazon S3 HZIe2 21 ntYg ME st
EESt CloudTrail 220 M =& El O|HIE O|0|EE FI7I2 2435t ofof (2t =ZXIE FISt= S CHE
AWS MHIAE 788 = A&Lct RHMEH LI 2 OS2 HESHMAIL.

o R TR be)

 CloudTrail X|¥E|lE MH|A U £
« 0f CHEF Amazon SNS 22! 32 CloudTrail
« 0424 X[l M CloudTrail 2 o} 4l &l 04 HAEHS 22 E] CloudTrail 21 ZH £l
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html

Amazon Route 53 O EE[70|M =7 HEE

n

JHeER 7Hol=

& & Route 53 ARC 242 Amazon Route 53 OHEZ|AH0|M |7 ZHEEHE ST &H APIEZE 7}
O|=, Amazon Route 53 OHZE|7H[0|M =7 ZHEEHE =7 Ao 74 API & X 710|E, Amazon
Route 53 OHZEZ|7|0|M =+ ZAEE2E 2t AN 0] APl & X 7I0|=01 2|3l CloudTrail 7|5 K

1 2MSHEILICEH o & E01{CreateCluster, Of Ci$t & UpdateRoutingControlState &
CreateRecoveryGroup 22 CloudTrail 21 Tt ol & =2 A efLCt.

DEOHE U 2 =0l S MASH AFEXtol CHE MET S0 U&LICH M HEE 0|8

SIH LIS E 2A Lotg &= &Lict

« 30| RE &= AWS Ildentity and Access Management (IAM) AFE X} X4 SHO Z O|R0{FIEX]
o1&,

« UE L= QS AIBKIE QFt LA Bt 5o Z Q™HE MMIAR=X]

. CI2 AWS MH|AAM @M =K| 045

KtMIEH LH& 2 CloudTrail AFHEXHID LA E R ESHAAIL.
O|HIE 7|Z0{|A Route 53 ARC O|HIE Z0I5}7|

CloudTrail O|HE 7|50 |2 O|HEE & £ &LICH Route 53 ARC APl 27H0i CHEt O|HEE

2olslzd{m 24 ALl 2| ME7|olM 0|2 ME(QEIZ)E MEfsloF BLict RFASH LIS 2 AWS
CloudTrail AF2 M2 M2| CloudTrail O|HIE 7|2 Zi2 & ZXFHAAIL

Route 53 ARC 21 1}
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= Ol

rIo

X|Het Amazon S3 HAo| O|HEE 21 DYUE MEE = U= FHYULICH CloudTrail 2
StLt oj¢fel 2O =2 EHELICL OfHEE B E AA0| HU ™S LIEHIH RHE
A I 2 AlZE, 2 o7 M Soil cHeh Y2 E Z e ELIC CloudTrail 21 Tt U2 S 74
o YHE AR EPO[AT} OtLIERZ &Y =MZ EAZIX| of&LICH
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ok~
T

CH2 oAM= £H| &EH 2 Ql CreateRecoveryGroup 22 E0{F = CloudTrail 23 &5 204
ELct
= .

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-readiness/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/recovery-cluster/latest/api/
https://docs.aws.amazon.com/routing-control/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon Route 53 O ZE[7[0|M =7 HEE D XL 7Hol=

"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AROA33L3W36EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/admin",
"accountId": "111122223333",
"userName": "EXAMPLENAME"

.

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-07-06T17:38:05Z"

}
}
},
"eventTime": "2021-07-06T18:08:037",
"eventSource": "route53-recovery-readiness.amazonaws.com",
"eventName": "CreateRecoveryGroup",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.50",

"userAgent": "Boto3/1.17.101 Python/3.8.10 Linux/4.14.231-180.360.amzn2.x86_64
exec-env/AWS_Lambda_python3.8 Botocore/1.20.102",

"requestParameters": {

"recoveryGroupName": "MyRecoveryGroup"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-errortype,x-amzn-requestid, x-amzn-
errormessage, x-amzn-trace-id, x-amzn-requestid, x-amz-apigw-id, date",
"cells": [],
"recoveryGroupName": "MyRecoveryGroup",
"recoveryGroupArn": "arn:aws:route53-recovery-readiness::111122223333:recovery-
group/MyRecoveryGroup",
"tags': "F**"

1,

"requestID": "fd42dcf7-6446-41e9-b408-d@96example”,
"eventID": "4b5c42df-1174-46c8-be99-d67aexample”,
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "111122223333"
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2 TS Al EventBridge.
CI=2S &3l £H| &Ef &2l 2| AAE BLIE{RISHAA|2. EventBridge
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
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Bla OJHIE] CHEt 7S DHE A

1. https://console.aws.amazon.com/events/ Ol A{ otOFE EventBridge 2& 2 JLILC}.

2. oM #EIE AWS 2| HM5iE{H O/ M2 (2EI2) & MEISIMAIR. ZH| O|HEH 2R3t K|
3L |ct.

3. Create rule2 ME4ELICI

4. 729 0|2 sty MEiMoE MBS UgL|ct

5. O|HIE HAO| AL 7|24t IUE FAL

6. CtS2 MEgLIC

7. O[HE mjE 8le CHAHo|M O|HE £A0| AR 7|22/ AWS O|HIEE JCHE FAL.

8. MEZ O|HEONM 2Y =dg MEdFLCE

9. MEZ o|HIEO O|HE I{EHE 25 HLE | Atsto] Eo{E&LICH o & E0{ O AME F x5
AR

O] MMo| o|HE mEE =S AL5t0{ 204=0{ Route 53 ARC ¢ &l E|[AAE ZDLIE{RISHE O AFE
T e HEE YEdE = AU&LICE EventBridge

CtZ O|HIE I E2 Route 53 ARC2| ZH| &l 7|50l AAEE £ /U= oE MBS ELICt EventBridge

+ Route 53 ARC &H| &QloM{ 2 E O|HEE MEHEILICE.

{
"source": [
"aws.route53-recovery-readiness"”
]
}
o Adlu gredE o|HIE R MEHSTL|CEH
{

"source": [
"aws.route53-recovery-readiness"”

]I
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https://console.aws.amazon.com/events/
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[
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Amazon Route 53 O ZE[7[0|M =7 HEE D

"detail-type":

"Route 53 Application Recovery Controller cell readiness status change"

« MyExampleCellO|2t= 4 Mo}
L
"aws.route53-recovery-readiness"”
"Route 53 Application Recovery Controller cell readiness status change"

L

{
"source":
1,
"detail-type": [
1,
"resources":
"arn:aws:route53-recovery-readiness::111122223333:cell/MyExampleCell"
}
- SF O, M &= Fd| #2l 4Ei7HNOT READYQ! Z<0i2t O|HIEE ME4FLICE

{
"source":[
"aws.route53-recovery-readiness"

1,
"detail-type":{

"new-state":{

"readiness-status":[
"NOT_READY"
}
}
}
-« 83 OF, M =& #&4| Ql0| READY7} ot =l BR0f|B O|HIEE MEHEFL|C}

{
"source": [

"aws.route53-recovery-readiness"”
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1,

"detail":({

"new-state":{
"readiness-status":[
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{

"anything-but": "READY"

CIE2 57 & &H| &Ef H4Z30 CiE Route 53 ARC O|HIE 9| of I L|C}.

"version": "Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller recovery group readiness

status change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00Q:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",

"region": "us-west-2",

"resources":[
"arn:aws:route53-recovery-readiness::111122223333:recovery-group/BillingApp"

1,
"detail": {
"recovery-group-name": "BillingApp",
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
I
"new-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"
}
}
}
CHS2 A ZH| #Ef #4301 CHEt Route 53 ARC O|HIE of of &IL|Ct.
{
"version": "0Q",

"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller cell readiness status
change",

"source":"route53-recovery-readiness.amazonaws.com",

"time":"2020-11-03T00:31:54Z2",
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Amazon Route 53 O EE|7|0|d 57 ZHEEH
"12343678-1b23-c123-12fd3f456e78",
"arn:aws:route53-recovery-readiness::111122223333:cell/PDXCell"

Ilidll:
"region": "us-west-2",
"resources":[

1,
{
"PDXCell",

"detail":
"cell-name":
"previous-state": {
"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

{

1,
"new-state":

HIE of of ILCH.

—_ — —

[
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{
"version": "Q",
"account":"111122223333",

"detail-type":"Route 53 Application Recovery Controller readiness check status
route53-recovery-readiness.amazonaws.com",

change",
"source":"
"time":"2020-11-03T00:31:54Z2",

"id": "1234a678-1b23-c123-12fd3f456e78",
"region": "us-west-2",

"resources":[
"arn:aws:route53-recovery-readiness::111122223333:readiness-check/

UserTableReadinessCheck"

1,

"detail": {

"readiness-check-name": "UserTableReadinessCheck",

"previous-state": {
"readiness-status'": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

"readiness-status": "READY|NOT_READY |UNKNOWN|NOT_AUTHORIZED"

{

o
"new-state":
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"Statement": [
{

"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Effect": "Allow",

"Principal": {

"Service": [
"events.amazonaws.com",
"delivery.logs.amazonaws.com"

]

},
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"Resource": "arn:aws:logs:region:account:log-group:/aws/events/*:*",
"Sid": "TrustEventsToStorelLogEvent"
}
1,
"Version": "2012-10-17"
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"route53-recovery-readiness:CreateCell"”,
"route53-recovery-readiness:CreateCrossAccountAuthorization",
"route53-recovery-readiness:CreateReadinessCheck",
"route53-recovery-readiness:CreateRecoveryGroup",
"route53-recovery-readiness:CreateResourceSet",
"route53-recovery-readiness:DeleteCell"”,
"route53-recovery-readiness:DeleteCrossAccountAuthorization",
"route53-recovery-readiness:DeleteReadinessCheck",
"route53-recovery-readiness:DeleteRecoveryGroup",
"route53-recovery-readiness:DeleteResourceSet",
"route53-recovery-readiness:GetArchitectureRecommendations",
"route53-recovery-readiness:GetCell",
"route53-recovery-readiness:GetCellReadinessSummary",
"route53-recovery-readiness:GetReadinessCheck",
"route53-recovery-readiness:GetReadinessCheckResourceStatus",
"route53-recovery-readiness:GetReadinessCheckStatus",
"route53-recovery-readiness:GetRecoveryGroup",
"route53-recovery-readiness:GetRecoveryGroupReadinessSummary",
"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListCells",
"route53-recovery-readiness:ListCrossAccountAuthorizations",
"route53-recovery-readiness:ListReadinessChecks",
"route53-recovery-readiness:ListRecoveryGroups",
"route53-recovery-readiness:ListResourceSets",
"route53-recovery-readiness:ListRules",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet"
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"Version":
"Statement": [
{

"Effect":
"Action":
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

"2012-10-17",

"Allow",
[

22 EHS AIS KA dstdAI2.

CreateCell",

CreateCrossAccountAuthorization",

CreateReadinessCheck",
CreateRecoveryGroup",
CreateResourceSet",
DeleteCell",

DeleteCrossAccountAuthorization",

DeleteReadinessCheck",
DeleteRecoveryGroup",
DeleteResourceSet",
GetArchitectureRecommendations",
GetCell",
GetCellReadinessSummary",
GetReadinessCheck",

GetReadinessCheckResourceStatus",

GetReadinessCheckStatus",
GetRecoveryGroup",

GetRecoveryGroupReadinessSummary",

GetResourceSet",

ListCells",
ListCrossAccountAuthorizations",
ListReadinessChecks",
ListRecoveryGroups",
ListResourceSets",

ListRules",
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"route53-recovery-readiness:ListTagsForResources",
"route53-recovery-readiness:UpdateCell",
"route53-recovery-readiness:UpdateReadinessCheck",
"route53-recovery-readiness:UpdateRecoveryGroup",
"route53-recovery-readiness:UpdateResourceSet",
"route53-recovery-readiness:TagResource",
"route53-recovery-readiness:UntagResource"

1,
"Resource": "*"
}
]
}
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Java

SDK for Java 2.x

® Note
O B2 ME 7t U&LICHGitHub. AWS ZE oA 2| ZX|EZ|ofM & XS &1 A
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public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))

.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(

GetRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).build());
} catch (Exception exception) {

System.out.println(exception);

}

return null;

- API M HE = AWS SDK for Java 2.x API GetRoutingControlState 2 Z& & X5 AA|2
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/route53recoverycluster#readme
https://docs.aws.amazon.com/goto/SdkForJavaV2/route53-recovery-cluster-2019-12-02/GetRoutingControlState
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Python

SDK for Python(Boto3)

AME L2 e ct2nt 24 LC GitHub. AWS ZE oA 2| Z X|E2|oM A o KE
X4 O

+
3D Y L st B HRMe.

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def get_routing_control_state(routing_control_arn, cluster_endpoints):
Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to look up.
:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
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https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/route53-recovery-cluster#code-examples
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# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_arn
)
return response
except Exception as error:
print(error)
raise error

« APIO CHBF REA[EH LIS 2 1O AWS SDK (Boto3) APl HIHHAE R X FHAA|IR
GetRoutingControlState.
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {
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// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region()))
.build();
return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {
System.out.println(exception);

}

return null;
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import boto3
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def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,
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)

return response
except Exception as error:
print(error)
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