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MMZEI ARNS 7|2610{ DomainTLSCertificateSecretARN Il2t0|E{2 =238t |CH EHA:
MNE A%

£t 50l A LDAPS TA4(MEH ALEY) 2


https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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Microsoft Active DirectoryOll CHEF MH|A HH MY

Microsoft Active Directory(AD)E RES2| AtZ4 5 AAZ MEHSH ADO| ZZ I Al HAHA S
HESt= MH|A HAEO| QISLICH RES Ax|o| YdEEZE MH|A HZAHO| X4 SHOo| £ E Eor s 2
TEsof BLICH Muls HFE o8 48 TR LD

« ADUM A& Xt S7(3H: RESE= & 80| 2O1E &= U5 ADMM AL XHE S7I8t6HoF & LCt
s713 MEMI = MH|A H™HE AL&35t0{ LDAP(E)E ALE5t01 ADE FC|5t0d AH8 7tsS 8 ALE
et agS d-guct

« AD =M@l =QI: QIAEATII AD =HIQIo| ZQIGHE Linux 7t Hla3 s & Qlxet SAEO] CHE
MEfE ZdlL|ch RESOHIME DisableADJoin TtEFOIE{ 2 Mo{ELICH Of TEtOIEE 7I2XM2
2 False2 MHEE|0] U&LICE &, Linux 714 ClAZE2 7|2 #H22 AD TH Rl ZQI5tE{1
A= glct

« ADOY 4Z: Linux 7t A3 & 2 QlZEt SAEE ZOQISHK| o™ AD T HQlof HAZAEL|Ct
(DisableADJoin = True). 0| 7|50| 2&5ted™H MH|A H|%Hoi Usersou o] AEX & T Fo0f
CHEH 17| HMIA HEtE 2R ELICIGroupsOU.

MH|A A& ol= S Hsto| 2 8rCt.

- AHEXIE 57|35t ADOI| 42324 - UsersOU Lo AFEXF L T E0of CHEF 17| HAM|A,
GroupsOU
« AD = HQloi| Z=215t24H -0l M Computer ZHXME M4 L|CtComputersOu.

https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/
service_account.ps1 23 B E = MM MH[A HH HEtE F045t= | o & NS g L|C RHA|
ADE 7[|fto 2 g = &LICH.

Z3t0[8! VPC TAY(ME ALE)

2|El VPCO Research and Engineering StudioZ HHZ 3t = %| 9]

2Bl THE4 WHHEA 2T A
z %—ZE%* 4+ Qs HAE Poto| MIZELIL I EE RES HIEE S4442 4xl5t7| 2la 2
S oMl 20f o ZELICH ZEto|%! VPCOI RESE AJX|5HEIH Che AME X718 & F ol BLic
=5

« Amazon Machine Image(AMls) & H]|

« VPCOCEZQIE AMX

Microsoft Active Directory2| AMH|A & 26


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/service_account.ps1
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« VPC AEXZQIE QI0| MH|A0] 44

- Zzto|S9 VPC iz mtetolE M-

Amazon Machine Image(AMis) £ H|

>L

ol

1. Ct22egfuich Ae|E vPCol i Zst2{™ RES QI Z 2ol =2 QIES! M A
I.

At74 ZHE Amazon EC2E AF2510 IAM 38t

rr

2. Amazon S3 &]7| & M A L AEE £

https://console.aws.amazon.com/iam/HlA IAM 2£ & L|C}.

E| B0ME MEHELICH AWS AH|A.

* AmazonS3ReadOnlyAccess
+ AmazonSSMManagedinstanceCore
+ EC2InstanceProfileForlmageBuilder

o. %% OIE UMY

fjo

Z_IS
3. EC20|00X| Y€ +d @A E MMeFLICEH

a. O EC2Image Builder 2&

k=3
=
b. MHE 2AL0M FE AL MESID T 24 MY ME{gLICH

c. Td2A dEHOoX|HAMLCHE MHF SEE LU™ELICE

- T4 24 R¥oM UEE MEE LD
. M OA ME MEAMCHE S MEfELIC}
HretolH NEYRE
Image operating system (OS) Linux
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder

A7 L ARL{E ARC|2 AL2%t 7ho|=

u} 2k 0/ & ASRES

Compatible OS Versions Amazon Linux 2, RHEL8, RHEL9, or
Windows 10 and 11

Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>

Component version We recommend starting with 1.0.0.

Description Optional user entry.

}

d. T7d2A dd HolX|oM EA 2EHE HolE MEFLICH

=
&= tar.gz Y2 Amazon S3 HZA!O| Y2 =6t HZ! £Moi|Mq Tl URIE =

EM 2HXE 2245 7| ™o tar.gz Tt ol CHEF 2t URIZF 2 EFLICH RESOIA

f

(® Note

AddEnvironmentVariables= MEH AL O|H QIZE} SAEO| AFE R X|H
5174 A7l WO A K| oS e s

LS —

http proxy 2 https_proxy 4 &

2 S ZSA
At& 3104 localhost, IAA HIEIH|O|EH IP F4& 2 VPC AEEZQRIEE X|H
St= MHIAE F|2ISHK| ZSHES 524 no_proxy mtetOE{ 7} Hegfo|ct

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance
# with the License. A copy of the License is located at

#
#
#
#

http://www.apache.org/licenses/LICENSE-2.0

or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

=203 VPC 2 (M A

t

)

28
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# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:

Z2to|8! VPC FA(MEH ALE) 29
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?.

)
|—0

XL o AFRCIR

e.

a.

echo -e

http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,
res, {{ AWSRegion }}.vpce.amazonaws.com,

{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{
{{

AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion
AWSRegion

1}.
1}
1}.
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1},
1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.

.elb.amazonaws.com, s3.

com,s3.dualstack.
com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, ssmmessages.
com, kms.

com, secretsmanager.

com, sqs.

com,elasticloadbalancing.

com,sns.{{ AWSRegion }}.amazonaws.com,logs.
com, logs.

api.aws,elasticfilesystem.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AWSRegion
{{ AwWSRegion
{{ AWSRegion
{{ AwWSRegion
{{ AWSRegion

T4 24 M4

Al
4. Image Builder O|O|X| &

Section

olAZ M2

{2

1}.
1}.
1}.
1}.
1}.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws

com, cloudformation.

com,sts.

com, application-autoscaling.

com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.

.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > /etc/environment

oAl 4 Ho|x|oAM S S 2L

ut2hO0|E AR &=
B Enter an appropriate name

such as res-recipe-linux-x
86.

Z2to|8l VPC FA(MEH ALY
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Section

7|& ololx|

ro
>
rl‘ﬂ
>
ol
0%

o

bl
X

Cl2E g

d
I

ul2tO0|E

%

iz
0%

H

>
m

o|Ofx| M

r
J

0S

o|o|x| 22|Z

ololx] ol

stef CiziEla| B2

AE Xt

oo

=2
=

Enter a version, typically
starting with 1.0.0.

Add an optional descripti
on.

Select managed images.

Amazon Linux or Red Hat
Enterprise Linux (RHEL)

Quick start (Amazon-m
anaged)

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure IHO|Z 22l Al £
SSM 0f|0|™ME A7 is not
selected.

[root/bootstrap/re
s_dependencies

Z2to|8l VPC FA(MEH ALY
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Section ot2t0|E

>
Ol
P
og
o

N
[N
-
0x
kO
>
jul
i)
mo
oY
1=
ol

Components b AdEH

=

o

L

Amazon & 2|&: aws-cli-

version-2-linux

« Amazon & Z|&:
amazon-cloudwatch-
agent-linux

« A$: Amazon EC2

K47t O|FHo]| KA

&L|CH Z=oi AWS A

M DS} A AWS 2|1

E =gLich.

=

TERLHAE 22 AMstD AE

o

L

« Amazon #2|¥: simple-
boot-test-linux

5. Image Builder QIZ 2} A2 MABLICH

a. KNEE ZAAM QZEt TS MEHEFL|C)
b. QIZB} T4 Mg MeHEHLICH
c. =gl 74 MM mHo|xloM CHEe 2dgtLict
Section o2to|E AEX &=
L T Enter an appropriate name

such as res-infra-linux-x86.

Add an optional descripti
on.

Z2to|8! VPC FA(MEH ALE) 32
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Section o2to|E AR} &=
IAM 38t Select the IAM role created
previously.
AWS 2l 2} CIAEA 3 Choose t3.medium.

VPC, MY gl Hot O & Amazon S3 H{Z!oj| CHEt €l
E{Ll HMA L HHAE 5

ot M2 MEELICH

ol

<
U
@)
re
||:|

2t 2 4doll A8

sSUst VPCE
IC}. O] vPCOl=
NA Heto] )

m

T omrr
).

N
L
|
=

e rx
C

C Q

o
e
o
-r-
1
._'_

o
=<

B Ho

)]
w
T

> 0% MO gor »L m
0
=1
i

A RPN PNES
CIDR £%:0.0.0.0/0

d. QlZat T4 M Me

=
ot
T
ful

6. A EC2Image Builder It0|Z2}QI2 MdgL|Ct

a. O|O|x| mto[=ZztRle 2 0|S3t04 o|O|X| mto|ZE

tel
b. ILO|ZERl MEF HE X|d wo|x|oM CheE Y™ist ChES MEELICH

— == - "1 o
. e YR YIS ML AMI HIOIZ ZRHAE 502 AlRtsE{H £52 M
=3Ik
c.  2AIT| £4%4 HOIRIOA 71 AT A8 & +194hD OlTiol S4B 2IAIT O/ 2l
LIt Ct2 S gLt
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d. O|O0X| Zz M4 Ho| Ho|X|oM 7|2 2 &= & MEistn CHES S MEfgfLICH

e. 2zt 74 Hol uﬂolxloﬂkl 7|& Qlzet 7148 AES MEfstn oMo e lzet 74
o o|&§& UM LICE CtS S MEHELICH
X

=
f.  HizZz A% Zo| wo|X|oM Ct&S MEfstod MEAELICE

RES7 Q1 Zet ZAE QIABAE XMz AIME = JTS &3 o|0|X|= HiZE RES &
Bt St 2lTol| {ook B LICH MH[A 7[22fE AHEsHH EC2 Image Builder AH|A
7t Ar8 &l 2lTol M £7 o|0|x|7} g ELCH.

[
m |

« 0424 2[%10l RESE HiZ5tedT M HiZ MY WS MEHSt T of7(ol| 2[ME o FIHe

A
= T

A& LICH
g MEIAMEES HEST O

0
7. EC2Image Builder THO|Z2tQ1S ARMFHLICE.

a. O|O|X| mtolzzfQloiAM et mto|zetels fhof MEHEF LI
b. ZHUS ME=sty molzztQl dlS MEHELICE

uto|zZztlo A AMI o|O|X|E ‘dst= Ol oF 452014 1A|ZF0] A&

2
8. MME AMIS| AMIIDE 7|53t 10l A InfrastructureHostAMI T2t O|E{Q] {240 2 A& & LICHhe
section called “1EtA|: MZF A|ZP.

RESE HiZstT 7t AT &S Al stE{™H ZEto|S! MELIof CHet HAM|A HEHo| AWS MH|A E
QELICH Heet AMAE MBst=F VPC AEXZQIEE MYsHok otH Zf A= QIEof CHSHO| B

1. AEXZQIEY POI’HOH —T“HEIXI ofe A2 QIE{H0|A VPC AEZQIEE AWS AH|A AI2 7504
C}

AWS MH|A MH|A O|&
Application Auto Scaling com.amazonaws.region.application-autoscaling
AWS CloudFormation com.amazonaws.region.cloudformation

Z2tols! VPC FE(ME ALY 34


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
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AWS MH|A MHI|£ O|F

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb(7|0|E9{0| = £
RIE Q)

Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

Amazon Elastic File System com.amazonaws.region.elasticfilesystem

Elastic Load Balancing com.amazonaws.region.elasticloadbalancing

Amazon EventBridge com.amazonaws.region.events

Amazon FSx com.amazonaws.region.fsx

AWS Key Management Service com.amazonaws.region.kms

Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams

AWS Lambda com.amazonaws.region.lambda

Amazon S3 com.amazonaws.region.s3(RESHA 7|E2Xo 2 MM

= HO|EQ0| JIEXZQRIE EQ)

Ae|E FoMH HAE Ak B AistE{T F7F Amazon
S3 QIEmo|A A=ZQIET EHRELICE. Amazon
Simple Storage Service IE{HO|A AIEZQIE HHAE

HZEStAMIR.

ok

AWS Secrets Manager com.amazonaws.region.secretsmanager

Amazon Elastic Container Service com.amazonaws.region.ecs

Zztol8! VPC FAI(MEY AL 35


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html

7 A AX[L|oF AFCIR AEXt7tol=

AWS AMH|A MH|A 0|2

Amazon SES com.amazonaws.region.email-smtp(CHS 7H8 Q23404 A
= K=K &t F: use-1-az2, use1-az3, use1-az5, usw1i-
az2, usw2-az4, apne2-az4, cac1-az3, cac1-az4.)

AWS Security Token Service com.amazonaws.region.sts
Amazon SNS com.amazonaws.region.sns
Amazon SQS com.amazonaws.region.sqs
AWS Systems Manager com.amazonaws.region.ec2messages

com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC AEXZQIE Qi0| MH|A0| 44

VPC AIEXZQIEE X|otX| §b= MH|AS SEete{™ VPCo HEE! MEUH| ZEA| MHE MY
=] LICt. AWS Identity CenterE ID M3~ E A& 3504 Research and Engineering Studio HY
Zo| Rt &[4 AMA HEHE 71T ZEA MHE HM52{H OIS BHAHE [MHEMSL.

1. RES H{Z O A& vPCo| H{E 2! MEY|M Linux QIAEIAE A|EHEHL|CE.

« Linux I{22] - Amazon Linux 2 =& Amazon Linux 3
- O}7|EdX] - x86
2 - t2.micro O 4

-0.0.0.0/00{ M ZE 31282| TCP
AZASI0] ZRA| MHE - ELICH

b. EE ZtE MEUo|M ChZ T Qo CHEr HAZEE s{EgfLCt

. .amazonaws.com(&Et AWS MH|A 9| ZALR)
 .amazoncognito.com(Amazon Cognito&)

- .awsapps.com(ldentity Center&)

Zzto|8! VPC THA(MEH AL 36


https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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- .signin.aws(ldentity Center&)

 .amazonaws-us-gov.com(Gv Cloud &)

c. CHE 2E AFS ML
d. ZSAIMHE BassD ASELIC
e. IS Al M7t 44l C47|5Hs PORTE 7|53 SLcH,
3. ZSA Mol Chet HAAE 5ISSHES 22 BlolgS AR
a. VPC Z2£E2 0|535t04 2lZEt SAE L VDI ZAEN AFEE HEUIQ 2L HO|2E 4
I:|=1ls=ll-|__||:|.
b. BE 441 24780| O EHAlIM MAE TS A M QAHAZ O|SSHES 2t ElolE
g BRI
c. 2UZEHVDIsOl AL BE MEU(QIE N2 9i2)ol 228 EfolEol CHaol relg 4

Zptol|8! VPC HiE met0lE A7

0{| M= AWS CloudFormation ElZ2!0oj| EX
OF ErL|CH && 748t Zeto|8! vPCod 4
OF &rLC}h.

AMIOXo
oo —l—

i gull=

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets

VdiSubnets

I} 2tO|E{E the section called “1EHA|: A& A

4l CHZ7|8t= PORTOIAM €

ERIEL

2 HiZstedH ChS mtet0/EHE BAIE 2 dHsH

olzd
=

Use the infrastructure AMI ID created in the

section called “Amazon Machine Image(AMIs)
Z=HJ".

Set to false.
Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.

Zzto|8! VPC THA(MEH AL
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[ClientIP] You can choose your VPC CIDR to allow
access for all VPC IP addresses.

HttpProxy Example: http://10.1.2.3:123
HttpsProxy Example: http://10.1.2.3:123
NoProxy 0d| Al

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com, 1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw
s.com, .dkr.ecr.us-east-1.amazonaws.c
om, kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

Z2to|8l VPC FA(MEH ALY



4T W Rlx|Lo{R AELC|Q AR} 7Ho|=

QI BlAA MM

O| CloudFormation AEi2 L EQZ A
( PortalDomainNameO| M3 & ZR)E
= U040k FLiCt.

E2|X], Active Directory 2 EHQl IEA
MogLct MES oiZste{H olzqet 1 F 2|AAE AEE

HHZ Mol BAT RIZE2S CIREEE £ &LICH

HHE A|ZF: 2F 40~90&

1. of 212! AWS Management Console 311 https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& dL|C}.

(® Note
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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https://console.aws.amazon.com/cloudformation/
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cluster-manager
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controller
/<installation-stack-name> /vdc/ 370E
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/<installation-stack-name> /vdc/ 371
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https://console.aws.amazon.com/cloudwatch
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
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"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fex:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",
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"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
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"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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RES HA4:

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-
EnvironmentName} .cluster-settings"”,

"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resourxce": [
"arn:aws:s3:::{RES-EnvironmentName}-clustexr-us-
east-1-111122223333/idea/vdc/res-ready-install-script-packages/*",

"arn:aws:s3:::research-engineering-studio-us-east-1/
host_modules/*"

1
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AR} 7tol=
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1. M FgE MEistD AZ| 2A 7t ChE ok Yx|st=X| & lghL(Ct
MEIE & U B AEE
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
EC2 Image Builder 7 s
Image Builder At& AE X 2| Image Builder &2 AI83510{ 74 24 M X|&EE WELICH
T8 A MHE HEE =FLc
1. |0 U=E MEdsL(CEH
2. O|0X| 2Y &AM (0S)MIM Linux EE £ Windows S MENBHLIC.
3. T 24 0|0t &2 o|0| /= o|§2 Y=ELICtresearch-and-engineering-
studio-vdi-<operating-system>.
4, TH QA HMHSE stn MYNo2 M FIbELICH
5 Ho|ZMolCts Hol ntdg =T LICH @77 YA5HH YAML T2 S7Hof| BRIz et 7%
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'

EC2 Image Builder 714 24 A4 82
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- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
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Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
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- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
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- Ubuntu 22.04.3(x86)

- RHEL 8(x86) %! 9(x86)

* Windows Server 2019, 2022(x86)

- Windows 10, 11(x86)

Create a new recipe

1.

2

0{ A EC2 Image Builder 2& & L |Cthttps://console.aws.amazon.com/imagebuilder.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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e 111122223333 ->AWS A ID
« {RES_ENVIRONMENT NAME} -> RES &7 0|
e Us-east-1->AWS 2|

« amzn-s3-demo-bucket -> S3 H{Z! O|&

/A Important

oM X|2et= HE EXE2 XEHHULICH AWS. REA[EH LHE 2 https://

docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
CHHE2 FHESAA L.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AbortMultipartUpload"”,
"s3:PutObject”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"
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1. [&E4F d4d(Create Snapshot)]
M A8 Amazon S3 B! 2] 0|

Holl Ali%EE HEE E=

=2
=
=2
=

Eo w N
T >
X
-
1]
1e

.I.l.
It
C
0
52
O
—_—r
o
(@]
(o
o
o
()
2l
N
S
N
W
N
N
W

0
[
A

o

5~102 & 2H4F H|O|X|o| M M2 T H
IN_PROGRESSO0{|A<{ COMPLETEDZ

o AN dYE o= sl 2HME M BE0 K 0}04 I21IOIE1E oto|zeio|ME = &

“{Sohed M B0l QIZE ALSRL et Z2ME AZE o] A M Z2E YT}

2Dt 22 HIOIE{7H SAFEILICH AFS R MM SRIEIX| St&LICH AdAro| B £/
A0l 7l LB Holsto] olo] EsHEx| HeltLic B% Hasol Yo A

o1k Elaa S HLELICL OBl 718 SFeE S Uiz CE 7|

O
2las HEE ME COIE BZEL| R OE 1A E AL835t0 4 THE ol&n 7=z M EIZE

AEHAF g 119



017 U Alx|LiofE) ARC|2 A8 7hol=

£ MAMErL|CIRecordName_SnapshotRESVersion_ApplySnapshotID. = EF A B T *{FH
ApplySnapshotID EO|H AHAE MEBdloi= 24 A& AEgLC.

Athat B EIAO1M B0 AhAS BlAA0| THBAS HOIBLICH A BHOIM ALSE 4 9t 214
£ SHslx| oLtk 84 Blaas) gl 2lbacl B AUNE B4 clasol 8 yE Aol
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Lict 3% 2|A2E ALSE
M EZol o4 ct2 L Moiste B2 23 280l /= CloudWatch 2201 ME HEE
g & /res-<env-name>/cluster-manager YU&LICH ZF 230= [/\L-”"F M1 E 27} &L
Ch A4S M8 $0i= the section called “AE4F ZH2| HIO|X|of| M AEAO| A EHE & QIE
&LCt.
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HHZlol HetE F7hetedH:

1. HIA S50l ddg HAle MEgLct

2. Tet |S MEfEfLICH

3. HHZ HHolM HES MEELICH

4. HZ Mol Chg B2 FIHELICH O] gf=E A8l &k CHA| L CF

111122223333 -> AWS A& ID

[RES_ENVIRONMENT_NAME} -> RES 73 0|2
e us-east-1->AWS 2|

s amzn-s3-demo-bucket -> S3 H{Z! O|&

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I

"Action": [
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47 gl Adx|L|ofd ARC|R AEXt7t0l=
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
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JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}
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ENVIRONMENT _NAME 873 0
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"
},

"Action": "sts:AssumeRole"
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{

"Effect":
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},
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:AbortMultipartUpload"
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": "*",

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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* Linux: /etc/environment

» Windows: C:\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows
\environment_variables. json

ok

tZd Amazon EC2 QIAEIA O 27 1A

27 1t RESHAM AF2 Q1 Amazon EC2 QIAEIA | EAYEFLICH SSM MM 2t2|AH= o248t ot
Qe ZHAIst7| el QUAE A0 CHEE MM o= O AIRE 4= Q&L

A ZERF & vdc ZEEC{ e 242 2zt lAHANAM ofEE|70lME K 7|E 2= CHE 2

R0l e = A&LICH

* /opt/idea/app/logs/application.log
+ /root/bootstrap/logs/

* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log

« /var/log/cloud-init.log

« /var/log/cloud-init-output.log

Linux 7t A3 &0M CHE2 88 =21 ot S ZEELICH

« /var/log/dcv/
* /[root/bootstrap/logs/userdata.log

 /var/log/messages
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» PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows0ilA{ Y& OHE 2|3 014 222 ChollM &2 £ &Lt

* PS C:\Program Files\NICE\DCV\Server\bin

WindowsOlA{ NICE DCV /&AM U2 ChFolM &S + U&LICH

+ C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch 21 1 &

Amazon EC2 & AWS Lambda H# & 2lAAE Amazon CloudWatch Log GroupsOll HEE 7|S &L

Ch 23 $S2 AAH SHE Qs L Ul HEE U [ S8 HES MIY £ AALC

o33t 1E0| 0|2 e C}2 1 Z&LCH,

« /aws/lambda/<envname>-/ - lambda related
* /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
* controller/ - main desktop controller host

* dcv-session/ - desktop session related

21382 HAE I ST 28 2R U 42X 2X1US ALS S0l TE{Y st 20| R8Y +

A&LICH ol H stH 7|FE 2xtdo| L3
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?"ERROR" ?"error"
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"query":

T g AX|LoB AREIR AER
oE S0{ 2x¥ 2F U ERRORS| W4 5148 A45t1 0|8 Mo JiZ2 EASHs SIS A
HELICH Ol &2 AHEstH mE HE0| UM S S LIEtUE MM 22X £= FAlel gds o
2H Z xR = U&Lich
Che2 =2t A E0 Thg oM ULICE O|& AtE5tedH #E|l £2 Y Zst T <envname> 2
<region> £4& M 422 HhELICH
{
"widgets": [
{
"type": "log",
"x": 0,
"y": 0,
"width": 24,
"height": 6,
"SQURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
"
i "
@logStream, @log\n|

properties": {
SOURCE '/<envname>/vdc/dcv-broker
SOURCE '/<envname>/vdc/dcv-connection-gateway

fields @timestamp, @message
filter @message like /(?i)(error|ERROR)/\n]|
sort @timestamp desc|

stats count() by bin(30s)"

"<region>",

infrastructure hosts

"region
"title": "
"view": "timeSeries
"stacked": false
}
}
]
}
CHAIEE9| o = Ct31t Z &L Ct
CloudFormation A EH
2E dd ol 4EE CloudFormation A0l = &3 740 2#HE 2[Aa4, OHE & &£3 HET}
ZarELICH
AEHO| CHEF REMIEE LHE 2 2F AEHoi| CHa O|HIE, 2| S EH RS ATE = UsLCt
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RES AEH:

« <envname>-bootstrap

<envname>-Z HAE

+ <envname>-X|E

« <envname>-directoryservice
» <envname>-identity-provider
« <envname>-shared-storage
« <envname>-cluster-manager
+ <envhame>-vdc

* <envnhame>-bastion-host
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« <envname>

« <envname>-L|E{Z

» <envname>-DirectoryService

« <envname>-AEE|X|

+ <envname>-WindowsManagementHost
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24 ASGE & Q15104 Amazon EC2 QIARHATL =3 SOIX| &QlgLct,

IO QIARIA O CHEH 234 Amazon CloudWatch 21 1&8 AH&5tod 2/|9| §elg LIEtd &=
AE L7/ I 2= JEX| HAUFLICH SSM MM 2&2 APo3P04 siE fol A Sl laH
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Amazon EC2 2£2 A S A3 E0| i M LMo 2 CIE 1} HISELICH EAIE QIAEA
£ RES 2IZ 2} Amazon EC2 SAEQIL|CH QIAEA O|EQ| MEAIE RES &4 o|EQlLCt.

ClZ=gt SAE 2l It HATE

Amazon EC2 2£0iM 71y OlA3 50| & S M S FAtsHA LIEFE LICEH 0] 32 7He ClA&
52 WMoz EAIEHLICH QAHA O|F2| ™MOIME ClAZES dE8 MERAULICH SS9

O|E2 Al Al MHEl MM 0|F0|H 7|2 "MyDesktop" EE£= AFEXI7F A&8H 0|F LCH.

Z2E Nejo sAE
Amazon EC2 240 ZSEE QAEHAII ZA|Z|H QutMo 2 ZTREIOATE SAEQILICH 22£0]
SEE MEfO| QUEZE SAET ZFE AR, E5| 8US K| o487l U= B, ol TId 52l A

A BXE LB = &L

Ctg ol0|X|= BEE A3 E QUAHAE EoiFLICH

CHS2 AD 7 2 HEE 27| 2l5 Q1 =2t 3AEf 248 &= Q= LDAP #21 HEO| ofdLct
ANSE M X Ve TiEt0lE s 2E dd Al 4248 Ti2t0(EE grSst ok gfLICH

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>
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Windows DCV C|#{Z

Windows OIAT &0 M= CIS 2 AF85t0{ (AZAE MME LY

ok

= AU&LICH

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name:windows1)

Amazon DCVE 7+4 CIATE MAdofl AFELICH AWS Amazon DCV. CHg od|oflAE A%|E DCV
AZES|o{e HHME FHlst= SHE 2oiF LM

Linux
[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks

CHE MAdolls WAIE 4 i X, 018 ZXIsHE W, 2R s1Z Wioll chet Migto| Zatslo] UL

LICH.

Windows DCV C|HZ
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« X[ EX

+ RESE Mx|8t & AAEX} X|H EHQIE MHSE{n

« AWS CloudFormation A E#0| "WaitCondition received failed message. Error:States.TaskFailed"

EHO| MEZXo 2 MAM=El £ AWS CloudFormation O|H|& & Z|0| £ AIE|X| oF S

>

3o =E HdE
o Mufst HEHO| QIARIA &3 L= vdc HEED
- B4 WA @72 Q& BZ CloudFormation AEH0| A M| | X| &F S
- B8 MY 50l CIDR EE mjietnl|E{of 27 7 gr A& L|CH.
« 273 MM = CloudFormation AEH A4A4 Almj
« AdDomainAdminNode CREATE_FAILEDOM|M Q|5 2|AA(C|2) ABH M Alj
- A4 3 #eE| 22X

« iam:PassRole2 £=3&5t

| —
« LH AWS A Q|2 9| AHZXE7}E E|A A0 A my Research and Engineering Studio0l AWS HA|A
S 8§ 51835t Al&LCh

- BE 2O I ZA| 239 Ho|X|2 SotZrLCt
c ZOQS A M "MERNE HE = 3" 2F U
« A X7} Active Directory0ll F7HE X2 RESOIM F+EHE

- HME 48 I MEXRE MSE = S

+ CloudWatch cluster-manager 20| 27| Mgt =1t @7

« AEZX|
« RESE Sall It A|AEIS HHRIX|E VDI SAEN BAEX S
- RESE Sl It A|ARIZ 2EHIYRMX|EH VDI SAEN BAMEX| §IS
« VDI SAENA QIHLE £ £ Q12
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7t E AIELCH
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Q|F/IZ4 AD &1t 24 E DHCP 24 EX

Firefox 2 & MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env AHA|

res-xxx-cluster AEH0| "DELETE_FAILED" & EJO|11 " 0| R &3 X| ot HLE =&leh = QS
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« RESE dX[&F = AIEX X|H =M d-stedn &

« AWS CloudFormation A E0| "WaitCondition received failed message. Error:States.TaskFailed"
- ABHO| M3 Xo =2 WM El F AWS CloudFormation O|H & 2 &l0| ~AIE|X| o=

o Mufst MEfO| QIABA &3 L& vdc HEE D

« 35 x| 272 218l #3 CloudFormation AEHO| AFX|E|X| &

- B8 M4 B0l CIDR =5 mtetO|Eol| 2 771 gz & LICH

« 878 MM B CloudFormation AEH 2444 Almj

+ AdDomainAdminNode CREATE_FAILEDOM 2|2 E|AA(HIE) AB Mo Aluj

RESE MAlEh % AR XY HQIS M¥stz T #
(® Note
A Z74:0| BHHIE =~ st7| Tofl Secrets Manager 22+ & 501 215 M & PrivateKey 2l

x & X ¥olfof grLICt.

40

I

| 22t0|MEN Q1B M FTt

1. 9l DB 2E Waikol BlAL{o] HHE QIS ME HHlo|=BLICH

a.

Q

@

>

WS 2£090|EC2> 2E dzH A

40

\Y

EC WEHMo|M RES 2|F EE HWHME O|SELICH

Cl
AT

AEE E2s 2EE YWHME HMELICt<env-name>-external-alb.

o
= i o] A= Z|AL{E &QIstL|C}.

HI 0

7|2 SSL/TLS IEM7I M 2B M MF HEt AAE 2lALHE Yo|o[EgfLICH

&S MEELICH

g
ox
-

2. Zt{AE A HIO|E0|M:

a.

DynamoDB -> E|0|Z ->0{| A E2{AE 8™ E|0|22 3&LICt<env-name>.cluster-

settings.

= Bl K48 ZIE2 - 0|8 "key", B8 "string", Z7d "contains", Zf "external_alb"Z O|
SELCh.
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c. Truecluster.load_balancers.external_alb.certificates.provided2 A%&
L|Ct.

d. 9| Zt2 dlo|EgL
Cltcluster.load_balancers.external_alb.certificates.custom_dns_name. ¥
MEX} ClE I O|A | AFE R X[ =MH[Q! O|F I LICE.

e. 42 Hdlo|EEL
Clcluster.load_balancers.external_alb.certificates.acm_certificate_azn.
Amazon Certificate Manager(ACM)0l| K& &l siie 215 A 2| Amazon ElAA O[F(ARN) L
Ct.

3. 2F alb ZEE YWEHAOQ| DNS 0|2 7I2I7|=5 ¥ Z2t0o[HEo| CHal M8 siE Route53 5t

CEHR HZEE HOHIO|EELICl<env-name>-external-alb.

4. SSO7} &t4oj o|O] +ME|0| Q= AL RES & =& q
Sign-On > &Ell > HE HEWM MS Ar8 8t At S5 2240 2 SSOE I:MI-T“SELIEP

VDIsOi| QIS M F 7t

1. Hot 5o oS el & F7tstod 2o 2k 5 0f CHSH GetSecret 22 e + U= HEHS
RES Ol Z 2|71 0]4d0i| Fo4&rLCt.

e res:EnvironmentName : <env-name>
* res:ModuleName : virtual-desktop-controller

2. Zo{AE| M E| 0|20 AM:

a. DynamoDB -> E||0|2 ->0i| M E2{AH 8™ E|o|22 &&LICt<env-name>.cluster-
settings.
b. 5 EA al £ ZIE{2 - 0|8 "key", & "string", 27 "contains", Zt

’ y HA

"dcv_connection_gateway"Z O|S &tL|C}.

c. Truevdc.dcv_connection_gateway.certificate.provided2 M&EgLIC}

d. 2| g(2 Holo|EgL
Ctvdc.dcv_connection_gateway.certificate.custom_dns_name. VDI HAAE
?Iet AR XI'd =HIQ! O|F L Ct.

e. w2 Yolo|EF L
Clvdc.dcv_connection_gateway.certificate.certificate_secret_arn. @!&
M LEEO| £0{ = Eot & & o] ARNYILICH
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f. 22 Yolo|EgL
Clvdc.dcv_connection_gateway.certificate.private_key_secret_arn. Z2}
Ol 7| 2HIAE Z&s5l= 2ot 25 o ARNRILICEH

3. HoIESo| elaB A0 ALSE[E AlE HIESE YOI EFLICH

a. AWS 2£ 9| EC2 > Auto Scaling > Auto Scaling 1 & 0|A Auto Scaling & L|C}.
RES &40] si&3t= HO|ERIO| Auto Scaling ZES MEfELIC O|E2 BEH #RS WE
L|Ct<env-name>-vdc-gateway-asg.
ME HE Mo Az >HESE Fot duch
ME EE > 5 >0 HER! - (M HT dd)2 Mg
OlH2 AT ESt0{ 13 ME HEZE O|SFLICH
2H ot = A3 E5tod ALE X} CllO|E{Z O[S & LICH.
CERTIFICATE_SECRET_ARN % Eto{& & LICHPRIVATE_KEY_SECRET_ARN. 215 A{(2.c
A &zx) 2 Zetols! 7|2.dE A BHx) 2HAE XEsis 2o 2350 X|HE ARNsS 2
Olzqet gt2 Yolo|EgLCt.
h. Auto Scaling Z&0| =20l MHE A% HEZS HHES ABSTE 0] UEX| &lgt
L|CHAuto Scaling 15 m| O] X|0f| A).
4. QIf nlb 2= WHA{Q| DNS O|E2 7I2|7|=5 7t4 oA Eof Cial A8t 312 Route53 59
CHQl HZEE Uolo|EF LICt<env-name>-external-nlb.
5. 7|& dcv-gateway QIAEIAE ER <env-name>-vdc-gatewaystd M QIAEATL MHE M7}
X| Z|ct2iL|Ct

o

m|
h m

L

= o o 0
i

C
Ct

@

AWS CloudFormation £ E40] "WaitCondition received failed message.
Error:States.TaskFailed"

EME Al#H5E{™ 2= Amazon CloudWatch 21 &8 A LICt<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. S¢t 0|&
OS2I OF0|H /| U BR A 78t MW HM| 23 2ES AAELICH 23 o] 2 F HIAIX]
= =Xl Cist RhA[EF HEE MBS ELICt

(® Note
ut2tole gtoll S0l gl= x| = QI Lt
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AEBHO| MEXoZ MMEl £ AWS CloudFormation O|H| & 2!0| £=AIZ|X| 4=

AWS CloudFormation AEH0| AZXoz MAMEl = o|H L ZCHE &t
1. O|H|Y A ul2t0|E{7F HIE2 A YUBAE|R=K]| EQlerL|Ct,

O|HIY FATt BZE[RHLE HMAE £ ¢l= B Research and Engineering Studio #3& A
AM3to RHHHEZ gL ch,

2. Amazon EC2 2£0|M =& QIAEAO| Z7HE = QI5IA2.

<envname> MFA7 SEECE EAIE CHE M QUABAZ CHA|El= Amazon EC2 QIAEIAT}
A OlA

AUE B2 UESX T E£= Active Directory 730l 2A|7t U2 = JU&LICH

AN -

=TT ©
ni

3. AWS 45 HAFE HAILIE HiE S0 2|8 BlAAE MM F AEI0|M VPC, ZEt0[H! &
HEE MEdlnl 7|ef MeEist ol 2l0|E{7} MMHE|R=X| &olghLCt

Pl CHA| Hi 22 sHoF & &~ U4&LICH RHAlIEH

N
L

=
—

i
03
mo
1>

uietole & stutets 2%
LIE2 ME A EHEE HE |

4. KA F 2laAet 8 MES Hi2E Z2 HESXZ I Active Directory7t o &f T d1t L |t

0
> 0
> 2
o fm

ol
-

X[ FelgfLct

el gt QIAEAT} Active Directory0l| 83X 2 ZQIEIRI=X| &l 0| ZLELICH of B
HE +&stod EX|E the section called “AIfet HE{O| QIAEIA =3 L= vdc ZHEEC]" sHAT
L|Ct.

4

Almy st AEO| QIAEIA 28 EE vdc HEEH

ol Exlel 7+ 7ts8t ¥Rl Bl A ()7t Active Directoryofl @443t 7{LE ZQIE == gi7| HE LICH.

—

MO
2
i
1
ro
9'|_|
i
2

1. BHEAM vdc ZEEE | 4™ QI QUAEANAM SSMRZ MME AIRHELICH
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2HEO|AHLE AiRAL 230] 2 77F R AIZH QUAE AT} Active Directoryof] Z QI 4 €1

ol 2Xlol= Ml 7tx| 2 &8 22 & stLt7t I = A&LICH

ZE ¥l 1: R E LDAP HZ ME HE7} 2l=dF

EIE AdEgLCE O g 20| ofe] | Bt F 2| QIAE AT} Active Directoryofl ZQIgh = gl A
L|C}.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’
+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,

retrying in 34 seconds ...
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...
+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. RES AE{ MM Fof Ch30o CHEt Tt2t0|E] 2ol SHF 2 A L= EIR{= K] = QIFLICt.

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

+ directoryservice.sudoers.ou

« directoryservice.computers.ou
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« directoryservice.name

2. DynamoDB H|O|20M X El 72 AC|0|EFLICH E 0|22 DynamoDB £ 2| E|O|S0i| A &
2 & U&LICH HIO|Z O|§2 0|0{0F & L|Ct<stack name>.cluster-settings.
3. EIO|E2 YO|O|ESt & #HX &3 QAEHAE A8 521 Z2{AE #ElAt & vdc HEEBE &

Mg LTt Auto Scaling® DynamoDB El|O|=2 2| #|Al 2f2 AFE5to A QIAEIAE A[ZFEHLICY

o =
[

e

0l 2: ZF2 =l ServiceAccount AF2 X} 0|E 0| &l24=

237} Insufficient permissions to modify computer accountZ HHEH5lEd AE MM F
ofl /23¢t ServiceAccount O|§0| 2HE2X| i g & JU&LICEH

1. AWS Z2£0{ A Secrets ManagerE L|C}.

2. directoryserviceServiceAccountUsernameE &&LICH 2o &5 = 040

o
r

Cl<stack name>-directoryservice-ServiceAccountUsername.

3. HotAEFE Hol ME ME Ho|X[E SLICH 2ot &5 g 2t &5 gf HAMg MBSt &

MERSHL|CE
4. Zfo| UClo|EE A #X A™ &2l B3 9| cluster-manager 2! vdc-controller 2IAEAE A

2rLICt Auto Scaling2 Secrets Manager2| %41 2t S ALE36t0{ M| QIARAE A|ZFEFLCt

2= 2401 3: 22 El ServiceAccount &5 2124

2730] Invalid credentials7t EA|L|TH ABH MM Fof 238t ServiceAccount & 571 SHIZX|

e+ A&Lich

1. AWS E2£0{ A Secrets ManagerE iL|C}.

2. directoryserviceServiceAccountPasswordE &&L|CH E0F ¢t 5 &= 040k &L
Ct<stack name>-directoryservice-ServiceAccountPassword.

3. Hot o3 E %of M HE HO|XIE SLICH E ok 95 ZtolA] Hot 95 7t ZAlg Metstn
i A S M

Q
2
x
nQ
fok
T
>
=
[l
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=
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i. AWS Z£2 21 Secrets ManagerZ O|S &tL|C}.

i. directoryserviceServiceAccountPasswordE &&L|CH 20 &5 = 0{0f &L

Ct<stack name>-directoryservice-ServiceAccountPassword.

M

fjo

i, Hot s of N ME HOIXIS BLICH Hot 2% ZHolA 2ot o5 3t HMg M
=3t Chg Qb

IS e HAE S MEETLICH
iv. HES MEFLCH
v. ServiceAccount AFEXIS| M 2f 3 & MY st KT S MEFLICH

5. %2 YOlo|ES B2 =X A& 5l 232 cluster-manager & vdc-controller QIAFAE A X
ZFLICH Auto Scaling2 Z| &1 2t 2 AL85H0] M QIARIAE AIRfEHLICH

ot &2 BL UM 27 2 QéH <env-name>-vdc CloudFormation & AFK|7} Alulist=E F2
vdcdcvhostsecuritygroupOle= 2&£2 AFE5t04 RES ¥ MEUW E= Hot JE O 2 AlEE
Amazon EC2 RIAEA HEY = U&LICHAWS .

EXNE s{Zste4H o|z{8t wAlo 2 A|ZHEl BE Amazon EC2 QIAEIAE &tol S22 &LICH O3 C}
(=)
=

274 MA Zof CIDR EE miZtOlE{o| @77+ ez LIC.

st732 Aas mj SE AEH7} [ATH]Q! CIDR 22 niatole{of Cht 2§ 7t LhEbELICH

Failed to update cluster prefix list:
An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

Mx| 2 162
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The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

EME sHZ5H7| fIeH ol & El= A2 xx.x.0/24 EE= x.x.x.0/32&L|C}.

BHES MASE{H Y7ol BlAA MM Xtejo| TR sLICH U8 BITME 23 X171 whAistod
CloudFormation A& MAMO| AlujE + U&LICH

Ol B EHS ARISIT 4442 ChAl AIZBILICH i CHE 2IT0IM 42 CHAI AISE 4 2L

G2 &7 A% MMo| Anjstn b 2F 7 Y4sts AL QARA AR £ Z2H|Xd Fof
d | |E

Amazon EC2 W{x|7} o 7|X| & H L MAZ| HEL = UA&L

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

Amj #4018 =HoIst .
1. SSM AEH ZEIRtolM THxI7H TAEI0] QX ZE QIAH A0 Chal TxIZH FAEI0] YR &
QIBtLICt

2. SSM RunCommand/Automation A& 7|50 M Z{ x| &34 SSM EA{ 2| Aol QIAEA A|Zr D}
UX|St=X| &l L|CH

3. #7392 Amazon EC2 QIAE AN CHEt 2T I 24 CARA 2EZE AESI0{ T2 H|X'H
S0l QUAEHAT RHEEE|R=K] = lghL|Ct.

x| MEO=Z Qlal| EX|7F & list B Al&F = 2|4 158 0 RES QAR A CHEF TR M2 K|

QdgtLCt
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E
ANE &5 a2 =X

Single Sign-On(SSO) X X144 & #rE|et 2HHE CHF B EXMeE X E FE2 = Qlal drdlgLct.
SSO T dHof CHEH RtM[EH LI 2 CHE & HZotMlR

+ the section called “IAM ldentity Center& AI&3+04 SSO A&

+ the section called “SSO2 X2 5H I ZAt L4

A 58 #rEet ZHEE CHE EXME sl ZstcdH ChE 28 ol 2 FXE HZshM L.

=H

+ iam:PassRole2 =5t 5 QIS E|X| &S

« L AWS A 2|2 9| AFE X7 2lA A0 my Research and Engineering Studio0ll AWS 1Al A 5}
T8 585t A&t

- 380 2a0" M SA| 2391 Ho|X|2 SotZLcth.

- EOQS AT M "ASKEFHE 3" LE U

« AF8XI7} Active Directory0ll E£7HE|A X2 RESO| A F2HE

o NME MYE M ASKE A

=2
[=)
+ CloudWatch cluster-manager 20| 27| M&t =1 @ 7

5t A ode
g+ Q13

°*EIIOIE‘H0|: g LICH.

U AWS MHIAE AL SHH A MHlA I8 EE MH|A 017 A& MASHE CHAl 7|1E HES o
T MHIA0) TS 4 QU&LICH 01| 3t24E1 ALR RV MulA0] IErg TS 4 ol HEtS 7}

K|z lofof BfLCH.

CHS oAl 2 B & marymajor2te IAM AL X7 242 AFHE 5104 RESOIAM ”o"% st &
SF A EFLICH SHX|BH 2 d g s-StE{™ MH|A Q0| 2oq8t HEHO| MH|A0| J0{oF B LICH Mary=

MH[&0 g E MEE & e HEtE 7HX|L UK eE&LIch

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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0| B2, Mary7} iam:PassRole 2 &g oS SHok gLict =20l
|23t B AWS 2[Rt H BEolStMIL. ZEIRts 2001 XAt 3HE MES& AR LIt

LH AWS | Q|2 9| AF& A}t 2|4 A0 M my Research and Engineering Studio0f|
AWS M| ASIE S 5{& st A&LICH

CHE A™L| AIEA £ =X 2
% ol A I

UeLict g

0{ S5(ACL)E K
I.

- &FEHAWS 7=||§; oI 2la2o0f CHEE M A HEHS 1|—g-g|-
O
[=}

A 4% AWS 7=n75;o+| H%_ 4* HA FE RIBE HEHHL.
. X2 B HCB0lME So AMAES MBsHs LS QOB IAM AS MBS 9ol
QIZE AL ROl AMA HEt MB(RHZ B HCIR0IM) S FESAL.
. WA AT HMAE QIS oAF W BlAA JI¥ A ALBO| XHO|HS Lot BT IAM ALS HHAMO|

o
|
IAM 18 0| 2|AA 7|8 AT} o= A CIEX| & ESHMIL.

2Z0] 2218 | SA| 212921 H0o|X|2 =SofzZfLC}.

i
I

Ol 2HIE SSO SBO| HR TAHE B2 YMFHLICH SHE HOISHHH HESH AHA 2
Qlstm 7 MEOIM QR E HEBLIC

1. CloudWatch 2£& iu|ct.
2. BEIOIOE0Mes

ct A
3. BEOOES Uo{2aAEZINMH QEE ZHAMSHL|CI.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
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DynamoDB ££& 7|

Elol20i M 2t Elo|28 & &L|Ct<environment-name>.cluster-settings.
E

ElO|22 ¥ H|o|g &5 BAMS MEigfL/CH

R

6. EFEE -E—XP%"OHA-I SSO Td Zto| SHHEX| &g LICH SH2X| 2f2 B sso_enabled 7|2

7. RES AI2X} QIE{H|O|AZ S0}7} SSOE AHFAIBHLICE.

ZOQS AMZE I "AISAIE HE + UE"2F ¢

AMEXH7t RES QIE{H[o|A0| 2O l5t2{ & [ "User not found" 27/ 71 E A|E|11 Active Directory0i|

M-SRt UE B2

« AEX7H RESO| i %[0 ADO| AAEXHE F7IEH <

- ALEX7t ot 2 RESO| S7I2HE|X| ekt &+ U&LICH RESE OHAIZE S7I8H |22 7ICHRICH
7tCHE S713 F ALERI7L FILEIR =X ZQlsHok & = JU&LICH HA| S7(86t2{He| THA|
E ELICAFS X7 Active Directorydll FE7HEIQAX| T RESOIM FEHE.

- AFXE7FRESH| U= E
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J‘-‘l
1@
°F
o
>
x
ok
-
:l:

2 Single Sign-On(SS0)2 <&t

1. o o4
T

2. SAML XS SAML O|H0| 25 ArEAte| O|HY =401 OHEE[=X| & lgf Lt
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https://console.aws.amazon.com/dynamodb
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AE X7} Active Directoryol] F£7HZ|QA X|BF RESOI| M F+EHE

(® Note
0| MM2 RES 2024.10 O|5+0i| 2 ELI|Ct. RES 2024.12 O|& 2 MME A XJIML S 7ISHE
TSSO R A= W (R2lA 2024.12 & 2024 12.01). RES 2025.03 O| A2 MMg 2t x5t
MS7I3tE =822 AESHAHLE Xists S (2 2lA 2025.03 0[4)).

Active Directory0l| AtEXIE FI7I3UX|EF RESOI| 2 El B2 AD S7|3tE E2|7aljof & LICH. AD &
7|3t= AD 852 RES §+7='9 7%= Lambda &f =0f 2|8l AlZHE 2 s> FLICH Z<of| et
M AR EE= O&E F7tet # Chg 8713t Z2 M A7 A=ME W7t K| X|Qd0] LAEHLICt Amazon
Simple Queue ServicedtlM =522 S7[3HE AlEE = JU&LICEH

S7I3t TENAE =822 AIFELICH

1. Amazon SQS £ gLiC}.

2. CH7|YOIME MEHEILICt<environment-name>-cluster-manager-tasks.fifo.
3. [MIAIX] & & =4I(Send and receive messages)]= ME4ELICH.
4

HAIX] 220l Ch5S Y3{FLICH

{ "name": "adsync.sync-from-ad", "payload": {3} }
HAIX| 2 & IDOf| Ct& 2 =g LICH adsync.sync-from-ad

6. MHAIX| &= M7 Dol oo A=At EXtE S UAFLICH o] F=2 0| 52 O|LHoi| O] F0{Zl
DE £ Fetor Lok a=X| e 2o FA[ELICH

MMEE d&8e M AHSKE ALSE = ¢

>L
Ojo

Mg MMt B2lXHo|X|TH MMHE M8 [ Active Directory0ll Q= AFEXIE AFEE £ i 8
L AMNBR7I HMSL R 2ZOQl5HoF & = U&LICH MM &4 AFS X0 CHEH AT M e = &L

=
Ct. &M AL XE 840 8t H o|& ZE1QlsloF &hLCt.
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https://console.aws.amazon.com/sqs
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CloudWatch cluster-manager 210|M 27| A& =1t @ F

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch cluster-manager 2101 A{0| 2 77} 2t M5tHH LDAP ZAMoMH L{F B2 AFEXA BlZE
E HIEtME = U&LICH o]l 2X|E sHZAstEi™ IDP2| Idap A4 21t XMBHE SEIML.

HERXIE VDI SAE O BIAHE[X| f S

o
Holdx|ol Dl SAE EFRIE|X| ok

« VDI EAEON|A 7L} £

+ RESO0{ X Amazon FSx for NetApp ONTAPS MMM X2 T HIQlof| ZQIEHK| &F 2

RESE Sall Il A|AEIS MMFMX|OH VDI SAE EAHE X AS

HAStEdH A "ALS 7hS" 4 EfoqoF BrLICH of2f EfA|of ek mh Al

Amazon EFS

-

. Amazon EFS £ 2 0|S&fLC}.
0. Tl AJAE] AFE{7F AFR 7HSOIX| EHOI8H|C)

=]
3. It AAE] HEN7L AL 7S 0| otel B2 VDI ZAEE A|Fet7| Tof Z|ChELCH

Amazon FSx ONTAP

1. Amazon FSx 242 0|S
2. MENTF AFR 7S EHR| & elELCt.

e

L|C}.

5}
3. &EN7I AF8 7tS0| ot AL VDI SAEE A|=57| HMof 7|chIucH
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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RESE Sall Il A|ARIS 2EHERX|TH VDI EAE| BRI E| K] @

RESOI @ 2 TIE T AIABOE VDI BAET} T AAHS ERIE 4 TS T8 L4 2ot 1

T2l0| Qlo{ok EFL|C}. Ol I A|AEIS RES Q0| MAME|EZ RESE HZAE Hot a8

2EYE oY AAED AZE HoF D52 OHE QHI2E EefEHE s{8¢lof &LICH

. Linux EAEO| NFS EZHZ/(ZE: 2049)
. Windows " 3 AE 9| SMB EZHZ|(EE: 445)

VDI SAEON|M 7L} & £ Q1=

ONTAP2 =&0i CHal UNIX, NTFS & MIXED E ot AEtelg X|HELICE 2ot Ao et
ONTAPO| CllO[E{ AMAE Moist= Of ALE5st= Het #31 Ol2HE HEFE +78 !
21E RE0| ZEELIC

0fE S0 EBO| UNIX 2Ot AEHUS AHSSHE B2 SMB SEH0IHEE ON
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Tt M2l AFS AtE| o
Linux I Z2EZ0A UNIX 2EtY =& A

Ter2 sudoer?t CHE ALERt0l| CHalf T2 HE = U&LICH | & §04, CH&2 /<project-name> C|H|
E{2|ofl CHE <group-ID> A e71/A 7| HErE 2E HHO|AH FodgfLCt.

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>
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E2 Linux 22+0|¢1E 2} Windows E2}0|ME ZF oM AH8 3l B9 ZE Linux ALEAH Ol 2
Ut AFE A} O|E T} domain\username | NetBIOS =H|Q! 0|8 & Alnt ¢445HE= 0|8 DHEE SVM
{| A%d5H0F BHLIC}. Ol= Linux AF2XHe} Windows At X} ZHof| ._°—".3FE ol 2t XHMIEH LIS
2 Amazon FSx for NetApp ONTAPS AI835l0{ HE|ZZ2EZ T2 M E AZTSIMR.

2 Off M

RESO{| A Amazon FSx for NetApp ONTAPES MAF X2t = HIQlof| ZQISHK]| &

i

Ol

34X RES 22 0{ A Amazon FSx for NetApp ONTAPS AMAd6t 0 It A|AEO| Z2H|XM L E|X|EH £
HIQlol ZRIE|X| b &L|Ct E ONTAP It A|AE SVME O Qlod| =RI5t2{8 SVMs Microsoft
Active Directory0l] =912 &2 Z= 3811 Amazon FSx 2£ 2| BHHE wWELch 2e st #Eto| ADS
Amazon FSx MH|A 7|Zof @{/UEIR=X| &lgFLIct SVMO| =H[Rlo| 83X o 2 ZQIE|MH SVM

Qe >AEXQIE >SMBDNS O[22 0|50 LIS0l ER352Z DNS O|§ & SAHELICE.

Qo =QIE & S 2{AE A DynamoDB E{| 0|20 A SMB DNS 74 7|& HZE!I§LIC}.

1. Amazon DynamoDB & £ O|S&tL|C}.

2. Ho|22 MEiEt OhS E MEiErL|Cl<stack-name>-cluster-settings.
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¥ S0 TEIS YD O TEISE YL
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w

m
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- shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
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4. HHEHEI S8 MEISHCIS &Y, &5 HE S MEdSHLCE
5. O|Xojl A8t SMBDNS O|EC 2

6. [Save and close]& MEHEFL|CE
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html

RES AEHAF H|O|X|0| M AHAFO| AEN7I ATHQl AR @ F 71 2 Mt AlZt S0 Z2{AE 2H2[XFoi| CH
3t Amazon CloudWatch 21 1292 0|S35l04 Q1 &old 4 QlaL|Ct

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

EIO|EE 7IME &+ ¢SS UEtUE 238 &H £AH2F0| MEE|X| Y &LCh.

0| envoll M 7tX{2 A 2E0| Ml envoll HEEIX| oiE B SiAH 2E|RI7F EXME AEE & QU
= £ CloudWatch 218 A HELICH EXM7F 2RF E|0|E 2EHREE 7HXE = Qict d=¢6ts

FS Axharo| K& 8 AEHQIX| SHoIgtLCt
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2251 CHYst E|0]E 2| ExportStatus7F COMPLETED A E{QIX| &2l
| ExportManifest ZE MEJ} Q=X =QIELICt flof 2ZE MEE &
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g + e 2 2HMN2 HXRE JH0|EE AHM HE VST A AMEY & glsLCh

2. ARHS M AIEEE & AGhAr ME7L RESOIA S22 HHRIEX| HQIELICH A4 M =
EMAE x| 5~102 0| AL ELICH A4 22| HO|X|E CHA| 2E57{LE HESIo A 4F0|
ZHo2 MAEIQNER| SOIBLICH OF | sHH MM Adstol R2 8 AEi7H ELICt
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KA OIAEIAT] Ol EE WM CHAL O =

ME 2F HIAIXIQF 242 EXI7FUIK LIEFLEALE ClA T & Mo @14 £+ gl B9 l=et
Amazon EC2 QIAEIA M| EX|7I UE = U&LICH.

HFE42 BHX{ Amazon EC2 240 A gH= =

% | =
2 H0|z 2 & Amazon EC2 QIAEAE &Ql5t= ZdL

ECOHE Y2 AMAEe 22 WHME #Qlote JeULICH AIAER EX7H UE = UCHE EAIE
Amazon EC2 2£0iM & HE =& WMol SSE Y QlAHAI EAIE[X| ol B2 LT

Ha &8=0|00/H 2HE XMelste ol AFEE £ U= Amazon EC2 QUAEIA T QIS S LIEFELICE.

HIH & =0/ 00| otl H< O|= Amazon EC2 £ LtEtdLCH o= A
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7 Y AR|L|o{™ AFLCIR AEXt7tol=

« 5712 7t HIAIFEF A

+ Ol&3 & Windows 24 A7t Aofisty "HAE0| HRELICH HE 2F”

I
ek
1
30
Iy
-
_lTI_

. AZE & VDIs 27 MEfE XMEHE

Windows Virtual Desktop2| 2121 7% 0| ZZ|XI2 M E

RES & Z&H0o|M Windows 74 QAT EE AEE = JUX|PH AZEE W 2321 H™Ho| HERE HH
=l Z< Windows VDIZ} Active Directory0l| 43202 ZQIE|X| iU S = AU&LIC.

2015242 Amazon EC2 2£&0{ A Windows QIAEIAN| @145t T ool RFEAERY 28 & QIF
LICtC :\Users\Administrator\RES\Bootstrap\virtual-desktop-host-windows\. £ A|

ot 27/ HAIX|= QIAEATE ADO| ZQISHK| 2 Z S [Join AD] authorization failed:
LIEFHLICH AlZjod| CH8t <res-environment-name>/cluster-manager AtM|St W2 23 1
& O|E ol2le| CloudWatchOi A Cluster Manager 21 & QI5H M.

il
ol

* Insufficient permissions to modify computer account
« 0| Q7= MH|A H ™ol ADM| HAFEE FIHe &= U= MHet HEto| giSS LIEFHLICH MH]
A AHHEof| 28 MEH2 Microsoft Active DirectoryOll CHEF MH|A 74|17 M3 MME T SHMIL.

 Invalid Credentials
« ADQ| MH|A HH Xt 3FHO| BtEEIRIHL AR E AHE ZHE ®MIBF&LICH MH[A A™E x4
EHE &5t 7Lt YO|0|E 524 Secrets Manager 2£01 &5 8 K& 5tz 2ot 2= ol AA|

o =
AgFLICH RES #42| At4 5 2| H 0| X[l /= Active Directory = H| Q! otz o] MHH|A H[™
A4 5% EoF et 5 ARN ZEofMo| 2o 95 o] ARNO| SHIE K| &QlgtL|Ct.

Q|E B|AA CertificateRenewalNodeE Al 5HH QIS A7} Bt ElL|C}.

QIF E|AA BA|Z|E HHE ST Linux VDIsO| @143t= "The connection has been closed.
Transport error" S¢ LF 7} &dlist= E2 7t% 7540 =2 Q2 LinuxolM =& pip A
x| B22 Qs RS2 2 MZ T XMX|X| o= Bt2 El QIS MULICH QASME 374 of Btz ElL|C}.

L

Amazon CloudWatch 21 2 &2 CtS1 SAS HIAIX|2 & A A 27 E 7|I5E
<envname>/vdc/dcv-connection-gateway & U&LICH
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https://console.aws.amazon.com/secretsmanager/listsecrets

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Error in connection task: TLS handshake error:
received fatal alert: CertificateUnknown | redacted:/res-demo/vdc/dcv-connection-

gateway | dcv-connection-gateway_10.3.146.195 |

| 2024-07-29T21:46:02.651Z | Jul 29 21:46:01.702 WARN HTTP:Splicer Connection{id=341
client_address="x.x.x.x:50682"}: Certificate error: AlertReceived(CertificateUnknown)
| redacted:/res-demo/vdc/dcv-connection-gateway | dcv-connection-gateway_10.3.146.195

4
AWS H"H0iM EC2Z o|S g LICt. O|§0| *-CertificateRenewalNode-* QI QIAEIATL Q)
LIC}.

2. LambdaZ O|S¢&tLIC}. 2l= Lambda &7} & A|Z|0{0F &L|C*-
CertificateRenewallambda-*. Lambda ZEO0|A CIS3F A 742 & QISHAI2.

(o][]

|

N

= 8R UAHAE SEE

export HOME=/tmp/home
mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

python3 ./get-pip.py

pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}"'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

git clone https://github.com/Neilpang/acme.sh.git
cd acme.sh

3. 070 E|A 2|8 BlAA Certs 2B HIESIE 3olEME. RIZ2/0 A Lambda ZEE 3t&L
Ct. 2|AA - CertificateRenewalLambda - 54 - I =, CIS 1 H|x 8 A &8 = USLICH

sudo yum install -y wget
export HOME=/tmp/home
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https://console.aws.amazon.com/ec2
https://console.aws.amazon.com/lambda
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/security/public_certs/assets/main.yaml

017 U Alx|LiofE) ARC|2 A8 7hol=

mkdir -p $HOME

cd /tmp

wget https://bootstrap.pypa.io/pip/3.7/get-pip.py

mkdir -p pip

python3 ./get-pip.py --target $PWD/pip

$PWD/pip/bin/pip3 install boto3

eval $(python3 -c "from botocore.credentials import
InstanceMetadataProvider, InstanceMetadataFetcher; provider =
InstanceMetadataProvider(iam_role_fetcher=InstanceMetadataFetcher(timeout=1000,
num_attempts=2)); c = provider.load().get_frozen_credentials();
print(f'export AWS_ACCESS_KEY_ID={c.access_key}"'); print(f'export
AWS_SECRET_ACCESS_KEY={c.secret_key}'); print(f'export
AWS_SESSION_TOKEN={c.token}')")

mkdir certificates

cd certificates

VERSION=3.1.0

wget https://github.com/acmesh-official/acme.sh/archive/refs/tags/$VERSION.tar.gz -
0 acme-$VERSION.tar.gz

tar -xvf acme-$VERSION.tar.gz

cd acme.sh-$VERSION

4. *-CertificateRenewallLambda-* Lambda &29| 2B MME 3EHAHo] I EZ HiFELICEH
HIZE MstT 2E w0l MRS mykx| vIcklLIC

5. Lambda &+& =822 EE2[Hél{H HAE Ho = 0|SE O3 HAEE M= LICH F71 &
22 ZQSHK| et&LICH 22{™ Secret Manager0i| Al 15 M & PrivateKey & 3 & HI0|EStE=
1B M EC2 QAR AT} Mg x|o{oF & LICt,

6. 7|& dcv HO|EQO| QIAHAE FRE<env-name>-vdc-gateway st Auto Scaling 1&0| M
QUAEAE XIS = HiZE W7HR| Z|CHRILICH

OIS0l S 3 7HY HIATES O Ol4 MBSO HHY £ gig
HAIE HAZE0| &3|HLF  O|4 HAZ2E £ Qe AL 7|2 Amazon EC2 QIAE AT} AlusE L}
Amazon EC2 QIAEIA T} RES 74 QB 0M S2E|HLE SXIEQR7| HEY £ )& L|ct. #2|X}F Ul

dEi= EH| SEIE A& EAE + UXRIE HE Alz= AoiELch

Amazon EC2 2£ 2 A8sto] QAEHATL S& = SXI|ZIUEX| Fstor gLICH SXIE B CF
Al AlEts 2EMI2. & El 235 dgatoF FLICH M QIAEATE ARE [ AL
At & CIEEEo MY E ZE CI0[EE Hl& AL8E = Q{o4ok ErLct.
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(@)

|Tof| Almfet QIARATE 04745 2[Rt UIK| EAEl= B2
LICF.

r

o>

AERI7E AlEE = = 7t OlA3 & +2| 7|2 M2 5ULICH 2RI #E|XF UIE A& 5hoq T
So Zo| HEY = U&LIC

[ [ I =
. Z2MEY ASRE 72 518 Mol 2B %0 ol HE ololZ S Mestn 2te Hats M 2o
2 WFELID

OlA3 & Windows 44 A= 71 Alufst o "od40o| EHZFISLICH ME @ F"

Ul 272 &7 Windows CllA3 & 4Z0| MujstH "ol &8l HLch ME 27
Windows RIAEIAO|AM QB M AT HEAE DCV MH AZEQ| 09 EMZE It WY = &LCH

Amazon CloudWatch 21 I &2 CI21t SAFSE HIA|IX|2F &7H 012 Al @FRE 7|8E

<envname>/vdc/dcv-connection-gateway & U&LICH

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: QE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }
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017 2 QIX|LI0fY ARCIR A8 7ol

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

Z SSM MM 2 E|RHE AHE 8101 Windows QIAEIAO] CHEH HAE U1 CHS 2712 I A 2tE
H{O|

ol
U M7HstsE Kol s HHY = U&Lch
PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem

It UO0| XIS 2 CHA| Y/ E[0{0F 5tH =& A A7t 3 + U&LICH

ol o 2 2|7t HAET Windows CIATE 2| M AIZto| M SYUEt 277t L MstE 4R AZE
o AE MY B & AEso] +HE AUAEHA | M Windows £2ZE 9|0 ARHE KA G E Q1B M

ThlE MAELICH 0|2 Qls B A0 AR U 1Zof ALRE £ 2 Windows AZES]o] AH0|

ZZH|X A EHOM HZE VDIs

HA3E Aol 2|t UM Z2H|M'E B2 |XIEl= A2 042] 7tX| O|R 7t UE F= USLICH

Holg =olstgdH olAaE QIABHAOCI 2O MPOE'Q AAstD EHME doZl == 2FE &L
Ct. o] EMolle 8% 21 2 o|HE HE AAR= o2 0] XIHE MMof 2ted HEJ e E 2
1 b 2 Amazon CloudWatch 21 1& E—. | Z&E|o] l&L|CH.

CtS 20| Ao 2N eldi|ct

« AZE AMI D7} AZES| 0] A 2 SEL|X|8F RESOHAM X[ E|X| ek&LCH.

Amazon Machine Image(AMI)0ll 2Rt o4 7 EE= =77t Gl REAER T 2H|X'F A3
EEE 2t=2 ot K| RAELICH Linux QIAFHALL 22 QIARA /root/bootstrap/logs/2l 21
ot dol= o|et HEE 88 HMEJI T E + U&LICH. AWS Marketplace0l| A 7kX{2 AMIs ID=
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RES A3 & QUAEANM 2 S5tX| 42 = UELICH X|BHEI=X| ZQlst7| 25 HAET EHR
glct.

« AEX XIE AMIOIM Windows 7H& OIATF QAEAE A|ZE = AL XL CIO|EH A3 RIET}
A™ME|X| et&LCt.

72X o2 AF2KF O|0|E| AT ZIE = Amazon EC2 QIAEIATL A|ZHE! [ 8 B ARMEL|CH 7|&
A CIATE QIAE AN AMIE MASH OIS AMIO| AZEQ|0] ABHES S5 10| AxE Q|0
AEBHO 2 [} 2 JIA HIATES AIZHSIEd D 5tH A 7HA OIAT E QCIAEIANM AFZ A} O|O|E{ A

===

ARETJ X g &LCH

d

0

EME sidstziH AMIE st Ol AAS 8 §ell 71y dia3 & QAHA M #EIRIZ

&t =
PowerShell 338 &2 &1 Ctg BES A~>AELICH
C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule
OHChS QIAHANM M AMIE A EGELICH M AMIE AL85t0] AZEQ0 ABHS S8/ L
S0l M 7HY ClATES AR 4+ QgL Z2H|KY YEI2 SXIEE QAHANM SUS

=
Hg At QIABAE MERISH 7MY OlATE MME =HE =& JUX|H HE FHE AMI

M CHE 7Y CIAZEE AXE M SYLeH EX|7F CHA| g ghLCH.

Jtset 28 1: & bt A|ARI| CHE POSIX TetE 7HE AFERHE QI8 CIRE 2|7t &L

rir
MO
2

Ol CtE AlLtE|R7t el 2« &lEstn QU U = U&LCh.
1. HHZE RES T2 2024.01 O] & &
2. RES AE4Z HiEZ 5t= S¢tol CHet £490| £ d8EnableLdapIDMappingT|RA&LICHTrue.
3. RES AE HIZ B0 X|HE & Tt A|IAEIO| RES 2024.01 O|™ HTHIM AP E[RAHLEZE 2
EnableLdapIDMapping A& El O™ A0 AFE EIRA&LICHFalse.

LICE.

S EHAl: I AARIM AFE X} CIRE{E|E AFAIEFLICH

1. 2HAE ZElXt SAE0| CHE SSMYILICE.

2. cd /home.

3.1s -£, adninladmin2.. ST 20| ASXt Ol& T YxIste CIZIEIE| OlES AHS5tod CIZES
2|E L}Qg5HofF §rLct.
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4. C|HE{2|E AXNELClsudo rm -r 'dir_name'. ssm-user ! ec2-user C|HIE{2|E AMK|5}

5. AA&Xt7t olO| M envol| S7[3HE B2 AHE X2 DDB H|O[20| M AL ALL|E AT LICH
(clusteradmin | 2)).

6. AD 57|38} A|%f - 22{AE ZE2IXF Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adoiix A&stL|Ch.

7. RES ¢ HO|X|0{ M Exror & ENQ| VDI QIAEIAE RHEEIFILICE VDIZ} 2F 208 LHoi| Ready
MEHE HMEHE|l=X] Eelg .

=A
e Amazon EC2 QIAEIAT}I E&0M S
o

« AD =QI AlmjZ 215l vdc-controller Q!

-

BEE HEXOZ T AIELICEH
AE =

S|
SAT =8

« ZZMEE FII57| 2 AZEQ o ARMS HEY MY ECIRU Z2METI EAZX| o

=
+ cluster-manager Amazon CloudWatch 2101 "<user-home-init> 7| & O} & AF& & &= Qi&LICtH
AZR7E S718HE W7 K| cHZ| B"(AIE 0l AHE At 0|F ¢! F<2)0| EAIE/LICH.
« 23921 Al Windows CllA T E0i "HE 0| HIZ &3t E & LICH EE|RHo|H 2ol5tML.”
« 2/ AD 785t #E4E DHCP EM 2R

+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 QIAEIATI EL£0|MH SEREE S Z EAIRLICE

Qlz el QIAEATL Amazon EC2 Z2&0M BSEE HeE HEXMOZ EAL|= B2 el 240t &
Ol UE = UM ZE} CIARHA GO w2t HEtE = JU&LICH OS2 #el8 &elsie By
OIL_||:|.

= N

Amazon EC2 2£0|M vdc ZHEED QIAHAII HIEXMo 2 SR E MEHE EAlSte 42 &2 E
Hotets B ME YU = U&LICH RESOHM B 2lste EoF &2 0ll= 2l Z2F Amazon EC2 QIAE
A0 HAAE IAM HAMA Mo HAo| AR Z AFRE|= Ef27| U&LICH vde ZHEEE{7I =8 50|
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LRI LIEILIE B9 2o 250l Ei 27t SHEAH XIEEIX] 447

CloudWatch 21 1 &0 C}
230l CtZ EfOE K[Z35HoF & L

HEY + A& LICH EoF

bon TIO

_

—_—

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

O| 2 7ol CHE Amazon CloudWatch 21 HA|X|= CtS 0t HIRSHH| EA|IELICE

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation: User: arn:aws:sts::160215750999:assumed-role/<envname>-vdc-gateway-role-us-
east-1/i-043f76a2677f373d0

is not authorized to perform: secretsmanager:GetSecretValue on resource:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
Certs-5W9SPUXF@8IB-F1sNRv

because no identity-based policy allows the secretsmanager:GetSecretValue action

Amazon EC2 RQIAEIAO[ BT E &Qlst 1 @ S5 UR|st=x| & lgfL|Ct

AD ZQI AlmZ ©Q %H vdc-controller 2IAEA T &8 SQILICE. / eVDI 2 =01 API & Ef
I

HE el MMoi| CHZ ol R AIELICH
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o
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o
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fu
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o
i
>
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g'l_l
rEI
[

IHZ ol dit™ol B2 = ZB{AE BEIR}F CloudWatch 28 Am{E = ZdlLICt (Ol2tE
2 3t&L|Ch<env-name>/cluster-manager.)

« ZO0| HAET} Z8HEl B res AE10| MME | X|I'HE ServiceAccount AHE X} O|& 2| M7 2

HFE X| Insufficient permissions®QIgfL|C}.

23 &9|0:

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:
000020E7: AtrErr: DSID-03153943, #1: 0: Q00020E7: DSID-03153943, problem 1005
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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- MAESE ALEX 0|F0| HE

(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

SecretsManager £ 0iA RES HiZ S0 M| ZEl ServiceAccount ALE X} O| S 0] HMAE 5= Q)
& LICH Secrets ManagerOll A siiE 2ot 25 & 5t1 U HIAE Z4Alg MEHSH O ALK} Of
0| SHIEX| 2 B¢ HE S MEislof 2ot &5 72 UOo|EFLICH X 2 {AH HEIR

=H
9l ydc ZHEED QIAEHAE S2EL

[ul
=
o
[>
i
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rr
o
0
i)
o
0%
flu}
Hu
EH
>
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r
o

|£ & "ServiceAccount"0d

MNEE efF 2las AERo|M dEE BE[AAE AEstE B2 AER
I

0
Of 8fL|C}t. RES HHZ =0i DisableADJoin It2t0O|E{7} False2 M E ZE L "ServiceAccount"
AZ XA ADOM HAFE HME HEE &= U= HEHo| Ue=X| ZQIEhL|Ct

HX|OF 230 EIAE 7} 28 El Invalid credentialsZdS ¢l2dst of

b
F7t HERE/RHAL BHEE[RE = JU&LICH

23 &9 of:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0CQ@90569, comment: AcceptSecurityContext error,
data 532, v4563'}

Secrets Manager Z2£01| &3 & M= 2ot &5 0i HAM AT
0 env M4 Soi| U Y E 212 = USLICH EoF 45 (o
<env_name>directoryserviceServiceAccountPassword)E ME{5t 1 Ut HIAE 74

o
0
il
o
0z
m
Hu
il
m
I
O
[ul

27t 2Ht2 1 @A E Active Directoryoll M 2 E 7t BFREE[RJIE 5= U&LICH HX] Active
Directory0l M &5 & MMM CIS Eot S5 E
M Active DirectoryQ| Ar& Xt &5 & RHMHE 4= U&LICEH

1. SES CIE] D MY

2. X, Ar SR &= MAEYE MEHE CFS ALK} O|F (0l "ServiceAccount”) 3t A F= 2 FA]

3. M2 MHet 257t o] &5 o CHE B sl Secret Manager 22 & 5 (04:
<env_name>directoryserviceServiceAccountPassword.
4. TN F{AH 22X Y vde HEER QATHAE ZSEFLICH M QIAEAE QHHZX Ol A Ef

2 E AIELCt.

Ok

I OASE 7E 24 181


https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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EMEE FII517| Y AZESR|o{ ABE HEE [ ECIR0| ZEMETI E ALK
(=)
=

Ol 2Xl= AFE R A'HE ADQ S7|3tste At i E oS EXQ #o| /U2 = /U&LIcH ol 2
M7t LIEfLFH Z2{AE #H2|XF Amazon CloudWatch 21 2 E0|AM 2F "<user-home-init>
account not available yet. waiting for user to be synced"E &©9I5t0o{ Qlo| S
K| EE= #Eo| JeX| =Helgct

AN - o B S |

20

cluster-manager Amazon CloudWatch 22104 "<user-home-init> 74|JH 2 Ol AISE =
igLIch ArS X7 S713HE WX Ch7| B (A= ol AHE Rt O|& ¢l B2)0| EAIEL
C.

SQS F=A7F AHE 0|0 ALSAF AHod|

e 4 gi7| 20 28 2Zol WHALIC 0| I=E
ABR 5715 B0 ASRHE I8t & T AAHS

HA
Hdstedn & m E2|HELICE

MEX Aol A 4= 9l= 0|} = AF2 901 ADO]| CHE RES7F SHIEH| FAE|X| et 7| 2
£ Ql&LICH BI/RES &3 MAdoj| AF2El ServiceAccountCredentialsSecretArn It2tO|E{7}

ZHHE 2to| ofLIRiE & UA&LICH

2702l Al Windows HIAZ&0i| "HH0| HIZ 3t =|R&LICH ZEIXIAH 22/t

AEXE7E &2l 3tEof IZMI E:L |3EF T = B2 SSOE &dll 4332 202I8t & RESO| CHaH

ADO|AM AFE Xt HH 0| HIEE3tEl 4 SSO 2210 AlufgfL|ct.

A

HO

Q|/1 74 AD TAJT} £HE4E DHCP &M

I

Kt Active Directory"The connection has been closed. Transport error"O|A RES
E AMEE M Windows 7t HIATEMM 27 7t /45t H dev-connection-gateway Amazon

CloudWatch 210 CtS1} A &= &QlgL|Ct.
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Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

P Ch5& +~olfok &Lt

40
mjo

74
o

[e]]]
rir

XA VPCo| DHCP SMof| AD EHQI ZHEEDHE ALS

1. AmazonProvidedDNSE 5 T HQ! HEE] IPsol| F7}+&FLICH.

2. EMH?l 0|22 ec2.internal2 AAX&rL|Ct.

o47|[od of|A|7F LEet & LICE o] 7£40| @2 RES/DCV 7} ip-10-0-x-xx.ec2.internal A E O|&§2
57| 201 Windows HIAT E0M & @ F 7 erAshL|Ct.

Firefox 27/ MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox & HEtRXE AHE5tH 7t CATEN HZEE A=E
MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING 27/ HIA|X| REE0| EAIE = U&
LICH.

Hel2 RES & M7t TLS + Stapling On2 2 Y E|RIX| Bt Stapling Validation2 2 &5t K| 247
[ &2 & LI CH(https://support.mozilla.org/en-US/questions/1372483 & X

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X|&l0]| [tt2to| E2X|E i

Z2g =+ A&Lh
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing
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* res-xxx-cluster AE10| "DELETE_FAILED" #EHO|T1 "& 0| R E5IK| A HL} =& £+ QIZ3" 2 F

Z QI £502 ANE £ 92

. 2 LF
. VDIEE:LEH%EEEE

e Linux EC2 QIAEAOM ZEOCIREE

« Windows EC2 QIARANM EI CIREE
 WaitCondition 70| Cigt ECS 21 =&

res-xxx-cluster AE10| "DELETE_FAILED" #EjO|T "ed&t0| R &5 K| SL7HL} =&

Aoiono=3 Ol 250 AMX|E £ ol

"res-xxx-cluster" AEH0| "DELETE_FAILED" & EHO|T =82 = AMX|&e = Qs FR CIS HAHE =
5toq AMK||E = Q& LCE.

AEHO| "DELETE_FAILED" & E{Q! A T K]

A5 = = = S
CHSE & R7F EAIE &= U&LICH A XE MHEdFhLIC.
A0 el EHesh AEH BAAE DF MAXSIHEIE EEE 2| AAE MEISHE HIAIX|7H AlES EA
2 = UELICH 0| R EE EAAE "EEE 2[AaAE MEHG T AKE MEIEHLICE
CIES 22 2F7F EAIE &= U&LICH Role: arn:aws:iam::... is Invalid or cannot
be assumed
& ARZS MX|5tE O 28t A& 0| ABH Mol HX] AN EAELICEH O]l EXNIE siHEsiEd{H A& 9|
O|EES SAIELICE IAM 2£2 0|S5t04 CHS 1 22 m2t0|EE AL 5104 i O|E 2 e S M
Aghuict

« QEE £ = AUEE| R0 AWS MH|AE MEIFHLICH

o AF2 A0 E Use cases for other AWS services MEHEFLICICloudFormation.

|Ct. 238tol 'AWSCloudFormationFullAccess' 2! 'AdministratorAccess' H3t
ICt. AE | O|X|= CH2 1k Z-ofof &rLCt.
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a
0

T HAX|LI{™Y AFCIR AEXt7tol=

A
r

1H C}S CloudFormation 2& 2 E0}71 AEE 51
LICH ObX|2fo 2 |AM 242 0|5 5104 MAIst 082 ALK EFLICE.

EC2 Z&0|M EC2 2IAE A0 210!

- CtS XIZEof 2t Linux EC2 QIAEIAO| 2 QI8 L|Ct

« Ct2 x|Zo] [} Windows EC2 QIAEIA 0| 2218t L|Ct 27 CF2 Windows PowerShellS 230
HES M™AELICH

olmzl BAE 21 &

1. Cluster-manager: Ct& 9| X0 S 2{AE 2[Xtof Ciet 238 7HX4Qt E[Zlof dZAg LTt
a. CloudWatch 21 2&°| 2 & 2 %lL|Cl<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEIAO| /root/bootstrap/logs CIEE{Z|0] Q!
£ ZE 2aLct of Mol AIEF B0 = "EC2 2&£0M EC2 QAR A 2221"00f ¢
AE XIE et QIAEAN 23 1FLIC

2. ™_controller: C}S 2| x|0l| A vdc-controller0d| CHet 21 & 71X} E|Zlof A2 & L|C}.
a. CloudWatch 21 22| 2 E 21¢lL|Cl<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIAO| /root/bootstrap/logs CIEEEZ[H| U=
ZE ZaQlLct o] Mol AlE BEEof /= "EC2 E£0M EC2 QIAE A0 2321"9|0] o414
El x|&of el QUAE A 22218 L|C}

Linux EC2 QIAEIAO|M 2O CIREE MMo| xRS 2=

=
—
gol Lt

AEXE7E MM 0|0l 21 VDIE AlEEH B2 Amazon EC2 2&0iM QIARA O VDI1SHE 0|2

QlL|Cl<env-name>-VDI1-<user name>.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

A7 A AX|LI- ARLC|R ANBx7tolE

Linux VDI 21 £=7%

o] MMo| A 2E0i Q= "Amazon EC2 2£0iM EC2 QIAE A 2310 2AZAE! X|&of o}
2t Amazon EC2EC2 E£ 0| Y Amazon EC2 QAR A0 22 QIEFLICH VDI Amazon EC2 2!
ABEIAO| /root/bootstrap/logs & /var/log/dcv/ CIEEEM 2E 238 7t SLICEH

2OE 7ML= vt = L= s30| Y2 ESHCIE H7 | Cre2Est= ZdQlL|cH 0|2 <8
CtS EHAlof k2t & CIEE 20 ZE 238 71K OIS Y28 = &L,

1. Ch2 BtAIof| 2t /root/bootstrap/logs CIZEIZ| of2Hol dev 228 SAFEFLICY

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. O|A| C}& MMof LIGE EHAlof et 2EaVvDI 2 CREZ2EE CRE=FL
Windows VDI 21 £ %/

O] MMO| At EE0f Q= "Amazon EC2 2£0M EC2 QIAEIAN| 2 21"0f AZAE! X|F]of [
2t Amazon EC2EC2 £ 0i| A slilE Amazon EC2 RQUIAEIAN| 23QI8L|C} VDI EC2 QAR A9
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIEEZ/0| U= ZE
238 71X SLict.

2IE 7t Wl & stLieE S30| YZESHCHS H7|MM CHR*EESE AL ct o= A st
2 OIS MM LIYEE B AHE [FEAMRAVDI EO CIREE.

1. S3IHUMAE {5 TZE VDIEC2 QIAEA |IAM 28&E Ao|o|EgL|Ct

2. EC2 242 0|335t0{ VDI QIAEA S MEHSHL|C}

3. A2 =90l 1AM &2 MEdsHLICE

4., [EtFIIEECIR HFol HEt A MMM HE HAZAE MEYSH CHS AmazonS3FullAccess
Mg MEdSHLICE

5. Pt FIIE MEHSto] ST MRS odZsLCt

6. 1A C}2 vDI Yo et ofef LIGPE CHAlof 2t 23 E CIR2ESLCH 2E 0|E2 QIAH
A O|E 0| Euct
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a. Linux EC2 QIAEAOIM ZEO CR22ZE Linux2
b. Windows EC2 QIAEIAON|M 21 CFREZE Windows2

7. OIX|2%e Z o4& g TZE5t0d AmazonS3FullAccess XA M7{EHLICt

(® Note

2 E VDIset seh IAM dg 2 AZELICH <env-name>-vdc-host-role-<region>

Linux EC2 QIAEIAOM 2O CIREE

EIECIRECE EC2 QIAHAN 2O0I6t10 CHE HAES A-SI0d ZE 208 s3 HIl YEE
gct
sudo su -

ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

O CHE S3 242 0/Sstod 0|F0| 2l HZ!E MEist 1 o|Hof| Pz =6t
<module_name>_logs.tar.gz I} <environment_name>-cluster-<region>-
<aws_account_number> Ct2ZE=8FL|C}

Windows EC2 CIAEAONIAH ZEO CIREE

EIECIRECEE EC2 QIAEHAN 20015110 CFS HYE Adsto{ ZE 28 S3 I Y=2E
grLich.

$ENV_NAME="<environment_name>"
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$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

a2 Cle 53 242 0|35/04 0/2 0] @1 B{Zle AMENSI T O|xo] Y= =3t
<module_name>_logs.zip I}&¥E <environment_name>-cluster-<region>-
<aws_account_number> Ct22E8fL|C}.

WaitCondition 2701 CH{8t ECS 21 =%/

1. HIEZZEI ABHO R 0|5510{ 2|AA EHE MEHSH |C}.

2. HHE - ResearchAndEngineeringStudio -~ A x| #2|X} - £ - CreateTaskDef -
CreateContainer -» LogGroup2 &&5t1 21 J&28 ME510{ CloudWatch 21 & LICt,

3. O|21aE0M x|Al 2EOE 7S LC.

o2 &4

A

« A4 5H ZZXof| CHsl o158 @HE XMl W o2 B E 230 @7 2
« O AE 72237} & 56K| 4=
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2 gl olx|L|o{Z AELC|Q INT=IY A To] =]

EI0lg AMEstn 'kt &Y %:XPOH CHE 215 &S ®MElg W o 7|x| §f2 277 L lstH e
7t gtz E &+ Q&LICH ol 2a¢lsttdi= A8Xte| & & FE= Active Directory MH[A HHY + Q)
&Lt

2tst

CI2YE{2] MHIA 20l AHRE 2 MHIA A 28 MARELIC

2. 2AolM 23t A 4S9t UX|SIEE Secrets Managerol M MH|A A1X ¢t 3 £ Adoi|o|E&LICEH

-

« Keycloak AEHO| ZHR: PasswordSecret-...-RESExternal-...-DirectoryService-... & A3:
Microsoft Active Directory2| & &

- for RES: res-ServiceAccountPassword-... & A&: Active Directory MH|A HH &5

2 ABHF| 2237} 255K 942
25

71223 M7t SE5tT MHE ChAl AR [ QIARIA S| IPY} HARH 7|22 371 STHE £ 9
gLich RES ZHo| 2191 Ho|X|7t REE|X| of 7Lt SHAZIX| g 2E 4EI= HELCH

2rst

ol

—

|K

ste4 7|

I

BtE AMA|St 11 Keycloak 2B RHHHEZ5HOF &FL|Ct. C}

i

Keycloak% MY HdEIE =
Z BAE wELCH

1. Cloudformation@ 2 O|S&fLIC}. 07]of|  7He| 7|22 3 &ed ABH0| E A|ELICE.
* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env—name>-RESSsoKeycloak-<random characters>-RESSsoKeycloak-* (Stack2)

2. Stack12 AMELICH X AEE MX|EEHE HAIXIZF EAIZ|H 0| 2 MEHSI0] S8 AEHS A
MIghLct.

AEHO| 25| A E[RA=R] el

3. 047|0AH RES SSO Keycloak AE{ HIZSIE C}RZEFLICE.
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

B

A El ABHT} HES| S U IitO|E 22 AF8510{0| ABE =50 = HHEFL|CEH AR MM
> MEIAAMNEESE) - 7IEHER M L HIES 0t A2 E 2 0|F 35104 CloudFormation
L0 HiEELICH AXE ABD S Q2SS AFE 50 B4 ni2t0|EE U=dELICt

CloudFormation 2& 0| A ZE
o]

=g &2 4 aUch #Z o
O
—

£ W25 T IEHOIE BOZ 015510 AKIE A=HolAf Of3{# 2
g, 7| Hof & 7|Et TatOlE{7t Sa) A natoleiet YxISHE A

B2 CHAl ALS & EH|7F B ZeL|ct HHEZ El ABHo| &34 BHof M
ApplicationUrl€ &2 £ Q&LICH.

2edtl =X

. QoF

£l 2X| 2024.x

2024.12 2! 2024.12.01) M Cognito AFSXIE SE& 1 M4 Ao

2024.12.01 O|5t) AEX X|H THQIS AF®3t0{ VDI 148 I A REI HREIQIZEM 2 F

A
2024.12 & 2024.12.01) Active Directory At& AH= Bastion Host2 SSHE &= 818

2024'A 108 O|™) = S E QIAEA o CH vDI A%

2024.08) 2= 2} AMI ZHof FH]|

(

(

(

(2024.10) ZE|E VPCso HiZEl RES #Z30f CHt VDI A} S SX| SE
( AL

(

(

20244 88) 7t & A EO| FE H
S3 HZIS EXHSHK| &

.

ZIARN 2 AR X[H HEAZE /e 2171/A2 7] Amazon

olo
>
=

2024.06) AD 1& O|=0 ZH0| TEHE 4R AHAF &
R

2024.06 O|5t) AD 7|3t B0l O & HH7I RESO| S7I8HE[X| §I &

(

(

(202441 6 0|F) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIs2| 2o+ F[of 4
(2024.04-2024.04.02) VDI QIAEIA O] 4tof MZE|X| I 2 M E IAM HEH ZH|
(
(
(

0

2024.04.02 0|3t) ap-southeast-2(Sydney) 2| Windows NVIDIA QIAEIA 7| A|ZHE|X| OF S

2024.04 3! 2024.04.01) GovCloud0i| A RES Af&f| Almj

(2024.04.02 0|5t) SAMAccountName &0 CHEAL EE= S5 EAH7F ZHEAD AIEXHE 57|
35X Z&

P)

av=
A EE

(202404 02 O|ah) & S AEQ| HMASEZ| 2[5t ZAlQ|H! F|7} A2 T|ALL|CH
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ofP &l 2X| 2024 .x

(2024.12 2! 2024.12.01) M Cognito AH2AIE SEE m ¥4 M)
M MY

ot Zro| "7t L& E O|HIY MF A7 U= o ZEHE &3l AWS Cognito AHSAHE S
£35t241 6™ Cognito AtE At O|F 0| Ho|& Hrt 4] THET UX|HX| t=lte LR 7t
kAl

<firstname>.<lastname>@<company>.com& &&FL|C}.

O| 2LF = AF2XIO| O|H Y HFAOAM RES At MM AFZXl O|ES 2 Ql5H grMehL|ch Lt "7}
A= ALEXL O|E=2 ESOHA‘l X|5tE & Linux HHZZo| VDIso| &8t AL K}F7t oblLct. o] %=
HAE2 AIEX 0|E2 HEE W o|HIY HF AL ""E M| 745104 RES Linux VDlIs.

2+3t
1. CI2 BES M504 H™ 2024.12cognito_sign_up_email_fix.patch®l patch.py
A UE CIREE 50 7 2024.12.012] cognito_sign_up_email_fix.patch @<

<output-directory>E x| A3 ZE Y Iix| Y S CtR2REEE C|AEEl<environment-
name>Z HHH# 1O E RES 2143 9| O|§2 2 HtELICH.

a. I{X|= RES 2024.12 & 2024.12.010{] M EL|Ct.
b. x| A3 BIE0|E= AWS CLI v2, Python 3.9.16 0]4 ! Boto37+ 2 #FL|Ct,

c. RES7} HiZ =l A 4l 2|™of CHs AWS CLIE 7436117 RESOIA AA48H H{Zlof| & £
S3 Heto| U =x| EelghLct.

30
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
RES_VERSION=<res-version> # either 2024.12 or 2024.12.01

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

4TI 2x| 2024.x 191


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/cognito_sign_up_email_fix.patch --output
${OUTPUT_DIRECTORY}/cognito_sign_up_email_fix.patch

2. MR 232 ES WX ol 22 EE CIMEE|Z O|SELICH OHE mix| BB S A LICH

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --
res-version ${RES_VERSION} --module cluster-manager --patch ${OUTPUT_DIRECTORY}/
cognito_sign_up_email_fix.patch

EAAZE CIA| AIZHEFLICH Amazon EC2 Management Console0i| A

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. O|F 2 A|&5tE= Auto Scaling & 2| &8 2 2 21509 Cluster Manager QIAEA HENE =0l
L|C}<RES-EnvironmentName>-cluster-manager-asg. A QIAEATL HZ XMoo= AlZHE
77X Z|CHRIL|CE.

Ol

(2024.12.01 O|3}) AFEAF X[H =HRIE AFE5to vDIO| 4AE M HZE HZE 2
MR
M MY

Q|2 Z|AA BAILl L RESE AI2AF XA ZE =M@l 0|22 2 HYE M CertificateRenewalNode
7toiM CtE 2F 2k 74 VDI @148 TLS |§ ME MZ 1 x|X| 2&LIC} /var/log/user-
data.log

"type": "urn:ietf:params:acme:error:unauthorized",
"detail": "Error finalizing order :: OCSP must-staple extension is no longer
available: see https://letsencrypt.org/2024/12/05/ending-ocsp",
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"status": 403

2k M RES # Z&0i| A vDIso| 24Z2& [ net: : ERR_CERT_DATE_INVALID (Chrome) =& Error
code: SSL_ERROR_BAD_CERT_DOMAIN (FireFox)ZtE @7/ 7| gt A4gtL|C}.
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2024.12.01 O[5t

1. EC2 242 0|5¢&LICt 0|E0| 2 QAEATI QE AR QABAE

CertificateRenewalNode-ZS =2 &fL|C}.

2. Lambda Z2&Z O|S&LICt. 2t= Lambda & 2| &AA IEE YJL|CH-
CertificateRenewalLambda-. £ A|&5t= 2 AYE3SI T --ocsp-must-staple QI+ &
./acme.sh --issue --dns dns_aws --ocsp-must-staple --keylength 4096 X7
g LICH.

3. HIZE MEstTn F= HZE0| MEE Wi x| 7|cH&LCt

4. Lambda &+E& =522 EC|HsIt{H HAE BOZ 0|SE O3 HAEE MEHELICH =7} ¢

292 L 5tK| f&LICH I2{H Secret Manager0lM 915 M 2! PrivateKey & 3 £ C|0|Est=
RIEM EC2 QIAR AT} MdE|o{of BLICH 2ot &5 71 UO|O|EE|H QIABATI AIISCE BE
ElLct.

5. 7|& dcv HIOIERO| QIARHAE FEZ<env-name>-vdc-gateway st Auto Scaling Z& 0| Af
RQUAFAE XSS E U ZE W7HK| Z(CHEILICH

LEANEHE

Let's EncryptE 2025401 OCSP X|&& —EEE*L—IEP 2025 128 30YEEH 23 HH0o| o|Foif OCcsP

Must Staple &% 0| Z&E QI5ME YZ5HX| o= 8t OCSP Must-Staple 20| A gtL|Ch KFA|IEH

LHE 2 https.//Ietsencrypt.org/2024/12/05/end|ng-ocsp/ EOISHMIL.

(2024.12 2! 2024.12.01) Active Directory At&X}= Bastion Host2 SSHE &= 9i&

Ha Y
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7 A AX[L|oF AFCIR AEXt7tol=

Active Directory At& Xt = RES & Z& o X[&lof [}2} Bastion Hostol| @18¢e [ Het HE 2771 &
AH oI-L_| |:|.
od .

Bastion Host0l|Af Al Sl Python OHE2|7|0|Me F2HE &7 42 2ls SSSD MH|AE Al&at
K| SELICH mtakA AD A2 AHE 28 MAE & 4 giom 2018 4 gL

o4
o
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mjo

Hh= {7

= —

2024' 128 3 2024.12.01

1. EC2 220i A Bastion Host QIAEIA 0] 4 L|CT.

2. |IDEA_CLUSTER_NAMEO|ME TZ&l/etc/environment st Aj
Zenvironment_name=<res-environment-name>Z F7}&FL|C}.

3. QaBA0MCHE BEE A LICH

source /etc/environment
sudo service supervisord restart
sudo systemctl restart supervisord

4. RES ¢ ZEo| x|&lof [2} Bastion Hostodl CHA| @438l E M2

(2024.10) ZA2|E VPCsOf| HIZE RES &30 Ci$t vDI XIS SX| SE
M1 MYE

2024'A 103 RES EE|20M= U™ 77 S RF &EIQ! VvDIo| CHs VDIs AtS SX|7F FIHEIR]
&LICH ol d¥2 a3 & 48 - M - MMolM 8 = AU&LICH

VDI At& SX|= 28 ZE[E VPCsoil HiZE RES 2 E0i| M X X| L& LICH.
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(2024'A 102 O|F) T 2H= AHEl QIAEA 3ol CHEH VDI AlRf Al

Ha M

TOEHE SALE QIARIA R%(g4, g5)0Il A Amazon Linux 2 - x86_64, RHEL 8 - x86_64 EE= RHEL 9
x86_64 VDI7} A|ZHE|H QIARA T T2 H|X ' AEJoI|H HELICH &, QIAEAE "Ready” AEf7}
C|X| gfoH A E)

Lo—

Ol X Server7| QIAEAON|M KMCHE QUAEASZIE|X| Ot 7| {20 LAistL|Ct ol kIS X8t £
ole Z1eH= QUAEAZ AT EQJo{ ABRMO| RE 2§ 37[/E 50gbE =t ZE SH5HE ARl =
AUE BETH 70| HEE|TE = ol E&LCH

1. olzH HIoM £ x| /\E_EIE ol i x| I} Ue ctezc g C|AE|2|2 U -1 E RES 32 9|
0|2 2 H}#04 patch.py & graphic_enhanced_instance_types_fix.patch& Ct2 Z =8 LIC}.
<output-directory> <environment-name>

a. I{x|= RES 2024.10048F M E[L|C},
b. x| A3 ZE0f= AWS CLI v2, Python 3.9.16 0|4} 2! Boto37+ =L BfLICt.

c. RES7} ti{ = & H|& 4l 2|%oi| CHd AWS CLIE 7 A5t RESO|A AAdst HHZlof| & =
S3 Heto| QK| golsgtct.

§9
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.10/patch_scripts/patches/graphic_enhanced_instance_types_fix.patch --
output ${OUTPUT_DIRECTORY}/graphic_enhanced_instance_types_fix.patch

2. MR 232 ES WX ool 22 EE CIMEE|Z o|SELICH CHS mix| BB S A-AFLICH
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.10 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
graphic_enhanced_instance_types_fix.patch

0424

Al
oo

S=zotodd ot

mjo
fjo

o

0%
ol
EH

3. #Zo| 714 a3 g FEE2(vdc-controller) QAR A
AlE! CHZ RES #739| 0|E & dhEL|CH

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4. O|BE2ZE A
|ZH&hL

5= CHAY 22 0| 40| <RES-EnvironmentName>-vdc-extE | QIAEA
Ch. 2= QIAEIAN SE5E M AZEQ|0{ AEH0|E 50GB Olé.*-o—l AEEX|7F QU

(2024.08) Q1 Z 2} AMI Zo{ EH|

B A

CmdExecution: [ERROR] Command execution has resulted in an error

Ol dBMo M3 E S&5E mtde| 2F = It ALt

PEF2 dre HA

202411 8

2+3t

M EC2 Image Builder 2|AAE MMEHL|CH

4TI 2x| 2024.x 196



L

(RES QIAEIAE AMIsE ZH|FH X0| 9

rr

A0S BHE HEMR)

1. YUOIO|EE res-infra-dependencies.tar.gz IS CtR2 2 EFLIC

2. A =74 Ho|X[2] Amazon 4! O|O|X|(AMIs) ZH|oi| LIFEl EHHE & LICY.

0|7 EC2 Image Builder Zl&A RHALS:

N

(RES QIAHIAS AMISE EHIBH 22 S BHIE ML)

2
EC2 Image Builder - 7+ 24 - RES AMIs &
Z&X - DownloadRESInstallScripts 27| - 121 - AA0] LIYE
ol = S3 flxlol= O|Fo| A8E B&E mto| ZEE|0] U&E
oM Ct2EE8 U2 HhEL|Ch

R A

(2024 H 8) 7t&f AT E0| FE HZ! ARN & AFEXL X|H HFAZE U= 2471/247]
Amazon S3 HZ! 2 & RS K| 2 &

H M

Research and Engineering Studio 2024.082 £ E H{Z! ARN(Z, ) & AFS A X[H
MEZZEME O|§ E= Z2ME 0|F L AIEX} 0|F)E ASE M 714 a3 & ¢
(VDlarn:aws:s3:::example-bucket) QIAEIAO] 217|/A2 7| S3 HZ!E EFAHS

ol 2xlel &

0
fjo

2 x| o

=

rr

HZ! 792 o3 &Lt

17| M8

o MEAZFHZI ARNS| 2891 217|/AA 7| HHZ)(F, arn:aws:s3: : :example-bucket/example-
folder-prefix) & AFE Xt X HFAZEME O|F E= ZEME O|F L AEX 0|F)

- RE HZ! ARNO| UX|BH AL AL XIH HFAZE s 71427 HA

VDI QIARAE X 2H|XM'EEt Foil= siiE S3 HZA!ol X[HE! B Y Cl2E 2|0 BZlo| B EX| et &
LICt. vDI2| B R CIRE{Z|7t JH2tE CIREZ|= H|of YoM HZlo| 34X LH8 S X & 5HX| et &L
Cl. B{O/d S AF235tod CIEEZ|of TtY S M @77t Permission denied, unable to write
a file &MstT ot 2EHIATL HE S3 HAo| Y2 EE[X| &Lt
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3t

g o x| It L(patch.py & s3_mount_custom_prefix_fix.patch)E CI22
O AlS

é%‘% AlE35H04 <output- dlrectory>E Iz AJ2E 9 oz oS iz

a. I§X|E RES 2024.080{ 2t M =E|L|C}.

b. I{X| A3 BE0E= AWS CLIv2, Python 3.9.16 0|4 2! Boto37t E 2 gfLCt.
_|

c. RES7}HHZE A 2 2[Tof CHal AWS CLIE #4510 RESOIA Mst HZlol £ 5= e
Amazon S3 ™$t0| Rl=X| = lgLIct
OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch
x| A3 EEC K| TtUO| CHREEE|= CIHEE[Z O|SELICH CHE x| BHES A>eL

CH.

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

29| 7t4 dA3E ZAEER](vde-controller) QIABAE ZSR52{H CtS BHES M™ELICH
(33 Hml EH7|0f A ENVIRONMENT_NAME Bis~& RES 2t 42| O|§ 2 £ o|0| d™Ez&LCt)

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

&
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--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

Zglol8!l vPC MHo| AR of & MHSIX| &2 AL <RES-EnvironmentName>-

vdc-custom-credential-broker-lambda &42| Z<2 o|E1}

AWS_STS_REGIONAL_ENDPOINTS ZtO| Environment variable Q@IE F7}sH{of &L
Ctregional. AtAISt HE = Z42|E VPC HIEZ E {8t Amazon S3 HI AP =2 & =X

M 2.

4. O|ESZ A&StE CHA OE0| M4 <RES-EnvironmentName>-vdc-ext 4EN7} £|H R E H
ZIARN 2 AR X HFAPF e 17|/A2 7| S3 H{ZIE SHIE2H| OIRESt= A VDIsE A%
SHoF & L|C}.

(2024.06) AD 1 & O|F0ll 30| Z&E F2 AN ME Aluf
2|

AD 1 E0i Oo|F0f 30| X &l B RES 2024.062 0| H{TIo| AHAE MESHK| ZELICL

2 A E &ElXF CloudWatch 21 (<environment-name>/cluster-manager21 & Of2h)oll=
AD 87|53 &0l Ot @77+ ZaELct

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

RFECE 2T MEES 55t 15 0l8E #8st= RESOHIM gLt

« AEX U CHEXF ASCI 2XF, =R}, CHAI(-), OFRIE() & YE()BHE

o
n

27t 2 gl % QlaLch
« THAIR)E & #im 2X2 S &I et
. B Tty 4+ gaUc
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2024'4 6&

23}

1. x| A3 EE Y mx| ot ( patch.py & groupname_regex.patch)2 CR22E352{H CHS &
24 4

22 g C|aE2l<output-directory>2 HH* 11 <environment-
0 2 HhELch

o o
[0 m

a. I{X[E= RES 2024.06012F M SEL|C}
b. x| AFZIE0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37} E &Lt

30
rr

c. RES7}HHEZE A I 2[Fof CHal AWS CLIE F45t 1 RESO|A et HZlof & =
S3 HEto| UA=XK| FlgL|ct

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. IR AZBIEQ MX| otYUo| C2ZEE|E CIHEE|Z O|SELICH OHS TR BHPS AL
Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. BtEQ| Cluster Manager QIAEA

| A
Management Console| A QIAE

>
jul
>

|5 stedH ChS BB S A& LICH Amazon EC2
L

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

4TI 2x| 2024.x 200


https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Hx|E AE5tH AD I & OIF0l &AZAt & CHEXF ASCII A, A, CHAl(-), OFRIE (), &

(_) ='<Zc7>S O|7|- 1"‘"3 Ol_l'cT;'H—hl% ;‘T';l%:l-%al-‘jl\‘ Mﬁl—“:f

(2024.06 O|st) AD 713t 0 1& HH7I RESH| S7I3tE|X| IS
I MY
GroupOU C}& Z2 O & Hi{= RESS MCHZE S7I8HEIX| et &LICH UserOU

RESE= AD IE0|M AL X E S7(85t241 & [ Idapsearch ZEIE M &g&LICt 3R ZE=
GroupOU Itz2t0O|E{ CH&l UserOU It2tO|EE B X AFSELICH GroupOU 11 At A4 M AHEALE
dtetst K| ZELICH O] S22 UsersOU2F GroupOU7Z} CHE QIAEAA O AP gh gL}

(e}

3

HF
=
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2 E RES HZ™ 2024.06 0|3t

2t3t

CtS CHAloll et 2 sHZEELICH

1. patch.py 23 Z/E & group_member_sync_bug_fix.patch I} Y2 C}2ZE35lc{H CHS HHS Al
#3104 <output-directory>E IS CIREEE 2 C|ME{2|<res_version>Z HF# 1
E mx|& RES HMS 2 HiELICH.

(® Note

- Ix| A3 B/E0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37t 2 &fL|Ct.
« RES7| HiZE A 4l 2|70 cis AWS CLIZE F445t 0 RESO|A{ A48t B{Zlo]| &2
£ Qe 83 Heto| AU=X| EZelghL|ct.
« I|%X|= RES B 2024.04.02 2! 2024.062F X|EFLIC}H 2024.04 EE= 2024.04.01E At
She B9 WkIE XME5H7| Toi| MK 00| BT ool Eof LFEEl EHAof ek &
£ 2024.04.022 UC|0|EE £ Q& L|Ct.

« RES H{7: RES 2024.04.02
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AR 7H0|E

047 2 QX|LiofE &

sC|IQ
x| CtRE2E &3: 2024.04.02_group_member_sync_bug_fix.patch

RES HHZ™: RES 2024.06
Hx| CHRZE 313 2024.06_group_member_sync_bug_fix.patch

I

OUTPUT_DIRECTORY=<output-directory>

RES_VERSION=<res_version>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/

${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch
Al
=

x| 232 EQ I{X| I} UO| CIREEEK|E= CIHEE|Z o|SELIC O S THX| BHS

gl<environment-name>3st0{E RES &Z439| O|§ 2 Z HiEL|CT

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/

${RES_VERSION}_group_member_sync_bug_fix.patch
g

3. 49 cluster-manager QIATIAE CHA| A|ZF5HE{H CF
INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \

--output text)
aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024 6& 0|T) CVE-2024-6387, RegreSSHion, RHEL9 Z! Ubuntu VDIs2| 2ot F|

Ok Ad
-1 O

HI1 dY

regreSSHionO|2t 1 5t= CVE-2024-63870| OpenSSH MM A& LICEH O] FefMHE2 &

ol QB E|X| 2 WA SAR= CHa Mol elol I EE AdlE = ooz Hot Silg 2fsH
OpenSSHE ALE3t= AlARI| AZteh 222 ZelE & U&LICH

RESO| HR EZ FH2 ML SAEE S8l SSHE 7M1 OAIESZ 0|SstE Z0|H M SAE
E0| FokMdo| P&k ebx| of&LCh a2{L ALL RES HHZ0lA RHEL9 2! Ubuntu2024 VDIs(7+H4} G|
A3 & 2lZehol ASstE 7|2 AMI(Amazon Machine Image)= 22t 2180l F|2F 8 OpenSSH

S AFSELICH
%, 7|& RHEL9 % Ubuntu2024 VDIs & & = UK SAX=E HE ZLE| M| A8t ok gfLICH
E Aol CHEr REM[EF LHE 2 0470 M &lE = RU&LICH

HF
=

02
ook
fjo
rr

K%
£ RES H71 2024.06 0|3,

23}

0II

RHEL92} Ubuntu 25 E ot F|2f & Si{ZASHE OpenSSHE WX E EEIANELICH E3HEC| 2 i
7|x| #ElXtE A8 304 7t E + U&LICH

7|& RHEL9 &£ Ubuntu VDIs7F = A< ote mix| 7|E VDIs XA E 2= 20| Eal_llzr. i
VDIs I x|3t2{8 PATCH FUTURE VDIs X|&& [2 = XJd0o| E&LICE o] X[&EWMHE AT ERIEE A
3t
=

o°|.o:1 VD|SQ-|| I 2HEE 0-I|:-||O|E = X-IQ.O = d} H-I% /§||:|=|

=2 A0 - — =

7|Z& VDIs T{ |
1. 7|& Ubuntu ¥ RHEL9 VDIsE 25 mx[st= CIS BHS Al-AELICE

a. WX A3 EE= AWS CLI v27t HBhLCt.

b. RES7IHIZE AHH & 2|0 CHaH AWS CLIZ #4311 AWS Systems Manager Run
CommandZ T&E 4 QE Systems Manager 80| QIEX| &olghL|Ct

aws ssm send-command \
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--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. B3 A% HOIX|olM ASBIETL HBHOE MHBEINUEK I £ AALICH WY 7|8 ¥
2257 2|4l B IDE M O} 2E AATA IDsol AT HIAIK|7} QK| SHolgtct

i x| O|2H VDIs

1. x| A3 RE L mix| o} ( patch.py 2! update_openssh.patch)2 CHR2ZE5HE{H CIS HHS
Al#3510{ <output-directory>E LIS CREEE C|AE{Z|<environment-name>Z& HbF
T E RES &Z49| O|§2 & HiE Lt

® Note

 IiX|= RES 2024.0601 2t M EL|C}.
- Ifx| A3 BIE0|E= AWS CLI v2), Python 3.9.16 O|4 &! Boto37} & &fLIC}.
« RES7} HHZEl A& & 2|™of CHE AWS CLI AHE S T35l RESOIA A48 B{Zlo]

& 4 9l S3 Mol YUKl HelgtLIct

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. C}S mix| HH

0jo
o

A™ELICH

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch
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https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

3. CIs BH2 A85to 832" HEEE QIAEHAE CHA| AZFELICEH

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important

&% VDIs H{x|= RES BT 2024.06 0|4 0f M2t X|#EL|Ct. 2024.06 0| BT Q| RES &4
olM &% VDIsE mHx|5t2dH MX{o| x|Zlofl 2} RES BA S 2024.062 2 a8 0|= &L
CtHIO|X KA (0| E.

(2024.04-2024.04.02) VDI QIAE A Of Agtol| HAZEE|X| 2 NS E IAM et ZH|
2

7t ola3E MMo| Z2MEO| Mt AH &2 KMo 2 o 55HK| §E&LICt ol
IAMPermissionBoundary It2t0|E{ 2 HOo|El Mt A7t ZT2MEE Mdst= St T2 MEof XK
2 EYE|X| 47| ME L ct

Ht
=

(e}

=

ook
fjo
rr

EH 7

2024'A 42 - 2024.04.02

23}

CtE EHAof et VDIs Z2MEo| € F & HEt BAHE SHEA &E5st=S 1S L

1. x| A3 &E L x| It ( patch.py & vdi_host_role_permission_boundary.patch)2 CI2 2 E
StoiH ChE BES A™stod o2 22 24 C|EEEl<output-directory>2 & HFELICH
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch

o7 9 x|LiofE ARCIQ

=

a. I{x|= RES 2024.04.020{ 2 X E|L|C}. {7 2024.04 EE= 2024.04.012 AFRst= AL O}
0|4 {7 dd|o|Eof CHEt T = =

(=)
2| 20| LI E EHAof 2 B E S 2024.04.022 HI0|E
ok—& OI/\LJE}

T AAE

b. I{X| A ZE0|= AWS CLI v2), Python 3.9.16 0|4 & Boto37t H gHLCt.

M-

A =
T ART—

c. RES7t HHZEl AHE & 2|&1o CHsH AWS CLIE T8t RESOIAM &5 HZ!of
S3 Teto| U=X| &gt

AN —

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/

releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. x| A3 2 EQ} mfx| YUO| CIREZEE|E CIAEEZ|Z o|SELICH Ol x| HHEE A
gi<environment-name>3t0{E RES 243 2| O|§ 2= HiEL|CH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

504 & Z0 M cluster-manager QIAEIAE CtA| A|ZH5E1T <environment-

79| 0|& 2 Z HtELICt Amazon EC2 Management ConsoleOl A QIAEIAE

_—— =

Py
m
0 00
i
oX

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \

Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\

--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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(2024.04.02 O|3}) ap-southeast-2(Sydney) 2| Windows NVIDIA QIAEIA T A[2FE|X]
}.

S|

Amazon Machine Image(AMIs)E EX A O Z RESO|A 7t4& AT E(VDIs)2 7tS5HeE Ol AFS E
LICt. ZF AMIol| = 2|Totch CHE 4ZAE ID7F /U&LICE ap-southeast-2( A= L))o A Windows Nvidia
RQUAFAE A[Z ST = RESO| 718 E AMI ID7t TRY & E EIU}&LICH

QIAEAA 40l ami-0e190f8939a996caf CHEF AMI-ID7} ap-southeast-2(Sydney)of &
LICt CH&I AMI IDE AFE38HOF ami-027cf6e71e2e442f4 EHLICEH

-

7|2 ami-0e190f8939a996caf AMIZ QIAEIAE A|Zt5lE4T 5t AL Ko A CFE @27} ghAis!
L|C}.

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

oAl 7 TS L efstod HIE AMTstE EHA:

« ap-southeast-2 2|7™0{ RESE HHZ & LICt
« Windows-NVIDIA 7|& A ZEQ||0{ ABY(AMI ID )2 AE5t04 QIARA
Clami-0e190f8939a996caf.

i
>
L
g
r

2 E RES H7 2024.04.02 O3t 7t F&E gh& Lt

Ct& 23t= RES HT 2024.01.010{| M EHIAEE[J& LICE

- O HYE2 ME3I0I M AZERo{ ARH S5
* AMI ID: ami-027cf6e71e2e442T4
24 A A: Windows
« GPU MZ=A: NVIDIA
. 2 AEB[X] 27](GB): 30
. %|A RAM(GB): 4
- O| AZEQ|o{ ABHE A& 8104 Windows-NVIDIA Q1A E

|>
Rl
2
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(2024.04 2! 2024.04.01) GovCloud0i A RES A A Almj
2|

RES &A| 22 EZ2 &0l UnprotectCognitoUserPool Lambdas LIS0| 4 A|E

Cognito AFE X Z0i| CHEF AFK| & X|E HIE MESHEELICH Lambda A& 20 o5 AIRHEIL

CtInstallerStateMachine.

A& 2|1 GovCloud 2|1 7He| 7[& AWS CLI 7 %+0|2 215 Lambdall update_user_pool

Z &2 GovCloud 20| A Aulhi|ct.

GovCloud 2|F10llM RESE A AMistEd st 2ol A & 27 7 2Lt

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,

VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE REst= BA:
« GovCloud 2|710i| RES H{=Z

« RES AEH ALK

gt
=

od
o

7

ook
fjo
rr

RES H{7 2024.04 2! 2024.04.01

Ct2 et8l= RES 7 2024.040 M E|AE E|Qi&L|C}H

« UnprotectCognitoUserPool Lambda 7|

- BH HA: <env-name>-InstallerTasksUnprotectCognitoUserPool-. ..

- HEIY Y > HE > HEFY M= python 3.11 -> XMF.
CloudFormation @3L|C}.
RES A%4 At > Mx| 22|zt 2laa BES MK of2 4EIZ F7]-> 4.
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(2024 42 - 2024.04.02) MEE! Al Linux 7H4 HIA 3 & 0| "RESUMING" A EHO{| A

= Aol
= T AAER[A

=X

Linux 7td A3 &2 +& E= oofE X = CHA| A|FE M "RESUMING" 4EIZ HE + &L

QIAEAT} KR EIEl & AWS Systems Manager= #73 WHES A&5t04 Af DCV MMS HM5HK| o
0q v

© M vdc ZAEE 2] CloudWatch 1 (<environment-name>/vdc/controllerCloudWatch 21
O E oteh)oll chE 23 HIAIX|7F FEFEIA& LICH.

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

(o}

q
o

=13
=

0ok
jo

7T

rr

2024' 42 - 2024.04.02

Mo

H5}
"RESUMING" HEHOIM HE 714 OlATES S+5t24H:

1. EC2 2£0|M X QUUAEHAZ SSH.

2. QUaEHAOMCHE BHEE AAELICH

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. QAaRAT MFEE WIR] Z|CHRILICH

M7ty HAz 0| SUE M2 AHE[X| =5 5tedH:

ol

[m}

El
El
_|.|_ >

l]IO A

A

Y

| Tt

2(pa
g nys

1.

H 3z E atch.py 2 vdi_stuck_in_resuming_status.patch)2 C}2 2 E 524
CHE HHES 4 =

£ C|3E{2l<output-directory>2 HHELICH,

mIo AL
(1

0z >
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch

7 A AX[L|oF AFCIR AE

® Note

. I{x|= RES 2024.04.0204| 2t M= |c}.
. Ijx| A3 ZIE0E AWS CLI v2, Python 3.9.16 0|4 X Boto37t T gHL|Ch,

« RES7t HHEZE AH"H & 2|70 CHsH AWS CLIE 438t RESOI|A 4+t tHZlod| £
T = S3 HEho| U=x| ElgfLct

AN -

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. WX A3 ZEQ IfX| ItUO| CIREEL|E CIAEEZIZ O|SELICH CHE IR HEE A
gl<environment-name>35t0{E€ RES 2 Z32| O|E 2= HIT* 1 & RES7} HZ & 2|™<aws-
region>2 2 Hi&ELLC}.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --

region <aws-region>

O|"ZHEE D QIAEAE CIA| Al%5t2{H OIS HHE S A&<environment-name>3t0{E

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024.04.02 O|3}) SAMAccountName &80 CHEAL 2= &5 EX7F L& E AD A8
XHE S715H6HR| 2 &

=S|

SSOE %|4 2A|ZHAD &713 F7| 28]) St et ¥ RES7t AD AHEXHE S7I8H6tK| Z&LICH 2
A E] #2|XF CloudWatch 1 (<environment-name>/cluster-manager21 1 & o)l =
AD 87|53 &0 Ot @F 7+ ZeEL|ct

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}%$)
r_. DAL 1{21) [a-20-9. _1+(?<![_.1)$

QR = RES7ICIE 27 M E SFst= SAMAccount ALE At O|FEH &5t 7| o & gfL|ch.

2+3t
1. x| A3 2 E & ofx| o} Q( patch.py & samaccountname_regex.patch)2 C}R2ZE 8 2{H CHS
HE2 AASI0{E U2 E2 C|2EEl<output-directory>2 Hi&E L|C}.
® Note

. I{x|= RES 2024.04.0204| 2+ M= |c}.
. I§x| AT ZEo|= AWS CLI v2, Python 3.9.16 0|4 2 Boto37} Q #HLCt.
« RES7} HHZ El H™H 2! 2|70 CH3l AWS CLIE T35t 11 RESOAM A8 B{Zlof| &

= QUE S3 HEto| U=K| FelgLct

OUTPUT_DIRECTORY=<output-directory>
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7 W elx|Lo{@ AL M-EXL 710|E

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. Ifx| A3 TEQ x| TtYo| CtR2ZEE|E C|HEE|Z2 o|S&L|ct OS2 mx| Haig A
gl<environment-name>3t0{E& RES &439| 0|2 Z HiEL|CH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. 230l it Cluster Manager QIAEIAE CHA| A[ZH5HE{M CFE HHEE A& <environment-
name>3l04E RES #Z2| 0|§2 2 HFELIC} Amazon EC2 Management ConsoleOf|A{ QIAEIA
E TEY =k JUsLCh
ENVIRONMENT_NAME=<environment-name>
INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|5t) <& SAE O HMASHY| QI8 ZEto|8! 7|7 RHRE[R{&LICH

|

MEX7F RES 8 Z=-OIM H& ZAE0 AMASY| !la Z2t0|2! 7|1& CH22E6tH 7|2 F4{0]
EX| ef&LICH &, 0{8 E0[ Bt E2 OHREEE|0] 7|7t RESK| &LCH CHR2EZEE 7|8 A8t
0f H& SAEO AMASE T 5H ALERI0lA TS 27 7+ gt

Load key "<downloaded-ssh-key-path>": error in libcrypto
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<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

o

4 HF

=

ook
fjo
rr

7

2024.04.02 0|5}

Ol HEt XM= &2 &L X| f2EE ChromeZ A835t01 7| L2 2Est= 0| F&LCH
=

e FoMES ----- BEGIN PRIVATE KEY----- AMAMSIT HIZ Q0| CHE A 2 MAI5H04 7|
ItQo| S{AlS B8t 4 QA L|Ch----- END PRIVATE KEY-----
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DX A

Zf Amazon EC2 QIAEIAG|E #E| Mo 2 F Jio ¥4 tlA3 & MH|A(EOIE AH|&) 2HoM
A7HEH MSELULCH o] 2= #elXHE 2lsl ol2gt 2to[AE Z2H|X{dst= ol =80 E
LIC}. RDP 90| RDP 20|41 A 10| Amazon EC2 QIAEAO| HZHoZ 2018 4 AWS Systems
Manager Session Manager{ =& MEE = UA&LICEH F7t A HAIE MH|A B2to|[MAT EHR
gF B2 Microsoft E£= Microsoft 2t0|MA E|MHZFE A ClA3 S ALEXF CALsE T OHSHOF Bf L
Ct. Software Assurance7t & 43l 2 A E AFS X CALsOl|= 2HO|MA 0|5 29| 0|F 0| /e
7|12(3%) HHE #3822 AWS 7K 2 £ JU&LICH Software Assurance EE = License Mobility &4
= Q10| 2tO|MAE 7HX2E Yo CHE REAIEH L8 2 FAQQ| O MM 2 HZstM L.

D% 2 2Mol HEE SEMOR Hyte Mol AALIC Ol EME THEL ZALICH (a)= HE
HE So2E ASELIC (b) HM ME M3 U 2#S LIEHLICHAWS . o3 810] BT &
SLICH 2 ()= AWS X T AIGALZ SE| OfHEH oI HE T MN5HK| fLICH BIUM EE
2HOIMIAL, AWS HIE i MHIAE 23 810] "= A0H2 MBEUCH B8, £ BE SR £
HAI{OIE S AIF0IE, TZHof CHE AWS R AQI2 AWS H 2ol ols MotEiLiCt. o] 2 A=l
U7} obElLICh £ FE 3R] FALICH AWS 9 T2 7ho| B E Aot

9| Research and Engineering Studio AWS £ Apache Software Foundation0| A &= £|&= Apache 2}
O|MA A 2.020] 2 zto] e} 2to|MATF EodElLICE
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https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
https://www.apache.org/licenses/LICENSE-2.0
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« AZEQ|0o{ AEHAMIS).
- RES X|#& AMIs 4.

- 235 MH.

« SSH HA|A 7M.

« Active Directory & 7|3}.

m

2E|A A 2024.12

FILE MM -

« Active Directory 7|3}

- dA3E MEt 74,

- I HEIRX] AMA T,
e SSH HMA FA.
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« ZI2|A 7™ 2024.08:0 CHEH X[ F7}

« Amazon S3 BHHZ!Z2 Linux Virtual Desktop
Infrastructure(VDI) QIAEIA0f EFRHEFLICH.
Amazon S3 HHZ!E(8) & EstM 2.
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MER X ﬂ AFRXF 7<|7§>4 g

« ZI|A 7% 2024.06 - Ubuntu K|, ZE2XME
AR HE

o A2 MTEM: F7HE Ol 273 MA

22| A B 2024.04 - RES X[ AMIs 2 =2

ME A|% HZE!

Z7F X 2 FA, CloudWatch Logs 2 &, Of
ol & A H

ZIE|A B{% 2024.01.01 - HZ EZ2! odH|0|E
22| A & 2024.01

GovCloud X|& & HZZ! F7}

IIII H

=7| gela

216



AR 7H0|E

01

=
<

Cl

Ix|L{o{™

K

ol o

017

CCXVii




	연구 및 엔지니어링 스튜디오
	Table of Contents
	개요
	기능 및 이점
	개념 및 정의

	아키텍처 개요
	아키텍처 다이어그램
	AWS 이 제품의 서비스

	데모 환경 생성
	원클릭 데모 스택 생성
	사전 조건
	관리 사용자를 AWS 계정 사용하여 생성
	Amazon EC2 SSH 키 페어 생성
	서비스 할당량 증가

	리소스 및 입력 파라미터 생성

	배포 후 단계

	배포 계획
	비용
	보안
	IAM 역할
	보안 그룹
	데이터 암호화
	이 제품의 서비스에 대한 보안 고려 사항

	할당량
	이 제품의 AWS 서비스에 대한 할당량
	AWS CloudFormation 할당량
	복원력 계획

	지원됨 AWS 리전

	제품 배포
	사전 조건
	관리 사용자를 AWS 계정 사용하여 생성
	Amazon EC2 SSH 키 페어 생성
	서비스 할당량 증가
	사용자 지정 도메인 생성(선택 사항)
	도메인 생성(GovCloud만 해당)
	외부 리소스 제공
	환경에서 LDAPS 구성(선택 사항)
	Microsoft Active Directory에 대한 서비스 계정 설정
	프라이빗 VPC 구성(선택 사항)
	Amazon Machine Image(AMIs) 준비
	VPC 엔드포인트 설정
	VPC 엔드포인트 없이 서비스에 연결
	프라이빗 VPC 배포 파라미터 설정


	외부 리소스 생성
	1단계: 제품 시작
	2단계: 처음 로그인

	제품 업데이트
	메이저 버전 업데이트
	마이너 버전 업데이트

	제품 제거
	사용 AWS Management Console
	사용 AWS Command Line Interface
	shared-storage-security-group 삭제
	Amazon S3 버킷 삭제

	구성 가이드
	자격 증명 관리
	Amazon Cognito 사용자 설정
	관리 설정
	사용자 가입/로그인 흐름
	가입 흐름
	로그인 페이지 옵션
	제약 조건
	동기화
	Cognito의 보안 고려 사항

	Active Directory 동기화
	런타임 구성
	추가 설정

	동기화를 수동으로 시작하거나 중지하는 방법(릴리스 2025.03 이상)
	동기화를 수동으로 실행하는 방법(릴리스 2024.12 및 2024.12.01)
	SSO 구성

	IAM Identity Center를 사용하여 Single Sign-On(SSO) 설정
	1단계: 자격 증명 센터 설정
	IAM Identity Center 활성화
	관리형 Active Directory에 IAM Identity Center 연결
	ID 센터에 사용자 및 그룹 동기화
	사용자 활성화

	2단계: 자격 증명 센터에 연결
	IAM Identity Center에서 애플리케이션 설정
	애플리케이션에 대한 속성 매핑 구성
	IAM Identity Center의 애플리케이션에 사용자 추가
	RES 환경 내에서 IAM Identity Center 설정


	Single Sign-On(SSO)을 위한 자격 증명 공급자 구성
	자격 증명 공급자 구성
	자격 증명 공급자를 사용하도록 RES 구성
	비프로덕션 환경에서 자격 증명 공급자 구성
	SAML IdP 문제 디버깅

	사용자의 암호 설정

	하위 도메인 생성
	ACM 인증서 생성
	Amazon CloudWatch Logs
	사용자 지정 권한 경계 설정
	RES 지원 AMIs 구성
	RES 환경에 액세스하기 위한 IAM 역할 준비
	EC2 Image Builder 구성 요소 생성
	EC2 Image Builder 레시피 준비
	EC2 Image Builder 인프라 구성
	Image Builder 이미지 파이프라인 구성
	Image Builder 이미지 파이프라인 실행
	RES에 새 소프트웨어 스택 등록


	관리자 안내서
	보안 암호 관리
	비용 모니터링 및 제어
	비용 분석 대시보드
	사전 조건
	예산이 할당된 프로젝트 차트
	시간별 비용 분석 차트
	필터

	CSV 다운로드

	세션 관리
	대시보드
	세션
	세션 생성
	세션 세부 정보

	소프트웨어 스택(AMIs)
	새 소프트웨어 스택 등록
	프로젝트에 소프트웨어 스택 할당
	소프트웨어 스택의 VDI 인스턴스 목록 수정
	소프트웨어 스택 세부 정보 보기
	VDI 테넌시 지원

	디버깅
	데스크톱 설정

	환경 관리
	환경 상태
	환경 설정
	사용자
	Groups
	Projects
	프로젝트 보기
	프로젝트 생성
	프로젝트 편집
	프로젝트 비활성화
	프로젝트 삭제
	프로젝트에서 태그 추가 또는 제거
	프로젝트와 연결된 파일 시스템 보기
	시작 템플릿 추가
	정책 추가
	보안 그룹 추가
	시작 스크립트 추가



	권한 정책
	프로젝트 관리 권한
	VDI 세션 관리 권한
	권한 프로필 관리
	기본 권한 프로필
	환경 경계
	파일 브라우저 액세스 구성
	SSH 액세스 구성
	데스크톱 권한 구성

	데스크톱 공유 프로필

	파일 시스템
	파일 시스템 온보딩

	스냅샷 관리
	스냅샷 생성
	스냅샷 적용

	Amazon S3 버킷
	격리된 VPC 배포를 위한 Amazon S3 버킷 사전 조건
	Amazon S3 버킷 추가
	Amazon S3 버킷 편집
	Amazon S3 버킷 제거
	데이터 격리
	교차 계정 버킷 액세스
	프라이빗 VPC에서 데이터 유출 방지
	문제 해결
	CloudTrail 사용 설정



	제품 사용
	SSH 액세스
	가상 데스크톱
	새 데스크톱 시작
	데스크톱 액세스
	데스크톱 상태 제어
	가상 데스크톱 수정
	세션 정보 검색
	가상 데스크톱 예약
	개별 데스크톱 일정 설정
	전체 환경에서 기본 일정 설정

	가상 데스크톱 인터페이스 자동 중지

	공유 데스크톱
	데스크톱 공유
	공유 데스크톱 액세스

	파일 브라우저
	파일(들) 업로드
	파일(들) 삭제
	즐겨찾기 관리
	파일 편집
	파일 전송


	문제 해결
	일반 디버깅 및 모니터링
	유용한 로그 및 이벤트 정보 소스
	환경 변수를 찾을 수 있는 위치
	환경 Amazon EC2 인스턴스의 로그 파일
	CloudFormation 스택
	Amazon EC2 Auto Scaling 그룹 활동에 반영된 문제로 인한 시스템 장애

	일반적인 Amazon EC2 콘솔 모양
	인프라 호스트
	인프라 호스트 및 가상 데스크톱
	종료된 상태의 호스트
	참조를 위한 유용한 Active Directory(AD) 관련 명령

	Windows DCV 디버깅
	Amazon DCV 버전 정보 찾기

	RunBooks
	설치 문제
	RES를 설치한 후 사용자 지정 도메인을 설정하려고 함
	AWS CloudFormation 스택이 "WaitCondition received failed message. Error:States.TaskFailed"
	스택이 성공적으로 생성된 후 AWS CloudFormation 이메일 알림이 수신되지 않음
	실패한 상태의 인스턴스 순환 또는 vdc 컨트롤러
	근본 원인 1: 잘못된 LDAP 연결 세부 정보가 입력됨
	근본 원인 2: 잘못된 ServiceAccount 사용자 이름이 입력됨
	근본 원인 3: 잘못된 ServiceAccount 암호 입력

	종속 객체 오류로 인해 환경 CloudFormation 스택이 삭제되지 않음
	환경 생성 중에 CIDR 블록 파라미터에 오류가 발생했습니다.
	환경 생성 중 CloudFormation 스택 생성 실패
	AdDomainAdminNode CREATE_FAILED에서 외부 리소스(데모) 스택 생성 실패

	자격 증명 관리 문제
	iam:PassRole을 수행하도록 인증되지 않음
	내 AWS 계정 외부의 사용자가 리소스에서 my Research and Engineering Studio에 AWS 액세스하도록 허용하고 싶습니다.
	환경에 로그인할 때 즉시 로그인 페이지로 돌아갑니다.
	로그인을 시도할 때 "사용자를 찾을 수 없음" 오류 발생
	사용자가 Active Directory에 추가되었지만 RES에서 누락됨
	세션을 생성할 때 사용자를 사용할 수 없음
	CloudWatch cluster-manager 로그에서 크기 제한 초과 오류

	스토리지
	RES를 통해 파일 시스템을 생성했지만 VDI 호스트에 탑재되지 않음
	RES를 통해 파일 시스템을 온보딩했지만 VDI 호스트에 탑재되지 않음
	VDI 호스트에서 읽거나 쓸 수 없음
	권한 처리 사용 사례 예

	RES에서 Amazon FSx for NetApp ONTAP을 생성했지만 도메인에 조인하지 않음

	스냅샷
	스냅샷의 상태는 실패입니다.
	테이블을 가져올 수 없음을 나타내는 로그와 함께 스냅샷이 적용되지 않습니다.

	인프라
	정상 인스턴스가 없는 로드 밸런서 대상 그룹

	가상 데스크톱 시작
	Windows Virtual Desktop의 로그인 계정이 관리자로 설정됨
	외부 리소스 CertificateRenewalNode를 사용하면 인증서가 만료됩니다.
	이전에 작동하던 가상 데스크톱을 더 이상 성공적으로 연결할 수 없음
	5개의 가상 데스크톱만 시작할 수 있습니다.
	데스크톱 Windows 연결 시도가 실패하고 "연결이 닫혔습니다. 전송 오류"
	프로비저닝 상태에서 멈춘 VDIs
	시작 후 VDIs 오류 상태로 전환됨

	가상 데스크톱 구성 요소
	Amazon EC2 인스턴스가 콘솔에서 종료를 반복적으로 표시합니다.
	AD 조인 실패로 인해 vdc-controller 인스턴스가 순환 중입니다. / eVDI 모듈에 API 상태 확인 실패가 표시됩니다.
	프로젝트를 추가하기 위해 소프트웨어 스택을 편집할 때 풀다운에 프로젝트가 표시되지 않음
	cluster-manager Amazon CloudWatch 로그에 "<user-home-init> 계정을 아직 사용할 수 없습니다. 사용자가 동기화될 때까지 대기 중"(계정이 사용자 이름인 경우)이 표시됩니다.
	로그인 시 Windows 데스크톱에 "계정이 비활성화되었습니다. 관리자에게 문의하세요.”
	외부/고객 AD 구성과 관련된 DHCP 옵션 문제
	Firefox 오류 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

	Env 삭제
	res-xxx-cluster 스택이 "DELETE_FAILED" 상태이고 "역할이 유효하지 않거나 수임할 수 없음" 오류로 인해 수동으로 삭제할 수 없음
	로그 수집
	VDI 로그 다운로드
	Linux EC2 인스턴스에서 로그 다운로드
	Windows EC2 인스턴스에서 로그 다운로드
	WaitCondition 오류에 대한 ECS 로그 수집

	데모 환경
	자격 증명 공급자에 대한 인증 요청을 처리할 때 데모 환경 로그인 오류 발생
	데모 스택 키클로크가 작동하지 않음


	알려진 문제
	알려진 문제 2024.x
	(2024.12 및 2024.12.01) 새 Cognito 사용자를 등록할 때 정규식 실패
	(2024.12.01 이하) 사용자 지정 도메인을 사용하여 VDI에 연결할 때 잘못된 잘못된 인증서 오류
	(2024.12 및 2024.12.01) Active Directory 사용자는 Bastion Host로 SSH할 수 없음
	(2024.10) 격리된 VPCs에 배포된 RES 환경에 대한 VDI 자동 중지 중단
	(2024년 10월 이전) 그래픽 향상된 인스턴스 유형에 대한 VDI 시작 실패
	(2024.08) 인프라 AMI 장애 준비
	(2024년 8월) 가상 데스크톱이 루트 버킷 ARN 및 사용자 지정 접두사가 있는 읽기/쓰기 Amazon S3 버킷을 탑재하지 못함
	(2024.06) AD 그룹 이름에 공백이 포함된 경우 스냅샷 적용 실패
	(2024.06 이하) AD 동기화 중에 그룹 멤버가 RES에 동기화되지 않음
	(2024년 6월 이전) CVE-2024-6387, RegreSSHion, RHEL9 및 Ubuntu VDIs의 보안 취약성
	(2024.04-2024.04.02) VDI 인스턴스의 역할에 연결되지 않은 제공된 IAM 권한 경계
	(2024.04.02 이하) ap-southeast-2(Sydney)의 Windows NVIDIA 인스턴스가 시작되지 않음
	(2024.04 및 2024.04.01) GovCloud에서 RES 삭제 실패
	(2024년 4월 - 2024.04.02) 재부팅 시 Linux 가상 데스크톱이 "RESUMING" 상태에서 멈출 수 있음
	(2024.04.02 이하) SAMAccountName 속성에 대문자 또는 특수 문자가 포함된 AD 사용자를 동기화하지 못함
	(2024.04.02 이하) 접속 호스트에 액세스하기 위한 프라이빗 키가 잘못되었습니다.



	고지 사항
	개정
	

