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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml
https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks

T W alx|L|o{R AKC|Q M-EXL 710|E

Amazon EC2 SSH 7| o] A4

Amazon EC2 SSH 7| H0{7} iz A< 7| Ho{E€ MMaHoF & LICE XIAMIEF LIE 2 Amazon EC2 AHE
MBEMO| Amazon EC2E AF23510{ 7| mo] MA S EXFML.

MH|A &gk 571

chgof Cfgt AblA gEEe s2

£ [0l E&LcH

 Amazon VPC
« NAT HO|EQO|E Et23x 1P T4 &S 5740 87HE =EILCH
- 7t8 YUY NAT HIO|ELO0|E 5710 M 10742 S &ILICH.

« Amazon EC2
« EC2-VPC Et24|PsE 5700l 10702 SEILICH.

AWS A Hol= Z AWS MH|Aof CHEt o™ AMigtolzta st 72 E€E &0l C
HE 2t 20| MEFELICH YR T ol CHet B7HE QLEE = U
& MH|A

LICH KEMIEH LH 2 the section called “O| A|Z 2] AWS

2laa 33 mietolE 8y

-_—

off 2321 AWS Management Console 511 https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& L|C}.

(® Note
ZE|XH AlFol = X[ FH gLt

2. ZE0AM HEEE AMFH

9

LICH.
3. met0lEoMol ME HE3e| utet0|EE HEst T 2o et ~FehLct

ot 2t0|E Default =
EnvironmentName <res-demo> res-, 11X} O|5}, CHEX} S

S 2 A|E St RES #30
XEE 178t olFLICH

BlEA 2 ol gerole 98 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-demo-stack.yaml

47 @l QX[L|o{R AKLCIQ AMEXt7Ho|E

ut2tO|E Default =L

AdministratorEmail NME MdEE 2= AAERt
o| o|H Y F=AQL|CH =3t
0| At A= Active Directory
Single Sign On S & Almj A|
=2Ho|3 ZeiA ALK HE
£ gict

KeyPair QlmZal sAE HAZst= O
A& E|l= 7| Ho{ L},

ClientIPCidr <0.0.0.0/0> A AEl0| CH3t o442 A|BtHs}

InboundPrefixList

HiZ = B
1. OIX| M S0l U BelRt OlHYUR HEE U 229

O|%
Bao 2a0lg + U&LIcH X M 232

2. "XZESSOR BO0I"7|s8 A
Ch. AWS C|EEZ| MH|AM AISX LS E
INE=INEII=

stedH HX 2aQlstedE
ol
AA

e

a. CIEEE|l MH|A 2£=2 o|SELICH

b. &9l C|HEE|IDE MEHELICt <StackName>*DirectoryService*
CIHEEZ| IDE 7tM g = JU&LICH
. QBT MU AY CECE HiRolM ASK o3 XiMY

lusteradmin Al X E AL
MEtete HAIX|7¢

2 AR RLO| 42 B RS

ANMgze

= IP &4 EE{QL|CH HiE
= ClientlpCidrE O|0|EE

= A& LICH

rx
Pl

o
Mr o o%

-
T
2

In >
mo
z
OH
o
r
n

<
el
AR

E.I. |.0||

0% 12 |>

> Hu

N
s X |m

-

no
I
all

-u
(72}
o
=
U]

o4 € m
30

Pl

T AELICH
;

0
A
+9

o

LICH 2 ARH2 ALSE

>

© 2 admin1, user1, admin2, user2 S 4Ho| Al A2 MAIshL|C},

£eho| Zoi A

5tod Ol 2

L

| —
—

HizZ & CHA|



247 U 2lx|L|oi) ARC|2 AEX
d. AtEstiie= ZE ALEXtol| CHal ALS XL Ol 2 l=dst ot M S5 E 2B CIE &5
MAE™HE MHEHELICE
3. AESBX LEFE MMEYe + HY 232 230l I[0|X|2 0[S 5t0q 2t E0i AMAFLICEH
O|M| HHEZ 7t EH|EIRA&LICE O|HI LA 22 EnvironmentUrlE AF& 5104 U101 XM ASH7ALE HY 3 E
AEHO| Z2I0|M S Y URLE 72 =& AU &LICE O|X| Active Directory0l M &£ & RHA%IBH A
X & &5 & AF&35H0{ Research and Engineering Studio 30| 23 0QIg == Q& LICt.
= EtA 13




017 U Alx|LiofE) ARC|2 A8 7hol=

Hi . A=

0| MlMof = Research and Engineering Studio HHZ & A|&l5t= O = 20| E &+ Y= HIS
e 2™ U g2 ol chet 27 ZEElo] A&LICHAWS.

H|S

9| Research and Engineering Studio AWS = &7} H|& ¢i0| A& = o o EZ|7H0|MS M

ot Ol 228t 2laAof CHaiMEF AWS HIE E XIE ot ElLICH RFAIEF LI 2 AWS O ME 2| AH|
A HHREE AT SHAAIR.
(® Note
Ol MES Ast= S AL E[= AWS MH|A Q| HI82 AFE Xl R IL|Ct
HIE #elo| =& 0| £|= 5 abudgetthroughAWS Cost Explorerg M3t 20| E&Lct 2
=22 HEE =+ U&LICH RpAE LI 20| MEFol| A8l Z AWS MH|2 2| 2= ¢ Ho|X|
E ¥xs5tMle
H o}
- !
O| 22l EOHAWS 0] %[2M =2|QILICH AWS T ZH2 Hotol 71 pIZtst X9l @ AEE &
S5t E FEE HOIH ME L HELT ot 7[HX 2| 0|™HE 8 += JU&LIct
Hot2 AWS o AFEXRL 7ol 35 MLICH S5 A D 0|8 EEtfE Eot U ZEIRES 2
oto =2 AHFLICH
- 22t2E Hot- AWS E0M AWS MH|AE A3lstE QlxetE E3E Melo| &Lt Aws 2et
L= AWS = o 6P7ﬂ AM8E = U= MHIAZ MBELICH EtA ZAKtE AHAWS & Z2
JU AE EF ZE2O- U2 Hoto| S0 E HI|HMo 2 E|AESH D #fRIELICH 2| Research
and Englneerlng StudioO]| &.'-QEIE e & ZEIO| CHE AR L2 ' E EF AWS 2

. 2at2Eo| 2ok AFSRL MU ABSHE AWS AMH|Aol 3 ARELICH E3 Tsts FALS)
GlOIE BIZE, FIALS) @F A, 231 S8 U FHS HIRE JIEt 2400 CHHME 20| UL
=3



https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

P17 W Ax|LI0jE ARCIQ A8} 7H0lS
38 M 22 E Research and Engineering Studio0ll M A& 5t= AWS AH|A0]| M 86t= WS &
OfEE{H Mg E XM 0| ME 2| AMu|A0f CHEH ok 712 ALE. AWS Z etofl CHEt RHAlIEH LIS
2 AWS ECI2E Eot2 BEFAARL.

IAM &

HM A HA L HErS ST = U&GLICH AWS 22 E. Ol ME2 ME 2l AWS Lambda & 2
Amazon EC2 QIAEIAO| BT B|AAE WTE & U= AMA HErE FoisteE IAM HE S dd

CH.

AWS Identity and Access Management (IAM) &t 2 Sl TZH29| MH|A L AFEXLoi| A M2 SHE
< |
A

E-O'I-I_l_

L

RES= IAM LM Xt23 B&E 7|8t MM E K| BiZE|H RES= FEIXF et U AHNAE
olst= HAME dderLict M -_rL% = #ElXlE RESS S8 E 7|& 12 Active Directory LH
oM %|E AIZA 2 Z2ME ZIHE I ZrE|gruict REMIEE LI 2 AWS Identity and Access
Management At MBS IAM &= ”*o*% SESCIYS RN

ZZ|o| zt2|Xt= Active DirectoryE AF& 304 AL At HMAE ZHEIR = UELICH 2[F AFE X7t
RES AFZ Xl QIE{H| O| A0 HAM|A ST RESE Amazon Cognito2 @15 & LC}.

Hot O &

Ol MZo M MME 2Ot IE2 Lambda &%, EC2 QIAEA T A|AE!I CSR QIAEA Ol 2174
VPN AIEZQIE 7to| HEQT ECHEIE XMo{stT ZAE|StEE MALIURESLICH MEO| HiZE M 2
oOr 152 AEStD Zol et HMAS FII2 XMeHsteE Zdo| Eq&LCH

CllO|E & = 5t

7|2 E Research and Engineering Studio on AWS (RES)E RES &% 7|8 At8350 K& 2 ™
S SO 1M HO|E{E &5 35tELIct RESE HHZ & ME XIHE 4+ U&LICH AWS KMS key. RESE
INEE] %E’é‘% AE35t01 7| M A HEHE Ro{ELICH 10| ARstD &Elst=E MBste 42 AWS

ok

KMS key 12§ X% CIOIE= sliE 7I1& At&Estod & S =HEILICE

RESE= SSL/TLSE AI235t0{ & 52 1 C|O|EHE = steL|ct. TLS 1.27F 2 SHX[BFTLS 1.3
£ M85t Zd0| E&LICH

O| M|E 2| MH|AN| CHer ECF 1124 ALE

Research and Engineering Studio0| A At&5t= AH|A Q| HOF ] Abgof CHet RtM[EH LHE =2 TS
Eo| Y= HESMEL.

IAM <3 15


https://aws.amazon.com/security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/cognito/latest/developerguide/what-is-amazon-cognito.html

947 2 AX|L0{Z ARC|2

AWS MH|A 2ot HE

Amazon Elastic Compute
Cloud

Elastic Load Balancing

Amazon Virtual Private Cloud

Amazon Cognito

Amazon Elastic File System

Amazon DynamoDB

AWS Systems Manager

Core

Core

Core

Core

Core

Core

Core

RESOI|M MHIAE A8 SHE

HIHH
o H

7|18 d#E MHIAE M3S3s
of MEHS RY AKX L AZE
flo{ 2B 2 7MY A3 &
= ddgLch

Bastion, cluster-manager &
VDI ZAE= 2E WHM
9| Auto Scaling ZE0f| A A4
L|C}. ELBE RES S AE ZHof
¢ ZTEo| EQfT ZFHES
LICF.

r

A

=
=

EHAHE 7N 24

VPC LHoi| MAELIC}H

rr

A A4 s Ol ol ot

2 &rLICH. Active Directory At

2 XH= Amazon Cognito AHS
A2 JFof oHE o] HMA

=Fg &g

/home It E2t 2% 2 VDI

SAEQ 3R QT I AlA

Ho| ot AAHEE NMSEL

Ct.

AgR, 18, Z2HE, Thel
|AE'l| al __I.LA-| R_}l\_ A

2 74 CIo|EHE ME gLt

VDI MM #E|E 28t BEE
Tdst7| et EME MEE
LICE.



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/security.html
https://docs.aws.amazon.com/vpc/latest/userguide/security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/security.html
https://docs.aws.amazon.com/efs/latest/ug/security-considerations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/security.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/security.html

047 2 QIX|LI0JY ARC|R

AWS MH|A 2ot HE

AWS Lambda

Amazon CloudWatch

Amazon Simple Storage

Service(S3)

AWS Key Management

Service

AWS Secrets Manager

AWS CloudFormation

AWS ldentity and Access

Management

Amazon Route 53

Core

RESO|M MH|AEZE AR5

HIHH
o H

DynamoDB H|O|& L A
CllO| £, Active Directory S 7|
gt HIEE AE, HFAFE
Aclo|lESt 22 ME 7SS
K| erLlct

a

B E Amazon EC2 SAE
Lambda & ==0{ CHEH X|E
sl-E E:E X‘||-'—°|'L_||:|'_

)llE )ll

SAEREAEFE U 7Y
2 9|3t ofZ |70l Hho|L
218 MR ELICH

Amazon SQS CH7 |

DynamoDB E|0|Z ! Amazon

SNS =X E AtE et X% o]
B &5 35tof AL ELICH

MH|A A" K23 SHS
Active Directory0l] K& 35l
VDIsOi| CH5H AHA| MHEE 215
ME XMEFLICEH

MEoi cHst B HFHLIE S
M3 ELct.

SAEO|HMHA £ZF S KBt
ghLict

L 22 WHHAMQF X& S A
E THQI Ol &EQls7] 2
ghzzto| 3 AR Fg Y



https://docs.aws.amazon.com/lambda/latest/dg/lambda-security.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-security.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/security.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/security.html

T W alx|L|o{R AKC|Q M-EXL 710|E

AWS AfH|A EOoF X E MHlA 83 RESO|M MH|AE AL 5t=
b
O H
Amazon Simple Queue x| HIS7| AddE X|Hste &Y
Service CH7|¥e ddghLct
Amazon Simple Notification x| HEEH U SAEQ}ZR
Service VDI M @A 7+ HA|-2 S

AWS Fargate INf= Fargate 2f4& At&3toq &4
2 x|, Yolo|lE L AXIE L
Ct.

Amazon FSx File Gateway MEH AL Qf 3¢ ot AlARIE MBS
grlct

Amazon FSx for NetApp AMEH ALY QIf B¢ It AARIE M3

ONTAP grLct.

AWS Certificate Manager MEH AL AMERE X = HIQlof CHEH Al
g = U QUSMHE MdE
L{Ct.

AWS Backup ME AL Amazon EC2 A E T A
AH O DynamoDBoﬂ CHEh B
A 7152 M3 ELICH

EEI' IZOF EOI=

MHlA gere Aws AAEO 2lo) ME|A 2laa EE 2] L)
O] A& 2l AWS MH|£0 CHet S

o RIZof F3iE! 74 MHEIA0| CHe &2 8 ererarol U=X| 2QIBLICH XM LIRS AWS AH|A



https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/sns/latest/dg/sns-security.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/security-fargate.html
https://docs.aws.amazon.com/filegateway/latest/filefsxw/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/security.html
https://docs.aws.amazon.com/acm/latest/userguide/security.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/security-considerations.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html

7 A AX[L|oF AFCIR AEXt7tol=

* Amazon Virtual Private Cloud

« Amazon EC2

22 578 25t Service Quotas AHE B M| T2 F7t 2EE FESHAAIL. Service
QuotasOiiM O} & S AL E = ol B2 Bt 57t ¥AIg ArSELCH

AWS CloudFormation &&&F
AWS A ofl=0| M[E0|M AEIS AIZHE I ofoF & AWS CloudFormation €& & 0| U&LICE. 0]
o{st &2 O35t H0| MES HEXMZ x5 K| 25t st Mt 2 FE & X|g &= U&LIC

At MH Mool A AWS CloudFormation & 2FE 2 X 5HM 2. AWS CloudFormation

ME2 AAEE 285t7| 2I5H Amazon EC2 QIAEIA S| 2|4 =0t 3 7|2 7|2 QlZgtE HiZF L
Ch O 2 Z25HM #EolM S22 7iMsted™ 22| Auto Scaling 1&E(ASG) LHoIA 7[&2

z|4a 8T HHEE scle Aol E&LICH 42 B QlaEHAM F QARHARZ SE|H 042 718 B
(AZ)2| O] M2 Ug = UM o|7|x| %2 CIO|E £ 4 Al A|AR] 7|SE Sdste Alztg 2 = U

&LCh.

ASG ™ nhttps://console.aws.amazon.com/ec2/ Amazon EC2 2& LH|M AL X X|IHE 5= U
&Lct. xﬂﬂg 7|1E2M o2 4719 ASGs ¥d5tH 2 0|2 2 B LICt-asg. Z|A& & &t
T2 B 740 MBS o2 HIZAE & QA LD &K EEs 022 MEHSE O}

T AAE H= o

1 HES MEdEFLICEH ASGsOl CHEH REAIEH LI 2 Amazon EC2 Auto Scaling AFHE A M 2| Auto
Scaling 2 & 37| 282 FZ5tM L. Amazon EC2 Auto Scaling

X|&E AWS 2|

LICH AWS EI7H ZE MHIAE MEE £

O| MZE2 oM o] MEE =+ Qe MHIAE MEF
£ AlZfsiof gfLict 28 AWS MH[A 9| %[4 718 E2 AWS 2| al

AWS 2|™ =0 Mo| ME
Services ListE & X 5tAML.

9| Research and Engineering Studio AWS &= AWS 2|™CHS 0l x| ELICt

AWS CloudFormation & &2k 19


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/scale-your-group.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

947 2 AX|L0{Z ARC|2

ba

|od
-1 O

O

= SR(EXILIo} =

X

O

H
Ofn
!

(2310[2)

0|2 M (22 Lo}

[ — =
=)

0= M8(el)
OtAlot EHE (T H)
Ok Alot EfH (M E)
ok Alot EfE ¥ (FHtOl)

Ot Alot EHE (&7t

=)
of Alo} EfTIQH(AlE L)

FHLICHE F

O|AZt(ElotH|E)

x|

us-east-1

us-east-2

us-west-1

us-west-2
ap-northeast-1
ap-northeast-2
ap-south-1

ap-southeast-1

ap-southeast-2
ca-central-1
eu-central-1
eu-south-1
eu-west-1
eu-west-2
eu-west-3
eu-north-1

il-central-1

0| T

o

of

o

of
of
of
of

of

of
of
of
ol
o
o
ol
ot

of

%Al {ZT(2024H 10
)

o

o

of

of
of
of
o

of]

o
of
of
o
o
o
o
yes

of

X|2E AWS 2|

20



947 2 AX|L0{Z ARC|2

ATH

IR

AWS GovCloud(O|=
ME)

x|

us-gov-west-1

0|7 B

of

|

Z| Al {ZF(20241H 10
)

of

X|2E AWS 2|

21



7 Y AR|L|o{™ AFLCIR

AR 7H0|E

MNE Hi=Z

@ Note

0| M|Z&L£ AWS CloudFormation & Z2!1]

CloudFormation HIZ2/20| XA|&o0i =
CloudFormation AEi2 EHZZlof| MHE

MEE AlESH7| Tojo] 710|E9| LB E oA HHFH
g2 HESIMIS.

=X

o AN ZEZA

« QIE BlAA MY

o 1EHA: XE AR

« 2BHA: Mg 219l

A =7

=HA

o ZE| AL XIE AWS HH™H ALES
« Amazon EC2 SSH 7| m|04 A 4d
o MH|A Y2 57}

tod 4

. I CHQl MAME A

&
« TH QI M (GovCloudBt i)

. 28 ZlAA K|S

« 7301 M LDAPS T AJ(MEH AL
« ZEO|Hl VPC T (ME A S

ZHE| AFSRHE AWS HH AFS5Hod o

22| AFS X7 AWS HI™E 24=0] 2{0{0F ELIC.

H|2, ol 7|Elx{, HER3 0ot 2 J|E} TE{ At

ME =

22


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html

7 Y AR|L|o{™ AFLCIR AEXt7tol=

-_—

https://portal.aws.amazon.com/billing/signup= &3 L|C}.

2. 2che XAl A E mHELICH

S& MRl 3 Mt E= HAE HAIXIE &t M3t 7| HER &0l I EE =sHE 10| UL
Ct.

of 75t Ed AWS HAHAWS HH FE ALERI0| G ELICH FE MEXRI0|AHE AEHe 2E
AWS MH[A S 2lAA0f HA|AE Heto| UELICH 2ok B At2l= ALS KO AH| 22| HAM|A
HetE gFotn, FE AISXIEF AL85104 FE ALEX} AN A HEHO| LR 2 g st A
°|L|E|'

=

Amazon EC2 SSH 7| H|0o4 A4

Amazon EC2 SSH 7| H|0{7} ¢l= B stLIE d-dsHor 2 LICH RtM[Et L& 2 Amazon EC2 AHE M
B2l Amazon EC2E ALE35104 7| Tjof HEE HZstAMR

ChSol Cher MH|A 282 =El= Aol E4LICH

« Amazon VPC
- NAT HO|EQO|T B P A SHE 2 5740 872 =&ILCt
« 7t BAY NAT HO|EQO|E 5710l 10712 = &ILCY.

« Amazon EC2
« EC2-VPC EFHIPsE 5740l M 1072 =&IL|Ct.

Z] of CHst o|™ MEHolzt 5t 7|2 Y& 0| U&LICH CHEA
HE Zt I Eo| MSELICH 2f ZFo| cliet 78 EE = UeH
= 5

=

o
LICH RtAIEH LHE 2 O XIZE S| AWS Mu|Aof CHE S HHHE & =35t

>
=

0]

N
0

2

rir

N

>

=

T w
X
T

>

ArE Ao A £l58t URLE 7HX(E{H XMFoll ArS At X[H ZHIQIE AHE5te WOl EE
Route 53 EE= CHE SZAE AL835t01 THQIE SEStE Ar&5to{ =HQlel @

g LICt AWS Certificate Manager. 0|0| HE 2] = H[Qlot QIS M7t U= B 0| HAHE
L|CH.

|Ct. Amazon
g 7} x{2e}lof

ECc| A
AL4E 4

_I_F

= A
o
=/

Fa
=

Amazon EC2 SSH 7| m|o{ 44 23


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html

017 U Alx|LiofE) ARC|2 A8 7hol=

-_—

o o

~

K|&oil 2t Routes30l|l QIS SSgfLICt 22l o|HYS & A ELlch

TRl AR Hg HAMELICH O|= Route530|AM RIS 2 MM ELICH

a. Route53 22 YL|ct.
b. <{IZ EtM ZtofA SAE! QIde MEASHL|C}

c. LMl o|SollCHa dEE A BHE En
C

£ AWS Certificate Manager &1 C}
stgd= 2l™ol U=X| = elghct

— L=
=0l M 2B M Liedg M
(@]

RUB ML YBEIH QIBA 4 M Molli ARNS SAELICH

T HI2! MM (GovCloud 2t sl

AWS GovCloud(O|= M%&) 2|70l Hi £ 5t 1 Research and Engineering Studio® AFHE X} x| =€l
2 M8st= B2 0|8 AP =7 BHAHIE 2t= 8t of &FLCH.

1. HEEZ AR THOlo| ¥dE 48 mtE|M AWS HHo| 215 A AWS CloudFormation AE{S
G-

2. QI3 M CloudFormation £=230{| A & CertificateARNE &0t 7|58l SL
CtPrivateKeySecretARN.

3. GovCloud ZtE|M 7|0 A CertlflcateARN £ g2 M 85to] EHot &5 & MdgLICt 7t
Hot &t Ztol HMAE vdc-gateway = JUZS M EoF &5 ARNZ 7|55t 20 &30l 5
7He| E{OE F7LELCh.

a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [t 3 O|&](res-demo &= U)

4. GovCloud IFE|M HH0| M PrivateKeySecretArn £33 Z[2 AI85t0{ 2ot &5 & M5
Ch 7} 2ot &% Zhol| HMAE vdc-gateway &= UES M 2o &5 ARNS 7|55t 2ok &f
ol & 7Hel T E FItEFLICEH
a. res:ModuleName = virtual-desktop-controller
b. res:EnvironmentName = [2t3 O|&](res-demo¥ = /US)

TH Q! 44(GovCloud Bt dHE) 24


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-register.html#register_new_console
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/security/public_certs/assets/main.yaml

7 A AX[L|oF AFCIR AEXt7tol=

QI BIAA N2

9| Research and Engineering Studio= H{XZ A| Ctgt Z2 2|F Z|AATI EXHE JoE AWS of &
st|Ch
= .

. HESZ(VPC, HE MEU U Zato|! AEYl)

0{7]0| A RES &4, Active Directory(AD) & 37 AEZ|X|E EAE5t= O AHSE[= EC2 QIAEH
AE A™AELICH

« AEB[X|(Amazon EFS)

AEEX| 280l 714 a3 E ol=zekvDlo| 228t Tt D} Cflo|e{7F = &HElLCH
« C|EEZ| MH|[A(AWS Directory Service for Microsoft Active Directory)
CIEE 2| MH|AE AFEXHE RES #Z30f Q15 8LCt.
D

« 7|-2t Ho{(AL2 X} 0|8, & 5) A 9| Active Directory MH|A I ALK} OB 571 2 & E E

otets

Research and Engineering Studio=& AI&35t0{ MH|A HH &5 & Z 8504 AHE A7t MS 5t
H ot et 3 0off HMAELICFAWS Secrets Manager.

® Tip
O 232 HiEZ35t10 O|HE QIR EIAAE AIE + i 2 AWS 1485 HFE dlAlx
E AN 835101 2IF CIAAE MME £+ U&LICE HHo| 2| AAE HHELQ|F B|AA MASIE{H

Ctg MMOIE XML,
AWS GovCloud(O|3 M%) 29| H|2 HlZ o] ZR 9
Ol MM (GovCloud 2t 3HE).

>
&
N
oy
m
X
1]
rio
fu
:I0|=I
o
o
C
n
H
=

5t 740{ M LDAPS T AJ(AMEH AHED
280l A LDAPS St AL83ttis B2 TS BHE 225104 IS A E 4dst1 AWS Managed
o

o
Microsoft AD (AD) =H|2! ZAE E2{0i| 21Z25t04 ADLt RES 7Hol S 412 X33t

4 &40l AWS Managed Microsoft AD MZ & EHAHIE mEL

= 39
BHHE dUE = UA&LIch

D IZME LHEHLICH

1. o cialf M = LDAPSE &M35l5
Cl. LDAPSE o|O| g dslst Z<0
2. ADO{ LDAPS7} - E|of UE=X| &elst £

>

QI BlAA MB 25


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://aws.amazon.com/blogs/security/how-to-enable-ldaps-for-your-aws-microsoft-ad-directory/
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a. Active Directory MHHZ O|S & LILC}.
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f. Base-64 /3T X.509(.CER
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g. CIHEEEZIE H=E & OS2 S MEELICH
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AEH
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Secrets ManagerO| A Eot S & Moe [, 2ot &5 RTJM CIE FEo| £¢
5t1 PEMSZ QIITE QIS ME bt HIAE Z=of Bo{gd&Lct

fok
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4., MMZEIARNE 7|2510] DomainTLSCertificateSecretARN It2O|E{2 248 L|CH EHA:
NZE AlEL.
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1. E442 CHeRCELUIC HalE VPCO! B 5243 RES Q1T 2ol HE D QIE{L HAA 80|
S48 A8E £ Qlojof Lt

2. Amazon S3 &17| & MM A HEt} AMEFE £ = AHE BB S Amazon EC2E A& 5104 IAM
igg MyELIC
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz

AT Y AX|Lof ARCIQ A8 XL 7hol=
a. https://console.aws.amazon.com/iam/0l X IAM & & LI}
b. dEolAl g Mg Mgt
c. AEE £ U= AEE| ME HO|X|H|M CHE 2 =~ gLCh.
« MEE = U= AEE| FHHME HEIELICH AWS MHH|A
o MH|A EEE= AL ALE|Q] AFE AtE|0lM EC28 MEHSH D CHS 2 MEIEHLICE
d. 8t F7tollM Che M8 Mg MEE £ g g MEEhLIC
* AmazonS3ReadOnlyAccess
* AmazonSSMManagedinstanceCore
» EC2InstanceProfileForimageBuilder
e. VY 0| I HBES FIIet I3 HY HHS =L
3. EC20|0X| & 78 A& HdefLICH
a. O0f|X EC2 Image Builder &2 ¥ L|Cthttps://console.aws.amazon.com/imagebuilder.
b. MEE ZaANM FH QAE MEIstT T4 24 Mds MEIFLICH
c. Td oA ddHo|XlM s HE HEE L=ELct
T 24 RHM USE MEE LI
- 7 A MR HEM CHES MEIFLICEH
u} 2k 0/ & ASRES
Image operating system (OS) Linux
Compatible OS Versions Amazon Linux 2, RHELS, or RHEL9
Component name Enter a name such as: <research-
and-engineering-studio-inf
rastructure>
Component version We recommend starting with 1.0.0.
Description Optional user entry.
d. T8 24 U Ho|x|oM EM Z2EIE HolE MEdgfLICH

Z2tols! VPC T (M= AHY)
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder

017 & AX|LIoJ ARC|R AR} 7HolE
i. Mol EM EBHXE =d5t7| ™o tar.gz Tl CHEF Tt URIZF 2 EFLICEH RESOHA‘I
ME3tE tar.gz TS Amazon S3 HZIo| 2 =351 B! 40l Tt o] URIE
AbgfLC.
i. CHEE =Ech
® Note
AddEnvironmentVariables= ME{ Al&O|H QlZ 2t & IPAE=IN PN
2 HeTt HRStR| 2 B2 MAHE £ A&t
http_proxy % https_proxy &4 H+§ *E"’S%PE B UAEATL T EA|
£ AF235104 localhost, IAEIA HEIHIO|E] IP FA L VPC A= ZQIEE X|H
St= MHIAE FEISHR| RS 5124 no_proxy Zt2t0|E{7F 2 FLICH

# Copyright Amazon.com, Inc. or its affiliates.

#
# Licensed under the Apache License,

All Rights Reserved.

Version 2.0 (the "License").
not use this file except in compliance
# with the License.

You may

A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is

distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.
name: research-and-engineering-studio-infrastructure
description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:

Zzlo|d! VPC T4(

—

e AE)
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- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-
echo -e
http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,

{{ AwWSRegion }}.elb.amazonaws.com,s3.

{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AWSRegion }}.amazonaws.com,ssmmessages.

{{ AwWSRegion }}.amazonaws.com,kms.

{{ AWSRegion }}.amazonaws.com,secretsmanager.

{{ AwWSRegion }}.amazonaws.com,sqs.

{{ AWSRegion }}.amazonaws.com,elasticloadbalancing.

{{ AwWSRegion }}.amazonaws.com,sns.{{ AWSRegion }}.amazonaws.com,logs.

Z2to|8! VPC FA(MEH ALE) 29
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{{ AWSRegion
{{ AwWSRegion

1},
1}.

amazonaws.

com, logs.

api.aws,elasticfilesystem.

{{ AwWSRegion }}.amazonaws.com,fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
{{ AwWSRegion }}.amazonaws.com,api.ecr.

{{ AWSRegion }}.amazonaws.com, .dkr.ecr.

{{ AwWSRegion }}.amazonaws.com,kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.amazonaws.com,cloudformation.

{{ AwWSRegion }}.amazonaws.com,sts.

{{ AwWSRegion }}.amazonaws.com,application-autoscaling.

{{ AwWSRegion }}.amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com,ecs.
{{ AWSRegion }}.amazonaws.com, .execute-api.{{ AWSRegion }}.amazonaws.com

" > /etc/environment

o
>
H
m

4. Image Builder O|O|X

Section

oAl M5 EE

Z|& ololx]

ut2t0/E MNER &=

B Enter an appropriate name
such as res-recipe-linux-x
86.

A Enter a version, typically
starting with 1.0.0.

LS Add an optional descripti
on.

O|O| x| &4 Select managed images.

OS Amazon Linux or Red Hat
Enterprise Linux (RHEL)

olo|x| 2E|& Quick start (Amazon-m

anaged)

Z2to|8l VPC FA(MEH ALY
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Section

ro
>
rl‘ﬂ
>
ol
0%

ste CI2ElE

Components

o2t0o|E
o|O|x| o|l&
s HH X[H M

HYCHEE B2

de T4 QA

4
0x
0]
P>
m
|>
[m

AE Xt

oo

=2
=

Amazon Linux 2 x86, Red
Hat Enterprise Linux 8
x86, or Red Hat Enterprise
Linux 9 x86

Use latest available OS
version.

Keep everything in the
default settings, and make
sure IHO|Z 22l Al £
SSM 0f|0|ME A7 is not
selected.

[root/bootstrap/re
s_dependencies

Amazon Z2|33: aws-cli-

version-2-linux

« Amazon Z2|3:
amazon-cloudwatch-
agent-linux

« AL Amazon EC2 +M

AT} O|Fo]| MAE|A

&Lct Z o AWS A

~ IDQP °=|XH AWS Z2|™

« Amazon #2Z|&: simple-
boot-test-linux

Z2tols! VPC T (M= AHY)
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b. DAL S MEREFLICE.
5. Image Builder QIZ 2} A2 MABLICH

a. XMEE g

b. Q=

c. Q=Zgt 7 MM mHo|x|oM CEE =dELIct
Section t2to|E
olu} o4 x|
= - [N
A4 04
= O
IAM 23&
AWS @l g} OIAEIA 234

AE Xt

oo

=
=
Enter an appropriate name

such as res-infra-linux-x86.

Add an optional descripti
on.

Select the |IAM role created
previously.

Choose t3.medium.

Amazon S3 EH{Z!of| CHEt 2!
E{Ll HM|A L HHAE

8ot SM4S MEELICH

ol

ol HME = US

Ct

« VPC: QlZ 2} Ao AFS
k= A et VPCE
MEdgtL|CE o] vPCOllE
QIEL HAM|A HEHO| U
o{of &LCt.

- QHIRE TE
- #Y:SSH
o AAAER XY

Z2tols! VPC T (M= AHY)
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Section o2rolE ALEXE=

d. QILE} T MM ME

| |

=
ot
T
ful

6. A EC2Image Builder It0|Z2}QI2 MdgL|Ct

a. O|0|x| mo|zERlez o|Sstod 0|0|Xx| mto|ZetQl HeS MEHELICE

b. mO|ZEtRl ME HE X wo|X|olM CHE S YUistn CHS S MEfgfLICh

c. BIAIZl M= HO[X|olM Z|ZE BIAI| AtE S ME=ist 1 oo et BllAlL| O|FS

LICH CtE S ME{ErLCH

d. O|0X| Zz M4 Ho| Ho|X|oM 7|2 2 &= & MEistn TS S MEfgfLICH

e. QIZat 74 Bo| HO|X|oIM 7IZ QIZat TA AHSS ME45tT OfFlof A3t ©l
oz

= YUELICH CheS MEfELICH

o| o|F

=
f.  HixZz A% Zo| wo|X|oM Ct&S MEfstod MEAELICE
« RES7t QlZet ZAE QIARAS XCHz AXE =+ JUES £
Bt St 2ol {ook gfLICt. HHIA 7|E2eke AH8SHE

7t A8 El= eIl &3 o|O|x|7F Y dELict

A& LIt
g. MEAAEE AEStD mo|Z 2ol Mg MENELICH
7. EC2Image Builder ZtO|Z2}QI2 AlRErLICEH
a. O|O|X| mto|=2tQloi| A A8t mol|=Z 2t QIS Frot MEdErL|CE
2l

b. =g MEHSIT mo|=Z 2}

IHO| Z2FRI0f A AMI O|O|X|E MAISH= Of| 2F 452 0i A 1A|ZH0| 22! £ Q)&
8. MME AMIS| AMI IDE 7|5 3t 0| A InfrastructureHostAMI Tt2FO|E{Q| Q240 2

section called “1EtA[: & ZF AlE".

O|0|X|= HHE El RES &
C2 Image Builder AMH|A

. 042 BITI0| RESE HHE 32434 A BHE A% A48 M43t 0|0l 2T1S of £7he 4
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Lol cHet HMlA T %._ 0| AWS MH|A =
j5loF 5t Zt A=Z OIEof CHaH ol B

m I
ol l
1
I 1
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)

o

0
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|
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o 2k
o

1. A==ZQIEJ} oo TAEIX| b2 B QIE{H0|A VPC A= ZQIEE AWS MH|A AFS 504
HAHA MBE X|ES HmHELict

2. T8 8 Z4ZolM ZEtols! MEL! stLEE MEfFTLICH

AWS MH|A MH|A O|&

Application Auto Scaling com.amazonaws.region.application-autoscaling

AWS CloudFormation com.amazonaws.region.cloudformation

Amazon CloudWatch com.amazonaws.region.monitoring

Amazon CloudWatch Logs com.amazonaws.region.logs

Amazon DynamoDB com.amazonaws.region.dynamodb(7|0|E9{ 0| = E
CIE Q)

Amazon EC2 com.amazonaws.region.ec2

Amazon ECR com.amazonaws.region.ecr.api

com.amazonaws.region.ecr.dkr

Amazon Elastic File System com.amazonaws.region.elasticfilesystem
Elastic Load Balancing com.amazonaws.region.elasticloadbalancing
Amazon EventBridge com.amazonaws.region.events

Amazon FSx com.amazonaws.region.fsx

AWS Key Management Service com.amazonaws.region.kms

Amazon Kinesis Data Streams com.amazonaws.region.kinesis-streams

Z2to|8l VPC (M= At 34


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html

o1 2 Qx| AFCI2

AR 7H0|E

AWS MH[A

AWS Lambda

Amazon S3

AWS Secrets Manager

Amazon Elastic Container Service

Amazon SES

AWS Security Token Service

Amazon SNS

Amazon SQS

AWS Systems Manager

VPC QIEZQIE Q0| MH|A0| ¢4

MH|A O|&
com.amazonaws.region.lambda

com.amazonaws.region.s3(RESOIM 7|E2Xo 2 M|
£ ZOo|E9 ol A=xQIE HE

Ae|E EoM HEE Rt E*IHﬁPEﬁ'_" Z7} Amazon

Slmple Storage Serwce |E-|TH|O|¢ ICZQIE HMAE
A SHMQ.

com.amazonaws.regi on.secretsmanager
com.amazonaws.regi on.ecs

com.amazonaws.region.email-smtp( use-1-az2, use1-
az3, usel-az5, usw1-az2, usw2-az4, apne2-az4, cac1-
az3 X cac1-az4 7t GJo| M= XX A S

com.amazonaws.region.sts
com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm

com.amazonaws.regi on.ssmmessages

VPC AEZQIEE X|HSGHX| o= AMH[ALL SEStE{H VPCL HEE MEWH ZEA| MHE ™
M-S &2 A& 3504 Research and Engineering Studio HY

=] & LICH AWS Identity CenterE ID
Zof HREh &[4 HAMA HEHS JHEI ZE

_ —"

1. RES HIZ Ol AFRE VPCe| HEZ M

Al MHE ddstcdH CHS HHE MEML.

S0 M Linux QIAEIAE A|RFEFLICEH

Zzto|8! VPC THA(MEH AL
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https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#accessing-s3-interface-endpoints
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html

7 W elx|Lo{@ AL AMEXt7Ho|E

« Linux 22| - Amazon Linux 2 =& Amazon Linux 3
« OF7|=IX] - x86

« QAEA £ - t2.micro 0|4

- Hot3& -0.0.0.0/001H ZE 31282| TCP

2. QAEAO 450 ZEA| MHE AEFLICH

« .amazonaws.com(&tt AWS MH|A Q| ZAR)

.amazoncognito.com(Amazon Cognito &)

.awsapps.com(ldentity Center&)

.signin.aws(ldentity Center&)

.amazonaws-us-gov.com(Gv Cloud&)
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3. ZEA| Mol CHE HMAE 58S 2t E Blolg g TABLIC

a. VPC Z2£Z 0|8510{ 2l=ZE} SAE L VDI SAEN AISE MEUHO| 2IRE EO|EES A
=L

b. BEE 4l 20| O|™ EH M MEE ZF]A| HH QLAFHAR O|SSH=F Bt E|O|S
2 |EgLo

c. ¢l A

|Z2}/VDIsol| AAEE HE MES(QIEY HMA giF)el 2t Ho|=0f CHalio] e +

TAO| Hot 35S o785t T/ A MHZE =4 Ci7[st= PORTOIA €l

ZZlo|8! vPC b= mzto|E M-

0{ = AWS CloudFormation Bl Z2/0i| £7 2t O|E{E the section called “1EFH A M[&F AlZF" 124 5H
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ol 2tOl &

InfrastructureHostAMI

IsLoadBalancerinternetFacing
LoadBalancerSubnets
InfrastructureHostSubnets
VdiSubnets

[ClientIP]

HttpProxy
HttpsProxy

NoProxy

olzd
=

Use the infrastructure AMI ID created in the
section called “Amazon Machine Image(AMIs)

2|'_SH|”.

Set to false.

Choose private subnets without internet access.
Choose private subnets without internet access.

Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.

Example: http://10.1.2.3:123
Example: http://10.1.2.3:123

of| Al

127.0.0.1,169.254.169.254,169.254.17
©.2,localhost,us-east-1.res,us-east-
1.vpce.amazonaws.com,us-east-1.elb.a
mazonaws.com,s3.us-east-1.amazonaws.
com,s3.dualstack.us-east-1.amazonaws
.com,ec2.us-east-1.amazonaws.com, ec2
.us-east-1l.api.aws,ec2messages.us-ea
st-1.amazonaws.com,ssm.us-east-1.ama
zonaws.com, ssmmessages.us-east-1.ama
zonaws.com, kms.us-east-1.amazonaws.c
om,secretsmanager.us-east-1.amazonaw
s.com,sqs.us-east-1.amazonaws.com,el
asticloadbalancing.us-east-1.amazona
ws.com,sns.us-east-1.amazonaws.com,1
0gs.us-east-1.amazonaws.com,logs.us-
east-1.api.aws,elasticfilesystem.us-
east-1.amazonaws.com,fsx.us-east-1.a
mazonaws.com,dynamodb.us-east-1.amaz
onaws.com,api.ecr.us-east-1.amazonaw

Z2to|8l VPC FA(MEH ALY
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s.com, .dkr.ecr.us-east-1.amazonaws.c
om,kinesis.us-east-1.amazonaws.com, .
data-kinesis.us-east-1.amazonaws.com
, .control-kinesis.us-east-1.amazonaw
s.com,events.us-east-1.amazonaws.com
,cloudformation.us-east-1.amazonaws.
com,sts.us-east-1.amazonaws.com, appl
ication-autoscaling.us-east-1.amazon
aws.com,monitoring.us-east-1.amazona
ws.com,ecs.us-east-1.amazonaws.com, .
execute-api.us-east-1.amazonaws.com

QI BlAL M

O| CloudFormation AB2 HE °-|;'I A EB[X]|, Active Directory ! =H|Q! Q15 A
( PortalDomainNameO| MS & Z2)& e LICt MES tlZste{H olz{Et 2|F 2|AAE AEE
= 2404of &Lt

HiZ Foi BA|L| BlZElg cezes 4 Qe

HHE A|ZF: 2F 40~90&

1. of 212! AWS Management Console 311 https://console.aws.amazon.com/cloudformation
AWS CloudFormation 2&& L|C}.

(@ Note
ZE|XE A "ol =x| =l ot

2. Z&0iM =EESS AEELICH

e

AWS GovCloud(O|= A8) 2[0f BiZ35l= F< GovCloud ZHE|[M HHoMH EEZIS AEEL

=

3. HEZ metolEeE UL
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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DomainName

SubDomain(GovCloud 2+ i
=)

Default

corp.res.com

A 04
= o

Active Directory0ll At £|=
CHRIYLICH REAER AL
EXHE HdYst= LDIF Tt
of Z|2gto| M3ELct. 7|
2 ALSAHE A8 StEi™ gt2
712222 ELICt gf2 H
A5te{HE YHIo|ESt
O/ LDIF ItYE M3EL
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o| mEtOlE = 48 2™
of e A= Agro|x|at
GovCloud 2|Ho| Z2 E=
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SubDomaing X35t
ot2to|e 2ol 2=
DomainName HSF A7} 2
LIcH MZEl Active Dlrectory
CHQl olF2 ot =Helo|
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AdminPassword

ServiceAccountPassword

Default

A 04
= o

Active Directory Zt2|X 2| &
S (MEXt O|F Admin). Of
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https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
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Amazon CloudWatch Logs

Research and Engineering Studio= A x| 0| CloudWatchol C}2 231 2§ MMELICH 7|8 &2
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CloudWatch Log 11 & Retention

/aws/lambda/ <installation-stack- o2 E|X| &t
name>-cluster-endpoints

/aws/lambda/ <installation-stack- o2 E|X| ot S
name>-cluster-manager-scheduled-
ad-sync
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CloudWatch Log &

/aws/lambda/ <installation-stack-
name>-cluster-settings

/aws/lambda/ <installation-stack-
name>-oauth-credentials

/aws/lambda/ <installation-stack-
name>-self-signed-certificate

/aws/lambda/ <installation-stack-
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack-
name>-vdc-scheduled-event-transf
ormer

/aws/lambda/ <installation-stack-
name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> [/
cluster-manager

/<installation-stack-name> /vdc/
controller

/<installation-stack-name> /vdc/
dcv-broker

/<installation-stack-name> /vdc/
dcv-connection-gateway

Retention

o2 E|X| ot
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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[ |

"Effect": "Allow",

"Resource": "*",

"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",
"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",
"ce:*",
"cloud9:*",
"cloudformation:*",

MR X HEH BA HY

73



017 U Ax|LjofE ARC|2 A8 7hol=

"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
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"firehose:*",
"fis:i*",

"fms:*",
"forecast:*",
"fsx:i*",

"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pitt,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
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"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
RES %4
JSON
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-east-1:111122223333:table/{RES-
EnvironmentName} .cluster-settings"”,
"Condition": {
"ForAllValues:StringLike": {

"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"clustexr-manager.host_modules.*",
"identity-provider.cognito.enable_native_user_login"

},
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"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::{RES-EnvironmentName}-cluster-us-
east-1-111122223333/idea/vdc/res-ready-install-script-packages/*",
"arn:aws:s3:::research-engineering-studio-us-east-1/host_modules/

]
}
]
}
EC2 Image Builder 74 24 44
Image Builder At& AHA2| Image Builder 2& 2 ALE5t0] 7148 24 M X|&E HELICH
TE A M HEE =gt

2. o|O|x| &Y 1|X1|( S)0{| A Linux B = Windows S ME4EFLICY,
3. T 4 o|Folet &2 o0 U= O|F2 Y ELICtresearch-and-engineering-

studio-vdi-<operating-system>.
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#
# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

EC2 Image Builder 714 24 A4 79
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# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript

EC2 Image Builder 714 24 A4 80
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action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'tar -xvf

{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/

bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/

install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/

install_post_reboot.sh'

- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:

delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may not

use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#

# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

EC2 Image Builder -4 24 A4
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# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:
type: string
description: RES Environment Region
- RESEnvReleaseVersion:
type: string
description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
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onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
- 'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0
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Amazon Linux 2(x86 & ARM64)
Ubuntu 22.04.3(x86)

RHEL 8(x86) 2 9(x86)
Windows 2019, 2022(x86)

Create a new recipe
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017 U Alx|LiofE) ARC|2 A8 7hol=

5. RESOIM X|§5t= 7|2 O|0|XK|E MEFLICE.
6. QUAEA FHoM SSM 0|O|MET AFH MX|E[X| i 2 B sHE O0|MEE MARIFLICH At
Xt Olole & 7|t HRt Ar& X CIO|E{o| HEE =23gfLct.
® Note
SSM HO|MEE Mx|5t= dedol CHEt AtMIEH LIS 2 CHE 2 A ZHMR.
« Linux& EC2 RQIAEIA0| SSM OO|MEE 5202 Mx|ELICt
« Windows Server& EC2 QA EIA0| SSM AgentE =522 Mx| 2 AMHELICH

s-cli-version-2-linux 2= M8 QA E

aw
=& AWS CLI A& 3504 DynamoDB —Z*E-V\E-l =ES

7. Linux 7|8t HIA|Z|o] A2 Amazon & 2™
SllAlZ|ol =71 LICH RES Mx| A3 RE
L

of 744 Zfoll et VDI HMAE MBELICH Windowsol=0| 74 A7t ER3HK| ef&LICH
8. Linux £ = Windows &2 2/ 4AE EC2 Image Builder +4 QA E F7I5t1

st mi2t0lE 2k =dgiLich 24 24 otet0|E{&= AWSAccountlD, RESEnvName,
RESEaneglon 2! RESEnvReleaseVersion &l L|C}.

/A Important
Linux 842| B2 aws-cli-version-2-linux HX Y 28 A7l FILE =M
CHE olg{st 7t @A E F7tstofF g Lt

9. (H%E)Amazon 28 simple-boot-test-<linux-or-windows> EHIAE T4 QAE F
7tato] AMIE AlRHE £ QIEX| 2QIFHLICH Ol |4 ME AMEQlLICH @F Abgtol %= o
EElAE 2MH QA g

r

M
rx
]
ek
4%
30
>
-
o

o
MEE MM ST Hate CHE TA Q4B £t OHS AL ANE M

SHEFLICEH

Modify a recipe
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Create a new Image Builder pipeline

1.

2
3
4.
5

0{| A Image Builder 2& 2 ¥L|Cthttps://console.aws.amazon.com/imagebuilder.
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Modify an existing Image Builder pipeline
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
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e 111122223333 ->AWS A ID
« {RES_ENVIRONMENT NAME} -> RES &7 0|
e Us-east-1->AWS 2|

« amzn-s3-demo-bucket -> S3 H{Z! O|&

/A Important

oM X|2et= HE EXE2 XEHHULICH AWS. REA[EH LHE 2 https://

docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
CHHE2 FHESAA L.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS":

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AbortMultipartUpload"”,
"s3:PutObject”,
"s3:PutObjectAcl"”

]I

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
}
}I
"Principal": "*"
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M A48t |CIRecordName_SnapshotRESVersion_ApplySnapshotID. & EF A B %{FH
ApplySnapshotID EO|H AHAE MEBdloi= 24 A& AEgLC.

Athat B EIAO1M B0 AhAS BlAA0| THBAS HOIBLICH A BHOIM ALSE 4 9t 214
Al MAMEIX| faLICH B4 BlAAT} Qe BlAAC| HS AYAS B4 2laA0| 7t HE HOIY
sk A
&

4 =
Lict 3% 2|A2E ALSE B4 ElAaA Qo] 7|2 ElAAE e
M EZol o4 ct2 L Moiste B2 23 280l /= CloudWatch 2201 ME HEE
g & /res-<env-name>/cluster-manager YU&LICH ZF 230= [/\L-”"F M1 E 27} &L
Ch A4S M8 $0i= the section called “AE4F ZH2| HIO|X|of| M AEAO| A EHE & QIE
&LCt.

ro
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HHZlol HetE F7hetedH:

1. HIA S50l ddg HAle MEgLct

2. Tet |S MEfEfLICH

3. HHZ HHolM HES MEELICH

4. HZ Mol Chg B2 FIHELICH O] gf=E A8l &k CHA| L CF

111122223333 -> AWS A& ID
{RES_ENVIRONMENT _NAME} -> RES &7 0|E
e us-east-1->AWS 2|

s amzn-s3-demo-bucket -> S3 H{Z! O|&

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {

"AWS":
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
}I

"Action": [
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47 gl Adx|L|ofd ARC|R
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]I

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
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7t HEELICH o & §04 ZrEIXt7F ARNE AHE 5104 HZ! 2 RESOI| F7tarn:aws:s3:: :bucket-
name/example-data/st10| HIIE ZEME A L Z2ME Bot (4485l G ZEME AL X
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EME AU ZZME B} 015 B Z2ZME A AI&X} AE /bucketOl IHUS £ £ Q&
LICt Z2XME AQ| AF2Xt BE AF2XL AL /bucketOl BFAd8t mtUg 2 £ Q&LICH 2Lt
AHEXIB7F Z2ME BO|M VDIE AlRSHD /bucketE EHE HO|IE{7 Z2MEWHZ AHAZ| L2 2
AEXE AT B8 T2 EA|IE|X| E&LICH AP X AT7F BB T2 HSF AL otz el S3 H{Zof|
M3E £ /ProjectA UXIBH AFEX BE ZZME BO| VDIsE AFSE /ProjectB B HA|

Ag & Lot
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ZZMEH ASKHE &0l Mol HlolH Ae|

MR XIE HFA /%p/%uE MEISHH HZIQ| DIOE{7t sHE ZE2EMEQ HAAEI ZH EH I 2
ME QU ANSKZE dAe[EUCH sp s ZEME JEE LHEHN I = AFE XL O|& 2 %u LIEHL
Ct. o & E0{ HE|RF=7t arn:aws:s3: : :bucket-name /%p/%u MEHEI ARNI} /bucket# #

A
# #an #n#sdt RES# ##8 FIIELICE o| 2 ZE2ME Al T2 ME B} ¢1ZAE|0{ /&L
Ct. Z2ME AQ| AEAt A= /bucketof ItUE & = AU&LICEH %p ZAE[EF U= O A
ol E2|o| AR AI8XI BE Z2ZME AV} /bucketo| Z2HE A01I Pt EP%‘% 2 T daL
Ct. Z2EMEQ} AZX 257t |O|HE AZI5H7| & ALICH AAHS X ATF 2
ofziel S3 HZ!0IM &2 £ /ProjectA/UserA UK|BH AL A BE ZZME A0|AM VDIs AFEE
/ProjectA/UserB [2H0]| HAMAE = Q& L|CH.

TR A B2 HM A

RESE HHZ!oi| A5t HEro| = B2 CHE AWS A ™M HA S B AE = J&LICH TS AlLt2|
20 M HE AS| RES #d2 H'd Bl S3 HZ!E B istedn &hLCt.

1EHA: RES7F HHEE H| Aol IAM 382 A sHL|CHOIE HIH ARtD ).

1. S3HA(AE A)Al AAMASHoF 5t= RES 7 2] AWS Management Consoledl 2 1 Q1gL|Ct.
2. 1AM 2&& Gt

a
b. EfA Zof|M PoliciesE AEHSFL|CE
X A
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b. JSON B2 ME4FL|Ct
c. CHZ JSON B2 2oi FaLick(E 7% Boll 2 S3 HZe
EOoZ Hi&ELChH
JSON
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [

"s3:GetObject",
"s3:PutObject"”,
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

}
]
}

d. CtS2 MEigLCH
MM AESD LI
a. HHo|o|ES U=ELICHO: "S3AccessPolicy").
b. MAMOo| FME HHSI= MEIXM HHE FItgFLCH
c. MMZ AEStD MM MMHg MEdgrL|Ct
IAM 2&2 4Lt
a. IAMCHAIEEZ o|sgLICt
b. ErA E0{AM RolesE MEAEL|CH
035 AHAH
12 OO
a. g dMS MENFLCE

| amzn-s3-demo-bucket Ol
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b. AE[E + Us ABEl RS2z MER X ME| EAMS MEELICH

S
c. CIZJSON HAMZ 20{ Zd&LICH2 AI™ AL 111122223333 A A
ID<ENVIRONMENT_NAME>, RES H{{Z o| &3 O|&, RES7} HHEE AWS E|™us-east-12
2 "iE Lo,

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:xole/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

},

"Action": "sts:AssumeRole"

e

. s3-bucket-iam-role
c. UES AEStT Jg Mo MEIFLICt
9. RESO|M g AE
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d. B3 F7}2 MEiSIT TX A S3 HZ! ARNCE Al EHMHL|CH
e. IZMHHE-MEIANYE EECIRE MENELICH

2B A 71E BOlA HZ! X =7

b. CtS EHMEZ FII510{ HH AS| IAM &toil tHZ!ol| CHEH HM|A HetE FoghLIch
(1111222233338 H™ AS| AKX A IDE B amzn-s3-demo-bucket& S3 %! O
EOo =2 "= LICH.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:x0le/S3AccessRole"
}I
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AboxrtMultipartUpload"”
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1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

e

d@stod Z2to|8! VPCE E5 8 = U&LICH ChE EAIME AY LHel 83 HZ wit AE HA
O U= F7h A'Hol| CHet AMAE X|5tE S3 MH|A0f CHE VPC AEXZQIEE HHsE WHE

Ho{EL|C}.
1. Amazon VPC Z& & L|C}.

a. AWS Management Console| 21 QIgL|C}.

b. https://console.aws.amazon.com/vpc/ Amazon VPC & LICt.

2. S38 VPCREIZQIE MA:

Z=0il com.amazonaws . <region>.s3 (sid AWS E|™<region>2Z HHH
70)& LU™StAHLE "S3"E AM LI

4. HMAE MFSTE HMS TAFLI
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a. HHo|M ALEX} K|
X

b. EA JTL_"'7I01I)\‘I A
MELIch ChE

JSON

"Version":

>

4

0>| 0

1= EE AYE Lol 2lAA0| CHEF HM A =
of| M|l H2HQIL|CHamzn-s3-demo-bucket& S3 H{Z! O|E 2 Z Ht 1
111122223333 B! 4444555566662 HMASIE{E XS AWS HH IDsZ HHE

= MEHEFLICH

£ x|Etet= KRS Q]

o T =

LICH).

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3::
"arn:aws:s3::

tamzn-s3-demo-bucket",

tamzn-s3-demo-bucket/*"

]I

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [

"111122223333",
"444455556666"
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sudo su
cd ~/bootstrap/logs

o47[|0M REAER 2O E &QIE = U&LICH Ao CHE MF HEE=
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configure.log.{time} T}0{ |CH

ISt /etc/message Z0IM RFMIEH LIS S &
2. AMNEX X|H X4 5H E 27 Lambda CloudWatch Logs & Ql:

a. AWS Management Console0d| 2128 L|C}.

b. CloudWatch 2&2 Y1 21 2§22 Oo|s&LICt.

c. 21 IEE AMELICH/aws/lambda/<stack-name>-vdc-custom-credential-
broker-lambda.

d AM2IsstaHm 20 258 HAlstn 220 2FE 3
HAE EHASH7] fIeh HAl AL R X1 A3 3HE M35t &AHA
74 ZEELICH

3. AMEX XIH X4 Y 22 7{ API Gateway CloudWatch Logs = Q!

s gLtk ola{E 210/ s3
1 2ol CHEH M &=

a. AWS Management Consolet| 221 QIgfL|C}.
b. CloudWatch 2£€ Y1 21 IE2 2 O|S&hL|CH.
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+ /root/bootstrap/logs/
* /var/log/

* /var/log/sssd/
 /var/log/messages

* /var/log/user-data.log
* /var/log/cloud-init.log

+ /var/log/cloud-init-output.log
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« PS C:\ProgramData\nice\dcv\log
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 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

231382 AMY I OHST 22 OIER W ARK EXIUS A8 st TE(Ysts 2ol 98 4
UELICH O 5t 7ISE 2Ateo] ZBHE HAIXIZ S2ELICH

?"ERROR" ?"error"

SXE BLERSE E OE wye By
A

O
CloudWatch DashboardsE A4d5t= ZdlL|Ct.

0|8 S0f 2X1Y ©F U ERRORS| YA 2148 AlMstn 0|8 Moz
MBILICH O] S ASSHE TR HZ0| WSS LietLlE
S 2RI £ AsLICH

CIE2 Q=ZEl SAEN CHEE GAMLICH O|E AFE5tEd™ # 2l 22 945t <envname> &
<region> £48 MAE ¢S =2 HtELICH

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {

"query": "SOURCE '/<envname>/vdc/controller' |
SOURCE '/<envname>/cluster-manager' |
SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|
sort @timestamp desc|
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Amazon EC2 2£0iM 7t diaa 50| A U i CtS ot HizskA LIEHLICH Ol F2 7ty Hia
JES W7tMo 2 EA|IE|L|CH QIAEA 0|29 MO QIATES MASH AFRAQILICH Y9

HE2 OO

O|§2 AlZH Al MHE M4 O|F0|H 7|2 "MyDesktop" EE= AL X7+ A&t O|F LIt
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A
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0

Amazon EC2 2&0 S2 &l QIAEHAT} 2
ST MEHO QEZEI SAET ZEHE AR, E5| 8US ROl o4g{7I U B T S A|IAH

EXME LIEtd = &L

CIS 0|0|X|= ZE2 = HAIE QAEHAE Ho{EL|C}

X E st 8%t Active Directory(AD) #21 B2

CIHS2 AD 78 2t HEE 27| Q6 9l =2t ZAE| 248 & Q= Idap 2134 W o| of IL|Ch At
& Tl A VI mietolEE #E dd Al =4 oieto|eHE ghgst ok gLict

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|tHZ

Windows ClA 3 F0IAM= CHEE AMEsto AZAE MMS LIFE + U&LICH

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Amazon DCVE 7t4 OIA3 & MMol AL EILICH AWS Amazon DCV. CHS od|A|ol = Mx|El DCV
olsl=

o
AZEQo{e HHE &elst= S 2oiFELICH

Amazon DCV H™ X &t

N

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)

Windows DCV C|HZ 144
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Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

RunBooks

CHS MlMol= gHMst 2~ ol= 22X 0|2 ZHX|5He whe
LI|C}.

« Mx| EA|

« RESE HRIE & MER X8 EHQIS HdYsiedT &

Ofr

» AWS CloudFormation A E40| "WaitCondition received failed message. Error:States.TaskFailed"
. AEHO| MEX o2 MME £ AWS CloudFormation O|H| & 2l0| £=AIE|X| &FS

—
st ArEjO| QIAEAA &2t L= vdec ZHE E P

—

27 @7 2 25 87 CloudFormation AEH0| AKX E|X| oF S
- B8 MY S0l CIDR E5 miet0|Eof| @ 77+ & LICH
« Et74 MM = CloudFormation AEH AfA Al
+ AdDomainAdminNode CREATE_FAILEDOIM Q|2 E|AA(HI2) AEH MM Aluj

- XA B e *HI

g QIBLX| i

-
« LHAWS 74|7H 9|-'?’-9—| A& RF7F Bl A A0l M my Research and Engineering Studio0l AWS M| A
=S 5{&5tn A &L

o A0 201 I SA| 2192l HOo|X|Z2 ZotZL|Ct.

OII
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Ch. AFSXE7H S715HE mi7HK| Ch7| S (A0l AL R 01 Q! Z42)0| EAIEILICH
. 2791 Al Windows ClA IS0l "AI 0l HIZHstEliaLich &Ikl

|E
[

O|stMIR.”

« 2[5/ AD 785t 224 E DHCP SM =X

MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

 Firefox 27

247 U QAX|L0{- ARLCIR ALER 7tol=

« 2RSS AT I "ASKAHERE TS 2F U

+ AF& X7} Active Directory0ll F7HEIRAX|2F RESOH|IAM F+2FE

« NS MHE M AISKIE AIESE £ 812

» CloudWatch cluster-manager 20| 27| A&t =1} @ 7

AEZ|K|

- RESE S5l It A|ARIS HHFXICH VDI SAE| BRIE(X| S

« RESE Sl It A|AEIS 2EYRIX|BH VDI SAEN BIRHE|X| IS

« VDI ZAEO0A SIHLE &£ == Q12
o Het M2l AFHE AlEl of

« RESO{| X Amazon FSx for NetApp ONTAPS AR X|2F TH[Qlof ZQISHXR| F =

AEHAE

o ARHAO| AEl= ATfRIL|Ct

. El0[E2 Mg % ¢12S LIEILE 209t 87 Aol M8 E|x| oLt

Rl gl

- Y QUARAT GIE 2 WRMOIY I8

7t AT E AR

« O|Zo| 2t S5IH 7t ClA3 0| H o[ dZ3Xo = e £ gi2

« 5740 7t& HIAT EEF AEE = US

« OlIA3E Windows ®1Z2 A|£ 7} AlTHsl T "e4Z20| &3S LICH ME 25"

« Z2H|X'F YEHo|M HE VDIs

« AE F VDIs 27F dEfZ HMetE

e dAIE FHRA

* Amazon EC2 QIAEATI EE&0|MH BRE HHEXMOZE EAlSLICE

« AD =0l Almj2 Q15 vdc-controller QIAEIA T} =8t ZQILIC} / eVDI 2 S0 API AEf 2Q1 AlTf
7t EAIELICE

« ZIRNEE FI}517| 2ol AZER|o ABES HEY I ECI20| ZEMET EA| oy

« cluster-manager Amazon CloudWatch 2 10{| "<user-home-init> 7|52 o} & AL £ I&L
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

« Env AHA|

+ res-xxx-cluster AE{O| "DELETE_FAILED" #EjO|1 "4& 0| R & 5tK| A HLE =& = QIS"

Tz Qodll +S2= MY = U

. 27 2%
- VDIEALCIREE

e Linux EC2 QIAEANM EOCIREE

« Windows EC2 QIABANM EO CIREE
+ WaitCondition 2 F0f| Ciiet ECS 21 =&

. EllE §|-7C=>|
« A4 E5H SZXo| Cist 215 ™S Ml M olz 8d 2301 @ F &M
o O AEH 712237} E 561K &S
%=l 2X|
=HA
+ RESE Mx|8t & AKX} X|H E0QIE MHsle{n &

« AWS CloudFormation AE#0| "WaitCondition received failed message. Error:States.TaskFailed"
o AEHO| HEMOE MHE £ AWS CloudFormation O|H| & 2l0| =AIE|X| OF =
A

O O L—
T3t AEHO| QIAEIA 2B E vdc HE S

=2 9135l 874 CloudFormation AEHO| AFK|E|X| o2

5 2
- B8 48 S0 CIDR =5 met0|Eo 2F7H &
=
S

>0II

H&LICH

CloudFormation AEH AMAd Almj

+ AdDomainAdminNode CREATE_FAILEDOM 2|2 E|AA(HIE) AB Mo Aluj

RESE MX|&t & AI2AF X|H EHIClE M™5tedn &

r

(® Note

A =74:0| EHAHE &3] T0i| Secrets Manager E2F & $0i| 215 M 2! PrivateKey 2
~E X% SHofF gct
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1. Q|¥ DB ZE #WHA{o| 2lAL{0] HZE QBME Holo|EF LIt

=
d. 7|2 SSL/TLS 2IE M7t M RIE M M[F HEet 1AE 2|AHE YHIO|EELCE
e. HELHES XEELIC
2. 2HAE Y HOIEMAM

a. DynamoDB -> Ef|0|& ->0{|A 22{AH A H0|EE ¥ &LICt<env-name>.cluster-
settings.

b. &= EAM 2l &K4ded ZIE{3 - 0|F "key", B8 "string", Z7d "contains", 2} "external_alb"Z O]
Sgct.

c. Truecluster.load_balancers.external_alb.certificates.provided® M&&
L|C}.

d. 29| gt2 olo|EgfL
Cltcluster.load_balancers.external_alb.certificates.custom_dns_name. ¥
MEX} ClEIO|A L] AFE R X[ =MH[Q! O|F I LICE.

e. 42 Hdlo|EEL
Clcluster.load_balancers.external_alb.certificates.acm_certificate_azn.
Amazon Certificate Manager(ACM)0l| K& &l siie 215 A 2| Amazon 2|44 O[F(ARN) L
Ct.

3. 2R alb 2= WA S| DNS O|F2 7I2I7|= 5 & Zcto|HEo] CHal M8t sHE Route53 5t

THO HIZEE YUolO|EELICl<env-name>-external-alb.

4. SSO7t &tdof o|0| 7 Exlo U= B RES & ZEHOo| Uk dH > Xt 5H S=4At > Single
Sign On > & E > W& HEO0|M S AFEEF Wt SYLEF U2 2 SSOE ChHA| - EFLICH

VDIsO| @IB M F7}

1. EHot 5o oS el 2 & F7t5tod E o 2k 50i CHSH GetSecret 22 +&E = U= HeEHS

RES Ol Z 2|71 0]4d0i| Fo4&rLCt.

e res:EnvironmentName : <env-name>

Mx| 2 148



7 A AX[L|oF AFCIR AEXt7tol=

* res:ModuleName : virtual-desktop-controller

2. Zpo{AE| M E| 0|20 AM:

a. DynamoDB -> E|O|E ->0i| M E22{AE 4 HIO|EE & &L|Ct<env-name>.cluster-
settings.
b. &= B Ql &KMud ZIE3 - 0|F "key", & "string", Z71 "contains", &}

"dcv_connection_gateway"Z O|S &tL|C}.
c. Truevdc.dcv_connection_gateway.certificate.providedZ M&EfLICt
d. o Zt2 Holo|EE L

Ctvdc.dcv_connection_gateway.certificate.custom_dns_name. VDI HAAE
fIet AR X' =H Q! o] & LICt

e. 42 YOlo|lERL
Clvdc.dcv_connection_gateway.certificate.certificate_secret_arn. ¢I&
M LIE0| E0{ U= EOt &5 9| ARNRILICE.

f. Zt2 Yolo|EFL
Clvdc.dcv_connection_gateway.certificate.private_key_secret_arn. Z2}
o8l 7| EHIZE L &sl= Eo &85 9| ARNQILILCE.

3. HoOIEHo| lAaHAN ASE[E AR RIERE YUO[O|EFLICH

a. AWS ££ 9| EC2 > Auto Scaling > Auto Scaling & 0| Auto Scaling Z&& iL|C}.

=
b. RES &40 aligst= HOIESO| Auto Scaling IS MEHELIC 0|52 HH 73
L|Ct<env-name>-vdc-gateway-asg.

fjo

cct

il

c. AMF HE MMoiM AR AESE Fol FuCh.

d. AT EE > >0lM #E M HY o) MEELCH
e. Otz A3 &5t 12 MF CE=Z o|SELICH

f. GHolefz 23 Est0{ ALSA HO|E|= o|SELICH

g. CERTIFICATE_SECRET_ARN % EtOo{E H&LICIHPRIVATE_KEY_SECRET_ARN. 2185 XM(2.c
EhA & x) 2 Z2tol8! 7|2.dEHA &#xX) 2HXE Z&sts 2o 50l X|HE ARNs2 2
olz{st zt € dolo|E&L|Ct

h.  Auto Scaling ZE0| 2|20 Y& A% HEX HHE A8t S F Y=o UEX| EHlE
LICHAuto Scaling & m| 0| X|0f| A).

4. 28 nb ZE YWHAMO|DNS 0| € 7I2I7|=8 74 A3 &0 CHal A8t s Route53 5
THel HIZEE HOO|EELICt<env-name>-external-nlb.
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5. 7|Z& dcv-gateway QIABAE EZ<env-name>-vdc-gatewaydt Af QIAEIATF MBE [}
X| Z|ct2iL|ct

AWS CloudFormation 2 EH0| "WaitCondition received failed message.
Error:States.TaskFailed"

E2XME AlH5tE{™ 2= Amazon CloudWatch 21 158 HAMgLICl<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. S8t O|&
O|21 180/ 0{H U= B M 7tsEt H M| 20 282 dAAMELICH 23 Lio| 2 F HIAIX]
= Ao CHEt REMIEH HE & MSELICH.

® Note
ut2t0[E gtoll S 0| el= | = elgfLct,

El & AWS CloudFormation O|HI& 2&l0| £=AE|X| OFS

1. O|HIY FA met0lE7F SHIEH LA

>0
I'IF
A
ot
o
(]
r
o

OHIY FAT ZREIRAHLE HMAE £ ei= Z? Research and Engineering Studio #Z3 2 4
M Eto RHHH = 8t

2. Amazon EC2 2&0|M =& QABA O ZHE & QlsiM 2.

<envname> MFA7I SEECE EAIE OE M QIATHAE CHAM| El= Amazon EC2 QIAR AT}
U B2 UEXZ E&= Active Directory 7t &0l 2A7F U2 £ Y& LICH.

3. AWS s AFE dlA|Z|E HiEZ S0 2|F Z|AAE et A ARMo|A VPC, ZE20[8! &
HEE MEUD 7|EL MEdet 2t 0(E{ 7t S E|R= X & lghLot.

utet0|e & sttt 2R E 39 RES #1382 AtAst ChA| BiZsHol & +~ U&LICH RhAIE
82 M= XA S HEshA

=
4. XA QIF 2lAAet & MES tlZdt B2 HIEQZ 2 Active Directory 7t ofl4F 1A 1} 2 x| 8t
=X| &olgtLct.

o
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Q= g} QIAEIAT} Active Directory0dl] 83 XMO 2 ZQIERI=X| &lstE 20| SLELICH 9| B
HE +83t0{ EXIE the section called “Aluit AEHO| QIAEIA &8 £ = vdc ZHEED AT

L

Alufet A Efo| QIARA =3 EE= vdc ZHEE T

ZzQg &+ o7 W= Lo

o
H
el
lo
N
Ja}
N
olr
rok
rio
o
ro
o
P
1
m|n
>
o}
<
D
O
®
Q
O
>
k=
R
9,
X
_l:

ZXNE =olste{H:
1. BHEONM vdc HEEDC| A Sl QIAEH AN A SSMOE MME AlZHELICEH
2. sudo su -=(E) A™ELICH

3. systemctl status sssd=2(E) A& LICtH

HE{T7L HIZMHO|HL AT AL 230 27 I7H EA|Z|H QIAEI AT} Active Directorydl] ZQ1& 4= ¢

£ [t

SSMeF 21

EME sHastedH

- SUSHHYE CIAEANME M™¥cat /root/bootstrap/logs/userdata.logdtod 21
£ Z AL

Ol EXMollE Ml 7tx| 22 el & stLtzt U = U&LICH

ZE el 1: AR E LDAP 7 M8 HE 7t =E

EOE dEFLICH OhE 5o o2 1 ghEE[H 2l 7t Active Directoryoll ZQI& = glz= WY

LICH

local AD_AUTHORIZATION_ENTRY=
(L -z ' 1]

[[ 0 -1e 180 1]

local SLEEP_TIME=34

+ o+ o+ 4+

g A =



Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RES 2B ¥ Soil ct30f CHet mtet0lE 2to] S 2 A U EIRA =X & UF Lt

directoryservice.ldap_connection_uri

directoryservice.ldap_base
« directoryservice.users.ou
+ directoryservice.groups.ou
« directoryservice.sudoers.ou
+ directoryservice.computers.ou
« directoryservice.name
2. DynamoDB H|O|E0i|A & XZEl {2 UHI0|EFLICE E|O|Z22 DynamoDB £ 2| H|O|E0i| M &
2 = U&LICH El|lo|E Ol 2 o|o{ok & LICt<stack name>.cluster-settings.
3. Elo|E2 YO|O|ESH + N 2tE QUAHAE MY 52 FEHAH &EIRH X vdc ZHEEHE 2
Mg LICE Auto Scaling DynamoDB H|O|2 2| z[4l Zt2 A& 3+0{ A QIAEAE A|EFEILICEH

=& 2l 2: R El ServiceAccount AL Xt 0|F 0| I=4E

e

237} Insufficient permissions to modify computer accountZ BHEHslEd AB MM F
ofl 2238t ServiceAccount O|§0| 2HIEX| b2 & JU&LICt

1. AWS Z£0{ A Secrets ManagerE L|C}.

2. directoryserviceServiceAccountUsernameE &&LICH 2o ¢t 5 &= 0{0F &L
Cl<stack name>-directoryservice-ServiceAccountUsername.

3. Hotets & doi M5 HE H0|X|E SLIch 2ok &5 ZrollM Hok et s zf AME MEist T
Ht RIAEE ME4EL|CH

4. 2t0| UHIo|EE B2 #HXH A 52l #32| cluster-manager & vdc-controller 2IAEAE ALK
gHLIC}. Auto Scaling2 Secrets Manager2| %41 Zt2 AFE3104 M| QIAEAE Al FerLct,
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=& 202l 3: 22 E ServiceAccount &3 2124

2730f Invalid credentials7t EA|E|H A M Sof =238 ServiceAccount ¥ 27t SHIEX|

g &= JUsLct,

1. AWS Z£0{ A Secrets ManagerE L|C}.

2. directoryserviceServiceAccountPasswordE &&L|CH E0F ¢t S &= 040k &L
Ct<stack name>-directoryservice-ServiceAccountPassword.

3. HotASE Ui MF HE HO[X|E SLICH 2ot &5 ZfoM 2ot & 5 g AME MEist T
ot EHIAEE MEISHLICE

i. AWS Z£2 21 Secrets ManagerZ O|S &tL|C}.

i. directoryserviceServiceAccountPasswordE &&LICH 20 &5 = 040k &L

Ct<stack name>-directoryservice-ServiceAccountPassword.

ii. EototsE Hoi M5 ME 1 0|X|E EL|Ct Eot b5 ZHolAd 2ot ef 5 Zh 4 A
ENSH OIS et EIAEE MEHEFL|CH
iv. HEZ MEfgrLCt

v. ServiceAccount AFE XS] M f 5 & MHstn XME S MEfEfLICH

5 Zf2 HOlo|EFt B2 A A Sl 39| cluster-manager & vdc-controller 2IAFHAE
gtLICH Auto Scaling2 %4l Zt2 AF23510 M QIARAE A|ZFgFL|CH.

Mx| EX
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% x| 2R E Q& 4 CloudFormation AEHO| &K E|X| &F &

O

ot e =& x| @F 2 QI8 <env-name>-vdc CloudFormation AEH AFA|7} AIfste 2L
vdcdcvhostsecuritygroupOle &2 AFE5t0{ RES i MEY E= Hot IS = AR E
Amazon EC2 QIARA MELYU = UE&LICH AWS .

E siZdsle4™ ot Alo 2 A|ZHEl B = Amazon EC2 QIAEIAE 2ol S22 8FL|Ct o C}
B34 MANME M = U&LICH

274 MAd =0l CIDR 22 ufeto|E{o| @77 e L|Ct.

st732 Aais mj SE AEH7} [ATH]Q! CIDR 22 miatole{of Chet 2§ 7t LhEbLICH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.

F7] 2161 of| & E|l= Al x.x.x.0/24 EE= x.x.x.0/32]L|C}.

ol

E2XE siZd

ok

3 44 & CloudFormation AEH A4 Alnj

r

HTS WA YOl BlaA M Shejo| WREFLICH YL EHOIME B EXTH L5t
A
T

I:I
—
CloudFormation AEH MAJQ| Almlgt

2

ol

ol B2 AR|SHT A4S CHAl AIZBLICH i CHE 2ITolM A4S CHAl AIZE 4 UL

.
ffo

CI2 873 A MAHO| ATHST CHE @R 7 LMsHE B2 AABA AR & Z2H[X{E Fof
Amazon EC2 |7} ofl7|x| 57 w48 H7| (2 4 esLict,
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AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration

= —_ -  L—

1. SSM &Ej ZE|RFoIM T X|7F M E|o] UEK], ZE QUAEIA CHEH THX|7F M E|o] UK &
oIt

2. SSM RunCommand/Automation A& 7|50 M ZHX| 21 SSM EA{ 2| A O] QIAEA A|ZtD}
Ux|St=X| &QlgL|Ct

3. #Z2| Amazon EC2 QIAEAN| CHst 21 mAUMMH 2L QUAEHA ZEZE AESI0{ ZTEH|XMYE
F0i QUAEAT RHEEIZ = XR| E QIS L}

x| MBLZ Qs EM7F & Alet B AR = 2|4 158 0 RES QIAHAO| CHEH THR| M8 2 X|
O

e 858 el X

Single Sign-On(SSO) & At3 &8 #E[et HHE CHEE L EMle ¥ RE FHo = Qs wlgtLIct
SSO T4 Mo CHEt RHMlEt L8 2 Chg 2 FERSMR

« the section called “IAM Identity CenterE AF&3}04 SSO M%&”

+ the section called “SSO2 X3 5H I ZAF L4

A 58 grEet ZHE CHE EXME sl ZstcdH ChE X ol 2 FXE HZ st L.

A
+ iam:PassRole2 T3S 5 QS E[X| S
« L AWS 74|JH 2|'=' Of A&7} 2| A A0 my Research and Engineering Studio0ll AWS 4 M| A 5t

- A 200E mf HA| 2391 H0|X|Z SotZLict.

c EIQS AZE M "ASKE RS TRl F &M
« A& XE7} Active Directory0ll F7HE|A X2 RESOIM F2HE

- HE 48 I MEXRE MSE = S

HH 5E gel 26 155
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 CloudWatch cluster-manager 20| 27| Mgt =1} @7

iam:PassRole2 &35 CISL|X| oS

lam:PassRole &S + 8 HEH0| QICHE QR 7} +AlE|H oi8rg RESH MT Y 4 UEE YMg

x|
oid|o|E &l of BfLIC}.

U AWS MHIAS AFSSHH Af AHIA OI8F = AHIA 478 018 MASHE CHAl 71 &2 3
o MElA0| HEE 4 UALICH 01T st AL K7 ME|A0] +
x| 2lofof BHLiCt.

CtZ oM 27 = marymajorgte= IAM ALE X7 2£E AHE 6101 RESOHIM 2 Y S =3sicin &
SFMEHLICE SEX|BH 2Hd 2 sRSE T MH|A Qg ol 2048t HEH0| MH|A0 R{0{0F & LICtH Mary=

= T o
MH[A0 FgE MY E + Us HetES 7HK| T U] ef&L

4>

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

0| 42, Mary7} iam:PassRole 24 +~&& |
Q8 AL AWS ZEIXIOIH 2OltMIR. BEIRIE 201 A ZHE MIZ 3 AL ILICH

i
=

CHE A ™Mol AF AL EE= =& 9
QU&LICH dstg £ 5 AMzE
0{ S8(ACL)2 X

I.

A HEtE 204 £+ Q&L

MG dolEE{H OIS S E XML,

o ALF AWS A MA M 2IAA0 CHEE HAMA HEHE MZ25HE &
M| ARFHCHE AWS HIZO| IAM AF2KFO|H| HAA HEL M2

=
. BIAL0] CHEF HMIA PBHS EHAF AWS AT HIBsHe WS Yoh2edw IAM ALS MHMo| B
AL AF AWS AHIBO| CHEE HMA FBt MBS HESML.

ol

HH 5E gel 26 156


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb
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A-EXIH UE B2
« AFXE7F RESO] @i %[22 01 ADOY| AEXHE FIHE FR

o ALEX7}F ObE RESH S7(3HEIX| £%S = U .RES&= OiAlZt S7|3tEI2 2 Z|CHERCH
7t ot 8713t = AEXRIF FILE[RF= K] &elatofF & = JU&LICH FA| S718t6te{He| BHA|
E S LICtAFE RE7| Active Directory0ll F7H|QAX|BF RESOIM SEHE.

o AI2XH7F RESO| i 2

1.

Rl

M ojZo| 2HI2H T EIRIEX| &#elgtL|ch RMIEH LI 2 Single Sign-On(SSO)S 28t
=1

5|
2 5% Z25 T4 BHS FEFANL.

(m]

4
o O
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Active Directory0l| At&XHE FI7I3UX|EF RESOl| =2 El A2 AD S7|3t8 E|7atiof &LICH. AD &
7|3t= AD 852 RES #E 22 7tX{2 & Lambda & =01 2|5l AlZtHHEZ S-EILICH B2 et
MAEREE OES F7I8t F O F 87|58t Z2MATE A-E W7 K] X[Q40] &g LICH Amazon
Simple Queue ServicedlAd =522 57|85 AlZte £+ Q&LICH.

S713t ZEMAE +S2E AIFELICH

1. Amazon SQS 22 L|C}.

CH7|QHoIME MEHELL|Cl<environment -name>-cluster-manager-tasks.fifo.

[HIAIX] & L 4=2I(Send and receive messages)|2 MEiEHLICE
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https://console.aws.amazon.com/sqs
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{ "name": "adsync.sync-from-ad", "payload": {3} }
5. MAIX| 2 & DO CtEE =ELIC adsync.sync-from-ad

6. HAIX| &= X7 Dol elo] St BEXtEE LUATLICE ol F=2 0|7 58 O|LHoi| O|F 0%
£ S Z1 getof gt :LE%*II o 3ol FAIELICH

kIIng MAMEHE ZHE|XHO|X|BF M2 M A& I Active Directorydll QU= AFEXIE AL E £ Qi &
45

S A
= T H
ANERTE HEOZ 2IQIsH0F ¥ 4 A LICH M2 B4 ALSKOl CHEHME A & 2L
CF. 243 ALSRHE EHZ0] B H 0l4 229180k BrLICH

CloudWatch cluster-manager 210 M 27| A&t =1t @ F

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch cluster-manager Z 104 0| 2 F 7} &3+ LDAP ZAA0{| M L-I—'?'— o2 AR dIE

£ e £ U&LICE o]l XM E silZ25t2{™ IDPL| Idap AM At AMgte =2(M L.
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. Amazon EFS £ 2 0|S&fLC}.

2. I AIAR SE7H A 7HS QIR BQltLIC

3. I AJAEL AEHTL ALE 715 0| otl AR VDI EAEE AlEfSH7| Tof Z|cHRILICH

Amazon FSx ONTAP
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2. dEf7I AFE 7tSEHR| = Ql'r LIt
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https://console.aws.amazon.com/efs/home#/file-systems
https://console.aws.amazon.com/fsx/home#file-systems
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o & S0{ 20| UNIX 22+ AEUS AH83HE B SMB 220|YEE
Mo 2 Ql5f| 04715 Cllo|E{of| UAMAE = :

AN

=
UNIX 2CI0|MELD 7|2 =7 E AF85t0 =& £ Q= UNI
Tt X2 AHE Al o
Linux /3 2E0{A UNIX AEIU EE Al

T2 sudoer7t CHE ALE X0 CHEH e = U&LICE o & E04, TH&2 /<project-name> C|Z]
E{2]0fl it <group-ID> ™Al e7|/Ar7| HEtE ZE HE{O|H Fo{gLct.

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux 2 Windows Y3 2E0{|A NTFS AEIL E2 A

EY EH 3R 542 A5l 3f HErE2 FUE = J&LICH olE 501 A&Xtuser_012 E
7t F0{X|H™ myfolder, ChangeEE=2| #H&HE Allow & Full ControlReadZ MME 4 Q!
&LICtDeny

Z &2 Linux Z2t0[2E 2}t Windows Z2t0|E 2T 0 AHE5tE{= B9 2 & Linux ALE XA} O|F 2
S Yet MEX 0|F 2 domainlusername2| NetBIOS = MH|Q! 0|F & Al1t 2A35H= O|F OHEE SVM
M5HoF B LICH Ol= Linux AFSAHeE Windows A& AF 7Ho #4435t = of| 2§ LICH RHAIEH LHS
Amazon FSx for NetApp ONTAPZ AI835l0i HE|ZEEZE I EE EHSIE AZTSIMR.

RESO| A Amazon FSx for NetApp ONTAPS MM X2 = HQlof| ZQISHXR| oS

34xH RES 2£0{ A Amazon FSx for NetApp ONTAP2 2446104 m A|AEIO| Z2H|XIE K| =
Mol ZQIE|X| f&LICt MAE ONTAP I AAEI SVME EH Q0| =215t2{2 SVMs Microsoft
Active Directory0il ZQIE & X861 Amazon FSx Z&£ 2| EtAHE [MELICH Eesh HEHo[ AD2
Amazon FSx MH|A HEo| 2{/EIi= K| & lghL|ct. SVMO| =HIQlo] ¥Z Mo 2 X QIE|/H SVM

Qo >dEXZQIE >SMBDNS O|ECZ 0|=E35l04 LIS0| TS 22 DNS O|ES E AL,

Coielol =QIE & 22{AE A DynamoDB Ef| 0|20 A SMB DNS 74 7|& HZEIgrLIC}.

1. Amazon DynamoDB & £ 0|& gfL|C}.
2. EHo|22 MEiEt Ot S E MEHErL|Cl<stack-name>-cluster-settings.

=H
3. Elo|E &= Mol HEE & st oS EEHE UMELICH
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
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shared—storage.<file—system—name>.fsx_netapp_ontap.svm.smb_dns
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6. [Save and close]& ME4 g LIC}.

3 T} A|AEITF G473 ot 1B 0| Amazon VPCE AFSE 11 AJAE GHAA KojolA] HEE

-4 = = —
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Ei RES REE 1Y AAH 7152 AR50 THQlo) of0] ZUE 7|ZE YU AlAHS 2EEY £
LI 87 BEOIM T AAR, 2EE T AIARS Mesh |t

A HAE
=S
. Awharol Aef AmQILC

RES A48 H|O|X|of| A A AFQ

MEN7F ATl AR @F 7L st A2t St E2{AE BE|XHod| CH
8t Amazon CloudWatch 21 I &2 =2 0|2

0|= 3504 &2l

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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2 7 e B2 AHM2 2 ZE HEfO|EE AN M TS B AMEE = eiaLct

2. AHAF MM AIZEE & AYLSF AEfTF RESOIM 2 EISE HHP=X| SQIFLICH AYAF MY T
EMAE 2[CH 5~1020| 2 ElL|Ch AHAF 22| I 0| X|E CtA| EE5t7{LE HE S0 AR AFO] 4
3Mo 2 HMEIRI=X| =HlgLct o|FH st MY E AHLF0| 25 AEN7F ELCH

lza}

=A

- Y QIARHATIQIE EE HWHM Y OF

M 27 HAIX|2H Z2 EX7F Ul LIEEFLEAHLE AT & MMol| A28 + i 4 Ql=Zel
Amazon EC2 QUAEIA| EX7} U &= USLICH
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- DCV 1|._=| ol @22 0| HE ofo|2E 228}
- MEs *._*E—'.*%FL_lq

Ol& 3 & Windows 212 A|=7t Aufst T "AZ0| ER&LICH ME 2R

Ul 28 “01Z0| ZHALICH T8 2= Windows QIAEA0M QIEAM ATt BAE DOV Mt £
ZEQJoie| M2 It WY = JU&LICH
Amazon CloudWatch 21 &2 CI23} FASE HIA|IR|Q &4 @14 A @FTE 7|88

<envname>/vdc/dcv-connection-gateway & U&LICH

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0): [s/n: OE9E9C4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-1f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Error in websocket connection: Server unreachable: Server error: IO error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

O| B2 SSM M| ZtE[XHE A& 8104 Windows RIAR A0 CHEF QIAS W1 CHZ 27H2| QIE A &
oA E M7Hst= 20| sl 2 YU + U&LICH

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir
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[

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name

-a---- 8/4/2022 12:59 PM 1704 dcv.key

-a---- 8/4/2022 12:59 PM 1265 dcv.pem
IOl At S22 ChA| MM E|o{of 5tH £4& 14 A7t A3 &= JU&Lch
ol o 2 FA|7t SHZAX[ Windows LA Z 2| M AlZ oM SLE @F7 7 M= BR AZE
?of ABH MM &8 ALE5H0 =™ E QIAEHA S| M Windows 2L E 0| AEHZ K HHE Q1B M
IhUZ MMBHLICH 0|2 QI8 AT ROl AR I e4Z40l| AL E £ Rl Windows AZE 0] AEHO|
AMAME| A OIAL_||:|.

oo =T AAHE

I 2H[M'E & EjolA HE VDIs

Cla3 & AlEO| #t2[X UMM Z2H|XM'E dEiZ2 R X|ZlE < 048] 7HX| O|R 7t /€ = A&LICH

21012 HOISHHM HIATE QIATAL 21 IUS ZAST 2XIE Yo £ s 2R E HaL
C}. o] EMolls §8% 21 % o[HIE K AAZH: 20|E0| KIRE MMl 2 HEvt X3E 2
|

T utel 2l Amazon CloudWatch 21 28 S £ 0| Z£gtE|o] /& LCt.

« AHZ2E AMIID7} AZEQ|0{ ABICZ SEL|UX|P RESOIM R|HE|X| SE&LICEH

Amazon Machine Image(AMI)0l| 2R3t of & 74 EE= =77t QI0{ REAERY Z2H|XE A3
EEE 225X ZRHELICH Linux QIAEARL ZHE
o= O|et HHE Rt HEI Z&E = UE
RES H&3 & QAHANM 2 S3HK| 24 E =
gl

« AMAEX XE AMIOIM Windows 7H& OIATF QAEAE AZE = AL XL CIO|EH A3 RIET}
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EME siZaste{H AMIE ddot= Ol AFEEH 2el 7ty a3 & QAE A0 ZERIZ
PowerShell 3 &2 L1 Ot FES AL

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule

I O QIARIACA M AMIE MAELICH M AMIE ALS5t0 AZES 0] ARS SS5D L}

S0l M 7t ClAZ &S AIRE = J&LICH Z2H|X Y HEIZ |fX| k= lAHANM SYUEHE

WS AYS D QAHAS KRB0 7HY HIATE MMS £HE £5 QIX(TH ER TAE AMI
X

oM CHE 7He CIAT S E AIRE M SYUS EXTFCHA| 28 LT

Jtset EM1: & ot AlA"Eof CHE POSIX TetE 7HE AFEXHE QI8 CIREE|7F U &LICH

Ol= CH& AlLtE|R7t &2l A2 2HstD e 2XMY = A& ch
1. BHEZE RES T2 2024.01 O & &L
2. RES AEHS HiE 5= S0otol| CHE 40| 2 M™EnableLdapIDMapping =R &LICHTrue.
3. RES AR HilZ Fof X|HE & U A|AEO| RES 2024.01 O™ HTAO|M A EIURHLIFE 2
EnableLdapIDMapping &HEE O @0 AL/} ELICHFalse.

Z 0

O

SHA EHA: Tt AAE0|AM AFE Xt CIREEIE AFXIELICE

1. 2HAH Zelxt ZA2E0f gt SSMLC.

2. cd /home.

3. 1s-=, adminladmin2.. 53 Z0| At& %t O|& 1 L XISt= CIZE{E| O|F 2 AE5H04 CIREH

2|E Lt ok gFLct.

4. C|HEEIE MAMELClsudo m -r 'dir_name'. ssm-user & ec2-user C|ZE{E|E At A5t
x| Ot A2,

5. AA&Xt7L ol0| M envoll S7[3HE B2 AHEXL2| DDB E|O|20| M ALSALR|E AFA|ELICH
(clusteradmin A|2]).

6. AD 57|38} A% - E2{AE ZE2IXF Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adoilA &l&stL]|ct.

7. RES ¥ HO|X|0M Error 4E{O| VDI QIAEAE MERFLICEH VDIZ 2 208 LHO| Ready
MEfE TRtE|=X| =elgLct.
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|
* Amazon EC2 QIAEATI LM SRE BHSMOZ F AR LICH
« AD =92 42 2Isl| vdc-controller QIAEAT} =2t S2ILICH / eVDI ZE0i| API &E 2 Q1 AT}

« ZZMEES FTI5t7| Qo AZEQo] ABMS HES ] ECI20 Z=MEJ EA|ZIX| &f

%
« cluster-manager Amazon CloudWatch 2101 "<user-home-init> 41X O} & AFE & &~ Qi&LICH
AEX7E S718HE W7HR] CHZ | " (Aol AL8 %t 0|F 2l B<2)0| EAIFLICH

« 2321 A|Windows ClA3 &0 "A|IH0| HIZE H3t =& LICH BE|Xo7H EofstMR.”
« A/ AD 781 224 E DHCP 24 EX

+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 QIAEIATI E2L£0|MH SEE SO Z E A|ELICT

ClZ g} QUIAEIATI Amazon EC2 2£0M SEE A2 HFEMOZE E AL s A2 Hel2 dat g
20| UE = U2 Q=L QIARA S et Hetd = UELICH CHE2 §HelE &elsis WY
0I|_||:_|.

= .

Amazon EC2 Z2& 0| vdc ZIEER QIAEATI HtEXMo 2 ZRE HEE EAlSiE B X E
Hotots Ejla MEY &= U&LICH RESHAM &E[ste E¢F 2 5ol= 21Z2t Amazon EC2 QIAH
A0 HAZAE 1AM HM[A Ko HEo| YR E AFEE|= Ef 27t U&LICEH vdc HEERH7I =8 0|1
CloudWatch 21 I E0]| C}2 2F 7t LIELIE 2 20t &t 5ol Ef27f SHFE A R E| K| &% 7|
MEY = UA&LICH Eot & Sof ChZ Ef & KI™-F5H oF ghLict.

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

0| @ 70f ci& Amazon CloudWatch 21 HA|X|= Ct=21F H|& st A E A= L|C}.

An error occurred (AccessDeniedException) when calling the GetSecretValue
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ALE X

FCl2
160215750999:assumed-role/<envname>-vdc-gateway-role-us-
secretsmanager:GetSecretValue on resource:

el =T
operation: User: arn:aws:sts
east-1/i-043f76a2677f373d0
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
because no identity-based policy allows the secretsmanager:GetSecretValue action
IstL|Ct.

is not authorized to perform
st
g R |

Certs-5WI9SPUXF@8IB-F1sNRv
st ¢ SEL

FO|
il

Uj
b

=QlL|Ct. / eVDI 2 E0i API AHEH

Amazon EC2 QIAEAO| EjT
AD ZQI Alml{Z QI5H vdc-controller QIAEIA T} &=Ft
2ol Aot E AIE LCEH
eVDI £ = 0| & El & Qlof| Almistm 23 & Ef AMof CtZ 0| EA|ELICH.
0| 22 C|HZ ol YEt™ol ZZ = EHAE ZE|At CloudWatch 238 12 = ZAlL|Ct (Ol2ts
23 358 3t&L|Ck<env-name>/cluster-manager.)
7tsst 2
J0j A E 7} ZEHEl AR res AE40| MAME | x| E ServiceAccount A2 XL O|& o] ARIJ} 2

HF2X| Insufficient permissions®QIgLIC}

ol
A

21 £9| 0
Insufficient permissions to modify computer account
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com
000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
| ServiceAccount AF& X} O|S 01| HMAE 5= Q
9 B AE AMS MEBHLICH AFSXE O
& BHAE 22X & vde

request will be retried in 30 seconds
S0i A
gLt
E A|ELIC
"ServiceAccount"0{

M

. X-”_T'_
A2 X0]H ADOIA HEE| ZHA| 2 AAEt

» SecretsManager 2 £ 0{M RES H{XZ
&LI|Ct. Secrets Managero| A slid 2ot 3 & &0 A
EO| HRE 42 HES MEiSlo 2ot &5 22 YHIO|E
HEED QIAHAE SEELICH M QIABRAE OHEMOI HEHE &
T F Z|AaA AEH|M MEE Z|AAE ASSte B ALEXt O|F2
OF g LICt. RES HiEZ &0i DisableADJoin It2tO|E{7} False 2 A El < "ServiceAccount"
= Qe HEo| JU=X| =elghuct
169
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https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
https://console.aws.amazon.com/secretsmanager/listsecrets

27 A AX|L[o{—™ AR AEXt7tol=

ElAIEXF o|§o| HEK|OF 20| IAE I ZEEl Invalid credentialsZE S 248 &
x o

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', ‘'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« Secrets Manager 2&01 &%
09 env 4 Foil 2dFt &=
<env_name>directoryserviceServiceAccountPassword)E MEH5I T lut &l

= MEfErLICH

- 257t Sdt2 @18 E Active Directory0ll M 237t BFRE[JIZ 5= U&LICH HX] Active
DirectorytlAM &% C Aoilo|EsHoF gFLCt CIHEE| ME|A Z2£0

=
= =
M Active Directory2| AAEAt &S & MAEHE &= &Lt

[e]
Ol
M
pal
=
>-
>
i

1. SE3 CIE2] D MY

2. M, MEX &= MY g MENE TS ALE X} O|&(0dl: "ServiceAccount”) ot M 2t Z 2 F A

3. M2 MYet 257t o] &5 o CHE A sl Secret Manager 22 & 5 (04:
<env_name>directoryserviceServiceAccountPassword.
4. TN F{AE EERH Y vde HEER QATHAE ZSEFLICH M QIAEAE QHHXOI A Ef

2 E A|IFLCE.

Ol ZXl= AMHEX HHE ADSt S718t5t= Aot #tEE Chg 2XIQ 2H710| /JUE += JU&LIC o 2
M7t LIEFLFH 2 2{AE ZH2|XF Amazon CloudWatch 21 2 &0|AM 2F "<user-home-init>
account not available yet. waiting for user to be synced"& &?QI5l0{ ¥H2l0| 5L
8HX| EE= ZE 0| U= K| 2 elE L ct.
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https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

cluster-manager Amazon CloudWatch 2101 "<user-home-init> H’H& Ot % Al E
A&LICH AHEXI7F S7I8HE WK CHZ| (A0l AHE XL 0|& 2! B2)0| EAIE L
Ct.

SQS F=A7F ALE 0| ALS A Aol AZ8E = 97| 2o £ FZol HH&LICH ol 2EE
AER S713t B0l AEXE 9l & Tt AlARE Hdsiedn & mf E2[7{E LI
AEX Aol AZE = 9lE Ol E AE 2! ADOI| CHsll RES7H SHIEH FE=IX] 2E%7]| HE Y

£ Q& LICH BI/RES 24 MAMo| AFg = Serv:LceAccountCredentlalsSecretArn t2ko|E{ 7t

SHHE 20l ofLIiE =+ U&LICH

27921 Al Windows COIAT 0] "HH 0| H|Z E3tE|RA&LICH B 2Rt 22|5tML.”

AERE7E &2 3ol ChA| 23018 = glE B SSOE Sl 843322 E2I8h & RESO CHSH
TSE ADOIM A A7 HIE HEH 2RSS LIEHE & J&LICH

ADOIM AL R} A'HOl HIE H3tE E9 sSO = 2lo| AlmgfLct.
Q|F /124 AD T &1+ #H#AE DHCP &M ZXi

Kt Active Directory"The connection has been closed. Transport error"OlA RES
E MEE M Windows 7t HIATEMM 27 7t &5t H dev-connection-gateway Amazon
CloudWatch 210{| A CHS 1t RALE E5S FHIFLICH

Ik

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

P

aior grLct.

Ojo
fjo

g o

[o][]
rir

XtA| VPCL2| DHCP SMof| AD EHQI ZHEEHE ALS

1. AmazonProvidedDNSE 5 T HQ! ZAEE 2] IPsof| F7}+&L|C}.

2. ZH?l O|EE ec.internal2 X &rL|Ct.

o47|[od of|A|7F LE2F /& LICE o] 7+40| g2 RES/DCV 7} ip-10-0-x-xx.ec2.internal EAE O|&§2
37| 201 Windows CIAIF0|AM ME LF 7t wr gkt

Firefox 2/ MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox & HEIRXE AF25IH 74 HlAIE HAZAS A E i
MOZILLA PKIX_ ERROR_REQUIRED TLS FEATURE_MISSING 27 HIA|X| RS0 EAIE £
L|C}.

m>

|
A

>0

24012 RES & M7} TLS + Stapling On2 2 M | X|2 Stapling Validation2 2 S& st X| 27|
[ & I L|CH(https://support. mozilla.org/en-US/questions/1372483 & X

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X|&l0]| [tt2to| E2X|E i

Zg =+ A&LCh

Env &t A|

A
+ res-xxx-cluster AEHO| "DELETE_FAILED" & EHO|1 "4& 0| R 25X A HL} =& += QIS" 2F

EOl—H EOE Al-x-"oI-A 8’-\I|C=I>

. Ej. /\xl

- VDIEICIREE

« Linux EC2 QIAEIANM 2O CIREE

« Windows EC2 QIARHANM EJ OHREE
» WaitCondition 270 CH§t ECS 21 =&
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

res-xxx-cluster 2EHO| "DELETE_FAILED" #Ejo|T "2d& 0| K5 5tK| &Lt =&t

Aolon o023 Ol AEOE AX|E & Qi

"res-xxx-cluster" AE{O| "DELETE_FAILED" #Ej0|1 £S5 02 AMX|e £ Q= AR CI2 HAHAE &3
5hod AFA|E = U&LICH

O| "DELETE_FAILED" §EfQ! B2 HX ABHE =S 22 AMKs EAA2. AR AXE FHlst=
Hif FRE7F EAIE & U&ELICH ANE =g LI

Aol iz ZQdt ABH BIAAE DE AX|SIHEIE EEE 2|AAE MEISHE HIAIXK|7F AS EA

2 £ Q&LICH 0| AR DE BIAAE "HEE B|AAE MEF T AK|E MEHEHLICEH
CISO 22 2771 EAIE = U&LICH Role: arn:aws:iam::... is Invalid or cannot

5, ABi2 MISHE O TR E AZ 0| A% Fof HX| AMEIASLICH O 2HIE HZsHHH A O
52 SALBILICH IAM 242 015304 CHR T 22 TatOIEIE AFSstod SHT Ol ol A& Mt
Lict

. AZIE 4 2l AE{E| RO AWS MHIAE MEFLICH

o A2 AMBHO|ME Use cases for other AWS services MEHSIL|CICloudFormation.

Ct=2 2 MENSHL|CH 298 'AwSCloudFormationFullAccess' 2! 'AdministratorAccess' Het2
L2 oqsHof gLICt. AE I O|X|= CHS 1t ZHolof &L|CH

g'l_-
A
o
o
pal
12
ok
mo
0z
0%
ro
o
ol
1z
pal
ok
4>
0
Iy

1A CHS CloudFormation &£ 2 S0171 AEHS AFK|
LIC} Olx|2Zo 2 IAM 24 2 0|5 5tod MAlst st

23 43

EC2 2&0iM EC2 QIAR AN 20!
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Q17 A QX|L|o{& ARLC|2 AEX}F 70|E

« C}2 X|=of el Linux EC2 QIAE aoﬂ 27918 C}.

« Ct= X|Eof [F2F Windows EC2 QIAE AN 2221 LICH 23 CHE Windows PowerShell2 €404
HHEHZ A™ELICH

1. Cluster-manager: Ct& 2|X[0|M EB{AE #EIRIS| 2O E 7tXet E|Zo| g LICt

a. CloudWatch 21 22| 2& 23 /L|Ct<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEAO| /root/bootstrap/logs CIEE{Z|0] Q!
= 2E 2OLCt o MMo| Al £&201 = "EC2 2&0|M EC2 QIAE A 23 21"0i Ao
2= X[Elof 2t eIAE A 23 QIFFLICE.

2. ™_controller: Ct& 2| XA vdc-controlleroll CHEF 238 7HX{Qt E[ZH0f| @42 &Lt

a. CloudWatch 21 2 §°| 2& 21 ¢lL|Ct<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIA 9| /root/bootstrap/logs CIEEZ|0] U E
ZE ZaelLct. o MMo| AlZ 2Eo] = "EC2 2&0M EC2 QUIAE A0 2 2I"0f| Ao o
A X|&of et IAEA| 2a2lEL|CH

238 & 7t XE ¥ & StLFE Linux EC2 QIAEIANIM 2O CI22ZE MMO| XS [MEE
ZielLICl 2 E O|E2 QIAEA ol LICH

S Amazon EC2 QIAEIA AlEd
MEXI7 M4 0| 0] @I VDIE AlZHSH 732 Amazon EC2 240 A QIAEIAO| VDILSHE O|EL
QlL|Cl<env-name>-VDI1-<user name>.

Linux VDI 21 =&
O| MMO| A2t 220 = "Amazon EC2 2£0|A EC2 QIAE AN 221" AZAE X[&of [}

2} Amazon EC2EC2 22 0{| M & Amazon EC2 QIAEIAO| 22218 L|C} VDI Amazon EC2 Q!
ABAO| /root/bootstrap/logs & /var/log/dcv/ CIEEEI0MH 2E 238 7FKSLICH.

BEOE MM = ] = L= 830 WE2EESHCI2 HY|0|M CIH_E2ES
CHS EHAlof et 8 CIEE 2| 2E 238 7IM2 O YZEE =

1. Ot EtAol| 2t /root/bootstrap/logs CIEE{E| of2iod dev 2

HF

WJLICt O|E <l
LICH.

I[I>

SAHEFLICH

sudo su -
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

7 A AX[L|oF AFCIR AEXt7tol=

cd /root/bootstrap
mkdir -p logs/dcv_logs
cp -r /var/log/dcv/* logs/dcv_logs/

2. O|A| Ct& MMof| LI E CHAlof 2t 2aVDl 2O 2 EEE CHREE gL CHL

Windows VDI 21 =%/

O| MMO| AlEF 220 QU= "Amazon EC2 E£0IM EC2 QIAEIA M| 22Q1"0f 1A E! X|&of| [}
2F Amazon EC2EC2 &0 M siE Amazon EC2 QIAEIAN 2 QIELICH VDI EC2 QIAEA9|
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIHEZ|0|H ZE 2
a8 7S Lich,

238 71 YWY & 5tLt= S30l| YZ =6 CHE H7|0M CHREESH=E ZAL|CH o= 7|
g C LIPFE EAHE [ELICIVDI 2O CIREE.

1. S3HMAE SHEBS TS VDIEC2 QIAHA |AM Q&S UO|o|E&LICH

2. EC2 24 Z 0|546l04 VDI QIAEAE MENSHL|C}

3. A8 32 1AM g MEfshL|Ct

4. HE FIEFCIR Mol HEt A MMM HHM HAZ S MEHSEH CHS AmazonS3FullAccess
MG MEdFHLICH

5. T& FIHE MEHSto] S HAMS 1A FLICH.

6. I CIS VDI Sol ek ol LIFE EHAlol el 238 CIR2EE 8 LCH ZE 0|2 QIAH
A O|FLCt.

a. Linux EC2 IAEHAO|IM EO CFR2EZE Linuxd

b. Windows EC2 QIAEIA M 21 CFR2EE Window

7. OIX|2to 2 «ds2 WEISH04 AmazonS3FullAccess A4S X|HEHL|C.

® Note
2 E VDIset S8t

ro
>
<
12
ot
1o
:

8Lt <env-name>-vdc-host-role-<region>
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EOECIRECEE EC2 QIAEHAN 2ZOQI5t0 OIS HHE ARSI ZE 238 s3 HE0| YEE
st|C}
= .

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

O 03 S3 E& & 0|835t04 0|F0| 2 S M= o|Fof YR8

k=]

<module_name>_logs.tar.gz It¥E <environment_name>-cluster-<region>-
<aws_account_number> C}2ZEgL|C}

Windows EC2 QIAEIAOAM EO CIREE

ZOE C22EE EC2 QlaHAN 2O0l6tn Ohg BEE Astod ZE 238 S3 HAM ¥Yz2=
gLt

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath
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017 U Ax|LjofE ARC|2 A8 7hol=

O CHS S3 2& 2 0|s3sto{ 0|F0| @ HA!E MEist T o|Hof| Y2 =8t
<module_name>_logs.zip I}¥E <environment_name>-cluster-<region>-
<aws_account_number> C}R2 2= &L|C}.

WaitCondition 2 F0i CHEt ECS 21 =%

1. H|ZE ABHOZ 0|55l04 2|AA EHE MENSHL|CI

2. HHE - ResearchAndEngineeringStudio » A %| 2 2|Xt - %] - CreateTaskDef -
CreateContainer - LogGroup2 &%&st1 21 25 ME509 CloudWatch 212 iL|Ct.

3. Ol2aaEdM = 238 7}X{SL|C}.

oz &4

=5

. X745 TR0l ChEt Q15 @S X2l 1 ole 7 2101 92 Ay

. 02 A8 7|22 37} HE5HX| &S

A7 5 SIR0I CHE 015 RS MY M oIR B4 2101 & ¢y
25

olg AlZshn A7 B TIRH0M CHEt 915 LS MEIY [ of7|X| 2 ST WA o
o

a
7t B2 E = QI&LICE Ol 2Qlsted= ALERt2| & 3 = Active Directory AH|A HEHY &=
L

MR

1. CIMEE] MEIA ZE0lM ASK U MulA AN %28 MAELIC
(o)

2. QoM 2dst M 2 Z ol UX|SHEE Secrets ManagerolA MH|A A ¢S5 E of|o|E&LIC}.

 Keycloak AEHO| 32 PasswordSecret-...-RESExternal-...-DirectoryService-... & Microsoft
Active Directory2| &%

o= 2 177
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager

7 W elx|Lo{@ AL M-EXL 710|E

- for RES: res-ServiceAccountPassword-... & A&H: Active Directory MH|A HAHE &5

[}
3. EC2 Z£Z 0|&35t0q cluster-manager QIAFHAE ZSZFLICH Auto Scaling 22 A QIAEA
O|HHZE RI5o 2 E2|HErL|Ct.

o= AR FIZ2F7t 2 SotX| AZ
2X

F|1223 MH7} SE5t0 MBHE CIA| A|ZHE [l QIAEIAO| |P7} HHAE|H 7|2 237} SCHE £ Q)
&L|Ct RES ZEo| 20! H|o|X|7} EEE|X| Sf7Lt SHAZIX| St= 2EE AEfE HEL|C

ol

—

ste4d 7|

r
A
[k

Keycloak% Mo HEE 5
& A WELIC.

2tE AMAI5H D Keycloak A B4 AHHHEZ Sl oF &FLICt Ct

1. Cloudformation2 = O|SgfLICt. 047[0f & 79| 7|2 =3 &4 AR{O| H A[ELICH
* <env-name>-RESSsoKeycloak-<random characters> (Stack1)

<env-name>-RESSsoKeycloak-<random characters>—RESSsoKeycloak—* (Stack2)
2. Stack1S ARIBLICH B8 AHS AN steHE HAIXIZE EAIEH o8 Meistod 53 A=g 4
~gfLict
AEHO| 25| AKX E[R= R = lELICH

017[0 A{ RES SSO Keycloak AE HIZ 2/ CIR2 2 E=FL|CH

4. ANE AEMD Mt S US ot2t0lE 442 AF851040| ARNE =S O = HZFL|CH AEH 24
> MEAAAMNSEE) > 7IEHES ME L HES 0t YEEZ 0S5 5104 CloudFormation
ZE0| M B ZEL[C AMK|E ABD S U= E ALE5to E mf2t0|EE U= EL(Ct
CloudFormation 2& 0| M ZE{E #4351 mi2t0|E Bio 2 0|5 504 ALK = AE—'.*OHH olg{st &
HE 2 = UAGLICH BF 0|F, 7| mlof & 7|et ut2tOlE{7t e A= mietO|E et YX|st=X]
Eolghct.

MI A8 EH|7H 2 ALICH HixZEl AB0| =3 R0l M

o= 2

0
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https://console.aws.amazon.com/ec2
https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/res-sso-keycloak.yaml

o471 gl ollx|L|o{Z AEC|Q AR} 7tol=

erg4sl 2

o 2 2{El 22X 2024 .x

+ (2024 8E) 714 HIAZE0| R E HZ! ARN 2 AFEXF X1 HF AL Qe 2171/A47] Amazon
S3 HZIS EXHSHK| &

\l
40

+ (2024.06) AD O & O|F0i S8io| Z&t=l 3

* (2024.04-2024.04.02) VDI RQIAE A O 23gtof| AAL(X| &2 NS E 1AM Tt FA|

*+ (2024.04.02 O|3}) ap-southeast-2(Sydney)2| W

* (2024.04 2! 2024.04.01) GovCloudo|A RES AtA| Aluj

*+ (2024'H 43 - 2024.04.02) R{E & Al Linux 7+4} ClA3 0| "RESUMING" & EHOM HE = US

* (2024.04.02 O|3t) SAMAccountName &0l CHEXL EE= S EX7F X2 E AD ASXHE
stotx| &

* (2024.04.02 O|3t) & SAE| HA|ASHY| @8t ZELO|H! 7|7t B EE[UR&LICH

« (2024'A 6% O|™M) AD 5713 B0l & H7I RESO| S7|8HE|X| ot S

+ (2024'4 62 0|T) CVE-2024-6387, RegreSSHion, RHEL9 3! Ubuntu VDIs2| 20+ F[of 4

[T

indows NVIDIA QIAEIA T} A|ZRHE|X| O 2

(2024'A 88) 714 HIATE0| FE H{Z ARN L AFE X} X MFAZE UE HT1/ArT|
Amazon S3 HHZ! 2 EfxH5HK| 28

H M

Research and Engineering Studio 2024.082 £ E HZ! ARN(F, ) & AASA X|H HF
MEZEME O|§ £ ZZME O|§ U AISX 0|F)E AFSE I 7t4 oA E Q=
(VDlarn:aws:s3:::example-bucket) QIAEIAO] 17|/A27| S3 {2 B A 5tK| Z & LCt.
= HA 742 33 Z2 &L

ol 2xlel 4 PNR

oY
mjo
n o
aQ

17| &

o MEFAZEHHZI ARNSG| L8 QI 217|/A 7| HHZN(F, arn:aws:s3:: :example-bucket/example-
folder-prefix) & ArE Xt XY HFAZEME O|F E= ZE2ME O|F L AEX 0[8)

« T E HZ! ARNO| UXIEH ALK} X HFAZE Qe 47142 7| HZ]
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VDI RIAEAE Z2H|X'Ist Foil= ST S3 HZlol| X[™HE B A C[E2[of 30| BRI X| i &
LICt. vDIo| B R CIHE 2|7} JUCELE CIEEE[= H|o] /2 HZA!S| 4R LHE 2 Z &SR] &L

Al&3stod ClAHE 2|0 It UE MH @F 7l Permission denied, unable to write
a file &dlstn U 2EIX7} Y S3 HA!O| YEEE|X| t&LCt

2t3}

1. x| 232 E L ofx| ZtL(patch.py L s3_mount_custom_prefix_fix.patch)2 CI2Z
CotedH oS BEYE ASSI0d <output-directory>E x| A3 RE L x| oUS CIRZ
c & C|&EE{2|<environment-name>Z HIt 15 RES &7Z 90| 0|E 2 Z HtELCH.

2024.0801EBF M FL|CH.
b. IfX| A3 ZE0|= AWS CLI v2, Python 3.9.16 Of

4 3 Boto37t R ELCt.
c. RES7IHiEZE A &l 2|T0f CHaf AWS CLIE #4351 RESOA

MAE 70l & 4 Qe
Amazon S3 T™&HO| JU=X| = elghL|ct.
OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>
mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch
2. x| A3 ZEQ} x| LtUO| CtREEE|= C|HEEIZ O|SELICH CtE X BHES AdeL

CH.

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. B39 714 oAaaE ZHEE](vde-controller) QIAEIAE ZE235l8{H CHS WS AdEtL|CH
(Ol ENVIRONMENT_NAME #HE 1 Himl| Bt 7|0 M RES 42| O|§2 & 0|0 4

4TI 2x| 2024.x 180


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

Zzto[s! vPC dH ol B2 ot MHSHX| b2 B <RES-EnvironmentName>-
vdc-custom-credential-broker-lambda &<2| 4% O|E1
AWS_STS_REGIONAL_ENDPOINTS g(O| Environment variable @I& F7I5H 0}
Ctregional. AtAIBH ME = Z42|El VPC HIZ E |8t Amazon S3 HHI AP Z7HE & X
StAlL.

4. O|EoZ AlRSIE CHA OE0| M4 <RES-EnvironmentName>-vdc-ext MEN7} £|H FE H
ZIARN 2 AL A X|H HFAZE UE 2471/A27| S3 HZIE SHIZ A OIR*ESHE M VDIsE A%
SHoF gFLICt.

(2024.06) AD 11 & O|Fo0i Saio| 7=l 3

40

|
AD Z1&0f O|§0f o] Z&E B2 RES 2024.062 O|T HH | AHAE M K| ZfLICH

Z2{AE #2[Xt CloudWatch 2 (<environment-name>/cluster-manager21 & oteh)oll=
AD 7|3 &of Ctg 277t ZeHELIct

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20}:(user|group)$

LEELCE 2T MES S5t 18 OI8E +8st= RESOIA EAgrL|CH
« 22X A CHEXHASCI EXF A, CHAI-), OFEE() & 2E()RF Z&E + A&LICH
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1. x| 232 E 2 1§x| ©tY( patch.py L groupname_regex.patch)2 Ct2ZE&t2dH CHS &
HE2 A™stodE 122 22 C|EEEl<output-directory>2 HHF* 1 <environment-
name>2 RES &tZo| O|E2 & H}ELCt

a. IIx|= RES 2024.0601 2t M &El|L|C}.
b. IHX| A3 BIE0= AWS CLI v2, Python 3.9.16 0|4 2! Boto37t E 2 gfLCt.

c. RES7 Hi{Z=l AKX al 2|™of Cis AWS CLIE 7436t RESOIA AA48H H{Zlof| & £
S3 Heto| U =X| EelghLct.

§9
rr

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. IR AZBIECQ MX| otYUo| C2ZEE|E CIHEE|Z O|SELICH CHE | BHFES AL

Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. 239l Cluster Manager QIAEAE CHA| A|ZH6tE{H CHS BE2 A ELICH Amazon EC2
Management Consolet|A QIARAE Z2E £ JU&LICH

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

7 A AX[L|oF AFCIR AEXt7tol=

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04-2024.04.02) VDI RQIAE A Of ogtof| HAZE|X| i 2 NS E 1AM HEt FH|
2

7t HATE Mol Z2MEof HEt A 2 MOHE 4535HX| et&LICH Ol
IAMPermissionBoundary It 2t0|E{2 HO|El HEt BAH7I ZT2MEE MHse St T2 M Eoof A|CH
2 2R 447] E JLct

(o}

q
o

=13
=

0ok
jo

7

rir

2024'A 48 - 2024.04.02
&3}

CHS EtAIof 2l VDIs Z2EME| §HE Mt AHE SHIZA 4E55IEE {2 ELICH

a. Il x| = RES 2024.04.0204| Bt M E|L|C}. B{T 2024.04 EE= 2024.04.01E M85t B OF

O|L] A dd|o|E0f cHst TH{E 2! 2 Mo LFI =l EHA|of Wl 81732 2024.04.022 O|0|E
3t 4 ol& L |C}

T AAH

b. x| A3 BIE0|= AWS CLI v2), Python 3.9.16 0]4 2! Boto37+ R #FL|ct

c. RES7} HiZ =l A& 4l 2|™of CHs AWS CLIE 7445117 RESOIA MAISH HHZlof| & = Q)=
S3 Heto| U =X| EelghLct.
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

7 A AX[L|oF AFCIR AEXt7tol=

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

2. x| A3 2 EQ} mfx| tYUO| CIREZEE|E CIAEEZ|Z o|SELICH Ol x| HHEE A
gi<environment-name>3t0{E RES &4 2| 0| 2= HiEL|CH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. O] HA2 AalEto] B-H0M cluster-manager QIAEAE CEA| A|ZHE 1T <environment-
RES #739| 0|&2 2 HIELICt Amazon EC2 Management Console0ll A QIAEAE

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIA T} A[2FE|X]

ore

S|
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7 W elx|Lo{@ AL AMEXt7Ho|E

Amazon Machine Image(AMIs)E E Ao Z RESO|A 7t& HIAZ E(VDIs)2 A&stE ol AFSE
LICt Zf AMIo]|= 2[™otct CHE AZE ID7F U}&LICEH ap-southeast-2(A| = L|)0{ A Windows Nvidia
RQUAFAE A[ZSHE S RESO| 71 E AMI ID7t TRY & E E[}&LICH

ol &

= L

ne 0%

O| QIAEHA FM0f ami-0e190F8939a996caf CHEF AMI-ID7} ap-southeast-2(A|=L|)0d| &
ElLIct CHA AMI IDE AF83H{0oF ami-027cf6e71e2e442f4 BHLICH

7|2 ami-0e190f8939a996caf AMIE QIAEIAE A|ZtlE{D 5t AF2KIO|A I CHS 2771 whM
L|C}.

il

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist

oMl 74 mtUE Zefsto HIE AIst= BHA:

- ap-southeast-2 2|™0{ RESE HHZ & LICt,

- Windows-NVIDIA 7|& AZ E9]o] AEHAMI ID )2 AFE 5104 QIAEIA
Cltami-0e190f8939a996caf.

AlEf

e
-

=13
=

02
0k
mjo
rr

f

2 E RES B 2024.04.02 O|5t7t F&E Er&LCt.

CtZ 2t3t= RES HE 2024.01.010| M HIAEE[RJ&LICEH

- CI3 HHEE ME5Io{ M AZEQo] AB S5
* AMI ID: ami-027cf6e71le2e442T4
« 2 AAl: Windows
- GPU MZA: NVIDIA
« XA AEZ|X| Z7|(GB): 30
- %|4 RAM(GB): 4

e O| AZEQ|0{ AEHE AE35104 Windows-NVIDIA CIAEIA Al

12
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947 2 AX|L0{Z ARC|2

(2024.04 2! 2024.04.01) GovCloud0il Al RES &F A AlxH
|

RES &A| 22 EZ2 &0l UnprotectCognitoUserPool Lambdas LIS & A|E

Cognito AFE X} E0 CHEF &Kl 2 X|E HIE -GS LICH Lambda A&20] 2|3 AlZHE

CtInstallerStateMachine.

L

A& 2|1 GovCloud 2™ 7He| 7[&# AWS CLI 7 %t0|2 218l Lambdall update_user_pool

% &2 GovCloud 2|0 MufgrL|ct,

GovCloud Z2|H0|MH RESE AtAl|ste{n 5t D240l AH CHS @771 2 ghL|Ct.

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
\", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,

VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE Mdst= B AL

« GovCloud 2|0 RES H{®Z
« RES AEH ALK

gt
=

(o}

q
(=)

7

ook
fjo
rr

EHZ1 2024.04 & 2024.04.01

CtS 2t3t= RES 7™ 2024.040 M EIAE QA& LICH.

« UnprotectCognitoUserPool Lambda 7|

« BH HE]: <env-name>-InstallerTasksUnprotectCognitoUserPool-...

o HEIY MY > HE > HEFY MEH python 3.11 -> KM%

« CloudFormation &JL|C}.
« RES AE AK| > DX| 2R 2lAA BEEES MENSHK] oI 2 HEIZ F7]-> AFA .
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7 A AX[L|oF AFCIR AEXt7tol=

(2024 42 - 2024.04.02) MEE! Al Linux 7H4 HIA 3 & 0| "RESUMING" A EHO{|A{

A ol
_I_AAIIZI

T

|

Linux 7t A3 &2 8 E= oofE K| F CHA| Al [ "RESUMING" 4EZ HE = &L

.

mn

QIAEATI R EIE & AWS Systems Managere 24 B2 Al&5t0 M DCV MME MA5HX| of
© M vdc ZAEE 21 CloudWatch 21 (<environment-name>/vdc/controllerCloudWatch 21
JE oteh)oll g 23 HIAIXK|7t FEEII& LT

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

od
o

HF
=

7

ook
fjo
rr

2024'A 4 - 2024.04.02

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

3. QUAEAT MEYE W7HK| ZICHRILICH

M7ty HAzE0| SUE =HM2 JHE[X| =5 5tedH:

(][]

1. x| 23 8E L oix| It ( patch.py L vdi_stuck_in_resuming_status.patch)2 C}2 2 =524
Ct= BE2 AASH0{E T2 E2 C|=EEl<output-directory>2 HiE LIC}.
(@ Note

« I{X|E= RES 2024.04.0204|¢F M= L|C}.
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch

T A XL ARCIR AR 7H0|E

- x| A3 E0E= AWS CLI v2, Python 3.9.16 0|4
- RES7t HiZE HE & 2|Tof CH3H AWS CLIE T35t RESO|A

T = S3 HEro| U=X| FHlgfLct

2! Boto37t

x mﬂ
lI&"
r
[ul

d-et HZlol| &£

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. Ifx| A3 EQ x| TtYo| CtREZEE|E C|HEZ|2 0|SEL|ct o2 mx| Hag A
gl<environment-name>35t0{E€ RES 22| O|E 22 HIT* 1 E RES7} HZ & 2|™<aws-
region>2 & HFEL|CH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. EZEo"HEEDH QAHAE CIA| Al25tE{H OIS HHE S A&S0 <environment-name>&

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[0].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

(2024.04.02 O|3}t) SAMAccountName &80 CHEAL £= &5 EX7F ZEE AD A8
HE S713t5H x| 28

S|

SSO7t %|4 2A|1ZHAD S713F F7| 23]) St MY E F RES7t AD AHEXHE S718H6tK| 2 LICH 2
BAE| 2H2|Xt CloudWatch 21 (<environment-name>/cluster-manager21 & OfeH)ol=
AD 7|8t &0l ctg 2F 7t Z&HELct

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
L. D[ 1{2) [a-20-9. _1+(?<![_.1)$

F = RES7HCHE RF MEE §F 5= SAMAccount Ar& X O|F B =215 7| I off 2 4EhL[C.

o
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rir
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rlo
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rr
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Ral
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2

2+st
1. DfX| A3 B E L 1ix| ot Q( patch.py &' samaccountname_regex.patch)2 CHHR2 2E35t2{H CH=
He MME01E e 2 ClAE|Zl<output-directory>2 HFELICH.
® Note

. IiX|E= RES 2024.04.02042F & F/L|C}.
- IjX| A3 B/E0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37t E L ghLCt.

Al
o
o RES7} HHEZ =l #Z 2! 2|xof CH8H AWS CLIE F 445t 1 RESO| A AAI8H B{Zlof| &
& Q= S3 HEto| UEX| & QlghLCt

OUTPUT_DIRECTORY=<output-directory>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. x| A3 B EQ IiX| ItUO| CIR2EZEE|= C/MEEIZ o|S§LICH O mx| FHES Al
gl<environment-name>35t0{E RES 42| O|§E 2= HiELICH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. ol CH$t Cluster Manager ¢! E._ £ CHAl AlEfotedd ChE BEE A <environment-
name>35t0{& RES &329] Ol% H LICH Amazon EC2 Management Console0i| A QIAEA
E SEE =& J&Lch

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) T& SAEN| HMASHY| Q8 =20l 7|7} R E&LICH
2|

A&7t RES B XM HE 3 A2E0] HMAstT| fla ZEto|8! 7|E CH2EESHH 7|2 &
EX| A&LICH &, 03 £E0| & EE CIREEL|0] 7|7t R & 6tK| A &LICH CIREESH 7
AE O HMASHEAT 5tH AL X0 O 27 7F EA gLt

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)
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2024.04.02 0|5}

Ol HEte X e G UX| 222 ChromeE AIE35t0{ 7|& CH2EE8t= 20| E&LICH

E=FOMES ----- BEGIN PRIVATE KEY----- MMST HIE ol CHE A 22 M504 7|
oelo| HAlg HAE = U&Lch----- END PRIVATE KEY-----

(2024'H 6 O|T) AD S7|3t 50 2 & HH7t RESH| S7|3tE|X| &t &
M MY
GroupOU CH& 22 O & M= RESS MCOHZE S7I8HEIX| et &LICH UserOU

RESE AD IE0|M ALXIE S7(5t5tE4 10 & [ Idapsearch ZE{E MM LICH X ZHEI=
GroupOU I}2t0(E{ Ci &l UserOU ItZHOIEE & Z AFSELICH GroupOU 1 21t AMoM AFSALE
HhEHSER| REFLICH O] S22 UsersOUQ GroupOU7Zt CHE QIAEIAOf| AT 2 A48k |t

O| Xl ZE RES H71 2024.06 0|5t0d &&= O|=IL|Ct.

CHS EhAlof et EXE siZ gLk

1. patch.py 23 Z/E & group_member_sync_bug_fix.patch IIL 2 C}R2ZE35lc{H CHS HHS A
d5t0{ <output-directory>E IS CIRECEE 24 CIHE|El<res_version>E HF 1
E mx|& RES HMS 2 HHELICH.

® Note

- Ix| A3 BE0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37f EgFL|C}.
-| &

- RES7} HHZE Al"E I 2[Fof Cisi AWS CLIE T/dst 1 RESO]
= QU 83 HEto| U=X| Felgict

A3t Zlof &
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

AR 7H0|E

™ 2024.04.02 ! 2024.068F X| e LICH 2024.04 EE= 2024.04.01E Al
42 —H £ x2357| Mol M| 0fo|L Bi Aol ofl LI BHlof et &

O|A

St=
£ 2024.04.022 HUO|O|EE £ A&LICE
RES H{A: RES 2024.04.02

x| CIREE & 3: 2024.04.02_group_member_sync_bug_fix.patch

+ RES H{Z: RES 2024.06

x| CIR22E &3: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>

RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

x| 23 2 EQ {X| It UO| CH22EE[= C|HEE[Z o|SELIC CHE X FEE &

gl<environment-name>3t0{& RES &Z432| O|E 2 Z HiEL|C}

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/

${RES_VERSION}_group_member_sync_bug_fix.patch

3. 4ol Chi$t cluster-manager QIARAE CHA| A|EfSE{H CHS HE S A™MELICH

INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch

7 A AX[L|oF AFCIR AEXt7tol=

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024'H 6& O|T) CVE-2024-6387, RegreSSHion, RHEL9 %! Ubuntu VDIs2| £ 2t F|

Ok Ad

- o

B M

regreSSHionO|2t 1 3= CVE 2024-63870| OpenSSH MEO| M AEE|AELICEH O] FfHdE &
siet 4= Qlooz Hot EAIE 2|l

Al
=
OpenSSHE AL835t= *IéE"Oﬂ é!’—f?i = _’EEH%EF = U&LICH

SAEE S8 SSHE 7M4 OAIESRE 0|SstE Z0|H M4 SAE
&L|Ch 324t ALL RES H{7H0d A RHEL9 2! Ubuntu2024 VDIs(7+H4 O
A3 & 2lZ2hof MEB35t= 7|2 AMI(Amazon Machine Image)= 29t &0l %28t OpenSSH B
2 Mg

I

, 7|& RHEL9 Z! Ubuntu2024 VDIs &t & = URX|PF SAX=E HE SAE| HMASHOF B LICE

E Aol CHEF REAEF LIE 2 0470l M ol

als
39
>
r
ful

RHEL92} Ubuntu 25 ot FF S
o 7| x| E|XHE ALE 504 7+X4E - auaucr.

7|& RHEL9 E &= Ubuntu VDIs7t = 42 ofell IHX| 7|& VDIs X|&EE 2= 0| E&LICH &%
VDIs I{x|5t24H PATCH FUTURE VDIs X|&2 2= Zd0| E&LIC O] X[&EME AT EEE Al
&5to4 VDIsOf| E5HE UOO|EE MB35t W MYHELICH

7|Z& VDIs T{ x|

1. 7|& Ubuntu 2! RHEL9 VDIs& 5 I x|5t= OS2 Had2 AdshLct
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
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aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

22C ¥ C|8EEl<output-directory>2 HH 1 <environment-
Eo 2 HiE L.

(® Note

« I§X|= RES 2024.060{ 2t M-8 FL|C}.
« x| AFEIE0|= AWS CLI v2), Python 3.9.16 0|4 ! Boto37} = gFL|C}.

- RES7} HHEE H"H & 2[7of CHEt AWS CLI A2 & F 4810 RESO|A 248 HZ o

# 4 9l S3 HEHo| QUK EHQIBHLICH

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch
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https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
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python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

update_openssh.patch
ArEstod BtEo| " ZHEED] QIAEAE ChA| AIZFEfLICH

B

0jo
Mo

3. tt

INSTANCE_ID=$(aws ec2 describe-instances \

--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
5| 74

5}7

2% VDIs I{X|= RES H7™ 2024.06 O| & of| B X|HELIC} 2024.06 0| B{T 2| RES &4
oM &% VDIsE I x|5tE4 HA{Q| X|&lo 2t RES B4EE 2024.062 2 ¥180|=7 L

CHH O X B 0| E.

195

4TI 2x| 2024.x



017 U Alx|LiofE) ARC|2 A8 7hol=

DX A

Z} Amazon EC2 QIAEAO|E BE| SEHMeZ F 719 A dlA3 & MHIA(EOlE MH|A) 2to|M
27120 MSELICh of BEE 2EXHE flsH ol2{E 2o[MAE Z2H|X{dstE ol =80| E
LIC}. RDP 90| RDP 20|41 A 10| Amazon EC2 QIAEAO| HZHoZ 2018 4 AWS Systems
Manager Session Manager{ =& MEE = UA&LICEH F7t A HAIE MH|A B2to|[MAT EHR
8 3 Microsoft &&= Microsoft 2t0|MA B2 RE M4 ClATE ALE X CALs= FOH3HOF B L
Ch. Software Assurance7t & 443t El 2 A3 & ALEX CALs2 20| A 0|& 2| 0|F0| Rl 7|
E2(SR) HIZE #8222 AWS 7tX{E2 = U &LICH Software Assurance EE= License Mobility 5 =4
oi0| 2to[AE I = ol CHEr RtMIEF LI 2 FAQL| O MM E xR StMIL.

e B2 EZMO HEE SEMoE HWote Mol /I&LICt o]l EME ChEt 24Ut (a)= HE

NS %"—.QE”F AP%E LICH (b) X ME M3 & &S LIEFHLICE AWS . o 1 @i0| HHEE =

&Ltk 2 (c WS & T ALAZ R E ofHE FHOo|LE EE T MM5HK| t&LICH S2UA E=

2ho| Ml A . AWS xl% o= A—IHIA': EZ glo|“Qe a2 NE2ELict B3, E=E R E S50/ A

HA|IHMO|E SA|IMO|E, ol CHE AwS 21t AMel2 AWS AH|efol 2|5l Mo{ELICt ol EME &=
O

F& LT AWS Qf nZH 7to| B E |k

9| Research and Engineering Studio AWS £ Apache Software Foundation0| A &= £|&= Apache 2}
O|MA A 2.020] 2 zto] e} 2to|MATF EodElLICE

196


https://aws.amazon.com/solutions/implementations/rd-gateway/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://aws.amazon.com/windows/faq/#need-lm
https://www.apache.org/licenses/LICENSE-2.0
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