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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/res-installation-scripts.tar.gz
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Image operating system (OS)
Compatible OS Versions

Component name

Component version
Description

d. T4 24 dd HolX[oM EAM 2H= HolE

QA MAMS MENSH |C}.

AE Xt

oo

=
=

Amazon Linux 2

Choose a name such as: <research-
and-engineering-studio-inf
rastructure>

We recommend starting with 1.0.0.

Optional user entry.

Z2tols! VPC T (M= AHY)
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/imagebuilder
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i. Mol EM EH=EZE 245t7| Moi| tar.gz THUof| CHEH Y URIZF EELCH RESOHA‘I
NS 3HE tar.gz THYS Amazon S3 HZ!of| Y2 =51 B! 40l It o] URIE

AFEFLICEH
i. CHS Y=dgLict.
® Note

AddEnvironmentVariablese= MEH ALEO|H QIZE} SAE| AFEX X|H
BE HLT HeSHK| o2 A MAHE = &L

http_proxy ¥ https_proxy 83 & HHsts G QAEHATI TEA]
£ A835}0q localhost, QIAEA HEIE|O|E IP &4 & VPC AEZQIEE X|H
St= MHIAE FEISHR| RS 5124 no_proxy Zt2t0|E{7F 2 FLICH

or its affiliates.

Inc. All Rights Reserved.

# Copyright Amazon.com,

#

# Licensed under the Apache License,
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the
distributed on an
# OR CONDITIONS OF ANY KIND,
specific language governing permissions
# and limitations under the License.

Version 2.0 (the "License"). You may

'license' file accompanying this file. This file is
'AS IS' BASIS, WITHOUT WARRANTIES

express or implied. See the License for the

name: research-and-engineering-studio-infrastructure
description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
ZEto|8! VPC T (ME ALEY) 23
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- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-
echo -e
http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,

{{ AwWSRegion }}.elb.amazonaws.com,s3.

{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AWSRegion }}.amazonaws.com,ssmmessages.

{{ AwWSRegion }}.amazonaws.com,kms.

{{ AWSRegion }}.amazonaws.com,secretsmanager.

{{ AwWSRegion }}.amazonaws.com,sqs.

{{ AWSRegion }}.amazonaws.com,elasticloadbalancing.

{{ AwWSRegion }}.amazonaws.com,sns.{{ AWSRegion }}.amazonaws.com,logs.

ZEtO|H! VPC A (MEH ALE 24
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{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

amazonaws.com, logs.

api.aws,elasticfilesystem.

amazonaws.com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
amazonaws.com, api.ecr.

amazonaws.com, .dkr.ecr.

amazonaws.com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.
{{ AwWSRegion }}.

amazonaws.com, cloudformation.

amazonaws.com, sts.

amazonaws.com, application-autoscaling.

amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com
" > Jetc/environment

A
4. Image Builder O|O|X| B|A|Z|E 4 gfLICt.

Section

SlAlZ ME HE

7|2 ololx]

ut2t0|E NERHES

B Enter an appropriate name
such as res-recipe-linux-x
86.

{7 Enter a version, typically

starting with 1.0.0.

=L Add an optional descripti
on.

O|O|X| =4 Select managed images.

0S Amazon Linux

o|O|x| 2z|&l Quick start (Amazon-m
anaged)

o|D0|X| ol& Amazon Linux 2 x86

Z2to|8l VPC FA(MEH ALY

25
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Section t2tolE INE=IN
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=
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Use latest available OS
version.

ro
>
rl‘ﬂ
>
ol
0%

- Keep everything in the
default settings, and make
sure Remove SSM agent
after pipeline execution is
not selected.

xrod C|=IE| 2| ol ClElE e A2 [/root/bootstrap/re

s_dependencies

Components de Fd 4 Ct=

mo

Z{Mst T A=

o

L

Amazon & 2|&: aws-cli-

version-2-linux

- Amazon Z2/¥:
amazon-cloudwatch-
agent-linux

« AL Amazon EC2 +M

AT} O|THof M E|R

&LICct Z=of AWS Al

M 1D} FXH AWS 2|

=

=

A HAE Search for and select:

« Amazon #2Z|¥: simple-
boot-test-linux

5. Image Builder QIZ 2} A2 MABLICH
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Section o2rolE A EXE=

o
1
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Cl
o
Y.l

oS Enter an appropriate name
such as res-infra-linux-x86.

Ml
.

AH Add an optional descripti
on.

IAM 38t Select the IAM role created

previously.
AWS 2l 2} CIAEA 3 Choose t3.medium.

VPC, MEH 2 EHot &  Select an option that
permits internet access
and access to the Amazon
S3 bucket. If you need to
create a security group,
you can create one from
the Amazon EC2 console
with the following inputs:

« VPC: QlZ 2} T Adoll AFS

Ele W0 SYUs VPCE

Ct. ol vPCHl=

QIE|L A& HEHO| 2
of

&4: SSH
A ALE R RIH
« CIDR £%:0.0.0.0/0

d. |£ |.__|.LA-| AHA—|% -|E_||-Is|-|__|

n

6. A EC2Image Builder It0|Z2}QI2 MdgL|Ct

a. O|O|x| oto|zgtelez o|Sstod o|0|X| mto| =Rl S MENEFL|CH
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
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https://docs.aws.amazon.com/autoscaling/application/userguide/application-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-vpce-bucketnames.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-interface-VPC.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_sts_vpce.html
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https://docs.aws.amazon.com/sns/latest/dg/sns-vpc.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-setting-up-vpc.html
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Use the infrastructure AMI ID created in the
section called “Amazon Machine Image(AMIs)
ZH|".

Set to false.

Choose private subnets without internet access.
Choose private subnets without internet access.
Choose private subnets without internet access.

You can choose your VPC CIDR to allow
access for all VPC IP addresses.
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https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://s3.amazonaws.com/aws-hpc-recipes/main/recipes/res/res_demo_env/assets/bi.yaml
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
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https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements
https://learn.microsoft.com/en-us/windows/security/threat-protection/security-policy-settings/password-must-meet-complexity-requirements

047 2 QIX|LI0JY ARC|R

ol 2tO|E

LDIFS3Path

ClientlpCidr

ClientPrefixList

Default

aws-hpc-recipes/ma
in/recipes/res/res

_demo_env/assets/r

es.ldif

A 04
= o

Active Directory A% o| £
EAEPNZE EHAHO|M 7K
£ LDIF 2o Amazon S3
Z2L|Ct RIME LHiee
LDIF X| 2 & =stM L. ot
2tO0|E{= HEE Cl|=E{Z]of
048] AFR RIS MA St T
2 0|2 A& LICt

T U 5 E{E GitHuboll A Al
28 £ e res.dif IUS
SELYe)

AO|E 0] HMAE IP T4
LICH ol E E0{IP =4

£ MBSt 1 [IPADDRES
51/32 E M85t ZSAE
EEEO| HMAD FEE
A&LICH HiZ 0| o

O|EE + A&LICH

Active Directory 2| = =01|
CHet HNMAE MSste HF
AL 222 olzdst|C}. B

-1
HEHTA S8 Yof ohzt
AHMIEH LSS 17 ey
MEA S8 52 HRHA
o

35


https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/dir/demo_managed_ad/README.md#ldif-support
https://github.com/aws-samples/aws-hpc-recipes/blob/main/recipes/res/res_demo_env/assets/res.ldif
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-managed-prefix-lists.html
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
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https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://console.amazonaws-us-gov.com/cloudformation/home?region=us-gov-west-1#/stacks/quickcreate?templateURL=https://research-engineering-studio-us-gov-west-1.s3.us-gov-west-1.amazonaws.com/releases/latest/ResearchAndEngineeringStudio.template.json
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",
"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
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"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:*",

"fms:*",

"forecast:*",

"fox:i*",
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"geo:*",
"glacier:*",
"glue:*",
"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"piixt,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
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"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
RES &4
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb:us-
east-1:123456789012:table/{RES_ENVIRONMENT_NAME}.cluster-settings",
"Condition": {
"ForAllValues:StringLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"

"Sid": "RESS3Access",

"Effect": "Allow",

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::{RES_ENVIRONMENT_NAME}-cluster-us-

east-1-123456789012/idea/vdc/res-ready-install-script-packages/*"
}

RES &0l AM23t7] 2IE IAM AE £H 68



o1 2 Qx| AFCI2

AR 7H0|E

EC2 Image Builder 74 24 M4

Image Builder AFHE

T QA ME HEE UL

1. S0l Y=g Mg

2. 0|Olx| Y #A|(0S)0i A Linux == WindowsE A48 L|C}.
3. Y R4 0|F0et Z2 2o|0| U= 0|2 Y ELIClresearch-and-engineering-

studlo-vdl-<operating-system>.

4. TH Q40| HH

| =
5. Hol EMoi otE Mol ntelg UATLICH 2F 7 Erl5t™ YAML T2 S7Ho
o |

THs 40| 2

Linux

# Copyright Amazon.com, Inc. or its affiliates.

#

# Licensed under the Apache License, Version 2.0 (the "License").

use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file.
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND,
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description:
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:

- AWSAccountID:
type: string
description:

- RESEnvName:
type: string
description:

- RESEnvRegion:

RES Environment AWS Account ID

RES Environment Name

1 21Zhstm 7HE

All Rights Reserved.

You may not

This file is distributed on

express or implied. See the License for the

An RES EC2 Image Builder component to install required RES software
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type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
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delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:

EC2 Image Builder -4 24 A4 [
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type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Export-Snapshot-Policy",

"Effect": "Allow",

"Principal": {
"AWS" :

"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"

}I

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AboxrtMultipartUpload"”,
"s3:PutObject",
"s3:PutObjectAcl"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,
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"Condition": {
"Bool": {
"aws:SecureTransport": "false"

},

"Principal": "*"

1. [&'H4F M (Create Snapshot)|2 Z2!8fLICH
2

2. AAIEH Amazon S3 H{Z!o| O|E 2 l2dgtLCt
3. HI Lo 2K E HEE Z2E UM LICL 0 & =01 october2023/232L|Ct
4. ME2 M=

o

5~102 & 2 H4F H|O|X|o| M M2 1 F
IN_PROGRESS0{| A< COMPLETEDZ

AL RSO AFSRL HEH ZRME AZEYo| AT WE Z2E U jY AAHD Z
7h M BHZ30] H4ZEl0] SALEILICH AFS R MM SRIEIX| S&LICH AhA0| 118

42 BlZE0| 78 HEE 2olstof 00] EXfSHEX| HQIBLICH 5 |
M B0l Blas M2 HELCH OlF0ILt 7|8 BRHE S
44 HEE OHE BRE0 B2 BHe 7212 A8l £5E 0|8}

M A48+ |CIRecordName_SnapshotRESVersion_ApplySnapshotID. & EF A B = X{FH
ApplySnapshotID EO|H AHAE MEdlcie= 24 A& AEgLC.

AHLE OHE |70 Boll AN B|AA[ 718 EE FHAUTLICH M 2Z0M AEE =+ gis Ela
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AR 7H0|E

M E740| il 4T} Ch2 AL Alnjsts 9 23 20 9 CloudWatch 2014 AlE HEE 2ol
ol
AA

- O
g & /res-<env-name>/cluster-manager U&LICH ZF 230f= [AHM X B 7t JU&L
Ct AL 2 EF F 0= the section called “AE4F 22" HO|X[0| M AHAFO| HEHE QI £
&L|Ct.
HZlol| HEt2 F7tstE{™:
1. HZ! SFoM EM8E HAS MEfgL|Ct
2. T2 MEdsL|Ct
3. HHZ! Aol HEIS MeistLict
4. HZ HHol CtF 22 FI7HELCE o] ZtE2 A8 Xe| 2t 2 CHAIF L Ct.
« 111122223333 -> AWS AX ID
« {RES_ENVIRONMENT_NAME} -> RES &4 0|&
« us-east-1->AWS 2|
« amzn-s3-demo-bucket ->S3 H{Z! 0|5
JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::111122223333:role/{RES_ENVIRONMENT_NAME}-cluster-manager-
role-us-east-1}"
},
"Action": [
"s3:GetObject",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
]
},
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
},
"Principal": "*"
}
]
}
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7 W elx|Lo{@ AL M-EXL 710|E

/A Important

. ZRHEE 53 ¥ M BZlo| siY ZEHMEO| 7|E 74 HlATE oz}
(VDI) @IAE A 0f EFRAEIX| St LICH HZIS HZI0] 5 o1 Fofgt
2 E oA AIEHE VDI Mol ot EELICH
. S3HZIoIM ZEHMES 947 SHRISHE S3 HHZ/0) CIO|E{= WES wx| oX|gH KA
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Amazon S3 HZ! A7

1. S3HZ! FSE0{A S3 HZIS MEdEFL|CE.
2. EY HFHAM MHE MEHEHL

iu}

/A Important

e HX{ HZIIM BE Z2ME 4742 AN|7H5H0F & L|C}.
« M7 =42 S3 H{Z!2| Cl|o|E{of| W& e FX| et&LiCh S3 HZ!a RES2| A A7
grLict.
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A&LICH 2! F7F Ho|x|ofA ¢7| ME(R) Ex 47| W MT|(R/W) ZEE MEIE £ &Lt
271 &

Read Only (R)E ME45H H{Z! ARN(Amazon ElAA O|8)2| HFALE 7|gt2 2 Cf|o|E A2

7} MEEIL|CH 0o & Sof ZE|X7F ARNS AF2 35104 H{Z2 RESO| F7tarn:aws:s3:: :bucket-
name/example-data/st00| HZIE ZEME A Y ZEME B ¢A5s ZR ZEME AR T
ZME B LHo| A VDIsE AlZtSHE AFEAHE /example-data ## ### bucket-named| Q= CIO|E]
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o olg 4 BLICh ST B2 9IR.0| ClolEfol HMAE 4 SALICH B2 ARNO| HF A7} F7ts]
Xl o2 B9 AT HUE DE ZRHE0M MA HZS AR E + UsLiCH

Read and Write (R/W)E MEASITH oA HHEEH CHE HZ! ARNS| HFALE 7(8tS 2 H|0|E 4

217t A& M ELICH o]l 2Eo|= 22|XH7F S3 BHZlof| H 7|8 HFAE MBE = U= FHSM
0| 2&LICH Read and Write (R/W)E MEHSIHCIS SMO| T8 = EECI2 HFE ME5E
MEX XE HFAI MMHE ASE £ A Eluict.

« AEXRIE HFA A

]]IO

* /%p
* /%p/%u

A& Xt X ololE A2l s

ARt XI'H 5 A0 No custom prefixE MEHSITH AFE AL X'H O|O|E] ZE| @40| HHZ!0| &
JHEILICE. OJ | 514 HHZ/Tt HHE DE Z2METL 97| W 7| HMA HEHS 7HE 4 UBL
Ct. & E0{ Z2IX7}7F arn:aws:s3: : :bucket-name No custom prefix MEHEI ARNS

AM2350{ HZI2 RESOH| F7l5t10| {28 Z2ME A LU ZZME BO} Qs 4 Z2HME
ALY zZME B LHO|M VDIsE AlESHE AFSAHE HZlof CHEE 2B 217| L A 7| HA|A HEt
g Zau

ZZMEH £Z0M2| ool Az
MR XI’E HFA| /%pE MEISIH HZIO| HIO|E{7 HAZAE 2t EH Z2MER AE|E LIC
%sp Hee ii"—*lé ICEE LPEP.=.I—|EP. & S04 ZE|X7}t7t /%p MBE| D OFR E X|&HO| /
bucketarn:aws:s3:::bucket-name®@! ARNS AlE35l04 HHZ!ES RESO| F£7}5t10| HIIE =
EME AU ZZME Bt (A5 B ZEME A9 8K AE /bucketo LS & £ Y&

Lict Z2ME AS| AL At BE A8XF ATt /bucketol &85 g 8 &= Q&Lct 8Lt
AMEX B} ZZ2ZHME BO|A VDIE AEST /bucketE EH HIOIE{7} Z2MEHZ AR L2 2
AR A7 BHd e mhel2 EA|Z|X| E&LICH AFSRE AT BFASH o2 S AL of2il o] S3 Bl o]
M&EE % /ProjectA UXIEH AR BE ZEME BO| VDIsE A /ProjectB [EHOI| A
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AHB R XIE HEAO] /%p/5u8 ME4sHH 70| ClOJE7L 1T ZRMES) ¢ZE 2 SX 22
ME U NBAE AT p WAL Z2HE IE LSLIDE HEX 018 % Ll
oheE x|ol

Ch. o & S0 Z2IXRI7}7F arn:aws:s3: : :bucket-name /%p/%u AEHE ARND}

/bucket@! ARNS Al235l0{ HZIS RESOH FIHELICE ol HEI2 = A

HZAE|0] JU&LICH T2ME A AFEAL AE /bucketOl IS £ = i’A'ﬁL—lEF %p A Ues
=5 !

O|M AlLt2|29 EF2|0| B AM2ABE ZEXME AV} /bucketQ & AO|| 2F 5 otelg
E £ QiaLCt T2EMEQ}L AKX E5 71 H|0|E{E ZAz|5t7| 2 LCt. APQXPA I ZF A St o}

U2 M AL of2iel S3 HHZIMIM B2 & /ProjectA/UserA QK| AHEX BE Z2ME A0AM
VDIs Al & /ProjectA/UserB 2ol HMAE £~ Ql&L|CH

WA A HZ! AAM A

r—lJ

RESE CHE AWS A ™M HZIE ERiE

HAME & JA&LICH B, ol2d8r Zlol XA et Heto| 2lo{oF &L
Ch. Ch2 ALIEI201M A™E AL| RES &2

% Boll S3 t{Z!2 ERHstEd D gLich.
1EH): RESTF HHEE ABoIAM 1AM &S MAIEHLICHOIE HIK AZITL &),

1. S3 HZ(AHIHE A)ol| M| ASHOF 5= RES AHIH 2| AWS Management Console0l| 21 218tL|C}
(]

A)
2. 1AM 2£8 YLt

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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c. LI JSON HME 804 d&LICh(1111222233332 H™E AS| AM HE IDZ,
<ENVIRONMENT_NAME>Z RES HiZO| &3 O|E2 2, us-east-12 AWS 2| RES7} HHi
ZE MEIZ "iELCH.

JSON

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",
"Principal": {
"AWS":
"arn:aws:iam::111122223333:role/<ENVIRONMENT_NAME>-custom-credential-
broker-lambda-role-us-east-1"

3,

"Action": "sts:AssumeRole"

a. & 0|&(0il: "S3AccessRole")2 &I=23gfL|Ct.
b. 3EHAHIM EfZ FIHE MENSH OIS CHS 7|9 4f2 =EL]Ct.
« 7|: res:Resource

« Zt: s3-bucket-iam-role

c. WS dEStT Qg Mg MEedghct
9. RESOIM IAM Q& ALE:
a. o8k IAM 238 ARNS SAHELICH
b. RES Z&0| 2algLct
c. |IF M EHo|M S3 IS MEIELC
d. HZ! FIHE MGt T WAF A S3 HZ! ARNS Z FAIS B MFHLICH
e. 1Z MY - MEH MY EECHRS MEELICH
f.  IAM & ARN Z=of 23& ARNS 248tL|Ct
g. HA FIHE MEAFLICE

2B A AE BOA HZ! X =

1. Al B2| AWS Management Console0ll 2 1918FL|C}.
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(1111222233338 HSE AQ| &A|
EOo =2 "= LICH.

JSON

A O T —
7h5t0d A% AQ| IAM 4ol HHZ!ol| CHEH BA|A HEHS SodBrLct
A™ ID2 HH T amzn-s3-demo-bucketE S3 KA O

"Version": "2012-10-17",
"Statement": [

e

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:x0le/S3AccessRole"

}I

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject"”,
"s3:AboxtMultipartUpload"”

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"
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O| U F7} H&oi CHet HMAE K|H6tE S3 MH|A0| CHEH VPC AEZQIEE MAMSIE HEHE

Hoi&L|CtH
1. Amazon VPC &8 L|ct.

a. AWS Management Consoled| 21 Q18tL|C}.

b. https://console.aws.amazon.com/vpc/ Amazon VPC &2 iL|Ct,

2. S38VPCCUULEEQIE M.

b. A=EEZQIE HMZ MEHFLICE
c. AMH|IA HFo|AM AWS MHIAE ME4SHOF B LICH
% Z'=0il com.amazonaws.<region>.s3 (<region>2 si'gd AWS IS 2 Cf

e. =Z0|r S3 MHIAS MefstLCH
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c. DNS 0|2 A5l SM0| MEHE|0] QI=X| &olstL|Ct 0|27 524 ZZ}0|E! DNS A
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a. oM AFSKF X[HE MEdELICE
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243tL|CH CHS 2 oMl AR lLICHamzn-s3-demo-bucket& S3 HHZ! O|E2Z HIF 1

111122223333 &l 4444555566662 HM|ASIEi= HHE AWS A IDsZE Hi& LICH.

JSON

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",
"Resource": [
"arn:aws:s3::
"arn:aws:s3:::
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333",
"444455556666"
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=X o2

tHZ!0l vDIol| B EIX| ef=X| EQlets UH

LICH.

tamzn-s3-demo-bucket",
amzn-s3-demo-bucket/*"
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a. AWS Management Consoled| 21 QIgL|C}.

b. EC2 242 91 QIAEAR o|S¢&LCt

c. AlZEt VDI QIAEIAE MEHFHLCE

sudo su
cd ~/bootstrap/logs

7|0 REAEH 208 BOIE 4 aLich Aol ChEt M HEE
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configure.log.{time} TtU0f U&LICH

Lt Jetc/message 20| RHAM[EH LIS S EQISHMIR.
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c. 21 IEE AMELICt/aws/1lambda/<stack-name>-vdc-custom-credential-
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cluster.load_balancers.external_alb.certificates.certificate_se A EH
cret_arn

cluster.load_balancers.internal_alb.certificates.certificate_se =
cret_arn

directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb.certificates.private_key_se A EH

cret_arn

cluster-manager.client_secret
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« Amazon Linux 2(x86 %/ ARM64)
- Ubuntu 22.04.03(x86)
* Windows 2019, 2022(x86)
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 Filezilla(Windows, MacOS, Linux)
* WinSCP(Windows)
» AWS Transfer for FTP (Amazon EFS)

SSHE AI23510 & S AE| HA|ASHE{H:

1. RES HF0A SSH HMAS MEHSHL|C}
2. StHo| EAIZE K|Eof 2l HM A0 SSH EE= PUTTYE A EHLCE.
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23 47
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« 274 Amazon EC2 ¢!

 CloudFormation A EH

« Amazon EC2 Auto Scaling I & &S0l gt =l 22X Z QIgh A|AE] Fol

« UHFXOI Amazon EC2 2& 2

« OlEZEl SAE

« Qumpl SAE AN OATE

- SEE YEO ZAE

« X E I &8 Active Directory(AD) 21 B
+ Windows DCV C|HZ

NICE DCV HH{H HE 37|

1 U2 RESO|AM AHE &2l Amazon EC2 QIAEIAO| ZRHELICE SSM MM 2FE[Xt= o] ot
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SR AE ZE|RF L vdec HEED{Q 2 QlZ} QIAEAO|AM OfZ2|FH|0|M L J|E} 2a= 2 ¢

RloM &2 + A&LICH

+ /opt/idea/app/logs/application.log
» /root/bootstrap/logs/

» /var/log/

» /var/log/sssd/

» /var/log/messages

+ /var/log/user-data.log

+ /var/log/cloud-init.log
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+ /var/log/cloud-init-output.log

Linux 7t Cl23&0M CHE2 /88 =210 oS ZEELICH

 /var/log/dcv/
+ /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows 7t AT E QAEAQS| 2OE0M 32 £ &LICH

* PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

Windows0ll M &F ol ZE|70]Md 222 CHE0lM HE + U&LICH

« PS C:\Program Files\NICE\DCV\Server\bin

WindowsO0l A NICE DCV /&AM mt U2 ChFoM S + U&LICH

* C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv\

Amazon CloudWatch 21 1&

Amazon EC2 & AWS Lambda ZA#F & 2|AA = Amazon CloudWatch Log Groupsdl HEE 7|S &L

Ch 23 $22 AAN 2HE QL Ut HES ¢8I K83 HEE NI 4 s
olz{zt 180l 0l CHaI ZALICH

« /aws/lambda/<envname>-/ - lambda related
 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
* dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related

* controller/ - main desktop controller host
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* dcv-session/ - desktop session related

23382 HME I O8N 228 0IER U ARK 2AIES A5t TE{YsE X0l K8F 4
U LICE Ol 5t 7|5 E 2xto| ZEE HAIK|B Z2ELICH

?"ERROR" ?"error"

EANE ZLIEZSHE E CHE YWH2 o4 U= CIo|EHE EAISte fI30| & E Amazon
CloudWatch Dashboards& A5t ZdlL|Ct.
RS

o€ E0{ EAlY @2F L ERRO M SIA2 HANS T O|2 MO 2 OPilZE EAISHE QA2 M
MEfLict o WS AFR 5t THE HZE0| MM S S LIEILIE MR 28| B Mo e O
2H A XE = U&Lch

Cl2e lzal SAEO CHEE oKX QULICE 0|2 AlR5tEdH HE| £ A5t <envname> 2
<region> £4& XHs Zto = HHELICE

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |

SOURCE '/<envname>/cluster-manager' |

SOURCE '/<envname>/vdc/dcv-broker' |
SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|

sort @timestamp desc|

stats count() by bin(30s)",

"region": '"<region>",
"title": "infrastructure hosts",
"view": "timeSeries",

"stacked": false
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« <envhame>-bootstrap

« <envname>-2{AE]
 <envname>-X|E

+ <envname>-directoryservice
+ <envname>-identity-provider
« <envhame>-shared-storage
+ <envname>-cluster-manager
* <envname>-vdc

* <envhame>-bastion-host
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« <envname>

+ <envname>-UHE/Z

+ <envname>-DirectoryService
« <envname>-AE 2|X|

+ <envname>-WindowsManagementHost
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& Tl A VI mietolEE #E dd Al =48 oieto|EHE ghgst ok gLict

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com

-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|B{Z

Windows ClA 3 S0AM= CHSE AMEsto AZAE MME LIFE + U&LICH

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe'list-sessions
Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console

name:windows1)

NICE DCV KT HE 7|

NICE DCVE 7+H4t HlA3 & MlMof AFELICH AWS NICE DCV. CHg o &0 M= EX[E DCV A X

Efloie| HEHE #elstes YHE EodiE LT

Linux

[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

NICE DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.
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https://aws.amazon.com/hpc/dcv/

2 A AX|L|o{™ A FCIR AEXt7tol=

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

NICE DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.
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» AWS CloudFormation A E40| "WaitCondition received failed message. Error:States.TaskFailed"

o AEHO| MEZXoZ MAMEI & AWS CloudFormation O|H & 2 2I0| £AIE|X| &tS
A
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F 2 QI&l| 7 CloudFormation AEH0| AA|E|X| oS
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MA & CloudFormation AEH A A4 Almj

« AdDomainAdminNode CREATE_FAILEDMIM Q|8 E|AA(C|Z2) AEH MM Almj
A4 = 2z 24X
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» jam:PassRoleg &5l & QIS L|X|

. LH AWS A 2|5 9| AFEHO| 2|A A0 M my Research and Engineering Studio0ll AWS 4| A 5t
—| '| °|'—_’|— é—..!g L—ll-_—l'.

o 270l 2018 I EA| 2391 HO|X|2 EotZrLIC}.

- ZOQS ATY M "ASKEXE S 2R LY

« AEXL7I Active Directoryd| F7HE|RIX|EF RESOM +EHE
. Hldg MAME I ABRE ALY £ 28

» CloudWatch cluster-manager 20| 27| M§t =1} @ 7
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« RESE Sslil It A|ARIS MHFK[E VDI SAE| BEIAE[X| S
- RESE Sofl It A|ARES 2EERXI|E VDI ZAEH EIXHEX| &S
« VDI SAEO|AM SIHLE £ = 813
o HEF X2 AFS AbEd| o
» RESO0{ X Amazon FSx for NetApp ONTAPS MA&MX|PH ZHIQlof| ZQISHK| oF 2
o AL
- ARHAFO| AEE ATfelL|Ct
« HOIEZ 7IXME £ 122 UELHE 239 A AEAF0| M8 E|X| oi&LCH
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- Jt& dAIE AR
« O|Tlof 5t S5lE 7MY HAIEE H Ol H3XMo =2 AZAE = QIS
« 5710 7t AT EE ARE = QS
« Ol23& Windows 214 A|=7} Aulist o "edZ0| EREGLICH TS 2F"
o Z2H|X'F YEHM HE VDIs
« ANE % VDIs 2F 4EHZ TEE
- ZH¥ o223 E FE 24
« Amazon EC2 QIARHATI 2E0M SEE HFSXMO 2 F AIFLICH
« AD Z QI &luf2 I3} vdc-controller QIAEATE =3t SILICH / eVDI 2 =0fl API & EH =01 Aluj
7t EAIELCH
- ZENMEE FII517| 25 AZEQo] ABMS WHEY M ECI20| Z2EMET EA|LX| IS
+ cluster-manager Amazon CloudWatch 2101 "<user-home-init> IS Ol & AL & £ Qia L
Ch AF2RE7F S 7[5HE W7 A| T | SY(HIE0| AL A+ 0|21 742)0| E AIEILC}
« 212l Al Windows HIA3 S0 "A 0| HIE st} &LICH ZE[RtoAH E22|5HML.”
o 9|/ 4 AD T/ g1t 2t El DHCP M &4
 Firefox 2% MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING
« Env &K
* res-xxx-cluster AE10| "DELETE_FAILED" &/ E{O| 11 "i&l 0| R 55t X| 7Lt =& = QI8" 2
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T W alx|L|o{R AKC|Q M-EXL 710|E

e Linux EC2 QIAEAONAM ZEOCIREE

» Windows EC2 BHHAOM ZEOCIREE

« WaitCondition 250 C{gt ECS 21 %!

X =X

|

» AWS CloudFormation A E40| "WaitCondition received failed message. Error:States.TaskFailed"

o AEHO| MEZXo=Z MA=EI T AWS CloudFormation O|H| 2 2l0| $=AIZ|X| &t
A

T = vdc ZHEEH

oM |
1
N
X0
3n
Hu
o
gl__l
o
oN

CloudFormation AEH0| AMX|E|X| &f &

- B2E Y'Y S0 CIDR £5 mEt0|Eof| 27 7F Y& LICH.

« AdDomainAdminNode CREATE_FAILEDO|M Q& B|AA(HIR) AEH MA] Almj

AWS CloudFormation A E40]| "WaitCondition received failed message.
Error:States.TaskFailed"

EME A¥E35t24™ 2= Amazon CloudWatch 21 I &2 ZAA & L|Ct<stack-name>-
InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. 88t O|&
O|2EO IEO0|0dH I U= AR AE 7tsEt W Hml 20 J&2 AAELICH 23 Lo 27 HIAIK]
£ =XMlof| cHet XiMIE HEE MSeLIc
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E
AEBHO| MEXoZ MMEl £ AWS CloudFormation O|H| & 2!0| £=AIZ|X| 4=

AWS CloudFormation 2E40| 3o 2 MMEE = O|HY =CHE B X| & R CISS =HQIgLICH

—

OlHIY =4 met0IE7F St 2 H U IR = X] FH gLt

OlHIY FATt ZREIRIHLE HMAE = gl= B Research and Engineering Studio 32 4
Mat o RHEHEZ & L|Ct.

2. Amazon EC2 2Z2£0|M =& QIAEAQ| FS7{E &QI5HAM|2.

<envname> MEAIVF EREOZ EA|IE CF2 M QIAEAZ CHA = Amazon EC2 QIAEIA T}
AUE A2 UESL I =& Active Directory 230l 2|7 S = U&LICH
3. AWS I'ds AR Y BA|ZIE HHESt0] 2|F E|AAE et B AR VPC, Z2to(s! &

HE2 Meyn 7|ef MEds oizt0|E{ 7} MM E Q= K| & QlEtL|Ct.
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1. HWHEE|M vdc HEED{o| A8 QI QIAEHAONM SSMOE MME A|ZHEHLIC.

2. sudo su -2(&) A™ELICL

3. systemctl status sssd2(E) M&FLICH.
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HYE QIABHAN|ME A&cat /root/bootstrap/logs/userdata.logdtod 21
ot

ol 2ofi= Ml 7HR| 2 QI 5 stLivt US £ UsLICH
2 210 1: A RE LDAP 017 ME HE7} gais

238 AEFLICH ChS 240 02 H BHE E|H QIAEI AT} Active Directory0ol] ZQIEH 4= Qi A
L|Ct.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ 0 -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds ...

+ sleep 34

+ (( ATTEMPT_COUNT++ ))

1. RES 2B ¥ Soil ct30f Chet mtet0lE 2t0] S 2 A U EIRAE R & UF Lt

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

+ directoryservice.computers.ou

« directoryservice.name
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2. DynamoDB E|O|E0i|A{ &R E g/2 YIO|EFLICt El|0|22 DynamoDB & 2| E|O|E 01| A &
2 &= &LICh HIO|= O|§2 0|0{0F gL|Ct<stack name>.cluster-settings.

3. HIO|22 YO|o|EE & 3 &4 QIAEAE MY Sl Fe{AE HEIX} L vdec ZHEEZE 4
M|gfLICt. Auto Scaling® DynamoDB Ef|O|2 2| %|&l 2f2 AFE5t0] M| QIABIAE A[ZFEHLCE.

ZE ol 2: AR El ServiceAccount AF& A} 0| S 0] RI24FH

237} Insufficient permissions to modify computer accountZ HHEH5lEd AB MM F
ofl 2238t ServiceAccount O|§0| 2HIEX| b2 & JU&LICt

1. AWS Z£0{ A Secrets ManagerE L|C}.

2. directoryserviceServiceAccountUsernameZE 3t&LICH EOF gt5 &= 040

o
-

Cl<stack name>-directoryservice-ServiceAccountUsername.

3. HotASE HoiME HE HO|XIE SLICH 2o &5 ZLoMd 2ot & Zf HMES MEdstT A
it IAE S MEABHL|CE

4. Zro| HHo|EE A2 T A Bl 2tZ 9| cluster-manager & vdc-controller 2IAEIAE ArK|
grLICt. Auto Scaling® Secrets Manager2| %41 Zf2 AL&3t0{ M| QIARIAE A|ZFEFLICEH

=22 2401 3: 22 =l ServiceAccount &5 @124

27304 Invalid credentials7t EA|L|TH AEH MM Fof 2238t ServiceAccount & 7 SHIE K|

%E + U&LICH

—

AWS E£0{| M Secrets ManagerE iLIC}.

2. directoryserviceServiceAccountPasswordE &&LICH 2o &5

rr
2
fe)
o
C

Ct<stack name>-directoryservice-ServiceAccountPassword.

3. 2ot ofsE %of Ml i HO|XIE SLICH ot o5 ZtollA 2ot of s 7t ZHAg Metstn
o A S Me

i. AWS Z&2 €1 2 0|s&LI|Ct AWS Directory Service.

i. RESCIHEZ[e| CIEEE|IDE M=stn Xrds MEErL|CH
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7 A AX[L|oF AFCIR AEXt7tol=

iv. ServiceAccount AFE2X} 0|52 Ql2d&tLCt.
v. Mots=olaisia of

b. Secrets Managero| A &£ & AH A7 5te{E:

i. AWS 2£8 Y1 Secrets ManagerZ O|S&fL|C}
i. directoryserviceServiceAccountPasswordE &&L|CH 20 &t 5 = 0{0F &L
Ct<stack name>-directoryservice-ServiceAccountPassword.
ji. Hotef o M HE HO|XIE FLICH 2ot &5 Zhold 2ot &5 gf HME M
iv. TE
v. ServiceAccount AtE Xl M &3 & M™stn ME S ME4FLICEH
5. Zt2 UOO|ET B Al A~ Sl #ZH 9| cluster-manager & vdc-controller 2IAEAE AFK|
LICH Auto Scaling2 Z| &l 242 AFE5H0 M| QIABIAE A|ZFErLICE.

S x| 252 QI8 84 CloudFormation AEHO| AFK|| E| K| &=

ot L2 34 A 2LFE 28 <env-name>-vdc CloudFormation 2B AX|7} Mifst= B2
vdcdcvhostsecuritygroupOle 242 AF2510{ RES MM MEU == Eot IES 2 A|RHE
Amazon EC2 RIARA MEY &= JUELICHAWS.

O| M| sl Zstci™ olz{st HA|o 2 A|ZHEl 2 & Amazon EC2 RQIAEAE 3ot SEELICH OH
74 At

CHS 238 AKX E MME = A&

2Es 4EE M 89 HEN7I [AIH]2! CIDR £5 metdlE{of CHEr 2 &/ JH LIEHLICEH

Failed to update cluster prefix list:

An error occurred (InvalidParameterValue) when calling the
ModifyManagedPrefixList operation:

The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR
in the following form: 10.0.0.0/16.
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A ARLC|IQ
ot 7| I8 oA El= AL x.x.x.0/24 EFE x.x.x.0/32]L|C}.

EXME oiZ

E X 7H g stod

B4 MA = CloudFormation AEH AA4 Al
A MMEEe{™ Yol ZlAA MM Eejo| WoEtLIcH YR ZHoME B
CloudFormation AE MA 0| AlZ{E 4+ U&LICH

O| AR &2 A5t T MMHE CtA| A|SELICH EEE CHE 20 MAHE CHAl AIEE &= &L
CF.
AdDomainAdminNode CREATE_FAILEDO| A 2] E|¢ﬁ(H|E) AEH MM AlTY
Ag MA0| Mjsts HS QIAEA Al & T2 HIXY Soll Amazon
o £ QlaLct

Cts 2Fet &H o2 &3
EC2 THx|7} o 7| x| Al & MZH7| IHE L
AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the

specified duration
20f cHell THX[7F T E[0f UEX

= O|A

|§I-

Almjj ¢olg &olstedH
1. SSM & E{ ZtE|RFM T X|7F FHE|0 UEX], ZE A
olgrLIcH
2.  SSM RunCommand/Automation A& 7|50 M ZHX| 21 SSM EA{ 2| AO| QIAEA A|ZtD}
Ux|5t= K| &QlgftL|Ct.
3. &r749| Amazon EC2 QIAEIAO]| CHEt 21 TUNM BZ QIAEIA 2212 HAES0{ TZH|X KL
S0i QIAEAT MMBERIE|R=XK| =elghL|Ct.
x| MO = QS EXM7F YUMEt B AIZ & 2|4 158 £0i| RES QIAEHAN CHEH THX| HEE K|
QdgfLCt.
g 59 g2l 24X
Single Sign-On(SSO) & At S (ot HREI R 29| EXMes A RE 7THo 2 Qlaf YMErLICt
SSO 74 Mo CHet REMIEH LI 2 CI2E & XM 2.
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» the section called “IAM Identity CenterE Al& 3504 SS

O
« the section called “Single Sign-On(SS0)2 {8t At 5 S 2K 749

A 5 grelet ZHE O E EXME sidsiedH O s 24 a2 FHE HZsHAIR.

A
+ jam:PassRoleE &5l & 2l

=
=)
« LI AWS A Q|5 o] AL 0] 2lA A0 A my Research and Engineering Studiool AWS M A 5T

£ 5{&8stu A&Lh

o« B0 2Ol A 229! HO|X|2 SolZtL|C}.

c 2OQS AEE M "MEXNEHE S 2F LY

« A& XE7L Active Directory0ll F7HE|RAX|BF RESOIM FEHE
o MME HEE M MSKE A

=2
[=)
+ CloudWatch cluster-manager 20| 27| M&t =1} @ 7

iam:PassRole 212 &gt Meto| QiCte @771 £AIE|H RESO]| gt MEtse £ QIEE A
i o|E8HoF gL|Ct.

UE AWS MHIAE AFR5HH A MH|A 8 £ = MH|A 014 HE g MMSHE CHAl 7|&E e g &
& MH|A0| MEE £ U&LICH O|F 7| 3t AFXE7F MH|A0 HE g MEE + Qe HEtE 7t

x|z lofof BfLCH.

CtZ olAl 2/ = marymajorct= IAM AL X7 2&2 A& 510{ RESOIM &S s=ste{n &
HFAISHL|CH SFK|BH 2FQ12 48512404 MH|A 23&t0| Hodgt HEH0| AH|A0] Qlo{oF EHLICEH Marye=
Mb|Ao]| dgtg MEE = e HEt2 74| UR| f&Loh.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

O] B, Mary7 iam:PassRole 22 & & = UL T Mary2| S d|o|E5HoF & LICH =20|
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« EFAF AWS HI™of| 2|AA0f CHEF M A H

A AWS 7|%Zod| CHEF M| A FHEt 1|
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FelstEdH:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

7 W elx|Lo{@ AL M-EXL 710|E

2. EH|o|g0|M Bt= Eo|E 2 3&LICt<environment-name>.cluster-settings
3. ElO|E2 YT EHIO|Z2 &5 EHAMS MEHFL|CH
4, W MME &35t Oy HeE UFLIC

O
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EAFAQ0| M SSO 7+ Zto| SHIEX| EQIELICH SHIZX| 22 7B sso_enabled 7|2
alseZ 4 &L|Ct.
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o

7. RES AF2X} QIE{H|O|AZ S0}7} SSOE ARHFAIBHLCE.

OIS AZE W "AISRIE HE & UE"2F ¢

A& XE7F RES QIE{H|O|A0 23 216t2{1 & [ "User not found” 25 7t & A|Z|1 Active DirectoryOf|
AZRH7E e B

« AL8XE7FRESO] i1 %201 ADOY| AEXHE FIHE FR

-  AE8XI7t ot & RESO| S7(3HE[X| A AE = UELICH RESE OHAIZE S7I8HE|2 2 Z|CHRiCH
7tCHE 8718t F AASKIF FILEII=X] EelsHoF & = USLICEH FHA| S7|5tetEdHO| B
£ WELICIAFE X7} Active Directory0ll = 7HE|QIX|BH RESOI M F2HE.
« MNEXI7FRESH U= B2

1. &M oi=Zo| 2427 —TLHEI ReX| &ZolghL|ct RFM[8H LI 2 Single Sign-On(SSO)E /8t
AN 5H ZZA A EHRE BIXRFAAIL.
2. SAML M=1t SAML O|H| 0| 25 AFEXL2| O|H|Y FA0 OHE E|l=X| = lghL|Ct.

A& X7t Active Directorydll = 7HEIAX|2F RESOHIM +2HE

Active Directory0ll At&XHE FI7+3UX|BF RESO|| =2 El A2 AD 87|38 EC|7atof &LICH. AD &
7|3H= AD &S 2 RES 8822 71X & Lambda &40 2|3l AlZtEZ £+~ ELICH B0 et
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MABK EE OB £7H8H 3 Ohe 5718t ZRHATH AYE DR XIR0] WAE £ s

=
Amazon Simple Queue SerwceO 1M =822 S7ISHE AEE = J&LCt

S73t Z2MAE +S2Z AIEELICH

1. Amazon SQS &
A

CHY | DM E =S L

M

<environment-name>-cluster-manager-tasks.fifo.

HAIX] ME & =4S MEELCH

> LN

HAIX] 2E0i ChE S LU=ELICH

{ "name": "adsync.sync-from-ad", "payload": {} }
5. MAIX| 2& DOl CtS 2 =FLICH adsync.sync-from-ad
6. MAIX] &= A7 Do fele] WAt EXtEE UMTLICLH o] FF2 0| 5& O|LHjoi o|F0{Zl
=

E Z &1t EetoF ot 3ZX| gfe™ 20| FA[ELICH

Mg M5t B2lXHolX|TH M2 MdE [ Active Directorydll Q= AFSAHE AFSE = s 8
L AR HMFL 2 2OQI5H0F & = JU&LICH MM & AFEXHo] CHaAMEH M8 = A&
Ct. 2 AFS A= &0 & H ol4 23t oF & LC}.

CloudWatch cluster-manager 210 M 27| A&t =1t @ F

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []}

CloudWatch cluster-manager 2 10| AH0| 277} &5t LDAP ZMOM L{F B2 AR I E
E gt &= JU&LICt ol 2XE sl Zsted™ IDP2| Idap A ALt KMEtE sEIMR.
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UNIX Z22I0|HEDI 7|2 T E Al
Hk 22| AF2 AFE| of
Linux 2/ 2E0{AM UNIX AEIY EE Al

T8t2 sudoer7t CHE AFE Ao CHEH & = U&LICH o & S0, CHZ&2 /<project-name> C|Z|
E{2/0fl CHEt <group-ID> M&|| 217|/27| Hete 2 E Ho|H SHodghL|ct.

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
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1. Amazon DynamoDB £ £ 0[S gfL|C}.
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3. B|0|2 &= EfMo| M ZIE{Z statstT O TIE{2 QladstL| o}
- £ 0I5 -7I
« XA
« % - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns
4. BHEHEl B22 MEf3t O} Bod 82 HES MBI
5. 0|70 EALEt SMB DNS O|§ 22 g2 Yolo|EgtLct.
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RES A48 H|O|X|of| A & 4FQ

Al
o
gt Amazon CloudWatch 21 1&§2

EX
=z | 0P04 H

[2023-11-19 ©03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31
[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while

AHAE 142


https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

EHO|ZE 7IXE2 & ¢i&& LEtLE 22 &7 A= 4Fo| HEEIX| §f&LICH
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H|Z A 50| 00| o}l B O|= Amazon EC2 QIAEIATL =8 5 £ QIS8 LIEIHLICE ol M
x|El OfZZ|FH0|M AZEQ 047} AEH EQRlE SIX| 37| HEY &= U&LICH
MM =0 H-EA 50| 25 00|H HAMO HERXT 74 @2FE LIEFHLICH 0 € So{ H{EE!

= 1
Sof BHE AZs. Ol Z740| LAsHEd Z&of LIESIT MEN7L ZXIES LIS 27}

o ZZH|X'J HEJOIM BHE VDIs
X

« AZt 2 VDIs 27 AE|Z TMEHE
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ClA3E 40| 5|7  Oo|& ¢dZdE = e B2 7|2 Amazon EC2 QIAE AT} ALt
Amazon EC2 QIAEIAT} RES 4 AR 0M SEEIALE SRIZEUR7| HELY &= U&LICH B 2Kt Ul
MEl= £H| 4EHE HE EAE & UK|CH A A== AloEh|ct.

Amazon EC2 2&£2 At835l04 QIAEATL B = SX|ZR=X] = lstof gFLICH SX|E d< Ct
Al A S EMA . SEf7 SEEIH CLE dlA3 &S Hdstok gLIch M QARATE AZHE M AL
g%t & CI=EZof X‘l HE ZE OIO|EE A& A8E == lojof LCt.
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« Mb{ € C
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DCV MM THEM LEZZ S| HEl o} 0|2 2
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A3 & Windows 44 A= 71 Alufst o "od40o| EHZFISLICH ME @ F"

Ul 25 “oiZo| EEaLICH s 25", 21012 Windows QATIAA QIEA] MAdT} BH4E DOV
A 0
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MH AZEQo{e EA HEY

ot

Amazon CloudWatch 21 O &2 Ctg3t RAFSE HAIXIQE &7H 1A Al 2LFE 7|5
<envname>/vdc/dcv-connection-gateway & U&LILCE.

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:
Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"
protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (0): [s/n: OE9ESC4DE7194B37687DC4D2COF5E94AFQODD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{
session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {
kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
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Error in websocket connection: Server unreachable: Server error: I0 error:
unexpected error: Invalid certificate: certificate has expired (code: 10)

0l 42 SSM Al B EIKHE AL 50{ Windows QIAEIA0] ChEH A BT ChS 270 QIBA B
HUE RHsHE R0l 51 R 4 s

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

Mode LastWriteTime Length Name
-a---- 8/4/2022 12:59 PM 1704 dcv.key
-a---- 8/4/2022 12:59 PM 1265 dcv.pem
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« AFSE AMIID7I £ ZEQ|0 AB O 2 SEE|UFX|TF RESHIM X[ E[X| et &Lt

AMIO] 2Bt ollef M E= =771 Qo REAER T2 H|KHY AT EEE §E5HX| 2

EP Linux |AE._‘iAQP 2 QAEA /Toot/bootstrap/logs/2l 21 mlol= 0|2t HHE K&
LICt. AWS Marketplace®| A 7+X{2 AMIs IDE RES ClA T & QUAEHAO
LICt X|HE[=X]| &Ql5t7| 2] ElAET7 2 Lct.
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o AEX XE AMIOIM Windows 7H4 OIATF QAEAE A|ZE M= AFS XL CIO|E A3 BIET}
A-ME|X| ot &LICtH
7|2x0 2 AIX} H|O|E| A3 RIEE Amazon EC2 QIAEIA T} AJZHE! ff §F tH ARHE[LICE 7|&
7Y dAZE QIAEANM AMIE MAHEH CHS AMIO| AZER0] ABE SE35 10| AZE0]
ABHO R OB 74 CIA3 &S AlEStEdD 5t ALK CIO|EH AR EJ M 7t dIATE 1A
SHAOM A-E[X]| §f&LICH.

EME sHZsE{H AMIE 35t = O AF8EF el 71 oA g QUAEHAM B EIXIE
% 45

PowerShell 33 22 &1 I3 HAW S Mgt

=

OH CHS QIAEANIM A AMIE MMSILICEH A AMIE AI235l01 AZEQ|0{ ABHE SE5t1 LI
S0 A 74 OIATEE AEE & U&LICH Z2H|XMY 4EIZ RX|ZE QIARHA oﬂH SstH
HE AHSI D QIABAE RHEEISI0] 7[4 AT E MME £=8e £ UX|BHER T HE

L

Ct.

o=

T o
M CHE 7Y CIAZES AEE M SYEF EX|7F CHA| g gt

tset 28 1: & ot A|lAE o] CHE POSIX TEtE 7HE ALERHE QI8 CIREEI7F A& LT

rir
Rl
2

Ol CtE AlLtE|R7t el B2 &lHstn QU U = UELICH
1. HiZ & RES T2 2024.01 O & &
2. RES AEHZ HiEZ 5l= S¢tol CHEt £480| 2 d8EnableLdapIDMapping|RA&LICHTrue.
3. RES AERH HHE Fof X|HE & TY A|AERIO| RES 2024.01 O[T HTOI M AFZ EIQIALIZL 2
EnableLdapIDMapping A& El O™ A0 AFE EIRA&LICHFalse.

LICE.

i CHAl I A|ARIOM AP XL CIREZ|E AP AR LICE.
. 28{AE 22X EAE CiE SSMYLCE.
2. cd /home.

3. 1s -=, adminladmin2.. S Z0| AF& X} O|§ 1 YX|5t= CIHEEZ| O|§ 2 AFE 35104 C|=E
2|& LtdsHof ghuCt.

4. CIHE|2|E A& LIClsudo rm -1 'dir_name'. ssm-user & ec2-user C|ZIE{Z|E AFX|5}
X OrA A2,

7t oAz g AlE 147



017 U Ax|LjofE ARC|2 A8 7hol=

5. ALEXE7L o|O] M envoll S713HEl Z2 AHEXL2| DDB H|O[20iMH AFEXLL|E ATK[EFLICH
(clusteradmin A|2]).

6. AD S7|3F AlE - 22AE #2|XF Amazon EC2sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adOoiA| A&ErLICt.

7. RES & HO|X|0o{M Exrror &fEH2| VDI QIATIAE RHFEEIELICE VDIZ} 2F 202 LHoi| Ready
SENE TRtE[=X] &l

F=H
o Amazon EC2 QIAEIAT}I 240 &

S=
o AD ZQ! AlmjZ QI8H vdc-controller 1A
E AIEILICE.

QIL|C}. / eVDI ZE0i API AFE 2ol Almj7}
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« ZZMEE FItot7| Ploi AZEQ o ABMZS WHEY M ECI20| Z2MET EA|L|X| 8
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« cluster-manager Amazon CloudWatch 2101 "<user-home-init> IS8 ot & AL & £ gi&LICH.
AEXR7t S713HE K| CHZ| B"(HIE 0| A%t 0|§ Q! Z2)0| EA[ELICH

« 23921 A|Windows A3 &0 "A|IH0| HIE E3t E|RAE LICH BEIX7AH E2fstAMIR.”

« 2|F/1Z AD 7t ZEE DHCP M4 =X

+ Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Amazon EC2 QIAEIATI EL£0|MH SEE HEXMo 2 EAIRLICE

QlZ gl QIAEIAT}I Amazon EC2 2£0|M S2E o2 HIEXo 2 E AL
20| UE & U2 Q=g QAEA o e E2tA & USLICH CHS2 #01E &olsts Wi
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Amazon EC2 2&0iM vdc ZIEE ] QIAEHATI HtEXMo =2 FRE AE, S

orots Ela HEY & U&LICH RESOHIM K| &ElstE 2ot S0l QI=Z2F Amazon EC2 QIAE
A0 AZE IAM HMA Ko HEo| UL E AFE E|= E} 7t U&LICE vde ZHEER 7t =8 50|11
CloudWatch 21 J&0i| Ct& /7t LIEtLE B9 2ot &30 Ef7t SHEA RI™HE[X] £ %7
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'res-demo"

IX|L|0q
": "<envname>" # e.g
"virtual-desktop-controller"

"res:EnvironmentName":
"res:ModuleName": i
ol c$ Amazon CloudWatch 21 HA|X|&= CF2 1t H =5}

gl
An error occurred (AccessDeniedException) when calling the GetSecretValue
160215750999:assumed-role/<envname>-vdc-gateway-role-us-

E AIELICE

ol 2%/

arn:aws:sts
secretsmanager:GetSecretValue on resource

operation: User:
east-1/i-043f76a2677f373d0
is not authorized to perform:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-
because no identity-based policy allows the secretsmanager:GetSecretValue action
LICH.

Certs-5W9SPUXFOSIB-F1sNRv
to 9 =51

Amazon EC2 EAAO| EjIE &Ql5
AD ZOl AlmZ Q15H vdc-controller QIAEAA T} &2 ZQlL|Ct. / eVDI 2 E0] API AMEH
2ol Aluf7} & A|ELICEH
eVDI 2= 0| &El| =lof Alufstm B3 e MMoi CH=Z 0| E A|ELICE.
O] B ClHZ 9| Yt el A2 = 2 {AE #ElAF CloudWatch 28 AmE = ZAQIL|CH (0l2teE
23 388 #&LlCk<env-name>/cluster-manager.)
JtsE 2X
&=l 32 res AR0| MAME I K| El ServiceAccount AFE X} O|E 0| A7 2
2foIghLICt

EI ®HAET X
HHE X| Insufficient permissions

23 &9[0f:
Insufficient permissions to modify computer account
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com
DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
149

000020E7: AtrErr
request will be retried in 30 seconds



https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups
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A-SE ALE Xt 0| 0| HE
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S7t HRE[URALL DR E[RE = ULt

« SecretsManager £ 0l|A RES H{Z F0 XSl ServiceAccount At& Xt O|F 0| M AE = QU
A

&LICH Secrets ManagerOll M aliiE 2ot &S5 & &1 QU BIAE ZHMZ MEAGH |} AFE A} O]
0| SHIEX| 2 F¢ HE S MEisiof 2ot &3 72 YO|o|EFLICH X 2 HAE HEIX

-y
3 vdc HE B2 QAHAE SRELICH M QIABAL OHHTQI MEf2 EAIELICH

« NBE 2F Z|AA AEHO|M MMHEI ZIAAE AIES
OF fL|C}t. RES HiZ =0i DisableADJoin F
A X0l AH ADOIM HFE AHHE MHEE &= U HEH0

rr
oy
40
>
ol
P2l

HX[OF 230 IAE 7} Z8HEl Invalid credentialsZ3d<S &l24st ¢f

23 &9 of:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', 'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« Secrets Manager 220 ¢S & K& 5t= EoF &5 0of HMAS
0 env M4 Soil U2t A3 E 22 = USLICH 2ot &5 (o

(o)

« %57} =2 94Z3E Active Directory0ll M 57t IR E[IS 4 U&LICH HX] Active
C

Directory0il M &% = = 2ol
M Active Directory2| AF& X &5 & MAH

1.

O
1]
>
=
x
>
i

>

{53t C|2Efa] D M=y

d

(o)

2. 5y
(=3
=

3. M2 dYet &7t o] & & o CHE A2 sl Secret Manager 2.2t & 5 (04:
<env_name>directoryserviceServiceAccountPassword.

4. #x| BHAE IRt Yvdc HEED QIAHAE SRELICH M| QIARAEQ
2 EAIELICH

EEEE RS EPS 150


https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home
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Ol EMl= AFS A AEE2 ADSt S7(3t6t= At #tiE Ch2 EX|2F #1710 I2 = J&LICH ol &
M7t L EFLIHE 2 2{AE 2 2|XF Amazon CloudWatch 21 I &0 M 257 "<user-home-init>

account not available yet. waiting for user to be synced"E &?Ql5lof #2lo| S
BHX| EE= #7i0| U =Xl ElghL o,

cluster-manager Amazon CloudWatch 210 "<user-home-init> 74|’"'% OFE] AFEE £
A& LICh ArS X7 S713HE WK chZ| B (AEH o] AHE Rt O|& ¢l ZB2)0| EAIEL
Ct.

SQS FEAITE AR F0IH AL R ATl 91738 4 ¢i7| 2o P8 FLof HaLTH o] A==
AER S7I8 B0l ABRHE QI8 & T AARS 4 g

AEXF Aol HAZE £ Qe O|RE AFE Q! ADOI CHEH RES7F SHEZ2 A A EIX| SE 7] HE
o = A&LICE o & £01BI/RES 23 ¥dof| A& El ServiceAccountUsername Zt2t0O|E{7¢
"Admin" CH &l "ServiceAccount"& A& 5t= & SHEE 20| ot} E = U&LICt

232! Al Windows HlA3&0f "AE0| HIE St =& LICH ZHE[Rtol| A EQlstM.
ARz &7 3tEHol| CHAl 21018 £ gl 72 SSOE S3 83xoz 21018 £ RESH CHsH
TAE ADOIM ALE ALVt HIE HSHEINS S Lt = &Lt

ADOI|M ArERH AH 0| HIE H3HEl 3¢ SSO = lo| AlufghL|ct,

Q|5/174 AD 781 2EE DHCP M &H|

Rt~ Active Directory"The connection has been closed. Transport error"0{A RES
E AL & [ Windows 7t& HIAT F0i|M 27 7t &35t dev-connection-gateway Amazon
CloudWatch 20| C}2 1} fAHSH &5 &lgL|ct.

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:
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Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc08a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

P

82 a3 sotof Lot

ol
rir

K& VPC2| DHCP 2440{| AD EHIQl ZHEEHE AR

1. AmazonProvidedDNSE 5 =M@l HAEE2] IPsof| F£7}gfLIC}.

2. ZMH?! O|E L ec2.internal2 AAX&tL|C}.

047|0d of| M7} L2t RI&LIC}. O] —TM"OI 232 RES/DCV 7} ip-10-0-x-xx.ec2.internal EAE O|§ &
37| I E20d Windows HIAZE0IM & 2LF 74 ehMghLct

Firefox 2/ MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox & E2}2X{E AIE5tH 714 OAT S| H1EE A= E
MOZILLA PKIX_ ERROR_REQUIRED TLS FEATURE_MISSING 27 HA|X| &0 ZAIE £ &
L|C}.

Hel2 RES & M7t TLS + Stapling On2 2 Y E|RIX|Bt Stapling Validation2 2 &5t K| 247
[ &2 & LICH(https://support.mozilla.org/en-US/questions/1372483 & X

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing X| &0l [}2}0| 2X|IE 3
ag = A&t

Env AHA]|
A
* res-xxx-cluster AEHO| "DELETE_FAILED" #E{O|11 "2{&l0| R E5IX| A HL} S = QIS" 2 F

£ olal =S = MXNE = elg
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https://support.mozilla.org/en-US/questions/1372483
https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

017 U Ax|LjofE ARC|2 A8 7hol=

VDI 2 CIREE

Linux EC2 RIAEIAOM EO CIREE
Windows EC2 QIABANM ZEO CIREE
WaitCondition 2 /0i| CHet ECS 21 =&

res-xxx-cluster AE10| "DELETE_FAILED" #E{jO|1 "8t 0| R &35 K| L7HL} =&

T WS LRE QS +S22 ANE + QIS

"res-xxx-cluster” 2E40[ "DELETE_FAILED" &EfO|T =S 22 Mg + gl 82 o5 HAE o
stod A ME =+ U&LICE

AEHO| "DELETE_FAILED" B2l B2 HX| AME 522 M6l 2HA. &8 &K E s
CHst A7 EAIE & UG LICH AXE HRELICH

A0 ozt *"O?_f AEH BIAAE OF MASICEIE EEE B|AAE MEHSHE HIAIR|ZF AL EA|
2 £ Q&LICH 0| AR RE BIAAE "HES B|AA"Z MEHSI T AK|E MEHSHLICEH
CISO 22 2771 EAIE = U&LICH Role: arn:aws:iam::... is Invalid or cannot

be assumed

5, A2 ANsHE O TR AEO0| A Tojl BX AMEIUALICH Ol 2HIE S5t Aol
OIE S HAIELICH IAM 2& 2 01S3t04 T2 T 22 TEHOIER AFB 50 BT OB o2 HES 4
MLt

. MZE 4 e AEE| ol AWS MH|AE ML

Ct= 8 MeistL|ct. @dghol 'AWSCloudFormationFullAccess' 2! 'AdministratorAccess' ™t
gfuict 4E Ho|X|&= Ch& 1 ZHotof ghL|Ct.

fjo
I
i
o
C
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184 C}S CloudFormation 222 S0}7} AEHS AMK|EFLICH O|X| Q&S MAISH 0|= AMK|E & Qla
LIt OrR|Z 22 1AM 2£ 2 0|5 35to] 4k 2%

EC2 Z&0|M EC2 2IAE A0 210!

o Ct2 X|ZElof 2} Linux EC2 QIAEIAO| 2Q18F L}
« CF2 X|Zof 2t Windows EC2 QIAE A0 23QI8L|ct 27 CF2 Windows PowerShell2 2304
HHS ASELCH

1. Cluster-manager: Ct& 2|X[|0{| A EEH{AE #EIXIol CHE 238 7tx{et E[Zlof 42 LCt.
a. CloudWatch 21 I &§°| 2 & 2 ¢lL|Cl<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEAO| /root/bootstrap/logs C|RE{ /0] Q!
= 2E Z2aL|Ct o] Mol AR EE0of U= "EC2 2£0IM EC2 QIAE AN 2221"9]0f
AE X|&o et QIAE AN 22218 Lt

2. ™_controller; C}2 | %|0ll A vdc-controllerod CHEH 218 71 x4e} E|ZHof @A EL|Ct.

a. CloudWatch 21 21 &°| P& 21¢/L|Cl<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIAO| /root/bootstrap/logs CIEEEZ[H| U=
DE 2L o] MMl AJZF 220 Q= "EC2 2&0M EC2 QIAEIAN| 22QI"0l0f 14
=l x|&lof et eIAEI A0 2018}

235 £H 7t W & StLIE Linux EC2 IAEIAOM 2O CIR2EE MMo| XS =2Es
ZdelL|ct 2 & 0|E2 QIAEA 0|E0| EUCT
VDI 21 4%

SHE Amazon EC2 QIAEIA Al

MEXI7F MM 0|E0| 21 VDIE AlEHSH 32 Amazon EC2 240 M QIAEIA O VDI1EE O|EL
QlL|Cl<env-name>-VDI1l-<user name>.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

T A XL ARCIR =Y Y]] =

Linux VDI 21 =%l

o] MMo| A 2E0i Q= "Amazon EC2 2£0iM EC2 QIAE A 2310 2AZAE! X|&of o}
2t Amazon EC2EC2 E£ 0| Y Amazon EC2 QAR A0 22 QIEFLICH VDI Amazon EC2 2!
ABEIAO| /root/bootstrap/logs & /var/log/dcv/ CIEEEM 2E 238 7t SLICEH

EOE 71ME Yl & §tLtE s30| Y2 E8H CFS 74704 A EI——E—EEoI-E zdolL|Ct. o|E <5l
CH2 ErAof et 3 CIREZI0M 25 28 71K O YE2EE 4 Q& Lt

1. Ch2 BtAIof| 2t /root/bootstrap/logs CIZEIZ| of2Hol dev 228 SAFEFLICY

sudo su -

cd /root/bootstrap

mkdir -p logs/dcv_logs

cp -r /var/log/dcv/* logs/dcv_logs/

2. O|M| ct2 MMo] L}QE=l CHAlof| 2 2VDI 21 CREEE 2= 8 Ct.
Windows VDI 21 =%/

O| MlMo| AIZF EEof /= "Amazon EC2 2£0lM EC2 QIAE A0 2221"0f AZAE! X|F]of
2t Amazon EC2EC2 £ 0i| A slilE Amazon EC2 RQUIAEIAN| 23QI8L|C} VDI EC2 QAR A9
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIEEZ/0| U= ZE
238 71X SLict.

EOE JIXME W] & 5tLtE S30| YZESH CH2 7{7|0 M CHR*E2ESHE ZdelL|Ct. o|= Al st
2{M Cf S AMO|| LIYEE EHAIE [ E2MLVDI 2O CIR2EE.

1. S3 HMAE 58T S VDIEC2 QIAEHA |AM &2 Yd|o|EELICt

2. EC2 Z2£Z 0|53+04 VDI QIARHAE MEHFHL|CH

3. A8 B2l IAM &2 MeEfshct

4. ‘Mt G MMo| MWt 7t EECH2 HiwolAM X A2 S MEEH CHS AmazonS3FullAccess
Mg MEARHL|CH

5. T8 FIIE MEHEto] ST MRS HAZAFLICH

6. 13 CH2 vDI |0l el ofe LIYE EHAlol et 238 CRI=ELCH 25 0|82 2lAH
A O|§O| Euict
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a. Linux EC2 QIAEAOIM ZEO CR22ZE Linux2
b. Windows EC2 QIAEIAON|M 21 CFREZE Windows2

7. OIX|2%e Z o4& g TZE5t0d AmazonS3FullAccess XA M7{EHLICt

(® Note

2 E VDIset seh IAM dg 2 AZELICH <env-name>-vdc-host-role-<region>

Linux EC2 QIAEIAOM 2O CIREE

EIECIRECE EC2 QIAHAN 2O0I6t10 CHE HAES A-SI0d ZE 208 s3 HIl YEE
gct
sudo su -

ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

O CHE S3 242 0/Sstod 0|F0| 2l HZ!E MEist 1 o|Hof| Pz =6t
<module_name>_logs.tar.gz I} <environment_name>-cluster-<region>-
<aws_account_number> Ct2ZE=8FL|C}

Windows EC2 CIAEAONIAH ZEO CIREE

EIECIRECEE EC2 QIAEHAN 20015110 CFS HYE Adsto{ ZE 28 S3 I Y=2E
grLich.

$ENV_NAME="<environment_name>"
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$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

JH CHE S3 2& 2 0|S35104 0|F0| ¢ 32 MEIStD o|Tol| Y2 =8t
<module_name>_logs.zip IS <environment_name>-cluster-<region>-
<aws_account_number> Ct2ZE8L|C}

WaitCondition 2 F0i CHEt ECS 21 =%

1. HiEZE AEHOZ 0|55l04 B|AA EHE MEHEIL|CE.

2. HHE - ResearchAndEngineeringStudio - A x| 22|Xt - %] - CreateTaskDef -
CreateContainer - LogGroup= & &5t 23 282 ME5+09 CloudWatch 218 L|Ct.

3. O|2aaE0|M %Al 23 7IXSLC}.

oz &3 157



o4 gl A X|L|0{= AELC|Q AR} 710|1E
23012 AMTs5t1 'AtE Z3H S=ZX0l Cist 218 EE XMEIF M o 7[X| g2 @7'7F 2hlst ¢f
St ot2E = U&UC ol 2aQl5tE = AF& X2l & & &= Active Directory AMH|A HIHY = QU
&LCt

o3

ot
=

. QoF

CI2E 2] MHIA 2E0IM AFRR T MH|A HH 52 RIMEELICH

2foflM l2dst M| 259t UXISIES Secrets Manager0l M MH|A HHE &t & ool EEHLICE

+ Keycloak AE9| A2: PasswordSecret-...-RESExternal-...-DirectoryService-... 2&: Microsoft
Active Directory2| &t &

« for RES: res-ServiceAccountPassword-... 3! 4438: Active Directory AMH|A HHE &5

EC2 Z£ & 0|535t09 cluster-manager QIAEAE SR FLICH Auto Scaling &2 A QIAEA
O|HIZE RIS2Z E2|7H{ELICt

ciZl =4

£l 24| 2024.x

J:u:
H:I
91|-|
n
hy

(2024.06) AD 71 & O|=of Z
(2024.04-2024.04.02) VDI 1A

(2024.04.02 O|35t) ap-southeast-2(Sydney)2| Windows NVIDIA
(

(

(

2024.04 3! 2024.04.01) GovCloud0i| A RES Af&f| Almj

20241 42 - 2024.04.02) Linux 7+4 CIA3 0| ZHE S A["RESUMING" ZEHAM HE = US

2024.04.02 O|3t) SAMAccountName £40i| CHEXA E= S X7 ZEE AD AEXE S7|
35X Z&

AE0f| HMMASHY| @8 ZEto|S! 7|7t A E K& LICH

ok

(2024.04.02 O|35}) &
(2024'A 6 O|X) AD S713F &0l 2 & HB{7} RESO| S7|3tE|X| &fS

(2024'A 62 0|F) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIs2| = 9t F[okAd

ered &l 2X 2024 .x
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https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

017 U Alx|LiofE) ARC|2 A8 7hol=

(2024.06) AD O & O|§0of S0 Z&El Z¢ AN ME0| AufghL(Ct

|
AD &0 o]0l S80| Z&E FA2 RES 2024.062 O|T HH | ARHAE M K| ZELICH

Z{AE #2[Xt CloudWatch 2 (<environment-name>/cluster-manager21 & oteh)oll=
AD 7|8t &0l ctg 2F 7t Z&HELuct

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

LFEECE 2T MEES 55t 18 Ol§E #8st= RESOIM EAgL|CH

, CHA|(-), Db E () & RIE ()T ZFE =+ J&LCt

[ =<
. CHAIO)E X HRl 2R 2 518 ElX| eharLict
. Zwe o 4 sl

[ Ne) [= —

20244 6%

2+3t

1. x| A3 2E U ofx| ot ( patch.py & groupname_regex.patch)2 CHRZE5tE{H™ CHS H
HE AHMSI04E U E2 CIHE{El<output-directory>2 HH 1 <environment-
name>E& RES 32| O|§2 & HtELICEH

a. INx|= RES 2024.060{2F M &FL|C}.
b. IHX| A3 BE0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37t L gfLCt.

c. RES7H{ZE A& 2l 2|™of CHs AWS CLIZS 745t RESOIA MM HZlo| & £ Q=
S3 HEto| U=R| EelghLct.

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/groupname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. WX AZBEQ X| mtU0| CREEE|E CIHMEE|Z O|SELICH CHE TR BHEES ™AL
Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. #Z&2| Cluster Manager Q1A = BHES A-AELICH Amazon EC2
Management Console| A QIAE L

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

@ Note
I{X|& A8 StH AD 25 O|Foll &2t & CHEX ASCII 2 X, AL CHAI(-), OFRIE(), &

(L) ¥ & Zol7t 1~302 S Z&E = UA&LICH

(2024.04-2024.04.02) VDI QIAEIA O od5tof AAL|X| 2t 2 IAM HEH BAH XS

2
ok

|

7t ola3E MMo| Z2MEO| Mt AH 48 HMCHZE 455K §E&LICH O
IAMPermissionBoundary It 2t0|E{2 HO|El HEt BAH7F ZT2MEE Mse St T2 M Eoof A|CH
2 g2 X 447 E JLct

(e}
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o =

=
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rr

7

2024'A 4E - 2024.04.02
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CHS

ofr
s

EtAH o (2t VDIs Z2MEo| §EE e GHE SHIZA HE5IEE {8 ELICH

x| A3 2 E U 1} ( patch.py & vdi_host_role_permission_boundary.patch)& CHRZE
St2™ O HY 2 A™stod o2 @2 24 C|3E{El<output-directory>2 & HHELICH

E
O

a. Il x| = RES 2024.04.020{| Bt M E|L|C}. B{T 2024.04 EE= 2024.04.01€ M85t B2 O
O|L{ HH™ O[Ol Eof CHEt ui%% EM0f LI El SHAof [ 2F BHE S 2024.04.022 G0
g £ U&Lch

b. x| A3 2/E0= AWS CLI v2), Python 3.9.16 0|4t 2 Boto37t T #fL|Ct.
Al

c. RES7} HiZ =l A 4 2|™of CHal AWS CLIE 746l RESOIAM AT HZlof| & = Q=
S3 HEto| U=X| & elghLct.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY}/vdi_host_role_permission_boundary.patch

x| 23 2 EQ IiX| It U0| CI22EE|= CIHMEE|2 o|SEfLICt OHE x| BHEE A

gl<environment-name>3t04E RES 42| O|ELE HIELICH

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

04 g Z0d| M cluster-manager QLAEIAE CHA| A|EHSH D <environment-

name>Z RES 49| 0|§ 22 HEL|Ct Amazon EC2 Management Console0|A QIAEIAE
SRE s UELICH

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \

&
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

7 A AX[L|oF AFCIR AEXt7tol=

--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEIA T} A[2FE|X]
}.

S|

Amazon Machine Image(AMIs)= §8 #8422 RESHIAM 7t4 ClAT E(VDIs)E2 AdsH= ol AFSE
LICt 2t AMIo|= 2|™otch CHE AT ID7}F U&ELICH ap-southeast-2( A= L|)0| A Windows Nvidia
RIABHAE A|Z 5t 5 RESO| 71E AMI D7t TR 2 E[}&LIC.

O] S8 ol QIAEA FA0f ami-0e190f8939a996caf CHEH AMI-ID7} ap-southeast-2(Sydney)oi| &
T UHAELICt CHA& AMIIDE AF&3loF ami-027cf6e71e2e442f4 B LICH

24 ot H AL XA O 27 7F Edg

ol

7|12 ami-0e190f8939a996caf AMIZ QIAEIAE A|E

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0e190f8939a996caf]’ does not exist
Ol A| £ U 2Z&stod HOE ATst= HA:

« ap-southeast-2 2|™0{ RESE HHZ & LICt,
« Windows-NVIDIA 7|& AZE 9o ABH(AMI ID)S AHR 5104 QIAEIA
Clami-0e190f8939a996caf.
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D E RES H{7™ 2024.04.02 0|5} 7 QY& gr& Lt
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CHS 23t = RES ™ 2024.01.010| A E|AE E[RI&LICEH
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T gl olx|L|0{Z AELC|S

=

* AMI ID: ami-027cT6e71e2e442T4
- 24 AMA|: Windows
« GPU MZA: NVIDIA
. 2 AEB[X] 27](GB): 30
- %|4 RAM(GB): 4
« 0| AZEQ|o] ABMZ AL 50 Windows-NVIDIA QIAEA A|E

(2024.04 2! 2024.04.01) GovCloud0i A RES AfA| Almf

2x

RES &M ¥Z2EZ2 &0l UnprotectCognitoUserPool Lambdas LIE0 4 A|E

Cognito AFE A E0 CHEF K| 2 X|E H|E SR LICH Lambda Al&20] ol AlZHE L
ClInstallerStateMachine.

A& 2|1 GovCloud 2|1 7Hel 7|2 AWS CLI 7 %H0|2 218l Lambdall update_user_pool
S &2 GovCloud 2|0 AlmErL|Ct.

GovCloud 2|0 A RESE AfA|stcin ot Dol A ChE 27 7F LdgrLIch

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HIE RE5t= BA:
« GovCloud 2|710i| RES H{=Z

« RES AEH ALK

gt
=]

(o}

q
(=)

7

0ok
mjo
rr

RES {7 2024.04 & 2024.04.01
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Q7 I AX|L|o{E ARLC(R MEX 7t0|E

CHS

ro

3= RES HZ1 2024.040| M B AE KR & LICEH

UnprotectCognitoUserPool Lambda ¥7|

« BH FAl: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
o HEIY MH > HE > HEFR] MEH Python 3.11 -> ME.

« CloudFormation iLIC}.

- RES 284 AH| -> x| 22X} 2|las EES MEHSHX| I 2 HEHE F7(| -> AFA.

S

(2024 42 - 2024.04.02) Linux 7t CIAZE0| RHEE! A| "RESUMING" A EHO{|A{

Linux 7t HIA3 &2 £8 £ oA E K| F CtA| A|ZHE [ "RESUMING" & EfE HE & U&L

QIAEIAT} RHEEIEl & AWS Systems Managere #73 B S Al&5t04 Ml DCV MMS MA3EHK| of
© M vdc ZAEE 2] CloudWatch 2 (<environment-name>/vdc/controllerCloudWatch 21
& otef)oll otg 23 HAIXK|7F =2 E[R& LI

Handling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

(0]

q
S

=13
=

0ok
mjo
rr

7

2024'A 4 - 2024.04.02

"RESUMING" &E{olAM HE 7H4 OlAa3 &8 S otedH:

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

4TI 2x| 2024.x o



M 7Ha HlAZEO| SR BHE MHBEIX| HT S shHT:

1. x| A3 2E L mix| It ( patch.py & vdi_stuck_in_resuming_status.patch)& CI2 2= 3t24H
Clg EE2 ™58 TS 22 C|AEEl<output-directory>2 HELICEH
® Note

« I X|E RES 2024.04.02012F M E[L|C},
- x| A3 BIE0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37f 2 &fLCt.

« RES7I HHZE A% I 2|Tof CHal AWS CLIE F45t 1 RESO|A 8t HZlof &
= QU S3 HEHo| U=XK| &gt

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. WX A2ZZEECS x| IYO| CIREEE|= CIEEEIZ O|SELICH CHE x| BEE A
#<environment-name>35t04E RES 42| O|E S ZE HI* & RES7} HiEZ El 2|™<aws-
region>2 2 HiELLC}.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. E3d9o|"HEED QUAEHAE CIA| A|2H524H O WP A#S5104 <environment-name>&

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
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Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}t) SAMAccountName & &80f| CHEAH £= E5 EX7F T8 E AD A
AHE S35t K| 28

|

SSOE %|4 2A|ZHAD &713 F7| 28]) St et ¥ RES7t AD AHEXHE S7186tXK| Z&LICH 2
A E E2[Xt CloudWatch 2 (<environment-name>/cluster-manager21 & Oof)dl=
AD 87|53 &0l Ctg @F 7t ZeELct

Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$)
(. D[ 1{2) [a-20-9. _1+(?<![_.1)$

LF = RES7I O} 2F AHEE SF35t= SAMAccount ALE Xt OIS B #2181 7| IEofl LA FfLICt

23t
1. x| A3 2 E & ofx| o} Q( patch.py 2! samaccountname_regex.patch)2 C}HR2ZE & 2{H CHS
HHEZ M08 o2 2 Cl3EEl<output-directory>2 HtELICEH

(® Note

« Ij%X|= RES 2024.04.02048F 22 =] |C}.
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OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. Ifx| A3 EQ x| TtYo| CtREZEE|E C|HEZ|2 0|SEL|ct o2 mx| Hag A
gl<environment-name>3t0{E RES &Z439| O|§ 2 Z HiEL|CT

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. EZof Ci$t Cluster Manager QIARAE CHA| A& otE{H O B S A&<environment-
name>35l0{E RES #7Z2| 0|§2 2 HFELICE. Amazon EC2 Management ConsoleOfl A QIAEIA
EZEE =k st

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}
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(2024.04.02 O|3}) &5 SAEN M ASHY| &8t =2tol8! 7|7} R EII&LICE.

|

A2XE7F RES € ZEHOIM & SAEof HA|ASHY| Qe ZEto|E! 7|E CIRE A
EX| A&LICH &, 0] £0| &t ER CIR2EEL|0] 7|7t R E6HK| A &LICH CIRE E.J 2 ™E 3
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Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

od

o dk

=

ook
fjo
rr

7

2024.04.02 O[5t

2+3t

O| HEIRXME Y& ehX| 2t 2 2 Chrome2 AI56l04 7|12 CIREESE Zd0| E4UCE
E=FOMES ----- BEGIN PRIVATE KEY----- MMStT HIZ ol CHE A &8 MAd5l0q 7|
otelo| FAalg HAE = A&LICh----- END PRIVATE KEY-----

(20244 6% O|T) AD S7(8t B0 2 & HH7I RESH| S7(8HE|X| &S
Ha dH
GroupOU C}H& Z2 O & M= RESS MCHZE S7I8HEIX| et &LICH UserOU

RESE AD IS0 AL AHE S7(3H5t241 & [ Idapsearch ZEIE M/&8L|Ct 34X ZEI=
GroupOU It2t0|E CHAl UserOU m2tO|EE HE AFSELICH GroupOU 1 A1t HAMo M AHSAHE
HhEHSER| REFLICEH O] SE2 UsersOUSE GroupOU 7t CHE QIAEIAO| AT BF M EHL|Ct,

O| EXlE 2E RES ™ 2024.06 O|5t0i ¥&< O|&IL|Ct.
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CHS Ef7loll et X siZ&Lch.

1. patch.py 23 2/E 2! group_member_sync_bug_fix.patch I} LS CIRZ =524 OIS BHS A
A5tod <output-directory>E IUS CI22EE 2 CIHE{E|<res_version>Z HH# 1
£ mjx|& RES XIS Z HIEL|CH

@ Note

« I{x| 23 ZE0E= AWS CLI v2, Python 3.9.16 0|4 & Boto37} EQgrL|Ct.
o RES7} HHZ E A& 2l 2|x0i CHsH AWS CLIE T+A45t 7 RESO|A] A48t B{Zlof| &
£ Qe S3 Heto| UEX| EolghL|ct.
|= RES H{71 2024.04.02 &! 2024.062F X|&ELICH 2024.04 EE= 2024.04.01E At
She B9 WXIE ME5t7| Tof| MK 00| BT ool Eof LEEEl EHAof ket &
£ 2024.04.022 AC|0|EE £ Q& LCt.

« RES H{7: RES 2024.04.02

ol O 2

IHX| CIREE @3: 2024.04.02_group_member_sync_bug_fix.patch
« RES H{T: RES 2024.06

x| Ct22E & 3: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

2. x| AZBEQ mX| otUo| Ct2EZEE[E CIEEE|Z o|SELICH CHE R WHEE A

gi<environment-name>3t0{E RES 242| O|§ 2= HiEL|CH

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>
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python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

3. EZAof ci$t cluster-manager QIAEIAE CHA] A[ZH5IE{H CHS BHES A~ LCH

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024'A4 6& O|T) CVE-2024-6387, RegreSSHion, RHEL9 2! Ubuntu VDIs2| £ ot |
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B M

regreSSHionO|2t 1 3t = CVE-2024-63870| OpenSSH AMHOIM A E|I&LICEH O] FefMHE2 &

S QIBE|X| ot 2 HE SAXE CHe MHOIM ol IEE AJE = U2 Hot SAIE 2/l
= AlA=o] AztEt /IFHE ZelE = J&LIch

OpenSSHE A3}

RESS| B EZ& FH2 UL ZL2EE S8l SSHE 7MY HAIEL R 0| sts XWolH & EAE
=0| F[efMo| ¥eFs wrX| ef&LICt d2{Lt ALL RES M S| RHEL9 & Ubuntu2024 VDIs(7H&
3 & =Z2hof cish MBSt 712 AMI(Amazon Machine Image)= 29+ (&0 F|efFst OpenSSH H-I

ME ASELICH

ol
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7 A AX[L|oF AFCIR AEXt7tol=

RHEL92} Ubuntu 25 20t Hst= OpenSSHE WX|E EEIAFELICH &S EC| siE
i 7| x| ZE2|XHE AtEst0] 7t E & U&LICH

7|& RHEL9 EE= Ubuntu VDIs7t Q= A< otef x| Z7|E VDIs X|HE 2= 20| E&LICHL B
VDIs i X|st242d PATCH FUTURE VDIs X|&E 2= 20| E&LICE of XM= 23 BEE &
2H5to VDIsOl| E2SHE UHOIEE MEst= YHs AHELICH

7|Z& VDIs i x|
1. 7I& Ubuntu % RHEL9 VDIsE& 25 I{X|ét= CtS BHS A~AFLICH

a. x| A3 ZEo|= AWS CLI v27t EErLC}.

b. RES7I HIZE AHH 2 2|7oi CH3H AWS CLIE 435t 11 AWS Systems Manager Run
Command& ™M&& £+ &= Systems Manager 80| Q=X| & QIErL|C}

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2. B3 43 HOIX|olM AT RIET
22/3tn 24 WY IDE M3 Ot

0Z

—

2E QAEA |DsO

Zxioz AlISHE|Qi=X| &H0olat
|

0jo

o x| O|2H VDIs

1. x| A3 2 E 2 mjx| 2t ( patch.py &' update_openssh.patch)2 C}H2ZE5HE{MH OIS HHE
Al#3t0d <output-directory>E It CREZEE C|AEE{El<environment-name>Z HH3
T E RES 49| 0|§2 2 HiELICtH

(® Note

« I%|= RES 2024.0601|2F X2 =|L|C}.
- x| A3 E0|= AWS CLI v2), Python 3.9.16 0|4 &! Boto37} 2 8tL|C}.

- RES7} HHZE HH I 2[7of CHEH AWS CLI A2 & F 4361 RESO|A 248t HZ ol
£ & = S3 HWeto| [U=X| #elgLch.
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7 A AX[L|oF AFCIR

3.

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

Ch2 x| BHES Aot
python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
update_openssh.patch
Ct2 BHES ALS5tod 2t 80| " ZHEED] QUATAE ChA| A[ZTELICH
INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}
/A Important
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RDP 210| RDP 20| MA @10| Amazon EC2 QIARIAZ 21Z4& £~ AWS Systems Manager Session
Manager=8 M8 =& J&LCh F7t HE A3 E MH|A BHO|MA T E # B2 Microsoft
EE = Microsoft 2tO|MA E|MHEREH 4E dA3E ALE A CALs2 FOHSH ofF & L|Ct Software
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