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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:
- name: build
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steps:

- name: DownloadRESInstallScripts

action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'

destination: '/root/bootstrap/res_dependencies/

res_dependencies.tar.gz'

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,localhost,

expectedBucketOwner: '{{ AWSAccountID }}'

- name: RunInstallScript

action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'cd /root/bootstrap/res_dependencies
'tar -xf res_dependencies.tar.gz'
'cd all_dependencies'
'/bin/bash install.sh'
name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-
echo -e "
http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,
{{ AwWSRegion }}.elb.amazonaws.com,s3.
{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.

{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AwWSRegion }}.amazonaws.com,ssmmessages.

{{ AwWSRegion }}.amazonaws.com,kms.

{{ AwWSRegion }}.amazonaws.com,secretsmanager.

{{ AWSRegion }}.amazonaws.com,sqs.

{{ AwWSRegion }}.amazonaws.com,elasticloadbalancing.
{{ AwWSRegion }}.amazonaws.com,sns.{{ AWSRegion }}.amazonaws.com,logs.
{{ AwWSRegion }}.amazonaws.com,logs.
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{{ AWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion

}}.api.aws,elasticfilesystem.
}}.amazonaws.
}}.amazonaws.
}}.amazonaws.
}}.amazonaws.

com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.
com,api.ecr.

com, .dkr.ecr.

com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion }}.amazonaws.
{{ AWSRegion }}.amazonaws.
{{ AwWSRegion }}.amazonaws.
{{ AWSRegion }}.amazonaws.

com, cloudformation.

com, sts.

com, application-autoscaling.
com,monitoring.{{ AWSRegion }}.amazonaws.com

" > /etc/environment
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5. [AHE d4d(Create stack)]2 A1E5t0{ AEHZ HHEZ FFLICE.

AWS CloudFormation 2& 9| AEj QoM AEH AEHE E &= U&LICH 2608 F0f
CREATE_COMPLETE &E{E utA| ElL|C}.
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help Q Tell me what you want to do
A 2 = ~ Iv_l )
I lgnore m E e)ﬁ ﬂ (I‘%ﬂ Ei] I Meeting ™ asana —* To Manager 5 =1 Rules 5 EE 5% O Find A)) C)\
™ Team Email ~ Dane 38 OneNote X = Related ~
p Junk Delete Archive Reply Reply Farward p= More » ) Reply & Delet J§3 Create New = Maove Mark Categorize Follow | Translate Read Zoom
= Al 4 “Eply = Helete reate Mew v [BActions~ | Unread  ~ Up~ v [y select~ Aloud
Delete Respond Quick Steps [l Mave Tags N Editing Speech Zoom ~

[EXTERNAL] Invitation to Join RES Environment: res-test
no-reply@verificationemail.com © Reply “ Reply Al = Forward
I

To Mon 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in to your account using the link below:
https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin

AMSOZ 2IQ0% S0l SSO TR0 UTHE S A T oM MBS THY £ ASLICH HE
M EEE B HRSAR. 24 Jtols

2EHA: Mg 23¢l 43
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MZF LoolE

Research and Engineering Studio (RES) 0lAM= HT G| 0| E 7t HIO|AH HTRIX| oFO|Lq BHTRIK]of
et & 7HX| Ho 2 MES YHIO|EE = U&LICH.

2| MHE AFSELICH HIo[H 2ElA= et HE AHE5ta, Oto[ 22|
S8 ZHELICH o 2 Sof BT 2024.012 20241 12of Hlo|x] ZElA
R0 BT 2024.01.012 si{E HE 2| Oto|L] 2 2|4 Mol o|ELCY.

ESS|

+ HIOJX HE HH0IE

« OFOJL] A YHHI0IE

H[O|XM HT HO|0[E

Research and Engineering Studio= A'H4F2 AI&35t01 &3 MM E JICHE | X[HHA 0| RES &
Ao %[AI RES 22 0to|28[0|ME = QU & KIHFLICH 5t ALEAHE 22 Y57 ™o o
ZE2MAE AHE5t01 24 LHI0|EE HAES D & Qlgh = /J&LCH.

%|4 T 2| RESE &4 8 ol|o|Este{H

1. BX| 8tEo| AHAFE DFE M. the section called “AHAF MAIE R X SHM R

2. M BTS2 Z RESE RHHHESIAIA|2. the section called “1EHA|: M & A E H XML
3. YUOo|EE &tH0| AHAE MESEILICE. the section called “AHAF ZE78 E XM
4. DEOOIE7I M EZHEe =2 MEXOZ 0lo|ado|MEIREX| EQIFHAAIR

OrolLd HHH Yo[o|E

RESO{| CHEH 0FO|Ld BT OO0 E Q| B MZE MX[E 27t gi&LICH AWS CloudFormation ®l &
22 YH|0|ESI0d 7|&E RES AEBHE AH|0|EE £ Q) C}. &d0|0|EE AWS CloudFormation Hi =
5t7| T™of| 24K RES 42| HTE &It AMA|. HIZS AR B2 HE HSE 32 = UsL

Ct.

0i: "Description": "RES_2024.1"

M|O|X ™ ALH|0|E 44
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https://console.aws.amazon.com/cloudformation 0| A AWS CloudFormation 2&2 JL|Cl.
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https://console.aws.amazon.com/cloudformation/

T U AX|L0fY ARLIQ A 8%t 7tol=

M&E A7

= E ME83l0d MEF o 7 & AHX|L[{Z ARC|IQE XNMHE = U&LICH AWS AWS
Management Console AWS Command Line InterfaceO| A& 0| A 445 Amazon Simple Storage
MH|A (Amazon S3) HZl2 =822 AtK|sljof & LICH EEE O|0|EE K& Bt shared-storage-
security-group < 0| A& < EnvironmentName >-& A}S2 2 AMA|SHK| SE&LICH

AHE AWS Management Console

1. AWS CloudFormation 2£0f 22918 C}.
2. 2B H|O|X|0f| M O] MZE | Mx| ARMEZ MEASHL|CEH

3. AKX E MHEdFFLICE.

A8 AWS Command Line Interface

|.A|A|O A—|x|

AE R 40l A AWS Command Line Interface (AWS CLI) & A2 E ol
=5t AA|2.AWS CLI M[Z 0| HHZ ! |

X|E2 AP MEHA{ 2] AWS Command Line InterfacelLf 22 & X514
ofo| Kt HHEHAMM E ABE = U1 FTHEUEX| &0lst £ O3 HAPAS AsELICH AWS CLI

$ aws cloudformation delete-stack --stack-name
<RES-stack-name>

4| shared-storage-security-group

/A Warning
ME2 o|l=stx| i 2 ool £ 42 EXIsty| sl 7IEM2 2 o] It A|AEE EEELCH
Hot g ol 2 o A|AEIZ AK|SHT |2 MENSHH ST A|AR|o| 2 2HEl 2 & O|O|E{7}
BTH = MA|ELICH o[BI E st L M 2o 250l HIo|EHE MEFstE WOl E&

1.  AWS Management Console 2 1215t 11 https://console.aws.amazon.com/efs/ 0l A{ Amazon EFS

Z&S YLt

A& AWS Management Console 46


https://console.aws.amazon.com/cloudformation/home
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://console.aws.amazon.com/efs/
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<RES-stack-name>-2t ##El 2 E Tt AARZ AKX 1|%*L—IEfshared—storage-security-group. 3
= 0|28t oY A|ARIS CHE 2ot O RHEE 5104 CIO|EHE |RXIE =L U&LICH

=
3. AWS Management Console 212!t 1 https://console.aws.amazon.com/ec2/ 0| A Amazon EC2
Z&2 guch

4. shared-storage-security-group<RES-stack-name>-& ArA|&fLICtH

Amazon S3 H{Z! &K

O| ME2 YUMol MO &4 &X|5t7| 25 AWS CloudFormation AEHS AK|5H7 |2 2™ S &
2 ME 0l M8 Amazon S3 HZ! (% Rl X|do] HHZ &) 2 EESE T F (0] JU&LICH XME
2 M8t ® IO|IEHE EEE 227t QiCtH 0| S3 HZIE 8522 AXE = J&LICH CHS EHAo
[h2k Amazon S3 HZ!E

A

1. AWS Management Console 21 215t11 https://console.aws.amazon.com/s3/ 0| A Amazon S3 &
&8 Lo

B A oM HEE MEfEfLCH
stack-nameS3 HZ!2 & &LCt.

Zf Amazon S3 HZ!E ME4EF Ot S HIRVIE ME{ELICH ZF HZ!E HIS{ok ErLCH
F

o ~ w0 b

S3 HZ!S MEHEI 1 [Delete] & MEHEFLIC.

E A8735t04 AWS CLI S3 HZ!E AMA|5tE{H CFS H™EE AELICH

$ aws s3 rb s3://<bucket-name> --force

(® Note

O| --force BH2 HZ! | LIS HISLICI

Amazon S3 EHHZ! AFK|| 47
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https://console.aws.amazon.com/s3/
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|

« |IAM O}O|HIE|E| ME{E E8F SSO MY

(=)
« &2 MRI2(SSO) 2 2[EH ID S=A 74

< MER E HH

IAM O}O|HIE|E| MIE{E £3F SSO A%

ID ME{7} 22|13 HE|E CIHE{2[o] of & AAE|0] U K| ACHH CIZ 22 A|ZHSHA A2, the section
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® Note
AWS GovCloud (O|= A&) X|30i| HiEZ5l= B2 Research and Engineering StudioE HiE
8t AWS GovCloud (US) ZtE|M 7|50 SSOE MHSIMAIL.

1EHA|: ID MIE| M7

ID ME &35}
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(® Note
Ze2lE HE|E CIHE 27t Qe X[¥M S e X[Hof J=X]| & lstM L.

ID MEE 22[d HE|E CIHEE|of 4

2. ID &AM AUS MEHS D ID &4 HES MENELIC
3. ZIZ CIHEElM CIEEHEIE MEE LI

4. ChSS MEfgfLICH

5. HZE WSS AEstn =2l ACCEPT & xtof =IgfLIC.
6. IDAAHES MEHELICH

IAM ID MIE{E &%t SSO &A™ 49


https://console.aws.amazon.com/iam/
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IEA 2 252 ID MEol| S718

#4173 0] the section called “ID ME{E Et2|3 HE|E C|HEZ|0f ¢1Z” 2t 2 =M =M HHLA 7| LIEFE L
Ct.

1. #elHiolM 7tole M3 Al S M= LICH

2. &9 018 FHolM otEe Mgt

3. AKX MMM S7I3HE AFEAHE =dEFL|ct

4. FIHE ME{ELICH

5. LSS MEFLIC

6. WP LSS HAESID 74 MY S MEFLIC

7. St zRMAE B 2 B 28 £ &LICh SY(EEIX| ehe ASKol ChEh B HAX[7}
EANEH S7|3t HIHE A= E LICH

2EHA|: ID MIE{o] 4
ID ME{oll A of Z2|FHI0|M M

1. 0l AWS Management Console 212!t 11 https://console.aws.amazon.com/singlesignon/ 0| A
IAM Ot O|HIE|E| MIE{E L|Ct.

[Applications]& MEEFL|C}.

ofZ 2|70l F=7HE MEHELICE.

MY 718 dYolM d-s5tEd= oHEEI70|M0] U&LICHE MEdELCE.

OHZ 2|7 0| F &0l A SAML 2.02 MEHEFLICE

CtSS MEMEFLICH

At83stede ClAEB 0| Ol MHES =dgtLc.

IAM ID ME{ HIEFHIO|E{0| A IAM ID MIE{ SAML MIE}C|O|Ef mtlo| 2RI E =S AELICH RES 2
=0lA SSOE T HE W ZFFLICH

© N o g K~ W D

IAM ID MIE{E S8 SSO &dH


https://console.aws.amazon.com/singlesignon/
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9. OHZ2|70|M & Mol o Z 2|7 0| AlZF URLE 24EFLIC}. od: < your-portal-domain >/sso

10. OHZE[# 0|44 ACS URLO|AM RES & Q| Z|C|EH4 URLE =ELICH 0| 2.

L]
n
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%
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Py
—
mjo
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jo
4%
30
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-
[ul

. OjZ2|7|0|Md SAML 2LC|HA A Amazon Cognito URNS /248 L|CH URNS Md35edH:
a. RES ZEHO|M L M S dL|ct
b. ID MSX oM ALE XL & IDE A &LICH
c. ALEX Z IDE ChE EXHHo] FIHefLICEH
urn:amazon:cognito:sp:<user_pool_id>

12. MES M=o

O AtER £dof olHILE =TrLICE.

IAM ID ME{2| o] EXtYE 7t EE= AL XF S 4J0i OHZ!5t7| of2Holl $ {user:email} 2 &I238fL|CH.

© ©® N o a > 0w N
:l:
E
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S
r>-

ID ME{0M S& Z= 30l AAE Xt F71
1. ID ME{0M et o ZEl7iolMdof EFEl A
2. OHEC|Fo|Md AMA HEtE EEstE{i= AAERE

3. ALEX HIEE MEELICH

IAM ID MIE{E S8 SSO &dH 51
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a. SAMLES MEiFLCH

b. XS O|F otefoll AtEXIA| El5et OIS UM LICH
A

3 AX[L|o{E ARCI2E 2E SAML 2.0 ID 3= A2t S&5101 RES ZE0] CHEH AFSAE Al
AE QIBSELICH o] BHAlE MBiEF SAML 2.0 ID S2Xet SEst7| fIgh XIEE MEELICH IAMID

MEIE AIE3tEE 2 2 XS YAIR. the section called “IAM ID ME{E S8F SSO H%”

@® Note
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ID S2AE Tt &AL,

O MMofA= RES Amazon Cognito AHE AL 22| HEE ALE5t0od X1 E 5H S=XE FHst=E E
£ MS gLt

1. RES= RES 28 L Z2MEof HMAE = U= AFSKHID7F Z&EAD (AWS 22> AD EE=
AA =2 H|X'E AD) 7} QCk 7HEELICH ADE ID MH|A SZ A0l 4235t AFEALHIDE &

Z|3tefLICt ID M3 YA el HHME & elstod ADE A5t ALEXLIDE S7I3tste WS &
OLE M. & E01 AL HE 9| Active DirectoryE ID AAZ ALE S ETFHAA|2.AWS IAM
Identity Center

. ID 32X} (IdP) (M RES& SAML 2.0 o EE|AH| 0|2 T d&Lct. o] o=tk 22 of 74
=7 2ot

» SAML ZIC|2M URL — IdP7t MH|A ZZ XA SAML 2.0
L{Ct.

0[0

=2 BEUllE ol AF8 5= URLY

(® Note
IdPOi| [t} SAML Z2|C|2M URLS| O|& 0| CHE = QU&LCh.
- OfZZ|70|M URL
« 0 A+ H MH|A (ACS) URL
« ACS POST H}RIZ URL

URLE 7tX2E4{H

1. HE|A EE E20{AE E|A2 RESOH| 23 Q18L|C}

N
ok
=l

HE 22| > Yt A = ID NS AE o|SEfLICh

3. SAML Z|C|EHM URLE MEHSHLICE.

« SAML QLC|A URI— MH|A NMZXA & SAML 2LC|91A QE|E[C] 7 IDYIL|CE.

(® Note

IdPO]| [T} 2} SAML 2C|1A URIC| O|E0| CHE £ &Lt
* ClientlD

= AFel2 (SSO) € 9IEH ID 3=/t 7+ 53


https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
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- OfZ2|70]Md SAML 2C|AHA
- SP 7HAl ID
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0jo
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Ao 2 EEE MBS ELc
urn:amazon:cognito:sp:user-pool-id

SAML 2C|1A URIE & <oB{H

1. PE|AF E= ZAE BEAIER RESOH| 23918}
2. B4 el et MY o ID MSAE o|sELCH
3. At

3. RESO| AIA|E SAML ofdMol= AL Ate| O|HY =42 OfS EE=/Za o] A8 E|of Rlo{ok &
LICt.

« SAML N5 EEE WD
« SAML O|H&

4. |dP= /g0 2t SAML oA Mo % Eﬂ%% F7tetL|CH RESO|E CI2 =
CHE &S| 35 7[8™Mo 2 o] E %xr 2 MLt FHoF 5t B OIS ZE

RHe
2 2t S HESAAIL.
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« AudienceRestriction— 2 A& LICturn:amazon:cognito:sp:user-pool-id. Amazon
Cognito At& Xt £9| user-pool-idIDE HHFAAIL.

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

« 8% — InResponseTo 2 M™BfLICt https://user-pool-domain/saml2/
idpresponse Amazon Cognito At& Xt £2| =M@l user-pool-domainO|§ 22 HHF AL,

<saml2p:Response
Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"
InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
IssueInstant="Date-time stamp"
Version="2.0"

A2 ASIE (SSO) 2 518 D B2 74 54
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xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

« SubjectConfirmationData— AI& X} & saml2/idpresponse QIEXZQIEQ} #Eli SAML 238
Recipient InResponseTo IDZ A& &rL|CH

<saml2:SubjectConfirmationData

InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454T04184"
NotOnOrAfter="Date-time stamp"

Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement— C} 21} Z-0| £A4&HL|C}.

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML of ZZ|#H0|Mofl 230t2 URL EETL = E<¢ ol HEE CtS1 Zo| d™ghLct
<domain-url>/saml2/logout

T HRIURLE 7t 2E{H

1. 2Kt EE Z22{AEH ZE|K2 RESO| 21218t L|C}.

2. EEEE s bt 8™ - ID MBXE o|SELC

3. TMHQlURLS MEEFLICH

6. IdP7} Amazon Cognito2t2| AZ|IE #5517 (8 ME 21E M
ME QB ME CHREE5104 IdPH| YZESHAAIL.

i
1
I
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rr
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39 Amazon Cognito

REEIER

Hop{H

1. AlEH5HZ| M0 M Amazon Cognito 2& 2 JLICH. AWS Management Console

o2 MRI2 (sS0) g #IEt ID =R 7


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

ed7 A AX[L|o{E AFLC|

o

AR 7H0|E

2. A8X E2 MEFLICH AFEXF E2 CH2 1 Z0t0F res-<environment name>-user-
pool &L|Ct.

3. [232l #Z(Sign-in experience)] B2 MEAEFL|CY,

4. HHfolMd ID M3A 232l MMM ME IEM E7[& MEiRFLICH

Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.
Cognito user pool sign-in options User name requirements
User name User names are not case sensitive
Email
Federated identity provider Sign-in (1) Info @ ( Add identity provider ) [( View signing certificate )]
Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID
Connect.
[ Q' Search identity providers by name ) 1 &
Identity provider A | Identity provider type v | Created time v | Last updated time v
@) idc SAML 2 weeks ago 3 hours ago
= = =] > = =
0| 215 MHE A835104 Active Directory IDPE MM+, F7t5t1, O] M| ZARFO CHE

]
SAML X|HE Bd3te = U&LIC relying party trust

(@ Note
ol 71223 ¥ IDCol= MEE|X| et&LICt

5. OH%EIﬂIOIN| AM™o| gt &[T SAML 2.0 o Z 2|70l HIEE|O|E{ XML EE= URLES CHRZ
FLICH CHS MMM AR E &= l&LCH
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Environment Settings

nd manag ONME

Environment Name AWS Region

@ res-gaenvi us-east-1

General Network Identity Provider Directory Service Analytics Metrics

Identity Provider

Provider Name User Pool Id

cognito-idp @ u reuF:

Domain URL
(3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

Managers Group Name
managers-cluster-group

Single Sign-On

SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

Status

3. SSO (Single Sign-On) 0i|A &Ef EA|Z| Hof = HE
On) 74 H O[X|& ¥LICt.

53 Bucket
P res

CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

ME45104 SSO (Single Sign-

! ID A 74

0=
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>
|'O
rlo
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)
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Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. &4 0fES WEE E2 DynamoDBO|A <environment name>.cluster-settings Ef|O|E
£ dollo|EsHok g LCt,
a. DynamoDB 2&2 @1 B MoiA E|O|2 S ME4FLICE
b. <environment name>.cluster-settingsElO|2& &0t MEHE OIS & Mmool &
= EBrAg MEfgfLICt
c. AMEE HE EF0|M LZE{Z 0|S5t0d CHZ O47] H-E =3 gLt
- 54 0|§ —key
« % —identity-provider.cognito.sso_idp_provider_email_attribute
d. Run(&&)S MEHELICE
7. YWEE E=0|M identity-provider.cognito.sso_idp_provider_email_attribute
EXLEg 32 Cf2 WES MEY5H04 Amazon Cognitol| B4 Algtof| A EAtEE - EhLICH.
A= AolE (SS0) 8 9IF ID 224 74 60
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[

I ¥ Scan or query items '

[ O scan ] [ O Query ] |
Select a table or index Select attribute projection ‘
[ Table - res-jan19.cluster-settings v ] [ All attributes v ]
v Filters | §

\ 4
Attribute name Type Condition Value

[Q key X] [ String v ] [ Equal to v ] [ identity-provider ] ( Remove )

Add filter

-
Run Reset
~
{ (® Completed. Read capacity units consumed: 13 X
y.

Items returned (1) Edit String D ( Actions ¥ ) ( Create item )

[ email ] 8 1 € X
o
Enter any string value.
|:| key (String) v | version v
O identity-provider.cognito.ss Cancel T > L 1

SAML IdP 24| C|HZ

SAML £%7| — Chrome EE}R K2 0| & 2 7S AF2510{ SAML 2B F=45t1 SAML 0
MMz Eole = QlaLict AFAMIEH LI 2 Chrome ¥l AE0{2| SAML-EZO|ME & X

SAML 7HEt R} = - SAMLE QIR Y E 22 C|ZEst1 SAML o{dMo| El= ZIEE 2 0I5H= Ol At
& £ U= TTE Onelogin MSELICH RS LIE2 B MO|EQ|Base 64 C|ZE + HEE FX

St & Al2. OneLogin

Amazon CloudWatch Logs — 210X RES CloudWatch 210 /LI Z1E &Qlg = JU&L
Ch 2= 0|18 YAlo| 211 OE0| Y&LIClres-environment-name/cluster-m

Q)
3
Q)
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
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Amazon Cognito &M — Amazon Cognito2t2| SAML & & ol CiEt AFA|E LH &2 Amazon Cognito
o4&

=
LR QFLHA S| At XL E0{| SAML At73 58 S=2X FIHE X
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MEX &5 A
1. AWS Directory Service Z& 01| A El ABHO| C|HER|IE MEHFLICE
2. Y HFolM AFESA 4E RHMEEE MEIELICH
3. ASXE MEistD M HIYHE E =dgLct
4. H|UHS RfMHEHS MEAELICH

AERXIE EHRIE A 85t B XE2| Bl Y VDI R E2 XSS sl = elE dEsHor &

L|ch.

(® Note
AWS GovCloud (O|= M%) K|G0 HiZ5t= 32 THQ HER SAR FAZ SARG=
AU TE|M AHEHo| M & o Z 2|7 0| Mt VDI 59| ZH QIS AHEHSMAIL

Z&2 JLict
2. MM ZMHOIS 3ol Hlas MAe MEHEhL|CH
3. HZE= O|E2Z web2 ZELICI
4. BAE R Z CNAMES MEdgFL|CH
5. Valuedle 7| O|H oA &2 213 E =dghLct.
6. OIZE 882 MEighct
7. VDCO| CHEt BIZEE MAM5E{H NLB TAE AMS AL,

a. 0l AWS Management Console 219215t https://console.aws.amazon.com/cloudformation
04X AWS CloudFormation 2&& 4L|C}.

]
C
ful

= =
b. <environment-name>-vdcE An_'lE—ﬂ

c. CIAAE MEHSIT ¥L|Cl<environmentname>-vdc-external-nlb.
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cloudformation/

7 W elx|Lo{@ AL M-EXL 710|E

d. NLBO{|A{DNS O|§E SAterLICt

8. https://console.aws.amazon.com/route53/ 0| A{ Route 53 £ £ 0l AWS Management Console £
1215t o4lA|2.

9. ZHQIE ot BZE M MEFHLICEH

10. BZE O|& otehol & =FLIChvdc.

11. BlZE {8 (Record type)oll A CNAMES AMESSHL|CE.
12. NLB2| 42 DNSE l=2dgfLct.

13. Create Record Set(BlZ = ME MA)E MEHStL|CE
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® Tip
QI8 B|AA OE I7|X|E HIEZ5tE B2 2F 2lAA ARME HIEZE PortalDomainName
[ MEHSE EHIQI2 =d3HoF & LICH. the section called “QIF ElAA M
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1. Z2&0|M AWS Certificate Manager@o{ 37l QIEMHE R EELICE AWS GovCloud (O|= M%&)
ofl H{Z5t= Z< GovCloud IZHE[M HH|M QLB ME st

3. Ol O|F0lA *.PortalDomainName 2! 25 0of CHEt Q1S ME PortalDomainName &g
LICH.
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https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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® Note

REM7t HO|X| te™ S52 M2 TX(MHL.

=
HE Z QB X QIB M MIE HEIM Route 5301 2l 2= M S MEHEHL
c ZE|ofoF BFLICH.

«  GovCloud H{XZ: AWS GovCloud (O|= M%) ofl HHEZ35t= Z< CNAME 7|2t /2 S Atst4
AN MU TtE|M AHoM 2t 2 ArE5t0d HER| S AR JAo| M BHZEE MAELICH
QB M AEHT} IssuedZ A E|0{0F EFL|C}

8. HetO|EZE U=E M 215 M ARN2 S AR LICH ACMCertificateARNforWebApp

otOFZE CloudWatch 21

2| x| o AIX|L|0{2] ARLC|QE M| CloudWatch 0| LISt Z2 20 258 MAMELICt 7|2
HZ0o| CHSHME CIE EE F XA,

CloudWatch 21 1& Retention

Jaws/lambda/ < >-2HAE| E X QIE jnstallat TCIEE|X| &S
ion-stack-name

IAWS/B L} < >- -sync installation-stack-name R E|X| S
cluster-manager-scheduled-ad

Jaws/lambda/ < >-2 A E{ A installation- or2 £ K| o2
stack-name
JAWS/ZC} < >-o0auth-AtZd & & installation- = PN e=
stack-name
JAWS/ZICH < >- installation-stack-name self- o2 £ X| &t

signed-certificate

JAWS/ZC} < >- installation-stack-name Ot E|X| S
update-cluster-prefix-list

otOFE CloudWatch 21 =
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CloudWatch 21 1 & Retention

JAWS/ZC} < >- installation-stack-name vdc- or2 £ K| o2
scheduled-event-transformer

laws/lambda/ < >- -2 20| E H{ 2] installation- PR E[X| &t F
stack-name vdc-update-cluster-manager

I< >/ 2{AE B 2|Xt installation-stack-name 371
/< installation-stack-name >/vdc/Z1E & 374
/< installation-stack-name >/vdc/dcv-broker 374
/< installation-stack-name >/vdc/ dcv-conne 371

ction-gateway

23 g9 7|8 E&& HA5tE{™ https://console.aws.amazon.com/cloudwatch/ CloudWatch &
2 0|Ssto{ Ea0M 2O 1|0|E-| HEZE HZEo| X|HE & & U&LICH CloudWatch

AR X8 ek Hel 88

2024.0452 E= ARt X|H HEt BHE F715101 RESOIM dgst e s MEIMo 2 e =
&LICt IAM PermissionBoundary It2t0|E{ 2| AR = Het FH 2| ARNZ XS 50
BHE RES AWS CloudFormation Ax[2| YR 2 Ho|g + U&LICt o] OH7HH

RES g0l M A7} dHEE[X] et&LIC CHS2 RES G 0| &t Sot= O 223 &
Ch A8stedis ZE HEt BACHE 2 YUE BAMLZE FH{ESH=X| HUsHMAI2.

[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",
"airflow:*",
"amplify:*",
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https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#SettingLogRetention
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"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
"codestar-connections:*",

* 10

"codestar-notifications:*",

"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend:*",
"compute-optimizer:*",
"cur:*",
"databrew:*",
"datapipeline:*",
"datasync:*",
"dax:*",

66
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"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fsx:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",
"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
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"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
‘mg:*,
"neptune-db:*",

"organizations:DescribeOrganization",

"osis:*",
"personalize:*",
"pi:*",

"pipes:*",
"polly:*",
"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb53:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"3 x",
"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",

"sns:*",
Ilsqs:*ll’
ALERE R HE Ad 68



Q

X3 ARCIL MEX 7t0|E

e

?.

ya
e

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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A 90| &I AlZHo| FHMELICE EC2 Image BuilderE A& St AMIE M| AZEQ0{ ABHOZ I HFSF
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
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« Image Builder O|0|X| mO|Z2}Ql M7

« Image Builder O|0|X| m}O|Z2}QI AIFY

o
« RESO| M| AZEQ|o{ ABHS SEEHL

RES 240 dAMAE = JUEE IAM S H|ISHAAI2L.

Il
fjo
i

EC2 Image Builder0i A RES &3 MH|A0]| HAM|ASHE{H RES-EC2 2t= IAM AE S MM HLE =

X&Hok & L|C} InstanceProfileForimageBuilder Image Builderol A AI2& &~ QIE & |AM Q&S 7+
st= ol gt RhAIEH LHE 2 Image Builder AHE A A{2|AWS Identity and Access Management
IAM) € HZESHAAIL.

« AE|E Qe A lE Amazon EC2 MH|A7F ZEHE|L|CE
- OtOFZE/SSM ManagedinstanceCore & EC2 &% InstanceProfileForimageBuilder

- HiEZEl RES #ZH0i CHE DynamoDB 2! Amazon S3 HMA 7} MIEHE AL A} K| RES 24

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
}
"Action": "sts:AssumeRole"
}
]
}
RES %44
{

"Version": "2012-10-17",
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-setting-up.html#image-builder-IAM-prereq
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"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",
"Resource": "arn:aws:dynamodb: {AWS-Region}:{AWS-Account-ID}:table/{RES-
EnvironmentName}.cluster-settings",
"Condition": {
"ForAllValues:StringLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*"

]
}
}
.
{
"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-
Account-ID}/idea/vdc/res-ready-install-script-packages/*"
}
]
}
EC2 Image Builder 74 24 44
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2. O|Olx| 2 A Al (0S) o A= Linux = WindowsE MEHEFLICE.
3. 78 A 0|F0E Y #2 20| U= 0|lF2 Y2dFLICtresearch-and-engineering-

studio-vdi-<operating-system>.
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-component-console.html
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-linux
description: An RES EC2 Image Builder component to install required RES software
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'

EC2 Image Builder -4 24 A4 72
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- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- '/bin/bash /root/bootstrap/latest/virtual-desktop-host-1linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

EC2 Image Builder 714 24 A4 73
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Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
AWSAccountID:
type: string
description: RES Environment AWS Account ID
RESEnvName:
type: string

description: RES Environment Name
RESEnvRegion:

type: string

description: RES Environment Region
RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true

EC2 Image Builder -4 24 A4 74
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- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
'{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

delaySeconds: 0

6. MEHMEITJE CHED FH 24 BHET|E MEiELICE
EC2 Image Builder BA|Z| EH]|

(@ Note

CentOS 72 $&l 2024'H 62 end-of-life 3020 EA|IE o HL|Ct 7 L AX|L|0{R AR
C|Q BT 2024.062 CentOS 72 X|Hst= OFX|S HHAO| & ZdL|Ct.

EC2 Image Builder Sl A|Z|= Af O|O|X|E 57| Qe ELUHMoZ AHEE 7|& 0|0|X|E HolgL
Ct. M O|0|X|E HMolst= S Aol O|0|X|E AR Molstn BE 70| oA CHE S 5H=X| & Qlst 7|
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oflOtE Els A 2 (x86 L ARM64)
. MEA 7 (x86 2 ARM64)

- RHEL 7 (x86), 8 (x86), 9 (x86)

. SEE 2204.3 (x86)

. 2I= 2 2019, 20221 (x86)

Create a new recipe

1. 0l M EC2 Image Builder & https://console.aws.amazon.com/imagebuilder @L|C}.

MEE BlAA0AM O|O|K| HIAIZIE MEHEFLICE.

» (&)} BN w N

o

[

-3

2 o

:
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C
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@ Note
SSM Of|O|ME Mx| 2o CHEE RIM|SH LI 2 CIS 2 XA AIR.
o Linux2 EC2 QIAEIAO| SSMO|O|MEE 502 ME|

« Windows MH& EC2 QIAEIAO|M SSMOO|FEE =502 M| & N7

7. Linux 7|2t BIA|Z|o] B2 Amazon B2l aws-cli-version-2-linux 2E 4 QA E 2
Alzloi| F7HgrLICH RES Mx| A3 B E = AWS CLI € A2 35104 DynamoDB E2{AE A 9|
T Ztoll CHl vDI HMAE NS ELICH WindowsHl= 0| 74 A7t ERSHK| f&LICt

8. Linux EEE Windows EtA82 2 PHE EC2 Image Builder 44 @A E F7t5l1 2ot o}
chO|E gf2 =gLict 24 @13 otako|E{&= AWSAccountlD, RES EnvNameEnvRegion,
RES 2 RESQILICIEnvReleaseVersion.
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html

7 W elx|Lo{@ AL M-EXL 710|E

/A Important

Linux 30| ME aws-cli-version-2-linux 2E M 24
2et 2 @AE =MOHE F7ts{of & L|Ct

X FIteH = 0

9. (%) Amazon #2| simple-boot-test-<linux-or-windows> HIAE 74 QAE F7}

oto1 AMIE ARt E == JUEX| FHUELICH ol 2[4 WY AFAULICH 2F AIFE SFsts
CHE EIAE 78 248 MEE + JU&LICH

10. Hest 39 M MEE 2F Adstn Mote CHE 778 RAE FIIE O S SllAlD ddES
MEFEFLICE.

Modify a recipe
7|Z& EC2 Image Builder HlA|Z|7t = AR CIE 7+ QA E F7I5t04 A = U&LICH

1. Linux 7|8t BIAlZ|2] ZL Amazon 2| aws-cli-version-2-linux 2E M QAE f
A|u|01| Z7MgLICH RES M| A3 ZE&= AWS CLI € AF2310{ DynamoDB E2{AE{ X 9|
T4 Zrol cit VDI YMAE K2 ELICE WindowsOl= O] - @A 7L TR HK| ek& L Ct.

2. Linux &£ Windows 23822 BHE EC2 Image Builder 48 LA E F7tstn E et ot
oHOIE gt2 2dguct 24 2134 o2t0/E{= AWSAccountID, RES EnvNameEnvRegion,
RES 2! RES&!L|CIEnvReleaseVersion.

/A Important

Linux 2130 ME aws-cli-version-2-linux 2HE M QA E HX{ F7}8t £ 0]
28t T QA E = MCHE F7F8HoF &LCt

3. LR HP SM MME 2T AT HEts OB T4 QAS £748 O3 BIAIL BHE Y|
g MeisrLich

EC2 Image Builder Q1 Z 2} 74

elz et M4 E A8 3104 Image BuilderZt Image Builder O|0|X|& 7 &5t EHIAESH= O| AH8 3=
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

- 7|& o=zt 78S AMEstiH ¢l

|E

2t 1S YO0 ESHAIL.

Image Builder QI Z2}E T A5}240:

1. 1AM Q& o| 732 o|F™of| Ast A&t 2 I2d8tLICt. the section called “RES 27301 A A5} 7|
gt 1AM 4 &=H)

2. QUAEA RFoM= HZE[7F 4GB o4 0|1 MEAFH 7|2 AMI OF 7[RI E XI5t RS MEH
gHLICE Amazon EC2 QIAEA RE S R ZTSHAMAIL.

3. VPC, MEU Hot OF9| AR AT ER|o{ Ii7|X|E CIRZE52{H QIE{L HMAE 5{&5Hok

gfLIct RES 749 cluster-settings DynamoDB E{|0|€ 2! Amazon S3 E2{AE HZ!of Cf
Bt HM AT 5{&|ofoF &Lt

Image Builder O|0|X| m}O[=Z2}QI 47

Image Builder O|0[X| mto[ZZlQI2 7|2 O|0|X|, = W EHAEE 74 @4, QlZet 74, HiZ MY
ZEELICH RES X2 AMIZ O|0|X| mto|=Z2tRlg FAstEd™ M mto|=2telg MM HLE 7|E

E
oto|Z2tolg A8 E £+ U&LICt REMIEH L& 2 Image Builder AF& A A S| AMI O|O| x| m}tO|Z Bt
Rl M Al H0|EE FZHAAIL.

Create a new Image Builder pipeline

-

04X Image Builder 2& 2 JL|Cthttps://console.aws.amazon.com/imagebuilder.
P

2. EfMoiA o|O|x| oto|=Zztels MEHErL|Ct

3. O|Olx| mto|= el Mg MEighLCt

4, DREO|E, MBI MY U™ HITE Q245l04 mto|Z 2Rl ME HEE X|HELICH.

5. BIAZ| MEHM Z|E BIAlZ| AHE S MEiStD oM HMF B A|Z|E MEHEFLICHhe section
called “EC2 Image Builder | A|Z| ZH|". BIA|Z| M5 HE 7t Hetdtx| 2 QI5tM 2.

6. O|O|X| M Z2HA HO|o| B2 AL Atedlol el 7|8 = AFSA XIH HZEZE M

2A
gLICH CHREo| 32 7|2 43% 2T SE2FLICH XFAMIE LH8 2 EC2 Image Builder It 0|
Zgolo] o|0|x| YIFEZ T M2 HESHAAIL.

7. Azl T HoloM 7|E IZ 2l 7 MEIZ MEISHT of M the section called “EC2 Image
Builder QI 2} F4d” MMet Qlm gl S MENFFLICH Q1= et M2 HE I M x| #elst
AAIQ
= —_—r
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
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8. HHZ MY HoloM MH|A 7|22k2 ArEstod Hix A dds MEfgLICH &3 o|0|X|=
RES #31 AWS 2% Zotof g LI MH|A 7|2 ZfE A& 5HH Image Builder7t AFS &l

X|oi o|O|x|7} S ELICH

9. molZEQl ME SEE AEsty mol=etel HdS MEELICH

Modify an existing Image Builder pipeline

1. 7|& mo|=Z 2Rl A85e{H oM PHE BAIZIE ASSIEE ME &
“EC2 Image Builder Bi|A|I| EH|" M5t MI2.

2. HIE AN MYS ME{ELICH

HL

£ the section called

Image Builder O|0|X| m}O[Z 2Ol A

TdE £3 0|0|X|§ dgstzd™ o|0|x| mtol=2telEs Al=fstiof FLICH 2= Z =z AM|lAE o|olx| 2
Aol 78 24 of wat ZICH 1AIZHHR| 23 =+ &LIch

o|O|x| mto|=ZztelE A stE{H:

1. O|0|X| mo|Z2}RIof|A 0l M the section called “Image Builder O|0|X| Z}O|Z2}QI A%{” OHE 1}
o|lZatole M

ol MEMErL|CH

l'|1

2. HMolM mo|zztel Alds MENELCE,

RESO| Aj AZE Q0| ABES SEELILCE.

1. of X|&of| el AZ E Q0] the section called “A T E Q0] AEH (AMI)” ABHE SESIAAIL

2. AMIID2| A% LHZEEl £21 o|O|x[2] AMI IDE &I=4FfL|Ctthe section called “Image Builder O|O|
x| mol=ziel AR
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Research and Engineering Studio PN & demoadmin1 v

res-stage (us-west- <

2)

Virtual Desktop Dashboard

v Home

Instance Types (1 Session State (2

Virtual Desktops

Shared Desktops Summary of all virtual desktop sessions by instance types. Summary of all virtual desktop sessions by state.
File Browser
SSH Access
ADMIN ZONE
v eVDI
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles méa.large STOPPING
Debug
Settings
& W méa.large ) STOPPING
» Envir M }:4
Base0S (3 Project (4
Summary of all virtual desktop sessions by Base OS. Summary of all virtual desktop sessions by Project Code

Windows
Amazon Linu...
project1
W Amazon Linux2 [ Windows W projectl
Availability Zones (9 Software Stacks (6
Summary of all virtual desktop sessions by Availability Zone. Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

us-west-2a

W us-west-2a

N}

W Sessions

CHAIEE 81
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RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM
1
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Launch New Virtual Desktop X

IX|L|0q

o

Cl

bl
I
n
to

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

— 1 Storage Size (GB)
MM 4 84

Enter the storage size for your virtual desktop in GBs

& )
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RES Virtual Desktop SESSS 8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name Owner State
demoadmintami21 demoadmin1 ® Stopped
Details Server Software Stack Project Permissions Schedule Monitoring - >
Session Details
RES Session Id DCV Session Id Description
8765705b-8919-48ba-901a-19e2c49cf043 bd63e69a-e75a-427b-b4c8-39d7c43b95ad
Session Type Hibernation Enabled Created On
VIRTUAL No 9/27/2023, 8:31:50 AM
Updated On
9/29/2023, 11:01:20 PM
AL EZE Qo] AEH (AMI)
® Note
o | | SH= i o
M3 E CentSO7 AL EQ|0{ ABMZS AAStE{H HAZEE EF H ™S AWS Marketplace AHE

5o AMIE L5 5HofF & LIC. AWS GovCloud (US)

2z E Qo A8 I O|X|of A Amazon 4! O|O|X| (AMI) & F&st 7| AMIE ZrElE == JU&LICH

AZES0] A% (AMI)


https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On
2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
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Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

5 I t [=] :;\_ablc IU‘CLtD fUI thc :uftvval L= :ta\_lr\
Az EQ o] 28 AN “FF [ 87
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")
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& demoadmind ¥

- Research and Engineering Studio Py

RES Virtual Desktops Perm 1 Profiles e ®

Permission Profiles

Manage your Virtual Desktop Permission Profiles

@ Create Permission Profile

1 B

Profile ID

Title

Description

Created On

observer_profile

View Only Profile

This profile grants view only access on the DCV Session. Can see screen only. Can not control session

10/3/2023, 2:27:32 PM ]

O admin_profile
O collaborator_profile

O owner_profile

Admin Profile

Collaboration Profile

Owner Profile

This profile grants the same access as the Admin on the DCV Session
This profile grants certain access on the DCV Session. Can see screen, control mouse and keyboard.

This profile grants the same access as the Session Owner on the DCV Session

10/3/2023, 2:27:32 PM

10/3/2023, 2:27:32 PM

10/3/2023, 2:27:32 PM
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Register new Permission Profile X

Profile ID Title Description
Enter a Unique Profile ID for the Permission  Enter a user friendly Title for the Enter a user friendly description for the
Profile Permission Profile Permission Profile
Built In Display Pointer
All features Receive visual data from the NICE DCV View NICE DCV server mouse position
C) server events and pointer shapes
Mouse Keyboard Audio In
Input from the client mouse to the NICE Input from the client keyboard to the NICE Send audio from the client to the NICE DCV
DCV server DCV server server
Audio Out Clipboard Copy Clipboard Paste
Receive audio from the NICE DCV server to Copy data from the NICE DCV server to the Copy data to the NICE DCV server from the
the client client clipboard client clipboard
File Upload File Download UsB
Upload files to the session storage Download files from the session storage Use USB devices from the client
Printer Smartcard Stylus
Create PDFs or XPS files from the NICE DCV Read the smart card from the client Input from specialized USB devices, such as
server to the client o 3D pointing devices or graphic tablets
Keyboard SAS Web Camera Touch
Use the secure attention sequence Use the Web Camera connected to a client Use native touch events from the client
(CTRL+AIlt+Del). Note: Requires Keyboard device in a session device
permissions as well O O
Screenshot Gamepad Unsupervised Access
Save a screenshot of the remote desktop Use gamepads connected to a client Allow a user to connect to session without
O computer in a session supervision
A 4
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v Home View hosts and sessions registered with NICE DCV Broker

Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

<

eVDI

Dashboard

Sessions

Software Stacks (AMIs)
Permission Profiles
Debug

Settings

VD Sessions

VD Host

o{ 1 item
©"servers" : [ 1 item
Q0 : { 15 items
"id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" : "10.3.157.194"
"hostname" : "ip-10-3-157-194.corp.res.com"

"default_dns_name" : "ip-10-3-157-194.corp.res.com"

"port" : NUEE
©"endpoints" : [ 4 items
©0:{ 3 items

"port" : 8443
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v Home
Virtual Desktops
Shared Desktops
File Browser

SSH Access

ADMIN ZONE

v eVDI
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles
Debug

Settings

. Module Name Module ID Version

virtual-desktop-controller vdc 2023.10b1
General Notifications Server Controller Broker Connection Gateway Backup CloudWatch Logs
General
QuIC eVDI Subnets
© Disabled . subnet-0706342f7d6fa0082
. subnet-023f50062d2b46030
Subnet AutoRetry Randomize Subnets
© Enabled © Disabled

OpenAPI Specification i

v Envir M

Projects
Users

Groups

File System

i

=

eVDI API Spec
https://res-bicfn1-external-alb-995822094.us-east-1.elb.amazonaws.com/vdc/api/v1/openapiyml [4

Swagger Editor
https://editor.swagger.io/?url=https://res-bicfn1-external-alb-995822094.us-east-1.elb.amazonaws.com/vdc/api/v1/openapiyml [4
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- Research and Engineering Studio P & demoadmin4 v

= RES Environment Management Projects (6)

.
PrOJECtS @ Actions a ) Create Project
Environment Project Management e Edit Project e
0 Disable Project

Q

Update Tags
Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @ Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

-

ZZME [HAIEEE A28 £ e Z2NME S5 XNSELCH ZENME CHA|IEEMCIEE
e = A&LCH
1. 4M ZIEE Al25t0{ Z2EMEE S £ Ql&aLCt
2. Z2MEE MEHGH 2 HFE AF85I0{ LI 2 =8E = &Lict
a. TENME HE|
b. Z2ME H|EM3 £= &3
c. ZZAME Ej71 oH|0o|E
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html

AR 7H0|E

Create new Project

Project Definition

Title
Enter a user friendly project title

(

Project ID
Enter a project-id

(

Project ID can only use lowercase alphabets, numbers, hyphens (-). underscores

Description
Ente

(). or periods (

Must be between 3

and 40 characters long.

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems

select applicable file systems for the Project

(

» Advanced Options

Team Configurations

Groups
Select applicable Idap groups for the Project

Role

Choose a role for the group

[ group_1

v ] [Proje(tMember

)

Add group

Users
Select applicable users for the Project

Role

Choose a role for the user

=

v ] [ProjectMember

Remove user
)

Z2HE HEY

1. ZRXE ZE|M ZE2HEE MESSHL|CY.

2. FH Mmoo ZE2ME HES MEIFLICH

3. YOo|EE UFLICH o &2 EHSlste s B¢ AtME LIE2 HIE ZLETE 2 Xo{ 2 F=x
StAAIR. 15 SMol CiEt REMIEE LIE 2 2 HERSHMAIAIZ RIZES! =7t

4. MNMES H=HELICH
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AR 7H0|E

Edit Project
Project Definition

Title

Enter a user friendly project title
( Project1 J
Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). Must be between 3 and 40 characters long

Description

Enter ct description

4

Do you want to enable budgets for this project?
(@ )]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

[ ] ©
Add Security Groups

Select applicable security groups for the Project

[ "] ©
» Linux

» Windows

Team Configurations

Groups Role

Select applicable Idap groups for the Project ose a role for the group

{ group_1 v ] { Project Member v ]

Add group
Users Role
Select applicable users for the Project Choose a role for the

[ userl

v ] [ Project Member

Remove user
M ]

SMEON ElO FI E=

HM7A

1. ZEME FSRoM Z2MEE MEHFLICE

2. A HFolM[EHT YololE] & MEYEFLIC.
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Environment Project Management

Projects
1

Q <
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

>
1
Il
M
M
1
|

ZZMEE MHEHLI HAE M Z2HME M Lo 13 SME AI85t0d A|E HESIE FII1E & Y
&LICH AlZtEIZE2I2 Hot J2 |AM MM Z2XE L) BE VDI QIAE A CHEE A|ZF AT EIEQ}
2 F7H2HE MBELICH

MM F=71

IAM MM g F7I5l0d ZTEMEO| HH{EE D E QIAE A0 CYEH VDI HMAE Mo{E = U&LICH
M2 eHCl5ig{H Ol 7|-2F Wo 2 XMAMo| Ej2E X|™SHAAIL.

Hot 58 FItetod Z2HME L 2E VDI QIAEA S| S4I & =4I T|0|[E & A|of& =+ U&LICH.
HotO5E 2ET6itAM O 7I-2t 4oz Eot 50 B2 & XIEstAAlIR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

7 A AX[L|oF AFCIR AEXt7tol=

res:Resource/vdi-security-group

Hot &0 cHt REMIEH LI 2 Amazon VPC AF2 MREAMO| EoF I &2 A28 AWS 2|AA ECfE
NOo{E EXFMUAIL

ZZ2ME L 2E VDI MMM AZE[= AR AT RIEE FIHE &= U&LICH RESE Linux &
Windows& AT ZE AR S X|ELICH AT ZE AR B CHg & stLE MEiE & Qlauct
VDIZH AR E M AT RIE A

O| SM2 RES 714 tE= MX|7F ASHiE|7| Zof VDI QIAEIAO| A|ZE BEOM AFRIEE A|ZHE

LICE.

VDI7} TMEE|H AT ZIEE AlSHSHL|CE

O| 42 RES 70| 2t =& = A3 REE AR ELICH

A3 EE FY of]

S3 URI s3://bucketname/script.sh

HTTPS URL https://sample.samplecontent.com/sample
EH ot u}: ///user/scripts/example.sh

Z2ME 99


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VD

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent‘com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) { 1,2 ]
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sampIe-res-scripts/sample.sh ! J [ 1,2 ]
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh } [ 1.2 ]
Add Scripts

I
1
0%
O
2
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- Research and Engineering Studio 4 | & demoadmin4 v
RES Environment Management Users (6)
Users (©) (ctions ») 02}
Environment user management Set as Admin User

c Q Search Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups

* |IDEAUsers

(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers

O sauser2 3011 3011 sauser2@demo. No user No @® Enabled e SAUsers
* DemoAdmins

O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |IDEAUsers

(@] pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers

2 CIEf2lolM S7/5HE 2E 280| 18 Ho|X|of EAELICH 18 T4 U BEjof CHEt RRAIE
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- Research and Engineering Studio

RES Environment Management

Groups

Environment user group management

ZAN

& demoadming v

®
@ Actions a )

Disable Group

1

Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
(@) AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«
¢ DemoAdmins
0O demoadmin1 3000 3000 demoadmin1@demo. Yes admin Yes @ Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers
¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers
e SAAdmins
= 1T oo ASHSEF A 2
J& HO|X[MM CHEE =8 = A&t
= o S
1. AER &S AMELICH
= E EHS (@) o == 2= E=2 = Sl = Slst & OlA
2. ANEX 5SS MEE 32 XY HRE AL8stod ZE2 HIE H36t AL £ 8 E + JU&LIC
= E=2 EH =] S = =2 Al = = = r|IE =2 A ol
3. AIEX 21E5S MEHStH H otEH ol ALKt T2 & etod AL AISKIE 2 & U&LIT

It el AIAE
Research and Engineering Studio

RES Environment Management Fi

File Systems

Create and manage file systems for Virtual Desktops

o Q Search

@ Actions A Onboard File System Create File System
Add File System to Project

Remove File System from Project

Title Name File System ID Scope Provider
[ (o] FSx ONTAP for Linux fsx_01_linux fs-0d2a998473da4bf80 project fsx_netapp_ontap ]
ot U A|AE HO|X|M CHEE &Y &+ A&LIC
1. I AARIE AMELICH
2. U AAEIE MEF R MY HFE M8slo ChEE +d8E + A&LICH
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AR 7H0|E

N

Create new File System

Title
Enter a user friendly file system title

X

[

Eg. EFS 01

Name
Enter a file system name

[

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

[ EFS

Projects
Select applicable project

[

©

Subnet ID 1
Enter subnet id to create mount target

[

Subnet ID 2

Enter second subnet to create mount target

[

Subnet ID 1 and Subnet ID 2 should be in two different AZs

~

IO

Mount Directory
Enter directory to mount the file system

V.
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v 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

o AlAH 105
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r 3
Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ fs-0edf4f076a4631d76 [efs] v ]

©

Title
Enter a user friendly file system title

[ )

File System Name
Enter a file system name

[ )

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

[ )

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

A 4
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nd Engineering Studio PN & demoadmin4 v

RES Environment Management Status ®

Environment Status

Modules @

Environment modules and status

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @© Deployed © Not Applicable ¢ default

Directory Service directoryservice 2023.10 @© Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @© Deployed © Not Applicable o default

Analytics analytics 2023.10 @© Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @© Deployed @© Healthy o default

eVDI vdc 2023.10 @© Deployed © Healthy o default

Bastion Host bastion-host 2023.10 © Deployed © Not Applicable o default
Infrastructure Hosts ©
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬁfra 2023.10 mb.large us-east-2a @® Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @APP 2023.10 mb.large us-east-2a @® Running 10.1.129.105

res-demo2-vdc-broker vdc @lﬂﬁa 2023.10 mb.large us-east-2b @®@ Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb5.large us-east-2b @®© Running 10.1.155.249

res-demo2-vdc-gateway vdc @ Infra 2023.10 mb5.large us-east-2b @® Running 10.1.153.135

HA -
AthAE BBl 873 Zholl DIOIEIE KB SHD Dho|aa0MsHe T2 MAS CHeshsto] Urtam &g
M2 HEELIC AUArS ASSHH B NEfE MT 5T SUB Aefol A #Z22 0[EIE Otol
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RES Environment Management

Snapshot Management

Created Snapshots ‘"

Snapshots created from the environment

[ Q, Search ] 1

S$3 Bucket Name Snapshot Path Status Created On

No records

4

@Oy

Applied Snapshots ©

Snapshots applied to the environment

[ Q  Search ] 1

S3 Bucket Name Snapshot Path Status Created On

No records

Athat Bl HOIXIOIM R & 28 % &Lt

1 MAE DE AL SEIE & £ s

2. AN A ALhAr2 BHE (M BIX| MES HEHO0| Qe IS BHE 0o BLICt
3. M8E DE AN NEIS B £ laLic

4. AR RIS

AhAFS M AI5HE{™ BIX] Amazon S3 H1ZI0] TR EH et KIS aHol BLIC 7! M40l ChEF KbA
B LIS S HZ MAe HESMR. B2 BE BEl U M AMA 22U B4ststs 2ol FaLI
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

® Note

O] Amazon S3 HHZ!2| +& F7|= X F LHoll M 22| =lX| ef&LICH 2£0M HA! =38 F7|
£ zhelstiof Lict.

2. M MEiELIC
3. BiZ EMoIM HES MEELIC
4. BiZ Mol Che BUSS FIHELICH O AES AFSRI Zo 2 CHMELICH

« AWS_ACCOUNT_ID
- RES_#Z&_0|&§
+ AWS_REGION

- S3_ H{Z! 0|

/A Important

oM X|stE HM EXHE 2 MEHE|o] JU& LT AWSKEA|
3t M E £ https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_elements_version.htmlAM 2 X5 AA|2.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :{AWS_ACCOUNT_ID}:role/{RES_ENVIRONMENT_NAME} -
cluster-manager-role-{AWS_REGION}}"
},
"Action": [
"s3:GetObject",

>

C
%
i
o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html

47 L QR|L|o{E ARLC|R AEXt7t0l=
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:PutObject",

"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

]

I
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {
"Bool": {

"aws:SecureTransport": "false"

}

},

"Principal": "*"

}
]
}

AHAFE BHEE{E:

1. [&HAF MA(Create Snapshot)|2 2 2!8LICH

2. MAdEt Amazon S3 HZ!o| O|E & l=dtL]C}.

3. H{Z! Lol AHAFS X{EElEds B2 E QadEtLICH 02 S0 october2023/23lLIC}.

4. MES GH=ELICH

ALH

b

i
o

110



47 T AR|L|0{Z AELC|Q INT=IY A To] =]
r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

A 4
5. 5~102 & &2H4F T 0| X[|0] A [Refresh] & MEHGI0] AEHE = QIRFLICH & EH7F IN_PROGRESS
of A COMPLETED (2t2 ) 2 HZE x| A4S S5 35HX| ofaLict.

B0 AUALE BHE $ofs ST AHAFS Af B 70l 28 5t0d HIOIEIE 0ol B0l4ME 4 QUL

C. #730| AUALS 918 4 QTS tiZlol A TR S7tsfof B

ALHAFS K250 A AL -,L.|°|- _\J_EK-IIE AIZEQ0{ A /\EH st _\.LE-UJ ol A|AE! S 9]
ClOIE{7F M &t Zol HAAE HEHE SAHELICH AFS X} A‘llﬁﬁ SHNEX| t&Lch AH ’)\Ol
MBE|HZ 2|AA HIEQ V|2 HEE AAStod sl |2 =7+t o|O| EXst=X| &
LICH B2E7t 55&= 8 AHX2 M 8E0M 2|AA MES A Euch Ol%ol

Lt 7|18 Sfste W0t 20| HIRSHX|BHOHE (2 2laA HEJVIOE HIZES FR TE
RecordName_SnapshotRESVersion_ApplySnapshotID #=lof et =HE O|ED 7|7} Ue= M
HZE7 SHELICH EFUARIZIRE ApplySnapshotID EO|H AHAE M3leds 4 AT E A
HEhLCt.
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AEAS BB SO AAIR BlAAO| JHSAS HOIBILICH M B ASE £ gik BlAA
S MMElR| gaLICh B4 24T 9k Blaao] WS AHAES B4 Bl440 7184 HOIEL
O} 4 BAAE ASH 4 9l= B2 54 244 90| 7|8 24471 AL

M 8tZo| of ATt Ct2 7L} Alofgh Z<L CloudWatch 21 1£0 /res-<env-name>/cluster-
manager U= EI0M MEFE HEE =l &= U&LICH 24 200z [AHAF M) Ela 7} I&LCt

A
AHAFS T B0l the section called “A 4! B2 T o|X|of A AEHE QI8 % QlaLict

>
E m

2. WM B MesLICH
3. BiZ B0l BES MetELIc
4. HiZ MOl CHE HHRS FIHELICH 0] ZHES ASR Z2 2 CHAMBLIC

AWS_ACCOUNT_ID
- RES_#Z_0|&

AWS_REGION
S3_HZ! 0|F

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::
cluster-manager-role-{AWS_REGION}}"
1
"Action": [
"s3:GetObject",
"s3:ListBucket"

{AWS_ACCOUNT_ID}:xole/{RES_ENVIRONMENT_NAME}-

]I

"Resource": [

"arn:aws:s3:::

"arn:aws:s3:::{S3_BUCKET_NAME}/*"

+

{S3_BUCKET_NAME}",
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{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
iy
"Principal": "*"
}
]
}
ALiNE B3R
1. AdA M8 Mo
2. 2HAFO| ZEE Amazon S3 HHZ!2| 0| l=2dgtLCt
3. HA W ANl o A2 E =dgLCt
4. Mz MEfgLct
ALHAR ZE| 113
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~108 & AHAF 22| I 0| X|0] M [Refresh] & A1EH5104 A EHE & QIEFL|Ct.

.
MES Z2ulMst ASAtel BElRt AHSAF Ol8 L OlHUD 22 HiEE EAIFLICL ¥ 2% NS
I MEH HAEE HEE 4 gL

HMHAE #I8F VPC ID, MFA 55 IDE EAIRLICH

* Directory Service

ok

A-E%t o|& A & Z0f CHEF Active Directory A7 & MH|A AE &5 EZE[XF ARNS EAIRLICH

i
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X
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- Research and Engineering Studio PaN & demoadmind v

RES Environment Management S (6]

Environment Settings

View and manage environment settings.

Environment Name AWS Region S3 Bucket
res-demo2 us-east-2 res-demo2-cluster-us-east-2-930513735672 [4
General Network Identity Provider Directory Service Analytics Metrics CloudWatch Logs SES EC2 Bi >

General Settings

Administrator Username Administrator Email Home Directory

clusteradmin /internal/res-demo2

Locale Timezone Default Encoding

en_US America/New_York utf-8

Web Portal @

Title Subtitle Copyright Text

Research and Engineering Studio - Copyright {year} Amazon Inc. or its affiliates. All Rights
Reserved.

OpenAPI Specification i

Environment Manager APl Spec
https://res.demo.ingenio.hpc.aws.dev/cluster-manager/api/v1/openapi.yml [

Swagger Editor
https://editor.swagger.io/?url=https://res.demo.ingenio.hpc.aws.dev/cluster-manager/api/v1/openapi.yml [4

HOl ots 1}

. (] —ae L

L]

ElMX| H AX|L|0{E ARCIQE & AFEsto S 22 HIZE RXIFLICH AWS Secrets
Manager. RESE 3 44 S0 RS2z HILS S LICH 33 44 Sof (Aot =8 &5

£ 072 U= ELICH

(l

(o]
]
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t-secret 2 OAuth2 Z2+0|9
=

<envname>- vdc-clien vdc ClientSecret v
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H|E O|& e RES AAd ZE|RF =
<envname>- vdc-clien vdc Clientld v
t-id
<envname>- -7|vdc- EMHQIE A& MH Q! v
gateway-certificate-pri A 742l 7|
vate
<envname>- vdc- TS KA ME €l v
gateway-certificate- EM
certificate
<envname>- cluster- Se{AE OjLX v
manager-client-secret  ClientSecret
<envname>- cluster- ZHAE OfL|X v
manager-client-id Clientld
<envname>- external- TMHQIE X}&l| HH QI v
private-key S M 742l 7|
<envname>-2|8 015 T M/ KA HH QI v
M S M
<envname>- internal- EMHQI AHA| HE QI v
private-key S M 74l 7|
<envname>-LHE 215 EHQIE A&l HH QI v
M S M
<envname>-C|HE v
2| MH|A- ServiceAc
countUsername
<envname>-LC|EE v

2| MH|A- ServiceAc
countPassword

]
o

]
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DynamoDB2| <envname>-cluster-settings El|O|£0{|l= C}S 1} Z2 H]

Ct.

7|

ID M| S AF.cognito.sso_client_secret
vdc.dcv_connection_gateway.certificate.certificate_secret_arn
vdc.dcv_connection_gateway.certificate.private_key_secret_arn

EHAE.2EE_ ¥ M internal_alb.certificates.private_key_secr
et_arn

C|2E{2| MH|A . root AFZ A} O|2 secret_arn
vdc.client_secret

o{AE.2E_ #Z M external_alb.certificates.certificate.cert
ificate_secret_arn

SAE.2E Y& M internal_alb.certificates.certificate_cert
ificate_secret_arn

C|EE{2] MH|A .root_password_secret_arn
2 A E{.secretsmanager.kms_key_id

E8{AE. 2= W3 M external_alb.certificates.private_key_secr
et_arn

So{AE ZE|Xt 2El0[AE_A|FE

H|IE ZLIEE & &[0

(® Note
o4 gl dX|L|o{3 AELC|Q ZE2EMEE 44
(US)X|HEIX| f&LCt.
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> 1>
2

>
12

>
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>
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>
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= AWS Budgets Zd2 0{ A AWS GovCloud

HIE ZLEZ & xo]
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A7 & AX[LI{” AFRCIR INE=YN V] Yol )=}
AWS H|E 2|0 ==0| E[=5 Cost ExplorerE Ssll o4& £ 2rdst= X0l E&LICH 252 HEE
= AGLICH RMEH LIE2 2 R Z A 2 0|X|E & ESHAAIR. the section called “AWSO| K| F 2| A

Hlé”

Hi

& &H& K|Hst7| ?lsll RES

X

ZZ2MEE LHo|| A MAIEl of AFO]|
Ei2 LHOAM B3 Ef2E & AstsloF & LCt

o745t & 9

& LICH AWS Budgets

HdFHIE EY

AWS Management Console 21215t 11
Billing 2&2 YLct.

HIE &% B3 E M=ErL|Ch

https://console.aws.amazon.com/billing/ 0 AWS

res:Project res:EnvironmentName E{1E ZAM35t04 MEHEFL|CT

4. EHEEE ME{ELICH

Billing X
Cost allocation tags w« 11 Download CSV
Home Cost allocation tags activated: 3
v Billing
User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments @«
Credits User-defined cost allocation tags (2/47) info
Purchase orders
‘ Q Find cost allocatfon tags 11 matches
Cost & usage reports
- 115 @
Cost allocation tags (52
Frea tier — -] Tag key A Status v Lastupdated date Last used month v
Billing Conductor [ O res:BackupPlan ® Inactive November 2023
¥ Cost Management (] res:ClusterName ® Inactive November 2023
Cost explorer [2 —
plorer 2 [} res:DCVSessionUUID ® Inactive November 2023
Budgets
O res:EndpointName Inactive November 2023
Budgets reports U P ®
savings Plans [ res:EnvironmentName 3 @® Inactive November 2023
<@
v Preferences O res:Moduleld ® Inactive November 2023
Billing preferences (] res:ModuleName ® Inactive November 2023
Payment preferences -
O res:ModuleVersion ® Inactive November 2023
Consolidated billing [2
Tax settings O res:NodeType ® Inactive November 2023
v Permissions res:Project ® Inactive November 2023

Atbrcend nnlicias T2

(® Note

RES 2[&A

HiZ £ RES E|27} EAIZ|E Ol 2|cH stF7F A& £ &Lt

off CHEr ol E M2 E EH:
ZX| 2£01 M od| &k EYEFL|CH
ofjar S MEJErLICH

of&F DM A ERE X|H(TZE)S MEELICH

HIE ZLEZ & &0 118


https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://console.aws.amazon.com/billing/

AR 7H0|E
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© Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

917 2 Ax|L|0fF ARC|
o -— o —
4. Oof¢ REIM HIE ofldh - HY S MEIEL|CH
o O S
5 CtS8 MEfgLCt
. . Step 1
Billing A ——— Choose budget type .«
Home Step 2 Budget setup
Set your budget
¥ Billing
Bills Step 3 7) Use a template (simplified)
Payments Configure alerts Use the recommended configurations. You can
change some configuration options after the
Credits budget is created.
Purchase orders Spa=Criam

Attach actions
Cost & usage reports
Cost categories Step 5

Cost allocation tags Review
Free tier

Billing Conductor [4

Cost Management
Cost explorer [4
L 4

Budgets reports

Budgets

Savings Plans [4

Preferences

Billing preferences
Payment preferences
Consolidated billing [4

Tax settings

Permissions

Affected policies [4

AHHEe| CHE ofatnt 2 EE

UEE M

Budget types

© Cost budget - Recommended \&/
Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amaunt you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

*) Usage budget
Maniter your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon 53.

(O savings Plans budget
Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

) Reservation budget
Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

5

& Ccancel Next
£ gHof ofof = ot o|F S =T LICE of:

[EnvironmentName] - [ProjectName] - [BudgetName]

7. OfAF 2 MAo|| T2 ME of|iF 2SS 2l
8. Oof&t HRlolMq SH AWS HIE 5HIIE
9. [Add filter]& MEHEILIC.
10. FHE7|E0|M EfTE MEHEFLICEH
11. E}20{ M Res:ProjectE AMEHErLICY.
® Note
E}Qt 2t AFSE £ UH kg
QA E|H ofitE BFE = UEL

HIE ZLE{& 2! Xoq
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

HIE ZLER 2 Xoq 121
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2 X35 A|Lthe section called “ZZME TAZE]” 0| A b
&LICH dAT&E Al&steE S ofdt2 =05tHEIE dlAaA3

RES Environment Ma

Projects

Environment Project Management

o]

Title Project Code Status Budgets Groups Updated On

tual Spend for budget: REST-Project1-Budget! « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM
Lirr

t 500.00 USD, Forecas! ted: 3945.34 USD * ProductUsers

o4 HZEHOF S WP 242 SOIHAM ol THS HMEISHML. HZ A0l RES Lo HS &l
cc L A |
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Home Virtual Desktops

Virtual Desktops D Au NON - EEEETTD
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(@ Ready RedHat Enterprise Linux 9 3. mediurr
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KHElE 29 #A

(® Note

CentOS 72 $4xH 20244 6 & end-of-life 30 0]l EAIE of HL|Ct. 47 L AX|L|0{2 AF
C|2 H{T1 2024.062 CentOS 72 X|&5tE OFX|2 & 0| & ZdlL|Ct.

RESE $Ai CI2 @Y A E AL25t0od 7H4 AT EE AlRteteE W2 RIELICH
- OfOIE BlS2 2 (x86 2 ARMG4)

« MEA 7 (x86 L ARM64)

« RHEL 7 (x86), 8 (x86), 9 (x86)

- QEE 22.04.03 (x86)

« 21T 2019, 2022'A (x86)

MOlAZE A3
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«  Connect2 MEHEHL} M| MEHSI0] HEIS X E E5l| OIATEo| BT HA|ASHL|CE

MyDesktop3-windows (2 Connect

-------

C & DCV Session File )( (7 ) ) ( Acis v )

DCV connection

DCV 2cI0[AEE Soll &3 50| HMASH 2[&0] d52 HUE + UELICH DCVE Sofl A

M A35HE{™:

1. DCV MM oS MERSIO{ CHREESHMAIL. devIt . Al 1 DCV ZEt0[AUET} ER|=
01 Jo{oF &L |ct
2. AR X|HS EedH? & MEst4A|2. of0|Z
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How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

L zIp & MslI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

SX|E MdoM= Clo|E7t £ AZ|X| gtoH AMEX]| SKIE MMHE CHA| Al

Ola3 & SEfE MEHELICH O Ul 7HX] SElf SolM MEIE = &
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1. OIAEIA 37|12 HZAS 7| Mo MM S X|5H0F &LCt.
a. g MEHEhLICE.
b. 7 OAZE &EiE MEIELICEH
c. BX|E MHEdFLICE.
(® Note
2 M 2E2 MEE MM OIATE 37| UO|0|EE £ giaLICt
2. OA3E0| X A =HQlst = &2 MEHF CHS [MM UO|0|E] E MEiEHLICEH
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

Q Search All States ¥ All Operating Systems ¥
Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session
DemoSession demouser2 Amazon Linux 2 méa.large [©] Ready 10/26/2023, 5:00:00 PM Download Connect 4
MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1
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Update Permission for MyDesktop5 X
Select the username, permission profile and the expiry date of the rules

{Q demoadmin1 X] [ Owner Profile a ] [2023/10/22 ] [ ]

View Only Profile
This profile grants view only access on the DCV

Session. Can see screen only. Can not control
session

Admin Profile

This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the Vv
Session Owner on the DCV Session
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Home File Browser
File Browser

RES

File Transfer

Favorites

My Files

1 ®m root / home / demouseri

#2  Options v

Create folder Actionsv W Favorite C' Refresh i= &

2, Upload files

2 items

Oct 20, 2023, 11:10 AN —

Desktop

Oct 20, 2023, 11:10 AN —

storage-root
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RES Home

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla

During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.

SSH MM A
SSHE Al235t0 HIAR S AEOf HM A SHE{H:

1. RES H|70{|A SSH HMAE MEAEFL|CY.
2. 3tH X|Eol 2k SSH EE= PUTTYE A& 36104 M ATHA AL,
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« AWS CloudFormation AE# i Moj AuiRH& LICH “WaitCondition =41 AT HA|X]” HIAIX|7F E A
ElLICH 2@5/: El. TaskFailed”

+ AWS CloudFormation AE{0| 3o 2 MMEl F O|HY 22 Bx| RE}ELICH

o ZOH ArEHO| QIAEAA &2t EE = vde-controller

o & x| 2F 2 2l5H 873 CloudFormation AEHS A6 K| 28&LICEH
« B4 MM S0l CIDR 25 o7 @ F 71 S MH&LICH

+ CloudFormation 273 MM & AEH MM Al

« CREATE_FAILEDEZ AdDomainAdminNode 218l 2|F Z|AA (C[2) AEH M4do| AufghL(Ct,

AWS CloudFormation AEH MAdof AlufFi& L|CH “WaitCondition =41 Al
HIA|X]” HIA|X|[7}F EA|EILICH @F: A4El. TaskFailed”

22X 2 Al™siz{™ 0|E0| X|HE Amazon CloudWatch 21 & & <stack-name>-

InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce> HE5tAA|
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https://github.com/aws/res/wiki/Troubleshooting
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AWS CloudFormation AEH0| dE3XMo = MME Z o|H L dEIS ex| 2

OlH & =CHE HBXo=Z AWS CloudFormation BHE £ 0T O|MQ ZCHE S BHX| 28 AL CHS Al
g E0ISHAIL2.
1. O|HIY =4 D77} SHIZ A U ERE= K] & lEhL|Ct
O|HIY FAI} HZE[RHLE HMAE = e B 27 L AX[L|0{- ARLC|Q EHEE AMK|5t
XHHHE%P*.:.AIEP_
2. Amazon EC2 2Z2&0|M =8 QIAE A Z7{E &QIFHAAIL.
<envname>MF A7} S2 = Zdo 2 LIEILFE Amazon EC2 QIAEIATL QICHIF M| QIAEIAZ T

MEle 22 HER T EE= Active Directory 720 EAI7F U = U &LICH

3. AWS 185 HAFE BAIL|IE HHE 3104 2|F BAAE MM A VPC, Zto|8! L HEE M

Bul 7|et MEfE o2t 0[E 7 A={oM G ERER] FH st M AIL.

7_| (=1 xl-x °|.A-|| o
4. KA LF Z|AAE AI86to] MES HiZe B2 HERZ L Active Directory7t ol 4 4d1h &

RlstEX| #elst A2,

QlZ Bt QIAEIA T} Active Directory0ll 43X 2 71 UEIR=X| &QlstsE 20| ZQELICH S
EAHE el X E the section called “& 0 &EHO| QIARIA &8 EE = vde-controller” SiAdH £
AlA|@
= —r— .

Zrof AtEjO| QIAEIA =2t

A

= vdc-controller

ol EXlol 71E 7hs M U QI BlAAT} Active Directoryol] @228+ 7L} Active Directory0l| @122
= Q7| ME Lct.

EXE lsttd
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1. HZAZ0{| M vdc-controllere| A1 Z0Q1 QIAEIA 0| SSME AFE3510{ MMHE AlZHEFLICEH

2. sudo su -5 A%

0
o
-
n

3. systemctl status sssdE& A™ELICH
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[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here
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2OE AEELICH CI20 22 480| 0d] H BrE &= R QAAE AT} Active Directoryddl 7415t
N

local AD_AUTHORIZATION_ENTRY=

(L -z ' 11

[[ @ -1e 180 1]

local SLEEP_TIME=34

log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'
++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization,

+ + + + o+

retrying in 34 seconds
[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds
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+ sleep 34
+ (( ATTEMPT_COUNT++ ))

1. RES 2B ¥ Soil ct30f CHet mtetOlE 2L0] SHt2AH U EIREX] FH el MA2.

directoryservice.ldap_connection_uri

C|ME 2| MH|A . Idap_base

« directoryservice.users.ou
- C|™E2|MH|A groups.ou
o C|BE 2| MH|A . sudoers.ou
« C|AEE{2| MH|A.computers.ou
- CIHEEE] MH|A OIF
2. DynamoDB Ef0|g2| H2E Zt2 25 UC|0|E5 4 AI2. E|0|E2 DynamoDB 24 2| Ef|0|E
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237} Insufficient permissions to modify computer account HHEHE|E B AEH MM
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1. AWS E2£0{ A Secrets ManagerE L|C}.

2. directoryserviceServiceAccountUsernameE &&LICH HIZYS CHS1 ZHotok [stack
name]-directoryservice-ServiceAccountUsername & LI|C}.
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4. Zto| MololEEl B2 i B dol M 3R A& 52l F2{AE #2|At 2 vde-controller 1A
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AWS E£0{| X Secrets ManagerE iLIC}.

2. directoryserviceServiceAccountPasswordE &&LICH HIZS CS1 ZHokok [stack
name]-directoryservice-ServiceAccountPassword & LI|C}.
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v. MHYHSE U™stn HIZHE MHHS MEYELICEH
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b. Secrets Manager0i A HIZHE & R 5tE{H:

i. AWS 2£2 Y1 Secrets ManagerZ O|S&fLIC}.
i. directoryserviceServiceAccountPasswordE 3t&L|C}H HIZ2 CHS 3 ZHolok
[stack name]-directoryservice-ServiceAccountPassword &LIC}.
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iv. TES MEEL|CH
v. ServiceAccount AFEXtC| A H|ZEHS E M5t [Save] E ME{RILICE.
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& x| @F 2 26l 24 CloudFormation AEHS AMXK||SHK| 254 LICt.
ot e 54 U 2F 2 QI&H [env-name] -vdc CloudFormation AEH AMx||7} Al sl= &
Lvdcdcvhostsecuritygroup, Ol 2&2 AF&35+0{ RESOIM M85t MEU E= ot AE oM

Amazon EC2 QIAEAE AMAMAMT| MHE LU = UELICH. AWS
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g74S MAME m ST AEHT} [FAILED] @ CIDR 2 O{7H #4450 28 7F LEEFLLICH

Failed to update cluster prefix list:
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation:
The specified CIDR (52.94.133.132/24) is not valid. For example, specify a CIDR

in the following form: 10.0.0.0/16.
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CREATE_FAILEDZ AdDomainAdminNode 215 Q|8 Z|AA (CIZ) AE A
ol 874 A e 0| Alx 3 :+.= QEI} YMEE AL,
H |

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the
specified duration
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Mo Qo EX7t Ldlst A2, Al F %4 158 F0f| RES QAR A0 CHE THR| MEE A

&2 M2 (sSO) & ID rEjet HHE iR 2o EXMe EXRE Fdez Qlal drdgLict SSO 7
o Aol CHEt REMIEF LI 2 OHEE XS AIR

« the section called “IAM ID AIE{E E8t SSO AM&”

+ the section called “A2 AI2I2 (SSO) £ I8t ID S 2 At 747

ID Zrefet 2HEAE OHE BXE s dsttiH Chs EX ol 2 &52 HZstAAIL,

o 70| 23015tH HE 2391 I0|X|2 EotZL|C}.

- 202 AT A SKE FE = S 277 YAgL(Ch

« Active Directoryol| AtE A7t F7HEIAX[EFR =

« NME MHE M= ALSKAHE MEE £ gigLCh
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» CloudWatch E2HAE &2|AF 219

240 232l5tH HI2 212! 10| X|2 SotZtL|Ct.

Ol A= SSO S8 0| HE TAEIS I SABHLICH SHE HOIsHH HEBE QAHA 218
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1. https://console.aws.amazon.com/cloudwatch/ 0{lA CloudWatch 2&& JL|C}.
2. EIE0MO|E0| XIHE OES

xF
XI:
3. EO1ESU0{ 2O AERIOQFE ML

LICt/<environment-name>/cluster-manager.

T M olstee

1. https://console.aws.amazon.com/dynamodb/0{lA{ DynamoDB & & iL|C}.

2. EIo|E0|M o|go| XIHE Elo|E2 H oM A|R<environment-name>.cluster-settings.
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https://console.aws.amazon.com/cloudwatch/
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Q47 gl 2lx|L|o{R AKC|Q M-EXL 710|E

« 54 0|E - 7|
o« XH—xE
o 4 —sso

6. HFEtE EXP0|AM SSO 74 gtol SHHEXR| 2R LICH 2R E B sso_enabled 7|2| 2t 2
False2 #HZA5I A2,

Edit item

You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4

Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled -]
4
[ value ] O True © False

7. RES AIZ2X} QIE{H|O|AZ Z0}7F SSOE ATFHSHAAI

ZOQ2 AMTE W “AISAIE HE & QS LR/ 7H Yl ELc

RES QIE{H| 0|A0| 218 [ “AIZXAIE 32 £ Q2" 2FIL EA | =™ Active Directory0ll= AFHE X}
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X|BF RESHIM FEIEIIGLICH HAE [MEMSL.
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(SSO) & 98t ID B2 A A MM &ESHMIR.
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Active Directory0l| A& X7t F7HE[AK[EF RESO|M 2 E[}A& LCE.

Active Directory0ll AL & F I3 X|BH RESO 8= A AD 57I3E EE|7dH ok ELICh AD §7
3= Lambda &40 2|5 DHA|ZE +=&|0{ AD § =2 RES &322 7HXSLICH M APRXP T3
E2 XI5t 5012 E7|3F ZEM AT ASE K| X 7t UA&LICh Amazon &E F M
HIAMM S22 S7(3E AIZTE = &Lt

S5t Z2MAE +S2Z AEfStAAIR

https://console.aws.amazon.com/sqs/0l A Amazon SQS 2£& iLCt.

1

2. CH7|¥0IM & MEHBILICE <environment-name>-cluster-manager-tasks.fifo
3. [HIAIX] & L £=2l(Send and receive messages)|2 ME4ELICT
4

HAIX] 220fl CtS S ={FLich

{ "name": "adsync.sync-from-ad", "payload": {} }

5. MAIX| 2 & DOl CtE 2 Y=ELICt adsync.sync-from-ad
6. MHAIX| &= X7 IDAl= 2olo] WAt ZAIEE UMFLICIH Ol #S2 582 O|Lie| ZE S5t
SFatok gfLich a= x| o™ X0l FAIELICH

MNME e M= AFEXRE AFHEE = ei&LC

MMg Bte = 2 2|XHo|X|2H MM E BHE I Active Directory0Oll Q= AFSXIE AISE £ Qe B Al
EitE M2 2018l oF & = UELICH & AL R0l CHEF MMDE M5 = Q& LICt 2 A
Xt #gol & H ol 2l ok &LICt

CloudWatch E{AE & 2|AF 29| 37| AMEt =1 2F

2023-10-31T718:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

CloudWatch 2EAE EHE|& 2201 A 0 287+ EAISIE LDAP ZAkol M LIT Bie AL Xt Bl2s
7hHHEHEl WY £ QIALICH O 2HE SHZISHAH IDPO] Idap A It BT E SElAAIL.
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EE = Microsoft 2tO|MA E|HBE2ERE HE A3 E AFEXE CALE F 8l ofF & LICH Software
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AWS 1 ZHoi| CHEF 241} ZHR 2 AWS 74|°F01| ol SMEIH, 2 EM= nnt MZAst Alefe| A=t

Research and Engineering Studio AWS on2 O} } x| A Z E¢J|o{ RHEO| A XS 3= Apache 2HO|MA
& 2.09| =7of et 2ho|MATF 2o{ELICH

145


https://aws.amazon.com/solutions/implementations/rd-gateway/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
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