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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

g

OH
ol

tH ChEa 242 27t E34ELich

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:r0le/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

+

"Action": "sts:AssumeRole"
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Amazon SQS - SendMessage

cheduler= A& 2| 25 Amazon SQS CHZ |0 A

eS
2 Z&8¢ + &Lt

Ct=2 &3l EventBridge
sqs:SendMessage &9

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Amazon SNS - Publish

C}& 2 EventBridge Scheduler7t At& Xt A 2| 2 & Amazon SNS FX|of| CHaH

sns:Publish &S 2 &2 = UEE 5t= &HULICH

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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ambda &+ 0i M
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

4. COfS BES ddstod M HEF HH S HIFHLICH PolicyNameE O] HHol Foisted= O|F2
Z HHM L.

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

SELICH A ARNE 7|SELICH CF& B0l A O] ARNE A

"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0O,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T719:31:18.620Z"
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$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

—

Ol attach-role-policy &2 HHE|AM SEH S Btetetx| & LICH

CHAM Ad%d

o =2 O

|>
S
W
2
x
ol
W
et

EventBridge A& YHS d4st7| ™o
Z= AWS Z|AAE AF2SHHLE i
Amazon SQS CH7|¥E MAMsHE e E0{ELICt. AWS CloudFormation
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1. C}Z JSON AWS CloudFormation Bl Z3!/2 S Atsto{ 240 CHE 0|22 XMEFLICH
SchedulerTargetSQS. json

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type'": "AWS::SQS::Queue",
"Properties": {

"QueueName": "MyQueue"
}
}
.
"Outputs": {

"QueueName": {
"Description": "The name of the queue",
"Value": {

"Fn::GetAtt": [
"MyQueue",
"QueueName"

]

}

.

"QueueURL": {

"Description": "The URL of the queue",
"Value": {

"Ref": "MyQueue"
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.
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

2. OlMCHS AWS CLIE™EE A#5t0{ Scheduler-Target-SQS. json ®Z2/0{AH AWS
CloudFormation AEHS AAISHL|C}

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json
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"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"

}
3. L[} HYS A4S0 AWS CloudFormation AEH0f| CHEH @ oF MEE &QIgtLICH ol HEoE &
Efo| arEfot HES!0l| X|™HE &340 ZEELICH.

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MBE B, WA Amazon SQS CH7|¥e tEn S0t &
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"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",
"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
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"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OutputValue": "MyQueue",

"Description": "The name of the queue"
},
{
"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
.
{

"OutputKey": "QueueURL",

"OQutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"
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EventBridge 27 & 24 A|Z 57

O] &F oAM= M EventBridge 27|1E2{ L Mol CHall MEELICt EventBridge A7 EE] &,
AWS Command Line Interface(AWS CLI) = AWS SDKE AI&35l04 ®IZ3! 7|9 Amazon SQS CHA

Ol ZatEl dHE W + &Lt O 8 228 ddstn, MAIZE F-st, Aufeh Zrdoi
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$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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KMS 7| Mg MEistod AWS KMS 222 0|S & LiCt. EventBridge 27 E2{7F A& Cilo|
ot 5 5t5t= whdof| CHet AFAMIBH LI 2 the section called “AZHE! | O|E| &5 351 MM

EiE o
2 HZFHML

h. HEOIM 7IZ g ASS MR 013, A WA S0 MR HE S SECR SRolM M
SFLICH E3HIAM 242 0|5 S Meistod A S MME 25 e

10. EP%(Next)% A._‘lEﬁHEFL—IEP.

11. U8 4E U MY Ho|X[oMH LHo| MF HEE AEFLICH 2 MMl HES MEISH0 ST
CHAHZ SOt MIE HEE WERELICH

12. U™ MY S MElSto] M| 2 M E 2= ELICH U™ HO[X[oM M LMt 7|1&E Y S8
Z 7 UGLICH o Ef FollM M L& o| 245HE A EfRIX| = QlghL|ct

13. ™o 2t Amazon SQS CH&f 0| ZHHAMo 2 S EE[=X| =0QI5t2{™H Amazon SQS 2&£2 ¥
CIE 2 =™stAAIR.

CHZ | SS[oM CHe CH7[EE MEdEFLICH
b. [MHIAIX| && & £=4I(Send and receive messages)|2 MEHELICH

c. HMAIX| 27| & g7| I o|x|e] HIAIX]| £=&lo M HIAIX| E2IS MEHSI0{ L™ of| [F2f CHA
CH7|¥€E B E|AE HA|X|E AL},

AWS CLIE AtE35to{ XS MAghLct

CHS oAl AWS CLI 8% create-schedule2 AL&3to{ HIE
EventBridge A7 E0H YYE ddst= YYS 2oiF LTt 5 Tt
o| HE 2 Hi&ELICt

2! 7|8t Amazon SQS CHAHO| Z & E
FOIE{e| RI2| EAIRF 2L AFE R}

- -2H - 2™ 0|2 U™ELICH

* RoleArn — U1} Q4738 Al & ol ARNZS U=3gfLCt.

« Arn — CH&F o] ARNZ = erL|Ct. O] Z< CHA 2 Amazon SQS CHZ |l L|Ct
- 22 - EventBridge A7|E247} CH& CHZ|QHol| Y 5t= HIAIX|IE U=IELICE.

$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression
'rate(5 minutes)' \

AWS CLI AFE 16


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html

EventBridge &7 & 24 ALZ%t 7H0|=

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

EventBridge 27&2{ SDKE AI&35+0{ & Mo

| SDKE At83tod RIZ 3! 718t Amazon SQS CH& 0| Z & &

CH2 oMo A= EventBridge 27|
A L|CF.

EventBridge A7|E2] Y2 dME

I[oI- [[H)|

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",

Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {

public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()

SDK Al 17
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.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");

AWS CLI EE= EventBridge 27| £2{ SDKE At&35to] &dHE ztelst= Eredof chst RhAlEt
LY e MME FHESMR.
H H

= 7E Oy 7 S HE o mh2tole{el AbSol| CHEF RHAMIEE LHE2 CHY 22| MM

fjo

- EventBridge 27| & 21 G|O|E & dt API 20| CHEt AtAIEH LI& 2 EventBridge A7 &2 API &

ZE HTHME.
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& 7|8 20| AL StartDate &4
A

1o
= = 7
0l CHSH StartDateE MBS otX| fo™ U™ FA| CHYE ¢HHXMo = SE5H7| AIZFELICH

rate(value unit)

value

IpS|

CHE of|Al= AWS CLI create-schedule &1} &7 rate E3HAIS AFE510{ £ 7|8 L™
g Tt WHEg Ho{ELICt o] ofAoMHE 5E0iCt AfE|E Y% nl
SqsParameters CHA RS AF&3+04 Amazon SQS CHZ |0 HIAIXIE M&ELICH

O| Mo ME --start-date EtEtOlE 2fE HYotX| B2, dHE Hdstn &d5tet 2 =0
UHHM CHe S ™Mo 2 EE5H7| AlEHELCH

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Arn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

stE gt A e Y EELICH EventBridge A7 &2
2t AZHEHE cron 7|8 ™ E FEE & JUES XY

TE 20


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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gLt Cron 718t YHE M S5t UH 4™

o = /U&L P EventBridge

= Al7|9t HIE = o &

=20O= o 4= = =
A7 EE{ S| rate ERAA & SHLIOIM X[RE[X| oi= ALSRL X8 Eh= LH0| HREF B2 cron 7[EH A
HE MEstHAI2. ol E0{ 27 8Alofl X cron 7[EF YHE HEE + A&LICH O X
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« AEFE) ALUEIIEE anyE XEERLICH IR HE0f 72 ™stT 3L T o= Hol2t: #
0

LT EEE R HWEOIM L HUESIER Y W EE Fo| 0hRIT He XIHE 4 gt
- Et HEOo|ME W HETFIER ofiH B BUES X|HE 5 JU&LICE olE S0 M HEof 3WE
Uit aie Yol M| ml Telol 7HE Tt P e XINE 4 s
QY WEoj# otUEstEE I Fol 43 YTl 20| S QIAHAS XYL oIS Sof,
325 1 2o = M| $22QlLich 32 7 Fo| AN H0|22 $2Ug LIEHYT 25 O Ho| £
i siE 2 L ULict.
(® Note

# 2XE A3t B2 2Y(day-of-week) ZE0] sHLEo| EFHAIRH Folg % eIt of
| ot

E So0f "3#1,6#3"2(=) F /Mol EFAOR SME|T| 20| RE5HX

of| Al

CtZ oAM= AWS CLI create-schedule BE Dt &7 cron 2342 A& 36104 cron 7[Et HE +
M5te 4HE EoiELCt O| of&l= 2022/ AR E 2023 A7 K| OfE OFX |2 SR 2T 10A| 158
(UTC+0)0]| AAEl= 2HS st HES 7|8 SqsParameters CHe RS AL& 3104 Amazon
SQS CH7|dof| HIAIXIE M&SELICH

[o][]

oy

$ aws scheduler create-schedule --schedule-expression "cron(15 10 ? * 6L 2022-2023)" --

name schedule-name \
--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Bt Emet EF YA T E ALE 504 ALERITL XIHStE SMet Alzhofl B BBt CH
g LICH EventBridge A7 &= UTC(EME EEAl) E= UM S MME
& UEE K| ELICH

Us|Y U2 M™S 22t CHY S Mo 2 S &5 Fol 045 AH™E o Hit

=
ElLIcH U3|ld A7 E0| A E 2zt Fol= s LS AfAst= 20| E&LICH
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at EHAIZ ALS5H04 Y|4 YHS TABLICH at EHAIS CHT} 20| EventBridge 2 A Z2{7+ &
Mg 7HsoR S EHEE st UM U AlZto 2 TAELD

U ™2 F4435I™ EventBridge 2AIE 2= AFS K7 L7Hol| X|'H8t StartDate 2 EndDateE

£ oi|Ml= AWS CLI create-schedule 23} ?:.77" at A2 A85t0] | d ™2 #+H5t=
g2 Ho{ELICH O] oflAMlE 2022' 118 20 @ F 1A|(UTC-8)0] 8t 21 Asliz|= U™
HEZ! 7|8k SqgsParameters CHY F& 2 AFE5H04 Amazon SQS CH7[A XE ™

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" -
name schedule-name \

--target '{"RoleAxn": "role-arn", "Arn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge 27&2{2| A|ZHCH

EventBridge 27| E2{= ALEXI7t X[Hste 2= AlZHCHO| cron Z[BF 7 & 23| dHE e =
UL S X|RELICH EventBridge 27| & E{= IANA(Internet Assigned Numbers Authority) ol A S X| 2
2l5tE AlZCH CIO|E{H[O|AE AFSELICH.

AWS CLIE Ar8&3tH EventBridge A7 E247} --schedule-expression-timezone It2}0O/E

ArE5to] UM E HILSIE | Stede AZICHE EEE = UELICL E So{Cie B2 Y 2

Al 3020 O/=Z/7=0MH HER! 7|8 Amazon SQS SendMessage CHA S ZHHMO 2 S &E3l=
7|8 A E Mgghlc.

AR

8
ron

ﬂH)il

o

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone.™" }' \

--schedule-expression-timezone "America/New_York"
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--flexible-time-window '{ "Mode": "OFF"}'
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U AFEH 7

Hastet HIg d3tets F 7HK] HEf7E A& LICH CHE oKl ME

EventBridge &7|E2{ YMol= &4
Otct AT T Lambda CHY 2 7HHMO 2 S &5t ™S HIFE

UpdateSchedule2 AI835t0{ 58
Mstgfuct.

UpdateSchedule2 A& = 2 & = nf2tO/EHE MB35l ok & LICH EventBridge A& 2=
A& RO U™ E AZAIE MBS e HEZ CHAELICE oo A& 8t nttO|EE XIHSHK| gk
null2 7|2Zfez2 Arg¢gfLch

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

"I 3\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

tod

(o]l

= 7|8 ol

fjo

tod & A&

ol
I3

CH2 oMol A= Python SDK®}F UpdateSchedule 22 AFS
Amazon SQSE CHA o Z 5t UM S H|EAMetetLCt.

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

U FEf 1 26
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scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

o 1S}t 7|7|- ‘_r"

st 7|2t e 2 d™EE Fd5tH EventBridge 27| E {7t AL AH7F AEE 717F LHof O 2 7HA X
oz FEFLICL ol T o HE et ofof =& 0| Hedtx| pf2 B0l fREELICE 7[ZHE FsHA
HYstH O o 7 3 &8 E4AI7A dHo| o EEE =Y + &L

01|§ E0{ OfA|ZH M E[= Lol CHE 1582 S48t 7|7HE F435HH of| 2k El A|ZHELCH 158
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l

hour)' \
--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"

"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld
\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\ll}\ll}ll } 1 \
--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"”

Example Python SDK

import boto3

fodst 7|zt 7 27
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scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

2%0il CHEt DLQ(Dead Letter Queue) 743

Amazon EventBridge 2 7|Z 4= Amazon Simple Queue ServiceE A& 35104 DLQ(Dead Letter
Queue)E X|HELICH YXo| CHA S ZHHXMo 2 3 &5HK| 61T EventBridge 2FHE 2= Z2H X
SENR HE L S oERE AlEt 2E S8EHE X&5t= JSON HO|ZEEE AMSXLIL X|Hét =
Amazon SQS & CH7[¥=E HEgLC.

Ot &Ml M= Ol JSONE Dead Letter O|HIEZt T B LICH Dead Letter O[HE & AL 3tH A% 0|

LI S EoF 2 E EXNE sHEE &= A& Lo A RAIE HAME F4351H EventBridge &7
ZEHE A2 X7 AZ8E Z|CH RHA|E B4 E 25 A28t Dead Letter O|HIEE TEgFL|C}.

CtZ &= oAM= Amazon SQS 7€ S YHof &= DLQE F45t1, EventBridge 27| E2{7t
Amazon SQSZ HA|XIE MEsHe O 28 HEhe M™stD, DLQOIAM Dead Letter O|HEE 4l
st W e AYHELICH

A

« Amazon SQS CH7|d MM

- A3 g M A

« DLQ(Dead Letter Queue) X|H

« dead-letter O|HIE 744

Amazon SQS CH7 | AA

0f

Lol XH DLQE F85t7| Tol| E&E Amazon SQS CH7 ¥ S MMt of g LICH RHAISH X|El2
Amazon Simple Queue Service 7HZ At 2HLHA 2] Amazon SQS CH7 |2 HHE & ESHAL.
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https://docs.aws.amazon.com/SQSDeveloperGuide/sqs-configure-create-queue.html
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$ aws sqs create-queue --queue-name queue-name

A1 Z6tH Z1tod| QueueURLO| EA|IELICEH

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"

AOI-I

0>

CHo|de
ARNO| Zl©
HHS AL

of

FLICH CHZ7 |9 ARN2 Amazon SQS 2& 0] M & get-queue-attributesAWS CLI

o & & + U&LICH

I

I8t % 7|2 ARNS 7|23l ELICH EventBridge 2 E 8] Y0l DLQE X|HE i

[e]l]

$ aws sqs get-queue-attributes --queue-url your-dlq-url --attribute-names QueueArn

AHZ3tH ZAotof cH7|d ARNO| EA|ELICH

{
"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"
}
}
Ct= MMoi A= EventBridge 27 ZE217F Amazon SQSO| Dead Letter O|HEE M&E 4 QIEE A
M Al dghol| st HEtE FIHELICEH
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"sgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
® Note
EventBridge AAIEHE A8 3504 Amazon SQS APICHA 2 ZHHMO 2 S &35l B39 9™
A3 ofstof T3t Mol olnl HAEI0] /S & UaLict
CtE Ao MHE EventBridge 27 &2 2£2 ALEstm d&of cHet DLQE XIEELICH.

DLQ(Dead Letter Queue) X|’H

DLQE I Hst2d™ EventBridge A7 E2] 2 = AWS CLIE A 35t04 7|1&E ™S UHI0|ESHA

Console

=& 2 AL8sto{ DLQE X|YstedH

—

AWS Management Console0l| 21918t Ct& https://console.aws.amazon.com/scheduler/

home 213 & MEH5}04 EventBridge < 2| EventBridge 27 E 2] MME dL|Ct.

2. EventBridge 2FE 2&0MH M 2HEE BHEHU L SFoM HEE 7|&E d™YE M=
L|C}.

3. A I 0|X|oAM DLQ(Dead Letter Queue)ol| CH3H CHS & SHLHE T&5HAA2.

« L AWS H"H2| Amazon SQS CH7|¥E DLQZE MES MEHE CI2 EECIR SR0M T
DLQO] CHt CH7 |4 ARNS MEHEFL|CH

- CH2 AWS H™H 2| Amazon SQS CH7|¥ S DLQZE X|HE ME4E CHZ DLQO| CHE CH7 |
ARNZ /23gfLct CHE AWS A ™M CH7|E S EHS1EH EventBridge 27 &2 2&2
CH7|E ARNS EECHR S50l EAIE = i&LIch

DLQ(Dead Letter Queue) X8 30


https://console.aws.amazon.com/scheduler/home
https://console.aws.amazon.com/scheduler/home
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4. M AES HES CHS 9N MM TE U KIS M5l DLQ TS BESAAIL.
QL R:

5. (M AHE) UHOIDLQ M HEES 22T SRolM UM 082 ME O U A
)

2 0| X|0 A DLQ(Dead Letter Queue
AWS CLI

AWS CLIE At836t0{ 7|&E Y8 E UClo|Este{H

« update-scheduleBEE AIE5t0{ YHE YO|O|EFHAAIL. 0|0 M+dEt Amazon SQS

CH7|€E DLQZ RIEELICH Ea Amazon SQS HeHE 148 IAM 38 ARNS A& =
K| EELICH CHE 2 X2l ZAIR Z2f2 oY S22 HELo

$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

AWS CLIE Al23510{ DLQE M 21X ortsg4H

e
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- & MMM create-schedule BHEE AFtLICH 2 E Rt2| EAIRF 2L

L|Cf.

-

g Mo

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",

"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

Ct= MMo| M= AWS CLIE AH235104 DLQOI M dead-letter O|HEE 4= AlSHL|CE.

dead-letter O|HIE Z4AH

Ctg O30 20| receive-message BHEE A& 5104 DLQO M dead-letter O|HE & ZHAEHL|CH
--max-number-of-messages £ Ar&5t0] HAAME HAIX| =8 HHEE = U&LICH

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

dead-letter O|HIE 744 _


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/receive-message.html
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"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCYOBZ
+FfTcORFpoplbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V@5RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWIMrnYgOGx/
BualLzOrFi2F738XI/
Hnh45uv3cab0YwS1ojPQ1lLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "0@7adc3fc889d6107d8bb8fda42fed573",

"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",

"Attributes": {

"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",

"SentTimestamp": "1652490733042"

.

"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",

"MessageAttributes": {

"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"

iy

dead-letter O|HIE 7444 —
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"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
I
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z",
"DataType": "String"
I
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/

DLQ-test",
"DataType": "String"
3,
"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"
}
}
}
]
}
CHeF 3 E0| Augt 7hs8 #ele AlgEstn EXE siidst= ol =&0| E|=% dead-letter O|HER
Che 442 7|88 4R,

- ERROR_CODE - EventBridge A7 &247t CH& o MH|A APIZEE =45t=
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-EndDate
https://console.aws.amazon.com/scheduler/
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2. update-schedule AWS CLI & & At&3sto{ CtZ21t Z 0| 7|& ™S Yo|EELICt ol &
=2 --action-after-completiong DELETEZ MAEILICE O] oMo M= CHA 2 HE
JSON mtof|l 2L = Ho|Ffctn 7hdefLct Y82 Ao|o|Ested™ et at 7|&E L-Eof o
ol *M5ted= 7|EF 2™ meto|eE ~MSsHok & LICt
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completion WZtOIEHE UMY M Sz dME II’SE*I—IEP.

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

UH0o| H o|& ER3EIX| et DeleteSchedule 2P 2 AKE £ U&LICH

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteSchedule.html

EventBridge &7 & 24

Cts EA

AR 7H0|E

o Char 2 TAISHE WOl ChEH REAIEH LHS T 8 T4 uf

> |o
1Y)
2
2
[=)
[l
rok
Pl
>
ro
-
0o

C
- EventBridge 27| &21 |O|E &It

ZE HEFHAL.

2 EventBridge A7 &2 API &

cHs B 36


https://docs.aws.amazon.com/scheduler/latest/APIReference/
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/scheduler-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_GetScheduleGroup.html#scheduler-GetScheduleGroup-response-State
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AWS CLI
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1. MESZEZE IS GLich

2.  AWS Command Line Interface(AWS CLI)0M|A C}Z create-schedule-group @HE S /=
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$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule-group.html
https://console.aws.amazon.com/events/
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4. LY ME HE XI™H Ho|x|e| Y™ O Eoi chall EECH: SE0M M 282 ol§2 ME{g
LICt 0 & E04, TestGroups MEHEILICY.
5. UM miH, cHd, MYE XIHE O 2E Z2E 2 X% Ho| X0 A ME A 2 HAESHMAIL.
M L Fdol CHEt REMIEH LHE 2 AlEf 57| MME B E5HAMIR.
6. YHS 2EotT XME ST LY M S MEHELICE
AWS CLI

AWS CLIE At83dtod g I &0 HAZEstedH

o
2.  AWS Command Line Interface(AWS CLI)0{M create-schedule @S Q248tLIC

t. o™
A 5t U™o| MAME|1 O|F EHA0M BHE sqs-test-scheduleOl2tE &1 2% 0| A
ZELict ol dH2 BES 7|8 Amazon SQS CHY 78 E AL83t04 SendMessage XU S

Moz sEFLICL U 0|5, tie & 5 0|5 MER CEZ tHAlst & Al2.

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleAxn": "ROLE_ARN", "Arn": "QUEUE_ARN", "Input'": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

O|X| A Y%0| TestGroup ¥ 21 HAZELICL.

UE a5 A

Ct=2 0 A AWS Management Console 2 AWS Command Line InterfaceE AF&35t0{ 2™ a5 AMA|
St= W g gotE = U &LICH 382 AAISHH EventBridge AZAE2{7F 38 LIS 2 E ™S 4
M35t7| ®HR|= 21& 0| DELETING & Ef7t EILIC} EventBridge 2AFAIE 247t IE0IM LHEES Ax|E
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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{
"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",
"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",
"Name": "TestGroup",
"State": "DELETING"
}
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An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup

operation: Schedule group TestGroup does not exist.
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Amazon SQS SendMessage

Example &1 23&roi| CHEt #eh &3

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",

Amazon SQS SendMessage 45
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Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
}

Amazon SQS SendMessage
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Lambda Invoke

Example &1 23&roi| CHEt #eh &3

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

lambda_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,

Lambda Invoke
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FlexibleTimeWindow=flex_window)

Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Lambda templated
target");
}

Lambda Invoke
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Step Functions StartExecution

Example &3 3ol CHEt T8 =Y

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"states:StartExecution"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" 3}" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Step Functions StartExecution
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Example Java SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.buildex()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");

}

Step Functions StartExecution 50
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue
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batchGet
batchDescribe
batchRead
transactGet
adminGet
adminList
testMigration
retrieve
testConnection
translateDocument
isAuthorized
isAuthorizedWithToken
invokeModel
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Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I N
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#ListBrokers
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestParameters
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody

EventBridge &7 & 24

--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")

Anput("{\"Input\":\"{}\",\"StateMachineArn\":\"<STATE_MACHINE_ARN>

\"}")

of| Al
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.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.buildex()
.name (" <SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}
}
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Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
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"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage", \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"}' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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Schedule

* scheduler:ListSchedules

* scheduler:GetSchedule

* scheduler:CreateSchedule

* scheduler:UpdateSchedule

* scheduler:DeleteSchedule

- dE a5

* scheduler:ListScheduleGroups
* scheduler:GetScheduleGroup

* scheduler:CreateScheduleGroup
* scheduler:DeleteScheduleGroup
* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"scheduler:ListSchedules",
"scheduler:ListScheduleGroups",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:ListTagsForResource"

:]I

"Resource": "*"
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« Of|Al|: CreateSchedule

« Of|A|: GetSchedule

« Of|All: UpdateSchedule

« 0§|X: DeleteScheduleGroup

ofA|: CreateSchedule
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
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"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":

L

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
TS BME AS 601 29 FH7E UNE UED A2 5H0] ANS KIS T U2l 718 NS HES o
25MQ. T 2E| 7|2 A25tE{H Eot =7} H|IZ] AWS KMS 2| AA0]| HM|ASH £ o= A3}
Of R{0{oF &L|Ct. Of HE2 Scheduler?| G| O] +§ ots3tste O AHSE X|HE B KMS 7|0 CHEt
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{
"Version": "2012-10-17"
"Statement":
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[
{
"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
1,

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
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"Version": "2012-10-17",
"Statement":

L

"Action":
L
"scheduler:GetSchedule"

15
"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]

0i|A: UpdateSchedule

CIS HAE AF835lod E9F X7} scheduler:UpdateSchedule Q€ AHMoZ &S0 U™
2 EStE S {85t AAI2. ot OtEHIFK| 2 HAM2 AFZE0M g S50 AL 3StE 7] AWS KMS
| C

{

"Version": "2012-10-17",

"Statement":

[

{
"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
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"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}

D BEE 712 FHE UHO B 08 HMS ASSHAAL. 0 Mol ot Tt AR
o

AWS KMS Z[AA0]| HM|AE 5=

"Version": "2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name
},
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
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1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,
"Conditions": {
"StringLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"
}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
0| A: DeleteScheduleGroup
Ct2 S ArE5to 2ot FA|7F ™ 282 ANGHES &SI MAIR. IES AAISHH
g BT HZE YHE ARELC 288 AMsE 2o FHE ST 18T ¢
LHEE MAE = U= HEHo| Uofof ELICH O HAM2 Hot FXo|A X|HE YdE aE29
scheduler:DeleteScheduleGroup 2ot O & L 2& LU E Yo E 3£ £ U= HE
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"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-

group/my-schedule-name"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/*"
1,
{
"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group"
.
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

EventBridge &7 & 24 ALZ%t 7H0|=

/A Important
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}
}
}
]
}
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ME 27ESHIM Y E +>E Hetol gi&LICt EventBridge
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CtZ oAl 2/ = mateojackson IAM AFERI7F Z2&£ 2 AFE5H04 7t my-example-widget 2|4
of CHEt ME HEE E2d1 §HX|B 74 scheduler:GetWidget T8HO| Qi Ml ghMstL|Ct

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

0| B Mateol| MM scheduler:GetWidget 22 A& 350 my-example-widget E|AA0|
HMASHEF St S YO|0|EsHOoF &LCt.

0| 25t AwsS ZE[Rtof A BolstH. e[kt 23l K4 ZHE S e At Lt

X‘lE |AM% ‘)I\‘écljgal- %I_ Ol I:I/sl=l |—||:|' PassRole
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E MAMZ dol|o|EsHof g LICt. iam:PassRole
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

gk
0

0| Z< Mary7t iam:PassRole® 2 &g = UL T Mary2| HAEZ 4O|0|E SOk T LICH.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"scheduler:*",

# Required to pass the execution role
"iam:PassRole",

"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Effect": "Allow"
.
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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. kmS'GenerateDataKey— EventBridge Scheduler7} 22I0|HE & 453 E 5= O AAES

(=N=] 0|'|_ E” 'E-IREI-L—“:L

. kms'Decrypt— EventBridge Scheduler7t 2t 3tE O|O|E{Qt &7H XMEst= =3 Clo|E 7|
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{
"Version": "2012-10-17",
"Statement" : [
{
"Sid" : "Allow EventBridge Scheduler to decrypt data using a customer managed
key",
"Effect" : "Allow",
"Action" : [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:your-region:123456789012:key/your-key-id"
}
]
}

« kms :Decxrypt— EventBridge Scheduler7} & 3 3+E! HI0O|E{2} &7 K& st &= 3HE O|0|E 7
o| &t & sH=sHok & LICH.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
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{
"Id": "key-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
1,
"Action": "kms:*",
"Resource": "*"
}
]
}
MEimio= A3 ofgtof CHE UMARH MBS TS 7| HA0| HOIE Mt £ el 12 Bl
7|8 EventBridge A E 2 ElAAMEH AL 5E{= E< O %*H*% ASe che 71 &

A oM E Ar835tod 7|E AF8E = U= EventBridge 2FIEE] 2

{
"Id": "key-policy-2",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::695325144837:root"
},
"Action": "kms:*",
"Resource": "*"
I
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:role/schedule-execution-role"
MEE HolE ¥E st
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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I
"Action": [
1,

"kms:Decrypt"
"Resource":

"

CloudTrail O|HIE oA
AWS CloudTrail 2 APl &
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504 kms :Decrypt =

A5t
eventVersion":
'userIdentity": {

X e |' 0{7|0{l= EventBridge Schedulerﬂ
s=0| %
EventBrldge Scheduler& £20{F
"1.08"
"type": "AssumedRole",
"principalId"
"arn":

HELICH Chs oAM=

arn:aws:sts

accessKeyId"

2l 7
ZH ot
£ CloudTrail O|
role/70abcd123al23al2345alaal2aalbcl2"”
"accountId"

HE &=
"123456789012"
"sessionContext"

"ABCDEFGHI1JKLMNOP2Q3"

: {
sessionIssuer": {

Iltypell IIROlell’

principalId"
IlaInll

"ABCDEABCD1AB12ABABABQ:70abcdl23al23al2345alaal2aalbcl2"
123456789012 :assumed-role/execution-
accountId":
"userName":
Iy

"123456789012"
"webIdFederationData"

"ABCDEABCD1AB12ABABABQ"
"arn:aws:iam: :123456789012:role/execution-role",
execution-role
: {3,
attributes": {
"creationDate"
}
}
1,

"mfaAuthenticated"
eventTime":

"2022-10-31T21:03:152"
"false"

'y "2022-10-31T21:03:15Z2"
eventSource": .
"eventName":

XZHE olo|E

"kms .amazonaws.com
"Decrypt"
Zs3}
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"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abcb7",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
},
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [

{
"accountId": "123456789012",

"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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