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3R AWS config ¥ credentials Itoe= Z2E MEJF Z& k|0 J&LICH Z20HU2 AWS
Command Line Interface (AWS CLI), AWS SDK %! 7|E} =70 AFSEl= 7|-2t Aol 7+ MY ME
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3% config 2 credentials ItY 25 ASCIlI 2At0F Z3HEl ot BIAE mplQlL|CHUTF-8 2132
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@ Note
[default]2(=)Et&sl O|FO| X|HEIX| 2 Z2 ot URILICH O] Z2M U2 AFS K7
ZoUg X|MEHX| o2 AR SDKUIAM A5t 7|12 Z20t2o|7| 20l default(0l)2tHs
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AWS_PROFILE- &4 B4

+E HHE T 2L =202 MASH ZE SDK ZE L AWS CLI Ho| aliE

HE M S 4 e M- | Linux/macOS o/ Al:

export AWS_PROFILE="my_default_profile_name";
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setx AWS_PROFILE "my_default_profile_name"

aws.profile- JVM A|AHE] £
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[default]profileMM AlHXIIL EQ K| ot RUSt Z2HILICH

CtE2 [default] ZEIYUO| /Y= 7|2 config
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[default]
#Full line comment, this text is ignored.
region = us-east-2

profileMM Ho| 2tQI2 Ctet 7HY AlLIE[20] MEE + U= BBE 748 2ELICH BFE
|

Z20U0| O|FHE E0lEdH ZZ2n 9| 0| MME B ZFHAAIL.

CHS Ol E profile M4 Ho| tQlnt O[2t= O|& 2| config Z2
[m]

=
= 4
foo CHE Ml HolE &2 W7t X| O] £ o 2 ZE HE2 ol BHE Z20jo| UF

[profile foo]

...settings...
U Mol Ok oMol s3 MA W 9 HED e SHE &HA shel U 280l Lok st
|Ato| ZHHO 2 E0{Ar7|5104 5t} MAMHE a0t o488}

[profile test]
region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000
MM 2% sso-session

1z

M ™ol £9| 0: [sso-session my-sso]

sso-session¥ Ho| 212 AWS A BHE &Qlste O A6t ZE2W U FHSt= O A
25t MM OE9| 0|2 X|™ELICH. AWS IAM Identity Center Single Sign-On @1& 430 CHt &}
Mgt LHE=2 IAM Identity Center 215 MME XS MAIR. Z2M UL F|-Z4f ¥2 =2 sso-session

MMoj| AEEILICH 097|A sso-session Zf2 7|0|1 sso-session AlM O|&2 sso-session =

<name-of-sso-session-section> &2 Zf&lL|Ct.
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CtZ oo HE “my-sso”e] EE S A& 304 “SampleRole111122223333" H'H 9| IAM 3&of CHEt B
7| AWS X4 SHE 712 T2 EE FHELICH “my-sso” sso-session MM sso-session 7|
E A83510q profile MMM O|ES 2 R EELICEH

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

0Il

MM 2% services

MM Kol Z9| of: [services dev]

(® Note

0| services AlMe
E—‘rloﬂA-IDP AP%% = Ql&L|Ct SDKOA O

>

servicesMM HOo| EIQI2 Q™| CHEH AFEAH X|IH AEXQIEE 5= AH &S| 0|EE2 K|
XMshL|C AWS MH|IA Z2 01U F|-Zf MO 2 services MMof| HAZEILIC} 047|M services &t
2 7|0|1 services MM O|E2 services = <name-of-services-section> Z2 ZtelL|Ct.

servicesMM2 <SERVICE> = ZEHE ot MMo =2 [ FEFLICH 047|M <SERVICE> & A|H

AF ZIILICH AWS MH|A AWS AH | AlgEXt= 5?’5—'1% serviceld YEZ HIR DT RE EXE

AEXZ HFE API 222 7[8tO 2 BHLICH services MMM AFSE ZE MH|A AHR} 7| 5

E2 MHAHE ACEZQIE AlHEXIE FZSHMAIR. AMH|A AlHEXL 7| Flol= 242 1RE £0o 3 F
| O|o{Z&!
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CIS o0l M E services HOlE AF&35104 Amazon DynamoDB AMH|AO]| CHEF @ H 0Bt AL & A=
ZOIEE FMgrLCt "local-dynamodb" services MM services 7|8 AF&35t0q profile
MMM O|§ 22 FZELICH AWS MH|A AR} 7= L|CH dynamodb Amazon DynamoDB A
H|A &t2 M2 dynamodb = ZFRIIM A|ZHEILICEH S0{AM7|E HIE CHE E2 ST ot Ao
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[profile dev]
services = local-dynamodb

[services local-dynamodb]

dynamodb =
endpoint_url = http://localhost:8000

AHER RIS ASEQIE Ao ThEt REAMIEH LB 2 MHIAE HIEZ0lE MM HAFAAIL,

ot OIF ntelo| A

20U MMO| profile EHO{2 A|Z5HX| pi=Che M2 MQI5t™H credentials Tt 22 A
IO 2 config T &0t SUFLICH CHE S Atojoll= =2 E O|F RHAIBH AFESHAIAIL. CFHS
olXlE o|E0| X|HE =2 E MMO| Q& credentials IS Ho{ELIC} foo

[foo]

..credential settings...

“HIZZ ZhF AL 2z HWoz 7k ks OhE P credentials IO MY E & U&L
Ct. aws_access key_ldaws secret_access_key, aws_session_token. O|2{8t MHE SR
config TtUof| BHXIE == UX[BH Of2{3t BBt 22 HWE Of credentials Lol E25t= 0|
ZgLCt O|EA stH 2Rt Z<2 ZF ntdof o] MEts MBS += U&Lch

CIS2 [default] Z2ItY0| U= 7I£ credentials TtUES Eo{F = of L|C}.
aws_access_key_idaws_secret_access_key, & aws_session_token 228 M
L|C}.

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

credentialsitloi O|§0| X|HE Z2EIE AFRSHE default “E AFESHE ARO[ 047|9 2
E MY SUSt ZZ2E 0|E 2 AM8B8E config IO ZE M At ELICH SUsH0|EE &
S5t Z20tof CHEt 2o 0150| F oY 250l e AR 2o Q15 mlo| 7|7f MEFL|CH




AWS SDK & =+ = M

3% config 2! credentials It K|

3% AWS config % credentials I}YU2 AWS SDK & =7 0| 714 HEJ} E0{ e Y HIAE

ot lLct o2 ALE AL Bt Eol 2EZHE EXHSH SDK ZELF siE BZ0| A AWS CLI &=

ol o3l AtS2 2 AFELICH A& ZHFE{0|MH EE= Amazon Elastic Compute Cloud Q1A EIA O A
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ot dE& 02 & & U&LICH

SDK i T77h AYEIH o3 1YL Solstm AL JHs 3 T4 MS Ze Bt o] of X
Qe 79 SDK EE T78 S5 712 1Yol S22 ML

24 A x| 7|2 x| ¥ utd o|F

Linux & macOS ~/.aws/config
~/.aws/credentials

Windows %SUSERPROFILES\.aws\config

%SUSERPROFILE%\ .aws\credentials
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« (Windows JUSERPROFILE &% g
« (Windows Z24&) HOMEDRIVE %! HOMEPATH &7 #4=0| ¢4 () $HOMEDRIVE$HOMEPATH
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, B2O| AZF 220] Ar&XHe| & CIEE2|(M:~username/)7t X|IHE|0{ Qe a2
HE{2|(0: /home/username/.aws/config)E & & EL|CH

CHe B W45 Ol2{8 10| 9Ix| 5 OB 7IEZ0IM ALSRE XIB gtz WX 4 AL

- config I}t Bt H4~:AWS_CONFIG_FILE
« credentials I}l &7 B44:AWS_SHARED_CREDENTIALS_FILE

Linux/macOS

Linux EE£ macOSOIA CHS 9| LHELHY| BEE A&stod ChA| fIx|€ x|HE + U&LICH

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

Windows0l|l M CHZ 9| setx BHEE A&sto{ CHA| 2IX|E XIEE + U&LICH

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name

JVMOIM A& E|E Kotlin® SDK2} Java 2.x8 SDKO| A CHS1 Z2 JVM AlAEI £M4E8 MH S0
o243t WUl /x| £= OIF 2 722 AFEAL XY 2t 2 HAY = U&LCt

« configmtd JVM A|AE] £%4: aws.configFile

Ol ol 712 YIAIE HEFN A, T


https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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=
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2E HeE T 240 Eot 15 X|Hete CHE WHE N3stH, 23 2RIE -5 HL HEE

T2OUS QAR J|EZIoR MY I £2E & YALICH CHE 0| SDKOIA X|Hats 278 4

S22 H He S5 MM BE s AAlR

SMo| M =9

- B HLE 850 MYE X|HE B2, 38 AWS config X credentials mto| = 2 o}l
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Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

$ export

AWS_SESSION_TOKEN=AQOEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401gk

$ export AWS_REGION=us-west-2

B8 HT & Yot A8l 40| HB ko & Mo| S=2E WX = HeE T E U2
5t !

SHY W7k K| RRIELICH 2o ABEY A3 REM HrE S olfS 7t FF Ao

ME YTRxoz ME|EE 3 4 QlaLct

Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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C:\> setx

AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. .
C:\> setx AWS_REGION us-west-2
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PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

PS
PS
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PS

C:
$Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .
C:\> $Env:AWS_REGION="us-west-2"
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C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
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Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"
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https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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Windows Command Prompt
C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/general/latest/gr/sso.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/signin/latest/userguide/sign-in-aws_builder_id.html
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https://docs.aws.amazon.com/codecatalyst/latest/userguide/concepts.html#sign-in-concept
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://console.aws.amazon.com/singlesignon/
https://console.aws.amazon.com/singlesignon/
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-user-session.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
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https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_GetRoleCredentials.html
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https://docs.aws.amazon.com/rolesanywhere/latest/userguide/getting-started.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/credential-helper.html
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[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID
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https://github.com/aws/rolesanywhere-credential-helper#readme
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
source_profile = profile-name-with-user-that-can-assume-role

role_arn = arn:aws:iam::123456789012:role/my-role-name
credential_source = Ec2InstanceMetadata
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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[profile web-identity]
role_arn=arn:aws:iam: :123456789012:1r0le/my-role-name
web_identity_token_file=/path/to/a/token
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/service_code_examples.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
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https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
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aws_session_token=<value from AWS access portal>
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[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX21QoIb3IpZ21uX2IQoIb3IpZVERYLONC
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[profile dev]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access

0] T2t YU0|M sso-session FAES RHAIRE £ Q& LICH.

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]
Sso_session = my-sso
sso_account_id = 111122223333
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[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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sso_start_url = https://my-sso-portal.awsapps.com/start
sso_region = us-west-2

sso_account_id = 111122223333

sso_role_name = SSOReadOnlyRole

& EZ2 sso_start_urld| 7|gtEh ot O|F2 7%l ~/.aws/sso/cache C|EE 2| of2fo] C|
301 FHAIELICE

IAM Identity Center 20t 215 S Z A MH
CtEZ2 AF835t04 0] 71 MEtAlA2.
sso_start_url- 7 AWS config It M

Z%|9| |AM Identity Center HAM|A ZEHZ 7I2[7|= URLLICE. IAM Identity Center M| A &
off CHE XEMIBH L2 AF8 HB MO AWS MA|A ZE ALS S HESHAAI2.AWS IAM Identity
Center

Ol gf2 & 2o24™ |AM Identity Center &2 Y1 CHA|EEE & QI8 CHS AWS HAA X H
URLEZ o {A|R,

sso_region- 37 AWS config It A%

o47[0= IAMID ME{ ZH S AE é IAM ID MEIE & d3tstr| ©of MEHEH X[0] ZFELICH
O

AWS 2| L il IEO| MA S/ o X|PEH A=ZIEE FESFHAA|2. Amazon Web
Services Yt & X 0] Zt2 3t224™H |AM Identity Center 2£2 G CHA|[EEE &QIt OIS 2
M2 oA

sso_account_id- 37 AWS config It A%

RIE 0l AHE35H7] 28l AWS Organizations AHIAZE S8l £7HE =X IDYLICH AWS AH

A8 758t AEH 588 E24™ IAM Identity Center 2 2 0/53104 AWS A 10| X|E 0{4lA]
2. AWS IAM Identity Center L& API & & 9| ListAccountsAPI 22 AtE 510 AHE 7HS8H HI™
552 2 £ UELICL 6§ E0{ 2IAE Y AWS CLIHIMEE ZEE + U&LICH

IAM Identity Center 3= X}

67


https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://console.aws.amazon.com/singlesignon
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html

AWS SDK & =+ EE LA

sso_role_name- 37 It 4% AWS config

A ERo| 2|1 M2 Holsts IAM HE R Z2H|X{'JE M 2ol o|FLich A2 AWS
2 U0{0F &FL|Ctsso_account_id. Amazon El&A O|S(ARN)AE S AL 5HK|

A2,

et MEo= IAM H2 L AR XY HEH HAo| MR |0 A2 EHE AWS H Zofl CHEE Ab

EXto| HMA =FES HolFfLICH

A8 7ttt HE 2E 552 224™ IAM Identity Center 2£ £ 0|5 3104 AWS HHH O|X|& 04
MAI2. AWS AHEEo] LIGE S2HIE HEt &2E Ol 2 MEIFLICH AWS H[Z AWS IAM Identity
Center L& API & X 9] ListAccountRolesAP| &2 AL& 30 A8 7Is8 HEt g S82 =
= JU&LIC o€ E0{ AWS CLI HHMEE S £ <= list-account-roles A& LICFH

=
sso_registration_scopes- 37 AWS config I+ M

sso-sessionOf CHal QIS E AEE FEE fFE3t HY EXtYE SEAULICE H2{= IAM Identity
Center 2ERAt EZ Q5 AE=ZQIE0 CHEt BMAE SRUIRLICEH IAM Identity Center A{H|AO0 A
MZ D& EE8 ChA| 22 P sso:account:access Q| |4 HRIE Fo{s{oF & L|CH X|HE
= HAMA HR 2XHE2 AWS IAM Identity Center AbE AFA{O| MM A B2|E FHESHMAIR. O

ME2 M2 T3 = gle BlHA 7HolE MELX| A &LICH BIHA FHE AESto{ YZE E
22 dAMo 2 #H?| sso:account:access(2)2 M EHELICE

AWS SDKeto| &k

CHS SDKE O] FA|0M MHSHE 7Is L A™E X|HELICH 2E &8 o7t 7ISELICH 28
JVM A|AHE &M MXe AWS SDK for Java 2! of| AHBF X|=ElL|CH. AWS SDK for Kotlin

SDK X HnEEFJHEHE

AWS CLI v2 of

SDK for C++ of

SDK for Go V2 (1.x) of

SDK for Go 1.x (V1) of 3% config ItY MHEE AIEStE{H 78 LU EEE
7{of ELICH MM EZFHAAIR

IAM Identity Center S & At 68


https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/

AWS SDK & £+ & oM
SDK X EnEsFIHEE
SDK for Java 2.x of T4 2t credentials THLAUME X|HELICH
SDK for Java 1.x o}
L
2
3.x& SDK JavaScript o
2.x2 SDK JavaScript of
SDK for Kotlin of
SDK for .NET 3.x ]
SDK for PHP 3.x o
SDK for Python (Boto3) of
SDK for Ruby 3.x o
SDK for Rust F Mz 3E £ gl BlHAl FEolg sliE
&

Cl=22 I8t =7 PowerShell 0§

QIAEA HEH OB MH|A(MDS)= A& 52 QIAHAE 74 = et Ol ASE = U
= QUAEA 2 O|O|EHE MBELCt A 7hs§t Tl O[E{of| CHEF RFAIBH LHE 2 Linux QIAEA
& Amazon EC2 AH8 MEMO| QIAEA HEC|O[E{ & AFE Xt C|O|E &= Windows QIAFAE
Amazon EC2 AtE AEAMO| QIAEA HEHH|O|E

12

m

s

I AFE XL HIO|EE & X5 AI2. Amazon EC2E
QIAEAIAO]| CHE CIYEt HEE NMBE = U= ZH A= ZQEE NBELICH QIAE A0 40| ¢
AE d Y ol s 2o 215 MEE M3 &= U&LICH SDKE s OJIEEOIEE A2
5to 7|2 Hot C1E S 24t Mol YR 2 Hot QI 2 =lg = UELICL MMH EES M85 &E
Ct OFX1EH IMDS E{ZHQ) QIAEIA MIEFH|O|E] AMH|A B 2(IMDSV2)7t 7|22 2 AFELCH XHAIL

IMDS &

11u

At 69


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/ec2-instance-metadata.html

BZE LM

g 2 Qe ZAMHTTP 27 I E 403, 404, 405)2 2 Qls 0] 7|£ 0| Mujg 732 IMDSv10| CHA| =&+
SE ASEUc

AWS_EC2_METADATA_DISABLED - 4 H#H=

5 £=0f Amazon EC2 QIAEIA HEHD|O|E] MH|A (IMDS)AFZ AlE 0f%!

|

ec2_metadata_vl_disabled- 38 AWS config I} M%),
AWS_EC2_METADATA_V1_DISABLED - &4 B4, aws.disableEc2MetadataVl- JVM A|AHEl &

o: A EE T

IMDSv27} Mlufg 732 IMDSv1(Instance Metadata Service Version 1)& Z8 o Z A& X| 0{§,

® Note

E SDK2o| &t AWSE XML,

« true - IMDSV1E EHMOZ AIE3SIX| &&LICH

+ false - IMDSv1S EZ8o Z AFSEFLICH.
ec2_metadata_service_endpoint AWS config- 37 I+ AH,
AWS_EC2_METADATA_SERVICE_ENDPOINT - 83 B4~ aws.ec2MetadataServiceEndpoint-

JUM AAE &M KAHHYZEE M8
IMDS HIEZQIE.

7|22t ec2_metadata_service_endpoint_mode®t IPv40| Z2oMH J|E AEXZQIEE
http://169.254.169.254QLIC}. ec2_metadata_service_endpoint_mode®t IPv60| Z
OHI|IB AM=EXZQIEE http://[fdO0:ec2::254] &ILIC

IMDS 32 At 70



AWS SDK & =3 35

N
2

OFLHA

i

ec2_metadata_service_endpoint_mode AWS config- 37 I}
2 A%, AWS_EC2_METADATA_SERVICE_ENDPOINT_MODE - &7 #==,
aws.ec2MetadataServiceEndpointMode- JVM A|AEl £M: XHHY/ZEEI S

IMDSO| JIEZQIE RE.
7122:IPva.

&St 4L IPv4, IPV6.

Hol o|=E 2 Al

gt Z35t04 ofEH XM ZXR7F &
& MESXel A8 ZEZ K
S

A8 HH X|EE &+ A&LICH

=
|54
o

ol
>
=

IMDS E ¢t 215 Hof
7|8xoc=2 AWS SDK7| §5¢8H A4 ZHo =2 FME|X| &2 AL SDKE Amazon EC2 QIAE
A MEFE|O[EH MH|A (IMDS) & AFE5to{ d&oll CHE Xt FHE AAMstE{ D A= & LICH AWS
AWS_EC2_METADATA_DISABLEDEIZE Hi-2 trueE M Ol St HIgtdster = U&LICt.
0|& S8l Amazon EC2 QIAEIA HEIH|O|Ef MHIAE 7HE AZ|E £ gl UEXYI0IM ETRF
3t
=

= =24L
HERZ &5 YXlstn 2et2 FEHELict

_ T

® Note
AWS 728t A4 SF2= 7 JE SDK 2E2+0|

—

m
rr
o
o
i
z
02
]
0z
H

ZteA0| IMDSE AtE

Amazon EC2 IMDS £ 9t @15 H]

Ol 28 H+E HYste Y2 A8 2 23 AKX HE LIS XIEHez MEEX| ofFof et
Set o

IMDS &2 At 71



AR OHLHA

v

it
B

AWS SDK & =+

%

o
.
0

Linux & macOS
AHE

jo

o424
[ Ne)

Ojo

e r}

AEste 1A

ro

Linux &= macOSE&

$ export AWS_EC2_METADATA_DISABLED=true

o924 & M4 I AAR R AIZF Alo = o] HHE |X|5tE{H £
.zsh_profile, &2 .profile So| & T2 0t mUof F7H& &= %'%L—“:F
Windows
WindowsE& AtE5tE T2 CHg BHEE AE8H o] 218 He-E e = UL

$ set AWS_EC2_METADATA_DISABLED=true

O| M2 o] & M4 I AR RYAIZNOf AR XISE|AH StedH OHS BHE el M8 = JU&L

Ct.

$ setx AWS_EC2_METADATA_DISABLED=true
SHoE HE LIS MEBsteiH S CIA 2

MEsHR| &f

® Note
Of setx B2 =AH & AMlMof gt =
St7{Lt ChA| ©oqoF BFLICH.

CHE SDK= Of FAolM dEst= 71s A HE2 X[HYLICL 2E Y7
AWS SDK for Java & 01| A2H X[2ELICt. AWS SDK for Kotlin

YR

SDKeto| E &t AWS

JVM A|AE]
SDK X MneLesE 7 HE
AWS CLI v2 of|
SDK for C++ of|

ofel7t ZIE=ELCH 2=

72

IMDS &2 At


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/

AWS SDK & =+

Xt

N
2
o

r

FLHAM

i

SDK

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

3.x& SDK JavaScript

2.x& SDK JavaScript

SDK for Kotlin

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

Cl 2|8t =3 PowerShell

mjo
[0

ZZMNA EHOoFoIE A

SDKE AL A XI™d ALE Abgijol }tAH| EHoF 21F S=A A 2l

O

rio A

of

of

Ar L

of
of
of
of
of
of
o

of

Kt

ita]
Kl
kA
rr
i
N
o2
HT

JVM A|AE! &4 com.amazonaws.sdk.disableEc
2MetadataVl CH4l aws.ec2MetadataSer
viceEndpoint AFE35tH aws.disableEc2Meta
dataVl X|®E|X| aws.ec2MetadataServiceEndpo
intMode Sf&LICEH

85104 ZEMM IMDSv1 E28E HAIMo 2 H|E Y
3te 4= Q&LICE [Amazon.Util.EC2InstanceMet
adata]::EC2MetadataVlDisabled = $true

jo
Jo
0
ok

73


https://aws.github.io/aws-sdk-go-v2/docs
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/powershell/latest/userguide/

AWS SDK & =+ & LM

IAM Roles Anywhere= QE 0| AYE|E T ZE EE= T ZA|A0| CHE YAl AHE SHE A

= =
o

g2 4+ e ¥HE MEE L AWSO|  £2 credential_processE F435H242 IAM Roles
Anywhere2(E)H XSt AI2.

/A Warning
CIE2 2 ZEMANM 20 CIEE A4sts WS HdHELICH ol MM E 2HE
F ooz F °|onI TSI MA|I2. 7ts5tH CHE 2ot 018 SZXHE 0|&st= XWo| E&L
Ct. Ol SME AI83t= 82 Y AMAle| £ 2 A& AF&3t04 756t config THY
2 ML 5 dflof °*L—|EF AMEXR X|H Eo 0I5 =77} StdExrrof ofH &S HE T 7|5 5HK|
ofotok gfL|Ct SDK 2 AWS CLI 7t o8t HEE M L 7|58 = A28 2 &IE[X| g2
MERtAH =&E {glo] U7| = Lt
CtEZ 2 AF835t04 0] 7|52 FHTIMAIR.
credential_process- 3 AWS config It MY
AEE Eot 0I5 E Mt 57| /sl SDK 'IE 37 Adete F E™EE XIEE
Ch dYE2 SDK7I ¢t 288 Z2J3/BH | 0|F 2 XIHELICH SDKE ZEMNAE ?ZHH 3 &
& T2 MATJ}F stdout0l JSON HIO|E{E £ [[HUFXI Z|CHEILICH AR XE S2x e EH Y
Alo=2 HHEHE Htetslor g LICE ol HE M= SDK EE= =771 AF8AHE 21&st= ol A8 E =
= 2ot 215 0| ZeELICH

® Note
EEHIA Hot Q5 SaAs 2ot 218 S=4t #[2lo] U Lt
=At= O] AlZ[=of &8t CHE 012 SSAE HE o2k HelEL|oh matd == 3%
ow ol 22| ot Q1B 2 A8 5B T MM CHE R& 8 Hot 015 T2 RS XA

Lt CHE Z=2 oS AMSofoF BLICH EEE HoF 215 32X &|elol| o|Estod &8 E ot 2

OB T2 MA Eot 9l
Eluct,

J

= —
52 Hietsts BTXE RS0 AAsHE THAl Zool ZEMA 2o 015 BERO ASE
RIHHIAIL. MHIA SEHOIMES MAE mf 2ot Q15 AAE S XY 4+ st

HoHOlE 213 HE XY

M 7S SDK & WY T7H ALSAHE CHAlsto Assts T2 00| AR E Zaste 2XUYY
Lich,

74



AWS SDK & =+ &= OHLHM

- B2 Y 0|F2 A~Z, a~z, 0~9, 5tO|E(-), HE(), OHRE(.), £eHAl(), HEehAl(WVE S S2|
EXtE ChEa 2 &Lt

- B2 Ee I o|F0l 3ol (o™ MA Z=et oYU o|FE 2 WS E(""E F&LICHL

- Ii2t0|E O|FO|Lt mtetalE 2fof SHo| e e LA E E WS E("")= F&LCH ™A m|od
7to

CH2 olAMlE Linux/macOS2| &% config IO M credential_processE MAH = &S HoiE
L|C}.

credential_process = "/path/to/credentials.sh'" parameterWithoutSpaces "parameter with
spaces”

CHS oAM= Windows2| &8 config It 0l A credential_processE A& sts WHE Eo{FLICH
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{

"Version": 1,

"AccessKeyId": "an AWS access key",

"SecretAccessKey": "your AWS secret access key",

"SessionToken": "the AWS session token for temporary credentials",

"Expiration": "RFC3339 timestamp for when the credentials expire"
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MakeSDKRequest() {
attempts = 0
loop {
GetSendToken()
response = SendHTTPRequest()
RequestBookkeeping(response)
if not Retryable(response)
return response
attempts += 1
if attempts >= MAX_ATTEMPTS:
return response
if not HasRetryQuota(response)
return response
delay = ExponentialBackoff(attempts)
sleep(delay)
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