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0| AWS SDKs ! =3 &%
ZddL|ct. o470 X1I$EI =]
%

E T MEdtiok ZLICH CF

7I0|E& 042{ SDKs & =70 M8 £ Q= HE 9| 7|80 &|7]| I8t
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« AWS CLI == SDKO|| & #Elste W
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JeL} AWS SDKs & =7 = ZE A&l 0[Q[2] 7|8 LA0M S8 8 & RIHFLICEH o] M2 o
=2 FHME Z&gct

=M

« &% config & credentials It U= ALE5t0{ AWS SDKs & =7 M 7

« AWS SDKs ! =7 9| &8 config &! credentials Tt x| 7| & A

. BHPWLE A

-
23504 AWS SDKs L =3 7ed 314
EME2 A25H04 &l M 24 AWS SDK for Java AWS SDK for Kotlin
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37 AWS config & credentials It AWS SDK = =701 Cigt Q15 2 2 H 2 X|HE ¢
ol= 7|lx} H
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LICE o|2fet mte2 Zfol MEXe| =24 #F0l /= ZE ofEE|70lM, ZZMA E= SDKoi| HE
Elcts HolM S f gLk

3% config & credentials It 25 ASCIlI 2At0F & El ot BIAE mlQlL|CHUTF-8 213
C OlHIX

). Ol 2 derMo=z NI mtolztn sh= BAE FIELIc

onfig & credentials T} LHO| M
st
=

c M Z2utUnt HZELICH T ohof ofef Z2
g Fols, A2 CHE JHY 2ol K8 3

[default] Z2TtofE OIFO| XIME S5 Z2 00| XIME|X| 82 L SDK EE T7 5o
AR ElE 20| ZEELICH O|BCR BAMOZ HXH 4 9 HTO| Z2TUS BHE +5 B
Ch. 2t Z2 Ut OHEEIAOIMI AILLEIQ0] IEt ME CHE MI 2he A8 Y 4 laLich

® Note
[default]= BH&=5] OIFO| XIHEIX| f2 Z2mtelLct Ol Z20 U2 ALSA7t =221}
UE X|85tX| &f 2 B2 SDKOM A5t 7|2 Z=2 0 0[7| 20l default(Ol)2t= O
S0| X 8EfGLcH g€ J|2gE OhE 220 1I MEstx| ef&u P [default] Z2
ntoM F17tE dYstn BEE 20 UoMes HEs6tx| pfoH BFE Z2 L US A8
& [ gro| d8E|X| et&LICt,

||=|

I
o

SYet It otoll [default] Z=utUnt e BHE Z=utUo| &7/ EME = JA&LICH ZEE
Alstist [ SDKLF EFOIM A28 T2t lo| Mg MElsE{H

AlSl C 2

2 3C Lo MEHE £ QT AWS CLIE Al2¢ [ H¥WE x|™He £ ol&L]ct
CISS M-™3&lod o] 7|s MEHMI2.

AWS_PROFILE - &7 B4

Ol et Hyt HEE| T 20l fF= “Y |20 2 MAEI 4 D E SDK ZEQF AWS CLI HEe
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setx AWS_PROFILE "my_default_profile_name"

aws.profile - JVM A|AH] &M

JVMO A A& E|= Kotlin SDKQF Java SDK 2.x8| B2, aws.profile A|AEI S42 MHE =
AU&LICH SDK7F AMH|A ZEIO|MEE HMHE M, IEM B2 MYoletX| i &t BHE =

Il

E

2ntlo| MEe AFSELICH Java SDK 1x= Of AlAE 442 XI#shx| Sl

(® Note

0424 of Z (70| Mo| A-AEl= MM o EE[AH0|ME 2Fdte B2, 7|2 ZE20H Tl
o HEE ZEOUS ASE RS HAEFLICH 7|2 ZE2EL2 #F9o 2E AWS ofZ 2|7
Ol AtS 22 MEE|H O|F ZHoll SRELICE et =27+ At&lo| of ZE[AH 0|ME 2
7|2 20 US =51, CtE ol E270|Mo T o|= x| 2 HE= & = gLt o
E 94x|5l7| 25 B3] config ol WHE =2 0tle Mo, A=oM T =20t
2 X|H3stod o Z2[AHO|MAIM A EE HHSGIMR. M H7t L& ALEXte| o Z 27
o|¢Mofgt &S ECh= WOl 2 Aleh B2, 23 HeL UM AAR S42 AISSH BHE =X
EoUE MME s UASLIC

74 T HA

config U2 MMo 2 M ELICH MM O|F0| X|IHE MY ZF0|H CHE MM Ho| gtelg 3t

2 mf7HX| AL E Lok

config M2 C}S FAIZ A8t Y HAE mdQlLct

- MMO| HE 52 setting-name=value2} Z2 LURIAQI Al F|gtL|C}

- E2 MHAIEIT 2XH#H)E AlIEH5H0 =M 2l = U&L ot

MM R

MM Hole dE 23201 0|2 M8%t= ZLICH MM Ho| E2 B E([])E Al&sta BELICH

CHE = otolls MM 3 AlEXe MMo| AH& Xt X 0|F 0| U&LICH Xt A, ot0|&E(-)L THE
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MM FE: default
MM Mol £9| 0of: [default]
[default]= profile MM AlHEXIIF EHR K| 2 Ut 2ot UL|Ct.

CtE2 [default] Z2ItAUO| Rl 7|2 config MUE H0oiF = o ULICH region HEgE HE
gLICt Ol & O|F 0| LI”E BE MH2 OHE MM HHO|7F LIEILEY| THR| siiE Z 2 1o -’—'T-OPE
7o

[default]
#Full line comment, this text is ignored.
region = us-east-2

CHS oMl = profile MM Xo| £1} fooln B2 WHE =2 0lo| 28 E config IS &
0iELICt. O] & O|F N LIR”E BE
a5t= Hoz 7hE=LC}

[profile foo]

..settings...
UF dHol= Ch3 olxel s3 A7 & ot 9| dHnt 22 SHME KA ot2l 88 a50| AU&LICH stLt
|Ato| O 2 SE0{M7|504 59 MM S =0 4AELICH

[profile test]
region = us-west-2

s3 =
max_concurrent_requests=10
max_queue_size=1000
MM 2% sso-session

MM ZHo| £9| 0of: [sso-session my-sso]
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sso-session MM Ho| E2E

st MY 82| O|§2 XIHEELICH AWS IAM Identity Center. Single Sign-
gt LI 1AM Identity CenterE AF& 35104 AWS SDK &l =7 Q15 MME % _7F_3H§AI9_. Z2 O
7|-4f WS E sso-session MMoi| @dAELICt 097|A sso-session 2t 7 i

E2E A83to{ AWS At BHE IS EE%‘% Tdste Ol A
-On

-r>-|-

MM 0|2 sso-session = <name-of-sso-session-section> Z

1111122223333’ #|& 2| ‘SampleRole’ IAM 23&Hof| Cf

1CHS oM E ‘my-sso’2] EEES A& 35lo
SHEH7|AWS 2o 0IE 2 JtMe 202 FAHELICH “my-sso” sso-session MM sso-
oM o|E2 2 EHZEELIC

session 7|& AF&35t0q profile MM

[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]
sso_region = us-east-1
sso_start_url = https://my-sso-portal.awsapps.com/start

0Il

1=

M

—

33: services

Jo

1=

M Zo| £9| of: [services dev]

(@ Note
O| services MM2 MH|AH A= ZQIE ALEX HO|E K|
TTFOME ALSE &= Q&LICH SDKAIM 0] 7|52 A8 E
ol= ZQIE ol CHEH AWS SDKs £7 X|PIS(B) A E5HAAIL.

services MM HO| ZE2 AWS MH|A QEO| CHE AFSAH XY AEXZQIEE E5t= AH O89S
O|E2 X|HEetLICt T2 7|-Zf WO Z services AMoj| AZ=EIL|Ct 047| M services 42

7|0|1 services MM O|E2 services = <name-of-services-section> Z& ZflL|Ct.

services MM <SERVICE> = &
Xt 7|<SERVICE>QILICE AWS MH|A
7|l

MserviceIdstod API ZE OIS b
7| 22 MU|AL S ZOIE Aludxie &
X

Mo 2 Of FEELICEH 097|ME AWS AH|A Al
E 33U UEE HITF D ZE EXE AZKE Of
ICt services MMM AFEE 2 E AH|A AEX}
=52 A, MH|A AR} 7| Foll= 22 1 R8 £0i S

F 2 S04MT[st0 SHE HHO0| O]o{ZEL]

ﬂ

Al
o

=g ud
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CH2 o0 M= services HolE AF&3H04 Amazon DynamoDB A{H|A0f| CHEH Q &of|pt AL E =
ZQIEE FMEELICE "local-dynamodb" services MM services 7|8 AF&35104 profile
MMM O|E 22 B A ELICEH AWS MH|A AlgEX} 7= lL|Ctdynamodb. Amazon DynamoDB A
HIA 39| M2 Z0iM AZHEILICIdynamodb = . E0{M7|E HIZ CHS £2 Y 5t AMol =
2l sig Ma[Ao| MEFLct

[profile dev]
services = local-dynamodb

[services local-dynamodb]
dynamodb =
endpoint_url = http://localhost:8000

AEX XE AEZQIE Fdof CHEF AtM[EH LIS 2 MH|AE QIS X QIE ME HESHMAIR.
ot I mho| HA

Z 20t MMO| profile EHO{2 A|Z5HX| i =Lt ME M Q|5HH credentials IO HE|2 &
c . CHE = AtOlof =21t O|F Bt AFESHMIR. CHE oilAXl=
cr

= =
footD E2le HHE =20l MMO| Z&El credentials ItY S E0{EL|C}

[fool
..credential settings...

CtSot Zo| H|Y E= BlEe HER 7¢hF k= M™EP aws_access_key_id,
aws_secret_access_key, aws_session_tokenIt Z'2 credentials Ioj| K& E £ Q&L
Ct. Ol248t MH2 SR config Itoi &2 4‘- UXK[BE Ol2{Et RIZ St 2f2 HE 9| credentials

uteoi| 22t g HYELICH o[ ot Eeth B2 2 mol Er ol HetE MSE + U&L

Ct.

CI2 2 [default] Z2IYU0| Y= 7|2 credentials ItUS HoiF = o L|Ct Ol
aws_access_key_id, aws_secret_access_key & aws_session_token 228 M™E X|H
L|C}.

]

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI
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credentials IIU0|M ‘default ZT2LIAUS AIESIE HHE T2 0US AFRSHE, 0{7(|0| 2E
MY 42 220 0|E 2 MB5HE config TS| MM} ZASHEILICH SYUS 0|FE SRse
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Linux 2 macOS ~/.aws/config
~/.aws/credentials

Windows %USERPROFILE%\.aws\config

%SUSERPROFILE%\.aws\credentials

& CIME2] Y

ch=a 2

mN
ro
\l

d<olgt & CIAE2| A fIsi AHSELIC

~

rr

HE2E A B2

HIZ Fof / EEE ESHEYH 2RI 2E ZBL. WindowsHIME ~/2 ~\ 25 & C|EE{Z2|2 &l
= |ct

= .




%k

il
2

AWS SDKs % &=+

OHLHM

* (Windows Z3H&Z)USERPROFILE &3 ¥
 (Windows Z%#&) HOMEDRIVES} HOMEPATH &4 B4~ 90| 94Z4($HOMEDRIVE$HOMEPATH)
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- config I}t Bt H4~:AWS_CONFIG_FILE
« credentials I} &7 H4~:AWS_SHARED_CREDENTIALS_FILE

(V2]

Linux/macOS

Linux EE= macOSO|M CtE 2| LIE 7| BE Adstod CHA AXIE X|HE + A&LICH

$ export AWS_CONFIG_FILE=/some/file/path/on/the/system/config-file-name
$ export AWS_SHARED_CREDENTIALS_FILE=/some/other/file/path/on/the/system/
credentials-file-name

Windows

Windows0ll M CH5 9| setx BHFE A& sto{ CHA| 2Ix|E XIEE + U&LICH

C:\> setx AWS_CONFIG_FILE c:\some\file\path\on\the\system\config-file-name
C:\> setx AWS_SHARED_CREDENTIALS_FILE c:\some\other\file\path\on\the\system
\credentials-file-name
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https://linuxconfig.org/learning-linux-commands-export
https://docs.microsoft.com/windows-server/administration/windows-commands/setx
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« config I+ JVM A|AE] £4: aws.configFile

« credentials I}l 8t Bd4:qws.sharedCredentialsFile

JUM A|AE £ M8 MASHE B0l CHSH X|ZI2 the section called “JVM A|AE! &5 A4 A% 04| A
EOI5HM 2. Java SDK 1.x= 0|24t A|AE 48 X|&5HR| f&LCt.
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« AWS CLI HHEE0i|AM ZtZtO/EE ALE5t0 MHE X|HetH siY B E e E= g ool =2
ool 2 & gt2 RHQ| gLt

2 712 ALSRtof et &7 M4 B TAE 4 ol $¥S HoiFE ofUuich
Linux, macOS, or Unix

$ export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE
$ export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
$ export
AWS_SESSION_TOKEN=AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. . .zrkuWJ0gQs8IZZaIv2BXIa2R401gk
$ export AWS_REGION=us-west-2
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Windows Command Prompt

C:\> setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE
C:\> setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

C:\> setx
AWS_SESSION_TOKEN AQoEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJ0gQs8IZZaIv2BXIa2R401gk

C:\> setx AWS_REGION us-west-2
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2 O}K| s WA CHE 3o 2 MHE MK SAIELCH B3 W4 S HHsts o setx B
AR SR HB ZELE AMD BT MY S YA DE WY ZELE MMolM ABElS
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PowerShell

PS C:\> $Env:AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
PS C:\> $Env:AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

PS C:
\> $Env:AWS_SESSION_TOKEN="AQoEXAMPLEH4aoAHOgNCAPy. . .truncated. ..zrkuWJ0gQs8IZZaIv2BXIa2R401

PS C:\> $Env:AWS_REGION="us-west-2"
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https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
https://docs.microsoft.com/powershell/module/microsoft.powershell.core/about/about_environment_variables
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html
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https://www.serverless.com/framework/docs/providers/aws/guide/serverless.yml#general-function-settings
https://docs.aws.amazon.com/lambda/latest/dg/configuration-envvars.html#configuration-envvars-runtime
https://docs.oracle.com/javase/tutorial/essential/environment/sysprop.html
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JAVA_TOOL_OPTIONS &4 -8 ArSd BEE S 78 & U&LICH ol A2 Java HEHY
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Linux, macOS, or Unix

$ export JAVA_TOOL_OPTIONS="-Daws.region=us-east-1"

B7 WA E MEH ASElE 2Hol HZE/0 & MAMO| SRE K| £ HWAE O E Joz
MHE K| SXIEILICH Mo ABEH ASRIE0M HAS WS HT LT EF Mo
ME 9780z MBEITS & 4 gLt

Windows Command Prompt

C:\> setx JAVA_TOOL_OPTIONS -Daws.region=us-east-1
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System.setProperty("aws.region", "us-east-1");

/A Important
Holl UM AlAE S48 BE MY

SDK AH|A 2E0|MEE X 7|3 st7] ™
Ao™M MH|A 2E0[AMETCHE Z2fE MEE =+ U&LICH

HoF BFLICH Ze4%|

ol



https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/set_1
https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/setx
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https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definitions.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/service-accounts.html#service-accounts-iam
https://docs.aws.amazon.com/codebuild/latest/userguide/auth-and-access-control-iam-identity-based-access-control.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html#credentialProviderChain
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc_cognito.html

%

o
2

AWS SDKs % &=+ OHLHM

o2

AWS HHE MM A0 Identity CenterE AFEsts B2

O|0 AWS Aol CHEF BMIA FEHO| UL 2R Q1240 CHE HAM|AE 22|50k 5t B 1AM
|dentity CenterE AF23t0{ AWS SDK & =& QIS tL|CH £ ot EH" AMgd| 2 |IAM Identity Center
AWS Organizations 2} E7HE ALE310{ ZE AWS HHEHAM HMHAZE EEISHE ZJ0| EALICEH IAM
Identity Center0l| A At&XHE 8438t 7Lt, Microsoft Active Dwectorya A& 374LE, SAML 2.0 ID A|
S U (1dP)E AEst7HLE, IdPE AWS AI™Hol 7HEXM e = T2 o|ME = U&LICt EIT0lM 1AM

Identity Center& X|#d35t=X| & 21512424 Amazon Web Services &g+ & Z 9| IAM Identity CenterE

Ar&3H04 AWS SDK 2! =7 2I5IAM Identity Center A=EZQIE QU S22 R X FIAM Q.

CHE QI8 WHE 31 JUes 87

01| CHSE HEto| AU Z|A HHEHO| IAM AL AFE sts:AssumeRole CHAN d&tol| MA4stL|CH 274 C}
siE ALE X0l CHE source_profile 4 E AL85t0o] HgE st & =2 Hg FHELIC

174 5% T US S5 YAl IAM AWS A2 BHS ASE £ AUALICH B
S
i sty EZOIME 7| X2 SBS AL85Ho AWS SDKs X £ E QIEsHs X

OfL|™ StO|EHE[ELL RC|MHE
VM(l: Amazon S301| CHaH &{74Lt A= AMH, 38 22t =0 HiZ k= Jenkins S)0f
M ASE|D QILER?

X.509 ECI0|HE QB MHE AI5tD ULHR?

of: IAM Roles AnywhereE Ar&35t0{ AWS SDKs & =7 Q152 & X 3HM 2. IAM Roles AnywhereE
ArE35t01 20 A-El= M, ZdE|o|L] L ofZ2(AH 0|t 22 I E=0of CHSH IAMOI| A (A
Hot X4 5HE U2 £ QY&LICHAWS. IAM Roles AnywhereE AF2 324 I Z=0f X.509 Q15
ME ArE3stok & Lict.

2ol M mi{2lo|M ID MB A (0d: Microsoft Entra B Okta)oll oHF13tH| 912510 Al AWS X}

o
2 5H2 QXY £ AL

of: Z2AMA Hot 0I5 NBAE A5t

x

|2.

NBXE AF25I0{ HEIY A RIS 2 A1 SHE 71 &= &Lt o]
7L EHOQIE AESH A1 S-HE ¢S
sts:AssumeRole2 Sal| IAM Q&2 s £ Ql&L|Ct.

ofZz|7old T EE QB E HAME M= 18



AWS SDKs % &=+ & LM

olLIR:E &&ll FUE Al xtE 5H ALE AWS Secrets Manager

E S5 FUE LAl XH4 ZSHE AFSELICH AWS Secrets Manager. BH7| HAH|A 7|1E A= 2o
CHEE AEMIEH LHE 2 IAM AFS AEAMO| (Al EoH K74 5 2 FZSIMIR. olz8t YA A+ B
HE MHEstE SMH2 AWS BAMA F[of M ElsHAL.

Ol2{8t XA} 7d ZHS AR50 T2 EIA H|LO|Lt BH7| Qd8t 7|HE X} 24 STS x{A&HS & 9= Secrets
Managerol| A Cf Z'H e[t ofE 2|70l HEHE HTSHH 7H K42 = JU&LICE

of Qe EtAF EF7E A5t UELITF AWS?

otLle: & Z3HEl of 3 #E|RHOHX|S sE)ol MEE HH AMA 7|1E AHSELICH

AWS 3 Lo A™E[= F=of CiE 215 Y

2 MNEE = UELICH & B0, OiE
SHE 2| AA0 1AM d&to| dZAE|0] Q)

t7}X|2, Amazon ECSL} Amazon EKS
E = SDKO| x4 &H SZAt Al Sl

It AE|H o Z 2|7 0| Mol M AWSKHE BHE AtS
2/710|440| Amazon Elastic Compute Cloud0i| A 2E

CtH, ol Z 2|70l Mol XAt ZEHO| AtS2 2 MBS E
ZAE|O[LHE AM83t= B2, ZAEIO|L LHR M &
IAM g0l MHE AHE BB2 KIS 2 7K

|'JIO

=14
Ct O

A
L
Y|

| —
—

-|> o°" mn +0I-
C HJ

OlA
AE

2
0

A& 35H04 Amazon EC204| B EZ El O Z 2|70 215 - Amazon EC2 QIAEIA 0| M IAM
5104 AFE Xl OHEE|AH 0| E SHHSHA A~ ELICE
i

FE#o 2 |AM Identity Center® AWS AF&3104 T2 Ao Z o 4

2|>
> (Mo

oo |y
18

ro 55“'

jul
oy o o |<
my

ok

A=
S

wt

A
e

0

o
r
n

>
;S

« AWS CloudShellE& At235t04 2&0{|A AWS CLI S AlgtsL|C}.

« AT ELR0o] 7 B2 {EF 22t E VI8 ¥ S7H2 Amazon CodeCatalystE 1 E{5HAAIL.

2 7|eh D MBRE S8 915 - 2HtY 22 BetoleE 7|8 A ofE A o)A
UNATH B DHHY OHBEIHOIM EE SEH0IE 7|5 BEIH OIS HAFHE FS AWS
2 A7 5 HASS AL 50d YA AWS 20 X1 BHS SO QM S AS WL



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/cloudshell/latest/userguide/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
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« 2£ A4 5HS A25H04 AWS SDKs 2 =+ 215 -0| 7|52 AWS Command Line Interface 2}t
Tools for PowerShell 2 F0i| A &S 3tH AWS CLI, Tools for PowerShell 2! Z2 2Z4 7igF = F0of|
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credential_process = [path to helper tool] [command] [--parameterl value] [--
parameter2 value] [...]
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= 3% config IS E0o{&ELILCH.

[profile dev]

credential_process = ./aws_signing_helper credential-process --certificate /
path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-

arn arn:aws:iam::account:role/ROLE_ID
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https://github.com/aws/rolesanywhere-credential-helper#readme
https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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credential_source EE&= source_profileO®A EQt QIEE AASIEE SDK E= =7 E 7+
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Amazon ECS Z1E| 0|1, Amazon EC2 QIAEIA L= 274 H0ol M EQF QIS 2 AASHE O

credential_sourceZE Al2gL|Ct.

CIE Z2 0 Uof|M 20 0I5 S AASHE O source_profileE AFEELICH source_profile
St QE UE 2 AL CHE WE S $£USE T2 1Y HS 70l A& XM olg x|HELct
T2 oM 0|8 X|&5H SDK £ 77 RHESZ 31T AWS STS AssumeRole API 35S 43
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22 RIGELIct olzst Aol CHEF REMISH LIS 2 8 Eot OB MSA = A Mg X3
AA|Q
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« credential_source EE= source_profile & 5tLIE ++d

« (ME4 ALE) duration_seconds
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html

AWS SDKs 2! =7 EE LA
o (MEH AR external_id

o (ME4 A8 mfa_serial

« (MEY AL role_session_name

S 6lE 37 config UMM & A =& S ZFo| IS HoiELICH

role_arn = arn:aws:iam::123456789012:ro0le/my-role-name
credential_source = Ec2InstanceMetadata

[profile-with-user-that-can-assume-role]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX21QoIb3IpZ21luX2IQoIb3IpZ21luX2IQoIb3IpZ21uX2IQoIb3IpZVERYLONGSTRI

[profile dev]

region = us-east-1

output = json

role_arn = arn:aws:iam::123456789012:role/my-role-name
source_profile = profile-with-user-that-can-assume-role

role_session_name = my_session
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https://docs.aws.amazon.com/STS/latest/APIReference/API_Operations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
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https://docs.aws.amazon.com/eks/latest/userguide/iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp_oidc.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
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o (ME4 AFE) duration_seconds

o (MEH AR role_session_name

OS2 E IDE M85 HE S +-UStE 7 config T 742 o ALICt

[profile web-identity]
role_arn=arn:aws:iam::123456789012:ro0le/my-role-name
web_identity_token_file=/path/to/a/token
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/

A
ro

AWS SDKs % &=+ z FLHA

H Ot |AM AIS A M| A F|

IAM AL R} M A 7= H7|Ho2 wAlsHok BLICH IAM AFB R MEAM | HM|A 7| BA|o UE X
e MENR. A2 1AM AR HAH|A 718 SRIUCD YZEH HMA 7|18 DASHHL.

IAM AFEXF HMA 7|12 24 A|ARIS| 28] AWS credentials Ttodl XA{ZHSHoF €HL|CH I =0f

IAM AF2 A} HMA F|E KESER| DM, IAM AR HMHA 7|74 ZoHE T4 T2 AA FE 2
AZEQo{of ZEAIF|X| OIMIR. LE AA Z2ME git-secrets?t Z2 2/F T E AIS35HH F28t
MEE A2 Git 2| ZX|EEHf HU St JAE YXIE = JUELICH AHAME LIS 2 IAM AHE R B
Mol IAM ID(AHEXRL & 2 82 FXstAA.

IAM AHS R AISHE 78R B7| A7 ZHS AL 5104 AWS SDKs X 7 Q152 BESHIAIR.

HE MM 7|7 S5t IAM Identity CenterE AFE5H01 AWS SDK 2 =7 215 &7 AL8 st 5 AWS
SDK EE= =T & Fdst= W0l E&LICH T2t AWS HAMA ZHOIM ASE 4= e HAIAF B
S EAS T AFRE £ QIALICH EoH Q15 0| BHEE|H A 2ot 015 2 = Abs{oF BLic Z 2 el
OlM LAl 22t QIS S ALE3H7HLE O AlAR £ A B8 Hro o2 A8 E = UGLIC

2 At X+
?E Sl 3=l A

ol
7
0= El

Fol A M A Flot EZE £S5 02 Balshs CHA, HEEIAHOIMO| CH B
AR 5HE MSSHES s 28 R EL,

« Amazon Elastic Compute Cloud EEE0{M O ZZ|7il0|ME AdlistE Zdnt ZH2 AWS HAFE! MH|A
LICH AWS Lambda.

« XA B 3SR MU U CHE S4(0dl: IAM Identity CenterE ALE3t0 AWS SDK & =7 QI

o oH-
B)2 MBste B2,
- E= ZENA 2O Q1B MSAE A8 Al AHH SBE 7H e 89

AWS AANIA EHOIM ZAE B7| K12 BHS AL 5t0] A BT 1Y A

1. 3% Hot o5 npal M.
2. HoF Qs mol UA| SE Eot 152 204 2 K| CHS K2l EAX HIAEE 20 E&
L|C}.
[default]

aws_access_key_id=<value from AWS access portal>
aws_secret_access_key=<value from AWS access portal>
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html

AWS SDKs & =7 2z otLHAM
aws_session_token=<value from AWS access portal>
3. mUg xXEELICt oM ~/.aws/credentialsTt o]l 2Z 7Hgt A|AE o ZX4SHOF EFLICEH O]
mtof= ol§0| X|HE §Y Z 20 U0| X|HE|X| et2 < SDK £ EF0|AM ALE st [7|E]
Z 20| E0{ U&LCH.

4. AWS HAMA ZEo| 22018}

5. +5 A7 5 M2 TEof ChEt CHS XIRIof [hat AWS HAHIA EHoIM IAM A X ZTS
= AbgtLiCt,

a. B E X[FQ|4EH M JHE 270] AMA HELE F05t= IAM HE 0[S MHE LT
O] &2 U™ o Z PowerUserAccess 55 = Developer@t Z2 0|§2 2 &|o{ U&LICH

CHAOIM AWS 2o Q15 mof 522 ZT20 FJ71 M MEHS D LY

O

1L

1y
i
A

& p*

default ZTZ2IUS AIE5tE

redentials mt&lof €04 S&L|Ct.
|2 C}=2 1} FAFSHOF & LICE.

= = C
= o
B2 dgel Z=20t O|F 2 ERstX| ef&L/ct ok

[default]

aws_access_key_id=AKIAIOSFODNN7EXAMPLE
aws_secret_access_key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
aws_session_token=IQoJb3IpZ21uX2IQoIb3IpZ21uX2IQoIb3IpZ21uX2I1QoIb3IpZ21uX2IQoIb3IpZVERYLONC
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#file-format-profile
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosignin.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtogetcredentials.html#how-to-get-temp-credentials
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtosessionduration.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/accounts/latest/reference/welcome-first-time-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html#create-an-admin
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
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[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE
aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
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https://docs.aws.amazon.com/credref/latest/refdocs/file-location.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
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® Note
Linux 2= macOS B0z Eot SAI HHEES ALE5H ofEZ|7H0|ME SALE = UE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instanceWindowsFileTransfer.html
https://console.aws.amazon.com/ec2/
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74 Z0 HEIAESJ} HA A XS 2AISH I HE 2od AXS LIE|= O AWS MH|A AFR3H=
xﬂ:lg TAMEILC} ol MEO IE LEXRHOA: IAM Identity Center AF& A}, HMATF Q& AWS MHH[A
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TIP £2{3¢I2 A2 = AWS MH|A U= Rt SE TOE X|Hst=ot &H ALSE = UL
Ch & X ALE Al2|2= Amazon Q Business AHE A A 2| Configuring an Amazon Q Business
application using AWS IAM Ildentity Center& & 135l M| 2.

0

(@ Note

Amazon Q Business& At&5t= 3%, AMH|ARE X|E2 Configuring an Amazon Q Business
application using AWS IAM Identity Center& & 15HM|2.

TIP B398 A8 3t7| B ALK =7
Ze{a2lo] A Ssted™ ChS ElAA7F He Lo

1. AWS SDK for Java EE=& AF&35H0OF & LICH AWS SDK for JavaScript.
o

2. A8 B2l Mu|ATE MBI &= Q= ID MIHE X|#st=X| =elFfct
REMIEE LHE 2 AWS IAM Identity Center A& A 04| /= ‘IAM Identity Center2t S & Zl= AWS
2l ol E2/710|M E 2 IAM Identity Center& &35l &Z2E = U= ID ot 83t 42 &5t

M.

3. IAM Identity Center®t A28 = /= ID MINTIP)E & H3l5tMIR.

AWS IAM Identity Center AFE MBEMO| TIP Z+ =74 2l T2 At 2 R ZSHMIR.

4. ldentity Center2t S& =l OHZ2|7|0]|4 0] QIo{oF & L|Ct.

AWS IAM Identity Center At MBS AWS £2[35 ofZ2[AH 0|M == 128 22 o Z (7|0

Me HEsML
5. AlZ|E 4 9l E2 WZRKTTHE A5t T AHIAS IAM Identity Centeroll 4Z35H 0k BHLICH

AWS IAM Identity Center At DB L] AZ[E = Rl EE AR/ MH 2 A MEE £ =
EZ LA U8 HYUS HxetMR.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overview.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-application.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-that-work-with-identity-center.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/trustedidentitypropagation-overall-prerequisites.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/awsapps-quick-start-setting-up-identity-center-to-test-awsmanagedapps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-trusted-identity-propagation-set-up-your-own-app-OAuth2.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-apps-with-trusted-token-issuer.html#trusted-token-issuer-prerequisites
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/setuptrustedtokenissuer.html#setuptrustedtokenissuer-tasks
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1. AIZIE 4 U 1D MI E2T010| QIARAE MAISHLICH

2. 9 4% 58 87| I3t MHIA BEI0QIE AAAS MMFT MY £ ol A7 5 ML B
211912 Z7tstod MHIA SEHOIHES AWS MEIA ALSXF &I 8Lt

TIP E2172912 CHe 22 IHH4 8 ALSELIC

- webTokenProvider: TZ40| 2|8 ID A2 UXMELE] OpenlD EZ22 7| {lal L&sts &4
L|CF.

- accessRoleArn: ID Z3 At BHE 7IX 27| 2IsH AFS XS] ID ZHRIAE S &7 E2{alol M
& 1AM 3& ARNQILICH.

 applicationArn: 22I0|2ME E= ofE 2|70l T AlHEA}t 2R LICt 0| 2t OAuth T
gto| LA E o Z 2|71 0] ARNRILICE,

« sso0idcClient: (M&H AIE) Java& SsolidcClient EE& JavaScript& client-sso-oidc@t
Z'2 SSO OIDC Z2I0|ME R, AF2AF7F Molst T T8t e 4 QlaLich MBER| oM
applicationRoleArn2 AI&3t= OIDC EEI0[HE T} QIABASHE| T AFSE LY,

- stsClient: (MEIALE) DZ40| HOft 42 A& 3= AWS STS 22I0|HEZ, AL X2l ID Z1E)
AER accessRoleArn2 £ lot= O AFSElLICH MSBEIX| to™HE AH8 3= AWS STS 2t
O|21EapplicationRoleArn7} QIAEASIE|T AL ELICH

- applicationRoleArn: (A& AlE) OIDC2t AWS STS 22I0|HEE BEEAERYE
AssumeRoleWithWebIdentity UJUTE E =Y IAM Q& ARNRILICH

ok

A
o

« MESHKR| &%= B, sso0idcClient & stsClient OH7HEd E CF K| B3aHofF &FLICH.

- ME3tE B2, applicationRoleArn accessRoleArn Of7HE0l SUSH IS AIEE £
A& LICH applicationRoleArn2 accessRole2 =5l 7| @I5H ALS & stsClientE T A45t
= ol A2ELCt applicationRole & 250 S U We S AIR5tE AR U2 AF23504
AHolg (XA 2 71E)3tE accessRoleR’ 2 o022 HEE|X| et&LICH AWS. RFA|EH

W82 S AZE BESAL.

sso0idcClient, stsClient, applicationRoleArn OH7HEd==0f CHEF 24 AFE

TIP 22128 € ], MSst= of7fH~of el ChEn 22 HE @ F A E nedstior gfLict

rIo
ok

« sso0idcClient 2 stsClientE X|Zste B2
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https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/ssooidc/SsoOidcClient.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/Package/-aws-sdk-client-sso-oidc/
https://aws.amazon.com/blogs/security/announcing-an-update-to-iam-role-trust-policy-behavior/
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« sso0idcClientoll M™El X794 ZSHL Identity CenterE 21 &3l T Identity Center 1€
MEXR AHEAEE 71X & UE oauth:CreateTokenWithIAM HEHE 2R 5HoF &FLIC}.

« stsClient0l M E A4 ZHL accessRole|A sts:AssumeRole E'—< sts:SetContext
TS J7FA{ofF EfLIC} EEBF accessRole stsClientdf Qe AHZH SHDO| AME| AT 74
afiof fLct,

 applicationRoleArn2 X335t 82

 applicationRole OIDC2t STS ZCtO0|YUEE Mdst= Ol AISEIEE, THRF 2|4aA

(1dC RQUAEIA accessRole)0f CHEH oauth:CreateTokenWithIAM, sts:AssumeRole,
gt

sts:SetContext M2 ER5HoF grLCt.
 applicationRole webTokeng MA3tE Ol AIRElE ﬂ%?Q et Az BAHE 7HX|T U
0{0F gFLCt. ol Ee{aelo| AssumeRoIeW|thWebIdent|ty M 3 &8 &3l applicationRole2

=218t [l webTokenO| AFR E|7| 2 IL|C}.

ApplicationRole T%32| 04:

o EE ISRl Az YA

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::ACCOUNT_ID:oidc-provider/
IDENTITY_PROVIDER_URL"
.
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"IDENTITY_PROVIDER_URL:aud": "CLIENT_ID_TO_BE_TRUSTED"
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html

AWS SDKs 2! £ EZE oM
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole",
"sts:SetContext"
15
"Resource": [
"accessRoleArn"
]
1,
{
"Effect": "Allow",
"Action": [
"sso-oauth:CreateTokenWithIAM"
1,
"Resource": [
]
}
]
}
TIPE AL 8t I = oA
otzH Mol A= AWS SDK for Java E=& AF&3I04 A= TIP E2{1 Q2 F3sts Y-S B0
L|CH AWS SDK for JavaScript.
Java
AWS SDK for Java ZEME M TIP E22{121E AIE35I2dH Z2ME pom.xml IHUQ| S&H 8o

2 MdsfoF gLict

<dependency>

<groupIld>software.amazon.awsidentity.trustedIdentityPropagation</groupId>

<artifactId>aws-sdk-java-trustedIdentityPropagation-java-plugin</artifactId>
<version>2.0.0</version>

</dependency>

o software.amazon.awssdk.trustedidentitypropagationoil CH3l E4 17|
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S3AccessGrantsPlugi

A4 Y MINTIP)E XIYstE 20| M8% £ &Lich

(® Note
Of of &0l M= S3 Access GrantsOf| Al AL XM HehE A5l oF B LICH AHAIEH LIS 2 S3

Access Grants EAME & 105HM 2.

244 1: 0IDC % STS E2t0o|HE e U ME

Sso0idcClient oidcClient = SsoOidcClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

StsClient stsClient = StsClient.builder()

.region(Region.US_EAST_1)
.credentialsProvider(credentialsProvider).build();

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin

TrustedIdentityPropagationPlugin.buildexr()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.sso0idcClient(oidcClient)
.stsClient(stsClient)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()

.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)

.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")

TIPE Ar8 8 ZE oA


https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/access-grants.html
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.bucket("bucketName")
.build());

=M 2: applicationRoleArn g &

M

QIS 2O EC}0|E MM ¢d7|

TrustedIdentityPropagationPlugin trustedIdentityPropagationPlugin =
TrustedIdentityPropagationPlugin.buildexr()
.webTokenProvider(() -> webToken)
.applicationArn(idcApplicationArn)
.accessRoleArn(accessRoleArn)
.applicationRoleArn(applicationRoleArn)
.build();

S3AccessGrantsPlugin accessGrantsPlugin = S3AccessGrantsPlugin.builder()
.build();

S3Client s3Client =
S3Client.builder().region(Region.US_EAST_1)
.crossRegionAccessEnabled(true)
.addPlugin(trustedIdentityPropagationPlugin)
.addPlugin(accessGrantsPlugin)
.build();

final var resp = s3Client.getObject(GetObjectRequest.builder()
.key("path/to/object/fileName")
.bucket("bucketName")
.build());

F7I M8 HE U AAE GitHubQ| trusted-identity-propagation-java® & Z3sHMIL.

JavaScript

$ npm i eaws-sdk-extension/trusted-identity-propagation

%|Z package.jsonollE CtS 1t | AHSH

Ot

£40[ g x(ofof Lt

"dependencies": {
"@aws-sdk-extension/trusted-identity-propagation": "/2.0.0"

iy
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https://github.com/aws-sdk-plugin/trusted-identity-propagation-java
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AA FAEO0|M B3 TrustedIdentityPropagationExtension 3448 7HXSLICH
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AEAE MMS T 0|8 MH|A ZH0IMEA F
b, Amazon S3E MH|AZ A3t Amazon S3
Access GrantsE AF235t0{ AL X HEHS 2 2|6HKR[BE AMEE = AWS MH|A JUeE AHE 5 ™
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@ Note

O od| Mol A= Amazon S3 Access GrantsOl| Al AL AHE HehE A&t oF B[ XAl
LI 2 Amazon S3 Access Grants EME XM

ZM41: 0IDC & STS 20| E e L HE

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "@aws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
TrustedIdentityPropagationExtension.create({
webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';
.
sso0idcClient: customOidcClient,
stsClient: customStsClient,
accessRoleArn: accessRoleArn,
applicationArn: applicationArn,
1,
1,
1);

const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",

};
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try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

// Create a new S3 client with the temporary credentials
const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeylId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

// Use the temporary S3 client to perform the operation
const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
I
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();

// Process the S3 object data

console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {

console.error("Error accessing S3 data:", error);

=M 2: applicationRoleArn Mg & Z2{T9I10 20| ZEI0|HE M4 017]

import { S3Client, GetObjectCommand } from "eaws-sdk/client-s3";

import { S3ControlClient, GetDataAccessCommand } from "@aws-sdk/client-s3-control";
import { TrustedIdentityPropagationExtension } from "eaws-sdk-extension/trusted-
identity-propagation";

const s3ControlClient = new S3ControlClient({
region: "us-east-1",
extensions: [
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TrustedIdentityPropagationExtension.create({

webTokenProvider: async () => {
return 'ID_TOKEN_FROM_YOUR_IDENTITY_PROVIDER';

I
accessRoleArn: accessRoleArn,
applicationRoleArn: applicationRoleArn,
applicationArn: applicationArn,

1,

1,
18

// Same S3 AccessGrants workflow as Option 1
const getDataAccessParams = {
Target: "S3_URI_PATH",
Permission: "READ",
AccountId: ACCOUNT_ID,
InstanceArn: S3_ACCESS_GRANTS_ARN,
TargetType: "Object",
};

try {
const command = new GetDataAccessCommand(getDataAccessParams);
const response = await s3ControlClient.send(command);

const credentials = response.Credentials;

const temporaryS3Client = new S3Client({
region: "us-east-1",
credentials: {
accessKeyId: credentials.AccessKeyId,
secretAccessKey: credentials.SecretAccessKey,
sessionToken: credentials.SessionToken,
},
18

const s3Params = {
Bucket: "BUCKET_NAME",
Key: "S3_OBJECT_KEY",
};
const getObjectCommand = new GetObjectCommand(s3Params);
const s30bject = await temporaryS3Client.send(getObjectCommand);

const fileContent = await s30bject.Body.transformToString();
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console.log("Successfully retrieved S3 object:", fileContent);
} catch (error) {
console.error("Error accessing S3 data:", error);
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+ SDK for Kotlin

» SDK for .NET

» SDK for PHP

+ SDK for Python (Boto3)

+ SDK for Ruby

» SDK for Rust

+ SDK for Swift
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/credproviders.html
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/configure-gosdk.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials-chain.html
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/setting-credentials-node.html#credchain
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/credential-providers.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/creds-assign.html
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/guide_credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/setup-config.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/credproviders.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/using-configuration.html
https://docs.aws.amazon.com/powershell/latest/userguide/creds-assign.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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Motn WE|otH HMAE = QU&LICH 2ot Q1B 0| YAM FE5HX| AAHL BHE Fol= H 0|4 &
SR =& &4 aws_session_token2 AI&5tE XWO| EELICH 7| AHE 3H ALE2 HEE
X| et &Lt

(® Note
AWS 0i|A O|eet Al AHHE BEE ME TEH AWS = Qle B QAR g2 &x[ &

T2 R 5O KEHS BT 4 st

35 AWS credentials I+ ofZ 2|7 0|4 _/.“_* CIHE{Z| 2|Fof 2tM5HAH {11 3] config Tt
2ol SDKHE -1t EElElof 22 X4 5 HEE XM¥Este o HEEl= fIXILICH

Xt AWS B L HAM|A 7| ALE0d| CHEE AEAITH LI 2 IAM AFS d-E M| AWS EoH X4 FFH &
IAM AFEXFO| M| A 7| BEIE BT SHML. https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_credentials_access-keys.html

CHSE AL8stod 0| 7Is ot tlAl2.

aws_access_key_id - 3% AWS config I} 4%, aws_access_key_id - 3/ AWS
credentials I} Q! A% (THE 2EH), AWS_ACCESS_KEY_ID - 4 ¥4, aws.accessKeyId - JVM
AAE &M Java/KotlinBF 31

AERIE QB st7| 218 &t

b

ZHo| AR E AI2E|= AWS HAH A 7|2 K| shLct.

aws_secret_access_key - 37 AWS config II2 &A% aws_secret_access_key
- 35 AWS credentials I+ A7 (THE BE), AWS_SECRET_ACCESS_KEY - 43 =,
aws.secretAccessKey - JVM A|AE! &4 Java/KotlinBt 3

AMEXHE QlBst7| /IEF X1 4 5F o YR = AEEl= AWS 2 7|1E RIYELICH

aws_session_token - 3% AWS config I} M, aws_session_token - 3% AWS
credentials I} A% (T YEH), AWS_SESSION_TOKEN - 7 B4 aws.sessionToken -
JVM A|AE] &M Java/KotlinBH &1l
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https://docs.aws.amazon.com/IAM/latest/UserGuide/security-creds.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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Ol2{st gt Fate wioll CHEH RFAIEH LIS EH7| X174 SHS AF8510 AWS SDKs X EF Q15
CHRIS AESHAIAIR

configEE = credentials Thof| o8t T4 g2 A%

- = H. = O

.
ol

tH= odl:

rr

[default]
aws_access_key_id = AKIAIOSFODNN7EXAMPLE

aws_secret_access_key = wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

aws_session_token = AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJO0gQs8IZZaIv2BXIa2R401gk

=k

02
jo

=
S

rok
ok

tZd B MZ 9| Linux/macOS 0| All:

export AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

export AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
export
AWS_SESSION_TOKEN=AQOEXAMPLEH4a0AHOgNCAPy. . .truncated. ..zrkuWJOgQs8IZZaIv2BXIa2R401gk

0424 =
co=

o

Soff 23 #H+E HdEst= Windows oA

setx AWS_ACCESS_KEY_ID AKIAIOSFODNN7EXAMPLE

setx AWS_SECRET_ACCESS_KEY wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
setx

AWS_SESSION_TOKEN AQOEXAMPLEH4aoAHOgNCAPy. . .truncated...zrkuWJOgQs8IZZaIv2BXIa2R401gk
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JVM A|AE £A4 MR AWS SDK for Java 2! AWS SDK for Kotlin 0| B x| ElL|C}.
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AWS CLI v2 ol

SDK for C++ 0o 3% config T2 X|HE|X| et&LCt
SDK for Go V2 (1.x) o

AWS HA|A 7| 74


https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
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SDK

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

NET 4.x8 SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust
SDK for Swift
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.amazon.aws.com/sdkref/latest/guide/access-login.html
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Tools for PowerShell 2! AWS SDKs2t 22 ZZ e =70 & Ssts (Al X4
2rLct.
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AWS
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Ad
o

Ol2{8t A4 ZHES MA5t24™ AWS CLIOIM aws login H&S A&SH7HLE AWS Tools for
PowerShelloi| A Invoke-AwWSLogin cmdletg A& gfL|Ct 21t Et7| A} ZH2 2401 FH A0
AWS SDKsO|M RAHS & = U&LICH E7| X123 ZH2 158 Fof BF2E|X|PF CLI & SDKsE 2R
off 2t Z[CH 12A|ZHA K| RIS 22 A 8HE ME T3LICH M2 13 EE0| BEE[H CLI E=
PowerShell2 3l CtA| 2215t 2t= HIAIXI7F EAIELICH

L

2301 FH et Z20US login_session MHEoZ M0|EgLICL 0| MXMS 213013
EZ2 Jof MEift g2l 2& MMe| XtE Z-ES MHEFLCH

[profile console]

login_session = arn:aws:iam::0123456789012:user/username
region = us-west-2

7Moo 2 B AHH 5H U MZ 18 EE2 Linux 2 macOS £ Windows2| ~/ . aws/login/
cache C|EE{2|%SUSERPROFILES\ . aws\login\cache0| /= JSON mtof HEE |EF ol O|&
2 23021 MM 0|§2 7|¢t2 2 #fL|Ct. AWS_LOGIN_CACHE_DIRECTORY &4 8 MH5toq |
HEZE AYolg = AU&LC.

2739l

OH

=AY

CIHE 2 AI835104 0| 7|s2 T+ HE5HAAL.
AWS_LOGIN_CACHE_DIRECTORY - 74 tH=

CLI U SDKs7} 2191 M Z2utelof BHZ sl HAIE A2 ZHS M st ohH CIEfzIgl
=3

7|24t ~/.aws/login/cache Linux & macOS &= %USERPROFILE%\ .aws\login\cache
Windows.

AWS SDKs =T K|

CHS SDKE O] FA0IM MHSE 7Is L A™HE X|HELICH 2E 28 o7t 7ISELICH 28
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SDK

AWS CLI v2
SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

NET 4.x& SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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credential_source - 37 AWS config It M

&E o

SDKL} =37} role_arn ItZtOE{Z K|
52 g £ e fXIE XH5H7| {51 Amazon EC2

Service Z1E{0|L LHO|A AFRELIC}.

Hotolsg Ql

g 7+

mazon Elastic Container

7122 s

L&k

o 2t74 - SDKL} =77} AWS_ACCESS_KEY_ID Z! AWS_SECRET_ACCESS_KEY 73 H0i A
A HOMOIEE AMSITE S X|HEL|Ct

« Ec2InstanceMetadata — SDK EE&= =717 EC2 QIAEA T2 mfelof o4Z2E! |IAM e AL 5}
01 AA HOHQIBZE 71X EE X|&&tct.

« EcsContainer - SDK EEE T 771 AA X} SHE 27| 2|&f Amazon ECS Z1E|O|L{0f| A=

IAM 238 &= Amazon EKS ZiE|O|L{0i| 1A=l IAM & 2 Ar& St F XM ELICE
credential_sourcel} source_profile 25 S8t T2 0t UoiM X|IHE = ei&LICH
Hot 2152 Amazon EC20IM A4S0k & & LHEFHE S config TtUof M st= of:

credential_source Ec2InstanceMetadata
arn:aws:iam::123456789012:role/my-role-name

role_arn

duration_seconds - 3% AWS config Tt M7
o4g MMof 2|cH 7|ZHE)S KIFELICH.
Ol 42 Z2noi M dg =2 XIHe F=oiot M ELICH
7|2} 3600 (1A1ZH
REE 2L 0l gfel Hel= 900X (158 )R B i d&of cHet #+oE! =[CH MM 717 A3 (2|CHEL:
43200% EE= 12A|ZH K| 7bSELICH REAMIEE LIS 2 1AM AFE B Mol edgrof =|CH MM 7|7t
Y E7|E FZstAAR.
config I}U0|A O|E HHst= of:
duration_seconds = 43200
external_id - 37 AWS config I+ &A™
EfALOIAM 28 HHo| dgtg = st= Ol AH85tE TR AEXE XI™HELIC.

o4s5)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/eks/latest/userguide/security-iam-service-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html#id_roles_use_view-role-max-session

AWS SDKs % &=+ & LM

Ol M2 ZZ LU &g £SIE S X5t d&hof chet AZ| HA0oi M ExternalIdod|
CHst 22 e 2 5t Aol M ELICH g2 T2 ntalo| &t X|ZE ] AssumeRole &
ool M= L= Externalld Tt2tO|E{of O EELICH

KB 2k IAM AF8 MTAO| AWS B|AA0f CHEH HAIA FHEHS EFAto] RoiE I Q|2 IDE A
ste wg XML

config It ol O|& MH5t= of:
external_id = unique_value_assigned_by_3rd_party
mfa_serial - 2% AWS config I} M7

AMERI7HAE = Al ALE t= CHE QIB(MFA)E X|Q| ID £= L& 5 & X|HELIc

ol

HOF

ol

siiE dgtof ChEt A= KMo MFA %% L2 ste X70| ZotE Adgs +ste e TR
ghLiCh MFAOI CHEH REAISH LH2 2 1AM AFR A-E M 2| IAMO M OJAWS CHEHA| QIE 2 211 6HAl
.

7128t s,

[&8 2k 0| 2t StES0] C|HIO|A & YR #5(0d: GAHT12345678)E & 7H4f MFA C|H}O]

= —
A& Amazon ZlAA O|ZE(ARN)(M: )Y £ &LICH ARN EAI2 arn:aws:iam: :account-

id:mfa/mfa-device-namedL|C}.
config It oiA{ O|& MAst= of:

Of ofxl= H'dof CHall MoE|lT S AFS Ao CHal & +«d3tEl MyMFADeviceZt= O|&2| 7tef
MFA & X|& Ar&etCt 7§ Ct

mfa_serial = arn:aws:iam::123456789012:mfa/MyMFADevice

role_arn- 3% AWS config It A4%d AWS_ROLE_ARN - &7 ¥~ aws.roleArn - JVM A|AE!
& M: Java/Kotlin2H SiE

O| Z2U}QUS AF2510{ XM= &2 £l = O AFR2E IAM 29E 0| Amazon 2|AA 0|2
(ARN)Z X|&ghLct.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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wEe 2L o] 22 Chet 22 49l IAM & 2| ARNO[010F Bf LICE.

HA —

arn:aws:iam: :account-id:role/role-name

et Ohg MY & StLEE K| sHok gLt
« source_profile — O] ZE2 Ul UM W& S =AY HEHO| U= EQ QIS 2 = Ol AISE

CHE Z2ode AlEsc

credential_source — A &4 B2 AHE|= HOt QIF = Amazon EC2 QIAEA &
21} £ = Amazon ECS Z1E{|0|L] QIAEH AN HEE Eot 25 S M%ﬂl—lﬂ.

- web_identity_token_file — ZHIY E=
2l ID 32Xt EE= OpenlD Connect(OIDC) & &

o
O o
s
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K
2
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|'O
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rn
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2
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T

role_session_name - 37 AWS config I} A%, AWS_ROLE_SESSION_NAME - 43 B
aws.roleSessionName - JVM A|AE! £ 4: Java/KotlinBF 3HE

g M[Mod| dZ2E O|E=2 XI™ELICE O] O|F2 O] M[Mut AZEl & =of CHEH AWS CloudTrail
230 LIEtLIH, A [ REE £ JUELICH MF HE = AWS CloudTrail AHE B A9
CloudTrail userldentity A& FHZSIMIL.

Zlggk: M= mhetOlEeULICH o] 2t XMSstx| gf2 39 Z2utYUo| HEE +E i MM o]
Sol sz SYELICH

T2

AssumeRoleWithWebIdentity 2¢)2 S&& [lf RoleSessionName It2tO|E{0| M3 ELICEH
e g = Ue +UE AE AH8 X Amazon ElAA O|§(ARN)S| U&7t E|H, O] ZZ2np o

=2 T AA

M 2 &8 2ol ChEt CloudTrail 21 #=09| Y22 EAIELICH

7 &8t 2k: AWS CLI EE= AWS API7t AFEXHE CH 415101 AssumeRole (= At 22

arn:aws:sts::123456789012:assumed-role/my-role-name/my-role_session_name.

config ItU0|A O|E HHst= ofl:

role_session_name = my-role-session-name

| A XA

source_profile - 3% AWS config It M

2 L—|EP. _'-n- AWS conflg e credentlals utd
Mg A ZSIHMRER config 2 credentials I}

U ZZ2OYUo|7|E 8t T2 0UE X|Hte B E¢
=AIMo 2 =UELICH SDK7 2o 215 0] E ZIZ2I
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS SDKs % &=+ & LM

Ch & AM2/2 AWS CLI EE= AWS APl 38 MM E z[CH 1A[ZF 22 KetetH =3 & & LICh
KEME LI 2 1AM AL DB M| g 801 & 7HHE A RSHEAIL.

R=¢8t 2k config 2 credentials ItUof Hol|El Z2 1 O|F o2 FHE HAE ZAEY
LICH 3 34K Z 20Ul M role_arn| gtE X|&3HoF &LICt.

credential_sourcell source_profile 25 & S T2 0t UolM X|HE 5= G&LIC.

T8 ool o|& dEstE ofl:

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:role/RoleA
role_session_name = ProfileARoleSession

[profile B]

credential_process = ./aws_signing_helper credential-process --certificate /

path/to/certificate --private-key /path/to/private-key --trust-anchor-

arn arn:aws:rolesanywhere:region:account:trust-anchor/TA_ID --profile-

arn arn:aws:rolesanywhere:region:account:profile/PROFILE_ID --role-arn
arn:aws:iam::account:role/ROLE_ID

AM oMM A Z2ET U2 SDKLE T 77t HIZAEI B T2 UO| Xt BH2 ASS 2 T35t

£ X|AIEfLICt ol Z2 B =21 U2 IAM Roles AnywhereE AFE 5104 AWS

MHMSste A4 38 =<0/ =7 AFE35H0{ AWS SDKO| 28t Xt SHE2 7S LICt. ol
Bt LAl 2ot QIF 2 FE0| M AWS E|AA0| HMASHZ| 25 AP%E'I—IEP I’éEl dgholl= HHE
AWS MH|AEE= API HIMESRN Z40| QHEI FEE AFE

QiZE|0{ Qlofof BfLICH Z2 MU AV} = st=E ZE HYols dE HI*" OI% | CloudTrail 21
of 7|8 &L|Ct.

oigt Xold el & Hmi 0o 2, Amazon Elastic Compute Cloud 2IAE A A OfZE|F|0|MHE A
|

=
ot 1 1 oHZE[7[0|4M0| CHE HE S +USIES steds B2, Ohe 7d2 AI8E =+ U&L

[profile A]

source_profile = B

role_arn = arn:aws:iam::123456789012:ro0le/RoleA
role_session_name = ProfileARoleSession

SEA =Y 82


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html
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[profile B]
credential_source=Ec2InstanceMetadata
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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[profile dev]

sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole

[profile prod]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole2

[sso-session my-sso]
sso_region = us-east-1

sso_start_url = https://my-sso-portal.awsapps.com/start
sso_registration_scopes = sso:account:access
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https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccounts.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-accounts.html
https://console.aws.amazon.com/singlesignon
https://docs.aws.amazon.com/singlesignon/latest/PortalAPIReference/API_ListAccountRoles.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sso/list-account-roles.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/customermanagedapps-saml2-oauth2.html#oidc-concept
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AWS CLI v2
SDK for C++

SDK for Go V2 (1.x)

SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

NET 4.x& SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust

SDK for Swift
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
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AE OHLAM
SDK X goEs FHEE
PowerShell V5& T of
PowerShell V4& T of
@ Note

CH= 2 AWS Toolkits & IAM Identity Center 151} 2#4E EMLICH

+ VS IE -0f 29ZE AWS - A|ZF URL & EEt X 7|8 2152 S8 IAM Identity Center 21
QI ChELCH

+ Visual Studio - AWSAWS Toolkit for Visual Studio2| IAM Identity Center A}Z4 & - SSO
Z2L FH8E CchELICH

+ JetBrains - JetBrains& AWS =3 7|EE AWS #|Z0j| @44 - JetBrains& AWS £ 7|E
£ AWS A ™Hof st &g ChELct
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https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/toolkit-for-vscode/latest/userguide/connect.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/sso-credentials.html
https://docs.aws.amazon.com/toolkit-for-jetbrains/latest/userguide/account-connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-metadata.html
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CHEE At8stod 0| 7|5 gotdA2.

AWS_EC2_METADATA_DISABLED - &4 i

E ot 015 2=0f Amazon EC2 QIAEIA HIEIH|O|E] MH|IA (IMDS)AMHS AT 0i%

(SR RA%
« true- 29t Q15 E U= O IMDSE AFE35HK| ot&LCH

- false- 29 9152 U&= O IMDSE AFS & LICEH
ec2_metadata_vl_disabled - &% AWS config I} A&,
AWS_EC2_METADATA_V1_DISABLED - &4 24 aws.disableEc2MetadataVl - JVM A|AHE] &
A: Java/Kotlin2t 3l

ok
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IMDSv27} AlTfgr 4 IMDSv1(Instance Metadata Service Version 1)2 EWMO 2 AtE 0.
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« true-IMDSvIS ZEHO 2 AL5}K| et& Lt
« false- IMDSv12 Etio 2 Al%FL|LCE.

ec2_metadata_service_endpoint - 27 AWS config T}l A%,
AWS_EC2_METADATA_SERVICE_ENDPOINT - &4 ¥4~ aws.ec2MetadataServiceEndpoint -
JVM A|AE &M Java/KotlinZF SHE

IMDS AIEXZQIE. 0| Zt2 AWS SDKs. Amazon EC2

7|27t ec2_metadata_service_endpoint_mode2t IPv4O| ZoMH 7|2 AEXQIE=
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Linux & macOS

Linux E£= macOSE AI8dte 12 CtE BB S MEdll o] &8 #H+E dE8e = JU&LIch

$ export AWS_EC2_METADATA_DISABLED=true

odz] &l MM L AAE] RHAIZ Alof = o] MM E RX|stEdH f|o| HE .bash_profile,
.zsh_profile, é% profile So| & Z=2ut mtUoi| F7He = U&LICH
Windows

Windows& At&stE 122 Chs HEE AEdl 0| & 8 H & dEE & J&LIC

$ setx AWS_EC2_METADATA_DISABLED=true

® Note
Of setx BH2 oM &l M{Mdof| gL MEstX| pfeB2 HE LIS
E 5t 7Lt CHA| oqof BfLICH,
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AWS SDKs =3 K|

CIS SDKE O] FAMM MY E 7|s L MHE K[HELICH ZE L2 ofQ7F Z|SELICH 2E
JUM A|AE &M ME 2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A2+ X| & E|L|C}.

SDK X HnEEFIHEE
AWS CLI v2 ol
SDK for C++ o
SDK for Go V2 (1.x) of
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
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SDK for Go 1.x (V1)

SDK for Java 2.x

SDK for Java 1.x

SDK for JavaScript 3.x

SDK for JavaScript 2.x

SDK for Kotlin

NET 4.x& SDK

SDK for .NET 3.x

SDK for PHP 3.x

SDK for Python (Boto3)

SDK for Ruby 3.x

SDK for Rust
SDK for Swift
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https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/

%

o
2

AWS SDKs % &=+ OHLHM

o2

SDK X gfneEsFIHE
=
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PowerShell V4& T 0 [Amazon.Util.EC2InstanceMetadata]::

E
C2MetadataVlDisabled = $true £ AI235t0{ 3 =0
M IMDSv1 ZE8E HA|MoZ H|&Mete = U&L|Ct
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(@ Note
A m|o|x|e] 2i|ojotRE OfsHst HLE CHE 0l L2 = Support AWS SDKsO| OHLHA O] & T
O|x[2] o|aH.
SDK= ALERE X[ ALE Atzilof &7 20t 215 SFAt Qe HEE + U= g-E MIELC of
S=AE ALEstHE 2=80|& KHH 58 15; M X4 88E 727U, 2=8|0|& ID St

o SEstE S AFSXE X|H TS M3E = UA&LICH

04E =01 IAM Roles Anywhere= credential_process& At&30{ O Z2|70|MS CHAISHO &
Al xA &8s 7FX=|9L—|EF Ol =2 credential_processE& F45t24™ IAM Roles AnywhereE
AF23504 AWS SDKs & =7 Q15 2(8)aEsHAAIL.
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B X4 28 SZAE ASHLICH ol SME ME835tE A2 2YAA el £oF 2 Al & X
gl 718 LU S 7tsE B YEstH EEsHof #LICH SDKs 2= Ol HEE A5t 7|
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https://docs.aws.amazon.com/powershell/v4/userguide/
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credential_process - 3% AWS config Tt M7

Ar8E Hot 0152 Mt HLE ZMEHT| 28l SDK EE= =771 AdstE QF HHES XIHE L

Ch MM SDK7 2t 3 £8 T2 132/HZ0| 0|2 X|HEILICH SDKE Z2ZMAE ZIM 55

g M ZEMATEstdoutod JSON CI[O|E{E & m77HX| Z[CHRILICH AHEAL X ™ 2R EE E

Aoz MEE Hretsliof ELICH O]l HEo|E SDK == T 77 AFSXAIE IS5t o AFEE =

= 2ot oI5 0| =& ELCH

@® Note

Z2MA Hot oE SZAts X4 5F S S A A Qle] olsHel AR uict TJqLE T2 MA
Hot o1E SZXt= 0| Al2[=ol| £8t CHE o2 SZXHE HE! Foi| Bt = IELICEH M2t =
230l o]l SZFAte| 2ot CIEE AtEote{H FHo|MH CHE fREF 20t 215 S=2XHE A
HotHL CHE Z 20U S AFSSHoF B LICH EE= 2ot 015 S 2 At A elol| o|Esto] R 8
Hot PIEE et = S=XE AHSeE Mt Tl I Eo ZE2MA 2o 015 29|
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credential_process = "/path/to/credentials.sh" parameterWithoutSpaces "parameter with

spaces”

CH2 oMl Windows 2| &§ config IF0i M credential_processE A& ste &ie Eo{FLICH

credential_process = "C:\Path\To\credentials.cmd" parameterWithoutSpaces "parameter
with spaces"
- ME ZE0Y oM X|He = A&LICH
[profile cred_process]
credential_process = /Users/username/process.sh
region = us-east-1
Hotols z 20 28 £
SDKE Z2utlol XIHE CHE HUS AHs C+3, EZ 521 A=Y M CIOIEIE gLt &3
M A3RELLHIO|UEl Z2 3o STDOUT01|A‘| CHS T2 URIsHE JSON E=42 dYsHot
sHEX| 0= 8 R ELICt
{
"Version": 1,
"AccessKeyId": "an AWS access key",
"SecretAccessKey": "your AWS secret access key",
"SessionToken": "the AWS session token for temporary credentials",
"Expiration": "RFC3339 timestamp for when the credentials expire",
"AccountId": "the AWS account ID associated with these credentials"
}
® Note
O EA2| 2t =AY, Version 7|= 12 MM |0 U&LICH FRTF LS Alzto]| ot
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et 0| gfol Z7te =+ U&LICH

Expiration 7|&= RFC3339 & AI0| E}UAEMZE QIL|Ct Expiration 7|7t =72 £2i0i EXH 5K
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102



AWS SDKs % &=+ & LM

2 o
0l4
rlo
e
>
HL
e
o
ol
|0
Hu
r\l
_|
m
o
N
™
o
ro
HU
m
N
>
=)
(@)
H
(]
o
(]
3
+
|_|
Q)
|_|
'O
H
(@]
(@)
(]
(7]
(7]
oE
mIo

@ Note
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AWS SDKs =7 K|

CHS SDKE O] &AM MHSHE 7Is L A™HE X|HELICH 2E &8 o7t 7ISELICH 28
JVM A|AE £M ME2 AWS SDK for Java 2! AWS SDK for Kotlin 0| A2+ X| & E]L|C}.

SDK X HnoEEFJHEHE

AWS CLI v2 ol

SDK for C++ o

SDK for Go V2 (1.x) ol

SDK for Go 1.x (V1) of 3% config Y MHEES AIEStE{H 78 LU EEE

740k BfLICH MM E A RSHAARL.
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
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SDK for Java 2.x o
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SDK for Python (Boto3) o
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
https://docs.aws.amazon.com/AmazonS3/latest/userguide/directory-bucket-high-performance.html#s3-express-one-zone
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s3_disable_express_session_auth - 28 AWS config T} M X
AWS_S3_DISABLE_EXPRESS_SESSION_AUTH - &4 ¥ aws.disableS3ExpressAuth - JVM

AAE £ 4 Java/KotlinBH S
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[default]
s3_disable_express_session_auth=true
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export AWS_S3_DISABLE_EXPRESS_SESSION_AUTH=true
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setx AWS_S3_DISABLE_EXPRESS_SESSION_AUTH true
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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E 2™ 3E. o€ S0, us-east-1 U2 A=ZQEE AWS 2™ 0|2 S8 (HX|LIo} ER)2
=psi-sin }

« aws-global= AWS Security Token Service (AWS STS) & Amazon Simple Storage
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H|Ao0| CHet 22YH A= ZQIEE XX EtLICY.

config ItAoiAf O] 2t2 MA5t= of:

[default]
region = us-west-2
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https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
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https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html#sts-endpoints
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_enable-regions.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?id=docs_gateway#partition
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_region-endpoints.html#reference_sts_global_endpoint_changes
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/api/aws/session/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
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https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/

AWS SDKs % &=+ 5]

A
ro

FLHA

SDK X HunEEFRIHE
SDK for JavaScript 3.x o
SDK for JavaScript 2.x ot
L
(=]
SDK for Kotlin o
NET 4.x& SDK ol
SDK for .NET 3.x ol
SDK for PHP 3.x of
SDK for Python (Boto3) of
SDK for Ruby 3.x o
SDK for Rust of
SDK for Swift of
L
(=]
PowerShell V5& = of
PowerShell V48 =3 of
MHIAHJAEZQIE
® Note
M m|o|x|2| gi|ofotRE O|sHet 7Lt CHZ 0l L2 = Support AWS SDKsO| 2HL{A{ S| A% T
O|%x|2| of3H.
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https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/

AWS SDKs % &=+ & LM

CHSE AF85t0{ 0| 7|5 FdstdlAl2.

endpoint_url - 3% AWS config I} A%, AWS_ENDPOINT_URL - B3 H#H=
aws.endpointUrl - JVM A|AE! &7: Java/KotlinZF 3HE

T20Y LHol M &Y X|Het7HLE 2t E HEE X|HSe B2 0| ™2 2E AMH[A | ALE
Elz= A= ZQIEE XIHELICH O| AEZQIEE FHE ZE MH[AE A= ZQIE o of5H R 9
Euct.
® AWS config ItUQ| services AM Lol AHO| HHE AHE5to] §% AMH|A0] CHEF AHS R}
|JH ANEXZQEE HHE = UELICE services MMM AIEE 2E MH|A AHRL 7| S5
2 MHABE S ZQIE AlSET} MM FESHMAIL.

& E URL. URLO|E= StLt O| & o] B2 MOIHET}
O

=
AWS_ENDPOINT_URL_<SERVICE> - &3 ¥4 aws.endpointUrl<ServiceName> - JVM A|AE
& M: Java/Kotlin2t SHE

AWS_ENDPOINT_URL_<SERVICE>, 047|A{ <SERVICE>E= AWS AH|A AlHEXIO|H, = &
A0 CHEH AFE A XIH AEXZQIEE MHEEILICH EE MH|AY 83 Hy S52 AH|A

—

IOIE AlHXIS & XSHAAIL.

O] MH|AY AIEZQIEE AWS_ENDPOINT URLO| MMEIZE ZEH A= ZQIEHLC SMEHL

fEH e A=ZQIES AT|OIt SAETL ZEE URL. URLOE stLt Ol el B2 MOIHETL
ZHE EBE FE A7 MEiMoz ZE + /&L

ignore_configured_endpoint_urls - &7 AWS config I}
2 447, AWS_IGNORE_CONFIGURED_ENDPOINT_URLS - 4 =,
aws.ignoreConfiguredEndpointUrls - JVM A|AE! £4: Java/Kotlin P SHE

Ol d¥2 ZE MEX X|H A=ERZQIE FEE FAlstE o ASELICH
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F=o AEE|HL ME|A E8H0IME RHA|of MHEHE BAM A= ZQEE ol ©H
SEICHHE Mol ROl5tAAI2. 6|& E04 --endpoint-url BHE nt2t0|E{E AWS CLI HE1}
I ZESHHL AEZQIE URLE SEH0|UE M Xtof ME M & o MEE Lt

7|83k false

Jo
ol
2

ol

- true— SDK E= =7 &= 3% config It = B4 Ho| M AEXZQIE URL MY E 2
AEARE 2E SME
=TT E 37 config Y = 848 HPo|M ALE 7HSE AFE A XIS 2

CxQIEE AHSELICH

BE MUH|A0 Cit RS AKX X|H AEZQIE URLE 2R E!ISHE{T AWS_ENDPOINT URL 22
Chf
=

export AWS_ENDPOINT_URL=http://localhost:4567

EHo| Cigt 2HE AFEAF K™ A= ZQIE URL AWS MH|A 2 B E5HE{H

L O =

AWS_ENDPOINT_URL_<SERVICE> 170 d¢% AHEFLICH Amazon DynamoDB 0=

serviceId®|0| }U&LICtDynamoDB. O] MH|A S| FR QIEXQIE URL BF Hee=

AWS_ENDPOINT_URL_DYNAMODBRILIC}. O| A= QIE = O|A{H|A0] CHSH AWS_ENDPOINT_URLO|

MYE Z2H A= ZQRIEHCE MEFLICY.
export AWS_ENDPOINT_URL_DYNAMODB=http://localhost:5678

IE CHE 0| 29| serviceId AWS Elastic Beanstalk 7} /& LICtElastic Beanstalk. AWS
MH|A AlHEX = DE ZHES AIE2 H2- 1 R E 212 CHEXE CHRllserviceIdstod AP

- o= E=
DHo|E y|Hto 2 gFL|Ct. O] MH|AO| CHEt AIEZQIEE MAI5Ie{M slTE &4 =
AWS_ENDPOINT_URL_ELASTIC_ BEANSTALKQLICH RE AMH|AH &87H H4L 222 MHH|AH @

IOIE AlHXIE &R XSHAAIL.

=

export AWS_ENDPOINT_URL_ELASTIC_BEANSTALK=http://localhost:5567

o A=EZQIEE FE7LICH

OH
ol
(o]

= config IS A
28] config U ME CHESH 7|52 2l8l 042] @xIoIA endpoint_urlOl AFSEILICH.
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/dynamodb/2012-08-10/service-2.json#L10
https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9
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ZEHACSZOIER US|

« profile LHOIM & X|HEl endpoint_url2 g A=EZQIE
Ct.

- services MM Lio| MH|A AlEEx} 7| of2iofl E-El endpoint_urle sie GIEZQIET
Mb|Ao] CHE @™ot MEE[21 IHELICH 37 config Tt services MME Holst=
Aol CHEE AEMIE L8 2 78 T SAE XS AAR.

(ol
-
ol

CtS o|AM|o M= services HO|E AF23109 Amazon S30 CHEH MH|AE AlE ZQIE URLI CHE
2E MH|IA0 AL ElE AR XY 2 EYH A= X QIEE F/EHLICH

[profile dev-s3-specific-and-global]
endpoint_url = http://localhost:1234
services = s3-specific

[services s3-specific]
s3 =
endpoint_url = https://play.min.io:9000

m

| Z20}UZ 048] MH|AO| CHEH HIEZQIEE A& £~ QI&LICH O] tMoME SYUsH
10{ A Amazon S3 2! AWS Elastic Beanstalk 0il Ci$F MH|A R AI=EZQIE URLsES MH5
Ho{EFLIC} serviceId®| AWS Elastic Beanstalk 7} Q{&LICtElastic Beanstalk. AWS A
’%HE" e ZE SHE LE2E U0 2E 2XE A E A2 CHAlserviceIdsto] API 22 O|E

ghoct. ekt MH|A AR 717 elastic_beanstalkZb El1 O] AMH|A04 CHEE A& 0|
elastlc_beanstalk = Z0|M A|ZEILICH services MMM AR E 2 E MH|A AR 7| S
E2 MHIAH JEZQIE AlHXIE RIS AIL.

El
me ne

P

It

FE [> 1o

N [T

[services testing-s3-and-eb]
s3 =

endpoint_url = http://localhost:4567
elastic_beanstalk =

endpoint_url = http://localhost:8000

[profile dev]
services = testing-s3-and-eb

MHIA 7 M2 ofe] Z2ZUolM AHSE 4+ UBLICH I8 S0 F Z20rUo| SYsH

[— = =
services MO|E AISFIHM CIE T2 0t M2 B398 & Ql& L},

[services testing-s3]
s3 =
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https://github.com/boto/botocore/blob/bcaf618c4b93c067efa0b85d3e92f3985ff60906/botocore/data/elasticbeanstalk/2010-12-01/service-2.json#L9

At FLHAM

il
2
ro
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endpoint_url = https://localhost:4567

[profile testing-json]
output = json
services = testing-s3

[profile testing-text]
output = text
services = testing-s3

1= [

Z2utQlof dF 7|H Eot 91F HETLIAM 7t & 7|50 CiE source_profile ZI2tOIEHE &
o +8E B2 SDKE RI™HE T2 0tlof CHEE MH|A 7D ALSELICH & o| ¢dZE T2t
MESHX| t&LICH O|E E0{CI30 22 3% config U2 ALSFLICE.

[profile A]
credential_source = Ec2InstanceMetadata

endpoint_url = https://profile-a-endpoint.aws/

[profile B]
source_profile = A
role_arn = arn:aws:iam::123456789012:role/roleB

services = profileB

[services profileB]
ec2 =
endpoint_url = https://profile-b-ec2-endpoint.aws

Z20YUBE M85 I E0IM Amazon EC2E 2Y 2&5ts AR HEZQEE https://
profile-b-ec2-endpoint.awsZ QIELICt ZE0|M CHE AMH[AN RFE Ste 2
RIE EOI2 AIER X|H 222 MEX| f&LICH JEEQEE T2 0 A0 &
QIEE FHOIL|X| et&LICH 2EHASZQIET ZE2 WY Bo| MEE[Z{H Z =0t B SES
endpoint_urlS MA&HoF &LICH source_profile A%oi CHE REMISH LIS 2 248 H Ot Q1F A

0z

[e)

1 o
— MY

Hu 0

-1 A
=AF =2 EHH

SAlo AAE = AUXRIEF MHIAT StLto| gt @ MeFLCt XIH ol ChEt API 25
o 7
=
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1. ZELF MH[A Z2H0|UE Riafof]l AHE ZE BAIM dH2 O E ZE dEEC ML
= C

_|

= O
--endpoint-url HHE 12

=

- o BR FOIE{oll M MZ3HE ZF AWS CLIQILICH SDKO| AL HA|
M Egd 2 AWS MH|A 2B10|E E= 7 A E QIAEHASHE | MY S ot2t0|E ol BEHE
F&g = A&t

2. MH|AH #E o X35t 24(0d: AWS_ENDPOINT_URL_DYNAMODB).

3. AWS_ENDPOINT_URL 22 A= ZQlE &7 w0 o3 MB = grdulct.

4. 3% config TYUO| services Al LHof| MH|A AR} 7| ofg S E endpoint_url AXof
M HMSBste 2

5. 3% config IAUL| profile LA 2% X|'HEl endpoint_url AHEo| ela M3 kl= k.

6. Zto| 7|2 A= X QlE URL AWS AMH|A O OFX|Z S 2 AFZEILICE.

AWS SDKs =7 K|

CHS SDKE O] FA|0M MHSHE 7Is L A™HE X|HELICH 2E 48 o7t 7ISELICH 28
JVM AAHE &M MX2 AWS SDK for Java 2 AWS SDK for Kotlin 0| AHBF X| & ElL|C}.

SDK X FonoceE FIHE
=
AWS CLI v2 of
SDK for C++ of
SDK for Go V2 (1.x) of
SDK for Go 1.x (V1) ot
L
hod
SDK for Java 2.x of
SDK for Java 1.x o}
L
ko
SDK for JavaScript 3.x ]
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/sdk-for-cpp/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/

AWS SDKs % &=+ F

A
ro

FLHA

SDK X HunEEFRIHE
SDK for JavaScript 2.x ot
L
(=]
SDK for Kotlin o
NET 4.x& SDK of
SDK for .NET 3.x of
SDK for PHP 3.x o
SDK for Python (Boto3) of
SDK for Ruby 3.x ]
SDK for Rust of
SDK for Swift of
PowerShell V5& = of
PowerShell V48 =3 o

of AMRIE AIB3HE Wi U 9IR|of CHEH RLMISH LIS S ME|AE A=l MM

[0
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2
_o'l_l
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https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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serviceld 2 AWS_ENDPOINT_URL_<SERVICE> 2tZ& H
'IQI'
A\
C(
il
%
o
A_
H
A
A
|:£
N
7
AccessAnalyzer a« AWS_ENDPOINT_URL_ACCESSANALYZER
1y
Account ac AWS_ENDPOINT_URL_ACCOUNT
ACM a« AWS_ENDPOINT_URL_ACM
ACM PCA a« AWS_ENDPOINT_URL_ACM_PCA
Alexa For Business a. AWS_ENDPOINT_URL_ALEXA_FOR_BUSINESS
|
amp ar AWS_ENDPOINT_URL_AMP
Amplify ar AWS_ENDPOINT_URL_AMPLIFY
AmplifyBackend ar AWS_ENDPOINT_URL_AMPLIFYBACKEND
cl
AmplifyUIBuilder ar AWS_ENDPOINT_URL_AMPLIFYUIBUILDER
bt
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B

OFLHAM

serviceld

API Gateway

ApiGatewayManageme
ntApi

ApiGatewayV?2

AppConfig

AppConfigData

AppFabric

Appflow

AppIntegrations

e
[=}
o
T

H2a >

> > @ > Jo o

N A

aj
a\

al

yI
n

al
y\

aj

al

d:

al

al

aj
ar

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_API_GATEWAY

AWS_ENDPOINT_URL_APIGATEWAYMANAGEMENTAPI

AWS_ENDPOINT_URL_APIGATEWAYV2

AWS_ENDPOINT_URL_APPCONFIG

AWS_ENDPOINT_URL_APPCONFIGDATA

AWS_ENDPOINT_URL_APPFABRIC

AWS_ENDPOINT_URL_APPFLOW

AWS_ENDPOINT_URL_APPINTEGRATIONS
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
(@)
Q

H2a >

> > @ > Jo o

N A

Application Auto a] AWS_ENDPOINT_URL_APPLICATION_AUTO_SCALING
Scaling ol
Ci

Application Insights a] AWS_ENDPOINT_URL_APPLICATION_INSIGHTS

ol
t
ApplicationCostPro a}] AWS_ENDPOINT_URL_APPLICATIONCOSTPROFILER
filer ol
i
App Mesh a}] AWS_ENDPOINT_URL_APP_MESH
AppRunner a] AWS_ENDPOINT_URL_APPRUNNER
AppStream a}] AWS_ENDPOINT_URL_APPSTREAM
AppSync a} AWS_ENDPOINT_URL_APPSYNC
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serviceld 2 AWS_ENDPOINT_URL_<SERVICE> & H
'IQI'
A\
C(
i
2
[]
A_
H
A
A
|:£
N
7
ARC Zonal Shift a: AWS_ENDPOINT_URL_ARC_ZONAL_SHIFT
Artifact a: AWS_ENDPOINT_URL_ARTIFACT
Athena a' AWS_ENDPOINT_URL_ATHENA
AuditManager al AWS_ENDPOINT_URL_AUDITMANAGER
g¢
Auto Scaling al AWS_ENDPOINT_URL_AUTO_SCALING
i1
Auto Scaling Plans al AWS_ENDPOINT_URL_AUTO_SCALING_PLANS
ii
b2bi b: AWS_ENDPOINT_URL_B2BI
Backup b: AWS_ENDPOINT_URL_BACKUP
Backup Gateway bi AWS_ENDPOINT_URL_BACKUP_GATEWAY
t
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OFLHAM

serviceld

BackupStorage

Batch

BCM Data Exports

Bedrock

Bedrock Agent

Bedrock Agent Runtime

Bedrock Runtime

billingconductor

e
[=}
o
T

H2a >

> > @ > Jo o

N A

b:
T

b:

b«

b¢

b¢
gt

b¢

gt
ir

b¢
ut

ne

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_BACKUPSTORAGE

AWS_ENDPOINT_URL_BATCH

AWS_ENDPOINT_URL_BCM_DATA_EXPORTS

AWS_ENDPOINT_URL_BEDROCK

AWS_ENDPOINT_URL_BEDROCK_AGENT

AWS_ENDPOINT_URL_BEDROCK_AGENT_RUNTIME

AWS_ENDPOINT_URL_BEDROCK_RUNTIME

: AWS_ENDPOINT_URL_BILLINGCONDUCTOR

MHAH JA=EZQIE
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OFLHAM

serviceld

Braket
Budgets

Cost Explorer

chatbot
Chime

Chime SDK Identity

Chime SDK Media
Pipelines

Chime SDK Meetings

e
[=}
o
T

H2a >

> > @ > Jo o

N A

bt

C(

cl

cl

cl

P

cl

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

- AWS_ENDPOINT_URL_BRAKET

AWS_ENDPOINT_URL_BUDGETS

AWS_ENDPOINT_URL_COST_EXPLORER

AWS_ENDPOINT_URL_CHATBOT
AWS_ENDPOINT_URL_CHIME

AWS_ENDPOINT_URL_CHIME_SDK_IDENTITY

AWS_ENDPOINT_URL_CHIME_SDK_MEDIA_PIPELINES

AWS_ENDPOINT_URL_CHIME_SDK_MEETINGS
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serviceld 2 AWS_ENDPOINT_URL_<SERVICE> & H
'IQI'
A\
C(
i
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o
A_
H
A
A
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N
7
Chime SDK Messaging cl AWS_ENDPOINT_URL_CHIME_SDK_MESSAGING
I
g
Chime SDK Voice cl AWS_ENDPOINT_URL_CHIME_SDK_VOICE
\
CleanRooms c. AWS_ENDPOINT_URL_CLEANROOMS
S
CleanRoomsML c. AWS_ENDPOINT_URL_CLEANROOMSML
SI
Cloud9 c. AWS_ENDPOINT_URL_CLOUD9
CloudControl c. AWS_ENDPOINT_URL_CLOUDCONTROL
I«
CloudDirectory c. AWS_ENDPOINT_URL_CLOUDDIRECTORY
C1
CloudFormation c. AWS_ENDPOINT_URL_CLOUDFORMATION

ar
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serviceld

CloudFront

CloudFront KeyValueS
tore

CloudHSM

CloudHSM V2

CloudSearch

CloudSearch Domain

CloudTrail

S AWS_ENDPOINT_URL_<SERVICE> &7 B
(o]
Q

H2a >

> > @ > Jo o

N A

cl

cl

- AWS_ENDPOINT_URL_CLOUDFRONT

- AWS_ENDPOINT_URL_CLOUDFRONT_KEYVALUESTORE

- AWS_ENDPOINT_URL_CLOUDHSM

- AWS_ENDPOINT_URL_CLOUDHSM_V2

- AWS_ENDPOINT_URL_CLOUDSEARCH

- AWS_ENDPOINT_URL_CLOUDSEARCH_DOMAIN

. AWS_ENDPOINT_URL_CLOUDTRAIL
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serviceld

CloudTrail Data

CloudWatch

codeartifact

CodeBuild

CodeCatalyst

CodeCommit

CodeDeploy

CodeGuru Reviewer

S AWS_ENDPOINT_URL_<SERVICE> &7 B
(o]
Q

H2a >

> > @ > Jo o

N A

C(
dal

C(

C(

Y

C(

C(

C(
Ie¢

- AWS_ENDPOINT_URL_CLOUDTRAIL_DATA

- AWS_ENDPOINT_URL_CLOUDWATCH

AWS_ENDPOINT_URL_CODEARTIFACT

AWS_ENDPOINT_URL_CODEBUILD

AWS_ENDPOINT_URL_CODECATALYST

AWS_ENDPOINT_URL_CODECOMMIT

AWS_ENDPOINT_URL_CODEDEPLOY

AWS_ENDPOINT_URL_CODEGURU_REVIEWER

MHAH JA=EZQIE
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
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A\
Cl(
I
o
o
A_
H
A
A
|:£
Xl
7
CodeGuru Security c« AWS_ENDPOINT_URL_CODEGURU_SECURITY
S¢
CodeGuruProfiler c« AWS_ENDPOINT_URL_CODEGURUPROFILER
I(
CodePipeline c« AWS_ENDPOINT_URL_CODEPIPELINE
it
CodeStar c« AWS_ENDPOINT_URL_CODESTAR

CodeStar connections cc AWS_ENDPOINT_URL_CODESTAR_CONNECTIONS
C(
n:

codestar notificat c¢ AWS_ENDPOINT_URL_CODESTAR_NOTIFICATIONS
ions n(

i
Cognito Identity cc AWS_ENDPOINT_URL_COGNITO_IDENTITY

de¢
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
'IQI'
A\
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7
Cognito Identity c« AWS_ENDPOINT_URL_COGNITO_IDENTITY_PROVIDER
Provider d¢
I(
Cognito Sync c« AWS_ENDPOINT_URL_COGNITO_SYNC
yi
Comprehend c« AWS_ENDPOINT_URL_COMPREHEND
d
ComprehendMedical c« AWS_ENDPOINT_URL_COMPREHENDMEDICAL
dr
Compute Optimizer c« AWS_ENDPOINT _URL_COMPUTE_OPTIMIZER
pT
Config Service c« AWS_ENDPOINT_URL_CONFIG_SERVICE
m
Connect c« AWS_ENDPOINT_URL_CONNECT

MHIAE AEZQIE 188



B

AWS SDKs & =7 & LM

serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
(@)
Q

H2a >

> > @ > Jo o

N A

Connect Contact Lens cc AWS_ENDPOINT_URL_CONNECT_CONTACT_LENS
ol
ne

ConnectCampaigns c« AWS_ENDPOINT_URL_CONNECTCAMPAIGNS
mj

ConnectCases cc AWS_ENDPOINT_URL_CONNECTCASES
St

ConnectParticipant cc AWS_ENDPOINT_URL_CONNECTPARTICIPANT
I

ControlTower c« AWS_ENDPOINT_URL_CONTROLTOWER
We

Cost Optimization Hub cc AWS_ENDPOINT_URL_COST_OPTIMIZATION_HUB

ht
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
(@)
Q

H2a >

> > @ > Jo o

N A

Cost and Usage Report cc AWS_ENDPOINT_URL_COST_AND_USAGE_REPO

Service us RT_SERVICE
o:
Ce

Customer Profiles ct AWS_ENDPOINT_URL_CUSTOMER_PROFILES
p:

DataBrew di AWS_ENDPOINT_URL_DATABREW

DataExchange di AWS_ENDPOINT_URL_DATAEXCHANGE
ne¢

Data Pipeline di AWS_ENDPOINT_URL_DATA_PIPELINE
1:

DataSync di AWS_ENDPOINT_URL_DATASYNC

DataZone di AWS_ENDPOINT_URL_DATAZONE

DAX di AWS_ENDPOINT_URL_DAX
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serviceld = AWS_ENDPOINT_URL_<SERVICE> 24 H=
(@)
Q

H2a >

nE > > @ > lo o

NS

o

Detective AWS_ENDPOINT_URL_DETECTIVE

Device Farm d¢ AWS_ENDPOINT_URL_DEVICE_FARM
Ir
DevOps Guru de¢ AWS_ENDPOINT_URL_DEVOPS_GURU
Il
Direct Connect d: AWS_ENDPOINT_URL_DIRECT_CONNECT

ni

Application Discovery a} AWS_ENDPOINT_URL_APPLICATION_DISCOVE

Service o RY_SERVICE
e:
C
DLM d. AWS_ENDPOINT_URL_DLM
Database Migration di AWS_ENDPOINT_URL_DATABASE_MIGRATION_
Service m: SERVICE
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serviceld 2 AWS_ENDPOINT_URL_<SERVICE> & H
'IQI'
A\
C(
i
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N
7
DocDB dc AWS_ENDPOINT_URL_DOCDB
DocDB Elastic dc AWS_ENDPOINT_URL_DOCDB_ELASTIC
S1
drs d: AWS_ENDPOINT_URL_DRS
Directory Service d: AWS_ENDPOINT_URL_DIRECTORY_SERVICE
DynamoDB d» AWS_ENDPOINT_URL_DYNAMODB
DynamoDB Streams d» AWS_ENDPOINT_URL_DYNAMODB_STREAMS
S1
EBS el AWS_ENDPOINT_URL_EBS
EC2 e« AWS_ENDPOINT_URL_EC2

EC2 Instance Connect e« AWS_ENDPOINT_URL_EC2_INSTANCE_CONNECT
ne
C1

ECR e« AWS_ENDPOINT_URL_ECR
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serviceld

ECR PUBLIC

ECS

EFS

EKS

EKS Auth

Elastic Inference

ElastiCache

Elastic Beanstalk

Elastic Transcoder

e
[=}
o
T

H2a >

> > @ > Jo o

N A

el

el

el

el

AWS_ENDPOINT_URL_<SERVICE> &3 H#H

AWS_ENDPOINT_URL_ECR_PUBLIC

AWS_ENDPOINT_URL_ECS

- AWS_ENDPOINT_URL_EFS
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t: AWS_ENDPOINT_URL_TRUSTEDADVISOR
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Voice ID v( AWS_ENDPOINT_URL_VOICE_ID
VPC Lattice v| AWS_ENDPOINT_URL_VPC_LATTICE
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WAF wi AWS_ENDPOINT_URL_WAF
WAF Regional wi AWS_ENDPOINT_URL_WAF_REGIONAL
N«
WAFV2 wi AWS_ENDPOINT_URL_WAFV2
WellArchitected we AWS_ENDPOINT_URL_WELLARCHITECTED
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Wisdom w: AWS_ENDPOINT_URL_WISDOM
WorkDocs we AWS_ENDPOINT_URL_WORKDOCS
WorkLink w¢ AWS_ENDPOINT_URL_WORKLINK
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WorkMail we AWS_ENDPOINT_URL_WORKMATIL
WorkMailMessageFlow w( AWS_ENDPOINT_URL_WORKMAILMESSAGEFLOW
e!
w
WorkSpaces we AWS_ENDPOINT_URL_WORKSPACES
S
WorkSpaces Thin w( AWS_ENDPOINT_URL_WORKSPACES_THIN_CLIENT
Client S.
i
WorkSpaces Web we AWS_ENDPOINT_URL_WORKSPACES_WEB
S.
XRay x: AWS_ENDPOINT_URL_XRAY
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 standard— CHREE2| AlLt
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config I} Uoi|Af O k2 M™Hst= of:

[default]
defaults_mode = standard

CIS mf2t0/E|= defaults_model| MEHO| 2} 2| XSHE 4+ YU&LICE.
E22(8

=
* retryMode— SDK Z{A|= YHE XIGHFLICEH MAIZ SHE(E) HZ6tAMR.

_

+ stsRegionalEndpoints - SDK7} AWS Security Token Service () S 4l5tE Ol AFESHE
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AlZh. 2EIO|METI AA MEM 0|3 22 E +4I6tX| Z5tH 2EI0|UEE AYE 275D B
EHefLIct
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retryMode standard standard standard standard
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SDK for Go 1.x (V1) oL
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SDK for Java 1.x ot
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https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-go/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-javascript/v2/developer-guide/
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/
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SDK for Ruby 3.x ol

SDK for Rust ofL|2

SDK for Swift ot

PowerShell V5 £ o Z[™M3HE|X| of 2 Of 7K
#=:connectTimeoutInMi
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https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/
https://docs.aws.amazon.com/sdk-for-php/latest/developer-guide/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html
https://docs.aws.amazon.com/sdk-for-ruby/latest/developer-guide/
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/v4/userguide/
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« AWS SDK for C++ £ ¢+ &t
« AWS SDK for Go £ ¢+ &
« AWS SDK for Java 2o &

o
» AWS SDK for JavaScript £ 9o &

« AWS SDK for Kotlin &9+ &

« AWS SDK for .NET 20t &

« AWS SDK for PHP £¢t &

» AWS SDK for Python £ 9t &

- AWS SDK for Ruby &= o+ &

« AWS SDK for Rust £ ¢t &

« AWS SDK for Swift £ 9F &
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https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/security.html
https://docs.aws.amazon.com/sdk-for-go/v2/developer-guide/security.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/security.html
https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/security.html
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/security.html
https://docs.aws.amazon.com/sdk-for-net/v4/developer-guide/security.html
https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/security.html
https://docs.aws.amazon.com/boto3/latest/guide/security.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/security.html
https://docs.aws.amazon.com/sdk-for-rust/latest/dg/security.html
https://docs.aws.amazon.com/sdk-for-swift/latest/developer-guide/security.html
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AWS Go& SDK

Go& AWS SDK&= EZ 2tolEe{2[ol| M M3 5t= Golangl| AHA| TLS 32 AFE & LICH Golang2
v1.242E PQ TLSE X|5t1 M55 22 AWS SDK for Go A& A= Golang2 v1.242 (Y 8|0|=
5t718H 51 PQ TLSE &dste = JU&Lch

AWS SDK for JavaScript(E.2F 1)

AWS SDK for JavaScript(=2t £ x1)= St x0| TLS A58 A8 2 Hete X 2IEH0] 08 X|
ot MEstE F2? SDKE PQ TLSE & LICH FirefoxE v132.001 A PQ TLSOI| CHEF R[S Al
& LICE Chrome2 v1310A PQ TLSOI| CHEH X[HE Y EMELICH Edges AT EE v120 &
Android& 14001X SEQI PQ TLSE X[ ELICt

AWS Node.js& SDK

Node.js v22.20(LTS) & v24.9.058 E{ Node.js= OpenSSL 3.58 Mo 2 945t HEZELICH &
e HAH & £ HAO| CHal| 7| B Mo 2 PQ TLS7H &85t MSE IEP

AWS Kotlin& SDK

Kotlin SDK= v1.5.78 82 E{ Linux0llM PQ TLSE X|&stT MSELICH AWS SDK for Kotlin2| CRT 7|
gt 2 20|21 E = MacOS &! Windows2| TLS& A|AH! El0|EE{EIE AF83IEE PQTLS X[ O]l
gt 7|2 AlAHE 2tolE2e{2lof et EeFEL|C

AWS SDK for Rust

AWS SDK for Rust= ZH MH|A ZE2H0|E0f CHall TR Ft THF|X|(Rust Ol Z A|A RO M “& X2t
EHE HHEZELICE O|ER 25 S& GitHub EIZX|EE|0IM 2= K| ZF AHH|A E8H0|MEE AHA|
A 2 2lg|A F7|E WELICH S8 SDKE 8/29/2501 PQ TLS 7|2 MAg 2elaficnz did o
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i crates.io A URL(04: AWS Z22M JH R 0| RIZ)E 0|S 3101 29-Aug-25¢ O|Fof HA|E &

A BRI B0l B Mu|A 22tolEof Chsh PQ TLSE XI2ste 214 KNS SHIg 4 AUAL
C}. 20-Aug-25 O|%0f HIAIE BE MH|A 220|IE HEFolE 7|2Mo 2 PQ TLS7H E4dstE|D

MSELIC.
S ECIPQTLS X|H

AWS C++& SDK

7|2XMS 2 C++ SDKE libcurl & WinHttpet 22 E£31E U|O|E|E Z2I0|MHEE AFEEFLICE. Libeurl

2 Ut o 2 TLSE A|AE OpenSSLE A 822 A|AE OpenSSLO| > v3.5Q1 A0t 7|E%

O Z PQTLS7} A3 ELICH C++ SDK v1.11.673 O|A0flA0| 7|EZt2 R olstn 7|[EX o2 PQ
SE

SE K|t &/d35t5t= AwsCrtHttpCliento]|

Qg =+~ &L

SEQIPQTLS #50f CHet #1 Ate 0| A EIEE ALE3510{ SDKL| CRT LM E 7HXM2 = U&E
LICt. AA0|M SDK 2E &= https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/sdk-from-
source.html 047[01] B E[o] UX|BH &2 74X| FTF CMake E22f27t ERE =+ JU&LCh

-DUSE_CRT_HTTP_CLIENT=0ON \
-DUSE_TLS_V1_2=0FF \
-DUSE_TLS_V1_3=0N \
-DUSE_OPENSSL=0FF \

AWS Java& SDK

(AWS CRT)

V25 E]| Java® AWS SDKE PQ TLSE &SI & 2 4E = A= AWS 25 HEIY
= 2E oM 7IEXMoZ

HTTP 2ct0|MEE MBELICt v2.35.11 2 Ef AwsCrtHttpClient= AMHS &
PQTLSE gXMststm M3 ELCt

A AE OpenSSLE AHE3H= SDKs

024 AWS SDKs & =T = TLS& AIAEI 9| |iberypto/libssl 2HO|E 4201 o] EEHLICH 7HE RHF Al
2| A|lAHE 2lolEB{2lE= OpenSSLEILICH OpenSSLE A 3.501 M PQ TLS X|HE X2 =Z
PQ TLSOl CH3H O|2{8t SDKs & =7 & F85t= 7HE #[2 Y2 OpenSSL 3.5 0|4 0| Mx|E 2Y
MK HfZ 0l M At 5t ALt

OpenSSL 3.58 AF&35+04 Dockerg X|¢ste ZE AARIAM PQ TLSE & /35}5t =% Docker Z1E]|
O|LHE T8 =& U&LICH Pythond CH3H OIE 8= M= Python2| ZAE FATLSE &HZE
SHMI2.
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https://crates.io/crates/aws-sdk-paymentcryptography/versions
https://github.com/aws/aws-sdk-cpp/blob/main/prefetch_crt_dependency.sh
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/sdk-from-source.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/sdk-from-source.html
https://github.com/aws/aws-sdk-cpp/tree/main?tab=readme-ov-file#building-from-source
https://aws.amazon.com/blogs/security/post-quantum-tls-in-python/
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v2.34 542 E Linux& AWS CLI x| Z#2|Xt= OpenSSL 3.5.62 HERZSZZ Linux0A s
ot & HAo| CHal 712X o 2 PQ TLS7}F &8t |11 ME EIL|CH AWS Linux@l CLI AF2 A= AWS
CLIv2.34.54 ol o2 Ha8|0|=5t0{ PQ TLSE &4518 &= ol&LLCt.

MacOS2| A< HomebrewE S35 AWS CLIZE M %[5t Homebrew0ll A X|& 3= OpenSSLO| EHH
35 0|42 YO O|EEIR=X| & QIEFLICE “brew install openssi@3.6"2 AFE5t040| 242 =
31 “brew list | grep openssl’@ At&35t0d HEE = U&LICEH

MxX|E HB 57| {8t step-by-step XIRI2 github E|ZX|EE| L #3 EZ2T HAIZEE HEFAL.

AWS PHP& SDK

o|-

PHPE AWS SDKE AIAE jibssl/liberypto= AFE BFLICH PQ TLSS AFHS
x|El 248 MA 200 SDKE AtSEfLICt

2424 OpenSSL 3.5 0|4 0|

AWS SDK for Python(Boto3)

Python& AWS SDK(Boto3)= TLS& Python MX|Z2 242 E OpenSSL 2+0|EE2{2|E A SFELICH &
e ZEHEo] et cHELICH.

Windows and macOS (python.org installer)

Windows(.exe) 2! macOS(.pkg)& S 4! python.org x| #t2|XH= A& OpenSSL 2H0|E2{E|E H
E 28It Python 3.14.6E{ Y& OpenSSL 3.5.72 7|E2XMO 2 PQ TLSE x|t ME &L

Ch. TR £7t T4 AL

macOS (Homebrew)

Homebrew2| python@3.142 Homebrew2| openssi@3 37 2t0|=2{2|0f 242 E|= 2 Homebrew
OpenSSL 3.5 O| 482 E 7|2XMo 2 PQ TLS7t X[ MZELICH CtE 2 AF&304 OpenSSL

HEE AEE 4+ e,

python3.14 -c "import ssl; print(ssl.OPENSSL_VERSION)"

70| 3.5 O|2tQ B brew YIB0|EE YO 0|=E5HsI@37F YEILICE.

Linux
Linux0l M Python2 A|ARIQ| 3R libsslol SM 2 IZAELICH AlARSl 453 HMo= 7|2
TLS Aol ZAE X IET X & E|0{of 5t2Z OpenSSL 3.5 0|42 M x|slof &t X|2F SE 5|

x| et&LCH.
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://brew.sh/
https://github.com/aws-samples/sample-post-quantum-tls-python/
https://aws.amazon.com/blogs/security/post-quantum-tls-in-python/
https://www.python.org/
https://www.python.org/downloads/release/python-3140/

%

o
2

OHLHM

o2

AWS SDKs % &=+

Amazon Linux 2023(AL2023.12 O|&)2| B CtE&2 AL&3504 PQ TLSE & d3st&Lict
sudo update-crypto-policies --set DEFAULT:PQ

REAIE LHE 2 AL20230{| A Post-Quantum Cryptography(PQC) M3l E EHE3FHMIR.

CHE Linux HHZ S| B2 7|2 TLS & Fdof cHet Hixx dPME HZEstM 2.

TLS =AM 0|30l M X25519MLKEM768 7| m &S 2 Q15104 PQ TLS7 &S 3t=X| 2018 & 9|
&Lch

AWS SDK for Ruby

AWS SDK for RubyE AlAE libssl/libcryptoS AFSELICH PQ TLSE A2 8HE47 OpenSSL 3.5 0|4
ol Mx|E 2 Al HiZ0iA{0| SDKE AL EfLICH.

AWS .NET& SDK

Linux0ll A .NET2 AWS SDKE A|AH libssl/libcryptoE AFEEHLICH PQ TLSE AFHE3H24™ OpenSSL
3.5 0l&o| Mx|E 2 A HiZ oA 0| SDKE AHSEfLICt Windows & MacOSOM= .NET 10

2! Windows 115 E{ PQ TLSE A8 E = U &LICH MacOSo|lA= 047[0f MHE CHE Applel

Network.frameworkE S E Q15104 TLS 1.3 X[ (PQ TLSQ| AP =) &-ste £+ U&LIch Z

4 NET HZ0[ 100[2t 7H’EstH PQ TLSE & Adstatof Lt

PQ TLSE X|&H& H=l0| ¢ =AWS SDKs & =+
S4%H C}2 @10 SDKs & 72 X| & Azle giaLich.

« AWS SDK for SAP
« AWS SDK for Swift
« AWS Windows PowerShell& T
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https://docs.aws.amazon.com/linux/al2023/ug/crypto-policies-pq.html
https://devblogs.microsoft.com/dotnet/post-quantum-cryptography-in-dotnet/
https://techcommunity.microsoft.com/blog/microsoft-security-blog/post-quantum-cryptography-apis-now-generally-available-on-microsoft-platforms/4469093
https://learn.microsoft.com/en-us/dotnet/core/whats-new/dotnet-10/libraries#tls-13-for-macos-client

AWS SDKs % &=+ 5]

A
ro

FLHA

AWS 3& TEI(CRT) 2to|E 242

AWS &8 HE}Q(CRT) 2I0|EHEZ|= SDKs. CRTE CZ X ME S2 mjj7|X|o| REA MEZ2Z,
Zt If7|X|= 8t 452 M35t ChYdt 2 7|52 {8 2|lAFto dx| 37t2 MSELICH olzd
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 awslabs/aws-c-auth: AWS Z20|¢E & QIF(EZE AHE 8 =R L MB(sigv4))

« awslabs/aws-c-cal: 53 Z2|0|E|E K3, s{Al (MD5, SHA256, SHA256 HMAC), M3 X},

AES

« awslabs/aws-c-common: 7|2 O|O|E| X, ABT/S 7|8t Z2|0|E|E &, {1 22|, stdlib &

TR

- awslabs/aws-c-compression: &% €1 2|& ({=Z=0F QI L/C|IZY)

« awslabs/aws-c-event-stream: O|HE AEZ| HA[X]| X2 |(31|l:—|
trailer), O|HE AEZIZ & 4 T2 AN 2Y & (RPC)T

,ZHECE IO|2E, cre/

OII

« awslabs/aws-c-http: HTTP/1.1 & HTTP/2 AFZ 2| C99 34
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