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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass":"ONEZONE_IA"}13}3}1" \

--meta-store-managex-role-axn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"1234abcd-12ab-34cd-56ef-1234567890ab"},"region" :"us-

east-2","lifecycleConfiguration"”: {"expiration":{"days":500},"transitions":
[{"days":30,"storageClass":"GLACIER"}]1}}]1' \

--meta-store-manager-xole-arn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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--meta-store-manager-role-arn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylLakeMetaStoreManager"
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"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
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"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"
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"Resource": "*"
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$ aws securitylake register-data-lake-delegated-administrator \
--account-id 123456789012
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--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}]1"
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$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
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$ aws securitylake get-data-lake-sources \
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$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]1"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html

Amazon Security Lake AL 7Hol=

@® Note
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Ol IAM &2 Amazon S301 042 2|Tol A A4 22 O|HIEE SHE = = TetE Foigf L

o248t HetE F045t2{ MF Al SecuritylLakeZ A|E3EHE IAM &S MM5l D ChS ME M=
2 o edZsHoF ELCt Security Laked M £ 21 S MHE e Q&2 Amazon 2|44 O|F
(ARN) O] Z8fL|Ct. o] A0 M sourceRegions= 7|04 destinationRegions 2|70|H £
2T Lch.

{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowReadS3ReplicationSetting",

"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration",
"s3:GetObjectVersionForReplication",
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl",
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"
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"Sid": "AllowS3Replication",

"Action": [
"s3:ReplicateObject",
"s3:ReplicateDelete",
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,

"Condition": {
"StringEquals": {

"s3:ResourceAccount": [
"{{bucketOwnerAccountId}}"

—

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
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174 223 7| from AWS Key Management Service (AWS KMS) 2 AL& 5104 Security Lake G| O|E]
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{
"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringLike": {

"kms:ViaService": [
"s3.{sourceRegionl}.amazonaws.com",
"s3.{sourceRegion2}.amazonaws.com"
1,

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{sourceRegionl}*",
"arn:aws:s3:::aws-security-data-lake-{sourceRegion2}*"

]

}

.

"Resource": [
"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

]

},
{

"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringLike": {
"kms:ViaService": [
"s3.{destinationRegionl}.amazonaws.com",
1,
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake-{destinationRegionl}*",

I
"Resource": [
"{destinationRegionKmsKeyArn}"
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/setting-repl-config-perm-overview.html
https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"xroleArn":"arn:aws:iam::123456789012:role/service-
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":
{"days":3653}}}1"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylLakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleArn":"arn:aws:iam: :123456789012:role/service-role/

AmazonSecuritylLakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]13}}]1"
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A835tE g0l 214 E AWS Identity and Access Management (IAM) & 210 CI S =dg ~3E H
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* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable

* iam:CreateServicelLinkedRole
* s3:GetObject

* s3:PutObject

Aoz L s3:PutObject HEtol CHE OOt 22 =70 2|AA HRIE #&= WOl E&5UCH

S3:getObject

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
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"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}
]
}
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
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https://console.aws.amazon.com/securitylake/
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::{{bucketName}}/*"
]
}
]
}

CHS A2 EXE AWS HE 2145104 2|F IDE 7| ez HHE s Y = ULSE sEstMAIL.

"Version": "2012-10-17",
"Statement": [
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Amazon Security Lake AL 7Hol=

"Effect": "Allow",
"Principal": {
"Service": "glue.amazonaws.com"

iy

"Action": "sts:AssumeRole"

MEXRE XIE AAE FItstEdE R[] S3 HZ!0| T2 AWS KMS keyZ EIE 22 A S 3HEl G2 CHE
ST g 3 KMS 7| HEof edZast oF gfLICt

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey"
"kms:Decrypt"

1,
"Condition": {
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

Iy

"Resource": [
"{{ARN of customer managed key}}"

—
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Console

1. Security Lake & (https://console.aws.amazon.com/securitylake/)2 3 L|LC}.
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake

4. MNSIRE 2L ME HE dEM ASK XIE 240 H MAM¥ez 1

5. AWS A O|o|E{ 7| HEto| YU A

o 40

grLch O™ Ch2 AR X" AA T} Security LakeZ & E H|0IE &8

O|HIE ZeiAE MEHEFLICEH

A2 H|o|E] gllo|ao 212 O|HEE 7|28 AIA} K|
MAASAWS AI™H ID & 2|8 IDE =dghLct.

BB
6. AH[A HMAS B M MH|A A" E BHE0{ AFE 5L 74LE Security LakeOll AWS GlueE 7t
M| A

=
HlA 4B E AL SHAIAIR.

EZ';_%I'E :ILI_-lgl_I-E To:iol'l_ 7|7< ==
7. ‘d8E MESELC.
API

2O HAoZE AEA X[H AAE F7+5H24H Security Lake API12]
CreateCustomLogSourceZ 2 AFEtAA|2. ALK X £AAE BHEB E AWS 2T 2{X[0d A

42 AF8SHAIAI2. AWS Command Line Interface (AWS CLI) & A& 35t= @< create-custom-

log-source HHEES A AA|Q.

QHE Al X|HEl= LetOEE AFEstod AFS A XIE A4 0| T4 MY E X|HetMAIL.
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« eventClasses— & 0| Security LakeE M&

/\% 3tLt Of4 X|H gLt Security LakeOlM £ A2 X[ &= OCSF Oltﬂé %EHé 538 7
3454 ALO[HY Ot A7|0F TR YT (OCSF) 2 BEsHAAL.

. sourceVersion MEHXMo 2 27 £ EI8 AFSAF XY AA C|o|E{e] EH HM2Z A|EHst

£ UE X-E = JA&LICH

« crawlerConfiguration— A EHE ZE35t7| @&l M IAM 24& o Amazon 2|4
(ARN) 2 X|HELICt AWS Glue IAM 38 S
57| R A 27 A2 BT YAIRL.

Im

« providerIdentity— AA7F 21 3l o|HIEE HIO|E{ dllo]3 ol 7IE5t= Ol AH2E ID & 2

2 IDE XIF&LICH AWS
CH2 ol MEe XM= x|do| X|IMEI 2 MEZA Aol AFEAF X|& &
LIC}. O] 6IMlE Linux, macOS EEE Unix22 2 ZTUE[QIoMH 7IEAMS

E 9% EXHE ARSI

$ aws securitylake create-custom-log-source \

7t 51


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://schema.ocsf.io/classes?extensions
https://schema.ocsf.io/classes?extensions
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
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--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

oM AFE R X|H &4 HOIEHE Z|& HEHE 7 X| AWS Glue

Security Lake0l| AF& X} K| AAE F7}31H Security LakeOlA AWS Glue A EHE HMELICH 3
Edc AF8XE X[E LA0f 44504 C|O|H +2E 25T AWS Glue HIO|E| ZIEFEE HIO|EE
AMELct.

MEfZ K|St Athena 2! 7|E} 2|
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« HIO|E{ ME 2| Hoil= struct HIOIE 0| A= Lol stLt ol el M HET} Ql&LICH

320 Adof chst X|ES J K} SFLHA 2| AWS Glue 228 022 2 Z5HAAI2.AWS Glue

Security LakeE A&l 7|1E I E{E AtA|stHLE YUOIO|EE 4= Q& LICH AP A K|& AAE AKX
St= B9 UHS0 22 O|F 2| AFEAL XY AAE OHE HEO[2tH AT I ERHE AMA|StE WO
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AMEXRF X[H AL ALK
A A0|M Security LakeZ2 CIO|E{E [ O|4& ELHX| otoB{M AL A} X[ AAE AX|GHM2.
Console

& (https://console.aws.amazon.com/securitylake/)2 L|C}.
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https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html
https://console.aws.amazon.com/securitylake/

Amazon Security Lake

API

2O HAOZE ASA X[H AAE AMK|5HE4™ Security Lake AP12]
DeleteCustomLogSource2f 42 A& 5t & A|2. AWS Command Line Interface (AWS CLI) & At
ot= B delete-custom-log-source BB E Aot MAI2. AER X|E A4 E A H|stEAE AWS

2™ 2RI ZHE ALSSHAAL.

2% Al sourceName LZIO|E{E ALE 80 AME AR XY AA 0| O|F2 XIHELICH =
AEXE XIH £A9| 0|2 XI™H5tT sourceVersion Zt2tOIEHE AFE 3509 AHX| HR(E ALS AL
XM AAO EX M H|O|E{Z2 0 M|EHE £ Q& LICH

CtZ ol Xl= Security LakeOlM AF& X X1 20 AAE AKX ELICH

O| od|Ml= Linux, macOS EE= Unix 22 ZHEIICMH 7H58E =0(|7| 2l #H&2fAl(\) & 5
ZAHE AHSELICE

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-custom-log-source.html
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Amazon Security LakeO|Ad 25X} &2

Amazon Security Lake T+5 At= Security Lake2| 212 O|HEE AFSFLICI HIE S #aelstn =4
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TEH B A D AL E E552{H TSR0l H AAHE H|O|E{of CHE AMA HEHE MB3Ho
LICk AA0) CHEt REMIBH LI 2 Amazon Security LakeOllA] AA EHE| EHHE EESHAAIL.

Security Lake= & 5/ 2| F5AF HMAE K| ELICH

« HIO|E] HMA — F=Xt= ZA| 7t Security Lake CilO|E Bflo|=20l 7ISE M &40 CHEF M
Amazon S3 Zixl|of CHEH 222 wrELICH SAHE 75 A=EXQEE S3l == Amazon Simple
Queue Service (Amazon SQS) CH7 ¥ S E 25104 S3 ZA[of Y HAM|ASHT M Z4A|of CHEF &
2 dh2 = &Lk o] +5 f82 S3 CreateSubscriberAPI2| accessTypes Oi7HiE =2} ZH0| 4
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LAKEFORMATION accessTypes It2tO|E{ 0| MAE Al ELCY.
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html

Amazon Security Lake AL 7Hol=

M 2ol CHEt 222 & LICH Amazon Simple Queue Service(Amazon SQS)
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iam:CreateRole

* iam:DeleteRolePolicy

« iam:GetRole

* iam:PutRolePolicy

« lakeformation:GrantPermissions

« lakeformation:ListPermissions

+ lakeformation:RegisterResource

* lakeformation:RevokePermissions
* ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare
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+ events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule

* events:ListApiDestinations
* events:ListConnections

* events:PutRule

* events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqs:CreateQueue

* sqgs:DeleteQueue

* sqgs:GetQueueAttributes

* sqs:GetQueuelrl
:SetQueueAttributes

o
n
0
n

TEXto| Q8 ID 7HK 27|

E UHE0{™ 75X} Do HER 2| AWS HIH IDL 7HX{etof B LICH 2% IDE #+=XF7H A
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Q|F IDO| CHEF REMIEF LIE 2 IAM ALE DB M Of M3RHOI|H| AWS 2|44 0f CHEF HM[A HEHES F0d
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oI 2/F IDE MEsts YHE HERSHAUAIL.

/A Important
Security Lake 2&& AL85t0{ EAE FItsteds B ChE H7AE AU HO[E{ol 4
Mg = e FSA BHE7| BHrle 2 T-lstE ELICH Security Lake 2&2 ZhAstE A%}
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Security Lake APIE AF235t7LE TEXIE AWS CLI F7+5tE{= B S THAHE A& 71
501 API CH 2 3£ 5H= IAM HE 2 st & A|2. EventBridge
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html

Amazon Security Lake AL 7Hol=

EventBridge API CHA! (APl U M EHA) € 3557|938t IAM 238 44 AWS CLI

S
e
=13
=

API EE= % &8l Security LakeE A8 35t= B AWS CLI, Amazond| API CH &
HTTPS AIEEXQIERE K| A ZS TEE & U= EventBridge HEHE F0{5t=
A A

and Access Management (IAM) 2 MM3HAA|2.
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AWS ldentity

=3

=
od
|

=2 O
XF7F Amazon Simple Queue Service (Amazon SQS) CH7|Z0of|AM CI|O|E{ & F7HLE AWS Lake
Formation0ll M C|O|E{E &% #2|5tE A<0ol= 0l IAM &dgto| 2 3tX| ef&LICt o|H S/ O

IAM &S ol Foile UE | Amazon 2l4aA O[F(ARN)O| Qlofof FEALE MMELICH 75
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O] HMIA ' (KM RF) off CHEE REMIEH HEE T SAE IEF 72| AMA 2ES HESHAA

Z2
=
Ls

=
25
dfl &

=

rlo
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:{us-west-2}:{123456789012} :api-destination/
AmazonSecuritylLake*/*"

]
}
]
}
CHS A2 XS IAM HEol 2Zst0{ Hg s T E + UL S EventBridge 518 StAA|2.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
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"Action": "sts:AssumeRole"

Security Lake= TS At7} ClO|E{ BlO|ZMM CIOIEHE elg = UL SF 5185t= IAM UEE RSS2
MMELICH(Es ME5te L YRl B2 Amazon SQS CH7Z|F0|A O|HIE
A

=
o452 2H= AWS AmazonSecuritylakePermissionsBoundary® I8 Moz H35 E|L|C}

CIO[E{o] AMAE = Qe FSX BHET
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Console

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.
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HO|X| 2 E% HE o AWS 2| MEY7[E AH85t0] T SAHE HHE x9S MEELICt
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8. TEXI Xt ZHol B FEX AWS HH DS QF IDE MZ5HAAIR
9. (M= ALE) LB AT HEM FSR7F A LB fla 221 == U= Amazon SQS CH

7|42 Security Lake0ll M MMt TS 5l24™ SQS CH7 @S MEHSI A AL, Security Lake7t
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https://console.aws.amazon.com/securitylake/
subscriber-data-access.html#subscriber-external-id

Amazon Security Lake ALZ%t 7H0|=
MIAM et 2 M st= dEdol| CHet REAIEH LIS =2 API CHA 2 S £517| I8 IAM 98
MH2 HZESHAAIL. EventBridge
10. (MEH AMEH) EfT0S RS RtOIA e ENE 507H7HR| Q1238
Ei 1= Hol5tod EH fol 2laad € = A= Blo|ELCt AWS ZH Bl = E4 EY
37| Y MENM BT 2o 2 FEELICH B8 ASSH CHY e YAloZE E[AAE Al 2
F gl zalg = U&LIct XM LI8 2 Amazon Security Lake 2|AA00 EfT X|HZ & X5}
AMAI2.
1. M8 MENSLCH
API
=232 HAo 2 H|O|E{of HMAE = U= F5KHE BHEE{H Security Lake
CreateSubscriberAPI2| &2 A} St & Al2. AWS Command Line Interface (AWS CLI) & AFS
Sl A create-subscriber W2 A A AR

% Al of24Eh Oi7H tH

« sources?| B X7 AMAE

« 9| subscriberIdentity 89 F5At7} &4 O|O|E{0d] M| A

Q¥ IDE X|&EtLCH.
e 9| subscriber-name 3%

« accessTypesO|X S3E X|%

o 1

CHE oAM=
SXE BHELICH AWS

$ aws securitylake create-subscriber \
--subscribexr-identity {"accountID":
--sources [{awsLogSource: {sourceName:
--subscriber-name subscriber name \
--access-types S3

ol x| 2

AAO| X|HE S} DO CHEH

1293456789123, "externalld":

MES X|A5HAIAS.
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o ME8g AWS AE ID &
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34X AWS X|4 2| | O|E{of| HM|AE

123456789012} \

VPC_FLOW, souxceVersion: 2.03}}] \
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subscriber-data-access.html#iam-role-subscriber
subscriber-data-access.html#iam-role-subscriber
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber.html

Amazon Security Lake AL 7Hol=

ORI M= AFEAF XIS &40 XIHE 5 X IDO| CHSH TR AWS X[ 2| Ol O|E o HAM|A
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=
2+ Ae ASAE BELoh

$ aws securitylake create-subscriber \
--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \
--sources [{customLogSource: {sourceName: custom-source-name, sourceVersion: 2.0}}]

\
--subscriber-name subscriber name
--access-types S3

12| oAl = Linux, macOS EE £ Unix82 2 ZUE|FIoH 715 H8E =0|7] {5H BiEeiAl () &
Q1% BXIE AFSELICH

(MEY ALE) 2= XS BHE F0iE CreateSubscriber2 2 2 ALE35l0d S X7 HMASE
g stod= 220 O|o|H tilo|=30i M HIOIE{7t 7|5 E I FEXtof|H 2l WS RIEEL
AWS Command Line Interface (AWS CLI) & At&35t= 2% create-subscriber-notification BEE

- 7|2 L3 YHHTTPS A=ZQIE)S M olstT Amazon SQS CH7 [P S H4dstE{H
sqsNotificationConfiguration m2t0|E] 2t S XIHAMIL.

. HTTPS YIEZQIEE S5 %3
O/E 2t2 XIHS AL,
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MZ 5= B2 httpsNotificationConfiguration It2}

« targetRoleArnZ =0 API CHA 2 EventBridge 2 &£35t7| 95 M5t IAM & 2| ARNZ K|
x3H|C}H
oHd .

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}

O|& 7tX{22{™ subscriberID A|F2|E| 20| ListSubscribersAPI2| S AL SHAMAIL.
AWS Command Line Interface (AWS CLI) & At&3t= B2 list-subscriber B E A™AS AL,

==

$ aws securitylake list-subscribers
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriberNotification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber-notification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-subscriber-notification.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListSubscribers.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/list-subscribers.html
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O|%0f #=Xtof 2] B (Amazon SQS CH7| EE= HTTPS IEXQIE) 8 #4752 H
UpdateSubscriber2 2 S AL 3t7HLE, E AI83t= Z

5tAIAl2. AWS CLI Security Lake 2£ & AF&3504 &
KoM +SAHE MEE CHE WES Mg
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2 update-subscriber-notification &S Al
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{
"source": "aws.s3",
"time": "2021-11-12T00:00:00Z",
"account": "123456789012",
"region": "ca-central-1",
"resources": [
"arn:aws:s3:::example-bucket"
1,
"detail": {
"bucket": {
"name": "example-bucket"
1,
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
},
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}
}
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Console

1. Security Lake & (https://console.aws.amazon.com/securitylake/)= &3 L|Ct.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber-notification.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriberNotification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber-notification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber-notification.html
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« HOoF FA|BF HH[0|E - O] Y E +=~stH 0| AWS RAM E|l&aA SR M7HEEZ o™
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Hot FA7t 20 U O|HE AAE AIBE = & LICH Security Lake= M ElAA SRE A
HELch *FESAHE M 2o =R X4 SHE AI85I04 M| ElAA SRE 51 S H
o|E0f l'-H°P Blas 2138 Mddtof gL Ol A st M 2ot FX|7F SR 2lAA0] HA|

o)

P U&LICH XIEH2 A 2 EolE S/ 4E (FSAEEA)S[ 1 & 2EAHE HZsHAlAl

o[>

Q= ID X Hot FNE UOIOIESIEAH H Y 7t EIo|E S/ AH (TS5 A EHA) o] 1EH7| o 2E
HE 2N L.
« sources®| B, 7|E AAE MHSHLE TSt s AL E XIHStHAIR. 24 E AK|SHH
I 2RV HRSHR| eE&LICH AAE FIHEHH M 2lAA B3]/ ZO47F MM E[X]
X|2F Security LakeE F7HEl AAE T8I 2 7 Lake Formation E|O|E2 € _
TSXts UOIO|EE! SR HIOIEM ChEH 2l I E dEdlok A4 HIOIHE 2" = UE
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Security Lake #Z|

Security Lake7t AWS Lake Formation Cl|O|E{H|O|A 2} Ef|O|20i| X{% 6t= CIIO|HE FEIE = JU&L
Ct. Security Lake &, APl EE= AWS CLIOM EtA S ALE MHE = QU&LICH BtAF 25 XHE
K| AA 0| A Lake Formation CIO|E{& #ZIE £ YU&LICH.

Lake Formation GO|E{ Bi|0|3 & 2|Xt= Cl|O|E{E R EI5t= IAM IDO| &34 H|O|E{H|0|A L Ef| 0| £ o
CHSH SELECT ®8te2 FodaloF EfLICH =3t Security LakelA FSAHE MAdSloF DIOIE{E #EIE ¢
UELICH 2| HMA HEto| U= TSALE Tt = B0 CHSE REMIE L8 S AHE 28 # 2

CHM|A 22|12 EXFIAAIL.

=X
- AWS AA HH 10i CHEt AIFEIEl #0132 #2l (OCSF 1.0.0-rc.2)
.« AWS A A HF 20] Cht AR EIE| #lol3 #2l (OCSF 1.1.0)

AWS &A HZE 10 CHel AR EIE| 8lo[=3 22| (OCSF 1.0.0-rc.2)

Che 4|MOIME Security AWS LakeOll A DIOIEIE #EIsHs wiol Ciet xI22 MZ st 7|2 Ko
2 RIMEIE 2400 THEt 2 7hx| FE| oIRIE MBELICH ol2f#t HEls 53 QoM dlolElE
Mot & MAEIRAELICH AWS 2|7 0| 6 Ao M= us-east-1 (O|= SF (HX|L|oF S7))S AFSEL
Ch 8t ofldll {2l zIcH 25702 B[ ZEE EFetet= LIMIT 25 mtet0|E{E AFS = LICh. of mt2tOlE
E M2FStHLE R5teE CHE Z-E &= U&LICh M B2 o & 2242 Amazon Security Lake OCSF #
2| GitHub C|HEZIE & Xt MAIL.

1

2 AA ol

Security Lake CIO|E{& #2|g & CIOIE{ 7t Q)= Lake Formation Ei|O|£2| O|§2 Z & 5H0F &L
Ct.

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%
%H') as varchar)
LIMIT 25
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23 A4 HO|E2| YRrMQI 2t o2 2 &Lt

« cloud_trail_mgmt_1_0— &2| O|HIE AWS CloudTrail

« lambda_execution_1_0— Lambda®& CloudTrail C|O|E{ O|HIE
« s3_data_1_0— S3& CloudTrail Cl|O|E{ O|HIE

« route53_1_0 - Amazon Route 53 Resolver HZ| 21

+ sh_findings_1_0— AWS Security Hub Z1}

« vpc_flow_1_0 - Amazon Virtual Private Cloud(VPC) & E1

of: 0|1= S8 1 2™ & sh_findings_1_001 /= 2 & Security Hub Z=A} Z1}

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

ol O|E{H|O|A 2|

Security Lake CIO|E{E #2|g = CIO|HE FE[st2d= OIo|E{HI0|A E[X e O|F 2o oF & L
Ct. 34X Security LakeE AI8 & & U= OIOIEHIO|A E|H Q| MA |52 Amazon Securlty Lake ¢l
CEQIEE FXFIAAIL.

of: AA IPS| AWS CloudTrail €5 =

I

## ## us-east-1# cloud_trail_mgmt_1_0 #### 2023# 3# 1# ## ### ## IP
192.0.2.1# ## CloudTrail ### #####. DB_Region

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
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WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

L_:”OlE-IE gEgl-ID_ 7—| ?"IE|7|' AyH%I'i E”OIE'IOI OFO X'“°|'°|'0:| = = =2. =
A&LICt Security Lake= eventDay, region 2 accountid Zt2t0|EE Sal HEIMES FEE L
Ct. eventDay ItE[M2 &4 YYYYMMDDE AtEE IEP

CI=2 eventDay IIE|ME AFE S oA R 2IQILICEH

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDayOl CHet 3842 CtEot Z&Lch

b

|2 1 SO wakst OHE

> cast(date_format(current_timestamp INTERVAL 'l' year, '%Y%m%d%H') as
varchar)

K|t 1712 S oF HFAIBE O|HIE

= O L-

INTERVAL '1' month, '%Y%m%d%H')

> cast(date_format(current_timestamp
as varchar)
K|t 30 SoF e dlidh o|HE

—

> cast(date_format(current_timestamp INTERVAL '30' day, 'SY%m%d%H') as

varchar)
K|t 12A17H SOt eh st O|HIE

> cast(date_format(current_timestamp INTERVAL '12' hour, '%Y%m%d%H')

as varchar)
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Amazon Security Lake
HI
> cast(date_format(current_timestamp - INTERVAL '5' minute,

as varchar)
7~14¢ Tof| 25t O|HIE
BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day,
%$H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'

day, '%Y%m%d%H') as varchar)
EXM U E= 0|50 HAMSHE O|HE
2= 220| Z0of Lo} )& Lct

>= '20230301'
0|% 192.0.2.1 AA |IPO| 2 & CloudTrail

ol cc =
= =1

0f: 2023 3& 1
cloud_trail_mgmt_1_0
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

SELECT *
FROM
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
A&LICH

LIMIT 25
of: Ello|E0f %2 3027t £A 192.0.2.1 IPQ| 2 E CloudTrail 50| LFQE|0f

[ 0 0
%Y%m%d

cloud_trail_mgmt_1_0
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

SELECT *

FROM

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day,
76

%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

LIMIT 25

hE|M
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Amazon Security Lake ALE X
CloudTrail G|O|E{ # 2| 0 Al
AWS CloudTrail Ol M AF2 A &5 2 API AF2 2 AWS MH|AFRELICH £ S XH= CloudTrail O|O|E
£ a8 + gLt

E Fzlstoi ClE |8 HE
CH2 2 CloudTrail CIOIE] 2|2 B 7FX| ol A
CH AIE AWS MH|A

Xl 7dztol

SELECT

time,
service.name,

api.
api.operation,
api.response.error
response.message,

api.
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid
src_endpoint.ip,
http_request.user_agent
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d

sH') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation
'Client.InvalidPermission.NotFound'

'Client.OperationNotPermitted’

'AccessDenied')

ORDER BY time desc
LIMIT 25
192.0.2.1 IPS| 2 E CloudTrail

17t AA

K|k 7ed

SELECT
api.request.uid
time,
api.service.name
api.operation
cloud.region
actor.user.uuid
src_endpoint.ip,

77
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'%Y%m%d

FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

Amazon Security Lake
http_request.user_agent
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)

AND src_endpoint.ip = '127.0.0.1.'
ORDER BY time desc
LIMIT 25
X770l 2R E IAM E S S5
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

' %Y%m
' %Y%mSsd

SELECT *

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

A

AND api.service.name = 'iam.amazonaws.com'
El QIAE

%H') as varchar)

ORDER BY time desc

LIMIT 25

72 S0 X174 5 AIDACKCEVSQ6C2EXAMPLEO| AlE
'%Y%m

'%Y%m%d

K|t
SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
78

%H') as varchar)

LIMIT 25
K|t 7247t MO st CloudTrail B2 E S&

SELECT
actor.user.uid,
actor.user.uuid,

CloudTrail CilO|E{ 2| ol Al
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actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

Route 53 Resolver # 2| 212| 2| oA

=
S XtE Route 53 Resolver #{2| 21 & F{E|st0{ LS RS2 HEE &8 =+ UEL
Route 53 Resolver # 2| 219| 2| A= ctsat Z&Lct

K| 72d7Ho| DNS #H 2| S CloudTrail

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

K|t 72 SO s3.amazonaws.com?t Lx|5l= DNS 2| E2

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,

Route 53 Resolver #H 2| 29| 2| o | 79
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rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

X7 SeF HZAEIX| o2 DNS #E| 55

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '
cast(date_format(current_timestamp - INTERVAL 'Q' day, '
LIMIT 25

o\°

Y%m%d%H') as varchar) and
Y%m%d%H') as varchar)

o\°

Xt 7d S02+192.0.2.10{ S{ZEI DNS FHEI IS5

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
CROSS JOIN UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
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LIMIT 25

Security Hub ZA} Z1t 2{2| of| A

AL

Security HubE= E 0ot AEIE ZH XMooz motstn 2ot A & AWS 2 2 AL2|Q} H|mstod &4
2 MAst= ol 30| EuCh Security Hub= 20t HAF TAF AotE M50 EtAF HHIAZRRE T

At ZTHE = AIEFLICH
Security Hub ZAF ZAoto| CHet & 7t x| oA #HE2|l= Ct&at Z2&LCt

K|t 72d7to| AIZFE 71 MEDIUMO| AR 22 T A Z1t

SELECT
time,
finding,
severity

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND severity_id >= 3
AND state_id =
ORDER BY time DESC

LIMIT 25
Rl 7zt S5E ZA At
SELECT

finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid

Security Hub ZAF Z21} 2|2 of|A| 81
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LIMIT 25

HL
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>
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Kl 727kl 2E &

SELECT
time,
finding.title,
finding,
severity

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

2la~A7F Amazon S3 HARI B9 ZAF Ak (AlZE MIEH e1F)

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) =7+ 1 (AlZt A&t @i8) ECt =2 ZAF 21t

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)
LIMIT 25

ROl F|oF A Gl - £ (CVE) CVE-0000-00002 2 x|5l= =AM A1t (A|ZH M8 ¢18)

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

pe|

i

A
0

rot

K|t 7 S0 Security HubOll A =AM ATt E ©&
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SELECT

metadata.product.feature.name,
count(*)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
GROUP BY metadata.product.feature.name

ORDER BY metadata.product.feature.name DESC
LIMIT 25

Rt 7dzho| = AL Zntoll 2 E 2laa F

| —

0%

A
e

SELECT
count(*),

resource.type
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY resource.type
LIMIT 25

Rl 7dzhol AR ATtofA Lt2 F|efet I 7| x|

SELECT

vulnerability
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)

WHERE vulnerabilities is not null
LIMIT 25

SELECT
finding.uid,

finding.created_time,

Security Hub =AM Z21}+ 2|2 oi|A|
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finding.first_seen_time,

finding.last_seen_time,

finding.modified_time,

finding.title,

state

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

Amazon VPC =& 270 st 2| oA

Amazon Virtual Private Cloud(VPC)E VPC2| HIE 2|3 QIE{H 0|AMM LB 0|M O|S = IP ECH=
of CHEt M HEE NS ELCt.

M

0jo

P
|

2 Amazon VPC 38 29| H 7t x| of| Al 2 LIC}.

b
rH

7L7tol EH AWS 2| ECfE

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

|2 77t AA1P192.0.2.1 L AA T E 2209

Htol

e 22
S ==

b

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'SY%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
AND src_endpoint.port = 22
LIMIT 25

Amazon VPC £ & Z110] CHEt 2| odlA| 84
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R 7dztol iR O IP Fa

SELECT

COUNT(DISTINCT dst_endpoint.ip)

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

LIMIT 25

K|t 7 S0t0] 198.51.100.0/240| A ek A8t Egf =

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND split_part(src_endpoint.ip,'.
2)='51"
LIMIT 25

, 1)="198'AND split_part(src_endpoint.ip,'.",

K|t 77to| B E HTTPS Ef=

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

Amazon VPC £ & Z110] CHEt 2| odlA| 85



Amazon Security Lake AL 7Hol=

Rt 7 SO XE 4432 ots AEe WZ! & 7|E2 2 FYHELICL

SELECT
traffic.packets,
dst_endpoint.ip
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K|k 742t0|1P192.0.2.1 2/192.0.2.2 7 2 E ECf=

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND(
src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1"')
ORDER BY start_time ASC
LIMIT 25

Amazon VPC £ & Z110] CHEt 2| odlA| 86
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Rt 7dztel 2 E QHI2E E|

H

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

' %Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction =

'ingress'
LIMIT 25

Kt 7dzte| 2 E ofRHI2E Ech

I

SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

' %Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction =
LIMIT 25

'egress’
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SELECT *
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

' %Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND type_uid = 400105
LIMIT 25

AWS AA B 20 CHEE AIF2IE| glo|3 # 2] (OCSF 1.1.0)

Security Lake7F AWS Lake Formation G| O|E{tH|O| A 2} Ef| 0|2 01| X{
Ct. Security Lake &, APl E£= AWS CLIO| M EtAF TS ALE M
X|%8t AA 0| M Lake Formation CIO|E{E I 2|E =& U&LICE

AN H

AN H

Yot CIOIHE #HElg = A&l
g T UA&LICH BLAL I S=XE

AlREE| 3lol3 &= HH 28 #He|-LIct.
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Lake Formation CI|O|E{ &i|0|3 &2|Xl= C|O|E{E # Z|5t= |IAM IDO]| 224 |O|E{H|o|A L E|O|20
CHSH SELECT ®8hE SFoddljoF EfLICH =3t Security LakeIAM TFSAHE MAd8HoF TIOIEIE #EIE £
UELICEH | HMA HEto| Qe SALE M= B0l CHE AEMIE LI S AE & # el

MM A ZEIE HESHAIR,

CtZ MM M= Security AWS Lake0l| M HIO|E{E #H2|5t= ol CHE X|EE A5t 7|23
2 X|3Els &40 Cigt 2 7t x| HE| oME MBS ELICt olzdet #HEle 5 S0l HIo|EE A
Mt & MAEZIIELICH AWS 2|1T0| o Aol HE us-east-1 (O0|F S5 (HX|L[oF 55))2 AHSEL
Ct. 8t ol Al {2l= 2|CH 257H2| B|Z =& BHetsts LIMIT 25 Ttet0/E & AFSELict. o mtetolE
E et Bste CHE ™Y = JU&LIth O B2 ol & 2248 Amazon Security Lake OCSF #
2| GitHub CIHEZ|IE AT MAIL.

2 AN ol

Security Lake CIO|E{E #2[& H& OIOIE{7I /= Lake Formation ElO|& 2| O|§ & Z& 3l oF &L
Ct.

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

23 AA H 0|29 Yt™Ql 72 Chgat Z &L

« cloud_trail_mgmt_2_0— & 2| O|HE AWS CloudTrail

« lambda_execution_2_0— Lambda& CloudTrail CIO|E{ O|HIE

» s3_data_2_0— S3& CloudTrail HIO|E O|HE

« route53_2_0 - Amazon Route 53 Resolver 2| 21

« sh_findings_2_0— AWS Security Hub Z2}

« vpc_flow_2_0 - Amazon Virtual Private Cloud(VPC) & E1

+ eks_audit_2_0— OtO}E WBtAE| FHU|E|A AHIA (OFOHE EKS) ZHAH 21
« waf_2_0 AWS WAF—v2 211

of: O|=7 85 1 2|™2| & sh_findings_2_001 /= 2 E Security Hub Z A} 21}

SELECT *
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Amazon Security Lake

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

| o|E{H| 0| A 2|

Security Lake C|O|E{E & 2|g = OIO|E{& #2l5te{= OlOo|E{H|0|A 22| O|F S Z &5l oF & L
Ct. #4XH Security LakeZE AFE & 4= Q= OIO|E{HIO|A BIH Q| A S22 Amazon Security Lake 2l

CEQIEE FXFAAIL.

0i: AA IP2| Amazon Virtual Private Cloud 52 LtdstL|Ct.

## ## us-west-2# vpc_flow_2_0 #### 2023301 (2023# 3# 1#) ### ### ## IP
192.0.2.1# ## ### VPC ### #####. DB_Region

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1"'
ORDER BY time_dt desc

LIMIT 25

mtE|ME IR

CIOIEHE EEst™ 2 22|17t 225t CIOIE{e] &S Metetol 452 A7 HISE HAY &

A&LICt £t Bjo]= 2.00i M= mHE[MO] £0oF Bi|o]3 1.01 ofZF Ch=AH| Xt SELICH Security Lake

AAEH
= O|A| time_dtregion, ¥ & S8 TE|M'EIE AT LICH accountid EHH Security Lake 1.02,

LU Of7HH+E S3t eventDay THE|MEE FEMELICH region accountid

Z2|E time_dt =& 5IH S30|M LRt THE|MO| RSS2 MM E|H Athenall 2 E AlZt 7|8 EHEQ}
OrEH7ER| 2 F 21" = U&LICH

CHE2 20230 32 1Y O|F 0l time_dt ZtE|ME AIEstod 23 & FEIsteE oflA| #2[iLcH

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
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Amazon Security Lake AL 7Hol=

LIMIT 25

time_dtol CiEt S &4 2 ch& Zd&LCh

r

b

|2 1d SOF dhAist O|HIE

— - B2 OL

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' YEAR

Rl 171 Set gt o|HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH

K|k 30 SoF ¢l o|HIE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '3@' DAY

KIF 12A[2H Sob 2 st o|HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR

K|k 527 Yl o[HE

—

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE

7~14% Toil LAE OJHE

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

=3 g £ olRo0] LA OHE

WHERE time_dt >= TIMESTAMP '2023-03-01'

0f: 20234 32 192.0.2.1 1 == O]
cloud_trail_mgmt_1_0

AA PO 2 E CloudTrail 25 SE0| Eof L2 &Lt

Jo

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

of: Eflo|Eoi =2 30

7t AA192.0.2.11P2| 2 E CloudTrail 50| Lt z|o{ Q& L|Ct.
cloud_trail_mgmt_1_0
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Al ElEl Bllo]2 X = #E

SXMHE2 OlA| AR EIE| Blo]l=2 2.00M AFSE =+ U= MZR2 7ISHLICH & 7Hs A= ofH
E U Al od2] RoilM L7AE 2ted YEE Zofsts I 2ALICH SMHEE FEIetH AISXtE

ClO|E] ME TEtoM =2 +=ZF2| Hot SEHE T &Y &+ USLICH

SHMHE Lol S 248 #2l5t0d OB MIEE S AL X 0IF, 2144 UID, IP, SiAl ! 7|5}
IoC 98 M e #2502 ste 4 gLt

CHS2 2& 7ts e AFE8tod IP 2f'172.01.02.03'€ X &dt= VPC & L Route53 Ef| O£ 04 A
23 E #F{2lsts oA 2L

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),

b as
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'

AlFEIEl Blol= EXMHE FE 91



Amazon Security Lake ALZ%t 7H0|=

AND observable.name='src_endpoint.ip')
SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

C|O|E{ # 2| CloudTrail

AWS CloudTrail 0lM AL XA &5 L API AFE 2 AWS MH|AFXEHLICH S AHE CloudTrail G| O|E

E Fcleto{ OhE Rl HEE sf&E + U&LICH
CHS 2 CloudTrail CllO[E{0f| CHEF F 7EX[ #{2| o Al LI

K|k 7dzho| FEF A2 AWS MH[A

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation',
'Client.InvalidPermission.NotFound',
'Client.OperationNotPermitted’,
'AccessDenied’)
ORDER BY time desc
LIMIT 25

Kt 747 24A 192.0.2.1 IPQ| 2 E CloudTrail &5 22

SELECT
api.request.uid,
time_dt,

api.service.name,

cllolE{ 72/ CloudTrail 92
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api.operation,

cloud.region,

actor.user.uid,

src_endpoint.ip,

http_request.user_agent
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25

Xct7d7to| ZE IAMES S5

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

K|t 72 S0 X174 55 AIDACKCEVSQ6C2EXAMPLEO| AFE &l QIAEA

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

K|t 747 MOt CloudTrall IZE S5

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region
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FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP

ORDER BY time DESC

LIMIT 25

Route 53 2|&H 2| 20 Ciet F 2|

Amazon Route 53 Resolver #Z| 21 otOtE VPC L 2|40 M EHE DN =
S XM= Route 53 Resolver #2| 2& #{2|st0{ Chs RS HEE &8 + /&L
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CH22 Route 53 21EH F{2l 20 cHet 2 7t x| od| A 22| LICt

CloudTrail x|t 7ZF2| DNS # 2| =58

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

K| 72 59 s3.amazonaws . com?t L x|5t= DNS HE| =22

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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ORDER BY time DESC
LIMIT 25

Xt 79 S0t i ZEIX| o2 DNS #HEl 55

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
LIMIT 25

XLt 72 =0+ 192.0.2.10] A= DNS # o 22

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode,

answer.rdata
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)
WHERE answer.rdata='192.0.2.1"'
AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub ZAF Z1t 2|

Security Hub= E 0ot AEIE Z ™Moz metst T ot 74 & AWS 2 2 Ab2f|Q} H|m stod &7
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Security Hub Z= A} Z1tof| CHet H 7t X| o M| #{2|= CtES2t Z&LCh

K|t 747t AlZE= 71 MEDIUMO| A QI {22 TAF Z1t

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

Xlet 727kl BEE ZA 21

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

K|k 7dzbol B E HE o ZA At

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'

DAY AND CURRENT_TIMESTAMP
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LIMIT 25
E|AATH Amazon S3 HHZ!Q! B9 ZAF ZAnt (AZh MEF 8i8)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(resources, element -> element.type = 'AwsS3Bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) &7t 1 (A2t MEt ei8) ECt =2 ZAF 21t

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

ROl F|okAM Gl - ZE T (CVE) CVE-0000-00002 L x|5l= =AM A1 (AlZH M8t Q18)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

K|t 7 St Security HubOl M ZAF Z0HE &S K FE

SELECT
metadata.product.name,
count(*)

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
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WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY metadata.product.name

ORDER BY metadata.product.name DESC

LIMIT 25

Kl 7dztol A Antol ZEE ElAL 7
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SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢€
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

K|k 7dzhol AR AtofA LE2 F|ofet I 7 (x|

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

Kleh 7 SO HPE TA 21

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25
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Amazon VPC & Z10] Cit 2

1

Amazon Virtual Private Cloud(VPC)E VPC2| HIE |3 QIE{H 0| A0 X Z oM O|S3HE IP ECH
of CHEt M2 HEE M3 ELIct.

Amazon VPC £ & 210 CHEt ¥ 71 X| oA #2l= CtSt 24 &L Ct

o

Xt AWS 2|8 77to] EXM Eg|

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

|2 77t £AA1P192.0.2.1 2 AA ZE 220/ E =5

= -

b

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_ lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

Kb 7dztol R Ched IP F4 =

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Kt 7 S90t0] 198.51.100.0/240| A ek A8t Egf =l

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.', 2)='51"
LIMIT 25

K|t 77Eo| B E HTTPS Ef=E

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

SELECT
traffic.packets,
dst_endpoint.ip

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K|k 7247t 1P 192.0.2.1 2/ 192.0.2.2 7t 2 E EC{=

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
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src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (

src_endpoint.ip = '192.0.2.2'

AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

K|k 7dzto| 2 E QHI2E EcHE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

Rt 7dzte| 2 E ofRHI2E Ech

I

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Qutbound'

LIMIT 25

Ej

I

Rt 7zt HREE 2

rin

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND action = 'Denied'
LIMIT 25

Amazon EKS ZrAF 210 CHEF FH 2|

Amazon EKS 2= ZHEE %Eﬂo._' 52 FXHL|CH Amazon EKS ZHEE Z|Qlo| ZEAF 4l FICH
CloudWatch 218 A™Ho| 232 Y MEZELICt o|lxst 21 E S6ll Et{AEHE &H ESstn
Aldiet = QIELICH S X= EKS 218 F2ISIo LIS Q8o HEE stade &= laLich

Amazon EKS ZfAF 2304 CiEt H 7+ X| oA #HE|l= ChSak Z &Lt
K|k 77t E3 URLO] CHE 2

SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"
LIMIT 25

Xt 72 S9F'10.0.97.167'0lA- &8 A|o|E

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

x|k 7 &9+9| 'kube-controller-manager' 2|AAQ} 224

i
FO
_)Ii_n
=)
0lo
n
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SELECT
activity_name,
time_dt,
api.request,
api.response,
resource.name

FROM

"amazon_security_lake_glue_db_us_east_1"."

UNNEST(resources) AS t(resource)

amazon_security_lake_table_us_east_1_eks_audit_2_0",

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND resource.name
LIMIT 25

AWS WAF v2 210 ciat 2|

AWS WAF %|Z AL XI7}F of Z 2|7 o|Mof EL=
o{3t= Ol AFEE = U= ¢ oHEZ|FHI 0| &3l

'kube-controller-manager'

ot ZEIX| CHet HMAE K

Cl2 2 AWS WAF v2 20 CHet #2|e| & 7} K| of| A|ILC}.

oA

=o}
<L O

A7 SSHEH A

A POl AAIZ

SELECT
time_dt,
activity_name,

.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
http_request.http_headers

FROM

src_endpoint

"amazon_security_lake_glue_db_us_east_1"."
INTERVAL '7' DAY AND CURRENT_TIMESTAMP

WHERE time_dt BETWEEN CURRENT_TIMESTAMP -
AND src_endpoint.ip = '100.123.123.123"'
AND activity_name 'Post’

LIMIT 25

Xt 7 SOt ghste
SELECT
time_dt,
activity_name,

£3%30| MANAGED RULE_GROUPZ} &

amazon_security_lake_table_us_east_1_waf_2_0"

|5t

>||
ol
rr

AWS WAF v2 210 ChEt 22|
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src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type,

firewall_rule.condition,

firewall_rule.match_location,

firewall_rule.match_details,

firewall_rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall_rule.type = 'MANAGED_RULE_GROUP'
LIMIT 25

Kt 72 Sof dhsted 1210 REGEXSF Y x|5tE X

SELECT

time_dt,

activity_name,

src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type,

firewall_rule.condition,

firewall_rule.match_location,

firewall_rule.match_details,

firewall_rule.rate_limit
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall rule.condition = 'REGEX'
LIMIT 25

X|ct 72 S0 AWS WAF 7212 E2|7{8t AWS XtZd B 71K 27| 20| HEE|IS LICE.

SELECT
time_dt,
activity_name,
action,
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src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied'
LIMIT 25

Kt 7d St =7HE2 83 E AWS A3 3 23 7127

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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Security Lake2| =& 7| 22|

L= AlZboll ClO|E| & K& S E = Security LakeE AFS R X[E £ 9]
e

B 7 E4 27 AYE E4E 4 aLch

E1|0|E £ EFEI3P04 HIE E%"—*.QE M8t -rloH Cilo|Eoi| CHE _‘?'_—’.f— dYg 78 = U&Uch
=2

Ha ME2 Amazon S3 =8 F7| F 4ot UX|gFL|Ct o|2{et MHEE F435t04 M5 5= Amazon S3
AEE|X| 2EHAQF S3 AA|7F CHE AEE|X| EciA R T™EHSHALE BHEE|7| ™o siE AE2[X| 2cH
A0 HRE2E 712t XHE £ Y&LICH Amazon S3 =& F7| Mo Ciet XFAIEH LI 2 Amazon
Simple Storage Service At& MABEMOIM AEE|X| = F7| ZHEIE HZSAHL.

Security LakeO A= EIT +ZE0|M E& HEE XIGELICE o€ S04, Hlo|E Blo|=0i 7|FEl X|
300l X|LtH £ AWS 2| L 2 E S3 A& S3 ARMCHE-IA AEE(X| Eellaz Hetstz S ME
& £ QlaLch 7|8 AE2[X| 224 £ S3 Standard lLICH.

/A Important
Security Lake= Amazon S3 24X & =22 X|&35tX| & LICt. C|o|E] ti[o]|= H{Z!0| A x|
S3 x| £Z0| 7|EMo 2 H|gHFSHEILICE 7|2 E& ZEZ S3 Object Locke2 & 433} 5t
ClolE Bllo|3 2 HstE 21 d|o|E & 0| SEELICEH

Security LakeE & et M E& Mg FHELICH
Security Lake0l| 2 2218 [ CtS X|& o 2k stLt |49 2|0l CHEt E& MdHE FHSHMAIL.
2EE d™¥s -_r“é;'_PXl ot o™ Security Lake= Amazon S3 =& F7| 42| 7|2 M™EE AFSF L.

%, S3 Standard 2EE2|X| 22HAE AFE 3504 C|O|EHE F 7|8t MHE & LICH.
Console

1. Security Lake & & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.

2. 2t 2EY I E=0| Yy S E Holof & 5H AEZX| A MEfOM HE FIHE
MEHSHLICH O3 CHS S3 2|2 TEHStEd= Amazon S3 AEE|X| 2EiAE MEELICE (5

T
Tk
e
o
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://console.aws.amazon.com/securitylake/

Amazon Security Lake

HA —

ZH(Y) & xIFstHAIR. i 717t ol# ol A E CHE A& EIX| S2{a2 ™

FIHE MEistn =& AEE|X| 2eliA & 2 & T|zhol ciet S =ELch

Zof gl 7|2 AEEIX| S2HAE S3 StandardLICt) E3 ST AEE|X| BEjA0 BE V|
=t

3. S3 2 B2 AI7|E XIBse{e! M8 £718 MEBLIC 37 Ohg AEE|R| 28440 HS
olo

|o] AEE|X| E2iAE AHE 35104 Amazon

Otz & MEHEILICH EZ& 7(Ztolls Zx|| dd &
0 FO| 2Lt ZHX||7} Bt 2 £| T Amazon S30|

S30l Z4A|E XY & Y+E edstict

M AHAE ArAIgLICH

N
o
;3':
_u_
jul
mjo
mjo
x
gl
o
-
[ul

API

HZ AFE 2 0| RE Y BH M Security LakeE & 44318t 2 E 2[™oi M E LIC}.

zZ e gAloZ A2 Security Lake API2|

Security Lake0l| 22 &
CreateDataLake® 2 ALSSHAAIL. I&35t= AWS CLIZS BHES M-S AIR. create-
data-lake C}2 1} 20| 1ifecycleConfiguration ZtZtO|E{0M ElE EE MHES KI™HE L

Ct.

>

b N&=1y

« transitionsQ| A% 5% Amazon S3 AEZ|X| E2iA (storageClass)ol S3 XM E K& E
X

=
£ == (days)E XIHE Lt
7H

AL

« expiration®| A%, HXE MM & 9|0 AEZ|X| EE|AE AFE35I0{ Amazon S304 ZHA|
E xztet & Y42 K™t o] 7|zto] 2Lt ZHA| 7t SR £l Amazon S30 A ZHX|E At

Xgtct.

Security Lake= configurationsZi#{|2| region ZE

o E °‘| CHE BY¥2 oile s-east-l X|49| Security LakeE &3t LICH O] X[Fof| M 2R
£ 3652 F0f BFR2E| 1 A= 60 F0i ONEZONE_IA S3 AEZ|X| EEiAZ MEHEILICE O of
ME Linux, macOS £ Unix82 2 ZTUE|GOMH 715 MHE =0[7| {6l eisefAl(\) & 14 2R

£ A-8gfLch

rw

$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1"' \
--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

Security LakeE &85te M E& HEE FE&LICHL

107

-


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html

Amazon Security Lake AL 7Hol=

HE A YoolE

Security LakeS &4438l8t £ C}2 x|Zlof| et stLt oA o] X|2dof| CHEH E&E XS UO|0|EdHAA]
o

—r .
Console

1. Security Lake & & (https://console.aws.amazon.com/securitylake/)=2 3L|C}.

2. B ol BlEig MestLic
3. g ME ohe HEg MeEU

4. AEEX %EHé ME Mol ot MRS QaistLIch AE 2K iAol B 53 A

£ T&e Amazon S3 éEElﬂ oA E MEIELICEH (550 s 7|8 A§E|7;| ErTpN

= Ztol= siE AE2|X| EEiA0] A E MHEE Ld+-E =T L

S3 Standard° L
C}. ofq T™EHE K|

03'.:,'_ )
Ff.J-

S3 A BFE A|7|= X|Hste{H AEZ|X| EEiA0f CHSH ExpireE ME{ELICH JHCHE, £
Ztol| ZHR| MM = Qlo|o] AEZ|X| 2EHAE AF2510{ Amazon S30]| ZHX|E X{EE B

7
28 =gfLICt o] 7{zZto| BLHH |7t BF= E[T Amazon S301|A ZHAE AFAIELICH

API
BEEAMYEg z 200 HAoZ UO|0|E3HE{™ Security Lake APIS| UpdateDatal akeZr 4
2 A25IAUAIR. E AI25tE B HAS MASHAA|2. AWS ClLlupdate-data-lake 2% Al
lifecycleConfiguration ItZIO|E{E ALEsto{ A HHEE XIS MAIRL.

Met MM HZASEd™ transitions TF2IO|E{E AF2 36104 £ Amazon S3 AEZ|X| 2l
(storageClass)of S3 ZHXE MEE ZrZto| M 7|ZHE Y (days) EH9IE X1 ELIC.

- M BE 7|7t2 ¥45t2{™ expiration TtEtOIE{E AFE 504 2| MM £ AEE|X| S
E A835t04 S3 M E MEE & U+ E KI™EFLICH Ol EE 7(ZH0| ELHH A7t BHE XD
Amazon S30i| A ZHA|E AMA|ELICEH

Security Lake= configurations Z4&|Q| region EE=0i| X[t 2™l MHE M §rLICt

o€ E0{C}2 AWS CLI B2 slE us-east-1 X|H0| Cl|O|E{ BtE AKX Al AEF|X| FME M
£ YOo|EELICE O] X[0f|M &= 500 Foi BFEE| 17 Z4%||= 30 F0i ONEZONE_IA S3
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html

Amazon Security Lake AL 7Hol=

AEE|K| A2 MEHEILICE O] oAl E Linux, macOS BEE Unix8C 2 ZTUHE|QIoH 71548
=0|7| 251 H&eiAl(\) & AL EXE AFSELICEH

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass":"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

E 2™

29 2T st 0149 7|0 EIT10| CIOIEIS SEELICH Ol 5t 2T Hlole] FA 27 A
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JH S ALOIHH E ot AF|0F =B /I2|3 (OCSF)

OCSF2t FedL|7?

AO|HE O A7|0F T3 (OCSF) &= AOIHEQH (A9l £ WE{ED HYste

AA HURILICH OCSF= YA QI Hot o|HEof CHEF E&E AF|OME MB35, A7|OF TISHE
gt HT #E| 7|&EE HolstH, 2ot 2 MgRtet AH|AE {8t AHA| HHAA Z2MA
Ct. OCSFo| B3I &4 FEE= M SARIELICEH GitHub
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Security AWS A‘II:II/\ Lakes 7|2Mo 2 X|E|l= 22t O|HIEE OCSF A 7|02 AtS &L
Ct. OCSFE HH2tst = Security Lake= CIO|E{& A& A}2| Amazon Simple Storage Service (Amazon
S3) HZ! (HAE tLtel HZ)) off MEELICH AWS 2|17 AWS HIHALE AL I A A0 A Security
LakeOll 7I§ El= 21 2 O|HE= OCSF A 7|02} Apache Parquet &@A12 &3l 0F & LICH #+5A}
= 23 Y o|HEE bt Parquet BIZEZE FZ35t7LF OCSF A 7|0 O|HE Za{AE ME35t0o{ Bl|l=
o & HEE O HEstH asiAdde = AU&Lch

OCSF O|HE Ze{A

x| &E Security Lake 222 21 L O|HIE = OCSFof Ho|E £ 0|
OCSFO| O|HE ZEiA 2= DNS &5, SSH &8 2! 2150| &LCt.

E ZPAE XIBY £ JaLich
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0
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A
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E

OCSF A A Ald

OCSF&= |ZF°F%._F L=E A8stod §E 23 = O|HIE TEo| & et /IXIE Helste =22 &
LIC} CH2 2 Security LakeOllM AA 2 7|2 o2 x|E|e otad = o| ZhelL|ch AWS MH|A

The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.

AA metadata. metadata. metadata. class_name HIEFCH| O E.
product.name product.v product.f A
endor_name  eature.name

CloudTrail CloudTrai AWS Data API 1.0.0-rc.
Lambda GlO] 1 Activity 2
E{ O|HE
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https://schema.ocsf.io/
https://github.com/ocsf/ocsf-schema
https://schema.ocsf.io/classes?extensions=

Amazon Security Lake

AA

CloudTrail &
2| O|HE

CloudTrail S3
Ci[O|E{ OfHl
=

Route 53

Security Hub

i
@]
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u

The OCSF source identification for AWS

metadata.
product.name

CloudTrai
1

CloudTrai
1

Route 53

Security
Hub

Amazon VPC

in the following table.

PN

CloudTrail
Lambda G| O]
E{ O[HE

metadata.
product.name

CloudTrai
1

metadata.
product.v
endor_name

AWS

AWS

AWS

AWS

AWS

metadata.
product.v
endor_name

AWS

metadata.
product.f
eature.name

Managemen
t

Data

Resolver
Query Logs

Security Hub
ProductNa

me Ztat LR
gf LICH.

Flowlogs

log sources

metadata.
product.f
eature.name

Data

class_name

API
Activity,Aut
ation I

= Account
Change

API
Activity

DNS
Activity

Security
Finding

Network
Activity

(Version 2) are listed

class_name

API
Activity

HlEtCl Ol E.
S
1.0.0-rc.
2
1.0.0-rc.
2
1.0.0-rc.
2
1.0.0-rc.
2
1.0.0-rc.
2

HIEFH| O] E
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1.

1.0
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
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AA

CloudTrail &
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AWS WAF v2
23

metadata.

product.name
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Amazon VPC

Amazon EKS

AWS WAF

metadata.
product.v
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metadata.
product.f
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Data
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class_name

API
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= Account
Change

API
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Vulnerabi
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Finding,
Complianc
e
Finding,
or
Detection
Finding

Network
Activity

API
Activity

HTTP
Activity

H|EtH| O E

7

1.

1.

1.

1.

1.

1.

1.

1.0

1.0

1.0

1.0

1.0

1.0

1.0
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
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Security Lake2} S8}

Amazon Security Lake= CHE A& AWS AMH|A 2 EFAL M|E 1 SEELICH S&2 S8l Security
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« Security LakeZ Cl|O|E{ &
« O[O|E{7} 7HE & ALO|HH E ot A7[0F Z |23 (OCSF) A7|0r0d| =28}

« CllO|E{7} Apache Parquet E4lo 2 T 2HE

TEX S0l HTTPS AIEZQIE E = Amazon Simple Queue Service (Amazon SQS) CH7|&d0f|
Q)= Security LakeOl A AA CIO[E{S Q174Lt CHS &40 A AA HIOIEIE &M 22|5t01 A A C|O|
EE 212 & U= £40| JU&LICH AWS Lake Formation

CtZ MM M= Security LakeZ7t 0{FE AWS AH|A Security Lake2t S & &l Zf SE 0| o{EH &S
st= x| AFEgLCH.

AWS AppFabricE Z%| Hxl|2| SaaS (Software as a Service) OHZ 2|7|0| M2 1A=
HIA0|22 T ¥ 2ot B0l E& 27|01 Y 2|ZX|EE|E ALE3sto{ ofE2|7H0|ME 2|5t

g & A&Lch
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https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://aws.amazon.com/blogs/big-data/generate-security-insights-from-amazon-security-lake-data-using-amazon-opensearch-ingestion/
https://aws.amazon.com/blogs/big-data/generate-security-insights-from-amazon-security-lake-data-using-amazon-opensearch-ingestion/
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://aws.amazon.com/solutions/implementations/security-insights-on-aws/
https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html
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https://aws.amazon.com/blogs/security/generate-machine-learning-insights-for-amazon-security-lake-data-using-amazon-sagemaker/
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-console
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
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https://partners.amazonaws.com/search/partners/
https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
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https://www.accenture.com/us-en/services/cloud/aws-business-group
https://support.aquasec.com/support/solutions/articles/16000151820-amazon-security-lake-integration
https://campus.barracuda.com/product/emailprotection/doc/98214513/integrate-amazon-security-lake-with-email-protection/
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https://www.boozallen.com/s/solution/booz-allen-s-amazon-web-services-premier-partnership.html
https://docs.boschaishield.com/amazon-security-lake
https://www.chaossearch.io/platform/integrations/amazon-security-lake
https://github.com/CiscoSecurity/fp-05-firepower-cli/tree/ocsf
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https://claroty.com/resources/integration-briefs/claroty-xdome-and-amazon-security-lake
https://www.cmdsolutions.com.au/service/security/
https://www.confluent.io/resources/brief/amazon-security-lake/?utm_campaign=tm.partner_cd.cwc-securitylake-newuser&utm_medium=partnerref
https://docs.contrastsecurity.com/en/aws-security-lake.html
https://docs.cribl.io/search/set-up-amazon-security-lake/
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https://docs.cribl.io/stream/usecase-security-lake/
https://github.com/CrowdStrike/aws-security-lake
https://cyberark-customers.force.com/mplace/s/#a352J000001I8I1QAK-a392J000001pB1lQAE
https://cloud-fastener.com/en/#securityLake

Amazon Security Lake AL 7Hol=

g AHAM (DataBahn ZEHO| 23 215t0{ MBEM HE)

Ofm

Darktrace — Cyber Al Loop

0%

S8 AL

o
ot

Security Lake2t Darktrace2| & & 2 Darktrace XA & & 2| £l2 Security Lake0d| M3 & LICt. Cyber
Al LoopOi M 2 S&2IZ T X|o| Hot AEHO|CIE H|O|E AER L Q49 45 GHEAIL = UE

—_——a0 X A

}.
=
LICH &8 23 Darktrace= HaHE 2o ZA Aotz ZAJFLICH

S& MB A (Darktrace ZEH0| 23Q15t0] MHM HE)

_I_
ﬂIIIlI
n°l'
9'|_-
_I.I_

mju
_\','i
r\0|-
oX

Datadog Cloud SIEMSecurity Lake2| &0 Ao et AAzt 28

|E
DevOps Ef X|5t1 £ot Bl B ESECR %E.*E*LIEP.

COIEHE Al&StAH XM, 24 U A2l st= ol =&0| Eulct
CAE M|& 2 Security Lake2| OCSF & 4! Cl|O|E{od| CHH A

=
I_
DHS 7|HO 2 A JtS3t Ext242 RfEo2 A= ELC)H

Darktrace — Cyber Al Loop 123


https://app.cp-us01-prod01-aws.databahn.app/help/docs/highway/destinations/amazon-web-services/aws-security-lake
https://customerportal.darktrace.com/product-guides/main/aws-security-lake-alerts-intro
https://docs.datadoghq.com/integrations/amazon_security_lake
https://www2.deloitte.com/us/en/pages/about-deloitte/solutions/deloitte-aws-relationship.html
https://docs.devo.com/space/latest/324337730/Amazon+Security+Lake+collector
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https://dxc.com/us/en/about-us/partner-ecosystem/aws
https://atos.net/en/solutions/cyber-security/managed-detection-and-response?
https://forums.extrahop.com/t/aws-security-lake
https://falco.org/blog/falco-aws-security-lake/
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https://docs.fortinet.com/document/fortigate-cnf/latest/administration-guide/248370
https://www.gigamon.com/content/dam/resource-library/english/deployment-guide/gigamon-amazon-security-lake-integration-quick-start-guide.pdf
https://aws.amazon.com/marketplace/pp/prodview-5dm5aecyvpn2i
https://www.ibm.com/docs/en/dsm?topic=aac-configuring-amazon-aws-cloudtrail-log-source-that-uses-amazon-security-lake
https://www.ibm.com/docs/en/cloud-paks/cp-security/1.10?topic=connectors-amazon-athena
https://www.infosys.com/services/cloud-cobalt/offerings/managed-security-services.html

Amazon Security Lake AL 7Hol=

Insbuilt

Kyndryl — AlIOps

Ofm

B 9F TSR, Mula

Kyndryl2 Security Lake2t S & E|0{ AtO|H CIO|E, @3 eI 2|TA LAl 7[gt Mol 45 284
MSgrLict dlo|E HMA TSAE BA S Z Security Lake| A AWS CloudTrail 22| O[HE
&g L Kyndryl

oz =Z0| 2 & &Lt

MH|A S8 22 M Kyndryl= ZE|0| Security LakeE 7315t

rr

Lacework — Polygraph

o
il
0%
b

o
aT

Lacework Polygraph® Data PlatformSecurity LakeE Ol|O|E{ AA 2 S§5t0{ 84 Huto| ok &
RE TN, LT T Le4R[X| 22 /ol cHE 2ot AutE MBI FLICH AWS

0
[=)

om
o
e

x

Laminar

ofn
el
o2

28 AL

Laminar GIO|E{ =9t OHIE & OCSF £7|0+ L§ Security Lakeoll R1&5104 ALT CHS X ZALSH 2
2 F7h B4 AR Abzlol AHSE 4 QTS FLICH
S8 M

MegazoneCloud

S8 98 Mula

Insbuilt 126


https://insbuilt.com/en/security-lake-eng/
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https://www.megazone.com/us/amazon_security_lake/
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https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-security-lake-monitoring-integration/
https://www.okta.com/blog/2022/11/an-automated-approach-to-convert-okta-system-logs-into-open-cybersecurity-schema/
https://github.com/okta/okta-ocsf-syslog
https://docs.orcasecurity.io/v1/docs/integrating-amazon-security-lake
https://www.paloaltonetworks.com/blog/prisma-cloud/amazon-security-lake/
https://xsoar.pan.dev/docs/reference/integrations/aws-security-lake/
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https://docs.panther.com/data-onboarding/supported-logs/aws/security-lake
https://github.com/pingone-davinci/pingone-amazon-security-lake/blob/main/README.md
https://www.pwc.com/us/en/services/alliances/amazon-web-services/fusion-center.html
https://docs.query.ai/docs/amazon-security-lake#overview
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https://docs.rapid7.com/insightidr/aws-security-lake/
https://github.com/ripjar/aws-security-lake
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https://support.sentinelone.com/hc/en-us/articles/10249372394519
https://docs.sentra.io/integrations/amazon-security-lake
https://tdm.socprime.com/attack-detective/start-page
https://splunkbase.splunk.com/app/1876
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https://stellarcyber.ai/news/press-releases/stellar-cyber-announces-support-for-amazon-security-lake-to-speed-data-processing-and-threat-detection-2/
https://help.sumologic.com/docs/send-data/hosted-collectors/amazon-aws/amazon-security-lake-source/
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https://docs.console.talon-sec.com/en/articles/355-event-forwarding-with-amazon-security-lake
https://help.tanium.com/bundle/aws-integration/page/AWS-Integration/Introduction.htm
https://aws.amazon.com/partners/tataconsultancyservices/
https://www.tegocyber.com/product/amazon/aws-technical
https://explained.tines.com

Amazon Security Lake AL 7Hol=

Torg — Enterprise Security Automation Platform

A AA L LEXE2 M Security Lake2t HESHH SEHEL
CHet ZEHE O 2 NE{ZEI0|R H 2o AISE U QLAAEY 0|ME 73E = UTE K[ HEL

1z

7HEt8d XDR Z3HZ o 2 A Trellix XDRE Security Lake S 82 K| #LIC}H Trellix XDRE ot &2

-t

At& AbEilof OCSF £7|0+2| HIOIEH & & & & == U&LICH Trellix XDR2| 1,0007H 0|4 0| 2ok OfH

E AAR Security Lake ClIO[E{ Bil0|2 & 24" & &LICH O|F Soll #Z2 HXI X OIS 7Is
2 Y = A&LIch AWS = HE CIO|E{E CHE 2ot AFT 43 AptE|o] HAlol 2iFol chS 3t
£ Ol 223 E2o/S8 MSELc

SE ZA

Trend Micro — CloudOne

o
i

=0
o
>

Trend Micro CloudOne Workload Security= Amazon Elastic Compute Cloud (EC2) QIAE A0 A
Security Lake?t &5 Ct HEE EHHL|CY.

Torq — Enterprise Security Automation Platform 134


https://learn.torq.io/docs/amazon-security-lake
https://www.trellix.com/en-us/assets/docs/trellix-helix-amazon-security-lake-instructions.pdf
https://cloudone.trendmicro.com/docs/integrations/aws-security-lake/
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https://www.uptycs.com/partners/aws
https://support.vectra.ai/s/article/KB-VS-1621
https://docs.vmware.com/en/CloudHealth-Secure-State/services/chss-getting-started/GUID-integrations-s3.html
https://wazuh.com/blog/wazuh-integration-with-amazon-security-lake/
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https://www.wipro.com/newsroom/press-releases/2022/wipro-to-support-new-aws-cybersecurity-data-lake-service/
https://docs.wiz.io/wiz-docs/docs/security-lake-integration
https://help.zscaler.com/zpc/integrating-amazon-security-lake
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Deny",

"Principal": {
AWS":

},

"Action": "s3:*",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

"Sid": "PutSecuritylLakeObject",

"Effect": "Allow",

"Principal": {
"Service": "securitylake.amazonaws.com"

.

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}/*",
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"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-identifier}"
1,
"Condition": {

"StringEquals": {

"aws:SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:securitylake:us-east-1:{DA-AccountID}:*"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
iam:ListGroupsForUser",
jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",
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"iam:ListUsers"

1,
"Resource": "*"
}
]
}
of: Z& ZE| AYM /U ZEIRE X ™HstD MHSEF &S
Ol oflof = AWS Organizations 2F 2| A 2| AtER7F =2 o] 2| El Security Lake #2|AE X5}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"securitylake:DeregisterDatalakeDelegatedAdministrator"

1,

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}

4 ZE 7|8 HAMo| TS AHE5H04d EHIE 7|82 2 Security Lake 2|4 A0 CHE HMAE K0
& £+ l&LICH O] oAM= Security Lake It = Security Lake APIE AF&350 AL X7 S AHE
AESIE & 5185l HHE ddsie Y HoiFLIct. 5t x|8 L5 X0l CHEt Owner Ef27} SHE
AEXES| AEXL OIF 2t2 7HX| I U= Zo|BF HEHo| Fo{FELICH.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReviewSubscriberDetailsIfOwner",
"Effect": "Allow",
"Action": "securitylake:GetSubscriber",
"Resource": "arn:aws:securitylake:*:*:subscriber/*",
"Condition": {
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"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
},
{
"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
}

Of ofAloi| M= AFE A} O|F richard-roe 78I AFEXRI7t 7HE FSAtS| ME HEE AEStE s &
2 2= X0 H Owner=richard-roe EEE owner= rlchard roe El12 X|&3HoF EL|CH aZ K|
ofom AlZAE HMATF HEEILICH =7 7| O|E2 CHAEXIE 25K &7 HEo| =H Ef1 7|
Ownert Owner L owner 252 YUX|ELICH = 5’| A20] CHEE RHAIEE LHZ 2 IAM AFR ME A 9|
IAM JSON H& @ A TS F XM 2. Security Lake 2lAA EfZI0i| CHEF XEA|ISH LI 2 Amazon

Security Lake 2lAA0] EfT X|HE #HESHMIL.

AWS ot0tE A|FZIE| gilo|z 2| EE|™E 2

AWS ZEld A2 o M st 2
AHE Ateilof| cHet H ]

= A& LI

15t SEIY EAMULICH AWS AWS ZHE[E YA o2 it
g2 MEst= 8 HAZIIen R A8, 08 X Aol HEtE E€336t7| A

3

AWS BEIE HMS DE AWS TZH0| ALSH 4 /o0 2 S A Aalof Chal 24 Mt HEte =
0f5tX| ot +E UCHE Foll ROISHMIR. A Abzloll TRE 12 BHEl HAS Holstol HEtS
sol= %ol FaLict

A& Hete g3 £ & L|Ch AWS AWS 2213 Ao XHo|El HEHE do|E
Sl 42 AWS slid UOIO|E= HAMOo| HAZE ZE F&| ID (AF8AH &, 9E) off ¥ O|EiLct.
K= o
=

AWS A API 20| A|ZHE|7HLE 7|&E MH|A0| Af AWS AMH|A API 2]

NEEEEEE 157


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon Security Lake AL 7Hol=

AWS 2| H&: AmazonSecurityLakeMetastoreManager

Amazon Security Lake= AWS Lambda & =& At&35t04 O|O|E] Bi|o|3 2| HEIC|O|HE & E[=LCt.
Security Lake= O| & =& At&35to4 O|0|E{ & H|O|H mtY0o| Z & El Amazon Simple Storage Service
(Amazon S3) ItE| M2 Cl|O|E{ 7IEf 21 E| 0|01 AWS Glue Q1A 4= Ql&LICEH O] EE|E HAiof
= Lambda & 7t S3 THE|M1} G|0|E I A2 E|o|2of QAR = e ZE HEHo| Z&E|o] U&
LICt. AWS Glue

H

—

FA

0

=]
=

rok
i

O] ¥2ol= Cts HErol L xlof U&LICH

« logs— E 9t F&|7} Lambda & 42| 242 Amazon Logs0ll 7|8 & + Q&LICH CloudWatch
« glue— E0t A7} OOl 7HEI 21 E|O|20f CHEF §H M7| HHS - = U&LICH AWS
Glue 8+ O|& &3l AWS Glue EEE-IE ClO|E{o| mE|ME AlMdg 4= /l&LICH.
o

* sqs— CllO|E] &flof= ol A7 FIHE|HLE Yolo|EE mf O|HE L& E E L= Amazon SQS CH7|
doil Cial| 2o FA7F &7 7| & M7| 5 dE s + &L

« s3— ot FA7F AEXL CIO|E{7F £ El Amazon S3 HZA!0| CHal &7 17| & M7| 2 UE =

4 e

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowWritelLambdalogs",

"Effect": "Allow",

"Action": [

"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/AmazonSecuritylLake*",
"arn:aws:logs:*:*:/aws/lambda/AmazonSecuritylLake*"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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"Sid": "AllowGlueManage",

"Effect": "Allow",

"Action": [
"glue:CreatePartition",
"glue:BatchCreatePartition",
"glue:GetTable",
"glue:UpdateTable"

1,

"Resource": [

"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",

"arn:aws:glue:*:*:catalog"
1,
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowToReadFromSqgs",

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”

1,

"Resource": [
"arn:aws:sqgs:*:*:AmazonSecuritylLake*"

1,

"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AllowMetaDataReadWrite",
"Effect": "Allow",
"Action": [
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"s3:ListBucket",
"s3:PutObject",
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::aws-security-data-lake*"
1,
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowMetaDataCleanup",

"Effect": "Allow",

"Action": [

"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::aws-security-data-lake*/metadata/*.avro",
"arn:aws:s3:::aws-security-data-lake*/metadata/*.metadata.json"

1,

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
}

AWS 2|3 H2: AmazonSecurityLakePermissionsBoundary
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"Version": "2012-10-17",
"Statement": [
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{

"Sid": "AllowActionsForSecuritylLake",

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueuelrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes",
"sgs:ListQueues"

1,

"Resource": "*"

"Sid": "DenyActionsForSecuritylake",

"Effect": "Deny",

"NotAction": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation",
"kms:Decrypt",
"kms:GenerateDataKey",
"sqs:ReceiveMessage",
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sgs:SendMessage",
"sqs:GetQueueAttributes"”,
"sgs:ListQueues"

1,

"Resource": "*"

iy
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{

"Sid": "DenyActionsNotOnSecuritylakeBucket",

"Effect": "Deny",

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:PutObject",
"s3:GetBucketLocation"

1,

"NotResource": [
"arn:aws:s3:::aws-security-data-lake*"

"Sid": "DenyActionsNotOnSecuritylakeSQS",
"Effect": "Deny",
"Action": [
"sgs:ReceiveMessage",
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueUrl",
"sqgs:SendMessage",
"sqgs:GetQueueAttributes",
"sgs:ListQueues"

]I

"NotResource": "arn:aws:sqs:*:*:AmazonSecuritylLake*"

"Sid": "DenyActionsNotOnSecuritylLakeKMSS3SQS",

"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"StringNotLike": {
"kms:ViaService": [
"s3.*,.amazonaws.com",
"sqgs.*.amazonaws.com"
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}
1,
{
"Sid": "DenyActionsNotOnSecuritylakeKMSForS3",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:s3:arn": "false"
1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::aws-security-data-lake*"
]
}
}
1,
{
"Sid": "DenyActionsNotOnSecuritylakeKMSForS3SQS",
"Effect": "Deny",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*",
"Condition": {
"Null": {
"kms:EncryptionContext:aws:sqs:arn": "false"
1,
"StringNotLikeIfExists": {
"kms:EncryptionContext:aws:sqgs:arn": [
"arn:aws:sqs:*:*:AmazonSecuritylake*"
]
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowActionsWithAnyResource",

"Effect": "Allow",

"Action": [
"securitylake:*",
"organizations:DescribeOrganization",
"organizations:ListDelegatedServicesForAccount",
"organizations:ListAccounts",
"iam:ListRoles",
"ram:GetResourceShareAssociations"

1,

"Resource": "*"

"Sid": "AllowActionsWithAnyResourceViaSecuritylLake",

"Effect": "Allow",

"Action": [
"glue:CreateCrawler",
"glue:StopCrawlerSchedule",
"lambda:CreateEventSourceMapping",
"lakeformation:GrantPermissions",
"lakeformation:ListPermissions",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions",
"lakeformation:GetDatalakeSettings",
"events:ListConnections",
"events:ListApiDestinations",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"kms:DescribeKey"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
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{

"Sid": "AllowManagingSecuritylakeS3Buckets",

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketNotification",
"s3:PutBucketTagging",
"s3:PutEncryptionConfiguration",
"s3:PutBucketVersioning",
"s3:PutReplicationConfiguration",
"s3:PutLifecycleConfiguration",
"s3:ListBucket",
"s3:PutObject",
"s3:GetBucketNotification"

1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaCreateFunction",

"Effect": "Allow",

"Action": [

"lambda:CreateFunction"

1,

"Resource": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,

"Condition": {

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowLambdaAddPermission",

AWS ZElE8 ZH

167



Amazon Security Lake

AR 7H0|E

"Effect": "Allow",
"Action": [
"lambda:AddPermission"

1,

"Resource": [

"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",

"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

1,
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
I
"StringEquals": {
"lambda:Principal": "securitylake.amazonaws.com"
}
}
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": [
"glue:CreateDatabase",
"glue:GetDatabase",
"glue:CreateTable",
"glue:GetTable"
1,
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}

"Sid": "AllowEventBridgeActions",

"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:PutRule",
"events:DescribeRule",
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"events:CreateApiDestination",
"events:CreateConnection",
"events:UpdateConnection",
"events:UpdateApiDestination",
"events:DeleteConnection",
"events:DeleteApiDestination",
"events:ListTargetsByRule",
"events:RemoveTargets",
"events:DeleteRule"

1,

"Resource": [

"arn:aws:events:*:*:rule/AmazonSecuritylLake*",

arn:aws:events:*:*:rule/SecuritylLake*",

"arn:aws:events:*:*:api-destination/AmazonSecuritylLake*",
arn:aws:events:*:*:connection/AmazonSecuritylLake*"

1,
"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowSQSActions",

"Effect": "Allow",

"Action": [

"sqs:CreateQueue",
"sqs:SetQueueAttributes"”,
"sqs:GetQueueURL",
"sqs:AddPermission",
"sqgs:GetQueueAttributes",
"sqs:DeleteQueue"

1,

"Resource": [
"arn:aws:sqs:*:*:SecuritylLake*",
"arn:aws:sqs:*:*:AmazonSecuritylake*"

1,

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.

com
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"Sid": "AllowKmsCmkGrantForSecuritylLake",

"Effect": "Allow",

"Action": "kms:CreateGrant",

"Resource": "arn:aws:kms:*:*:key/*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
},
"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::aws-security-data-lake*"
3,

"ForAllValues:StringEquals": {
"kms:GrantOperations": [
"GenerateDataKey",
"RetireGrant",
"Decrypt"

"Sid": "AllowEnablingQueryBasedSubscribers",
"Effect": "Allow",
"Action": [
"ram:CreateResourceShare",
"ram:AssociateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringlLikeIfExists": {
"ram:ResourceArn": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"

]
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
1,
{
"Sid": "AllowConfiguringQueryBasedSubscribers",

"Effect": "Allow",
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"Action": [
"ram:UpdateResourceShare",
ram:GetResourceShares",

ram:DisassociateResourceShare",

ram:DeleteResourceShare"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"ram:ResourceShareName": "LakeFormation*"

},

"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowConfiguringCredentialsForSubscriberNotification",
"Effect": "Allow",
"Action": [
"secretsmanager:CreateSecret"”,
"secretsmanager:GetSecretValue",
"secretsmanager:PutSecretValue"
1,
"Resource'": "arn:aws:secretsmanager:*:*:secret:events!connection/
AmazonSecuritylake-*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForUpdatingGluePartitionsSecLakeArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {
"iam:PassedToService": "lambda.amazonaws.com"

iy
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"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForUpdatingGluePartitionsLambdaArn",

"Effect": "Allow",

"Action": "iam:PassRole",

"Resource": [
"arn:aws:iam::*:role/service-role/AmazonSecuritylLakeMetaStoreManager",
"arn:aws:iam::*:role/service-role/AmazonSecuritylakeMetaStoreManagerV2"

1,

"Condition": {

"StringEquals": {

"iam:PassedToService": "lambda.amazonaws.com"
},
"StringLike": {

"iam:AssociatedResourceARN": [
"arn:aws:lambda:*:*:function:Securitylake_Glue_Partition_Updater_Lambda*",
"arn:aws:lambda:*:*:function:AmazonSecuritylLake*"

]

3,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCrossRegionReplicationSecLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {

"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"
}
}
I
{
"Sid": "AllowPassRoleForCrossRegionReplicationS3Arn",
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"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/AmazonSecuritylLakeS3ReplicationRole",
"Condition": {
"StringEquals": {
"iam:PassedToService": "s3.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:s3:::aws-security-data-lake*"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowPassRoleForCustomSourceCrawlerSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylLakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
},
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:securitylake:*:*:data-lake/default"

"Sid": "AllowPassRoleForCustomSourceCrawlerGlueArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeCustomDataGlueCrawler*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "glue.amazonaws.com"
I
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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},
{
"Sid": "AllowPassRoleForSubscriberNotificationSeclLakeArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/

AmazonSecuritylLakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
},
"StringLike": {
"jam:AssociatedResourceARN": "arn:aws:securitylake:*:*:subscriber/*"

"Sid": "AllowPassRoleForSubscriberNotificationEventsArn",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/service-role/
AmazonSecuritylakeSubscriberEventBridge",
"Condition": {
"StringEquals": {
"iam:PassedToService": "events.amazonaws.com"
.
"StringlLike": {
"iam:AssociatedResourceARN": "arn:aws:events:*:*:rule/AmazonSecuritylLake*"
},
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowOnboardingToSecuritylakeDependencies",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": [
"arn:aws:iam::*:role/aws-service-role/securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylake",
"arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/
AWSServiceRoleForLakeFormationDataAccess",
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"arn:aws:iam::*:role/aws-service-role/apidestinations.events.amazonaws.com/

AWSServiceRoleForAmazonEventBridgeApiDestinations"
1,
"Condition": {
"StringlLike": {

"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"lakeformation.amazonaws.com",
"apidestinations.events.amazonaws.com"

"Sid": "AllowRolePolicyActionsforSubscibersandSources",
"Effect": "Allow",
"Action": [
"iam:CreateRole",
"iam:PutRolePolicy",
"iam:DeleteRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylLake*",
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::aws:policy/
AmazonSecuritylakePermissionsBoundary"
1,
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "AllowRegisterS3LocationInLakeFormation",
"Effect": "Allow",
"Action": [

"iam:PutRolePolicy",

"iam:GetRolePolicy"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/lakeformation.amazonaws.com/

AWSServiceRoleForLakeFormationDataAccess",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
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"Sid": "AllowIAMActionsByResource",
"Effect": "Allow",
"Action": [

"iam:ListRolePolicies",

"iam:DeleteRole"
1,
"Resource": "arn:aws:iam::*:role/AmazonSecuritylake*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"

"Sid": "S3ReadAccessToSecuritylLakes",
"Effect": "Allow",
"Action": [
"s3:Get*",
"s3:List*"
1,

"Resource": "arn:aws:s3:::aws-security-data-lake-*"

"Sid": "S3ReadAccessToSecuritylakeMetastoreObject",
"Effect": "Allow",
"Action": [

"s3:GetObject",

"s3:GetObjectVersion"

]I

"Resource": "arn:aws:s3:::security-lake-meta-store-manager-*"

"Sid": "S3ResourcelessReadOnly",

"Effect": "Allow",

"Action": [
"s3:GetAccountPublicAccessBlock",
"s3:ListAccessPoints",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"
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"Version": "2012-10-17",
"Statement": [{

"Sid": "OrganizationsPolicies",
"Effect": "Allow",
"Action": [

"organizations:ListAccounts",
"organizations:DescribeOrganization"

1,
"Resource": [
"
]
I
{
"Sid": "DescribeOrgAccounts",
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount"
1,
"Resource": [
"arn:aws:organizations::*:account/o-*/*"
]
I
{

"Sid": "AllowManagementOfServicelinkedChannel",
"Effect": "Allow",
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"Action": [
"cloudtrail:CreateServicelLinkedChannel",
"cloudtrail:DeleteServicelLinkedChannel",
"cloudtrail:GetServicelLinkedChannel",
"cloudtrail:UpdateServicelLinkedChannel"

1,

"Resource": "arn:aws:cloudtrail:*:*:channel/aws-service-channel/security-
lake/*"

"Sid": "AllowlListServicelLinkedChannel",

"Effect": "Allow",

"Action": [
"cloudtrail:ListServicelLinkedChannels"

]I

"Resource": "*"

"Sid": "DescribeAnyVpc",
"Effect": "Allow",
"Action": [

"ec2:DescribeVpcs"
1,

"Resource": "*"

"Sid": "ListDelegatedAdmins",
"Effect": "Allow",
"Action": [

"organizations:ListDelegatedAdministrators"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"organizations:ServicePrincipal": "securitylake.amazonaws.com"

"Sid": "AllowWaflLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration",
"wafv2:GetLoggingConfiguration",
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"wafv2:ListLoggingConfigurations",
"wafv2:DeletelLoggingConfiguration"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"wafv2:LogScope": "SecuritylLake"

"Sid": "AllowPutLoggingConfiguration",

"Effect": "Allow",

"Action": [
"wafv2:PutLoggingConfiguration"

1,
"Resource": "*",
"Condition": {
"ArnLike": {
"wafv2:LogDestinationResource": "arn:aws:s3:::aws-waf-logs-
security-lake-*"
}
}
I
{
"Sid": "ListWebACLs",
"Effect": "Allow",
"Action": [
"wafv2:ListWebACLs"
1,
"Resource": "*"
I
{

"Sid": "LogDelivery",

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"wafv2.amazonaws.com"
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https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_ai-opt-out.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
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https://aws.amazon.com/compliance/resources/
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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https://aws.amazon.com/about-aws/global-infrastructure/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_GetMetricStatistics.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-statistics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/Welcome.html
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QA Mt AL ROl THEH MU S0f UBLICH A1 B HEE
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« A8 E&= H{olMd AFEXtof CHEE HA| 2o ZHE ZHE ALE501 LHO| MHEIRA=X| 05,

« CHE AWS MH|20|M EIM=X| 02,

XEMIBE LI 2 CloudTrail userldentity @ A2 H XS AAIL.

Security Lake 21 It &= O[3l

CloudTrail 21 o= stLt O|& el 2 & 50| X E = JU&LICHL OHEE ZE AAQ|EHU R

Mg LEHHH @ EE 21, 2] dmet Alzh, 2 mtetile Sof ciet MEE Z & LICH CloudTrail

2O 0tUS HEZAPI ZZE0| FE A EFo|AT} olLI2 2 EX =ME EA|Z|X| t&LICH

Ct2 M= Security Lake GetSubscriber £40i CHE CloudTrail 21 =2 EAIELICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
I
"webIdFederationData": {
I

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Security Lake AL 7Hol=

}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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o Zt E|AAE ZCH507HC] Ef2E ERE = U&LICH
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/A Important
7|2 = 7|E 8ol T e HIO|EHE B0l XMEstX| OFMAIL. BT E CHSE AWS AH|

A H|IR 8 048] R0 HMAE = U&LICH AWS Billing and Cost Management Ef 1= B1Zf
8t CllO|E{ol| AF&3H7| @8t 20| ot LCt.

Security Lake 2|AA0 Ef2E F7I6t10 & 2l5t2{™ Security Lake £ 5= Security Lake APIE Al

8¢ = A&Lich

A BT X[™EZ AIZHEF & AWS Identity and Access Management (IAM) 2 240i| M Ef T Z7[E Q| 2|
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https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

Amazon Security Lake AL 7Hol=

AUz WS = MAEX A P2 HMFH2Z Mo{g = U&LICH EfTE 7(gt ez MM AE K|oist
o IAM ZAo| =271 240l M BT 23 =7 7[E A8 Y =+ JU&LICH

Ol € S04, AFE X7} O|F 0 2l A 9| Owner EN 591 2 E Amazon Security Lake 22401 CHE
A HMA HEt S A5 5185t HMS dHE &= &Lt

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner": "${aws:usernamel}"}
}
}
]
}
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ElAAN El2E FTt6tH E|AA0 CHEH HMAN FEES & £+ A
ZF7t5t7| Mol Ef2E A8 5104 2lA A CHEF BHAE AMofE
and Access Management (IAM) H2HE HE S LA,

g2lAA0] Ef FT} 200


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonsecuritylake.html#amazonsecuritylake-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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Console

Security LakeE AWS 2| &35t 7Lt FSRIE 445t Security Lake 2&2 2|20 Ef

Z7tste M (X|Y¥ EE 2SR HIO|E] 0|3 F4) 2 MIZELICH 2lAAE MAs M 2

__| X|Eof ek Elaaol Ef2E FIHSHAMAIRL.

Securururity Lake 2&2 AL&3t0 7|E 2laA0| stk Ol Q| ENOE F7tsted™ ChE HAHE M
EML.

ElaAol B2 E F7HEfLICH

Security Lake &2 & (https://console.aws.amazon.com/securitylaken/)2 3L|C}.

2. EfE F7Ist1 Al2 2lAA 8o el CHE & SHLIE =& EHL|Ct.
- OIO|E Bilo|3 749 A2 &M FHolM 2[HE MElgiLICH O3 CHS 2l E|o|20|M 2l
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5101 L SAE MM 2|™Mg MEHEILICH Eol= Al 21X 7|& £ S AR LFEEILICE
3. MWEg MEdFLIC.
4. Ef(Tags) MM =& FLICE o] MMol= 3Kl 2laso] €T E EfO7F 25 LHFELICEH
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake AL 7Hol=

- Oo|E 8llo|3 74 - CreateDataLake® dE A& t7{LI AWS Command Line Interface (AWS
CLl) & Ar8sts B¢ BHES AT LICE create-data-lake

« T5Xt- CreateSubscriber® 42 At&3t7{Lt, & ALE5HE B2 create-subscriber BEE &
gLt AWS CLI

LM tags TEHOIEE AFEstod B[40 FIHE 2 Ef 32| Ef T F|(key)2t ME4A BT Zf
(value)E X|EELICH tags TEtOIEE A BfES KIERLICH ZF 2= e 7] & AZEl Ef
I zhe x|&EL|CH

7|E 2|20 5tL o| 4ol EfaE F7t5HE{™ Security Lake APIS| TagResource® 12 A8 5t
7L}, E A8 35t= B tag-resource HE S ARSI AAI2 AWS CLI. LM Ef2 & FItst2d=
2lAA 9| Amazon ElAA O|F(ARN)Z X|I'HELICt tags I2tO|EIE AFE5t0 F7He 2 Ef 19
EN T Zl(key)2t MEHA] Ef T Zf(value)S K[EELICH Create 2 L BHO| ALt OtEH7HX|R
tags ItEtO|E{= 7HA| S HH, 2F e 71T StLtel JHA| S #t3d Ef T 22 R 'LICH.

01|§ So0{Cl=2 AWS CLI HH2 Ef1 70| Y= Environment Cloud Ei 7|E X|HE LS Ko
Z7tgtLICt o] oIM|E Linux, macOS EEE Unix22 2 ZTUE|QOMH 7ISMHE =07 2lsH e<eh
Al(\) £ AL EXE AL ELICH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=Cloud

%l

s resource-arn2 E{1E FIIE #5X2| ARNS K| gLICH
s Environment2 #+SAt0l F7+e Ef2 9| e F|ILICH.

« Cloud2(E) XIHE B2 F|(Environment)Q| Ef1 ZtIL|C},

CHS ofXoll M FE2 F5Ktof o2 i E FIHEfLICH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-
doe
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html

Amazon Security Lake NE=IN ] o] )=

tags HiE Q| Zt JHA|0l= key & value Q7 25 EFLICH J2{Lt value Rl 22 B B
AEY s~ U&LICH Y L2 BT 719 4ZASHK] f2B4™ value @l 2E2 XIHSHK| OFAA|
Q.0|E E0{Cts WY HAE B 20| 8= Owner Ei 7|E F7HELICH

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

EHZ Ztd0| B 3™ Security Lake= Bl HTTP 200 SE & ttetetLIch 22 X| &t 2™ Security
Lake= 2r40| Almligt O| R E LIEFHLHE HTTP 4xx == 500 SE S gtetgrLct.

Amazon Security Lake 2|AA0]| CHE E{ BE

Security Lake & = Security Lake APIE A& 3101 Amazon Security Lake 2240 Ef1 (Ei 7|
otEfO A 2F)E AEE = JU&Lch

Console
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1. Security Lake 2 & (https://console.aws.amazon.com/securitylaken/)2 &3 LIC}.
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake AL 7Hol=

API

zZ2Oi HAoZ J|E ZAA9| H:LE AAMSt T AE5t24™ Security Lake

ListTagsForResourceAP|2| & J% 2 MAI2. 20| resourceArn LtO|E{E A& 50d
2|AA 9| Amazon 2lAA O (AR )° X|&&tL|Ct.
At

AWS Command Line Interface (AWS CLI) & AIE3lE B2 list-tags-for-resource @& S Al
resource-arn Lt2tO|E{E AFE5t0{ 2|44 9 ARNS X|™ELICEH of:

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

Aol ool arn:aws:securitylake:us-

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890abe 7|&
7Rl ARNRILICE.

0| A-Z8t2 Securururity Lake 7} tags HiQIS BHatstL|Ct HiQdo| Zt ZHx|= SR 2lA A0
E Ef ({3 Z|et Ef T 2F 2 F)E RIFEE LI o

ok 1>
ofl 12

{
"tags": [
{
"key": "Environment",
"value": "Cloud"
b
{
"key": "CostCenter",
"value": "12345"
b
{
"key": "Owner",
"value": ""
}
]
}

0{7|M Environment, CostCenter, Owner2(£) 2laA o &2 E Ef 7|LICH Cloud2(E)
Environment Ef1 7|0l AZE Ef2 gEILICH 123452 (=) CostCenter Ef1 7|0fl HAZE Ef
1 ZrdLlct owner B Z|of 2 E Ef gfo| gi&LCt,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/list-tags-for-resource.html
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Amazon Security Lake 2|A A0 CHEH E{7 TE

Amazon Security Lake Z|AA Q| B (B} 7| EE= Ef 25 E TRIS24™ Security Lake 2& £
Security Lake APIE A& & == /U &LICH.

/A Important
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|dentity and Access Management (IAM) 23S HESHAI2.

Console
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4. EiT(Tags) Al4dg ST ELICH BT Mdol= X 2laco EFE 2E 7 LhFELICH

- ZIE Bl 7|8 #HE5te{™ Bl 2ol /U= MHE MESELICH 32 CHE Add new tag(AH EH
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https://console.aws.amazon.com/securitylake/

Amazon Security Lake AL 7Hol=

- 7|& e 22 M7HstedT 2ol 2 El &f 4 RtoM XE MEigLCH
- ZIE (e 7| Y BT g 25F)E M 7H5te{™ e }o| AM|7HE MEHEL|CE.

Blast 20H507H0] 418 JHE 4 QLICH EIT Flols AICH 128K AHSE 4 2L
CF. EHL Ztolls ZITH 256XHE ALSE 4 UBLICH 2R BAF 24 BYEE . 1/=+-@

API

IZOpY BHAO 2 PIAAO|E OE HWERISIH Z|ZE EN2E M ZS 2 So{AMAH ElLct. kA
Efl2E WESE 71 E2 WH2 el 7|18 WREX| B /2 WEAEX| E= E CHE HEEX|

7
of el EetEL/ch ej 71§ HEsted™ 27 i E M7stm A Ef 2 E F7HefLCh.

E} 7|et HAZAE E O ZI'FJ HESHHLE M 7{5t24™ Security Lake AP12| TagResourceZrd2 At

. AWS Command Line Interface (AWS CLE AI235t= A< tag-

e AI§:I>-Ig|.AIA|_<‘D__ SHME D 2t WA EE MHsE{E 2lAA 2 Amazon 2|4
X

E} 1 2t 2 HESIE{™ tags Tt2tOIEE AHE5t04 Ef g2f2 ¥HEst2d= el 7|1§ RIEELIC.

et 710 M BT 22 RI™ELICH o & &0 TS AWS CLI B3 2 X[™HE Cloud TS Ao AH|
On-Premises &E & Environment Ei1 Z7[Q| E{1 gt2 oM &2 BZEFLICE 0| 0i{A|= Linux,
macOS EE= Unix@2 2 ZBE|IOH 7H5-d2 =0|7| flal #HEehAl(\) & HE EALE AFSE U
Ct.

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

A x|:

« resource-arn #S5XIC| ARNS X|HELIC}.
« Environment Y1Z8E E{f1 2ot AAQE Ef1 7|ILIC}.

« On-Premises2 X|™HE B F|(Environment)oll AL&E AH EH2 ZEILCE.

E}2 7|0l M EN 2 2L 2 AM7{5tEd™ tags Wet0|Eol| 7| value @l 2t XIHStX| OFAAIL. of:
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
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$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=0Owner,value=

2r40| 43 35tH™ Security Lake= Bl HTTP 200 8 &2 Btet&LICt JZ X| 2627 Security Lake=
Zrdo| Almlist O|FE LIEFHHE HTTP 4xx &£ 500 SE S BHEHEHLICH

Amazon Security Lake 2|AA0|AM Ef1 XA

Amazon Security Lake EIAA0|M Ef2E A|7{5H24P4 Security Lake & £ Security Lake APIS
ArEE = A&LCH

/A Important
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https://console.aws.amazon.com/securitylake/
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$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment

0{7|M resource-arn2(£) i1 & M7HE F 5% ARNZ X|™H35t T, Environment2(£) A
7{g Bl o Bj T 7| LCh,
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$ aws securitylake untag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tag-keys Environment Owner
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/untag-resource.html
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$ aws securitylake list-data-lake-exceptions \
--regions "us-east-1" "eu-west-3"

Security Lake AFE XA 22X E= 27
CreateDatal.akeExceptionSubscription&f
Queue Service (Amazon SQS) CH7 |[¥ 2 ™
2 22 = UA&LCH AWS Lambda
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2 A %ﬁ MAI2. AHEXtE O|HIY, Amazon Simple
S H§TE TS T TV|E XHEe ZEEZE S8l €3
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Ct. O] oAM= Linux, macOS EE £ Unix&
EXE AFSELCEH

&l Security Lake 02| & 2lE X|HE HHof| 2L
SHE[ROTH 7= £0[7] 25 MEeAl\) & AS

i

$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lake-exceptions.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/troubleshooting.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-database-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-database-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-table-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-table-permissions.html
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https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html
https://docs.aws.amazon.com/athena/latest/ug/troubleshooting-athena.html
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https://console.aws.amazon.com/lambda/
https://console.aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/security_iam_resource-based-policy-examples.html
https://docs.aws.amazon.com/glue/latest/dg/security_iam_resource-based-policy-examples.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_troubleshoot.html
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/sqs/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/security-lake/pricing/
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