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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://console.aws.amazon.com/securitylake/
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
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https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-welcome.html
https://docs.aws.amazon.com/powershell/latest/userguide/pstools-welcome.html
https://aws.amazon.com/developertools/
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--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":[{"days":60,"storageClass" :"ONEZONE_IA"}1}},
{"encryptionConfiguration": {"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-

east-2","lifecycleConfiguration": {"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}1}3}1"' \

--meta-store-manager-xrole-arn "arn:aws:iam:us-east-1:123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
https://docs.aws.amazon.com/security-lake/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-AmazonSecurityLakeAdministrator
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylLakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":103}}}]1"' \

--meta-store-manager-xole-arn "arn:aws:iam::123456789012:role/service-role/

AmazonSecuritylakeMetaStoreManager"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakes.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/permissions-reference.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-cat-perms-named-resource.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
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https://docs.aws.amazon.com/security-lake/latest/userguide/AWSServiceRoleForSecurityLakeResourceManagement.html#create-slr
https://docs.aws.amazon.com/security-lake/latest/userguide/AWSServiceRoleForSecurityLakeResourceManagement.html#create-slr
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
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"Sid": "Grant permissions to designate a delegated Security Lake administrator",

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministrator",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization"

1,

"Resource": "*"
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API
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$ aws securitylake register-data-lake-delegated-administrator \
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_RegisterDataLakeDelegatedAdministrator
https://docs.aws.amazon.com/cli/latest/reference/securitylake/register-data-lake-delegated-administrator.html
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--account-id 123456789012
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$ aws securitylake create-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName" :"ROUTE53"}, {"sourceName" :"SH_FINDINGS"}, {"sourceName":"VPC_FLOW"}1}]1"'
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeOrganizationConfiguration
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake-organization-configuration.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeOrganizationConfiguration.html
https://console.aws.amazon.com/securitylake/
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$ aws securitylake deregister-data-lake-delegated-administratox
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$ aws securitylake delete-data-lake-organization-configuration \
--auto-enable-new-account '[{"region":"us-east-1","sources":
[{"sourceName":"SH_FINDINGS"}1}]1"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeregisterDataLakeDelegatedAdministrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/deregister-data-lake-delegated-administrator.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeOrganizationConfiguration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-data-lake-organization-configuration.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html#orgs_how-to-enable-disable-trusted-access
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-data-lake-sources.html
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$ aws securitylake get-data-lake-sources \
--regions "us-east-1" \
--quexry 'datalakeSources[].[account,sourceName]'
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St B2 list-data-lakes BEE AWS CLIA T LICH regions ItEtO|E{0= 2|70 CHEF 2|
FAEE X|HELCH (o: 0= 88 (HXIL|oF S8 Bl 8us-east-1). 2| ZE SE2 AWS &
3+ & Z= 9| Amazon Security Lak A= ZQIEE AZXFAA|IR. ListDatalakes U2 23 0lM
K-8t ZF 2[do| Clo|E Bllo|= T4 AP gtetELct 21 E X85t K| 2 2™ Security Lake=
Security Lake& A = e 2t 2|TH0i| A Cl|O|H Bijo|3 2o AEf 2 724 M HHEHEFLICH.

0 € E0{CHZ AWS CLI H™-E2 eu-central-1 2|0 Q= ClO|E Blo|=Zo| AEf & M4 MY
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$ aws securitylake list-data-lakes \
--regions "us-east-1" "eu-central-1"
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$ update-data-lake \
--configurations '[{"region":"us-east-1","lifecycleConfiguration": {"expiration":
{"days":500},"transitions":[{"days":45,"storageClass" :"ONEZONE_IA"}]1}}]"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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« AWS Glue TIIE|ME S235}7| Q8 IAM &

@ Note
Security Lake 2£2 AI8 & [ Security LakeE= AFE XIS CHAISH09 O|2{EH IAM &S M
St7{LE 7|E g2 A2 ELICH 24U} Security Lake APl EEEE AFEE = O[2{8 &t
Mgl of & LICH AWS CLI

Clo|E SANE & IAM

ok

Ol IAM &3& 2 Amazon S30i 0] 2|0l AX 24 22 O|HEE SHME = s HEHE FofgfL

olgfst HetE Boisl24 HF Al SecuritylLakeZ A|EsHE IAM Q&S MASID CHS ME XA
£ dgtol edZsHok B LIt Security LakeOll M £ 2T WEE mf A& 2| Amazon 2|44 O|F
(ARN) O] Z28tL|Ct. o] H&0{M sourceRegionsE 7|04 destinationRegions 2|70|H £
2Lt
JSON

{

"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowReadS3ReplicationSetting",
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https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#custom-sources-best-practices
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"Action": [

"s3:ListBucket",
"s3:GetReplicationConfiguration”,
"s3:GetObjectVersionForReplication"”,
"s3:GetObjectVersion",
"s3:GetObjectVersionAcl”,
"s3:GetObjectVersionTagging",
"s3:GetObjectRetention",
"s3:GetObjectLegalHold"

]I

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*",
"arn:aws:s3:::aws-security-data-lake-[[sourceRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount”: [
"Lf{bucketOwnerAccountId}}"

}
},
{
"Sid": "AllowS3Replication"”,

"Action": [
"s3:ReplicateObject"”,
"s3:ReplicateDelete"”,
"s3:ReplicateTags",
"s3:GetObjectVersionTagging"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-[[destinationRegions]]*/*"

1,

"Condition": {

"StringEquals": {
"s3:ResourceAccount”: [
"{f{bucketOwnerAccountId}}"
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}
ChS AR YA E dgtof ME 5104 Amazon S37} g2 & = ULE
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowS3ToAssume",
"Effect": "Allow",
"Principal": {
"Service": "s3.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
AWS Key Management Service (AWS KMS)2| 28 2| 7|E A
E ¢= 35t B Oole S| HRo| Mt ool Ctg Het
{
"Action": [
"kms:Decrypt"
1,
"Effect": "Allow",
"Condition": {
"StringlLike": {
ice": [

"kms:ViaService":
s3.{sourceRegionl}.amazonaws.com

n
"s3.{sourceRegion2}.amazonaws.com"

L

835104 Security Lake CilO|E{ 2|O]
= 0{5H of & L|Ct.

=2
= T

iF
"kms:EncryptionContext:aws:s3:arn"
aws-security-data-lake-{sourceRegionl}*"

"arn:aws:s3:::
"arn:aws:s3:::

}I

o

aws-security-data-lake-{sourceRegion2}*"
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"Resource": [

"{sourceRegionlKmsKeyArn}",
"{sourceRegion2KmsKeyArn}"

Sl

"s3.{destinationRegionl}.amazonaws.com",

"kms:EncryptionContext:aws:s3:arn": [

"{destinationRegionKmsKeyArn}"

]
},
{
"Action": [
"kms:Encrypt"
1,
"Effect": "Allow",
"Condition": {
"StringLike": {
"kms:ViaService"
1,
"arn:aws:s3:::
]
}
.
"Resource": [
]
}
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aws-security-data-lake-{destinationRegionl}*",
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Console

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.

2. EHM Fo| MY olol M BY 2IXg MetgLict

3. 43 M ohs BY 2N £7HE Mg
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https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#create-data-lake-admin
https://console.aws.amazon.com/securitylake/
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Security Lake0l| 22 Z& [ EA
Lake A[ZF5H7| EHHE TR SHAA|

API

2 FIHE = U&LICH XHMIEH LH& 2 Amazon Security

Z2OY Ao 2 EY 2|ME F715H24H Security Lake AP12| UpdateDatal ake 242 AHE
gLIch & AH83tE E% update-data-lake BES AWS CLIA-ELICH 27 Al region EEE
At&sto{ E 2[T™of| CIOIEE M3 E 2IE XYt A AIR. replicationConfiguration I
Et0|E] regions HIYHIM 2t 2 2|FQ| 2|1 ZEE X|HELICH 2™ ZE SE2 AWS ft
Zt = o] Amazon Security Lake AEZQIE E X FHAAI

ot

o€ E0{C}S HH2E EY 2|™ap-northeast-222 MABILICH us-east-1 SIS ap-

c
northeast-2 2|70i Cl|lO|EH& MBS & LICH EHo| oMol M= Clo|E 2lol=zofl F7HE Z4A|of
CHSH 365 2| Btz 7|7HS M EL|C} O] oAl & Linux, macOS EEE Unix8 2 2 EAI0| X|H KL
H, 75482 =0|7| I H&eiAl(\) & AL EXE AFSELICEH

IIH)I

$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration":
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-2"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"lifecycleConfiguration": {"expiration":

{"days":3653}}}]1"

Security Lake0l| 2 2 &/ & i

HEg M EY 2IME FIHE = U&LICE 0|F A St24H CreateDatalake
S MEBELICHEEE AP%&E B AWS Cllcreate-data-lake BE). 2EE & 2 2™ +
Moil cHEr AFMIEH LHE 2 MM S &= 6FM 2 Amazon Security Lake A|ZFSE7].
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://console.aws.amazon.com/securitylake/
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6. O™ XES MEiELCt

API
ZzZ2aid HAlo2 EY B|ME F445H2dH Security Lake APIS| UpdateDatalake 242 AHE
gLICh & A83tE E% update-data-lake BE S AWS CLIA™AE LICH 2 Al X[ &= otetdl

EIE AtEstod 2H dHE XIHHAAL.

710 2| F7I5t2{™ region EEE AFE5t0 FIHE (Mol 21M 2= o
replicationConfiguration 2%l regions HIZHIM CIO|EHE M3 & ZF 2 2Tl 2|
EE X|IFELCh 2| Z2E S 852 AWS Ut X 9| Amazon Security Lake QIEZQIEE F
FAAIR.

F2 FE 272 M7Hs2{™ region ZEE AFE6tod M7HE 2|Xe| 2|M Z=EE R|HEL
. =3 m2toleof chst 22 XI™EhLIct.
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0°|' ol
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& E0{Ctg BB 2 us-east-1 UE ZF 7(0] 2|Mus-east-292 L EFLICL F EHEF
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"xregion":"us-east-1","replicationConfiguration":
{"regions": ["ap-northeast-3"],"roleArn":"arn:aws:iam::123456789012:role/service-

role/AmazonSecuritylakeS3ReplicationRole"},"1lifecycleConfiguration": {"expiration™":

{"days":365}}},

{"encryptionConfiguration": {"kmsKeyId":"S3 MANAGED_KEY"},"region":"us-

east-2","replicationConfiguration": {"regions": ["ap-

northeast-3"],"roleAxrn":"arn:aws:iam: :123456789012:role/service-role/

AmazonSecuritylakeS3ReplicationRole"}, "lifecycleConfiguration": {"expiration":

{"days":500},"transitions":[{"days":60,"storageClass":"ONEZONE_IA"}]1}}]"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-data-lake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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* glue:CreateDatabase

* glue:CreateTable

* glue:GetDatabase

* glue:GetTable

* glue:UpdateTable
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* s3:GetObject
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowUpdatingSecuritylakeS3Buckets",

ANE E HEt 2B 35

(ML Uy



Amazon Security Lake Add a permission2|

"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,

"Resource": "arn:aws:s3:::aws-security-data-lake*",
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}
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https://docs.aws.amazon.com/security-lake/latest/userguide/internal-sources.html#update-role-permissions
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-aws-log-source.html
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® Note
Security LakeE #4385t x| &f2 E[H00| 2FE MEstH LRI LMELICH siY 2™
0l A Security LakeE & 4335t 7Lt regions It2tO|E{E AFE 5104 Security LakeE &AM

stet 2|™et X|Hstod 27T E sHEE + U&LICH

$ aws securitylake create-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]',regions=["us-east-2"],sourceVersion="2.0"

AN F4E| A =| oEH 7|.X;|07|

= 71—

HA|A e MEHStT EHAlof mHet $1KH 2IRoIM 2 4 F0] BAISHE A U AAO| ALAS 7}
ML
Console

SRl 2™ 22 7 HEHE 7IX{E{H

1. Security Lake 2 £ (https://console.aws.amazon.com/securitylake/)= 3LILC}.

2. EMEM AHYEE MEdELICH

3. LA Fo|HFE Qo HME oM MEHE A ™o CHal E-5tEl 208 &l = /JU&Lch
API

Kl 21 23 £ E| AEHE 71K 224 Security Lake API12| GetDatalakeSources 242 Al
S38tLICH & M85HE B2 get-data-lake-sources WS AWS CLIAEEILICH accounts T2t
OlE{e] AR stLt |42 AWS HAH IDs SE2 2 X|HE 4 Q&LICH 2% 0| HFsHH Security
Lake= Security Lake7} C|O|E{E& +=&5t= AWS &A% ZF AAO| HEHE EE 510 X 2|9
e A-o Ciet A4S BHEHEELICEH accounts DFEHOIEIE Z &SR] fo ™ S 2[™olM

)+
Security Lake7} #EE 2 E AHEo| Cist 21 +E| AEl7} SEoll ZEELICH

M 2I™HoM XIHE A"l 20 =& dEfE AMELICE of of
SA0| XIEEH, 71548 E £0|7] 2lsl #&eiAl(\) & A5

o

o & 50{C}3 AWS CLI HH2
XM= Linux, macOS EEE Unix82
EAE AFEELICH

0
Hu

38


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeSources.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/get-data-lake-sources.html
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$ aws securitylake get-data-lake-sources \
--accounts "123456789012" "111122223333"
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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https://console.aws.amazon.com/securitylake/
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$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts="'["123456789012",
"111122223333"]"',regions="'["us-east-1", "us-east-2"]',sourceVersion="2.0"
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$ aws securitylake delete-aws-log-source \
--souxrces sourceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_AwsLogSourceConfiguration.html#securitylake-Type-AwsLogSourceConfiguration-sourceName
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/controltower/latest/userguide/logging-using-cloudtrail.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/CloudTrail
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/CloudTrail
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/EKS%20Audit%20Logs
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logging-configurations-managing.html
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Route53
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Route53
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/Security%20Hub
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/Security%20Hub
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.0.0-rc.2/VPC%20Flowlogs
https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/VPC%20Flowlogs
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-data-protection-and-logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
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https://github.com/ocsf/examples/tree/main/mappings/markdown/AWS/v1.1.0/WAF
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteAwsLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-aws-log-source.html
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$ aws securitylake delete-aws-log-source \
--sources sourceName=VPC_FLOW,accounts='["123456789012",
"111122223333"]"',regions="["us-east-1", "us-east-2"]',sourceVersion="2.0"

CtE ol Alo M= XIEE A™ & 2[00 A Route 538 LA 2 M{ELICH

$ aws securitylake delete-aws-log-source \
--souxrces souxrceName=ROUTE53,accounts="'["123456789012"]"',xegions="'["us-east-1", '"us-
east-2"]',sourceVersion="2.0"
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M ELICtAmazonSecuritylLakePermissionsBoundary.
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o &AL Security LakeOll A= ZHA|E F498H= AWS Lake Formation El|O|2 2 A FLICH
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[ Che 7 AFEHS S0k BLICH Ol2{Et 27 A
om Azl 22 BM AL Aol IFS 01E 4 UL

Securlty LakeOl| At} X|H AAE F7H5]
2 555X ZotH dso| IS 0|E += U0

LICE.

>

Ab of2lof Q= S3 ZHx| ME 2 Security Lakeoi| G| O]
7h ZEE HEol B2 1 RE OCSF (ZHEE Ato|H
é5’|E|P “FHI 22l3) O|HE SeHAE ZtZt H o] HES Z AN|E3HofF & LICt Security Lake=
A X AATFS3 HEO| XIHE 2%

- N8R K|IH AA0M £EIE ZF S3 A= Apache Parquet IHY EAlg

é X

« A7|0} - Parquet &4 ZHA| Li 2| 7—f T Lo SUS OCSF O|HIE 2y

>l T o

J> 0|:o ro i o>

o2

1l
Security Lake= Parquet HH& 1.x 2 2.xE X[ & LICt. OlO|E{ I O|X| 2 7|= 1MB (HIZ F)E A|
shaloF BHLICH & 2 & 37|= 256MB (2=)E ‘x| ofotof BHLICH Parquet ZHA| LY &= o] AL

zstandard7t M= EL|Ct
- IEIMYE - A= 21T, AWS A H, eventDayE IHE|M'F5HoF B LICEH A ol= T A7 2040k &
LICtsource location/region=region/accountId=accountID/eventDay=yyyyMMdd/.
. 248 27| W & - Security Lake2 MSE IUS O|HIE L 520 12UK| BE Wiloz
S0k BLICH T 2|7k 256MBE 04 AHF THUS 2B 4+ UALICH 243 W 27| 27 Age
22| M52 2I6H Security Lake S %|X{3l5H= ZdQLICH AP X|H AA @F AL S [EX| oo
™ Security Lake S0 F&2 0O/& = JU&LICH

. ’é, - Parquet @4{2| Z} Z4A]| LHoi| M Cl|lo|Ef #{2| HI& S E£0I[7| ?lsl BlZEE AlzhE= F=Es

o

;

OCSF AZ T 7= A2350 AFZ A X AATIQF S &tE|=X| #QIEHL|CIOCSF Schema. A
X} X AA 0| BL Security LakeE= OCSF B 1.3 0|52 K| grLICH

Security LakeOl M AL XL X|H AAE wEst7| 218 LEIME 2F AHY

E8M0l OlolE M2l & #H2IE 0|5 H 5t2d™ Security LakeOll AR AF X[ AAE FIHE [ IHE|
2N U IT| F AES SFaHok FLct.

AHH = LA IR, AWS EIF, AWS H-HEmE=E Z&stof 2 LICt.
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https://schema.ocsf.io/classes?extensions=
https://schema.ocsf.io/classes?extensions=
https://github.com/aws-samples/amazon-security-lake-ocsf-validation
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- IIE|M O|o|H Bz ol E4A2 &Lt

/ext/custom-source-name/region=region/accountId=accountID/
eventDay=YYYYMMDD.

oAl HHZ! 0|0 = ME LE|M2 &lLICtaws-security-data-lake-us-west-2-1lake-
uid/ext/custom-source-name/region=us-west-2/accountId=123456789012/
eventDay=20230428/.

S S52 S3 2= mtE|Mof A4S ElE mieto|EeE et

Security Lake7t AF& Xt K| &4 O|O|E{E A& 5t= Amazon S3 HHZ! 2| O|F &JLCt.

source-location— S3 H{Z!o] /= AL Rt X[ £ A 9| HF AL Security Lakes= X|HE &4

O| 2E S3 A E o]l HF AL of2oll MEHStH HF A= Y 240 TRELICH

« region- HIO|E{7t YEEE|= AWS 2| CHAL|Ct. o
Virginia)& Ar&35tod O|=F SR(HX[Lot 58) 2|Te
= 5o gfLCt.

£ £0{US East (N.
Security Lake HZ!0]| C|O|E{E 2

+ accountId- AA TE[MQ| EJI:' =7} ##E AWS AHE IDYLICH 2|F AXn g
HE HIZEQ B external E=9 €2 EAE2 A8 St AWSXKO| E&L
Clexternal_externalAccountId. O| O|& X CHRE AMEU5H 2|5 A ™ IDs 0| X|'HO|
CHE ID Ze| A|ARIM X #EI5tE AWS H™E IDs £ 2|5 HH IDset S=5tK| A& 2
SotX| &t H & = A& LT

- eventDay - B|ZEQ| UTC EtARZ 28X} EXIYE() Al AlZte 2 FEIL|ICHYYYYMMDD.
HZE7 O|HE EtJARMIof CHE A|ZICHE XIM5tE 30| THE|M 7|9 EF AR ZE UTC

2 HgrsljoF ZLich

Security LakeOll M AL XF X[ AAE 71617 It A =7

ofr

MEXt X £AAE FIIE M Security Lake= #&0| C|O|E 2l|o|3.2| 2HIE <|X[of CIIOIE{E £
T UL E §{85t= IAM g2 HMELCH HE 0|§2 A2 [ELICH AmazonSecuritylake-
Provider-{name of the custom source}-{region}0i{7|M regiont= AFEX} X|'d AAE
ZF7tst= AWS 2| LICH Security Lake= C|O|E] 240|301 CHEF HMAE 5ot HAMS AF
of 94Z4stLIct 174 |3 AWS KMS 7|2 HIO|E] 20|38 Y5358t B2 Security Lake E o3ghof
kms:Decrypt & kms:GenerateDataKey T™30| Q= MM T 4ZAFLICE O A& o HE BH =

Bh= AWS 2213 2o ofsi MHELICAmazonSecuritylakePermissionsBoundary.

|
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» Security Lake HHZ! 2| X|0of| CHEF A 7| HMAE 5{Est= IAM 38 HHE(API & AWS CLITE EHA)

Pal
00
Pl
>
0
b
>
i
i
d
o

7] Tof CtS X YUE s HEo| A=K] gt

et = Ql5tE{™ IAME2 AP 5104 IAM A4 S Hof @1ZE IAM
|. (o)

|
= —
o Yol HEE MEA X|H AAE FIIEHT| flal s&E =

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StopCrawlerSchedule

* iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

* iam:PassRole

* lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject

S AP A X|H AL 229 O|HEE £+=%£|510{ 2HFE AWS Glue H|O|E{H|O|A

o|z{8t 2tde 3l A
&35t Amazon S30f K& E 4= Ql&LCt

ot Hlolgz ™

clolE{ glola el M & 253510l AWS KMS 7|1E AF83tE Z9 , kms:DescribekKey 3!
kms:CreateGrantOl CHet HetE EREL|Ctkms: GenerateDatakKey.

/A Important
Security Lake Z&& AE35t0{ AR} X|H 24 E FII6lEs B OIS BHE AUF I 2
Zlget = Q& LICkSecurity LakeOll AL R X|Z AA F7}. Security Lake 2&2 ZHASHE Al
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& ZRMAE MBS, LR DE IAM SHES ML S CHAI 7|Z 988 A8 H

LIct.
Security Lake API &= AWS CLI € AP 5104 AFERE X AAE FIt6leie B CHS A
£ 7% T804 Security Lake H{Z! QIX[01 CHEF M 7| HM|AE 5|85t 1AM e M5t

LIct.
Security Lake HHZ! Q| x|0| CHEE A7 | HMAE 518 5t= IAM 38 (APl 2 AWS

CLITE THA|)

Security Lake APIZ AF23t7{LE ALl K| AAE AWS CLI F£7}H5HE ZBR0| IAM bE g F7 +%+04
MRt XI’H &4 HIO|E{E I 261 C|O|E{0i| M THE[ME AlE AWS Glue H&t

A Ol=
—_e= 1=22 T AN -
22 889 dbol=se o B

LIC}. Ol2{8F mtE[442 C|0|E & st Ti|Oo|E ZHE 2 20{ A E[O]

QerLct
O IAM H& g Ho|st ol 248 o] Amazon ElAA O|S(ARN)O| Qlo{0F AL A} X|H AAE F7}HE
&= l&Lct

arn:aws:iam::aws:policy/service-role/AWSGlueServiceRole AWS #Z|& HMg HAZH
afiofF &fLCt,

LZIQft HEtE 04524t AA8XF X1 AA0| A CIO|E{ T2 AWS Glue 3 E24 841 AWS Glue
Data Catalog0llAM El|O0|2 2 H&/MEIOIEE = UL T AFol Cts Qletel HAMS st m Z&atof

"Version":"2012-10-17",
"Statement": [
{
"Sid": "S3WriteRead",
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket/*"

AMEXRH XY £AE FItst7| /gt AT 2F AHE 51



Amazon Security Lake Add a permission2|

QIF IDE VIHIo R HEeE e = U=E AWS A ALE5H0{E 5{E5tE{™ CHE 4= HAZ ¢
Azt
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "glue.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
& A KMS 7| =3

AR R AAE FIlstedE 2I71e| S3 HAlo| 1 s 2 4S5t E A o
of CHS MAH T @44 AWS KMS keydH OF EHL|CH.

"Effect": "Allow",
"Action": [

"kms:GenerateDataKey"

"kms:Decrypt"
1,
"Condition": {

"StringlLike": {

"kms:EncryptionContext:aws:s3:arn": [
"arn:aws:s3:::{{name of S3 bucket created by Security Lake}"

iy

"Resource": [
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"{{ARN of customer managed key}}"

Security LakeOl| AFEAF X &~A F7}

AWS Glue AE8E &
AAE FIHELICEH
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>
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Console

= = Y

2. HO|X| LB 4T AWS 2| MEHT|E A8 5104 AFEAL X|H AAE e 2™ S M=)
ghlct.

3. EMEFOMAISA XH LA E MEHEHCHE AFER X &4 BHET

4. AMEXX|H A4 ME HE MMM AFSX X[H £AA0| ™ S
ghLICh 37 ChS AF8RF K| AA T} Security Lake2 T1&E O|OlE
O|HE ZeiAE MEAELICE

5. AWS H X O|o|E| A7| HEt0| 9= AL olo|E| dlo|3 0|l 29 OHEE 7|28 AF2X}F K|
M AAOAWS HE ID X 2| IDE YA ELICH.

6. AH[A HAMAS AL M MH|A A" S BHE0{ AFE Sl 74LE Security LakeOll AWS GlueE 7t
S Edte HetE Boists 7|E MH|A 2 AISstAAR.

7. ‘MM(Create)S ME4EFLICE.

API

2O HAlo = ASA X[H AAE F7H5HE4H Security Lake AP12]
CreateCustomLogSource H U2 AL SHAAIL. AFZ A X|H AAE HM5HEdE AWS 2|7 0dl A
ztod2 AR EHLICH AWS Command Line Interface (AWS CLI)E AF23HE 2 create-custom-
log-source BWHS AErLICH,

QFE Al X|HEl=E TetOEE AFEstod AF8 A X8 &40 714 MY

fjo

X|H3I AL,

* sourceName - £249| O0|§& X|HELICt O|F2 2|™ 17 2folo{of &rLICh.

[t
« eventClasses - 5tLt 0|4 2| OCSF O|HIE ZFEHAE X|H50 AAT} Security Lake2 &
& ol RS MYEELICH Security Lakedl A AA 2 K| E|= OCSF O|HE ZEiA |52
Open Cybersecurity Schema Framework(OCSF)& & Z35HM 2.

=
=
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-custom-log-source.html
https://schema.ocsf.io/classes?extensions
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« sourceVersion- MEHXMO Z 72 X|HGt0d 2O &S AIEXF X|H AA H|O|E{e] EXH B
O Z Mgte &= U&LICH

« crawlerConfiguration- AEHE FE57| 25H A48 IAM 23& O] Amazon 2|4 A Of

(ARN)2 AWS Glue X|EELICH IAM &2 HM5t= RHM[E BAIE AASRE XIE &4
5t7| @eF A RS2 B EFHAMIL.

- providerIdentity - 247} O|O|E{ 2f|o|=0ll 22} O|HEE M= O AFEE AWS IDS} Q|
£ IDE X|I'dgLct.

- [>
S O

=
T

CHE oAl E ALEAE XIH A48 RIEE BT XHE 23 S2A A 23 £A2 F74
gtLict. o] MlM|E Linux, macOS & Unix82 2 EAl0| X|HEIH, 7548 &0|7| {I6 Haey
Al(\) E & EXHE AASELICH

$ aws securitylake create-custom-log-source \

--source-name EXAMPLE_CUSTOM_SOURCE \

--event-classes '["DNS_ACTIVITY", "NETWORK_ACTIVITY"]' \

--configuration crawlerConfiguration={"roleArn=arn:aws:iam::XXX:role/service-role/
RoleName'"},providerIdentity={"externalId=Externalld,principal=principal”} \
--region=[“ap-southeast-2"]

ol M AR K| AA HIO|E| YO|0|E §X| AWS Glue
Security LakeOl| At& Xt X|H £AAE

He AFSAE K™ AA0f st O
S

7} 5+ Security Lake7F AWS Glue A E8{E€ MEELICH 3 &
|E{ 2XE& Z™H5 T AWS Glue HIO|E{ ZIEf 21 E E|0|E 2 R

3 -I)|'

|2 AA AF|OFE |4l AE2 S X|5t1 Athena ! 7|E}F 72|

SEHE +S2Z A0 AASX} S
= RE A0 3 ojolE ERoM CHE

MEI20IM #El 7158 KXI8
W7 A B ShLivH SIS B9 2 ERIE M
- CIOIE| MEolE A ZI49] 20| BHLt 014 U LICH
+ COlEf ME Q| Yol struct CIOIE RE0| 2= Lol 3Lt Ol4rol M TEJt Y& LIC

I Ec] Aol cHet X|&E2 AWS Glue 7HE A QFHLHAM O] AWS Glue A E 2 M2 HZESHAMIR.

Security LakeE A&l 7|1E I E{E AtA|stHLE YUOIO|EE 4= Q& LICH AP A R|& AAE AKX
ot= AR LISol| 22 0|2 AH8XF X[H AAE OHE AH=o|etH HdAE I8 E AXleteE WOl &

&Lt
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https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
https://docs.aws.amazon.com/security-lake/latest/userguide/custom-sources.html#iam-roles-glue-crawler
https://docs.aws.amazon.com/glue/latest/dg/schedule-crawler.html
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K| E|= OCSF O|HE ZejA

OCSF(Open Cybersecurity Schema Framework) O|HIE EEA = AL X} X|H AA T} Security Lake
E ST OolH RS HFELC X[#El= O/HE oA S§2 Ch3a Z&Lch

public enum OcsfEventClass {
ACCOUNT_CHANGE,
API_ACTIVITY,
APPLICATION_LIFECYCLE,
AUTHENTICATION,
AUTHORIZE_SESSION,
COMPLIANCE_FINDING,
DATASTORE_ACTIVITY,
DEVICE_CONFIG_STATE,
DEVICE_CONFIG_STATE_CHANGE,
DEVICE_INVENTORY_INFO,
DHCP_ACTIVITY,
DNS_ACTIVITY,
DETECTION_FINDING,
EMAIL_ACTIVITY,
EMAIL_FILE_ACTIVITY,
EMAIL_URL_ACTIVITY,
ENTITY_MANAGEMENT,
FILE_HOSTING_ACTIVITY,
FILE_SYSTEM_ACTIVITY,
FTP_ACTIVITY,
GROUP_MANAGEMENT,
HTTP_ACTIVITY,
INCIDENT_FINDING,
KERNEL_ACTIVITY,
KERNEL_EXTENSION,
MEMORY_ACTIVITY,
MODULE_ACTIVITY,
NETWORK_ACTIVITY,
NETWORK_FILE_ACTIVITY,
NTP_ACTIVITY,
PATCH_STATE,
PROCESS_ACTIVITY,
RDP_ACTIVITY,
REGISTRY_KEY_ACTIVITY,
REGISTRY_VALUE_ACTIVITY,
SCHEDULED_JOB_ACTIVITY,
SCAN_ACTIVITY,
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SECURITY_FINDING,
SMB_ACTIVITY,

SSH_ACTIVITY,

USER_ACCESS,

USER_INVENTORY,
VULNERABILITY_FINDING,
WEB_RESOURCE_ACCESS_ACTIVITY,
WEB_RESOURCES_ACTIVITY,
WINDOWS_RESOURCE_ACTIVITY,
// 1.3 OCSF event classes
ADMIN_GROUP_QUERY,
DATA_SECURITY_FINDING,
EVENT_LOG_ACTIVITY,
FILE_QUERY,
FILE_REMEDIATION_ACTIVITY,
FOLDER_QUERY,

JOB_QUERY,
KERNEL_OBJECT_QUERY,
MODULE_QUERY,
NETWORK_CONNECTION_QUERY,
NETWORK_REMEDIATION_ACTIVITY,
NETWORKS_QUERY,
PERIPHERAL_DEVICE_QUERY,
PROCESS_QUERY,
PROCESS_REMEDIATION_ACTIVITY,
REMEDIATION_ACTIVITY,
SERVICE_QUERY,
SOFTWARE_INVENTORY_INFO,
TUNNEL_ACTIVITY,

USER_QUERY,
USER_SESSION_QUERY,

// 1.3 OCSF event classes (Win extension)
PREFETCH_QUERY,
REGISTRY_KEY_QUERY,
REGISTRY_VALUE_QUERY,
WINDOWS_SERVICE_ACTIVITY

Security LakeOl| A AFE R X[ A A AFE|

AAO0|M Security LakeZ C|O|EI1E O 0|4 ELHX| otoBiT AL X|H AAE AKISHHIR. AAE
M 7452 Security Lake= XIHE 2T L AHO| siE 240 Clo|E =& & SHétn FSAt= o
Ol #Eo| M LIO|EE MEE £ ei&LICt sHX|EF S Xt= Security LakeZt M[7{ oi| &AM
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Z|3t CIOIE{2 H& ARE 2 YUALICH O] XIEIS AKX XX AAS XHst= OO AFRE £ 9l
Lich 7|28o 2 x|HE|= M 7ol CHat REMISH LI 2 MME AWS MH|ARHZ 51 M| 2 Security Lake
AWS AH|A oilM H[O[E] =&,

Security LakeOll A AFE R} X[ AAE AKX E [ E Security Lake 22 QI8 20| 2t AAE AAQ &
HIgHAstaior gLICh SE S HIZ At stx| oM 24 50| Amazon S32 218 A& HMad 4
AA = L’l E'l-
Console
1. Security Lake & & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.
2. HO|X| 2LEF ¥l AWS Z|T MEAT[E AE5I0] ALE At X|H LA E MHE EIHE M
g LCh.
oA ol M ALBRE XIH AAE MEqELCH
E Meqgc

o
4. MHE MR X8 22
==
S =

MK X AL

API

z2aefY LAl R AFZRE K| AAE AMK|SHE{T Security Lake API2)
DeleteCustomLogSource 242 AF&SHAAI2. AWS Command Line Interface (AWS CL)E AL

§t= 4% delete-custom-log-source WS AT LICH AASR X[H AAE AX|5tE4= AWS E|
M X[ M 2P S ALS AR,

273 Al sourceName IIZtO|E{E AFE5H0{ ATNME AFE R X|H AA 9| O|BE KM E LICt. &

rr

MNEX} X2 AAQ| O|EE X|H5tT sourceVersion II2HO|E{E AF26104 AKX HYE AF2 AL
X AAO| EH M CO|E{R2 Bt X|§He = & LLCt.

CHS o Alol M= Security LakeO| M AFE XA X|1H 23 AAE APX|EHLICEH

O| of|Ml= Linux, macOS EE&= Unix& 2 2 dA|0| X|HE|H, 7582 =0[|7| 2l #&efAl(\) &

P

A& EXHE AEELICH

$ aws securitylake delete-custom-log-source \
--source-name EXAMPLE_CUSTOM_SOURCE
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteCustomLogSource.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-custom-log-source.html
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Security Lake2| T+ S X} &2

Amazon Security Lake Tt S AH= Security Lake2| 212} O|HIEE AFSELICH HIE S 25D FA
e BN A D AL E EF5HE{H 5RO H AAER E||0|E-|01| Hé._f HMIA TEHES XS 3t ok &

LICE AA0) CHEt REMIBH LHE 2 Security Lakel| AA ZE| MME R X FHAML.
Security Lake= F S/ 2| #5A HMHAE K|HELICE.

« CIO|E{ HMA Amazon Security Lake2| &A H|O|E{0f CHE TIO|E HMA HEHO| UsE FEXE
CIOIE{7t S3 HZ!| 7|1 E &40 M Z4A[of CHEE RIS H&LICH 7|[2XMo R 2EX= KA
O| MB5t= HTTPS A=EZQIEE Sall M ZiA|ol CHEH & ElE 2r&LICH Amazon Simple Queue
Service(Amazon SQS) CH7 &2 E5t0 # =Kol A A ZiA|of CHEF 2 &2 B2 == U&LCH

o FHO| HMA - 2| HMA HEHO| JUE FSAE Securlty Lake7t =& 35t= CIOIEHE HEIE = UE
LICt. O|248t +5 A= Amazon Athenall 22 AMH|AE AF& 3104 S3 BHHZ! 2] AWS Lake Formation
Elo|€& =X 2|ghct.

TEXE A5XHE MHE I AWS EI"1 *"E”EFOI EAFES l:'||0||5-|01|':'F °”k||’\éa = U&GLICH TEX0A|AH|
0424 2|7 2| CI|O|E{o]| CHEE MM A HEHS Fodstei™H F =] o o2 X|™

&t CHE 210l M sl 21T E”OIE'IE HI%%PE% g —1‘- i’J%LlEP. %‘?.!.' 2|7 & 7]od 2[Fof CHEt

REAMIEH LI 2 Security LakeOll M 2|7 22|12 HZESHAAIL.

/A Important

Security LakeOA T SAE FIHE = U= ZICf A4 = 107HULICH AAF AR X
AWS A 0| Zefd o= Q&L

=
« Security Lake Tt =A}2| CI|O[E H{A|A #E|
- TEXE 9FH Hel HAA e

Security Lake -5 Xt 2| Cl|O[E{ HAM[A 2 E|

Amazon Security Lake2| & & Cl|O|E{of CHEt CI|O|E HA[A HBHO| = TS A= CIO|E{ 7t S3 HZ
of 752 M 29| M 2ol CiEt L2l H&LICH 7|BMo R 5 Xt= XHlo| MEst= HTTPS
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A= ZQIEE S5 A ZHA|of CHEt &322 & LICH Amazon Simple Queue Service(Amazon SQS)
H =

CH7|8E E-stod SRt AH M 2o CHet RIS e s U&LICH

ZH&| 7} Security Lake CIOIE] o320l 7|S | LS AFof|H AA 2| M Amazon S3 Zi&|of| CHEH &
20| M&ELCH 254 75 HEZQIEE &3l =& Amazon Simple Queue Service (Amazon
SQS) CH7 @S E3/5t04 S3 Aol 2] AMASHT M 2ol CHEt RIS BE = U&LICH ol 7
£ Q&2 CreateSubscriber AP12| T}2}0O|E{ accessTypesOilA S32 AlEL|C}

A
« Security Lake0l M HIO|E{ AAM|A FHEHO| U= FERE BH5H7| e AP =
« Security Lake0ll M CIO|E{ M A HEHO| Q= SR M

« Security Lake0ll M Ci|O|E{ #+=5At C0|E
» Security Lake0i| M HIO|E{ T+ 5 Xt &

=

Security LakeOllA{ ClIO|E{ HM|A HEHO| Qe FSAIE MH57|
E¥a

Security LakeOllA] CIO|E{ AAM|A HEHE JIE FSRIE MASE{H HX CFS AP 27 2tE5Hok

HEH2 OISR IAMS AHS5H04 1AM IDOY Q1738 IAM RS HESHIAIR. 121 OF 3T ™
o 22 ClolE] H 0|20l A GIOIE7H 7ISE m FS Ao Aok s T+ (B T

T8 + s Heto| EELICH

* iam:CreateRole

+ iam:DeleteRolePolicy

« iam:GetRole

« iam:PutRolePolicy

+ lakeformation:GrantPermissions
« lakeformation:ListPermissions
« lakeformation:RegisterResource

e lakeformation:RevokePermissions
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 ram:GetResourceShareAssociations
* ram:GetResourceShares

« ram:UpdateResourceShare
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 events:CreateApiDestination
+ events:CreateConnection

* events:DescribeRule

* events:ListApiDestinations
* events:ListConnections

* events:PutRule

e events:PutTargets

* s3:GetBucketNotification

* s3:PutBucketNotification

* sqgs:CreateQueue

* sqgs:DeleteQueue

* sqs:GetQueueAttributes

* sgs:GetQueuelrl

sqs:SetQueueAttributes
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowInvokeApiDestination",
"Effect": "Allow",
"Action": [
"events:InvokeApiDestination"
1,
"Resource": [
"arn:aws:events:us-east-1:123456789012:api-destination/
AmazonSecuritylLake*/*"
]
}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeToAssume",
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
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CreateSubscriber 242 AIE5tAA|2. AWS Command Line Interface (AWS CLI)E A3t &
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CHE Al E A4 0| XIHE 25X Rt ol Chall BA AWS 2T 2] Tl o[ o] HM|AE =~
AWS U= -T‘EXP% S ggrLIcH

$ aws securitylake create-subscriber \
--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \

--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribexr-name subscriber name \
--access-types S3

of% 2.
CHE Al AS A RIE A4 0l KIFE TSR X2 i Chal S4&H AWS 2I%12] B olEfof
UNAE % 9= TSAE MagztLIct

$ aws securitylake create-subscriber \
--subscriber-identity {"accountID": 1293456789123,"externalld": 123456789012} \

--sources [{"customLogSource": {"sourceName'": custom-source-name,

"sourceVersion": 2.0}}]1 \
--subscriber-name subscriber name
--access-types 53

2?12 oAM= Linux, macOS EE= Unix@2 2 EBE[0] RIS, 7I=M4E £0|7| 2|5 sHaeiAl()

£ & EXE AFSELICH

(MEH AR S XHE BHE £ CreateSubscriberNotification XS AF&3501 S AH7F M ASHE
£ sted= &40 Clo|E 2lo|=30i M CllO[E{7t 7|52 M FS5Xtof|H El= WS XI-EE Lot

AWS Command Line Interface (AWS CLI)& At8&35t= 4 create-subscriber-notification &2

7|18 L YHHTTPS A= ZQIE)S R 2|5t Amazon SQS CH7 | P E M Ad5tE{H™
sqsNotificationConfiguration It2tO|E] ZtE KIHSHAI2.

« HTTPSQAEXZQIEE S8t LREZ MS5t= B httpsNotificationConfiguration Zt2t
O/E 2t2 xIEsMAI.

- targetRoleArn ZE0{& EventBridge API CH& 2 7tH 2 &517| @&l 48 1AM 48t o
ARNZ x| Lict

$ aws securitylake create-subscriber-notification \
--subscriber-id "12345ab8-1a34-1c34-1bd4-12345ab9012" \

olO[E{ol| HM|AE £ AE FSA BHET| 64
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--configuration
httpsNotificationConfiguration={"targetRoleArn"="arn:aws:iam::XXX:role/service-
role/RoleName", "endpoint"="https://account-management.$3.%$2.securitylake.aws.dev/

vl/datalake"}
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$ aws securitylake list-subscribers
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CHS oMo M= CreateSubscriberNotification Zjof CHet O|HIE 222 JSON X 4Alo

2 2oiFLCt.

"source": "aws.s3",

"time": "2021-11-12T00:00:00Z",

"account": "123456789012",

"region": "ca-central-1",

"resources": [
"arn:aws:s3:::amzn-s3-demo-bucket"

1,
"detail": {
"bucket": {
"name": "amzn-s3-demo-bucket"
3,
"object": {
"key": "example-key",
"size": 5,
"etag": "b57f9512698f4b09e608f4f2a65852e5"
1,
"request-id": "N4N7GDK58NMKJ12R",
"requester": "securitylake.amazonaws.com"
}

HIOIEIol AHNAE & SIE 7/ BE 7] 65


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListSubscribers.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/list-subscribers.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriberNotification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber-notification.html

Amazon Security Lake Add a permission2|

Security LakeOl| A HIO|E 5 A} YH|0|E

TER7F LHISHE AAE HES0{ TSXE LUOIOIEY + AU&LICH TSRl Ei2E &5t
Lt HEE s 94@1, ChEiIE TSAHE 28501 §8 RZ2 AWS 2las0f ol L gEdd =

d8t LI Security Lake EIAA Bl X|HE A ZSIMIR.

HM|A W F HLEE MEISH D CFS THAlf et 7|& 5o M|l AAE HOolsHA A2,
Console

1. Security Lake &2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.

S FOl M FEAHE MEtgLIC

SN w N
-

™ In
pal

> M
x
Jm
o
r
o

A Hu
I
pa]
o
£
|m
s
[>
1z
B
k=)
=
nx
0x

0
°
u
o
rC
ful

« PSKOH B2 E EY oL BHEIsHEAT Ef T Mol 2o el ej2E HERLICH

API

Ml

TEXC| CllO[E HMA AAE Z2 T2 HAO 2 AHO|0|E5HE{™ Security Lake API2)
UpdateSubscriber 242 A& 35 AA|2. AWS Command Line Interface (AWS CLI)E A5t 3
o342 17

2 update-subscriber BEE ABLICE @& Al sources I2tO|E{E AF& 3510 LS XH7F M| A
& £ QlE Zt AAE K|HEAAIL.

> 0 J

$ aws securitylake update-subscriber --subscriber-id subscriber ID

EX AWS HA s XA A= =X} 2

o LT

Command Line Interface (AWS CLI)& A& 3t

2 ListSubscribers 2212 Al
22 list-subscribers 223

=
=
=
—

mjo
> 0
0
o
r
o

$ aws securitylake list-subscribers

& FEXto| #Hx MAMES HESH2{H GetSubscriber 232 AF2EHLICH get-subscriber T2
| |

m> m

dgrLlct. 3 CHZ Security Lake= #+5XH2| O|§ 2t A, Q| ID & F7+ HEE ghetghLct
AWS Command Line Interface (AWS CLI)& A8 35t= B get-subscriber &2 AT LICH

HlolE #+5%H LHo|IE 66


https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListSubscribers.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-subscribers.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-subscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/get-subscriber.html

Amazon Security Lake Add a permission2|

F=Xtol| CHEE 3] W g 4|0l E5Hed™ UpdateSubscriberNotification & & 24& AF2SHAIA|

[ = R B — ]

2. AWS Command Line Interface (AWS CLI)& At&5t= A< update-subscriber-notification B
g MELICH o2 E0{ 2SAE {5 M HTTPS A EEZQIEE X|HGIHLE HTTPS fIEZQIE
0 A Amazon SQS CH7|[¥ =2 MEre = U&LCh

Security LakeOl|A HIO|E F+ =&t &l A

T=Xt7t Security Lake2| C|O|E{E O O|& ALE3HX| oI =% sted™ CFS B0l et 75 XHE XA

—
g & A&LICH

Console

1. Security Lake &2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.

M FolM F5XE MEELICH

2
3. ANHE F=KHE MEIELICY.
4

A X|(Delete)& MEist 1 Y S SQlgfLct Je{H ASH L EE £

= —_L—- =210 20

LICE.
API

AU DE #d &2l MM AK|EHE4H Security Lake APIQ| DeleteSubscriber 12 AFS
Al2. AWS Command Line Interface (AWS CLI)E A& 3t= B delete-subscriber BE S

OE

2||:
ol
0
o
mo
(Y
Ral
g'l_l
_LI_
Ij
_u.
()]
D
@]
C
=,
=
<
=
QO
)
D
>
Y
lo

o I[=
>
to
>
S
wn
O
@]
3
3
Q
>
o
—
5
D
=]
D
oy
(@]
D

>
S
wn
0
—
i

TEXIE QE Hal AMA B

ZIE| HMA HEto| UE FEAHE Security Lake7t =El5HE CIIO|E{E 2 EIE & Ud&LICH o|2{8t
T =Xt= Amazon Athena®t Z2 MHIAE AF&3104 S3 H{Z! 2| AWS Lake Formation EIO|E S &
M HEI”LICt Security Lake2| 7|2 HE| 2 ZI2 AthenaO|X|BF AWS Glue Data Catalog®?t S & kl=
Amazon Redshift Spectrum 2 Spark SQLIM Z2 CHE MH|IAE AISE =T &Lt

AN EH

ololE 5 &t &


https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriberNotification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber-notification.html
https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteSubscriberNotification.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/delete-subscriber-notification.html
https://docs.aws.amazon.com/redshift/latest/dg/c-getting-started-using-spectrum.html

Amazon Security Lake Add a permission2|

TS Xt= Amazon Athena®t Z2 MH|AE AI&3H04 S3 H{Z! 2| AWS Lake Formation El|O| & 0| A
AA OO|EHE #HelgLICt o] 5 &2 CreateSubscriber APIS| IF2FO|E{ accessTypesOl A
LAKEFORMATIONZ AlH=|L|CT

(® Note
O MMOf A EFAF TERHOIH| FE| AMA HEHS Hoists Wie MBS LICH K& dlolE]
cflo| 3ol CHall 2|2l aldofl CHEt RtAMIEt LIS 2 4EHAH!: ZtA| HIOIH E7| & #2|S FEstAl
o

=
- Security Lake0Ol| A R|2] HHA HEHO| U= ASXE BT {Ft A=A
« Security LakeOllA 2| HMA HeHO| /= TSR B

- Security Lake0ll M #H2Z| HMA HEtO| (= A SA HE

Security LakeOl| A # 2| HM|A HEHO| U= FSAHE Y5t et A =
e

Security Lake0Ol| A G| O|E] YM|A HEHE 7t L =XHE MstE{H HA CHE A Z7HE 2= 38lof
g LICH
23t 2ol

22| ML HEHO| UE TEAHE MAET| Toll CHS Y BB £ Y MEH0| YK HRASHAIA

TetE E2l5t2{H IAME AFE35104 IAM IDO]| A= IAM HAE AESHAMAIR. O CHS siE =
O| HE E F 2| HMA HEHo| e +SAE HEs7| {al =8 == Qlo{of 5t= LIS &Y =51t
HIZ5HA2

* glue:PutResourcePolicy
* glue:DeleteResourcePolicy
 iam:CreateRole

« iam:DeleteRolePolicy
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« iam:GetRole

« iam:PutRolePolicy

* lakeformation:GrantPermissions
 lakeformation:ListPermissions

* lakeformation:RegisterResource

* lakeformation:RevokePermissions
« ram:GetResourceShareAssociations
« ram:GetResourceShares

« ram:UpdateResourceShare
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$ aws securitylake create-subscriber \

--subscriber-identity {"accountID": 129345678912,"externalld": 123456789012} \
--sources [{"awsLogSource": {"sourceName": VPC_FLOW, "sourceVersion": 2.03}}] \
--subscribexr-name subscriber name \

--access-types LAKEFORMATION
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateSubscriber.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/update-subscriber.html
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Security Lake #Z|

Security Lake7t AWS Lake Formation G| O|E{H|O|A X E|O|E 0| K& st= HIO|HE 2" = UE
LIC}. Security Lake 2&, APl E= AWS CLIOIA EFAF TS XHE MAIE 5 Q&LICH EFAF RS RHE
K| AA 0| M Lake Formation D|O|E{& #EIE T Y& LICH.
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CH8H SELECT H8h2 HodaloF B L|C} EE 8t Security LakeOlA T2 S AHE M A&l oF CIO|E{E R2IE
UELICH 2| HMA HEto| U= LSALE TtE = Yo CHEE REMIE L2 S RE I8t #E|

MM A 2EIE HZESHAIL,

HE MH8 AH835toqd o|olE |
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of A1t &g o| SR E|X| &2 ool o ZE M7t XI™HEZ
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CHS Mo 22| ofxlof=0| 2 A|E 20iF 7] time_dt®le eventDay EEE2F 22 AlzZh 7|8
ZE{7t L8 Elo] A&LICH

« AWSAA B 1(OCSF 1.0.0-rc.2)0d| CHEt Security Lake 2|
« AWSAA H{T 2(OCSF 1.1.0)0i| CHEF Security Lake #E]

AWSA A H{Z 1(OCSF 1.0.0-rc.2)0d| CH St Security Lake # 2l

CHZ MM M= Security LakeOll M CIO|E{E F2letE &0l Ch X2 S MBS TAWSAA HH
oM 7|22 X[HE/l=AWSA A CHEH & 74K HE| oM E ZEELICH olzdet #El= §H- 9
O|EE AMStEE MAZIUELICIAWS [T, O] o A ME us-east-1 (0I= SF (HX[L|ot S7)
ArEgLIct 8 oAl #ElE ZICH 25702 2|2 EE BHetsh= LIMIT 25 TZH2t0|E{E AFSELCE. 0]
I 2t0|E & =5t HLE Hote CHE ZHEE &= JU&LICH O B2 o|& 2248 Amazon Security Lake
OCSF #Z| GitHub CIHE{E[E H XSt MAI.

| LN

|

o

CHS F2IoE eventDay & ALE8to] 22|17} T HE EZE A Lol J=X| =elsts Alzh 7|8 2E
7t ZEHEILICEH XFMIE LI 2 Querying data with retention settings EHHE2 XS AAIL.
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
https://github.com/awslabs/aws-security-analytics-bootstrap/tree/main/AWSSecurityAnalyticsBootstrap/amazon_security_lake_queries
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0 € E0{600| x|t EIIOIEW} DFE._' 42 FElo= Bt=E Cl|o[Eol| HMASHK| RSt St Al

ZF Mefol g k|ook gfLICt 60 EE 7|zt B A2l ChE HE ZEELICH

WHERE eventDay BETWEEN cast(date_format(current_date - INTERVAL '59' day, '%Y%m%d') AS
varchar)
AND cast(date_format(current_date, '%Y%m%d') AS varchar)

0| 22 Amazon S32} Apache Iceberg 7t2| CIO|E EE= AlZt 52 WX|5t7| 2[5l 59U (60 Ot =)

el

Security Lake CIO|E{E #{2[& = O|0|E{7| /= Lake Formation E|O|E 2| O|§ & Z & al{oF &L

Ct.

SELECT *
FROM
amazon_security_lake_glue_db_DB_Region.amazon_security_lake_table_DB Region_SECURITY_LAKE_TABL
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

230 24 E|o|E2of LerHel Zf2 ChEnt Z &L

« cloud_trail_mgmt_1_0 -AWS CloudTrailZ2| O|HE

« lambda_execution_1_0— LambdaO0il Ci&t CloudTrail Cl|O|E{ O|HIE
« s3_data_1_0— S30i| CHEt CloudTrail C|O|E{ O|HIE

« route53_1_0 - Amazon Route 53 Resolver #2Z| 21

« sh_findings_1_0 -AWS Security Hub CSPMZ A} ZA1}

« vpc_flow_1_0 - Amazon Virtual Private Cloud(VPC) &8 21

Jor

0i: us-east-1 2[Fsh_findings_1_02| E|0|=20] = 2 E Security Hub CSPM = A Z21}

2 AAHOI2 79
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

ol O|E{tH oA B[

Security Lake HIO|E{E #{2[& = C|0|E{& F2|5ted= OIO|E{H|0|A E[T 2| O|F 2 affoF & L
Ct. 34X Security LakeE AI& & &= U= OIOIEHIO|A E|H Q| MA S5 2 Amazon Securlty Lake ¢l

CEQIEE XA,

of: AA IPLJAWS CloudTrail&s LY

CH2 OlAlE us-east-1 DB_Region®| cloud_trail_mgmt_1_0 E|O|E0{ 20230301 (20231 3¢
1) O|&F 0| Z7|ZE AAIP192.0.2.12| 2E CloudTrail &2 LA gfLICt

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > '20230301' AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

LIMIT 25
FE|M St
CiOIEE 2&stH & A7t AZM5t= HIOIE QS &2 MEtstod 52 EMAIZ|D HIES2 HEE =
A&LICE Security Lake= e ventDay, region ¥ accountid TtEtO/EHE S35 TEIMES 7L

Ct. eventDay ZIE[M2 &4 YYYYMMDDE At ELICEH

CHE 2 eventDay THE|ME AR 3 ofl &l FEIQLICH

0

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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WHERE eventDay > '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc

eventDayO CHEt 3&2t2 CtE0t Z&LCh

|2 11 SO AR OlHE

b

> cast(date_format(current_timestamp - INTERVAL '1l' year, '%Y%m%d%H') as
varchar)

Kl 1748 S0t 23t ojHl=

— —

> cast(date_format(current_timestamp - INTERVAL 'l' month, '%Y%m%d%H')
as varchar)

K| 30 Sef st o|HE

—

> cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d%H') as
varchar)

Kl 1242 S el o|HE

> cast(date_format(current_timestamp - INTERVAL '12' hour, '%Y%m%d%H')
as varchar)

K|t 527 Yl O|HE

> cast(date_format(current_timestamp - INTERVAL '5' minute, '%Y%m%d%H')
as varchar)

7~14% Toil LAE OJHE

BETWEEN cast(date_format(current_timestamp - INTERVAL '14' day, '%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL '7'
day, '%Y%m%d%H') as varchar)

S 2R EE 0l50f WatsHs OfHE

>= '20230301'

FH

of: 202314 3 1Y &= 0|F A4 IP192.0.2.12| 2 E CloudTrail 5 S50
cloud_trail_mgmt_1_00 Lt} Q& LICH
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SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

of: 2|2 30 82 £A 1P 192.0.2.12| 2 E CloudTrail 50| & cloud_trail_mgmt_1_00] L}

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)

AND src_endpoint.ip = '192.0.2.1'

ORDER BY time desc

LIMIT 25

CloudTrail Cl|O|E{0| CHEF Security Lake 2| of| K

AWS CloudTraill=0lA AIE X} &8 L API AF2EE FMELICFAWS MH|A. 5 K= CloudTrail O

O|E{E ZElstoi g R HEE &ad &= ULt
CHS 2AWSA A H{F 101 CHE CloudTrail GIO|E{2| & 7HX| ofl &l 2 2IRJLCt

K|t 72AWS MH|AS Qo CHEE B Al

SELECT
time,
api.service.name,
api.operation,
api.response.error,
api.response.message,
unmapped[ 'responseElements'],
cloud.region,
actor.user.uuid,
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"%Y%m

'%SY%m%d

Amazon Security Lake
src_endpoint.ip,
http_request.user_agent
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

%H') as varchar)
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25
AAIP192.0.2.12 2 E CloudTraill €58 55

|7}

x| 2 7
SELECT
api.request.uid,
time,
api.service.name,
api.operation,
' %Y%m
' %Y%m%d

cloud.region,
actor.user.uuid,
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1

src_endpoint.ip,

http_request.user_agent
FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
AND src_endpoint.ip = '127.0.0.1."'
ORDER BY time desc
LIMIT 25
Xt 747t0| 2 E IAM B8 S5
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
' %Y%m
' %Y%ms%d
83

SELECT *

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
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AND api.service.name = 'iam.amazonaws.com'
ORDER BY time desc
LIMIT 25
KLt 7 SO xt74 5H AIDACKCEVSQ6C2EXAMPLEO| AL El QIARA
SELECT

actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

K| 747 MlOf$t CloudTraill Sl ZE 52

SELECT
actor.user.uid,
actor.user.uuid,
actor.user.account_uid,
cloud.region
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE status='failed' and eventDay BETWEEN cast(date_format(current_timestamp -
INTERVAL '7' day, '%Y%m%d%H') as varchar) and cast(date_format(current_timestamp -
INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25
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SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
ORDER BY time DESC
LIMIT 25

Kt 72 S0 s3.amazonaws.com@t Lx|5l= DNS #z| E2

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0
WHERE query.hostname LIKE 's3.amazonaws.com.' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
ORDER BY time DESC
LIMIT 25

K|t 7 Sot HZEX| &£ 2 DNS #HEl 55

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
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answers

FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_route53_1_0

WHERE cardinality(answers) = @ and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Rt 72 50+192.0.2.10{ SiZ=I DNS &2 =

SELECT
time,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answer.rdata

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_route53_1_0

CROSS JOIN UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)

LIMIT 25

Security Hub CSPM ZE Al Z21}0i| CHEF Security Lake # 2| 04/ Al

Security Hub CSPM22| 2ot A Eljof| Ciet T2 QI HI7|EAWSKH|SSHH 20 LA & L 2 At
g 7|IEC R dg #elst= ol T 20| ELCh Security Hub CSPM2 £t ZAtof| CHE AL ZAxt
E ddst EtAL MH|AZRE ZAL ZHE s 4AIE LI

CtZ & Security Hub CSPM Z A} A1t o| &4 7+ X| of| M| {2 LCt.

K|t 72d7to| AIZFE 71 MEDIUMO| AR AHE22 ZTAF Z1t

SELECT
time,
finding,
severity

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0_fi
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND severity_id >= 3

AND state_id =1
ORDER BY time DESC
LIMIT 25

K|k 7dztol E5E A Znt

SELECT
finding.uid,
MAX(time) AS time,
ARBITRARY(region) AS region,
ARBITRARY(accountid) AS accountid,
ARBITRARY(finding) AS finding,
ARBITRARY(vulnerabilities) AS vulnerabilities
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m%d
%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H')
as varchar)
GROUP BY finding.uid
LIMIT 25

Rt 7dzte| 2E HE @ ZAN At

SELECT
time,
finding.title,
finding,
severity
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE severity != 'Informational' and eventDay BETWEEN
cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m%d%H') as varchar) and
cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d%H') as varchar)
LIMIT 25

2|A&ATF Amazon S3 HHZIQ! A< ZAF At (Alzh AME 818)

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) B<=7t 1 (AlZh AMEt i) ECt =2 ZAH 21}

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.cvss.base_score > 1.0)

LIMIT 25
ARl F % 9l - E T (CVE) CVE-0000-00002 Ux|5t= A Aot (AlZt MEH g1S)
SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

x|t 7 SO Security Hub CSPMOIAM ZAF 2 E ELHE ME £

SELECT
metadata.product.feature.name,
count(*)

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

GROUP BY metadata.product.feature.name
ORDER BY metadata.product.feature.name DESC

LIMIT 25
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SELECT
count(*),
resource.type

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
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CROSS JOIN UNNEST(resources) as st(resource)

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,
%H') as varchar)

GROUP BY resource.type

LIMIT 25

'%Y%m
' %Y%m%d

Rl 7dzhol AR AtofA LE2 F|efet I 7| x|

SELECT
vulnerability
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0,
UNNEST(vulnerabilities) as t(vulnerability)
WHERE vulnerabilities is not null

LIMIT 25

Rt 7d St HAEE ZA A

SELECT

finding.uid,
finding.created_time,
finding.first_seen_time,
finding.last_seen_time,
finding.modified_time,
finding.title,
state
FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_sh_findings_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
LIMIT 25

Amazon VPC £ & Z210{ Ci#t Security Lake # 2| oA

Amazon Virtual Private Cloud(VPC)= VPCO| HE 3 RE{H O|A0M L0 O|S = IP
of Chet M8 HEE S Eich.

Ezf=

CtE2AWSAA HT 10] T3t Amazon VPC & 29| & 7+ X| of[ x| H2[LICE

K|k 7€AWS E|TS 2 £ 2| EE
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"%Y%m

' %Y%m%d

Amazon Security Lake
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

SELECT *

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

e 22
S ==

Htol

AND region in ('us-east-1', 'us-east-2',6 'us-west-2')
' %Y%Sm

%H') as varchar)

LIMIT 25
|12 77 AAIP192.0.2.1 2 AA ZE 229
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
' %Y%mSsd

b

SELECT *

FROM
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day,

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
= 22

AND src_endpoint.port

LIMIT 25
Rt 7d7tol R e IP T4
SELECT
COUNT(DISTINCT dst_endpoint.ip)
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
il
il

HSH EEH

LIMIT 25
(SR
'%SY%m%d

SELECT *

K|t 72 S2t2] 198.51.100.0/24 04| A E 4
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m

%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day,

%H') as varchar)

90

Amazon VPC & 210 CHEt # el



Amazon Security Lake Add a permission2|

AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.",
2)="51"
LIMIT 25

K|t 77to| B E HTTPS EfE

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d

%H') as varchar)
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K7€ SO XE 4432 Fote AZEo I +E& 7|Ec=z HHELICHL

SELECT
traffic.packets,
dst_endpoint.ip

FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND dst_endpoint.port = 443

GROUP BY

traffic.packets,
dst_endpoint.ip

ORDER BY traffic.packets DESC

LIMIT 25

K|k 7247t 1P 192.0.2.1 2/ 192.0.2.2 7t 2 E EC{=

Amazon VPC 5 & 210 CiEr 2| 91



Amazon Security Lake Add a permission2|

SELECT
start_time,
end_time,
src_endpoint.interface_uid,
connection_info.direction,
src_endpoint.ip,
dst_endpoint.ip,
src_endpoint.port,
dst_endpoint.port,
traffic.packets,
traffic.bytes
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0
WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, 'S%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)
AND (
src_endpoint.ip = '192.0.2.1"'
AND dst_endpoint.ip = '192.0.2.2"')
OR (
src_endpoint.ip = '192.0.2.2'
AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time ASC
LIMIT 25

jLs]

Xt 7dzte| 2 E QHI2E Eci

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'ingress'
LIMIT 25

Kt 7dZto| 2 E OfRHI2E E|

H

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_vpc_flow_1_0
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WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND connection_info.direction = 'egress'

LIMIT 25

A7t HREE 2

rn

Ezf

H

SELECT *

FROM

amazon_security_lake_glue_db_us_east_1.amazon_security_ lake_table_us_east_1_vpc_flow_1_0

WHERE eventDay BETWEEN cast(date_format(current_timestamp - INTERVAL '7' day, '%Y%m
%d%H') as varchar) and cast(date_format(current_timestamp - INTERVAL 'Q' day, '%Y%m%d
%H') as varchar)

AND type_uid = 400105
LIMIT 25

AWSAA H{™ 2(OCSF 1.1.0)01 CHBF Security Lake 2

ChE MMl M= Security LakeOl A CIOIE{E #EIsHE Yol ChEt XIE S MBSt TAWSAA HE 2
oM 7|E2xo 2 X|REI=AWSAAO CHEH B4 74K| 22| K= Z a8t} 0|28t HEl= EXo| O
O|EHE AMSI= T MAHZIRESLICIAWS 2|, O oAM= us-east-1 (O] S5 (HX|LIOt S5)=2
ABHLICH =3 of| K| 2= =|CH 25710 HIZEE HHErst= LIMIT 25 Di2H0|E{E AFREH|CH O

2t O/ & =5 HLE Hote CHE ZHE = AU&LICH O B2 0o & E24™ Amazon Security Lake

OCSF # 2| GitHub C|HE{Z| & &=t AMAIL.

Security Lake7tAWS Lake FormationHl|O|E{H|O|A S E|0|E0i| K& 5t = HIO|EE HEIF = A&

MEste
Ct. Security Lake &, APl E=AWS CLIOIAM EtAL F5AE dEE = U&LICH BHAF 5 X H= K|

Mgt AA 0| M Lake Formation Cl|O|E{ & #H2|& == U&LICH

Lake Formation ClolE 2ilo|3 #2|Xt= ClolE & #2lst= IAM IDO| 221 C|O|E{tH| 0| A & E0|= o
CHSH SELECT ®8tE foddl{oF ELICH =3t Security LakelA S AHE Ml oF DIOIEIE #EIE &
A&LICH 22| °”A'||é Tl e FEXAHE BtE= WHol| CHEr XEMEH LHE 2 5 AHE 2 Al
CHM|A ZHE|E A ESHAAIR.

CtE #2l0l= eventDayE A& 3dtod #E[7t FFEE EZE M LHoll /=X & lst= Alzh 7|8 EE

7} =EELICE REMIBH LI 2 Querying data with retention settings EHH S 2 XA A2
0|€ £0{60Y0| x|t HIO|E{7} B2 E B2 F 2ol B2 E CIO|E{of| HMASIR| REHES 5t Al

ZF Mool & E|ojok FLICH 60U E& 7|7he| B¢ #{2lol Chs ME e erLict
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WHERE time_dt > DATE_ADD('day', -59, CURRENT_TIMESTAMP)

O] 22 Amazon S32 Apache Iceberg 7t2| HIO|E{ EE= AlZt 322 W X|5t7| 251 59(60 ot =)
2 A SELich

2 AN ol

Security Lake HIO|E{E #{2[& = OIO|E{7t /= Lake Formation EIO|E2| O|§ & Z&falioF &L
Ct.

SELECT *

FROM
"amazon_security_lake_glue_db_DB_Region"."amazon_security_lake_table_DB_Region_SECURITY_LAKE_T

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

LIMIT 25

230 24 E|o|E2o] LerHQl Zf2 ChEnt Z &L

« cloud_trail_mgmt_2_0 -AWS CloudTrail& 2| O|HIE

« lambda_execution_2_0— LambdaO0il CHt CloudTrail G O|E{ O|HIE

* s3_data_2_0— S30i CHEt CloudTrail H|O|E{ O[HIE

« route53_2_0 - Amazon Route 53 Resolver #HZ| 21

« sh_findings_2_0 -AWS Security Hub CSPMZ A} Z1}

« vpc_flow_2_0 - Amazon Virtual Private Cloud(VPC) & 21

« eks_audit_2_0 - Amazon Elastic Kubernetes Service(Amazon EKS) ZAt 21

e waf_2_0-AWS WAFv2 21

0d|: us-east-1 2|Xsh_findings_2_02| E|0|=0i /= 2 E Security Hub CSPM Z Al Z1}

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

2 AAE0|E 94



Amazon Security Lake Add a permission2|

ol O|E{H| Ol A 2|

Security Lake HIO|E{& #EI& = CIO|E{E F2l5t2i= CIOIE{H|0|A 22| O|§ 2 Z &fsHok &L
Ct. $4%H Security LakeE AFEE £ U= OIO|E{H|O|A E[M 2| A = F/ 2 Amazon Security Lake @l
CEOIEES A X 5LAIAID.

of: &AA IPO|A Amazon Virtual Private Cloud &5 L+

CtS MM E us-west-22] vpe_flow_2_0 EOIE 0| 20230301 (2023# 3# 1#) ### ### ##
IP 192.0.2.1°| 2E Amazon VPC & &2 LIQ&LICIDB_Region.

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time_dt desc

LIMIT 25
FE[M &t
ClOIEIS B &siH 2 #2l7t AZste 0Bl &g MEtelo] 458 B4A7|D HI8S WY 4

7
A&LICH TE|ME Security Lake 1.0+ Security Lake 2.00i M 2FZF CH2 | 2SS & LICH Security Lake
£ O|X| time_dt, regionXE S8l LEIM'ES Fed&LICtaccountid. B Security Lake 1.02
eventDay region® accountid It2tO|EE S8t TWEIMHEE FHF&LICH

0

F{Eltime_dtE S30{AM Mt THE[MEE NS 2 Y/ H5tH Athenal| ZE AlZh 7|EF H=QF OHEH7EX]
2 F2|g = A&Lch

CtE2 20234 38 12 O|F TIE|ME time_dt ALE5tod 28 HE|ISte oilA| 2{2[LICH

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt > TIMESTAMP '2023-03-01'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

time_dtoll CHEt S&2t2 Crs1 2 &Lt
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https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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22 11 S0t WA OjHE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL 'l' YEAR
K|t 171e SoF gdst ojHE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '1' MONTH
K|t 30 S Ll o[HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '30' DAY
K|t 12A12F Sot et o|HE

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '12' HOUR
x|tk 57 Y ast ol

WHERE time_dt > CURRENT_TIMESTAMP - INTERVAL '5' MINUTE
7~14Y ™o &4 O[HIE

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '14' DAY AND
CURRENT_TIMESTAMP - INTERVAL '7' DAY

S3 W EE OlF0f WAsts oHE

WHERE time_dt >= TIMESTAMP '2023-03-01'

ofl: 202314 3% 1Y FE= 0|F AA [P 192.0.2.12 2E CloudTraill 25 20|
cloud_trail_mgmt_1_00 Lt} Q& LICH

FH

SELECT *
FROM
amazon_security_lake_glue_db_us_east_1l.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay >= '20230301'
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

of: Z|2 30 S92 AA 1P 192.0.2.1°8| 2 E CloudTrail 50| & cloud_trail_mgmt_1_00i L}

SELECT *
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FROM
amazon_security_lake_glue_db_us_east_1.amazon_security_lake_table_us_east_1_cloud_trail_mgmt_1
WHERE eventDay > cast(date_format(current_timestamp - INTERVAL '30' day, '%Y%m%d
%H') as varchar)
AND src_endpoint.ip = '192.0.2.1'
ORDER BY time desc
LIMIT 25

Security Lake #H& ot 22|

Observablesi= O|Xl| Security Lake 2.00{| M AFEE = U= MER 7|sLICt. & J7ts8t ZA|= ol
HIE O] 042 YUx|oIM & 7AE #Ed WEE L E6teE T8 ALt #HE
TE

£ Olo|E ME ™A £2 &2 22F QIAIO|EE

oA JHS B LHo A S QA E 2|50 IO|E| MIEE £% AF2X} 0|2, 2|AA UIDs, IPs, silA| &
7IEHIOC 98 e 22 #5o2 XEHE 4 UsLich

Ol &% 7ttt HiEE ALE5t04 IP gL '172.01.02.03'0| Z&E VPC & % Route53 EHIO|E0MH =
& Felsts oA A2l ct

WITH a AS
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip'),

b as
(SELECT
time_dt,
observable.name,
observable.value
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(observables) AS t(observable)
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND observable.value='172.01.02.03"'
AND observable.name='src_endpoint.ip')
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SELECT * FROM a
LEFT JOIN b ON a.value=b.value and a.name=b.name
LIMIT 25

CloudTrail Cl|O|E{0| CHEF Security Lake 2| oA

AWS CloudTraill= 0 Al X} &8 L API AF2ZE FMELICFAWS MH|A. 25 XH= CloudTrail O

O|E{E Z2|5t0d LIS R&o HEE &8 4+ UsLCH
CIS2AWSAA BT 29| CloudTrail Cl|O|E{o]| CHEF 2 74 X| of| A 2L},

Kt 72UAWS MH|AS Q| CHEE FE Al

SELECT
time_dt,
api.service.name,
api.operation,
api.response.error,
api.response.message,
api.response.data,
cloud.region,
actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND api.response.error in (
'Client.UnauthorizedOperation’,
'Client.InvalidPermission.NotFound"',
'Client.OperationNotPermitted’,
'AccessDenied')
ORDER BY time desc
LIMIT 25

b

|2 797 AA 1P 192.0.2.12| 2 CloudTraill €8 55

SELECT
api.request.uid,
time_dt,

api.service.name,
api.operation,
cloud.region,
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actor.user.uid,
src_endpoint.ip,
http_request.user_agent
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1."'
ORDER BY time desc
LIMIT 25

Xct7d7to| ZE IAMES S5

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND api.service.name = 'iam.amazonaws.com'

ORDER BY time desc

LIMIT 25

K|t 72 S0 X174 5 AIDACKCEVSQ6C2EXAMPLEO| AFE El QUIAEA

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND actor.user.credential_uid = 'AIDACKCEVSQ6C2EXAMPLE'
LIMIT 25

K|t 747 MOt CloudTrall IZE S5

SELECT
actor.user.uid,
actor.user.uid_alt,
actor.user.account.uid,
cloud.region

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_cloud_trail_mgn
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WHERE status='failed' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND
CURRENT_TIMESTAMP

ORDER BY time DESC

LIMIT 25

Route 53 Resolver # 2| 219| 2| oA

Amazon Route 53 Resolver # 2| 21 & ototE VPC L 2|A A0 A NS =
£ A= Route 53 Resolver #HE| 23 {2|5t0{ CI2 R&o| MEE 3—.*%%* = UsL

CIS2AWSA A H{Z 29| Route 53 reesolver # 2| 220 CHeF & 7HX| of| A 22| L|Ct.

%|2 727t CloudTrailol A &t A8 DNS 2| 28

SELECT

time_dt,

src_endpoint.instance_uid,

src_endpoint.ip,

src_endpoint.port,

query.hostname,

rcode
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
LIMIT 25

K| 72 59 s3.amazonaws . com?t L x|5t= DNS 2| =

SELECT
time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,
rcode,
answers
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"
WHERE query.hostname LIKE 's3.amazonaws.com.' and time_dt BETWEEN CURRENT_TIMESTAMP -
INTERVAL '7' DAY AND CURRENT_TIMESTAMP
ORDER BY time DESC
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LIMIT 25
Xt 7 SOt SHEEIX| ot2 DNS #HE|l =5
SELECT
time_dt,

src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,

rcode,

answers

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0"

WHERE cardinality(answers) = @ and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY

AND CURRENT_TIMESTAMP

LIMIT 25

N

74 502t 192.0.2.10f SHZE DNS #HEl =5

SELECT

time_dt,
src_endpoint.instance_uid,
src_endpoint.ip,
src_endpoint.port,
query.hostname,

rcode,

answer.rdata

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_route53_2_0",

UNNEST(answers) as st(answer)

WHERE answer.rdata='192.0.2.1"

AND time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Security Hub CSPM22| £ oF AElof Ciet ZZXQI E7|EAWSK|ZS S 2O UH EF L 2 At
HE 7|ECE #E2 &elst= o ==20| ELC Security Hub CSPM2 =20t Ao CHEF ZAF 21t

| &
E 4t EtA MH[AZRE A AOHE s AIFfLcH

S2AWSAA HA 29| Security Hub CSPM ZAF Zztbof CHE 32 71X| ofl A # 2l LCH.
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K|t 72d7to| AIZFE 71 MEDIUMO| AR {22 Z=AF Z1t

SELECT
time_dt,
finding_info,
severity_id,
status
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND severity_id >= 3
AND status = 'New'
ORDER BY time DESC
LIMIT 25

Rl 7dzte| S5E ZA A

SELECT

finding_info.uid,

MAX(time_dt) AS time,

ARBITRARY(region) AS region,

ARBITRARY(accountid) AS accountid,

ARBITRARY(finding_info) AS finding,

ARBITRARY(vulnerabilities) AS vulnerabilities
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY finding_info.uid
LIMIT 25

K|k 7dztol 2 E HE o ZA At

SELECT
time_dt,
finding_info.title,
finding_info,

severity
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE severity != 'Informational' and time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7'
DAY AND CURRENT_TIMESTAMP
LIMIT 25
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2| A A7} Amazon S3 QI A ZAF A (AlZH AIEH 912)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE any_match(resources, element -> element.type = 'amzn-s3-demo-bucket')
LIMIT 25

CVSS (Common Vulnerability Scoring System) 47} 1 (AlZt M8+ Qi8) ECt =2 ZAF 21}

SELECT

DISTINCT finding_info.uid

time_dt,

metadata,

finding_info,

vulnerabilities,

resource
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

UNNEST(vulnerabilities) AS t(vulnerability),
UNNEST(vulnerability.cve.cvss) AS t(cvs)
WHERE cvs.base_score > 1.0
AND vulnerabilities is NOT NULL
LIMIT 25

QlHFRAO|
EBl- 1L

B

|okA Tl .t & (CVE) CVE-0000-00002 U %|5H= XA ZA3H (A2 MIFH 91)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE any_match(vulnerabilities, element -> element.cve.uid = 'CVE-0000-0000')
LIMIT 25

X[t 7 S0t Security Hub CSPMOIAM =AM ATHE ELHE MZ 4

SELECT
metadata.product.name,
count(*)
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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GROUP BY metadata.product.name
ORDER BY metadata.product.name DESC
LIMIT 25

Rt 7dzhe| ZAL Aotoll ZFHE 2|laa 7

o2

A
e

SELECT
count(*) AS "Total",
resource.type
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
GROUP BY resource.type
ORDER BY count(*) DESC
LIMIT 25

K|k 74zho| ZAF Aol M LE2 F|efeh o 7| K|

SELECT
vulnerabilities
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND vulnerabilities is NOT NULL
LIMIT 25

SELECT

status,

finding_info.title,

finding_info.created_time_dt,

finding_info,

finding_info.uid,

finding_info.first_seen_time_dt,

finding_info.last_seen_time_dt,

finding_info.modified_time_dt
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_sh_findings_2_¢

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25
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Amazon VPC 5 & 2101 Cigt Security Lake #H 2| oA

1

Amazon Virtual Private Cloud(VPC)E VPC2| HIE |3 QIE{H 0| A0 X Z oM O|S3HE IP ECH
of CHEt M2 HEE M3 ELIct.

CSSAWSAA H{F 29| Amazon VPC & 2701 cHet 22 7k K| of| A 2 2|lLCt.

j:l

K|t 72AWS 2SS EHO| E)

SELECT *
FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND region in ('us-east-1', 'us-east-2', 'us-west-2')
LIMIT 25

ok

e 22
S | =

|2 7LUZF AA1IP192.0.2.1 L AA ZTE 229]

b

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_ lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '192.0.2.1'

AND src_endpoint.port = 22

LIMIT 25

Kb 7dztol R Ched IP F4 =

SELECT
COUNT(DISTINCT dst_endpoint.ip) AS "Total"

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
LIMIT 25

Kt 7 S90t0] 198.51.100.0/240| A ek A8t Egf =l

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND split_part(src_endpoint.ip,'.', 1)='198'AND split_part(src_endpoint.ip,'.', 2)='51"
LIMIT 25

K|t 77Eo| B E HTTPS Ef=E

SELECT
dst_endpoint.ip as dst,
src_endpoint.ip as src,
traffic.packets

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
dst_endpoint.ip,
traffic.packets,
src_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

SELECT
traffic.packets,
dst_endpoint.ip

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND dst_endpoint.port = 443
GROUP BY
traffic.packets,
dst_endpoint.ip
ORDER BY traffic.packets DESC
LIMIT 25

K|k 7247t 1P 192.0.2.1 2/ 192.0.2.2 7t 2 E EC{=

SELECT
start_time_dt,
end_time_dt,
src_endpoint.interface_uid,
connection_info.direction,
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src_endpoint.ip,

dst_endpoint.ip,

src_endpoint.port,

dst_endpoint.port,

traffic.packets,

traffic.bytes
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND(

src_endpoint.ip = '192.0.2.1'
AND dst_endpoint.ip = '192.0.2.2"')
OR (

src_endpoint.ip = '192.0.2.2'

AND dst_endpoint.ip = '192.0.2.1")
ORDER BY start_time_dt ASC
LIMIT 25

K|k 7dzto| 2 E QHI2E EcHE

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Inbound'

LIMIT 25

Rt 7dzte| 2 E ofRHI2E Ech

I

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND connection_info.direction = 'Qutbound'

LIMIT 25

Ej

I

Rt 7zt HREE 2

rin

SELECT *

FROM
"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_vpc_flow_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
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AND action = 'Denied'
LIMIT 25

Amazon EKS Zt At 2304 CHEF Security Lake # 2| 0| |

Amazon EKS 211 £X HEE Z7||9] 852 Amazon EKS Z1IEE
LogsZ &7 ZtAF U ZIEt 208 MSELICE o|lz8t 238 Sall 2AEE €H ES5tn AE
(o]

= UELICEH FSAE EKS 28 #FElstod OHg Rl YEE &8 + U&LITH

CIS2AWSAA HHZX 20i CHEF Amazon EKS ZAF 212| H 74X of| A & 2[LCt.

bl

Rt 7 S £H URLA TiEH 2

SELECT

time_dt,

actor.user.name,

http_request.url.path,

activity_name
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND activity_name = 'get'
and http_request.url.path = '/apis/coordination.k8s.io/v1l/"
LIMIT 25

Rt 74 S9'10.0.97.167'0 2% AC|0|E

SELECT

activity_name,

time_dt,

api.request,

http_request.url.path,

src_endpoint.ip,

resources
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_eks_audit_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND src_endpoint.ip = '10.0.97.167'
AND activity_name = 'Update'
LIMIT 25

K|t 7 S0t BI|AA 'kube-controller-manager'2t 2+ #

i
FO
%
=)
0lo
n
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SELECT
activity_name,
time_dt,
api.request,
api.response,
resource.name

FROM

"amazon_security_lake_glue_db_us_east_1".

UNNEST(resources) AS t(resource)

"amazon_security_lake_table_us_east_1_eks_audit_2_0",

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND resource.name = 'kube-controller-manager'

LIMIT 25

AWS WAF v2 2101 Ci#t Security Lake #H 2| oK

AWS WAF= %|E AFRKX}F7F o Z 2|7 0]Ad0] EL
Moiste Ol AF8E = = ¢ oiEZ2|7{o|Md &

3t

S 8 e8e TUEST SHX i HMAE
LI

C=22AWSA A H{A 29|AWS WAF v2 210 CHEt & 71 X| of|Al| 2|},

Rt 72 S0t EX AA PO K HA|

SELECT
time_dt,
activity_name,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,
http_request.http_headers
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND src_endpoint.ip = '100.123.123.123"'
AND activity_name = 'Post'
LIMIT 25

K|t 72 S0t ghsled 23 MANAGED RULE_GROUPI &

SELECT
time_dt,
activity_name,

i
Q'I_l
rr
FO
0
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src_endpoint.
http_request.
http_request.
http_request.
firewall_rule

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule.

FROM

ip,

url.path,
url.hostname,
http_method,
.uid,

type,
condition,
match_location,
match_details,
rate_limit

"amazon_security_lake_glue_db_us_east_1"
WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP

AND firewall_rule.type = 'MANAGED_RULE_GROUP'

LIMIT 25

Klct 79 S0t

— —

SELECT

time_dt,
activity_name,

3= 7 Z/o| REGEXSt YR[ete

src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method,

firewall_rule.
firewall_rule.
firewall_rule.
firewall_rule
firewall_rule.
firewall_rule.

uid,
type,
condition,

.match_location,

match_details,
rate_limit

FROM

"amazon_security_

."amazon_security_lake_table_us_east_1_waf_2_0"

lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND firewall rule.condition = 'REGEX'

LIMIT 25

Xt 7 SOtAWS WAFTH A2 E2|HEFAWSAL

SELECT
time_dt,

activity_name,

action,

RYEIIKR7| HE

AWS WAF v2 210 ChEt 22|
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src_endpoint.ip,

http_request.url.path,

http_request.url.hostname,

http_request.http_method,

firewall_rule.uid,

firewall_rule.type
FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY AND CURRENT_TIMESTAMP
AND http_request.url.path = '/.aws/credentials'
AND action = 'Denied'
LIMIT 25

et 7ed s¢t =71HE JESHEIAWSAHE S0l CHel 2 71X 27|

SELECT count(*) as Total,
src_endpoint.location.country AS Country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method

FROM

"amazon_security_lake_glue_db_us_east_1"."amazon_security_lake_table_us_east_1_waf_2_0"

WHERE time_dt BETWEEN CURRENT_TIMESTAMP - INTERVAL '7' DAY
AND CURRENT_TIMESTAMP
AND activity_name = 'Get'

AND http_request.url.path = '/.aws/credentials'

GROUP BY src_endpoint.location.country,
activity_name,
action,
src_endpoint.ip,
http_request.url.path,
http_request.url.hostname,
http_request.http_method
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/create-data-lake.html
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$ aws securitylake create-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":365},"transitions":

[{"days":60,"storageClass" :"ONEZONE_IA"}13}3}1" \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"

HE M YoolE
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(storageClass)of S3 A E M&EE 2tz ol M 7|2tE Y (days) BHIZ2 X|IEgLCH
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https://console.aws.amazon.com/securitylake/
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/update-data-lake.html
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$ aws securitylake update-data-lake \

--configurations '[{"encryptionConfiguration:
{"kmsKeyId":"S3_MANAGED_KEY"},"region":"us-east-1","lifecycleConfiguration":
{"expiration":{"days":500},"transitions":

[{"days":30,"storageClass" :"ONEZONE_IA"}13}3}1"' \

--meta-store-manager-xole-arn "arn:aws:securitylake:ap-

northeast-2:123456789012:data-1lake/default"
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Security Lake2| Open Cybersecurity Schema
Framework(OCSF)
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The OCSF source identification for AWS log sources (Version 1) are listed
in the following table.
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The OCSF source identification for AWS log sources (Version 2) are listed
in the following table.
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https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_AwsSecurityFindingFilters.html
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https://docs.aws.amazon.com/detective/latest/userguide/what-is-detective.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ingestion.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ingestion.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/ingestion.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query.html
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html
https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html

Amazon Security Lake Add a permission2|

AWS MH[A

om
ok

=0
0%

Ad404 =
=o S

ok

ol xts o

1

AWS AppFabric

b
>

MH|AE AZEQJo{  AWS AppFabric S8
(SaaS) o= E|7|0]

MEIOE %50

Security Lake E& &

Alo 2 HstgfLct.

>

AWS Security Hub > Security Hub CSPM AWS Security Hub
CSPM O| Hot A AN E CSPM &¢&t

Security Lake E&
Aoz =9 ElE35ls

[o]
T KMEELICH

Amazon Bedrock} 2| £&t

Amazon Bedrock2 ME

rlIIO

Ol Al AELE 4T AmazonQ| TS mh20|o|M ZE(FM)
2tx a2

=
o
M AFRE £ QA ST & |3 MH|ALICH Amazon Bedrockl| ME{E|A EHHE S AL 5T
QlEptE g ER Q10| AWS =T E ALE35to] Th2Oo|M RIS 2D H|ISIHE AL X XI5t
T & A SF U HIEE & JU&LICH
™ Al

Amazon Bedrock2| M43% Al 7|51+ SageMaker Al Studio2| At9101 21242 AL &35}104 Security Lake
O|CIOIEHE BAstn =2 9| &2 £0|1 £ EHME ZsHE &= &LICH MAE Oo|E £AAE

—_—=
NSz AMEstn, sQL #HEIE 4d X S &6, ZAO|M CIOIE{E AlZEtstod ZAE = st= O
Lt AlZtE 29 = J&LICH RIME LIS
7

2 Amazon SageMaker Al Studio 2! Amazon Bedrock=
A& 310 Amazon Security Lake0i| CHSF Al 7| g

QIAIOIE dEE RRSIMR.

Amazon Detective?} S8t

Amazon Detective= AFEAL7F E Ot TAF A1 EE= O[pAHR 52| 2&2 §Hels -E—“ o TASED
A5 A SE ol =20 ELUICH Detectivee= AWS EIAANAM 23 HIO|EHE
Ch. 2 ChS 7|H &t&, EH4 EM 2l Oef= o|ES2 Al8stod H it2n 8%
P QUES AZEE HHRLICH Detectivel| AFH FHE HO|H EAH|, 2% & HHAEE JHs5E
ot ZXlo| EMut HRIE Al&EHH EA46t T &lst= o =&0| ELct.

_I_

2
|0 mim
HU >

HO mok |

Amazon Bedrock & & 122


https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/bedrock/latest/userguide/what-is-bedrock.html
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
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https://docs.aws.amazon.com/detective/latest/userguide/securitylake-integration.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/what-is.html
https://aws.amazon.com/blogs/big-data/generate-security-insights-from-amazon-security-lake-data-using-amazon-opensearch-ingestion/
https://aws.amazon.com/blogs/big-data/generate-security-insights-from-amazon-security-lake-data-using-amazon-opensearch-ingestion/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-sink-security-lake.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-sink-security-lake.html
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https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-source-security-lake.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/configure-client-source-security-lake.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query-s3.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query-s3.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query-security-lake-creating.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query-security-lake-creating.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query-security-lake-configure.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/direct-query-security-lake-configure.html
https://aws.amazon.com/blogs/aws/introducing-amazon-opensearch-service-zero-etl-integration-for-amazon-security-lake/
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https://www.youtube.com/embed/1k9ASeoKCus
https://docs.aws.amazon.com/quicksight/latest/user/welcome.html
https://aws.amazon.com/solutions/implementations/security-insights-on-aws/
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https://www.youtube.com/embed/vxvMHnfCCGw
https://www.youtube.com/embed/qPYOsMsHDEM
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https://docs.aws.amazon.com/sagemaker/latest/dg/whatis.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/blogs/security/generate-machine-learning-insights-for-amazon-security-lake-data-using-amazon-sagemaker/
https://docs.aws.amazon.com/appfabric/latest/adminguide/what-is-appfabric.html
https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-s3
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-console
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-integrations-managing.html#securityhub-integration-findings-flow-disable-api
https://partners.amazonaws.com/search/partners/
https://aws.amazon.com/marketplace
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-partner-providers.html
https://www.splunk.com/en_us/blog/conf-splunklive/federated-analytics-balancing-cost-efficiency-and-performance-with-data-lakes.html
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https://www.accenture.com/us-en/services/cloud/aws-business-group
https://support.aquasec.com/support/solutions/articles/16000151820-amazon-security-lake-integration
https://campus.barracuda.com/product/emailprotection/doc/98214513/integrate-amazon-security-lake-with-email-protection/
https://www.boozallen.com/s/solution/booz-allen-s-amazon-web-services-premier-partnership.html
https://docs.boschaishield.com/amazon-security-lake
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https://www.chaossearch.io/platform/integrations/amazon-security-lake
https://github.com/CiscoSecurity/fp-05-firepower-cli/tree/ocsf
https://claroty.com/resources/integration-briefs/claroty-xdome-and-amazon-security-lake
https://www.cmdsolutions.com.au/service/security/
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https://www.confluent.io/resources/brief/amazon-security-lake/?utm_campaign=tm.partner_cd.cwc-securitylake-newuser&utm_medium=partnerref
https://docs.contrastsecurity.com/en/aws-security-lake.html
https://docs.cribl.io/search/set-up-amazon-security-lake/
https://docs.cribl.io/stream/usecase-security-lake/
https://github.com/CrowdStrike/aws-security-lake
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https://marketplace.crowdstrike.com/listings/amazon-security-lake-data-connector
https://cyberark-customers.force.com/mplace/s/#a352J000001I8I1QAK-a392J000001pB1lQAE
https://cloud-fastener.com/en/#securityLake
https://app.cp-us01-prod01-aws.databahn.app/help/docs/highway/destinations/amazon-web-services/aws-security-lake
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https://customerportal.darktrace.com/product-guides/main/aws-security-lake-alerts-intro
https://docs.datadoghq.com/integrations/amazon_security_lake
https://www2.deloitte.com/us/en/pages/about-deloitte/solutions/deloitte-aws-relationship.html
https://docs.devo.com/space/latest/324337730/Amazon+Security+Lake+collector
https://dxc.com/us/en/about-us/partner-ecosystem/aws
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https://eviden.com/solutions/digital-security/managed-security-services/managed-detection-and-response/
https://forums.extrahop.com/t/aws-security-lake
https://falco.org/blog/falco-aws-security-lake/
https://docs.fortinet.com/document/fortigate-cnf/latest/administration-guide/248370
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https://www.gigamon.com/content/dam/resource-library/english/deployment-guide/gigamon-amazon-security-lake-integration-quick-start-guide.pdf
https://aws.amazon.com/marketplace/pp/prodview-5dm5aecyvpn2i
https://www.htcd.com/post/secdataops-with-aws-security-lake
https://www.ibm.com/docs/en/dsm?topic=aac-configuring-amazon-aws-cloudtrail-log-source-that-uses-amazon-security-lake
https://www.ibm.com/docs/en/cloud-paks/cp-security/1.10?topic=connectors-amazon-athena
https://www.infosys.com/services/cloud-cobalt/offerings/managed-security-services.html
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https://insbuilt.com/en/security-lake-eng/
https://www.kyndryl.com/us/en/about-us/news/2022/11/kyndryl-aws-data-security
https://docs.lacework.com/onboarding/amazon-security-lake
https://laminar-docs.s3.us-east-2.amazonaws.com/security_lake_manual/Laminar+Integration+with+Amazon+Security+Lake+c67638221f6e476d8d2c36aee447864c.html
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https://www.megazone.com/us/amazon_security_lake/
https://docs.monad.security/output/security-lake/
https://www.netscout.com/resources/amazon-data-lake
https://docs.netskope.com/en/netskope-help/integrations-439794/netskope-cloud-exchange/log-shipper-module/configure-3rd-party-log-shipper-plugins/amazon-security-lake-v1-1-0-plugin-for-log-shipper/
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https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-security-lake-monitoring-integration/
https://www.okta.com/blog/2022/11/an-automated-approach-to-convert-okta-system-logs-into-open-cybersecurity-schema/
https://github.com/okta/okta-ocsf-syslog
https://docs.orcasecurity.io/v1/docs/integrating-amazon-security-lake
https://docs.prismacloud.io/en/enterprise-edition/content-collections/administration/configure-external-integrations-on-prisma-cloud/integrate-prisma-cloud-with-amazon-security-lake
https://xsoar.pan.dev/docs/reference/integrations/aws-security-lake/
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https://docs.panther.com/data-onboarding/supported-logs/aws/security-lake
https://github.com/pingone-davinci/pingone-amazon-security-lake/blob/main/README.md
https://www.pwc.com/us/en/services/alliances/amazon-web-services/fusion-center.html
https://docs.query.ai/docs/amazon-security-lake#overview

Amazon Security Lake Add a permission2|

Rapid7 SIEM/XDR & £ M@l InsightiDR2 Security Lakel| 21 & +£!5104 IS B XI5tD ol AlA

2 2§82 ZAHE = /JU&Lh

om
el
Mo

A

om
119!

% —_r’-EX|'

Labyrinth for Threat Investigations= ME3stE 2ot ZH 7ts8 ¥ E2 W EDE SOOI &
g2 7o i 2 17 BME Qe AN M2 EAlg MSELICH

O] S&2 S8 T2 SailPoint IdentityNowO{| A O|HIE H|O|E{E HH&tE = AU &LICt S
IdentityNow At At &8 L HHH'AA O|HIEE Security LakeZ 7442 2ot At 2 O|HIE R LIE{E

MES| SEE M A= XHSstE ZEMAE MBs5H7| @8t JALIct.

Securonix Next Gen SIEM2 Security Lake2t S & |0 2ot BlO| CIOIE& O W2 H| =F&st1 B K|

SentinelOne

=
=)

o

8 #+5x

SentinelOne Singularity™ XDR & 34& 2 Amazon Elastic Compute Cloud(Amazon EC2), Amazon
Elastic Container Service(Amazon ECS) & Amazon Elastic Kubernetes Service(Amazon EKS)E H]|

RipJar — Labyrinth for Threat Investigations 142


https://docs.rapid7.com/insightidr/aws-security-lake/
https://github.com/ripjar/aws-security-lake
https://community.sailpoint.com/t5/IdentityNow-Wiki/SailPoint-IdentityNow-AuditEvent-Integration-for-Amazon-Security/ta-p/241725
https://documentation.securonix.com/bundle/securonix-cloud-user-guide/page/content/active-deployment-guides/amazon-security-lake-cloud-trail-logs-in-ocsf-format_.htm
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https://support.sentinelone.com/hc/en-us/articles/10249372394519
https://docs.sentra.io/integrations/amazon-security-lake
https://tdm.socprime.com/attack-detective/start-page
https://splunkbase.splunk.com/app/1876
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https://stellarcyber.ai/news/press-releases/stellar-cyber-announces-support-for-amazon-security-lake-to-speed-data-processing-and-threat-detection-2/
https://help.sumologic.com/docs/send-data/hosted-collectors/amazon-aws/amazon-security-lake-source/
https://swimlane.freshdesk.com/support/login
https://sysdig.com/content/c/pf-forwarding-sysdig-events-to-amazon-security-lake?x=u_WFRi
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https://docs.console.talon-sec.com/en/articles/355-event-forwarding-with-amazon-security-lake
https://help.tanium.com/bundle/aws-integration/page/AWS-Integration/Introduction.htm
https://aws.amazon.com/partners/tataconsultancyservices/
https://www.tegocyber.com/product/amazon/aws-technical
https://explained.tines.com
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https://torq.io/blog/secops-pipelines-aws/
https://www.trellix.com/en-us/assets/docs/trellix-helix-amazon-security-lake-instructions.pdf
https://cloudone.trendmicro.com/docs/integrations/aws-security-lake/
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https://www.uptycs.com/partners/aws
https://support.vectra.ai/s/article/KB-VS-1621
https://docs.vmware.com/en/CloudHealth-Secure-State/services/chss-getting-started/GUID-integrations-s3.html
https://wazuh.com/blog/wazuh-integration-with-amazon-security-lake/
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https://www.wipro.com/newsroom/press-releases/2022/wipro-to-support-new-aws-cybersecurity-data-lake-service/
https://docs.wiz.io/wiz-docs/docs/security-lake-integration
https://help.zscaler.com/zpc/integrating-amazon-security-lake
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{
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"AWS': A
},
"Action": "s3:*",
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"Condition": {
"Bool": {
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"Principal": {
"Sexvice": "securitylake.amazonaws.com"

},

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-

identifiex}/*",

"arn:aws:s3:::aws-security-data-lake-{region}-{bucket-

identifier}"
]I
"Condition": {
"StringEquals": {
"aws :SourceAccount": "{DA-AccountID}",
"s3:x-amz-acl": "bucket-owner-full-control"
},
"ArnLike": {
"aws:SourceArn'": "arn:aws:securitylake:us-
east-1:111122223333:*"
}
}
}
]
}

2% 5Hed X|94: of

ZE[XH= AWS JSON HHZ Ar83to F71 Folof HMAE £ JEX| XIEE + A&LICH F, o
Hot FH|7F of™ E|AA 2t o ZZH0IM 2 YE T + USXIE XIEE = U&LICH

JSON EHo| ActionRAE HH|A HMAE 518st7LE HEStE O A8 Y & = TrHe dF

FLICH HAEE HUS oA + QU= HES Foist7| fIgh HHol S ZefetMlR.

24 MH|A HEH 2od 2 Z 0l M Amazon Security LakeOll A 24 2|8t =

HI

Security Lake ¢ S 52

Security Lake2| 2 242 2] ool ChE HFALE AHSELICH

Security Lake2t IAM2| Xt & & Al 156


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-actions-as-permissions

Amazon Security Lake Add a permission2|

securitylake

Aol A F0o45tE{H SliE AL XL
2 ZEAIZ[MAIR. HE
ke

o|E S0 £ F=Xtofl CHEt HEof AMAE = U= HEr=
SICHE| X 2
= [

O| MHIAR $&et = Q)= &

At
= E Mol Y securitylake:GetSubscriber ¢
y

Action £ NotAction A7} Z&t|o{of &L|Ct. Security Lak
U MHSIE 18 Y MEE HolghLct.

Crel 2olA 043 B X|IHsteH AEE TRELIC
"Action": [

"securitylake:actionl",
"securitylake:action2"

Security Lake AtZ4 & 7|dt 20| 0 & 2 24™ Security Lake| A}Z4 ZF 7|eF A of x| B S &
Z5tMl2.

Security Lake2| H3 2|AA

HA 2[AA X3 of

ZHE|RHE AWS JSON HAE A& 6tod 571 Folol| MM AE = UEX| XIHE = U&LICH F, ofH
Hot FH7F of™ E|lAA 2t ofH ZZH0IM R YE +HE + USXIE XIEE + U&LICH

Resource JSON E& @ A& 20| MEE[= otLt Ol& o A E X|HEfLICH 2 Aralof hat
Amazon 2[££ O|F(ARN)E AFE5t0d E|AaAE X|HELICH 2|44 & HeEtE X|petX| i &

)E [
ol B2, AUCIFE(M)E AE5t0d SHE E0| 2 E 2lAaA0 MEEE LIEHLICEH
"Resource": "*"

Security Lake= =X & £ AWS H™H o] G|O|E] &ilo|3 780t €2
AWS Z|™. ARNZ AL835t0{ WA M O[24Et REQl 2|44 E XIHE = N

Security Lake 2|4 R 2 ST ARN 2 S5 E{H MH|A &2l #ZE 9| Amazon Security
LakeO M EHolft |44 REE HASFMNR. 2 ElAaA REO=E X|HE = Ue HYS LotEDiH
MH|A &2 & ZE 9| Amazon Security LakeOl| A £ 0|8F ¢ MM E AT ML

Security Lake2t IAM2| ZH& g Al —


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-actions-as-permissions

Amazon Security Lake Add a permission2|

0l
iy
N
T
a2
:)I|:|
lo
2
i
HT

Security Lake X+
=M L.

o4 Security Lake2| X124 5& 7|8 EA oM EHHE &

E2|XH= AWS JSON MRS AR50 £ 71 Fodof| HMAE £ =X X HE £ &Lt F, o{H
HOot &7} offH 2[AAQ o T EHE s&E £+ UEKIE KHE £ U&LICt

Condition 24 & HolEl 7|&o et E0| ™= AlVIE XIEELICH ZS(equals) == 02
(less than)it Z2 =74 HMILE ALESH0] GO 27dE 9| it LR|AFIE 24 E 48 =
RI&LICH ZE AWS M A7 7|8 HE{H 1AM AL MBAMO| AWS T £7 ZEIAE 7|8 #Z 3

M.

Security Lake 271 7| =
7|18 HZsMR. =1 7 2]
Security Lake0Oi|l M Zof8t 2ldE8 HZESM . =

S8 7|gF A oA E A EetAR.

Jhu
jo
HL
AN
e
x
o
[>
ol
o
— [l?',l
P
lo
>

mazon Security LakeOll AIE £|E =7
AAE LOotEE{H MH|A SRl FHZEQ A
=
=

=
M83tE HA 9| ol = Security Lake2| X243

Security Lake2| AM|A A|o{ 55 (ACL)

ACL X|#: ot

HAM|A K0 SZ(ACL)2 O E ot Fr|(HIH HH, ALK} L= A8 7} 2laAo0] HAAE £ Qi
HEt2 74| D QUEKIE Mo{ELICH ACLS JSON X2 2 A1 A2 AL K| X[ 2lAA 7|8 H

20t 7 AbEfLICH

Security Lake= ACL2 k|25t x| et &LICH &, 2o 8j|o|3 2|4 A0 ACLS oiZE

1
50
I
C
ful

1

Security Lake2| ABAC(S A 7|dt AHA|A A|0d)

ABAC X|§(E= 9| Ef): of

&4 7|8 AM A Mo{(ABAC)E Bt EElE SIS 7Igtez HEtE Holste et F0o{ T

LICH IAM AE{E| & AWS E|AA0]| Ef1E @148 CFS 2o F&|o| Ef2 7| ElAA S Ef19F YUX|E

[ 242 518 5t= ABAC HAS MAE 4 Ql&Lch,

Ef20{ 274510 HMAE X 0{5t24™ aws :ResourceTag/key-name, aws :RequestTag/key -
nameEE= aws:TagKeysZ7d 7|8 AFE5to{ HAMo| =74 240 E{O HEE NS ELICt

Security Lake2t IAM2| ZH& g Al =


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

Amazon Security Lake Add a permission2|

MEIA7F RE 2lAA S8 Cis) Ml 74X £7 718 25 xI¥sHE 22,
Ch. MHIAT} R BlAA REOl CHSHAMEN Ml 7HR| Z74 718 2F RI#sts

ABACO] CH8t REA|EH LIE 2 IAM AFE MEHAM S| ABAC Heh H04E S8 Het Ho|E &HIFHAMI2.
ABAC MY BH7|I7} Z & El XA ME EEdH IAM AL HBA ol £ 7[HE A&

xl-?t°|.k||o

TEXF 2 7ol oolE] Bllol3 T Z2 Security Lake ElAA0| Ef2E @428 = AWS A Q)
&LICH AWS 2|, =8t A Condition 2401 Ef HEE X3 35t04 o248t R ol 2|40 CHEt
HMAE Mo{eh = U&LICE Security Lake 2|44 EfZ 0| CHEE REMIEH LIE 2 Security Lake 2|4 A

EiT X|E HE &ZSML. 2|lAA0 EfOE 7|He R 2|AAo CHE HMAE XMBtstE ID 718
2ol of|= Security Lake2| X4 SF 7|8t HA of|X| EHHE FZSHMIR.

0|' I-O

Security LakeOl| CHEF A 20t X3 BH ALE

UAl Rt 5H X[ of

UA| A3 ZSHS AWS Z|AA0| CHEF BT | HMAE XMB5HH HAHYO|M EE= TME &S AIEE
M A2 MEELICH 7| HHA 7|2 AF2SHE CHA HA| RHE SHE SMo 2 MM = 20|
AWS Z&LICH KM LI 2 IAM AFS AEMO| IAMS| A EOF X4 5 A JAMSE 5=
AWS MH|A MM %**MWIO

Security LakeOl| M HA| Xt 5B AAEE X[ ELICE.
Security Lake0l| CHEt TR M| A A4

ME M A MA(FAS) X[3: of

MY HMA MMFAS)2E EESIE 2 FX Q| HeHE CHR2AER MH|A0 AWS MH|A CHEH 2
HIF AWS AHIAETH AFSELICH FAS 8 Al B3 M2 HEE MY AMA HaS ZEFAL.

215 Security Lake 2 d0fl= CHE AWS AH|AZ4O| F7F B4 =Hdof CHE HEt (%4
SE2 Ho{MH MH|A HEt 20o{ 2 X0l M Amazon Security LakeO| A & 0|8t =Holg & =X

Security Lake2| MH|A o3&t
MH[|A g X|3: oL

MH|A A& 2 HHIATE AR 3 = Zdo 2 J1-stE IAM & elLCt IAM
ZHEIRE IAM LHOI M HH|A A8 MM, ™ L APKE £ UELICH RHMEH LIE2 IAM AL M
MO AWS MH|A AWSO| HEHS Q|leh 48 MAZ BT XSIML

Security Lake2}t IAM 2| ZHS & A 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html#amazonsecuritylake-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

Amazon Security Lake Add a permission2|

Security Lake= AH|A &S T7H{LL AHESHX| &b &LICH OBdLt Security LakeE AFEE [ Amazon
EventBridge AWS LambdaZ! Amazon S32} Z'2 #& MH|AT} MH[A g8 = UFLICH Security
Lake= AFEXIE CHAISHO] A E =~5HT| I5H AMHIA 44 A S AFSELICH

/A Warning
MH|A oJgtof CHE 1‘*4?_% 24E5HH Security Lake AFE Al 28 EX|7H 4l = A&LICH
Security LakeOl|Al 221 X|&E MSst= FR0E MH|A HE S HESHAM 2.

MH|A 14 AJg 20 HAAE MH|A A& ol 3t R ULICH AWS MH|A. MH|AE AFSXFE CHAl5H04
g s&5Y| o] e S ~UE = UELICH MH[A 4 & 20d| LIEL AWS AE 0 MH|A
7t ARELICH IAM ZE|RH= MH|A 48 A& 0| HEtE 8 + UXIE HEL2 & + gigLch
Security Lake= AWSServiceRoleForAmazonSecuritylakeO|2h= IAM MH|A @17 &8t 2 ALE
s A
=2 T

=2 1=
grLICt. Security Lake AMH|A 947 4%*8 T CHAlstod 2o O|O|E] Bllo]a MH|AE 8Y
AeE HEtE Fo{ELICt MH|A 937 A8 2 Security Lake0ll 218 AZAE IAM A& ILIC}. Security
Lake01|k| A7 HO|5tH Security Lake7P AWS MH|A ALEXHE CHAlSto{ CHE & 2 &5te o EREt

E
DE HEtE ZEELICE Security Lake= Security LakeE AFEE &= AWS 2| QU= ZEO|A{0]| MH|
=

Security Lake MH|A A2 Y2 UM = 2Elsts SEoll CHEr XEMIEH LI 2 Security Lake 0| A
H|A 47 998t ALE 2 BXFHAIL.

Security Lake2| At3 & 7|t 2 of| K

Z|IBMo 2 ALEXF & A&ol= Security Lake EIAAE MMSHHL £ £+ Qe BEHo| giaLIch
ASRFAH AR HR B ElAA0M BYs c&E HEHS FoistE{™ IAM EE2|XH7HIAM B2

45t ELlct

O|2{&t of|x| JSON HA EME ALE3t04 IAM ID 7|8 YA g Mt WS Lot H IAM AE
MMl IAM EH EE(2£)E HZsHM2

Zt 2lAA |80l Cigt ARN A2 Z 86104 Security LakeOllAM 2|8t 2Hed gl Z|AA R&of CHet
REMIEH LIE 2 MH|A 21F & X 0llAM Amazon Security Lake0l] CHEF 2fQd 2|AA 2l =74 7|18 & X5
Me.

ID 7|8 =3 o Al 160


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsecuritylake.html

Amazon Security Lake Add a permission2|

=3
. M 2 Al

« Security Lake 2& A

« Of: AER7F RHAIO| HETE £ = AT F 518
=

« o =% 2E| A™oM PIHE REIRE XIHst

- O AISKIVLENTE T[Etoz SAE HEY

XA ed AbE|

ID 7|2+ Z=Mof (2t A™HoM AL XL7} Security Lake ElAAE M, BMA EE= ATKE = A=K
o{= 7t ZA™E LIt o] ZHo 2 QI3 AWS AHIHoi HIZ 0| LhrAigh &~ Ql&Lch ID g
Aot HEE e oS XD HE A E IEAR.

« AWS Z2|E HAME A|EStD 2|4 HESZE HE - ASK U IZ=0of HEH 2048 AlZHSHE{H
of2 QUBEX{O| AL AlEi|oll CHEt Het2 2oistE AWS 22| HA S AFSELICH ol AF8E
UELICHAWS HH. AFR AlEiof 2= AWS T ZH 22|13 HAHg & olslo HEHE =
Z4&LICH KEAIS LI 2 IAM AFS MM o] AWS ZHE|E &2 e AWS 2o CHH 2h2|3E o

ol £
S XM

- XA HE XM - IAM HHM S A8 5t0] HEtE UHSE 42, HYS s¥ste ol 28 Mt
HofgLICH O|E A st 2|4 HE O R AB{TI EH THoM §H 2|laA0 CHa =&E &=
£ 2 S HolgtLct IAME A8 3to HEtE M5t Wio| st AtME HE = IAM A8 HH
Mol Rl 1AMS| HAH dl HEhg ML

« |IAM HRO| RS AL 5t0{ HAM|A FIH MBH- HHMol| S F7H5t0{ B Ll 2| A0 CHE H
MAE AMBte = J&LICH ol§ S0, SSL2 A &5to ZE 22 T&sof 8ot x|Hst= &
MEAUS HEE &= USLICH AWS MH|AQL Z2 EHE Sall A8l B T2 MA835t0 M
HIA Zhedof CHEF HMA HEtS B 048 =T UELICH CloudFormation. XHAlIEH LIS 2 IAM AHE A

* 1AM Access AnalyzerE S35 IAM A Z & Q15t0{ PtM5t D 7|5XQl Het 2% - IAM Access
Analyzer0 M= IAM =H& 210{(JSON) 2+ 2 & APE1|7P MM &
&It LIt IAM Access Analyzere 1007l O £ =

0 tXSt D 7|5HQl HAME MM F

74

o =

Analyzero| M H& HE S FHE5HM L.

« C}E QIB(MFA) Z2 -0llA IAM AL R EEE R E A
23 MFAS AWS HHZAL|Ct API &2 x

(12 FIHELICH REMIEE LIS 2 1AM AL ME Mol MFAE

Bt AILIEIR7 e B F7H 2o
I MFAZL 2 2 5HE HAHo] MFA
Bt HOot AP| HMHAE FHZSHMIL2.

ID 7|8 =3 o Al 161


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html

Amazon Security Lake Add a permission2|

IAM2| 2259 Atzi|ol| CHEF REMIEE LIE 2 IAM ALE B A L| IAMLS| EoF Y A& & ZshM|2.

Security Lake 2& AR

st & grLict. o|g{st Her20 M
ULE 5{EsloF &L|ct AWS HH. £[A &
| F

o
sy HAof HZEE ?i'EIEI(F N =S

Amazon Security Lake Z& 0] HAM|AT (]
Security Lake ZIAA0] CHEE ME HEE LP°E43P_TL =
T HEECD o MEAel D 78 YHMs

= o48hof cHsH Q= CHE ZHS35tK| b &Lct

AWS CLI EE= AWS APITH E%ér MEXAHE 24 € HEHE 518 LRI GR&LICH CHA,
LS5t APl 2T U x|5HE Eofot HMAE 4+ Q=S FLCt

ArE XL 248 0| Security Lake 2&2 M8E = UEE ste{H 2 E xZstE 1AM B
=

HESHEAL. REMEF LI E2 AFE DB Mol A IAM At

ihy
)y
0%
mn -

MNEX}F EEE= 48 0| Security Lake 2£2 AISE £+ U
Z &0 M M| AsHoF sHE ElAA0 C
o

M Z2&0M Y 2|AAZE O|S3S

—I—I

OB S0 222 AIR50{ ALBR KIE AAE X752/l AR RV} OHS AQlg 488 4 2lofob &

* glue:CreateCrawler

* glue:CreateDatabase

* glue:CreateTable

* glue:StartCrawlerSchedule

* iam:GetRole

« iam:PutRolePolicy

« iam:DeleteRolePolicy

« iam:PassRole

« lakeformation:RegisterResource
« lakeformation:GrantPermissions
* s3:ListBucket

* s3:PutObject
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
of: Z& ZE| AYM U ZEIRHE X ™HstD MHSEF &S

Ol oflof M= AWS Organizations 22| A 2| At RI7F Z 20| 2|UE Security Lake #2|AE X5}
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JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"securitylake:RegisterDatalakeDelegatedAdministratox",
"securitylake:DeregistexrDatalLakeDelegatedAdministrator"

]I

"Resource": "arn:aws:securitylake:*:*:*"

}
]
}
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ArEREe| ALE XL OIF 242 7HX|Z s BB Heto| fofELICH
JSON
{

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ReviewSubscriberDetailsIfOwnexr",
"Effect": "Allow",
"Action": "securitylake:GetSubscribex",
"Resource": "arn:aws:securitylake:*:*:subscxribex/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}

"Sid": "ListSubscribersIfOwner",
"Effect": "Allow",
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"Action": "securitylake:ListSubscribers",
"Resource": "*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Owner": "${aws:username}"}
}
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{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPutLakeFormationSettings",
"Effect": "Allow",
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"Action": "lakeformation:PutDatalakeSettings",
"Resource": "*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}I
{
"Sid": "AllowGlueActions",
"Effect": "Allow",
"Action": ["glue:PutResourcePolicy", "glue:DeleteResourcePolicy"],
"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:aws:glue:*:*:table/amazon_security_lake_glue_db*/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "securitylake.amazonaws.com"
}
}
}
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JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "AllowlLakeFormationActionsViaSecuritylLakeConsole",

"Effect": "Allow",

"Action": [
"lakeformation:GrantPexrmissions",
"lakeformation:ListPermissions"”,
"lakeformation:ListResouxces",
"lakeformation:RegisterResource",
"lakeformation:RevokePermissions"

1,

"Resource": "*"

"Sid": "AllowIamActionsViaSecuritylLakeConsole",
"Effect": "Allow",
"Action": [
"jiam:CreateServicelinkedRole",
"iam:GetPolicyVersion",
"iam:GetRole",
"iam:PutRolePolicy"
1,
"Resource": [
"arn:*:iam::*:role/aws-service-role/resource-
management.securitylake.amazonaws.com/
AWSServiceRoleFoxSecuritylLakeResourceManagement",
"arn:*:iam::*:role/*AWSServiceRoleForLakeFormationDataAccess",
"arn:*:iam::aws:policy/service-role/AWSGlueServiceRole",
"arn:*:iam::aws:policy/service-role/AmazonSecuritylLakeMetastoreManager",
"arn:*:iam::aws:policy/aws-service-role/
SecuritylLakeResourceManagementServiceRolePolicy"
1,
"Condition": {
"StringLikeIfExists": {
"iam:AWSServiceName": [
"securitylake.amazonaws.com",
"resource-management.securitylake.amazonaws.com",
"lakeformation.amazonaws.com"
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}
}
},
{
"Sid": "AllowGlueActionsViaConsole",
"Effect": "Allow",
"Action": [
"glue:GetDatabase",
"glue:GetTables"
]I
"Resource": [
"arn:*:glue:*:*:catalog",
"arn:*:glue:*:*:database/amazon_security_lake_glue_db*",
"arn:*:glue:*:*:table/amazon_security_lake_glue_db*/*"
]
}
]
}
Console

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.
2. 29 Holxlol B2 EABIM Muls o2 oFF HustE Sstol M M2 17 oS

MH|A 474 Agh S #4355t Foll= L0l Security LakeE A8 3t7| fISH0| Z2MAE Bt=E

CLI
2020 WAO 2 AWSServiceRoleForSecuritylakeResourceManagement AH|A 4
g2 MAM5tE{™ CHS CLI BHES AFSELICH

$ aws iam create-service-linked-role
--aws-service-name resource-management.securitylake.amazonaws.com

E A83t0{ AWSServiceRoleForSecuritylLakeResourceManagement AH|A 917 &2
AAdsr i Ef0]2 MIEFH|O|E{E 25t Cllo|E{ol| M| A SHEATE Security Lake Glue Gl O|E{H|

O|A 2| 2 & H|O0|E0i Lake Formation E|O|E =& T8H(ALTER, DESCRIBE)L £ 04310 AWS
CLIEFLIC} 2IT 9| Glue El|0]E 0] O] Security Lake E4343}9| S3 H{Z!2 & Z 5= A< Security
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2
O o

$ aws lakeformation grant-permissions --region {region} --principal
DatalLakePrincipalldentifiex={AWSServiceRoleForSecuritylLakeResourceManagement ARN} \

--permissions ALTER DESCRIBE --resource '{ "Table": { "DatabaseName™":
"amazon_security_lake_glue_db_{region}", "TableWildcaxd": {} } }'

CtS Mo M= G ARNS| 22 HoiELICH 2™ UX(ISHESE g ARNS THEISHOF &L
Ct.
"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-

role/resource-management.securitylake.amazonaws.com/
AwWSServiceRoleForSecuritylLakeResourceManagement"

CreateServiceLinkedRole APl EE& A& =& &LICH 2HME AWSServiceNameZ X|

MefLCtresource-management.securitylake.amazonaws . com.

AWSServiceRoleForSecuritylLakeResourceManagement Q&g &AM3lst £ & 5350l AWS
KMS TZ 22|& 7|(CMK)E A8 3te B2 MH|A 947 80| CMK7| UE 21T9] S3 Mo &5
StEl ZHA|E AWS M E 5{2 35l of EL|CH. AWS KMS 240 CMK7Z} Q& AWS ZIZx12| KMS 7|0
CHS HME FIIELICH KMS 7| HAE B35 Edof CHsh XEAMISH LI 2 AWS Key Management
Service ZHE At QFLHA{ L] of 7| HHE AWS KMS & ESHMI L.

{

"Sid": "Allow SLR",

"Effect": "Allow",

"Principal": {

"AWS": "arn:[partition]:iam::[accountid]:role/aws-service-role/resource-

management.securitylake.amazonaws.com/AWSServiceRoleForSecuritylakeResourceManagement"

},

"Action": [

"kms:Decrypt",
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"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {

"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::[regional-datalake-s3-
bucket-name]"
I
"StringlLike": {
"kms:ViaService": "s3.[region].amazonaws.com"
}
}
1,
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
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https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
https://repost.aws/knowledge-center/sqs-s3-event-notification-sse
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org.html
https://docs.aws.amazon.com/accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/activate-advanced-features.html
https://docs.aws.amazon.com/accounts/latest/reference/activate-advanced-features.html
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
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https://docs.aws.amazon.com/lambda/latest/dg/example_lambda_DeleteFunction_section.html
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https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/storage-class-intro.html
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#vpce-interface-limitations
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"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action": [
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/user",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
I
"webIdFederationData": {
I

"attributes": {
"creationDate": "2023-05-30T13:27:197",
"mfaAuthenticated": "false"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}
I
"eventTime": "2023-05-30T17:29:17Z2",
"eventSource": "securitylake.amazonaws.com",
"eventName": "GetSubscriber",
"awsRegion": "us-east-1",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"subscriberId": "30Qedl7a3-0cac-4997-a4l1f-f5abbexample"
},
"responseElements": null,
"requestID": "d@1f@f32-9ec6-4579-af50-e9fl4example"”,
"eventID": "9clbff41-0f48-4ee6-921c-ebfd8example”,
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ModifyResourceIfOwner",
"Effect": "Allow",
"Action": "securitylake:*",
"Resource": "*"
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/Owner":
"${aws:username}"}
}
}
]
}
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RS 715482 =0|7| sl M

oE £0{ T3 AWS CLI BB x|YE
7tgrLict. o] olAlE Linux, macOS & Unix82 2 Z L]

selAl(\) E A& EXE

A& Lt
$ aws securitylake tag-resource \
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--resource-arn arn:aws:securitylake:us-

--tags key=Environment,value=Cloud
|4 g LICH.

2| %l
« resource-arn Ej1E FIIE T EXS| ARN
7te ol e Z|ILCH

« Environmente FSXto]
« Cloude RIMHE BN F|(Environment)Q| Ef1 ZtIL|C},
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLake.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-data-lake.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateSubscriber.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/create-subscriber.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
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$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=Environment,value=Cloud key=CostCenter,value=12345 key=0Owner,value=jane-

doe

el

LICt 2Lt value 2l gt EI
value @l 72 X|H3SHX| OLMIR.

o
|§& F7heFLCt.

tags HHEQ| Zt 7HAM|0l= key & value Qlr7t 25 EHF
AP == U&LICH BT 242 BT 7|2t 1Z6HK| §fad
o€ E0iCtg BB 2 HAZE Ef 2L0| 8= Owner Ef1 7

$ aws securitylake tag-resource \
--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tags key=0Owner,value=

*c;'g-%P‘.:'_:' Security Lake= EI HTTP 200 %'—é £ vhEHerL|ch % X| of 2™ Security
EEES5

Amazon Security Lake 2|A A0 CHEH E{7 TE

Amazon Security Lake 2|AAQ| EN1 (B2 7| == EH ZH)E TRISHE{™ Security Lake 2& £ &=
Security Lake APIE A& & = U/ &LICH.
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ElAAO| E{OE HESHH 2[AA HAAN HEFS D|FE = JU&LICH E|l&AQ9 BT 7| E=
2t2 WS Mol Ef2E AF835toq 2| A0] CHE OHMI E Mo{g == /= AWS Identity

and Access Management (IAM) H24& HAE&L|C}

Console
Security Lake 2&2 AI&35t0{ E|AAQ0| EfOE HESIE{H CIS THAHE MENM L.

2laAof gt e & HE StedH

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.
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E} 7|o AZAE e ZFBH HEISHHLE X 7{5249 Security Lake API2| TagResource 2242 At
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_TagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/tag-resource.html
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E} gt2 TMESIZ{™ tags Tt2tOIEHE AHE5H04 B 22
8t 7ol M Ef Zf2 XIHELICH o€ E0{ CHS AWS CLI H&
7|CloudOn-Premises®| Environment Ef1 Z} S0 2 &

IEE Unix82 2 ZOE|oH 7548 £0[7] {3 tl“%EH/\I()

ted= Bl 7|8 RI™ELICH E
XHE FS5AoA €S E Efa
FL|CF. O] od| A= Linux, macOS
KL EAE AFSELICH

mi>| “°"

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Environment,value=0n-Premises

2| %l

« resource-arne #5X}2| ARNE X|HELICEH

e Environmente $Y4E Ef 2ot HAAE el 7|ILICE.
= =
—_

« On-Premisese X|I™HE Ef F|(Environment)ol AHSE MZ2 Ef ZEIL|CH

H

Ef2 7|0l M EHT 242 AMI7HStEdH tags THEtO|E{ol 7| value @14 ZtS RIXSHK| OHAMIR. o A:

$ aws securitylake tag-resource \

--resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \
--tags key=Owner,value=

B35t Security Lake= 2l HTTP 200 SES 2
AlI{Et O|FE LIEFLHE= HTTP 4xx E£= 500 SEE BHeHE l—lEF.
Amazon Security Lake 2|AA00 CHEH EfO HE

Security Lake —E—% It = Security Lake APIE At&3+0{ Amazon Security Lake 2l&A 0| Ef (Ef 7|
ot Ef gt ZF)E HEE + U&LCH

Console
CtZ BHAof 2t Security Lake 2&2 AFE35104 2|4 EfOE AEELICH
2laAo cHet Bl 38 HEStE™

1. Security Lake 2 & (https://console.aws.amazon.com/securitylake/)= 3L|LC}.
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TE=A7E 2ol ZA|EXK]| b= E2 wo|x|e| &% JE /e AWS 2T MET|E AHE
Sto F=EXHE ddet 2lg MEIFELICH Eolls M 2I™el 7|E FSAHeE LI FELch

Ef1 AMol= 3K 2|AA0] ST E RE Ef7} LFPELICH,
API
2O HAlo R J|E BAAS| EfOE HMSt T HESHE{™ Security Lake API2]

ListTagsForResource 242 AL tAAIR. 2 HM|M resourceArn ItEtO|EE AF& 50 ElAaA
9| Amazon ZlAA O|E(ARN)S X|&ghL|c,

AWS Command Line Interface (AWS CLI)E& At&3t= B list-tags-for-resource @2 A™5tD
resource-arn ItZtO/EHE AFE5104 2|40 ARNZ K| ELICEH oiA:

$ aws securitylake list-tags-for-resource --resource-arn arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab

Aol ool arn:aws:securitylake:us-
east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890abe 7|&
TS Xte| ARNEILICE.

-

PN

At40| M35t Security Lake 7t tags HiES HHEHENLICH HHQEO| ZF = =XH 2|AA0 EF
= Ef2 (B2 7|2t B gt 2F)E KI™EELICH oiA:
{
"tags": [
{
"key": "Environment",
"value": "Cloud"
3,
{

"key": "CostCenter",
"value": "12345"
I,
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListTagsForResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/list-tags-for-resource.html
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{

"key": "Owner",

"value":

047|M Environment, CostCenter, Owner= Z|AA| 2 E Ej 7|QLIC}H CloudE
Environment Ef1 7|0fl @dZ2E! Ef1 ZtILICE 12345E CostCenter Ef2 7|of| GAZAE EH1 2L
ILICt Owner Ef1 7|oi|l AZAE! E 1 Zf0| Qi&LICH

Amazon Security Lake 2|AA0| A EfZ X7

Amazon Security Lake ElAA0|M Ef2E M|7{5t2{2 Security Lake € £ Security Lake APIS
AEE = U&LICH

/A Important
2lAA0M BT E NHEHH ElaA0f CHEt BH A FES & + A&LICH E{E ® 75t
7| Hoi| Ef2E ALE3t0o{ 2L A0 CHE HMAE Mo{E 5= U= AWS Identity and Access
Management (IAM) H&2 ZAEFL|CE
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Security Lake Z2& 2 AtE5104 E[AA0M StLt O|& 2| EfIE AFA|StE{H CHE HAHE [MENML.
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- Ef29| Ef1 7|2t E{ gL (B ¥)2 25 X|7{sted™
6. CIAAMMF 7t
7. BN MHE O™ &S MEigLICH

API

ZZ O gtAlo 2 2| AAO|AM Lt

2IAA 9| Amazon 2lAA O|E(ARN)E

-y
S SEELICH EiT Mol HAY 2420 BEE

D E B3 LhEELICH

[ RO M XE M=iEr L
A Bl e MHE MEfgfLCH
Ef 204l CH3H O H

— =
THAE gts &L

O|&o| Ef2E A A|5HE{TH Security Lake APIC|
UntagResource 22 AFEEILICH 230l resourceArn IiEtO|EE AFS
XI™HELICH tagKeysTEIOIEE AFS

oto i E MHE
otod M7Hg Ef2 9

Ef 718 X|IHEtLICh oded Ef2E MHSed™ MHE 2t Ef29] tagKeys THEtOIE{QF QI+ E A
HME&)ZE FE3510d FIIELICI—0A: tagKeys=keyl&tagKeys=key2. EIAAMM S Ef
1 ZHEN 7] MN)E MHE e Ef 28 MHsHE CHAl Ef 2 E HEISIMIS.

AWS Command Line Interface (AWS CLI)E& AL

A0 M StLt o|Ato| E{1E XM HEHLICEH resource-arn ItEtO|E{0= EH2E XA

ARNS X|HgLICH tag-keysItEIOIE{E AMS
of Ct= HHE2

$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-

X ™HE =X M Environment E{T (B2 7|2t BN gf 25)E A

= 72 untag-resource HHE S AgH5lod 2|4
& glaso

5o M7AHE el efa 7|E RIHELICH & &
g Lct.

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tag-keys Environment

037|M resource-arn2 Ef1E NMHE T SX2| ARNS XX
J9| e 7Lt

2|AA0M ofe] B2 & M|7H{sEd™, ZF £t 7|& tag-keys TtetOE{L] @

A

$ aws securitylake untag-resource \
--resource-arn arn:aws:securitylake:us-

15t 1, Environmente= NI7{& Ej

2l4 2 27t

LICE. o

east-1:123456789012:subscriber/1234abcd-12ab-34cd-56ef-1234567890ab \

--tag-keys Environment Owner
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UntagResource.html
https://docs.aws.amazon.com/cli/latest/reference/securitylake/untag-resource.html
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P

LML
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Security Lake AFE A| 2X[7} 2 d5tH CHE =X

T
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M
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« Lake Formation 2| siZ&

« Amazon AthenaOll A 2| A &

« Organizations EAl| 5123

« Amazon Security Lake A} 3 & HMA ZX HE

CilOlE| Bilo|=3 A el 2X| sHZE

Securlty Lake 2&2| A H0|X|of|= HIO|H B|o|=20fl F&E2 D|xl= EXN L Lol EAIELICE o

= =0{ =ZXlof Cist CloudTrail £XE *CL**" St X| 2f2 A2 Security Lake= AWS CloudTrail 22| O]
HEO CHEt 20 &S &/9ste = iaLIch X Ho|X|oMeE XL 14 Sot & st EXIE Ct
St ZF E2xlof cist MBEo MetE 2X sHE HAE = = UsLICh

z2J2fY AR A Qofol HAMASHE{™ Security Lake API2| ListDataLakeExceptions &t
US ABE £ UELICH E A3t B2 list-data-lake-exceptions BES AWS CLIA & L|C}.
regions It2t0|E{2| BR us-east-1 O|=F SFR(HX[|L|ot 25) 2Tt 22 st ool 2™ =

E XIMstod sl 2Tl F&E2 Dixl= 2XME &l = UELICH regions TtEHO/EE ZF o|-X|
plom B E Z|I™ol &2 O|xl= A7t gtetELICH 21 3 E S 52 AWS Yt #ZE 9| Amazon

Security Lake AIEZQOIEE HZX LA,

o€ E0{CI= AWS CLI WYL ys-east-1 & eu-west-3 2|™0f| &2 g L
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$ aws securitylake list-data-lake-exceptions \
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_ListDataLakeExceptions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/securitylake/list-data-lake-exceptions.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
https://docs.aws.amazon.com/general/latest/gr/securitylake.html
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--regions "us-east-1" "eu-west-3"

Security Lake AFE At H 22X E= 2LFE & 2|2{H Security Lake API2]
CreateDatalakeExceptionSubscription & AFEELICtH AFEXt= O|H2, Amazon Simple Queue
Service(Amazon SQS) CH7 [P ZE T4, AWS Lambda &4+ 2 T™& £= VB X|HElE Z2EZE S

of d2lg gre & JA&LICH

o€ S0{Ct= AWS CLI HH2 SMS M&
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$ aws securitylake create-data-lake-exception-subscription \
--notification-endpoint "123456789012" \
--exception-time-to-live 30 \

--subscription-protocol "sms

of Q| F=o0f CHEt MF HEE 224 GetDataLakeExceptionSubscription & AtE
ofl 2] 5 & UO|0|E3HE{T UpdateDatal akeExceptionSubscription 22 AFEE 4= & LICH o 2
T5E MAstT 23S SXIStE{H DeleteDatalakeExceptionSubscription 2Hd& AL E = &L
Ct.

Lake Formation 2A| si{ &
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Mgt LI 2 AWS Lake Formation 7Het X} OFLHA{ S| B A 572 MME B E3FHAAIL.
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https://docs.aws.amazon.com/security-lake/latest/APIReference/API_CreateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_GetDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_UpdateDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/security-lake/latest/APIReference/API_DeleteDataLakeExceptionSubscription.html
https://docs.aws.amazon.com/lake-formation/latest/dg/troubleshooting.html
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Q7 E oliZstE{T Lake Formation HetE AESHAAIR. APIE 2 S &5t= IAM Q& 0ofl= Security
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https://docs.aws.amazon.com/lake-formation/latest/dg/granting-database-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-database-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-table-permissions.html
https://docs.aws.amazon.com/lake-formation/latest/dg/granting-table-permissions.html
https://console.aws.amazon.com/lakeformation/
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html
https://docs.aws.amazon.com/lake-formation/latest/dg/optimize-ram.html
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SIAA BR 0|E0o| 2SAIE MMEE W x|HsH IE ID7F U1 ElAA B2 ARNO|
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CHS MEE AL83510{ AthenaZE AF23H0q Security Lake S3 H{ZIofl HZHE A E 22157 2I5H
AthenaE AISE [ YdE = U= 3SR ZXNE TIEstT e = USLICE Athena 2| SHZ
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1. https://console.aws.amazon.com/lambda/ AWS Lambda 2& & JL|C}.

=
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