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O Administrators
m Create and share product portfolios to their end users

Obtain / author products
in JSON or YAML

Organize portfolios Manage product portfolios Distribute portfolios using

, Maintain catalog
with constraints / account IDs or organizations

Add, delete, or deprecate products and versions
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Version1 | | Version2z | & | Version1 | Version2
Product X Product Y > ] ]
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ProductX = =0N | e ccccccecaaa- ! . - -
1 1
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1 1
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i i
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MXX

i Portfolio B ' Constraint options: Account ID N - N
- i :  — N —
- - i - - Assign launch roles ("launch as”) - »
- - — \ \ ' - Constrain launch parameters T T
- o — - i - Set notifications & y
u -— - -— . ' - Configure deployment _# parknd MG
i

across accounts and regions u
Product Y Product Z - Conlral tagging ners Product X

TagOption Library

Use the TagOption Library to ensure
consistent taxonomy and tagging of
|provisioned resources.

O| Ctoloa 2 2(& MEXte| 7| YA E=E EoiFELICH

End User

Can discover, self-service provision, and
maintain the life-cycle of their provisioned products.

Provide parameter inputs
and launch products

Manage product

Discover products life-cycle

Select product and version

Product X Provisioned Product Service actions, updates, and
E LG C ] OVSIONS s terminate provisioned products
: [E= T
i |o— o—[ /\O

: [ ] | |
rroduet e Version1  Version 2 DI:IDDD DI:IDDD (@

e.g. LAMP Stack, data analysis stack
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a. ALEX FIHE MEELICEH

b. AFEXl 0|0l ServiceCatalogAdming 238fL|C}.

> wn

c. ZZIgfQ ghAl HAMA 2 AWS Management Console HAMA S MEHSEF [T}

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",
"iam:AddRoleToInstanceProfile",

iam:AddUsexrToGroup",

iam:AttachGroupPolicy",

iam:CreateAccessKey",

iam:CreateGroup",

iam:CreateInstanceProfile",
"iam:CreatelLoginProfile",

jam:CreateRole",
"iam:CreateUser",

iam:Get*",
"iam:List*",
na

iam:PutRolePolicy",

iam:UpdateAssumeRolePolicy"

]I

"Resource": [

"

[
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-

east-1:111122223333:function:SexrviceCatalogTerraformOSParameterParsexr"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-

east-1:111122223333:function:SexrviceCatalogTerraformOSParameterParser"
"Condition": {
"StringlLike": {
"aws:SouxrceAccount": [
""000000000000",
"111111111111"
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Catalog MH|A 2ot F|0| AT mxt A sqgs: SendMessage(R! #21 KMS) HEHE F045t= HAl

A HHMg Mg
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "sqs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]
},
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFxom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"
}
]
}
Terraform Z2H|X{d IZlol| ESE CH2IRF FIt 14
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",

"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resouxce": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringlLike": {
"aws :SourceAccount": [
"000000000000",
"111111111111"

}I
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {

Terraform Z2H|X{'d ATl ESE CH2|XF =7}
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"Sexvice": "servicecatalog.amazonaws.com"

}I
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"
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Edl
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M|k

O| Rtg Mol M3 E HE HEZ! development-environment.template hiips:/
awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template 0l A AFE & = Q&
L|CH.

ZEL Rl

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region

in which the stack is run. This example creates an EC2 security

group for the instance to give you SSH access. **WARNING** This

template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template."

"Parameters" : {

1EHA RIESI CIR2E 19
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"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

},
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",
"m3.large",

"m3.xlarge", "m3.2xlarge" ]

iy

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern": "(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

},

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

ol
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
iy

"Mappings" : {

184 JES OR2EE
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"AWSRegionArch2AMI" : {

"us-east-1" { "HvVM64" : "ami-08842d60" 3},
"us-west-2" { "HVM64" : "ami-8786c6b7" 1},
"us-west-1" { "HvVM64" : "ami-cfa8al8a" 3},
"eu-west-1" { "HVM64" : "ami-748e2903" 1},
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" },
"ap-southeast-2" { "HVM64" : "ami-fd&724c7" 1},
"sa-east-1" { "HVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
.
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1],
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
1,
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
1,
"Qutputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",

124 RESI CIREE 21
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"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

1,
"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}
}
HEZ 2l
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{
"Rules": {
"Rulel": {
"Assertions": [
{

"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}1},

"AssertDescription": "Instance type should be t2.micro or t2.small"
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack"”,
"ec2:*",

"servicecatalog:*",
"sps:*"
1,
"Resource": "*"
},

{
"Effect":"Allow",

"Action":[
"s3:GetObject"
]I
"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"

6THAl: AlEF A|eF 27 =7t
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variable "bucket_name" {
type = string
}

provider "aws" {

}

resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name

}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name
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"Version":"2012-10-17",
"Statement": [
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"Sid": "VisualEditox0",
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"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {

"s3:ExistingObjectTag/servicecatalog:provisioning":

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",

"s3:List*",
"s3:PutBucketTagging"

]I

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

"Action": [
"resource-groups:CreateGroup"”,
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

]I

"Resource": "*",

"Effect": "Allow"

"Action": [
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"
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"Version":"2012-10-17",
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{
"Effect":"Allow",
"Action":[
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]I
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}
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
]I
"Resource":"*"
}
]
}

of CHEt ZZHod| A Condition EE2 X|Y5tK| t2™ "servicecatalog:accountLevel" 4
MAE X|HeteE 20 SYU35HAH AWS Service Catalog M 2IE/LICH accountLevel HAMA0E
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters”,
"servicecatalog:DescribeRecord",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistory",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
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"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"servicecatalog:userLevel": "self"
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"
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1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"
}
}
}
]
}
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"sexrvicecatalog:DescribeRecord",
"servicecatalog:ListRecordHistorxy",
"servicecatalog:ScanProvisionedProducts"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel"”: "self"
}
}
}
]
}
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. Z2H|x{d OlE|HE HEZ0| ME I ML
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"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "s3:GetObject*",

"Resource": [
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET",
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET/*",
"arn:aws:s3:::cf-templates-*",
"arn:aws:s3:::cf-templates-*/*",
"arn:aws:s3:::sc-*",

"arn:aws:s3:::sc-*/*"
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OIF BIZXIEE| A™S 20| AWS HH HEt2 F 048t & M AWS Service Catalog ME 2 Hd35H7{Lt
7|& ME& YOlo|Estod ElZX|EE|o RER mtdof S7|3HE = J&LICH HEX mtUS ¢
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CH2 AWS Identity and Access Management (IAM) H&g HIZSIoZ P95P04 AWS Service
Catalog ZEIXI7F MZES 28 |2 X|EE|e HES I
CodeConnections@t 250 2o st Heto| LET|o] YU&LICHAW S Service Catalog. 0i|l A= ofcH
HEX HME SAtstD B[ ZXEE VI3 MES 485 M 22lF A AS8F AWS Service
Catalog AWSServiceCatalogAdminFullAccess %2 AWS Service Catalog T & & L|C}.

o) |ll9
o
ofn

1N
Loj
9'|_|
-I>
O
>.
L
n
o
Al
2
o
-

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
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"codestar-connections:PassConnection"”,
"codestar-connections:CreateConnection”,
"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation”,
"codestar-connections:GetIndividualAccessToken"
1,
"Resource": "arn:aws:codestar-connections:*:*:connection/*"

},

{

"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/

sync.servicecatalog.amazonaws.com/AWSServiceRoleForSexviceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"

}
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MEE X|HE = J&LICE AWS Service Catalog 2, CodeConnections 2&, AWS Command Line
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$ aws servicecatalog describe-product-as-admin
$ aws servicecatalog describe-provisioning-artifact
$ aws servicecatalog search-product-as-admin
$ aws servicecatalog list-provisioning-artifacts
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AWS CLI 7t ZH0fl alias I+ A4

1. AWSCLI 2£0M 7+ ECZ O|SELICE 7|IBMoZ 7+ £ AZ &= Linux & macOS2|
~/.aws/ = Windows SUSERPROFILE%\ .aws\0i /& L|C}.

2. mEME MEstHL MEshE BHOID CHE BEE 2345101 0|F 2 cliz X|YE o2l

Mt

$ mkdir -p ~/.aws/cli
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Atz MMElE c1i ZE0o| 7|2 B2 E Linux 2! mac0Se| ~/.aws/cli/ EEE Windows2|
%USERPROFILES\.aws\cli®lL|C}.

3. MERcli EHol|M ot =5H gi0| 0|F 0] alias? HAE WS T
A3t HLE ME5t= EOlFo] CHE B™-EE =36t0 alias TS HMHE = U&LICH

$ touch ~/.aws/cli/alias

4, X |Hmf £0i [toplevel] S B4EFLICY.
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acktg HiE AJRIEE o] 522 E04E7LE B0l HolM HHEE AHE 5104 force-delete-
product 832 alias LU0l FI7H& = JU&LCt

force-delete-product &2 alias ItU0| 522 F7135}7|
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[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"

exit 1

fi

if [[ "$1" != prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1
describeProductAsAdminResponse=$(aws servicecatalog describe-

product-as-admin --id $productId)
listPortfoliosForProductResponse=$(aws servicecatalog list-

portfolios-for-product --product-id $productId)
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tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
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for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]l$ 11; then

exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
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aws servicecatalog delete-product --id $productId

E{0ld & & AL 35104 force-delete-product &S alias ol F7}&HL|CEH

$ cat >> ~/.aws/cli/alias

2. H¥ 23EEE HO|E Fofl E0{E2 C}S Ctrl+DE =i cat BHFE S=LICH

force-delete-product & 5 &

1. EOld oM CtEs BB S ddstod ME EE AME SEELICH

OlzH iM|= force-delete-product HE WAt J0f [HE SEHE Eo{FLICH

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n
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2. yE U™stod ME AXE FlgfLch

MEE 8322 AxetHE EHOId #ol oS 27t ZAIELICH

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123
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servicecatalog:ProvisionProduct,
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"Statement": [

"Effect":"Allow",

[
"s3:GetObject"

"Action":

1,

"Resource":"*",

"Condition":{

"StringEquals":{

"s3:ExistingObjectTag/servicecatalog:provisioning":"true"
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"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"
},
"StringEquals":{
"aws:SourceAccount":"111111111111"
}
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 TerminateProvisionedProduct
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3 Ol 2 Parameters Mol M VPCSH MU THatOIEIS MARTHD 7P s & LICh RITE A
=440] S8 VPCOl QIS E HISHE TS BE = QAL W2tk N8} VPCE KITae

£ A= MM57HLE HH 0| 57| Fofl 0144442 CloudFormation B7}skod AL ThatOlEd 3t

ol #Z VPCOll Q= R| HQIgrLICH ThEbOIEf 30| R & 3HX| 24O CloudFormation & Al AS4

MAMEHHLE Aolo|ESHK| 2ELICH AFZXE7F VPCE X|HEHR| et MEU! ni2t0|E Zf2 &2l
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2 E219| Rules M442 7| 01& Rules9t 1 Floil Olofxl= BE 3LtZ THELICL FL 27t BE
TE MUIE SALICH FAS o2 7 MiE B AEZ TEELIC 2 FRlof Chsh 28 £2 ool
=25 0|81 1 Flof 2= B8, 18|1 7A ZHT 0{MMS BE SYSE MBI

T2lof= RuleCondition £40| Z&E = /2, Assertions 40| Z & E|ofof gL|ct. Z
Elofl CHall & 7S SHLHEF YOlE 4= RIS M, Assertions 4 LHOIA StLt Ol4f ol oMM E
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Mg Holguch
"Rules":{
"Rule@l":{

"RuleCondition":{
"Rule-specific intrinsic function"

},
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
}
"AssertDescription":"Information about this assert"
}
{
"Assert":{
"Rule-specific intrinsic function"
}
"AssertDescription":"Information about this assert"
}
]
}
"Rule@2":{
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"Assertions": [

{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
}
}
7ta RIE22 Rule0l 2 Rule@22t= F 7He| HE|0| Z & El Rules AME E0{ELICt Rule0l0]
£ B3 Z7 stLbot 04 T W7 Z BRI QLI TA E719| BTt trueR TIHEIH, 2t ofAd
Mol = 27t "WotE|D MEELICH 72 Z740| falseO|™ #2l0| M E[X| A &LICH Rule@20l=
TE Z4do| gi7| WEol g MEELICH Ol o{dM sttt & BItElDT MEEE SELCH
TE AT oM ™Molste 7= gHad LA &40 CHEt AFAIEH LK AWS CloudFormation AHZ
MMl AWS TFA| B4 MMS HESAAIR

Ct2 % 722 InstanceType LWEtOIE{Q] g2 & EE*LIEP. 23 nt2t0|E{(test == prod)o| 2t
a

of 2l AFERt= InstanceType THEtO[E{0d| CHEH m1.small == ml.largeE X|%5HoF & LICH.
InstanceType 2 Environment Zt2t0|E & OE?J' S Z210| Parameters MMO| M MA3Hof &
L|C}.

"Rules" : {

"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
.

"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]l},
"Assertions" : [

{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
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"AssertDescription" : "For the prod environment, the instance type must be
ml.large"

}
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JSON

{

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument",

"ssm:GetAutomationExecution",
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"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResouxces",
"ec2:DescribelInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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"Statement": [
{
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"Effect": "Allow",

"Action": [
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"Resource": [
wxn

]
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{

"Sid": "Stmtl1435216552000",

"Effect": "Allow",

"Action": [

"sns:*"
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"arn:aws:sns:us-east-1:123456789012: *"

]

}
]
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Q Access Filter | Account & 1 {
User
Product Versio
Name v Created V¥ ID v Status
name name
Role
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Provisioned products (1/6) info

Q Access Filter | Account v
Name Created v Product name Version name Status
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Provisioned product details

Product description

Provisioned product ID User name Status

pp-* . . Adrvervadiow © Available

Product name User ARN Version name
test arn:aws:iam:: $058:user/SCAdminAllow

Created

Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID Type Support email contact
prod- . CFN_STACK

Version ID Product owner Support link

pa- ahjrpyr gl v

Support description

5. Of2iZ 0|=35tof O|HIE MMS i—f’gﬂL—IEL Provisioned product ID &
CloudformationStackARN gt

Events (4) info

Q Sort by | Newest v 1 @

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN Status

Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard @ Succeeded
Record ID Product name Product version
rec-| ssmimport 1

Provisioning artifact ID

pa-
Qutput key Output value Output description
CloudfermationStackARN arn:aws:cloudformation:us-east- stack/SC- The ARN of the launched Cloudformation Stack

-11eb-b851-
038204804744 [A

6. ZZH|MIE ME IDE Ar&35040| A|ZH0] 3iE 3= AWS CloudTrail Z|ZEE Al 7 At
SXE AlEELICHYUEIM O 2 HH2|0|M S0i O|HY FAE =dF. O] ool M E "steve" &L
Ct.

"eventVersion":"1.03","userIdentity":

{
"type":"AssumedRole",
"principalId":"[id]:steve",
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arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
"accountId":[account number],
"accessKeyId":[access key],

"sessionContext":
{
"attributes":
{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]
.
"sessionIssuer":
{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam: :[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]
}
}
.

"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I

"responseElements":

{

"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
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"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. CloudformationStackARN Zt2 AF23104 CloudFormation O|HIEE AlEd5t0{ MM E 2lAA
of CHet MEE A& LICH CloudFormation APIE AFE361040| HEE AUg £ USLICH RFAIEH
LH& 2 AWS CloudFormation APl & X & &HZ5HMI2.

AWS Service Catalog APl E=& AI&35t0{ 1~4EtAHE s E = AU &LICH AWS CLI. AFM[EF LIS
2I5t &

erot 2 24™M AWS Service Catalog 7HEE Xt PHLHA{ 2 AWS Service Catalog BHE & X oM &
Al2.

Terraform Open Source XMZ AEf 27F &2

Terraform Open Source ProvisionProduct 0= TAINTED &fEH 2 2t [0 Z2H[MH'IE 2
AN|& 0| UpdateProvisionedProductZ TI&E £+ Q&LICH O|248t &

« UpdateProvisionedProduct= E{1E YHIO|E &= =HtHL 2lAA OIES MY Ee ™
3|'E:1 A|_|_O|'x| |.°|=||—||:|'

« UpdateProvisionedProducte ZZH|XEE M&EES AVAILABLE EE= TAINTEDZ A™HE K| 0
HE AMs i o] T2 H|X{E o] MmE Ted5t K| f&LCt.

AWS Service Catalog = & Ef 28t M & & L|CtProvisionProduct. ProvisionProduct &¢d Al
Ij2 QI8t Bl XM A= XAIso 2 sEE|X| ef&Lct.
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HE 2F of

oAl 1: S 2lAaA OS2 M5t K| AWS Service Catalog & & ProvisionProduct

ote AlLtE2|20| M= X|RstE 2liaa O§0| i 2lAA0| Ef7F MEE|X| oLot = AVAILABLE &
ENR! ZZH|XHIE ME 0| U&LICE.

1. %td0| ProvisionProduct& A|&fErL|CH

2. Terraform ZZ2H|X{'d EI2 LI EZZ MIHZ ProvisionProductol S& 31,
Resourceldentifier& AN33HX| et&LCt.

3. ProvisionProduct ¥IEEE 2|lAA IFS WHSK| 1 Z2HIXIE NE SEE
ERRORE M TFLICH

4. 1% C}S UpdateProvisionedproduct &S
Terraform ZE2H|X{'d 2AEl0| “HB"E LtEtLi= 8EE gLict
Ant™Mo 2 UpdateprovisionedProduct H{IAEZE ZZ2H]
AVAILABLEZ MH5IX|EH ElaA 5 S HdstHU i1 E ME5lE{n

oAl 2: S M 2[&~A AWS Service Catalog 243 UpdateProvisionedProduct

OfeH ALFE|R20ME M 2IAA| Ef27F M E|X| oF U2 AVAILABLE A EHQI Z 2 H|XEE A

Z0| A& Lt

1. &4 0| ProvisionProductE A|Z&tstL|Ct.

2. Terraform ZZH|XE AT “HB3"E LIEILHE SHE 51, ResourceldentifierE XNZE

LIC}.
3. ProvisionProduct HIAEZEZEE= 2lAA IES MDD AMHEI B E E[AA0 EI2E MEF
LIC}.

4. M BlAAE tEE= M OIE[EO0| A UpdateProvisionedProductE A|RHELICH
5. Terraform Z2H|X{'d A Zlo| “H3"E LtEtLH= SEHE &LCH
o

A

o
UpdateProvisionedProduct

=2

6. HIEZE= T2H|INMHIE XNME &4EHE AVAILABLER M™HSHK|
ok M Z2lAA0 F7FEfOE MB35tE{n AKX L&LCt
ME| 2F 4

AWS Service Catalog = TAINTEDOIM 2 HAHE 2E Z2H|X{'FE M Fof CHall 2laa OE
O] MAME|Z 2 BL|CtProvisionProduct. Terraform Z2H|X{' QI ZI0O|E vH&tsH K| SF HLt
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Resourceldentifier7| 2lAA OE&2 M4 AWS Service Catalog 5t X| 25tH ZZH|MHIJE ME
Ol ERROR & ENZ MHE|o{ ZANZ SZELICH

Terraform Open Source A& AME{ @l 22|

5 & Terraform Open Source T2 H|XM'd M[Eol= B AEf mto| JU&LICH Z2H|IXHIE
MEZ1 g el ot Zhol= 1:1 A7t U&LICH TFYU2 sc-terraform-engine-state-
${AWS: :AccountId}-${AWS: :Region}O|2t= Amazon S3 HZ!Ol| KMEELICH & Ef Tt
AccountID EEE ProvisionedProductID Zi&| 7| of2ioil XR{&ElL|CH.

AEf I HMAE GetStateFile AWS Lambda & Amazon EC2 Al&F HIZSI0 2 X|8HE L|C}.
AWS Service Catalog 2 2|Xt= Amazon S32| &' El mlof &Y MMAY = gi&LICH &EIRI=
Amazon EC2E& A&3t0q mtAof HAM|ASHOF B LICH 7|2X 22 AWS Service Catalog 2 2|At= & El
I S5 2 & UXC Y LHEE HU & == &LICH Terraform Z2H|X{' AIFIeH o LY

S 7L £ + &L
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of| A Ef 2 2F2] AWS Service Catalog

AWS Service Catalog £ 2|

L2AE BRE = U E EfOE MSEUCH BlO= 271X RE &
AutoTag & TagOption@ £ 7 &

L|C}.

I i

AutoTagsOlM ZZH|XMIE 2|AA0| QE|Zlo] CHEF HEE Al %P 7t ZEH|MEE 2lAA AWS
Service Catalog 01| XIS 2 2 X &3t= Ef1 AWS Service Catalog &{LIC}.

TagOptions=0i| A 22| AWS Service Catalog El= 7|-Zf HO{E, AWS EiIE HM5t7| 28t HER
g g gfLich

=S|

» AWS Service Catalog AutoTags

« AWS Service Catalog TagOption 2t0|= 242

AWS Service Catalog AutoTags

(® Note
AWS Service Catalog £ Terraform @Z AA XM|Zof CHF AutoTagsS XIsHK| b & LICH.

AutoTagsOM Z2H|XIE 2lAA 0 Q2|Flof CiEt HEE A7t Z2H|IMHIE 2lAaA AWS
Service Catalog 0l A5 22 %{&ét= Ei1 AWS Service Catalog &L|Ct.

AutoTagdle ZEZZ|2, ME, AFSAH AE HAY L Z2H|IMHIE MEZ Q| 17 AlXtol CHEF Ef27}
EZaHEILICEH O|Z A st ool ZHEH 2 a0i M ++ 438 AWS Service Catalog T2 E BHdst= Ef Al
EJt M3 ELICH AutoTage 11249 507 B = Bt & Hl&tsh= Ol Z'EIX| et &L ct.

(® Note
AWS Service Catalog £ Terraform @Z A A X|Zof CHt AutoTagsS X6t K| b &LICH.

AWS Service Catalog AutoTagse ZlAA0| YzHE Ef T X[™HE M3 ste ol =80| 2 = U2, Of
= ZEEZQ, NME E= ALEXto] CHEr of| &2 e grLICH AutoTagsZ AF&3+04 AWS
Config 72| AHT ZE2 Al & EQfo| B|AAE AlHE £ QU&LICH Z2H|X'IE 2o A0 CHEt
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AutoTags CloudFormation Amazon EC2 & Amazon S32+ Z0| ZZ2H|X{Jol| AFE £l CIRAER! A
HIA Q| E{O MMoiM & &= JU&LICH

® Note
AWS Service Catalog Z ZH|X{'JEl 2|AA0] AutoTags &8t £0l=7} AutoTags YHIO|E
StX| gt&LIcH Z2H|IMIE MES CHE ME, Z2H|XMIE ofE|HE &= M AR B22
UHIO|EStE A<, 7IE AutoTagsOll= 04745| el 2tol EAIELICEH

AutoTag M5 HE

« aws:servicecatalog:portfolioArn - T2 H|X{'JEl M| Z 0| A|ZE ZEZZ|2 9| ARN.

« aws:servicecatalog:productArn - ZZH|X'2El M Z0| A|ZHEl X|Z 2| ARN.

« aws:servicecatalog:provisioningPrincipalArn - ZZH|HJE ME S H&Ee T2 H|X'D FA|(AFHS
Ahe| ARNILICE.

« aws:servicecatalog:provisionedProductArn - L2 H|X{'dEl MZF ARNIL|C}.

« aws:servicecatalog:provisioningArtifactidentifier - H & Z ZH|X{'d OlE|HE(MZE HH)2| IDYILICE.

AWS Service Catalog TagOption 2t0|=E2H2|

Zelxt7t Z2H|IKMEE MEC ElaE &4 #elg £ A Z = AWS Service Catalog £ TagOption
Eto|2 222 MEELICt TagOption2 AWS Service Catalog0il A & 2|ZlE 71-2k Ho{&ILICH AWS
Ef 7= OFLIX|BF TagOption2 7|8t 2 AWS EfIE MAMet7| I8t HER! Adg 2 Fuch.

AWS Service Catalog £ Terraform Open Source EE & Terraform Cloud A& ol i TagOptionsE X|
5t R| ek &L,

TagOption 2tO|EZ{2[E Sl CI22 &4 ME8F &+ U&LCh
- UBEER

« AWS Service Catalog 2lAA 9| 2MHet Eja X|™H

o
- o1& E B0l CHsll AFS AT MEIE £+ QlE HolEl 2

Z2|XH= TagOptionS Z0| HAZE = U&LICH ME EA(Z2H|XY) Bol=CHS
Ctolo{a®nt Zo| AT ZEER I_CP_ F HN|& TagOptionsE AWS Service Catalog £|7|5t0{ = Z H|X{
SE MEo| MEF Lt

m
m
M
o
Po
>||'=
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TapOptions
; for porfolio |,
,
TagOption library /f/ - X\\
\ Product 1
‘\.\\ \\
f"f_—_‘x \\\ \'\__\

N, TagOptions 4 Product 2

for products

Provisioned product 3
[ Product 3 ——launch—  (with tags from the
portfolio and product 3)

Portfolic

Service Catalog administrator > Service Catalog user

N

TagOption 2t0|E2{2|7} RIS 2 2 TagOption

fjo
o
ot
L 0X
ol
Q'I_l

EZCR EE ME HZEE &KX

E

i

>|

5
mI5 :
om
=IO|=l

2, B 0 ChAl EEE S e, oleie B2 9 Blol=aial 248 SAlE 4
oIS WEt OlLizt, ZH B R ASSHIILE S48 HHOIME ABSHE TagOption® BIEIE + SlarL]

Ct.

AWS Service Catalog 2& £ = TagOptions A& 3t0{ TagOptionE # 2|8 LICH AtMIEH LIE2
Service Catalog APl & X & & QI3 &AL,

=1 L=

LiS

+ TagOptionO| /= ME A%

+ TagOption & 2|

« AWS Organizations E} 1 &%H0i TagOptions AtHE

TagOptionO| = MF AlZf

A& XL7t TagOptions7t U= MES AlEstHE AL XHE CHAISHO CHS 42 AWS Service
Catalog =& & L|C}.

- ME L AR ZEEZZ|20] CH5H 2 & TagOptiong =& g LICtH

TagOptionO| /= AME AlE —


https://docs.aws.amazon.com/servicecatalog/latest/dg/API_Reference.html
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« 1R 7|7t A= TagOptionBt ZZ H|IMIE MEFL| Ef20i| AAZEI=X| &IEfLICH AEXtE 7| stLt
off CHsll MCHE 2t S 52 7S LIcH AL RH7E 22 MEfstH o|Zdo| Z=HIMIE ME Lol Ef27t
Lk,

« MERI7F Z2H|IME ol MEo| S&6tx| o= B2 8 FIME & JUXS gfLICH

of 1: I8 TagOption 7|

2t 2|Xt= TagOption[Group=Finance]2 BH& 11, O|& Portfolio10d| 21Z2&LICt. 047|0i= TagOptionOl|
A= Product10| U&LICH AP A7 Z2H|IMHEE MES AlZSHHE CHS 1 20| B TagOptionO|

Tag[Group=Finance]7} ELIC}.

Product 1 Product 1

X

Group, Finance

4 >

Portfolio 1 TERMINATE!
LAUNCH!
The tag becomes part of the
provisioned product at launch
The user may see the tag set at
Product 1 launch, but is not required to
perfarm any action

of 2. TEEZZ|0 7|7} L TagOption ME

Rt REEE|Q0] 7|7t SYEH F 7H2| TagOptionE HHXIZH D, SiE ZEEE|R LHS| ofH XM F
ol 7|7t S8t TagOptionO| & LICH AlIE Al AL A= i 719t HAEE F 712l 2t & st E M
=HatioF B LICH M Z2HIXMSE MEO| siiE 7|9t AR 7E MEfet gfe = e XIHELICH

TagOptionO| U= HME AlE =
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Product 1 Product 1

CS

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

o 3: ZEZC|Q2 Y ZEZC|QO ME 250 7|7t S LS TagOption ME

2R ZEZE[0] S8 7|1E 71Tl 048] TagOptionsE HIXIFSH Y ZEEZE|2 LHO| ME

off St 7|& 7%l 042 TagOptionsE U&LICH = TagOptions2| &l7|(= 2|12 AND =)ol M 7t Al
E E AWS Service Catalog 843 8rL|C}. TagOptions AF&Xt= MEE AIRFE [ O] Zt MIEE E11 0]

S0l MESELICH Z2H|X'EE ME2 SHE 7(2F ASXI7H MEfB Zfo 2 Ef T XI-HEL|CH

TagOptionO| = MEZ Al=F —
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one

of 4. SLUFt 7I12t S=El= 22 FMEl 048] TagOption

Zelxt7t ZEZE|Q0| 5 7|1E 7HE 048] TagOptions = Hi R I% ST ZEEZ|9| X FOf
St 7|2 7%l 048] TagOptions T U &LICH = TagOptions2| EA|(=2|% AND 2ol M 2t M E
£ AWS Service Catalog M4 &fL|C} TagOptions ZlAI0IM 7| ZtS & X| 25tHE 77t SLstD 2t
O] I Ef1E AWS Service Catalog 243 8fLIC} sc-tagconflict-portfolioid-productid0oi7|
M portfolioid ¥ productide ZEEEE|R L ME2| ARNs. 0|§ Sl Z2H|XHEE ®Fo| &
2RI 3ot =-HE = U SHHE 719 g2 el T X|I™ELU| o

CostCenter, 65

A CostCenter, 70
CostCenter, 72 Product 1
( CostCenter, 73
Portfolio 2 AN D

A CostCenter, 327
( CostCenter, 115

CostCenter is not set on the
Product 1 instance, but the conflict is flagged

in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.
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Z£0iM stLt 0] 2| TagOptionE ZEEE|29 914 = 24 olfXi|st 4™

1. Service Quotas & (https://console.aws.amazon.com/servicecatalog/)=2 &3 LICt.

2. 1% EHM KM ZEBEIQE ME O AL 917 S stEis EEERISE L
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3. TagOptions &S =5t 1 L EZ 2|20 HAASHLE HEE &S TagOptionS stLt Of & MEHE
Lict.
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"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

1,

"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
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},
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{
"key": "string",
"value": "string"
}
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Y FE:

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"
.
"identity": {

"principal": "string",

"awsAccountId": "string",

"organizationId": "string"
},
"parameters": [

{

"key": "string",
"value": "string"

1,
ntagsn: [
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{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
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"Effect": "Allow",
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"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"
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"Resource": "*"
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{

"Effect": "Allow",
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"Action": [
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"
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"Resource": "*"
}
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{
"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",

"userName": "dev-haw"
},
"eventTime": "2020-09-23T21:07:587",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
},
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pv64ya78e22f",
"applicationId": "app-02ocuqg2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

iy
"requestID": "1b6ad353-3b06-421b-bcb4-00075a782762",

"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,
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"eventType": "AwsApiCall",
"recipientAccountId": "12345789012"

fol]]
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