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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/performance-efficiency-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/cost-optimization-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/sustainability-pillar/sustainability-pillar.html
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AWS Security Hub S &}

automated-security-response-admin AEHZ HIE 3P AWS Security Hub2| AFE A+ X[ &4
7|s1t SEELICH AWS Security Hub 2& AF8 X7t ZA| A2 Qo ZAF 20 E MEistH &8 M
2 AWS Step Functions.

R A HEt & AWS Systems Manager &3 M= automated-security-response-
member.template % automated-security-response-member-roles.template
CloudFormation Bl Z 3! AF&35t04 & AWS Security Hub IS (22| At 2! HbH)oi| i Z3Hok & LICt.
REMEH LHE2 ECi0|S 2 HZEStML. ol IESE AHSstH Ty ™M X8 2Xl sHHES =38

A& Xt= Amazon CloudWatch O[HIE 22 AL&35t0{ 24| HAHE XIS EX HEZ2 AIS2E Al
gk = &Lt ol M2 217 AWS Securlty Huboll ET1 E|= § | Auto| &t Xts =X sHZ
2 FMSELICH 7|BMo R XS AR THXY U&LICH Ol 42 AWS Security Hub 22|t A o]
M CloudWatch Events #&]2 7{AM Ei0|F EX| & £= Mx| Fo AMEX| HEY = UA&LICH

Wi HE =X &2

AWSS| RS H ot S
A EHefgrLICE ol
SHELICH 712 ARl
SoiglLich +8e 4

LICE.

Zfo|E

=X sl 2 ME= Eollo|S0l2ts W7 |x|2 2 ESHE LT ES0|S20| £F Mo ”IE
Mx|, HClolE X MAHELICH ZF ERf0|F oM X[ ElE X iAol ciet REAIEH LIS
LiM -~ ZB[0|S 2 BESHMR. ol £F M2 ®X CtE Eol0|SE R[HFLICH

« Security Control2 20231 28 23201 A A|El AWS Security Hub2| S Mo ZAF A1t 7|51t &
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https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html
https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/playbooks-1.html
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/A Important
Security HubOll Al S A|o{ ZAL Zp7} & -3l El B £F Mo gd&lsfior st= et
Zdijo|SlLch.

« Center for Internet Security(CIS) Amazon Web Services Foundations Hlx|0F3, B 1.2.0, 2018
52 18 HAl

» Center for Internet Security(CIS) Amazon Web Services Foundations Hlx|0F 3, ™ 1.4.0, 2022'A
118 9d AHAI

» Center for Internet Security(CIS) Amazon Web Services Foundations Hlx|0F3, {7 3.0.0, 2024
58 13 H Al

» AWS Foundational Security Best Practices(FSBP) H{71 1.0.0, 2021'A 3 &3,
» Payment Card Industry Data Security Standards(PCI-DSS) {7 3.2.1, 201824 5% HIA
. 02 2 EF 7|2 ATANIST) HZF 5.0.0, 20234 118 ural,

Bt CloudWatch Logs 1521 SO0111-ASRo1| CHEt AWS 29| At& 2ot 8H. ol 2a0l= &
SMo| 22X sZ LU BHEIE et £F Mol RMEH 2Z 0| Z k(o] /U&LICH

& F M2 Amazon Simple Notification Service(Amazon SNS) FX|& AI&3t0 EAl s 2o E Al
LICH O] Fxlof CHEt +52 AL85tod £F Mol 7|52 HEE = JU&LICH ofE E0{ 0HIY &

=
22 EUin EX E[ZE UOo|EY =+ JU&LICH

S00111-ASR_Topic - A™ME EA| sfZt gtz Uetol HE 4 @ 7 HAIX|E ELi= O AFHESE

LIC}.

SOO111 -ASR_Alarm_Topic - -’é‘-—?—*d
EMo| o ACHE E S K| 2
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https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v2-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis1v4-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/cis-aws-foundations-benchmark.html#cis3v0-standard
https://docs.aws.amazon.com/securityhub/latest/userguide/fsbp-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/pci-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
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AWS AMH[A

Amazon EventBridge

AWS IAM

Lambda

AWS Security Hub

AWS Step Functions

AWS Systems Manager

AWS CloudTrail

Amazon CloudWatch

AWS DynamoDB

Amazon Simple Notification Service

AWS SQS

Ad404
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https://aws.amazon.com/eventbridge/
https://aws.amazon.com/iam/
https://aws.amazon.com/lambda/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/cloudtrail
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/sns/
https://aws.amazon.com/sqs/
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AWS MH[A

AWS Key Management Service
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https://aws.amazon.com/kms
https://aws.amazon.com/config

AWSO| RS ot S5 TH UM
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7|6} 124 AbEholl ChaH A BHLICE

Ol £ T MS MsHE O ABEIS AWS MHIA0| HIS 2 ALSAHel AeielLict

0z
i
T

A HI82 Ch2a 24 &Lt

272 HZAHE 1070, 21H 170 - 0|5 SF/5F HX[L[o}): o & 3004 2| =X s 2ol Cislf of
21.17 USD

« S HIEZ(10070 AE, 170 2I™ - 0|5 SF/5 5. HXL|ot): 01 3,000742| EA| 20l CHaH of
134.86 USD

- CHT 2 HHE(1,0007H A1, 1074 2|7): 0H2 30,000742] 22X 2ol CH3H 2F 10,271.70 USD
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html

AWSQ| xt& Hot & T2 LA

>
=
(0)]
(0)]
@
o
[
=,
<
T
[
o
1
ey
—_—r
it
0
4>

Service I 2| E|of 2= [USD]
AWS Systems Manager A5 OH& =S 100,000EHA| ZZ| Eloq Qo= Z 7|2 THA|
3t - HAH = of= EAHE 0.002 USD7I ¥

WHELICH CHE AlE XtS3H2
B2 ZE o2 AFolM A
e BHE Zefet 2E BA
£ ol AZoMEE A AHE L

Ct.
AWS Systems Manager A5 OH& 5,000% ZZ| Elo] Qlof= Z
gt - EtA 7|zt aws:executeScript £f¢4 Et7|0f|

£ ¥ 5,000%9| ZZ| Elo] £
Z3 0.00003 USD7} £ atE L

Ct.
AWS Systems Manager XIS ZZ| Elo] gRZ 02 GBY 0.046 USD
3l - AEE|K|
AWS Systems Manager A5 ZZ| Elo] giZ M&EE GBE 0.900 USD( #t
gl - Olo|H & A’ E &= out-of-Region)
AWS Security Hub - 2ot Al 2| E|0] Q1S *= 100,000checks/account/
Region/& H|[& ZAIE 0.0010
uSD

Cl2 400,000checks/acco
unt/Region/& H|&2 AAY
0.0008 USD&!L|C}.

HEZ HIS EOlE 15


https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/systems-manager/pricing/
https://aws.amazon.com/security-hub/pricing/
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Service

AWS Security Hub - =%! O

E 37|

Amazon CloudWatch - X| &

Amazon CloudWatch - CHA|E

-

Zz| E|oq

%S 10,000events/accou
nt/Region/& 2 F = ILICI.
Security Hub 2| £ ot Z4AL e} £t
ZE =Z o|HE 37|,

712 2LIEHE X[EGBE EE)
107H2| ME 2 LIE- X|E(1
E HiZ) 1840k 70| API @
(GetMetricData 2! GetMetric
Widgetimagedl= M &/ x| &

g)

OHed =[cH 50702 X|ZE o CHEt
CHAIE = 374

22 [USD]

500,00071 0|4+ 2| checks/ac
count/Region/& H|& AAE
0.0005 USD

10,0007l O|4&f 2| events/ac
count/Region/& H|&2 O|Hl
E&0.00003 USDILICE.

o 2l
[

% 10,000742| X| £ H|E
0.30 USD L |C}.

CtZ 240,000702] X| & H|E2

2l 0.10 UsSD&lLC}.

C}S 750,0007H X|E 222
21 0.05 USDILIC}.

1,000,0007H O|&f 2| X| & HIE

2 & 0.02 usDILCt.

API & 222 2% 1,00074
=t 0.01 USDYLIC}H.

O CHA|E =2 3.00 USD

HE HIE HIOIE


https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/security-hub/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
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Service

Amazon CloudWatch - 32

Amazon CloudWatch - 21 Z

2y

Amazon CloudWatch - 21 A

E2|K|

Amazon CloudWatch - O|HE

AWS Lambda - 2%

AWS Lambda - 7|Zt

5GB HIO|E{(%=%l, ol7to|E A

E2IX| & Logs Insights # 2|
2 A7 H|olE)

5GB Ol|O|E{(=%&, otztolE A
E2|X| & Logs Insights #E]
2 AZH3O|olE)

AMEXRE XIE 0l

HE £ X QIE
EOoHEI} =

ES
ELICH

=
S

O 1M 7o B2

FO

042 400,000GB-% o] ZHF &
Alzt

7 eHUA
22 [USD]

EZE YT (60X) HIE BEY
0.10 USD

DA Z(10X) HIE2 ZBE K|

o
= 0.30 USDRILICE.

si& ol B x| Hi

GBE 0.50 USD

A ZH8 o|O[E{ GBE 0.005
USD

ARt X|'H O|HIE Q| B2 0]
HIE eHat 7 1.00 USD &}
HE O|HIES| B O|HIE

L —

gk JHE 1.00 USD

GB-Zg 0.0000166667 USD.
7|17t 32 ol g st
= HZ22| 2Fof| et FeFEL
Ct. 1MB EH2|Z 128MBOi| A
10,240MB ALO|C| HIZ2E|E &

=of =& £ U&LICH 1MB
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/lambda/pricing/
https://aws.amazon.com/lambda/pricing/
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Service

AWS Step Functions - 4HEf &

=t

Amazon EventBridge

Amazon SNS

Amazon SQS

Amazon DynamoDB

AWS Key Management

Service 2=

2= oX(EE)

z 2| E[o
Oi& 4,0002|2| F = &Ef T
AWS AH[A0|AM HAJEF 2E

SEf HE OHE = F =L

CtH.

%2 25GBo| AEE|X|E 2
Lt

2% 20,0007/

of| Al 1: O 300712 A sHZ&

- AlE 1074, 2|17 174

22 [USD]

O|= & Ef ©Et 1,00070F
0.025 USD

AEXE XE o|HE = HAIE
A Xt X|E o|HIE HHBF 7HE
1.00 USD2| H|&0| ELICt,

EtAt(SaaS) O|HIE &= HA|E
O|HIE eiot 74 1.00 USD2|
H|& 0| SL|Ct.

WXt A O|HEE &S E &
ok 7JHo| Wk} H % O|HER
1.00 USDQ| H|0]| SL|Ct.

A

Ol 2% 14 4% 0.50

0l% 2% 14gt~1,0009 HY
0.40 USD

O|% 1Bt 7Ho| YUphEl |7
2 M 7| 2.00 USD

KMS 7| 171 1.00 USD. &t
S o= 2C|ieE dHAlo 2 1
®MsE KMS 719 B2 7|9
A e & & e Aol & 1
USD(AlZtE Hl2| Bf&)2| H|S
ol &7+&Lct.

2 tlx(EE)


https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/step-functions/pricing/
https://aws.amazon.com/eventbridge/pricing/
https://aws.amazon.com/sns/pricing/
https://aws.amazon.com/sqs/pricing/
https://aws.amazon.com/dynamodb/pricing/
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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» account/Region/month® Al 112 307

- &Y & H|& 21.17 USD

Service

Systems Manager Automation

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - 23

AWS Lambda - 7|Zt

Step Functions

Amazon EventBridge T %

AWS Key Management
Service

7+

EtA|: ~4EHA| * X sHZE 300
74 *0.002 USD = 2.40 USD

7|12+ 10% * 2AF| S22 3004 *
0.00003 USD = 0.09 USD

T b5 MEIAE AR 8

[e][]

=X sl 2 30074 * 0.000002
USD = 0.0006 USD

$0.0006 * 0.03 = $0.000018

$0.20 * 1,000,000 R =
$0.20

256M: 1.875GB sec * 3007H
XA 3HZ * 0.0000167 USD =
0.009,375 USD

B T 1770+
3007H = 5,100

=X sl 2

$0.025 * (5,100/1,000) AEH &
gt =$0.15

o1 -I
- =3

rﬂ-
l]|0

F2lof o

71170 * A& 1074 * 2| 174 *
$1=9%10

9 @ Z[USD]

2.49 USD

$0

<0.01 USD

0.20 USD

<0.01 USD

0.15USD

$0

10.00 USD

FERIEE)
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Service

Amazon DynamoDB

Amazon SQS

Amazon SNS

Amazon CloudWatch - X| &

Amazon CloudWatch - CHA|E
-

Amazon CloudWatch - Z&

mot

Al

7+

$2.00 * 1,000,000 217| & Ar
7] =$2.00

$0.40 * 1,000,000 R =
$0.40

$0.50 * 1,000,000 &2l =
$0.50

$0.30 * 7 AFE A} X|H K[E =
$2.10

$0.01 * (300 * 3/ 1,000) & X
E APl & = $0.01

$3.00 * CHA|E= 171 = $3.00

$0.10 * B2 37§ = $0.30

of| X 2: o{& 3,000712| =Xl &

- HI’H 1007H, 2|7 174

- account/Region/month'd EA| 314 307

o 2454

OH-

H|& 134.86 USD

Service

Systems Manager Automation

7+

EtA|: ~4EHA| * 2K 34 3,000
74 * 0.002 USD = 24.00 USD

712t 102 * 3,000712] =74 A}
& * 0.00003 USD = 0.90 USD

2.00 USD

0.40 USD

0.50 USD

2.11USD

3.00 USD

0.30 USD

21.17 USD

28 9 ={USD]

24.90 USD

FERIEE)
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Service

AWS Security Hub

Amazon CloudWatch Logs

AWS Lambda - 23

AWS Lambda - 7|Zt

Step Functions

Amazon EventBridge T+ !

AWS Key Management
Service
Amazon DynamoDB

Amazon SQS

Amazon SNS

7+

2T 7tsE HHIAE AHE st

x| o2

=X s§Z 3,00071 * 0.000002
USD = 0.006 USD

$0.006 * 0.03 = $0.00018

=X a2 3,000 * F 67d =
o

& 18,0007

$0.20 * 1,000,000 273
$0.20

256M: 1.875GB Z * 3,00071
o| £ siZ * 0.000167 USD
=0.09,375 USD

HEf Mt 17+ X A
3,0007d = 51,000

$0.025 * (51,000/1,000) ArE{
Mgt =$1.275

Aol ChEt 23 o

r
l]|0

71171 * A%E 10071 * 2T 174
*$1=%100

$2.00 * 1,000,000 &47| & 2+
7| =$2.00

$0.40 * 1,000,000 &
$0.40

$0.50 * 1,000,000 &l =
$0.50

28 © 2 USD]

<0.01 USD

0.20 USD

0.09 USD

1.28 USD

$0

100 USD

2.00 USD

0.40 USD

0.50 USD

FERIET)
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Service

Amazon CloudWatch - X| &

Amazon CloudWatch - CHA|E
-

Amazon CloudWatch - A&

mo

Hl

7+

$0.30 * 7 AL Xt X|H X|E =
$2.10

$0.01 * (3000 * 3/1,000) &
X|E APl =& = $0.09

$3.00 * CHA|2= 17H = $3.00

$0.10 * A& 37§ = $0.30

oAl 3: 24 30,000742| EH| A

« #1& 1,0007H, 27 1074

- account/Region/month'd EA| 314 3074

. 24ud
==

O

H|& 1,271.70 USD

Service

Systems Manager Automation

AWS Security Hub

Amazon CloudWatch Logs

7+

EFHA: ~4EH7A| * 30,000742| &
Al 82 * 0.002 USD = 240.00
usD

7|2k 102 * 30,000742| =X
&2 * 0.00003 USD = 9.00
usD

HT 7h5E MHIAE A8
x| 98

30,000742| Al sHZ *
0.000002 USD =0.06 USD

28 © 2 USD]

2.19USD

3.00 USD

0.30 USD

134.86 USD

Y 23[UsD]

249.00 USD

$0

<0.01 USD

2 tlx(EE)
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Service

AWS Lambda - 23

AWS Lambda - 7|Zt

Step Functions

Amazon EventBridge T %

AWS Key Management
Service

Amazon DynamoDB
Amazon SQS

Amazon SNS

Amazon CloudWatch - X|E

7HE
$0.06 * 0.03 = $0.0018

=X sHZ 30,0004 * 23 67
2% 180,000

$0.20 * 1,000,000 R =
$0.20

256M: 1.875GB sec * 30,000
do| A siZ * 0.000167
USD =0.9375 USD

HEf Mt 177 * 22X HZ
30,00074 = 510,000

$0.025 * (510,000/1,000) 4 Ef
Met=%$12.75

2F A

rot

Aol o

Ojo

(71 17H) 1 USD * A& 1,0007H
* 2|7 107 = 10,000 USD

$0.000002 * 1,000,000 &47| &
M7|=$2.00

$0.000004 * 2% 1,000,0007H
= $0.40

$0.000005 * 1,000,000 & &
$0.50

0.30 USD * AFEXI X|H X|E 6
71 = 1.80 USD

$0.01 * (30,000 * 3/1,000) &
X|E APl & = $0.90

28 © 2 USD]

0.20 USD

0.94 USD

12.75 USD

$0

10,000 USD

2.00 USD

0.40 USD

0.50 USD

2.70 USD

2 tlx(EE)

23
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Service 74 HEH 2 F[USD]

Amazon CloudWatch - CHA|E  $3.00 * CHA|EE 174 = $3.00 3.00 USD

=

Amazon CloudWatch - G5 $0.10 * ZE 274 = $0.20 0.20 USD
SHA| 10,271.70 USD
/A Important

KMS 7| &l H|& AWS Key Management Service (KMS)& &7} & MHst|md 124 22|13
7|1 1d0] 8t H AtsS2 2 wAELICH 2 mAols 4z 7| 1.00 USDL| H|Z 0] g A
Ct. o & &0 Bt 2[T0oil 1,000702] HZH 0| /U= E< 247F 1,000 USD(LA| 17H x 7| 1,000
7§ x 1.00 USD)7t F7+2 grigfL|ct.

S C

MEHX 7|50 CHEF F7} HI|S
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& & El CloudWatch X| &

ZE|XF AE42 HZ & [} EnableEnhancedCloudWatchMetrics TH2HO|E{0]| yes CHHE MEHSITH & F

M2 Z xof IDo| CHa AL AF XIH X|E 2712 BE 17HE B 8FLCH H|82 +d5t2d= A o4 IDs
Ct

ol ek FEtELCH oS BolMdeE HIE &EhE Z-st7| flal oiE 96712] M= CHE Ao IDsE
D& sEEoh JPEELICH

Service 96IDs 74 * 2 = 192719 A ¥ Q Z[USD]
A RIE R E

Amazon CloudWatch - X| & $0.30 * 192 A2 X} R ™ X E 57.60 USD
= $57.60

Amazon CloudWatch - B8 $0.10 * 96 BE = $9.60 9.60 USD

mo

A 67.20 USD
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N 2O 7 |se 2Ys6E 4 HH AHMH £FMH2 ZE Y| 2| O|HEE 245
CloudTrail Mg MMSILICH Lambda & 4+£ £F M1 #240| Qe o|HEE WEZIELICH &, &
F M1 #20| Qe OHE = 04T5| FX0M ZHRX{E|1 Lambda & F0lM HEIZI22 HIE2 HH9|
& B2 O|HIE 49} ZtE40| U&LICH
CHE EolME AHolAM oie 150,0007H2] 22| O|HEE 7HHEMLICH AX| HIR2 A ™Ho| AX| &2
O|HE & &of et Eek&Lct
Service 71H Y @ F[USD]
CloudTrail 150,000 * 2.00 USD/100,000 3.00 USD
USD = 3.00 USD
Lambda 150,000 * 0.2 * 0.125 = $0.0925
3,750GB-%
3,750 * 0.0000166667 USD =
0.0625 USD HFE AlZH HIE
0.15* 0.20 USD = 0.03 USD
SHHIE
$0.0625 + $0.03 = & Lambda
H|2 $0.0952
A M AHAHS 3.09 USD
Hot
AWS QI Z2to| A|ARIE TH5HH ALSAE AWS ZHof 2ot 2o SR ELICH AWSE ZAE 29
MA, 7HE S AS L MHH[ATL —S%EI_ Ao E2|M HotE ZEst 1H A S 29, 2| L Ao
stE20| 37 ZE2 28 #EHE ELIch AwS Eotol Cheh RHMIE LI 2 AWS ZeteE Eotg

SE JSPNIS



https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
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=X sfZAn a2t El E2 Yol HEt e LHoM EX sHE 22 38 = Us HAMlA HEtE 7
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M Aol A SO0111-Orchestrator-MemberE & & Ql&LICH 2+ £
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Ot Alo} EfHF(EH=) ap-southeast-7
@ Note
S50 i ZE MAWS ZIH2 24 HIZE Safl XIHE = YR HEE ix = X[HEIK]
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£F Mol FHEE Z MH|2 0| SFF 0| SEEK| HstM . REME LI 2 AWS MH|A EEEE

CIS 2132 AF85t0d sHY MH|A S| I O|X|Z2 o|SErLICt m|o|X|E
AWS AMH|A0] CHEt Service Quotas 224 CHAI PDF2| AMHH|A Q=

AWS CloudFormation & &2k

AWS HHo|=0| £F Mol AEBIS A|ZHEL M FofoF & AWS CIoudFormat|on stEEro| U&Lch
O|lg{8t &2 0|55t Ol & F M2 MEZMo 2 HHE 5 K| 25t= AEt LR E HX|E 4 s
Ct. REMIEH LI 2 AWS CloudFormation A& A2 A 9| AWS CloudFormation &2 &2 X 5HMIR
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
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ZdolSS Hizg M 7 ST 2T = A& IEL RtMIEH L& 2 Amazon EventBridge AHE A

= O =
FHAM2| Amazon EventBridge &2 22 & Z5tM 2. EventBridge

AWS Security Hub HHA
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gt LI AWS Security Hub AFE AdE A 2| AWS Security Hub AN E & ZSHAR.

7|12 AHEof 2 &35t= Security Hub7t 44 E[0{ Ql0{ofF & LICt. O] &F M2 Security Hub 7|2

U A ™ AWS 2[T)of BHZE &= U&L|ct EFH ZF Security Hub 7|2 2 E X 7301 A
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AEH NEE AHE3tH B AWS CloudFormation R E 3! AL&35t04 AWS 2|T19| AWS

SHE MHE = UEL F HZ 1452 50| £F M2 HiZ x|t o] et 2|AAE E&sto] A
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch_limits_cwl.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-quota.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-quota.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html

AWSO| RS ot S5 TH UM

U= ZtE2[xt H 1% 2] Security Hub HH{ 7|Z0]0{0F 333333333333 §fL|CH111111111111. Of
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bl ATOIM 512 AR A BAHE MY £ ATS B A HHZ 87| Hof 22K A0
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045t AEHS

Al =2
g7t ZEE|o] %
AEHO| HiZ &= S Y8t 2o

2 E AEol iz sfok ot x|2H A|'EE e #HEt R
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https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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R A2 DE AR U B0l ESHOF 5HXIBH B AS0| T E[0] /oD R M|A BEIE Mt
Ol Q= StackSets® AL& 5104 HHE & 4 Qi LIk metAf k&l B EI% M3H0| 2= StackSetsE AL
5t040| A HHZ 8t Zi0| E&LICH

2[R AEHS SO H Z T2 2 B A Ll 2o XHA| #2138 HEHo| Ue LB CloudFormation
AEH E= StgckSetZ HIE & 4= &L}
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Security Hub2| S8 M0 ZA A1t 7|SE AL IH ZXo| AHE F I + U&LICH AWS
Security Hub At B M| S & &|0od £AP Z0E HEStA2
/A Important
2H3tE 42 £F42]v2.0.0 0|& S ALE3loF ELICH EBH"sC" == "E 2t Kjof" EFof CH
e ZrE|at 2 HH 3 AE—”.% D5 HiasHok gfLict 22{™0l 7|S0]l AKX U2 M dHE S

gl Mlo] IDset &7 AL E XS3E EAM & EventBridge 20| HHZELICE O] 7|sE AFEE
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AWS CloudFormation &l Z 2!

@iew templata

automated-security-response-admin.template -0| EIZ 22 AL 5104 AWSO0i| A XFo
gLCH RESI2 &FMo| 34l 24 24, AWS Step Functions 2201 CHE - éE—h‘, EMEST
5 MEist ZF 2ot &0l Cift S A= SHLUHE ARIFLICH

MEE|= MH|A 0= Amazon Simple Notification Service, AWS Key Management Service, AWS
Identity and Access Management, AWS Lambda, AWS Step Functions, Amazon CloudWatch Logs,
Amazon S3 ! AWS Systems Manager7} Z & & L|C}.

e AHY X
Cl= ©EZ32 AWS Security Hub ZH2|AF 7HI'H0d| A x| |0 X|5te{= Eot &S ALICL E A

X M MxECchg HER B oL E MEIE £ & LICtautomated-security-response-
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https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
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automated-security-response-orchestrator-log.template - Orchestrator Step Function0i| CHEt
CloudWatch 21 2 &2 &gt

AFSBPStack.template - AWS 7|2 E o+ 28 Atz v1.0.0 7#%!.

CIS120Stack.template - CIS Amazon Web Services Foundations Hx|0Ot3, v1.2.0 3.
CIS140Stack.template - CIS Amazon Web Services Foundations Hx|0Ot3, v1.4.0 3.
CIS300Stack.template - CIS Amazon Web Services Foundations #lX|0F3, v3.0.0 3!,
PCI321Stack.template - PCI-DSS v3.2.1 T+3!.

NISTStack.template - NIST(National Institute of Standards and Technology), v5.0.0 T+%1.
SCStack.template - Security Controls v2.0.0 T+%!.
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member-roles.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template
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Mot 32X siE HE.
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et AU 2 s M=,
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PCI321MemberStack.template - PCI-DSS v3.2.1 A&, #at L 2|

NISTMemberStack.template - NIST(National Institute of Standards and Technology), v5.0.0 A&, ™

& U BN SE HE.
SCMemberStack.template - £ 0 Ao A&, M 2 22X s HS.
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/JiraBlueprintStack.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/ServiceNowBlueprintStack.template
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https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
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3EHAI: ZF AWS Security Hub B [ 3 2|70i| M B A A

Kb 22| StackSetsE AF&3t0{ & YUEt Security Hub 2 2|At7t #2|5tH= automated-
security-response-member.template AWS Organization®| 2 E A0l AWS E|AAT} U=
2 E 2I™ol M AWS CloudFormation &l Z 22 A|=HgFLICH,

(@ Note

MH|A 22|& StackSets 8 AEHE X|E WK ZEof 7t st ZE M AH|IZof CHal
O| &tHE £=&slof &L|C}t.
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d. Secrets Manager0i| A Jira Username & Z&st= M 7|-2f 2ot A5 E AT L

CtPassword.

® Note
AME2ZX 0|22 EUsername, API 7|1E 2 AN|&25t01 &5 CHAl Jira APl 7|12 AF2SIEE
MEdSH £~ Q& L|CPassword.

Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.
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i. Zdst2d= EllolEge =HE £ Q= HEto| = API 7|1E ServiceNow0d| A EHLICt

j. 7|8 AF83t0q Secrets Manager0il A 20 &t 5 2 API_Key M5t HOoF 2t 5 ARNS AE0]
CHst 2doc 2 KB EL|Ct.
AEH 0|& ServiceNow Z2ME K H Q| ServiceNow API AtZ3 SHE MBS &LCt.

Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow Instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

| incident )

ServiceNow API Credentials

SecretArn

The ARN of the Secrets Manager secret where you have stored your APl credentials. This must be a JSON secret with the following keys: API_Key.

[ I ]

Cancel Next
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1. Security Hub Z2[X} HH o 2 #E[XF AB qutomated-security-response-
admin.templateE A|ZTEfLICH YEtMHo 2 B 2[Ho| ZEIT 5L O ABH2 S AEH
Agsazo| HEZ3!g AHA| 2218 StackSetZ HYZ 5{of g L|CH.
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StackSet S T4

Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Servi(e-managed permissions ° Self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

2. 4™ 5 ulebo|E{ol AWS Security Hub ZHE2[XF AIH o] A™ IDE I=248hLct.

3. 2I™ X|I'd mt2tO|E{ 0ol M Security Hub 2t 2|A7F 747 Q1= 2|17 MEdRrL|CH 2B A2 o7t 7| ™
ofo| EtAH|7} et =2 =! kK| 7|CFRIL|C}.

2CH7A|: ZF AWS Security Hub B 7|’Hol| 22X a2 & M x|

MH|A 22 StackSetsE At&5to] M g RHIZES2/IQIE BlZ &L Ctautomated-security-
response-member - roles template. O| StackSete= HH HHY stLto| 2(7od| HiZ 5ok & LICt.
ASR Orchestrator Et7| &0l Wkl AH API ZE S 5838t T e g ™olgtLict.

1. ZE] GAof el A =E(Yeh E= =2 Ehelof BEZ gL
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3. 2l X P OBl M EFY 2| S MEfELICH IAM g2 3% ]LIC}. O] StackSet7t Hi Z &
= SO 3EHE A& T = J&Lch

StackSet MI& HE x|
Specify StackSet details
StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.
StackSet description
You can use the description to identify the stack set's purpose or other important information.

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount

Admin account number

517786501051 ]

cancet [ previons | [ESHD

3CHA|: ZF AWS Security Hub B HI"d & 2|T0d| M HB AE A|Ef

HH AEHS S AEHS A6l 7| 20 A}Al| &t 2|& StackSet= HYZ sl oF & L|CH AWS
Organization2| Af A|Zoi| CHet AtS HiZ= XIH5HR| L &LCt.

oi2t0|e

LogGroup T3: CloudTrail 21 % FAlStE 20 35S MEELICH EXSHR] AL 2 O &0| A

Moich cte 32 ma|st 252 MEfgfL|Ct H™ 22|XF= CloudTrail 2101 CH 8t CloudWatch

Logs

OIE2 4% F Systems Manager - Parameter Store /Solutions/SO0111/Metrics_LogGroupName

2t 0|EE UClo|Eslof ELICH Ol= API & Al x| BEE ddste X siZol 2%

LICH

3EHA|: ZF AWS Security Hub EE] 7| & 2|04 A B AEH A|Zf
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|&o]| 2= &t E—’.f—% MEdgtLICE o= Al 324 AWS Systems Manager 215 Bt A %| £|H
PN

SecHubAdminAccount: &FMo| Zt2|At Rl E 32 M X|EF AWS Security Hub 2 2[Xt A& 2| A ID
E Q=dghct.

Accounts(7|&)

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] ‘ No file chosen

rr
"
o
Ok
>
r
Ami

CHS A D1 ZHo| 742 StackSetsZE A2 5104 HYZ 5t
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« automated-security-response-admin.template AWS Security Hub ZZ|At HHE2Z AWS
CloudFormation Bl Z£%!2 A|=HgFLICt
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- MY Hot BFEg M
« ME¥E 7|ZE Orchestrator 211 I &S MEHEILICH O™ MX|0llMH S00111-ASR-0rchestrator O
Ol EX35t=E Yes B ME).

2CHA|: ZF AWS Security Hub B 7|'Hoi| A sHZE g ™R

-« automated-security-response-member-roles.template AWS CloudFormation &Z 3!

HH HEY stLte| 2o 2 AlZFEL|C.
« AWS Security Hub #2|At Aol 12Xt 2| HH IGE = &Lt

fjo

3EHA|: HH{ AEH AR

« CIS 3.1-3.14 2A| 3{ 20l AL & CloudWatch Logs 1 & 2| 0| € X|™EfLICE CloudTrail 212
2= 415t= CloudWatch Logs 21 21 & 9| 0|§0[04{0F g L|C},
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d. Secrets Manager0i| A Jira Username & Z&st= M 7|-3f 2ot A5 E AT L
ClPassword.

® Note
AEXt OI&E RUsername, APl 7|& 2 RIB5t04 &% CHAl Jira API 7|8 ALS ST S
MERSE £~ Q& LICHPassword.

“AEH Q|2 Jira ZEXME MEQ} Jira API X223 Z3HE X2 shL|ct.
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com ]

JiraProjectKey

The key of your Jira project where tickets will be created.

[ )

Jira API Credentials

SecretArn
The ARM of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: Username,Password.

g .. )

ServiceNow A EHS HIfEZ 5t24H:

A=40] O|& S UBrLIC
O|A

dsteds ElolE2 HE = e TEHol /U= API 7|1E ServiceNowOd| 2438 L|Ct,

7|8 AM83t04 Secrets Manager0il A £0F & S & API_Key M45tT Eot & S ARNS AEH0

CHer 3oz XMSELCH

o
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceNow instance. For example: https://my-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be created.

l Incident ]

ServiceNow API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: API_Key.
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1. Zf AWS Security Hub MH A& (M HH0|7 |z 8t #t2|Xt A £ &)2| AWS Management Console
of 2aQlgtL|Ct HE & AMEH5l04 automated-security-response-member.template AWS
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Launch solution

HIZ2IE KAl 8o AEHoZ CIREZEE £E U&LICH O| HIESI2 7|EMoZ 0|7 S8 (H
X|L|ol 85 8) 2™ AZHELICEH CHE AWS 2|0 AHo| £&F M8 A|ZH5tE4{H AWS Management
Console B M 220 2| HEL7|E AFSELICEH

+
@ Note
O £F M2 X CHEE2| AWS Z|TI M AL E = /= AWS Systems ManagerE AFEE
LICt. Ol &2 M2 O|2{Et MHIAE X|ote 2ZE 2™ 2rSELICH 28 2[4 784

10| X|0l| A Amazon S3 URL EIAE AMXto] HIE EHIZ2! URLO| U/=K| EQITH & CI=

=
ol
ro
>
= |
%)
oy
)
3
<
Q
>
o
>
(@]
(@]
(0]
& 1 ol
§>—
>
Q
«Q
)
3
()
3
_?_m
o
X
07 L
x
0
>
=z
e

3. EPEHJIH H O|X|ol| M CtE mEt0IEE X|™st S S MEELICH

I 20| E Default M

Xz Ze X BEE ddste <## ##> CloudTrailO| API 2£E 2

Cll AHE LogGroupl| Ol & 43tE= CloudWatch Logs

l2dgh Lt &9 o|§2 KI™EE L.
CloudTrail O|= CIS 3.1-3.14
=Xl sfZol ArSElLCt.

SC HIHtH A 2= yes SC Mo{e| xt& =4l & %

QIS B PN 248 MxlY

O L= E =

x| 047 & X|GELICH

SEFA|: M AR AR 54


https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Fautomated-security-response-member.template&redirectId=ImplementationGuide
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-member.template
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4

AWSO| &t 2ot S5 T2 LA

ot 2t0|E Default =

HAHO|A <## ##> Z|CH 9Kto| ARA PRI E2

=
X2t AEH AGH|O|E Soi=
28 "7t glaLct

EnableCloudTrailFo no CloudWatch CHA|EEO|M &

rASRActionLog EMoq et &E| o[HE

E DLEZREyesk| MESE

Lich 42828 Meists 2t

HH HZH ol CloudTrail &%

£ dM8%LCtyes. O] 7|52
g Astsled™ AWS Organizat
ion0fl £F M2 HiZ35HoF &L

4. AE S M A I O[X|o| M CHE S MEHEHLICY.
5. 4E HO|X|olM dHE AES T &g |
Management(IAM) 2|AAE e JUS &Qlst= &elghs MEfgrL|ct.

6. [AEH M (Create stack)]2 MEHSI0 AEHS HHZ BFLICEH

o
>
i
o
12
o
gl
o
2

AWS CloudFormation 2& 2| &'Ell Q0{M AEHO| MEHE & &= U
CREATE_COMPLETE &E{E gtAH| = L|C},

oM & =H A E HM7Hsteds 2ot Z &0l cHet SH A= E Ho[o|EstH FLICH 2HA
| (o)

56



AWSO| RS Eot SE

1. AWS CloudFormation &0 210Q15t1 & AEE MEsHL|CI.

2. YH|0|EE ME4TILICEH
3. 3H 28 YH0|EE MBSt 4B HH[0|EE MEHEFLICH
S AR AO|o|E
Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?
It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4
Go to root stack (recommended)
© Update nested stack
Cancel Update stack
4. HM HES A8 S MRSt OS2 eI
5. A& 75t =H A E ZEELICH Béts ZHEEQ| U S 2 HBAvailabledt X[ &
EE9o[ /2 E HEFLICINot available.
(@ Note

24l silde nH 2ot 2 F S Aojof gt £F M X a2 d= 0| M7{E Lt

6. 28 M T 1 0| x|of|

_I
7. 4E HO[X|o| M EHE HESH T &IELICt B E /0] AWS Identity and Access
Management(IAM) 2|AAE HMHE JS &Qlst= &elgts MEfgrL|ct.
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Hr
-<|°>|'

AWS CloudFormation & 2| & Eff Fof|M ABO| HEHE & &= U&LICH 215
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https://console.aws.amazon.com/cloudformation/home
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OI7|HIE Q! A|AH] S8 AFYXIE I8F JLICE O] 7F0|E & CfCT AFE X X|H ﬂH7|X|E AH&5Hoq
AWS Control Tower 8tZ32 ALK} x| &5t S

Ol £FM& HiZ 35l 7| Tof AWS Control Tower & E[XHE @B £FMQIX| 2 QIErL|CH

AWS Control Tower & = APIsE AI85t0{ THE 282 MHEE EH|7F E|H OIS EHAE ME2AMR
AWS Control TowerE A|Xf5t2424 AWS Control Tower A|ZH5H7|E & ESHAIL.
HHE E22 AIEX X Hote HHE LolEE{H OIS S H XM, BT & A XL |-

2HE E2 AlFotn HiZstedH 2E £ HiXZ 710[=E &AM,

CHS Ao [eto| £F 42 AWSO| B A gfL|Ct
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® Note
S3 HZ! T4 - ADMIN T8 lL|Ct o A= U3l dY BHO0|=Z 25 ALSX7} BHg
siMeE et ELICH 83 HZ!2 ASRE A& sH= ol 228 AWS CloudFormation EE3! X

Lambda ZEE E§5t04 HiE m7|X|E XHEELICt. o|218t 2|AA = CfCt EE= StackSetE
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https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/customize-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
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5. 8301 I 7| x| HiZZ

1. ASR 7+ 240 CHEH 2= OfLIHAE M4
ZEASR M 24 T HH, 454 2 2 X|FE LYstsE 2E OiLHAEE Holgf Lot
2. CodePipeline YC|0|E

ASR 78 AE HHESt= ol 28 M| 2= B, ol EIME £= CHAIE Z335 =S AWS
CodePipeline 42 =M LICH

1EtA: S3 HHZ! 2= 2 Hi =

AWS £F M2 HTTPSE Sl M ASHE HIES!0 EH°+ =2 HMHAE &t 423 Lambda 2

oF Zte 2% L] Ktotof| HMASHZ| @8 2|X HZ!0|EtE 5 702l HHZ!2 AP §HLCt.

1.S3 HHZ! 1A

asr-staging®t Z2 198t HZ! 0|2 MEIELICEH E{O|gol| 5 7He| &3 H4E MYELICE sl
2 Z=71 MO|Ato| CFE St o= 8t HHE 2|& 0| O|Atel 7|2 w{Z! o|Eo|ofof &Lt

export BASE_BUCKET_NAME=asr-staging-$(date +%s)

export TEMPLATE_BUCKET_NAME=$BASE_BUCKET_NAME-reference
export REGION=us-east-1

export ASSET_BUCKET_NAME=$BASE_BUCKET_NAME-$REGION

17 A

ol

2.

r

AWS | 0i| M asr-staging-reference E—J asr—staging—us—east-ﬁ'—P Z2 0|2 E F 7| HAE HWME
LIt (B = B{Z!0{= CloudFormation ®{ZZ2/0| KM £ 2T HZA0|= Lambda 2= HEI Z2 C
£ ZE RHetol MEELCH) HEl2 2 §_§FE|010|¢ StH HE 2 HMAE 51 5tX| ekotok gLCH.

_

OI

aws s3 mb s3://$TEMPLATE_BUCKET_NAME/
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aws s3 mb s3://$ASSET_BUCKET_NAME/

(® Note
HZ2 MHE [ 210 SIS 2 MM AE + QIeX| EQIELICH FE2| 2! 0|2 A
2etL|ct HEZ HHAZE H|EASELICEH KMS €5 3HE AI2ELCH a2l Y2 ESH7| A
o HZ! AR HE &olghLCt.

A8 ™ IDoJ| Ci 8 PutObject HEHS Z &8st T = $TEMPLATE_BUCKET_NAME S3 H{Z! H&2 ¢
Clo|EgfLct. ol & = U= TEto | A= A AHE Lol 1AM dgfofo| MEtE & erLict o] M
M2 AHE5HH 2| AdolMH HElIEg Md5tR| ehotz ELiCt

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::<template bucket name>/*",
"arn:aws:s3:::<template bucket name>"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "<org id>"

"Effect": "Allow",

"Principal": "*",

"Action": "s3:PutObject",

"Resource": [
"arn:aws:s3:::<template bucket name>/*",
"arn:aws:s3:::<template bucket name>"

1,

"Condition": {
"ArnLike": {

1A S3 HZ! 2= 2 Hia 60
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"aws:PrincipalArn": "arn:aws:iam::<execute_account_id>:role/

<iam_role_name>"

}

}
}
]
}
st

ZESTE KA S3 HE HAE HASLICH 2ol £ £ Qs HEho| e A™ HH LYo
g z Z1(od: asr-staging-us-east-1, asr-staging-eu-west-1
2 ddg LR 910 o4 2|Tol HiZE = USL

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": [
"arn:aws:s3:::<asset bucket name>-<region>/*",
"arn:aws:s3:::<asset bucket name>-<region>"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": '"<org id>"

"Effect": "Allow",
"Principal": "*",
"Action": "s3:PutObject",
"Resource": [
"arn:aws:s3:::<asset bucket name>-<region>/*",
"arn:aws:s3:::<asset bucket name>-<region>"
1,
"Condition": {
"ArnLike": {
"aws:PrincipalArn": "arn:aws:iam::<execute_account_id>:role/
<iam_role_name>"

}

1A S3 HZ! 2= 2 Hia
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}
}
)
}
4, e ZFH|
o AP =74
« AWS CLI v2

« pip7t U= Python 3.11 0|4
AWS CDK 2.171.1 0|4t
« npm2 A& 3t= Node.js 20 Of 4

- LHE E24{3210| /= Poetry v2

« Git S A& https://github.com/aws-solutions/automated-security-response-on-aws.git

HX AA EH0 npm Mx|E Aldis=x| &QlghL|C}.

SHE 2lZX[E2|e| i E F0|M build-s3-dist.sh A& 5t04 47'°| = E O|&(0dl: mybucket)
F g2le FQ1 HF(0dl: v1.0.0)2 MEEHLICH GitHubOlAM CHR 2 =8 (0| GitHub: v1.0.0, &=
v1.0.0.mybuild)

chmod +x build-s3-dist.sh

export SOLUTION_NAME=automated-security-response-on-aws
export SOLUTION_VERSION=v1.0.0.mybuild

./build-s3-dist.sh -b $BASE_BUCKET_NAME -v $SOLUTION_VERSION

5. S30| I{Z|X| HH =

cd deployment

aws s3 cp global-s3-assets/ s3://$TEMPLATE_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

aws s3 cp regional-s3-assets/ s3://$ASSET_BUCKET_NAME/$SOLUTION_NAME/
$SOLUTION_VERSION/ --recursive --acl bucket-owner-full-control

2EHA|: AWS Control Tower0{ HfZ AEH

1. ASR ' 240 CHst oL HAE B
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https://github.com/aws-solutions/automated-security-response-on-aws.git
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CloIE st A HH

S3 H{Z!0i| ASR O}E|HE £ HHEZ 8t £ Control Tower I} O|Z 2t QI OjL|HAEE Q
: Eg|H&LIct. controltower Hi Z & &= 5}
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ASR £FME 2HI2 7 tiZ 3124 CloudFormation RIZ2! 7§ 2! u}Zt0lE] Mol CHst x}
Mg Lig2 34 AWS MHME & Z5M L. o2l HE & 3: CloudFormation El1Z 2! miz}0
_

ASR 78 249| OjLHAE = CtS3t Z &L ct

region: us-east-1 #<HOME_REGION_NAME>
version: 2021-03-15

# Control Tower Custom CloudFormation Resources
resources:
- name: <ADMIN STACK NAME>
resource_file: s3://<ADMIN TEMPLATE BUCKET path>
parameters:

- parameter_key: UseCloudWatchMetricsAlarms
parameter_value: "yes"

- parameter_key: TicketGenFunctionName
parameter_value: ""

- parameter_key: LoadSCAdminStack
parameter_value: "yes"

- parameter_key: LoadCIS12@AdminStack
parameter_value: "

- parameter_key: TargetAccountIDsStrategy
parameter_value: "INCLUDE"

- parameter_key: LoadCIS300AdminStack
parameter_value: "

- parameter_key: UseCloudWatchMetrics
parameter_value: "yes"

- parameter_key: LoadNIST80053AdminStack
parameter_value: "no

- parameter_key: LoadCIS14@AdminStack
parameter_value: "

- parameter_key: ReuseOrchestratorlLogGroup
parameter_value: "yes"

- parameter_key: LoadPCI321AdminStack
parameter_value: "

no

no

no

no
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https://docs.aws.amazon.com/controltower/latest/userguide/cfcn-byo-customizations.html
https://docs.aws.amazon.com/controltower/latest/userguide/deployment.html
https://docs.aws.amazon.com/en_us/solutions/latest/automated-security-response-on-aws/aws-cloudformation-template.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html

AWSQ| xt& Hot & T3 LA

- parameter_key: RemediationFailureAlarmThreshold
parameter_value: "5"
- parameter_key: LoadAFSBPAdminStack
parameter_value: "no"
- parameter_key: TargetAccountIDs
parameter_value: "ALL"
- parameter_key: EnableEnhancedCloudWatchMetrics
parameter_value: "no"
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
regions:
- <REGION_NAME>

- name: <ROLE MEMBER STACK NAME>
resource_file: s3://<ROLE MEMBER TEMPLATE BUCKET path>
parameters:

- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: Namespace
parameter_value: <NAMESPACE>
deploy_method: stack_set
deployment_targets:
organizational_units:
- <ORG UNIT>

- name: <MEMBER STACK NAME>
resource_file: s3://<MEMBER TEMPLATE BUCKET path>
parameters:
- parameter_key: SecHubAdminAccount
parameter_value: <ADMIN_ACCOUNT_NAME>
- parameter_key: LoadCIS12@MemberStack
parameter_value: "no
- parameter_key: LoadNIST80053MemberStack
parameter_value: "
- parameter_key: Namespace
parameter_value: <NAMESPACE>
- parameter_key: CreateS3BucketForRedshiftAuditlLogging
parameter_value: "
- parameter_key: LoadAFSBPMemberStack
parameter_value: "
- parameter_key: LoadSCMemberStack

no

no

no
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parameter_value: "yes"
- parameter_key: LoadPCI321MemberStack
parameter_value: "no"
- parameter_key: LoadCIS14@MemberStack
parameter_value: "no"
- parameter_key: EnableCloudTrailForASRActionLog
parameter_value: "no"
- parameter_key: LogGroupName
parameter_value: <LOG_GROUP_NAME>
- parameter_key: LoadCIS30@0MemberStack
parameter_value: "no"
deploy_method: stack_set
deployment_targets:
accounts: # :type: list
- <ACCOUNT_NAME> # and/or
- <ACCOUNT_NUMBER>
organizational_units:
- <ORG UNIT>
regions: # :type: list
- <REGION_NAME>

2. ZE mo|=Zztel HO|0|E

custom-control-tower-configuration.zip0i| OHL|HAE 1} UE F7+5t T CodePipeline=
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https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/cfct-codepipeline-overview.html
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Amazon CloudWatch CHA|EEE AIE510{ &F M & 2L
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O] £% Mofl= Amazon CloudWatch CHA|Z2E0{| EA|El= AL X X|E X[E Y B2 ZEE|o] Y&
LICH

CloudWatch CHA|2 = & B2 = HAMR EX7F Qg M £F 40| 28 & 4&8IS ZLHZELICH

CloudWatch X|E, ZE L CHA|EE &3}

CloudWatch 7|s0i= Ul 7} X| CloudFormation BlZ 2! ml2tO|E{7} ! &LIC}. CloudWatch

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations

UseCloudWatchMetricsAlarms
Create CloudWatch Alarms for gathered metrics

(e )

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20.

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes' for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o >

1. UseCloudWatchMetrics -0| 22 2 MHstH 28 X|EE =T yes = A2 CloudWatch CHA|
HC B ddstod o3t X|EE = = &
Mol 7

2. UseCloudWatchAlarms - £F M 9|

3. RemediationFailureAlarmThreshold - ZE2 & g A|7|7| @5 & 7|ZF SoF siZ30d Alxl
olL|ct
= .

i

HIE

4. EnableEnhancedCloudWatchMetrics - M0 IDY 7H¥ X|EE +ZElyessltz{®H0| T PEPEHE'lE 2Ed
MetLct 7|28 o 20| oit0lE e 2 MMnokE|22 RE A 1 IDs 2
oF ~ZEIELICH Moi IDY 7HE X|E X BEo|= F7t HIS0| &ghLct.
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5. ASRE Cloud Trail 22| 2t2] - H Z A| EnableCloudTrailForASRActionLog ItZt0|E{E AtE3l0q &t
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard Autosave: Off @ Period override 1 hour (auto)

ASR iation-Metrics-D dv | th 3h 12h 1d  3d  Tw  Custom Local timezone ¥ H ¢ | v ‘@‘ Actions v F
State Machine Executions : Remediation Outcomes : Remediation Failures by Type Remediation Failures by Type i
Count.

120 263 This widget displays the frequency of different remediation outcomes.

MO Rmediations started 3= 1066 for 1 datapoints within 1440 minut... /\ If there s an increase in NOREMEDIATION results, this indicates that
remediations are being attempted for remediations not currently Included

. a2 In ASR. You should verify that this Is not caused by a modified automatic

04 /\ remediation rule.

—~
NOREMEDIATION >= 1 for 1 datapints within 1440 minutes (1)

7 —_— 2 T—— .

23 28 12717 12719
1213 125 1217 12019 1213 12715 2 271 ou aEm TACTVE @ on
@ Remediations started @ FAILURE @ SUCCESS @ STANDARDNOTENABLED
Remediation Scheduling Queue Length ® ¢ Maximum Remediation Delay Remediation Scheduling Widgets :
Count: Seconds These widgets are related to scheduling of remediations.
2100 5200 Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.
The queue Length represents the number of triggered remediations that
o050 2600 are walting to be scheduled.
The maximum delay is how far out, in seconds, that the scheduling Lambda
N o . has scheduled a remediation for execution.
1213 1215 127 12019 23 215 27 219
® Queue Length @ Delay

Runbook Assume Role Fallures ¢ Runbook Assume Role Failures i

P This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may Indicate that ASR is attempting to remediate on a spoke account
2 that does not have ASR Installed.
| __Runbook Assume Role Failures >= 1 for 1 ints within 1440 ...
1213 12115 12417 12119

@ Runbook Assume Rale Failures

a8 YA =H

1. Amazon CloudWatch - 32 - 2 & A2 2 O|S&LIC
. o1 - O o H .
2 J\JC-Ig|.E = 7dH E A{EHS} |_—_|._<=> Atod | I K|S A{EHSH) ||_—_|.
. T o _ O1L-= - 1= [== R B — | —_H= — 1 .
CloudWatch x | Cloudwatch > Alarms
Favorites and recents R Alarms (3) [ Hide Auto Scaling alarms Create alarm
Dashboards Q. ASR- X ‘ ‘ Any state v ‘ ‘ Any type v ‘ ‘ Any actions ... ¥ 1 fo]
AASR-Remediation-Metrics-
Dashboard [ Name v | state v | Last state update v | Conditions | Actions v
v Alarms o 17 L] NOREMEDIATION >= 1 for 1 datapoints within 1
Ac@1m O [0  ASR-NoRemediation @ok 2023-12-25 15:36:25 g or 1 datapoints within © Actions enabled
In alarm d
Runbook A Role Fail =1for 1
All alarms 1 ASR-RunbookAssumeRoleFailure ©@ok 2023-12-22 18:27:56 unbook Assume Role Fallures == 1 for © Actions enabled
SEETHIROTCIEEE s datapoints within 1 day
Billing
ExecutionsStarted >= 10 for 1 datapoints within
[m} ASR-StateMachineExecutions @ ok 2023-12-15 16:47:41 1 hour @Aﬂ\ar\s enabled
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

v Metrics

-
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CloudwWatch > Alarms > ASR-StateMachi

Step 1 - optional
Specify metric and conditions

Step 2 - optional
Configure actions

Step 3 - optional
Add name and description

neExecutions > Edit

Specify metric and conditions - optional

Metric

Graph
This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

b4
Step 4 - optional Count Namespace
Preview and create 1.000 AWS/States
’ 1,000
Metric name
‘ ExecutionsStarted ‘
501
StateMachineArn
‘ arn:aws:states:us-east-1:221128147805:stateMachine:S
1 .
01/05 01/07 01/09 01/11 Statistic
@ ExecutionsStarted ‘ Q sum x ‘
Period
‘ 1 day v ‘
Conditions
Threshold type
O Static (O Anomaly detection
Use a value as a threshold Use a band as a threshold
Whenever ExecutionsStarted is...
Define the alarm condition.
() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 -
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next
= = | = = = A S
1. CloudWatch CHA|2EZ 0|S5t0{ Af AH1 LX|SH=F AHEE =HELICt
={CF O|Adl E XX Al Ol =0o|x =2 EHSH
a. sie @l A-o—l QEZ MU Uz ELURE MEHFLICE
I Rl EHS
b. HES =grLICH
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=2 O = 4L/ oL T 1= T o
State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v -
Count
090 emediations started »= 1000 for 1 datapoints within 1440 minutes (1,600
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

74
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Add horizontal annotation

Vertical annotations Info

Add vertical annotation
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v1.2.1 0|50 M v1.3.0 O|&F 2 2 Y 8|0|=E5t= B 7|E Orchestrator 21 18§ A
2 AXELICINo. v1.3.0 O| &2 CHA| x|t Z<R0| S Mol Yes CHEHE MEHE £
A

LIC}. o] SME AHE 3™ Orchestrator Step Functionso| CHEH S8 21 &0
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Zro| 2 & AEH L= StackSetsE O 0| E&hLLC}.

1. Z A HIZ312 AF&35}04 Security Hub 2 2|AF Aol ABE o|o|E & LICH

2. ZF Hid AGo M 2|4l AESI0| HEHE MO0l EELICH
Z
2l

3. B HiZE 2 E 2[T9| Z} HH Aol =& RER oM M ABE U] EFLICH

v2.0.x0M ¥Yago|=

v2.0.x0 A T R0|= e 72 v2.1.2 0|A O 2 T3|0|S B LICH v2.1.0 - v2.1.12 UC|0|E 5T
CloudFormation0f| A AlT{&tL|C}.

® Note
- £FME HOO|EE m 2[R AZo|M XtE 2X| 2 7RIS =822 CHA| #835t5H0k
g ¢ AU 2 ASs 2X sHE HEStE HESHAMR.
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/enable-fully-automated-remediations.html
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» Reuse Orchestrator Log Group LtZtO|EE AME5tod 2EOE %}E SN
ENMYY E= 2O EE MY £48 UX[t7| 2l A= c.’=‘.'IHIOIE S0f & ;P71| MYE|
RAeEX| HlEgLIcH ERM HIZE FESAMR. O™ HH|M v2.3.0+2 AE UCIO|EE
T&5t= B "otLIQ"E MEHFFLICE.

v2.0.x0lM ¥Fa80|= 72


https://docs.aws.amazon.com/solutions/latest/automated-security-response-on-aws/deployment.html
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2o4El ZX HZE2 LTl @7 E #5tot7| IEt XIEE MIBEFLICH olzEt xRS E 2/ 7t HAK
232 AWS Supportoll 29|5tAM|2.0| £F Mol CHEH AWS Support AHHIE 7HAd 7| QI8 X|E

O| ddof=0| £F Mol CHet EX 2 HEF 2 E[o] UELICH X 1% BME HRotM .

r

@)

| £ M2 AWS Systems Manageroil M A™El= BX s M#Alol 28 +Tst T AIHE AWS
Security Hub #Z|X} 72500111 -ASR2| CloudWatch Logs 2 &0l 2Z&fLICH &Foi AMo{T 5iLt
o| AEEIO| U&LCt,

FI

Orchestrator Step Functions= AWS Security Hub 2t 2|Xt A& 2| S00111-ASR-0rchestrator
CloudWatch Logs I 29| 2E A HMEE 7ISELICI 0] 23 & Step Functions@| Zt QIAEA
off CHEH AEf HEHE 7|85t AN FHQILICH Step Functions A&E 5tLIC| 20 AEZ|0| UEL
CH.

£ 2338 25 AWS KMS T2 Za|Xt 7|(CMK)S AH235t04 & 3 3t={LCt.

CH2 24X 812 ME = S00111-ASR 211 152 AF2$LIct o] 212 AWS Systems Manager
Automation &, A&S3} A% 21, Step Function 2& 2! Lambda 218 A&3t0{ X HZ2F L
Ct.

=X 6H7='0| AnistH ChS I AR HIAIX|7L 2E, Mo & Mol CHE 23 2E B0 S00111-
ASRO|l 2 ZELIC} of: CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

CHE HIAIRIE F71 MR HEE MSELICH ol 282 2o F I Mo{E @[t ASR A= AolA 7}
X2 JAYLct. of: ASR-CIS_1.2.0_2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a-e098549f5259 Failed :
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{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.
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S00111-ASR CloudWatch Logs 128 &&Llch 745 £
E SES yEgLct A™dS Al 2ol 20 AERIS *._'"5—”. '*L—IEP o=I7I0 IA-I Q E% &rotof gf
L|Ct. Alujo| & JtX| o|f= ZAF At Aot &4 sHZ2 Alo{ zte| 2 UX|, wxt A A 2ot
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ZM: X i d2 AlZE ¥ Security Hub 2£ 2| & Ef7F YOOl EE[X| 2t &LICH

ecurity Hub &2 A2 2 UO0|EE|X| et&LICH 2 E7[& MZ DELICH ZAL
oI-EH I (0| EE|o{oF B LICH ZAF Zut7t Almjoi M S0t 2 Metel= ol &2 AlZho| Z&
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E2X: A58 M 4EH 7tXK{27]: AssumeRole 22 &8 [ 2 F &M (AccessDenied)0l M 2
HAEPO|E] EHA| & 47} AlufstL|ct.

siE Y'H: ASRO| 2t silAdE Alzst= HH Aol " ®E30| ARI=IX| fA&LICH HEH &
E% HZ X|EE WELCH
EA: B2 == ™S Mol ol0] A2E2 2 Config.1 A&AMIE ATiErLICEH

SHZd &d: AWS Config A& Fo| ZAH ZAAFstod ConfigZ7t 2HIEH ML= K| BFQlgtL|cH 7
<ofl et AHs =HOE 7|E AWS Config 8EE e + gigLch

2A: 2o ABK|E HAIX|E BHEHErLIC "No output available yet because the
step is not successfully executed."
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A: 22X AES RHHHZEF F oA BtA| & 71 AmiEL|CtAssumeRole.
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AccessDenied 2/ 2t & 7 SetSSLBucketPolicy &!Tf

& x|o4: AWS FSBP v1.0.0 S3.5, PCI v3.2.1 PCI.S3.5, CIS v1.4.0 2.1.2, SC v2.0.0 S3.5

2 A|: AccessDenied 272} & 71 SetSSLBucketPolicy 7} &l L|C}.

™

PutBucketPolicy X d: HMA HEE S £ I 27 & (AccessDenied)
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ConfigureS3BucketPublicAccessBlock &A| sHZ (221 XM0{: AWS FSBP v1.0.0 S3.2, PCI v3.2.1
PCI.S3.2, CISv1.4.0 2.1.5.2, SC v2.0.0 S3.2) HZ! HAMZ G5t X| ot T HES! HMHA EF 4™
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https://console.aws.amazon.com/securityhub/home
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PutS3BucketPolicyDeny Al

£t X|04: AWS FSBP v1.0.0 S3.6, NIST.800-53.r5 CA-9(1), NIST.800-53.r5 CM-2
=AX: CtE 277t U= PutS3BucketPolicyDeny:

Unable to create an explicit deny statement for {bucket_name}.
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ChS Aol k2 AWS Management Console2 AFE 3504 £2FME M HE LIC.

V1.0.0-V1.2.1

22|A v1.0.0~v1.2.12| B Service CatalogE At&35t04 CIS L/E= FSBP E&|0|5 2 M|7H& LY.
v1.3.00 M= Service Catalog7} { 0|4 AF E|X| SF&LICEH

1. AWS CloudFormation &0 212135t Security Hub 7|2 H&E2Z o|S&rLCt.
2. MH|A FIEF2 O 8 MEiSto] Z2H|X'JE ECo/852 RSt 2ot I8

7HEr L.
3. Security Hub Bt A0 AZ 3 CISPermissions.template ®IEX!2 Mg LICH
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V1.3.x
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"severity": "INFO",
"message": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control
RDS.13 in account 111111111111",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance."

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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"severity": "INFO",

"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC
control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

"severity": "ERROR",

"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",

"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
}
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Modify

+ source/lib/remediation-runbook-stack.ts

* source/playbooks/AFSBP/lib/[standard name]_remediations.ts

+ source/playbooks/NIST80053/lib/control_runbooks-construct.ts
 source/playbooks/NIST80053/lib/[standard name]_remediations.ts
« source/playbooks/SC/lib/control_runbooks-construct.ts

+ source/playbooks/SC/lib/sc_remediations.ts

+ source/test/regex_registry.ts

Add

+ source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
 source/playbooks/SC/ssmdocs/descriptions/ElastiCache.2.md

 source/remediation_runbooks/EnableElastiCacheVersionUpgrades.yaml

(® Note

Aol CHal =48 0| &2 LIHX| #HE AHg 1t x[st= & ZE EAEO0| E + U&LICH

* source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
+ source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

oo EHA

1. M sid bS8 YLt
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3. Zt ZIEE M52 Elo|Sn SHELICH
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Bto| & IAM 2382l AutomationAssumeRole It2tO|E{7} &t E|o{of &rL|Ct MY
EX HE AYMHE dMHE M 7|&E IS HXEsource/remediation_runbooks/
EnableElastiCacheVersionUpgrades.yamlZ &L]|LC}.

PE M A™YME source/remediation_runbooks/ C|EE{2|0f| F7t3H0F & L|C}.

— o
ZHEE HE2 X|HE E£2| Ay HIO|EE 7 & EM5t1 MAMHe 24 2 HE S AEst= Zoo]
54 HFQLIC} SC, AFSBP 2! NIST80053 Zai0|5 01 ElastiCache.2 X A€ F7I5t22 22t

= P
of CHall Mf ZAEE HSS ddsHoF &LICH ChE mo| H-ELcH

 source/playbooks/SC/ssmdocs/SC_ElastiCache.2.ts
+ source/playbooks/NIST80053/ssmdocs/NIST80053_ElastiCache.2.ts
* source/playbooks/AFSBP/ssmdocs/AFSBP_ElastiCache.2.yaml

Example

Ol2{gr mtdo| olF

CH.

FIO

ASRO| & Z2||0|S 2 TypeScript2| 1aC X|0 ke

2
clo|S QJ&LICH Zt ECio|F9| 7|E +H AE
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=g xlas
= 4

XM= & Z=skA

FO rw

0|20 A ZAEE HE 2 ControlRunbookDocumentS & &5t 25
Ux|St= 2ciAE WHELHoF EiLCt ol A& A THE AA|I2.

export class EnableElastiCacheVersionUpgrades extends ControlRunbookDocument {
constructor(scope: Construct, id: string, props: ControlRunbookProps) {
super(scope, id, {
..props,
securityControlId: 'ElastiCache.2',
remediationName: 'EnableElastiCacheVersionUpgrades',

Al YAMLE 2 5H0F 5
O KN M= 1aCE A

=O'I__l

\l
rl'IJ
ME
2
Ol

Q3tH <PLAYBOOK_NAME>_<CONTROL.ID>.ts/yam| & 4|& [} 2}oF &L
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scope: RemediationScope.REGIONAL,

resourceIdRegex: <Regex>,

resourceIdName: 'ClusterId’,

updateDescription: new StringFormat('Automatic minor version upgrades enabled for

cluster %s.', [
StringVariable.of( Parselnput.ClusterId’),
D,
18
}
}
securityControlIde Security Hub2| S8 Ao E7[of Ho|El CHE F7tsted= ol CHEt A

of IDJLCE.
remediationName= 2A s HS = 2
scopet $H3E{E BlAAS HRZE MAMo 2 EXl5t=
EFLICH.

resourceldRegex= IEHOEHE 2A| 2 A™MMO| ME5tEdisE 2lAA IDE X 5HE O A
Il Aot stute| 20 Z{x{sHof 5t CHE 2 & OE2 LA E|X| efotof Lt TA|
ARNZ T stE{TH0| HEE dEFect

resourceIldName=E AF&35+04 X E 2|4 A IDO] CHE AH5HE{= O|§O
MHresourceIdRegex, Ol= &4l 82 A&l 2|4 ID utztO|E o|Fat
updateDescriptione X 20| 43 3tH Security Huboll A ZAF Znto| "&t 1 M Mof| &g
stz BRI Lc

u

AE HtglcreateControlRunbooksteE Bt &4+ T LHE L{of &fL|C},

Zefaol M QIARAE
o| 4 Chs1t Zd&Lch

ElastiCache.2,2

export function createControlRunbook(scope: Construct, id: string, props:
PlaybookProps): ControlRunbookDocument {
return new EnableElastiCacheVersionUpgrades(scope, id, { ...props, controlld:
'ElastiCache.2' });

}

017|M controlId= & &2l Ecio|Sxt AAE 2ot E&Fof HolE Ao IDLICH

Security Hub ZAEE0f 2% siZ HSoll MEst2i= TetolE7t U}e d< oS HM=o XH ol
Z7}15t0o4 MY E £ Q&LICH - getExtraSteps: Security Huboll A ZAEE0f CHE 7 34E! 2+ mh2lo
E{o| 7|22t S ™olgct,
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https://docs.aws.amazon.com/securityhub/latest/userguide/asff-changes-consolidation.html#securityhub-findings-format-changes-ids-titles
https://docs.aws.amazon.com/securityhub/latest/userguide/asff-changes-consolidation.html#securityhub-findings-format-changes-ids-titles
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® Note
Security Hub2| Z+ mt2tO|E{ o= 7|2 2L 0| Foix|o{ok & L[Ct.

 getInputParamsStepOutput: X0 A=A 2| GetinputParams EF7|0f| CHEH &2

- Zt Z20{= name, outputType X7} Q& L|Clselector. = getExtraSteps HA
A=l 7dnt 5t MEHT|040F selector BLICH.

- getRemediationParams: GetlnputParams Et7| £330 M 7tX{2 A a2 A& Mol M E ot
2tO/EE Holgfuct.

_|_ ﬂ||0
02
1o
9'|_
r
n

0 € 224™ source/playbooks/SC/ssmdocs/SC_DynamoDB.1.ts It Z O|S & LICt.
ICtA. ZF ZHAEE HE S Z8lo/51 S&
O|™ EHAHMMH MEEl 2 HAEE TS50l CHSH O|A| A2 E E2l|o|52| iz}t Ho|ot S&Fatiok & LICt.

Zt ZEE TS50l cHstl ote EHAIE wWELICH

/A Important

MZ MNE ZHEE o
710 chE 2 2ol ct

import * as elasticache_2 from '../ssmdocs/SC_ElastiCache.2';
CISo 20| HIPEE O|SFLLCH.
const controlRunbooksRecord: Record<string, any>

a

1 HEE ID(EBOISH)E 48t createControlRunbook HIMEO OHESI= M EF2 =
7befLct.

L

o U

'ElastiCache.2': elasticache_2.createControlRunbook,
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CH2It <playbook_name>\_remediations.ts Z0|2| A 12 S=of Zdlo|5¥ ANo{IDE

{ control: 'ElastiCache.2', versionAdded: '2.3.0' 1},

versionAdded EEE £F Mo x[&l HHTI0|o{0oF ELICE =& FItstH HES! 27| MEHe 28
t= B9 E =&/LChversionAdded. 2| Zf Z8|0|5 W ARl Z&E 2X SHE =8 2HE =
olA

l&L|Ctsolution_env.sh.

4[_—_|.7:” J\x-| IAM O_=|I%|' AHAH Ol

et AR X[ HEHo| Je RHA 1AM &0 Rl&
A0 Mdst X SHZE HE 2 £F M2 CloudFormation B Z !0f| = 715t24™
tory.createRemediationRunbook HIAMEE S E35Hof L|CH.

X
c
3
O
(@)
(@)
~
S
Q
(@}

oM remediation-runook-stack.tsZ =22 RemediationRunbookStack ZeiA0| Xtxl| =2

C E20|l&LICt CF2 ZE EE 2 ElastiCache.2 22X sHZE 2 I8 A IAM 38 A ol 21 51 Z

2% S32 BoiELIC

Y EREEEEEEEEEEES
// EnableElastiCacheVersionUpgrades
//
{
const remediationName = 'EnableElastiCacheVersionUpgrades'; // should match the

name of your remediation runbook
const inlinePolicy = new Policy(props.roleStack, ‘“ASR-Remediation-Policy-
${remediationName});

const remediationPolicy = new PolicyStatement();
remediationPolicy.addActions('elasticache:ModifyCacheCluster');
remediationPolicy.effect = Effect.ALLOW;
remediationPolicy.addResources( arn:${this.partition}:elasticache:*:
${this.account}:cluster:*");
inlinePolicy.addStatements(remediationPolicy);

new SsmRole(props.roleStack, 'RemediationRole ' + remediationName, { // creates
the remediation IAM role
solutionId: props.solutionld,
ssmDocName: remediationName,
remediationPolicy: inlinePolicy,
remediationRoleName: “${remediationRoleNameBase}${remediationName}",
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RunbookFactory.createRemediationRunbook(this, 'ASR ' + remediationName, { // adds

the remediation runbook to the solution's cloudformation templates

ssmDocName: remediationName,

ssmDocPath: ssmdocs,

ssmDocFileName: ‘${remediationName}.yaml’,

scriptPath: “${ssmdocs}/scripts’,

solutionVersion: props.solutionVersion,

solutionDistBucket: props.solutionDistBucket,

solutionId: props.solutionlId,

namespace: namespace,

1)

5EHA!: H 2| E|AE AOIo|E

=
Rl
2
:|°|—_'

N

i
o

a4 F7t CHR| BHIAEE YOO|EStD A&StE Zd0| E&LICH

MX{ source/test/regex_registry.ts TtU0| Af H4l(otE FIHE|X| et F)E F7t5H0F &L
Cl. o] mlUS £F M| AsliMof & E 2 M HF Aol CHEt EHIAEE X 8FLIC} ElastiCache £
20l AIEElE HAS EHIAESHE O AF2E|E addElastiCacheClusterTestCases &2
o2 E0{ EZl&LCH

OX|4 o2 Zf AEHO| ALHAFS AC|O|ESHOF B LICH ARMA2 ASR QIZEIo| HE AIY S FHst=
Cil AL8 Zl= ™ 22l CloudFormation BZ 3! 9|]L|Ct. deployment CIEE{Z|0lM TS B
S A#stod O|2{3t AR TS Ar|o|EF 4 st
./run-unit-tests.sh update
SE 3l HiZSH=E

OIFI M 73 A S HHE S ZHI7H EIMALICH A H7 A ES AR 0] 27442
40f CHEH XIZIS of2f WE U HHE MM oIS ELICH

M Z3 o8 F7t

GitHub E|ZX|EE|0{|A AWS £F 4 Z2(|0|F R HiZ A4 FEO| XS Et TS 2 CI2E=F L CH

AWS CloudFormation Z|AA = AWS CDK 74 @AM MME|H, 2|lAAE A ZE0|22 M
sto FAMStE O AIRE £ Qe Edio|8 HES! I =7 e Lo Y&LICH Z2XME MK I

0|5 AFE X} X|Hoi CHEF REAIEH LHE 2 GitHub2| README.md It & X 3SHA2.
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https://github.com/aws-solutions/automated-security-response-on-aws/tree/main
https://aws.amazon.com/cdk/
https://github.com/aws-solutions/automated-security-response-on-aws/blob/main/README.md#custom-playbooks
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AWS Systems Manager Parameter Store

rIo

2 HlolE MEEZ I3 AWS Systems Manager Parameter StoreE AF2 &

AWSZQ| A5 EoF SE
l0|E{= Parameter Store0dl X{%&HElL|C}.

LICH CHE mfe

OlF zk A
/Solutions/S00111/ FSBP 2A| a2 <&l ol o] A el Ut 2
CMK_REMEDIATION_ARN EHE &353t5l= AWSKMS 7|  CloudTrail 212 22 1 O

OlF &&=t

/Solutions/S00111/ ASRO| CIIO|HE & =3t5t= £RMOO|H =35

CMK_ARN ol AH & AWS KMS 7|

/Solutions/S00111/ £ 2 Mof CHEt Amazon SNS =AM 32 o|HE ¢

SNS_Topic_ARN FX| 2|l ARN

/Solutions/S00111/ AWS Config C|0|E| CHEt  Config.1 Xl a2

SNS_Topic_Config.1 SNS &

/Solutions/S00111/ Yes QlHSIE X|E &

sendAnonymousMetri

cs

/Solutions/S00111/ &5 M HH

version

/Solutions/S00111 /<## enabled L2 Mo EE0| & AE]

## # #a>I<##>|SEY RIX| o & LIEHLICE O|E
£ @50 Xts =X sHES
?lsH EES HIEEsHE = U
&LICH disabled

/Solutions/S00111 /<##  String Hot EEO| B2 o|FLICE

## # ##>/BE OB of: CIS, AFSBP, PCI

/Solutions/S00111 /<## String Bt ZHEEO|CIE HEEL &

## # ##>I<##t>|<###>/KOH Ust =24 22 M85t &

i)
o
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AWSZ2| AtS E ot T2 Amazon SNS FA| SO0111-ASR_Topic2 AAJ&tLICt o] FAle X sHZ
& Aol cist AOo|EE AAlStE Ol ASELICH CHS 20| FHME B = e M 7HX g &3l
L|Ct.

Remediation queued for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

Remediation failed for [.replaceable] <standard>" control [.replaceable] <control_ID>"
in account [.replaceable] <account_ID>"

[.replaceable] <control_ID>" remediation was successfully invoke via AWS Systems
Manager in account [.replaceable] <account_ID>"

HZd

fjo

¢

ol

22 HAIX|QLICH 2F ¢lo| A siZo| AZ RS S LIEFLICH 2L 43Xl A
8t %|Z E|AEE AWS Config A W/EEE =5 ASQLCH

SNS A 715 EHET

Amazon SNS 715 ZIE{ X =H:

1. SNS X 2522 o|s&fLct

2. 7= ZE HH|M “HES HEELC

3. "7 5 HE YA"g st "= TE YA S MEtstol WEE FYEEuUc
4. "HIAIX| 22" HLIE MEigLICH

5. JSON HZ&7|of H2 g FIHerL|ct

6. HE i8S XM ELICH

2 of| A:
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https://docs.aws.amazon.com/sns/latest/dg/sns-subscription-filter-policies.html
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{
"finding": {
"account": [
"11111111111211",
222222222222"
]
}

% Weld
{
"severity": ["ERROR"]
}

Moig 7|z =z HET

{

"finding": {

"standard_control": ["S3.9","S3.6"]
}

}

Amazon SNS FA| - CloudWatch G&

Ol £FM2 Amazon SNS FHE & LICIS00111-ASR_Alarm_Topic. Ol FX= FE L2
AlstE o AHS-ELCH

ALARM #EHE MeEtE|= 2 E G20 CHEt ME HEJIo| X2 HESE LI

i

Config ZAF A1tof CHEH HE Al

H AWS Config ZA Z1tE 7|8 2 82 A|ZHE 4= /&LICH Of= 7| 5had
L{ct.

onp
oo -
mo rx
0% >

St 0l

Xt X
Of

¢ A

(=}

—
A
T

iz o

—

. &=™5t24= AWS Config 7#& O|§ &2 & &LICt 0l= AWS Config E£= Security Hub 70| 7#&]0f| CH
ol et ZA Aol &2 = U&LICH

2. AWS Systems Manager It2t0|E{ AE0{Z 0|5 35t04 Tt2t0|E MM S MEIEHLICE,
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3. 7#%l9] 0|&2 /Solutions/S00111/[.replaceable]0|0{0F & LICI.Rule name from Step 1
4. k2 ch21 ol EAlo| X|'HElo{oF & Lct.

"RunbookName" :"Name of SSM runbook",

"RunbookRole": "Role that Orchestrator will assume"

1. RunbookName Zl4 ZE0 21L|C}t. RunbookRole

E
o
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mo
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0
ok
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L rr
>
0%
x
(o]

2 2 AEHOE7I0| B S MWE 1) + T AHYLICH T4 BEJ} ofLIH, HIY FH 27
AEBHOEE 7|2Mo 2 AMo| Y A S ALSHLIC
2. 0| 5240| B E|H Security Huboll U= "ASRE +5" AL X} X|H &ig AFS35t0q Config F2I2
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T8 + UA&Lch
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Ol M4doli=0] &R 440 LR E L& HUsty| 912 HIokxt 7|5, W2 o0l chEt ZeIE|0] &
2 Moi| /043t W S=of CH3t Bt T Elo] &Lt

ol £FMoll= ABstE 28 X|EE AWSZE MSste S40| 27 E[0o] J&LICH A= Ol HIOIHE
At&stod 1740l o] £F M1t 22 MH|A L MES o{EH AL8St=X o & olsiFfLICH E 83 (™
(S
T =

oS 827t +

« £2MID-AWS £FM Az}

- 115 ID(UUID) - Zf AWS Security Hub & & =% HiZoil CH5H FEF 2 MM E DR AKX}
- EtYUARMIT O[5 =% EtUARNT

o QIAEIA O|O|E -O] AEH HiEZOf CHEH HE

« EFM FM - ZTAE A HEE 715 & Oi2tolH

- MEH-HiZE MEj(RA = AUl £ M) E= (B4 E= AW X 2)

X0
=
=2
>
bl

|-/<§>I'EH .\T.I59_| ol

=

= T
- Generator_id - Security Hub 7= HE&
- £ -2A

« productArn - Security Hub7} HY Z El 2|7
- finding_triggered_by - =& & 22Xl & RSB (ALS X XY &Y E= XS EE|A)

82 /% olg

AWSEO| MEB ZAIE
X7t MEFLIct o] 7
E 225 AM L.

RE HIOIEE ARELICH HIOIE =&ol= AWS 7RI HE E35 1
Eo}R3t24H AWS CloudFormation EIZ 28 A|&H5H7| Xof CtS H

1. AWS CloudFormation Bl£5/2 22 slE E2I0|E20| CREE=FLICE.

2. IAE TE|7|E AF25104 AWS CloudFormation B1Z 32 @iL|C}.

3. AWS CloudFormation BlZ5! O& MME CIS oM =& L.
Mappings:

Solution:
Data:
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/automated-security-response-admin.template
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SendAnonymizedUsageData: 'Yes'

2

o

Mappings:

Solution:

Data:
SendAnonymizedUsageData: 'No'

4. AWS CloudFormation &0 22 Ql8L|ct.

5. AEH MMS MEHFHL|CE.

6. AEH MM HO|X], HER X[H MMM HES It Y YESE MEHFHLICH

7. HES DY HE2 oM o MERS MEASIT 24 ERto|Ho|M HES RHES S MEIELICE
8. LIS 2 MEHSID O OHLiA{S| RIS HHZ AlMof Qe AEH A|ZIO| EHAIE [MEZAM2

e i = A

AWS Security HubE A& 8 XIS S & sHZ

CIS Amazon Web Services Foundations #Hlx|0F3, HHE 1.2.0

7|8 Hot B ALE| EE

PCI DSS(X|& 7l 4t O|O|E{ EoF B &)

NIST(National Institute of Standards and Technology) SP 800-53 7H%& 5
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https://github.com/aws-solutions/automated-security-response-on-aws/blob/main/CHANGELOG.md
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