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https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/create-cost-categories.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/create-cost-categories.html
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
https://aws.amazon.com/dynamodb/pricing/
https://aws.amazon.com/devops-agent/pricing/
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https://aws.amazon.com/cloudwatch/pricing/
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Elastic Load Application Load Balancer 174
Balancing
AWS Fargate HEFF 24 Al7H A-E|= 2] 27H(0.25

vCPU, 0.5GB HIZ2l)

Amazon Virtual 37, 7+ ¥ 271

Private Cloud(VPC)

OIE{H|O|A = Z QI

Amazon CloudWatch
% 1,0007, 23 %! 5GB, CHA|E

1074

Amazon S3 0.1GB S3 Standard A E 2|X|, PUT/COPY/
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https://aws.amazon.com/bedrock/pricing/
https://aws.amazon.com/bedrock/pricing/
https://aws.amazon.com/lambda/pricing/
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AWS Identity and Access Management(IAM) HAE S Sl 12 AWS EEHREQ| MH[A 2 ALS R}
oA MEStE AHMA HE I MEHE e = USLIC 0| EF M2 £F M| AWS Lambda & =
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Amazon CloudFront

I

0| £ M2 Amazon CloudFronto{| A Hi Z 5t = Amazon S3 H{Z!0]| §_ SAEE Y UIE B ZFL|ch

Amazon CloudFront X|21 A|ZtE £0|1 Eotg 7HM3EL7| IS0 £€F Moll= £€5F M ¢ ALO|E 9| 3!
ZEIXof Cist HEZ HHAEZE X|Z5t= CloudFront AF2XIQI 22 IXI HM|A ID7} Q)= CloudFront
HiZ 7} Z&EL|C}H 7I%ﬁ9§ CloudFront HHZ = TLS 1.2 AI235l04 2|7 £Fo| Eot ZEEZE

grLict. REAISH L& Amazon CloudFront 7HEF R OFHLHA{ 2] Amazon S3 2 2|Zl0| CHEF HM|A
HMgtE & X 35M L. Amazon CloudFront

CloudFronte F7| 20t 2t31 8 & 4315t04 Zt |5 AL A SHO| HTTP 2ot SIHE FI7HELICE &I
Mgt LiE2 CloudFront 2E A HTTP &l &7 EE= NMHE & ESHMI 2.

Ol £F M2 TLS v1.09| %|A X[ Eot T2 EZ0| U= 7| CloudFront 215 ME AFEEFLICE TLS
v12 EEE TLS v1.3 Al2 2 X 35l2{™ 7|2 CloudFront 213 A CHAI AF2 X} X|Z SSL QIS AME Al
SHOF BFLICt AFMIEH LI 2 SSL/TLS QIS ME AT S CloudFront HHEZ & 4435t 24Td 0= | S

Of 5tLIR?E HZ M.

Amazon API| Gateway QIEZQIEE HiE 30 ALK} X[ T HIQ!0]| ot 7
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https://aws.amazon.com/elasticloadbalancing/pricing/
https://aws.amazon.com/fargate/pricing/
https://aws.amazon.com/waf/pricing/
https://aws.amazon.com/waf/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/AmazonS3/latest/dev/WebsiteHosting.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/adding-response-headers.html
https://aws.amazon.com/premiumsupport/knowledge-center/install-ssl-cloudfront/
https://aws.amazon.com/premiumsupport/knowledge-center/install-ssl-cloudfront/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api.html
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Amazon VPC

VPC: Amazon VPC MH|AE 7|8t 2 3l= Virtual Private Cloud(VPC)= AWS 222 E0M =2[H
S = ZAZ[E Z2to|H! HIERZE AMIELCH
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« VPCOl|l= %A 27H2| AZs & |o{oF &rL|Ch

- VPCOllE= 242t o] AZoi = MEHIO0| = 74 Ol&f ZgfE|o{of &Lct

- VPC MEH2 HER EE= EEPOIEJC’E UX[E S FH(E CHHER E= & O Z2l0|H) S
A+ 3t oF &FLICt.

« VPCE ECR, CloudWatch Logs, S3 ! loT Core2| dI=ZQIE0f CHEt BMAE MB5HoF & LICH

« VPCE ZE HAEQ| 0| &lE AMH|A(S)0ll CHEF HMAE K| SaloF B LICH.
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https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html
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« Amazon ECR API QIE X QIE: com.amazonaws.<region>.ecr.api

« Amazon ECR DKR §IE X QIE: com.amazonaws.<region>.ecr.dkr

« Amazon CloudWatch Logs YIEXZQIE: com.amazonaws.<region>.logs
« Amazon S3 Gateway IE X QIE: com.amazonaws.<region>.s3

« AWS loT Core HIEEZQIE(2}0|E |0 RAIEE AB3dl= B2 E)
com.amazonaws.<region>.iot.data
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/A Important
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Amazon EC2 E|AE 20| 20| £F M2 ALSE MU AL X0l AH U&LICE O] A2 Amazon
EC2 QIAEIA 0| M CHE Amazon EC2 OI/\EJ ,AWS MH|A EE QB JEZQIEZ AlYME|E CHE
= HERT E|AEE CIELICH O|St EIAEE AEDA HAE, 2E EAE &= AH YO 0| HA
EftnT gLcH HME AESH0] HEX{T AERA HAES DDoS AlZ8|0|M(EC20IM 2 XIET
DDoS AlZE[0|M E|AE HAMo|M HE 2 CF04{El) 7+e| Xto|™d S OlsHst T, AWSE= EeHEl0o| Bt 2
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7| (CloudFront + S3) HiE - IAM %! Amazon Cognito0ll M MBS st Q1E L HEt 2o HAHLIES
0 IH{E 2 AFE X} QIE{H 0| A0 CHEF HMAE HEHSHE{TH AWS WAF 2 ACLE CloudFront HHZ 2} @4
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MCP M 12 OH(41=4 ALY

MEHX MCP MH S8 2 HiZ35l= B2 £F M2 Amazon Bedrock AgentCore GatewayE AH& 5104
Al o0|MEQ| 2E HAE C|O|E{0] CHE 2ot HMHAE XS ELICH AgentCore Gateway= ZF 7
of i3 Amazon Cognito 215 EZ& & 53504 HEH0| U= AAEXIEE MCP Mu{of| HM|AE = U
£ gLICt. MCP Server Lambda &&= 17| |A& TEAS 734510 Al O|O|MET} E|AE -—rug
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https://aws.amazon.com/ec2/testing/
https://aws.amazon.com/security/ddos-simulation-testing/
https://aws.amazon.com/solutions/implementations/aws-waf-security-automations/
https://aws.amazon.com/solutions/implementations/aws-waf-security-automations/
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« ACM 213 A 22| - ALBE HTTPS S 20{ ACM ¢! ZHE AMEELICH CIBM7E R&5HH *XIEl
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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tE 8t Apache JMeter= EFL HTTP A= EZQIE E|AE S0 CHa F= ofeiof| M AlZELICH
H Z2E0MURL, HME, 5l & 2F HO|[ZEE F#+M5tH £F M2 JMeter HIAE HES
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MAMStT HE JMeter HIO|L{Z|2 Al&SHL|CE [2fA{ 0] MAdof MHEl JMeter E9F 1124 AFEH
S B HTTP AEZQIE HAEN T M= L|C}.

I x| & HEO| IMeter7t R 8t B F 71X SMO| YU&LICH & SM 2 F HAE of7t0|EH7 2R
5t JMeter EHIAE R304|0F AL & £~ Q& LILCE.
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X|E JMeter HFO[LAE| M[S - E|AE of7}0[= 0l THX|E JMeter HFO|L{2|E Z&ELICE O £F
S H CHAl HHO|LEIE AFS R LICH
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2 O}7}0|EE F{&5}K| 9;952 % JMeter HFO|LAE| EE
= Z{aels IH’SP_I%* £ dauch Wx|7F M2 El JMeter2 HTTP 9lExX E|AEE AlSi5| o}
st= 32 IMeter EIAE S8 AF25HD I x|7F 2=l JMeter HEO|LA2| & E %E—IILO.J JARsO| &
g El IMeter AT B E(jmx) EEE .zip O}7I0|E & MBS ELCt.
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Test Run Results Errors Artifacts

Baseline

Baseline test run for performance comparison

Test Run Total Requests
6X1bYOuUKa 162,460
Date Success Rate

11/17/2025, 5:46:33 PM 2.1%

Status Avg Response Time

PRI . orcentase

complete 11908ms
Test Run Results (1) " overall |(ETELD| ByRegion ) ¥
| Q@ Fiter resutts ®
Run v | Endpoint v | Requests v | vsBaseline Success v | Emors v | SuccessRate v | vsBaseline AvgRespTime v | vsBaseline 95thRespTime v | vsBaseline
[ O 11/17/2025, 5:54:47 PM s cloudfront. -simul 119,492 B -26.4% 35,763 83,729 29.93% © +1323.8% 17534ms B +47.3% 30040ms B+61% ]
Test Run Metrics Dashboard
metrics for loudfront.net/load: in total
Volume Metrics
Total Requests Success Count Error Count Success Rate
119,492 35,763 83,729 29.9%
Baseline: 162,460 Baseline: 3,415 Baseline: 159,045 Baseline: 2.1%
D -26.4% @ +947.2% @-a7.4% @ +1323.8%
Performance Metrics
Avg Response Time Avg Latency Avg Connection Time
17.534s 3.451s 7ms
Baseline: 11.908s Baseline: 10.2795 Baseline: 4ms
D +473% @ -66.4% B +68.9%
Throughput Metrics
Requests Per Second Avg Bandwidth
1004.1 11.44 KB/s
Baseline: 1376.8 Basaline: 4.64 KB/s
B-2711% © +146.6%
Percentile Response Time HTTP Errors
Response time distribution across percentiles Breakdown of HTTP errors by status code
Percentile Response Time Error Code Count
0% s541ms NaN 55757
50% 16.2455 502 8
90% 30.0408 504 27964
95% 30.040s
99% 30,0475
99.9% 30.160s
100% 30.160s
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(@ Note
E|IAE A= E240i EAIELICH Results ZC of2i 2] Amazon S3 HHZIOIA ZI&] S A| |
AE ZADtof HMAE =T U&LICEH Taurus EIAE Z1todl CHEE XFMIEH LI 2 Taurus AFHE
MBEMO| E|AE HT M MME XML

CloudWatch Logs Insights2 ZL|E{&!

0| &% M2 CloudWatch Logs Insights &£ 2| AZH &l F 2| ofteiol| E AlE|= 47H2] CloudWatch Logs
Insights M& #E2[E HiZ g LICt ol M2l AEXR XIH EIE HEE ER 0| HAE 27 A
EolM, 2F, & Ao & 2E2IE Helof cigt 7HA[EE MSELIC

—, )

Zt 22| o|Foll= 042] HiZ o[ Algdeh 4~ Q= AEH O|F 1 2|T™0| Z & ELICH ol & S0{DLT -
Test Timeline [my-stack us-east-1]®JLIC}H

MEE FE| AHE

CloudWatch Logs Insights 2&& LI}

2% oM MEE #E|E & ELC.

MSFAL @l 2|2[E MENELICDLT -,

ot 22 X2 EAIRL gLo| ZEE A< 0| EHAE ZAnto| AX E|AE A™ IDE
REPLACE_WITH_TEST_RUN_IDH}&LIC}.

:'>.°°!\>.—‘

[é)]
Ju
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>
0%
mo !
x
gl
o
r
i

DLT - E|AE E}Qlz}Ol

2 E 27|AED0|H Lambda & 0ilA EF L E|AE A™o| M| =T FT7[E EAIRFLICE o] #HEIE
ArE5to HHAE MEYEE 2 ENK| O|HE A|HAE FXFLICH

&4 2t
e @timestamp , logEvent, message, region, error
ZE testRunId = "REPLACE_WITH_TEST_RUN_ID"

CloudWatch Logs Insights2 ZL|E{2 79


https://gettaurus.org/docs/Reporting/
https://console.aws.amazon.com/cloudwatch/home#logsV2:logs-insights
https://console.aws.amazon.com/cloudwatch/home#logsV2:logs-insights
https://console.aws.amazon.com/cloudwatch/home#logsV2:logs-insights
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54 ot
= @timestamp asc

Limit 500

DLT-EHAE 2R

Lambda &< % ECS 2 dofM B EHAE A0l CHEt 2E ERROR =& =2 EAIRLICH o]
2|§ Ar8stod E|AETH Aufst7LE 017X &2 AW E ddE M 2 & 2elE AEE + U&LCh

e 4
e @timestamp , logEvent, message, region, taskId, error
ZH testRunId = "REPLACE_WITH_TEST_RUN_ID" and

level = "ERROR"

= @timestamp asc

E ZAste4E E|lAE A3 IDREPLACE_WITH_TEST_RUN_IDZ HfELIC}.

SXlZe A A EFRe & JHE ECS &Y AmiE EAIEfLICH O] #E|E AI85I0 EIAE S0 &

= f
c @timestamp , testId, testRunlId , region, taskArn,

stopCode, exitCode, stopCategory , stoppedReason
ZH logEvent = "TASK_FAILURE_DETECTED"

M @timestamp desc
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54 2
Limit 50

ol #Zlol= EHIAE A ID7I HRstX| f&LICH ZE EAE Ao ghdist ZE |2 2] Ao
7t EAIELICH

DLT - 1o} Mz

E2|E ECS MHIA Z X[ 7I5& EAIRLICE O] #{2|& Ar&dtod A|ZHE 1ot HE| Z2MATH SEHE
MHIAE &1 MHsHEX| &gt

54 43
s 1= @timestamp , logEvent, message, region, cluster,

orphanCount , orphanTestIds

ZE logEvent = "ORPHAN_DETECTED"
= @timestamp desc
Limit 50
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OrphanCleanupFailure
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Alarm name {StackName}-OrphanCleanupFailure
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esting Li|AmO[AQ]
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MetricFilterCount
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Alarm name {StackName}-MetricFilterCount-Alarm

INE: MetricFilterCount distributed-load-testing Ul
YA O|A Q|

Threshold >=90
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HE laude S)& Al&3104 DLT MCP ME{ofl 91728 4= Qlom, 2t
POIOJEOHE %”J cr% T XI’.‘:EOI A&LICH o] MMoi A= MCP Inspector, Kiro CLI, Cline 2!
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https://console.aws.amazon.com/ecs/
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3. AEEQIE URL SAI HES AH85t0{ AEEQIE URLE SAHELICH AIEXZQIE URL
A2 WELICH https://{gateway-id}.gateway.bedrock-agentcore.
{region}.amazonaws.com/mcp

4. HMA~ EE MMEE F&LCH

AEA
5. HMA EZ SAHES AEst0] AMA EES SAELICH

/A Important

HMHA EEZ OHMGHAH fX|5tD B2 Z2/6HK| 0N L. EE2 MCP 2IE{H0|AE &
3 24 Z2E HAE £FMof Cish 47| T8 HMAE FMBELICE.

MCP Server

MCP Server Endpoint
hitps://dit-mcp-server-wqa7zylldh. gateway.bedrock-agentcore.us-east-1.amazonaws.com/mcp [2

Access Token

@ Security Notice
Keep your access token secure and do not share it publicly.

‘Token Information

Issued At Expires At
10/17/2025, 4:09:39 PM 10/17/2025, 5:09:39 PM

2EHA|: MCP Inspector® EAE

DUl HEHAE Z2EZE2 MCP A 2 dA4sln EFE 5 &6t =72 MCP InspectorE M3
ghLict Ol& Sl Al 2Et0IAEE Fd5t7| ol MCP M AZE EllAE37| 9IF Halg ul &
£ HEX3Z 20| MSE Lt

(® Note

MCP Inspector0i= EH{™ 0.17 O|& 0| R &L|C}H 2
T AUX|B MCP Inspector= 2Lt AFEA}F £1818 Q1 Ol

MCP Inspector A x| & A|=}
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https://modelcontextprotocol.io/docs/tools/inspector
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npx @modelcontextprotocol/inspector
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1. MCP Inspector IE{H 0| A0{A MCP MH{ JIEXZQIE URLE =d8tLICt
2. HMA EZT EH HEH Fof SIHE F7HELICH

3. AdE MEstod A S MEELICH

Streamable HTTP

Copy Endpoint URL from DLT

Copy Access Token from DLT

Connect

HAAL|H A8 7t5E MCP =7 & HAEE = J&LCH

1. 2% o' do| M At8 7tset =7 S5 # &L

2. T E MEHBLICHO: 1ist_scenarios).

3. st utzto|eE M3 gLt

4. 3ES MEistod 7 E AstT 8 S EelgLct
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DitMcpToolsLambda__list_scenarios.

< Run Tool @ Copy Input
Tool Result:
DitMcpToolsLam

DitMcpToolsLambda__get_latest_test_run

DitMcpToolsLambda__get_scen

History Clear Server Notifications

MCP Inspector@ 2| MCP At 1ZE2 &EQlIgt = §Hdl= Al 7HY Z2t0|HEE F/8& &= /JU&LCt.
Kiro CLI

Kiro CLI(O|~ Amazon Q Developer CLI)= MCP Server S&2 S3al| Al X[ 7Hetol] CHEF HHIE HA|
AE N3Fct

74 EA

1. mcp.json T8 TS HEFLICH T4 ot |0l CHEr RHAMIEH LI 2 Kiro CLI B Mol &

{
"mcpServers": {
"dlt-mcp": {
"type": "http",
"url": "https://<gateway-id>.gateway.bedrock-agentcore.<region>.amazonaws.com/
mcp",

"headers": {
"Authorization": "Bearer <access-token>"

3EHA!: Al JHE 22f0[9IE 74 86


https://kiro.dev/docs/cli/mcp/
https://kiro.dev/docs/cli/mcp/
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}

}
}

<gateway-id> & <region>& MCP MH A= X QIE URLS| Z/2 2 HI I <access-token>E 1
CHAIM S AL 2t 2 "hELCH

FO|

—

b

=4

1. HO0|'E0|M kiro-cliE& &l235t04 Kiro CLIE A|&f&L|CEH

2. Ar& 7ts8 2E MCP MHE E24™ /mcpE 23 LICY.

dlt-mcp & 7|E} 7L’ EE MCP MMM M3 st= AH8 7tS8t =7 E E28{™ /toolsE YT LI
Ct.

7t dlt-mcp MM E Z 7|8 E[=X| & QIErLCt.

w

s

Zztel
Cline MCP Server &2 X|st= Al 2 =<0(L|C}.
T EHA|

1. FEtelo M MCP M &2l > T+ > MCP M T+ d22 o|SELCH.

2. cline_mcp_settings.json Tt CtS1t ZH0| C|O|E & LCt

{
"mcpServers": {
"dlt-mcp": {
"type": "streamableHttp",
"url": "https://<gateway-id>.gateway.bedrock-agentcore.<region>.amazonaws.com/
mcp",
"headers": {
"Authorization": "Bearer <access-token>"
}
}
}
}

<gateway-id> % <region>& MCP MH A=EEZQIE URLS| ZtS = HIF* 11 <access-
token>E 1EtAHO| M SAtEt Zfe 2 HEELICE
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Amazon Quick

Amazon Quick(0|Z Amazon Quick Suite)= MCP Server 242 X|5t= ZZ QI Al O{AAHE
SHES NS gL

M|k

MH A

Amazon Quick0lA MCP MEHE F43t7| Z10fl DLT HHZE 2| Cognito AFE XI £ 0{|A OAuth Xt 3 5H
7-|AH0H0|: ol-|_||:_|.

1. AWS CloudFormation 2& £ 0|S &fL|ct.

EM E2E HAE ABHZ MEWSH|C},

[

£ 29 240l A DLT HiZ 2} 21Z3E! Cognito AF2AH Z IDE 3tof SAHEFLICEH

Amazon Cognito & £ 0|SgfLCt.

CloudFormation £230| M AF2 A} Z IDE AI25104 A2 A 22 MEHSHL|C.

2|z EfM Xo| M M S8 > H Z2Ho|2

.°°.\'.°’.0":'>.°’!\>

=4
O|& Ol m2m (machine-to-machine)2 ZLt= & E2+0|HEE Ftof ME4FHLICE
.l

H Z2to|ME MF HE Ho|X|ofM 2Eto[HE |
o 2C0|ME EoF & EAIE MBS Ch5 2t SAELICH

9. ArEXI E2 SO0t7HM ZHQ! ’IHM AR & =H Q!
10 0@l /oauth2/token B0l& F7}5t0{ EE Q=X

- Bt

1. Amazon Quick0l|A Af O|O|HEE M35t 7HLE 7|E of|0|HEE MENFFLICEH.
2. DLT MCP A2t &% Z&5t= YUY
3. M =42 78t MCP Se
4. MCP MH M2 HEE Fd&Lct.
« MCP A{H{ URL: DLT MCP 2I=E ZQIE

. 015 933 MH|A 7|Ht Q1=
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https://console.aws.amazon.com/cloudformation/
https://console.aws.amazon.com/cognito/
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1. Amazon Quick0llA Of|O|HEE A|XFEFLICE
2. AIQd0{ ZTEZEE AF25104 O|O|MEQ} CHEHE A|EFEFLICEH

3. O O|FMES= MCP =& Al23510{ 2 HAE H0|E{E HAMsl T £A48tLC}.
ZIETE AN

P%NWMH“NNM*HEﬂ*E—r%NHMPmHﬂM_EoﬂE 1&5 jlo|E{E 2
Ste e HodZELICH EX EHAE @F AFEHo] 2| BIAE IDs, &M 29| 2 7|Z2 AR} K|
S|},

A 7Hs8 MCP T L siE mhetO|E{ol CHEt REMIEH LIRS JHERF OFLHA{ Q] MCP =T AFQFS &
SHAI2

MCP MtEH{Qto| xtQdof &5 g2 St Z0o| ZHEtShow me the load tests that have

completed in the last 24 hours with their associated completion statusd}ZHLt
o Y 4 st

Use list_scenarios to find my load tests. Then use get_latest_test_run to show me the
basic execution data and performance metrics for the most recent test. If the results
look concerning, also get the detailed performance metrics using get_test_run.
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I need to analyze my load test performance, but I'm not sure which specific tests to
focus on. Please help me by:

TZETE oA 89
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1. First, use list_scenarios to show me available test scenarios

2. Ask me which tests I want to analyze based on the list you show me

3. For my selected tests, use list_test_runs to get the test run history

4. Then use get_test_run with the test_run_id to get detailed response times,

throughput, and error rates
5. If I want to compare tests, use get_baseline_test_run to compare against the

baseline
6. If there are any issues, use get_test_run_artifacts to help me understand what went

wrong

Please guide me through this step by step, asking for clarification whenever you need

more specific information.

FO|
il

Z2HM E|

'

b

Help me validate if my API is ready for production deployment:

1. Use list_scenarios to find recent test scenarios
2. For the most recent test scenario, use get_latest_test_run to get basic execution

data
3. Use get_test_run with that test_run_id to get detailed response times, error rates,

and throughput
4. Use get_scenario_details with the test_id to show me what load patterns and

endpoints were tested
5. If I have a baseline, use get_baseline_test_run to compare current results with the

baseline
6. Provide a clear go/no-go recommendation based on the performance data

7. If there are any concerns, use get_test_run_artifacts to help identify potential

issues

My SLA requirements are: response time under [X]ms, error rate under [Y]%.

Ad

g5 R M| EA

oIr

Analyze the performance trend for my load tests over the past [TIME_PERIOD]:

1. Use list_scenarios to get all test scenarios
2. For each scenario, use list_test_runs with start_date and end_date to get tests from

that period
3. Use get_test_run for the key test runs to get detailed metrics

4. Use get_baseline_test_run to compare against the baseline
5. Identify any significant changes in response times, error rates, or throughput

ZEZE oA

90
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6. If you detect performance degradation, use get_test_run_artifacts on the problematic
tests to help identify causes

7. Present the trend analysis in a clear format showing whether performance is
improving, stable, or degrading

Focus on completed tests and limit results to [N] tests if there are too many.

Ay

ol

EIAE EA a2

Help me troubleshoot my failed load tests:

1. Use list_scenarios to find test scenarios

2. For each scenario, use list_test_runs to find recent test runs

3. Use get_test_run with the test_run_id to get the basic execution data and failure
information

4. Use get_test_run_artifacts to get detailed error messages and logs

5. Use get_scenario_details to understand what was being tested when it failed

6. If I have a similar test that passed, use get_baseline_test_run to identify
differences

7. Summarize the causes of failure and suggest next steps for resolution

Show me the most recent [N] failed tests from the past [TIME_PERIOD].
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Test might have failed to run.
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-gateway.html
https://gallery.ecr.aws/aws-solutions/distributed-load-testing-on-aws-load-tester
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https://console.aws.amazon.com/wafv2/
https://console.aws.amazon.com/wafv2/
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html
https://docs.aws.amazon.com/waf/latest/developerguide/web-acl-testing.html

AWSO| EM ZE HAE T34 oFLH A

AWS Supporto] £ 2]

AWS Business Support+, AWS Enterprise Support = S8 20| A= 32 AWS K| MEE Al
85100 £F Mo CHEt HME7 X[ B2 = A& ghedof| CHaH A e L

Ct.

ful F
L=}
ol
M
o
2
x
mr’
LI

Abe 4o

K| 24

1. 7|5 ME4

2. MH|A0M &R M E MEHELICH

3. HF oM AWSS| EAt Z2E HAEE MEEFL|CE,

4. MZE0M AL AtEof 7t ME st SMS MESEFLICEH

3. QIE{H|O|A 7} k=]

MH|A, e 2| 2 AMZIE E 2l2d5)
LI ol 232 BES P

27 H

1. M=o = BZXME Yste HAEE Q=g Lt

2. MHol M AWS vX.Y.Z2| Distributed Load Testing X2} Z-0|0| M[ZE 2| O|E T AR T HHE
ZEstod 2XE KHMIS| AHEELICH

w
_t':l
ne
5%
Y
mjo
rx
gl

Q'Ig
-
ful

4. AWS Supportol M 2HE %2

ol
rr
jn]}
MK
FO
o
0%
HL
M
o2
4
o
r
_ITI_

AMEIE H WEAH 28 = JATSF X[H

AWS Supportoi| 2| 99


https://aws.amazon.com/premiumsupport/plans/business-plus/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/premiumsupport/plans/unified-operations/
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https://console.aws.amazon.com/launchwizard/home#/deployment/list
https://console.aws.amazon.com/cloudformation/
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https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template
https://solutions-reference.s3.amazonaws.com/distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws.template
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https://console.aws.amazon.com/cloudformation/home/
https://console.aws.amazon.com/launchwizard/home#/deployment/list
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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$ aws s3 rb s3://<bucket-name> --force
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https://console.aws.amazon.com/s3/home
https://console.aws.amazon.com/dynamodbv2/home
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$ aws dynamodb delete-table --table-name <table-name>
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$ aws logs describe-log-groups --log-group-name-prefix <stack-name> --query
'logGroups[].logGroupName' --output text
$ aws logs delete-log-group --log-group-name <log-group-name>
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https://console.aws.amazon.com/cloudwatch/home
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$ aws cloudwatch list-dashboards --dashboard-name-prefix EcslLoadTesting --query
'DashboardEntries[].DashboardName' --output text

$ aws cloudwatch delete-dashboards --dashboard-names <dashboard-name-1> <dashboard-
name-2>
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https://console.aws.amazon.com/acm/
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2. AEH Q[R0{ M CloudFormation ZH 2| E[AAE E| £=5tH AR CEZ|[ZET gL 28

olo|& oto|ag|o|M2 elZ 2t =& 0| otl H|0|E =F 0 A O[F 0{x{of &L|Ct.

£2MUUIDE MEZ BHEZE [motct T2 2 dEELCH M Al yuIDE HED CHELICH.

DynamoDB H|O|E 0= 7|EX2 Z Point-in-Time ST (PITR) 7 &43t£/04 /0] x|t 35 S¢t

= [
% MU S MSE LI

Rl

—

M AEHES HHZ 57| Toi| AMK|E AR E2HEl BIAAE BH&LICH

# List retained DynamoDB tables (look for DLT naming patterns)

aws dynamodb list-tables --query "TableNames[?contains(@, 'ScenariosTable') ||
contains(@, 'HistoryTable') || contains(@, 'AgentSpacesTable') || contains(e,
'InvestigationsTable')]"

# List retained S3 buckets (look for DLT naming patterns)
aws s3api list-buckets --query "Buckets[?contains(Name, 'dlttestrunnerstoragedlts') ||
contains(Name, 'dltconsoleresourcesdltda')]"
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« ScenariosBucket - S3 H{Z! O|E&

« ScenariosTable - DynamoDB A|L}2|2 E0|2 0|8

ABHEHoZ LEE[X| A2 2|AA(04: 7|1F H|OIE)2| B2 &AM 1ist-stack-resources TO|E
= =2 5

A4 IDsE 7 ZLICH o] BE2 ABof sliE £7{0| AU=X[ o4Fof 2tAglo] &
L

2CHA|: A DLT ABH HfEE

S Y&t CloudFormation ®IZ 2! HE(E= Z[& HT)E AHE5H0{ M DLT A=42 HfZ ELICH 22l BY
EZot Ut mEt0|EHE ASELICHVPC dd, #ElX OlHIY §).

aws cloudformation create-stack \
--stack-name distributed-load-testing-new \
--template-url https://s3.amazonaws.com/solutions-reference/distributed-load-testing-
on-aws/latest/distributed-load-testing-on-aws.template \
--parameters ParameterKey=AdminName,ParameterValue=<admin-name> \
ParameterKey=AdminEmail, ParameterValue=<admin-email> \
--capabilities CAPABILITY_IAM CAPABILITY_NAMED_IAM CAPABILITY_AUTO_EXPAND

AEHO| CREATE_COMPLETE A EHO| =&e 7k x| Z|CHEILICEH

ATH

3CHAI: M AEHO| B|AA Al

>~

§ A=dol

Y]

2ol M 2|44 O|FE AMELICH

aws cloudformation describe-stacks \
--stack-name distributed-load-testing-new \
--query "Stacks[@].Outputs"

ChSoll et 242 7158l SLich

+ ScenariosBucket (A HHZ! 0|8)

« ScenariosTable (Ai E|O|2 0O|8)
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aws cloudformation list-stack-resources \

--stack-name distributed-load-testing-new \

--query "StackResourceSummaries[?contains(LogicalResourceld, 'HistoryTable') ||
contains(LogicalResourceld, 'AgentSpacesTable') || contains(LogicalResourceld,

'InvestigationsTable')].{Logicalld:LogicalResourceld,Physicalld:PhysicalResourcelId}"

ol B Ao BElss DE BlAAS LIGFLICH =2IN D 39| 2X9S 7IZo2 T
BlaAE B £ AsLIh

ATEA: DynamoDB H|O|E{ oto|z1zf|o|M
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9| Z2 DynamoDBE S3Z LHEHH CIS 71K 7|2 AFSEFLICH.

# Export from retained table to S3
aws dynamodb export-table-to-point-in-time \
--table-arn arn:aws:dynamodb:<region>:<account>:table/<old-scenarios-table> \
--s3-bucket <temporary-export-bucket> \
--s3-prefix dlt-migration/scenarios/ \
--export-format DYNAMODB_JSON

# Wait for export to complete, then import into new table
aws dynamodb import-table \

--s3-bucket-source S3Bucket=<temporary-export-bucket>,S3KeyPrefix=dlt-migration/
scenarios/ \

--table-creation-parameters '{"TableName":"<new-scenarios-table>", "KeySchema":
[{"AttributeName":"testId", "KeyType":"HASH"}], "AttributeDefinitions":

=
S

[{"AttributeName":"testId", "AttributeType":"S"}],"BillingMode" :"PAY_PER_REQUEST"}' \

--input-format DYNAMODB_JSON

ol
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® Note

import-table API= M E|O|2 & e LICt M AB0| CHY E|O|2E o|0] ddjicaz
SMBE Tl AL8St7HLE Mf Bl Ell0|E S BX A Xet 7tX{27|E Safl ChA| & Lo
B ER|ZEJI M2 ofg) B FHX).

24 B: 271 2! BatchWrite(H &)

M
o)

QloF|X| ot A AEHO| Ef|0|E0] &L

S

r

o M2 wAle HarEl elo|olM A on A Epjne
a

Ct. Python 3 2! boto3 2t0|EE2{2(7t ELFLIC

# Install boto3 if not already available
pip install boto3

#!/usr/bin/env python3

"""Migrate DynamoDB items directly from retained tables to new stack tables."""
import boto3

dynamodb = boto3.resource("dynamodb", region_name="<region>")

def migrate_table(source_table_name, target_table_name):

dynamodb.Table(source_table_name)
target = dynamodb.Table(target_table_name)

source

# Scan all items from the retained table (handles pagination automatically)
items = []
response = source.scan()
items.extend(response["Items"])
while "LastEvaluatedKey" in response:
response = source.scan(ExclusiveStartKey=response['"LastEvaluatedKey"])
items.extend(response["Items"])

print(f"Scanned {len(items)} items from {source_table_name}")

# Write items to the new table using batch_writer (handles batching automatically)
with target.batch_writer() as batch:
for item in items:
batch.put_item(Item=item)
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print(f"Wrote {len(items)} items to {target_table_name}")

# Migrate scenarios
migrate_table('"<old-scenarios-table>", "<new-scenarios-table>")

# Migrate history
migrate_table("<old-history-table>", "<new-history-table>")

# Migrate Agent Space registrations
migrate_table('"<old-agent-spaces-table>", '"<new-agent-spaces-table>")

# Migrate investigation results

migrate_table("<old-investigations-table>", '"<new-investigations-table>")
2 HlolZ(4B Mol #S)2| B WA A MIHES AR50 7| EHHISl 4T 8 0l XO| E

ZM C: PITRUIM S35 7|7t O|LHQ! BR)

A=40| x|t 35 O|Lol AMIEI2AT PITRO| B AI5HEl Z2(7IR2 E0l22 S AMoz 2oy
4 QlaLIch J2Lt PITR S22 CHE 0|82l M EIOIE S M40 S BE ALS50] A% B

4 0| ol il O|EE S AsoF EHLICH

o2

# Restore to a new temporary table

aws dynamodb restore-table-to-point-in-time \
--source-table-name <old-scenarios-table> \
--target-table-name dlt-scenarios-restored \
--restore-date-time <timestamp-before-deletion>

# Then scan from dlt-scenarios-restored and batch-write into the new stack's table

5EH7|: S3 o|O|E{ ofo|1y|o| M

EoE HIIo| HAE AT EIEQ AL} upel

mjo

M ABHO| HZIo 2 SAELI|CEH

# Copy all objects from the old scenarios bucket to the new one
aws s3 sync \

s3://<old-scenarios-bucket> \

s3://<new-scenarios-bucket> \

--source-region <region> \

--region <region>
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# Delete old DynamoDB tables

aws dynamodb delete-table --table-name
aws dynamodb delete-table --table-name
aws dynamodb delete-table --table-name
aws dynamodb delete-table --table-name

<old-scenarios-table>
<old-history-table>
<old-agent-spaces-table>
<old-investigations-table>

# Empty and delete old S3 buckets
aws s3 rm s3://<old-scenarios-bucket> --recursive
aws s3api delete-bucket --bucket <old-scenarios-bucket>

s3 rm s3://<old-logs-bucket> --recursive
s3api delete-bucket --bucket <old-logs-bucket>

aws
aws

s3 rm s3://<old-console-bucket> --recursive
s3api delete-bucket --bucket <old-console-bucket>

aws
aws
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aws dynamodb update-table \
|3 DynamoDB Ef|0|& 9| o 2f El

--table-name <scenarios-table> \

--deletion-protection-enabled
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https://github.com/aws-solutions/distributed-load-testing-on-aws
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0| &8 M2 AWSO0| M E2[5t= I{E 2! Amazon Elastic Container Registry(Amazon ECR) O|0|X| 2|
ZXIECIE AE5to FHE 1IAE% A5t ol AFEE[= O|0IX|E MEELICH ZdE|o[L o|O|X|
E M-SR X|'85t2d™ O|0|X|E ChA| LE=3dt1 XFA| AWS HZHCS| ECR O|0|X| Z|ZX|EE|of FAIRE =

AAI:IL’ll:l-

Ol £FME AL8X} X|Ystzd™ 7| ZiE|olLd o|O|X|E At&st7LE Eol SAH o] ZAE|o|ILE HE
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#!/bin/bash

export REGION=aws-region-code # the AWS region to launch the solution (e.g. us-east-1)
export BUCKET_PREFIX=my-bucket-name # prefix of the bucket name without the region code
export BUCKET_NAME=$BUCKET_PREFIX-$REGION # full bucket name where the code will reside
export SOLUTION_NAME=my-solution-name

export VERSION=my-version # version number for the customized code

export PUBLIC_ECR_REGISTRY=public.ecr.aws/awssolutions/distributed-load-testing-on-
aws-load-tester # replace with the container registry and image if you want to use a
different container image export PUBLIC_ECR_TAG=v3.1.0 # replace with the container
image tag if you want to use a different container image

ZiE|O|L] O|O|X|E A& At X|IHSIEE MEHSt B2 ZZto|8! O|0|X| EIZX|EE| E& AWS A
ol HE & o|O|X| 2|ZX|EE|0M TARE = &LICt O|O|X| 2l&a = ZE HIO|AN U=
deployment/ecr/distributed-load-testing-on-aws-load-tester C|ZE{Z|0] U&LICEH

O|0|X|E HESI0| SAE CHNO R FAIE 5= Ql&LICH
« Z7l0|H! Amazon ECR 2|Z X|E2| & 0|0|X|E= Amazon ECR A2 AHA{ 2| Amazon ECR Z 20|

Hl 2|ZX|EZ 2 Zz}o|E! o|0|X|E &EFHAMIL.

£2! Amazon ECR Z2|ZX|EZ| & OIEIIXIE Amazon ECR HE 2! A2 AME O] Amazon ECR I
2l g|ZX|EC| & HEE O|0|X|E HXFHAMIL.

me &

AtAl| olOIK|E Y88 Fols MEX X|H £F Mg disty| Tof 5 &3 He g MY = UsL

Ct.

#!/bin/bash
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export PUBLIC_ECR_REGISTRY=YOUR_ECR_REGISTRY_URI # e.g. YOUR_ACCOUNT_ID.dkr.ecr.us-
east-1.amazonaws.com/YOUR_IMAGE_NAME
export PUBLIC_ECR_TAG=YOUR_ECR_TAG # e.g. latest, v3.4.0

CHS olloA= ZElol] IS EoiELIC

FROM public.ecr.aws/amazonlinux/amazonlinux:2023-minimal

RUN dnf update -y && \

dnf install -y python3.11 python3.11-pip java-2l-amazon-corretto bc procps jq
findutils unzip && \

dnf clean all

ENV PIP_INSTALL="pip3.11 install --no-cache-dir"

# install bzt

RUN $PIP_INSTALL --upgrade bzt awscli setuptools==78.1.1 hll urllib3==2.2.2 && \
$PIP_INSTALL --upgrade bzt

COPY ./.bzt-rc /root/.bzt-rc

RUN chmod 755 /root/.bzt-rc

# install bzt tools

RUN bzt -install-tools -o modules.install-
checker.exclude=selenium,gatling, tsung,siege,ab, k6, external-results-
loader, locust, junit, testng, rspec,mocha, nunit, xunit,wdio, robot, newman
RUN rm -rf /root/.bzt/selenium-taurus

RUN mkdir /bzt-configs /tmp/artifacts

ADD ./load-test.sh /bzt-configs/

ADD ./*.jar /bzt-configs/

ADD ./*.py /bzt-configs/

RUN chmod 755 /bzt-configs/load-test.sh

RUN chmod 755 /bzt-configs/ecslistener.py
RUN chmod 755 /bzt-configs/ecscontroller.py
RUN chmod 755 /bzt-configs/jar_updater.py
RUN python3.11 /bzt-configs/jar_updater.py

# Remove jar files from /tmp

RUN rm -rf /tmp/jmeter-plugins-manager-1* && \
rm -rf /usr/local/lib/python3.11/site-packages/setuptools-65.5.0.dist-info && \
rm -rf /usr/local/lib/python3.11/site-packages/urllib3-1.26.17.dist-info
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# Add settings file to capture the output logs from bzt cli

RUN mkdir -p /etc/bzt.d && echo
etc/bzt.d/90-artifacts-dir.json

"{"settings":

WORKDIR /bzt-configs
ENTRYPOINT ["./load-test.sh"]

o| C|HE{2|oll& ZE| o]
MEIAE TS CIRECS= CF= bash AT RET X

#!/bin/bash

# set a uuid for the results xml file name in S3
UUID=$(cat /proc/sys/kernel/random/uuid)

pypid=0

echo "S3_BUCKET:: ${S3_BUCKET}"

echo "TEST_ID:: ${TEST_ID}"

echo "TEST_TYPE:: ${TEST_TYPE}"

echo "FILE_TYPE:: ${FILE_TYPE}"

echo "PREFIX:: ${PREFIX}"
echo "UUID:: ${uuiD}"
echo "LIVE_DATA_ENABLED::
echo "MAIN_STACK_REGION::

${LIVE_DATA_ENABLED}"
${MAIN_STACK_REGION}"

cat /proc/self/cgroup
TASK_ID=$(grep -oE '[a-T0-9]1{32}' /proc/self/cgroup
echo $TASK_ID

sigterm_handler() {
if [ $pypid -ne @ ]1; then
echo "container received SIGTERM."
kill -15 $pypid
wait $pypid
exit 143 #128 + 15
fi
}
trap

'sigterm_handler' SIGTERM

echo "Download test scenario"

aws s3 cp s3://$S3_BUCKET/test-scenarios/$TEST_ID-$AWS_REGION.json test.json

$MAIN_STACK_REGION

# Set the default log file values to jmeter

{"artifacts-dir":

o}l Q|0f| £ Taurus/Blazemeter Z2 122
OFEIO.I

"/tmp/artifacts"}}' > /

AlSli5t 7| Hof Amazon S301|

L|ct.

A

| head -n 1)

--region
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LOG_FILE="jmeter.log"
OUT_FILE="jmeter.out"
ERR_FILE="jmeter.err"
KPI_EXT="jtl1"

# download JMeter jmx file

if [ "$TEST_TYPE" != "simple" ]1; then
# setting the log file values to the test type
LOG_FILE="${TEST_TYPE}.log"
OUT_FILE="${TEST_TYPE}.out"
ERR_FILE="${TEST_TYPE}.err"

# set variables based on TEST_TYPE
if [ "$TEST_TYPE" == "jmeter" ]; then
EXT="jmx"
TYPE_NAME="JMeter"
# Copy *.jar to JMeter library path. See the Taurus JMeter path: https://
gettaurus.org/docs/IMeter/
JMETER_LIB_PATH="find ~/.bzt/jmeter-taurus -type d -name "1lib""
echo "cp $PWD/*.jar $IMETER_LIB_PATH"
cp $PWD/*.jar $IMETER_LIB_PATH

elif [ "$TEST_TYPE" == "k6" ]; then
curl --output /tmp/artifacts/k6.rpm https://dl.k6.io/rpm/x86_64/k6-v0.58.0-
amd64 . rpm

rpm -ivh /tmp/artifacts/k6.rpm
dnf install -y k6
rm -rf /tmp/artifacts/k6.rpm
Bt
KPI_EXT="csv"
TYPE_NAME="K6"
elif [ "$TEST_TYPE" == "locust" ]; then
EXT="py"
TYPE_NAME="Locust"

fi

if [ "$FILE_TYPE" != "zip" ]1; then
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.$EXT ./ --
region $MAIN_STACK_REGION
else
aws s3 cp s3://$S3_BUCKET/public/test-scenarios/$TEST_TYPE/$TEST_ID.zip ./ --region
$MAIN_STACK_REGION
unzip $TEST_ID.zip
echo "UNZIPPED"
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1s -1

# If zip and locust, make sure to pick locustfile

if [ "$TEST_TYPE" != "locust" ]; then

TEST_SCRIPT=$(find . -name "*.${EXT}" | head -n 1)
else

TEST_SCRIPT=$(find . -name "locustfile.py" | head -n 1)
fi

# only looks for the first test script file.
TEST_SCRIPT='find . -name "*.${EXT}" | head -n 1°
echo $TEST_SCRIPT
if [ -z "$TEST_SCRIPT" 1; then
echo "There is no test script (.${EXT}) in the zip file."
exit 1
fi

sed -i -e "s|$TEST_ID.$EXT|$TEST_SCRIPT|g" test.json

# copy bundled plugin jars to jmeter extension folder to make them available to
jmeter
BUNDLED_PLUGIN_DIR="find $PWD -type d -name "plugins" | head -n 1°
# attempt to copy only if a /plugins folder is present in upload
if [ -z "$BUNDLED_PLUGIN_DIR" ]; then
echo "skipping plugin installation (no /plugins folder in upload)"
else
# ensure the jmeter extensions folder exists
JMETER_EXT_PATH="find ~/.bzt/jmeter-taurus -type d -name "ext"’
if [ -z "$IMETER_EXT_PATH" ]; then
# fail fast - if plugins bundled they will be needed for the tests
echo "jmeter extension path (~/.bzt/jmeter-taurus/**/ext) not found - cannot
install bundled plugins"
exit 1
fi
cp -v $BUNDLED_PLUGIN_DIR/*.jar $IMETER_EXT_PATH
fi
fi
fi

#Download python script

if [ -z "$IPNETWORK" 1; then
python3.11 -u $SCRIPT $TIMEOUT &
pypid=$!
wait $pypid
pypid=0
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else

aws s3 cp s3://$S3_BUCKET/Container_IPs/${TEST_ID}_IPHOSTS_${AWS_REGION}.txt ./ --

region $MAIN_STACK_REGION
export IPHOSTS=$(cat ${TEST_ID} IPHOSTS_${AWS_REGION}.txt)
python3.11 -u $SCRIPT $IPNETWORK $IPHOSTS

fi

echo "Running test"

stdbuf -i@ -00 -e@ bzt test.json -o modules.console.disable=true | stdbuf -i® -00 -e0
tee -a result.tmp | sed -u -e "s|~|$TEST_ID $LIVE_DATA_ENABLED |"
CALCULATED_DURATION="cat result.tmp | grep -ml "Test duration" | awk -F ' ' '{ print
$5 }' | awk -F ':' '{ print ($1 * 3600) + ($2 * 60) + $3 }'°

# upload custom results to S3 if any
# every file goes under $TEST_ID/$PREFIX/$UUID to distinguish the result correctly
if [ "$TEST_TYPE" != "simple" ]1; then

if [ "$FILE_TYPE" != "zip" ]; then

cat $TEST_ID.$EXT | grep filename > results.txt
else

cat $TEST_SCRIPT | grep filename > results.txt
fi

if [ -f results.txt ]; then
sed -i -e 's/<stringProp name="filename">//g' results.txt
sed -i -e 's/<\/stringProp>//g' results.txt
sed -i -e 's/ //g' results.txt

echo "Files to upload as results"
cat results.txt

files=( cat results.txt’)

extensions=()

for f in "${files[@]}"; do
ext="¢{f##*.}"

if [[ ! " ${extensions[@]} " =~ " ${ext} " ]1]; then
extensions+=("$ext")
fi
done

# Find all files in the current folder with the same extensions
all_files=()
for ext in "${extensions[@]}"; do

for f in *."$ext"; do
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all_files+=("$f")
done
done

for f in "${all_files[@]}"; do
p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUID/$T"
if [[ $f = /* 1]1; then
p="s3://$S3_BUCKET/results/$TEST_ID/${TYPE_NAME}_Result/$PREFIX/$UUID$T"
fi

echo "Uploading $p"
aws s3 cp $f $p --region $MAIN_STACK_REGION
done
fi
fi

if [ -f /tmp/artifacts/results.xml ]; then

# Insert the Task ID at the same level as <FinalStatus>

curl -s $ECS_CONTAINER_METADATA_URI_V4/task

Task_CPU=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.CPU')
Task_Memory=$(curl -s $ECS_CONTAINER_METADATA_URI_V4/task | jq '.Limits.Memory')
START_TIME=$(curl -s "$ECS_CONTAINER_METADATA_URI_V4/task" | jq -r
'.Containers[@].StartedAt"')

# Convert start time to seconds since epoch

START_TIME_EPOCH=$(date -d "$START_TIME" +%s)

# Calculate elapsed time in seconds

CURRENT_TIME_EPOCH=$(date +%s)

ECS_DURATION=$( (CURRENT_TIME_EPOCH - START_TIME_EPOCH))

sed -i.bak 's/<\/FinalStatus>/<TaskId>'"$TASK_ID"'<\/TaskId><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskCPU>'"$Task_CPU"'<\/TaskCPU><\/FinalStatus>/"' /tmp/
artifacts/results.xml

sed -i 's/<\/FinalStatus>/<TaskMemory>'"$Task_Memory"'<\/TaskMemory><\/
FinalStatus>/' /tmp/artifacts/results.xml

sed -i 's/<\/FinalStatus>/<ECSDuration>'"$ECS_DURATION"'<\/ECSDuration><\/
FinalStatus>/' /tmp/artifacts/results.xml

echo "Validating Test Duration"
TEST_DURATION=$(grep -E '<TestDuration>[0-9]+.[0-9]+</TestDuration>' /tmp/artifacts/
results.xml | sed -e 's/<TestDuration>//' | sed -e 's/<\/TestDuration>//'")
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if (( $(echo "$TEST_DURATION > $CALCULATED_DURATION" | bc -1) )); then
echo "Updating test duration: $CALCULATED_DURATION s"
sed -i.bak.td 's/<TestDuration>[0-9]*\.[0-9]*<\/TestDuration>/
<TestDuration>'"$CALCULATED_DURATION"'<\/TestDuration>/' /tmp/artifacts/results.xml
fi

if [ "$TEST_TYPE" == "simple" ]1; then
TEST_TYPE="jmeter"
fi

echo "Uploading results, bzt log, and JMeter log, out, and err files"

aws s3 cp /tmp/artifacts/results.xml s3://$S3_BUCKET/results/${TEST_ID}/${PREFIX}-
${UUID}-${AWS_REGION}.xml --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/bzt.log s3://$S3_BUCKET/results/${TEST_ID}/bzt-${PREFIX}-
${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$LOG_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.log --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$0OUT_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.out --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/$ERR_FILE s3://$S3_BUCKET/results/${TEST_ID}/${TEST_TYPE}-
${PREFIX}-${UUID}-${AWS_REGION}.err --region $MAIN_STACK_REGION

aws s3 cp /tmp/artifacts/kpi.${KPI_EXT} s3://$S3_BUCKET/results/${TEST_ID}/kpi-
${PREFIX}-${UUID}-${AWS_REGION}.${KPI_EXT} --region $MAIN_STACK_REGION

else

echo "An error occurred while the test was running."
fi

Dockerfile 2! bash A3 2 E 2|0 C|HE{Z|0 & 7HS| Python AJRIE7F ZEEILICH ZF &
bash 23 ZE L{o{ M Python AT R EE AMFILICH ZA} 22 E
1&5t= UM 2l 22 ecscontroller.py A3 REE AH |EP ecslistener.py 23 &
= EZE 5000001 &% A5t HAIXIE 7|EPE'I—|EP ecscontroller.py 23R EE AZ0]
1450 HIAE AIE HA|IX|IE EUA ZHof| &S 2R SAlo ARE = JU&LCH.

=
ecslistener.py 23 &

r
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re |m m>

2|l =
-

k>

O|O|X|(ALB + ECS Fargate R Z !0} &)

ECS Fargate0l| A 2 2

ALB + ECS Fargate HIZ3/2 E =
IH8 2! Amazon ECR Z|Z K|

£ & g ol =z A™ELICH 7[2Mo 2 &7
M2 AWSO|M 225t I E

=
EloiA & 2& ol0|XIE 7FxZ LIt

HE | Z46|0| HIX|AEZ|of CHEF HMIATF XMEHE B E(0]: QIES! HM AT @i= VPCs EE= ECR
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—

225t ¥ < 0|0|X| URI CloudFormation Zt2FO|E{0d| Z2+0[8! 0|0|X| URIE NS 35H0F &
CloudFormation O| 2 & AlS AF835t0{ HR0| &H ¢ £ O|0|X|E ArEX X HE =& U&LICE.

HE2! 0|0|X|& =Z=2}0|8! ECR Z|ZX|EZ|0f O|HZ

el 2& o|0|X|E =Z2}o|8l ECR 2|Z X|E2|of Olz{&st2{H:

Hl

{22l ECR HIX|AEE|0 2I5:

$ aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
g g
--password-stdin public.ecr.aws

2. H=& @ &£ o[0|X|& 7t SLCh

$ docker pull public.ecr.aws/aws-solutions/distributed-load-testing-on-aws-web-
console:<version>

3. Al’goil Z=Zto|s! ECR E|ZX|ECIE HEELICHOoIE EXH5HK] 2

rr

ze).

0l

$ aws ecr create-repository --repository-name <your-repo-name> --region <region> 2>/
dev/null || true

4. ZT2}o|8! ECR BIR|AEE|H 2I5:

$ aws ecr get-login-password --region <region> | docker login --username AWS --
password-stdin <account-id>.dkr.ecr.<region>.amazonaws.com

5. o|0|X|ofl EH2E X|™Hst Zatolt! E|ZX|EE|IE FEAIEL|C}.

$ docker tag public.ecr.aws/aws-solutions/distributed-load-testing-on-aws-web-
console:<version> \

<account-id>.dkr.ecr.<region>.amazonaws.com/<your-repo-name>:<version>
$ docker push <account-id>.dkr.ecr.<region>.amazonaws.com/<your-repo-name>:<version>

6. ALB + ECS Fargate AEHZ A|Z}
ghlct.

ok

mf & 24 olo|x| URI mtZtO|E{ofl Z2to|&! o|0|X| URIE &

<account-id>.dkr.ecr.<region>.amazonaws.com/<your-repo-name>:<version>
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o 2& olo|x| ArE X x|

2 = 0|0k|2 AFRAF RIHE 25 UALICH 0|0IX| 2lAALE GitHub 2IZ K| 2l0f Y=
deployment/ecr/distributed-load-testing-on-aws-web-console C|ZE{Z|0] Q&LICH.
ZiQof oA ZE|o|q mtYe HEstn, 2ZojA o|O|X|E LUE=st1, Z2l0|8l ECR EB|ZX|EEIE F
Alsta, @ & o|0|x| URI mtetOlE{ol| URIE MIS&FLict.

-

-\O

Y of ZE|F0|ME MSELICH Al Al ZI™H AFEIE

¢ 2& ZEo|LiE NginxE AF2 504 A 2l
F o4 Nginx 2EM FEZ FE8L

=
= Amazon S30{|M # 2£ RS CIREE

oll ]I

—_

CHE ofdol M= ZdEl|o|d mtdE EofELCt.

FROM public.ecr.aws/nginx/nginx:alpine
# Install AWS CLI for S3 operations
RUN apk upgrade --no-cache zlib libpng && \

apk add --no-cache aws-cli

# Copy nginx configuration
COPY nginx.conf /etc/nginx/nginx.conf

# Copy entrypoint script
COPY entrypoint.sh /usr/local/bin/entrypoint.sh
RUN chmod +x /usr/local/bin/entrypoint.sh

EXPOSE 80

ENTRYPOINT ["/usr/local/bin/entrypoint.sh"]

U™ AT EE = S30iM & 2& A2 CHR2EE35MT NginxE AIZFELICH
#!/bin/sh
set -e

S3_URI="s3://${S3_BUCKET}/${S3_KEY}"
echo "[$(date -Iseconds)] Downloading from $S3_URI"

# AWS CLI has built-in retry with exponential backoff (standard mode)
AWS_MAX_ATTEMPTS=5 aws s3 cp "$S3_URI" /tmp/web-app.zip

echo "[$(date -Iseconds)] Download successful"
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>

T2 LA

# Extract and cleanup
unzip -o /tmp/web-app.zip -d /usr/share/nginx/html/
m -f /tmp/web-app.zip

# Start Nginx
exec nginx -g 'daemon off;'

Nginx #4&2 ALB, gzip &5, 8™ RH&H 714 2 H ot &0 CHSt
O Zc|7|o|M(SPA)E MIS

ok
C
[l

events {
worker_connections 1024;

http {
include /etc/nginx/mime.types;
default_type application/octet-stream;

gzip on;

& Ef

gzip_types text/plain text/css application/json application/javascript text/xml

application/xml;

server {
listen 80;
root /usr/share/nginx/html;
index index.html;

# Health check endpoint for ALB
location /healthz {
return 200 'OK';

# SPA routing
location / {
try_files $uri $uri/ /index.html;

}

# Cache static assets for 1 year

location ~* \.(js|css|png|jpgl|jpeg|gif|ico|svg|woff|woff2)$ {

expires ly;
add_header Cache-Control "public, immutable";
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# No cache for index.html (SPA entry point)
location = /index.html {
add_header Cache-Control "no-cache, no-store, must-revalidate";

# No cache for runtime config
location = /aws-exports.json {
add_header Cache-Control "no-store, no-cache, must-revalidate";

# Security headers

add_header X-Frame-Options "SAMEORIGIN" always;

add_header X-Content-Type-Options "nosniff" always;

add_header Strict-Transport-Security "max-age=31536000; includeSubDomains" always;

KEAIEH LH2 2 Amazon ECR A2 A3 A S| Amazon ECR Z2}0|! E|ZX|EZ|Z £74 0|0|X| FA|E
xl-?:°|.k||o

E|AE O|0|X| URI EE

Ml 7FX| BH 2 &l & 2!(Amazon CloudFront + S3, AWS Fargate2| Application Load Balancer(ALB) +
ECS, Sl=2|A)2 25 HiZ A| Amazon Elastic Container Registry(Amazon ECR) HE 2! B X|AE 2|
(public.ecr.aws)HIM ZE E|AE| ZE| 0|4 O|O|X|& 7FX{SLICH.

HE 2! e 0| M| AER|of CHEF HM AT MEHE B HME 2E B|AE 0|0|X|2 =Zzto|E!
Amazon ECR 2| ZX|E2|0f O|24&5t2 2= EHAE 0|0|X| URI() AWS CloudFormation It 2} O|E{0]|
zZztol8! o|0|X| URIE MBELICtLoadTesterImageUri AWS CloudFormation LEHQ1 | 2 &
QIE HMAVPCs, ECR HE 2! M A HAO| = A, ECS EfA3 7t IH{E2! ECR A X|AEEZ|0f
MM AE 4= 9= AWS GovCloud(US) 2|T10] A& LICH. AWS GovCloud(O|=) HiZ 2| Z< HiZ 2|
o| =etol|t! E|ZX|EE|of O|2{20| B3t CHE RoiM= M AFElLC.
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ZCE HAH o|O|X|& =zlo|8! ECR 2|ZX|E2|of O|24{2!

=

(® Note
LoadTesterImageUri& M33t™ Z4E|0|L4 O|O|X| At S YH|IO|E(UseStableTagging)
ui2t0|E7t o ol 2E H|AE O|0[X|E &rEIstX| k& LICH 2o IR E MEYste{H o o]
E=| o|0|X| E{ZE CtA| O|2{&!8HOoF & L|C}.

2C BHAE 0|0|X|E Z2t0o|8! ECR Z|ZX|E2[of O|2{2/5t240 OIS BHAHIE t2§FLIct o8 H
oM <version>& O|O|X| E§2(0d: v4.0.0), <region>Z HIE 2|T(M: us-gov-west-1),
<profile>Z AWS HZZ OIE{H|0|AAWS CLI) ZE0Y 0|20 2 2 12X}2] AWS A
ID<account-id>Z HiEL|C}.

1. QIE{lof| HMAE £ e A|AHIOIM H{E2! ECR HIX|AEE|0 Q1&EFLICE.

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS --
password-stdin public.ecr.aws

2. =3 2& EAH O|O|X[& 7HXMZLICH

docker pull public.ecr.aws/aws-solutions/distributed-load-testing-on-aws-load-
tester:<version>

rr

o

[0

3. A0l Zeto|% ECR EIZXIEEIE MABLICHOIE ZEX4stx| ot B9).

aws ecr create-repository --repository-name dlt-load-tester --region <region> --
profile <profile> 2>/dev/null || true

4. Z2to|8! ECR BIX|AEE|0f 2I5EL|Ct.

aws ecr get-login-password --region <region> --profile <profile> | docker login --
username AWS --password-stdin <account-id>.dkr.ecr.<region>.amazonaws.com

5. o|O|X|ofl El2E X|XstD Z2to|E! E|ZX|EEIZE FA|IEL|C.

docker tag public.ecr.aws/aws-solutions/distributed-load-testing-on-aws-load-

tester:<version> \
<account-id>.dkr.ecr.<region>.amazonaws.com/dlt-load-tester:<version>

docker push <account-id>.dkr.ecr.<region>.amazonaws.com/dlt-load-tester:<version>
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6. AEHS A|EHE I 2= E|AE 0|0/X| URI Zt2FO|E{0f Z2F0|8! 0|0|X| URIE @l248L|C}.

<account-id>.dkr.ecr.<region>.amazonaws.com/dlt-load-tester:<version>

AWS GovCloud(O|=) HHZ of |

1

CtZ ol XMl A= AWS GovCloud(O|=)2| ZF AEH B4dol| 2§t Tt2t0|E{E Eo{FLICH.
Sl=2|A ABHO| 42 LoadTesterImageUrift B ELICEH

aws cloudformation create-stack \

--stack-name dlt-govcloud \

--template-url https://solutions-reference-us-gov.s3.us-gov-west-1.amazonaws.com/
distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws-
headless.template \

--parameters \

ParameterKey=AdminName, ParameterValue=admin \

ParameterKey=AdminEmail, ParameterValue=admin@example.com \

ParameterKey=LoadTesterImageUri, ParameterValue=<account-id>.dkr.ecr.us-gov-
west-1.amazonaws.com/dlt-load-tester:<version> \

--capabilities CAPABILITY_IAM \

--region us-gov-west-1

AWS Fargate 2E49| Application Load Balancer(ALB) + ECSO0i| LoadTesterImageUri & 25 A|
S & LICtwebConsoleImageUri. AWS GovCloud(O|=)2| ECS 2 H{E 2| ECR HIX[AEZ|()0
HM|AE £~ public.ecr.aws@ISEZ F 74E{|0|L] O|O|X|E 25 O|2{&I&Hok gLiCt.

aws cloudformation create-stack \
--stack-name dlt-govcloud \
--template-url https://solutions-reference-us-gov.s3.us-gov-west-1.amazonaws.com/
distributed-load-testing-on-aws/latest/distributed-load-testing-on-aws-alb-ecs.template
\
--parameters \
ParameterKey=AdminName, ParameterValue=admin \
ParameterKey=AdminEmail, ParameterValue=admin@example.com \
ParameterKey=ConsoleDomainName, ParameterValue=dlt.example.gov \
ParameterKey=ACMCertificateArn, ParameterValue=arn:aws-us-gov:acm:us-gov-
west-1:123456789012:certificate/abcd1234-ef56-gh78-ij90-klmnopqrstuv \
ParameterKey=LoadTesterImageUri, ParameterValue=<account-id>.dkr.ecr.us-gov-
west-1.amazonaws.com/dlt-load-tester:<version> \
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ParameterKey=WebConsoleImageUri, ParameterValue=<account-id>.dkr.ecr.us-gov-
west-1.amazonaws.com/dlt-web-console:<version> \
--capabilities CAPABILITY_IAM \
--region us-gov-west-1

e 2& o|olx| ol2{&ol cHet X[H2 2 2£ O|0IX[E M EtA2.

EAZE E|AE AP

O| EE HAE £ M2 HAE A HIO|EHE et WAlo2 L £5t= Ol =&0| ELICH APIE
Amazon DynamoDBO{| K& &l A E O|O|E{ol| M ASHZ| Y3t "HE" &S eLICH APISE A& 35t
o £RMof| LEste ZE =& 7Sl HMAE = U&LICH

Ol £F M2 Al al et 2042 2|3 Amazon API Gateway®t & &HEl Amazon Amazon Cognito AHS
X ES ASELICE MAEX ES2 APIZ A AHE5tE B2 2EI0|MEE RESFFAHEA SHEZS X
3 Fo|B AHSK E M3 HMHEE 3£ 5= JU&LCH

EE A= wedof CiEt AFMIE LI 2 Amazon API Gateway REST API & %=

(® Note

testScenario & 7|Ef mtetOlE{ol CHEE AEMIEH LHE 2 GitHub 2IZX[EE(Q] AlLtE[2 L |
O|2E oM & ESIMIL.

AR HE

» GET/stack-info

ALtz

« GET/AILIE[R
« POST/AILIEIR
- SM/ALIEIR
GET /AILF2I2/ftestld)
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- POST/AIL}EI2 /{testld}

« DELETE/A|L}2I2/ftestld)

o SM/AILIE|R/Atestld}

HAE Al

0%

* GET /scenarios/{testld}/testruns

* GET /scenarios/{testld}/testruns/{testRunld}

* DELETE /scenarios/{testld}/testruns/{testRunld}

7|&E

* GET /scenarios/{testld}/Baseline

. PUT /AILLEIS /ftestld)/ 7| &

+ DELETE /scenarios/{testld}/Baseline

« GET/2[H™

- SHEN

GET/stack-info

mE|
o

Iz

GET /stack-info
Ct. ol AEEZQIEE=
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# Download the portable bundle

curl -sLo /usr/local/bin/dlt \
https://raw.githubusercontent.com/aws-solutions/distributed-load-testing-on-aws/main/

deployment/cli/dlt-cli.mjs

# Make it executable
chmod +x /usr/local/bin/dlt

# Point the CLI at your deployed DLT stack
dlt configure

# Authenticate with the DLT service
dlt login

# Run a command (for example, list test scenarios)
dlt scenarios list

M2 220 EHE
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=2o-d

C iy

SANELCc Z2ME = npm KIAHO|AE ASFHEE 2
Ct

# Install all workspace dependencies
npm install

# Build the CLI
npm run build -w source/cli

# Link the dlt command into your PATH
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npm link -w source/cli

# Point the CLI at your deployed DLT stack
dlt configure

# Authenticate with the DLT service
dlt login

# Run a command (for example, list test scenarios)
dlt scenarios 1list
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