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[500 bytes of data] * [200K hits per four hours] = [an average 100 MB
(0.0001TB) data scanned per query]
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[0.0001 TB] * [$5] = [$0.0005 per query scan]
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[12 runs] * [24 hours] = [288 runs per dayl

[$0.0005 per query scan] * [288 runs per day] * [30 days] = [$4.32
per month]
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https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/athena/pricing/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-ip-rep.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-baseline.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-use-case.html
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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https://aws.amazon.com/firewall-manager
https://github.com/aws-solutions/aws-waf-security-automations
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
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"Effect": "Allow",

"Action": [
"wafv2:CreateWebACL",
"wafv2:UpdateWebACL",
"wafv2:DeleteWebACL",
"wafv2:GetWebACL",
"wafv2:ListWebACLs",
"wafv2:CreateIPSet",
"wafv2:UpdateIPSet",
"wafv2:DeletelIPSet",
"wafv2:GetIPSet",
"wafv2:AssociateWebACL",
"wafv2:DisassociateWebACL",
"wafv2:PutLoggingConfiguration",
"wafv2:DeletelLoggingConfiguration",



https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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"wafv2:ListWebACLs",
"wafv2:ListIPSets",
"wafv2:ListTagsForResource"

1,

"Resource":

"arn:aws:

"arn:aws:

arn:aws

« Lambda #&t

"Effect": "A

"Action": [
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:
"lambda:

1,

"Resource":

- Firehose T8t

"Effect": "A

"Action": [
"firehos
"firehos
"firehos
"firehos
"firehos
"firehos

arn:aws:

[
wafv2:*:*:regional/webacl/*",
wafv2:*:*:regional/ipset/*",
wafv2: :global/webacl/*",
:wafv2: :global/ipset/*"

*
.o
*

*
.o
*

1low",

CreateFunction",
DeleteFunction",
GetFunction",
InvokeFunction",
UpdateFunctionCode",
UpdateFunctionConfiguration",
AddPermission",
RemovePermission"

"arn:aws:lambda:*:*:function:*"

1low",

e:CreateDeliveryStream",
e:DeleteDeliveryStream",
e:DescribeDeliveryStream",
e:StartDeliveryStreamEncryption",
e:StopDeliveryStreamEncryption",
e:UpdateDestination"

30
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]I

"Resource": "arn:aws:firehose:*:*:deliverystream/*"

of

"Effect": "Allow",

"Action": [
"s3:CreateBucket",
"s3:DeleteBucketPolicy",
"s3:GetBucketAcl",
"s3:GetBucketPolicy",
"s3:GetObject",
"s3:PutBucketAcl",
"s3:PutBucketPolicy",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutEncryptionConfiguration”,
"s3:PutObject",
"s3:PutBucketTagging",
"s3:PutLifecycleConfiguration”,
"s3:AbortMultipartUpload",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:ListBucketMultipartUploads",
"s3:ListMultipartUploadParts",
"s3:PutBucketlLogging",
"s3:GetBucketlLogging"

1,

"Resource": "arn:aws:s3:::*

« Athena ™8t

"Effect": "Allow",

"Action": [
"athena:CreateWorkGroup",
"athena:DeleteWorkGroup",

HHEZE QI8 Z(4 A HEHME ALY) 31



AWS WAF 2| E ot Xt &35t T2 LM

"athena:GetWorkGroup",
"athena:UpdateWorkGroup",
"athena:StartQueryExecution",
"athena:GetQueryExecution",
"athena:GetQueryResults",
"athena:StopQueryExecution

]I

"Resource": "arn:aws:athena:*:*:workgroup/WAF*"

[a

« Glue M8t

"Effect": "Allow",

"Action": [

"glue:CreateDatabase",
"glue:DeleteDatabase",
"glue:GetDatabase",
"glue:GetDatabases",
"glue:UpdateDatabase",
"glue:CreateTable",
"glue:DeleteTable",
"glue:GetTable",
"glue:GetTables",
"glue:UpdateTable"

1,

"Resource": [
"arn:aws:glue:*:*:catalog",
"arn:aws:glue:*:*:database/*",
"arn:aws:glue:*:*:table/*/*",
"arn:aws:glue:*:*:userDefinedFunction/*"

* CloudWatch Logs T8t

"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",

32
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"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

CreatelLogStream",

PutLogEvents",

DeletelogGroup",

DeletelLogStream",

PutRetentionPolicy",

DescribelogGroups"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/lambda/*",
"arn:aws:logs:*:*:log-group:*",
"arn:aws:logs:*:*:log-group:/aws/kinesisfirehose/*"

+ CloudWatch M8t

{

"Effect": "Allow",

"Action": [
"cloudwatch:DeleteDashboards",
"cloudwatch:GetDashboard",
"cloudwatch:ListDashboards",
"cloudwatch:PutDashboard",
"cloudwatch:PutMetricData"

1,

"Resource": "*"

}
. SNS M3t
{

"Effect": "Allow",

"Action": [

"sns:CreateTopic",
"sns:DeleteTopic",
"sns:Subscribe",
"sns:Unsubscribe",
"sns:SetTopicAttributes"”

1,

"Resource": "arn:aws:sns:*:*:*"
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}

« DynamoDB &t

"Effect": "Allow",

"Action": [
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"dynamodb:PutItem",
"dynamodb:GetItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem"

1,

"Resource": "arn:aws:dynamodb:*:*:table/*"

« CloudFormation ™t

{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStacks",
"cloudformation:UpdateStack",
"cloudformation:ListStacks"

1,

"Resource": "arn:aws:cloudformation:*:*:stack/*/*"

}

- Service Catalog & BIX|[AEZ| HEt

"Effect": "Allow",

"Action": [
"servicecatalog:CreateApplication",
"servicecatalog:DeleteApplication",
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"servicecatalog:GetApplication",
"servicecatalog:TagResource",
"servicecatalog:CreateAttributeGroup",
"servicecatalog:DeleteAttributeGroup",
"servicecatalog:GetAttributeGroup",
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup",
"servicecatalog:AssociateResource",
"servicecatalog:DisassociateResource"

1,

"Resource": "arn:aws:servicecatalog:*:*:*"

« X-Ray T8t

{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords"

1,

"Resource": "*"

}
- |IAM T8t
{

"Effect": "Allow",
"Action": [

iam:AttachRolePolicy",
"iam:CreatePolicy",

jam:CreateRole",

iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DetachRolePolicy",

iam:GetRole",

iam:GetRolePolicy",
"iam:ListRoles",
"iam:PassRole",

iam:PutRolePolicy"

HHEZE QI8 Z(4 A HEHME ALY) 35
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]I

"Resource": "arn:aws:iam::*:role/*"

« EventBridge T8t

"Effect": "Allow",

"Action": [
"events:PutTargets",
"events:RemoveTargets",
"events:DescribeRule",
"events:EnableRule",
"events:ListRules",
"events:PutRule",
"events:DeleteRule",
"events:ListEventSources",
"events:DescribeEventSource",
"events:ActivateEventSource",
"events:DeactivateEventSource"

]I

"Resource": "arn:aws:events:*:*:rule/*"
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https://s3.amazonaws.com/solutions-reference/security-automations-for-aws-waf/latest/aws-waf-security-automations.template
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-ratebasedstatement.html
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
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https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-waf-sensitivity-levels-sql-injection-rule-statements/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-wafv2-webacl-sqlimatchstatement.html#cfn-wafv2-webacl-sqlimatchstatement-sensitivitylevel
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https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-oversize-handling.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html
https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
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https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/cli/latest/reference/wafv2/get-ip-set.html
https://docs.aws.amazon.com/cli/latest/reference/wafv2/update-ip-set.html
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https://console.aws.amazon.com/cloudformation/home?
https://docs.aws.amazon.com/waf/latest/developerguide/limits.html
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https://console.aws.amazon.com/cloudformation/

AWS WAF 2| ot Rt 53t

T2 LA

@® Note
H AO|E BHHoM & Ssh= Bl 22 &Qlste W2 ALK M e L|C &ZF0| Ol &
5t X| &t = rel="nofollow" ZLE ME3IX| OtMAIR. 2X MH|Et E}T FJoil CHEF RHA
8t LI& 2 Google WAt OHAME HESMIQ. CHE T 2ol BILIT FIE BAKSZ 518
StX| St == ¢l AlO|E R EO| robots. txt IS =& L|CH

E Ssotste= Z/ 0|
ZE A FATF ZEELIC
2l of Z2|7io|Moio] MXtE AFSELICH
1. AWS CloudFormation 20| 21218 L|C}
2. 1EHAH M HEFH ABHS MEHSILICEH ABH AR E FHEGHAMIR.
3. £ S MEHFLCH.
4. BadBotHoneypotEndpoint 7[0| A RIS ZQIE URLE SAtELICEH

<a href="<BadBotHoneypotEndpoint value>" rel="nofollow" style="display: none" aria-
hidden="true"><honeypot link></a>

(@ Note
O] MR M= rel=nofollows At235t0{ 220| 5{L|Z URLO| HMASK| LT = X|A|
tuct Lt 23 = Q| ZEE|EE 298 HA|Mo R §{5K| &= robots. txt
nelg Zerst = QI&LICEH ¢l AIO|E EE0M 28 35t= ElO & &Rl A2 AL X9
o k74
O

0| 0|8 &=35tX| &t= rel="nofollow" AR E AtE5tX| Ot A.

Honeypot IEEZQIE

i
o
I
o
Hu
tu
ne
=
In

75


https://developers.google.com/search/reference/robots_meta_tag
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AWSWAF SecurityAutomations ti|O|£ 0| X|HEl 3tHE Ho{F 1 4710 £ LHPst= 2324
CloudFormation X CloudFormation > Stacks > AWSWAFSecurityAutomations: Stack details
Stacks AWSWAFSecurityAutomations Actions ¥
Stack details
Change sets Stack info Events Resources Outputs Parameters Template
Drifts
StackSets Outputs (4)
Exports
Q
Designer
Key ry Value v Description v Export name v
Previous consale ApphccessLogBucket app-logs-bucket-name
Feedback BadBotHoneypatEndpoint https:/ f{restapi_id}.execute-api{region}.amazonaws.com/ProdStage Bad Bot Honeypot Endpoint
WAFWebACL 1234a1a-a1b1-12a1-abed-a123b123456 AWS WAF WebACL ID
‘WafLogBucket waf-logs-bucket-name

Amazon S30{|A <stack_name>-waf_log_conf.json TS HESI T FH0{A M Log Parser

n I
Lambda &+ M AWS WAF 21 mtdE *{2|g mf M gfS DedLIch &2 79 ot o M L

"general": {
"requestThreshold": 2000,
"blockPeriod": 240,
"ignoredSufixes": [".css", ".js", ".jpg", "png", ".gif"]

}

"uriList": {
"/search": {
"requestThreshold": 500,
"blockPeriod": 600

Lambda 21 7 & £417] JSON I} ALS
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general’: {
errorThreshold"”: ,
blockPeriod": ’
errorCodes”: ["400", "401 404", "405"]

},
uriList”: {

/login": {
errorThreshold”: &,
blockPeriod":

}

/api/feedback": {
errorThreshold":
blockPeriod":
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https://aws.amazon.com/privacy/
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https://console.aws.amazon.com/cloudformation/home
https://d1.awsstatic.com/whitepapers/Security/DDoS_White_Paper.pdf
https://aws.amazon.com/blogs/security/how-to-prevent-hotlinking-by-using-aws-waf-amazon-cloudfront-and-referer-checking/
https://www.spamhaus.org/drop/
https://rules.emergingthreats.net/fwrules/emerging-Block-IPs.txt
https://check.torproject.org/exit-addresses

AWS WAF 2| ot Rt 53t

T oA

7|04 At

- otO|E{ HFOIE

* Lee Atkinson

- H ZF

+ Vlad Vlasceanu

+ Aijun Peng

» Chaitanya Deolankar
- & ME

+ William Quan

* Mykhailo Markhain

7[04 &t

92



AWS WAF 2| ot Rt 53t

S

GitHub 2|Z X|E 2|2 CHANGELOG.md

ot0{ HEE 74 At

Sk O
o

93


https://github.com/aws-solutions/aws-waf-security-automations/blob/main/CHANGELOG.md
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https://www.apache.org/licenses/LICENSE-2.0

OFLHAM

l%j

;L

AWS WAF 2| ot Rt 53t

XCV



	AWS WAF의 보안 자동화
	Table of Contents
	AWS WAF의 보안 자동화를 사용하여 웹 기반 공격을 필터링하는 단일 웹 액세스 제어 목록 자동 배포
	기능 및 이점
	AWS 관리형 규칙 규칙 그룹으로 웹 애플리케이션 보호
	사전 정의된 HTTP Flood 사용자 지정 규칙을 사용하여 계층 7 플러드 보호 제공
	사전 정의된 스캐너 및 프로브 사용자 지정 규칙을 사용하여 취약성 악용 차단
	사전 정의된 잘못된 봇 사용자 지정 규칙을 사용하여 침입 감지 및 편향
	사전 정의된 IP 평판 목록 사용자 지정 규칙을 사용하여 악성 IP 주소 차단
	사전 정의된 허용 및 거부 IP 목록 사용자 지정 규칙을 사용하여 수동 IP 구성 제공
	자체 모니터링 대시보드 구축

	사용 사례
	개념 및 정의

	아키텍처 개요
	아키텍처 다이어그램
	AWS Well-Architected 설계 고려 사항
	운영 우수성
	보안
	신뢰성
	성능 효율성
	비용 최적화
	지속 가능성


	아키텍처 세부 정보
	이 솔루션의 AWS 서비스
	로그 구문 분석기 옵션
	AWS WAF 속도 기반 규칙
	Amazon Athena 로그 구문 분석기
	AWS Lambda 로그 구문 분석기

	구성 요소 세부 정보
	로그 구문 분석기 - 애플리케이션
	로그 구문 분석기 - AWS WAF
	로그 구문 분석기 - 잘못된 봇
	IP 목록 구문 분석기


	배포 계획
	지원되는 AWS 리전
	비용
	CloudWatch 로그의 비용 추정
	Athena의 예상 비용

	보안
	IAM 역할
	Data
	보호 기능

	할당량
	이 솔루션의 AWS 서비스에 대한 할당량
	AWS WAF 할당량

	배포 고려 사항
	AWS WAF 규칙
	웹 ACL 트래픽 로깅
	요청 구성 요소의 크기 초과 처리
	다중 솔루션 배포
	배포를 위한 최소 역할 권한(선택 사항)


	솔루션 배포
	배포 프로세스 개요
	AWS CloudFormation 템플릿
	기본 스택
	WebACL 스택
	Firehose Athena 스택

	사전 조건
	CloudFront 배포 구성
	ALB 구성

	1단계. 스택 시작
	2단계. 웹 ACL을 웹 애플리케이션과 연결
	3단계. 웹 액세스 로깅 구성
	CloudFront 배포의 웹 액세스 로그 저장
	Application Load Balancer의 웹 액세스 로그 저장


	솔루션 업데이트
	업데이트 고려 사항
	리소스 유형 업데이트
	WAFV2 업그레이드
	스택 업데이트 시 사용자 지정
	잘못된 봇 보호 업그레이드
	CDK 업그레이드


	솔루션 제거
	솔루션 사용
	허용 및 거부된 IP 세트 수정(선택 사항)
	웹 애플리케이션에 Honeypot 링크 임베드(선택 사항)
	Honeypot 엔드포인트에 대한 CloudFront 오리진 생성
	Honeypot 엔드포인트를 외부 링크로 임베드

	Lambda 로그 구문 분석기 JSON 파일 사용
	HTTP 서비스 장애 방지에 Lambda 로그 구문 분석기 JSON 파일 사용
	스캐너 및 프로브 보호에 Lambda 로그 구문 분석기 JSON 파일 사용

	HTTP flood Athena 로그 구문 분석기에서 국가 및 URI 사용
	Amazon Athena 쿼리 보기
	WAF 로그 쿼리 보기
	애플리케이션 액세스 로그 쿼리 보기
	Athena 파티션 쿼리 추가 보기

	허용 및 거부된 AWS WAF IP 세트에서 IP 보존 구성
	작동 방법
	IP 보존 켜기

	모니터링 대시보드 구축
	XSS 오탐 처리

	문제 해결
	Support에 문의하세요.
	사례 생성
	어떻게 도와드릴까요?
	추가 정보
	사례를 더 빠르게 해결할 수 있도록 지원
	지금 해결하거나 문의하기


	개발자 안내서
	소스 코드

	레퍼런스
	익명화된 데이터 수집
	관련 리소스
	연결된 AWS 백서
	연결된 AWS 보안 블로그 게시물
	타사 IP 평판 목록

	기여자

	개정
	고지 사항
	

