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https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/003/03.06.01_60/gs_NFV-SOL003v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/03.06.01_60/gs_NFV-SOL004v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/005/03.06.01_60/gs_NFV-SOL005v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01_60/gs_NFV-SOL007v030501p.pdf
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tosca_definitions_version: tnb_simple_yaml_1_0

topology_template:
node_templates:

SampleNF:
type: tosca.nodes.AWS.VNF
properties:

descriptor_id: "SampleNF-descriptor-id"

descriptor_version: "2.0.0"

descriptor_name: "NF 1.0.0"

provider: "SampleNF"
requirements:

helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./SampleNF"
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AWS TNBE TOSCA 0|2 HIER|3, MH|A &l 7|53t A2 2lAAE ZHZIS
KIHELICH AWS TNBE A3 ETSI &8 MH|A @AAEY O|E{7} OJSHE = U= WAl
AWS MH|A DERISlod H E Mo R A8 £ &LC

Che2 23 42 EoiF= NSD AL|ZL|CH AWS ME|AHESRT &= Kubernetes H
™ 1.270] AX[E Amazon EKS ZHAE{0] HHiZELICH o Z 2|7 0|8 MEYH2 Subnet012}
Subnet02lLCt. 27 CFZ Amazon 4! O|O[X| (AMI), QIAEIA R L XS &E FHE AHE 5104
NodeGroups OHZ 2|7 0|Mof| & H & Hol& += JU&Lct

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
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scaling:
properties:
desired_size: 3
min_size: 2
max_size: 6
requirements:
cluster: SampleNFEKS
subnets:
- Subnet0l
network_interfaces:
- ENIO1
- ENIQ2

TNB2| &2| 2 AWS 29
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tosca_definitions_version: tnb_simple_yaml_1_0

e
i
¥
£
2
N



AWS B3 {ELQI3 gl MNEX 70|=

2. VNFD - NSDol& =& $7| s ™Y HEST ol Yo7t ZEtr(o] U&LICH 2 HES
I EL=c2n e o2 Alddg|o{of BLCH.

 descriptor_ide| 1R ID. ID= HIERA &+ CSAR I{7|X|2| IDH L x|5H0F & LICE.
« namespacel| I8 O|&. CtZ 0i|AI2t 20l NSD YAML T+ Aol AM o A & E35tE{H 0|

52 nREH D} AZslof gLCt.

vnfds:
- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded@25b"
namespace: "amf"

3. EEERX|HET - 2T Elas HERZ -t A 8 F7| 2394 22 ZE MASAXIE
AFERIEE HolgL|ct Y2 oS olxet &L

topology_template:
node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

4. F7t =B - REHIZE A 2lAaAolE 4 W 2F Aol Cigt MMol J&LICH 42 HEm 22

L8 dEHLICL 2F AE2 U+ Z MSEofok ot BEHHE Y

gLt ol & £04, Amazon EKS = 24 Amazon EKS 24 =
H

2|AAO| AMEHA] CE = X A
i =
sfiof eFLct W2 ChS of| At Z&LCh.

- 4

>

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
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properties:
desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIOQ1
- SampleENIQ2
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3. &= m7|X| s MENELICH
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5. CtES MEgLIc

6. WZIX|ME HEE AEELICE
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AWS CLI
AWS CLIE AI835t0od &8 M dste{™

1. create-sol-function-package B&EE AtE5t0{ M &+ WF|X|E g L|Ct.
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-function-package.html
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aws tnb create-sol-function-package

2. put-sol-function-package-content W2 A& 35}0q &

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2

AWS TNBO{ A & I Z7|X| £ 7|

1. https://console.aws.amazon.com/tnb/0lA{ AWS TNB 2£& YL|C}.

2. EMZoM s mF|XIE MEELICH

M S MEstod B+ I7|XIE H&LICH

AWS CLI
AWS CLIZE AI835t0 &+ 7 |X|E E2{H

1. list-sol-function-packages B&EE At&5t0{ & W 7|X|E LtagLCt.

aws tnb list-sol-function-packages

2. get-sol-function-package BEE A& 3t0{ &=+ M7 |X[ol CHEF MIF CEE F QgL

aws tnb get-sol-function-package \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2
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https://docs.aws.amazon.com/cli/latest/reference/tnb/put-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-function-packages.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package.html
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AWS CLI
AWS CLIE At&3tod gf+ I7|X|E Ct2 2 =5t

get-sol-function-package-content BEE At&35t04 & = {7 |X[E CI2EE=FLICH

aws tnb get-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}% \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
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6. =, AMXIE MeyErLIC)
AWS CLI

AWS CLIE A83dt0o4 & TH7|X|E A x| 5tEdH

1. update-sol-function-package WHEE AI&3t04 & THF|X|E HIE &SHELICH

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---
operational-state DISABLED

2. delete-sol-function-package BB E AtE5t0{ &= WF|X|E AFA|ELICY.

aws tnb delete-sol-function-package \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2
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https://console.aws.amazon.com/tnb/
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AWS CLI

2

CLIE AtEstod HIESZ m7|X|E ddstcd

1. create-sol-network-package BB E At&5t0{ HE{3 i7|X|E g L|Ct.

aws tnb create-sol-network-package

2. put-sol-network-package-content @& E AI&3t04 HES|T I{7|X| 2HXE Y2 =FLCH
odl:

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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AWS CLI
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1. list-sol-network-packages @& & At&5t0{ HE?{Z i7|X|E LtagfLCt.

aws tnb list-sol-network-packages
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2. get-sol-network-package BHE A& 35101 L E T o7 |X|of CHEF MIF HE
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aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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AWS CLI
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«  get-sol-network-package-content BE2 At& 30 HERIT {7 |X|E CIRE

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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If7|X|E AASted™ 7| X|7}F HIE A S A EfoqoF EFLICE

Console

Z£E AL8oto HEST 7K€ A A|stedH

https://console.aws.amazon.com/tnb/01|A‘I AWS TNB 2

3o M U ERT {7 |X[E MEHEFLICE.
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HME S A&t HIE°43 j7|X|E A&
E

AWS CLI

1.

2.

AWS CLIE AI85t04d HER T mi7|X|E AFA|SHE{H

update-sol-network-package BE2 AF&5t0{ HIERT TF|X|E H|E4

St LICt

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-

operational-state DISABLED

delete-sol-network-package BEE AtE 3101 HIE {3 {7 |X|E AFA|ELICE.

aws tnb delete-sol-network-package \
--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \

--region us-west-2

gotELICH HER=
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28


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-package.html

AWS 23 HER3 2 ALZ%t 7H0|=

AWS TNBE 2|8t HEQT QIAEA

HES|Z IAEHA

rr
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EfA=

« AWS TNBE AI835t0{ HERF QIAEAE QIAEIAS]

« AWS TNBOM HER{F QIAEA H7|
« AWS TNBO|M HIEQ|T QIAEA AHO|E

« AWS TNBOIM HER|T QIAEAE =5t K|

AWS TNBE Al23510] HEY T CIAEIAE QIAEA
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l?ﬁ

HEX3 DI{F7|X|E MHEE £ HEXT 2l
O|& QIAEIAZ}IGHOF ELICH HIERT 2l
RO AQFO] 2} HIEQ R & 42 Hj=Z 8L},

HES|T QIAEAS MABH S0)=
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& [ AWS TNBE WIESY3 MH|IA A

Console

Z£2 MEsI0{ HERR QAHAE Hd A QlARHAZ 5HE{H

1. https://console.aws.amazon.com/tnb/0lA{ AWS TNB 2£& YL|C}.
2. EMEMUESRIE MEFLICH
3. HES®Z QAHA MHS MEARLICH
4. QIAEAO|O|ED HHE AstT Cte S Mg LCt
5. Sl NSDE MEHErLIC MR HEE &Qlst = CtE&2 MEIgLICH
6. UEST QIARHA MMHZ MEdSHL|CE
7. CQIAEASE MEAEL|CH
8. UHESQ3 QIAEIAZIE MEHSHL|LCE,
9. UHES®Z AEHAQ| MEIE FXIste{H ME D EIELICH
AWS CLI

AWS CLIE At83dto] HERR QIAHAE MUY I QIARHAS} 5HE{H

1. create-sol-network-instance @E & AFE35I0{ HERT QIAHAE MMELICEH
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aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name
"SampleNs" --ns-description "Sample"

2. instantiate-sol-network-instance WY& AI&35l0{ HER T QIATAE QIAEASIEILICE

AWS TNBO|M HIERZ QIAEA E7|

HEQ3 CIAEAEZ HE= @8 2dolgL|Ct.

Console

Z£2 MEsI0{ HER|Z QAHAE EEiH

1. https://console.aws.amazon.com/tnb/0lA{ AWS TNB 2£& L|C}.
2. EMEMUESRZ QAAHAE MEdFLICH

3. AMEE A8siod HESIZ QIARAE H&LICH

AWS CLI

T

AWS CLIE Al235l0{ HIEQ|T PIAEAE Hip{H

1. list-sol-network-instances WHE AIE3510{ HE R QUAEAE L}QEELICE

aws tnb list-sol-network-instances

2. get-sol-network-instance WS AFE5t0d HER T QAEAN LIS MR HEE 2 = U&

LICE.

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f@-9]{17}$
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Console
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AWS CLI
CLIE AM235l0{ HE QT QIAEA AH|0|E

update-sol-network-instance WEZ Al&5104 HER 3 QIAEHAE AC|0|E

gfLict

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type

MODIFY_VNF_INFORMATION --modify-vnf-info ...

AWS TNBOM HELT QIARHAE S=5t11 &K
HES|3 QATAE AFX|5tE{H QIARATL Z=E AEfo{oF & LICH.
Console

EL2 A850d HEQT QAHAE 2 2l Atx|stedH

https://console.aws.amazon.com/tnb/0il A AWS TNB &2 JL|C}.
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AWS CLI

1. terminate-sol-network-instance @HE AI&35l0{ HEQT QAEHAE ZSEEF

aws tnb terminate-sol-network-instance --ns-instance-id 2ni-[a-f0-9]{17}$

2. (MEH AFE) delete-sol-network-instance WY E AF& 310 HIEQT QIAEAE 4f

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$
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Console

ZE£E AI85to{ HES T Hye EedH

1. https://console.aws.amazon.com/tnb/0lA{ AWS TNB 2£& YL|C}.
2. EMEMUESRZ QAAHAE MEdFFLICH
3. HAAMEEZ A830 HESRZ QIATHAE F&LICEH
4. HiZ oM HERZ dS MEAFLICE.
AWS CLI
AWS CLIE At&3dto] HIERT &Y E EHedH

1. list-sol-network-operations BHEE AIE301 Z & HERI YS LILGEY &= A&LICH

aws tnb list-sol-network-operations

2. get-sol-network-operation BEE AFE5t0{ HIER{I 2ol CHEL ME HEE & + JU&LCh

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$
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Console
ZE£2 A835to{ HER T &Y S F[A5E{H

https://console.aws.amazon.com/tnb/0il A AWS TNB &2 JL|C}.
S FolM HIEHIE MEIELICH
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3. HEQ39o|IDE MEHSt0 ME HE HO|X|E dL|C}.
4
5

HiZ B0l M LHIER T 2fedS MEHEfLICH
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FAE MEfRFLICH

AWS CLI

h24H

ol

AWS CLIZ AFE235t0d HIEST EH1S &4

cancel-sol-network-operation BHEE AF&3510] 2E HESZ &YE FAE = J&LICh

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f@-9]{17}$
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https://docs.aws.amazon.com/cli/latest/reference/tnb/cancel-sol-network-operation.html
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AWS TNBO{| CHEF TOSCA & =

TOSCA(Topology and Orchestration Specification for Cloud Applications)= CSP7} 22t = 7|gh ¢
MHIAS| EEZRX| SHE 78 @4, #tH L 0|8 &Elste Z2MAE MY ol A8 5t MO1E
TFE2QLICH CSPE TOSCA HIZEI0M @428 XM, 442 x| Ztel =2 &3, a2|1 zligt: 2 &
a2 ¥Ag dyeilch 23 oS csPe ’E3E AWS TNBO| Y2 EFFLICEH TNBE AWS 78
Mitol 2™ MCHZE 2 Sst= 56 HEXHIE # 5= ol €3 2laAE St

r—?— 12 ]I-\O

e 0

=
—

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

Ei§x| -II% =1
node_templates

TOSCA AWS L EQLICH 7t58t = E& Ch&d Z &L
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« AWS.VNF
 AWS. Artifacts.Helm

AWS.VNF

AWS 7+ [ E Q|3 84 (VNF) = EE A o|3tLct.

;1

MO

tosca.nodes.AWS.VNF:
properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

A
o

g

descriptor_id

MEXLo| UUIDY!LICE.

e [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0O-9]{4}-[a-f0-9]{12}

descriptor_version
VNFDQ| tH L},
L5 o7 of

N

=l
od
el

E: ~[0-91{1,51\\.[0-91{1,51\\.[0-91{1,5}.*

descriptor_name

MERLO| o] & ALIC.

AWS.VNF
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provider

VNFD2| & &XFIL|C}.

e
1
0%
I
(@)

15 o

o2

=4

=0

T A

helm

o]

SampleVNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"
descriptor_name: "Test VNF Template"
provider: "Operator"

requirements:
helm: SampleHelm

AWS . Artifacts.Helm
AWS Helm ==& HolgtLC}.
S i

tosca.nodes.AWS.Artifacts.Helm:

I.

AWS Artifacts.Helm
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properties:
implementation: String

Ad
o

g

implementation

CSAR I 7|X| LHof| X} E HelmO| =& El 2Z C|E 2|/L|Ct.
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SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

NSD Ell = 21
0= A
HEZ MH|A MBEIHNSD) HIZSE ~o|ghL|ct.
=
TE
tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description”
default: "DefaultSampleValue"
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node_templates:
SampleNodel: tosca.nodes.AWS.NS
SOl metd|e ALS
VPC &= E2| CIDR §53 28 H2ADIEIS SHO2 Hs2i= 22 NSD BE oA
{ get_input: input-parameter-name } T+E2 Ar&3tD mietO|EE Holg = J&LICt O

o CHS S8 NSD HE3!0 M met0|EHE RAFE SR

CHS olMoM = ThEt0/HE Helstn Ar8ste e EoiELICH

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClustexNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD 7} 27|

descriptor_id

MEAHXIo| UUIDRILCY.

Ho|# oi2tolE A8
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IHEd: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{12}

namespace

node_templates

7bs8 TOSCA AWS = E= Ct=21 Z&Lch

AWS.NS

AWS.Compute.EKS

AWS.EKSE A4S A AIL. AuthRole
AWS.Compute.EKS ManagedNode
AWS.Compute.EKS SelfManagedNode
AWS. ZF&l. PlacementGroup
AWS.Z# &l UserData

AWS.HIE2|Z. SecurityGroup
AWS . HIE 2JZ. SecurityGroupEgressRule
AWS . HIE 2/Z. SecurityGrouplngressRule

AWS.Resource.Import
AWS.Networking.ENI
AWS.HookExecution

AWS HIE2|Z. InternetGateway
AWS. | E?/Z. RouteTable
AWS .Networking.Subnet

AWS.Deployment.VNFDeployment
AWS.Networking.VPC
AWS.Networking.NATGateway

EEEXH

2l
A

I3
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» AWS.Networking.Route

AWS.NS

AWS HE Q|3 MH|A (NS) ==& Ho|gtL|ct.

;1

MO

tosca.nodes.AWS.NS:
properties:
descriptor_id: String
descriptor_version: String
descriptor_name: String

A
o

g

descriptor_id

MEXto| yUIDILLCE.

[l
als

&= 047 0f

=l
o

: String

IHEd: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}

descriptor_version

NSDO| B{ZlL|C}.

e
1

&= 047 0f

0%

: String

=l

E: ~[0-91{1,51\\.[0-91{1,5\\.[0-91{1,5}.*

descriptor_name

MHERLO| o[ & LIC

e
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&= 047 0f
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: String

=0

AWS.NS
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SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
descriptor_version: "1.0.0"

descriptor_name: "Test NS Template"

AWS.Compute.EKS

ZAE 0|8, ¥3t= Kubernetes EHH™, Kubernetes Z1IEE Z2{|2/0| NFSoi| 2Rt BEIAAE BEI”
T UL 5tE AE 2 MISHYAIL2. AWS Multus Z4E| O] HIES|T QIE{HO|A(CNI) E2{ /0| &
MEtE|o] U& | Cl. o2 HERT QE{HO|AE 45T 12 HIEYX T A4S Kubernetes 7|8 L|
ET gro ME8F + A&t FHAE A= ZQIE MM AL FBHAE S MERE XIHELICH
TE
tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:

enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

7l
multus

MES ALEILICE Multus Z4E| O] HIE 3 QIE{TH| O|A(CNI) AHE 2
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rir
g
OI
£
ful

AWS.Compute.EKS
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multusE Z&AIZ ZR enabled & multus_role £ X|H&LICH
enabled

7|& Multus 7|5 0] &2 lof U=X| 0{F E LIEH-LICH
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multus_role
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=
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ebs_csi

Amazon EKS 2 AE{0l| Ax|E Amazon EBS CSI(Container Storage Interface) E2I0|HHE & 2|3}
=S4 ct

ol Ee412lg #4355t AWS Outposts, AWS Local Zones EE= 0lA Amazon EKS AHxl| 213
LT EE MEBE £ J&LICH AWS E|HXIAIEE LIE 2 Amazon EKS AFE AE M0 A Amazon Elastic
Block Store CSI E2I0|HE & Z=3AM|L.

enabled

7|2 Amazon EBS CSI =2t0|tH7} A X[E|o{ /=X 04F & LIEF-LICEH
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0§ ofL|R
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version

. Heo
LT =

I

Amazon EBS CSI| E2I0|H F7} 7|s2| H™LICH A2 2o AM EretEl |
SlloF & L|C} DescribeAddonVersions. AtA|8H LI 2 Amazon EKS API S| THEHA
DescribeAddonVersions.
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MO
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version

EHAEHE FHUIEIA HA. AWS 23 HEQ3 Y FHUE|A HA 1.23~1.298 K| EL]
CF.

[l
ala

g5 045 0of
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: String

=l

JHs8t gk 1.2311.2411.25[1.26|1.27 | 1.28 | 1.29

access

7Hs 8t gk PRIVATE | PUBLIC | ALL

cluster_role

ZeiAH 2el Jg ot

ip_family
Z{AE|Q| MH|A L == =40 CHEH 1P THUZ|E LIEFHL|CE.

L= 2t IPv6, IPv4A

AWS.Compute.EKS



AWS 23 HER3 2

AR 7H0|E

7|18 2k IPv4

T ALY
subnets
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SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.23"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve6"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:
properties:
enabled: true

::AccountId}:role/SampleRole"

multus_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/MultusRole"

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:

subnets:
- SampleSubnetl
- SampleSubnet2

AWS.Compute.EKS
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AWS.Compute.EKS. AuthRole

Ang AuthRole AtE 5t ALERI7tH IAM G2 ALE 8104 Amazon EKS Z2{AE{ 0| M AE == aws-
auth ConfigMap QT = Amazon EKS Z2{AE{0] IAM &2 F718 £ &L

?.

MO

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
arn: String
groups: List
requirements:
clusters: List

A
o

g

role_mappings

Amazon EKS 2AE] aws-auth ConfigMap0ll F7+8loF 3t IAM &2 Holste DHE 55
L|ct.
arn

arnof Ho|El 2dgto] EZE Kubernetes 15 L|C}.

QT AHE
clusters

AWS.Compute.EKS == IL|C}.
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EKSAuthMapRoles:
type: tosca.nodes.AWS.Compute.EKS.AuthRole
properties:
role_mappings:
- arn: arn:aws:iam::${AWS::TNB::AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers
- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers
requirements:
clusters:
- Free5GCEKS1
- Free5GCEKS2

AWS.Compute.EKS ManagedNode

EZEH|X{Y 2l 20

AWS TNBE Amazon EKS FHU|E|A ZE{AE{Q| L E (Amazon EC2 QIAEIA) =3
F7| el AtSEote EKS #El"d L E O&2 XHFLICH EKS £ J&S MAMste{™ AMIID &
E AMI f8 2 HMZ35tod 2e{AE {74 == 2| Amazon Machine Image(AMI)E ME43Hof &HL|C}H. =
8t SSH HMAE Tt Amazon EC2 7| 8t £ E O =™ 42 MIslof gLt t=EO8E2
EKS 2{AEQ oA E|oof g LIt Y7 =0 MEUHS MS3sHoF & LICt.

MEiMoz Hot I &, =& Bflolg X HiR| 25 E O&ol| AZE & J&LICH

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:

ami_type: String
ami_id: String

AWS.Compute.EKS ManagedNode 47
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instance_types: List

key_pair: String

root_volume_encryption: Boolean

root_volume_encryption_key_arn: String
scaling:

properties:

desired_size: Integer

min_size: Integer

max_size: Integer

properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

715
compute
Amazon EKS Zt2[d == J&°| A#FE met0|HE Holst= £4(0: Amazon EC2 QIARHA RH
2 Amazon EC2 QIAEA AMI)RIL|LCE.
ami_type
ofOFE EKS7} X|dstE AMI & lLCH.
T4 #2 0fi: of
F&: String
7ts8t 2k AL2_x86_64 | AL2_x86_64_GPU | AL2_ARM_64 | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA
ami_id
AMI2| IDRILC}.
48
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SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
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- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.eksE HAtELICH SelfManagedNode

AWS TNBE= Amazon EKS AtAl| 22/ ==& X|#5101 Amazon EKS FH{U|E|A 2EHAEE L E
(Amazon EC2 QIAEIA) ol Z 2 H|XM & £+ F7| Z#E|E AHSEHELICH Amazon EKS == O&S
MA5ed™H AMI IDE A& 5o 22{AE 27 ==2| Amazon Machine Image(AMI)E ME45Hof EFL|
Ch MEfR{o 2 SSH HMAE {8 Amazon EC2 7| M MS & & QU&LICH ES QIAEA 3D}
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ofof grLCt 27 =0 MEHWE XS 3ok ghct.

MEfMoz Hor O &, = Bflolg Y HIR| 288 & I&80 AZEE + U&LICH
=
[

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean

root_volume_encryption_key_arn: String

scaling:
properties:

desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List

placement_group: String

user_data: String
labels: List
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SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
cluster: SampleEKSCluster
subnets:
- SampleSubnet
network_interfaces:
- SampleNetworkInterface0l
- SampleNetworkInterface02
security_groups:
- SampleSecurityGroup@l
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- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS. A& &l PlacementGroup
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tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List
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ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.AF &l UserData
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tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String
content_type: String
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ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"”
implementation: "./scripts/customUserData.sh"

AWS.HIE2Z. SecurityGroup

AWS TNBE= Amazon EKS Kubernetes 2tAE E &0 A& = U= Amazon EC2 &
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tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: String
name: String
tags: List
requirements:
vpc: String
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SampleSecurityGroup@01l:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: "Sample Security Group for Testing"
name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS.HIE 2. SecurityGroupEgressRule
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properties:
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ip_protocol: String

from_port: Integer

to_port: Integer

description: String
destination_prefix_list: String
cidr_ip: String

cidr_ipv6: String

requirements:

security_group: String
destination_security_group: String
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SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroup@0l
destination_security_group: SampleSecurityGroup@02

AWS. HIEZ. SecurityGrouplngressRule
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AWS .Networking.SecurityGroupIngressRule
properties:
ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
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requirements:
security_group: String
source_security_group: String
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from_port
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ip_protocol
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to_port
Z2EZO| TCP = UDPQl B2 ZE #Helo| BolL|ct Z2EEZ0|ICMP E& ICMPv6Rl B2
F=LCt 2t -12 2E ICMP/ICMPv6 2 =& LIEHHALICH 22 ICMP/ICMPv6 8412 X|Hs5tE=
4 2E ICMP/ICMPV6 IS E K|XsHoF BHLIC,
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source_security_group
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SampleSecurityGroupIngressRule:

type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule

properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000

description: "Ingress Rule for free5GC cluster on IPv6"

cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:

security_group: SampleSecurityGroupl

source_security_group: SampleSecurityGroup2

AWS.Resource.Import
CHS AWS 2IAAE AWS TNBE 7HKE 4= &Lt

. VPC

. MEY

- Bt9E Elolg

- QIE{! A O|EO0]

- HotOE

T2
—

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String
resource_id: String

AWS.Resource.Import
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resource_type

AWS TNBZ 7}XQE ZlAA 8lL|ct.
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resource_id
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SampleImportedVPC
type: tosca.nodes.AWS.Resource.Import
properties:
resource_type: "tosca.nodes.AWS.Networking.VPC"
resource_id: "vpc-123456"

AWS.Networking.ENI

HES|3 QIEHO|AE= VPCHIM 7tH4 HIERZ FIEE LIEtE =2[M UESZ 748 24 LC.
HEZ QEmo|AME MEHEZ 7RISR I8 = 8522 IP 47t € E LICH Amazon EC2
QIAEAE MEUo| {23t & H|ES|T QIE{H| O|AE 2143t 7{Lt, Amazon EC2 RIAEANM HE
23 CIE{H|0|AE E2I5tDT siY MEUIO| CHE Amazon EC2 QIAEIAO] CHA| 4% £~ Ql&L|CH
ClHtO|A QIEA = 44 &=XMof| & ?|x|E LIEtHLICEH

Te

tosca.nodes.AWS.Networking.ENI:
properties:
device_index: Integer
source_dest_check: Boolean

tags: List
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requirements:
subnet: String
security_groups: List

AM
o

g

device_index

ClotolA QI A= 0Tt 7{0F B LICH.

EX[ 0{F & LIEFHLICH true 2f2 &2l &Y
StES |E||oHII4 false 7£° 2*°|0| HIgg=HEE ofolghLict.

subnet

AWS .Networking.Subnet .= = L|C},

.EI_JI\_ S

&= 045 of
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F: String

security_groups

AWS A. U E2|Z. SecurityGroup-E.

of

SampleENI:
type: tosca.nodes.AWS.Networking.ENI
properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroup@l
- SampleSecurityGroup@2

AWS.HookExecution

SY RIS NS QAL WHEYD AAAS 0| YHOR XH ATTES NBE £ 9
&uict
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ol
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tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String
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7ls

execution

7}s8t Zf: CODE_BUILD

QT Abgt
definition

2|3 AWS. HookDefinition.Bash .= E..

e
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&5 047 0of
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: String
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vpc

AWS Networking.VPC = EQIL|C}.

[z}

& B2 0fR of

F&: String
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SampleHookExecution:
type: tosca.nodes.AWS.HookExecution
requirements:
definition: SampleHookScript
vpc: SampleVPC

AWS.HookExecution
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AWS. U EL|Z. InternetGateway
AWS QIE{ HO|EQO] ==& HolgLct.

e
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tosca.nodes.AWS.Networking.InternetGateway:
capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String
properties:
tags: List
egress_only: Boolean
requirements:
vpc: String
route_table: String

71
routing
VPC LHO| B} R & A4S Ho|st= S QULICH dest_cidr =& ipv6_dest_cidr &4 & stLIE

ZEraioF ZLIct.
dest_cidr

CHAN 2|0l AFS = IPv4 CIDR 22 QlLIC} 0| £ 42 RouteTabledl ZIRES MM E Ol A
20| Y 2t DestinationCidrBlock S 2 AFREL|CE.

Of:

Ll ipv6_dest_cidr §48 Z&E A20lE= ot L.

i

Etel: =Xt

ipv6_dest_cidr

CHAF 2 x|of AH2 &= IPv6 CIDR EEQlLC}.
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IPv6 & SHLICH QB HO|EH 0|7} &4l TME UK 0{F E LIEFHLICH egress_only7t

true@l 2L ipv6_dest_cidr £ 4& ™olaljof ELICt

{&: String

route_table

AWS.HE2/Z. RouteTable = E.

of|

Free5GCIGW:

type: tosca.nodes.AWS.Networking.InternetGateway
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properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC
AWS. HE2Z. RouteTable
2t & Eo|E0=E VPC EE HO|EH O] LHe| MELlo|A HIE%H EfZo| MEEl= ?IxIE 2%

ot= 2t E0lEteE & METJH 27 E[o] J&LICH 2t E|O|E

T2

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List
requirements:

vpc: String

ed@stioF FLCt.

AWS.HIE2Z. RouteTable
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AWS Networking.VPC = E lL|C}.
T4 S o= of
F&: String
o
SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
AWS.Networking.Subnet
MEUY2 VPCOlIP T4 HRl0o|H, MAHo 2 Lol 7+8 Y LHol & FafjoF g Lict. Y9 VPC,
CIDR £%, 7+8 ¥, 2t E+|0|='% siafof 21LICH S8t M= 4o0] ZatolXIx| g elel Rl

aolsob #LICt,
2

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String

availability_zone: String
cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String

tags: List
requirements:
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vpc: String
route_table: String
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F&: String
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availability_zone

Medlol 7+8 PdlL|ct ol ZE&= AWS X[ L AWS 718 P42 RIHELICH us-west-2
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ipv6_cidr_block_suffix

: =&

I
ne

Amazon VPCE &3l dME Mol Ci$t IPve CIDR 52| 2Xt2| 16Tl HOIAFJLICH CHS
A2 ABELICH 2-digit hexadecimal::/subnetMask
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outpost_arn

MEulo| MA= AWS Outposts g A=
£ M2 NSD HEEol FII5HMIL. RFMIEH LI 2 Amazon

A el"d EE AIESE s A< Ol

o] ARNQILICE AWS Outpostsol A Amazon EKS &t

EKS A2 MEAM 2| AWS Outpostsoll CHEH Amazon EKSE & E5HAIL.

vpc

{&: String

route_table

AWS . HE2/Z. RouteTable - E.

2 availability_zone & gt2 AWS Outposts?| 7+&
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SampleSubnetQ1l:
type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-east-1la"
cidr_block: "10.100.50.0/24"
ipv6_cidr_block_suffix: "aa::/64"

outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"
tags:

- "Name=SampleVPC"

- "Environment=Testing"
requirements:

vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:

type: tosca.nodes.AWS.Networking.Subnet
properties:
type: "PUBLIC"
availability_zone: "us-west-2b"
cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca00::/64"
requirements:

route_table: SampleRouteTable
vpc: SampleVPC

AWS.Deployment.VNFDeployment
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tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:

deployment: String
cluster: String
vnfs: List

AWS.Deployment.VNFDeployment 81
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interfaces:
Hook:

pre_create: String
post_create: String

27 Abg
deployment

AWS .Deployment.VNFDeployment === IL|C}.

AWS.Compute.EKS = E lL|C}.

o+ g5 047 o

{&: String
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pre_create
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048: ot
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AWS.Deployment.VNFDeployment
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post_create

2|11 AWS. HookExecution'==. O] 3= VNFDeployment = E HiE F0f
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SampleHelmbDeploy:
type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy?2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook

AWS.Networking.VPC

fjo
Ral
ox
[e][]
s sl
o
ot
r
Ani

Virtual Private Cloud(VPC)0i| CH&t CIDR 5
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tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String

dns_support: String
tags: List
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cidr_block

VPCO{ CHEt IPv4 HE 2|3 B ILICHCIDR E7|).
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AWS.Networking.VPC

83



AWS B3 {ELQI3 gl

T4 #2045 of
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ipv6_cidr_block
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dns_support
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SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"

£ X[ LIEFLICE

AWS.Networking.VPC
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AWS .Networking.NATGateway
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tosca.nodes.AWS.Networking.NATGateway:
requirements:
subnet: String
internet_gateway: String

properties:
type: String
eip_allocation_id: String
tags: List
2 Ad
= o
subnet

AWS Networking.Subnet .= E & Z lL|C},

e g5 047 o

& String

internet_gateway

AWS. HE 2/Z. InternetGateway'c E o IT{#H A
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Free5GCNatGateway@1l:
type: tosca.nodes.AWS.Networking.NATGateway
requirements:
subnet: Free5GCSubnet®l
internet_gateway: Free5GCIGW
properties:
type: PUBLIC

eip_allocation_id: eipalloc-12345

AWS.Networking.Route
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tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks:
requirements:

List

Zl Bt

2 B|o|E ol 75t

AWS.Networking.Route
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nat_gateway: String
route_table: String
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route_table
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Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:
- 0.0.0.0/0
- 10.0.0.0/28
requirements:

AWS.Networking.Route
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nat_gateway: Free5GCNatGateway0l
route_table: Free5GCRouteTable
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* AWS.HookDefinition.Bash

AWS.HookDefinition.Bash

bash0ll A AWS HookDefinition2 % 2|&fL|C}.

Ea

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String

environment_variables: List
execution_role: String
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implementation

.
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environment_variables
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SampleHookScript:
type: tosca.nodes.AWS.HookDefinition.Bash
properties:
implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value0@l"
- "variable@2=value02"

execution_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleHookPermission"

AWS.HookDefinition.Bash
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Action": [

"sts:GetCallerIdentity"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "AssumeRole"

.
{

"Action": [
"tnb:*"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBPolicy"

.
{

"Action": [
"iam:AddRoleToInstanceProfile",
"iam:CreateInstanceProfile",
"iam:DeleteInstanceProfile",
"iam:GetInstanceProfile",
"iam:RemoveRoleFromInstanceProfile",
"iam:TagInstanceProfile",
"iam:UntagInstanceProfile"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "IAMPolicy"

.
{
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
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"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

]
}
},
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TNBAccessSLRPermissions"
I
{
"Action": [

"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreatelLaunchTemplate",
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",
ec2:DeletelLaunchTemplateVersions",
"ec2:DescribelLaunchTemplates",
ec2:DescribelLaunchTemplateVersions",
"ec2:DeletelLaunchTemplate",
ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
ec2:DescribeTags",
"ec2:GetLaunchTemplateData",
ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
ec2:RunInstances",
"ec2:AssociateRouteTable",
ec2:AttachInternetGateway",
"ec2:CreateInternetGateway",
ec2:CreateNetworkInterface",
"ec2:CreateRoute",
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"ec2

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

CreateRouteTable",
CreateSubnet",
CreateTags",

CreateVpc",
DeleteInternetGateway",
DeleteNetworkInterface",
DeleteRoute",
DeleteRouteTable",
DeleteSubnet",
DeleteTags",

DeleteVpc",
DetachNetworkInterface",
DescribeInstances",
DescribeInternetGateways",
DescribeKeyPairs",
DescribeNetworkInterfaces",
DescribeRouteTables",
DescribeSecurityGroupRules",
DescribeSubnets",
DescribeVpcs",
DetachInternetGateway",
DisassociateRouteTable",
ModifySecurityGroupRules",
ModifySubnetAttribute",
ModifyVpcAttribute",
AllocateAddress",
AssignIpv6Addresses"”,

:AssociateAddress",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"eks:

AssociateNatGatewayAddress",
AssociateVpcCidrBlock",
CreateEgressOnlyInternetGateway",
CreateNatGateway",
DeleteEgressOnlyInternetGateway",
DeleteNatGateway",
DescribeAddresses",
DescribeEgressOnlyInternetGateways",
DescribeNatGateways",
DisassociateAddress"”,
DisassociateNatGatewayAddress",
DisassociateVpcCidrBlock",
ReleaseAddress",
UnassignIpvbAddresses",
DescribeImages",

CreateCluster"”,
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eks
"eks

eks
"eks

:ListClusters",
:RegisterCluster",
:TagResource",
:DescribeAddonVersions",

"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies",
"iam:PassRole"

"Resource": "*",
"Effect": "Allow",

"Sid":

"TNBAccessComputePerms"

"Action": [
"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",
"codebuild:ListBuildsForProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl",
"s3:GetObject",

"eks:

"eks:

"eks:

"eks:

eks:

eks:
"eks:
eks:

eks:
"eks:
eks:
"eks:
eks:

DescribeNodegroup",
DeleteNodegroup",
AssociateIdentityProviderConfig",
CreateNodegroup",
DeleteCluster",
DeregisterCluster",
UntagResource",
DescribeCluster",
ListNodegroups",
CreateAddon",
DeleteAddon",
DescribeAddon",
DescribeAddonVersions",

"s3:PutObject",
"cloudformation:CreateStack",
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"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:UpdateTerminationProtection"

"Resource": [

]I

arn:aws:events:*:*:rule/tnb*",
"arn:aws:codebuild:*:*:project/tnb*",
"arn:aws:logs:*:*:log-group:/aws/tnb*",
"arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:cluster/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",
"arn:aws:cloudformation:*:*:stack/tnb*"

"Effect": "Allow",
"Sid": "TNBAccessInfraResourcePerms"

"Sid": "CFNTemplatePerms",
"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummary"

1,

"Resource": "*"

"Sid": "ImageAMISSMPerms",
"Effect": "Allow",
"Action": [

1,

"ssm:GetParameters"

"Resource": [

"arn:aws:ssm:*::parameter/aws/service/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

"Action": [

]I

"tag:GetResources"

"Resource": "*",
"Effect": "Allow",
"Sid": "TaggingPolicy"
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},

{
"Action": [

"outposts:GetOutpost"

1,
"Resource": "*",
"Effect": "Allow",
"Sid": "OutpostPolicy"

}

CI2 ZE= AWS TNB MH|A AIZ| H2ig Ho{FL|C}.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
b
"Action": "sts:AssumeRole"
b
{
"Effect": "Allow",
"Principal": {
"Service": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{

"Effect": "Allow",
"Principal": {

"Service": "eks.amazonaws.com"
},
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"Action": "sts:AssumeRole"
.
{
"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

AWS Amazon EKS 22{AE{Q| TNB AH|A ei&t

NSDO{| A Amazon EKS Z|AAE MAME = cluster_role 48 XN335t04 Amazon EKS 234
EHE Mdste o AHSE g2 X|-EgLct

rr

CHE ol = Amazon EKS 22{AE E240i| CHEF AWS TNB AH|A gt S ddst= AWS

o O
CloudFormation &l Z 2!

AWSTemplateFormatVersion: "2010-09-09"

Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:

- 1Sub "arn:${AWS::Partition}:iam: :aws:policy/AmazonEKSClusterPolicy"

AWS CloudFormation EIZ2!2 AF25E IAM A& o CHEE REMEH LI 2 AFE dP Ao CHE MME
2z 8l Al A|2.AWS CloudFormation

« AWS::IAM::Role
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AWS Amazon EKS .E 1 E& 2[8F TNB A{H|A 38

NSDOIM Amazon EKS = E 1§ 2|lAAE HEE = node_role 48 XS 5104 Amazon EKS
LE 58 dYste ol A8E HE e XIFE LT

Ct& o= Amazon EKS =& & HH0i| CHEF AWS TNB MH|A e g ddsts AWS

=1l

CloudFormation & Z 2!

il

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
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- "logs:CreateLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
"ec2:AssignIpv6Addresses”
Resource: "arn:aws:ec2:*:*:network-interface/*"

AWS CloudFormation HIZ2!2 Al IAM G &of CHE AHMISH LHE2 AF8 AP ol CIS MME
£ X5t A A|2.AWS CloudFormation

« AWS::IAM::Role

. AB{EES ey

AWS Multus2| TNB AMH|A o4&t

NSDO|A Amazon EKS 2IAAE M5t HE HIESIO| AR E MultusE 2 2lste{™
multus_role £432 MZ5t04 Multus Z 2|0l A2 E &2 X|&dslof gfLCt.

CHS o|X|l= Multus 2404 CHEF AWS TNB AMH|A A8 2 M43t = AWS CloudFormation &E 2!
Hoi&EL|CtH

fjo

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
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Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
"arn:aws:logs:*:*:log-group:/aws/tnb/*"
- Effect: Allow
Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"
Resource: "*"
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CHS oI &= 2H0IZ ALO|Z %3 AWS CloudFormation &40l CHEF AWS TNB AH|A 0382 M5t
S yE3lg HoiELn

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"

Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:

- 1Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
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« AWS::IAM::Role
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

O] B2 Mateol| A2 tnb:GetWidget 2SS A& S10{ my-example-widget B|AA0 AAMA
St & §{85t= 8 dolo|EsHoF g LCt
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X‘lE |AM% ‘)I\‘écljgal- :"L'I°I'O| I:I/sl=l |—||:|' PassRole

AUE ™ HEto| Qitts LR/ 7F LSt B AWS TNBOf iam:PassRole &g & = U

T & dHg do|EsloF gfLch.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://aws.amazon.com/blogs/security/defense-in-depth-open-firewalls-reverse-proxies-ssrf-vulnerabilities-ec2-instance-metadata-service/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/configuring-instance-metadata-service.html
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CHH2 2 CreateSolFunctionPackage %4& 04

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/tnb/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111222333444:10le/example",
"accountId": "111222333444",
"userName": "example"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-02TQ1:42:39Z",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
},
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"
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https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-08069DBD
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https://console.aws.amazon.com/servicequotas/home/services/tnb/quotas/L-C92FB107
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https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/deployment-tasks.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eni.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-user-data.html
https://docs.aws.amazon.com/tnb/latest/ug/node-resource-import.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html#node_eks_managed_node_network_interfaces
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node_eks_access
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
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https://docs.aws.amazon.com/tnb/latest/ug/node-compute-placement-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-compute-placement-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-managed-node.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
https://docs.aws.amazon.com/tnb/latest/ug/nsd-template.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html
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https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/node-route.html
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
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https://docs.aws.amazon.com/tnb/latest/ug/setting-up.html#endpoints
https://docs.aws.amazon.com/tnb/latest/ug/setting-up.html#endpoints
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-self-managed.html
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https://docs.aws.amazon.com/tnb/latest/ug/security_iam_id-based-policy-examples.html#service-role-policy-examples
https://docs.aws.amazon.com/tnb/latest/ug/node-eks.html#node-eks-properties
https://docs.aws.amazon.com/tnb/latest/ug/node-eks-authrole.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-egress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
https://docs.aws.amazon.com/tnb/latest/ug/node-networking-security-group-ingress-rule.html
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