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ME| S=2 A9 M| oo]H

AMZ| OOl = AlE| 22 X7 AWS Verified AccessZ &8 C|O|EHQILICH N2 = “AFE X} SailQ”

L= ANME| HAEAEEI DT BFLICH C|O|Eoll= et o 2 A8 X EE= CIHFO|AO| CHE HET 2 &

ELICH ME[ CIo|E| 2= AFEAL O|HIY, O & #/&%, ClHtOlA 2 AM|A| T, ClHto[A 2o &

EH SO| U&LICH MEEl= HEE AME SSXAo el ct2E22 MA| L Hoo|EE AME[ H|oH =
S2 AE SSKtel dBME ®=sHofF gfLct

2Lt Verified Access 22 7|52 ALE5HH AMZE| SZXERE o AMZ| HIO|EH7F MEE|D UK
T Eolg = &LICH ol o E 2|7 ol Mol HMHAE 5183 HLE 7HE ot HAMES Holg f of* &
g = UgLch 2301 AZ| AHAEE X 3st= Yo cHet HEE Az ZEAE ZS(E)F
ZotMl

ol =20l =l= M

= AZ| GOl eF ol A 7F 27 (0] A& LICH o
SC-R0ASEIH

AMQl &1 Xtz = otELCh.

OH g

» Verified Access 7|2 ZAEIAE
« AWS IAM Identity Center
o EHAF AME| SSUA|

. ASR 23 ST Y M ol

Verified Access 7|2 ZHEIAE

AWS Verified AccessOll= M El AZ| SZ Ao 2H 0| 2E Cedar BItoAM 7[2X2
2 A HTTP 8ol et L5 A7t ZRHELICH HME BIHE m Verlfled Access._
context.http_request key Of2l Cedar ZAElA &

Ct. ot= 3 OIOIEE 7IE2 2 HIlste WME 2MHE = US IEF Ct= JSON A 7|0z B7tod
Z g k|l= Olo|HE 20oi&LICt.

"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {
"user_agent": {
"type": "string",

Verified Access 7|2 ZHEIAE 35


https://json-schema.org/

"description": "The value of the User-Agent request header"
I
"x_forwarded_for": {
"type": "string",
"description": "The value of the X-Forwarded-For request header"
I
"http_method": {
"type": "string",
"description": "The HTTP Method provided (e.g. GET or POST)"
I

"hostname": {
"type": "string",

"description": "The value of the Host request header"
I
"port": {
"type": "integer",
"description": "The value of the verified access endpoint port"
I

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

CHS2 HTTP @& H|O|E{E 7|22 2 WWrtst= XAl of luct.

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};

>

WS IAM ldentity Center

M2 HWIHE | AWS IAM Identity Center2 (&) A2 SZ AR HO|5tH AWS Verified AccessE Al
A7 AME SSA oM “H3 &x 0 I%(Pollc Reference Name)'@ 2 X|’d8t 7| of2ioil Cedar
EOo| ME| HIOIEHE Z&ELICH Hote A2 AE 0IEHE 7|E2 2 Hotste WS & ME

4% ™ ol 0%
m
I>
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ME| SZRe HEAE 7= A [ T8t HA 3
Ch. 0 & S0f, M2 2= 0|2 S “idp123"2Z T HEAE F|E= “context.idp123"0| EL|
Ch Mg dde M SHIE HHAE 7|8 AIS5tD J=X| #elgh|ct
Ct& JSON A 7|0h= Hotol L7 E|= C|o|E& £0i&LICt.
{
"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
1,
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"
}
}
}
}
1,
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",
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AL 7Hol=
"patternProperties": {

"Ala-TA-F0-9]{8}-[a-TA-F0-9]{4}-[a-TA-F0-9]{4}-[a-TA-F0-9]{4}-[a-fA-F0-9]
{123$": {
"type": "object",

"description": "The Group ID of the group",
"properties": {

"group_name": {
"type": "string",

"description": "The customer-provided name of the group"
}

CHZ 2 AWS IAM Identity Center0ll M XS5t AE CIOIEE 7IE2 2 HItsteE HA ol of ILCt.
permit(principal, action, resource) when {
context.idc.user.email.verified == true

// User is in the "sales" group with specific ID

&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
};

(® Note
Jg O|E=2 HEE £+ U222 |AM Identity Center= 11& IDE AF835t0{ 252 &AL
Ct. O|EH 3tH 1 & oI 2 w4t

0} A AHO| SIUhEls WS WAIE

3ot &

ME| Cl|lofEfol| CHal B LICH.

(® Note
AME SERS| HEAE F|= AZ SSXAE doe M 748 A & X o|§oM 7HMSU
Ch o & S0{, E™ X 0|F 2 “idp123"2 2 Fd5tH HEAE F|= “context.idp123"0| EL|
Ch MH2g MM m SHIE HEAE F|E AH835t 10 UK =ZelgLch.
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+ JumpCloud

HEt e B

XMAHo|| EgtsledE A< AWS Verified Access EE K] &%

ClHIO|A AE| ZHEIA 2H M| A =
HeteX &&o| 2ELct. Verified Access= $Xl Google Chromelt
X

E
E33H0|L} CtE mtEL{9]
Mozilla Firefox HE2} R XE

2 2l= A Jamf(macOS & x| X|), CrowdStrike(Windows 11 2 Windows 10 & x| X|#),
JumpCloud(Windows ! MacOS 25 X|#)2| Al 7tX| C|HtO|A AZE] SZXHE R|HFLICEH

J240]| Jamf &|Z2| CIO|E{E AFE3dtE B AL A= Chrome & AE0{ EE= Firefox F7t 7|5 AtO|

01|A‘| AWS Verified Access EE2I XM & & T2 Z C|HtO|A0| CtR2 2 =504 M|l oF & L|Ct.
201 CrowdStrike 42| C|O|EE AFE35t= B2 HA AFEXE7F AWS Verified Access H|OE|E |
AME ZAERIYCOREE 83)E MHXISHok &L o] 4 4= AFEXL ClHO|AMM A™dEl=
CrowdStrike O|O|MEZ R E{ AZ| HIO|EE 71X Ol HguUoh JHOS 0| FH QAE M
x|gt & Ar&KXt= Chrome 2 AE0{ EE&= Firefox £7t 7| AFO|E 0| A AWS Verified Access 22t
MY 2 IS ClHto|Aof AX|SHOF & LICEH

« JumpCloud& At&3st= B AH8 A= 717104 Chrome B AE0{ EE&= Firefox F£71 7|S AO|E 9]
JumpCloud EE2t*M & T2 IS A x|sHoF g LCt

.
>

o>' [Im o

Jamf

Jamfz= EtAL A 2| SSRILICH S HIHE M JamfE AE SZXHE 2|5t ™ Verified Access=

AME| 32X YoM “H= & X 0|&(Policy Reference Name)’2 2 X|H$t 7| ol H01| Cedar ZAE|A
St= HAME ahde = QU

£0| 412/ ClO|EIE ZEAIZILICH Hste B9 A2 ClolEE 7|Eo= B}
&LIC} CHS JSON £ 7|0H= Bytol Z# &l HlOIEE EoiFLic

AWS Verified Access2t Jamf& A& st= Wol| CHEE REAISH LHE 2 Jamf ®|AFOIE ] AWS Verified
AccessE Jamf Device IdentityQt S&5t7| MM & E5HM L.

"title": "Jamf device data specification",
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https://docs.jamf.com/technical-papers/jamf-security/aws-verified-access/index.html
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"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
.
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"

},
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
I
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
},
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"

I
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"LOow",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
1,
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple

version number format (https://support.apple.com/en-us/HT201260)"
}

Jamf 40
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OS2 Jamfol M MSsteE A2 HOIEE 71222 Frtets G2 ol of iLC.

permit(principal, action, resource) when {
context.jamf.risk == "LOW"
li2

Cedare= Jamfl| &1& M2 242 Enume X 2lste ol 8% .contains() &+ E MS3ELiCH.

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)

};
CrowdStrike
CrowdStrike= EFAF 22| S S RHULICH HAME HILE [ CrowdStrikeE A2 S 2 X2 Hol5tH
Verified Access= &2 SZ A M L2 X 0|F (Policy Reference Name)”2 2 K| & 7| of
cioll Cedar ZARIAEO| AZ| Cl|O|E{E E&ELICIH Hetle B AE CIOIEE 7IE2 2 Hitsie ™
M2 KA & UALICH ChE JSON A7|0Hs H7boll & El= Clo|EIE HoiS L.
AWS Verified Access2t CrowdStrikeE A& 3st= 2Edod| CHEt AHAISH LI& 2 GitHub & ALO|E Q]
CrowdStrike 2! AWS Verified AccessE S8t HIS7H ofE 2|70 ES & &M 2.
{
"title": "CrowdStrike device data specification",
Iltypell: Ilobjectll’
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
I,
"OS": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-

specific settings monitored on the host"
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https://github.com/CrowdStrike/aws-verified-access/

AWS HSE AAM& AEXt7tol=

},
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"
I
"version": {
"type": "string",

"description": "The version of the scoring algorithm being used"
}
}
I
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environemnt"
I
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
I
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
I
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
I
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "mac0S"],
"description": "Operating system of the endpoint"
},

"serial_number": {
Iltypell: "String",

"description": "The serial number of the device derived by unique system
information"
I
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
I
"typ": {

"type": "string",
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"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other

CHE 2 CrowdStrike0l A XMSst= A2 C|O|EE 7|E2 =z B7tets EA 2| of 2iLCH.

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

I

JumpCloud

JumpCloud= EtAb A E| SZALICEH HAg HIote
Verified Access= AL& X7t A E| SZ A F40i| A L& &= O|F(Policy Reference Name)’S 2 X|’H
g 7| ot2iof Cedar ZARIAEO| AZ| CI|O|EHE Z & ELICE HHotE 4 AZE CIOIEHE 7IES 2 HIt
Ste HAME =hge 4 Q&LIC CHS JSON A 7|0k TWrtol 28 2= Olo|E{& 2 o4& LICh.

[ JumpCloudE& AE| SZXE Ho|5tH

|Io|- 03|_ Mok

AWS Verified Access7t Z & El JumpCloud A& 0| CHE XEAIEF LHE 2 JumpCloud & AO|E O M
JumpCloud 2! AWS Verified Access E &2 EHZE5HAMI2.

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {

"type": "object",

"description": "Properties of the device",

"properties": {

"is_managed": {
"type": "boolean",

"description": "Boolean to indicate if the device is under management"
}

}
1,
"exp": {

"type": "integer",

"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
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Iltypell: "String",

"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
I
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
I
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"
I
"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
I
"sub": {
"type": "string",
"description": "Subject. The managed JumpCloud user ID on the device."
I
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}

CHE2 JumpCloudol M MIZsHe A2 HEMAEE 7IZ 02 Totsts Aol ofgLict

permit(principal, action, resource) when {

context.jumpcloud.org_id = 'Unique_orgnaization_identifier"'
};
AEX el St &2 B FQl

A AMNSRE MHMEHMOZ QST & IdPHAM A= AI2AF E8edS

FLICH Mo At EEH % MBE|of ol ZE(7H| 0| MM ATt 22|
P2
E

LIch o] Z2AHIA Foi Ch& HTTP il

AWS Verified Access QI AE
Verified Access AEZQIERZ &
10| Verified AccessOll M & E[R
7t F7HE Ut

X-amzn-ava-user-context

AEXH 28 S 44



AWS ZHBE N2 A8 R} 7tolE
O| 5li= JSON & EZ(JWT) SAle| AEX Sellde 2 FLICH JWT S40i= base64 URL &4

o2 AYE M, HO|ZE & MEBO| ZEELIC} Verified Access= ES384(SHA-384 SHA| & 11 2|
E2 A25t= ECDSA MHE L1 2|F)E AF25H04 IWT MES MAIshLC.

M IR ALS oP7I 7‘*01I XP’—". é% S2R7t MSsts 24 2ol 1rd A HE ¢-’£—01| CHal &

AZ SAsfor FLICH YHIMOR sub SHIYUS SH ASKIE AlY

LHE
. 0f: OIDC At X} 2RUO 2 MHEEI JWT
« 0f: IAM Identity Center At X} 28 c 2 MHEE JWT

. mE2 vl

e Of: yWT ZM I C|3E

0f: OIDC AHEXAL 2RIYUE L E MEE JWT

CtE oflol M= OIDC ALE R i el st HO|2=7F JWT 404 A ofEH EUX| EoiELICE.
sl el ofl:

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "OIDC Issuer URL"

"exp": "expiration" (120 secs)

}
HOo|2E9| of:

{

"sub": "xyzsubject",
"email": "xxx@amazon.com",
"email_verified": true,
"groups": [

"Engineering",

"finance"

]

OIDC At8 Xt 2B JWT



AWS HSE AAM&

ofl: IAM Identity Center AFE A 2RI 22 MHEE JWT

CHE ool A= IAM Identity Center AtE XL 22U 2| &2t HO|Z=7H JWT Z A0 A o{EH ELUX|
HoiE LIt

(® Note
IAM Identity Center2| Z< AtEXI HE L Zoi| ol =& & Lct.

sl 2l odl:

{

"alg": "ES384",

"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-

abcl23xzy321a2b3c",
"iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-

abcl23xzy321a2b3c",
"exp": "expiration" (120 secs)

}
HOo|2E=9| of:

{
"user": {
"user_id": "f478d4c8-a001-7064-6ea6-12423523",

"user_name": "test-123",

"email": {
"address": "test@amazon.com",
"verified": false

IAM Identity Center At AF & JWT



Verified Access QIAEIA = AL X} =
Access QIEEZQIEE FM5t= 20| E&LICH HTTPE AL S = Verified Access ?ﬂE_ QIEE F
S HEAIESt 05 E A85to{ EEfEE A= X QIEZ X|&telioF gfLICh.

Mat=e 742
U2 7o E HE F0{E 57| o MBS &elst= Jo| E&5LICH HEER] 7|8 71X 8]
™ JWT S0l 7| IDE 7tX 21 0| HEE AIE5t0{ IE X QIEM|M HEE! 7|§ Z3[&hLct. Zf

g ol
AWS 2|Mof| CHet A =EZQIE = CtF 1t Z &L Ct.
https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>
of: WT A 2 C|ZE

CtS ZE ool = Python 3.92 7| ID, HEE! 7| L HO|ZEE 71X E WS Bo{FLICH

import jwt
import requests
import base64
import json

# Step 1: Get the key id from IWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid']

# Step 2: Get the public key from Regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])
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AWS HSE AAM& AEXt7tol=

Verified Access &4
AWS Verified Access A& A}%%}Eﬁl AWSOI M S AEIE|= ol Z 2|7 o|Mof| HMASHT| QI8 22
x4

Molg £ &LICH AWS 2 21012l CedarZ 2 HEIRELICE CedarE AFE3HH Verified Access2t
ST ASSHES PAISH D EE ClbholA J|Et Al2| BRAHRRE| MAE M2 HYAES 7/FEoR

Cedar E* 21o4oi| CHEF O XfAM[EH L& 2 Cedar & & PHHME A ESHAM 2.

O| MM0f| M= Verified Access Aol &, L 3HEl LI, Mo| WHE dBstn H 71X o E NS &
LICE.
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Verified Access | X3&H xtod

Verified Access 152 M A3t 7{L} Verified Access QIEZQIEE MAIS [l Verified Acce RS
Holg £ = SM0| U&LICE. Verified Access HAE HOlstX| ot OF E= A EXZQIEE MY
g YR HAME HolF K| 2 E HMA ™Oo| xHEHEILICH

O M Mof M= AWS Verified Access T2 MBI HWot g MEshL|Ct T verified Access gH
off of MHES Z&e 4 Q&Lict CFS Cholo{ 222 Verified Access Aol T X E Ho{EL|CH
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https://docs.cedarpolicy.com/

effect permit
[ principal,
scope action,
resource |
when {

condition context.device.location =="US" &&

clause context.authn == “MFA”

Holls ohg 220l ZEELIC

- 51} - M2 MHO| permit (Allow) EEE forbid (Deny).QIX| x| gL|CH.

. Q- BT MBEIE FA|, Y W 2lAAE RIYELUCH OF et Zo| SF FA, T EE 2
AAE AR OHSORM Cedarl HPIS Holstx| b2 HEfZ & 4 YL 0] B JhsE
PE Zx, &Y U 24l Mol MEELCH

« ZUZXE-FWII MEEls HHAEE X|HELICHL

2 Hols o HolElx| g2 MEi2 KIS0 FLC
A ME| HYAEE AS 0] HHAE RITHE & Uit

ZHEREE 3 of K|

permit(principal,action, resource)

when{
context.<policy-reference-name>.<attribute> &&

context.<policy-reference-name>.<attribute2>

I

91 of oI a8 IAHKHE AL 510 BA MTol A7 ZEES T 7K 04 ALBY % UALICH Cedar
Q1018 AL 3 AFSX

<L +
UELICH %7H RIS B3 oM IS A ESHMIR.

K{RH I 7|
O 1 O
WM Ry A

RH
MY + &Lt 57F Aol ME E|X| ok /et 7Lt ot
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AWS ZHBE HM & AEXt7tol=

L} o|4to| 2 x| HAMo| MEE|E HAolle MM EM7 HMAE HESLICH Verified Access 15T}
Verified Access AIEXZQIE P F0of CHaH HAM BEMHE Holst Z F EM E2F HMHAE 5{S5HoF &
LICt. Verified Access NIE X QCIE O] CHEF HAM EME HO|5HK| 22 B Verified Access 18 &3
of| Bt HM[ATF R EHLICE
® Note
AWS Verified Access= S MME | 222 R HE HAFSHR|BF ZZHE T &of ¢l=248t
ClOIE{e] R 242 &Ql5HR| & LICt.

LI a&FX}

A M A0 MEEH ZIXH Ch st TS AL25104 AWS Verified Access ZAo| ZAEHIAEE
I M= & BMAE ALEstod F7F =S FIHE & J&LICH M =0 F7HHQl 23S
FItste Ol AL8E & e CFE U HMKIE BO| JELICH CHE EolE HZELE MSElE 2
£ W AMX7E LE &L T

QLERL fE IUHZE Description

! Boolean — Boolean =2 not.

== any - any IS, 80| Yxl|stX| &t= 4
R0 2E S| Lol &
SgUCH M2 CIE |39l &
2 4d3 MR Z2 F g&aLch

E any - any 28, CiSo| Hetch(?l & x).
< (long, long) — Boolean 2ot &2 ol "

<= (long, long) - Boolean AL 22 HiE d=.

> (long, long) - Boolean St 2 uiE "

>= (long, long) — Boolean AL ZFe HiE A4

el (entity, entity) -~ Boolean A
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AWS HEE AN A

re
=
P

&&

.exists()

has

like

.contains()

(entity, set(entity)) - Boolean

(Boolean, Boolean) —» Boolean
(Boolean, Boolean) -~ Boolean
entity - Boolean

(entity, attribute) - Boolean

(string, string) — Boolean

(set, any) - Boolean

Description

A& HEHA: (A2 B) || (C2

4 [B, C,..] O| AE EHO|
2ol Hx1I7P ot &=
ol z&t&l 82 27 LCH.
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AWS HSE AAM& AEXt7tol=

QA4FRL Y AUHEZELE Description
.containsAll() (set, set) - Boolean A &gl B HgfelZE 24
7t ZE k[0 J=X| HAEE
L|CF
.containsAny() (set, set) - Boolean A &gol B &gl 247t =
g xlof UEX| HAER LI
3% 0|

AWS Verified Access 220f 0|74 MHE Z & e = UELICH 2|7dAL //2 AI&S D M E2 BLIE
=2 Mo|=|L|C}.

CHS olAoM = G2l of7d BB E EoiE L

// this policy grants access to users in a given domain with trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)

S ™ e B

EY HEAEH EXfSHHLE ERSHK| &2 = U= OIO|EHHE H7t5t= AWS Verified Access &
2 NHE s U&Lc EMSHK| t= HHEAEQ| H|0|EE & ZEdt= 8 Cedars L7 E M
St AFEAFC| o| = ot &f 2tgi0| HAZ HII5t0] HMAE HEELICH o|E S04, 0| HEHAEO|
fake_provider2H) bogus_keyO|(7}) EXHEIX| o2 2 HEZ O|01E! &= QU&L|CH.

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};
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MNEX 70|=
Ol2f2t A2l S WAISHER has R RHE ALE 301 717} QUEXI 2OIE 4 QLI has HMRITE 7
58 ghetste 7T BYO| CfEt 27} BI17H SREID Cedars EM3HAI 2 ¥ 22 HE 2D
NESBIN 278 &5 x| et

permit(principal, action, resource) when {

context.identity.user has "some_key" && context.identity.user.some_key > 42
};

Ol ME CHE F &E[ 3=x

jn

SES

permit(principal, action, resource) when {

// user is in an allowed group
context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(

(
// if CrowdStrike data is present

// permit if CrowdStrike's overall assessment is over 50
context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)

|l
(

// if Jamf data is present,
// permit if Jamf's risk score is acceptable

context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)

N

24 o K
oAl 1: IAM Identity Center0d| CHE 2424 247

® Note

AM Identity Center= 1& IDE AM&3t0{ 1

HEE M A HFHO| lEtkl= Ag UX|E = A&LCh

>
12

174 o A

0
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AWS HSE HMA AEXt7tol=

CHS oA HA2 AFZX}L7| finance 2&(c242c5b0-6081-1845-6Ta8-6e@d9513c1078| O &
IDE 7+&)oll &5t EQIE O|HIY FAE 7HEl B0 AHAE S{SEHLICH

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true

};

Ol Al 1b: IAM Identity Center2| 2328 ARHof| =74 F7}
CHZ oAl HE2 AF& X7t finance & (c242c5b0-6081-1845-6Fa8-6e0d9513¢c1072| &

F7t
IDE 7tE)ol ot =HQlE O|HY FAE 21 QoM Jamf C|HEO|A 218 ™71 Lowe! B0l 2t
BN AE S ELICE.

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

CHS ofd| EX2 MEXI7I 28" 280l ot &QlE O|HY FAE 41 QoM Jamf C|HHO|A 2
7

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

};
of| Al 3: CrowdStrike A=
CS oA Hale MA W7 M7t 504S HE [ HHAE S8

permit(principal,action, resource)
when {
context.crwd.assessment.overall > 50
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i
oMl 4: E+ EAIE &Y
CHS GRS THEAE 2490 B3 ©1010] oo RO (MIOIZR)S ABSHE B HMS SHasts
g HoiELIct
permit(principal, action, resource)
when {
context.<policy-reference-name>["namespace:groups"].contains("finance")
i
oA 5: 5HIP T4 &
CtS ddl= §E IP AL 585t HAME Ho{ELICt
permit(principal, action, resource)
when {
context.http_request.client_ip == "192.0.2.1"
i
oAl 5a: EH IP && R
CtS odlXl= §E IP 48 RtEtots HAME EoiELICtH
forbid(principal,action, resource)
when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
i
/S o
Verified Access M3 =<0
Verified Access M = 20|= HM2 HAES D 7t st= O A8 E = U= BB E HMHA 2£9]
TRYULICH A= ZOIE HA, I8 A U M2 HHUAES B 50| EAISH HAS HAEST

i

g = A&Loh

AZ| HEIAE A2 AlZ| 22 A0ICH CHE M Verified Access 22Xt EX AME| K| EXH7F AFRSHE
Hetdt HAZ2 RE =T UE&LICH [MEtM HIAE 2 e SMo 2 8 ZoM AME HEAERN OF
L AEXQIE MME DF E0l5ts 10| O R8& + AU&LIC
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« AWS EQIEl HMAS| S Y
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"Statement" : [

{
"Sid" : "Allow access to principals authorized to use Verified Access",
"Effect" : "Allow",
"Principal" : {
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"Action" : [

"kms
"kms
"kms
"kms

1,

:DescribeKey",
:CreateGrant",
:GenerateDataKey",
:Decrypt"

"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "verified-access.region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid":

"Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

}I

"Action" : [

"kms

1,

Il

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

IlSidll

"Allow read-only access to key metadata to the account",

"Effect" : "Allow",
"Principal” : {
"AWS" : "arn:aws:iam::111122223333:root"

iy

"Action" : [

"kms
"kms
"kms
"kms

1,

:Describe*",
:Get*",
:List*",
:RevokeGrant"

"Resource" : "*"
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HM| A
"encryptionContext": {
aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

Iju

HMA 3

FOIE o
: {
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

b

—_
encryptionContext"
aws:verified-access:arn":

}
01l A& A= EOIE
encryptionContext": {
aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"
}
et 70 E= HHol Mo 53 HHAE ALEol CHEF XFAM|E LIE 2 AWS Key Management
Service 7HY At SHLHMO| 2 E 5l ZAEIAE S FHASHM L.
AWS EQIE| HM| A CHEH 2535 7| ZLIE|{R
AWS =OIEl HMA 2| AAQ BITH T2 2tE[E KMS 7|18 ALS6HH = IEl HAM| AT AWS KMSO|
LiE @8 E FXM5tE ol AWS CloudTraill2(E) AF8 & & A&LICH
CHE2 12 ZEl™ KMS 7|2 2= 3HE C|o|Eof AMA S| @Il &elE HMAM ZE
Bt KMS &2 2 L|E{35t=CreateGrant, RetireGrant, Decrypt, DescribeKey, &
GenerateDataKeyOl CiEt AWS CloudTrail O'HE 9| o &lL|C}
CreateGrant
D 2™ FIE ALE5I0] Bl LA E HE5tete ER Qe HMAE ALSRHE CHAISHO AWS
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eventVersion":
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"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z7",
"mfaAuthenticated": "false"

},
"invokedBy": "verified-access.amazonaws.com"

.
"eventTime": "2023-09-11T16:41:427",
"eventSource": "kms.amazonaws.com",

"eventName": "CreateGrant",

"awsRegion": "ca-central-1",

"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {

"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"

1,

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-

aela-6lee87104dae",

"constraints": {
"encryptionContextSubset": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f58le2e5c97a2"
}
I
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"
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1,
"responseElements": {

"grantId":
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-

"e5a050fff9893balc43f83fddf61e5f9988f579beaadd6d4sadedldf@7df6048f",

aela-6lee87104dae"
"@faa837e-5c69-4189-9736-3957278e6444",
"1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdos8",

},
"requestID":
"eventID":
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
: "Management"
=2 Ar83stod Het B

"eventCategory":
%o
B — |

[} RetireGrant

AI-X“%EI-

RetireGrant
xFod
= =

O|=| o
[ N T |

MaAE BlAAE
CS oA O|HIE = RetireGrant

I.

b

"1.08",

{
"eventVersion":
"arn:aws:sts::111122223333:assumed-role/Admin/",

"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
: "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"arn
"accountId":

"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
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"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:42:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"

iy
"additionalEventData": {
"grantId":
"b35e66f9bacb266cec214fcaa353c9cf750785e28773e61bab6t434d8c5¢c7632fF"
iy

"requestID": "7d4a31lc2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:337",

"mfaAuthenticated": "false"

}

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T17:47:05Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",

"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
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"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBqNucODuBYhyZ3h1MuYYJz9x7CwQWZw==""
}
.
"responseElements": null,
"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee31d",
"readOnly": true,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
HEE o #E[™E 77 AEH & 2

DescribeKey
2QI=| o i
of ZMst=x| & elgfLct
g 7ISELc

||1.®8||’

"userIdentity": {
Iltypell 0
"principallId":

"111122223333",

{

"eventVersion":
"AssumedRole",
"AKIAI44QHS8DHBEXAMPLE",

": Marn:aws:sts::111122223333:assumed-role/Admin/",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"arn
"accountId":
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:48Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:ca-

central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"

},
"responseElements": null,
"requestID": "5b127082-6691-48fa-bfb0-4d40e1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

GenerateDataKey

CH2 of|X| O|HIE = GenerateDataKey A4E 7|5 &tL|C}.

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:46:49Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20as4e455e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
I
"numberOfBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
I
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [
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"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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IAM Access AnalyzerE S35 IAM HAE .5.'§3F04 PtMSt D 7|15 Ql Het E%E — IAM Access
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CtE CIB(MFA) 2R: AWS HHE H ol IAM AFEAL EE= R E AMSX7F HR8 AlUEIR7E /(e
AL FI+ Eot2 2I5H MFAE MHEEILICH API 22 AMMo 2 S £ M MFATL 2R5tH ™
Mol MFA =7 % It REMIEE LI 2 1AM A8 DB A 2| Configuring MFA-protected AP
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{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
@ Note
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OIS A QIAEIA M
3 0|1 us-east-12(=) AWS S| L|C}
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource":
},
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}
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Mol cHEt ol Al 24 lLCt o] oMo A] 1234567890122 (&) AWS AHIH

"arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"

O| of|Al= IAM AFERI7L RFAIO| AFRAF XHH SHof| AZAE Qlgtel U 22| Mg 8 = ULE 5
ot HME MM s WHE Ho{FLICH o] HAHo= E2£0|AM EE= AWS CLILF AWS APIE AL
stod ZZ O WAooz o] ZFde &A=& £+ QU HEto| ZEELIC

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
A BH 7|8 HA oAl 89
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"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"
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"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
.
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

.

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}

]I
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"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
.
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:29:54.3449487Z",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

iy

"start_time": "1668580194340",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null
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"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": 0O,

"uid": "41bQ7859-4222-4f41-f3b9-97dc1EXAMPLE"
},
"duration": "@.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {

"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 304

.

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
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}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
.
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoeeexample.com",
"uuid": "4f040d0Of96becEXAMPLE"
}
},
"message": "",

"metadata": {

"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",

"logged_time": 1668805278555,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
.
"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null
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"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name":
"class_uid":
"device": {
"ip": "10.2.173.3",
os": {
"name": "Windows 11",
"type": "Windows",
"type_id": 100

"Access Logs",
"208001",

},

"type": "Unknown",

"type_id": O,

"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {

"serial_number":

.

"duration": "0.028",
"end_time": "1668816620842",
"1668816620842",
"http_request": {

"time":

"http_method": "GET",
"url": {
"hostname": "test.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
.
"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64;
(KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

x64)

"75143231-d504-fd5e-010d-5ed11EXAMPLE"

AppleWebKit/537.36
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},

"http_response": {
"code": 304

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",

"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
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"ip": "10.14.173.3",
"port": 55706
},
"start_time": "1668816620814",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null
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"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"
1,

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",

"version": "HTTP/2.0"

},

"http_response": {
"code": 302

I

"identity": null,
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"message": ,

"metadata": {
"uid": "Root=1-5cf1lc832-a565309ce2@cc7dafEXAMPLE",
"logged_time": 1668593776720,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"
}I
"start_time": "1668593568258",
"status_code": "200",

"status_details": "Authentication Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null
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{
"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
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"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
},
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II’
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"

},

"http_response": {
"code": 401

.

"identity": {
"authorizations": [],

"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
.
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "0@el281ad3580aEXAMPLE"
}
},
"message": "",

"metadata": {

"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",

"logged_time": 1668573773753,
"version": "0.1",
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"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T04:40:30.97873272",
"proxy": {
"ip": "3.223.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-021d5eaed2EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.4.133.137",
"port": "31746"
iy
"start_time": "1668573630955",
"status_code": "300",

"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
}
T -
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"activity": "Unknown",

"activity_id": "@",

"category_name": "Application Activity",
"category_uid": "8",

"class_name": "Access Logs",
"class_uid": "208001",

"device": null,

"duration": "0.004",

"end_time": "1668580207898",

21 &= ofA|



AWS HSE AAM& AEXt7tol=

"time": "1668580207898",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
"identity": null,
"message": "",

"metadata": {
"uid": "Root=1-435eb955-6b5ald529343f5adaEXAMPLE",
"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:30:07.8983447",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c¢32b53b3cEXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.28.57.68",
"port": "47220"

I

"start_time": "1668580207893",

"status_code": "000",

"status_details": "Unknown",

"status_id": "@",
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"status": "Unknown",
"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null
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{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"invoked_by": "",
"process": {},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
},
"session": {3}
},
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",

"class_uid": "3006",
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"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "https",

"text": "https://hello.app.example.com:443/"
},

"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

.

"http_response": {
"code": 200

},

"message": "",

"metadata": {

"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,
"version": "1.0.0-rc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"

}I

"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
.
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
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"port": "48234"
.
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,
"middle_name": "Middle",
""given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,
"preferred_username": "johndoe-user@test.com",
"profile": "http://www.example.com",
"locale": "US",
"nickname": "Tester",
"email": "johndoe-user@test.com"
.
"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"port": "80",
"hostname": "hostname.net"

"activity_name": "Access Grant",
"activity_id": "1",
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"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"

1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"invoked_by": "",
"process": {},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
},
"session": {}
},
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",
"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"
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},

"http_response": {
"code": 200

.

"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",

"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
}I
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": null
}
o /= — = ==
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-verified-access.html

AWS HSE AAM&

XEMIBE LI 2 CloudTrail userldentity @ A2 HZSHAAIL.

fol

FOI=| HM|A 21 1t &= 0|5l

4

=H s A.
CloudTrail 21 It lof= 5Lt o|ate| 21 =2 0| L= £ Q&L
LIEILIH @ E 2], 2 & miet0|E, 2 It A

C}. CloudTrail 21 Il U2 IH{EZ| API SE°| =& AE EQY0|AT} OILIEE EH &=ME EAIE

k&Lt

CHS o XMlE CreateVerifiedAccessInstance X210 CH8t CloudTrail 21 &= 8 E A|EHLCE.

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK4O0OINJWEXAMPLE:jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
I
"eventTime": "2022-11-18T20:44:047",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"CreateVerifiedAccessInstanceRequest": {
"Description": ""

’

"ClientToken": "85893ble-49f6-4d24-97de-280c664edf1b"

I
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {

"creationTime": "2022-11-18T20:44:04",
"description": "",

"verifiedAccessInstanceId": "vai-0d79d91875542c549",

"verifiedAccessTrustProviderSet": ""

}
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791ded9"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-17A8BD20
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-3829BC77
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-AF309E5E
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-5D439CF7
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https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/encryption-at-rest.html
https://docs.aws.amazon.com/verified-access/latest/ug/fips-compliance.html
https://docs.aws.amazon.com/verified-access/latest/ug/include-trust-context.html
https://docs.aws.amazon.com/verified-access/latest/ug/security-iam-awsmanpol.html
https://docs.aws.amazon.com/verified-access/latest/ug/waf-integration.html
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