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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
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1,
"Resource": "*"
}
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permit (
principal in ?principal,
action in PhotoFlash::Action::"LimitedPhotoAccess",
resource in ?resource

)

when { resource.IsPrivate == false };
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$ aws verifiedpermissions create-policy-store \
--validation-settings "mode=STRICT"
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-16T17:41:29.103459+00:00",
"lastUpdatedDate": "2023-05-16T17:41:29.103459+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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https://docs.cedarpolicy.com/schema/schema.html#schema-namespace
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AP A7 BB KB A L2 HAQ| ATHE 57| HM M A9 Lambda HEH RO4RHILIC Lambda H
B Roixtols 04R] B4 2IAATE YSLICH ABE HIL 023 2AAE SR HHE Ao
Hi Z 3fLICH CloudFormation Z2 =440 Y Z 5124 B34 AE 019 Lambda H3t R04A} ElAAE H
E3102 S50k BLICH API 47 MM AE0fE OHS El4AE PAHELICH

-_—

. AWS::VerifiedPermissions::PolicyStore: £ 7|0HHE 2|0l S A& LICH SchemaDefinition O|&
Ao|lz " EXte= oS Z&Loh\".

2. AWS::VerifiedPermissions::IdentitySource: ElAE & X{& 4 9| GetldentitySource E230{|AM 2f 2
SAMetT Heo met =g C

3. Lt Ol& AWS::VerifiedPermissions::Policy: 242 A4S Definition ZHA|0 SALELICEH O|AF
o|= " EXxt= Chaat Z&LICh\".

4. AWS: :Lambda: : &<, AWS::IAM: @38, AWS::IAM: :Policy, AWS::ApiGateway: Authorizer,
AWS::Lambda::Permission: 2 X{HAE Hde | HZEE THEHO| HHEZ T ABRMO| HIZS! EHoi| A

HEZS SAHELICH

232 Y™ XYL o A|JLICH 7|&E ABHS| Lambda HEF F oAt E|AAE O RIES/0| F
o

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyExamplePolicyStore": {
"Type": "AWS::VerifiedPermissions::PolicyStore",
"Properties": {
"ValidationSettings": {
"Mode": "STRICT"

Iy
"Description": "ApiGateway: PetStore/test",
"Schema": {

"CedarJson": "{\"PetStore\":{\"actions\":{\"get /pets\":
{\"appliesTo\":{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],
\"context\":{\"type\":\"Record\",\"attributes\":{}3}3}3},\"get /\":{\"appliesTo\":
{\"principalTypes\":[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type
\":\"Record\",\"attributes\":{}}}},\"get /pets/{petId}\":{\"appliesTo\":{\"context
\":{\"type\":\"Record\",\"attributes\":{}},\"resourceTypes\":[\"Application\"],
\"principalTypes\":[\"User\"]13}},\"post /pets\":{\"appliesTo\":{\"principalTypes\":
[\"User\"],\"resourceTypes\":[\"Application\"],\"context\":{\"type\":\"Record\",
\"attributes\":{}3}3}3}3},\"entityTypes\":{\"Application\":{\"shape\":{\"type\":\"Record\",
\"attributes\":{}}},\"User\": {\"memberOfTypes\":[\"UserGroup\"],\"shape\":{\"attributes

T2 A 34


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policystore.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-identitysource.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetIdentitySource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-verifiedpermissions-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-function.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-apigateway-authorizer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-lambda-permission.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-policy.html
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\":{},\"type\":\"Record\"}},\"UserGroup\": {\"shape\": {\"type\":\"Record\",\"attributes

\":{}}}}}}"
}
}
3,
"MyExamplePolicy": {
"Type": "AWS::VerifiedPermissions::Policy",

"Properties": {
"Definition": {

"Static": {
"Description": "Policy defining permissions for testgroup
cognito group",
"Statement": "permit(\nprincipal in PetStore: :UserGroup::

\"us-east-1_EXAMPLE |testgroup\",\naction in [\n PetStore::Action::\"get /\",
\n PetStore::Action::\"post /pets\",\n PetStore::Action::\"get /pets\",\n
PetStore::Action::\"get /pets/{petId}\"\n],\nresource);"
}

1,
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"

1,
"DependsOn": [
"MyExamplePolicyStore"

I
"MyExampleIdentitySource": {
"Type": "AWS::VerifiedPermissions::IdentitySource",
"Properties": {
"Configuration": {
"CognitoUserPoolConfiguration": {
"ClientIds": [
"lexample23456789"
1,
"GroupConfiguration": {
"GroupEntityType": "PetStore::UserGroup"
},
"UserPoolArn": "arn:aws:cognito-idp:us-
east-1:123456789012:userpool/us-east-1_EXAMPLE"
}
},
"PolicyStoreId": {
"Ref": "MyExamplePolicyStore"
I
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"PrincipalEntityType": "PetStore::User"

1,
"DependsOn": [
"MyExamplePolicyStore"
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-caching.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-deploy-api.html

Amazon Verified Permissions INT=IY A To] =]

o & X[ X Het Fo{ 2 S EAen HE Fo 222 HEs] E1 A&LCh

=) sF A
= =
HAEstD o.=1I3IOIE%EF = %‘%L—IEL

J\OI'

2£0{ M AWS CloudFormation Lambda & +& & o2{f M H2 AE0{2| 7H H|O|X[04| A HHZE
ClHES MENSHAAIL.

ZE0M EFE HE X USLICH AWS Lambda HH AWS 2|1 X{E L9 2£ 2 0|55t MF
o7} 9l 8= 0|22 M |:+ AVPAuthorizerLanbda API 47 HAM KT AE F 7K 04 AaiEt

Lambda &= X|EE £&5t10 Amazonol| & AW E 7|8 & LICH CloudWatch 2 1€ HAE 5t2{™
Lambda 2£0{| A &£ 2o} Monitor B2 MEHSHLICE. CloudWatch 21 E7|8 MEiIStT 21 1

Lambda &< 230 CHet XkMIE LIS 7HE R} eHLHM Q| CloudWatch Amazon Logs AWS Lambda
AMNEE BT AIR2.AWS Lambda

Li Lambda ‘H&F £ 04X} 7t EX4SHX| ef&LICH

APl A HM AE0{0| MHE 228t £0|= Lambda T8 £0{XIE API0i| 3Z45HoF EFLICH API
Gateway Z&0IM M3t £04XIE &2 = e A B MY L9 FIt 2|AAT7F MTHRHHLE of = By
EE|X| %S = UELICH APIZ HAZE YA X7 AAE AEO| HHEZELICH AWS
CloudFormation

HEE HE2 Y Z2HA BE Al Hix =l B I |£0| = B3 E EAIFfLICH o|0] o] 3o
M Blo{tCHH CloudFormation 222 7HA 2|2 AEH0M MSAII 22 0|22 AMSE EXMS.
AVPAuthorizer-<policy store ID> CloudFormation & Z

£ M3gfch.

CloudFormation AEH 22X sHZE0| =S0| 223l AWS CloudFormation AFE MEAMO| EAX| sHES
=t
| |

CloudFormation

LH API= Z2l0|8! VPCO| e{ HEt 204XIE S EE £+ Qi&LICH

HASE HE2 VPC A=ZQIEE S8 Lambda Het F0{Xt0f| CHEH M AE X|RSHK| & LICH AP
of Mt F 04X} AE E 5= Lambda & = AtO|0f| HIERIZ S22 & Ho{oF & LICH

=Hl siZ 37


https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-cloudwatchlogs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html

Amazon Verified Permissions INT=IY A To] =]

et 5o ZEo|M =7 AAEX SEE *E

ol
kl
H>
>
rC
[ul

API 917 BM KB A ZRMAS ASK E20| 18 SalUold HAEE et A
z _

7t ALERE £EE TedsteE M Fo REE O]

Amazon Cognito AFE At £9| ID L HMA EZ0)| U= 2 2ol ASE Hek A dHof o E

[==N=) o T
& + olesLich ol B Sof, Ll R ARHE ID E20] email 2aIUE 7Hx|T YleLich ID 240
SIS Mol R7lsts ol ChE REMIS LISS 8 AEsHIAI2 7|0 3 F&0IM ID A4 A
=
2.
MR Bted HEAE &4 EE Blas 442 Fubstm ML

AP| 21 A AE 042} O] HEFA0|AM A5t
Ol MM TAIO APl HEHE PHAEILICH MM XHEA AF|0ls ZHo]| HEIAE S48 §E 5L

o
7|2 Application 2|AA0 £80[Lt &<

rir
-
Q
3
o
(o
Q
H
_O'I_l
I
2
>
rir
l
>
>
1°
C
z
©
(@)
=)
E
3
()

0

APIOH 1 (B2 3 HME) 8 £7HE I M &relg QIASHE S B& KR AS Ho|o|= ok L]
C}. S5t Lambda 3 £ 04XHE ACIOIE 5104 A EHRiof CHEH HEH S04 Q&S MalsHok BrLICH AY
A B AR CHAL AIEHSIALE 71E S8 KB A S HololEd 4 et

.
p. [
=X
|>
Hm
(@
—_—
2
o

Verified Permissions 23%H

AWS Management Console

MR AE0IE MBS £ HM AE0{E MAdstEiH

-_—

https://console.aws.amazon.com/verifiedpermissions/H| A Verified Permissions &2 L
Ct S HEAE MEFLCH

2. 2% B FHOIM A A AE0] dof = ™EtS MEFLICH

= | =]
3. JIE M AE0f Zoll MEHELE F7H BA AR0IE MAY £ UsLIH
. EM AEO{E MES M HEY UM AR0{o| MM A0 IDE MELICH

o
« M HEM AEO{E ddsted™ M MM AE 0] 4 S MEHFLICE. Verified Permissions %3 =4
A



https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions INT=IY A To] =]
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M H& {EAE MAMFEdH create-policy-store B2 AFS EHLICEH
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AWS Management Console

A AE01E ARISHEIH
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ok M KA B ML
2. elmol B ol MEg Mg
3. O Wi AEO0{ AX|E MEHELIC
4. HAE YKol deleteE UMt AXE MEFLICH
AWS CLI

o] A AEO{E AKE & U&LICH

ol

delete-policy-store S Al

$ aws verifiedpermissions delete-policy-store \
--policy-store-id PSEXAMPLEabcdefgl11111
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyStore.html
https://console.aws.amazon.com/verifiedpermissions/
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2. 2Fo Y= BHM FolM &7[0HE MEIEfLICH
A

3. 270 &8 MEFLICH
AWS CLI
AWS CLIE AL&3t0d Af £7|0+HE MESHHLE 7|& A7|0HE EHo{AE{H
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"MySampleNamespace": {
"actions": {
"remoteAccess": {
"appliesTo": {
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https://docs.cedarpolicy.com/overview/terminology.html#schema
https://docs.cedarpolicy.com/schema/schema.html
https://console.aws.amazon.com/verifiedpermissions/
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"principalTypes": [ "Employee" ]

}
}
.
"entityTypes": {
"Employee": {
"shape": {
"type": "Record",
"attributes": {
"jobLevel": {"type": "Long"},
"name": {"type": "String"}
}
}
}
}
}
}
MX{ JSONZ &t & EXLEE o|AaFA 0|= 5t ool SHE CIO|E & cedarJsong MedsHof &
LICH CFHS oMol M= JSON A 7|0FS| O|AHO|ZEl HEE E & 35HE schema. json IHY Q| CHS
LHE S AL ELIC.
(® Note
Ol oidl= 75 @lsl EHtE Me|=A&LIch BHEo| oS 2ot S0[2d™H TA| o
£ & £0of =dafjof &Lct.

{"cedarJson": "{\"MySampleNamespace\": {\"actions\": {\"remoteAccess\": {\"appliesTo

\II:
{\"principalTypes\": [\"Employee\"]1}}},\"entityTypes\": {\"Employee\": {\"shape\":
{\"attributes\": {\"jobLevel\": {\"type\": \"Long\"},\"name\": {\"type\": \"String

\"1}},
\"type\": \"Record\"}}}}}"}

$ aws verifiedpermissions put-schema \
--definition file://schema.json \
--policy-store PSEXAMPLEabcdefgl111111

"policyStoreId": "PSEXAMPLEabcdefgl111111",

"namespaces": [
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"MySampleNamespace"

1,
"createdDate": "2023-07-17T21:07:43.659196+00:00",
"lastUpdatedDate": "2023-08-16T17:03:53.081839+00:00"
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https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions INT=IY A To] =]

JSON 2 EO0|M A 7|OF HE

JSON E E0{ M Verified Permissions A7|0+E T 5t2{H™

1. https://console.aws.amazon.com/verifiedpermissions/H| Al Verified Permissions &2 iL|C}.
MM LS MEdELCH

2. 2Z @M FoM A7[0HE MEIENLICEH

4. BEX YSO|JSON 7|0k ZHAS QLT BE 78 2R 8 HZY WAKIE 270}
E(0lE AHEHE KIEHE 4 9&rLIcH JSON B4l XIS Meifsto] 7|0t JSON T2 HAlS
#3 7 24m EERIe

A7(0F &K
AWS Management Console
Verified Permissions 27|02 AtX|sl24H

1. https://console.aws.amazon.com/verifiedpermissions/0| A Verified Permissions &2 L
Ch EA XYL E MEISAIR.

AWS CLI

Verified Permissions A 7|02 AMA|5te{™

A7|0FE EY A5 Y2 iaLIcH HA AE0{9] AF|O0H= cedarIson EEo0 El A 7|0}
7t = put-schema BHE ALE5t0 A ME = Q&L Bl AF|0t= 3 ¥ SHS (J'E EA
EIL_||:|.
= .

$ aws verifiedpermissions put-schema \
--policy-store-id PSEXAMPLEabcdefgl111111 \
--definition cedarJson="{}'{
"policyStoreId": "PSEXAMPLEabcdefgl11111",

A 7|0 HE - JSON 44
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Amazon Verified Permissions INT=IY A To] =]

"namespaces": [],
"createdDate": "2023-06-14T21:55:27.347581Z2",
"lastUpdatedDate": "2023-06-19T17:55:04.95944Z"
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Amazon Verified Permissions X% 45 =

Verified PermissionsOf| A 324 Z
HAEEX| {2 E X|HE = U&LIC

0l

2 dYstod @3 AE0{9| A7|0t0f| CHaH & #HE LHE

fjo

/A Important
MM AS 7|52 7HH HA = WM HESS MM 7L YOI0|ESIEiE 2E A= o CHSH
MM AE010| AF|OME 7|ELZ HABELICH Verified PermissionsE 74501 AlIjg 32 2
HE HEELICH

AWS Management Console

M AE0{o WM HE REE HHYs5iE{H

1. https://console.aws.amazon.com/verifiedpermissions/O| A1 Verified Permissions 2& & L
Ch S8 MEAE MEfgfLCH
2. HEE MEELT
UM AE 2= MMM =HE MEIELICE
4. C+Z B StLIE =HELICH
- WM ASE gHslstn D E EH HE A E AT|00]| CiS AESHE S StE{ WA (T
) ElC|2 HHES MEHELCY.
- YA wF0f ciet WX AE 2 SliAlsted™ 17| 2C| HES MEELICH confirmE &
295t01 A UC|0|E7L o4 A7|0Otol| CHal AB E[X| &b =X| & QIEhLct.
5. HZE AE MES ME{ELICH
AWS CLI

MM AE0{o HE REE MH5E{™

UpdatePolicyStore 1€ AFE 3l 1 ValidationSettingsOf 7 #4=0il C}E Zt S X|& 504 A K& A
Ol HE ZEE HAE = UsLICH

$ aws verifiedpermissions update-policy-store \
--validation-settings "mode=0FF",
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Amazon Verified Permissions INT=IY A To] =]

--policy-store-id PSEXAMPLEabcdefgl11111

{
"createdDate": "2023-05-17T18:36:10.134448+00:00",
"lastUpdatedDate": "2023-05-17T18:36:10.134448+00:00",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"validationSettings": {

"Mode": "OFF"

}

}

REMIEH LHE 2 Cedar EAY 2104 £ X 7to|=o| HA HIZ2Ig XML,
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https://docs.cedarpolicy.com/policies/validation.html

Amazon Verified Permissions AR} 710|1E
Amazon Verified Permissions Z3#H
Maio|gk 2ot &7 2lAA0 CHal StLt O & 2| 2fdg ™5t A H85HHU 2Xlste +EY
LICH 2 A2 ClE Han S8|MoF WIHEILICH Cedar MA4o| £ X 4l W7} whedof| CHEH RFAM|IE
LHE 2 Cedar &2 2101 & =X 7I0|=2| A7|0O104 CHEF Cedar HA HAES HZTFHML.
/A Important
Hot F=x|, ElAA U S EHXSHE Cedar HEUES EHMEH I AFSAIE 2 240 AIS
18 AYEXIE Holgh = l&LICH o]l AR O 2Y AHIE 2= Zd0| E&LICH
- DE BHot TR &l 2lAA AHEXIM] HE 15 AMEXHUUID)SE Z2 42 A A2,
0 E S04, Ar&A} janeO| E[ALE [ LIS 0| CHE AFEEO| O janeO|2t= O|& 2 AFESIES
§85HH M A XH= 04T35| User: :"jane" 2 & X 35le HAo| 2oist= ZE 5ol A
So=2 HAHAE £ QA ELICE Cedare M AF2XIQt 7|1& AF2XIE TEE £ EﬂﬁL—IEP.
O| Al EoF A & 2|AA AHEX B5of MEBELICH HAoi o] Al%XL7} ol QLo
O|E x| o HMA HEFHE B 045t= LO| RS T4 1R MHo| EEE| D RMAFSEIX| b=
AHXIE AFSSHA A2,
AE{E|0 UUIDE A8 E W= 4 X|HXH/)eE AEIE|Q| '8 O|§ 2 AH835l= W0l £
&LICH O|ZE A 5t YA E O g7 olsHe &= U&LICE. od: principal == User::"a1b2c3d4-
e5f6-a1b2-c3d4-EXAMPLE11111", // alice
o JHQI Al MHE 7|4 ME £= QIS HEE Hot X E= 2|AA0 CHEF T1f AlERIO
QUEZ 55K OAA|. 0|38 AlHEX= AWS CloudTrail EBYMH 2REes 20 &
Sof ZeEL|ct

Amazon Verified Permissions QE{E| 23 Al

R4XH O
s/ o

Amazon Verified Permissions= Cedar
£ Y Olo|E K82 Cedar H& 1o = 710|=
OlE| & Fxlolx MHE 72 L clole] K&} ¢

Permissions®t Cedar2| IE{E| & 4loj= & O|7}

o5

Verified Permissions2| IE{E|0]| CHEF JSON &4

1€ AIS

ol
AE

k=3

-

=H
pagal

g|.o:| x4
9| Cedar 7|2 Z*H
ol x|&rL|C}. 22{Lt

LIc.

2 MAMBHLICH X|RIE|= A 32
Cedar0| M X|&5t= O

15l= A< Verified

R4 =H

Zre Mol A Cedar®} CHELCL.

SIEIE] 24|
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Amazon Verified Permissions

Verified Permissions0i|A JSON Zix|= 2 & 7|-Zf ‘42 0| 0| Record?! JSON ZHA| 2 2HZE 5Hof
grLict.

Verified Permissions2| JSON S5 7| 0|§0| Set 0|1 Zt0| Cedar2| &2l JSON 552! JSON
7|-Zt Mo =2 eiE z|o{of ELLC}.

String, Long, ¥ Boolean & 0|§2| B Cedar2| Zf 7|-zf 42 Verified Permissions2| JSON
| 2 CHAELICH 24X o|§2 &cH 7| o|&LICt JSON Z&| LHol= 7|-2k 4ol stLt U=, 0o
7|M 7| 0|82 AZEl Zk(String, Long, EE= Boolean)Q| £ 0|&0|1 22 Cedar AE{E|2] 2}
olL|ct

= -

CtSa 22 SHoi|AM chELCH

rlo

Cedar YIE{E|2} Verified Permissions E{E|2| 2 & Al

Cedar 4 Verified Permissions 334!
uid Identifier
type EntityType
id EntityId
attrs Attributes
parents Parents

CHS X0l M= Cedarg AtEstod S 59| AEE| FAE X|Hotes Y-S EoiELICH

[
{
"number": 1
1,
{
"sentence": "Here is an example sentence"
1,
{
"Question": false
}
]

Ct= oAM= O|™ Cedar S5 oX|IQt S8 AEIE|7} Verified PermissionsO| A 0= H| & 4lo| X[H |
=X| 2o{EL|C}.

EEEER 29



Amazon Verified Permissions ALEXl 710|=
{
"Set": [
{
"Record": {
"number": {
"Long": 1
}
}
.
{
"Record": {
"sentence": {
"String": "Here is an example sentence"
}
}
1,
{
"Record": {
"question": {
"Boolean": false
}
}
}
]
}
CtS o= HEt 2o 2EAM HHME BII5H7| {8l Cedar AEE|2| HAlg X|Hets WHE HoiE
L|Ct
[
{
"uid": {
"type": "PhotoApp::User",
"id": "alice"
},
"attrs": {
"age": 25,
"name": "alice",
"userId": "123456789012"
I
"parents": [
{
"type": "PhotoApp::UserGroup",
AE{E| 3 Al 50
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AR 7H0|E

"id": "alice_friends"

I
{
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
}
]
I
{
"uid": {
"type": "PhotoApp::Photo",
"id": "vacationPhoto.jpg"
},
"attrs": {
"private": false,
"account": {
"__entity": {
"type": "PhotoApp::Account",
"id": "ahmad"
}
}
I
"parents": []
I
{
"uid": {
"type": "PhotoApp::UserGroup",
"id": "alice_friends"
},
"attrs": {3},
"parents": []
I
{
"uid": {
"type": "PhotoApp::UserGroup",
"id": "AVTeam"
},
"attrs": {3},
"parents": []
}
]
AIEE| A 51
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CHS ofl= O|™ Cedar NI} SUst AEIE| 7} Verified PermissionsO| A 0= Al & 4l0| X|™HE|=X| E
o4& LIC}.

[
{
"Identifier": {
"EntityType": "PhotoApp::User",
"EntityId": "alice"
1,
"Attributes": {
"age": {
"Long": 25
1,
"name": {
"String": "alice"
I
"userId": {
"String": "123456789012"
}
I
"Parents": [
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "alice_friends"
1,
{
"EntityType": "PhotoApp::UserGroup",
"EntityId": "AVTeam"
}
]
1,
{
"Identifier": {
"EntityType": "PhotoApp::Photo",
"EntityId": "vacationPhoto.jpg"
I
"Attributes": {
"private": {
"Boolean": false
I
"account": {
"EntityIdentifier": {
"EntityType": "PhotoApp::Account",
AIEE| A 52



AR 7H0|E

"ahmad"

"PhotoApp: :UsexGroup",

"alice_friends"
"PhotoApp: :UserGroup",

{
"AVTeam"

"EntityType":
"EntityId":

{
"EntityType":

"EntityId":
"EntityId":

[]
[]
[]

"Parents":
"Identifier":
"Parents":
"Identifier":
"Parents":

iy
}I
iy

Amazon Verified Permissions

Amazon Verified Permissions
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\"MyTestPolicy\", \"Statement\":

&Lict.
1123456789012 :policy/PSEXAMPLEabcdefgl11111/

{ \"Description\":

o1 CH

H

X
~4

"arn:aws:verifiedpermissions:

--policy-store-id PSEXAMPLEabcdefgl111111
SPEXAMPLEabcdefgl11111",

--definition "{ \"static\":
\"permit(principal,action,resource) when {principal.owner == resource.owner};\"}}"

$ aws verifiedpermissions create-policy \
\

"Arn":

10. NI HE MMoi| &
{

CreatePolicy2 42 Al

AWS CLI
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"2023-05-16T20:33:01.730817+00:00",

"PSEXAMPLEabcdefgl111111",

"2023-05-16T20:33:01.730817+00:00",
"STATIC"

"SPEXAMPLEabcdefgl111111",

"createdDate":
"lastUpdatedDate":
"policyId":
"policyStoreId":
"policyType":
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principal == resource
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https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions

® Note

MM AEO{HM HM AS2 AISSIES MYt 49 H
Verified Permissions7} 22 AE0{9| AF|OIE 7|ZEo 2 XM
E =l X% MMo| HAS |

—_—l_ O T O T | o

LICE.

2 SDhsHx| R5HEd 5Hef0

AWS CLI

LICE CtS dlAoM= ZhEFEE EX EAY

O| of&ol| M= definition. txt THUS ArSSto] 2 Ho|E Z & ehLICt
{
"static": {
"description": "Grant everyone of janeFriends UserGroup access to the
vacationFolder Album",
"statement": "permit(principal in UserGroup::\"janeFriends\", action,
resource in Album::\"vacationFolder\" );"

$ aws verifiedpermissions create-policy \
--definition file://definition.txt \
--policy-store-id PSEXAMPLEabcdefgl11111

"createdDate": "2023-06-12T20:33:37.382907+00:00",
"lastUpdatedDate": "2023-06-12T20:33:37.382907+00:00",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {

"entityId": "janeFriends",

"entityType": "UserGroup"
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html

AR 7H0|E

"vacationFolder",
"Album"

{
"entityId":
"entityType":

"resource":

}I

Amazon Verified Permissions
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ol
"Grant everyone of janeFriends UserGroup access

"2023-05-17T18:38:31.359864+00:00",

{
{
"Description":

[
"createdDate":
"static":

--policy-store-id PSEXAMPLEabcdefgl11111
"definition":

HAEO{O|M AR 7
"Policies":

—

$ aws verifiedpermissions list-policies \
to the vacationFolder Album"

GetPolic

XX
o

AWS CLI


https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_ListPolicies.html

Amazon Verified Permissions MNEX 70|=

iy
"lastUpdatedDate": "2023-05-18T16:15:04.366237+00:00",

"policyId": "SPEXAMPLEabcdefgl11111",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"resource": {
"entityId": "publicFolder",
"entityType": "Album"

}
},
{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"definition": {
"templatelLinked": {
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
}
I
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgll11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
I
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"
}
}

GetPolicy&t1g ALS 3104 HMo| M HEE ZMY £ UALICH 08 HIRlE HES 7 By

$ aws verifiedpermissions get-policy \
--policy-id TPEXAMPLEabcdefgl11111
--policy-store-id PSEXAMPLEabcdefgl11111

0
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_GetPolicy.html

Amazon Verified Permissions INT=IY A To] =]

{

"arn": "arn:aws:verifiedpermissions::123456789012:policy/PSEXAMPLEabcdefgl111111/
TPEXAMPLEabcdefgl111111",

"createdDate": "2023-03-15T16:03:07.620867Z2",
"lastUpdatedDate": "2023-03-15T16:03:07.620867Z2",
"policyDefinition": {
"templatedPolicy": {
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"principal": {
"entityId": "alice",
"entityType": "User"
1,
"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

},
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
1,
"resource": {
"entityId": "Vacation94.jpg",
"entityType": "Photo"

Amazon Verified Permissions 23%8 of| K|
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Amazon Verified Permissions INT=IY A To] =]

. DE JE{E|of CHEH M A 523517
. QE{E|o| &40l et HAMA 5{23517|(ABAC)
. HAHA HE

e AEE[o CHa HMA 5157

Ol oMol MHE AL AF alice?t AFZl VacationPhoto94.jpgE 2 £ UL E S5 HAMS MM
g = e Y-S 2od ELch
permit(
principal == User::"alice",
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"
);

AE{E| 250l CHolf HAM|A 5{Est7|

O| M| M= alice_friends & L 2E AFEXI7L AtEl VacationPhoto94. jpgE =2 = U
£ 5185t EHME dHe = U= gHE 2o ELCH
permit(
principal in Group::"alice_friends",
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"
);
O| Il E= AF& Al alice7t alice_vacation ¥ LI ZE AT & = UL S 585t EH

S MAME 4 s wHg Hoi FUc

permit(
principal == User::"alice",
action == Action::"view",

resource in Album::"alice_vacation"

);

(o}

O| oMol M= AFE XL a

CE 525t KRS AlA

P AFK

ok

ol
1
z

ce7t alice_vacation ¥ L 2 E AIZISE E1 HHE

T A= YHE 2o ELICH

m% o}

permit(

7He AE{E|ol| CH3H UM A 5157 ”
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principal == User::"alice",
action in [Action::"view", Action::"edit", Action::"delete"],
resource in Album::"alice_vacation"

);
O| ol Ml= alice_vacation YH|M AFEX}F aliced|H HEHE FHBSIE YAME e WHE B
0{FLICt. 047|M admin &2 A7|0t HIE T Holk|of Qe ARl E1, WEISHD, AMXE
= e et E&ete 2 YUt
permit(
principal == User::"alice",
action in PhotoflashRole::"admin",
resource in Album::"alice_vacation"
);
O| oMl= alice_vacation YEHOIM AFEXl alicedA HEHE 585t WMS ote s WHE H
o{F LIC} 047|M viewer :L——% A7|0F AE FZ0i Holzlo{ Qe AtEIZ ETD B2 2 &MHE
AqAe HetE ZEote I8t Yol LtPEl F B 2y S ST AFE AL edit0llH| alice
Tgto| 2 oFLC}.
permit(
principal == User::"alice",
action in [PhotoflashRole::"viewer", Action::"edit"],
resource in Album::"alice_vacation"
)
2 E QEE|of CHal HAMA 5{& 57|
Ol MoIMHE BE QIS E EHOt FX|7} alice_vacation YHE 2 = UL E 525t P M

A—|o|- /\ OIL I:II-

permit(

principal,

action == Action::"view",

resource in Album::"alice_vacation"
);
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permit(
principal == User::"alice",
action in [Action::"listAlbums", Action::"listPhotos", Action::"view"],
resource in Account::"jane"

);
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permit(
principal == User::"alice",
action,
resource in Album::"jane_vacation"

);

ABAC(EE 7|8 AM| & SH)= &Hdoll 27{stod HetE Helets et F04 MEFLLICE Verified
[m]

2
PermissionsE AI25IH M2 EoF A, &
X [m]

AEE TASHE Hot T, &
olafst 48 HEE & et

—_

Ol XM= 22 S20|552 0|42 HardwareEngineering £AQ| ZE EOot F&||7
device_prototypes &0l QU= AMTIS ET LIYEE = UL S sl= HME e W2 Ho{E

L|CH.

permit(
principal,
action in [Action::"listPhotos", Action::"view"],
resource in Album::"device_prototypes"

)

when {
principal.department == "HardwareEngineering" &&
principal.jobLevel >= 5

};
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O| oMol M= AFE A alice7t It 30| JPEGR! 2 E E|AAE 2 = UESE

g = e YHE 2o FLICH

oj
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12
fjo
0x

permit(
principal == User::"alice",
action == Action::"view",
resource
)
when {
resource.fileType == "JPEG"
1
Aol HHAE £40| JU&LICH HE 204 2% Al o248t £4& ™Yok & LICH context O]
XM= ALER7t alice 2 E readOnly QS e = UEE 585t YMS e dHE &
o4& LICH A 70| 2] appliesTo 42 MAME = U&LICE O|l= 6E S0 AIEAIEH &
3390| PhotoFlash: :Photo Z|A A0 CHSHA{TE HEH HodE AT E £ QT2 5= AL slE 214
£0f ViewPhoto CHEF R &8 &S XIEgLICH
permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
context has readOnly &&
context.readOnly == true
1
gLt A7|0M| M 2ol S48 dYste O E2 YHEH2 HYS Vs &Y 282 W= X
LICt. o & 04 O|F 0| ReadOnlyPhotoAccess X|I"HE|1 &¢] 1 & 9| ReadOnlyPhotoAccess
T 40| PhotoFlash: :Action::"ViewPhoto" /=& MHE &g CHE == JU&LICEH O] ol
oI ME Aliceoll 81T TE Q| 947] T Zhdof CHEH UMIA HEHS Hofsts HMS BoE wHg

HoiE LIt

permit(
principal == PhotoFlash::User::"alice",
action,
resource
) when {
action in PhotoFlash::Action::"ReadOnlyPhotoAccess"

};

AEE|2f o] et HAM A 5{&5H7](ABAC) 63



Amazon Verified Permissions INT=IY A To] =]

ol oMo ME 2

=
—
L Z{RHS AHAISF A
C O/ &E o= T

permit(
principal,
action,
resource

)

when {
principal == resource.owner

};

ol ofi ol A= ot Fxlel depa d
SOt FHIL BE BAAR B 4+ USE SISSHE HME SAGE YHE HoELID,

(® Note
QIE|E|0f HAH =7Hof| 12 = £ AM0| Qi= 4
1 s AEE(of CHEr s BRiel B

7t
Hob RS 0] BMof et 2|4 A0l CHEF A

permit(
principal,
action == Action::"view",
resource
)
when {
principal.department == resource.owner.department
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permit(
principal,
action,
resource,
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when {
principal == resource.owner |
resource.admins.contains(principal)
i

YHo| YH ol forbid7t ZEEIE A9 H

rok
fjo

Foist= CHAl HetE MBHerLICH.

/A Important

Tet2 2045t 50| permit 2 forbid HAMO| 25 ME L= B forbid7t MEfLICEH

?10{ &= 7}0|EQ] 0N AZ|0} MlM0f PhotoFlash MEE 7ja4 22 Z27
groich
= .

CHZ o Xl= Cedar %4
Hof HolEl S48 A8

O of&Mo| M= AFE A alice?t RE 2|AA0 CHEH readOnly 242 Aol 2E &S +&5HK]

7t
ot & HF st HHE ddstes dHE EoiE LT

forbid (
principal == User::"alice",
action,
resource

)

unless {
action.readOnly
};
ol Mol M= 2ot = of CH3H owner &2 7HX| UX| &E2 B private £H0| U=
2E glacof ChEt S

forbid (
principal,
action,
resource

)
when {
resource.private

}

unless {
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principal == resource.owner
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Amazon Verified Permissions 2324 ElZ 2|

Verified PermissionsH| A Cedar 22 BIZ31S 445109 A|ARIO| CHEF HMA Ao #&lS Holg =
RlesLich M ©E32 principal, resource, £ S Choll T3t xt2| EAIR}F 9 Cedar B
LI HM HESIZ AFE5IH YA Z 8t tH HOo|ft CfF ofe] 2ot A & 2|0 A" = U&
Lick. S S E3lof ChE nlolEE T MES ASsE ZE 2ot FA U 2la A0 BrIE
Ch. XkM[EH LI 2 Cedar & 910 & X 7+0|=2] Cedar A HE SIS FHESHAM L.
MM EZSIE AFE5t0] O E2[AH 0| HA oM SRE = U= HHE MEst= [ol E&LICH K&
Sof, Y™ HESIS AZsHe 2ot FAIoH 2laA0] Chsl 7|, BE U MY HEte MZsts B
g MM EESIS orE 4 Qe
permit(

principal == ?principal,

action in [Action::"Read", Action::"Edit", Action::"Comment"],

resource == ?resource

);

2ot FHE BlAA0 HAKE KIS HESIH0lMol M HES'S S50 A
of ot FRol| Bla20l CHE 94|, BT W M Sreig 4

A1AH EHIZZ 2] AHAA
o= BE A o

HM HE3e M5

1. hitps://console.aws.amazon.com/verifiedpermissions/0i| A Verified Permissions &2 L
Ch. H2 XY AE gL

2. 2EZo| B FHo|M M HESS MEELICH

3. M T MME MeEch

4. M5 HE MMdoM G RES! dHES =g

5. MM EZS 2F MMo|M ?principal X ?resource AtZ| EAIRHE ALE3to{ O] HES!IS
7|gto 2 BHE M| Rofsts HEte ALK RIME 4 QTS 518FLICH HAlg M50
HM HE3 20| HAlg HE 7T SomT|2 X|IHE £ UaLich

6. HM T MM MefELIC)
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Ext 7tol=
AWS CLI
A HESS AN

CreatePolicyTemplateZr 42 Al 5t0{ MM RHIEZSIZ M8 = JU&LICt CHF oo = 2ot F
Aol CHEt X2l ZEAIRIL e A HESS MEELICH

"VacationAccess"
permit(
principal in ?principal,
action == Action::"view",
resource == Photo::"VacationPhoto94. jpg"

);

$ aws verifiedpermissions create-policy-template \
--description "Template for vacation picture access"
--statement file://templatel.txt
--policy-store-id PSEXAMPLEabcdefgl111111

{
"createdDate": "2023-05-18T21:17:47.284268+00:00",
"lastUpdatedDate": "2023-05-18T21:17:47.284268+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll1111"

}

-
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreatePolicyTemplate.html
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"pt-4651be67-c128-4d22-8e67-9b068980c631",

tdS At

"USGI",

I

:"VacationPhoto94. jpg"
"alice"

"view",

resource == Photo:

{

"policyTemplateId":
{

== Action:
definition.txt
"principal":
"entityType":
"entityId":

o

=

principal in ?principal,
"templatelinked":

action
FC}

permit(
);
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£ HEA0M 7= BlaAet Ho| U710l 7= 2o FA| ElAAT 2F &

$ aws verifiedpermissions create-policy \
--definition file://definition.txt
--policy-store-id PSEXAMPLEabcdefgl11111l

{
"createdDate": "2023-05-22T18:57:53.298278+00:00",
"lastUpdatedDate": "2023-05-22T18:57:53.298278+00:00",
"policyId": "TPEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyType": "TEMPLATELINKED",
"principal": {
"entityId": "alice",
"entityType": "User"
1,
"resource": {
"entityId": "VacationPhoto94.jpg",
"entityType": "Photo"
}
}
X{%H Ei| Z 2| T4 K|
O 1 A =2 AN - -

AWS Management Console

A HESIg HE ot
1. https://console.aws.amazon.com/verifiedpermissions/0| A Verified Permissions &2 3L

CF. &AM AS MBI

2. PIZo| B B0l B MEZS MHBLICH 2E0IE SR HA ASofolM HAE 2E
A8 g E310| ZAIELUC
3. MM EES A Qe 20| HES M5 HM MEX 44, UHl0IE A7, BA HES
H8 S B4 MEXol CH3t M2 27t EAELIC
4. TEIS Mestol MM HETIS HRHLICH Lo HEt B Y U HM 222 ¢no|s
B Che B MES YE|0|E S MEtEC)
EEE R 70


https://console.aws.amazon.com/verifiedpermissions/

Amazon Verified Permissions

5. HMEEZ Fof Ue 2|2 HES MEfet OFE AN E MEfstH M B ESIE ANE
AELICH 2 lE MEsto] YA HES! AXE FolgL/ct
AWS CLI

MM HZ22 Ao)|o|E 5™

R4 RH %.E_

UpdatePolicy2 & AtE3t0{ X Mg I + U&LICH CFS oolM=s EH
Yol M EXo 2z WAstod X|HE HA =HESS Uolo[EE LT

fjo

ut oi

templatel.txt ZtO| LIS

permit(
principal in ?principal,
action == Action::"view",

resource in ?resource)
when {
principal has department && principal.department == "research"

i

$ aws verifiedpermissions update-policy-template \
--policy-template-id PTEXAMPLEabcdefgl111111 \
--description "My updated template description" \
--statement file://templatel.txt \
--policy-store-id PSEXAMPLEabcdefg111111

{
"createdDate": "2023-05-17T18:58:48.795411+00:00",
"lastUpdatedDate": "2023-05-17T19:18:48.870209+00:00",
"policyStorelId": "PSEXAMPLEabcdefgll11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"

}

AMIZ X2 AE 0] 2 AF2510q Verified Permissions0i| A 420 A E 0
x XA E|Z 2l gl AF|OLE AFR504 KI=H
1 Z2 Verified Permissions BIZ 3! 214 HA oM E ME H™M AE0{ 2 ST I
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdatePolicy.html
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AR tolE
PhotoFlash® Z 2! @172 =& oK
Of of&ol M= 7HQ! AtERLet HISTHE SR8t AFRl & AFZIO]| A[EHA] HAM[A HEH Hof HH HESS
A8ste HER o HHE BteE= WS Eo{ELICt
@ Note
Cedar E& Ho{o| M= HEE|E in AHAMZE ZHFELICH M2t principal in
User::"Alice"E principal == User::"Alice"ot Z&LICH
permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);
o] 01IX1I01IA-IE MRl AFE R & AT HISIHE SR8 ARl CHEr MEHEl HMA 38 ™
Mot HIES 12 WM E pte = 22 Ho{ELICH
permit (

principal in PhotoFlash::User::"Alice",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess"
resource in PhotoFlash::Album::"Italy2023"

’

);
ol iRl ME 21T DT HIZHE ZREH ARl U 7HQI AFEIOf KIBHE] HAA 518 K& &
MEdte HIES o A tte= Y E 2Eo{iE LIt
permit (

principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"

);

o| il &7

Slg AHgste o Hg 2oiEUC

permit (

£ ol ATl HIZHE 2R ATI0) CHE MIBHE AM|A 5{S0laHs HA
o) HfEH S

M|k

PhotoFlash&Z %! 2472 %= od| x|
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principal in PhotoFlash::FriendGroup::"Jane: :MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoLimitedAccess",
resource in PhotoFlash::Album::"Italy2023"

);
Ol MM £l D& HISIHZE S/ ARl I THE AFZIof| CHEF M| HAl|lA FHEH £o 24 =
E32 M85t HES E HAME ttes Y g EofELCch
permit (
principal in PhotoFlash::UserGroup::"Jane::MySchoolFriends",
action in PhotoFlash::Action: :"SharePhotoFullAccess",
resource in PhotoFlash::Photo::"VacationPhoto94. jpg"
);
Ol M MHE Aol AHERE AHE X HESE AISots HER A2 HME BtE= WHE 2o

ELich

forbid(

principal == PhotoFlash::User::"Bob",

action,

resource in PhotoFlash::Account::"Alice-account"
);

DigitalPetStore

DigitalPetStore MZ H2 K& A0l= HA HEZI0| 2 [0 UX| 2L &LICEH DigitalPetStore & &
M KEAS WA $ 210 A FolM HAS M50 HA MT A0 TEHE WS B £ s
L|CH.
TinyToDo EE2! 42 H& of |
ol cilRIo A= THE AL RESH EHA T SZoll ChaH 215 AFR R AMIA HEHS Rofste WM UESIS
AEste ”HIER 8 WM ddste YHE Eo{ELCt

permit (

principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-

east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [TinyTodo::Action::"ReadlList", TinyTodo::Action::"ListTasks"],
resource == TinyTodo::List::"1"

);

DigitalPetStore 73
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Ol XM= 7HE ALSRtet EfAT S 5of CHall EER M A HetE Roisie HM EESS ME
St= "HER Ad HHg ddste dHE 2o{ELIn
permit (
principal == TinyTodo::User::"https://cognito-idp.us-east-1.amazonaws.com/us-

east-1_h2aKCUlts|5ae@c4bl-6de8-4dff-b52e-158188686f31|bob",
action in [
TinyTodo: :Action::"ReadList",
TinyTodo: :Action::"UpdatelList",
TinyTodo: :Action::"ListTasks",
TinyTodo: :Action::"CreateTask",
TinyTodo: :Action::"UpdateTask",
TinyTodo: :Action::"DeleteTask"
1,
resource == TinyTodo::List::"1"

);

TinyToDo R E2! o472 == of| x| 74
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https://openid.net/specs/openid-connect-core-1_0.html
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- .AWS 2|
A% Z IDYLICH

« ID AAQF A

st2ds ALS At QIEIE| &

14 ®
- ID &AL Q1ASIE{= O & QEIE| R82 2 & = MyCorp: :UserGroup U&LICEH
o (MEHALE) HE XYL QEE B = UL E HEHS Roidtti= AHEXF £2| E210|IE ID.
ASE M2

T Amazon Cognito AFEXF Z20| B 2 S22 CHE AWS AH-EHH| M Xt
I'He = eigLICt A& Het2 & 0] ALK & 2ot FAof MEE|= A
= A BB AA AHEXIQ| AEIE| HFAE AHEAL E29| IDE A™EELICH us-
west-2_EXAMPLE

AMEX E EE 2ol &4, Hel, 25, E2t0|HUE ID X ASX XE Clo|E{7F Z&E + A&
CtH. Amazon Cognito JWTE 215 270 7048 = = Chdet HEE ASE Hetol 28E + A&

LICH CtSol ZefELch

1. dFA7E /Je AH8XE 0| & & 22l cognito:

2. AFEXF X|I'd & (A) custom: prefix

3. HEIYo| F7IE HAH EdY

4. 0IDC & 22, o: & sub email

olz{st o nt | YH2 HEE HEt HHoi| M AtAls| CHELICH A7(0F 2 HE0| A ID AA AL

=2

k=

/A Important

BF=2 £[7]| 0il Amazon Cognito EE2 FAE = UX|EH IWTE MBD fREHEE #&E S5E
a8 HEi HIXME 2lAA2 ZHFELICH JSON 2 EZE RFC 75198 &35t MH|AE #ZHo
EEZS H5Y A2 oot A E Sl EES A5Y HRe HELICH F, Verified

Permissions= F|AE[I7HLE LISl AKX E AEXAH EZE EEE T
£ Foig = U&LICH o|2HEt !I®E E0le{H RE& 7I|ZHo| 7HE B2

AN —
At HME Al = e HEte M7Hstidis 89 Mz 18 EE& Flasts Aol E&LCH

Verified PermissionsQ| AF& A} & ID AA0| CHEF Cedar HA2 WAt L LE () 0|2/Q| EXIE =
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-tokens-with-identity-providers.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-attributes.html#user-pool-settings-custom-attributes
https://datatracker.ietf.org/doc/html/rfc7519
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AL 2dol ZEELICH : cognito:username custom:department cognito:usernamefEE
custom:department 282 X 5te M T2 principal["custom:department"] &
&t24™ 2tZt principal["cognito:username"] & 2 EMFHAAL.

(® Note

EZ0o| M5 At cognito: or custom: MFAV 22 Zeld 2IE{H 20| cognito Z &
=l 2o 0|F0| E0{ U= 2 a8 AEF &2l IsAuthorizedWithToken2 2 ATHE L

custom ValidationException

Ct.
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HE Ho{ELLCt.

permit(
principal == ExampleCo::User::"us-east-1_example|4fe90f4a-ref8d9-4033-
a750-4c8622d62fbh6",

action,
resource == ExampleCo::Photo::"VacationPhoto94. jpg"
)
when {
principal["cognito:username"]) == "alice" &&
principal["custom:department"]) == "Finance"
¥
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permit(
principal in MyCorp::UserGroup::"MyOIDCProvider|Accounting",
action,
resource in MyCorp::Folder::"YearEnd2024"
) when {
principal.jobClassification == "Confidential" &&
!'(principal.location like "SatelliteOffice*")
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X|Q} 2t E URL B2 LICH https://myapplication.example.com audA S ™ F&0| A1
ZHap A HARtE| = A obELIC.
QISE MEt2 IS0 20| ID 24 CHY L EC0|ME AS S et

Amazon Cognito
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async function authorizeUsingJwtToken(jwtToken) {
const payload = await verifier.verify(jwtToken);

var principalEntity = {
entityType: "PhotoFlash::User", // the application needs to fill in the
relevant user type
entityId: payload["sub"], // the application need to use the claim that
represents the user-id
};
var resourcekntity = {
entityType: "PhotoFlash::Photo", //the application needs to fill in the
relevant resource type
entityId: "jane_photo_123.jpg", // the application needs to fill in the
relevant resource id
};
var action = {
actionType: "PhotoFlash::Action", //the application needs to fill in the
relevant action id
actionId: "GetPhoto", //the application needs to fill in the relevant action
type
};
var entities = {
entitylList: [],
i
entities.entitylList.push(...getUserEntitiesFromToken(payload));
var policyStoreld = "PSEXAMPLEabcdefgll11111"; // set your own policy store id

const authResult = await client
.isAuthorized({
policyStoreld: policyStoreld,
principal: principalEntity,
resource: resourceEntity,
action: action,
entities,
b

.promise();

return authResult;
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function getUserEntitiesFromToken(payload) {
let attributes = {};
let claimsNotPassedInEntities = ['aud', 'sub', 'exp',
Object.entries(payload).forEach(([key, value]) => {
if (claimsNotPassedInEntities.includes(key)) {
return;

jti', 'iss'];

}
if (Array.isArray(value)) {
var attibuteItem = [];
value.forEach((item) => {
attibuteItem.push({
string: item,
1);
1)
attributes[key] = {
set: attibuteltem,
};
} else if (typeof value === 'string') {
attributes[key] = {
string: value,

}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'bigint' || typeof value ==='number') {
attributes[key] = {
long: value,
}
} else if (typeof value === 'boolean') {
attributes[key] = {
boolean: value,
}
}
18

let entityItem = {
attributes: attributes,
identifier: {
entityType: "PhotoFlash::User",
entityId: payload["sub"], // the application need to use the claim that
represents the user-id

}
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};
return [entityItem];

}
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https://github.com/awslabs/aws-jwt-verify
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
https://docs.aws.amazon.com/cli/latest/reference/verifiedpermissions/create-identity-source.html
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_CreateIdentitySource.html
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AWS Management Console

Amazon Cognito AF& Xt & AtH B AAE MdsteiH
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AWS CLI

Amazon Cognito At&Xt & A3 5H AAE M5te{™

Source 22 AFE35H04 ID HES BHE & /& LICHCreateldentity. CHS oA=& Amazon Cognito
(@]

x|
A-EXt Z0| QIS E Xt B0l HMAE = Us X 5B 2L E HHEELIOH

Ct= config txt IFUO0|E create-identity-source W& Q| --configuration TF2FO|E{7} A}
& = 2= Amazon Cognito AFE XL E2| MF HE It E0{ JU&LICEH
{

"cognitoUserPoolConfiguration": {

"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"

0424
o o.

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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Cognito E& £M4E Cedar 20 F&|| Mol OHZE 5= ol CHEE RFMISH LI 2 A 7|0} &
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CHS config. txt TFAOlE BWRIO| --configuration OH7H B0l M ALEE OIDC IdP2| M|E
HMEJI £0{ Q&LIC} create-identity-source O] (iAo MHE= ID E20i CHEF OIDC ID A4

BrELICH

~

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
"tokenSelection": {

"identityTokenOnly": {
"clientIds":["lexample23456789"],
"principalIdClaim": "sub"

I

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

config.txt ItUof= BRO| --configuration Of7H B0 AR E OIDC IdP2| MIE

£0{ U&LICt create-identity-source O] MM MHE HMA EEE OIDC ID A4

"openIdConnectConfiguration": {
"issuer": "https://auth.example.com",
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"tokenSelection": {

"accessTokenOnly": {
"audiences":["https://auth.example.com"],
"principalIdClaim": "sub"

1,

I
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

0424
oo,

$ aws verifiedpermissions create-identity-source \
--configuration file://config.txt \
--principal-entity-type "Usex" \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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A BE AL Yol QU BICIQ HES MEE O} R BT A4 AR M5t 14 B &
AE MY % UASLICH HAE M0 delete® U O K12 B 24 AXIE Mestod
A B A2 AXIE HRIFLIC

AWS CLI

Updateldentity A A ZFo12 AL235}04
X

ID AAE AH|0|EE £ l&LICt CH2 o|Xl= CHE Amazon
Cognito AL&X} 2& ALEst= S XIHE X
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config.txt I'UM|= create-identity-source @& 9| --configuration Tt2FO|E{7} At
Z= 2= Amazon Cognito AF& Xt 2| MF HE It E01 U&LICEH

oo L1
met ojo

"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:us-west-2:123456789012:userpool/us-
west-2_1a2b3c4d5",
"clientIds":["alb2c3d4e5f6g7h8i9j0kalbmc"],
"groupConfiguration": {
"groupEntityType": "MyCorp::UserGroup"

0424
o o.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgll11111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"

}
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2 config.txt Tt create-identity-source B2 9| --configuration Lt2tO|E{7} At
& &= /= Amazon Cognito AL XH E9| ME HE 7 £0{ J&LICH.

"openIdConnectConfiguration": {
"issuer": "https://auth2.example.com",
"tokenSelection": {
"identityTokenOnly": {
"clientIds":["2examplel@111213"],
"principalIdClaim": "sub"
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https://console.aws.amazon.com/verifiedpermissions/
https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_UpdateIdentitySource.html
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}I

1,
"entityIdPrefix": "MyOIDCProvider",
"groupConfiguration": {
"groupClaim": "groups",
"groupEntityType": "MyCorp::UserGroup"

Od24.
S o.

$ aws verifiedpermissions update-identity-source \
--update-configuration file://config.txt \
--policy-store-id 123456789012

{
"createdDate": "2023-05-19T20:30:28.214829+00:00",
"identitySourceId": "ISEXAMPLEabcdefgl111111",
"lastUpdatedDate": "2023-05-19T20:30:28.214829+00:00",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
}
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-authorization-with-avp.html
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CommonTypes £4& F7}

OIDC & S22 oft] A x[HELICH

OIDC 3ZXAHE F7IE W ID = HMA EE0|M 1 & Sole| 0|52 MEisto] HA X{F Ao A

EX & FEol| oHEE = J&LIcH AEE HE2 ChE Aol O& ZaYS QAELUCH

1. S Q= EXHYE: "groups": "MyGroup"

2. 3Wo R FEE =5 "groups": "MyGroupl MyGroup2 MyGroup3" Zf EXI¥€S 25
Ct.

3. JSON (&lE2 #&8) §5: "groups": ["MyGroupl", "MyGroup2", "MyGroup3"]
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https://docs.cedarpolicy.com/schema/json-schema.html#schema-commonTypes
https://docs.cedarpolicy.com/schema/json-schema.html#schema-commonTypes
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Mg = @i&LICH principal.cognito:groups context.ip-
Ao=Z2 g s ®7|HE AE35tod olzfet 7ol FAlE2 K|sHoF &Lc.
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"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": true
},
"custom:employmentStoreCode": {
"type": "String",
"required": true,

},
"email": {
"type": "String",
"required": false
}
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O] RHo| HAHAE H4dof Cigt Y& ofxl| A7|ot= CHE 0t Z &Lt
"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
'context": {
"type": "Record",
"attributes": {
"ip-address": {
"required": false,
"type": "String"
}
}
.
"principalTypes": [
"User"
]
}
}

k

=

Ol A7|OtE 7|IEL 2 HBE 4o it of x| A2 Ch3a Z&Lch

permit (
principal in MyCorp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",
action,
resource
) when {
principal["cognito:username"] == "alice" &&
principal["custom:employmentStoreCode"] == "petstore-dallas" &&
principal has email && principal.email == "alice@example.com" &&
context["ip-address"] like "192.0.2.*"
};
o —
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pools-API-operations.html
https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
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Amazon Cognito AF& Xt £2| ID EZ F X0 Cigt AtA|eH LH& 2 Amazon Cognito 7HEE R} 2HLHA 2]
ID EZ AIEE FZstAAIR.

CtZ odlAl ID EZ0i= 22 Ul 7t x| R al 40| /U &LICt 047]|0d= Amazon Cognito &2 22| &
cognito:username, AFE A X[ Z2I custom:employmentStoreCode, & 22| email,
2l UA|M 28 tenantO| ZEHELICTH

"sub": "91eb4550-XXX",
"cognito:groups": [

"Store-Owner-Role",

"Customer"
1,
"email_verified": true,
"clearance": "confidential",
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"cognito:username": "alice",
"custom:employmentStoreCode": "petstore-dallas",
"origin_jti": "5b9f50a3-05da-454a-8b99-b79c2349de77",
"aud": "lexample23456789",
"event_id": "@ed5ad5c-7182-4ecf-XXX",
"token_use": "id",
"auth_time": 1687885407,
"department": "engineering",
"exp": 1687889006,
"iat": 1687885407,
"tenant": "xl1llapp-tenant-1",
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"email": "alice@example.com"

Amazon Cognito ALS Xt E2 ME310{ A1 3 BH LA S HEE WE 2B M =QIE HEHo|
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https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-id-token.html
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"type": "Record",
"attributes": {
"cognito:username": {
"type": "String",
"required": false
.
"custom:employmentStoreCode": {
"type": "String",
"required": false
.
"email": {
"type": "String"
},
"tenant": {
"type": "String",
"required": true
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principal in MyCozrp::UserGroup::"us-west-2_EXAMPLE |MyUserGroup",

action,
resource
) when {
principal["cognito:username"] == "alice" &&

principal["custom:employmentStoreCode"] == "petstore-dallas" &&

principal.tenant == "x1llapp-tenant-1" &&

principal has email && principal.email == "alicee@example.com"
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"User": {
"shape": {
"type": "Record",
"attributes": {
"email": {
"type": "String"
},
"email_verified": {
"type": "Boolean"

.
"name": {
"type": "String",
"required": true
.

"phone_number": {
"type": "String"
}I
"phone_number_verified": {
"type": "Boolean"

Che A2 0IDC SSAte| 28 T oA M ELICh

permit (
principal in MyCozrp::UserGroup::"MyOIDCProvider |MyUserGroup",
action,
resource
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https://openid.net/specs/openid-connect-core-1_0.html#StandardClaims
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) when {
principal.email_verified == true && principal.email == "aliceeexample.com" &&
principal.phone_number_verified == true && principal.phone_number like "+1206*"
};

Pl
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Amazon Cognito HAM|A EZ OHE
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https://datatracker.ietf.org/doc/html/rfc6749#section-3.3
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-lambda-pre-token-generation.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-access-token.html
https://docs.aws.amazon.com/cognito/latest/developerguide/amazon-cognito-user-pools-using-the-access-token.html
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{
"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"cognito:groups": [
"Store-Owner-Role",
"Customer"
1,
"iss": "https://cognito-idp.us-east-2.amazonaws.com/us-east-2_EXAMPLE",
"client_id": "lexample23456789",
"origin_jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"event_id": "bda9@9cb-3e29-4bb8-83e3-ce6808f49011",
"token_use": "access",
"scope": "MyAPI/mydata.write",
"auth_time": 1688092966,
"exp'": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"
}

Ct= ol = Verified Permissions A 7|00 M A EZ odA|Q] £ HIQESIE g EoiFLICH A

1Oo2 - O
7|0F HEofl Ch8t REMIEH LI 2 JSON ZE0|M A 7|0 HEIZ(E) & XHAMIL.

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
},
"resourceTypes": [
"Application”
1,
"principalTypes": [
"User"
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}I

"commonTypes": {
"ReusedContext": {
"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

I
"client_id": {
"type": "String"

}
}
}
},
"type": "Record"
}
}
}
}
Amazon Cognito 4442 B S A7|0E YOI0IE3 £ T 442 M X5t WM Yug 4

A& LICt

permit(principal, action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"], resource)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI/mydata.write")

};

OIDC HM|A EZ o=
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context.token.attribute_nameS AE35t0 HAM|A EEQ SHE HZTE £ Q&LICH CHS o
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"sub": "91eb4550-9091-708c-a7a6-9758ef8b6ble",
"groups": [

"Store-Owner-Role",

"Customer"
1,
"iss": "https://auth.example.com",
"client_id": "lexample23456789",
"aud": "https://myapplication.example.com"
"scope": "MyAPI-Read",
"exp": 1688096566,
"iat": 1688092966,
"jti": "alb2c3d4-e5f6-alb2-c3d4-TOKEN2222222",
"username": "alice"

CHS ol = Verified Permissions 2 7|00f] HAA EZ ofA|Q] 48 HHEet= WS EoiFLICH &
7|0F EEofl CiEr XEMIEH LIE 2 JSON ZE0ilM A7|0F HEIS(E)

"MyApplication": {
"actions": {
"Read": {
"appliesTo": {
"context": {
"type": "ReusedContext"
I
"resourceTypes": [
"Application"
1,
"principalTypes": [
"User"

"commonTypes": {
"ReusedContext": {
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"attributes": {
"token": {
"type": "Record",
"attributes": {
"scope": {
"type": "Set",
"element": {
"type": "String"

1,
"client_id": {
"type": "String"

}
}
}
.
"type": "Record"
}
}
}
}
dP SAS BHUSES A7|0HE UOl0IEF £ ST S48 Axsts WS M & el
permit(
principal,
action in [MyApplication::Action::"Read",
MyApplication::Action::"GetStoreInventory"],
resource
)
when {
context.token.client_id == "52n97d5afhfiulc4dilk5m8f60" &&
context.token.scope.contains("MyAPI-read")
¥

Amazon Cognito 2EEC =2 72 & 2ol CHAl 7|

HABE Het £ Al Z Al Amazon Cognito E2 2ol CHSH HE AF|OlE 2EELZ &

XtY¥E cognito:groups BtetetD SiiE BXHE HE 72 7|52 AEFHES custom: store
HEtiELICH | ol EAg M EU[Holgtn gL ct o & S04, H&od| CHEt cognito:groups
principal.cognito.groups X7t ZE|RELICEH O] BAIE HE AEE = UXIBHCHEES &

7|'HE A83sto A7[0tet HAME Hdste W0l E&LICE o] Aol M= of CHE cognito:groups
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&= 7} principal["cognito:groups"] 2Hof| & ELIC} Verified Permissions 2£0|A A&
X+ Z ID EZ0| CHo RIS 22 MYkl A7|0ls 25 E7[HS AFSELICH

Amazon Cognito Xt 74 B A 40l Chel £522 753 A7l0t U HMolM M E7|HS A A8Y
4+ UBLICH CHE RE9| OIDC POl CHBHAME A7} : i HAolM & E7|H E& 2
iz

7|'HE AEE + lgLith

"CognitoUser": {
"shape": {
"type": "Record",
"attributes": {
"cognito": {
"type": "Record",
"required": true,
"attributes": {
"username": {
"type": "String",
"required": true

.
"custom": {
"type": "Record",
"required": true,
"attributes": {
"employmentStoreCode": {
"type": "String",
"required": true

1,
"email": {
"type": "String"
o
"tenant": {
"type": "String",
"required": true

Amazon Cognito 2E2 2 72 ZaYol chAl £7|™ 105
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}
ol HAlo| A7|0FE A 5HEA CHS 0fio 20| | Ev|H0| ZEE HAS MAE 4 AsLc

permit(principal, action, resource)

when {
principal.cognito.username == "alice" &&
principal.custom.employmentStoreCode == "petstore-dallas" &&
principal.tenant == "x1llapp-tenant-1" &&
principal has email && principal.email == "alice@example.com"

1
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o REI2 sie M2 HMO|5t Lt createThing2 Z 0|&0| X|HEl Cedar action2 Xo|g £ Q!
&Lict Ol= CHFeh A oM A" = o HEtE &7 olsHE = UH SHELICH createThing
o2 $E5H2{M createThing & Heto| LIt ZHEHSH 20[|ZE?

Verified Permissions 2& 2| A2 T2 M A= APIOAM 2T Z|AALL EHHE 2FE &= UYUs SMO|
EZEE|0 U&LICH Ol 8T 7IEYULICH &, H3 MY A aliE HAM XMHE AT HEHE 2odsl=

AP| Zto| 217 o= L |Ct.
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* listMembersOfGroup

* listGroupMembershipsForUser

0L & 1 O APIE 8 HMAIE WU < SlE N R 2 W0l Fof 1B 7
IRkl HEtS W sl ELiC

o}
el
St o}
LL

[F2FA API A|BHELS R A|StD CHAl 7|2 O|o|EQt 2|44, 2|1 F 7HK|E Adste & o] 2S5t
= WOl E&5LUCt ol M2 YA &8 HHA odlAofl S 5tH Ml 7HX| API 40|
£ viewGroupMembershiplt Z2 F4 HEto 2 0[o{&{LILC}.

API O|& T8l

listMembersOfGroup JE0i CH3H viewGroupMembership #&to| EhL|CH.
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S

e A SR M ML oFE  HHAEE Y ML

0|C|24.Must include tenant =2 Isolation is default

e
oI
o

Ojn

Z|ot 2t

identifiers in policies and
authorization requests.

2. All queries target one
policy store.

= S&. Must make one schema
work for all tenants.

behavior. Tenant-specific
policies are inaccessible to
other tenants.

O/C|d. Must maintain
mappings between each
tenant and their policy store
ID.

=& Schemas and templates
might be less complex
individually, but changes
require more coordination and
complexity.
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EELR L

rk

=l ==. All policies are global =2 You must add global

and can be centrally updated. policies to each policy store in
onboarding. Replicate global
policy updates between many
policy stores.

EdE @ Egl O|C|. Must identify and 2. Delete the policy store.
delete only tenant-specific
policies.

MH|A Blas ST T =2 Tenants share resource 2. Each tenant has

quotas that affect policy stores  dedicated resource quotas.
like schema size, policy size

per resource, and identity

sources per policy store.
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permit (
principal == User::"e3527bb8-f74a-48da-818c-f7e6ef79bf7c",
action == Photo::"readFile",
resource in Album::"615e85bc-f03d-4915-b4eb-4c184b8da25d"”
)
when {
resource.private == false

5

7ts5tH principal ¥ resource @2 M= X0l EZ&LICH O|F A 6™ Verified Permissions 7}
MAig OlHIAlSlod HAME HLt E8XozZ £3e £+~ Qoo Z Ms0| EAELICH ofg] ot F&| &
= 2lAA0| SYUE HEHS Fo{alol st B M HEXS AE5tD Z 2ot FA|| L 2[4 o
MM EZE3g oddst=E Wol E4UCt

when Z0l 2ot = Y E|laA S5S 2ot i 2 B HHE ddsts U2 AASstX| O
AMA2. o|FH otH HFE etrAlol FHS|HL 2E 4| EXMTE EdE = U&LICH HE S0 A
LHo| CHA 2 SEoM B AEXE FIHsHHLE M7HsiE{H HA| Mg eln SEg WA T, M
S A E s, e #rElXtT CHE 2ElX7 CHE 2ElXtel #E L& S Holg 32 Ydsis
SAlE 27 & #2lsloF LIt ghH, MESHE HetS B ol ALEstEH AER A M Els B HHY
£ FIttHU MHst= RBHE ZHESHA ALSKHE FItstAHLE MAHE +~ AU&LICH

2| A= Z4E|0[L eFofl RloqoF rL|C.

H
rin

HE Hoi ZUS MAY M DE 50| S 2lAA0 HZE|0fof BLICH M S0 viewFile &
9IS MBY 4 YL BlAAE NPHoR ¥ £ YBLICH HE BUY £ AUn Eof L) odd 4 nrY
U T QUALICH DLt createFilelt 22 5 HBHOZ 27| ofHALICH HUS WAt
l5e DU I T 7152 ofE 2420 MSENL? 1U0| ofE EXHsHA| 97| 20 TH
Y 4= gigict

Ol BlAA MM BRIE Ustsiel SH 0| GQILICH BlAA MM REASHT 2Hof e L
C}. oFS| ElAATH ERSHR] B ZROIT 2717 EIAAE BHE 4+ 9= HEE 7HE £ s W
Ol Qlofof BHLICH 0 B2 B WiHe ZE BlAAT} ofE ZE|o|L LHoll ZXHsHOF st HEtol 7|E
M 82 she %2 Zeol AHXEHE ME QIAlsHE ZULICH o8 Soi, AlAZo Er47t olO| ¢
S 72 M BlAAE QAAHASSHE O HEt0| LR IVt HIE 1 EHO|2Z THYUS BEkE s
S siT Eoiof of#t Moz U 4 YsLi

RE el&AE ZE| 0L etoil lofok Bt 114
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principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",
resource == Folder::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

);
SHX|2F 271 QACHH o= A E77t? MZ M7 124 H|Z 0|2t ot & 2|AA T e o ZE|7 0|2l
ALE ULt ol Aeolz nZo| A ur%% ofc|ofl Al BHE % UEX AR sHH RpHO 2 ofaHg
T U= HEIAET}L o4S| EAELICH nZ40| lolo| T2 A LHoM oS M &= A st
AlX|lE ot AelLct aZct=E oA IWO 18 AAlete Al AREAE I EXNELICE [HEFA
HE RH7E Elas Mg 98t ZHE|OILIE LIEHIDY, CFS ofleh RAEH EMolM 0|8 BAIMoz 2
g 4 oot

// Grants permission to create files within an account,
// or within any sub-folder inside the account.

permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
action == Action::"createFile",

resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"

SHRIBE 0| 8tLEE QACHE ofE 7 BIR? AlATol Al HAS At
= RlaLIck 2CHH Z2HAI AEE SNE £ 2l 1Y
40O

= =
g2 XEE + °'¢L—IEF. EPII'F_F 0|7/:'0| ‘*'O°f7<| 0=I—r9P O|&E ofEH| XI’“%*XIE O ZE2[AH 0] M &
AR ofE{ =0l Al Hed JU&LICH

Ol MZ ofZ2|7|0|Me| AL Zutxol ZHE||o|L] HE +X &= CtS1F ZHo| EA|ELCE

[
N /N N
[File 1] [File 2] File/a] [$ 4] [File 5] [File s] [File 7] [File s]

Folder 'A' ] [ Folder 'B' ] [ Folder 'C' Folder 'D' ]

5 PEQULCH O E 2EE S5 ASY

A o= 4\‘
HNe &84 BlaA 7HE| 0| o] HEIAE LHoM O|Fo{ZRICtE WY

UBLICE 7|243HOF & T2 Blas
X1 747
o O
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RE el&AE ZE| 0L etoil lofok Bt 115



Amazon Verified Permissions MNEX 70|=

o ZH0| LAIMY & QUom 7htst 7| HaLICH HEt Hof RES MAY mhs offE AN JhEE
HTsto] ZAIMOZ BAMsst T Met Rof 2 Lo EHE £ TS sfof FLC
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Account

customer_id: "12345"
name: "Jane Doe"
emall "jane@example. com

/\

Folder 'A ] L Folder 'B'
NN
[File 1] [File 2] hFiIe 3] [File 4]

O| Mef2 E|MEH 2 ZtFst= Jol E&LICH ofE 27 o|Mo| SEHNETF FIH AS KA H
M4 HEtE fIdsteis Atdaei2 G0l U7 MEULICH HlE S04 CHE AFSXI7E AE ElaAE
SHY = U IE AEE ZUste BRIt U&LICH DIEIHXRI|Z 7|Y DT AE el L= o Cha
oic] Be| QI E B YA E XGst At she 27t UA&LICH Al™e| A/ HE CHE ALSXHOA| 0
St7LE ofe] AHH el elaA g HWEdlor E = U&LICH

A2 R IDE HFO| Blas HEIOIAZ ABSHE B 2ol ALEI 8 246717t o ol EILIC
CiS S2te AL ol M2 YAlolA CHE AL RhollH| H|% ZiEolLiol CHE AM|A HEHo| RoiE
£ Jane2l O|HYOIL} 2191 Hot 915 HEE HZSHE S AL R ID AHHE SHE 4 2l AN

30| ol &| o4 04T 4 2Ucks MLtk
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/f,-",-" Permission to perform an*,f_\‘l

// action within the account
permit |
principal == User::"12345",
action,
User N resource in Account::"98765" Account
u1oagen \ 2 IS
id: "12345 T id: "98765
name: "Jane Doe"  [prosmssssssssssees ittt payer: User::"12345"
email: "jane@example.com" ) ’_.__-—"‘# email: "admin-team@example.com”
A -t
User e Folder's' | { Folder'8' ]
id: "56789" LT i
name: "Alice Jones" i
email: "alice@example.com" :,
1

:FHel][FHez] [FHE3][FHE4]

/;,-“ Read only permissions \'1

// within the account

permit (
principal == User::"56789",
action == Action::"viewFile",
resource in Account::"98765"

\ /
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Customer Identity(O|&, O|/HIY S)oil CHEt 5 ?
& 82 = Customer Resources == Customer AccountO CHEH HE o =2|X QE{E|E
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// Permission to perform any

// action on their own resources

permit

principal == Customerldentity::"12345",
action,

resource in CustomerResources::"12345'

Customerldentity i CustomerResources
id: "12345" id: "12345"
name: "lane Doe"  [rommsssssssssmees bommmmmm oo
email: "jane @example.com” _‘},-*’
Customerldenti T
ty Folder'A' | { Folder'8' ]

name: "Alice Jones"
email: "alice@example.com"

r

i

customerld: "56789" -~ i
i

i

LN LN\
[File 1] [File 2] [File 3] [File4]

i

[ Read only permissions on another

[ customer's resources.

permit |
principal == Customerldentity::"567839",
action == Action::"viewFile",
resource in CustomerResources::"12345"

);

L

= Liof| Het2 Z e AIZ[X| oA A2,

L2 HeF 50 2Ho ez AZste WOl 7HE E4LICH £8E AL835t0od HEr AHA E LIEHLY

?—
o
OFAAIL. of2h ool M= AFE Kol CHEH “permittedFolders’Bhe S48 MIEFLICH.

// ANTI-PATTERN: comingling permissions into user attributes
{

"id": "df82e4ad-949e-44cb-8acf-2dlacda71798",

"name": "alice",

"email": "alice@example.com",

"permittedFoldexs": [
"Folder::\"c943927f-d803-4f40-9a53-7740272cb969\"",
"Folder::\"661817a9-d478-4096-943d-4ef1e082d19a\"",
"Folder: :\"b8eels40c-fa09-46c3-992e-099438930894\""
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// ANTI-PATTERN

permit (
principal,
action == Action::"readFile",
resource
)
when {
resource in principal.permittedFolders
};
Ol M2 #Ale S8 2ot FA|7L S5 Zriofl AMAE 4 Qe Brast Het Rof 2ig FEHO| Y
= ABAC(5 M 7(8t AMA Hlof) RRIZE g2t AH ELICH olg{st HE™ & sttt 2laaof Cigt H
2Ho| U= AR E L&A EESHZ(7F O o2 EICtE JLIC 2| ool £ ZC{of CHEF HA|
A HEHE 71T ALSAHE A-siciH ZE AAEXE Y2z BH=6tod i EE7E S80l 2 E|od
QUEX| EOIsoF BHLICH HEB Omf AMIA HEHS Rofsts HMO| QIChe M Sws| medstEM &
¢l stodg S#sok BrLiCh

O| M2 gtAlo| E 2 Q|3 e HEto| B User HIZE Ctoll 87 S I AAHLUZ @ ATt QL=

ZdL|Ch AF2AF7E o] ESof HMAE £ e AR User IZEQ| £X 3 7|7} 74X HIO|E{E X
Mot AAEHIO| Z[CH St of| EEE £~ &L

[HEkA] CHAL oed 7HO| 7HE HAHE AFE3SH0d O] AILIEIRE E35teE Zd0| E&LICH o2 S0 M=
HZZIZ ALE510{ BhF S 2|ASE &= U&LCH

//BETTER PATTERN

permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"c943927f-d803-4f40-9a53-7740272cbh969"
);
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
resource in Folder::"661817a9-d478-4096-943d-4ef1e082d19a"
);
permit (
principal == User::"df82e4ad-949e-44cb-8acf-2dlacda71798",
action == Action::"readFile",
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resource in Folder::"b8eel4@c-fa®9-46c3-992e-099438930894"
);
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HetE Foigt ofE2|70|lM == MESHE 2ol CHSH AHS35H7| I8 +="stiok &Lt =8 otol
g0l LIS BHYst = & HA S Uolo|EsHof g LC
permit (
principal == User::"6688f676-1aa9-456a-acf4-228340b54e9d",
// action == Action::"read", -- coarse-grained permission --
commented out
action in [ // -- finer grained permissions
Action::"listFolderContents",
Action::"viewFile"
1,
resource in Account::"c863f89b-461f-4fc2-b638-e5fa5f79a48b"
);
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AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java

« AWS SDK for JavaScript

« AWS SDK for PHP

« AWS SDK for Python (Boto)
« AWS SDK for Ruby
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https://docs.aws.amazon.com/sdk-for-go/api/service/verifiedpermissions/#VerifiedPermissions
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https://docs.aws.amazon.com/aws-sdk-php/v3/api/api-verifiedpermissions-2021-12-01.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/verifiedpermissions.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/VerifiedPermissions/Client.html
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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AR 7H0|E

const authResult = await avp.isAuthorized({

principal: 'User::"alice"',
action: 'Action::"view"',
resource: 'Photo.‘"Vacat10nPhoto94 jpg

// whenever our policy references attrlbutes of the entity,
// isAuthorized needs an entity argument that provides

// those attributes
entities: {
entitylList: [

{
"identifier": {
"entityType": "User",
"entityId": "alice"
1,
"attributes": {
"location": {
"String": "USA"
}
}
}
]
}
1)
o B2 YR 2l
« Amazon 45 et {3 &
« Amazon A& #Et - 2lAA
« Amazon & H3tS AL&310{ ASP.NET Core 2 28t AKX XM HEH 2o{ WM FZAE 73
oI-L_||_—_|.
« Amazon A& WIS AI835t0{ HIZL|A OHEE|A0|ME RIEt THE 20 MHIAE FHFAAIL
« Amazon A& ™8t & Amazon CognitoE AF&35t0{ ME25tEl HEt 2048 7HA SIS LICE.
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https://catalog.workshops.aws/verified-permissions-in-action
https://aws.amazon.com/verified-permissions/resources/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/dotnet/implement-a-custom-authorization-policy-provider-for-asp-net-core-apps-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/build-an-entitlement-service-for-business-applications-using-amazon-verified-permissions/
https://aws.amazon.com/blogs/security/simplify-fine-grained-authorization-with-amazon-verified-permissions-and-amazon-cognito/
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HEAE = YA 280 e YEOIX|E 4|, S = elaao| Galdole 23 E[X| eE&LICH
AP FA HEoM EE AAER7E MFAZ 2018 202 5 S S8 + /U&LICH ofEE/7
O|d2 o] ZAHAE MM Clo|Eof HMAY = QleBz Het F04 20| i CIOIEIE A0k &f L
Ct A& E Het 62 ¥ ZHAE H0|[HE 240|M JSON &4lolofof ELICH contextMap

A KB A0 M 7t 2 ZdlLc atstedH B AE #H-Zof

Ct2 HEAE XK= M EZ DigitalPetStore™82 MY AE J|Ho 2 88 TE= R4 9| ZF Cedar H|0|H
28 & stLUtE MedEuct

"context": {
"contextMap": {
"MfaAuthorized": {
"boolean": true

.
"AccountCodes": {
"set": [
{
"long": 111122223333
},
{
"long": 444455556666
.
{
"long": 123456789012
}
]
},

"UserAgent": {
"string": "My UserAgent 1.12"

1,

"RequestedOrderCount": {
"long": 4

I,

"NetworkInfo": {
"record": {
"IPAddress": {
"string": "192.0.2.178"
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1,
"Country": {
"string": "United States of America"
1,
"SSL": {
"boolean": true
}

1,
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"

e Rof ZHRAEO| CIO[E R
Boolean

HEO|LAZ| true EE= false &f. O (X0l M fore| true & 242 10| FE E7|E &7 ™

tr
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Long
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RequestedOrderCount Y &S LIEFALICE
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M UM o ZHEIAE| M 0248 £S48 Medsof FLICH AF[0t7} U= MM MHE L=
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"GetOrder": {
"memberOf": [],
"appliesTo": {
"resourceTypes": [
"Order"
1,
"context": {
"type": "Record",
"attributes": {
"UserAgent": {
"required": true,
"type": "String"

1,

"approvedBy": {
"name": "User",
"required": true,
"type": "Entity"

I

"AccountCodes": {
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Iltypell: IlSetll’

"required": true,

"element": {
Iltypell: IILongll

I

"RequestedOrderCount": {
"type": "Long",
"required": true

I

"MfaAuthorized": {
"type": "Boolean",
"required": true

}
}
iy
"principalTypes": [
"User"
]
}
}
2 NetworkInfo ZAEIAEON|AM O|§0| X|HE record IO &8 & Zsled™ CtS1t 20|
A 7|0l CommonType T2 BHEAA|2. commonTypeFE22 047 AE|E|of e 4= U= 2

S &4 Lo

® Note

ASE Het Al A7|0F HEV|= SR commonType &2 X[&SHK| §f&LICH A7|

4 x|
=I
Otoll F=7tetH O 0| HIF YU ZE0M AF7|OHE 2 + Si&LICH

"commonTypes": {
"NetworkInfo": {
"attributes": {

"IPAddress": {
"type": "String",
"required": true

.

"SSL": {
"required": true,
"type": "Boolean"
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https://docs.cedarpolicy.com/schema/schema.html#schema-commonTypes
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},
"Country": {
"required": true,
"type": "String"
}
I
"type": "Record"
}
}
Policy
CHS MME MBE 2 HUAE 2471 510k sHe TS AMBILICH O] MM 17 ofgt .
2 wylete M B 7IE N HMS Jgo R BLICH o HAolME Mot e &
LiE 2ot =X 7} ElAA ARKD X|HE Hde o7&
permit (
principal in DigitalPetStore::Role::"Customer",
action in [DigitalPetStore::Action::"GetOrder"],
resource
) when {
principal == resource.owner &&
context.MfaAuthorized == true &&
context.UserAgent like "*My UserAgent*" &&
context.RequestedOrderCount <= 4 &&
context.AccountCodes.contains(111122223333) &&
context.NetworkInfo.Country like "*United States*" &&
context.NetworkInfo.SSL == true &&
context.NetworkInfo.IPAddress like "192.0.2.*" &&
context.approvedBy in DigitalPetStore::Role::"Employee"
};

OlM =& AM 22 -0 F7Iet F7t HHEAE xS SFol{oF &fLICH

1. Ar@ X MFAZ Z19I3HoF gL}

A& Rtol B HefRX{o|l= EAtA0| User-Agent My UserAgent E&f &£|0{0F g LICt.
A8 RE7E 47l olstel B2 EL & & 3Ho{ofF gFLCH.

ANER AYE ZE F 6tLE7H Hotok §LICH11122223333.

MEXIO| IP FAE O|=0lAM A z|ofof 51, & Z3HEl MMoj Qlo{ok 5tHH, IP FAE LIS
2192.0.2. A|=tSHoF &LCt.
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Amazon Verified Permissions ALEX
6. 20| T2 2 &QlFHo{oF BLICH 621 R entities ¥=0M CtEat 22 HE S Bob 7%
MEXE MIELICH Employee
Request body
Mt A7|otet WMo 2 MM XYLE FHE o= 0| HEt 04 2% E Verified Permissions
API ZHdo]| IsAuthorized ME & 4= U&LICH T2 entities MIHEO|= 23gt0| QI A2 K}of
CHEF Bob & o|7t & k|0 Employee U&LICH
{
principal": {
entityType": "DigitalPetStore::User"
"entityId": "Alice"
},
"action": {
"actionType": "DigitalPetStore::Action"
"actionId": "GetOrder"
},
"resource": {
"entityType": "DigitalPetStore: :0Order",
"entityId": "1234"
},
"context": {
Il. {
{

'contextMap":
"MfaAuthorized"
true

"boolean":

3,
"UserAgent": {
"string": "My UserAgent 1.12"

Iy
"RequestedOrderCount": {

"long": 4
{

},
"AccountCodes":

"set": [
{"long": 111122223333},
4LLLL55556666},

{"long":
{"long": 123456789012}

]

},

"NetworkInfo": {
"record": {
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https://docs.aws.amazon.com/verifiedpermissions/latest/apireference/API_IsAuthorized.html

Amazon Verified Permissions INT=IY A To] =]

"IPAddress": {"string": "192.0.2.178"},
"Country": {"string": "United States of America"},
"SSL": {"boolean": true}
}
},
"approvedBy": {
"entityIdentifier": {
"entityId": "Bob",
"entityType": "DigitalPetStore::User"
}
}
}
},
"entities": {
"entityList": [

{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"
I
"attributes": {
"memberId": {
"string": "801b87f2-1la5c-40b3-b580-eacad506d4e6"
}
},
"parents": [
{
"entityType": "DigitalPetStore::Role",
"entityId": "Customer"
}
]
I
{
"identifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Bob"
},
"attributes": {
"memberId": {
"string": "49d9b8le-735d-429c-989d-93bec@bcfd8b"
}
I
"parents": [
{
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"entityType": "DigitalPetStore::Role",
"entityId": "Employee"

"identifier": {
"entityType": "DigitalPetStore::Order",
"entityId": "1234"
I
"attributes": {
"owner": {
"entityIdentifier": {
"entityType": "DigitalPetStore::User",
"entityId": "Alice"

}
iy

"parents": []

]

},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_about-scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonverifiedpermissions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/welcome.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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IsAuthorized

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

.

"eventTime": "2023-11-20T22:55:037",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "IsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
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"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64

exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",

"requestParameters": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
},
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"additionalEventData": {
"decision": "ALLOW"
},
"requestID": "346c4b6a-d12f-46b6-bc0@6-6c857bd3b28e",
"eventID": "8a4fed32-9605-45dd-a@9a-5ebbf@715bbc",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

BatchlsAuthorized

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principallId": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-11-20T23:02:33Z",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "BatchIsAuthorized",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-cli/2.11.18 Python/3.11.3 Linux/5.4.241-160.348.amzn2int.x86_64
exe/x86_64.amzn.2 prompt/off command/verifiedpermissions.is-authorized",
"requestParameters": {
"requests": [

{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
{
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
1,
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
1,
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
}

1,
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"policyStoreId": "PSEXAMPLEabcdefgl11111"
},

"responseElements": null,
"additionalEventData": {
"results": [

{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "alice"
},
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "ViewPhoto"
},
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
I
"decision": "ALLOW"
I
{
"request": {
"principal": {
"entityType": "PhotoFlash::User",
"entityId": "annalisa"
I
"action": {
"actionType": "PhotoFlash::Action",
"actionId": "DeletePhoto"
I
"resource": {
"entityType": "PhotoFlash::Photo",
"entityId": "VacationPhoto94. jpg"
}
},
"decision": "DENY"
}

iy

"requestID": "a8a5caf3-78bd-4139-924c-7101a8339c3b",
"eventID": "7d81232f-f3d1-4102-b9c9-15157c70487b",
"readOnly": true,
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"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data"

CreatePolicyStore

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",

"arn": "arn:aws:iam::123456789012:role/ExampleRole",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:43:33Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicyStore",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {

"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",

"validationSettings": {
"mode": "OFF"
}
},
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"arn":
PSEXAMPLEabcdefgl11111",
"createdDate": "2023-05-22T07:43:33.962794Z",

"lastUpdatedDate": "2023-05-22T07:43:33.962794Z2"

"arn:aws:verifiedpermissions::123456789012:policy-store/
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},

"requestID": "1dd9360e-e2dc-4554-ab65-b46d2cf45c29",
"eventID": "bb6bedaeee-3584-4b4e-a48e-311de46d7532",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

ListPolicyStores

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
I
"eventTime": "2023-05-22T07:43:337",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListPolicyStores",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/@.55.2 os/linux lang/rust/1.69.

"requestParameters": {
"maxResults": 10
},
"responseElements": null,
"requestID": "5ef238db-9f87-4f37-ab7b-6cfOba5df891",
"eventID": "bQ430fb0-12c3-4cca-8d05-84c37f99c51f",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"

DeletePolicyStore

0"’
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:43:327",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeletePolicyStore",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "1368e8f9-130d-45a5-b96d-99097ca3077f",
"eventID": "ac482022-b2f6-4069-879a-dd509123d8d7",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
PutSchema
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/ExampleRole",
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"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-16T12:58:57Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "PutSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"lastUpdatedDate": "2023-05-16T12:58:57.5134427Z",
"namespaces": "[some_namespace]",
"createdDate": "2023-05-16T12:58:57.5134427",
"policyStorelId": "PSEXAMPLEabcdefgl11111",
I
"requestID": "631fbfal-a959-4988-b9f8-flas3ffsdfad",
"eventID": "7cd@c677-733f-4602-bc03-248bae581fe5",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetSchema
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
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"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-25T01:12:0772",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetSchema",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "alf4d4cd-6156-480a-a9b8-e85a71dcc7c2",
"eventID": "@b3b8e3d-155c-46f3-a303-7e9e8b5f606b",
"readOnly": true,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",
"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicyTemplate

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-16T13:00:24Z2",

"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "CreatePolicyTemplate",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111"

},

"responseElements": {
"lastUpdatedDate": "2023-05-16T13:00:23.4444042Z",
"createdDate": "2023-05-16T13:00:23.444404Z",
"policyTemplateId": "PTEXAMPLEabcdefgll11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111",

},

"requestID": "73953bda-af5e-4854-afe2-7660b492a6d0",

"eventID": "7425de77-ed84-4f91-a4b9-b669181cc57b",

"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

DeletePolicyTemplate

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::222222222222:role/ExampleRole",
"accountId": "222222222222",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},

"eventTime": "2023-05-25T01:11:4872",

"eventSource": "verifiedpermissions.amazonaws.com",
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"eventName": "DeletePolicyTemplate",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyTemplateId": "PTEXAMPLEabcdefgll11111"
I
"responseElements": null,
"requestID": "5ff0f22e-6bbd-4b85-a400-4fb74aa05dc6",
"eventID": "c@e@c689-369e-4e95-a9cd-8dell3d47ffa",
"readOnly": false,
"resources": [
{
"accountId": "222222222222",
"type": "AWS::VerifiedPermissions::PolicyStore",

"ARN": "arn:aws:verifiedpermissions::222222222222:policy-store/

PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "222222222222",
"eventCategory": "Management"

CreatePolicy

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"
},
"eventTime": "2023-05-22T07:42:30Z",
"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreatePolicy",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
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"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111",
"policyType": "STATIC",
"principal": {
"entityType": "PhotoApp::Role",
"entityId": "PhotoJudge"
I
"resource": {
"entityType": "PhotoApp::Application",
"entityId": "PhotoApp"
I
"lastUpdatedDate": "2023-05-22T07:42:30.70852Z2",
"createdDate": "2023-05-22T0Q7:42:30.70852Z"
},
"requestID": "93ffal51-3841-4960-9af6-30a7f817ef93",
"eventID": "30ab4@5f-3dff-43ff-8af9-f513829e8bde",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": "Management"
}
GetPolicy
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
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"arn": "arn:aws:iam::123456789012:role/ExampleRole",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-22T07:43:297",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetPolicy",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"policyStoreId": "PSEXAMPLEabcdefgl11111",
"policyId": "SPEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "23022a9e-2f5c-4dac-b653-59e6987f2fac",
"eventID": "9b4d5037-bafa-4d57-b197-f46af83fc684",
"readOnly": true,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::123456789012:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

CreateldentitySource

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

},
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"eventTime": "2023-05-19T0Q1:27:447",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "CreateIdentitySource",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"clientToken": "alb2c3d4-e5f6-alb2-c3d4-TOKEN1111111",
"configuration": {
"cognitoUserPoolConfiguration": {
"userPoolArn": "arn:aws:cognito-idp:000011112222:us-east-1:userpool/us-
east-1_aaaaaaaaaa"
}
1,
"policyStorelId": "PSEXAMPLEabcdefgl11111",
"principalEntityType": "User"
},
"responseElements": {
"createdDate": "2023-07-14T15:05:01.5995347",
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"lastUpdatedDate": "2023-07-14T15:05:01.5995342",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"requestID": "afccle67-d5a4-4a9b-a74c-cdc2f719391c",
"eventID": "fl1l3a4l1dc-4496-4517-aeb8-a389eb379860",
"readOnly": false,
"resources": [
{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",

"eventCategory": "Management"
}
GetldentitySource
{
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principallId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-24T19:55:317",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "GetIdentitySource",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {
"identitySourcelId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
I
"responseElements": null,
"requestID": "7abecf79-c489-4516-bb57-9ded970279c9",
"eventID": "fal58e6c-f705-4al5-a731-2cdb4bd9as427",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

ListldentitySources

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLE_PRINCIPAL_ID",
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"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

I

"eventTime": "2023-05-24T20:05:327",

"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "ListIdentitySources",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",
"requestParameters": {

"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "95d2a7bc-7e9a-4efe-918e-97e558aacaf7",
"eventID": "d3dc53f6-1432-40c8-9d1d-b9eeb75c6193",
"readOnly": true,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333:policy-store/
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

DeleteldentitySource

{

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:iam::333333333333:r0le/ExampleRole",
"accountId": "333333333333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE"

b

"eventTime": "2023-05-24T19:55:327",
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"eventSource": "verifiedpermissions.amazonaws.com",
"eventName": "DeleteIdentitySource",
"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.0",

"userAgent": "aws-sdk-rust/0.55.2 os/linux lang/rust/1.69.0",

"requestParameters": {
"identitySourceId": "ISEXAMPLEabcdefgl11111",
"policyStoreId": "PSEXAMPLEabcdefgl11111"
},
"responseElements": null,
"requestID": "d554d964-0957-4834-a421-c417bd293086",
"eventID": "fe4d867c-88ee-4e5d-8d30-2fbc208c9260",
"readOnly": false,
"resources": [

{
"accountId": "333333333333",
"type": "AWS::VerifiedPermissions::PolicyStore",
"arn": "arn:aws:verifiedpermissions::333333333333
PSEXAMPLEabcdefgl11111"
}
1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "333333333333",
"eventCategory": "Management"

:policy-store/
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