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create-access-log-subscription B2 AM&FL|CH
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-access-log-subscription.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-access-log-subscription.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-access-log-subscription.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/untag-resource.html
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aws vpc-lattice create-service --name service_name --custom-domain-
name your_custom_domain_name --type https --certificate-arn arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

¢ B-EO| --name0i| A AMH|A O|§ 2 BFLICE --custom-domain-namedAM MH|A Q| £ Q!
O|&(0d: parking.example.com)2 2 LIC} --certificate-arn0iAM ACMA| Q= Q1B MO
ARNE @l248tL|CH 215 M ARN2 AWS Certificate ManagerQ| A0l A AL & 4= Q& LICH.
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-service.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
http://www.internic.net/regist.html
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3. Zoel olFolM, EcqE

= 3 X|dete ol M8 AR FA99|
O|§& MEiFLICH & &

A X|HE =0Ql o parking.example.com(http:/
parking.example.com/)2l Bf Z AR Fo| M2l O|F2 example. com(http:/
example.com/), & %4 ¢ =H ¢l
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Folz AR QAHo| 0|E 2 HEE =+ isLict
4. STM Eo met ZElo|H! AR JA = HER SAR JAZ MEIFL|CE
5. ElXE MEE F 0| AR ¥du H44E VPCL| VPC IDE ME4FHLICH
6. LRE AR EIOE FItetn 3AR P MY MEHFLICH dd Fole AR PH0o| 5AF
¥ ofeHol LtdE LIt
7. U2 MYt AT W0 CNAME BIZEE MM5tE{H S AR Qdg MEIS OIS B2 E A
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8. HIZE ddolM CtF 22 RIEELICH
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parking.example.com(http://acme.example.com/)2 AIEX} X[ THIQ! O|E 22 A3t
£i™ parking*2 YELICE & 612 =HIQ! O|F parking2 =SX|Bt ZAR FA &
M@l O|& example.com(http://example.com/)2 &I=245t x| efotof grL|Ct.
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://console.aws.amazon.com/route53/
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b. BZE 0| CNAMES MEHFLICE
c. WIS HT 4EfZ SLCH
d. 2Ztol= VPC Lattice0ll M 48t MH|A 2| =H[Q! OIF(M: my-
service-02031c045478f6ddfl.7d67968.vpc-lattice-svcs.us-
west-2.on.aws)2 Y LICH XHE YEE ol ZH Q! O|F2 AMH|A lT1|0|7<|°| VPC
Lattice 2&0{|A &
9|

services B@Zo

Olgt &= QI&LICH E A86lE AR create-service EEE 1ist-
E22 0| XI5 MMEI =M QI 0| & gttt AWS CLI
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1. get-service BHE A™5t0{ AHH|A LS| VPC Lattice 4 MH|A =0l O|F(0dl:my -
service-02031c@45478f6ddf1.7d67968.vpc-lattice-svcs.us-west-2.on.aws)dt
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aws route53 change-resource-record-sets --hosted-zone-id hosted-zone-id-for-your-
service-domain --change-batch file://~/Desktop/change-set.json

change-set.json Tto| AL C}3 JSON Of|Alo| 2EIXT} L& E JSON LS dM5tn 2
7.

o
4 ANAH| X ErLICt @ W-O| file://~/Desktop/change-set.jsong 2 HFE0
MY E JSON Uo| Z2 2 HELICH 12, OHE JSON2| "RE"2 A EE AAMAMA BIZE R

Y 4 A&LCH

"Comment": "my-service-domain.com alias",
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "my-custom-domain-name.com",

AERH XY £HQl 0| & MH|A0l AZsHMR. 31


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html
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"Type": "alias-record-type",

"AliasTarget": {
"HostedZoneIld": "hosted-zone-id-for-your-service-domain",
"DNSName": "lattice-generated-domain-name",
"EvaluateTargetHealth": true
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HTTPS REE AMelsttd™ AAEX X =HIQl 0| & M 3st7| Toll AWS Certificate Manager
(ACM) ol ‘|SSL/TLS RIEME ZHIsHok LIt o] eIZMol= MH[A LS| AEXL XM =M@l o|F 2

URIStE SAN(F A CHAl O|F) E== CN(H et 0F)0l Rlofok BfLICE SANO| A= B2 SAN S50 A
OF AR E=0| A= K| 2 UELICE SANO| 9= E< CNoM x| Z 50| JU=X| F gLt

VPC Lattice'= SNI(ME 0|2 EANE AF23t04 HTTPS RMS #{2/FLICH DNS= AFEAF X1 T
Q1 0|8 2 o] EMIQI O|E T} LXIStE CIBAME 7|H2 2 HTTPS Q™ E VPC Lattice MHIAR B}
2lgtLict =Ml o|& o CHEt SSL/TLS 215 MHE ACMOUM LESHHLF ACMLE 7K 28{H AWS
Certificate Manager At& AEMO| QIS M &3 2 #E| Y IEM 7H XML 78 HAESHAM L. ACMO| A
A&l QIZEME AL 7IK{2 £ QIE B2 VPC Latticed| A A8t =HQI 0|21 QLIBME AIS
StMI2.

VPC Lattice= MH|AE stLES| AF A} X|& QIZ MBF s{&rLch 2Lt
X X[H TH Q! oded 7Holl AL E £ &LCH

Lattice MH|A0| SLEt QLIBMHE MEE = U&

>

X XH QUBSMHE Al
2 MMst = VPC

0
H1
=2
o
o
I
|0

ACM Z2£2 At85t0{ QIZEME 28 QIS ME &1 Q15 M IDE MEFLICH 23 Bla20iA 31
2IF MLt 4ZAE! VPC Lattice A‘II:II £ EQlsifor gLt

Mgt Atg 2 e A g

Mol SAN(FA| CHA| O|8) EE= CN(YEH 0|E)0lM B +ZF 2
olo| eted=ztE & grlch AF8 A XI'd =M@l O|F parking.example.come
2 MHIAE MMHED 18 QS AE SAN *.example.comlt 1ZESIE BREZ E £
A&LICH parking.example.comoOi CHE 2% 0| £0{2 VPC Lattice= SANS apex &
M@l example.comO| = 2E EHQ! O|F 0 LXIAIZLICH 3HXIBH AFS R XI7HE = M2

« VPC Lattice= 4Z =l 2l
21 K|

0 o oM
oIcO

BYOC 32


https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-load-balancing.html
https://www.gateway-api-controller.eks.aws.dev/
https://www.gateway-api-controller.eks.aws.dev/
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-resources-for-iam-policies
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https://docs.aws.amazon.com/lambda/latest/dg/services-vpc-lattice.html
https://docs.aws.amazon.com/lambda/latest/dg/versioning-aliases.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-traffic-shifting-using-aliases.html
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html
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Example 0| A| O|HIE: v2

{
"version": "2.0",
"path": "/",
"method": "GET|POST|HEAD|..."
"headers": {
"header-key": ["header-value", ...],
},
"queryStringParameters": {
"key": "value",
.
"body": "request-body",
"isBase64Encoded": true|false,
"requestContext": {
"serviceNetworkArn": "arn:aws:vpc-
lattice:region:123456789012:sexvicenetwork/sn-0bf3f2882e9cc805a",
"serviceArn": "arn:aws:vpc-
lattice:region:123456789012:sexvice/svc-0a40eebed65f8d69c",
"targetGroupArn": "arn:aws:vpc-

lattice:region:123456789012:targetgroup/tg-6ddecf831eec9f09",
"identity": {
"sourceVpcArn":
"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",
"type": "AWS_IAM",
"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session"
"principalOrgID": "o0-50dc6c495c0c9188",

VPC Lattice AH|A0{AM O|HIE 4= 4l 51
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"sessionName": "i-0c7de02a688bde9f7",

"x509IssuerOu": "string",
"x509SanDns": "string",
"x509SanNameCn": "string",

"x5@09SanUri": "string",
"x509SubjectCn": "string"

3,
"region": "region",
"timeEpoch": "1690497599177430"
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« x509SanDns — || CHx| O[S (DNS).

« x509SanNameCn - &= Xt CHA| O|F(O[F/CN).

« x509SanUri - & CHA| O[F(URI).

+ x509SubjectCn - F*| O|&(CN).
isBase64Encoded

2 20| baseb4Z QAL ER| 04R E LIEFALICH ZR2EZO|HTTP, HTTPS & gRPCO| 1
Y Z=0| ofX ZXtHo| otl F<ofgt EAIELIC.
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method
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Example 0i A| O[HIE: V1

{
"raw_path": "/path/to/resource",
"method": "GET|POST|HEAD|...",
"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},
"body": "request-body",
"is_base64_encoded": true|false

}
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SHo| 2&of Hio|{Z| EH=E
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AMStD Ol EEHIZE HTTP 8H

hop-by-hop &|CLHE £ &6t X| et &LICH Connection Transfer-
1551 7| ™ol MH|ATF AR E S 7| IE Content-Length 3l

CFH2 2 Lambda & 2| S& of| A|JL|C}.

"isBase64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"

Iy
"body": "Hello from Lambda (optional)"
}
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http://www.example.com?&QS1=foo&QS1=bar
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Amazon VPC Lattice INT=IY A To] =]

3. CH& O Mdg MEishLCE
4. CHAE OE ME ™HEX
ESHLICEH

=
1% mo|x|e] 7|2 FA M CHA &2 Z Application Load BalancerE 41

5. Oy O& ol&oll oy O52| ol§2 U= LICH
A

6. ZEEZO|AMHTTP EE= HTTPSE MEHFLICH O 08 Z2EEZ2 LT Application Load
Balancer?| 2|A L] T2 EZ21} 2 x|5lof & L|C}.

7. ZEONMCHY OIS et TEE XI'FELICI 0] ZE &= LIS Application Load Balancer2]
2lAL] ZEQF Ux|sok BLICH & 0470 X|Hste CHA I8 ZEQ UXISIEE LR
Application Load Balancerdf| E|AL] ZEE FIIE = U&LICH

8. VPC 0i|A LS Application Load BalancerE 4 & [ ME4SH 2410t S UEF Virtual Private
Cloud(VPC)E ME4gfLICt 0|42 VPC Lattice 2|47 &=l VPCO40F &L|Cl.
=)

9. =ZZEZE H{T0{ A Application Load Balancer?} X|243}

10. (MEY ALE) = EfOE FIHELICH

r
J

11. T3S MEfgfLiCh

2L WHME XIS EE LIS iz S5 + U&LICH

1. X2 852 =L

2. Application Load Balancer0i| A L5 Application Load Balancer& E4gfL|Ct

3. EZEOAM 7|2ZE SX|5tHLL Zol et ClE TEE K| | Ct. O] 3 E = Application Load
Balancer2| 7|& 2lAL] ZEQ} YUX|5HoOF ELICE X[t ZE Qi0| 22 Hl&stH EEfEHO|
Application Load Balancer0ll =& 35t X| 2L &L|C}.

4. iy & dds MEHELICH

Z2EZ HH

71802, MH|AE HTTP/1.12 AF2604 CHA O

QM2 YL T2 EE HTS A8 EH
HTTP/2 EE= gRPCE At83to{ a0 88 B + 2

o
FH
ik

Ct e Y ZZESNOfY I8 Z2EE HTo| Z&of oiEh 27t 29fxlof JU&LICH

2E+A: Application Load BalancerE CHA S 2 S5 57

oln



Amazon VPC Lattice AR} 710|1E
SMIZEE IZ2EZE HHA A1}
HTTP/1.1 HTTP/1.1 a3
HTTP/2 HTTP/1.1 5=
gRPC HTTP/1.1 =
HTTP/1.1 HTTP/2 F
HTTP/2 HTTP/2 o=
gRPC HTTP/2 CH& O] gRPCE X|H5tE B2
M
[eNe)
HTTP/1.1 gRPC R
HTTP/2 gRPC POST & Al MZ
gRPC gRPC 83
gRPC Z2E & HHTIof CHEt Iieqd Ate
. XHHElE U EIAL Z2EE2 HTTPSQLICH
o XHElE FUSHCHA 32 INSTANCE & IPRILICH
- MH|A= gRPC &g F& =496t M7|X|, MHlA X HMEE 7|22 gRPC 3 &S XMAE
CHA OE o2 gt ElsHCt
« Lambda E+E CHAOZE AT £+ QigLICH

e = SUSH BlAL{ ZEEZ2 HTTPSQILICH CHA O
ESE 2~ Ql&LILCE.

XHE|E fUS 2lAL] F2RI2 &g 2 1™ STl
KHElE S USHCHA K32 INSTANCE 2! IPIL|CH
MHIAS ZEI0|MENM 2= AEZ|AE K|HEHL|CH MH|A

x| et&LCt.

Z2EZE HTTP £& HTTPSE

o
fjo

o

M

—

ol

ZZEZ HH

58



Amazon VPC Lattice INT=IY A To] =]

VPC Lattice CH&F & of CHEh Ef1

B E AFEstH 8, AR/AHEE 3 Soll el iy 2SS Chdet Aoz EFE + U&LICH

2t Chat TBOf o] BATE F74E 4 RlaLich BHT 7l Ch TEEE DRsfok BLICH Ty 18
ofl ol0| 473El 718 S8 B8 F7H5HR T Ef2l 3ol W ol=ELICt

Mgt A

ZE£E MEsto{ iy 25 Ef2E Yool

—

o ~ w0 N

ElaaY Z[C] Ej &~ - 5074

Z|CH 7| 40| - RLIZE X} 127X}

Z|CH Z2F 2ol - RLIZE EX} 255K}

Ei 7|9 gt I:H BAIE FEELICE HEElE BAIE UTF-82 E3E = Qe BAH 34 2l =
et EF EX+-=._/@YUUct M = £ IS AFSSHH o ELuct

O
aws : HFAHE AFSIEE of2fz|o] Qe Z Eff1 0| o|Lt Ztoll AFE6HK| OFAAI2. AWS O] ’“$
Ab7b XIEE BN Ol OILt Zf2 HESHHLE AFME 4= gi&LICH o] HFAI XIHE EfOE 2|4

g Bl = AMEtoll Z&E[X| et& L Ct

|m
Q'I_l
rr
4
T

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 0{M[2.

=t A & 0| VPC Lattice0l M CHA 2182 MEiEHLICH

{54 B 2718 M=E OhS Ei 9t BT 2te U LICH
2404 A B 2718 MEHSLICH Bl 717} SRl W A

El1E Abx| 52D 2t 2 A

confirmg izt u% AIE ML

£ Ar8stof oy 2 &2l Ef2E O0|EStEd™ AWS CLI

tag-resource & untag-resource HHE ALSEHLICH

EHZ CI0|E 59


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/untag-resource.html

Amazon VPC Lattice

AR 7H0|E

Chey 28 AFA

Elal Ao ME frHoi M Hxetx| b= tHy 2&2 AXE = JU&LICH Oy 2&S AXsic
CHe O50] S5 tdols I OIXIX| f&LICt SSE EC2 QABRATH o|Y ERstK| i 2
B2 Xl Ee =g = J&LICH

ZE£E AI8stoi Oy I8 S AKlsts 4

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ 04M(2
2. B FMOd 2ES MENELICE

3. Oief I 5ol cHet 2fQlEts MEst & 2fd, AXE MEfEFLCH

4. =OIHAIXI7F LIEFLM confirmS 238 CHS AKE MEHFLICEH

E Ar8stoitiy o

0424
o

delete-target-group

0
il
a

60


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-target-group.html

Amazon VPC Lattice INT=IY A To] =]

VPC Lattice MH|AE @&t 2[A L

VPC LatticeE AF&35t7| ol HX] StLt O|&k 9| B|ALHE FIteoF & LICH Blade +88t Z2EZ
A ZEE AMEsto] Ad REE HQsts Z2MAILICH 2lALol Chal Zelgh 2o mat AMH|A
t SEE 4oz oXe 2teElsts Wo| AHE UL

LTI
---------------- - S A ;
Q L. Target group 1
Rulas e

Targat group 2

LHE

- 224 7Y

- ZlAal dY

+ VPC Lattice MH|AE 2|8t HTTP Z2|AL

« VPC Lattice MH|IAE {8 HTTPS 2|AL

+ VPC SiE|A MH|A
+ VPC Lattice MH|A
. 2lAl] YdlolE

2|8t TLS 2|A L
28t ElALS 7 E]

o 2lALH AMK|

SPNEEPE
2AL = OIS0 22 Z2EZ U T EE X|HELCH

15|

EEZ:HTTP, HTTPS, TLS
E:1-65535

i

2lAL Z2EZ0| HTTPSQ! ZL VPC Lattice= VPC Lattice0l| A 44438t FQDNZ} ¢4Z23El TLS @I
SME ZZH|XME5tn #E|ELICH VPC Lattice= HTTP/1.1 & HTTP/20i M TLSE X|HErLICH
HTTPS ElALZ AMHIAE 7435t VPC Lattice= ALPN(Application-Layer Protocol Negotiation) 2

2la 4o 61



Amazon VPC Lattice INT=IY A To] =]

AMESIAHTTP ZEEZS r (=}
U2 MSELCH RME EE =

FIF

2 AYELICH ALPNO| §i= 4% VPC Lattice= HTTP/1.12 7|2
H

TTPS 2|& LS A EsHAM L.

VPC Lattice= HTTP, HTTPS, HTTP/1.1, HTTP/20{| A £ 4l I:H7I%+ Olg{Eh =
CHA D EAIEF 4= QIS LICEH BlALIQ CHA I8 T2 EZ20| U8 2= &Lt VPC Lattices
=

ZZEZ0 M Zt dasfol=et ch2asolze] T Z2HAE :

=
gelguch RME HeEsE 22
EZ HHE XM L.

OZ 2|7 0| 0] VPC Lattice CHAl &S 3= ERHEIS SIS SIEE TLS E|ALIE AMAdst
KAMet HE= TLS 2|42 XM 2.

1
%0
o>
r
ful

VPC SiElAE X|&SHK| et &LICH WebSockets

=ZPSERYPE

VPC Lattice MH|AE 2T 2IALHE MME & U&LICH 2ALHE MME 8,
EZ8 x|™siof gLct 2lalde 7|12 720 8 MBS ELICE 2lALE Q8 £ 722 MAdE

= A&LCH

e

ZE£E AL85to] 2lAaHE ddst

rr

the section called “HTTP 2|AL{ F7}”
the section called “HTTPS Z2|A L4 F7}
the section called “TLS 2|AL{ &7}

« the section called “T+%! F7}

E M &3toq 2|AaLHE BHEE{H AWS CLI

create-listener 2! create-rule WS AF28HLIC}H

VPC Lattice MH|AE |8t HTTP 2|AL

2lALE ¢1H e #Holste Z2AALLICH VPC Lattice AHIAE A48 o 2lALHE Holgt 4+
lLich SmlEtE MulAo| BIALE F7HE 4 QlaLct

O Ho|x|e| 2= MH|AE HTTP E|AL4E ddst= ol =20 ELICh O E Z2EZE A83te
2ALHE BEE WiHol et XHAIE LIS 2 U & HZSHAAIQHTTPS ElAL. TLS 2|4 L

EENERSES 62


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html

Amazon VPC Lattice INT=IY A To] =]

| A
=4 57

d

« 7|8 2lal] Ao ME X YS FIHeted™ AL 7HS B VPC Lattice CHY 1 &2 X|'dsHoF gfLICH
AEMIEt HE = VPC Lattice CHA I8 M2 R AL,

(=]
of2f ElALA0IA SUB CHA TBS KIFE 4 UKIE, Ol2{3t ElALIE SUBH AHIA0] %540k 2
|

L|C}. CHAF a3 & 2 VPC Lattice MH|AWAM AF25HE{H CHAF T £ 0| VPC Lattice AHIAS2 R 2|lA
LM AP | K| f 2 K| = QlsoF & LCt.

HTTP 2lAL] 7}

Xt ME[A0| 2lALH & #EIE FIHE = JU&LICH 2lALH0|MH 20| EM MHEH[AZ S| A4
A P Z2EE2 W ZE HSQ T 2jofl Ciet VPC Lattice CHef 2188 T E&LICH &
Mgt LHE2 Elal] T8 BHHE BESHM L.

e
l
|>
ini
=T

—

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 04M[2.

2. EFM 20| \VPC Lattice0ll A MHH|ASE MENSHL|C,

3. XMH|A O|E S ME5I0] M|E HE I 0|X|E LICt.

4. BIRE "YHoM 2lald F7HE MEIELICE

5. Z|AL] O|E0M ALK XX Z|AL] 0|ES N25tHLE ElIALC Z2EZ20 TEE 2|AL Of
Eo=Z A £ U&LICH XIHE ArEXF X|I™H O|&2 Z[CH 63K K| 7ts35tHH AHe| 2E MH|
Aotck assior gLcH s &8 EXE a~z, 0~9, 5t0|E(-)ILICH 3t0|E2 3 At £&= OFX|E
EAZE AMNEE £ QIO CHE 510|E HIZ Fo| AARE == QI&LICE O|E2 MME Folls H
a8 £ gisLct

6. ZZEZE: ZEO|MHTTPE MEHSIT X E HS E Q=48 |Ct

7. 7|2 SZtolM, EBIEIS £ A& VPC Lattice CHA 122 MEHSHT O| CHA a2 0f EEE 7S K|
E MEfSILICH CHa &0l €E35HeE 715 %= EClEE AE M &2 AHELICL o E &
Of, F CHY & 7IE%x7I Z2o™ Z CHY OIE2 Ecl=o| Hutg AFLICEH i 2§ S 5t
Ltot X|&8t A0|= EEHEIC| 100% 7t 5Lt CHA a2 o2 MEEL|Ct
LSt AR 7|2 Mo CIE CHY OE52 FIIE = USLICH 2 FI1E MEASHCIS Cia O
E2 MEStD 715X RI'EELIC

8. (MEHAIE) CHE HAIE FII6te{™ & FIIE MENE OIS, 729 0|8, M &9, =0 4 &
e =gt

|

[}
4>
B
r\l
D
w


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

ZF 7 =l0d| 104 A 100 AtOlL| @M &2 H =l L| =
TAE o] 7 At E = RELICH #A2 7M1 I2 2ol 7HE %% Zkoﬂ OIE7I77+XI M =2
of et WIHELICH 7|8 73

MES ALE) EH2E F7tH5tE{H 2l
Zf= =gt

-

=
10. 82 dEst FIHE MEELICH

(o]
\IA
L

k=]
A=
A

L

E A235t0d HTTP BlALHE F7t5+24{H AWS CLI

712 AEleZ B|lAL{E MAEE{™ create-listener BHEE, £ 2lAaL] 728 MASHE{H create-
rule BHEE ALSELICH

VPC Lattice AH|AE &t HTTPS 2lA&L4

SlAHE A 2HE &E0lsie T2 MAQILICE ElAHE MHIAE MMHE mf Ho|gfLICH M EX]
VPC Lattice0| A MH|A0] 2ALHE FIIE = U&LILCH.

TLS HZ™ 1.28 M&304 VPC Lattice2t2| HTTPS 14 & 2Y ZE3t= HTTPS ElALHE M %* -
A& LICH VPC Lattice= VPC Lattice0ll A 4438t FQDN(H3HEl ZHIQ! 0|8)t HZAE TLS 215 M
£ = 2 H|xY o|'_|_ ZHE|gLIC} VPC Lattice= HTTP/1.1 & HTTP/20l M TLSE K| & LICH HTTPS

2lALHE MH|AE T35t VPC Lattice= ALPN(Application-Layer Protocol Negotiation)2 & H
HTTP £§§~='—° AHS =2 ZAHEELICE ALPNO| @i A< VPC Lattice= HTTP/1.12 7|EZI2 2 At
&t

VPC Lattice= HE| H'HA| O} Z7[EIR{E AFE 6} 2 £Q35 A= ZQIEO|AM 048] MH|AZ S AEIS
£ A&LICH VPC Latticed M= 2= ZEH0|ME &0 CHH SNI(AE O|F E A2t &4 TLSE Al
Egfuich

VPC Lattice= HTTP, HTTPS, HTTP/1.1, HTTP/20{ A £=AI CH7|5t0 O|HBt T2 EZE U HAo 2E
(o]

CHef o S&1E = J&LICH oleet 2laLHet thie & 82 YUx|sHX| ehot = ELICH VPC Lattice
= ZE2EEZN A ZF gasol=e 2 ado|=o| MA ZEMAE HElFuCH RIMEH HEE T
EEZ HHEE FEStMR

2404 CHAI TLS E|ALIE A
o]

OH=ZE|70|M0| ERNEIS =St E 5t s
AL, A At He 118 SlaLie HASAS

st= 222 VPC Lattice= TLSE 5235

o

paL

x

2ot 5%

HTTPS Z|AL 64


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html

Amazon VPC Lattice INT=IY A To] =]

- ALPN %%
- HTTPS ElAL{ E7}

Eot &

VPC Lattice TLSv1.2 Z2ZEZ1} SSL/TLS &3 S5 = &s HoF Y2 ASELCH Z2ES

2 Z7l0|MAEQ M Ztof 29t o442 AM%d5t0{ Z2I0|1E QL VPC Lattice ZH0l MEE|= 2 E | O|

EHE CtTetH ESgfLct 3= I YE HAIXIE M5t flel =3t 7|18 M85l ¢=8 ¢
2ELCH Z2EEZ2 042 7He| ¥ S B AME3l CIOIEE 5 stELct 44 40| O|F0IXl= &

ot 22I0|HEQ} VPC Lattice= Zt 20| X[t 23 W Z2EZE S52 M3 =292 EAIFLICH

712802 MOl S50l Sot0|HES| &5 F stLSt Yx[etes X Wl 57t 2ot HAAS 2|5l

MEEILICH

MEHZ AFSELICH

>

VPC Lattice= TLSv1.2 Z2EEZ1} C}Z1 Z2 SSL/TLS Y E MEs=

 ECDHE-RSA-AES128-GCM-SHA256
* ECDHE-RSA-AES128-SHA

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-SHA

« AES128-GCM-SHA256

* AES128-SHA

* AES256-GCM-SHA384

* AES256-SHA

ALPN %%

ALPN(Application-Layer Protocol Negotiation)2 %I TLS $1= M| 0|3 hello HIA|X|E Sl ME L=
TLS =H&QLICH ALPNS A2 5t OHZZ|7H 0| HZ 0| HTTP/A X HTTP/2 ZH2 EoF 948 £
ME3Sordte Z2EZ S HAE £ &L

2210|21E 7} ALPN ZE AlxH5HE VPC Lattice AHIAS S210|21E ALPN 7/ 4K 228 3
ALPN E&t H|wgfL|Ct Z2t0[HETH ALPN HAMo| T2 EZ 2 X|5t= A< VPC Lattice AH|A
S ALPN H#o| 7|2 M3 S22 J|¥o 2 o173 MABLICH ITX| oW MHlALS ALPNE A
g5txl etaLict

Z
o
2
o
>
o
i
C
o

VPC LatticeE CtS1F Z42 ALP

EER=E 65



Amazon VPC Lattice INT=IY A To] =]

HTTP2Preferred

ok

HTTP/1.1E2Ct HTTP/2E MZ & LICH ALPN 7|2 M S5 2 h2, http/1.1LICH

HTTPS 2laLd &7t

2| AL{0I M 22t0|EM MH|AZR Ol 944
A

ZaxE HS9 J|E 2|AL] FElo CH
gt CHa O§2 FEELICH RHME HE= 2 =

MH =7

VPC Lattice CH& 21 & & X|[H3HoF & L|Ct.

7|12 2la 7o MY &YE FIste{H AL 7tsE

KMt HE = VPC Lattice CHY 1 x|

- 0iq 2lA {0 SLE IZHM JES X[EE = UX|E Ol2HEF ElAHE &

of &3Hof gfLICt CH& 2 &2 VPC Lattice MH|AMM AMS5E{H CHA O
E2 & 2|lAL{0{M MQ-EIJ_ AUX| 2E2 K| B 2l oF g LIt

* VPC LatticeOll M XS stE UBMHE AEst7HLE AHA| B ME 2 7HKE + U&LICH AWS
Certificate ManagerXt A8t HE = the section called “BYOC'€ & Z5HAMI2.

2lst VPC Lattice AMH|A
£ 0| VPC Lattice MH|A

=& 2 AE5Io{ HTTPS ElAHE F7tets WY

-

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 0{MI2.

EtM & O| VPC Lattice0ll M MHIAE ME4EHLICE
A'lHlA Oll:l = Al_-lE—||.|°|'0:| A'”|7=|‘
I8 B 2lad FIHE

2lAL] O|E 0| AL Rl K| |—Z',—6I-7—|LI- ZALS| Z2EEZEN TEE 2|AL{ O]
SR MEF = U&LIc XIHE A M O0|&2 =0 63Xt K| 7t 55t HEHL 2E A
HlAOiC T®sfoF & Lct RE8 —E—XP: a~z, 0~9, 5tO|&(-)LICt. 5t0|E2 & EXt E= 0K
9t EXE ASE s @0 CHE 510[E HIE Flo| AFSE =k I&LICH 2[AHE ddg8 Fof
= E|/\|_-|o| O|E° I:I=|7=|%}-

o M 0N

o 02
E
> 4
L
o
i
mlo

>

—

A
T
6. ZEEZ: ZENMHTTPSE MEIStT ZE HE E =g LICt
7. 712 SEolM, E2TS 4% VPC Lattice CHA 25 M=stn o] Chy 2F ol #TE 715 x|
g MEBLICH CHY T80 BYSHe JHEAIE EHTS 20Y 2
of, £ CH4 DBOl HHE A7t ZoW 2 Ch4 2B ERfTol WHS £ AHLICH Ty 182 &
CHA

=E —
LtEF X[Her Zol= Eei= 2| 100%7t stLE2

HTTPS 2lA&L4 F7 66


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

QS B 7|2 srejol CHE CHY T8 S £7HE 4 USLICH S £7HE M8 OHg THY
E2 Meistn JHE RIS XIFE LI

8. (M= ALE) CHE TS R7hst2iEd T4 £7HE MeE 08, 740 Ol8, M &9, 27 U &
o2 9ladst|c}
H=2 H—71H-d .

2h TFEI0fl 10141 100 ALOIS] 41 29 HE S ROo4E 4 UBLICH BlALYE M 2207t SYst
TAIZ o2 AHE £ iaLITh FEL JHE 2 ZolM 7t £ 2ol 012K M &9

&LC
ofl mar HYItELICH 7|8 73
(ME4 AR EfE F7totE{H 2
Zt2 =gict
10. HTTPS ZlAL] QIZM MHHM, MHIAE A [ A =
A< VPC Lattice= AFS2 2 TLS QIEME MH5l0] Z|AL{E S8 ECfE 582 E5&LUCt
AEX XE EH Q! 0|22 MH[AE MUK LR[S
ARl K& SSL/TLS 215 Mol RIZEMHE _aero MH
™ MH|AE MHE M |58t QIS A7t o|O] MEHE]

11. #82 dEst F7HE MEFLCH
£ Ar&3sto{ HTTPS E2|&L{E F7tstedE AWS CLI

718 AR 2 BlALE Md5ted™ create-listener BHE, F7 2lA L 72 M 5H2dH create-
rule BEE AFSELICH

BlAlE 7 2HE =Holste TR MAQILICH VPC Lattice MHIAS M8 M E|ALE Holg
& LICt YANIEIE MH|AO BIALHE F7HE £ laLct

VPC Lattice7t &= 3tE ECHEIE &5 sliS5HX| o1 o E2|AHO|Mo 2 HMESIEE TLS 2lALE M

gg + &L

VPC LatticeOlH &S5 3tE ECEIS S53t5tT0 SS3E|X| 2 ECHEIS o Z2|70|Me 2 HILE
2 5l2{™ HTTPS ZlAL{E CHAl MAFHAIAR. REM|EF ME = HTTPS 2lA L2 & Z5HM2.

Ted At

TLS 2lalol= chEt 22 1 At 0| HEFLICH

TLS ElAL 67


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html

Amazon VPC Lattice INT=IY A To] =]

VPC Lattice MH|AO|= AFE X X[ =R O|F 0] RLo{oF & LICt MH|A AFE R X[ =HQ! O|F
2 SNI (MH|A 0|2 EA|) HRoZ AFREILICH MHIAE MAS M QS ME XM AL s o
SMe AF8E[X| et&Lct
TLS 2lalol 518 Bl S Ut Fale 7|2 FalL

C El

TLS 2|AL{Q| 7|2 ®ede TCP

0
N

F

x| Z740| client-

>
@
)
fo
oz
Aot
o_||
e
i
r
\I
.I.L
H0
in
0% |
2
_\rg

ZCI0|ME|M Bt Ao 2 Eots RE EcfE2 ¢33 E B2 fX|Z|=2 2 VPC Lattice= HTTP
SIHE 212 = Sl HTTP Sl E & st HL MAHE = gl&LIch el TLS El&Lo= ChE
- Z2 HMEtol A&LC.

x4
(=

0222 ANeHELch

1%
oM my
>
]
ro

ol
2]

o
12
ro
02

o| 2ot FA|= Mg LIct

* Lambda E}A2 X|HE|X| §f&LICH

TLS 2|A L] F7}

ElAuoﬂH aaromgoiw MH|A gg Hi4ag et ZEE
A =t

HS 9t 7|& 2|AL{ &0 CH

e}
Hel
Im

Z&2 A85to{ TLS ElALHE F7tste{H

1.

o & 0N

https://console.aws.amazon.com/vpc/HlA Amazon VPC £ & 04A|2.

EtA 20| VPC LatticeOl A AMH|AS MEHSHL|CE,

T o
et "olM Elal F7HE MEHELICH
X

S 2|AL] 0|2 MBstHU ElALS Z2EEZ ZEE 2|ALH O]
A-&Xt x| ol&2 ZICH 63H7HX| 7|'o°|' H AEe 2E A
fE8 EXE a~z, 0~9, 5tO[E(-)LICH stolZ2 A EXAF E= 0OtHX]
U ENZAMEL T QU CHE SHO|E HEZ Flo| AEE = gi&LICH Elé LHE ddet =oi
A
T

2lAL{o| O|IEE BiAE

rr

ZZEZ0|MTCPE MEFLICH ZEO ZE HEE AU LICH

TLS 2lAL =7 68


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

7. CHY O8 MY TCP ZEE

St Ol CHy &0 €Y 71ERIE MEFLICH *.;'E”E.QE CHE CHY 2852 FIHE = U&U

Ch SE 38 FIHE MEE O S
=

Mk
mo
>
oo
9'|_|
A
[m
o
j]
mo
4>
>
9'|_|
rr
<
v
@)
—
O
o

(0]

]
0
I
ie|
mo
K
jlu

£ Ar&83st0q TLS E|&LHE F7t6ted AWS CLI

create-listener @@ E AF& 5104 7|2 #20| ME & E|lAHE WM& LICH TLS_PASSTHROUGH T
EEZEE K|™HELct.

VPC Lattice MHIAZ 9|3t 2|AL] 7=

2 BlaLis 71 F2lo| glonf &7} Fale Holg 4
o, 3Lt olatol ETio R PAELICH ARIE FElE £

k

LiS

N
M

x [
M
4o

2

=
ot

=
1
B2 |Ho |l

[

4 |4
|
i
N

[0|E

|
14
2
[nl

=1
i
1z
A

712 A

BlALIE Mg o) 78 7ol ChEt 5tle Holgtit 7|8 Rl
L{o] 7&lof ChEt Z7H0| SFE|X| otoH 7I= FElof Chal AHeio] £

&M =2

2t FAIOICH R £207F UBLICH FAIS 7H 2 B0l 7He £2 Ztoll 012 7I7Hx| 24 220
mhet WIHELICH 712 7RIS obx|etol WIFEILI J120] obkl Al £ &9l SIMEX] HZO|
THSBILICH 712 FAI0] R4 £9/E WHE £ glaLith

EENERE 69


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html

Amazon VPC Lattice INT=IY A To] =]

A A

VPC Lattice AMH|A Q| BlALHE ME =dnt 1™ SH 2 X|HELICE

forward XS A& 35104 5Lt 0|4 2| VPC Lattice CHA &0l 2HE 2IREE £ Q&L
forward 2dof CHal ofd CH& O &2 XIYstE 42 Z tlef 280l cish 7t 5 xE RIZ5HoF &L
C. Zf e 28 7HSRI= 01t 999 Atole] Ztluict. 7H5 CHe :LEOI UE BlAU AT LRIsHE
QY2 IEXIE 7IECE O|zq&t CHY O Eof HiZELICE ol E , ZtZF 7HER[7F 1021 5 742l
AIOESAYIHZ Oy O52 Q82 T4 g ot 7|'67<|7|' 0l et JET 7HE %71 20
QlCHA I8 F 7HE XIHsHH 7t3 (7t 209! CH4 I EO|CHE CHA OEEC F H B2 Q¥ S gHE
L|Ct.

% SE Ak

fixed-response XS AIE35t04 ECI0|E X AX|5tD AFZX X[H HTTP SE S HHetg
2 Ql&LIC O] S AF25l04404 SE =2 whete £ laLch

Example of Ciet 1% 85 = X[2| 0i AWS CLI

A2 HEILL YCI0IE ) Sl KIWE 4 UALICH CHS S XIME Me) 227t 2= 1
cC

x|
St ELct.

02

"action": {
"fixedResponse": {
"statusCode": 404

1,

eSS

2t 7Al ZT0lE RBI TA HETH A& LICH F ol Chst £70| S EIH Ado| £ HELIC

TEIo] Chal XIHEIE YRl 7IZ S O m ZaLc

3 Yx
OIRElR ZH QMO HTTP SIC{E 7|8He 2 LT HTTP 8lic 242 AFR5104 Q& 0| HTTP 3
CIE VMo R 238 BIeusts FAS T4Y £ UaLch EF £5 ASK XIF HTTP 5l
Lol 0|8 S XM 4 YBLIC 5] 018 T Y| BiHs HARKHE TESHA| Sb&LICH Tha

EESESEY 70



Amazon VPC Lattice MEX

EA TES 7AA o]l dHE HEY & USLICH AUEFIE EXtE sl OIF M= RIZHEX] &
&LICh sl Lxlol= HFA LX|, et R, 23 UR|7t x| 2ELICH

HAME LR

HTTP 2% HME Z742 AH835to QMO HTTP Q& HAEE 7oz 28 e dste 7
g DAY & allch BE £ ASK XIH HTTP HAMSE XY 4 YaLch HASE o
N

AERE FEYLICH HME o|&0| 8= 3| Ux|soF FLICH FU=7

In
gl
>
rr

= S k=2 2e Hold
7tE Xt X|HEX| E&LICH B2o| HFA URIeF et UX(7F x|#E LI

AN E BlA HEE FHe = U&LUICH

&2 A8 stod BlA FAIS FTtste Y

—

https://console.aws.amazon.com/vpc/HlA Amazon VPC 2£ & 0{M|2.
EF A F 9| VPC Lattice0Ol M MHIAE MEHEFLICE.
MH|A O|§ & MEstod ME HE W 0|X|E JLCt.

= MEeH

et JolM 2lad BHE

mu - mok
r
o

i
2
=
]
o 0
i
mjo
1
Lo
it
r
Ami

N o a A DN

Ay O

o
lif
Al

[ A L- H
MR M &2l el B7HE Lo 712 #=2 obx|2hof E7FEL
o Z

S Yx| EE HME LR #2 ZZHE F715I2{H AWS CLI EE= AWS SDKE AFE3HAIA

9. ZUoiM VPC Lattice CH& 21 &2 MEAELICE.

0

= T
/ol 10i M 100 Atole] @4 =& UMELICH #E2 7MY K2 2ol 71 =2 2ol

71


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

10. 'HE A XEE M=FLICh

At&sto #EE F7tste{8 AWS CLI

create-rule @HE AFS ELICE

o |>»
T
|
1
fjo

w I2

-
o
|m
ok
4>
30
>
rC
[ul
)
>

N N
U
lo
4o
rx
H>
)
M
[
)
0z
I
I
N
ol
A
oin
o

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC £ & 04A[2.
2. EM EO|VPC Lattice0ll M AMHIAE MEASHLIC

3. AH|A O|§E MEi50 MF HE HO|X|E ¥LCt.

4. IR HM 2lALH HES M
5
6

=
=gt
ool mat 75 £4 29|, 271 U stelg 2HsHLIC
UBIOIE S HE ST ¥ A ME S MeELIC

T A&LICH ElALHE ATX|ISH

e
Pl
rn
A
>
Pl
ok
> -|>
lI|>
rC
_lT'_
E
[>
L
il
]
rok
N
rc
o
1
rlo
ikl
Pal
ek

ZE£E AL85tod 2lal A E At Y

https://console.aws.amazon.com/vpc/0il M Amazon VPC 2&2 04M[2.
=M 3 o[ VPC Lattice| Al MH|AE MEHEELICY.

MH|A O|& t'E”oF04 M% HE mo|x|E HLct.

=l 2ol M Z|AL 2

o
FES ¥ 1 MHE ML
A A

s MEfELCH

I I N I
']
40
i
t=|

75 ool 72


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-rule.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-rule.html
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

E M&E35tod #&lE AFA|ShEd AWS CLI

delete-rule HEE AFSEFLICH

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2£ & 04M[2.

B M ¥ 2| VPC Lattice0ll M MH|AE MEHEFLICE.

MH|A 0|2 MEi5to] MIE HE HOo|X|E ¥Lct.

2t oM ElAL] HES MEdEFLICH

oM Eof et CHe T EOILE 7HE X|E UOO|EE = U&LICt
X

Cf 7512401 519 £7H8 MEE CHS CH4 282 Mestn HE I8 KIR S,

om
L

bl
X

FO

i}
[> oz nr Ho

i

4
=TI (|
fjo

o

i
fjo
!
N
H
A
kR
rr
1z
Pl
ok
4%
H
30

I
r
o
Pal
x
ok
0%
HL
rr
]
|>
L
=1
i
mjo
ik
B
9.'—'
=
FO

© N o g~ w0 N~
N

4
jn]
o
[m
M
oY
Hn
Q'I_l
Kl
e
ox
>
9'|1
o
mjo
x
Jm
o
C I
ful

E A85t0od 2lAaLo] 7|8 HYE UO|o|E5tE{™ AWS CLI

olo
et
r
o

update-listener HHE A

2| AL AP

HHE ElAHE AME = U&LICH 2l&HE MAstH ZE 2lal 720l iS22 AX|E LI
ZE£E AL85t0] E|lAHE AMste EY

https://console.aws.amazon.com/vpc/0l M Amazon VPC &2 0{MI2.
=FAH 20| VPC Latticel M MHIAE MEHEFL|CE,

MH|A O|§ 2 MEi50of ME HE Ho|X|E JLCt.

ot S BolM 2laL] AXE Mg LICEH

=]
2Ol H|A|X|7F LIEILEE confirmES 235 CHS AKIE ME4EFLICEH

o K~ 0 bnd =

2lAL] Ydo|E 73


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-rule.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-listener.html
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice

AR 7H0|E

£ AM&3stod E|ALE A A|StE{H AWS CLI

delete-listener WHE AISSHAMIR2.

2lAaL AFA|

74


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-listener.html

Amazon VPC Lattice INT=IY A To] =]

VPC Lattice 2lAA 28

Amazon VPC Lattice= AWS Resource Access Manager(AWS RAM)2t S & E[0] ElaA SRE

7ts 3k guch AWS RAME2 °'$ VPC Lattice 2| &AE CHE AWS AE1 Z31)3H7{LE AWS

Organizations2 &3l 3R = U= MH[ALICH AWS RAME AL83610{ Elad SRE Mot A

EX AR EALAE SRE = UGLICHL ElAaA SRE SRY 2220 37 CH AHIRHE XIHE L
_/I\_ (o)

Ch AH|XtolE CHS0| 28 E

« AWS Organizations0ll /= Z&| LR E= 2R 9| £ AWS AHH H ™.
« AWS Organizations0i| = =& LIE S| =& B2,
« AWS Organizations 2| ™&| = %],

AWS RAMO]| CHEt REAIEH L2 2 AWS RAM A2 MEME & ZX5HAIL.

=3t
* VPC Lattice 2|44 SRE QI8 E+ =X
o VPC Lattice B|AA 28
« VPC Lattice 2lAA 28 K|
. 2o al A
. DA oHE
= =L I A
VPC Lattice 2| 2RE et e+ x=H
o B|AAE BR524H AWS H™HO| AR5t Uo{oF FLICH &, AHMM 2| AAE S LI T2
HIX{aHoF BLICH RHAID BRE BlAAE ZRE £ elaLin

=
|2t Bl AAE SR 5HE{™, AWS Organizations 2| 3R E
& Mol AWS Organizations Ui 2|44 I/ &

BIAAE ZR35HE{H TX{ AWS Resource Access ManagerE AI&35104 ElAA SRE MMEHLICH
AL ZRE ZREY 2o 3R Y AHIRF O2|1 2ot FA7F 38 £ Qe =g x|HE L
Ct



https://docs.aws.amazon.com/ram/latest/userguide/
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

Amazon VPC Lattice INT=IY A To] =]

A8t VPC Lattice EIAAE CHE AWS A ™1 2R 35HH

of HAAE £ UaLIct 3R 2lLaA0 CHE A

E(ARN)O| M| T1 A4S M8t HHoll= ARNO
—

oF 91732 MAE AT 2E HUS AME £ UBLICH

AWS Organizations2| Z 0]l &3 /T £ 5| Liol K7+ BAISHE|0f o™ £F|0] AHIRHE B
Bl4 0] ChE HMlA HEHO| RSS2 RofELIC 2T oW AHIRE 244 BR0] Thelstat

S ACKES WD ACHE £33 3 TR 2IAA0| HAA HEHS waLI

2] At

oo

MH|A HEL 3 MH|AEBH= 5 7HK| 89| VPC Lattice 2|AAE 28 £ Q& LC}.
VPC Lattice ZIAAE BE AWS HXHD ZR& 4+ &Lt
VPC Lattice ZIAAE 78 |IAM AL A} L 38t0l 28 4+ giaLCt

=
VPC Lattice= AMH|A HE{I 2 MH|A B50f CHEt 02 22| HetE K|@HE L ch

lod AR8D U BlAAE BRIE WY

[e][]

VPC Lattice &2 Al

1. https://console.aws.amazon.com/vpc/O| A Amazon VPC
2. EfM EO|VPC Lattice0l| M MH|A EE= MH|A HELA

3. El&A 0|§2 MHsio MF Y& HOo|X|E o TS 7 B®olM MH|A SR] E= AH|A HES

i iy
e
fjo
2
-
[ul

[]
3 Z2R/E ME{EHLCH
4. ElAA Z2R0IMH AWS RAM ElAA B2RE MEHFFLICE ElAA B2 E MHE52dH RAM 240
MEAA SR Hd8 MEHELICH
5. MHA ZL E= MHIA UEYT 29 E MEdEL|CH

AWS RAM &2 AI83510d AR5t U= BIAE SFote B

AWS RAM At HEAM Q| El44 S&7 A0 dFE MR E WELICH

AWS CLIE AI835l0d AR5t /UeE BlAAE SR/ WY

associate-resource-share B2 AF28tL|C}.

VPC Lattice 2|AAQ| 2R
=]

= £ EXlsttd™ 2laa SFOIM &AHsHoF BfLICH 2l4aA F
SX[et Folz 7|& HZ2 fXIEULCH 0

|0l S7EF ElaLeto| M AZEE2 A EIX| eE&LICH

* X 76


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/cli/latest/reference/ram/associate-resource-share.html

Amazon VPC Lattice INT=IY A To] =]

Blas ARAEE HE ARKIFAZEE MAetHE F AGAM 25 AMELLCH AE 2771 2[4

o
== T
A SRUM HEISIE = B2 2lAA 7 2FK0H AEE M7HH E2tn %8t oF g LCt.

VPC Lattice &2 At83ot0 AR5t U= ElAL 0 SRE EXlsts &Y

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|Ct
EfM 2 O| VPC Lattice0ll M MH|A EEE MH|A HEQIZE MENSHL|CH

w0 DN

2l£20| 0|82 MEHsto] HE HE Ho|XIE Yot
k=2
=

o
TR oM 2lAL SRl HolR

MEE ChE M7HE M=iELICH

29| ol #Bt

&5 VPC Lattice E|AAE ALSE ] S 22 2] & Heto| M ELCH

2|AA ALK}

« MHIA UHESIT £2RAt= AHIRIZE BHE MEIAE £=HE + gigLCh

« MHIA HEQT ARRE AH|A7| BHE MH|AE AKE £ Qi&LIC.

« MHIA HEST £2RAt= MHIA HER(Z o CHEt 2E MH|A AZE HEE = U&LIC

« MHIA UESIT ARAts 771 42 MY =0 42ei0] MH[A HES|T St #EE ZE A

HlA9o| A slixE + A&LICH

L
0
o
o)
ot

« MHIA HEQT ARA= MH|A HELZO| Cist 2E vPC 42EE 4

« MHIA& HERF ARKHE AHIXE ME[A HERF 0l 48 ZE VPCe| HZE siAE = U&
LICt.

Ml
0
|l
1
Z
I
L
n

= AMH[ALLO| B E HERT AZAS MTE = JUsLcH
£ MH|A% HAE ZE MHIA HEXIAM MH|A | IAE SHAME = U&LICEH

- AEE dYE AEE MHIA HERF QL VPC 7te| A E UOIO|EE = /JU&LICH

zHol ol M3t 77


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-update.html
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html

Amazon VPC Lattice INT=IY A To] =]

2| AA AH|R}

« AH[Xt= ZHAO| BHEX| 2 MH|AE AME = gi&LICH
A

o AH|RHE MH|A HER{Z0f| A48t MH|AB A4S SHAE = U&Lct

o AHIXIQF HERT ARKE MH|A HERI L MH|A 7Ho| B E HAAS HFE = USLICH

« AH[Xb=E XHAIO| £ARSHR| 22 MH|AS| MH|A HEE HME = gigLCt

- AH|RHE 3R] MHIA UESQIZ QO BE AMH|A 4SS MEE = U&LICH

o AH|RHE MH|AE 37 AMHIA UEF S 128 £+ &LCH.

- &H|[RtE 3R] MHIA UERZ LS| 2E VPC HZEE & = UELICE

« AH|XIE VPCE SR MH|A HEST QL HAZAE + &Lt

o AH|RHE MH|A HEZof A48 vPCE A4 SAIE = JU&LIC

- 37 MH|AQ| AH|RbE MHIAE AHAIO| ARSHR| &2 MH|A HESIF QL HZAE £+ gigLCt
- 3R] MHIA UESIZ 9| AH|Xb= AHAIO| £ARSHR| 22 VPC EE= MHIAE A8 E = gigLct
« AH|RtE RHAD BREIE MHIA E= MH|A HETE HEE = U&LIC

- FEAATERE BREE B2 AH|AE F EAAE HAEE + elgUct

WXl A& o|HE

2lAA ARKI}E AH|RITE SR EIAAM 2YE & etH ST 20| AWS CloudTrailof M HIH
ZH OlHER 7|2 L},

CreateServiceNetworkServiceAssociationBySharee

2IAA AHIRE B EI_/.\_AS 835104 CreateServiceNetworkServiceAssociation2 £&5tH 2|
AA _/.\_%X}Oﬂﬂl M&EELICH SEX7F MHIAE A8 B2 OlHEE= MH|A HERIT AKKHO
A MEELCH SER7F MHIA UEQIE 498 AL O|HIES AH|A ASKo|A MEEL|C}H

CreateServiceNetworkVpcAssociationBySharee

ElIAA AR EF MHHIA WEQIE AFE 35104 CreateServiceNetworkVpcAssociationg® &
St 2las ARKHIAH MESELICEH

DeleteServiceNetworkServiceAssociationByOwner

EI A ALK B ElAAE AF25104 DeleteServiceNetworkServiceAssociation® &5t ¢
A AR AH HSELICH EEX7F MHIAE ARS8 ER O|HEE MHIA HERT 148 AKX

2lAA AH|RF 78


https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkServiceAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateServiceNetworkVpcAssociation.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html

Amazon VPC Lattice INT=IY A To] =]

oA M&ELICH ZEXT7H MH|A& HERIE 27 B2 OIHE

Lot

MH[A 448 A RHol|H TS

rr

DeleteServiceNetworkServiceAssociationBySharee

_

2|AA AH|KF 2] E|AAE AF275104 DeleteServiceNetworkServiceAssociation2 &5 2|
AA AKRK|AH MESEILICH S&X7F MHIASE ARSH B O|HEE MH|A WER3 AKXt

H HSELICH 2EX7E MH|A HEXIE Afe 2 OHEE MH[A ARKHOAH TS ELICH

DeleteServiceNetworkVpcAssociationByOwner

ARA7E R MHIA HEXIE A 35104 DeleteServiceNetworkVpcAssociation® &
74
=

A Aol A S ELICH

DeleteServiceNetworkVpcAssociationBySharee

2laA AH|XF S/ MHIA HERIE AFE5H0{ DeleteServiceNetworkVpcAssociationg £&
St 2| A A AH|AFo|H TS ELIC

GetServiceBySharee
2lAA AH|XE B3R MHIAE A85H0{ GetServiceE 3 &5HH 2|lAaA AFAtH & ELUICH
GetServiceNetworkBySharee

2lAA AHIRF 28 MHIA HE /T Z GetServiceNetworkE £E£6tH 2|AA AK KA ME
=| |_||_-_|.
= .

GetServiceNetworkServiceAssociationBySharee

2IAA AH|RFE 28 BlAAE A2 5104 GetServiceNetworkServiceAssociation2 £ &5tH 2|4
A AR AH MSELICH SEX7F MHIAE ARS8 AR O|HEE MH|A UERXT A KRHO|A|
MEELICH SEX7F HHIA HERKTE AR A2 O|HE = MH|A ARKHO|H S ELICEH

GetServiceNetworkVpcAssociationBySharee

2lAA AH|IRFE 28 MHIA HE 3 22| GetServiceNetworkVPC 122 SE5tH 2|lAA AR
KOl A &S ELICE

CIH2 2 CreateServiceNetworkServiceAssociationBySharee O[HE Q| of A| & FQlL|C}.

"eventVersion": "1.08",
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},

"eventTime": "2023-04-27T17:12:462Z2",

"eventSource": "vpc-lattice.amazonaws.com",

"eventName": "CreateServiceNetworkServiceAssociationBySharee",
"awsRegion": "us-west-2",

"sourceIPAddress": "vpc-lattice.amazonaws.com",

"userAgent": "ec2.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"callerAccountId": "111122223333"
I
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8a6al8b",
"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4as7cd",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",
"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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Tasks
« MH|A HE2|F0 2!

=
S
« MHIA HE329| 2E
O

« MH|A HE2{F0i|AM 2

O| Mado| EtAlof el S & ™St AAI2. AWS CLI

« IAMZ Ar835t01 MH|A HE S| 0f CHEF AMA KMolE & d&tehct

« MHIA& HER{F0] 215 Mg FIMELICH 15 EME FII6tK| gfo™
F F7 edgflct

1. Q5 HMZ2 A8 = UL FE MH|A HESL =0l CHEt HAHA Mo{E &N
type M1+ 20| AWS_IAM?! create-service-network B AM &LICH

of A2 7

gtotd™ --auth-
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aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]

ol &40l o

Okl
ol

' CHE 2t B8 £350| gHerElLct

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

ok

put-auth-policy HHE AL 5H04 915 Mg %7}
xI&EfLICH

F MH|A HEQT o] IDQ} F71E 015 A=Y

[0

o€ £0{, C}S WS AL25104 ID7} sn-0123456789abcdefo?! MH|A HE 30 Cist 2l
& Mg MMt

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

I

Ol &do| MT ot I} HIR B S2{0| HrehElLIc

"policy": "policy",
"state": "Active"

B

AMA Mo{E gd3tetn 7|E MHIA HESIZOl 215 EHE =7t 2

=

[e]]
0%

OIF HAMS ABY 4 UTS MulA LIEIZ0l T AMA F0IE B 438H5HEIE - auth-

type M1t 70| AWS_IAMQ! update-service-network &S A& & LICtH

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type AWS_IAM
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INT=IY A To] =]
ol kol MB35t ChS T} Hlx 3t H2fo| gretELc)
{

Ilarnll: Ilarnll’
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"

}

2. put-auth-policy H@&EZ A& 3504 €l
Npsg il

Ol

MM F7h8 MulA WIESIZ9| DY F7H Q15 HAE

= L=

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

JSONE A8 35to] HH HolE UHELICH RtMet HE= 218 Mo S8 242 HZ s L.

"policy": "policy",
"state": "Active"

o o
MHlA HE2i=0] Chet 15 BMS Higdstss W

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

LISoll 915 &M ChAl BAstalof st B9 - -auth-type 24401 AWS_TAMO| XI&El AEHZ O]
U MBML

MH[& HELIFo|M 215 HH3 X7

MEIA HESIZoIM Q15 M MHsts W

[«

ro
()]
0
12

85



Amazon VPC Lattice INT=IY A To] =]

MHIA HERF 2| 215 #EE NONERLZ HE 57| Tol 15 EAME M7t 20| AmgLct.

OlE Mo 2 MH|A0 CHEF AMA BE|

CHE AWS CLI 2t 42 Q1E HAME ALE5t04 MH|A0] CHE HMHAE 2tE|stE WHE BEoiELICH 2

& AF2 K|EI2 VPC Lattice LI MH|A MME 2 ESHMIL.

Tasks

« MH|A0| 215 M F7}

. MHI£0| 915 R4 ¥z

. MHI20AM 915 HA M A

Ct2 EHAol AWS CLI 2t CHE 2 3t A AR,

* IAME AL83t0{ AMH|A01 CHEF AMA KMo1E & d3terLIct

« MH|A0| QIF HAME FIHELICH 215 YA S FIt6tK| oot B E ECiEol| AMA HE 277t
dr gLt

AMA Mo{E g d3stetn M AH|A0| 2IF HME F7tsts Uy

1. QE HMS AL8E 4 UL S Mu|A0] CHEH KM A Ko{E 44852 --auth-type ST}
Zko| AWS_TIAM?! create-service WIS Al &FLIC}H.

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--
tags TagSpecification]

ol x40l o

Okl
[e]l]

M CHE 2 HI 8 £30| gHerElLct

arn": "arn",
"authType": "AWS_IAM",
"dnsEntry": {

ro
()]
0
12
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ALEXl 710|=
I
"id": "svc-0123456789%abcdef0",
"name": "Name",
"status": "CREATE_IN_PROGRESS"
}
2. put-auth-policy B ALE5to{ 215 HHEZ FIIE MH|A 9| IDeF FIHE 21E HME X|Hgu
Ct.
0E E04, CIS HYS AI25104 ID7} svc-0123456789abcdefol MH|AO| CHEE Q15 XA S
Adgfct.
aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json
JSONE AlE5t0od HA Ho|g HMELICH RIMEH HEE= 218 HHo| 38 248 HEFAMR.
O| 2tdo| H3stH CtS1} Hix et £230| EHEHELICEH
{
"policy": "policy",
"state": "Active"
}
BN A KO{E &3t 7|&E MH|A0 Q15 HHE FIlsts Uy
1. 913 WS ASE 4 UTE Mu|A0] CHE AMA M0IS HAd5h5t24™ --auth-type SMT}
Ztol AWS_IAMQ! update-service W Al gL}
aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM
Ol 2t4o| 4= stH ChS1t Hlx et £330 gretELct
{
Ilarnll: Ilarnll’
"authType": "AWS_IAM",
"id": "svc-0123456789abcdef0",
"name": "Name"
PIEE RS
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}

2. putauth-policy BHE AR 510f ©1F MMS F71E MulAo| DY X7He Q15 Mg X|MEL

Ct.

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef@ --
policy file://policy. json

JSONS At 3t0d B2 Bol8 MAFLICH AHMIE HEE Q15 B0

OH
ofm
FO
fjo
ik
P
ol
x
0]

O| tdol HSst™ ChEo Hx e £330| grerELct.

I

"policy": "policy",
"state": "Active"

--auth-type 41t 20| NONEQ! update-service BE= AFSELICH

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

LISoll Q15 TS ChAl ZAd5tlof 51 ZS --auth-type 24401 AS_TAMO| X HE AEIZ O]
HUS ABFHML

MH|A0M 215 &3 X7
MH[AOM 21 HME M7Hst= W
delete-auth-policy @HE 2 AtE & LICH.

aws vpc-lattice delete-auth-policy --resource-identifier svc-0123456789abcdef®

MH|£ 2| Q15 &S NONEL ZE #HE5t 7| Mol 215 HAME HM7H{stH 20| AujgfLct.
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MH|£oi CHet QIBE @EE 27 sts 215 ME gd&ste 82 T MH|A0 Cigt ZE 230
S 4 X

o
= Signature Version 4(SigV4)E At&35t0d Al&tEl &8 @ AHEO| Z & E|o{of &LICh REA[EH &

M HM St FEE AHE5104 VPC Lattice 215 HX0| X|QELICH XHAMEF LIS IAM AL M
HMOo| A} 74 S04 J|HF A4&H Ql Z|AA J|HF 22 XX SIM|S.

—1 (=

« HOFFX| - BoMo B L ElAAN HMAE £ QU= AME EE= O EZE|Fo|ML|Ct o1F MY
oM 2ot &= o] HEte| £=AIXI2! IAM ME{E|ILICH EoF FX|= IAM E[IE|Z QIS |01 AMH|
|

| —
-
A HERZ O MH|A B Z0| §H 2|4 & 2lAaA 80 2HE = JU&Lch

2IAA 7|8 HAHo| M EOF =X|E X6l ofF EfLICH 2o FAollE A, AFE X, g, o5 AFS XL
= MU|IATF ZEE = A&LICH AWS RHA[EH LHE2 1AM AFE HE Ao AWS JSON A @ 4
Hot FHE HZEsHMR

o 2ot -XIHE Eot FH7I §H AUS EE o] ZnlLCt Ol= Allow EE= Deny Y &= U&E
LICH Z[2XMo 2 |IAME AFE5H04 MH|A EE= MH|A HE{Zof CHEt HMA Xo{E & H35tetH
Hot FHE MHIA E= MH|A HES|T0| EE HEHo| gi&LICh ek BAIX Allow 7|2
MEE FAIERLCH

« Q4 __ VPC Lattice 3tLF2| 2 (vpc-lattice-sves:Invoke)S X[ HELICE O] HEHE AFS
&t X|™E Eot FR|7F Resources 2400 X|HE 2|AA0 CHE EE =Y = JUELICH

o BlAA -FHo| PEF S WE 2lAAJLCH

« X T2 MEI ME o EM HMO| MEBE[= AIHE Mo{ste Ol AAEE &= A&LICH

RIE YHMg Mstn atelE m IAM HA ME7|E AH8ste{n & = /JU&LIch

LT AMNE

CtZ 0d|2t 20| <serviceARN>/<path> I{EO| /= OE A7|0E A& St Resource RAE I
SEtE Q15 HME MAd5tod EH BlAA0 CHEE HMAE MEHE = U&LCt
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator
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Q& HAHo| Z|AA oAl
ZIZ2EZ of| Al

HTTP  "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/

rates"
* "Resource": "*/rates"
» "Resource": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/GetRates"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/*"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:sex
vice/svc-0123456789abcdef@/*"

<serviceARN>O= CHZ 2] Amazon 2|44 O[F(ARN) BlAaA HAIZ AFSELICEH
arn:aws:vpc-lattice:region:account-id:service/service-id
0q:

"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef0"

RIS HMo| X7 A0 UE = 7|18 Sl HHMAE FI7IE2 Mofd = J&LICH olgfet =7 7=
z 2 EE1} 20| Signature Version 4(SigV4)2 MYE|REX| ofL|H 2Ho 2 MHEE|F=X]|of

e
2t BIt8 2 2 MBS ELICH RHMEH LHE 2 AMH|A HE B0 & X 9| Amazon VPC Lattice MH|A QS| =

olx &zH 90


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
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= 7| =ES of lEol(@l  gRPC AFE
SE[X| & 7ts
2) 2 &R
7t A2
= ALR?
vpc-lattice-sves:S  QFEE F4IstE MH|AQl  arn:aws:v o of
erviceArn ARNE 7|E2Z HMA pc-lattic
E ZEe{ZELct e:us-west
-2:123456
789012:se
rvice/svc
-01234567
89abcdef0
vpc-lattice-svecs:S  2¥EO| /U= VPCE 7|&  vpc-1a2b3 o of
ourceVpc o2 HNAE EHEZELl c4d
Ct.
vpc-lattice- QHEO| JUE VPCO A7 123456789 O of
svcs:SourceVpcO HEE 7[Eo2 HNAE 012
wnerAccount ZE{>E Lt

AWS EE8F aws:PrincipalOrgID 22 &7 7|2t Z 0| HHAE Mofst= Ol MEE = Us
ZHIIEMSELICE ZEAWS 22H =71 7|E H{H IAM A8 HBAolAws 224 = 7=
AE F|1E FEXFAAL.

iy Hob FrE M HZA 4 (Sigv4) 2 AWS @30l MESHK| o1 AMH|A HEQF o AZAE vPC
Lol Rl= ZEXLICEH 21E Mo M 5185t B2 UHo| Hot FA= MH|A HERZ Q| AMH[A
of ABEIX| 2 ™2 & = UsLIC

CHe e QIBE 2ot FA7H RS sof e 915 Aol of AlLic

2 E oAlE us-west-2 2|2 AI25HH 74 o] A IDE Z&EhL|Ct.

O|§ A4RH 92


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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of 1

~

- E

= 1

M XEo| MH|A HMA AEHAWS

A= HAo| M8L|= MHIA HERZ S| ZE MH|A HMA
M$M§HWELR%%£E%xWﬂAwsx&w¢*Xﬂ§

_||I |'|]0|'
n

"Version": "2012-10-17",
"Statement": [

{

=
[—
rates-clientE Al RE QISE 2F

"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": [
"0-123456example"

IAM 23&to] 2|8t MH|A HAM|A K|S

Y2 ol Al= Resource 2401 X[EE MH|£0 CHS HTTP GET 22 £
%40

st =

20| 4Z3E MHIAS SUBHLICH

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::123456789012:role/rates-client"

iy

"Action": "vpc-lattice-svcs:Invoke",

of HetE F04&L|C} Resource
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"Resource": [

"arn:aws:vpc-lattice:us-west-2:123456789012:sexrvice/svc-0123456789abcdef0/

1,
"Condition": {
"StringEquals": {
"vpc-lattice-svcs:RequestMethod": "GET"

of 3: 5 VPCO| QIEE Hok FA|oi| Ol5 AH|A MM A F|EH

ClS 215 M2 o Al= VPC ID7} vpc-1a2b3c4d@! VPCo| 2ot Fx||7} IS E
&S eLct.
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalType": "Anonymous"
.
"StringEquals": {
"vpc-lattice-svcs:SourceVpc": "vpc-la2b3c4d"
}
}
}
]
}
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AR 7H0|E

Auth Type =
AWS_IAM

¥

Collect all
relevant policias

Final decision
is Deny
[deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
(allow invoke)

Hol 122 AH838104 VPC Lattice2| E2H

AWS 20 TES 7hy wat gt
I.

LICt. VPC Lattice% AMESHH EQ

T
. BRI HEA S5

J.L

-

X o4

HL
o
b
I

96



Amazon VPC Lattice INT=IY A To] =]
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LICt o|=7 5t E2iZlo| 20| E M VPC Lattice MH|A HIERX I E S35l VPC Lattice AHH|A
ez 58 5 A&Lch

& 04 0/ M (RE2) 2™ (us-west-2)0| CHE S 2 S/E EC2 QUARATL QUCHD JHLE A
Ct. VPC Lattice 2 2/8 MSFAI S 20{M QIHIRE HTTPS HMAE 525tE FEIS QIAEA Hot

Jg0l £7t5tH o] 2|1 2| VPC Lattice EEHEIO| QIAE AN TEHE &= U&LICH
2 E QlHt2 E #AE M7HSHH VPC Lattice EEiHE 0[2|e] 2E EfEO| QIAEHAN E&25t= RS
gkx|e 4= & LCt.

= T AAE

VPC Latticel| #2|& M5 A =58 0|E2 Ct3 & &LICH
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* com.amazonaws.region.vpc-lattice

* com.amazonaws.region.ipv6.vpc-lattice

o?k
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i
fjo
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x
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KA LH2 2 Amazon VPC Al M Mol AWSEE|

Windows ZC}0|HE

VPC Lattice HF A S89| FAE= AI-Z2Z4 FALILICH Windows Z2H0|1E0i| M VPC Latticeod|

145t = 4 VPC LatticeA At 35t= B3-2ZH FAE ECI0|MEQ 7|2 IP FAZE MESHEE

Windows Z2t0|1E S| 74 & UO|O0|EdHof & LICt CFE2 Windows ZEI0[21E Q| 7 & YHIO|E
= B o A|ILICEH 047]|A] 169.254.171.02 VPC Lattice0ll M AM St &3-2ZH FAQILICH

C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address
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### ID OZ 0| EffE 5L
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AlEHSEZ| Hofl MH|A WE L3 F7H5tedsE VPCe SUEH VPCO| EoF IE 2 MAMIM=X| &Holgt
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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5. Eeo mat 2o
6. HE A MYE ME{ELICH
E A83stodVPC ds ddE M 2ot 35S F7tsted™ AWS CLI

create-service-network-vpc-assocition @& A& 6t0{ VPC A2 I8t VPCo| ID2t F71e et 1
E9/ IDE XI™GgLct.

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdef® \
--vpc-identifier vpc-la2b3c4d \
--security-group-ids sg-7c2270198example

O| 40| §Sst™ Ch51t HIR

rol

F E340| BHEFEILICH

= [

4

"arn": "arn",

"createdBy": "464296918874",

"id": "snva-0123456789abcdef0",

"status": "CREATE_IN_PROGRESS",
"securityGroupIds": ["sg-7c2270198example"]

£ A&stod 7|1E vPC Aol CHE EoF 2 &S FIHst AL YO0l E 524 AWS CLI

update-service-network-vpc-assocition BZ0{E At&5t0{ MH|A HER3 2| IDSt 2ot D& 9] |
XIGELICH ol 2ot O &2 O|Mol| A= 2ot O S MHolgLIct S82 YHoIEE I E9
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H

aws vpc-lattice update-service-network-vpc-association
--service-network-vpc-association-identifier sn-903004f88example \
--security-group-ids sg-7c2270198example sg-903004f88example
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-service-network-vpc-association.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-service-network-vpc-association.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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o QE{MIE{7} 9= Java

* Node.js

Python

O| Al MHE MEE 2XME &
st2d= 3 botocore THF| K= QB
3t LI2 2 Boto3 A Ao A}

botocored awscrt WZ|X|E MX|5t2{H CIS HHEES AR LICEH RHAEH LI = AWS CRT
Pythong & ZE3HMAIL.

pip install botocore awscrt

CHS GlMoM = 2| AR 2L E AFS A DR ol gt = HhE LD

SIGv4

from botocore import crt

import requests

from botocore.awsrequest import AWSRequest
from botocore.credentials import Credentials
import botocore.session

if __name__ == '__main__"':
session = botocore.session.Session()
signer = crt.auth.CrtS3SigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',
'us-west-2")
endpoint = 'https://user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-
west-2.on.aws/create’
data = "some-data-here"
headers = {'Content-Type': 'application/json'}
request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)
request.context["has_streaming_input"] = True # payload signing is not supported
signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
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https://requests.readthedocs.io/en/latest/
https://github.com/boto/botocore
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://pypi.org/project/awscrt/
https://pypi.org/project/awscrt/
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SIGV4A

from botocore import crt

import requests

from botocore.awsrequest import AWSRequest
from botocore.credentials import Credentials
import botocore.session

if __name__ == '_main__"':

session = botocore.session.Session()
signer = crt.auth.CrtS3SigV4AsymAuth(session.get_credentials(), 'vpc-lattice-

svcs', 'us-west-2')

endpoint = 'https://user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-

west-2.on.aws/create’

data = "some-data-here"

headers = {'Content-Type': 'application/json'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)
request.context["has_streaming_input"] = True # payload signing is not supported
signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)

CIE{MIE{7} = Java

0| o A|O|ME Amazon 27 M QIE{ M

import
import
import
import

import
import
import
import

import

public

A-83stod 2 MBE MelgLch.

com.amazonaws.http.AwsRequestSigningApacheInterceptor;
software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
software.amazon.awssdk.auth.signer.Aws4UnsignedPayloadSigner;
software.amazon.awssdk.regions.Region;

java.nio.charset.StandardCharsets;
org.apache.http.client.methods.HttpPost;
org.apache.http.entity.ByteArrayEntity;
org.apache.http.impl.client.CloseableHttpClient;

org.apache.http.impl.client.HttpClients;

class App {

public static void main(String[] args) {

IEE 2F
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https://github.com/awsdocs/amazon-opensearch-service-developer-guide/blob/master/sample_code/java/aws-request-signing-apache-interceptor/src/main/java/com/amazonaws/http/AwsRequestSigningApacheInterceptor.java

Amazon VPC Lattice

var interceptor = new AwsRequestSigningApacheInterceptor(
"vpc-lattice-svcs",
Aws4UnsignedPayloadSigner.create(), // requires HTTPS
DefaultCredentialsProvider.create(),
Region.US_WEST_2.id()
);
CloseableHttpClient client = HttpClients.custom()
.addInterceptorLast(interceptor)
.build();

var httpPost = new HttpPost("https://user-02222f67d3a427111.1234abc.vpc-lattice-

svcs.us-west-2.on.aws/create");
httpPost.addHeader("content-type", "application/json");

var body = """

{
"name": "Jane Doe",
"job": "Engineer"

}

man,
’

httpPost.setEntity(new ByteArrayEntity(body.getBytes(StandardCharsets.UTF_8)));

try (var response = client.execute(httpPost)) {
System.out.println(new
String(response.getEntity().getContent().readAllBytes()));
} catch (Exception e) {
throw new RuntimeException(e);

}

CIE{ME{7} QA= Java
oAM= AFEAE X QIEMIEIE AF8510{ 2 HEE =85t WHE Ho{ELICH SHIE B
QIZE JHK2E AWS SDK for Java 2x21 712 A2 5T Z2x SHAS AR ELICH SH Hot
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import java.io.ByteArrayInputStream;
import java.io.IOException;

import java.nio.charset.StandardCharsets;
import java.util.HashMap;
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https://github.com/aws/aws-sdk-java-v2
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials.html
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import java.util.List;

import java.util.Map;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.auth.signer.Aws4UnsignedPayloadSigner;
import software.amazon.awssdk.auth.signer.AwsSignerExecutionAttribute;
import software.amazon.awssdk.core.interceptor.ExecutionAttributes;

import software.amazon.awssdk.http.SdkHttpFullRequest;

import software.amazon.awssdk.http.SdkHttpMethod;

import software.amazon.awssdk.regions.Region;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.entity.ByteArrayEntity;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

public class App {

public static void main(String[] args) {
var signer = Aws4UnsignedPayloadSigner.create(); // requires HTTPS

Map<String, String> headers = new HashMap<>();
headers.put("content-type", "application/json");

var body = """

{
"name": "Jane Doe",
"job": "Engineer"

}

man,
’

String endpoint = "https://user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-
west-2.on.aws/create";

var sdkRequest = SdkHttpFullRequest.builder().method(SdkHttpMethod.POST);

sdkRequest.host("user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-
west-2.on.aws");
sdkRequest.protocol ("HTTPS");
sdkRequest.encodedPath("/create");
sdkRequest.contentStreamProvider(() -> new
ByteArrayInputStream(body.getBytes(StandardCharsets.UTF_8)));

for (Map.Entry<String, String> header : headers.entrySet()) {
sdkRequest.putHeader(header.getKey(), header.getValue());
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}

ExecutionAttributes attributes = ExecutionAttributes.builder()
.put(AwsSignerExecutionAttribute.AWS_CREDENTIALS,
DefaultCredentialsProvider.create().resolveCredentials())
.put(AwsSignerExecutionAttribute.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.put (AwsSignerExecutionAttribute.SIGNING_REGION, Region.US_WEST_2)
.build();
SdkHttpFullRequest prepRequest = signer.sign(sdkRequest.build(), attributes);
HttpPost httpPost = new HttpPost(endpoint);
for (Map.Entry<String, List<String>> header : prepRequest.headers().entrySet())
{

if (header.getKey().equalsIgnoreCase("host")) { continue; }
for(var value : header.getValue()) {
httpPost.addHeader(header.getKey(), value);

CloseableHttpClient client = HttpClients.custom().build();
httpPost.setEntity(new ByteArrayEntity(body.getBytes(StandardCharsets.UTF_8)));
try (var response = client.execute(httpPost)){
System.out.println(new
String(response.getEntity().getContent().readAllBytes()));

} catch (IOException e) {
throw new RuntimeException(e);

Node.js

O| ol A|of A= aws-crt NodeJS HI RIS E A& St01 HTTPSE AL&st0d MBE 282 Lt

aws-crt M7|X|E dX[etedH Ot BES AAELICH

npm -i aws-crt
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https://github.com/awslabs/aws-crt-nodejs

Amazon VPC Lattice INT=IY A To] =]

AWS_REGION £tZ3 H7} Qle AL o A|o|AE AWS_REGIONO|A X|Z8t 2|TE2 AF2ELICE 7|8
2|™Me us-east-1L|C}.

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}
return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>"')
process.exit(1)
}

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;
sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs').then(
httpResponse => {
var headers = {}
for (const sigv4header of httpResponse.headers) {

headers[sigv4header[@]] = sigv4header[1]

const options = {
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hostname: new URL(process.argv[2]).host,
path: '/',

method: 'GET',

headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {
process.stdout.write(d)

)
)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()

const https = require('https')
const crt = require('aws-crt')

const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

[

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,

region: process.env.AWS_REGION ? process.env.AWS_REGION :

algorithm: algorithm,

signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,

'us-east-1",

signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,

signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

return crt.auth.aws_sign_request(request, config)
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if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>"')
process.exit(1)

}

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs').then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

}

const options = {
hostname: new URL(process.argv[2]).host,
path: '/"',
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)
1)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()
}
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
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9| &5 3t HEIAEE EH 7L} ACM £ 2| Associated Resources Bi2 EH QIS At =El0o|E! 7|
7} AFE E|E= VPC Lattice MH|IAE =01 = Q&LICH

CIOIEE alS35t7| {dl 8Ust 58t HAEAEE Qo L& AIZILICH VPC Lattice= 2 E AWS
KMS &5 %ir &t .;.OM SUS A5 HEAEE AT LICEH 047|M 7|= VPC Lattice AH|A
Zre ot ZaLch

CtZ oAM= E(0d: CreateGrant) E20| & 5351 AHAEE Ho{EFLICt

"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"

}

VPC Latticel| &= 3l 7| ZL|E{Z

VPC Lattice AH|A0| AWS ZE|™ 7|E A3t A< VPC Lattice7l ELHE 2&™HE AWS
CloudTrailF25t= O AFSE &= U&LICH AWS KMS

CreateGrant

d

VPC Lattice AH|A0{ ACM Q1B ME F7t5tE ALEXHE CHAISHO{ TLS 24 2 2|XH7F ACM 2B A%t
AGE ZElo| 71§ ST & ULF HEHEHE CreateGrant 20| MSELICH

>> O|HIE 7|§>0{|M CreateGrant ZE O|HEZ &2 £+ Q&LICICloudTrail . CreateGrant

CIS2 aliE 2o CHEt O|HIE 7|Z 2| of| A CloudTrail O|HIE 7|E lLIC}. CreateGrant

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
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"accountId": "111122223333",
"userName": "Alice"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-06T23:30:50Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "acm.amazonaws.com"
},
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "acm.amazonaws.com'",
"userAgent": "acm.amazonaws.com",

"requestParameters": {
"granteePrincipal": "tlsconnectionmanager.amazonaws.com"
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [
"Decrypt"
1,
"constraints": {
"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
},
"retiringPrincipal": "acm.us-west-2.amazonaws.com"

},
"responseElements": {

"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

.
"requestID": "bal78361-8ab6-4bdd-9aa2-0dla44b2974a",
"eventID": "8d449963-1120-4d0c-9479-f76dellce609",
"readOnly": false,
"resources": [

{

"accountId": "111122223333",
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

2| CreateGrant O{A|0IM 8 £ U=O| IR 04X} FX|E TLS ¢4 ZE[Xlo|1 ¢53 ZHAHAEE
VPC Lattice AH|A ARNO| !&L|Ct.

rl

ListGrants

KMS 7| IDQ} A IDE AI25t04 ListGrants APIE &% £ Ql&LICH a2 X|HE KMS Z|of
CHEH & 3t 2o{ S =0 EAIELICE XtMEH LI 2 2 XS AL ListGrants.

oM CtZ ListGrants HHEE AIEstod ZE EXZF | MF HEE &St AA|2. AWS CLI

aws kms list-grants —key-id your-kms-key-id

257t ChE o A2t Bl st ok BLCH.

{
"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",

"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":

"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:50Z2",

"Constraints": {
"encryptionContextEquals": {
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"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}

2| ListGrants {A[0A & &= UX 0| I|F 04X}t &= TLS ¢4 BE2[Xto|1 g3 HEIAENE
VPC Lattice A{H|A ARNO| & L|C}.

Decrypt

VPC Lattice= VPC Lattice MH|A0|A TLS @42 MS5t7| flel TLS 24 ZHE[AHE AtE5to{ ZE}
0|8l 7|8 3= 3t= Decrypt 2 S EFLICE CloudTrail >> O|HIE 7|5 >0i A Decrypt S
O|HIEZ 2 £ Decrypt U&LICH.

C2 2 &S Decrypt 4ol CHet O[HIE 7|Z o] of A CloudTrail O|HE 7|EQlL|C}.
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "tlsconnectionmanager.amazonaws.com"
1,
"eventTime": "2023-02-07T00:07:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"

},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

iy

"responseElements": null,
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"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde202-bala-467c-b4ba-f729d45ae521",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": "Management"

Amazon VPC Lattice& |dentity and Access Management

AE AL XHE H|045+04 AWS Identity and Access
Management (IAM) € AI&310{ VPC Lattice Z|AAE ES 5= WS MYELICH

|

« Amazon VPC Lattice7} IAMT} &S 5= dhAl

VPC Lattice APl T3t

Amazon VPC Lattice@| A2 & 7|8F & =4

VPC Lattice0fl MH|A @17 &t AL

AWS VPC BHE|A0f CHE el 83

IAMEZ AF&35+04 VPC Lattice0ll CHEF HM|AE 2[5 0| VPC Lattice0ll A AFEE &= U= 1AM 7|
s dolgLch
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
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odsto| ML
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He{H IAM Al

ol |0

VPC Lattice LH 2|AA 7[HE 7424

>

24

o

718 G x| of

Blas 7luh HAE BlaA0] HFsts JSON HM MBMLICH 44 7|8 HMS X|Ishs A
£01M MHIA BHEIRHS OfB{8H MM A8 sto B 2lAA0] CHE UMAE SHE % laLict
20| QIZE BlAA0| ZP HALS KIHE Hot FHT ST 2lAA0 ofE ZZ0IM ofH Felg £+

g 5 e XE HalF LI 2lAaa |8 HAMo M 2o FAME x|HsloF & Lict

VPC Lattice= MH|A HEQ3 2| MH|AO| CHEF HMAE Fo{E 4= Qe 2|AA 7|HE RO 015 X
ME X|ELICH XtAE HEE 218 EAE AE5H04 AH|A0 CHEN AAMA HMo{S RESAML.

VPC Lattice= AWS Resource Access Manager0l| S & st7| @/eh 2l4aA 7|8 HEt HAE X[
Ct. o248t 2lAA 7|8 HAME A& 5104 CHE AWS HIHO|LE Z&of AFS HEHE F043t04 2|lAA F
I.

E gdste = J&LCh RtM[et HE = VPC Lattice 2|44 SRS A ESHAMR.

=)

VPC Lattice0ll CH8F 2434 = x|

&8 5] x|

o

e

IAM H3 20l = IAME X|§sHE ZE MH|AS| ZE API &2 X|HE & U&Lct
VPC Lattice2| 22 API 2t4Ql vpc-lattice: 0l CIHS HSFAIE AFSELICEH o E

01, vpc-lattice:CreateService, vpc-lattice:CreateTargetGroup % vpc-
lattice:PutAuthPolicy&IL|C}.

BEE otLtol ofd A3 E X|Hste{H Chsnt 20| 2= FEELICH

"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]
QtUEFIEE ALE5H0{ 04 U X|IHE =& JU&LICH o & E0{CHS3 Z0| O|§0| Get2E A
TElE BE T2 XY & et

"Action": "vpc-lattice:Get*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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VPC Lattice APl 2] S£& E2{™H MH|A &t 204 HZ 0| A Amazon VPC LatticeOf| A & o5t &f

S AxsHMI2.

12
(gl

VPC LatticeE I8t M |AA

IAM 2 L 20{ M Resource LA = HHEO| CHE = 5tL O|& o] X E X|I'HELIC} VPC Lattice
ol A2 Zt IAM HAE 2 ARNS AP stod X|&st 2lAaof M EL|CH

E7% Amazon 2|44 O|E(ARN) @Al2 2laA0] et CHELICH ARNS M3 E W #### IAEE 2
AAHE HEZ HELICH
o HAHA 2O FE:
"Resource": "arn:aws:vpc-lattice:region:account-id:accesslogsubscription/access-1log-
subscription-id"
. ZlAL:
"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id"
- AL
"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/

listener/listener-id/rule/rule-id"

o MH|A:

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id"

« MHlA WELT:

"Resource": "arn:aws:vpc-lattice:region:account-id:servicenetwork/service-network-id"

« MHIA HERI MH|A AZA:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkserviceassociation/service-network-service-association-id"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
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« MH|A HES3 VPC ¢14:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkvpcassociation/service-network-vpc-association-id"

o CHAFT

I

"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
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vpc-latti
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tyGrouplds

vpc-latti
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vpc-latti
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vpc-latti
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GroupArns

vpc-latti
ce:VpcId

o= AN T

L AU=s M
HIA HER3 9|
ARNEZ 7|Z2 &2
AMA EHEY

T A 4 fo
oU |0 mn o3

QAo UE
Virtual Private
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CreateServiceNetworkVpcAssociation

UpdateServiceNetworkVpcAssociation

CreateServiceNetworkServiceAssociation
DeleteServiceNetworkServiceAssociation
GetServiceNetworkServiceAssociation

ListServiceNetworkServiceAssociations

CreateServiceNetworkServiceAssociation
CreateServiceNetworkVpcAssociation
DeleteServiceNetworkVpcAssociation
GetServiceNetworkServiceAssociation
GetServiceNetworkVpcAssociation
ListServiceNetworkServiceAssociations
ListServiceNetworkVpcAssociations

UpdateServiceNetworkVpcAssociation

CreateListener
CreateRule
Updatel.istener
UpdateRule

CreateServiceNetworkVpcAssociation
CreateTargetGroup
DeleteServiceNetworkVpcAssociation
GetServiceNetworkVpcAssociation
ListServiceNetworkVpcAssociations

UpdateServiceNetworkVpcAssociation
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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VPC Lattice AMH|A 914 g g d'dst7Lt 2rElet= Y-ol| CHet XbAM|EH LIE 2 VPC Latticell AH|
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Cl. AWS
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APIOIM CHE MY S S £ M XIHE HUS ZEY = US IAM ALS A HeHE F 040l of & LCH.

CreateServiceNetworkVpcAssociation

* vpc-lattice:CreateServiceNetworkVpcAssociation

* ec2:DescribeVpcs

+ ec2:DescribeSecurityGroups(E9t 2E0| M3 E A0E EQ)
UpdateServiceNetworkVpcAssociation

* vpc-lattice:UpdateServiceNetworkVpcAssociation

« ec2:DescribeSecurityGroups(292t IE0| NS E Z20H Tt EQ)
CreateTargetGroup

« vpc-lattice:CreateTargetGroup

* ec2:DescribeVpcs
RegisterTargets

 vpc-lattice:RegisterTargets

+ ec2:DescribeInstances(CH4 & F&O0| INSTANCEQ! A=R0iTt ER)

« ec2:DescribeVpcs(CH4 O& R 0| INSTANCE = IPQI Z<0fBt HQ)

« ec2:DescribeSubnets(CH4 & F&O0| INSTANCE EE= IPQ! B0iBt Q)

« lambda:GetFunction(CH& 1

=

=

 lambda:AddPermission(CH4& 1
ot ZQ)

R EO0| LAMBDAR! 0B 2 Q)
_E_

of XIEE Lambda 848 358 #8to| o & gl Z0f

DeregisterTargets

 vpc-lattice:DeregisterTargets
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CreateAccessLogSubscription
* vpc-lattice:CreateAccesslLogSubscription
* logs:GetLogDelivery
* logs:CreatelLogDelivery
DeleteAccessLogSubscription
 vpc-lattice:DeleteAccesslLogSubscription
* logs:DeletelLogDelivery
UpdateAccesslLogSubscription
* vpc-lattice:UpdateAccesslLogSubscription

* logs:UpdatelLogDelivery
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"lambda:AddPermission",
"s3:PutBucketPolicy"

1,

"Resource": "*"

.
{

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"vpc-lattice.amazonaws.com"
]
}
}
.
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-
lattice.amazonaws.com/AWSServiceRoleForVpcLattice"
},
{

"Effect": "Allow",
"Action": [

iam:AttachRolePolicy",

iam:PutRolePolicy"
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"Resource": "arn:aws:iam::*:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*"

}
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[=3

rlo
Ojo
rlo

F7h HEtg MSgct

—

iam:AttachRolePolicy: X|HE #HEIE ¥ S X|HE IAM &0 A5 =5 S Lct

« iam:PutRolePolicy: X|H&E IAM J&roi ZgfEl 2l
&S ELct.
 s3:PutBucketPolicy: Amazon S3 HZ!0f H

AL S
« firehose:TagDeliveryStream: Firechose & AEZM| EfO8 F7t = YO|OIESHEE HE
stLCtH
= .

VPC Lattice0ll CHEt A4 Y 7|2t Z=H o A

=X
o MH|A HER/30] Cist vPC 914 &2
o MHIA HER3 0 CHEE MH[A @18 MM

o B|AAN E =7}

e MH|A 9473 o435t AAd

MH|A HESL=Z0| ChEt vPC ¢4 HE|

CHS ol Ali= O HAHo| ALERIof|H| AMH|A UER{Z 0l CH VPC edds 4, YOO|E, AME = QU
£ HetE Foistes YME 2oiELICE B, 2ol X|HE vPCet MH|A HER{Zof EHEfLich =X

7| XI’goi| CHEt REAIEF LHE 2 VPC Lattice0ll AFSEl= HE =7 7| MME FHASHAM L.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation",
"vpc-lattice:UpdateServiceNetworkVpcAssociation",
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AR 7H0|E

"vpc-lattice:DeleteServiceNetworkVpcAssociation"
1,

"Resource": [

nan
1,
"Condition": {
"StringEquals": {
"vpc-lattice:ServiceNetworkArn": "arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetwork/sn-903004f88example",
"vpc-lattice:VpcId": "vpc-la2b3c4d"

[a

MH|A HE Q30 CHE MHH|A 9473 AiA]

=2 OO

A7 7|2 A&3H04 VPC Lattice 2lAA0] CHEF HMAE M045HK| &= B Resource 240 2|
A O| ARNE K|H3t0{ CHAl BMAE FMo{& = U&LICt.

CHS ol AlE O| Z4=H0| ALK} 7} CreateServiceNetworkServiceAssociation API 240i Al
& £ 9l= MH|A 4 MH|A HEY3 2| ARNS X|&H510{ MH|A 2442 MH|A HELIA R Ndtsi=
MAMZ Ho{ELICH ARN Zf2 XIH5t= &edoll CHEF AFAMIEE LHE 2 VPC LatticeE 98F 23 2[AA
MM 2 XSHMI2.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkServiceAssociation"
1,
"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetworkserviceassociation/*",

"arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-04d5cc9b88example",

"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-9030041f88example"

]
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:TagResource"
1,
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:%/*"
}
]
}

MH|A @17 & MM

VPC Lattice@| 2= AI2 X7 VPC Lattice Z|AAE #{S AMAdst [
HAHE £ e HEHo grLICH MH|A o4 d& ol of & XY 5t

g2 Aol MAEtL|ch AMH|A 9473 2382 VPC Lattice0l| HeHE Ko4slo
MEE SEE = UTE &LICH AWS MHH[A

| 2e

odgt XI5 MAMo| ME5te{™ AF2K}FJF iam:CreateServicelLinkedRole ZQdof CHE M2 ER

"Action": "iam:CreateServicelLinkedRole"

CHS ol Al= O] Aol AL Kt H| VPC Lattice0ll CHEH AMH|A 9172 482 MAMEt

—
= 0
ofst= HAg HoiFEL|CH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
1D 7|l:||- R4AH
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"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-lattice.amazonaws.com/
AwWSServiceRoleForVpclLattice",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

VPC Lattice0l| MH|A @33 & AFE

Amazon VPC Lattice= AF2 XIS CHAISIO{ CHE AR S §_
A& S AIEEFLICH AWS MH|A RFA|EH LI 2 IAM AFR
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FL|Ct. AWSServiceRoleForVpcLattice

110|-

VPC Lattice= O|§0| X|HE MH|A €A A E A8
AWSServiceRoleForVpcLatticeAH|A 944 Q&2 CHF MH|ATF &2 B2 Ro = AZIFL|CH

 vpc-lattice.amazonaws.com
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30
H

O|E0| X|HEl & Het HAM L2 VPC Lattice7t WA T 0| A0 CloudWatch HIEZE HA|E £

OL- 12 =L

£ AWSVpclLatticeServiceRolePolicy &1&&LICH AWS/VpcLattice

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",

"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/VpcLattice"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Sid": "ManageVPCLatticeAccessLogSetup",
"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"vpc-lattice:CreateAccessLogSubscription”,
"vpc-lattice:GetAccessLogSubscription",
"vpc-lattice:UpdateAccessLogSubscription",
"vpc-lattice:DeleteAccessLogSubscription”,
"vpc-lattice:ListAccesslLogSubscriptions”
1,
"Resource": [
"
]
}
]
}
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"targetGroupArn": "arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/
tg-la2b3cad",
"tlsVersion": "-",
"userAgent": "-",
"serverNameIndication": "-",
"destinationVpcId": "vpc-0Qabcdefl1234567890",
"sourcelpPort": "178.0.181.150:80",
"targetIpPort": "131.31.44.176:80",
"serviceArn": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3cad",

"sourceVpcId": "vpc-0@abcdefl1234567890",
"requestPath": "/billing",
"startTime": "2023-07-28T20:48:45Z2",
"protocol": "HTTP/1.1",
"responseCode": 200,
"bytesReceived": 42,

"bytesSent": 42,

"duration": 375,
"requestToTargetDuration": 1,
"responseFromTargetDuration": 1,
"grpcResponseCode": 1

HMA 2T ZA SHE

rl?
T
_|
_|
U
o)
=

HTTP 400: &2 E 27F « ZEIO|HET} HTTP AFZE
2 MssiaLict
- A 2
60KE =& LICH.
- SCIOIUEJ A 2 &
L|ct

HTTP 403: 2 X|& A‘IHI/\OH CHEr 215 0] 8=

S| K| it &LICH

A &l 2= 1007H O|&f 9| sllHodl CHall 23 st 7+

HUiZ7| Hol AZ2E S=fl&

+AElE 20| S E[AHL

HTTP 404: ZX5X| &= MH|  AFR7F ERHSHR| 7L €HIE MH|A HES T 0| SE5|X|

& 2 MH|2of AE AZstn

A&LICE

HHA 20 A HE

164



Amazon VPC Lattice INT=IY A To] =]

F AL Jtset el
HTTP 500: L& M 2F VPC Lattice0ll A CH&fofl @125t x| RetE ol 277 Hdsl&
LICH

HTTP 502: 23X E HO|EQ|0]  VPC Lattice0l| 27 7+ & &L[C.

VPC Lattice0 CH8t CloudTrail 21

AWS CloudTrail2 A& A}, A& EE= AWS AH|A T =>F 2Hdol CHEt 7|E 2 M3 5t= AWS AH|
AQILICEH CloudTrail2 VPC Lattice0ll CHEF API 21 S £ 2 O|HEZR ZHX{FLIC. CloudTrail2 AWS
HYEE dge M g-gstELICt VPC Lattice0ll M &S 0| 25t aliE &5 CHE AWS MH|A O]
HIE 2F 2t7H CloudTrail O|HIER O|HIE 7|50 7|EELICt ZiR{El= Z&0i= VPC Lattice &0
MOl &1} VPC Lattice API 2t40f| e 2= & 0| X ELICH CloudTrailoll CHEH XEAIEH LIS 2

AWS CloudTrail A2 MHME B XFHMIL.

CloudTrail 21 utof= 5t o|Ato| 21 &= 0| £ &=
He LIEHHH QA E =, Zhed ot Al

: O
2002 HEZ API 2H S EQ| &2 AR EQ0|A7
ini F

VPC Lattice 21 1t &= 0|5

Z 0|2 X% 8 Amazon S3 HHZ/0Yl O|HIES 20 Y2 9248 4 QI st PAIQLICH
CloudTrail 21 Ttol= st O|& Q| 20 50| Z&E = UESLICH O[HEE ZE AAQHAUQ
M2 LIEIHHH @™ E = =] et AlzZh @& mieto|E Sof chet MEE Z &8HL|Ct. CloudTrail
2O o2 HERAPI XY S &0 FF AH EQo|AT} otLER §H &=ME EAIZ[X| ef&LICH

279| 7|-zf ool CHet REM|EH LHE 2 AWS CloudTrail AF2 AEAMQ| CloudTrail Bi|ZE E2E8H=E

SESC RS

CI=2 2 CreateService APl 24 S Z0f CHEt of|A| 21 &= 2LC}.

{
"eventVersion": "1.08",
"userIdentity": {

CloudTrail 21 165


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateService.html

Amazon VPC Lattice

"type": "AssumedRole",
"principalId": "abcdef©1234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef@1234567890",
"userName": "abcdef01234567890"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-16T03:34:547",
"mfaAuthenticated": "false"

}
}
.
"eventTime": "2022-08-16T03:36:12Z7",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
},
"responseElements": {
"name": "rates-service",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "CREATE_IN_PROGRESS"
},

"requestID": "abcdef01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"
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C}2 2 DeleteService APl 21 S E0i CHEH 0l A| 20 &= lL|C},

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890",
"arn": "arn:ABCXYZ123456",
"accountId": "abcdef©01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "abcdef01234567890",
"arn": "arn:aws:iam: :AIDACKCEVSQ6C2EXAMPLE
"accountId": "abcdef@1234567890",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-10-27T17:42:36Z",
"mfaAuthenticated": "false"

}

I
"eventTime": "2022-10-27T17:56:417",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceldentifier": "abcdef01234567890"
},
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
},
"requestID": "abcdef01234567890",
"eventID": "abcdef01234567890",
"readOnly": false,
"eventType": "AwsApiCall",

:role/Admin",
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"managementEvent": true,
"recipientAccountId": "abcdef@1234567890",
"eventCategory": "Management"
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