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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-vpc-attachment.html
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS ™& HO|EY

ol

(]

6. 914 R&(Attachment type)oilM VPCE MEHEIL
DNS X|HE g3t x| MEAELICE Ol A& M= IPve XIS &3 5tX| OHMIR.
VPC IDM|A Transit Gateway0ll 91738 VPCE MEHEHLICY.
st ZF 7

MES Dol M E24Zlg 2t E5t7| i Transit GatewayollAf AL & 2 748 odoll Chal 5tL
of MELE MEUBLIC 3Lt Ol4F0| MELS MEUsHOF BHLICH 7+ QoI AMEL 8t 7HEt M
=g 4 YLt

© ®© N

10. Transit Gateway Attachment 244J(Create Transit Gateway attachment)S MEiEFL|C}.

=
o
)al
1o
O
i
N
AL
B
O
i
H

Zt AE2 ZY HES| stLte| 2t H|o|En AAELICH 22T H|0|E2 07
o

. REMIEH LI 2 the section called “& HO|E 0| A|LIE|2 of BHHE FHZFHMIL.

3EHA|: Transit Gateway2t VPC ALO|ofl A2 F7}

o o o —
£ Ql&LICH e BtREl2 ZAX S 24T Transit Gateway 2| AL2 ALEIE XS CFS 2lREIS 7
F s

ot & Elo|E0l= Dol CHAH IP FAE J|HIC 2 HAZAE VPCO| LS &2 A-sle 88 & HY
B2t L E|o] U&LICH 2Z 0] otl ZZ0i CHE CHA It Transit Gateway Attachment ID2] CH 4
ol U= BRE FMELICE RFMIEH LHE 2 Amazon VPC A2 MM 9| Transit GatewayOll CHEF 2}
22 HESMR

VPC B8 Eo|E0| B2 F7}

https://console.aws.amazon.com/vpc/0i| M Amazon VPC 2&2 LICt
=M ol 2t E Ho|ES MEIFLICEH
VPCet HAZAEl Bt E H|O|ES MEHELCY.

1
2
3
4. ZBZ(Routes) B0iA ZZ HE|(Edit routes)S ME4EILICE
5
6

B2 FIHAdd route) & MEHEFLICEH
CH A (Destination) Qofl CHA IP F4 IS l=248hL|Ch. EHé*(Target)EI 82, ™E HolES
Ol(Transit Gateway)E ME4SH CIS

7. HEME KES M=

e}
T
n

ZF VPC2| Amazon EC2 2l
Gateway7t 83O 2 M4
EC2 QIAEIAO]| 914 &

I~ A0 @A CHE ping BH 2 Sall HIOIEE &6 Transit
A P& O
o

CIREX] A = UAELICE RHMIEF LIE2 Amazon EC2 ALE HE A9
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https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html#route-tables-tgw
https://docs.aws.amazon.com/vpc/latest/userguide/route-table-options.html#route-tables-tgw
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect.html
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5E+A|: Transit Gateway AHA]|
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Q
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QL
D
s
Q
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mkl
Q'I_l
Ral
el
o
e
1
2
ol
s sl
H
o
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ul

2lAA HE Aol )= Transit Gateway= ATKE == 4
Mt Alce 2 HX AZAE AHE S TS H ol

Transit Gateway7} &XMEH O FA| 23 EF7t XIE

&LICH AZ0o| UeE ©E HOIESOIE 4
EQ|ol& AfAlstEt= MIAIXKIZF LEELICH
LIC

Transit GatewayS Ar M| 524

1. https://console.aws.amazon.com/vpc/0i| X Amazon VPC 2&2 LICt.
2. ErA Fol| M Transit Gateway &

=
3. T™& HOIESIO|E MEHEE O3, & (Actions0, T1& H O|E9 0| 4 A|(Delete transit gateway)&
I.

MEfEF L

4. deleteE =Iet CtZ A K|(Delete)E MEHErLICY.

Transit gateways H|O|X|0]| = & H|O|ER|0|2] &fEf(State)= DeletingLICt. T1& HO|ES
0|7} A M| =™ | 0| X|0d| M A 7HE L CE.

A&EM: HHES AFE504 AWSAWS Transit Gateway 24

O| RHEMAHMEE A8 5101 TS HIOIEROl AWS CLI & dd8t 1 F 72| VPCs A= %*t.':.*%
otELICH T& HO|ESOIE M st & VPCs 25 A CFS ©S HOIEQ0I2 VPCs 72| &
AE g ystsis ol 28 428 FEE LD

INIS e

AlEtst7| Hoil chZ ol /e X| & elgtct

AWS CLI 7} Mx|Z|1 MAHst HEto 2 T HE(RELICH 7F AWS CLI Ax|c|o{ UX| ote B
AWS HYE OIE{H 0|A MHEME FHZSIAML.
« VPCsE CIDRs. AtAM|EH LIE 2 Amazon VPC ALE

.|
= O
« ZFVPCO| EC2 QIAEIA 17. VPCO|A EC2 QIAEIAE A|ZtS}
MO QIAEIA A|EFE BIXSHA|I2.

)
o

o
EtAHl= Amazon EC2 A2 A

-+ SIABIA ZHOMP S22 S8 =S PAE Hot 28l 2o I8 S MBS0l S2iTig
HMo{sHs EHHlE Amazon VPC A8 MBAMO| 20t 122 ALS 504 AWS a|¢¢o+| CHEt =24 R

0{E F XML,
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EC2_GetStarted.html#ec2-launch-instance
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html

Amazon VPC AWS & Ho|EH O]

« M& HO|IEQO|Z BdE &= = MAEH IAM TEH TE HO|ER 0] IAM HEHES & 0l5t2{T AWS
Transit Gateway 7}0|E2| AWS & HO|ER|0[2] ID &l HA|A EE[E FESHR
EHA
« 1A Transit Gateway <443
« 2EtA: T1& HOIES 0| 7+ 84 e &0l
« 3EHA|: VPCs & HO|EQolo o1
« 4CHA: ME HOIEQO| HES A8 E = /U=X| 20l
« 5EtA|: & HOIES 0|2t VPCs 7ol B2 F7t
« 6CHA: & HOIEQO| EHIAE
o 7HA: TS HOIER 0| 44 3 TS HOo|ER O] ALA|
. 4=
=&
1EHA|: Transit Gateway 244
& HOo|ERQI0|IE MMHE = 7| & HOIESO| 2tRE EIO|ES AWS d45tT 0|8 7| o
4 etE Ho|E & 7|2 ™It 2t & HIO|ZE 2 AASFLICH OS2 us-west-2 2|9 create-
transit-gateway 28 oA L|ct 2o FIt7F THoptionsEIRELICEH QYoM TEE =
AE SM BE S 285104 create-transit-gateway B230l| CHEt REMIEH LHE 2 create-transit-
gatewayE EZ5tM L.

aws ec2 create-transit-gateway \
--description "My Transit Gateway" \
--region us-west-2

OHCHE SEH2 M4 HOIEQIO|I7 HEEISE Eod&ELICH SEHOM BtetoptionskEles 25
7

"TransitGateway": {

"TransitGatewayId": "tgw-1234567890abcdef0",

"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",

"State": "pending",

"OwnerId": "123456789012",

"Description": "My Transit Gateway",

"CreationTime": "2025-06-23T17:39:33+00:00",

1EtA|: Transit Gateway A
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https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-authentication-access-control.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway

Amazon VPC AWS & Ho|EH O]

"Options": {
"AmazonSideAsn": 64512,
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

}
}
}
(@ Note
O| HH2 IDE E&stod M M&E Ho|EL|olof CHEF HEE HHEHEILICH & HO|E9 0
ID(tgw—123456789®abcdef®)E =& BAM EestE2E 7|58l SLch.
2EHA: & AHO|EQ0] 713 EH &2l

M& HO|EDI0|E ME5t™ pending AEN7I ELUCH dEilE ERF S0 ASSE A 7ts22
BHZEE|X|TF, AEN7F HEE K| VPCsE IZE & gi&LICH HEIE &0lsie{ ZE M &
HMZ MHEE ™ME HOIEHO| IDE AF8310{ describe-transit-gatweways B2 AL
Ch filters M2 Name=state %! Values=available HO0{E AIE&IL|C} O3 C}S HY

HMBI04 T& HO|ESO|| HENTH AHE THsEr SEIQIX] FQIELICE T o SEo7F ZAIE L
Ct'State": "available".CHE HEHR!I B2 OtF A8 Y =+ i&LICH BHE Ads7| ™Mol E &

ME 7|ch2luct.

describe-transit-gateways B0 CHEt AtAIEH LHE 2 describe-transit-gateways& & = 5tAl
o

L.

aws ec2 describe-transit-gateways \
--transit-gateway-ids tgw-1234567890@abcdef@ \
--filters Name=state,Values=available

& HOo|ES 0| HEHTI|AM pending 2 HAE W7 X| ZICHRACH available A& EI”&ELICH CF
SH0IM State7t 2 HAEII&LICtavailable.
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=
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https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-transit-gateways
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"TransitGateways": [
{
"TransitGatewayId": "tgw-1234567890abcdef0",
"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",

"State": "available",

"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2022-04-20T19:58:25+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdefl1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

1,
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]

3EtA: VPCs & 7Ho|E| oo A

ME HOIERIOIE ASE &= UM EIHE ALE3sto{ ZF vPCol CHEt 28 e LClcreate-
transit-gateway-vpc-attachment. transit-gateway-id, vpc-id%E Z & 5H0F &L
Ctsubnet-ids.

create-transit-vpc attachment B0l CHEt XtAIEH LHE 2 create-transit-gateway-vpc-
attachment& XA

CHE oMol M BE2 ZF vPCoi chelf 8 #HM) & e AltiElL|CH

3EFA: VPCs & Ho|Eolof 4Z
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-vpc-attachment
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S Hm vPCo| B2 A WMl vpc_id WE AFE35H0q subnet-idsCHS 2 A™ELICEH

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890abcdef® \
--vpc-id vpc-1234567890@abcdefd \
--subnet-ids subnet-1234567890abcdef®

SEoz d38 ¢Z20| EAIELICH HAZAR pending SEHE YHELICH XSS E HEIE HEE2
H

= =
20| available &EHE HEY o7t gi&LIcH H E S 48 =+ J&Lich

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",
"VpcId": "vpc-1234567890abcdef@",

"VpcOwnerId": "123456789012",

"State": "pending",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

= #Hmf vPco| & Ml vpe_id LE AFE5t0{ fot St BHES AAELICtsubnet-ids.

aws ec2 create-transit-gateway-vpc-attachment \
--transit-gateway-id tgw-1234567890@abcdef@ \
--vpc-id vpc-abcdef1234567890 \
--subnet-ids subnet-abcdef@1234567890

O ol CHE SEolls 7 BT EAIZIH 472 #AY pending HEAULICE
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{
"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",
"TransitGatewayId": "tgw-1234567890abcdef@",
"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "pending",
"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcha"

1,

"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

}

4EtH: & HO|EH O] HEE A8 E + /=X 5T

M4 HolEQI0] A2 =7 pending AENZ MAMELICH ArEf7I 2 HZAE WX ZZ20iAM ol
ot 1IAE MEE =+ gl&LICtavailable. Ol AtS2 2 EHAELICH 2 &7H describe-transit-
gateways HHES AFE35l04E transit-gateway-id&QIgL|C}State. describe-transit-

gateways B0 CHEt AFMIEH LI 2 describe-transit-gatewaysE & ZHM2.

SENE S ELICH o] XM ME A=A Name & Values EH HEIH 20|

aws ec2 describe-transit-gateway-vpc-attachments \
--filters Name=transit-gateway-id,Values=tgw-1234567890abcdef0

Ct EHe &£ 474 25 available #E QS Eo{FL|CE

0jo
0lo
ro

"TransitGatewayVpcAttachments": [
{
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",

=
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route

Amazon VPC AWS & Ho|EH O]

"VpcId": "vpc-1234567890@abcdef@",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-1234567890abcdef0",
"subnet-abcdef1234567890"

1,

"CreationTime": "2025-06-23T18:35:11+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

I

"Tags": []

"TransitGatewayAttachmentId": "tgw-attach-abcdef1234567890",

"TransitGatewayId": "tgw-1234567890abcdef0",

"VpcId": "vpc-abcdefl1234567890",

"VpcOwnerId": "123456789012",

"State": "available",

"SubnetIds": [
"subnet-fedcba®987654321",
"subnet-0987654321fedcha"

1,

"CreationTime": "2025-06-23T18:42:56+00:00",

"Options": {
"DnsSupport": "enable",
"SecurityGroupReferencingSupport": "enable",
"Ipv6Support": "disable",
"ApplianceModeSupport": "disable"

},

"Tags": []

5CHAH|: 24 HO|EQ0|QF VPCs Zte| AR F7}

o
CHS ofXollAM BHE2 2t 2t E|o|=0f CHal 8 M) & H A>ELICH 2™ E
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ZAZ20f transit-gateway-id CH8l route-table-iddestination-cidr-block, 27} Z&E
L|CF.

create-route HEO]| CHSt XEAM|SH LHE 2 create-routeE & 5HAL2.

X Hmi vPcel et 2 E|o|=0f Chall Chs BE s A”ELict

aws ec2 create-route \
--route-table-id rtb-1234567890abcdef® \
--destination-cidr-block 10.2.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

5 #Hm vPCo| IR & Eo|20o CHal CHS Hye AdsiLICH ol Z2= A HHmif vPCel
destination-cidr-block C}2 route-table-id /& A ELICH 2Lt EHY HE HOIEY
oot AF8SIE 2 5SSt transit-gateway-id7F AFSEILICH,

aws ec2 create-route \
--route-table-id rtb-abcdefl1234567890 \
--destination-cidr-block 10.1.0.0/16 \
--transit-gateway-id tgw-1234567890abcdef@

7t 2ol true CHEt SEO| BHEtElo] 27t MAEIUS S LIEFLICE
{
"Return": true
}
@® Note

CH4 CIDR EE & VPCs.

6EHAHl: T1E HO|EHO| HIAE

3t VPCO| EC2 QIAEIA O] @735t 11 C}2 VPC o @AE_&% ping® CHS ping WS Al3sto] &
L|C}.
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20
[[|>

1. SSH EEE EC2 Instance ConnectE Al23104 & Eiml VPC2| EC2
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-route
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2. 5 Hm VPCOIM EC2 QIAEIA O ZEIO[Y! IP F4 ping:

ping 10.2.0.50

® Note
E = e VPCO 10.2.0.50 4= EC2 QIAEIAO| AlXK|| Z2lo|d! IP TAE HFEL|CH.

pingO| E35tMH ™ME HOIES 0|7t 2HIEH #+4E[1 VPCs.

TEHA|: & HO|ES 0| 2 & TE HO|ES O] A A

= -

& HOIERQIO|7H I Old EHRSHX| o™ AXE = J&LICH HX ZE M2 IS AX|sHof
grct. ZF 94Z40f transit-gateway-attachment-id CHSHE AI&3510{ delete-transit-
gateway-vpc-attachment BHES AMMEILICH HHS M F delete-transit-gateways
ArE5t01 & HOIEQOIE AXIELICH CHE ol M= OF EFAHlol| A MM E = JHo| vPC @dZnt Eh
& HO|ERIOIE AFAIELICE.

/A Important

& HO|ESo| ddE 2 F AAstH 2= Ydo| SXIELICH

1. delete-transit-gateway-vpc-attachment BHE AF&35t0{ VPC S A AIELICH.
delete-transit-gateway-vpc-attachment W&ol CHEt XtMIEH LHE 2 delete-transit-
gateway-vpc-attachment& & Z5tM| 2.

5 Al 9ol B g HYS MBELIC.

aws ec2 delete-transit-gateway-vpc-attachment \
--transit-gateway-attachment-id tgw-attach-1234567890abcdef0

A R VPC HZol chet AR 8BS CHe S ¢

i
I
o
[u]

"TransitGatewayVpcAttachment": {
"TransitGatewayAttachmentId": "tgw-attach-1234567890abcdef0",
"TransitGatewayId": "tgw-1234567890abcdef0",

7EH: TS HOIEQ 0] A2 U TE HO|ES O] 4 A 47
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"VpcId": "vpc-abcdef1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime": "2025-06-23T18:42:56+00:00"
}
}

= §mf 047201 Ci5H delete-transit-gateway-vpc-attachment

aws ec2 delete-transit-gateway-vpc-attachment

0424
oo

\

--transit-gateway-attachment-id tgw-attach-abcdef1234567890

H
—

-_

& Hm vPC 20| CHEr AfK| SEH2 TS 2

The response returns:
{
"TransitGatewayVpcAttachment": {

"TransitGatewayAttachmentId":
"TransitGatewayId":
"VpcId": "vpc-abcdefl1234567890",
"VpcOwnerId": "123456789012",
"State": "deleting",
"CreationTime":

[u-}

=

g 12 [77FX| deleting
AU&LICH o B7H delete-transit-gateway

HE ojYe Ax

x4
A

CHS Ao = £12f

aws ec2 delete-transit-gateway \
--transit-gateway-id tgw-1234567890abcdef®

SEfLICH AfAE 2olE

Od2i=2
o o=

delete-transit-gateway B0l CHEt RFAIEH LIS 2

Il EHAH0|MH A8t My Transit GatewayE

"tgw-attach-abcdef1234567890",
"tgw-1234567890@abcdef0",

"2025-06-23T18:42:56+00:00"

A

L 2
& o

|_|_o

HO|ESO|E AFA|E
Ar&8fL|Cttransit-gateway-id.
delete-transit-gateway S HEHAMIL.

AFX
AL

Mgt

CtE2 & Ho|ES o7t HEE W & Ho|EL|olof s A=l el S &f7Al Arx|lEl
& 7[0|E%{0] ID & 0|F0] E?:.*E._l 2ol cigt EE EoiELIch
{
"TransitGateway": {
"TransitGatewayId": "tgw-1234567890abcdef@",
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"TransitGatewayArn": "arn:aws:ec2:us-west-2:123456789012:transit-gateway/
tgw-1234567890abcdef0",

"State": "deleting",

"OwnerId": "123456789012",

"Description": "My Transit Gateway",
"CreationTime": "2025-06-23T17:39:33+00:00",
"Options": {

"AmazonSideAsn": 64512,

"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"AssociationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"DefaultRouteTablePropagation": "enable",
"PropagationDefaultRouteTableId": "tgw-rtb-abcdef1234567890a",
"VpnEcmpSupport": "enable",

"DnsSuppozrt": "enable",

"SecurityGroupReferencingSupport": "disable",
"MulticastSupport": "disable"

I
"Tags": [
{
"Key": "Name",
"Value": "example-transit-gateway"
}
]
}
}
A=

|IEQI0IE 43 Ho =2 MMetT, F 719 VPCs 1225t 1, F VPC ZHol 2t E 2 #4451
g golsiaLIct o] ZHEHSH oMol A= AWS Transit Gateway2| 7|2 7|52 E0{FLICH 2=
A HESFo| AZsHHLE 15 2tRE g FHSE & O ST AlLIE|2E AWS Transit

Gateways 7I0|EE HZTSIMIL.
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AWS Transit Gateway A7 2% Arz|

CH2 2 Transit Gateway Ad7|oi| CHEH =& Abed|JL|Ch.

- Zt Transit Gateway VPC &% mtof CHs HE o ME gLiCh MEXEE %2 CIDR(M:
/28)2 A&35t04 EC2 E|AAE Qe FAE O HO| ESIM . HE ol MEUE M85l G T
22 F4E = JsL ot
« Transit Gateway AHE 0t 1A E QIHIRE 4 O 2HI2E HESIS ACLE Hl& ¥of ELCH.
- EpiE 580 et HEXI ACLE RIFEE ME

- UE3 ACL 5tLIE BtE0{ Transit Gateway0l| 1Z2E =2
H2E W ZF0|M HERZ ACLE ¥of SLCt

- HESL|3 M7Hoi oiz{ VPC 2t & ElO|=(0d: 042 NAT HIO|ERIO|E S35l Eci= 2 et 5t
7t 4%t VPC)O| ERE AR E Melstn 8Ys VPC 2t & E|0|= 2 Transit Gateway0l| 212 E!
SE MEn AZA8gLct

Mo
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- BGP(Border Gateway Protocol) Site-to-Site VPN 122 AFE & LICH 142 28t 2 Ho|EL 0|
ClHFO|A E= WstHdo| ChE B2 E X|ste 89 0| 7Is2 & dstgLict.
« AWS Direct Connect |0|E 0| 2173 & BGP Site-to-Site VPN 93301 CHEH B2 Mul S & M35 &

L|Ct.

- ™S HOIEQOIE AH&35H7| flall VPC Z|o{&lof| A Oto|a&|o|ME M, VPC I|0{12/} Transit
Gateway 70l MTU Z27(7t L x|5t x| &t o™ HICHE EziZiof CHsH L5 mHZl0| AFXIE = AU &LICt
37| 2LxZ & ME mfZlo| AXNE|X| =5 F VPCE SA[of Al|o|EFLICEH

« Transit GatewayE 7|EXo 2 17I840|=22 178 Iall £7I Transit Gateway 7t 2R 35} K|

= ot&Lct

« A4 024 Transit Gateway 2} E|0[2 0| 22 e IHE AN 2|5t™ Transit Gateway 2t 2 E| O]
= =& XIgtsHofF gLIC.

=
- 52 floll Msll SFE <let Z4 2™ B ME HOIES0|E AEFLICH

« Transit Gateway 024 7H7} = HiZ 2| B Z Transit GatewayO0i| CH3H| 78t Xt A|AE S
(ASN)E At&st= W0l E&LICH 21T L T[{—E A8 " & U&LICH RHAE LI 2 2l AWS

|
Transit Gateway 7t I|0{2E AIE35l0{ 2EH HEYT FFZ A XML,

50


https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/

Amazon VPC AWS & Ho|EH O]

AWS Transit Gateway =4

Amazon VPC 2& K= AWS CLIE A8 3t0q Transit Gateway 2 2 de = Q& LICH

A

- SRE S HOIES 0]

+ Transit Gateway2| AWS & 70| E 90|

« AWS Transit Gateway 2| Amazon VPC 912

+ AWS Transit Gateway HE2/3 &=+ 014

+ AWS Site-to-Site VPNAWS Transit Gateway2| 217

« Transit Gateway2| Direct Connect Z|0|E%{|0|0fl AWS CHet & H o[ EQo| A
+ Transit Gateway2| AWS & H0|E9| 0] L|o{E 914

+ AWS Transit Gateway0ll A 9474 &! 2474 1|04

Transit Gateway2| AWS & HO|EQ0| 2t & H|0|=
Transit Gateway2| AWS T& HO|EQ|o| HA EH|o|&
AWS ™& HOIEQ0|e] HEFHAE

ZRE 55 HolEo]

AWS Resource Access Manager(RAM)E AtE35t0{ A1 7 E= £ & Zhof VPC 420 CHEr & 7
O|E9I0|E ERE &= UELICH AWS Organizations. RAMS &435}t5t 1 EIAAE ZE|10F ZR6HoF &
|——| Ef AEMIEH LH8 2 AWS RAM AHE ME A 01| Al AWS Organizations=(&) AL 35104

e A

gk

iy

rr

Transit GatewayE & & CtE At 2 Do{stM .

« M& HOIEDO0|E ARE AU AWS HZ0d| AWS Site-to-Site VPN 242 E MAI5HoF & L|CT.
C

7
+ Direct Connect HIO|E2{|0|0] CHEF 12 ME HO|ES|0| @122 AFE 3t Direct Connect H|0|E
2lolet SUst AWS HZ0f 7{L} Direct Connect HO|ES)|0|2} CIE HXof /8 £ A&LICt

dotHLE =88 HEHo| el&LIch AAS R A 2l

AH A Al
o o= — o
MEE 2% U 5 £3S 518520 S5 244 WAPI HUS ASY HEHS Hofots 1AM KA



https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs

Amazon VPC

AWS T™& 7H0|E 0|

= ddslioF FLict O3 Chs of QLB IAM AFS R} EE

OH

x
0x
]

Ok
[nl

o

OH

O Mo mo o
1

=

=0

-
g'l_
o
=E

m oh mr 2 o

i >

=]

of =x

|_

r
40 mw b o F0 H0 H0

w
>
>
O

=

2
G

¥ to
[ul

_

= Transit

OH
2

A4
i

[e][]
-
d
el

o A»

-

ul

S
-y

ob M on mm

40 Ok o
mn 50

OH
Iy

rot

M A 7t

Hatet 2l
AAQ E|A

1]

P B or
> 1>

OII

DescribeTransitGateways APIE 4

VPCO| A
DescribeTransitGatewayVpcAttachments)E

o=

04742 AHA] Ol AMOd
—_==

= AI%H%F

Ol

o= A
Eliﬁ _cT'>_'ITE L'|-7EI- T AAHE

LICtH

ateway, Transit Gateway Attachment 2! Transit Gateway 2% &

C =

E= ef

—

MRS A

JE0 0|2

=2
=

L

lI|>

LICE #stet 2of FA|7F S/ e 2l

H5t= API(0: CreateTransitGatewayVpcAttachment &

J\ ol
AN EH

L|C.

Transit Gateway7} 3% E|™ Transit Gateway 222 E|O|E EE= Transit Gateway 222 E|O|E ™
o A odgt2 MM Y T AXE 5 &L

Transit GatewayE M4 [Mf Transit Gateway= ZIH0f| OHEE|H CHE A DHE HEQI 7+ ¥Adof
M MAM=ZILICH Transit Gateway?t 217 7H&|7F ME CHE HXol| 9= ZR0llE 712 QWY IDE M
5104 78 WS 1Rt XHMo=E Al LICt o & 04 usel-az12 us-east-1 2|72 AZ IDO|

H 2= AWS Alde| St Il DHEELICH

Transit Gateway 35

52



Amazon VPC

AWS T™& 7H0|E 0|

Transit Gateway =& Al

ne) o
ST AT

XE7} Transit GatewayE 35 SiiAlstH CHS

Transit Gateway Attachmente 7|& &S & L|CH.
[m;

« 3 HHE2 Transit GatewayE MEE = & LICH
« Transit Gateway 2 R At & SR AR A= Transit Gateway AttachmentE A A& &= Q& LICt
& HOo|EQ0|7F CHE AWS AEH 7 SHAZ|/7HLE T1& HOIEQ07t 3R El= AWS HHO| =&
M M7HEl= B TS HOIEQO| RAM= J&2 wx| et&aLct
28 Mo
VPC &A% Xt 3% VPC MEHN| TS HO|EQO|E HAE = USLICE FItKt=E HZAE = eigU
Ct. 204RtQ| BE|AAMM = EBfZEIR VPC ALXI7 28 VPC MEUIo| MAst AZof et HE
o US ME8E = JsLct,
KM LI 2 Amazon VPC A8 B XMO| CHE H ™0 VPC S/3H7IE BESHMR.

S
Transit Gateway2| AWS T 7|0|E9 O
Transit GatewayE AF&5tH VPCQ VPN 122 d45tn F 2|1 7o EBiE 2 e E = U&L
Ct M& HOIEQ 0l MZ2 &&3t0d AWS H ™ AWS RAM & AL835t0 & HO|EQO|E CHE HI™
IR T i’)é‘l—lEF & HO|EQIOIE 22 SRE & AH ARA AWS AEE VPCs M& A
O|Efolof @AY += U&LICH F HHO A%t= AUNMEX| HES AME = USLICH
Transit GatewayOll M HE|FHAEE &35t8t CHE TH Qo HAAE VPC A2 S5l HEIFHAE 4
A0M HEGHAE O§ HHE HE|FHAE ECfEE E'H = = Transit Gateway HE|FHAE T H|

Rlg dde + A&LCH

2} VPC = VPN HZe TH B9 8 E 0|2 T HZELIL T B2 Hol2e ST Blaa 912
oM Soi2E EEimol CHEt Che &S ZYELIC} Transit Gateway LI 2| 2t & 0|22 IPv4 &
£ IPv6 CIDR & CH& ol CHal 25 s1SELICh Cig 2 VPC & VPN A4ZILICH Transit Gateway 01| A
VPCE dZA5t7{Lt VPN 442 M45H Transit Gateway2| 7|2 2t & EH|O|E1 A EL|Ct.
Transit Gateway LS 0i| &7t 2t & E|O|EE 4435t VPC EE= VPN @122 O| 2B HIO|2EE H
g & U&LICH O|F Sal HERIE MESE = J&LICH olE &04, 7iY VPCE 2l E HIOIZ

Transit Gateway 35 il Al

53


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html

Amazon VPC AWS & Ho|EH O]

StLtel 4485t =2
oM 7te et ™

1
a

+ QA&LICH O|& Sl 7|E HERA

=g
= A
Ro| ZHEIE HENIE MAE 4 g

=M VPCE CI£ <& Elo|lgnt 44
EH(VRF)Z} S AFSH Transit Gateway LH

-4

L|CH.

Transit Gateway= 1Z2E VPC2 VPN @142 7to| 83 Ll HA gt &2 X|§ELICH ZF AZo CH3

ot E MOt E g/-gstst L U dstE = A& LICH Transit Gateway I|0{2 9442 M 2t &0t
X|§ELCH & Ho|ESo| 2t EHIO|ES| ZEE T[o{E HZAR 7I2[7|H {3 E ™S Ho|E

lo| Zto| ECfE g et EE £ JU&Lch

MEiMo = Lt 0|4 2| IPv4 EE= IPv6 CIDR 52 Transit Gateway 2t @128 4 &LICH Transit
Gateway Connect 91201 CH$t Transit Gateway Connect TLIO-IE *E*@%* [ CIDR E50MIP FAE
RIEgLct 169.254.0.0/16 9l Lol FA9 VvPC M2 & 2ZP0lA HEZ S F49 HRlE
HIAE Melst ZE HER = Z2I0|H IP T4 HRIE 2 %E = U&LICt IPv4 2 IPv6 CIDR 2
Soi cHet xFMIEH LHE 2 Amazon VPC A& AEBMO| IP T4 X|HE & T oM.

AT

« Transit GatewayOlA AWS & HO|E Qo] A4

« Transit Gateway0ll - AWS T& HO|EQo| HE 27|

« Transit Gateway0ll A AWS T& HO|EQo| Ef ZE]

+ Transit Gateway0ll A AWS T& HO|EQo| =8

« AWS Resource Access Manager Z &2 AFE5t0{ AWS Transit Gateway 2|44 S) &
» AWS Transit GatewayOll M 37 14 2t

+ Transit GatewayOll A AWS T1& HO|E Q0] AFA||

Transit Gateway0llA AWS & 70| EH0]| MM

Transit GatewayES A& [} 7|2 Transit Gateway 2t & EHO|E22 BHE04 7|2 o1 2t & HOlE
o 7|2 Mo} 2t 8 EH0|E 2 AFSELICE 7|E Transit Gateway 22 E Eflo|E22 MASIX| At E M
Eist A2 LISof o = AsLch Z2 U 222 H|O|Sof CHEt REMIEH LI 2 2727 EHg X

St 2.
Z£& 2 A835t0q Transit Gateway 244

1. https://console.aws.amazon.com/vpc/0i| A Amazon VPC 2&2 LICt.
2. ErM Xof|M Transit GatewayS MEHEHLICH.

3. Transit Gateway “44d(Create Transit Gateway)2 ME{gFL|C}.

Transit Gateway 24 54


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-ip-addressing.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

4.

10.

11.

12.

™ Aol EH 0]

& Eff10i Transit Gateway2| O|§ 2 UZELICt. O|F EHOE AL St
Z=7tstH 7(7} O

S=ofM S HOIEHOIE & Algdg = Ql&LICE O|F B2 (Name tag)E
oz et gfat s ek g2 7HE BTt W E LU

(ME ALE) DB Transit GatewayOll CHEF MHE 248 LICH.

Amazon & A2 A|AH| B35 (ASN)(Amazon side Autonomous System Number(ASN))2| E< 7|
= ASNZ2 AI83SIE S 7|24/2 2 F7U Transit Gateway& Z 20|29 ASNS =& Lt
BGP(Border Gateway Protocol) MM AWS & 2| ASNO|0{0F &L}

16H|E ASN2| B2 H?[= 64512~65534 &{L|Ct.

32H|E ASNZe| B2 #He|= 4200000000~4294967294 &L |C}.

>

rr

0|

O

&LCt.

o

CtE 2™ B2 7} = ZE ZF Transit Gateway0ll TR 8 ASNS AFHE 5}
Transit Gateway0l| @1Z2E! CHE VPCo| QIAEHA MM H2|E [ I{= 2! IPv4 DNS SAE 0|8
Zeto|Hl IPv4 FAE & I5H7| @Il VPCT7 8 32 DNS X|2(DNS support)0i| A O &M
MERFL|CE.

e

PC2]

O X X|He
=
ol

B2 0| 7IsE & d=tstod TE HOo|EH ol HAZEE
LICF. =

ol CH8t XEAM|EH LH2 2 the section called “E ¢+ 1

o <
_>'I_-
2y

0 mF hT
T M
o

VPN E{ Zto{l ECMP(Equal Cost Multipath) 2HE! X|2/0| Z 23t Z< VPN ECMP X|#(VPN
ECMP support)0ilA O SMZ MEHFHLICE A0 S8t CIDRE S1dt= B2 sie EeiE
2 o|2{&t CIDR ztol| # & 3tAH 2 4kE L Ct

79

ol &4 8% ¢TI BGP ASN, AS-path2t Z2 BGP 42 & YsHoF &fLICt.

fjo

MEd 5t

| |

rr

@® Note
ECMPE AL835t2{H ™ 2t S AL835HE VPN
g At&3HE VPN 2442 ECMPE X|§5tX| of &L

M& HolEQole] 7| 2t Y HIO|2 0| = Transit Gateway Attachmentd]| XIS 2 2 24435t
™ 7|£ 22 & E|0|2 ?1Z3(Default route table association)0llA O] SME MEHEFL|CY.

Transit Gateway AttachmentE & H|O|EQ0]2] 7|2 2t & HO|EE RS2 2 Mutétei™ 7|
2 2l & H|0|2 ™Ik (Default route table propagation)0i| A O] SMHS MEHFHLIC,

(MEH ALEY) Transit GatewayE HE[FHAE EZ|ZO| 2t REHE ALE5tE{H HEIFHAE X|
#(Multicast support)2 MEHEFL|C}.

Transit Gateway ‘443 55



Amazon VPC AWS & Ho|EH O]

13. (M} AME) 2AF HE SR
N

oHioF &FL|ct,

]
1>
u
Q'I_l
I
2
OH
=0
e
[
Pl
Ol
1>

& A
M ol S8 ek

14. (M= AR Transit Gateway CIDR EE(Transit gateway CIDR blocks)0l| A Transit Gatewayd| CH
3H Lt o4 2l IPv4 S£&= IPv6 CIDR E52 K| ELIct.

2t (Auto accept shared attachments)o]|

IPv42| A< 37| /24 0| 2| CIDR 25(0i: /23 E£= /22) EE= IPv62| A< 37| /64 0|4 2| CIDR

o
E5(0l: /63 == /62)2 X|IHE + U&LICH 169.254.0.0/16 H| LHS| FALt VPC ¥4 A 2X
olojs UESZ | Faet HRl= HelE Melet ZE HER E= ZE0|% 1P F4 HRE o4
g 4 laLich
® Note

& Ho|EQ0| CIDR 252 Connect(GRE) 913 EE = PrivatelP VPNs 2835l B
A& EILIC}. Transit Gateway= O] #|0i A Tunnel = X Q1 E (GRE/PrivatelP VPN)O|
IPE &F.

15. & HO|ES 0| H&S MEELICH

E A835tod & HOo|ES0|E ' dsted® AWS CLI

jo

create-transit-gateway &2 AIE & LIC}.

Transit GatewayollA AWS & H|O|EQ0| HE 27|

& HOo|ESO|E otF 7Lt ELICH
Z&E AL835t0{ TS HO|EH 0] 7

—

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt

Ef M 20l A Transit Gateway& MEAEILICH T1& HO|EQ|olof CHEH MIF HE = mo|x[2| Hlo|
E9|o| S5 otzHo| EAIELICH

N

£ ME875lo4 TS 7HO|EQ0|E EE{8H AWS CLI

describe-transit-gateways B S AL & LIC}H

& HOIERI0l E7I 56


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-transit-gateways.html

Amazon VPC AWS & Ho|EH O]

Transit GatewayOl A AWS T& HO|EQO| Ef2 2|

5t 40l ZH2 J|Z o2 B2 TAIstT Aledsh & QAL
Ct. Z+ Transit Gatewayoﬂ 0424 EH:LE F7tHe = U&LICH Ef T 7| Transit Gateway 2 113310k
2 LICH Transit Gatewayodl O|0| A& El Jh5h0d B2 0| ZHO| 24T O|ESILICh. KAl
st L& 2 Amazon EC2 E|lA 40 EfZE EHZ A L.

G
fn
on
AL
M
mjn
g

Z &2 A&35t0q Transit Gateway0d| Ef 1 F 7}

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt

&M 2o M Transit GatewayE MEHEFL|CH
E{2E F7I5tHL HEE & HO|EQ0IE MEHFLIC
H|O|X| Ot2HZ5 0| A E 2 (Tags) RS MEAELICE.

E 1 22| & MENSHL|CE.

©® N o o &~ w0 DN

Transit Gateway0ll A AWS & HO|ES|o| =%

& HolEQo|e] +d SME +HE = USLICEH TS HOIEHOIE =HetH 7|E S HOIES
H (@)

=
Ol 40l MH|A SEHo| A5t X| et&LCh.
37 E Transit Gatewaye= +8& 4= Qi&LICH

IP F=4& & stLt2tE $4KH Connect I|0{0f AFR E|lE AR M4 HO|EQ 0|2l CIDR EE8 MHE £+
H&LICH

Transit Gateway &

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC & & iL|C}.

Ef M X 0f| M Transit GatewaysS MEHEHL|CE.
Mg Transit GatewayS ME{EHL|C}
N

&t Q4(Actions), Transit Gateway ==’ (Modify Transit Gateway)= =48} L|C}.

o M w0 D

ZiQof et FME £-35t 1T Transit Gateway = (Modify transit gateway)2 ME{EL|C}

& AHo|EQ o] Ef e 57


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

E Ar83to{ T1& HO|ESO0IE st AWS CLI

modify-transit-gateway B2 AFSEFL|CH

AWS Resource Access Manager 2& 2 At&5t04 AWS Transit Gateway Z|

o A
LA SHFE

2lAaA SRl F7HEH Y 2lAA SRl 7HUstets =047 S ELICH 3R] 2lAa0] HAM A
24 HX{ (AWS RAM) &2 AWS Resource Access Manager &3l 2l4&4A SFE &Fa{of & L|Ct.
Elai S/ F

1. https://console.aws.amazon.com/ram/ AWS RAM 2& & JL|Ct

2. EMEOM LI 3R, Elad SRE MEELICH

3. Bl ZIRE MEELICH

4. ElAA B 2= (Accept resource share)2 MEHEIL|CH

5. 3% Transit GatewayE 2218 Amazon VPC 2&0{| M Transit Gateways I 0| X| & L|C}

Hs H0lESI0IE HMY O B9 HZ XIS 22 7SS BAsEHX| 22 2P Amazon VPC 2& E
=

= o= 2
£ AWS CLIE At&8sto] nit HE(SR) VBEE #3522 s 8ok gfLich

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|C},

EF M 2toj| M Transit Gateway AttachmentsZS ME{SHL|C}

2
3. #El0o| EF F¢Ql Transit Gateway AttachmentES ME§EFL|C}
4 X

Xt d(Actions), Transit Gateway Attachment =2} (Accept transit gateway attachment)2 ME{ &L |
C}.

E M83dto 37 UEE +Estt{™ AWS CLI

accept-transit-gateway-vpc-attachment &S AIEEtLICH.

o
P
[>
0H
Jo
>
J

58


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-transit-gateway.html
https://console.aws.amazon.com/ram/
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/accept-transit-gateway-vpc-attachment.html

Amazon VPC AWS & Ho|EH O]

Transit GatewayOl A AWS T& HO|ERO] AFA]|

7|& 20| U= Transit Gateway= A A& £ Q& LICH Transit GatewayE A A|6t2{H HAH 2E o
Z2 AfX[sHof gt

22 &2 AH8310q Transit Gateway AFA|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 iLIC}.

2. ArMIE Transit GatewayS ME{ENLICEH

3. Zd(Actions), Transit Gateway &f A|(Delete Transit Gateway)& ME{EILICI. deleteE =5t

A K| (Delete)E ME4sto] AfK|E = QIErLICH

£ AME875lod & 7HO|EQ0|E ArAISHE{T AWS CLI

delete-transit-gateway B AFSEHLICH.

AWS Transit Gateway2| Amazon VPC 244

1% 70| E 90| CHEF Amazon Virtual Private Cloud (VPC) 9122 A& 35 5tLt O
o2 EffElg etRYE & J&LICt VPCE Transit Gatewaydll 4 45t= E2 ER
@13t Transit GatewayOll A ALEE Zf 718 B2 MEULE stLt X[G3aHoF BfLICH 718 B0l

Lhol MEUES XIHeHH ST 7+8 Yotol ZE MU s BlaA0] EHTO| TEE 4 e

Sk o

o
_I_ —

ME 7 1735t Transit Gateway Attachment7t i 7H8 G0l 2R E 2|l4aA
Ho|ESolo =EE &= gi&LICt MEY 2t & El|o|= 01 Transit Gateway0l| CHEF B2 7t
S s 718 Fo| MEHIH| 40| /U2 B EZZ 0| Transit Gateway0l| TS ELICt

- Transit Gateway= Amazon Route 530 | A Z2t0[|H! S AR HAHZ A& 50 MY E ¢IAE VPC
O| A+& Xt x| DNS O|& il CHEF DNS &fel2 X|°40PX| otgLct & HO|EQolo HAAE 2 E
VPCsO CHEt Z2t0o[H! S AR ¥d9| 0|% gtolg 743524 Amazon Route 53 2! AWS Transit
GatewayE A8t SI0|EZ|E EEtREC| 5 TS A DNS #HEIE #ZTsHM L.

- 714 H0|EQ|0l= CIDRsO| S5t ALt & C>|9| c IDRVPCs2| CIDR1} Ax|&= VPC 7t 2t B8 7<I
H5t x| et &LICH VPCE ™E HO|ES|olol &5t sHE CIDRO| & HO|E9olof o|O] HAAE
CHE VPCO| CIDR1 S Y5tHLE Gxl= B AHE HAAEI VPCo A2 = ™S HO|ERIO| 2t E
E ol o0l MutE[X| b &LCt.

<
0
(@)
]
2
>
L o
[m
i)
(®)
n 2
OII |'O

Transit Gateway A A| 59


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway.html
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-dns-management-of-hybrid-cloud-with-amazon-route-53-and-aws-transit-gateway/
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-dns-management-of-hybrid-cloud-with-amazon-route-53-and-aws-transit-gateway/

Amazon VPC AWS & Ho|EH O]

74 ojodo| M=yl

22 Yolol $F 34 VPC S0l Chsiils 2UE SME + Yo it 22
30 g ¥ 4 gLt &t

O] 42| 7t8 YA 2 S35l Transit Gateway0l| 9148 £+ QU E HEQIE 74
Mgt LI 2 Transit Gateway0ll 2Z i MEUI 4138 & EFHAI2.

« IPv6 T8 MEUIZ ALE35H0q Transit Gateway AttachmentE &8 = Q& LICH Transit Gateway
Attachment MEY2 IPv4 AT X|5H0F ELICtH

« & HolE 0|0 stLt Ol& el vPC 242 mt o] Rlo{of sliE & HO|ESO|E 2t E E|o|=0

7te = A&

N

VPC 9442 QEO0| AR E I H CtEst HAHE HELICH Z EAloll= FE = U= E 7HR| ZX|7t
Ao, =& F7|7} Y ] VPC 2422 Amazon Virtual Private Cloud Console I+ APl = B &
E30 L™ AlzZt St ZAIFLUICH

CtZ Clolo{a oM B HE +HO|Lt S/ HE KIS sE2 AHE it AE 240 H4Z0|

Y 4 e HElE BoiELICH

VPC 44 =+

02
M
N

60


https://docs.aws.amazon.com/vpc/latest/userguide/Extend_VPCs.html#connect-local-zone-tgw

Amazon VPC AWS & Ho|EH O]

g Available

-.__‘

| ‘ Modifying }—‘Hnllingbad(

r " y "

Failing ‘ Deleting ‘

- 4

g o
ra Ty

No longer
visible

4

CH7| &: VPC 24Z20] CHEE @ 0| A|ZHE|o] Z2H|XM 'Y Z2MA SL|CH O] BHA0AM 422 Al
iS5t 7L} availableZ O|S & £ Q& LICE

A F: VPC 2ol CiEh 2ol A7t M2 SULICE o] EFAlMM VPC 22 failed= OIS
gfLCt.

Aml: VPC 420l CiE 20| AmRH&LICH o] HEfolMdE AXE £ gi&LIc Amigh vPC 24
2 2Al1ZE S EAIE =of At2HEL/CH

A& 71S: VPC Q10| AF8 7ts3tH, EEBHE0| VPCe & HIO|EQ 0| Ztol M&E = J&LICt
O| EtAHIMAM 2342 modifying EE= deleting2 Z O|S & &= U&LICH.

ALKl VPC @4Z0| AMIE| T Q)& LICt O] A0l A @12 deletedZE 0|5 E 4= )
%

AH: available VPC 4ZA0| A X R &LICH O HE{oME VPC AZE
VPC 22 2A[ZH SeF EA[E 0 Ab2tEILICH

r
fl

=8 B:VPC HZA9 £482 sHstete R¥2 ME&LICE o] EHAM @322 available &
s A
Ea

o
= rolling back2 2 O|&E

VPC 14 & F7| 61



Amazon VPC AWS & Ho|EH O]

« EM B VPCHZE QHES &R E = Qo AlA”NM HEE W8S A™ F|ATLICE of BEHAof
M AL availableZ 0|5& £ Ql&LiCt
CtZ Clolo{a o HE 37 12 A8 ==0| sHA|Tlo] U= Xt AHE -0 AZo| TI-E = U
= dEfE Eo{FLICt

Pending

AETIEL] [
acceptance

-

‘ Modifying }—‘Holling back

v ) L 4 L _/

‘ Deleting ‘

Rejecting Failing

- 4
- .

o

/
/
No longer
visible
- =2 {7 5: VPC 912 @&0| &2 7|Ct2[1 UA&LICH o] BAHM AZA=2 pending,
rejecting EE= deleting2Z O|S & = U&LICH

« HE &:VPC A9 HEII XMEIZ|D JU&LICE O] HHOIM A2 rejectedE O|SE = U&E
L|C}.

+ 74%:pending acceptance VPC 21Z0| HREE[&LICH O Efoi|ME VPC HZEE =
ARELICH VPC A2 2A|ZF St EAIE Fof Ab2tEILICH

02t
e

A
T

o CH7| &: VPC 94Z20| 2 E|iom Z2H|MY Z2MA SQLC} o] EHA oM o423 AlmHst ALt
availableZ O|B& £ Ql&LIC.

- Alm F: VPC o440 CHE 2 o| Muli7t #2| ZLICE O] BHAAM VPC 122 failedZ 0|S
g LICH

VPC od =8 57| 62



Amazon VPC AWS & Ho|EH O]

« Almf: VPC @430 CHEl ™ol A& LIt o] AEfjoMeE ATXE = gi&L|Ch AlufEt vPC 244
2 o2A|Zt S0t E A=l Zof AF2FEIL|CH.

« A& 7ts: VPC Q10| A8 7Is35tH, EBiZ 0| VPCet M& HO|EH O] ZHo|l ME&E &= YUELICH
O| EtAHIIAM 2142 modifying E= deleting2 Z 0|85 & £ U&LICH.

« AA: VPC 20| A=l U&LICH O] EtA0M 2122 deletedE O|SE == JU&LICH
40 |.

« A available & pending acceptance VPC @1Z0| A M| A& LICE O AEfoiMHE VPC
Hag =de = ol&LICH VPC A2 2AI2E S EAIE Fof At2tELICH

- &% B:VPC HZo £ sHslels 282 MERELICH ol HAHMIM 2182 available E
£ rolling back2Z 0|S& = Q&LICt

0%

=
o

- EY S VPCUHZE QES &I2d & QoM AAHM HEE LSS A& FAgLICH o] ErA o
o= |

O{EClo|HA R

VPCO|M & Ef XHE HIERT o{E2I0|HAE T4
%8t VPC 24Z0] CHEt o{EEt0|iA B E X|H
Gateway7t AAQ} CHAN ZHo| EBHEl 5 E 4+

g £ UELICH 3t ME HOo|ESol= e FHoi| MEH! AZ0| U=

Q'I_l
AN
rr
M
40
Q
My
mjo
>.
1

Pl
ol
=
o O
5%
[
2
[l
__
m 2 O g

I O{Z2FOo|HA T} 2
| 524 AWS Transit
7|._9_ O=|O=|° AI.Q

ch—l 7|.£L O=|O=|O§ E

< op o ﬂl°"
mO
<

Pl Ma Y & UALICH oiE2tolela BEE VPC HiZolAet X|MEIR|E LIEYT B EE VPC,
VPN 2! Connect 94748 Z &8 CH2 Fi% 0|90 47 SBOIM 7HKS 4 aLiTh ofEtole
A BEE £n% CIO| HE CHE LS = Bolk= BB ELICH AWS 2l 8of oietoleia
DEE FAEHEHR| 2T LSO HZ 742 HEsod B AEks T LIEYIT 5 80] of2 7H8 FAof

M EIMEAE 4 QIaLIC 24, BUE E5 APIE ALS 0] 0/ BRH0I0IA REE BES AL U

guEtE 4 AsLIc

[
[at]
o
o
>
H
M
<
Y
@)
M
o
%
o
i
M
N
0%
s
N

>

AWS Transit Gateway2| 0{Z2}0|1A BEEE= 0
S CHe 718 PYS 1odsto EciE 2t RE S 2[MStELIC ol M2 HAIR 22488 0|1

Al X
AZtg EQLCH S52 E5 74 2 Eci= miEof what EetEuch ChHE 2 oA AlLt2l L Ch.
ALIE|2 1: o{ZE}0|HA VPCE S 7H8 g L) EEfE 2t E

EDfZIO| AA 718 ¥ us-east-1a0l| A CHA 718 ¥ us-east-1aZ S & [} us-east-1a L us-
east-1b 250 A 0{ZE}0|A 2= VPC 21ZAE AFE 50 Transit Gateway= 0{Z2+0[21A VPC LK
0| M us-east-1a0i| A HIER{T QIE{HO|AE MEHEFLICE O] 7t BH2 £ AL CHa 7o A Ech
s & 7|7t ¢ S X[ELc

o{EElojgia 2E 63



Amazon VPC AWS & Ho|EH O]

ALIE|R 2: 0{ZEt0|bA VPCE B 7t8 g 7 EefE et E

A 718 P us-east-1a0ll A CHA 7+8 W us-east-1bE SE= E
east-1b ZF0j A 0{Z2}0/Q1A BE VPC 24742 AFE304 Transit Ga tewayf A

AL835104 0{Z 20| A VPCO M us-east-1a EEE us-east-1bS MEHEL|CH MENSH 718 P2
20 SoF alatz| A A2 EL|C}.

AlLEEl2 3: 78 ¥ H|0|H g10| 0{&2t0[2A VPCE Sall EclE 22T

EcfE0| 78 I HE(0f: 2IEHY HI2E= E2fE) gi0] &4 718 B us-east-1a0| A CHE 2 = Al
Z |7 us-east-1a & us-east-1b 250 0{Z2}0|21A R E VPCI} ¢1Z2E B2 Transit Gateway= 0
EZ210|HA VPC LHM| M us-east-1a0| A HER 3 QIE{H O|AE MEHRFLICE

AL 4: AA = O FHEE=E 718 Yol ofEZEto|dA VPCE Sdll ECiE

2494 ys-east-1a0fl A CHAF 718 23 ys-east-1bE S E [ 0{ZCI0|¢1A B E

% 718 B | A us-east-1c & us-east-1d0| = B Transit Gateway= 5 &
04 0{Z2}0|21A VPCOIM us-east-1¢c EE = us-east-1dE MEHEIL|C}H MEHSE

4‘-%‘ SOt Ut E|H AHEE L.

(® Note
O{Z2t0|1A B E &= VPC 242048t X|HELICt o{E2to|dA VPC ¢4}t A2 E B E H|
o|2oi CHall 2t & Mut7t g dstz|o] Q=X| &= lghLct.

HOorOE H=E

0| 7|SE AMEstH SYUEH TS Ho|ESolof AZE VPC ZHe| QIARA 7F EBfZof CHEt 2ot O 5
el A MolE Zhaste = UELICH QHI2E FEMEEF O S 8435 BEE & JU&LICH of
RH2E 2ot fE2 2ot 08 HZ E X|petx| &Lict 2o 08 HZ 93t = AHST #E
E F7HHIE2 eiaLict

HotO& &% x|H2 & HolES ol TE HO|EH 0l vPC 2 B Foi CHs 72 4e = U2
& AHO|ES 0|2 VPC 44 250l CHall & d3tEl ZollBh 2 SE LIt

SN OB Ax 64



Amazon VPC AWS & Ho|EH O]

HZE=E ME HOolEHO| IR HAZENM X|HEIX| et&LICH 5 VPCs ST & AHO|
E|o|o] ¢dZ2=|o{oF &FL|Ct.
« 7}2 ¥ ysel1-az32| VPC @120l Eot O & & X7} X E|X| ot&LCt
« PrivateLink IEXZQIE|= B9t & & X7} X|¥HE|X| k& L|Ct CHote 2 |P CIDR 7|8 2o 7=l
2 M85t Aol E&LCH
. VPC°| EFS CIEHH|O|AO| CHal 22 £4l EQF O & & tEl0o| +EEl0 Q= 8 BEot I8 &%
£ Elastic File System(EFS)0{M 2t &

« M& HO|IERIO|E && Local Zone 91 2| B us-east-1-atl-2a, us-east-1-dfw-2a, us-east-1-
iah-2a, us-west-2-lax-1a, us-west-2-lax-1b, us-east-1-mia-2a, us-east-1-chi-2a, us-west-2-phx-2a
59| Local ZoneZt X| & EL|LC}.

. XI-—JEIXI ol= 27 ¥4, AWS Outpost 2! AWS Wavelength Zone0l| MELIVPCs 212 = F0{|AMO]
7|ls2 HIE ’éiF%PE do| E&LCt

« AALVPCTI Qe 82 S HOo|E/OIE Sall & X5t

N

A Al =
Balancer EE&= AWS Network Firewallo| A 2S5} X| o5& LIC}.

=T

+ AWS Transit Gatewayoll M VPC 914
« AWS Transit Gateway0il A VPC
« AWS Transit Gateway0il A VPC 2423
+ AWS Transit Gateway0ll A VPC ©1
+ AWS Transit Gateway0ll M VPC 914
« AWS Transit Gateway £t 2 & QlH}
» AWS Transit Gateway & X El H ot

1
« Q2HE AWS Transit Gateway 29t 1
A

A
N

rO

b
o4y oz
o2 fox

/b
H
N

1z
Eal

Ho
[N
=
i
2
[nl
[
[m

1z
18
Ty

HIJ I |Tfn
=1
2
Pl
N

AWS Transit Gateway VPC 9173 A4 M

AWS Transit Gateway0i|l A VPC 9423 MM

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC & & iL|C}.

2. EM Zof| M Transit Gateway AttachmentsE MEHEFL|CH

VPC 442 gt L} 65


https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

3. Transit Gateway Attachment 284d(Create transit gateway attachment)2 ME4&tL|C}
4. (MEH ALE) O|F EHZ(Name tag)oll Transit Gateway Attachment2| O|&

5. Transit gateway IDOI| A 217201 AF& & Transit Gateway S MEHEFL|CE AR 8t Transit GatewayLt
23 8HE Transit Gateway S MEHEHE ElLICH
(o 4

4 & (Attachment type)0il A VPCE MEHEHLILCH,
7. DNS X|®, IPv6 K|, 0{Z2t0|1A B E X|§o| & Ad5} o{ 2 E MEASHL|CE.

= gLt

O'I%EFOIC.’_V\ E': MEd AI LAY ZHo| ESiE s &2 el &2 A 7|72 S¢F vPC o
I.

= o
8. Security Group Referencing X[ & &3 & x| R E MEHFILICH & HO|EQOlof HAZAE
VPCO|M Eot 1S & Z5 s gMstguct 2ot O& &=xof cHet RtA[E L& S
the section called “29oF I & HZE"S & ZE35Al
9. IPv6 X|HE EHSIEX| MEAFLIC

10. VPC IDOAM Transit Gatewayoll @1Z3& VPCE MEHEFLICEH.

0| VPCOl= Hoi otLte| AESo] A |04 Rlo{oF B L|CH

1. M4 IDUIM EHEE 2R E6H 7| 28l Transit Gatewayoll A AF2 & 2 718 2324oi| CHaH stLt
o| MEHE MEdSrLICE StLt O|& ol MEUE MENSlof §fLICH 78 FPT ML & 7HEF M
EHEF &= l&LCt

12. Transit Gateway Attachment 444J(Create Transit Gateway attachment)= =& L|C}.

E M&3tod VPC 22 ddste{8 AWS CLI

create-transit-gateway-vpc-attachment 22 AL &LICTH

AWS Transit Gateway0|A VPC 242 =™

Z£2 MEs0{ VPC HZ +H

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ & LICt
& M 2Hoi| M Transit Gateway AttachmentsS ME{EHL|CE

VPC 9142 MEHSH CH2 ZFd(Actions), Transit Gateway Attachment =(Modify transit gateway
attachment)2 ME4gLICT

4. Chg & otLIE &893t = g dstefLoh

w N

« DNS X|&d

VPC 14 =7 66


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

.« IPv6 K|
« O{Z2t0o|A 2E X|H

5. T mtolM MEHE FIH5HHLE M7HSHE{™ F 7 EE= MHstE = MEH ID Hof = = el
B2 MESSHALE B FAFLCH

@ Note
VPC 917 MEYE Z7tst 7Lt £ H5tH 10| +8 AEfol 2/ S0t oolE| EzfZio]
FgE & = UsLIt

6. & HOlIESolo KA E VPCO|M 22t 35S HZsicd™ £ OF &= x|pds MEFLICH
o

Hot O E #rx=of cit XEM|8E LI 2 the section called “E9F 18 & ZE"8 & ZX5HM 2.

71& & AOo|EQ ool cHet EoF O & HAE HIEHESH ZE VPC HF mhUofM Hi

7. Transit Gateway Attachment £=(Modify transit gateway attachment)S ME{&FL|C}

E A835lod VPC A4 E £=d5t2{™ AWS CLI

modify-transit-gateway-vpc-attachment &2 AFS & L|C}

AWS Transit GatewayOllAd VPC 42 Ej1 &=
ZE&2 M85t VPC HAZ Bl =7

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI}

2. EtAM Xof| M Transit Gateway AttachmentsE ME4&FL|C}

3. VPC g MEist CFS =HQ(Actions), Ei1 & 2|(Manage tags)S MEHEHLICH.
4

Bl F7H M i F7HE MEist T ChE S g LICH

- 7|0lM 7| Ol S YU=AFLICE
« Ztoll 7| Zke d=dghLict
5. [EHZ A7) EA

6. XS MEfELICH

I
HQ
(=)
30
rr
Pl
X
i
rx
Jm
o
rC
o

VPC A Ef1 =7 67


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-transit-gateway-vpc-attachment.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

VPC HZ Efd= 2E£E0 e £+ U&LICH

AWS Transit Gateway0llAd VPC 914 £ 7|

Z£E Ar83sto{ VPC 44 £ 7|

-_—

https://console.aws.amazon.com/vpc/0 A Amazon VPC & & LICt

&M 2Hoj| M Transit Gateway AttachmentsS ME{SHL|CE
S(Resource type) YoM VPCE & &LICt 0[7d0] vPC A LCH.

o
£ E dZS MEFLICH

D
L}

E AI835to{ VPC 214 E 2248 AWS CLI

describe-transit-gateway-vpc-attachments 22 AFS&L|C}

AWS Transit Gateway0llA VPC 91 AHA

Z£2 ME50{ VPC A AlK|

-_—

https://console.aws.amazon.com/vpc/0ll A Amazon VPC & LICH
& M 2H0i| M Transit Gateway AttachmentsE ME{EHL|CE

VPC &S MEHELICE

S

ZFd(Actions), Transit Gateway Attachment 4f A|(Delete transit gateway attachment)& AMEHEHL|
Ct.

5. MAIX|7l ZEAIE|P deleteE U2t F AfX|(Delete) & MEAELICEH

E AL835to{ VPC AZAE AX|StedH AWS CLI

& HOIEH o2 HALE Q2 E 22 O& #AE UU0|EE = I&LITH Amazon VPC 2£8
MNE3t7HLE BHE = APIE M85t 2ot & 7328 HOlo|EE =+ /I&GLICH 22 08 =0

CHEE REMIEE LI 2 the section called “E9F 18 X8 XM 2.



https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-transit-gateway-vpc-attachments.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-vpc-attachment.html

Amazon VPC AWS & Ho|EH O]

Z&2 A83sto{ 2ot O F A2 WO|o|EstEH

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L|Ct

2. EMEFMEStOES MEHELIC

3. HotOES MEstT &Y, QlHRE & HEE MEISH0 QIHtRE AEIE S™-ELICH

4. TEIE FIete{H A FVIE M OE /Y, ZEEZ L ZE HYE X(I™HELICH 242
HF2E #&)ol| TS Ho|ELolol 1A= VPColl £oF 12| IDE 2iFLICt

@® Note
& HolEQ oo HAZAE VPCe| Eot OEL KIS o2 EA|IL|K| et&LCt

HIES AL85tod QHI2 E 722 YOl|o|EstedH

« authorize-security-group-ingress(AWS CLI)

» Grant-EC2SecurityGrouplngress(AWS Tools for Windows PowerShell)

» Revoke-EC2SecurityGrouplngress(AWS Tools for Windows PowerShell)

 revoke-security-group-ingress(AWS CLI)

L=E|
=

I
1>

AWS Transit Gateway & X El Eot 1

7‘._*-8- HOIE 1IOI01I é‘El VPCe| Hot O & TE|oM 2t 2 &0 &1 U=X| & lsted

* describe-security-group-references(AWS CLI)

» Get-EC2SecurityGroupReference(AWS Tools for Windows PowerShell)

L]
2
r
T
_(')_
4]
i
).
T

69

il
I


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/authorize-security-group-ingress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Grant-EC2SecurityGroupIngress.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Revoke-EC2SecurityGroupIngress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-ingress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-security-group-references.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2SecurityGroupReference.html

Amazon VPC AWS & Ho|EH O]

Qi El AWS Transit Gateway 2t 1 & 7% A7

QoE BEot OF #EI2 SUS ME HOIES ool AT SYUSHVPC EE= VPCOHIM AXE 2ot 1
E2 x5t #ALICH Eot OF AE0| FE22 &M, siY A2 Eot OAF0M A S22 XA
TR er&LICh et A Elg =822 M3l ok gfLCt

>
3
Q
N
(@)
-}
<
o
@)
rH
I
mio
:
9'|_|
2
<
U
O
2
in}
rok
-0
Fol
Hr
ro
u
I
4]
D
o
Ho
ki
2
X
Tl
1
30
Iy
C
Ani

https://console.aws.amazon.com/vpc/0| A Amazon VPC 2& & LICt,
=M FoIMH 2ot a8 /.‘_‘"5—'1°*L—|EF.
ZtQd(Actions), 22 El 7= ZH2l(Manage stale rules)S M4 &FL|C}.

1
2
3
4. VPCO|M 22liEl #3]0| = VPCE MEdgrLICt
5
6

HE(Edity2 MEHELICH
AAE & Holl U= AfKl|(Delete) HE S MEAEFLICH 813 AHEF O|2| E7|(Preview changes),
T2 X{ZH(Save rules)2 MEHEFL|CH

HHES AMEstod FAE Hor O & #E8 dYsicdH

+ describe-stale-security-groups(AWS CLI)
+ Get-EC2StaleSecurityGroup(AWS Tools for Windows PowerShell)

ok

=
-

Hot O & 722 A8t F0ll= revoke-security-group-ingress EE £ revoke-security-group-

egress AP AL 504 aliE &I AXE = U&LICH

<
U
@)
e
N
mo
0
0x
Q'I_l
rr
Pl

0
Pal
i
3
>
i
rR

\I
Q
o
mjo
0
0x
ek
N
30
rr
o
[
Il
ar
rok
o
£
Ii>
r
ful

Fz Eot OF 7E| AK| 70


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-stale-security-groups.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2StaleSecurityGroup.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-ingress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-egress.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/revoke-security-group-egress.html

Amazon VPC AWS & Ho|EH O]

2
Al
e
0z
39
>
T
n
2
M
un

2. 1AM SHo| LR o} =™ 2 04, AWS CloudFormation 2 Al235to{ H
(o]
=

Solution

24010f ST sHe CHS AUS SYSHIL.

1. ALS RO MHEIA 178 248 MAY 4 Qs SHIE HEHo| QUEX| HOIFLICH XIME LIS L
IAM AFS MBAS| MHIA 917 g HEtg HEat M. A Kol HEho| SofElH vPC iz

kel

2. VPC HAZAS =502 MMstL|Ct XIM|IEH LI 2 the section called “VPC @12 & BHEL|CH” BH
AAIR

3. MH|A o444 o4& o| Al HEto| 2HFEX| & QlgtL|Ct RFMIEH LHE 2 the section called “Transit

[ ==
4. & HO|ESIO|7F available HEHQIX| = QIEHLICE AFMIEH LA 2 the section called “T& 7|0
E9o| 27| B SHAAIL.

mo
i
>

AWS Transit Gateway HIE 3 &+ o4

HES|T 84 o142 M50 M& HolEHolZ ol XiFd 4748 4 /& LICH AWS Network Firewall
tth 2} A ZAAF VPCs.

Hited 42 AISSIHE WORIREoM He st 2E BEIAAE AWS A S22 Z2H|X5tD &
2IZLICH 7HEE ghsted A= 2 QIE T} of il Af &S HO|E O] @320 EAIE/LICE O|HA ot &Y
HEAM HESRT EciZ AAE 73ste Z2MATF ZhASHE LCE

Lot HAZEE ArE5tE{H HAM 22 HM5HoF B LICH AWS Network Firewall. 5 Itg M
5t= EtAHl= AWS Network Firewall ZHEF X FLHA{ 2] AWS Network Firewall £ 2| A|ZF51H7| &3tE0|
MY El F Transit Gateway 2&£2| HF It MMM HE U2 = = USLICH dE2 U ESIA
B 80 A LhIELICH

=

« AWS Transit Gateway HIEQ|3 &+ 014 = £= HE

« AWS Transit Gateway HE Q|3 &+ 914 £7|

HESZ &+ 92 71


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html#service-linked-role-permissions
https://docs.aws.amazon.com/network-firewall/latest/developerguide/getting-started.html

Amazon VPC AWS & Ho|EH O]

« AWS Transit Gateway HIE |3 &+ 142 S5l ECHE 2t E

AWS Transit Gateway HIE |3 & 14 £ L= HE

Amazon VPC 2£0|L} AWS Network Firewall CLI E== APIE AF&5H0{ Network Firewall @12& Z &
gt S HOIESO| HERT & B E =t 7HHL HEE = JU&LICH HE HOo|EH oo AR At
0|1 CtE HHo|M & HOo|ER Olof CHE et dASE T B2 o2 28 #E35HU HE

&t ok =FL|Ct.

Network Firewall CLIE At&3t04 HIER|T &+ @S s=5t7HLt 7-|-r &t
™ RejectNetworkFirewallTransitGatewayAttachment APl & =X 9|
AcceptNetworkFirewallTransitGatewayAttachment EE= AWS Network Firewall APIs.

Z£E M8slo{ HERT &+ ¥4 =5 E= A

AN
—_= T 7 4

1
I

Amazon VPC 2£ 2 AL835t01 TS HO|ES)O| HIERF &+ HEE =5t AL HFELICH
ZE£2 AL 8%to{ HESIT &+ AAE 8 st 7Lt 77 5l 24T

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}

2. BN B0l X% AHo|ER0lE MErLICH

3. T HolESo0| ¢S MeELICH

4. 23 25 5 MEi9 HED B4 RH0| A 9T ML

5. EQig MEIE C18 MY I 43 £ HE 01 R E MeE

6. 20ICHS ARoIM +3f £ HRE MFLICH

1732 £2H5hH 91730 HAISHEIT WEHHO| EBITS HAY £ ABLICH MR YU R 7
RE AEfR MEED 23 AXEL

AWS Transit Gateway HIE 23 & 014 27|

Network Manager £ & AI35t0{ 22 Z &5 U ERT &+ AWS

Amazon VPC & &= 23
HAS E1 HERI EEZXIE AMAMoZE EFHE 5= A&LICH

Network Firewall 212
Network Manager 2&2 AI&35l04 HER{3 &+ 44 E7|

Network Manager &2 AI835l04 HERZ g+ HAZES 2 + U&LCh

& HOo|EQO| HEQIT &4 472 3 e HE 72


https://docs.aws.amazon.com/network-firewall/latest/APIReference/Welcome.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS ™& H0|E

2

ol

Network Manager0i| A &3}E] 0424

1.

N o o b~ 0D

mo

He{H

https://console.aws.amazon.com/networkmanager/nome/ Network Manager 2 &2 3LICt.
Network Manager0l| 224 HERF7} ot %] gie 3¢ MdeLct

Network Manager0il 1& HO|E90|E
ZEH HEI oM dZ0| /X[ 2

,I OII'I
lI°|'
r
]

&0l M Transit GatewayE ME4EL|C}

EZZX| Eg| B7|8 MEIELICE Network Firewall @120 HIE L3 &+ otO|Z0| EAIEL
Ct.

Ed st Ao Cist MR HEE EoiH EEEX| E7[0|M TS HO|ESO|E MEHE CHF
HIEQT &4 B2 MEdsHL|C}

Network Manager 2&2 4318 212 &Ell, 2Z2E ™E HOIEH O], 7I8 B S L3t 40 ol
BF RbMIEH SEE MSELICH

Amazon VPC Z2£& Ar85t0{ HER T & 4 27|

VPC 2£ 2 A836tod & HO|Efo| 2 RES EedH

AWS Transit Gateway HIE 3 &+ 0122 Sdll ECf= 2t*E

&F £0{= Amazon VPC & = CLIE AHE35t04 HALE 2ls E3HE
I=5 T& AHoIES o] 22 & E|0|2 S Yul|o|E3HoF &Lt TE 70| E90]
Edte BHAlE MM XM QTransit Gateway 2t & El0[E 244

>
3
Q
N
O
-}
<
v
@)
T
Mg
mjo
:
g'l_l
>
>
N
[
[m
o)
o
L
[m
lu
ok
4>
5%
Y
mjo
ofm
glzl
[m
o}
1K
mjo
ju!]
40
om
o
r
_ITI_

& HolEQIOl HIERIT gt A2 S35l EciE 2T 73


https://console.aws.amazon.com/networkmanager/home
https://console.aws.amazon.com/vpc/

Amazon VPC AWS T Ho|ES o]
2. EfM XoMq ME HOIEQ0|E MEHSHLICH
3. & AHO|ES 0| 2t & Ho|E2 Mg LICE
4. Y& gtE Ho|l22 MEiFLIct
5. S MEMFICIS MM F=2 dd2 MEiRhL|CE
6. CIDRO|l ZZ2|CH4 CIDR EE&S l=dgfLICt
7. AHZANM UHESRT &4 odde MEISHLICE o & S0 HE AWS Network Firewall Tt £
&L|C}
8. MM A= MHZ MEighL|Ct
(® Note

X-IX-I Z;'EF_I' 7;|_?—_|EI|__||:|._

O|X| 2 & E|O|E2| CIDR EE1 x|5t= EcH=0| ZALE Qo &at 22 MEE = 2[5 Ol

doz MEFELICH

CLI EEE APIE AL 304 LIESIT B4 ¢S S Eaiz a2

0

o

= At&3dto] & HO|EQO| HES T & HEE et L

ok
o
k
rr

API

jn

q
=)

0%
u

APIE AL83to] HERA &+ 222 Sall ECi=EE et EetedH

M

i
rir

« create-transit-gateway-routeE AMSELICIH

of 0 2E2 HERIF Y3t HAZE et YYste AL = UA&LICH

M
mn

aws ec2 create-transit-gateway-route \
--transit-gateway-route-table-id tgw-rtb-0123456789abcdef® \
--destination-cidr-block 0.0.0.0/0 \
--transit-gateway-attachment-id tgw-attach-0123456789abcdef0

TR
°
n
i]{0)
o
[
i
o
[
A

e E£3

"Route": {
"DestinationCidrBlock": "0.0.0.0/0",
"TransitGatewayAttachments": [

{

T3 ACI=H0| HESIT 8+ A28s 5ol 2219 ere g

74


https://docs.aws.amazon.com/cli/latest/reference/create-transit-gateway-route/create-transit-gateway-route.html

Amazon VPC AWS & Ho|EH O]
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4. | 0|x|2| 3tEH0I| A Propagations(Xm) B2 ME4EHLICE

5. 9Z4g MESH OIS Delete propagation(T1} AMK)S MENEHLICH

6. =9l HA|X|7} LIEFLFH Delete propagation(TT}h AFA)S MEHEHL|CH

£ AM&sltod 2t 8 T E HIE gEhsteds AWS CLI

disable-transit-gateway-route-table-propagation &S AL &L

AWS Transit GatewayOllAd HA ZZ 44

O|E®| o] m|o{& QA0 CHE B BZE MMFHLE siY B2t YUxIsHE

VPN 9122 CHA S 2 5= Transit Gateway 2H 8 E| 0|2 2| H™ B2 = Site-to-Site VPN2 7|E2
At

°
= BefRelR e, o|E+7+| 5124 BGP-7|8 VPNS ALS# f o] T 5t X| o2 ofRbte = EayT)

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ & iLIC}H.

=M 0| M Transit Gateway Route Tables(T1& 7|0|E9|0| 2t & HIO|2)E ME{LICY.

2

3. BEE YUE Y HIolES MEHFLICH

4. Actions(2F2d), H™ B2 M4J(Create static route)S MEHEILICE.

5 B2 488 CIDR =582 st g4

Mx{ ZZ M4 (Create static route) H 0| X|0f| 2} &
A

7. EX™ ZZ M’(Create static route)2 MEHEILICE

B Mot Hgdst 95


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disable-transit-gateway-route-table-propagation.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

ZE£2 M85t EHE FE MY

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. EM Zo| M Transit Gateway Route Tables(T1& HO|EQ0| 2t & EO|E)E MEHFLICE.

3. BEE MUY T HOIEES MEELIC

4. Actions(22d), H™ Z=Z M(Create static route)= MEHELICE,

5. ¥ 8= & S(Create static route) HO|X|of| 2t &S Y EE CIDR =52 U™et OIS ==&

create-transit-gateway-route W& E A ELICH

AWS Transit GatewayOllAd 2 ZZ AMA||

M4 Ho|Eo| 2FRE! E|o|E0A X ZEZE ArA|ErLCE

https://console.aws.amazon.com/vpc/HlA Amazon VPC &2 L|CH

E}

# 20l M Transit Gateway Route Tables(T1& H|O|EQ|O| 2t & E|O|2)E MEHELICY.
AXNE 22 E EO|E2 MBSt BE(Routes)E MEHELICH.
st ZE2EE MEIgLICE
M A2 AX|(Delete static route)E MEHEFL|C
Al

3|
2ol 4 xtol M HX A= ArA|(Delete static route) 2 ME4EHLICE

E M85t ™ A2 E AAIstEd AWS CLI

EE=]

delete-transit-gateway-route &2 AMSgLICEH

AWS Transit Gatewayt| M H2 Z2 WA

3% AolESol B Elolgol HM B2 E OHE 11X B2 HhEL,
&2 AR stol W HE bR

1. https://console.aws.amazon.com/vpc/0| A Amazon VPC &2 dL|C}.

] E2 A 9


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-route.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-route.html
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

m

F A4 ZF0f| M Transit Gateway Route Tables(Z1& 0| EQ|0| 2t & EH|O|E)E ME4FLICE

| Elo|S 0l M nAsteds B=E MEELICH

i

m

[nd)
--—

4

>

4 4o %
0
S HL

MMM 22 &!(Routes) B2 MEIEFLICEH

=
3 0

2
0

2
ox
Hu
o
-+
N
Ujru
rx
1z
o
rC
o

J
0%
=)
X
jo
i
H
rr
(1
2
Mot
fjo
x
L
Q'I_I
T
]

2
3
4,
5.
6
7

24X HO|ES)|0|E CHAE

A 1

o H
o
K
i
(o)
0
(@]
(@]
(72
(0]
9
iy
(@]
0
3
D
=
In
I
ul
0
2
X
o
40
om
jul
o
T
lo

0% Of mt

1
oy
HU
o
-
N
M

Mgt o

EA

-

235t0] Mx A2 E 1A|5te{™H AWS CLI

replace-transit-gateway-route B2 A& LICH.
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1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}

2. B Eol| M Transit Gateway Route Tables(T& H0|EQ)|0| 22 & E|O|E)E ME4FLICE
3. UEd A2} zetE 2RE EHo|282 MEdStL|CE
4. = B2 LHELW7|(Export routes)E MEHEFL|CE
5. A2 WWELHZ|(Export routes) I O|X|0f A S3 HHZ! O|Foil CH5H S3 HZA!2| O|F 2 =T LICH
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/replace-transit-gateway-route.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/s3/
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"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
"../0"
]
}
1,
"routes": [
{

"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [

{
"resourceld": "vpc-0123456abcdl123456",
"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”,
"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"
I
{

"destinationCidrBlock": "10.2.0.0/16",
"transitGatewayAttachments": [

{
"resourceld": "vpc-abcabcl23123abca",
"transitGatewayAttachmentId": "tgw-attach-6677889900aabbcc7",
"resourceType": "vpc"
}
1,
"type": "propagated",
"state": "active"
}

Transit Gatewayoll A AWS ™& HO|ERO| 2H*E E|O|E AMK|
Z &2 AL835t0q Transit Gateway 2+ & El|0|E K|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 dL|C}.

2. B Fol| M Transit Gateway Route Tables(T& H0|EQ)|0| 2t & E|O|E)E ME4FLICE
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3. AfMe & HElo|lZE2 MEigLCH

4. A (Actions), Transit Gateway 2+ & El|0|Z AfA|(Delete Transit Gateway route table)E M= g}
L|cH.

5. deleteZE 235t AlX|(Delete)E MEHEI0{ ALK|E &QlEtL|CE

£ A&stod & Ho|E o] 2t E E|0IEE AfAstedH AWS CLI

delete-transit-gateway-route-table & A2 &HLC}.
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o|5t E|stE St O|4 2| CIDR EE & EQl A5t 2lAA0M U
EQ3 Eff=EZ 27| fIa #x=stE IP F49 BEIE THa t. ol & £04 042
Transit Gateway 2t & E|0[20|M St CHA CIDRE AHF: X|Hsle 89 2 2t E E|o[E20M
St CIDRE HIE8HM 2= 5tE CHAl B MEAF S £20i A 0|24t CIDRE &2|g £ &Lt oY
4 CIDR 252 N7slof ot A9 F&2 vh= ZE 2B HO|Z20M BEE M5t CHAl HEF
M BB AT IS AMAHE = JUAsLch

0

Transit Gateway 2t & E|0|S0|M HFA S5 FZE ddstH HFA F52| Z F=0| Transit
Gateway 2t & HO|E0| Z2E EA|FLICH.

HFEAL S50 CHEt REMIEH L8 2 2ot 2{™ Amazon VPC AH8 M| HFAI S 52 XA

2.

ZE2 MESo| HFA S5 FXE MMsE{H

1. https://console.aws.amazon.com/vpc/M| A Amazon VPC 2& 2 L|C}.

2. ErM &0l M Transit Gateway 2t & E| 0|2 (Transit Gateway Route Tables)2 ME{ELICE.

3. Transit Gateway £t & EH|O|E2 ME{ELICY.

4. Actions(Xt2d), Create prefix list reference(HFAF 55 &= MA)E MEHEHLICH

5. Prefix list ID(AFA S5 ID)MIM HFAI S52| IDE MEAFLICE.

6. T8 (Type)dlM O]l HFAI S50 CiE ECEE S (EMH(Active)Z X[, ofL|T AIX|(2=HE
(Blackhole)) & X|& MEAFL|Ct

7. Transit Gateway ®1Z ID(Transit gateway attachment ID)0|A ECHEIS 2t REE 01729/ IDE M

=HErLIC



https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-route-table.html
https://docs.aws.amazon.com/vpc/latest/userguide/managed-prefix-lists.html
https://console.aws.amazon.com/vpc/
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8. Create prefix list reference(dFAt S5 & ZE M)E MENFLICH

E M85tod HFA S5 HEE ddste{™ AWS CLI

create-transit-gateway-prefix-list-reference @& 2 AFSELICH
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-prefix-list-reference.html
https://docs.aws.amazon.com/vpc/latest/userguide/managed-prefix-lists.html#modify-managed-prefix-list
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-transit-gateway-prefix-list-reference.html
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-prefix-list-reference.html
https://docs.aws.amazon.com/network-manager/latest/cloudwan/cloudwan-peerings.html
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Transit GatewayOl A AWS & 70| E Q0| 2% E|0|E 44

ZE&2 ME35to{ TS Ho|ESo] HA Eo|E 4

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI}

2. EM oM ™E HOIES|0| HA Ef|0|& (Transit Gateway Policy Tables)2 AE{gFL|C}.

3. Transit Gateway = E{|0|E€ 4 4(Create Transit Gateway policy table)2 ME{EFL|C}

4. (MEH ALE) Ol EHZ(Name tag)oll Transit Gateway X% E{|0|£ 2] 0| & /=2dgrL|Ct 4™ Ef
71 gfo| X|Het o|§ el Efa 7t MHMELICH.

5. & HO|ES0] IDOA & E|o|Z0f CHEF TS HO|EQO|E MEFLICE

6. & HOIESo| A E|o|E M4 (Create transit gateway policy table)= B L|C}.

OP

E Ar83stoq & Ho|ES| o] HA E|o|= S HEsted™ AWS CLI

create-transit-gateway-route-table W& AISELICtH

Transit GatewayOl A AWS & 70| E Q0| 2324 Ef|0|E AMA|

M& Ho|EQo| HA Ef|o|22 AAELICE HO|E 0| AKX E|HH SHE EO|& LHe| ZE A 3|0 &
XIElLct.

ZE& 2 ME35to{ TSE Ho|ES o] HA El|O|E x|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}

2. ErM EHo|M ™S AHOIESo| A E|0|E (Transit Gateway Policy Tables)2 AMEHErL|C},
3. AAIE Transit Gateway H E|O|E 2 MEHEILICEH

4. EtA(Actions)E ME4Et £ A Ef|0lg Al K|(Delete policy table)E M=4grLICt

5. H|O|E& AtA|sted stote [Ag #flghLc.

E Ar83stoq & Ho|ES| o] HA E|0|= S A X|Sted™ AWS CLI
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delete-transit-gateway-policy-table W& A& LIC}H
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https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-policy-table.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-policy-table.html
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https://aws.amazon.com/transit-gateway/faqs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#change_source_dest_check
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/register-transit-gateway-multicast-group-sources.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/associate-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/disassociate-transit-gateway-multicast-domain.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-transit-gateway-multicast-domains.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://console.aws.amazon.com/vpc/
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-tags.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-transit-gateway-multicast-domain.html
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/ram/latest/userguide/
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aws ec2 search-transit-gateway-multicast-groups --transit-gateway-multicast-domain tgw-
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{
"MulticastGroups": [
{
"GroupIpAddress": "224.0.1.0",
"TransitGatewayAttachmentId": "tgw-attach-0372e72386EXAMPLE",
"SubnetId": "subnet-0187aff814EXAMPLE",
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}
]
}
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Parquet CI|O|E{ §&: EXtY

tgw-src-vpc-id & HoOo|EL{olof CiEt &4 VPC2| ID 6
Parquet Ci|O|E{ & 2XtA

tgw-dst-vpc-id & HOo|EL{olol CiEt CHa vPC ol IDILC 6
Parquet CI|O|E{ f&: 2Xt4

tgw-src-subnet-id  T1E HO|EQ|0] &4 EEfE Q| HEL! IDRILICH 6
Parquet Ci|O|E{ f&: 2Xt4

tgw-dst-subnet-id & HO|EQ 0| CH& EEf=Elo| MEY IDRILICE 6
Parquet CI|O|E{ £&: 2XtA

tgw-src-eni 5 Eoi cH8t AA Transit Gateway Attachment ENI2] ID. 6
Parquet C|O|E{ R3: EAtA

tgw-dst-eni e 520 CiEt CHA Transit Gateway Attachment ENI2| IDR]L 6
Ct.

23 XY
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Zic MH
tgw-src-az-id E2iEo| 7|8kl &4 TS HO|EQO[7F & 7t ¥AH9| ID
L[Ct. ot| x| EciEo| et A2 BlZ == o] E=of Cl
o - 7|28 EAIELICE
Parquet C|O|E| f&: At
tgw-dst-az-id Epi=Elo| 7|8 k|= cHa ™S HOo|EQ 0|7t & El 718 P49l ID
dLCt.
Parquet C|O|E| §&: At
tgw-pair- S5 Y et 59 Sl E= w41 A4 D7 EuCt

attachment-id

srcaddr

dstaddr

srcport

dstport

protocol

packets

Parquet Cl|O|E{ R&: INT_64
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= AMOd |:|.| XI_-l

]

bytes 5§ & MEST HO|E =+, 2
Parquet Cl|O|E]{ R&: INT_64

-|;x|.| _U_H9I0| Ilj:” 7|-7=| LHO‘|

start A
x_g HOolEolol M A E 7&—%6+74L+ 4l

2 >
-I>
rE
>
I
[l
for .
c
>
=
o)
N

Parquet Cl|O|E| £&: INT_64

end A 2+4 Lol M =& 2| obx|ef fZ!E = 4&lek AlZHERR: Unix =) 2
LICt ©& HO|EQO[MM IHAE ME5HHLE =418t F %|CH 60

T £ JAsLch
Parquet Cl|O|E R INT_64
log-status S & 29| &EH: 2

« OK — O|O|E{7} MEHE| CHAto]| AAt R o 2 2 ZI=|L|C}

« NODATA — &A 744 & HEXF EHo|AMMH S E|I7HLE
$AE HEY T Ecf=Eo| e LCt

+ SKIPDATA — &AH ZtA & 28 58 2 HZEE HAUFUE
LICH LHE SZF AM|gt £E LIE @F 71 Nl =

Parquet CI|O|E{ §8: EXtY

type EeH
x

S
o
-l .

fELIch 7hs8t k2 IPv4, IPve X EFARILICH RbA|IEH 3
Amazon EC2 AH8 MHM 2| Elastic Fabric AdapterE 2t =&t

i|
|

=
—

x

Parquet CI|O|E{ R&: 2Xt4

packets-lost-no- ~ ZE7} X|'JE|X| etot T{Z! 0| & AE|RI&LICE 6

route
Parquet G| O|E{ R3: INT_64
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/efa.html

AWS T™& 7H0|E 0|

Amazon VPC

Zc Tl b7
packets-lost- E=EE Ql5H WA o| &AM EIR&LICEH 6
blackhole .

Parquet Cl|O|E| £&: INT_64
packets-lost-mtu- 377} MTUE Z= 1504 T{Z! 0| & AE|&LICH 6
exceeded i

Parquet Cl|O|E{ &&: INT_64
packets-lost-ttl-e ~ TTL(Time-to-Live) Bt2 2 QI35 m{Z!0| & A Z|A&LICH 6

xpired

Parquet C|O|E{ £&: INT_64
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1= M H{ X
tcp-flags Ct= TCP Zcia2| H|E OtA 3 gt: 3

* FIN—1
*« SYN—2
« RST—4
- PSH—8
« ACK— 16
+ SYN-ACK — 18
« URG — 32
/A Important
SEEZIOES0|ACKIZIcZp THEI E Ecia g2
160]| o=l ORI L|C}.
TCP Z 22204 CHEH UEH R4 (0d]: FIN, SYN & ACKS} ZHe Za&ia
o o|O|)= Wikipedia®llAd TCP M|IHE X & FHZSHAAL.
TCP EZeiaE A 74 S0t ORY == /U&LICH e HAHo| F2
SYN-ACK Z! FINO{| CH3H 19, SYN 2! FINO{| CHal 32t 40| &8 &
HlZES SYe &ol Eei27l d8E = J&u o
Parquet Cl|O|E] R3: INT_32
region EgiElo| 7|8 kl= M& HOo|EQO|E Z&ste 2L/t 4
Parquet C|O|E| £&: At
flow-direction EZ{Zio| Xtz QE{Ho|A0l CHEt 5 & W& ALICE 7ts8H 2 5

ingress | egress

L8 2Ry

Parquet Cl|O|E{
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https://en.wikipedia.org/wiki/Transmission_Control_Protocol#TCP_segment_structure

AWS T™& 7H0|E 0|

Amazon VPC
2= MH &
pkt-src-aws- AN P FAT7F MH|AO CHE AR B0 CHEH IP T4 B2 5
service 9| 5t 2| &g ol&LICt. srcaddr AWS 7S 8 Zk: AMAZON |
AMAZON_APPFLOW | AMAZON_CONNECT | API_GATEW
AY | CHIME_MEETINGS | CHIME_VOICECONNECTOR |
CLOUD9 | CLOUDFRONT | CODEBUILD | DYNAMODB | EBS |
EC2 | EC2_INSTANCE_CONNECT | GLOBALACCELERATOR
| KINESIS_VIDEO_STREAMS | ROUTES3 | ROUTES3_H
EALTHCHECKS | ROUTES53_HEALTHCHECKS_PUBLISHING |
ROUTES3_RESOLVER | S3 | WORKSPACES_GATEWAYS.
Parquet C|O|E| f&: At
pkt-dst-aws- CH&Y IP =471 AWS AMH|AO] CHEF FA4Q1 B2 dstaddr E =0 CH 5
service gtIP =4 Helo| 5t¢ &t O|FILICH 7tsSEt 2t S5 2 pkt-src-a

ws-service ZEZ 2 X 5HAML2.
Parquet C|O|E| f&: At

S8 21 A& ANoq

FE0{ AHEXI0IH =& 2

7|2XMe 2 A}g-x}o1|71|= 52 27 A2 HEto| 9f
- mazon EC2 APl & X2

>F”

JSON

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowLogs"
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https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/vpc/latest/userguide/aws-ip-ranges.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ec2-api-permissions.html
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1,

"Resource": "*"

CloudWatch Logs &= Amazon S3 & 01= 0| HA|st=X|of 2t L& F7FIAM g 2l HEE 7
Ol & + /U&LICH REAMIE LH&2 AWS Amazon CloudWatch Logs2| & 8 HOIEQIO| E8 EO
8|2 = 2 AWS Amazon S32| 14 H0|EQIO| 5 & 21 HFE MME2 XA L.

Transit Gateway 8§ E11 2=

Transit Gateway 35 215 HA|stH HIZ 2 70i Ci$t Cllo|E 227| L AEZ|X| 230
Ct HE 238 HAIE I QZ0i cHa AFHMIS| € otE 248 Amazon CloudWatch L 22 2
0{ of2Hoil M 2O & MEHSI T HIE 208 oM 2.

AWS Transit Gateway 8 Z 104 CHEH IAM Q& MM = 40| 0|
=

AWS Identity and Access Management 2& 2 AFE35t0{ 7|&E &2 UO|0|EsH 7L CHE HAtod|
S5 EO0 ASE M AegS My" &= JUsLct

SE Z70] CHEt IAM Q& A

-

ﬂIIO

https://console.aws.amazon.com/iam/0l A IAM & & LC}.
EF M 20 M Roles(4 &), Create role(3 & *”*")% MEHBHLICY.

Mg £ Qe AEE| & MEH(Select type of trusted entity) ol Al AWS AMH|A(service) S AEH
BrLICH A8 AbEl(Use case)0lM EC28 MEHEILICE CHS 2 ME4EFLCH

4. Add permissions(T 8t F=7t) H O|X|0{| M Next: Tags(CtS: Ef1)E MEHSH T MEH ALE O 2 A Ef

w N

& FIMELICH ChES MEELICH
5. OIf, d&E & 49 mlo|x[olM & ol 0|F& Yot MEMHoz MBS MSFLICH A
g MEELC

g O|&2 MEIBILICE Add permissions(T &t F7t) B0 A Create inline policy(212FQ! 3 4

T JSON &= M={grLct.

7. CloudWatch Logs0ll 222 2O E AAISHZ| 28 IAM oM & Hmf DR E SAeE = Fof
20{ d&LCH M ZE (Review policy)E t'E—'.*E*L—IEF.

o
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https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/iam/
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£ 21245t 1 =K MM(Create policy)S ME4ENLICE

g MEefst | A2 #7(Trust Relationships) 2 £0{7t24™ A1Z| 27 T El(Edit Trust
Relationship)2 MEHEFLICE 7|&E HA 22| MH|A =2 ec2.amazonaws.com MM vpc-
flow-logs.amazonaws.comZ HH0{ FAA|2. A2 A 4| 0| E(Update Trust Policy)&
MERSELCY.

10. 29 H|O|X|H|AM ALE AL &0l CHEF ARNS & QIBILICH AL AtS| 58 23 & BHE [ O] ARN

of
o| Z%fL|Ct.

AWS Amazon CloudWatch Logs2| X4 HO|EQJo| & 2o dl=
—

SE 23 58 21 d|0|E{E Amazon CloudWatchofl &I HAIE £ )& LICH

CloudWatch Logs0ll AIAIE|H 58 23 O|o|Es 23 a2 &0l AlAIElZ ZF & Ho|EHolds 2

O350 1ol 2 AEZ0|U&LICH 2O AERE EE 2O 83 EY ZEE

O| 58 EOE M3st0od, 2 CIOIEE Z2 2Za a5 HAIE = J&LICH &2 23 a89| stLt 0]

#ol5F 20| SUSt TS AHOIEROI7t U= B2 stLte| A E 20 AERO| UE S
E2EI0Me HEE ElEE XS, CHE 58 EO0Me §8FE E

? EEE 2O AERR2 2E ECfEE ZAMELICH

CloudWatch Logs0ll & 238 AAIE = Vended 2104 CHEF CIOJE =& 2! ot7t0|E 20| ¥
oHEIL|CH REMIEH LIE 2 Amazon CloudWatch 2 28 HXSHAAIL.

CloudWatch LogsOll A timestamp EEE 58 23 tlZ =0l ZXE! AIZF AlZHo] S ErLICEH
ingestionTime == CloudWatch LogsOiM £ 8 21 B2 E7t 4AIE et AlZtE MBS ELICt
ElQUARMIT =38 20 8I =0l HXE ZE AZHECH O|F JLCt.

CloudWatch LogsOil CHEF RFM|EH LI 2 Amazon CloudWatch Logs AFE 413 A{ 2| CloudWatch Logs

2 MEE 208 MM,

LHS

« CloudWatch Logs0ll Z2< 23 & A Al5t7| §IEF IAM 38t

« IAM AR RETH 43S FSHE 4 QI Mt

o 7t0ll Al Al5tE AWS Transit Gateway & £ 2|2 E M4 Amazon CloudWatch Logs

« Amazon CloudWatchollA AWS T™& HO|ESIO]| & ZEa g3 E E7|
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https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL

Amazon VPC

AWS T™& 7H0|E 0|

« Amazon CloudWatch LogsOlA AWS & HOIERO| 38 2O B|ZE XE|

CloudWatch Logs0ll 222 212 HAI5H7] {8 1AM &

SE 239 HZAE IAM A& 0f= CloudWatch Logs2| XIHE 230 2&0| 58 22 HAIE HEHO|

24010k FLICH IAM HE 20 Hat{ok gfLICH AWS A H.

CtSot 22 HEho| Zgfk[ofof gfLch.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreateLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

CloudWatch Logs0ll 222 21E HAlst7] {8 IAM 23gf
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"Service": "vpc-flow-logs.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}

==& CHE|Xt EMERE XA E335H7] 2150 aws : SourceAccount & aws:SourceArn &7
71§ MY A2 '""4”°*L—IEF o|§ E01 0| AZ| HHMol Ctg ZH EES —’F7P°E* T UGLICH A
HES 58 239 £ARX0|2 £A ARN2 58 ZI ARNQLICH 58 23 IDE 22 ZE2 ARN
ol BT REE AUSIHE() 2 HE O8 58 218 DE £ HHS UH0ISE + ALl

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}

IAM ALS A7 B S HEFE 4 ol M

ESt ALERtolA Y 58 229 HAZAE |IAM 23&tof CHEH iam: PassRole Xf@1o| AL HEHO| Qo]
OF ghLct.

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
]I
"Resource": "arn:aws:iam::111122223333:xrole/flow-log-role-name"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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7Hod| HIAl3t= AWS Transit Gateway £ & 21 H|ZE 44 Amazon
CloudWatch Logs

& HolEQolo CiEt 58§ 208 WY = USLICH IAM AFSXLZ 0|28 BHHIE s™steE 82
iam:PassRole HUE MEE =+ U HEH0| USX| FHstMA|I2. RtAM[EH LIE2 IAM ALE X7 &

B2 FTE 4 9t TS AT,

et

Amazon VPC 2& &= CLIE AF2350{ Amazon CloudWatch S & 25 MAMsh £ ol&L|CH AWS
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M Z0f| M Transit GatewayES ME{8L|CH
StLt O|& 9| T& 7Ho|ESolef &elets M

EHSIT &M, 58§ 23 M8 MElgLCH
Destination(CH 40l A Send to CloudWatch Logs(CloudWatch LogsZ ™&)E MESHL|C}

e =23 O50iM 2/l ciy 23 3 &0 o[&§2 MEELICH

o & DN

® Note
CH& 23 50| of A gl B2 ol EEof| M 0|§ 2 ¢3stH M Oy 21 80| 4
Euct.

6. IAM & (IAM role)0il A CloudWatch Logsoll 21 & HA|E HEHo| Qe &t ol 0|5 RI™E L
Ct.

7. 23 22 E Al(Log record format)HM £8& 21 B|ZEQ| ¥AIZ MEAFLICEH

- 7|2 HAIE AHE5tE{H AWS 7|2 8 4(default format) S MEASHA L.

« AR XY HAE A 5tEdH AFE R XIH & 4|(Custom format)S MEHS T 21 ¥ 4(Log
ZEE MEfghch
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https://console.aws.amazon.com/vpc/
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 create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

CHE AWS CLI tMo M= T HOIER0| HEE ARiste 2 & 208 gLl 58 21
£ IAM & my-flow-logsE A& 3+0{ H™H 1234567891010 Af publishFlowLogsEt 3t=
CloudWatch Logs LH 21 2§22 MEE/L|CH

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1la2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs

Amazon CloudWatchOil A< AWS & HO|EQ0| 58 2O dlZE 27|
MEHEl CHA R&of| 2t CloudWatch Logs & =& Amazon S3 &
m}

HIa=
EE T UELLCL 28 ZOE MEE & 240 EE ZEOE Ee{HE B HE X|LIoF & = /U&E

CloudWatch LogsOll AIA|El 222 2O B|ZEE 2™

1. https://console.aws.amazon.com/cloudwatch/H| A CloudWatch 2&& L|C}.

2. HMHFMzIE MEstn 5§ 2071 Z&E 20 58 MEFLICH ZF TS AHO|EH 0l

20 AEE S50 ZAELULCL

EIHIEE Eeds ™S HOo|ESo|e| IDE xFsts 211 2AEES MR LICH KbAIE
=
| |

=
[ ]
2 HE HolEFOI 55 2O BAE HEHE

Amazon CloudWatch LogsOlA AWS T& HO|EQO| &8 2E1 B|ZE X

5§ 21 B|ZE& CloudWatch LogsO|A =Z&3t CHE 21 O[HEXMEH AISE = J&LIch 21 o
O|Ef & X|E ZE| ZL|E{2lof CHE RtAIEH LI 2 Amazon CloudWatch AHE AHEAM o] ZE{E A5}
01 21 O|HEOM X|E MMZ2 EXFAL.

of: & 230 Ciet CloudWatch X|E ZE L FE Y

O] ool AE tgw-123abca56bcadl CHEH 38 238 AFSELICH TCP ZE 22(SSH)E & QIAE
|

A0 Agsteds Al 7h 8 AlZE LHol 108 o] HEE B2 0|& ¥t F= L3S Bt + U&LIch
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
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M ZEE Edis EciEe| iiEHn UX(ste X[&E HEE BFSo1ok gfLICH a7 ChE X|&E EHEof
CHet Z2 & prsLct

5 & ssH Eci= ol chet x| & EE{et EEof chet Z2 & BFSedH

2. M Z0o|M Logs, Log groupsE MEHEHLICE.

3. 21 IS0l CHEt SOIEhS MEE OhS Bl XIE TE| Mg MesLict

4. HTE| D& (Filter Pattern)ol| CHS & l=24gfLICt.

[version, resource_type, account_id,tgw_id="tgw-123abc456bca”, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= "10.0.0.1", dstaddr,
srcport="80”, dstport, protocol="6", packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

5. HAEE 21 00| MEH(Select log data to test)0ll A & HO|EQO|of Cigt 20 AERIE M
EHBFLICH (MEH AL ZE] TEnt Y|t 23 Cl|o|E 2 Eo{H MEH BAEE MEIEL|CY
ZHI7H £ cheg MeyELct

6. EE O|F, XIE HHAHO|A L X|E O|F2 YHFLICH X|E g2t 12 HYFLCH 222
CtE2S MBSt X E EHE| ddE8 MEfghL|ct

7. EfM Zoj| A Alarms, All alarmsS MEHEHLICE

8. Create alarm(Z@E d4M)2 MEISHAIL.
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https://console.aws.amazon.com/cloudwatch/
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« &7} F4(Additional configuration)0| Al Z &£ 0il CHEt CI|O|E X 21 E (Datapoints to alarm)& 7|
=4 12 H74ELICh
12. 2 2l(Notification)HlA] 7|&E SNS FHME MEHGIHLE A FX| 2 4d(Create new topic)S A1EH 504
MZ MEeL|ct CHS(Next)S MEIELICH
13. &
14. B2 FH0| 22 E[H FE s MEtgLICH

AWS Amazon S32| M& HOIEQO| EE Ea A E

SE 2= 58 21 d|0|E{E Amazon S304 HA|E £ l&L|C.

Amazon S30{| AlAlgt= B9 58 21 H|0|E7} XI™H38H =2 7|& Amazon S3 HHZI0d| HA|EILICEH 2
LIE{2lElEs RE ME HOo|EH ol Cigt 28 21 A2 EE= H3lo| HEE Yzdo| 21 mp ZHx||of
HAIE LI

>

Amazon S3 Amazon CloudWatch 0| & 231 & HA|E ol M Erof 2204 CHSH S|O|E| £ &
ol Hat @ 20| MEL|Ct HE 239| CloudWatch 20 CHEE AHMIE L2 2P4HH Amazon
CloudWatch 222 €o{ 2O & MEF O3 HE 238 =I5tHIR.

E 22 &1 A2 E Amazon S3 HHZ!E BtE = 2H¥2 Amazon S3 AFE ME M| HZ! MM S 3

M.

M.

[e]]}

Cts H™ 220l CHEF RHMIEH LIS 2 AWS &2 M Zlo|EE{E|el Y 28 &X

CloudWatch LogsOil CHEF RFAM|EH L& 2 Amazon CloudWatch Logs AR A 2| Amazon S3Z 7

SE 28 HZsHMR.
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- Amazon S30| 222 21 & AAlst= IAM 2o FA|of cHEt 1AM H24
« Amazon S3 HZ!o| 5§ 20 CHEF M5t

« SSE-KMSE AIE88 E2 et 7| A

« Amazon S3 21 m} ¢l
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https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html
https://aws.amazon.com/solutions/implementations/centralized-logging/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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« Amazon S30{|A XZ|E AWS ™M& HOIEQIO| EE 2O A E

SE 27 0t
VPC 52 2= 52 27 YFCE 285t0{ 21 U2 E88 OS ST 27 0HYUS 58 7HzHo
2 Amazon S3 H{Zlof HlAlstE 715 LICH 2t 23 mto= o|F 52 S 7|22 P E2{Zof CHt

sE 218327 2EEL|CH

23 mtelo| 2|t 37|= 75MBRILICH 21 mtJ0o| 52 Lol Zt Y 37| Mgt EE st 58 27t
SE 28 3ZE FIE SX|ELUCH OHCIE 58 23E Amazon S3 HZIO| AAlISt D M 2O @
g HELICH

Amazon S30I|M 58 21 mt 9| Oh x| =~ (Last modified) ZE £ I+ 0| Amazon S3 HHZlol| &2
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ZIEMez mtd2 ohE fIxlz MEELICH

bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/

Hive & S3 5 At

[e][]

AEst T dYstH mrdo| g fxl= MEELICH
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I

bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/
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bucket-and-optional-prefix/AWSLogs/account_id/vpcflowlogs/region/year/month/day/hour/
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bucket-and-optional-prefix/AWSLogs/aws-account-id=account_id/service=vpcflowlogs/aws-
region=region/year=year/month=month/day=day/hour=hour/

271 1t 0|
23 7bo| T 0|82 58 211D, 21N U M4 & W A7 JIEe R BrLich The 0|88 ot
S "Ag AL

aws_account_id_vpcflowlogs_region_flow_log_id_YYYYMMDDTHHmmZ_hash.log.gz

0|2 £04, C}= 2 June 20, 2018, 16:20 UTCO]| us-east-1 2|T12| 2| A A0 CHEH AWS H&
1234567890120 M MHet & 210 Cist 21 0}l of & Eof ELICH JF A|ZH0| 16:20:0001|
M 16:24:59 AlO|Q1 58 2O B|ZE7| utof =& E/L|C}.

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.10g.gz

Amazon S30|| EE2 EIE HAI5H= IAM EoF F=&|of CHEH IAM Z3&H

S& R2OE ddsts IAM 2ot FH|ol= CHef Amazon S3 HHAlo| & 238 HAlste o 228
& HEho| R{ofof BFLCH.
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery"
]I

"Resource": "*"
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S8 208 Mt ASAI HAIE AR5tT T HZofl CHEt PutBucketPolicy &
GetBucketPolicy H8tg ARS8t B2, Ot HHE 1Y MM RSS2 AZFLICE ol MER &t
S 4 HA e HAof FIHELICH

OFEX| o™ HZ! ARAIE Ol HAME HAM| Fotetn 585 20 HMHRS AWS A™E ID X|H E=
58 23 Mol AlmiEtLict RFMIEH LH& 2 Amazon Simple Storage Service AFHE ME MOl H{Z! &
M2 AXTSMR

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",
"Principal": {

"Sexvice": "delivery.logs.amazonaws.com"
},
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::bucket_name/*",

Amazon S3 H{Z!2| & Z 0] CHst Mt 24


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
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2ol

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-ownexr-full-control",
"aws :SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"

"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",
"Principal": {
"Sexvice": "delivery.logs.amazonaws.com"
}I
"Action": [
"s3:GetBucketAcl"
1,

"Resource": "arn:aws:s3:::bucket_name",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"

},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:us-east-1:123456789012:*"

my-s3-arnol X|H& ARN2 Hive 28 S3 HFALE AL 5t=X| o5 0of 2t CHELICEH
. Tl HEA

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*
« Hive 38 S3 HFAl

arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*
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7t £2 g2 o|gq8t HetE 78 AWS A ARNs. EE8F =S & CHEIX EM 28 EH ES6t8H
aws :SourceAccount 2 aws:SourceArn 271 7|8 A5t W ELSLICE AA AMH2 sE 20
Ol AQKlo|T ¥E ARN2 21 MH|A Q| U= FHE(*) ARNILICH

SSE-KMSE A8 B¢ ERer 7| A

Amazon S3-BH2|& 7|(SSE-S3)E AFR8 M = 2535} F= KMS 7|(SSE-KMS)E A28 M| =
ot 5 3t &3l5109 Amazon S3 HHZ! Q| CI|O|E{E ES & = Q&LICH REAEH LI 2 Amazon S3 Al

8 HBMO| Mt & A S5E AS5t0{ CIOIE ES5 & &AM,
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>

SSE-KMSO|MHE= AWS #2838 7| F= T2 22|

b= 718 A8E + UELICH AWS HE"E 7|8 AHE
ottt Wit AYE HES M8 =+ glaLItH 528 20 23 HiE AHM MEEEZ WA AE
Soil CHer HMA Hers —'?'—0=|oH0|= 2FLICH S3 EHZof CHEF it A AM|A HEtE Foistedd HA

S
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D74 2elE 710 M SSE-KMSE A& & = S3 HZ! 2| HZ! EAo| oLzt 7|2f 7| E&of chE 8 =
7tsflor VPC £& 27t 83 7ol & =+ QU&LICH

0|

® Note

S3 HZ! 7|E AF835IH 2! =& 7|2 AF83t0{ & 53}, GenerateDataKey 2! 53 3 ZH40f|
AWS KMS CH8t @S &0 AWS Key Management Service (AWS KMS) 2 HIES HA &
&= QELICH 7|EMo 20| HA =& 7|2 €85t £45 QLE 2 AWS KMS API L2 X

St7LE AWS KMS 7| 2ol CHer HMAE HE st x| A &LCH.

"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"

},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",

SSE-KMSE AI8E B¢ Rt 7| BH 146
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"kms:GenerateDataKey*",
"kms:DescribeKey"

]I

"Resource": "*"

Amazon S3 21 utl HEt

8t HZ! 22 Q|of| =, Amazon S3E ACL(YAMIA Ko SE)2 AHE5l01 58 20 MMt 2

5t HMAE #ElELICH 7[2Mo 2 HZ! ARAHE ZF 23 mpof CHEt FULL_CONTROL
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Amazon S301 CHEF AWS Transit Gateway 38 21 AA H|& 48 MM

AA HZHo|MH AWS Identity and Access Management £ 0| M AA I&tE MAEHL|CH

2L AHE g E ddstes dY

1. 0o 232l AWS Management Console 311 https://console.aws.amazon.com/iam/ IAM 2&2 ¥
L|cH

2. ErAH Zof| M PoliciesE MEiFLICEH

-1 4
3. [H2H M’d(Create policy)|2 MEEFLICY.
A

4. [HH MM(Create policy] HO|X|0|M CtSE =&EFLICH.

1. JSONS MEHEFL|C}.
2. O| #Ho| LHEE o] MMo| Al B Eof e Het Hxlio 2 CHA|ErL|Ct.

3. Next: Tags(CHS: Ei1)@F Next: Review(CtS: HAE)E ME4EFL|C
1t

4. HAO| 0|1t MHE(MEH AEN S =45t CHZ 0l Create policy(B2 M) & MEAEHL|C

5. ErAM &0 M RolesE MEHEILICY,

6. g dM(Create role)= MEAEL|C}

7. AMEE £ Qe AEE| R8(Trusted entity type)oll AFE A} X[ A 2| &2 (Custom trust policy)2
MENSHLICH AP A X[ AZ| = (Custom trust policy)0lH 21 M& MHIAE X|HSlE L2 2
2 "principal": {3}, CHAMIELICt Ct2S MENSHLIC

"Principal": {
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"Service": "delivery.logs.amazonaws.com"

iy

8. Add permissions(T et F7t) H[O|X|o{l M O] X2 AR E M et HAo| & QlEtES MEF =
Next(CtZ)E MEHEFLICE

9. Y o|§2 Y™st MEiMoz MHES MSELICH
10. A& d(Create role)S MEHELICE.
Amazon S301 HA|3t= AWS Transit Gateway & 21 2|Z E M4

Amazon S3 HZ!g MM5t1m 7 HE Foll= S HO|EHOlof CHEt & E MM
Amazon VPC 2& == AWS CLIE AF235109 Amazon S3 58 E1E MAME &~ &Lt

2£ 8 AMNE35104 Amazon S301 AAISHE T& HO|ESIO| 58 =21 MM

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC 2& & LI}
2. ErM EHo|M ™S HOIERO|(Transit Gateway), T1& HO|E 90| ¢4 (Transit Gateway

Attachment)= MEHEFLICE

3. otLt ol&fe| & HO|ESO| &2 T™E HOIEH o] AZL| &lgts MEFrLICH

4. ZErY(Actions), & 211 MM(Create flow log)S MEAEIL|C}.

5. S8 B2 MHYE FEELICL RtMEt HEE 58 20 MY E 75t H LIS XA AR,

ZES M85t 58 21 d™HE Fd5tedH

1 i &} (Destination)| A S3 HHZI2 2 T1&(Send to an S3 bucket)S MEHEFLCE

2. S3 H{Z! ARN(S3 bucket ARN)2| B2 7|&E Amazon S3 HHZ! 2| Amazon 2|44 O|F(ARN)Z X|
MEtlch 2t 42 5tel EEE EEE = A&LICH & E0{ my-bucketO|2t O|§2| HA
0 my-logsO|2t O|F 2| 5t¢ ECE XIH5tE{™ CIS ARNZ AISSHAAIL.
arn:aws::s3:::my-bucket/my-logs/

HHZ!0l AWSLogsE ot¢| EC O|F§ 22 AMEE £ el&LICH 0|2 o & E o{LCt.

HAE ARE 32, AHS2E 2|4 HHE M50 HIlo| (@ =LCH XpMEH L2
Amazon S3 HZ!0| 58 Z 0] CHEF Mt BHlE & ZMR

3. EIHzZEHANMEE ZEO IS HAIZ XI™ELCH
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Parquet — Apache Parquet2 & 7|8t C|O|E GAILICH Parquet ¥&4]9| Ci|O|E{of| CHE 22|
= bt A E Cf|o|E{odl CHEF 2/ 2lofl HISH 10HH0i A 100K thHE LICH Gzip &S AH& 3t
Parquet &4 CIO|E{= Gzip 52 ME5t= U BHIAEHCH AER|X| S7HE 20% HH ALE

gt
5. (M4 AHE) Hive 28 S3 HFALE AL&36H2{H Hive S8 S3 HFALE GstE MEHFLICE
6. (MEHAME) EE EOE A7tE 2Este{1AlztorCh (6082)2 MEdEFLCt.
7. (MEIAE) 8 230 Ef3E FItEZ{TAM Ef FIHE MEASI0] BT 7|9t 2h2 XITHSHA A
o
8. EE& 21 M’(Create flow log)2 MEHEILIC}
HHE TFE AE3104 Amazon S30|| HAlSlE 58 238 oHEE{H

« create-flow-logs(AWS CLI)
* New-EC2FlowLog(AWS Tools for Windows PowerShell)

log-format ZI2t0|EE 58 23 B|ZE2| AFEXl X A X|HELCH

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"

Amazon S30{|M AWS ™& HOIESIO| 58 E1 8|2 E E7|
Amazon S30{| HA|El S E ZEO 8[ZEE E2{H

1. https://console.aws.amazon.com/s3/0l A Amazon S3 &2 Y L|Ct.
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2. HZ! O|F(Bucket name)ollM £ & 2O & HAIY HAS MEHELICH
3. O|=20|M 21 1l Qo] stolate M N2 HEo|AM T2 E=(Download)E A1EH
gfLCt.
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« Amazon Data Firehose0| CH8F AWS Transit Gateway 8 21 AA HH & MM
« Amazon Data Firehose0| CH8F AWS Transit Gateway Flow Logs CH&f 7|1 248 MM
AH A4

« Amazon Data FirehoseO| 7| A|5t= AWS Transit Gateway 38 Z1 t|ZE MM

S8 2= 58 21 OU|0|E{E Firehoseol| 21 AAIE = U&LICH Z2 A™HE 2lAA ELIEE
5101 58 28 AAISHHLICIE AHO| 58 238 HAISHZIZ MEIE & Q&LICH.

FirehoseOll AIAIE [} & 27 H|0|B{= it BIAE 31A10 2 Firehose M4 AE 0] HAIEL
Ct. HX{ Firehose T1& AEZIE Mdslof FLICH ME AEZ M2 28 EH7Hl= Amazon Data
Firehose 7H& X} OHLHA{ 2| Amazon Data Firehose & AEZ MAIZ2 AR SIA|IR
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& 2oy Y 0| MZELct XM €otE 248 Amazon CloudWatch Pricing(Amazon
CloudWatch 2 2)2 €1, Logs(21)E MEHSI 1, Vended Logs(HIE 2Z1)E 3o M 2.
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Kinesis Data FirehoseOll A A& [ ZLIE{EE 2lAAQ SYUEH HA™ (A
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://aws.amazon.com/cloudwatch/pricing/
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JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::111122223333:role/mySouxrceRole”,

"Condition": {

"StringEquals": {
"iam:PassedToSexvice": "delivery.logs.amazonaws.com"

}I

"StringLike": {
"iam:AssociatedResourceARN": [

"arn:aws:ec2:region:source-account:transit-gateway/
tgw-0fb8421e2da853bf"

1

"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery”,
"logs:DeleteLogDelivery",
"logs:ListLogDeliveries”,
"logs:GetLogDelivery"
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1,
"Resource": "*"
},
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::111122223333:role/

AWSLogDeliveryFirehoseCrossAccountRole"

}
]
}
EI TS MH[AM bEE e = JUs O 22 AE HR0| o] dghof JU=X| EHQISHAIL.
JSON
{
"Version": "2012-10-17",

[

"Statement":
{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"

},
"Action": "sts:AssumeRole"

]

CHA A
CHAH A& ol A AWSLogDeliveryFirehoseCrossAccountRoleZ A|%tSHE O|E 22
| g0l M Chaat 22 Heh2 Fofslok ot

JSON

{
"Version": "2012-10-17",
152
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{

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"firehose:TagDeliveryStream"

]I

"Resource": "*"

}

L
e

JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/mySourceRole"
}I
"Action": "sts:AssumeRole"
}
]
}
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2 M4 (Create policy)]2 MEHEILICY,
AH A
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o
4. [H= MAM(Create policy] HO|X|0{| M C}S S $+&EHLICH.
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gHof o| Sk AB(ME ALE)E U= CHF 01l Create pohcy(’éﬂ"‘—'.+ ) E MEELICH
E

5. ErAM &0 M RolesE MEHEILICY,
6. & MM(Create role)2 MEHEFLICE.
7. AMEE £ Qe AEE| RE(Trusted entity type)oll AFE A} X[ A 2| &2 (Custom trust policy)2
MEdSH|CH AFRF X 22| H2H(Custom trust policy)olAM 23 M& MHIAE X|HSIE OIS
2 "Principal": {}, 2 CHAIELICH Ct2 S MEiSLICEH
"Principal": {
"Service": "delivery.logs.amazonaws.com"
1,
8. Add permissions(T et F7t) HO|X|0oll M O] MRS AR E0AM Medet HAo| & QlEtE MEF =

Next(CHS)E ME{ELICH
9. ¥ o|FS U™stn MEMoz HE S MSELICH

—
10. & M4 (Create role)= MEHEILICY.

Amazon Data Firehose0l CHEF AWS Transit Gateway Flow Logs CH& IS
045} AHAd
12 OO

2. EFA Eof M PoliciesE ME4EFLICEH
[Z= MAd(Create policy)]S MEHELIC.
A

4. [H=H M(Create policy] HO|X|0{|M CHZ S =& EFLICEH
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4. AWSLogDeliveryFirehoseCrossAccountRole 2 A|%F 5= A O|F 2 2T CHSof 2 M
(Create policy)= MEAEL|C}

5. EfM ZHof|M RolesE ME4EHLICE
6. g d(Create role)= MEHRILICE.

& £+ Q= AEE| &8 (Trusted entity type)ol| AR A} K| AIZ| & (Custom trust policy)2
MENSHLICH AFE R X[™ A1Z| R (Custom trust policy)0|l M 20 ©M& AMH|AE X|Hst= CHE2
2 "Principal": {},2 cHAIELICH Ct2 8 MEigLCH

"Principal": {

"AWS": "arn:aws:iam::source-account:role/mySourceRole"
},
8. Add permissions(T &t F7t) HO|X|0ol M O] MRt S| AR EOAM Medet HAMo| 2 QlEts MEiF =

-

Next(CtS)E MEHELIC.

9. g 0|EE =5t MEHX o2 MAE NBEct
10. 48 M4(Create role)2 MEHEFL|CE
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N
O
rO‘I

1Z4(Transit Gateway

3. otLt ol&fel & HO|ESO| &2 T™E HOIEH o] AZL| &lgts MEFrLICH

4. ZErQ(Actions), E5& 21 M4 (Create flow log)S ME4SFL|LCE.
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

5. [CHef(Destination)0| Firehose & A|ARIS 2 & (Send to a Firehose Delivery System)S 41&4
Lok,

6. Firehose T1& AE 2 ARN(Firehose Delivery Stream ARN)2 2=, & 2EE HAlstz{T 44
gt ME AEZO ARNS MEASL|CE

- 78 EE 2O HIE HAE AIE52dH AWS 7|2 Alg MEHSHAMIR
« AFEAFXIH HAE pHEB{T AR X HAZ MEISHAAIR. 21 ¥ A(Log format) ol CH3H
SEZOYIZEo T&E TEE MEHSINR

8. (ME{AIE) B8 20| ElTE FII5te{THM Ef F7HE MEHSI04 Ef 7|9 k2 KIHSHAA|
=

9. 3221 (Create flow log)S ME#EFL|C}

H2d =& T E A235}0q Firehosedll HAlStE 28 2 E Ot

ClS WA & 5tLEE AFSELICH

« create-flow-logs(AWS CLI)

* New-EC2FlowLog(AWS Tools for Windows PowerShell)

CHE AWS CLI G|Mol M= & HOIESQo| BEE AXetT & 218 XIHEl Firehose T& AE

Bo2 M&ste 528 208 SMELICH

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1a2b3c4d \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream

CHE AWS CLI Mo = S HOoIEN O] HEE At AA HHED CHE Firehose TS AEE
OF SE RIE MESE 58 28 MAMELICEH

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids gw-1a2b3c4ad \
--log-destination-type kinesis-data-firehose \
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html

Amazon VPC AWS & Ho|EH O]

--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \

--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \

--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

APls EE = CLIZ AH273+04 AWS Transit Gateway 58 211 M4 gl
|

O| HO|X|oM BT Xt H2 BHEES AL8stod =dE + U&LICH

create-flow-logs BHEE ALY Me CtS1 22 AMet Aol M ELICH

« --resource-idsQ| Z[CH Mf =742 25712| TransitGateway EE=
TransitGatewayAttachment 2|44 SEILICEH

« --traffic-types 7IEXMe =z o L7} ofEHLICH & HOIES 0| El&aa f0f O] 2t A
3ot 277t grerELICH ol Mgt2 & HOo|EH o] 2laA R e MEFELICH

ol 9.2

230
S HOoIEH

FA| o-|

—-O
« --max-aggregation-interval®| 7|22t S
ol 2|4

o
SEl= ZteiLich CHE 2te HESHEAm 8% 2R 7t BHEFEILICH o] Kt
o3dojot ML =L}

602 T& AHo|ER0| 2las
e

—

« --resource-type2 F 7tX| M2 ZlAA 8 TransitGateway &
TransitGatewayAttachmentZ X[ EL|CH.
--log-format2 Z&fe HEE MK A2 42 ™S AHO|ERIO| 2|44 fHo| CHet 2EE 2

O ZHEE XYELICH ol ©& HO|EHO| 2lAaa fEoEF MBS ELICH

 create-flow-logs(AWS CLI)

* New-EC2FlowLog(AWS Tools for Windows PowerShell)

SE R MY

 describe-flow-logs(AWS CLI)

» Get-EC2FlowLog(AWS Tools for Windows PowerShell)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2FlowLog.html
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SEERIHIE HRAET OHE)

» get-log-events(AWS CLI)
* Get-CWLLogEvent(AWS Tools for Windows PowerShell)

SE 23 AtK|

 delete-flow-logs(AWS CLI)
* Remove-EC2FlowLog(AWS Tools for Windows PowerShell)

AWS M& 7{0|E/O| 28 EO B2 E BT

Amazon VPCE &3l Transit Gateway S & 210l et WEE ELIC 2|aAE MElSHH T 2[4
AO|RE SE 2OV LIYELICH 58 239/ ID, 58 20 74,58 21 HEfo CiEt HE S0|
FE AIFLICE.

M& HolERIo|el 58 2O HE BT

-_—

https://console.aws.amazon.com/vpc/H|A Amazon VPC &2 L|Ct

=
et M oM & HOIEHOl(Transit Gateway), & HO|E Q0| A& (Transit Gateway

2.
Attachment)2 MEHEFLICH

3. & HOIERIO| ==& Transit Gateway AttachmentE MEiSt D 58 238 MEHEILICH 58 2
T0f cHEt HE T ol ZAIELICH CH4 R (Destination type) @2 58 ZEOE HAIE CHA S
FE AIELICH.

AWS Transit Gateway & Z 11 E{f1 2|

Amazon EC2 2! Amazon VPC 2£0|M 58 29| EfaE F st HL MHE £ l&L|ct

& AHo|ESol & 210l CHE i E FIH 52 XA

-

https://console.aws.amazon.com/vpc/Hl A Amazon VPC &2 L|CH

2. EM FHo|AM & HOIESO|(Transit Gateway), & H O|E 0| 2Z (Transit Gateway
Attachment)S MESL[CH
& HO|EQO| EE= Transit Gateway AttachmentS A1EH

4. ZIest 5E 210 sl E{2 B 2l(Manage Tags)E MEHEHLICEH
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/logs/get-log-events.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-CWLLogEvent.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

5. MEfZE F7t5ted™ e & (Create Tag)2 ME{ELICH B2 E XM7HstedH 4 X HE(X)E M
SHEFLICEH

6. X% (Save)2 ME4ELIC

AWS Transit Gateway & £ t|2 = &M

CloudWatch Logs 2£& AFE 304 CloudWatch Logsoll AIAIEl 58 2O MZEE AME £ QlaL
Ch X|ZE ZEE AI85l0d E22 2O Y ZEE EEAE £ %J*L—IEF EERIfFZEE 3oz

=[S

CloudWatch Logs Z2& 2 AtE5l04 5§ 21 tl|ZEE ZAH524H

>
mjo
I2
C
o

1. https://console.aws.amazon.com/cloudwatch/0{| A CloudWatch 2

2. 2Z HMEHOM Ea(Logs)E MEIE CHE, 2 & (Log groups)S MEHE

3. S3E 207 2= 052 MENEL|CH 2t M4 HO|ES0|o 20 AEE EE0| EAIEL
Ct.

~—"

4. HAM FCIHMS HO|ESI0IE ¢
MS MEHSIO{ MA| 20 OES
Helof 2k Alzhol cha ZAE
5. OlHE ZEjol CHe BAIY¥E YEfLC
7hE gt

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport,
protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired,
tcp_flags,region, flow_direction, pkt_src_aws_service, pkt_dst_aws_service]

6. EEOo| Zt2 XIHslod 2ol et 2HE{E £HELICE CHE tAIME EYH HE IPFAE 7|8
o2 ZE{ZIErLct.

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.0.1, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://console.aws.amazon.com/cloudwatch/

Amazon VPC AWS ™& H0|E

9

ol

Ct= oAM= & HO|ES0] ID tgw-123abc456bca, CHA L E HIO|IE =8 7[EL 2

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

[version, resource_type, account_id,tgw_id, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

M

B2

L|C.

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

AWS & HO|EQOo| 58 EO dZE AMA

Amazon VPC 2£ 8 AI83510{ T4 7HO|EQI0|E ATAIE &= U&LICH

olg{st Mxl= ElAAQ| 58 21 MHIAE HIEMEIELICH 58 238 AXIGHE CloudWatch Logs
9| 7|& 21 AEZO|L Amazon S39| 21 m2 A K| K] E’éﬁl—ltf Zt MH|AC| 2&E AME5H

7|E

- — B

& HO|EQOl 58 21 AH|
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https://console.aws.amazon.com/vpc/0ll A Amazon VPC &2 LICH

EtAH ZH0d| M Transit GatewayE MEHSHL|C}H,

Z 52 21 O|0o|E{E AtA|sloF & LCt E8F Amazon S30]| HAIElE ZE2Q 202 A6 E B3
Mxin 2 3 e HAA Mo SZ(ACL)2 AAIE|X| et& Lt

SEEIB=E &K
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS & Ho|EH O]

2(Actions)2 MEABICI S & &

x
6. AtFI(Delete) M=3to SES ARIE ZROIx| FolgrLich

SEEIB=E &K
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CloudWatch X| &

Amazon CloudWatchE& At&3tH & HO|ESo|e] 4O|E 40| CHEt EHE X|EEtD sl
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VPCEE 21
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/network-manager/latest/tgwnm/monitoring-events.html
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Amazon VPCE 60X Zt42 2 X|EE &35t CloudWatcholl & &hLCt.

KEMIEH LI 2 Amazon CloudWatch AF2 AEHME X SHMIR.

=3}

« Transit Gateway X| &

o O474

« X

Transit Gateway X|&E

AWS/TransitGateway LA HO|AM = CHS X|E7F L& E|0] U&LICEH

DEXE=s 4 E0ELICH 22 & HolEH0lE S Eci=oi et FEtELICH X[#HElE &3
2 & AOIERO| X| & At MMS HEstM2
INE: =k

BytesDropCountBlac  blackhole ZJZQ YUx|5t04 AFAM|E HIOIE $£QlLIC}.
khole

BytesDropCountNoRo A=l Yx|5tX| efot AFA|El HFO|E =Lt

ute
SH: LA o|O0] /U= 4= SumLCh.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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INE:3 MH

BytesIn & 7 o|EQ 0o M =418 HEO|E =L|Ct.
SH: RstH 20| U= SHE SumLlct.

BytesOut & 7 o|EQ0|of A 2t HEO|E =L |Ct.
SH: fL5tH 2ol0| U= A= SumLct.

PacketsIn & HO|ES 0|0 == 215t TS = L[Ct.
SH: st 2ol0| /e SHE SumL(ct.

PacketsOut ME HO|ES 0|0 A EicH THZ! =lL|Ct
SH: st 20| U= SHE SumLlct.

PacketDropCountBla  blackhole ZJd=Z2 Yx|5t04 AX|E THZ! +ILICH
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Ofm

A: fYstA 2lo] = SH = SumLCh.

PacketDropCountNoR  AEet UX|SHX| 2fot ArA|El zfZ! =] L|Ct.

oute
SH: LA oO0] /= &Hl= SumLCh.
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A =& H 78 A XX 164



Amazon VPC AWS & Ho|EH O]

LICH M5 mhoi| C HAZ KT MF ot ARAe| AH™Hol| AIAIELICH E AR K= Kb
Zoil cHet AZE X|£BF = + U&LICH

i
d
__

I

1L
>
N

S Zf2 Transit Gateway Attachment LH2| 2| ECHZlof 2 EEFEIL

ACIE?Ol X|&E A2 MME HZstML.

INE: ME
BytesDropCountBlac  Transit Gateway Attachment2| blackhole ZZQ} x|5t0q AtA|El
khole HFO|E +=QlL|C}.

A1 L35t 2l0| U= A= SumALct
BytesDropCountNoRo  Transit Gateway Attachment2| ZAE2 2} L[5t K| 2fot AFA||El HFO|E
ute Z=QlLct.

SH: fstH 2lo| /U A= S |CH
BytesIn & HO|ES 0|7t 1Z0| M =418t HIO|E LTt

SH: fYstA 20| /U= A= SumL|ch
BytesOut & HOo|EL|O|oM HAZEE ELH HIO|E +=lL|Ct.

A1 st 2l0| U= A= SumALct
PacketsIn & HO|ERIO|7F AZM =418 THZ! =L |Ct

SH: st 2ol0| /e SHl= SumdLCt
PacketsOut & HO|ES 0|7t 1ZEE EiH o +=L|Ct

SH: fYstA 2lof U= SHE SumULct
PacketDropCountBla Transit Gateway Attachment2| blackhole ZJZQt Yx[5t04 AHK|El
ckhole mZ! = Lct.

SH: st 2elo| Y= A= SumALch
PacketDropCountNoR  ZEZQt YUX[5X| 2ot At El THZ! =L |C}.

oute

b

5%
[
4>
B

o
N
olo
02
2
Ral
FH

165



Amazon VPC AWS & Ho|EH O]

E: L=

SH: RL5tH 20| /e SAE SumL|ct.
PacketDropCountTTL  TTLO| BtZ2E|of AFAIE 2! $=QlL|C}.

Expired
SH: RstA 20| /= &A= SumL|ch

H& HOo|EFO] X| & Rt

CtZ AHHE AE5tod TS #H0|EQ|O| X[E Cl|o|EHE EHE{Z LTt
g ME
TransitGateway & HO|ERIOIE 7|ZE2 2 X|E O|0|HE EE{—ZELICE
TransitGa Transit Gateway AttachmentE 7|£2 2 X|& O|0|EHE ZE & LIct
tewayAtta
chment
TransitGa ME HO|EHO|et 78 HAHE J|ES R X|E C|o|HE EHE{ZF LI
teway , Availabil
ityZone
TransitGa ME HO|ESO| HdE X 718 BHE 7|E2E XX HO|EHE EHEZE
tewayAtta L|Ct.
chment ,
Availabil
ityZone

E AE35t0{ AWS Transit Gateway APl & 224 AWS CloudTrail

AWS Transit Gateway; = AF& XFAWS CloudTrail, 238 EE=7F 88t 2Hdof Ci$t B ZEE HMIBS§HE
Mb|AQlet SEHEILICH AWS MH|A. CloudTrail2 ZE Transit Gateway API ZES O|HERZ X
o

LICt ZX &l S E0i= Transit Gateway 2£ 2| £ &1} Transit Gateway APl 2 4of Cist T = &
ol ZtELICH CloudTrailol M &gt HEE A& 3104 Transit Gatewayoll =& & 28, 2H0| +H
P T4, QEO| =™E AlZH F71 MR HEE =HQIE = U&LIcH

& HolES ol X|E AH 166


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-tgw.html
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Example 0i: CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2018-11-15T05:25:50Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {

"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",
"VpnEcmpSupport": "enable",

"DnsSupport": "enable"

.
"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {
"Value": "my-tgw",
"tag": 1,
"Key": "Name"
}
}

},
"responseElements": {
"CreateTransitGatewayResponse": {
"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",
"requestId": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {
"tagSet": {

O|HE o
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"item": {
"value": "my-tgw",
Ilkeyll: IlNamell

},
"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fcbh",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@bo0da",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel@b0da"
},
"state": "pending",
"ownerId": 123456789012

I

"requestID": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/PowerUserAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ReadOnlyAccess.html
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JSON
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"stack"
]
}
}
}I
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:us-east-1:123456789012:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}
]
}
Transit Gateway 2 & E|0]& =]

CHS oMol MHE AFERE7F £ Transit Gateway(tgw-11223344556677889)01 CH3H A B Transit
Gateway 2t & EHO|E22 MMH5tT AXE = UTF gLICH £ AHXH= 2E Transit Gateway £t
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of CHaH M B 7t S & LCt.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"
1,
"Resource": [
"arn:aws:ec2:us-east-1:123456789012:transit-gateway/
tgw-11223344556677889",
"arn:aws:ec2:*:*:transit-gateway-route-table/*"

},
{
"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"
1,
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"

s
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