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Likelihood Risk Level

Very Likely Low Medium High

Likely Low Medium Medium High

Possible Low Low Medium Medium High

Unlikely Low Low Medium Medium High

Very unlikely | Low Low Medium High

Consequence | Minimal Low Medium High Severe
a2 2: 8 sE LY IIsE lERA
AWS HE gl & 22
ZHoEn FXE OBt UM 7|5, #E & 2F M E= S Mo A 7[Hez HE
ol A™EL O& AEol| I ZEE Fdst= [0l FE&LICEH AWSHIM AHE2 ste BAHE 7HR[D
&LICHL & 0| Z=2HMH I ZEE /Y L HAE I ZCoM BE[etedH AE =&E2| 2E|E
M= HEELUCH

S0 M H’E #El: AWS Organizations= AWS | A 2 2| ae(1 M E Aol et XMo{E
AtS3HEFLICEH AWS OrganizationsE S8l HH2 e e AFSE OlHY FAE ASS| ME4SH O
gLict. o] olHIY ’”\7P ASEMEHE = U= F X7t 2|7 [[H-E-%!I—IEP Organizations&
|:

AR T
A5t o] A™EE =5 EHR|(OU)E 1 &386t0{ FIEEQ @F AIgH ol el M2 CHE &
A LEtd = /J&LCH

|I11
> S
\O

flof Ad%: AEE 2Z 0| S3 MHl, BIF U MHIA SHIBH 518 5104 AWS HBolA £
X gl.

M. AWS OrganizationsOl M= AMH|A Ao HE(SCP)2 AIE5t0] 2E

AWS AH el U 22 6


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html

2ot

B>

AWS Well-Architected Z 2|2

AWS Identity and Access Management(IAM) A& Xt L detol| ME = =&, DA HY E= AY =+
Z0AM HEt 7IERUSE MBEY 5= USLICE o|E S0 AFS A7 BAIMOE 5{&6HK| i 2 2ITH0i A
= 2lAAE AIESHR| 25 S ANBtste SCPE M8E &= U&LICH AWS Control Towere= 0424 7|
HE thHsH A dYstn 2teletes EHE | %E LICt. Ol= AWS OrganizationsOl M Hd &4 2 =
_I_l dHF O S

EHIXMEE ASEstn 7IEB (oY ! BX| 282 MESIH CHAIEEE ®|Ssto] 7HA|EE & E
grLct.

S0 MH|A 2 2|AA T AWS OrganizationsE AFHE35HE ZE 1Mol MEX IE AWS AMH|
AE FMHE = QIELICH 0|E E0{ AWS CloudTrail@ AF&35HH =& MAM +8Els 2E TS
s *

A

w z ou ’é%h. THE AYol 222 HIgMEEX| TS o 4 A&Lch E3HAWS
Ho|gt #=lof CHSH ZL M HIOIEE EAE = U222 YIFIEEE ZASH0]
ﬁg§¢w$§§gﬁuld§w M&ESHA BHSSHE§ X|HE = U&LICH AWS CloudFormation
StackSets& AEdtH = 51HIwaw“EWMwHﬂAwsmw&mWMmﬁagéngma
g & UELICH O|ZH 5tH 2ot @ F Ao 2T M ANE ISR Z2H|XMEE = Us
L|C}.

SR(=E)) AGM BEl0l AL ElE AME £
| 042 AWS MH|AOIME BHE| 7|52 QI8 &

Hob Mu[A 0| f{QEl #E| 7|SE ME5to] 3o F
i °
£ X|ErLch.

Kl
F. GuardDuty, Security Hub, AWS Config &
HAHEE X|H5t= S AWS Organizations2t 2| S&

F

2 AR
« SEC01-BP01 #HIH

- SEC01-BP02 A S

SEC01-BP01 HHE AIE35t0{ {3 E2E 2|

CHE AS BErE Sof B0l ZRSM, WY W EAE)D YT R E Zof YHHQl ey W A
218 AEBLICH A 70| Bals Hot AT U ANAo che ZE HE FAE MTH2E Y
2{517 MFELICH

Iste MI: 2oleC 29, Be ol YA2e U BES Wrol AR ZHalsted 2ates ol
3} Tgto) Hotg Zstets AY X

I-J

TZ0| Mz CHE 23 le oft] 222§ S Aol B xIEfLICH

T
. B FHolE £ CHl(OU) TEYLIL

SEC01-BP01 AHE ALE35to QI3 2E 22| 7


https://aws.amazon.com/iam/
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/organizations/features/
https://aws.amazon.com/organizations/features/
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html

Hot oA AWS Well-Architected Z 2|2

ol =& Azl & &le| o|H:

« YFZETLOEX| A HMAEE B2 ST HAZF AAgLICH

[ Ne]
« AWS MHIA, B[4 3 2|T0i| CHEF UM A Hete| S HHAA,

. Hot MulAo A Ol B¢ FEA BElE S5 2e9C oIzt Hotg Xl BalFLIC
. RHSEE AT MM U K| BEl ZZHA
. FEES U TH QT Aol CHE Q1Zato] B FEA A

Ol 2 M7 HEIZIX| of2 E? L EXe AE & £2

T8 x[3

AWS A M2 CHE UZE £F0iM SHSehs A2 E EE BlaA ol Hot 22 ZAE MZ
FLICH AWSE O} AR Mg S8 1722 229C YAZCE BEE 4 9= 78 MBs
of 0| 42| ZHIE HRE 4 laLich AWSOl Chet 5 A o, THE

Me2fo| 7, e 2 3o cist X|E
20rganizing Your AWS Environment Using Multiple Accounts& = 35HM| 2.

S &l otof o2 AWS HHo| (e E2 ZX ER(OU) AS2E HolEl AlE 722 A™e 74
Sfiok gfLich O ctE £t Mo{E F st ou X FE& AHHoll ME5lod ZE| o FHH AHHH &
&

ZE %SOl RoiE MHE 4 aLITH 2ot Hols 44522 OU HIE 7EO 59 70 s
T ABO| A THSE MEe TEIYY 4 BLICH P48 ML ol 442 B3t 2 7Y
24 7ol Chal st Hot MoiE Tadst ol Wt Hot MMo| £o 2aNe L

AWS Organizations & AWS Control Towere= AWS & Z0lM O| CtE HHEH =X E #3861 #ElsteE
ol A8 = U F 7HR| MHIAILICEH. AWS OrganizationsE AHE5HH 3tLF 0|4 2| OU A
HolEl HE FZ2E AMHE FEE = JaLlch Zoudles o] FE# AMo| ZEElo] U&LICH A
H|A Xo{ HEH(SCP)E ArS ot =& #E|RH7F M AL CHEt MESHE ol KMo dHe +=
US M, AWS ConfigE AFE5HH T AGol CHEH AP of & & BF K| XMo{E - e &= JU&LIch B
2 AWS MH|A7F AWS Organizations2t S & E|01 2IHE &2 Mo{E MI5tn ZEo ZE |
HE A o] MH[AY & HS =~ELICH.

Ol
|0
Hu

AWS Organizations 2{01l 7|5 &HE AWS Control Tower0lAME 2 £0| = CHE A™E AWS &Z0]
CHEt HE2 29 Atel| M-S MSELct 2HE &2 Control Tower7t #5 8 CHE AY 49 TIg!
HMeLICt. Control Tower= AWS Organizations0i| HISH &2 7t x| 0| & MIELIch JHME A 7HH
HAE MSste= Ml 7HX| 0|2 CtE1t Z&Lct

« 0| oSS SRUE AH KIS R MEEE SE e 2ot KMof
-+ FOo{TIOU MIEoi CHal| #43t = HIEEEE + s M= Ko

SEC01-BP01 HXHE Al25to QI3 2= 22| 8


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://aws.amazon.com/blogs/architecture/fast-and-secure-account-governance-with-customizations-for-aws-control-tower/
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https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
https://aws.amazon.com/blogs/mt/best-practices-for-organizational-units-with-aws-organizations/
https://aws.amazon.com/blogs/mt/best-practices-for-organizational-units-with-aws-organizations/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/building-landing-zones.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/building-landing-zones.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/optional-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://aws.amazon.com/blogs/security/setting-permissions-to-enable-accounts-for-upcoming-aws-regions/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/blogs/aws/use-cloudformation-stacksets-to-provision-resources-across-multiple-aws-accounts-and-regions/
https://aws.amazon.com/organizations/faqs/
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* Enable AWS adoption at scale with automation and governance

» Security Best Practices the Well-Architected Way
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* Control Tower Immersion Day

SEC01-BPO2 HH RE AISA U EH ES

$E ASRHE A% Lol ZE BlAA0f CHet T 22| ML HEHo| s AWS HBoIM 7He Mg
Ol £2 ASXI0IH B0l mat HoF BAo| xokg W 4 giaLich RE ASXol CfEt Z2 13
% Al AM|A MBS HIZAISSHT, TE ASKIO CHE SIS MoiE MEH, £E AR Y
AFIQI AR S WXISHH RE K17 5Tl 2T x| o4l L BEl0 ZERE BHO| £4E 9IHS FY
A Ol

T l\l\l:ll"lE'I-

ot 4Tk RE ABKIE P ESHH RE ALK XA B 802 olsh LUHO|HLE ozl &
Alo| e Mist JhsAME 22U £ AUALICH EfX| Mo{E MAHSIH FE AI2XIE AF25l04 2Hede e
[ MAs SERtof A & 2 ULt

Uriol otE| TiE

« RE ANEX XE 5Ho| st 3 71X| 2] 0|2|o] A o] FE ALZXE AR ELICH

« 213 HEOMe B8 olzel T2 AMA 202 7|52 &Y 28 HIA AEs HIIMoZ |
AESH= O A& 8ot

o UHIMOI AIY 2301 580 145t CHA| A S5 WHE 1248t HU BHIAESHE Ol AEEHL
C}



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/accounts/latest/reference/accounts-welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://www.youtube.com/watch?v=agpyuvRv5oo
https://www.youtube.com/watch?v=CwRy0t8nfgM
https://controltower.aws-management.tools/immersionday/
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://aws.amazon.com/premiumsupport/knowledge-center/security-best-practices/
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_change-root.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
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Amazon GuardDuty — root credential usage alert

Step-by-step guidance on monitoring for root credential use through CloudTrail
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/iam-controls.html#iam-20
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
https://youtu.be/GUMSgdB-l6s

Hot oA AWS Well-Architected Z 2|2

» Security Best Practices the Well-Architected Way

» Limiting use of AWS root credentials from AWS re:inforce 2022 — Security best practices with AWS
IAM
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https://youtu.be/u6BCVkXkPnM
https://youtu.be/SMjvtxXOXdU?t=979
https://www.wellarchitectedlabs.com/security/100_labs/100_aws_account_and_root_user/
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/nist/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/artifact/
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https://attack.mitre.org/
https://cve.org/
https://cve.org/
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_eval_threat_landscape.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_evolve_ops_process_cont_imp.html
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https://aws.amazon.com/rds/
https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/serverless/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/premiumsupport/technology/aws-health/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
https://www.youtube.com/watch?v=VoLLNL5j9NA

H
e
kO
k>

AWS Well-Architected Z2{| 3

QlEl MH|A TS HIZE = /U&LITH FNo{ 7, A3 R E 3 23 |0|HE f[eh et #ied 3

ST M=ol otz ko] AU&LCt

LUHHE{Q1 OFE| T E:

- Hl 24 e HWHE QEHOIAE &3l EE ECt Ao 7|SE2 522 HEFLICH

- Ji /I3 2E Eloj o|ESlo Y Elo| Holgt Ao 7|s& #8522 FEELIC

- HIEE Blol ol met Y 2ot Bloi o|ESto FIEE £=F Mo 7|52 ufEELICH

- S 7HRl E= Ol M5 YFE EHStHL MAstH 2¥2 ¥FX| o1 Eot xfo RksE A
ZEE e EAE W HEE £ Ql&LICH

01 2 A2l #2lo] OISk WEE S 2oi E 2ot HoiE Bolshel T Moj A2
2 B0l IHE M7 A FXT HIDE + YBSLICH RNSHE AS5t0] HE AYS
T30 A-.'_-§P9P ol 7H5 442 £0d HETH HTE HB0| XD £5 ¥ Y2 FY 4
aUich #a2E E0| 4818l Msls o PEE MEY + 2l U MulA HAUES NEstel 7
HonUeoso ons : =5

= 0| ELch
o| 28 Arad[7} & & E|X| 2
T84 x|

SEC01-BP01 AME AE5tod YT EE EE|of M B Abad|ol| 2t AWS OrganizationsE At st
o4 lstE o] B Aol 0424 AWS AZXo| ZesfL|ch olzst ZH #7410 ea 2o HWEo| Hot
X1|0-|7F *é.?..%* = UREH ZE TAOIMH LT 2ot Mo{E EZESE = J&LICH o2 5 HEA
1% S8, HEXZ L Wi Ho|, 20 XME U BME 8t & x| 74 50| U&Lct.
2H(laC)E At&35tod Ql=Z 2t T2 H|X{'dofl SYUstH ¥ZEt o % 2|70l T E TS X

l
i
Q= Zd1t OIAMVIX|2, 1aCE Sd6ll E& Eot Mo{E ™Molstn =& £ = l&LCt

4o

Yo 2 Hot Mo{E Heolstm AL Ko AlAH
Hrt ol & 7ts8t 2ElAE fldl XMoo 7Is2 RS2 2 Y
=z 2 E ME35tod At SstE EHIAEE & StH, HiZ
£ 1|01 7|lsn ¢5ts 7+ Zho| xto|2 B X|ErLIC. AWS CodePipeline, AWS CodeBuild, AWS
CodeDeploy®t Z2 MH|AE AL&38t0o{ CI/CD mo|ZElelE F e = U&LICH Organizing Your
AWS Environment Using Multiple Accounts@| X|& & =350 CtE Hi = mo|=ztelot E2|E XkA| A
oM o|z{et MHIAE FHFHAMIR.

HE 38 Bolsfof AWS B, HulL 8 7EE ol ToE 28 BENY L5 el o
7128 ASsHH B 2ot Holi HolE BEsn ME MulA HE WAS Sof YAZE Hofl A

SEC01-BP06 & = ¢t Mlo{e] ti = XS5t 23


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codedeploy/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
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* Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,
and AWS Lambda

+ Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager
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https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
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 AWS CloudFormation Guard

* Landing Zone Accelerator on AWS
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https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/awslabs/landing-zone-accelerator-on-aws
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
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https://github.com/adamshostack/4QuestionFrame
https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
https://en.wikipedia.org/wiki/Data-flow_diagram
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
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* How to approach threat modeling (AWS Security Blog)
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
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https://aws.amazon.com/new
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
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https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/cognito/index.html
https://docs.aws.amazon.com/verified-access/latest/ug/what-is-verified-access.html
https://aws.amazon.com/iam/
https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
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https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
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* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake
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https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/federation-endpoints-oauth-grants.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/secrets-manager/
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* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithWebIdentity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://aws.amazon.com/blogs/security/access-aws-using-a-google-cloud-platform-native-workload-identity/
https://aws.amazon.com/blogs/security/how-to-access-aws-resources-from-microsoft-entra-id-tenants-using-aws-security-token-service/
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-node-role.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
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https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
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» Best Practices for Managing, Retrieving, and Rotating Secrets at Scale

» Find Hard-Coded Secrets Using Amazon CodeGuru Secrets Detector

» Securing Secrets for Hybrid Workloads Using AWS Secrets Manager
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 Store, retrieve, and manage sensitive credentials in AWS Secrets Manager

« AWS Systems Manager Hybrid Activations
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https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/92e466fd-bd95-4805-9f16-2df07450db42/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://aws.amazon.com/cognito/
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+ AWS Identity and Access Management Best practices

» Getting started with IAM Identity Center delegated administration

* How to use customer managed policies in IAM Identity Center for advanced use cases
AWS CLI v2: IAM Identity Center credential provider
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* AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:Invent 2018: Mastering Identity at Every Layer of the Cake
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
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https://github.com/Versent/saml2aws
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudwatch-alarms-for-cloudtrail.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/trust-model.html#signature-verification
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

HotoA AWS Well-Architected Z 2|2

* |dentity Providers and Federation

« HOITIE|{ &5 M: M A Ll HA|A X0

» Temporary Security Credentials

o« AWS HHO| X4 SH E 1M 7KL 7|

e

t2d HIC[2:

» Best Practices for Managing, Retrieving, and Rotating Secrets at Scale

* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake
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» Well-Architected Lab - Automated IAM User Cleanup

» Well-Architected Lab - Automated Deployment of IAM Groups and Roles
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://wellarchitectedlabs.com/security/200_labs/200_automated_iam_user_cleanup/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_examples_aws_abac.html
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* Managing user permissions at scale with AWS IAM Identity Center

» Mastering identity at every layer of the cake
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https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_scp
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
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+ How to control access to AWS resources based on AWS 7’3, OU, or organization

Identify, arrange, and manage secrets easily using enhanced search in AWS Secrets Manager

rk

t2d HIC| 2

* Become an |IAM Policy Master in 60 Minutes or Less

+ Separation of Duties, Least Privilege, Delegation, and CI/CD

» Streamlining identity and access management for innovation
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=3qK0b1UkaE8
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-findings.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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Grant least privilege

Permissions boundaries for IAM entities

Techniques for writing least privilege |IAM policies

IAM Access Analyzer makes it easier to implement least privilege permissions by generating IAM

policies based on access activity

Delegate permission management to developers by using IAM permissions boundaries

Refining Permissions using last accessed information
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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* |AM policy types and when to use them
« 1AM HH AZD0IEZ IAM A E|AE

* Guardrails in AWS Control Tower

» Zero Trust architectures: An AWS perspective

* How to implement the principle of least privilege with CloudFormation StackSets

« ABAC(E 718 AMIA A|od)

* Reducing policy scope by viewing user activity

* View role access

* Use Tagging to Organize Your Environment and Drive Accountability

« AWS Tagging Strategies
AWS Z|AA0| Bl X|H

i

ted HIC|2:

* Next-generation permissions management

» Zero Trust: An AWS perspective

224 of Al

* Lab: IAM permissions boundaries delegating role creation

» Lab: IAM tag-based access control for EC2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
https://aws.amazon.com/premiumsupport/knowledge-center/tagging-resources/
https://www.youtube.com/watch?v=8vsD_aTtuTo
https://www.youtube.com/watch?v=1p5G1-4s1r0
https://wellarchitectedlabs.com/Security/300_IAM_Permission_Boundaries_Delegating_Role_Creation/README.html
https://wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/a-reliability.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_pre_provision_access.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/control-planes-and-data-planes.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
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https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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Z7Ql5t 1, Identity Center 2t 2|At AH 2| AT = TMetstrd, mHel| oS CHA| #d3tst7| 218l ID
MELM 2 FE =& SAML HIEHH OB XML M & 7HX2tM 2|F ID MS YA 78S HOO|EF L
Ch D2l o|Mo] +=HE|H QI3 AEX= A& Ui 28 Z2ZHMAE AEsto] YT ZE HHo|
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EMA L MAA 2] Arghol| CHE XEMIEH LI& 2 Set up emergency access to the AWS Management
Console2 & E3IAML2.

T3 Bt

= Yol 2=of gt S & EA

rl

- 7153 HMA Z2MHA AWS HAY M Z2MAE MEELICH A" 2R2E IAM 2[4 (0 IAM
E £ = IAM ALS AL & MEITHO 2 IAM ID MIS YA E O|2| HMdEL|ch =8 718 AMA A
O| SHE 1AM &t nto| AE| HHE ALE5t0 AT EE AWS HHIMH 2 2A HH IAM &g 2 0|2
MdEFL|ct AWS OrganizationslAd AWS CloudFormation StackSetsZ AF&3t0{ ZZ|o| 4
Aol M ol2{8t E[AAE BtE &= /U&LICH

« AWS Organizations MH|A |0 Z=H(SCP)2 MAd5t0f Y AWS HHHM A Z2A A ™ IAM
ol A L +=™HE HEFLICH

o 712 HMA AWS HZHof CHH CloudTrail2 &M3tstT 23 ZEMH AWS AHoM 5 S3 HIIe
2 EfY o|HEE ™EELICEH AWS Control TowerE AF235104 AWS CHE A 48 MH™HGt D
ZE|stE 8 AWS Control TowerE At& 3104 2435t 7{LE AWS Control Towerol S8t 2 & A
HAME 7IEM2 2 CloudTrailO| #4381 M8 23 o7t0|E AWS HHO| S3 HZAISE MEE
L|C}.

o
L

SEC03-BP03 712 AMA T2 AHA MY 66


https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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+ Set up emergency access to the AWS Management Console

« SAML 2.0 HI{eY| 0| AL RF7F AWS Management ConsoleOfl HAM|A S 2~ Q1A 517

» Break glass access

re

ted HIC|2:

+ AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/YMj33ToS8cI

Hot oA AWS Well-Architected Z 2|2

 AWS Break Glass Role

» AWS customer playbook framework

« AWS incident response playbook samples
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HAMS HE 01 BLL S MEHS MOk BLICH 0 B2 YAIR X4 FHO| |z &l S LB E|H

. AR 7B o2 Balxt HEtg HofEtLict
« FH TEIR HES OLLIXIZ BE S HBHL WS ML
[©)

- Holy Hestx| ef2 Het S fRIELICH

Ol 2 AMtal|7t HEIZX| ofg 3? e /H +&: &

T2 7tolE

ot Z2METJ} O|A 2f AIHEReEZ 58 TEt HHE ALEstod Al RIMHEE g2 = UE
LICH o & E04 7He EEE E|AE S Z0A FHL RO H| - LIE AWS AH|A0f CHEF UM A HEHS
Foig &+ JU&LICH HMA HEE KIEHoz Grotstn M 2 YE 2 =ste Ol EREF MH|A &
MH|A Zrde 2 BF KA HErE HMgtsts 20| E&LICH 1M Xt ZF AlAH XHE 58 250
CHsll of B7t7t HEELICH AL EEE MH[A AHOIEIRE shE AlAR RHE ZSH2 AWSo| ol &
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https://github.com/awslabs/aws-break-glass-role
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
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Yo =0k gt o] HMA HEHS MEHE = ASLICH OFX|2 AM A HE 7|52 AWS Management
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« AWS CloudTrailoll M Ci|O|E{ O|HIE 2Z T12{: 7|E™M S Z CloudTrail® Amazon S3 2| =& &
S(0i: GetObject & DeleteObject) =& Amazon DynamoDB Ei|0|8 &5 (0f: PutItem &
Deleteltem)zt Z2 CIO|E{ O|HIEE EH5HX| L &LICH £ Amazon S3 Z4A| EE= DynamoDB
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/prescriptive-guidance/latest/choosing-git-branch-approach/understanding-the-devops-environments.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials

HotoA AWS Well-Architected Z 2|2

What is AWS CloudTrail?
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Amazon S3 H{Z! &! ZHX{|oi| CHEt CloudTrail O|HIE 22 ALE

AWS A™HO| AtA SE HE M 714 27|

e

t2d HIC[2:

* Become an IAM Policy Master in 60 Minutes or Less

» Separation of Duties, Least Privilege, Delegation, and CI/CD

* AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-controls-work
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
https://docs.aws.amazon.com/controltower/latest/userguide/orgs-guidance.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_strategies.html
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« Data perimeters on AWS

« Establish permissions guardrails using data perimeters

» Service control policy examples

g =

- -

» AWS Solution: Temporary Elevated Access Management

 Validated security partner solutions for TEAM
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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https://aws.amazon.com/iam/identity-center/
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
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* Manage your identity source

* Manage identities in IAM Identity Center

« AWS Identity and Access Management Access Analyzer AFS

* |AM Access Analyzer policy generation

e

t2d HIC[2:

* AWS re:Inforce 2023 - Manage temporary elevated access with AWS IAM ldentity Center

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:Invent 2022 - Harness power of IAM policies & rein in permissions w/Access Analyzer
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/singlesignon/latest/developerguide/what-is-scim.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11

HotoA AWS Well-Architected Z 2|2

st AT OfE AWS BlAATH =79 BREIEX TeBLICH BR 2l4AE KAHOR DLIERY
ZHAbstod HEHO| RO{El Ot RIS BREISK| EHolBtLIC

- 3% Blaao| AHERIE RK|5HK| t&LICH

.« AZA AW EES BlAA CHE HES HHAS S5t TR MAS WHER| &LICH

O 2 Ate7F HEEZX| i 2 B2 L EXl= A +E: RS

pak= A Lo 1=

H &0l AWS Organizations0ll = A HA =2, S5 == &9l E& W AlFol 2lasof chEt o

M HetE Foig = &Lt AHEo| Z2o| 7 E0| ot <2 7HE AL 2|laAE SRY =

A& LICH 2lAA 7|8 204 Amazon Simple Storage Service(S3) HZ! H2)g A& st7LE CHE 7|

Mol 2ot FH|7F AR HHO| IAM A& E +USHE S 51835t0] N I 2 A AHIY HMA HEE B
M"‘I—lEP. ElAaA HME ALZe [ HEto| Fo{E Hot FH|ol|AH B KM A HEHO| FOoiE=X|

]
LICE SIHH2 2 AL8 7hSslok ste ZE ElAAE &Rlste & YolgrLct.

(@)
o m lo
-|> HI

o

I.

ol

|
Hu
>
>.
ru|m

d

AWS Identity and Access Management Access AnalyzerdlAME 5H 75
Ho| ZlAA0 CHE ZE HMA 74%% AL 2laa HAME
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AWS Configtl M HE = 2[AAE B350 AWS Config MM A E S HEZ HMATLF
ME ZIAAE AX|E £ Q&LICH AWS Control Tower 2! AWS Security Hub2H ZH2 MHIAE AWS
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ME %= A&LICH ol & 50 AWS Control Towerd= Amazon EBS A'H#4F0] AWS H o] ol S &
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
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AWS Identity and Access Management Access Analyzer AFHE

* AWS Control Tower controls library

* AWS Foundational Security Best Practices standard

+ AWS Config #2218 73

« AWS Trusted Advisor check reference

* Monitoring AWS Trusted Advisor check results with Amazon EventBridge

* Managing AWS Config Rules Across All Accounts in Your Organization
« AWS Config & AWS Organizations
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https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
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» Best Practices for securing your multi-account environment

» Dive Deep into IAM Access Analyzer
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharingamis-intro.html#block-public-access-to-amis
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
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https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/ram/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/welcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
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* How to use Trust Policies with IAM
* Building Data Perimeter on AWS

« AWS 2420 CHEF METHE| HAHA HETE R0 [ 2|F IDE AI8stE &

* AWS services you can use with AWS Organizations

Establishing a data perimeter on AWS: Allow only trusted identities to access company data

r

b2 HIC|2:

» Granular Access with AWS Resource Access Manager

» Securing your data perimeter with VPC endpoints

» Establishing a data perimeter on AWS

e

bed =9

» Data Perimeter Policy Examples

ZeteE #Fo| 2ot TR0 FEHElX| etgLch =22 METE|E 0|&3504 CIO|E o UFE &
2lg = UA&LICH METHE| 22| A|AHl0f CHEF HEt ZEls LAl AHE BHoZ £|4 HEF HEES
A E35t0o] MA| HMA HAS 2o BFLICH METE[QF ZIZ S| T35t T HE Helet o| = x| of2 X
Mol fEe &M &Y = /U&LIC

HotE Qo HMA 7| 2 2ok 7|eF 22 & 7| AWS Identity and Access Management(IAM) At &
T2 2EEH F2 2o 2ol ez 2 AE5X| et&LICH CHAL IAM 8t A x5 ZHE ALE
sto Eot EfMIE 7HMSt D F7| At BY 22|l 28 LHSIEE %45 LICH MEDIE| HAMA T
52 F204E [ IAM AE| A 0| °|F IDZE Universally Unique Identifier(UUID)E AM& 3t |4 HE
HHAE EFSH7| 6] IAM HEE Ho{stof dgtof A6 SLICH IF oM SREIE 2420 ol
8t M 710|E&= SEC03-BP07 HE2 A I E2A Y HMA BEAS AEFHML.

SEC03-BP09 St H| HETIE[Q} ElAA SR 81


https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws-allow-only-trusted-identities-to-access-company-data/
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=iu0-o6hiPpI
https://www.youtube.com/watch?v=SMi5OBjp1fI
https://github.com/aws-samples/data-perimeter-policy-examples
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html

H
e
kO
k>

AWS Well-Architected Z 2|2

N
>
Pl

E| Saa

gl:l
Q'I_l
Kl
mok >
N
_rT'l
wn
OH
il
>
(=3
)
ok
HT
o
2
=
>
M
HL
>
g'l_-
r
n
x
N
_rT'l
m
wn
Q)
Q)
wn
OH
Pl

or Yo
H H
o

>
o o H

]
=
o
s
Rl

2 T AL -

g7tstod MELHE|7}

N
>
Pl

-I% Il
H1
> St i niu

=
220 HHAE £ Us OFH
|

2 b
e >

»o M

=
rr ok
=0

[o][]
b
rd

1Y
Hall|
mo

o 0
re
Pl
o
-
1o
2y
ne
=

0
Blasol AMASHT| Qs OISt A THSE ZRMAE ZX

ME5HH S E CHEIA E4I& sidst= ol =&0] |t

o > P
oo
Mo -+ 0.
™
gl_l
Avd

SR
J
nr =

0
b}
o
r
n
[
i oo
S
jn

>
>

* 1o
Pl
o
—_—
|>

U ]0 M

T 3510 MEIIE| SaaS SZ A0l AMA HEHS F0{E [ 2ot HAl
St 5 gLICt o{7]ol= 2|F ID, Universally Unique Identifiers(UUID) &! =
Metet= 1AM A Z| HRo| ALZ 0| 28 E = U&LICH SaaS S =Xkt 71
MA HZLIES MA™E5tT AWS 2|AA0] CHEE SaaS 22 A2 HMAE

= TSt EoF F A E £t x| FHELICH

0
e M
i
g'l_l
N

Jal

ol fu 4 m

02 2 f0 o H

ek J

g »y Mo

2

ro

2

ro

1o m

N ol

A
|0
u
I
Hm
Q'I_l
2
oy
>
m

_|

\
—
o
Pl

S8t &7 X4 &
AM Roles Anywhere
otol1eo|d A& S
Q. EEAWS HHE E
FEof cHer C

0%
mjo

ANE SEHELICL E7I X4 8 A8 SHst A=2A AE A
A-SELICH E7| Xt BHE ALSdlioF st B9 HE 7(H A
[grLICE 7| &telol| cHer REMIEE LHE 2 Identity m

| S
JEIE|QF E2{stod I 2t3t HE S s ELICH 2o QINEHE

7
o

I

5 St U
x
o U

10 B [> met
ikl
Pl

Pl sl
0lo
$na
ro
lgﬁ
=}
[
-
ro
]
0%
N
o
N
Ir
5
Q.
o
D
=1
®
()]
K=}
O
>
()]
D

02
=)
o 2

]
N
o
N
N
0
rr
Ral
A
rr
pal
ofn
LOL
m
2
20

e iz

g8 + LS QIF IDE 17| M8 HE= BhELCh

MER E= MELIE|7} 2|F IDE 48T & U&LICH ID 88 HEAIE 2ot Z2MAE H
gLICH 21F IDE d'dste AEE[o] 27A[gI0] EtAte 7 Zhol| TR &0 FAlg LA M8

FLCH.

I |o

NI
>

0

]

-I_g'

U
Hu
>
N
o
2
x
|>
[
_‘_0
2,|='
0z
0%
rn
0
12
ro
ﬁ
T Riva
U
ok
o
b
mjo
i1
_9'_
g'l_
-
[ul
x
N
_I'Ti

o > jo X

o

02 or ok m >

j© 0x rr rir oo

mo nH Off mok
lgﬁ

ol

0z

0z

Q'I_I

rr
]

SHOF RfLICH gL} Eef HMAE M
|Ct. AWS CloudFormation B! Z 2!
212 AR50 ZAF HHAlo| Ueto 2 CE|ZE UXR|E AR50 B4 AME

H
m
or T
Pal
ol
on
Jull
kl
oy
Dl
N
or
o
o MI%
0
=2
N
-
iy
fjo
é
OH

o Ir
19

=)
==

2
12
MO
x

Mk
>.

oo
gl_-

Avd
12
ok
nx
0%

T qjo
pal
ofn
lgﬁ
:|°|='

o
o

C

mo R ofF x
fr ok |
00 0
Q'I_I

i oX g
T
m
ot o> M
§I=l
°

P >

o 0%
> Mo
C H
W
%

ox I
>
—

SECO03-BP09 StF5HH METIE|Q} ElAA S 83


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/identity-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
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How to use trust policies with IAM roles

Delegate access across AWS 7| using IAM roles
IAME Al235104 CHE AWS A Kol 2| A A MM ASHE{H o= H| sH{oF & L7t?

IAMS| £ oF B AL

Cross-account policy evaluation logic

How to use an external ID when granting access to your AWS resources to a third party

Collecting Information from AWS CloudFormation Resources Created in External Accounts with
Custom Resources

Securely Using External ID for Accessing AWS Accounts Owned by Others

Extend IAM roles to workloads outside of IAM with IAM Roles Anywhere
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
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» How do | allow users or roles in a separate AWS 7| access to my AWS 7|Z?

* AWS re:Invent 2018: Become an IAM Policy Master in 60 Minutes or Less

+ AWS Knowledge Center Live: IAM Best Practices and Design Decisions

ZHE of A:

» Well-Architected Lab - Lambda cross account IAM role assumption (Level 300)
« Amazon DynamoDBOi| CHEt 32 A A HAMA T

* AWS STS Network Query Tool

SEC03-BP09 St H| HETIE[Q} ElAA SR 85


https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://www.wellarchitectedlabs.com/security/300_labs/300_lambda_cross_account_iam_role_assumption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool
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ElLIct ool O|HIEE [ 22 E&EStT 7tA|EE & E5tE{™ CloudTrail ECi2E d45t1 Of
Amazon S3 HZ!1} A5t 1 MEIA{ S 2 Amazon CloudWatch 21 2 &1 AZ§L|CH =
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-access-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
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https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
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* AWS re:lnvent 2022 - Introducing Amazon Security Lake

Zhed of A:

» Assisted Log Enabler for AWS

* AWS Security Hub Findings Historical Export
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https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export

Hot oA AWS Well-Architected Z 2|2

ZE| LH AWS B Z0| B7hatH EAE QT2 C ot #70| 47} SofgLict. of3{# 2t Ylaze

S LiSol 25 ClOIEIE MA5aE, Hot 2% ZHolAM CIOIEIE 22 HAsT 1 et 7|2

ofZgrLich Hot B 2ot HH 9 oHE BE|SIEM) AIAHI 22 T8 A8t

M CIOIEIE £ 2stn A EEA Thet BA U THS Y2 EZE HEILICH OIS 25 ﬁ= cf%%_ Glo]
Ef 2200 UMASH7| /3t SEE BB RES B ST £S, M, MAYETL) ZZHAE 2

St Ol F71 fHIAET EL

]

olg{et EAIE dZ235t24™ Organizing Your AWS Environment Using Multiple AccountsOl A 4235+ CH
EHGH ZEOCOIEHS BEE & AAE 21 01710/E HHo R EAH St W2 1E{stAIR. 07|
0f= AWS CloudTrail, AWS WAF, Elastic Load Balancing, Amazon Route 533} ZF0| AWS A{H|A0]|
MMMt 20 U -?—-IELE': ol 2 E Eob gr&d o|o|E7t ZeElLICH MAES 32 A A Heto| U
= HEO| AWS AMoMH E&E5HEl @|x|2| CI0|EE ZA5tH = 7tX| O|&0| AU&LICH o243 &4
2 &dE a2E 2 EF LH01IH EIHZTEYXGt= Ol =280/ &M, FIH EFE QS HU S E
X™M2 M35, ol EE U =8 F7| 282 98t Bt ZtAStE 2—-IE X |$4°*L—|EP clolE =
A8 & He U V(e pEo| FdES HIH5H04 042 2ot O|o|EH AEE|X|et E& 7|70 EeFt

T

239 ZAF ZATE A XSt EFsstedE 23 ob7holE H™Ho| A Amazon Security LakeE
WILErLICE. CloudTrail, Route 53, Amazon EKS, VPC 5 & 219} Z42 U™l AANM AFS2

2 O0|EE &5t =5 Security LakeE FHEY = AU&LICH EBF Amazon GuardDuty 2! Amazon
Inspector?t Z2 7|Et AWS MH|A0|A ZAF Zutet 21 H|O|EE AR AIZ &= UL S Security Lake
O| Cl|0|E{ &AAZ AWS Security HubE T+ 48& = Q&LICH. MEDE| HO|E A4 &2 AFSSHAHLE
MEXRt XM CIO|E] £AAE Y = UELICH BE SE2 HIO|EHE OSCF(Open Cybersecurity
Schema Framework) @AI0 2 & &35t Amazon S3 HZ!0] Parquet THUZ MHE |22, ETL X
7t ERstK| et &Lt

OlE{E EZESHE 9Ixl0l MESHH 13 BA 7|50l MBELICH AWSE AWS BZ0IM 55

OF A TTE 21 0f7tol AMD IR Hot £ 7 ANl HEE g HEELICH Of &

T WAIS AR 200t 20 BE| ZEMA UMAGE TR WHE 2O W R BEl X
|2

ZAMa 7t2Me B35 7| 98t Mo 7158 AS

EMA MEMO R FHEY 5= U&LICE Amazon
Athena®t Z2 MH|AE AL&3510{ 042 HIO|E| £AAE A EA|7|= 2C|HE 2|8 Adsie YHS
1 2{5tMI L. Amazon QuickSightet Z2 AlZtst T E SEE =& U&LICH Al 7|t £ M2 M
O 0| MA8E|D RO, ZAF ZIHE AR O] 12 = U LY HEL Atodo] 45 2 EESE HEtst
£ 59 7|52 ¥ 5 &LICH HElE et EESHE CIOIE AEEIXK| /XIS AHE5HH O|2q8t
E£RME EHrt g SEE = U= BRI EHaUt

8 R/ 92


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/inspector/
https://github.com/ocsf
https://github.com/ocsf
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
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+ AWS Whitepapers: Organizing Your AWS Environment Using Multiple Accounts
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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* AWS Prescriptive Guidance: AWS Security Reference Architecture (AWS SRA)

+ AWS Prescriptive Guidance: Logging and monitoring guide for application owners
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Aggregating, searching, and visualizing log data from distributed sources with Amazon Athena and
Amazon QuickSight

* How to visualize Amazon Security Lake findings with Amazon QuickSight

* Generate Al powered insights for Amazon Security Lake using Amazon SageMaker Al Studio and
Amazon Bedrock

+ |dentify cybersecurity anomalies in your Amazon Security Lake data using Amazon SageMaker Al

* Ingest, transform, and deliver events published by Amazon Security Lake to Amazon OpenSearch
Service

CloudTrail LakeOl| A RF@104 2| M-S &8t AWS CloudTrail 21 24 7tA S}

Bl =

* Amazon Security Lake

« Amazon Security Lake Partner & &}

* Open Cybersecurity Schema Framework (OCSF)

* Amazon Athena

* Amazon QuickSight

 Amazon Bedrock
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/aws/simplify-aws-cloudtrail-log-analysis-with-natural-language-query-generation-in-cloudtrail-lake-preview/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
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https://aws.amazon.com/detective
https://aws.amazon.com/guardduty/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://aws.amazon.com/security-lake/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/detective/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/athena/
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https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/pm/lambda
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
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* AWS Security Incident Response Guide - Detection

ZhE of A:

* Automated Security Response on AWS

* Monitor EC2 instance key pairs using AWS Config

» Create AWS Config custom rules by using AWS CloudFormation Guard policies
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https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-ec2-instance-key-pairs-using-aws-config.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-aws-config-custom-rules-by-using-aws-cloudformation-guard-policies.html
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Automatically remediate unencrypted Amazon RDS DB instances and clusters

+ AWS Systems Manager Automation

» Automated Security Response on AWS
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://aws.amazon.com/about-aws/global-infrastructure/localzones/
https://aws.amazon.com/outposts/
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
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https://aws.amazon.com/s3/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://aws.amazon.com/vpc/
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https://aws.amazon.com/vpc/lattice/
https://aws.amazon.com/lambda/
https://aws.amazon.com/privatelink/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/amplify/
https://aws.amazon.com/fargate/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/sqs/
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* AWS re:Invent 2023 - AWS networking foundations
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-your-network-topology.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_networking_understand_how_networking_impacts_performance.html
https://www.youtube.com/watch?v=8nNurTFy-h4
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-examples-intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/serve-static-content-in-an-amazon-s3-bucket-through-a-vpc-by-using-amazon-cloudfront.html
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https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/waf/
https://aws.amazon.com/privatelink/
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» AWS Network Optimization Tips

» Guidance for Network Security on AWS

« Secure your VPC's outbound network traffic in the AWS 22 E
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://aws.amazon.com/firewall-manager/
https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_service_architecture_monolith_soa_microservice.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-best-practices.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-network-optimization-tips/
https://aws.amazon.com/solutions/guidance/network-security-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-outbound-network-traffic/welcome.html
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e

t2d HIC[2:

« AWS Transit Gateway reference architectures for many VPCs

 Application Acceleration and Protection with Amazon CloudFront, AWS WAF, and AWS Shield

» AWS re:Inforce 2023: Firewalls and where to put them

Zhed of A:

» Lab: CloudFront for Web Application
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https://aws.amazon.com/firewall-manager/
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.youtube.com/watch?v=lTJxWAiQrHM
https://catalog.workshops.aws/well-architected-security/en-US/4-infrastructure-protection/cloudfront-for-web-application
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https://aws.amazon.com/elasticloadbalancing/gateway-load-balancer/
https://aws.amazon.com/marketplace/search/results?searchTerms=firewalls
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://aws.github.io/aws-security-services-best-practices/guides/network-firewall/
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://aws.amazon.com/marketplace/solutions/infrastructure-software/cloud-networking
https://aws.amazon.com/waf
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/firewall-manager/
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What is Traffic Mirroring?

Implementing inline traffic inspection using third-party security appliances

AWS Network Firewall example architectures with routing

Centralized inspection architecture with AWS Gateway Load Balancer and AWS Transit Gateway
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* TLS inspection configuration for encrypted egress traffic and AWS Network Firewall
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+ AWS Marketplace IDS/IPS
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https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/inline-traffic-inspection-third-party-appliances/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/architectures.html
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-inspection-architecture-with-aws-gateway-load-balancer-and-aws-transit-gateway/
https://aws.amazon.com/blogs/networking-and-content-delivery/best-practices-for-deploying-gateway-load-balancer/
https://aws.amazon.com/blogs/security/tls-inspection-configuration-for-encrypted-egress-traffic-and-aws-network-firewall/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_layered.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/nwfw-managed-rule-groups.html
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls
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* AWS Security Reference Architecture - Network account

Zhed of A:

* AWS Deployment Pipeline Reference Architecture

* NetDevSecOps to modernize AWS networking deployments

+ Integrating AWS CloudFormation security tests with AWS Security Hub and AWS CodeBuild
reports

* AWS CloudFormation

* AWS CloudFormation Guard

+ cfn_nag
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://pipelines.devops.aws.dev/
https://aws.amazon.com/blogs/networking-and-content-delivery/netdevsecops-to-modernize-aws-networking-deployments/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/stelligent/cfn_nag
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/shared-responsibility.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://aws.amazon.com/security-hub/
https://aws.amazon.com/codeguru/
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AWS Systems Manager

» Security Overview of AWS Lambda

» Amazon CodeGuru

» Improved, Automated Vulnerability Management for Cloud Workloads with a New Amazon
Inspector

« Automate vulnerability management and remediation in AWS using Amazon Inspector and AWS
Systems Manager — Part 1

rk
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» Securing Serverless and Container Services

» Security best practices for the Amazon EC2 instance metadata service

SECO06-BP02 Zt3t=l O|0|X|2ZEE| HAEEl Z 2 H|X{L

d3tEl o|0|X|of| M HfEZ Sto4 ZHELY #HF0i o= x| LA AMASHE S&E EOME. MEE = =
B XIAE 2|0 M Z4E| 0| o|O|X| & o E 2|70l EtO|EEH2|et 22 HEIY SHME =56t T
MBS FHRIEfLICH XtA| Zetol8! BIX|AEEIE ddstod e A HixZ T2 HA0 ASY AEE
A= 0lO|x|et Eto|EEHEIE MY stMR.

olA{E ZIEHOILA OIDIX| & OB 01 BholBizlo} & Ol S4AE HMSHD AT MS =
CletL|ct. olg8t ME = dE S HixZ T2 MAM HZE = U F Z2to|8! Y X[AEE|0
LTt OlDIXIg B4 HIIMOE AT UHI0IE5t0] M2 WHE FAHOZLE BE
ct.

o 2
03
tn d

SEC06-BP02 Z'3tEl O|OX|IZRE HFE Z2H|IME 116


https://aws.amazon.com/cloudformation/
https://aws.amazon.com/systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
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https://www.cisecurity.org/
https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
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https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
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» Deep dive into AWS Lambda security

Zhed of A:

Quickly build STIG-compliant AMI using EC2 Image Builder

» Building better container images

* Using Lambda layers to simplify your development process

* Develop & Deploy AWS Lambda Layers using Serverless Framework

» Building end-to-end AWS DevSecOps CI/CD pipeline with open source SCA, SAST and DAST
tools
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https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
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3. QIAEIAO|M AR 5QI SSH, RDP & 7|El 73 HM|A MH|AE H|gEsHEFLICt
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MEXt K™ AMIE #+55tH ELICtH
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» Replacing SSH access to reduce management and security overhead with AWS Systems Manager

grgd £

* AWS Systems Manager

rkt

b2 HIC|2:

» Controlling User Session Access to Instances in AWS Systems Manager Session Manager
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
https://www.youtube.com/watch?v=nzjTIjFLiow
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« EC2 Image Builder: Verify the signature of the AWSTOE installation download
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
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+ AWS Systems Manager: SSM 00| E 9| M =0l

* Amazon CloudWatch: Verifying the signature of the CloudWatch agent package

SEC06-8P02 25+l 0|0IXIZ 2 E| ZFE T2 HIX{ oM WS Ch2 ol0Ix| HS W Zstol ARt
£ z2AlA0f CIXIE MY HES SErELc

AWS Signerg At&35t01 ME A :

7|8 #elste ol =20| 2 = A&Lct. AWS Lambda 2! Amazon Elastic Container Registry &
£ 3c 2 ololx|el M &elS /5] Signerete| S 2 M3 ELICH Z|4aA MMo| ofxE HHE S
2 X&™ 88 U x4 MY (CI/CD) o] = 2t2lof SignerE S§5tod ME ZAE 0 A&l 2= 2 Of
OIX| MBS AtSEE = U&Lch

HE2 28, &3 AZE o] U ofE[HEO CHE AHH| ZE MT 2T
&L

Sl FAYS

-1

}24

—

e

AM:

HO

Cryptographic Signing for Containers

» Best Practices to help secure your container image build pipeline by using AWS Signer

* Announcing Container Image Signing with AWS Signer and Amazon EKS
« AWS Lambda0i| CHEt ZE MHE 7Y

» Best practices and advanced patterns for Lambda code signing

» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys

Zhed of A:

» Automate Lambda code signing with Amazon CodeCatalyst and AWS Signer
» Signing and Validating OCI Artifacts with AWS Signer

Bl =

AWS Lambda

AWS Signer
AWS Certificate Manager

AWS Key Management Service
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https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/verify-CloudWatch-Agent-Package-Signature.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
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https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
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+ Get the full benefits of IMDSv2 and disable IMDSv1 across your AWS infrastructure

r

b2 HIC|2:

» Security best practices for the Amazon EC2 instance metadata service
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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« Data Classification 24 Aq

» Best Practices for Tagging AWS Resources

ZHEd of A :

» AWS Organizations Tag Policy Syntax and Examples

g 7

« AWS Tag Editor
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
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» Encryption best practices and features for AWS services

Zhed of A:

» Building a serverless tokenization solution to mask sensitive data

« How to use tokenization to improve data security and reduce audit scope

« AWS Key Management Service (AWS KMS)
« AWS CloudHSM
« AWS Organizations
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https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/
https://aws.amazon.com/organizations/
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https://aws.amazon.com/s3/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://aws.amazon.com/comprehend/medical/
https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.htm
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_identify_data.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
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* AWS Glue: Detect and process sensitive data

» Using managed data identifiers in Amazon SNS

* Amazon CloudWatch Logs: Help protect sensitive log data with masking

224 of Al

» Enabling data classification for Amazon RDS database with Macie

» Detecting sensitive data in DynamoDB with Macie

Bl =

* Amazon Macie

* Amazon Comprehend

« Amazon Comprehend Medical

AWS Glue
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https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/mask-sensitive-log-data.html
https://aws.amazon.com/blogs/security/enabling-data-classification-for-amazon-rds-database-with-amazon-macie/
https://aws.amazon.com/blogs/security/detecting-sensitive-data-in-dynamodb-with-macie/
https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://aws.amazon.com/glue/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html
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https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-lifecycle-policy-check.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
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» AWS Blueprint for Ransomware Defense

» DevOps Guidance: Improve traceability with data provenance tracking

Zhed of A:

» How to protect sensitive data for its entire lifecycle in AWS

 Build data lineage for data lakes using AWS Glue, Amazon Neptune, and Spline

« AWS Backup
« Amazon Data Lifecycle Manager

« AWS Identity and Access Management Access Analyzer
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https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
https://aws.amazon.com/backup/
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
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https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/access-analyzer/latest/APIReference/API_CheckNoPublicAccess.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
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» Digital sovereignty pledge

* Demystifying AWS KMS key operations, bring your own key, custom key store, and ciphertext

portability
+ AWS Key Management Service cryptographic details

e

t2d HIC[2:

* How Encryption Works in AWS

» Securing Your Block Storage on AWS

« AWS data protection: Using locks, keys, signatures, and certificates

Zhed of A:

* Implement advanced access control mechanisms using AWS KMS
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https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://www.youtube.com/watch?v=lD34wbc7KNA
https://catalog.workshops.aws/advkmsaccess/en-US/introduction
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https://docs.aws.amazon.com/ebs/latest/userguide/work-with-ebs-encr.html#encryption-by-default
https://aws.amazon.com/blogs/aws/amazon-s3-encrypts-new-objects-by-default/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/efs.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://aws.amazon.com/iam/access-analyzer/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
https://www.youtube.com/watch?v=OkaGvr3xYNk
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
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https://github.com/aws-cloudformation/aws-guard-rules-registry
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/amazonglacier/latest/dev/vault-lock.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/storage-inventory.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/intro-managing-access-s3-resources.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://aws.amazon.com/blogs/networking-and-content-delivery/amazon-s3-amazon-cloudfront-a-match-made-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/dev/Versioning.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lock.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/sharing-amis.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/deploy-a-react-based-single-page-application-to-amazon-s3-and-cloudfront.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://youtu.be/Y1hE1Nkcxs8
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
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* How to host and manage an entire private certificate infrastructure in AWS

* How to secure an enterprise scale ACM Private CA hierarchy for automotive and manufacturing
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https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html
https://aws.amazon.com/blogs/security/how-to-host-and-manage-an-entire-private-certificate-infrastructure-in-aws/
https://aws.amazon.com/blogs/security/how-to-secure-an-enterprise-scale-acm-private-ca-hierarchy-for-automotive-and-manufacturing/
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https://docs.aws.amazon.com/privateca/latest/userguide/ca-best-practices.html
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://www.youtube.com/watch?v=XrrdyplT3PE
https://catalog.workshops.aws/certificatemanager/en-US/introduction
https://iot-device-management.workshop.aws/en/
https://github.com/cert-manager/aws-privateca-issuer
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/blogs/storage/enforcing-encryption-in-transit-with-tls1-2-or-higher-with-amazon-s3/
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/security-best-practices.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/private-ca/
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpn-connections.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/mutual-authentication.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
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Evaluating access control methods to secure Amazon API Gateway APls

REST APIOf| CHEH 45 TLS @18 74

How to secure APl Gateway HTTP endpoints with JWT authorizer

Authorizing direct calls to AWS services using AWS loT Core credential provider

AWS Security Incident Response Guide
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* AWS re:invent 2022: Introducing VPC Lattice
* AWS re:invent 2020: Serverless API authentication for HTTP APIls on AWS
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https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
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https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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| Role | Name | Contact Information | Responsibilities |

1] — | — | — | — |

2 | Incident Manager | Jane Doe| jane.doe@example.com | Overall authority during
response |

3 | Incident Responder | John Smith | john.smith@example.com | Investigation and
remediation |

4 | Communications Lead | Emily Johnson | emily.johnson@example.com | Internal and
external communications |

5 | Communications Lead | Michael Brown | michael.brown@example.com | Insights on
critical workloads |
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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* AWS Security Incident Response Guide

Zhed of A:

* AWS customer playbook framework

* Prepare for and respond to security incidents in your AWS environment
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+ AWS Systems Manager Incident Manager
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://youtu.be/8uiO0Z5meCs
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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https:/www.youtube.com/watch?v=NeR7FhHqDGQ
https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com/support
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https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://aws.amazon.com/shield/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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» AWS Security Incident Response Guide

* NIST: Computer Security Incident Handling Guide
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
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https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
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* AWS Security Incident Response Guide - Develop Forensics Capabilities

AWS Security Incident Response Guide - Forensics Resources

« Forensic investigation environment strategies in the AWS 22t E

How to automate forensic disk collection in AWS

AWS Prescriptive Guidance - Automate incident response and forensics
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* Automating Incident Response and Forensics

224 of Al

* Automated Incident Response and Forensics Framework

* Automated Forensics Orchestrator for Amazon EC2
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
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» Framework for Incident Response Playbooks

» Develop your own Incident Response Playbooks

 Incident Response Playbook Samples
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
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» Building an AWS incident response runbook using Jupyter playbooks and CloudTrail Lake
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https://catalog.workshops.aws/incident-response-jupyter/en-US
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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{ $.eventName = "AssumeRole" && $.requestParameters.roleArn =
"<INCIDENT_RESPONSE_ROLE_ARN>" && $.userIdentity.invokedBy NOT EXISTS && $.eventType !
= "AwsServiceEvent" }
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
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* Managing temporary elevated access to your AWS environment

* AWS Security Incident Response Guide

* AWS Elastic Disaster Recovery

* AWS Systems Manager Incident Manager
o IAM AL AHH fE A ™

« AWSQ| CtE 215 (MFA) AHE

» Configuring Cross-Account Access with MFA

* Using IAM Access Analyzer to generate IAM policies

» Best Practices for AWS Organizations Service Control Policies in a Multi-Account Environment

* How to Receive Notifications When Your AWS Account’s Root Access Keys Are Used

» Create fine-grained session permissions using IAM managed policies

» Break glass access

224 H|C|2:

» Automating Incident Response and Forensics in AWS

» DIY guide to runbooks, incident reports, and incident response

* Prepare for and respond to security incidents in your AWS environment

zHE of A

* Lab: AWS Account Setup and Root User
» Lab: Incident Response with AWS Console and CLI
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https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
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https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
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* Vulnerability Management with Amazon Inspector
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» Running effective security incident response simulations
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
https://www.youtube.com/watch?v=63EdzHT25_A
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+ AWS Security Incident Response Guide - Establish a framework for learning from incidents

* NCSC CAF guidance - Lessons learned

SEC10-BP08 RIAEHEZ 2 H &r&5t7| I8t ZoldHa +5 186


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned
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https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27
https://www.aws.training/LearningLibrary?filters=Language%3A1%20Domain%3A27

Hr

ro
50)
k>

AWS Well-Architected Z2{| 3

£ 07| 2I3H CloudFormation AWS CDK Constructs &! Service Catalog@t Z2 AWS MH|AE 1124
ot

6. A5 U IF: Hot AE T2 MALL AFE 7h53H Mz MH|A 2|AAE Elof E0txo =z 4 [LC}.
I MMEE 3E&2 501 20| Ol et ElAAE SKISHES ot ElAA A HEHE O[3
st Ue=X| =elgh(ct

7. I F QM BElo| Hot HE T2 MA 2w Z¥of CHal H7[Mo 2 mj=eg s~EFL
Ct. O] Z[EHES AFE504 7HMO| EHRBt ¥Pg AlHstn us Atg, dZ MU|lA 2[aa W EHeHH
E ZZ2MNAE XISXMo=E JHMELICH

8. Hot odg &l MR olo| EE= O E|X| HuRl2 F£/5t04 ol Z2IA|0|M LHo| Eot EXE AlH
st SHAFLICE Ol2HEt a2 AN FdgS Wdst= ol =30| 2 ®eF otz Eo| 2ot 7Y
g Al 2Ao]| cHet AZ 2 Z3tste A8MRl &g 7|5 de g ot

9. X[&xQl &g 2 JHM: BlO] 2|AI Hot i A 3 9l 7|& g ntetstE 8§ Fe{gLct Tlgtste
Hot 2t A I M E BFSIEF u S Rzet E|AAE HIHMe 2 HESH T Yo|o|EFLIC.

2lAA

hEd T AR

rkt

SEC11-BP08 2ot AR THO| 3 EC Blo| #SEEE Z2J 75

How to think about cloud security governance

How to approach threat modeling
Accelerating training — The AWS Skills Guild
AWS DevOps Sagas

b HIC|2:

Proactive security: Considerations and approaches

2 of| A:

Workshop on threat modeling
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/the-devops-sagas.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://catalog.workshops.aws/threatmodel
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https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
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https://www.nist.gov/itl/ssd/software-quality-group
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
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https://github.com/awslabs/automated-security-helper
https://aws.amazon.com/q/developer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/sbom-generator.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.3-establish-clear-completion-criteria-for-code-tasks.html
https://aws.amazon.com/devops/continuous-delivery/
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« AWS DevOps ZI|EHA| Tt E L
« OHEZ 2|70l Eot2 |8t AWS E Ot ZATI|EIA| T}E L

* Choosing a Well-Architected CI/CD approach

» Secrets detection in Amazon CodeGuru Security

* Amazon CodeGuru Security Detection Library

» Accelerate deployments on AWS with effective governance

« AWSO|A] OF &t T ZHEHBE HIZ & Xt S3tete MUY

How Amazon CodeGuru Security helps you effectively balance security and velocity
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b2 HIC|2:

+ Hands-off: Automating continuous delivery pipelines at Amazon

» Automating cross-account CI/CD pipelines

* The Software Development Prcess at Amazon

+ Testing software and systems at Amazon

zHE of A:

+ Industry awareness for developers

» Automated Security Helper (ASH)

* AWS CodePipeline Governance - Github
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https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://docs.aws.amazon.com/codeguru/detector-library/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/how_amazon_codeguru_security_helps_effectively_balance_security_and_velocity/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://www.youtube.com/watch?t=1340&v=52SC80SFPOw&feature=youtu.be
https://www.youtube.com/watch?v=o1sc3cK9bMU&t
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/automated-security-helper
https://github.com/awslabs/aws-codepipeline-governance
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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Accelerate deployments on AWS with effective governance

« AWS EOt HI|EA| ItE L

Modernize your penetration testing architecture on AWS Fargate

AWS Fault Injection Simulator

zHe of A:

» Automate API testing with AWS CodePipeline(GitHub)

» Automated security helper(GitHub)
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
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» DevOps X|&: DL.CR.2 Perform peer review for code changes

» About pull requests in GitHub

£he of A

* Automate code reviews with Amazon CodeGuru Security

» Automating detection of security vulnerabilities and bugs in CI/CD pipelines using Amazon
CodeGuru Security CLI
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b HIC[2:

» Continuous improvement of code quality with Amazon CodeGuru Security
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cr.2-perform-peer-review-for-code-changes.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
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https://aws.amazon.com/codeartifact/
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« DevOps X|Z&l: DL.CS.2 Sign code artifacts after each build

» Supply chain Levels for Software Artifacts (SLSA)

ZHed of A :

Accelerate deployments on AWS with effective governance

» Tighten your package security with CodeArtifact Package Origin Control toolkit

* Multi Region Package Publishing Pipeline(GitHub)

» Publishing Node.js Modules on AWS CodeArtifact using AWS CodePipeline(GitHub)
+ AWS CDK Java CodeArtifact Pipeline Sample(GitHub)

Distribute private .NET NuGet packages with AWS CodeArtifact(GitHub)
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* Proactive security: Considerations and approaches

* The AWS Philosophy of Security (re:Invent 2017)

* When security, safety, and urgency all matter: Handling Log4Shell
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.cs.2-sign-code-artifacts-after-each-build.html
https://slsa.dev/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
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https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
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https://aws.amazon.com/codedeploy/
https://aws.amazon.com/ecs/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/dl.ci.2-trigger-builds-automatically-upon-source-code-modifications.html
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys

» Code Signing, a Trust and Integrity Control for AWS Lambda
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» Hands-off: Automating continuous delivery pipelines at Amazon

ZHed of A :

» Blue/Green deployments with AWS Fargate
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https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://catalog.us-east-1.prod.workshops.aws/workshops/954a35ee-c878-4c22-93ce-b30b25918d89/en-US
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https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/sns/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-best-practices.html
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* DevOps monitoring dashboard(GitHub)
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https://github.com/aws-solutions/aws-devops-monitoring-dashboard
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« How to approach threat modeling

* How to think about cloud security governance

» How AWS built the Security Guardians program, a mechanism to distribute security ownership

* How to build a Security Guardians program to distribute security ownership
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b HIC|2:

» Proactive security: Considerations and approaches
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-aws-built-the-security-guardians-program-a-mechanism-to-distribute-security-ownership/
https://aws.amazon.com/blogs/security/how-to-build-your-own-security-guardians-program/
https://www.youtube.com/watch?v=CBrUE6Qwfag
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* AppSec tooling and culture tips from AWS and Toyota Motor North America
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https://www.youtube.com/watch?v=aznmbzgj6Mg
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CHS 7Helat =%{o] o] Mol Z[ofRi&LICt.

Jay Michael, Amazon Web Services2| Principal Security Lead Solutions Architect

Kiaan Sumeet, Amazon Web Services2| Principal Security Consultant

« Michael Haken, Amazon Web Services2| Principal Solutions Architect

« James Devine, Amazon Web Services2| Principal Solutions Architect

 Dave Walker, Amazon Web Services2| Security & Compliance, Principal Solutions Architect
« Patrick Palmer, Amazon Web Services2| Security & Compliance, Principal Solutions Architect
« Monka Vu Minh, Amazon Web Services 2| Security Consultant

« Kurt Kumar, Amazon Web Services2| Security Consultant

« Fahima Khan, Amazon Web Services2| Security Solutions Architect

 Mutaz Hajeer, Amazon Web Services2| Senior Security Solutions Architect

« Luis Pastor, Amazon Web Services2| Senior Security Solutions Architect

« Colin Igbokwe, Amazon Web Services2| Senior Security Solutions Architect

+ Geoff Sweet, Amazon Web Services2| Senior Security Solutions Architect

« Anthony Harvey, Amazon Web Services2| Senior Security Solutions Architect

« Sowjanya Rajavaram, Amazon Web Services2| Senior Security Solutions Architect

« Krishna Prasad, Amazon Web Services 2| Senior Solutions Architect

« Faisal Farooq, Amazon Web Services2| Senior Solutions Architect

« Arun Krishnaswamy, Amazon Web Services2| Senior Solutions Architect

- Dan Girard, Amazon Web Services2| Senior Solutions Architect

« Marc Luescher, Amazon Web Services2| Senior Solutions Architect

« Kyle Nicodemus, Amazon Web Services2| Senior Technical Account Manager

« Irina Szabo, Amazon Web Services2| Senior Technical Account Manager

« Arun Sivaraman, Amazon Web Services2| Solutions Architect

« Stephen Novak, Amazon Web Services 2| Technical Account Manager

- Jonathan Risbrook, Amazon Web Services2| Technical Account Manager

« Freddy Kasprzykowski, Amazon Web Services2| Global Financial Services, Practice Manager

- Pat Gaw, Amazon Web Services 2| Principal Security Consultant
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Jason Garman, Amazon Web Services2| Principal Security Solutions Architect

Mark Keating, Amazon Web Services2| Principal Security Solutions Architect

Zach Miller, Amazon Web Services2| Principal Security Solutions Architect

Maitreya Ranganath, Amazon Web Services2| Principal Security Solutions Architect
Reef Dsouza, Amazon Web Services2| Principal Solutions Architect

Brad Burnett, Amazon Web Services2| Security Solutions Architect

Matt Saner, Amazon Web Services2| Security Solutions Architecture, Senior Manager
Priyank Ghedia, Amazon Web Services2| Senior Security Solutions Architect

Arthur Mnev, Amazon Web Services2| Senior Security Solutions Architect

Kyle Dickinson, Amazon Web Services 2| Senior Security Solutions Architect

Kevin Boland, Amazon Web Services2| Senior Security Solutions Architect

Anna McAbee, Amazon Web Services 2| Senior Security Solutions Architect

Recep Meric Degirmenci, Amazon Web Services2| Senior Security Solutions Architect
Daniel Salzedo, Amazon Web Services2| Senior Security Technical Product Manager
Jake lzumi, Amazon Web Services2| Senior Solutions Architect

Bert Bullough, Amazon Web Services2| Senior Solutions Architect

Robert McCall, Amazon Web Services2| Solutions Architect

Angela Chao, Amazon Web Services2| AWS Enterprise Support, ESL TAM

Pratima Singh, Senior ANZ Security Spec. Amazon Web Services 2| Solutions Architect
Darran Boyd, Amazon Web Services2| AWS Security Principal, Office of the CISO

Byron Pogson, Amazon Web Services2| Senior Security Solutions Architect
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https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://aws.amazon.com/architecture/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/operating-your-workload-securely.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
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