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Account |Ds - optional
Type the IDs of the AWS accounts your workload spans across

111122223333

A

Specify up to 100 unigue account 1Ds separated by commas
Application - optional Info
An application s a custom collection of resources, metadata, and tags that performs a function to deliver business value. Your application's Amazon Resource
Wame [ARN] is 2 unigue identifier for an AWS resource, which ks maintained by AppRegistry.

arn:aws:servicecatalogius-west-2: 111122223333 fapplication/######H#E ¥ |
Architectural design - aptional
A link e your architectural design

The URL can be up ta 2048 characters and must begin with one of the follow protocals: [http, https, fopl. 2048 characters remaining
Industry type - optional

The industry that your workload Is associztad with
| Choose an industry type v |

Industry - optional
The category within your industry that your workload Is assoclated with

Choose a industry

AWS Trusted Advisor - new

AWS Trusted Advisar |nfo
Trusted Advisor uses infarmation from your AWS Reglons and account IDs entered above to ald workload reviews, providing you autemated context for supportad
guestions.

Activate Trusted Advisar

Resource definition
Choose how resources are selected for Trusted Advisor checks.

AppReglstry v |

Additional setup needed View AWS documentation [4 |
To pull Trusted Advisor data from other accounts, grant permissions to the AWS
Well-Architected Tool to access Trusted Advisor data.

Trusted Advisor checks X

AWS Trusted Advisor provides
recommendations that help you
follow AWS best practices. Trusted
Advisor evaluates your account by
using checks. These checks identify
ways to optimize your AWS
infrastructure, improve security
and performance, reduce costs, and
manitor service quotas. You can
then follow the recommendations
to optimize your services and
resources. Activating Trusted
Advisor support aids worklead
reviews by providing automated
context for supparted questions.

Trusted Advisor decumentation E

4. |AM MH|A d&to| MAM=E|L|CH 22l 2/ Z =of CHsH Trusted Advisor7+ M EMHSHE W EA|

EILICH HEt 2718 MR AM g HEto| EAIEILICH %48 olF

HEOE MHE 1P 9 LS 2AE HOIT S gL otEE Jopens

Matets $4 A2 coll ChsiME F7H A% T L2USH EAFLIC
X

EECt2oM A E= HEH|O|E], AppRegistry = R 5 £ MEHE
El

£ 2 IAMO0{| A JSONO|
Trusted AdvisorS &

4o|-

| = EHSE 4~ .
E|_+_¢ Xo| MEHE2 Well-Architected EH" Atgdlof| oHEE|= 4 EE 7.:15 Al &E AALE NS5

3 2= HEHOIE - {322 A™ IDE ™Mo|x|T {3 2=0i AWS 2|710| K| EL|Ct

Trusted Advisor 433}
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B5F — Q32 &= 23 2= HEHIO|E 2 AppRegistry 2laA 250i ofsH Ho|E Lt

6. Ct&S MEfghLic

7. AWS Well-Architected FrameworkE {3 ZE0| ME&8st1 KIE2E Ho|E MENSHL|C}. Trusted
Advisor A= AWS Well-Architected Framework 0|2t ¢4Z3 | H EFE HXollz AL x| &L
Ct.

AWS WA Tool2 IAMO| A MM El 245t 2 AL 6104 Trusted Advisoroll M 7|2 o 2 O|0|E{E 7tX{S
LICH IAM &t Q|3 2= AQKtol CHel AiS o2 MAMEL|CH 8 X|BF Trusted Advisor HEE &
2 KIZCof HAZAE HAHO ARKI7FHIAMS R 0|S5t0d &S MAAaHoF & LICH XEAM|EH LI
277 MM 2 X5HM| Q. 0] @5t0| 9= 742 AWS WA Tool2 S AH|Z10]| CHEF Trusted Advisor A&

S
.l

R 2F 7t EAIFELICH

AWS Identity and Access Management(IAM)0i|A{2| 23 Ao CHEE RFMIEH LIS 2 IAM AFS M
Mol AWS MH|AO CHEH 048t MAYZ4)2 HESIME

IAMO| M I 2 =01 CHSH Trusted Advisor & 435}

(® Note

Qa2 E AKQKHE Trusted Advisor KA EEE MAISHT| Zof A Zof CHEF ZHM x| HE &4
StoHoF SfLICH AA x| EMHSIE MEISIH I ZE AQAO|A st d&to| MMELICH
AZE CIE 2 E AH™Ho| CHaHM= CHS BEHAHIE [HEAM L.

HHE AFAE IAMO|IM & M8 oF AWS Well-
(o]

Trusted Advisorol A ZHEE 7IX2 £ U ZE IAMO|A AWS WA Tool0f| CHEF 38t =2 A SHE{H

1. AWS Management Console0i| 219135t 11 https://console.aws.amazon.com/iam/0| M IAM 2& 2
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
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4. CF2 o|0|X|of EAIE Zdx{H CI2 AI2 A} X|& AE| A2 =2 AL5H04 IAM 22 92| JSON E'EOH
2044 LICH WORKLOAD _OWNER_ACCOUNT_IDE QI ZRE ALAS| AN IDE HRt 1D CHS
MEHSHLICE.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"
},
"ArnEquals": {
"aws :SourceArn":
"arn:aws:wellarchitected:*:111122223333:workload/*"
}

Trusted Advisor E 438} 8
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Custom trust policy

Create a custom trust policy to enable others to perform actions in this aceount

db < K8

2 "Version": "2012-1@-17",
3~ "Statement": [

4 - {

5 "Effect": "Allow",
(] "Principal”: {

7

8

"Service": "wellarchitected.amazonaws.com"

13

9 "Action": "sts:AssumeRole”,

1@ - "Condition": {

11~ "StringEquals”: {
“aws:SourceAccount”: "111122223333"

13 13

14~ "ArnEquals": {

15 “aws:SourceArn”: "arn:aws:wellarchitected:®:111122223333:workload/*"

16 }

17 }

18 1

LK 1

20 3

<+ Add new statement

JSON Ln12,Col 3

(® Note
O[T ALS A}

X &z HAol| CHEh =7

71 22 9| aws:sourceArne

Edit statement Remove

1. Add actions for STS

Q|

All actions (sts:*)

Access level - read or write
AssumeRale gy

AssumeRoleWithSAML €
AssumeRoleWithWebldentity €}
DecodeAuthorizationMessage €)
GetAccessKeyinfo ¢€)
GetCalleridentity €y
GetFederationToken €}
GetServiceBearerToken €)
GetSessionToken )
SetSourceldentity €

2. Add a principal Add

3. Add a condition (optional) Add

Preview external access

Cancel m

"arn:aws:wellarchitected: * :WORKLOAD_OWNER_ACCOUNT_ID:workload/*"O|

H, AWS WA Tool0l M 0| &j&o| 2E

Yt 70|
HolE FY 4

JSON

A&LICH X2 S {2 2= ARN £

T UA&LICE 042 ARNE X|Ystc{H CHS

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {

3z2CE _._TrXPOI T2 0 AFEE = QL=
E 3 Z2E ARN &&te 2
AE| HA oM E & ESHAIL.

OH | A

"Service": "wellarchitected.amazonaws.com"

3

"Action": "sts:AssumeRole",

Trusted Advisor 433}



AWS Well-Architected Tool

"Condition": {

"StringEquals": {

"aws :SourceAccount":

},
"ArnEquals": {

"111122223333"

"aws :SourceArn":

[

"arn:aws:wellarchitected:us-
east-1:111122223333:workload/WORKLOAD_ID 1",

"arn:aws:wellarchitected:us-

east-1:111122223333:workload/WORKLOAD_ID_2"
]

5. Het &7} o] K|of| A Tt 24240 CHSH Trusted Advisorl| CIlO|E{E 212 £ 2= AWS WA Tool
HMA HEHS 2048 = U S HA MMHg MEIEHL|CH M2 MM S MEHSHH A 20| A3
Ct.
(® Note
Lot HE S MMSE SO Heh MM AU S 1, Hete Mdsh & Qg Mg MY
gk JsUCH 8 4 HE HAIK|IHMH e E7|& MEfst o M8t o] #HEt F7|
CEECI20A 2ol Ha MMd8 MENgFLICH

6. Cts ™E M=
YOUR_ACCOUNT,
gLt

Asll JSON EEof 204 E&LICH Resource ARNOA
DE At AM IDE i1 2|

A{ cc = H4

M = HE(Y)E XIEE S O S EfOE U
ARN B40] CHEF ZhMIEH LEE 2 AWS e H =

OHLHA 2] Amazon ElAA O|&(ARN)

"Version": "2012-10-17",
"Statement": [

{
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"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeCheckRefreshStatuses",
"trustedadvisor:DescribeCheckSummaries",
"trustedadvisor:DescribeRiskResources",
"trustedadvisor:DescribeAccount”,
"trustedadvisor:DescribeRisk",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeRisks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [
"arn:aws:trustedadvisor:*:111122223333:checks/*"

El 42, T 20l AZE AppRegistry OHEZ|H 0| MM E|IAAE ARE ZE A
Trusted Advisor & 0| H&h H3Moj CIE HEtE F sl ok g LICt.

JSON

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DiscoveryPermissions",

"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"tag:GetResources",
"servicecatalog:GetApplication",
"resource-groups:ListGroupResouxrces",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources"

]I

"Resource": "*"

}
]
}
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8. (ME{ALY) EiZE FIIELICH CHS: AEE MEFLICH
9. HHMs dEstn YHM 0|FE FIIE Chs M A8 M=ELIC
10. Aol Mt F71 Ho|x|oM &5 ddet X o|FS ME{et T ChES MEELICH

=
11. C}& WellArchitectedRoleForTrustedAdvisor-WORKLOAD_OWNER_ACCOUNT_ID
TE22 A25H0F 5t o8t 0|22 Qladst T Q3 MAIS MENSH |}

[ i —

WORKLOAD _OWNER_ACCOUNT_IDE {{IAZRE AKX A IDE HFEL|CH

HO|X| &0l Ho| SEE[igE Lele 83 HAIXIZE ZAIELICH

12. o4&t Ol mhad MEH RIS Hp{0d (%% EFAH XHO| OHA|A BHE|Of|A] QiEtS MEHStT

L o—|E = -1 = 1 T2 2 =1

WellArchitectedRoleForTrustedAdvisor-WORKLOAD OWNER _ACCOUNT_ID O|§& ZAM
rL|CH & o|B 2 MEdStod T 2 M| A7} SHFE K| = elEhL|Ct

/3 2 =0f s Trusted Advisor H| & A3}
2|3 2 =0 CHsH Trusted AdvisorES H|& A5t 5t2{™

4 8l04 AWS Well-Architected ToololAH 2

322 WESD Trusted Advisor F
AELICH HI == HEo| CHE REMIEH LI 2 the

3 2 =0f CH3H Trusted AdvisorE

o3t
H|& A5}
section called “IZE THE MME & x5}

AWS WA Tool0{| A Trusted AdvisorE H|& &3t T
Ol A& 2 AAStEdH HE o HE| ZX|7I 2
Trusted Advisor 7} AWS WA Tool0i| A H| & A3}

CHE AWS WA Tool2| Trusted Advisor C|O|E{ &=

IAMO{| A g 8F A& 2 AKX | K| E& LT IAM
BHLICH QI3 2 AQK e B A™EH ARKE
ERS [ HHE 1AM LE S AN HLE T2 E0
&g Sthatof Lct.

IAMO{| A WellArchitectedRoleFoxrTrustedAdvisorE AA|5tE{H

1. AWS Management Console0l 21215} 11 https://console.aws.amazon.com/iam/0lA IAM 2& S
ALt

3. WellArchitectedRoleForTrustedAdvisor-WORKLOAD_OWNER_ACCOUNT_IDE ZHAH45}04
O#ol‘ olg AI_-|EH0|'|_|E|.

4. ATIE M LICH B HoIA Aol 0|8 S U0l ARIE ol ARIE ChAl M
Ct.

IAMOY| A &2 AtKl|stE Lol CHEF REMIEE LHE 2 IAM AL DB MOl IAM HE AIX|(E2E)E HZ
StAI2.
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AR 7H0|E

¥ Prioritized

REL 1 - prioritized o
sw do you design yol

worklo

to adapt to changes
in demand?

validate the security

properties of applica
throughout the design
develepment, and

deployment lifeeycle?

REL 2 - prioritized

How do you back up data?

COST 1 - prioritized
How do you implement cloud

financial management?

Il-Architected Framework » Review workload

2]

Well-Architected Tool > Workloads > Workload » AWS We

AWS Well-Architected Framework

Add a link to your architectural design

‘ (@ The answer has been updated based on lens or profile changes. X

Question Trusted Advisor checks

PERF 1. How do you evolve your workload to take advantage of new releases? Info

Ask an expert [2

When architecting workloads, there are finite oplions that you can choose from. However, over time, new technologies and approaches
become available that could improve the performance of your workload.

(D Question does not apply to this workload Info

Select from the following

Helpful resources

Ask an expert [2

s YouTube Channel
uTube Channel

B AWS Events YouTube Channel

Stay up-te-date on new resources and
services

Evaluate ways to improve performance as new
services, design patterns, and product offerings

become available. Determine which of these could

improve perfarmance er increase the efficiency of

the workload through evaluation, internal
discussion, or external analysis.

Evolve workload performance over time
As an organization, use the infarmation gathered

through the evaluation process to actively drive

o

£ PERF 1 - prioritizad nfe adoption of new services or resources when they
How do you evolve your become available.
workload to take advantage
of new releases? Evolve workload performance over time  |nfo Define a process to improve workload
performance
SEC 2 - prioritized Infa Define a process to evaluate new services, design
How do you classify your patterns, resource types, and configurations as they
data? become available. For example, run existing
performance tests on new instance offerings to
None of these  |nfo
determine their potential to improve your workload
L - prioritized
ou decommission
resou w:, None of these
b Mark best practicels) that don't apply to this workload Choose this if your workload does not follow these
best practices.
SEC 3 - prioritized
How do you detect and ) i )
O —— This question does not apply to this
S ' Notes - aptional workload
Disable this question if you have a business
justification.
fault
protect your
olg2C HE H0|X|E Wpdmd 9|32 N2 MY Ho|X|0AM HE HES MEHSH|C} 20 EF A
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IEstH O AERE

ar gjdols FI7F o

ISEel

3 2 =0 CHEt Trusted Advisor

2|3 2 =0 CHal Trusted Advisor?
2 ALE|of A2 E =
Ab7F QlCH=E ¢ 2lol &

usage?

COST 3. How do you monitor
usage and cost?

COST 4. How do you
decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

Trusted Advisor
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EAELICH A
|

COST 5. How do you evaluate cost when you select services? info

Ask an expert [4

Amazon EC2, Amazon EBS, and Amazon S3 are building-block AWS services. Managed services, such as Amazon RDS and Amazon
DynamoDB, are higher level, or application level, AWS services. By selecting the appropriate building blocks and managed services, you
can optimize this workload for cost. For example, using managed services, you can reduce or remove much of your administrative and
operational overhead, freeing you to work on applications and business-related activities.

P Question does not apply to this workload Info

Select from the following

[7] 1dentify organization requirements for cost |nfo

[C] Analyze all components of this workload Info

[C] perform a thorough analysis of each compenent |nfo

[ Select software with cost effective licensing |nfo

[] Select components of this workload to optimize cost in line with organization priorities nfo
[C] Perform cost analysis for different usage over time Info

[*J None of these Info

@ Trusted Advisor checks available
To help you answer the question, we have automated checks that will give you more context on
what you have in your account.

A R0 M= Trusted Advisor2| 22 At Aol CHEE REM|SH HEE EHLE &
af 2|AA &9 Trusted Advisor M B3 E B 7L}, 2 2 Ated|od| CH St Trusted Advisor
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MEH 0|% 0] 0|2 7}s8t Trusted Advisor Z

e MstEl 32 28
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HIAZ=0| HEE[X] 24
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Helpful resources X

Ask an expert [4

B Cloud products
B Amazon S3 storage classes
25 AWS Total Cost of Ownership (TCO) Calculator

Identify organization requirements for cost

Work with team members to define the balance
between cost optimization and other pillars, such as
performance and reliability, for this werkload.

Analyze all components of this workload
Ensure every workload component is analyzed,
regardless of current size or current costs. Review
effort should reflect potential benefit, such as
current and projected costs.

Perform a thorough analysis of each
component

Look at overall cost to the organization of each
component. Look at total cost of ownership by
factoring in cost of operations and management,
especially when using managed services. Review
effort should reflect potential benefit: for example,
time spent analyzing is proportional te component
cost

Select software with cost effective licensing

Open source software will eliminate software
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decommission resources? AWS Well-Architected Framework Amazon Redshift Reserved Node »

Add a link to your architectural design Optimization
COST 5. How do you
JELLE “_'St CLCTUERD Question Trusted Advisor checks 3
select services? A Investigation recommended

Checks your usage of Redshift and provides

COST 6. How do you meet Best Practice: Select components of this workload to optimize reccmmendaﬂuns_on purchase of Reserved Nodes to
cost targets thn you select cost in line with organization priorities help reduce costs incurred from using Redshift On-
resource type, size and Last fatched: Oct 26, 2022 1:29 AM UTC-5 Demand. AWS generates these recommendations by
number? analyzing your On-Demand usage for the past 30

M Download check details days. We then simulate every combination of

reservations in the generated category of usage in
order to identify the best number of each type of
Reserved Nodes to purchase to maximize your
Account statuses @ 2 savings. This check covers recommendations based
on partial upfront payment option with 1-year or 3-
COST 8. How do you plan for @ Amazon ElastiCache Reserved Node Optimization  |nfo year commitment. This check is not available to
data transfer charges? accounts linked in Consolidated Billing.
Recommendations are only available for the Paying

COST 7. How do you use

pricing models to reduce @ savings Plan  Info
cost?

Account statuses (&) 2

Account.
COST 9. How do you manage (© Amazon EC2 Reserved Instances Optimization  Info
T BRI Account statuses (&) 2
resources? Trusted Advisor checks reference [
@ Amazon OpenSearch Service Reserved Instance Optimization  |nfo Account statuses
COST 10. How do you Account statuses (@ 2 A 1 Investigation recommended

evaluate new services?

© 1 No problems detected
/A Amazon Redshift Reserved Node Optimization Info

» Sustainability @ Account statuses A 1 D1

@ Amazon Relational Database Service (RDS) Reserved Instance Optimization  |nfo

Account statuses () 2
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¥ Operational Excellence

OPS 1. How do you
determine what your

priorities are?

OPS 2. How do you structure
your arganization to support

your business outcomes?

OPS 3. How does your
organizational culture
support your business
outcomes?

OPS 4, How do you design
your workload so that you

can understand its state?

OPS 5. How do you reduce
defects, ease remediation,
and impreve flow inta
preduction?

OPS 6. How do you mitigate

diployment risks?

OPS 7. How do you know that
you are ready to suppert a
workload?

OPS B, How da you
understand tha health of

your workload?

OPS 9, How do you
understand the health of
your operations?

OPS 10, How da yeu manage
workload and operations

events?

OPS 11. How do you avolve
opearations?

Well-Architected Tool
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

Warkloads Retail Website AWS Well-Architected Framework

OPS 1. How do you determine what your priorities are? info

Everyone needs to understand their part in enabling business success. Have shared goals in order to set
priorities for resources. This will maximize the benefits of your efforts.

B Question does not apply to this worklesd Infa

Select fram the following

Evaluate external customer needs  |nfg
Evaluate internal customer needs  |nfo
Evaluate governance raguirements  |nfo
Evaluate compliance requirements Info
Evaluate threat landscape Info
Evaluate tradeoffs Info
Manage benefits and risks info

None of these Info

» Mark best practica(s) that don't apply to this workload

Motes - optional

2084 eharseters remaining

Save and exit

Ask an expert [3

Helpful resources

Ask an expert [4

AWS Support
AWS Cloud Compliance

Evaluate external customer needs

Involve key stakeholders, including business,
development, and operations teams, to determine
where to focus efforts on external customer needs.
This will ensure that you have a thareugh

understanding of the operations support that is

required to achieve your desired business outcomes.

Evaluate internal customer needs

Involve key stakeholders, including business,
development, and operations teams, whan

determining where ta focus efforts on intermal

customer needs, This will ensure that you have a
thorough wnderstanding of the operations support

that is required to a

higve business outcomes,

Evaluate governance requirements

Emsure that you are aware of guidelines or

abligations defined by your organization that may

mandate or emphasize ific focus. Evaluate
internal factors, such as organization policy,

standards, and requirements, Validate that you have

mechanisms to identify changes to governance. If no
governance requirements are identified, ansure that
you have applied due diligence to this

determination.

Evaluate compliance requirements

Evaluate external factars, such as regulatory

eompliance requirements and industry

tandards, ta
ansure that you are aware of guidelines or

abligations that may mandate or emphasize specific

foeus, If ne compliance Ements

dentified,
ansure that you apply due diligence to this

determination.

Evaluate threat landscape

Evaluate threats to the business (for axample,

eompetition, business risk and liabilities, aperational

Fisks, an

nfarmation security threats) and maintain

rurrent infarmatinn in a risk ranistre. Includs the
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None of these Info

¥ Mark best practice(s) that don't apply to this workload

If one of the best practices within this question does not apply to your workload,
you can mark it as not applicable. You can also choose a reason and provide
additional notes for documentation.

Evaluate external customer needs Info

250 characters remaining

Evaluate internal customer needs Info

Out of Scope v

Internal customer needs to be addressed in following release

190 characters remaining

Evaluate governance requirements Info

(® Note
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Well-Architected Tool Workloads Retail Website - North America AWS Well-Architected Framework Lens

AWS Well-Architected Framework Lens

Overview Improvement plan

Improvement plan overview

Risks

(®) High risk 3
/A Medium risk 1

Improvement items 1

S ZE0| 7 SEE YO|O|ESto] H A= E JH4d0| obH AR EIX| BI Rt S S LIEHLICH

M SEHE H

oy
ol

=

2

1. 7 A= M mo|X| & Ete| EBE3 0] /= K EE O|F(Retail Website - North
America)S Z2/&LICt

3. HAz=E e Moz o|SE Chg E&CH2 SH0M AFEIX| 2

Workload status

Improvement status
Choose the status of your workload improvements.

Not Started =

__1 None

Not Started @

In Progress Not Started

Complete

Risk Acknowledged
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Well-Architected Tool Workloads Retail Website - North America
Retail Website - North America Delete workload
Milestones Properties

Improvement plan

Review

Improvement plan overview

Risks
(¥) High risk 1
/A Medium risk 2
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HE7I MEE 7|E HIZE0of AR X|IE H=IF AN EIRIC

E = (A
g & AELICE M I ZE0E O Ol AASR XH HZE MBE &+ 9l&

—_

= o
ASR XIS HRE CHE AWS ATl ZR8H AWSTH ALK XIE XS CHE HBolA At
4 T8 S0Ists 202 ZHFEILICH ALK} A AWS AIEOIAM ALS R XIH X
|7C

= A
ALK SHHLE AWS A E SRS EHE 0|28 CHE HMHUME 2= AF X K| #l=of

ARE S5 JSON BAIS AL 5Hod HOITILICH ALSAF XIH MRS MAdsty| AIRsted HES! JSON
IUS CHeR =g 4 UALICH O HUS Mol 7|8 2%, WS, 2 Aal, 7HM HElg Holstaz
AR XIH HEO| J|HoR A Y £ UsLiTh

B Al

« schemaVersion: AAHSE AFEAL X|H = AF(Ore| HTULICH RIS
3tX| OtMI2.

lof| o|alf dHEEI2E B

N

* name: HX 0| O|FQlLICt OIF2 Z|CH 128Xt K| X|HE + U&LICH

« description: Hl=of CHet BHIAE HHERLICH O| HIAE = QI EE M Fof FItg A=E M
EHS7{LE LIS ol 7|&E K EC0l| M3 HXE MEHE ) EAIELICH MB2 2|CH 2048%t77H K| &

g =+ A&Loh

"schemaVersion": "2021-11-01",

"name": "Company Policy ABC",

"description": "This lens provides a set of specific questions to assess compliance
with company policy ABC-2021 as revised on 2021/09/01.",
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LIRET

o| MMM AFR X} X|& 2l X o AH2=l 2=l xjo|st|C} &
Framework2| ¢4&10d O & 3t 7HLE, XHA| HEIE HOolsH7HLE, & &

AWS Well-Architected

D& e &Lt
AMEX X = stLtoll= =|CH 10742] =S Holg + U&Lich

« id: HEo IDYLICE IDMIE 3~128KH7H K| A& 7St A=At & HE() XL Z& Y = A&
LICt HZlof At El= ID= TR8HoF §LICH.
EEE Framework2| #Z0i| 1 EE M= CHS IDE ALESHMIR.
« operationalExcellence
* security
 reliability
« performance
* costOptimization

* sustainability

- name: HZQ| O|FILICt. O|F2 =|CH 12877t X| X|I'HE == U}U&LICt
"pillars": [
{
"id": "company_Privacy",
"name": "Privacy Excellence",
i
{
"id": "company_Security",
"name": "Security",
}
]
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- title: EE9 MFULICE MF2 z[CH 128K RIEHE &= U&LICEH

« description: & O AtAls| dHerLICt HBE2 Z|CH 2048KI77H K| 2HdE = &Lt

« helpfulResource displayText: MEY AF?Jo'L—l Ct. 220l et R8st HEE XSst= HAE
ur

IC}. helpfulResource

o
T
ful

L
|>
m
rir
b
2
N
o
g
oo
>
S}
A
L
0
ot
>
)
o> I
C

O| A E T X|H3aljoF &LCt,

« helpfulResource url: ME4 AFFAULICH EEE O AFMIS] EH5t= URL 2l&AL|CH URL2
http:// £ https://2 AlZ&H{oF gLiCt,
@ Note
MEXR XY AR I EEE Jira2t S7|3HE M EE0= EE 2] "id"2f "title"0| 25 EA|FE
L|Ct.

Jira E|Zl0o| AF2El A2 [ QuestionID ] QuestionTitle®lL|Ct.

"questions": [

{
"id": "privacyol",
"title": "How do you ensure HR conversations are private?",
"description": "Career and benefits discussions should occur on secure channels

only and be audited regularly for compliance."
"helpfulResource": {
"displayText": "This is helpful text for the first question",
"url": "https://example.com/poptquest0l_help.html"
1,

"id": "privacyo2",
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"title": "Is your team following the company privacy policy?",
"description": "Our company requires customers to opt-in to data use and does
not disclose customer data to third parties either individually or in aggregate."
"helpfulResource": {
"displayText": "This is helpful text for the second question",
"url": "https://example.com/poptquest02_help.html"

3,
}
]
Mo 3s MM

AEXE XIE Bz MHE EE0 2|0 15712 ME ¥ =2 Holg +~ /U&LICH

o id: MEH EFo| IDYLICE IDOM= 3~128R7H K| AHE 7tSotH At X HE(') EXE 28 e =
Q&LICH BRo| zt MEH &t =0f CHsH TR IDE K| sHoF g LICH MOIA7E _noQl MEH Et=2
0 ZI20f CH8F None of these MEi &S o2 xS &hL|C}.

« title: M= EF ol MSULICH MF2 =|CH 128Kt X| X|HE = U&LICH

« helpfulResource displayText: ME At IL|CE MEH & Foi CHet RE& HEE M3st=

L
BEIAEQILICH BIAE = Z|CH 2048A77HK| 2 E &= QI&LICH helpfulResource urlO| X|HE
a4 HMAEE ZElok gLCt

* helpfulResource url: ME§ AFEFQILICE MBS O RHA|S| HFSt= URL ElaA LT
URL2 http:// &= https://2 Al&FSHOF & LICH

- improvementPlan displayText: MEi &F2 /M = U= WHS MdPst= HAEQJLICH
S AES ICH 2048KIH K| B AE £ 9 = 3 8
0= improvementPlanO| Q&

o> |
r
n
=
(@]
-}
(p]
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b
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0
(p]
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o
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do
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s
N
rx
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3|

« improvementPlan url: MEi AFEQIL] |' iMool E20| & += = URL 2l&aA QL URL2
http:// & https://2 AlESHoF

« additionalResources type: MEH AL ULICEH F7t ElaA FFLICEH ol 442
HELPFUL_RESOURCE E= IMPROVEMENT_PLANO| & &= Ql&LICH.

* additionalResources content: M= At QILICH =7} 2|A&A 0| displayText X url 2t
KIEeLch ME &0l %|CH 570 R8&F F7t E[AAQ (0] 57H2] F7t 7 HE =S X
st & OlA| |},
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« displayText: ME4 AFEQLICH K88 2laA = 71 HES M= HAEY

E = Z|CH 2048%t77H K| 2t e &= & LICH urlo] X|HEl 4 HAEE Zfsliof gfLich
8t e = U

T
ful
12
|>

« url: MEH AL RILICH &
http:// EEE https://2 AE &l ofF gLICt

st

(@ Note
AR XH HR /I ZEE Jira2t S7|3HE M ME4 €S0z 22 L M= 59| "id"et M
B &5 o "title"0| F A|EILICH.
MEE A2 [ QuestionID | ChoiceID ] ChoiceTitle®lLICH

"choices": [
{
"id": "choice_1",
"title": "Option 1",
"helpfulResource": {
"displayText": "This is helpful text for the first choice",
"url": "https://example.com/popt0@l1_help.html"

1,
"improvementPlan": {
"displayText": "This is text that will be shown for improvement of
this choice.",
"url": "https://example.com/popt@l_iplan.html"
}
1,
{
"id": "choice_2",

"title": "Option 2",

"helpfulResource": {
"displayText": "This is helpful text for the second choice",
"url": "https://example.com/hr_manual_CORP_1.pdf"

.
"improvementPlan": {
"displayText": "This is text that will be shown for improvement of
this choice.",
"url": "https://example.com/popt02_iplan_@1.html"
1,
"additionalResources":[

{
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Il.typell :
"content": [

{

"displayText":

choice.",
"url": "https
},
{

"displayText":

choice.",
"url": "https
]
I
{
"type":
"content": [

{

"displayText":

improvement of this choice.",
"url": "https

iy
{

"displayText":

text.",
"url": "https

"displayText":

text.",

"url": "https

"id": "option_no",
"title":
"helpfulResource": {

"displayText": "Choose this if your workload does not follow these best

practices.",

"HELPFUL_

RESOURCE",

"This is

://example.

"This is

://example.

"IMPROVEMENT_PLAN",

"This is

://example.

"This is

://example.

"This is

://example.

"None of these",

the second set of helpful text for this

com/hr_manual_country.html"

the third set of helpful text for this

com/hr_manual_city.html"

additional text that will be shown for

com/popt@2_iplan_02.html"

the third piece of improvement plan

com/popt@2_iplan_03.html"

the fourth piece of improvement plan

com/popt@2_iplan_04.html"

"url": "https://example.com/popt0@2 _iplan_none.html"
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default Zfo| x|
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HIGH_RISK, MEDIUM_RISK, NO_RISK2IL]|

QerLCt & HMl condition® true® HWIHE|H & 20 CHt /I &8 M
$ UEtMOl THEH S Q§0| 7HE M2(URHo 2 71E MIESHE) 720

= =
or—
$H7ke FATOIR] gfe) 7 2 M2 Hgsts el

"riskRules": [

{
"condition": "choice_1 && choice_2 && choice_3",
"risk": "NO_RISK"

},

{

"condition": "((choice_1 || choice_2) && choice_3) [| (!choice_1 &&
choice_3)",
"risk": "MEDIUM_RISK"

1,

{
"condition": "default",
"risk": "HIGH_RISK"

}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
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"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

3 2o CHeF TA BAM A HEH Hod

O| oMol = AWS HHE | AR A KIZZ2E=0] CHEE MA| HMA HEHS Fod5tEdn &LICH 2
O M| A APRKPOMI 2 E AWS WA Tool 22 SEELICH O]l HMAE QI Z2E Ho| {F2E Al
A, a2z 27|82 32 HO0|Eo| 2 EhL|Ct.

JSON

"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"
]I
"Resource": "*"

}
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}
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JSON

"Version": "2012-10-17",
"Statement" : [

{

"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

1,

"Resource": "*"

}

Chl 932 oHMA

O| M MHE AWS AHZHO| A2 R0 H| us-west-2 2|XQ| KT E2E = 5tL2]
9999999999995555555555556666666601 CHSH 217| & HM|A HEHE F045t2{n &L|CH A
IDE 7777888899992lL|C}.

JSON
{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"
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1,
"Resource": "arn:aws:wellarchitected:us-
west-2:777788889999:workload/999999999999555555555555666666666"
}
]
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« UpdateGlobalSettings: wellarchitected:JiraProjectKey&
UpdateGlobalSettingsOll HE& [ AWS H'Hof| HZEE = U= AFEXF XY Jira ZENMEE
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"Version": "2012-10-17",

"Statement": [

{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [
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"wellarchitected:UpdateGlobalSettings",
"wellarchitected:CreateWorkload"
1,
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
}
}I
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"wellarchitected:UpdateWorkload"
]I

"Resource": "arn:aws:wellarchitected:us-east-1:111122223333:workload/example-
workload",

"Condition": {
"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]
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"Version": "2012-10-17",
"Statement" : [

{

"Effect" : "Allow",

"Action" : [
"wellarchitected:*"

1,

"Resource": "*"

}

| =2 AWS Well-Architected Tool0 CHEF 2 E

H- WellArchitectedConsoleFullAccess

AWS ZH2|& =3 WellArchitectedConsoleReadOnlyAccess

WellArchitectedConsoleReadOnlyAccess

0
et Al
JSON

| 22 AWS Well-Architected Tool0i| CHEH 2

=
-

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

AWS 223 &2

113


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS Well-Architected Tool INT=IY A To] =]

"Action": [
"wellarchitected:Get*",
"wellarchitected:List*",
"wellarchitected:ExportLens"

1,

"Resource": "*"
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- organizations:ListAccounts - 2ot &7} ZZ/of =

- organizations:ListAccountsForParent - 20t |7t ZE|o| X|HEl FE L E0{|A ZE|of
S AYE SES dME = USLICH

- organizations:ListChildren- 2ot FX|7} ZEO| Fo{Tl FE =0 Z&of &8 AH

2 =X ERlov)e S5 AME £ &Lt

- organizations:ListParents - 2@t F&|7| OU|M X|Het &2A & &= E= Z& W A

S22 AMY 4 aLic

- organizations:ListRoots - 2ot FX7} ZE L 2= RE LE S5 AME = JU&LCH
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JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeAccount”,
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListParents"”,
"organizations:ListRoots"

1,

"Resource": "*"

AWS Z 2|8 H3: AWSWellArchitectedDiscoveryServiceRolePolicy
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+ trustedadvisor:DescribeChecks — AF& 7+ 8t Trusted Advisor A S & E A|ELICE.

« trustedadvisor:DescribeCheckItems — Trusted Advisor0l A Z2H21E X|Z8H AEf 2! 2|4

AE T3S Trusted Advisor Z4AL OIO|E{E 7FX{SL|C}.
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cloudformation:DescribeStacks — AWS CloudFormation AEHO| M8 MEE 7tX{SL|C}.
=

cloudformation:ListStackResources — AWS CloudFormation AEHD} ZHRAEl B[ AAS LY
gruict
= .

resource-groups:ListGroupResources — ResourceGroup2| 2| AAE LIAFLICY.
tag:GetResources - ListGroupResources0Ol| 2 & L|C}.
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servicecatalog:DisassociateAttributeGroup — AfH|
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servicecatalog:DeleteAttributeGroup - ER8 B2 MH|A EHE|IE &4 282 AXIEL
Ct.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [
Mg

]

by

{
"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStackResouxces",
"resource-groups:ListGroupResources",
"tag:GetResources"
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1,

"Resource": [
mgn

]

3},

{
"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResouxrces",
"servicecatalog:GetApplication",
"servicecatalog:CreateAttributeGroup"

]I

"Resource": [
wxn

]

}I

{
"Effect": "Allow",

"Action": [
"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup"
]I
"Resource": [
"arn:*:servicecatalog:*:*:/applications/*",
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]

},

{
"Effect": "Allow",

"Action": [
"servicecatalog:UpdateAttributeGroup",
"servicecatalog:DeleteAttributeGroup"
1,
"Resource": [
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]

}

]

}
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User: arn:aws:iam::123456789012:usexr/mateojackson is not authorized to
perform: wellarchitected:DeleteWorkload on resource: 11112222333344445555666677778888
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JSON

"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
}I
"Action": "wellarchitected:CreatelWorkload",
"Resource": [
"arn:aws:wellarchitected:us-east-1:111122223333:ResourceName/*"

]I
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:wellarchitected:*:123456789012:*"
}I
"StringEquals": {
"aws :SourceAccount": "123456789012"
}
}
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:dev-dsk-xiulan-2a-1111111c.us-
west-2.amazon.com",
"arn": "arn:aws:sts::444455556666:assumed-role/well-architected-api-svc-integ-
test-read-write/dev-dsk-xiulan-2a-1111111c.us-west-2.amazon.com",
"accountId": "444455556666",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::444455556666:r0le/well-architected-api-svc-integ-
test-read-write",
"accountId": "444455556666",
"userName": "well-architected-api-svc-integ-test-read-write"

1,
"webIdFederationData": {3},
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"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-10-14T03:41:39Z"

}
}
I
"eventTime": "2020-10-14T04:43:137",
"eventSource": "wellarchitected.amazonaws.com",
"eventName": "CreateWorkload",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.178",
"userAgent": "aws-internal/3 aws-sdk-java/1.11.848

Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.262-b10

java/1.8.0_262 vendor/Oracle_Corporation",
"requestParameters": {

"ClientRequestToken": "08af866a-0238-4070-89c2-b689ca8339f7",

"Description': "***",
"AwsRegions": [

"us-west-2"
1,
"ReviewOwner": "**x",
"Environment": "PRODUCTION",
"Name'": "**xx'",

"Lenses": [
"wellarchitected",
"serverless"

iy
"responseElements": {
"Arn": "arn:aws:wellarchitected:us-

west-2:444455556666:workload/8cdcdf7add10b181fdd3f686dacffdac",

"Id": "8cdcdf7add10b181fdd3f686dacffdac”
},
"requestID": "22bad4e3-aa5l-4ffl-b480-712ee@7cedbd",
"eventID": "50849dfd-36ed-418e-a901-49f6ac7087e8",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "444455556666"
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"version":"Q",
"id":"Q@0de336a-83cc-b80b-f0e6-f44c88a96050",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:01:257",
"region":"us-west-2",
"resources":[],
"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROA4JUSXMN5ZR6S7LZNP:sample-user",

"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user"

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData": {3},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

I,

"eventTime":"2022-02-17T08:01:257",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"UpdateAnswer",

"awsRegion":"us-west-2",
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"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"Status":"Acknowledged",
"SelectedChoices":"***"
"ChoiceUpdates":"***",
"QuestionId":"priorities",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0",
"IsApplicable":true,
"LensAlias":"wellarchitected",
"Reason":"NONE",
"Notes'":"***"
},
"responseElements":{
"Answer" :'"x**"
"LensAlias":"wellarchitected",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0"
I
"requestID":"7baell53-26a8-4dc0-9307-68b17b107619",
"eventID":"8339c258-4ddd-48aa-ab21-3f82ce9d79cd",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"

AERH XIE HE H A

"version":"Q",
"id":"4054a34b-60a9-53c1-3146-cla384dbaslb",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:58:3472",
"region":"us-west-2",

"resources":[],
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"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principallId":"AROA4JUSXMN5ZR6S7LZNP:example-user",

"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam: :123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData":{},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

},

"eventTime":"2022-02-17T08:58:347",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"CreatelLensVersion",
"awsRegion":"us-west-2",
"sourceIPAddress":"10.246.162.39",

"userAgent":"aws-internal/3 aws-sdk-java/1.12.127

Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07

java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",

"requestParameters":{
"IsMajorVersion":true,
"LensVersion'":"***",
"ClientRequestToken":"03f46163-e95c-4455-8479-266373aa09c7",
"LensAlias":"***"

},

"responseElements":{
"LensArn":"arn:aws:wellarchitected:us-

west-2:123456789012:1ens/6261deecb9def44f9aecc938ca25d94e",

"LensVersion":"***"

.

"requestID":"167b7051-980d-42ee-9967-0b4b3163e948",

"eventID":"c7ef2b47-419d-45b7-8982-fbade9b558c7",
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"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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