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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://aws.amazon.com/lambda/
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b RIZE7F 230] LHE E|o] 28 Amazon CloudWatch Contributor InsightsE AF& 3604 7|04X} | O]
EIE EAIStE AlAY 2z & dde = [U&LICH O] ALIE[20MHE AZ-1ID,Instanceld &
Controller®t Z2 AHHEE JESIE CIO|HE EAIE = US ®Et otL|2t SuccessLatencylLt
HttpResponseCode®t 22 2 LHCIE EEL EAE = U&LICH

M

_aws": {
"Timestamp": 1634319245221,
"CloudwWatchMetrics": [

{
"Namespace": "workloadname/frontend",
"Metrics": [
{ "Name": "2xx", "Unit": "Count" 3},
{ "Name": "3xx", "Unit": "Count" 1},
{ "Name": "4xx", "Unit": "Count" 3},
{ "Name": "5xx", "Unit": "Count" 1},
{ "Name": "SuccesslLatency", "Unit": "Milliseconds" }
1,
"Dimensions": [
[ "Controller", "Action", "Region", "AZ-ID", "InstanceId"],
[ "Controller", "Action", "Region", "AZ-ID"],
[ "Controller", "Action", "Region"]
]
}
1,
"LogGroupName": "/loggroupname"
},
"CacheRefresh": false,
"Host": "usel-az2-name.example.com",
"Sourcelp": "34.230.82.196",
"Traceld": "|e3628548-42el64ee4d1379bF.",

"Path": "/home",
"OneBox": false,

"Controller": "Home",
"Action": "Index",
"Region": "us-east-1",

"AZ-ID": "usel-az2",
"InstanceId": "i-01ab0b7241214d494",

"LogGroupName": "/loggroupname",
"HttpResponseCode": 200,

"2xx": 1,

"Ixx": 0,

"4xx": 0,



https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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"S5xx": 0,
"SuccessLatency": 20
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https://en.wikipedia.org/wiki/List_of_HTTP_status_codes
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html

Iz os Az =3 1" 3| M Fofl Zx| & 2tst
Controller: Home Controller: Home Controller: Controller:
Action: Index Action: Index Action: List Action: List
AZ ID: usel-az1 AZ ID: use1-azl AZ ID: usel1-az1 AZ ID: use1-az1
Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Availability < 99.9%

y

az1-home-index-availability
ALARM(“home-index-consecutive”) OR ALARM(“products-list-consecutive”) OR
ALARM("home-index-m-out-of-n") ALARM(“products-list-m-out-of-n")
I I
2

az1-availability
ALARM(“az1-home-index-availability”) OR
ALARM("az1-products-list-availability")

usel-azl L} 7tdof| cist S8 28 =

ChS O 20 2ol X[ Alzhol CHef M RALE BE FZE 758 + U&LICH

Controller: Home Controller: Home Controller: Controller:

Action: Index Action: Index Action: List Action: List

AZ ID: usel-az1 AZ ID: usel-az1 AZ ID: usel-az1 AZ ID: usel-az1

Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Latency > 100ms Threshold: Latency > 100ms Threshold: Latency > 150ms Threshold: Latency > 150ms

y

az1-home-index-latency

ALARM("home-index-consecutive”) OR ALARM("products-list-consecutive") OR
ALARM("home-index-m-out-of-n") ALARM(“products-list-m-out-of-n")

ALARM("az1-home-index-latency”) OR
ALARM("az1-products-list-latency”)

usel-azl L} X|9d AlzZtof CHEt 28 ZE X

O dMof LIHX| ZZME 2|42 2ol azl-availability % azl-latency S8 BB &
AlEILICE ol2{8t 58 BE azl-availability % azl-latencyE YT ZEQ| EX 0
S48 718 S0l M 718 d0| GolE A2t ofst= =HOo{X|7HLt X[ AlZHo| B7tst=X| ¥E{ELICt.

B 718 dHo| 2T HUS LX| RotH st= S HXIst7| flsll M2IF HEEE IiE &
_'.:_ A&LICH canaryZ LHEH X|EoM YEE SEE ol2lel S G20l SEE += U&LICH 0
A 8tod M & EE= Z2H0|ME F0iM 718 G0|LE X[ Alzhol| O|Rl= S S &elstH ZE7h &

JijL] oll

S ddgict




= CHE 23 HE AEp ZE7t BASEES & 4 aLin
ol THE 7H8 FAof I:H?_F =8 27} ALARN AE0] 21 B9t 718 2ot =8 ATt ok 540l 2
S| 2QlIstof £HEILICH THH AL SHE 7+ YOIT sfLtol =3t Byt Al kg TR0

ol 7t Ltet U&LICH (usel-az2 & usel-az3, az2-latency, az2-availability, az3-latency
2l 3z3-availabilityOl= EF&stE Qs ORI 2 EAIZIX| o2 X[0d AlzZh 2 78 doi ChEt BE
7b UCHE Mg 7|5t AAIR).

az1-availability
ALARM("az1-home-index-availability”) OR ALARM(“az1-home-index-latency”) OR
ALARM("az1-products-list-availability") ALARM(“az1-products-list-latency”)

(ALARM("az1-availability”) OR ALARM("az1-latency”)) AND NOT
(ALARM("az2-availability”) OR ALARM(“az2-latency”)
OR
ALARM(“az3-availability”) OR ALARM(“az3-latency”))

CHU QIARA(EE MA 2R/ 22 H|8)= 78 M L X[ AlZh X[ZEof S g2 0|E =
U2, O|2 QIsH A 7t& FH0o| FEFS = JAH EO[X|E AXME= JFHX| 42 = USLICH
M7t El= B QIABAE XM7H{5tE W0l 7t8 PP MHSte REC H #MEDT S0 ]L|ct
EHAQ HE 0| YEtMo 2 2A| 2|AAE FZE|H, AWS Auto Scaling®t 22 MH[AZ CHA|
A7t aauich M QAEA L MME molct M2 CloudWatch ZE £ MA st 242 o3
5l X|8F Amazon EventBridge 5t =Amazon EC2 Auto Scaling & F7| £3 8 A3t &4

L|CH. &l CloudWatch Contributor Insights& AF& 304 7843 & |94 AlZH X|ZE0i| 7[0{5t

fnr ok my | ro
>~ < o>
[ul

=

2ol =8 mote = A&LICt
o & E0{, HTTP ¥ o E2|70|Mo| B ZF 718 FA0|M 5xx HTTP SE 2| & | 7|04kt E AIH 5t
= TEE Mg = UL 0|E Sl 0{F QUIABIATL 7187 X5t o] HelRIX| AHE = AU&L
Ch (Il Holgt 718 X|E QRO EX ofFof et Z™ME). EMF 21 X E AtE38toq
InstancelId®| 7|& AF&35}04 T—:""; MEgLICH 23 O3 HttpResponseCode ZEE 7|E2 =2
238 ZIERIELICH 0] 0= usel-azl 7+ ¥doi CHs F=IQILICtH

{

"AggregateOn": "Count",

Fol x[¥Holx| LK

ok

=r 0l 15


https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/cloud-watch-events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContributorInsights.html
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"Contribution": {
"Filters": [
{
"Match": "$.InstanceId",
"IsPresent": true

.
{
"Match": "$.HttpStatusCode",
"IsPresent": true
.
{
"Match": "$.HttpStatusCode",
"GreaterThan": 499
.
{
"Match": "$.HttpStatusCode",
"LessThan": 600
.
{
"Match": "$.AZ-ID",
"In": ["usel-azl"]
.
1,
"Keys": [
"$.InstanceId"
]

iy
"LogFormat": "JSON",
"LogGroupNames": [

"/loggroupname"

1,

"Schema": {
"Name": "CloudWatchLogRule",
"Version": 1

}

O|H8F 1&g 7|8t 2 CloudWatch ZE & MAMsr £+ Ql&LICH X|E 5 4l
UniqueContributors X|E7} L& E INSIGHT_RULE_METRIC &+& A& 35}04 Contributor
Insights 722 7|2 ZAEE MME = J&LICH 718 /Hol ChE 73! Qo= X|ed A|lZt e 2 F

9o Zr2 X|E0i CHEt CloudWatch B2 & AL&36t0{ F7} Contributor Insights #32 HM8E = QU
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/using-metric-math.html

&LICH oleiet BEE AEIE 718 S S S 2o &/ AL8sto B QIAEAT FHE &
d3totx| A5 & =+ UELICH usel-az10i CHEF QIMOIE #& X|EE OS2 2 =+ JU&LIH

INSIGHT_RULE_METRIC("5xx-errors-usel-az1", "UniqueContributors")

Ol X|E7F A2t (Ol tlAlo M= 2) ECt 2 I ZEE Holg &= U&LICH 5xx 82l 15 7|04Rt7}

i AHIZLE =0t m SFA*SPEIEH Ol & 7 ol 2| QIARA L{o|A J&fo| Ldstn UZS 2 Lt

Ete{L|Ct ol Z27t HImECH 22 ZIECH 2 2f2 A838tE OlR= L& 7I04xte| Ztol 0ol2t1 i M
BEI USRS oF7I fIgfeLct ol B AAEATL OIX|= F&0| ot'=E LIEHALICH 7Y
H eI Z2cof IAH o] dAHIZE ZHsHM K. LEHHQI X|E2 o] ZAHE 7H8 BN TIA| E|AA 2 5%
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Oldoz Bte = ALICH IS e 2420 5% 0|42 SES E&2 37|18 1edgd M SHM &

rot
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az1-availability
ALARM("az1-home-index-availability”) OR ALARM(“az1-home-index-latency”) OR
ALARM("az1-products-list-availability") ALARM(“az1-products-list-latency”)

(ALARM(“az1-availability”) OR ALARM(“az1-latency”)) AND NOT
(ALARM("az2-availability”) OR ALARM("az2-latency”)

OR INSIGHT_RULE_METRIC(“5xx-errors-use1-az1",
ALARM("az3-availability”) OR ALARM("az3-latency”)) “UniqueContributors”) >=2
A\Vav
v
A¥aVal
— 0 Gurmrmrm oo —e = - ALARM(“use1-az1-impact”) AND
ALARM(“not-single-instance-use1-az1")
SNS topic
T AZ QS motsty| QI AhNE B8 BE BX

2|8 5§ 42 usel-azl-isolated-impact= X A2 E= 718 Ho 2 QIFt Az|E 718 ¥
He2 LIEHHE 28 & usel-azl-aggregate-alarm?} ALARM & Ef0] Q1 S 718 ¥

not-single-instance-usel-az10i CiE 7|04X} QIALO|E T &loi| 7|EkEF ZE Tt ALARM &FEHO]|
A2 M EMSHELICHE, Q0| B QIAEA o|40l2t= 2|0l). HIARET AI85tE 2 718 ¥
oil CHaH O] BE AEHE AMAIBHL|CE.
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https://en.wikipedia.org/wiki/Chi-squared_test
https://dataprocessing.aixcape.org/DataPreprocessing/DataCleaning/OutlierDetection/index.html
https://en.wikipedia.org/wiki/Statistical_significance
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Iz os Az =3 1" 3| M Fofl Zx| & 2tst
Controller: Home Controller: Home Controller: Home Controller: Home
Action: Index Action: Index Action: Index Action: Index
AZ ID: usel-az1 AZ ID: use1-azl AZ ID: usel1-az1 AZ ID: use1-az1
Evaluation Periods: 3 Evaluation Periods: 5 Evaluation Periods: 3 Evaluation Periods: 5
Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3 Datapoints to Alarm: 3
Threshold: Availability < 99.9% Threshold: Availability < 99.9% Threshold: Chi-squared true Threshold: Chi-squared true

I I
v

az1-home-index-availability
ALARM("home-index-consecutive”) OR
ALARM("home-index-m-out-of-n") OR
ALARM("“home-index-chi-squared-consecutive”) OR
ALARM(“home-index-chi-squared-m-out-of-n")
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7t 2Bt AlAEQILICH B 7H8 ¥ £40| 72 2|AATF £8 718 IPof| F¥E Olxl= 82
NG Elarof AMASIE ZE 718 ol d&2 0|E = U&LICH 0|2 el 2E 7HE FFof M
7t8M UAZIOl ZoE = USH, Ol K | M2 WA CEE= JEo| HAU IS I 2ol ¥
StH AESHR| 2 = UELICH 8 2 718 B0l fAFe 27 20| LIENE = /J&LICH &, o4
X 2Mo2r EME YAHSHX| RE = J&LICH &, O AlLI2[2E FAEe 2 ' X|ste{H F7| 2

SBIEIS BlAATH R AEfol ChE XIEE 448 THSAO| £ X2 7HS B0l SO} W AsHe B
o BlAAT} ST XIEE MT oK R £ ABLICH O] AlLIEIQ0AE B2t Satols Aelvt A
QIX| g 4 QTS B E BHE VAL AElo|=Hof BrLICH Ol0| BLIERS T BEE Y 5L KIE
7h s He TEE COIEE Mo MASTE HEE THY £ UaLich olTH 5 BlaaTt

|, Olloll Al S U Aol nIl 5 moHe] ZEE o

it BlAA HEHE LEILE U8 XIEoME g850| 12 m 2t0] 02! o5 ZRIEE HAE &
AUELICH Hol2 Ql5H 2lAAQ0| &5 A80| 87ts3tCtH ol28t ZF 2| x|Eol= +2E Clo|E
HIZ YAS AT = gisLIch E38F Zhol 4 UAHIZE Lol ls SRl AILE[27 I8 = e
D2 ghol| 00|2tT SHM ZEE S2le X2 Ex| &2 RJYLIct o33t Ko M E EXIste 7tE
Z2 UHES BAATL 0| BEMHS AI85t0{ A& X|EE AI8SHE RYULICt 0| B2 S8 BEE



https://aws.amazon.com/elasticache/redis/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
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Resource: Primary database Resource: Primary database Resource: Primary database
AZID: usel-az1 AZ ID: use1-az2 AZ ID: use1-az3 _
Threshold: Failed transactions Threshold: Failed transactions Threshold: Failed transactions
> 1% > 1% > 1%

(ALARM("az1-db-availability”) AND ALARM("az2-db-availability”))
OR

(ALARM("az1-db-availability”) AND ALARM("az3-db-availability”))
OR

(ALARM("az2-db-availability”) AND ALARM(“az3-db-availability"))

(ALARM("primary-database-availability”) OR
ALARM(“primary-database-latency"”))

(ALARM("az1-db-latency”) AND ALARM("az2-db-latency”))
OR

(ALARM("“az1-db-latency”) AND ALARM(“az3-db-latency"))
OR

(ALARM("“az2-db-latency”) AND ALARM(“az3-db-latency"))

Resource: Primary database
AZ ID: usel1-az1
Threshold: P99 transaction
latency > 75ms

Resource: Primary database
AZ ID: use1-az2
Threshold: P99 transaction
latency > 75ms
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Resource: Primary database
AZ ID: use1-az3
Threshold: P99 transaction
latency > 75ms
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/autoscaling/application/userguide/what-is-application-auto-scaling.html
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/batch/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/blogs/architecture/improving-performance-and-reducing-cost-using-availability-zone-affinity/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html#cross_zone_console_disable
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/how-elastic-load-balancing-works.html#cross-zone-load-balancing
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_RebootDBInstance.html
https://docs.aws.amazon.com/AmazonRDS/latest/APIReference/API_FailoverDBCluster.html
https://aws.amazon.com/cloud-map/
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.Endpoints.html#Aurora.Endpoints.Reader
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.Endpoints.html#Aurora.Endpoints.Reader
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Aurora.Overview.Endpoints.html#Aurora.Endpoints.Custom
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https://aws.amazon.com/about-aws/whats-new/2020/10/aws-cloud-map-simplifies-service-discovery-optional-parameters/
https://aws.amazon.com/about-aws/whats-new/2020/10/aws-cloud-map-simplifies-service-discovery-optional-parameters/
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-types.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-values.html#health-checks-creating-values-calculated
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-values.html#health-checks-creating-values-calculated
https://docs.aws.amazon.com/sns/latest/dg/sns-message-delivery-retries.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-delivery-retries.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api-data-from-backend.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-websocket-api.html

Kl
il
o
of
>
N
i
rio
::é
rm
Tob
1=
02
2
oy
A
=)
ro
\_gﬂ

Supported Resource
Types

-

Application Load
Balancer

{

.

Py “AZ" : "use-az1",
o (\"\@ “Action” : "EVACUATE", 8
U “ResourceType” : “ALB"

Big Red Button }
AWS Lambda  pitomation ~ AWS Systems Manager Operator

ECS Service

T

=

Auto Scaling group

Lambda function Amazon DynamoDB

B i if

78 A MHE <l ZHEE 82! YololE
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3. B|AAS HESIT FA40| YO o|EE|o] A=l MEYIo| M7HEL|CH.
2= DynamoDB E{|0|20] 7|§E/LIC} 7} ¥ ID= TtE|M 7|2 XMHEE[1 2]
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.PrimaryKey
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.CoreComponents.html#HowItWorks.CoreComponents.SecondaryIndexes
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i Supported Resource

&
¢

{
“AZ" : “use-az1”,
“Action” : "RECOVER",

Application Load
Balancer

“

“ResourceType" : "ALB"
}

Operator

N

Big Red Button
AWS Lambda Automation AWS Systems Manager

ECS Service

T

-

1
Auto Scaling group

{
“AZ"
“Action” : "RECOVER”",

&

Amazon DynamoDB

“ResourceType" : "ALB"
}

Lambda function

. = &1

-_—

. GSIE #2lstod XIYE 7H8 PA(EE 7H8 SHO| XYL x| 2 B ZE 718 SH)olM XIH
E 9340| Zt glAA ChEl MHE MEYES JIK4SL|C]
40

2. DynamoDB FZ|0l| A &2 ZF 2|AAE Y50 M HESRT FHE 7HXMAAIL.
3. #x UEYT Ao MEYE DynamoDB #H 2|0l AME Meuin ZAggh|ct.
4. BlAAO HERT THE M MHEY MEZ UO|0|ESHAAIL.
5 YUCo|E7 ¥3XMoZ 2t2El ¥ DynamoDB E|O|20|AM Bl ZEE A|7{ErLC}.
O UutstEl IR We S gtE 718 YU 29| 2l E 2tde Walstn M 70| T 718 LYo
HiZE|l= A2 L XRIFLICH CHE2 048] AMH|A0 A O] 2 S st W ol of| AlILICH
+ Lambda — & 2| VPC T UOI|O|Estod X|HE 7t8 FAoM MEL S F|7HELICH
=]

« QE AFUZ — ASG MM MEUIE H7{5to LIHX| 78 ¥ o| sliiE &S CHxIErLIC
« Amazon ECS — ECS AH|A VPC A€ H|0|Edto MEY

A
« Amazon EKS — G&2 2= 718 gYo| - =of EQIEE XME35t0 7|& ZEE AMHstn FIt =
E7F S E|R| t =5 EHLCH

2 AN 7{&L|ct.

IC}. o & S04, Amazon ECSE C|0|E & MH|AQ| HY

Zt MHlA&= 78 HOlo|Eof Ch2AH EFS L
X 78S mel M Ao EY HIE e SF/OB HEE E[HELICH

e

EE Zd2-~o{A! cH| 45


https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-add-availability-zone.html#as-remove-az-console
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service.html
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-service.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health.html
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AWS .NET SDK(JavaScriptet Z& CHE SD

KEZ M&3t7HLE EC2 RQIAE A (Amazon ECS &
Amazon EKS Z ol M A|lARIE ™A= B2

=
= s
2 9o IDE FM 7txig 4 ULt

=~

« AWS .NET SDK

Amazon.Util.EC2InstanceMetadata.GetData(”/placement/availability-zone-id”)

. EC2 QIAEA HIEH|O|E] MH|A

curl http://169.254.169.254/latest/meta-data/placement/availability-zone-id

Lambda %! Fargate®t Z2 CIE

BHZ ol M 7t ¥ 0|22 ZAM
Oi &S 3otof BfLct 7t8 &

=
0

Jq O|§ 2 AMEr Chs 718 S IDoi| CHEt
&S AtEstod 21 20| 718 S IDE &E + U&LICH

aws ec2 describe-availability-zones --zone-names $AZ --output json
--query ‘AvailabilityZones[@].ZoneId’

=2 37| {8t Ch3 0l A= basholl A AWS CLI & jq THZ|X|E At
&35to{ Bt X

o| oi|A|0f M AFR S 712 Qod 0|22 &
ALt HF2E0| M8Es Z2 a2 Q0|2 Batsof B LICH

* Amazon ECS - 3AE7} QIARA MEHH OB AMH|A(IMDS)E AtEHeh B9 Z4E| 0| HIEHH| Ol
oS Ol A8 E = U&LICH

AZ=$(cat $ECS_CONTAINER_METADATA_FILE | jq --raw-output
.AvailabilityZone)

* Fargate(E3& HT 1.4 0|%))

AZ=$(curl $ECS_CONTAINER_METADATA_URI_V&4/task | jq --raw-output
.AvailabilityZone)

+ Lambda — 7+8 Q2 #40f By

- = —'=
=7 sl2dH QYA IP FTAE Hetst

—

EL|X| gt&LICH Hog{™ B EHAE =8l ok gfLCt o
= O|H! API H[O|ES|O| REST QIEZQIEE F 55
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https://stedolan.github.io/jq/

nZ ohE AZ S oiE 3| Fof ZHx|

OF BLICF. OlZI7H| 5HE4 B0 M AL B0 EF21a] LT QIE{H|O| A0 BTHEl AL IP7H Al

ElLct.

« Lambda GetFunction APIE 2lTHXo =2 S &E5l0{ 2|V

« APl HO|EQ|O0| MHIAE EHXO R S &S0 &2l IPE 7HX{SLICH
= 3 a

« IP X VPCIDE AE35t0{ (d4E HES

VPC_ID=$(aws lambda get-function --function-name $ AWS_LAMBDA_FUNCTION_NAME --
region $AWS_REGION --output json --query ‘Configuration.VpcConfig.VpcId’)

MY_IP=$(curl http://whats-my-private-ip.internal)
AZ=$(aws ec2 describe-network-interfaces --filters Name=private-ip-address,Values=

$MY_IP Name=vpc-id,Values=$VPC_ID --region $AWS_REGION --output json -query
‘NetworkInterfaces[@].AvailabilityZone’)
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x| Amazon EventBridge2| 04| &l O|HIE 0l o|&f 12 0tCH Lambda &8 ZHHMo 2 S EELICH
OlHIE ZRIX = O3 CIOIEE FgELIC

{
"timestamp": "2023-03-15T15:26:37.527Z",
"namespace": "multi-az/frontend",
"metricName": "5xx",
"dimensions": [
{ "Name": "Region", "Value": "us-east-1" 3},
{ "Name": "Controller", "Value": "Home" },
{ "Name": "Action", "Value": "Index" }
1,
"period": 60,
"stat": "Sum",
"unit": "Count",
"chiSquareMetricName": "multi-az/chi-squared",
"azs": [ "usel-az2", "usel-az4", "usel-az6" ]
}
O| HIO|E{= XA Et CloudWatch X|E(04: HILAH O|A, X|E O|F, AH)E AMst= Ol ERE 3
& HIOIEE x|Het OtE Z 718 gJof cHet 7ol A& ZHHE 71IAI;P= ol AH&ELICt Lambda
gt4=0| AE & Python 3.98 AL85104 CHS T ZH0| EAIELICH 49 +F0lM o|F 127 x|IHE

CloudWatch X %|2 £ & st1, s O|o|E{ol CHal 70| ME ElAEE A CHS, X|HE 2 7t
dodol CHEt ElAE ZDTbof CHEF CloudWatch SHE%|E M AR LICH.

import os

import boto3

import datetime

import copy

import json

from datetime import timedelta

from scipy.stats import chisquare

from aws_embedded_metrics import metric_scope
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cw_client = boto3.client("cloudwatch", os.environ.get("AWS_REGION", "us-east-1"))

@metric_scope

def

def

handler(event, context, metrics):
metrics.set_property("Event", json.loads(json.dumps(event, default = str)))
time = datetime.datetime.strptime(event["timestamp"], "%Y-%m-%dT%H:%M:%S.%fZ")

# Round down to the previous minute
end: datetime = roundTime(time)

# Subtract a minute for the start
start: datetime = end - timedelta(minutes = 1)

# Get all the metrics that match the query
results = get_all_metrics(event, start, end, metrics)
metrics.set_property("MetricCounts", results)

# Calculate the chi squared result

chi_sq_result = chisquare(list(results.values()))

expected = sum(list(results.values())) / len(results.values())
metrics.set_property("ChiSquaredResult", chi_sq_result)

# Put the chi square metrics into CloudWatch
put_all_metrics(event, results, chi_sq_result[1l], expected, start, metrics)

get_all_metrics(detail: dict, start: datetime, end: datetime, metrics):

Gets all of the error metrics for each AZ specified
metric_query = {

"MetricDataQueries": [

1,

"StartTime": start,

"EndTime": end

for az in detail["azs"]:

dim = copy.deepcopy(detail["dimensions"])
dim.append({"Name": "AZ-ID", "Value": az})

query = {
IIIdII: az.]:el:)]-a(:e(ll_ll’ II_II)’
"MetricStat": {
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"Metric": {
"Namespace": detail["namespace"],
"MetricName": detail["metricName"],
"Dimensions": dim
},
"Period": int(detail["period"]),
"Stat": detail["stat"],
"Unit": detail["unit"]
},
"Label": az,
"ReturnData": True

metric_query["MetricDataQueries"].append(query)

metrics.set_property("GetMetricRequest", json.loads(json.dumps(metric_query,
default=str)))

next_token: str = None

results = {}

while True:
if next_token is not None:
metric_query["NextToken"] = next_token

data = cw_client.get_metric_data(**metric_query)

if next_token is not None:
metrics.set_property("GetMetricResult::" + next_token,
json.loads(json.dumps(data, default = str)))
else:
metrics.set_property("GetMetricResult", json.loads(json.dumps(data, default
= str)))

for item in data["MetricDataResults"]:
key = item["Id"].replace("_", "-")
if key not in results:
results[key] = 0

results[key] += sum(item["Values"])

if "NextToken" in data:
next_token = data["NextToken"]

if next_token is None:
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break

return results

def put_all_metrics(detail: dict, results: dict, chi_sq_value: float, expected: float,
timestamp: datetime, metrics):

Adds the chi squared metric for all AZs to CloudWatch
farthest_from_expected = None
if len(results) > 0:
keys = list(results.keys())
farthest_from_expected = keys[0]

for key in keys:
if abs(results[key] - expected) > abs(results[farthest_from_expected] -
expected):
farthest_from_expected = key

metric_query = {
"Namespace": detail['"namespace"],
"MetricData": []

for az in detail["azs"]:
dim = copy.deepcopy(detail["dimensions"])
dim.append({"Name": "AZ-ID", "Value": az})

query = {
"MetricName": detail["chiSquareMetricName"],
"Dimensions": dim,
"Timestamp": timestamp,

}

if chi_sq_value <= 0.05 and az == farthest_from_expected:
query["Value"] = 1

else:

query["Value"] = 0

metric_query["MetricData"].append(query)

metrics.set_property("PutMetricRequest", json.loads(json.dumps(metric_query,
default = str)))
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cw_client.put_metric_data(**metric_query)

def roundTime(dt=None, roundTo=60):
"""Round a datetime object to any time
dt : datetime.datetime object, default
roundTo : Closest number of seconds to round to, default 1 minute.

if dt

lapse in seconds
now.

None : dt = datetime.datetime.now()

seconds = (dt.replace(tzinfo=None) - dt.min).seconds

rounding = (seconds+roundTo/2) // roundTo * roundTo

return dt + datetime.timedelta(@, rounding-seconds,-dt.microsecond)

(<)
=
—=

INE:

OHCHE AZEE ZEE e = gLt Oh2 oldl= zIciziol 12 4% 1& HIo|H 24 3740
CHEH usel-az2 5ot FEE Ho{ELICH (12 710/ MZ AHE Sl LREL SAM2 = folft
)-

A7 &g mw A==

"Type": "AWS::CloudWatch::Alarm",

"Properties": {
"AlarmName":

"OKActions":

"AlarmActions":
"InsufficientDataActions":

"usel-az2-chi-squared",
"ActionsEnabled":

true,
[1,

L1,
L1,

"MetricName": "multi-az/chi-squared",
"Namespace": "multi-az/frontend",
"Statistic": "Maximum",
"Dimensions": [
{
"Name": "AZ-ID",
"Value": "usel-az2"
.
{
"Name": "Action",
"Value": "Index"
.
{
"Name": "Region",
"Value": "us-east-1"
.
{
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"Name": "Controller",
"Value": "Home"
}
1,
"Period": 60,
"EvaluationPeriods": 3,
"DatapointsToAlarm": 3,
"Threshold": 1,
"ComparisonOperator": "GreaterThanOrEqualToThreshold",
"TreatMissingData": "missing"
}
}
m-of-n ZEE UHED 0| F ZEE S8 BEQ AEe =L JU&LICH E&t 24 718 Yol = HE
E/HM xE E= 00|22 MH|A0]| CHH S Let BEE MsoF &LICH OIX[YH2 2, o4 x| ZX|
E ME8 Tol ZX|oMet 2ol Zt HEEDY/AY Zefof CHet 718 HH ZBEof 70| M= 5& 3
HE F7HE = &L
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