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s = Number of spares

a = Availability of subcomponent
f = Number of failure modes
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Effect of Sparing on Availability and Downtime
A module with 99% availability: 1 — (1 — .99)(s + 1)
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7h841h 1 ol4h AWS B4 A|AEI0| S pl2do] CHE o3 & i AWS S
AELICH &, 10X O|LHO| Y S Z K|St HIHY ZAEZO| ERE MEE SHE + A&LICH O]

F2 MTTR2 10| HX|ZlE FAl 23t E|2 2 MTTDRE ALA S SYFFLICH

O|Zdo| HIZ 178 e X|&HQ 7184 a2y @6t nkt st ZdQluicth nzho| ghast 5t

Q ANARS A&5t B RIGto] DEO| &MEt 2oz EAIGD, EBE MES SHETD, el S=E
e AARCE ECHEE MESHOZM TR0 IH S AM&EH 3|5t DA gLt

Holl felstMl2. MSE oM 2= WM el #Ql0| S&HJ0ILt ZEZE H
= A

= 2] &

T(ZE AE EOI0jZtIE B QIAEIAC CHAR 22 MEH EE B U =2
=X

il

=

== = O =
HOISHMR. 0127 8t YAZ =0l WEHES DIxlE YAIM QF7H walists S0t ¢

X
QA BAetE WE YX|E + U&LICH

03
m

d0 I 4

A i o2 om
N

0 ©
2
4o
Of
FO
o
r
o
02
ot
[o][] mlo
ne

IR0z
oo rr 4y

41 0% > 4o
E:_ﬂl
o 0> ©

zO0

oo g o > lo
i
ne
n
> 9 1r oM
o oy
d
N
iy
N

Jr o
el
M
]
4o
om
9'|_-
N
4o
:|°|—_'
>
N
Hu
Ral
19
LOL
[l
o
el
d
30

20 1r r2 rr K
2
:uol—_'
oQl

o
)
o
-
r

il
9'|_|
u
o N
2
o
0x
(=}

et F7t 2771 2 =5 A&LICH ALBE 7(HIe 2 &= EC2 QIAH
M E AtE35t04 Bt AZo| QIAEIATI 2 HEf &0l2 SOFXIE Ae[E AZ &
AZ0| /= CllO|EH|O|A0f| @1ASH K| ROt 7HHa E7l&Lct 0| 39 2 Wi
ARA Ol MH|ATF BSEEX|E t&LICH 2 S Mo A AZE M 75t Lt
Qlof A5t == sted™ CHE xS HIZ{LEO| EELCt ol J& Hel7t AZ2I
ot ZEtELCH 22 WHME AI8SHX| e QI3 RE0| F 5 AZo| 2|4 AT}
ST StHLE AZOIM 8F 2 &S| M7HstE FAFSH &Edo| ZFhLict.

o
|0 Tl

ro _>'~_ ﬂ||0
Jo 2t 0l o
9'|_|
rr
S
gl
o [

0

r

2K

I ja 1> o> HU mm 03
m

%)
1l
ol
on
~ e
I

r

o M
>
N
0
m
S0

M ro
10

bgl
ol
-
-
-

2
mu rir
!
I
2|_|
]

4

11
|0
u
o
ﬁ_
Q

ob
do

2] 0|5 & ASEY £ ol Bk JUELICH o|E S01 7= REAol M
= O

E{H O] AN E
ol

1>

> [N rin
x
Jm
mt -
£Q
rr
N
rc
o
o

=
%
n
ofA

> Mr 1

L

LT
Wi
>
1L
N
1m
o

jo MHE
kO
Q'I_l
Kl

I r © w o
N
ofn
oM [ru
bel
)

4 12
30
N
=]
M0
2

>
Y
o2
15|
Hu
x>
|>
=3
o

ne
b
ro
oA
ok

%
H
2
[0
1A
0o
Mok
4>
0
rir
Jo
[
HU
I
rr
ul
oM
o
2
0z
2
A
>
pal
ol
l?ﬂ
i
Pl

0
9'|_|
hvd
kI
0z
mjo

= 0
_|
pu)
flio
m
I
ot
1
0
o>
r
o
>
3
Q
N
o
>
w

EE = Amazon DynamoDB 2
|SE M3gfLICH E2F CAP
AE] KE SHR AlARIof CHER

F
P78 dE MEiSiHEt 2 F Qs
C

ML
A
|0
u
¢}
i)
in
!
pal
I
Ofm |0
g|='

on

9,'1

|0

HU

o =l K
ﬂ

T T
N
m-

o Ir rir rlo

>
>—

o
m Y ox
0 i rjo
g
I oo Oy

o kI ©
N
0 0X |
H
I
> Mo
>..

0l0
Q'I_l
rir
»
o
rE oy

o
==

mo go M

00 mY¥ oX Hu Ho n
nE
] m I
i

I
Mr &= e Jm

OH o
m =
jn|
o
rr

k1
oz
fjo
40
on
g'l_l
rir

A
o

([
oL
E
°
rC

1% 23 8= Y


https://aws.amazon.com/builders-library/implementing-health-checks/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://aws.amazon.com/dynamodb/global-tables/

7tE41 1 old: AWS B4F AJARIO| S3{0f CHEF ofsH & THM AWS Hi X

S JbR| ©ES AB Sl IF 95| BHRES THE £ UALICH X WA ML DFO| LM 59
Alagiol M| 518 Malg 4+ s SE# 2l4AE A0 T2 H|Kstod B oHEAlg T8is
= Z49lLICh Ol BFY EC2 QIABIAY 4 E /T HA| AZ 82U 4 U&LICH T 2 Al Af 2
AAE Z2HIKGSEAT 8% MTTRO| B7h8tm 87 Z2 o HEE Sl S440| F7HELICH
SHXIBH %7} HIS O] WAyBHLICH

S VIR TSRS BONTL WAYS 59| AIARIO| YR EFHTIS CHE 519 AAHOZ BT e 8
Yozt HMEl¥ 4 Qs 21 EiZ0| FE P5HE MAsHE ZULICH 0| A5 M3t 7Izt Setols
M EIAAE S3stod TFO| WA S CHME £ &LICH 0] M2 WAI2 MTTRO| Cf 21 2
EE E8|Q10] CHEt S5 4S MAIsHRIB Cf7| ABlo] 8ol B2 HISO| of M7 LT

S5 50i O|E 2t3tst= £ CHE UM W2 /I 2 E oo et Y dHEZ EE2l= X
ULICH =2 HBSZ Qla 0| dHRE = Us B ol HE AF S Eflste Kol olx el
2 S0t = Ue B 7Hx| L CH

CHE B0l YAMRl d&ez Qo nFo| dHsls +~ UM, 0l 32 FIZEE CHA| AlE5}0d
TS 2rate + UELICH Ol F BRE EF dnE7l&aLit

HIZ S0 MTTD & MTTRE Z|ASste{ AT RISSH7F 2AQULICH HIZE Z2EMAME @8
2 87, X|d A2t B7F EE= o4 2t MSHR| St =X XIS 2 /I T E2EEE FA|SHOF & L|CH.
O|qEF 2X|7} elAIE | U = 2 MAE SCHsHofF gL Ct.

o
o
|>
=
|
i
W
W
L]
=
I
M
o
=
H
o
my!
rlo
oy L
0
ro
=
H
2
1
o
30
o>
r
ful
o
In
N
N
> o
X
0%
it

Ani
>
i
u
ri
oY
|0
Hu
2
rie
o
N
r
1>
Ol

CloudFormation2 AE MA Ol AMH|0|E ZQo| UEZE XI5 E8SI= 7|
% o l=a

s=
CodeDeploy 5T 0t&H7HX|QILICE CodeDeploy= &% /12 & 23 HHE T X[ELICH

2§85t MTTRE Z|43t5te{™ 0l2{8t MH|A
il EMR. Ol2{E MHIAE M8E + Qs

o

P
i AWS Step Functions #5292 saga IE S F#sts WS Do 2ML.

oy M

| M HE - R E 7F

MAISHE TEAE M oda 7hR| T2 WAlo & 71 &tedel
+ 2 S o JbR| RHAIE MT WAL 220 AR

A&LICH od7[oll= 7 7] &Y
b 2

|
g2 MY ABE MMAEIHR] CHEELICH OHS
CHEFAMQI AlZhE 29oFsh ELICH® E2f 2 &I0|& LIEILHH H&fstX|= & 3)

Hd 20| FelE dElZ Eot7t7| 22


https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/deployment-strategies.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-rollback-triggers.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html#deployments-rollback-and-redeploy-automatic-rollbacks
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html#deployments-rollback-and-redeploy-automatic-rollbacks
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/implement-the-serverless-saga-pattern-by-using-aws-step-functions.html

7t8dnt 3 ofd: Aws BN AlAE o] S24=of CHEF ofa & 7HM AWS HH A

goli £F HAUE of & MTTR

M7ty M AlE 2T 158

AXZEQfof HHHE 1082

MEH ZHEE 58

TE[O|L R AR == M- 2%

M MHEIA &+ HH 58 100ms

L2 MA CHA| Al 10ms

ABIE CHAl Al (OEEES
EE HES EH Hefol L MHE|A B (0d: AWS Lambda)E A E [ MTTR| & 7tX| 2HEt
O|F0] J&LICH MTTRE 7t AMAES MAIESHHLE M 7ty AIA”RE AlEshe 220 3 Y o B
SUCH X2 2 ZER 0] 2E5E Soll BoHE Alste AT REELICL HL ZENALE ABE
of 1Es ZHY = = 32 88 LEE S5t X0l WH|O|LL MHHE CHAl AlEst= REC
M i S LT

N
M
EL

LRl =7 M2 HAZ 1/MAIE, 2/MF S, 3/0|0]| K| R 24 &/RHHH 2, 4/HtHT* | MR E] &
= A&LICH st MR BAZ o7t eitMo=z nEE 226t [ol A S L
(23 Z|CH 3~4E8 42). et AR A & SEE 71 W= 23tsted™ g2 @26 Cha

BHOPIRCM EF T2 MNAE 74510 YTAZ2E0] S HHEHSHMIL.

o

FIEk 7|22 x| § $8| Z2MAC YLQLICH 0] 7Izhe AR £oU0| RREIUEX| BHEFeHs
712 ILICt o] Z2 M A0lE 2 HEl, 3 AEh XIE HE = 2H SHS 98 BAE 23900
ZeE 4 YBLICh 03 BE S0l Algto] BRSDE 03 KIS A&l MElsts 7
9 B=2 BHEE MTTRE Z0lE Gl T80/ 2 £ YaLich



https://aws.amazon.com/lambda/

AWS Hi A

LICH o & E0{

F

=

S

o OF

o

SH

i 7HK| EAE =

o

o= 0|8 9

H
—

HZ oded EHAHIE

<]

|2 EE CIA| A|E

(=Ne)
I:C|>H:l’=-llt T

LIRS

Xt
(=]

P

etok & o A&LICH ol

7

14

Ol 0| B2 =A7t

BRHOi| A |

0j0
o
ol
Ir
it}

i[N
o

0

1

SEIRNEIERS

t7AHLE 2

IS

s

CHAHE

I.

S
[l

MTBF &7}

A~ZEQ|o{et O|§ Mst=

=
[

MTBFE =cle ZYL|Cct o]

J4

ol
20

[=]

B

LIch EIAENM ZE M

F

=

S

ol=

He Amazon CodeGuru Reviewer Z 2 £EF

=

F

z
2|7

L|C} st AZEQo{E T2 HMo|| HiE 57| Fof
, =2

LICt &
HAE

F

=
=

P A|AE MTBF &7}

—
=
(=)

Ol AF2E AWS MH|IA 2
A

=
=

oM

P~

O4

o
ol

._._.
[u]

I
M

%0 W oF

o
wr

ol

ol

N

i
03

oF
ol

1o}
-
10

oju

2 H7|H HAERLICH 724 AX|L|o{E =277

el
=

i |

dH}
[=)

l

J

ol

(=}
=

FZ7| Mol &

5]

7 A

HFAH
=

oM & 0|

I_|- 79

Mz
2 724 2x|L[o]

c|

|

EQS

2| AlSA
© =0

b, o ZH

C

A8E & &L

|
i
0%

<+

il

ot

[N

KK
i

AWS Fault Injection Simulator

—

1

o| &

ol
H

1

Se ms 9aEcol HENE 50

A
S

Mot

F

=]
=

E{7}

ILIcH O sdolzh et Z &L

10| HBIE|H I Z2E0| 1

MAZ, ERZM HE
—

|

HZH A

ULt

24

ok
ar

. 72l SAlof| £

!


https://aws.amazon.com/codeguru/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html
https://aws.amazon.com/fis/

7tE81t 1 0|4 AWS 24k A|ARIo| Spd2doi| CHEH OfaH 2 7HA AWS HH A
Xl 2o T 2l X|E7h Qi MAIEE S5 5101, QHEE EE V|Et THOE QI YA T
32 I2E 4 UALICH EATMO| HSQ B2 £AS 90| oz M HAITE 4+ 2aLict

-1

]

0 of

StO|MEH 7} LiZed st=fo] ol DXl &S 1edetChH, sto|MH 7 78 ot AlAE
1 F5 ot AlAHE E5Fof LIEEHE S E2 IS5 M7 W20l 3H AEstK| ootz & 2L (Jim
Gray, “AfE{7 HFE = 0[R2t ool Cst & = U= £X[, 1985 63, BiEH 7| 210 A 85.7. &

Z) B& AAEOM 2Bl AZE0{E AHEst0 SYUE AN E EEst At gfLCH

iy -

SOV MY S EE|H AZEQo{7H X HXlstn AMulistod CHA| A|=st=
A EELCh ols Hoj Z=aefdnt 3, S7F A1t A £340| A5 Sl S IELIct £ =
2 Ct

NMaAsE Ael|H CHE T 2A

n

>

>
A
rH
>

EEANTES SAME S e Al dE O Z2HAE E3xoz
DA L ZEMAT MG AZEo{7t “ZE2AMA U2 AFR510{ EHed2 RHA|Z 5 oF B L|CtH
HMEZZNAT AINE ZENAE HE = UELICH HIREO| Q-GN FAYE |XIStE{H 2
A2 ACID EHMMO 2 X{2|5l oF &Lt
Ol 5t ERMMME SEH5tD HE LIS E5t0 HIEE HEIE &4 AIF|X| o1 Z2AMA
7¢ ATiE = AU&LCt ol A 5tH 57 Z2MAT HA 50| =QlE AEfoiM ERMME AT
ot oMoz RAIEE = J&LICH O|FH stH AZE 047t sto|™MH 1ol CHE LI EHE &
X = AsLIc

StX|2H HOo{HOE WX|Stle AZEQ0{E BtEE WS SEE MotMe o Ut o{EH £ZFo| 5=
Moz E SHIE ANE U2 £ 9lcoz Q327 Z2HMof £047t7| Mo o|z48F Agt2 3ol
M743t oF & LICH (Jim Gray, “ZHFE{7} & Oloil CH3H F[& = U= ZTX[”, 19851 62, EiH
71 E1M 85.7. &X)

MTBFE =2l
2[E AF835to
o3t 7w
OlE

o4
o
5tod 1

rir
=]
Ral
=}
0x
It
ro
!
02!
[o)
Hu
ro
@
02
o3
oE
4o
i
% A
o
rir
=
e
-
n
H
> [N
LOE
i
o O
o
02!
2
N

i
>
al

AL 1© o
o -2

mo |0
s
i}

ol& 01, A T & z[CH 5% 0 sHE 5t= ME|AE NI st= KITEETH Xpolo| @l et oHof 0
o ol ZAE|o|L{ol T ZHE Hix|EF BLE A4 T{EZ&LICH o248 Zof ZIE|o|d & stLtolMd 23
9| 10%01| Ciall 22t0IAHE X|BH AlZHE Z1tstod R[4 AlZHO| B7t5t= O[HIE 7L & MFtL(Ct. O] O]
HIE 7|7t S0 95%2] T ZHO| MH|AE 100% Ol = UUPESLICH LIHE| 5%2| A MHIAE
90% OI2E + U= W22 LtElG&LICH [MEHM 100%2] TH0H &2l 10%7t Aust= CHal

1 - (5% of customersx10% of their requests) = 99.5%2| 7} 40| 2 ELICHZAT X2 Z 90%2| 7}

Mol E&HE).

24 AJAE MTBF &7¢ 25


https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://www.hpl.hp.com/techreports/tandem/TR-85.7.pdf
https://www.hpl.hp.com/techreports/tandem/TR-85.7.pdf
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://www.youtube.com/watch?v=swQbA4zub20
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding

7t8dnt 3 ofd: Aws BN AlAE o] S24=of CHEF ofa & 7HM AWS HH A

1
T D= MA| DEAES E0{ Qe HZE 0|1 YIZS 9| MTBFE S 7FA|ZILCE.

£ X Hw G2 Zoll HE[E MA8ste JWLICH B2 AWS MH|ATHAZ
%, et AZollM n&o| dUsHe CHE AZ2| MH|A0E SEE FX| 8t&

0424 AZOIM S E EC2 QIAEAE A5 512 Al

AE 7l2AM0| EAEILICH AZI= BF Z)1A Lo
MAHOE 7|52 NESIEE AZI MH|AQ| 71248 =92

[
£ 4 Lo

SHRISH BE AWS MEIATEAZ £Z0IM 2¥EIE 2 obHILIC Bl HalE NSt 2T Ba
Lich 0] Z9, 21T MElA0| 2 MAIE 7h8 A0l a2 cof WL HA 784S KIsHK| St
29 OHF BIn B2 A2 TEE 4 aUth 2 2lFe Anoiof sigsts HalE Mula ola
BiA3HE T ELICH

ChE 2™ MH|AE BS &H # 56t ol 30| &l Cheer ME|A71 I&LITH o

J{O

 Amazon Aurora Global Database

« Amazon DynamoDB 22 Ef|o|&

« Amazon ElastiCache for Redis - 2 2 O|0|E{ AE 0

* AWS Global Accelerator
« Amazon S3 1% 2|™ £X|

Amazon Route 53 OHEZ2|7|0|M 51 ZHE EE

Ol EME 5 BIF YAZEE THshs T2 RMIS| CHERIS SEXIEH AL RIE Hat 7h84 =
EE DAt O TR 571 HI8, B34 U 2% BN 87 OHF 2N o7|=xel 7+8 4 olHe

MTBFS| 4442 £0/= C}E #He 9E2C 8 Moz otyx oz MAlste HaLich o2 S
of, MIE MEE MEsts YIRSy} Uokn JPEELICH D20l MES 285 MulAL Q% oe
ClOIE] AMHIA0] 2850 KIZE M5 MEE ZMELICH 12/ Y3 2CT} siE HEE 25 D2of

B44 MTBF &7t 26


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/rds/aurora/global-database/
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/elasticache/redis/global-datastore/
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://aws.amazon.com/route53/application-recovery-controller/

7t8dnt 3 ofd: Aws BN AlAE o] S24=of CHEF ofa & 7HM AWS Hi X

ArEe HEHIO|EE AMH|A0 2HE H

StX[2H HIELCIOIE MHIAE AEE == @l 82 19 ¥e *E'EHE.*L—IEL Ol @™ol SEshE
HE7|xo AlE
2 B20i|M HEHH OB MH[A0] CHEF &7

8t HEHHIOIE] MEIATE G BR0IE MHIAE A% ASY £ lon2 7184 A Al B4 &
So= siE MHIAE MHE £ A& LICH 0] o= HIEREIOIE7} AHE WHEIX| 2o m 28o| Ayt
& 7450 QEHE HEHOIEIE MBsHe Z40| Wike 7Hag JleR
TTL Bt2 0% 0IE HIOIEIE FHAlOl 2 5tof MZ THT HHHS 24 &2 4 92 1)

£ Q= DNS2 serve-stale2 & £ /&LICH

&4 MTBFE £0|= 0FX|2 W2 TH O Z OIft W& HRIE 0|z ZAULICH M MHER
e | A G=IE LHEILCH ol B E
O|L} AFE RFOf|AH BF S 8HELIC.

[tEtA O|HIE Fof &dists &0l E0150{ BT HRVI ME 22 SIHeZ ™A I3 2E=9
==

1985'd, Jim Gray= HE AFEM A7 E TstHM nE 0| F2 AL EQ|0o{2 2H0[|Et= F 7t
Xl 2¢loi o|af g etChE MM S YHARELICH (Jim Gray, “HFE{7t HFE= 0[R2t 0|of CHsH F|&
T A= ZX[", 1985 6, BiE 7|& 21 A1 85.7. &ZX) 3610 x| X|Z T O AtAI2 #Hgfo] gl&L
Ch Zlg ol 4oz 275t olefet EME &H sHZe + U= T2 oleH 1¥el 2 #Hel2
HHSHK| eIt &LICH Ol EF ol AlZ BEE0M AZEQ|o IFE A CHall MHEH2 22 07|ME 2
Gut nF glE Zao FHE & ALt

ZEY

the section called “E4F A|AH! 724 &5
E.| ot

o 2t Az E9)of YBlANiC T s 4+ e 3, °43§57+ HZEH T
9I%10] FOHEILICH ola{3 M M1 BI04 Olof [HE ATHE KB 8L
29| 7H8H0l £248 M 54 Ol T Z&LIC W2t 7+ 48 THM3HE 7he ZHEret
4 5 SHHS HHE BITE FOIZLF 54 48 F0/= WYULICH HE HITIH g fazEs
xlofe 932 EHC BUMOZ 40| SaLICh T S48 F7tsx| R YazcE
£QE Wet7hx| R8T AlZhol Klgtol net K8 430] HoiE £ Lo

JEOHH A& HalstT EHS oS H EAIStE{™ o{=E A stof &te? 2 EFESHLICH 2
HHE HHE 22 Foied ? H{=ZE 01 LH FEE LI HAE EER2 FUULIN? & N
e = ? E:

off oLt AlZH {AENM AZEQ 0] ZEE SESICHF L JLIL? EESE

UHHA o1 AJEF #Ol # 27

(o]
2
o
o
L


https://www.rfc-editor.org/rfc/rfc8767
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://www.hpl.hp.com/techreports/tandem/TR-85.7.pdf
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/design-interactions-in-a-distributed-system-to-mitigate-or-withstand-failures.html
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https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/using-load-shedding-to-avoid-overload/
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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