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https://docs.aws.amazon.com/cli/latest/reference/appstream/create-fleet.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-basics.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-comparison.html
https://aws.amazon.com/network-firewall/
https://en.wikipedia.org/wiki/OSI_model
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
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"Sid": "Allow-AppStream-to-access-home-folder-and-
application-settings",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:sts::account-id-without-hyphens:assumed-
role/AmazonAppStreamServiceAccess/AppStream2.0"
1,
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:GetObjectVersion",
"s3:DeleteObjectVersion"
1,
"Resource": [
"arn:aws:s3:::appstream2-36fb080bb8-*",
"arn:aws:s3:::appstream-app-settings-*"
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https://docs.aws.amazon.com/appstream2/latest/developerguide/app-blocks.html#create-setup-script
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-blocks.html#create-setup-script
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Versioning.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-blocks.html#create-app-block
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-blocks.html#create-app-block
https://docs.aws.amazon.com/appstream2/latest/developerguide/how-it-works-app-settings-persistence.html
https://en.wikipedia.org/wiki/VHD_(file_format)
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https://aws.amazon.com/fsx/
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https://docs.aws.amazon.com/appstream2/latest/developerguide/use-session-scripts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-change-ie-homepage-group-policy
https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-compute.html
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https://aws.amazon.com/appstream2/getting-started/isv-workshops/
https://docs.aws.amazon.com/appstream2/latest/developerguide/embed-streaming-sessions.html
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https://aws.amazon.com/identity/saml/
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"Version": "2012-10-17",
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}
]
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeStacks.html
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Amazon AppStream 2.0 HH X

£ QT 2 At

CHE R O AILFEIQ0IM SAML 2.08 AL 3HE 44 718 OfZBEI70IM M3t AL 3He 210l B4 L
CF. OHEEI Ol T7|X| H& S Bl S5 OHE A0 ZHUYAE AL83HE Zol EaL

Ct.

OHZ 2|70l ALE HEt

39



Amazon AppStream 2.0 HIZ & 2[5t 2 & At

Microsoft Active Directory2t 2| S&f

>
3
Q
N
(@)
5
>
©
©
@
3
Q
3
N
o
‘o
5O
]
n
[nl
4o
I3
>l

2 Microsoft Active Directory@t S&H= 4= Ql&LICH 0|2
fet 5 ESA HHE MI5tT ZH@lol 7HE AppStream 2.0
x k=)

=

S5 AR} 1B I;lcl-?-lol-'=' 04 HS ™ o
M 4 laLich ZHQlo ¢4ZEE AppStream Z212 At

=
=
QIAEIA O] Active Directory 1 &
E5tH 2xho|A 30 St 22| 0|HE UE = UELICH 7|0 HERXT Tt SR/, AHS
-4 At et 24 T2 E T EIE HAHA L T|E HA J|E M-o| CHEt S &S A #2727
=/L|c}
= .

AppStream 2.0 81 E S Active Directory?t S &€ [ll= AppStream 2.0 AEHof| CHEt Z=7| 215 0] 04
5| SAML2.0 IdPod| olal| 2| ElCtE Mol 7 olsioF B LICH AFSXL7E IdPO| 83 Xez QIS E = MM
2 A|Zeh [ Active Directory =H|Qlof| CHEF =Rl & & EE= ADIE 7HE &S 23aHoF ghLct.
AppStream 2.01} &7 A& & Active Directory Domain Services(ADDS) 32 MAHE M= 5 7HX|
MH[A SM0F CHESE B ALIE[R B MEF = U &LICH B Active Directory AHO|E EEEX| 4
[ Atk &7 AppStream 2.0 L EQZ S AESHoF & LIC

M|~ 4

Active Directory= AWS Managed Microsoft Active Directory(AD) )
AWS Managed Microsoft ADE Microsoft Active DirectoryS A&is 4 Q= 2t #2I1d MH|A L]
C. Microsoft Active Directory= EC2 =& 2Z8|0/A0M A™E|= R SAE

= U&LICH

0

HHE AlL}Z2|2

LIEE CHE Bl Z AL 2|2 = Microsoft Managed AD E= T1ZHo| XtA| 2+ 2|& Active DirectoryE AHE
5t= AppStream 2.02| YitMo =z A8 LT HYElE S SMYULICH ofe| LIYE 2 E of7|=A Cf
ol 2 Al Amazon T EE AF2ELLCE.

« Amazon VPC(Virtual Private Cloud) — 471 AZ0{| 2AHE! Z|A 47| ZEtO|8! MEUIO| Q=
AppStream 2.0 MH|A & Amazon VPCE d-dgrLct Zeto|d! MEY & 271= AppStream &
20t o|O| x| HHod| AL EILICH LIHX| & MEY2 EC2 EE= Microsoft Managed AD2| = H| Q! 74
EEZ{o AHSELCH.

« SMIAE FY ZZEZE (DHCP) M ME — VPCO|IM Z 2 H|X{'JE AppStream 2.0 % 2l O
O|x| Yol 8 HEE 57| 8t EFE S MSELICH DHCP M MEE VPC =& 0M H ol



https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html

Amazon AppStream 2.0 HIZE 9|8 2 Atz

ElLIct 0|8 S8 12 Z 2 H|X{E Al AppStream 2.0 QIAEIAOM AFSE X|HE =M Q! O|ET}

DNS dEE Holg = U&Lch

Lok
ok

« AWSLI|EIE{Z| MH|A — Amazon Microsoft Managed ADE AppStream 2.0 K ZE=Q} &7 AL &
= el =eto|8l MEY| HHZE 5= A& LT

* AppStream 2.0 X! — AppStream 2.0 £3! == 0|0|X| ZH= AWS Managed VPCO|A ZAEE
LICt. Zf AppStream 2.0 QIAE A= F 74| BFEX HE Q|3 QIE{HO|A(ENI) 7t U&LICH 7|2
RIE{H|0|A(etho)= B El SX0t AEE|Y HO|EQOIE SEt 2|15 MEX} QIAEA PIAZ SIH5

= o A2 ELICH EX QIE{H0|A(ethl)E 1 Z-VPCO| 4L HES VPC E= 2z g0|A 9

CHE 2laao] HMASHE Ol AHSE = JU&Lch

AN H

AlLt2|I2 1: 2= 2{|0]A o i E ADDS(Active Directory Domain Services)

DE QIS EffE2 1 VPCOH M I HO|EHOIZ &5t= V
b 0

| ZH = VPN EE = Direct Connect @122 1}
| AlLt2|o] e nZH ypeo| 71 EHQ HEEE

gLt £ Z2H|XMEsX| etz o|Of uY

ZEAD EE2 ASE = Qche MUL|ct EHE2 AppStream 2.0 EX0M AL AHE Q1B St HE

2 F043st= ol VPN E = Direct Connect| Bt |E8tCH= MULICH HERT ¢4 2AX7t e B2

AppStream 2.0 E3 E&= o|0|X| 7t 2ol J&F2 graLct. 271 MZ CHE 0[5 VPN EHd
E = Direct Connect 2122 M35t™ O|2{8t A X 22 2 = UsLUCh

L AWS Cloud

AppStream 2.0 Managed Service VPC

@ User Authentication E fj
HTTRE TCP443 Authentication EC2 instances
Service LY

. Image 1 5 i =
'\-\ Buicer 1 T1eet i
T¢ Streaming Services ’ ! {“—'F piy @, Sealing e Elastic network interfaces
LD ) HTTPS TCP443 >{“} w3 _Fi_f E
1

Streaming
User identity °
verified via SAML

Gateway e e el ettt —-1 !
Identity Provider Customer AppStream 4.0 VPC

Dataceﬂter Availability | Zone Avallability Zone 2
VPN or fvate supnet ! ate subin
Direct 0.0.1.0/% !

(XN

onnec 'I
5 f? connedt f[él_) © =) (@) ® &) LD_CJ
T T T T Amazon 33
€

persistent user
settings and
home folders
Microsoft
Active Directory

@(hs}

1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet
2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources,
This can be controlled with security groups. All user-generated trafficis through the customer VPC.

3. Authentication to the on-premises Microsoft Active Directory from the Customer VPC through the WVPMN
or Direct Connect
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. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.
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. Authentication to AWS instances running Active Directory Domain Controllers
. AWS Active Directory instances sync to the customer Active Directory domain via VPN or Direct
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1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.

3. Authentication to AWS Managed Microsoft AD
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AmazonCloudWatchAgent "C:\Program Files\Amazon\AmazonCloudWat
chAgent\start-amazon- cloudwatch-agent.exe"

AmazonSSMAgent "C:\Program Files\Amazon\SSM\amazon-ssm-
agent.exe"
NICE DCV "C:\Program Files\NICE\DCV\Server\bin\d

cvserver.exe" "C:\Program Files\NICE\DCV\Ser
ver\bin\dcvagent.exe"

AppStream 2.0 "C:\ProgramFiles\Amazon\AppStream2\S
torageConnector\StorageConnector.exe"

"C:\Program Files\Amazon\Photon\" & {0{| A
"\Agent\PhotonAgent.exe"
"\WebServer\PhotonAgentWebServer.exe"

"\CustomShell\PhotonWindowsAppSwitc
her.exe"

" \CustomShell\PhotonWindowsCustomSh
ell.exe"

" \CustomShell\PhotonWindowsCustomSh
ellBackground.exe"
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https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html#VPC_Security_Comparison

Amazon AppStream 2.0 HIZ & 2[5t 2 & At

=k = INE=
ZEECE o A MMofEF SAF S B0 O] MY E HIFEES T MM
=7 LHol M S A & 204 7(7} H
. 2Z C|HIO|AZ O EA} g5 | x| e &LCt MlMdof

CIOIE{E S Aldtiof st B2
GlolE R& 7Hs4e =
sted™ 279 Mlddofgt 2o
7|2 MEHEAIA|Q.

- HIggsHE

g
on

0 ME - YEE Y OREE ClolE R &2 S X|stzdH O
. YZcot dYg g43s K] DhMA2.
- CIR2ZCh
- H[EgsHE
EZ C|HIO|AR QI - 245t Claf7t Rt B2 =XolM
. H|EASE Mofstn 2LIE™A St UES
3 0iE Z2EE At Al
2
%;— £F Mol o|HE nodsi EHAI2. olgfet FEE2 2EHE

= Aol HlsH 7|& =% C|o]E{
FME OIS AR EA&LICH

AppStream 2.0 QIAEIA O] &4l E2HE| X0

ClO|E{ £4l0| RBdE|E B AFSXI7L AppStream 2.0 QIAEA LHOMH HMAE Q=SS &
7= 740l ZQELICH UEYT E7(EE 34l) 2 EEN%Eﬁmum?ﬂ$}RMﬂ pgmm
2.0 QAEA LYo HE 2] QUE{L HMAE AIE = UEE 5t= Kol LEHHQI 2F AE 0|2
HES|T ZAZ20i WebProxy = 2HX ZEE £F M2 tixlst= 72 TedstoF &Lict. 7[Et _|_E4
AbEHoll= AppStream QUAEIA LHO| 2Z HIO|2{A Al o Z 2|70 L V|EF = ZEQIE H ot
7 ZEELICHRIMIE LI 2 = ZQIE H ot 3l HFO|EHA B AP MM B X)),

|'>1

=

AppStream 2.0 QIAEIA O] &4l EB|=! X[o] 53



Amazon AppStream 2.0 HIZE 9|8 2 Atz

AWS MH|A ALE

AWS Identity and Access Management

IAM &S ALE35104 AWS MH|A 0| BMHASIT IAM HAME M2 X|HeteE W2 F7HAHS
SHE BEISHK| b1 AppStream 2.0 M40 AL AEH HMAE = UEF 5t 2 At LICH.
AppStream 2.00|A{ IAM &t S A E35t= 2 ALEHIE [MEAAR.

& E02 oHEZE[F0|M U X|&H8 2F oM AL8X} CIOIEIE R X|5t7| 2{al 84E Amazon S3 H
e 225t IAM EHS SEYLICH 0| A 5t AppStream 2.0 £FE[X} 0|2|9f £ 27+ BMAE
A 04 A

T HAI:II’lEI-

VPC A= ZQIEE AE3HH VPCe X[ &= AWS MH|A & AWS PrivateLink0|A x| El= VPC ¢
EXQIE MH|A 7t M oAZAE &dstEfLICt. AWS PrivateLinkeE Z2H0|H! IP FAE AFHE 3510 M
HIAO HIBIHZ HMAE = e 7|=2lL|Ch VPCet 7|EF MH|A 7He| EBHEI2 Amazon HIER 3

E BloLEX| et &LICH AWS MH|AH B HE 2] QIE{U HMATL ERF F2 VPC AEEQIE = NAT

HO|EH o] & 2IE{S! Ho|ELofol CHEt @F AHEE 25 M7 LICH

XS st FEIO|LE 7L X7 AppStream 2.001 CHEH API 2 &2 2 F5t= #Z0ME AppStream 2.0
API 212 2|8t OIE{H|0|A VPC AIE X QIEE Awovwo o€ E0{ HEE QY HMATI E

l\)

7tset Zetol8! MEUo| EC2 QIAEIATL Qe B2, AppStream 2.0 API& VPC QIEEZQIEE A8
5104 createStreamingURL1 ZH2 AppStream 2.0 APl 2fdg 5 &8 4 QI&LICt CFS Clolo{a2
Lambda &+ 2 EC2 QIAEIAO|A AppStream 2.0 APl 2 AEZ|Y VPC AEXQIEE AESHE 0f

M dEE EoiELict

<

VSR AWS Cloud

VPC : AppStream 2.0

APl operations : —————————————————————————————————————————————— [

ﬁ\ _@ CreatestreamingUR:L 5 AppStream 2.0 instances
Y ;
LLLLL

AppStream 2.0 API 1Amazon AppStream 2.0 e

VPC Endpoint | APIEndpoint “f‘ 1
i A Y .‘Ef
: :'1 @ Streammgsessmn:; —.)1-_/'" [i-':é,ﬂ ﬁ

Fleetinstances Image builders

Lambda function

EC2 Instance AppStream 2.0 Streaming iAmazon AppStream 2.0
VPC Endpoint i Streaming Endpoint

VPC AEZQIE

AWS ATHIA A2 54


https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html

AEE|UVPCA=ZEZQIEE AIESIEH VPC AEXQIE
= E

aLC

2| QIE{Ho|A =2 QI 50 -ILPXI IS SX|ELCHL AEEY E

HEo 2= T USB, AFSAH 133, 2C|2, EREE, it ¥EE U CRELE, Z2IE EEfE S0

AUA&LICH VPC UEZQIEE AIE5E{H AppStream 2.0 2B M VPC AIEZQIE MK 2 & A45| 6l
|

of &rL|C}. o|= QIE{L! °_*.UHIA7} X|gt=]o{ ! Direct Connect QIAEIAE E5l HMASH=E Zd0
2|et x| HEZ! QI i AFZ A MME AER|USHE CHA AFEE = QU&LICH VPC Y=
ZOIEE S AR MM c|ste{d™ Ch2o| 2 EhLCt.

i _F.‘l
mo »i
> o
m 0HII

ol

QE{HO|A AEXQIEQ} GHAL|= Hot &2 AFEXI7E A5tE IP T4 HeloM ZE

443(TCP)Qt ZE 1400-1499(TCP)Z £ AIE|E QHIRE HMAE 5{S5HoF ELCH.

Metlof cHet - IE-?—JEL HHA KMo| SE2 3¢ LIERT ZE 1024-65535(TCP)0IlA AL X}
7t AdstE IP F4 HIE MEEl= ot RHIR2E ERfEE §{838HoF &L

. [2FA Arﬂxré Q15 5t1, AppStream 2.001 28t ¥l AHatE &R QIEH 40| 2

Ct.

I

L

0fo
ol
_9._

AppStream 2.02 A

WS MHI20f ChEH EBHTIS RIEHsts Wisoll ChaH AHMI3| Lot 24
VPC Yl= o_lzggga ~E2|Yst7| QI3 BEl Ttol=E

S L VLS

s HE 2! QL HAM| AT E 23 B2 Image Builder0l A Internet Explorer & E2oF 74
(ESC)2 AMt83etx| =& dYst= 0| FE&LICEH RHMIEH LHE 2 Internet Explorerl| f&f & £ oF 7
M MNE5HK| TS MHH= AppStream 2.0 2| 7H0|EE XML,

VPC =X

re
[m

55


https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc

Amazon AppStream 2.0 HIZ & 2[5t 2 & At
MsH s+

Amazon AppStream 2.00{= Z|CH 37H2| 7+& Foll 2 0|F 57t LHE Elo] U&LICH &, AAEXH7t

718 FAo M &g MME TI-dSICHIE H50| XotEl B 7HEHS| A2 BUCHH CHA| d45tH &
0| AUCtT 7HEE M H4XRI 7t FYol| MME o e = UsLct o[E A 5t8 2|1 LHolM 1
7+8°80| MBEIX|2 2| =F oM AMH|A0l EXM7E &dlsteE B Al 57 £F M0 MBS EIX| &
&Lct.

A

AppStream 2.0 AHEXHE 2IFt M ST HE S MSstedH Hx BEX 2[™ol AppStream 2.0 #Z2
ZafioF FLICH MA ™M & [ o] 482 2= g0|A &Zoi CiEt 5 24Z20] QLlo{oF 5HmH(3H
E*OP“ 742) 7|2 2|7of CHEt S5 440] gio{ok BLICt of & S04 AppStream 2.0 Z3!/0| = Qlo]|

C
7tElo] Q= 2 AOIE & MH[A7F FEE EZ 2ol F7F =M@l ZAEEe47F Qlo{oF & Lict

AppStream 2.0 2730i|A = [ O] BZE2 7|2 Z|™ol| Y= Rt SLe E U AR HHo=E MK
o{oF gLICt EX AtAl= SYE 7|2 O|0|X|E A&t or 50, 2£2 S8l E= ZE2EI2HY H Ao
Z 0| 7|2 O|0|X|E EZ EIMe R SAtE = U&LICH AppStream 2.0 MM Lo A= o EZ|

7lol4do] 7|2 2lTof A E #ele SHEE 7HXK[ (e B2 7|8 EI’F_ I P—-—EIE-IEP A+SREI
of Z2|7| ol o] WA= of 7% HMAE + AT siF EITolT 2T S550| lo{oF LIt CHY

o
2Tl MH|A =& #tr = 7|2 2ot Ux|sHof & LCt.

ID 2t <&

DR A|LI2[201 A off ZE|70]4d0l| CHEF HMAE KSsteE F 7HX| YHo| U&LICH HE Moz HH
F IR S 2 AL8R7E Foll ZX| 222 o|Ssts YAof ek ChHELICH & ] H2 1dPe| B
Y AppStream 2.0 OHEE|H| 0| IS ALEst0 s =1 F Hm WH2 F 7Hel 7HE off &

TEE AF8ste ALt

\|

L 1: of S 2[FH 0| 2| Eefo| HEf HE

A&XL7tID 2 AH(1dP)MIAM AppStream 2.00{ 21 Q15tH QIE F HM A E{= 2| & A= X =
EX™ URLE 22f|olELICt &aio] AEH URLO| CHEr RFMIEF L& 2 Amazon AppStream 2.0 2| SFLY
ME TR, ZEIRHE SUB AppStream 2.0 O|O|X|ofl 2 E Wl 2|1 AEIS AFX}F7F EH ol
TR 7|2 EI"*OE T = JUSLICH BE|Rte Foll x| AEME 7t2[7|=5F Z20] 2 Ef URLS
UO[o|Est7|Bt 5tHH Of Eoi ZX|IE MOo{E = U&LICt ol YHOo| MUHE & S35teiH HAZEE 1AM ™
Mof| 7|2 A4 FOH ZX| AEH BFoi| CHE HM AT BFIE[o{oF BFLICH o248t IAM HEE T35
= 2ol CHst XEA[EH LHE 2 g oMl HAE & ZsHM|R.

A

]I

—_

~

D 2t & 56


https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html

Amazon AppStream 2.0 HIZ & 2[5t 2 & At
"Version": "2012-10-17",
"Statement": [

{

"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "appstream:Stream",
"Resource": [
"arn:aws:appstream:PrimaryRegion:190836837966:stack/StackName",
"arn:aws:appstream:FailoverRegion:190836837966:stack/StackName"
1,
"Condition": {

"StringEquals": {
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