AWS EH A
stolE2E2|E o4

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



stolgElE 4 AWS &

StO|EHE|E 24Z43: AWS HH A

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Me|Aet #
g L|ch AmazonO| £R3HX| 242 7|6t ZE M EE

7, @A E21E o|O|X|E "Ho{r 2|74t 1 Zof




stolEHElE 4 AWS Hi A

R O L A TH ettt b a ettt s et et bea e et b sttt e et et ae et s s e e e e i
L SRRSO 1
THAFE Well-ATChItECtEA R LTIE? ..ot 2

AWS SIO|EEIE A1 T R e 3
SHOIEEIE HIE R T Q3 ettt 3

AWS DIr€Ct CONNECT ...t e e e e e e e e e e e e e e e e e e e e e eeeeeeasssnssaaannes 3
SIE-T0-SIE VPN ...t e e e e e e e e e e e e e e e e e e e e e e e e e e e s s e s aan 5
Transit Gateway CONNECT ..........ueiiiicecee e e e e e e e e e e e e e e e e e e e e eeeessasaaaaaes 5
AWS SHOIEEIE Q173 MHIA e, 5

SHOIEEIE QI R& D M| DB AL e, 7

i e B s B L= OO 8
2 OO 8
L 10
MHIA SR TH O ettt ettt 11
B B ettt ettt et e bt e te et e te et e ateeteateeateeaeeteeteeaeesteenre e 13
ST 16

i B | e L= OO 19
= s TR 19
o = = OO USSR 20
T = B OSSR 33
TZHO| ZT BFEITHE VPN T SD-WAN ..ot 40

Example Corp. AutomotiveOlA L] AR AFBHl ..o 42
AHEHEE OFFIBIRT oottt ettt a ettt en et en et e tean e 48

e TSRO 50

B2 L0 N OO 51

LS N R 52

e [ ORI 53

LD N I = OO 54

A SRR =10 S R 55

............................................................................................................................................................. Ivi




stolEElE 4 AWS HH A

stolEz2[= &

LAY 20233 7H 6L(EA £ 7E)

He XM 2xze|0|4 clolH B, #A ALOIE, B2t EE datoF LI 5to|2E|E WES
3= Ol3fEr Chg et B8 S AZY LT o] MM= MEet stolHE|E HE 2ES ZEE M nedatof
g AWS TE 249 F 2F AEE dFYLICH HIALA A 7|E 2F AZ 7HY Myge £5 4
g AYste Ol 0| HI= S =21M M= Z2HAE SHListE A AW E2IE MSFLIC

/\7|.|

o ZE2 FYHRIEH T 2IAAE ASFLICH Bt Hol= o|2{8t 2l&AE 2= 8|0|A Hlo|E ME{LE
Z270| Ao =AEISHE ol YRtHo|R&LICH 22 AFE AMEY0| B7teof mat =
2 HEST Hds S5l FEIRE MH|A SSXNERE T 2|44 8 NS5t AH[EfLCH X2
7|1EIT ElAA0 YR E= MAE ZEctRER Oto|ado|Me &= J&LICH o= 8 °E 2z=z0|

A9l ZEIRE EAAE HASE{H S8 UERXI EeeL/ct 2=a|0|al 222 I*/\7F
SESl= "2 St0|EZ|E EEtREED 51, 0|52 &st=s S HER/IE oFOI'=’EI'= HE

<
DE ITZAAE ZotRCo EatstetE 173 AO|Eof CHE 510 IEEIE %]

o
[

My 1o
|0 1
Hu
ko Mo
>
0%
mjo

r
on 1
Il
g
o
30
o 10
o+ g
=0
B
0x
o
0ok
0%
m
A

bl
.
o)
i
][]
-
Ral
(0]
4
Pl
d
£
ol
=_
o
-
o g

o = g
0
HT

kK
(m i}
> I
0k
mo
N
LOL
ok
als
0
Iy
r
[ul

kO
—LI
_,>_
0ok
mo
Rall
01
E
_|
ﬁ J
AL
1z
i
kl
AN
ro
ok
2
rir
==
|m
Jo
Hu
ya
My
o
40
[n
nx
N
>
> N
i
0l0
N
or
rok
>
S
wn

My 3O

o

2>
ro I
ﬂ
»

H

I

r mo
>

X

tu
o o
=I0I=l
il
2]
[/
i
fo

i

r

o
jo

2I3f of WAL 2t
=

e
%P" Cl APQEI E'—E—

o> >
r
ini
@ X

0%k 00 |k
=
Ir
FO
4
>
oo
mjo
SRR
11>* —

=
ol
X Hu [y

N O Kt

o X my 2

o =
rR

N

AL

n
rx

m

=

o
nx

A8 B5t0d HO|HEIS AL ALRIE CHRE AILIEIE ZBS WALICH 0| ol AIE AFS3tod MK
O AIOfAf Of S Mol BT Z2HAE MBsHE WS I8 + YLt

Ol = 2/50] 30|2E|= ¢ BUS MEYstn MAsHs o TS F7| I8 Witk 0f A
ol Rz CHET ZaLIC




StO|EE|E 4 AWS HH M

. SHO|EEIE 9% TA 24 - 5t0[HE|E MZol ABEIE AWS AMHlA0] CHE HR ULt

. 17 MY Ol M TR A - 2 4N Dol ol 2 2HO| A ZHl DIXlE W, 27 ALY
Al ER, &2 M U oA ZH EElof chat eI

. D7 AR AR - B A W oA WE EBIE AR MBshs ol CfEt o AlQLiCt

T A= Well-Architected & L| 7712

AWS Well-Architected ZE|YI = E2IRE0M AARE THE M LH2l= 2™ 9| (S
afist= ol =Z0| ELICt o] ZBf| YT E AHE5to EEIR =0l eH%{o|1 et E 20|
T HIE 22X AAREZ MAI5tD 2Y5t7| «et ol 7|ElX 2 A E A THE = U
Management Console® M £ 22 X3 El= AWS Well-Architected Tool2 A& 3t 2
Uzio| ZFof Boto] 2 Atziet H|Zsto] IS EEE HEE £ JU&LICH

= of 7[5 HHZ, Ctolo{2 3, MM S et = ot 7”& ol CHer o Bf 2 ™ME7F x| &1 2 Ara|
£ 2ed{M AWS ot 7| MIEE & XML,

TFAb= Well-Architected &1 LI77H? >


https://aws.amazon.com/architecture/well-architected/
https://console.aws.amazon.com/wellarchitected
https://console.aws.amazon.com/wellarchitected
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/architecture/

o
1=}
|z
o
n
N2
1

AWS Hi A

AWS StO|HEIE 44 7 24
SOl EIE LE9IT 47 of7Irols Ml 7Hx T4 247+ 2l&Lic

olE2Z|E HEXNZ AZ: AWS 42 MH|Aet 2=B|0|A 124 AHo|ES 0] ClHto[A 7ho| 44 7

eluct.

- AWS StO|EE|= 44 MH|A: 17 QIZ et AWS AtO|o| 4T IR EIS NS stE AWS AMH|A
eluct.

0 o

« 2x0/A 1Z8 HO|EO| C|HIO|A: T1ZHO| 7|& HWE XA LHol /= C|HIO|A R, §t0|EE|E |
EQg 22 st 2=z8|0|Aa A=xIEQILICH 34 SYOICH O|2{8F ClHto|Ao| CHE 7= 2
T AtEo| CHELICH O|of CHEHAM = CHS MMM AE S &LICH

stolE2lE HESa ¢4

2 0/A &H|2F AWSE st wedol= o4 7HX|7F /& LICH O] M= O|2{§t Cafst s
™A ot 7[R0l 2t wWHo| ™2 HF 10 UKL CFFEF & M(AWS Direct Connect, Site-to-
Site VPN, Transit Gateway Connect)0| Cii St Z+2F8t 71 & MSEHLIct.

AWS Direct Connect

AWS Direct Connecte= LHOIA AWSZ M HERT ¢1Z2E MHS= MH|ALICH RFMIEH LIS
2 AWS Direct ConnectE &2 E35HML2.

AWS Direct Connect 9140l ™M 440 SARI d40| F 71X REO| :
AWS C|HO|AQ 2= f|0|A C|HFO|A ZHo| EI1F] 047401 Hipd S AR 04742 0473 Al
g £ Ql= AWS THE L7} K| EHL|CH AFAIEE LI 2 AWS Direct Connect 912 &t

Direct Connect 23 &= 74 QIE{H|O|A(VIF)E AI&5to4 CHYEt EEiE &
7} & YEt Direct Connect 23 & AFSE £ /20, VLAN(802.1q) E{1
HERI HAZE MBste= VIFol= Al 7HX| R&0| /&Lt RHAIE LY

& CIEH|O|AE HZsHMR. M 7HX| €2 Ch3at Z&Lch

2algtulct. 4] VIF
g = &L AWS
irect Connect 7}

00 fu

o

= AWS

- Zztold! VIF: Z2told! VIFE ClHFO|AQF AWS LR 2|AA ZHo| Zzto|d! 4Z-QIL|C ol AWS
L o| 7t&k Z2to|8! Ho|ELol(VvGW)oMH ZH (Bt VPCE X|¥) EE= Direct Connect 70| E4]
O|E &3dll 042 vGwoll edZdkl= WAle2 S=ELICH

- HEZ| VIF: {E2! VIFE ArZ5tP S3, DynamoDB, IHE 2| EC2 IP Helet Z2 ZE HEZ AWS
2laao HEY = U&LICH HER VIFE Bl Y HMAe = gIX|ECHE nZo| HEE]

SHOIEE|E HESR T 44 3


https://aws.amazon.com/directconnect/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/WorkingWithVirtualInterfaces.html

sto|E2|E i AWS M
EC2 QIARAE Z 33t B E Amazon HE R B|AA0 QAT = U222 TZH2 Ok HE Al Of
£ cqsiof gLt

« & VIF: & VIF= Direct Connect H|0|E9||0|& St C|HIO|A2H AWS Transit Gateway AtO| 2
Z2tols! AAULICH OIX| T& VIFE £ 7t 1Gbps OIEHQ! 21T 0| M K| ELICH RtME LIS
EAMNLEE HESHML.

SAEJHA OIE{Ho|A(EAE VIF)E Z2toldl VIFS| 8t 83
Connect 914€ A58 AWS A X7} ot CHE AWS H|Hof| &
IEHE Z & e = US). AWSE [ O|4 Al ItEL4{7} O &2
&LICH RtAIEE L1822

ELE) AWS Cloud

Region A

s @D.

OS2, VIF7} AWS Direct
=HEILICHAWS Direct Connect
HE M3sts RS 515X

Creating a hosted virtual interface® & X 35HA 2.

E| Corporate
data center

SR

L YGW ""~-.,_;‘°% AWS DX Location
s&@ - k"ﬁ‘
@ Transit VIF Sﬂ%
.......................... e O
eBGP Session
AWS Transit Gateway DX Router

\gﬂ\ﬂ“@'{'. &

QY el

AWS Public Resources

Customer Router

AN

session per VIF

12! 1 - AWS Direct Connect Z2t0|2! W HE 2] VIF

S
. E - Three VIFs (802.1Q-tagged subinterfaces). One eBGP
Amazon Amazon S3 |
DyanmoDB

AWS Direct Connect


https://aws.amazon.com/about-aws/whats-new/2022/08/aws-direct-connect-expands-transit-gateway-support-connection-speeds/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/createhostedvirtualinterface.html

stolEHElE 4 AWS Hi A

Site-to-Site 74 Z 20|82 HIE R 3 (VPN)

Site-to-Site VPN AI25tH 5 HIE KT 7t oA SAlE £
= &2 Sl A8 = U&LICH T2 CIE F 7K M2
AN
T

Virtual Private Cloud(Amazon VPC) Ztoll VPN @142 A&

Ao e 2 AMEE £ g}
E3 2= 7|0|A AFO|ELQF Amazon
o]

ol

- AWS ZH2|3 Site-to-Site VPN(AWS S2S VPN): IPsec2 AI&3t= &7 2™ 171874 VPN M
HIAILICH RFMIEH LIS 2 AWS Site-to-Site VPNEH £SIR17t 228 HASMR. MEIZ O 2 Site-
to-Site VPN 21201 7} 2 #MH5HE = UELICH REMIEH LI 2 Accelerated Site-to-Site VPN 0

A2 HZ35HM2. EE8H S2S VPN Direct Connect X1 VIFE AF2350{ EEfZlo| QIE{HIE S1t5t
x| O E 50 HIRS MZEtT ZaEto|Y! IP FAE AFRE & QlaLich XFMIBH LIS AWS Direct
ConnectE S8t Z2l0|8! IP VPNE EX5HM2.

« A E Qo] Site-to-Site VPN(ZZ 22|24 VPN): O] VPN 914 SME A
AEAOM VPN AZEQ0{1E AMS0{ MA| VPN £FME Z2H|X{L5t1 2rEE o] U&L
Ch AEAIEE LI 2 A T E9| 0] Site-to-Site VPN & Z35HAM 2.

oo
Q'I_l
g
ne
T
il
|0
Hu
m
O
N
o

S8 25 2zZd0j& VPN B E SEsted™ 12 Ho[E9 o] ClHtolAof CiEh X|2do] EeEfL
EF. Ol C|HtO|AE= EE/M C|HIO|AY == T AZEL|0{ 0{Z2I0|HAY = U&LICH AWSO| M
BlAES LIESIZ ClHto|A0f CHE RHAIEH LI 2 2 AHO|E{O| CIHFO|A S5 & HZ M.

Transit Gateway Connect(TGW Connect)

Transit Gateway Connect= AWS Transit Gateway2t 2 Z8{|0|A HO|E S| 0| C|HFO|A ALO|0 GRE
E{dE AI2EILICH BGPE SX 2R El2 44561 7| 281 TGW Connect |ofl AFZ EILICH TGW
Connecte &2 3tE|X| AU &LICEH XHMEH LHE 2 Transit Gateway ConnectE & X 5HMIL.

AWS 5t0|EE|E 14 MH[A

AWS 510|EEIE @17 MHlAE ST 74840l Foj UEHZ 74 248 MSELICH of2fet
A 2AE S0|HEIC EHY T4 PH0| WAHQ AES HUCH B WA T4 A=IE O
T 22 Nl 7RI F2 AHIA ASELIET} QleLich

AWS 714 Z2tol! HIO|EQ0I(VGW)E VPC &M IP 2IRE L MY S NEsts T2 O
stEl 21 MH|AZ M, VPC7t 128 HO|E 0| ClHIO|A L S 415t7| 2|8t HO|ES

LICt VGWE AWS S2S VPN 244 2! AWS Direct Connect Z 2} 0|

« AWS Transit Gateway(TGW)E B S 2S5 4! H0|ER0IE A& 35}0d

£ Direct ConnectE £l 048] VPCE MZ QZsln 2= g0lA WE

Site-to-Site VPN 5


https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/accelerated-vpn.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/accelerated-vpn.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/software-site-to-site-vpn.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/your-cgw.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-connect.html

stolEHElE 4 AWS Hi A

SOl FoiLt &F It

=} St 2™ HHI °'L,IE} NE™ o 2 AWS Transit Gateway= 17+8 S
o| Ct&E3} 7t4t EEtREE e
W

FL|Ct. AWS Transit Gateway= 0321 Direct Connect ¢4
=3 Connect I|0{1€ S8 S7| CtE BZ(ECMP) 2tREE X[ HELICH Transit
Gateway= Z'2 2|d1} CHE 2|M 2R oM M2 D028 £ oM, IZE 2|AA 7} m|o{2l 213

o
n
18
molI
mlo
11°|'
C

E S5l SAE &= &LICH RFMIE LHE 2 AWS Transit Gateway AILIE|2 & &AM L.

- AWS Z2t2E WANS X|AL, CIlO|E{ MIE{, Amazon VPCE Qi1ZE & U= SY LHAIEEE MB35t
o 2Rl H HoE ZEH LERIE FFE + U&LICH HELT HHE AE6t0oq B 2|0l A
HEZ 2| 2 2ot 242 RHS8HE = U&LICH RMEH LHE2 AWS Z 22 E WAN EEAME
AR SIAQ.

0

Jtset MHIAR, 7|& HE?(Z2|BGP Z& EIEHEe RASHA 23 & LICH H|0|E{= DXGWE
SotstX| ot 2 E HEDF XME|[gL|C 2 AWS 20| DXGWE M5t CHE 2 & AWS
2| M M AE = Q&LICEH Direct Connect VIFE DXGWO{ @148t CHS, DXGWE VGW(-‘_L
2HO[8! VIF AF8) EE= AWS Transit Gateway(X3& VIF AF2)Q} @188 4= Q&LICH RIMS HE =
Direct Connect 40| E?|0|& &HZSIML. M MHXM2ZE 0|8 7ts8t MH|AO|EZ O|FSHE 215
04 72| DXGWE BtE ER7t gigLct U 26| delE 4Ef2 |X[sities Z2EEM HE

3 HAE HER AL Zo| 2t THRIE EElst7| 2lsl 0421 DXGWE AIEE =T U&L
Ct.

« Direct Connect Gateway(DXGW)= @12 it Z2XM 2tRE HEE HlZ 5= M MAXME AFE
2 sSEL
HA:



https://docs.aws.amazon.com/vpc/latest/tgw/TGW_Scenarios.html
https://docs.aws.amazon.com/vpc/latest/cloudwan/what-is-cloudwan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways-intro.html

AWS HH A

- . —
.ALE_l - 10 1 - )
= @M s e 3k a o ol .
o D T 0% o ol X T ) W0 0 T <k
Bl xR K > 0 O 0 =z A
= 6 K I m S K — F N ar___o___
nu 2oy W Ko G 7 ol 5 Ko
o u -5 3 o 50 ujo H 3
S X o1 : l H % i
LTI e N e 0 - P
mﬂMMﬁ%W N:.% o = ) w| ok .%&ao
_._.____o._Jn..w.A._._. Ao“_m ANn_._l 7ol i) = Bl o____.__m___.A
HOlﬂ__o |_.__u|_._l_“,_ W___o_|.7_| W_Ou_ % E _II_HLE ._.m_Oanln_.__un
N Kl w_u J_”._ _ Qe =N Rk . ™M T = iy ]
a_x._.__/ﬂ 10 .__./___ |._A|.___.._.__|__m ol |D| ol m W_ ol —m 4
TR XMoo Xy 3 oo Q E gHH
i iy %0 81 %0 &0 W 7 oo o g & T SuX
BAdX GO m o0 g W < Ao & Asa gn3
e ) < 2 Pl — I K 7o Mo
oF X m T3 o ,._|:m < K u) % _.A___A_/A Mﬁﬂ__uo.m
— M A gy Wl 1 K © — T _:Llo_n = 2 R
N _u__ T} _ ot O [ull |_: = 1o ™0 N o2 -4 oF _._._=._
o E____HO _”_._mt H om _.- ) o< [T 7| HEA_'__O q__ann_._u
m MK Id o <l W.m < 0 m r < ® o O ol [C) 4 o o1
MEEWH wis wdg wm  @mow P By #EF
O — u L 0 — K 7o 5 o3 H 00 < = N
O ™ 0 W0 | o X 0l VT o F =T WO Ho - S o = — ol
W._.:.:. - - _.AO|_|=._ _AOO.A_I ._|O . - = m N _.__mo_/L.
CRanLC ar ke ST o oW = R gm® s
e K TG LEE 4T w o TE o % ZTmk
i HAM SR 2R @ oa <y "h Ryxk AEE
W< w0 < 1 So N w o om Mo sod o
qUmEK@ X mie TN o x oo wm e mmd =7 H
swIo %y 3o 0% © wmomE WL RS g “u 9
= W0 Bl o < T [ k< Lo X H oW B oW XX oo 0 K- k0
H .Aoltﬁo%s__ = o ._:WJ. = N W X Ol W.D.x o X
WEmRKNMEs ®TOR WSE 3 &g g M = W %o
pHWwrs o o= 8 SRy ok O W Moo 4 o e < M
WE&M_mE ow ¥ = W @2 ol o mXx S @
S KO 8D B0 XN R wo = Jo . om of U m H o O
Scemiy BEIx  mIw & <05 Ag WM R
Tumdlor zOD “Hy o el THO NJIm
© ﬁo W R0 K0 B ol o < o Kd B Iﬂ =) ﬂo A u| __o_“_A|_ u- Ko ©
SHURHM FLFS AL T oo ® Wy mHT 33
Tzw<zZm woFa wor w @ T I -
[} . . . . ._OOH_“—IDl _I_IIMH_NO

Ql&LCH.



solgale 44 AWS

Step 1: Connectivity Selection Considerations

Time to deploy Performance

Step 2: Connectivity Selection Considerations

Customer
Scalability Reliability managed VPN

and SD-WAN

Ol Mol T2 =of Cha MEEt 017 R Bl WS OlxlE 124 AR S CHELICH 047(of= b
Z AlZH H9h SLA, 45 ¥ HIg0| ZEEILIC

1ed ALE
o HHE A|ZH
. Ho}
« MH|A &0 g8t A SF(SLA)
. A

[N )
+ HIE
HiZE A7t
Mo
HIEZ A|ZH2 T 20 XMEst o e MENS= O 28 A7 E = USLICH A4 381t
2 0|A fx[of e & AlZE Lo 4 MHE = UXR|B 7| 3|2 E MRISHoF st AR EH F
e EEo| A& £ d&Lict ol eyl 7|8t 44, Z=2to|8! ME 94 EE= AWS Direct Connect
I EL{7} 22| MHIAZ XME5tE Zeto|8] SAR S A8 K| AMHSHE ol ¥gs O|flLct
od od Oy 5




stolEHElE 4 AWS Hi A

- HizZol 223 EFUERI0| ofEAH ELITh? B AlZh HE, 2 F £ B EHALI?

FLIZE? £ 3o| e Z2HME QLI ofLIH QT ARl QZ Akl

ok
[[0

ofgrLlct. 7|& AWS DX ZHE L
Z

= =
MAZdE Z2HIMIE +~ U&LICH

HE A 22 =71 Z2ICHH AWS Direct Connect IHE L{ 2t 2123504 AWSO]| CHEF Z2to|8! HAZE2 M
st 4= QI&LICH AWS Direct Connect IFEL{= AWS Direct Connect 2|%|2} C|O|E{ MIE], AFFR Al EF
Z270|MH &4 2o HEY T e MHste ol =22 &Lct Y8 AWS Direct ConnectIt E

L{= Direct Connect ZAE! 0148 MBSIESE SQEIRELICH SARE HAAR 535 M8 HAZAELC

O 2 H T2 H|X{LE £ U&LIC AWS Direct Connect IHEL{E AWS Ei=0of 44 E 7|Z& Ql= B}

E AI835tod Zt SAR HAZAS T2 H|XMIFLICt

al

0 R0 A 2 H0l QUCHH AWSSEO| M ZEto|8l odAS MHstE Yot AESH 2 = JU&LICH A
H|A MZE* ! AWS Direct Connect IFE L{E= AWS Direct Connect 18 Q1Z4E K| LICH AMH|
A S 2 Y= Direct Connect & 2142 &0|5HAH 5t7| @la Q| 7 Lioll HEXHZ HHIE XI5
= 7d0| YuEtxQlL|C MH|A MZUA|, AHOIE 2|x| ! 7|EF 22|% 29l0 2} Direct Connect
HZ dxlol= ZE FolM H IHEMNX 2R = AUA&LICH.

AU SLE 227 0|M AMdof| HERZ &HIE o|0| dx[&h Z< AWS Direct Connect 2
270l AO|E oM At HAZAE S35l AWS Direct Connect T18 HAZAS AlSSHAH MHE £ &
LICt HAZAS QLS & AWSE CIREEE = QU Letter of Authorization and Connecting Facility
Assignment(LOA-CFA)E M3 5t7LE F7F HEE Y st= o|HYS E-LICH LOA-CFAE AWS ¢
Zof CHet &elo|0, HERZ SSA7t AFSA el Wit 1ZE FE5t= ol 2 LICH

E1-HE8 284 H1
IE{S 7|8t DX 0dZd DXMEHZA DXZAE QM DXZAEA
s (DX I x| LK (UES=Z & ZDXIELH ZUEXHNZ
7|& EHl) ™) S| Z7Z|E ZE) {AlFf)
Z2H[XMY B Az o FoM e @AM HEAM W
Alzt HET X =Y)/9 HET X FHE

HHE AlZh 9


https://aws.amazon.com/directconnect/partners/
https://aws.amazon.com/directconnect/partners/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/hosted_connection.html

AWS Hi A

® Note

NMZE MZ AlZE R|ES AN 2HEE 7|HO 2 5l MAIR S 20t MIZ=/L|Ct AFOIE %I,
RIF 47 Qx|9to] THA 7|E OIZAIE TE{Y e P& T2 H|X{L AlZHo Q&S 0|2l
LICt. AWS Direct Connect IFEL{7} He &t T2 H|X{'E A|ZtE 2e{E ZdLCt.

Hot

Mo

HOot QT A2 310|EHE|E 014 80| W&e O/ELICH 2 T8 AFE 2 ChSa Z&Lch

« ME RE-QEYA EE ZRt0[H HERT A4

- A4S F AE

Al K=

b [ == I — RN

« HOF o AME Al Mo 2l QE{HE S&t S sHE ¢1AS AFE5H04 AWSO| ¢3S &+ USL

7?2 ofL|H ZEtolHl HIERT A AFE S o|R &6t AU&LIT?

« ZZIOIBl HERa ddE €28 | HELKT AIS0| ME & L S5HE AMEsHoF &L7t?

e &8 M

Hot @3 AMg 4l Ao 2t QIE{L! AF2 0| -I-"?-E|7-IL¥ AWSS} 3|AF HEQ|T Zte] = ztolEl HIE

3 AZB AE0| LR E £+ USLICH £8 HEXI I ME Soi A S5HE XME5HoF sh=X| EE= Of

ZZI70|M HSMH ESSIE +8E = UEX| 048 E AHSE ool ¥&e O|ELct.

PIEUIE &8 £ 9le 7L, AWS Site-to-Site VPN VPN2 Al25104 QIE{LIE Sall HE Q32

Amazon VPC &= AWS Transit Gateway ALO[0]] & S5 El E{dS ME = U&LICH QIEY! 7|8t

AE &85t B QYIS S5l SD-WAN £&F M2 AWS 2 &&8 £ QI&LICH o] i SIE

2ol 1724 223 VPN L SD-WAN AMoi M= SD-WANOI| CHEH %2421 T2 ALEE CHELCE.

AWSS} 3|AF HER T Ztol Z=zto|8! HIELY T 20| EeFt A2, AWS= AWS Direct Connect &

S HAACEE SAE HAAS ANE8E A HEEFLICH ZCt0o8l HEYT 48 S8l & & ¢53t

7t HR et B2 Direct ConnectgE &3t VPNE ™SI HLHHEE! VIF EE= & VIF) 10Gbps £

100Gbps & HAZ0|A MACsec2 AtE5t= W2 1Eqatiof & LCt.



https://en.wikipedia.org/wiki/SD-WAN

stolEHElE 4 AWS Hi A

Site-to-Site VPN Direct Connect
28 CIEL Zpio|d!l HESRZ 4F
™M& & Oo|EH =3t of| DXE £3 S2S VPN, E 2

X VIFE E8FS2S VPN EEE
10Gbps EE £ 100Gbps X o
49| MACsecO| Z#fL|C}.

Skl

71 Z Elol|l M= th7H Mul& S-S Rtof A HIOI HlghE 2 MulA0 et SLAR SHo =S 27
BLIch ZE|2 01§ 7|22 KA MulA 2 R# £HIROIA SLA FBE & geUih
SLA= MHIA M3 X 298 Y4g dBsta z orm NN e S ItsE S 542 2]
ste B7 &Lt MH|ATE EolEl SLAE QEtE 39 dEtHe R MH|A SS Y= 7ot &
AE 2HY 248 MSELICL SLAE Y /3, 27 A X &4 7|7t2 FolgLch AWS Direct

Connect SLAOY| [HE 7tS AlZh S E HO|E HAZ HZHAIR.

PN|
=

12
0>
MO

stO|EHE|E 2472 SLA2I MH|A F B0l 2
- MX| stolEEE HERXTII7IS Al SEE

S8 4 QALICH AWSE TSt ISPOLO| odE] B E S MAls
RIS AWS = U MBSl 22l S0l 2ol el
Xﬂ%?;.'ﬂ?r U 915 2P A0l =3y

O
o| E_Hol- 7|..QA—| 2= E X.||_._3|.E

>
=
w
0
o
8
C/)
<
0
pd
2
N
I
|'O

StAH7F U&LICE 3FR| B
Site-to-Site VPN SLA7} & L|Ct.

AWS Direct Connect= 2 A QI SLAE M335tH, MH|A B2 SLA7F SFE|X| g2 %?J H+
F7| 82 A 27tsFHE sHE 2ol ciall AL X7 XI2 8 & AWS Direct Connect

m
z
]
FO
il

MH[A =& H < 11


https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/vpn/site-to-site-vpn-sla/
https://aws.amazon.com/vpn/site-to-site-vpn-sla/
https://aws.amazon.com/directconnect/sla/

stolEE|lE i AWS &

o HER 2 Hl¢HELICH SLA7I 28t B2 ol & E AFE3st= Zd0| E&LICH AWS Direct Connect
= AWS Direct Connect ?|X| ==, 214 =, 7|Et 7 MF HE S Z 7t S Alzt S ZEof CHst -_rL7<|7"IOI
FA AM QT AMES [_|.0=|ol-|__||:|- ST ANEE EF5HK| 26tH MH|A7F Ho|=l SLAE {|Etsl= 4

o
kO

3t M2 5to|HE|E HAAS MEFES MEfS MH|ATF SLA QF AHE
ICEtE LIHX| HIELQIZ 7 SLst =&l SLAE MB35HX| &f2 &= UCk=
AWS Direct Connect Z E 9| AWS Direct Connect | %|0|A B LICH AWSTHE
32 H7|H o 0|4 AWSe| 2iolo| o lL|ct AWSSH 2ZH|0|A HE LT Atolo M
ME AMBste B2, AZ2 ALt MH[A MBS YA 7+ SLAGHE El= B2)el M&
StO|EZ|E ¢iAE MAE W= MA| 5to|EHEE HERI I 7HE F st FE2BtF ol
M HASHMIL.

0

AWS Direct Connect I} EL{E= AWS Direct Connect 132 A3 I EL{= AWS2te| AH| K|
MR ME M2 7|8t 2 MH|A 3B|=0o| £ EI SLAE X|2¢g —’l‘— %%L—I Ct. O] S M2 APN 1}
EL{Qt B ™Wrtstn F7F ZALE Sl{of & LICH AWSE ASE XE It EL S £ & HA|EHLCt.

el
* T

=X A A A UFEE 14 /8 oz CHE 4 4T TE{dlof ELICH ol & S04,
AWS Transit Gateway0ll= AWS S2S VPNZ} ORI R[2 REA| SLATE Q& LICH 2ot 9| O|R 2
AWS Transit Gateway &% & VPNI} AWS S2S VPNE A8 e = UX|BH ZF MH|[A0M MH[A 3
HEHE B2 = doe{H F VPN 25 & ZF SLAO| A AA|5HoF & LCt.

AWS Direct Connect Resiliency Recommendations@} Resiliency Toolkit2 AE5HAMI L.

MH|A =& Hlof 12


https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/directconnect/sla/
https://aws.amazon.com/directconnect/partners/
https://aws.amazon.com/transit-gateway/sla/
https://aws.amazon.com/vpn/site-to-site-vpn-sla/
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resiliency_toolkit.html

StO|EE|E 4Z AWS HH A

Ill.u.

Do you require an AWS provided connectivity SLA?

Connectivity [ l
selection based

on the

Decision Tree T e

¥

AWS Direct Connect AWS Direct Connect Any connection type
Resiliency Toolkit Resiliency Toolkit with optional service

Maximum Resiliency High Resiliency provider SLA

T2 3-SLA 1124 AE OJAF 2™ E |

Ad
o

oIr

Al
o

HE®Z 50| S DXl 2212 X[ Alzh WZ! £4, XIE, 9 F S o42] 7FX[7t /&L
o

=
OfZ2[7old 27 Argof et o283 Zt @40 SR 7t Hetd + U&LCH

gofl w2t oHE2IF01M & U AHSA FEol WS OIRlE UEYI ¥5 2

(@)
AEs T M =& Holfok gfLCH.

O|HO|E M& £ & o|0|5tH et o 2 =/ H|IE
ol x & 7I7H:IIE(Gbps)E %E”‘—*.o._' A7|LE0|H, CHE
10(X % 1,000,000H|E = 1Mbps) I LIC}.

2
X
ML
2l

20
Fll'
N

M
N
N)
z 0
=

o




a

tol

[T

ZlE 14 AWS Hi A

ol

OHEEIA OIS CHAE 27 AFSHS BIHE mhs AlZtol Xlehofl et CHOIE 27 AFgol e 4 2t
£ M2 U5 FHAQ. BRPE R0 XY HIE, HY Y, M IS U Hof Zx| AlLtEIRE 2
S Cfoi= 27 AFEO| CHE 4 RlaLch

ofZ |71|0|*4EIHZP fef 9 E 1ed AL ol (g & JA&LIcH

e L
CH. VPN° E-I'-E'| | QHEIE, &2 MTU M[gh £= stEH 0] CH = HI?_FQE oH MElFE MEE
A& LICH.
X[ Azt

XA AlZF2 HESRIZ 2 E Sl miZ!lo] 2201 A CHY O|Sste Ol HRE AlZtez, Mo
2 Z2|xX(ms) B2 EHEIH, X[ AlZHo| 2 27 F%% OFO|Z2 2 E(us)E EAIEZ|E §Lct
X4 Alzt2 Yol Srof et Eetx|22 Helof et x| AlztE 7ot

Dol ChakE
o

OfZE2|70|M K| T A2 Cher el E Y + U&LICH 7Hg dlaasn 22
RE 2 WK

=3
KRE] 7HY CIAE0| o] ¥rS ot

OHEEIFH OIS AS RV} QRIS £33 A
o X|d AlZH SEE HHE 4 UALICH Voice over IP(VoIP) O ZZ(#0lM2] @F AZE Hixg +
QIELICH TRfsHor & F N Kol YAREE EMMMO| Bot S A4 s2iH Mol SEO|

=
Zett fEULICE HIo|EHolA EE VIE Q| 7|2t ME A= UERR X[ Alzh F712 ls
o
=

Jitter

Jitter= LIE {3 CH7| Alzhe| Lt dE HYstH Ch7| Alztat Ort7EX| 2 Ao 2 BE[F(ms) B

?lz SEELULOL

OHZ(F0lM Jitter 2T A2 YUMo 2 HIC|2 U S MES & dAZ AE2Y ofE27

OW‘HIA-I g = UGLICH O[2{E ofZE2F0|M2 UHE S XM 2 HIO|H 5§ RISt
AZFO| Jitter® EX5H7| QFt 22 HIHE A5l oF st AEo| Q& Lct.

AR~

W 42 MEEX| L2 UESI EBiHe H2S 588 HeLch ZE HEIo= =2 Exi
I HAE, 82 4, WEYS &H| 2F LU 7|E o|F 2 QlaH M2 of= Mol Z! & Alo| wayst
LICh 2kAM oHEE|FH0lME o= B I £ 42 5183H0F 5t X|2 518 J7tsE = oEE|70
Mot o & AUELICH




sto|lEE|E A

1

AWS Hi A

TCPE Ar835t0od ECHEE T&st= OlEE|F0[M2 KiTIS S Sl L
IP /0] UDP = XAl Z2ZEZ S ALSsteE oiE2l7old2 WA &4
(@)

EZS
olioF 5tH olofl o< BIHE & AELICE VoIP §8 Z 2201 A

x
iy
>
mo
1
02
ot

=
30
Iy
C
[l

o
]
9'|_|
nr
>
1
m
I
4
o

= ™SS AT sts chel EEFl
mZlo| &AME S5t 220 R332 AU = U&LIct UE VPN £ Moll= EcfElg ME 5= o
AMNEsteE HEXHF S| 2! &48 5757 {8t RHA| HIZHLIEO| X & |0 U&LICH
Tnedsior & Vs
& 7hsE x| Alztn M2F o] Eet 82 d8Me 852 MSsts AWS Direct ConnectE M
EiSt= [HO0| E5LICE MelE 7 At et CHEZE S MEfE 5= QU&LICH AWSE IE{H! 7|t
A0 MBE + e NELCH O Y E HER T AE0| 228 FR AWS Direct ConnectE A
g Jg HEFLICH Zetol8! VIF X ME VIFE UEQIE S8t Mzl 8 £0|1 2H3=E 4
2 olal MEIF S FHAIZE = e HE =2 X|BELICH. AWS Direct Connect SiteLinkE AHS
St AWS EHE 2 AF835101 f|%| 7t HEAS MBS E = U2 2F Al #dstE = U&LICt Direct
Connect CHAE & MEHE! = SiteLinkoll AFE £|= CHIZE S 1246l oF & Lct.

AWS Direct ConnectE &S38ll VPN At&3tH & =387t FIHEILICEH X[ MTU 327(7F £0{50{ &
2|20l E0{E £ QY &LICH AWS Z|E Site-to-Site(S2S) VPN 7|5 2AWS Site-to-Site VPNVPN A
BMollM &olgh £ Ql&LICH A St 253517 7|12 453 QF AHEQ F iR ol Bl o
4 | x|0l M MACsecE R|ELICE. MACsecOl| & Site-to-Site VPN 2441} S U8 MTU 2= & RH
M2l 184 AFEo| Q& LICH AWS Transit GatewayE AFE3HH T2 VPN 12 £8 L™
gyetn St ots d2(ECMP)E Sl Jol el M2lE e =Y = A&LICh AwSo| &2 Site-
to-Site VPN2 Z2t0|8! ¢4Z4E 2|5l Direct Connect T& VIF ALE 2 K| ELICH RHMIEH LIE2AWS
Direct ConnectE £3t Z20|H! IP VPN & Z5HMI 2.

> H
A

11T

AL
Nl

IF CHE S M2 QlEUg S8l AWS 28 Site-to-Site VPN AF8 e ZdlLICt HIE0| XM{Estn
2| AFE 7ts5t7| HEo] of2dxel S Mol & &= &Lt a2t QIEeHIE 88t M2 xMol &
HOo|ztE M2 GaStAAIR. QIEY 7|4 &4, E&, Ti7| Azt B7F 2 o|lE& + ei&LICH AWS
= AWS Accelerated S2S VPNE S5l QIE{H A2 A9 U EHHE 2t5te = U= &FME XS
gHLICH Accelerated S2S VPN2 AWS Global AcceleratorE AFSEHLICH 228 HMZYO|EIE AFE
St VPN Eci=o| =|CHE e 12 Ho|EQ|o| ClutolAol 7HZH AWS HIERZ o RUE = A&
LICEH HAM7I el AWS 22H HESITE MEH 2[¢o 52 AM3Bste A=XQERE EBfEZ 2}
LEISto] HERT ZZE Z|XMSHEILICH 7t% VPN (A2 AF8 50 EBNE 0| H{ER! QIEUIE S5l

)
ctREE M dAE = U= HERHZ SES LX|E = UA&LICH

0x
or
o


https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-direct-connect-sitelink/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/private-ip-dx.html
https://aws.amazon.com/blogs/architecture/improve-vpn-network-performance-of-aws-hybrid-cloud-with-global-accelerator/

stolEE|E o4 AWS Hi A
H|S
"o

et colM 302 ElE % HISOIE Z2HIKMIE Bla4 WAL HIO| ZEELICH Z2H|K

JE Bl4A0| HISS AlZH EFRI(YUHHEOR AZHE)Z SHELICH ABFS JI7HHH0|E(GB)Z &7
Sl ClolEf &% U &2lol ALSELICH 7|6 HISE AWS WIESIT M4 X|Ho 2 0| 947 HISO|

ZEELCH HESTT SU BRAOIM AlM Lol 2= B DA 47 HISTHE XS £ AUSL

Ct. HIEXA7I CHE %[0 UYE B MH|A 22U EE= APN Direct Connect IHE L H|E 0| &M
ghoict.
SHA| RIS

i I == Ry —— N LI

- Ad A CEAE Soll AWSZ O TS &= ClolEe| &2 ol HEd Aoz ol ¢ et ALt
« AWSOIAM Al I QB = D& ME = Clo|Ee] &2 ol= HEY A2 =2 of| & st &L7t?

. 0l 2% POt AHF HWHELIN?

« Fol AlLtE|20i|= o #HSt7F A& LT

AWSOIAM CHHEEZE BLO| AF ot KIAEEE A™dsttie B AWSE AE5tH F 7iX| Yo =
AWS Direct Connect LfF & Q|f 0| HER|T H|&E &Y =+ U&LICH X, AWSet 2 C|0|EE
TEZO 2 QB MH|A SZAto| XIE5t=E CHYE HIES -’ESOE' o %J%L—IEP EW, M8 42
ol M&SE 2E dlolE{ol= eI HIo|H & 23 0] of
0| Fa-ELCH REAMIEH L& 2 Direct Connect 2 2 H

=
T
=
=
En
[=

§
M
12y
B
Q'I_l
>
FO

AWS Direct ConnectE AF23HH AWS Direct Connect SiteLinkE AF&35104 AWS BHE S AL 3= Al
O|EE 4% AZEY =+ UELICE SiteLink EAI EE2TE HZEsSHMR. 0 7|5 E85HH L0l
Direct Connect Cl|O|E{ & H|& 0| &5t H SiteLink7} & HstE B AlZHE 22

SiteLinkE 2C|THEZ &M3| Ql H|g M3t = e, QY EE Z 2ol HIE
= Zof AlLtE[20] MEE S MY = A&

I

2Z 0|0/ 2} Direct Connect #1X| ZFe| A S floll LIEX T MHIA SSXHE AH8steE 32 UHF
%HE HEste Ol HRE s3I Alzt2 MH[& SZAtekel 7A|efol el 2 E LIt

AWS HHE2 D E AWS 21X HELT HHAMH 532 Mt ZE AWS 21X 2 EfjEg HEE
%= Ql&LICH 0] 7|52 QIE{HIZ2 Al25l04 &4 AWS 2| 2|FHof M ASHE ZWECH B2 7|=X 0



https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-direct-connect-sitelink/

sto|lEE|E A

2
1

AWS Hi A

Mol UKD H|ZO| ErAghct RtAIEH LIS EC2 CIlO|E| & 7174 HO|X| & =M. ECi=
A20| AWS Transit Gateway7}t {= 8 GBYE CIO|EH 2| H|& 0| F7IE[X|Bt 5 Transit Gateway
Zholl X|ef 7+ m|o{2lE AL e 7B Transit Gateway Ci|O|E{ %{2lof| CHEH & tHEF @ 0| HTEL

b

Z|™Mo| ofZ2|F| 0| MAZ |0|E{ X2[E AWS LIolM RX|5tT ELLE CIOIEH &4 222 2|4
|

2. AWSZO| HIO|E =412 FRLIC

x| AZE £F M| o2 AWS HZ HIE 2|0l MH|A SSUA| HIE, At 214, 2, DX
x 5t
(=]

st SEH 2 A HI T TEqsoF gFLch.

CIE{LIE ALE3loF x| ZtolH! S ALE35HoF & X| & Z27Z)CHH, AWS Direct ConnectE AHE
St 40| QIEHIE A5t RELCH KMHEM K= 2UE7IHE A&t EML. CIo|E 2522 QI8
AWS Direct Connect H|& 0| O A& st ¥l odd0| 2 dt ZA< 2 AWS Direct Connect7t Z|

Aol dd MLt

21Z0| UA[Ho| QIEHAO| CHE 2F MY E SFste B2 EUe BEd MEol /s St
AWS S2S VPNE A8 st 0| O XMEE & J&LICH B, 2Z80|A HERF 9| QB 40| &
==l ot 5t

EofloF ErLICH.

AWS Direct Connect7} & AlM(5Z 2 Direct Connect & ALO|E 0| & Q1 715) Liof e AR
AWSO]| CHEF Wkl 9132 MAE 4 Q&LICH &, 1,10 EEE 100Gbpse| M HZAS AFEstchE 9lO|
LIt AWS Direct Connect THEL{=  Bf 2 CHYE S M0t O 22 82 o
2|M5tE = Q&LICH o & £0{ 50Mbps A I 1Gbps & 12 & StLHE At

Ct.

m
R 1
X

AWS Transit GatewayE A2 3 VPN 2! Direct Connect 913€ 042 VPCe 28 & £+ A&LICH
AlZHE AWS Transit GatewayOll 91Z435t= 972 =9 AWS Transit GatewayE S5l 2= EcHE &
of 2k 0| FIHE|X|BH 2HE2|7F ZhASE(D ZeFh VPN 445 VIFe| =7t E0{5LICH 28 2
Hsl= Z4 =2 QIFF o|Ht HIS Hz 2 Hlo|E XMelol E= FIHHIES & s7HE + /U&Lch M
EHX{o 2, AWS Transit Gateway7} CHE 22| VPCE st EciT FEo| (U= HHE DedE = 2l
&LICHHF £ o). of M2 E A2 CHE 2| C|o[EHE AWSE T&6HoF t= AFE Abzi|ofl CHaH AWS
Transit Gateway Gl OB M2| =2 & LI & U&LICH o] Aol CHEt RtAEH LIS 2 12 ZE A
Mg FxstMe. E ChHE ™2 HAI2 AWS Direct ConnectE 7|2 222 A85t1 QIEE &3
AWS S2S VPNE #ef/gol =X 222 A stes AYULICL Ol EF M2 7|eMe 2 d¥ Jtsst

o



https://aws.amazon.com/ec2/pricing/on-demand/#Data_Transfer
https://aws.amazon.com/transit-gateway/pricing/
https://aws.amazon.com/directconnect/locations/

tol

[T

2

- O
— =

ol
i
1

AWS Hi A

28 , 712X BEE(0] HiA el AZ|d MMojM )0l A2 #EI7HEH 0EdE &+ UE
.AWSE EIH-?— SR26t7{LL SLE FIZE0f= o WS HEsHR| pf&LICt

i

-‘T'-OIJO

OFX|2F M2 YAl Amazon EC2 QIAEIAO| HIEZEl 774 22|3 VPN = SD-WANQILICH AIO|E
7k 44 FHoll M % 5 HE & AsLict stxiet 7

BH 7l 74 AWS S2S VPN H|m st 2 7F . K
7t o{ZCto|HADiCH nedsliofF & &2l LHSEIE, 2toldMa

E 3 - Example Corp. Automotive @173 A H| /24

H|, EC2 B|AA H|20| l&LCt.

H = 7 2 AWS S2S AWS AWS Direct AWS Direct
VPN EEE VPN Accelerated Connect A&  Connect M2
SD-WAN S2S VPN gl odd 4

OIE{L 4 o o o otLL oL

Ze

IZHIXHLHE EC2 @IAE] AWS S2S AWS S2S ZEHIE 3 Mg ZE H|

2lAA HIR A3 AZE VPN VPN 2 HE otstEt =
flloq 2Fo|M AWS Global EFEE
& Accelerator

lolE M& ClEHHA 2@ZF ClEHA 2= ClolE M& Direct Direct

EE = Direct

Connect 2=

ZzZ|0/dol
M= 2l

£

Connect S5

Connect S5

M&E HolE MEY MEY B MEY MEY

2ol

AWS OIO|E{  aliE AFEF Q! AWS Transit 0 AWS Transit ~ AWS Transit

el HIg = Gateway0i A GatewayOlM  Gateway0i A
O uf A4 O gAY O gAY

AWS Direct of of ofL|e Sk AMEE o ST AFE O

ConnectE &
SHAFSE £

LtR?



https://aws.amazon.com/directconnect/resiliency-recommendation/
https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/vpn/pricing/
https://aws.amazon.com/global-accelerator/pricing/
https://aws.amazon.com/global-accelerator/pricing/
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/
https://aws.amazon.com/directconnect/pricing/

AWS Hi A

A 9| OI M“\=|01IA-IL 9_ M7l MEfoll S E Olxle i A E OhELICH 22 drols =21™
H

Bt 74 El AlR[A T 7ZH 2|3 VPN 2 SD-WANZF 22 1124 AEE 2 St

1
0
0
-

« DZ8o| 2 zt2|5t= VPN 2! SD-WAN

SFEXF AL

-1 O O

pSgel

S5 40| @7 A0l HZEIT AIZHo| Rlctoll e ¢ &R Mo| ME I WHE 4+ Qe 528

UBLICH

&2 /2 MAE O HR) FREE ofLIzt o4 AF BT JEdsHoF BLICH ol HFE f7Ixel

HEY 4T T, Q4 EED 2o SHE HEW BHO| U £5 AsLIL

e £F M ot 7= Mol et el BE @A E 1E{dtX[= gtote & =& /J&LCH 2e{Lt o]

S bE UErsel stol=ElE HEND T Mol HEN T MY S Ass 7|2 2471 H £ 9

SLICH o] #Af= stol= | o1z M ol Moo HE SLICH VPC LIEXIZ of 7|=ixiel 2t
= N

: |
01 5to[EE|= 2 é‘ I -T-.‘E neds PE 0| E&LICH XtMEH L2 & E 7tset 1 eFrfs CHE VPC
(@}

- 27 0/& ALO|E EEE AMO|E0| 4Z8HOF shE VPCL| X =2t olld == FH I L7t
|o40f BHZ E[Lt R, OFL|H o] X[Hof| BHZ =Lt 27

« VPCE B AWS [T X
2Zo0|A& Ao|EE H IHLH?

« AWSO{ 23Z43HoF sl =

« AWSO{| @43l o Sl=
L7t

AOIEE 1174 H|O|EQ)O| C|HFO|A(YEH Mo 2 EIRE| EEE et

o gA O


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html

stolEHElE 4 AWS Hi A

« Amazon VPCO| Z 1= 740 2 ofAlE|= 72 = T JHo|H S0 M 2418 7o 2 oA E|= HAE o
= H LI AWS

AlZt AWS datof el ChgE S sedoF ZLt?

T2 S0|EHE|E ¢34 MAIM 528 SAQILICEH 0|8 I8 CHE MMM E CHA 013 2 & M|

ol Y=o FRE ZEE AL

CIS2 5I0|HE|IE HERT o148 Ao 2 STEMHE |A55H7| 218 HE 2 A L|CH.

- B2 QUS M85t LD $£AlE|E HAEO| =8 F040F FLICH AWSIHEIM IP =4 X|™ xﬂ
He B2 Q49| AH2 S ZCHSISIE S MAH|o{oF ELICH ECfE AX|L|{-IS MEIMo 2 &
gt e AFE L[ EeiE AX[L|o{Zof CHEt REMIEH L2 Al MMo| ERfE AX|L|0{T or
QA MME AESMR

« DXGWS} VGWE &7 At 5t7{Lt B BGP A|A0i A 04] VPCOl Ciet A2 NMZE £ QU=

AWS Transit Gatewayd S BGP L|0{3 MM =& 2|4 35t AAI2.
« 04 2= g|0|A AIO|EE &7 4423l oF 3t= 0= Cloud WANS 124all EAA|2. AWS 2|

o1 2
pSgel

oi7d pHle 2ugolA HELTS AWSZEIRE Z|AA ZHo| EAl miEdE gttt Amazon S3 &
DynamoDB2+ 20| & AWS 2| = CHE Pdoi HE = A=ZCIETF Qe AWS MH|ARDE of
L|2t o42q x|¥ o £+ == CFE AWS 2|7 VPC L Amazon VPC LHO|| 2EIRE E|AAS HIEZE
A& LICH

A AR

- CI™ L} L 2™ 2 VvPC 2 S4lof CHEt @7 AL O| U&LITF?
« 2zf0jA0M ZY AWS HEZ!| AE ZQIE o] HAMASHOF StE 2F AFEO| U&LIT?

. 2 0]A0M VPC A= ZQOIEE AR50 AWS AH|A 0| HMASHOE BFL|7?

R
!
&

20



stol=EE ¢id AWS HiA]

0¥

QT A

rr
0%
Am

o, 1] A

CHE 2 7hE YEHsiQl 178 B AlLble o YR elLICt. 2H 917 Do
|

OFM ZEXBH HEQF ZH0| O] B M= 2= |0|A HIESL 32 AWSAIO|C] 5to|EE|E 4o =X
PC &35 o444 MAof CHEE REMIEH LHE 2 =& 7ts5tm o8 CFHE VPC AWS |

« AWS 7}3}El ALO|E-E-ALO|E VPN —, EFY AWS Transit GatewayAWS 2|7

AWS DX — DXGW (VGW Z &, Erel 2|x

AWS DX — VGW, C}E x| 2 IHE 2] 1|o{3l0| Z&E DXGW AWS
x|ef 2! I{E 2! m|o{3 E &) AWS Transit GatewayAWS
G

ateway) (37 0|4}

AWS DX — DXGW (LC}
AWS DX — DXGW (LC}

X|ed & AWS Transit

AWS 743} El ALO|E-F-AFO|E VPN —, Bt AWS Transit GatewayAWS 2|
ol 2Ele gt Zo| #AELIC

. A2 AWS 2™
+ AWS E S35t 223 AFO|E-ALO|E ZF VPN 994 AWS Transit Gateway

« Accelerated VPN E A5} E.

21

R
[
i


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html

stolEE|lE i AWS &

Site to Site IPSec
Connection

Sl corporate
= data center
:
5 AWS Global Networ Internet Local ISP, _@
z S - -
____________________________ E
"""""" 5
Availability Zone B 58| AWS Transit Gateway AWS Global Accelerator
: > at AWS PoP
£

a2 4 — AWS #2138 VPN — AWS Transit Gateway, EF2l AWS 2|

._=|7E| -I

JP)

+ AWS Accelerated Site-to-Site VPN @142 AFE35l04 38 QIE{Ulg Sall =/xstE VPN 2 ™
sle 7|58 MEgct.

« ECMPZE 0{2{ VPN E{'dg 7301  £2 VPN A CiAES &EH £ U= 7152 MSFHL
Ct.
« 0] 4 AO|E0|M 45t = O AL E + U&LICH
- M 2t*E((BGP)E Sl AtS&tEl Fof =X|E NSt
+ VPCO{ AWS Transit Gateway Q1Z4%|H HAZAE ZE VPC7I S VPN S AIEE £ Q&L
Ch. 8t VPC ZHof ®ist= S4l 2EE Mofg == U&LICH AtAIEH LHE 2 Transit Gateway 2 &
HEIE HZFML.

« EfAL £ ot 31 SD-WAN 714 O{ZZI0[HAE SEE = U= Foist A SMHE MSELICH AWS
Tran3|t GatewayVPC A 2Ef0jAoMH VPCEL| ECfE0f CHEt S EEA LHESRT Eots

22

R
[
i


https://docs.aws.amazon.com/vpn/latest/s2svpn/accelerated-vpn.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-network-security-for-vpc-to-vpc-and-on-premises-to-vpc-traffic.html

stol2g|c oA AWS EH A

£ 42 2|C§ 50Gbps | CHAZ(Z E2iE 252 VPN B 2/cH

jul
12 O
%
()]
D
(@]
m
o If
1]
m
@)
<
T
|
—Ll
_I.

L]

\l
-
\l
-

7|t 1B A

- 2Z70|A o] ME{et ZHe| HIO|E &0l E= F7F AWS Transit Gateway 2| H|&. AWS

- HAVPCo Eot a2 FAE & K| VPC |03 M= AWS Transit Gateway O|E X|#E L
C}.

AWS DX — DXGW (VGW Z&), B 2|

ol m&d2 ct=n 2ol +EELCh

o=
. =2 DX 2/x|oi CHEt 0|= AWS Direct Connect 1Z3.
« AWS DXGWE VGWE AF&3t04 VPCO| 2% HAZAELICH
« VPC 7t AWS Transit Gateway & 2104 CHEt MEHE] ALS.

R
!
&

23


https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-quotas.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/vpn-limits.html

stolE2e|= i AWS &

AWS Cloud
Region A
E El Corporate
‘ AWS DX Location A data center
Availability Zone A Region A
Avallability Zone B @—@7—@
DX Router Customer Router
H B
g . .
g ' . - '
= Availability Zone A : GT;:)
g ﬂ <« =)
AWS o Availability Zone B~
Transit Gateway [l v VGW DX Gatoway
g ' AWS DX Location A
£ Region A
L Avallabilty Zone A (: :) (: :) @
DX Router Customer Router
et Avallability Zone B

« AWS Transit Gateway & At&35t04 VPC 7tof #5t= &4l 22 S Mo{g = UA&LICt XHME LHE
2 Transit Gateway &5 HEIE & ZTHM

T2 1] AtE:

Xl H5FA £, DX YA RYE(TL, SAE)Y VIF &= S 7|EF #2 M $tof CHS XEAMIEH LIE 2
AWS Direct Connect & E 2 EXSIM L. B 7IX| T Tod AHE

|
A

L

70
o>

. ZZlo|El VIFE BGP MMM E IPv4 2! IPveo] CHaH ZHZF =|CH 100712 B2 E & 1nEr £
Ct.

24

R
[
i


https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

stolEHElE 4 AWS Hi A

- B2 BGP MME E38l DXGWE ZICH 20702 VPCE 233% = Ql&LICH 2071 o|4 9| vPC7F EE
5t B2 DxGWE F7I35+04 i+ 2 2422 &0|5tH 5t7HLE Transit Gateway 8 & A2 12{E +
U&LCt.

« ZIoof 2t AWS Direct Connect s&  £71& £ l&LC}.

7|t 1B A

- 2Z70|A HET 7F AWS Cl0|E] M&ol= AWS Transit Gateway #&1 X 2| HI& 0| &3 K|

« A VPCol Hot O82 HZXE £ l&LICH (VPC I|o{2] AWS Transit Gateway 2R
« VPC 7t 412 S7lsH= C4l VPC To{2S AFRE 4 2/X|BH 0|7 3t Ci7= VPC mlojalg
TH5t1 grelatof ot 2P e 58 40| 7FSELICH AWS Transit Gateway point-to-point
« VPC Zt S&l0| ER35tX| o2 E? 0| & R0 A= AWS Transit Gateway VPC I|0{ZE EHe
I.

AWS DX — VGW, C}& XY & I{E 2] 1Z|o{2lo| Z&E DXGW AWS

ol m&d2 ct=n 2ol +EELCh

¢ 0|& 40| 7I=8t o 2= 7j|0|A d|0|E{ ME{ AWS
- E2| DX &%x|22] 0|F AWS Direct Connect ¢1Z.

« AWS DXGWE VGWE AF235104 1071 oA o] vPCO 21 HAZAE|H, VGWE ALE235H04 =|CH 2074
ol vPCoi dZ2E £ &LICH

« VPC 7t & AWS Transit Gateway X|23 7t & 4104 CHEH MEHR] ALS.

25

R
!
&



stol=ElE A AWS ]

LUE AWS Cloud
Region A F
h VPC1 1
o ] DX Location A Corporate
3 ’: Availability Zone A ! Region A data center
I [ — - ]
; = : " e : ES 4
: 3 N Availability Zone B : ‘(\ (\;‘ O
3 '::l oo E L 2
[ E | DX Router Customer
h o E H Router
" o '
i 3 !
[ O '
o AWS E L Availability Zone A
= _§ i Transit Gateway __li2 L IEI j O
& 3 I |‘ .................... ( 4 I
> E + Availability Zone B H -
» H
H £ [
SRl Tl DX gateway
= [
c | DX Location B
b g Region B
o B
=
“ DD P
W s
DX Router Customer
Router
/
AWS Public Resources

« AWS DXGWE VGWE ALE35104 107l O|& 2| vPCO| 21X 4 EILICH VGWE AF835tE VPCE %
CH 207077k K| AZ2E £ A& LICH

« AWS DX HE2! VIF= AWS DX 2122 £35H Amazon S32F Z2 AWS THE 2! MH| A0 EIZ] HAl
A5t O A2 ELICEH

- ¥F OE 21™e| VPC X DX 2Z0]| dAE = U= 7I52 MSELICH
Z

+ Transit Gateway IL|0{22 2 VPC 7} & x| 7t vPC & &10| FEIE LICH AWS Transit Gateway .

T2 18] AtE:

XHElE HFA = DX UZE RY(TE, Z2E)T VIF+= S 7IE+ T2 AMgtoll cHet REAIEH LHE =2
AWS Direct Connect & 22 XM L. B 7IX| T2 Tod At

26

R
[
i


https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

stolEHElE 4 AWS Hi A

n

- Zz2to|8! VIFE BGP MMoi M= IPv4 & IPveol| CHAH ZH2h =|CH 100742 B2E 18 = A&L
C}.

- Zt Z2lo|8! VIFS| Bt BGP M2 S3ll DXGWE Z|CH 207H2] VPCE Q1Z3%E & Q2 M, DXGW

= x|CH 307He| Z2tolH! VIFE HAZ4E &+ U& L

)

« L Q0 AWS Direct Connectlll2t s& O F7I& £ & LICE

7|t 1B A

Zh0jA HEXZ 7 AWS H|0|E & o= AWS Transit Gateway 221 *{2| H|S 0| & 451 x|

- A VPCol Hot O82 HXE £ I&LICH (VPC I|0o1- AWS Transit Gateway ).
- VPC 7+ 412 F2¢lst= CHAl VPC |03 A8 E = UXIEH O|F A otH CH 2 VPC Z|o{3E
55t grelatof ot 2P0l SESHEILICH. AWS Transit Gateway point-to-point
« VPC Zt E410| ZR5HK| gt2 A2 0| A4 2o ME AWS Transit Gateway VPC I|0{2IE Z
I.

AWS DX — DXGW (Ct& K| 2! = 2] m|o{& Z &) AWS Transit GatewayAWS
o 22 CtZ1 Zo| F+-ELICt.

- Ct&. AWS 2|

- 52 DX ?xloi CH+ 0|F AWS Direct Connect Y4Z4.

- 0|3 0| 7tsdt Y 2= 0|4 o|o[H ME AWS
« AWS DXGW XZ & AWS Transit Gateway

- 2™ vPCe| #27t FLCH

27

R
!
&



AWS Hi A

stolEElE 4

E AWS Cloud

m Region A
E - Corporate
AWS DX Location 1 dats centers
! Avallability Zone A ‘e MA
Avallability Zona B __
: :-'| 4
OX Router Cusiomer Router
= / |
: Avallability Zone A i & |I
Wl i 7 RIS > O
! } |
: Ayailability Zone B e DX Gateway I"-._ |
: : AWS Trangit Gateway |
| AWS DX Location B
| Region B
[
! I 3 |
Availability Zone A ‘ E |
! L |
} ) | | DX Router Gustomer Router
Availability Zone B e ; [ |
: | @ [ |
|I
g I
= [/
w J,." If
'; J
m Rl;lglunE = I
H AWS Public Resources Privata VIF
Pubilic VIF
| B | - @
Availability Zone B 5,| E o am -
: ; aron Amazon
‘ AWS Transit Gateway i....DysnmoDB .

2! 7 — AWS DX — DXGW (Ct& X[ & HEZE| VIF Z &) AWS Transit Gateway AWS

M

Ad.
S

il

ey

e
M

AWS DX HEZ! VIF= DX A8 £5
ZlL|ch AWS

- F O 2IMe| VPC L/EE DX A AZAE = U= 75 ASELC
C ZHol MA| e & Al dE e &+ UA&LICH

« VPCOll AWS Transit Gateway 212258 VP

I0{2leZ VPC 7+ L X[ ZHVPC S4AI2 8
« EFA} 2OF 2 SDWAN 7H4 0{ECI0|HAE SEHE = U FoIst MA SMHe ASELICH AWS
VPC E | CHet Y ESA HEQT 2ot

Transit GatewayVPC 7F 2! 2 I 2{| O] A 0 A
SESN SRR

o
JH
[

v od


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-network-security-for-vpc-to-vpc-and-on-premises-to-vpc-traffic.html

stolgElE i AWS &

T2 124 A

0%

_,_
\|

« AWS Transit Gateway E/T %

=
o (QHt 2 W ofRHteE 4
2

AWS Direct Connect E&HZF

A B2 £ Transit VIFE Sdll X[zl 2|0 B2 += HMEHEL
= O &) n2 Meta xX|HEls G2 2 VIF =0f CHEF RtA[E LI 2
=

A ZstML.

- B BGP M[M0iA VPCE ZICH AWS Transit Gateway =& 7H77HX| & &g £ & L|CH
- DX B EFHK VIF. AWS

- Zof el AWS DX 48 F7HE &= /JU&Lch

Z|E} ed AFE

WS Transit Gateway 2| H|-& 0| gf Mg L|Ct.

=
()]
o
o
Il
Al
ol
>
-I>|I
3 ;

|04 AWS Transit Gateway 22

CH&l VPC |03 S MEE = /UXIEH O|F A otH CH 2 VPC Z[o{ZE
55t grelatof ot 2P0l SESHEILICH. AWS Transit Gateway point-to-point

=
« 370 AWS Transit GatewayO|&f 0| 23t ZR DXGWE F7/I& = J&LCt Ot A ZEE & X

AWS DX — DXGW (C}& x| Z & AWS Transit Gateway) (37 O &)

o| Z&2 Ct3 1 Zo| FEELICh

AWS 2|7 (37H 0l4}).

oM A
ro
|
o}

|0]& Slole ME.

- X9 =& DX 2|X[E S8t 0|5 AWS Direct Connect 21Z.
- AWS DXGWE AF&&LICt. AWS Transit Gateway

- 2™ vPCe| #27t FLCH

o AL8XF 7t ZloRlo| E HIAl. AWS Transit Gateway

R
!
&

29


https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

stolEz|E A AWS Hi A

AWS Transit Gateway peering

DX Location A
Region A data center 1
D D D
) T N

DX Location B

Region B

D D D
AN N N
v H coreore
D D D
A5 N N

DX Location B

Region B

D D D
AN N N

iAvailability Zone B,

121 8 — AWS DX — DXGW (CF& R[] 23 (374 0l4}) AWS Transit Gateway

Ad.

HE 2E &4

il

« 2 HI=ET} 7HE S&LICH
« AWS DX I{E 2! VIFE DX 9948 &35l S32F 242 AWS IHE
ElLck AWS

- ¥F OE 21™el VPC X DX 20| 2E = U= 7I52 MSELICH
rd

T A A O AR

i
w
>
>
2
d

=
+ VPCOll AWS Transit Gateway 21358 VPC

30

R
[
i



stolEElE 4 AWS HH A

&5l AWS Transit Gateway

« EfAF 2Ot & SDWAN 7+4 0{ZEI0|AE SEE = /U=
Transit GatewayVPC 7t 2! 2 Zgj|0|A 0| VPCZE | EE|Zlof CHEL &
ZSHML.

wa 0

T2 08 ALE:

2 A2 £ Transit VIFE Sl X|HEl= 2 B2 =2 XSHEIL
E). # 2 X|8toi cHEt REMIEH LHE 2 AWS Direct Connect &

Zost 742 742 Qote TE{EAMIS.

P A

- DXGWY AWS Transit Gateway tF& BGP M|Moi M VPCE =|CH =8 JH77H K| & E = J&LiCt
=

(ZEHIMIE DX HZE X3 & %%OI'.:E' SEsictn 74-). AWS
- DXGWYE =|CH 6707t K| dZE = U&LICE AWS Transit Gateway

- £ AI238t04 AWS Transit Gateway 37l 0|4t 2| x|23 o173l ok 6t AR £ 71 DxGW7I Z &L

Z|EF 2] AbE::
- 2-Zg0/A ALO|E St ZHo| HIOIE & Al &7 AWS Transit Gateway #{2| H|E 0| EghL|Ct,
- A VPCol Hot O82 HZXE £ I&LICH (VPC I|0o1- AWS Transit Gateway ).

£ H&l VPC Z[o{ZE AHSE &= UKXIEH O|FE A 5t Ci# 2 VPC I|o{2E

C
55t grelatof ot 2P0l SESHEILICH. AWS Transit Gateway point-to-point

S oM ZH ECle 88 IS4 22 1 Arg S ChELICH

R
!
&

31


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-network-security-for-vpc-to-vpc-and-on-premises-to-vpc-traffic.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/limits.html

L

slo|EE|E 942

n
|-O
Il

AWS HHAq

Is the output of your previous decision tree(s)
VPN or Direct Connect?

ety S

DX + DX Gateway
+ AWS Transit O ey
Gateway hybrid connectivity?
v I
VPN with Transit

O™ 9-EEY U S8 HE oA AY Eg
® Note

MEfSH 4 RE0| VPNl B2 Moz ds5& 1edE M VPN = X|H0[ AWS VGW
=
=

EE= S2S VPN 24Z4QIK| o2 & A 5o B LICt. AWS Transit Gateway AWS Of & 4% 5t K|
PfhCtH VPC Zte| B~ 41 2T VPN 910l 23t vPCol =8 12{stH ZA-EE U

& ol =0l Euct.

r
[
o
N

32



stolgElE 4 AWS &

Al

pSel

MEAolet WRE M MHIA EE AIAHO| oY JISS 28 £ s SHS YFLICH AL
MEMe FoiTl 7Izt Lol 2% BH +F 02 HHY 4 aLICt ol QILE = MulA BB
225 SHO|M HYHOR BTY 4 Ut AlAHO 5HS onlsts ST CHETLIC

JHE AT} = 9I21S ALS 504 ARINS SH S WHO| CHEH RLMISH LIS Well-Architected AWS Z
B0l A2 7SS AESHAAIR.

88 A EEE AISE = e Alztel HIg LI YEtHel S E o= 99%(Zt 518 l= 7
S K| AlZh3.652), 99.9%(8.77 AlZ}), 99.99%(52.62)7F Z & LM, eHEE2| 9= E0{AM EFELIC
(99%= 9 27K, 99.9%= 9 370’ §). 2 Za{|0|A O|0|E{ ME{et 2Zz||0|A OB ME Zto| HE S

A
ZEFRUIIEE2 A £F M = ofE2|701 4 AWS 7tE Gt CHE =+ /U&LICH

—_

HEZ

g

FHo| 7t8dol OiEr i EE2 o3 Z&LUh

L AWS 2|AATZL L 2= 0|A 2lAAL EAIE £ Qi
ZHIFR|RI7ER2?

- AEE x| 220 chet o HE 7HE SK| AlZE2 718 K| Eof| ZEA|F{0F B L7, ofL|TH A2l A|
740k FLI7k?

« A o EE[7i|0|M dEft Hr 2 HERXZ HE 7tEdE FYstcd™ o2 H stok &LI7H?

gt

t A& 2

02
nok

4 QLbe? 1 BHiE of

Well-Architected Framework2| &I2[4 §E|9| 718 MMof 7+ Al { &t Mgt S 40| =5
Z|oq &LLCt.

=2

=elzie olmat £ MulA FEHE 275D, £20] 2t HWFE 2lAAE SHYMoz ststn, 7
M ORL YA UEND BX 22 BT AEIE 2518 4 2= 932 s o SHQLICH CHE8
EQIZ T4 2A(Y3, HEYA CIHOIA 5)7t RHHOZ HNElE 7SS MSE o8 B=3 7}
8492 Zx| RECHH ToHol CHEH = #240| e ZULICH I AT SR BEO| otshX|T KsHE
L|C}.

HE9IZ & Mol S ool Cfet A B2 S Che1 ZaLc

dZd 33


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html

stolEHElE 4 AWS Hi A

+ S Alofl WAsHE T FOHE T K| 5@ ok BLIT?
. 917 ST HI IR WEST DR0IM B Fof XIS F0I2484 ofEA| ok BN
. E4F MH|2 7{%(DDoS) OIHIE 0| ChaH 01 SLE 0| /oFEHLITt?

TlE aRA

B, ZE s0l2ElE LIEYT 9F Mol £ 70| A0l LR E 2L ohiH Al
Zol £ 0xI 20f Wet HISE B7ketcHs Hof R H B Y% ALLEISOIME Ci2Er o

HIZL|AO O|xl= &0l H 27| MHEA 7|2 A}o
Of fFofit) 20| HR & + UX|E, X[ AlOIE

g+ U (KB UM 5™
|ZL|{20f OXlE S0 27| m

r0>'|ﬁ
ggoll
>'“5FZ-"-
o 0= Hu
> o
n:-l

20l et =& 2| tZ[go| EstX| gkg %'Q ICt. AHE S8l =2 AWS Direct Connect =&
22 EYs7] 2EFAWS 2 Al E HBEZE S73 HY MEE HZshs Aol E&LICH AWS

Direct Connect

0jo
)]
]

S FSHOM MEE + JUE SHO|EEE HERZ HE £FMHE F8i5tcd® HAo M T
o
=

3t LIE9I2 o1, ol x| =3 §%|, 78 @of Hpkol 015, DX 9I%|, Il DY, FuIR
22 U 2% AMME LerstEl Olof SFEIR| ot solLElS HEST HZ FZolM B Fof
xg MAsE %8 5:.‘._‘-.. SELICk AWS 21310] #1) %a I 2ol O|FEHE WEST HZ,
( E90] ), AWS DX 9Ix| 2 AWS EIF (CHE X% ot 7|=K8) ofl B

oy
J§ I
§

o)
2

—_—r

o
rr
v
2

g'l_l
e
o A
-
0x
FO
B>
e
I
Pal
_l,__
_o
g
>
I
z
>.
i
o
JZ'-
9'_
Ral
=]
E
o <0)
ro
>
BN
2
x
N

O

>
>

I 0
o I
2

© ok mo Hu

oo ror =

mo m

o T
A
2 M
o
73
Hu
[
40

0zt > ofm or r> mo
i

o
==

5| elA|et= ol 4
E Z Hds godstste o
AZH S o 2471 /&Lct VPN
absk M EFX| (BFD) € AFE35toq &
o Z2l= AlZH2 oi
2= QAP TAE VPN
S3t7Lt o|S3lok 3t= 4

K=

=

o|=35t7

CIREl T2 EZE S5l 0|F0f
(=)

—

>
=}
021
2
M
A
= >
N
rlo
HL
M
o H
0x
kO
k>
N
N
rc
oy
0x
FO
k>
|0
12
9,'1
[0
e
>

u
> N
o
- L
_|T|_ ..
0z
2
>y
Rl
F-\.‘-
2

Y
0 py

1211 > 1y
09 1"

W T o

o my
\1 L 1o @ 1r
M

DPD (HI£ 1|04 E-|'X|) E A
H44& &= U&LICt AWS Direct Connect
(0|28t Aol 4 EHSE|o] UE BR)
5H0|= st d9), 0 4 & JU&LIChEEI™ 2laa

E230] CHet L E2 Loz 12 HEL|T L
H, 2 EEE o| =3 AlZtnt T+ SMO| CtELICH ol +

\l-IOI'\III

e 4
b
mjo
fo
X
fon
9.'—'
r|r

2
Y mo pv W o orr

A

(=]
=
40

20
N
]
o
wy 1

40 1@ AL

o
et
0x
z kol

A
I
1
A

dZd 34


https://aws.amazon.com/directconnect/resiliency-recommendation/
https://aws.amazon.com/directconnect/resiliency-recommendation/

stolEElE 4 AWS HH A

S0l FlofLt Sto|EE|E HEST oA A o| HErol|MHol EafE AX|L
ALEIR0IM AHE 7HS 8 02] 122 S5l EeH=l 0| of*EH| &40 =X
£ 2 guct chget Zoll AlLtE|0MH £F 40| o{E A & S5t=X], HIELIA
X| o{f & AtmdElof &= design for failure 7HHE 2= Zd0| E&LICH O] Al
OlEHZ|E HERZ 4 £F Mo MutMol 53 =F 2 %%*AI = He SE2 5
= 3 7FX| Yebd ol ERfE X0~ AFE Alailof CHaH AYEELICEH 2t E 2 BGPOi| CHEFAWS
Direct Connect Aol M= EcfE &0l d&E O|x[= o] Eci= X | 13 SM(FHFLIE

a
>
al
o
=

BGP 27 7|2 M7, AS B2 Zol)of Chsh MBBrLICH B IH5Ql E24T AX|LIof &F 42 A
el B2 Bl & 18 SE0IK 2 AWS UISHE 8 2471 P arg@; *MEISHE AT B
2 Mol B2 DIA 4 9l HAHLIFES & ofshsHok BLICE Olofl CHE AHAIEH LI 2 0] 2 Aof

M CHEX| et &LICH REAMEE LI 2 ‘é‘&oﬂ [ 2} Transit Gateway 22 L7} =M, AlO|E ZH VPN Z3
2 2M =2, Direct Connect 2} & L BGP MHME FHESIM2.

® Note
VPC 2+ E! Elo|20| A =7} Z HMEA 222 #xg 4 9aLct of
AFE AbEilofl CHEF REMIEH Lig 2 M 9|2 & ZE A2, AWS Transit
Gateway 2H2 S HlO|22 HMEA 2 x|25HX|0H U M2 E|H S5 Hz =0z &5

LTk

i H
rx
i

=1
E

lo ©
30

Hrt A~ el B2 E S 0|F Site-to-Site VPN ¢4 0f

WS Transit Gateway0l| CHE 55 VPN (422 &3l B AWS 2|H 2
Bl0|A ALOIEE Z|8te 2 &t O8] 1001 Lie /e EeE X|L|{0{
o AX|L|o{RE Soll A2 MElof| B S Fo{stolEHE|E dE ER M UEEE &

OIE CHSat 5*8 O|ME Ug + USS EoiELICL

[Kl Ofm
ol
>

. Et24X40| 3t0|HE|E ©47Z3: C}E3} VPN 142 22 EQl3t Ms 222 X251

=2
= -1 O o |
(BGP)2 At835l04 Rt Zoll ZX|E X|248t1, VPN Dead Peer Detection2 A& 3510 44
I.

o

3: AWS Transit Gateway 0l CH8F & VPN 942 2 F 0| ECMPE T35 TA| VPN o
Sohststs ol 20| HUDh £ AOIE 20 P29t 8 o THIM cherst Bz
HM £ 72| VPN 4ol X EEE SEMoR eld = U&LICH

dZd 35


https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-route-evaluation-overview
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNRoutingTypes.html#vpn-route-priority
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNRoutingTypes.html#vpn-route-priority
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-priority

stol=ele o AWS 4]

el AWS Cloud

I —
: i BGF Advertising route
. Region A Route toward on-premises network g |

Routing preference is based on IP

prefix longest match Corporate
data centers

- 172.16.0.017 |
~ 172.16.0.0/16 I A R N

B 1o 172160017

172.16.128.017

To 172.16.128.0M17 172.16.0.0116

| Availabilty Zone B |

l,‘._
i AWS Transit Gateway

| Site to Site IPSeec Tunnels with ECMP

210 - Bt &2 Ql B2 E S 0|F Site-to-Site VPN 94723 0 A|
CIS DX @1Z20| = 0|3 2= 8|0|A AO|E 0o Al

= 11 E/\|5| AlLEIE MZ CHE X|2[H™ X0l x5t DXGW L VGWE AF835t0od 2|CH 5
HEd o p el (S 2 HE AtEol M) 2 AWS AFS5to{ HAZE F 7He| 2= 8|0|A d|o|E ME
AOIE % H0{&LIC}AWS Direct Connect AWS Direct Connect O] & 2 Zd{|0|A AFO|E &= Ci|O|E] A
E &% odZ4(DCI) @3 E o°H ME AZAL|0f A &LICE A X|AL ALO|Eof| &5t 2xd0lA P Y
£ AH192.168.0.0/16)= F 2= i|0|A C|O|H ME AIO|E RFoiM o ELICH ol HFAtS 7|2 &
2= olo|&{ MlE{ 10]|0{of °*L—IEP. HE XA AMOIEE 27t= EeiE2 HI0|E ME 1 == F DX 2
x| 250 Zof7t MY A< olole] ME 22 Fo =XIE LI EFF ZF Cl|o|E ME{ol= ALO|EX IP
MFAZE JU&LCE ol2{8t HFAE 5 DX RIx| Z50f Zofj7t &g Z<E chid|stoq CHE OOl E
MIE{ AfO|EE Safl 2] ed@st of &LICt.

|

NETS 3


https://aws.amazon.com/directconnect/resiliency-recommendation/

stolgElE 4 AWS &

BGP Community %432 DXGWO! Z T 29t ¢1745HE4 DXGW 52| &4l Z2 M=o ¥¥e 1)
& £ 2&LICH AWS AWS O/2{3t HRLIE| $42 BT E B0l ¥ E BGP 2 7/ 4F &4
S ®Mo{ELICH AWS. RFMIEH LIRS AWS DX 2H2 S &% 2 BGP HRLIEIE RZal MAI.

ECMPE d5t0d

sie AWS 2| +=F 0l M 49| HEEE SCHatst 7| ls 24 AWS DX 44 &
Zf T ELIch Aws

o = o
2t 2Z3|0|A MO|EQL ALO|E ZHo| HIO|E & 5 7HX|E SAlo| €8 =

Prefix 1: 192.168.0.0/16
BGP Community set to 7224:7300 (High preference)
Prefix 2: 10.10.0.0/16

Traffic o on-p networks BGP Community set to 7224:7300 (High preference| Advertised VPC IP prefixes towards the WAN,
L tf {Highp ) with preferred routing metrics to ensure remote

Prefix 3: 10.20.0.016
BGP Community set to 7224:7100 (Low preference) sites outbound traffic towards AWS prefers a
BGP route advertisement to AWS DX gateway ty P path via data center 1
Gl AWS DX Location 1 Corporate
Region A data center 1
N LV T LTI -
e

Availability Zone A i : DX Router Custpmer Router E| Remote site 1
. @i\ 4 Gﬁb Prefix 1: 192.168.0.0/16
Availabilty Zone B = I_.{ = AWS DX Location 2 Prefix 2: 10.10.0.0/16
1 VG i
DX gateway Recionay
|To 192.168.0.016 o .m‘.-----‘ .T. - - - - - - -m) 1o 10h a0
- S e R e =

--------------------------- : . E| Remote site 2
! Availability Zone A | 1 ,' DX Router Customer Router

0 'l
_________________________________________________ @] “r ,‘ UL - Private WAN \—
| Availability Zone B 1 1, AWS DX Location 3 Corporate 192.168.0.016
: VGIM 'l, Region B data center 2

":{"- To 10.20.0.0M16 -_-m,--..--m,-_____m} S
~ . < l td i - € L 7 E| Remote site 3
i Region B K U =
DX Router ——>
Prefix 1: 192.168.0.0/16 3
H h AWS DX Location 4 Prefix 3: 10.20.0.0/16
' ! ocal
! f@i\ " Region B 192.168.2.0/24
[ 45
i [ 1
! Availability Zone B = -+
; v el B T0 10.20.0.016 SR —= {%} >
DX Router

Prefix 1: 192.168.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 2: 10.10.0.0/16

BGP Community set to 7224:7100 (Low preference)
Prefix 3: 10.20.0.0/16

BGP Community set to 7224:7300 (High preference)

O8 11 - CHE DX 20| /= 0|5 2Z80|4 ALO|E oAl

Ol dHME EnE HFA Z0[2t BGP HRFLIE|7I SYE 2Z20|A HEIZE Est= Eci=

S 50| ECMPE Al&3%to4 ALO|EE 0|F DX &0 24AHEILICH 2Lt DX 44 TA|o| ECMPItH E

QK| A2 B M =olst 2t E A 2 BGP HFLIE| MBMo| dHE 3t Lt vidS
DX ©

A
=
A&35t0 DX A2 +ZE0AM B2 MBS FIt2 AX|L|o{—ZE & JU&LICH

0

dZd 37


https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html

stolEHElE 4 AWS Hi A

o 2Zf0|A clole ME L Z2oi 20 ClHtO|A T /e A<, o|2{8t ClHio|lAE S ¥E Clo]
E{ ME| AO|E Lio| 3 DX 23 Z x|} CHE DX &3 (F 23 25 ECMPS} &7 AFR)0IM S0t
EfjE SES 5855 7 d5HoF &LCt.

DX 917304 CHEF eiQio 2 A o] VPN @12 of AWS

VPNE 44El450{ AWS Direct Connect 4Z40] ¥ HER I HAEE MSE = J&LICH ez
Olfet 8ol i nEH2 QEUE St HIEAEM d522 Qsll TA st0|E2|= 44 £F Mol &
2 £ MEHE MSstn & UEHE ST Qo] s 2 + U= SLAZH 7] 2ol HIS
off o3l ZHELICH #5510 HIE 8% ¢E REO|=2 H[EO0| Zil%’-t' T4 AFgo| of dto] |
Mol AFSHHU EX DX% ZZH|MEE &= US 7R LA £&FEMHMOZ ALE35HoF &LicH 1
12 =| X

[
0 HEol 2F 01|A‘| SEElE o/ dAlel F2 1
& stLiE VPN éOI ‘?_745| DX 9_47542 Sofl g & e B2 Hlustoi o B2 w2

2E ¥10E £ e ALICH AWS Transit Gateway AWS Transit GatewayO|2 215 2 &/ 0|
X = =

Prooy G opuorge
>
0% rr

MEHE|X| et AEO| ME £~ laLct ol EXME sHasts W2 T Ho|EQ o] ClHO|A
(CGW)0i| A VPN @4 Z0i M =415t ZAZo0of CHoll B2 LERIE 75101 R BEE 518t 5 st=
Aot
oM e ZE2EE dstoiH 2Ot AMAMel Z2E et L0l MES =5 2t HolEo
O M&E o ciet =™ AWS Transit Gateway B2 E X3l oF & LICI. AWS Transit Gateway

AWS Transit Gateway 2t & El0|g 2| ZHHollA B 2Zai|0]a HFAto] chEt B2 E= AWS DX

74 (DXGW At2) Tt VPN EF0M £ I5||:1:| MEAF Lol SLsLICE o AWS TranS|t Gateway @£
M £2| =2lof (25 Direct ConnectE Sl £ 41El ZZ2E Site-to-Site VPNE Sall 418 Z2E
oM 29l =ooz 2. x| oA |_-||§-?—J-_‘-l_01| TESH7| fIHME E S8 AWS D|rect Connect &

27t M= ECH

dZd 38


https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-route-evaluation-overview
https://docs.aws.amazon.com/vpc/latest/tgw/how-transit-gateways-work.html#tgw-route-evaluation-overview

stolEz|E A4 AWS Hi A

» Route filtering Accept only summary route
« Set lower metric e.g. BGP Local Preference value

AWS Transit Gateway route table —

DX gateway path is prefered, over | BGP Advertising route
VPN, when same prefix length is
propagated to AWS Transit Gateway

data centers
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AWS DX Location 1
~ Region A
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AWS Transit Gateway

» Accept summary route and any specific route
+ Set higher metric e.g. BGP Local Preference value
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What is the targeted up time of the hybrid network
connectivity?

Solutions:
Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
High resiliency
Two single DX connections to
multiple DX locations

Solution:

VPN connection as a backup to Is it primary Connection DX?

existing VPN

Solution:
VPN as Backup to DX
connection

Solution:
Separate DX connection
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Is the output of your previous decision
tree(s) VPN or Direct Connect?

Do you want to minimize operational overhead as
you build out your hybrid connectivity?

e

Do you want te minimize operational overhead as
you build out your hybrid connectivity
DX + DX gateway +
AWS Transit
Gateway

DX + DX gateway +
VGw

A

Transit Gateway
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What is the targeted up time of the hybrid network
connectivity?
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Solutions:
Maximum resiliency
Separate DX connections that
terminate on separate devices
in more than one DX location

Solution:
High resiliency
Two single DX connections to
multiple DX locations

Solution:
VPN connection as a backup to

Is it primary Connection DX?
existing VPN -

Dew/Test
Production = == == = =

Solution:
VPN as Backup to DX
connection

Solution:
Separate DX connection
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