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User Profile Personal Apps
A user profile represents a single A Studio instance with a private
user within a domain, and is the EFS directory and shared
main way to reference a "person” for SageMaker Resources across
Domain the purposes of sharing, reporting, domain users.

’ ’ and other user-oriented features
A domain consists of an

associated Amazon EFS
volume; a list of authorized
users; and a variety of
security, application, policy,
and Amazon VPC
configurations.
Shared Spaces
A shared space has a communal
IDE app, shared EFS directory
along with access granted to all
users within the domain.
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transaction_id = wr.lakeformation.start_transaction(read_only=True)
df = wr.lakeformation.read_sql_query(

sql=f"SELECT * FROM {table};",

database=database,

transaction_id=transaction_id

)
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "LimitInstanceTypesforNotebooks",
"Effect": "Deny",
"Action": [
"sagemaker:CreateApp"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringNotLike": {
"sagemaker:InstanceTypes": [
"ml.c5.1large",
"ml.m5.large",
"ml.t3.medium",
"system"
]
}
}
}
]
}

TH8E &5t &= SageMaker Studio = MH|Q! A&t

SageMaker Studio =H[R12| Z< CtE MH|A Ko HAE AHE5t0] 12 2|4 A0 HMASHE EEY
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{

"Version": "2012-10-17",
"Statement": [
{ "Sid": "LockDownStudioDomain",
"Effect": "Deny",
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"Action": [
"sagemaker:CreateDomain"

iF
"Resource": "*",
"Condition": {

"StringNotEquals": {"sagemaker:AppNetworkAccessType":

"VpcOnly"
1,
"Null": {
"sagemaker:VpcSubnets": "true",
"sagemaker:VpcSecurityGroupIds": "true"

}

o>

QIZ|X| &t 2 SageMaker O|O|X| A& A&t

CHS QA2 AER7E RHAIe] MRl LHOAM & @IE|X| 2f2 SageMaker O|OIX|E Al%tstE WAE =X

ol-|_||:_|.
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sagemaker:CreateApp"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringNotLike": {
"sagemaker:ImageArns":
[
"arn:aws:sagemaker:*:*:image/{ImageName}"

]
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnableSageMakerStudioAccessviaVPCEndpoint",

"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:sourceVpce": [
"vpce-111lbbccc",
"vpce-111bbddd"

2 FSF SageMaker Studio HMAE HEE 5§ 7| IP HRIZ AMEHELICH SourceIP =7 7|
=iC

= 1AM HH2 0| MEHe = U&LICH

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnableSageMakerStudioAccess",

SageMaker VPC 21l CIEE S&lMEt ctESS AlsHe £ QlaL|ch 32


https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-interface-endpoint.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
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"Effect": "Allow",

"Action": [
"sagemaker:CreatePresignedDomainUrl",
"sagemaker:DescribeUserProfile"

1,
"Resource": "*",
"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"192.0.2.0/24",
"203.0.113.0/24"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonSageMakerPresignedUrlPolicy",
"Effect": "Allow",
"Action": [
"sagemaker:CreatePresignedDomainUrl"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"sagemaker:ResourceTag/studiouserid": "${aws:PrincipalTag/
studiouserid}"
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "EnforceUserProfileTags",
"Effect": "Allow",
"Action": "sagemaker:CreateUserProfile",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"studiouserid"
]
}
}
}
]
}
FH 2 gl x| 2t 242 J|E 2 | 2 OIS HME A5 B8 Ee2 g = /U
&LCt.
{

"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceTagsForJobs",
"Effect": "Allow",
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A
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"Action": [
"sagemaker:CreateTrainingJob",
"sagemaker:CreateProcessingJob",

1,

"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:TagKeys": [
"studiouserid"
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SageMaker Studio|AM TES2 7|2XMoE SAE QAEHAN CiEt RE AMA HEHO| s
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ARG NB_UID="1000"
ARG NB_GID="100"

USER $NB_UID

o
-

AppImageConfig It mAUO| KernelGatewayConfigoid S8 UIDSt GIDE A= 3Hof
Ct.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sagemaker-appimageconfig.html
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"KernelGatewayImageConfig": {
"FileSystemConfig": {
"DefaultUid": 1000,
"DefaultGid": 100

A2 X X|Z o|O|X|ofl {2 El= UID/GID Zf2 Studio 0|0|X|2] Z2< 0/0 2! 1000/100Q/L|C}. At K}
x| o|O|x| &4 2! 2t24El AppImageConfig A& o= 0| Github E|ZX|EEZIE & XFIAM L.

AEXE7E 0|82 =S| ot =2 5ted™ SageMaker Studio T E S AFHE RFof|A|
CreateAppImageConfigUpdateAppImageConfig, == DeleteAppImageConfig HEtE 04
S| OHM 2.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html
https://docs.aws.amazon.com/sagemaker/latest/dg/mkt-algo-model-internet-free.html
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https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-s3.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Encryption",
"Effect": "Allow",
"Action": [
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"sagemaker:CreateEndpointConfig"

1,

"Resource": "*",

"Condition": {
"Null": {

"sagemaker:VolumeKmsKey": "false"

}

}

}
]

P ZLEE 50| A ElE S3 HA 2535517

D8 D L|E{22 SageMaker QI EEZQEE MEE Cl|O|EHE Zx{504 S3 H{Z!of| A& & L|ct. ol o|H
M T2 dEe M, S3 HZE ef 53t5HoF LI 24XH olof CHEt E2F AMlof 7|52 &Lt
2 DU MHlAE ASZQIE 5292 Hx{sHe % QolT, AN XIHE 7|ZME 7IZ22 =2
ZEE HQIEhCH E2|ZEE DL ETSIE O A8Els &3 L St 2EEX| 28 & E&lsfok
gLk,
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Encryption",
"Effect": "Allow",
"Action": [
"sagemaker:CreateMonitoringSchedule",
"sagemaker:UpdateMonitoringSchedule"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false",
"sagemaker :QutputKmsKey": "false"
}
}
}
]
}
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https://www.dominodatalab.com/data-science-dictionary/model-monitoring
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SageMaker Studio THIQI AEZ|X| E8 &5 5t

Studio =H|2l0f| AL E AEE|X| o
of AAE AEEIX| EES & 35385t7| 25 CMKE M358 278

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainStorage",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain"
1,
"Resource": "*",
"Condition": {
"Null": {
"sagemaker:VolumeKmsKey": "false"
}
}
}
]
}

LEES ZRsE O A2 E/= S30 MEE Ho|EE g5 5tEot.

CtS 2 SageMaker Studio THIQI| AtER ZHoll cESE SRste Ol AAE &= HI| MEE 2E
CIOIEHE & Z3tste HA QLI

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EncryptDomainSharingS3Bucket",
"Effect": "Allow",
"Action": [
"sagemaker:CreateDomain",
"sagemaker:UpdateDomain"

1,
"Resource": "*",
"Condition": {

"Null": {

SageMaker Studio TH|IQI AEZ|X| 28§ 53t 45
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"sagemaker:DomainSharingOutputKmsKey": "false"
}
}
}
]
}
Mgt Ate
« ZHQlo] EEH, HALE EFS 28 AEEIXIE AER X|IH AWS KMS 7|2 UOI0IEE + ¢l&
L|Ct.
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LICtH
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CiO|E otet T2 MAE 7|2XHo 2 AFAMO|T 0|22 L ES AL, ET/AME| & M- AlZ
EHXE, HH & 07| Azt Z2 AIEXQIE MH|A X|EQ 22 82 7|85t= XWo| E+H
QLCt 7|2 %2 Z SageMaker= X|EZ CloudWatch Logs0ll HIA|504 O|248t 2= AWS KMSE

AtE35tod 1 2e|™E 7|12 &S5 &= U&LICH
£ AME5HX| 1= VPC AEXQIEE AIE3510{ CloudWatcholl 218 Bl = U&
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LIC}. RtMI8t 24 E = Amazon CloudWatch AlE MEME & X5HAIL.

HD

SageMaker= /aws/sagemaker/studio Of2Holl 8t 7io| ARCIRE 20 1

EXZ2E U A2 0| 20 OF ofeho| I REF 2O AERE VK |H EE F7|
x| 23 AEZ0| Y&LICH o€ £01 Jupyter M o] U0 = F7| A3 =
userct= AFS A T2 L0 C|0|E 2t 7' HO|EQo| }ol 20 AER2 CtZ Z &Lt

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default

/aws/sagemaker/studio/<domain-id>/studio-user/JupyterServer/default/
LifecycleConfigOnStart

/aws/sagemaker/studio/<domain-id>/studio-user/KernelGateway/datascience-app

fok
[IH]

SageMaker7t At&XHE CHA1509 CloudWatcholl 22 & M&st2{™ E7/x2l/He 2] APIQ
Ktod| Al Cct= FHEto| e ghuct

"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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{
"Action": [
"logs:CreatelLogDelivery",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DeletelLogDelivery",
"logs:Describe*",
"logs:GetLogEvents",
"logs:GetLogDelivery",
"logs:ListLogDeliveries",
"logs:PutLogEvents",
"logs:PutResourcePolicy",
"logs:UpdatelLogDelivery"
1,
"Resource": "*",
"Effect": "Allow"
}
]
}
AEXE XI'H AWS KMS 7|2 Olg8t 2O & griéréra HX{ CloudWatch MH|A 7} al of 3 3t 5t
DHEE = UTSE 7| YME 6ok ELICH 23 253 AWS KMS 7|2 M-t & =2
ZHATE 7| HYS +HHMLR
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "logs.region.amazonaws.com"
},
"Action": [
"kms:Encrypt*",
"kms:Decrypt*",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:Describe*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
CloudWatch& At88t 22 48
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"kms:EncryptionContext:aws:logs:arn":

id:*"

HANEX| ArnEquals2 AFE5to] &5 56t

"arn:aws:logs:region:account-

CloudWatch 220] CHaH £ Amazon 2|4 A O]

=
S(ARN) 2 MSE + UELICEH 047|M = ZHAEHE /ol 0] 7I1E AF8stod AL EE 208 o538

=
4 QlSS BoiELICH T3 2231, X2l Y DY S EQIEE QIARA
AR 7HH 5 £ x| Azt Sof et X| R E AAIRLCH E3t §3 AAZ
O|HEE AZ|T= Amazon SNSE 7 MHE £+ &L 8 LU R
gt 7hXqof EL|ct
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"cloudwatch:PutMetricAlarm",
"cloudwatch:PutMetricData",
"sns:ListTopics"
1,
"Resource": "*",
"Effect": "Allow",
"Condition": {
"StringLike": {
"cloudwatch:namespace": "aws/sagemaker/*"
}
}
},
{

"Action": [

"sns:Subscribe",
"sns:CreateTopic"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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iF
"Resource": [
"arn:aws:sns:*:*:*SageMaker*",

"arn:aws:sns:*:*:*Sagemaker*",
"arn:aws:sns:*:*:*sagemaker*"

1,
"Effect": "Allow"

T

AWS CloudTrail2 £+ ZHAt

T E4 EHMIE M5 24 AWS CloudTrailS AH&5101 ZE APIZ ZAISHAAIR. 7|EXoz B s
SageMaker API= AWS CloudTrail2 2ZELICH CloudTrail2 AFE35t7| 2I5H IAM T8t0| 72 =
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https://aws.amazon.com/cloudtrail/
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https://docs.aws.amazon.com/sagemaker/latest/dg/logging-using-cloudtrail.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
https://docs.aws.amazon.com/sagemaker/latest/dg/monitor-user-access.html
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https://aws.amazon.com/sagemaker/pricing/
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https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://sagemaker.readthedocs.io/en/stable/
https://sagemaker.readthedocs.io/en/stable/
https://github.com/aws-samples/sagemaker-studio-custom-image-samples
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-byoi-create.html
https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-an-extension
https://jupyterlab.readthedocs.io/en/stable/extension/extension_tutorial.html
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https://jupyterlab.readthedocs.io/en/stable/user/extensions.html#installing-extensions
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-launcher.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-lcc.html
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-jl.html#studio-jl-install
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-git-attach.html
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https://aws.amazon.com/blogs/machine-learning/four-approaches-to-manage-python-packages-in-amazon-sagemaker-studio-notebooks/
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https://docs.aws.amazon.com/cli/latest/reference/sagemaker/list-user-profiles.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.list_user_profiles
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
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https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_user_profile
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/describe-user-profile.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.describe_user_profile
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/sagemaker/latest/dg/studio-notebooks-and-internet-access.html#:~:text=NFS%20traffic%20over%20TCP%20on%20port%202049%20between%20the%20domain%20and%20the%20Amazon%20EFS%20volume.
https://docs.aws.amazon.com/efs/latest/ug/mounting-fs.html
https://aws.amazon.com/blogs/machine-learning/migrate-your-work-to-amazon-sagemaker-notebook-instance-with-amazon-linux-2/
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import requests

import os

import boto3

from urllib.parse import urlparse, parse_gs
import base64
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https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_CreateApp.html#:~:text=%22ResourceSpec%22%3A%20%7B%20%0A%20%20%20%20%20%20%22InstanceType%22%3A%20%22string%22%2C%0A%20%20%20%20%20%20%22LifecycleConfigArn%22%3A%20%22string%22%2C
https://docs.aws.amazon.com/cli/latest/reference/sagemaker/create-app.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/sagemaker.html#SageMaker.Client.create_app
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import requests
from aws_requests_auth.aws_auth import AWSRequestsAuth
import json

# Config for calling AssumeRoleWithSAML

idp_arn = "arn:aws:iam::0123456789:saml-provider/MyIdentityProvider"
api_gw_role_arn = 'arn:aws:iam:: 0123456789:role/APIGWAccessRole’
studio_api_url = "abcdef.execute-api.us-east-1.amazonaws.com"
studio_api_gw_path = "https://" + studio_api_url + "/Prod "

# Every customer will need to get SAML Response from the POST call

def get_saml_response(event):
saml_response_uri = baseb4.bb4decode(event['body']).decode('ascii')
request_body = parse_qgs(saml_response_uri)
print(f"b64 saml response: {request_body['SAMLResponse'][0]1}")
return request_body['SAMLResponse'][0]

def lambda_handler(event, context):
sts = boto3.client('sts"')

# get temporary credentials
response = sts.assume_role_with_saml(
RoleArn=api_gw_role_arn,
PrincipalArn=durga_idp_azrn,
SAMLAssertion=get_saml_response(event)
)
auth = AWSRequestsAuth(aws_access_key=response['Credentials']['AccessKeyId'],
aws_secret_access_key=response[ 'Credentials']['SecretAccessKey'],
aws_host=studio_api_url,
aws_region='us-west-2"',
aws_service="'execute-api',
aws_token=response[ 'Credentials']['SessionToken'])

presigned_response = requests.post(
studio_api_gw_path,
data=saml_response_data,
auth=auth)

return presigned_response
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https://aws.amazon.com/blogs/mt/setting-up-machine-learning-environments-aws/
https://aws.amazon.com/blogs/machine-learning/configuring-amazon-sagemaker-studio-for-teams-and-groups-with-complete-resource-isolation/
https://aws.amazon.com/blogs/machine-learning/onboarding-amazon-sagemaker-studio-with-aws-sso-and-okta-universal-directory/
https://saml-doc.okta.com/SAML_Docs/How-to-Configure-SAML-2.0-for-Amazon-Web-Service
https://d1.awsstatic.com/whitepapers/build-secure-enterprise-ml-platform.pdf?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/machine-learning/customize-amazon-sagemaker-studio-using-lifecycle-configurations/
https://aws.amazon.com/blogs/machine-learning/bringing-your-own-custom-container-image-to-amazon-sagemaker-studio-notebooks/
https://aws.amazon.com/blogs/machine-learning/build-custom-sagemaker-project-templates-best-practices/
https://aws.amazon.com/blogs/machine-learning/multi-account-model-deployment-with-amazon-sagemaker-pipelines/
https://aws.amazon.com/blogs/machine-learning/part-1-how-natwest-group-built-a-scalable-secure-and-sustainable-mlops-platform/
https://aws.amazon.com/blogs/machine-learning/secure-amazon-sagemaker-studio-presigned-urls-part-1-foundational-infrastructure/
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