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8t AWS Identity and Access Management (IAM) odghat HEOol QL 2
Manager, Amazon S3, CloudWatch, Amazon SNS Z/& A} =
LICH AWS KMS. CFHS IAM HE2 ol248t MH|A0f CHEt S 2ol CHEt BMAE S ELICH

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoxo",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue",
"sns:Publish",
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"cloudwatch:PutMetricData",
"kms : GenerateDataKey"

1,

"Resource": "*"

L

83ltie ZF AMH|A 9| B A E AlHS5l0 E
X °*9 1= AWS MH|Ao0f CHEF 2t S WMIHE
LICt. 0 & E01, Amazon S3 HZ!Bt AF sl2d= B2, secretsmanager:GetSecretValue
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HME ALSstEAIL.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"
}
]
}
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« compliance_1234567890_bot1} H|O|E E& 29| 0|8.
« password® C|O|E{ E& Ro| &35

- Olo|E{ E& 21} & AH8 & wickr/data/retention/bot1} Secrets Manager 9t & 5 9| 0]

/.
« bucket-named} HA|X| & It U0| A% == Amazon S3 HHZ! Q| O|&.
« folder-nameZt HIA|X| & L} O| XH{E &= Amazon S3 HZ!Q| £ 0| &.

e Us-east-12 X|Msled= 2|AA 9 AWS E|F S 2 HFELICH o & £0{ AWS KMS OFAE] 7|9| 2
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 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
ababababababg& HA|X| Tt L IS CtA| 5 5t5t= O AHEE AWS KMS OtAEH 7(9
Amazon 2|4 A O|§(ARN)2 Z HbEL|CH
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HE M2 2 AR AWS AH|A Q18)

CHZ Docker @HE H|O|E & £ A|ZHgtL|Ct &5 = WICKRIO_BOT_PASSWORD 8H78 B2 A}
%5P°4 XIHEUD 22 712 ot AE2|YUS A83tD o MEAM2| AWS Wickrof M HIOIEf 2Z %
AMS7| I8 B4 B MMoi| Hol|E £ AH&3104 A|ZFEFLICE

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest
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docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

wickr/bot-compliance-cloud:latest

docker attach compliance_123456789@ bot

Enter the password:****x*&xx&kx*

Re-enter the password:******xxkx&%*

-ti SMS AMEBSt| 2 AASIH Y ZEZEE Y = A&LICH B =7 O|0|XIE Al&fet =+

& Al docker attach <container ID or container name> HZIS A3l Us ZETE
7t EAE|= = Sljof gLICt o & WHL 25 AJEIEZ Adls o L|Ct =7 o|O|X|of HdZ&E%HE

Gl HIAIRIZF ZAEX]| = 32 23 7I1E F2H ZEZETJF EAIELICH

158 HIAIX| It THZE X AIZ(AWS MH|A §18)

CHS Docker H2A2 24 H4-E AFR5H0{ HIOIE E& 28 AIRELICEH E8F £ AE HAIX| S
1582 CHQI2 3|t = 72 AI8L|C}.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=15 \

wickr/bot-compliance-cloud:latest

22 A|Eét 1 Secrets ManagerE AF236t04 X 7| &5 & x|™gLCH.

o

A= Secrets ManagerE AF25t04 C|O|E| EZ 20| 25 5 Aldet 4= QI&LICH CIOIE{ EE £
£ AIEtE e ol ME 74 MEElE Secrets ManagerE X|HstE 823 H4~E MASHofF gLCt
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docker run -v /opt/compliance_1234567890 bot:/tmp/compliance_1234567890_bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/new-3-bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &50i= UL EHIAER HO|=, O

=
otol EAIE CH3at 22 2ot &5 Zhol /&LICH

{
"password":"password"
}
22 A&t Secrets Managerg A& 3501 Amazon S3E TA&LICtH

A2 RHE Secrets ManagerE AF&3104 AH23 ZH 1} Amazon S3 HHZ! MEE

MEE SARE = et
CloIE E&E 22 AEE e ol HE 7 M E|= Secrets ManagerE X|H5t= 214 B8 MH5H0k

gfLich

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &t50i= YU HIAER HO|=, O

=
otol EAIE CH3at 22 2ot &5 Zhol /&L

{
"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name"
}

20| =418t HIAIX|IQF ZHU2 network12345678900|& 0| X|HE! Z2H2| bot-compliance HZ!O]
x
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2 & A|E5t Secrets ManagerE AWS KMS AHE 5104 Amazon S3 2! ++4

Secrets ManagerE AF235t04 Xt 58, Amazon S3 H{Z! L AWS KMS OHAE 7| MEE &
= A&LICH HIO|E EE £ AR Y = ol WE It XME El= Secrets Managerg X|&st= 23
_JIK_S A—IX-IOH()l: ol-|_||_-_|.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickrpro/alpha/compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &t50i= U HIAER HO|=, O
ool ZA|EI CtE20t 22 Eot &5 gto| &Lt

= =4 HA AAEH

"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"
"s3_folder_name":"folder-name",
"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
a6l7-abababababab",

"kms_region":"us-east-1"

us-east-1",

20| £ 418 HAIXK|Q T2 ARN 2t 2 AlHE|E=E KMS 7| Al85to 25351 E Ch2
“network1234567890"0|2t= EC M e “R 'd & Aol HEEL|ch MA s 1AM H& 30|
UEKX| ZHOISHAAIL.

28 AEStD &4 ¢H4+E AF835104 Amazon S3E A ELICt.

Secrets Managerg AFE5t0{ CIO|E EE X X1E EHE SARGHX| Sof{H g &3 HEE ALS
5to{ O|O|E{ E & 2 Docker O|0|X|E AIEE £ A&LICH WICKRIO_BOT_NAMEEHE B8 A2 35|
01 HIO|E{ E& 29| 0|E S A5l of &L|Ct.

docker run -v /Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot --
network=host \

-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bot-compliance' \
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-e WICKRIO_S3_FOLDER_NAME='network1234567890"' \
-e WICKRIO_S3_REGION='us-east-1' \
wickr/bot-compliance-cloud:latest

&7 2h2 AL 5tod OB & 20| A7 BF, Amazon S3 X0l CHE &, 7|2 Bt AEE|US
QB T WS AlwE 4 QaLic

}

Wickr HIE Q|3 2| CI|O|E| E&E 2 &X|

Ho|E EZ& RoM AAEl= AZEQ0{= SIGTERM ¢lE & ZAMstD Moo= S ELICE CHS
>

oflX|e+ 20| docker stop <container ID or container name> BWHE AI&3t0{ CIO|E &

£ 2 Docker 0|0|X|0f SIGTERM HE & LZILICEH
docker stop compliance_1234567890_bot

Wickr HHEQI Q| LIO|E{ EZ 21 7} M2 7|

ClolEe| E& 2 =7 o|0|X|o M A¥ElE AZEQo{= /tmp/<botname>/logsC|HE{E|S| 21 m}
oi| EF Lt U2 Z|CH 571 otUZ 3| ™ELICH CHS HWHES A™8Stod 28 7HE £ U&LICH

docker logs <botname>
of| Al

docker logs compliance_1234567890_bot

Wickr HHE®{3 2| C|0|H E& X[E£ L o|HIE

Ct=2 AWS Wickr CIO|EH E& & 5.116 {0l M $XH X|¢45t= Amazon CloudWatch X|ZE 2t
Amazon Simple Notification Service(SNS) O|HIE 2|L|C}.

FA
« Wickr WIE /3 0{ CHEF CloudWatch X|E
« Wickr HIE /30 CHEt Amazon SNS O|HE

Wickr U E {304 CHEF CloudWatch X|E

XEE 2012 ¢tdcz2 HEE[0{ oI EE 2 =7 o|0|X|7} A&¥E|= AHHED A4 El
CloudWatch MH|A0| & EILICE
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CtE2 OOl E& R 0| X[&st= 7|E K|ELICH.
INE:] =ES
Messages_Rx HIAIX| 2= 21F
H Al X|_Rx_Alml &t 2= AE HAIRIE MElstR] &L
HAIX|_MEE 22 HAIK| ZhHod| HIAIRI7} XHE E|RA& LT
HAIX|_AZ_ Aoy 22 HAIX| Zh ol HIAIRIE ME SR Z3i&
LICt.
oy MEE ol g wt&LICH
mtQl x|z Hlo|E 22 Yol HO|E
o ME Aoy o ME Alml
219l EIQI(YE™Mo = Zt kAot 13| L C.
232l Auj 230 Auj(ditHo = ZF 7tAiCt 13|4] &
)
S3_Post_Errors Amazon S3 HZ!of| HIAIX| Zbd & U S H Al
t= & R 7 L& LICH
Watchdog_ Al If Watchdog & 0H
Watchdog_Z4 11 Watchdog B0
X|E= CloudWatchOll M At E = U= ST HGELICH ol A &= HYAHO|AE WickrIORIL
Ch. Zt X|#ol= A2 HfF0| AU &LICt ChE2 ¢ RIEL &H HAE FE7|E ST LI
NE= 43
I Zo| ArE At Ol Lt

HiolE{ EZ X|E X O|HE
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EE= QIAEHAE M= 32 REH
L|C}.
Product 2 st MEYULICH WickrPro_ E&
WickrEnterprise_ 0l Alpha, Beta, &

Production 7} € &+ U&LICHL

BotType R AEETL R ER AT ETEE
FELICH
Network AZE HEXZlID.

Wickr U E /=304 CHEF Amazon SNS O|HE

C= O|HIE= WICKRIO_SNS_TOPIC_ARNEZA # &= Secrets Manager sns_topic_arn H|&
2t AH835to4 Al El Amazon 2lAA O|&(ARN) Z2t2 2 9| El Amazon SNS FA|ofl H A LICH
M HE = AWS Wickrol M CIO|EH E& &2 #4517 98t 84 #Hs AWS Wickr2| Secrets

Manager 2t MME & X5t MAIL.

\d

ClO|E E& RolM dEE O[HIEE JSON BAHPEE MEEHLUICH OB EZE R 5.116 HEEE 0|
HIEOf X3l 22 ChESo Z&Lct

Ol& ek

complianceBot ClIO|EH E& R2o| AHEXt 0|F.

dataTime O|HIE T} ah M3t Mol AlZt.

CldtolA EY 2 ClHIO|A EE QIAEHA CHEE MH.

03] R QIAEAE A™sE 42 8T LICH
dockerlmage 2ot gt E =74 o|0]x|.
dockerTag =7 o|O|x[e| E{T EE= H{TLCY.

GIolE 22 A& & o[l

41



el dEA

AWS Wickr
Ol& 43
message O[HE MIAIX| RtMIEH LIB2 &2 O[HE 2 &
gt O|HIE HHE R XSIMAIL
notificationType O| Zt2 Bot Event &IL|CH
severity O|HIES| MZ T, 7tSE Z2t2 normal EE&=
critical®lLICt
O|HIEE 2o 2{fd Amazon SNS FX|E F+=58loF & LICH O|HIY FAE ALE3sto] +56t= G T

= OlxIet fAbet HEIE e E o|H Yol TS ELICH

{
"complianceBot": "compliance_1234567890_bot",

"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",
"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",

"message": "Logged in",

"notificationType": "Bot Event",

"severity": "normal"

Olz{et O|HIER QIs 20| FXISI7LE CHAl AISHEILICH CHE 2RI7H L A6HX| of 2 2 RHAIR 514

239! My
20| 215K e M YHE = = O|HEE Chg1 Z &Ltk ZF HAIX|olE 222 A o|)
7t EAIELICH
OHE 93 O[HIE HA[X]
failedlogin Hot QB 0| HREIURELICH HILUHZ E = el
gLict
failedlogin ANSAHE &g =+ gLt

HolE{ EZE X|E 2l o|HE 42
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OHE % O|HE M|A|X]|
failedlogin HAE E= 7717 DAl SXI=[R}A&LICH
provisioning AMEXII BHEEZ SEELICH
provisioning config.wickr IOl H|LHS It HZ LU
&Lct.
provisioning config.wickr IYUE 212 &+ Qi&LICh
failedlogin 239210| 25 AlmiM&LIct.
failedlogin M AHEXHOIX|2H EIO|E{H|O|A 7t olO] L& L

BotDevice Suspended

WatchDog

Fallback Key

Ct.

O[HIE M|A|X|

WickrlOClientMain::slotAdminUserSuspend:
code(%1): reason: %2°

71717t LAl SR =RA&LICH

SwitchBoard A|AEIO| <N> £ Ol CIREIUE
L|C}.

S3 H{Zlo| W <file-name > EX| 2L
LIC}. ##: <AWS-error >

ME|M &
A—| ;‘:LI:IH 7|7|.

ot
25 MESHAAIL.

T

FE4 7| QIAE ZEH0|QIE
LiC of

HiolE{ EZ X|E X O|HE
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Qs o]HIE

CHE2 88 &S gdol cisl Zst= O[HELICH §74 7|ZF Lol ol2{gt R 2| O|HET} L{F
ofo| WMsteE A2 ool flolol 2 = &Lt

AHEoll F=7+El 717]

Ol OIMIE = A 7[717} CllOIE HE % Aol £7hE 0 MAEILICH Z2ol met ol =271t Clo]
B HE 20| QAHAE MHHCH: 528 EAIY . Che:2 ol Ol of HIAIXILICE

O| OIHIEE R0| 43Xz 2a0IRe i dEELICE chE2 of o|HE S| MAIX|LICH

O| OIHIEE Ro| S=E W YHEELICH ALSXL7t O|§ BAIMo=Z AlFfstx| ohtcte EX7t QIctsE
Mz £ QJ&LICH S22 0| O|HIE 9| HA|X|ILICH.

Shutting down

AHO|E AR 7t

Ol OfHIEE= C|O|E E& R 0| AlZHE i YHEH #h&d =7 o|0|x|e| 24 HTE AI8E = UES
A éE*I—IEP Ol O|HE= ROl Al=HE i OHY YA ELICH O] O|HIE = ALS 7hSEH M HTIE AlE
ot= versionsHi® HE7t ZELICH CHS2 0| O|HIES| R&0i CHEF o A|RILICEH

"complianceBot": "compliance_1234567890_bot",
"dateTime": "2022-10-12T13:05:55",

"device": "Desktop 1234567890ab",
"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",

"message": "There are updates available",
"notificationType": "Bot Event",

"severity": "normal",
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"versions": [
"5.116.10.01"
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Wickr HIE Q3 CHAIE E0{| A ATAK & A45}
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2. UEL3 HOo|X|M HERT 0|E S MEiSo] SHE WERIZE o|S&LCH.
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195.2
195.3
195.4
195.5
195.6
195.7
195.8
195.9
195.10
195.11
195.12
195.13
195.14
195.15
195.16
195.17
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44.211.195.18
44.211.195.19
44.211.195.20
44.211.195.21
44.211.195.22
44.211.195.23
44.211.195.24
44.211.195.25
44.211.195.26
44.211.195.27
44.211.195.28
44.211.195.29
44.211.195.30
44.211.195.31
44.213.83.32
44.213.83.33
44.213.83.34
44.213.83.35
44.213.83.36
44.213.83.37
44.213.83.38
44.213.83.39
44.213.83.40
44.213.83.41
44.213.83.42
44.213.83.43
44.213.83.44
44.213.83.45
44.213.83.46
44.213.83.47
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otAlot Ef-B L (ZElolAlol)

EH2Ll * gw-pro-prod.wickr.com

» api.messaging.wickr.ap-southeast-5.a
mazonaws.com

CIDR =& £ &: * 43.216.226.160/28

IPF=4 S E&: * 43.216.226.160
+ 43.216.226.161
+ 43.216.226.162
+ 43.216.226.163
* 43.216.226.164
+ 43.216.226.165
+ 43.216.226.166
* 43.216.226.167
+ 43.216.226.168
+ 43.216.226.169
* 43.216.226.170
+ 43.216.226.171
* 43.216.226.172
* 43.216.226.173
* 43.216.226.174
* 43.216.226.175

OFAlOF EfTIQH (A7t E =)

T2 * gw-pro-prod.wickr.com

+ api.messaging.wickr.ap-southeast-1.a
mazonaws.com

CIDR =& £ &: * 47.129.23.144/28
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47.129.23.144
* 47.129.23.145
* 47.129.23.146
* 47.129.23.147
* 47.129.23.148
* 47.129.23.149
* 47.129.23.150
* 47.129.23.151
* 47.129.23.152
* 47.129.23.153
* 47.129.23.154
* 47.129.23.155
* 47.129.23.156
* 47.129.23.157
* 47.129.23.158
* 47.129.23.159

OtAlo} EfBL(AIEL)

T2 * gw-pro-prod.wickr.com

+ api.messaging.wickr.ap-southeast-2.a
mazonaws.com

0
O
X
T
>
o
T

3.27.180.208/28

%
4
>
Fol
M

3.27.180.208
3.27.180.209
3.27.180.210
3.27.180.211
3.27.180.212
3.27.180.213
3.27.180.214
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3.27.180.215
3.27.180.216
3.27.180.217
3.27.180.218
3.27.180.219
3.27.180.220
3.27.180.221
3.27.180.222
3.27.180.223

OF Alo} EHZISH (= 2)

EHQL: * gw-pro-prod.wickr.com

* api.messaging.wickr.ap-northeast-1.a
mazonaws.com

CIDR =& £ &: + 57.181.142.240/28

IPF4 S E: + 57.181.142.240
+ 57.181.142.241
+ 57.181.142.242
+ 57.181.142.243
+ 57.181.142.244
+ 57.181.142.245
+ 57.181.142.246
+ 57.181.142.247
+ 57.181.142.248
+ 57.181.142.249
+ 57.181.142.250
+ 57.181.142.251
+ 57.181.142.252
+ 57.181.142.253
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« 57.181.142.254
« 57.181.142.255

FNLIEHEF)

T2l * gw-pro-prod.wickr.com

» api.messaging.wickr.ca-central-1.ama
Zonaws.com

CIDR =& £ &: + 15.156.152.96/28

IPF=4 S E&: + 15.156.152.96
+ 15.156.152.97
+ 15.156.152.98
+ 15.156.152.99
+ 15.156.152.100
+ 15.156.152.101
+ 15.156.152.102
+ 15.156.152.103
+ 15.156.152.104
+ 15.156.152.105
+ 15.156.152.106
+ 15.156.152.107
+ 15.156.152.108
+ 15.156.152.109
+ 15.156.152.110
+ 15.156.152.111

EHQL: * gw-pro-prod.wickr.com
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api.messaging.wickr.eu-central-1.ama
zonaws.com

3.78.252.32/28

3.78.252.32
3.78.252.33
3.78.252.34
3.78.252.35
3.78.252.36
3.78.252.37
3.78.252.38
3.78.252.39
3.78.252.40
3.78.252.41
3.78.252.42
3.78.252.43
3.78.252.44
3.78.252.45
3.78.252.46
3.78.252.47
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HIAIE IP FA:

TmHel:

3.163.236.183
3.163.238.183
3.163.251.183
3.163.232.183
3.163.241.183
3.163.245.183
3.163.248.183
3.163.234.183
3.163.237.183
3.163.243.183
3.163.247.183
3.163.240.183
3.163.242.183
3.163.244.183
3.163.246.183
3.163.249.183
3.163.252.183
3.163.235.183
3.163.250.183
3.163.239.183
3.163.233.183

gw-pro-prod.wickr.com

api.messaging.wickr.eu-west-2.amazon
aws.com

13.43.91.48/28

13.43.91.48
13.43.91.49
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+ 13.43.91.50
+ 13.43.91.51
+ 13.43.91.52
+ 13.43.91.53
+ 13.43.91.54
+ 13.43.91.55
+ 13.43.91.56
+ 13.43.91.57
+ 13.43.91.58
+ 13.43.91.59
+ 13.43.91.60
+ 13.43.91.61
+ 13.43.91.62
+ 13.43.91.63
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EHQL: * gw-pro-prod.wickr.com

+ api.messaging.wickr.eu-north-1.amazo
naws.com

CIDR =& £ &: + 13.60.1.64/28

IPF4 S E: + 13.60.1.64
+ 13.60.1.65
+ 13.60.1.66
+ 13.60.1.67
+ 13.60.1.68
+ 13.60.1.69
+ 13.60.1.70
+ 13.60.1.71
+ 13.60.1.72
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FE(FI2I5])

Tl

13.60.1.73
13.60.1.74
13.60.1.75
13.60.1.76
13.60.1.77
13.60.1.78
13.60.1.79

gw-pro-prod.wickr.com

api.messaging.wickr.eu-central-2.ama

Zohaws.com

16.63.106.224/28

16.63.106.224
16.63.106.225
16.63.106.226
16.63.106.227
16.63.106.228
16.63.106.229
16.63.106.230
16.63.106.231
16.63.106.232
16.63.106.233
16.63.106.234
16.63.106.235
16.63.106.236
16.63.106.237
16.63.106.238
16.63.106.239
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AWS GovCloud(O|= M%)

EmHel:

gw-pro-prod.wickr.com

* api.messaging.wickr.us-gov-west-1.am
azonaws.com

0
O
PV
T
>
o
M

3.30.186.208/28

%
L
>
Fol
M

3.30.186.208
3.30.186.209
3.30.186.210
3.30.186.211
3.30.186.212
3.30.186.213
3.30.186.214
3.30.186.215
3.30.186.216
3.30.186.217
3.30.186.218
3.30.186.219
3.30.186.220
3.30.186.221
3.30.186.222
3.30.186.223

GovCloud 1 x} AH 27 L HHg| oM

AWS Wickr= GovCloud A2 Aol 2 A =X =l WickrGov 220|1EE K| 2 &L|Ct. GovCloud H|H
HO|M2 GovCloud AF2 X2 H & AFEX}L ZHe| SIS HBELICH X EAH EF7 7IsE AHE5HH

GovCloud AFHEXIE I8t CHEHO| CHEF AFE X CIE{TH|O|A HAE A E &= UE&LICH GovCloud AHE

RHE RR0A] HOlE BRot BT €S KIS E48HoF BHLICH GovCloud AHS A 48 ALS
RHQUEIZ 2} 0| =, AWS Wickr, HAE AFRRHS CHEISHE A9 CI2T 22 BRER ofe AnJt &
NEiLICt

GovCloud
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. ¢ 2=0|UEa

(® Note

Ol&{#t AT GovCloud AFR A7} Q5 AR e CHEF F0|74Lt o] Yol ZALolot EAIE
Lich OIt AL X7} CifstE S 5H AFZHEILICH GovCloud AFE RF ZHol €
AIE|X] eesLich,

AWS WickrE I} O|2| 27|

Wickr Premium E|0{(Z2(|0|Y F& BI7HE Z3HE A5l 222 O|M 2ot O & =& 0l opd ot
2E2C HES #HElg = A&

=2 T AAE

U CREEE Eo O50M 7|I2XHe 2 st gLt 2Elxts 2eElxt mdE Ssl fd Oh2=
& gd&st 7L HIgdate = U&LICH o] dE2 A Wickr HIEL 20 MEELICH
ot 22 E & Ed3tst7L HIE G3tetedH Chs Mt E 22 5HAMIR.

—

https://console.aws.amazon.com/wickr/ AWS Management Console for Wickr& ®3L|C}.

2. UERZ Ho|X[0M HERXZ O|§2 ME4SI0{ Y HERXIZE O|SELICH
3. ErM ZolM Security groupsE MEHEILIC,
4. TZStede Eot 1E0| 0|E S MEdEL|CE
Hot 8 ME HE Ho|x|olz Eot 2§29 4H0| MZ CHE "ol ZAIELICH

HAIE 2ol Ojc|of & &3 MMoiMq HES MEdFLCt
6. 0OClo X 23 W& Ho|X[oM T CHREE S MEHSHHLE MEH F|AgL(CH
7. HEANE MEES HEELLC
Hot JFof cHal T CHRE =7 #MSHE|H ALEXH= CHO|HE HAIXR| & HolM S/E oS Ot
RECE = UELICH OIREST HIEMHSIE Z<2 ol28t S 0|2l BT ot Bol| YE=F 0t
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URIBH CHRZE Y +£ YALICH T8 ALRRHE ATRIAS B2 4 GaLITH AT He M 5hod
muaﬁuq

® Note

I CIRZE 7 HIEMHete|Ho| ot MAo| M L|gddH sHE 2ot 2180 D E AFEXL7
Wickr B{%1 6.54 O|Afo|o{oF & L|C}.

® Note
CHE UWEXI @A oMo =2 Qlal) & 2ot aF 0| AFERI7L /U WolMe 2 ALERI7L mf
UE 0|2l EHLICIREE S0l § of 2 LICH et

.
U ASAHE BOIM THYUS CHRZCE 4 UXIB CHE AL RHE DI 2718 8 4 AL
ct.
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AWS Wickrol| M AFS X} £ 2
Wickr AWS Management Console & 2| AL& Xt 2t2| MM A 34K Wickr AFE A 2 RE B0 ME
HE & = U&LCh

=X
« AWS Wickr HIEQ|3 0| &l C|2HEZ
o AWS Wickr HIEQ|3 2| HAE A}

AWS Wickr HIER|Z o] El C|AEZ|

X Wickr AF&XHE 2 11 Wickr AWS Management Console & 2| AFE AL Z 2| MMM ME HEE

« AWS Wickr HHER3 2| AtXt 27|

« AWS Wickr HIE 3 0{| A AFS K} Z=CH

« AWS Wickr HEI 0| AASK HE

« AWS Wickr HIE oA M-SR ALK

o AWS Wickr HE /30| AM AF2 K} CHEF AFK]|

« AWS Wickr HIE I o AHEX CHE LAl BX|

AWS Wickr HIERIT 9| AFE X E 7|

Wickr HIES{F 0l SSE MERL| MF HEE 2 & A&LICH

Wickr HE3 0| SSE AFRAIE Eg{H OIS HRIE 2254 A2.

1. https://console.aws.amazon.com/wickr/ Wickr AWS Management Console 8 iL|C}.
2. UHEL3 Ho|x|tM HELZ o|E2 MEisSio] ST HEIZ OI%?;L.IEI-.
3. EM EFO|M ALS A #EIE MEIELICH

g C|E{Z| *ol= O|F, olHIY =4, &€ E 2ot OF U 34X 4EE E 25104 Wickr HER=2
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AWS Wickr HE T 0| ALK} =CH

Wickr HIER|Z 0| AFSALE ZOHE &= J&LC

Wickr HE|Z0M AFEAHE Lot CHS MR E IR 5HM2.

o K~ w0 Dd =

o a0k~ 0w bh =

https://console.aws.amazon.com/wickr/ Wickr AWS Management Console & & jL|LC}.
HES3 Ho|X||MH HESIT 0|E2 MEdsto] sHE HWIERXIZ o|seLCt

S FoM ALS R 2HE[E MESELICH

= CIHEEZ| R0 ALS At =CHE MEiELICH

ZCH HO|X|HIM AHEALS| O|HIY FAQ Hot OF S U=ELICE oMY A Eot O

E0 T Zelu|ch AFS KA XMEt st 2ot OS2 MEdSH o BLICH Wickre AFEAFZE X
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O|H| 20| AF2AtolH MSELICH o|HY e Wickr 22}0|01E o Z2|7io|Me| 2 2139}
Wickr SE2& 2132 FN|ZtLcH AF2 A7} olH| o] = %3% A23540d Wickroll S &6t
Wickr & CIHIE2|o| HEH7} EF S0 gdoz sHFEELICt

https://console.aws.amazon.com/wickr/ Wickr AWS Management Console 8 & jL|C}.
HE <= Ho|X[o|AM HERZ O|§S MEistod siY LIEXZZ O[S ELICH

M FollM ALER 22§ MEiELICH

E CIMEC| ”olM HEstEiE A AL MZ E - E (T 371) oto|2 & =g
HES MEfgLUC

ANEXt HEE HEE OHE HE A MES MEfgEfLICH

AWS Wickr HE I 0| M AFE X} AFHA|

Wickr HIE/F 0| ALEXHE ATME =+ AU&LICH

AM-EXIE AXste{™ CFS HAE 2zt MAIL.
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1. https://console.aws.amazon.com/wickr/ Wickr AWS Management Console & JL|Cl.
LI E <= H o|X[olM HERZ O|§ S MEistod siE LIESXZZ O[S ELICH
B A FHoM ALSRL 2 E[E MEiRLICH

HIE 2| R M A XStEiE AHER M= EE (K 37H) ofo|Z2 2 MEHRFLICE.

E £ MK|sted™ X E MEHELICE
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ZXE AASHH HE AFEXHE O 0|4 Wickr 22H0|HE | A Wickr L E 30 23218 &~
g
6. T FHolM AKNE MEHSHLICE

AWS Wickr HIE 30| A ALK} CHEF AFK]|

Wickr AWS Management Console & 2| At& Xt 22| M Mof| A Wickr HE LT AHEXIE CHE AFA|

= U&LICH
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(@ Note

AEXHE OE AfXeteE M2 SSO7t #d3tE[X| i 2 F<0l2t HEELICH

CSV HES!E AL&5104 Wickr HIERZ AFSXIE CHE A X|StEdE CHS HALE 2t=stAAL.

1. https://console.aws.amazon.com/wickr/ Wickr AWS Management Console &€ JL|Cl.
HEL3 Ho|X[oM HESZ o|FS MEsto] siY LIERIIE o|SELICH.

A oA AFE AL BFEIE MEIELICH

m

| CI2iE{a] Holls Wickr HIEZ0) SSE AFSXF7H EAIEILICH

C
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@® Note
O| s +&SIH AISK AX7F SA| AREH 2 2 HE 42 £ Q&LIch AXE AL
K= 0|4 Wickr 22F0|HE 0| M Wickr HHE Q|0 22018 £ gigL|ct

&l CIEE 2|2 CSVE CREE35104 Wickr HHEXH I AFSAHE CHE AMA|SHE{H CHS HALE 2F235HA
Al2.

1. https://console.aws.amazon.com/wickr/ Wickr AWS Management Console & JL|Cl.
2. UHERZ HolX|oM LIEXZT o|&S M=st0] slld HELZ= O[S EfLICH
3. B oM ASKE &ElE MEfEfLICH
4. CIZE2| Yolls Wickr HE STl SSE AL A7 EAIELIC
5. &l CIZE|Z| oM ALSXt BEIE MEAS C}S CSVE CHRREE MeErLr
6. T CIMEIZICSVHENS CI2ZE8 £ AXE Lot ols ASKH #HE AXlstaAlR
7. E CIEEEZ oM ALEX 2 El& MEYSE CHS CHE AXIE MEELICH
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ofCt 7L} Y MEHS MEHE + QU&LICH
9. EQlErs MEEILICH ALSXE AfKlE ZIEE & st
10. ALEX A XE MEYRFLICH
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Wickr AWS Management Console & 2| At& X} 22| M Mof| A Wickr HIER|T AHEXIE CHE
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CsV HIEZE AtE5t0d Wickr HIER I ALSXHE UIE LAl SX|stedH CFS HAE 2fzstdA2
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https://console.aws.amazon.com/wickr/ Wickr AWS Management Console & JL|Cl.
L E L3 Ho|X[olA HIESZ o|F2 MEsto] siE LIERIZZ O|SELICH
Ef A ZolM ALS R ZEIE MEHEFLICEH
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AWS Wickr HHEX I M HAE AISX} 248 EE= H|EH A3}

Wickr HIEQIF 0| HAE AHEXE EE&ot7LE HIZE HEHE & &L

Wickr HEZ 2| HAE ALSXIE & d3tst7{LE HIE E3tetedH OHS HALE 2t =25t AIL.

1.

2
3.
4

https://console.aws.amazon.com/wickr/ Wickr AWS Management Console 8 & 3L|C}.
HE 2|3 Ho|X|oH HESIT O|§S ME4sto{ sHE HIEXIZE o|SE Lt

=M Erof M Security groupsE ME4EFL|CH

=B
S Hot 180| O|F g MeHELIT
(@ Note
N 2ot AFHME AAE ALEXE 83 = Q&LICH Wickr LIEQIZSEE 2
ot aEol HAE MSAHE #dstsle{H HESZL| 2t 2ot OFof thsll o] 7IsE &d

3tofOF BFLICH.

Hot aFolM Hice| ol &

HLE ASAHE &d3ts

¥

. 2 HoialolM - 0|2 SR(HXILot 28)0| WEYI 0| 72 Ho|x|el 27 M@ ol 4
Mol g HEHofucr.

[

- 224 HHlo|Md - CHE 2Tl T E ZE HEXHI e B2 Ho|x|e 2 =2'Y oM MM

oM HES MEELICE
el o[ HA Ho|X|of|AM w2 o] & d3tE MEELICEH

W7 AE KRS MEistod MZ MRS KES

o — o

E
Ho
ro
L
I
2
2
0o
n
m
I
o
C
ul

O|M| Wickr HIEQ|3 2| EX EQor OE0| SEE AIZX}I7L HA
LIC}. RFM|BH LI 2 Wickr AF2 MTEMO| HAE AI2AE X SHAIA|

= 0
o 2
o
0
fot.
I
0p
et
1
30
>

AWS Wickr HE T M HAE AR = E7|

Wickr HEI0|M HAE MK =5 &

1
20
I
r
n

69


https://console.aws.amazon.com/wickr/
https://docs.aws.amazon.com/wickr/latest/userguide/guest-users.html

AWS Wickr 2| Mo

Wickr HE 30| STE AISXIE EdH ChS HAtE 2fzstdA2.
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1. https://console.aws.amazon.com/wickr/ Wickr AWS Management Console & 3L|C}.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://aws.amazon.com/compliance/resources/
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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ClS oAM= CreateAdminSession 242 E04F = CloudTrail 21 & 50| LIEFHLICEH
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Harnﬂ: H<arn>ﬂ’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {

Wickr 21 I & = 0[afi5t7| %4


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"type": "Role",
"principalId": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-10T08:19:24Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

},

"responseElements": {
"sessionCookie'": "#***"
"sessionNonce'": "***"

},

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch",
"eventID": "98cch633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"

CI2 2 CreateNetwork 22 AMIE5t= CloudTrail 211 =22 H0o{ = of| A|QLC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",

Wickr 21 1t &5 0|5H5t7|
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arn":
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalld": "<principal-id>",

Il<arn>ll’

"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-10T07:54:09Z7",

"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "BOT_Network",
"accesslLevel": "3000"
},
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a0-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36 (KHTML,

CIS2 ListNetworks 22 MHESE CloudTrail 21 &= 204 & of| A|QLICE.

"eventVersion": "1.08",
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"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"arn": "<arn>"’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’

"principalId": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:397",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-10T12:29:327Z",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": null,
"responseElements": null,
"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",
"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

Ct=2 UpdateNetworkdetails &2 MHE35t= CloudTrail 21

"eventVersion": "1.08",

£ 204 F&= of| AlLct
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"userIdentity": {
"type": "AssumedRole",
"principallId":
"arn": "<arn>",

"<principal-id>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {

"type": "Role",
"principalId": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": "<user-name>"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T22:42:
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-03-08T22:42:58Z",
"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "Mozilla/5.0 (Macintosh;

15z",

Intel Mac 0S X 10_15_7)

(KHTML, like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {
"networkName": "CloudTrailTestl",
"networkId": <network-id>
I
"responseElements": null,
"requestID":
"eventID":
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent":
"recipientAccountId":
"eventCategory": "Management"

true,
"<account-id>",

CHZ 2 TagResource &g M=

"abced980-23c7-4del-b3e3-56aaf@elfdbb",
"a4dc3391-bdce-487d-b9b0-6f76cedbb198",
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IIROlell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-03-08T23:06:0472",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"resource-arn": "<arn>",
"tags": {
"some-existing-key-3": "value 1"

1,

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

AppleWebKit/537.36
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"eventCategory": '"Management"

CtZ& ListTagsForResource 22 2 0{F = CloudTrail 21 &S 0| LIEFH of Al LTt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn
"accountId": "<account-id>",

Il<arn>ll'

"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalld": "<access-key-id>",

llarnll: "<arn>",

"accountId": "<account-id>",

"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {

"creationDate": "2023-03-08T18:50:3772",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
.

"responseElements": {

"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

iy

"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",
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"eventID": "5699d5de-3c69-4fe8-b353-8ae62f249187",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"
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