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https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
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https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment
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Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to

virtual desktops

How it works

Amazon WorkSpaces Thin Client

Create WorkSpaces Thin Client environment,

Get started Order devices [A

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management

Console and emails

Amazon WorkSpaces Web,
them to end users

or Amazon AppStream 2.0
in desired AWS Region
to associate with
‘WorkSpaces Thin Client
service

and easy-to-manage
access 1o virtual desktops

and log into their virtual WarkSpaces Thin Client
desktop environment

console.
Admin management flow
nmore abo kSpaces Thin Clien
i¢ing [
{
J(
Al <
Amazon WorkSpaces S Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains

fleet and controls
access through device
management service

enabling users to securely access virtual desktops.
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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* Amazon WorkSpaces

* AppStream 2.0

* Amazon WorkSpaces Secure Browser

los
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Ell © Amazon WorkSpaces Thin Client P ©
Cost-effective, easy-to-manage thin client to securely access AWS End User Computing services.

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryou may  You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual
or AppStream 2.0. desktop.
Environments (6) info C Actions ¥ Create environment

Environment connects virtual desktop to the device.

Q, Find by attribute or keyword 12 >

Name v | Virtual desktop service v | Virtual desktop service ID [2 v | Activation code v | Device count Time created v
(o] Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
¢] Environment 02 WorksSpaces d-00000000 ghiSrax1 1 October 13, 2023, 11:38 (UTC-07:00)
e} Environment 03 WorkSpaces d-00000000 ghl13e0p 0 October 03, 2023, 21:22 (UTC-07:00)
o Environment 04

(3 CloudShell  Feedback ©2023, Amazon Web Services,
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html

2|XF oFLH A

.
z+

Amazon WorkSpaces % 22}0|HE

fall

Element

stCh
= O

2o

|.

k=1
ol

7Y A3 & MH|A S=X7H0]

7t OA3ZE MHIAID

RFdLct.

<
oF

=

J

—_—
1o

F

5}

0l HAA

=

11

Cla=z

<0

A-SXEIH 7F

kio
3

|
1§

10y

ol

WorkSpaces 4 Z2}0|¢d

(=
(e

P

5
dLICt.

A

Zoi| A Al

I.

k=1
]

ol

C|HIO|A =

&
ol

<

E C|H}O|

FrR 2 AlZEdL|C}.

AlZH

H
<0

)gl-|

-

(o)

-t

Kl

r
Hr

Ly
N

ol

o| l&LICt. O

xhoq
1

=)

o47lol M £ e 4 2l of

Ly

I

Element

H
Ly
0

I+

-

(o}

=

K

%0
20
L]
ol

|

H
%0

I+

T
N

o

70
=X

<

T
N

o

K1
Bl

T
N

o

21

Tr
Hr
R0
ol



Amazon WorkSpaces % 22}0|HE

TR} OFLU A

ol @oto| 2t @0t 1 &S WAlo| Ligh

=
« OOF
L
- JIM HAIE BEME EE
O OF
e . |
9 MlIMoi|MHE WorkSpaces ¥ 2EI0|HE
S ®
Summary

DRK Environment - Mon, Aug 7, 2023, 16:03:41

Virtual desktop service

WorkSpaces Web

Virtual desktop service ID

Always keep software up-to-date
Yes

Maintenance window start time
00:00 (Device local time)

Maintenance window end time
03:00 (Device local time)

Maintenance window days of the week

Sunday

L2EZEQ|0{E T4 up-to-date 7 K|
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Time created
August 07, 2023, 16:04 (UTC-04:00)

Time last modified
August 07, 2023, 16:04 (UTC-04:00)
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Amazon WorkSpaces Secure Browser & M|&

WorkSpaces ! £20|HE
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WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Time created

Ad404
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Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)
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AppStream 2.0 details

Stack name IdP login url Time created

Xyz https://abc.com [4 Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)

Element A

AEH Q|2 O| AppStream 2.0 2 BT} Q474= 1R Aledx}Q]
L|C}.

IdP 212! URL AppStream 2.0 AEH0f| 2301 & 230} 5=
Cl AAEEl= AHE 3F S=AF URLLICE

MAL A|ZH O| AppStream 2.0 AEH0| MAMEl LR} AlZH
L|C}.
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- 2 E C|BEE2[E &8 Amazon WorkSpaces
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- H xEe FAE &8 Amazon WorkSpaces Secure Browser
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AppStream 2.0 &

E stz =

M54 cli_follow_urlparam2 falseZ AZX3HofF g LICt. O]
LIct.
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- 7|2 ZTZEIO| A2 aws configure set cli_follow_urlparam falseE AEEIL
Ct.

« O|&0|ProfileName®l Z2EO| B2 aws configure set cli_follow_urlparam
false --profile ProfileName=2 AT LICEH
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Devices
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ClHtOlA S5

HESIZ ol 2E ClHto|A0f Cial HEE + U= 042 mtetOlEet - + A= F 7HK] Zhdol
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Devices i

orkSpaces ¥l Z2I0|1E
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Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1)

‘ C H Actions ¥

Q, Find by property or value

1 ©

[l Device ID

O GO723H08

ClHIO|A 58 ME HE
C|HIO|A

A& LICH

Element
ClHIO|A 7d s

C|H}O|A O|&

o| oZlOlE{7} HEE 9|5

A Device name v | Activity status

@ Active
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Devices
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Summary ©
Device serial number Environment ID Current software version
ARN Enrollment status Scheduled for software update
[m] Registered 2.81
Enrolled since Software compliance
Device name September 27, 2023, 20:33 (UTC-07:00)
Last logged in
Device type October 07, 2023, 03:09 (UTC-07:00)
Last posture checked at
Activity status March 19, 2024, 17:53 (UTC-07:00)
@ Inactive & Not checked in for past 7 days
Element HE
Clutola 3 HE i ClHfolAof EEE Al HE L
ARN Amazon 2|4 A O|&(ARN) & A10| C|HFO|A0
CHet R AlERFQILIC
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Element

obx[aF 232l

ol M Obx[et 2 2 = QIEH LA

AN 2T ELfo{ HHA

oM OIX|ZHS 2 AL

AKX 23

User activity details (5) info

A4

= O

M zl2 2ael It & A[ZFRiL(CH

7tE 2ol ClHIO|A M= R Imt & AlZFL
CtH.

O| C|HFO|A M 34X AHE S AZE Q0] H
HMeluct.

CIHFO|AO|A of 2 El Az E Qo A LICE

AZEQ0| MEJ} 5 5HK| &QlgtLCt C}=2
o 242 5 7HK| AER7F & LICE.

A
0

ClHtO|A O] HMASHE ALSALS| AlH EHS
C}. WorkSpaces Personal& AL&35t= Z<0f gt
AEE £ A&Lct.

| Export details | C

Q. Find by attribute or keyword

<o e

Device accessed on

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)
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Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address

Status Gateway address

@ Connected

Element HE

oM Otx|8fe 2 S7I3HE x|l ClHEO|A Mol 2&£0t S7|3HE Emtet
AlztdLlct.

o474 o354 C|HIO|AOIM At 5t L-IIE—‘?—H A '?réo:'lo:!L—l
Ch 44 RE2 ol == Wifid = J&Lct

SE A7 HIE 23 9| dEfRLICH. EIHPOI 7t X A4

|04 Q7L K|t 202 O|LHOl| HAZAEl B ArEN
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Bluetooth 2! F84 & x|

WorkSpaces 4l Z20|HE

ChS Zols Z 24t a s Y

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)
Name

Logitech USB Receiver Mouse

Logitech USB Receiver

Plantronics Blackwire 5220 Series

Plantronics Blackwire 5220 Series

UVC Camera (046d:0825)

Element
Bluetooth
HAAE FH E X
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£ ClHtolAof HZAE FHH Fx|e| S5 NI LICH

&Lt

=
Type
Mouse (USB)
Keyboard (USB)
Speaker (USB)
Microphone (USB)
Webcam (USB)
A4 04
= O

C|HFO|A Q| Bluetooth A ENRILICH & 7FK| AFEH
= ct2at 24t

O e
0x
tol
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e
0x

Logitech O R AR} ZH2 HAZAEl T
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v Power and sleep

Turn off display after
Never

Element ==
0|& C|AZgo| 17| C|HFO|A T CIAZR0|E 1= HIEd AlZHIL]
C}.
ANEXES

ol Role & ClHio|A 0| A I AL HEol CHEr 27t ZAIELICH CHE EoE0| 2090l 2
27t LhEE|o] /J&LICH.

User activity details (1) . ( Export details ;@
1 @

Device accessed on v User ID v Virtual desktop service ¥ Virtual desktop service ID v IP address v Session ID

March 06, 2025, 16:43 (UTC+01:00) sld-demo WorkSpaces d-123456abcde 2a02:-ad46a:9b7c:... gw2-BaB8e81

Element HE

ol A HAM|ABH ClHFO|A ClutolaTt g dstEl I & AlZFL|CH.
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",
"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringlLike": {
"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",
"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;:*"
}
}
I
{
"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
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},
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}
]
}
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/kms/latest/developerguide/encrypt_context.html
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"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
CtS2 ClHolA 538t ZARMAE QLT

"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"
}
ZLERE 28t 535 ZHEIAE AE
CHE™E 12 22l 7|18 A& 6101 WorkSpaces ¥ Z20[1E &3 2 C|HO|A H|O|E{E EE35t6t=
Z2 A BECE W20l g5 st HYAEE AR50l D BEH FI7 AREE WAIS AgE 4
= UaLch &35 #HAEAEE AWS CloudTrail £ = Amazon CloudWatch LogsOlAM MAJEl 2 T0]
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"Sid": "Enable Decrypt to access Thin Client Environment",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",

"Resource": "*",

"Condition": {
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}
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DescribeKey
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Ct= oAl O|HIE = DescribeKey e 7|S&LICEH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T13:43:337",
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"mfaAuthenticated": "false"

},
"invokedBy": "thinclient.amazonaws.com"

iy
"eventTime": "2024-04-08T13:44:227",
"eventSource": "kms.amazonaws.com",

"eventName": "DescribeKey",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces %l 22}0|E = GenerateDataKey X2 AFE5t0{ CI|OIE{E &5 3IE

LICE.

CH2 oflA| O|HIE = GenerateDataKey A4E 7|5 EhL|C}.

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2024-04-08T12:21:037",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abc123D+efl1==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
I
"numberOfBytes": 32
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

Amazon WorkSpaces ¥ 22+0|21E 7} GenerateDataKey X% C|HIO|A HEE A5t B2
GenerateDataKey 2 dE At&5to4 L|OIEHE 2 E3tefLICEH

GenerateDataKey 242 Sid “Amazon WorkSpaces Y} 220|HE MH|A 7} H|O|E
510 SHESES 51872 ALE5t01 KMS 7| H& MHo| M 5{& ELich.

mlm
Pol-
on

CHS ollA| O|HIE = GenerateDataKey 242 7|5 & L|C}

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
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"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt

Amazon WorkSpaces % 22}0|HE £ Decrypt Y2 AL&3504 LIO|EHE S35} 8rLICtH

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
"userName": "Admin"

iy
"attributes": {
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"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS: :Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

70



Amazon WorkSpaces % 22}0|HE ZE[Rt et M

Decrypt (by service)

WorkSpaces | Z2}0|Q1E C|HIO|A 7} £3 = C|HIO|A HEof BM|ASHH Decrypt 2
Ar&3to{ OIO|EE 555
AJLEIOIEHE &=

2
t 242 Sid “Amazon WorkSpaces # 22}0|21E AMH]|

gLICt Decrypt &
M= 5182 Ar&3t0{ KMS 7| & MHof| A 5{&ELC.

CtS oA O|HE=E S3ll £2!E! Decrypt &2 7IEFLICH Grant

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {

"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abc123D+ef1==",

"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
i
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
i

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

]I
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"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": '"Management"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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Amazon WorkSpaces % 22}0|HE ZE[Rt et M
=

A S AHE|
WorkSpaces | Z2I0|HE Z2£& A8
WorkSpaces ‘I Z2}0|HE of| CHEt

ol

27
AR RHAO| TRE MBS 2 £ U E 5

Lol o

ot oI5 7|k Mo 2t HZHoll M AF2 XE7F WorkSpaces A 22I0|HE E|AAE MM HMA =
AXNE = UK o7 ZHEELICE O] o2 QI AWS Aol H|S 0| el = MﬁL—IEP ID
ot DM E M5 AL HEE e CHE XE HEY A E [mELCH

AWS 228 HHE AlEtst D 2[4 HEtez M2 - ASX & HA=E0l HEF F04E AlEstedH

o2 LBl AL AbEilof CHEH THEHE F0{stE AWS REIE S AISELICH oM A 8E =
A& LICHAWS AH. APR Atellol &= AWS 1 2| HAME Holsto HEtE FII=2 £0le A
O| E&LICH XtAIEH HEE IAM ALS ABAMO| AWS 2|3 HA = AWS ZIFof CHE 2l
Mg HESAMR.

x4 HEt HE - IAM S S A8 sto] HEtE Yot 82, HYUS +dst= ol 28 HEr
FO{FLICE O|FH sted™ x| Hetoz AP{T &Y ZH0|M & 2lasof Cish +>E +
£ HUS YolFLICH IAME A8 3o HEtE MEste dHof Ciet AtMEt HEE IAM ALS Y
Mol 1= IAMO| HA 5 HEr S HZEStMR

IAM HHO| Z74Z A& 504 HAM|A FTt KB - Aol =S FTItstod 2 & 2[4 200 CHE
MAE HMete & A&LICH o & S04, SSLE AH835tod ZE QY& T&alof 8ot x|Hste H
MEAS HEY = USLICH AWS MH|AL 22 EYHE Soll ABElE B ZUE M85 A
HIA Z o CHEr AMIA ‘E'?J% —'?’-0435* = U&LICH AWS CloudFormation. AHAlIEH HE = 1AM
AE YA Al ZHg HZstMl

IAM Access AnalyzerE &3H IAM =
Analyzert| M= IAM E34 ‘?_‘|O-I(JSON)9P 2 AR 7}
EQIEFLICE IAM Access Analyzer= 1007l O|&H 2| & Al ot
04 o|.x.|o|__l_ 7|-—x_-||ol_| "‘—'1% KtAdS °|.|:E E&LCH REAIEH LH2 2 IAM AFR AEHA{ Q] IAM Access

S OI"(MFA) ZI@ -0l M IAM A2 X} =
?I5H MFAS AWS H™HZALICH API 2 g Y =& [ MFA7} ZetH HAY
FHgtLich REAMIE LIS 1AM AF8 M-HA{Q| MFAE S5t 20 API HAMIAE B XFHAMIR.

(=3
=
=7
e

A BE 7IE 5 of A

86


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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IAM2| 2259 Atzi|ol| CHEF REMIEE LIE 2 IAM ALE B A L| IAMLS| EoF Y A& & ZshM|2.
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Amazon WorkSpaces | Z2}0|HE Z&0]| HAMASHE{H x[AFHo| HEF R0l 4o{oF & LiCt. o2
s HEt20 M WorkSpaces ¥ 2ZI0|HE E|AA0 CHE ME HEE LIPS D 8 £ YUTE 5S35
OF fLCt AWS HI™H. #|4 E HEHECH H MEHHOl D 7|8t HME ddste 49, 2&0/ g ©

20| @ AEIE|(ALS R i Aol Chaf Ol=CH2 &S 5tx| o
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WorkSpaces ¥ Z20|HE o CHEH 27| M MM A HEH Hod

O| oMol M= IAM AL XE7F WorkSpaces M 2E10|1E T HE 2 £ UX|OH HEE == Qi M2
£ MMl W2 Ho{ELCt o] HAHol= AWS CLI EE= AWS APIE AI25l0{ 242 FF= T2 3
oMol 2t S etz & 4~ Qe Msto| 2 & x|of /l&LCt.
JSON
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
]I
"Resource'": "arn:aws:thinclient:*:*:*"
}I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
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{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

o| |7;1|'— IAM A|.SOZ7(|.7|. 7(|.A 9_| |._<Ez;(|. |D01| of7dE| O] E|.O| ol n|-E|é=| x-la'cH%

HMZ HM5t=E SHE 20iELICH O] Aoz E2&0|MH E= AWS CLI EE= AWS APIE A8 5104
Z2Je|Y HAC20| HYE 2EE = Ue Heto| ZEELICH
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
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"Action": [

1,

iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

"Resource": "*"

WorkSpaces !

O| o XM|0i| A= WorkSpaces ¥ 2E0|HE IAM AFE X0l AH| F&]| MM A HEHS FEoisteE
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£ WorkSpaces ¥ 2210|ME 22 gt e = Q= TEto| L& E|of U&LICEH
JSON

{

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"

"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]

T
>
o

[ R4R

Pl
b
0l
02

7| H o K|

I'
0
il

89



Amazon WorkSpaces % 22}0|HE ZE[Rt et M

"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]

}I
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html
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« thinclient (WorkSpaces ¥ 22}0|HE) - 2 & WorkSpaces ¥ 22+0|1E 2Fdof CHEt 17| ™

8 AUMAE SIS E LI

« workspaces (WorkSpaces) - WorkSpaces C|HEZ| L 44 HEE M = U= HEt2 HEF
LICt. Ol&= WorkSpaces 2|22 7} WorkSpaces 4l Z210|1EQ S EHE|=X| & QlstE=
Ct. WorkSpaces 4| 22t0|1E AWS E£01 0|23t E|AAE X

- workspaces-web (WorkSpaces Secure Browser) - WorkSpaces Secure Browser Z& 2! At
X MHe MYE £ e HEHE 518 & LICt 0l= WorkSpaces Secure Browser 2|A AT}
WorkSpaces 4 Z2t0|HEQ} 5 2tk|[=X| & Ql5t= O AFZELICH WorkSpaces ¥ 22t0|E
AWS Z&0f o[zt 2|AAE EA|StE Ol AFSELICH

- appstream (AppStream 2.0) - AppStream 2.0 AEZ MHEE = Q= HEHS HERLICE ol=
AppStream 2.0 2|2 A7} WorkSpaces ¥ 22H0|E QL 38X =X| & Qlst= O AFS & LY.
WorkSpaces 4l Z2t0[21E AWS 2&01 O[2{3t 2| A48 EAIStE Gl AFSE LY.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

]I

"Resource": "*"

}I
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
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"workspaces:DescribeWorkspaceDirectories"
]I
"Resource": "*"
}I
{
"Sid": "AllowWorkSpacesSecureBrowsexAccess",
"Effect": "Allow",
"Action": [
"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"
]I
"Resource": "*"
}I
{
"Sid": "AllowAppStreamAccess",
"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"

1,

"Resource": "*"

AmazonWorkSpacesThinClientFullAccess HAE |AM 20t 150 HAZAE = &
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- workspaces-web (WorkSpaces Secure Browser) - WorkSpaces Secure Browser Z& & At
A MEE2 MEE = U= HEH2 518 /LTt Ol= WorkSpaces Secure Browser 2|2 A7¢
WorkSpaces ! Z2t0|1EQI S 2tE|=X| 2 Ql5t= Ol AFHEELICH WorkSpaces ¥ ZE2}0|1E
AWS 2&0] o248t E|AAE EAlStE Ol AFSELICH

- appstream (AppStream 2.0) - AppStream 2.0 AEHZ MBEE = = HEHS FEFLICL Ol
AppStream 2.0 2|4 A7t WorkSpaces ¥ 22H0[HE St 38t E|=X| = Qlst= o AFSE LT
WorkSpaces 4l Z2t0[21E AWS 2&0{ O[2{3t 2| A48 EAISHE Gl AFSE LY.

JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases"”,
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

}I
{

"Sid": "AllowWorkSpacesSecureBrowserAccess",

"Effect": "Allow",

"Action": [
"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"
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]I
"Resource": "*"
}I
{
"Sid":
"Effect":

"Action": [

"AllowAppStreamAccess",
"Allow",

"appstream:DescribeStacks"

1,

"Resource": "*"
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

Amazon WorkSpaces % 22}0|HE ZE[Rt et M

L 2[F 9| ALZFO| L WorkSpaces #l 2EI0[E Z|AA0f HAMA AWS HHE St 5 5
E35t1 &Lt

CHE HMol AL A EE XX 9
UELICH AT S UT MY

o EE(ACL)S XI5
F [e}

. AR AWS A Bl BlAA0] CHEF ML HEHS MIBIHE WS LoH B AM AHS HHAO|

=
27 CHE | IAM ALS RO A M| A Her MBS 2 HZE AWS AHE shMlR.

>
[

rr

. BlAA0] CHE AMIA MBS ELAO] RIZ ot WS Yok 2B IAM AHR MTAM O] EFAF AWS 7
5 290l che ML HE MBS AWS ABE ML,

HHgoldE Sall AMA HEr S MISste Y-HE LotEedH IAM ALE A 2| 2|F0f A 2l
SE AE X0 A AAMA HE [MS(ID B 0[S A ZshML.

C 2R UML) CHE BT} BlAA T|H HA ALSO| RO/ LohEE{E 1AM ALS AT
Mol IAMO| T 2A HH B|AA HMAE HIFHAM L.

AWS 224 2lZet= AWS 2| & 718 dHE 4oz FHELICLE K[ AlZho| 1 ME[Z 0|
Lol 50| =2 UEQZD HAAE E2Me2 Eal51 AE|E of] 7H8 ¥Hg AwsS 21T A
SELICE 718 ¥ S A 86t S 10| 718 &Y hol iS22 Folf ZX|7F O|F o4x|= oiZ 2|7
Ol Y CIOIEIHIO|A & dAISt T 2UE & J&LICH 7HE FHY2 J|EL| HY = S+ Oo[E
B QZEtEC 718, WER S, 80l Flo{ Lt

AWS 2T & 7HE B0l CHEt RHMIEF LI 2 Aws 2= QIZetE HZSHAL.

AWS 22 QIZ 2} 2|0 = WorkSpaces # 22I0|HE = C|O|E S¢=d L 8] @7 ArE 2 X5t
= 0 =50| &= E 7tX| 7|52 M3 Fct

Jr
rio
0x

97


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/about-aws/global-infrastructure/

Amazon WorkSpaces % 22}0|HE ZE[Rt et M

Amazon WorkSpaces ¥l Z2I0|HE A Fefd 241 & gHE|

T 2T Moi= AWS 2 AR} 70| B35 MUQILICH RFAMISH LIR2 AWS B35 el ZEH S At X
SHMI2.

Amazon WorkSpaces ¥l 22}0|21E = Amazon WorkSpaces, Amazon AppStream 2.0 &
WorkSpaces WebZt & £ S8 E LICt Ol 24 MH|A Q| ATl o|E 22|of| CHEF XEAIEH LHE2 CHS
SEER IS

« Amazon AppStream 2.02| G|0|E &2

« Amazon WorkSpaces2| 2Cl|0|E 2|

« Amazon WorkSpaces Web2| 7144 &l F|oFM E A

FrdEq d el 98


https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/appstream2/latest/developerguide/update-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-management.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html

Amazon WorkSpaces % 22}0|HE ZE[Rt et M

2 LIE{2I2 Amazon WorkSpaces I 22}0|91E U J7|E} AWS £F M| ot M I8 AW M52 &
X5t ol 23 #2euct= WorkSpaces M ZoHO|EE &t et, M7t 2 W EXnstn, &
Mt AR KI5 ZXIE Feg £ U=t 22 RLEZ =7 E AWS AMEZ ot
« AWS CloudTrail= AWS HH0|M E= A E Cialsto st API Z & & 2tE O|HEE Y
#5tD AP X7t XX E Amazon S3 HZIo| 21 o2 MESHLICH E &8 AFA 2 A
AWS, SE0| T™E HE IP &, SE0| &t AZ|E AHEEY = JU&LIC RHAIEH LIS AWS
CloudTrail AtE MEME FHZSAAIL.
=KX
« AWS CloudTrail2 A& 35104 Amazon WorkSpaces | 22I0|HE API &H & 272
K= =
AWS CloudTrail& A& 304 Amazon WorkSpaces # 2EI0[|E
API 2 &£ B
Amazon WorkSpaces %l 22} 0|2HE &= AL XFAWS CloudTrail, & EE=71 2st —.*° of CHet B2
EE M3Sste Mu|Aelet SEELICHAWS A‘II:II/\ CIoudTra|I° WorkSpaces !l Z2+0 | {E of CHEt
BEAPI Y 2 EE O|HEZRE XTI LICE ZRE ZE 0= WorkSpaces 4 E'~EP0| 2&0|M £
#El 3 &1} WorkSpaces A 22+0|21E API 7<*°401I l:HoF AE F=0| ZeELICE CIoudTra|I01|A'| e
st HEE AF235104 WorkSpaces A SEI0|HEN| £=E 2™, 2HO| +8E IP T4, 20| =3
ElAIZH 2 F71 ME HEE &olg £+ QlaLch
2 E Amazon WorkSpaces 4! Z20|1E 2 CloudTrailo M £ Z = Amazon WorkSpaces
MW ZEI0[1E API & Z 0| 2MEHELICE 0 & £0{ CreateEnvironment, DeleteDevice,
GetSoftwareSet &2 2 3 E5™ CloudTrail 21 mtof &S 0| MgELICH.
ZEOMEEE 21 S0z LES A8 AKXt it D27 Z&ELICH XtE ZHE 0|8
St ChS 2 & A TEE = UL
- QEES FEMSKE =X AIEK Eot 21502 =X 05,
« 1AM Identity Center At&XHE CHAIG10] R O] O|F 0{%1=X| o &It
o gt F= WO ALERtol| CHEH LAl A} S HE AFE5H0 0| HHEEIR=X| 045

« CI2 AWS MH|ANAM 2H

>~0II

H=X| 045,

CloudTrail 21 99


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Operations.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Operations.html

Amazon WorkSpaces 4l 22}0|21E EEIRH OHLEAM
CloudTrail2 HEE 4AHE AWS A oM & 43t E|H CloudTrail OIHE 7|S0i| XIS 2 HMA
g == U&LICE CloudTrail O|HE Z7|E2 X|F 90 ZF AWS E2|Te| &t2| o|HIE | CHall 27|, A &
Ct2E2E7t 7tsstn, £80| E27lst BIZEE MBS ELct RhAE A2 AWS CloudTrail APR =
B 2| CloudTrail O|HIE 7|5 %2 & Z35HAM|L. Event history(O|HE 7|&) E7|= CloudTrail 2

O R1tx|X| §f&LIC.

o

AWS HH x|t 90 SOt O|HIEE XMoo R J|F5t2{H FX E&= CloudTrail Lake O|HIE H|O|E

A2 E01E Y dshct

CloudTrail &*

CloudTrail2 &MZ Al&3t0{ Amazon S3 HZICE 21 WS MEE = JU&LICH E AFE5t0d
MHEE 2 E FX AWS Management Console 2 Ct& 2| IL|Ct AWS CLIE A&3H04 B 2
MEECHS B FHE d8e = JUaLch A™H AWS 2[H ol ZE0M E€52 AAMSIEE T
3 2™ FHZ Ydste Aol E&LCH B 2 FHE dMste B2 FEo| AWS E[™o 2F
=l o|HER = £ &LICH FXof cist RhAM[E LHE 2 AWS CloudTrail AHE E M 2| Creating a
trail for your AWS 7|’d & Creating a trail for an organizationg & Z3HAM|2.

0%
[e]l]

CloudTrailol M =X & MA5lo{ TId QI 22| O|HE Q| AR 3HLEE Amazon S3 HHZISZ &
2 Mae 4= QK| Amazon S3 AEE|X| 20| E1HE|LICE CloudTrail 20 CHeh XEAlIE
22 AWS CIoudTrall 2ZE XM L. Amazon S3 2201 CHEF REMIEH LI 2 Amazon S3 £

LiS
=2 HZstM L.

CloudTrail Lake O|HIE Ci|O|E{ AE 04

CloudTrail Lake& Ar&stH O[HE ol Cisl SQL 7[gF HEIE A™lE + U&LICE CloudTrail Lake
= & 7|8t JSON ¥4lo| 7|&E O|HEE Apache ORC ¥4lo 2 HEHgLICH ORC= HihE Ci|O[H
Aol z[MghEl G 7|8 AEE|X| FAULICH O|HIEE O|HIE O|o|E AE0{= E7H|Z|H, o
E 0| AE0{z 15 O[HE MEHT|E X Esto{ M=, 7|gk

&t O 5t 4 27Is 6t
O|HE HAAIMIL|C} O|HE H|0|E| AE0{0f| MB5t= MEI7|= o O|HIET} XI&SE|D FH2lE
= =X Mo{gLICt. CloudTrail Lake0d CH&t XFA|SH LHE 2 AWS CloudTrail AFHE MEH M S| AWS

CloudTrail Lake 212 & X 35HMIR2.

CloudTrail Lake O|HIE H|O|E{ AE0{ & H2|0l= H|S 0| & MEfLICt O|HIE H|0|E| AEO0{E
HE [ O|HIE CIO|H AE0{0| A E 23 SMS MEIFLICH 27 SMo el O|HE 2o7|
o X{%E H|E O[HE C|o|EH AE0{9| 7|2 & =|cH E& 7|7to| Z™ELICE CloudTrail =0l
CHEt REMIEH LI 2 AWS CloudTrail 2 2 HZ5HMI2.

CloudTrail 21 100


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/

Amazon WorkSpaces % 22}0|HE ZE[Rt et M

CloudTrail2| WorkSpaces I 22}0|1E Cf|0|E{ O|HIE

HO|E{ O[HE = BlAANM EE BlAANM =™EE 2l4AA Mol cHet WEE NS

Ar&Xto| C|HFO|A S§5). 0|2 HIO|E ¥ =edolgtn E7t O
—?—_'.:_ A&LICH 7222 2 CloudTrail2 H|0|E| O|HEE 23t X| &f&LICt. CloudTrail O[H
E2 Clo|E{ O|HIEE 7|85t X| et &LICH.

HIOIH O|HEONE F7t 20| ME=ELI|C} CloudTrail 220 CHet XEA|IEH LI 2 AWS CloudTrail £

CloudTrail 22 AWS CLIEE = CloudTrail APl 242 A& 3104 WorkSpaces M ZEI0[HE ElaA R

ol Cigt Cllo|E{ O|HEE 2ZE £ /JU&LICt CIo|E O|HEE 25t Lol CHEt AtM[EH LHE=2
AWS CloudTrail AF& MM 2| Logging data events with the AWS Management Console &' Logging

data events with the AWS Command Line Interface& & X 3tAH 2.

CH2 Eo= olo|E{ O|[HEE 2ZZE £ Q= WorkSpaces %M 22I0|ME E|AA REO0| LIPEE[o] Q!
&LCt HIo|E O|HIE %%‘(E—%) "of= CloudTrail & 2| ClIO|E{ O|HE R S50{ A MESE 240
FE AEILICH. resources.type 2t Qo= AWS CLI EE = CloudTrail APIsE AFE 35104 12 OHIE MEHT]
E #4E M X|™5t= resources. type 2t0| EA|ELICE. CloudTrailo 24 k= C|O|EH APl €oil=
2las ol thal CloudTrailoll 2Z & API & 0| EAIELIC

IOl O[HIE RE(ZE) resources.type &k CloudTrailol| 22 E|= O|0|E
API
ThinClientDevice AWS: :WorkSpacesThi » RegisterDevice
nClient::Device « UpdateDeviceDetails

eventName, readOnly 2 resources.ARN ZEE ZLE{RSI01 ZL% OHER 2ZHSIE8 15
OlHIE MEA7|E T =+ U&LICE ol2{8t E=of cHEt XhAlIEH L& 2 AWS CloudTrail API & =9

AdvancedFieldSelector MM & X 5HMI2.

22| O|HEEQ| BIAANAM £HE|= 22| Z2dof CHEt MEE NI LIC AWS HZE. 0|8 HEE
Z ool EdolgtnE ghLct 7|2XOo 2 CloudTrail &2 O/HEE 24 8Ct.

Amazon WorkSpaces #l Z2}0|HE &= 2 E WorkSpaces 4l 2CI0|¢E ZHEE ZQl 2t &
2| O|HIER J|Z & LICt. WorkSpaces %l 22F0|21E 7} CloudTrailoll 2 25t= Amazon WorkSpaces

CloudTrail G|O|E{ O[HIE 101


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events

Amazon WorkSpaces % 22}0|HE ZE[Rt et M

WorkSpaces 4 Z2I0|HE X0 Q¥4 =4
X 35HML. CloudTrail

i

£ 2 Amazon WorkSpaces 4| Z2}0|HE API & X

WorkSpaces ¥ Z20|21E O|HE oA

OHIEE BE AARRE|0| B 2HS LIEILID RHE API &, &t Umel

x|
Sof chst HE 7} E04 UY&LICE CloudTrail 21 T2 HEZ! A
LIZZ O|HEJ E™H =MZ EAIL|X| St&LICH

Y
A
2 g
bob
M
0
I >
Mo
I>
J!E
-I>|
2
o

CtZ oAM= RegisterDevice 22 A|@15t= CloudTrail O|HEE 20{&LICH.

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

I

"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"
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"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

},

"eventTime": "2024-10-21T17:46:27Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,

"resources": [

{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [

{
"gateway": "gateway",
"locallp": "locallp",
"type": "IPV4"
}
1,

"connectionStatus": "NOT_CONNECTED"
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},
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}

},
"peripherals": {
"bluetooth": {
"enabledStatus": "ENABLED"
},
"keyboards": [
{
"name": "name",
"type": "USB"

"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
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},
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "USB"
}
]

},
"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"

}
1,
"updatedAt": "2024-10-21T17:46:27.6242"
1,
"eventCategory": "Data"
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