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Services v Q

End User Computing

Amazon WorkSpaces

Create WorkSpaces

Secure, reliable, and scalable Quick setup
aCCQSS to pe rS|Ste nt deskto pS Launch ;Nolrk:;pzces;oran irld:vldu.;lcr;glau
group of cloud-based users in less than

from any location. minutes
Amazon WorkSpaces Is a fully managed desktop virtualization service for Windows and m
Linux that enables you to access resources from any supported device.

Advanced setup

. Launch WorkSpaces using advanced options,
How it wo rkS including your on-premises directory and

existing Amazon VPC.

Advanced setup
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® Note

WorkSpacesE S At&35te= 4
LICE.

Services v

Account ~

N. Virginia ~ Support v
WorkSpaces Get Started

Step 1 a
dentity users Identify users .
Add up to 5 users to your WorkSpaces.
Step 2
Create users
Step 3

Username First Name Last Name Email

Must contain alphanumeric  Must contain alphanumeric  Must contain alphanumeric and Must be a valid email address
and numeric characters. and numeric characters. numeric characters

@ Feedback (J English (US)

4. HEO|F MHUHE ZR2EZ(PColP £E WSP)Z ALEXHE 9|8
2 MEHSE
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Services v X wid of s yat Customer Account ~ N. Virginia Support +

WorkSpaces Get Started

Step 1

Identify users

Select bundles ...

All Amazon Linux bundles come with Firefox, LibreOffice, Evolution, Python, and more. All Windows bundles come with Internet Explorer 11 and Firefox.
Step 2 You can install your own application and packages on your WorkSpaces after it has launched.
Select bundles

Bundle (10/90)

Step 3

All bundles v‘ ‘ All languages v| ‘ All software v‘ | All protocols v| ‘ All hardware ¥ 12 3 4 &

Bundle v Language ¥ Rootvolume ¥ User volume ¥

[+ Value with Amazon Linux 2

English 80 GIB 10 GIB
PColP
Standard with Amazon Linux 2 English 80 GIB -
TSI Frec tier cligible
Performance with Amazon Linux 2 English 80 GIB 100 GIR
PColP
Power with Amazon Linux 2 English 175 GIB 100 GIB
PColP
PowerPro with Amazon Linux 2 English 175 616 100 GIB
PColP
Standard with W\do 10 English 50GIB -
Value with Windows 10 English 80 GIB 10Gi8
PColP
Value with Windows 10 and Office 2016 PColP English 80 GIB 10 GIB
Value with Windows 10

English 80 GIB 10 GIB
PColP
Performance with Windows 10 English 80 GIB 10GiB

PColP

Cancel Previous m

@ Feedback (@ English (US) 008 d Privacy Policy ~ Terms of Use

5. WHEE AEgLICH O OHE WorkSpace M & MENEL|CE

6. WorkSpacesE& Al%tst= O oF 202 0| A ELICH T 4&EE ZLEZsE{H 215 M Fe
T

[
2 0|35toqd CIHEZIE MEiELICE = 7| AEH7F REQUESTEDRICH7F CREATINGO|
7l M Sl AHg 2 = &Lk

CIEE 2|7t HEE[T 4ER7F ACTIVEO| £ 215 Ef M FH0{A WorkSpacesE &1 8104
WorkSpaces AlZf ZE2EMAS| ZIW 4& S ZLIHZE £ U&LICH WorkSpaces2| Z7| #Ei=
PENDINGRILICE Al|ZfO| 2t 2| AEfTF AVAILABLER HAZ ST ZF AF&Rtol CHaH x|t ol
U FAZ ZOH7F USELICH ASKIZE ZOf ol x| 25 B2 =0 o|H|Y TS MMg

HESHMIR.

1EtA|: WorkSpaces AlZf 10



otOHE WorkSpaces

2EHA|: WorkSpacesoil @124

ZOi o|HYE s4let & Hot= 2ol A& 73510 WorkSpacesol| 21Z2& = /&LICH. 2215t
P1E0 A 0

{l WorkSpaces CIA3 &

o5 = CHAZKIE FESHH Z 0|7t 8~64KF AtO|o{o} BFLICH 3
L ~1@#5%"8" +=N:"<>,. 2. MEOlM 24 17H4] Z 5ok

> Ir
>
HO

_>'-|_

)

l

i
o

Olr Hu

2. ZI 22t0[AE Q| @7 AtEof CHEt AHAIEH LHE 2 Amazon WorkSpaces AHS HHE A9
WorkSpaces Clients& AE & ¥ Ot & tLHE T8SHMR.

« HAIX|7} EAIZ|H Z2I0|HE OHEZZ|F|0|M T 5tLEE CHRZE35H7HLE Web AccessE A|EHE
L|Ct.

« HAIX[7} ZEA|IZ[X] 20 Z2tO|1E ofE2[AH 0|4 of & MX[SHK| &t
clients.amazonworkspaces.com/ 2 @1 22}0|HE ofEZ2[AH|0|MH &
Web AccessE AlEI5HAR.

1o
on
u
K
In

7t
5. (ME A &t BHE XM Stets HAIXKITH EAIEIH [Yes]S MEighLICH

S ZLIE dY E= FH ClHo|A AHET 22 Zet0o|ME o E2(7H0]4 AtE ol CHEr RHAMIEH LIS

2 Amazon WorkSpaces A2 A 2| WorkSpaces Clients & Peripheral Device SupportE & & 3}
NL.

2EHA|: WorkSpacesoi| 9122


https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-clients.html
https://clients.amazonworkspaces.com/
https://clients.amazonworkspaces.com/
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-clients.html
https://docs.aws.amazon.com/workspaces/latest/userguide/peripheral_devices.html

otOHE WorkSpaces el dEAM

3EHA|: He|(MEY A

O| Rt& Mol M 44d5tod AtE S OFEl WorkSpacesE ATAME &= U&LICH REMIEH LI 2 the section
called “WorkSpace AT A" MME B XTFIMIR.

(® Note
Slmple AD= WorkSpacesOoll F 22 M3 ELICH 215 30 ¢ Simple AD CIHEZ[0of AHS
Q1 WorkSpaces7t 9= 72 0| C|EE{Z2|E Amazon WorkSpacesHA 2| AL 0| At S22
S% F|AE|H, AWS Directory Service 22 2710 2} o] C|ZEE 2loi chet 2 Z0| &L

C.
Hl C|HE2|E M52 WorkSpaces& CIEEE| &AM MME & ZES5HMIL. Simple AD C|&]
Ei2|& AFA|EH 42 WorkSpacesE CHA| AFE ST A2 [ AXMEXR| A CIREZIE MEE =
A&LIC.
(=]
Ct= EHA|
HEHM g 448 WorkSpacesE AHE A Holgh 5= R&LICE 0| & E0{ AZEQ0{E MX|E Ct
2 WorkSpacesOi| A AFE X X|H HE S e = U&LICH E8F WorkSpaces & WorkSpaces C|Z|
E{2|o] CHaH CHFet el S sdE = UASLICH XHMEH LIER2 O g 2M MME XML,

A& X | WorkSpaces O|0|X| & HHE M A

- 2|5t & Al WorkSpaces

« WorkSpaces C|ZIE 2| #E|

Z7} WorkSpacesE 4d5t{H CtE & stLtE FS&ELICH

- HE dEoz HHE VPC Simple AD CIHEIE|E A& A8 5tE{H 'Simple ADE AL& 5104
WorkSpaces A|&" Kb& M2l 2EHHl: WorkSpaces 2843 MMof| 1= BHAH 0ol 2t F:7F AL XHE {8t
WorkSpaces& F7I& = U&LICH

- CIE CIHEZ| 82 M85l ok 5t7{LE 7| & Active DirectoryE AH&3l0F 5l= A0l
WorkSpacesZS P tod 7t ClAT & AR OIM Y AEEME FHESHMIR.

oll ml

SEFA: HEI(M=Y A

.
N


https://aws.amazon.com/directoryservice/pricing/

otOHE WorkSpaces el dEAM

CtE ZLE MY E= =8 CIHO|A AFS Dt 2
8t XbMIEH L2 Amazon WorkSpaces A& A
SupportE & ZESHAL.

2 WorkSpaces 220|21E o E 2|7 0|M AtS o Y
O

H M 2| WorkSpaces Clients & Peripheral Device

cHs B


https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-clients.html
https://docs.aws.amazon.com/workspaces/latest/userguide/peripheral_devices.html
https://docs.aws.amazon.com/workspaces/latest/userguide/peripheral_devices.html

otOHE WorkSpaces el dEAM

WorkSpaces 112 A% A|&H517|

0| A& Mol = WorkSpaces 2! AWS Directory ServiceE A8 3504 WorkSpacet 1 &t
2t = 7|8k Microsoft Windows EE= Amazon Linux A3 &2 ZZH|XMISE g

E0r
Io
T
Iul

Ol Kt ME 132 A8 S M2 AL&E3H0{ WorkSpaceE AlEFEfLICEH

@ Note
12 MM WorkSpacese| Z & 2|0 M X[ &Lt

Iy (4
[k
o
mjo
_>,"_
9'|_-
2
=
o
;\_
wn
Ie
o
o}
o
Ral
kel

AlEESE7| 7H0il WorkSpaceE BHE 7L #E|5tE Ol A E £+ = AWS AI™HO| Q=X| & QlghL|ct.
AEXE7L WorkSpacesd| @125t 1 A& St= Ol AWS A ™0l ERHX| ef&LCt

I35t 7| ™ol CHE 7H'd S HE S OlalstA.
« WorkSpacesE A|%HE [ WorkSpaces HHE2 MEHSHOF B LICH AFAMIEH LH& 2 Amazon
WorkSpaces HE EH#2 &
« WorkSpacesZ A|xte [ HHE1} &4 A E T ZEZ(PColP =& WorkSpaces 2EE|Y ZZE
Z(WSP))2 MESHoF BILICH AtMIEH LIS2 olOES ZEEE WorkSpace s MME FE5HAML.
X =

» WorkSpaces& A& M Af%xr Ol ¥ olHY FAE EE%
ghict AR %
ClZE{zlof K& E

]1H1

_'_ i

2o
o
9,_
hvd
rc
o

12 MXME ALR5H04 WorkSpace AlZE

It

1= dHE AE38t0{ WorkSpaceE Alxst= &

1. https://console.aws.amazon.com/workspaces/0| A WorkSpaces 2& 2 L|C}.

AlEFSEZ| Mo 14


https://aws.amazon.com/workspaces/details/#Amazon_WorkSpaces_Bundles
https://aws.amazon.com/workspaces/details/#Amazon_WorkSpaces_Bundles
https://console.aws.amazon.com/workspaces/

otOHE WorkSpaces

CHS CIEEE 8 & stLE M

« AWS Managed Microsoft AD
» Simple AD

* AD Connector

=5t Ct

lo

MHE AHE35H0{ WorkSpace AlZEf


https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-vpc.html#configure-vpc-public-subnets

otOHE WorkSpaces el dEAM

WorkSpacesE 2[8t HIEXZ L HHA
WorkSpace & 2|At= WorkSpaces HIEX|Z L HA[A0] CHEH CtF At&FE OsHaHoF &FLICt.
S

« OlOFEE ZZEEZ WorkSpaces

« Ct20oll CHsi VPCE 48 LICEH WorkSpaces

o OIOIEE 78 B WorkSpaces

c IPFA YW EE QF AME WorkSpaces

« Amazon WorkSpaces 22I0|ME HE T 2F AIE

« MEE £ e & x|l WorkSpaces CHEF HM|A A8t

+ SAML 2.0} WorkSpaces & &

« Q50| ADIE FIE AIE

o H5to| QUE{H HM|A NS WorkSpace

« FHALE I8 2o I & WorkSpaces

» WorkSpaces®| IP HA|A Ao{ I &

» WorkSpaces& PColP M Z ZCc}0|¢E MH

« Chromebook2 €|t Android 8

+ Amazon WorkSpaces & HA|A &35 2l 71

» FedRAMP &¢Il EE= DoD SRG £ & 2/al Amazon WorkSpaces A7
- 2[548 SSH & 43} WorkSpaces

o Oof CHEr B 74 U MH|A 74 24 WorkSpaces

OtOtE & Z 2 EZ WorkSpaces

WorkSpaces Amazon2 PColP2} WorkSpaces 2EZ|Y ZZEZE (WSP) Ol2l= F 7IX| Z2EEZ2
KIHELICH MBSt Z2EEZ2 AEXRI7E AMASHE CIHIO|A |FE, AME 21 2 #MA|, AFS X7}
ZHHA 2 HEX3I =7 WorkSpaces, AFE RO A & ef HIC|L X0 EReHX| iR S 04
Qlod| 2t S EFEILICEH WorkSpaces

=
(=
(o]

il

WSP= CtE21t Z2 2|4 2F Ao MHEBH WorkSpaces K| ¢ & LICt

otOtES T2 E & WorkSpaces 16



otOHE WorkSpaces el dEAM

ZSAE OO|HE 27 AHE:

« Windows SAE Of|0|ME B{7 2.0.0.312 O 4
« Ubuntu 22E Of0|ME H{™ 2.1.0.501 0|4

« Amazon Linux 2 EAE 0f0|ME B{% 2.0.0.596 0|4t

ZEtO|ME 27 AtE:

« Windows H|O|E|E Z2}0|HE H{7F 5.1.0.329 0|4t
« macOS H|0|E|E 22I0|HE B{™ 5.5.0 0|4

PN

i
i)
P

WorkSpace Z20|21E M1t Host Agent HHT 2 & Qlst= 2edod| CHEF AEAMIEH LEE 2 FAQ
SHAAIL.

WSPE L83 of sHe B

- 2B APQXP HEI ZHE X|H5t7| @l 22 £4/X( Azt 58 Hel7t 2ot B oE
0  MIAIM HMASHLE £ Z2|E &= @= WorkSpaces HE{TE At 3= ALSRIIE US

Tr

CH.

|

A
o MERI7} ADIE FIER QB3 HLE MM Soil ADLE FIEE AFS35HOF 5t B9
- MM Bof 2 x| 7IS0| EHRE 82

« Windows Server 2019 WorkSpaces 7|8t HHE 1t & 7H 2 HMAE ALESHOF st <
« WorkSpacesREFE AtE3HoF 5t <

- ?I=2 11 BYOLZ At&3lof 5t= B WorkSpaces

« QEE GPU 7|8t HE (O22H=.G4dn & .g4dn) S AFEEHofF St B

G
o AM2X}7} MM S0i EE= Windows Hello2 ZF2 QIS XIE AlE35l04 215

rr

raphicsPro

5 SHoF 5= A< WebAuthn
YubiKey
PColPE A3l of 5= 4%
« iPad EE = Android Linux 22I0|¢1EE Al35le{e B8R
 Teradici M|Z Zc}0|ME C|HIOIAE AIE3HE B2
WsPE AtEdlok st Ed< 17


https://aws.amazon.com/workspaces/faqs/#:~:text=Q%3A%20How%20do%20I%20find%20my%20WSP%20host%20agent%20version%3F

otOHE WorkSpaces el dEAM

- GPU 7|8t HE (2 2i=.G4dn, .g4dn, ZBHEA &) 2 AFE35H0F 3t= B GraphicsPro
GraphicsPro
« AOLE 7EE7} OFEl AFE ALE|Of| Linux HEE A8l oF st B2

(® Note

- C|E{Z2|ol= PColP2 WSP7L E8E|0] Q18 £ U&LICH WorkSpaces

« ALEXt= PColP2t WSPE 25 7HE £ /JU&LICH T, PColP2t WSP7F M Z WorkSpace
WorkSpaces CtE C|ZE{Z2[of| R{0{oF BfL|Ct. STt AFE A7 S L CIHE{Z|0] PColP&t
WSPE = =+ & LICH WorkSpace 8t ALE Kol CHSH 0921 WorkSpaces 7HE BHE= &
of CHet RtMIEE L1882 & xSt A2, Bt ALEXHoi| CHSH 0921 WorkSpaces EHE 7|

« E CtA| 2l=3H0oF 3= WorkSpaces OHO|280|M 7SS AH8St0d F Z2EE
WorkSpace 7t0il aE 0FO|12i|0|ME = Q& LICE WorkSpace AHAIEH HE = 0FO| 120
M a WorkSpace2 & Z35HMIL.

» PColP WorkSpace HEE 8t Z* &
stod £ T2 EZ Ztof oto|2lo|MHE =

=
AL,

=
=

E
ol |_|

=
=

2
=

L1 njo

AN

Ct=Zol CHsll VPCE +-d&f LICt WorkSpaces
WorkSpaces 7H4 AbM 222 = (VPC) WorkSpaces Of|A] AlgHgtL|CH.

AR Zgjoly! ngil 2712t HE2! MEUIO| NAT HO|ES0|7t U= VPCE BtE £ Ul&Lct
WorkSpaces . E= 5 742 HEZ| MELI0| Rl= VPCE d4MstT HER! IP T4 E= HEtAE! P
FAE ZtZHof c.’_=I7=|°F 2= WorkSpaces {}& LICH WorkSpace

VPC MA| 124 AFgoll CHet REMIBH LI 2 Amazon WorkSpaces HIZ 2| VPC 2! | E Z] 28 Atz
Ol Hz 2 AL - VPC MHIE & E5HAAI2. WorkSpaces

LHE
- 2T AE
+ Z2ol8! MEUII NAT HO|E 0|7t /U= VPC 7

VPC @7 AtE


https://docs.aws.amazon.com/workspaces/latest/adminguide/modify-workspaces.html#modify_protocols
https://docs.aws.amazon.com/workspaces/latest/adminguide/modify-workspaces.html#modify_protocols
https://d1.awsstatic.com/whitepapers/best-practices-vpcs-networking-amazon-workspaces-deployments.pdf
https://d1.awsstatic.com/whitepapers/best-practices-vpcs-networking-amazon-workspaces-deployments.pdf
https://docs.aws.amazon.com/whitepapers/latest/best-practices-deploying-amazon-workspaces/vpc-design.html

otOHE WorkSpaces

. {22 MEY0]| /= VPC 24

LT AN
VPCO| MEHE & AlstE{E X|290| MZ CHE 7H8 Pol| lofok B LTt WorkSpaces 2t 7+8 &
2 CHE 7hS FolollM L AR FHOHE ZEIAZ £ AT S MZ 2EIE Z7Holofob BrLICH Wz o| 7}
8 B0l QIAHAE A ’%?:.*9 M B IR0 M Fol7t e dle B oflEEIFolME ESE
AU&LICH 2 MEL2 B 718 B LHol| M ZXHsHof 5tod, 042 SH2 2 A7 ot RE == Q&
L|CH.
® Note

rjs
T
rr
I
A
2
lo
°
4
N
()
0

WorkSpaces Amazon2 X|
ol vPCo| MEUlo] ARt £ ol= JIR odods 7=|x-|g|.3=|

OE& 78 ¥ WorkSpaces

)
2 _|9|.

oM ALEE = JU&LICE ALE F
2 WorkSpaces & =5t &M A|2. ot

Zglo|8! MEUlnt NAT HO|EHNIO|7F = VPC 7+

AWS 22| Microsoft E£= Simple ADE Bt=+= AWS Directory Service Cll At&35t= 42 VPCE T

= MES 17K EEPOIH' MBS 2742 Fdst= Aol E&LICH Z2t0o|8! WorkSpaces AME U0

MAHE| TS CIREZIE FE5H AR, Z2H0IS! WorkSpaces MELIOA QIE{ HMAE XS5t
o HE 2 MESoM NAT HOIEH0IE T+ st Al=2.

T MY



otOHE WorkSpaces

Amazon Web Services Cloud

\

- y

(= A Custom route table
ﬂ Destination Target
‘=J 10.0.0.018 local
MNAT gateway 0.0.0.0/0 igwe-id
Public subnet
vy
g ™
"’ﬁ;
WorkSpaces Router Internetjgateway Internet
Private subnet 1
’r_ h Main route tabla
Destination Target
10.0.0.0/16 local
WorkSpaces 0.0.0.0/0 nat-gateway-id
Private subnet 2
- J

HEE MEL 1742t Z2to|H! MEU 2747} = VPCE ddst= WY

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC E& & 04M|2.

2. VPC Mg MEiFLICH

3. A& 2|4 A(Resources to create) M VPC S(VPC and more)= =48 L|CH
4. Name tag auto-generation(O|& EH1 XIS 4)oi vPC2| O|F S =T LICY.
Zalo[% A= 53 NAT AIOIERI07T 2= VPC 74



https://console.aws.amazon.com/vpc/

otOHE WorkSpaces el dEAM

5. MEUlg TadstaiEl ChSS SYELIC

a. Number of Availability Zones(7+& Q< =)0 M B0 2t 1 £= 28 MEIEFLICY.
b. AZ AR X|HEE &&otn 718 QS MEIgLICH O%X| ptoH
MotAH MEdStE S olotEE 7HE ¥ WorkSpaces ”'*._:'% HEstMLR.

c. Number of public subnets(HE 2! MEY £=)0|M 7t FAT stLto| HER MHEHIO| /U&=
x| =tolgtct,

d. ZZlo|8l MEY oM 78 BT stLtol =2tols! MEUIO| JU=X| & lghL|ct
e. Z Metlol Cigt CIDR =258 =& LIct ktAIEH LI&S otEB{H
HMe| MEL 37|18 HEFAML.
6. NAT HO|EQol= AZY 17HE MEHEFLICE
7. VPC 44 g MEfgLICE

IPv6 CIDR E5

IPv6 CIDR 2582 VPC & MEUlof 48 = l&LIC 3|8 MELIo|M AIZHE QIAB A XHS
CZ IPv6 FAE EEGLE MEHE 7Y FR0E Graphics HEE AL8E + Y&LICH (sHX|2F
Z121H.G4dn, GraphicsPro .g4dn & 1E2 AL8E & &LICL) GraphicsPro O|248t A& 2 IPv6S
X|2stx| k= o™ MiCH QIABA RO stE 0] MEtez Qlolf g gLt

O| EME sliZdsled e HES AlZSH7| Mol WorkSpaces MEUI0|AM IPv6 =4 RIS &E A
Yg dAHoz HIgdstst, Het 3¢ JeiE HES AdE = ol 4HE CHAl %“Sﬂﬂ@ CHE
HEO| potE IP FLE HES & £ A&LICH

Jl2xioz Ipve T4 AHS BT MEE HIE
Colste{d™ B EolM ME

3tz|04 & LICH Amazon VPC 2£0|A o] MX 2 &t
4 =
settings(AtS &Y IP AH =)

5t 1 Actions(ZF ), Modify auto-assign IP

N

HE2 HEL0| 2l VPC 74

Bl 22 % ol HER MLl Sl VPCE MR < AL HE R WorkSpaces 2Ll
E

A
M QB! HMAE K| Sste{H LEtAR IP FALAE KIS 2 S5t ZF FA0 AetAE P F
E £8502 YIS CIHECIE F45HAIL. WorkSpace
Tasks

« 1EHA|: VPC M
« 2EHA: HEZ] IP FAE MEXAA 5 AIL. WorkSpaces

HE | AEH0] 2= VPC 74 21


https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html#subnet-sizing

otOHE WorkSpaces el dEAM

1CHAH|: VPC A Ad

Ct

djo
A
m\l

ol &F 7| HER] MEL0] /= VPCE & dFLICH

<

]
0z

PC st

-

https://console.aws.amazon.com/vpc/0il M Amazon VPC 2&2 04M(2.

VPC d'dS MEfErLICH

o
mo

L|C}

e 2|4 A (Resources to create)0lA VPC &(VPC and more)2 41E4

=

Name tag auto-generation(O|& Ef1 A& M4d)of VPCe| O|§ 2 =gLct

MEUg 2asHH o

o & w0 DN

=
[=]
F>eLct

fjo

a. 7t& B 0lA 28 ME4ELICE
BHx

b. AZA XHE &6t 78 YA MEighLct OZx| fom™ AWS SliE FTAE MEY
off EM. MHEHSHH MEiStE W2 of0tEE 718 ¥ WorkSpaces MMEZ & E5HM L.

e. Z HEZ Mg4lol| cist CIDR 252 T LICH AHAMIEH LHEE otE 2{™ Amazon VPC
A

A& LICH 3R MEHI|M A[ZHE QIAR AN XtS

1] T8 3<0|E= Graphics HES AFEE = & LICE. (SHX|B
GraphlcsPro HES AIEE £ Q&LICH) old8t M8 IPv6S K| HEHK| ot E Ol MICH QIARA &
ol stESof MEte 2 Qlal gt LIC.

O| 2MIE aliZdsted™ aeiE HES AIZHSH7| ol WorkSpaces MEHI0|M IPv6 FA A& & M
M2 YAMoZ HIgdststn, Hedt A2 Jeie HES A-E & o] WS CHA| g Mslsto CHE
HEO| HSt= IP FAE UHEE & £ &Lt

L|Ct. Amazon VPC 2£0i A o] MX g &t

#3510 Actions(Z®d), Modify auto-assign IP

gl lII>

°|0FE4D4 =f A4 "é, 1IA‘| ‘|
settings(AHS &<

H=2 Medol )l vPC 74 22


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/configure-subnets.html#subnet-sizing

otOHE WorkSpaces el dEAM

2CHA: HEE] IP FAE ALSKtof| A

m°l'
P
>
>
o
=
S
S
wn
©
Q
(@]
D
wn

HE2| IP A E WorkSpaces AHS EE£= 8522 &8 &
section called “AtS HEZ! |P A A EHHE EXSIMAI. HER P
™ CtS HRHE AFSELICEH

HE2| IP A E WorkSpace =852 2 & st

1. https://console.aws.amazon.com/workspaces/ 01| A WorkSpaces 2&2 &JL|Ct.

2. EfM Fo| M WorkSpacesE MERFLICY.

3. ol &g Wx|xm (3HAE olo|2 MEY) WorkSpace IP 242 7|E 38l ELICH WorkSpace 2| 7|£ At

A IP WorkSpace FA QIL|C}.

4. https://console.aws.amazon.com/ec2/0l A Amazon EC2 2£& L|Ct.
=3 El2
O - -

5. &M FolM B2 IP(Elastic IPs)& M LICH A8 J7hs8 BN IP T4t gls 82 BEY
A Y2 MEISH T AmazonQ| IPv4 4 E EE= 1Z280| AR 8HIPv4 T4 ES MEiSH OIS

e T o
-|>|J

=
g MEELICE MIPFAE 7|§%*I—IEP.

(o}
om

FAH BHOl M | E 93 QIE{H| O] A (Network Interfaces)E MENEL|CE.

7. &Y HER3 QlE{mo|AE MEHEHLICH WorkSpace. ST LIER T QIE{H O|AE 3op{H
WorkSpace 22 & XFofl WorkSpace IP 2F (M H3S) gt C}2 Enter 7|12 S5 LICt
WorkSpace IP 22 HE 3 IEmo|A o] 7|2 ZZ0[H! IPv4 FALF UX[ELICH HESF 2l
E{IH| 0| A 2| VPC IDE WorkSpaces VPC2| ID2} Y x|StCHE Mol folstAA|2.

8. X IPFA 2|8 MEHEFLICE Assign new IP(M IP EE)2 MEYSH CHS Yes, Update(0d], 4|
O|EELICHE MEHSILICH M IP FAE 7|58

9. [Actions], [Associate Address]E ME4EFL|C},

10. Associate Elastic IP Address(EF23% |P A ©473) H|0|X| 2| Address(& )0l A EFE4X] P
MERBILIC}. Associate to private IP address(Z 208! IP A0 AZ)0lAM M Z2t0[H! IP
X|’4&t CHS Associate Address(F A ¢1Z4)E ME{ELICE.

Fa
Fa

OlOFE & 718 ¥ WorkSpaces

WorkSpacesAmazonO M AFEE 7Het AHE 221 E (VPC) & MEE M= VPCel MEUIO| A% &}
o40
(=R |

2= K[| MZ CtE 718 G0 QLo{oF B LICIH WorkSpaces Zf 7+ Y2 CHE 718 P20 A

S MEH ZOHE AelAZ = UZE HE 2E|E 37H0|o{oF BfLICH HE | 7+8 JHoiA QIAEAE

AZHE o 2 EHY Q| x|0l| A B o7t e AR ofEC|7o|lME ES & &= gLt 2 MEHI2 T
U 7t PN LA MBH EXHSHOF 5tTH, 042 FWUo 2 AU ofRE += gigLCt

718 ¥A: WorkSpaces 23


https://console.aws.amazon.com/workspaces/
https://console.aws.amazon.com/ec2/

otobE WorkSpaces el MEA
2R ZE o2 EAIELICHM: us-east-1a). 2IX2] 7+ Y¥doi &4
ZE AWS HZo| 0|20 712 Y¥oig =2/Mo 2 T ELIC o & So
=2 =0
= =

1
VA2 CHE us-east-1a AEoll CHEh Awset(at) 2Ix|71 S L5tHX|

78 G2 2| I =t AE
A EIAATHIEE 4 QTS
us-east-1a H&o| AWS

%E + U&LICH

HEo chal| 718 FHE =HstdH 718 FYof chist 1Rt LetE A|HEXICI AZ IDE AFE3Hok
BILICH o € £01, usel-az22(E) us-east-1 2ITQ| AZ IDO|Z, 2 E AWS A™AM RIxI7F 8L
ghlct.

AZ IDE EOQIStH CHE HHO| BIAAE 7|ELR 3t HHO| BlaA 2XIE &g = J&LICH o8
E0{,AZ D7} usel-az2@! 7t& ¥Yo| MELEZ C}E A ™M SRstM O]l MEL2 AZ D7t usel-
az2?! 718 YA A™HoM AL E £ Q&LICH ZF VPC & MELI9| AZ ID7F Amazon VPC 2£0]
FE AIFLICE.
WorkSpaces Amazon2 X|HEl= ZF X[Ho] 7t PP 5 LR MHE AAEE = JU&LICt CHS Zof
= 2 2ol M8 E 4= UE AZ ID7} LESE UELICH AZ IDE AIH2| 7t8 Yo o EstE SHE 2
242 AWS RAM At MHMO| Z|AA 0| AZIDE HZ5HML
IR 2™ I3 X|#H=l= AZID
0= S5 (HXILIoF &) us-east-1 usel-az2, usel-az4, usel-
az6
0= MELEE) us-west-2 usw2-azl, usw2-az2, usw2-
az3
ofAlo} Ef B (ZHIOl) ap-south-1 apsl-azl, apsl-az2, apsl-
az3
OfAlOF EHE (M) ap-northeast-2 apne2-azl , apne2-az3
OfAlot EfE L (A7IEE) ap-southeast-1 apsel-azl , apsel-az2
OFAlOF EHE (A= L) ap-southeast-2 apse2-azl , apse2-az3
OfAlOt EHE (=) ap-northeast-1 apnel-azl , apnel-az4
LICHE & ca-central-1 cacl-azl, cacl-az2
SHEZFEIFEE) eu-central-1 eucl-az2, eucl-az3

7+8 ¥4: WorkSpaces >


https://docs.aws.amazon.com/ram/latest/userguide/working-with-az-ids.html

otOHE WorkSpaces el dEAM

X|9H 2™ IE X|HEl= AZID

FHE((OILHE) eu-west-1 euwl-azl, euwl-az2, euwl-
az3

= Gal=)) eu-west-2 euw2-az2, euw2-az3

=otH ZIZH e mEF sa-east-1 sael-azl, sael-az3

o= 2|7} 0| ZE}R) af-south-1 afsl-azl, afsl-az2, afsl-
az3

O|AztA(ElotH|E) il-central-1 ilcl-azl,ilcl-az2, ilcl-
az3

AWS GovCloud (0|7 M=) us-gov-west-1 usgwl-azl ,usgwl-az2 ,
usgwl-az3

AWS GovCloud (O|= S%) us-gov-east-1 usgel-azl ,usgel-az2 ,
usgel-az3

7t

£ o404 9 AZ IDOJ CHf& REAIEH LIS 2 Amazon EC2 Linux QIAEIAR AFE ME Aol 218, 78 o
m]

ofl @1Z25+24™ WorkSpaces S22H0|1E 7 HAZ L= | ELOﬂ CFet AWS AMH|A S| IP T4 29|

(0|'-r| Hgo2 OES) ol AISE = U= SH ZE 24040k & L|C} WorkSpaces O] F4 2

= AWS Z|&of 2t ctEL|ct =8 E2Lo|HEo A AE%O Ol ZE dhetEof| T o|qst ZE | 7
gF 2|04 QJ0{0F BrLICH BI™E AWS IP FA B 2{ol CHEF XEMIEH L& 2 Amazon Web Services &gt

HZEXOIAWS IP A HQ|E HXSIAML.

0P7|E“7'<-| EP0|01:LE”8 OFZ|El%{E & =5 A A|2WorkSpaces . &7} o} 7|Ell%{ C}0|o{ 222 Amazon

WorkSpaces 22t0|E ol 22|71 0]40l|= CHS ZEof CHEt ot RHI2E HMATE L

PEAYEE QF AE 25


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
https://docs.aws.amazon.com/general/latest/gr/aws-ip-ranges.html
https://docs.aws.amazon.com/whitepapers/latest/best-practices-deploying-amazon-workspaces/best-practices-deploying-amazon-workspaces.html

otOHE WorkSpaces

I E 53(UDP)

Io
J\OII
(0]
1ok

O ZE = DNS AMtHol| AM|ASHE Of AFB M, 22H0|AETH HER] THQI 0|§S
=5 DNS Mt IP =201 CHaH FHE Elo{ Rlo10k B LICH. =Ml OIF & 210l DNS MHHE AL85tX|
OS2 B9 0l ZE 2F A¥ES U= AZYULICH

X E 443(TCP)

ol ZEE ZEtolE ofBEIH0IM UHOIE, 55 I A0 ABELICH HlAZE Setolols
OHZ 2|7 0| M| M= EE 443(HTTPS) EcH=lof CHEt E%AI M AL S K[HELICH ZEA] M

H AL 2 E43tstti™ 2eto|ME ofE Elﬂlolﬁ% 1, [Advanced Settings]Z MEH35I 1, [Use
Proxy Server|& MEHSIT, ZEA| MHo| £4 U X EE X|HE OHS [Save]E MEHEFLICEH

O| ZE &= CtZ IP 4 B 2{of CHsH 7HE |0 RJo{ofF & L|C}.
« GLOBAL Z|T12| AMAZON 312 ME
7} AMAZON &3 = R[] MEAH. WorkSpace
+ us-east-1 2|T12| AMAZON 52| ME
+ us-west-2 2|T12| AMAZON 32| ME
« us-west-2 2|72|S3 5% ME
X E 4172(UDP 2 TCP)

Ol ZEE= WorkSpaces PColP2| WorkSpace HlA3 & 3 &E #QlE AEE[YS= Ol AHSEL
Ct. 0| ZE = PColP HO|EQo|2t T HO|EQ0|7t %8t X|edo| Aef X Mol 7H E|oq
A0{0F & LICt WorkSpace AtAM|EH LIS 2 AEH 2@l MHH{ & PColP HO|ERO| MH{ MME &=

StM 2.

ol ZE 4172 Ef{= (K&

WorkSpacesPColP2| A< Ci|lA3 & E2t0|21E o EE(A DP2
=—=' ?:'.'AF% K|etR| f&LICH ZE

A& EcHEHE) of cHet Z/A| M AFEO|Lt TLS €& 8i
417201 2 st oF &rLct.

ZE 4195(UDP 2 TCP)

JH'IQ

O| LE = WorkSpace HlA3 & AEE|Y WSP (AER|Y Z2EZ) O AEH =0lof AFSELICEH
WorkSpaces WorkSpaces 0| ZE = WSP Gateway IP &4 #|e} s x| o] AEf M Ao
WorkSpace 7H& £[0{ lo{of BfLICt KbAl|EH LHE2 & EH =2l ME{ & WSP HO|E9[0] A Al
2 &ZsHML.

WSP2| WorkSpaces 3 WorkSpaces Windows Z2I0|1E o & 2|7{|0|M (HZ 5.1 0|4
2 macOS Z2t0|HE ofZ2|H 0| (HE 5.4 0|4 2 ZE 4195 TCP EZHZlof HTTP =
SA MH AFE 2 X|5HK|BF ZE A= AFESHX| b= [0l EELICEH TLS &5 S & AAt

Ect0|E ofEZ|7H0|ME /Tt ZE 26



otOHE WorkSpaces

el dEA

= KIEX| et&Lct RIS LI 2 Windows WorkSpaces, Amazon Linux WorkSpaces 2!
WorkSpacesUbuntul| QIE{ HHAE et HX| ZEA| MH B FHS FZSHAAL.

@ Note

F

0|I
Yol

Fedoll A A KM TEIRIS ALS
BT 87t B2 PRlLC Watuol M AE) HIXE ZER
2 518slEdH UMY ZEE I

= FMdof 2t CHE L

nE ofm
40 > |m

_

Al MH 7152 UDP Egf=lol X|HE|X| St&LICH TEA| MHE A5t 722 Z8}0]
O Z 2|70|410| Amazon WorkSpaces AMH|A0| ELH= API &£ Z S A[ELICH API

I oa3E EciE 25 SUS ZHA[ MHE SotsHor gfLCt.

foh [ |KI
Wy |m

H HAAE P8t ZE

WorkSpaces & HMAE QIHME CHS ZEO| CHE O} RHIR2E HMATF EFLIC

I E 53(UDP)
O| ZE = DNS Aol HM|AstE Ol AFSEIH, E2t0|HUET HER] TH Q! 0|§ 2 &HE = U
5 DNS A IP FA01 CHall 7HE lo{ R{o{ok EfL|ct =HIQl O|& & 2lol DNS HHHE A& St

ofg WP Ol ZE 2T Argr2 M= ArgrelLic

X E 80(UDP ! TCP)

O| ZE&= https://clients.amazonworkspaces.comzZ2| 7| A0 AFE =1, 2 CHS
HTTPSZE MeterL|ct. sHE X[29o| EC2 ot &Eof /s ZE IP =4 H2{of 7Hekz[o Qlo{ofF &
LIC} WorkSpace .

Z E 443(UDP % TCP)
O| ZE= HTTPSE &8t S5 L &0 Ar8E|H, sHE X|F2| EC2 5t EEH U= 2
2 He|of| i E|o{oF & LT WorkSpace .

ZE 4195(UDP X TCP)

rin

=

WorkSpaces AEZ|U Z2EZ (WSP) 822 #+MEl A< 0| ZE= WorkSpaces ClA3 & ECH
g AEZ|USHE O AF2EILICH WorkSpaces WSP HIO|EHO] IP A Q{0 CHaH 71t zlof
ofof BrLICh AFMIEH MHE2 WSP HO|ER0| M MME FZ5HM L.

n—_=

27


https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_device_proxy
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_device_proxy_linux
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_device_proxy_ubuntu
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_device_proxy_ubuntu

ototE

el dEA

WorkSpaces
WSP & HMAE ZE 4195 TCP EfZof ZEA| At A8 2 X etxIE HYEIX|= eb&Lch

REAIE Lig 2
L A

Windows WorkSpaces, Amazon Linux WorkSpaces & WorkSpacesUbuntu2| @IE
QIEt B x| TEA| M MH TS HEFMAR

o= (A

® Note
Y30l B ME HERE AME6ts 32, e SAES HESEE L H ZE(SM X
EZtnE )7t AHAS2 2 GRILICH EatHo|M el HIXME ZEZE AI85te R et &
ME SHE%tedH 2L d TEE TAIHZ Ho{of ELCH Ho{ok ot= E LY ZE H
fle #F4of wat chELCt

UHIMO 2 ¢ HEIRXME =2 Helol &4 ZEE Q9|2 MEi5io] AERIY EiEof AFSELICE.
WorkSpaces & HMA = HefRA7t MEIStE ZEE NMo{® = gi&LICt metAM o] ZEof cHst gt
& ECfEHO| & &l=X| & lsfoF g Lct
5 S50 Frrg el L IPFL
WorkSpaces Z2I0|HE 88 T2 70| AMH|A0| HMAE = oE{M Z2H0|1E 7 WorkSpaces
MH| A0 HMAGE{ D 5= HEXHZS & SFof Ct= THIQlot IP T4 E FIH6HoF & LcH
518 S50 FtE A HIP FL
H== THQIEEIP FA
CAPTCHA https://opfcaptcha-prod.s3.amazonaws.com/
ZCI0|ME XS YH|o|E « https://d2td7dqidlhjx7.cloudfront.net/

« AWS GovCloud (0| M) X|4:
https://d2td7dqidlhjx7.cloudfront.net/prod/pdt/
windows/ 64.xml WorkSpacesAppCastx

od My https://connectivity.amazonworkspaces.com/

2210|YUE X|E (3.0 0|42 ZE1OIE OHEE]

70| 4 &) WorkSpaces

T Hel:

* https://.us-east-1.amazonaws.com skylight-
client-ds

28


https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_device_proxy
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_device_proxy_linux
https://docs.aws.amazon.com/workspaces/latest/adminguide/group_policy.html#gp_device_proxy_ubuntu

otOHE WorkSpaces

=k
=

=
T

THRIEEIPFA

skylight-client-dshttps://.us-west-2.amazonaw
s.com

skylight-client-dshttps://.ap-south-1.amazona
ws.com
skylight-client-dshttps://.ap-northeast-2.ama
zonaws.com
skylight-client-dshttps://.ap-southeast-1.ama
zonaws.com
skylight-client-dshttps://.ap-southeast-2.ama
zonaws.com
skylight-client-dshttps://.ap-northeast-1.ama
zonaws.com
skylight-client-dshttps://.ca-central-1.amazo
naws.com
skylight-client-dshttps://.eu-central-1.amazo
naws.com
skylight-client-dshttps://.eu-west-1.amazonaw
s.com
skylight-client-dshttps://.eu-west-2.amazonaw
s.com
skylight-client-dshttps://.sa-east-1.amazonaw
s.com
skylight-client-dshttps://.af-south-1.amazona
ws.com
skylight-client-dshttps://.il-central-1.amazo
naws.com

(AWS GovCloud O|=2 ME) X[:

https://. skylight-client-ds us-gov-we
st-1.amazonaws.com

(0|17 88) X|>: AWS GovCloud

29



otOHE WorkSpaces

=
l=-ll_|_

CHR E=IP =4

https://. skylight-client-ds us-gov-east-1.amaz
onaws.com

30



otOHE WorkSpaces

=k
=

S HAIE MH|A (3.0 0|4 o] E2}0|P1E o
Z2|7110|48) WorkSpaces

=
T

=
e
R
rr
%
1
>

https://.us-east-1.amazonaws.com ws-client-
service

ws-client-servicehttps://.us-west-2.
amazonaws.com
ws-client-servicehttps://.ap-south-1
.amazonaws.com
ws-client-servicehttps://.ap-northeast-2.amaz
onaws.com
ws-client-servicehttps://.ap-southeast-1.amaz
onaws.com
ws-client-servicehttps://.ap-southeast-2.amaz
onaws.com
ws-client-servicehttps://.ap-northeast-1.amaz
onaws.com
ws-client-servicehttps://.ca-central-1.amazon
aws.com
ws-client-servicehttps://.eu-central-1.amazon
aws.com

ws-client-servicehttps://.eu-west-1.
amazonaws.com
ws-client-servicehttps://.eu-west-2.
amazonaws.com
ws-client-servicehttps://.sa-east-1.
amazonaws.com
ws-client-servicehttps://.af-south-1
.amazonaws.com
ws-client-servicehttps://.il-central-1.amazon
aws.com

(AWS GovCloud O|=2 ME) X|:

31



otOHE WorkSpaces

=k
=

=
T

THQI ES P FA

https://. ws-client-service us-gov-we
st-1.amazonaws.com

- (0= &%) XI¥: AWS GovCloud

https://. ws-client-service us-gov-east-1.amaz
onaws.com

32



otOHE WorkSpaces

=k
=

=
T

Cl2Ela) A

TR E

rr

P &4

Ct2ol 2915t 7| Mol 22t0|HE A T2
CIElE 2|22 215: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
#>[<#### ID>

macOS Z2}0|AUE 0| Mo eAZ:

* https://d32i4gd7pg4909.cloudfront.net/

17 ClE|a) .

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory ID>

DA CIEEE =& ¥ 2o cist 232
H O|X| 2=

« B|7HA| - https://d1cbg795sa4g1u.clou
dfront.net/prod/<2|%>/<C|ZHE{EZ| ID>

- 0|3 SE(HXILIOF &) - https://d2h1yryvi]
xig.cloudfront.net/

- 0= ME(282) - https://d1fg42e1gi
7rtq.cloudfront.net/

« OFA[O} E{'EF(ZHtOI) - https://d1ctsk4u02
kky7.cloudfront.net/

« OFA[O} Ef (M) - https://dyoj3cw6ik
tvg.cloudfront.net

« OfA|o} EH (A7} 2) - hitps://d1525ef92¢
aquk.cloudfront.net/

« OfA[O} EHEY(AIEL]) - https://dodwxjr2am
r8p.cloudfront.net/

33



otOHE WorkSpaces el dEAM

HEF THelE

rr

e

« OFA|O} EfEQ(E R) - https://d3v7keib8i
r2e1.cloudfront.net/

« FHLICHEE) - https://d1ebdk07rro1qy.clou
dfront.net/

- SH(ZHFIFEE) - https://d39g4y7cnd
earu.cloudfront.net/

« SH(OFURE) - https://d2127w6wvrc6I3.clou
dfront.net/

- S H(HE) - https://df4ahgpxbxqy2.cloud
front.net/

S OIHEIZH & THE F) - https://d2nezqurr]
vain.cloudfront.net/

« OFZE|FH(F|O|ZElR) - https://dréryOpwao
y23.cloudfront.net

- O|ACHA (ROoFH|E) — https://d2kmf63k5s
it88.cloudfront.net

23921 Ho|X| AEtY X|HE <[et CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|O|X[& m}:

- 0= SR (HZX[LIot | &) - https://d
32i4gd7pg4909.cloudfront.net/

- O MB(282) - hitps://d18af777Ic
o7lp.cloudfront.net/

- OLA[O} Ef'E (S HFOI) - https://d78hovzzqq
tsb.cloudfront.net/

« OFA|OF ENE (M) - https://dtyv4uwoh7
ynt.cloudfront.net/




otOHE WorkSpaces

=k
=

=
T

TR E

rr

e

Ot Alot ENEQH(AI7FEZZ) - https://d
39zmd7y07pz0i.cloudfront.net/

Ot Alot EHH (A= L) - https://dwcpoxuuza
83q.cloudfront.net/

Ol Alot EHE () - https://d2¢c2t8mxjh
g5z1.cloudfront.net/

FHLICHS 8) - https://d2wfbsypmgjmog.clou
dfront.net/

SHEZFIFZE) - https://d1whcm4957
Ojjw.cloudfront.net/

[ H(OFUBHE) - https://d3pgffbf39h4k4.clou
dfront.net/

FE(HE) - https://d16q6638mh01s7.clou
dfront.net/

= OtH|2|ZH & T2 &) - https://d2Ih2qc5bd
0g4b.cloudfront.net/

OFZ 2|7}(71| O| ZE}2) - https://diSygl2csO
mrh.cloudfront.net/

O|AEIA (ElolH|E) — https://d1a3pnge9o
n3sx.cloudfront.net

(0= M%) x| AWS GovCloud

17 ClEfEl 8:

https://s3.amazonaws.com/ workspaces-
client-properties /prod/pdt/ <directory ID>
D7 CIEE| £F B g o3t 21
2l W|o|x| 2=

https://.s3- -1.amazonaws.com workspace-
client-assets-pdt us-gov-west

2391 Ho|X| AEtY X|HE <[et CSS mH:




QI EE P FA
workspaces-clients-csshttps://s3.ama

zonaws.com/ /workspaces_v2.css
« JavaScript 212! H|0|X|& m}:

otOHE WorkSpaces

mio

(oF
HA

oo

HEh A
e

AWS GovCloud (O|= S8) |

ol

=
I=-I|_I_

o2 C|E2) M:
https://s3.amazonaws.com/ workspaces-
client-properties /prod/osu/ <directory ID>

. D2 CIME(E| 27 ¥ 2co hEt 2

client-assets-pdt us-gov-east
- 212 Ho|X| AEIY X|HE @[t CSS T
workspaces-clients-csshttps://s3.ama

zonaws.com/ /workspaces_v2.css
« JavaScript 212! H0|X|& T}

2l W|o|x| 2=
https://.s3- -1.amazonaws.com workspace-

mio

(oF
HA

oo

CH Al.

o

ol

H
https://fls-na.amazon.com/

SEf EHOI MH

Forrester 21 MH|A
Ql(DRP) AMH

AFE &




(o]

tOFZE WorkSpaces

=
I=-I|_I_

A M4 ADLE 72 215

AL X 2291 I 0| K|

o=

L —

ZQIE

cofel =

rr

P FA

* https://smartcard.us-east-1.signin.aws
* https://smartcard.us-west-2.signin.aws
* https://smartcard.ap-southeast-2.signin.aws
* https://smartcard.ap-northeast-1.signin.aws
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* https://. ws-broker-service-fips us-gov-we
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* https://. ws-broker-service us-gov-ea
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azonaws.com

https://workspaces.ap-south-1.amazon
aws.com

https://workspaces.ap-northeast-2.am
azonaws.com

https://workspaces.ap-southeast-1.am
azonaws.com

https://workspaces.ap-southeast-2.am
azonaws.com

https://workspaces.ap-northeast-1.am
azonaws.com

https://workspaces.ca-central-1.amaz
onaws.com

https://workspaces.eu-central-1.amaz
onaws.com

https://workspaces.eu-west-1.amazona
ws.com

https://workspaces.eu-west-2.amazona
ws.com

https://workspaces.sa-east-1.amazona
ws.com

https://workspaces.af-south-1.amazon
aws.com
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onaws.com

* https://workspaces. us-gov-west-1.amaz
onaws.com

* https://workspaces-fips. us-gov-west-1.amaz
onaws.com

* https://workspaces. us-gov-east-1.amaz
onaws.com

* https://workspaces-fips. us-gov-east-1.amaz
onaws.com
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* euc-sso-smhttps://.us-east-1.amazona

ws.com/v1/report-heartbeat

* euc-sso-sm-fipshttps://.us-east-1.am
azonaws.com/v1/report-heartbeat

* euc-sso-smhttps://.us-west-2.amazona
ws.com/v1/report-heartbeat

* euc-sso-sm-fipshttps://.us-west-2.am
azonaws.com/v1/report-heartbeat

* euc-sso-smhttps://.ap-south-1.amazon
aws.com/v1/report-heartbeat

* euc-sso-smhttps://.ap-northeast-2.am
azonaws.com/v1/report-heartbeat

* euc-sso-smhttps://.ap-southeast-1.am
azonaws.com/v1/report-heartbeat

* euc-sso-smhttps://.ap-southeast-2.am
azonaws.com/v1/report-heartbeat

* euc-sso-smhttps://.ap-northeast-1.am
azonaws.com/v1/report-heartbeat

* euc-sso-smhttps://.eu-central-1.amaz
onaws.com/v1/report-heartbeat

* euc-sso-smhttps://.eu-west-2.amazona
ws.com/v1/report-heartbeat

* euc-sso-smhttps://.af-south-1.amazon
aws.com/v1/report-heartbeat

* euc-sso-smhttps://.il-central-1.amaz
onaws.com/v1/report-heartbeat

* https://euc-sso-sm. us-gov-west-1.amaz
onaws.com/v1/report-heartbeat

* https://. euc-sso-sm-fips us-gov-west-1.amaz
onaws.com/v1/report-heartbeat
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* https://. euc-sso-sm us-gov-east-1.amaz
onaws.com/v1/report-heartbeat

* https://. euc-sso-sm-fips us-gov-east-1.amaz
onaws.com/v1/report-heartbeat
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* https://skylight-cm.us-east-1.amazon
aws.com

* https: //.us-east-1.amazonaws.com skylight-
cm-fips

* https://skylight-cm.us-west-2.amazon
aws.com

* skylight-cm-fipshttps://.us-west-2.a
mazonaws.com

* https://skylight-cm.ap-south-1.amazo
naws.com

* https://skylight-cm.ap-northeast-2.a
mazonaws.com

* https://skylight-cm.ap-southeast-1.a
mazonaws.com

* https://skylight-cm.ap-southeast-2.a
mazonaws.com

* https://skylight-cm.ap-northeast-1.a
mazonaws.com

* https://skylight-cm.ca-central-1.ama
zonaws.com
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https://skylight-cm.eu-central-1.ama
zonaws.com

https://skylight-cm.eu-west-1.amazon
aws.com

https://skylight-cm.eu-west-2.amazon
aws.com

https://skylight-cm.sa-east-1.amazon
aws.com

https://skylight-cm.af-south-1.amazo
naws.com

https://skylight-cm.il-central-1.amazonaws.co
m

https://skylight-cm. us-gov-west-1.amaz
onaws.com

https://. skylight-cm-fips us-gov-west-1.amaz
onaws.com

https://skylight-cm. us-gov-east-1.amaz
onaws.com

https://. skylight-cm-fips us-gov-east-1.amaz
onaws.com
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* turn:*.ap-northeast-2.rdn.amazonaws.com

* turn:*.ap-southeast-1.rdn.amazonaws.com

* turn:*.ap-southeast-2.rdn.amazonaws.com

* turn:*.ap-northeast-1.rdn.amazonaws.com

* turn:*.ca-central-1.rdn.amazonaws.com

* turn:*.eu-central-1.rdn.amazonaws.com

* turn:*.eu-west-1.rdn.amazonaws.com

* turn:*.eu-west-2.rdn.amazonaws.com

* turn:*.sa-east-1.rdn.amazonaws.com

« X ofZ2[7t (FO|ZEF2) XIFoM= & A
MAE AEE + &L

« X oAt (RotH[E) X[ MHE & HA|

A8 AN8E + gL

S=ol 7+ T
THQIEE P FA

WSP HO|E%0] MH

WSP 7|0|E9J|0] MH
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AEH 201 A

WorkSpaces 22I0|HE ofZ2|H 0|2 ZE 4172 L 41958 E5H AEf HAIS Agcﬁgfl__“:l__ 0|43t

ZAAH= TCP EE= UDP EZHE 0| AH{0A 2210|1E o Z2|FH0|Me 2 AER|AE|

BFLICH WorkSpaces . Ol 2012 MExoZ g2 5lE{H Wated Mo M Ch=at
EH 20l ME{Q| IP =40 o} RHI2E ERfEIS 5835l ofF &Lt

2| ME| EQI SAE 0| P =4
0= SR(HX|Lol 58) drp-iad.amazonworkspaces.co  3.209.215.252
m
3.212.50.30
3.225.55.35
3.226.24.234
34.200.29.95
52.200.219.150
0= ME(E2) drp-pdx.amazonwork 34.217.248.177
spaces.com
52.34.160.80
54.68.150.54
54.185.4.125
54.188.171.18
54.244.158.140
Ot Alot EHE (S HFOl) drp-bom.amazonwork 13.127.57.82
spaces.com
13.234.250.73
OtAlOt EHE (M) drp-icn.amazonworkspaces.co  13.124.44.166
m

13.124.203.105

52.78.44.253

FEETIRSEY 46
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2|

ObAlo} EfT (A7t E 2)

Ot Alot EH B (AIEL)

OfAlo} EfBA(=Z)

FHLICHE F

o
il
o
o
for
>
|m
o
il

drp-sin.amazonworkspaces.co
m

drp-syd.amazonwork
spaces.com

drp-nrt.amazonworkspaces.co
m

drp-yul.amazonworkspaces.co
m

drp-fra.amazonworkspaces.co
m

drp-dub.amazonwork
spaces.com

IP x4

52.79.54.102
3.0.212.144
18.138.99.116
18.140.252.123
52.74.175.118
3.24.11.127
13.237.232.125
18.178.102.247
54.64.174.128
52.60.69.16
52.60.80.237
52.60.173.117
52.60.201.0
52.59.191.224
52.59.191.225
52.59.191.226
52.59.191.227
18.200.177.86
52.48.86.38

54.76.137.224

AEECIRT
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2|

SR

=HOtHZZH S I EF)

o= 2|7} 70| ZE}R)

O|Aztd(ElotH|E)

AWS GovCloud (O|= M5)

ol

SLO|

—

AE O]

ok

&Ef

J
Oj

drp-lhr.amazonworkspaces.co
m

drp-gru.amazonworkspaces.co
m

drp-cpt.amazonworkspaces.co
m/

drp-tlv.amazonworkspaces.co
m/

drp-pdt.amazonworkspaces.co
m

35.176.62.54

35.177.255.44

52.56.46.102

52.56.111.36

18.231.0.105

52.67.55.29

54.233.156.245

54.233.216.234

13.244.128.155

13.245.205.255

13.245.216.116

51.17.52.90

51.17.109.231

51.16.190.43

52.61.60.65

52.61.65.14

52.61.88.170

52.61.137.87

52.61.155.110

52.222.20.88

AEECIRT
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2|

AWS GovCloud (0|3 S8

PColP HO|E

WorkSpaces PColPE AlS

A2 &2 2|9 Amazon EC2 I
Ct. 2k A WorkSpaces0l| M| A SH= ClHFO[AO]| CHEH BatE] S A|
Ch. #1002, $4%l WorkSpaces 22I0|21EE IPv6 TAE 914 SMoZ X|6HX| ob& LI

PColP HO|E®O] M|

2|

0= S2(Hx|LoF 25

Ot Alot EfE & (= HHOI)

Ot AloF EHE (M E)

OtAlot EH B (L7tEZ)

fol MHH

SLO|

ok

&Ef

1ok

AE O]

il
T
A
>.

— T -
drp-osu.amazonwork 18.253.251.70
spaces.com

18.254.0.118

3.217.228.0 - 3.217.231.255

3.235.112.0 - 3.235.119.255

52.23.61.0 - 52.23.62.255

35.80.88.0 - 35.80.95.255

44.234.54.0 - 44.234.55.255

54.244.46.0 - 54.244.47.255

13.126.243.0 - 13.126.243.255

3.34.37.0 - 3.34.37.255

3.34.38.0 - 3.34.39.255

13.124.247.0 - 13.124.247.255

18.141.152.0 - 18.141.152.255

18.141.154.0 - 18.141.155.255

52.76.127.0 - 52.76.127.255

501 ZE 41728 S5 claa g M2 2El0[HE| AER|YELICH
22! |pv4 EAE WorkSpaces AFZ EHL
Hxioz MEE £ olaL

PColP HIO|E%0] MHH
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2|

OtAlo} BB L(AIEL)

OtAlo} BB (=)

FHLICHE F

HOtHZZH Y I 2 F)

otZ 2|7+ 0| ZEL )

I

i

2P Fa He

3.25.43.0 - 3.25.43.255
3.25.44.0 - 3.25.45.255
54.153.254.0 - 54.153.254.255
18.180.178.0 - 18.180.178.255
18.180.180.0 - 18.180.181.255
54.250.251.0 - 54.250.251.255
15.223.100.0 - 15.223.100.255
15.223.102.0 - 15.223.103.255
35.183.255.0 - 35.183.255.255
18.156.52.0 - 18.156.52.255
18.156.54.0 - 18.156.55.255
52.59.127.0 - 52.59.127.255
3.249.28.0 - 3.249.29.255
52.19.124.0 - 52.19.125.255
18.132.21.0 - 18.132.21.255
18.132.22.0 - 18.132.23.255
35.176.32.0 - 35.176.32.255
18.230.103.0 - 18.230.103.255
18.230.104.0 - 18.230.105.255

54.233.204.0 - 54.233.204.255

13.246.120.0 - 13.246.123.255

PColP HIO|E%0] MHH
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2| 1p 4 e

i

2| I

o|AE+H (ElotH[E) 51.17.28.0-51.17.31.255

AWS GovCloud (0|2 M£) 52.61.193.0 - 52.61.193.255

AWS GovCloud (O|= S5) 18.254.140.0 - 18.254.143.255

WSP H|O|E 0] AMH

/A Important
2020 6 EE LE 4172 CHAl X E WorkSpaces 41958 S3all WSP& AT E MME
WorkSpaces 22I0|1E 0| AEE|YUELICH WSPE WorkSpaces AF 324 ZE 41957} E
cHZlof 7H'E 2|0 Qlo{ok §FL|Ct.

WorkSpaces = WSP H|O|EQJ0]| MEHoi| AZF
A‘I WorkSpacesOil M| A= C|HFO|AO] IZH?_P Histed HAME NREHoE dHE

2, ¥1X WorkSpaces ZCI0|HEE=

Ot Alot EHE & (FHHOI)
Ot Alot EHE (M E)
ObAloO} Ef L (A7IZ =)
Ot Alot EHE (A= L)

OtAlo} BB (=)

» 3.227.4.0/22
+ 44.209.84.0/22

34.223.96.0/22

65.1.156.0/22

3.35.160.0/22

13.212.132.0/22

3.25.248.0/22

3.114.164.0/22

WSP HO|Ef)o] MH
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2|

FHLCHE R

HOotHEIZH S I 2 F)

Ot Z 2|7}(7H| 0| ZEt2)

o|A 2t (ot

AWS GovCloud (O|= M)

AWS GovCloud (0|5 S%)

WSP [O|E®o| =@l O|&

H22 1P F4 HSY
3.97.20.0/22

18.192.216.0/22

3.248.176.0/22

18.134.68.0/22

15.228.64.0/22

13.246.108.0/22

51.17.72.0/22

+ 3.32.139.0/24
+ 3.30.129.0/24
+ 3.30.130.0/23

18.254.148.0/22

CtZ Eoll= WSP WorkSpace HO|EQ|0] =HI@! O|F 0] LI E|0{ U&LICtH WorkSpaces Z2+0|¢A
E ofZ 270|440 WSP MH|A0]| HMAE = ASB{H O|2{Et T HQlol| HAAE == {oof &Lt

WorkSpace .

2|

0= S5(HEILIo} 25

0l=

o

Mk

i
!

)

Ot Alot EfE & (FHHOI)
Ot AloF EHE (M E)

OtAlot EH B (L7tEZ)

Tl

*.prod.us-east-1.highlander.aws.a2z.com

*.prod.us-west-2.highlander.aws.a2z.com

*.prod.ap-south-1.highlander.aws.a2z.com

*.prod.ap-northeast-2.highlander.aws.a2z.com

*.prod.ap-southeast-1.highlander.aws.a2z.com

WSP A O|E9o] =H Q! O|F

52
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2| el

Ol Alot EHE (A= L) * prod.ap-southeast-2.highlander.aws.a2z.com
OtAlot EHE () * prod.ap-northeast-1.highlander.aws.a2z.com
FHLICHE R * prod.ca-central-1.highlander.aws.a2z.com
FHEFIFEE) *.prod.eu-central-1.highlander.aws.a2z.com
FHOILHE) * prod.eu-west-1.highlander.aws.a2z.com
SHEEE) * prod.eu-west-2.highlander.aws.a2z.com
otz a2 F) *.prod.sa-east-1.highlander.aws.a2z.com

o= 2|77 0| ZE}R) * prod.af-south-1.highlander.aws.a2z.com
O|AEIH (ROtH|E) * prod.il-central-1.highlander.aws.a2z.com
AWS GovCloud (O|= M%) *.prod. us-gov-west-1.highlander.aws.a2z.com
AWS GovCloud (O|= S5) * prod. us-gov-east-1.highlander.aws.a2z.com

HEQ3 2IE{Ho|A

Z+z¢
7l

N
o

I_l_r

£ ChEa 22 WER 3 QEHo|A 7 AU&LICEH WorkSpace

- 7|2 HEQ3 QEHO0|A (eth1) = VPC QIE{L LYQ| 2|A A0 CHE 422 NMZ st CI2IE 2|0
1735l = WorkSpace Gl AFEElLIC}H

- B2 HERT CIE{H 0|A(eth0)= £ 9 WorkSpaces # 2| HIER| 301l 21Z2ELICE WorkSpaceX|
AT &S WorkSpaces 2EI0|E 0| CHetE HAlo2 AER|YSHT ZEl" = UL Z WorkSpaces
5t= Ol AFEELICH WorkSpace

WorkSpaces 22| IE|T QIEH0|A T} A4AIE X|odoi| et CheFet T4 HelolM el HEXT 9

E{mH| 0| A O] WorkSpaces IP TAE MEfEL|CH C|2E{ 2|7} SE M VPC CIDRZ VPC2O| 2t E! E
O|= & WorkSpaces E|AE 504 O|2{8t A HR{7t S L2 7|=X| &Lt 2 Lol AS
JtsEt EE FA HRloM &0l Yl 22 27 HAIX|7E | C|HEZls SSEIX| f&L

Al
Ct. CIEE{2|E S§5¢8 0|0 VPCOIM Bt RE HO|IEE HEY E S0/ LdE = JU&LICH

“'9l |=I=I

HEXZ 2EHo|A 53



ototE

WorkSpaces el MEHAM

/A Warning
a0l AE HES|Z QIEH|0|AE -5 HLE &X|5HK| OF &AL, WorkSpace O|Z A|
5t ML 0| 27tsdHX|HLE QIE 1'—*' H=0| WorkSpace 24 = &Lt o & E04 C|
HE(2| $FOIM YatAE| P F NE BYE Hus 2 29, AlEE A ABHAE] P A

(Amazon M3 &) 7t AFRXPOWH =HEILICH. WorkSpace ot X|BF AR 8t HEtAEI P T4

£ of @448 WorkSpace CH2 LIZol| ST LEtAE P FAE oA E2lstH HEZ! 1P F
27t WorkSpace £ A E|1 Amazon M3 E0M M FAE RS2SR 7HX K| A&LICtH
WorkSpace
AmazondM At E2Eo| Ml HEE IP FAE o ¢Z5tE{™ & WorkSpace M =35H0k gL
Ct. WorkSpace & CtA| IESHX| o™ AR Bt WorkSpace CHE UZtAE! IP FAE of ¢
ZA35HoF B LICt. WorkSpace

2| QIEmolA 1P 4 He

CHS

EoME #El HERZ QBT o|A0 AZEE IP FA HYIE EoiFELICH

® Note

= SF(HX[LIot

- BYOL (7|& E$& 2to|MA ALE) WorkSpaces WindowsE AF23tE AR CHS Zo|IP F
A HlE MEBE|X| &t&LICH CHAI PColP BYOL2 2 E X|9| ZtE| QIE{Ho|A EEH=
01 54.239.224.0/20 IP 4 B12?|E WorkSpaces AFE & LICH. AWS WSP BYOL Windows 2|
4 54.239.224.0/20 2 10.0.0.0/8 IP A HL|7I 2 E X[doi| 2 ElL|Ct. WorkSpaces
AWS (O[248t IP =4 H?[= BYOLe| 2| EEiEE <|5H 41E48t /16 CIDR S 51+ & 7H At
£ F|L|C}.) WorkSpaces

- HE2| HE0|A WorkSpaces M E WSPE A3l 42, CHS Eof LIS Q= PColP/
WSP 89| 2ol 2 E AWS X|39| 2| QIE{mo|A E2HE]0d T 10.0.0.0/82] IP 4 B
7t MEFuct.

™ IP 34 e

i
I

) PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

WSP: 10.0.0.0/8

HEXZ 2EHo|A 54


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html

otOHE WorkSpaces

2|

Ot Alo} Ef-BL(ZHFOI)

OtAloF EHE (M E)

OtAlot EHE(&7tE =)

Ot AloF EHB (A= L)

OtAlot EHE (T H)

FHLICHE F

IP F=4 Q|

PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

WSP: 10.0.0.0/8
PColP/WSP: 192.168.0.0/16
WSP: 10.0.0.0/8
PColP/WSP: 198.19.0.0/16
WSP: 10.0.0.0/8
PColP/WSP: 198.19.0.0/16
WSP: 10.0.0.0/8

PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

WSP: 10.0.0.0/8
PColP/WSP: 198.19.0.0/16
WSP: 10.0.0.0/8
PColP/WSP: 198.19.0.0/16
WSP: 10.0.0.0/8
PColP/WSP: 198.19.0.0/16
WSP: 10.0.0.0/8

PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

WSP: 10.0.0.0/8

HES3 e oA
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=0
Jut
m
r

2| P =24 HE

PColP/WSP: 198.19.0.0/16
WSP: 10.0.0.0/8
HotH[2IFH & T2 F) PColP/WSP: 198.19.0.0/16
WSP: 10.0.0.0/8
Ot Z 2|7}H(# 0| ZEtR) PColP/WSP: 172.31.0.0/16, 198.19.0.0/16
WSP: 10.0.0.0/8
O|AEIY(RotH|E) PColP/WSP: 198.19.0.0/16

WSP: 10.0.0.0/8

AWS GovCloud (0|2 A& PColP/WSP: 198.19.0.0/16

WSP: 10.0.0.0/8, 192.169.0.0/16

AWS GovCloud (O|= S5) PColP/WSP: 198.19.0.0/16

WSP: 10.0.0.0/8

22| QIEHm oA ZE

S 59| WorkSpaces # 2| HER|3 QIE{H|O|A0| M CtE ZEJF Liq Lo{of gLCt.

EE 41729| QIHFRE TCP. PColP Z2ZEZ0|M AEE|Y HAZHE MH5= ol AHZSELICH

ZE 41729| QIHFRE UDP. PColP ZZ2EZ0|M AFE X} I23dg AEE|YUSHE O AFSELIC.

FZE 44899| QIHIR2E= TCP. 0|32 ¢l 2CI0|MEE AL HAM|A0 AFEEILICEH

ZE 82002 2lH2= TCP. of #2| & F4oi AF&ElLICt WorkSpace.

ZE 8201~82502| QIHI2E TCP. O| ZEE WSP ZZEZE0|M AEZ|Y ¢1ZAS MM T AFS X}
U2 AEE|Yste= o AFSEL T

T E 82209| QIHI2E UDP. 0| ZEE WSP Z2ZE 20 M AEE|Y HZAS MHst T AFSAF &
2 AEZ|UsH= ol AFSELICH

ZE 8443 L 99979| Ot RHI2E TCP. 0| A2 ¢ 2EI0|MEE At AM| A0 AHEEILICEH

HEXZ 2EHo|A 56
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« X E 3478,4172, 41952| O} RH}I2E UDP. 0|72 ¢ 2c}0|¢IEE AFE8H MM A0 AFEEILICE
. ZE 50002 2! 550022| O} RHIRE UDP. AEZ|20|| AFREIL|C} Y3lE0 M AME] K& ZE{2le

MNEstE B et SAS2 5185 E sldd 2 2 21550027t RS2 2 WEILICt ahe
ollA AEN HIKE TEJRIS ARt Z9 BHEF A2 512612 /U ZE 49152 - 655358

OO0 gL |Ct.

- 22| QIEHo|A 1P Be|of HelEl ZE 802 ot RHHRE TCP= EC2 HIEHH|O|E AMH[A0] H
MIASHZ| I8t IP 4 169.254.169.254 2 TS EILICEH AFERO|A EZE ZE HTTP ZE A=
169.254.169.254 ¢ XN|2|5H0F & LICt. WorkSpaces

.|EEI

. ;‘n’;E 16880{| M IP 4 169.254.169.250 2! 169.254.169.25104| CHEt O} RHIR2E TCP. IH{E E

£ 7|9t Workspaceso| CHEF Microsoft KMS for Windows &H& Q& 0f HMAE S{S&LICH

BYOL (ZI& 2R EtO[MA AL8) WindowsE AFE5t= B2 Windows E& Q&S <8l RHA| KMS
WorkSpaces AE0i| CHEt M| AE {3t oF & LIC}.

« X E 16882| TCPE IP &4 54.239.236.2202 £ O} 2HIR2E 5104 BYOLE Microsoft KMS M & ¢l
S0 HMAE = UL ELICH WorkSpaces

= fliceE A& 3tE B Office& Microsoft KMS HE 215
et IP =470 et R E #QlsioiH of 2| QIE{Ho|A0| ALSE IP FAE
A2 CHS OHX|E = SEIE 2 HFR A A|2. WorkSpace 64.250 0| & £04 2| QIE{H0|A 9| IP F
274 192.168.3.52! B Microsoft KMS Office M& Q&2 /&t IP A= 192.168.64.250!L|Ct.
« WorkSpace EAE7 ZEA| HHE A8t T 78 E Z<2 WSP2| WorkSpaces IP F
127.0.0.22 TCPE OtRHI2 = &LICH.

o SIUH R 127.0.0101A A[ZHE S 4l

F>o

WorkSpaces HE2! HE & 5tLIE Sl
7t uct P

Ll mlo

UHHEQ A &0l A= WorkSpaces AHIATE AFBXIE 25l 028t ZEE FAIEfLIC} WorkSpaces
8t LEE WorkSpace XHEHstE AlAR|0l Eot = Wt AxEQo{7h AxIE0] UE B A
OHE &&5tX| ofHL H&0| 27tsE & AU/&ELITH WorkSpace

7|2 CIEHH oA X E

o{iH | CIHEEIE M85 E, 2E ClREEZ|e] 7|2 U EZ E{H o|ANM CIE ZEE 40
OF & LICt. WorkSpaces

- QIE{H 4Zdo| A o3 ZEE Ui U0{oF 5t ZE SHMX|Z o} HIR

_
VPCO{|A{ QlHFR2 EE|o{oF B LICt QIE{Ll0f HMAE &= QA ste{H Y 2
7+5HOF & LICt. WorkSpaces

- TCP 80(HTTP)

HES3 e oA 57


https://docs.aws.amazon.com/workspaces/latest/adminguide/workspaces-port-requirements.html#management-ip-ranges

otOHE WorkSpaces

* TCP 443(HTTPS)

QJo{oF &L|Ct Simple AD CIEE{Z2|2| Z

E{°P ZEJ} gHl2 A FAELCH AD Connector C|EIE{2|2| AL O|z{8t =

I-JEQ Xx-loHolz st A OIAL_||:_|._

T AAE

« TCP/UDP 53 - DNS

- TCP/UDP 88 - Kerberos 21&
« UDP 123 - NTP

« TCP 135-RPC

« UDP 137-138 - Netlogon

« TCP 139 - Netlogon

« TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

CIEE 2| ZHEER{2 EAl5tE{H WorkSpaces VPCS} CIHEE| ZHEEE] AtO|0| CHS ZE 7} L&
3 AWS Directory Service0ll A M E|l= 29

JE0{A O
£ VPCo| 7|

E_l_l_
EE oI &
= =-L7J

« TCP/UDP 636 - LDAPS (TLS/SSLZ &%t LDAP)

« TCP 1024-65535- RPC S Z E

7{1_ H&0| 27tsE + A&LICH WorkSpace

CIMEIPFEALUZE QF ALE
0|2 S2(Hx|LoF 28

220|¢E HIE 2! (3.0 WorkSpaces 0|4 22t
O|E o EZE|7 0| E)

Ef|o{7t Hx|El B M= % SstX|

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/

T Hel:

B P FA Y ZE QF A
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H4 =
I=-I|_I_

SX HAIE MH|A (3.0 0|&te| E2}0|21E off
Z2|7110|48) WorkSpaces

Details

https://.us-east-1.amazonaws.com skylight-
client-ds

TmHel:

https://.us-east-1.amazonaws.com ws-client-
service
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HEF Details

ClEEZ M7 230I5t7| Toi| Z2to|1E|A T2 C|=EZ|
Z 9| 215: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2[&>/<C|=HEE| ID>
macOS ZEI0|UE Mol AZ:

* https://d32i4gd7pg4909.cloudfront.net/

2 ClE2| AE:

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory |ID>

DA CIHEEZ| =& Y3 2/sof et 222

| O| K| 1EH=!:

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>

232l Ho|x| AEtY X[HE 2[8 CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|O|X[& m}:

- 0= SR (HZX[LIot | &) - https://d
32i4gd7pg4909.cloudfront.net/

Forrester 21 MH|A https://fls-na.amazon.com/

AEH £ Q1(DRP) MHH ArE} 201 M
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A MME AOE 72 Q15 IEZQIE

E SS5M(YE HMA L Teradici PColP A2

A-Ext 2321 H 0] %]

WS EZ2 74

WorkSpaces APl QIEXZQIE

MM =2 7(PCM)

PColP Web Access TURN AH

0
i
.
o
o
>
[m
o
i

Details
https://smartcard.us-east-1.signin.aws

https://s3.amazonaws.com

https://<C|EE{2| ID>.awsapps.com/ (<C|ZE
2| ID>= nZo| =melg o|nlgh

T Hel:

» ws-broker-servicehttps://.us-east-1.
amazonaws.com

» ws-broker-service-fipshttps://.us-east-1.amaz
onaws.com

EHQL:
https://workspaces.us-east-1.amazonaws.com

|:|:|.||O|-

4 —-

* https://skylight-cm.us-east-1.amazon
aws.com

* https://.us-east-1.amazonaws.com skylight-
cm-fips

MH:
* turn:*.us-east-1.rdn.amazonaws.com

drp-iad.amazonworkspaces.com
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PColP HO|EQO| MHH HEE! IP 4 HE

WSP HO|ES0| M IP 4 &<

WSP 7|0|E9fo] =2l O|F

22| QIE{HO|A IP T4 B9

CAPTCHA

e

_

O|HE XS YCIo|E

o &Y

Z20|ME X|E (3.07H O|& 2| EEI0|HE of
2/710|48) WorkSpaces

Details

3.209.215.252
3.212.50.30
3.225.55.35
3.226.24.234
34.200.29.95
52.200.219.150

3.217.228.0 - 3.217.231.255
3.235.112.0 - 3.235.119.255
52.23.61.0 - 52.23.62.255

3.227.4.0/22
44.209.84.0/22

*.prod.us-east-1.highlander.aws.a2z.com

+ PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/

T
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SX HAIE MH|A (3.0 0|&te| E2}0|21E off
Z2|7110|48) WorkSpaces

Details

https://.us-west-2.amazonaws.com skylight-
client-ds

TmHel:

https://.us-west-2.amazonaws.com ws-client-
service
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HEF Details

ClEEZ M7 230I5t7| Toi| Z2to|1E|A T2 C|=EZ|
Z 9| 215: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2[&>/<C|=HEE| ID>
macOS ZEI0|UE Mol AZ:

* https://d32i4gd7pg4909.cloudfront.net/

2 ClE2| AE:

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory |ID>

DA CIHEEZ| =& Y3 2/sof et 222

| O| K| 1EH=!:

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>

232l Ho|x| AEtY X[HE 2[8 CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|O|X[& m}:

- O0/F MP(282) - https://d18af777Ic
o7lp.cloudfront.net/

Forrester 21 MH|A https://fls-na.amazon.com/

AEH £ Q1(DRP) MHH ArE} 201 M




otOHE WorkSpaces

A MME AOE 72 Q15 IEZQIE

E SS5M(YE HMA L Teradici PColP A2

A-Ext 2321 H 0] %]

WS EZ2 74

WorkSpaces APl QIEXZQIE

MM =2 7(PCM)

PColP Web Access TURN AMH

o
i
.
o
o
>
[m
o
i

Details
https://smartcard.us-west-2.signin.aws

https://s3.amazonaws.com

https://<C|EE{2| ID>.awsapps.com/ (<C|ZE
2| ID>= nZo| =melg o|nlgh

T Hel:

» ws-broker-servicehttps://.us-west-2.
amazonaws.com

» ws-broker-service-fipshttps://.us-west-2.amaz
onaws.com

TmHel:

* https://workspaces.us-west-2.amazona
ws.com

 https://workspaces-fips.us-west-2.am
azonaws.com

T2

* https://skylight-cm.us-west-2.amazon
aws.com

* https://.us-west-2.amazonaws.com skylight-
cm-fips

MH:
* turn:*.us-west-2.rdn.amazonaws.com

drp-pdx.amazonworkspaces.com
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PColP HO|EQO| MHH HEE! IP 4 HE

WSP HO|ES0| M IP 4 &<
WSP 7|0|E<9|o] =2l O|&

22| CIE{HO|A IP T4 B9

otAlo} EfE & (FHHOl)

ol
olo

CAPTCHA

e

_

O|HE XS YCIo|E

o &Y

Z20|E X|E (3.07H O|& 2| EEI0|HE of
2/710|M48) WorkSpaces

Details

« 34.217.248.177
+ 52.34.160.80

+ 54.68.150.54

+ 54.185.4.125

+ 54.188.171.18
+ 54.244.158.140

+ 35.80.88.0 - 35.80.95.255
* 44.234.54.0 - 44.234.55.255
* 54.244.46.0 - 54.244.47.255

34.223.96.0/22
*.prod.us-west-2.highlander.aws.a2z.com

+ PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/
el

https://.ap-south-1.amazonaws.com skylight-
client-ds
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HE= Details

S5 HAIE MHIA (3.0 0|4 ECto|HE of =ML

Z2|7110|48) WorkSpaces
https://.ap-south-1.amazonaws.com ws-client-
service

C|2E|2| A5 CtZ AtO|Eoi| 2216t 7| Tof F2t0[HEof A
D74 C|ME{2|2 Q15 gLt WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2l&>/<C|=EE| ID>
macOS ZZt0|1E oMol 4.

* https://d32i4gd7pg4909.cloudfront.net/

o2 C|HEl2) d:

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory ID>

DA CIEEEZ| =& ¥ B/eof ofgt 222

H|O|X| 12H=!:

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory ID>

272l Ho|x| AEtU X|HE 2[8 CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|0|X[& m}L:

- OLA[O} Ef'E (S HFOI) - https://d78hovzzqq
tsb.cloudfront.net/
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A 4l Teradici PColP M2

AEx 2321 H 0] X

WS EZ2 74

WorkSpaces APl IEXZQIE

MM =2 7(PCM)

PColP Web Access TURN AH
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%
o
>

PColP HO|E0] Mt HEZ! P T4 &9
WSP HO|IEO| MH IP A =H2|

WSP #H0|E¢]o] =2l O|F

Details
https://fls-na.amazon.com/

SEf Ol MH

https://s3.amazonaws.com

https://<C|EE{2| ID>.awsapps.com/ (<C|ZE
2| ID>= nZo| Helg o|nlEh

TmHel:

» ws-broker-servicehttps://.ap-south-1
.amazonaws.com

T2

* https://workspaces.ap-south-1.amazon

aws.com
. H ol

* https://skylight-cm.ap-south-1.amazo
naws.com

34%H ot Alo} EfEHA(FHIO) 2l ME Web
AccessE A& = QiaLCt.

drp-bom.amazonworkspaces.com

* 13.127.57.82
+ 13.234.250.73

13.126.243.0 - 13.126.243.255
65.1.156.0/22

*.prod.ap-south-1.highlander.aws.a2z.com

68



otOHE WorkSpaces
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e QIEHo|A IP T4 He

otAlot Ef B (ME)

.IREE
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| Fote EHQA R IP F=A

ol

H4 =
I=-I|_I_

CAPTCHA

2c

_

O|HE XS YCIo|E

0474 x4
—= [ A

ClHtO|A HIEZ] (1.0+ 2 2.0+ ECI0|ME OfE
2|70|M48) WorkSpaces

Z2lo|E X|E (3.0 0|4 22I0|HE o Z2|7
0|M&) WorkSpaces

S HAIE MH|A (3.0 0|4t o] 2EI0|HE off

Z2|710|M8) WorkSpaces

CIEEZ A

Details

+ PColP/WSP: 192.168.0.0/16
+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/

https://-2.amazon.com/ device-metrics-us

Tl

https://.ap-northeast-2.amazonaws.com
skylight-client-ds

Tl

https://.ap-northeast-2.amazonaws.com ws-
client-service

CIS AFOIE O 2 Q1517] Toi| E2to|UE oA
1M C|ME{2|2 9| 215 WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2|T>/<C|HEE| ID>
macOS Z2t0|HE M2l o4Z:

* https://d32i4gd7pg4909.cloudfront.net/
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Forrester 21 MH|A
AFEH EQI(DRP) AMH

E &M HMA 2l Teradici PColP X2

MR 2391 H 0| K|

WS E2 7

Details

17 Cl2EfE| M.

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory |ID>
DA CIHEC =& 3 230l g 232l

H| O| K| 12 =:

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>

23921 Ho|X| AEtY X|HE <

ror

CSS 1} :

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|0|X|& m}:

+ OFA|OF EH'E (M) - https://dtyv4uwoh7
ynt.cloudfront.net/

https://fls-na.amazon.com/

SEf Ol MH

https://s3.amazonaws.com

https://<C|ZE{2| ID>.awsapps.com/ (<C|ZE
2l ID>= 19| = nel2 o|0lE)

T

» ws-broker-servicehttps://.ap-northea
st-2.amazonaws.com
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WorkSpaces APl QIEXZQIE

Ml =22 7{(PCM)

PColP Web Access TURN AMH

SEl Bl ZAE Ol
SEf =Rl IP FA

PColP HO|E¢0| M HEZ! IP T4 B2

WSP HO|ES0| M IP 4 &<
WSP HO|Efo| =H[Q! O|&

22| CIE{HO|A IP T4 B9

Details
T2l

* https://workspaces.ap-northeast-2.am
azonaws.com

Tl

* https://skylight-cm.ap-northeast-2.a
mazonaws.com

MH:
* turn:*.ap-northeast-2.rdn.amazonaws.com

drp-icn.amazonworkspaces.com

13.124.44.166
13.124.203.105
52.78.44.253
52.79.54.102

3.34.37.0 - 3.34.37.255
3.34.38.0 - 3.34.39.255
13.124.247.0 - 13.124.247.255

3.35.160.0/22
*.prod.ap-northeast-2.highlander.aws.a2z.com

+ PColP/WSP: 198.19.0.0/16
+ WSP: 10.0.0.0/8
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CAPTCHA
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S HAIE MH|A (3.0 04t o] E2}0|21E off
Z2|710|448) WorkSpaces

CIEEZ A

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/
el

https://.ap-southeast-1.amazonaws.com
skylight-client-ds

M https://.ap-southeast-1.amazonaws.co
m ws-client-service

CIS ALO|Eof 222151 7| Toi| E20|1E 04 A
T C|HEE|2 9| 215 WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2|™>/<C|HE{ 2] ID>
macOS Zt0|1E 0o e4A:

* https://d32i4gd7pg4909.cloudfront.net/

7 C|E|2| AdE:

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory ID>

DA CIHEZ =& 3 2ol gt 232l

H|O|X| Z2H=!:

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory ID>
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Forrester 21 MH|A
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£ S5 HMA 2 Teradici PColP A2

MR 2391 H 0| K|

WS E2 7

WorkSpaces APl QIEXZQIE

MM 22 7{(PCM)

PColP Web Access TURN AMH

Details

2391 Ho|X| AEtY X|HE <let CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|0|X[& m}&:

- OtAlot ENHF(AIIEE) - hitps://d
39zmd7y07pz0i.cloudfront.net/

https://fls-na.amazon.com/

SEf Ol MH

https://s3.amazonaws.com

https://<C|HE{2| ID>.awsapps.com/ (<C|HE]
2l ID>= mZio| =22 o|n|g

T

» ws-broker-servicehttps://.ap-southea
st-1.amazonaws.com

T el

* https://workspaces.ap-southeast-1.am
azonaws.com

0= QL

4 —_-

* https://skylight-cm.ap-southeast-1.a
mazonaws.com

MHEH:

* turn:*.ap-southeast-1.rdn.amazonaws.com
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CAPTCHA

2c

—_

O|ME XIS UCIo|E

0474 x4
—= [ A

Z2l0|ME X|E (3.07H O|&to| 22l0|21E ofZ
2710|448 ) WorkSpaces

S HAIE MH|A (3.0 0|4t o] 2EI0|HE o
Z2|710|48) WorkSpaces

Details

drp-sin.amazonworkspaces.com

3.0.212.144
18.138.99.116
18.140.252.123
52.74.175.118

18.141.152.0 - 18.141.152.255
18.141.154.0 - 18.141.155.255
52.76.127.0 - 52.76.127.255

13.212.132.0/22
*.prod.ap-southeast-1.highlander.aws.a2z.com

+ PColP/WSP: 198.19.0.0/16
+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/
el

https://.ap-southeast-2.amazonaws.com
skylight-client-ds

Emel:

EIME P FEA LU ZE QF ALE
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HEF Details

https://.ap-southeast-2.amazonaws.com ws-
client-service

CIHE{Z MY Ct= AO|E0| 202I5+7| ™of E2+0[HE o A
I C|EE2|29| @15 WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2l&>/<C|=EE| ID>
macOS ZZt0|1E oMol 4.

* https://d32i4gd7pg4909.cloudfront.net/

o2 C|HEl2) d:

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory ID>

D7 C|E2] 47 €2 gasof cfgt 230l

H|O|X| 12H=!:

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory ID>

272l Ho|x| AEtU X|HE 2[8 CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|0|X[& m}L:

 OFA|OF ENEF(A|ELY) - https://dwecpoxuuza
83q.cloudfront.net/

Forrester 21 MH|A https://fls-na.amazon.com/




otOHE WorkSpaces

0
m
_x
I
o
[~}
A
3
5
o
P -
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WorkSpaces APl IEXZQIE

MM 52 7(PCM)

PColP Web Access TURN AH

MEj gol 3AE O|8
NI PN

PColP HO|E®O| M HHEZ! IP T4 H<L

https://smartcard.ap-southeast-2.signin.aws

https://s3.amazonaws.com

https://<C|EE{2| ID>.awsapps.com/ (<C|ZIE]
2l ID>= DZ4o| =Ml o|0[F)

T Hel:

» ws-broker-servicehttps://.ap-southea
st-2.amazonaws.com

T

* https://workspaces.ap-southeast-2.am

azonaws.com
. H ol

* https://skylight-cm.ap-southeast-2.a
mazonaws.com

MH:
 turn:*.ap-southeast-2.rdn.amazonaws.com

drp-syd.amazonworkspaces.com

3.24.11.127
13.237.232.125

3.25.43.0 - 3.25.43.255
3.25.44.0 - 3.25.45.255
54.153.254.0 - 54.153.254.255
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H4 =
I=-I|_I_

WSP HO|EH|O| HEH IP F4 2
WSP 7 0|E¢]o] =2l O|F

22| QIE{HO|A IP FTA 2

OtAlot EHE X (ER)

ol

18 S50 F7tE ZHA H 1P F4

H4 =
D-l_l_

CAPTCHA
Z2t0|2AE xS YO[0|E

0474 x{74
= [A

Z2I0|1E X|E (3.07H O|4& 2| EEIO|ME o=

2|710|4&) WorkSpaces

S& HAIZ MH|A (3.0 0|4t o] 20| E off

Z2/70|M8) WorkSpaces

CIEEZ A

Details
3.25.248.0/22
*.prod.ap-southeast-2.highlander.aws.a2z.com

+ PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/
C H ol

https://.ap-northeast-1.amazonaws.com
skylight-client-ds

T el

https://.ap-northeast-1.amazonaws.com ws-
client-service

CHE ALOIE o 21015t7| Zoi| ZEF0IAE oA
T C|-E 2|2 2| 21F WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2|T>/<C|HEE| ID>

macOS Z2I0|HE A2 AZ:
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HE= Details

* https://d32i4gd7pg4909.cloudfront.net/

2 ClE2| AE:

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory |ID>

D7 CE{E| £F H g fEt 239

H|O|X| 12H=!:

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>

230l Ho|x| AEtY X[HE 2[8 CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|0|X[& m}L:

« OFA|o} EfHQ(E R) - https://d2c2t8mxjh
g5z1.cloudfront.net/

Forrester 21 MH|A https://fls-na.amazon.com/
ALEH 2 21(DRP) A{H A EH 5ol MH
AT MM ADE FHE QIZ JIEZQIE https://smartcard.ap-northeast-1.signin.aws

g ZE5H(HE M A 2 Teradici PColP A2 https://s3.amazonaws.com

AR 2121 H 0| K| https://<C|EE{2| ID>.awsapps.com/ (<C|ZIE]

2l ID>= nZo| =22 <|0lg)

EIMEIPFL HEZE QF MY 78
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PColP Web Access TURN AMH

SEl BfQl ZAE Ol
JEf P Fa

PColP HIO|E¥0| M TH{E =

WSP HOIEQI0| M IP =4

WSP HO|EQo| =H|2! Ol

| QIEmolA IP FA He

Details
T H 2l

» ws-broker-servicehttps://.ap-northea
st-1.amazonaws.com

T

* https://workspaces.ap-northeast-1.am
azonaws.com

T

* https://skylight-cm.ap-northeast-1.a
mazonaws.com

MH:
* turn:*.ap-northeast-1.rdn.amazonaws.com

drp-nrt.amazonworkspaces.com

18.178.102.247
54.64.174.128

18.180.178.0 - 18.180.178.255
18.180.180.0 - 18.180.181.255
54.250.251.0 - 54.250.251.255

3.114.164.0/22
*.prod.ap-northeast-1.highlander.aws.a2z.com

+ PColP/WSP: 198.19.0.0/16
+ WSP: 10.0.0.0/8
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CAPTCHA
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O|ME XIS UCIo|E

0474 x4
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2|710]M48) WorkSpaces

S HAIE MH|A (3.0 0|4t o] 2EI0|HE o
Z2|710|4M8) WorkSpaces

CIEEZ A

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/
el

https://.ca-central-1.amazonaws.com skylight-
client-ds

TmHel:

https://.ca-central-1.amazonaws.com ws-client-
service

CtZ AO|Eo| 2216t 7| Hof 2EH0|AE oM
T C|”E 2|2 2| 21F: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2[&>/<C|=EE| ID>
macOS Z2t0|1E oMol 4.

* https://d32i4gd7pg4909.cloudfront.net/

17 ClE|a) .

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory ID>

17 C|ElE] £F H sl s 210l

H|Of x| Z12H=:
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WS E2 7

WorkSpaces APl QIEXZQIE

Ml 22 7{(PCM)

Details

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>
230l Ho|x| AEtY X|HE 2[8 CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|0|X[& m}:

« FHLICHEB ) - https://d2wfbsypmagjmog.clou
dfront.net/

https://fls-na.amazon.com/

AN 2HO1 A

https://s3.amazonaws.com

https://<C|ZE{2| ID>.awsapps.com/ (<C|ZE
2l ID>= mZio| =22 o|n|g

T

» ws-broker-servicehttps://.ca-central
-1.amazonaws.com

T el

* https://workspaces.ca-central-1.amaz
onaws.com

Tl

* https://skylight-cm.ca-central-1.ama
Zonaws.com
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JEN BRI ZAE O|F
SEf FHl P Fo

PColP HO|EY0| M HEZ! IP T4

WSP HO|E90| ME{ IP 4 HY
WSP 7|0|E<|0] =2l O|F

22| CIE{HO|A IP T4 B9

mju
o]

O|HE XS UCIo|E

0474 x4
—= [AA

Z2}0|ME X|E (3.074 0|4 2| 220|21E off

2|7110|M&) WorkSpaces

Details

MH:

* turn:*.ca-central-1.rdn.amazonaws.com
drp-yul.amazonworkspaces.com

+ 52.60.69.16
52.60.80.237
52.60.173.117
52.60.201.0

15.223.100.0 - 15.223.100.255
15.223.102.0 - 15.223.103.255
35.183.255.0 - 35.183.255.255

3.97.20.0/22
*.prod.ca-central-1.highlander.aws.a2z.com

+ PColP/WSP: 198.19.0.0/16
+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/

https://connectivity.amazonworkspaces.com/
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Details

https://.eu-central-1.amazonaws.com skylight-
client-ds

TmHel:

https://.eu-central-1.amazonaws.com ws-client-
service
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Details
CtS ALO|E o 23 21517| Toi| 22101 E 0d M

otOHE WorkSpaces

T C|-E 2|2 9| 21F WorkSpace

CEES
* https://d32i4gd7pg4909.cloudfront.net/prod/<

[=|

ClEEz A
2|™>/<C|3EHE{ 2| ID>

macOS Z2t0|UEof| Ao 4Z:
* https://d32i4gd7pg4909.cloudfront.net/

2 Cleqa) Aw:

a4
* https://d21ui22avrxoh6.cloudfront.net/prod/<r

egion>/<directory |ID>

A CEEE & "3 2o cigh 232l

| O| K| 1EH=!:
* https://d1cbg795sa4g1u.cloudfront.net/prod/

<region>/<directory |D>

23921 Ho|X| AEtY K|
* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 2191 H|0|X|&
- SH(ZHFIFEE) - https://[d1whcm4957
Ojjw.cloudfront.net/

https://fls-na.amazon.com/

Forrester 21 MH|A
ArE} 2 Q1(DRP) At AR 201 Ay
IPFEAZZE QF AFEH



otOHE WorkSpaces el dEAM

HE= Details
S5 S HMA L Teradici PColP M2  https://s3.amazonaws.com
Z2ZI0|HES

MEX 2391 I 0| K] https://<C|ZE{2| ID>.awsapps.com/ (<C|=HE
2l ID>= nZo| = H[RlE o|0lE)

WS EZ 7 EHQL:

» ws-broker-servicehttps://.eu-central
-1.amazonaws.com

WorkSpaces API AIEXZQIE EHRL:

* https://workspaces.eu-central-1.amaz
onaws.com

MNlM 227{(PCM) Q!

* https://skylight-cm.eu-central-1.ama
zonaws.com

PColP Web Access TURN AH MH:

» turn:*.eu-central-1.rdn.amazonaws.com

AE] EQI SAE 0|5 drp-fra.amazonworkspaces.com
ATEH EQ1 P FA « 52.50.191.224
« 52.59.191.225
- 52.59.191.226
. 52.59.191.227
PColP HO|E®O| M HEZ! IP T4 H <2 « 18.156.52.0 - 18.156.52.255
« 18.156.54.0 - 18.156.55.255
« 52.59.127.0 - 52.59.127.255
WSP HO|ESIO0| M IP 4 B 18.192.216.0/22
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WSP #H0|E9]o] =2l O|F

e QIEmolA IP T4 He

Z2}0|ME X|E (3.07H O|Ato| 22I0|E OHE
2/70|448) WorkSpaces

S HAIE MH|A (3.0 0|4t o] 2EI0|HE off

Z2|7110|M8) WorkSpaces

CIEEZ A

Details
*.prod.eu-central-1.highlander.aws.a2z.com

+ PColP/WSP: 198.19.0.0/16
+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/

https://connectivity.amazonworkspaces.com/

|:|:|.||O|-

4 —-

https://.eu-west-1.amazonaws.com skylight-
client-ds

Tl

https://.eu-west-1.amazonaws.com ws-client-
service

CIS AFOIE O 2 Q1517] Toi| 20| E oA
T C|ME{Z|2 9| 215 WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2|T>/<C|HEE| ID>
macOS 20| E | A{S] HAZA:

* https://d32i4gd7pg4909.cloudfront.net/
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Forrester 21 MH|A
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AN MM ADIE 71E QIS AEXQIE

0l

E ZEH(H M A L Teradici PColP A2

MR 2391 50| K|

WS E2 7

Details

17 ClEfE| 8:

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory |ID>
DA CIHEC =& ¥3 230l g 22l

| 0| K| 12H=!-

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>

2321 Ho|X| AEtY X|HE <

rol

CSS mted:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|O|X[& m}:

- (0B E) - hitps://d3pgffbf39h4k4.clou
dfront.net/

https://fls-na.amazon.com/

AN 2HO1 A

https://smartcard.eu-west-1.signin.aws

https://s3.amazonaws.com

https://<C|EE{2| ID>.awsapps.com/ (<C|ZE

2l ID>= nZo| =22 <|0lg)

T HQl:

» ws-broker-servicehttps://.eu-west-1.
amazonaws.com
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PColP Web Access TURN AMH

JE) BRI SAE O|F
SEf =Rl IP FA

PColP HO|E¢0| M HEZ! IP T4 B2

WSP HO|ESIO0| M IP 4 &<
WSP HO|Efo| =H[Q! O|&

22| CIE{HO|A IP T4 B9

Details
T2l

* https://workspaces.eu-west-1.amazona
ws.com

Tl

* https://skylight-cm.eu-west-1.amazon
aws.com

MH:
e turn:*.eu-west-1.rdn.amazonaws.com

drp-dub.amazonworkspaces.com

18.200.177.86
52.48.86.38
54.76.137.224

3.249.28.0 - 3.249.29.255
52.19.124.0 - 52.19.125.255

3.248.176.0/22
*.prod.eu-west-1.highlander.aws.a2z.com

+ PColP/WSP: 172.31.0.0/16, 192.168.0.0/16,
198.19.0.0/16

+ WSP: 10.0.0.0/8
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Z2|710|4M8) WorkSpaces

CIEEZ A

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/
https://connectivity.amazonworkspaces.com/
el

https://.eu-west-2.amazonaws.com skylight-
client-ds

TmHel:

https://.eu-west-2.amazonaws.com ws-client-
service

Ct& AtO|Eoi| 2215t7| Tof 2E2t0|AE M
1 C|HE{ 2|2 9] @IE: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2[&>/<C|=EE| ID>
macOS Z2t0|1E oMol 4.

* https://d32i4gd7pg4909.cloudfront.net/

17 ClE|a) .

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory ID>

17 C|ElE] £F H sl s 210l
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89



otOHE WorkSpaces

H4 =
I=-I|_I_

Forrester 21 MH|A

0

m
s
I
o
[e]
A
3
x
[
P

MR 2391 1 0|X|

WS E2 7

WorkSpaces APl QIEXZQIE

Ml 22 7{(PCM)

Details

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>
230l Ho|x| AEtY X|HE 2[8 CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|0|X[& m}:

« SH(HT) - https://d1696638mh01s7.clou
dfront.net/

https://fls-na.amazon.com/

AN 2HO1 A

https://s3.amazonaws.com

https://<C|ZE{2| ID>.awsapps.com/ (<C|ZE
2l ID>= mZio| =22 o|n|g

T

» ws-broker-servicehttps://.eu-west-2.
amazonaws.com

T el

* https://workspaces.eu-west-2.amazona
ws.com

Tl

* https://skylight-cm.eu-west-2.amazon
aws.com
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PColP HO|EY0| M HEZ! IP T4

WSP HO|E90| ME{ IP 4 HY
WSP 7|0|E<|0] =2l O|F

22| CIE{HO|A IP T4 B9

HOtHIZIZH A It EF)

18 S50]
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THel L IP FA
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CAPTCHA

M

_

2HO|E xt& YUCIO|E

0474 x4
—= [AA

Z2}0|ME X|E (3.074 0|4 2| 220|21E off

2|7110|M&) WorkSpaces

Details

MH:

* turn:*.eu-west-2.rdn.amazonaws.com
drp-lhr.amazonworkspaces.com

+ 35.176.62.54
+ 35.177.255.44
+ 52.56.46.102
+ 52.56.111.36

+ 18.132.21.0 - 18.132.21.255
+ 18.132.22.0 - 18.132.23.255
+ 35.176.32.0 - 35.176.32.255

18.134.68.0/22
*.prod.eu-west-2.highlander.aws.a2z.com

+ 198.19.0.0/16
+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/

https://connectivity.amazonworkspaces.com/
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Details

https://.sa-east-1.amazonaws.com skylight-
client-ds

TmHel:

https://.sa-east-1.amazonaws.com ws-client-
service
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Details
CtS ALO|E o 23 21517| Toi| 22101 E 0d M

otOHE WorkSpaces

I C|3E 2|2 ol 21F: WorkSpace

CEES
* https://d32i4gd7pg4909.cloudfront.net/prod/<

[=|

ClEEz A
2|™>/<C|3EHE{ 2| ID>

macOS Z2t0|UEof| Ao 4Z:
* https://d32i4gd7pg4909.cloudfront.net/

2 Cleqa) Aw:

a4
* https://d21ui22avrxoh6.cloudfront.net/prod/<r

egion>/<directory |ID>

A CEEE & "3 2o cigh 232l

| O| K| 1EH=!:
* https://d1cbg795sa4g1u.cloudfront.net/prod/

<region>/<directory |D>

23921 Ho|X| AEtY K|
* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 2191 H|0|X|&
- HolH2[ZH& T2 F) - https://d2Ih2gc5bd
0g4b.cloudfront.net/

https://fls-na.amazon.com/

Forrester 21 MH|A
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IPFEAZZE QF AFEH
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Details

https://s3.amazonaws.com

https://<C|HE{EZ| ID>.awsapps.com/ (<C|HE
2| ID>= 1ol =m|elg o|nlgh

TmHel:

* ws-broker-servicehttps://.sa-east-1.
amazonaws.com

T Hel:

* https://workspaces.sa-east-1.amazona
ws.com

TmHel:

* https://skylight-cm.sa-east-1.amazon
aws.com

MH:
* turn:*.sa-east-1.rdn.amazonaws.com
drp-gru.amazonworkspaces.com

+ 18.231.0.105

+ 52.67.55.29

+ 54.233.156.245
+ 54.233.216.234

+ 18.230.103.0 - 18.230.103.255
+ 18.230.104.0 - 18.230.105.255
» 54.233.204.0 - 54.233.204.255

15.228.64.0/22

94



otOHE WorkSpaces

H4 =
I=-I|_I_

WSP #H0|E9]o] =2l O|F

22| QIE{H 0|4 IP F4 S

=T

obZ 2|7H(H 0| ZELR)

18 S50l FH THAU R IP F4

ol

Z2tOo|ME X|E (3.074 O|&fo| Z2tO|ME o E

2710|144 8) WorkSpaces

S™M HAIE MHIA (3.0 O| At
Zc|7io|M

o| Z2t0|E o}
18) WorkSpaces

CIEEZ A

Details
*.prod.sa-east-1.highlander.aws.a2z.com

+ 198.19.0.0/16
+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/

https://connectivity.amazonworkspaces.com/

|:|:|.||O|-

4 —-

https://.af-south-1.amazonaws.com skylight-
client-ds

Tl

https://.af-south-1.amazonaws.com ws-client-
service

CtS AtO|Eoi| 21215+7| Mofl 220 EH M
4 C|AE2|2 2I5ELICH WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2|T>/<C|HEE| ID>
macOS Z2t0|AE Mol A

* https://d32i4gd7pg4909.cloudfront.net/
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Details

17 Cl2EfE| M.

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory |ID>
DA CIHEC =& ¥3 230l g 22l

| 0| K| 12H=!-

* https://d1cbg795sa4g1u.cloudfront.net/prod/
<region>/<directory |D>

2321 Ho|X| AEtY X|HE <

o

CSS mted:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H| 0| X[& m}L:

 OFZZ|FHZHO|ZE}R) - https://diSygl2cs0
mrh.cloudfront.net/

https://fls-na.amazon.com/

SEf Ol MH

https://s3.amazonaws.com

https://<C|HE{2| ID>.awsapps.com/ (<C|&E]
2l D> nZio| TH Qg olO|#)

T

» ws-broker-servicehttps://.af-south-1
.amazonaws.com
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Details
Tl

* https://workspaces.af-south-1.amazon
aws.com

TmHel:

* https://skylight-cm.af-south-1.amazo
naws.com

drp-cpt.amazonworkspaces.com

+ 18.231.0.105
52.67.55.29
54.233.156.245
54.233.216.234

13.246.120.0 - 13.246.123.255
15.228.64.0/22
*.prod.af-south-1.highlander.aws.a2z.com

+ 172.31.0.0/16, 198.19.0.0/16
+ WSP: 10.0.0.0/8

Details
https://opfcaptcha-prod.s3.amazonaws.com/
https://d2td7dqidlhjx7.cloudfront.net/

https://connectivity.amazonworkspaces.com/
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Details
T H 2l

https://.il-central-1.amazonaws.com skylight-
client-ds

TmHel:

https://.il-central-1.amazonaws.com ws-client-
service
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Details

Ct2 AFO|EO| 20Q1517| Hoi| 22}0|1E of| A
T C|EE2|2 9| @15: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2[&>/<C|=HEE| ID>
macOS ZEI0|UE Mol AZ:

* https://d32i4gd7pg4909.cloudfront.net/

17 Cl2EfE| M.

* https://d21ui22avrxoh6.cloudfront.net/prod/<r
egion>/<directory |ID>

A CEEE & "3 2o cigh 232l

H| O| K| 12 =:

23921 Ho|X| AEtY X|HE <let CSS mH:

* https://d3s98kk2h6f4oh.cloudfront.net/
* https://dygsoz7pkjude.cloudfront.net/

JavaScript 212! H|O|X[& m}:
« O|lAaEtd (RotH|E); —
https://fls-na.amazon.com/

AN 2HO1 A

https://s3.amazonaws.com
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PColP Web Access TURN AH

ALEH B0l S AE O|E
JEf =Rl IP FA

PColP HO|E#O| HH HEZ]IP F4 He
WSP HO|E{0] M IP T4 2
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Details

https://<C|EE{2| ID>.awsapps.com/ (<C|ZE{
2l ID>= 1Z24o| T H2lE o|0[F)

T

* https://.il-central-1.amazonaws.com ws-
broker-service

T

* https://workspaces.il-central-1.amaz
onaws.com

THel:

* https://skylight-cm.il-central-1.amazonaws.co
m

MH:
« Ed: *jl-central-1.rdn.amazonaws.com
drp-tlv.amazonworkspaces.com

+ 51.17.52.90
+ 51.17.109.231
+ 51.16.190.43

* 51.17.28.0-51.17.31.255
51.17.72.0/22
*.prod.il-central-1.highlander.aws.a2z.com

+ 198.19.0.0/16
+ WSP: 10.0.0.0/8
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SX HAIR MH|A (3.0 0|4to] 22I0|HE off
Z2|710|4M8) WorkSpaces

CIEEZ A

Details
https://opfcaptcha-prod.s3.amazonaws.com/

https://s3.amazonaws.com/ workspaces-client-
updates /prod/pdt/windows/ .xml WorkSpace
sAppCast

https://connectivity.amazonworkspaces.com/
el

https://. skylight-client-ds us-gov-west-1.amaz
onaws.com

TmHel:

https://. ws-client-service us-gov-west-1.amaz
onaws.com

230I87| ™oi| Z2to[HEM T2 C|=E 2|
29| 215: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2[&>/<C|=EE| ID>
macOS Z2t0|1E el 4.

* https://d32i4gd7pg4909.cloudfront.net/

17 ClE|a) .

* https://s3.amazonaws.com/ workspaces-
client-properties /prod/pdt/ <directory ID>
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Details

A CHEEE & "3 2o cigh 232l

| 0| K| 12H=!-

* https://s3.amazonaws.com/ workspaces-
client-assets /prod/pdt/ <directory ID>

23921 Ho|X| AEtY X|HE I8 CSS mhe:
» workspaces-clients-csshttps://s3.ama

zonaws.com/ /workspaces_v2.css
JavaScript 212! 10| X|& m:

HE At

oo

(oF
HA

ol
mlo

https://fls-na.amazon.com/

AN 2HO1 A

https://smartcard.signin. amazonaws-us-gov.c
om

https://s3.amazonaws.com

https://login. us-gov-home<directory id><direc
tory id>.awsapps.com/directory//(. 2§ =H|QI2
o{C|0f| A& LIT?)

T el

* https:ws-broker-service//. us-gov-we
st-1.amazonaws.com

* https://. ws-broker-service-fips us-gov-we
st-1.amazonaws.com
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WorkSpaces APl QIEXZQIE

MM = 27(PCM)

SEf EQI S AE O|F
SEf SOl P F:A

PColP HO|E%| 0] M T

M|

WSP HOIEQI0| HH IP =4

WSP HO|E®o| =M@l O|&

22| CIE{H0|A IP T4 B9

2 p 5

Details

T HQl:

* https://workspaces. us-gov-west-1.amaz
onaws.com

* https://workspaces-fips. us-gov-west-1.amaz
onaws.com

THel:

* https://skylight-cm. us-gov-west-1.amaz
onaws.com

* https://. skylight-cm-fips us-gov-west-1.amaz
onaws.com

drp-pdt.amazonworkspaces.com

+ 52.61.60.65

+ 52.61.65.14

+ 52.61.88.170
+ 52.61.137.87
+ 52.61.155.110
+ 52.222.20.88

+ 52.61.193.0 - 52.61.193.255

3.32.139.0/24
3.30.129.0/24
3.30.130.0/23

*.prod. us-gov-west-1.highlander.aws.a2z.com

+ 198.19.0.0/16
+ WSP: 10.0.0.0/8, 192.169.0.0/16
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AWS GovCloud (O|= S£) K|

2

[m]

o
o
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18 S50l F7t

ok

E P =4

=5

=
=T

CAPTCHA

Zzlo|ME HIEZ! (3.0 0|49 22I0|21E ofZE

2|710]M48) WorkSpaces

SX HAIR MH|A (3.0 0|4to] 22I0|HE off
Z2|710|4M8) WorkSpaces

CIEEZ A

Details
https://opfcaptcha-prod.s3.amazonaws.com/

https://s3.amazonaws.com/ workspaces-client-
updates /prod/osu/windows/ .xml WorkSpace
sAppCast

https://connectivity.amazonworkspaces.com/
el

https://. skylight-client-ds us-gov-east-1.amaz
onaws.com

TmHel:

https://. ws-client-service us-gov-east-1.amaz
onaws.com

230I87| ™oi| Z2to[HEM T2 C|=E 2|
29| 215: WorkSpace

* https://d32i4gd7pg4909.cloudfront.net/prod/<
2[&>/<C|=EE| ID>
macOS Z2t0|1E el 4.

* https://d32i4gd7pg4909.cloudfront.net/

17 ClE|a) .

* https://s3.amazonaws.com/ workspaces-
client-properties /prod/osu/ <directory ID>
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Details

A CHEEE & "3 2o cigh 232l

| 0| K| 12H=!-

* https://s3.amazonaws.com/ workspaces-
client-assets /prod/osu/ <directory ID>

23921 Ho|X| AEtY X|HE I8 CSS mhe:
» workspaces-clients-csshttps://s3.ama

zonaws.com/ /workspaces_v2.css
JavaScript 212! 10| X|& m:

HE At

oo

(oF
HA

ol
mlo

https://fls-na.amazon.com/

AN 2HO1 A

https://smartcard.signin. amazonaws-us-gov.c
om

https://s3.amazonaws.com

https://login. us-gov-home<directory id><direc
tory id>.awsapps.com/directory//(. 2§ =H|QI2
o{C|0f| A& LIT?)

T el

* https:ws-broker-service//. us-gov-ea
st-1.amazonaws.com

* https://. ws-broker-service-fips us-gov-ea
st-1.amazonaws.com
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HE= Details
WorkSpaces AP| IE X QIE EHRL
* https://workspaces. us-gov-east-1.amaz
onaws.com
* https://workspaces-fips. us-gov-east-1.amaz
onaws.com
MM HZ7{(PCM) T
* https://skylight-cm. us-gov-east-1.amaz
onaws.com
* https://. skylight-cm-fips us-gov-east-1.amaz
onaws.com
AEf &l SAE 0|8 drp-osu.amazonworkspaces.com
HEf Bl IP FA - 18.253.251.70
+ 18.254.0.118
PColP HO|EQ0] MH HEZ! IP F4 e * 18.254.140.0 - 18.254.143.255
WSP HO|E®0| MH IP T4 < 18.254.148.0/22
WSP HO|E®{o] =H|Q! O|F * prod. us-gov-east-1.highlander.aws.a2z.com
22| CIE{H oA IP F4 Y - 198.19.0.0/16

+ WSP: 10.0.0.0/8

Amazon WorkSpaces 2CI0|HE HERX3Z T At

WorkSpaces AtE A= X|@E|= ClHO|A Q| ZEI0|1E ofZ 2|7 0|ME2 AF& S0 WorkSpacesd| ¢
Ag = UaLct E3t Y HetR X E AFE5H0q o|2{Et EAlol HMAE X|#5t= WorkSpacesOi| ¢

A £ U&LICH B HEtR X HMAE X[5HE WorkSpacese| S5 2 ZEI0[HE MMA, Web

Access 2! AFEAF B 20 M 'Web AccessE K| 5t= Amazon WorkSpaces HE 2 F0I7I127'E #
ZotMIL.

HESZ oF Ag 106


https://aws.amazon.com/workspaces/faqs/#Client_Access.2C_Web_Access.2C_and_User_Experience
https://aws.amazon.com/workspaces/faqs/#Client_Access.2C_Web_Access.2C_and_User_Experience
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® Note

¢ =22} X{ZE Amazon Linux WorkSpacesoll 2424 £~ Qi&LICt.

/A Important
20207 102 1UEE| T2 f 0|4 Amazon WorkSpaces Web Access 22I0|Q1EE AL
504 Windows 7 AF& X+ X|H WorkSpaces EE = Windows 7 7|& 2§ 2HO|MA AFE(BYOL)
WorkSpacesOll 2428 = gigLCt.

F-°£
Ok
rlo
h
gl_-
mjo

WorkSpacesOi| CH AR A MSste{™ 2et0|ME ClHtO|ATHCHE HERR 2F

MNEE SFote x| gL

- 2CI0|¢ME C|Hio|A0f i QIE{S! 234 0] R{o{oF BLICH 480p HIC|2 & SAlo AlEst= At
EXY Z|4 1MbpsE A &l5t= 0| E&LICH HIC|R SHA ol CHEt ArS AL EE @ F AtEho et

Cf B THZ o0l Wo# 4 YsLich

AWS AH|

St
—
ZAUZE

=

- Z20|ME C|HtO|A T AL = HIES 2 E8t0|HE CIHIO|A Q| BrEEd0i| A EP%
AE Qe IP T4 Helol cHall &8 ZETH JHY E|o{ RlofoF g LCt RHAM[EH LHE2 IP
27 AFEF WorkSpaces MME FHZSHMIL.

. %|AtO| PColP gg% 2|3 E2I0|E WIEX A0 WorkSpaces7t &8t 2T R0 & Azt
(RTT)O| 100L2|Z HCt ofok BHLICh RTT7H 100~200UEIE Y 7S AL X7} WorkSpacesoi|
MAE = UX[et % | %o U&LICH RTT7H 200~3752 2|= Q! B Ms0| X{SHELICH RTT

7} 3752UE|XE Z1}5H2 WorkSpaces 22H0|HE 91Z40| SR EILICH.

%| & 9| WorkSpaces AEZ|H Z2EZ(WSP) ds2 ?lall E22t0|ME HER{I 0l WorkSpaces
7t &8 2| R|e] E 5 A[ZHRTT)O| 250 2|Z 2t ®otok gFL|CH RTT7t 250~40022[= L &
? A& XE7F WorkSpacesOfl M| AE o~ UK H 50| X{5HELICE.

AN RIX|o| M CFf et AWS 2|T7HK|2] RTTE & 2l5t2i™ Amazon WorkSpaces Connection
Health Check= AF&SIMIL.

- WSPS} B HTS ALS R 2T 1

o
o A7 7 AFE HIE QI Z(VPN)E &35l WorkSpacesOll HMASHE < HAZ 0| A 1,200HI0|E
Ol4 9| =|CH M& ERI(MTU)E X|d5Hok g LCH.

7HI7ZIHIE S| 2[4 HZE CHHF S ALEstE A0l E&LICH

HESIZ F AtE 107


https://clients.amazonworkspaces.com/Health.html
https://clients.amazonworkspaces.com/Health.html
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® Note
Virtual Private Cloud(VPC)0i| 212 VPN &3ll WorkSpacesH| HAMAE &= i&LICEH

VPNZ AF8 3104 WorkSpacesol| HAM|A S FE=|':'=| IPF4A 2 XZE QF AE WorkSpaces2| M
Tl ZHo| VPNC| HEZ! P ZAE =5t OIE{L 94740| WO aFL|C}

&5l = WorkSpaces 2lAA
= ZEA 2CIEME K|
& UEE HTTPS HAM|ATH

- Z2}o|ME T} MH|A & Amazon Simple Storage Service(S3)0lM EA
ofl CHEt HTTPS AMAE LR ZE ELICH ZEeto[ME= ofE (A 0|M
PSHK| t&LICH AR S8 2 22811 WorkSpaces0l| HA|AE

Zegfict

« PColP X2 Z2t0|1E C|Hto|A| Mo HMAE §{&35t24™ WorkSpaces0i| PColP ZE2EEZE HE
2 A8 3&Hof BLIct. EBF Teradiciol NTP(Network Time Protocol)E & A3t oF HL|Ct. RFMIEH LY
82 WorkSpaces& PColP M Z Zct0|HE MY MM XML,

. 3.0+ 22+0|HE 9| I Amazon WorkDocs01| Single Sign-On(SSO)& At&ste B AWS
Directory Service 2| 2tLHA 2] Single Sign-Onoil = X|&IE [H2koF ghLct.

Z9|
ol

_“_

Z2tO|ME ClHIOIAT HERZE 27 MY E SFst=XI Ch31 Zo| &g +~ &L

1. WorkSpaces 22t0|HEE HLICt O|HO| X{Z SEI0IHUEE o4 ZetH =0 O|HYUZ 2

SE& I E Qadst=E HAIX|7F EAIELICE
2. A8 &2l ZCto|¢Eo WEl CHE & sHLEE =& EhLICt
24 ®|A| PPN
Windows = Linux 22+0|1E 20| E ofE2|AH0|MHe| 2B
Z 9| I MM HIEX 3 ofo|E2
k=3
=
MEHEFLICH
macOS ZE2}0|E A4 HERXIE MEIELICE
ZlO|HE O ZE2|H O|MUMH HIERT 012, T E 2 & A|ZIS E|AESH £ 0|3Tt HIAE ZA

HESZ 27 Mg 108


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_single_sign_on.html
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3. UHEL3 CcHst ARIE SholA 2] Ho|X|2 SofzLCh.

1.0+ X 2.0+ 2CI0|UE Q| HERHZ 2F At S & lstei™

1. WorkSpaces 220|HEE LICt 00| %S Z2t0IUEE of= FetH X0 olHYZ ge
S 3c £ Qadst= o A|IX|7F E A= LC.

2. Z2cto|2AE ol EE[7HolMe| 2EZF ot ZAE|HAM HELAZE MEELICH Z2t0|HUE ofEE|
Ol HIESZ HZ, ZE S &= AlZFES HIAESH ¥ O[2{8 HIAE ZAWE EngrLct

3. 29I HO|X|2 Z0t7t2{™ [Dismiss]& ME4ELICY.

Az X|HEl= E% WorkSpaces R[0f| A HAMA %E* £ Ql&LCt 3|

AMNEFITE MH5H QIS M 7|8 Q15 E WorkSpaces AF& 35104 & x|7} AZ[E 4= QUEX]
MErLICH WorkSpaces 22H0|HE o Z2|AH| 0|4 0| C|HFO|AE MEIE £ UK el £
FO|AOIAM 22015 7HLE CHA| @1 4d35iEdE A= & RHEHEFLICE.

n
— [

CH 27He| RE QIS ME 7tXE = U&LICH
< 0| A‘l% 25 Z2eto|HEo| WorkSpaces M&35t1 E20|HEE
ZE %E?J Ux|5t= X Bl IS ME F&LICH

X|H Ecto|AE

« Android EE & Android &2 Chrome OS A|AEIOIAM A™E|= Android
« macOS

 Windows

/A Important
0| 7|52 CtZ 20U ENM X[RHEX| &L

« WorkSpaces Linux £ iPad& Z2+0|1E o Z2|7|0|M

dEE + e ClHtola 109
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+ ME 1E Z2}0|QIE(Teradici PColP, RDP Z2}0/21E U #1Z{ ClA 3 & ofB2l7olMS
= &5tLE olof 2 E|X| o)
1EHA: QIBM A

0| 7|52 & 7tX| 82| AUBAME T EHLICH LIF 215 7|2H(CA)oll ola S HE R E QS Mt F
E QIZMZ 0|oiX|= SEI0[|AE 2B A

ST AME

. 2E Q53 AME CRT, CERT £= PEM &4A!9| Base64 1A E =l 915 A mtlo|o{of &hLCt.

- FEQSMELCISH Z2 W EHA miEHE SZ&lok &LICH &, obx|2 22 ANelst 2E
ClaCE £0o| Zo|e M 5| 64Xt040fF &FLICH -{5}BEGIN CERTIFICATE-{5}\u@0oD?

\UQOQA([A-Za-z0-9/+]1{64} \u@@OD?\u@OOA)*[A-Za-z0-9/+]1{1,64}={0,2}\u000OD?
\UQOOA-{5}END CERTIFICATE-{5}(\u@0@D?\u000A)

+ ClHbol2 QIZAE Ut Ol& S E &3 of BLICH
- C|HIO|A RIS M= Ch31 22 & X7t Z7FE|o{0F & LICt Key Usage: Digital
Signature, Enhanced Key Usage: Client Authentication

« C|HIO|A CIBMUM AEE &= U RE QS 7|2 ¢d4dL|E #Qle| ZE QIS MHE Eco|A
E C|HFo|AOf A x|l oF &FL|Ct.

« X|HxlE 2IEM Al zlcH Zol= 4Lt

« WorkSpaces 2c}0|1E 215 Moi CHEt CRL (2B M F|A S 5) == OCSP (222! 215 M AFEl
ZZEE) 9 L2 ¥l FA HAHLIE2 3/ R|HSHR| k& LICH

o st 455 AdTEES A2 A A|2. SHA256 with RSA, SHA256 with ECDSA, SHA384 with
ECDSA, FF= SHA512 with ECDSAZE HZgfLCt.

« macOSe| B &x| 2B M7I AAHE F|XClof /= HSR WorkSpaces 2C+0|21E o Z 2|71 00|
SHE QIS MO HMAE =~ UEE £QI5HE 0| EELICH OFHX| 2 R AIBKI7F EOQI &=

MAZE M 7| MRl XHH 5B S 2={alof gfLICH.

2EHA|: =+~ Q= ClHto|A 0l 22I0|UE IS A HixE

AMEXIE fIgt ME[E 4 A= ClHo|&0E CIHHO|A QB MM AZE[E = = RE Q& 7&K
Aelof e ZE QUEM7E 2B E B M HES dRISHofF LT MEstE &5 4M(System Center
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Configuration Manager(SCCM) EE= 2 HFY C|HtO|A ZHE[(MDM))S AtE 504 EEH0|AME C|Hto|A
Zlgtoll QIZME Alg 4 UALICH 212 SCCM L MDME MEix{o = Hot Ae| WIS 43504
RI7F E|AL HM[A HHME SFSI=X| 1R E 2 2E = JU&LICH WorkSpaces

WorkSpaces ZC2}0|21E O ZEE2(FH0|M2 CtS1t 20| QIS ME ZHAMELCY.
+ Android - Settings2 2 0|& 504 Security & location, Credentials& &35t 11 Install from SD card&
AEHErL[C.
« Android 22 Chrome OS A|AE! - Android A2 @1 Security & location, Credentials& MEi5t 1
Install from SD card& ME4EFL|C},
« macOS - 7|A|2lol M ZEI0|HE QIS ME HAMELICY.
|

Windows - A AL L R E QIF M X

o
>
2

3EHA|: Mg 74

AME|E = = ClHO|A0| 2Et0|HE QIZME HZ 8 & CIAEE| &0 MEHE HMAE &S
sleh = Ql&Llct o|2 {ISHAME WorkSpaces 22H0|HE oHEZ2|710|440] C|HFO|A S| QIS ME HAS
SHok AF2RI7F 2018 £ QI £ 5{2& 4= WorkSpace & LICH.

Metg #dstedH

1. https://console.aws.amazon.com/workspaces/ 0lA WorkSpaces 2& & LC}.

B FollM CIHE 2§ M= gLt

CIEE{2|E ME45l T [Actions], [Update Details]S MEHEHLICE
[Access Control Options]& & & &fL|Ct.

7t &t x| R8I AMAE WorkSpaces 5= Q= &
L|Ct.

o M 0D
.

|8 xIHsD ARY £ s HRIE ME

>

6. X|CH27Ho] 2E QIZAE JtMSLICH 2t 2E QIS Mol Cisl Ch2 g £ 88t}
a. 7tKQ7|E MeghLch
b. QIBAC BES FA o SAF LD
c. 7tMR7|E MEdFL|CH

7. (MSH AR CHE REol B0t AMAY 4 QX 08 XITELICH WorkSpaces.

a. Of2HE2 A3 E35t04 Other Platforms(7|Et £ &) MM 2 O|SELICE 7[2XMo =2
WorkSpaces Linux 22t0|HE = H|& &3t E|H A& Xt= i0OS C|HFO|A, Android C|HFO[A,

3CHA|: Mgt A 111


https://console.aws.amazon.com/workspaces/
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b. Ed=E ClHIO|A RES MEHStT, HIE E3te ClHO|A RS ME FAFLICH
c. MEiEH @E ClHtolA

8. [Update and Exit|& MEgFL|C}.

SAML 2.0} WorkSpaces £ &t

A3 E MM QIS E 28l SAML 2.0 WorkSpaces2t E&5tH ALEXI7}F 7|2 ¥ EEIRKE S
&l 7|&E SAML 2.0 ID M3 #l|(1dP) 2ot 215 HEQ 015 &HE A8 E = /JU&LICH IdPE AHE 5t
04 WorkSpacesH| AtSAHE QIEStH CHE 218 L & MM A M ZH2 1dP 7SS A 5104
A& LICt,

r

o>

WorkSpacesE E&& ¢

I5 HIEE
Ct= MM M= WorkSpaces 22H0|1E oHE 2|71 0|4, WorkSpaces Web Access & SAML 2.0 ID
M3 A (1dP) 7t AlEfet= Q1S I EZof CHal ABELICE.

- IdP7I EE2 AME St B2 AFSA7H & EBF2RK{2] IdP AFS AL ZEHoi A o EE|FH| 0| E MEHSL
= dRE HE & = A&
« WorkSpaces 22I0|HE7I 82 Al&stE 4. AASAL7I EC10|HE ofEE|F0IME ¥ 21

=
Qlst= B9 E 6z & + U&LICH

 WorkSpaces Web Access7t &2 Al&stE <. AAHEXI7F HEt X0 A Web AccessE &1 2
a0l5He BRE 2 & = U&LICh

O| | Al M= AL RE7F IdPOd| 232161 7| {8l usereexample.comE Y2 EFLICEH IdPM =
WorkSpaces C|EEHZ[E2 2 FE SAML 2.0 MH|A MU o E 2|7 0| MH0| UM AHS K=
WorkSpaces SAML 2.0 O Z 2|7{|0|Moi| CHEF MEtS ot &LICH A& A= userOl2h= AFE XL O]
&1t HAZE WorkSpaceE SAML 2.0 215 0| &3t E CIEE2[of M-dgulct Egt AFEXF7t ClHEO
A0 WorkSpaces 220|21E o Z 2|7 0|ME MEXISH AL B E2t X0 A Web AccessE AtE &L
Ct.

ID M3 (1dP)7t E20|AHE o E 2|7 0|ME Ar&3to A[Z St 5 &

IdP7} A|EHStE 588 S8l AF8XHE WorkSpaces S8 I =& /248 T Q10| CIHFO| A0 A
WorkSpaces Z2+0|HE OHEZEE|F0|IME RSS2 SEE = U&LICH AF8Xt= IdP7t AIETE 58

SAML 2.0 8& 112


https://clients.amazonworkspaces.com/
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£ AH&38t04 WorkSpacesoll 21215t X| 2f &LICH WorkSpaces 2152 Z2t0[2E of Z 2|71 0]M0i| M
A|ZfsifoF B LICE.

1. MESXE 2 HEetRXME AH838t0d IdPol 2218 LC

2. IdPofl 21018t £ ALEXtE IdP AF8AF Z =0 A WorkSpaces OHZ 2|7 0|2 MEigLC

3. AMEX= HElRXolM o] I o|X|2 Z|C|EME| T WorkSpaces 22+0|HE o ZE|7|0|MH0| A=
O Z GEIL|Ct.

dmMazon

bWorkSpaces

Open the Amazon WorkSpaces app to sign in and begin your
session.

Open Amazon WorkSpaces app

Download the Amazon WorkSpaces app

You can also use your Amazon WorkSpace in the browser

4. O|X| WorkSpaces Z2F0|2E o EE|71|0|M0| SEEIRSH Ar&Xt= H|& 8 A WorkSpacesOf|
210l Z&I5t0d AISM 2EaQE = U&LICH

ID M3 (1dP)7t Web AccessE AF&3t0d Al&f8t 58

IdP7} AlZ5HE Web Access &2 S5l AFE A= WorkSpaces 65 ZEE g ZIQ Qo # &
2t X0{ M WorkSpacesE AIS2Z SS& + UELICH AFEX= IdP7}F A|EHEE & & A& 5104
WorkSpacesOll 21215} X| et & LICH WorkSpaces 2152 Web AccessOllA A|Zz|o{ofF B L|CH.

1. Ar8%te= 2 EEFRKXE AL&5t0q IdPol 2318 L C

2. |dPOl 2218t & AZKHE IdP A2 R ZE0i| A WorkSpaces OiZ E|A| 0442 Z=2IgtLCt.

3. MEX= EEtRKXHAM o]l Ho|X|Z2 2|C|=MEIL|CE WorkSpacesE 2™ EEt X0
Amazon WorkSpacesS ME{SFL|C}.

o
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4.

dmMazon

bWorkSpaces

Open the Amazon WorkSpaces app to sign in and begin your
session.

Open Amazon WorkSpaces app

Download the Amazon WorkSpaces app

You can also use your Amazon WorkSpace in the browser

O|A| WorkSpaces 2C}0|21E o &
E Sdlf AlSsiM 2aelE = A&Lch.

WorkSpaces Z2I0[HET} A|ZSt 5 &

2|7|0|MH0| SE EIR 2 AFR A= WorkSpaces Web Access

Z2I0|HET} AIZEHE 5EE S8 AF8XHE IdPOl 220218 & WorkSpacesOll 22018 4= Q&L

Ct.

1. AMEXb= WorkSpaces 20| E oHEZ2[7H|0|440]| ot & A& F0| otl B ofZ2|70|ME Al
25t 0 A& 8 M WorkSpacesdl 21212 22/t

2. A8XE 7| ¥ HElRKXMZE 2lC[HME|o] IdPof| 2O QI8 L Ct AFE X7 2B X{0d A o0
ldPofl 21018t B CHA| 21" Ee 7t gleH o] BAHIE LS A Euct,

3. IdPOl 2QI5tH ArERt= HYS R Z(C|AMELICE ool et & ZEetX{olA EEt0IHE

OfEE|70|ME & & AULF 5I8sHMI2.

o
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Open WorkSpaces?

https:// n aws.amazon.com wants to open this application.
[0 Always allow u n ] u .Aaws.amazon.com to open links of this type in the associated app
Cancel Open WorkSpaces
amazon
g
» WorkSpaces

J

We're returning you to your Amazon WorkSpaces app. If the
app doesn't open automatically, return to your WorkSpaces app
and try again. If the problem persists contact your IT
administrator.

4. Ar&XH= WorkSpaces 22+0|1E o Z2|7|0|M2 2 2|C|=ME|0{ WorkSpaces 21212 &=
grLICt WorkSpaces AF& At O|& 2 IdP SAML 2.0 o{2MolM At S22 MARILIC IS M 78t
2I15(CBA)E ALS5tH AHEXI7L Rt 2 EQIE L CH

5. A8Xe= RHAl2| WorkSpacedl| 2 21 Q1E LI}

WorkSpaces Web Access7| A|EEt 58

Web Access?t Al StE S &2 S8l AFHE At IdPO| 2218t & WorkSpacesoll 2218 = A &L
Ct.
1. AFE X7} WorkSpaces Web AccessE AlZstn 21012 MEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml_assertions.html
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https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-workspaces.html
https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/govcloud-workspaces.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://clients.amazonworkspaces.com/
https://aws.amazon.com/blogs/desktop-and-application-streaming/how-to-configure-certificate-based-authentication-for-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/how-to-configure-certificate-based-authentication-for-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/design-considerations-in-highly-regulated-environments-for-certificate-based-authentication-with-appstream-2-0-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/design-considerations-in-highly-regulated-environments-for-certificate-based-authentication-with-appstream-2-0-workspaces/
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-saml.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/setting-up-saml.html#create-assertions-saml-auth
https://docs.aws.amazon.com/workspaces/latest/adminguide/setting-up-saml.html#create-assertions-saml-auth
https://docs.aws.amazon.com/workspaces/latest/adminguide/setting-up-saml.html#create-assertions-saml-auth
https://docs.aws.amazon.com/workspaces/latest/adminguide/setting-up-saml.html#create-assertions-saml-auth
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_session-tags.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/setting-up-saml.html#create-saml-iam-role
https://docs.aws.amazon.com/workspaces/latest/adminguide/setting-up-saml.html#create-saml-iam-role
https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/privateca/latest/userguide/crl-planning.html#s3-bpa
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCaTagging.html
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://learn.microsoft.com/en-US/troubleshoot/windows-server/windows-security/requirements-domain-controller
https://learn.microsoft.com/en-US/troubleshoot/windows-server/windows-security/requirements-domain-controller
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https://docs.aws.amazon.com/launchwizard/latest/userguide/launch-wizard-ad-deploying-new-vpc.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_tutorial_setup_trust_prepare_mad.html#tutorial_setup_trust_open_vpc
https://docs.aws.amazon.com/acm/latest/userguide/export-private.html
https://learn.microsoft.com/en-us/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities#configuration-instructions
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_settings.html
https://console.aws.amazon.com/workspaces
https://docs.aws.amazon.com/workspaces/latest/adminguide/reboot-workspaces.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html#supportedamazonapps
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https://docs.aws.amazon.com/privateca/latest/userguide/ca-lifecycle.html
https://docs.aws.amazon.com/privateca/latest/userguide/ca-lifecycle.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCtIntro.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://aws.amazon.com/ram/
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
https://aws.amazon.com/blogs/security/how-to-use-aws-ram-to-share-your-acm-private-ca-cross-account/
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https://www.cac.mil/Common-Access-Card
https://www.idmanagement.gov/university/piv/
https://www.cac.mil/Common-Access-Card
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https://docs.aws.amazon.com/workspaces/latest/userguide/smart_card_support.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://docs.microsoft.com/en-us/windows/security/identity-protection/smart-cards/smart-card-certificate-requirements-and-enumeration#certificate-requirements
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/prereq_connector.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_clientauth.html
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https://docs.microsoft.com/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_clientauth.html
https://github.com/mozilla/policy-templates/tree/master/windows
https://github.com/OpenSC/OpenSC/wiki
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el 2to|Ee42|(0dl: C:\Program Files\OpenSC Project\OpenSC\pkcsll\onepin-opensc-
pkcs11.d11)E 7t2l740F & LICt.

Software\Policies\Mozilla\Firefox\SecurityDevices\NAME_OF_DEVICE
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https://docs.microsoft.com/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities#certificate-and-configuration-problems
https://docs.microsoft.com/troubleshoot/windows-server/windows-security/enabling-smart-card-logon-third-party-certification-authorities#certificate-and-configuration-problems
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How to export a Root Certification Authority Certificate2 & Z 5t M 2.
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EE CAQBME UEL £ Q&LICH AD CS A x|of CHEF XM LI 2 Microsoft A Q| Install
the Certification AuthorityE & X35IMI2.

1. ZE[Xt AEE AE501 RE CA AMHo| 2 elgLCt.
2.  Windows Start HF0AM BE ZEZE F 2 L|CHStart > Windows System > Command
Prompt).

3. C}I2 HHS AI25t0{ RFE CA QS ME M U2 LHEWULICEH 047|M rootca.cer=s Af o
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certutil -ca.cert rootca.cer

certutil€ A st= Lol CHEt REMIEH LHE 2 Microsoft B M Q| certutilE & Z5HMIR.

4. LC}3 OpenSSL HHE AFE5t0{ LIEH FE CA Q15 ME DER EAloM PEM E4Alo
2 WHEtgtLICt 047|M rootcas Q1B M O|F &ILICt OpenSSLOY| CHE KHAIEH LHE 2
www.openssl.orgE & Z M| 2.

openssl x509 -inform der -in rootca.cer -out /tmp/rootca.pem
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https://docs.microsoft.com/troubleshoot/windows-server/identity/export-root-certification-authority-certificate
https://docs.microsoft.com/windows-server/networking/core-network-guide/cncg/server-certs/install-the-certification-authority
https://docs.microsoft.com/windows-server/networking/core-network-guide/cncg/server-certs/install-the-certification-authority
https://docs.microsoft.com/windows-server/administration/windows-commands/certutil
https://www.openssl.org/
https://developer.mozilla.org/docs/Mozilla/Projects/NSS
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/usr/lib/skylight/enable_smartcard --ca-cert pem-path

® Note
Linuxe AOHE 7tE9| QI M7t AFEAFS| 7|2 UPN (A& A A 0|F) of CHal &= &
49 2 WorkSpaces 7HE & LICEH 0 & E01sAMAccountName@domain, 017|M domain

£ FQDN (E1stE =2l o|F) &Lct.

CHA UPN MOIAFE AF83HE W82 run /usr/lib/skylight/enable_smartcard
--helpOi M RtMIEH LIS S LotE M. CHA UPN HMO[ALS| OHE 2 Z ALSAtotCt TR
guct mekAM oHE2 2t ArE Aol cHal 7HEXM o 2 =~ |o{of B L|CH WorkSpace

3. (MEIAE) 7|EXMo R RE MH|AE LinuxOlA ADE FtE Q152 A5 S A E|0]
WorkSpaces A&LICH AOIE 7tE Q15 S § MH|AZPE X|BtH6tEd™ /etc/pam.d/system-
74 o
ST pam_

authE TZIsHoF gLICH Bt succeed_if.soQ| auth £o| AHEE XM7stT M
HA S22 HESHAN L.

auth £°| & M7Het = MH|ATL ADIE 7tE QIS E AMEE + UTSH 58t alid &
£ S50i F7tslfor gLICH MH|A0|M &% QBB AEsES ott{™ S 501 A X 74sH ok gL
Ct.

4. Oof Cigt F71 AHE X X|HE +-ELICH WorkSpace 0& £04, AFE X7} Firefox0ll M AOLE. 7}
CEMEE = ULE AAH A ¥ FI7IE = U&LICE (Chrome AF& K= E210|1E 0
M A ADE =8 2435t sl{oF Lt XFAMIBH LIS 2 Amazon WorkSpaces AFHE A Mo| A
OLE FtE X2 BESAAL)
5. 0OlM AFE R X' WorkSpace O|0|X[2} HE S 45t A A2 WorkSpace.
M A2 R} XX HE 2 AF2510{ AL KIE WorkSpaces 2/5H £ AlSHMILR.

A-EXE7} FirefoxOl M AOLE FIEE AF8E £ A dHe WY

A2 X7} FirefoxOl M AOLE FIEE Al
t= ol ChHEt RHAIEH LHE 2 Mozilla

Linux WorkSpace 0|0|X|0{| SecurityDevices ==& F7}35}0
2= U&LICH Firefoxofl A|AR M| HAg FIt
£ A ZSHAAL. GitHub

ol _|.|_

1. WorkSpace O|0|X|E PHE M ArE3t= U0 WorkSpace inO|2t= O 2| A IS TFE AA|
2. policies.json /usr/l1ib64/firefox/distribution/
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https://docs.aws.amazon.com/workspaces/latest/userguide/smart_card_support.html
https://docs.aws.amazon.com/workspaces/latest/userguide/smart_card_support.html
https://github.com/mozilla/policy-templates/releases
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* opensc-explorer
* opensc-tool

* pkcsll_inspect

* pkcsll_listcerts
* pkcsl5-tool
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rr

3. /etc/pam.d/system-auth-ac Zt20|A auth &S WEISH D debug &=
debug_sensitive It2t0|E{E pam_krb5.so0l| F7I&LICE

ClHO 222 4318t & AAES M EOIdolM 2 pam_pkcs1l CIHI HA|X|E &=4FL
Ct. pam_krb52| MA|X|7} /var/log/secured| 2ZE LICH

>

AOLE 7t QB A7 OHEEl= ALEXE OIS #Qlsted™ O pklogin_finder BHE AFSE L

Ct.
sudo pklogin_finder debug config_file=/etc/pam_pkcsll/pam_pkcsll.conf

HIAIR[7F ZEA|E[H AQE 7E PINS BFLICH pklogin_findere= ADNE 7IE IS MO U=
AEX} O|& & NETBIOS\username HAIS 2 stdout0ll E23ELICE O] AFEXl O|E2 ALK} 0|B
of 2 x|5HoF B LICH WorkSpace

Active Directory =Ml MHH|A(AD DS)0ll M NetBIOS =HIQ! 0|& 2 Windows 2000 O™ H{Fo| =
HIQ! 0|2 QlL|ct, A 73 742 ofL|X|EF 2UEIX{O 2 NetBIOS EH|Q! 0|22 T HIQ! 0|2 AlA
Z(DNS) =HI2l o|§ 2| 5t =HIRALICt of & £04 DNS =H2! 0|& 0| example.com@! B2
NetBIOS = H|Q!I2 CH7H EXAMPLERILICH. DNS =Ml O|£ 0] corp.example.com@! Z&<L NetBIOS
T M2 CHIH CORPRILICY.

Linux& ADOLE 7t= # 43} WorkSpaces 144



otOHE WorkSpaces el dEAM

02 £01, corp.example.com THIQI Q= mmajor AR AIS| B pklogin_finderQ| &2
CORP\mmajorLIC}.

® Note

"ERROR:pam_pkcsll.c:504: verify_certificate() failed" HIAIX|E &=
B2 Ol HIAIX|= pam_pkcs110| AOLE FLEO|AM AL XL O|& 7|20 W= %A‘l

oll
Ir

Mm r

HAXRIEE ALE M 2lAE[E RE CA ABMolE HEEIX| IS S LIEHELICE 0] B2
pam_pkcs112 ¢l HAIX|E E3&t F C}S QABEME AIZELICH ALSX ol &1 O E == 2

EME 31 QB M7t QIAE RE CA QB Mol AZE Ao Tt 215 g 58
pam_krb5 T4 2XIE SHZI5E{H S BS AR 5104 Ll ZC0M £502 kinitE 258
T U&LICH

KRB5_TRACE=/dev/stdout kinit -V
O| HH2 Kerberos E|Z! &7} EIZU(TGT)E d3He2 W ALt Auig 22 BHol| SHIE
Kerberos 2ot F=| O|§ 2 BAIMo R FJI5H EM L. 0§ £01, corp.example.com ZH Q!0 ¥

= mmajor AtEXIe| B CE BHE ALSSHAIR.
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pkinit_ #¢&d #+M42
pkinit_cert_match

7|8t kinit e %%ﬁ‘.:'_ /etc/krb5.conf Itof A
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|40 QIZMTE 01 2l BL
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T35t e| QIEH HM[A NS WorkSpace

24 AMAo YHo|EE MxIst ofEZ|A OS2 HH_JT&%F 4 QIE{AI0f| M| AT 5= WorkSpaces QU
O{oF L|Ct. CtE SM & StLEE AFE35H0q4 7Hef Al 22 E (VPC) WorkSpaces 0| A 2IE{S04| A
MASHEE 3188 = U&LIch
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. Z2}0|4! WorkSpaces AMELI0IA AlEet T VPCel HEZ! MEU0| M NAT HO|EQ|0|E A%
L|ct.

rr

- =2 WorkSpaces MES0| A AIZSt T HER! IP T4

WorkSpaces

NS EE S22 Y ELICHL

S Mol CHEH REMIBH LIS 2 ChS 0l Chall VPCE 2 AIEHLICH WorkSpaces Ofl A sliE ot A4

ol2{3t M2 AH2E 72 siE 2ot JE 0| ZE 80 (HTTP) L 443 (HTTPS) 2 S48 2E SXx| ()
0 E E2H=EE WorkSpaces 31&3st=X| &QlaH{oF &LICH 0.0.0.0/0

Amazon Linux AEE} 2olEH2|

Amazon Linux ZIZX|EEZ|E A= ZS Amazon WorkSpaces Linux7} QIE{Lof| HM|AE £~ Q)7
L} o] 2|ZX|E2|2t 7|2 Amazon Linux Z|ZX|E2|of CHEF VPC ANEXZQIEE F A5l oF & LICH RHA
3t LI 2 Amazon S32 = Z 91E 9| 0f: Amazon Linux AMI Z|ZX|E 2| YA A EFA*SP% R &= St Al

2. Amazon Linux AMI E|ZX|EE2|lE Z 2|T 2| Amazon S3 HZ!IL|C} VPCL| QIAE ?

EE Sdfl 2|ZX|EC|0| HMASESE 5te{H 0|28 e{Zlof| °"'k||/\o|-7'|| ot dlEx
E £ U&LCH Ch2 HAM2 AL XH7F Amazon Linux 2|ZX|E2|0f 17| H& AMA

S{&FLict.

r
|m I>
I

i ro

{
"Statement": [
{
"Sid": "AmazonLinux2AMIRepositoryAccess",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::amazonlinux.*.amazonaws.com/*"
]
}
]
}
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CIMEE| AEXt2t _controller2 T k|= 0[F 0| A& LICHO: d-12345678e1_controller). 2f 2ot 1
£ 0|2 CIHE 2| Al™EX} F/ofl WorkSpaces _WorkspacesMembers7t 2= Zo2 A EILICH (of:
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/A Warning
_HEEP{ X WorkspacesMembers 20t I&S =, & £= 22[6t K| Ot AL, Ol2{ &t
Hot OS2 =™t HU A X|E e Folshok §FLICH =™35t7{LE A X|E Foi= ol248t 1
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Amazon EC2 Amazon 2ot 21 &1 Windows QIAEIAO| CHE Amazon EC2 Amazon 2ot 1

E2 ¥xsM2.
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ofl @133t MZ WorkSpaces A& 3t 7{LF WorkSpaces M7 & ¢t 7|& 2ot I F0i| Af E0F T E0| M
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7I&E EoF OE0| FIIE = U&LIC
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04 2ot 1 &2 WorkSpaces C|RE|2[0l| ¢1A5tH Zt ot O F 9| #2l0| E0XMo 2 TAH|E|0] St
o| & Mol MEELICH Eot OF HEI2 7tsEt §t 55t XWol E&LICH

VPC E 9ot I E0f Cist XFMIEH LI 2 Amazon VPC Al MEHA{ Q| VPCo| EoF I E 8 AT SHMI2.

CIEE 2o 2ot &8 F7}5624™H WorkSpaces
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1. https://console.aws.amazon.com/workspaces/ 0l A WorkSpaces &
2. EAMFo|M CIHEEIE MEIELCH

3. LC|AEEZ2|E MEiSH D [Actions], [Update Details]S ME4ELICTH

4. [Security Group]S &% 5l0o{ ot 1 &S MEHEHLIC.
5

[Update and Exit]S AMEH4gtL|C}.

2ot I&F 2 WorkSpace A+ &35tX| ot 7|&E Eot O F0i F7+5t2{™ 2| Elastic Network Interface
(ENI ol M| 2ot O &S EF & LICH WorkSpace
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7|& Eot O g0l Eot O E F7HstE{ WorkSpace
1. UO[O|E7} WorkSpace ERet Zt IP FAE RodAR

a. https://console.aws.amazon.com/workspaces/ M| A WorkSpaces 2& & iLIC}.

>

b. WorkSpace ZtZt2 Hx|1 ST WorkSpace IP 48 7|S&LICEH

=
2. ZtZto| WorkSpace ENIE & ot Eot O 5 &S O|O|ESHMAIR,

0

https://console.aws.amazon.com/ec2/H| A Amazon EC2 2&& L|C}.

b. HES3 L ot ofeiol M HERXHZ QE{H0|AE MEHFLICE
c. 1EAHM 7|58 X HW IP FAE AMEL|CH
d. O|IP FAQt AZAE ENIE MEstT S MEIS OHE Hot 08§ HE S MEELICH
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e. MESHIOFES ME{stT XM¥S MEELICH

WorkSpaces2| IP M A Ao I &

Amazon WorkSpacesE A2 6t WorkSpaceso| °"'A'|| & = Qe IP FAE FNo{E &= U&LICH IP
FA 78t Mol OIES MBSIHARE = U= IPFAIES e AEXE7E AZE =
UAe UEXIF o 44 E Z<0i8F WorkSpacesO]| °”A-IIA%} ==}
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7|2 1P AMA FMo{ 2E0
WorkSpacesOfl M| A&
HA XMlo] 2128 £%4st
Ol ALEEILICH IP HAM|A KMo 25 E CIHE2|Q HZstH 7|2 IP AAM|A Ko 2F 0| 44 sHA|E
LICE.

Zt C|™E 2|t edAE|o] U&LCt o] 7|2 aEol= AP X7} oMLt
TS 5|835te VI 2ol ZeElof Ql&Lich CI2E 2ol 7| IP
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® Note

o IP HMA KMo IES NATH SHIP FAE ASE = UELICE NATE ME8t= 82 &
HIPFAMN IHIP FAE MEsITH 77 LICH NAT7F WorkSpaces Al4d St S
o™ IPFALAE S ZE UDP ECHEE 2t E sl oF gLt
o IP HMA KMo IE2 AEX7E AEE[Y MME WorkSpacesol| 0148 = = IP FAE
HMo{grLIch AH8 A= Amazon WorkSpaces I{E 2| APIE AF83104 0 IP FA0|ME XY
AEL KT S, SR E2 Vs HlS AdE = &Lt

Web Access, PColP MX|Z Z20|21E 2} macOS, iPad, Windows, Chromebook 2! Android& £¢2}0|
oE OjEZZ|F|o|MNE S5l 0| 7|52 AtE2E £ Q& LCt.

P HM|A Ko T2 AYA

CHEI 20l IP M A Kol 258 I = U&LICH Z IP HAM|A KMo Z2E0i= =[CH 10712 73
Ol Z&a =+ AU&LICH

1. https://console.aws.amazon.com/workspaces/H| A WorkSpaces 2£& iLILC}.

EFAH ZHOJ| M [P HM|A Ki|0{S AMEHEFL|C

AAS MENSHL|C}.

o o K~ w0 N

P AUNA Ho] 18 S CIE|2I9H 942

2 C|2E{2|Qt QiZ35t0od AlEIE £ Q= WE I MEH WorkSpacesoll M| A 5t
L
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Aol e IP HMA KMo 2ES CIHE 2|2 HAZE5HH 2 E WorkSpacesoll CHEH 2 & MM AT} %t
L
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IP A4 KMo{ 252 CIHE 22t A Zsted™

1. https://console.aws.amazon.com/workspaces/0| A WorkSpaces 2£& L|C}.

=2 &5t StLt o|& o] IP HAM|A Ko 2
A

2. EM Zof| M [Directories]S ME4SELICE.

3. LCIHEZ|E MBS [Actions], [Update Details]S MEHELICE.

4. P HMA Mol 2= E2 MEiELICt
5.

[Update and Exit]S MEHErL|C}.

IP HM|A Ao TE EA
7|ZE IP AMA Ko] TES 7|EHS ARSI 2R IP HAM|A Ko] 1B S MAIE £ Q&L
7|1Z IP HA A Ko] TEIAM IP HMA KMo TES AAISHEAH

1. https://console.aws.amazon.com/workspaces/0| A WorkSpaces 2& 2 iL|C}.

2. B EO|M IP AMA Ko{E MEHELICE

3. &S MEistn XY, MZ SALE M=ELCh

4. IPE SACHE 4RbollM M 280l olF T MYE sty 28 SAHE MEFLC

5. (MEAAME) R DBOIM HAE FAIS SHHEH M IBS MYs T HES MELIC T
of mat 72 FIt, UOl0|E = MAHE LT SaveE MEFLICH

IP HAM|A Ko TE ALK

RIMIEX| IP ANIA Ro] TBOIA FEIZ AXE + UBLICH WorkSpaceoll 91242 518 5Hs O AR
&l 7212 ®7{5h e AL RE7H WorkSpaceoll A 942 SHRIEILICH

IP HMA Ko TES AMAISHET HA] IP HMA Ko{ TES CIHEE [0 244 stixsof & LICt.
IP MM A Xo{ TES ArA|5HE{H
1. https://console.aws.amazon.com/workspaces/0| A WorkSpaces &2 L|C}.

2. ErM Zof| M [Directories] & MEHEFLICY.
| ZF

3. IP M2 Kof 2ET HZE 2t CIHE{E|of Chal CIZEIRIS Meist &t A
EE MEfEfLICH IP HM|A Klo] 2B S &&stD, IP HAA Mo 252
Cts, Yoo|E 2 S=& ME{ELICH
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MZ Z20|HE C|Hto|A0| EHYYof 7T 6.0.0 0|4 0| Mx|E[0] U™ ALE A= SHE WorkSpacesO|
Y HA4E £ A&t A8K7H ME E2t0|HE CIHIO|AE A8 501 WorkSpaces0l| 2% ¢4 5t
= 32 WorkSpaces EIEE!E-IEIOH CtE 2IE(MFA)E ALE5t= 0| Z&LICH CIREEE[0| M MFAE Al
35t= Yol CHEt RtMIEH LIB 2 Ol S BEAME XM,

AWS Managed Microsoft AD - AWS Directory Service 2| LI 2| AWS Managed Microsoft AD
of Ct& IS A8

« AD {=IE] - AWS Directory Service 22| 2FLHA{2| AD Connector0i| CHEt CH S 215 &5t A OIS
21&(AD Connector)

A= MRl - AWS Directory Service # 2| @FHLiA{2] AWS Managed Microsoft ADO| C+&
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oo >
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- Simple AD - Simple ADO{|= Ct& Q152 A& =+ i&LCt.

2021 42 13U EE{ PColP 942 Zt2|Xt= 4.6.001 A 6.0.0 AtO|2| X2 Z2}0|HE C|HFO|A <
o1 ™1} &M AF2E 4= Qi&LICH XMZ ECH0|HE EHH0{7} BT 6.0.0 0|4 0| of = AL https://

www.teradici.com/desktop-accessO| A QAT E HMA 252 S5l =[4 HYYo{E &S = JU&LICH

/A Important

« Teradici PColP 2| # 2IE{m| 0| A(AWI) EE= Teradici PColP &2 2£(MC)0|
M NTP(Network Time Protocol)& & /435}3toF B LICI. NTP ZAE DNS O|§ 2=
pool.ntp.orgE Al NTP 3AE ZEE 12322 MMELICH NTP7| & M3 &
X| eto™ PColP M Z Z22t0|E AL X H| “The supplied certificate is invalid due to
tlmestamp (M3E 15 M7t EtAARME 2 Ql& R E5tK| S &LICH) @ 22 QIS AM Almf

ET O
T EAE & AU&LCH

+ PColP 0{|0|ME H{7% 20.10.458 E{ Amazon WorkSpaces= Windows Bl X|AEEZ|E S5l
USB ZIC|EME 7|EMo 2 HIZEGstELICE o] BIX|AER| MHES AFEXL7L PColP A2
Zeto|HE C|HIO|AE AF2 38104 WorkSpacesoll 91Z2E [ USB F4 C|HI0|A Q| SEHof
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://www.teradici.com/desktop-access
https://www.teradici.com/desktop-access
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2 ELIC RHAMIEt L& 2 usSB ZEIE{ & 7|Ef USB F484 C|HIO|A 7t PColP M ZE ZE20|
E F

PColP MZ Z2cI0|HE C|H}0|AE MHEst st o] CHEh AFMIEH LHE 2 Amazon
WorkSpaces AFHE MBEAM 2| PColP A2 ZEI0|¢EE HZESM L. £21E PColP MZ Z2I0|HE C|
HIO|A S E Teradici ¥ ALO|E Q] PColP Zero ClientsE & X35HMIL2.

Chromebookg& €&t Android A

7 2.4.132 Amazon WorkSpaces A &5 20| E o ZZ|7|0|M 2| 2T EEIALICH Google
O| Chrome o CHEt X[ EHAMo=E SESHTD U7| IHE ol WorkSpaces Chromebook Z2H0[|1E
O Z 2|70 Mof| CiEt 71 YO|O|E= gig KolH AL X|HEIX| b&LCt

Android OHZ 2|7|0|M Mx|E X|#43t= Chromebook®| 74 Android 22+0|P1E O Z 2|7 0|44 S CH
A A& St= X0l E&LICH WorkSpaces

2019 O|Fof| EA|E (E I ES Android 2 Mx|E = U E MHSGH0F AFEXF7F Amazon
T U&LICH RFMIEH LI 2 Android 42 K|

=
25HE Chrome OS A|AEIZ R XFHAAIL.

AE XFC| ChromebookO| Android 2 MX|E = UE S HZEASZ #2524 Chrome C|HFO|A 04| A

Android AHE & EFHAAIL.

Amazon WorkSpaces & HA|A &5t 3 7

CHE £ 9| WorkSpaces HHE 2 Amazon WorkSpaces g HMAE X|HELICH ¥ HEIR K HMAE
WorkSpaces X|§st= SE2 @ HMAE X[5H= Amazon WorkSpaces HE2 FAULULINE &
Z3t &AL, 2E0[IE HAM|A, Web Access 2 AFE AL EHF 0l A 'Web Access& X|#5t= Amazon

WorkSpaces HE2 FURIIIL7E FHESHAM L.

® Note

+ Windows 2! Ubuntu& WSPE A8 & WorkSpaces HMAE WSPE AL E + Q!
= B E XYM X|HE/LICE WorkSpaces Amazon WorkSpaces Linux& WSPE
GovCloud (O|= M%&) o HEBH AL & = U&LICE.
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https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-pcoip-zero-client.html
https://www.teradici.com/resource-center/product-service-finder/pcoip-zero-clients
https://blog.chromium.org/2020/01/moving-forward-from-chrome-apps.html
https://blog.chromium.org/2020/01/moving-forward-from-chrome-apps.html
https://www.chromium.org/chromium-os/chrome-os-systems-supporting-android-apps/
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-android-client.html
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-android-client.html
https://support.google.com/chromebook/answer/7021273
https://support.google.com/chromebook/answer/7021273
https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps
https://sites.google.com/a/chromium.org/dev/chromium-os/chrome-os-systems-supporting-android-apps
https://support.google.com/chrome/a/topic/9042368
https://support.google.com/chrome/a/topic/9042368
https://aws.amazon.com/workspaces/faqs/#Client_Access.2C_Web_Access.2C_and_User_Experience
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/A Important

20204 102 1UEE| 142 f 0|4 Amazon WorkSpaces Web Access 2E2I0|21EE ALS
504 Windows 7 7{A & WorkSpaces EE & Windows 7 AF2 AL X 2HO|MA AR (BYOL) o
A" = A&LICt WorkSpaces

1A AFE X AFEOf CHEE & HAM|A &d 3 WorkSpaces
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EE Sl MK HMAE = JUESF 518sted= 2 CIEE (ol Chall CHE BAIE ™t AA2.
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1. https://console.aws.amazon.com/workspaces/ 0| WorkSpaces 2&& LIC}.
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Amazon WorkSpaces Web AccessH= £ ZE0f CHSt QIHIRE 3! Ol RHIRE HMATF He L]
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N

2
« Active Directory2| DNS M UC|0|E & 00 WorkSpaces& MTF =g LICt,

Active Directory0i|A{ DNS A2 H|0|E5t7| ol WorkSpacesH A DNS MM E fO|0|Est= A
O| Z&LICHCHS MAte| 1B dE FHX).

WorkSpacesE A+ =324 Active Directory2| DNS MH IP &4 & 5tLIE UOIO|EFF CHS(2EHA|
TS a WorkSpace 2| Mxtof 2t WorkSpaces& MTE M L. WorkSpaces& MTEE 0= 3
CEtA|of MRlofl 2t DNS M YO[0|EE E|AESHMR. O] BHHE 2t &8 F Active Directory0l| A &
I DNS M Q| IP A& OI0|EH CHS WorkSpaces& A7 S 3HM L. 3EHAH| o Mxtof et &
@1 DNS M ACIo|EE EAESoF BHLICH 28 Afel| M Mol MHE CHZ DNS M IP FAE #
Hofl 5tLt Mol|o|Est= Aol E&LICH.

~—"

2 Atod
DNS Mt Mg ACI0[EY m Che Dt 22 24 A2l & &8st 2ol F&Lch

o THQ 2lAA HAZA0| 7|1 HMA 27HSEF HE S o5t 7| {5 AFE 0| M2 AlZFCHLE A=
E 8| &2l 7|Z+ol DNS M UH|0|EE +&5t= Zd0| E&LICH

« DNS MH M™H2 #HZ8517| M 1581 48 & 158 Sotoll= M WorkSpacesE AlZFSHXR] OFM| 2.

« DNS Mt AHE UOIO|EE M= DNS MH IP FAE & #Hof SILHA HESIMIR. & H IP T4
E UMI0|ESHZ| Mol A ¥ UC|0|E7F SHE K| & RI5HMI L. TS "E*im Al, 2EtA|, 3EANE

N
F H sAstod IP FAE B Ho stLEM AO|0|Est= 20| E&LICH

12t A: WorkSpaces0llA DNS M A 4H|0|E

Ctg HxtolMeE 3K & A7 DNS MH IP &4 gfo| CtS3t Z &Lt

.
(]

34Xl DNS IP £A:01dIP1, 01dIP2
« AT DNSIP FA: NewIP1, NewIP2

WorkSpaces0i| At Z|l= DNS A H|0|E 178
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O| %l 5 M2 £=3sl= AR 01dIP1IS 01dIP2E, NewIP1E NewIP2E HITMNI2.

Windows WorkSpaces2| DNS MHH{ 4% HI0|E

WorkSpaces7} 0424 7121 32 WorkSpaces2| Active Directory OU0| 1 & H& JHx|(GPO)E X
0f Ct & BIX|AEZ| YO|O|EE WorkSpacesOl| HfZ & == & LICH GPO 2rdof CHEh RkA[EF LY
I 22|5t7| WorkSpaces M2 2 XFIHIL2.

HRIAERZ| HET|IE AF25F7{LE Windows PowerShell2 AF2 35104 0|28t O|0|E
LICt & ™I 25 o] MpMof| MHE|o] U&LICH

dX[2EE| HETZIE ALE5t0{ DNS BIX|AEE| dHE YO|o|Est=E &Y

1. Windows WorkSpace0il A Windows Z4AH At X}
2| T&!7|(regedit.exe)E LIC}.

QYT registry editorE 22i5t0{ X |AE

2. “o| Mol C|HfO|AE HEE + ULSE sAEstAIZl&LIM?*El

SHEFLICH.

il

£ HAIXIZE LIEILEEE of & M

3. HIXIAECZ| HET|M|MCHE BIXIAEE §F22 O|SELICH

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\SkyLight

e

4. DomainJoinDns BIlX|AEE| 7|8 YQLICt. 01dIP18 NewIP1Z C|O|ESH CIS QI
LIC}.

o
o

5. HIx|AEE HETIE H&LIDH

=
6. WorkSpaceZE A&t 7{LE AH|A SkyLightWorkspaceConfigServiceE CHA| A|ZFgFL|CE

(® Note
MH|A SkyLightWorkspaceConfigServiceE CtA| A28t & HE {3 o{=HE{7t HE ALE

2 st ol zlch 12 0| 28 + A&LICH

7. 2EHAIZ TIZ3t0oq Active Directory2| DNS Mb{ A& & 2HI0|E3t04 01dIP1IE NewIP1Z HFE
LI|Ct.

1E-H|: WorkSpacesOll A DNS M A H|0|E 179
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PowerShell2 AI235t01 DNS HIX|AEZ| MHE UO|0|ESE WY

CtS A= PowerShell B- & A& 35toq Bi|X|AEE|E YO|O|EStD AH[A
SkyLightWorkspaceConfigServiceZ C}A| A|&FEFLICH

1. Windows WorkSpace0| A Windows Z2 & XIE €11 powershellE =3I LICt [Run as
Administrator] S MEiEFLICEH

2. “O| Mol C|Hto|AE HEE = ULE SAEstAIZI&LITM?El D 2= HAIX|7} LIEHLIR o § M
et |C}
- .

3. PowerShell 0| CIS HHEES AI&5104 X DNS M IP TAE AMEFLICH

=+ &

oS
M
i
1
Y
e
r
[ul

DomainJoinDns : 01dIP1,01dIP2

PSPath : Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE
\Amazon\SkyLight

PSParentPath : Microsoft.PowerShell.Core\Registry: :HKEY_LOCAL_MACHINE\SOFTWARE
\Amazon

PSChildName . SkyLight

PSDrive : HKLM

PSProvider : Microsoft.PowerShell.Core\Registry

4. PowerShell 20 CI2 HIS MBS0 01dIP1IE NewIP1E HHZASILICE RI2Z 2 01dIP2E 1
EHEE ﬂ-kﬂfi.

Set-ItemProperty -Path HKLM:\SOFTWARE\Amazon\SkyLight -Name DomainJoinDNS -Value
"NewIP1,01dIP2"

5. CI BHE AE35Iod MH|A SkyLightWorkspaceConfigServiceE CHA| A|ZFEFLIC}.

restart-service -Name SkylLightWorkspaceConfigService

@ Note
MH|A SkyLightWorkspaceConfigServiceE CHA| A|ZF8H £ HIER|T o{RE{ 7| B3 At
2 dtdsteE ol Zlch 120] Z& & JU&Lch
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6. 2EHAIZ ZIEH5104 Active Directory2| DNS M A& OI0|E 80 01dIP1IE NewIP1Z HFE
L|Ct.

Linux WorkSpaces2| DNS At A% AdC|o|E

Linux WorkSpaces7t 5 7l O|&f QICtH 74 #E| £FME ALS 5o DM E HiZE 6t HE5t= 0|
Z&LICt o & E01, AWS OpsWorks for Chef Automate, AWS OpsWorks for Puppet Enterprise &&=
Ansibleg MEE & U&LICH

Linux WorkSpaces0i| A DNS MH{ 432 O|0|Est= W

1. Linux WorkSpacesOi|A E{0]'d &2 L|CHOIZEE|F0|M > A|AE =T > MATE E{0|4).
X

2. CIS Linux BHE A&5l04 /etc/dhecp/dhclient.conf TS RIS LIC}H o] mje HHE
Sledd R E AFE X HEH0| Qlo{ofF EFLICH sudo -i BWHE ALE5t0od FE T} &| 7L}, of 2 H
sudoE Al83l0{ 2E HHES A™AHIL.

sudo vi /etc/dhcp/dhclient.conf

/etc/dhcp/dhclient.conf ZtU0|AM CHS prepend BHEE 2 & UELICH 01dIP1T}
01dIP2E DNS MHE{Q| IP FALICH

prepend domain-name-servers 0ldIP1, 0ldIP2; # skylight

0ldIP1& NewIP1ZE HtF 11 X|ZF2 01dIP2E ICHE ELICH
/etc/dhcp/dhclient.confol 44 Al S K& ELICH

WorkSpaceE ME &g LICt.

2EHAH| 2 ZI 50 Active Directory2| DNS M HH & UO|0|Est0] 01dIP1IE NewIP1E HHE
L|Ct.

o o bk~ W

2EHA|: Active Directoryoll AFE £[= DNS M 7 YO|0|E

O| EtA[o| M= Active Directory0oll At& El= DNS M MM S AUO|O|EFLICH 28 Ated| MMoi| M
Z! CHE DNS MH IP FAE & ol LM Ado|0|Este Aol E&LICH

Active Directory2| DNS MH &2 | 0|E5t24™ AWS Directory Service 22| HLHMO| CtE HdH
A—| =2 7:I-7< o|'k|| Q.

« AD Connector: AD Connector2| DNS £4 H|0|E

2EHA|: Active Directory0ll A8 El= DNS M 478 d|0|E 181


https://aws.amazon.com/opsworks/chefautomate/
https://aws.amazon.com/opsworks/puppetenterprise/
https://www.ansible.com/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_update_dns.html
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« AWS Managed Microsoft AD: 2 Z2{|0|A THQl2 28t DNS =748 MYzt 72

« Simple AD: DNS 74

DNS MH{ A& AO|o|Ed = 3EHE TIdstMlL.

3CHA: 4O|0|E =l DNS AMH|A HEH EHIAE

1EHA|QF 2EHA|E 2t 28 £ OIS MAHE AR50 YH|0|EEl DNS M| A& 0| of| 4 CHZ %S5t
EFoIgtLCt.

0|
rr
A

CHS MxFo M= 3R 2 AlTF DNS MH IP =4 Zto| ct2nt Zr&Luct.

« $4XH DNS IP &A:01dIP1, 01dIP2
« MTEDNSIP FA: NewIP1, NewIP2

(® Note
O| MiIE F B2 =&sl= BR 01dIP1E 01dIP2E, NewIP1E NewIP2Z HITMNIL.

Windows WorkSpaces2| (H|O|EE DNS M A HAE

1. 01dIP1DNS MHE ZZ & LIch.
Windows WorkSpace0i| 2 1918t L|C}.

Windows A|Zf H| 70 A] Windows A|ABIS MEHSH CHE WP ZFZEE MEFLICH

w0 b

il

ChS B A-ELICE 047|M AD_Name Active Directory2| Of
L[Ct.

(0d: corp.example.com)®!

nslookup AD_Name

nslookup WY C}S &2 wtEtetLICt (0] HXIE F HMZ £85ts ZR0lE 01dIP2 CH
A NewIP27F LIEFELICEH)

Server: Full_AD_Name
Address: NewIP1

3EHA: AC0|EE DNS MH|A MH EHIAE 182


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_tutorial_setup_trust_prepare_onprem.html#tutorial_setup_trust_onprem_forwarder
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_dns.html

ototE

WorkSpaces el dEAM
Name: AD_Name
Addresses: O0ILldIP2

NewIP1

E30| ofl &8t Ao 27U @77 Y dsts 32 1EAE gtsELIch
.N

ewIP10| DNS #2|E &t1 EtHo 2

2 5t04 & HHmi DNS MEHE 40| O]
= 2CHH|QF 3EHAH|E BHESFLCT.

Q
~
Q.
~
o
N)
i
>
(M
<
~
o
N
HTJ
J
@
r
_lTl_
rE i
rl F‘I

Linux WorkSpaces2| 4Ci|0|EE DNS M A EAE

1

2
3.
4

01dIP1 DNS MHHE ZSZ2 & L|ct.
Linux WorkSpace0ll 21218 L|Ct.
Linux WorkSpaces0i| M E{0|'d &S GLICHOHE 27| 0| M > A|IAR =5 > MATE E{0|E).

DHCP SE0fM gt E DNS M IP 4= WorkSpace2| 22 /etc/resolv.conf Ito] 7|
SELIct CH2 BHES MS0{ /etc/Tresolv.conf IHAO| LSS &QIgLC.

cat /etc/resolv.conf

Ct=1t 2ol Z2k|o{oF & LICH (Ol HALE F HMZE =™ dt= d<0l= 01dIP2 CHA
NewIP27} LIEFELICE.)

; This file is generated by Amazon WorkSpaces

; Modifying it can make your WorkSpace inaccessible until reboot
options timeout:2 attempts:5

; generated by /usr/sbin/dhclient-script

search region.compute.internal

nameserver NewIP1

nameserver 0ldIP2

nameserver WorkSpaceIP

(® Note

/etc/resolv.conf IUS S22 £=H5l= B WorkSpaceS CHA| A|EF5HH sHE
47 A& O| & AIE L.

i
o
sz
s

\l
:J_
Ll

U
d
-4
il
N}
nE
0=
_OII_I
rr
ox
Ho
N
N
i
T
I
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T
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>
=
=
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6. &K DNS MH IP 4= /etc/dhcp/dhclient.conf Ttol| HEELICH TtO| LIS =2l
Ste{™ S HAES A-ELICH

sudo cat /etc/dhcp/dhclient.conf

CtZ1t 20| £2k|o{oF & LICH (Ol HALE F HMZE =™ dt= d0l= 01dIP2 CHA
NewIP27} LIEFEELICE)

# This file is generated by Amazon WorkSpaces
# Modifying it can make your WorkSpace inaccessible until rebuild
prepend domain-name-servers NewIP1l, 0ldIP2; # skylight

7. AT HEEZ Y|ICE & EnE EXM7F i=X] FlEfLICH NewIP10| DNS #HEIE 1 EHHo =

8. A ¢imi DNS M7} MCHZ ZSst=x| & Qs £ 1EHA|E gh=3tod £ M| DNS MEHE ACof
E 10{= 01dIP2E NewIP22Z WA ELICH 7 CFS 2EHA|QF 3EHAHIE BHS§HLICH

WorkSpaces& LC|HEZ| A A

HE

=

—
St
=

OHZ 2|71 0| M(0dl: Amazon WorkDocs, Amazon WorkMail EE &=
3 WorkSpaces& C|HIEZ|E AAME &= J&LICH CIHEEIE
LICt,

- o|4 CF& WorkSpaces &&=
Amazon Chime)H| A A& K|
ALK StE{™H HA SE 2 stiAlst of

C
)

(® Note

Simple AD 2! AD Connector= WorkSpaces0ll F 22 XS E LIC 21 30 St Simple AD
EE= AD Connector C|ZEE 2|0 At &2l WorkSpaces7t 8ie @< O C|EH EIE Amazon
WorkSpacesO|A 2| AF&O| RIS 22 §5§ F|AEIH, AWS Directory Service 2= Z7101 [T+t
o C[HE{2[of CiEt 2= 0| FotE LCH

Simple AD EE= AD Connector C|HIE{Z|E AFA|E B WorkSpacesE CHA| At 5t Al [
AMEX| M CIHEEZIE d8E = A&LICH

CIEE2|7 ARE B

Simple AD 5= AWS Directory Service for Microsoft Active Directory C|ZIE{Z|7} At E|H 2 E C|2
E{2| CIO|E{et A-AFO| At K| E|o] |77t E7HsELICH CIREEI7E AXE Foil = CIRE2[o =

C|HE 2] &HA 184


https://aws.amazon.com/directoryservice/pricing/
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El Amazon EC2 2lA
AEAN 2018 £

gLt

BlAE WS g10| 2BELICH T2 CIEIE X2 BBS AS3HA 0[2{3 ¢
2 A0 22! AWS HHS S8l ol2{et QIAH A0 2 1918H0k

AD Connector C|HIE{ 2|7} AfK|E[o 2Z8|0|A CIHEEls 22 7X[ELICH CIEEE|ol| Z2IE

ZE Amazon EC2 QAHAT WS ¢i0| 2 EIH, Z3|0lA CIE{lol ZQIE HEf7t R RIEL
CF. 0435 CIZYEIE] A2 BBS AFS3H O[218H QIARIA| 21018 4 LTt

CI=iEI2IE AMshe W

1. C|EEE2|el 2 & WorkSpacesE AMMIELICH XEAIEH LE& 2 WorkSpace Al MME & EASHMIL.

2. CIHEEEd S5E ZE olZ2l7 0l A MHIAE ZFot MZHELICH XEAEH LIE2 AWS

Directory Service & 2| etHLHM S| CIEHE 2| ATX|E FH = 5HML.

https://console.aws.amazon.com/workspaces/H| A WorkSpaces 2&2 LICt.

Ef M % 0f| M [Directories] & ME{EFLIC}.
CIHE2|E MEHSt T [Actions], [Deregister] & AMEHEFL|CH.
&0l HA|X|7} LIEFL}H [Deregister] 2 MEEFLICY.

|ZHE{2|E ClA| MEHSL T [Actions], [Delete]S MENEFLICH

© N o o >
1

24|
2ol M|A|X|7F LIEFLIT Delete(AA)E ME4EHLICEH

® Note
ofZE2[7 ol &E S M7= ol 4 2L} Alzto| 22f A2 = J&LICH OHS 27 Ol
AIX|7} LIEILEH 2= ol E2|7H0|M & F 2 MAHRM=X| =QlEt ChE, CIHEE|E CHA| 4

Mst7| Toi 30-60=2 M Z|CHEILICH

An Error Has Occurred
Cannot delete the directory because it still has authorized applications.
Additional directory details can be viewed at the Directory Service console.

9. (MEHAE) CIHIEE|C 7t AHME 2RI E(VPC)UHIM 2E EIAAE AX|E & Y VPCE 4
X5t NAT HO|EQ0lof AL El Et2dX P FAE SHA|E & U&LICH REAIEH LI 2 Amazon
VPC Al MMl VPC AfA| Ll EF2d™ |p A 28 EXESHMLR.

10. (MEH AL AFE 2 ORI AFE AL XIH HE 2 O|0|X[E A AIStEd™ AFE R X[ WorkSpaces HE
C Al

—
= OlO|X| AP EHHE HZsHMAR.

C|HE 2] &HA 185


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_delete.html
https://console.aws.amazon.com/workspaces/
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-vpcs.html#VPC_Deleting
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#WorkWithEIPs
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AWS Managed Microsoft AD0{| Amazon WorkDocs & 433}

Amazon WorkSpaces®2} & 71 AWS Managed Microsoft ADE At23t= < Amazon WorkDocs 2&
EE = AWS Directory Service 2&2 &3dll C|2IE{2|0i| CH3 Amazon WorkDocsE & &3t = U&L
ct.

(® Note

Amazon WorkSpacesZE AI8& £ QlE 2 E AWS 2|01 A Amazon WorkDocsE A& 4
AE 2 obLct AFMIEH LI 2 Amazon WorkDocs 222 & E5HMIL.

1=

ol
rir

Amazon WorkDocs 2& 2 S35 WorkDocsE & A3}l

https://console.aws.amazon.com/zocalo/H| A Amazon WorkDocs 2&2 JLICt.

[Create a New WorkDocs Site] & AME4gFL|C}.

[Standard Setup]0lA{ [Launch]E MEHELICE

CIHE{ZIE =46t ALO|E O|F S Y/ dELCt

WorkDocs ALO|EE ZEIE MEXIE XIHELICH ZE|RH EE CIRHEEIHM HHE ALSXHE Al

g8 4 st

o M w0 Dd =

KEMIEH LH& 2 Amazon WorkDocs # 2| 2HLiA 2] AWS Managed Microsoft AD A|ZF5t7 & & Z5tHA
o

.

AWS Directory Service 2& 2 &35l WorkDocsE & +33}5t24H

https://console.aws.amazon.com/directoryservicev2/0| A AWS Directory Service 2& 2 3L|C}.
Ef M ZF0f| M [Directories] & ME{SELIC}.

[Directories] H O|X|0f| A C|RE2|E MEAEFLICH

CI3E 2| M5 ME ®Ho|X|o M Application management B MEHS!L|CH.

MM A URLO| CIEEEZ|0l| EFE[X| A2 B2 ofEEI7H0|M AMA URL MMof| M HEO| &
AIELICH CIHEE| EEE =5t D S MEdghL|Ct REMIEH L& 2 AWS Directory Service
ZHE| OHLHAM Ol HMA URL M45H7 |8 &IZSHAIL.

6. OHEZZ|70|M HMA URL MMM Enable(E 32 MEI5H0{ Amazon WorkDocso| CHEt
Single Sign-On= & 445t 8fL|Ct. RHAlIEH LI& 2 AWS Directory Service # 2| FLIA{ 2| Single
Sign-Ong & X5tM L.

o K~ w0 Dd =

AWS Managed Microsoft AD0Y| Amazon WorkDocs & 33} 186


https://aws.amazon.com/workdocs/pricing/
https://console.aws.amazon.com/zocalo/
https://docs.aws.amazon.com/workdocs/latest/adminguide/connect_directory_microsoft.html
https://console.aws.amazon.com/directoryservicev2/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_create_access_url.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_single_sign_on.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_single_sign_on.html
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WorkSpaces& Active Directory &2l =7 AH

WorkSpaces C|ZHE{Z| 22| 2F 42 CHE 2 Active Directory 22| =78 ZH2 CIHEE| &2l ZFE A
00}04 &ErLC SHX|PH AR CIEE 2| #2 212 WorkSpaces E2£ 0| =& EFLICH RFAISH LK
2 WorkSpaces C|HEEZ| 22| S XML,

57l O|4 o] WorkSpacesE E & 5= AWS Managed Microsoft AD 5= Simple ADE A& 3104 C|=|E
2§ ddst= F<2 Amazon EC2 2IABIA0]| #E|E Y &S5 ste 10| E&LICH WorkSpacesof
CIHEE| #El 78 MxIE & UXIP Amazon EC2 QIAEAE AME35tE 0| O Z st &F M
L|CF.

Active Directory 22| =7 & M 5te{H

1.  Amazon EC2 Windows QIAEAE A|ZSt 1D CHS M & SILIE AFE 50 WorkSpaces C|EIE
2lofl ed@ErLct.

 7|& Amazon EC2 Windows QIAEIA T} OFE] Q= AR, QIAEHAE AIZHE M CIREE &
HQlo QIARIAE X OIg 4= Ql&LIC RHAMIEH LH2 2 AWS Directory Service 22| 2HLHAM 2|
Windows EC2 QIAEIAE HESHH =012 FAFAML.

« 7|& Amazon EC2 Windows 2IAEA
2 ZoIg £ Q&LICH AHAMIEH LI 2 AWS Directory Serwce ._FEI OJLHA‘IQ_I Manually Add a
Windows InstanceE EHZE3HMIR.

2.  Amazon EC2 Windows 2IAEIA0 Active Directory 2| =7 & MX[EL
Directory Service 22| 2-LHAM 2| Active Directory # 2| =+ AHx|E & X3} ﬂﬂ.

(® Note
Active Directory Zt2| =7 & MX[& M= O & g2l MEisto] 28 A gte| Wy
7l(gpme.msc) =7 E M x[3HoF gfLICH.

7|ls X7t &2 &E|H Windows Start M|+ 2| Windows Administrative Tools0f| A Active Directory
TTHE MEE = &Lt

3. CiSx Zo|ClEEE 2elRiz =& Adgict

a. Windows Start H|++0{l A Windows Administrative ToolsE ¢iL|C}.

b. Shift 7|1& F& HE{0H =F HIZ2 7I7|E 0IRA RLEZ HESE 22|51 Runas
different userE& MEHEFL|CE.

SEEEEFERSE 187


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/install_ad_tools.html
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c. TElxtel 20l 2ot olE HEE =T LICE Simple ADS| B A& Xt 0|F0|
AdministratorO|1, AWS Managed Microsoft ADS| 32 & 2|A7F AdminILIC}.

O|X| 2|3t Active Directory =T & At&35t04 CIHE{Z| 22| 2IYE =&Y = A&LICE o E S0
Active Directory At X U HFE| ETE AE5t0{ AEXIE FItet7ALE, ALERHE KM HSHHLE, A
XHE CIREZ| HEIRE 45t AASA S E MEEE = JU&LICH OH% CIRE 2| M AFS R
E #elg = e HEo| U= AFEXEE Windows QIAEIA N 2QI5H0F Btit= M2 | 2olsHok &L
Ct.

AEXHE CIEEE| ZEIRE §EA|7]24H

(@ Note
0| MXI= AWS Managed AD7} Ot=l Simple ADE AF& 36104 BHE C|RIE{ 2|0l T M ElL|C}
AWS Managed ADZ BtE C|HE{2[2] Z< AWS Directory Service 22| 2tLHA{ S| Manage
Users and Groups in AWS Managed Microsoft ADE & X 35HA|2.

1. Active Directory A& Xt & HAFE =7 QLICt.
T Q! ot2He| [Users] ECHE O

[Action], [Properties]S A1EHEfL|C}.
username 58 T3t & X+0i| A Member of & MEHEHLCY.

CHS 380 A AHE F7tst 1 [OK]E MEfELICH

o M w0 b

+ Administrators

* Domain Admins

* Enterprise Admins

» Group Policy Creator Owners

* Schema Admins
MEXHE FIt+5H7HLE A|745tE{™
WorkSpaceE A|&tstE T2 MA S2H0{|2F Amazon WorkSpaces 20 |A ME2 AFSAHE MME

o o
£ 420, Amazon WorkSpaces Z&£2 Sl AFSALE AXE == H&LICH AR & BEIE
e CHREEo| AHSKt | 22 CIMEZ|IE Solf =& sHofF &Lct.

CIEEE 2l 2 188


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_manage_users_groups.html
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/A Important

A RHE M 7452 MX s AL Xtof| &2 El WorkSpacesE AFA|sHok & LICt REAIEH LK
22 WorkSpace 4 A MME & ZE M L.

AERHH O

Iju

g ZElste ol Ar8stes ZEMAE

>

& &2l CIEEE| R ek chELCH

AWS Managed Microsoft ADE At&35t= Z<$ AWS Directory Service 2 2| 2L A 2| Manage
Users and Groups in AWS Managed Microsoft ADE & Z35tM .
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« C:\ProgramData\Amazon\Amazon WorkSpaces ExtensionZ O|&S & L|LC}.

wse_core_dll1g
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 Wse.adml
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2S5t
S

<?xml version="1.0" encoding="utf-8"7>
<policyDefinitionResources xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance" revision="1.0"
schemaVersion="1.0" xmlns="http://www.microsoft.com/GroupPolicy/PolicyDefinitions">
<!-- 'displayName' and 'description' don't appear anywhere. All Windows native
GPO template files have them set like this. -->
<displayName>enter display name here</displayName>
<description>enter description here</description>

<resources>
<stringTable>
<string id="SUPPORTED_ProductOnly">N/A</string>
<string id="Amazon">Amazon</string>
<string id="Amazon_Help">Amazon Group Policies</string>
<string id="WorkspacesExtension">Workspaces Extension</string>
<string id="WorkspacesExtension_Help">Workspace Extension Group Policies</
string>
<!-- Extension Itself -->
<string id="ToggleExtension">Enable/disable Extension Virtual Channel</
string>

X
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<string id="ToggleExtension_Help">
Allows two-way Virtual Channel data communication for multiple purposes

By default, Extension is disabled.</string>

</stringTable>
</resources>
</policyDefinitionResources>

+ WSE.admx

<?xml version="1.0" encoding="utf-8"?>
<policyDefinitions xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance" revision="1.0" schemaVersion="1.0" xmlns="http://
www.microsoft.com/GroupPolicy/PolicyDefinitions">
<policyNamespaces>
<target prefix="WorkspacesExtension"
namespace="Microsoft.Policies.Amazon.WorkspacesExtension" />
</policyNamespaces>
<supersededAdm fileName="wse.adm" />
<resources minRequiredRevision="1.0" />
<supportedOn>
<definitions>
<definition name="SUPPORTED_ProductOnly"
displayName="$(string.SUPPORTED_ProductOnly)"/>
</definitions>
</supportedOn>
<categories>
<category name="Amazon" displayName="$(string.Amazon)"
explainText="$(string.Amazon_Help)" />
<category name="WorkspacesExtension"
displayName="$(string.WorkspacesExtension)"
explainText="$(string.WorkspacesExtension_Help)">
<parentCategory ref="Amazon" />
</category>
</categories>

<policies>
<policy name="ToggleExtension" class="Machine"
displayName="$(string.ToggleExtension)" explainText="$(string.ToggleExtension_Help)"
key="Software\Policies\Amazon\Extension" valueName="enable">
<parentCategory ref="WorkspacesExtension" />
<supportedOn ref="SUPPORTED_ProductOnly" />
<enabledValue>
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<decimal value="1" />
</enabledValue>
<disabledValue>

<decimal value="0" />
</disabledValue>

</policy>
</policies>
</policyDefinitions>
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[domain\username@workspace-id ~]$ sudo vi /etc/pcoip-agent/pcoip-agent.conf
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1. CIS oi|A[2t 20| visudoE A&E3510] sudoers TS WEIELICH
[example\username@workspace-id ~]1$ sudo visudo

2. CtE S Fotefuch

%example.com\\Linux_WorkSpaces_Admins ALL=(ALL) ALL
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1. &4E HE2ZE Jetc/security/access.conf& HEELICH

1L

[example\username@workspace-id ~]$ sudo vi /etc/security/access.conf
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
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https://www.cac.mil/Common-Access-Card
https://piv.idmanagement.gov/
https://www.cac.mil/Common-Access-Card
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-windows-client.html#windows_proxy_server
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx_proxy_server
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-web-access.html#web-access-proxy
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https://ubuntu.com/blog/new-active-directory-integration-features-in-ubuntu-22-04-faq
https://ubuntu.com/blog/new-active-directory-integration-features-in-ubuntu-22-04-faq
https://ubuntu.com/landscape
https://www.ansible.com/
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MEE|X| g2 = U&LICH WorkSpace
CtE MMM E §Y 7|52 €835 = HIgdstst= wedol chs dEELIct
Ubuntul| &2 E 2|C|3M &8st EE= HIE %t WorkSpaces
718MoZ SR|EE 2C|HME R|ELICH WorkSpaces E 8 B2 WSP 7+ I g A& 35}0d
Ubuntul| 22EE Z|C|AME &3l EE = H|E 3624 WorkSpaces
1. CIS BHS ALE5t0od S4E HEte =2 HEZ|HM wsp. conf T+ S 4LICtH

[domain\username@workspace-id ~1$ sudo vi /etc/wsp/wsp.conf

2. [policies] 38§ BF &0 Ct& &2 F7t&uCh

clipboard =

disabled - 222 = 2|2 Mo| o2 HIE AsELI
paste-only - 22/ C 2IC[24440] FAISEI 27 ZEHOIE ClHHO|A0IM ZHAE S ALstod
#7 s AE HATEO 2oigs SHY SIS HLI
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paste-only - 22/2E Z|C|=MHo| &M
Z3}10|91E C|HFO| A0 2odd= SEHDF 5

SAtstod 24

Ubuntul| 2C|2 = Z|C|HM & M35t E= H|E 43t WorkSpaces
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Ubuntul| 2C|2 &= Z|C[2ME &3l EE= H|E A35H5HEd™ WorkSpaces

1. CI3 BHES AM85to{ 4l HEte 2 WE 7|0l wsp. conf THUES JLICH.

[domain\username@workspace-id ~1$ sudo vi /etc/wsp/wsp.conf

2. [policies] O& EF &0tz &S FIteLc.
audio-in = X

047|0d| A xoil Chelf 7k 8t 2t 2 Cheat Z &Lt
enabled - 2C|2 &3 E|C[=M0| & HEHELICHTIEZ)).

disabled - 2C|2 /2] 2|C|&MOo| H|e MHSHELICEH

7|51x4c>§g H| |
04 0| 7|s2 HIFHE5tM 2.
Ubuntul| HIC|2 @124 Z|C|2M e & AM3l == H|E 445} 6t 24 WorkSpaces
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1. CI3 BES A835to{ 84 HEte 2 WE7|0l M wsp. conf THES LCH.

[domain\username@workspace-id ~]$ sudo vi /etc/wsp/wsp.conf

2. [policies] 28§ BF &0 Ct= &2 F7HELCH
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enabled - H|C|2 213 2|C|2Mo| & dstELICHZIZ ).

disabled - H|C|2 /23 2|C|&|MOo| H|e MHSHELICEH
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1. CIE BHES M85to{ 4 HEte =2 WE 7|0 wsp. conf LS JLICH.

[domain\username@workspace-id ~]1$ sudo vi /etc/wsp/wsp.conf
2. [policies] O& EF&0|Ctg &2 FIIgLICt

timezone-redirection = X

0170l A xoll CHalf 7+s & 22 ChExt Z&Lict

enabled - A|ZtCH 2|C[EMHo| & d3HELICHZIE2)).
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1. CIS BHS M85to{ &4 HEte =2 WE 7|0 wsp. conf THUES JLICH.

[domain\username@workspace-id ~1$ sudo vi /etc/wsp/wsp.conf

2. [policies] & Z&F &0 Ctg &2 FIHgLCt
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A
>

WSPO|M 2t &= Al MM 12 aliA| 283t EE= HIZ st

™ £ =2 0i| M WorkSpaces MM @122 SHiA|
o™ M3 E CIE Rl et AAEXE7L

Ct. WorkSpaces

stHO| ZAX|E W AFRXI7F MMHE B 3t
A3} 8H A A|2. WorkSpaces 2202
CC

& to
£ AOE 7IEE AFEstod AHAlE 2

EroZ 3t &2 Al MM 2472 SHAMIE WorkSpaces K| H5HK| et &LICH ERst AL WSP 74
Q 7

[
_QE
[o)
Hu
e
HH
d
=
x
=
w0
'D
ﬁ
(@)
3
_h
5_
mlﬁ
9
rC
[ul

284



otOHE WorkSpaces

0170l A xoll Cslf 7ts 8 22 Chext Z&Licth

enabled - 3t &3 Al @14 SHA|7t & SstELICH.
disabled - 3™ &2 Al 94 A7} HIE-ESHELICHZ[22)).

|.

EE 22| XHof| 7| SSH M| A T8 204 WorkSpaces

T —

7|2%2 = Domain Admins & 2| & El AR ! A B SSHE AFE 35104 WorkSpaces Ubuntu
o o2 4= U&LICH CHE AL RIS A" 0| SSHE WorkSpaces AF&35H0{ RE T HAZ2E = Q)
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7| 3t24™ Active Directory0il A Ubuntu 2 Z|XHE fI8t & #Elat 1&E tte= [o| E&LCH
WorkSpaces

e

Linux_WorkSpaces_Admins Active Directory 15 2| 71 4320f CH5H sudo HMAE & M3l6tE &
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=

1. CtZ odlx|et 20| visudoE ALE35t0] sudoers Tt S RIS LICH
[username@workspace-id ~]1$ sudo visudo

2. CiS S FItefLch

%Linux_WorkSpaces_Admins ALL=(ALL) ALL

ME et 2ES ddE o of EFAlo] et 2 & FE o Oigt =20l €Y

Linux_WorkSpaces_Admins Active Directory 1 & 2| T+4d#of CHall 2012 & dstst= EY
1. S4E HESZ Jetc/security/access.confE& HWEIELICY.
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+:(Linux_WorkSpaces_Admins):ALL

Ubuntu& WorkSpaces At 35t SSH 142 <8t AF8 At 0|2 XY
LRIt gicH 7|2Mo R &5 Q52 H|EMetELCH SSHE 03H o
authorized_keys WorkSpace UbuntudiX SSH 37l 7|& F7}3t7
Ct. /etc/ssh/sshd_config PasswordAuthentication yes SSH ¢4
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Z3sted™ $HOME/ . ssh/
Lt MASI= S TEISH0F &L

S
gdstets Lol et xt

Ubuntul| 7|2 & R o5t M Al2. WorkSpaces

Ubuntul| 7|E A& R 2|52 AL X WorkSpaces It & HE5H= Zd0| E4LICH ~/.bashrc

I}
0& E0{Bash ¥ 4l Z shell2 AtE35t2{™ CtS £2 /home/username/.bashrco| F7+&L
Ct.

export SHELL=$(which zsh)
n "$SSH_TTY" ] && exec $SHELL
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https://docs.aws.amazon.com/workspaces/latest/adminguide/connect-to-linux-workspaces-with-ssh.html
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https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.microsoft.com/windows/security/threat-protection/microsoft-defender-atp/configure-proxy-internet
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-windows-client.html#windows_proxy_server
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-osx-client.html#osx_proxy_server
https://docs.aws.amazon.com/workspaces/latest/userguide/amazon-workspaces-web-access.html#web-access-proxy
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3. modlfy workspace-properties BHEE AFE3504 Protocols £4& PCOIPOIM WSPE E
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aws workspaces modify-workspace-properties
--workspace-id <value>
--workspace-properties "Protocols=[WSP]"
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« X|{El= HTML EiT: a,
b, blockquote, br,
cite, code, dd, dl,
dt, div, em, i, 1i,
ol, p, pre, q, small,
span, strike, strong,
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CIH22 A8 4 e MEZ 3= ALIEIQILICH ImportClientBranding

/A Warning
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aws workspaces import-client-branding \
--cli-input-json file://~/Downloads/import-input.json \
--region us-west-2
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"ResourceId": "<directory-id>",
"DeviceTypeOsx": {
"Logo":
"iVBORWOKGgoAAAANSUhEUgAAAATAAAACCAYAAABYtgOKkAAAACOLEQVR42mNgQACAABIAAeRVjecAAAAASUVORK5CYII="
"ForgotPasswordLink": "https://amazon.com/",
"SupportLink": "https://amazon.com/",
"LoginMessage": {
"en_US": "Hello!!"

}
}
}
CIS MEZ Java ZE AL|ZHE 27 0|0|X|2 baseb4Z QA TIEl 2XIUZ Bd&H8HL|C}.

// Read image as BufferImage
BufferedImage bi = ImageIO.read(new File("~/Downloads/logo.png"));

// convert BufferedImage to byte[]

ByteArrayOutputStream baos = new ByteArrayOutputStream();
ImageIO.write(bi, "png", baos);

byte[] bytes = baos.toByteArray();

//convert byte[] to base64 format and print it
String bytesBaseb64 = Baseb64.encodeBase64String(bytes);
System.out.println(bytesBase64);

CHS ME Python 2= AL|S2 21 O|0|X[& base64Z QAT E EXILZ HEFLICH

# Read logo into baseb4-encoded string

with open("~/Downloads/logo.png", "rb") as image_file:
f = image_file.read()
base64_string = base64.b64encode(f)
print(base64_string)

Java

/A Warning
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// Create WS Client
WorkSpacesClient client = WorkSpacesClient.builder().build();

// Read image as BufferImage
BufferedImage bi = ImagelO.read(new File("~/Downloads/logo.png"));

// convert BufferedImage to byte[]

ByteArrayOutputStream baos = new ByteArrayOutputStream();
ImageIO.write(bi, "png", baos);

byte[] bytes = baos.toByteArray();

// Create import attributes for the plateform
DefaultImportClientBrandingAttributes attributes =
DefaultImportClientBrandingAttributes.builder()
.logo(SdkBytes.fromByteArray(bytes))
.forgotPasswordLink("https://aws.amazon.com/")
.supportLink("https://aws.amazon.com/")
.build();

// Create import request
ImportClientBrandingRequest request =
ImportClientBrandingRequest.builder()
.resourceld("<directory-id>")
.deviceTypeOsx(attributes)
.build();

// Call ImportClientBranding API
ImportClientBrandingResponse response = client.importClientBranding(request);

Python
/A Warning
AMER X8 EHEE 7ML sliid E3HE LHol|lM ALS A X[ OB Z X[EE £8& Hod
g LICH B X|HeHR| E2 £dE 7IE MER X|H BERlE £ 2o = FHolL|oh FHojM
Xl efegis BE £42| |o|EE Z & slof gfLiCt

import boto3

# Read logo into bytearray
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with open("~/Downloads/logo.png", "rb") as image_file:
f = image_file.read()
bytes = bytearray(f)

# Create WorkSpaces client
client = boto3.client('workspaces')

# Call import API
response = client.import_client_branding(
Resourceld="'<directory-id>",
DeviceTypeOsx={
'Logo': bytes,
'SupportLink': 'https://aws.amazon.com/',
'ForgotPasswordLink': 'https://aws.amazon.com/',
'LoginMessage': {
'en_US': 'Hello!!'

PowerShell

#Requires -Modules @{ ModuleName="AWS.Tools.WorkSpaces"; ModuleVersion="4.1.56"}

# Specify Image Path
$imagePath = "~/Downloads/logo.png"

# Create Byte Array from image file
$imageByte = ([System.IO.File]::ReadAllBytes($imagePath))

# Call import API

Import-WKSClientBranding -ResourceIld <directory-id> °
-DeviceTypelLinux_LoginMessage @{en_US="Hello!!"} °
-DeviceTypelLinux_Logo $imageByte °
-DeviceTypelLinux_ForgotPasswordLink "https://aws.amazon.com/"
-DeviceTypelLinux_SupportLink "https://aws.amazon.com/"

2392l "o|x[& O|2| E2{™ o E 2|7 0] &=

rr
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(® Note
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DescribeCustomBranding 2 AIE3MIR. CS2 AIE5H7| @8t ME AR EQILCE
DescribeClientBranding. AtA|EH L2 DescribeClientBranding APl 2 2 E & EHAAIL.

aws workspaces describe-client-branding \
--resource-id <directory-id> \
--region us-west-2

ZSclo|ME 231 AF2 X} X|HE AMA|SlEd™ DeleteCustomBranding 242 AFESHMIR. CIS 2
2g 98t ME A3 7 EQILIC} DeleteClientBranding. AHM|EH LI 2 DeleteClientBranding API &f

aws workspaces delete-client-branding \
--resource-id <directory-id> \

--platforms DeviceTypeAndroid DeviceTypelos \
--region us-west-2
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https://docs.microsoft.com/windows-server/administration/windows-server-update-services/deploy/4-configure-group-policy-settings-for-automatic-updates
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https://console.aws.amazon.com/workspaces/
https://docs.aws.amazon.com/cli/latest/reference/workspaces/modify-workspace-state.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/programming-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/rotate-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/find-symm-asymm.html
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys-console.html#viewing-console-details
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https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys-console.html#viewing-console-details
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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CHZ oll= Amazon EBS7| AI8 35t 238 ZARIAE 0| JSON EA|E E0o{&EL|LC}.

"aws:workspaces:sid-directoryid":
"[S5-1-5-21-277731876-1789304096-451871588-1107]e@[d-1234abcdo1]",
"aws:ebs:id": "vol-1234abcd"
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https://docs.aws.amazon.com/workspaces/latest/devguide/API_TerminateWorkspaces.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
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WorkSpaces & E2|Xt= WorkSpacesE AIEE ¢ U= Hets ZFLICt olz{st Hetoll CHat REA|Et
LH& 2 WorkSpaces2| Identity and Access Management Al/ME & X 5HM2.

18: 7| AL XFod| WorkSpaces & 2|AF 7}

WorkSpaces & Z|Xtof|H E et HetE M337| /5 AWS Management Console EE= AWS KMS

APIE A8 = l&LICH

0

WorkSpaces #E2|AHE KMS 7|9 7| AF X2 F7H5tE WH(E L)

1. AWS Management Consolet| 222135} 11 https://console.aws.amazon.com/kmsO| A AWS Key
Management Service(AWS KMS) & & Lich.

FHI

AWS E2|tg HZEstt{H H0[X|2| 2EFZ &TH ZME[o] U= 2™ ME7[E AASELICH

2

3. ErAM XoM o7 2™ F|(Customer managed keys)E AMEHEHLICY.

4. MEsE 1M HEBKMS 7|2 7| ID E£= HES MEELICH

5. 7| HHM(Key policy) B1& MEATILICL. 7| ALZRIOIAM FT7HAdD)E MEAELICE

6. 1AM AFE Xl L 248t S Z0i A WorkSpaces Z|At0l| ST 5t AFSRIQF gt s MEHSH & FIIE

MEfE L

WorkSpaces #E2|XIE KMS 7(2| 7| AAEXLE F7t5t= i (API)
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https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetKeyPolicy.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-users
https://docs.aws.amazon.com/kms/latest/APIReference/API_PutKeyPolicy.html
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Stoll AH8E D7 ZEIE KMS 7|18 MEiE 72, &5 5HE WorkSpacesE AlZHstE A& Q| 1AM
X2 CH IS Amazon WorkSpaces7t SiE KMS 7| AF8E £ QT & $83%tE IAM HAg MY

FL|CH =8t SHE AFE X0l HI= Amazon WorkSpaces A2 Heto| 2 & LIC IAM AFE R} &4 =Y
A 2l HEof CHEE REAIBH LI 2 IAM A2 DA Q| IAM EAH 2H2| & WorkSpaces 2] Identity and
Access Management M2 ZH XML,
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stoll= KMS 7|0l CHEt AM|eh&l KA A
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WorkSpaces

&s ZQFLICH CIS2 A 7tsEt ME 71 Y
MelL|Ct o] HA2 AWS KMS KMS 7|1 #ElE = /= 2o FX|Q o] 7|8 r-g-z* F= e Bot F
ME FEFLICH o] ME 7| HMS AFE5H7| Tof|l oAl HIH IDQL IAM AFE AL O 2 AHI™Eo| A 2k
O Z H}ELIC}.
N EHm 22 7|82 AWS KMS 7| H&3 0t Ax|§LICH Ol= KMS Z|oi| CHEt Ak I E Mojg = JULE
IAM HAZ ASE = Ue AY Het2 RofgfLct F 8 L M Hif 22 22 7|E 22| 2 ALS
g £ Qle= AWS E o FA|E HolgtL|ct U Hmi 22 AWS KMSQF S&HEl AWS MH|A M X|HE
Hot FH|E a5t 7|E A8 = UEF SiELICE 0| 22 AF&3501 AWS MH[A0M HEHE A
Mgl gelg = A&Lct Ol 22 KMS Z[of Cist HEt £0{E HHe| ALEAHE CHAISH AWS MH|A
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(® Note
WorkSpaces & 2|XI7F AWS Management Console2 Al235t0{ 25 StEl 282
2 WorkSpacesE Md5t= 0= #eElRtofA E& 2 7|8 1Hge = = HE
("kms:ListAliases" & "kms:ListKeys" ™&ho| EELICH WorkSpaces Z 2|t
7} 24 0| ot'zl Amazon WorkSpaces APIZH AF25tE 732, "kms:ListAliases" &
"kms:ListKeys" THEt2 Mg = U&LCH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::123456789012:root"},
"Action": "kms:*",
"Resource": "*"
},
{

"Effect": "Allow",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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"Principal": {"AWS": "arn:aws:iam

"Action": [
"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms :Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*"

]I

"Resource": "*"

"Effect": "Allow",

::123456789012:usexr/Alice"},

"Principal"”: {"AWS": "arn:aws:iam::123456789012:user/Alice"},

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt",

"kms:GenerateDataKey*",

"kms:DescribeKey"

]I

"Resource": "*"

"Effect": "Allow",

"Principal”: {"AWS":

"Action": [
"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

]I

"Resource": "*",

"arn:aws:iam: :123456789012:usexr/Alice"},

"Condition": {"Bool":

{"kms:GrantIsForAWSResource": "true"}}
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WorkSpaceE 2 £ 35t 5 AFEAt E= Ao C
&t 2 WorkSpacesOl| CHEF M[A HEHS Z &5l

2 RofstEiT OhS ME HHE
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
||ds:*||’

"ds:DescribeDirectories",

"workspaces:
"workspaces:
"workspaces:
"workspaces:
"workspaces:
"workspaces:
"workspaces:
"workspaces:

1,

"Resource": "*"

CHE 1AM HA2 AL X7 AWS KMSE AE5t7| fla EELICt O]
HMA HetS ALE RO A F o4 LIt

C{E0{ KMS Z|of CHst e17| M

"Version": "2012-10-17",
"Statement": [

Al
4

DescribeWorkspaceBundles",
CreateWorkspaces",
DescribeWorkspaceBundles",
DescribeWorkspaceDirectories"”,
DescribeWorkspaces",
RebootWorkspaces",
RebuildWorkspaces"

KMS Z|of| CHEr AHE T

| WorkSpaces T &t

g £04 dd 7tst

{
"Effect": "Allow",
"Action": [
"kms:CreateGrant",
"kms :Describe*",
"kms:List*"
1,
"Resource": "*"
}
]
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}
HHMo| KMS 7|18 X|H35t2{H Ch2 0 RALEH IAM HMES ALE3HMI2. o Alof A KMS 7| ARNE R
8t ARN2 2 HiEL|C},
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:CreateGrant",
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
.
{
"Effect": "Allow",
"Action": [
"kms:ListAliases",
"kms:ListKeys"
1,
"Resource": "*"
}
]
}
WorkSpace & = 5}
WorkSpacesE & % s}5t2{
1. https://console.aws.amazon.com/workspaces/0ll A WorkSpaces 2& & iLIC}.
2. [Launch WorkSpaces]& MEISI T XF M HHE 2t =& LICt.
3. [WorkSpaces Configuration] Et7|0i| M CIS & $&EHLICH.
a. o535E 288 MEISLICE [Root Volume], [User Volume] £ & 28 25
b. &Z3 7|0{A Amazon WorkSpacesOi| A 438t AWS Z 2= KMS 7| EE= ZI M5t
KMS 7| & 5tLtE AWS KMS 7|& B8 LIt MEHSHE KMS 7| CHE 0]o{ok & L|Ch

Amazon WorkSpaces= HICHE KMS 7|& X|§45HX]

c. LCI2 B7|(Next Step)E ME4EHLICEH

HSt
==

4. [Launch WorkSpaces]E ME{&FL|C}

Sr&Lict.
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HKEY_LOCAL_MACHINE\ &~ Z Egjo{\ ofOtE\ .ps1\ WorkSpacesConfig enable-inplace-
upgrade NoReboot

w
o ro

IZ00/& ¥ae0l= Z2MA(KEAME LIS A MMEEZx) F0| ALEXF Z2E 0| #IX|
L= C

aed ALY
P EEto|2 & Ad™st ohs1 20 EHXIAEEI 71& dEgLct

- ol ¥ ASA Z2EE C =EtolE0l /IR|IAZIEdiE ¢ dHE:
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D:\Users\%USERNAME%\Downloads

D:\Users\%USERNAME%\Desktop

D:\Users\%USERNAME%\Favorites

D:\Users\%USERNAME%\Music
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D:\Users\%USERNAME%\AppData\Roaming\Microsoft\Windows\SendTo
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® Tip
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= 22 Yan|o|EE £H|5H7| 25 D EEIO|EN UsE RE AR ZE %% CEZlolE=Z
WorkSpaces O|S&7| IIEILICH Ha0|=7t 2= =T HFE 747(7F RS EFLICEH

ATJ B EE AI835t0{ WorkSpace BIX|AEE|E YH|0|ESIMILR.
PowerShell
Ct= ME PowerShell AT EIEE ALE5H0 BX[AEE|E UC|O|ESH0] A LOB0|EE

WorkSpaces goste = Uauct 2 MEEEA X ¢adol= =3, ZF WorkSpace A3 ZE0f
M EIXIAEE|E YO[O|EstE{H O| AT EIEE MEFHAAIL

# AWS WorkSpaces 1.28.20

# Enable In-Place Update Sample Scripts

# These registry keys and values will enable scripts to run on the next reboot of the
WorkSpace.

$scriptlist = ("update-pvdrivers.psl","enable-inplace-upgrade.psi")
$wsConfigRegistryRoot="HKLM:\Software\Amazon\WorkSpacesConfig"
$Enabled =

$script:ErrorActionPreference = "Stop"

foreach ($scriptName in $scriptlist)

{
$scriptRegKey = "$wsConfigRegistryRoot\$scriptName"

try
{
if (-not(Test-Path $scriptRegKey))
{
Write-Host "Registry key not found. Creating registry key '$scriptRegKey'
with 'Update' enabled."
New-Item -Path $wsConfigRegistryRoot -Name $scriptName | Out-Null
New-ItemProperty -Path $scriptRegKey -Name Enabled -PropertyType DWord -
Value $Enabled | Out-Null
Write-Host "Value created. '$scriptRegKey' Enabled='$((Get-ItemProperty -
Path $scriptRegKey).Enabled)'"
}

else

AT BEE AH&3104 WorkSpace Bl XIAEE|E UC|0|E5HM L. PowerShell 349
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{
Write-Host "Registry key is already present with value '$scriptRegKey'
Enabled='$((Get-ItemProperty -Path $scriptRegKey).Enabled)"'"
if((Get-ItemProperty -Path $scriptRegKey).Enabled -ne $Enabled)
{
Set-ItemProperty -Path $scriptRegKey -Name Enabled -Value $Enabled
Write-Host "Value updated. '$scriptRegKey' Enabled='$((Get-ItemProperty
-Path $scriptRegKey).Enabled)"'"

}

}

catch

{

write-host "Stopping script, the following error was encountered:" ‘r'n$_ -
ForegroundColor Red
break
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$workSpaceUserName = $env:username
$allAppxPackages = Get-AppxPackage -AllUsers

$packages = $allAppxPackages | Where-Object { °
(($_.PackageUserInformation -like "*S-1-5-18*" -

and !($_.PackageUserInformation -like "*$workSpaceUserName*")) -and °
($_.PackageUserInformation -like "*Staged*" -or
$_.PackageUserInformation -like "*Installed*")) -or
((!'($_.PackageUserInformation -like "*S-1-5-18*") -
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$_.PackageUserInformation -like "*Staged*")

}

DS @l245t0 AH|O|ZE AppX IHF|X|E 2F M|7{5t T Enter 7|12 FSLICH.

o o =

1jo

4. C}

$packages | Remove-AppxPackage -ErrorAction SilentlyContinue

5. O|O|X| HAtZ|E ChA| A>ErLICt o] B|lAE7t 04%45| Aulist™ Chs BHE U=2{5t04 AppX i
7|X1& 25 X7Hst 1, 2t BB ChE0l= Enter 71§ F&LICH

Get-AppxProvisionedPackage -Online | Remove-AppxProvisionedPackage -Online -
ErrorAction SilentlyContinue

Get-AppxPackage -AllUsers | Remove-AppxPackage -ErrorAction SilentlyContinue

Windows 7t 0|7 M 180l =&|X| 2L RF0{0F Bf LICH.

%12 Windows 100{|A I Z| &l B4 2] Windows 1022 1184|0|=(Windows 7|5/ g
O|E)E &8t Windows A|AE|0|MHE o|O|X| MAd0| X[ E|K| of&LCH.

o

P AR

[e]l]

O|0|X|& PHE24H Windows 7|S/H™ 4 8I0|=EE 7XIX| WorkSpace &£ 2 HTE AFE

Windows = 7|8} !4~ 00| ofL|o{oF &rL|C}.

ol

—

A

ok

T A&LICH o|0|X| dd Z= A

fjo

ks

Dm

Ol

=73t 7|5 AME35tH Windows L7Eo| M
A0ME =713 5471 00]|2|2| Ztolo{of &FL|Ct.

2EHA|: olOIx| HAFZ| A& 380



otOHE WorkSpaces el dEAM

Windows 7|3 &I+£& = Qlste{H™

1. Windows A|%f H|70iA Windows A[ABIS MEHSH OIS BE ZFZEE MEFLICH

E %o Cl2 ¥ 2248t C} 2 Enter 7|2 2 LILC}.

N
g
]
K
I
||=|

3l H+E 0 0/2|9| Zte =2 A4 524™ Microsoft Windows A M 2| Windows A x| Sysprep(&
A

o|O|X| AAL7|0l M AMeHst B E E|IAE S WorkSpace S1HH K| 04715 0| A O|O|X|E A& 4
= 42 O35 =M E &lst A A|2. WorkSpace

F

ok

o4

X &elstMle. =Ml Aol

rr

« THQ HAE OE LHO| AFEKIof| Al O] WorkSpace &S x| of 9 =
Ql=x| &Qlsle{™ Cl 2 PowerShell B2 AlstishL|C}.

Get-WmiObject -Class Win32_Service | Where-Object { $_.StartName -like "*
$env:USERDOMAIN*" }
« Windows WorkSpaces 78t l{: O|O|X|& BtE= S¢t AIXt T2 LE SAtstE S =Xl|7F 2
St d2 OhE EXM7F U=X| 2 elstM L.
. Z2EZ27H UM 0|0/X| 44 QR YN £ USLICH ALK Z2L ) 2E B0l ZE
7t 261X+ O|2HRIX| = IgbL|Ct
Z=2E ECjof A Het2 AlAE 2 2E o E2(7 0| mi7|X|of F045

sifoF &FLict,
ZEol ool Z= Mo olal & 74 UAHLE OlOIX| &E Al ME SR B2 Z2EH SA
o

A F0i| EC2Config MH|A E= EC2Launch &
A& A& E.*I—lEP O|O|X|& BHE7| o &0
U (=& 74 EB2l) 2 O|0[X|E 0|S3HAAI.

=

TEElof UEX| FHAFLICH OS2

- LR OF HHM ZX|(GPO)E Windows QIAEA
g [ RDP 215 A XI+01I CHSE M A
Fe| T GPO7E MEE|X| &2 A OU

x|
« Windows 73 ZE2|(WinRM) MH|ATF KIS 22 A|RHE|E
[t L|C}.

1. Windows &AM & X0l services.mscE 2350 Windows Services ManagerE 3L|Ct.
2. [Name] &0l A [Windows Remote Management (WS-Management)]& & & LICH

3. [Windows Remote Management (WS-Management)] & ME4EF CtZ [Action], [Properties] & 41&4
gl
=

2EH7|: o|O| x| AAZ| AIH 381


https://docs.microsoft.com/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation
https://docs.microsoft.com/windows-hardware/manufacture/desktop/sysprep--generalize--a-windows-installation

otOHE WorkSpaces el dEAM

4. [General] B0 M [Startup type]ol CH3H [Automatic]S MEHEFLICE.

5. _§|I-O|2 A H%I-L_||:|.

3EHA: AHERL x| O|0[X| & AMER X|H HE 4
olOlx|& HE# # FAH WorkSpace 0|0|X|2 HAH HE Mg ey & laLich
A8 x| olOlx| L A8 XIH HES MidstRiH

1. of 04T5| ¢1AE|0] Y= B WorkSpaces 2+0|HE ofZ 2|7 0|0l AmazonS
WorkSpaces B3} 11 DisconnectE MEHSH0{ @1Z4E B2 A A|2. WorkSpace

2. https://console.aws.amazon.com/workspaces/ M| A WorkSpaces 2& & iLIC}.

3. EM Ho| M WorkSpacesE MEEFLICY,

4. B WorkSpace MEi5t04 M2 HE HO|X|E ¥ O|0|X| 2 MEHFL
SX|EQ B HX] A= (BFM, AI=F MEH WorkSpaces) 3HoF 2fd, 00| X
L|Ct.

® Note

23 Ao 2 0|0|X|E BHE2{™ CreateWorkspacelmage API 242 Al
S35HAAIL. REMIEH LI 2 Amazon WorkSpaces API BIITHEHAE 2t X 5HAIAIR
CreateWorkspacelmage.

5. H&37] WorkSpace T1oll RHEE! (RHA|Z!) Stete HIAIX|7F EAIELICH MEEISHH Amazon
WorkSpaces &2 Z EQ0{7} Z|&l HM S 2 WorkSpace 4| 0| EELICH.

HAIXIS B 1 2] EHAHIZ WorkSpace 2t RHEEISHA A2, RHEE! a WorkSpace &t 2|4 Of
HRto| Step 4& BHFstE oltol= R{FEE HIAIX|7F LIEtLIH Ch2 2 ME{gfLICH O|O[XIE BHE
£ o HEf7} [AIE 7t5] ol = dEl= [84Z] OlofoF & LICE. WorkSpace

6. O|O|X|& A5t ol =20| El= ol0|x| Ol MHES =51 Create Image(0|0|X| 4 E
MEHSHL|C} O|0|X|E BtEE Sotolls of ArEf7 YAl WorkSpace WorkSpace STHE|T £ AR

N

SEA: ALS X XY O|0|K| & ALE R X|H HE dY 382


https://console.aws.amazon.com/workspaces/
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceImage.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceImage.html

otOHE WorkSpaces
® Note
O|0|X| ¥HE e I} & EXt "8 AFE5HX| Ot A JEX| ™ F It
sH|C}
7. EM E0|M [Images]E MEAEFLICH & EH7L AHE 7HS 22 WorkSpace HE | O|0O|X[7} 2t
ElLct (ZICH 4520| A2 E £ UR)
8. O|O|X|E MEHSt T &Y, HE AN S MEHFLICE
(® Note
2O HAo2 HEE MM 5tE{T CreateWorkspaceBundle APl 242 At
23tMI2. XM LI 2 Amazon WorkSpaces APl A E FHZ5HAAL
CreateWorkspaceBundle.
9. WHE O|BX S st O3 2 E LT
- HE StERo] K| AR O] AF&A}F X WorkSpaces HEMAM A|ZHE [ AHEE SIESI0IE
MERSHL|CE
« AECIX|EYHUM RBE EEI AER 28 2719 7|2 =& & StLUHE MEHSHHLE AHE XL X
M2 MEiEICHIE RE 28 37| L A8X =& 3710 2h(ZICH 2,000GB)2 =3 LCt.
£ E Z&(Microsoft Windows2| A< C E2}0|E, Linuxe| B2 /) & Ar& Xt & & (Windows2|
A% D EBtO|E, Linux2| B2 /home)2| AHE 7ts 37| Z& (7|22 ChS1t 2 &L Ct.
« £ E:80GB, A& Xl 10GB, 50GB &&= 100GB
« RE:175GB, AF2X}: 100GB
« J2H=.G4dn, GraphicsPro .g4dn, Z124%! & GraphicsPro WorkSpaces &: £ E.: 100GB,
AHZXE: 100GB
= REEE YAMNSK =8 27|E 242 z|CH 2000GB7H K| =& E = AU &LCH.
@ Note

CIOIEHE EZ5t7| floll aE AT Fole FE EEO0ILIASKH EEL/ITIE E

g E.’iéL—II:r WorkSpace CHal & A=>e [ o248 2 &2l |4 3 7|E X[HaH ok
WorkSpace & LICt. Value, Standard, Performance, Power EE &= PowerPro WorkSpace
FE EE2 2|42 80GB, ArEAt 282 10GB 0|4 o2 A& = gLt aal

SEA: ALS X XY O|0|K| & ALE R X|H HE dY 383


https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceBundle.html
https://docs.aws.amazon.com/workspaces/latest/api/API_CreateWorkspaceBundle.html

otOHE WorkSpaces el dEAM

raphicsPro .g4dn, GraphicsE A&
1

%.G4DN, Gr. =
289 B2 %4 100GB, AHSAt &2 E=

8t 7L} GraphicsPro WorkSpace £ E
00GB O[22 Alde = &LICH.

10.
11. H

Windows AF& X X|E o|O|X[of|l= Fedo] =& E|04 U&LITH? WorkSpaces

Windows 7, Windows 10 EE = Windows WorkSpace 110{A O|0|X|E& Bt=E&= AL C E2H0|E29| A
ZEIX7} ZEELICH

Windows 10 EE= 112]| WorkSpaces @< 2| A& Xl D:\Users\username ZZEZ2 AL X} X|H 0]
Ox|ol| Z&&|x| et &Lt

Windows WorkSpaces 72| A< CI22 XN Q| AKX T2 EO| A D:\Users\username LH& 0|
ZerEuch

¥l

™M 12 fo U
b 2
N

> 1

0 ox
> 0 o
N
1o

m

MO
=

N
0z
=2
>

+ .virtualbox

. BT

» appdata\local\temp

+ appdata\roaming\apple computer\mobilesync\

« appdata\roaming\apple computer\logs\

+ appdata\roaming\apple computer\itunes\iphone software updates\

« appdata\roaming\macromedia\flash player\macromedia.com\support\flashplayer\sys\
« appdata\roaming\macromedia\flash player\#sharedobjects\

« appdata\roaming\adobe\flash player\assetcache\

Windows AFE At x| o|0|X|ofl= FI0| Z &[0 UELIT? WorkSpaces 384



otOHE WorkSpaces

Linux WorkSpace AtEAL X|’d o|O|X|of| Z & &l LIS

Amazon WorkSpace Linux0i| A O|O|X|& A 5tH AHS A}
M7HElEChs EH 2 7|18 Mgt RE 2 %—( )| Ligo| Z& &L},

appdata\roaming\microsoft\windows\recent\
appdata\roaming\microsoft\office\recent\
appdata\roaming\microsoft office\live meeting
appdata\roaming\microsoft shared\livemeeting shared\
appdata\roaming\mozilla\firefox\crash reports\
appdata\roaming\mcafee\common framework\
appdata\local\microsoft\feeds cache
appdata\local\microsoft\windows\temporary internet files\
appdata\local\microsoft\windows\history\
appdata\local\microsoft\internet explorer\domstore\
appdata\local\microsoft\internet explorer\imagestore\
appdata\locallow\microsoft\internet exploreniiconcache\
appdata\locallow\microsoft\internet explorer\domstore\
appdata\locallow\microsoft\internet explorer\imagestore\
appdata\local\microsoft\internet explorer\recovery\

appdata\local\mozilla\firefox\profiles\

/tmp
/var/spool/mail
Ivar/tmp
/var/lib/dhcp
Ivarl/lib/cloud
Ivar/cache
/var/backups
/etc/sudoers.d

/etc/udev/rules.d/70-persistent-net.rules

£ & (/home) | A 2EI =7t M7HE LICEH

Linux WorkSpace AFE XAt x| o[O|x[of Z&E L4

385



otOHE WorkSpaces el dEAM

+ /etc/network/interfaces.d/50-cloud-init.cfg
* /var/log/amazon/ssm

+ /var/log/pcoip-agent

+ /var/log/skylight

+ /var/lock/.skylight.domain-join.lock

« /var/lib/skylight/ domain-join-status

« /varl/lib/skylight/configuration-data

« /var/lib/skylight/config-data.json

* /home

+ /etc/default/grub.d/zz-hibernation.cfg

+ /etc/netplan/ .yaml zz-workspaces-domain
+ yy-workspaces-base/etc/netplan/ .yaml

« /var/lib/ IAFE XF AccountsService

CHS 712 AFEXH XIE o|0[X| Yo Sof =7 [E Lt

letc/sshissh_host_*_key

/etc/ssh/ssh_host_*_key.pub
Ivarl/lib/skylight/tls.*
Ivar/lib/skylight/private.key

Ivar/lib/skylight/public.key

A& XF X[ WorkSpaces & H|I0|E

HEZ 7|82 2 5l= WorkSpacesE =3t 11, WorkSpaces0i|A O|0|X|E A5k, AH O|O|X|E At
235104 HES YO|0|ESHH 7|&E ALKl K| WorkSpaces tHES AO|0|EE + Q&LICH 2™
UHIO|EE HE S AFE5104 Af WorkSpacesE AIRHE = Q& LICH.

/A Important
7|1& WorkSpaces._ 7|gh0| £l HES YUO0|EE | A}S2E YUH|O|EL|X| et&LICH
Hlo|ESt HES J|HIS 2 = 7|& WorkSpacesE Ll 0| E 3524 WorkSpacesE CHA| &
E5t7{Lt &K & CHA| 24448t of & LICH.

AERE XIE HE HOolE 386



otOHE WorkSpaces el dEAM

HEFLICE 0|§ S01 2[& 2 A

StE = 2!
M IXIE M85t ZT‘—7P OH%EI?HOIAJ% MRIE = A&LCH

2. 04H3] WorkSpacesoﬂ AZAL|0] Qe B WorkSpaces 22H0|21E o Z 2|71 0|0 A Amazon
WorkSpaces, 212 siME MEisto{ A E Z&LCH

3. https://console.aws.amazon.com/workspaces/H| A WorkSpaces 2& 2 LI}

4. M oM [WorkSpaces]S MEHEILICE

5. WorkSpacesE &3l 11 [Actions], [Create Image] S MEHEILICH WorkSpaces2| A E|7}
STOPPED?! A< 2Q], WorkSpaces A|&r2 {EHGI0 TX{ A|ZHEH & &fd, O|O|X| M2 MEAE
L|Ct.

6. O|0|X| O|§1t MEES =451 Create Image(O|0|X| M)E MEAFLICE O|OX|7I HEEl= &
ool = WorkSpacesE AFEE = gi&LICt O|O[X| M T2 M A0 CHE REA[EH LHE2 AFE XL
X|"d WorkSpaces O|0[X| & H1E 4 MMZ FHESIM L.

7. ErA Eof M [Bundles]E& ME4EFLICEH

=
8. HE2 MEsiod MF HE HO|X|E 2 TS &4 o|O|XK|oAM HEIS ME4ELICH
A0

|01X| 4ollo|E m|o|X|oi| M &8 o|O|X|E MEist T HE HUH0[EE MEAELICE.
7

10. E 0] 2t WorkSpacesE CHA| IE 3 7HLE AKX £ CHA| M5t HEE 7|
WorkSpacesE& O|0|E&LICH XtM[EF LI 2 A+ = a WorkSpace MMEZ FE5HML.

Z2OHY AR HES UOlOIES= &Y

2O Ao 2 HEE Y| 0|E5t2{M UpdateWorkspaceBundle APl 242 AL M. RHA
8t LI& 2 Amazon WorkSpaces API Reference2| UpdateWorkspaceBundle2 & X 5HM 2.

A& X X% WorkSpaces O|0|X| S A}

AWS 2™ LHol M EE= 21T ZHofl AF& R X[ WorkSpaces O|O|X|E SAHE £+ Q/&LICH o|0|X|2
SAtstH TR AHEXIE LEEE SYE o|0|X|7t ddE LICt
CH ™ol B r|ng Your Own License(BYOL)0| CH3H & A5} Lo BYOL O|O|X|E CHE 2[™e

== Tjof e
Z SME + UAsLICH 2HEE 2 E AE & 2™l BYOLO| 83 E|o] JUEX| & lstA 2.

A-EXEXIH ol0fx| S A 387


https://console.aws.amazon.com/workspaces/
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceBundle.html

otOHE WorkSpaces el dEAM

(@ Note
SZ (AN 2l M= S L8 2[T Lol AEt O|0|X|& SALE = U&LICH
AWS GovCloud (US) Region0ll M CHE AWS 2|71t O|0|X|E = Atst24™ AWS Support0l| &
O|5tMI2.
SECQI 2o M CtE 2|2 E 0|0|X|E SA5t248 AWS Supporto]l 22[3tMIR. S ECI 2|
Mof| cHEt REMIE L2 A8 7tSE 2T E & Z5HMIL.

CHE AWS HHol M Liet S/ El 0[0IX|& SAHE = [U&LICH S7 ol0[x|oi CHet RtAle LIE2
)

A& X1% WorkSpaces Ol0|X| 3§ £ S8 sidl MMdS &%

2| Lol M EE= 2|17 zhol| O|0IX| AL Al £7F = 0| FtE|x| et&LICH Ty 2Tl o|d|X| 7H4
HE 20| MEELIC. Amazon WorkSpaces & & 20l CHet AbAl|EH LIS 2 of Ot E WorkSpaces F4E

o|O|X| A} IAM HEH

IAM ALEXHE A& 3104 O|O|X|E S AtetE{H ALS Ko AH|
workspaces:DescribeWorkspaceImages ! workspaces:CopyWorkspaceImageOil CHEF &t
Of 2{0o{oF &L|Ct.

CHS oAl HHE Soll At8 At XIEE o|0IX|§ X|IHE 2o X|HE A™ol SAHE = A&LCH

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workspaces:DescribeWorkspaceImages",
"workspaces:CopyWorkspaceImage"
1,
"Resource": [
"arn:aws:workspaces:us-east-1:123456789012:workspaceimage/wsi-albcd2efg"

A-EXEXIH ol0fx| S A 388


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html#concepts-available-regions

el dEA

otOHE WorkSpaces
I50 B OIOIKIE =AMST| 15 1AM HHE MAsts 7D ARN
A& LICH CHAI CHS o Al Halol ZAIE CHE AE IDoi| * 7|28 At

/A Important
O|OIX|E A~fetX| &I 7
oM #AE IDE X|HE =

[

Hok ErLCt.
{
"Version": "2012-10-17"
"Statement": [
{
"Effect": "Allow",
workspaces:DescribeWorkspaceImages

[
= A&LICH

1,

"Action"
"workspaces:CopyWorkspaceImage"
"Resource":

arn:aws:workspaces:us-east-1:*:workspaceimage/wsi-albcd2efg

| %

20{2F ARNOIAM #H|Z IDE

A8

}
e Aol SAte o|0|X|E
2 WorkSpaces 2| Identity and Access Management EF

IAM Zf 4o 2t8t RHM|EH LIS
SAte = &LIct o|0|X|E chE SAStE{H
£ AWS Command Line Interface(AWS CLI)0i| A copy-
2 Amazon WorkSpaces API Reference 2|
HxESIML

O|0|X| CHE = At
Ab235104 O|O|X|E SFLFM
[oF ]
|
AMEE

242
CopyWorkspacelmage API &
4242
oo=2
9| copy-workspace-image &

i
A
e

IF

EE
2fLICH REAIEH LHE

O|0|X|E A88H AWS A IDE Er{H
389

workspace-image
CopyWorkspacelmage EE= AWS CLI & &=
Abstz| Hof s o|O|X[7t ZHIE AWS HHEHAHMH SR EIN
DescribeWorkspacelmagePermissions APl 2] EE= AWS

/A Important

Z% ololxIE S

RIstMl. olO|X|7t S EIR=X| & let
DescribeWorkSpacelmages

F& AL X4 olOIX| SAt


https://docs.aws.amazon.com/workspaces/latest/api/API_CopyWorkspaceImage.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/copy-workspace-image.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImages.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImagePermissions.html

otOHE WorkSpaces el dEAM

CLIM| M describe-workspace-images &! describe-workspace-image-permissions @& & A
StAlL.

HF =4

Z &S AL83to{ O|0|X[E SAtstE &Y

rr

-

https://console.aws.amazon.com/workspaces/H| A WorkSpaces 2&2 JLILCt.

2. M Zo|AM [Images]E MEHEHLICE

3. O|O|X|E =46t 2, o|O|X| & x|E ME4ELICE.

4. CHe MEfoiM O|0IXK|E SAHE e AWS 2|1 E MEfEFLCE.

5. SAE AL22| o|Foi AL o|OfX|e| M O|§2 =t MFol|l= SAter o|0|X[of CHet EB
2 =ghct.

6. (MEH AR B0 A SALE o|OfX|2] Ef I E U=IgFL|Ct XEMIEH LHE 2 WorkSpaces 2|4 A Ej

O XE e BEstAR.

7. O|OIX| SALE MEAELICE

AM&XF X% WorkSpaces O|0|X| ER FFE 2R 5

—_
A

S AWS 2| o] AWS H™E 7Hol| AF& XF K| WorkSpaces O|0|X|& SR & =+ A{&LICtH o[O|

=
XE S#Ret & 24X AEE2 ol met o|0[X|E CHE AWS 2|0l SAHE = U&LICH A SA
off CHEH REMIBH L2 AL R K| WorkSpaces O|O|X| SA Mg FH XML,

@ Note

SZ(GAR) Bl ME SLE 2™ LA MEL O|0|X[E SALE = UA&LICEH
AWS GovCloud (US) Region0il A CtE AWS 2|Z1t O|O|X|E = At5tE{ AWS Supportof| &
OlstMIL.

o|0|X| S&oll CHEF F7} HIE2 Si&LICH Ie{LE AWS 2[Fe] o|OlX| 7+ &Y F
S E ol0|X|= = &lxt7t o|OIXIE S Atst7| MR|= +&I&t AL ol
X X

| M8FLct.
Oj | |
Amazon WorkSpaces &2 2 0f CHEt AFAIEF LIE 2 ot0tE WorkSpaces FHE{ A4

=
T|X| et &LIcH

FEStAI2.

mo o%* o

o

ZRE OIDIXIS Axsh2iEd BIx BRE sxIsHor ELIC

\d

M

23 2ol MA(Bring Your Own License) O|0|X| SR

AEXH XY 0|0l 37/ E= 7 oAl 390


https://docs.aws.amazon.com/cli/latest/reference/workspaces/describe-workspace-images.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/describe-workspace-image-permissions.html
https://console.aws.amazon.com/workspaces/

otOHE WorkSpaces

7|1ZE H9 8H0l4A AFR(BYOL) O|DIX|= BYOLO| 24451 AWS HBDIE ZRE
BYOL O|0|X|& ZRE AWS HSE ZXlo| Y ofof BHLICHS Y8t XIS HIF).

® Note

4% AWS GovCloud(O|=Z ME) /X1 AWS GovCloud(O|= S8) 2T MHE AWS HH
Z+of BYOL O|0|X|& S5t 0| X|IHEIX| f&LICH AWS GovCloud(O|= M%&) 2|zt
AWS GovCloud(O|= &) 2IFolM #™ ztol BYOL o|0|X|E 355242 AWS Supportod|

O|5tMI2.

Ltet S & ololx|

Ltet SFE Ol0lX|IE SALE
H

ol
AA
WorkSpacesE& AlZg HEZ BHE = JU&LCh

/A Important

&gLICt O™ Chs SRE OlOIXKIe| SAEE AE

5t04 Al

& O|0|X|& S Atst7| ™ol sHE o|O|X|7F 2HFE AWS A™MM SREI}=K] =HCISHA
2.0|0/X| 2R oi8E T2 IaE WAIO 2 =0I52{H AWS HHE QIE{T| 0| A(CLI)MIM

—

DescribeWorkSpacelmages 2! DescribeWorkspacelmagePermissions API @] & = escribe-
workspace-images %! describe-workspace-image-permissions W E AIE35HA|2.

r

35 olOlx|of EAILlE MM dx= O|0|K]
Ct.

i
OH
=0
R
1

Ltet S 7 ol0|X|E ChE Al™ O ol SRE + &L

O|OIXIE Sfote &H

Fw7F ofL|2t O|OIXIE M& BHE L

1. https://console.aws.amazon.com/workspaces/0| A WorkSpaces 2£& L|C}.

Bt M 2o M [Images] S ME4EHLICE
O|0|X|& ME45t04 M5 HE Ho|X|E HLCt

olOlx| M EE mo|x|e| S/ HAE MMM AE F7HE MEHELICH

o & 0N

AE =7t Hlo|xlel S/ AHE F7tolM ol0|x|E S=shed

rir
N
0
10
N
0%
o
i
e
i
%
T
]

AEXH XY 0|0l 37/ E= 7 oAl

391


https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImages.html
https://docs.aws.amazon.com/workspaces/latest/api/API_DescribeWorkspaceImagePermissions.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/describe-workspace-images.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/describe-workspace-images.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/describe-workspace-image-permissions.html
https://console.aws.amazon.com/workspaces/

otOHE WorkSpaces

/A Important
O|0|X|E BR5t7| Mol 2HHE AWS AH ID2F S R5HD YK

Jor
o
Q'I_l
x
FO

6. Ol0IX| /& MEELICE

® Note
= O|0|X|E At83ted™ =2AIxt Aol HX O|0|X|E SAtsHoF &Lt 4™ = AIXt
A’Eo| S7E o|lO|x|e] SAIE S ALE5104 A WorkSpacesE Al HES
&Lct.

HiEH
o H

P

[e]l]
rir

ol0IX| SR/E &KX

1. https://console.aws.amazon.com/workspaces/0| A WorkSpaces 2£& L|C}.

Bt M 2o M [Images]S ME4EHLICEH

O|O|X|& 4dElistod M5 HE mO|X|E JLICt.

> WD

olOlX| M&F HE mo|x|e| S/ HHE MMM S7E Stotti= AWS AHE MEfEH OIS SR/
SHM & ME4ErLICE.

Felstets HIAIXIZ EA|EH S7 sl E M=E L

ok

5. Oo|0|x| 37 aHME

J

® Note
O|0|X| ZRE alixEt + AtK|stedH THX] O|0|X|E SRE ZE AHEHWM SRE slisH
ofF g LICH.

= & LIch ae{Lt olOj
ol

O|0|X| ZRE sliAlet Fol= s L&lxt 780l M O 0|4 O[O|X|E SAHE
X x| B3t =AM OI|A A

=
=R AEo U=E S O SAEE 2F aiE HHo 'E.*OP A2 MH

z2aeid LAz o|0X|E SRst7HLE SR siAlets &

zZ e gAloZ o|0|X|IE B8 37 SlAISHEAT UpdateWorkspacelmagePermission API

&4 B = update-workspace-image-permission AWS Command Line Interface(AWS CLI) HEE A}

AEXH XY 0|0l 37/ E= 7 oAl 392


https://console.aws.amazon.com/workspaces/
https://docs.aws.amazon.com/workspaces/latest/api/API_UpdateWorkspaceImagePermission.html
https://docs.aws.amazon.com/cli/latest/reference/workspaces/update-workspace-image-permission.html

otOHE WorkSpaces el dEAM

gt o|O|x|7t S/ EIR=X| = l5t2d™ DescribeWorkspacelmagePermissions APl 2] EE =
describe-workspace-image-permissions CLI W& AL &L}

A& XE X[ WorkSpaces '

ﬂIII'I

= O|O|X| AFK|

Zeol ek AH8stX| ot AHEA XIH 'HE EEE AEX X|H O|0|X| & Mg = U&LCH

18

=
=

1

FA|

—_

rE

E2 AAstedH HY HE S 7|8t 2 = WorkSpaces st= 2 & HES Afxl|soF gL|Ct.

ot= 4H

rj
>
fjo
>.
ol

P

00

toq & FAd

mn
[0
1>

-

R
o
I2
r
ful

https://console.aws.amazon.com/workspaces/ 4| A WorkSpaces &

=M X 0of| A [Bundles]S AMEHEHLICH

SN w N
1
el
ok
't
min
mjo
rx
gl
Q'I_l
Kl

>
Pl

Z2OE AR HES HAste &Y

2 BAlozZ HEE AK|SHE{T™ DeleteWorkspaceBundle APl 24 E AFESHMI2. REAIEH LY
&2 Amazon WorkSpaces API B HEHAE & ZESHA A2 DeleteWorkspaceBundle.

(® 