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OpenTelemetryE At&36t0{ MEl EBf|o[A= W3C S ALICt

@ Note
W3C &Alo| EFflo|A IDE MAMEI ER 4|o|¢§ 23|50 Qx|
st= EB0|ATI 2£0i X-Ray @422 EAIELICH o & E0

4efaaf4d1e872®b395419®195®®19ee5§ W3C g4lo 2 F2[6tH SS8F X-Ray
& A9l 1-4efaafsd-1e8720b39541901950019ee57F & 01 E AIELICH.

w0l x| 5HErl EB0|A Mo YxIsHe ERl0|A S22 EAISEHE AREX Hal N2
MEABHAIALL.

tel Ef|o|A0]| CHE ERO|A MIE ME HO|XK|E EAIStE{H S 20| A EYO|A IDE AMEH
|C}.

\I

ok rl'l

CtZ o|0|X|= Edlo|Agt BEE MH|A =0 EB0|AE FHS= MOHETL O|SE 8

E2E LBl E = 7to| AX|7l Z&E EB0|A S HoiFLICH Efo|A M 2o EGY

OlA Q90| EAIEILICEH Q0= ME GET &Y, SE I E, Eo|A7 A™E|= O ZE! 7|

7Y H J|ztof Ciet HET Zefk|o] U&LICH EBO[A MOIHE & 62 MOHE| 7|
T

= Ct.
¢t 2oix = MIOHE Etgietel2 Eollola 29F 7o EA[ELICH

Egola
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P Legend and options n-ﬂ
"l

O customers
\ /__\ DynamoDB Table

‘o

Client i api : products —
ElasticBea...Environment ElasticBea...Environment / \

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration

GET 200 17ms

Age
a few seconds (2022-01-20 16:35:56)

Segments Timeline info

Segment Response Duration 0.0 a0 40 60 2.0 10 12 14 16 18
status code s oms s s s s il i i e

¥ api Aws:ElasticBeanstalk:Environment

api @ ok 200 17ms [ GET ..
auth @ oK - Oms |
forward @ ok - 17ms I ——
products.eba-cvkws4f... () OK 200 17ms I Rer...

Amazon SQS & Lambdag& AI23t= O|HE 7|gt ofE2|70|M0| UE E2, EBlolA Hof
MZt 3o Cigt EB0|AE HAE HEIZ = & U&LICH YoM HIAIX| Hotxte| Eg O]
AE AWS Lambda 2 H|AHS| EBY[O|A L AZAE|H oM AX|Z EAELICH O|HIE 7|t of &

2|7 o]0l CHEF REMIEH L8 2 O[HIE 7|8 o ZE 2|70 £ BHE M EstM L.

I_I_E

I Egflo]& MIF HE Ho|X|oME WAt AlY FME X|ELICt ol &3l Edl
OlA 221} thel EF|0|A W Liof M 0o4z] HX Q| EBO|IAS LIPS = QlaLct

Egfola 22



AWS X-Ray THRE OHLEA

X-Ray console

X-Ray 2&0iA ECflo|&E EE{H

X-Ray 2&9| E2{|0|A HO|X|E YLICH E&0|A 7 o
ResourceARN, Instanceld& Z &8t UUtxQl 7|52 253 E EQo|A S 20| EAIEL

Trace overview
Group by URL -
URL = Avg response time - % of Traces « Response -
hitp ifscorekeep elastic beanstalk com/apiuser 391 ms 4. T6% 1 OK. 0 Throttied, O Errors, 0 Faulls :
hitp:'scorekeep elastic beanstalk com/apysessio &3l 330 ms 4.T8% 1 O, O Throdtied, O Emrors, 0 Faulls
hitp.i'scorekeep elastic beanstalk com/apiisession 00.5 ms 0.52% 2 O, 0 Throdtied, 0 Errors, 0 Faults
Trace list (21)
[+ 98 Age = Method = Response . Response time - URL ~ Annotations -
1562473 5.0 min POST 200 3 ms http:fiscorekeep elastic beanstalk com/apliuser 0
cle3gos0 5.0 min PUT 200 330 ms hitpfiscorekeep elastic beanstalk comfapiisession/BNEILUCE 0
dd653edc 5.0 min POST 200 19.0 ms hitp:fiscorekeep elasiic beansialk com/aplisession 0
ATESTecB 5.0 min GET 200 1862 ms hitp iscorekeep elastic beanstalk comfaplsession o
84 4.7 min POST 200 950 ms hittp:fisconekeep elastic beansialk com/apimove/BNEILUOEZNSEACTLIPPMPBLIB
4.8 min POST 200 950 ms Nty fiscorekeep. elasiic Deanstalk com'apimove/BNE3LUQSZNEACT LIPFMPELIB
237e0705 4.8 min POST 200 205 ms hitpiiscorekeep. elastic beanstalk comfapimove/SNEILUCEZNSEACTL/IPPMPELIB
BET82227 4.9 min POST 200 25.0 ms hittpfsconekeep elastic beanstalk comfapigameBNGILUCE2NSBACT LIusers
T2 2 4.9 min PUT 200 121 ms http fiscorekeep elastic beanstalk. com/apiigameBNEILUQEZNSEACTL e T Tac Toe
rca2elst 1.4 min GET 200 140 ms hitp fiscorekeep elastic beanstalk comfapd'gameBHNEZL UGN IEACTL 0
1.7 min GET 200 12.0ms hiip:fiscorekeep elastic beansialk comfapiigameBNEILUOG2NSEACTL 0
1.9 min GET 200 9.0 ms hitp:fiscorekeep elasiic beansialk com/apiigame/BNEILUQG2ZNSSACTL 0
4.9 min PUT 200 E9.0ms nitpcfscorekeep elastic DEANSIAK com/aplgame BNEILUQEZNSBACTL
TArShbE T 4.9min POST 200 §10ms hitpi/fscorekeep elastic beanstalk comiapligame/aNe3LUGEe 1

EfolA SE0M &0lE EY0|AS IDE MEYEILICE EFAH oM MH|A BHE MEHSI0 §
M MH|A =0 CHE EBO|AE & =% U&LICH OH O siE = E9F 4EtE EF|o|A

g £ &+ J&Uh

m

2etRl Joll= Egflojaol CiEt 23 5&0| ZAIZIH COHS SE7F L ELICH

- Efjojaol Zt MOIHEO CHEt B2 |

e NIOHEJ EF0|A Ho| L Eof ZEStE O 22 AlZH

Egola

23


https://console.aws.amazon.com/xray/home#/traces

THERE QLA

CtE 382 ME ofZ2(7o|Mof CHEt GET 23 ot
SIdEE A MIOIHET @FHE 2E57| fldl 0l
GET 27 501 O|F 4%l & A7 AIELICH
Timeline Raw data
Method v Response v Duration
GET 200 80.1 ms
¥ Trace Map
& 80ms
1 Request
Client www
AWS5:ElasticBeanstalk: :Environment
Name Res. Duration
¥ WWW AWS: ElasticBeanstalk::Environment
WWwW 200
auth -

auth.eba-cvkwsdfz.us-east-1.elasticbeanstalk 200
request -

response -

Et ol &ofl CHEt REAM[EH L2 ot 2] Exploring

Al Clo|E| &ol= Edilo|Agt O|& T

JSON 4oz EAIELICH 0{7]|0lE Ot HE

=TIPN

|K

Hote MIHE

Z3E + &Lt

T E EBjjo|& Mol fAlE EoiELICH
st Z2E EAELCH MHIA LEOE
v Age v
9.4 min (2022-01-21 00:35:05 U...
avg. S0ms I‘
2 Fequests
api “[ 15m
AWVS::ElasticBeanstalk:Environment
1 Riequest
products
AW ElasticBeanstalk::Environment
i
2ms
1 Rsquest
avg. Ame
auth
AWS:-FlasticBeanatallc:Envirenment < Requests
customers
Status l:l.l:llms 1 Dll'ns 20:119 :ml'ns
G |
G 1
v I Remote: GET ... /auth/delay/
G
G
the trace timeline B2 & X5HMIR.
2 St MOHE e HE Tt

Egola
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Edo|A EFYEIR] A T{E T

Etletel Mol MOHES ot MAHET HE 722 EAZIH, O Fole 5HY 2= Alzhol &
got= 7h= o7t LIEHELICH S 59| & M F=0| MaHEQIH|, B 2ol AMH|20 2ls 7|
£ ZE Clo|BE LEHLICH 5t MOHE = S0{AMr7|E|o MZHE ofzol| LIFELICH Holl=
Zt MaHEl| CHE HEIF L E|of U&LICH

o
t MHE = ot MaHET A= YA o|A Es #E0| LIAELICH
m]

X|2t 4 EtEtQIo| CHE MIOHE & 6t MIMHES H|mstod MIMHE & 69 M2
E7F M™E 7|2t SHESHE 7H2 2ot

MHIA CEEHZE MOHE L 5 HMOHE SES J5s6te{H = OEsHE ZALch

X-Ray console

Egjola MF EE& mHo|x|oi M Et Rl S MEistH ER0[AE Fgst= 2 MOHES 5t
MIIHEC| EtUEIQIE &QlE = &LCh

X-Ray 2&0|M EtHetel2 o2 HE & MSELICH

« O|F &: EBl[O|&o| HIOHE A 5t MaHE| 0|F 0| LI ELICH

Egfola 25


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AppSignals-StandardMetrics.html#AppSignals-StandardMetrics-Dimensions

AWS X-Ray THRE OHLEA

. SE o NIWE EE 39| MIHES| HEtS K 2ol ChEt HTTP ST 4| TE7} LIS
CHAIZElE Z2)

. 717 o MIIHE EE 39| MIHETF AYE AlZHo| LI

. ME Y MOTE EE 59 MIHE Aejol At LI

+ DFXITH 9 EFQIEFRIO| CHE NIEIE i 5H9I MITES HIm3tod MIE Ei 59| Ml
HE T} ME 7|zrol siEsts 7k Shoizk EAIELIC

Z&0lM ErUatele MAdste ol AB3He HIAl EBI0A CIOIEIE 24P Al ClOE HS M
=HEHLICH $IAI CIOJE{olis EI0IA9 0|8 TAsHE NIHE U 5t9l M| Tt M7t

JSON Ao 2 EAIELICH o{7|0E Chg HET 23 E & &Lt

o MIHE E&= 62| MOHEL} dgtE Elaa

[ -
e NIOHE = 5 MIOAHES| AA = 7|7

2
Mk
o
N
o
rﬁ

Aol st F7F HE(ofl: HTTP &2 8&)

A& E AWS SDK, HTTPEE SQL 2210[MEE A835101 QR E|AAE & 51H X-Ray SDKE &}
A MHMIHEE XIS 2 J|EFLICH EBF X-Ray SDKE AI&35t0d &+ == FZE EZ0f CHE AR AL
XY St MOHEE 7|5e =& UELICH ASEXR X[H ot MOIHEI de{ U= S 78 F

7t &t MIHE= MER X|H ot MOHEC| 5t¢| &S0l FLCt

NIHE M2 HE 27|
Efo|A EFYaIRI0A ME HEE HEiE MOHE 0|22 MeigtLch

MIHE ME HE midol= 71, 2laA, A, HEFHO|E, ofl2l, SQL B0 EAIELICH CHS At
o M &ELICt.

 Hol 23 2 SFo chet METF EAIEL
x 3

>
N (=)
e 8H

¥ o

o 32
° It

— )

o
- MOIHEQ| 2|4 A Hol= X-Ray SDKL| HE QL o Z2|70|M2 Al™dst= AWS 2|4LA0 CHEF
= 7} E AElLICH X-Ray SDK& Amazon EC2 AWS Elastic Beanstalk £ & Amazon ECS £2{1¢!

m

A83to MH|AE 2lAas HEE 7|SELICH E2{22lof CHE AEM[EH LI8 2 Java& X-Ray
SDK THM MH|A EB{TQ EEE FXRSIML.
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AWS X-Ray THERF OFLYA

« LHHX| o= MaHE CHell Z7|FE =4, HECIO|E] & of| |7t EAIELICH AFE 3ol &
dote o 2le AtseE AMELICH £ 3 HEHH O|E{0|= X-Ray SDKO|AM M3 5t= 2 US
gstod 7|5 Els 7 EI7F ZEELICH MIHE =4 == HEHO|IEE F7tsted™ X-Ray
SDKE AFEEfLICH ApAMIEH LHE 20 M SDKE A& 35101 AWS X-Ray SDKs& OHEZE[Z0|M AF
AWS X-Ray.

Sl MOHE MF HE E

N

EBo|lA EtHetelol M HF HEE Eed= ot?l MaHE o|FS MEELICH

- e Hole 2F A SH Oig HEJF e xlo] AELICE o47]0l= OIF, AR AlZh S Al
C =

712H QEURL, LE A, E 8F 3, 2F & A7 So| =& ELICH #+M4E Zeto|eEo 9
off d8E 5t MOIMES F2, 712 Bof ol Z2[7i0|M oMol 2 & SEo CiEk 27t
ZarELICH

- 5t9 MOHES| 2lAaA Bol= 512l MOIHEE A™St= o AFSE AWS 2|AA0 CHEF MF HE
7t ZAIEILICE o & E01 2lAA B0 = AWS Lambda &% ARN, DynamoDB Ei|O|€0f CiEt HE,
SEE Y UM DI ZEE £ U&LCt

- LIHX| &oll= 5t MOHE cish 7| & =44, HEIH0|E & of| (7} EAIELICH HEE Qo
M U M5HE o= RIS 2 X ELICH 4 & HEH| 0| o= X-Ray SDKMIAM XS5t =
2 M835t0] 7|8kl F7F HEIt ZEELICH MOMHEN F4A] = HEC|OIEE F7t6t24™ X-

Ray SDKE AL ELICH XbAM[EH LIS 2 & o E2[70[4 7[5 AWS X-RayolA] AWS X-Ray SDKZ
ofZ2|7 0| HF ofeiof LtPE do{E B3 E HEstMR.

AEXE X 5t MOIHES| B2, 7HR Biof ¢ MaHES| 0|F0| EAIE/LICE O] O|F2 0| 5t
MIHET} 7|85t 2 E FA0|Lt &8 XI™ste ol MEE = JU&LICH RHAIEH L& 204 M SDK
£ AI23104 AWS X-Ray SDKsJava& X-Ray SDKE AL&35104 ALl X|H 51 MOHE MA5H7.

=

uol-

CtS Ol0IX[= AFEAL XIE ot MaHEL| 712 B EoiELICE 0= ot MHE ID, &<
ID, OI&, A% A = AlZh, 712t &8l & @7F == 20| L o] A&LICH

Egfola 27



AWS X-Ray FHEFRE RFLHA

Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca62460494d16
Parent ID 69e25bb5bfedc13f
Name ## GameModel saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False

AM-EXt X|E st MaHE S| HEHH|O|H BollE siE st¢l MaAHENWAM AEstE 2|40 TiE
(@)

=
H7t JSON Ao =2 ZEfk|of /U&LICH

M
n
FH
e
1z

A-S

ZE| EHAIS AB510 S 8, MH|A, £ Mu|A 7ho| IZ(UX) EE £ BEsE 2o
CHaH E30lA B £ E0IAE EAIZ 4 UALICH X-Rays 2 60, S5 Aef U 2af M2
Eo| ol AlE TWeof ZEE CIOIEE 7I¥oE 28, MHlA W XIS TE|Ysts TE B84l o]
g mZerLic

X-Ray Z&0iM £ E(0122] 717t2 MY 1] Z&0M EAIZ 4 Q= AIECHCf B HHE
g 4 aLch 25 4T 2MallM 242 A E8[0120] £ U A 7H5E Ed0IAT Cf

o
EXIE EAELCH EE E3AE AEs6tH 21Xt st= EdfolAz At HIE & &+ A&LICH

|
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AWS X-Ray THERF OHLHA

- JE0 ZH EHAME
« ZIE EEHA 2R

- 22 7|9IE

- A F7|RIE

- EXY 7[RIE

- S 7I9E

- id &=

e EHA AR HE

=
Ch s EME EASHAHLU §H 233t gt El
2 A
=

(® Note
Edo|A Bl M ACHE] AlZH HRE MEHSI T =8 MEHSIH 240 AlZH HYE ™o
ol Z2 Alzto 2 wHErstLch =0 chEt EB|o|A T M ZTtof| LIEILIEE 61 = E
7t & ZEf7L o M AlZtE AZHSHK| IR S 2l Azt Helol =7 EQIo|lAE &
X 74

=
Meteds E< EdilolA Ho]x[ef 4 Ch

H Al

ZE 34 29
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Loading 52% scanned (found 49 iraces) $ 'ﬁ‘

tod

[e]]]

182 WE EHAlZ Ko

(] SQLICH &S AFH85H0{ F£7F MH|A Oz & =y
Amazon CloudWatch X|E & S2& = ¢

A& LI
1E2 0|8 E Amazon ElAA O|S(ARN)S 2 Aldg|i TE| E3HAlIS Z33tLCH 0] MulAE
£ EFO|AE E3AID H|m5tod T0f ik MRFELICH
e 2HA M 21%0 e EECH2 HIRE AL85tod 188 st =He = J&LIt
® Note
MHIAT7F 358 fd8ste ol @77 ddstH T 2152 o old =4 EBfo|A X{2|oi &
FElX| e @F X|E7t 7ISEL|CH

AU&LICE 0E E0{ responsetime XA}

A
T A
S|E0|H ALt BHEAE HALKIE AL 6o HInE £ JU&LCH

ZIE]| B34l 30
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Example - & A|Zt0| 5ZF & Zotet @F
responsetime > 5

AND % OR QIAHRHE AR BH04 O4E] EE4AIS SHLtol S8t EHAISR Wy 4 laLict,

o
oo
P
ro
X0}
(A

Example - & 7|Z+0
duration >= 5 AND duration <= 8

= W AR AL B EBI0IA £ F0IMEH ERI7L YHATILICH 277 HR2AE R
OF O Z 217401 40i| Of3H RZIE|T ALSAFOIH BHEFEIX| O Z error ZHMoIAE &
L

CH2AER EX7F e ECO|AE &7 sl =
7|9EE Ar8stH EE EHAS 2

st 5 =
ZF o x|oll M8 +~ U&LICH S MES
L

]

7191= =
q%AEahF:ﬂmquE%iEEE

t2dR id() Bf & A& 3dto] AMH|A 2 AX|E EHET

rin

(][]

2 7I19E U2 true EE falseULICH 277 Y AlE EC|O|AE H2E{H 0] 7|H=E ASELICH

« ok - & AEj =7} 2XX Success.

« error - & AEH I =7} 4XX Client Error.
e-SE AE| ZE7} 429 @ njct,

« fault - 8& AE§ =7} 5XX Server Error.

 partial - @&of tE2L|X| ot MIHETJ} QUS.

« inferred - Q| FEE MIIHETI US
(o]

H

(@)

(@)

t-l'
x
T
>
:i
g
o
>
1o
A
I°
0
E
rr
u !
[m
x
I
2
[m
e

e
ke
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MRHE K|HE 7|7 true EE falsell MOHEE Bt&LICH

I
Mo
5%

44

—

Mo
(0]

4
r

« none — 7| E7} trueO|d E$4A!0| trueYLICE.

« | - 7|9|=E7| falseO|H E244|0| true dLICt
- =,1=-7|9E9| g2 BEAY true = falselt H|WELICE O|2{8t Q&tAb= CHE QAR 8
X

otH 2t St x|2F 2oF BAALICH

Example — & &Ef7} 2XX OK
ok
Example - & & E{7} 2XX OK7} ot
1ok
Example - & & E{7} 2XX OK7} ot 'd
ok = false
Example — OFX|2}f0f| @¥7{El ZE EB|0|A Q| 27/ O|& 0| “deserialize” !
rootcause.fault.entity { last and name = "deserialize" }
Example - ©4|7} 0.7 Ct 31 MH|A O|F0| “traces"! ¥ MIHEI} T8 E LF
rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }
Example — MH|A £% 0| "AWS:DynamonDB"Q! £& MOIHEJI Z&E 2%
rootcause.fault.service { inferred and name = traces and type = "AWS::DynamoDB" }
Example - 0| 0| “data-plane’® MIOAHEJ} FEZ Z&E X

service("data-plane") {root = true and fault = true}

e
m
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o
1z
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A 7|RIE

A FIHEE MEs6tH &Y S Alzh 7| EE SH SEHIE A= 2FE ¥E + UsLICHL
A 7|RIE

« responsetime - M7t 8EHE ™&st= ol ZEl Alzt.

>
m
u
ol
M
mo
i
gll_-
_o'l_-
Ol
FO
3
d
N
°
C
o

e duration-2ZECI

- http.status - 8 &Ef ZE.

« index - GH FE0|MH 249 ¥X|
« coverage - FE MOIHE & AlZF ZAotol HE 1A SE AlZhe| AT HIg SH AlZt 28 §¢2l

04
MY et A& 7S ELICH

« =12 0| 7S E 2RI S EE ZX| UL
+ <<z, >>=- 0| FI9IEE £REED &S TE ST

Example - S &Ei7} 200 OK7} Ot

http.status != 200

Example - & 7|7+0| 5~8% ¢l &

Example - 2 CIR2AEZ S E£2 X F510{3X O|LHof| MBHoE HEE RF
ok !partial duration <3
Example - 52Ct 2 QAT Z & El A7HE S5 A

rootcause.fault.service { index > 5 }
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Example — 0.8 2Ct 2 M7t Z&E oFX[2 X 2

rootcause.responsetime.entity { last and coverage > 0.8 }

« http.url - 2% URL.

« http.method - 28 HME.

« http.useragent - 27 AtEX} 0|0|HME EXAFA.

- http.clientip-EXIP T4

« user - EQ[0|A L NIOHEO| AHEX} EE 2L

« name — MH|A &= of| 2] O|F

« type- MH|A &

« message — 02| HA|X|

« availabilityzone — E&||0|A L} MITHE 9| availabilityzone EE ¢
« instance.id - EHO|A L} MIOIHE Q| QIAEA D ZE Zt

« resource.arn-EBO|A | M2THEQ| Z|AA ARN ZIE Z

A
>
ne
%
£
A
ir
i
02
o
|>
o

N
X
T
o
it
el
ok
Q'I_l
i
I>I~_\'I_
o
bl
o>
T
[u}
)
o
ot
0%
o
()]
i
ol
!
>
()]
Q'I_l
A

=
« BEGINSWITH, ENDSWITH - O| 7| EE= &3 EAIUZE A|E 5L ZHLICE.

Example — http.url Z/E

http.url CONTAINS "/api/game/"
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AWS X-Ray THRE OHLEA

Egola0lM zkat Stgio] §E HEJF EXSteEX| BHIAEsiZA™ HET Bl EXEE 2 St=X|

g olgtLct.
Example — AF& X ZE

MEX D7 UYsE ZE EQO|IAE & LICE

user CONTAINS ""

Example - “Auth”’2t= O|§ 2| MH[A7I & El A7 22 #2lo| U= EBo|AE MEfgFLCH

rootcause.fault.service { name = "Auth" }

Example — Ot X|2f MH|A 0| DynamoDB R&0| £ & &l & Alzt 22 #elo| /= E0|AE MEH
ghlct.
rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

Example — OFX|2} 04| 2]0]| "access denied for account_id: 1234567890" MIA|X|7} £&E A% 22 &
10| U= FXZ MESELICE.

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"

=g 7|1/ E=EE AHE5t01 MH|A O|F, X[ O|F EE= FM S 7IECE QFE 32 =+ UaLCh M

HIA S SIX|o] AR MH|A &= AX|of MEE|= F7t ZE| EHAZ X|HE = U&LICH 49| F

? 8E, X Ee EAE MR E A8St0d Y 72 FA gt TEZE = /U&L

S35 7|=

- annotation[key] —key HEJ} Qe FMo| Zt M 2 B2, A £ 2XAEY = ooz
O3t R8Ol H|m QIAKIE BT ALRE £ QI&LICE 0] 7|/EE service EEE edge 7|1¥E9
S AFRE 4 QaLich MOMEE)0| ZEE FA J|= CHZE ()2 Fofof BLich

+ edge(source, destination) {filter} - source MH|AQ} destination MH|A AIO|E
HAAFLICH MEiMo 2 o AL MIOHEN MEE|= HE E3AS FHEE |2 = UELICH

e
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AWS X-Ray THRE OHLEA

« group.name / group.arn-_1F O|§ = 18 ARNCE XLz O89 TH A 2t
Ct.

« json-JSON 2 & ol x| T2 a2 L AloZ JSON 7HAME Mdst= BAE AWS X-Rayo|
M HIolE] 7tx{2 7|8 #

- service(name) {filter} - O|&O| name@l MH|A. MEAMOZ MH|AOM HE5tE MOAHE

of M8kl EE EFHAE LS E F2 + U&LUCh

EBo|lA MM &E =0 TEE RO EBO|AE HoE{H MH|A 7|RIEE AASELICH

=3t 7|9I= AMRHE RIHE 717 AYEIUHL AYEIR| ot MOHES SaLCH
=3t 7|9s QIAR}

none - 7| E7I EE B2 E& 40| true@LICH 7I¥ETI R 2 £E B2 F2 ¢dez BIHE

LICt.

e 1 F|E7 MYME|X| o2 AR EFHA0| trueLICt 7|/EJ B8 Q0 AR B oz Wy}
EL|c}.
o =, 1=-7|E09| g}2 H|mEL|C}.

 edge(source, destination) {filter} - source MH|A%} destination AMH|A ALO|E
iZAFLICH MEHMO 2 O] ¢S MIOHEN MEE|= EE EFHAIS FHSE F2 &= U&LICH

« annotation[key] - key HE7} U= FMo| gt FA 42 £, e EAYEY = Aosz
Ol2{8t R&Eo| H|m AHMAIE ZF ASBE £+ U&LICE 0| 7| EE service EEE edge 7|1/E2}

B AEE = U&LICH

-

« json-JSON Z & ol x| =2 aaf YAloZ JSON 7HHE MAst= EHAlE AWS X-Rayo|
M O|0|E 7K 27|8 & ESHMIL.

Efo|A MM §EH 2o TEHE ¥ EHO|AE FHoB{H MH|A F(REE AHSELICH
Example - A{H|A Z/E
api.example.com 3&£& X &5l 2F(500 AlZ|= 2F)7} dAst o

service("api.example.com") { fault }

MH|£ O|§ & MLlstod HEf £3AE MH[A Mo ZE o MEE + &Lt

[}
ke
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Example — MH|A EE

Effola #o| o= ROIME LFE Uo7l 2 - LIt
service() { fault }

x| 7I¥EE EE E3HAE F L& ZF Aol HEFLICH.

Example — S X| EE

api.example.com AMH|A 7} backend.example.comE EEFOLl Mgty QF 7| EH4st X

edge("api.example.com", "backend.example.com") { error }
3t MEIA 2 OfX| 7IQIS 0k B | QIAHRHE ALSSt0d CHE TE| EFA0| ol M MHIA EE of

XIE XMelg £ A&t
Example — AH|A 2 @3 ZEIE]

URLO| http://api.example.com/2& A|&St1 /v2/E X
of IAE|X| ot 9 F

FSt X2 api.example.com AH|A

ok

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !
service("api.example.com")

Example — AMH|A & & AlZh EE

http urlo| d&xlo{ A SF Alzto| 2=t 2 Eilo|AE & &LCH

http.url AND responseTime > 2

ZFMo| AR annotation[key]7t MME DE EP0|AE XY SE5 7L} 2t 8ol SiE st HI
I AMKLE AEE £ UsLICH
Example - @At 22 X &5t 4

ook
i
FO
0k

2 XY 20| gameid®@! "817DL6VO"EH= FM0| £

annotation[gameid] = "817DL6VO"

e
m
ke
o
1z

37



AWS X-Ray

THERE QLA

Example - 40| MHE|I&LICEH

age setO|2t= FA0| ZEE QF.

annotation[age]

Example - &440| AEE|X| eff&LICH

age setO|2t= FA0| gl 2F.

lannotation[age]

Example - At gf2 Z& ot T4

FMo| +=Ho| At gf 298 E 2
annotation[age] > 29

Example — AMH|A EE= AX[QF =g

service { annotation[request.id] = "917DL6VO" }

edge { source.annotation[request.id] = "916DL6VO" }

edge { destination.annotation[request.id] = "918DL6V0" }

Example - AtEXI7t = O &

EdO|AT} high_response_time &

Alice@l 2.

group.name = "high_response_time" AND user = "alice"

ot

rot

I
1%

E{(0l:responseTime > 3)E &F35t1

A& Xt 0|50l

38
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rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name'": '"get_temperature" } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } ] }]

ook

id &
service EE= edge 7|9=0] MH|A O|&§2 MBstHF 0 F L|CF.
2ot MYsHH EEEE{H id 2 0|§ 2|0 MH[A R¥ T X|HH5l0{ 0|F0| €2 L EE 7HE

= A&Lch

SLE>E HEoM o] AHe| EB|O|AE & | O]l account.id E+E AS
M2 X|I™ggct.

Q'I_l
(@)
i
X
E
>.
2
0>|

id(name: "service-name", type:'"service::type", account.id:"account-ID")

MH[& S x| HE{of| HH|4& Ol CHal id B +& AF8E =+ U&LICH

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:'"service::type"), id(name: "service-two",
type:"service::type")) { filter }

FII’

0 £ £0{ AWS Lambda %# Efo|lA Mol F 7ol =2 MMELICE SiLiE & EE80|1
CtE L= Lambda AMH|AZQILICH & = E&= 0|20| Z X[ K340|
ELC DEO EFOIAE Z&%LI Ct.

Example — MH|A EE

random-nameO|2t= MH|AO| CHE 2 FE

Hel
oo
Q'I_l
rr
FO
03t

service("random-name") { error }

MHIAR QIFt @7 E ANletD &= KIAel LRE HM HRIE F5|24M id &+E AFSELICH
Example - id & =& A& 8 MH|A EH

230| random-name®! AWS: :Lambda: :Function AMH|AQ| 2FE X &5t &

e
m
ke
o
1z
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service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }

Example —id 7|5 & MH|A REE Z&st= MH|A EE

S &O0| AWS: :Lambda: :Function@l MH|AQ| @ FE Z &5l 2™
service(id(type: "AWS::Lambda::Function")) { error }

EMY =B AMS ™ HE IDE AWS AEK|HEL
Example -id 7|5 2 A IDE At& 3t MH[A EE

EX A™ ID AWS: :Lambda: :Function LHO| MHIAE Z &5t 2F.

service(id(account.id: "account-id"))

AWS X-Ray = IA HH 2EEE XM 2E LHe| o2 Aol XM /= oHEEFHolMdg BLIEE
5o BXNE A = &Lt AwS B, HZE 2 E Aol XK, 23 U FXE otx| Lol Al
HollM 2t dshs WX EH HESHAH AM, Al U 28 £ U&LICH O|§ Sl oE] Hl™ol|l 2 &
MEE M2 TMAMeZ 8 £ QU&LICH CloudWatch 22 LHQ| X-Ray Eri|0|& @l E7o|A 1
O|X|oIM AL HIH =g =g £ JU&LICH

SHE S8 HEd HolHo= Chs fR38e #4 EMo| 28 + A&LICH

« Amazon CloudWatch?| X| &

Amazon CloudWatch Logs®| 21 I &

o| E#|0]A AWS X-Ray

Amazon CloudWatch Application Insights2| O Z 2|7 0|

|7‘o01|k| *cﬂéiE' ZrE Y IHIOIH



https://console.aws.amazon.com/cloudwatch/

AWS X-Ray THRE OHLEA

2 A Aol M =|CH 5712

AAAHE2 #EE HO|EHE ZLEE A-E SfELICH EdolaA= &

ZLEE AEe = EAPE'L—IEP A2A A A Hml ZLIEE HAEHSE 0| EBO|A AE2 FEY
LICH F7t 2UEE HAHEHo 2 MEE ERO|A AE2 EZE Q20 et 24 A4 Aol "EFELCH
Q=20 CHEF REM[EH HE = AWS X-Ray 22 & Amazon CloudWatch 2 22 X 5HAMIR.

ZBUEZ A8E 24 AE Ho] 38 8E5t2AH CloudWatch 2& E£= AWS CLI & API2| M
Observability Access Manager BEE AL &FLICH AFM[EH LHE 2 CloudWatch WA HHE #tEHE &
=M L.

X-Ray FH2 =4 AWS HE Elof| &L MEEE
b Efo|lAE 7IES
HEF M @20l CHEh REMIEH LI 2 AWS X-Ra

TaF AA 2xe DLEIR A EAIELICH ZH AA HXols ST EX A|&o| 22 Edo|ADF
EA=EUC 2 MMoME 2LEE Aol 229215t Amazon CloudWatch 2£2 ¥ict 7t
Metch EBfo|A M EFO|A HO|X| 25 M ZLEE H™E HiX|7F LB A THol EA|E L|C.

LGBl 4 Last updated now

5m 15m 30m 1h 3h 6h Custom C v X Map view List view

Efjo|A &

CloudWatch 2£ 2| 21% &M &of /= X-Ray EB0|A0AM EBO|A HE MEHEIL|C 7[BEMo =
Efo|A Holles BLEZ HXHo| EYOIAE ELHE BE AA A™HO| CHet EQF BLIEE! A™ X
AMoi cHet ==7F EAIELICH EBO|A ol I1F A Thof e HEHE MEfsto] HH EECIRE
5to1 Edilo|A Y2 EEHZELICE HE EE7I M E|H A EEQF LXISHR] b= HIH ol A

El
>
)
0%
i
2
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https://aws.amazon.com/xray/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://aws.amazon.com/xray/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/

HERF OHLHA

AWS X-Ray
Y Filters o Q, Filter by X-Ray group + Q Select a node
Y Filters X
Accounts
Select accounts \ 4
Monitoring account X
1234567890123
Clear all
Map layout
@ Sshow nodes with no filters
applied.
O TestLambda
Lambda Function
MHIA S EE MEHSHHE = MEHE Fol MulAao] A™E D dlol€ 0| ZEELICH
v TestLambda I View logs [4 H View traces H Analyze traces [4 H View dashboard
Lambda Function Account: Monitoring account (1234567890123)
Metrics Alerts Response time distribution
EHO|A Ho| QEZ AEOM B2 2|8 MYsHH MH|A = B2 HOIF 4 aLich MHlA
LE SE0ls ZUER AE U THE 2E A& Ao Mu|ATF ZEELICH = E{of A MEs}
of AM gilo|2 E= HAH IDE 7|ELR L E S52 ZEAFLICH
Nodes (2)
Q, Account id =| X
Use: "Account id ="
Alarms Vv Latency (avg) ¥ Faults (5xx) ¥
Values
: A1 13ms 0.00/min
Account id = 461265027466
e




THERE QLA

AWS X-Ray
Edola

2 ULEZ HE0lM CloudWatch 2&2 &1 1% B M & 9| X-Ray traces0i| A TracesE 41EH45104 04
B A™ol ZdE FHo| ME HEE QIgfLICt X-Ray ERIO|A YoM EE MEISHCIS = ME

BE FolM E2I0l2 27|18 M=stod 0| HOIXIE ¥ £ UsLICH

1™ stLt of&f o A ID7H & &l #HE|

C
n
Rl
2
9'|_l
ru

Traces(—’_ﬁ"—'!) HOo|X|= HE IDE #EIE XIHE
£ Ql24stLIct ChS oAl MHE A™E ID X EE YE S8t Eo|AE R 2IgLct.

EI:I =

service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m 30m 1h  3h 6h Custom

Q Filter by X-Ray group service(id(account.id: "1234567890123"))

® 5 traces retrieved

AEER AEIE FASSHMR. FF0iA stLt o &f el A™EE st Add to query(FHEIo| F7HE
MeigLIc
¥ Query refiners

Refine query by | Account v 1 selected Add to query

Select rows to filter traces

Q

Account name and ID

Monitoring account (1234567890123)

Edol4 Mg HE

d

o| Egflo|& F50{M ECi0|A&E MEYSt0 ER0|20 MF HEE & = U

Egjol& mO|x] ot =
LICH EB|o|A MF HEol= Egflo|a7t SatEt 2E HEL
g A-E

ol
L

E MHo| EAIELICH &M MHIA L EE MEISHTH
HaHE EFlatol MMols EFlatQlol 2t MaMEo e HIE M5 HEJF EAIELICH
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X
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V TestLambda AWS::Lambda::Function Monitoring account (1234567890123)

TestLambda ®@ ok = 28ms
Invocation ®@okK - Tms
Overhead ®oK - 8ms

OIHIE 7|4t o Z 2|7 0|4 Z 5

AWS X-Ray = Amazon SQS L& At&35t0{ O[HIE |t o Z2|71|0|MH £ X|HELICH AWS
Lambda. CloudWatch 2& 2 At&3tH ZF 20| Amazon SQSE CHZ o] —r7|' 1 5tLt Ol &9
Lambda & 401 2|3} K-lF'_IE' M HAEE BE7|E & = UsLICH HAEZ HAIX| HAHKLS| EB|O[A T}
CHR2AER Lambda & 2| EHO|A0 RIS E HAAL|Z 2 TA| ofE E|91|0|*._ %—E”% 2 oot

g & A&LCH

_ r-\o

mlo

@ Note
2t =M NOHE = =|CH 20742 F£Hof| AQGE += e, FHol= %|CH 100742 371 &
gE = JAELch §-H AlL2[20M F7H XM E AHSHH x[CH £ EM I 7|& ZE 115104
FMHoE &t et FHE e = U&LICH o & S0 &X0| #/d3tEl Lambda & 7t
gt ol 7t S E2 B2 SQS HAIX|E CH7 |0l ME5tE B2 Ol ol 2hMe = A&
Ct. Ol 2A|7t & dlstE B2 X-Ray SDKE A5t 25t A2 A8 E

= A& LI KpAMIE
LH &2 XtHE, Node.js, Python, Go EE&= .NET8 X-Ray SDKE <

o
b
Q'I_l
Iz
>

EzfolA HoiM AZEE Elo|a 2T

CloudWatch 2 L{e| EBi|o|A B H|O|X|o| M= HIAIX| &AXECe| EB|O|A T Lambda 2H|XLC]
Efo|]Aao dAE EQOo|lA WS % £ Q& LICE O|qEF &3 = Amazon SQS L EQ CIRAEE]
Lambda AH|XF = E& 45t MM AKXt & EAIELICE

o

O ProducerFunction O https://...MySQSQueue
SQS Queue

.
I
I
I
I
I
I
I
I
I
I
I
I
I
I
v

O ConsumerFunction
Lambda Context

O|HIE 7| o Z2|7|0]M =X 44


https://docs.aws.amazon.com/general/latest/gr/xray.html#limits_xray
https://github.com/aws/aws-xray-sdk-java#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-node/tree/master/packages/core#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-python#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-go#oversampling-mitigation
https://github.com/aws/aws-xray-sdk-dotnet#oversampling-mitigation
https://console.aws.amazon.com/cloudwatch/
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H AX|E HE{stH = LE O[HIE 7[7 SIAETR S EA[ELICEH O SIAETE AH|RIL =4
gt O|HIE 7|zto| RE & i LIC 7I7t2 OolHET} =41 miobct A&l

v Edge details

Source: https://sgs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.

8%
6%
4%

2% h
0%

o474

- = -

2.0m
Duration

MMNE HE 27|

o
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o %5 HIS RS B0|X|7F YRILICH MEdE Zxio] pIE K 7
IE

{0l x|ofl HIAIX|ZH EAIELICH

CloudWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info

E0l& HIE HE Mols Hr) E2I01A% B UAER W2 AER| HZE EFO0AT EA
%I, 2 E8(01A0] ZAE LIEFLIE AR otofl 2t E30|A7}
ola7} of2] YAER Ei CheAER £ 0j20] HHE/0] Yk BL

EZ| EPO|A LHo| = EJ} ABE| 1 EF|O|A MEH H{E 0| E A|E/LCE.

O[HIE 7|8 of Z 2|7 0] =X 45
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» Legend and options n-n

3. Linked traces. Id: 1-63684¢

2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

@ & A A e A

O HellowWorldFunction O https://...MySQSQueue
5QS Queue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2
Lambda Context Lambda Function SQS Queue Lambda Context

Select trace

Edo|A N2 HE W of2foll= UAER U CIRAEZ0| AZE Edio|A7 Z&E Edo|A MO
1 L [ =
HEO| Et2i2tIo| EA|ELICH HAEZ &= OI2AERo| (AT Edio|A7} of] 7H U= B 8
= = IT sk A 2 a =
T HIHE MF HEE EAY = QiELICH GZEE £ ME LHe| B FXof CHet MIHE MF
— o =
HEE 2240 ol2fo] MHE 2 B FHS MeEhc
Segments Timeline info
0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration ' : : ' : :
P 1. Linked trace. 2x batch
¥ 2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS:Lambda
ConsumerFunction ® oK 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction ® ok - 160ms
Invocation ® ok - 159ms
lambda_function.la... ® oK - 40ms
SQs @ OK 200 40ms SendMessage: https://sqgs.us-east-1.amaz
Overhead ® oK - oms
v SQS AWS::SQS::Queue
SQS @ OK 200 40ms SendMessage: https://sgs.us-east-1.amaz
QueueTime ® ok - 40ms

» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436

AZE Efo|& ME LHoAM EFL EBfo]& MEHStT|

17 Edl0lA MES ErY E20l20] TE{Z5tod EFUatRIoIM MIHE N HEE 2ols 4+

gLt

1. E#0l4 ME HE Mol ¢HHE =3 0l4 ofzfol M E0|A Mg Mg 55 2=0| &
ALt

O[HIE 7|8 of Z 2|7 0] =X 46
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Traces (2)

Q. Start typing to filter trace list

ID v Trace status v Timestamp v Response code Vv
o 3fd6e9600d58fea82597e9af @ oK 11.7min (2022-11-06 15:34:54) 200
O 223d41cc17baed4a5394423a0 @ oK 11.7min (2022-11-06 15:34:54) 200
Ejo|A Fo| BtC|2 HEE MEisto{ EBO|A MEF HE Mol ECo|AE EelgLIc
HAZAE EQo|AQ| A MEE EiiH Edfo|A MEH FAE MEAELICH
2, Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
_____________ _’® @ . e
O https://...MySQSQueue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2
Lambda Context Lambda Function SQS Queue

SQS Queue

‘ X Cancel trace selection ‘

X9 AlZF SIAE 13 Al
512 X-Ray 2201 x|91 AlZt BZ S|AETZ0| EA|

SIX|E M

AWS X-Ray =% T
===
K[ AlZh
X4 AlZHe 9% AIRto M Q% 2F27FR|2] A|ZHILICH SIAE IS X|Qd AlZtel EZE HoiEL
Foll= Zt 7[zhof s st 2ol Higo| EAIELIC
AE Ho{ELICEH A9 Q0| %[ 2

O S| AE2 300ms 0|0l RFO| CHEE HEEIE MHIAE
Olgt2 ol=ct 2 ZRILCH

ZMR| dElH, BHE &
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::Hﬁ—|||

!
15%—|i|
10% | |

5% |

0% ‘k\_f‘ W

MH[A ME HE shA

-
-

MH[A SIAEORD o X| SIAEORM 2 MHIA = QRIS 2H|M X[ A|ZH2 A|[ZHMo 2 &

#HerLIC

¢ B8 B3O Huls S8 MEILIC xRay= MUI2OIA HEIE 280l citt S8
HOIFLICH X4 AIZHS MHIA0] Qlsh 7ISE %0l MEIAS QA 7 HIEST X|ed AT Z
&5t x| ekasLiC

X
MH|A ZF 7EREE[e] MO|Lt 3tarE B2 28|60 SIX|E MEHELICH X-RayE CH2AEH
A0 A x-IEIoF QLAEXS| Q™o H?_F SIAETRYE HoiFELICE X[ AlZh2 2FXtol| ol 7|5

rﬂ_-ln

[Service details] Ii'd SIAEIES SHA5tE{M S
|:+ olz48t E0|Z g SIAEI™OIM I3 E= ¢n+o|a§ Hd = Ao

XA AlZEE 7222 EERIE E0|AE Hi{H S|AETI0M HIE MEELICE MEHE A%}
o= XM E 2&8stn 2I50|M 2EZ2=Z Z0{ Edio|& EEo| ZFAIZ x| Azt HRIE BZ
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Service details £

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

Foom
20% —
15% —
()
10% —
5% —
0% i, d-l =, T, T e b = . P )
a 1.0s 2.0s 3.0s
Druration
HQIE MEE % [Zoom]E MHst0o] SIAETIHO| ST FERH 2T MHUS OIM ZHE & UsLiCt
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Service details £

Name: Scorekeep

Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

0.3% !l

0.2% —

Reset

0.10% —

0% T T T 1
2.0s 2.8 3.0s

Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

S HO M [View traces] S MEHEIL|CE.

Fdoll =

ﬂIIO

=i

rr

X-Ray QIAIO|E AHE

Afsto4 Of B2 0IMOl ZIZ 3 BRI AEEL
27t R WK 1 YEE TRt QlAbO]
ULt

AWS X-Ray = #&o| &% dl|o
. ZErEOl o4 HSIE £THGHE ENIE J=
=

EE MNELICH QA0

4> R A

« OHZE[7o|doM EXTH Y

s AT S
’ = =
MASste Q& =42 Sdll ol o AU RU=/E T&Y &= U&LICH

QIAtOIE 50
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- Alzto| X|Efof et 2X7F HEE ottt 2 &S 2&LICH Amazon EventBridge% AtE35t0{ QIA}
OlE Y22 ZLIEHZ U LZ &R M SEE = USLICH O] S 752 ME35H 2| A%
Tof et AisstE olHY Ee LEIS B = UELICH

X-Ray 2&2 Erfo|& HolM Tl S AUAHET U= =EE MEELICH QA0|E 292 Hid
Moy =EE MEistAAR. 215 B M FolAM QIALO|EE MBY5t04 QIALOIEE & Qlstn HEZE
= AU&Lict

products x @ @ Q ' @ Maplegend @  Service details

Mame: products
Type: AWS::DynamoDB::Table

The incident lasted for 10 minutes. Overall, 47% of the client
requests were impacted and 6% of the requests to products

= Irnslgh'l
[AWS::D)«’namODB::Tﬂme] had issues.
Jul 27th 2020, 19:11
Insight Thwotte 4%
5.6K i . View full Insight

products

AWS:DynameD8::Table Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
v, 5.63: BOR6 —
1.5K tmin
40% —‘
products
20% — |
< > |
T e 5
0 108 208 308

Duration

210 1IA‘| StLt Ol& ol =M ol 2 ZX|E I QIMNOIEE Xﬂ%i LICt. O] MH|AE
875t04 OHEZE[AH 0| MM 0| &4 El= MH|A FoHE S 0| F & LICH O ol A|od M
%.LIEP AWS Elastic Beanstalk. Elastic Beanstalk AE{0{|A{ 042 t1o| API 21 &
| &h 50 CIRAER =0 Ol AF 7t Y& LICH

O—v——v—

QIAIOIE 7[5 & AI8dttdE 24 2 F0|M CIAIOIEE &d3taliof FLICH I& mO|X|o A RIAIOIE

= =
£ MEstAHL 38 ddE MEstod M 2 &S BFE OHS QIAIOIE Ed3HE MEEL
Ch X-Ray 2&£0M 2 &2 TFdsts Y- i AHAME I8 2 25 7 EE A xstM.
3. 2IZo| EHM oM ClAIO|EE MEHE CHS #elsteds QIAIOIEE ML

RIRFolE 5


https://console.aws.amazon.com/xray/home#

THERE QLA

AWS X-Ray
From 2021-01-18 20:00 | [ To 2021-01-20 11:00 | [ Group Default v State All v [+ (2]
Description Duration Root cause service Anomalous services Group Start time -
Overall, 30% of the client requests failed 2 minutes 58 api WWwW Default Jan 19th 2021, 19:02
due to faults and 19% of the requests to seconds (AWS::ElasticBeanstalk::Envir... (AWS::ElasticBeanstalk::Envir...
api (AWS::ElasticBeanstalk::Environment) api

failed due to faults. (AWS::ElasticBeanstalk::Envir...

(@ Note
X-Ray= 2IAIO|E 0| M C|O|E{E HM5t7| 28l GetinsightSummaries, Getlnsight,
GetInS|ghtEvents | GetlnsightimpactGraph APl 242 A& &Lt
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0II

4. O|HE DEIE MESH CLS AFS R XA DEIS MEiSHL|CH "source"' [ "aws.xray" ] %
"detail-type": [ "AWS X-Ray Insight Update" ]2 Z&sle= IHEHS MBSHAAIL.
CtZ22 7tset miEo| & 71| o Lct.

«  X-Ray QIAIO|EOAM E0{2E= 2 E O|HES YUx|5H= O[HE miE:

{
"source": [ "aws.xray" 1],
"detail-type": [ "AWS X-Ray Insight Update" ]

}

« X|HE state L category?t Lx|5HE O|HIE mHE:

{
"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ],
"detail": {
"State": [ "ACTIVE" ],
"Category": [ "FAULT" ]

5. OlHIE7} o] FAII Yxlg g Ciare M
6. (M= AL Ol FAIS o 27 Algetm M £ QTS Ef

7. M4(Create)S MEHEILICY.

(® Note
X-Ray CIALO|E LI #x 17 B2 7|8 X|¥H3HK| &t = Amazon EventBridgeZ O|HE

E ™SELICH RMIE LI 2 2 CIoIE 25 AWS X-Ray EHHE HZsHAA2.

AOIE iR

QIALO|E iR HO|X|oMHE Ml 7K F2 EEof CiEh FHE MAIRLICH

- ZEHQ EXE FUAItR?
- ZE HeI2 FARAMR?

53



AWS X-Ray THRE OHLEA

Anomalous Services AMoi= CIAHE & AR E Q| HSIE EoiF = Zf AH|Ao0 e EFERI0]
E AIELICE Et2telol= Af ol Jle FHo| Tt 7S E Eci= of et o & El= Af =8 L
EtLi= AM BHETJF HAX] EAELICE CIAO|E X|& AlZH2 QIAEHE RIZ 0] A[ZHEHE|0] EAIE
LICH QIAIHE PI=R = X-RaydlM X|E7} HIHY MO E W= WS BEE M AR K QIAMOIE
7t #8str|of = Set XS E LCH

CHS o= QAIEHEE YAzl A7 ol S7HE EoiE LI

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~
issues.

Root cause service products(AWS:DynamoDB::Table) State Starttime Jul 30th 2020, 21:37

Anomaly products(AWS::ElasticBeanstalk::Environment)

Group Default End time Jul 30th 2020, 21:43
Impact 0.52% request to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories m Duration :
Anomalous services
products (AWS::ElasticBeanstalk::Environment)
: Insight start time | Insight end time Incident window Prediction

500 f 1
400 /\/!,___L___‘
/ 1
300 \\ \\
200 / 1
I
I

\__ \_/ N /

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:30:00 21:55:00 22:00:00
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Root cause
View root cause details ® ® Q | @ Meplegend O
Anomaly
Anomaly
& A\
Client S A .
e
ol PAE R0l H&AM YT QFE 0f2f EO| HE'S DX of2f Ol4 HFE RYY +
AU&LICH @771 LHEE 8t ASKANK| MY E|HEEI0|HE 27 7f 2 MstA ELcH Edlola
Uo| FE cof Z&0o| A FRYULICH T ez = ™A 250l CiEh 20| E By el Ef et
olg MBEHLIC O] HES Bl 07, AZE, B4 Mejo| #EES ylHoR AMNELIC

Impact

Client requests impact for Default group

: Insight start tme | Insight end time Incident window

100 1

80 2% i

B0 % 1

40 % 1

20 1

0% 1

21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00
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ol W KIHE 7|zt LHoll ATstHL 2R E Yo7le 2o b mHat ZYE LI o] ¥y
M2 S5l S AILEISE VltoR N0l AZTo oM #2918 TEE 4 YaLch o] Yy
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AWS X-Ray 2IAO|E= 0] OIO|Z 2 MH|AMM EXME &= MHELICH o &
o EXo| 22 §Rl0| = MHIAE mhetetn, SUE 22 ISR Qs CHE & MH|ANM 0]
& dSE Eol=x| #FQlet, O AutE stLtol QIMOIER J|FELICH

X-Ray= QIALOIETI SHAE WHX| F7|Mo2 MEJtstn, FFE thet S HE AEE LE2e
2 7|§§.*L.II:} 2 212 Amazon EventBridge O|HEZ M&EE £ U&LICH O|§ Sl ZEAMAL}
QIBRE THstod AlZHO| X|hoil what Ol% 7+ ofE | WS R Thetsta, oY RS e
EventBridgeE A88t LB AAR S8 So| MUst =XIE g & &Lt

ZIAF HIOIX|2] &3 EFELRI0lM QIAIRIE OMES HEF 4 BLICH CHE MHIAE Mg mt
x| EtEtQlolis 7123t o2 T WS Bro| W MulATH EAIELIC

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

‘You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42
5 -
) Jul 30th 2020, 21:43 6% of the requests to products are now having issues.
40.86% Client impact has decreased; 49% of the client requests are now impacted.
o 0
8.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products

® (AWS::DynamoDB::Table) had issues.
Insight is closed

7 P Map time range : 2020-07-30T21:37:00~2020-07-30T21:42:00
® Jul 30th 2020, 21:42

48.93% ® 0 aq | @ Maplegend ©
- N oy
Y
0.72% .

Anomaly_ ( )
0.15% ¥ P \ \ 5.5k )
s, 84T ms L\\._ 4

. | _
\ 29K ume J aroducts
products & N -

O Jul 30th 2020, 21:39 e

58.37%
11.32% +

0.87%
0.28% +

nrociints
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Impact analysis
Choose a node in the event map or choose a service from the list to view its statistical data over time.
products (AWS::ElasticBeanstalk::Envir... +

:Insightstantime Insight end time | Event time reported Event window Prediction

500
400
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£ J\\ﬂ —

o
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EMEL2 7|BMoZ F JHK| 22 = 2l Response Time Distribution(S g AlZH 22Z)2}t Time Series
Activity(A|H Q2 &) M50 EBO|AE AlZHaEhL|ct o MMt Chg MM M= 2 Jef= 9
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« All traces in the group(Z2 & LH 2E E&i|0|A - 3|4

Retrieved traces(AME E|0|A) - &M
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« Filtered trace set A(ZE{&El E&0]
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* Filtered trace set B(EE{2El Edi0o|A & B) — m}EhA4
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Response time distribution @
Click and drag to filter the traces by response time.
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Time series activity @
Click and drag to filter the traces by time.
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I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces @ Filtered trace set A ©@
5.2K traces 4590 traces (87.66% of retrieved traces.)

Filters: responsetime @ Refine

Response time distribution @
Click and drag to filter the traces by response time.
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I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)

Retrieved traces @ Filtered trace set A @ Filtered trace setB @
7611 traces (94,88% of retrieved traces.) 953 traces (11.88% of retrieved traces,)
Filters: responsetime Filters: timerange ©

Response time distribution @
Click and drag 1o fiter the traces by response time.

Time series activity @
Click and drag to fier te traces by ime
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Default ~ Q, Enter service nar
Q, Enter a group name

Default

faults

Create group

Learn more (&
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a8 AN

(® Note

O|A| Amazon CloudWatch 2& LH0|M X-Ray A &2 T+ 8& + U &LICE X-Ray E2£2 AH
AEE = A&LICH

CloudWatch console

o & w0 DN

off 212! AWS Management Console 311 https://console.aws.amazon.com/cloudwatch/://
https://https://://https://://Inhttps://://CloudWatch://://https://://nhttps://://https://https://://https://:/]
https

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

Insights(2/AFO|E)0I M 2 E0f CHEt QIAIOIE HMAE &
Insights(2/ALO|E)0]| CHEF AtA|IEF LIE 2 X-Ray QIAIO|E

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.
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https://console.aws.amazon.com/xray/home#/service-map?timeRange=PT1H

AlzF 2 B2 AlZt - xray/home#/page?timeRange=start~end

Example — = B9 A7t H?

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00:00~2023-7-01T22:00:00

Example — & £ AlZt H2

https://console.aws.amazon.com/xray/home#/traces?
timeRange=2023-7-01T16:00~2023-7-01T722:00

2|
sie 2l el Hiolx|ol Aws 2| HAEE E RIFELICH 21 E XIFetx| b2 B Z£0| OHX[H2 =2
YET 2lMe=z E|C|HMELICH

2|™ - xray/home?region=region#/page

Example - O|=F ME(22|7d)(us-west-2)2| ECf|O[A B
https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map

el metolE7L CHE 2l Z'AIZ 32 2™ #2|7F siiAl @oll 21 X-Ray -} #2|7t = 0|X]| O]
& Floll Such.

Example — O|= M8 (2 217)(us-west-2)2| x|t & A|ZF S0 EB|O|A ¢
https://console.aws.amazon.com/xray/home?region=us-west-2#/service-map?timeRange=PT1H

=

o

Example - |2 Ezf|lo|AaQ} 7|7t ZH

https://console.aws.amazon.com/xray/home#/traces?timeRange=PT15M&filter=duration%20%3E
%3D%205%20AND%20duration%20%3C%3D%208
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24
=
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. I 0|X| - EBO|A
o AlZt Q] - Orx[ef 158

« ZE{ — duration >= 5 AND duration <= 8

X-Ray API Alg

X-Ray SDK7} ZZ2 2 H0{E X|35X| o= B X-Ray APIsE& & AH&357{LF AWS Command
Line Interface (AWS CLI)E Ar&3+04 X-Ray AP &%
A5 85 WS MESAR.

;

o AP HAlo| BHEE AEStHLE @F | SM1t &7A 2t ZHEFSE 2 AWS CLI 2 9IHE AFSEL

« X-Rayoll CH8t @& o| @oiMmt ALl X|HE 2oiEH6ted™ X-Ray APIE &7 AFSEHLCH

X 2HE dlo|E HAlo 2 nieto|E{8t AWS CLISHOF 5t

X-Ray API At 82


https://docs.aws.amazon.com/xray/latest/api/Welcome.html
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( A
v licati Choose how to ﬂ:(?;ii;}"t:r:nd Use the X-Ray API
S use an AP customization directly
Simple syntax
and pre-
formatted
commands
Use the AWS CLI —— Instrument your
application
Configure your
collector or agent H
\ J
X-Ray APIE At8304 EB|O|A O|O|E{E X-RayZ &7 M&EELICH X-Ray API= CHSot 22 it
ErQdg Z 35104 X-Ray SDKOIM AL E £ = ZE & 4+8 X|EU
+ PutTraceSegments - M|IZHE EME X-Rayol YZ=gL|C}
 BatchGetTraces - EH|O|A ID S50 Ei0o|A S52 AMerLICH AME ZF ERo|lA= HY

QHEO| MIHE ZA E°°'|,||:}.

+ GetTraceSummaries - EB|0|A0] CHEH ID2F A4S ZHMBILICH FilterExpressiong X|& &0

Edjlol& 290 59| Tigte HME 4 UaLITh

ol

+ GetTraceGraph - % Eg|o|A IDOM| CHEF MH|A =& ZHAEHL|CH

 GetServiceGraph - =41 @HE MEISII CIRAER QEE 2Y S &dtc AMH[AE HH5t=

A
—
JSON E4|o| EME AAMELICH

OZ 2|7 0| ZE LHo A AWS Command Line Interface (AWS CLI)E At&3t0{ T2 2 WAlo
X

2 X-Rayel &3 &8e =L JU&LICH = CtE &8 X850 X-Ray SDKOIM AISE = U= &2
E &+ & AWS CLI X[ HELICE AWS MH|A CFHE &= ool LIGE API ZFdo| ZHEFEE 4] BT
Lct.

+ put-trace-segments - X-Ray0l MIAHE BEME Y2 E=FLICH

]

X-Ray AP| Ab&
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https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/put-trace-segments.html
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* batch-get-traces - EB|O|A ID S50 Ei0o|A S5 AMeL[CH AMEl ZF EGojlA= EHY
QLEO MOHE BEM ZSLICH.

+ get-trace-summaries - Eti|0|A 0] CHEr IDQt FA42 AMELICH FilterExpressiong X|&6}0d

Egola 9o ot 2| g S AME + AU&LICH

- get-trace-graph - £ E&|0|A IDOJ| CHEt MH[A JEHZ & AMEL(CH

+ get-service-graph - =4l QHEE %25t CIRAE

JSON BAo| EAE HMEL

I:o
JIiL
kO
1.
fjo
A
i)
ol
M
g'l_l
rr
x
o
|>
M
nx
0F
g'l_l
rr

iu}

AlEHSHEdE 2 ®MAAWS CLIEE Mx|sHoF LIt Linux, macOS 2 Windows 24 #|AE AWS
* X-Ray H SEo0i gt XtAMISH LI 2 X-Ray2AWS CLI HZ 2% LA E B X HA|

« AWS CLIOM AWS X-Ray API AtS

« AWS X-RayZ FX H|0|E{ &

« oM Olo|E| 7}XK{2 7] AWS X-Ray

ok

st 48 74

I

« AWS X-Ray APIZ MHE3 O§ 2 ¢f
« X-Ray APIO|| MEZ #E AME
« AWS X-Ray M[OIHE F A

AWS CLI0{ A AWS X-Ray API Al

AWS CLIZE A3 X-Ray MH|A0] Z%] HMAS DT X-Ray E2£0| MH|A 2= L HA| =X O
O|EE HAMst= Ol Ar83tE Wt SUT APISE AFSE = U&LICH ME ofE2(7o|Mofl= AWS
CLIO|A O[24Et APISE AtE5te WHE EoiF= A3 B ET Xt E|of /U&LICH

NS e

O] REC|™0| M= Scorekeep M E OHEZ2|AH 0|t Z 3 EI AFEEE AE3510{ Ei0|A C|O|E 2t
MH|A g dM8eLIch REEIY AlIENSH7|of X|Elofl et of Z 2(AH 0l AlZFEFLIC.

O| At& MolM= AWS CLI & At&3+0{ X-Ray APIQ| 7|& At8 2 E o4& LICH Windows, Linux & OS-
X0 ALE & = U= AWS CLI= ZE0i Cial =2 APIso]| CHEt HHEE HMAE NI ELICHAWS
MH|A.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/batch-get-traces.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-summaries.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-graph.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-service-graph.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/index.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
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® Note

Scorekeep MZ OHEZ 2|7 0[4d0| WHE 2[x SLUE 2T = AWS CLI 7+ T EE[0] =
x| = elatof gfLICH.

MZ ofZZIAHOIM HAEZSZ I &EI ATJRIEE cURLE AHE3I0{ API 2! jq2 EBfEE E LY
HE FE BMFLICH jg ¥ Tt U2 stedolan.github.iolM CHR2E2EE = 7, curl A& ol
https://curl.haxx.se/download.html0i| M CtREEE £ JU&LICH CHEE 2| Linux 2 0OS X dx|o=

cURLO| Z & E|0{ & LCt.

|0 ]]oI'

o A2 Aol Tldzle SeF E x0Och AlSsiM APIZ 7he ECfEE ddstR[et R 282
g 7tR| REEULICE APIE E|AESIE S¢F test-api.sh 23 BEE ALE5t0 SE ZF AlLIE[2
£ Adstn 2t CheFet Eoflo|A HI0|EE ddefLIch

1. Elastic Beanstalk 2& 2 LIt
A8 EQl &40l 2| 242 o|sELCh

2 0
3. HO|X| S| M #F URLE SAHELICH
4

2]
0
M
ne
k]
>
A
E_\'l_
fjo
ok
oy
C
Py
—
Hu
o
It
r
In}

bin/test-api.

#1/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbeanstalk.com/api

P

ofr
rr
>.
1y
L
m
i
>
gl:'
ﬂ
r
Ami

5. APIZ 7= EdiEg 4

~/debugger-tutorial$ ./bin/test-api.sh

Creating users,

session,

game,

configuring game,

playing game,

ending game,

game complete.

{"id" :"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":
["QFF3HBGM", "KL6JR98D"], "rules":"102","startTime" :1476314241,"endTime" : 1476314245, "states":
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https://stedolan.github.io/jq/
https://curl.haxx.se/download.html
https://console.aws.amazon.com/elasticbeanstalk
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
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["JQVLEOM2", "D67QLPIC", "VFOBMONC", "OEAA6GK9", "2A705073", "1U2LFTLJI", "HUKIDD70", "BAN1C8FI", "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "O840NEPD", "EG4BPROQ", "V4BLIDJI3", "9F

X-Ray API A&

AWS CLIE= GetServiceGraph /& Z &350 X-Ray7} MEB3tE ZE APl Z¢]of CHet HHE XS

o o=

=< = 5
gLICtGetTraceSummaries. X|HElE D E &0t 2t & ol A A El= CllO|E & Alol CHEr XAl

Example bin/service-graph.sh

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

ol A3 BEE OFXK|BF 102 7t2| MH|A JEiZ & JFXSLict,

~/eb-java-scorekeep$ ./bin/service-graph.sh | less

{
"StartTime": 1479068648.0,
"Services": [
{
"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
"ThrottleCount": O,
"TotalCount": 0O,
"OtherCount": 0
},
"FaultStatistics": {
"TotalCount": 0O,
"OtherCount": 0
},
"TotalCount": 2,
"OkCount": 2,
=N
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https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/Welcome.html
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"TotalResponseTime": 0.054000139236450195
I
"EndTime": 1479068651.0,
"Aliases": []

}
]
},
{
"StartTime": 1479068648.0,
"Names": [
"scorekeep.elasticbeanstalk.com"
1,
"ReferenceId": 1,
"State": "active",

"EndTime": 1479068651.0,
"Root": true,
"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

Ol 23 BIEE 1 ™1 28 T AMoloi| HgE Erfo]e] URLE 7t ELIC

~/eb-java-scorekeep$ ./bin/trace-urls.sh
[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/
endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBJI3K5/153AHDIA",
"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HM6/
endtime/1479069466"

]

Example bin/full-traces.sh

EPOCH=%$(date +%s)
TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

&M 87



AWS X-Ray THRE OHLEA

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'
Ol A3 ZIE= 12 Tt 28 ™ Molof| 8 dEl 2& EB0IE 7IXMSLICH.

~/eb-java-scorekeep$ ./bin/full-traces.sh | less

[

"Segments": [
{

"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991ca9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE®S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

},
{

"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242477E9,
\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTISEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

}
1,
"Id": "1-5828d9f2-a90669393f4343211bclcf75",
"Duration": 0.05099987983703613

SI=

Elastic Beanstalk 42 S &35t0{ Amazon EC2 QIAEIA DynamoDB Ef|0|€ & J|E} 2| AAE S&
gl

Elastic Beanstalk 2432 S=235t2{™

1. Elastic Beanstalk 2& & dL|C}.
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https://console.aws.amazon.com/elasticbeanstalk
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2. A8 B A BE 222 oIS
stelg Mgt

3
4. [Terminate Environment]E ME{EILIC}.
5

Sz & MEELICH

Erj|o|A O|0|E= 30Y F0i X-Rayoll M At S22 A ELICEH

AWS X-Ray2 F2 O|O|E ™M&

Ef0o|A HIOIEE MOMHE BM ASZ X-RayZ MEE = U&LICH MOIHE EME o EEI7
O|Mo| 2FEE AMeldt7| flel =&ste 2ol CHet MEE Z&5t= JSON A EXrAe]L|Ct of &
2|7 0|2 AAR =35 = T CiEt HIOIEHE MaMEN 7§ HLE CHRAER MH|A & g
AS2AE MESE HUE 5t MOHE 7[5 = JUsLtt
HIIHE = o Z 2|7 0|Ad0| 8list= Zrdof| CHst HMEE 7|28 L|CH MOIHE S Xo{E EQdo] A
HIZ! AlZh 0|8 & = 7§2| IDE 7|2 8fLICh E&|0|A IDE MHIA Zhof 0|S5te 238 EjolAE
LIt MOIMHE ID= B MH[A 9| 3o CisH 22 E 2dE Eoi|o|AF LIt
Example Z|4 2 MOHE
{
"name" : "Scorekeep",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a0@06649127e371903a2de979",
"end_time" : 1.478293361449E9
}
QYO FAEH HO| A2 E WK THE MIHEE K2 EARE HESE + J&LCt

Example ZI™& £l MOHE

"name" : "Scorekeep",

"id" : "70de5b6f19ff9a0b",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true

HolE &%
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
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x
N
a2
im
1]
h

™, PutTraceSegments, £ X-Ray CHE(daemon)2 S35l X-Ray2 2'dl = U&L

C}

CHE 20| ol Z 2|7 0|42 AWS SDKE AF2510{ CHE MH|AE 5 E6H7L} 2lAA| HAMAEL|CE.
CIReAER &0 chet HEE 512 MaHEO 7|2 8tL|Ct X-Rays 512 Mlzﬂdéz 235101 Al
OHEE MESHR| o0 MH|A Je= ol MaHE CHE 2= MASHK| ot e CI_RAEZ] MH|A

St MOHE = MA M2HE EMo]| (HEEHL FHEMo 2 MESE = U&LICH 5t HdaTHE
E VMo 2 TE5I0d HA|ZH A¥ElE Q| CHE CIRAER S ES2 HIS7|AMSE EBO0|ASHH
L} Z|CH N2 THE

2M 37|64 kB)E Z1t5tX| A== gL|C}
Example 5t%| A21HE

5t2| MIOAHE = subsegmentf| typelt &2 MIHEE A|H5t= parent_idE #&LICH

"name" : "www2.example.com",

"id" : "70de5b6f19ff9a0dc",

"start_time" : 1.478293361271E9,

"trace_id" : "1-581cf771-a006649127e371903a2de979"
“end_time” : 1.478293361449E9,

“type” : “subsegment”,

“parent_id” : “70de5b6f19ff9a0b”

MIHES &2 MOHE Z&8E & e 2= X 2ol cHE RtMIEF LHE2 AWS X-Ray MIHHE

Sections

- FX D 44
« PutTraceSegments AFH2
MNIHE EME X CHE(daemon)2 & ©&

275D MM

CIOIEE X-Ray= M&sttd™ 24 %ol s 278t ECi|o|A IDE 4-dstioF ZLICt

Hlole ©& 90
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X-Ray EF0|A ID &4

X-Ray trace_id= St0|ELE 7 EE 37Ho| =AtE A ELICH o: 1-58406520-
a006649127e371903a2de979. 047|0d= Ct=2 0| =& ElL|C}.

- HM HE (1)
o HHell ™ol A|ZHBALE] 16 T8 AF8 3= Unix ol 23 AlZh

O & S0, 023 AlZFS 2 2016 12 12 27 10A|(PST)= 1480615200% 0|, 1 2
58406520 %L |C}.

- EF0|AQ| 96HIE 22 1] Alx(24xt2] 16714

"y
rr

@ Note
X-Ray= O|A| OpenTelemetry & W3C E&j|O|A Z1E
Ef Z2| I E AFE5t04 M El EBO|A IDE X|H
[ W3C E&i|0|A IDE X-Ray EB|O|A ID gc=>“i!0|010|= °.=.*L—|EF %
EQo|AID 4efaaf4d1e872®b39541901950019ee5E X- Rayi

o _|F"
2:
09

. X-Ray E&{lo|A&
ID01|: 2el Q7 EFUABRZ (Unix o 23 AlZH) 7t E?:. £|o+ XI'F_F, W3C EEﬂOIé IDE X-
Ray &4lo 2 ©™&E e ERSHX| et&LICh.

BAEE AP 0] ECYO|A IDE HdsteE AT REE 5T + A&LICH OS2 F 7HX| ol Lct

import time
import os
import binascii

START_TIME = time.time()

HEX=hex(int (START_TIME))[2:]
TRACE_ID="1-{}-{3}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash

START_TIME= $(date +5%5)
HEX_TIME=$(printf '%x\n' $START_TIME)
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https://www.w3.org/TR/trace-context/
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GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
TRACE_ID="1-$HEX_TIME-$GUID"

Ego|lA IDE MdE5tn MOMHEE X-Ray CiE(daemon)2 2 ELi= AF R E o CH3H Scorekeep
o

H A4
[=N )]
£ o Zel7lolde FelghLct

* Python - xray_start.py

« Bash-xray_start.sh

PutTraceSegments AFS

PutTraceSegments APIE AtE5t0i MIOHE EME HUEEE = UEL |' O| APIOlE= JSON M1
HE EMo| S8 7tX2E B mtet0|E| TraceSegmentDocumentsZt A& LICH.

AWS CLIOIM aws xray put-trace-segments S AE35t0{ MIOIHE EME X-RayZ Y
M& gt

$ DOC='{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, '"name":

"test.elasticbeanstalk.com"}'
$ aws xray put-trace-segments --trace-segment-documents "$DOC"

{

"UnprocessedTraceSegments": []
}
(® Note

Windows 23 %{2|7|2} Windows PowerShell2 JSON 2Xt€ofMe| 212 B35 @ F AlE0|
CHELICH REAIEH LIS S AWS CLI AHS M-A 0| BRI Q188 R Z3HAAI2.

Iist MOIHE 7 25 LIPGELICEH o E S0{ EBO|A IDQ| ™7t LT H Y

ks AL
SR CESn 42 2771 grerELch

{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",

"Id": "6226467e3f845502"
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https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.sh
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-using-param.html#quoting-strings
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ofe] HIIHE BME BHOR TESt0] SAl0| HEE & YsLICH

=

$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"

MIIHE EME X CiE(daemon)2 2 &

MIHE EME APIZ T&EstE Oidl MOHE F 612 MOHEE X-Ray CiE(daemon)2 2 M&EE
& AU&LICE O CHZ (daemon)2 MIHE 3 6t MIHEE B St} HEX| B2 X-Ray API
2 YECEELICH X-Ray SDKE= AWS 2 2 S £2 WX[5H7| ?lai MIHE 2ME CHE(daemon)2
2 d&ELIC

® Note

CI2g M#HE W2 220] X-Ray ChE (daemon) AI#57| BHHS AZFHAIAIL.

o2 sl {"format": "json", "version": 1}\n7} &0 22 JSON A MOIHEE UDP X
E 20002 2 TS Lo,

{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbe46a994272793",

"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

Linuxol Me MIHE EME Bash E{0|ZoM Cl2ecz A

g = A&LICH sEH MOIHE EME
BHIAE ItUZ XESHT catS AFE3510{ /dev/udpE T+

2
o=
£ mto|=Z g LCt.
$ cat segment.txt > /dev/udp/127.0.0.1/2000
Example segment.txt
{"format": "json", "version": 1}
{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",

"start_time": 1498082657.37518, "end_time": 1498082695.4042, '"name":
"test.elasticbeanstalk.com"}

CHE (daemon) 218 S| MAHE 7| X-RayZ NS E|ARE= K| &QIEFLICH.
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2017-07-07T0Q1:57:24Z [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50
2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

oM CIOIE 7k 2 7] AWS X-Ray

AWS X-Ray = At&XI7t T&E5t= £ H|O|EHE & 2lsto TA]
JSONS Z MAEFL|CE AWS CLIE AHE 3504 APIOIA] 2T MM =

Sections
o MH|A JH= 7} K7
H] MH|A g A

Al

Mk

=

[
{2 |mu
oY

£

AH
NEAM IIM27| & FAE

e

MHIA TJe = 7} K27

GetServiceGraph APIE AI&30{ JSON MH[A T & ZHAMe = QI&LICH API= A AlZtat
TE AZHE HRE gL Ct O] A|ZH2 Linux0ll M date BEE AFE5H04 AH A" = J&LICH

$ date +%s
1499394617

date +%s& EME X Bz EXELICH Ol ZAE = Azt =z AEst1, 0470 AlZhE Rt
oto1 A[Ef AlZHE FEfLICH

Example OtX[2F 102 7F2| MH|A J2{ZE 7HX{27| figt A3 EE

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

CIS odlAlE 22I0|ME =&, EC2 QAR A DynamoDB El|0|2 2! Amazon SNS FXA|E Z &5t 474
ol EJt Q= MH|A JB|ZE Ho{F Lt

Example GetServiceGraph &2

"Services": [

{
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https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html

AWS X-Ray THRE OHLEA

"ReferenceId": 0,

"Name": "xray-sample.elasticbeanstalk.com",

"Names": [
"xray-sample.elasticbeanstalk.com"

1,

"Type": "client",

"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 1,
"TotalCount": 1
},
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
},
"TotalCount": 4,
"TotalResponseTime": 0.273

I
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
},
{
"Value": 0.015,
"Count": 1
},
{
"Value": 0.157,
"Count": 1
},
{

"Value": 0.096,
"Count": 1
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1,

"Aliases": []

"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

"Names": [

1,

"Type": "AWS::DynamoDB: :Table",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0

.

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

.

"TotalCount": 2,

"TotalResponseTime": 0.12

},
"DurationHistogram": [
{
"Value": 0.076,
"Count": 1
.
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{

"Value": 0.076,
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"Count": 1
I
{
"Value": 0.044,
"Count": 1
}
]
I
{
"ReferenceId": 2,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [

"xray-sample.elasticbeanstalk.com"
1,
"Root": true,
"Type": "AWS::EC2::Instance",
"State": "active",
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": O,
"OtherCount": 0,
"TotalCount": 0
},
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
},
"TotalCount": 2,
"TotalResponseTime": 0.12

I
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
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"Value": 0.044,

"Count": 1
}
1,
"Aliases": []
I
{
"Referenceld": 3,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {

"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.125

I
"ResponseTimeHistogram": [

{

"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
1,
"Aliases": []
}
1,
"SummaryStatistics": {
"OkCount": 3,

"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 1,
"TotalCount": 1

iy
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iy

"FaultStatistics":
"OtherCount": 0,
"TotalCount": @

{

I
"TotalCount": 4,
"TotalResponseTime":
},
"DurationHistogram": [
{
"Value": 0.005,
"Count": 1
I
{
"Value": 0.015,
"Count": 1
I
{
"Value": 0.157,
"Count": 1
I
{
"Value": 0.096,
"Count": 1
}
1,
"ResponseTimeHistogram":
{
"Value": 0.005,
"Count": 1
I
{
"Value": 0.015,
"Count": 1
I
{
"Value": 0.157,
"Count": 1
I
{
"Value": 0.096,
"Count": 1
}

0.273
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"ReferenceId": 3,
"Name": "SNS",

"Names": [
"SNS"
1,
"Type'": "AWS::SNS",
"State": "unknown",

"StartTime": 1528317583.0,
"EndTime": 1528317589.0,

"Edges": [],
"SummaryStatistics": {
"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0

.

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

.

"TotalCount": 2,

"TotalResponseTime": 0.125

},
"DurationHistogram": [
{
"Value": 0.049,
"Count": 1
.
{
"Value": 0.076,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
.
{
"Value": 0.076,
"Count": 1
}
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[

= MH|A JfT 2

Eo| 2EI=o0i 7|88t MH|A OEiZ & 5 £3524™ groupName 2= groupARNE EZ & & LICH C}
O| o & Example10|2tE 250l MH|A JEiZE 5 &5l WHE HoiELC.

Example Z1& Example12| O|§ 22 MH|A 2= & ZHMS}H7]

rok
>

aze

4o

aws xray get-service-graph --group-name "Examplel"

GetTraceSummaries APIE Al351041 EB0|A Q49| EEE 71X £ U&LICH EB0|A 22k
E &M YH/8Y HE U IDE & e A EY0|AE CIREEScdE Edllo|AE AlgEst= ol Al
g8 = Uz HETJH ZEELICH

aws xray get-trace-summariesE ZEY [ A& = U= F 7tX| TimeRangeType E2i1
7t A& Lt

« TracelD — 7|2 GetTraceSummaries M2 TracelD AlZHE AL HIAHE! [start_time,
end_time) ¥ LM A|ZHE EFO|AE BHEHEILICEH EFQUAEHE O] #1Q|= TracelD LH2| EF
ARE QIFEE J[HIO 2 HME[HLL =522 Holgh = &Litt

« Event AlZt - AWS X-Ray= AlZt ZAotof 2t & Mst= O|HEE ZHMSI7| /5 O|HIE Ef UAEH

2 EB|0|AT7F A|ZHEl AlZHof| BHAH|[Q10|

T2 AI25H EYO|AS ZdAst £ Q1A | |CH Event AlZt
40
o

[start_time, end_time) 1% S¢t & EZ|O|AE BHEtEFLICE

aws xray get-trace-summaries BHE ALE504 EC0|A 2o S5 7IXMZLICH Ot B
H2 7|2 Traceld AlZHE AFE5H04 X[ 120IM 22 AtO|2] EBfO|A R |52 7t L CH

ATRE

P

o
rr

Example ECi|0|A 2% &5

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

EREEER] o
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Example GetTraceSummaries £33

"TraceSummaries": [
{
"HasError": false,
"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",

"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",

"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

},

"Users": [1,

"HasFault": false,

"Annotations": {3},

"ResponseTime": 0.084,

"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c",

"HasThrottle": false

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

},
"Users": [
{
"UserName": "5M388M1E"
}
1,

"HasFault": false,
"Annotations": {
"UserID": [
{
"AnnotationValue": {
"StringValue": "5M388M1E"
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}
1,
"Name": [
{
"AnnotationValue": {
"StringValue": "0la"
}
}
]

I

"ResponseTime": 3.232,

"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",
"HasThrottle": false

1,

"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2

BatchGetTraces APIE AI235t0{ £ L EQ|0|A IDE A EQO|AE HAMELICEH

Example BatchGetTraces &
$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1ldd4a6b

Example BatchGetTraces &=

"Traces": [
{
"Duration": 3.232,
"Segments": [
{
"Document": "{\"id\":\"1fb07842d944e714\",\"name\":

\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,

\"parent_id\":\"0c544c1blbbff948\",\"http\":{\"response\":{\"status\":200}},

\"aws\":{\"request_id\":\"ac086670-6373-11e7-al74-f31b3397f190\"}, \"trace_id\":

\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":

\"arn:aws:lambda:us-west-2:123456789012:function:random-name\"}",
"Id": "1fb@7842d944e714"
.
{
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"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\":\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":2003}3},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\" ,\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"0@c544c1blbbff948\",\"name\" :\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al174-t31b3397f190\", \"resource_names\":[\"random-name\"]},
\'"namespace\":\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAIGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"1},\"namespace\":\"aws\"}1}1}",
"Id": "194fcc8747581230"
.
{

"Document": "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":2003}},\"aws\": {\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"}, \"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\":\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}1}",

"Id": "@0f91aa@1f4984fd"
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"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624bs\" ,\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":57}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"]1},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":
\"AWS: :DynamoDB: : Table\"}",

"Id": "17ba309b32c7fbaf"

.
{

"Document": "{\"id\":\"lee3c4a523f89ca5\",\"name\":\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}},\"aws
\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-
f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-
west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},
\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",

"Id": "lee3c4a523f89ca5"

1,
"Id": "1-59602603-23fc5b688855d396af79b496"

1,

"UnprocessedTracelds": []

- =

EM7I ZEELICH Hlo|E= o ZE2|AH 0| MM X-RayZ2 ME K22 0|28t EM = CIOIE{E LIEFLH
X| et&LIch T &l X-Ray; MH|A0f o5 MME ME[E 2 ME LIEHHLICEH X-Ray= ofZ2[7 0|4
O| &t MOHE ._A-IE Hudstm MIHE EM AF[0HE &E45HX| &= CI|O|E{E A|7stod T
X EQO|A EME MAMELICEH

A Egilojaoz SYE EC0|A IDE sAEl BEE MOHE EMERE Aot dE 2 AIHEQ

St X-Raye MOHEE &Y ©ESHK| o= MU|A0| CHet CHR2AER S ES 25l FHE M
HEE MYEELICH o|E E01, ASEl= 2EI0|HEE AH835t0{ DynamoDBE 2 3 &5t 42,
X-Ray SDK7} AtAIQ| M0 2 S £0| CHE HE HEE st MaHEN 7|SFct sx|ot
DynamoDB= e MOHEE M&E5HX| &t &LICH X-Raye ot9 MOHES| HEE AE35l01 FE
EHMIHEE 4435t0{ EB||0|A ol DynamoDB E|AAE LIEIHLHT O|& EB|0|A EA0i| F7t+E

LICH.
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APIO| A 0424 EB|O|AE 7HXK{22{T AWS CLI #Z|E S35l get-trace-summaries E0|M F
E% + ol EB012 ID S50 ELIch SH Jlzhol Chs FA ER0|AE M H 588
batch-get-traces2| Y= 2|C|2MEL|CH

Example 127F2| A EHO|AE 71X 27| {8t A3 EE
EPOCH=%$(date +%s)
TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)
aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

2= He EM 77| 2 A E

GetTraceSummaries APIZ2 EB|0|A Q20| MME|H HIZ 22 EfolA 222 JSON 4 QE Ct
Al Al235tod 2= 240lof et T AISHE e 34l 2 l&Lich FXISF EHAlof| CHEE 94
2 ole KME HZFHAAIL.

|>

Example GetTraceSummaries £ oAl - & A7t 2 & #Q

"Services": [
{

"Name": "GetWeatherData",

"Names": ["GetWeatherData"],

"AccountId": 123456789012,

"Type": null,

"Inferred": false,

"EntityPath": [

{

"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false

"Name": "get_temperature",
"Coverage": 0.8,
"Remote": false

]
}I
{

"Name": "GetTemperature",
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https://docs.aws.amazon.com/cli/latest/userguide/controlling-output.html#controlling-output-filter
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html

AWS X-Ray

THERE QLA

"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false

{
"Services": [
{
"Name": "GetWeatherData",
"EntityPath": [
{
"Name": "GetWeatherData"
},
{
"Name": "get_temperature"
}
]
.
{
"Name": "GetTemperature",
"EntityPath": [
{
"Name": "GetTemperature"
}
]
}
]

21 7HA[otct O] JSON
I, 2ZX| gtom Ef0|A T} BHEHE|X]
AlolotelestE Zho| L.

Il

0%
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O] JSON rootcause.json = #[{}]1 &
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Example JSON EE{ oA

rootcause.json = #[{ "Services": [ { "Name": '"GetWeatherData", "EntityPath": [{ "Name':
"GetWeatherData" }, { "Name'": '"get_temperature" } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } ] }]

AWS X-Ray APIZ ME3, 08 Y 455 MY 79
AWS X-Ray = MEZ2 73, 38 #& Y 255 dHE #4357 f8 APIs MBS gLt
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PutEncryptionConfig& AF&5t0o{ &5 35t0f ALEE AWS Key Management Service (AWS KMS)
7|8 XI’ggfLict.

(® Note
X-Ray= HICHE KMS 7|& x| stX| ef&LcH

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray
{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
bOea215cbba5",
"Status": "UPDATING",
"Type": "KMS"
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7| IDE= Aol L2 RZAxH EE 0Lt 7] ID, EE= Amazon 2lAA O[S (ARN)2 AL & &= l&LCt.

GetEncryptionConfig& Ar&36t0] TR FHZ 7IX4ZLICE X-Ray7l 4H HEE Otx[H & Ef=
UPDATINGO| A ACTIVER HEL|C}.

$ aws xray get-encryption-config
{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",
"Status": "ACTIVE",
"Type'": "KMS"

KMS 7| A& E SEtst 7|2 &

POI'

3tE AtSetodH &

ok

3} R3S NONELE MA™EhL|Ct.

$ aws xray put-encryption-config --type NONE

{
"EncryptionConfig": {
"Status": "UPDATING",
"Type": "NONE"
}
}
MER FA

Zrefg = &Lt e F71 & 2telol| cHe REMIEH LI 2 X-

X-Ray APIZ HHo| MZ& 7%
Ray ME3 #& 2 OF Eia

GetSamplingRules® ZE MEZ3 732 7tXSLCH

$ aws xray get-sampling-rules
{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*'",
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"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,

"ServiceName": "*",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

}
]
}
7|2 A2 ChE A UR[eHK| ete 2 Y0 HEELICH M &7t 71 I 2 #ECE 4
Mg = gi&Lc 2Lt UpdateSamplingRule 2 HI21} 2|MH 27|18 B4 E &= U&LICt.
Example UpdateSamplingRule0i CHEt API 223 — 10000-default.json
{
"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": 0
}
}
CtZ oAM= Ol mt g Yo 2 ALE5to] 7|2 732 ElXMH7I Sl 1HMEZ HEg LT
Ef1= MEY AL QILICH B3 E Fotets AR Bl 7171 226t Ef T 2f2 =4 AbE Lt ME

2 #20|M 7|& Ef2E AN7{3HE4HH UntagResourceE AFS M.

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags
[{"Key": "key_name","Value": "value"}, {"Key": "key_name","Value": "value"}]
{
"SamplingRuleRecords": [
{
"SamplingRule": {

"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
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"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,

"ServiceName": "*",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

},

CreateSamplingRule2 "7P EZ =2 ohELICH 732 BHE EH-?'—-‘*'-Q i Hes "

ULICE O ofMolAlE 72 5 748 BHELICH 0] X R 722 Scorekeep ME Of & 2|7 0|42
S\ HIE S MRS, 24 2907 O 52 A YRS S APIOIA HEISHE RE Q&3 YA
gict

= .

Example UpdateSamplingRule0il CHEF API 224 — 9000-base-scorekeep.json

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": '"*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1
}
}
iml %2 Scorekeep01IE M| x|t —‘.’—/\._ =27t H =1 FAHHYULICH o]l #E2 E- 230
CHaH O E2 MEZ HIgS d-eLch AY dElio HE ALE ol U=X| &5tV f/8 2EI0|HE
7t # =it =&st= GET L™ LI
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Example UpdateSamplingRule0i CHEF API 2123 — 5000-polling-scorekeep.json

{
"SamplingRule": {
"RuleName": "polling-scorekeep",
"ResourceARN": '"*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1
}
}

EiaE ME A LICH i3 8 Fotste B2 B 717t E2stH i 2f2 M= ArZ Lt

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --
tags [{"Key": "key_name","Value": "value"},{"Key": "key_name","Value": "value"}]
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530574399.0,

"ModifiedAt": 1530574399.0
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}

$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json

{

"SamplingRuleRecord": {
"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-
scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530574410.0,

"ModifiedAt": 1530574410.0

}
}
MER 752 A H|5tE{™ DeleteSamplingRuleS AHSELICH

$ aws xray delete-sampling-rule --rule-name polling-scorekeep
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": '"*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IlHostll: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
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"Version": 1,
"Attributes": {3}
},
"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0

}

}
Groups
X-Ray API% O|8al AHEel 28 #elg = JsLIct 182 T EFA0E Hogt FH 25¢
LICt 2&2 Ar&35to F7F MH|A O = & 435t Amazon CloudWatch X|E& M3 & = U&L
EP X-Ray API% St MH|A Jefz 3 X|E Zol| ChEk AHAlEH LHE 2 ol M H|O|E| 7k 27| AWS

X-Ray §=22 XA 20 Cist AtMEt HE= 28 74 MMg HZsMR. Bl F7H 2
J—FEION CHEH REMIEH LI 2 X-Ray ME2 #3 2 O F EfT X|H5t7| Mg FHESHAL.

CreateGroupO|(7}) Q= 25 &d Eia= M= A ULICH EiTE FIlsts 32 B2 7|71 ERst
0 B 2f2 ME AR iLCH

$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

GetGroupsZ 7|& &2 25 7IXSLCt.

$ aws xray get-groups

{
"Groups": [
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
1,
{
"GroupName": "TestGroup2",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/
UniquelD",
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"FilterExpression": "responsetime > 2"

]I

"NextToken": "tokenstring"

}

UpdateGroupO|(7t) U= I & YOIO|E Ela= M4 MELICH T8 F7t5t= A< Ef 7|71 E
QotH BT 7t ME AP LCH OEMM 7|E Ef2E M|7456H24™ UntagResource & AFE5HAIR.

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:group/TestGroup/UniqueID" --filter-expression
"service(\"example.com\") {fault OR errox}" --tags [{"Key": "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

DeleteGroupO|(7l) A= & &K

$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:gxroup/TestGroup/UniquelID"

{

}

X-Ray APIO|| ME2 & AFE

MZX{ GetSamplingRulesZ 2 E MZZ #3288 7tXSLICH

$ aws xray get-sampling-rules

{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
T
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"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,

"ServiceName": "*",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 0.0,

"ModifiedAt": 1530558121.0

"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 2,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}
},
"CreatedAt": 1530573954.0,
"ModifiedAt": 1530920505.0

"SamplingRule": {
"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",

0z
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"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}
.
"CreatedAt": 1530918163.0,
"ModifiedAt": 1530918163.0
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$ aws xray get-sampling-targets --sampling-statistics-documents '[

{
"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 110,
"SampledCount": 20,
"BorrowCount": 10

}I

{

"RuleName": "polling-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": '"2018-07-07T00:20:06",
"RequestCount": 10500,
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"SampledCount": 31,
"BorrowCount": 0
}
1
{
"SamplingTargetDocuments": [

{
"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

},

{
"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10

}

1,
"LastRuleModification": 1530920505.0,

"UnprocessedStatistics": []

}
X-Rayo| ol ZIXMHAIM 2= CHAlO A& sttaFo| ZEHEILICH O] MMM MH|AE 10
Z 7t 2l Kol M EBO|A 10702 &1 CHE 10070 20 ™ H|2 10%E M3om, 1 At
MEZIZE 23S 5 207HULICH SdE X258 (RE AMUSE EA) S0t e M & 20| EEE o
YHECHZI 2D ZvAg sEE £ QIX|BE 07| ME O K| &L Ch

K &8 LIEP X-Raye= 7|84

(® Note
X-Rayo| 8Hol= Mg &Y £
2 W7 2|XMHAM A& el MAIL.
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AWS X-Ray MTIHE 2 A

Efo|A MOHEE= ofEE2|7|0|M0| XEI5t=E L2 JSON EFHRULICH EBO|A MIHEE Hal
O**oﬂ CHet ME, ol E2|7H0| Mo 2EZH0i| M =2&ist= 2ol CHet HE, ofZ2[A0[40] AWS 2|4

A, HTTP APIs & SQL C|O|E{H|O|A0f CHE =& St= CIRAE £0f cHer =7t 2 &= 5t Al
:LDJE% 7|1S &t

MIHE EME MOHE HEE X-Rayd MEefLIct MOHE EME %|CH 64kB 7H K| 7Hs 5,
EQl HO| 2 FUS EAlste MOHE 22 £z HEE MEE U St MOIHEE
Ct.

PutTraceSegments APIE AF&3t04 X-Rayd|l MIOIHE EME

X-Rays= MIIHE BEME Hutest T X2I5H 242 GetTraceSummaries & BatchGetTraces API
2 AMAE = UE RHEl7 %?_F Efo|A @9 M| EC|O|AE HMELICH X-RayE HEE = U
= MOIHES 59 MOME Q|oix, O] MH|AE 3t MOHEQS HEE 0|83 FE MOIHEE
Mot M| Edojad F FE LICH FEE MOIHE= EB|o|A Mol CHR2AER MH|AL 2|4
AE LIEHALICEH

0

X-Raye= MOHE EME 28 JSON A7|0+E MBS ELICH AF7|0H= xray-segmentdocument-
schema-v1.0.00|M CtREEE = &LCH A7|0to LHEE ZESt A= CHE ERolM o XHAlS]
MHEFLICH

g 2 QI E X-RayZ QIAAELICH o€ E0{ O™
Al Ray 2£0|M EE £ GetTraceSummaries APIE AIE
5t0 5 AtEXtet HHE MOHEE AME = USLICH RHAIEH LIS ZE E3HA ALE BHS

AR SHAAIL.

X-Ray SDKZ OfEZZ|7||0|ME 75, SDKE AEXHE /et MOHE EME MMELICH MO
E ZME X-Rayol| 2l M& 3= CH4l, SDKe 2Z UDP ZEE 0|& 5 X ay CHE (daemon)oi| &
grLich REMIEE I8 2 MOTHE EME X CHE(daemon)2 2 & EHHE FESHAAL.
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Example |4 2 MOIHE

{
"name" : "example.com",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9

}

h2e MaME Wamo|Lt 748 T4l el

name - R Mgt MU|A Q| =2|H2E, 200Xt K| 7t sELICH K&
E0|Lt =l o|F 0| A&Lct. 0|%01|: FLIZE EXF, AL 'C
Lck ., /% & #, =, +, )\, -

id- S8t EQilolA LY MIZLE'EOHA‘I 138 64H|E A} (16 K2 1671).

trace_id- Bt ZCI0|HE QHUM MMEI RE MIHE LU 51 MOIHEE HZsts 1R 8
AR}

X-Ray EB|0O|A ID 4]

X-Ray trace_id= St0|ELE 7 EE 74| =AE A M ELICH of: 1-58406520-
a006649127e371903a2de979. 047|0d= Ct=2 0| =& ElL|Ct.
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© MHI2 0|2
MIHEO| name2 siE MOIHEE MHEt MH|AS| =HQ! O|F E£= =2 o|F1 L x|H
o EfLICt. 3t X[Bt O0|Zd0] M E|X|= St &LICH PutTraceSegments 3178 HH2 ofEZ2|A
O|M2 O[St O|EE ARSI MOIHEE MEE £+ QU&LCH

« version- 28 X2|st oHEZ|FIO|ME HHE EAlStE EAILELICE.
« user - LEE HIH AKX E AlHS= EAFLALICE
- origin - OE2[7|0|MS A~ASt= AWS 2[aA FIILICEH
XHEl= 2
« AWS::EC2::Instance — Amazon EC2 QIAEIA
« AWS::ECS::Container - O}OFE ECS Z4E{0|L
« AWS::ElasticBeanstalk: :Environment - Elastic Beanstalk &4
OfZ2|7i[o]|Mof o] gt2 MBE == U= B2, 7t A 22 AFESHAAIL. o E S04
Multicontainer Docker Elastic Beanstalk 732 Amazon ECS Z1E{|O|L{0i| A O Z 2| 71|0|/.\_=|% Sk

&1, O] Z4El|O|L{= Amazon EC2 QIAEAOM A™AELICH 0| B2 & Z30| CHE F 2lAA 0 44
g5 OI':'E AWS: :ElasticBeanstalk::EnvironmentZ 22|%IE MHELICE.

« parent_id- 0| 7get ofEZ2[AO|MAHM LI2X| iU S B AL X7t X|H e 612 MIHE
IDQILICH X-Ray SDKE CIRAERIHTTP &2 ] 42 5t MaHE IDE Ego|4 slHo
F7tetuct SYE ot MOIHES| B, stLto| 5t MOHE= StLte| MOHEE ZE &5 HLE
A HMOIHEZM 5t MOHEE Z&E = UsLC.

h

r

[
« http-7|Z HTTP 2%oi Cist HET}I e
- aws - OfZ2[7|0| 0| 2HE A2let A

ws 2 2
« error, throttle, fault, & cause - LF 7| HMIMS S EAISHH LFE st of 2] AFEHof| CH
SHMEIIEZIoF TeelL|ct.

« annotations - X-Ray7} M2 = QA S 7|-Zt H0{7| Q= annotations ZHA L|CH

« metadata - MIHEO XHEE F7} HIO|E{7l U= metadata ZA|QLICH
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« subsegments — subsegment ZHX[ 2| HiRFIL|C}.
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St MOIHE = CIRAER Y 3 £8 Mgt Mu|29 UM il &2 7|E&LCt X-Ray
= St?l MOAHEE AH85t0] MOIHEE MESHK| oL MH|A JEizol MOHE CiEt E52
H5tX| o= CHRAER MH|AE AlEELICH
St MIHE= A MOHE Mol YHEE|HL SEMoE MEE = JU&LICH 59 MOIHE
2 Il o 2 Mestod HAIZ ABEIE Mo i3 CHRAER 352 HISVIA2 E70|A3 A
Lt 2[c MOHE BM 2718 Z0H6tK| E =5 g LCt
Example IHIC|E 5t MOHET UE MOIHE
52 5t MOHE= typel| subsegmentt &2 MIHEE AH5t= parent_idE #&LICH
{
"trace_id" : "1-5759e988-bd862e3felbe46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053. 4042,
"name" : "www.example.com",
"http" : {
"request" : {
"url" : "https://www.example.com/health",
"method" . "GET",
"user_agent" : "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/601.7.7",
"client_ip" : "11.0.3.111"
I,
"response" : {
"status" . 200,

"content_length" : 86
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},
"subsegments"
{
"id" ""53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" : "remote",
"http" {
"request" {
"url" "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" {
"status" . 200,
"content_length" : 861
}
}
}
]

Ilnamell
Ilidll

"example.com",
"70de5b6f19ff9a0b",
"start_time" : 1.478293361271E9,
"trace_id" "1-581cf771-a006649127e371903a2de979",
"in_progress": true

Example =& 5t MIHE

S22 52 MaMHEE= typel| subsegment, trace_idet &4 MOAHEE A= parent_idE
zr&ucH
A H .
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"name" : "api.example.com",

"id" : "53995c3f42cd8ad8",
"start_time" : 1.478293361271E9,
"end_time" : 1.478293361449E9,

"type" : "subsegment",
"trace_id" : "1-581cf771-a006649127e371903a2de979"
"parent_id" : "defdfd9912dc5a56",
"namespace" : "remote",
"http" : {
"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true
.
"response" : {
"status" . 200,
"content_length" : 861
}
}
}
QYO #EE[M, end_timeDt & CtA| MESH MIOHEE HoMA HEE HNOIHEE 2™ B

A MIHEE FHo{ggL|Ct

HISY| YAERE RUE 22 2% 59 MIHUEE HEHoR MaE £ UsLIC oS S0
2 APIE A RI7F Q&3 BHde AlRFsY| EITol 0K 200 ST L
= ZA| HA MIHEES X-Rayoll M&stD, LISol a8 5
MIHE| 72, 519 MAHE 2 ot9) MIHET} AlRHE
£0| g2 EIE A TA 59 MIHER FoiME FLich

CHe e 59l MITEo] TR0 Z24E T4l Wl

Q)
Z
ol
@

E&et ¢=Z0| gl B 42 zIcH 250K 2! =Xt oloof B LICH.

« id- S Y EClo|A L MIHEM /e st MHEL| 64H|E AEXLICH16KIE] 16T
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name — 5t¢ MIZ1HE Q| =2|H
£ 5l MIIHEQ| O|ES Al
E O|&(d: &= o|§)2 Y&t &l 5t
start _time -t MIHET} MME

AlZt2 o=z 3 AlZte 2 QE|ZNK| BES ALTHO R EA|
Bt =xtelL|ct. of: 1480615200.0105E= 1.

480615200010EO9.

end_time - 3t MIOIHEE 2 AlZH2 EAIE =RILICH 0f: 1480615200.0905E =
1.480615200090E9. end_time & in_progressE X|™&fL|CH

Ir

in_progress - ot¢| MIHET}F A|ZEIRX|CH 22 E|X| AAZE 7|5t R end_timeE XY
ote CHel true2 S RS2LICH OIRAER 8 & 2 E 69 MOHE stLtet MESHH,
2 5 5t MOIHE= 170 EE= 07HLIC

trace_id-3t% MOHEQS| &2 MOIHE EQO|A IDYLICE 32 MOIHEE IWHHMoE T
o et 2o

OF

X-Ray ET0|A ID &4

X-Ray trace_id= St0|EL 2 FE2E 37He| A2 FMHELICH o 1-58406520-
a006649127e371903a2de979. 07|0ll= CtS 0| Z & E LY.

- HH HE(1)
- el o] AlZHBAIEl 16T I+E AFE 5= Unix (23 AlZh

0E E0f, olZ3 AZF2Z 2016 12 1 271 10A|(PST)E 1480615200 0|MH, 16%I+2
= 58406520 L|C}.

- Efo|A0| 96HIE 2 ='H 117 ALXH24%tE] 16Tl%)

(® Note

X-Ray= O|X| OpenTelemetry & W3C EB|O|A ZAEIAE ALY E E

Et Zg|QT E At835to{ MM E Egjo|A IDE X|HELICH X-Ray2 )
[ W3C E&0|A IDE X-Ray EBIO|A ID &4A|0|o{oF &L|Ct. 0 & S04, W3C
Eg0|A ID 4efaafsd1e8720b39541901950019ee5E X-RayZ & i
1-4efaaf4sd-1e8720b39541901950019ee5%+ ZH2 %'MOI0+0I= grL|C}. X-Ray Eil0|A
IDOi|= #el 2 Et AR E (Unix (|23 AlZhH 7t ZgFE|of X|BH W3C Ei0|A IDE X-
Ray &@Alo2 M&EE e ERSHX| et&LICH.

=

Ste 7
o&
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 parent_id - &t2| MIHEQ| &2 MOAHEN MEE MIHE IDRILICE st¢l MOIHEE JHE
ME&E me HesrLict SHE ot MaHES| F2, stLte| st MaHEE stLtel A2
HEE XL 4 MOIHEZM st MOIHEE Z&E £ &LICH

type — subsegment. 5t? MOIHEE J{HMo 2 S E Mt 2 gFLCH.

* namespace - AWS SDK £ &2| B awsO|H, CtE CIRAEZ S £92| Z2 remoteL|Ct.
e http - &AIHTTP &0 CiEt HEJ}
 aws - OHEZ[F|0|M0| EEEF CHRA

vl
to
= [
i
:|o
s
=)
o
_,>_
_<a
.

« error, throttle, fault, & cause - LF 7} MM S S E AlGI
5t HEI EH7l @ F 2HeEQlL|Ct

« annotations - X-Ray7t HAMEo 2 QlE A F|-Zf Wo{7} QU= annotations ZHA| LT

« metadata - MIHEO HEE F7} OOIE{7} YUE metadata A LICEH

* subsegments - subsegment ZHX| 2| HfI L |Ct.

+ precursor_ids - O] 59| MIHE O[Fo| 28t A9 MOIHES Algists 59 MIHE ID bl
49l |t

HTTP 2% O|Oo|E

T

HTTP =5& 0|83l oiZE[70]4d0] XE|EF HTTP 2 £ (Ma™HEo) 7|F st 7L o ZEl7H[ 0]
MO| CH2AEZ HTTP APIO| &8 HTTP 28 HEE (st9l MZHEo i) 7S Lict o] Zxof «

[ =
£ ZE IR E2 HTTP 2% A SHol = EEol ofEELct

40

http

« method - 28 HMEQLIC}. of: GET.

F
- user_agent - 2%™Xto| E2}0

« client_ip- 2&XI9|IP —’F.’.\_%lbll:l'. IP
2 X-Forwarded-For SlIC{0IM 3 E £ U &LICH

_lI:é
N
10
(Va)
(@)
c
H
(@]
D
p
o
o
H
D
()]
()]
2
x
mn
rr
Al
el
i
kO
0%
o
oy
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AWS X-Ray
+ x_forwarded_for - (MIZHE ™) client_ipE X-Forwarded-For 3|Ho|M A2 <
= Hed7t Uof AE[E = QIS S E Al B2 LI
« traced- (5t9 MIOHE M) CIRAER| 21X 5 £0| CH2 EQ0|AE MH|AE CHAoZ &
2 i‘t*lﬁ = 22Lct ol 2E7t true2 MYE|™, X-Raye CHRAER MH|ATL Ol 282
Z & o MaHE] idet UXISHE parent_id7t UE MOIHEE Y2 =& W77 K| E
OlA7} T He 2 ZhFEFhL ),
« response — SE0i CHEF HE QILICH
- status - SEHS| HTTP #EHE EAlsteE AILICH
- content_length - 8& 2&2| Z0|E€ HIO|EZ EAlst= TRHLICH

CheAE2 ¢ AP CHE 21 358 ASE W HTTP 28 X S| ChEt MEE A8 stod 519l Al
QHEE JISELICH X-Rayis 5191 MIHES A8 504 $171 APIO| CHeH FHE MIHES A4
Lict.

Example Amazon EC20{| A A& &2l o EE2|7[0|M0| XEISt= HTTP 2E£& MOHE

"id": "6b55dcc497934fla",

"start_time": 1484789387.126,

"end_time": 1484789387.535,

"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",

"name": "www.example.com",

"origin": "AWS::EC2::Instance",

"aws": {

"ec2": {

"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"

},
"xray": {
"sdk_version": "2.11.0 for Java"
.
},
"http": {
"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
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},
"response": {
"status": 200

Example CIH2AEZ| HTTP &0 CHE 519 MaHE

{
"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
I
"response": {
"content_length": -1,
"status": 200
}
}
}

Example CI2AEZ HTTP S £0| CHEt FHE MOIHE

"id": "168416dc2ea97781",
"name": "names.example.com",

"trace_id": "1-62bel272-1b71c4274f39f122afabbeab",

"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
.
"response": {
"content_length": -1,
"status": 200
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}
1,
"inferred": true
}

Annotations
MOHEQ 5t HOAHE &= X-Ray7t EE EFHAIO 2 QIHASHE
annotations —.ﬂl% E?:.*éa T+ A&LICH EEE BAMYE, =AHEE
X Ee= AEZ|X|E E7}. X-Ray7l EBO|AY Z|CH 507H2] FM7HK

Example &410| Q= HTTP

"id": "6b55dcc497932f1la",
"start_time": 1484789187.126,
1484789187 .535,
"1-5880168b-fd515828bs@7678a3bb5a78c",
"www.example.com",
"origin": "AWS::EC2:
"aws": {
"ec2": {
"availability_zone":
"instance_id":

"end_time":
"trace_id":
"name":
:Instance",

"us-west-2c",

"i-@b5a4678fc325bg98"

},

"xray": {

"sdk_version": "2.11.0 for Java"

I

},

"annotations": {
"customer_category"

: 98101,

"United States",

: false

: 124,
"zip_code"
"country" :
"internal"

},

"http": {
"request": {

"method": "POST",

"client_ip": "78.255.233.48",

"url": "http://www.example.com/api/user",

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64;
Firefox/45.0",

"x_forwarded_for":

Iv:

true

LT} st Ol4 UE
2 e HE 49
| oAzt

45.0)

Gecko/20100101
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},
"response": {
"status": 200

O
o>

ZEM ALEstEd™ 7|7t I Rtofof BfLICE &2 S ELICH CHE 7|22 S2 58 E[X| &
LICE.

HIEFH| Ol E

74 2ETL st o4

2 Al5H x| ot O, M

| ot &LIct HIEHH|OIEE
gLct 2 AESE EHE 7|

oF|0{ SDKs.

MIHES 5t MOIHEE= ZA|Qt of2lo|E Z& et 2E B/ #
A= metadata A E Z&E &= U&LICH X-Ray= HIEHH|O|EE

E BEM7t zlCH 371(64kB)E Z=1H35HX| of= Ol Zt2 277t A&t
BatchGetTraces API7} BtEHstE A MOHE 2MoiM =g = QU
(debugCt= M0 M= )AWS . = AWSK|S SDK & E2I0|HESE 0of

x r° mjo

).

Example HIEICE|O|E{7F T & EI AF A} XK 519 MOITHE

"id": "@e58d2918e9038e8",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "## UserModel.saveUser",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
},
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 58,
"status": 200

iy

"aws": {
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"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSO5AEMVIF66Q9ASUAAIG",
"resource_names": [
"scorekeep-user"

AWS E|AA H|0|E]

MIHE | AL aws Aol ol ZE|70|MS MelstE BlaA0 CHE HE7 ZEELICH o] E
CE T E[AAE MY £ JU&LICH 0§ &0 Elastic BeanStalk2| HE|Z1E{|O|L Docker & Z0f
M AEstE ofZ 2|70 2 Amazon EC2 QIAEIA QIAEIAE ASHS=E Amazon ECS Z1E| 0|12}
Elastic Beanstalk 83 AtAof Ciet HEE Z&e + A&LICH

||=I

aws (M1HE)

=

=2

rin
1]

L=

rr

SEPY

og

Lict.

account_id - OHEZ2[AH0|MO| MIOHEE CIE E &5t B2 o EE2I70|ME MAst = HE
O IDE AWS AE7|S &Lt

cloudwatch_logs — Bt CloudWatch 21 2 & MY st= &l Q.

« log_group - CloudWatch 21 1§ 0|&.

« arn - CloudWatch 21 15 ARN.

- ec2-EC2 QIAE A CHEF HE.

« instance_id - EC2 QIA '|é°| CIAEIA |D.

« instance_size - EC2 QIAEA R,

« container_id - ZiE|O|L{S] T 7'<| Z1E|o|L ID.
« container_arn - ECS Z1E{|0|L] QIAEIA O] ARN.
« eks — Amazon EKS E{AE{0] CHEt HE.
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« pod—EKS ZEQ9| SAE O|8.
« cluster_name - EKS 28{AFE 0|E.
« container_id - Z4E|0[L{ 2| TA| Z4E/|O[L ID.
. elastic beanstalk — Elastic Beanstalk Z0f CH8t & 0] HE £ %|Al Elastic Beanstalk Z&H
£Z09| /var/elasticbeanstalk/xray/environment.conf It ol &OIE 4= Q&LICEH

« environment_name - 79| 0|E]L|C}.
2|8t QIAEIA O] 34K HHEZ El o Z2|710|M ™ 0| E.

2|8 QIAEIA O] CHEH OFX|2t o2 AMESHHHEZ O] IDE EAlste =

« version_label - 23S

jo M

2
 deployment_id- 2%
xt.

- xray - AISE AF7|ol 8 I HHol| Cigt HIEHH|OlE.
« auto_instrumentation - AtS HE ALE 045 & LIEIHLHE= &2 (0: Java 0| 0|HE).
« sdk_version- Al £2/ SDK L& Of|O|ME S| HHA,

» sdk - SDKe| R lLct.

0

Example AWS Z2{O2I2 AIE8 =258

"aws" : {

"elastic_beanstalk":{
"version_label":"app-5a56-170119_190650-stage-170119_190650",
"deployment_id":32,

"environment_name":"scorekeep"

},
"ec2":{
"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",
"ami_id":
.
"cloudwatch_logs": [
{
"log_group":"my-cw-log-group",
"arn":"arn:aws:logs:us-west-2:012345678912:1og-group:my-cw-log-group"
}
1,
"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
"sdk_version":"2.8.0"
}
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ot MIHEo| <2 ol ZEI7 00| AM|ASHE AWS MH|A & 2|40 CHEF HEE 7|SELICH

X-RayE O HEE A2 510 MulA ol Q= CHR AR MHIAE LIEHE £E MRS 4y
gt
= .

aws (3H¢l MIIHE)

M A

0%

I

o

=2

rin
1z}

L=

rir

operation - AWS AH|A EEE Z|AA0 CHEH EEE API 2F49| 0|2 L]t

account_id - OHZ2|7|0|40| CtE A X O| E|AAN HMASHHLE MIHEE CIE HXHoE2 ™
&5le 2 olZ2|7|o|MH0| HM AT AWS BIAAE ALSHHXHO| IDE 7|EEHLICH

- region - 2|AA7 OHEZ|A 0|t CHE 2|0l QUTHH, 2|2 7S ' LICt of: us-west-2.
- request_id- ™0 CiEr 17 AEEXQILICE
« queue_url - CH7|¥ 2 A0l A CH7|¥o] URLE 2o|O| & LLCt.

« table_name — DynamoDB E|0|£ 2| Z40{AM Ef|0|2 2| 0|§ 2 2|O|&rLLCt.

Example &S 2 X%&t7| I8t DynamoDB =& Z &0 CH$t 5t MAHE

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
b
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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2F Hofe

87} wHsts 2, ARKIE ST 280 ORE Yo7l oo cEt HE
OHEBIH0I410] AL BRI SR E wHeHstet M BI=0
MIHE QFE 7ISFLICH

F

CIS ZE & 5tLt O|& 2 trueZ MY QF 7 LU SE EAFLICH S8 272 FR 04 /8

2 M8 = U&LICt 0lE SO{CIRAER S &M 248 429 Too Many Requests E%E O
Z2|7]10|440] 500 Internal Server ErrorE Ht&tstH| SHEJIE 5tH, 0| AR 37IX| Kol 2
5 MEELCH

error - 2CI0|YE QF 7 Y MIAMZE2 LIEIUE B2 ULICHSH &Ef 2 =71 4XX EEI0|ME 2
EOl)
TT /=)

* throttle - 2HO| ME L[S E LEIUE F2ULICHSE SEl 2271429 278 it ).

AN
« fault - MH @R 7I LSS LIEtE 2 ULICHEH 4B ZE7F5XX AHH 27 ).
MIMHELL ¢ MOHEN 2l QEMEE T &6 /79| #ClS EAIFLICH
cause
Hel2 16Xt oil2| IDL, CHg EEE Z&E A7t 2 = U&LICh
« working_directory - 0i|Q| 2 AlQ] 2] C|HE{2| T Z= LICH.
 paths - of|lQ| &4 Al ALE QI 2tolEEILt 2E2| A= HiE Lt
- exceptions - 02| Z4x| HHE L [C.
StLE Ol&fof ofl 2| ZHxflof /= 2F o Cist ME HEE Z&ehict

exception

=

=2

rin
1]

L=

rr

MEY AR L

id- SUst EFO|A LY MZHE A 138 0Q|2] 64H|E AlHXILICH16KIE] 16Z4).
message — 02| HIA[X|LC}.
type - 02| R LICH

« remote - C}2AEZ AMH|AT} IS 27 ME 0] o @7t UM S S LIEIL = F2 LI
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ZAHE LIE L= G4 LT
Fofe] Zhol AL &l of| @] =XHE EAlStE

« truncated - stackO| Al A&l AEH
« skipped - 0| 0i|Q|et T 5t &5, & s o7t &
MalLct

« cause - 0{2[o| & 2| EF, & ollT 0lAE FYE oll2lef IDRILICH

rol

75 3SHCHH, stackFrame 24X 2] £ & AE4of| CHst HEE 7S &LICt.

stackFrame

sqQL #HZ|

of Z2|70| 0] sQL HIo|E{H|o|A 0| BtEE= F{E|of CHE 59 MAHEE BHE = JU&LICH

o

iL | —
E% "E!EE ME =

- =1

=
>
ot
C
n

« connection_string - URL @14 2X&E A&35tX| &t= SQL ME{Lt CHE HIO|E{H| 0| A 4 9
oz g5 E Mot ¢d EXtEE 7ISELIC
« url - URL Y14 EXIEE A& 35t= HIOIEH[0|A 49| A0z ¥ ZE M lEt URLE 7|S &L

Ct.
« sanitized_query - Ab& X7} 2L2 M 7HSHHLE RHE| EAIXIE CHA| S Cl|O|E{HI 0| A FH 2| ILC.
 database_type - O|O|E{H|O|A QlIZIo| O|F &IL|C}.
« database_version - Ci|O|E{H|O|A AFIO| {7 #15 ]L[C}.

ol
» driver_version - OfE2|70]40| AAE 5= O|OIE{H|O|A T E2IO|H Q| O|F 1 HAM #HE &
LICH.

* user - Cl|O|E{H| O] & AFE X} O & LT

 preparation- #2|7} PreparedCall2 AFESCHH callol, # 27t
PreparedStatement& AIESHCHH statement &ILICEH
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Example SQL #Z|7t U= 5t MIHE

"id": "3fd8634e78ca9560",
"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbeaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
IlSqlll : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdog8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"
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AWS X-Ray 7H'd

AWS X-Ray = AMH|AO0M HIO|E{E MOHEZR £ AELICH X-Raye 38 2F0| U= MOIHEE
Efo|AZ &SR LICH X-Ray= EB|O|AE 2|50 OHEEZ|FH|0|MHE A|Z Mo 2 EF5= M|
A J=E MdgfLict

L=

« Segments

« St MOHE

o MH|A Jgj=
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Segment details: Scorekeep

@ X

Overview Resources Annotations Metadata Exceptions sQL
Overview Time Errors and faults Requests & Response
Subsegment ID Start Time Error Request url
1-12345678- 2023-06-23 20:34:58.099 (UTC) false http://scorekeep.us-west-
5120cbe96265dfa965¢cbalac- 2.elb.amazonaws.com/fapi/game/
556f7a611a12900FF End Time Fault
2023-06-23 20:34:58.110 (UTC) false Request method
Name GET
Scorekeep Duration
11ms Response code
Orngin 200
AWS:ECS:Container
X-Ray SDK= 28 I 8 slH, ofE (70| Z =, ofEE[FH0]M0] A El= AWS 2|20 CHE
HEH OB HEE +=&ELICH =4 23, CIR2AER 23 2 AWS SDK Z2t0|HUEE AFSI
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Segments Timeline info &

0.0ms 20ms 40ms 60ms B0ms 100ms 120ms
L 1 ]

@O Group by nodes Segment status Response code Duration

¥ Scorekeep AWS:ECS:Container

Scorekeep @ ok 200 118ms PUT http://scorekeep. t-2.elb 1aws.com/api/game/rules/TicTacToe
DynamoDB @ ok 200 3ms Betitem: scorekeep-game
DynamoDB @ OK 200 34ms Getltemn: scorekeep-session
DynamoDB ®@ok 200 40ms Getitem: scorekeep-game
DynamoDB ® ok 200 25ms Updateltem: scorekeep-state:
DynamoDEB @ QK 200 4ms Getltem: scorekeep-session
DynamoDB ®okK 200 5ms Updateltem: scorekeep-game

Amazon DynamoDB&} ZH0| At&l| MIZIHEE ELHX| ot= MH|AQ| AL X-Ray= 59 MOIHEE A}
835to{ EflolA Mo FEE MIHE & s
AA—|O| EE.”O'/\E xlo_lol_xl 7-|L_|- |$

St MOHEE= CIRAER SE9| oiEZA0|M E7|E ZCt0|UER EFELICH CHR2AEZ! MY
AL FHE B2 Y MHIATELHE MOHEE HAEE
Elo FEE MOIHEE CHMELICH MH[A JeiZo| tE= g MH|A MIHES HEME 7ts
B ZAR)E A2sH F L= ZHAX|E YAEZ MH|AQ| 59| MOTHEE AFRELICH

0 € £01 ASE AWS SDK 22}0|ME Z DynamoDBE £ &35+ X-Ray SDKE sliiE = &of Cist 5t
| MaHEE 7|28 LICH DynamoDBE MIHEE F&stXx| oteoz EF0|A0M FEE A
HE, MH|A 122 9| DynamoDB =, AlH| A2t DynamoDB AHO|S] A X[oflE ZF 3¢ AIZHE Q|
MEIF ZEE[o] AU&LC.

5t MaHE 140



THERE QLA

/@\

f!

O scurekeep -state
DynamoDB Table
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B os;rm b S~

O scorekeep-game
DynamoDB Table
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|
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Client

v Edge details

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart
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O MyLambdaFunction ikl —
Lambda Function

o-)e |

#,xx,ffﬁﬁgffi::npghkujnemuQUEUE

N \'\/ ueue

© MyLambdaFunction2
Lambda Function

v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.
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X|Et AHE L E2 EA|FLICH
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‘ Go to service map |

Trace Map

» Legend and options ﬂ-ﬂ
b

O customers

= f(n /ﬁ\ DynamoDB Table
2—®

Client i api products
ElasticBea...Environment ElasticBea...Environment /
No node selected
Select a node to see its details
A

Trace Summary
Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline Info

Segment Response Duration 0.0 20 40 8.0 5.0 10 i3 14 16 18
status CDdE K lms . lms 1 JF'I'IS . lms lh‘]S lI’\‘]S :'ns !TIS {T\S ‘ms

¥ api AWS:ElasticBeanstalk::Environment

api @ ok 200 17ms 1 cET .
auth ® oK - Oms |
forward @ ok - 17ms |
products.eba-cvkws4f... () OK 200 17ms e e

X-Ray Trace2| &7 &&lof CHEt REMIEH LI 2 AWS X-Ray 222 X 5HAAIL. EBO|A HIOIEE
30 Sot E-ElL|C.

AH I 2]

(==

EE2XQ EQ0|AE EH st o EZE[FH0|MMH MEItE 2| CHEXM MEZ MS5t7| 28k X-
Ray SDK= MEZ3 21 2|&E XHEst0 Edlo|lALls 2FE AHELICHL 72X 22 X-Ray SDKE
OfZE & B @ -0t F71 @HO| 5%E 7|SELCH.
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https://aws.amazon.com/xray/pricing/
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IdZt= Ol§ 2| Edo|A SHM|AM HTTP &0l FIHEILICEH 0| R st X M X-Ray S & A
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Example £E Efio|& ID & MZ2 AX™o| =& E Efola &l

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

® E#olA 3] Eot

F™ 3= X-Ray SDK AWS MH|A EE= ZE0|ME QEAM AIRHE = JU&LICH o E 2
ol £=Al QMM X-Amzn-Trace-IdE N 745104 AL X7 EBO|A ID EEE MEZ 2
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Example EZ[O|A ID, &9 MOIHE ID & MEZ ZHo| Z&E Edo|la dH

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793; Parent=53995c3f42cd8ad8; Sampled=1

Lineagei= Lambda & Z|Eto] 2|5 ME| HIAHLIEZ 2| AWS MH|A LR E EB|0|A Sl FIHE +
U2 &7 AL E sl M= e ELich

Example ZILIX|& 0|& ¢ sl £

X-Amzn-Trace-Id: Root=1-5759e988-
bd862e3felbe46a994272793;Parent=53995c3f42cd8ad8;Sampled=1;Lineage=a87bd80c:1|
68fd508a:5|c512fbe3:2

MEUS ABIICIZT S ofE2IH0IMS THEFO| GIOJEIE MABLICH AWS X-Ray 2&2

*easy-to-navigate AMH|A T2 Z E7(|E MIELICH o] 27| oiE 270l EX & %[XE 7|
2|E €A ’i! é'%* T e dEl ¥ ¥d5 HEE MSELICH 132 Edo|lae B2, 7iE 23| Cisi E
clOo|&E& EEICt2otHLE HE ETAS AL85t01 §H G2 = ALSXtet 2HAE ER0[AE X E
- %!%L—IEL

Traces Info 5m 15m 30m

Find traces by typing a trace ID or query, build a query using the Query refiners section, or choose a sample query. You can also type a trace |D here,

Q. Filter by X-Ray group http.url CONTAINS “opi/moves™

Run query () 5 traces retrieved

¥ Query refiners

Traces (5)

This table shows the most recent traces with an average response time of 0,165 It shows as many as 1000 traces

Q. Start typing to filter trace list

11} v Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Methed
..561513004630e58c75c992ed @ oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
.2e83714b7daac593167d2e73 oK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
. 54740787431329383155f154 @DK 3.4min (2023-08-16 17:39:18) 200 0.1s 0.1s POST
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Groups
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¥ DynamoDB AWS::DynamoDB::Table

DynamoDB &) 0K 200 T Getltem: scorekeep-session

DynamoDB ) 0K 200 10ms Updateltem: scorekeep-game
DynamoDB @ oK 200 46ms Getitem: scorekeep-session
DynamoDB oK 200 39ms

Segment details: DynamoDB

Overview Resources Annotations Metadata Exceptions SQL

SF, 48 2o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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CtZ2 CreateGroup o] CHet A4 &F 7|8 et HA of| M LICE o] HX[o M= A LEF;
CEZ 1R IDE 7IX|E & 0|8 local-userset #ZE ARNS| AIE 2 Eo{FELIC IR IDE 2
E2 UtE M HEE7| =20l ZHAHod| M E||E| o|5e & ei&LICH GetGroup, UpdateGroup £
DeleteGroup2 AFEE [, O|= IDE E&st0o{ A UEFE E= HEEH ARNCE HO|E = U&L
Ct.
(® Note
MEZ HEO| ARN2 A9 O|ECE MolElLICt OF ARNIt HE| MEZ #E2 ME
ME|l= 17 ID7t gi&LCt.
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https://docs.aws.amazon.com/xray/latest/api/API_Operations.html
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X-Ray 2lAA 23 L s ARNS| 222 HE{H IAM AH A A 9] AWS X-Rayol M &o|El 2|4
AE FAASHMR. ZF 2[AA0[ ARNE X[HE = = &YS YotEi™H AWS X-RayZt &Ho|gh &

X-Ray= MH|AE =74 7|E MBstx| ofx|gt, L2 M =4 7| AL

ZUF|IE EeAH IAM A MBE M| AWS T £ ZEAE F|E HESHAL.

Ol Al
X-Ray A3 &H 7|8t H2Ho| o § 224 AWS X-Ray At EF 7| 2 of x| B2 HZEstMI

X-RayE= Amazon SNS &4 =M1} ZH2 34X 2 & F AWS MH|A SE 2 It 2laa 7|8 HAME
K| g LCt X-Ray 2|44 7|8 HAM2 O AWS Management ConsoleSE = AWS SDK &= CLIE
S5l UO|0|EE &= AUELICH & £04, Amazon SNS E2£2 X-RayZ FHE ™ME5H7| I8 2laA
7|8 M E Ao 2 FHSE{ T AT ELICH O EH EMHHME X-Ray 2|44 7(gh HHME =5

OS2 FMst= X E MSELIct

Example Amazon SNS &4 %0 CHEF X-Ray 2l&2A 7|8F 224 of Al

O| oAl 2 EM= FX HIO|EE X-RayZ ™& 5= Ol 2R Amazon SNS2| #HEtg x| g LICH

Version: "2012-10-17",
Statement: [
{
Sid: "SNSAccess",
Effect: Allow,
Principal: {
Service: '"sns.amazonaws.com",

3,

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",
Condition: {
StringEquals: {
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html#awsx-ray-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html#awsx-ray-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
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"aws:SourceAccount": "account-id"
I
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
}
}

[a

CLIE A83t01 X O|O|E{E X-RayE MEE &= U= Amazon SNS HEHE 20{st= ElaA 7[H ™

rr

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

olzfst olM|E A8 3l24H partition, account-id, & regiontopic-nameE& £ AWS IIE|M,
2|™, #1% ID 2 Amazon SNS FX| 0|22 HiEL|C 25 Amazon SNS A7t &% H|0|E{& X-
RayZ &SI T HEtE F£045t24H A 0| *Z HI T AL,

X-Ray E{1 7|8t Q15

X-Ray IE0|Lt MET #E|of E{E HEStHL 2o =& & Ei2E X-Rayoll Y

& &= Ql&LICH Ef20i 274510 HMAE A 0{5t24™ xray:ResourceTag/key-name,

aWS'RequestTag/key—name L= aws:TagKeys &7 7|18 ALE5t0 HAo| =74 @40 EHO H
£ MBIt X-Ray ElAA EfZol CHE REMIBH LI 2 X-Ray MZ2 72| & O E e x|Hs17|

ElaAolEiOE T(gre 2 BlA Ao CiE AMAE MEteteE A1 BB 718 Aol o Al Ef 101 7|
Breh X-Ray 25 3 HET =0l CHEF HAM[A BFE[0l|AM &l +~ U&LICEH

2 Z40{| A o= 2|7 0| A1 AlSH

H=E o E2|FH 0|2 =5 O|0|E{E X-Ray CHE(daemon)2 £ M&ELICH CHE(daemon)2 MH
E EME Hm&504 X-Ray MH|A 0] 2oz ¢z =gt |Ct CHE(daemon)O| £ O|O|E{Q} ¥
74 EME X-Ray MH|A0| 2 E=5t2{H A 7| Heto| e sfLch.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS X-Ray B
CH= (daemon)2 E2Z0A AEst= AL 1AM 2

o4
o4
A E9] .awsBteE £ LH credentialsile
AWS CLIZA| 2ot X4 S AL E2 R ESHMIL.

Example ~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={AWS session token}

A28 X4 ZHE o|o| A48 B C|2 AWS CLIO| O|E A2 £ Q&L
Ct. 042 “E_F"E'% A8 £ Q8 B CHE(daemon)2 7|2 ZZ2u}US AFSEHLCH.

oA o Z 2[7ilo]Md A=™l AWS

oM oiEEIF0lME MRE M) HE S AWSAIS 3o OIZ S A™SHE Amazon EC2 QIARIA =
Lambda &40] st HodstL|C).

« Amazon Elastic Compute Cloud(Amazon EC2) — IAM &2 M85t n QIAEA T2 UlQUZ EC2
RQUAEAO| 4@ E LIt

« Amazon Elastic Container Service(Amazon ECS) — IAM A& & M3t 1 ZE| 0| QIAE A 7
ElO|L] QIAEIA |AM d&t2 o488},

« AWS Elastic Beanstalk (Elastic Beanstalk) - Elastic Beanstalke 7|2 IAEA I 2 0t 2loj| X-Ray
HetE ZEELICH 7|2 QlAHA T 20 US AMASSHHLE MT| HEtE MAEXR XY QAEHA T2
utdof| F7He = U&LICH.

« AWS Lambda (Lambda) - & 2| &3 Jghoi| 7| HetE FIHELIC.

1. |IAM 2£2 Lot

2. g MEgLC

3. Mg ddg MEighL|Ct

4. Role Name(2ig 0|§)0l xray-application2 =§LICt CtS EHHE MEAFHLICEH

5. [Role Type]ollA [Amazon EC2]E MEHEFL|C}

6. ZCIE HHMZ odZdstod of Z2IFH 0ol AWS MH[AMH[AO] CHEF HHAE SFoiEfLCt.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts-roles.html#concepts-roles-instance
https://console.aws.amazon.com/iam/home
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« AWSXRayDaemonWriteAccess — X-Ray CHE (daemon)0ll £ H|0|E{E YZEE £ Q= H
gh2 2o4gfLCt.

O = 2|710|A10] AWS SDKE AF25H04 CFE AH|AO] HAASHS Z4S SHE AH|AO] CH3H HA
& Hetg Rofste HME FvtgUn
ChS EAIE MEfErLICH

8. g ddg MEFLIc

X-RayE ZE EYO|A OIOIEE 7|BXMoZE &3

LICt. AWS Key Management Service .2 #2|¥ 7|1& MEHSE <
Rayoll 23 3tofl AAE = U= HEHE 2oig = JUe=X| &elsiok gLIC AHEHo| CHE AFSRHE X-
Ray 2&0|M ¢ 235l £ HO|E{E E24™ 7|of CiEt AMA HEto| ZFFLc

DA EEE 7|0l B OhE HUS 51835ts HAMA BHMo=E 7|18 FE-LICH

« X-RayolM 7|E F'85t= A8AH= kms:CreateGrant & kms:DescribeKeyE 2 3 E& ¢
U= HEHE 7HELICE

- AE3E FX OO[E{o] HMAE £ U= AHEXHE kms:DecryptE ZEY + U= HEHE 7HEL

AM 2&0 7| T4 S0l 7| SR TBO| ALZRHE RIS ST ABAHE Of T JHRI Fof
Cet HEHe 27 EUch Hete 7| HMolEt MHSH ElOR AL8XY, T8 EE AE0l fEt AWS
KMS #8t0| 23| St&LICH RHAMIEH LIS 2 AWS KMS JH At ohLiAfS] 7| B3 AS S BH A 5Al
(@]

7|8 ¢330l AR =& AWS 2/ CMK(aws/xray)E MEISHE 42 T2 X-Ray
APls. AWSXrayFullAccessOll & El PutEncryptionConfigoll HMAE £ Qe AR
2 7L 55 T8 HAE = AaUch A8RIL ¢35 7|8 HASHK| Z5HAH 5™
PutEncryptionConfigE& A E HEtS F 0435 X| OFMAIL.

AWS X-Ray A3 53 7|8t 24 of K|

7128Mo 2 AF8XF 2 A& o= X-Ray ElAAE MMHFIHL £HE = U= H
AWS Management Console AWS CLIEEE AWS APIE AF23510{ 2Hedg ~&lsh £~ QiaL|ct &alxt
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html

AWS X-Ray THRE OHLEA

42l BlAA0IM ST API EJATE £ HE £ 2= HES ABRY A Loists IAM &
4 4aHok BHLICH 121 Chg ZEIRHE ST #EH0| W AL A EE I8 0f 0l2{3 BAES o

O|g{st ofl Xl JSON = EME AF235H09 IAM A4
IAM AL MZEA{Q| JSON EHO| A ZAH A2 R ESHAMIR.
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« ALXE7E RHAIO| HEHE
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« X-Rayo CHEH IAM ZHE| o* A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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|sXQl Heh EE - JAM Access

« 1AM Access Analyzer% S5l IAM ERE & Qlstod oFH 7153
Analyzero M= IAM & 210{(JSON)2F 2 AL2|7t MMM E2EEE MER & 7|&E e
S QI LICH IAM Access Analyzer= 10071 O & 2| ‘G2 £l F =1t A 7tset FHE XSS

A 7S 8l
04 Qh&ist 1 7I= 101 YA g B ot & S&LICH XFAIEH LI 2 1AM AFE H-BEM O] IAM Access
Analyzero| M H& ZHE S HZE5HM L.
+ C}5 QIB(MFA) 2R -0llA IAM AL AF £ RE A
S 2l5i MFAS AWS A ZLICH APl &l XM 358 ) MFA7+ L3 r
ZEFLICH REMIBH LHE 2 1AM AHE MBE M| MFAE S8F EoF API AlA
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X-Ray 2& AtE3517|

o{of & LICt. o|2{8t HEH20i M X-Ray 2[4
FLICH AWS AN, 2|4 24 HEHECHH 7<1|°HH
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Ol24gt AE{E|7} 04T15| X-Ray 2£E AL8E 4 =5 5t24P AWSXRayReadOnlyAccess AWS #
2|3 HA g QAEE|of AZAFLICH O HA2 X-Ray2| IAM EE2|Z ZHol| xtAlls] MBE|0] &Lt
KEMIEH LI 2 IAM AL HEB X AS Kol A HEt FIHE B ESHAAIL.

AWS CLI == AWS APIRH &5}

= A =
— —
&, st2dE APl ZFdnt LR|sHE 2ol 2 °”A1|é%* T UZSF gL

AFR7F RHAIO| MEHE B 4 AT S 518

Ol dlXlE IAM AFEXR}ZF REAIQ| ALSAF IDO AZE Ql2tel A 228 ME 2 + ULF o18sts
HME st g 2o{ELIct o]l EHols 2£0M E= AWS CLI EEE AWS APIE AHE 35104
2O LAcR0| XHYE 2ed + U= HEto| ZEELICH

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
E}20i| Z[|Etet X-Ray 2 & L MEZ wElof ik AAMA B2
ID 7|8t HAo| TS AM83to{ EfIE 7|2 X-Ray 2 & L MEZZ #20i CHEF HHAE Ao
g &= UELICH CHg oA HR2 Ar& K J&oll CHSH Ei T stage:prod EE= stage:preprodE At
5101 A5 S WM, AKX E= U O|EE = U= ALSA A& o] HEtE HRES= Ol AI8E = U&
LICE X-Ray ME3 #& & O& EfZof CHer AtMIEH LHE2 X-Ray MEZ2 #& & I & EfT X[H3t
7lg AL
MEZ 75 ME2 HE5HE{™ aws:RequestTagS AFE35t04 MM Qo R 2 MEE + Ql= Ef
8 EAStMIR. MET Ao UH0|E = A4 XE HFott{™ aws :ResourceTagE AtEs}04
N 2laA0| Ef0f 7|HHE 2 E HESHAAIR.

M EZ 2 720 stage=prepod E&
TESHX| et7| HZ ol =74 Ef
T =50l ciet AtME LIS 2 IAM AHE A

= B
Ch ALEA7F 28 E= HE2 =S HEsteH
stage=prod Ei1E X| = er =L
1 7| Stage= Stage % stage
MO IAM JSON H& @4 Z7g FASHA L.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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CtS HAo| HAZAE A 717 AI2 X E E|lAA role:admin E{IE F7HE £ Qo
role:admin7t HAZE ZAANM EHIE NHE £ 9isLCt.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"

"Sid": "DenyRequestTagAdmin",
"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"

"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"
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X-Ray0i| CHEH IAM ZHE| %4 =K

H0{E 7tA 56 7| flal IAM2 ZF Mu|Aof CHEH &2l HAE XIHELICH ME|A= Af APIs.
7| 3 2rE|XE AL Arflofl CHEF 2HElE YA E AWS X-Ray S & LICH

« AWSXrayReadOnlyAccess - X-Ray 2& AWS CLIEE= AWS SDKE A& 3104 X-Ray APIOIM E
HlO|A ClOlE, Ei0o|A M, CIAOIE & X-Ray M2 7K 2 = Ue 47| HEFLICH 2&0iM
CloudWatch W&t H|% S8 gtai Mol AR E AA HHM ZRE FH2 2 £ QL2 5= 5%
AP HM|A BE|XHOAM) oam: ListSinks 2! oam:ListAttachedSinks #&H0| Z&&|o] QU
&LICt BatchGetTraceSummaryById 2! GetDistinctTraceGraphs API H 2 A ENM &
E35t7| 98t 730| ofL|H AWS CLI & AWS SDKso| Z & E|X| of&LC.

~

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries",
"xray:BatchGetTraces",
"xray:BatchGetTraceSummaryById",
"xray:GetDistinctTraceGraphs",
"xray:GetServiceGraph",
"xray:GetTraceGraph",
"xray:GetTraceSummaries",
"xray:GetGroups",
"xray:GetGroup",
"xray:ListTagsForResource",
"xray:ListResourcePolicies",
"xray:GetTimeSeriesServiceStatistics",
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph",
"oam:ListSinks"

1,

"Resource": [

nmin
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
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{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
}

« AWSXRayDaemonWriteAccess - X-Ray G2 AWS CLIEEE AWS SDKE AIE35t0d MOIHE M
2 247) HHS X-Ray APIO| YR8 4 Q= M7| MBQLICH MBS RS 7D MEY 7
g 2EnE oy #Eto| ZEELICH
JSON

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"

]I

"Resourxce": [
nwxn

]

}
]
}

« AWSXrayCrossAccountSharingConfiguration - A 7ol X-Ray 2|AAE SR5H7] I8t
Observability Access Manager @38 FtE1, 2|5t € & Y TEES 2o4ELICH A4 AH
o 2LUEZ A 7to] CloudWatch A 7F #E M2 gdstéte= ol AFSEL T

JSON

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:Link",
"oam:ListLinks"
1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"oam:DeleteLink",
"oam:GetLink",
"oam:TagResource"
]I

"Resource": "arn:aws:oam:*:*:link/*"

"Effect": "Allow",

"Action": [
"oam:CreatelLink",
"oam:UpdateLink"

]I

"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

+ AwSXrayFullAccess - ¢47| #H&H sM7| HEt 2l b5 5 7| Mg MEY #3lg 74
2 Z§5tod ZE X-Ray APIE AF& & HetLch &0l M CloudWatch Wi HH SE
o URE A AHOM SRE FHE 2 + JUAXLS 5t S& 2E Y AN A ZEIXHOAM)
2

oam:ListSinks 2! oam:ListAttachedSinks ™8to| =& z|o{ Ql&LICt.

o
r

g'l_l
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JSON

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Action": [
"xray:*",
"oam:ListSinks"
]I
"Resource": [
wan
]
}I
{
"Effect": "Allow",
"Action": [
"oam:ListAttachedLinks"
1,
"Resource": "arn:aws:oam:*:*:sink/*"
}
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https://console.aws.amazon.com/iam/home
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Unified-Cross-Account.html
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adOnlyAccess 4
AWSXrayFullAccess =4
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X-Ray& IAM 22|38 HA —
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ctTraceGraphs £ FII
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API 42 AWS CLI & AWS
SDKsOf| Z 3 =|X| et &LICt.

IAM H2H Lol M 2|AA X|H

IAM HME ALE 5104 B|A A0 CHE OHHI E Mlofg = JU&LICH BlAaA &9 HEt2 x|t &
2 Amazon 2l&A O|F(ARN)2 AF&5H0{ HAO| MBE|= 2|AAE & Qle = /&Lt

IAM S80I 2E X-Ray S US AL 304 1T 12 AHSSHY| I3t ASAH HEHS Sodst ALt A

o T
28 4+ UBLICH SHX|2F DE X-Ray H0| BlaA £F HES XIHsHE 22 obelLict of7olA
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* CreateGroup
* GetGroup
* UpdateGroup
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https://docs.aws.amazon.com/xray/latest/api/API_Operations.html
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* DeleteGroup
* CreateSamplingRule

* UpdateSamplingRule
* DeleteSamplingRule
CtZ2 CreateGroup o] CHet A4 & 7(8F et HA of| M LICE o] HX[o M= A L=EF;
EZ 1R IDE 7IX|E & 0|8 local-userset #ZAE ARNS| AIE 2 Eo{FLICE 1R IDE
E2 UtE M HEE|7| mZ2oil ZHAHoi M DIEI o|5e & ei&LICH GetGroup, UpdateGroup &=
DeleteGroup2 A2 & I, O|E IDE X & 5t0{ tU 7l E= HESH ARNSZ HOo|E £ OIALl
Ct.
JSON

{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-usexrs/*"
]
}

C}22 CreateSamplingRule Zrdofl CHE A} ' 7|8 HBH Z42H of K| L|C}.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
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"xray:CreateSamplingRule"

]I

"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-

scorekeep"
]
}
]
}
(@ Note

MEZR 720 ARN2 720 0|§ 22 HMo|ELIch 28 ARNTH 22| MER FRI2 M2 A
MElE IR D7} igLict

=
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= 80| @iCH= AWS Management Console HIA|X|7} E A|E|H 22| Ko

oA
HA
otof gfLICH ZrE[XtE 2aQl Hot 915 HEE NS e AHR lLch

CHS ofle] 2 F = mateojackson AL A7} 242 AIS

= 2 mEooigt MR HEE Ee{n
8t X[t xray:GetSamplingRules H&H0| Qi ZH<R0f

Ct.

% px
LI 3

04
AH
S

nx ok

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}

R]
Pl
ol
[

176



AWS X-Ray THRE OHLEA

O] B2 Mateo= xray:GetSamplingRules &S AI835l0 MEZ 73] 2lAA0 CHEF HMAE
8ot S HHME YOO|EY WS BEIRIOAH LERLICH

iam:PassRole2 &g H&t0o| Gig

iam:PassRole SQig +# 8 4 QI HH0| Qs 277+ £ AIE|H X-Rayoll &S ML E 4 9
C 2 X2 oih|0|Esof B L|C}

U AWS MHIA OflAE A MHIA 48 i MulA 471 982 Madsts THAl 7IZ A 3T A
HIA0| MEHE 4 Q&LICH O[T A 8t2{% ABAI7E MulA0] SR8 MEFE 4+ U Mg 7Hx|n

240{0F BfLICt.

CHS oKX 2 F = marymajor(Ol)2HE IAM ALE X7 2£E AFE 5104 X-Rayoll M 5fdE s~&istedn
ot= B0l YAELICH ot x|2F XU S +~stied™ MH[A HFEO| —?’—04% Tetol AMH|20f Rlo{ok &

-
LICE Mary= AH|&0 Ag s MEE + U= HetE 7Hx|n x| E&Lch

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

0| A<, Mary7t iam:PassRole &S +¥E = UL E Mary2| M | o|E3loF & LICt
T20| Zest B2 AWS EE[XtofH BolstMe. ZElRtE 22l Xt SHE A2 ek AFRFIL|C}.
ghe|xteld|, CHE AP RH7t X-Ray0ll 4M[AE = A 3&35t2dD g LIct
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= A MEX Ex= OE0] HEt MEE gY5t0o] HMA =FS HoFfLICH ME MEE IAM HMS
Asoz dHHstn AFSAL EE= o E 27| 0|4t 1A E IAM Fghof| & ELICH REA[EH LHE 2 AWS
IAM Identity Center AFE MMM FHEt MEE HZESHA L.

IAM Identity Center§& At&etX| o= B HMAIF EHRet AHEXH EE= o Z 27 0|0 CHEH IAM ¢l
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS X-Ray THEFRE OFLH A

MHlA0| 72, olaf8 M2 AL 5t0f CHE AL=Hol 7| 2lAA0] CHEH A

KEMS| ZotEe{H L2 BESMIL.

1

« X-Ray0olM O|2{Et 7|5 & KIHSt=X| 047 E YotE BT AWS X-Ray MM IAME AtEet= T H

He FESAMR.

. AR AWS HE BHo| BlAA0 CHEF AMA HELS xﬂgaf 42 QrobE! B4 |AM AL AEA |

AWS AHH AR8t CHE Q| IAM AL KHO| A HMA HEt MSE FHESHMIL.
o ElAA0| CHEF HM[A HEHE EtALO| MSS PE S ootE ™ IAM AFS A—-EAM Q| EFAF AWS 7|
X-I AL Olo." OHA—”/\ -_;'-lo}- X.”_T'_O AWS 7| 3|'A‘||9L

« ID H{2ol4dE Sall AAMlA Hets MSste Y-S LotEedH IAM ALE HEA 2| 2|F0f A 2l
SE AEXH0I|A AMA HE [MS(ID W 0[S A EshM L.

« AZA HHE HM A CHEF Q& T} 2|AA 7|HF HA ALE O] X 0| S LolEE{H IAM AP A
Mol IAMe| I EA HH 2|AA HHAE HESHHL.

52 Rxlsts F8 dus E.H—IEL CHE X1 ol
2LER CloEIS 27
NEHEO| CHZ 37| 9/3t o2 T78 AWS H

o Hu
[l
lo
Hd
rn
4
ML
2
3_

AWS CloudTrail 7|S &fLIC}. CloudTrailg AFHS o|'0=| X- Ray API sz’éj;’ *'A|7+OE ZLEZSD
Amazon S3, Amazon CloudWatch Logs Z! Amazon CloudWatch Events0ll 2 1& XEE = A&
LICH REMIEH LIE 2 £ ALE75104 X-Ray APl & 22 AWS CloudTrail EHHE HZSHAAL.

AWS Config &
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AWS Config & AF&3t0{ X-Ray ¥ E 3 2|AAE QIHEZ|ESI 0, X-Ray 7+ 7|52 & Atst,
2lAaA #HE Aol el RIS 2 = UELICH RHMEH LI82 E AHE3610{ X-Ray 255 74
B4ZE ALE =% AWS Config BHHE B XSHAAIL.

EREI=TEE] 178


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html

AWS X-Ray THRE OHLEA

B E4 ZaYI0IM T s MY BAI 2T AEE 555104 PCIDSSS 22 CHY S 7E F
s o7 AgsHaEo E82 & 4 UsL

. AWS Audit Manager - 0|2 AWS MHE|A S35 AWS A2 x|&Xo 2 ZHAtstod fIEm 78 o
UM EZE FHE Bl YHS B4 £ YLD

u
gt
i

ElLICh = X|d AlZhol B 11 X2|F 0l

1 AE[E of] 718 B¥E AWS 2T |

S22 Folf ZX[7t 0|F0{X|= o EE|F
=}

A
¥ 4 aLch 7h8 ¥ JIZE S B Es 4 GlofE| A

r >
0 =
Em“
N
L e
x I
Ell-ﬁ
i
0 rr
L >
m =
o N
v
[T Al
0 ¥2
N N
oo
Q
19

e
Of
L

Q
o

gfLICH 78 BHE AFEst
M A CloEH|0|& & dAISt T

B QZetEC 718, WE" S,

o
0

It
03
0z
o
_‘_E
o
—r
I
r
n

AWS 2| & 7HE B0l CHEt RHMIEF LI 2 Aws 2= QIZetE H AL,

BHEE MHIAQIE AWS 22 L EQT B0t 2 B3 AWS X-Ray EILICH AWS EoF AH|A 27}
ClZ2E AWS E S5t 2o CHEr REAISH LI 2 AWS 222 E HotE XML, Q= el Hot
D A E AFE50 AWS Bt A8 M7A5te{HH EoF ™= AWS Well-Architected Framework2| 21 2}
HZE HZFAM

FLICEH 142 oS8 X3

o

AWS ol M HAlEE API & & AtE5t0{ HIELIZE Sl X-Rayoi| A
oHioF &FLIct,
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

AWS X-Ray THRE OHLEA

VPC A= ZQIE AWS X-Ray 2} &7 AL

Amazon Virtual Private Cloud(VPC)E& At&35t0{ AWS E|AAE SARISHE B VPCE X-Ray 7H0]|
Zotol|s! A4S MYE &= U&LICH 0| dAE ALS5HH X-Ray MH|ATH HEE] QIE{HE S5HX| &t
T Amazon VPCZ2| B|A A%t EAIE £ QA sHELICE.

Amazon VPCE= HO| AWS MH|A Bt 7t4 HERZ oM AWS 2[AAE AlEHStE Ol A8 E = Ue
LICH VPCE Ar&35t0 IP =4 Hel, MEHY!, 2t RS H|O|Z, HE3 HO|ES 0| Sol HEST A
ME FNo{g = JU&LICH VPCE X-Rayof dZ3stE{w QIE{m0[A VPC AI=EZQIEE HO|5tAA|2.
O| AEXQIEE 0|85tH QE{! HO|EL|O|Lt Network Address Translation(NAT) QIAEIA E=
VPN ®Z §10|= X-Rayof et ={o|1 & F 7ts5tH AZELICH REM[E LHE 2 Amazon VPC AHE
MHMO| Amazon VPCEF FUULITIE & ZSIMILR.

PIE{HO|A VPC AIEXZQIEE= ZtO[|H! IP FAQ &M EF2X HEZ QIE{HO|AE AFE5L0q ZF
o| malolt! EAIZ2 X|&EHE AWS 7|=Q! AWS PrivateLink AWS MH|A 2 S EIL|CH REAIEH LI
e New AWS PrivateLink for AWS MH|A 223 HAIZ3 Amazon VPC AF2 MEHMO| A|EH5H7|E

X-Ray& VPC QIEXQIE MY

VPCO M X-Ray& AtE35t2d™ X-Ray& QIE{HO|A VPC AUEXZQIEE MM,

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 dL|C}.

2. EIM XM S ZQIER 0|S8H O} = ZQIE AMAIS MENSHL T}

w
jn

AMstT AWS X-Ray AMH|A O|§& MEEL|Ctcom. amazonaws.region. xray.
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/
https://aws.amazon.com/blogs/aws/new-aws-privatelink-endpoints-kinesis-ec2-systems-manager-and-elb-apis-in-your-vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/GetStarted.html
https://console.aws.amazon.com/vpc/
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THERE QLA

Service category . AWS services
) Find service by name
D Your AWS Marketplace services

Service Name com.amazonaws.us-west-2.xray €9

Filter by attributes or search by keyword

Service Name Owner
com.amazonaws.us-west-2.transfer.server amazon
com.amazonaws.us-west-2.workspaces amazon
[ ] com.amazonaws.us-west-2.xray amazon

4. H3Hs VPCE MEi3 C}S QIEH0|A JZZQIES ASE

Type
Interface
Interface

Interface

Ccol MEUS MEigrL|Ct By
7| CHE 7H8 G (MH[A0] 9

5 ML M A= ZQIE ES QIEIHO|A T AT |:+
S X[2)oll M stLt olat el MEUHE X250 QIE{H0|A JAEXQIETL 7+E P o WM Al 5
2l2 x|stL|c} ol A st X|&Ist ZH MeUlof QIE{H 0|A HIEST QIE{H|O|A 7 AIAE|L|
Ch.
VPC* | vpc-4f6e3a37 ~C @O
Subnets = subnet-40d87938 (i)
Availability Zone Subnet ID
us-west-2a (usw2-az1) subnet-40d87938 -
[  us-west-2b (usw2-az2) subnet-ff4281b5 -
O  us-west-2¢ (usw2-az3) subnet-d14bfb8c -
[0 us-west-2d (usw2-az4) subnet-1faf8734 -
5. (M= AHE) 7RI DNS= 7|22 A= ZRIEof CHal| #35tk|o{ U222 7|2 DNS 2AE
S = A&aLch 2o et v detete S MEE = J&LICH

X|Hstod A= X QIE HERF QAE{H0]At 44
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Security group = sg-d4f14ff4 Create a new security group (1]

Select security groups a

&
Filter by tags and attributes or search by keyword 1to50f5
Group ID Group Name VPC ID Description Owner ID
sg-0683c... ssh-hitp vpc-4f6e3a3dy EC2-VPC launch-wizar... 979300271395
sg-0774... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC SecurityGrou. .. 979300271395
sg-0a46... launch-wizard-1 vpc-4f6e3a37 EC2-VPC launch-wizar... 979300271395
sg-0d62... awseb-e-7xv5...  vpc-4f6e3a37 EC2-VPC Elastic Beans... 979300271395
B sg-ddf14...  default vpc-4f6e3a37 EC2-VPC default VPCs... 979300271395
Close

7. (ME AFE) X-Ray MH[A00 AMAE 4~ = HEtE Mofst= AFEXAE X|1H G S x|-EL/ct
ZI@Mez A HMA HEro| s{SELCH

VPCAEXQIE M2 A=RQIES TSHL 8 A A=ZQIE HASE= IAM B[4 AL
Ch A= ZQIES MME ) HME HASX| 62T Amazon VPCE AMH|A0] ChEh X AMAE 5
8t 7|2 S KNS 2 AT LICE A= EQIE HHME |AM ALSAL HA = MH|AaH Mg
MEolstHL CHASHR| of&LICH Ol AEZQIEO|M X|HE MHIAZ | HMAE Ko{5t7| &t
HE ol WAQ|LICH A= X QIE A2 JSON HAIo 2 ZHidsloF gLICh RkAIEH LIS 2 Amazon VPC
A& dEM| VPC A= ZQIEE S5l MH[20f CHEF HAA K0S FZ=5HMI2.

VPC QIEZQIE YHMZS Sofl CtAEt X-Ray 2 ofl CHEH HEHE Mo® £ AU&LICH ol E S0
PutTraceSegmentBt 518351 CHE ZE Y2 HF S =S HME HYE £ A&LIC 0|F 7 stH
VPCO| 3 2E U MH|ATF £ C|O|E{E X-Ray2 &35t D CIOIE AM, 535t 714 HA, OF
dd/goilolEet 22 T E HYe HF st =S MetEU o

C2 2 X-Rayodl CHEt &l |

=z QI B0l oflLich O] HAE ALK VPCE S X-Rayoll 2125t
0f X-RayZ X|E ClOEIE H&Y 4 TS 51851, CHE X-Ray 12 £ #5tx| 3517 Zx/2HL

Ct.

{"Statement": [
{"Sid": "Allow PutTraceSegments",
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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"Principal": "*",
"Action": [
"xray:PutTraceSegments"

1,
"Effect": "Allow",
"Resource": "*"

X-Ray0ll CH8F VPC AIE ZQIE HAHS TR 524

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC E&& L|C}.

2. EM YoM A=EREE MEHFFLICEH

3. X-Ray& AEEZQIEE Ol &] MM3IX| 2 B X-Ray& VPC AEXQIE o] upHE [HE 4
Al2.

4. com.amazonaws.region.xray QEZQIEE MEAS Ot HA B2 MEMFHL|CE

oS SHE gL

A&HEE 2l

- ot=Z2|7H(7o|ZE
. O}A|O} EH™

oH
Q

2 0

4

El

« O} A|O} Ef

0
© o

>

FO THO Ol

. Of Ao} Ef

08!

o8l
g 02 0

« OfA|O} E{
« O}A|O} EH
o O}A|O} EH
« O}A|O} EH

H
0z

0

08!
02 0

—_ — — —~ —~ —~ —
x
N o
A —

05
02

£3)

XHElE 2T 184


https://console.aws.amazon.com/vpc/
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AWS X-Ray MZ o Z2|70|M

GitHubOll M A2 & £ /= AWS X-Ray eb-java-scorekeep MZ 42 AWS X-Ray SDKE A& 35t0q

£ A HTTP &, DynamoDB SDK 22}0|HE L HTTP 22I0|MEE A Ssle WS Eoi&ELICH
MZ 42 AWS CloudFormation £ AM238+04 DynamoDB E|0|E2 MAst1, QIAEA|AM Java ZE
E Autstn, F7F 7144 10| X-Ray CIE22 A&#FrLICE

AWS Management Console == & AFE75104 AFEl MHE of Z2|7A 0[] x| L AFE S AlEI5HE
™ Scorekeep At&AME EZSHM L AWS CLI.

dames
Username 9 tac
Create a game
random -]
| tac |
. Rules:
Session

= ) =) o
-* Games
® T
ac q ®

| session ID ﬂ|

S
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https://github.com/awslabs/eb-java-scorekeep/tree/xray
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arn:aws:sns:us-west-2:97930027 ...

4 AWS::SNS
scorekeep-session

AWS::DynamoDB:: Table

avg. 1 1 ms

avg. 10me 0.6 vmin
|
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms

0.07 vmin

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms

0.07 vmin

scorekeep-user
AWS::DynamoDB::Table
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/build.gradle
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https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://github.com/git-guides/install-git
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git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted
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https://console.aws.amazon.com/cloudformation/
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cd xray-scorekeep/cloudformation/

2. LCI= AWS CLI B S 2/245104 CloudFormation AEHS MAISHL|C}.

aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

3. CloudFormation AEH4 2'EH7} CREATE_COMPLETEO| = 77} X| ZICI2|AA|2. 2F 520| AL FH
LICt. CHS AWS CLI HHEE AFE35tod AEHE =elghL|Ct.

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"
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aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"
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https://console.aws.amazon.com/cloudformation/
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X-Ray 2& At&35t7|

1. X-Ray Z2£2°| Edi|o|& ¥ H O|X|& HFLIC.

2. 2&£0f ojEz[Fo| 0| M&st= EBlo|A HIO|EHH 2R E{ X-Ray7t MM st= MH|A 2= 7}
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0 Last 15 minutes ¥
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https://console.aws.amazon.com/xray/home#/service-map
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100ms
0.07 vmin
arn:aws:sns:us-west-2:97930027 ...
AWS::SNS
scorekeep-session
AWS::DynamoDB::Table
avg. 1 Oms
1 t/min
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep
AWS::ECS::Container

710ms
avg. 8ms 0.07 vmin
5 tmin
SNS
AWS::SNS

scorekeep-game
AWS::DynamcDB::Table

60ms
0.07 vmin

scorekeep-user
AWS::DynamoDB::Table
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2. View traces(E2|0|A E7|)E B304 Trace overview(
A

[Trace listjol A EQ|O|AE
Al 7182E Zdo|22 HAME

o

1E8SHL|CEH O] EB|o|AE 4l 2%of Ciet E 0| ofL|2t AlZ
L= URLO| Qi LCt.

Q, semice("SNS") Last5 Minutes ~ z
Trace overview
Group by: URL -

URL Avg Latency % of Traces ~ Response

1.3 sec 100.00% 1 OK, 0 Throttled, 0 Errors, 0 Faults

Trace list (1)

ID Age - Method Response Latency URL Client IP Annotations

48b5a191 § 1.1 min 1.3 sec 0

4. | O|X| StEte] Amazon SNS M| 1HEO|A 27 AEf OlO|2& MEHSI04 SNS 5t MIHE
o| of Q| W|o|X|7} KZIL|Ct.
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Traces > Details

Q, 1-62f40175-86b347fc50bc57a992e9b835 (2] 5]
Timeline Raw data

Method Response Duration Age ID

-- - 2.1 sec 8.3 min (2022-08-10 19:05:25 UTC) 1-62f40175-86b347fc50bc57a992e9b835

¥ Trace Map

|E Q ' Q Map legend €@

2.11s 728ms
»>
1 Request 1 Request
Client Scorekeep SNS
AWS::EC2:Instance AWS::SNS Services Icons ()
m Health = Traffic
No node resizing
Name Res. Duration Status D.Dlms zm::ms ADDIms snnlms Boulms 1,?5 1 ‘z,s 1 .Ils 1.:is l.fs Z.Ps z.lzs
¥ Scorekeep AWS::EC2:Instance
Scorekeep - 2.1sec
SNS 400 728 ms Subscribe

» SNS AWS::SNS (Client Response)

ol

5. X-Ray SDKE FAE AWS SDK Z2I0|HE M e MstE oQIE At 2 TR
ME 7|S g

P AR
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Subsegment - SNS x

Overview Resources Annotations Metadata Exceptions i

Working directory  /varfapp/current
Paths -

m

Cause

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:
Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545) =

at executeOneRequest (AmazonHitpClient java: 1183)
at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)
at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)
atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console
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1. CloudWatch 2& 2| X-Ray E&|0|A M HO|X|E IL]C}.
2. E&o| oiEZ|7o|Mo| ME5HE EQIO|A HIOIE{Z R E{ X-Ray7t MA35t= MH|A =7}
EAELCH 28 B2 EQo|A ol 7|ZtE2 =30 & ol ZE|AH0|ME XMZ Al&FEF O] F

DE EQ0|AT EAZ|=S BfLCH
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https://console.aws.amazon.com/cloudwatch/home#xray:service-map/map
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Custom

AWS X-Ray
5m 15m 30m 1h 3h 6h

Add to dashboard
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Egfo|4 Yol o H 2EH0IUE, Amazon EC20M A& ZQ1 API, o Z2[FH 0|0l M Ak
Z} DynamoDB E0|20| E AIEILIC}. ofZ 2|7 oMol CHE ZE 230fl CH3H, 230 APl T3t
Jhs 3t =) JH47HR| 20| EB0|AE

1, CHRAER MHIAE Q&6 D, 22 0f 0fE 74

I—IEP.
MH[& e ZolM =EE MEsiH ey =2 EcfEE 4™ S
CE FEMeLICH E20H25t04 0|/ & FQlstAA2.

Ct. $9XH Amazon SNS =
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DynlamoDB Table

O storekeep-game
ynamoDB Table

scorekeep-move
DynamoDB Table

. O SNS
Client O Scorek SNS
ECS Container
O scorekeep-session
DynamoDB Table
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1. [SNSEt= =E& MEHErL|CE SNS = E M[F HE m'd2 K| otefofl EA[E LICH

2. FX™M H7Y|E ME45t0o] FZ mf| o[ X|of| HAM[AFLICH
3. HOo|X| 5tEHE FIIetD T STE0MH FXHE MENFLICE o] EQolAE= =4 &0 CHE
SEro| ofL|Et AIEf Al 7|8 El WOo|E 2 MIME &= URLO| & LCt.
Traces Info

5m 15m 30m 1h 3h 6h Custom

Q, Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS"))

Vi
m ® 1 traces retrieved
BQuery refiners

Traces (1)

This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces

Add to dashboard

Q, Start typing to filter trace list

1 &
ID v Trace status v Timestamp v Response code ¥ Response Time ¥ Duratior
..86b347fc50bc572992e9b835 ® ok 19.17min (2022-08-10 12:05:25) - 2.11s 2.11s

4. MIIHE EFUEIl 5EH A Amazon SNS 612 MIOHEE MEHS T, SNS 5t MIHE 9
02| BfS MEHSI0o] ol Q] ME HMEE &QlL|Ct.

T oL &= T

Segments Timeline info

. 0.0ms 200ms 400ms 600ms B80Oms 1.0s 125 14s  16s
Segment status Response code Duration L L I 1 1 I

¥ Scorekeep AWS::EC2:Instance

Scorekeep @ ok - 2.11s I —
SNS @ Fault (5xx) 400 728ms I sbscribe
¥ SNS AWS:SNS
SNS A Error (4xx) 400 728ms ] suuscriu|e

Segment details: SNS

Overview Resources Exceptions

Exceptions

Working Directory Paths message

Invalid parameter: Email address (Service:
‘AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)
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2212 WebConfig EEHA0M O|F0{Zl createSubscription Y ZE0M MIE olHY =&
7h 22 E ZdLct g AMolME o] EXIE a5t &LCH.

Amazon SNS 2] 1A

Scorekeep2 Amazon SNSE AtE5t0] ALEXI7F H 2 2 E5tH L RS MEFLICH o ZE 2|7 oM
0| A|=HE|54 CloudFormation AEH OH7HEdZ~ 04 A30| =l O|H|Y =A0| CHEt RES MAISE{D A|E &

LICH s 2d &2 o st A&LICH SRS ASst S L E ojHde st EBfjola

AWS Management Console
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1. CloudFormation 2& 97|

2. SE0|M scorekeep AEH 0| F0]

70l U= BlC|2 HES MEIE OIS UO(0|EE MEIE L
Ch.
3. #M HEZ ALE0| MEiE|0] J=X| &elstT HHI0|E AR H|O|X|o| M Ct& S S =ILICH.
4. S0iA oMY of7H Bd~E Zol 7|24t2 RES O|HY FAE HiELICH
EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.
t3.micro
Email
UPDATE_ME|

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest
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AWS CLI
£ ME735l04 Amazon SNS &2 F445t2{™H AWS CLI

1. O|Fof| BHE xray-scorekeep/cloudformation/ Z2CZ 0|535t0{ HIAE TE!|7|0f M
cf-resources.yaml I+ L|C}

2. O|HIY OH7H Bd4=0i M Default Zt2 &0} UPDATE MEOIM §E 8t O|HIY FAZ B85
Ct.

Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abcedef.xyz email address

3. cloudformation EH0|AM CIS AWS CLI HHE AL 35109 CloudFormation 2B S 40| O]
EgfLct.

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. CloudFormation AEH AEN7} UPDATE_COMPLETEO| E 77 X| ZICIE|AMAIR. H E HE A2
ElLIC}H CHS AWS CLI H™E S AF25tod HEHE & QlstL|Ct.

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

Aol E7l &t 2 &|TH ScorekeepO| CHA| A|ZFS T SNS I1|01| Cist +52 ddgLct olHY
Rl5to A2 A EE [ YO[0|EE E7| 9ft #52 =QlgfLct Eo|lA ME Yo{SNS Y &
£0| O o|&f Aulistx| f=X[ & QlghLct.

ME OfZEI7H 0l B

MZ O ZZ|H 0|2 Javad X-Ray SDKE AFRSHEE TAE Java HTTP & APIILICH
CloudFormation ®ElZ3!/2 At&75104 OHE 2|7 0|42 B Z 5t ECS0| M Scorekeep= A& SH=

R &t DynamoDB El|0|&, Amazon ECS E{AE & 7|Ef MH|AE MeLICt ECSE 2] Ho| u}
22 CloudFormation2 &3l M4E LIt O] ItYU2 ECS E{AE|A EAHZE AHE = ZHEl| Ol
O|0|X|& HolgfLIct. o] o|O|X|= 4! X-Ray 371 ECRM|AM 7tX42 ZALICt. Scorekeep API ZHE|
O|L{ o|0|X|ol= GradleZ HutUE API7 U&LICH Scorekeep ZEEQIE Z1E| 0|4 2| ZHE{| 0|1 O]
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O/X|E nginx ZEA| HHE ALE810 ZEEAN= 0l MH|AE MBELICE 0| MHE /api2 AlEHsHE
Z2o| gt 2EE APIE Bt ELIC

AHTTP & F45t7| 2I5H o Z (70|42 SDK7t MB st TracingFilter& F7HELICE.
Example src/main/java/scorekeep/WebConfig.java - HE 2! ZE

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

L

Zel7loldo| MElste ZE +4 20l Cisl 2 URL, HAE, SE &EH, Al AlzH &
Sz Azt Zefet Efo|A H|O|HE & ELICH

—

et ofZ 2|7 0|42 AWS SDK for JavaE AFE 3104 DynamoDBO| CHEH CH2 = MdE
C}. Ol248t &2 HIE35t7| 5 OHZE|7H0|M2 SDKAWS HE 51 ZES SEHZE M83 1
Java® X-Ray SDKE ZE AWS SDK 2ZI0|HEE X522 HSE LI

OHZ2|7]0| M2 Docker2 AF235t04 Gradle Docker Image%t E7H AA FEE QUAEA LY0I A
4= 8t 10 Scorekeep API Dockerfile IIUE AFE3104 GradleO| ENTRYPOINTOIAM MAI5HE Al
& Jts 8t JARS Al&stLCt

Example Gradle =74 O|0|X|E& Eal Y=35l7] Qs =H AFE

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile ENTRYPOINT

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]
build. gradle Ito| AutY =5 SDK ot EE2 SEE2E H21510f Maven 28 E{ O|E 5

¢ 2ES 2 =8 CH
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Example build.gradle -- &4

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}
dependencyManagement {
imports {
mavenBom('"com.amazonaws:aws-java-sdk-bom:1.11.67")
mavenBom("com.amazonaws: aws-xray-recorder-sdk-bom:2.11.0")
}
}

304, AWS SDK & AWS SDK Instrumentor 5t 2 &2 AWS SDKZ O|F0{ZI CIRAEZ] N;

So2 ASsts ol W BE ZelLt

fok
Y]
ffo

Al M2HE O|0|E{E X-Ray APIZ Y 35l24™ X-Ray CHE(daemon)O| UDP Z E 20000 A EcH=
£ 4= plsHok BHLICH 0|2 2I5H ofZ 2|70l ZE| 0|40l M X-Ray CHE (daemon)S A5t T, 0| A
EO|L1= AO|=E7t ZE|O|L{Z ECSH| Scorekeep OHZ 2|71 0|44t B 74| HHEZ EILICH KEA[E LI 2 X-
Ray CHE(daemon) &5 & EX5HAMIL.

Example ECS 24 & 2|9| X-Ray CHE(daemon) Z1E{|0|L] 9|

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon
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PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

Java& X-Ray SDK= ZEE H&E5t= O A" = U= TracingHandler?! ¥ BHIZHE MB35t
= AWSXRayEte oA E MBS EUcH MY HIEHE A5t =4I HTTP S Z£0i CHal MOIHEE
&'dst= AWSXRayServletFilter& ALEXL X|EE += Q&LICH O] ME2 WebConfig 22201
E{02 U MEY AEE AE5I0{ TP BAHE F Y5t EX 858 Z&EELIC

Example src/main/java/scorekeep/WebConfig.java - 2l ZH

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.ECSPlugin;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

O| M= YUHE AI8304 sampling-rules.json IIUZRE MEZ F=8 2= LICH HER
TEI2 SDK7t E012 &= Q9 MOHEE 7|F5t= d|2o] et ChELICH.
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Example src/main/java/resources/sampling-rules.json

{
"version": 1,
"rules": [
{
"description": "Resource creation.",
"service_name": "*",
"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,
"rate": 1.0
.
{
"description": "Session polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/session/*",
"fixed_target": 0,
"rate": 0.05
.
{
"description": "Game polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/game/*/*",
"fixed_target": 0,
"rate": 0.05
.
{
"description": "State polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}
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MEY FA UL 40| AR KIT MEY FA W7l FAIS FOIBLICH 2 41 2ol haH,
SDK7}H AL A K13 7212 HOlE £ MR BIHErLICH SDKE 2ol HME, ZZ U MHIA 0I5
I Yxlsts X SR FES MBS LICH Scorekeep] Z, X Rl F2l0| X 174 20| 1 &}
2,321 A EA 55 0% 1.0 5, 100%2| 2 HIES H850{ ZE POST RF(Bl44 M4

F2 R 0| 5% H|° MM, A el el7I(GET 23)0l M

M 7Hel AERH X E A2 1
2 ICh AtS o2 WA st
|

CHE
gfLict ol 2RIA7t
714 &0 cist

E
1 H|€3 10% HIg2 X9

MHEZ O Z2|70|M2 =5 SDK 2CI0|UE 7N, F7} 51 MOIHE MM U2 HTTP S &
12 7|2 M85t W T EoiELICH REM|ISH LIE 2 AWS X-Ray MEZ ofZE[7| 0| EHHE

Scorekeep ECS Z4E{|O|L{= AmazonSNSFullAccess & AmazonDynamoDBFullAccess%t €2
M| HMA HHME ALE 50 2|00 HMATLICH X HAMA HHME AEds W2 ZEH

M ofZ2|A 0| e| B Atz 7t obElLct. ChS ol Aol M= ofEE[FHo|Me| Eotg THM5HT| 2| 56H
DynamoDB IAM S Z AC|O|E&FLICt IAM EE{o| H ot it Ab2f|of| CHEt REA[EF LHE 2 AWS X-
Ray& Xt 5T I HA|A #E[E HESML.

Example cf-resources.yaml BZ 2! ECSTaskRole & 2|

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyArns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
- "arn:aws:iam::aws:policy/AmazonSNSFullAccess"
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"arn:aws:iam: :aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

M2 Ao|o|E5tE{™ HX| DynamoDB 2|4 A9 ARNS AlEELICH O S AFSAE XIE 1AM H
ARNZ ALSELICE OFX|T S 2 o|2{8 WA E QIARA T2 lo] M
DynamoDB Z|A~A 9| ARNZS A/HH35l2{H:

1. DynamoDB ££2

r

Ct.

=
21% HiwolA ElolE 2 MEfELICH

2.
3. scorekeep-* & otLIE MEHSI04 EH|O|E AT HE HO|XIE EAIELICH
4. IR Bo|M FIt HEE MEHG0] MM E TR Amazon 2|44 O|F(ARN)S =QIgLICE Of

ZfE SAHELICH

5. ARNSZ C}2 IAM XM2Ho0f 42lst AWS_REGION 2 AWS_ACCOUNT_ID Zt2 E™ x| L HH™ ID
2 HFEgLC ol M B2 2 E &2 §{& 5= AmazonDynamoDBFullAccess & CH Al X|
ME ot HSErLIC

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ScorekeepDynamoDB",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb : Query"
1,
"Resource":
"arn:aws:dynamodb: <AWS_REGION>:<AWS_ACCOUNT_ID>:table/scoxrekeep-*"

}
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https://console.aws.amazon.com/iamv2/home#/roles/details/scorekeepRole
https://console.aws.amazon.com/iam

AWS X-Ray

el

THERE QLA

Scorekeep OHEZE2|71[0|M E|AAE ATK|StE{H O HALE [EAM L.

@ Note
O| EEZ|YU0| O|F MMS AF2504 AP A} X|A] AAHS MAIS}
x4

o HA4st B
CloudFormation 2EiE AtX|5l7| F0fl scorekeepRole|A A4S || 743l oF EHL|C}.

AWS Management Console
E Ar&35to] M E ofE 2|7 0|4 A K| AWS Management Console

1. CloudFormation 2& 7|

2. SE0|M scorekeep 28 0|& 0l U= BIE[2 HES M=

(Mlaey 4-1EH

— 1

rim
rot

Ct= AFA|

i
ot

L|cH.

>

A7FAK|E 7R 3 2

3. O|Al CloudFormation 2EH0| At M| EILICH AEY MElE= 2 E 2 §
o2 MZ I XX|H, Ho|X|Z AHE

OF DELETE_IN_PROGRESSEZ {X|E/L|C}. AEjE F7|Xo 2

'~

>~

|

2k A

AWS CLI
E AE35lof MZ ojZ2|7H 0| AKX AWS CLI

1. CI= AWS CLI B

rlIIo

21245104 CloudFormation AEHE AFX|| & L|LC}.

aws cloudformation delete-stack --stack-name scorekeep

7t x| Z|CHE| &AL, <F 5
FL|CH.

ML
0
H‘l
Pa
0
[
r
[ul

2. CloudFormation AEHO| [ O|&F EAYSHK| ok
C}S AWS CLI HEE AFE35H0o{ A EY

11°l' m|0

E 30|
E—ll_

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"
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K& HE HEsted™ Javad X-Ray SDK £= CHE X-Ray SDK & stLtof| CHsH AtA|S| 2ot A A2

. Javag X-Ray SDK — AWS X-Ray Java2 SDK

- Node.js& X-Ray SDK - AWS Node.js& X-Ray SDK

« NET& X-Ray SDK - AWS X-Ray .NET& SDK

24 E£=0iM X-Ray CIZ 2 A5t MMHEE AWSE Z5HMAWS X-Ray Ol =.

GitHub| A M Z of Z2[7|0]Moi| 7|045}t24™ eb-java-scorekeep EHHE B AT A AL,

AWS SDK ZZI0|ME 4+5 7S

Java& X-Ray SDKE ElE F£40{ AWS SDK Instrumentor 5t2| ZES Z &5t ZE SDK £210]
HEE RS2 AFELICE A

Instrumentor &t

= EI‘Olo'lE :H-A-l% H|§E"’é3'§|-3|'
2lolRiEE R AI3D R Beto|HEE

Soz 245 2atold

4> i

S AWS SDK Z2I0[HE A F K|S HdYst7| {lal ofEE|FH0|M2 T HEHE ALEXE, Al
SA=UL S i el o < %._HEE-IAmazonDynamoDBCllentBu1lder§0ﬂ Mgt ol ZE HER
SDK7} e 22I0|¢HEE AF23510{ DynamoDBO| LSt &8 25 HESIT S X|AIELICH

Example src/main/java/scorekeep/SessionModel.java - &8 AWS SDK Z2I0|E 74

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)

.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecorder()))
.build();

private DynamoDBMapper mapper = new DynamoDBMapper(client);

ME Z£ 240 AWS SDK Instrumentor 5 2E2 M7HsIH =522 T MHE AWS SDK 22t
Erjo|A 2ol LIEFSLICE.
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https://github.com/awslabs/eb-java-scorekeep/tree/xray-gettingstarted
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/SessionModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/handlers/TracingHandler.html
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Z7} ot 9l MaHE A

AMEX R SEHAM OHECIFOIM2 522 5t MOIHEE M504 saveUser &0l A
MEIRE CIRAER &g O536t D HEHO|EIE F7+ELICt

Example sxc/main/java/scorekeep/UserModel. java - A& X} X|H 519 MOIHE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");
try {
mapper.save(user);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

=AM, HEHolE & AFEXHID 7|5

A 2 A0 ofZ 2|7 0|2 HE DynamoDBOY| MZH & motCt Game Z4%|E MHIEFH| O|E
ESo| 7|SFLICH 0|2t HEZ, OHEE|AOIM2 ZE| ZFHA0 AISE = UZSE HY IDE T4 of
7|S&Lct.

Example src/main/java/scorekeep/GameModel.java — =24 2! H|E}C|O|E]

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {

A-EXH XY ol MaHE 711


https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/UserModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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throw new SessionNotFoundException(sessionId);

}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);

} catch (Exception e) {
subsegment.addException(e);

throw e;
} finally {
AWSXRay.endSubsegment();
}
}
O|ls ZHEER{o| B2, oHEZ|70|M2 ALKt IDE setUsert &/ ZIS&LICH AHE X IDE M ™
Eo|HE Zico 7|EE|H AM80 2 QIHEAL|X| et&LCt.

Example src/main/java/scorekeep/MoveController.java — At& X} ID

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionId, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

[

£ ojZzl7|o| 0| Javad X-Ray SDKL| HTTPClientBuilderE AtE35t09 gt

A
AHTTP SH 288 Haste WHg 2oiEuc

Example sxc/main/java/scorekeep/UserFactory.java — HTTPClient 7+43

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuildexr.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveController.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/UserFactory.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/proxies/apache/http/HttpClientBuilder.html
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CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

#xl org.apache.http.impl.client.HttpClientBuilderE AL S AL dlig 220 CH
8t import 22 com.amazonaws.xray.proxies.apache.http.HttpClientBuilderOi CHEl &
OS2 HtE =+ U&LICh

PostgreSQL Cl|O|E{H[O| A0 CHEL 2 & T/

application-pgsql.properties I+ RdsWebConfig. javaollA M44E CI|O|Ef AA0] X-
Ray PostgreSQL £ QIE{ME{E F7IELICt

T

Example application-pgsql.properties — PostgreSQL Ci|O|E{H|O|A T4

spring.datasource.continue-on-error=true

spring.jpa.show-sgl=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasouxrce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

® Note

PostgreSQL G| O|E{H|O|AE O ZE2|AH|0|4M B E0| F7I5t= EEdo | E?_
Elastic Beanstalk 7HgF X} ©FLHA{ 2| Elastic Beanstalk 2 H| O|E{H

xray 221%|2| X-Ray HIE HO|X|ol& HSE HIO|E| AAE AF5l04 A48 sQL R 2|0l cHEt
E EZAMSte Ed0|AE MYste o227t Z&E|of U&LICH O|2 HO|X|E Ee{H A~ 52l of
Ao|Mo| /#/xray B2 ZE 0|S35t7LE B M 220l M Powered by AWS X-RayE A1EH

y m
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/RdsWebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/resources/application-pgsql.properties
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.managing.db.html
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Scorekeep Instructions Powered by AWS X-Ray

AWS X-Ray integration

This branch is integrated with the AWS X-Ray SDK for Java to record information about
requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with AWS X-Ray, which generates a service map from the
data.

| Trace game sessions |

View service map AWS X-Ray

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the AWS Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

View traces in AWS X-Ray
ID Winner Loser
1 Mugur Gheorghita
2 Paula Adorjan
3 Apylog Stela
4 {1 Parvana
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H M2 AlZ8l|o| M5t A E! o|o|E{H| O] A0l At E X{ESEd™ [Trace SQL queries]E &4

747
gLICH O3 ChE AWS X-RayolM EBi[0|A E7[& MBS0 APIQ| /api/history B2 &5t
= EE{3E Edloja S5 galgLot
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SolM EBo|A stLEE MEisH SQL HEIE Z g8 Et et
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FRISH A AL,

Q) 1-5Beee50d-IMchdadd840de 1285223037
Traces » Details
Timeline Raw data
Method Response Duration Age 1D
GET 200 16.0 ms 2.6 min (2017-04-13 02:42:37 UTC) 1-58eees0d-334c bdaddB40dc 1¢85a23037
Hame Res. Duration Status 0 Ormn 2 0ms 4 Dms & Oy 8. 0ms 4 e 12ms 1dms 1§ 10ms
1 L 1 1 1 1
* Scorekeap
! I —
ebdb@aal7kgs|IT5i8 - 1.0 ms
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O E Z|7]0|M2 AWS SDK for Javag AF&3+04 random-nameOl|2t= &8 S EELICE Javad X-
Ray SDK= A &E AWS SDK ZZI0|¢E R 0|F0{ZI CHE 3£ 1} 0FEHJHX|2 Lambda E£0 CHE
MEE 52l MaMHEo| 7|SELIC.

@ Note
random-name Lambda & $& Algl5l2{™ Elastic Beanstalk 272 Q|2 0|AM 7| 2| AAE M
MsfloF grL|ct REAMIEH LIgT XA £71 HE IU(AWS Lambda Integration)2 2 =&t & A
(@]
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Hu{ & Q! scorekeep-worker= Scorekeep APISt S 21X o 2 Al#SH= Python &4 QlL|C}.
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Random name

MEXL7F 2EOQI5HK| f7{LE AFE A} O|F 2 USR] b1 HY MME A|ZHSHH Scorekeep=
random name & +&8 S Z¢&LIC}H LambdaE random—name0+| CHet 21 s &8 AMelg M =2 5
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avg. 62%ms

1 t'min

random-name
AWS: Lambda::Function

SMNS
AWEIENS

avg. 688ms
avg. 443ms

1 timin
9 t'min

random-name

Scorekee
AWs: Lambds P

AWS: ElasticBeanstalk:: Environment

random-name &
SNSE oI-EI<>
M7 2|54 of &
E &0l FA

O

= Node.jsOHH T3 EILICH Node.jsQ| JavaScript& SDKE AF&310{ Amazon

LI T Node.js& X-Ray SDKE AH25104 AWS SDK Z2H0IMEE AHS3tLICH FAi2
= AWSXRay.captureFuncE Al&35to{ AAEXl X|H 5t MOHEE BHED 74
2 &LICH LambdadiME & MIOIMHEN FMS 2 £ & o MM 5he MO
P

Eof gt & £

ES L

Cr.

-

Example function/index. js -- Random name Lambda & ==

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();
var userid = event.userid;
var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
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subsegment.addAnnotation('Name', name);
subsegment.addAnnotation('UserID’', event.userid);

};
// Notify
var params = {
Message: 'Created randon name "' + name + '"" for user "' + userid + '".',
Subject: 'New user: ' + name,
TopicArn: process.env.TOPIC_ARN
i
sns.publish(params, function(err, data) {
if (err) {
console.log(err, err.stack);
callback(err);
}
else {

console.log(data);
callback(null, {"name":
}
1)

name});

i

exports.handler = myFunction;

O| &4+£= ME ofEZ2|710|ME Elastic Beanstalkol| HHZE [ XIS 22 MM EILICH xray EEH [0
= Yl Lambda &+ & 445t 7| et 23 B ETJI L ELICE . ebextensions EEHO| 74 EP%‘%
HHZE npm install &0 £ &< I{7|X|E YEEF OIS AWS CLIZ Lambda & & UC|O|E&fLICH
LSRN,

THE YAt == xray-workerZte IR 27/0] NS ELICH AR & ot 2Ed 2[AAE HAY
Mt x| et 2 dEjodE AdE = 7| ME/LICE X|E2 27| readmeE T SHAAIRL.

0| 7|52 50t HE Z XMZZlE Amazon CloudWatch O|HIE o |3 EE|[7HEILICE o] & 71 &
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Example _lambda/scorekeep-worker/scorekeep-worker.py -- 22X} Lambda &+

import os
import boto3
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import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sqs = boto3.client('sqgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sqs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'
1,
MaxNumberOfMessages=1,
MessageAttributeNames=[
'All!’
1,
VisibilityTimeout=0,
WaitTimeSeconds=0

Az ZFE 78

Java& X-Ray DSK7} =4l

Y EE XSz MMELICH 20| He Lol 42 mof
= =X gio| 2 HE 20[HEE AIE5tD ot9 MOHEE BllZEE = A&Lch ASE 220
EE AME I ENM AL StEdE B SegmentNotFoundExceptionO| & M3t L|C}

AZF IEE F oHECFI0|Me EF QYE/ISH 58 QR AME|ZZE AR IEE FMH5H2{H Al
OMHEE =822 HMaHoF B LICH ScorekeepO| sHE WebConfig IHUMA A2 I EO| FMHE &
AIZFLICE. ScorekeepO| A% E0i SQL Cl|O|E{H|O|AQF Amazon SNSE S £ & L|C}.
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avg. 12ms

0.3 t'min

ebdb@aaw25wdopdogly...
Database: 50L

- avg. 341ms
0.1 timimn

Clients

Scorekeep-init

AWS ElasticBeanstalk: Enviranment

avg. 514ms

0.07 t/min

SNS
AWSIENS

7|2 WebConfig EciA7F L 2IE 28t Amazon SNS +5& MAEL|CH Amazon SNS 2210
HEII AHSE [ X-Ray SDK7t 7|E& MIHEE NMS35t7| 2 ScorekeepO| 7423 B ZH0i| A
beginSegment % endSegment& & LICH.

Example src/main/java/scorekeep/WebConfig.java — A|Z =0 H&E AWS SDK 2}
OloiE

AWSXRay.beginSegment("Scorekeep-init");
if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();
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Amazon RDS CI|O|E{H| 0| A7} 2473 |0q /2 [ ScorekeepO| AFR3HE= RdsWebConfigoilHE 74
O| AlZ Sof| Cllo|E{H|0|A AF|OFE X & [ Hibernate7} AFE3SHE SQL 22H0|HE O CHEH M2
ET Mgt

Example src/main/java/scorekeep/RdsWebConfig.java — A|Z FZ=oi #HZE SQL H|o|E
HiolA E2t0|HE

@PostConstruct
public void schemaExport() {

EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();

SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();

StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();

MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());

metadataSources.addAnnotatedClass(GameHistory.class);

MetadataImplementor metadatalImplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);

SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,
metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SQL 22H0IIE 7 ALS EILICH BatelETt RaElicnz

SchemaExport7t XIS 2 AL
X Z2o0|MEJ ZEE [l SDKOIAM A8 E MOIHEE N33t ok

ScorekeepO| 7|2 732 AHal5t
grLct.

a
a

AFERIE 7Y

OHZ 2|70l Mol ULt ot I EE FHE =& U&LICt X-Ray CiE(daemon)0| A& S0[|H X-
Ray SDKO{| A 244 | | g2 BT £4l5te 2E MOHEE X=RayZ 2|0 L|C}. Scorekeep
2 G ATBEE AF850{ HIZ5tE SO ofZ2|7H0|ME Hut st HEE FHFLICH
Example bin/build.sh— AISE YE AJEE
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gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$7?
if (( GRADLE_RETURN != @ )); then
echo "Gradle failed with exit status $GRADLE_RETURN" >&2
python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1
fi
python bin/xray_success.py "$SEGMENT"

xray_start.py, xray_error.py & xray_success.pyE MIHE x| E MMHs £ JSON &
MEZ #2511 UDPE &afl 2ol ELi= ZHEHSE Python 23 B EQILIC}H Gradle 2E71 Aifst= 4
2 X-Ray 2& Er|0|A MofM scorekeep-build =EE Z 2|50 27F MAIXIE &g £ QlaL|Ch

& . avyg. 14.6=
0.07 tienin

Clients

Scorekeep-build

Traces > Details
Timeline Raw data
Method RESPGHSE Duration .&ge 1D
- - 14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59b9dabd-ab8ca?666217h31al3effacd
Name Res. Duration Status U-ﬂlms 2.:35 4.Ps B.Fs B.Ps HIJs 1?5 hlts ﬁlss
¥ Scorekeep-build
Scorekeep-build - 146sec |
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Segment - Scorekeep-build x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths Mvarfapp/current/src/main/javarscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig.java:89; error. cannof find symbol
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard (). withPlugin{new EC2Plugin()).withPlugin{new ElasticBeanstalkPlugin());
symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig

1 error

FAILURE: Euild failed with an exception.

o ¥ Zero|ME 7Y

xray-cognito E24X|0{|HE ScorekeepOl Amazon CognitoE A& S22 AL X7} A|

T Y A™e 2 23016+04 Amazon Cognito AbE A Z04| M At AFAH HEE AME = U&L
Ch. AFEXI7F 2292181 Scorekeep Amazon Cognito AH4 5 £ AFE351040] AL E Al AWS
A4 ZHE 7HMHSLICH AWS SDK for JavaScript.
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Example public/xray.js— AMIHE 7|8 L P2

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);
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var id = service.getHexId(16);
var startTime = service.getEpochTime();

segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client';
segment.in_progress = true;
segment.user = sessionStoragel['userid'];

segment.http = {
request: {
url: window.location.href
}
};

var documents = [];

documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

return segment;

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

service.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
I
xray.putTraceSegments(params, function(err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data);
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Olz{8t HIMEE & 0| Scorekeep APIE S &3t O| AFE5HE 2laA MH|AQ FH &
transformResponse &0 SEELICH API7} MMH5HE MOHESQ S8t FXof 2CI0|HE
HNIHEE Z&sie{™ ¢ ol & 5|H(X-Amzn-Trace-Id)ol X Dt MIZHE IDE Z & A7
of &tH, O| 5llC{= X-Ray SDK7} @12 £ Qlofof LIt Al Java O Z 2|7 0|40] o] &2t &7
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F MHMIOIHEQ| 422 BtELCt

ol

Example public/app/services.js — Angular 2lAA S E0] CHE MO2HE B2 E X FX 5

AT |

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
headers: {
'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);
}
I
transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);

iy
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A avg. 88ms

& t'min

Scorekeep-client

avyg. 46ms
> 22 timin

Scorekeep
AWS: ElasticBeanstalr::Environment

avg. 717ms
12 t'min
avg. §.43s
11 timin
SNS

AWSE:ENE
random-name
AwWSs:Lambada

F
E |
random-name ‘

oJi = AEX7 HEFR XHolH E= URLS EAIELICH/#/2 AR
Ste AR). A8 A= 22I0|ME 74 Qo] & ol EE5t= API 2[AA 9| URLE 7t 7|8 gFL|Ct

Trace overview

Group by: | URL -
URL - Avg response time -
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RFTOBXATHASETD 8.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms
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AHUX AP =0M FEE EEH0|UE AS

Scorekeep2 QA ABEE ALE5H04 AFE X7 H RIol M O[Z [ Amazon SNSO| 2 &E H AL
Ch &2 71|A|3FE 2 A E 2F Yol LIHX|E +="E 20 o B2 A|7F0| Zdel et
f&LICH [MEkM O] S HISZ(AMo 2 s™5t= W2 8F Al

Je{Lt Java& X-Ray SDKE 2B E7 HEE M o MOIHET M} EIR=X]| LK T8
2t ABI= LHoll M A S E AWS SDK for Java 22H0IAEE M 5tE{D 5tW 7t L5t T ABET}
SegmentNotFoundException& E & LICt.

Example web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl.ja

Ol 2XIE 52237 {5l oOHZEIFH 0| M0l M GetTraceEntityE AFE35101 7|8 ABEWM MOAHE
of CHet 2 ZE 7hM2 1 Entity.run()E AF85t0d MOHME S| HEAEO CHSt HMA HEto 2
AR ADE IEE HSHH A—ELICEH

Example sxc/main/java/scorekeep/MoveFactory.java— XXt AP =0 & HEAE H
5t 7|
=0

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorder;

import com.amazonaws.xray.entities.Entity;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");
Sns.sendNotification("Scorekeep game completed", "Winner: " + userId);
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AWSXRay.endSubsegment();

O|X| Amazon SNSE %% 3 &517| Tofl 20| sHA%7| Z o oHZ (70|22 A8 =0i CHEF &
Ol & MOHEE MMHErLICH O|Z A 5T X-Ray SDK7F Amazon SNS2| %E.% 7|185t7| ™
ol HIOHEE ©X| 2L &LIC}H ScorekeepO| L2 HAE M Y| U= MIAHETL 12T Amazon
SNSe| 8Fo| £4E = A&LICH

Name Res. Duration Status EI.I]Ims Zﬂ:ns 40|l'n5 6EI||115 sﬂ:ns 1l]0lrns IZ{JIms 14|3m5 160l|115 ﬂwlms

¥ Scorekeep AWS::ElasticBeanstalk:-Environment

Scorekeep 200 I o= scorckeep elastichea...
DynamoDB 200 I Getitem: scorekeep-game
DynamoDB 200 Il Getitem: scorekeep-state
DynamoDB 200 . Getltem: scorekeep-game
# Send notfication )
SNS 200 Publish
S—
## GameModel saveGame 1
DynamoDB 200 Getltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game
DynamoDB 200 . Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-game
## GameModel saveGame ]
DynamoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltemn: scorekeep-game
DynamoDB 200 Bl Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-session
DynamoDB 200 . Getitem: scorekeep-game
DynamoDB 200 Bl Updateltem: scorekeep-move
DynamoDB 200 [l Getitem: scorekeep-session
DynamoDB 200 B Getitem: scorekeep-game
DynamoDB 200 I Undateltem: scorekeep-state
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AWS X-Ray O|I&

(® Note
CloudWatch 00| MEE AFE23104 Amazon EC2 QIAEIA Sl 2z pf0jA ME{O|M X|E, 21,
—’F"—1° -’?—x'* £ U&LICH CloudWatch O|O|ME B 1.300025.0 O|42 OpenTelemetry
EE = X-Ray 22t0|1E SDKO|AM FHE =510 X-Rayol| HEE = U&LICH. AWS Distro
for OpenTeIemetry(ADOT) Collector &£ = X-Ray HIZ CH 4l CloudWatch 0|0|HEE A5t
0 FMg +ZstH #elst= H0|ME =8 £0|= Ol =F0| E = UELICH RtA[E LH8 2

| =
CloudWatch Al MHA Q| CloudWatch M|0|ME =2 R Z5AAIL.

G2 & UDP ZE AWS X-Ray 20000 A ECfEE =4I CH7|5t0 A| MIOIHE C|0|HE += & 5104
AWS X-Ray API0i| 2!gi[0|st= AZ EQ|o{ ofE 2|70 IE"?:. LICH OI22 AWS X-Ray SDKs2} &7 =
S5tH SDKsO|M &8t CllO|E{7} X-Ray MH|A0| ZEHE = U E M- F0[0{0F & LICt X-Ray
CHE(daemon)2 LE AA T2 MEQILICH T2 MEE [FE 11 GitHub(github.com/aws/aws-xray-
al

il Mg
daemon)oilM BA L £ 2HE MEE £+ U&LICH

_I_
|?
= o
X
.y
)
<
_\r,Q
2
Ot
o

0

AWS Lambda 2ofl A SHE A Elastic BeanstalkAl 23504 OIE2& Al
AlS

E
#ELICH Lambdas ME oE._ I EHoH g7 P?.Zé- ot RS2 2 CH=(daemon)2 A
gtLIC}. Elastic BeanstalkOl M= XRayEnabled 74 & % AE3t04 B4 L QIABIAO|M CHE
(daemon)= AMMBILICH KtAIEH LIS 2 TS XML,

r>mH1>
E(l)

X-Ray ClE22 24, 2Zoj|0|A& E= CHEM AstedE AWS MH|ACH2 2 =510 A2ist CHE Al

E o0
JHE ZME X-Rayo| 2= = = HEtE Fo48LICH

O CIREE

Amazon S3, Amazon ECR EE= Docker HubM| A CH= (daemon)2 CHHR2 2 E§ CHS 2 ZH0|A AR st
7Lt A|EF Al Amazon EC2 QIAEIAO] Mx|& £ Q&L

Amazon S3
X-Ray CHE (daemon) Mx| ZZ2 2 4! A% el

« Linux (& tY) - aws-xray-daemon-linux-3.x.zip (sig)

* Linux (RPM A x| 22[X}) - aws-xray-daemon-3.x.rpm

» Linux (DEB A x| 2+2|XA}) — aws-xray-daemon-3.x.deb
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
https://github.com/aws/aws-xray-daemon
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.deb
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* Linux (ARM64, A& 1) - aws-xray-daemon-linux-arm64-3.x.zip (sig)

* Linux (ARM64, RPM M x| Z2|X}) — aws-xray-daemon-arm64-3.x.rpm

Linux (ARM64, DEB M X| 2|A}) — aws-xray-daemon-arm64-3.x.deb

0OS X (M mte) - aws-xray-daemon-macos-3.x.zip (sig)

Windows (A& It ) — aws-xray-daemon-windows-process-3.x.zip (sig)

* Windows (AH|A) - aws-xray-daemon-windows-service-3.x.zip (sig)

Ol &= 4 CiE(daemon)2| =41 3.x EE|AE 7t2|ZLICH §H E2|AE CIREE5+2{H

CIE2E =8"shLct

« X1 3.3.0 0| 2EAE CIR2CSEdH 3. xE HX HE 2 "fEL|ch of: 2.1.0. HA
3.3.0 O|™Hoi| AHE 7158t T OFZ|BIX{= arm64LICH 0f: 2.1.0 2 arm64.

¢« 3.3.0 T 0|F REAE CIRECSE{H I . xE X HE 2 archeE OF7|EIX KO =2 H}

ELch

X-Ray RHate X|HEls T E 2IF0M Mo 2XIELICH A = AWS EAAS} 7HE 747}
© BiZI2 AR SHEIT 9 Yol BT T BlFeE whEL

https://s3.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-daemon/aws-xray-

daemon-3.x.rpm

Amazon ECR

mo
Wk
mo
4>
0
11I>
2
=}
ﬁ
i
N
zi

o
N

Al
=)

A 3.2.058 E{ Amazon ECRO{| A CHE (daemon)

Amazon ECR I{E 2! B|X|AE 2|0 docker 2EI0|1EE O._|§3H |= E LIC}.
ClS WS Astod %A 2Z|AE 3.x HA E}2E 7HKSLICH

docker pull public.ecr.aws/xray/aws-xray-daemon:3.x

Ol 2l2|A & 2t ZE2|AE 3.x2 alpha F= SH HY HEZ HIF{ORECE = UE
LicH Z2EM #tEolME 2ot Bi227t 21 CHE(daemon) O|OIX|E ALE3HX| &t E 20l E&L
Ct.

Docker Hub

CHE(daemon)2 Docker HubOll M & & = JU&LICH =& 2IE[A 3x HEE CIREESE{H CHS

—
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig
https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.aws.amazon.com/AmazonECR/latest/public/public-registries.html#public-registry-auth
https://hub.docker.com/r/amazon/aws-xray-daemon
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docker pull amazon/aws-xray-daemon:3.x

O|™ ol CHE (daemon)2 3.x2 Hst= HTSE Wil|stod BE|AE &= QU&LICH.

Cl= ot7to|E 2] ME &2l

ZIP o}7l0|E 2 A FE o= Atotol O GPG ME mdo| =& ELICH HEE] 7| |Ixl= T8t 2 &
LICt. aws-xray.gpg.

HEE| 7|& AL8st0{ CIZ 2| ZIP ot7t0|2 7} HE0|H Y EIX| iU =X| &g = U&LICH HA
GnuPGE AM&sto THE2| 7§ 7tHMZLICH

HEZ! 7| 71X 7|

N
M
_lTI_
[0
Hu
[N
o
-
_lTI_

1. mEg

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

2. H=3 7€ UFE 7|2 7PMSLICH

$ gpg --import aws-xray.gpg
gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created
gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported

gpg: Total number processed: 1

gpg: imported: 1
7t 7|12 AL85lod Ol zIP o702 9| MHES &olghLch.
ofztol= M ol

1. otztol2 A ME LS Ch2= =&LCH

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. gpg --verify& Asto] KBS FHlFfLict

o2 otztol=2o] ME =2l 232


https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://gnupg.org/index.html
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$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3
gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE ©36B FE61 57D3

Aol Chet ZE HESHML. SR Ei ASAI} MBSt AL Ol MR 7|8 MIZIELICE Ol
Mol BREISS olnlstx| Sb&LICH BRI ST AHS AV TS 2 7|8 2Qlstx| ohe ZelLict,

2 Ar8sto{tlEs 242 AHELICH -0 SME AI85l01 EZ RE0M ™5t -n2 =2
A

~/Downloads$ ./xray -o -n us-east-2

F
(= Jpnd

[kl
m

FHAAIR

OII

B MR KRS Og

oo

=
=

fjo

Linux (£2Z) - Linux0i| M X-Ray CH=(daemon) &3

Windows (2 Z) - Windows | A X-Ray CH& (daemon) Al
Elastic Beanstalk — 0{| A X-Ray Cll&= &2 AWS Elastic Beanstalk
Amazon EC2 — Amazon EC20{ A X-Ray CIl& A&5t7|

Amazon ECS - Amazon ECS0i| M X-Ray CHE(daemon) A&i5t7

BHE SMHMEE 78 IUS ALE5t0{ 29 SE 2 FIIE ALK X|HE = A&LICH AR HE
= AWS X-Ray O£ #+4 MMZ FHEFAML

CHE2 (daemon)0ll X-RayZ CI|O|E{E M& & HEt £0d
X-Ray CI22 AWS SDKE A& 3104 E20|A HIO|E{E X-Ray0l YR =514, 08 4352 Mt
O| = At ZFO| HEfLICHAWS .

Amazon EC20{| A= CHE(daemon)O| AtS S E QIABIAO| QIARA T2 Ul e Z A
=22 2EZoM Md¥st= ol Lt XbE ZHo chet REMIEH LHE2 2Z oM o
ZSHMIL.
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A BT T, QIAHA TRt EE B We S 5 040l fIRI0IM A2 BHE XIWEH BL
SDK S #QI0| A8 E K17 EHS WHELICH SDKOI A2 BT MB st Yol CHE xHMI2
LHS S AWS SDK for Go FH & LM S| A7 58 &|5 B8 BESHAAIR

G20l 47 ZHO| &3Hs IAM A EE ABAHE Mul20] GIO|ES 7|28 #tol Rlofok BrLict

« Amazon EC20{| A CH= (daemon)E AFE5tE{TH A QIARA Z21te) e S Mt HLE 7|1&E EHY
of 221”8 MM FItELct

o

(oL k=3
==

-

« Elastic Beanstalk0ll A CHE(daemon)2 Al 5l24™ Elastic Beanstalk 7|2 QIAEHA ZTZ 1}
of 221”8 MM FIterLct

« CHE(daemon)E ZZofAM AsistzdH ZZof| M ofZ2[7| 0| AsHe HEFAAIL.

REMIEH LHE 2 of CHE Xt B 2 MM A EE[ AWS X-Ray EHHE B ESHMAIL.

X-Ray CH=(daemon) 211
HE2 3 74 Y o=0| Elile MIHE gt MEE E33ELICH AWS X-Ray.

2016-11-24T06:07:06Z [Info] Initializing AWS X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated

2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

7|2Mo 2 HE2 STDOUTH 238 E=gLIct WaBRE0AM CIEE2 A#ss B --1og-
file HHE SMTE FH OUS A85t0d 2O ot ZAZE HAMYFLICEH ol &AM 2O £+F2 M
Hotn 23 =82 HIgdste 4 QaLIch RHAMIEH LIS 2 AWS X-Ray HIE 74 MME 2= 5tHAl
o

L.

4J

Elastic BeanstalkOll M= Z21Zof| 2} CHE(daemon) 2212| {Ix|7F MHELICH M8 HEE oM X-
Ray O£ A8 AWS Elastic Beanstalk MM& & Z5HM2.

01 X-Ray CHE(daemon)2| S 2 AL Xt X|1HE = %
ME ALSE = UXRIBH 7 THUoiEt ArE5te SHE D BPEo|E

1

X-Ray CHZ(daemon) 21 234


https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials
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CH=(daemon)O| X-Rayoll EZ{|O|A CIO|EHE MEE H AHSE

SR g AR o+ Q&L

o
7l
fjo
0
0
9'|_|
rr
1
>
A

= --region

~/xray-daemon$ ./xray -n us-east-2

CHE(daemon)2 Amazon EC27} OtL|Et Z2HZE A SQl B2, -0 SMS FIH6l QIAHA T2 01
A7 B 2012 HUFIE S 510§ CH2(daemon) S HM wh= 7| EHIE & et

~/xray-daemon$ ./xray -o -n us-east-2
LIHX| HHEE SMS 2248 FM6HHL CH2 ZEO|A A5 OI20| AF2E £ Q= HIE2[2
&2 MetstHL, Elo|A HIO|EHE CHE A™eE ELlles g2 2= ol A8E = /JU&Lch

CH2 (daemon)oll T4 TS TEHa) I T4 S 40 HAIA ST, X-Rayol CHEF SAl £5 + A2t
U T2 Alof EB1T T 59l X 2

2 =% H|gAM3 2l ZE Ao ECfE TS 59
Sections

. RIPIE|E 874 Ha

. BHE M AS

T T AE

KIHE|S 27 e

rlo
rio
(I
rII
1>
i
Ral
o
1ot
-
n

X-Ray CHE(daemon) C21t Z

« AWS_REGION - X-Ray MH|A A= ZQIE | AWS 2|72 R|ZELICH

« HTTPS_PROXY - M[2HE HZ=0f 0|8& CHE(daemon)2 ZEA| F
DNS |2 O|§ Y =& U1, ZE A HHO|M AFESt= IP FAL XZE

TIE SHAMS

ZHO|M EE AEXH OIOIE AT RIEE AMEstod CIE S A™E M ole{et SME ClIZ ol HEE L
Ct.

a4

OE

=2
=

g

=
o=

e -b, --bind - Ct& UDP ZE0|M MIHE EME =4I CH7|ELICH.
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html#cli-quick-configuration-region
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--bind "127.0.0.1:3000"

7|82t - 2000.
« -t, --bind-tcp - C}2 TCP ZEO0{ A X-Ray AMH|A0| CHEt E&& 44l Ci7|ELCh.

-bind-tcp "127.0.0.1:3000"

7182t - 2000.

¢ -c, --config-X|HE B2 7d oS 2E=gL|CH

--config "/home/ec2-user/xray-daemon.yaml"

« -f, --log-file- X|ME I} HEZZ 22 E E2FLIC}

--log-file "/var/log/xray-daemon.log"

« -1, --log-level - 21 BiIH(ZICH A Mol %A AMITHK]) dev, debug, info, warn, error, prod.

--log-level warn

7|22k - prod

* -m, --buffer-memory - HIH7} AL = Q= HZE| SF(E?: MB, %4 3)2 #HEELICH
--buffer-memory 50

7122t -7t HZ2 2|2 1%.
e -0, --local-mode - EC2 QIAEIA MEIE|O|E{E MEHSIX| OFAA|

4 EH
MEH
* -1, --role-arn- X|HE IAM H& S Lot NHOIHEE CHE HEez Y= =FfLICH

--role-arn "arn:aws:iam::123456789012:ro0le/xray-cross-account"

« -a, --resource-arn- 022 A= 2lAA 9] Amazon AWS E|AA O|F(ARN)ILICY.

« -p, --proxy-address- ZTEA|E AWS X-Ray S3li0]| AIHEE UZEFLICH TEA| M| =
EEZE X|'datof gLt

0%
I
7
o
z
>
0f0
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--proxy-address "http://192.0.2.0:3000"

* -n, --region- MIHEE §7% 2|9 X-Ray AMH[AZE TS ELICH
« -v, AWS X-Ray --version- Q2 HHE EAIELICH

« -h, --help-E2Y stHE EAIELICHL

~$ ./xray -c ~/xray-daemon.yaml

TotalBufferSizeMB — Z|CH I I 7|(EH: MB, ZIA 3). SAE HZE|2] 1%E AFE3tE{H 02
MEHSL|CE.

Concurrency - MIHE EME Y2 E AWS X-Ray 5t7| @|gtoll CiEt 2C SAl & $LICH.
« Region- MIOHEE & 2|9 AWS X-Ray AH|IAZ M&EHLICH
« Socket - CHE(daemon)2| HIQIE S FA48tLIC}.

« UDPAddress - CiE(daemon)O| =&l Ci7|6t= ZEE BHAFLICH

« TCPAddress - CF2 TCP ZEO0{|A X-Ray MH|A0|| Cist S && 44 CH7|ELICEH
« Logging - 2Z S&f2 FggLIct

« LogRotation- 21 =& 2 H|&g35}5l2{™H falseZ2 MY LICH

* LogLevel -2 £&FE 7tE RMEt £E8EH 7IE I 2 =&7HK| HEELICHdev, debug,

info EEE prod, warn, error, prod). 7|£Zt2 prodO|H, info2l S Y& LICH

« LogPath-X|HEl It 22 238 E=FLICH
* LocalMode - EC2 RIAEIA HIEIH|O|H =2l THLAF B trueE MYELICH
* ResourceARN - O|E& A&st= 2|AA 0 Amazon AWS 244 O|F(ARN)LICEH
« RoleARN - X|HEl IAM &2 ol MOHEE CIE AHoZE Y2 =Ll
« ProxyAddress - ZEA|E AWS X-Ray S50l HIOAHEE ¢Z=3tL|C}
« Endpoint - CHE(daemon)O| NIIHE EME TE5t= X-Ray AMH|A QJIEZQIEE BHEFLICH
NoVerifySSL — TLS Q15 A & Ql2 H|gAstghLc.

TS T A2 237



AWS X-Ray THRE OHLEA

* Version - CiE(daemon) 714 Tt HA| HA. ot HA HES Ee U™ AP LICH

Example xray-daemon.yaml

TN o M2 Al ZEE 300002 HA5 1, QIAEA HEIHIO|E] &0l 11, MOIHE ¢
EC0AISE e g MYstn, 2l L 224 SMHME HEELICH
Socket:

UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"
Logging:
LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true
RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

2 Z40i|M X-Ray Cil =(daemon) A& 3t

Linux, MacOS, Windows EE = Docker Z1E|O|L{0{|AM AWS X-Ray ClE£2 2EZH =2 A™E = &L|Ct
TE ofZ2[FH0|MHE Y L HAEE [ CHE(daemon)2 A&5H X-Ray2 FM H|0|E{E HEE

LICE o47[o| X|&oi| (et HiE S 228 Ohs FEFLICH

E2Z0AM A 52 32 OlE2 AWS SDK A4 ZH 1t (. aws/credentialsAtEXt CIREE]) £
£ 84 #HPo M R E 3HE 22 4 USLICH KHMIEH LHE 2 CHE (daemon)0il X-RayZ Cl|O|E{1E &
SE et 204 BHHE FERSFAUAIR.

Ol CI2 2 ZE 2000041 UDP HIOIE{E 41 CH7[BILICH T4 TH U BUE SHS AS50f £
9 7|E S48 HAY & UALICH RME LIBE AWS X-Ray HI2 74 Bl BEsHIAlR

HUZoIM OIE MY TUS MBE 4 ASLICH -0 SHS ALB5H0{ 22 REoM A% -ne

~/xray-daemon$ ./xray -o -n us-east-2

ClE S HiZolAM AsteiH &E AFSELICH
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~/xray-daemon$ ./xray -o -n us-east-2 &
pkill2 HZMAM AHE|= o2 Z2HMAE SEFLICH
~$ pkill xray
(Docker Z1E{| 0|04 A X-Ray CHE(daemon) A&
T Ol o2 EZE A™st7| fs Tt g HIAEE DockerfileOl2t= THUE KEHEL

Ct. Amazon ECRO|AM F&|| o|0|X| oA E CIRZE S M AI2. REAIEH LI 2 CHE(daemon) CIHRZE
51712 2XFIMR.

Example = 74T+ — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-1linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

docker build& AHE3toq Z1E|O|L1 O|O|X|E HETFLICH
~/xray-daemon$ docker build -t xray-daemon .
docker rung At&stod ZiE|O|LHoiA o|O0|X|E Al=&EL|Ct

~/xray-daemon$ docker run \
--attach STDOUT \
-v ~/.aws/:/xoot/.aws/:xo \
--net=host \
-e AWS_REGION=us-east-2 \
--name xray-daemon \
-p 2000:2000/udp \
xray-daemon -o

(Docker Z4E{| 0|40l A X-Ray CHE (daemon) &l&H 239


https://gallery.ecr.aws/xray/aws-xray-daemon
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« --attach STDOUT - E{0|'=0i| M CHE(daemon) E21E FLIC}.

« -v ~/.aws/:/root/.aws/:r0-AWS SDK At SHE 21 = UL S ZI60|L{0 . aws C|=H
E{Z|o] CHEF 17| & AAM|A HetE FoighLct

« AWS_REGION=us-east-2—AWS_REGION &3 H4E M% 3504 CHE(daemon)0i| 04 2| At
S| LEILct.

« --net=host — ZIE{|O|L4E host UERX T IZELICI SAE HEXZ S ZAHOIHHE ZEE Al
AlstR| ot M2 EAIE £ QlaLCt

e -p 2000:2000/udp - AFE{S| UDP ZE 2000 ZAe|o|Le| SUst zEZ O|EELICH SYUs
HE{Z 9| ZiE|0|L477|2] S&lstE Cle 22 R X|BH =M A™>EIX| et= ofZ e[ o|Mo(uLt
BHEWMOIECE MOIHEE HEE = UA Euoh

« --name xray-daemon - 22|2| O|§E ddst= CH&l Z4El|O[LH0d| xray-daemonEl= O|& 2 K|
x-I%I-L_|E_|._
oH

« -0 (0|0O|X| O|& %) - ZIEH O] LHOlIAM CHE (daemon)E A& StE TIQ™0| -0 SME FIIELICH
0| M2 CiE(daemon)O| Amazon EC2 QIAEIA MEIH|O|E{E X RSIEE 24 ZE0|MH A™

St S K|AIRFLICH

SX|5t2d™ docker stop2 AFELICH DockerfileS #7Z35l04 A O|O|X|E EESH B2,
Eo 2 CHE ZIH0|LE MAMeted™ 7|E Z4H|0|LE At A|sHoF ' LICH Z4E|0|L4&= docker
rm2 A& 304 AFA|ELICE.

$ docker stop xray-daemon
$ docker rm xray-daemon

HHFOIM CIE N US N £ ABLICH -0 SHS AB5H0I 2T T2 M MY D -n2

2 g|dg dEgEuot
> .\xray_windows.exe -0 -n us-east-2

PowerShell A ZIEE AtE5104 2 & MHIAE st A=-UELICE.
Example PowerShell A3 2 E - Windows

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){

Windows A X-Ray CHE (daemon) &8 240
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sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon

$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"

$zipPath = "$currentLocation\$zipFileName"

$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon

0%

OS X0l M X-Ray CHE(daemon) &

HHFOIM HIE MY IUS HBE £ AALIDH -0 SMS AB3H0 2T Tl BT -ne

~/xray-daemon$ ./xray_mac -o -n us-east-2

Ol HiZollAM AistediH &E AFSELICH

fljo
oolI

~/xray-daemon$ ./xray_mac -o -n us-east-2 &
EHOlHo| 2& mf olE0| B2 &= A2 YX[5tEd™ nohupE AFSELICH

~/xray-daemon$ nohup ./xray_mac &
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0 A X-Ray OI= A& AWS Elastic Beanstalk
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Elastic Beanstalk= HE|Z1E| 0| =7{(Amazon ECS) Z2HZ0i M X-Ray L& (daemon)E A& 3t X|
ei& Lt

Elastic Beanstalk X-Ray & & 2 A& 3504 X-Ray Cl{ = (daemon) &l&i5}7|

ZE£E AL8%t0{ X-Ray S& E 747Lt 774 TtUE A8 5to{ O EE(7H|0|MH A4 FE0|M T HE L

h24H

ol

Elastic Beanstalk 2Z 01X X-Ray Ci £(daemon)2 & A3}

Elastic Beanstalk 22
AL BQl etdo| 2te| 2£ 2 o|sELict.
+dg MEfshLICH

1
2
3
4. [Software Settings]ES MEHEFL|C}.
5
6

[X-Ray daemon]0ll A [Enabled]Z ME4EILIC.
Mg MEHELICE

Atolol M olSE + U&LICH

fjo
OJL
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AA FE ZEAIF THE B
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Example .ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk2 7+ I} € CHE(daemon)dll MEstn 238 E& QIXIZ &=Lt
Windows Server £ &

o M el - C:\Program Files\Amazon\XRay\cfg.yaml
« =1 -c:\Program Files\Amazon\XRay\logs\xray-service.log

« T8 ot - /etc/amazon/xray/cfg.yaml
« 21 - /var/log/xray/xray.log

Elastic Beanstalk = AWS Management Console =& HHE|AM QIABHA 208 JIXE EF7E
M3 gLch 74 otdg Zesle 2 S F7+6+0q Elastic BeanstalkO| X-Ray CH&(daemon) 218

ZEstEE X|HE = U&LIch
Example .ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log

Example .ebextensions/xray-logs.config - Windows Server

files:
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
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AWS X-Ray THRE OHLEA

c:\Progam Files\Amazon\XRay\logs\xray-service.log

XM B L2 2 AWS Elastic Beanstalk 7H& Xt OFLHA Q| Elastic Beanstalk 730 A Amazon EC2 @IA

BlAO| 21 EV|E ESNR.

+50 2 X-Ray CHE(daemon) CHRZE 2! AZEI7| (T 2)

S E FH0i X-Ray CHE(daemon)2 AFEE = §l= B Amazon S30|AM CHREE5t0] T4 Tt

ot A A™E = Q&L
Elastic Beanstalk 74 I+ 22 A& 304 = (daemon)2 CHR2 2 =5t A& B LICY.

Example .ebextensions/xray.config — Linux

commands:
0l-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
03-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf"
mode: "0Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log
"/etc/amazon/xray/cfg.yaml"
mode: "0Q00644"
owner: root
group: root
content: |
Logging:
LogLevel: "debug"
Version: 2

Example .ebextensions/xray.config - Windows Server

container_commands:
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0l-execute-config-script:
command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl
waitAfterCompletion: 0

files:
"c:/temp/installDaemon.psl":
content: |
if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetlLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f ""$daemonLogPath ""
sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf"
mode: "Q00644"
owner: root
group: root
content: |
C:\Program Files\Amazon\XRay\xray-daemon.log
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et o] oMo M= CHE(daemon)| 21 Tt E Elastic Beanstalk Bl 2 2ol F7t5t0{ &
IL = Elastic Beanstalk @& Z QIE{HO|A(EBCLNE 238 QEE M T&EIEF FLc.

Amazon EC20{| M X-Ray CIE A&l5l7|
Amazon EC29| C}2 24 A Aol X-Ray CHE(daemon)S A&HE &~ Ql&LICH

 Amazon Linux
e Ubuntu
« Windows Server(2012 R2 0| 4})

CIARA Z21tZ A& S04 CHE(daemon)O| £ H|0|E{& X-Rayoll YEEE HelE R0 Lt
REMIEt LHE 2 CHE(daemon)0il X-Ray 2 CI|O|E{E ME e Mot R0 HHE FXSHMAIL.

A& Xt HOlE
LICt.

I>
um
|m
i
>
00
g'l_l
ivd
o
[>
rm
[>
1
>

e RHS2 2 CHE(daemon)2 M™E = UE

Example AF2 X} HIO|E{ 23 ZE — Linux

#1/bin/bash

curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm

yum install -y /home/ec2-user/xray.rpm

Example C|O|E{ A3 ZE AF& - Windows Server

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"
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if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f ""$daemonLogPath™""

sc.exe start AWSXRayDaemon

</powershell>

Amazon ECSO0{|A X-Ray CH=(daemon) &5t 7|

Amazon ECS0{ A X-Ray L= (daemon)2 Al&st= £ 71 O|0|X|E 4435t04 =7{ o|0|X| E[ZX|EZ
of Y= =3t CHZ Amason ECS EB{AE{O| HHEZ g L|Ct 2] Mo mtlo| ZE OfE L HERKI 2E
MHE ALE35tod of Z2|7{0|M0] HIE ZHEO|Let SAISES & &+ U&LCH

Z 4| =7 0l0Ix| AR

X-Ray= O Z2[7o|M1t &7H Hi= & =
AtAIE LIS CHE(daemon) CHR ZE 57|

Example E{A 3 H9|

"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",
"cpu": 32,

"memoryReservation": 256,
"portMappings" : [
{
"hostPoxrt": O,
"containexPort": 2000,
"protocol": "udp"
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=7 ol0lx| AN U we

AMEX X T 2| B2 Atal| =7 ol|0|X|E Folsior & = AU&LIC

_

] dgtof el Mg F 718l CHE (daemon)oll Egi|0|A C|O|E{E X-Rayol| Y2EE HEtE #
ofgf LIt RtAIEH LHE 2 CHE(daemon)o X-RayZ CI|O|E{E TEE HEH Fof HEHE HESHAAIR

CtZ Dockerfile & 5tLHE At&35t0{ CIE 2 A™st= O|0|X|E M ggfLct.
Example = 74Zt 2 — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

@ Note

CHS ZiE0|L] B 0] FE WS 44l Cf7|sHe HHQIT FAE KIBsHE{H BaiT -t W -b7}

ZestL|ct.

Example Dockerfile — Ubuntu

A‘IE = X[ ff OF E*L—IEP.

FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb
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RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]
EXPOSE 2000/udp

EXPOSE 2000/tcp

AMEsteE HERT ZEof met 2] Holo| Mol Eat&LIch 7|Bat2 2EElX| HEXHZo|H, 7|&
VPCOIM A& 4= l&LICH 22X HIE R0 AWS_XRAY_DAEMON_ADDRESS &4 Hi~E MY
XS

T = =20

5t04 SDKOJ| & =&t Z4E|O|L] ZEE 22|71 SAE TEE M™BILICE 0E S04, UDP ZE 20002
HAISED o Z 2|7 0| ZAE| 0|0l A T2 ZIE|O|L{Z O|o{X|= &3 E MAMELICt.

Example EfA&3 9|

{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"hostPoxrt": O,
"containexPort": 2000,
"protocol": "udp"
}
]
I
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [
{ "name" : "AWS_REGION", "value" : "us-east-2" 1},
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" },
{ "name"™ : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }

1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,

=7 ol0ixl B8 @ 9=

= =2—
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"links": [

"xray-daemon"

VPCo| Zzlols! MEHNM 2B{AHE A-sts G2, awsvpc HERIT ZEE AFE5t0{ Z4E| 0L
o ENI(Et2dX HIER T QIE{HO|A)E HAE = UELICH O|ZM &3 A2 T|E £+ UY&LICH
E o=, 2/3 2! AWS_XRAY_DAEMON_ADDRESS &7 = A2k5H|C)

o)

mor M

(i) |__)I&_O'I|A-| Eég E—E (=2

Example VPC 24 & 9|

| o —

"family": "scorekeep",
"networkMode" : "awsvpc",
"containerDefinitions": [

{

"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"containerPort": 2000,
"protocol": "udp"

"name": "scorekeep-api",
cpu": 192,
"memoryReservation": 512,

"environment": [

{ "name" : "AWS_REGION", "value" : "us-east-2" },

{ "name" : "NOTIFICATION_TOPIC", "value" :
east-2:123456789012:scorekeep-notifications" }

1,
"portMappings" : [
{

"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",

"arn:aws:sns:us-

"containerPort": 5000

E71 ol0[x 44 & 4=

= =2—
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)
Amazon ECS Z&£0|M HHE= M 74
HUE ML 0l0IxI0] T UM BESHE BE US MYIHL BUE SMe Yttoz
EZH HAEON AFZL|X|E &E HEE MMt E S0 THO|E 2|5 AF25HHLE AIEF Z 2 HAE K| 04
5t7| @IS A8 E == U&LICE
HHE SME F7I6tH ZHE|0|L{oll ME /= Docker CMD7} UG O|EEL|C}. RIM|EH LHE 2 Docker
M3 HEE SOl AL

1. https://console.aws.amazon.com/ecs/0l A Amazon ECS 224! &8 L|CH.

2. HAMDI0|MEIAT HO7 E0{ U= EIS MEHEFLICE.

3. EAM FHol|M EfAT Ho|E MEHEFLICE

4, EHH Ho| Ho|X|o|A THE 2 ol 2IZo| EQIEtE MENEH = M JHH oS MEIELICH
5. & Holol M 7HY M m|Oo|X|of M ZHEO|LHE MEdEFLICtH

6. E MMM AREE FEE BHE SMH S5 BY Eoof FIHELIC

7. YOO|EE M=AELICE

8. HHE EQlgt & M4d(Create)2 MEAELICI

CtS oMol A= RoleARN =01 CHEH 4
RoleARN M2 X|HE IAM A&

mo
me
(@]
x

Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

X-RayOllM At 758 BHEE S0 CiEh RtAM[EH LI 2 AWS X-Ray CIlE FEE A XML,
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CtE AWS
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 EEAS -FAHES MEJYST HELLCH

« & AE - CHE MH[&o0f o HEZE 238 FIFLICH
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(@ Note

X-Ray SDKs Z &E|o4 Q& LICH AWS A{H|A. 04 & S04 Java Elastic Beanstalk& X-Ray SDK
Z{19I2 AFZ35tod 87 0|81} ID S oHE 2|7 0|M0| A E|= Elastic Beanstalk 2H7Z40]| CH
& HEE FIHE = UgLch

C}HS 2 X-Ray9t S&HEI0| B 7+X| ol AWS AH|A QLict,

AWS Distro for OpenTelemetry(ADOT) - ADOTE AHE5HE QI X|L|0{7} OHE E|F|0|MHE Bt & H|
E5t0 AEEtA 7 Qe X|EQF £XEZ Amazon CloudWatch, AWS X-Ray, Amazon OpenSearch

Service, Amazon Managed Service for Prometheus& Z &8t 0421 AWS ZLIEE £F Mo 2 ™M&

g+ A&LICH

AWS Lambda - 2E HEoIM $AlEE 288 SEX W +5X22 AFFHLICLE Edlola Y
of & 7He| ==& AWS Lambda F7}&fLICt 5tLtE AWS Lambda AMH|A&0|1 CHE stLtE &
QlLICt HE S &35t E X-Ray SDKS} 74 AF2E Java L Node.js ZHEH0{ M X-Ray CI2
AWS Lambda T &l&gtL|ct.

Amazon AP| Gateway — HE|E2 L THA|E H F. API HOIEQ0l= MER 22 A3t 7|5
LHEE A™YE D MH|A HMof Ho|EQo| Aol CHE ==& FI}4EL|CH.

AWS Elastic Beanstalk — ==*. Elastic Beanstalk= Ct& Z3H&0{ CH8 X-Ray CHE(daemon)2 £
sH3tL|C}.

« Java SE-2.3.0 0|4 14
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» Node.js—3.2.0 O|& 74
« Windows Server — 2016z 122 92 0| ZZ2|AEl Windows Server Core 0[2|2] 2E F4.

Elastic Beanstalk 2& 2 AF&75t0{ 0|28t ESH & 0| M i = (daemon)2 A&t = Elastic

Beanstalk0ol| X|A|5t7{L} aws:elasticbeanstalk:xray HIRIA M O|A0|M XRayEnabled &4
S A2 £ oaLIC)

T AAH

Elastic Load Balancing — Application Load Balancer0l A &2 @ & LICt. Application Load
Balancer= Ei|0|A IDE @8 sl{o| ME S OIS @™ SIHE CHY 252 HMEEL|CH

Amazon EventBridge — =& 7|&. EventBridge0l| O|HEE HAlSt= AH|A Tl X-Ray SDKZ H S
El= 4%, OlHE EI A2 FX &|CE 415t ¢g X IDE AS Mo g £ /&Lt

Amazon Simple Notification Service — =& 7. Amazon SNS A A|X}7} X-Ray SDKZ E20|01E
E FM5lE 42, #5Ats FH &g JM5tod SYUE FX IDE 7HT AAMKIZEE HE FHE

AL Mg & QJQLIEF.

Amazon Simple Queue Service - =5 H|I&. X-
£ Z2, Amazon SQSE FH & 4% M&Estn
IDE Hl& A TmpEhL(C.

Ray SDKE Al835t0 2
SFAMREZE AH|IRFO A 2

Amazon Bedrock AgentCore - AgentCore= X-Ray S&2 S8t E4F FHE x| 22 ofo|FHE
OHEE|FHO|ME STtste LY E FME + U&LICE AgentCore BlAA0| CHEF 2 MH S &35t
04 MH|A Z7Hlof EBlo|A HEIAEES MOt Al 0|ME L £33 0| M50 CHEF 7HA|ME & -
st & ola| ot

T AAH

CHe x| SollM MEstod T S8 MEES AT{EAH L AWS AMH|A,

|

Amazon Bedrock AgentCore 2! AWS X-Ray

Amazon Elastic Compute Cloud & AWS X-Ray

Amazon SNS 2! AWS X-Ray

Amazon SQS & AWS X-Ray

Amazon S3 2! AWS X-Ray

AWS Distro for OpenTelemetry 2! AWS X-Ray

E A835t0i X-Ray & &5t #4 HZE ALe F& AWS Config
AWS AppSync 12|11 AWS X-Ray

0i| CH3t Amazon API Gateway & &% X|# AWS X-Ray
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« Amazon EC2 2! AWS App Mesh

» AWS App Runner & X-Ray

- E AM&3504 X-Ray API & 2 AWS CloudTrail
« CloudWatch@t X-Ray & &f

« AWS Elastic Beanstalk 12|12 AWS X-Ray

+ Elastic Load Balancing & AWS X-Ray

« Amazon EventBridge 2! AWS X-Ray

« AWS Lambda 12|11 AWS X-Ray

» AWS Step Functions 12|11 AWS X-Ray

Amazon Bedrock AgentCore ! AWS X-Ray

Amazon Bedrock AgentCore=2+ S8 Z/0{ Al Of0|ME & =7 E It BA £ 7|52 AWS X
M3 l—lEP 0| %?Jé Sl oo|ME ofZE2|AH0|ME Sl L0 S E M LEE FHsto s HS

>

AgentCore= X-Ray s &2 St 24 FXME X[SIE2 AIO|0|HME W =7 9| M52 ZLEEE
= U&LICE AgentCore Z|AA0]| CHEF BEMHE 2 4d5tetM AMHIA F 4|°1| EE{IOI/\ HEIAEE ™
Ot5t 1 o O|ME 7L CHE AWS AH|AQL 45 ZE5tE WA matE = U&LCH XFAEH LHIE2

Amazon Bedrock AgentCoreE & Z35IAM| 2.

AgentCore= CS 1t ZF2 X-Ray 7|2 K|ELICH

_I_

. X HHAEE e AR MHlAR M}

« AWS Distro for OpenTelemetry(ADOT) SDKE A28+ AL A X|H AS

AgentCoreE At&35t0{ X-Ray &A™

AgentCore0{| M X-RayE A& 3stE{H AWS A 0f| A CloudWatch ERi M S & M315HofF BL
o S|

Ct. O] M2 AgentCore7 Ei|0|A HIO|E{E X-RayZ TEE = UL F = L3l DYl &t
M L2 ERIAME HM 25 E HEetMR.

AgentCore 2| 24 M™of Ciet XFAIBH LI& 2 Amazon Bedrock AgentCore 00| E = £ F10]
ZHE M FIE FESHML.
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https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/what-is-genesis.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/observability-configure.html
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/observability-configure.html

AWS X-Ray THRE OHLEA

AgentCore0i| M ET[0|A S AHE

AgentCore= E4&F FXE Q{8 X-Ray £ 5l @Al K| ELICt AgentCoreo CHEt &0 X-
Amzn-Trace-Id SIHE Z & 5t0{ MH|A A HEtol| A FH HEHAEE RXIF = U&LICH

Amazon Elastic Compute Cloud £/ AWS X-Ray

0% >
mlo

X

A

Q'I_l

kI

>

=N '||O|E-| AT ZEE AF23510{ Amazon EC2 QIAEI A0 M X-Ray CHE (daemon)
g £ QlaLIch XEMIBH LH& 2 Amazon EC20{A X-Ray HIE 367 MME 2 xslMIL.

ZutUE AE5H0{ CHE(daemon)0| & Ol|O|EE X-Rayoll Yz =& #HEhE Fo{&L|Ct
2 CHE(daemon)0il X-RayZ CI|O|E{E MEY Her F04 EHHE FESHAAL.

Amazon SNS 2! AWS X-Ray

Amazon Simple Notification Service(SNS)2t AWS X-Ray 7HE At&3to{ SNS FXI& S35H SNS %|
7= MH|IAZ O|Sste 2¥EE FMstn 2ME = U&LICHAmazon SNS Amazon SNS2 &7
X-Ray FHE At&35t0{ EZ0|M LHO0| AL &= Algt, ZF EZo| 5o0i HAIX|E ™ME St O ZEl
= AlZt S HIAIX|2t sHE A= MHH|A Q| X|°4 AZtE BAME 4= Q&LICH Amazon SNSE EZ& &
FIFO FAof CHall X-Ray X X[ & LICt

o/l X-RayZ H|ZE AMHIA0)A Amazon SNS =& ofl HAl5HE 22, Amazon SNSE HlAIXkol A
TEXH F HEAEE ™MEFLICH E£8F &8 FHZ #9550 HFE SNS 220[AEo
M HA|E HIAIX|0od| CHEH Amazon SNS 71 =0f CHE MIOIHE O|0|E{E X-RayZE MEE &= U&LCH.
Amazon SNS 2£ 2 A8 3l7LI Amazon SNS API EE& CLIE AF23104 Amazon SNS FA|0f| CHSt

SHA

2 FH2 Zs e LICH SNS 220U E AFof CHEt AtAM|EH LIS 2 o Z2|7 0| ASE FHZEst
AlA|
=

_7;5
2.
Amazon SNS &M £x M5 7|

Amazon SNS & EE= AWS CLI EE= SDKE AF23510 Amazon SNS &M X2 LAs £ &L
CF.

Amazon SNS 2£& A& [l Amazon SNS= SNS7t X-RayE 2 &5t O 2ot Hete M
M5tEd{D A== LICH X-Ray 2laA HAME HE = = 528 HEto|

£ QlaLlch olg{st #etol Cist XEMIBH LI 2 Amazon Simple Notification Service 72 A} 7}0| =0
M Amazon SNS 4124 2 SHM|A 2HE| 2l Amazon SNS |01 0| A|E & Z M L. Amazon SNS 2£&
Ar&35tod HE|E =X A= Lol CHet REA[EH LHE 2 Amazon B 22! MH[A T A} 7H0|=9]

—=
Amazon SNSO|AM HE|H FX AL MY 58 XA 2.
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https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
https://docs.aws.amazon.com/sns/latest/dg/sns-authentication-and-access-control.html
https://docs.aws.amazon.com/sns/latest/dg/sns-access-policy-use-cases.html
https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
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=

AWS CLI 2= SDKE AI83l0d &8 FME A = 2las 7|8 HME AHE5t0] HEE =822
Mok & LICH PutResourcePolicyE AF23t04 Amazon SNS7I X-RayZ F£X2 Mae £+ T

= LR Bl44 7| HMOR X-RayE TALICH

Example Amazon SNS &4 FZoi| CHEt X-Ray 2|24 7[EH Z3H of Al

O| ol Al ¥ E M= FH O|0|E{E X-RayR ™&st= ol 228 Amazon SNSQ| HEH2 X|'EFLICt.

Version: "2012-10-17",
Statement: [
{

Sid: "SNSAccess",

Effect: Allow,

Principal: {
Service: "sns.amazonaws.com",

},

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
},
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"

[u-}

@)
—
NM
>-
oll

rr

&sto 4 =™ O|O|EE X-RayZ H&E = = Amazon SNS THEtE 20oist= 2laa T|E Y

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*"

’

Amazon SNS &M F3 71435} 7| 256


https://docs.aws.amazon.com/xray/latest/api/API_PutResourcePolicy.html
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"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

Olg{st HIME AL83led™ partition, account-id, & regiontopic-name& &% AWS L}IE|M,
2|, H& ID 2! Amazon SNS £ 0|22 2 HIZL|CH. 2= Amazon SNS A7t £& H|O|E{E X-
RayE M&StE & THet2 Foisti{ FX| 0§ *E HH T AL

X-Ray 2 &0 Amazon SNS HAIX} & =X £ H 7|

X-Ray 2&2 AL8304 Amazon SNS HA|XF 2 TEXIo| HAZAE AEIE EAlSE Edo|A #It E
Hlo|lA M HEE 2 £+ Q&LICH =Kol CHaH Amazon SNS &4 F£X0| 74X 2™ X-Ray E&O|
A L EgflolA ME HE 2ol Amazon SNS AHIA|Xl, Amazon SNS X & CIRAEE #+5XH0f Cf

8t HAAE L =7t EAELLCH

() (Ge)
10—

Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

Amazon SNS HA[XI2t SAE ZEst= ECO|AE MEHSIH X-Ray EB|O|A ME HE 1 0] X0
EYo|A ME ME gt MIHE EFRIZIQI0| EAIE LICH

Example Amazon SNS A A|At & = X7F Z&HEl of| M| EF 2t
O| ol= Amazon SQS H|A|Xt7t Amazon SNS FA|oi| HIAIX|E ELH= EFEtRlE2 E04FMH, O] HA|
X|= Amazon SQS TS A7} A EIF L CH
Segments Timeline info &
O,OIms 50{\’\5 109"15 15(?ms Zqus 25?ms 30?"15 35(?ms
Name Segment status Response code Duration
¥ Publisher
Publisher ®oK - 295ms
SNS ®@ok 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS::SNS:Topic
myTopic ®oK 200 37ms
SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue

¥ SQS AWS::SQS::Queue

SQS @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®oK - 36ms

X-Ray £ 01X Amazon SNS HAIA} & LEX FH 27| 257
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2|0 o M| EF2FRI2 Amazon SNS HA|X| S &0 CHEt ME HEE MNZ2&L|C:

- SNS MIOHEE Z20|MEQ| Publish API 1T 3 & &5 AlZtS LtEHALICE
« myTopic MIZHE & HA| 2&0f CH8t Amazon SNS S& 2| x| AlZtS LIEFHLICE

« SQS 52| MaHE = Amazon SNS7} Amazon SQS CHZ |20 HIA|X|E HAlStE Ol A2l &5
AlZHE LIEFLICE

« myTopic MZHER} SQS ¢ MITHE At0|2] A|ZH2 Amazon SNS A|AEI|AM HIAIX|7I HF =
AlZHE LEEFRLICE

Example Y& %{Z2IE Amazon SNS MIA|X|7} & El EFIEFRI of Al

0424 7H2| Amazon SNS HIAIX|7} tLEQ| & LHofl U ®E|Ele AL, MIHE Efelatelol= 2]
= 7H HAIX|S LHEHHE MOZHEZ} EAIE/LICH

Segments Timeline info (o)
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ‘ ! ! ‘ ! ! ‘
¥ Publisher
Publisher ®@oK - 356ms
SNS ®@ok 200 323ms PublishBatch

¥ myTopic AWS::SNS::Topic

myTopic @ok 200 63ms
Message-3 ®@oK - 58ms
SQS @ OK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQs ®@ok 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySgsQueue
Message-1 ®oK - 57ms
SQS @ OK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQS @ OK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®oK - 55ms

SQs ®@oK 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySgsQueue
QueueTime ®oK - 51ms

SQS @ OK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

Amazon SQS & AWS X-Ray

mazon SQS CH7|¥S
M3tE MH|AT e B2,

=
=
2 S0 YW £H IDE AL

AWS X-Ray = Amazon Simple Queue Service(Amazon SQS)2} & & &/04
S5 ME |z HAIX|E FHELICH X-Ray SDKE AtE35t01 2HE
Amazon SQStE FH S|HE &5t L ARE7E AH|RHO|A ELH

>
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SHA Mt LICH AFEXtE Ol et F£H 9| o&d HE| Ch2AER MH[A HAol X =3, 24
S o

AWS X-Ray = Amazon SQS L& At&35t0{ O|HIE 7|t o Z2|71|0|MH FXE X[HELICH AWS
Lambda. CloudWatch Z& & AF&3tM ZF 20| Amazon SQSE CH7 (€| FIIE|T CIRAEF
Lambda & =01 2|5 MZ|E [ (1A= E7|& = = USLICH HAEER HAIX| datRte] EBO|ATL

CHRAER Lambda &2 EFO|AM AHSCE HZAE|ZE MA| o EE2/AH0|ME BSEFHHSZE mfet
g = UELICH AHME LIS 2 O|HE S ol Z 2|7 0|MH FHE FEFHAML.

o

v
I
1
1
I
|
1
|
I
]
|
I
1
|
1
v

O ProducerFunction O https://...MySQSQueue O ConsumerFunction
S5QS Queue Lambda Context
Amazon SQSe CtE1 Z2 £ §|H HEE x[HELct

« 7|2 HTTP 3llH - SDKE& &3l Amazon SQSE % &5t X-Ray AWS SDK7} =% &l|{& HTTP 3|
HZE RS2 2 #MSLICH 7|18 £ SllH=E X-Amzn-Trace-Id2 2 E|H, SendMessage EE &

SendMessageBatch 0| Z&El 2E HAIX|o iFLICE 7|2 HTTP sllc{oil CHEt XHAlIEF LA
S 2 =5 5l HHHS AR AL,

- AWSTraceHeader A|AE! £ - AWSTraceHeader= CHZ || HIAIX|QF & 74 X-Ray FH &l
£ T at7| e Amazon SQSHIM ALEstE HIAIK| AIAE £ QILICH o & S0 M2 2 2404
ofl CHEF %4 SDKE WE=E et 20| X-Ray SDKE S&t At& AEFO| MBS EIX| of= B0l
AWSTraceHeader& AL E # QJ&LICH F 7kX| sl AIES d¥st LIE O HAIX| A|AE &
HOIHTTP £ & Ho{aLICt.

Amazon EC20i| M Al&list= 43
IZP0A SAENM AYE|T

MEELICH AWS App Mesh.

2 Amazon SQSE 2ol 3tLto| HIAIX| X2IE 7<|°4°*|—||-'-P Ol &
AWS Fargate Amazon ECS =2+ 22 Z4E|0|L] MH|AE AFSE

|IC{= Amazon SQS HIAIX| 27| &2k A HAIX| M 2o MELICH &, X- Ray
EMslsi= Amazon SQS &S Z1H5HK| & LICH AWS EE=Foi| CHEE REAIEH LHE
Amazon SQS 2 HZTFM L.

-|)|| -|)||
LAl
IIIIO ol

Amazon SQS 259


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_MessageSystemAttributeValue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-limits.html
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HTTP =X 3|l ™S

Amazon SQS2| g AIRI T4 @ AE SendMessageBatch EEE SendMessage 21 &2 Sl &
MIHE 7(|'E M&" = QJQM . AWS SDK Z 20| E 7} HEE|™ X-Ray SDKE &3l X|HEI=
ZE 2o{E S5l E2 EE XS E FMY = A&t Y MH|A(M: Amazon S3 HHZ! &=
Amazon SQS I:H7|°") H01|A‘| HM|ASHE FH AWS MH|A & 2| AAE X-Ray 2&2| X HMoil Ct
RAER L EZ EAIELCH

= rr

H5tE ¢1012 AWS SDK &

Iy
o
h
i
Q'I_I
rir
OE
I
jo
e
S
HT
AN
2
A
o
m
rIr
2}
©)
A
(@]

Go - Go& X-Ray AWS SDKE AIE35l0{ SDK & &
Java — Java& X-Ray AWS SDKE AF&35l0{ SDK =

Node.js — Node.js& X-Ray AWS SDKE Al&35t0{ SDK & &
Python — Python& X-Ray AWS SDKE Al&35l0{ SDK 3 & F™

« Ruby - Ruby& X-Ray AWS SDKE AIE35l0{ SDK & &
- NET - .NET& X-Ray AWS SDKE At8504 SDK 35 X

T~
Lambda Ct2 A E B AH|XIE AL8sts B9 £ ZEAE Mty (iS22 o|Fo{ELICH CHE
Amazon SQS A H|At2t ZHAEAE MOt E Al&stedH oA 78 240 e HEQEZE 822

FM AMAEE SF6t= HAS 37 M BAZ LHELUCH

ol

+ ReceiveMessage APIE &350 AWSTraceHeader &40 CH8t CH7|Foi M HIAIXKIE =218

Ct.
« MM = 5

« Sl =X IDE 5

74 HE!LJEL

| R |
T8t

-

|C}. Bt e MOIHE X|EE o F7+EFL|Ct.

CHH2 2 Java® X-Ray SDKZ XHAEl 7134 of M| L|CH.

Edl
=

|>
m

=3

r

Example : & 5l A & £ 7

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUrl(QUEUE_URL)
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(0);

// Retrieve the trace header from the AWSTraceHeader message system attribute
String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {

TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header
Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceId());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));
}

Amazon S3 2! AWS X-Ray

S

AWS X-Ray = Amazon S32} & /o] ofZ2|7{0|M o] S3 K2 UOIO|ESHY| fITt YAER
g FMBLICH MHIA7E X-Ray SDKE At 3t01 232 X5t 22, Amazon S3& X 3|0
AWS Lambda, Amazon SQS, Amazon SNS& Z2 CtR2AEZR| O|HIE FSXI0|H B = /&LICH
X-Ray= Amazon S3 O|HIE & &lof| CiEt X HIA|IX|IE &8st ct.

mu FO

X-Ray E2{|0|A HE AF&310{ Amazon S32F OHEZE|F| 0| M0l M AFE 5= CHE MH|A Q| iZAE =0l
g AGLICH 3t 2£2 M85t B Oi7| Alzt 2 Amgnt 22 HEZE = & U&LCh X-
Ray 2& AFS o] CH REMEH LI 2 X-Ray 2£ AFE57| MME & XFHAAILR

Amazon S3= 7|2 http 3l|lH HAEF S X|BHRLICt X-Ray SDK= AWS SDKE &3ll Amazon S3E &
I FMFHHE HTTP SICZ AISo 2 M2 UL 7|18 FXM 5= X-Amzn-Trace-Id2 MEHE

Lch &% sllc{oll cHet REAISH LI 2 7HE Holx|e| £ &EE &t =54 Al2. Amazon S3 &3 71

EAE Mile CfS 2SAHE X|ELICH Lambda, SQS 2! SNS. SQS2 SNSE MIHE o|o|E

AREo 2 ME5HR| 7| 20 EBO|A S E CHRAEZ! MH|A0| Mutstr{2tE: S30i 2|5
2742 | EY0|A E= Ef0|A Hoil LIEFLEX| o &L Ct.

Im NM
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Amazon S3 O|HE &2 1M

Amazon S3 €& 7|52 AL8stH HIAMM 57 O|HIET dhdstmd 2B S + USLICH ol
2 E2 oE 2|7 0l Lol M CFS CHeofl Mube =+ U&LICH

» Amazon Simple Notification Service(Amazon SNS)
* Amazon Simple Queue Service(Amazon SQS)
+ AWS Lambda

X|ElE O|HE |52 Amazon S3 JHY A} 710|=0iM X|HE[= O[HIE FHEE HESHAMR.

Amazon SNS Z! Amazon SQS

SNS FA| == SQS CH7 [P0l L &S HAl5tE{™ HX{ Amazon S3 HEtE Fo{sH{of g LICt ol
Tet2 Foiste{H Caf SNS F&l| EE= SQS CHZ |0l AWS Identity and Access Management (IAM)
X{ZHS of é'i L|C}. .\él_lc_?_ol_} IAM =80l CHalH REMIS| 2ol 248 SNS FA| 2= SQS CH7[d0] HA|X|

SNS9 SQSE X-Ray9
Amazon SQS 2 AWS

X_l_

AWS Lambda

Amazon S3 2& 2 AL&3104 S3 HHZ!0f| Lambda & +& O|HIE L2l 718& [l 0| E£2 HAMAM
g8 U EE517| f/et HeEHE Amazon S30 2045t =5 Lambda & 01| E HetE AEEL
Ct. RkMIEH L& 2 Amazon Simple Storage Service 2& AFE AEA{ 2| S3 H{Z!0f CHEF O|HIE 2 ES
Edstet F45te{w o{E A slof 5tLIR?E FHESHAIL.

0| Lambda & +& =& AWS Lambda

& + = Amazon S3 HEtE 2048 = U&LICH RHAM|IE
LHE 2 AWS Lambda 7HEr A @FLHA Q| RF& M: A

Amazon S30{ A Lambda AfE2 2 EXSHM 2. AWS

mjo
k)
A
Q'I_l

Lambdag& X-Rayet S st &edof chet XhMIE LI 2 AWS Lambda0ilM Java 2= HEF
M.

AWS Distro for OpenTelemetry & AWS X-Ray

AWS Distro for OpenTelemetry(ADOT)E At&36t0{ X|E I FXZ £=%5t04 Amazon CloudWatch,
Amazon OpenSearch Service, Amazon Managed Service for Prometheus2t Z2 AWS X-Ray 7|El 2
LIEE &R o2 ™MEELICH
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https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#supported-notification-event-types
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#grant-sns-sqs-permission-for-s3
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html#grant-sns-sqs-permission-for-s3
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-event-notifications.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/enable-event-notifications.html
https://docs.aws.amazon.com/lambda/latest/dg/with-s3-example.html
https://docs.aws.amazon.com/lambda/latest/dg/java-tracing.html
https://docs.aws.amazon.com/lambda/latest/dg/java-tracing.html
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AWS OpenTelemetry& Hij & &

AWS Distro for OpenTeIemetry(ADOT)E Cloud Native Computing Foundation(CNCF)
OpenTelemetry ZZMEE 7|Hto 2 = AWS HIZ QLICH OpenTelemetry= E4HE Ef0]A &

—E =<
HEZZ &g = U= YU LE LA AP, 210|EHE| 2 HO|ME MEE MSFELICE o] EXS
AWSOIM E|AE, x5}, ot Al X|dstE SDK, AHS AE o0|ME U £Z7|E &8st YAEE]
OpenTelemetry 743 A~ Of H{EZ EIL|C},

ADOTE Ar&stH AX|L|o{7} O EEIFO[MME & H HFstn S 2AHT Ue XE X FHE
Amazon CloudWatch, AWS X-Ray Amazon OpenSearch Service, Amazon Managed Service for

PrometheusE E &t 04t{ AWS ZLIEE £ F Mo 2 MEE £~ Q&LICH

ADOT= MA O B 29 S# /0 X-Ray2t Z2 ZLIER £F Mo 2 £X 3l X|EE AWS AMH|A £
HHEE £ A&LICH ADOTSE SEHE MH|A0| H 7HX| of & CHE 1 Z &L

« AWS Lambda -ADOT& AWS #2Z|& Lambda AIE 2 Lambda &+ RIS 2 HSs51
OpenTelemetryE M 35t7| 4|2 H S0 AWS Lambda & X-Ray0i| CHE out-of-the-box 431 &
T TH7| &304 plug-and-play AH2 At AE S MEELICH AF2RHE ZES #HZASHK| 8T Lambda
gr==0il CH3l OpenTelemetryE &3t I H|E G5t = A&LICH REA[EH LI 2 OpenTelemetry
Lambda&AWS Hi ZEHZ EE5HML.

« Amazon Elastic Container Service (ECS) — OpenTelemetry Collector& AWS Hi Z & A+-&5}04
Amazon ECS ofZZ|7i|0|MoflAH HIERIT} EB0|AE %610 X-Ray 2! 7|E} ZLIE{Z! £F Mo
2 &L RHMIEH LI&2 Amazon ECS 7HE R QLM o ZE2[AH|0|M =X CIO|EH +=EI2
SN2,

« AWS App Runner - App Runner= AWS Distro for OpenTelemetry(ADOT)E Al&35t0{ X-RayZ F
M ML K|ELICH ADOT SDKE AF2 35104 Z1E|0|L13HEl o= 2|7|0|A0f CHEF =X O|o|E{2
F=&5t1, X-RayE Ar&35t0{ HEE ol E2|AH0|ME M5t CIMO|EE U2 = UELICH AtAl
Bt L& 2 AWS App Runner 2! X-RayE& & Z35tM 2.

=
=
ol
KA

Z7} oto| 82 Z 3504 AWS Distro for OpenTelemetry0ll CHSF XFA|EH LHE 2 AWS Distro for
OpenTelemetry AEAME AWS MH|AFESFHAIL.

AWS Distro for OpenTelemetry & X-RayZE AF&3504 OHZ2|FH|0|M2 H St dedof CHEH REA| S
L& 2 AWS Distro for OpenTelemetryS At&3504 Ol ZE|AH 0| HES XML,

AWS OpenTelemetry& HHZ 263


https://aws-otel.github.io/docs/getting-started/lambda
https://aws-otel.github.io/docs/getting-started/lambda
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/trace-data.html
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction

AWS X-Ray THEFRF OFLHA

E ME5}0{ X-Ray ¥ =35t 7d 3 At X AWS Config
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CtZ X|&o 2t X-Rayet 7o 7|& 422 MsteE W2 2otk=LIC AWS Config.
Lambda &+ E2[7{ &4
AMEXF X AWS Config 212 A 5t2{™H X AFE X X[ AWS Lambda

gruct. o2 XIE2 2l Node.js& AF&35t04 XrayEncryptionConfig 2l
_7|,_<__JI\_ EI:I— Dl?:)k ix=1 AWS Conflg = I:I|-2|-o|-_ 7|E o|‘_¢_§ Lol'lko'|o|'|__||_—_|.
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AWS::XrayEncryptionConfig #13 EE2|7{E& At&5t04 Lambda & & 44d5t24H

1.

r'
o
3
g
Q

Z2£&2 YLct &4 MA(Create function)2 ME{EFLICEH

2. =2Rz=Z MEY FZ 2 E 20|22 2|E config-rule-change-triggered EF ZZIEZ E
EHEELICH SERZEIEQ| o|F0M B3 E E=ISIHLE FES MEISto4 A& TI—EELICH
3. C}2 EEE ™Molstod ERZZEE FHeLICH
* [Name]oilAl O|§ S i=derLct.
« [Role]0oll A [Create new role from template(s)] S MEHEFL|CE
« [Role name]oi| O|§ & I=JEfLICt.
- HM I Z320{ M AWS Config 2] &S MEHEHLICY.
4, &5 HMHE ME1504 AWS Lambda 2£0|AM &8 M5t m EAIELICY.
5. g+ IEE WEISH0{ AWS: :EC2::InstanceE AWS: :XrayEncryptionConfigZ HiEL|C}.
MY ZEE HO|o|ESHM o] HE W8S ghhe =& U&LICH
72 2E
if (configurationItem.resourceType !== 'AWS::EC2::Instance') {

return 'NOT_APPLICABLE';
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} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

return 'NON_COMPLIANT';
UOo|EE ZE

if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

return 'NON_COMPLIANT';

6. XRayol HHAE & SLES AV LY UY A0 CIEE RIIHLIC 8 B8 XRay 2o
ofl CHEH 947| T8 HMAE SISELICH BB Sla20] CHE UMAE MBsHx| w72}
S4B LWItE A

HAZEE Lambda of+& Gote onfig [0l HLIE Sdo{LICt.

=
%
(@)

"Sid": "Stmt1529350291539",
"Action": [
"xray:GetEncryptionConfig"

1,
"Effect": "Allow",

"Resource": "*"

X-rayOil CHE AF2 R X|Zd AWS Config T#&! 244

Lambda &7 dME|H &9 ARNZ 7|§35t12 AWS Config 2£ 2 0|&3504 AF8 A XH #EIS2
M ABH|CE
ocood™

1. AWS Config 2& 2| %! H|0|X|& ¥LICt.

2. TAIFEIIE MEE 08 ALK XIF 7A £7HE Meishc

3. AWS Lambda &+ ARNOIAM AlE35lE{= Lambda & +2F ¢1Z2E ARNS ArJshL|Ct.
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o T HE - 2ol Helet RIsteE 2lAaTt FHM HEE M BIHE AWS Config EE|7H
gLich B7telt 78 €= HE L3S AWS Config 22 =oi| A=ELICH

7|3 - MEiEE B (of: 24 AlZtotct 2 7 &]of CiEH B7HE AWS Config Al g LICH.

7|14
5. Blad K82 E &= X-Ray MM0i| M EncryptionConfig& ME4 g L|C}.
A

AWS Config Z2&£2 #2I2| 8 &8 FAI GItet7| AZtELIC Bl E 2ested 22 8B 4

2 £ A&LICH

OIHIOI TEO| EFEIRCERE ZAL 7|52 Hut Y& AWS Config = U&LICH AWS Config
Etotel FEHZE ElaA WA AE S 7ISELICH o|HE EFIERl0| BAE motcte ¢

&3} 7|19| JSON EF0IAM HEE LIS EAISHY| 2IcH AlR/BE EAISE HOIES AWS

Config ‘844 &LICt. EncryptionConfiget 21AEl 2710 HE #4732 Configuration.type &

Configuration.keyID®ILIC.

21} of
Cl22 &Y It & Alzho] HEE LIE 2 2043 = AWS Config EF2FRI9| of| IL|Ct.
XRay EncryptionConfig 366702083853 @
on June 18, 2018 1:40:38 PM Pacific Daylight Time (UTC-07:00)
‘ ‘ H 08 1 2re ‘ 08, e ‘ 08, 20e =
1:19:19 AM : 1:30:18 PM 1:38:40 PM ’

CtS2 AWS Config ¥448 &3 2| o LICt #HE LHE0| T/F Ao E EA[ELICE o] o= Z[& X-
Ray &t 23t MHo| HolEl ¢35 7|12 HAE WS Eo{&ELICt
= Changes ()

Configuration Changes ()

Field From To

SupplementaryConfiguration.unsupporiedResources
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AWS AppSyncol| CHEt LB S M56tT F2e = U&LICE RHAIE LI AWS X-RayE FX &
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8t HEH0| = AWS Identity and Access
£ &35 AWS AppSynce EB0|A
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0oil CH 8t Amazon API Gateway &4 % x| AWS X-Ray

A2 K 22 0| Amazon API Gateway APIE £5ll 7|2 MHIAZ 0|58t 59 X-RayE AL235104 Al
Xt ™S FHotn BME £ U&LICt API Gateway= £ E API Gateway AIEZQIE R (2|1H,
OIX| =AMt Z2toldhol CHEH X-Ray X2 K|HELICEH X-RayE AFEE = AWS E|X U= 2E
0 A Amazon API Gateway@t &7H X-RayE At & £ U&LICH AtME LIE S L otE 21 Amazon
API Gateway i At LM S| AWS X-RayE ALE 8 API HO|EQO| AP A8 FHZ FEHML.

@ Note
X-Ray= API HO|E®|0|2 S8 REST APIO| CHEh FX{0k x| ghLCt.

— -

Amazon API Gateway._ 2 FHM X2 MSELICH AWS X-Ray. APl AE|O|X|olMH &M =

e 2
Mg gdsteto] o4l 2EE MEZ ST FXME X-Rayol| ©ESELICH

)|

I
2
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APl AE|O|X|0 A &A1 =xiS &HA 5} 5™

1. https://console.aws.amazon.com/apigateway/H| A Amazon API Gateway 2 &2 LIC}.

2. APIE MEHSL|CE.
3. AE|0|X|E MEHEFLLCE.
4

27/F% 4ol M X-Ray Tracing 243t2 MENSH C} 2 #H4ZA ALE K& 2 MEHSHL|CH
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https://docs.aws.amazon.com/config/latest/developerguide/monitoring-resource-changes-by-email.html
https://docs.aws.amazon.com/appsync/latest/devguide/x-ray-tracing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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5. 2% &M &0 M Resources(ElAA)E MEHFHLIC

6. ME2 M™YS AFE35t04 APIE CHA| Hi Z5t24™ Actions(2f ) EECH2 2 MEHEH CHZ, Deploy
API(API Hi )& MEHEFL|Ct

APl HO|E?0|= X-Ray 2&0IM Holdt= M HE ZHELICH API
ofgt MEEl= #AolL S &H7 Z8E 2 S A&LITH API A O]
EQolz BH X 2ol gt MF HEet & MOHE S| £4oi| SIHE ZISELICH RHAIEH LHE=2

—
MEY 75 TM OIS BESAAL.

(® Note

AP| Gateway HTTP £8f2 S5l REST APIE E&fo|Ag | Zf MaHE S| MH|A O|ER
AP| GatewayOl M HTTP S& HEZQIER &5t LE URL ZR2EE MHE|IZZ ZF TR URL
ZZo0i gt X-Ray EBl|0|A BHof HHI/\ L EJt dHEELCH URL 271 Blom Eo]A B
Ol = & =21 10,0007 Z1t5t0f 277t 2h4g = &LCt

AP| GatewayOol M 4M35t= MH|A == °| +E %|4355te{™ POSTE &3l URL #HE| BArY
e o3 220 met0lEE MYEste A2 Didd EAAIR. o= &S AH&StE ThetolE
7 URL B2of| Z&E|X| oA B[22 1R8 URL B2 MH|A =E 7} E0{E £ &L
Ct.

Hd
rin
1>

A 2ol cHst API HO|E{ 0l = slH7t of X gis =4 HTTP 2ol £X s|HE F7t

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbes46a994272793

X-Ray EH|O|A ID &4l

X-Ray trace_id= St0|EL 2 FE2El 37He| A2 FMHELICH o: 1-58406520-
a006649127e371903a2de979. 047|0d= CtS 0| =& ELICT

- el 2| AlZHBAIE| 16Tl ALt Unix 0223 AlZh)

0 & E01, 0Z3 AZF2 2 2016 12% 12 27 10A|(PST)= 1480615200% 0|, 16TI+2 =
58406520L|C}.

- Efo|A0| 96HIE 2= 117 AEX}H24XtE] 16Tl%)

API Gateway 268
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MH[A0M 20| 2H AH|0]
=l & ofZZ|AH0| M2 HTTP 2EI0|UEE ALE
. X-Ray SDKE AL235l04 HTTP 22I0|1EE A
|7+ & &l @ ™o H7HELICH APl AIO|ESOl £ SlHE ¢

AP| GatewayE AI23610{ API2 Java SDKE MAlsteE 732 SDK 22I0|HEE #5202 A St
u SUsH HAoZ FEIO|HE | R #EHE F71510{ AWS SDK 2E0[MHEE HE
&LICt XFMIEH LI 2 Java8 X-Ray AWS SDKE AIE35t0{ SDK £ & F5 MME & XML,

Amazon EC2 2/ AWS App Mesh

AWS X-Ray =2} S&z|o] 00|22 MH|AE Envoy ZE AIE AWS App Mesh 2 2|&FLIC}H App
o4

Meshe S8t & EE= ZE 9| ZH|O|L{AM A~ &2l X-Ray CHZ(daemon)0l| X H|0|E{E &
SI=E 748 4 UE Envoy HEE NS ELICt X-Raye= CHE 1 242 App Mesh 8 MH|AE S5t
F=XMg X|HELCH

« Amazon Elastic Container Service(Amazon ECS)
* Amazon Elastic Kubernetes Service(Amazon EKS)

* Amazon Elastic Compute Cloud(Amazon EC2)

App MeshE& &3l X-Ray £ 2 &dslste HHS dotE2{™ Ot X[EIS AFSE LIC

App Mesh 269


https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-generate-sdk.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html

AWS X-Ray THRE OHLEA

Service map

default-ateway

Clients

appmesh/colorgateway-vn
AWS: AppMash:Proxy

avg. 0.08ms

B8 tmin

Clients avg. 2ms
default-colorteller-white

B8 t'min

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

Envoy 5 A|7} X-RayZ Cl|O|E{& &5t
H

TdstEdH e[ ol H oo M
ENABLE_ENVOY_XRAY_TRACING 2t H+E 4

(® Note
Envoy2| App Mesh HHT2 Xl M E MEE FEI2 7|Eo 2 EBO|AE MEFHX| b
LICt. CH&l Envoy HH7 1.16.3 O| 4 0IME 5% ol 178 ME-J KT E AF835t1, 1.16.3 0|9
| &k,

Envoy HH70|= 50% 2| 178 MEZ KT E A
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html#envoy-config
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
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Example Amazon ECS& Envoy Z1E[0|L{ & 9]

"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,

"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"

},

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,

"healthCheck": {
"command": [

"CMD-SHELL",

"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"

A,
"startPeriod": 10,

"interval": 5,
"timeout": 2,
"retries": 3

}
(® Note
A& 7ts 8t Envoy X[ FA0f CHE REAIEH LIS 2 AWS App Mesh A& AE A 2| Envoy O
OIX|& &=3stAAIL.

ZAE|O[L{0f| M X-Ray CH = (daemon)2 A&st= Yol CHEF AEAIEH LHE 2 Amazon ECS0i|M X-Ray

CHE= (daemon) &1285t7| EHE FESHAAIR. MH[A HIA|, 00|22 MH|A, Envoy ZFA| & X-
Ray CH&Z(daemon)O| Z & El HE ol E 2|7 0|42 B2 App Mesh Examples GitHub 2|Z X|E 2|0

colorapp MEE HEZSIAAIL,

XM G| otE 7|

« AWS App MeshA|ZE 51 7|
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting_started.html
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« AWS App Mesh &' Amazon ECS A|Zt5}7|

AWS App Runner 2! X-Ray

AWS App Runner= 44 I3 E = Z4E|0[L1 o|O|X[of| M| & & 7tstm etEet & o & 2(7| o] Mo
Y HfEZE = A= WED ZHESIH B E 22 WS AWS AH|A Xﬂ%érf olLict Aws Zet
LE ME2 7|2 iR 7L, AISE HAFE MH|IAE Z2™5HHLE, AWS EI AE ZZ2HIMISD
THSlE YHE & HR Tt &LICH REMIEH L2 AWS App Runnergt UL E HZFHM L.
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LICI. ADOT SDKE A+& 35104 ZIE| 0|43} & OHEEI?1IO|A=|01I CHEH &% O|o|E{E £ F&st1, X-R
+9;+04 HEE ofE2[Fo|M2 M5t CIAO|IEE T U&LICH REM|EH LI 2 X—Rax% At

AWS App Runner£ AWS Distro for OpenTelemetry(ADOT)Q S50 EB|0|AE X-RayZ
E o
£t App Runner O E 2|71|0|MH FX517| & TS AI.

£ AM835l0o{ X-Ray APl & ZZ AWS CloudTrail

AWS X-Ray = AF&XFAWS CloudTrail, @38 EEE=7F =88 2Hof CHst B|ZEE MBS 35h= MH|AQ!

o} S&HEILICH AWS MH|A. CloudTrail2 X-Rayoll CHst 2 E APl 213 3£ O|HEZR Z{X{grL|Ct
UM El= 2E0M= X-Ray 20 &8 2% &1 X-Ray APl o Ciet I = 2H 3 £0| Z
g ElLICt. CloudTrailofl A =&t HEE AF83510 X-Raydll CHEF &, Q0| +=™-E IP =4, 20|
T-E AZH F7H AR HEE #0lE = UL

PEOMHEEE=Z2O TS

StH CHS 2 &AH B = &LIch

- QLEE FE MSKE HEX|I ALK 2o QIS0 2 FMEX| 048

« IAM Identity Center AL XIE CHAIS0{ 20| O|F O =X| o{F L|CH

« 4%t = W 0|4 AF2 Kol CHEF (Al XHY SHE AF25t0d 20| MME|RFEKX| 048

. CHE AWS MHEI20) M QBF=X| o5,

CloudTrail2 HEE & AWS H ™ Mol &« §FEIEH CloudTrail O|HIE 7|S0i RIS E HMA
& &= Q& LICEH CloudTrail O[HE 7|82 X[k 90 ZH AWS Z|T0| #E| o[HE| CHEH E7], ZHAH 2
Ct2E2E7t 7tsstn, £80| 27Ist BIZEE MBS ELct RhAEh dE2 AWS CloudTrail AHE A

HAMO| CloudTrail O|HE 7|5 Z¢d2 X 35IMIL. Event history(O|HE 7|5) E7|= CloudTrail 2
O R1tx|X| §f&LIC.
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https://docs.aws.amazon.com/apprunner/latest/dg/what-is-apprunner.html
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AEO{E MEELICE.

CloudTrail &%

CloudTrail2 £XZ At83t0 Amazon S3HICZE 21 WUS MEE &= UELICH E A8 35t
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2 MEE = URIB, Amazon S3 2AEE|X| 2 20| E3-EILICH CloudTrail 2 201 CHEH XFAM|Et
LI AWS CloudTrail 222 & X5tAM 2. Amazon S3 2201 CHet XFAM|8H LI 2 Amazon S3 2

CloudTrail Lake O|HIE Ci|O|E{ AE 04

CloudTrail Lake& Ar& 3t O|HIEof CH3H SQL 7|8t #HEIE A E = U &LICH CloudTrail Lake
= & 7|8t JSON ¥4lo| 7|&E O|HEE Apache ORC ¥4lo 2 HEELI|CH ORC= HihE Ci|O|H
AMol| x[M5tE A 7|H AEZ|X| FALIC O|HE= O|HE H|O|H AE0{2 EH|E[H, OfH
ClO|Ef AE0{= 15 O|HE MEAT|E X E5t0o{ MEHEH |-’.-§-% |[Hte 2 3t= dE 27ts 8
O|HIE Z=IMQL|Ct O|HIE H|0|E AE0{0i| 2 3t= MEH7|= ofH O|HIET} XIS E[D Hel~
7 UEX] Mo{&fLICt. CloudTrail LakeOl| CHEF REMIEH L& 2 AWS CloudTrail AL B ALl AWS
CloudTrail Lake 22 & Z3SHMIR.

|m

CloudTrail Lake O|HIE H|O|E{ AE0{ & HZ|0l= H|S 0| & MEfLICt O|HIE H|0|E| AEO0{E
A&t O|HIE H|O|E| AE0{0| AIEE 22 SME MEHEILICH 22 SMof M2l O|HE Zo7|
2 X{Z H|81} o|HIE IO|E| AE0{2] 7|2 & %|ci E& 7|zto] ZHEELICE CloudTrail 2 0|
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
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https://orc.apache.org/
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https://aws.amazon.com/cloudtrail/pricing/
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CloudTrail2| X-Ray £2| O|HIE

AWS X-Ray =9 SEEI0{ X-Ray AWS MHIL ol ALS X}, AY ESTh S API HUS AWS
CloudTrail 7|S & LIC}. CloudTrail& At&35t0{ X-Ray API LHE MA[ZISE 2L
S3, Amazon CloudWatch Logs 2! Amazon CloudWatch Eventsol 218 K& & £ &LICH X-Ray
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X|HEl= APl 2

» PutEncryptionConfig

* GetEncryptionConfig

» CreateGroup

» UpdateGroup
» DeleteGroup
+ GetGroup

+ GetGroups

+ Getlnsight
* GetlnsightEvents

» GetlnsightimpactGraph

* GetlnsightSummaries

» GetSamplingStatisticSummaries

CloudTrail 2| X-Ray Ci|O|E{ O|HIE

CO|E O[HIE = 2[AA0 CHa| E= ElaA0M s E 2o 2rdo] CHet HEE MBS ELCHOo: Al
JHE EME X-Rayoll 2 E35t= PutTraceSegments).
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
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AH M| Logging data events with the AWS Management Console ! Logging data events with the
AWS Command Line Interface & & = 35HM|2.

CS Eol= ClolE| o|HIEE 228 £ QE X-Ray ElAA SE0| LI Ql&LICH O|o|E{ Ot

E f3(E&) Eol= CloudTrail 2£ 2| ClIO|E O|HIE R SFoilM MEIE ZLo| ZA|ELICH
resources.type zf Loll= AWS CLI EEE CloudTrail APIsE AFE35l04 T2 O[HIE MEI7|E 7 AE )
X|&38t= resources. type Zt0| EAIELICH CloudTrailoll 2 Z %= CI0|E| APl Yoll= ElAA £3
of CHSH CloudTrailol 2ZEl API & 0| EA[ELICY.

ClO|E] O|HIE S&(22) resources.type Zf CloudTrailoll 22 &|= o|0|E
API
X-Ray Ei|0|A& AWS: :XRay::Trace « PutTraceSegments

» GetTraceSummaries

» GetTraceGraph

» GetServiceGraph

* BatchGetTraces

* GetTimeSeriesServi
ceStatistics

* PutTelemetryRecords

» GetSamplingTargets

eventName 2 readOnly ZEE EEZS01 S8 O|HER 2= & 15 0O[Y
Mt £ QlaLct 2Lt X-Ray E&f|0|20{ ARNO| 17| {20 resources.ARN E
7t5t0{ O|HIEE MEHEF 4~ Qi&L|Ct. o|g{8t Z=of CHEF AFAMIE LI AWS CloudTrail APl &%= 9|

=
AdvancedFieldSelector MM& XM L. LS put-event-selectors AWS CLI B A
504 CloudTrail XJ0{| M C|0|E{ O|HIEE 25t &0 o ILICH BHEE A-SHHLE FX0| dY

==

= 2|ME XI’gshok gLich 2% X| o™ 240i M InvalidHomeRegionException 04| 2[7t Btet
ZlL|CcH

= .

aws cloudtrail put-event-selectors --trail-name myTrail --advanced-event-selectors \
{
"AdvancedEventSelectors": [

{
"FieldSelectors": [

{ "Field": "eventCategory", "Equals": ["Data"] },
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraphs.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTelemetryRecords.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingTargets.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudtrail/put-event-selectors.html
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{ "Field": "resources.type", "Equals": ["AWS::XRay::Trace"] },
{ "Field": "eventName", "Equals":
["PutTraceSegments", "GetSamplingTargets"] }
15

"Name": "Log X-Ray PutTraceSegments and GetSamplingTargets data events"
}l
X-Ray O|H E of/x|

2| O|HIE oA, GetEncryptionConfig

Ct=2 CloudTrail2| X-Ray GetEncryptionConfig 21 & =0i| CHE of M| I LICt.

Example

"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",
"accountId"=>"123456789012",
"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{
"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"
I
"sessionIssuer"=>{
"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:ro0le/MyRole",
"accountId"=>"123456789012",
"userName'"=>"MyRole"

},
"eventTime"=>"2023-7-01T00:24:367",
"eventSource'"=>"xray.amazonaws.com",
"eventName"=>"GetEncryptionConfig",
"awsRegion"=>"us-east-2",
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"sourceIPAddress"=>"33.,255.33.255",
"userAgent"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters"=>nil,

"responseElements'"=>nil,
"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
"recipientAccountId"=>"123456789012"

ClO|E{ O|HIE Of|A|, PutTraceSegments
CH2 2 CloudTrail2| X-Ray PutTraceSegments CO|E{ O|HIE 21 & 5o CiEh of M IL|Ch.

Example

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAWYXPW54Y4NEXAMPLE:i-0dzz2acl111c83zz0z",
"arn": "arn:aws:sts::012345678910:assumed-role/my-service-role/
i-0dzz2ac111c83zz0z",
"accountId": "@12345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAWYXPW54Y4NEXAMPLE",

"arn": "arn:aws:iam::012345678910:r0le/service-role/my-service-role",
"accountId": "012345678910",
"userName": "my-service-role"

I,

"attributes": {
"creationDate": "2024-01-22T17:34:117",
"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
}
.
"eventTime": "2024-01-22T18:22:057",
"eventSource": "xray.amazonaws.com",
"eventName": "PutTraceSegments",
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"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.0",
"userAgent": "aws-sdk-ruby3/3.190.0 md/internal ua/2.0 api/xray#1.0.0 os/linux md/
x86_64 lang/ruby#2.7.8 md/2.7.8 cfg/retry-mode#legacy",
"requestParameters": {
"traceSegmentDocuments": [
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0001",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0002"
]
.
"responseElements": {

"unprocessedTraceSegments": []
},
"requestID": "5zzzzz64-acbd-46ff-z544-451a3ebcb2f8",
"eventID": "4zz51z7z-77f9-44zz-9bd7-6c8327740f2e",
"readOnly": false,
"resources": [

{

"type": "AWS::XRay::Trace"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "012345678910",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1l.2",

"cipherSuite": "ZZZZZ-RSA-AAA128-GCM-SHA256",

"clientProvidedHostHeader": "example.us-west-2.xray.cloudwatch.aws.dev"

CloudWatch®}t X-Ray S&f
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Name: Canary
Type: client::Synthetics

View in Synthetics [

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.
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Response status

Choose response statuses to add to the filter when viewing traces.
b3 I Fault: 0% v Error: 25%
I Throttle: 0% I OK: 75%

Analyze traces [~ View traces >

services Icons (I

m Health = Traffic

No node resizing Close
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Canary

x @ @ Q l @, Maplegend @ Service detalls ©
Name: Canary
Type: client::Synthetics
View in Synthetics (£
Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
100%
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WWW
AWS::FlasticBeanstalk::Environment Response status
‘Choose response statuses to add to the filter when viewing traces.
) Fault: 67% Error: 0%
I Throttle: 0% I OK: 33%
Ganary
client::Synthetics
Analyze traces View traces >
Services Icons ()
Health Traffic
No node resizing Close
Service map o
Traces FAULTROOT CAUSE COUNT %
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Sampling
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Root cause analysis indicating throughput capacity exceeded for DynamoDB table
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AWS:CANARY_ARN COUNT

Fault Root Cause
arm:aws:synthetics:us-east-1:779168132807 canary:www-test 118
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I All traces in the group @ 433K traces in the group. Show in charts @ Complete 100% scanned (found 205 traces)
| Retrieved traces © | Filtered trace setA ©

205 traces (0.05% of traces in the group ) To add a filter, click and drag one of the charts below or click one of the table rows.

Response time distribution @

Click and drag to filter the traces by response time.
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Time series activity @
Click and drag to filter the traces by time.
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I All traces in the group € B65.9K traces in the group. Show in charts @ Complete 100% scanned (found 10 7K traces)
Retrieved traces ® Filtered trace set A © Filtered trace set B @
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Response time distribution @ ﬁ ﬁ

Click and drag to fifter the traces by response time

Time series activity &
Click and arag to filer the traces by time.
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ZE AP| 2l URLO|| ZIR 8t FiLtE|oF M He| ZH

X-Ray AnalyticsE AF&35t0o{ 7tLt2(ote] RS AF&Xtet H|w ghL|Ct. CH& Ul ZELt2lotol| CHEr m}
BHA A AT AL AFOH| CHEH =M MM S EodELICH E5 Ml 7Hel URL B 5 7Holl FHLtE[of Bl &
E7l gitte HWE & = USLICH
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Response time distribution @

Click and drag to filter the traces by response time.
# of traces
200
50

pSEec

500ms

Time series activity @
Click and drag to filter the traces by time.

070000 AM

Select rows from the following tables to filter traces. Choose the cog icon to explore table configuration options. ﬂ

0705:00 AW

o @
USER COUNT % A HTTP STATUS CODE COUNT Ya A
William 134 30.66% oo 500 428 97.94% 2.06%
Emma 17 26.77% oo 502 9 2.06% o
Olivia Il 16.25% =
Ava a0 6.86% e
Sophia 28 6.41% oo
Liam 20 4.58% e
test 14 3.20% -86.80%
o
URL COUNT % A
http://storefront.us-east- 1.elasticbeanstalk.com’ 422 96.57% -3.43%
http://store-api.us-east-1.elasticbeanstalk com/orders/status =] 2.06% oo
hittp:/fstore-api.us-east-1.elasticbeanstalk. com/products/ B 1.37% wa ] <:
Synthetics HIAEON FSH2 & 28 AIE
TE B34S AFE5104 X-Ray IE2 BHE0{ § {3 EE TE(0dl: AWS Elastic Beanstalkof| A{ &
el OfB2IA0IM wwwoll CHEH B4 EIAE)0 AEE 4 ULICH SXE 719IC service()S
edge()S A83dtod MH[A I AXIE HEHEE + JU&LICH

Example 1 & ZE E34
"edge(id(name: "www'", type:

"AWS: :ElasticBeanstalk::Environment"))"

"client::Synthetics"), id(name:

"www'", type:

CloudWatch Synthetics
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avg. 1s

» 0.3 t/min

WWwW
AWS::ElasticBeanstalk::Environment

0.1 t/min

Canary
client::Synthetics

AWS Elastic Beanstalk 12|11 AWS X-Ray

AWS Elastic Beanstalk &3 &0{|= X-Ray Ol= 0| Z & ElLIC}. Elastic Beanstalk 2&0|MH SME A
MetHL 7 ot 2 AFE 5109 CHE(daemon)2 AlREE = & LICEH

Java SE ZSHZ0{ M= Buildfile Tt LS AL 35t QUAEIA A0 A Maven EEE Gradle2 O Z 2| 0|M
g dcg ¢ ‘,?A'ﬁL—lEl' Java& X-Ray SDK %! AWS SDK for Java = Mavend| A At & £ Qlo
OfEZz|7o|d ZEDH HiZ 51 QIABAE FF3510{ ZE FSHHE HEZS T UEESHK| gtot: &
LIC}.
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Elastic Beanstalk 3 &2 AI&3l0{ X-Ray SDKE 74 & + Q&LICt. Elastic Beanstalk 7t &
4 &4 o E2|7o|Mof| MY 5t= O ArS et Y2 34 E0tct CtELCH E3HEo a2t X-Ray

SDKO| $7 4 E= AAT £42 ABSHAAIL.

RtMIBt LI 2 AWS Elastic Beanstalk 7HEf Xt HLHA S| AWS X-Ray C|HHZ #+42 & ESHMIL.

Elastic Load Balancing 2! AWS X-Ray

Elastic Load Balancing OHEZE|70|M ZE WRHMT} X-Amzn-Trace-Id2t= SIHOIM A HTTP 2
ol Efo|A IDE F7+EfL|Ct

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray EB|O|A ID &4

X-Ray trace_ide StOIES 2 L EE 3749 A2 £ HELICH 0f: 1-58406520-
a006649127e371903a2de979. 047|0d= Ct=2 0| =& E/L|Ct.

- Aol 29| AZHBRIE| 16T/~E AL St Unix ol 23 AlZh)

0 & E01, 0Z3 AZF2 2 2016 12 12 27 10A|(PST)= 1480615200% 0|, 16TI+-2E =
58406520 L|C}.

. EB0]£0| 96HIE 2R IR AlERH24R 2] 16TI%)

2C YWHM = X-RayZ Cl|O|E{E& ™M&SHXR| otond MH[A Mo = EZ FEA|E|X| &L

RtA[EH LHE 2 Elastic Load Balancing 72 At 7FO| = 0| A Application Load Balancero| CHet &%
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/create_deploy_nodejs.container.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/java-se-platform.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/java-tomcat-platform.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-debugging.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-request-tracing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-request-tracing.html
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Amazon EventBridge & AWS X-Ray

AWS X-Ray = Amazon EventBridge2} & & |04 EventBridgeE S3all MY &l= O|HEE FHEL|C.
X-Ray SDKZ HE3H= MH|AT}F O|HEE EventBridgeZ M&5tH £ HEIAETJ X 3§
Cr2AEZ o|HIE EtZo 2 MEHEL|Ct X-Ray SDKE KI5 2 £X 0

Fofl MEELICE O|z{Et A5 d2 Sl AASA= CI2AE” MH|A Mg &M, 2M, C|HZY +=

RIS AARIS ECt 2t mhorer + Qe

RtA[EH LHE 2 Amazon EventBridge A& AH A 2| EventBridge X-Ray S &2 HZE5HMIR.

X-Ray AMH|A& BHoM A4 SICHE 27

-

X-Ray EB|0|A Boi= CHS of[eF 20| &4 L CHe MH[A
EAIELICH

: : ;
sfn-target
Client event-source-lambda AWS::StepFunctions::StateMachine
AWS:Lambda event-source-lambda
AWS::Lambda::Function

lambda-target

Events AWS::Lambda::Function
AWS::Events

lambda-target
AWS::Lambda

X435t = EventBridge O[HIE - E7}

-t

X-Ray SDKE A+8 3t EventBridge O[H AT FH HHAEE CIRAEZ OHE o2 T
I

E
ek = JA&LICH ChE o oMl g8 FX0| 2 E35tE Lambda &0l M EventBridgeE 3 &5t
HF e
=

X-Rayol 28t F&EHE FIH5HMIL.

« AWS X-Ray SDK for Java
- AWS X-Ray Java& &2 SDK
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-xray-integ.html
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html#services-xray-api
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
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package example;

import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import

/*

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

org.
0rg.

java
java.
java.
java.
java.

amazonaws

slf4j.

.lang.
util.
util
util.
util.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.lambda.runtime.Context;
services.lambda.runtime.RequestHandler;
services.lambda.runtime.events.SQSEvent;
xray.AWSXRay;
services.eventbridge.AmazonEventBridge;
.eventbridge.AmazonEventBridgeClientBuilder;
eventbridge.model.PutEventsRequest;
eventbridge.model.PutEventsRequestEntry;
eventbridge.model.PutEventsResult;
eventbridge.model.PutEventsResultEntry;

services
services.
services.
services.
services.

.xray.handlers.TracingHandler;

slf4j.Logger;
LoggerFactory;

StringBuilder;
Map;

.List;

Date;
Collections;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{

private static final Logger logger =

/*

build EventBridge client

*/

private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder

.standard()
// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context

// from the lambda function and inject it into the HTTP header.
// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))

.build();

LoggerFactory.getlLogger(Handler.class);
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@Override
public String handleRequest(SQSEvent event, Context context)

{

Python

PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();
putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {

logger.info("Put Events Result: {}", putEventsResult);
} catch(Exception e) {

e.getStackTrace();
}

return "success";

requirements.txt It Hoi| Ctg SEHEE FIHSHMIR.

aws -

xray-sdk==2.4.3

import boto3
from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()

client = boto3.client('events')

def

lambda_handler(event, context):
response = client.put_events(
Entries=[
{
'Source': 'foo',
'DetailType': 'foo',
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'Detail': '{\"foo\": \"foo\"}"'
iy

)

return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the AWS XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

}

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {
_, err := callEventBridge(ctx)
if err !'= nil {
return "ERROR", err

}

return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

M HAMAE S O|HE CHY o2 Tu}st 7| 294
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entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
DetailType: &detailType,
Source: &source,

input := &eventbridge.PutEventsInput{
Entries: entries,

// Example sending a request using the PutEventsRequest method.
resp, err := client.PutEventsWithContext(ctx, input)

success := "yes"

if err == nil { // resp is now filled
success = "no"
fmt.Println(resp)

}

return success, err

Node.js

const AWSXRay = require('aws-xray-sdk')

//Wrap the aws-sdk client in the AWS XRay tracer
const AWS = AWSXRay.captureAwWS(require('aws-sdk'))
const eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {
let myDetail = { "name": "Alice" }

const myEvent = {
Entries: [{
Detail: JSON.stringify({ myDetail }),
DetailType: 'myDetailType',
Source: 'myApplication',
Time: new Date

1]

// Send to EventBridge
const result = await eventBridge.putEvents(myEvent).promise()

M ZHHAEES OHE &S 2 Tutét7| 295
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C#

// Log the result

console.log('Result:

C# 540l ChZ X-Ray 7| X|& FI}IetMI2.

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />

', JSON.stringify(result, null, 2))

<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Ling;
System.Threading.Tasks;
Amazon;

Amazon.Util;

Amazon.Lambda;
Amazon.Lambda.Model;
Amazon.Lambda.Core;
Amazon.EventBridge;
Amazon.EventBridge.Model;
Amazon.Lambda.SQSEvents;
Amazon.XRay.Recorder.Core;
Amazon.XRay.Recorder.Handlers.AwsSdk;
Newtonsoft.Json;
Newtonsoft.Json.Serialization;

[assembly:

LambdaSerializer(typeof(Amazon.Lambda.Serialization.Json.JsonSerializer))]

namespace blankCsharp

{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {

initialize();
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static async void initialize() {
//Wrap the AWS SDK clients in the AWS XRay tracer
AWSSDKHandler.RegisterXRayForAllServices();
eventClient = new AmazonEventBridgeClient();

public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)
{

PutEventsResponse response;
try
{

response = await callEventBridge();

}

catch (AmazonLambdaException ex)

{

throw ex;

return response;

[a

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
entries.Add(entry);
request.Entries = entries;
var response = await eventClient.PutEventsAsync(request);
return response;

[

AWS Lambda 12|12 AWS X-Ray

AWS X-Ray

= A Mg 4= Q&LICt LambdaEs X-Ray CHE
(daemon)E ARSI T &+ & L A~

_775
Het MF HEZ 22 E MOIHEE 7|SELICH FI1 7
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g I AtEX}F &2t A X-Ray SDKE HEZ St Hal 3£ 7|55t =4 2 HEIHO|HE
Zobg & et
|:|. =4

E 7+ dE MH|A0 M Lambda &+ & S E5t= 49 = olO0| MEZE
LICH HAEZ MH|AE FHE | of
El AWS SDK Zclo|pdE=Z &I &

=

=
StAE ==5F A OlA
g E SEY = U&LICL

QHE F71 74 9lo] X
Z 2704 i CHE Lambda 349 & J&LICH Mulas
—
—

HASE HTTP 22I0|¢EZ API Gateway APIE 5 &350

AWS X-Ray = AWS Lambda 2! Amazon SQSE At&35+04 O|HIE |8t ofZ2[7|0|MH FXE K|
HEfLICH CloudWatch 2&8 AF& 3t ZF 20| Amazon SQSE CH7|Fof| F7IHE|D CHRAEE
Lambda & =01 2|5 2| [ HZEE E7|E 2 = UELICH HUAEZ HAIX| MALKto| EB|0O|AT}
CFHRAER| Lambda &40 EMO|AN AHSLZ HAL|ZZ HMA| o EE/Fo|ME SEHHo 2 ntot
g = AGLICH AtAEH LHE2 O|HE S4 ofE 2|70l FH 2 FEFHAML.

@® Note
CIRAEZ Lambda &0 CHal EBlO|A 7} EMSIEl AR, CIRAER &7 EBO|AE
MMSIE{HCIRAER 84+2 E% dlojavt &M

=
3tx[o{ QLoqof EfLCt,

Fol
My
Q'I_l
rr
u
Im
—
Q

3

O
o
Q

oo
4>
2
jm
gl__l
x
1
[m

=

Lambda &7t | EHCHZ A EHLE FHEIX] o2 MHIAOAM SEE = E2

F
g2 MEZstD 7|85 =S LambdaE T8 = U&LICH

ok

F A
o

mo

S

fok
T

1. AWS Lambda £ iL|ct.
+E

N w N
o
4%
M
x
o
o
-
[ul

7 FIETK| o2 AT EFLICEH 1% B Fof M ZLIEZ & &
=
=

=<
o A AN
g s U&LICH

(@)}
H
|l
mo
x
o
o
-
[ul

»
>
S
wn
X
Py
Q

<

k=
x
ik
0%
i
i)
jo
ik
0%
lgﬁ
o
-
[ul

ST X-Ray SDKZ A}

0l
g'l_l
rir

2HEl 20| A Lambda= X-Ray CHE(daemon) = Al&istL|Ct.

Lambda 298


https://console.aws.amazon.com/lambda
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Lambda®l| X-Ray SDK

Go& X-Ray SDK — Go 1.7 & Z|Al HEIY

Java& X-Ray SDK — AtH} 8 FHE}

Node.js X-Ray SDK — Node.js 4.3 & Z|Al ZHE}]
Python& X-Ray SDK — Python 2.7, Python 3.6 & %
NET& X-Ray SDK — .NET Core 2.0 & #|Al HE} ]

LambdaOll A1 X-Ray SDKE AFSSHEAT Al TS MAE WOtCH &4 =0} B WS ErLICh o
2 MHIA0IA AHEIE HBEEIAH0INS T4 ot SUR HMES AL 5Hof Lambda B+ 8 T4
4 AU FEAOIME £4 242 TN YEY TS Ui NIHES YN5HE o
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& o EZ|70|MH HF AWS X-Ray
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https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/docs/getting-started/javascript-sdk
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https://aws-otel.github.io/docs/getting-started/dotnet-sdk
https://aws-otel.github.io/docs/getting-started/java-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/python-sdk/auto-instr
https://aws-otel.github.io/docs/getting-started/lambda
https://aws-otel.github.io/docs/getting-started/lambda
https://www.w3.org/TR/trace-context/
https://aws-otel.github.io/download
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AWS X-Ray Exporter HHZ 0.86.0 O|& 2 At&3lok g LICt. O™ & 2| Exporter= EB|0|A
ID EfUARZE HEF2Z W3C EQO|A ID7F HEE £ Ql&Lch

AWS X-Ray SDKs AF2 35104 O ZZ[70|ME A

AWS X-Ray 0= X-Ray2 FXZ MEST T o Z2[AH 0|ME HE5t7| 28 210{ SDKs MEI} =
gtzlo] U&LICH Zt X-Ray SDKE CHEE M3 & Lch

- ACE0 QAEHHMEIE FIt5t0{ A HTTP 282 FME &= QlaLct

- OfEZZ|F|0|MO| CHEE S &E5HE Ol AF8 3= AWS SDK 2210|1EE A E5ls 220/ E $HE
B AWS MH|A

- CHE W8 L 22 HTTP & MH|A0| CHEt S &2 HIS5t7| {8t HTTP 2Z210|E

X-Ray SDKs SQL Gi|O|E{H|O|A, Xt = AWS SDK Z2t0|E HF LU 7|Ef 7|50 et AE 5 &

X|gct EBolA OlO|EHE =% X-RayE &= CH4l, SDKE UDP ECfE 2 =4I Ch7|5t= Y
=(daemon) ZZ2MAZ JSON MIIHE EME HMEFLICH X-Ray CHE(daemon)2 CHZ || M2™

EE HHZSICHF Y2 ™o 2 X-RayZ YZE=HL|C.

ClS1t 22 AHo{¥ SDK7F M3 ElLCt.

AWS X-Ray SDK for Go
AWS X-Ray SDK for Java

« AWS X-Ray Node.js& SDK
« AWS X-Ray SDK for Python
« AWS X-Ray SDK for .NET

« AWS X-Ray SDK for Ruby

247 X-Ray0il= Javaol CHE At S 7= X[240| Z & E|o{ U&LICH

X-Ray0l| & &l SDK= AWSOH|M XMSste ZILsHH SEE HE £F Mo 2L ct
OpenTelemetry& AWS H Z &2 ZH 2|5t A £FR M| YR O|H, X-Rays 012 FH E&FRM B
Ltod -='—ﬂ+3+|,||:+ o= E—E HAZ AL SHE X-RayOol A =
Aol olslist= ol ZERELICH

AWS X-Ray SDKs AF23101 Ol ZZ[AH[0|d A 03


https://aws-otel.github.io/docs/getting-started/x-ray

AWS X-Ray

THERE QLA

CtZo| 28t E< AWS Distro for OpenTelemetryE At&35t0{ o Z2|7H|0|ME H & 5t= 0| E&L
Cf.

- AEECHA| AFE ER Q0| 042 CtE Edilo|Aa HAEE E0|AE HEE = U= 75

« OpenTelemetry 77 LIE[0IM RX| 22|5t= 2 2do{of CHEt =Bt 2 EtolEE{E| AF =+ X|H

- Java, Python = Node. js AHE Al ZEE HEY ER g0l ¥4 24 HO|HE &5t ol 22

g 2E A2 WI7|X|2 M3sts 2 el

® Note

AWS Distro for OpenTelemetry= Lambda & -’F%

28tLICt 2241t OpenTelemetry7t M3t |9

1535t7] et o ZHH
A = 0il Lambda

7t H=2 2|7t ‘é‘RoP_' Z2E AEE X[ AlzZt0] B7 P3P04 F7t QF0| Lrdlig = U&LICH
Xled AlZHO| WES %|AM35tetn SMoE T4 7t st Hol= CHatnt ZH2 OpenTelemetry
ol 12 7|50| LR stK| b2 732 AWS X-Ray SDKE AlE38tod ofZZ|7llo|ME HSE £
A& LICE

CtZ0| 2Rt B ofZ2[AH0|M A E S ?I5H X-Ray SDKE MEHSH= [ HEELICH

- 7405 SEE HY IZHAM &FM

« X-Raye| & &&A! MEZ H=19| S (Node.js, Python, Ruby 2= .NET At Al X-Ray 2&

oM MZZ 722 FA5t1 0|2 04t SAENM RIS Z AI85lE 75 £ 8

AWS Distro for OpenTelemetry2t X-Ray SDKs & 0| A{ AMEH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Transaction-Search.html
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OpenTelemetry Protocol(OTLP) YIEXZQIE

OpenTelemetry= #Z4 £ HIO|EE =&t et Y57 /et EESHE Z2EEZH T E IT ©Holl
M35t 2LE AA BEY T3 LIch o]l ZE|Y3E= XX, 21, EB|o|A Z2 ofZ2(AH 0]
MAEASHOOIEHE AS, 88, 88 £ 2LIEHZ EHESE LHELHo{ EA5t 1 QIMOIEE &
7| 2I8t S8t E HAl2 MBELICH El2 OpenTelemetryE AlE5t01 32 WA S& 42 Wx|stof &
HMH EFMo RodsS EXE = AsUn

OpenTelemetryE Al2310{ £%2 OTLP(OpenTelemetry Protocol) EZQIE Z X M&S 1
CloudWatch Application SignalsH|Af out-of-the OHZ 2|7/|0|MH M5 ZLIEHE F&2 2 = UE

KEMIEH LI 2 OpenTelemetryE 2t ZHMI2.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Intro.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-OpenTelemetry-Sections.html
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GoZ %HY]
Go B 2/7 01448 HZ5Hod EHOIAR X-Ray2 H LHE weiols = 74x|7} AgLich

« AWS Distro for OpenTelemetry Go - AWS Distro for OpenTeIemetry Collectorg &3l & 2H2tH7}
A= X|E L EB|0|AE Amazon CloudWatch AWS X-RayZ! Amazon OpenSearch ServiceE EZ &
gt 0d8{ AWS ZLIEZ! &2 Mo 2 A5 7| et E A4 EZlo|EEE| MEE NZEst= AWS HY
EZLICH

« AWS X-Ray SDK for Go - X-Ray O£ S3ll EB|O|AE M5t X-RayZ M&E3H7| {8t 2tolg
22l MELICEH

REMIBt LHE 2 AWS Distro for OpenTelemetry2t X-Ray SDKs S0ilAM MEH Bt E &R FHAAL.

o

AWS OpenTelemetry Go& Hif =& &

AWS Distro for OpenTelemetry GoE A&t o Z2[AH 0| E 3t 1 A SF5t T A& EH 7t U= K]
E 2 X2 Amazon CloudWatch AWS X-Ray2! Amazon OpenSearch ServiceE Z &8t 0421 AWS
ZLEZ &FMHo 2 MEE = U&LICH AWS Distro for OpenTelemetry2t 74 X-RayE AM& 5t

24 X-Ray0o| A AFE & &= Q= OpenTelemetry SDK2+ X-RayolA AL & £ Q= AWS Distro for
OpenTelemetry Collectorzt= F 7t X| 7148 @47t E gLt

AlZttE{T OpenTelemetry Go2AWS HIZ EF MHME & X 5HAAI

AWS X-Ray & 7|E}o{| A AWS Distro for OpenTelemetryE AFE35HE #hdol CHEH AFAIEH LHE 2 AWS
Distro for OpenTelemetry B = AWS Distro for OpenTelemetry A2 MHE AWS MH|AZIZ A2

2404 X[ A AL ol CHEF REMIEF LHE 2 Github2|AWS #HEEHE AR tA 2.

AWS X-Ray Go& SDK

Go& X-Ray SDK= EBi|0|A H|O|E{E 445t 1 X-Ray CHE (daemon)oll ELH7| 218t 224 L oM
=& xIBsHe Go ofE2I7 0448 2tol= il e LItk E2ol4 Ho|E{olE of & 2|7 oMol A
MBste LI HTTP 22 ohEEI7|0140] AWS SDK, HTTP &2t0I1E E& SQL G olE{#|0l&
F{HE|S AI25104d CHRAEZ] MH|A0| 285t =0l CHSt XME 7 ZeHELICH F3t 2502 A
JIMEE MM T ClHa HEE A L HEtH|O|E{of £7t8 & aLich

go get=2 AFE30{ Y GitHub 2|Z X|E 2|0 M SDKE Ct2 2 EgL|CH
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/go-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-go
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$ go get -u github.com/aws/aws-xray-sdk-go/...

# o ZE 2|70l Mol B MA] xray.Handler &+ E AL85t0 =41 QM E E||o[AFLICH HIAIX]|
HEH= Z Eilo|A O gt OHEE MMHstDn, SEHO| MEL|H MOIHEE = FLICH Al
OHET Eed e S0tollE SDK 2210|¢MEL| HMEE 0|86 MEE MaIHE| 76t &<
MIMHEE BHE0{CIRAEZ SE2 EO0O|AE = UELICH £ SDKE MIHEII FE U= S
oF o Z 2|7 0| Mof| M ' dl5t= ORI KIS 2 7S &L
HSE|l= ofZ2AH0|1M EE= MH|A| 2|5 EZEE|= Lambda & +2| A<, Lambdas £ 5l|lHE
oD MEYE QLYES ASSE FHMELICE O o ol 32 A EE MEY U FHIILE
LambdaE F A& LICH 0= AR E, LambdaE MIHEE M40 X-Ray SDKO| M| S & L|Ct

® Note
Lambda2| X-Ray SDK= MEH ALEILICH O|& &0l AA8SHX| &= B2 0{T5| MH[A
0 Lambda MH|A& == Zf Lambda & +& T E tLI7t Z&ELICH SDKE F7t5tH &
4 AEE HE5104 Lambdadl 2|3l 7IB &l &4 MOHEN 2 MOAHEE FIHE
&L XA LI 2 AWS Lambda 12|10 AWS X-Ray MM XML,

o)

o1

|
A

>

Ct2 o= S2H0IXIE S Aws B0l Chet $52 LI ol B8 S8 X-Ray7t ZE B0l
E HMsol Ciet 328 TAE £ aLIch £3 SQL CloEH0A0 Chet 558 TAE £ g

LICH

SDKE AL 37| AIStet 2of, 2l2Ci9t OIS 9018 A5t SDK S8 TAstaAL. B2ia0lS
H7bsH N B2 OIS MRsts HEE 2420l CHE CIOIEIE 7|6, 4B 72ig Hols A
Z2 S3tg TAstn, 20 BWS MusH B2 01 20| SDKOIM EAlEE M £58 £H
st A OlA

= T I\I\I=IL’|E|-

2ol tht 7 FEet ofZ2i7olMol 44 2 BlElE|olElolA sHe Ttelg JISFLICH FMe T
E| EEHAIL S ST 4 UTS QISAIE Dt 7| 3t W0l7| o, ST Hlo|EIE 233 £
OlAE ZME % &LICH HIEHIO/E =2 MEH0| oM JSONSZ XHsHE 4 2= BE 2|
9t of20|E 7I=8 4 et

® F4 % dietoolg
744 2 HEFC|OIE = X SDKE AFS 3104 MIIHEO Z7hsHe Yolo| HAEQILICH FAR
ZE| E#A0IM A8 t7| 9Ioh I AEILICH HIEREIO|E s QI AE|X| SFX|BH X-Ray 24
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EEE APIE ALE5t04 HA| MaHENAM = & QU&LICH X-Rayoll CHEr 217] AM| AT o4 El
A-&XtE ST Lt Ol CIOIEHE = =+ JUA&LICH

FEo| #IE ZEt0|HUET HOo| CHH, 7 HE ZEI0IMER BHE Z4 XY 2 £ 0| ot ?| MOHEE
iEez Eftste ¥ MIHE stLHE “._FZ = UELICEH AAS A X[ E ot 2| MaHE o] 2EH0[AE
ZEE el st MOHEE =86t 25T & J&LICH A gL EE 2= FE0ol it
AEX XIE st MAHEE BtED, 49 MaHE 2ZE RE Me chdd st M2HEol HEtH| o]
Eet =ME 7|58 & &L

T M

Go& X-Ray SDKE AtE3tE{H Go 1.9 0|&f 0| L &fLch
SDKE Hutd o A3 AlZh Al CHE 2tolEE{2lof o|E & LC.

« AWS SDK for Go H{7& 1.10.0 0|4t

Ol248F 442 SDKS| README .md T A MAELICH,
SDKE CIRZCFoMH EME ZHUM EES D SAES0] ¢ EEIRX MM £LC}.

1. $GOPATH/src/github.com/aws/aws-xray-sdk-go(Linux EE&= Mac) C|EEE| E&=
%GOPATH%\src\github.com\aws\aws-xray-sdk-go(Windows) ZHZ 0|&

2. godoc HHEES AYELICH
$ godoc -http=:6060

3. http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-go/0lX EEtRX{ 47|

Go& X-Ray SDK 74

Configureg Config Z{x|e} &7
SDKoi| Cigt T+ xIHe = A&LICH %70 b

g LICH

stod =7 ||:|_=|_¢_§ &5l Go& X-Ray
= Config &{2Ct 24
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THERE QLA

Sections

MH|A Z2{3¢

plugins& AL&35t04 O EE|F|0lME 5 ARst= AH[A00 CH

0x
M
u
=N
E

Hu
oN

i
0%

configure AF&

R

« Amazon EC2 — EC2Plugin QIAE

» Elastic Beanstalk — ElasticBeanstalkPluginO| &% O|&, {7 ol

« Amazon ECS — ECSPluginO| Z4E{0|L IDE F7}&fL|ct.

Ct

HL

>

CloudWatch Logs 1
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THERE QLA

Segment - Scorekeep

Overview = Resources |

Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name scorekeep-cmh

EC2

Availability zone us-east-2¢
Instance 1D i-0355683d15d1471728

Xray

Runtime version 1.8.0_1M

SDK version 1.1.0

Runtime OpenJDK 64-RBit Server VM
SDK X-Ray for Go

£c{3QE M8stedH oS WX & stLEE 7HMHELICH

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"

Zt Ze{aelol=s E2{a8 2=ste BAXM Init() &+ ZE0| U&LICH

Example ec2.Init()

import (

os
"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"

)

func init() {
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// conditionally load plugin
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

}

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",

1)

SDKE E2HQ2 MHE Ar835t0d MOHEO| origin HEE MHHSI7|E &LICL Ol
Zl7lo|ME AMESH=E AWS EI/\/\ S8 LIEtALICH ofg] EQI2 M85t B SD
ElasticBeanstalk> EKS> ECS> EC2 =A{Z &°Ql5to{ 2 2|ZIS Z™EELICT.

o
__
A (K

rir

= METY AES A85t0{ 7IRE S AYELICH 7|2 #&2 of
ZAREM 2EE FH5tD, 2 MH|AHM F7F FHO| 5%E X-RayZ2 FM MEFLICH X-Ray 2
£0ilAM F7t #EI2 d45to] ZF of Z 2|70 Mof| CHall 7IF £|= C|O|E 2| &2 AFE A X|I-H g LICt
SDKE ArEAt X|H #AIE HolE = MU ZE M LICH 30| o{E] AFSA X|IE #2130 dR[sts 8
< SDKe & i #3ek MEFct
(@ Note
SDK7I ME3 732 71X 7| 28 X-Rayol| ¢1Z2E = gis <, OiE X BHmj 28 54
EQ F7I 2809 5%0{ CHet 7|2 2 FEIoZ T|EotZLICH SAETJI MEZIAPIE 2
&8 £ Qe HEto| @i7HLE, X-Ray CHE(daemon)ol| 448 &~ Q18 A< olz{st A& o| &
M == l1 0| CHE(daemon)2 SDKHIM =& 8 API 21 S E0i Cist TCP ZEA| U S
gt
JSON EMM MEZ 7E2 EX2E S SDKE #HE =& U&LICH SDKE X-Ray MEZ S Al
SE £ 92 B2 24 22 Yo ZE M85HL, 22U A2 ME2ZE A8E = U&LICH

Example sampling-rules.json

{
"version": 2,
"rules": [
{
T4
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"description": "Player moves."
"host": "*",

"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05

}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

}
ol oAl stLbol AFSRE X1 TFAITH 7|2 Al MOlFLICH A XY FAIS A4 28 2

£ 910 5% MEZZ HIEE /api/move/ ot2l ZZof| M&tLICt 7|2 #2I2 O 2= X1t F7}
QO 10%E FHFLICE.

242 720 Holg o] B2 1™ CHA 0| X-Ray MHIAE &3 El= CHe

HAHE SEMo=2 MEFCE JLIch ZAEE HO|HIZg+8 1 -é"-Eﬂ 371| ’<l:Ho+7I EEH

20l 7|8 zl= dlolE{e] & AMo{5t7|7F o{Ed K RILICH.

mbda@i&LICH FEE MEIATL 48 E &t R i

O| Lambdadl 2|3 7|SElLICt &M F£Ho| &85t 51 Ex
2 Ad™d2 ELCH

oM MEZ ST E £+HE = AWS La
MH|A0AMH ME 2 &
O|A 37t el B Lambdaoi A /4

BHod 7 =|2 XN|&35t2{™ NewCentralizedStrategyWithFilePathE AI&35t01 2 MEZ
JSON It 72|z Ct.

3

M
>

Example main.go - 2Z
s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local

sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

EZ =0 A83tE24H NewLocalizedStrategyFromFilePath& At83toi 2Z4 MEZ JSON
tdS

Example main.go - M{Z 23 H|& M43}

s, _ := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local
sampling json
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xray.Configure(xray.Config{SamplingStrategy: s})
22

(® Note
xray.Config{} EE¢Ql LoglLevel ! LogFormat2 H% 1.0.0-rc.108E{ At& FX|E/LIC}

X-Ray= 222 /5 CtZ QIE{HO|AE AL ELICH 7|2 E7{= LogLevelInfo O|4H04 A
stdoutOd| &L|Ct.

type Logger interface {
Log(level LoglLevel, msg fmt.Stringer)

}

const (

LogLevelDebug LoglLevel = jota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)

Example io.Writer0i 27|

xray.SetLogger(xraylog.NewDefaultLogger(os.Stdexrr, xraylog.LoglLevelError))

238 HE AE5H0{ Go& X-Ray SDKE 7Y + &LICH SDKE CHE #H+& X[RELICH

« AWS_XRAY_CONTEXT_MISSING - &

Atd A= MHET gis 89 #HE 7EE ZETHHIOIEHE
7|Sstedn & m YdstE o Rl x|

5t248 RUNTIME_ERRORZ AdXdgfL|CtH

B 2k

RUNTIME_ERROR— THE} Q] 04 2|7} gh a4 & L|C}.

Fol

o
T

|S st ASELICH(ZIE2L).

LOG_ERROR- 2FE 7
IGNORE_ERROR— 2 FE FAlst1 HSELICE
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UZ 2HOo| Qe M A™MEIE AR ZE = M ABEE MMSE ZEMM ASE ZCH0|MEE
ALE35lEiD ot B FEE MOHE = 5t MOHESN 2HE @77 dhME £~ &Lch

« AWS_XRAY_TRACING_NAME — SDK7} M|IHEO| AF2St= MH|A O|E2 MAstL|Ct,

« AWS_XRAY_DAEMON_ADDRESS - X-Ray CHE(daemon) E|A LS E
O E SDKE 127.0.0.1:20000] EB|O|A C|O|E{E EHL|CH CHE ZEO
CHE(daemon)2 488t R E=CHE SAENM A™M 52 B2 ol H-E AFSFELICH

« AWS_XRAY_CONTEXT_MISSING — SDK7} F2tEl ZHEHIAE g
MESHLICH Q2 MO G2 | AR ZE EE= M ABEE MMStE ZEAM FMHE 2210
E M85l2{1 e B FEHE MOIHE E= 3¢ MOIHES}N 2T @ F 71 L ME &= &LICH
« RUNTIME_ERROR - 7|2XM2o 2 SDKE HEIY of| 2|2 MMStEF MHEE|o] U&L|Ct.

« LOG_ERROR - @FE 7|55t A&ELICH

x
4>
Rl
N]
o
H1
I

ok
N
T
4>
rr
kU
[N
2
X
Al
H
ofn
oln
o
§¥
fjo
Pl
0%
lo
o
r
o

Configure HMEE AI&30{ Go& X-Ray SDKE #+48& =% A&LICt Configure= Config
HMete stetel eI+ E& Chg MEiA T ot BH 7S LICH.

DaemonAddr

ol 2xtY¥ 2 X-Ray CHE (daemon) 2|4
E AWS_XRAY_DAEMON_ADDRESS &t73 t4~0| Zt2 A2 %
"127.0.0.1:2000" At2&fL|Ct.

ServiceVersion

Lol 3AE Sl X E S X[HELICH X[Hstx| 2™ X-Ray
= LICH siE gfo] M x|o] UX| Lo

ul

Ol EXtE 2 MH|A HEE XIHELICH X|H6HK| i 2 X-Raye Bl 2AE("™)S AHS Lt
SamplingStrategy
O| SamplingStrategy Z{Al|= Edi|o|Akl= oiZE[70lM &S XIEELICH x|IH
M X-Ray= xray/resources/DefaultSamplingRules. json0ll HO|El MEE JIKQE
LocalizedSamplingStrategy S AFS&fLCH.
StreamingStrategy
Ol StreamingStrategy Zi%|= RequiresStreamingO| trueE HHetet | OIHEE AERIEX|
0{f & X|MELICt XI™5tX| oM X-Ray= ot? MOIMHE =7t 202Ct 3™ MEZE HMOIHE

£ AERISIE DefaultStreamingStrategyE AFEELICH.
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ExceptionFormattingStrategy

Ol ExceptionFormattingStrategy ZiA = 048] o |E AME|st= WHS X[HELICH X[H5t
X| oo™ X-Ray= DefaultExceptionFormattingStrategyE error 89| XrayError,
LF HAIX| & A4 Fx{0t 374 ALSELIct

Go& X-Ray SDKE =4 HTTP 2% A F367|

X-Ray SDKE A+&3t04 O Z 2|7 0|440] Amazon EC2 AWS Elastic BeanstalkEE = Amazon ECS2]

EC2 QIABIAON|M REIStE A HTTP ¥ 8 FME = /J&LCH

m

xray.HandlerE& At&35t0 =& HTTP EE -_r“ééi LICt. Go& X-Ray SDKE xray.Handler
ZeiA0M EZE Go 2H0|E28{2] http.Handler QIE{H|O|AE 731504 ¥ @S 72 MLICE
xray.Handler EcA= QLEO| HHAEE ME5ID, =AM SHE & 2M5t, st 3¢ 8F
SIH& F7t5t0{ xray.CaptureZ M3 E http.HandlerE &5t HTTPH EQO|A HEE M
St

Ol 2EAE AFESI0{ HTTP 7 U SE2 XE|5HH Go& X-Ray SDKE MEZE 2 o CHEE Al
OHEE MMEILICE Ol MIAHEON = HTTP 82| AlZH HIME & Hix|7} Z&FELICH F712 74
5l O| MlOHE | 619 MOAHE 7} MAI=[L|CE

(® Note

AWS Lambda & 2| B2 Lambdac= 2!
8t LI 2 AWS Lambda 12|17 AWS X-Ray MME XM L.

MH

CtE oAM= ZE 80002 2 E 7IEAM T "Hello!"E& SEH2E gt LICH myApp MOHEE M
det ofE2|7olME Sl ZES FHELICL

Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))

1))

http.ListenAndServe(":8000", nil)

EINEEXE 316



AWS X-Ray THRE OHLEA

Zt MIZHE|= MH|A B etoil A o Z 27| 0|ME AEstE 00| &Lt o] MaHELQ| 0|F0|
YHo 2 XEE|ZT stHU, =&l 289 ZAE FHE 7|22 SDKIF 8ML =2 0|§=

S INES i 3
£ 74 + A&LICH M 0|& XIEE AI8stH - i I°._ O|§ol et 2§ =Xt Ol
O ol &} miHnt LRISHX| &fE B(o: ZAE &7t =€ B2) 7| Ol§E MEE + U&LICh

2CE WHM E= 7B SIHA7E ol EEIAIO|Me 2 @EE MY SHE 8%, X-Raye IP THZ! LY
AAIP7} ot @& 9| X-Forwarded-For SIHHE25E| Z210|ME IPE 7}X{SL|C}t. et
El ™o cis 7| E Z2to{HE IPE YEXE £+ U2 ZE JMZ|SHH oF FL|C

Ho| MY | SDKE MIHEN F7F ZHEE MESH04 0|2 LIEFLICH MOHEO|
x_forwarded_forZ MHEE true =7} L& El A< Z2I0|ME IPE HTTP 289 X-
Forwarded-For SIHHZ8E 7} XS LIC}.

oY 0
OII

dHSHE O &

ﬂIIIII

F

rr

http EE22 ZF £41 28of| it IHEE MAdstLC.

oo
[e]]]

£

- HTTP HAE - GET, POST, PUT, DELETE 5

. ZolololE F4 - @8 Ma# ZatolplEo P Fa
. SE F= - 2 E QHO[HTTP 8§ 3.

o AlZH- AIRE AIZHRA +4l) Y BE AIZH(SE HB).

« X AO|IME — @M 7IX2 user-agent & L|C}.
C

- EEI= 20| — 8E 29| content-length@lLIC}H.
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MHE o|F X|E ™M= 7

AWS X-Ray = AH|A O|&& AHE35tof ol EEI70|ME AlEst 1 o E2[7H0|M0| ALESt= CHE Of
Z 2|7 0|M, Hlo|E{H|O|A, 2|5 APIs 2 AWS E|AAQL FEELICEH X-Ray SDKE 41 Q&0 Cit
NIHEE 488 W T MITHEQ 0| Z=of ofE2|7H0l4d9| MHH|A OI§E 7|FELCH

X-Ray SDKE= HTTP 28 32| SAE O|F Flof MOIHEE XIHE = A&t aeiLt o sl 7t
IZE[M MH|A Hof o 7|X| &E 2 =7 Ylieh = UELICH /IZE ZAE FHI ZEE QEeR
215 SDK7t #ZRE! MIHE O|F 2 X|Yste &2 UX|stE{H E0ie 2% 7|2 0|§2 R

ati of & LCt.
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TR QLA
of Z2|7|0|M0] ot =HIRle| 2™ E *Elst= 2, X 0IF X|™E T™MEE AL835t04 0| MaATE
O|F0f gtFst = SDKE 78 & U&LICH S 0|F X|H TS ALSotT SDKTG o & miE

URlste E ZAE O|FE A8t 2EX| g2 20 7|2 0|§2 M8Y + AUA&LICH

—te

o€ £0, 5tLtS| o Z 2|70l 0| Ml 7H2| &t =Ml (www.example.com, api.example.com,

static.example.com) 0 LEE MEE = U&LICE *.example.com EHSE S5 0O|F XIH
MeEFg A835to] 2 SHel=melol HI OMHEE MZ CHE 0|E2 2 EAISHH MH|A Bol| MH|A =E
74 Al 70 AZILICE o] THEH | 2| ot= SAE 0|2 20| oHEE|FH 0| = AE[TH, A8 X7 K]

Het oA ol 2] Wl Hm =7t HHIé ol T AIELICH
DE QE MIHE Z2 0[S MEstcdH O™ Ml Zro| S HE W EE M ol E 2|7 0] O
g2 xIgguo

A0 Ho|st 7|2 AMH|A O|E S AWS_XRAY_TRACING_NAME &7 H=2 Al235l0d RiE Q]

S 0|8 XY M2 S AE 0|F0| Yx|aHoF ot TE L HTTP 2% 3AE 0|F0| HEH
o UX|SHK| f= B2 MEE 7|2 0|12 MolgLIch MOIHE 0|§2 SXMe=E X[HstE{H
NewDynamicSegmentNamerE At&36t0{ Yx[st= WE L 7|2 0|2 FHELICH

QYO ZAE O|F0| *.example.com WE I} UX|5t= B SAE O|F2 AFSELICH OFX| &t
(=)
—

func main() {

http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamex("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]byte("Hello!"))
1))

http.ListenAndServe(":8000", nil)
}
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Go& X-Ray AWS SDKE AIE35l0{ SDK & &

7LE, CH7|€of| AL 7LE, 232 E LA Go
FMELICH Y MH|A(0d: Amazon S3
WS MH|A ! 2|[AAE X-Ray Z2£2| F

mM
Ral
oﬂ
9'|_|

OHEZ2|7|0|MH0|E =& AWS A{H|A 3l04 O|O|E
& X-Ray SDKE 5t MOIHEHM CIRAEE
HZ! EE= Amazon SQS CH7 () LHO| M HM[ASHE FE A
X QHoi| CIRAER| = EZ EA|ELICH

Io
Hu
Fol
= m{»
m|o

AWS SDK ZZI0|21EE Ef|o|Aasted™ CHS oflQF 20| xray . AWS() &2 S2t0|HE Z|E i
Zighuct,

Example main.go

var dynamo *dynamodb.DynamoDB

func main() {
dynamo = dynamodb.New(session.Must(session.NewSession()))

xray.AWS(dynamo.Client)
}

JH CHS AWS SDK Z2CI0|GIEE AMEE M 2 5
S0l MY E http.Request A 0|AM contextE d%*i*l—llif.

Example main.go - AWS SDK £ &

func listTablesWithContext(ctx context.Context) {
output := dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})

doSomething(output)
}

MH|£ she| Elgfoi| CHa A

DE MH|&2| B2, X-Ray E2&0MH ZEE APIS| 0|2 2 + J&LICH
P MIESHE MSE LI

£ X-Ray SDK7I MaHEO| HEE F7t6to] AH[A HoilM F7

o & £04 A= El DynamoDB 2ZI0|HENAM 2 S £ Hd5l= B2 SDK7I SH HIO|IES CHY
oZ 3t XX 5&0f CHsH EIOIE O|E2 MOHEO FIHELICH 220iA, Z EH0o|E0| IH L E2
MH|A 2ol ZAIZE|D, EE EO|22 T 22 5K 2t 2 &Y &0 CHaH Y8 DynamoDB = E7}
T AIELCH

Example & =2 XM&5t7| ?/8t DynamoDB 2% S &0 Cit 5t MOHE

"id": "24756640c0d0978a",
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"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"DynamoDB",

"aws",

"name":

"namespace":

"http": {
"response": {

MMELIC S5

Ml 0 CHE Ut = =7} Mt

"content_length": 60,
"status": 200
}
I
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
HHE 2|AhA0] HMAE M CHS ME[AE EEE E2 MHHIA Yol £ =E7}
BlAAE CHMOR 5K ofE WP MHIAE XY 355 82
CH.
« Amazon DynamoDB - E{|0]|& 0|&
« Amazon Simple Storage Service -tHHZ! 2! 7| 0|5
« Amazon Simple Queue Service — CH7|Y 0|&

Go& X-Ray SDKE At835t0{ CH2 AERI HTTP & MH|A0| CHEt & &=
571

OHEZ 2|70l M0| OFO|Z 2 MH|A EE= H{EE] HTTP APIE &35 CHS of|A|et Z 0]
xray.ClientE AFE35l04 O|E{et ZE£2 Go OHEEIZH0|M| 6t MOAHEZE FHE = U&LICEH
O| ol M|of| A http-client= HTTP E2t0|HE ILICEH

Z2l0|MEE xray.RoundTripperZ eHZE 2I2EE2|Het &7H 7[£270|
http.DefaultClientZ2 ML= HMSE http 2CI0IME Q| & SAE S MELICEH

Example

<caption>main.go - HTTP £ 20| E</caption>

myClient := xray.Client(http-client)

L1
™

FATHTTP 22
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<caption>main.go — ctxhttp 2} O|EE{2[E AtE5I0{ CIRAER HTTP & &2 FAELICH</
caption>

CtE M= xray.ClientE& A& 35H0q ctxhttp 2tO|E 22 & A HTTP 2 S &2 HSEELUICH
AER SEMM ctxE MY E = UELICH Ol 7|& MOHE HEAEI MASE|EE EFFLICH
0 & £04, X-Ray0l = Lambda &< LHol M MZHEE M8 £+ glez 2 J|& Lambda MIHE
HEIAEE AFS 8l ofF &Lct.

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

Go& X-Ray SDKZ SQL #2| Fxs}7|

PostgreSQL == MySQLO CHEt SQL E£ & EBI0|ASH2d CHS 0d2F 20| sql.0penod CHE
xray.SQLContext 2&E2 WAFLICH 7tsstH 78 EXAHE CH4&l URLE AFSEFLICEH

Example main.go

func main() {
db, err := xray.SQLContext("postgres", "postgres://user:password@host:port/db")
row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal

ba!

Go& X-Ray SDKE AIE35t0{ ALEAt X|H 612 MIOIHE M-d517|

59| MIBES S50 MIHES BE5tod
EABLICH ABElE 2at0lE0M A 55

MEE JISBLICH 27} 519 MIHES 4435t0{ CHE 9| MIHES TBSH5HALE, I= Mo
M= b

oco=

o
Botst AL, =M A HEIEOIHE 7ISE + &LICH

Wy FO

HE Melet7| flsl 2tz & 2ol Cieh M7 SEE
[HOFCE, X-Ray SDKE 5t MITHE oro| Y&El

H =2

ol

=]

O

oo

Capture HIAMEE ALEst0{ & FHoi ot MIHEE ddfLCH

Example main.go - At X} X|d 5t MOIHE

func criticalSection(ctx context.Context) {
//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {
var err error

section.Lock()
result := somelLockedResource.Go()
section.Unlock()
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xray.AddMetadata(ctxl, "ResourceResult", result)

242 Scorekeep OHEE|AH 0| M0 CHEF =01 saveGame 5t MIAHET} LIEILE= B

¥ Scorekeep awWsE

Scorekeep 200 39.0 ms

aa

DynamoDB 200 6.0 ms
DynamoDB 200 5.0ms
DynamoDB 200 50ms
DynamoDB 200 6.0ms

#8# GameModel saveGame - 14.0 ms

[ < I < I <

DynamoDB 200 50ms
DynamoDB 200 8.0ms

Go& X-Ray SDKE MIHEo|| F4 & HEIC|O|E{ F7}5t7|

o
Ray SDKOIA MAMstE MOHE TE= AF2AL7F MAstE AL AL
HOIEE F7tE == JU&Lct

74 2 lEFCIOlE{2t BT 23, B S OfE I 0lMof CHEt &7
N

FME BRI, A EE B2 20 A s 7128 Ho{ULICH A2 EHE EFHAMM AFE

5t7| 25l QIR AELICH FMH2 2£0| EBO|AE JIE5HE M A2 E IOIEHE 7|5 35H7HLE
GetTraceSummaries APIE 2 S E& [ AIESHMI2.

HEICIOIE = A L =52 &6t 2E 8o 42 7I1E £+ e 7I-2F HO{X|PH, =El EFH A0 A
2 £ U E QHAL|X|E ot&LICH Edio|Aaof MH{EST AIX|EH AMol|= AF25HR| b2 =71 o

O|E{= HIEICIOIEIE A8 3t0] 7|F st MAl2.

MIHEO|= =40 HEIC|O|E Qo AEX}E ID EXEE 7|8 = U&LICH AEX} IDE MOHE
ojHr Lo 7|SEH AMEo 2 QIEAL|X| o&LICH

LS H

Sections

+ Go2 X-Ray SDKZ FM 7|E75}7|

« Go& X-Ray SDKZ M|E}H|O|E 7|5 5}7|
« Go2 X-Ray SDKZ AIEX} ID 7|46} 7|
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https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
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M Q7 AE

« 7|-X-Ray 42
Lt 7|2 & MEE

ﬂ
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™
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N
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I
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O|L} Or&E(.) 0]2|2| S&40]

« 2L - X-Ray #49| zt2 %[0 1,0004te| fFLIZE EAHE Z&E + U&LCH
- &M - Effo|AaT z[Cf 50712 FAE A8 & UsLICH

xray.AddAnnotation(key string, value interface{})

SDKE MIHE A2l annotations ZiAM|of £ 7|-2f W2 Z7[S&LICH SYE 7|12
AddAnnotationg F H S E5tH SUE MIHEH HZYHE &/ S HoigLICh

EY 2 Z&E M0 U= EBO|AE #2B{M annotation[key] 7|HMEE ZE{ EF A0l A
3t alA2.
Go& X-Ray SDKZ MHIEIH|O|E] 7|&3}7|

.

HIEFCIOIEIE At 3o Z{MB o2 Ity

sk

27t gle MOHEN HEE B2 o

FI

HEIHIO|EHE BllZE5le{H M aIHE R} ¢18E HIEIH|OIE{E X &5t 2RI &7
AddMetadataZ E&%&LC}.

0

xray.AddMetadata(key string, value interface{})

Go& X-Ray SDKZ AHEX}ID 7|E5H7|
ArEXHIDE ™ MOHEO 7|55t0d 2HE B AFSKIE AlgEErLCt
AEXHID 7|15 ¢

1. AWSXRayOllAM #xH MaHE CHEt

ok
Di
mlm
N
>
-l

Iio
r
fal

import (
"context"
"github.com/aws/aws-xray-sdk-go/xray"
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mySegment :=
AEXo| 2XY IDE setUserE 2 = &&LICE

xray.GetSegment(context)

mySegment.User = "U12345"

AEXHIDO| EBO|AE B OB, user 7|REE
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Java &
Java OHEEI701ME =510 EFO]AE X-RayE M3t Wl = 74x|7F QaLich

« AWS Distro for OpenTeIemetry Java - AWS Distro for OpenTeIemetry CollectorE &3l & #-2tH|7t
AEeE K|E L EBO0|AE Amazon CloudWatch AWS X-Ray2! Amazon OpenSearch ServiceE Z &
2t 042 AWS ELIEZ £F Mo 2 HE57| fIEt 2E A4 BlO|EEE| MEE NS5t AWS Hi
Z Lt

« AWS X-Ray Java& SDK - X-Ray HIE 2 S3ll ECI|0|AE MH5tT X-RayE M&35H7| I8t 2tol=2
22l MELICEH

KEAMIEE LI AWS Distro for OpenTelemetry2t X-Ray SDKs S0{A AMEH EHE R X FHAIA

AWS OpenTelemetry Java& HHE I

oI

AWS Distro for OpenTelemetry(ADOT) JavaE AtE35tH O Z2[F|0|ME B H A &St of 2t EAH[7t
Ae X|E L FXE Amazon CloudWatch AWS X-Ray, Amazon OpenSearch ServiceE E & 8t 0424
AWS Z2LIEE &R Mo 2 MEE &= U&LICH ADOTS &7 X-RayE AL&StE2d{™ F 7tX| 28

A7 EHEHLICH X-Rayet &7 AF& & £+ /= OpenTelemetry SDKQt X-Ray2t &7H AHEE = Q=
OpenTelemetry Collector& /8tAWS HiZEIL|CH ADOT JavaOll= A& A& X[ 0| ZF K04 Of

7 0|MoMd 2= #F gio| ECfo|AE TEE + U&LICH

—_

AA

o

AlZtetEd8 Java® OpenTelemetry AWS HIZ ZH MHMHE X5

AWS X-Ray & 7|E}oi|A{ AWS Distro for OpenTelemetryE AM8 3t ol CHEF AHAMIEH LIS 2 AWS
AT &
= O

Distro for OpenTelemetry EE= AWS Distro for OpenTelemetry MEME AWS MH|AEZFHM| 2.

240 X[ A AL ol CHEF REMIEF LHE 2 Github2|AWS #HEEHE A A stM 2.

AWS X-Ray Java& SDK

Java& X-Ray SDK= E2|0|A H|0|EHE M43t X-Ray CH= (daemon)0d| ELHZ| €/8F E2iA 2 O
MEE M33ste= Java 2 OfE2|7H0|ME 2tolEed2| MLt EBfo|A T|o|E{o= o E2[7H0|M
M AMS5tE 4 HTTP %1t ofZ 2|7 0|440] AWS SDK, HTTP 220|1E &= SQL Hi|O|E{H|
O|A HYUEE ALE5t0 R AER MH|AM s&stE &0 CHet WEJF 2 gt £3t =82
EMIHEE 44510 ClHO HEE A4 & HELH|O|EHol| FIHeE = U&LCH
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https://aws-otel.github.io/docs/getting-started/java-sdk
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https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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Java& X-Ray SDKE 2 4
gl =

EMEQIL|CH T2MEE [ 2 1 GitHub(github.com/aws/aws-
xray-sdk-java)oil A 2| =2

AwSXRayServletFilterE MEZ! ZE{ZE F7t6t0{ £l 2% E|0[AE AZELICH MES EH
E{7t HOHEE WEELICH MOHET} HiE{ U= S2toll= SDK 220|UE Q| HAMEE 0|88 ™
HE NMIHEO F7t6t10 ot MOIHEE CHSO0{ CIRAER &S EB0|AE = U&LICH EF
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MavenOi A Java® X-Ray SDKE CI2ECE g £ QI&LICH Java® X-Ray SDKE AL AlEiHE 512
DEEZ LFH HY &E2l8 BOME =

« aws-xray-recorder-sdk-core (E%) - MIHE dH U NIHE HMEES ¢t 7|2 7|s.
Mo Fde8 8t AwSXRayServletFilter& Z&#LICH

« aws-xray-recorder-sdk-aws-sdk - & AWS SDK for Java Z2I0|M1EE QHE HEHE F
7t5to{ E22I0|AE M AWS MH|A S-E S ES HASELICH

« aws-xray-recorder-sdk-aws-sdk-v2 - £ Z2|0|HEE
SDK for Java 2.2 0|4 ZCI0|E 0| AWS MH|A £H-EI S &

* aws-xray-recorder-sdk-aws-sdk-instrumentor - aws-xray-recorder-sdk-aws-
sdkE& At&3t0o{ ZE AWS SDK for Java ECI0|HEE XIS E A SFELICH

* aws-xray-recorder-sdk-aws-sdk-v2-instrumentor - aws-xray-recorder-sdk-aws-
sdk-v2E& AL83tH ZE AWS SDK for Java 2.2 O|4 22I0|HEE A2 2 A EFLICH

« aws-xray-recorder-sdk-apache-http - Apache HTTP 2Z0|1E oM MAHE 2 A HTTP

ZES FEELICL

« aws-xray-recorder-sdk-spring — Spring AOP Zoi 3 ofZ 2|7 0|Me] QIE{MEIE MS
ot

« aws-xray-recorder-sdk-sql-postgres — JDBCO|A A El PostgreSQL | O|E{H| O] A04| CH

st A EES FEELIOH
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-core/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-apache-http/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-spring/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-postgres/
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« aws-xray-recorder-sdk-sql-mysql — JDBCO|A{ 244 El MySQL CI|O|E{tH| O| A0f| CHBF &f Al
SES FEELULCH

« aws-xray-recorder-sdk-bom- 2 E 5t¢ ZE0| AASE HHE XIHst= O A E = U=
BOM2 NS &hLCt.

« aws-xray-recorder-sdk-metrics - = &E X-Ray MIHE|MH HEZE|X| &£2 Amazon

CloudWatch X|EE A A|gL|C}.

Maven EE= Gradle2 AL&35104 O ZE2|A0|ME HESHE 42, EE 740 Java& X-Ray SDKE F
7h&rL|ct.

FH&Al

OII

SDKOo| EeiA L HME CHet & E EM= Java8AWS X-Ray SDK AP| Reference® & =x
o

—_—r .

QLT ME
Java& X-Ray SDKO{|= Java 8 O|4}, Servlet API 3, AWS SDK & JacksonO| & L|C}.

SDKE Aut & A=~ Ak Al 5 2tolE2{2lol ol E 7Lt

P

« AWS SDK for Java B 1.11.398 O|4f
» Serviet APl 3.1.0

SDK2| pom. xml Tt MAHE|H Maven EE £ Gradle2 AFE35t0{ UESHE AL

Java® X-Ray SDKOI| Z&El 210[=2{2|E AFR st S TEE HME A3k ELICH oS
0f A% Alzt Al 0[0] Jacksonoll ©|F 5T BT E4AS 9I5H HIZ 0 JAR THUS T A|ZI HRol=
SDK JARO| Xkl B{F2] Jackson 2HO|ZE{2IE Z&5tDE O|S JAR THUS X 7sHok LTt

S 2

Java& X-Ray SDKE MavenOil M AF & 4= &LICH

« & - com.amazonaws
« OlE|HE — aws-xray-recorder-sdk-bom

e HHM-2.11.0
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-mysql/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-bom/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-metrics/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc
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MavenZ2 AtE35t0{ O E2|7H|0|d2 HEstE B pom.xml It U0 SDKE SEE2 2 FIHEfL
Ct.

=

Example pom.xml - &4

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-aws-sdk</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-aws-sdk-instrumentor</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-sql-postgres</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-sql-mysql</artifactId>
</dependency>
</dependencies>
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GradleQ| Z<, build.gradle T 0{ A SDKE ALY AH BEHHS R FIHELICH

Example build.gradle - 544

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")
compile('"com.amazonaws:aws-java-sdk-dynamodb")
compile("com.amazonaws:aws-xray-recorder-sdk-core")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile('"com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")
compile("com.amazonaws:aws-xray-recorder-sdk-apache-http")
compile('"com.amazonaws:aws-xray-recorder-sdk-sql-postgres")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-mysql")
testCompile("junit:junit:4.11")

}
dependencyManagement {
imports {
mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39"')
mavenBom( ' com.amazonaws :aws-xray-recorder-sdk-bom:2.11.0')
}
}
Elastic BeanstalkS Al25t0{ OHEZ|AHIO|MS HIZ 5t B, EE E4 QA E X 85t= 2 o3t
Ol2E YS3tn YR EstE CHA! BRZ 8 M0LCH Maven & GradleS A8 3104 2-QIAHAE YE
& = U&LICH Gradle A HAIE 224 MEZ o Z2(F0|ME HESMAIL.

Java8AWS X-Ray AHS #HZ of o|ME

Java& AWS X-Ray XI5 #H& of0|HMEE

= £ £RMULICE o] olo|HME= MER 7|8t
HE|E O|F 04Tl of0|MEQ| ZE CIRAER
Apache HTTP 2%, AWS SDK 2% & JDBC
O|FMEE ZE &8 MOHEQ} 619 MI1HE
C}. X-Ray SDKe| 2 E 441} st
7t Z|ABHO| 2O 2 KHE £ QIE =

Asto| 7et L2340 2 Java ¢l OHEE|FH O|ME HSSt
Ut o E2|7i0| M1t X|HElE T3 Y 2tol=
Hof cHEt FHE X|HELICH o47|0ls OHRAER
2tOIHHE A& 3toqd BHE sqQL #El7F Z & E LIct. of
258t X-Ray ZHRIAE E AQ|E TA|of MupEhL]
|52 Java OO|HEMM H & AHSE £ UELICH o 0|HE
M 7220 MEE[RELICE.

H"\J

m

X-Ray 00| HME £F M2 MET! 7|gte| -8 Java &l O Z|7| 0| Aol 7+E e grLICt. of
Z2|70[40| HISZ I E MEotHU 2H-8H MH|IAZ H RRZELIX| &2 B2, SDKE

IS 7| 5
ABE +5 HASS Al DY + UBL
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X-Ray 00| ME £ 24 A|AE 0|3 EZ/(DiSCo)Z AFE 35104 TS ELIC} DISCo 24 AlAR0f A

MEE = = Java O0|MEE FH517| 28t LE A4 I LICH X-Ray HO|HMEE AFS
5t7| 9|5 DisCo= Olai TR= 9X|BF GitHubo| EH|0|X|ollAf T2 Eof CHah KHAIE| Lote 4
Ece

o) LICH 3 X-Ray OO|HELE 2HF5| QF AXQILICH A& AT E HL}, 7|04t 7L, ofjo|F
ofl CHEt 2N ®7|5t24H GitHubl 31T EIZX|E 2|5 W2 5HMIS.

HE ofE2l7iolM

eb-java-scorekeep MZ O Z 2|7 0| M2 X-Ray O0|MEER A EFE = U T Z™HE[U}&LICH Ol
gt 7152 o O|TET +=&SIE 2 ol HEX|ol= MER! HE{Lt B|ZH F40| Z& o] UX| &L
Ct. oHEE|A0|ME 2ZH0M A&SIHLE AWS E|AAE AL S0 A™StE{H ME o Z2|7H0|MHe
readme It U0] U= EHAHE [MHEMR. ME A2 AE5t0{ X-Ray EHO|AE Mgsts e ME

ol FEE[Uof Lot A&LICH

[o][]

A&l O Z 2[AH 0|0l M X-Ray AHS AHS Java (IO|MEE AlZF5HES

2

ChS Mt

2 AN

1. A& &2l 2 F0i| A X-Ray CHE(daemon)S A LICE XtMIEH LI 2 AWS X-Ray |2 EH#HE &

disco

### disco-java-agent.jar

### disco-plugins
### aws-xray-agent-plugin.jar
### disco-java-agent-aws-plugin.jar
### disco-java-agent-sql-plugin.jar
### disco-java-agent-web-plugin.jar

3. OHEZ|AH 0|M| JVM I7t TS 2 ZESHE S 5101 o0|HMEE EMStELICE s ste 4
2 -jar 2l 2o - Javaagent Q=& Hix|5Hof & LICE JVM Q& £HetE Z2MAE Java
A‘lH-IE AZEstE O AL F Tof Zpf|del3of et CHELICH FAAR XE2 AHE 52 MH

ZoHea ol dBEMHE H 3M1I9L.

-javaagent:/<path-to-disco>/disco-java-agent.jar=pluginPath=/<path-to-disco>/disco-
plugins
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https://github.com/awslabs/disco
https://github.com/aws/aws-xray-java-agent
https://github.com/aws-samples/eb-java-scorekeep/tree/xray-agent
https://github.com/aws/aws-xray-java-agent/releases/latest/download/xray-agent.zip
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4. 38 Z=% 0|F0| X-Ray 2&0i| EAZl= Y 4lE X|H5tE42 AWS_XRAY_TRACING_NAME &
A ¥ = com.amazonaws . xray.strategy.tracingName A|AR 42 MY AMAIL. O
&2 XI™stx| o™ 7|2 0|F 0| AFSELICH.

5. Mt == ZIEH|I0|LH{E CHA| A|ZFEfLICE OMl =41 @&t sHE CIRAER 3 Z0| FHELICE o
A AN TF EAIZ|X| fE A2 the section called “E A SHZ2"S EHZESHAAIL.

T4

X-Ray OO|ME &= ALt M3 E 2/ JSON T2 A MHELICH 7|[2XMo 2 o] It 0|F§0|

XIHE AL 224 B2 (0l resources CIE{2]) xray-agent. json| FE0f &LICE.
com.amazonaws.xray.configFile A|AEI SMS T4 mplo| MOl ot A|AR ZEE M504
2N melo| AFgA X|H 2&IE £ HE = A&L]CH

Cte2 74 Yol of AlJLCt,
{
"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,
"samplingStrategy": "CENTRAL",
"traceIdInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",
"awsSdkVersion": 2,
"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceIdInjection": true,
"pluginsEnabled": true,
"collectSqlQueries": false
}
T4 ArYS
CHg BOIAE 2t 4440 R 8 Zhol Cha MBELICH 44 0|82 DIAERE TESXIB 7] ha
SAHE TR K| AALICH B He U ALY S402 HHY 4 s 440 B oM 29lE
A B8 e AAE Y, 74 I Y =LUCh Eo g = e S0 ThE RMIEH LHE=2 & E
W4 OIS AESMIR. 2E TEE ME ALgrelLICH
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https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
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https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
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Maven ZEMEO0|A 2t B2 pom.xml I+U0]| CHS & HE FIH5HAML.

<dependencies>
<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
</dependency>
</dependencies>

Gradle Z2MEO0|M 2 5t= B2 build.gradle TtYoi CIS S MH 2 F7H6HAMIL.
implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'
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Segment - Scorekeep

e

Overview Resources

Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment 1D 20
Environment name  scorekeep-cmh

EC2

Availability zone us-east-2c
Instance 1D iF035583d15d1471728

Xray

Runtime version 1.8.0 1M

SDK version 11.0

Runtime OpenJDK 64-Bit Server VM
SDK X-Ray for Java

Z{30I2 AF835t2d™ AWSXRayRecorderBuilder0lAM withPluging EE35HMAIL.

Example src/main/java/scorekeep/WebConfig.java - 2| ZH

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());
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URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

}
}
SDKe £2{1Q d™E ME3%to MOHEN origin HEE H™H5H7|T &LICt Ol= oHE
7ol E AESHE AWS ElAA RS LIEFHLICE o ‘é 21212 AL 835t 42 SDKE
ElasticBeanstalk> EKS> ECS> EC2 =A{Z &°Ql5to{ 2 2|ZFIE Z™EELICT.
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Example sampling-rules.json

~

"version": 2,
"rules": [
{

"description": "Player moves.",
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"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

O| o0l M= StLte| AR K X' &0 7|2 &2 "olghLIch AFS A K-
= Q10| 5% ME2! £ /api/move/ Ol BZ2o| MB&rLICE 7|8 #EI2 oiX 2% ™ F7}

HIE
REO10%E FHELICL.

=72 Fxlo| Molg mol EEe 1M ChA 0| X-Ray MHIAE S B2zl thel, 2l2ciel 2 ola

E ;
E &5
Edéb‘éi S2Mo 2 MEECs JULICH ZAEE HBO| 285 1™ SE7F 374 S5t 7| m

mbda@i&LICt T EE ME|AT 8 S EStE F2 ol
Ol Lambdaoi| ofslf 7|SELICH g FHo| #d3tzn Exf
2 ZdEE UELICH

ME MZZ &£z E £ 4 AWS La
MH|AO0M ME 2
O|lA SH7tE el

Spring0ll M i #2IE XMBote{H +4 A0 M CentralizedSamplingStrategy & AH& St
0 M I HE T HELIC

Example src/main/java/myapp/WebConfig.java — 2l 2 74

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin());
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
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URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

P

2lAHE F7tetD o] ElALE HiE MY

[e]]]
rr
o

Tomcatl| 32 ServletContextListenerE &%t
Xtoll SE&Lct.

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;
import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;

public class Startup implements ServletContextListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =

AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
public void contextDestroyed(ServletContextEvent event) { }

Example WEB-INF/web.xml

<listener>
<listener-class>com.myapp.web.Startup</listener-class>
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</listener>

24 7= AH83t24™ CentralizedSamplingStrategyE LocalizedSamplingStrategy 2
Hb&E LICH

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

2

7|2XMo =2 0| SDKE ERROR =& I =& HAIX|E oEZE/70|MH 2O 2 £33

Hd =& 24 #3504 ECt & AMlEt E:LE OHEZI7o|M 20 ntd 2 £ # M'*LIEP =
t 21 =& 2DEBUG, INFO, WARN, ERROR, 2! FATALQILIC}H. FATAL 21 £&2 SDK7} x|HX =&
oM 245X 47| 20| ZE E1 HAIXIE F& A2l&LCt.

Example O Z Z2|71|0|M &7

logging.level.com.amazonaws.xray $8S AH83%t0d 24 &2 MAFLICH

logging.level.com.amazonaws.xray = DEBUG

CIHO 238 AI83to =522 ot 2| MOHEE HEE i DIz ot MaHES 22 ZEXME 4
He + A& L

20| FHID Y

ne i

M HE st EEHOI/\ IDE 21 20f EAlstz{H ofEE FIEt ZHEIAEMDC)O| sHE IDE F+&

£ &LICH HMEE SegmentListener RQUE{HO|AE AFE5t0] MOMHE = F7| 0|HE &
of X-Ray BlZHMM EEELICE MIHE E= ot MOIHEI} AZ /M HretE EBo|A ID7}
AWS-XRAY-TRACE-ID 7|E& At&3t0{ MDCO| FIELICH sHE MIOHEIL ZLIE MDCOM 7|7t &
7HEILICE o|EH 5t AHE 52l 22 2to|E2{2|ofl EBIO|A ID7F EAIELICEH 5t MOIHETF Bt
™ 23 D7} MDCO| F=IElLICt

Example H#3tEl EC0|A ID

H7stE IDE TraceID@EntityIDE EA|ELICH
1-5df42873-011e96598b447dfca81l4c156@541b3365be3dafc3

0| 7|&2 Java® AWS X-Ray SDKZ 74 El Java OHEZE|F|0| Mo R S35tH LS 24 +42 X|H
g,
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* Logback B =7} Q= SLF4J ZHE = API
« Log4J2 A= 7} = SLF4) THE = API
« Log4J2 W=7} Q= Log4J2 ZHE = AP

Z
4

[k

SLF4J Frontend

1.

CHX Maven 3548 T2MEo| F7gLICH

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-sif4j</artifactId>
<version>2.11.0</version>

</dependency>

AWSXRayRecorderE& 7+& & Il withSegmentListener HAEE ZE & AIZILICE Ol A
5t M EQilo]A IDE SLF4J MDCO| RS2 2 FI5HE= SegmentListener 22474 F7}
===

dgfulch ™

o
ol

SegmentListener= ME{X BEXlQ S ul2lOE{Z AFE3510{ log B HF Al
FAl=E ChE0 22 o2 248 = U&Lch

L

e QA2 — 7|2 AWS-XRAY-TRACE-ID MFAIE AtEHLILCE
« H|0{® g_HI-.-x}m'(oil "ME AFSELICH

2ol HolE ALEAF XIE HFALE AFSELICH

Pal
olo
Pal
Ral
|

Example AWSXRayRecorderBuilder HEE

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new SLF4JSegmentlListener("CUSTOM-
PREFIX"));

Log4J2 front end

1.

Ct2 Maven E&5ME Z2ME| F7HghL|ct

<dependency>
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>

</dependency>

2. AWSXRayRecorderE& T#H& [ withSegmentListener HIMEE L& AIZIL|Ct O|FHA|
5t A HtstEl EBIO|A IDE SLF4J MDCOH| RAE S22 FUsHe= SegmentLlstener Zch
A7F FIHELICEH

SegmentListener= ME{X AP E TEtO|EZE AHE35L0] log & HFALE T LICH
HF A O

FAS OIS 2 Yoz 788 + U&LCHL
« H[of JUS - I EXFLG(0l: ") E AS st HFALE FMHELICH
« MEXX|E - EXrLol HolE ArS A X HFAE AFS LI

Example AWSXRayRecorderBuilder BHE

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new Log4JSegmentlListener("CUSTOM-
PREFIX"));

Logback backend

-

Ezo|A IDE 21 O/HEM &estei™ Zt 22 Eo| HAlIE X|™Hst= 279
PatternLayout2 &3l of gHL|C}.
1. patternLayoutO| & 2IX|E H&LICH Ol U2 Z=2 32 HASZE = XML 7+

U S5 £BY + AALICH AMB LSS Logback TS AZHAAIL.

Lt SX{AWS - XRAY -
HAMSt1 leg LIE}

rol

2. O|% 2Z 2ol EQo|]Aa IDE & 5tEd™ patternLayout?] OP-'?'- =0
TRACE-ID}E ArQUgrLICH %X{}= MDCHIM NS E 7|1E AHE3H 2t
HLIC}H Logback®| PatternLayoutof CHEH REM|ISH LI 2 PatternLayout

o
o
A
ol

>

>__ >~
O

Log4J2 backend

1. patternLayoutO| #4E £
CC

o
2 34T 7N 1Yg S AR £3E £ s
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http://logback.qos.ch/manual/configuration.html
https://logback.qos.ch/manual/layouts.html#ClassicPatternLayout

T8 IUE Soll Log4)2E FHot= L0 CHEF REMEF LIB2 TS HRSHAAIL.

2O HAOZ | 0gs)2E8 FMHGHE WHol CHEF RFMIEH LIER T2 a2 gAaloz #
A2 FXSHAAIRL.

2. 0|& 2Z 2o EBo|A& IDE & 52{H PatternLayout Q| OFF OfL} SX{AWS-XRAY -
TRACE-ID}E ArgLICt OX{}_ MDCOAM MBE 7|18 AF26H 22 HAMstn UYUS S LIE}
HLICH Log4J22| PatternLayout0l] CHEF XtA|EH LHE 2 PatternLayout2 & & 35H &AL,

Egjo|A& ID F& oilA|

CI22 EBo|A IDE Z&E =5 +HE PatternLayout EAILEE EoiELICH EQo|A IDE A8
E 0|B(%t) Flol 2 21 Elt'E'(%—Sp) ool QIAfELIct.

Example ID &/0| /= PatternLayout

%d{HH:mm:ss.SSS} [%t] %$X{AWS-XRAY-TRACE-ID} %-5p %m%n

AWS X-Ray = &/ 7 & 248 = UL E 21 F0f 7|2t EYO|A IDE XS 2 QMg LICt CHS
2 =™ El PatternLayout2 AL O E8 2oiFE U

Example ID 0| JU= 23 &

2019-09-10 18:58:30.844 [Nnio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@lce7df03252d99el WARN 1 - Your logging message
here

24 HAIX| R A= THE smoll 222l 272 &8 ) MAELC
NI1HE 2|AL

MIHE E|AL{= AWSXRayRecorderOf o|af M E MIHEQS| Al Y B Z2 =

B F7| OHEE 712 £ = QUEHO|AYLICH MOIHE ElAL] O|HE &40 73

2 onBeginSubsegmentZ MME M 2E ot MOAHEN SLE TS F7I5H7ALL,
afterEndSegment& A&3t04 ZF MIOHEE O|20i| M&EF & HAIXIE 7S5t 7LY,
beforeEndSubsegment& At&3t0{ SQL QIEAME{7} & Et #EIE 7|F5101 5t MOHETL SQL
F2|lE LEtLH=X| &elstn, 20 FI7+2Ql HIEHH|O|EHE F7HEhLIC.

M* SegmentListener &+ S5 & 224 AWS X-Ray X-Ray Recorder SDK for Java API0| CH8t
MIEME FZSHAAIR.
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AH
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CtS oMo M= onBeginSubsegment & AFE5t0{ e M 2 E 6t MIHEN LRE FAE
Z7}6t10 afterEndSegmentE AFE5104 Z MOHE | Toi 21 HAIX|IE QMeteE HHE EoiF

LICE.

Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentlListener;

public class MySegmentListener implements SegmentListener {

@Override

public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}

@Override

public void afterEndSegment(Segment segment) {
// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

Ol AFE %t X|H M2HE Z|AL{E AWSXRayRecorderE &= & i & = ElL|CH
Example AWSXRayRecorderBuilder &

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

Ed HE AH85101 Java® X-Ray SDKE T4 = YU&LICH SDKE CHS WS X|ghLict

AWS_XRAY_CONTEXT_MISSING - €24 U= MOHEJ} Qe B FHE THE I =7 HOIEHE
7|55tedn & m Y5t o2l & X|5HE{H RUNTIME_ERRORZ A ELICE.

T

et &

ol

o
T

* RUNTIME_ERROR— THE}2| 0| 2|7} e MEhL|Ct.
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* LOG_ERROR - 27

=
=
« IGNORE_ERROR— @ FE FAl5t A& ELICE

« AWS_XRAY_DAEMON_ADDRESS — X-Ra y|:H (daemon) ElAL{C| ZAEQ} TEE MABtLICE
Mo 2 SDKE F™ H|0|E{(UDP)Q ME 0.1 Sgict
Eo|M =2l CH7 |t =5 CHE (daemon)E T88t AR E= OHE SAENAM A™ 521 42 ol Hp
E AMSELich

« SUBt LE — address:port
E —tcp:address:port udp:address:port

« AWS_LOG_GROUP-Z21 1E2| O|ES oiZc/Fo|MIt HAZAE 20 OFo 2 MHEELICL 20 1
E0| ofZ2|7o|Mat Ss AWS HHEH LU B|ME AIE85tE B X-RayeO0| XIHE ZEO 8 A
2350 ojE2|F|0|Me| MOHE CIO|E{E RIS 2 HAMEILICH 21 T80 CHEt REMIEH Lig2

2338 Y AER U2 HZTSAML.

« AWS_XRAY_TRACING_NAME — SDK7} MIZAHEO| A& AMH|A 0|52 MMHELICE MEE! ZE{e
MIHE 0| X|H TEFoi| MHEH MH|A Ol S Ao &L Ct.

B WA ool MNE SS8 AL &4 U gt MEolsC
NAE %4

NAR SAE B Haof CfEh WM XIS CHHIZ A8 4 ALICH SDKE CHe $48 Xl#st]
=

com.amazonaws.xray.strategy.tracingName — AWS_XRAY_TRACING_NAME2} S&&fLICt.

« com.amazonaws.xray.emitters.daemonAddress — AWS_XRAY_DAEMON_ADDRESS2} SS&f
L|C}.

com.amazonaws.xray.strategy.contextMissingStrategy -
AWS_XRAY_CONTEXT_MISSINGSt SS & LICt.

AAHE £80 28 HeI BF Y2 39 &3 M U0l ASELULOH o= EHE Z =0 dYE
2t 2 Yo gLt
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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Java& X-Ray SDKZ £l % FX{57|

X-Ray SDKE At&35t04 o Z2[7|0|440| Amazon EC2 AWS Elastic Beanstalk S = Amazon ECS 2]
EC2 QIABIAO|M REIStE A HTTP 288 FME = /&L

FilterE& A&stod =4 HTTP
Java& X-Ray SDK7} MEZ 2 El
Of A2+, HIME & Hi X7} 2 &

J_\,'_ 0)

HE FIELICH ofE 2|7 0440l X-Ray A= HEE F7tstH
2HO EHﬁH MOIHEE HGELICH Ol IAHENE HTTP 28
T 85t o| MAHES| 5t 2| MOHETH -G ELICH

in.
r
ful
i
_\,'_

(@ Note
AWS Lambda & 2| 32 Lambda= MEZZE ZF 2o Cial Al £ YELICH XHA
gt Li&2 AWS Lambda J2[1 AWS X-Ray AME X HML.

zt MI:LUJEOI MH|A B otod| A OHZEE|FH| 0|2 AlEd5t= O|& O] U&LICH ol Ma2HES| 0|0l
HE|EE 57U, =4 @HO| S AE F|HE 7|22 SDK7 8M2 2 0|§ € XIHSE
U&LICH 8™ 0|8 X|HE AE5tH ™o =M@l o|&ol 2t 2ES FX35tD 0|
o] | (e}
=

5tX| et2 A2 Z2E SC7 /IZE B2) 7|2 0|82 M8F =+ U&LICH

2 WHM E= 7B SIHA7F ol EZCIFAHIO|Me 2 @ E MY SHE B9, X-Raye IP THZ! LY
AA IP7} ot gt 39| X-Forwarded-For SIHE5E| 22I0|ME IPE 7KLt e
El 230 CHall 7|2 E 22to{E IPE YZE £ ooz AME[SHH oF ElL|C}

QHO| MY LM SDKE MIHE F7F &
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« X 0O|ME — @F0|M 7tX{2 user-agent & LIC}.
C

- ZHI= 20| — 82| content-length@lL|C}.

Sections
- OfZ 2|7 o|Mof =& EE| 5
. OfZ 2|7 o|Mol| = EE| F7}H(Spring)
« MOHE ol XIH ™

o
i
P
=

o & 2|7 0| Moi| 2] ZE F7}(Tomcat)

Tomcatl| AL, <filter>2 ZZMEO| web.xml It Y0i| F7t&FL|Ct fixedName It2}O|E{2 $=Al
LHEE e MMHE MOIHEN M MH|A 0|2 XIHIAAIL

Example WEB-INF/web.xml — Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

o & 2|7 o|Moi| =& EE| F7H(Spring)

Spring8| A<, FilterE WebConfig A0 FIIELICH MOMHE O|§2 5tLIC| BEAIUEE
AWSXRayServletFilter AMXlofl EL|Ct.

Example src/main/java/myapp/WebConfig.java - spring

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
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@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}
}

MZHE o|F X|E ™= 74

AWS X-Ray = AMH|A O|F & A& 3stod ofEE|7|0lME AlE st ofE2|7|0|H0] AtSst= CHE Of
Z2I70|4, O|o|E{H| 0|4, 2|2 APIs & AWS 2|4 A% TEELICH X-Ray SDKE =4
NMaHEE &8 M siE MIHES| 0|F ZEof oiEE70l4d2| MH|A O|F 2 7ISELICH

A&Lct 2Lt o] sl 7t
AE 5||:_|7|. EsI-EI o::-log

=
KIBaE s g YAl Bolot el JlE 8 E AIH

X-Ray SDKE HTTP 23 52
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AE O|§O0| x|aHof 5t= THE L HTTP 9o SAE O|F0| TiEHI x|
&2 0|§&& ™olgLct Tomcatoll M MIHE O|§ 2 8M2 2 X|Hste{H
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E2 2 Holst AL,
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Example WEB-INF/web.xml - 8™ 0|§ X|H& 0|83l= M

ME

E

rr
1]

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

Spring2| B, SegmentNamingStrategy.dynamic()E& £&35t0{ 5X
SegmentNamingStrategy2 BFE 11 AWSXRayServletFilter MMXIZ ELHAAIL,

Example src/main/java/myapp/WebConfig.java - % 0| X|HE 0|85t ME3! ZH

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));
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Java& X-Ray AWS SDKE At&50{ SDK & X

OHEZ2|70|MO|E E& AWS MH|A 5104 CIO|E{E KE St 7{Lt, CH7 (ol AL, 2 EIZ E LT Java
& X-Ray SDKE 52| MOIHENWM CIRAERCE S&2 FHELICH FHME AWS MH|A of sHE
MH|A(0dl: Amazon S3 HHZ! EE = Amazon SQS CH7[Y) LHOIMH HMASHE E|AAE X-Ray 2£9 E
Blo|A ol CHRAER| L EZ EA|EL|CH

Bl 0| M aws-sdk 2! aws-sdk-instrumentor 5t ZE2 Z&5tH Javad X-
AWS SDK ZZ2I0|¢EE XAIS2 2 HASELIC Instrumentor 5t ZE2 X &5HX
CIO|ME &= HiAMStD & ZCHO|EDRF MBS0 2 E 4+~ &LILCE.

i 2EI0|MEE ASs52{™ LEMM aws-sdk-instrumentor 5t9 22 A7Hst1 MH|A Q]
Z2t0|ME YUHE ME3to{ AWS SDK Z2+0|@1ETracingHandler™& XRayClientE F7HEL
Ct.

0 € £04 AmazonDynamoDB 22}0|MEE T 445t2{H ERo|A SHED

EAmazonDynamoDBClientBuilder 2 ME&LIC},

Example MyModel.java - DynamoDB Z2}0[|1E

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecorder()))
.build();

2 E MH|AQ9| B, X-Ray 2£0iM
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Example & =2 K& 35l7| @8t DynamoDB =& S &0i CH$t 5t MIHE

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",

"namespace": "aws",
"http": {
"response": {
"content_length": 60,

"status": 200

}
},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4AHIRGVIF66Q9ASUAAIG",
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« Amazon DynamoDB - E{|0|€ 0|&
« Amazon Simple Storage Service -H{Z! 2! 7| 0|&

« Amazon Simple Queue Service — Cil 7| 0|8

AWS SDK for Java 2.2 0|42 AWS MH|A AFE5040]| CHE CIRAER| &S A SstedH Y +
MoflM aws-xray-recorder-sdk-aws-sdk-v2-instrumentor 2 &2 =f5t™ ELICt CHA
aws-xray-recorder-sdk-aws-sdk-v2 module2 Z &3t CtS, TracingInterceptor 77
5t04 72 E2I0|HEE HSEL|C|.

Example AWS SDK for Java 2.2 O|4} - £X{ QIE{4|E]

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

// ..
public class MyModel {
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THERE QLA

private DynamoDbClient client =
.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.builder()
.addExecutionInterceptor(new TracingInterceptor())

.build()

)

.build();

// ...

DynamoDbClient.buildex()

Java® X-Ray SDKE Al&35l04 CI2AEZ| HTTP

A5t 7|
o Z 2|7 0]440| OtO| 22 AH|A

HttpClient& AME3tod HE

= A&LIcH

EES HESD APIE CHRAEE

Java& X-Ray SDKE A HTTP &2 HE357| 95 Apache HttpComponentsOH &
CHAI AF2E &~ Q= DefaultHttpClient & HttpClientBuilder EciAE Z & LICH

< com.
org.

amazonaws.xray.proxies.apache.http.DefaultHttpClient -
apache.http.impl.client.DefaultHttpClient

« com
org.

.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
apache.http.impl.client.HttpClientBuilder

0|24t 2lo|E2{2lE aws-xray-recorder-sdk-apache-http 3t ZE0]

DE Ze0|HUEE AIFSY| sl 7IE 7127 & X-Rayol sliEst= 7

— 2
CtO|MEE A Fet7| flal Ecto|MEE =TIt | W EE o|§2 AL8E
Example HttpClientBuilder

import
import
import
import
import
import
import

com.fasterxml.jackson.databind.ObjectMapper;
apache.http.HttpEntity;
apache.http.client.methods.CloseableHttpResponse;
apache.http.client.methods.HttpGet;
apache.http.impl.client.CloseableHttpClient;
apache.http.util.EntityUtils;

amazonaws.xray.proxies.apache.http.HttpClientBuilder;

org.
org.
org.
org.
org.
com.

public String randomName() throws IOException {
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CloseableHttpClient httpclient = HttpClientBuilder.create().build();

HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);

try {
HttpEntity entity = response.getEntity();

InputStream inputStream = entity.getContent();

ObjectMapper mapper = new ObjectMapper();

Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);

String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;

} finally {
response.close();

Example CtR2AEZ| HTTP S &0i CiEr 5t MaHE

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
3,
"response": {

"content_length": -1,

"status": 200
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"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
.

"inferred": true

Java& X-Ray SDKZ SQL #Hz| £X57|
SQL RE{HE

Java& X-Ray SDK JDBC QIE{ME{E O|O|E{ AA T Adof F7+8H SQL HIOE{HIO|A R EIE HE5HA
Al2.

* PostgreSQL — com.amazonaws.xray.sql.postgres.TracingInterceptor

* MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

olg{et QE{ME{E 22t aws-xray-recorder-sql-postgres 2!

aws-xray-recorder-sql-mysql 3t¢ 2E0 JU&LICH IEHMEE
org.apache.tomcat.jdbc.pool.JdbcInterceptor® %15t Tomcat 2 E1 S #ELICH.

(® Note
SQL IEHEE EotS @loll ot ¢l MIIHE Lol sQL #2| KA E 7|55t x| &L

Spring®! A 0ll= QEMEE & ool F7+61 Spring Boot2| DataSourceBuilder 2 H|O|E
A

AAE FHSHY

saL #He| 360



AWS X-Ray THRE OHLEA

Example sxrc/main/java/resources/application.properties - PostgreSQL JDBC 2IE{ 4
E

spring.datasource.continue-on-error=true

spring.jpa.show-sgl=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasource.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxrc/main/java/myapp/WebConfig.java - OIO|E{ AA

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
import org.springframework.boot.autoconfigure.jdbc.DataSourceBuilder;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.jpa.repository.config.EnableJpaRepositories;

import javax.servlet.Filter;
import javax.sql.DataSource;
import java.net.URL;

@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")
public class RdsWebConfig {

@Bean
@ConfigurationProperties(prefix = "spring.datasource")
public DataSource dataSource() {
logger.info("Initializing PostgreSQL datasource");
return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")
.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +
System.getenv("RDS_PORT") + "/ebdb")
.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
.build();
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Tomcat2| @< 0= JDBC HIO|E oM Java& X-Ray SDK EeiAE & X 5}0]
setJdbcInterceptors& =%

Example sxc/main/myapp/model. java - ClO|E{ & A

import org.apache.tomcat.jdbc.pool.DataSourxce;

DataSource source = new DataSource();
source.setUrl(url);

source.setUsername(user);
source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");

source.setJdbcInterceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");

Tomcat JDBC ClIO|E{ &4 BIO|EE{2|= Java& X-Ray SDKO| Z & || AL 35tE A0 MBS E
SEHoE o] Elo|EE{EIE MeiE & &L

Example pom.xml - JDBC G|O|E{ &AA

<dependency>
<groupId>org.apache.tomcat</groupld>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
<scope>provided</scope>
</dependency>

Ho|E|E SQL Ed|o|A dl=Z20|E

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,
sql)

callableStatement = TracingStatement.decorateCallableStatement(callableStatement,
sql)
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Javad X-Ray SDKE AL&3t04 ALS AL X|H ot MIHE &dst7|

St MOIHEE FHO| MIHEE &E5t0] LEE XI5t s 2 E! Zhdof CiE ME HEE
EAMELULCH AEEl= Ecto|ENM 2 S £ & motch, X-Ray SDKE 5t AIaTHE otof Mo E
HEE 7|S&LCH 7t 5t MOHEE H5t0{ CHE 31 MOHEE aE38I56t7HLE, ZE MM9|
NS HItstAHL, M 2 HIELC|0|EE 7|8 E& & U&LIC.

52l M2HEE #2|5H24™H beginSubsegment & endSubsegment HIMEE AFSELICH

Example GameModel.java — AF& A}t X|H 512 M2HE

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {

// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("Save Game");
try {

// check session

String sessionId = game.getSession();

if (sessionModel.loadSession(sessionId) == null ) {

throw new SessionNotFoundException(sessionId);

}

mapper.save(game);
} catch (Exception e) {

subsegment.addException(e);

throw e;
} finally {

AWSXRay.endSubsegment();

Ol MM E 5t MOHE LHe| ZETJ} MM 2RO HMEE A& 3104 DynamoDBMIM AR Q| Al
ME 2E351 AWS SDK for Javal| DynamoDB ONTHE A& 310 A MEELICH 5t MaHE
oA o]l ZEE BiEstH 2£9| =X H7|0|A Save Game &t MZHE 2| DynamoDB 35t2{7+
Euct.
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¥ Scorekeep

Scorekeep 200 390ms @ N
DynamoDB 200 6.0 ms tr "
DynamoDB 200 50ms ]
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms ]
#8# GameModel saveGame - 14.0 ms
DynamoDB 200 50ms ]
DynamoDB 200 8.0ms ]

el MIHE L] ZETL EHRIE o RIE LHEH B2 6t MOIHET & Eo|=8 IEE try 25
of BiEst finally E50|A AWSXRay.endSubsegment ()& SEFLICH ot MOHETI} &3]
Xl ote 82 & MOHEI 2EE £ IS X-RayE MSE|X| et&LCt

= olE of |§ LHELHX| f= ZEQ| B2 ZEE Lambda &2 AWSXRay.CreateSubsegmentOil
MEg = JsLct

Example 5t M|ZHE Lambda &4

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code

});

St MOIHEE MIHE E&= HE L{o| A 4444504 Java® X-Ray SDK7t s 52
MIMEo CHEl IDE MAStT AR A2t U E2 AlZtE 7|28t

Example HIEFHIO|E{7} Z &=l 612 MIHE

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
I

HIS7| X CtE A8 232U e| A< HIS7| 4™ 50| X-Ray ZHARHIAET £HE = /U282 &
@ M2AHEE endSubsegment() HAMEON =522 ME3t0{ Z2HZ A &35S sHof gLiCt 4
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Q MaHEI &3l £ HISY| 52 MaHET} 6|9, ol HAMEE & H2IHEE AIFS52Z X-Ray
CHE(daemon)2 2 AE 2| EL|CH

Example HIS7| MEMOIHE

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");
try {
Thread.sleep(3000);
} catch (InterruptedException e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment (subsegment);

1);
return ResponseEntity.ok().build();

}

Java® X-Ray SDKZ MIIHEO| A4 4l M|EIC|O|E] F7}6t7|
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GetTraceSummaries APIE 2 S &8I
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« Java® X-Ray SDKZ M|E}C|O|E| 715517
« Java® X-Ray SDKZ ALK} ID 7IE517]

Java& X-Ray SDKE F4A J7|&35}7|

T2 ALBsto] HMBOR QMY HEE MIEL} 59| MIHE 7IS5HAAIR.
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1. AWSXRayOllAM BM MIHEL} 59| MOAHEL| HEE 7K QAA2.

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();
or

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

N
Ho

A 7|, B, R E

) )

rr
HO

A 2SS 2 putAnnotation2 W S EFLICH

document.putAnnotation("mykey", "my value");

CHS ololME &o| X8t El EXtdE 7|t B2, A EE EAHY g2 AL835toq
putAnnotationg Y S &5t= ¢S EoiELCt
document.putAnnotation("testkey.test", "my value");
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Example sxrc/main/java/scorekeep/GameModel. java —

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment
try {
// check session
String sessionlId = game.getSession();
if (sessionModel.loadSession(sessionId) null ) {
throw new SessionNotFoundException(sessionld);

}

Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);

catch (Exception e) {

subsegment.addException(e);

throw e;

finally {

AWSXRay.endSubsegment();

Java® X-Ray SDKZ HIE}H|O|E] 7|55t 7|
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AWSXRay.beginSubsegment ("## GameModel.saveGame");
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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HELHIO|E] 7|5 W

1. AWSXRayOllM BM MIHEL} 5t MAHEL| HEE 7HKQAA2.

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

or

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. =AE Hamols, EXE 7| X R E, XA EAY E= AR 2422 putMetadataE EEF
LICH
document.putMetadata("my namespace", "my key", "my value");
or

7|9} Z+2t 0|83l putMetadataE =X Z&EHLICH.

document.putMetadata("my key", "my value");

|o|AE X|H5tX| 2™, SDKE defaultE AFSELICE 22 7|= putMetadatag F

=
HEEtH L2 MOIHELL ot MIHE 7|SHE 2 S FHof&LCh

Example src/main/java/scorekeep/GameModel.java - &4 3! HEIH| O|E

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {

// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");

try {
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resouxces", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

Java® X-Ray SDKZ ALK} ID 7|2 67|

ANEXHIDE 28 MOHE 7|835l0{ 22 B AKX E AHehLct
NEXHID 7|2 gt
1. AWSXRayOl|l A TIRH MO HEO| CHEt FEE 7IXMSZLICt.

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

2. QMg EHH AKX EXY IDE setUserE 2 5 &¢8tL|Ct.

HEEB{0|M setUserE X% S &5IH ol ZEI70[M0| 2FE *Elst= =HFE ALEXHIDE 715
_|

=
g+ UELICH AASXHID HEHESZE MOHEE MSEICHH 2 ES 182 Y + U&LICH

Example src/main/java/scorekeep/MoveController.java — AF& X} ID

import com.amazonaws.xray.AWSXRay;
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveController.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
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@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionlId, @PathVariable String
gameIld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsexr(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

}

ArZXHIDS| EBO|AE OB, user 7|HEE ZE E3 A0 MEFHAAIR

[e][]

AWS X-Ray Java® X-Ray SDKO{ CiEt X|E

O] FxolHE AWS X-Ray WA HO|A, X|E &

235104 £ EEl X-Ray MIIHE M MEZIL|X]

Ch Olz8t X[ E= MOHEQS| AlZF & ZE AlZt
Ct. ol248t EBO|A X|EE AFE3t0od 5t Ml
L|Ct.

I xFg4odl CHEH A EFLICH Java® X-Ray SDKE At
2 Amazon CloudWatch X|EE HA|E 4 &L
27, Ho L AZETE AE) EcH20AM T EL

E H01IA'I MAZ A EEE EME EAE = AUE

\—J"O )||

2

CloudWatche= X|E Z|ZX|E2|QL|C} X|E = CloudWatche| 7|2 7o 2 A|ZHE 2 XH2dE O o|E
A MEE LIEFHLICH AFSAHE (EE AWS MH|A) X|E C|0|E{ ZRIEE CloudWatcholl HlAlSt
SHE CIOIE] ZRIEof CHE SHE HEE AlAIY GO MEZ ZHAEHL|CEH

X|EE O, HIYAHO|A I 5Lt o|&to| xtHo 2 1R5HAH Ho|ELIch Z ClolE] ZRIEo & EtY
ARMZTL IO M AE 22 5 Bt AELICH SHE 2%t HYAHO|A, X|E O|F &
Abplo 2 BHetE HolE AEZ|0] AEELIC

X-Ray CloudWatch X|Z&E

ServiceMetrics/SDK HA L O|AON = CHEO &2 K| E7F Z&ELICH

INE:3 MNE 7ts SH Y £
Latency B, 24, 2loH, I AR Al 2 AlZE 2ElE
of Rto|L|ct &
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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X-Ray CloudWatch X|& & 4d3}5t7|

2

ChS HRHE WELCH

=

ol

H & E Java OHE2|FAI0|M0IM EBlO|A XIEE E4I5
EBolA X|EE F4d5l2{H

1. aws-xray-recorder-sdk-metrics Ii7|X|& Apache Maven &8 2 FILFLICH AFAIE
LI 2 Java MEZE8 X-Ray SDKE HZ35HAIL.

2. A PYIHUES UEZ M M MetricsSegmentListener()E EMstELIC
Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard()
.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new
MetricsSegmentListenex());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

3. CloudWatch 0{O|E & HH3E 504 Amazon Elastic Compute Cloud(Amazon EC2), Amazon

Elastic Container Service(Amazon ECS) EE= Amazon Elastic Kubernetes Service(Amazon EKS)

E ME38tod X|EE =TstM 2!

« Amazon EC2E F445t248 CloudWatch O O|ME M%|E & XSML.

ZLEE 372


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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« Amazon ECSE& ‘45242 Monitor Amazon ECS containers using Container Insights& & &=
StMIR.

« Amazon EKSE 443248 Amazon CloudWatch Observability EKS F7} 7|5& A& 5}04
CloudWatch Of|0|ME MX|E FZEFAMR.

4. CloudWatch 0|0|MEQt SAI5tE S SDKE AT LICE 7|[2XMoE SDKE 127.0.0.1 FA9]
CloudWatch of|0|ME e} SAIFLICH B4 #H EE= Java £42 address:port2E M504 CH
MELE AHE = UsUCH
Example &4 =

AWS_XRAY_METRICS_DAEMON_ADDRESS=address:port

Example Java &4

com.amazonaws.xray.metrics.daemonAddress=address:port

FO|
—

t24H

-
0x
mjo
o
[o][]

1. o 232! AWS Management Console 511 https://console.aws.amazon.com/cloudwatch/://
https://https://://https://://ICloudWatch://://https://://https:/:/ihttps://://https://https://://https://://https

N
ba!

| £ S go X| 22| RUS EFLICL
A

AE

ok

| 21 B40llM ServiceMetricsSDK 21 2 &€ YLiCh

3. (4EH AFE CloudWatch &2 =
EZg &1 21 HAIX|E =elgLct.

XEQ Lxlet= 2O A

HE|AL= o Z2|70|Ho|M A= 7 MIOHE HAEHAE T™EH

il

OHZ 2|7 0| Mo A M ABIEE MAM5H= B AWSXRayRecorder7t #K| MIOHE E&= 5t M2H™
E iAol cHEt &= E | XISHR| et&LICh M AB=0|AM 2 E ZE0|HEE AE5t= B2 SDKE

EXER| ot MOHE| AA241 57| IHE 0l SegmentNotFoundExceptionO| g A &FL|C}.

et St ofl 2 Wis wX|ste{H cHdl @R E 208 WE Y El= ContextMissingStrategy £ 2l
AEE FEFLICE SetContextMissingStrategy & AH&38t0 ZE0|M T2 g FESHHLE B8 H
= AlAE £ S M85t B8E =FEol M2 FHE = JU&LIth
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/exceptions/SegmentNotFoundException.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/ContextMissingStrategy.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#setContextMissingStrategy(com.amazonaws.xray.strategy.ContextMissingStrategy)
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QRE MBIt LIS W2 AP ES AIZHE [ beginSegmentE &
endSegmentE Z&3+01 A
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ZS9 ZOIHTTP 20f Chet SOl A%tz ot 28 T4 Z2 RSFLICH
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02 ABEE AI&35t0] =4l QHEE XMElstes ER #HA MIHE E= 5t MOHEE M A8 =0
MYt 0|2 MY HAH MBE £+ U&LIch o|ZAH st M ABE Lol M 2 E HE T} 5H

2 o chall B2 EE LIHX]| HE MIHES AZAELICH M AB =M MIHEE Al
28 £ U ZlH segment.run(() -
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off CHEr HAM|A HEFO| U= A 7Hs E=E AT + J&LICH
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M= U AB =M FEE 2EI0[AE ME MME HZESHM .

HIS7| Z2aefYUst &7 X-Ray AH2 3517

Java& X-Ray SDKE SegmentContextExecutorsE AF& 35104 H|S 7| Java ZE2 2| AL E 5= Q!
& LICt. SegmentContextExecutor= A&A}L QIE{H O|AE 73522, CompletableFuture| 2 & H|
S7| & ol MEE = USLICH O|FHH 5tH 2E H|S7| 20| sie ZHEIAENM SHE MIHE

ES
E A8stof ddE + &L

Example 0{|A| App.java: SegmentContextExecutorE CompletableFuture0ll & 5t 7|

DynamoDbAsyncClient client = DynamoDbAsyncClient.create();
AWSXRay.beginSegment();

/arrr

client.getItem(request).thenComposeAsync(response -> {

// If we did not provide the segment context executor, this request would not be
traced correctly.

return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());

Spring 2! Java& X-Ray SDKE A& EH AOP

O] FA|o| M= X-Ray SDK} Spring ZH| I3 E AFE35to] &4 2EXE ¢4E5HK| ot of E (7104
2 Fgsts ds MY LICH &, o|x HHo2 A™E|= o E2|7|0|M2 HIFSt= HIEE&™ W

0| l&LICH AWS.
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#beginSegment(java.lang.String)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#endSegment--
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/contexts/SegmentContextExecutors.html
https://docs.oracle.com/javase/8/docs/api/java/util/concurrent/CompletableFuture.html
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Springtl A AOPE & ‘d3stst= &

1. Spring 74

2. OfEz|#H o|Mof EBjlo|A EE F7}

3. ZLol FA F7 E= QIE{HO|A T3
4. OHZ2|7| 0|0l M X-Ray & A5}

Spring T35} 7|

Maven = Gradle2 AR5t AOPE A3l O Z 2|7 01ME ET 386t E 2 Springe FAIE 2= Q)
&Lt

MavenZ At&Esto{ O E 27 0[S LEsHE E<2 pom. xml THUO|M CHS & FE FIHELICH

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

I
0%
mo
i
N
o
r
[ul

Gradle®| A< build.gradle ZtUoi| CtS &

compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

Spring Boot 435} 7|

B
50
rr
0¥

O™ MMM MBS Spring T4 2|0l = Spring BootE AFE35tE B 24 B2 of
12 F7I5HMIR.

<dependency>
<groupld>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle:

Spring= At& & AOP 375
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compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'

O Z 2|7|0|Mof EBj|o]|A TE| F7}

WebConfig 2240 FilterE F7I5HML. MOHE O|FE stLto| EXRIERE
AwSXRayServletFilter dMXtol EHLICH £ LEf U =4 @ HE dol cHet RHA[EH LIS
|

2 Java& X-Ray SDKE =4l % FHM57|2 XM 2.

Example src/main/java/myapp/WebConfig.java - spring

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}

A7t2EF X2

Spring 6= YAE{ZE}0|= ofC|4d0f Javax CHAl At FHZELE AFSELICE O ME22 WA HO|AE X
Hot7| 2I8ll X-Ray= AHA| Rt7H2EF HHAHO|A00 /s EE Sefa EEE prEisU o

ZE 2222 AR javax2 jakartaZ HIFAMAIR. MIHE Lo M2 T AE e CFS of Al
o Zto| Hlo|Y ™=k 224 OlF ol jakartas FIHELICH:

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
https://spring.io/blog/2022/11/16/spring-framework-6-0-goes-ga
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@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));

A E @XRayEnabled 0{-Ef0|M2
Ct. Ol&= AOP A|AEIO] X-Ray AIS 2

L} XRayTraced QIE{H|O|AE T35l ofF B L
oA 9| & e Est =8 XIAIRLICH

g
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O Z 2|70 40il A X-Ray & Ad5}5t7|

OHZ 2|7 0|01 A X-Ray EB{l0|Alg &S 130 MOE HMEE MYolsto F4 Feia
BaseAbstractXRayInterceptorE & &3l ok gHL|CH.
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-« generateMetadata—O| &§+E AI83 o| Egflo|Aa0| HFE HIEHOIEAE AHE XL
X|ME £ QlaLct 7Moo 2 AS 40| ZEA 0|22 HIEIHIOIE{H 7|2 ELICt F7F HE T}
Lst 42 HIOIEHE H FItE = A& LICH

- xrayEnabledClasses—O| &&= H|o{ /oM ICHE R X|5HofF FLICH O &= UE ME{of|H|
2HZE HIMEE X|AISHE Pointcutddl CHE S A E o] 2382 $tL|Ct @XRayEnabled FA40| 7}
El 2aa & Edflo|ag ZEiAE X|HEH0d Pointcut2 A Q|gHLIC} CHS Pointcut 22 QIE{4HIE{0]|
@XRayEnabled £A0| £7IE 2 E HEED] B2 SfES =S K|AIELICH.

rulo :|o

@Pointcut(”@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

Z2ME 0| M Spring HIO|E JPAE A8 38t= B2 BaseAbstractXRayInterceptor CH!
AbstractXRayInterceptordM && 5= WS TE{SHML.

of A
CIS ZE= F4 2oiA BaseAbstractXRayInterceptorE & & ELICEH
@Aspect
@Component
public class XRayInspector extends BaseAbstractXRayInterceptor {
@Override
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protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint
proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}

ct

0jo

&= X-Rayof o|af & A LCt.

@Service

@XRayEnabled

public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;

@Autowired
public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){

return entityStream.sorted().collect(Collectors.tolList());

OfZE7olME SHtZ FEUCHH Chg 2& A3 B0 Z 0| ZHEEZ M MH[A
x| o ZE|7ilolde| TA| & A={o] Y ZdlL|ct

o O|Z2 7|7t
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THEE R} QLA

Traces » Details

Timeline Raw data

Method Response Duration Age D
GET 200 200ms 1.0 day (2017-12-14 16:55:56 UTC) 1-5a32ad1¢c-56e2c75fffcf01a767b26ada
Name Res. Duration  Status Goms 2t 4.0ms Some Boms toms. 12ms tams. 16ms 18ens 2oms
metering-sarver 200 200ms 1 T r:ci-vs- a1t
lmiFulieport - moms @ ]
limitReport - 13oms ]
findOne 20ms —
metering@null 0.0ms S0L: jdbemysghaurommetering cluster-crgxpyOuwdaj.u..
findAllBy Tenantid - 20ms _
metering@null - 1.0ms S0L: k ing. opyOuLdaju._.
findPeriodMeasureTotal - 20ms |
metering@null 0.0ms SO jdbe:mysqlaurceametering. clster-crgxpyOusdaiu...
findOne - 60ms |
metering@null - 1.0ms S0L: jdbc:mysgkaurom//matering, cluster-croxpyOuudal u.

¥ metering@null DatabasecSOL (Client Responsa)
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Node.js ¢
Node.js OHEEIHOIMS A& 501 ER0IAE X-RayZ F&sHE Wl 5 7hx|7t UaLIH

« AWS Distro for OpenTelemetry JavaScript - AWS Distro for OpenTelemetry CollectorE S3af & &
A7 e XIE L EB|0|AE Amazon CloudWatch AWS X-RayZ! Amazon OpenSearch Service
E Z &S 08| AWS ZLIER £ R Mo 2 ME5H7| It 2 AA Elo|EBE| MEE ME3EHE
AWS HHEZ 2{L|C},

« AWS X-Ray Node.js& SDK - X-Ray Cl22 Sall EB|0|AE M45tT X-RayE M&5t7| {Ft 2tol
=g MEJU

jo
it
P
9'|_|
>
>
to

XEMIBE L& AWS Distro for OpenTelemetry@t X-Ray SDKs & 01| A A1EH B+

AWS Distro for OpenTelemetry JavaScript

AWS Distro for OpenTelemetry(ADOT) JavaScriptE A& 35tH o Z 2|7 0| 8t |1 HE 5t At
A7} e XIE L FXE Amazon CloudWatch AWS X-Ray, Amazon OpenSearch ServiceE Z & &t

{24 AWS ZLIEZ £F Mo 2 ME & 4+ A&LICE AWS Distro for OpenTelemetry2t & 7H X-RayES
A835l24MH X-Rayoll M AL & = /= OpenTelemetry SDK2F X-Ray0ll M A2 & £~ /= AWS Distro
for OpenTelemetry CollectoreteE 5 7+HX| 44 QA7 HFHL|CH.

ol

AlZ}5t2{™ OpenTelemetry JavaScript&AWS HHEZ I MHME HZSHAAIL.

(® Note

ADOT JavaScript= 2 & A & Node.js OiZ 2|710|M0{| M X|HELICH. ADOT JavaScript=
HEt X ZE0|MENM X-RayZ CO|E{E LHEY £ & L|CH

AWS X-Ray & 7|E}o{| A AWS Distro for OpenTelemetryE AFE35HE #hdol CHEH RFAIEH LHE 2 AWS
Distro for OpenTelemetry B2 = AWS Distro for OpenTelemetry A MHE AWS MH|AZIZ M 2.

2101 x| & ArS ol CHEr RhMIEF LHE 2 GithubS|AWS 2HEES &

A
ol

LML
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
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AWS Node.js& X-Ray SDK

Node.js& X-Ray SDK= EZ{|0|A H|O|E{E 45t X-Ray CHE(daemon)ol| ELHZ| ¢/t Eeia &
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Node.js& X-Ray SDK= Node.js HHE 14.x O| &0 X[@ElE QE &4 Z2MEQL|CH =
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Node.js& X-Ray SDK= Node.js 2! CtS 2to|= 227} 2 ELCt.

e atomic-batcher -1.0.2
* cls-hooked-4.2.2
pkginfo-0.4.0

e semver —5.3.0
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THERE QLA

SDKE AFEX7F NPMe 2 MkX|E [ o| 2to|EEH2|E 7tX{SL|C}.

AWS SDK Z2I0|¢1EE FH35t24™M Node.js& X-Ray SDKO Node.jsQ| JavaScript& AWS SDK2| Z|

2 Kol He gL ot

e aws-sdk -2.7.15

S&5d el

Node.js& X-Ray SDKE NPMO{M AL & &~ Ql&LICEH

« I{F7|X| - aws-xray-sdk

EZA et o| ZRol= NPM2E SDKE Z2ME C[HE{Z|o] A

~/nodejs-xray$ npm install aws-xray-sdk
aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### eEaws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batcher@l.0.2
### cls-hooked@4.2.2
# ### async-hook-jl@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l.2
# ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3
### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

HOoH OHF O OB O OHF OH OB OB H

RIErLch.

--save SME ALS5H SDKE oHEE[70[442| package. json0l FHHS 2 K

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3
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Of & 2[7i|0]440i| X-Ray SDKe| E&E1 S&st= HAO| U FEH0| Us 82, 2&dEE 2¥ st
7| #lsll & HHo| 25 AXIELICH RME L8 2 S54 aiZol Cigt SANPM EME BT ESHAA|
(@}

Node.js MZ

AWS X-Ray SDK for Node.js& At&3t04 2% 0| Node.js OHEZE[AH|0|M2 S5l O|SE [ end-to-end
= T A&

« GitHub®2| Node.js MZ o Z2|71|0| M.

OHZ 2|F|0|Ad0| AlSHE|= MH|A0 CHst HEE matsl AL, 7|8 MEZ2 =S58 X5 7L 230
MEBE= MER A2 &Y FR0 FIHIE 8 22222 AHE304 Node.js& X-Ray SDKE T4

Sections

o« MH|A Z2{21¢
. MEYFE

. 22

MH|A E8{¢l

pluginsE AtE35t0{ OHEE[AH0IMHME EARSH=E MU|A0 CHEt HEE 7|88 + U&LCh

£{a¢l

« Amazon EC2 — EC2Plugin§ RIAEA D, 7+ ¥ U CloudWatch Logs &2 F7H&LICEH
D

Ct.

« Amazon ECS — ECSP1luginO| ZIE|O|L] IDE F7}&rLC}.

3212 ME5tE{™ config HAMEE ALE35t0{ Node.js& X-Ray SDK Z20|HEE F gLt
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=

Example app.js - Z21212!

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

SDKE= E2{12 M™E AM835t0d MOMHEO origin EEE HHSH7|E g LICH O|l= OfE
270l E MAst= AWS 2|44 REE LIEHHLICEH 04 ‘; BQIE AI8 st B2 SDKe
ElasticBeanstalk> EKS> ECS> EC2 =AM Z & Ql5l04 22[Flg 2™ F L ct.
MEZ 7=
SDKE X-Ray 2&0|M Holste MER #32 AH85l01 7|15e F 2 A™ELICt 7|12 =2 of
ZAREM 2HEE FM5tD, 2E MH|A0M F7F FHO| 5%E X-RayZ2 £ MEFLICH X-Ray 2
0l F7t #EI2 d4sto ZF of Z 2|70 Mof| CHall 7|F £|l= C|O|E 2| & AFE R X|IH g LICt
SDKE AFE At X|H #AI2 HolE = MU ZE MEELICH 30| o{E] AFSA X|H &0t LX[st= 8
2 SDKe & ¢ &gk MHE&Lct
® Note
SDK7} ME3 #&E 71X 27| 2/ X-Rayol| 14T = ol 42, HE A Hml ¥ 54
EY &7t 2Fo|5%0 CHet 7|2 2L HEeR ElFotL LIt SAETJ MEZ APIE A
SEE = U Hto| gL, X-Ray CHE (daemon)ol @1ZE = i B2 ole{8t & &o| &f
dF £ A1 0| CHE(daemon)2 SDKOIM =T API 2] Z E0f CHEF TCP ZSA| A& S
%I-|_||:_|.
= .

JSON EMOIM MEY 712S S22 L= SDKE T8 =T AU&LICH SDK= X-Ray EZ S A
88 = G2 B2 2 RS YUSRE ASSt7L, 2 RIS HESR ASH + l&LICH

Example sampling-rules.json

"version": 2,
"rules": [
{

"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
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"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

O| ofloi M= stLto| AFE AL XIE &0t 7|2 &2 Holgfuch AEAXYE AER2 XA FHRF
4 2101 5% MEZ- HIE2 /api/move/ Ote B2 MEFLICH 7|8 32 OiX &X 3T F71
QLHEO[10%E FXgLICY.

S5 2ElEis ofal, BlRciel 2 ela

=| =
| =
HAME SEMo 2 MEEIClE JAULICH SAEE MOl HIZE+5 0H 27t EL71I SCHst7|
o

bda@i&LICH 7 EE ME[ATH B8 S &Ests 32 6l
| Lambdaoil 2|5l ZISELICH & Fxo| 2dstz|n Eg
| 2™ gLt

AME UEY 4S8 $TY £ NS Lo
MEIA0IM A E
ol BCi7} gt

TR
U o 3

HHod H=|2 FA5l2{™ setSamplingRulesE AFE5t0{ IHUMM MER A2 ZEESIES
Node.js& X-Ray SDKO{| X|&&fLIC}.

Example app.js - Tt 0| HEF =

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules('sampling-rules.json');

0Il

Lt A=oM 7RIS Holsto] A Z setSamplingRulesd T E = U&LICH
Example app.js - Z4&| 2| ME 3 75|

var AWSXRay = require('aws-xray-sdk');
var rules = {
"rules": [ { "description": "Player moves.", "service_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],
"default": { "fixed_target": 1, "rate": 0.1 },
"version": 1

}

AWSXRay.middleware.setSamplingRules(xules);
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27 7=t AF835l24H disableCentralizedSamplingE =& & LICH
AWSXRay.middleware.disableCentralizedSampling()
2

SDKO| £ 2 7|55t2{™ AWSXRay.setLogger(logger)E EE&LICt 097|M loggeres E&
2Z HME(wazrn, info §)& MS3st= A LIt

7|BMe 2 SDKE 2& AH e £E HAMEE AL8stod 2&0i 2LF HAIXIE 7|SELICH LE 2H
O] 21 &2 AWS_XRAY_DEBUG_MODE = AWS_XRAY_LOG_LEVEL &4 H-E Ar85tod MHE
T AU REF 2O SFE U SF2 28 HrE HEsHHAR.

2 720] CHE HAlo|L} CHA S MBst2is Z< of2iet 2ol 27 eIEim0|£ 9| KA 738 SDKO X
T8 4 ULt 0| QEIHO|AE THetE BE HAE ASY £ USLICH 5, WinstonTh 22 T
orEt 22 BHOIEEIEIE A8 5Hod SDKOY B Mg £ YaLich

Example app.js - 22

var AWSXRay = require('aws-xray-sdk');

// Create your own logger, or instantiate one using a library.
var logger = {

error: (message, meta) => { /* logging code */ },

warn: (message, meta) => { /* logging code */ },

info: (message, meta) => { /* logging code */ },

debug: (message, meta) => { /* logging code */ }

AWSXRay.setLogger(logger);
AWSXRay.config([AWSXRay.plugins.EC2Plugin]);

CtE 78 HMEE A=-5I7| Mol setLoggerE E£35104 aliE 2ol £E22 XSS FLICH
X-Ray Ci & (daemon) 4

X-Ray CH&(daemon)0| 127.0.0.1:2000 O|Q|2|CIE TE EE S AE
CIOIE{E CI& FAZE TS5 E S Node.js& X-Ray SDKE F4E 4 A&LICH

AWSXRay.setDaemonAddress('host:port');
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THERE QLA

SAEE O|F & IPv4 TAE X|HE £ &Lt
Example app.js - CIE &4

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('daemonhost:8082');
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Example app.js - 7/ ZEQ|HE F4

var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddxess('tcp:daemonhost:8082 udp:daemonhost:8083"');
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« O2 X E —tcp:address:port udp:address:port

« AWS_XRAY_DEBUG_MODE - debug =&0AM 208 Z2&0| £25 =5 SDKE T+45l2{™ TRUEE
MEErLCH

« AWS_XRAY_LOG_LEVEL -7IE 2HO| 21 &g ™MHELICI K58 42 debug, info, warn,
error & silent®L|Ct AWS_XRAY_DEBUG_MODE7Z} TRUEEZ MM E Z<2 0] 2 FAIEL
CH.

e AWS_XRAY_TRACING_NAME — SDK7} MIAHEO| At E MH|A 0|2 MHEELICE Express Ol=
fllofof MHE MOHE o|FS R olgfLCt.

Node.js& X-Ray SDKZ £l 2% FX{5l7|

Node.js& X-Ray SDKE A8 304 Express & Restify O Z 2|7110|440| Amazon EC2 AWS Elastic
Beanstalk®E = Amazon ECS2| EC2 RIAEIAO|M XMB st =& HTTP R E FHe &= U&Lch
Node.js& X-Ray SDK= Express & Restify ZH|IT E A& 35t= o EE|7H0|ME ?IE DIER0IE
MZ&tLict ol Z2|7 0ol X-Ray OIS H0{1E 752 Node.js& X-Ray SDK7} A

of CHa MZAHE S MAISHLICH o] MOHE|= HTTP &9 AlZt HIME 2 Hi%|7
F7tE F85tH ol MOMHE| 5t MOHETJ} M LCt.

® Note

AWS Lambda & 2| A2 Lambdac MEZE 2 2| CHsH MOAHEE MEEL|CH XA
8 LI& 2 AWS Lambda 2|1 AWS X-Ray MME2 HZ3HA L.

Zt MIOHEO|= MH|A B 2tolM o Z 2|70l E AlESHE O|§0| U&LICH Ol MI2AHE Q| 0|§ 0|
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LHOo| MY LM SDKE MOIHE F71 &
x_forwarded forZ MMEE true EE7
Forwarded-For SICH{Z8E 7} S L|Ct.

04 O|E LIEFLICEH MIHEO]|
2 Z22}0|E IPE HTTP 2&9| X-

Em

HAIX| E2HE Chs HEE Z¥St= http =52 0|8 Z4 &l 2ol e MOIHEE W&
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« HTTP M= - GET, POST, PUT, DELETE S.

- ZEI0FE FL -
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. 8% Ac - @2 QO HTTP 8Y IC.

o AZH- AR AlIZHEH 44l) L B2 AIZHSH HB).
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- 2HI= 20| — 8E 29| content-length@lL|C}.
Sections

« ExpressE AIE350 4l 2% £
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Example app.js - Express

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());
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B2 E YOolgt ¥, express.closeSegment2| £2{2 Al&E5104 Node.js& X-Ray SDK7} gHetgh 2
FE 2F XMalgct.

RestifyS AF2510f 24 @& =X

Restify O|S%|01& AFE5t2{™ SDK Z2t0|AEE A|E 5t enable2 AT LICH Restify b &
MIHE o|§2 MEFLICH

Example app.js - Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();
AWSXRayRestify.enable(sexver, 'MyApp'));

server.get('/', function (req, res) {
res.render('index');

1)
MIHE o|§ X|’™H ™eF 1+

AWS X-Ray & MH|A O|§ 2 AF835t0o{ of Z2|AH|0|MM2 A5t of Z2(AH| 0|0 AF85Hi= CHE of
Z 2|7 o|M, Cllo|E{H oA, /% APIs L AWS Z|AAQL T EILICH X-Ray SDKE £
MIHEE MEE W sie MOHES| 0|F Z=of ofZ2IAH 01| MH|A O|F2 7S & Lict

X-Ray SDKE HTTP 28 52| SAE 0|8 Flof| MOIHEE X|HE 5 U&Lct agdLt o] slH7t
IEE|IH MH|A ol 04| 7|R| &k 2 iE7+ df sk £ QlALICH QIXE FAE SOV ZEE HoZ
215 SDK7t #ZRE MIHE O|E 2 X|Yste &2 UX|sE{H E0i= %o 7|2 o|§2 RIHY
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o & £0, 5tLI2| o Z 2|70l 0| Ml 7H2| &2 =MHIQ! (www.example.com, api.example.com,
static.example.com) 0 LEE MEE = UELICE *.example.com EHSE 5% 0O|F XY
M2 M85 Z St HRIe| MOHEE MHE CHE 0|22 R EAISHH MH|A Mof MH|A L=
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DE QY MIHE Z2 0|FE AEstEdH, ofT EH&of LI2 HWXH O|E/01E 7|3t [ of &
2|70 O|F & XIFst&lAIL
(® Note

Ao Holst 7|2 MH|A 0|2 AWS_XRAY_TRACING_NAME &7 Bd=E Al235l0o4 AT 9|
&t
=

ZAE O|F0| Ux|aHof 5tE THEH L HTTP RFL SAE o|% | THEA
A8E 7|2 Ol S HogLct SMoZ MOHEQ| O|§2 KM stE{™
AWSXRay.mlddleware .enableDynamicNaming2 AtEgfLICEH

Example app.js - &% AO1HE 0|F

t= 8

ok
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_<|3_ % L_||:|- j_E-|x| OJ-

[e]]}

RHO| ZAE 0|&0]| *.example.com IEIT} AU %|
2 B2 MyApp2 AFSELILCE.

var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment('MyApp'));
AWSXRay.middleware.enableDynamicNaming( ' *.example.com');

app.get('/', function (req, res) {
res.render('index');

1)

app.use(AWSXRay.express.closeSegment());
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Node.js& X-Ray AWS SDKE At&35t0{ SDK =

OHZ 2|7 0| M| HE & AWS AMH|A 5104 TI|O|E{E K& 5L, CHZ (o] AL 7L, °*E'% L
Node.js& X-Ray SDK= ot2| MOIHEONM CIRAERICR SE8 FHELICH EB0|A AWS MH|
A2 S MH|A LHOAM MM ASHE ElAA(0: Amazon S3 HHZ! EE= Amazon SQS EH7|‘£): X-Ray
Z&£0| Ed0|A Mo CH2AER L EZ EAIELICHL

AWS SDK for JavaScript V2 EE= AWS SDK for JavaScript V3& & 3l
E ASgLct ZF AWS SDK K2 AWS SDK 22I0|EE A E57| 28t ot
CH.
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® Note

$1%H Node.js& AWS X-Ray SDKE= AWS SDK for JavaScript V2 2Et0|HEE HSE et
Hw3to{ V3 2EI0|MEE ASE M o M2 MIHE HEE BHtEfLIct v2 0ol & S04,
DynamoDBO{| CHEt 21 £ & & LIEtLHE= ot MIOHE = H|O|E 0|§ 2 HHEHSHX| & LICtH
EB{o|A00] MOHE HETI He$t 4 AWS SDK for JavaScript V2 A2 € 1E2{5HM2.

AWS SDK for JavaScript V2

of Chet 2&£ 04| A aws-sdk E+ 22 2HE5l0{ ZE AWS SDK V2 ECI0|MEE HSE 5= &
LICFAWSXRay . captureAWS.

Example app.js - AWS SDK 44

const AWS = AWSXRay.captureAWS(require('aws-sdk'));

e 2EI0|HEE HESE{HH Cigt £ 2 AWS SDK E2I0|HEE & E
CFAWSXRay .captureAwWSClient. 0 & &0, AmazonDynamoDB £2}0|d

E% Tg5ted™
Example app.js - DynamoDB Z2}0[|21E H&

const AWSXRay = require('aws-xray-sdk');

const ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

/A Warning

captureAWS 2! captureAwSClientE &7H AFE3tX| DA AL, O|F A 3HH 32| M
HE 7 S 2 EL|C}.

TypeScript?t ECMAScript 2 =(ESM)E A& 3104 JavaScript ZEE EE35itie 4% OHS X E
Ar&stod Eto|E2E{2|E 7HA S Lt

Example app.js - AWS SDK #H|&

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

AWS SDK ZZ|0|21E 393
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ESMEZ Al235l0f ZE AWS Z22I0|HEE ASsledH CIE T EE AF2erLCH
Example app.js - AWS SDK H &

import * as AWS from 'aws-sdk';

import * as AWSXRay from 'aws-xray-sdk';
const XRAY_AWS = AWSXRay.captureAWS(AWS);
const ddb = new XRAY_AWS.DynamoDB();

DE MHI22| B2, X-Ray 20 EEE API2| OIES 8 + A&Lch M2 a9 Mol of
3l A= X-Ray SDK7H MIAHE | HEE F7tst0d MHlA MollM 7+ MESHE MSefLICH

4% & DynamoDB Z2I0|HENM 2 s &£ MMet= 42 SDK7 EH HO|2S Of
M 350f sl Elo|2 0|EE MOIHEO LICk 2&0A, Z Efo]£0| 7HH" L3
el O| EANED, EHEO|=2 CHHE SR 3t X| &2 &Y S &0 chsH et DynamoDB

R
N
9'|_

Example &= 2 K& 37| @8t DynamoDB =& 3 &0i CH$t 5t MIHE

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
b
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

S8 ZS M2 Mol £} =27k ML
X

—$— = =
Xl 8t B9 MHIAE Y S &6t allg AH|A0 CHer Lih = =7¢

0z JIHI
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« Amazon DynamoDB - E{|0|€ 0|&
« Amazon Simple Storage Service -H{Z! 2! 7| 0|&

« Amazon Simple Queue Service — Cil 7| O|&

AWS SDK for JavaScript V3

AWS SDK for JavaScript V3£ REAl0|22 I E Zest ZE0 2 gLCt ek V3E
captureAWS HIMEE X|5tX| 22 ZE AWS SDK ECI0|HEE HEE £+ daLich

TypeScript2t ECMAScript & (ESM)2 A& 35104 JavaScript ZEE EE5teis AR O WX E
At&stod BtO|EEE[E 7t E = U&LICt

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

AWSXRay.captureAWSv3Client HIMEE At&3t04 ZF AWS SDK E2t0|HEE ASELICH of
£ £04, AmazonDynamoDB 2C}0|MEE F4d5l2{™

Example app.js - Javascript V3& SDKE A28t DynamoDB Z&10|ME HE

const AWSXRay = require('aws-xray-sdk');
const { DynamoDBClient } = require("@aws-sdk/client-dynamodb");

const ddb = AWSXRay.captureAWSv3Client(new DynamoDBClient({ region:
"region" }));

AWS SDK for JavaScript V3& AlE5t= A< HIO|E 0|, HZ! X 7| 0| E= OV ol &
2 MIEIHIO|E{E $HAH RHEtE|X| et o= 2 V AWS SDK for JavaScript V2E AFHE 3504 AWS SDK £
ZIO|HEE A SE el ot 7ER|Z2 EB0|A BollE O|E0| X|HE! 2t BlAA| CHEF 7HE =7}
ZE || k&Lt

Example AWS SDK for JavaScript V3 AF& A| DynamoDBO| CiE &2 et 512 MOATHEE A
g35to &= X%

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",

"namespace": "aws",
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5 o
{
. 60,

"http"
response":
content_length"
200

AWS X-Ray
"status":
"UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG"

}

1,
"aws

P ¢l MH|A0| CHEt 55

n {
operation": "UpdateItem"
st £ Ql& |0}

"request_id"
5l04 CIRAERI HTTP
S E£& Ml Node.js& X-Ray SDK Z2I0|HE
|-E T AAE
HFA| &

Node.js& X-Ray SDKE AlE
=517
oHEE|91|o|A4o| OFO|3 2 MH|A EEE Z7H HTTP APIE
sto{ e =& 2 H &St APIE CIR2AEZ MH|AE MH[A J2iZol =
X-Ray SDKQ| captureHTTPs HIMEZ T 5toq &

EE Node.js&
9-3}5

o[

HJ

ALE
http EE= https &
Egj|o[ATLICt

Axios EE= Superagent Z 2 EtAF HTTP & EtO[EHE|E A
captureHTTPsGlobal() APIE S3ll X2/ HO|E|IE http

=2
==

(@ Note

Ct.
| captureHTTPsGlobal2

Example app.js - HTTP 20|
var AWSXRay require('aws-xray-sdk');
= AWSXRay.captureHTTPs(require('http'));
& d3t5ted™ httpE 2Z=35H7|
396

var http
HTTP Z2t0|UEM FHE
191)

B

zE
SEFLT
Example app.js — HTTP 20|
require('aws-xray-sdk');

var AWSXRay

YA HTTP 55


https://docs.aws.amazon.com/xray-sdk-for-nodejs/latest/reference/module-http_p.html
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AWSXRay.captureHTTPsGlobal(xrequire('http'));
var http = require('http');

|0.|| E_Ho|- RIx4 = %I_

Ct& | A KM S &2 HSE 1 Node.js& X-Ray SDK7FHTTP 24 2! SEoi| CH
HEJL ZEE 5t MOIHEE 7|5 =
EMIHEE

LICt X-Ray= ot MIHEE AL&35t04 #Z3 APIof| Clsl £

n% mw

Example CIH2 AEZ HTTP &0 CiE 519 MaHE

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
.
"response": {

"content_length": -1,

"status": 200

Example CH2AE R HTTP E&0 CHet FHE M2 H

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122atab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"

iy

"response": {

L1
™
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"content_length": -1,
"status": 200
}
.

"inferred": true

Node.js& X-Ray SDKZ SQL #2Z| £X{5l7|

SQL Z22I0|HE E CHE3H= Node.js& X-Ray SDK 22I0|HE HMEZ ZEM SQL Ci|O|E{H 0| A #
2§ ASFLc

» PostgreSQL — AWSXRay.capturePostgres()

var AWSXRay = require('aws-xray-sdk');
var pg = AWSXRay.capturePostgres(require('pg'));
var client = new pg.Client();

* MySQL - AWSXRay.captureMySQL()

var AWSXRay = require('aws-xray-sdk');
var mysql = AWSXRay.captureMySQL(require('mysql'));

var connection = mysql.createConnection(config);

?.

Ad
o
HE
=

El ECIo|MEE 0|85l SQL FHEIE MMEECIH, Node.js& X-Ray SDKe 421 /2|0 CHEH
5t MaHEA Z7|SFLICEH

SQL ot ¢l MaHEO| &7 o|o|H =&

HE F50f U= SQL ZEof oHEEICHH sQL #2|of| cHal MAE 5t MIHEN HEE o I+
= U&LICH o & % 152l HIZHEO| X E SQL #HEl EXAUEE 7ISstEdiE B2 ot MaHES]
SQL Aol X Fote = U&LICH

Example 5t%| A2HEO]| SQL x|

const queryString = 'SELECT * FROM MyTable';
connection.query(queryString, ...);

// Retrieve the most recently created subsegment

saL #He| 398
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const subs = AWSXRay.getSegment().subsegments;
if (subs & & subs.length > @) {

var sqlSub = subs[subs.length - 1];
sqlSub.sql.sanitized_query = queryString;

518 220 9/ sQL WEO| M S AWS X-Ray JH At otLM Sl SOL #2I8 HEsHAIAIR.
Node.js& X-Ray SDKE At&730{ AtE X} X|8 59 M2HE 4-85t7|

He ®2lsty| s SR E ol ot MR HEES
Sk [[ =

x
59| MBI Stof A4

x =1 == 2 HDI'EI' X-Ray SDKE& M El
HEE 7|§§.*I—IEP. FIt ot MAHEE Y dstod CHE st9l MAHEE O &6t AU, 2= MMd9|
d5& GItetHL, =M W HEHOIHE VIS8 + U&LIch

captureAsyncFunc &+ & AtE5to CH2AE R MH|AE S &6t 7150 s AAS A X|H 5t
NMOIHEE 88 + U&

Example app.js — AtE Xt X[ 5t MIHE Express

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment('MyApp'));

app.get('/', function (req, res) {
var host = 'api.example.com';

AWSXRay.captureAsyncFunc('send’', function(subsegment) {
sendRequest(host, function() {
console.log('rendering!"');
res.render('index');
subsegment.close();
1)
1)
1)

app.use(AWSXRay.express.closeSegment());
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function sendRequest(host, cb) {
var options = {
host: host,
path: '/',
};

var callback = function(response) {

var str = ;

response.on('data', function (chunk) {
str += chunk;

1)

response.on('end', function () {
cb();
1)

http.request(options, callback).end();
13

of| [0l A o Z 2|71 0|42 sendRequest
HEE H8erLICt captureAsyncFunce
= LHo| A Efotok ot = 52| MIOHEE ™

71 218l sendEtE AERE X|H 5t M
st HIS7| 3 E0| 2 2EH T 24

-ﬁ )]
OII

kg o

Al 7|so| CH3i M= captureFunc &
SA KNSR 5 MOHEE H&LIC

2O

N
-I>
-r i
Pl
00
ok
>
30
o>
rC
[ul
o
g'l_-
>
rr
oo
>
1
Jju
o
>
oo
mo
o

e MOHEE MO

E &t MIHE Lo M e A2 Node.js& X-Ray SDK7t aliE
ot MaHEO CHsH IDE 45 s

=
0 AEAlZE S A2t 7ISELCH

Example H|EtE|O|E{7} Z & El ot MOIHE

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
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}I

AM&X K| Lambda 3% MOHE

SDKE Lambda0ilAM A8 52 ZHX|5tH Xt 2| E AKX} facade MIIHEE
ElLICt X-Ray E2|0|A BHoi| B+ AWS: :Lambda: : Function h:E
M5ted™ facade MIOAHEE 2 S &5l0 8L & HAFLICH F

o =
SRE M MIDE AL85tod M MOHEE 52z BIEH M MOHEE B & J&LCH

J>' mlm

]

Example app.js — =& ALEXl x| 5t MOTHE

const segment = AWSXRay.getSegment(); //returns the facade segment
const subsegment = segment.addNewSubsegment('subseg');

subsegment.close();
//the segment is closed by the SDK automatically

Node.js& X-Ray SDKZ M HEO| FA 2 MEIH|O|E{ £7}6H7|

74 o HiEbC|OlEfoH B7H 28, B EE ofBElAH0lMol CHEE 371 HEE 7158 £ AALID X-
Ray SDKOIA 4438 MIHE £ AHSAITH AASHE AFSRE XIF 319 MIHEof 41 U Hle}

ClOIEHE FIIE + A&LICH

T2 EXYE, A EE R 2 oo et 71-gk mo{UuLch FAM2 D BHEANM ALS
[ A+EE CIOIEIE 7|F st HLE

st7| @a QAR AEILICH FAMH2 2490 EQO|IAE 1EEHE
GetTraceSummaries APIE 2T S E¢& [ AFESHAMI2.

HIEFCIOEIE 2% X S22 Eae D5 S80| 24S 7H 4 e 713t HOJR|EH TE| E#Al0] A
88 4+ AT S QM NE|R|E & LITH E3 0|20 MF 5T AXIZH HMolE AR SRl &2 &7t

O|E{E MIEIHIO|EIE AtEstod 7|FsHA A2,

MIHEO|= =43 HIEICIO|E 2ol AEXE ID EXEE 7IFE = JU&LICH AEX IDE MOHE

olHE Lo 7|FREH AMEc =z QHEAL|X| p&LICH

Sections

» Node.js& X-Ray SDKE = 7|55} 7|

« Node.js& X-Ray SDKZ M|E}H|O|E] 7| &t 7|
* Node.js& X-Ray SDKE AIEX} ID 7|5 35}7|
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Node.js& X-Ray SDKZ F4 7|E 35|

N

FMg ABStl AR QM AY HEE MIMEL 519 MIHEM 7IS5HAlL.
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—

A MIHELL 5t MIHES| HEE 7S LICH.

var AWSXRay = require('aws-xray-sdk');
var document = AWSXRay.getSegment();
2. EXY 7|, B, it E= 2XYE Z2tS 2 addAnnotation® XY s &&LCt

document.addAnnotation("mykey", "my value");

CHS ololME &o| Z & & E2XtE 7|t B2, A E= BAHY 22 AL835H0q
putAnnotationg M = &5t= YHE Eo

HoiELCt
document.putAnnotation("testkey.test", "my value");
SDKE MME EAM2| annotations 2|0 FME 7|-Zf Ho{Z 7|SELICH Z2 7|2
addAnnotation2 F H Y S E5H Z 2 MIOIHEL 5t MOIHEO 7|SFH 2t S Ho{L
Ct.

Mg 2gst FM0| e EDOIAE #2284 annotation[key] 7IHEE EE E 3 A0l Al

—

Example app.js - &4

var AWS = require('aws-sdk');
var AWSXRay = require('aws-xray-sdk');
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var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var item = {
'email': {'S': req.body.email},
'name': {'S': req.body.name},
'preview': {'S': req.body.previewAccess},
"theme': {'S': req.body.theme}
};

var seg = AWSXRay.getSegment();
seg.addAnnotation('theme', req.body.theme);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

Node.js& X-Ray SDKZ M|EIH|O|E{ 7|E 5l 7|

HEICIOIEE 0|8l AMES = Qx| eiotr &l HEE MIHEL} st &
AMAl2. HEtH|OlE 22 -E—IPO" ZXb, F2 E= JSON ALt ofciloof X=ste

A7 E = U&LICt.
HELHIO|E] 7|5 W

1. M MHIHEL st MIHES| HEE 7HMHSLICH

var AWSXRay = require('aws-xray-sdk');
var document = AWSXRay.getSegment();

X|-°=' CC

= -

MO
rr

A 7|, &8, TA

N
miycly

document.addMetadata("my key", "my value", "my namespace");

or

7|9t Zk2t 0|28l addMetadatas =X &Lt

IZHE 7|55t

e CHE BE

Ay 2t & 2AYE YA O|AR addMetadatas S &&L

Z41 2 HIEtC|olH

403
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document.addMetadata("my key", "my value");

HYUATO|AE X|HH6HK| 4o ™ SDKE defaultE AF2ELICH Z2 7|2 addMetadatagS & H
M s &ESH L2 MOHEL} 3|'-r| NIHEN 7S ZfS Ho{#sL|C

MEXIDE @M HMIOIHE 7|85t0d 2HE B AFEXIE AEELICH Lambda 4o MOIHEE
HZAE = gioc2 20| 22 AWS Lambda &2t S L|X| o SLICH setUser SE2 51| M
E7 ol MOHE|Z HEE 4 Ql&LCt.

A8 X ID 715 Y
1. R MHIHEL 5t MOHEQS| #AE JHXSLCH.
var AWSXRay = require('aws-xray-sdk');
;é; document = AWSXRay.getSegment();
2. X2 Bl AEXo| 2X1Y IDZ setUser()E 2 Z&¢&Lch
var user = 'johnl23';

AWSXRay.getSegment().setUser(user);

#H-E OfZ 2|7 0|M0| R HEIE AlRsHs FA| LS IDE 7|=6t7| Yl setUserE 358 4 9/
SLICH AFSRH ID ABE IHMI MIHEES ASSOH 252 152 62¥ £ AUsL

Example app.js - A& X} ID

var AWS = require('aws-sdk');

var AWSXRay = require('aws-xray-sdk');

var uuidv4 = require('uuid/v4');

var ddb = AWSXRay.captureAwWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var userId = uuidv4();

var item = {

'+ {'S': userlId},
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'email': {'S': req.body.email},
'name': {'S': req.body.name}

};
var seg = AWSXRay.getSegment().setUser(userId);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

MEX} IDo| EBO|AE 3 OP{MH user 7|/ EE ZE| EFHA0| M5 AAIL.

[e]l]
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Python &4
Python OHEZZ|7|0|ME H&35t0o4 ETO|AE X-RayZ M&5HE WHoleE F 7HX(7F d&LCh.

« AWS Distro for OpenTeIemetry Python - AWS Distro for OpenTeIemetry CollectorE &3l 422t
7} e X E 2 EBIO0|AE Amazon CloudWatch AWS X-Ray2! Amazon OpenSearch ServiceZ
Zetet ot AWS ZELIER £ R Mo 2 TEET| /8t 2E A4 Eo|EEE| MEE MBS sts AWS
HHZZ IL|C}.
« AWS X-Ray SDK for Python - X-Ray HIE2 Sdl| ECII0|AE M35t 1T X-RayE ™&E35H7| {8 2t
olEai2| MEIL]LCE.

0|l

REMIEH L& AWS Distro for OpenTelemetry2t X-Ray SDKs S0{A AMEH EHE R X FHAIA

AWS Distro for OpenTelemetry Python

AWS Distro for OpenTelemetry(ADOT) Python2 AL 3 O E (A0S Bt tH AIS5t T A EA
7t e K|E & FXE Amazon CloudWatch AWS X-Ray, Amazon OpenSearch ServiceE Z & 3t 04
B AWS ZLIER £F Mo 2 MEE £ Q&LICH ADOTS &7 X-RayE AI23t2{H F 7IX| 24 2
27 EHFLICH X-Rayet &7 AF8E == /= OpenTelemetry SDKQ X-Ray2t 74 AFEE = U=
OpenTelemetry CollectorE ?/8rAWS HiZ EZH{L|Ct. ADOT PythonOll= A& #H|F X[ 0| Z & k|0
OHZ 2|7 0| Moi|A T = ¥4 Q10| ET0|AE MEE += U&LCh

AlEH5E4™ OpenTelemetry Python @ AWS Hi Z ZH MHME B X614

-

2.

AWS X-Ray 2! 7|EF0f| A AWS Distro for OpenTelemetryE AH& 5t &8dof| CHEH RHAIIEH LIS 2 AWS
Distro for OpenTelemetry B2 = AWS Distro for OpenTelemetry B MHE AWS MH|AZIZ M 2.

4o x| A ArEoll CHEF REMIEE LHE 2 Github2|AWS ZHEEHE A AR SHA 2.

AWS X-Ray Python& SDK

Python& X-Ray SDK= Ei|0|A C|O|EHE 4435t X-Ray CHE(daemon)oll 2LH7| {8 a4 &
HMEE M335t= Python 2 ofZ2|710|ME EtolEe2| HEg Lt EB0o|A T|o[E{ol= o E 2|
Ol M35t =& HTTP L1t o & EI%IOIMOI AWS SDK, HTTP £2}0|1E £ &= SQL o]
E{HIO|A FHHE{E At835t0 CIRAER MH|A0] =™&st= S&o0f Ciet HE 7t & ELICH E£8 =
SOE MIMHEE MYstT ClHa HEE M 2 HELC|O|E{o| FIHE =& U&Lct

pipZ2 SDKE CIRELEE = U&LICt
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/python-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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$ pip install aws-xray-sdk

(® Note
Python& X-Ray SDKE QE £A Z2MEQ|L|CH ZEMEE 2T GitHub(github.com/
aws/aws-xray-sdk-python)oil M 24l & £ @EE NEE = A&LICH
Django EE= FlaskE A& 6= 3% SDK O|E%I0{E ofE2|7H[0|Mol F7I5t= WRE] AEFSH0 =41
L¥E FHELICH O|Eole &4 Edo|Aa Fol| et MOHEE Mdstm, %E. | &2/ M
HEE AZFLIC MOIHET Hi{ U= S2toll= SDK 2EH0|MES| HMEE 0|85 HEE Ml
HEO F7t5t1 5t MOHEE HEO{CIRAER &2 EYO|AE £+ U&LICH EF SDKE Al
OHET Heqd U S ofE 2|7 0| Mof| M L dlst= o QIE AHS2 2 7|FELICH CHE ofE 2|70
Mo| A MOHEE £=52=% BHE £ /A &LICt

HEE|l= o Z2|A 0|M = MH|A0] 2|5 £EE|= Lambda &42| 22, Lambdas &5 5|CE
olm MERE QXMS AISOR FXFLICH 1 8o 340 AR £4 23S MED U FXFEE
Z EE MAM3lo{ X-Ray SDKO{| M B g L|Ct

(® Note
Lambda®| X-Ray SDK&= 41E4 M°*°'L—IEP. O|& & ol AFE5tX| 2t= B 04716 MH[A &
of Lambda AMH|AS =2} ZF Lambda & +& £ E &tLt7t ZEELICt SDKE F7t6tH &
= A EE A E5t0{ Lambdadl 2|5 7|SEl= &+ MOIHEO 5t MOIHEE FIHE = QU
&LICh XEMIEH LI 2 AWS Lambda 12|17 AWS X-Ray MM E 2 ZE5HAMI2.
LambdaZ 7| El Python & 2| 0= 24X E FZSHAAIL
CtZ 22 Python& X-Ray SDKE At&35t0{ O Z2|7H0[M o] 2t0|EHEHE|E WA EM CIRAEF

22
FES FHELICH SDKE CHS 2tolEBEI& R ELICh
X|HElE 2lolEEE
« botocore, boto3- AWS SDK for Python (Boto) 22I0|HEE A S&LICH
pynamodb — Amazon DynamoDB £ £+ 0|21E 2| PynamoDB & FdgfLICh.

=
* aiobotocore, aioboto3 — Python Z2t0|AUE & H|S7| S& SDK HTE FgLCt

« requests, aiohttp — &/ HTTP 2ct0|HEE FdErLCt.
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https://github.com/aws/aws-xray-sdk-python
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https://pypi.python.org/pypi/boto3
https://pypi.python.org/pypi/pynamodb/
https://pypi.python.org/pypi/aiobotocore
https://pypi.python.org/pypi/aioboto3
https://docs.python.org/3/library/asyncio.html
https://pypi.python.org/pypi/requests
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httplib, http.client — 59 HTTP 22I0|HE 2} 0|2{8t 2C}0|MEE AIEslE A9l 2tole2 3
2I& T -8gLct

- sqlite3 -SQLite 22t0|AHEE F & LICH

« mysqgl-connector-python-MySQL E2}0|HEE T LICH

* pg8000 — === Pythons TAJgrLCH

* psycopg2 - PostgreSQL Ci|O|E{H|O|A O{HE{E T & LICt.

« pymongo — MongoDB ZEZI0|EE T4 &Lt

« pymysql - MySQL 2! MariaDB Z2t0[1E 0] 7|8tEt PyMySQLE F A& LICE.

-t

mjotch SDKE 39 Al
HlA Black ER0lA B

OHZ2|70|A40] AWS, SQL CIO|E{H|O|A EE= J|EFHTTP MHIASE 558
HEO| &0 Ciet HEE 7|FFLICE MH[A Lo KM ASH= AWS &
o CIRAEZR L EZ EALEE JiEH A2 2F & AN§t 2XME AlHES = 0 E80| Euct.

X mol-

SDKE ArE35t7| A|ZHSH 20of, B[ Z 2 O|EF0{1E #445+0{ SDK SEHE 5 AMAIR. E8{12E
Z7lsl oHE2|7|0|ME AdlistE HFEE 2IAA CHE CIOIEE 7|25tD, MEZ2 FAI2 HMolsl M
L2 Sig Fdstn, 2O ellEe MYsl o E 270l 29| SDKHM EAElE HE &2 =™
& £ A&Lct
Q™o Ciet 7t HEQL of Z2(7H 00| F4 2l HELH|O|E{0M ot B e 7|S&LcH =42 2
Bl Z3AI0 A AIEE &= U8 QHAME Er=st 7| g A ol7| Eol, X Clo|E{& = &8t Er|
O|AE AME £ Ql&LICH HIEHOIE =2 XM&hHo| Mo JSONLZE =45 e £~ s 2 E 2|
e} o040l 7|IEE = A&Lct
® A 2 HEtH|0lE
ZFM al HEIC|O|E{= X SDKE AIE5t04 MOHEO| F7I5tE Yol HIAEQILICEH FM2
ZIE EHEAMM AFESH7| {6 = AELICH HIEIH OB = QU= A E|X| oE X2 X-Ray 2&
L= APIE AFE5104 HA| MIZHEOM 2 = UELICH X-Rayod| CHEF 17| HM|A T} F0o4E

£ APIE
AgRHE L Ol CIOIEIE & # UaLich

Ao FHE Zeto|MET} Blo| ICHH, 7 EE S2E0|HERZ BHE 2 2H 5 E2| st 9| MOHEE
iEez Eftste 28 MOHE stLHE BHE & J&LICH AEX X|H stef MIHE O] Z20|ME
ZEE ool st MOHEE ZXst 2SEE & JU&LICH oA &+ £= 2= Mol CHEE A
X X ot ?l MAHEE dde =+ U&LICE OHOE 4 HMaHE 2ZE XWg M tidl 5
MIaHEO HEHolE X Mg B|ZEE + A&LIT

Python& X-Ray SDK 408


https://docs.python.org/2/library/httplib.html
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/sqlite3.html
https://pypi.python.org/pypi/mysql-connector-python
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SDKQ| EeiA & HIMEo| CHE &= EAM= AWS X-Ray SDK for Python API Reference& & &= 5t 4
Al2.

LT ME
Python& X-Ray SDKE= Chg @dof & 2to|=2{2| bimg XIELct

 Python-2.7, 3.4, 3 =&l

« Django — 1.10 O|4f

« Flask - 0.10 0|4

« aiohttp — 2.3.0 O| &}

« AWS SDK for Python (Boto) — 1.4.0 0|4}

- botocore — 1.5.0 O 4

« enum - 0.4.7 0|4, Python {7 3.4.0 0|5t2] BL
jsonpickle — 1.0.0 O|4f

setuptools — 40.6.3 0|4}

wrapt—1.11.0 O| 4

Ad
o

OR
B>
rk

F2|

Python& X-Ray SDKE pipMlA AFEE 5= Ql&LCt.

« I§7|X| - aws-xray-sdk

SDKE requirements.txt 0| L HESZ FIHEHLIC

Example requirements.txt

aws-xray-sdk==2.4.2
boto3==1.4.4
botocore==1.5.55
Django==1.11.3

Elastic BeanstalkE A2304 O Z 2|70/ & HIZ 5t = &< Elastic Beanstalk2
requirements.txto| £ & WF|X|E AHS2 2 HX[FLIC

—_

EENE: 409
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Python& X-Ray SDK T

Python& X-Ray SDKOI|l= M B|ZHE XS 3t= xray_recordergts A7 }&LICH =4
HTTP Z&0i Ciall 2HEE HHst= OISR01E MEX} X|HSEE L BZHE 7 HE = UE
LICH

Sections

. MHIA BeiT0l

- MEZ 73

. 22

. 2E0| HaAc 74

* Djangol| BI|ZH #+4

A
4

i
o3

MH|A& E2432
pluginsZ AtE3t0{ OHEE(7|0[MHE S ARSHE MH|AO Ciet BEE 7ISE = U&LICH

£2{a¢l

« Amazon EC2 — EC2P1lugin IAEA D, 7t& ¥ LU CloudWatch Logs I && F7H&LICH.
D

- Elastic Beanstalk — ElasticBeanstalkPluginO| 874 O|§, 7 tilo|& X! H{XZ IDE F7}+&L
Ct.

« Amazon ECS — ECSP1luginO| ZE|O|L{ IDE F7+&LICt.
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Segment - Scorekeep b

Overview | Resources | Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc DFEKEED-C mh

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

Za212 AH835tE{™ xray_recorderA configureE EE & LICH

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

xray_recorder.configure(service='My app')

plugins = ('ElasticBeanstalkPlugin', 'EC2Plugin')
xray_recorder.configure(plugins=plugins)
patch_all()

(® Note
plugins= REZ MEXIEZ BHY EO0E X8 e ¢EA = , & ZFoHok

Ct. o A: plugins = ('EC2Plugin',)

SDKE E2{32 MHEE2 AI835t0d MIAMHEN origin HEE MAH57|T g LICE Ol= o E
270l E AESHE AWS BlAA RS LIEFLICE ot E8{1212 A 835t 42 SDKE
ElasticBeanstalk> EKS> ECS> EC2 =A{Z &°Ql5to{ 2 2|ZTIE Z™EELICT.

]
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=

MEY A

SDKE X-Ray 201X Heolst= MET #=IE A8st0d 7ISe ¥ Adg U 7|2 #&2 o
ZR UM 2HE FHst, ZE MH|IAHM FIH 2O 5%E X-Rayz £ MEFLICH X-Ray 2
0 F7 722 MA5tod ZH of Z (7 0|0l CHaH 7S £l= O0|E{e] &2 AFE Rt X[ g Lct

SDKE AL A XI% 7212 HOlE £MHR MSELICH 20| od2f AL R XIE FAID YxlsHs 2
[m]

(® Note
SDK7} MER A2 712 7| I8 X-Rayoll 128 = iz B2, IZ2 X Hmf ¥t 54
EY F7 89| 5%0 gt 7|2 24 R2|o= Z|EotLCH SAEJ MEZ APIE &Y
&8 £+ e HEHo| gi7LE, X-Ray CHE(daemon)ol 438 = Qi B2 o248t 4ol &
ME 4= 1 o] CHE(daemon)2 SDKO|AM =&& API 21 S&0i CHEF TCP ZEA| dE 2
stL|C}
=] o

JSON EMoiM MER 722 S5 SDKE 7 8¥ T U&LICH SDKE X-Ray MEZE Al
8 + glg 32 2L AE YWYSRE MESHUL 2 FAE MESR A8E £ l&LICH

Example sampling-rules.json

)

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
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O ool M= stLtel AL AL X #alT 7|8 #&I2 HolghLct AF&XE X|%
o= Q10| 5% MEZZ HIZ2 /api/move/ ot Z2of MEFLICt 7|2 #32 oiE 2= ¥ F7t
%9 10%E FXELICH

272 Fxlo| Mol¥ mjo| CHEe 1M LA 0| X-Ray MHIAE S5
HAME SEMOE MBECH: WULICH SAES BO|HEZH4S

20l 7|5kl dlolE o] && Mo{st7[7t ofe{ L RlLICH.

= Al Ao ZF olA
M &7 3H Bciskz| m

|k

mbda@i&LICH T EE MH[ATH 8 S Est=E 32 6lilE
O| Lambdaoi| 2|3 7|FE/LICH &4 FX0| &3t t|n Eg
2l Z4%4S LH2L|ct

=202 = -

M= MEE
MH| A0 A A
oA SIH7F eF

x

dHo{ MEZI FEIE 7
HMolM rule

5240 CH2 ol A|eF 20| xray_recorder.configureE & &LICt O] of
SIMUE[0[LL E- 7&lo| ZEE JSON T o| ™Mo Z=2 Lt

W0
i
=l
4
‘3 0

xray_recorder.configure(sampling_rules=rules)
24 730k A8 5t24H LocalSampler & AHE35tod Bl ZHE FHFfLICH

from aws_xray_sdk.core.sampling.local.sampler import LocalSampler
xray_recorder.configure(sampler=LocalSamplexr())

xray_recorder.configure(sampling=False)
2Z
SDKE 7|2 WARNING 2Z gl 0| = Python2| LHE logging ZE 2 AFSELICEH
aws_xray_sdk 2240 CiE 274 ZZE 71421 0|0 T3l setLevel 2 £ E3504 2t0|E 22|

2! o Z 2|70l e LiHX|ol CHsll M2 CHE 21 e gL

Example app.py - 22

logging.basicConfig(level="WARNING')
logging.getLogger('aws_xray_sdk').setLevel(logging.ERROR)
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CIHI 238 A5t 2502 519 MIHES A8 o DI2HE 59 MIHES 22 2XE 4
|:|=1ol- A OIAL_||:|.

Ao gz #d

xray_recorder0 Cigt configure HIMEMM F71 MHEE AISE = JU&LICH

context_missing - ¥ed U= MOIHET} gl B2 FEE AEJHOHOIEE 7ISstein &
drlst= ol 2lE 2 RIsHE{Td LOG_ERRORE M ELICt

« daemon_address - X-Ray CHE(daemon) 2lAL{2| ZAEQ TEE MABILICH.

« service - SDK7} M|2HEO| AF25t= MH|A 0]

« sampling - ME2E H|EH35}6t2{M FalseZE AT LICH

« sampling_rules - ME2 7 =/0| L& E JSON It o| Z2E HH™ELICEH

Example main.py — ZAEIAE F2F 0| Q| H|& 3}

from aws_xray_sdk.core import xray_recorder

xray_recorder.configure(context_missing='LOG_ERROR")

Djangol| B|Z2H T4

0o
g'l_-
hvd
>
12
o
kU
inl
lo
Ijo
g
[0
4

Django Z 2| I E A83t= B2 Django settings.py ZI+LS At
g+ A&t

« AUTO_INSTRUMENT (Django M) - 7|2 A3 ClO|E{H0|A I HEZES! AHZ ZdE 2|8t 512 Al
JMHEE 7|SFLCH

« AWS_XRAY_CONTEXT_MISSING - ¥4 U= MOIHET| Qe A4 #+HE ZE7I CIO|EHE 7|85t
0il & M &85t 0 2lE L X|5E4T LOG_ERRORE 8L

[l

« PLUGINS - OEZ2|70|M 2| AWS E|AA0| CHE HEE 7|SEHLICH
« SAMPLING - ME3 & H|&2d3}5te{™ FalseZ A™ELICE
« SAMPLING_RULES - MZ 2l #=l0| Z&E JSON mte| Z=2 E M™EL|Ct.
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THERE QLA

settings.pydM B2 TS &-35t6tti™ AX|E 4 =50 Django O|S/0{E F7tgFLICt

Example settings.py — A X|E 4
INSTALLED_APPS = [

'django.contrib.sessions’,
'aws_xray_sdk.ext.django’',

O|& 0| XRAY_RECORDER®Q! dictoll M AFE 78t MXME F & LICH

Example settings.py — A x|E H

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
' AWS_XRAY_CONTEXT_MISSING': 'LOG_ERROR',
' AWS_XRAY_DAEMON_ADDRESS': '127.0.0.1:5000',
"AWS_XRAY_TRACING_NAME': 'My application’,

'"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin', 'ECSPlugin'),

'SAMPLING': False,

}
B2 w4
gtd HeE ALE 5104 Python& X-Ray SDKE T+& & U&LICH SDKe CHE #H+& X[§ELICH

« AWS_XRAY_TRACING_NAME - SDK7} M|OHEO| AF235tE MH|A 0|E2 MAEELICH T2 a8 Y

Yrloz MYE MH|A O|F S MY LI

« AWS_XRAY_SDK_ENABLED - falseZ A% 5t SDK7} H|E A3 EL|Ct O] &7 BT} false2 A

ME|X| 2t & SDKE 7Moo = #/MsHELCH

- HIEEstE 42, 22 82 EH7 CiE(daemon)2 2 S K| X|

ofe CiO| MIZEIE W 5H9) A

HEE Aisez ddstn XS X7t HIFGEHELICH OlSdHoie 224 B2 I 2z
7|SELICH 8t OIS 901E SE MaHE I ot MIHE dd2 25 0| MaHESH 0

ot MaHETF ELCH.

- B3 ¥ = aws_xray_sdk 2HO|E2HE[0M global_sdk_config ZiX|e 2 &5 &
S35 AWS_XRAY_SDK_ENABLED g2 A™EerL|Ct &4 #H5of CHEr M- 2 ol248t 4

HX-I O|o|-|__||:|.

« AWS_XRAY_DAEMON_ADDRESS - X-Ray CHZ(daemon) ZlAL{o| SAEQl TEE MHELIC} 7
o 2 SDKE FX C|0|E{(UDP)Qt MEZR(TCP) 2501 127.0.0.1:20002 A& LICH CIE =

for O
b
ol
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02
op
=

EoM =4l CHZ7 [t =% CHE(daemon)g 788t B9 E= CHE ZA2E0M A
g A8 gL

4
« SYUSt ZE — address:port
« CI2 XE —tcp:address:port udp:address:port

» AWS_XRAY_CONTEXT_MISSING - €2 /= MIHET} gl Z2 788 =7t CloIEE 7|55
241 o [f LAstE of QS Y X|5tEdT RUNTIME_ERRORE A& gtL|Ct.

ol
rot
;l:._\'l_

=
« RUNTIME_ERROR— TE] 0i[Q|7} 2fAFhL|Ct.
- LOG_ERROR- 2R/ E

« IGNORE_ERROR— 2R/ E FAlst H&ELICH

N
I

St ASELICH(ZIE2L).

Python O|E90{& X-Ray SDKZ 4l % FX5}7|

O|E%0o{E ofZ2[7io|¢dol| F7tetT MIHE O|FE F 48t Python& X-Ray SDK=E MEZE 2

LYol chall 2HEE HMELICH Ol HOHE= HTTP 29| AlZh, HME 2! HiX[7¢ Z & EL

Ch F7t2 Fd5tH ol 2HE | 5t MIHET M ELICH

Python& X-Ray SDK& =4I HTTP REE F45t7| f[8t Ctg O|IE9I01E X[ ELICH.

* Django

» Flask

+ Bottle

@ Note

AWS Lambda & 2| B Lambda: HEZE Zt 2ol TisH MIHEE HEELICH XA
8t LI& 2 AWS Lambda Z12|1 AWS X-Ray MME & XM L.
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F
(= pnd

LambdaZ A& El Python & 2| of

rr

7(|-O-I7;|.

— =

fjo

FHAAIR

oII

CHE Zo|3 o A3 EIE E= Python OHEE|7H|0|Me| B, MIHEE =522 BFE = &L

Zt H2HE|= MH|A B otollA ol ZE7|0[M4E AEst= O|F 0| A&LICH Ol IZHE S| 0|F 0]

| L=

BHO=E XEEIL T st7HLE, 4l REO| S AE SHE 7|H2 2 SDK7F M2 0|§ 8 XIEstE
S 78 + UELICH M 0I& XIEE A8t 28| &1 |OI o|Fol et 258 FHst1 0lF
O| ofl ¢ Wi LRI5HX| b8 B (0: ZAE SC7t fI=E B2) 7I&2 01§28 M8E + &Lt

E WM E= V|E SIHA7L o EEFH0|Me 2 - E MY st B9, X-Rays IP %! LK
A IP7t otL2l 22| X-Forwarded-For SIHERE{ Z2I0|1E IPE 7t ZLICH MY
2ol chall 7|5 & Feto{HE IPE YZE &= U222 LAZ5HH o FEucH

QLYO| MY E|H SDKE MIHEON F7t HEE M504 0|8 LIEFHLICH MaZHEO|
x_forwarded_forZ MM E true EEJ} X E E< 2CI0|HE IPE HTTP 2829| X-

Forwarded-For SIHHZ8E| 7}Xx{SLIC}.

OIS9ols CHS MEE Z8sts http 2202 2t 441 Q30| CHet MIHES AYAIstLICH

[« —_ - =
- SHIC _2AZE QHOIHTTP SH I E
o AlZE— AR AZHQRE =4 2 BR AZHEE THS)

« X HO|ME — QEMM 7tX{2 user-agent ALIC}.

- ZHI= 20| — 82| content-length@lL|Ct.

Sections

« O E 2|7 0|4(Django)oil OIS0 F7}
- OfZ | 0| M(Flask)oll OIS0 F7t

« OHEE|7i0]M(Bottle)ol OIE 904 F 7}
« 2508F Python ZE 7+H

- NOHE 0| X|E ™ 4
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o & 2|71 0| M(Django)oi| O|E %01 F7}

MIDDLEWARE It 20X settings.py S50l O|EH01E F7tErLICE 7|Et OEH 010 AuliEt 2
Ho| HZYEITE X-Ray O|E0{7} settings.py TFUMIM A HmY Eoil QJo{of fLICt

Example settings.py - Python O|E%910{& X-Ray SDK

MIDDLEWARE = [
'aws_xray_sdk.ext.django.middleware.XRayMiddleware',
'django.middleware.security.SecurityMiddleware"',
'django.contrib.sessions.middleware.SessionMiddleware'’,
'django.middleware.common.CommonMiddleware"',
'django.middleware.csrf.CsrfViewMiddleware',
'django.contrib.auth.middleware.AuthenticationMiddleware',
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking.XFrameOptionsMiddleware'

settings.py I Q| INSTALLED_APPS §50{ X-Ray SDK Django ¥& F7tstA|R. olF 7| 5t
HE AlZHetE SO X-Ray BIZHE 74 = U&LICH

Example settings.py - Python Django & X-Ray SDK

INSTALLED_APPS = [
'aws_xray_sdk.ext.django’,
'django.contrib.admin’,
'django.contrib.auth’,
'django.contrib.contenttypes’,
'django.contrib.sessions’,
'django.contrib.messages’,
'django.contrib.staticfiles’',

settings.py ItYLOAM MIIHE O|FE FHFLICH

Example settings.py - MIZHE 0|5

XRAY_RECORDER = {
"AWS_XRAY_TRACING_NAME': 'My application’,
"PLUGINS': ('EC2Plugin',),

0]
o
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O|l= X-Ray Bi|ZEH7t 7|2 ME3 &L 2 Django OHEEZ|Z0|Mo|M MSBst= RLEE TG F XAl
LICH AAER XIE MEE #EE Mot 7[Ef MHE HESI =5 Django &7 mto| BZHE

T8 + U&LICH

@ Note
pluginse FEZZ MYE2Z B Z{T00QI2 XHE M= BtEA| £
Ct. oIAl: plugins = ('EC2Plugin',)

OHZ 2|7 0| M(Flask)oll O|E0{ =7}

Flask OHZ 2|7|0|ME F 44524 HX] xray_recorderdMd M2 HE 0| F A3l ofF &LiCt O™
CH2 XRayMiddleware &+ & AL&3t0q Flask O ZE|AH|0|ME ZEZ THX|FLICH

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.flask.middleware import XRayMiddleware

app = Flask(__name__)

xray_recoxrder.configure(service="'My application')
XRayMiddleware(app, xray_recoxrder)

O|= X-Ray el 27t 7|2 MET £ Z Flask OHECIH 0|M0|M KMBstE REE FHSES XA
LICH AR X H MET #EIE Mo 7Lt 7B dYEg HEH K BZHE Fc= 788 = U

&Lt
o Z 2|71 0| M(Bottle)oll OIS0 F7}

Bottle O Z Z2|AH0|ME F45t2{™ K] xray_recorderdAM MIIHE O|§E FA5HoF &LICH 2
# CHZ XRayMiddleware &+ & At83104 Bottle OHEE|7|0|MS ZEE T R|E L

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.bottle.middleware import XRayMiddleware

app = Bottle()

A H 419



AWS X-Ray THRE OHLEA

=

xray_recorder.configure(service="'fallback_name', dynamic_naming='My application')
app.install(XRayMiddleware(xray_recorder))

Ol X-Ray Bl 27} 7|2 ME2- £ 5 2 Bottle OHZ 2|70l MM MIS 5t 28
LICH AFSA XY HEY #3232 MEotHL 7|Et MYE HESES
&Lct.

SO Python ZE T

Django T FlaskE A 5} x| egf #e NIMEE +502 otE 4 9laLch ¢—MEIE 7 @3o]
Chal MOHES Aadst Lt Tix c e =9
A ZCi7t ot HOMEE Z7te

Example main.py - =5 T4

from aws_xray_sdk.core import xray_recorder

# Start a segment

segment = xray_recorder.begin_segment('segment_name')

# Start a subsegment

subsegment = xray_recorder.begin_subsegment('subsegment_name')

# Add metadata and annotations
segment.put_metadata('key', dict, 'namespace')
subsegment.put_annotation('key', 'value')

# Close the subsegment and segment
xray_recorder.end_subsegment()
xray_recorder.end_segment()

MIHE o2 x|& M2 74

AWS X-Ray = MH|A O|§2 AFE35t0o4 ol Z2|F|0|ME A5t o Z2[7H0|MH0| A& 5t CHE of
Z 2|7 0|M, Cllo|E{HI0| A, /% APIs & AWS E|AAQF FEEILICE X-Ray SDK: =&l @Fod| cHEt
NMIHEE MEE W sie MOHES| 0|F Z=of ofZZIAH 02| MH|A O|FE 7|S&Lict

X-Ray SDKE HTTP 7 5o ZAE 0|8 Fol| HOHEE X|HE £ QU&LIch a2{Lt o] 37t
ZE|TH MH[A Bof| 0d7[X| &2 = E7 YlE = JUELICH IZE ZAE S 2 E QESE
Rl&l SDK7} HZE MOHE O|E S K™t AL S YX[ste{H Eo0l2= F 9| 7|& 0|§2 KIY

afiofF &fLCt,
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=g A3t 0|8 AlaBIE
orH S

ofZ2|7|0|M0] o =HRle] 2HE *Elst= 42, X 0|& X

O|§0of gtHst == SDKE F+8e == U&LICH &5
r=)
o

oUx|5tE Q0| SAE O|ES At

2 SDK7} ofl & miE It

2 M8Y & UA&LICH

o & 01, 3tLt2| OHZ 2|7 0|0 M| 7HS

static.example.com) 0 LEE MEE = U&LICE *.example.com EHSE 5% 0O|F XY
HMEFES AI83510d 2 ST HQIo| MOHEE MZ CHE O|E2Z EAISHE MH|A ol MHIA =E
7b Ml 7H HZLICE o] THEHO| X[ et= ZAE 0|F2| RFO0| o EE|7H oMo = AlE[TH, AKX K
M3t O~ olE ol Ul || =7 AMH[A BHofl ZA|FLICH

[m]

DEQHAMIHEN Z2 0|EE ME5tE{H O MM L2 AXH tllZHE #+ 8 M ol Z 2|7
O|M O|E& XR|HELICE.

SX 0|8 K|H M2 SAE 0|E0| Ux|3HoF 5t THEd L HTTP QAHO| SAE 0|&0| mHE 1} YUK|
StX| ot B A2 E 7|2 0|§2 HolEtLIC DjangodiH SXo 2 MOMEO| 0|2 K| 5tE{H
DYNAMIC_NAMING A& settings.py Ttdofl F7t+gLct.

Example settings.py - X 0|& x|

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
'AWS_XRAY_TRACING_NAME': 'My application’,
'DYNAMIC_NAMING': '*.example.com',
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin')

IHE10|M ™'E AtEst0 ERIE S URIAIZ|HLE'?7'E ALSSto] B EXE LRIAZE = U&LICH

=
Flaske| B2 dlZHE Z==2 7

Example main.py - MIZ1HE 0|5

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service='My application')
xray_recorxrder.configure(dynamic_naming="'*.example.com')

(® Note
Ao Ho|st 7|2 AMH|A O|E 2 AWS_XRAY_TRACING_NAME 27 H=E Al235l0d RiZE Q]
St A OlA
=2 T AAHE L’lE'I-
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CO2AER Z& 792 fldl 2to|E8] 2| K|

ORAER- &£ F45t24H Python& X-Ray SDKE M&5t0{ ol Z2|70]440| A+&5t= 2hol= 2
£ mx|gfLICt Python& X-Ray SDKE ChH& 2tO|EEEIE THR|E = U&LICH

X|¢HE|= glolE 2

« botocore, boto3- AWS SDK for Python (Boto) 22I0|HEE A SELICH

« pynamodb — Amazon DynamoDB 2 2}0|21E 2| PynamoDB & T3 &fLICt.
K

- aiobotocore, aioboto3 — Python 22I0|HES H|S7| &8 SD

« requests, aiohttp — &/ HTTP 2ct0|HEE FdErLCt.

« httplib, http.client - 5t¢| HTTP 2ctO|AEQ} O|2{et 2EI0|UEE A8 5= &9l Ef0|EH
2l§ T gLt

- sqlite3-SQLite 2Ct0|HEE FAELICE.
« mysqgl-connector-python -MySQL 2c}0|HEE FELICH

* pg8000 — &= Pythong T-&&LICt.
* psycopg2 - PostgreSQL Ci|O|E{H|O| A O{HE{E T & LICt.

 pymongo — MongoDB Z2}0|HEE FgLCt

0

» pymysqgl - MySQL & MariaDB Z2+0|HE | 7|88t PyMySQLE T/ &L C.

IIH)|I

o x| = 2to|EE{E|E AtESHH Python& X-Ray SDK= &7
BfL|Ct. SDK7F SDK O|S 9|04 EE
|.

of CHEH 39| MIHEE Madstn
715 g
Mated MIHES ASE 4 2/0{oF BLICH

= AWS Lambda0ilM 3t M2HEE M

o

SQLAIchemy ORME Al23stE 72, SQLAIchemy MM 2| SDK H{ZIT}F 22| A E 7HKq%t
MsaL #HEIE #HE = AaLict X|E2 SQLAIchemy ORM AFE & & XS4 A

fo I

A& 7ts8 2 E BtolE {28 mk|5H2{H aws_xray_sdk.coreOA] patch_all &+E AFSEL
Ch httplib 2 urllib®t Ze L8 2t0|E22{2|= patch_all(double_patch=True)=2 &5t

01 0|F WAl M8 S Galor & = U&ELICEH.

chol=ed2| o x| 422


https://pypi.python.org/pypi/botocore
https://pypi.python.org/pypi/boto3
https://pypi.python.org/pypi/pynamodb/
https://pypi.python.org/pypi/aiobotocore
https://pypi.python.org/pypi/aioboto3
https://docs.python.org/3/library/asyncio.html
https://pypi.python.org/pypi/requests
https://pypi.python.org/pypi/aiohttp
https://docs.python.org/2/library/httplib.html
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/sqlite3.html
https://pypi.python.org/pypi/mysql-connector-python
https://pypi.org/project/pg8000/
https://pypi.org/project/psycopg2/
https://pypi.org/project/pymongo/
https://pypi.org/project/PyMySQL/
https://github.com/aws/aws-xray-sdk-python/blob/master/README.md#use-sqlalchemy-orm
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Example main.py — X|#E|= 2 & 2t0|EZ{ 2| THX]

import boto3

import botocore
import requests
import sqlite3

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()

EHel Bto|=E{2lof x| X8steiH Bto|=22]2| 0|§ 2| FES AH85t0o] patchE S E#LICH O
E QIsiME Y 24 =222 FMSsfok .

Example main.py - £ 2t0|E 42| Ti K|

import boto3

import botocore

import requests

import mysql-connector-python

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch

libraries = (['botocore'])
patch(libraries)

(® Note
2lol= 22|18 mxlshe ol AL8E 717} 2lo|=i2i2] Ol8 3 2 x| e HRE el YL
7|= stLt old el 2tol= 2|0 CHal EE &= BfLct.

gtol2e{2| EE

» httplib-httplib & http.client

* mysql —-mysqgl-connector-python

chol=ed2| o x| 423


https://docs.python.org/2/library/httplib.html
https://docs.python.org/3/library/http.client.html
https://pypi.python.org/pypi/mysql-connector-python
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asyncio & ctolEE2lel B2 &= HIS7| &0l CiEr 5t MOHEE MH5ted™ IS 7| 4=
AEE AF835H04 Python& X-Ray SDKE 75 0F & LICE AsyncContext E2HAE 7HK{QtAM O 2
EHA Q| QIAEIAE X-Ray B2 ol ME &L

(® Note
AIOHTTPS Z2 ¢ Z 3|3 x| 2tolEB{El&= aws_xray_sdk.core.patcher ZE2
Safl M2|=IX| t&LICt Ol 2 XIHEl= 2tolEB{2lQ| patcher FIE 20 LIEFLEX| 8 &
LIC}.

Example main.py — aioboto3 I{ x|

import asyncio
import aioboto3
import requests

from aws_xray_sdk.core.async_context import AsyncContext

from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="my_service', context=AsyncContext())
from aws_xray_sdk.core import patch

libraries = (['aioboto3'])
patch(libraries)

il

Python& X-Ray AWS SDKE AI&35t0{ SDK & F

OHZZ|7|0|M0|E =& AWS MH|A 104 CI|O|E{E K% 5t7HLE, CH7 |0l ALt L EIZ ELHH
Python& X-Ray SDK= 52| MOHEWM CI2AERICZ &S FHELICH Y AMHIA(0:
Amazon S3 HZ! EE= Amazon SQS CH7|QE) Lo A M| ASHE F5 AWS MH|A 2 2|&A = X-Ray

2£0| FX Hof CIRAEZ = EZ EAIFLICH

N
botocore 7i&d ZCIO0|HEE 8 == Y &LICH

MH|£ she| Elgfoi| CHai A

ZE MH|AQ| AR, X-Ray 2&0M Ct.
st& NS Lct.

= X-Ray SDK7I MIAHEH HEE F7

EE API2| O|EE 2 = UE
P It A

5104 AMH|A BHoi| A

:
HIIF
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THERE QLA

o € £04 A& E DynamoDB 2EI0|HMENAM 2 2 &£ Hdste B2
F7HELCH 2&0lM, Z EO|Z20| HE LER
ol 2 2 s £o0i cHall L8t DynamoDB = E7}

o st 2 5=0f CisH E|0|E O|ES M2THEO
Mb|A ol EAIE|D, S Eo|E2 HAS =R 5K
E AEc

|
|
Example &5

"id": "24756640c0d0978a",

"start_time": 1.480305974194E9,

"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",

"http": {

"response": {
"content_length": 60,

SDK7} EM E{|o|E S CHA

2 K& 35t7| {8 DynamoDB 2 S &0 Cist 52 MIHE

"status": 200
}
1,
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
HYHE 2|AhA0] HMAE M OHS MHIAE SEE F2 MHIA Yol F£7F =7t HEELCH §F
BlAAS AR K| oHe B MHIAE ST $E5HH ST MHIA0| CHEH Ui =7k AAEL

« Amazon DynamoDB - E{|0|€ 0|&
« Amazon Simple Storage Service -tHHZ! 2! 7| 0|5
« Amazon Simple Queue Service — Cil 7| O|&

Python& X-Ray SDKE At&30{ CIR2AEZ HTTP

P & Mul|&of CHer 35

FH3t7|

OHZ2|7|o|40| OtO|Z 2 MH|A EE= HE 2 HTTP API% % £35H Python& X-Ray SDKE At& 5104
s =2 795t APIE MHIA JEHZ0 CH2AER MH[AR FI7HE =+ QlaL

LAHTTP 25 425
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AWS X-Ray e R OFHLHA
HTTP 2ZI0|MEE F¥stoiH Yl s &8 HME M ALE 5= 2to|E 22§ TR

requests L& Python2| LIE HTTP 22I0|HEE AI835lE 42 O Ol =& & =edo| gi&Lct.
aiohttpll AR H|S7| HEIAEE AIE5t0{ BIZHE T HELICH

aiohttp 32| 22t0|HE APIE At83H, SDKOIM XMB5t= 5 70| QIAEHAR
ClientSession®| E2I0|1E APIT & 74 FA45H0F & LICtH

Example aiohttp 3 Ect0|HE API

from aws_xray_sdk.ext.aiohttp.client import aws_xray_trace_config

async def foo():
trace_config = aws_xray_trace_config()
async with ClientSession(loop=loop, trace_configs=[trace_config]) as session:
async with session.get(url) as resp
await resp.read()

CIR2AEZ HAPIK CiEt 21 S £2 HASE [ Python& X-Ray SDK7I HTTP 7% & SEofl Cit
HEJ 23 E 5 MOMEE 7|SELICH X-Raye 5t MIOHEE AF&304 ¥ APIO| CHEl =7
EHMNOIHEE HMELCE

{
"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
b
"response": {
"content_length": -1,
"status": 200
}
}
}

(19
™

A HTTP 25 426


https://github.com/aws/aws-xray-sdk-python#trace-aiohttp-client-requests
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Example CHRAEZ HTTP 2 &0 ChEt FHE AOTHE

"id": "168416dc2ea97781",
"name": "names.example.com",

"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",

"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {

"request": {

"method": "GET",
"url": "https://names.example.com/"

.

"response": {
"content_length": -1,
"status": 200

}

},

"inferred": true
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EAELICH AFEl= 2EI0[MENM 2H ZE

HEE J7|SELICH F7t 5t MOIHEE 435

MsS HitetAL, =M U HEHIOIEHE 7|58 = U&LICH

5t MOHEE 22l5t24™ begin_subsegment 2! end_subsegment HAME

Example main.py — AF& At X 62 MIHE

from aws_xray_sdk.core import xray_recorder

subsegment = xray_recorder.begin_subsegment('annotations')

subsegment.put_annotation('id', 12345)
xray_recoxder.end_subsegment()

S7|4 &=ol cHet ot ?l MaHEE dY

LICH.

HE Melstr| /sl 2=
g miotch X-Ray SDKE= &
tof CtE 5t MIHEE O ES 7L, ZE AMI|
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HS 5t2{™ @xray_recorder. capture cl=
LICt 5t MOHEO CHEt 0|2 2R & o MHSHAHL OAE 512
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Example main.py — & = 52| A OHE

from aws_xray_sdk.core import xray_recorder

@xray_recordex.capture('## create_user')
def create_user():

HIS 7| & 42| 42 @xray_recorder.capture_async CIZZO|E{E AE
E dlZHof| M ELIcH

Example main.py — HIS7| &+ 52| MIHE

from aws_xray_sdk.core.async_context import AsyncContext
from aws_xray_sdk.core import xray_recorder

5tH, HIS7| ZHEHAE

xray_recorder.configure(service="my_service', context=AsyncContext())

@xray_recorder.capture_async('## create_user')
async def create_user():

async def main():
await myfunc()

5l MOHEE MIIHE EEE CHE
2| M2HEO| CHSH IDE MdstT A

Example MH|EtE|O|E{7} 2 & El ot MOIHE

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}

iy

5t MI™ME LHol A M85t Python& X-Ray SDK7t aiE &t
12 AlZt 2 B2 AZHE 7S FLiCh

ABR RIE st HaHE
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Python® X-Ray SDKZ MIIHEO| =44 2l M|ELH|O|E] F7}6t7|

74 W iEbCIOlEISt BT 23, B i OHE I OIMO| CHE £7 HEE 71SH 4 9
Ray SDKOIM A A5HE MIHE EE ALSAITE At ALS A XIR 39 MlZBI=0l A 2 M
GlOIEIE %7 4 st

FM2 BAY, =X EE B2 4o A8st 71-gf Ho{L|CH FA2 ZE EFEAM AFS
5t7| 25l QR AELICH FMH2 2£0| EBO|AE OIE5HE M A2 E TIOIEHE 7|55t 7HLE
GetTraceSummaries APIE 2 S E& [ AIESHMI2.

HEHIOIEE ZiA U S22 ZEE D5 KHo| 28 7 £ s 712k HofX|g, TE] B Alf A
S8 4 QTS QI AIE|X|E @  EdolA0f M MEIEH AMol= AR Al 82 It
OlE{= MIEHHIOIEIS AR 310 7IS 3HAAI.

MIHEO|= =40t HIEICIO|E 2ol AAEXE ID EXAIEE 7IFE = JU&LICH AKX IDE MOHE
ojHr Lo 7|SEH AME2 2 QHEAL|X| o&LICH

Sections

« Python& X-Ray SDKZ FM 7|E35}7|

« Python& X-Ray SDKZ M|E}G|O|E{ 7|5 &} 7|
« Python& X-Ray SDKZ AF&X}ID 7|§35H7|

Python& X-Ray SDKZ =4 7|875}7|

ZM2 AB3H0] AMBOR QIHMAE M E MIHEL 59 MIHE 7|5t AAIR
=M Q7 AY

£/ 500%+Q] WEAHE T oY 4 ULIch Mol O E() ollel Zo)

=
—
A& LICH
o
—

7| - X-Ray 449

7
Lt 7|28 AL 8E =

« 2L -X-Ray #4M9| zt2 %|CH 1,000xte| RLIZE EXAHE Z&E + U&LICH
- M - Efo|AY Z|CH 50702 =M E AHSE & JA&LICH

x4 7|2

1. xray_recorderO|A #HXH MOHEL} 519 MOHES| FEXE THKHLAAL.

from aws_xray_sdk.core import xray_recorder

A dl MEtE|o|E 429


https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html

AWS X-Ray THRE OHLEA

document = xray_recorder.current_segment()
or

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_subsegment()

N
Ho

A7), B8, RAHE

rr

22X 22 2 put_annotationg Y ZE#LICH

document.put_annotation("mykey", "my value");

CtE2 oo M= Ho| 28 €l EXtdE 719t 2, At E= EAE g2 AHE510d
putAnnotation2 &M &5t €2 Ho

document.putAnnotation("testkey.test", "my value");

n

F= put_annotationOlM xray_recorder &¥{S AIEE £ U&LICH O] &ty

= pu 2ARiel ot 2| Al
OHEL HedUe ot MOAHET} QI8 B2 T MaHENWAM B ZE

xray_recorder.put_annotation("mykey", "my value");

SDKE MIME EXM2| annotations Ao &ME 7|-2f Hloiz 7|FELICH Z2 72
put_annotation2 F H Y S E6H 22 MOHEL} 52| MOIHEN 7|FFH 24 S Ho{&EL
Ct.

EMUS Z&E FMH0| Qe EBIO0|AE A oP{M annotation[key] 7|XEE ZE EFH A0 Al
5t MAIR

Python® X-Ray SDKZ HIE}H|O|E] 7|5 &t 7|

/A Warning

= A7} e A& E Python® X-Ray SDK2| HIEIE|O|E] Zt2 2 F7}3HK| OtMIL. ol2{8t

A= JSONS Z 22358 4~ gioH SDKOA 8t FZE MME = U&LICH £t Hs

EME gx|st7| flsh 31 SEE U E HEHOIE 2 F7H6H K| DM L.

=AM 4 o|etd|0lE 430
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AWS X-Ray
HEHIO|EHE o|E5H AMES 2 QI A5HK| iott kl= MEE MIOHELL 5t MOHED 7|55t
MAIQ. HELHIOIE 22 2AHY, %A, 22 E= JSON ZA|LE o2 0lof XiZistet £ s B E 2k
7t 2 £ A&Lich
HEHIO|H 7|5 g
1. xray_recorderOAM A MIHEL} &t MOAHEL HZEE 7IHQAAIR.
from aws_xray_sdk.core import xray_recorder
document = xray_recorder.current_segment()
or
from aws_xray_sdk.core import xray_recorder
document = xray_recorder.current_subsegment()
2. BXY 7|, B2, A EAMY == AA 2F L EAY WA T O|AL & put_metadataE E
M ZEgLct
document.put_metadata("my key", "my value", "my namespace");
or
7|9t ZtBt 0|83l put_metadataE 2 & LICH
document.put_metadata("my key", "my value");
= put_metadata®ilM xray_recorder S AISE = U&LICH O] W2 XA o| 519 M
HE L} HE{/Ue ot MOHET QI8 B2 T MIHEN| M HEH|O|EHE 7|S & LC
xray_recorder.put_metadata("my key", "my value");
HUAHOIAE X|H5tK| S ™M, SDKE defaultE A ELICH 22 7|2 put_metadatags 5
A ZESIH Z2 MOHEL} 6t MOHEA 7|EME 2L FHo{&&LICt
=4 &l HEtClolH 431
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Python& X-Ray SDKZ AFE XA} ID 7|5 3517

MEZXIDE SH MOIHEN 7|835l04 2HE B AFERE AlHENLICY.
AMEXID 7|2 gy

1. xray_recorderO|A EHX MOIHEO CHEt B ZE 7tX{SLICH

from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
2. X HHAEXS EXY IDE setUsers 2 SE&LICH

document.set_user("U12345");
HEEBH0|M set_userE 2 2 &5tH ol E2[A0|M0| 2FE AMelsts =7HFEH AFEXHIDE 7|
28 £ gLt
AMEXH DO ETYIO|AE B 2P{H, user 7|¥EE ZE E3A0] MEFAAIL.
MHE|A 2t E0] HiZ E 2 =23 7
Python& AWS X-Ray SDKE= MEE|A ofEZ2|FH 0| Hof| HiZ El &

=

HElAE 2G40l MUS AWSE TEHstod BIF-nt 354
B o} 7[=™M L.

MHE|A ot 7|HX = MEHE TE46t K| o o E 2|7 0| I MHIAE FHStD AlE = UA sHF
= 2ZEQ|of ofE2|A0|MULICH M EE= E2E{AH Z2H[M'E, x| M8, 2 MA| &K &
U ET TEH[ME 22 el el S Ho{-LCH ol 2= ol o EE[A 0|4 EE= Hied
E MH|IAE MHEIA &R M2 FHFE £ Ao, ofEE|7H0|ME 178 Eo 2 AAst T &% st
= O 28 2E A0l Ats2 2 MelE U o
O AL MO AB{2I2 E20f BIZE Flask = Diango%t 22 # Z22I212 AWS X-Ray of
ME XS E AF S 2oiELICH ofE2|70|M 2| X-Ray HIF S A& 3HH Amazon API
GatewayOll A AWS Lambd B4+E Sl oHE DE CIRAER SE ofZ 2|7 0|H0| =&sH gk Al
ZEE & F UELCH

Python& X-Ray SDK= Ct& Python OHE Z2|71|0|M ZB| U2 E K| ELICH

MHEI~ HECHoE =4 432
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* Flask 871 0.8 O] &
- Django H{%1 1.0 0|4

0| REEIYM|AME Lambda0il HHE E| 11 APl GatewayHl A S EE|= MEHEIA o E2|AH 0| | AIE 74
2Lt o]l REE|YME ZappaE A& 6t0{ O EE|7H0| MM E Lambdaol| XIS = HIEZ S API
HO|EQo| A=EZQIEE FAIEHLICEH

A=A

<
i

):;
Q
Q

Python - {7 2.7 EE&= 3.6.
« AWS CLI-AWS CLI 7} AIHe 2 74 E|o{ /11 ofE2|70|ME HiEZ & AWS 2| ZdQIX| = elgt
L|C}.

* Pip
* Virtualenv

CHA 1. BB =Y

O| A= virtualenvE AFE35H04 O EZE|F|0|MHME S ARIE 7t &4 OrELICH
1. E Al235lo{ ojZ2|AH oMo CIAHE{2|E AWS CLIMAIEtLICH O3 Cf 2 M CIEE 2|2 HZEE L

Ct.

mkdir serverless_application
cd serverless_application

2. OSoles MCIEEEZ0M 7He 32 SEFLICH CfE B> E AL835to #d3tefLch.

# Create our virtual environment
virtualenv serverless_env

# Activate it
source serverless_env/bin/activate

3. E 4ol X-Ray, Flask, Zappa %! Requests 2t0|E2H2|E A x[&LICt.

# Install X-Ray, Flask, Zappa, and Requests into your environment
pip install aws-xray-sdk flask zappa requests

MEE[A of Z2|70]M 74 433


https://github.com/Miserlou/Zappa
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-python.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://pypi.org/project/pip/
https://virtualenv.pypa.io/en/latest/
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4.

serverless_application C|ZE{2|0f O E 2|7 0|M ZF7tetLct. of Aol M=

Flasks2| Hello World 6N & 2=gtL|Ct.

serverless_application CIEE{Z|0M my_app.pycts Tt BHSLICH OHCIS HAE
7

HZ7|8 AL 5t0d S B Z7HELICH 0f ofZ2/7 01442 Requests 2t0/=2{2I8 H 53}
1, Flask O Z2[#H|0|M 2| O|ES01E mx[et, AEZQRIE ' /' & ALCH
# Import the X-Ray modules
from aws_xray_sdk.ext.flask.middleware import XRayMiddleware
from aws_xray_sdk.core import patcher, xray_recorder
from flask import Flask
import requests
# Patch the requests module to enable automatic instrumentation
patcher.patch(('requests',))
app = Flask(__name__)
# Configure the X-Ray recorder to generate segments with our service name
xray_recorder.configure(service='My First Serverless App')
# Instrument the Flask application
XRayMiddleware(app, xray_recorder)
@app.route('/"')
def hello_world():
resp = requests.get("https://aws.amazon.com")
return 'Hello, World: %s' % resp.url
25 H|: Zappa 4 49 2 HiAE
o] A M= ZappaE ALE35t04 AtE2 2 API H0|ES0| A= ZQIEE T8t ¥ Lambdao] HiE
grLct.
1. serverless_application C|EE |01IA-I ZappaZs AELICt o] oMM E 7| MM A
SXMX(eH 7|12 MYEE MK X[HE B2 ZappaZt 7+ X[IEE EAIRLICH
zappa init
What do you want to call this environment (default 'dev'): dev
EPNCTEEEC VR 434
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'Zappa‘*******'): Zappa_*******

What do you want to call your bucket? (default

It looks like this is a Flask application.
What's the modular path to your app's function?
This will likely be something like 'your_module.app'.

We discovered: my_app.app
Where is your app's function? (default 'my_app.app'): my_app.app

Would you like to deploy this application globally? (default 'n') [y/n/

(p)rimary]: n
37 ofA|et HIxBHR| ZelghLct.

2. X-Ray &43}5t7| zappa_settings.json ItUS A

"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",

"project_name": "serverless-exam",

"runtime": "python2.7",
"s3_bucket": "zappa-****xxkxkn

[

592 "xray_tracing": trueZ FJ}ELICH

w
-
0x
i<
1°
lo
rot
g

"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",

"runtime": "python2.7",

"s3_bucket": "zappa-**xFFxEAAN

"xray_tracing": true

L|ct. 28{™ Rts 22 API HO|Eg 0] 2l

4. OfEZZ|Fo|MES HiZE
Lict.

2 H
LambdaZ Y2ZEFH
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zappa deploy

Deploying API Gateway..
Deployment complete!: https://********x*x execute-api.us-west-2.amazonaws.com/dev

3EH7|: API GatewayOll X-Ray F* & M3} 6t7|
O] A0l = API HO|EQIO| 2&1F 45 282 Sl X-Ray XS M5t LICt

1. o 232! AWS Management Console 311 https://console.aws.amazon.com/apigateway/://
https://https://https://://https://://https://://https://:/Ihttps://:/]:Ihttps:/I:/https:/I:/1:1]:]]
MZ M8t APIE BH&LICH O] URL2 serverless-exam-devdt SAFHOF B LICEH

EHE MEfErLIcH

HHZ CHH|o| O|§ & MEHEFLICH 7|22/ deviLICH
Logs/Tracing(21/& %) B10{ M Enable X-Ray Tracing(X-Ray &% & A3}) & QIgt2 MEistL|CT.
A A MHE S MEIELICE

HEt KoM =2 QIEoff HMATLICH ofX| Hello World OHEZE|F0[ME AEEH B2 T
St 20| EAlz[o{ok ErL|CH,

N o o &~ b

"Hello, World: https://aws.amazon.com/"

4EHH: M 5

— — - 4

N

Ol A0l M X-Ray 24T+ 4% X8 S oM OB EI70lM0| Maste Fxig srolstict 5
& 2 AJ0f ChEF RPAIEH LIS 2 MHIA B 2|8 BESHAAIL.

1. o 232! AWS Management Console 511 https://console.aws.amazon.com/xray/home://https://
https://https://://nhttps:/I:/inttps:/I:/1:https:/]:1]:/ Ilwww.

2. API H0|EfI0], Lambda &% L! Lambda Z1El 0|10l 2|l MME MIIHEE FL|C}.

3. Lambda &+ MIHE of2fol|AM 5t} MIHE My First Serverless App=2 &LUICt I Ct
2of & Hm 5+ MI2™HE https://aws.amazon.comO| L& L|C}.

4. 7|3 A, LambdaZt M| BAmH 51 MI2™HE initializationT AAdsr £ Ql&L|Ct.
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https://console.aws.amazon.com/apigateway/
https://docs.aws.amazon.com/xray/latest/devguide/xray-console.html#xray-console-servicemap
https://console.aws.amazon.com/xray/home
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Traces > Details
Timeline Raw data
Method Response Duration Age [ [+]
GET 200 3.9 580 11.1 sec (2019-02-15 00:19:44 UTC) 150660530 e
Name Ros. Duration  Status Ooms Soma 100 150 208 25 0 ass
~ serverioss-exam-dev/dev AWSCARGatEwIY S
servertess-exam-dev/dev 200 33sec 1 <~ ocu'e- -wost-2 armazonim.com.
Lambda 200 33sec InvokD: SOMVBriesS-exa-tev
~ serverloss-exam-dov AWS:Laros
servertoss-exam-dev 200 s2sc @ ]
* sorverlss-axam-dev AWS:Lambcs Function
servedess-exam-dev - 2Esec [} |
Initialization . 239 ms [~] .
My First Sorvoross App 200 177 ms [ B e aror
hitgs:/faws.amazen.com 200  166ms -] Rarr
* hitps://awWs. AMAZON.COM (Clent Aosporss)
serverdess-exam-dev 200 188ms a ==
Service map
Enter a service name to find and select the node on map
Cliants
sarveriess-exam-dev/dev
AWS:ApiGateway::Stage
v, 265ma
1 t/min
SANVErOSE-aXaM-tav hitps:/faws.amazon.com
AWSsLambdsFunction remata
L
avg. 207Tms
1 ¥min
serverless-exam-dev
AWSzLambda
567 Hel
o= L= L S = — _ = — P
R = HISO| FHEX| =S &Y O 0l AL88tX| = Elad s SESHAAIR. O AH& A0 M
OF A Ol= | |. =2 = -| .| | IE =|. = | |.
oF 4= QIZ0| Zappalt Z2 TTE AHE|A HHEZE ZHASIEHLIC

Lambda, API H|O|E 0| & Amazon S30i| A OHZE|F|0|MHE M 7{5t2{Td AWS CLIE AF23510{ T2
ME C|HE2[o| ClS H™EE )élgol'léul'l-—ltl'.

zappa undeploy dev
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AWS Z2t0|HEE F7I6t1 X-RayE HFSto{ ofZE|7H0|Mo| H EE2 7[5 FI7HELICEH MEHE|
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https://aws.amazon.com/serverless
https://aws.amazon.com/serverless
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o —
NETZ AFSE &
NET o EZ2[7|0|ME HZ510 EBO|AE X-RayZ ELHE &Holl= 5 7HK|7F U&LICH

« AWS Distro for OpenTelemetry .NET - AWS Distro for OpenTelemetry CollectorE S35l & 2t&H|7}
AE X|E L EYO|AE Amazon CloudWatch AWS X-RayZ! Amazon OpenSearch ServiceE EZ &
gt 02 AWS ZLIEZ £F Mo 2 ME5t7| 98t LE A4 Elo|EE{2| MEE M33dt= AWS Hi
EZLCH

'I'

« AWS X-Ray .NET& SDK - X-Ray C|lZ2 S35ll EC[0|AE MH5t10 X-RayE ©M&5t7| f[EF 2lol=
22l MELICEH

REMIEH LI &2 AWS Distro for OpenTelemetry 2+ X-Ray SDKs S 0| A MEH B S FZSHA AL,

AWS OpenTelemetry .NET-& HHE Tt

AWS Distro for OpenTelemetry .NETZ ALE5tH o ZE2(FH|0|ME Bt |1 HFstn A& EH7t U= K]
E 2! =X Z Amazon CloudWatch AWS X-Ray 2! Amazon OpenSearch ServiceE Z & & 0424 AWS
LIE|Z £F Mo 2 &8 4 U&LICH AWS Distro for OpenTelemetry@t &7 X-RayE AHE 3l
24 X-Ray0o| A AFE & &= Q= OpenTelemetry SDK2F X-RaylA AL & 4= Q= AWS Distro for

OpenTelemetry Collectoret= F 7HX| 4 @47t R FHLICH,

AlEH5Ed™ OpenTelemetry NETSAWS H| Z ZH MHME B ZSHAA|

to

AWS X-Ray 2! 7|EF0fl A AWS Distro for OpenTelemetryE At& 5t &84of| CHEH RHAIEH LIS 2 AWS
Distro for OpenTelemetry B2 = AWS Distro for OpenTelemetry A MHE AWS MH|AZIZ M 2.

404 x| A AL ol CHEF REMIEF LHE 2 Github2|AWS #HEEHE AR stA 2.

A
ol

AWS X-Ray .NET& SDK

NET& X-Ray SDK= C# .NET & oHZ2[#0|M, .NET Core & OHZ2|71|0|H & NET Core &£ A
£35t7| @& 2tol=2B{2ILICH AWS Lambda. Ol 2t0|E2{2l= Ei|0|A C|O|E{E 4495t04 X-Ray CH
E(daemon)OE MESH7| @3t 2ela L HMEE MSELC 047]od= o ZE2[A oMol M XS 5t
E £4l 231 ofZ2|#|o|M0o| C2AEZ| AWS MH|A, HTTP # APIs 2! SQL Ci|O|E{H| O] A0 4~
= &0 et D27t ZEELICH

o
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/dotnet-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
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® Note
NET& X-Ray SDKE LE AA T2 M|
aws-xray-sdk-dotnet)ol A EX| &

MEE M2 7 GitHub(github.com/aws/
(o]

 olE2lloltlol 32 pIAK MEEIS R A £71%0f 41 28 S0l st el A
ELICh AR SIS 21 S2i0ls 20| it HRIE S Y5, S0l MEsl HRisE

81,
etz stict Aﬂ:mzﬂ 34 9= Sotol= SDK Z2tolE S| HMEE 0|85 HEE Mo
R7betn ot9l MOTES BIE0| iR AER $58 EH0|AY £ AUSLICL E3 S

7t ded /e S ofZ2/A 0| Mof M HWStE RIE AtS2 =2 7|FEfLch

oT MEYE RS ISR FMELICL I #ol B0 Fe S8 232 MEY U FMIITS
Lambdag T &g LICt 0= B E, Lambdas MIHEE 44504 X-Ray SDKO{| M|S & LICH

(® Note
Lambda®| X-Ray SDK= ME AL QILICEH O|E &0l AL SHK| b= B2 047“'0| MH|A 24
0l Lambda MH|A® = E2} Zt Lambda & +& T E stLt7F & E/LICH. SDKE F7tstH &

=
4 ACE H5510f Lambdaol Ol3H 7|Z &= #4 MaHE 59 MIHES FIHe 2 ¢

&LICH XtMI8H LI 2 AWS Lambda 12|17 AWS X-Ray MME EHZE M 2.

174 ., X-Ray SDK for NETE AM&38t04 AWS SDK for NET 22I0|HEE AE gfLcH ASE 2
CIO|21EE AI835l0{ CIRAE R AWS MH|A EEE EIAAE §§s+ {otCH SDKE 5t M2 THEO
M E&0l it HEE 7|5 Lch AWS MH|A & AH|A LHoIM AN ASHE ElaAE EBO[A B

o CIRAEZ LE2 EAL2 2 JiH dZ0AM 2F L A& EXME AlHste ol ==20| oot

3 NET& X-Ray SDK2 HTTP £ APl 2! SQL G| o|E{tf|o|20fl CHEt CHR AER| 3 & 0| 7
M-S gLt System.Net .HttpWebRequest | CHE GetResponseTraced & & HAME
HTTP &8 Ef0|AELICH NET& X-Ray SDK HHF 9| SqglCommand& AFE3H04 SQL #EIE Al

SDKE At&st7| Al o, B ZEHe HAIX| BiEEHE F45t01 SDK S5E s AAL. E81
ol 2 |

olg 7}l OHEEIFHOIMS MHste HFT 2la20] CHE GlOIEIE VIS stn, MEE 782 o
S MEY S5 FAsD, 27 BlUS NN ofE A 0lM 210 SDKOIM EAIElE B 47
AHY 4 AsLic
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https://github.com/aws/aws-xray-sdk-dotnet
https://github.com/aws/aws-xray-sdk-dotnet
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« AWS X-Ray .NET& SDK API & &
« AWS X-Ray SDK for .NET Core APl & X

S Ut T IX|OIA NET X .NET Core® & Ct XIHISHIEH AL S =l S2iaE CHELICH O] F2 oilx
= 2247} NET Core2 S EHEl AR 7} ofL|T NET API X2 QZELICH

NET& X-Ray SDKM|= .NET Framework 4.5 0|4 27} ZQ$rL|Ct AWS SDK for .NET.
NET Core OHZE[AH 0|M & &0| B2, SDKO|= .NET Core 2.0 O|& 0| ZFL|Ct,
o Z 2|71 0| M0l NET& X-Ray SDK F7}5t7|

NuGet2 At&3+04 O Z2|7i0|M0 .NET& X-Ray SDKE F7I5tMIL.

Visual Studio2| NuGet T 7|X| Zt2|X}E A8 510 NET& X-Ray SDKE Adx|5t24H

1. [Tools], [NuGet Package Manager], [Manage NuGet Packages for Solution]& ME4&rL|C}.
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https://docs.aws.amazon.com/xray-sdk-for-dotnet/latest/reference
https://docs.aws.amazon.com/xray-sdk-for-dotnetcore/latest/reference
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2. AWSXRayRecorderE AMSIHIR.

3. Ii7|X|E MEHSt D Instal(x|)S MEHEFLICEH

Ad
o

OR
Jp
rk

2|
NET® X-Ray SDKE Nugetoll M AF& & 4 Q)& LICH I7|x| ZE|XE AFR 5104 SDKE MAIEL

Install-Package AWSXRayRecorder -Version 2.10.1

AWSXRayRecorder v2.10.1 nuget {7|X[0fl= CtE20 22 SHHE 71X JU&LICH

NET Framework 4.5

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

| | -- AWSSDK.Core (>= 3.3.25.1)

I

| -- AWSXRayRecorder.Handlers.AspNet (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
| | -- EntityFramework (>= 6.2.0)

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

NET Framework 2.0

AWSXRayRecorder (2.10.1)

Ok
B
oz
]

=
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https://www.nuget.org/packages/AWSXRayRecorder/
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I
| -- AWSXRayRecorder.Core (>= 2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)
| -- Microsoft.AspNetCore.Http (>= 2.0.0)
| -- Microsoft.Extensions.Configuration (>= 2.0.0)
| -- System.Net.Http (>= 4.3.4)

-- AWSXRayRecorder.Handlers.AspNetCore (>= 2.7.3)

| -- AWSXRayRecorder.Core

| -- Microsoft.AspNetCore.
| -- Microsoft.AspNetCore.

- AWSXRayRecorder.Handlers.

(>= 2.10.1)
Http.Extensions (>= 2.0.0)
Mvc.Abstractions (>= 2.0.0)

AwsSdk (>= 2.8.3)

(>=2.10.1)

- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| -- AWSXRayRecorder.Core (>= 2.10.1)
| -- Microsoft.EntityFrameworkCore.Relational (>= 3.1.0)

AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

I

I

I

I

I

I

I

I

I

| -

| | -- AWSXRayRecorder.Core
I

| -

I

I

I

I

I

| | -- System.Data.SqglClient (>= 4.4.0)
I
I

-- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)

2 Nuget 354 L Nuget 54 50| CHEt Microsoft 2| 2 ME &

NET& X-Ray SDK 74
ofZ2[7iloj¢o| x| MH|A0| CHEt HEE Z&sHAHLE, 7|2 MET SE S —“F’S%IHLI 2o
MEEls MET 22 EY G20 FIIst & 2122 AH8510 NETE X-Ray SDKE T+ &
T A&LICH
NET # o{E2[70]442] Z2 7|E Web. config IU2| appSettings AAof Z7hatLict
Example Web.config

<configuration>

<appSettings>

A 443


https://docs.microsoft.com/en-us/dotnet/standard/library-guidance/dependencies
https://docs.microsoft.com/en-us/nuget/concepts/dependency-resolution

AWS X-Ray THRE OHLEA

<add key="AWSXRayPlugins" value="EC2Plugin"/>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>

</appSettings>
</configuration>

NET Core2| B2, XRayE |49 7|2 X[Z5t0{ appsettings.json It

Example .NET appsettings.json

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin",
"SamplingRuleManifest": "sampling-rules.json"
}
}

O ChE oHEE270lME ZE0M T+ A& E LEst o]l A E AL85tod X Bl ZHE = 7Istef L

—

Ct. B2 =7|3t5t7| &of 0] ¢

rlIIo
4%
gl:l
g'l_-
[ul

Example .NET Core Program.cs — 2|2 74

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

.NET Core 'ﬂ OHE 2| '”Ol 12 7=”§3|-E 22 HAIX| SHEHE FAE USeXRay D‘”A‘IEO‘” 2 A4 7Y
ME MYE =T JU&LICH Lambda & 2| B2 92t 20| InitializeInstance HHMEE ALSE

L|ch.

P

[o][]

.NET Core 7+43 API0]| Ci8t RFM|EH LI 2 docs.microsoft.com0l| A ASP.NET Core ¢ 742 &=
M.

Sections
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https://docs.aws.amazon.com/xray-sdk-for-dotnet/latest/reference/html/N_Amazon_XRay_Recorder_Core.htm
https://docs.microsoft.com/en-us/aspnet/core/fundamentals/configuration/?tabs=basicconfiguration
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£2{29

£2{3elE Ar8stod o ZEl7oldE AT StE AHIA0) CHE CIO|EHE FIHELICH
£c{ael

* Amazon EC2 — EC2Plugin2 2IAEA D, 7t& ¥ 2 CloudWatch Logs 1&& FIHEfL
- Elastic Beanstalk — ElasticBeanstalkPluginO| 874 O|&, {7 &|0|=2 X Hix IDE F7I&f L
Ct.

« Amazon ECS — ECSP1uginO| ZE|O|L{ IDE F7+&fLICt.

E{3 QS Ar85t2{H AWSXRayPlugins 8 & F715t01 NET& X-Ray SDK 22t0[HEE F&&
LICH of2] E22lS OHEEI7 0|0l ME5t= 82 E0110S ZF S HdE Qo HE=E 753t
o X|Z&fLICt.

Example Web.config - Z2419!

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin,ElasticBeanstalkPlugin"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json — Z2{1 2!

"XRay": {
"AWSXRayPlugins": "EC2Plugin,ElasticBeanstalkPlugin"

[

S MER A2 A 7|2 @M BHHLIL. 7|2 Fale of
& 3 N QS FMsD, ZE MHIA0M %7t QM0 5%E X-RayR £5 MSFLICH X-Ray 2
S0l 27t FAIS AAI5H04 2 of B 2/ 010l CHaH 7= Eli= ClOlE{ol &8 AFZ R RIEELICH
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=

@ Note
SDK7t ME3 738 7tXM27| ?l6 X-Rayol| ¢1Z2E = gl 42, i X Hm -t 54
EY F7 289|5%01 tiEt 7|2 24 722 ZlsotZd Lt ZAE7 ME- APIE HH
&8 £ Qe HEto| Qi7LE, X-Ray CHE (daemon)ofl A& £~ gig AL olz{st A& ol &
Mgk = Q11 0| CHE (daemon)2 SDKOIM =&t API 211 S &0 CiEt TCP ZEA| &S
gt

JSON EMOIM METY 72 E S22 L5 SDKE T8E =T AU&LICH SDKE X-Ray HEZE A
88 =+ Q2 B2 2 RS YUSR M85/, 2 RIS HESR MEE + l&LIC

Example sampling-rules.json

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

O| ool M= stLte| ArS AL X|HE 2|1 7|8 #2E HolgfLch ArSA X E A2 2A FH 2F
- ‘E.*OI 5% HEZ2 H|82 /api/move/ otz 2o MLt 7|2 732 0 2= 280 F7t

A& Sofl 2Elzle i, BlZEe Z+ ela
E"’\“E SEMoz MZECE Z:'°'I—IEF. SAEE OO/ HiZE S5 1™ S 7F 37 Scost7| M
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AWS X-Ray

I RE QFLA]
HMes MEY ST E +8E = AWS Lambda@i&LICt FHE MH|IAT 8 Z&ote B2 oY
MH[AO0 M HEZE REE M8 Z£0| Lambdaoi 2|5 7|SELICH gd £3o| gdsttT Ex
Ol& SH7t giE B LambdadiM MET AHE S LHRILICH

a8 Fd8te{H SamplingRuleManifest &S AHE5tof mtUMH HER #EIE EE5t
NET& X-Ray SDKO| X|A|&fLICt

H o=
e

Example .NET Web.config - MZ& =

o

<configuration>
<appSettings>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json - MZ 23 =]

o -

{
"XRay": {
"SamplingRuleManifest": "sampling-rules.json"
}
}
2 7EI8 Ak83t24H LocalizedSamplingStrategy® At&5t01 B|ZHE WESLICH 8]
g B B2 ST 7AS MBI

Example .NET global.asax - 27

13

2 73

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("samplingrules. json')).Build();
AWSXRayRecorder.InitializeInstance(recorder: recorder);

Example .NET Core Program.cs - 2Z MEZ & %]

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("sampling-rules. json")).Build();
AWSXRayRecorder.InitializeInstance(configuration,recorder);
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2Z (NET)

NETE& X-Ray SDKiE AWS SDK for NETSH S8t 22 HAHLIZS A& FLICH AWS SDK for NET
£ 2Zst 5 ofE2(70lM4E o|0] &t B2 .NETS X-Ray SDKe| EH0l SUE T40|
E&uct.

Jiﬂl

24

mo

M5te{™ awsete 7+ MME App.config THAO|Lt Web. config THof| F7+EFLC

Example Web.config - 22

<configurat