Background
AWS Managed Services (AMS) provides a multi account landing zone which consists to foundation accounts and the ability to vend specific purpose other accounts (ie. Application, Tools, etc).  This provides the customer the ability to support varied operating models required by business consumers while maintaining the governance around security and risk profile to meet the business needs.
Managed AWS Landing Zone application accounts can be provisioned using the AMS console, AMS CLI or via an integration with a customer’s provisioning mechanism.  With these different options many customers have requested a systematic approach to ensure that before vended accounts are leveraged by line of business teams, a core set of capabilities are applied to the account to harden it to the operationally ready standards of their organization.  This can be accomplished today via submission of individual account setup requests, request for changes and deployment of curated IAM policies.  While this meets the objective, it can be time consuming for the customer and is reliant upon individuals to execute a prescribed runbook for each account setup.
To help improve the agility, consistency and responsiveness for application account setup, the following sample How To: has been added to our Operations as Code library for your reference.  The scripts are provided are available via the AMS Console->Documentation->AMS Helper Files->Automate Account Setup Helper Files.  The scripts are provided as samples and can be modified to meet your specific operational requirements.
Use Case
As organizations adopt distributed operations and DevOps practices, there are a core set of operational capabilities that should be applied to every account prior to deployment of workloads to meet the pillars of Well Architected.  The most common set of capabilities are identified below:
	Pillar
	Task
	Principle
	AWS Service

	Security
	Permissions and Policy setup
	Implement strong identify foundation
	IAM

	Security
	Encryption key policy and setup
	Protect data in transit and at rest
	KMS

	Security
	Setup WAF
	Apply security at all layers
	AWS WAF

	Security
	Logging and monitoring

	Provides threat detection capability
	AWS GuardDuty

	Operational Excellence
	Establish base/default backup plans
	Perform operations as code
	AWS Backup

	Operational Excellence
	Establish base/default patch groups
	Perform operations as code
	AWS System Manager (Patch Manager)

	Operational Excellence
	Define, capture, analyze metrics
	Perform operations as code
	 SNS



AWS services used in this solution
1. SNS
2. GuardDuty
3. AWS System Manager
4. KMS
List of Tasks Automated via Script (Total 25 RFCs)
1- Create AMS Management Other Other RFC (x4)
2- Create IAM role and policy (x1)
3- Create SNS topic (x2)
4- Create KMS key (x1)
5- Create Backup Plan (x3)
a. Three levels of granularity – currently denoted by Gold, Silver, Bronze to ensure workloads have the flexibility to match their current recovery point objective (RPO) with a plan.  Each plan allows for appropriate snapshot retention policies to be created.
6- Create patch window (x9)
a. Default patch windows are created to ensure resources are subscribed to patching as appropriate for the workload.
7- Create SSPS Roles (x3)
8- Create Service Requests(x2) 
Technical Pre-requisites
Setup:
If running on Windows, you will need to install Cygwin https://www.cygwin.com/ or similar POSIX emulator.  
1- Install jg (command line JSON processor) 
a. Windows: chocolatey install jq
b. Mac: brew install jq.
2- Ensure permissions are setup correctly on the files by running chmod 755 * inside the expanded directory
3- Ensure AWS CLI and AMS CLI are installed and operational 
[bookmark: _GoBack]The account inflation sample script can be found via the AMS Console->Documentation->AMS Helper Files->Automate Account Setup Helper Files.  Please refer to this for detailed implementation instructions.
 Script Organization
· Scripts will execute AMS CLI commands to create RFCs with required input and then submit it
· The RFC input is a JSON file named with the Step #
· In some cases, the JSON is generated dynamically
· Account ID and VPC ID are dynamically added to the JSON from the Account_Config.json configuration file.
Process Steps
1. Navigate to Shell_Scripts/Account_Config.JSON
2. Obtain temporary credentials for the account you want to run the scripts (Access key, Secret key and token
3. Update account_config.json with the appropriate account id and VPC ID. 
4. Update the path to the JSON_Files folder
5. Navigate to Day_1_Step_1_Automated.sh and verify all steps. 
a. Steps can be turned on and off by commenting the scripts
6. Day 2 script_Day_2_Need_Input_Automated.sh, is a means to run patch on-boarding. 
a. This is done on a separate day to allow patch orchestrator enablement in the identified account.
7. Run the script by sh Day_1_Step_1_Automated.sh

