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What is Amazon EC2?

Amazon Elastic Compute Cloud (Amazon EC2) provides on-demand, scalable computing capacity

in the Amazon Web Services (AWS) Cloud. Using Amazon EC2 reduces hardware costs so you can
develop and deploy applications faster. You can use Amazon EC2 to launch as many or as few
virtual servers as you need, configure security and networking, and manage storage. You can add
capacity (scale up) to handle compute-heavy tasks, such as monthly or yearly processes, or spikes in
website traffic. When usage decreases, you can reduce capacity (scale down) again.

The following diagram shows a basic architecture of an Amazon EC2 instance deployed within an
Amazon Virtual Private Cloud (VPC). In this example, the EC2 instance is within an Availability Zone
in the Region. The EC2 instance is secured with a security group, which is a virtual firewall that
controls incoming and outgoing traffic. A private key is stored on the local computer and a public
key is stored on the instance. Both keys are specified as a key pair to prove the identity of the user.
In this scenario, the instance is backed by an Amazon EBS volume. The VPC communicates with the
internet using an internet gateway. For more information about Amazon VPC, see the Amazon VPC
User Guide.
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® Tip
This user guide provides information specific to running Windows-based instances on

Amazon EC2. See the EC2 User Guide for Linux Instances for information to help you run
Linux-based instances on EC2.

Amazon EC2 supports the processing, storage, and transmission of credit card data by a merchant
or service provider, and has been validated as being compliant with Payment Card Industry (PCl)
Data Security Standard (DSS). For more information about PCI DSS, including how to request a
copy of the AWS PCI Compliance Package, see PCI DSS Level 1.

If you are looking for technical guidance about Amazon EC2, try AWS re:Post.

For more information about cloud computing, see What is cloud computing?

Topics

Features of Amazon EC2

Get started with Amazon EC2

Related services

Access Amazon EC2

Pricing for Amazon EC2

Features of Amazon EC2

Amazon EC2 provides the following high-level features:
Instances

Virtual servers.

Amazon Machine Images (AMis)

Preconfigured templates for your instances that package the components you need for your
server (including the operating system and additional software).

Instance types

Various configurations of CPU, memory, storage, networking capacity, and graphics hardware
for your instances.
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Key pairs

Secure login information for your instances. AWS stores the public key and you store the private
key in a secure place.

Instance store volumes

Storage volumes for temporary data that is deleted when you stop, hibernate, or terminate
your instance.

Amazon EBS volumes

Persistent storage volumes for your data using Amazon Elastic Block Store (Amazon EBS).

Regions, Availability Zones, Local Zones, AWS Outposts, and Wavelength Zones

Multiple physical locations for your resources, such as instances and Amazon EBS volumes.

Security groups

A virtual firewall that allows you to specify the protocols, ports, and source IP ranges that can
reach your instances, and the destination IP ranges to which your instances can connect.

Elastic IP addresses

Static IPv4 addresses for dynamic cloud computing.

Tags

Metadata that you can create and assign to your Amazon EC2 resources.

Virtual private clouds (VPCs)
Virtual networks you can create that are logically isolated from the rest of the AWS Cloud. You

can optionally connect these virtual networks to your own network.

For details about all of the features of Amazon EC2, see Amazon EC2 features. Windows-specific
features and use case information can be found at Windows Server on AWS.

For options to run your website on AWS, see Web Hosting.

Get started with Amazon EC2

The following topics can help you get started with Amazon EC2. After you set up to use EC2, you
can walk through Tutorial: Get started with Amazon EC2 Windows instances to launch, connect
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to, and clean up an instance. The remaining topics point to more information about the high-level
features of EC2.

Set up and use an EC2 instance

Set up to use Amazon EC2

Tutorial: Get started with Amazon EC2 Windows instances

Connect to your Windows instance

Transfer files to Windows instances

Learn the basics of Amazon EC2

« Amazon EC2 Windows instances

» Instance types

» Tags

Read about networking and security

« Key pairs

Security groups

Elastic IP addresses

Virtual private clouds

Review your storage options

« Amazon EBS

¢ Instance store

Work with Windows instances

« AWS Systems Manager Run Command in the AWS Systems Manager User Guide

o Tutorial: Get started with Amazon EC2 Windows instances
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Troubleshoot EC2

e Troubleshoot EC2 Windows instances

e AWS re:Post

Related services

You can provision Amazon EC2 resources, such as instances and volumes, directly using Amazon
EC2. In addition, you can provision EC2 resources using other AWS services, such as the following:

Amazon EC2 Auto Scaling

Helps ensure you have the correct number of Amazon EC2 instances available to handle the load
for your application.

+ AWS CloudFormation

Helps you model and set up your AWS resources using templates.

« AWS Elastic Beanstalk

Deploy and manage applications in the AWS Cloud without having to understand the underlying
infrastructure.

o AWS OpsWorks

Automate how servers are configured, deployed, and managed across your Amazon EC2
instances using Chef and Puppet.

o EC2 Image Builder

Automate the creation, management, and deployment of customized, secure, and up-to-date
server images.

« AWS Launch Wizard

Size, configure, and deploy AWS resources for third-party applications without having to
manually identify and provision individual AWS resources.

Additional related services

« Amazon Lightsail
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To build websites or web applications, you can deploy and manage basic cloud resources using
Amazon Lightsail. To compare the features of Amazon EC2 and Lightsail for your use case, see
Amazon Lightsail or Amazon EC2.

« Elastic Load Balancing

Automatically distribute incoming application traffic across multiple instances.

« Amazon Relational Database Service (Amazon RDS)

Set up, operate, and scale a managed relational database in the cloud. Although you can set up
a database on an EC2 instance, Amazon RDS offers the advantage of handling your database
management tasks, such as patching the software, backing up, and storing the backups.

« Amazon Elastic Container Service (Amazon ECS)

Deploy, manage, and scale containerized applications on a cluster of EC2 instances.

o Amazon Elastic Kubernetes Service (Amazon EKS)

Run your Kubernetes applications on AWS.

« Amazon CloudWatch

Monitor your instances and Amazon EBS volumes.

« Amazon GuardDuty

Detect potentially unauthorized or malicious use of your EC2 instances.

« AWS Backup

Automate backing up your Amazon EC2 instances and the Amazon EBS volumes attached to
them.

Access Amazon EC2

You can create and manage your Amazon EC2 instances using the following interfaces:
Amazon EC2 console

A simple web interface to create and manage Amazon EC2 instances and resources. If you've
signed up for an AWS account, you can access the Amazon EC2 console by signing into the AWS
Management Console and selecting EC2 from the console home page.
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AWS Command Line Interface

Enables you to interact with AWS services using commands in your command-Lline shell. It is
supported on Windows, Mac, and Linux. For more information about the AWS CLI, see AWS
Command Line Interface User Guide. You can find the Amazon EC2 commands in the AWS CLI
Command Reference.

AWS Tools for PowerShell

A set of PowerShell modules that are built on the functionality exposed by the AWS SDK

for .NET. The Tools for PowerShell enable you to script operations on your AWS resources from
the PowerShell command line. To get started, see the AWS Tools for Windows PowerShell
User Guide. You can find the crndlets for Amazon EC2, in the AWS Tools for PowerShell Cmdlet
Reference.

AWS CloudFormation

Amazon EC2 supports creating resources using AWS CloudFormation. You create a template, in
JSON or YAML format, that describes your AWS resources, and AWS CloudFormation provisions
and configures those resources for you. You can reuse your CloudFormation templates to
provision the same resources multiple times, whether in the same Region and account or in
multiple Regions and accounts. For more information about supported resource types and
properties for Amazon EC2, see EC2 resource type reference in the AWS CloudFormation User
Guide.

Query API

Amazon EC2 provides a Query API. These requests are HTTP or HTTPS requests that use the
HTTP verbs GET or POST and a Query parameter named Action. For more information about
the API actions for Amazon EC2, see Actions in the Amazon EC2 API Reference.

AWS SDKs

If you prefer to build applications using language-specific APIs instead of submitting a request
over HTTP or HTTPS, AWS provides libraries, sample code, tutorials, and other resources

for software developers. These libraries provide basic functions that automate tasks such

as cryptographically signing your requests, retrying requests, and handling error responses,
making it easier for you to get started. For more information, see Tools to Build on AWS.

Pricing for Amazon EC2

Amazon EC2 provides the following pricing options:
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Free Tier

You can get started with Amazon EC2 for free. To explore the Free Tier options, see AWS Free
Tier.

On-Demand Instances

Pay for the instances that you use by the second, with a minimum of 60 seconds, with no long-
term commitments or upfront payments.

Savings Plans

You can reduce your Amazon EC2 costs by making a commitment to a consistent amount of
usage, in USD per hour, for a term of 1 or 3 years.

Reserved Instances

You can reduce your Amazon EC2 costs by making a commitment to a specific instance
configuration, including instance type and Region, for a term of 1 or 3 years.

Spot Instances

Request unused EC2 instances, which can reduce your Amazon EC2 costs significantly.
Dedicated Hosts

Reduce costs by using a physical EC2 server that is fully dedicated for your use, either On-
Demand or as part of a Savings Plan. You can use your existing server-bound software licenses
and get help meeting compliance requirements.

On-Demand Capacity Reservations

Reserve compute capacity for your EC2 instances in a specific Availability Zone for any duration
of time.

Per-second billing

Removes the cost of unused minutes and seconds from your bill.

For a complete list of charges and prices for Amazon EC2 and more information about the purchase
models, see Amazon EC2 pricing.

Estimates, billing, and cost optimization

To create estimates for your AWS use cases, use the AWS Pricing Calculator.
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To estimate the cost of transforming Microsoft workloads to a modern architecture that uses
open source and cloud-native services deployed on AWS, use the AWS Modernization Calculator for
Microsoft Workloads.

To see your bill, go to the Billing and Cost Management Dashboard in the AWS Billing and Cost
Management console. Your bill contains links to usage reports that provide details about your bill.
To learn more about AWS account billing, see AWS Billing and Cost Management User Guide.

If you have questions concerning AWS billing, accounts, and events, contact AWS Support.

To calculate the cost of a sample provisioned environment, see Cloud Economics Center. When
calculating the cost of a provisioned environment, remember to include incidental costs such as
snapshot storage for EBS volumes.

You can optimize the cost, security, and performance of your AWS environment using AWS Trusted
Advisor.
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Set up to use Amazon EC2

Complete the tasks in this section to get set up for launching an Amazon EC2 instance for the first
time:

1. Sign up for an AWS account

2. Create an administrative user

3. Create a key pair

4. Create a security group

When you are finished, you will be ready for the Amazon EC2 Getting started tutorial.

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks
that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.
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Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity

Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1.

Sign in to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

In IAM Identity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.
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Create a key pair

AWS uses public-key cryptography to secure the login information for your instance. You specify
the name of the key pair when you launch your instance, then provide the private key to obtain
the administrator password for your Windows instance so you can log in using Remote Desktop
Protocol (RDP).

If you haven't created a key pair already, you can create one by using the Amazon EC2 console.
Note that if you plan to launch instances in multiple AWS Regions, you'll need to create a key pair
in each Region. For more information about Regions, see Regions and Zones.

To create your key pair

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose Key Pairs.
3. Choose Create key pair.
4

For Name, enter a descriptive name for the key pair. Amazon EC2 associates the public key
with the name that you specify as the key name. A key name can include up to 255 ASCII
characters. It can't include leading or trailing spaces.

5. For Key pair type, choose either RSA or ED25519. Note that ED25519 keys are not supported
for Windows instances.

6. For Private key file format, choose the format in which to save the private key. To save the
private key in a format that can be used with OpenSSH, choose pem. To save the private key in
a format that can be used with PuTTY, choose ppk.

7. Choose Create key pair.

8. The private key file is automatically downloaded by your browser. The base file name is the
name you specified as the name of your key pair, and the file name extension is determined by
the file format you chose. Save the private key file in a safe place.

/A Important

This is the only chance for you to save the private key file.

For more information, see Amazon EC2 key pairs and Amazon EC2 instances.
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Create a security group

Security groups act as a firewall for associated instances, controlling both inbound and outbound
traffic at the instance level. You must add rules to a security group that enable you to connect

to your instance from your IP address using RDP. You can also add rules that allow inbound and
outbound HTTP and HTTPS access from anywhere.

Note that if you plan to launch instances in multiple AWS Regions, you'll need to create a security
group in each Region. For more information about Regions, see Regions and Zones.

Prerequisites

You'll need the public IPv4 address of your local computer. The security group editor in the Amazon
EC2 console can automatically detect the public IPv4 address for you. Alternatively, you can use the
search phrase "what is my IP address" in an internet browser, or use the following service: Check IP.

If you are connecting through an Internet service provider (ISP) or from behind a firewall without a

static IP address, you need to find out the range of IP addresses used by client computers.

You can create a custom security group using one of the following methods.
Console
To create a security group with least privilege

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the top navigation bar, select an AWS Region for the security group. Security groups
are specific to a Region, so you should select the same Region in which you created your
key pair.

3. In the left navigation pane, choose Security Groups.
4. Choose Create security group.
5. For Basic details, do the following:
a. Enter a name for the new security group and a description. Use a name that is easy for

you to remember, such as your user name, followed by _SG_, plus the Region name.
For example, me_SG_uswest2.

b. Inthe VPC list, select your default VPC for the Region.
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6. For Inbound rules, create rules that allow specific traffic to reach your instance. For
example, use the following rules for a web server that accepts HTTP and HTTPS traffic. For
more examples, see Security group rules for different use cases.

a. Choose Add rule. For Type, choose HTTP. For Source, choose Anywhere-IPv4 to allow
inbound HTTP traffic from any IPv4 address, or Anywhere-IPv6 to allow inbound HTTP
traffic from any IPv6 address.

b. Choose Add rule. For Type, choose HTTPS. For Source, choose Anywhere-IPv4 to
allow inbound HTTPS traffic from any IPv4 address, or Anywhere-IPv6 to allow
inbound HTTPS traffic from any IPv6 address.

c. Choose Add rule. For Type, choose RDP. For Source, do one of the following:

o Choose My IP to automatically add the public IPv4 address of your local computer.

o Choose Custom and specify the public IPv4 address of your computer or network
in CIDR notation. To specify an individual IP address in CIDR notation, add
the routing suffix /32, for example, 203.0.113.25/32. If your company or
your router allocates addresses from a range, specify the entire range, such as
203.0.113.0/24.

/A Warning

For security reasons, do not choose Anywhere-1Pv4 or Anywhere-1Pv6 for
Source with a rule for RDP. This would allow access to your instance from
all IP addresses on the internet. This is acceptable for a short time in a test
environment, but it is unsafe for production environments.

7. For Outbound rules, keep the default rule, which allows all outbound traffic.

8. Choose Create security group.

AWS CLI

When you use the AWS CLI to create a security group, an outbound rule that allows
all outbound traffic is automatically added to the security group. An inbound rule isn't
automatically added; you'll need to add it.

In this procedure, you'll combine the create-security-group and authorize-security-group-

ingress AWS CLI commands to create the security group and add the inbound rule that allows
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the specified inbound traffic. An alternative to the following procedure is to run the commands
separately, first creating a security group, and then adding an inbound rule to the security

group.
To create a security group and add an inbound rule to the security group

Use the create-security-group and authorize-security-group-ingress AWS CLI commands as

follows:

aws ec2 authorize-security-group-ingress \

--region us-west-2 \

--group-id $(aws ec2 create-security-group \
--group-name myname_SG_uswest2 \
--description "Security group description" \
--vpc-id vpc-12345678 \

--output text \
--region us-west-2) \
--ip-permissions \

IpProtocol=tcp, FromPort=80, ToPort=80, IpRanges="'[{CidrIp=0.0.0.0/0,Description="HTTP
from anywhere"}]' \

IpProtocol=tcp, FromPort=443,ToPort=443,IpRanges="'[{CidrIp=0.0.0.0/0,Description="HTTPS
from anywhere"}]' \

IpProtocol=tcp, FromPort=3389, ToPort=3389, IpRanges="'[{CidrIp=172.31.0.0/16,Description="RDP
from private network"}]' \

IpProtocol=tcp, FromPort=3389, ToPort=3389, IpRanges="'[{CidrIp=203.0.113.25/32,Description="RL
from public IP"}]'

For:

e --region - Specify the Region in which to create the inbound rules.

e --group-id - Specify the create-security-group command and the following
parameters to create the security group:

« --group-name - Specify a name for the new security group. Use a name that is easy for
you to remember, such as your user name, followed by _SG_, plus the Region name. For
example, myname_SG_uswest2.

e --description - Specify a description that will help you know what traffic the security
group allows.
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e --vpc-id - Specify your default VPC for the Region.
e --output - Specify text as the output format for the command.

« --region - Specify the Region in which to create the security group. It should be the same
Region that you specified for the inbound rules.

e --ip-permissions - Specify the inbound rules to add to the security group. The rules in
this example are for a web server that accepts HTTP and HTTPS traffic from anywhere, and
that accepts RDP traffic from a private network (if your company or your router allocates
addresses from a range) and a specified public IP address (such as the public IPv4 address of
your computer or network in CIDR notation).

/A Warning

For security reasons, do not specify @.0.0.0/0 for CidrIp with a rule for RDP.
This would allow access to your instance from all IP addresses on the internet. This
is acceptable for a short time in a test environment, but it is unsafe for production
environments.

PowerShell

When you use the AWS Tools for Windows PowerShell to create a security group, an outbound
rule that allows all outbound traffic is automatically added to the security group. An inbound
rule isn't automatically added; you'll need to add it.

In this procedure, you'll combine the New-EC2SecurityGroup and Grant-
EC2SecurityGrouplngress AWS Tools for Windows PowerShell commands to create the security
group and add the inbound rule that allows the specified inbound traffic. An alternative to the
following procedure is to run the commands separately, first creating a security group, and then
adding an inbound rule to the security group.

To create a security group

Use the New-EC2SecurityGroup and Grant-EC2SecurityGrouplngress AWS Tools for Windows
PowerShell commands as follows.

Import-Module AWS.Tools.EC2

New-EC2SecurityGroup -GroupName myname_SG_uswest2 -Description 'Security group

description' -Vpcld vpc-12345678 -Region us-west-2 |
Grant-EC2SecurityGroupIngress °
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-GroupName $_ °
-Region us-west-2 °
-IpPermission @(
(New-0Object -TypeName Amazon.EC2.Model.IpPermission -Property @{

IpProtocol = 'tcp';
FromPort = 80;
ToPort = 80;

Ipv4Ranges = @(@{CidrIp = '0.0.0.0/0'; Description = 'HTTP from
anywhere'})
1,
(New-0bject -TypeName Amazon.EC2.Model.IpPermission -Property @{

IpProtocol = 'tcp';

FromPort 443;

ToPort 443,

Ipv4Ranges = @(e@{CidrIp = '0.0.0.0/0'; Description = 'HTTPS from

anywhere'})

1},
(New-0Object -TypeName Amazon.EC2.Model.IpPermission -Property @{
IpProtocol = 'tcp';

FromPort = 3389;
ToPort = 3389;
Ipv4Ranges = @(
@{CidrIp = '172.31.0.0/16"'; Description = 'RDP from private
network'},
@{CidrIp = '203.0.113.25/32'; Description = 'RDP from public
IP'}
)
1)
)

For the security group:

« -GroupName - Specify a name for the new security group. Use a name that is easy for you to
remember, such as your user name, followed by _SG_, plus the Region name. For example,
myname_SG_uswest?2.

« -Description - Specify a description that will help you know what traffic the security
group allows.

« -VpcId - Specify your default VPC for the Region.

« -Region - Specify the Region in which to create the security group.

For the inbound rules:
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« -GroupName - Specify $_ to reference the security group you're creating.

« -Region - Specify the Region in which to create the inbound rules. It should be the same
Region that you specified for the security group.

o -IpPermission - Specify the inbound rules to add to the security group. The rules in this
example are for a web server that accepts HTTP and HTTPS traffic from anywhere, and
that accepts RDP traffic from a private network (if your company or your router allocates
addresses from a range) and a specified public IP address (such as the public IPv4 address of
your computer or network in CIDR notation).

/A Warning

For security reasons, do not specify @.0.0.0/0 for CidrIp with a rule for RDP.
This would allow access to your instance from all IP addresses on the internet. This
is acceptable for a short time in a test environment, but it is unsafe for production
environments.

For more information, see Amazon EC2 security groups for Windows instances.

Create a security group
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Tutorial: Get started with Amazon EC2 Windows
instances

Use this tutorial to get started with Amazon Elastic Compute Cloud (Amazon EC2). You'll learn how
to launch, connect to, and use a Windows instance. An instance is a virtual server in the AWS Cloud.
With Amazon EC2, you can set up and configure the operating system and applications that run on
your instance.

When you sign up for AWS, you can get started with Amazon EC2 using the AWS Free Tier. If you
created your AWS account less than 12 months ago, and have not already exceeded the Free Tier
benefits for Amazon EC2, it won't cost you anything to complete this tutorial because we help you
select options that are within the Free Tier benefits. Otherwise, you'll incur the standard Amazon
EC2 usage fees from the time that you launch the instance until you terminate the instance (which
is the final task of this tutorial), even if it remains idle.

Related tutorials

« If you'd prefer to launch a Linux instance, see this tutorial in the Amazon EC2 User Guide for Linux
Instances: Get started with Amazon EC2 Linux instances.

« If you'd prefer to use the command line, see this tutorial in the AWS Command Line Interface User
Guide: Using Amazon EC2 through the AWS CLI.

Contents
e Overview

« Prerequisites

o Step 1: Launch an instance

« Step 2: Connect to your instance

» Step 3: Track your Free Tier usage

» Step 4: Clean up your instance

» Next steps
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Overview

The instance launched in this tutorial is an Amazon EBS-backed instance (meaning that the root
volume is an EBS volume). You can either specify the Availability Zone in which your instance runs,
or let Amazon EC2 select an Availability Zone for you. Availability Zones are multiple, isolated
locations within each AWS Region. You can think of an Availability Zone as an isolated data center.

When you launch your instance, you secure it by specifying a key pair (to prove your identity) and
a security group (which acts as a virtual firewall to control ingoing and outgoing traffic). When you
connect to your instance, you must provide the private key of the key pair that you specified when
you launched your instance.
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Prerequisites

Before you begin, be sure that you've completed the steps in Set up to use Amazon EC2.
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Step 1: Launch an instance

You can launch a Windows instance using the AWS Management Console as described in the
following procedure. This tutorial is intended to help you quickly launch your first instance, so it
doesn't cover all possible options. For information about advanced options, see Launch an instance
using the new launch instance wizard. For information about other ways to launch your instance,
see Launch your instance.

To launch an instance

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

From the EC2 console dashboard, in the Launch instance box, choose Launch instance.

Under Name and tags, for Name, enter a descriptive name for your instance.

P WD

Under Application and OS Images (Amazon Machine Image), do the following:
a. Choose Quick Start, and then choose Windows. This is the operating system (OS) for your
instance.

b. From Amazon Machine Image (AMI), select the AMI for Windows Server 2016 Base or
later.. Notice that these AMIs are marked Free Tier eligible. An Amazon Machine Image
(AMI) is a basic configuration that serves as a template for your instance.

(® Note

AL2023 is the successor to Amazon Linux 2. For more information, see Launching
AL2023 using the Amazon EC2 console.

5. Under Instance type, from the Instance type list, you can select the hardware configuration
for your instance. Choose the t2.micro instance type, which is selected by default.
The t2.micro instance type is eligible for the Free Tier. In Regions where t2.micro is
unavailable, you can use a t3.micro instance under the Free Tier. For more information, see
AWS Free Tier.

6. Under Key pair (login), for Key pair name, choose the key pair that you created when getting
set up. Note that you must select an RSA key. ED25519 keys are not supported for Windows
instances.
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/A Warning

Do not choose Proceed without a key pair (Not recommended). If you launch your
instance without a key pair, then you can't connect to it.

7. Next to Network settings, choose Edit. For Security group name, you'll see that the wizard
created and selected a security group for you. You can use this security group, or alternatively
you can select the security group that you created when getting set up using the following
steps:

a. Choose Select existing security group.

b. From Common security groups, choose your security group from the list of existing
security groups.

8. Keep the default selections for the other configuration settings for your instance.

9. Review a summary of your instance configuration in the Summary panel, and when you're
ready, choose Launch instance.

10. A confirmation page lets you know that your instance is launching. Choose View all instances
to close the confirmation page and return to the console.

11. On the Instances screen, you can view the status of the launch. It takes a short time
for an instance to launch. When you launch an instance, its initial state is pending.
After the instance starts, its state changes to running and it receives a public
DNS name. If the Public IPv4 DNS column is hidden, choose the settings icon (

&

) in the top-right corner, toggle on Public IPv4 DNS, and choose Confirm.

12. It can take a few minutes for the instance to be ready for you to connect to it. Check that
your instance has passed its status checks; you can view this information in the Status check
column.

Step 2: Connect to your instance

To connect to a Windows instance, you must retrieve the initial administrator password and use
this password when you connect to your instance using Remote Desktop. It takes a few minutes
after instance launch before this password is available.
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The default username for the Administrator account depends on the language of the operating
system (OS) contained in the AMI. To ascertain the correct username, identify the language of
your AMI's OS, and then choose the corresponding username. For example, for an English OS, the
username is Administrator, for a French OS it's Administrateur, and for a Portuguese OS it's
Administrador. If a language version of the OS does not have a username in the same language,
choose the username Administrator (Other). For more information, see Localized Names for
Administrator Account in Windows in the Microsoft TechNet Wiki.

If you've joined your instance to a domain, you can connect to your instance using domain
credentials you've defined in AWS Directory Service. On the Remote Desktop login screen, instead
of using the local computer name and the generated password, use the fully-qualified user name
for the administrator (for example, coxp.example.com\Admin), and the password for this
account.

If you receive an error while attempting to connect to your instance, see Remote Desktop can't
connect to the remote computer.

To connect to your Windows instance using an RDP client

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the navigation pane, choose Instances.
Select the instance and then choose Connect.

On the Connect to instance page, choose the RDP client tab.

ok W

For Username, choose the default username for the Administrator account. The username you
choose must match the language of the operating system (OS) contained in the AMI that you
used to launch your instance. If there is no username in the same language as your OS, choose
Administrator (Other).

6. Choose Get password.
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Session Manager RDP client EC2 serial console
Instance ID
l-2I2 I ZZ_T il Z(windows1)

Connection Type

© Connect using RDP client

Download a file to use with your RDP client and retrieve
your password.

Working
with 55M Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the ROP shortcut file below:

[ Download remote desktop file

When prompted, connect to your instance using the following username and password:

Public DNS Username Info
(.Z Z 2.2 1.l .compute-l.amazonaws.com Administrator v

(PE\SSWDI'd Get passward)

& If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Cancel

7. On the Get Windows password page, do the following:

a. Choose Upload private key file and navigate to the private key (. pem) file that you
specified when you launched the instance. Select the file and choose Open to copy the
entire contents of the file to this window.

b. Choose Decrypt password. The Get Windows password page closes, and the default
administrator password for the instance appears under Password, replacing the Get
password link shown previously.

c. Copy the password and save it in a safe place. This password is required to connect to the
instance.
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Session Manager RDP client EC2 serial console
Instance ID
FIIZIZIILIZT LI (windows1)

Connection Type

© Connect using RDP client

Download a file to use with your RDP client and retrieve
your password.

Working
with SSM Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

[ Download remote desktop file

When prompted, connect to your instance using the following username and password:

Public DNS Username info

(.l C 2.2 Il ..compute-1.amazonaws.com Administrator v
Password

L ige yofimo e o sl Il

(@ If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Cancel

8. Choose Download remote desktop file. Your browser prompts you to either open or save the
RDP shortcut file. When you have finished downloading the file, choose Cancel to return to the
Instances page.

« If you opened the RDP file, you'll see the Remote Desktop Connection dialog box.

« If you saved the RDP file, navigate to your downloads directory, and open the RDP file to
display the dialog box.

9. You might get a warning that the publisher of the remote connection is unknown. Choose
Connect to continue to connect to your instance.
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&5 Remote Desktop Connection X |
4

E 'lhepd‘xl,idterdtlis remote connection can't be identified. Do you want to connect
anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know where M
{ this connection came from or have used it before.

] Publisher: Unknown publisher
L &;

Type: Remote Desktop Connection

; Remote computer: _compule—1 .amazonaws.com
b []Dont ask me again for connections to this computer

¥ Show Details Connect

10. The administrator account is chosen by default. Paste the password that you copied previously,
and then choose Continue.

® Tip
If you receive a "Password Failed" error, try entering the password manually. Copying
and pasting content can corrupt it.

11. Due to the nature of self-signed certificates, you might get a warning that the security
certificate could not be authenticated. Use the following steps to verify the identity of the
remote computer. Alternatively, if you trust the certificate, choose Yes (Windows) or Continue
(Mac OS X) to skip the following steps.
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& Remote Desktop Connection X

|F The identity of the remote computer cannot be verified. Do
you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed.

Certificate name

] Name in the certificate from the remote computer:

Certificate emors

The following emors were encountered while validating the remote
computer’s certificate:

1. The cerificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

] Dont ask me again for connections to this computer

View cerfficate... Yes

a. [Windows] Choose View certificate.

[Mac OS X] Choose Show Certificate.

b. [Windows] Choose the Details tab, and scroll down to Thumbprint.
[Mac OS X] Expand Details, and scroll down to SHA1 Fingerprints.

This is the unique identifier for the remote computer's security certificate.

c. Inthe Amazon EC2 console, select the instance, and then choose Actions, Monitor and
troubleshoot, Get system log.

d. Inthe system log output, look for RDPCERTIFICATE-THUMBPRINT. If this value matches
the thumbprint (Windows) or fingerprint (Mac OS X) of the certificate, you have verified
the identity of the remote computer.

e. [Windows] Return to the Certificate dialog box and choose OK.

[Mac OS X computer] Return to the Verify Certificate dialog box and choose Continue.

f.  [Windows] Choose Yes in the Remote Desktop Connection window to connect to your
instance.
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[Mac OS X] The process automatically commences connecting to your instance. Note
that you might need to switch spaces to see the Windows instance screen. For more
information, see See open windows and spaces in Mission Control on Mac.

Step 3: Track your Free Tier usage

You can use Amazon EC2 without incurring charges if you've been an AWS customer for less than
12 months and you stay within the Free Tier usage limits. It's important to track your Free Tier
usage to avoid billing surprises. If you exceed the Free Tier limits, you'll incur standard pay-as-go
charges.

(® Note

If you've been an AWS customer for more than 12 months, you're no longer eligible for
Free Tier usage and you won't see the EC2 Free Tier box that is described in the following
procedure.

To track your Free Tier usage

1. In the navigation pane, choose EC2 Dashboard.

2. Find the EC2 Free Tier box (at top right).
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3.

EC2 Free Tier info

Offers for all AWS Regions.

3 EC2 free tier offers in use

End of month forecast
/A 2 offers forecasted to exceed free tier limit.

Exceeds free tier
/\ 1 offers exceeded and is now pay-as-you-go pricing.

View Global ECZ resources

Offer usage (monthly)

Windows EC2 Instances

662 hours remaining

Linux EC2 Instances

/A Offer limit reached

Storage space on EBS

4.59 GBE remaining

View all AWS Free Tier offers [

12%

100%

B5%

In the EC2 Free Tier box, check your Free Tier usage, as follows:

« Under EC2 Free Tier offers in use, take note of the warnings:

« End of month forecast - This warns that you will incur charges this month if you continue

with your current usage pattern.

» Exceeds Free Tier — This warns that you've exceeded your Free Tier limits and you're

already incurring charges.

Step 3: Track your Free Tier usage
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« Under Offer usage (monthly), take note of your usage of Linux instances, Windows
instances, and EBS storage. The percentage indicates how much of your Free Tier limits
you've used this month. If you're at 100%, you will incur charges for further use.

® Note

This information appears only after you've created an instance. However, usage
information is not updated in real time; it's updated three times a day.

4. To avoid incurring further charges, delete any resources that are either incurring charges now,
or will incur charges if you exceed your Free Tier limit usage.

» For the instructions to delete your instance, go to the next step in this tutorial.

» To check if you have resources in other Regions that might be incurring charges, in the EC2
Free Tier box, choose View Global EC2 resources to open the EC2 Global View. For more
information, see Amazon EC2 Global View.

5. To view your resource usage for all AWS services under the AWS Free Tier, at the bottom of the
EC2 Free Tier box, choose View all AWS Free Tier offers. For more information, see Using the
AWS Free Tier in the AWS Billing User Guide.

Step 4: Clean up your instance

After you've finished with the instance that you created for this tutorial, you should clean up by
terminating the instance. If you want to do more with this instance before you clean up, see Next

steps.

/A Important

Terminating an instance effectively deletes it; you can't reconnect to an instance after
you've terminated it.

If you launched an instance that is not within the AWS Free Tier, you'll stop incurring charges for
that instance as soon as the instance status changes to shutting down or terminated. To keep
your instance for later, but not incur charges, you can stop the instance now and then start it again
later. For more information, see Stop and start your instance.
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To terminate your instance

1. In the navigation pane, choose Instances. In the list of instances, select the instance.
2. Choose Instance state, Terminate instance.

3. Choose Terminate when prompted for confirmation.

Amazon EC2 shuts down and terminates your instance. After your instance is terminated, it
remains visible on the console for a short while, and then the entry is automatically deleted.
You cannot remove the terminated instance from the console display yourself.

Next steps

After you start your instance, you might want to try some of the following exercises:

« Learn how to remotely manage your EC2 instance using the Run command. For more
information, see AWS Systems Manager Run Command in the AWS Systems Manager User Guide.

» Configure a CloudWatch alarm to notify you if your usage exceeds the Free Tier. For more
information, see Tracking your AWS Free Tier usage in the AWS Billing User Guide.

« Add an EBS volume. For more information, see Create an Amazon EBS volume in the Amazon EBS
User Guide.

» Learn about instance purchasing options. For more information, see Instance purchasing options.

» Get advice about instance types. For more information, see Get instance type recommendations

for a new workload.
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Best practices for Windows on Amazon EC2

To ensure the best results from running Windows on Amazon EC2, we recommend that you
perform the following best practices.

« Update drivers

« Use the latest Windows AMIs

« Security
« Storage

« Resource management

» Backup and recovery

« Networking

Update Windows drivers

Maintain the latest drivers on all Windows EC2 instances to ensure that the latest issue fixes and
performance enhancements are applied across your fleet. Depending on your instance type, you
should update the AWS PV, Amazon ENA, and AWS NVMe drivers.

» Use SNS topics to receive updates for new driver releases.

» Use the AWS Systems Manager Automation runbook AWSSupport-UpgradeWindowsAWSDrivers
to easily apply the updates across your instances.

Launch new instances with the latest Windows AMIs

AWS releases new Windows AMIs each month, which contain the latest OS patches, drivers, and
launch agents. You should leverage the latest AMI when you launch new instances or when you

build your own custom images.

» To view updates to each release of the AWS Windows AMIs, see AWS Windows AMI version

history.

« To build with the latest available AMIs, see Query for the Latest Windows AMI Using Systems
Manager Parameter Store.
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Test system/application performance before migration

Migrating enterprise applications to AWS can involve many variables and configurations. Always
performance test the EC2 solution to ensure that:

« Instance types are properly configured, including instance size, enhanced networking, and
tenancy (shared or dedicated).

« Instance topology is appropriate for the workload and leverages high-performance features
when necessary, such as dedicated tenancy, placement groups, instance store volumes, and bare
metal.

Update launch agents

Update to the latest EC2Launch v2 agent to ensure that the latest enhancements are applied
across your fleet. For more information, see Migrate to EC2Launch v2.

If you have a mixed fleet, or if you want to continue to use the EC2Launch (Windows Server 2016
and 2019) or EC2 Config (legacy OS only) agents, update to the latest versions of the respective
agents.

Automatic updates are supported on the following combinations of Windows Server version and
launch agents. You can opt in to automatic updates in the SSM Quick Setup Host Management
console under Amazon EC2 Launch Agents.

Windows Version EC2Launch v1 EC2Launch v2
2016 v v
2019 v v
2022 v

« For more information about updating to EC2Launch v2, see Install the latest version of
EC2Launch v2.

» For information to manually update EC2Config, see Install the Latest Version of EC2Config.

» For information to manually update EC2Launch, see Install the Latest Version of EC2Launch.
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Security

When securing Windows instances, we recommend that you implement Active Directory Domain
Services to enable a scalable, secure, and manageable infrastructure for distributed locations.
Additionally, after launching instances from the Amazon EC2 console or by using an Amazon EC2
provisioning tool, such as AWS CloudFormation, it is good practice to utilize native OS features,
such as Microsoft Windows PowerShell DSC to maintain configuration state in the event that
configuration drift occurs.

Windows instances in AWS should adhere to the following high-level security best practices:

» Least Access: Grant access only to systems and locations that are trusted and expected. This
applies to all Microsoft products such as Active Directory, Microsoft business productivity servers,
and infrastructure services such as Remote Desktop Services, reverse proxy servers, IS web
servers,and more. Use AWS capabilities such as Amazon EC2 instance security groups, network
access control lists (ACLs), and Amazon VPC public/private subnets to layer security across
multiple locations in an architecture. Within a Windows instance, customers can use Windows
Firewall to further layer a defense-in-depth strategy within their deployment. Install only the
OS components and applications that are necessary for the system to function as designed.
Configure infrastructure services such as IS to run under service accounts, or to use features such
as application pool identities to access resources locally and remotely across your infrastructure.

 Least Privilege: Determine the minimum set of privileges that instances and accounts need in
order to perform their functions. Restrict these servers and users to only allow these defined
permissions. Use techniques such as Role Based Access Controls to reduce the surface area of
administrative accounts, and create the most limited roles to accomplish a task. Use OS features
such as Encrypting File System (EFS) within NTFS to encrypt sensitive data at rest, and control
application and user access to it.

» Configuration Management: Create a baseline server configuration that incorporates up-to-
date security patches and host-based protection suites that include anti-virus, anti-malware,
intrusion detection/prevention, and file integrity monitoring. Assess each server against the
current recorded baseline to identify and flag any deviations. Ensure each server is configured
to generate and securely store appropriate log and audit data. For more information, see AWS
Windows AMils.

« Change Management: Create processes to control changes to server configuration baselines and
work toward fully automated change processes. Also, leverage Just Enough Administration (JEA)
with Windows PowerShell DSC to limit administrative access to the minimum required functions.
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Patch Management: Implement processes that regularly patch, update, and secure the operating
system and applications on your EC2 instances. For more information, see Update your Windows

instance.

Audit Logs: Audit access and all changes to Amazon EC2 instances to verify server integrity and
ensure only authorized changes are made. Leverage features such as Enhanced Logging for IS to
enhance default logging capabilities. AWS capabilities such as VPC Flow Logs and AWS CloudTrail
are also available to audit network access, including allowed/denied requests and API calls,
respectively.

Use AWS Security Hub controls to monitor your Amazon EC2 resources against security best
practices and security standards. For more information about using Security Hub, see Amazon
Elastic Compute Cloud controls in the AWS Security Hub User Guide.

Storage

Use separate Amazon EBS volumes for the operating system versus your data. Ensure that the
volume with your data persists after instance termination. For more information, see Preserve
data when an instance is terminated.

Use the instance store available for your instance to store temporary data. Remember that the
data stored in instance store is deleted when you stop, hibernate, or terminate your instance.
If you use instance store for database storage, ensure that you have a cluster with a replication
factor that ensures fault tolerance.

Encrypt EBS volumes and snapshots. For more information, see Amazon EBS encryption in the
Amazon EBS User Guide.

Resource management

« Use instance metadata and custom resource tags to track and identify your AWS resources. For

more information, see Instance metadata and user data and Tag your Amazon EC2 resources.

View your current limits for Amazon EC2. Plan to request any limit increases in advance of the
time that you'll need them. For more information, see Amazon EC2 service quotas.

Use AWS Trusted Advisor to inspect your AWS environment, and then make recommendations
when opportunities exist to save money, improve system availability and performance, or help
close security gaps. For more information, see AWS Trusted Advisor in the AWS Support User
Guide.

35


https://docs.microsoft.com/en-us/iis/get-started/whats-new-in-iis-85/enhanced-logging-for-iis85
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html
https://docs.aws.amazon.com/ebs/latest/userguide/EBSEncryption.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html

Amazon Elastic Compute Cloud User Guide for Windows Instances

Backup and recovery

Regularly back up your EBS volumes using Amazon EBS snapshots, and create an Amazon
Machine Image (AMI) from your instance to save the configuration as a template for launching
future instances. For more information about AWS services that help achieve this use case, see
AWS Backup and Amazon Data Lifecycle Manager.

Deploy critical components of your application across multiple Availability Zones, and replicate
your data appropriately.

Design your applications to handle dynamic IP addressing when your instance restarts. For more
information, see Amazon EC2 instance IP addressing.

Monitor and respond to events. For more information, see Monitor Amazon EC2.

Ensure that you are prepared to handle failover. For a basic solution, you can manually attach

a network interface or Elastic IP address to a replacement instance. For more information, see
Elastic network interfaces. For an automated solution, you can use Amazon EC2 Auto Scaling. For
more information, see the Amazon EC2 Auto Scaling User Guide.

Regularly test the process of recovering your instances and Amazon EBS volumes to ensure data
and services are restored successfully.

Networking

« Set the time-to-live (TTL) value for your applications to 255, for IPv4 and IPv6. If you use a
smaller value, there is a risk that the TTL will expire while application traffic is in transit, causing
reachability issues for your instances.
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Amazon Machine Images (AMI)

An Amazon Machine Image (AMI) is a supported and maintained image provided by AWS that
provides the information required to launch an instance. You must specify an AMI when you
launch an instance. You can launch multiple instances from a single AMI when you require multiple
instances with the same configuration. You can use different AMIs to launch instances when you
require instances with different configurations.

An AMI includes the following:

« One or more Amazon Elastic Block Store (Amazon EBS) snapshots, or, for instance-store-backed
AMIs, a template for the root volume of the instance (for example, an operating system, an
application server, and applications).

« Launch permissions that control which AWS accounts can use the AMI to launch instances.

» A block device mapping that specifies the volumes to attach to the instance when it's launched.

Amazon Machine Image (AMI) topics
» Boot modes

« AWS Windows AMiIs

+ Find a Windows AMI

e Shared AMIs
« Paid AMIs

« AMl lifecycle
» Use encryption with EBS-backed AMIs

« Monitor AMI events using Amazon EventBridge

« Understand AMI billing information

» AMI quotas

Boot modes

When a computer boots, the first software that it runs is responsible for initializing the platform
and providing an interface for the operating system to perform platform-specific operations.
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In Amazon EC2, two variants of the boot mode software are supported: Unified Extensible
Firmware Interface (UEFI) and Legacy BIOS.

Possible boot mode parameters on an AMI

An AMI can have one of the following boot mode parameter values: uefi, legacy-bios, or
uefi-preferred. The AMI boot mode parameter is optional. For AMIs with no boot mode
parameter, the instances launched from these AMIs use the default boot mode value of the
instance type.

Purpose of the AMI boot mode parameter

The AMI boot mode parameter signals to Amazon EC2 which boot mode to use when launching
an instance. When the boot mode parameter is set to uefi, EC2 attempts to launch the instance
on UEFIL. If the operating system is not configured to support UEFI, the instance launch will be
unsuccessful.

UEFI Preferred boot mode parameter

You can create AMIs that support both UEFI and Legacy BIOS by using the uefi-preferred boot
mode parameter. When the boot mode parameter is set to uefi-preferred, and if the instance
type supports UEFI, the instance is launched on UEFI. If the instance type does not support UEFI,
the instance is launched on Legacy BIOS.

/A Warning

Some features, like UEFI Secure Boot, are only available on instances that boot on UEFI.
When you use the uefi-preferred AMI boot mode parameter with an instance type that
does not support UEFI, the instance will launch as Legacy BIOS and the UEFI-dependent
feature will be disabled. If you rely on the availability of a UEFI-dependent feature, set your
AMI boot mode parameter to uefi.

Default boot modes for instance types

« Graviton instance types: UEFI

 Intel and AMD instance types: Legacy BIOS

Running Intel and AMD instances types on UEFI
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Most Intel and AMD instance types can run on both UEFI and Legacy BIOS. To use UEFI, you must
select an AMI with the boot mode parameter set either to uefi or uefi-preferred, and the
operating system contained in the AMI must be configured to support UEFI.

Boot mode topics

« Launch an instance

o Determine the boot mode parameter of an AMI

o Determine the supported boot modes of an instance type

e Determine the boot mode of an instance

» Determine the boot mode of the operating system

« UEFI variables

e UEFI Secure Boot

Launch an instance

You can launch an instance in UEFI or Legacy BIOS boot mode.
Topics
« Limitations

« Considerations

» Requirements for launching an instance on UEFI

Limitations
UEFI boot is not supported in Local Zones, Wavelength Zones, or with AWS Outposts.
Considerations

Consider the following when launching an instance:

» The boot mode of the instance is determined by the configuration of the AMI, the operating
system contained in it, and the instance type, illustrated by the following image:
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The following table shows that the boot mode of an instance (indicated by the Resulting
instance boot mode column) is determined by a combination of the boot mode parameter of
the AMI (column 1), the boot mode configuration of the operating system contained in the AMI
(column 2), and the boot mode support of the instance type (column 3).

AMI boot mode +
operating system

boot mode
configuration

AMI boot mode

parameter

UEFI

Legacy BIOS

UEFI Preferred

UEFI Preferred

UEFI Preferred

UEFI Preferred

No boot mode

specified - ARM

Instance type
boot mode
support

o o e o e e e e e o

Operating system

boot mode

configuration

UEFI
Legacy BIOS
UEFI

UEFI

Legacy BIOS

Legacy BIOS

UEFI

Launch instance

- o E Em EE E mm e s wm e

Instance type boot
mode support

UEFI
Legacy BIOS
UEFI

UEFI and Legacy
BIOS

Legacy BIOS

UEFI and Legacy
BIOS

UEFI

3
LiLLl

ITIl1
Instance

boot mode

Resulting instance

boot mode

UEFI
Legacy BIOS
UEFI

UEFI

Legacy BIOS

Legacy BIOS

UEFI

Launch an instance
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AMI boot mode

parameter

No boot mode
specified - x86

o Default boot modes:

Operating system
boot mode
configuration

Legacy BIOS

« Graviton instance types: UEFI

« Intel and AMD instance types: Legacy BIOS

Instance type boot
mode support

UEFI and Legacy
BIOS

Resulting instance
boot mode

Legacy BIOS

« Intel and AMD instance types that support UEFI, in addition to Legacy BIOS:

« Allinstances built on the AWS Nitro System, except: bare metal instances, DL1, G4ad, P4,
u-3tb1, u-6tb1, u-9tb1, u-12tb1, u-18tb1, u-24tb1, and VT1

To see the available instance types for Windows that support UEFI in a specific Region

The available instance types vary by AWS Region. To see the available instance types that support

UEFI in a Region, use the describe-instance-types command with the --region parameter. If

you omit the --region parameter, your default Region is used in the request. Include the - -

filters parameter to scope the results to the instance types that support UEFI and the --query

parameter to scope the output to the value of InstanceType.

AWS CLI

C:\> aws ec2 describe-instance-types --filters Name=supported-boot-mode,Values=uefi
Name=processor-info.supported-architecture,Values=x86_64 --quexry "InstanceTypes[*].
[InstanceType]" --output text | sort

c5.
c5.
c5.
c5.
c5.
c5.
c5.

12xlarge
18xlarge
24xlarge
2xlarge
4xlarge
9xlarge
large
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PowerShell

PS C:\> Get-EC2InstanceType |

Where-Object {
$_.SupportedBootModes -Contains "uefi" -and °
$_.ProcessorInfo.SupportedArchitectures -eq "x86_64"

L
Sort-Object InstanceType |
Format-Table InstanceType -GroupBy CurrentGeneration

CurrentGeneration: True

InstanceType

c5.12xlarge
c5.18xlarge
c5.24xlarge
c5.2xlarge
c5.4xlarge

To see the available instance types for Windows that support UEFI Secure Boot and persist non-
volatile variables in a specific Region

Currently, bare metal instances do not support UEFI Secure Boot and non-volatile variables. Use
the describe-instance-types command as described in the preceding example, but filter out the
bare metal instances by including the Name=bare-metal, Values=false filter. For information
about UEFI Secure Boot, see UEFI Secure Boot.

AWS CLI

C:\> aws ec2 describe-instance-types --filters Name=supported-boot-
mode,Values=uefi Name=bare-metal,Values=false Name=processor-info.supported-
architecture,Values=x86_64 --query "InstanceTypes[*].[InstanceType]" --output text |
sort

c5.12x1large
c5.18xlarge
c5.24x1arge
c5.2xlarge
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PowerShell

PS C:\> Get-EC2InstanceType |

Where-Object { °
$_.SupportedBootModes -Contains "uefi" -and
$_.BareMetal -eq $False -and °
$_.ProcessorInfo.SupportedArchitectures -eq "x86_64"
L

Sort-Object InstanceType |

Format-Table InstanceType, SupportedBootModes, BareMetal,

@{Name="SupportedArchitectures"”;
Expression={$_.ProcessorInfo.SupportedArchitectures}}

~

InstanceType SupportedBootModes BareMetal SupportedArchitectures

c5.12xlarge {legacy-bios, uefi} False x86_64
c5.18x1large {legacy-bios, uefi} False x86_64
c5.24x1large {legacy-bios, uefi} False x86_64
c5.2xlarge {legacy-bios, uefi} False x86_64
c5.4xlarge {legacy-bios, uefi} False x86_64
c5.9xlarge {legacy-bios, uefi} False x86_64

Requirements for launching an instance on UEFI

To launch an instance in UEFI boot mode, you must select an instance type that supports UEFI, and
configure the AMI and the operating system for UEFI, as follows:

Instance type

When launching an instance, you must select an instance type that supports UEFI. For more
information, see Determine the supported boot modes of an instance type.

AMI

When launching an instance, you must select an AMI that is configured for UEFI. The AMI must
be configured as follows:

» Operating system — The operating system contained in the AMI must be configured to use
UEFI; otherwise, the instance launch will fail. For more information, see Determine the boot

mode of the operating system.
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« AMI boot mode parameter — The boot mode parameter of the AMI must be set to uefi or
uefi-preferred. For more information, see Determine the boot mode parameter of an
AMI.

The following Windows AMIs support UEFI:

o TPM-Windows_Server-2022-English-Full-Base
TPM-Windows_Server-2022-English-Core-Base
TPM-Windows_Server-2019-English-Full-Base
TPM-Windows_Server-2019-English-Core-Base
TPM-Windows_Server-2016-English-Full-Base
TPM-Windows_Server-2016-English-Core-Base

For information about Linux AMls, see Requirements for launching an instance on UEFI in the

Amazon EC2 User Guide for Linux Instances.

Determine the boot mode parameter of an AMI

The AMI boot mode parameter is optional. An AMI can have one of the following boot mode
parameter values: uefi, legacy-bios, oruefi-preferred.

Some AMIs don't have a boot mode parameter. When an AMI has no boot mode parameter, the
instances launched from the AMI use the default value of the instance type, which is uefi on
Graviton, and legacy-bios on Intel and AMD instance types.

Console
To determine the boot mode parameter of an AMI (console)

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. Inthe navigation pane, choose AMIs, and then select the AMI.

3. Inspect the Boot mode field.

« A value of uefi indicates that the AMI supports UEFI.
» A value of uefi-preferred indicates that the AMI supports both UEFI and Legacy BIOS.

« If there is no value, the instances launched from the AMI use the default value of the
instance type.
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To determine the boot mode parameter of an AMI when launching an instance (console)

When launching an instance using the launch instance wizard, at the step to select an AMI,
inspect the Boot mode field. For more information, see Application and OS Images (Amazon
Machine Image).

AWS CLI

To determine the boot mode parameter of an AMI (AWS CLI)

Use the describe-images operation to determine the boot mode of an AMI.

C:\> aws ec2 describe-images --region us-east-1 --image-id ami-0@abcdef1234567890

{
"Images": [
{
1,
"EnaSupport": true,
"Hypervisor": '"xen",
"ImageOwnerAlias": "amazon",

"Name": "UEFI_Boot_Mode_Enabled-Windows_Server-2016-English-Full-
Base-2020.09.30",

"RootDeviceName": "/dev/sdal",
"RootDeviceType": "ebs",
"SriovNetSupport": "simple",
"VirtualizationType": "hvm",
"BootMode":
"uefi"
}
]

In the output, the BootMode field indicates the boot mode of the AMI. A value of uefi
indicates that the AMI supports UEFI. A value of uefi-preferred indicates that the AMI
supports both UEFI and Legacy BIOS. If there is no value, the instances launched from the AMI
use the default value of the instance type.

PowerShell
To determine the boot mode parameter of an AMI (Tools for PowerShell)

Use the Get-EC2Image Cmdlet to determine the boot mode of an AMI.
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PS C:\> Get-EC2Image -Region us-east-1 -Imageld ami-@abcdef1234567890 | Format-List
Name, BootMode, TpmSupport

Name : TPM-Windows_Server-2016-English-Full-Base-2023.05.10
BootMode . uefi
TpmSupport : v2.0

In the output, the BootMode field indicates the boot mode of the AMI. A value of uefi
indicates that the AMI supports UEFI. A value of uefi-preferred indicates that the AMI
supports both UEFI and Legacy BIOS. If there is no value, the instances launched from the AMI
use the default value of the instance type.

Determine the supported boot modes of an instance type

You can use the AWS CLI or the Tools for PowerShell to determine the supported boot modes of an
instance type.

To determine the supported boot modes of an instance type
You can use the following methods to determine the supported boot modes of an instance type.
AWS CLI

You can use the describe-instance-types command to determine the supported boot modes
of an instance type. By including the --query parameter, you can filter the output. In this
example, the output is filtered to return only the supported boot modes.

The following example shows that m5.2x1arge supports both UEFI and Legacy BIOS boot
modes.

aws ec2 describe-instance-types --region us-east-1 --instance-types m5.2xlarge --
query "InstanceTypes[*].SupportedBootModes"

Expected output:

"legacy-bios",
"uefi"
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]

The following example shows that t2.xlarge supports only Legacy BIOS.

aws ec2 describe-instance-types --region us-east-1 --instance-types t2.xlarge --
query "InstanceTypes[*].SupportedBootModes"

Expected output:

[
[
"legacy-bios"
]
]
PowerShell

You can use the Get-EC2InstanceType (Tools for PowerShell) Cmdlet to determine the
supported boot modes of an instance type.

The following example shows that m5.2x1arge supports both UEFI and Legacy BIOS boot
modes.

Get-EC2InstanceType -Region us-east-1 -InstanceType m5.2xlarge | Format-List
InstanceType, SupportedBootModes

Expected output:

InstanceType : m5.2xlarge
SupportedBootModes : {legacy-bios, uefi}

The following example shows that t2. x1arge supports only Legacy BIOS.

Get-EC2InstanceType -Region us-east-1 -InstanceType t2.xlarge | Format-List
InstanceType, SupportedBootModes

Expected output:

InstanceType : t2.xlarge
SupportedBootModes : {legacy-bios}
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Determine the boot mode of an instance

The boot mode of an instance is displayed in the Boot mode field in the Amazon EC2 console, and
by the currentInstanceBootMode parameter in the AWS CLI.

When an instance is launched, the value for its boot mode parameter is determined by the value of
the boot mode parameter of the AMI used to launch it, as follows:

« An AMI with a boot mode parameter of uefi creates an instance with a
currentInstanceBootMode parameter of uefi.

« An AMI with a boot mode parameter of 1egacy-bios creates an instance with a
currentInstanceBootMode parameter of legacy-bios.

« An AMI with a boot mode parameter of uefi-preferred creates an instance with a
currentInstanceBootMode parameter of uefi if the instance type supports UEFI; otherwise,
it creates an instance with a currentInstanceBootMode parameter of legacy-bios.

« An AMI with no boot mode parameter value creates an instance with a
currentInstanceBootMode parameter value that is dependent on whether the AMI
architecture is ARM or x86 and the supported boot mode of the instance type. The default boot
mode is uefi on Graviton instance types, and legacy-bios on Intel and AMD instance types.

Console

To determine the boot mode of an instance (console)

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose Instances, and then select your instance.

3. On the Details tab, inspect the Boot mode field.

AWS CLI
To determine the boot mode of an instance (AWS CLI)

Use the describe-instances command to determine the boot mode of an instance. You can also
determine the boot mode of the AMI that was used to the create the instance.

C:\> aws ec2 describe-instances --region us-east-1 --instance-
ids i-1234567890abcdef0
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{
"Reservations": [
{
"Groups": [1,
"Instances": [
{
"AmiLaunchIndex": 0,
"ImageId": "ami-0e2063e7f6dc3bee8",
"InstancelId": "i-1234567890abcdef0",
"InstanceType": "m5.2xlarge",
.
"BootMode": "uefi",
"CurrentInstanceBootMode": "uefi"
}
1,
"OwnerId": "1234567890",
"ReservationId": "r-1234567890@abcdef0"
}
]
}
PowerShell

To determine the boot mode of an instance (Tools for PowerShell)

Use the Get-EC2Image Cmdlet to determine the boot mode of an instance. You can also
determine the boot mode of the AMI that was used to the create the instance.

Get-EC2Image (AWS Tools for Windows PowerShell)

(Get-EC2Instance -Instanceld i-1234567890abcdef®).Instances | Format-List BootMode,
CurrentInstanceBootMode, InstanceType, ImageId

BootMode : uefi
CurrentInstanceBootMode : uefi

InstanceType : ch5a.large

ImageId : ami-0265446f88eb4021b

In the output, the following parameters describe the boot mode:

e BootMode - The boot mode of the AMI that was used to create the instance.
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e CurrentInstanceBootMode — The boot mode that is used to boot the instance at launch or
start.

Determine the boot mode of the operating system

The boot mode of the AMI guides Amazon EC2 on which boot mode to use to boot an instance. To
view whether the operating system of your instance is configured for UEFI, you need to connect to
your instance using RDP.

To determine the boot mode of the instance’s operating system

1. Connect to your Windows instance using RDP.

2. Go to System Information and check the BIOS Mode row.

B System Information - O X
File Edit View Help
System Summary Item Value ~
#-Hardware Resources BIOS Version/Date Amazon EC2 1.0, 10/16/2017
&- Components SMBIOS Version 2.7
 software Environment
BaseBoard Manufacturer Amazon EC2
BaseBoard Product Not Available
BaseBoard Version Not Available
Platform Role Desktop
Secure Boot State Unsupported
PCR7 Configuration Not Available
Windows Directory C:\Windows
System Directory C:\Windows\system32
Boot Device \Device\HarddiskVolume1
Locale United States
Hardware Abstraction Layer Version = "10.0.17763.2061"
User Name Not Available
Time Zone Coordinated Universal Time v
< >
Find what: Find Close Find

[Jsearch selected category only

UEFI variables

[Jsearch category names only

When you launch an instance where the boot mode is set to UEFI, a key-value store for variables

is created. The store can be used by UEFI and the instance operating system for storing UEFI

variables.

Operating system boot mode
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UEFI variables are used by the boot loader and the operating system to configure early system
startup. They allow the operating system to manage certain settings of the boot process, like the
boot order, or managing the keys for UEFI Secure Boot.

/A Warning

Anyone who can connect to the instance (and potentially any software running on the
instance), or anyone with permissions to use the GetlnstanceUefiData API on the instance

can read the variables. You should never store sensitive data, such as passwords or
personally identifiable information, in the UEFI variable store.

UEFI variable persistence

« For instances that were launched on or before May 10, 2022, UEFI variables are wiped on reboot
or stop.

« For instances that are launched on or after May 11, 2022, UEFI variables that are marked as non-
volatile are persisted on reboot and stop/start.

» Bare metal instances don't preserve UEFI non-volatile variables across instance stop/start
operations.

UEFI Secure Boot

UEFI Secure Boot builds on the long-standing secure boot process of Amazon EC2, and provides
additional defense-in-depth that helps customers secure software from threats that persist across
reboots. It ensures that the instance only boots software that is signed with cryptographic keys.
The keys are stored in the key database of the UEFI non-volatile variable store. UEFI Secure Boot
prevents unauthorized modification of the instance boot flow.

Topics

« How UEFI Secure Boot works

« Launch a Windows instance with UEFI Secure Boot support

 Verify whether a Windows instance is enabled for UEFI Secure Boot
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How UEFI Secure Boot works

UEFI Secure Boot is a feature specified in UEFI, which provides verification about the state of the
boot chain. It is designed to ensure that only cryptographically verified UEFI binaries are executed
after the self-initialization of the firmware. These binaries include UEFI drivers and the main
bootloader, as well as chain-loaded components.

UEFI Secure Boot specifies four key databases, which are used in a chain of trust. The databases are
stored in the UEFI variable store.

The chain of trust is as follows:

Platform key (PK) database

The PK database is the root of trust. It contains a single public PK key that is used in the chain
of trust for updating the key exchange key (KEK) database.

To change the PK database, you must have the private PK key to sign an update request. This
includes deleting the PK database by writing an empty PK key.

Key exchange key (KEK) database

The KEK database is a list of public KEK keys that are used in the chain of trust for updating the
signature (db) and denylist (dbx) databases.

To change the public KEK database, you must have the private PK key to sign an update
request.

Signature (db) database

The db database is a list of public keys and hashes that are used in the chain of trust to validate
all UEFI boot binaries.

To change the db database, you must have the private PK key or any of the private KEK keys to
sign an update request.

Signature denylist (dbx) database

The dbx database is a list of public keys and binary hashes that are not trusted, and are used in
the chain of trust as a revocation file.

The dbx database always takes precedence over all other key databases.
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To change the dbx database, you must have the private PK key or any of the private KEK keys to
sign an update request.

The UEFI Forum maintains a publicly available dbx for many known-bad binaries and certs at
https://uefi.org/revocationlistfile.

/A Important
UEFI Secure Boot enforces signature validation on any UEFI binaries. To permit execution
of a UEFI binary in UEFI Secure Boot, you sign it with any of the private db keys described
above.

By default, UEFI Secure Boot is disabled and the system is in SetupMode. When the system is in
SetupMode, all key variables can be updated without a cryptographic signature. When the PK is
set, UEFI Secure Boot is enabled and the SetupMode is exited.

Launch a Windows instance with UEFI Secure Boot support

When you launch an instance with the following prerequisites, the instance will automatically
validate UEFI boot binaries against its UEFI Secure Boot database. You can also configure UEFI
Secure Boot on an instance after launch.

® Note

UEFI Secure Boot protects your instance and its operating system against boot flow
modifications. Typically, UEFI Secure Boot is configured as part of the AMLI. If you create
a new AMI with different parameters from the base AMI, such as changing the UefiData
within the AMI, you can disable UEFI Secure Boot.

Prerequisites for Windows instances
AMI
Requires an AMI with UEFI Secure Boot enabled.

The following Windows AMIs are preconfigured to enable UEFI Secure Boot with Microsoft keys:
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TPM-Windows_Server-2022-English-Core-Base
TPM-Windows_Server-2022-English-Full-Base
TPM-Windows_Server-2022-English-Full-SQL_2022_Enterprise
TPM-Windows_Server-2022-English-Full-SQL_2022_Standard
TPM-Windows_Server-2019-English-Core-Base
TPM-Windows_Server-2019-English-Full-Base
TPM-Windows_Server-2019-English-Full-SQL_2019_Enterprise
TPM-Windows_Server-2019-English-Full-SQL_2019_Standard
TPM-Windows_Server-2016-English-Core-Base
TPM-Windows_Server-2016-English-Full-Base

Currently, we do not support importing Windows with UEFI Secure Boot by using the import-

image command.

Instance type

Supported: All virtualized instance types that support UEFI also support UEFI Secure Boot.
For the instance types that support UEFI Secure Boot, see Considerations.

Not supported: Bare metal instance types do not support UEFI Secure Boot.

For the prerequisites for Linux instances, see Launch an instance with UEFI Secure Boot support in

the Amazon EC2 User Guide for Linux Instances.

Verify whether a Windows instance is enabled for UEFI Secure Boot

To verify whether a Windows instance is enabled for UEFI Secure Boot

1.
2.

Open the msinfo32 tool.

Check the Secure Boot State field. Supported indicates that UEFI Secure Boot is enabled.
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B System Information . O X
File Edit View Help
System Summary ltem Value 2
(- Hardware Resources BIOS Mode Legacy
- Components BaseBoard Manufacturer Amazon EC2
& Software Environment BaseBoard Product Not Available
BaseBoard Version Not Available
Platform Role Desktop
PCR7 Configuration Not Available
Windows Directory C:\Windows
System Directory C:\Windows\system32
Boot Device \Device\HarddiskVolume1
Locale United States
Hardware Abstraction Layer Version = "10.0.17763.2061"
User Name Not Available
Time Zone Coordinated Universal Time
Installed Physical Memory (RAM) 8.00 GB
Total Physical Memory 7.90 GB v
< >
Find what: Find Close Find
[Jsearch selected category only [Jsearch category names only

You can also use the Windows PowerShell Cmdlet Confirm-SecureBootUEFI to check the the
Secure Boot status. For more information about the cmdlet, see Confirm-SecureBootUEFI in the
Microsoft Documentation website.

To verify whether a Linux instance is enabled, see Verify whether a Linux instance is supported for
UEFI Secure Boot in the Amazon EC2 User Guide for Linux Instances.

AWS Windows AMls

AWS provides a set of publicly available AMIs that contain software configurations specific to the
Windows platform. You can quickly start building and deploying your applications with Amazon
EC2 by using these AMIs. First choose the AMI that meets your specific requirements, and then
launch an instance using that AMI. You retrieve the password for the administrator account and
then log in to the instance using Remote Desktop Connection, just as you would with any other
Windows server.

When you launch an instance from a Windows AM], the root device for the Windows instance is an
Amazon Elastic Block Store (Amazon EBS) volume. Windows AMIs do not support instance store for
the root device.
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Windows AMIs that have been configured for faster launching are pre-provisioned, using snapshots
to launch instances up to 65% faster. To learn more about faster launching for Windows AMils,
including how you can configure faster launching for your Windows AMI, see Configure Windows

fast launch for your Windows Server AMI.

Some Windows AMls include an edition of Microsoft SQL Server (SQL Enterprise Edition, SQL
Server Standard, SQL Server Express, or SQL Server Web). Launching an instance from a Windows
AMI with Microsoft SQL Server enables you to run the instance as a database server. Alternatively,
you can launch an instance from any Windows AMI and then install the database software that you
need on the instance.

® Note

Microsoft no longer supports Windows Server 2003, 2008, and 2008 R2. We recommend
that you launch new EC2 instances using a supported version of Windows Server. If you
have existing EC2 instances that are running an unsupported version of Windows Server, we
recommend that you upgrade those instances to a supported version of Windows Server.
For more information, see Upgrade an Amazon EC2 Windows instance to a newer version of
Windows Server.

Windows AMI topics

¢ Select an initial Windows AMI

» Keep your AMIs up to date

 Virtualization types

» Configure Windows fast launch for your Windows Server AMI

« Managed AWS Windows AMls

» Specialized Windows AMls

o AWS Windows AMI version history

Select an initial Windows AMI

To view the Windows AMIs provided by AWS, you can use the Amazon EC2 console or AWS
Marketplace. For more information, see Find a Windows AMI.
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You can also create an AMI from software running on your own Windows computer. For more
information, see the following services:

« AWS Application Migration Service

o VM Import/Export

Keep your AMIs up to date

AWS provides updated and fully-patched Windows AMls within five business days of Microsoft's
patch Tuesday (the second Tuesday of each month). The AWS Windows AMIs contain the latest
security updates available at the time they were created. For more information, see Details about
AWS Windows AMI versions and Patches, security updates, and AMI IDs.

Use the AWS Systems Manager Automation runbook AWS-UpdateWindowsAmi to update an

AMI by installing Windows updates, Amazon software, and Amazon drivers. You can also use EC2
Image Builder, a fully managed AWS service, to help automate creating up-to-date AMls. For more
information, see the EC2 Image Builder User Guide.

For EC2 instances in an Auto Scaling group, you can create and use the PatchAMIAndUpdateASG
runbook to update an Auto Scaling group with a newly patched AMI. For more information, see
Updating AMIs for Auto Scaling groups in the AWS Systems Manager User Guide.

For existing EC2 instances, we recommend that you regularly patch, update, and secure the
operating system and applications. For more information, see Update your Windows instance.

Virtualization types

AMIs use one of two types of virtualization: paravirtual (PV) or hardware virtual machine (HVM).
The main differences between PV and HVM AMIs are the way in which they boot and whether they
can take advantage of special hardware extensions for better performance. Windows AMIs are HVYM
AMls.

HVM AMIs are presented with a fully virtualized set of hardware and boot by executing the master
boot record of the root block device of your image. This virtualization type provides the ability

to run an operating system directly on top of a virtual machine without any modification, as if it
were run on the bare-metal hardware. The Amazon EC2 host system emulates some or all of the
underlying hardware that is presented to the guest.
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HVM guests can take advantage of hardware extensions that provide fast access to the underlying
hardware on the host system. HVM AMIs are required to take advantage of enhanced networking
and GPU processing. In order to pass through instructions to specialized network and GPU devices,
the OS needs to be able to have access to the native hardware platform; HVM virtualization
provides this access.

Paravirtual guests traditionally performed better with storage and network operations than HVYM
guests because they could leverage special drivers for I/O that avoided the overhead of emulating
network and disk hardware, whereas HVM guests had to translate these instructions to emulated
hardware. Now PV drivers are available for HVM guests, so Windows instances can get performance
advantages in storage and network I/O by using them. With these PV on HVM drivers, HVM guests
can get the same performance as paravirtual guests, or better.

Configure Windows fast launch for your Windows Server AMI

Every Amazon EC2 Windows instance must go through the standard Windows operating system
(OS) launch steps, which include several reboots, and often take 15 minutes or longer to complete.
Amazon EC2 Windows Server AMIs that have the Windows fast launch feature enabled complete
some of those steps and reboots in advance to reduce the time it takes to launch an instance.

When you configure a Windows Server AMI for Windows fast launch, Amazon EC2 creates a set of
pre-provisioned snapshots to use for faster launching, as follows.

1.  Amazon EC2 launches a set of temporary t3 instances, based on your settings.

2. As each temporary instance completes the standard launch steps, Amazon EC2 creates a pre-
provisioned snapshot of the instance. It stores the snapshot in your Amazon S3 bucket.

3.  When the snapshot is ready, Amazon EC2 terminates the associated t3 instance to keep
resource costs as low as possible.

4. The next time Amazon EC2 launches an instance from the Windows fast launch enabled AMI, it
uses one of the snapshots to significantly reduce the time it takes to launch.

Amazon EC2 automatically replenishes the snapshots you have on hand as it uses them to launch
instances from the Windows fast launch enabled AMI.

Any account that has access to an AMI with Windows fast launch enabled can benefit from reduced
launch times. When the AMI owner grants access for you to launch instances, the pre-provisioned
snapshots come from the AMI owner's account.
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If an AMI that supports Windows fast launch is shared with you, you can enable or disable faster
launching on the shared AMI yourself. If you enable a shared AMI for Windows fast launch, Amazon
EC2 creates the pre-provisioned snapshots directly in your account. If you deplete the snapshots in
your account, you can still use snapshots from the AMI owner's account.

® Note

Windows fast launch deletes pre-provisioned snapshots as soon as they're consumed by

a launch to minimize storage costs and prevent reuse. However, if the deleted snapshots
match a retention rule, Recycle Bin automatically retains them. We recommend that you
review the scope of your Recycle Bin retention rules so that this doesn't happen. For more
information, see Considerations.

This feature is not the same as EBS fast snapshot restore. You must explicitly enable EBS
fast snapshot restore on a per-snapshot basis, and it has its own associated costs.

The following video demonstrates how to configure your Windows AMI for faster launching with a
quick overview of the related key terms and their definitions: Launching EC2 Windows instances up
to 65% faster on AWS.

Resource costs

There is no service charge to configure Windows AMls for Windows fast launch. However, standard
pricing applies for any underlying AWS resources that Amazon EC2 uses. To learn more about
associated resource costs and how to manage them, see Manage resource costs.

Contents

» Key terms
« Prerequisites

» Configure Windows fast launch settings for your Amazon EC2 Windows Server AMI

» View AMIs with Windows fast launch enabled (AWS CLI)

« Manage resource costs

« Monitor Windows fast launch

o Service-linked role for Windows fast launch
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Key terms

The Windows fast launch feature uses the following key terms:

Pre-provisioned snapshot

A snapshot of an instance that was launched from a Windows AMI with Windows fast launch
enabled, and that has completed the following Windows launch steps, rebooting as required.

» Sysprep specialize

« Windows Out of Box Experience (OOBE)

When these steps are complete, Windows fast launch stops the instance, and creates a snapshot
that is later used for faster launching from the AMI, based on your configuration.

Launch frequency

Controls the number of pre-provisioned snapshots that Amazon EC2 can launch within the
specified timeframe. When you enable Windows fast launch for your AMI, Amazon EC2 creates
the initial set of pre-provisioned snapshots in the background. For example, if the launch
frequency is set to five launches per hour, which is the default, then Windows fast launch
creates an initial set of five pre-provisioned snapshots.

When Amazon EC2 launches an instance from an AMI with Windows fast launch enabled, it uses
one of the pre-provisioned snapshots to reduce the launch time. As snapshots are used, they are
automatically replenished, up to the number specified by the launch frequency.

If you expect a spike in the number of instances that are launched from your AMI - during a
special event, for example — you can increase the launch frequency in advance to cover the
additional instances that you'll need. When your launch rate returns to normal, you can adjust
the frequency back down.

When you experience a higher number of launches than anticipated, you might use up all the
pre-provisioned snapshots that you have available. This doesn't cause any launches to fail.
However, it can result in some instances going through the standard launch process, until
snapshots can be replenished.

Target resource count

The number of pre-provisioned snapshots to keep on hand for an Amazon EC2 Windows Server
AMI with Windows fast launch enabled.
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Max parallel launches

Controls how many instances Amazon EC2 can launch at the same time to create the pre-
provisioned snapshots for Windows fast launch. If your target resource count is higher than the
maximum parallel launches that you've configured, then Amazon EC2 launches the number of
instances specified by Max parallel launches to start creating the snapshots. As those instances
complete the process, Amazon EC2 takes the snapshot and stops the instance. Then it continues
to launch more instances until the total number of snapshots available has reached the target
resource count. The value for Max parallel launches must be 6 or greater.

Prerequisites

Before you set up Windows fast launch, verify that you've met the following prerequisites that are
required to create snapshots for the AMIs in your AWS account:

« If you don't use a launch template to configure your settings, ensure that a default VPC s
configured for the Region in which you use Windows fast launch.

(® Note

If you accidentally delete your default VPC in the Region where you plan to configure
Windows fast launch, you can create a new default VPC in that Region. To learn more, see
Create a default VPC in the Amazon VPC User Guide.

To specify a non-default VPC, you must use a launch template when you configure Windows fast
launch. For more information, see Use a launch template when you set up Windows fast launch.

If your account includes a policy that enforces IMDSv2 for Amazon EC2 instances, you must
create a launch template that specifies the metadata configuration to enforce IMDSv2.

Private Windows fast launch AMIs must support user data script execution.

To configure Windows fast launch for an AMI, you must create the AMI using Sysprep with the
shutdown option. The Windows fast launch feature doesn't currently support AMIs that were
created from a running instance.

To create an AMI using Sysprep, see Create a custom Windows AMI.

The default quota for Max parallel launches across all AMIs in an AWS account is 40 per Region.
You can request a Service Quotas increase for your account, as follows.
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1. Sign in to the AWS Management Console and open the Service Quotas console at https://
console.aws.amazon.com/servicequotas/.

2. In the navigation pane, choose AWS services.
3. Inthe search bar, enter EC2 Fast Launch, and select the result.

4. Select the link for Parallel instance launches. This takes you to the Parallel instance
launches service quota detail page.

5. Choose Request quota increase.

For more information, see Requesting a quota increase in the Service Quotas User Guide.

Configure Windows fast launch settings for your Amazon EC2 Windows Server
AMI

You can configure Windows fast launch for Windows AMIs that you own, or AMIs that are shared
with you from the AWS Management Console, API, SDKs, CloudFormation, or AWS Command Line
Interface (AWS CLI). Before you configure Windows fast launch, verify that your AMI meets all of
the prerequisites that are required to create the pre-provisioned snapshots. For more information,

see Prerequisites.

The following sections cover configuration steps for the Amazon EC2 console and AWS CLI.
Enable Windows fast launch
To enable Windows fast launch, choose the tab that matches your environment, and follow the

steps.

(® Note

Before changing these settings, make sure that your AMI, and the Region that you run in
meet all Prerequisites.

Console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, under Images, choose AMls.
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3. Choose the AMI to update by selecting the check box next to the Name.

4. From the Actions menu above the list of AMIs, choose Configure fast launch. This opens
the Configure fast launch page, where you configure the settings for Windows fast launch.

5. To start using pre-provisioned snapshots to launch instances from your Windows AMI
faster, select the Enable fast launch for Windows check box.

6. From the Set anticipated launch frequency drop-down list, choose a value to specify the
number of snapshots that are created and maintained to cover your expected instance
launch volume.

7. When you're done making changes, choose Save changes.

(® Note

If you need to use a launch template to specify a non-default VPC, or to configure
metadata settings for IMDSv2, see Use a launch template when you set up Windows fast
launch.

AWS CLI

The enable-fast-launch command calls the Amazon EC2 EnableFastLaunch API operation.

Syntax:

aws ec2 enable-fast-launch \
--image-id <value> \
--resource-type <value> \ (optional)
--snapshot-configuration <value> \ (optional)
--launch-template <value> \ (optional)
--max-parallel-launches <value> \ (optional)
--dry-run | --no-dry-run \ (optional)
--cli-input-json <value> \ (optional)
--generate-cli-skeleton <value> \ (optional)

Example:

The following enable-fast-launch example enables Windows fast launch for the specified AMI,
launching six parallel instances for pre-provisioning. The ResourceType is set to snapshot,

which is the default value.
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aws ec2 enable-fast-launch \
--image-id ami-01234567890abcedf \
--max-parallel-launches 6 \
--resource-type snapshot

Output:

"Imageld": "ami-01234567890abcedf",

"ResourceType": "snapshot",

"SnapshotConfiguration": {
"TargetResourceCount": 10

},

"LaunchTemplate": {3,

"MaxParallellLaunches": 6,

"OwnerId": "©123456789123",

"State": "enabling",

"StateTransitionReason": "Client.UserInitiated",

"StateTransitionTime": "2022-01-27T22:16:03.199000+00:00"

Tools for PowerShell

The Enable-EC2FastLaunch cmdlet calls the Amazon EC2 EnableFastLaunch APl operation to
enable Windows fast launch on your Windows AMI.

Syntax:

Enable-EC2FastLaunch
-Imageld <String>
-LaunchTemplate_LaunchTemplateId <String>
-LaunchTemplate_LaunchTemplateName <String>
-MaxParallellLaunch <Int32>
-ResourceType <String>
-SnapshotConfiguration_TargetResourceCount <Int32>
-LaunchTemplate_Version <String>
-Select <String>
-PassThru <SwitchParameter>
-Force <SwitchParameter>

Example:
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The following Enable-EC2FastLaunch example enables Windows fast launch for the specified
AM|, launching six parallel instances for pre-provisioning. The ResourceType is set to

snapshot, which is the default value.

Enable-EC2FastLaunch °
-Imageld ami-01234567890abcedf °
-MaxParallellLaunch 6 °
-Region us-west-2 °
-ResourceType snapshot

Output:
Imageld : ami-01234567890abcedf
LaunchTemplate
MaxParallellLaunches : 6
OwnerId 1 0123456789123
ResourceType : snapshot
SnapshotConfiguration : Amazon.EC2.Model.FastLaunchSnapshotConfigurationResponse
State : enabling
StateTransitionReason : Client.UserInitiated
StateTransitionTime : 2/25/2022 12:24:11 PM

Disable Windows fast launch

To disable Windows fast launch, choose the tab that matches your environment, and follow the
steps.

(@ Note
Before changing these settings, make sure that your AMI, and the Region that you run in
meet all Prerequisites.

Console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, under Images, choose AMls.

3. Choose the AMI to update by selecting the check box next to the Name.
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4. From the Actions menu above the list of AMIs, choose Configure fast launch. This opens
the Configure fast launch page, where you configure the settings for Windows fast launch.

5. Clear the Enable fast launch for Windows check box to disable Windows fast launch and
to remove pre-provisioned snapshots. This results in the AMI using the standard launch
process for each instance, going forward.

(® Note

When you disable Windows image optimization, any existing pre-provisioned
snapshots are automatically deleted. This step must be completed before you can
start using the feature again.

6. When you're done making changes, choose Save changes.

AWS CLI

The disable-fast-launch command calls the Amazon EC2 DisableFastLaunch APl operation.

Syntax:

aws ec2 disable-fast-launch \
--image-id <value> \
--force | --no-force \ (optional)
--dry-run | --no-dry-run \ (optional)
--cli-input-json <value> \ (optional)
--generate-cli-skeleton <value> \ (optional)

Example:

The following disable-fast-launch example disables Windows fast launch on the specified AMI,
and cleans up existing pre-provisioned snapshots.

aws ec2 disable-fast-launch \
--image-id ami-01234567890@abcedf

Output:

"Imageld": "ami-01234567890abcedf",
"ResourceType": "snapshot",
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"SnapshotConfiguration": {3},
"LaunchTemplate": {
"LaunchTemplateId": "1t-01234567890Qabcedf",

"LaunchTemplateName": "EC2FastlLaunchDefaultResourceCreation-
a8c6215d-94e6-441b-9272-dbd1f87b07e2",
"Version": "1"

},

"MaxParallellLaunches": 6,

"OwnerId": "0123456789123",

"State": "disabling",

"StateTransitionReason": "Client.UserInitiated",
"StateTransitionTime": "2022-01-27T22:47:29.265000+00:00"

Tools for PowerShell

The Disable-EC2FastLaunch cmdlet calls the Amazon EC2 DisableFastLaunch API operation.

Syntax:

Disable-EC2FastLaunch
-Imageld <String>
-ForceStop <Boolean>
-Select <String>
-PassThru <SwitchParameter>
-Force <SwitchParameter>

Example:

The following Disable-EC2FastLaunch example disables Windows fast launch on the specified
AMI, and cleans up existing pre-provisioned snapshots.

Disable-EC2FastLaunch -Imageld ami-01234567890abcedf

Output:
Imageld : ami-01234567890abcedf
LaunchTemplate :
Amazon.EC2.Model.FastLaunchLaunchTemplateSpecificationResponse
MaxParallellLaunches : 6
OwnerId : 0123456789123
ResourceType : snapshot
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SnapshotConfiguration :

State : disabling
StateTransitionReason : Client.UserInitiated
StateTransitionTime : 2/25/2022 1:10:08 PM

Use a launch template when you set up Windows fast launch

With a launch template, you can configure a set of launch parameters that Amazon EC2 uses each
time it launches an instance from that template. You can specify such things as an AMI to use for
your base image, instance types, storage, network settings, and more.

Launch templates are optional, except for the following specific cases, where you must use a
launch template for your Windows AMI when you configure faster launching:

» You must use a launch template to specify a non-default VPC for your Windows AMI.

« If your account includes a policy that enforces IMDSv2 for Amazon EC2 instances, you must
create a launch template that specifies the metadata configuration to enforce IMDSv2.

Use the launch template that includes your metadata configuration from the EC2 console, or
when you run the enable-fast-launch command in the AWS CLI, or call the EnableFastLaunch API

action.

(® Note

Amazon EC2 Windows fast launch doesn't support user data scripts in the launch template.
If you use a launch template for Windows fast launch, you must not specify user data.

Specify a non-default VPC
Step 1: Create a launch template
Create a launch template that specifies the following details for your Windows instances:

o The VPC subnet.

« Aninstance type of t3.xlarge.

For more information, see Create a launch template.
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Step 2: Specify the launch template for your Windows fast launch AMI

Choose the tab that matches your process:

Console

To specify the launch template for Windows fast launch from the AWS Management Console,
follow these steps:

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, under Images, choose AMls.

3. Choose the AMI to update by selecting the check box next to the Name.

4. From the Actions menu above the list of AMIs, choose Configure fast launch. This opens
the Configure fast launch page, where you configure the settings for Windows fast launch.

5. The Launch template box performs a filtered search that finds launch templates in your
account in the current Region that match the text you've entered. Specify all or part of the
launch template name or ID in the box to show a list of matching launch templates. For
example, if you enter fast in the box, Amazon EC2 finds all of the launch templates in
your account in the current Region that have "fast" in the name.

To create a new launch template, you can choose Create launch template.

6. When you select a launch template, Amazon EC2 shows the default version for that
template in the Source template version box. To specify a different version, highlight the
default version to replace it, and enter the version number you want in the box.

7. When you're done making changes, choose Save changes.

AWS CLI, API

To specify the launch template for Windows fast launch from the AWS CLI, specify the launch
template name or ID in the --1launch-template parameter when you run the enable-fast-
launch command in the AWS CLI.

To specify the launch template for Windows fast launch in an API request, specify the launch

template name or ID in the LaunchTemplate parameter when you call the EnableFastLaunch
API action.

For more information about EC2 launch templates, see Launch an instance from a launch template.
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Create a custom image with Windows fast launch enabled

Amazon EC2 Windows fast launch integrates with EC2 Image Builder to help you create custom
images with Windows fast launch enabled. For more information, see Create distribution settings
for a Windows AMI with EC2 Fast Launch enabled (AWS CLI) in the EC2 Image Builder User Guide.

View AMIs with Windows fast launch enabled (AWS CLI)

You can use the describe-fast-launch-images command in the AWS CLI, or the Get-
EC2FastLaunchlmage Tools for PowerShell Cmdlet to get details for AMIs that have Windows fast
launch enabled.

Amazon EC2 provides the following details for each Windows AMI that is returned in the results:

« The image ID for an AMI with Windows fast launch enabled.

» The resource type that is used for pre-provisioning the associated Windows AMI. Supported
value: snapshot.

» The snapshot configuration, which is a group of parameters that configure pre-provisioning for
the associated Windows AMI using snapshots.

o Launch template information, including the ID, name, and version of the launch template that
the associated AMI uses when it launches Window instances from pre-provisioned snapshots.

« The maximum number of instances that can be launched at the same time for creating resources.
« The owner ID for the associated AMI. This is not populated for AMIs that are shared with you.

« The current state of Windows fast launch for the associated AMI. Supported values include:
enabling | enabling-failed | enabled | enabled-failed | disabling |
disabling-failed.

(® Note

You can also see the current state displayed in the Manage image optimization page in
the EC2 console, as Image optimization state.

» The reason that Windows fast launch for the associated AMI changed to the current state.

« The time that Windows fast launch for the associated AMI changed to the current state.

Choose the tab that matches your command line environment:
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AWS CLI

The describe-fast-launch-images command calls the Amazon EC2 DescribeFastLaunchimages
API operation.

Syntax:

aws ec2 describe-fast-launch-images \
--image-ids <value> \ (optional)
--filters <value> \ (optional)
--dry-run | --no-dry-run \ (optional)
--cli-input-json <value> \ (optional)
--starting-token <value> \ (optional)
--page-size <value> \ (optional)
--max-items <value> \ (optional)
--generate-cli-skeleton <value> \ (optional)

Example:

The following describe-fast-launch-images example describes the details for each of the AMIs

in the account that are configured for Windows fast launch. In this example, only one AMl in the
account is configured for Windows fast launch.

aws ec2 describe-fast-launch-images

Output:

"FastLaunchImages": [
{

"Imageld": "ami-01234567890abcedf",

"ResourceType": "snapshot",

"SnapshotConfiguration": {3},

"LaunchTemplate": {
"LaunchTemplateId": "1t-01234567890Qabcedf",
"LaunchTemplateName": "EC2FastlLaunchDefaultResourceCreation-

a8c6215d-94e6-441b-9272-dbd1f87b07e2",

"Version": "1"

},

"MaxParallellLaunches": 6,

"OwnerId": "0123456789123",
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"State": "enabled",
"StateTransitionReason": "Client.UserInitiated",
"StateTransitionTime": "2022-01-27T22:20:06.552000+00:00"

Tools for PowerShell

The Get-EC2FastLaunchlmage cmdlet calls the Amazon EC2 DescribeFastLaunchimages API
operation.

Syntax:

Get-EC2FastLaunchImage

-Filter <Filter[]>

-Imageld <String[]>

-MaxResult <Int32>

-NextToken <String>

-Select <String>

-NoAutoIteration <SwitchParameter>

Example:

The following Get-EC2FastLaunchimage example describes the details for each of the AMIs in

the account that are configured for Windows fast launch. In this example, only one AMI in the
account is configured for Windows fast launch.

Get-EC2FastLaunchImage -ImageId ami-01234567890abcedf

Output:
Imageld : ami-01234567890abcedf
LaunchTemplate :
Amazon.EC2.Model.FastLaunchLaunchTemplateSpecificationResponse
MaxParallellLaunches : 6
OwnerId : 0123456789123
ResourceType : snapshot
SnapshotConfiguration :
State : enabled
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StateTransitionReason : Client.UserInitiated
StateTransitionTime : 2/25/2022 12:54:43 PM

Manage resource costs

There is no service charge to configure Windows AMIs for Windows fast launch. However, when
you enable Windows fast launch for an Amazon EC2 Windows AMI, standard pricing applies

for underlying AWS resources that Amazon EC2 uses to prepare and store the pre-provisioned
snapshots. You can configure cost allocation tags to help you track and manage the costs that are
associated with Windows fast launch resources. For more information about how to configure cost
allocation tags, see Track Windows fast launch costs on your bill.

The following example demonstrates how the costs associated with Windows fast launch
snapshots costs might be allocated.

Example scenario: The AtoZ Example company has a Windows AMI with a 50 GiB EBS root volume.
They enable Windows fast launch for their AMI, and set the target resource count to five. Over the

course of a month, using Windows fast launch for their AMI costs them around $5.00, and the cost
breakdown is as follows:

1. When AtoZ Example enables Windows fast launch, Amazon EC2 launches five small instances.
Each instance runs through the Sysprep and OOBE Windows launch steps, rebooting as required.
This takes several minutes for each instance (time can vary, based on how busy that Region or
Availability Zone (AZ) is, and on the size of the AMI).

Costs

« Instance runtime costs (or minimum runtime, if applicable): five instances
« Volume costs: five EBS root volumes

2. When the pre-provisioning process completes, Amazon EC2 takes a snapshot of the instance,
which it stores in Amazon S3. Snapshots are typically stored for 4-8 hours before they are
consumed by a launch. In this case, the cost is roughly $0.02 to $0.05 per snapshot.

Costs

» Snapshot storage (Amazon S3): five snapshots

3. After Amazon EC2 takes the snapshot, it stops the instance. At that point, the instance is no
longer accruing costs. However EBS volume costs continue to accrue.
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Costs

« EBS volumes: costs continue for the associated EBS root volumes.

(® Note

The costs shown here are for demonstration purposes only. Your costs will vary, depending
on your AMI configuration and pricing plan.

Track Windows fast launch costs on your bill

Cost allocation tags can help you organize your AWS bill to reflect the costs associated with
Windows fast launch. You can use the following tag that Amazon EC2 adds to the resources it
creates when it prepares and stores pre-provisioned snapshots for Windows fast launch:

Tag key: CreatedBy, Value: EC2 Fast Launch

After you activate the tag in the Billing and Cost Management console, and set up your detailed
billing report, the user:CreatedBy column appears on the report. The column includes
values from all services. However, if you download the CSV file, you can import the data into a
spreadsheet, and filter for EC2 Fast Launch in the value. This information also appears in the
AWS Cost and Usage Report when the tag is activated.

Step 1: Activate user-defined cost allocation tags

To include resource tags in your cost reports, you must first activate the tag in the Billing and Cost
Management console. For more information, see Activating User-Defined Cost Allocation Tags in
the AWS Billing and Cost Management User Guide.

(@ Note

Activation can take up to 24 hours.

Step 2: Set up a cost report

If you already have a cost report set up, a column for your tag appears the next time the report
runs after activation is complete. To set up cost reports for the first time, choose one of the
following.
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« See Setting up a monthly cost allocation report in the AWS Billing and Cost Management User
Guide.

» See Creating Cost and Usage Reports in the AWS Cost and Usage Report User Guide.

® Note
It can take up to 24 hours for AWS to start delivering reports to your S3 bucket.

You can configure Windows fast launch for Windows AMls that you own, or AMIs that are shared
with you from the Amazon EC2 console, API, SDKs, CloudFormation, or ec2 commands in the AWS

CLI. The following sections cover configuration steps for the Amazon EC2 console and AWS CLI.

You can also create custom Windows AMIs that are configured for Windows fast launch with EC2
Image Builder. For more information, see Create distribution settings for a Windows AMI with
Windows fast launch enabled (AWS CLI).

Monitor Windows fast launch

This section covers how to monitor the Amazon EC2 Windows Server AMls in your account that
have Windows fast launch enabled.

Monitor Windows fast launch state changes with EventBridge

When the state changes for a Windows AMI with Windows fast launch enabled, Amazon EC2
generates an EC2 Fast Launch State-change Notification event. Then Amazon EC2
sends the state change event to Amazon EventBridge (formerly known as Amazon CloudWatch
Events).

You can create EventBridge rules that trigger one or more actions in response to the state change
event. For example, you can create an EventBridge rule that detects when Windows fast launch is
enabled and performs the following actions:

« Sends a message to an Amazon SNS topic that notifies its subscribers.

 Invokes a Lambda function that performs some action.

« Sends the state change data to Amazon Data Firehose for analytics.
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For more information, see Creating Amazon EventBridge rules that react to events in the Amazon
EventBridge User Guide.

State change events

The Windows fast launch feature emits JSON formatted state change events on a best-effort basis.
Amazon EC2 sends the events to EventBridge in near real time. This section describes the event
fields and shows an example of the event format.

EC2 Fast Launch State-change Notification

imageld

Identifies the AMI with the Windows fast launch state change.

resourceType

The type of resource to use for pre-provisioning. Supported value: snapshot. The default value
is snapshot.

state

The current state of the Windows fast launch feature for the specified AMI. Valid values include
the following:

« enabling - You've enabled the Windows fast launch feature for the AMI, and Amazon EC2 has
started creating snapshots for the pre-provisioning process.

« enabling-failed - Something went wrong that caused the pre-provisioning process to fail
the first time that you enabled the Windows fast launch for an AMLI. This can happen anytime
during the pre-provisioning process.

« enabled - The Windows fast launch feature is enabled. The state changes to enabled as
soon as Amazon EC2 creates the first pre-provisioned snapshot for a newly enabled Windows
fast launch AML. If the AMI was already enabled and goes through pre-provisioning again, the
state change happens right away.

» enabled-failed - This state applies only if this is not the first time your Windows fast launch
AMI goes through the pre-provisioning process. This can happen if the Windows fast launch
feature is disabled and then later enabled again, or if there is a configuration change or other
error after pre-provisioning is completed for the first time.

« disabling — The AMI owner has turned off the Windows fast launch feature for the AMI, and
Amazon EC2 has started the clean up process.
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 disabled - The Windows fast launch feature is disabled. The state changes to disabled as
soon as Amazon EC2 completes the clean up process.

« disabling-failed - Something went wrong that caused the clean up process to fail. This
means that some pre-provisioned snapshots may still remain in the account.

stateTransitionReason

The reason that the state changed for the Windows fast launch AMI.

(® Note

All fields in this event message are required.

The following example shows a newly enabled Windows fast launch AMI that has launched the first
instance to start the pre-provisioning process. At this point, the state is enabling. After Amazon
EC2 creates the first pre-provisioned snapshot, the state changes to enabled.

"version": "0Q",
"id": "01234567-0123-0123-0123-012345678901",
"detail-type": "EC2 Fast Launch State-change Notification",
"source": "aws.ec2",
"account": "123456789012",
"time": "2022-08-31T20:30:122",
"region": "us-east-1",
"resources": [
"arn:aws:ec2:us-east-1:123456789012:image/ami-123456789012"
1,
"detail": {
"imageId": "ami-123456789012",
"resourceType": "snapshot",
"state": "enabling",
"stateTransitionReason": "Client.UserInitiated"

Monitor Windows fast launch metrics with CloudWatch

Amazon EC2 AMIs with Windows fast launch enabled send metrics to Amazon CloudWatch. You can
use the AWS Management Console, the AWS CLI, or an API to list the metrics that Windows fast
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launch sends to CloudWatch. The AWS/EC2 namespace includes the following Windows fast launch
metrics:

Metric Description

NumberOfAvailableFastLaunchSnapshots The number of pre-provisioned snapshots
available per Windows fast launch enabled
AMI.

NumberOfinstancesFastLaunched The number of instances per Windows fast

launch enabled AMI that were launched from
pre-provisioned snapshots.

NumberOfinstancesNotFastLaunched The number of instances per Windows fast
launch enabled AMI that resulted in a cold
boot due to the lack of available pre-provi
sioned snapshots at launch time.

FastLaunchSnapshotUsedToRefillStartTime The timestamp when Amazon EC2 launched
a new image from a Windows fast launch
enabled AMI to create another snapshot after
an existing snapshot was used.

FastLaunchSnapshotCreationTime Measures the time it took for Amazon EC2 to
launch an instance and create a snapshot for a
Windows fast launch enabled AMI.

Service-linked role for Windows fast launch

Amazon EC2 uses service-linked roles for the permissions that it requires to call other AWS services
on your behalf. A service-linked role is a unique type of IAM role that is linked directly to an AWS
service. Service-linked roles provide a secure way to delegate permissions to AWS services because
only the linked service can assume a service-linked role. For more information about how Amazon
EC2 uses IAM roles, including service-linked roles, see IAM roles for Amazon EC2.

Amazon EC2 uses the service-linked role named AWSServiceRoleForEC2FastLaunch to create
and manage a set of pre-provisioned snapshots that reduce the time it takes to launch instances
from your Windows AMI.
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You don't need to create this service-linked role manually. When you start using Windows fast
launch for your AMI, Amazon EC2 creates the service-linked role for you, if it doesn't already exist.

(® Note

If the service-linked role is deleted from your account, you can enable Windows fast launch
for another Windows AMI to re-create the role in your account. Alternatively, you can
disable Windows fast launch for your current AMI, and then enable it again. However,
disabling the feature results in your AMI using the standard launch process for all new
instances while Amazon EC2 removes all of your pre-provisioned snapshots. After all of the
pre-provisioned snapshots are gone, you can enable using Windows fast launch for your
AMI again.

Amazon EC2 does not allow you to edit the AWSServiceRoleForEC2FastLaunch service-linked
role. After you create a service-linked role, you cannot change the name of the role because various
entities might reference the role. However, you can edit the description of the role by using IAM.
For more information, see Editing a Service-Linked Role in the /AM User Guide.

You can delete a service-linked role only after first deleting all of the related resources. This
protects the Amazon EC2 resources that are associated with your Amazon EC2 Windows Server AMI
with Windows fast launch enabled, because you can't inadvertently remove permission to access
the resources.

Amazon EC2 supports the Windows fast launch service-linked role in all of the Regions where the
Amazon EC2 service is available. For more information, see Regions.

Permissions granted by AWSServiceRoleForEC2FastLaunch

Amazon EC2 uses the EC2FastLaunchServiceRolePolicy managed policy to complete the
following actions:

e cloudwatch:PutMetricData — Post metric data associated with Windows fast launch to the
Amazon EC2 namespace.

e ec2:CreateLaunchTemplate - Create a launch template for your Amazon EC2 Windows
Server AMI with Windows fast launch enabled.

« ec2:CreateSnapshot - Create pre-provisioned snapshots for your Amazon EC2 Windows
Server AMI with Windows fast launch enabled.
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ec2:CreateTags - Create tags for resources that are associated with launching and pre-
provisioning Windows instances for your Amazon EC2 Windows Server AMI with Windows fast
launch enabled.

ec2:DeleteSnapshots - Delete all associated pre-provisioned snapshots if Windows fast
launch is turned off for a previously enabled AMI.

ec2:Describelmages — Describe images for all resources.
ec2:DescribeInstanceAttribute - Describe instance attributes for all resources.
ec2:DescribeInstanceStatus - Describe instance status for all resources.
ec2:DescribeInstances - Describe instances for all resources.
ec2:DescribelInstanceTypeOfferings - Describe instance type offerings for all resources.
ec2:DescribelLaunchTemplates — Describe launch templates for all resources.

ec2:DescribelLaunchTemplateVersions — Describe launch template versions for all
resources.

ec2:DescribeSnapshots - Describe snapshot resources for all resources.
ec2:DescribeSubnets - Describe subnets for all resources.

ec2:RunInstances - Launch instances from an Amazon EC2 Windows Server AMI with
Windows fast launch enabled, in order to perform provisioning steps.

ec2:StopInstances - Stop instances that were launched from an Amazon EC2 Windows
Server AMI with Windows fast launch enabled, in order to create pre-provisioned snapshots.

ec2:TerminateInstances — Terminate an instance that was launched from an Amazon EC2
Windows Server AMI with Windows fast launch enabled, after creating the pre-provisioned
snapshot from it.

iam:PassRole - Allows the AWSServiceRoleForEC2FastLaunch service-linked role to
launch instances on your behalf using the instance profile from your launch template.

For more information about using managed policies for Amazon EC2, see AWS managed policies

for Amazon Elastic Compute Cloud.

Access to customer managed keys for use with encrypted AMls and EBS snapshots

Prerequisite

To enable Amazon EC2 to access an encrypted AMI on your behalf, you must have permission for
the createGrant action in the customer managed key.
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When you enable Windows fast launch for an encrypted AMI, Amazon EC2 ensures that permission
is granted for the AWSServiceRoleForEC2FastLaunch role to use the customer managed

key to access your AMI. This permission is needed to launch instances and create pre-provisioned
snapshots on your behalf.

Managed AWS Windows AMIls

AWS provides managed Amazon Machine Images (AMIs) that include various versions and
configurations of Windows Server. In general, the AWS Windows AMiIs are configured with the
default settings used by the Microsoft installation media. However, there are customizations. For
example, the AWS Windows AMIs come with the following software and drivers:

o EC2Launch v2 (Windows Server 2022)

« EC2Launch (Windows Server 2016 and 2019)

« EC2Config service (through Windows Server 2012 R2)
« AWS Systems Manager

« AWS CloudFormation

« AWS Tools for Windows PowerShell

« Network drivers (SRIOV, ENA, Citrix PV)

» Storage drivers (NVMe, AWS PV, Citrix PV)

» Graphics drivers (NVidia GPU, Elastic GPU)

« Spot Instance hibernation

For information about other customizations, see AWS Windows AMls.

Managed Windows AMaIs topics
« Details about AWS Windows AMI versions

o Where AWS gets the Windows Server installation media
« What to expect in an official AWS Windows AMI

o How AWS validates security, integrity, and authenticity of software on AMls

« How AWS decides which Windows AMIs to offer

» Patches, security updates, and AMI IDs

» Configuration changes for AWS Windows AMls

» Update your Windows instance
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» Upgrade or migrate to a newer version of Windows Server

e Subscribe to Windows AMI notifications

« Changes in Windows Server 2016 and later AMIs

Details about AWS Windows AMI versions
Where AWS gets the Windows Server installation media

When a new version of Windows Server is released, we download the Windows ISO from Microsoft
and validate the hash Microsoft publishes. An initial AMI is then created from the Windows
distribution I1SO. The drivers needed to boot on EC2 are included in addition to our EC2 launch
agent. To prepare this initial AMI for public release, we perform automated processes to convert
the ISO to an AMI. This prepared AMI is used for the monthly automated update and release
process.

What to expect in an official AWS Windows AMI

AWS provides AMIs with a variety of configurations for popular versions of Microsoft supported
Windows Server Operating Systems. As outlined in the previous section, we start with the Windows
Server ISO from Microsoft's Volume Licensing Service Center (VLSC) and validates the hash to
ensure it matches Microsoft's documentation for new Windows Server operating systems.

We perform the following changes using automation on AWS to take the current Windows Server
AMIs and update them:

« Install all Microsoft recommended Windows security patches. We release images shortly after the
monthly Microsoft patches are made available.

« Install the latest drivers for AWS hardware, including network and disk drivers, EC2WinUtil for
troubleshooting, as well as GPU drivers in selected AMls.

« Include the following AWS launch agent software by default:

o EC2Launch v2 for Windows Server 2022 and optionally for Windows Server 2019 and 2016
with specific AMIs. For more information, see Configure a Windows instance using EC2Launch

v2,
o EC2Launch for Windows Server 2016 and 2019.
« EC2Config for Windows Server 2012 R2 and earlier.

» Configure Windows Time to use the Amazon Time Sync Service.
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Make changes in all power schemes to set the display to never turn off.

Perform minor bug fixes — generally one-line registry changes to enable or disable features that
we have found to improve performance on AWS.

Tests and validates AMiIs across new and existing EC2 platforms to ensure compatibility, stability,
and consistency prior to release.

Other than the previously mentioned changes, we keep the AMiIs as close as possible to the
Microsoft default installation of Windows Server. For example, we keep the PowerShell and .NET
Framework installations as they are and don't install additional Windows roles, role services, or
features.

How AWS validates security, integrity, and authenticity of software on AMIs

We take a number of steps during the image build process, to maintain the security, integrity, and

authenticity of AWS provided Windows AMls. A few examples include:

AWS provided Windows AMIs are built using source media obtained directly from Microsoft.

Windows Updates are downloaded directly from Microsoft's Windows Update Service by
Windows, and installed on the instance used to create the AMI during the image build process.

AWS Software is downloaded from secure S3 buckets and installed in the AMls.

Drivers—such as for the chipset and GPU—are obtained directly from the vendor, stored in
secure S3 buckets, and installed on the AMIs during the image build process.

How AWS decides which Windows AMIs to offer

Each AMlI is extensively tested prior to release to the general public. We periodically streamline our

AMI offerings to simplify customer choice and to reduce costs.

New AMI offerings are created for new OS releases. You can count on AWS releasing “Base,”
“Core/Container,” and “SQL Express/Standard/Web/Enterprise” offerings in English and other
widely used languages. The primary difference between Base and Core offerings is that Base
offerings have a desktop/GUI whereas Core offerings are PowerShell command line only. For
more information about Windows Server Core, see https://docs.microsoft.com/en-us/windows-

server/administration/server-core/what-is-server-core.

New AMI offerings are created to support new platforms - for example, the Deep Learning and
“NVidia" AMIs were created to support customers using our GPU-based instance types (P2 and
P3, G2 and G3, and more).
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» Less popular AMIs are sometimes removed. If we see a particular AMI is launched only a few
times in its entire lifespan, we will remove it in favor of more widely used options.

If there is an AMI variant that you would like to see, let us know by filing a ticket with Cloud
Support, or by providing feedback through one of our established channels.

Patches, security updates, and AMI IDs

AWS provides updated, fully-patched Windows AMIs within five business days of Microsoft's patch
Tuesday (the second Tuesday of each month). The new AMiIs are available immediately from the
Images page in the Amazon EC2 console. The new AMiIs are available in the AWS Marketplace and
the Quick Start tab of the launch instance wizard within a few days of their release.

® Note

Instances launched from Windows Server 2019 and later AMIs may show a Windows
Update dialog message stating "Some settings are managed by your organization." This
message appears as a result of changes in Windows Server 2019 and does not impact the
behavior of Windows Update or your ability to manage update settings.

To remove this warning, see "Some settings are managed by your organization".

To ensure that customers have the latest security updates by default, AWS keeps Windows AMls
available for three months. After releasing new Windows AMls, AWS makes the Windows AMls that
are older than three months private within 10 days. After an AMI has been made private, when you
look at an instance launched from that AMI in the console, the AMI ID field states, "Cannot load
detail for ami-xxxxx. You may not be permitted to view it." You can still retrieve the AMI ID using
the AWS CLI or an AWS SDK.

The Windows AMIs in each release have new AMI IDs. Therefore, we recommend that you write
scripts that locate the latest AWS Windows AMiIs by their names, rather than by their IDs. For more
information, see the following examples:

o Get-EC2ImageByName (AWS Tools for Windows PowerShell)

o Query for the Latest Windows AMI Using Systems Manager Parameter Store

« Walkthrough: Looking Up Amazon Machine Image IDs (AWS Lambda, AWS CloudFormation)
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Configuration changes for AWS Windows AMls

The following configuration changes are applied to each AWS Windows AMI.

Clean and prepare

Change

Check for pending file renames or reboots, and reboot as
needed

Delete .dmp files
Delete logs (event logs, Systems Manager, EC2Config)
Delete temporary folders and files for Sysprep

Clear recent history (Start menu, Windows Explorer, and more)

Perform virus scan
Pre-compile queued .NET assemblies (before Sysprep)

Run Windows maintenance tools

Restore default values for Internet Explorer

Restore default values for EC2Config

Set EC2Launch to run at the next launch

Reset the Windows wallpaper

Run Sysprep

Applies to

All AMIs

All AMIs
All AMIs
All AMIs

Windows Server 2012 R2 and
earlier

All AMIs
All AMIs

Windows Server 2012 R2 and
later

All AMIs

Windows Server 2012 R2 and
earlier

Windows Server 2016 and
2019

All AMIs

All AMIs
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Install and configure

Change Applies to

Add links to the Amazon EC2 Windows Guide All AMiIs

Attach instance storage volumes to extended mount points All AMIs

Install the current AWS Tools for Windows PowerShell All AMiIs

Install the current AWS CloudFormation helper scripts All AMIs

Install the current EC2Config and SSM Agent Windows Server 2012 R2 and
earlier

Install the current EC2Launch and SSM Agent Windows Server 2016 and
2019

Install the current EC2Launch v2 and SSM Agent Windows Server 2022 and
later

Install the current AWS PV, ENA, and NVMe drivers Windows Server 2008 R2 and
later

Install the current SRIOV drivers Windows Server 2012 R2 and
later

Install the current Citrix PV driver Windows Server 2008 SP2
and earlier

Install the current EC2WinUtil driver Windows Server 2008 R2 and
later

Install PowerShell 2.0 and 3.0 Windows Server 2008 SP2
and R2

If Microsoft SQL Server is installed: All AMls

« Install service packs
 Configure to start automatically
« Add BUILTIN\Administrators to the SysAdmin role
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Change Applies to
e Open TCP port 1433 and UDP port 1434

Apply the following hotfixes: Windows Server 2008 SP2

and R2
e MS15-011

» KB2582281
» KB2634328
» KB2394911
» KB2780879

Allow ICMP traffic through the firewall Windows Server 2012 R2 and
earlier

Enable file and printer sharing Windows Server 2012 R2 and
earlier

Disable RunOnce for Internet Explorer All AMIs

Enable remote PowerShell All AMIs

Configure a paging file on the system volume as follows: All AMIs

« Windows Server 2016 and later - Managed by the system
« Windows Server 2012 R2 - Initial size and max size are 8 GB

« Windows Server 2012 and earlier - Initial size is 512 MB, max
size is 8 GB

Configure an additional system managed paging file on Z:, if Windows Server 2012 R2 and
available earlier

Disable hibernation and delete the hibernation file All AMIs
Disable the Connected User Experiences and Telemetry service  All AMls
Set the performance options for best performance All AMIs

Set the power setting to high performance All AMIs

Managed AWS Windows AMIs 87


https://support.microsoft.com/en-us/help/3000483/ms15-011-vulnerability-in-group-policy-could-allow-remote-code-executi
https://support.microsoft.com/en-us/help/2582281/slow-failover-operation-if-no-router-exists-between-the-cluster-and-an
https://support.microsoft.com/en-us/help/2634328/increased-latency-occurs-on-an-http-connection-to-a-computer-that-is-r
https://support.microsoft.com/en-us/help/2394911/stop-error-0x000000d1-or-0x0000007e-in-an-smb2-environment-in-windows
https://support.microsoft.com/en-us/help/2780879/hotfix-improves-tcp-window-scaling-in-windows-vista--windows-server-20

Amazon Elastic Compute Cloud User Guide for Windows Instances

Change Applies to
Disable the screen saver password All AMIs
Set the RealTimelsUniversal registry key All AMIs
Set the timezone to UTC All AMIs
Disable Windows updates and notifications All AMiIs
Run Windows Update and reboot until there are no pending All AMIs
updates

Set the display in all power schemes to never turn off All AMIs
Set the PowerShell execution policy to "Unrestricted" All AMIs

Update your Windows instance

After you launch a Windows instance, you are responsible for installing updates on it. For more
information, see Update management in Amazon EC2.

You can manually install only the updates that interest you, or you can start from a current AWS
Windows AMI and build a new Windows instance. For information about finding the current AWS
Windows AMIs, and keeping your AMIs up to date, see Find a Windows AMI and Keep your AMIs up
to date.

® Note

Instances should be stateless when updating. For more information, see Managing Your
AWS Infrastructure at Scale.

For Windows instances, you can install updates to the following services or applications:

Windows Server
Microsoft SQL Server

Windows PowerShell

Install the latest version of EC2Launch v2
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Install the latest version of EC2Launch

« Install the latest version of EC2Config
o AWS Systems Manager SSM Agent

« Enable enhanced networking on Windows

« Install or upgrade AWS NVMe drivers using PowerShell

« Upgrade PV drivers on Windows instances

« AWS Tools for Windows PowerShell

« AWS CloudFormation helper scripts

We recommend that you reboot your Windows instance after installing updates. For more
information, see Reboot your instance.

Upgrade or migrate to a newer version of Windows Server

For information about how to upgrade or migrate a Windows instance to a newer version of
Windows Server, see Upgrade an Amazon EC2 Windows instance to a newer version of Windows

Server.
Subscribe to Windows AMI notifications

To be notified when new AMils are released or when previously released AMIs are made private,
subscribe to notifications using Amazon SNS.

To subscribe to Windows AMI notifications

1. Open the Amazon SNS console at https://console.aws.amazon.com/sns/v3/home.

2. In the navigation bar, change the Region to US East (N. Virginia), if necessary. You must use
this Region because the SNS notifications that you are subscribing to were created in this
Region.

In the navigation pane, choose Subscriptions.
4. Choose Create subscription.

For the Create subscription dialog box, do the following:
a. For Topic ARN, copy and paste one of the following Amazon Resource Names (ARNSs):

e arn:aws:sns:us-east-1:801119661308:ec2-windows-ami-update

e arn:aws:sns:us-east-1:801119661308:ec2-windows-ami-private
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For AWS GovCloud (US):

arn:aws-us-gov:sns:us-gov-west-1:077303321853:ec2-windows-ami-update
b. For Protocol, choose Email.
c. For Endpoint, type an email address that you can use to receive the notifications.
d. Choose Create subscription.

6. You'll receive a confirmation email with the subject line AWS Notification -
Subscription Confirmation. Open the email and choose Confirm subscription to
complete your subscription.

Whenever Windows AMIs are released, we send notifications to the subscribers of the ec2-
windows-ami-update topic. Whenever released Windows AMIs are made private, we send
notifications to the subscribers of the ec2-windows-ami-private topic. If you no longer want to
receive these notifications, use the following procedure to unsubscribe.

To unsubscribe from Windows AMI notifications

1. Open the Amazon SNS console at https://console.aws.amazon.com/sns/v3/home.

2. In the navigation bar, change the Region to US East (N. Virginia), if necessary. You must use
this Region because the SNS notifications were created in this Region.

In the navigation pane, choose Subscriptions.

4. Select the subscriptions and then choose Delete. When prompted for confirmation, choose
Delete.

Changes in Windows Server 2016 and later AMIs

AWS provides AMIs for Windows Server 2016 and later. These AMIs include the following high-level
changes from earlier Windows AMls:

» To accommodate the change from .NET Framework to .NET Core, the EC2Config service has been
deprecated on Windows Server 2016 AMIs and replaced by EC2Launch. EC2Launch is a bundle
of Windows PowerShell scripts that perform many of the tasks performed by the EC2Config
service. For more information, see Configure a Windows instance using EC2Launch. EC2Launch

v2 replaces EC2Launch in Windows Server 2022 and later. For more information, see Configure a
Windows instance using EC2Launch v2.
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« On earlier versions of Windows Server AMls, you can use the EC2Config service to join an EC2
instance to a domain and configure integration with Amazon CloudWatch. On Windows Server
2016 and later AMIs, you can use the CloudWatch agent to configure integration with Amazon
CloudWatch. For more information about configuring instances to send log data to CloudWatch,
see Collect Metrics and Logs from Amazon EC2 Instances and On-Premises Servers with the
CloudWatch Agent. For information about joining an EC2 instance to a domain, see Join an
Instance to a Domain Using the AWS-JoinDirectoryServiceDomain JSON Document in the
AWS Systems Manager User Guide.

Other differences

Note the following additional important differences for instances created from Windows Server
2016 and later AMls.

» By default, EC2Launch does not initialize secondary EBS volumes. You can configure EC2Launch
to initialize disks automatically by either scheduling the script to run or by calling EC2Launch in
user data. For the procedure to initialize disks using EC2Launch, see "Initialize Drives and Drive
Letter Mappings" in Configure EC2Launch.

« If you previously enabled CloudWatch integration on your instances by using a local
configuration file (AWS.EC2.Windows.CloudWatch. json), you can configure the file to work
with the SSM Agent on instances created from Windows Server 2016 and later AMls.

For more information, see Windows Server on Microsoft.com.

Specialized Windows AMls

This section contains information about specialized Windows AMls, and Windows AMIs developed
for Microsoft workload solutions.

Topics
« SQL Server AMIs provided by AWS
e STIG Hardened Amazon EC2 Windows Server AMIs

SQL Server AMIs provided by AWS

To discover available SQL Server license-included AMIs, see Find a SQL Server license-included AMI
in the Microsoft SQL Server on Amazon EC2 User Guide.
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To view changes to each release of the AWS Windows AMIs, including SQL Server updates, see the
AWS Windows AMI version history in the Amazon EC2 User Guide.

STIG Hardened Amazon EC2 Windows Server AMIs

Security Technical Implementation Guides (STIGs) are the configuration standards created by the
Defense Information Systems Agency (DISA) to secure information systems and software. DISA
documents three levels of compliance risk, known as categories:

» Category | — The highest level of risk. It covers the most severe risks, and includes any
vulnerability that can result in a loss of confidentiality, availability, or integrity.
» Category Il — Medium risk.

« Category Ill — Low risk.

Each compliance level includes all STIG settings from lower levels. This means that the highest
level includes all applicable settings from all levels.

To ensure that your systems are compliant with STIG standards, you must install, configure, and
test a variety of security settings. STIG Hardened EC2 Windows Server AMIs are pre-configured
with over 160 required security settings. Amazon EC2 supports the following operating systems for
STIG Hardened AMls:

Windows Server 2022

Windows Server 2019

Windows Server 2016

Windows Server 2012 R2

The STIG Hardened AMiIs include updated Department of Defense (DoD) certificates to help you
get started and achieve STIG compliance. STIG Hardened AMIs are available in all public AWS

and GovCloud Regions. You can launch instances from these AMIs directly from the Amazon EC2
console. They are billed using standard Windows pricing. There are no additional charges for using
STIG Hardened AMls.

You can find the STIG Hardened EC2 Windows Server AMIs in the Community AMIs when you
launch an instance, as follows.
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Launch an EC2 instance with a STIG Hardened Windows Server AMI

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. Choose Instances from the navigation pane. This opens a list of your EC2 instances in the
current AWS Region.

3. Choose Launch instances from the upper right corner above the list. This opens the Launch an
instance page.

4. To find a STIG Hardened AMI, choose Browse more AMIs on the right side of the Application
and OS Images (Amazon Machine Image) section. This displays an advanced AMI search.

5. Select the Community AMis tab, and enter part or all of one of the following name patterns in
the search bar. Our AMIs indicate that they are "provided by Amazon".

® Note

The date suffix for the AMI (YYYY.MM. DD) is the date when the latest version was
created. You can search for the version without the date suffix.

Name patterns for STIG Hardened AMI names

« Windows_Server-2022-English-STIG-Full-YYYY.MM. DD

« Windows_Server-2022-English-STIG-Core-YYYY.MM. DD

« Windows_Server-2019-English-STIG-Full-YYYY.MM. DD

« Windows_Server-2019-English-STIG-Core-YYYY.MM. DD

« Windows_Server-2016-English-STIG-Full-YYYY.MM. DD

« Windows_Server-2016-English-STIG-Core-YYYY.MM. DD

« Windows_Server-2012-R2-English-STIG-Full-YYYY.MM. DD
» Windows_Server-2012-R2-English-STIG-Core-YYYY.MM. DD

The following sections list the STIG settings that Amazon applies to Windows Operating Systems
and components.

Topics
o Core and base operating systems

o Microsoft .NET Framework 4.0 STIG Version 2 Release 2
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+ Windows Firewall STIG Version 2 Release 1

Internet Explorer (IE) 11 STIG Version 2 Release 3

Microsoft Edge STIG Version 1 Release 6

Microsoft Defender STIG Version 2 Release 4

Version history

Core and base operating systems

STIG Hardened EC2 AMiIs are designed for use as standalone servers, and have the highest level of
STIG settings applied.

The following list contains STIG settings that apply for STIG Hardened Windows AMIls. Not all
settings apply in all cases. For example, some STIG settings might not apply to standalone servers.
Organization-specific policies can also affect which settings apply, such as a requirement for
administrators to review document settings.

For a complete list of Windows STIGs, see the STIGs Document Library. For information about how
to view the complete list, see STIG Viewing Tools.

Windows Server 2022 STIG Version 1 Release 1
This release includes the following STIG settings for Windows operating systems:

V-254247,V-254265, V-254269, V-254270, V-254271,V-254272,\-254273, \-254274,
V-254276,V-254277,V-254278, V-254285, V-254286, V-254287, V-254288, VV-254289,
V-254290, V-254291, V-254292, V-254293, V-254300, V-254301, V-254302, V-254303,
V-254304, V-254305, V-254306, V-254307, V-254308, V-254309, V-254310, V-254311,
V-254312,V-254313, V-254314, V-254315, V-254316, V-254317, V-254318, V-254319,
V-254320, V-254321, V-254322,V-254323,V-254324,\V-254325, V-254326, V-254327,
V-254328, V-254329, V-254330, V-254331, V-254332, V-254333, \V-254334, \/-254335,
V-254336, V-254337,V-254338, V-254339, V-254341, V-254342,\V-254344, \/-254345,
V-254346, V-254347,V-254348, V-254349, V-254350, V-254351, V-254352, V-254353,
V-254354, V-254355, V-254356, V-254357, V-254358, V-254359, V-254360, V-254361,
V-254362, V-254363, V-254364, V-254365, V-254366, V-254367, V-254368, V-254369,
V-254370, V-254371, V-254372,V-254373,V-254374,\-254375, V-254376, V-254377,
V-254378, V-254379, V-254380, V-254381, V-254382, V-254383, VV-254431, V-254432,
V-254433,V-254434,V-254435, V-254436, V-254438, V-254439, VV-254442,\/-254443,
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V-254444,V-254445,V-254446, V-254449, V-254450, V-254451, V-254452, VV-254453,
V-254454, V-254455, V-254456, V-254459, V-254460, V-254461, V-254462, V-254463,
V-254464, V-254465, V-254466, V-254467, V-254468, V-254469, V-254470, V-254471,
V-254472,V-254473,V-254474,V-254475,V-254476, V-254477,\V-254478, V-254479,
V-254480, V-254481, V-254482, V-254483, V-254484, VV-254485, V-254486, V-254487,
V-254488, V-254489, V-254490, V-254493, V-254494, V-254495, V-254497, VV-254499,
V-254500, V-254501, V-254502, V-254503, V-254504, V-254505, V-254507, V-254508,
V-2545009, V-254510, V-254511, and V-254512

Windows Server 2019 STIG Version 2 Release 5
This release includes the following STIG settings for Windows operating systems:

V-205625, V-205626, V-205627, V-205628, V-205629, V-205630, V-205631, V-205632,
V-205633, V-205634, V-205635, V-205636, V-205637, V-205638, V-205639, V-205640,
V-205641, V-205642, V-205643, V-205644, V-205645, V-205646, V-205647, V-205648,
V-205649, V-205650, V-205651, V-205652, V-205653, V-205654, V-205655, V-205656,
V-205657, V-205658, V-205659, V-205660, V-205661, V-205662, V-205663, V-205664,
V-205665, V-205666, V-205667, V-205668, V-205669, V-205670, V-205671, V-205672,
V-205673, V-205674, V-205675, V-205676, V-205677, V-205678, V-205679, V-205680,
V-205681, V-205682, V-205683, V-205684, V-205685, V-205686, V-205687, V-205688,
V-205689, V-205690, V-205691, V-205692, V-205693, V-205694, V-205695, V-205696,
V-205697, V-205698, V-205699, V-205700, V-205701, V-205702, V-205703, V-205704,
V-205705, V-205706, V-205707, V-205708, V-205709, V-205710, V-205711, V-205712,
V-205713, V-205714, V-205715, V-205716, V-205717, V-205718, V-205719, V-205720,
V-205721, V-205722, V-205723, V-205724, V-205725, V-205726, V-205727, VV-205728,
V-205729, V-205730, V-205731, V-205732, V-205733, V-205734, VV-205735, V-205736,
V-205737,V-205738, V-205739, V-205740, V-205741, V-205742, VV-205743, \-205744,
V-205745, V-205746, V-205747, V-205748, V-205749, V-205750, V-205751, V-205752,
V-205753, V-205754, V-205755, V-205756, V-205757, V-205758, V-205759, V-205760,
V-205761, V-205762, V-205763, V-205764, V-205765, V-205766, V-205767, V-205768,
V-205769, V-205770, V-205771, V-205772, V-205773, V-205774, \-205775, V-205776,
V-205777,V-205778, V-205779, V-205780, V-205781, V-205782, V-205783, V-205784,
V-205785, V-205786, V-205787, V-205788, V-205789, V-205790, V-205791, V-205792,
V-205793, V-205794, V-205795, V-205796, V-205797, V-205798, V-205799, V-205800,
V-205801, V-205802, V-205803, V-205804, V-205805, V-205806, V-205807, V-205808,
V-205809, V-205810, V-205811, V-205812, V-205813, V-205814, V-205815, V-205816,
V-205817, V-205818, V-205819, V-205820, V-205821, V-205822, V-205823, V-205824,
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V-205825, V-205826, V-205827, V-205828, V-205829, V-205830, V-205832, V-205833,
V-205834, V-205835, V-205836, V-205837, V-205838, V-205839, V-205840, V-205841,
V-205842, V-205843, V-205844, V-205845, V-205846, V-205847, V-205848, V-205849,
V-205850, V-205851, V-205852, V-205853, V-205854, V-205855, V-205858, V-205859,
V-205860, V-205861, V-205862, V-205863, V-205865, V-205866, V-205867, V-205868,
V-205869, V-205870, V-205871, V-205872, V-205873, V-205874, V-205875, V-205876,
V-205877, V-205882, V-205883, V-205884, V-205885, V-205886, V-205887, V-205888,
V-205890, V-205892, V-205893, V-205894, V-205895, V-205896, V-205897, V-205898,
V-205899, V-205900, V-205901, V-205902, V-205903, V-205904, V-205906, V-205907,
V-205908, V-205909, V-205910, V-205911, V-205912, V-205913, V-205914, V-205915,
V-205916, V-205917, V-205918, V-205919, V-205920, V-205921, V-205922, V-205923,
V-205924, V-205925, V-214936, and V-236001

Windows Server 2016 STIG Version 2 Release 5
This release includes the following STIG settings for Windows operating systems:

V-224828, V-224832, V-224833, V-224834, V-224835, V-224850, V-224851, V-224852,
V-224853, V-224854, V-224855, V-224856, V-224857, V-224858, V-224859, V-224866,
V-224867, V-224868, V-224869, V-224870, V-224871, V-224872,\V-224873, \-224874,
V-224877,V-224878, V-224879, V-224880, V-224881, V-224882, V-224883, \V-224884,
V-224885, V-224886, V-224887, V-224888, V-224889, V-224890, V-224891, V-224892,
V-224893, V-224894, V-224895, V-224896, V-224897, V-224898, V-224899, V-224900,
V-224901, V-224902, V-224903, V-224904, V-224905, V-224906, V-224907, V-224908,
V-224909, V-224910, V-224911, V-224912, V-224913, V-224914, V-224915, V-224916,
V-224917,V-224918, V-224919, V-224920, V-224922, V-224924, \-224925, VV-224926,
V-224927,V-224928, V-224929, V-224930, V-224931, V-224932, VV-224933, \/-224934,
V-224935, V-224936, V-224937, V-224938, V-224939, V-224940, V-224941, V-224942,
V-224943,V-224944,V-224945, V-224946, V-224947,V-224948, V-224949, V-224951,
V-224952, V-224953, V-224954, V-224955, V-224956, V-224957, VV-224958, V-224959,
V-224960, V-224961, V-224962, V-224963, V-225010, V-225013, V-225014, V-225015,
V-225016, V-225017, V-225018, V-225019, V-225020, V-225021, V-225022, V-225023,
V-225024, V-225025, V-225028, V-225029, V-225030, V-225031, V-225032, V-225033,
V-225034, V-225035, V-225038, V-225039, V-225040, V-225041, V-225042, V-225043,
V-225044, V-225045, V-225046, V-225047, V-225048, V-225049, V-225050, V-225051,
V-225052, V-225053, V-225054, V-225055, V-225056, V-225057, V-225058, V-225060,
V-225061, V-225062, V-225063, V-225064, V-225065, V-225066, V-225067, V-225068,
V-225069, V-225070, V-225071, V-225072, V-225073, V-225074, V-225076, V-225077,
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V-225078, V-225079, V-225080, V-225081, V-225082, V-225083, V-225084, V-225085,
V-225086, V-225087, V-225088, V-225089, V-225091, V-225092, V-225093, and V-236000

Windows Server 2012 R2 MS STIG Version 3 Release 5
This release includes the following STIG settings for Windows operating systems:

V-225574,V-225573,V-225572, V-225571, V-225570, V-225569, V-225568, V-225567,
V-225566, V-225565, V-225564, V-225563, V-225562, V-225561, V-225560, V-225559,
V-225558, V-225557, V-225556, V-225555, V-225554, V-225553, V-225552, V-225551,
V-225550, V-225549, V-225548, V-225547,V-225546, V-225545, V-225544, \/-225543,
V-225542,V-225541, V-225540, V-225539, V-225538, V-225537, V-225536, V-225535,
V-225534,V-225533, V-225532, V-225531, V-225530, V-225529, V-225528, V-225527,
V-225526, V-225525, V-225524, V-225523, V-225522, V-225521, V-225520, V-225519,
V-225518, V-225517, V-225516, V-225515, V-225514, V-225513, V-225512, V-225511,
V-225510, V-225509, V-225508, V-225507, V-225506, V-225505, V-225504, V-225503,
V-225502, V-225501, V-225500, V-225499, V-225498, V-225497, V-225496, V-225495,
V-225494, V-225493, V-225492, V-225491, V-225490, V-225489, V-225488, V-225487,
V-225486, V-225485, V-225484, V-225483, V-225482, V-225481, V-225480, V-225479,
V-225478,V-225477,V-225476, V-225475, V-225474,\-225473, \-225472,\-225471,
V-225470, V-225469, V-225468, V-225467, V-225466, V-225465, V-225464, V-225463,
V-225462, V-225461, V-225460, V-225459, V-225458, V-225457, V-225456, V-225455,
V-225454, V-225453, V-225452, V-225451, V-225450, V-225449, V-225448, V-225447,
V-225446, V-225445, V-225444,V-225443,\-225442,\-225441, V-225440, V-225439,
V-225438, V-225437,V-225436, V-225435, V-225434, V-225433, \V-225432, \/-225431,
V-225430, V-225429, V-225428, V-225427,V-225426, V-225425, V-225424, \/-225423,
V-225422,V-225421,V-225420, V-225419, V-225418, V-225417, V-225416, V-225415,
V-225414,V-225413, V-225412, V-225411, V-225410, V-225409, V-225408, V-225407,
V-225406, V-225405, V-225404, V-225402, V-225401, V-225400, V-225399, V-225398,
V-225397,V-225396, V-225395, V-225394, V-225393, V-225392, V-225391, V-225390,
V-225389, V-225388, V-225387, V-225386, V-225385, V-225384, V-225383, VV-225382,
V-225381, V-225380, V-225379, V-225378, V-225377,V-225376, V-225375, V-225374,
V-225373,V-225372,V-225371, V-225370, V-225369, V-225368, V-225367, V-225366,
V-225365, V-225364, V-225363, V-225362, V-225361, V-225360, V-225359, V-225358,
V-225357,V-225356, V-225355, V-225354, V-225353, V-225352, V-225351, V-225350,
V-225349, V-225348, V-225347,V-225346, V-225345, V-225344, \-225343, \/-225342,
V-225341, V-225340, V-225339, V-225338, V-225337, V-225336, V-225335, V-225334,
V-225333,V-225332,V-225331, V-225330, V-225329, V-225328, V-225327, V-225326,
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V-225325, V-225324,V-225319, V-225318, V-225317, V-225316, V-225315, V-225314,
V-225313,V-225312,V-225311, V-225310, V-225309, V-225308, V-225307, V-225306,
V-225305, V-225304, V-225303, V-225302, V-225301, V-225300, V-225299, V-225298,
V-225297,V-225296, V-225295, V-225294, V-225293, V-225292, V-225291, V-225290,
V-225289, V-225288, V-225287, V-225286, V-225285, V-225284, V-225283, V-225282,
V-225281, V-225280, V-225279, V-225278, V-225277,V-225276, V-225275, V-225274,
V-225273,V-225272,V-225271,V-225270, V-225269, V-225268, V-225267, V-225266,
V-225265, V-225264, V-225263, V-225262, V-225261, V-225260, V-225259, V-225258,
V-225257,V-225256, V-225255, V-225254, V-225253, V-225252, V-225251, V-225250,
V-225249, V-225248, V-225247,V-225246, V-225245, V-225244,V-225243,\V-225242,
V-225241, V-225240, and V-225239

Microsoft .NET Framework 4.0 STIG Version 2 Release 2

The following list contains STIG settings that apply to Windows operating system components for
STIG Hardened EC2 AMIs. The following list contains STIG settings that apply for STIG Hardened
Windows AMIs. Not all settings apply in all cases. For example, some STIG settings might not apply
to standalone servers. Organization-specific policies can also affect which settings apply, such as a
requirement for administrators to review document settings.

For a complete list of Windows STIGs, see the STIGs Document Library. For information about how

to view the complete list, see STIG Viewing Tools.

.NET Framework on Windows Server 2019, 2016, and 2012 R2 MS
V-225238
Windows Firewall STIG Version 2 Release 1

The following list contains STIG settings that apply to Windows operating system components for
STIG Hardened EC2 AMils. The following list contains STIG settings that apply for STIG Hardened
Windows AMlIs. Not all settings apply in all cases. For example, some STIG settings might not apply
to standalone servers. Organization-specific policies can also affect which settings apply, such as a
requirement for administrators to review document settings.

For a complete list of Windows STIGs, see the STIGs Document Library. For information about how

to view the complete list, see STIG Viewing Tools.

Windows Firewall on Windows Server 2019, 2016, and 2012 R2 MS
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V-241989, V-241990, V-241991, V-241992, V-241993, V-241994, V-241995, V-241996,
V-241997, V-241998, V-241999, V-242000, V-242001, V-242002, V-242003, V-242004,
V-242005, V-242006, V-242007, and V-242008

Internet Explorer (IE) 11 STIG Version 2 Release 3

The following list contains STIG settings that apply to Windows operating system components for
STIG Hardened EC2 AMils. The following list contains STIG settings that apply for STIG Hardened
Windows AMlIs. Not all settings apply in all cases. For example, some STIG settings might not apply
to standalone servers. Organization-specific policies can also affect which settings apply, such as a
requirement for administrators to review document settings.

For a complete list of Windows STIGs, see the STIGs Document Library. For information about how
to view the complete list, see STIG Viewing Tools.

IE 11 on Windows Server 2019, 2016, and 2012 R2 MS

V-46473,V-46475, V-46477,V-46481, V-46483, V-46501, V-46507, V-46509, V-46511, V-46513,
V-46515, V-46517, V-46521, V-46523, V-46525, V-46543, V-46545, V-46547, V-46549, V-46553,
V-46555, V-46573, V-46575, V-46577, V-46579, V-46581, V-46583, V-46587, V-46589, V-46591,
V-46593, V-46597, V-46599, V-46601, V-46603, V-46605, V-46607, V-46609, V-46615, V-46617,
V-46619, V-46621, V-46625, V-46629, V-46633, V-46635, V-46637, V-46639, V-46641, V-46643,
V-46645, V-46647, V-46649, V-46653, V-46663, V-46665, V-46669, V-46681, V-46685, V-46689,
V-46691, V-46693, V-46695, V-46701, V-46705, V-46709, V-46711, V-46713, V-46715, V-46717,
V-46719, V-46721, V-46723,V-46725, V-46727, V-46729, V-46731, V-46733, V-46779, V-46781,
V-46787, V-46789, V-46791, V-46797, V-46799, V-46801, V-46807, V-46811, V-46815, V-46819,
V-46829, V-46841, V-46847, V-46849, V-46853, V-46857, V-46859, V-46861, V-46865, V-46869,
V-46879, V-46883, V-46885, V-46889, V-46893, V-46895, V-46897, V-46903, V-46907, V-46921,
V-46927, V-46939, V-46975, V-46981, V-46987, V-46995, V-46997, V-46999, V-47003, V-47005,
V-47009, V-64711, V-64713, V-64715, V-64717, V-64719, V-64721, V-64723, V-64725, V-64729,
V-72757,V-72759, V-72761, V-72763, V-75169, V-75171, and V-97527

Microsoft Edge STIG Version 1 Release 6

The following list contains STIG settings that apply to Windows operating system components for
STIG Hardened EC2 AMiIs. The following list contains STIG settings that apply for STIG Hardened
Windows AMlIs. Not all settings apply in all cases. For example, some STIG settings might not apply
to standalone servers. Organization-specific policies can also affect which settings apply, such as a
requirement for administrators to review document settings.
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For a complete list of Windows STIGs, see the STIGs Document Library. For information about how
to view the complete list, see STIG Viewing Tools.

Microsoft Edge on Windows Server 2022

V-235720, V-235721, V-235723, V-235724,\V-235725, V-235726, V-235727,\V-235728,
V-235729, V-235730, V-235731, V-235732, V-235733, VV-235734, \V-235735, VV-235736,
V-235737,V-235738, V-235739, V-235740, V-235741, V-235742,\V-235743, \I-235744,
V-235745,V-235746, V-235747,V-235748, V-235749, V-235750, V-235751, V-235752,
V-235754, V-235756, V-235758, V-235759, V-235760, V-235761, V-235763, V-235764,
V-235765, V-235766, V-235767, V-235768, V-235769, V-235770, V-235771, V-235772,
V-235773,V-235774, and V-246736

Microsoft Defender STIG Version 2 Release 4

The following list contains STIG settings that apply to Windows operating system components for
STIG Hardened EC2 AMIs. The following list contains STIG settings that apply for STIG Hardened
Windows AMls. Not all settings apply in all cases. For example, some STIG settings might not apply
to standalone servers. Organization-specific policies can also affect which settings apply, such as a
requirement for administrators to review document settings.

For a complete list of Windows STIGs, see the STIGs Document Library. For information about how

to view the complete list, see STIG Viewing Tools.

Microsoft Defender on Windows Server 2022

V-213426, V-213427,V-213429, V-213430, V-213431, V-213432, V-213433, VV-213434,
V-213435, V-213436, V-213437, V-213438, V-213439, V-213440, V-213441, V-213442,
V-213443,V-213444,V-213445, V-213446, V-213447,V-213448, V-213449, V-213450,
V-213451, V-213452, V-213453, V-213455, V-213464, V-213465, and V-213466

Version history

The following table provides version history updates for STIG settings that are applied to Windows
operating systems and Windows components.

Date AMls Details

04/24/20 Windows Server 2022 STIG Version 1 Added support for Windows Server

3 Release 1 2022, Microsoft Edge, and Microsoft
Defender.

Specialized Windows AMls 100


https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/
https://public.cyber.mil/stigs/downloads/?_dl_facet_stigs=windows
https://public.cyber.mil/stigs/srg-stig-tools/

Amazon Elastic Compute Cloud User Guide for Windows Instances

Date AMis Details
Microsoft Edge STIG Version 1 Release 6

Microsoft Defender STIG Version 2

Release 4
03/01/20 Windows Server 2019 STIG Version 2 AMIs released for 2022 Q4 with updated
3 Release 5 versions where applicable, and applied

STIGs.
Windows Server 2016 STIG Version 2

Release 5

Windows Server 2012 R2 MS STIG
Version 3 Release 5

Microsoft .NET Framework 4.0 STIG
Version 2 Release 2

Windows Firewall STIG Version 2 Release
1

Internet Explorer 11 STIG Version 2
Release 3

07/21/20 Windows Server 2019 STIG Version 2 R4 AMiIs released with updated versions
2 where applicable, and applied STIGs.
Windows Server 2016 STIG Version 2 R4

Windows Server 2012 R2 MS STIG
Version 3 R3

Microsoft .NET Framework 4.0 STIG
Version 2 R1

Windows Firewall STIG Version 2 R1

Internet Explorer 11 STIG V1 R19
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Date

AMls

12/15/20 Windows Server 2019 STIG Version 2 R3

1

6/9/2021

Windows Server 2016 STIG Version 2 R3

Windows Server 2012 R2 STIG Version 3
R3

Microsoft .NET Framework 4.0 STIG
Version 2 R1

Windows Firewall STIG Version 2 R1
Internet Explorer 11 STIG V1 R19
Windows Server 2019 STIG Version 2 R2
Windows Server 2016 STIG Version 2 R2

Windows Server 2012 R2 STIG Version 3
R2

Microsoft .NET Framework 4.0 STIG
Version 2 R1

Windows Firewall STIG V1 R7

Internet Explorer 11 STIG V1 R19

Details

AMiIs released with updated versions
where applicable, and applied STIGs.

Updated versions where applicable, and
applied STIGs.
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Date AMIs Details
4/5/2021 Windows Server 2019 STIG Version 2R 1 Updated versions where applicable, and
applied STIGs.
Windows Server 2016 STIG Version 2R 1

Windows Server 2012 R2 STIG Version 3
R 1

Microsoft .NET Framework 4.0 STIG
Version 2 R 1

Windows Firewall STIGV1 R 7
Internet Explorer 11 STIGV1R 19

9/18/202 Windows Server 2019 STIGV1R5 Updated versions and applied STIGs.
Windows Server 2016 STIGV1 R 12

Windows Server 2012 R2 STIG Version 2
R19

Internet Explorer 11 STIGV1R 19

Microsoft .NET Framework 4.0 STIG V1 R
9

Windows Firewall STIGV1 R 7
12/6/201 Server 2012 R2 Core and Base V2 R17 Updated versions and applied STIGs.
Server 2016 Core and Base V1 R11
Internet Explorer 11 V1 R18
Microsoft .NET Framework 4.0 V1 R9

Windows Firewall STIG V1 R17
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Date AMls Details
9/17/201 Server 2012 R2 Core and Base V2 R16 Initial release.
Server 2016 Core and Base V1 R9
Server 2019 Core and Base V1 R2
Internet Explorer 11 V1 R17

Microsoft .NET Framework 4.0 V1 R8

AWS Windows AMI version history

The following tables summarize the changes to each release of the AWS Windows AMIs. Note that
some changes apply to all AWS Windows AMIs, while others apply to only a subset of these AMIs.

For more information about components included in these AMls, see the following:

o EC2Launch v2 version history

« EC2Launch version history

« EC2Config version history

» Systems Manager SSM Agent Release Notes

« Amazon ENA driver versions

o AWS NVME driver versions

« AWS PV driver package history

« AWS Tools for PowerShell Change Log

Monthly AMI updates for 2024 (to date)

For more information about Microsoft updates, see Description of Software Update Services and

Windows Server Update Services changes in content for 2024.

Release Changes

2024.02.14
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Release Changes

All AMIs

Windows Security Updates current to Febuary 13th, 2024
AWS Tools for Windows PowerShell version 4.1.512
cfn-init version 2.0.29

SSM Agent version 3.2.2222.0

SQL Server CUs installed:

SQL_2022: CU11

2024.01.16
All AMIs

EC2Launch v2 version 2.0.1739

EC2Launch v1 version 1.3.2004617
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Release Changes
2024.01.10
(Deprecated) © Note

Due to functional issues with EC2Launch and EC2Launch v2, this
AMI version is marked as deprecated. The AMiIs are still available

for launch, and are described by directly referencing their AMI ID.
However, they will no longer appear in search results for public AMIs.
We recommend that you use the latest AMI version, dated 2024.01.1
6.

All AMIs

Windows Security Updates current to January 9th, 2024

Note: Due to a known update installation issue, we excluded the
standalone Windows update KB5034439 on Windows Server 2022
Core AMils. The update only applies to Windows installations with a
separate WInRE partition. These partitions are not included with our

EC2 Windows Server AMls. For more details, see KB5034439: Windows
Recovery Environment update for Azure Stack HCI, version 22H2 and
Windows Server 2022: January 9, 2024 in the Microsoft documentation.

AWS Tools for PowerShell version 4.1.486
EC2Launch v1 version 1.3.2004592
EC2Launch v2 version 2.0.1702

SQL Server CUs installed:

SQL_2019: Cu24

AWS Windows AMI version history
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Release Changes

Previous versions of Amazon-published Windows AMIs dated October 11th,
2023 and earlier will be made private after February 12th 2024, 10 AM
Pacific.

Monthly AMI updates for 2023

For more information about Microsoft updates, see Description of Software Update Services and
Windows Server Update Services changes in content for 2023.

Release Changes

2023.12.13
All AMIs

Windows Security Updates current to December 12th, 2023
AWS Tools for PowerShell version 4.1.468

AMD Radeon Pro Driver version 22.10.01.12

NVIDIA GRID Driver version 537.70

NVIDIA Tesla Driver version 474.64

SQL Server CUs installed:

SQL_2022: CU10

Previous versions of Amazon-published Windows AMIs dated September
13th, 2023 and earlier will be made private after January 8th 2024, 10 AM
Pacific.

2023.11.15
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Release Changes

All AMIs

Windows Security Updates current to November 14th, 2023
AWS Tools for PowerShell version 4.1.447

EC2Launch version 1.3.2004491

SSM Agent version 3.2.1705.0

SQL Server CUs installed:

SQL_2022: CU9

SQL_20219: CU23

SQL Server GDRs installed:

SQL 2017: KB5029376

SQL 2016: KB5029186

SQL 2014: KB5029185

Previous versions of Amazon-published Windows AMIs dated August 10th,
2023 and earlier were made private.
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Release Changes

2023.10.11
All AMIs

Windows Security Updates current to October 10th, 2023
cfn-init version 2.0.28

EC2Launch version 1.3.2004438

EC2Launch v2 version 2.0.1643

SSM version 3.2.1630.0

AWS Tools for PowerShell version 4.1.426

SQL Server CUs installed:

SQL_2022: CU8

Previous versions of Amazon-published Windows AMIs dated July 12th,
2023 and earlier were made private.
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Release Changes

2023.09.13
All AMIs

Windows Security Updates current to September 12th, 2023
EC2Launch v2 version 2.0.1580

SSM version 3.2.1377.0

AWS Tools for PowerShell version 4.1.407

AWS NVMe driver version 1.5.0

SQL Server CUs installed:

SQL_2022: CU7

SQL_2019: CU22

Windows Server 2012 RTM and Window Server 2012 R2 will reach End of
Support (EOS) on October 10th, 2023 and will no longer receive regular
security updates from Microsoft. On this date, AWS will no longer publish
or distribute Windows Server 2012 RTM or Windows Server 2012 R2 AMls.
Existing instances running Windows Server 2012 RTM and Windows Server
2012 R2 will not be impacted. Custom AMls in your account will also not be
impacted. You can continue to use them normally after the EOS date.

Previous versions of Amazon-published Windows AMIs dated June 14th,
2023 and earlier were made private.
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Release Changes

2023.08.10
All AMIs

Windows Security Updates current to August 8th, 2023
AWS Tools for PowerShell version 4.1.383

EC2Config version 4.9.5467

SSM version 3.1.2282.0

AWS ENA version 2.6.0

cfn-init version 2.0.26

SQL Server CUs installed:

SQL_2022: CU6

Windows Server 2012 RTM and Window Server 2012 R2 will reach End of
Support (EOS) on October 10th, 2023 and will no longer receive regular
security updates from Microsoft. On this date, AWS will no longer publish
or distribute Windows Server 2012 RTM or Windows Server 2012 R2 AMls.
Existing instances running Windows Server 2012 RTM and Windows Server
2012 R2 will not be impacted. Custom AMls in your account will also not be
impacted. You can continue to use them normally after the EOS date.

Previous versions of Amazon-published Windows AMIs dated May 10th,
2023 and earlier were made private.
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Release Changes

2023.07.12
All AMIs

Windows Security Updates current to July 11th, 2023
AWS Tools for Windows PowerShell version 4.1.366
EC2Launch version 1.3.2004256

EC2Launch v2 version 2.0.1521

SQL Server CUs installed:

SQL_2022: CU5

SQL_2019: CU21

.NET Framework 3.5 is now enabled in Windows Server 2072 R2 AMIs due
to Microsoft security updates. If these updates are applied before .NET
3.5 is enabled, it is no longer possible to enable the feature. If you prefer
to disable .NET 3.5, you can do so through Server Manager or dism
commands.

Previous versions of Amazon-published Windows AMlIs dated April 12th,
2023 and earlier were made private.
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Release Changes

2023.06.14
All AMIs

Windows Security Updates current to June 13th, 2023

AWS Tools for Windows PowerShell version 4.1.346

SQL Server CUs installed:

SQL_2022: Cu4

The AWS Tools for Windows installation package has been deprecated, and
no longer appears as an installed program in Windows AMiIs provided by
AWS. The AWSPowerShell Module is now installed at C:\ProgramFiles
\WindowsPowerShell\Modules\AWSPowerShell . The .NET SDK
remains located at C:\ProgramFiles (x86)\AWS SDK for .NET

For more information see the blog announcement.

Windows Server 2012 RTM and Windows Server 2012 R2 will reach End
of Support (EOS) on October 10, 2023 and will no longer receive regular
security updates from Microsoft. On this date, AWS will no longer publish
or distribute Windows Server 2012 RTM or Windows Server 2012 R2 AMIs.
Existing RTM/R2 instances and custom AMIs in your account will not be
impacted, and you can continue to use them after the EOS date.

For more information about Microsoft End of Support on AWS, including
upgrade and import options, as well as a full list of AMIs that will no longer
be published or distributed on October 10, 2023, see the End of Support
for Microsoft Products FAQ.

Previous versions of Amazon-published Windows AMIs dated March 15th,
2023 and earlier were made private.
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Release Changes

2023.05.10
All AMIs

Windows Security Updates current to May 9th, 2023
AWS Tools for Windows PowerShell version 3.15.2072
EC2Launch v2 version 2.0.1303

cfn-init version 2.0.25

SQL Server CUs installed:

SQL_2022: CU3

SQL_2019: CU20

Previous versions of Amazon-published Windows AMIs dated February
15th, 2023 and earlier were made private.
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Release Changes

2023.04.12
All AMIs

Windows Security Updates current to April 11th, 2023
AWS Tools for Windows PowerShell version 3.15.2035
AWS NVMe driver version 1.4.2

SQL Server CUs installed:

SQL_2022: CU 2

SSM version 3.1.2144.0

Windows Server 2016, 2019, and 2022

Intel 82599 VF driver version 2.1.249.0

Windows Server 2012 R2

Intel 82599 VF driver version 1.2.317.0

Previous versions of Amazon-published Windows AMiIs dated January 19th,
2023 and earlier were made private.
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Release Changes

2023.03.15 All AMIs

Windows Security Updates current to March 14th, 2023
AWS Tools for Windows PowerShell version 3.15.1998
EC2Config version 4.9.5288

EC2Launch version 1.3.2004052

EC2Launch v2 version 2.0.1245

cfn-init version 2.0.24

SQL Server CUs installed:

SQL_2022: CU 1

SQL_2019: CU 19

SQL Server GDRs installed:

SQL_2017: KB5021126

SQL_2016: KB5021129

SQL_2014: KB5021045

Previous versions of Amazon-published Windows AMIs dated December
28th, 2022 and earlier were made private.
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Release

2023.02.15

Changes

All AMIs

Windows Security Updates current to February 14th, 2023

AWS Tools for Windows PowerShell version 3.15.1958

AWS PV version 8.4.3

New Windows AMIs

TPM-Windows_Server-2019-English-Full-SQL_2019_Enterprise
TPM-Windows_Server-2019-English-Full-SQL_2019_Standard
TPM-Windows_Server-2022-English-Full-SQL_2022_Enterprise

TPM-Windows_Server-2022-English-Full-SQL_2022_Standard

New Windows AMIs with Microsoft SQL Server with support for NitroTPM
and UEFI Secure Boot have been released. The images include Windows
Server 2019 or Windows Server 2022 with SQL Server 2019 or SQL Server
2022. Each SQL Server version is available in Standard and Enterprise

editions.

Previous versions of Amazon-published Windows AMIs dated November
21st, 2022 and earlier were made private.
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Release Changes

2023.01.19
All AMIs

cfn-init version 2.0.21

Previous versions of Amazon-published Windows AMIs dated October 27th,
2022 and earlier were made private.

2023.01.11
All AMIs

Windows security updates current to January 10th, 2023

AWS Tools for Windows PowerShell version 3.15.1919

EC2Launch version 1.3.2003975

EC2Launch v2 version 2.0.1121

Monthly AMI updates for 2022

For more information about Microsoft updates, see Description of Software Update Services and
Windows Server Update Services changes in content for 2022.

Release Changes

2022.12.28
Windows Server 2016 and 2019 AMIs

EC2Launch version 1.3.2003975

2022.12.14
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Release Changes
All AMIs
Windows security updates current to December 13th, 2022
AWS Tools for Windows PowerShell version 3.15.1886
EC2Config version 4.9.5103
EC2Launch version 1.3.2003961
EC2Launch v2 version 2.0.1082
SSM version 3.1.1856.0

cfn-init version 2.0.19
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Release

2022.11.21

Changes

New Windows AMIs

Windows_Server-2019-English-Full-SQL_2022_Enterprise
Windows_Server-2019-English-Full-SQL_2022_Express
Windows_Server-2019-English-Full-SQL_2022_Standard
Windows_Server-2019-English-Full-SQL_2022_Web
Windows_Server-2019-Japanese-Full-SQL_2022_Enterprise
Windows_Server-2019-Japanese-Full-SQL_2022_Standard
Windows_Server-2019-Japanese-Full-SQL_2022_Web
Windows_Server-2022-English-Full-SQL_2022_Enterprise
Windows_Server-2022-English-Full-SQL_2022_Express
Windows_Server-2022-English-Full-SQL_2022_Standard
Windows_Server-2022-English-Full-SQL_2022_Web
Windows_Server-2022-Japanese-Full-SQL_2022_Enterprise
Windows_Server-2022-Japanese-Full-SQL_2022_Standard

Windows_Server-2022-Japanese-Full-SQL_2022_Web

Previous versions of Amazon-published Windows AMIs dated August 10,
2022 and earlier were made private.
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Release Changes

2022.11.17
All AMIs

EC2Config version 4.9.5064.

This is an out of band release for images that use EC2Config as the default
launch agent. This includes all Windows Server 2012 RTM and Windows
Server 2012 R2 AMIs. This release updates EC2Config to the latest version
to improve support for our newest EC2 instance types.

2022.11.10
All AMIs

Windows security updates current to November 8th, 2022
AWS Tools for Windows PowerShell version 3.15.1846
EC2Launch version 1.3.2003923

EC2Launch v2 version 2.0.1011

SQL Server CUs installed:

SQL_2019: CU 18

SQL_2017: CU 31

cfn-init version 2.0.18
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Release Changes

2022.10.27
All AMIs

Out-of-band updates applied to resolve issues resulting from October
patches. For additional details, see https://learn.microsoft.com/en-us/
windows/release-health/status-windows-10-20h2#2924msgdesc.

Previous versions of Amazon-published Windows AMIs dated July 13, 2022
and earlier were made private.

2022.10.12
All AMIs

Windows security updates current to October 11th, 2022
AWS Tools for Windows PowerShell version 3.15.1809
EC2Launch version 1.3.2003857

SSM version 3.1.1732.0

cfn-init version 2.0.16
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Release Changes

2022.09.14
All AMIs

Windows security updates current to September 13th, 2022
AWS Tools for Windows PowerShell version 3.15.1772
EC2Launch version 1.3.2003824

SQL Server CU installed:

SQL_2019: Cu17

Previous versions of Amazon-published Windows AMIs dated June 15, 2022
and earlier were made private.

2022.08.10
All AMIs

Windows security updates current to August 9th, 2022

AWS Tools for Windows PowerShell version 3.15.1737

cfn-init version 2.0.15

SSM version 3.1.1634.0 (only AMIs that include EC2Launch v1 or v2)
SQL Server CU installed:

SQL_2017: CU30

Previous versions of Amazon-published Windows AMIs dated May 25, 2022
and earlier were made private.
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Release Changes

2022.07.13
All AMIs

Windows security updates current to July 12th, 2022
AWS Tools for Windows PowerShell version 3.15.1706
cfn-init version 2.0.12

EC2Launch version 1.3.2003691

EC2Launch v2 version 2.0.863

SQL Server GDRs installed:

SQL_2019: KB5014353

SQL_2017: KB5014553

SQL_2016: KB5014355

SQL_2014: KB5014164

Windows Server version 20H2 will reach end-of-support on August 9th,
2022. Existing instances and custom images owned by your account that are
based on Windows Server version 20H2 will not be impacted. If you would
like to retain access to Windows Server version 20H2, create a custom
image in your account prior to August 9th, 2022. All public versions of the
following images will be made private on the end-of-support date.

Windows_Server-20H2-English-Core-Base

Windows_Server-20H2-English-Core-ContainersLatest
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Release Changes

Previous versions of Amazon-published Windows AMls dated April 13th,
2022 and earlier were made private.
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2022.06.15
All AMIs

Windows security updates current to June 14th, 2022
AWS Tools for Windows PowerShell version 3.15.1678
AWS NVMe version 1.4.1

EC2Config version 4.9.4588

EC2Launch version 1.3.2003639

SSM version 3.1.1188.0

Microsoft SQL Server 2012 is reaching end-of-support on July 12th, 2022.
All public versions of the following images have been made private. Existing
instances and custom images owned by your account that are based on
Windows Server images containing SQL Server 2012 will not be impacted.

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2012_SP4_Enterpris
e-*

Windows_Server-2012-RTM-English-64Bit-SQL_2012_SP4_Enterprise-*
Windows_Server-2012-RTM-English-64Bit-SQL_2012_SP4_Express-*
Windows_Server-2012-RTM-English-64Bit-SQL_2012_SP4_Standard-*
Windows_Server-2012-RTM-English-64Bit-SQL_2012_SP4_Web-*
Windows_Server-2012-RTM-Japanese-64Bit-SQL_2012_SP4_Express-*

Windows_Server-2012-RTM-Japanese-64Bit-SQL_2012_SP4_Standard-*
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2022.05.25

Changes

Windows_Server-2012-RTM-Japanese-64Bit-SQL_2012_SP4_Web-*

Windows_Server-2016-English-64Bit-SQL_2012_SP4_Enterprise-*

Windows_Server-2016-English-Full-SQL_2012_SP4_Standard-*

For more information on Windows Server product lifecycles, please consult
the following Microsoft documentation and AWS Microsoft FAQ:

https://docs.microsoft.com/en-us/lifecycle/products/microsoft-sql-s
erver-2012

https://aws.amazon.com/windows/faq/#eos-mhttps://aws.amazon.com/

windows/faq/#eos-m

All AMIs

Out-of-band updates applied to resolve issues resulting from May
patches. For additional details, see https://docs.microsoft.com/en-us/

windows/release-health/status-windows-10-20h2#2826msgdesc.

Previous versions of Amazon-published Windows AMIs dated February 10,
2022 and earlier were made private.
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2022.05.11
All AMIs

Windows security updates current to May 10th, 2022
AWS Tools for Windows PowerShell version 3.15.1643
AWS PV version 8.4.2

AWS ENA version 2.4.0

SQL Server CUs installed:

SQL_2019: CU 16

SQL_2017: CU 29

2022.05.05
New Windows AMIs

New Windows AMIs with support for NitroTPM and UEFI Secure Boot have
been released. These images feature EC2Launch v2 as the default launch

agent. They are available to launch on any instance type that supports
NitroTPM and UEFI boot mode.

TPM-Windows_Server-2022-English-Core-Base-2022.05.05
TPM-Windows_Server-2022-English-Full-Base-2022.05.05
TPM-Windows_Server-2019-English-Core-Base-2022.05.05
TPM-Windows_Server-2019-English-Full-Base-2022.05.05
TPM-Windows_Server-2016-English-Core-Base-2022.05.05

TPM-Windows_Server-2016-English-Full-Base-2022.05.05
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2022.04.13

All AMIs

Previous versions of Amazon-published Windows AMIs dated January 21st,

Windows security updates current to April 12th, 2022

AWS Tools for Windows PowerShell version 3.15.1620

2022 and earlier were made private.

After June 2022, we will no longer release updated versions of the

following images that include SQL Server 2016 SP2. SQL Server SP3 AMIs
are available and will continue to be updated and released monthly.

Windows_Server-2019-English-Full-SQL_2016_SP2_Web
Windows_Server-2019-English-Full-SQL_2016_SP2_Standard
Windows_Server-2019-English-Full-SQL_2016_SP2_Express
Windows_Server-2019-English-Full-SQL_2016_SP2_Enterprise
Windows_Server-2016-Korean-Full-SQL_2016_SP2_Standard
Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Web
Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Standard
Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Express
Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Enterprise
Windows_Server-2016-English-Full-SQL_2016_SP2_Web

Windows_Server-2016-English-Full-SQL_2016_SP2_Standard
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Windows_Server-2016-English-Full-SQL_2016_SP2_Express
Windows_Server-2016-English-Full-SQL_2016_SP2_Enterprise
Windows_Server-2016-English-Core-SQL_2016_SP2_Web
Windows_Server-2016-English-Core-SQL_2016_SP2_Standard
Windows_Server-2016-English-Core-SQL_2016_SP2_Express
Windows_Server-2016-English-Core-SQL_2016_SP2_Enterprise
Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2016_SP2_Web

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2016_SP2
_Standard

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2016_SP2_Express

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2016_SP2_Enterpri
se

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_Web
Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_Standard
Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_Express

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_Enterprise
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2022.03.09
All AMIs

Windows security updates current to March 8th, 2022
AWS Tools for Windows PowerShell version 3.15.1583

AWS ENA version 2.2.3 (reverted due to potential performance degradati
on on 6th generation EC2 instances)

EC2Config version 4.9.4556
SSM version 3.1.1045.0
SQL Server CUs installed:

SQL_2019: CU 15

Previous versions of Amazon-published Windows AMIs dated December
12th, 2021 and earlier were made private.
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2022.02.10
All AMIs

Windows security updates current to February 8th, 2022
AWS Tools for Windows PowerShell version 3.15.1546
cfn-init version 2.0.10

EC2Config version 4.9.4536

EC2Launch version 1.3.2003498

EC2Launch v2 version 2.0.698

SSM version 3.1.804.0

SQL Server CUs installed:

SQL_2017: CU 28

Previous versions of Amazon-published Windows AMIs dated November
16th, 2021 and earlier were made private.

2022.01.19
All AMIs

Out-of-band updates applied to resolve issues resulting from January
patches. For more details, see https://docs.microsoft.com/en-us/

windows/release-health/windows-message-center#2777.

Previous versions of Amazon-published Windows AMIs dated October 13th,
2021 and earlier were made private.

AWS Windows AMI version history 132


https://docs.microsoft.com/en-us/windows/release-health/windows-message-center#2777
https://docs.microsoft.com/en-us/windows/release-health/windows-message-center#2777

Amazon Elastic Compute Cloud User Guide for Windows Instances

Release Changes

2022.01.12
All AMIs

Windows security updates current to January 11th, 2022

AWS Tools for Windows PowerShell version 3.15.1511

AWS PV version 8.4.1

SQL Server CUs installed:

SQL_2019: CU 14

Monthly AMI updates for 2021

For more information about Microsoft updates, see Description of Software Update Services and

Windows Server Update Services changes in content for 2021.

Release Changes

2021.12.15
All AMIs

Windows security updates current to December 14th, 2021
AWS Tools for Windows PowerShell version 3.15.1494
AWS NVMe version 1.4.0

SQL Server CUs installed:

SQL_2017: CU 27

SQL_2019: CU 13
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Previous versions of Amazon-published Windows AMIs dated September
15th, 2021 and earlier were made private.

2021.11.16
Windows Server 2022 and EC2LaunchV2-* AMIs

EC2Launch v2 version 2.0.674

Windows Server 2004 reached End-of-support on December 14th, 2021.
All public versions of the following images have been made private. Existing
instances and custom images owned by your account that are based on
Windows Server 2004 will not be impacted.

Windows_Server-2004-English-Core-Base

Windows_Server-2004-English-Core-ContainersLatest
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2021.11.10
All AMIs

Windows security updates current to November 9th, 2021
AWS Tools for Windows PowerShell version 3.15.1451
AWS ENA version 2.2.4

SQL Server CUs installed:

SQL_2017: CU 26

New Windows AMIs

Windows_Server-2022-Japanese-Full-SQL_2019_Enterprise-2021.11.10
Windows_Server-2022-Japanese-Full-SQL_2019_Standard-2021.11.10
Windows_Server-2022-Japanese-Full-SQL_2019_Web-2021.11.10
Windows_Server-2022-Japanese-Full-SQL_2017_Enterprise-2021.11.10
Windows_Server-2022-Japanese-Full-SQL_2017_Standard-2021.11.10

Windows_Server-2022-Japanese-Full-SQL_2017_Web-2021.11.10
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2021.10.13

Changes

All AMIs

Windows security updates current to October 12, 2021

AWS Tools for Windows PowerShell version 3.15.1421

SSM version 3.1.338.0

Windows Server 2022 and EC2LaunchV2_Preview AMIls

EC2Launch v2 version 2.0.651

Windows Server 2012 RTM and R2 AMIs

EC2Config version 4.9.4508

New Windows AMIs

Windows_Server-2022-English-Full-SQL_2019_Enterprise-2021.10.13
Windows_Server-2022-English-Full-SQL_2019_Standard-2021.10.13
Windows_Server-2022-English-Full-SQL_2019_Web-2021.10.13
Windows_Server-2022-English-Full-SQL_2019_Express-2021.10.13
Windows_Server-2022-English-Full-SQL_2017_Enterprise-2021.10.13

Windows_Server-2022-English-Full-SQL_2017_Standard-2021.10.13
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Windows_Server-2022-English-Full-SQL_2017_Web-2021.710.13

Windows_Server-2022-English-Full-SQL_2017_Express-2021.10.13

New EC2Launch v2 AMIs

The following AMIs with EC2Launch v2 long-term support are now
available. The following AMls include EC2Launch v2 as the default launch
agent and will be updated with new versions each month.

EC2LaunchV2-Windows_Server-2019-English-Full-Base-2021.10.13
EC2LaunchV2-Windows_Server-2019-English-Core-Base-2021.10.13

EC2LaunchV2-Windows_Server-2019-English-Full-ContainersLatest-2
021.10.13

EC2LaunchV2-Windows_Server-2016-English-Full-Base-2021.10.13
EC2LaunchV2-Windows_Server-2016-English-Core-Base-2021.10.13

EC2LaunchV2-Windows_Server-2012_R2_RTM-English-Full-Base-2021.1
0.13

EC2LaunchV2-Windows_Server-2012_RTM-English-Full-Base-2021.10.13

EC2LaunchV2_Preview AMiIs are discontinued, and will not be updated with
new versions. However, earlier versions will continue to be available until
January 2022. Existing images and custom images based on EC2Launch
V2_Preview AMIs will not be impacted, and you can continue to use them in
your account. We recommend that you use the new EC2Launch v2 AMiIs goi
ng forward to receive security and software updates.
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Windows Server 2004 will reach End-of-support on December 14th,

2021. All public versions of the following images will be made private on
December 14th, 2021. Existing instances and custom images owned by your
account that are based on Windows Server 2004 will not be impacted. If
you want to retain access to Windows Server 2004, create a custom image
in your account prior to December 14th.

Windows_Server-2004-English-Core-Base

Windows_Server-2004-English-Core-ContainersLatest

Previous versions of Amazon-published Windows AMIs dated July 14th,
2021 and earlier were made private.
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2021.09.15
All AMIs

Windows security updates current to September 14th, 2021
AWS Tools for Windows PowerShell version 3.15.1398
SSM version 3.1.282.0

SQL Server CUs installed:

SQL_2019: CU12

SQL_2017: CU 25

Windows Server 2022 and EC2LaunchV2_Preview AMIls

EC2Launch v2 version 2.0.592

Windows Server 2012 RTM and R2 AMIs

EC2Config version 4.9.4500

Previous versions of Amazon-published Windows AMIs dated June 9th,
2021 and earlier were made private.
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2021.09.01

New Windows AMIs

Windows_Server-2022-English-Full-Base-2021.08.25
Windows_Server-2022-English-Full-ContainersLatest-2021.08.25
Windows_Server-2022-English-Core-Base-2021.08.25
Windows_Server-2022-English-Core-ContainersLatest-2021.08.25
Windows_Server-2022-Chinese_Simplified-Full-Base-2021.08.25
Windows_Server-2022-Chinese_Traditional-Full-Base-2021.08.25
Windows_Server-2022-Czech-Full-Base-2021.08.25
Windows_Server-2022-Dutch-Full-Base-2021.08.25
Windows_Server-2022-French-Full-Base-2021.08.25
Windows_Server-2022-German-Full-Base-2021.08.25
Windows_Server-2022-Hungarian-Full-Base-2021.08.25
Windows_Server-2022-Italian-Full-Base-2021.08.25
Windows_Server-2022-Japanese-Full-Base-2021.08.25
Windows_Server-2022-Korean-Full-Base-2021.08.25
Windows_Server-2022-Polish-Full-Base-2021.08.25
Windows_Server-2022-Portuguese_Brazil-Full-Base-2021.08.25

Windows_Server-2022-Portuguese_Portugal-Full-Base-2021.08.25
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Windows_Server-2022-Russian-Full-Base-2021.08.25

Windows_Server-2022-Spanish-Full-Base-2021.08.25

Windows_Server-2022-Swedish-Full-Base-2021.08.25

Windows_Server-2022-Turkish-Full-Base-2021.08.25

Windows Server 2022 AMis include EC2Launch v2 by default. For more
information, see EC2Launch v2 overview.

EC2LaunchV2_Preview AMls

EC2Launch v2 version 2.0.592

Previous versions of Amazon-published Windows AMIs dated May 12th,
2021 and earlier were made private.
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2021.08.11
All AMIs

Windows security updates current to August 10th, 2021
AWS Tools for Windows PowerShell version 3.15.13571
EC2Launch version 1.3.2003411

SSM version 3.0.1181.0

SQL Server CUs installed:

SQL_2019: CU11

EC2LaunchV2_Preview AMls

EC2Launch v2 version 2.0.548

Previous versions of Amazon-published Windows AMls dated April 14th,
2021 and earlier were made private.
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2021.07.14
All AMIs

Windows security updates current to July 13th, 2021

AWS Tools for Windows PowerShell version 3.15.1350

EC2Launch version 1.3.2003364

SQL Server CUs installed:

SQL_2017: CU24

AWS Windows AMI version history 143



Amazon Elastic Compute Cloud User Guide for Windows Instances

Release Changes

2021.07.07
All AMIs

Out-of-band AMI release that applies the July out-of-band security update
recently released by Microsoft as an additional mitigation to CVE-34527.

(® Note
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft
\Windows NT\Printers\PointAndPrint is not defined

on Windows AMIs provided by AWS, which is the default state.

For more information, see:

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-34527

https://support.microsoft.com/en-us/topic/kb5005010-restricting-
installation-of-new-printer-drivers-after-applying-the-july-6-2021-upda
tes-31b91c02-05bc-4ada-a7ea-183b129578a7

Previous versions of Amazon-published Windows AMIs dated March 10th,
2021 and earlier were made private.
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2021.06.09
All AMIs

Windows security updates current to June 8th, 2021

AWS Tools for Windows PowerShell version 3.15.1326

SSM version 3.0.1124.0

Windows Server 2012RTM/2012 R2 AMIs

EC2Config version 4.9.4419
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2021.05.12
All AMIs

Windows security updates current to May 11th, 2021
AWS Tools for Windows PowerShell version 3.15.1302
EC2Launch version 1.3.2003312

SQL Server CUs installed:

SQL_2019: CU10

Previous versions of Amazon-published Windows AMIs dated February
10th, 2021 and earlier were made private.

Windows Server 2012RTM/2012 R2 AMls

EC2Config version 4.9.4381

SSM version 3.0.529.0

NVIDIA GPU AMIs

GRID version 462.31

Tesla version 462.31

Radeon GPU AMiIs

Radeon version 20.10.25.04
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2021.04.14
All AMIs

Windows security updates current to April 13th, 2021
AWS Tools for Windows PowerShell version 3.15.1280
AWS PV version 8.4.0

cfn-init version 2.0.6. This package includes Microsoft Visual C++
2015-2019 Redistributable version 14.28.29913.0 as a dependency.

AWS ENA version 2.2.3
EC2Launch version 1.3.2003284

SQL Server CUs installed:

SQL_2017: CU23

Previous versions of Amazon-published Windows AMIs dated January
13th, 2021 and earlier were made private.

(® Note

Windows Server 1909 reaches End of Support on May 11th, 2021.
All public versions of the following images will be made private
on May 11th, 2021. Existing instances and custom images owned
by your account that are based on Windows Server 1909 will not
be impacted. To retain access to Windows Server 1909, create a
custom image in your account prior to May 11th, 2021.

Windows_Server-1909-English-Core-Base
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Windows_Server-1909-English-Core-ContainersLatest

EC2LaunchV2_Preview AMls

EC2Launch v2 version 2.0.285
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2021.03.11
All AMIs

Windows security updates current to March 9th, 2021
AWS Tools for Windows PowerShell version 3.15.1248

cfn-init version 2.0.5. This package includes Microsoft Visual C++
2015-2019 Redistributable version 14.28.29910.0 as a dependency.

EC2Launch version 1.3.2003236
SSM Agent version 3.0.529.0
NVIDIA GRID version 461.33

SQL Server CUs installed:

SQL 2016_SP2: CU16

SQL 2019: CU9

KB4577586 update for the removal of Adobe Flash Player installed on all
applicable images (Adobe Flash player is not enabled by default on all
images).

(® Note

Amazon Root CAs have been added to the Trusted Root Certification
Authorities certificate store on all AMIs. For more information, see
https://www.amazontrust.com/repository/#rootcas.
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Windows Server 2016 and 2019 AMls

Updated from default .NET framework versions to version 4.8.

Windows Server 2012RTM/2012 R2 AMls

EC2Config version 4.9.4326

SSM Agent version 3.0.431.0
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2021.02.10
All AMIs

Windows security updates current to February 9th, 2021

AWS Tools for Windows PowerShell version 3.15.1224

NVIDIA GRID version 461.09

Beginning in March 2021, Windows AMIs provided by AWS include Amazon
Root CAs in the certificate store to minimize potential disruption from the
upcoming S3 and CloudFront certificate migration, which is scheduled for
March 23rd, 2021. For more information, see the following:

https://aws.amazon.com/blogs/security/how-to-prepare-for-aws-move-
to-its-own-certificate-authority/

https://forums.aws.amazon.com/ann.jspa?annlD=7541

Additionally, AWS will apply "update for Removal of Adobe Flash

Player" (KB4577586) to all Windows AMIs in March to remove the built-in
Adobe Flash player, which ended support on December 31st, 2020. If your
use case requires the built-in Adobe Flash player, we recommend creating

a custom image based on AMIs with version 2021.02.10 or earlier. For more
information on the End of Support of Adobe Flash Player, see:

https://blogs.windows.com/msedgedev/2020/09/04 /update-adobe-
flash-end-support/

https://www.adobe.com/products/flashplayer/end-of-life.html
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EC2LaunchV2_Preview AMls

EC2Launch v2 version 2.0.207

New Windows AMIs

Windows_Server-2016-Japanese-Full-SQL_2019_Enterprise-2021.02.10
Windows_Server-2016-Japanese-Full-SQL_2019_Standard-2021.02.10
Windows_Server-2016-Japanese-Full-SQL_2019_Web-2021.02.10
Windows_Server-2019-Japanese-Full-SQL_2019_Enterprise-2021.02.10
Windows_Server-2019-Japanese-Full-SQL_2019_Standard-2021.02.10

Windows_Server-2019-Japanese-Full-SQL_2019_Web-2021.02.10
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2021.01.13
All AMIs

Windows security updates current to January 12th, 2021

AWS Tools for Windows PowerShell version 3.15.1204

AWS ENA version 2.2.2

EC2Launch v1 version 1.3.2003210

Windows Server SAC/2019/2016 AMIs

SSM Agent version 3.0.431.0

Monthly AMI updates for 2020

For more information about Microsoft updates, see Description of Software Update Services and

Windows Server Update Services changes in content for 2020.

Release Changes

2020.12.09
All AMIs

Windows security updates current to December 8th, 2020
AWS Tools for Windows PowerShell version 3.15.1181

All SQL Server Enterprise, Standard, and Web AMIs now include SQL
Server installation media at C:\SQLServerSetup
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EC2Launch v1 version 1.3.2003189

Previous versions of Amazon-published Windows AMIs dated September
9th, 2020 and earlier were made private.

Windows Server 2012/2012 R2 AMIs

EC2Config version 4.9.4279

SSM Agent version 2.3.871.0

EC2LaunchV2_Preview AMls

EC2Launch v2 version 2.0.160
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2020.11.11
All AMIs

Windows security updates current to November 10th, 2020
AWS Tools for Windows PowerShell version 3.15.1160

SQL Server CUs installed:

SQL 2016 SP2: CU15

SQL 2017: CU22

SQL 2019: CUS8
SSM Agent version 2.3.1644.0
EC2Launch v2 Preview AMls: EC2Launch version 2.0.153

Previous versions of Amazon-published Windows AMIs dated August
12th, 2020 and earlier were made private.

New Windows AMIs

Windows_Server-20H2-English-Core-Base-2020.11.11

Windows_Server-20H2-English-Core-ContainersLatest-2020.11.11
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2020.10.14
All AMIs

Windows security updates current to October 13th, 2020
AWS Tools for Windows PowerShell version 3.15.1140
NVIDIA GRID version 452.39

EC2Launch v2 Preview AMIs: EC2Launch version 2.0.146
AWS ENA version 2.2.1

cfn-init version 1.4.34

Previous versions of Amazon-published Windows AMIs dated July 15th,
2020 and earlier were made private.
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2020.9.25

Changes

A new version of Amazon Machine Images with SQL Server 2019 dated
2020.09.25 has been released. This release includes the same software
components as the previous release dated 2020.09.09 but does not

include CU7 for SQL 2019, which has recently been removed from public a
vailability by Microsoft due to a known issue with reliability of the database
snapshot feature. For more information, please see the following Microsoft
blog post: https://techcommunity.microsoft.com/t5/sql-server/cumulative-
update-7-for-sql-server-2019-rtm-removed/ba-p/1629317.

New Windows AMIs

Windows_Server-2016-English-Full-SQL_2019_Enterprise-2020.09.25
Windows_Server-2016-English-Full-SQL_2019_Express-2020.09.25
Windows_Server-2016-English-Full-SQL_2019_Standard-2020.09.25
Windows_Server-2016-English-Full-SQL_2019_Web-2020.09.25
Windows_Server-2019-English-Full-SQL_2019_Enterprise-2020.09.25
Windows_Server-2019-English-Full-SQL_2019_Express-2020.09.25
Windows_Server-2019-English-Full-SQL_2019_Standard-2020.09.25

Windows_Server-2019-English-Full-SQL_2019_Web-2020.09.25

EC2LaunchV2_Preview AMls

EC2LaunchV2_Preview-Windows_Server-2019-English-Full-SQL_2019_E
xpress-2020.09.25
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2020.9.9
All AMIs

Windows security updates current to September 8th, 2020
AWS PV drivers version 8.3.4

AWS ENA version 2.2.0

AWS Tools for Windows PowerShell version 3.15.1110

SQL Server CUs installed

SQL_2016_SP2: CU14

SQL_2019: CU7

Previous versions of Amazon-published Windows AMIs dated June 10th,
2020 and earlier were made private.

Windows Server 2016/2019/1809/1903/1909/2004 AMIs

EC2Launch version 1.3.2003155

SSM Agent version 2.3.1319.0

EC2LaunchV2_Preview AMls

EC2Launch v2 version 2.0.124
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2020.8.12
All AMIs

Windows security updates current to August 11th, 2020
AWS Tools for Windows PowerShell version 3.15.1084
G3 AMIs: NVIDIA GRID version 451.48

EC2Launch v2 Preview AMIs: EC2Launch version 2.0.104
SQL CUs installed

SQL_2019: CU6

Previous versions of Amazon-published Windows AMIs dated May 13th,
2020 and earlier were made private.
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2020.7.15
All AMIs

Windows security updates current to July 14th, 2020
AWS Tools for Windows PowerShell version 3.15.1064
ENA version 2.1.5

SQL Server CUs installed

SQL_2017: CU21

SQL_2019: CU5

Previous versions of Amazon-published Windows AMIs dated April 15th,
2020 and earlier were made private.
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2020.7.01
A new version of Amazon Machine Images has been released. These images

include EC2Launch v2 and serve as a functional preview of the new launch
agent in advance of it being included by default on all Windows AMIs
currently provided by AWS later this year. Note that some SSM documents
and dependent services, such as EC2 Image Builder, may require updates
to support EC2 Launch v2. These updates will follow in the coming weeks.
These images are not recommended for use in production environments.
You can read more about EC2Launch v2 at https://aws.amazon.com/about-

aws/whats-new/2020/07/introducing-ec2-launch-v2-simplify-customizing-

windows-instances/ and Configure a Windows instance using EC2Launch

v2. All current Windows Server AMls will continue to be provided without
changes to the current launch agent, either EC2Config (Server 2012 RTM
or 2012 R2) or EC2Launch v1 (Server 2016 or later), for the next several
months. In the near future, all Windows Server AMIs currently provided

by AWS will be migrated to use EC2Launch v2 by default as part of the
monthly release. EC2LaunchV2_Preview AMIs will be updated monthly and
remain available until this migration occurs.

New Windows AMIs

EC2LaunchV2_Preview-Windows_Server-2004-English-Core-Base-2020.
06.30

EC2LaunchV2_Preview-Windows_Server-2019-English-Full-Base-2020.
06.30

EC2LaunchV2_Preview-Windows_Server-2019-English-Core-Base-2020.
06.30

EC2LaunchV2_Preview-Windows_Server-2016-English-Full-Base-2020.
06.30

EC2LaunchV2_Preview-Windows_Server-2016-English-Core-Base-2020.
06.30
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EC2LaunchV2_Preview-Windows_Server-2012_R2_RTM-English-Full-Bas
e-2020.06.30

EC2LaunchV2_Preview-Windows_Server-2012_R2_RTM-English-Core-Bas
e-2020.06.30

EC2LaunchV2_Preview-Windows_Server-2012_RTM-English-Full-Base-2
020.06.30

EC2LaunchV2_Preview-Windows_Server-2019-English-Full-SQL_2019_E
xpress-2020.06.30

EC2LaunchV2_Preview-Windows_Server-2016-English-Full-SQL_2017_E
xpress-2020.06.30

2020.6.10
All AMIs

Windows security updates current to June 9th, 2020

AWS Tools for Windows PowerShell version 3.15.1034

cfn-init version 1.4.33

SQL CU installed: SQL_2016_SP2: CU13
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2020.5.27
New Windows AMIs

Windows_Server-2004-English-Core-Base-2020.05.27

Windows_Server-2004-English-Core-ContainersLatest-2020.05.27

2020.5.13
All AMIs

Windows security updates current to May 12th, 2020

AWS Tools for Windows PowerShell version 3.15.1013

EC2Launch version 1.3.2003150
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2020.4.15
All AMIs

Windows security updates current to April 14th, 2020
AWS Tools for Windows PowerShell version 3.15.998
EC2Config version 4.9.4222

EC2Launch version 1.3.2003040

SSM Agent version 2.3.842.0

SQL Server CUs installed:

SQL_2017: CU 20

SQL_2019: CU 4

2020.3.18
Windows Server 2019 AMIs

Resolves an intermittent issue discovered in the 2020.3.11 release in which
the Background Intelligent Transfer Service (BITS) may not start within the
expected time after initial OS boot, potentially resulting in timeouts, BITS
errors in the event log, or failures of cmdlets involving BITS invoked quickly
after the initial boot. Other Windows Server AMlIs are not affected by this
issue, and their latest version remains 2020.03.11.
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2020.3.11
All AMIs

Windows security updates current to March 10th, 2020
AWS Tools for Windows PowerShell version 3.15.969
EC2Config version 4.9.4122

EC2Launch version 1.3.2002730

SSM Agent version 2.3.814.0

SQL Server CUs installed:

SQL_2016_SP2: CU 12

SQL_2017:CU 19

SQL_2019: CU 2 not applied due to known issue with SQL Agent

Out of band security update (KB4551762) for server core 1909 and 1903
applied to mitigate CVE-2020-0796. Other Windows Server versions are
not impacted by this issue. For details, see https://portal.msrc.micros
oft.com/en-US/security-guidance/advisory/CVE-2020-0796

AWS Windows AMI version history 166


https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0796
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/CVE-2020-0796

Amazon Elastic Compute Cloud User Guide for Windows Instances

Release Changes

2020.2.12
All AMIs

Windows security updates current to February 11th, 2020

AWS Tools for Windows PowerShell version 3.15.945

Intel SRIOV driver updates

2019/1903/1909: version 2.1.185.0

2016/1809: version 2.1.186.0

2012 R2: version 1.2.199.0

SQL Server CUs installed:

SQL_2019: CU 1

SQL_2017:CU 18

SQL_2016_SP2: CU 11

Windows Server 2008 SP2 and Windows Server 2008 R2

Windows Server 2008 SP2 and Window Server 2008 R2 reached End of
Support (EOS) on 01/14/20 and will no longer receive regular security
updates from Microsoft. AWS will no longer publish or distribute Windows
Server 2008 SP2 or Windows Server 2008 R2 AMls. Existing 2008 SP2/R2
instances and custom AMIs in your account are not impacted, and you can
continue to use them after the EOS date.

For more information about Microsoft End of Service on AWS, including
upgrade and import options, as well as a full list of AMIs that are no longer
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published as of 01/14/2020, see End of Support (EOS) for Microsoft
Products.

2020.1.15
All AMIs

Microsoft security updates current to January 14, 2020

AWS Tools for Windows PowerShell version 3.15.925

ENA version 2.1.4

Windows Server 2008 SP2 and Windows Server 2008 R2

Windows Server 2008 SP2 and Window Server 2008 R2 reached End of
Support (EOS) on 01/14/20 and will no longer receive regular security
updates from Microsoft. AWS will no longer publish or distribute Windows
Server 2008 SP2 or Windows Server 2008 R2 AMls. Existing 2008 SP2/R2
instances and custom AMIs in your account are not impacted, and you can
continue to use them after the EOS date.

For more information about Microsoft End of Service on AWS, including
upgrade and import options, as well as a full list of AMIs that are no longer
published as of 01/14/2020, see End of Support (EOS) for Microsoft
Products.

Monthly AMI updates for 2019

For more information about Microsoft updates, see Description of Software Update Services and
Windows Server Update Services changes in content for 2019.

Release Changes

2019.12.16
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All AMIs

Microsoft security updates current to December 10, 2019

AWS Tools for Windows PowerShell version 3.15.903

Windows Server 2008 SP2 and Windows Server 2008 R2

Microsoft will end mainstream support for Windows Server 2008 SP2 and
Windows Server 2008 R2 on January 14, 2020. On this date, AWS will no
longer publish or distribute Windows Server 2008 SP2 or Windows Server
2008 R2 AMIs. Existing 2008 SP2/R2 instances and custom AMils in your acc
ount will not be impacted and you can continue to use them after the end-
of-service (EOS) date.

For more information about Microsoft EOS on AWS, including upgrade

and import options, along with a full list of AMIS that will no longer be
published or distributed on January 14, 2020, see End of Support (EOS) for
Microsoft Products.
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2019.11.13
All AMIs

AWS Tools for Windows PowerShell version 3.15.876
Windows security updates current to November 12th, 2019
EC2 Config version 4.9.3865

EC2 Launch version 1.3.2002240

SSM Agent v2.3.722.0

Previous versions of AMIs have been marked private.

New Windows AMIs

Windows_Server-1909-English-Core-Base-2019.11.13
Windows_Server-1909-English-Core-ContainersLatest-2019.11.13
Windows_Server-2016-English-Full-SQL_2019_Enterprise-2019.11.13
Windows_Server-2016-English-Full-SQL_2019_Express-2019.11.13
Windows_Server-2016-English-Full-SQL_2019_Standard-2019.11.13
Windows_Server-2016-English-Full-SQL_2019_Web-2019.11.13
Windows_Server-2019-English-Full-SQL_2019_Enterprise-2019.11.13
Windows_Server-2019-English-Full-SQL_2019_Express-2019.11.13

Windows_Server-2019-English-Full-SQL_2019_Standard-2019.11.13
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Windows_Server-2019-English-Full-SQL_2019_Web-2019.11.13

2019.11.05
New Windows AMIs

New SQL AMIs available:

Windows_Server-2016-English-Full-SQL_2019_Enterprise-2019.11.05
Windows_Server-2016-English-Full-SQL_2019_Express-2019.11.05
Windows_Server-2016-English-Full-SQL_2019_Standard-2019.11.05
Windows_Server-2016-English-Full-SQL_2019_Web-2019.11.05
Windows_Server-2019-English-Full-SQL_2019_Enterprise-2019.11.05
Windows_Server-2019-English-Full-SQL_2019_Express-2019.11.05
Windows_Server-2019-English-Full-SQL_2019_Standard-2019.11.05

Windows_Server-2019-English-Full-SQL_2019_Web-2019.11.05
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2019.10.09
All AMIs

AWS Tools for Windows PowerShell version 3.15.846
Windows security updates current to October 8th, 2019

Windows Defender platform updates current and update block via
registry removed. For details, see https://support.microsoft.com/en-u
s/help/4513240/sfc-incorrectly-flags-windows-defender-ps-files-as-cor

rupted

New Windows AMIs

New ECS-optimized AMI available:

Windows_Server-2019-English-Core-ECS_Optimized-2019.10.09

2019.09.12
New Windows AMI

amzn2-ami-hvm-2.0.20190618-x86_64-gp2-mono

.NET Core 2.2, Mono 5.18, and PowerShell 6.2 pre-installed to run your .NET
applications on Amazon Linux 2 with Long Term Support (LTS)
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2019.09.11
All AMIs

AWS PV driver version 8.3.2

AWS NVMe driver version 1.3.2

AWS Tools for Windows PowerShell version 3.15.826
NLA enabled on all OS 2012 RTM to 2019 AMIs

Intel 82599 VF driver reverted to version 2.0.210.0 (Server 2016)
or version 2.1.138.0 (Server 2019) due to customer reported issues.
Engagement with Intel concerning these issues ongoing.

Windows security updates current to September 10th, 2019

Windows Defender platform update blocked via registry due to SFC
failures introduced by latest client. Will be reenabled when patch
available. See https://support.microsoft.com/en-us/help/4513240/

sfc-incorrectly-flags-windows-defender-ps-files-as-corrupted. Plat
form update block: HKLM:\SOFTWARE\Microsoft\Windows Defender
\Miscellaneous Configuration\PreventPlatformUpdate type=DWORD, val

ue=1

Previous versions of AMIs have been marked private.
New Windows AMIs

New STIG-compliant AMIs available:

Windows_Server-2012-R2-English-STIG-Full

Windows_Server-2012-R2-English-STIG-Core
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Windows_Server-2016-English-STIG-Full

Windows_Server-2016-English-STIG-Core

Windows_Server-2019-English-STIG-Full

Windows_Server-2019-English-STIG-Core

Windows Server 2008 R2 SP1

Includes the following updates, which are required for Microsoft Extended
Security (ESU) updates.

KB4490628

KB4474419

KB4516655

Windows Server 2008 SP2

Includes the following updates, which are required for Microsoft Extended
Security (ESU) updates.

KB4493730

KB4474419

KB4517134
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(® Note

NLA is now enabled on all 2012 RTM, 2012 R2, and 2016 AMIs to
increase default RDP security posture. NLA remains enabled on
2019 AMls.

2019.08.16
All AMIs

Microsoft security updates current to August 13th, 2019. Includes KBs
addressing CVE-2019-1181, CVE-2019-1182, CVE-2019-1222, and CV
E-2019-1226.

EC2Config version 4.9.3519
SSM Agent version 2.3.634.0
AWS Tools for Windows PowerShell version 3.15.802

Windows Defender platform update blocked via registry due to SFC
failures introduced by update. Update will be re-enabled when new
patch is available.

(® Note

Starting in September, NLA will be enabled on all 2012 RTM,
2012 R2, and 2016 AMis to increase default RDP security
posture.
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2019.07.19
New Windows AMIs

Windows_Server-2016-English-Full-ECS_Optimized-2019.07.19

Windows_Server-2019-English-Full-ECS_Optimized-2019.07.19

2019.07.12
All AMIs

Microsoft security updates current to July 9th, 2019
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2019.06.12
All AMIs

Microsoft security updates current to June 11th, 2019
AWS SDK version 3.15.756

AWS PV driver version 8.2.7

AWS NVMe driver version 1.3.1

The following "P3" AMIs will be renamed as "Tesla" AMlIs. These AMiIs will
support all GPU-backed AWS instances using the Tesla driver. P3 AMlIs will
no longer be updated after this release and will be removed as part of
our regular cycle.

Windows_Server-2012-R2_RTM-English-P3-2019.06.12 replaced with
Windows_Server-2012-R2_RTM-English-Tesla-2019.06.12

Windows_Server-2016-English-P3-2016.06.12 replaced with
Windows_Server-2016-English-Tesla-2019.06.12

New Windows AMIs

Windows_Server-2019-English-Tesla-2019.06.12

Previous versions of AMIs have been marked private.

2019.05.21
Windows Server, version 1903

AMls are now available
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2019.05.15
All AMIs

Microsoft security updates current to May 14th, 2019

EC2Config version 4.9.3429

SSM Agent version 2.3.542.0

AWS SDK version 3.15.735

2019.04.26
All AMIs
Fixed AMIs for Windows Server 2019 with SQL to address edge cases
where the first launch of an instance may result in Instance Impairmen
t and Windows displays the message "Please wait for the User Profile
Service".
2019.04.21
All AMIs

AWS PV Driver rollback to version 8.2.6 from version 8.3.0
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2019.04.10
All AMIs

Microsoft security updates current to April 9, 2019
AWS SDK version 3.15.715
AWS PV Driver version 8.3.0

EC2Launch version 1.3.2001360

New Windows AMIs

Windows_Server-2016-English-Full-SQL_2012_SP4_Standard-2019.04.10

Windows_Server-2016-English-Full-SQL_2014_SP3_Standard-2019.04.10

Windows_Server-2016-English-Full-SQL_2014_SP3_Enterprise-2019.0
4.10
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2019.03.13
All AMIs

Microsoft security updates current to March 12, 2019
AWS SDK version 3.15.693
EC2Launch version 1.3.2001220

NVIDIA Tesla driver version 412.29 for Deep Learning and P3 AMIs
(https://nvidia.custhelp.com/app/answers/detail/a_id/4772)

Previous versions of AMIs have been marked private

2019.02.13
All AMIs

Microsoft security updates current to February 12, 2019
SSM Agent version 2.3.444.0

AWS SDK version 3.15.666

EC2Launch version 1.3.2001040

EC2Config version 4.9.3289

AWS PV driver 8.2.6

EBS NVMe tool

SQL 2014 with Service Pack 2 and SQL 2016 with Service Pack 1 will no
longer be updated after this release.
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2019.02.09
All AMIs

Windows AMIs have been updated. New AMlIs can be found with the
following date versions:

November "2018.11.29"
December "2018.12.13"
January "2019.02.09"

Previous versions of AMIs have been marked private

2019.01.10
All AMIs

Microsoft security updates current to January 10, 2019
SSM Agent version 2.3.344.0

AWS SDK version 3.15.647

EC2Launch version 1.3.2000930

EC2Config version 4.9.3160

All AMIs with SQL Server

Latest cumulative updates
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Windows Server Update Services changes in content for 2018.
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2018.12.12
All AMIs

Microsoft security updates current to December 12, 2018

SSM Agent version 2.3.274.0

AWS SDK version 3.15.629

EC2Launch version 1.3.2000760

New Windows AMIs

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2014_SP3
_Standard-2018.12.12

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2014_SP3_Express-
2018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2014_SP3_Enterpris
e-2018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2014_SP3_Standard-
2018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2014_SP3_Express-2
018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2014_SP3_
Web-2018.12.12
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Windows_Server-2012-RTM-Japanese-64Bit-SQL_2014_SP3_Express-201
8.12.12

Windows_Server-2012-RTM-Japanese-64Bit-SQL_2014_SP3_Standard-20
18.12.12

Windows_Server-2012-RTM-Japanese-64Bit-SQL_2014_SP3_We
b-2018.12.12

Windows_Server-2012-RTM-English-64Bit-SQL_2014_SP3_Standard-201
8.12.12

Windows_Server-2012-RTM-English-64Bit-SQL_2014_SP3_Express-2018
1212

Windows_Server-2012-RTM-English-64Bit-SQL_2014_SP3_Web-2018.12.
12

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2016_SP2
_Web-2018.12.12

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2016_SP2_Express
2018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_Enterpris
e-2018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_Standard-
2018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_Express-2
018.12.12

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP2_
Web-2018.12.12

AWS Windows AMI version history 183



Amazon Elastic Compute Cloud User Guide for Windows Instances

Release Changes

Windows_Server-2012-R2_RTM-Japanese-64Bit-SQL_2016_SP2
_Standard-2018.12.12

Windows_Server-2016-Korean-Full-SQL_2016_SP2_Standard-2018.12.12

Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Enterprise-2018.
12.12

Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Web-2018.12.12
Windows_Server-2016-English-Full-SQL_2016_SP2_Web-2018.12.12

Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Standard-2018.12
12

Windows_Server-2016-English-Full-SQL_2016_SP2_Express-2018.12.12
Windows_Server-2016-English-Full-SQL_2016_SP2_Standard-2018.12.12

Windows_Server-2016-English-Core-SQL_2016_SP2_Enterprise-2018.1
2.12

Windows_Server-2016-English-Core-SQL_2016_SP2_Web-2018.12.12
Windows_Server-2016-English-Core-SQL_2016_SP2_Express-2018.12.12

Windows_Server-2016-English-Core-SQL_2016_SP2_Standard-2018.12.
12

Windows_Server-2016-Japanese-Full-SQL_2016_SP2_Standard-2018.12
12

Windows_Server-2016-Korean-Full-SQL_2016_SP2_Standard-2018.12.12

Windows_Server-2019-Spanish-Full-Base-2018.12.12
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Windows_Server-2019-Japanese-Full-Base-2018.12.12
Windows_Server-2019-Portuguese_Portugal-Full-Base-2018.12.12
Windows_Server-2019-Chinese_Traditional-Full-Base-2018.12.12
Windows_Server-2019-Italian-Full-Base-2018.12.12
Windows_Server-2019-Swedish-Full-Base-2018.12.12
Windows_Server-2019-English-Core-Base-2018.12.12
Windows_Server-2019-Hungarian-Full-Base-2018.12.12
Windows_Server-2019-Polish-Full-Base-2018.12.12
Windows_Server-2019-Turkish-Full-Base-2018.12.12
Windows_Server-2019-Korean-Full-Base-2018.12.12
Windows_Server-2019-Dutch-Full-Base-2018.12.12
Windows_Server-2019-German-Full-Base-2018.12.12
Windows_Server-2019-Russian-Full-Base-2018.12.12
Windows_Server-2019-Czech-Full-Base-2018.12.12
Windows_Server-2019-English-Full-Base-2018.12.12
Windows_Server-2019-French-Full-Base-2018.12.12
Windows_Server-2019-Portuguese_Brazil-Full-Base-2018.12.12

Windows_Server-2019-Chinese_Simplified-Full-Base-2018.12.12
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Release Changes

Windows_Server-2019-English-Full-HyperV-2018.12.12
Windows_Server-2019-English-Full-ContainersLatest-2018.12.12
Windows_Server-2019-English-Core-ContainersLatest-2018.12.12
Windows_Server-2019-English-Full-SQL_2017_Enterprise-2018.12.12
Windows_Server-2019-English-Full-SQL_2017_Standard-2018.12.12
Windows_Server-2019-English-Full-SQL_2017_Web-2018.12.12
Windows_Server-2019-English-Full-SQL_2017_Express-2018.12.12

Windows_Server-2019-English-Full-SQL_2016_SP2_Enterprise-2018.1
2.12

Windows_Server-2019-English-Full-SQL_2016_SP2_Standard-2018.12.12
Windows_Server-2019-English-Full-SQL_2016_SP2_Web-2018.12.12

Windows_Server-2019-English-Full-SQL_2016_SP2_Express-2018.12.12

Updated Linux AMI

amzn2-ami-hvm-2.0.20180622.1-x86_64-gp2-dotnetcore-2018.12.12
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Release Changes

2018.11.28
All AMIs

SSM Agent version 2.3.235.0

Changes in all power schemes to set the display to never turn off

2018.11.20
Windows_Server-2016-English-Deep-Learning

Windows_Server-2016-English-Deep-Learning

TensorFlow version 1.12

MXNet version 1.3

NVIDIA version 392.05
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Release Changes

2018.11.19
All AMIs

Microsoft security updates current to November 19, 2018
AWS SDK version 3.15.602.0

SSM Agent version 2.3.193.0

EC2Config version 4.9.3067

Intel Chipset INF configurations to support new instance types

Windows Server, version 1809

AMls are now available.
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Release Changes

2018.10.14
All AMIs

Microsoft security updates current to October 9, 2018
AWS Tools for Windows PowerShell version 3.3.365.0
CloudFormation version 1.4.31

AWS PV Driver version 8.2.4

AWS PCI Serial Driver version 1.0.0.0 (support for Windows 2008R2 and
2012 on Bare Metal instances

ENA Driver version 1.5.0

Windows Server 2016 Datacenter and Standard Editions for Nano Server

Microsoft ended mainstream support for Windows Server 2016 Datacenter
and Standard Editions for Nano Server installation options as of April 10,
2018.
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Release Changes

2018.09.15
All AMIs

Microsoft security updates current to September 12, 2018
AWS Tools for Windows PowerShell version 3.3.343
EC2Launch version 1.3.2000430

AWS NVMe Driver version 1.3 0

EC2 WinUtil Driver version 2.0.0

Windows Server 2016 Base Nano

Access to all public versions of Windows_Server-2016-English-Nano-Base
will be removed in September 2018. Additional information about Nano
Server lifecycle, including details on launching Nano Server as a Container,
can be found here: https://docs.microsoft.com/en-us/windows-server/get-
started/nano-in-semi-annual-channel.

AWS Windows AMI version history 190


https://docs.microsoft.com/en-us/windows-server/get-started/nano-in-semi-annual-channel
https://docs.microsoft.com/en-us/windows-server/get-started/nano-in-semi-annual-channel

Amazon Elastic Compute Cloud User Guide for Windows Instances

Release Changes

2018.08.15
All AMIs

Microsoft security updates current to August 14, 2018

AWS Tools for Windows PowerShell version 3.3.335

AMIs now default to use Amazon's NTP service at IP 169.254.169.123 for
time synchronization. For more information, see Default network time

protocol (NTP) settings for Amazon Windows AMls .

Windows Server 2016 Base Nano

Access to all public versions of Windows_Server-2016-English-Nano-Base
will be removed in September 2018. Additional information about Nano
Server lifecycle, including details on launching Nano Server as a Container,
can be found here: https://docs.microsoft.com/en-us/windows-server/get-

started/nano-in-semi-annual-channel.

2018.07.11
All AMIs

Microsoft security updates current to July 10, 2018

EC2Config version 4.9.2756

SSM Agent 2.2.800.0
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Release Changes

2018.06.22
Windows Server 2008 R2

Resolves an issue with the 2018.06.13 AMIs when changing an instance
from a previous generation to a current generation (for example, M4 to
M5).

2018.06.13
All AMIs

Microsoft security updates current to June 12, 2018
EC2Config version 4.9.2688

SSM Agent 2.2.619.0

AWS Tools for Windows PowerShell 3.3.283.0

AWS NVMe driver 1.2.0

AWS PV driver 8.2.3
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Release Changes

2018.05.09
All AMIs

Microsoft security updates current to May 9, 2018

EC2Config version 4.9.2644

SSM Agent 2.2.493.0

AWS Tools for Windows PowerShell 3.3.270.0

Windows Server, version 1709 and Windows Server, version 1803

AMIs are now available. For more information, see Windows Server
version 1709 and 1803 AMIs for Amazon EC2.
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Release Changes

2018.04.11
All AMIs

Microsoft security updates current to April 10, 2018
EC2Config version 4.9.2586

SSM Agent 2.2.392.0

AWS Tools for Windows PowerShell 3.3.256.0

AWS CloudFormation templates 1.4.30

Serial INF and Intel Chipset INF configurations to support new instance
types

SQL Server 2017

Cumulative update 5 (CU5)

SQL Server 2016 SP1

Cumulative update 8 (CU8)
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Release Changes

2018.03.24
All AMIs

Microsoft security updates current to March 13, 2018
EC2Config version 4.9.2565

SSM Agent 2.2.355.0

AWS Tools for Windows PowerShell 3.3.245.0

AWS PV driver 8.2

AWS ENA driver 1.2.3.0

Amazon EC2 Hibernate Agent 1.0 (rollback from 2.1.0 in the 2018.03.16
AMI release)

AWS EC2WinUtilDriver 1.0.1 (for troubleshooting)

Windows Server 2016

EC2Launch 1.3.2000080

2018.03.16
AWS has removed all Windows AMIs dated 2018.03.16 due to an issue

with an unquoted path in the configuration for the Amazon EC2 Hibernate
Agent.
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Release Changes

2018.03.06
All AMIs

AWS PV driver 8.2.1

2018.02.23
All AMIs

AWS PV driver 7.4.6 (rollback from 8.2 in the 2018.02.13 AMI release)
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Release Changes

2018.02.13
All AMIs

Microsoft security updates current to February 13, 2018
EC2Config version 4.9.2400

SSM Agent 2.2.160.0

AWS Tools for Windows PowerShell 3.3.225.1

AWS PV driver 8.2

AWS ENA driver 1.2.3.0

AWS NVMe driver 1.0.0.146

Amazon EC2 HibernateAgent 1.0.0

Windows Server 2016

EC2Launch 1.3.740

2018.01.12
All AMIs

Microsoft security updates current to January 9, 2018
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Release Changes

2018.01.05
All AMIs

Microsoft security updates current to January 2018

Registry settings to enable mitigations for the Spectre and Meltdown
exploits

AWS Tools for Windows PowerShell 3.3.215

EC2Config version 4.9.2262

Monthly AMI updates for 2017

For more information about Microsoft updates, see Description of Software Update Services and
Windows Server Update Services changes in content for 2017.

Release Changes

2017.12.13
All AMIs

Microsoft security updates current to December 12, 2017
EC2Config version 4.9.2218

AWS CloudFormation templates 1.4.27

AWS NVMe driver 1.02

SSM Agent 2.2.93.0

AWS Tools for Windows PowerShell 3.3.201
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Release Changes

2017.11.29
All AMIs

Removed components for Volume Shadow Copy Service (VSS) included
in 2017.11.18 and 2017.11.19 due to a compatibility issue with Windows
Backup.

2017.11.19
All AMIs

EC2 Hibernate Agent 1.0 (supports hibernation for Spot Instances)
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Release Changes

2017.11.18
All AMIs

Microsoft security updates current to November 14, 2017
EC2Config version 4.9.2218

SSM Agent 2.2.64.0

AWS Tools for Windows PowerShell 3.3.182

Elastic Network Adapter (ENA) driver 1.08 (rollback from 1.2.2 in the
2017.10.13 AMI release)

Query for the latest Windows AMI using Systems Manager Parameter

Store

Windows Server 2016

EC2Launch 1.3.640
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Release Changes

2017.10.13
All AMIs

Microsoft security updates current to October 11, 2017
EC2Config version 4.9.2188

SSM Agent 2.2.30.0

AWS CloudFormation templates 1.4.24

Elastic Network Adapter (ENA) driver 1.2.2. (Windows Server 2008 R2
through Windows Server 2016)
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Release

2017.10.04

Changes

Microsoft SQL Server

Windows Server 2016 with Microsoft SQL Server 2017 AMIs are now public
in all regions.

Windows_Server-2016-English-Full-SQL_2017_Enterprise-2017.10.04

Windows_Server-2016-English-Full-SQL_2017_Standard-2017.10.04

Windows_Server-2016-English-Full-SQL_2017_Web-2017.10.04

Windows_Server-2016-English-Full-SQL_2017_Express-2017.10.04

Microsoft SQL Server 2017 supports the following features:

Machine Learning Services with Python (ML and Al) and R language
support

Automatic database tuning
Clusterless Availability Groups

Runs on Red Hat Enterprise Linux (RHEL), SUSE Linux Enterprise Server
(SLES), and Ubuntu. For more information, see the following Microsoft
article: Installation guidance for SQL Server on Linux. Not supported on

Amazon Linux.

Windows-Linux cross-OS migrations
Resumable online index rebuild
Improved adaptive query processing

Graph data support
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Release

2017.09.13

2017.08.09

Changes

All AMIs

Microsoft security updates current to September 13, 2017
EC2Config version 4.9.2106

SSM Agent 2.0.952.0

AWS Tools for Windows PowerShell 3.3.143

AWS CloudFormation templates 1.4.21

All AMIs

Microsoft security updates current to August 9, 2017

EC2Config version 4.9.2016

SSM Agent 2.0.879.0

Windows Server 2012 R2

Due to an internal error, these AMIs were released with an older version
of AWS Tools for Windows PowerShell, 3.3.58.0.
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Release Changes

2017.07.13
All AMIs

Microsoft security updates current to July 13, 2017

EC2Config version 4.9.1981

SSM Agent 2.0.847.0

Windows Server 2016

Intel SRIOV Driver 2.0.210.0
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Release Changes

2017.06.14
All AMIs

Microsoft security updates current to June 14, 2017
Updates for .NET Framework 4.7 installed from Windows Update

Microsoft updates to address the "privilege not held" error using the
PowerShell Stop-Computer cmdlet. For more information, see Privilege
not held error on the Microsoft site.

EC2Config version 4.9.1900
SSM Agent 2.0.805.0
AWS Tools for Windows PowerShell 3.3.99.0

Internet Explorer 11 for the desktop is the default, instead of the
immersive Internet Explorer

Windows Server 2016

EC2Launch 1.3.610

2017.05.30
The Windows_Server-2008-SP2-English-32Bit-Base-2017.05.10 AMI was
updated to the Windows_Server-2008-SP2-English-32Bit-Base-2017.05.30
AMI to resolve an issue with password generation.

2017.05.22

The Windows_Server-2016-English-Full-Base-2017.05.10 AMI was updated
to the Windows_Server-2016-English-Full-Base-2017.05.22 AMI after so
me log cleaning.
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Release Changes

2017.05.10
All AMIs

Microsoft security updates current to May 9, 2017

AWS PV Driver v7.4.6

AWS Tools for Windows PowerShell 3.3.83.0

Windows Server 2016

SSM Agent 2.0.767
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Release Changes

2017.04.12
All AMIs

Microsoft security updates current to April 11, 2017

AWS Tools for Windows PowerShell 3.3.71.0

AWS CloudFormation templates 1.4.18

Windows Server 2003 to Windows Server 2012

EC2Config version 4.9.1775

SSM Agent 2.0.761.0

Windows Server 2016

SSM Agent 2.0.730.0
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Release Changes

2017.03.15
All AMIs

Microsoft security updates current to March 14, 2017

Current AWS Tools for Windows PowerShell

Current AWS CloudFormation templates

Windows Server 2003 to Windows Server 2012

EC2Config version 4.7.1631

SSM Agent 2.0.682.0

Windows Server 2016

SSM Agent 2.0.706.0

EC2Launch v1.3.540

2017.02.21 Microsoft recently announced that they will not release monthly patches
or security updates for the month of February. All February patches and
security updates will be included in the March update.

Amazon Web Services did not release updated Windows Server AMIs in
February.
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Release Changes

2017.01.11
All AMIs

Microsoft security updates current to January 10, 2017

Current AWS Tools for Windows PowerShell

Current AWS CloudFormation templates

Windows Server 2003 to Windows Server 2012

EC2Config version 4.2.1442

SSM Agent 2.0.599.0

Monthly AMI updates for 2016

For more information about Microsoft updates, see Description of Software Update Services and

Windows Server Update Services changes in content for 2016.

Release Changes

2016.12.14
All AMIs

Microsoft security updates current to December 13, 2016

Current AWS Tools for Windows PowerShell

Windows Server 2003 to Windows Server 2012
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Release Changes

Released EC2Config version 4.1.1396

Elastic Network Adapter (ENA) driver 1.0.9.0 (Windows Server 2008 R2
only)

Windows Server 2016

New AMIs available in all regions:

Windows_Server-2016-English-Core-Base

Microsoft SQL Server

All Microsoft SQL Server AMIs with the latest service pack are now public
in all regions. These new AMIs replace old SQL Service Pack AMIs going
forward.

Windows_Server-2008-R2_SP1-English-64Bit-SQL_2012_SP3_
edition-2016.12.14

Windows_Server-2012-RTM-English-64Bit-SQL_201
2_SP3_edition-2016.12.14

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2014_SP2_
edition-2016.12.14

Windows_Server-2012-RTM-English-64Bit-SQL_201
4 SP2_edition-2016.12.14

Windows_Server-2012-R2_RTM-English-64Bit-SQL_2016_SP1_
edition-2016.12.14

Windows_Server-2016-English-Full-SQL_2016_SP1_edition-2016.12.14
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Release Changes

SQL Server 2016 SP1 is a major release. The following features, which were
previously available in Enterprise edition only, are now enabled in Standard,
Web, and Express editions with SQL Server 2016 SP1:

Row-level security
Dynamic Data Masking
Change Data Capture
Database snapshot
Column store
Partitioning
Compression

In Memory OLTP

Always Encrypted
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2016.11.23

Windows Server 2003 to Windows Server 2012

2016.11.09

Released EC2Config version 4.1.1378

The AMIs released this month, and going forward, use the EC2Config
service to process boot-time configurations and SSM Agent to process
AWS Systems Manager Run Command and Config requests. EC2Config
no longer processes requests for Systems Manager Run Command and
State Manager. The latest EC2Config installer installs SSM Agent side-by-
side with the EC2Config service. For more information, see Configure a
Windows instance using the EC2Config service (legacy).

All AMIs

Microsoft security updates current to November 8 2016
Released AWS PV driver, version 7.4.3.0 for Windows 2008 R2 and later

Current AWS Tools for Windows PowerShell
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Release Changes

2016.10.18
All AMIs

Microsoft security updates current to October 12, 2016

Current AWS Tools for Windows PowerShell

Windows Server 2016

Released AMIs for Windows Server 2016. These AMIs include significant
changes. For example, they don't include the EC2Config service. For more
information, see Changes in Windows Server 2016 and later AMls.

2016.9.14
All AMIs
Microsoft security updates current to September 13, 2016
Current AWS Tools for Windows PowerShell
Renamed AMI Windows_Server-2012-RTM-Japanese-64Bit-SQL_20
08_R3_SP2_Standard to Windows_Server-2012-RTM-Japanese-64Bit-
SQL_2008_R2_SP3_Standard
2016.8.26 All Windows Server 2008 R2 AMIs dated 2016.08.11 were updated to fix a

known issue. New AMls are dated 2016.08.25.
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Release Changes

2016.8.11
All AMIs

Ec2Config v3.19.1153

Microsoft security updates current to August 10, 2016

Enabled the registry key User32 exception handler hardening feature in
Internet Explorer for MS15-124

Windows Server 2008 R2, Windows Server 2012 RTM, and Windows
Server 2012 R2

Elastic Network Adapter (ENA) Driver 1.0.8.0

ENA AMI property set to enabled

AWS PV Driver for Windows Server 2008 R2 was re-released this month
because of a known issue. Windows Server 2008 R2 AMl's were removed
in July because of this issue.

2016.8.2
All Windows Server 2008 R2 AMIs for July were removed and rolled back

to AMiIs dated 2016.06.15, because of an issue discovered in the AWS PV
driver. The AWS PV driver issue has been fixed. The August AMI release will
include Windows Server 2008 R2 AMlIs with the fixed AWS PV driver and
July/August Windows updates.
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Release Changes

2016.7.26
All AMIs

Ec2Config v3.18.1118

2016.07.13 AMIs were missing security patches. AMIs were re-patched.
Additional processes were put in place to verify successful patch installat
ions going forward.

2016.7.13
All AMIs

Microsoft security updates current to July 2016

Current AWS Tools for Windows PowerShell

Updated AWS PV Driver 7.4.2.0

AWS PV Driver for Windows Server 2008 R2
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Release Changes

2016.6.16

All AMIs

Microsoft security updates current to June 2016
Current AWS Tools for Windows PowerShell

EC2Config service version 3.17.1032

Microsoft SQL Server

Released 10 AMIs that include 64-bit versions of Microsoft SQL Server
2016. If using the Amazon EC2 console, navigate to Images, AMls,
Public Images, and type Windows_Server-2012-R2_RTM-
English-64Bit-SQL_2016_Standard in the search bar. For more
information, see What's New in SQL Server 2016 on MSDN.
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User Guide for Windows Instances

Release

2016.5.11

2016.4.13

Changes

All AMIs

Microsoft security updates current to May 2016

Current AWS Tools for Windows PowerShell

EC2Config service version 3.16.930

MS15-011 Active Directory patch installed

Windows Server 2012 R2

Intel SRIOV Driver 1.0.16.1

All AMIs

Microsoft security updates current to April 2016

Current AWS Tools for Windows PowerShell

EC2Config service version 3.15.880
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Release Changes

2016.3.9
All AMIs

Microsoft security updates current to March 2016

Current AWS Tools for Windows PowerShell

EC2Config service version 3.14.786

2016.2.10
All AMiIs
Microsoft security updates current to February 2016
Current AWS Tools for Windows PowerShell
EC2Config service version 3.13.727
2016.1.25

All AMIs

Microsoft security updates current to January 2016

Current AWS Tools for Windows PowerShell

EC2Config service version 3.12.649
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Release Changes

2016.1.5
All AMIs

Current AWS Tools for Windows PowerShell

Monthly AMI updates for 2015

For more information about Microsoft updates, see Description of Software Update Services and

Windows Server Update Services changes in content for 2015.

Release Changes

2015.12.15
All AMIs

Microsoft security updates current to December 2015

Current AWS Tools for Windows PowerShell

2015.11.11
All AMIs
Microsoft security updates current to November 2015
Current AWS Tools for Windows PowerShell
EC2Config service version 3.11.521
CFN Agent updated to latest version
2015.10.26

Corrected boot volume sizes of base AMIs to be 30GB instead of 35GB
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Release Changes

2015.10.14
All AMIs

Microsoft security updates current to October 2015

EC2Config service version 3.10.442

Current AWS Tools for Windows PowerShell

Updated SQL Service Packs to latest versions for all SQL variants
Removed old entries in Event Logs

AMI Names have been changed to reflect the latest service pack. For
example, the latest AMI with Server 2012 and SQL 2014 Standard is
named “Windows_Server-2012-RTM-English-64Bit-SQL_2014_SP1_St
andard-2015.10.26", not “Windows_Server-2012-RTM-English-64Bit-
SQL_2014_RTM_Standard-2015.10.26".

2015.9.9
All AMIs

Microsoft security updates current to September 2015

EC2Config service version 3.9.359

Current AWS Tools for Windows PowerShell

Current AWS CloudFormation helper scripts
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Release Changes

2015.8.18
All AMIs

Microsoft security updates current to August 2015

EC2Config service version 3.8.294

Current AWS Tools for Windows PowerShell

Only AMis with Windows Server 2012 and Windows Server 2012 R2

AWS PV Driver 7.3.2

2015.7.21
All AMIs

Microsoft security updates current to July 2015
EC2Config service version 3.7.308
Current AWS Tools for Windows PowerShell

Modified AMI descriptions of SQL images for consistency
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Release Changes

2015.6.10
All AMIs

Microsoft security updates current to June 2015

EC2Config service version 3.6.269

Current AWS Tools for Windows PowerShell

Current AWS CloudFormation helper scripts

Only AMis with Windows Server 2012 R2

AWS PV Driver 7.3.1

2015.5.13
All AMIs

Microsoft security updates current to May 2015

EC2Config service version 3.5.228

Current AWS Tools for Windows PowerShell
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Release Changes

2015.04.15
All AMIs

Microsoft security updates current to April 2015

EC2Config service version 3.3.174

Current AWS Tools for Windows PowerShell

2015.03.11
All AMIs

Microsoft security updates current to March 2015

EC2Config service version 3.2.97

Current AWS Tools for Windows PowerShell

Only AMIs with Windows Server 2012 R2

AWS PV Driver 7.3.0
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Release Changes

2015.02.11
All AMIs

Microsoft security updates current to February 2015

EC2Config service version 3.0.54

Current AWS Tools for Windows PowerShell

Current AWS CloudFormation helper scripts

2015.01.14
All AMIs

Microsoft security updates current to January 2015

EC2Config service version 2.3.313

Current AWS Tools for Windows PowerShell

Current AWS CloudFormation helper scripts

Monthly AMI updates for 2014

For more information about Microsoft updates, see Description of Software Update Services and

Windows Server Update Services changes in content for 2014.

Release Changes

2014.12.10
All AMIs

Microsoft security updates current to December 2014
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Release Changes

EC2Config service version 2.2.12

Current AWS Tools for Windows PowerShell

2014.11.19
All AMIs
Microsoft security updates current to November 2014
EC2Config service version 2.2.11
Current AWS Tools for Windows PowerShell
2014.10.15

All AMIs

Microsoft security updates current to October 2014

EC2Config service version 2.2.10

Current AWS Tools for Windows PowerShell

Only AMIs with Windows Server 2012 R2

AWS PV Driver 7.2.4.1 (resolves the issues with Plug and Play Cleanup,
which is now enabled by default)
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Release Changes

2014.09.10
All AMIs

Microsoft security updates current to September 2014

EC2Config service version 2.2.8

Current AWS Tools for Windows PowerShell

Only AMIs with Windows Server 2012 R2

Disable Plug and Play Cleanup (see Important information)

AWS PV Driver 7.2.2.1 (resolves issues with the uninstaller)

2014.08.13
All AMIs

Microsoft security updates current to August 2014

EC2Config service version 2.2.7

Current AWS Tools for Windows PowerShell

Only AMIs with Windows Server 2012 R2

AWS PV Driver 7.2.2.1 (improves disk performance, resolves issues with
reconnecting multiple network interfaces and lost network settings)
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Release Changes

2014.07.10
All AMIs

Microsoft security updates current to July 2014

EC2Config service version 2.2.5

Current AWS Tools for Windows PowerShell

2014.06.12
All AMis
Microsoft security updates current to June 2014
EC2Config service version 2.2.4
Removed NVIDIA drivers (except for Windows Server 2012 R2 AMIs)
Current AWS Tools for Windows PowerShell
2014.05.14

All AMIs

Microsoft security updates current to May 2014
EC2Config service version 2.2.2
Current AWS Tools for Windows PowerShell

AWS CloudFormation helper scripts version 1.4.0
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Release Changes

2014.04.09
All AMIs

Microsoft security updates current to April 2014

Current AWS Tools for Windows PowerShell

Current AWS CloudFormation helper scripts

2014.03.12
All AMIs

Microsoft security updates current to March 2014
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Release Changes

2014.02.12
All AMIs

Microsoft security updates current to February 2014
EC2Config service version 2.2.1

Current AWS Tools for Windows PowerShell
KB2634328

Remove the BCDEdit useplatformclock value

Only AMIs with Microsoft SQL Server

Microsoft SQL Server 2012 SP1 cumulative update package 8

Microsoft SQL Server 2008 R2 cumulative update package 10

Monthly AMI updates for 2013

Release Changes

2013.11.13
All AMIs

Microsoft security updates current to November 2013

EC2Config service version 2.1.19

Current AWS Tools for Windows PowerShell
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Release Changes

Configure NTP to synchronize the time once a day (the default is every
seven days)

Only AMis with Windows Server 2012

Clean up the WinSXS folder using the following command: dism /
online /cleanup-image /StartComponentCleanup

2013.09.11
All AMIs

Microsoft security updates current to September 2013
EC2Config service version 2.1.18
Current AWS Tools for Windows PowerShell

AWS CloudFormation helper scripts version 1.3.15
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Release Changes

2013.07.10
All AMIs

Microsoft security updates current to July 2013

EC2Config service version 2.1.16

Expanded the root volume to 50 GB

Set the page file to 512 MB, expanding to 8 GB as needed

Current AWS Tools for Windows PowerShell

2013.06.12
All AMIs

Microsoft security updates current to June 2013

Current AWS Tools for Windows PowerShell

Only AMIs with Microsoft SQL Server

Microsoft SQL Server 2012 SP1 with cumulative update package 4
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Release Changes

2013.05.15
All AMIs

Microsoft security updates current to May 2013
EC2Config service version 2.1.15

All instance store volumes attached by default
Remote PowerShell enabled by default

Current AWS Tools for Windows PowerShell

2013.04.14
All AMIs

Microsoft security updates current to April 2013

Current AWS Tools for Windows PowerShell

AWS CloudFormation helper scripts version 1.3.14
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Release Changes

2013.03.14
All AMIs

Microsoft security updates current to March 2013
EC2Config service version 2.1.14

Citrix Agent with CPU heartbeat fix

Current AWS Tools for Windows PowerShell

AWS CloudFormation helper scripts version 1.3.11
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Release Changes

2013.02.22
All AMIs

Microsoft security updates current to February 2013
KB2800213

Windows PowerShell 3.0 upgrade

EC2Config service version 2.1.13

Citrix Agent with time fix

Citrix PV drivers dated 2011.07.19

Current AWS Tools for Windows PowerShell

AWS CloudFormation helper scripts version 1.3.8

Only AMIs with Microsoft SQL Server

Microsoft SQL Server 2012 cumulative update package 5

Monthly AMI updates for 2012

Release Changes

2012.12.12
All AMIs

Microsoft security updates current to December 2012
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Release Changes

Set the ActiveTimeBias registry value to O
Disable IPv6 for the network adapter
EC2Config service version 2.1.9

Add AWS Tools for Windows PowerShell and set the policy to allow
import-module

2012.11.15
All AMIs
Microsoft security updates current to November 2012
EC2Config service version 2.1.7
2012.10.10
All AMIs
Microsoft security updates current to October 2012
2012.08.15

All AMIs

Microsoft security updates current to August 2012

EC2Config service version 2.1.2

KB2545227
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Release Changes

2012.07.11
All AMIs

Microsoft security updates current to July 2012

2012.06.12
All AMIs
| Microsoft security updates current to June 2012
| Set page file to 4 GB
) Remove installed language packs
| Set performance option to "Adjust for best performance"
) Set the screen saver to no longer display the logon screen on resume
| Remove previous RedHat driver versions using pnputil
) Remove duplicate bootloaders and set bootstatuspolicy to ignoreall
failures using bcdedit
2012.05.10

All AMIs

Microsoft security updates current to May 2012

EC2Config service version 2.1.0
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Release Changes

2012.04.11
All AMIs

Microsoft security updates current to April 2012

KB2582281

Current version of EC2Config

System time in UTC instead of GMT

2012.03.13
All AMIs
Microsoft security updates current to March 2012
2012.02.24
All AMIs
Microsoft security updates current to February 2012
Standardize AMI names and descriptions
2012.01.12

All AMIs

Microsoft security updates current to January 2012

RedHat PV driver version 1.3.10
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Monthly AMI updates for 2011 and earlier

Release Changes

2011.09.11
All AMIs

Microsoft security updates current to September 2011

1.04
All AMIs

Current Microsoft security updates

Update network driver

Fix issue with instances in a VPC losing connectivity when changing the
time zone of the instance

1.02
All AMIs

Current Microsoft security updates

Update network driver

Add support for licensing activation for instances in a VPC

1.01
All AMIs

Current Microsoft security updates
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Release Changes

Fix issue with password improperly generated while waiting for network
availability

1.0
All AMIs

Initial release

Find a Windows AMI

Before you can launch an instance, you must select an AMI from which to launch the instance.
When you select an AMI, consider the following requirements you might have for the instances that
you want to launch:

The Region — AMI IDs are unique to each AWS Region.

The operating system

The architecture: 32-bit (1386) or 64-bit (x86_64)

The provider (for example, Amazon Web Services)

Additional software (for example, SQL Server)

If you want to find an Ubuntu AMI, see their EC2 AMI Locator.

If you want to find a RedHat AMI, see the RHEL knowledgebase article.

If you want to find a Linux AMI, see Find a Linux AMI in the Amazon EC2 User Guide for Linux

Instances.

Find a Windows AMI topics

« Find a Windows AMI using the Amazon EC2 console

« Find an AMI using the AWS Tools for Windows PowerShell

Find a Windows AMI 239


https://cloud-images.ubuntu.com/locator/ec2/
https://access.redhat.com/solutions/15356
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/finding-an-ami.html

Amazon Elastic Compute Cloud User Guide for Windows Instances

e Find an AMI using the AWS CLI

» Find the latest Windows AMI using Systems Manager

« Use a Systems Manager parameter to find an AMI

Find a Windows AMI using the Amazon EC2 console

You can find Windows AMiIs using the Amazon EC2 console. You can select from the list of AMIs
when you use the launch instance wizard to launch an instance, or you can search through all
available AMiIs using the Images page. AMI IDs are unique to each AWS Region.

To find a Windows AMI using the launch instance wizard

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the navigation bar, select the Region in which to launch your instances. You can select
any Region that's available to you, regardless of your location.

From the console dashboard, choose Launch instance.

4. (New console) Under Application and OS Images (Amazon Machine Image), choose Quick
Start, choose the operating system (OS) for your instance, and then, from Amazon Machine
Image (AMI), select from one of the commonly used AMIs in the list. If you don't see the AMI
that you want to use, choose Browse more AMIs to browse the full AMI catalog. For more
information, see Application and OS Images (Amazon Machine Image).

(Old console) On the Quick Start tab, select from one of the commonly used AMiIs in the list.
If you don't see the AMI that you want to use, choose the My AMIs, AWS Marketplace, or
Community AMIs tab to find additional AMls. For more information, see Step 1: Choose an

Amazon Machine Image (AMI).

To find a Windows AMI using the AMIs page

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the navigation bar, select the Region in which to launch your instances. You can select
any Region that's available to you, regardless of your location.

In the navigation pane, choose AMls.

4. (Optional) Use the filter and search options to scope the list of displayed AMIs to see only the
AMIs that match your criteria. For example, to list all Windows AMiIs provided by AWS, choose
Public images. Then use the search options to further scope the list of displayed AMls.
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Choose the Search bar and, from the menu, choose Owner alias, then the = operator, and then
the value amazon. Choose the Search bar again to choose Platform, then the = operator, and
then the operating system from the list provided.

5. (Optional) Choose the Preferences icon to select which image attributes to display, such as the
root device type. Alternatively, you can select an AMI from the list and view its properties on
the Details tab.

6. To launch an instance from this AMI, select it and then choose Launch instance from image.
For more information about launching an instance using the console, see Launch an instance

using the new launch instance wizard. If you're not ready to launch the instance now, make
note of the AMI ID for later.

Find an AMI using the AWS Tools for Windows PowerShell

You can use PowerShell cmdlets for Amazon EC2 or AWS Systems Manager to list only the
Windows AMIs that match your requirements. After locating an AMI that matches your
requirements, make note of its ID so that you can use it to launch instances. For more information,
see Launch an Instance Using Windows PowerShell in the AWS Tools for Windows PowerShell User
Guide.

Amazon EC2

For information and examples, see Find an AMI Using Windows PowerShell in the AWS Tools for
Windows PowerShell User Guide.

Systems Manager Parameter Store

For information and examples, see Query for the Latest Windows AMI Using Systems Manager
Parameter Store.

Find an AMI using the AWS CLI

You can use AWS CLI commands for Amazon EC2 or AWS Systems Manager to list only the
Windows AMIs that match your requirements. After locating an AMI that matches your
requirements, make note of its ID so that you can use it to launch instances. For more information,
see Launch your instance in the AWS Command Line Interface User Guide.

Amazon EC2
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The describe-images command supports filtering parameters. For example, use the --owners

parameter to display public AMIs owned by Amazon.

aws ec2 describe-images --owners self amazon

You can add the following filter to the previous command to display only Windows AMIs.

--filters "Name=platform,Values=windows"

/A Important

Omitting the - -owners flag from the describe-images command returns all images for
which you have launch permissions, regardless of ownership.

Systems Manager Parameter Store

For information and examples, see Query for the Latest Windows AMI Using Systems Manager
Parameter Store.

Find the latest Windows AMI using Systems Manager

Amazon EC2 provides AWS Systems Manager public parameters for public AMIs maintained by AWS
that you can use when launching instances.

To find the latest AL2023 AMI using AWS Systems Manager, see Get started with AL2023.

The Amazon EC2 AMI public parameters are available from the following path:
/aws/service/ami-windows-latest

You can view a list of all Windows AMIs in the current AWS Region by running the following AWS
CLI command.

aws ssm get-parameters-by-path --path /aws/service/ami-windows-latest --query
"Parameters[].Name"

For more information, see Using public parameters in the AWS Systems Manager User Guide and
Query for the Latest Windows AMI Using AWS Systems Manager Parameter Store.
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Use a Systems Manager parameter to find an AMI

When you launch an instance using the EC2 launch instance wizard in the console, you can either
select an AMI from the list, or you can select an AWS Systems Manager parameter that points to an
AMI ID. If you use automation code to launch your instances, you can specify the Systems Manager
parameter instead of the AMI ID.

A Systems Manager parameter is a customer-defined key-value pair that you can create in Systems
Manager Parameter Store. The Parameter Store provides a central store to externalize your
application configuration values. For more information, see AWS Systems Manager Parameter
Store in the AWS Systems Manager User Guide.

When you create a parameter that points to an AMI ID, make sure that you specify the data
type as aws :ec2:image. Specifying this data type ensures that when the parameter is created
or modified, the parameter value is validated as an AMI ID. For more information, see Native
parameter support for Amazon Machine Image IDs in the AWS Systems Manager User Guide.

Systems Manager parameter topics
» Use cases

« Permissions

o Limitations

« Launch an instance using a Systems Manager parameter

Use cases

When you use Systems Manager parameters to point to AMI IDs, it is easier for your users to select
the correct AMI when launching instances. Systems Manager parameters can also simplify the
maintenance of automation code.

Easier for users

If you require instances to be launched using a specific AMI, and the AMlI is regularly updated, we
recommend that you require your users to select a Systems Manager parameter to find the AMI.
Requiring your users to select a Systems Manager parameter ensures that the latest AMI is used to
launch instances.

For example, every month in your organization you might create a new version of your AMI that
has the latest operating system and application patches. You also require your users to launch
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instances using the latest version of your AMI. To ensure that your users use the latest version,

you can create a Systems Manager parameter (for example, golden-ami) that points to the
correct AMI ID. Each time a new version of the AMI is created, you update the AMI ID value in the
parameter so that it always points to the latest AMI. Your users don't have to know about the
periodic updates to the AMI because they continue to select the same Systems Manager parameter
each time. Using a Systems Manager parameter for your AMI makes it easier for them to select the
correct AMI for an instance launch.

Simplify automation code maintenance

If you use automation code to launch your instances, you can specify the Systems Manager
parameter instead of the AMI ID. If a new version of the AMI is created, you can change the AMI
ID value in the parameter so that it points to the latest AMI. The automation code that references
the parameter doesn’t have to be modified each time a new version of the AMI is created. This
simplifies the maintenance of the automation and helps to drive down deployment costs.

(@ Note

Running instances are not affected when you change the AMI ID pointed to by the Systems
Manager parameter.

Permissions

If you use Systems Manager parameters that point to AMI IDs in the launch instance wizard,

you must add ssm:DescribeParameters and ssm:GetParameters to your IAM policy.
ssm:DescribeParameters grants your users permission to view and select Systems Manager
parameters. ssm: GetParameters grants your users permission to retrieve the values of the
Systems Manager parameters. You can also restrict access to specific Systems Manager parameters.
For more information, see Use the EC2 launch instance wizard.

Limitations

AMIs and Systems Manager parameters are Region specific. To use the same Systems Manager
parameter name across Regions, create a Systems Manager parameter in each Region with the
same name (for example, golden-ami). In each Region, point the Systems Manager parameter to
an AMI in that Region.
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Launch an instance using a Systems Manager parameter

You can launch an instance using the console or the AWS CLI. Instead of specifying an AMI ID, you

can specify an AWS Systems Manager parameter that points to an AMI ID.

New console

To find a Windows AMI using a Systems Manager parameter (console)

1.
2.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

From the navigation bar, select the Region in which to launch your instances. You can select
any Region that's available to you, regardless of your location.

From the console dashboard, choose Launch instance.
Under Application and OS Images (Amazon Machine Image), choose Browse more AMls.

Choose the arrow button to the right of the search bar, and then choose Search by
Systems Manager parameter.

For Systems Manager parameter, select a parameter. The corresponding AMI ID appears
below Currently resolves to.

Choose Search. The AMIs that match the AMI ID appear in the list.
Select the AMI from the list, and choose Select.

For more information about launching an instance using the launch instance wizard, see Launch

an instance using the new launch instance wizard.

Old console

To find a Windows AMI using a Systems Manager parameter (console)

1.
2.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

From the navigation bar, select the Region in which to launch your instances. You can select
any Region that's available to you, regardless of your location.

From the console dashboard, choose Launch instance.
Choose Search by Systems Manager parameter (at top right).

For Systems Manager parameter, select a parameter. The corresponding AMI ID appears
next to Currently resolves to.

Choose Search. The AMIs that match the AMI ID appear in the list.
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7. Select the AMI from the list, and choose Select.

For more information about launching an instance from an AMI using the launch instance
wizard, see Step 1: Choose an Amazon Machine Image (AMI).

To launch an instance using an AWS Systems Manager parameter instead of an AMI ID (AWS
CLI)

The following example uses the Systems Manager parameter golden-ami to launch an
m5.xlarge instance. The parameter points to an AMI ID.

To specify the parameter in the command, use the following syntax: resolve:ssm:/parameter-
name, where resolve:ssmis the standard prefix and parameter-name is the unique parameter
name. Note that the parameter name is case-sensitive. Backslashes for the parameter name are
only necessary when the parameter is part of a hierarchy, for example, /amis/production/
golden-ami. You can omit the backslash if the parameter is not part of a hierarchy.

In this example, the --count and --security-group parameters are not included. For --count,
the default is 1. If you have a default VPC and a default security group, they are used.

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami
--instance-type m5.xlarge

To launch an instance using a specific version of an AWS Systems Manager parameter (AWS CLI)

Systems Manager parameters have version support. Each iteration of a parameter is

assigned a unique version number. You can reference the version of the parameter as follows
resolve:ssm:parameter-name:version, where version is the unique version number. By
default, the latest version of the parameter is used when no version is specified.

The following example uses version 2 of the parameter.

In this example, the --count and --security-group parameters are not included. For --count,
the default is 1 If you have a default VPC and a default security group, they are used.

aws ec2 run-instances
--image-id resolve:ssm:/golden-ami:2
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--instance-type m5.xlarge

To launch an instance using a public parameter provided by AWS

Amazon EC2 provides Systems Manager public parameters for public AMIs provided by AWS. For
example, the public parameter /aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-
gp2 is available in all Regions, and always points to the latest version of the Amazon Linux 2 AMI in
the Region.

aws ec2 run-instances
--image-id resolve:ssm:/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-

gp2
--instance-type m5.xlarge

Shared AMils

A shared AMI is an AMI that a developer created and made available for others to use. One of the
easiest ways to get started with Amazon EC2 is to use a shared AMI that has the components you
need and then add custom content. You can also create your own AMls and share them with others.

You use a shared AMI at your own risk. Amazon can't vouch for the integrity or security of AMls
shared by other Amazon EC2 users. Therefore, you should treat shared AMIs as you would

any foreign code that you might consider deploying in your own data center, and perform the
appropriate due diligence. We recommend that you get an AMI from a trusted source, such as a
verified provider.

Verified provider

In the Amazon EC2 console, public AMIs that are owned by Amazon or a verified Amazon partner
are marked Verified provider.

You can also use the describe-images AWS CLI command to identify the public AMIs that come

from a verified provider. Public images that are owned by Amazon or a verified partner have an
aliased owner, which is either amazon or aws-marketplace. In the CLI output, these values
appear for ImageOwnerAlias. Other users can't alias their AMIs. This enables you to easily find
AMIs from Amazon or verified partners.
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To become a verified provider, you must register as a seller on the AWS Marketplace. Once
registered, you can list your AMI on the AWS Marketplace. For more information, see Getting
started as a seller and AMI-based products in the AWS Marketplace Seller Guide.

Shared AMI topics
e Find shared AMiIs

« Make an AMI public

» Share an AMI with specific organizations or organizational units

» Share an AMI with specific AWS accounts

» Cancel having an AMI shared with your AWS account

+ Use bookmarks

» Best practices for shared Windows AMls

If you're looking for information about other topics

» For information about creating an AMI, see Create a custom Windows AMI.

» For information about building, delivering, and maintaining your applications on the AWS
Marketplace, see the AWS Marketplace Documentation.

Find shared AMIs

You can use the Amazon EC2 console or the command line to find shared AMls.

AMIs are a Regional resource. When you search for a shared AMI (public or private), you must
search for it from the same Region from which it is shared. To make an AMI available in a different
Region, copy the AMI to the Region, and then share it. For more information, see Copy an AMI.

Topics

» Find a shared AMI (console)

e Find a shared AMI (Tools for Windows PowerShell)

e Find a shared AMI (AWS CLI)
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Find a shared AMI (console)

To find a shared private AMI using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose AMiIs.

3. In the first filter, choose Private images. All AMIs that have been shared with you are listed. To
granulate your search, choose the Search bar and use the filter options provided in the menu.

To find a shared public AMI using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose AMiIs.

3. In the first filter, choose Public images. To granulate your search, choose the Search field and
use the filter options provided in the menu.

To find Amazon's shared public AMIs using the console

—

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose AMiIs.
3. Inthe first filter, choose Public images.
4

Choose the Search field and then, from the menu options that appear, choose Owner alias,
then =, and then amazon to display only Amazon's public images.

To find a shared public AMI from a verified provider using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the navigation pane, choose AMI Catalog.

Choose Community AMls.

N

The Verified provider label indicates the AMIs that are from Amazon or a verified partner.

Find a shared AMI (Tools for Windows PowerShell)

Use the Get-EC2Image command (Tools for Windows PowerShell) to list AMIs. You can scope the
list to the types of AMIs that interest you, as shown in the following examples.
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Example: List all public AMIs

The following command lists all public AMIs, including any public AMIs that you own.
PS C:\> Get-EC2Image -ExecutableUser all

Example: List AMIs with explicit launch permissions

The following command lists the AMiIs for which you have explicit launch permissions. This list does
not include any AMIs that you own.

PS C:\> Get-EC2Image -ExecutableUser self

Example: List AMIs owned by verified providers

The following command lists the AMIs owned by verified providers. Public AMIs owned by verified
providers (either Amazon or verified partners) have an aliased owner, which appears as amazon or
aws-marketplace in the account field. This helps you to easily find AMIs from verified providers.
Other users can't alias their AMls.

PS C:\> Get-EC2Image -Owner amazon aws-marketplace

Example: List AMIs owned by an account

The following command lists the AMIs owned by the specified AWS account.
PS C:\> Get-EC2Image -Owner 123456789012

Example: Scope AMIs using a filter

To reduce the number of displayed AMls, use a filter to list only the types of AMIs that interest you.
For example, use the following filter to display only EBS-backed AMIs.

-Filter @{ Name="root-device-type"; Values="ebs" }

Find a shared AMI (AWS CLI)

Use the describe-images command (AWS CLI) to list AMIs. You can scope the list to the types of
AMIs that interest you, as shown in the following examples.

Example: List all public AMIs
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The following command lists all public AMIs, including any public AMIs that you own.

aws ec2 describe-images --executable-users all

Example: List AMIs with explicit launch permissions

The following command lists the AMiIs for which you have explicit launch permissions. This list does
not include any AMIs that you own.

aws ec2 describe-images --executable-users self

Example: List AMIs owned by verified providers

The following command lists the AMIs owned by verified providers. Public AMIs owned by verified
providers (either Amazon or verified partners) have an aliased owner, which appears as amazon or
aws-marketplace in the account field. This helps you to easily find AMIs from verified providers.
Other users can't alias their AMils.

aws ec2 describe-images \
--owners amazon aws-marketplace \
--quexry 'Images[*].[ImageId]' \
--output text

Example: List AMIs owned by an account

The following command lists the AMIs owned by the specified AWS account.

aws ec2 describe-images --owners 123456789012

Example: Scope AMIs using a filter

To reduce the number of displayed AMls, use a filter to list only the types of AMIs that interest you.
For example, use the following filter to display only EBS-backed AMls.

--filters "Name=root-device-type,Values=ebs"

Make an AMI public

You can make your AMI publicly available by sharing it with all AWS accounts.
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If you want to prevent the public sharing of your AMIs, you can enable block public access for AMls.
This blocks any attempts to make an AMI public, helping to prevent unauthorized access and
potential misuse of AMI data. Note that enabling block public access does not affect your AMiIs that
are already publicly available; they remain publicly available.

To allow only specific accounts to use your AMI to launch instances, see Share an AMI with specific
AWS accounts.

Topics

« Considerations

o Share an AMI with all AWS accounts (share publicly)

» Block public access to your AMIs

Considerations

Consider the following before making an AMI public.

« Ownership — To make an AMI public, your AWS account must own the AMI.

» Region - AMIs are a Regional resource. When you share an AM|, it is available only in the Region
from which you shared it. To make an AMI available in a different Region, copy the AMI to the
Region and then share it. For more information, see Copy an AMI.

» Block public access — To publicly share an AMI, block public access for AMIs must be disabled in

each Region in which the AMI will be publicly shared. After you've publicly shared the AMI, you
can re-enable block public access for AMis to prevent further public sharing of your AMls.

» Some AMIs can't be made public - If your AMI includes one of the following components, you
can't make it public (but you can share the AMI with specific AWS accounts):

« Encrypted volumes
» Snapshots of encrypted volumes
o Product codes

» Usage — When you share an AMI, users can only launch instances from the AMI. They can't delete,
share, or modify it. However, after they have launched an instance using your AMI, they can then
create an AMI from the instance they launched.

« Automatic deprecation — By default, the deprecation date of all public AMIs is set to two years
from the AMI creation date. You can set the deprecation date to earlier than two years. To cancel
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the deprecation date, or to move the deprecation to a later date, you must make the AMI private
by only sharing it with specific AWS accounts.

« Billing - You are not billed when your AMl is used by other AWS accounts to launch instances.
The accounts that launch instances using the AMI are billed for the instances that they launch.

Share an AMI with all AWS accounts (share publicly)

After you make an AMI pubilic, it is available in Community AMls in the console, which you can
access from the AMI Catalog in the left navigator in the EC2 console or when launching an instance
using the console. Note that it can take a short while for an AMI to appear in Community AMls
after you make it public.

Console
To make an AMI public

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the navigation pane, choose AMls.
Select your AMI from the list, and then choose Actions, Edit AMI permissions.

Under AMI availability, choose Public.

ok N

Choose Save changes.

Tools for Windows PowerShell

Each AMI has a launchPermission property that controls which AWS accounts, besides the
owner's, are allowed to use that AMI to launch instances. By modifying the launchPermission
property of an AMI, you can make the AMI public (which grants launch permissions to all AWS
accounts), or share it with only the AWS accounts that you specify.

You can add or remove account IDs from the list of accounts that have launch permissions for
an AMI. To make the AMI public, specify the all group. You can specify both public and explicit
launch permissions.

To make an AMI public

1. Use the Edit-EC2ImageAttribute command as follows to add the all group to the
launchPermission list for the specified AMI.
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PS C:\> Edit-EC2ImageAttribute -Imageld ami-@abcdef1234567890 -Attribute
launchPermission -OperationType add -UserGroup all

2. To verify the launch permissions of the AMI, use the following Get-EC2ImageAttribute
command.

PS C:\> Get-EC2ImageAttribute -Imageld ami-@abcdef1234567890 -Attribute
launchPermission

3. (Optional) To make the AMI private again, remove the all group from its launch
permissions. Note that the owner of the AMI always has launch permissions and is
therefore unaffected by this command.

PS C:\> Edit-EC2ImageAttribute -ImageId ami-O@abcdef1234567890 -Attribute
launchPermission -OperationType remove -UserGroup all

AWS CLI

Each AMI has a launchPermission property that controls which AWS accounts, besides the
owner's, are allowed to use that AMI to launch instances. By modifying the 1aunchPermission
property of an AMI, you can make the AMI public (which grants launch permissions to all AWS
accounts), or share it with only the AWS accounts that you specify.

You can add or remove account IDs from the list of accounts that have launch permissions for
an AMI. To make the AMI public, specify the all group. You can specify both public and explicit
launch permissions.

To make an AMI public

1. Use the modify-image-attribute command as follows to add the all group to the
launchPermission list for the specified AMI.

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Add=[{Group=all}]"

2. To verify the launch permissions of the AMI, use the describe-image-attribute command.

aws ec2 describe-image-attribute \

Make an AMI public 254


https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2ImageAttribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-image-attribute.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-image-attribute.html

Amazon Elastic Compute Cloud User Guide for Windows Instances

--image-id ami-0@abcdef1234567890 \
--attribute launchPermission

3. (Optional) To make the AMI private again, remove the all group from its launch
permissions. Note that the owner of the AMI always has launch permissions and is
therefore unaffected by this command.

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Remove=[{Group=all}]"

Block public access to your AMIs

To prevent the public sharing of your AMls, you can enable block public access for AMis. This setting
is enabled at the account level, but you need to enable it in each AWS Region in which you want to
prevent the public sharing of your AMls.

When block public access is enabled, any attempt to make an AMI public is automatically blocked.
However, if you already have public AMIs, they will remain publicly available.

If you want to publicly share AMIs, you'll need to disable block public access. When you're done
sharing, it's best practice to re-enable block public access to prevent any unintended public sharing
of your AMls.

You can restrict IAM permissions to an administrator user so that only they can enable or disable
block public access for AMils.

Topics

Default settings

Required IAM permissions

Enable block public access for AMls

Disable block public access for AMIs

View the block public access state for AMIs
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Default settings

The Block public access for AMis setting is either enabled or disabled by default depending on
whether your account is new or existing, and whether you have public AMIs. The following table
lists the default settings:

AWS account Block public access for AMIs default setting
New accounts Enabled
Enabled

Existing accounts with no public AMIs
Disabled

Existing accounts with one or more public
AMls

T If your account had one or more public AMIs on or after July 15, 2023, Block public access for
AMis is disabled by default for your account, even if you subsequently made all the AMIs private.

Required IAM permissions
To use block public access for AMIs, you must have the following IAM permissions:

« EnableImageBlockPublicAccess
» DisableImageBlockPublicAccess

» GetImageBlockPublicAccessState

Enable block public access for AMIs

To prevent the public sharing of your AMls, enable block public access for AMIs at the account level.
You must enable block public access for AMIs in each AWS Region in which you want to prevent the
public sharing of your AMls. If you already have public AMIs, they will remain publicly available.

Console
To enable block public access for AMIs in the specified Region

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
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2. From the navigation bar (at the top of the screen), select the Region in which to enable
block public access for AMils.

If the dashboard is not displayed, in the navigation pane, choose EC2 Dashboard.
Under Account attributes, choose Data protection and security.

Under Block public access for AMlIs, choose Manage.

A

Select the Block new public sharing check box, and then choose Update.

® Note

The API can take up to 10 minutes to configure this setting. During this time,
the value will be New public sharing allowed. When the API has completed the
configuration, the value will automatically change to New public sharing blocked.

AWS CLI
To enable block public access for AMIs in the specified Region

Use the enable-image-block-public-access command and specify the Region in which to enable
block public access for AMls. For the --image-block-public-access-state parameter,
specify block-new-sharing.

aws ec2 enable-image-block-public-access \
--region us-east-1 \
--image-block-public-access-state block-new-sharing

Expected output

{

"ImageBlockPublicAccessState": "block-new-sharing"
}
(® Note

The API can take up to 10 minutes to configure this setting. During this time, if you run
the get-image-block-public-access-state command, the response will be unblocked.
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When the API has completed the configuration, the response will be block-new-
sharing.

Disable block public access for AMIs

To allow the users in your account to publicly share your AMIs, disable block public access at the
account level. You must disable block public access for AMIs in each AWS Region in which you want
to allow the public sharing of your AMls.

Console
To disable block public access for AMIs in the specified Region

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

From the navigation bar (at the top of the screen), select the Region in which to disable
block public access for AMils.

If the dashboard is not displayed, in the navigation pane, choose EC2 Dashboard.
Under Account attributes, choose Data protection and security.
Under Block public access for AMIs, choose Manage.

Clear the Block new public sharing check box, and then choose Update.

N o v kW

Enter confixrm when prompted for confirmation, and then choose Allow public sharing.

(® Note

The API can take up to 10 minutes to configure this setting. During this time,
the value will be New public sharing blocked. When the API has completed the
configuration, the value will automatically change to New public sharing allowed.

AWS CLI
To disable block public access for AMIs in the specified Region

Use the disable-image-block-public-access command and specify the Region in which to disable

block public access for AMls.

aws ec2 disable-image-block-public-access --region us-east-1
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Expected output

{

"ImageBlockPublicAccessState": "unblocked"
}
(® Note

The API can take up to 10 minutes to configure this setting. During this time, if you
run the get-image-block-public-access-state command, the response will be block-
new-sharing. When the API has completed the configuration, the response will be
unblocked.

View the block public access state for AMIs

To see whether the public sharing of your AMls is blocked in your account, you can view the state
for block public access for AMIs. You must view the state in each AWS Region in which you want to
see whether the public sharing of your AMIs is blocked.

Console
To view the block public access state for AMlIs in the specified Region

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. From the navigation bar (at the top of the screen), select the Region in which to view the
block public access state for AMls.

If the dashboard is not displayed, in the navigation pane, choose EC2 Dashboard.
4. Under Account attributes, choose Data protection and security.

Under Block public access for AMlIs, check the Public access field. The value is either New
public sharing blocked or New public sharing allowed.

AWS CLI
To get the block public access state for AMIs in the specified Region

Use the get-image-block-public-access-state command and specify the Region in which to get
the block public access state for AMls.
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aws ec2 get-image-block-public-access-state --region us-east-1

Expected output — The value is either block-new-sharing or unblocked.

"ImageBlockPublicAccessState": "block-new-sharing"

Share an AMI with specific organizations or organizational units

AWS Organizations is an account management service that enables you to consolidate multiple

AWS accounts into an organization that you create and centrally manage. You can share an AMI
with an organization or an organizational unit (OU) that you have created, in addition to sharing it
with specific accounts.

An organization is an entity that you create to consolidate and centrally manage your AWS
accounts. You can organize the accounts in a hierarchical, tree-like structure, with a root at the
top and organizational units nested under the organization root. Each account can be added

directly to the root, or placed in one of the OUs in the hierarchy. For more information, see AWS
Organizations terminology and concepts in the AWS Organizations User Guide.

When you share an AMI with an organization or an OU, all of the children accounts gain access to
the AMI. For example, in the following diagram, the AMlI is shared with a top-level OU (indicated

by the arrow at the number 1). All of the OUs and accounts that are nested underneath that top-
level OU (indicated by the dotted line at number 2) also have access to the AMI. The accounts in the
organization and OU outside the dotted line (indicated by the number 3) do not have access to the
AMI because they are not children of the OU that the AMI is shared with.
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Considerations
Consider the following when sharing AMIs with specific organizations or organizational units.

« Ownership — To share an AMI, your AWS account must own the AMI.

 Sharing limits — The AMI owner can share an AMI with any organization or OU, including
organizations and OUs that they're not a member of.

For the maximum number of entities to which an AMI can be shared within a Region, see the
Amazon EC2 service quotas.

» Tags - You can't share user-defined tags (tags that you attach to an AMI). When you share an
AMI, your user-defined tags are not available to any AWS account in an organization or OU with
which the AMI is shared.

« ARN format - When you specify an organization or OU in a command, make sure to use the
correct ARN format. You'll get an error if you specify only the ID, for example, if you specify only
0-123example or ou-1234-5example.

Correct ARN formats:
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» Organization ARN: arn:aws:organizations: :account-
id:organization/organization-id

« OUARN: arn:aws:organizations::account-id:ou/organization-id/ou-id

Where;

« account-id is the 12-digit management account number, for example, 123456789012. If
you don't know the management account number, you can describe the organization or the
organizational unit to get the ARN, which includes the management account number. For more
information, see Get the ARN.

e organization-id is the organization ID, for example, 0-123example.
e ou-idis the organizational unit ID, for example, ou-1234-5example.

For more information about the format of ARNs, see Amazon Resource Names (ARNs) in the IAM
User Guide.

« Encryption and keys - You can share AMIs that are backed by unencrypted and encrypted
snapshots.

» The encrypted snapshots must be encrypted with a customer managed key. You can" share
AMIs that are backed by snapshots that are encrypted with the default AWS managed key.

« If you share an AMI that is backed by encrypted snapshots, you must allow the organizations
or OUs to use the customer managed keys that were used to encrypt the snapshots. For more
information, see Allow organizations and OUs to use a KMS key.

« Region - AMIs are a Regional resource. When you share an AM|, it is available only in the Region
from which you shared it. To make an AMI available in a different Region, copy the AMI to the
Region and then share it. For more information, see Copy an AMI.

» Usage — When you share an AMI, users can only launch instances from the AMI. They can't delete,
share, or modify it. However, after they have launched an instance using your AMI, they can then
create an AMI from the instance they launched.

« Billing - You are not billed when your AMI is used by other AWS accounts to launch instances.
The accounts that launch instances using the AMI are billed for the instances that they launch.

Allow organizations and OUs to use a KMS key

If you share an AMI that is backed by encrypted snapshots, you must also allow the organizations
or OUs to use the AWS KMS keys that were used to encrypt the snapshots.
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Use the aws :PrincipalOrgID and aws:PrincipalOxrgPaths keys to compare the AWS
Organizations path for the principal who is making the request to the path in the policy. That
principal can be a user, IAM role, federated user, or AWS account root user. In a policy, this
condition key ensures that the requester is an account member within the specified organization
root or OUs in AWS Organizations. For more example condition statements, see aws:PrincipalOrgID
and aws:PrincipalOrgPaths in the IAM User Guide.

For information about editing a key policy, see Allowing users in other accounts to use a KMS key in
the AWS Key Management Service Developer Guide.

To give an organization or OU permission to use a KMS key, add the following statement to the key
policy.

"Sid": "Allow access for organization root",
"Effect": "Allow",
"Principal": "*",
"Action": [
"kms:Describe*",
"kms:List*",
"kms:Get*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-123example"

To share a KMS key with multiple OUs, you can use a policy similar to the following example.

"Sid": "Allow access for specific OUs and their descendants",
"Effect": "Allow",
"Principal": "*",
"Action": [
"kms :Describe*",
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"kms:List*",
"kms:Get*",
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": "o-123example"
.
"ForAnyValue:StringlLike": {
"aws:PrincipalOrgPaths": [
"o-123example/r-abl2/ou-abl12-33333333/*",
"o-123example/r-abl2/ou-abl2-22222222/*"

Share an AMI

You can use the Amazon EC2 console or the AWS CLI to share an AMI with an organization or OU.

Share an AMI (console)

To share an AMI with an organization or an OU using the console

1.

o v kM WD

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the navigation pane, choose AMls.

Select your AMI in the list, and then choose Actions, Edit AMI permissions.
Under AMI availability, choose Private.

Next to Shared organizations/OUs, choose Add organization/OU ARN.

For Organization/OU ARN, enter the organization ARN or OU ARN with which you want to
share the AMI, and then choose Share AMI. Note that you must specify the full ARN, not just
the ID.

To share this AMI with multiple organizations or OUs, repeat this step until you have added all
of the required organizations or OUs.
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® Note

You do not need to share the Amazon EBS snapshots that an AMI references in order
to share the AMI. Only the AMI itself needs to be shared, and the system automatically
provides the instance with access to the referenced Amazon EBS snapshots for the
launch. However, you do need to share the KMS keys used to encrypt snapshots that
the AMI references. For more information, see Allow organizations and OUs to use a

KMS key.

Choose Save changes when you're done.

8. (Optional) To view the organizations or OUs with which you have shared the AMI, select the
AMI in the list, choose the Permissions tab, and scroll down to Shared organizations/OUs. To
find AMIs that are shared with you, see Find shared AMls.

Share an AMI (Tools for Windows PowerShell)

Use the Edit-EC2ImageAttribute command (Tools for Windows PowerShell) to share an AMI as

shown in the following examples.
To share an AMI with an organization or an OU

The following command grants launch permissions for the specified AMI to the specified
organization.

PS C:\> Edit-EC2ImageAttribute -Imageld ami-0Oabcdef1234567890 -
Attribute launchPermission -OperationType add -OrganizationArn
"arn:aws:organizations::123456789012:0rganization/o-123example"

® Note

You do not need to share the Amazon EBS snapshots that an AMI references in order

to share the AMI. Only the AMI itself needs to be shared, and the system automatically
provides the instance with access to the referenced Amazon EBS snapshots for the launch.
However, you do need to share the KMS keys used to encrypt snapshots that the AMI
references. For more information, see Allow organizations and OUs to use a KMS key.

To stop sharing an AMI with an organization or OU
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The following command removes launch permissions for the specified AMI from the specified
organization:

PS C:\> Edit-EC2ImageAttribute -Imageld ami-@abcdef1234567890 -
Attribute launchPermission -OperationType remove -0OrganizationArn
"arn:aws:organizations::123456789012:0rganization/o-123example"

To stop sharing an AMI with all organizations, OUs, and AWS accounts

The following command removes all public and explicit launch permissions from the specified AMI.
Note that the owner of the AMI always has launch permissions and is therefore unaffected by this
command.

PS C:\> Reset-EC2ImageAttribute -Imageld ami-Oabcdef1234567890 -Attribute
launchPermission

Share an AMI (AWS CLI)

Use the modify-image-attribute command (AWS CLI) to share an AMI.

To share an AMI with an organization using the AWS CLI

The modify-image-attribute command grants launch permissions for the specified AMI to the
specified organization. Note that you must specify the full ARN, not just the ID.

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission
"Add=[{0rganizationArn=arn:aws:organizations::123456789012:o0rganization/
o0-123example}]"

To share an AMI with an OU using the AWS CLI

The modify-image-attribute command grants launch permissions for the specified AMI to the
specified OU. Note that you must specify the full ARN, not just the ID.

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission
"Add=[{0rganizationalUnitArn=arn:aws:organizations::123456789012:0u/o-123example/
ou-1234-5examplel}]"
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® Note

You do not need to share the Amazon EBS snapshots that an AMI references in order

to share the AMI. Only the AMI itself needs to be shared, and the system automatically
provides the instance with access to the referenced Amazon EBS snapshots for the launch.
However, you do need to share the KMS keys used to encrypt snapshots that the AMI
references. For more information, see Allow organizations and OUs to use a KMS key.

Stop sharing an AMI

You can use the Amazon EC2 console or the AWS CLI to stop sharing an AMI with an organization
or OU.

Stop sharing an AMI (console)
To stop sharing an AMI with an organization or OU using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose AMiIs.
3. Select your AMI in the list, and then choose Actions, Edit AMI permissions.
4

Under Shared organizations/OUs, select the organizations or OUs with which you want to
stop sharing the AMI, and then choose Remove selected.

o

Choose Save changes when you're done.

6. (Optional) To confirm that you have stopped sharing the AMI with the organizations or
OUs, select the AMI in the list, choose the Permissions tab, and scroll down to Shared
organizations/OUs.

Stop sharing an AMI (AWS CLI)

Use the modify-image-attribute or reset-image-attribute commands (AWS CLI) to stop sharing an
AMI.

To stop sharing an AMI with an organization or OU using the AWS CLI

The modify-image-attribute command removes launch permissions for the specified AMI from the
specified organization. Note that you must specify the ARN.
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aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission
"Remove=[{0rganizationArn=arn:aws:organizations::123456789012:0rganization/
0-123example}]"

To stop sharing an AMI with all organizations, OUs, and AWS accounts using the AWS CLI

The reset-image-attribute command removes all public and explicit launch permissions from the
specified AMI. Note that the owner of the AMI always has launch permissions and is therefore
unaffected by this command.

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

(® Note

You can't stop sharing an AMI with a specific account if it's in an organization or OU with
which an AMl is shared. If you try to stop sharing the AMI by removing launch permissions
for the account, Amazon EC2 returns a success message. However, the AMI continues to be
shared with the account.

View the organizations and OUs with which an AMI is shared

You can use the Amazon EC2 console or the AWS CLI to check with which organizations and OUs
you've shared your AMI.

View the organizations and OUs with which an AMI is shared (console)
To check with which organizations and OUs you've shared your AMI using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose AMiIs.

3. Select your AMI in the list, choose the Permissions tab, and scroll down to Shared
organizations/OUs.

To find AMiIs that are shared with you, see Find shared AMls.
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View the organizations and OUs with which an AMI is shared (AWS CLI)

You can check which organizations and OUs you've shared your AMI with by using the describe-
image-attribute command (AWS CLI) and the 1launchPermission attribute.

To check with which organizations and OUs you've shared your AMI using the AWS CLI

The describe-image-attribute command describes the 1aunchPermission attribute for the

specified AMI, and returns the organizations and OUs with which you've shared the AMI.

aws ec2 describe-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

Example response

{
"Imageld": "ami-@abcdef1234567890",
"LaunchPermissions": [
{
"OrganizationalUnitArn": "arn:aws:organizations::111122223333:0u/
0-123example/ou-1234-5example"
}
]
}
Get the ARN

The organization and the organizational unit ARNs contain the 12-digit management account
number. If you don't know the management account number, you can describe the organization
and the organizational unit to get the ARN for each. In the following examples, 123456789012 is
the management account number.

Before you can get the ARNs, you must have the permission to describe organizations and
organizational units. The following policy provides the necessary permission.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"organizations:Describe*"

]I

"Resource": "*"

To get the ARN of an organization

Use the describe-organization command and the - -query parameter set to

'Organization.Azrn' to return only the organization ARN.

aws organizations describe-organization --query 'Organization.Arn'

Example response

"arn:aws:organizations::123456789012:0rganization/o-123example"

To get the ARN of an organizational unit

Use the describe-organizational-unit command, specify the OU ID, and set the - -query parameter
to 'OrganizationalUnit.Arn' to return only the organizational unit ARN.

aws organizations describe-organizational-unit --organizational-unit-
id ou-1234-5example --query 'OrganizationalUnit.Arn'

Example response

"arn:aws:organizations::123456789012:0u/0-123example/ou-1234-5example"

Share an AMI with specific AWS accounts

You can share an AMI with specific AWS accounts without making the AMI public. All you need are
the AWS account IDs.

An AWS account ID is a 12-digit number, such as 012345678901, that uniquely identifies an
AWS account. For more information, see Viewing AWS account identifiers in the AWS Account
Management Reference Guide.
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Considerations
Consider the following when sharing AMiIs with specific AWS accounts.

« Ownership - To share an AMI, your AWS account must own the AMI.

 Sharing limits - For the maximum number of entities to which an AMI can be shared within a
Region, see the Amazon EC2 service quotas.

» Tags - You can't share user-defined tags (tags that you attach to an AMI). When you share an
AMI, your user-defined tags are not available to any AWS account that the AMI is shared with.

« Encryption and keys - You can share AMIs that are backed by unencrypted and encrypted
snapshots.

» The encrypted snapshots must be encrypted with a KMS key. You can't share AMIs that are
backed by snapshots that are encrypted with the default AWS managed key.

« If you share an AMI that is backed by encrypted snapshots, you must allow the AWS accounts
to use the KMS keys that were used to encrypt the snapshots. For more information, see Allow
organizations and OUs to use a KMS key. To set up the key policy that you need to launch Auto

Scaling instances when you use a customer managed key for encryption, see Required AWS

KMS key policy for use with encrypted volumes in the Amazon EC2 Auto Scaling User Guide.

» Region - AMIs are a Regional resource. When you share an AM], it is only available in that Region.
To make an AMI available in a different Region, copy the AMI to the Region and then share it. For
more information, see Copy an AMI.

« Usage — When you share an AMI, users can only launch instances from the AMI. They can't delete,
share, or modify it. However, after they have launched an instance using your AMI, they can then
create an AMI from their instance.

« Copying shared AMIs - If users in another account want to copy a shared AMI, you must grant
them read permissions for the storage that backs the AMI. For more information, see Cross-
account copying.

« Billing - You are not billed when your AMl is used by other AWS accounts to launch instances.
The accounts that launch instances using the AMI are billed for the instances that they launch.

Share an AMI (console)
To grant explicit launch permissions using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.
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2. In the navigation pane, choose AMiIs.
Select your AMI in the list, and then choose Actions, Edit AMI permissions.
Choose Private.

Under Shared accounts, choose Add account ID.

AN AN S

For AWS account ID, enter the AWS account ID with which you want to share the AMI, and
then choose Share AMI.

To share this AMI with multiple accounts, repeat Steps 5 and 6 until you have added all the
required account IDs.

(® Note

You do not need to share the Amazon EBS snapshots that an AMI references in order
to share the AMI. Only the AMI itself needs to be shared; the system automatically
provides the instance access to the referenced Amazon EBS snapshots for the launch.
However, you do need to share any KMS keys used to encrypt snapshots that the AMI
references. For more information, see Share an Amazon EBS snapshot in the Amazon
EBS User Guide.

7. Choose Save changes when you are done.

8. (Optional) To view the AWS account IDs with which you have shared the AMI, select the AMI
in the list, and choose the Permissions tab. To find AMIs that are shared with you, see Find
shared AMls.

Share an AMI (Tools for Windows PowerShell)

Use the Edit-EC2ImageAttribute command (Tools for Windows PowerShell) to share an AMI as
shown in the following examples.

To grant explicit launch permissions

The following command grants launch permissions for the specified AMI to the specified AWS
account. In the following example, replace the example AMI ID with a valid AMI ID, and replace
account-id with the 12-digit AWS account ID.

PS C:\> Edit-EC2ImageAttribute -Imageld ami-@abcdef1234567890 -Attribute
launchPermission -OperationType add -UserId "account-id"
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® Note

You do not need to share the Amazon EBS snapshots that an AMI references in order to
share the AMI. Only the AMI itself needs to be shared; the system automatically provides
the instance access to the referenced Amazon EBS snapshots for the launch. However, you
do need to share any KMS keys used to encrypt snapshots that the AMI references. For
more information, see Share an Amazon EBS snapshot in the Amazon EBS User Guide.

To remove launch permissions for an account

The following command removes launch permissions for the specified AMI from the specified AWS
account. In the following example, replace the example AMI ID with a valid AMI ID, and replace
account-1id with the 12-digit AWS account ID.

PS C:\> Edit-EC2ImageAttribute -Imageld ami-@abcdef1234567890 -Attribute
launchPermission -OperationType remove -UserId "account-id"

To remove all launch permissions

The following command removes all public and explicit launch permissions from the specified AMI.
Note that the owner of the AMI always has launch permissions and is therefore unaffected by this
command. In the following example, replace the example AMI ID with a valid AMI ID.

PS C:\> Reset-EC2ImageAttribute -Imageld ami-@abcdef1234567890 -Attribute
launchPermission

Share an AMI (AWS CLI)

Use the modify-image-attribute command (AWS CLI) to share an AMI as shown in the following

examples.
To grant explicit launch permissions

The following command grants launch permissions for the specified AMI to the specified AWS
account. In the following example, replace the example AMI ID with a valid AMI ID, and replace
account-1id with the 12-digit AWS account ID.

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
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--launch-permission "Add=[{UserId=account-id}]"

(® Note

You do not need to share the Amazon EBS snapshots that an AMI references in order to
share the AMI. Only the AMI itself needs to be shared; the system automatically provides
the instance access to the referenced Amazon EBS snapshots for the launch. However, you
do need to share any KMS keys used to encrypt snapshots that the AMI references. For
more information, see Share an Amazon EBS snapshot in the Amazon EBS User Guide.

To remove launch permissions for an account

The following command removes launch permissions for the specified AMI from the specified AWS
account. In the following example, replace the example AMI ID with a valid AMI ID, and replace
account-1id with the 12-digit AWS account ID.

aws ec2 modify-image-attribute \
--image-id ami-@abcdef1234567890 \
--launch-permission "Remove=[{UsexId=account-id}]1"

To remove all launch permissions

The following command removes all public and explicit launch permissions from the specified AMI.
Note that the owner of the AMI always has launch permissions and is therefore unaffected by this
command. In the following example, replace the example AMI ID with a valid AMI ID.

aws ec2 reset-image-attribute \
--image-id ami-@abcdef1234567890 \
--attribute launchPermission

Cancel having an AMI shared with your AWS account

An Amazon Machine Image (AMI) can be shared with specific AWS accounts by adding the
accounts to the AMI's launch permissions. If an AMI has been shared with your AWS account and
you no longer want it shared with your account, you can remove your account from the AMl's

launch permissions. You do this by running the cancel-image-launch-permission AWS
CLI command. When running this command, your AWS account is removed from the launch
permissions for the specified AMI.

Cancel having an AMI shared with your account 274


https://docs.aws.amazon.com/ebs/latest/userguide/ebs-modifying-snapshot-permissions.html

Amazon Elastic Compute Cloud User Guide for Windows Instances

You might cancel having an AMI shared with your account, for example, to reduce the likelihood
of launching an instance with an unused or deprecated AMI that was shared with you. When you
cancel having an AMI shared with your account, it no longer appears in any AMI lists in the EC2
console or in the output for describe-images.

Topics
« Limitations

» Cancel having an AMI shared with your account

« Find AMIs that are shared with your account

Limitations

« You can remove your account from the launch permissions of an AMI that is shared with your
AWS account only. You can't use cancel-image-launch-permission to remove your account
from the launch permissions of an AMI shared with an organization or organizational unit (OU)
or to remove access to public AMils.

» You can't permanently remove your account from the launch permissions of an AMI. An AMI
owner can share an AMI with your account again.

« AMiIs are a Regional resource. When running cancel-image-launch-permission, you must
specify the Region in which the AMI is located. Either specify the Region in the command, or use
the AWS_DEFAULT_REGION environment variable.

« Only the AWS CLI and SDKs support removing your account from the launch permissions of an
AMI. The EC2 console does not currently support this action.

Cancel having an AMI shared with your account

(@ Note

After you cancel having an AMI shared with your account, you can't undo it. To regain
access to the AMI, the AMI owner must share it with your account.

AWS CLI

To cancel having an AMI shared with your AWS account
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Use the cancel-image-launch-permission command and specify the AMI ID.

aws ec2 cancel-image-launch-permission \
--image-id ami-0123456789example \
--region us-east-1

Expected output

{
"Return": true
}
PowerShell

To cancel having an AMI shared with your AWS account using the AWS Tools for PowerShell

Use the Stop-EC2ImagelLaunchPermission command and specify the AMI ID.

Stop-EC2ImageLaunchPermission °
-Imageld ami-0123456789example °
-Region us-east-1

Expected output

True

Find AMIs that are shared with your account

To find the AMiIs that are shared with your AWS account, see Find shared AMls.

Use bookmarks

If you have created a public AMI, or shared an AMI with another AWS account, you can create

a bookmark that allows a user to access your AMI and launch an instance in their own account
immediately. This is an easy way to share AMI references, so users don't have to spend time finding
your AMI in order to use it.

Note that your AMI must be public, or you must have shared it with the user to whom you want to
send the bookmark.
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To create a bookmark for your AMI

1.

Type a URL with the following information, where region is the Region in which your AMI
resides:

https://console.aws.amazon.com/ec2/v2/home?
region=region#LaunchInstanceWizard:ami=ami_id

For example, this URL launches an instance from the ami-Oabcdef1234567890 AMI in the US
East (N. Virginia) us-east-1 Region:

https://console.aws.amazon.com/ec2/v2/home?region=us-
east-1#LaunchInstanceWizard:ami=ami-@abcdef1234567890

Distribute the link to users who want to use your AMI.

To use a bookmark, choose the link or copy and paste it into your browser. The launch wizard
opens, with the AMI already selected.

Best practices for shared Windows AMIs

Use the following guidelines to reduce the attack surface and improve the reliability of the AMlIs

you create.

No list of security guidelines can be exhaustive. Build your shared AMIs carefully and take time to
consider where you might expose sensitive data.

Develop a repeatable process for building, updating, and republishing AMls.
Build AMIs using the most up-to-date operating systems, packages, and software.

Download and install the latest version of the EC2Conf1ig service. For more information about
installing this service, see Install the latest version of EC2Config.

Verify that Ec2SetPassword, Ec2WindowsActivate and Ec2HandleUserData are enabled.
Verify that no guest accounts or Remote Desktop user accounts are present.
Disable or remove unnecessary services and programs to reduce the attack surface of your AMI.

Remove instance credentials, such as your key pair, from the AMI (if you saved them on the AMI).
Store the credentials in a safe location.
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» Ensure that the administrator password and passwords on any other accounts are set to an
appropriate value for sharing. These passwords are available for anyone who launches your
shared AMI.

» Test your AMI before you share it.

Paid AMIls

After you create an AMI, you can keep it private so that only you can use it, or you can share it with
a specified list of AWS accounts. You can also make your custom AMI public so that the community
can use it. Building a safe, secure, usable AMI for public consumption is a fairly straightforward
process, if you follow a few simple guidelines. For information about how to create and use shared
AMls, see Shared AMls.

You can purchase AMIs from a third party, including AMIs that come with service contracts from
organizations such as Red Hat. You can also create an AMI and sell it to other Amazon EC2 users.

A paid AMI is an AMI that you can purchase from a developer.

Amazon EC2 integrates with AWS Marketplace, enabling developers to charge other Amazon EC2
users for the use of their AMIs or to provide support for instances.

The AWS Marketplace is an online store where you can buy software that runs on AWS, including

AMIs that you can use to launch your EC2 instance. The AWS Marketplace AMIs are organized into
categories, such as Developer Tools, to enable you to find products to suit your requirements. For
more information about AWS Marketplace, see the AWS Marketplace website.

Launching an instance from a paid AMl is the same as launching an instance from any other AMI.
No additional parameters are required. The instance is charged according to the rates set by the
owner of the AMI, as well as the standard usage fees for the related web services, for example,
the hourly rate for running an m1.small instance type in Amazon EC2. Additional taxes might also
apply. The owner of the paid AMI can confirm whether a specific instance was launched using that
paid AMI.

/A Important

Amazon DevPay is no longer accepting new sellers or products. AWS Marketplace is now
the single, unified e-commerce platform for selling software and services through AWS. For
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information about how to deploy and sell software from AWS Marketplace, see Selling in
AWS Marketplace. AWS Marketplace supports AMIs backed by Amazon EBS.

Contents

« Sell your AMI
» Find a paid AMI

» Purchase a paid AMI

o Get the product code for your instance

» Use paid support

« Bills for paid and supported AMIs

» Manage your AWS Marketplace subscriptions

Sell your AMI

You can sell your AMI using AWS Marketplace. AWS Marketplace offers an organized shopping
experience. Additionally, AWS Marketplace also supports AWS features such as Amazon EBS-backed
AMIs, Reserved Instances, and Spot Instances.

For information about how to sell your AMI on the AWS Marketplace, see Selling in AWS
Marketplace.

Find a paid AMI

There are several ways that you can find AMIs that are available for you to purchase. For example,
you can use AWS Marketplace, the Amazon EC2 console, or the command line. Alternatively, a

developer might let you know about a paid AMI themselves.

Find a paid AMI using the console
To find a paid AMI using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, choose AMiIs.

3. Choose Public images for the first filter.
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4. Inthe Search bar, choose Owner alias, then =, and then aws-marketplace.

5. If you know the product code, choose Product code, then =, and then enter the product code.

Find a paid AMI using AWS Marketplace
To find a paid AMI using AWS Marketplace

1. Open AWS Marketplace.

2. Enter the name of the operating system in the search field, and then choose the search button
(magnifying glass).

To scope the results further, use one of the categories or filters.

4. Each product is labeled with its product type: either AMI or Software as a Service.

Find a paid AMI using the Tools for Windows PowerShell

You can find a paid AMI using the following Get-EC2Image command.

PS C:\> Get-EC2Image -Owner aws-marketplace

The output for a paid AMI includes the product code.

ProductCodelId ProductCodeType

product_code marketplace

If you know the product code, you can filter the results by product code. This example returns the
most recent AMI with the specified product code.

PS C:\> (Get-EC2Image -Owner aws-marketplace -Filter @{"Name"="product-
code";"Value"="product_code"} | sort CreationDate -Descending | Select-Object -First
1).Imageld

Find a paid AMI using the AWS CLI

You can find a paid AMI using the following describe-images command (AWS CLI).

aws ec2 describe-images

Find a paid AMI 280


https://aws.amazon.com/marketplace
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2Image.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html

Amazon Elastic Compute Cloud User Guide for Windows Instances

--owners aws-marketplace

This command returns numerous details that describe each AMI, including the product code for
a paid AML. The output from describe-images includes an entry for the product code like the
following:

"ProductCodes": [

{
"ProductCodeld": "product_code",
"ProductCodeType": "marketplace"

1,

If you know the product code, you can filter the results by product code. This example returns the
most recent AMI with the specified product code.

aws ec2 describe-images
--owners aws-marketplace \
--filters "Name=product-code,Values=product_code" \
--quexry "sort_by(Images, &CreationDate)[-1].[ImageId]"

Purchase a paid AMI

You must sign up for (purchase) a paid AMI before you can launch an instance using the AMI.

Typically a seller of a paid AMI presents you with information about the AMI, including its price and
a link where you can buy it. When you click the link, you're first asked to log into AWS, and then
you can purchase the AMI.

Purchase a paid AMI using the console

You can purchase a paid AMI by using the Amazon EC2 launch wizard. For more information, see
Launch an AWS Marketplace instance.

Subscribe to a product using AWS Marketplace

To use the AWS Marketplace, you must have an AWS account. To launch instances from AWS
Marketplace products, you must be signed up to use the Amazon EC2 service, and you must be
subscribed to the product from which to launch the instance. There are two ways to subscribe to
products in the AWS Marketplace:
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o AWS Marketplace website: You can launch preconfigured software quickly with the 1-Click
deployment feature.

« Amazon EC2 launch wizard: You can search for an AMI and launch an instance directly from the
wizard. For more information, see Launch an AWS Marketplace instance.

Get the product code for your instance

You can retrieve the AWS Marketplace product code for your instance using its instance metadata.
For more information about retrieving metadata, see Instance metadata and user data.

To retrieve a product code, use the following command:

PS C:\> Invoke-RestMethod -uri http://169.254.169.254/latest/meta-data/product-codes

If the instance has a product code, Amazon EC2 returns it.

Use paid support

Amazon EC2 also enables developers to offer support for software (or derived AMIs). Developers
can create support products that you can sign up to use. During sign-up for the support product,
the developer gives you a product code, which you must then associate with your own AMI. This
enables the developer to confirm that your instance is eligible for support. It also ensures that
when you run instances of the product, you are charged according to the terms for the product
specified by the developer.

/A Important

You can't use a support product with Reserved Instances. You always pay the price that's
specified by the seller of the support product.

To associate a product code with your AMI, use one of the following commands, where ami_id is
the ID of the AMI and product_code is the product code:

« modify-image-attribute (AWS CLI)

aws ec2 modify-image-attribute --image-id ami_id --product-codes "product_code"

o Edit-EC2ImageAttribute (AWS Tools for Windows PowerShell)
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PS C:\> Edit-EC2ImageAttribute -Imageld ami_id -ProductCode product_code

After you set the product code attribute, it cannot be changed or removed.

Bills for paid and supported AMIs

At the end of each month, you receive an email with the amount your credit card has been charged
for using any paid or supported AMis during the month. This bill is separate from your regular
Amazon EC2 bill. For more information, see Paying for products in the AWS Marketplace Buyer
Guide.

Manage your AWS Marketplace subscriptions

On the AWS Marketplace website, you can check your subscription details, view the vendor's usage
instructions, manage your subscriptions, and more.

To check your subscription details

1. Login to the AWS Marketplace.

2. Choose Your Marketplace Account.
3. Choose Manage your software subscriptions.
4

All your current subscriptions are listed. Choose Usage Instructions to view specific
instructions for using the product, for example, a user name for connecting to your running
instance.

To cancel an AWS Marketplace subscription

1. Ensure that you have terminated any instances running from the subscription.

a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

b. Inthe navigation pane, choose Instances.
c. Select the instance, and then choose Instance state, Terminate instance.
d. Choose Terminate when prompted for confirmation.

2. Login to the AWS Marketplace, and choose Your Marketplace Account, then Manage your
software subscriptions.
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3.

Choose Cancel subscription. You are prompted to confirm your cancellation.

® Note

After you've canceled your subscription, you are no longer able to launch any instances
from that AMI. To use that AMI again, you need to resubscribe to it, either on the AWS
Marketplace website, or through the launch wizard in the Amazon EC2 console.

AMI lifecycle

You can create your own AMIls, copy them, back them up, and maintain them until you are ready to

deprecate or deregister them.

Contents

Create a custom Windows AMI

Modify an AMI

Copy an AMI

Store and restore an AMI using S3

Deprecate an AMI

Disable an AMI

Archive AMI snapshots

Deregister your AMI

Automate the EBS-backed AMI lifecycle

Create a custom Windows AMI

You can launch an instance from an existing Windows AMI, customize the instance, and then save

this updated configuration as a custom AMI. Instances launched from this new custom AMl include

the customizations that you made when you created the AMI.

To help categorize and manage your AMls, you can assign custom tags to them. For more

information, see Tag your Amazon EC2 resources.
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To create a custom Linux AMI, use the procedure for the type of volume for the instance. For more
information, see Create an Amazon EBS-backed Linux AMI or Create an instance store-backed Linux
AMI in the Amazon EC2 User Guide for Linux Instances.

Topics

« How the creation of a custom AMI works

o Create a Windows AMI from a running instance

» Create a standardized Amazon Machine Image (AMI) using Sysprep

How the creation of a custom AMI works

First, launch an instance from an AMI that's similar to the AMI that you'd like to create. You can
connect to your instance and customize it. When the instance is set up the way you want it, ensure
data integrity by stopping the instance before you create an AMI and then create the image. We
automatically register the AMI for you.

During the AMI-creation process, Amazon EC2 creates snapshots of your instance's root volume
and any other EBS volumes attached to your instance. You're charged for the snapshots until
you deregister the AMI and delete the snapshots. For more information, see Deregister your AMI.

If any volumes attached to the instance are encrypted, the new AMI only launches successfully
on instance types that support Amazon EBS encryption. For more information, see Amazon EBS
encryption in the Amazon EBS User Guide.

Depending on the size of the volumes, it can take several minutes for the AMI-creation process to
complete (sometimes up to 24 hours). You may find it more efficient to create snapshots of your
volumes prior to creating your AMI. This way, only small, incremental snapshots need to be created
when the AMI is created, and the process completes more quickly (the total time for snapshot
creation remains the same).

After the process completes, you have a new AMI and snapshot created from the root volume of
the instance. When you launch an instance using the new AMI, we create a new EBS volume for its
root volume using the snapshot.
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® Note

A Windows AMI must be created from an Amazon EC2 instance. Creation of a Windows
AMI from an EBS snapshot is currently not supported as it might cause issues with billing,
performance, and general operation.

If you add instance store volumes or Amazon Elastic Block Store (Amazon EBS) volumes to your

instance in addition to the root device volume, the block device mapping for the new AMI contains

information for these volumes, and the block device mappings for instances that you launch from

the new AMI automatically contain information for these volumes. The instance store volumes
specified in the block device mapping for the new instance are new and don't contain any data
from the instance store volumes of the instance you used to create the AMI. The data on EBS
volumes persists. For more information, see Block device mappings.

® Note
When you create a new instance from a custom AMI, you should initialize both its root
volume and any additional EBS storage before putting it into production. For more
information, see Initialize Amazon EBS volumes.

Create a Windows AMI from a running instance

You can create an AMI using the AWS Management Console or the command line. The following
diagram summarizes the process for creating an AMI from a running EC2 instance. Start with an
existing AMI, launch an instance, customize it, create a new AMI from it, and finally launch an
instance of your new AMI. The steps in the following diagram match the steps in the procedure

below.

(® Note

If you already have a running Windows instance, you can go directly to step 5.
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To create an AMI from an instance using the console

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. In the navigation pane, under Images, choose AMls.

3. Use the Filter options to scope the list of AMIs to the Windows AMIs that meet your needs. For
example, to view the Windows AMIs provided by AWS, choose Public images from the drop-
down list. Choose the Search bar, and then from the menu, choose Owner alias, then =, and
then amazon. Choose Source from the menu and enter one of the following, depending on
the version of Windows Server that you need:

amazon/Windows_Server-2022

amazon/Windows_Server-2019

amazon/Windows_Server-2016

amazon/Windows_Server-2012

Add any other filters that you need. When you have chosen an AMI, select its check box.

4. Choose Launch instance from AMI (new console) or Launch (old console). Accept the default
values as you step through the wizard. For more information, see Launch an instance using the

new launch instance wizard. When the instance is ready, connect to it. For more information,

see Connect to your Windows instance.

5. Once you connect to the instance, you can perform any of the following actions to customize it
for your needs:
« Install software and applications
» Copy data
o Reduce start time by deleting temporary files and defragmenting your hard drive
« Attach additional EBS volumes

» Create a new user account and add it to the Administrators group
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If you are sharing your AMI, these credentials can be supplied for RDP access without
disclosing your default administrator password.

o [Windows Server 2022 and later] Configure settings using EC2Launch v2. To generate
a random password at launch time, configure the setAdminAccount task. For more
information, see setAdminAccount.

o [Windows Server 2016 and 2019] Configure settings using EC2Launch. To generate
a random password at launch time, use the adminPasswordType setting. For more
information, see Configure EC2Launch.

» [Windows Server 2012 R2 and earlier] Configure settings using EC2Config. To generate
a random password at launch time, enable the Ec2SetPassword plugin; otherwise, the
current administrator password is used. For more information, see EC2Config settings files.

6. In the navigation pane, choose Instances and select your instance. Choose Actions, Image and
templates, and Create image.

® Tip

If this option is disabled, your instance isn't an Amazon EBS-backed instance.

7. Specify a unique name for the image and an optional description (up to 255 characters).

By default, when Amazon EC2 creates the new AM], it reboots the instance so that it can take
snapshots of the attached volumes while data is at rest, in order to ensure a consistent state.
For the No reboot setting, you can select the Enable check box to prevent Amazon EC2 from
shutting down and rebooting the instance.

/A Warning

If you choose to enable No reboot, we can't guarantee the file system integrity of the
created image.

(Optional) Modify the root volume, EBS volumes, and instance store volumes as needed. For
example:

« To change the size of the root volume, locate the Root volume in the Type column, and fill
in the Size field.
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» To suppress an EBS volume specified by the block device mapping of the AMI used to launch
the instance, locate the EBS volume in the list and choose Delete.

» To add an EBS volume, choose Add New Volume, Type, and EBS, and fill in the fields. When
you then launch an instance from your new AMI, these additional volumes are automatically
attached to the instance. Empty volumes must be formatted and mounted. Volumes based
on a snapshot must be mounted.

» To suppress an instance store volume specified by the block device mapping of the AMI used
to launch the instance, locate the volume in the list and choose Delete.

» To add an instance store volume, choose Add New Volume, Type, and Instance Store, and
select a device name from the Device list. When you launch an instance from your new AMI,
these additional volumes are automatically initialized and mounted. These volumes don't
contain data from the instance store volumes of the running instance from which you based
your AMI.

When you are finished, choose Create Image.

8. While your AMI is being created, you can choose AMIs in the navigation pane to view its status.
Clear your previous filters, and choose Owned by me from the drop-down list. Initially, the
status is pending. After a few minutes, the status should change to available.

(Optional) Choose Snapshots in the navigation pane to view the snapshot that was created for
the new AMI. When you launch an instance from this AMI, we use this snapshot to create its
root device volume.

9. Launch an instance from your new AMI. For more information, see Launch an instance using

the new launch instance wizard. The new running instance contains all of the customizations
you applied in previous steps, and any additional customization you add when launching the
instance, such as user data (scripts that run when the instance starts).

Create an AMI from an instance using the command line

You can use one of the following commands. For more information about these command line
interfaces, see Access Amazon EC2.

« create-image (AWS CLI)
« New-EC2Image (AWS Tools for Windows PowerShell)
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Create a standardized Amazon Machine Image (AMI) using Sysprep

The Microsoft System Preparation (Sysprep) tool simplifies the process of duplicating a customized
installation of Windows. You can use Sysprep to create a standardized Amazon Machine Image
(AMI). You can then create new Amazon EC2 instances for Windows from this standardized image.

We recommend that you use EC2 Image Builder to automate the creation, management, and
deployment of customized, secure, and up-to-date "golden" server images that are pre-installed
and preconfigured with software and settings.

If you use Sysprep to create a standardized AMI, we recommend that you run Sysprep with
EC2Launch v2. If you are still using the EC2Config (Windows Server 2012 R2 and earlier) or
EC2Launch (Windows Server 2016 and 2019) agents, see the documentation for using Sysprep
with EC2Config and EC2Launch below.

/A Important

Do not use Sysprep to create an instance backup. Sysprep removes system-specific
information; removing this information might have unintended consequences for an
instance backup.

To troubleshoot Sysprep, see Troubleshoot Sysprep.

Contents

» Before you begin

o Use Sysprep with EC2Launch v2

o Use Sysprep with EC2Launch

» Use Sysprep with EC2Config

Before you begin

» Before performing Sysprep, we recommend that you remove all local user accounts and all
account profiles other than a single administrator account under which Sysprep will be run. If
you perform Sysprep with additional accounts and profiles, unexpected behavior could result,
including loss of profile data or failure to complete Sysprep.

+ Learn more about Sysprep on Microsoft TechNet.
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» Learn which server roles are supported for Sysprep.

Use Sysprep with EC2Launch v2

This section contains details about the different Sysprep execution phases and the tasks performed
by the EC2Launch v2 service as the image is prepared. It also includes the steps to create a
standardized AMI using Sysprep with the EC2Launch v2 service.

Sysprep with EC2Launch v2 topics

» Sysprep phases

« Sysprep actions

» Post Sysprep
e Run Sysprep with EC2Launch v2

Sysprep phases

Sysprep runs through the following phases:

» Generalize: The tool removes image-specific information and configurations. For example,
Sysprep removes the security identifier (SID), the computer name, the event logs, and specific
drivers, to name a few. After this phase is completed, the operating system (OS) is ready to
create an AMLI.

® Note

When you run Sysprep with the EC2Launch v2 service, the system prevents drivers from
being removed because the PersistAllDevicelInstalls setting is set to true by
default.

» Specialize: Plug and Play scans the computer and installs drivers for any detected devices.
The tool generates OS requirements, like the computer name and SID. Optionally, you can run
commands in this phase.

« Out-of-Box Experience (OOBE): The system runs an abbreviated version of Windows Setup and
asks you to enter information such as system language, time zone, and registered organization.
When you run Sysprep with EC2Launch v2, the answer file automates this phase.
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Sysprep actions
Sysprep and EC2Launch v2 perform the following actions when preparing an image.

1. When you choose Shutdown with Sysprep in the EC2Launch settings dialog box, the system
runs the ec2launch sysprep command.

2. EC2Launch v2 edits the content of the unattend. xml file by reading the registry value at
HKEY_USERS\.DEFAULT\Control Panel\International\LocaleName. This file is located
in the following directory: C:\ProgramData\Amazon\EC2Launch\sysprep.

3. The system run the BeforeSysprep.cmd. This command creates a registry key as follows:

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 1 /f

The registry key disables RDP connections until they are re-enabled. Disabling RDP connections
is @ necessary security measure because, during the first boot session after Sysprep has run,
there is a short period of time where RDP allows connections and the Administrator password is
blank.

4. The EC2Launch v2 service calls Sysprep by running the following command:

sysprep.exe /oobe /generalize /shutdown /unattend: "C:\ProgramData\Amazon\EC2Launch
\sysprep\unattend.xml"

Generalize phase

« EC2Launch v2 removes image-specific information and configurations, such as the computer
name and the SID. If the instance is a member of a domain, it is removed from the domain. The
unattend.xml answer file includes the following settings that affect this phase:

« PersistAllDevicelnstalls: This setting prevents Windows Setup from removing and
reconfiguring devices, which speeds up the image preparation process because Amazon AMIs
require certain drivers to run and re-detection of those drivers would take time.

« DoNotCleanUpNonPresentDevices: This setting retains Plug and Play information for devices
that are not currently present.

» Sysprep shuts down the OS as it prepares to create the AMI. The system either launches a new
instance or starts the original instance.
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Specialize phase

The system generates OS-specific requirements, such as a computer name and an SID. The
system also performs the following actions based on configurations that you specify in the
unattend.xml answer file.

» CopyProfile: Sysprep can be configured to delete all user profiles, including the built-in
Administrator profile. This setting retains the built-in Administrator account so that any
customizations you make to that account are carried over to the new image. The default value is
True.

CopyProfile replaces the default profile with the existing local administrator profile. All accounts
that you log in to after running Sysprep receive a copy of that profile and its contents at first
login.

If you don't have specific user-profile customizations that you want to carry over to the new
image, then change this setting to False. Sysprep will remove all user profiles (this saves time
and disk space).

« TimeZone: The time zone is set to Coordinate Universal Time (UTC) by default.

» Synchronous command with order 1: The system runs the following command, which enables
the administrator account and specifies the password requirement:

net user Administrator /ACTIVE:YES /LOGONPASSWORDCHG:NO /EXPIRES:NEVER /
PASSWORDREQ:YES

« Synchronous command with order 2: The system scrambles the administrator password.
This security measure is designed to prevent the instance from being accessible after Sysprep
completes if you did not enable the ec2setpassword setting.

C:\Program Files\Amazon\Ec2ConfigService\ScramblePassword.exe" -u Administrator

» Synchronous command with order 3: The system runs the following command:
C:\Program Files\Amazon\Ec2ConfigService\Scripts\SysprepSpecializePhase.cmd
This command adds the following registry key, which re-enables RDP:

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 0 /f
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OOBE phase

1. The system specifies the following configurations using the EC2Launch v2 answer file:

<InputLocale>en-US</InputLocale>

e <SystemlLocale>en-US</SystemLocale>

e <UILanguage>en-US</UILanguage>

e <UserlLocale>en-US</UserlLocale>

o <HideEULAPage>true</HideEULAPage>

e <HideWirelessSetupInOOBE>true</HideWirelessSetupInOOBE>

« <ProtectYourPC>3</ProtectYourPC>

« <BluetoothTaskbarIconEnabled>false</BluetoothTaskbarIconEnabled>
e <TimeZone>UTC</TimeZone>

+ <RegisteredOrganization>Amazon.com</RegisteredOrganization>

o <RegisteredOwner>EC2</RegisteredOwner>

(® Note

During the generalize and specialize phases, EC2Launch v2 monitors the status of the
OS. If EC2Launch v2 detects that the OS is in a Sysprep phase, then it publishes the
following message to the system log:

Windows is being configured. SysprepState=IMAGE_STATE_UNDEPLOYABLE

2. The system runs EC2Launch v2.
Post Sysprep
After Sysprep completes, EC2Launch v2 sends the following message to the console output:

Windows sysprep configuration complete.

EC2Launch v2 then performs the following actions:

1. Reads the content of the agent-config.yml file and runs configured tasks.
2. Executes all tasks in the preReady stage.

3. After it is finished, sends a Windows is ready message to the instance system logs.

Create a custom Windows AMI 294



Amazon Elastic Compute Cloud User Guide for Windows Instances

4. Executes all tasks in the PostReady stage.

For more information about EC2Launch v2 , see Configure a Windows instance using EC2Launch
V2.

Run Sysprep with EC2Launch v2
Use the following procedure to create a standardized AMI using Sysprep with EC2Launch v2.

In the Amazon EC2 console, locate or create an AMI that you want to duplicate.

1.

2. Launch and connect to your Windows instance.

3. Customize it.

4. From the Windows Start menu, search for and choose Amazon EC2Launch settings. For more

information about the options and settings in the Amazon EC2Launch settings dialog box, see
EC2Launch v2 settings.

5. Select Shutdown with Sysprep or Shutdown without Sysprep.

When you are asked to confirm that you want to run Sysprep and shut down the instance, click
Yes. EC2Launch v2 runs Sysprep. Next, you are logged off the instance, and the instance shuts
down. If you check the Instances page in the Amazon EC2 console, the instance state changes from
Running to Stopping to Stopped. At this point, it's safe to create an AMI from this instance.

You can manually invoke the Sysprep tool from the command line using the following command:

"sprogramfiles%\amazon\ec2launch\ec2launch.exe" sysprep --shutdown=true

Use Sysprep with EC2Launch

EC2Launch offers a default answer file and batch files for Sysprep that automate and secure the
image-preparation process on your AMI. Modifying these files is optional. These files are located in
the following directory by default: C:\ProgramData\Amazon\EC2-Windows\Launch\Sysprep.

/A Important

Do not use Sysprep to create an instance backup. Sysprep removes system-specific
information. If you remove this information there might be unintended consequences for
an instance backup.
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Sysprep with EC2Launch topics
« EC2Launch answer and batch files for Sysprep

e Run Sysprep with EC2Launch

« Update metadata/KMS routes for Server 2016 and later when launching a custom AMI

EC2Launch answer and batch files for Sysprep

The EC2Launch answer file and batch files for Sysprep include the following:

Unattend. xml

This is the default answer file. If you run SysprepInstance.psl or choose
ShutdownWithSysprep in the user interface, the system reads the setting from this file.

BeforeSysprep.cmd

Customize this batch file to run commands before EC2Launch runs Sysprep.

SysprepSpecialize.cmd

Customize this batch file to run commands during the Sysprep specialize phase.

Run Sysprep with EC2Launch

On the full installation of Windows Server 2016 and later (with a desktop experience), you can run
Sysprep with EC2Launch manually or by using the EC2 Launch Settings application.

To run Sysprep using the EC2Launch Settings application

1. Inthe Amazon EC2 console, locate or create a Windows Server 2016 or later AMI.
2. Launch a Windows instance from the AMI.

3. Connect to your Windows instance and customize it.

4

Search for and run the EC2LaunchSettings application. It is located in the following directory
by default: C:\ProgramData\Amazon\EC2-Windows\Launch\Settings.
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B Ec2 Launch Settings
General |

Set Computer Name

[] Set the computer name of the instance ip-<hex internal IP>.

Disable this feature to persist your own computer name setting.
Set Wallpaper
[f] Overlay instance information on the current wallpaper.
Extend Boot Volume
Extend OS partition to consume free space for boot volume.
Add DNS Suffix List

Add DN5 suffix list to allow DN5 resolution of servers running
in EC2 without providing the fully qualified domain name.
Handle User Data

Execute user data provided at instance launch,

Mote: This will be re-enabled when running shutdown with
sysprep below.

Administrator Password

| Ramdom (Retrieve from console)

'S

| Specify (Temporarily store in config file)

! Do Nothing (Customize Unattend.xml for sysprep)

These changes will take effect on next boot if Ec2Launch script is
scheduled. By default, it is scheduled by shutdown options below,

Sysprep

Sysprep is a Microsoft tool that prepares an image for multiple
launches.

Ec2Launch Script Location: F

CAProgramData\Amazon\ECZ-Windows\Launch\Scripts\Initializelnsta

[] Run EC2Launch on every boot (instead of just the next boot).

Shutdown without Sysprep Shutdown with Sysprep
Ok Cancel Apply
5. Select or clear options as needed. These settings are stored in the LaunchConfig. json file.
6.

For Administrator Password, do one of the following:
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7.

o Choose Random. EC2Launch generates a password and encrypts it using the user's key. The
system disables this setting after the instance is launched so that this password persists if
the instance is rebooted or stopped and started.

» Choose Specify and type a password that meets the system requirements. The password
is stored in LaunchConfig. json as clear text and is deleted after Sysprep sets the
administrator password. If you shut down now, the password is set immediately. EC2Launch
encrypts the password using the user's key.

» Choose DoNothing and specify a password in the unattend. xml file. If you don't specify a
password in unattend. xml, the administrator account is disabled.

Choose Shutdown with Sysprep.

To manually run Sysprep using EC2Launch

1.

In the Amazon EC2 console locate or create a Windows Server 2016 or later Datacenter edition
AMI that you want to duplicate.

Launch and connect to your Windows instance.
Customize the instance.

Specify settings in the LaunchConfig. json file. This file is located in the C:\ProgramData
\Amazon\EC2-Windows\Launch\Config directory by default.

For adminPasswordType, specify one of the following values:

Random

EC2Launch generates a password and encrypts it using the user's key. The system disables
this setting after the instance is launched so that this password persists if the instance is
rebooted or stopped and started.

Specify

EC2Launch uses the password you specify in adminPasswozrd. If the password does not
meet the system requirements, EC2Lauch generates a random password instead. The
password is stored in LaunchConfig. json as clear text and is deleted after Sysprep sets
the administrator password. EC2Launch encrypts the password using the user's key.
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DoNothing

EC2Launch uses the password you specify in the unattend. xml file. If you don't specify a
password in unattend. xml, the administrator account is disabled.

5. (Optional) Specify settings in unattend. xml and other configuration files. If plan to attend
to the installation, then you don't need to make changes in these files. The files are located
in the following directory by default: C:\ProgramData\Amazon\EC2-Windows\Launch
\Sysprep.

6. In Windows PowerShell, run . /InitializeInstance.psl -Schedule. The scriptis located
in the following directory, by default: C:\ProgramData\Amazon\EC2-Windows\Launch
\Scripts. This script schedules the instance to initialize during the next boot. You must run
this script before you run the SysprepInstance.psl scriptin the next step.

7. In Windows PowerShell, run . /SysprepInstance.psl. The scriptis located in the following
directory by default: C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts.

You are logged off the instance and the instance shuts down. If you check the Instances page in
the Amazon EC2 console, the instance state changes from Running to Stopping, and then to
Stopped. At this point, it is safe to create an AMI from this instance.

Update metadata/KMS routes for Server 2016 and later when launching a custom AMI

To update metadata/KMS routes for Server 2016 and later when launching a custom AMI, do one
of the following:

« Run the EC2LaunchSettings GUI (C:\ProgramData\Amazon\EC2-Windows\Launch\Settings
\Ec2LaunchSettings.exe) and select the option to shut down with Sysprep.

o Run EC2LaunchSettings and shut down without Sysprep before creating the AMI. This sets the
EC2 Launch Initialize tasks to run at the next boot, which will set routes based on the subnet for
the instance.

« Manually reschedule EC2 Launch initialize tasks before creating an AMI from PowerShell.

/A Important

Take note of the default password reset behavior before rescheduling tasks.

« To update the routes on a running instance that is experiencing Windows activation or
communication with instance metadata failures, see "Unable to activate Windows".
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Use Sysprep with EC2Config

This section contains details about the different Sysprep execution phases and the tasks
performed by the EC2Config service as the image is prepared. It also includes the steps to create a
standardized AMI using Sysprep with the EC2Config service.

Sysprep with EC2Config topics

Sysprep phases

Sysprep actions

Post Sysprep
Run Sysprep with the EC2Config service

Sysprep phases

Sysprep runs through the following phases:

» Generalize: The tool removes image-specific information and configurations. For example,
Sysprep removes the security identifier (SID), the computer name, the event logs, and specific
drivers, to name a few. After this phase is completed, the operating system (OS) is ready to
create an AMLI.

® Note

When you run Sysprep with the EC2Config service, the system prevents drivers from
being removed because the PersistAllDevicelnstalls setting is set to true by default.

» Specialize: Plug and Play scans the computer and installs drivers for any detected devices.
The tool generates OS requirements like the computer name and SID. Optionally, you can run
commands in this phase.

« Out-of-Box Experience (OOBE): The system runs an abbreviated version of Windows Setup and
asks the user to enter information such as a system language, the time zone, and a registered
organization. When you run Sysprep with EC2Config, the answer file automates this phase.

Sysprep actions

Sysprep and the EC2Config service perform the following actions when preparing an image.
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1. When you choose Shutdown with Sysprep in the EC2 Service Properties dialog box, the system
runs the ec2config.exe -sysprep command.

2. The EC2Config service reads the content of the BundleConfig. xml file. This file is located
in the following directory, by default: C:\Program Files\Amazon\Ec2ConfigService
\Settings.

The BundleConfig. xml file includes the following settings. You can change these settings:

» AutoSysprep: Indicates whether to use Sysprep automatically. You do not need to change this
value if you are running Sysprep from the EC2 Service Properties dialog box. The default value
is No.

» SetRDPCertificate: Sets a self-signed certificate for the Remote Desktop server. This enables
you to securely use the Remote Desktop Protocol (RDP) to connect to the instance. Change the
value to Yes if new instances should use a certificate. This setting is not used with Windows
Server 2008 or Windows Server 2012 instances because these operating systems can generate
their own certificates. The default value is No.

» SetPasswordAfterSysprep: Sets a random password on a newly launched instance, encrypts
it with the user launch key, and outputs the encrypted password to the console. Change the
value to No if new instances should not be set to a random encrypted password. The default
value is Yes.

» PreSysprepRunCmd: The location of the command to run. The command is located in
the following directory, by default: C:\Program Files\Amazon\Ec2ConfigService
\Scripts\BeforeSysprep.cmd

3. The system runs BeforeSysprep.cmd. This command creates a registry key as follows:

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 1 /f

The registry key disables RDP connections until they are re-enabled. Disabling RDP connections
is @ necessary security measure because, during the first boot session after Sysprep has run,
there is a short period of time where RDP allows connections and the Administrator password is
blank.

4. The EC2Config service calls Sysprep by running the following command:

sysprep.exe /unattend: "C:\Program Files\Amazon\Ec2ConfigService\sysprep2008.xml" /
oobe /generalize /shutdown
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Generalize phase

« The tool removes image-specific information and configurations such as the computer name
and the SID. If the instance is a member of a domain, it is removed from the domain. The
sysprep2008. xml answer file includes the following settings that affect this phase:

 PersistAllDevicelnstalls: This setting prevents Windows Setup from removing and
reconfiguring devices, which speeds up the image preparation process because Amazon AMls
require certain drivers to run and re-detection of those drivers would take time.

» DoNotCleanUpNonPresentDevices: This setting retains Plug and Play information for devices
that are not currently present.

« Sysprep shuts down the OS as it prepares to create the AMI. The system either launches a new
instance or starts the original instance.

Specialize phase

The system generates OS specific requirements such as a computer name and a SID. The
system also performs the following actions based on configurations that you specify in the
sysprep2008.xml answer file.

» CopyProfile: Sysprep can be configured to delete all user profiles, including the built-in
Administrator profile. This setting retains the built-in Administrator account so that any
customizations you made to that account are carried over to the new image. The default value is
True.

CopyProfile replaces the default profile with the existing local administrator profile. All accounts
logged into after running Sysprep will receive a copy of that profile and its contents at first login.

If you don't have specific user-profile customizations that you want to carry over to the new
image then change this setting to False. Sysprep will remove all user profiles; this saves time and
disk space.

« TimeZone: The time zone is set to Coordinate Universal Time (UTC) by default.

« Synchronous command with order 1: The system runs the following command that enables the
administrator account and specifies the password requirement.

net user Administrator /ACTIVE:YES /LOGONPASSWORDCHG:NO /EXPIRES:NEVER /
PASSWORDREQ:YES
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» Synchronous command with order 2: The system scrambles the administrator password.
This security measure is designed to prevent the instance from being accessible after Sysprep
completes if you did not enable the ec2setpassword setting.

C:\Program Files\Amazon\Ec2ConfigService\ScramblePassword.exe" -u Administrator

» Synchronous command with order 3: The system runs the following command:
C:\Program Files\Amazon\Ec2ConfigService\Scripts\SysprepSpecializePhase.cmd
This command adds the following registry key, which re-enables RDP:

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 0 /f

OOBE phase

1. Using the EC2Config service answer file, the system specifies the following configurations:
o <InputLocale>en-US</InputLocale>
o <SystemLocale>en-US</SystemLocale>
» <UlLanguage>en-US</UlLanguage>
o <UserLocale>en-US</UserLocale>
o <HideEULAPage>true</HideEULAPage>
o <HideWirelessSetupInOOBE>true</HideWirelessSetupInOOBE>
o <NetworkLocation>Other</NetworkLocation>
e <ProtectYourPC>3</ProtectYourPC>
o <BluetoothTaskbarlconEnabled>false</BluetoothTaskbarlconEnabled>
e <TimeZone>UTC</TimeZone>
» <RegisteredOrganization>Amazon.com</RegisteredOrganization>

o <RegisteredOwner>Amazon</RegisteredOwner>

® Note

During the generalize and specialize phases the EC2Config service monitors the status
of the OS. If EC2Config detects that the OS is in a Sysprep phase, then it publishes the

following message to the system log:
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EC2ConfigMonitorState: 0 Windows is being configured.
SysprepState=IMAGE_STATE_UNDEPLOYABLE

2. After the OOBE phase completes, the system runs SetupComplete.cmd from the following
location: C:\Windows\Setup\Scripts\SetupComplete.cmd. In Amazon public AMIs before
April 2015 this file was empty and ran nothing on the image. In public AMIs dated after April
2015, the file includes the following value: call "C:\Program Files\Amazon\Ec2ConfigService
\Scripts\PostSysprep.cmd".

3. The system runs PostSysprep.cmd, which performs the following operations:

« Sets the local Administrator password to not expire. If the password expired, Administrators
might not be able to log on.

» Sets the MSSQLServer machine name (if installed) so that the name will be in sync with the
AMI.

Post Sysprep

After Sysprep completes, the EC2Config services sends the following message to the console
output:

Windows sysprep configuration complete.
Message: Sysprep Start
Message: Sysprep End

EC2Config then performs the following actions:

1. Reads the content of the config.xml file and lists all enabled plug-ins.
2. Executes all “Before Windows is ready” plug-ins at the same time.

Ec2SetPassword

o Ec2SetComputerName
 Ec2InitializeDrives

» Ec2EventlLog

» Ec2ConfigureRDP

o Ec20utputRDPCert

o Ec2SetDriveletter

« Ec2WindowsActivate
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o Ec2DynamicBootVolumeSize
3. After it is finished, sends a “Windows is ready” message to the instance system logs.
4. Runs all “After Windows is ready” plug-ins at the same time.

« Amazon CloudWatch Logs

» UserData

« AWS Systems Manager (Systems Manager)

For more information about Windows plug-ins, see Configure a Windows instance using the
EC2Config service (legacy).

Run Sysprep with the EC2Config service

Use the following procedure to create a standardized AMI using Sysprep and the EC2Config service.

1. In the Amazon EC2 console, locate or create an AMI that you want to duplicate.
2. Launch and connect to your Windows instance.

3. Customize it.
4

. Specify configuration settings in the EC2Config service answer file:

C:\Program Files\Amazon\Ec2ConfigService\sysprep2008.xml

5. From the Windows Start menu, choose All Programs, and then choose EC2ConfigService
Settings.

6. Choose the Image tab in the Ec2 Service Properties dialog box. For more information about the
options and settings in the Ec2 Service Properties dialog box, see Ec2 Service Properties.

7. Select an option for the Administrator password, and then select Shutdown with Sysprep or
Shutdown without Sysprep. EC2Config edits the settings files based on the password option
that you selected.

« Random: EC2Config generates a password, encrypts it with user's key, and displays the
encrypted password to the console. We disable this setting after the first launch so that this
password persists if the instance is rebooted or stopped and started.

» Specify: The password is stored in the Sysprep answer file in unencrypted form (clear text).
When Sysprep runs next, it sets the Administrator password. If you shut down now, the
password is set immediately. When the service starts again, the Administrator password is
removed. It's important to remember this password, as you can't retrieve it later.
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» Keep Existing: The existing password for the Administrator account doesn't change when
Sysprep is run or EC2Config is restarted. It's important to remember this password, as you
can't retrieve it later.

8. Choose OK.

When you are asked to confirm that you want to run Sysprep and shut down the instance, click Yes.
You'll notice that EC2Config runs Sysprep. Next, you are logged off the instance, and the instance is
shut down. If you check the Instances page in the Amazon EC2 console, the instance state changes
from Running to Stopping, and then finally to Stopped. At this point, it's safe to create an AMI
from this instance.

You can manually invoke the Sysprep tool from the command line using the following command:

"%sprogramfiles%\amazon\ec2configservice\"ec2config.exe -sysprep

(® Note

The double quotation marks in the command are not required if your CMD shell is already
in the C:\Program Files\Amazon\EC2ConfigService\ directory.

However, you must be very careful that the XML file options specified in the Ec2ConfigService
\Settings folder are correct; otherwise, you might not be able to connect to the instance.

For more information about the settings files, see EC2Config settings files. For an example of
configuring and then running Sysprep from the command line, see Ec2ConfigService\Scripts
\InstallUpdates.psl.

Modify an AMI

You can modify a limited set of Amazon Machine Image (AMI) attributes, such as the AMI's
description and sharing properties. However, AMI content (volume binary data) can't be modified.
To modify the AMI content, you must create a new AMI.

/A Important

You can't modify the content (volume binary data) of an EBS-backed AMI because the
snapshots that back them are immutable.
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For the AMI attributes that can be modified, see ModifylmageAttribute in the Amazon EC2 API
Reference.

The following topics provide instructions for using the Amazon EC2 console and AWS CLI to modify
the attributes of an AMI:

« Make an AMI public

» Share an AMI with specific organizations or organizational units

» Share an AMI with specific AWS accounts

» Use paid support
» Configure the AMI

Copy an AMI

You can copy an Amazon Machine Image (AMI) within or across AWS Regions. You can copy both
