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What is Amazon CloudFront?

Amazon CloudFront is a web service that speeds up distribution of your static and dynamic web
content, such as .html, .css, .js, and image files, to your users. CloudFront delivers your content
through a worldwide network of data centers called edge locations. When a user requests content
that you're serving with CloudFront, the request is routed to the edge location that provides the
lowest latency (time delay), so that content is delivered with the best possible performance.

« If the content is already in the edge location with the lowest latency, CloudFront delivers it
immediately.

« If the content is not in that edge location, CloudFront retrieves it from an origin that you've
defined—such as an Amazon S3 bucket, a MediaPackage channel, or an HTTP server (for
example, a web server) that you have identified as the source for the definitive version of your
content.

As an example, suppose that you're serving an image from a traditional web server, not from
CloudFront. For example, you might serve an image, sunsetphoto.png, using the URL https://
example.com/sunsetphoto.png.

Your users can easily navigate to this URL and see the image. But they probably don't know
that their request is routed from one network to another—through the complex collection of
interconnected networks that comprise the internet—until the image is found.

CloudFront speeds up the distribution of your content by routing each user request through the
AWS backbone network to the edge location that can best serve your content. Typically, this is a
CloudFront edge server that provides the fastest delivery to the viewer. Using the AWS network
dramatically reduces the number of networks that your users' requests must pass through, which
improves performance. Users get lower latency—the time it takes to load the first byte of the file—
and higher data transfer rates.

You also get increased reliability and availability because copies of your files (also known as objects)
are now held (or cached) in multiple edge locations around the world.

Topics

» How you set up CloudFront to deliver content

+ CloudFront use cases
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How CloudFront delivers content

Locations and IP address ranges of CloudFront edge servers

Accessing CloudFront

CloudFront pricing

Using CloudFront with an AWS SDK

How you set up CloudFront to deliver content

You create a CloudFront distribution to tell CloudFront where you want content to be delivered
from, and the details about how to track and manage content delivery. Then CloudFront uses
computers—edge servers—that are close to your viewers to deliver that content quickly when
someone wants to see it or use it.
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How you configure CloudFront to deliver your content

1.

You specify origin servers, like an Amazon S3 bucket or your own HTTP server, from which
CloudFront gets your files which will then be distributed from CloudFront edge locations all
over the world.

An origin server stores the original, definitive version of your objects. If you're serving content
over HTTP, your origin server is either an Amazon S3 bucket or an HTTP server, such as a web
server. Your HTTP server can run on an Amazon Elastic Compute Cloud (Amazon EC2) instance
or on a server that you manage; these servers are also known as custom origins.

You upload your files to your origin servers. Your files, also known as objects, typically include
web pages, images, and media files, but can be anything that can be served over HTTP.

If you're using an Amazon S3 bucket as an origin server, you can make the objects in your
bucket publicly readable, so that anyone who knows the CloudFront URLs for your objects can
access them. You also have the option of keeping objects private and controlling who accesses
them. See Serving private content with signed URLs and signed cookies.

You create a CloudFront distribution, which tells CloudFront which origin servers to get your
files from when users request the files through your web site or application. At the same time,
you specify details such as whether you want CloudFront to log all requests and whether you
want the distribution to be enabled as soon as it's created.

CloudFront assigns a domain name to your new distribution that you can see in the CloudFront
console, or that is returned in the response to a programmatic request, for example, an API
request. If you like, you can add an alternate domain name to use instead.

CloudFront sends your distribution's configuration (but not your content) to all of its edge
locations or points of presence (POPs)— collections of servers in geographically-dispersed data
centers where CloudFront caches copies of your files.

As you develop your website or application, you use the domain name that CloudFront provides for
your URLs. For example, if CloudFront returns d111111abcdef8.cloudfront.net as the domain
name for your distribution, the URL for logo.jpg in your Amazon S3 bucket (or in the root directory
on an HTTP server) is https://d111111abcdef8.cloudfront.net/logo. jpg.

Or you can set up CloudFront to use your own domain name with your distribution. In that case,
the URL might be https://www.example.com/logo. jpg.

How you set up CloudFront to deliver content 3
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Optionally, you can configure your origin server to add headers to the files, to indicate how long
you want the files to stay in the cache in CloudFront edge locations. By default, each file stays in
an edge location for 24 hours before it expires. The minimum expiration time is O seconds; there
isn't a maximum expiration time. For more information, see Managing how long content stays in
the cache (expiration).

CloudFront use cases

Using CloudFront can help you accomplish a variety of goals. This section lists just a few, together
with links to more information, to give you an idea of the possibilities.

Topics

» Accelerate static website content delivery

Serve video on demand or live streaming video

Encrypt specific fields throughout system processing

Customize at the edge

Serve private content by using Lambda@Edge customizations

Accelerate static website content delivery

CloudFront can speed up the delivery of your static content (for example, images, style sheets,
JavaScript, and so on) to viewers across the globe. By using CloudFront, you can take advantage
of the AWS backbone network and CloudFront edge servers to give your viewers a fast, safe, and
reliable experience when they visit your website.

A simple approach for storing and delivering static content is to use an Amazon S3 bucket. Using
S3 together with CloudFront has a number of advantages, including the option to use origin access
control to easily restrict access to your S3 content.

For more information about using S3 together with CloudFront, including a AWS CloudFormation
template to help you get started quickly, see Amazon S3 + Amazon CloudFront: A Match Made in
the Cloud.

Serve video on demand or live streaming video

CloudFront offers several options for streaming your media to global viewers—both pre-recorded
files and live events.

Use cases 4
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» For video on demand (VOD) streaming, you can use CloudFront to stream in common formats
such as MPEG DASH, Apple HLS, Microsoft Smooth Streaming, and CMAF, to any device.

» For broadcasting a live stream, you can cache media fragments at the edge, so that multiple
requests for the manifest file that delivers the fragments in the right order can be combined, to
reduce the load on your origin server.

For more information about how to deliver streaming content with CloudFront, see Video on
demand and live streaming video with CloudFront.

Encrypt specific fields throughout system processing

When you configure HTTPS with CloudFront, you already have secure end-to-end connections

to origin servers. When you add field-level encryption, you can protect specific data throughout
system processing in addition to HTTPS security, so that only certain applications at your origin can
see the data.

To set up field-level encryption, you add a public key to CloudFront, and then specify the set of
fields that you want to be encrypted with the key. For more information, see Using field-level

encryption to help protect sensitive data.

Customize at the edge

Running serverless code at the edge opens up a number of possibilities for customizing the
content and experience for viewers, at reduced latency. For example, you can return a custom
error message when your origin server is down for maintenance, so viewers don't get a generic
HTTP error message. Or you can use a function to help authorize users and control access to your
content, before CloudFront forwards a request to your origin.

Using Lambda@Edge with CloudFront enables a variety of ways to customize the content that
CloudFront delivers. To learn more about Lambda@Edge and how to create and deploy functions
with CloudFront, see Customizing at the edge with Lambda@Edge. To see a number of code

samples that you can customize for your own solutions, see Lambda@Edge example functions.

Serve private content by using Lambda@Edge customizations

Using Lambda@Edge can help you configure your CloudFront distribution to serve private content
from your own custom origin, in addition to using signed URLs or signed cookies.

To serve private content using CloudFront, you do the following:

Encrypt specific fields throughout system processing 5
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» Require that your users (viewers) access content using signed URLs or signed cookies.

 Restrict access to your origin so that it's only available from CloudFront's origin-facing servers. To
do this, you can do one of the following:

« For an Amazon S3 origin, you can use an origin access control (OAC).

« For a custom origin, you can do the following:

« If the custom origin is protected by an Amazon VPC security group or AWS Firewall Manager,
you can use the CloudFront managed prefix list to allow inbound traffic to your origin from

only CloudFront's origin-facing IP addresses.

o Use a custom HTTP header to restrict access to only requests from CloudFront. For more
information, see the section called " Restricting access to files on custom origins” and the
section called “Adding custom headers to origin requests”. For an example that uses a
custom header to restrict access to an Application Load Balancer origin, see the section
called “Restricting access to Application Load Balancers”.

« If the custom origin requires custom access control logic, you can use Lambda@Edge to
implement that logic, as described in this blog post: Serving Private Content Using Amazon
CloudFront & Lambda@Edge.

How CloudFront delivers content

After some initial setup, CloudFront works together with your website or application and speeds up
delivery of your content. This section explains how CloudFront serves your content when viewers
request it.

Topics

« How CloudFront delivers content to your users

» How CloudFront works with regional edge caches

How CloudFront delivers content to your users

After you configure CloudFront to deliver your content, here's what happens when users request
your objects:

1. A user accesses your website or application and sends a request for an object, such as an image
file or an HTML file.

How CloudFront delivers content 6
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2. DNS routes the request to the CloudFront POP (edge location) that can best serve the request,
typically the nearest CloudFront POP in terms of latency.

3. CloudFront checks its cache for the requested object. If the object is in the cache, CloudFront
returns it to the user. If the object is not in the cache, CloudFront does the following:

a. CloudFront compares the request with the specifications in your distribution and forwards the
request to your origin server for the corresponding object—for example, to your Amazon S3
bucket or your HTTP server.

b. The origin server sends the object back to the edge location.

c. As soon as the first byte arrives from the origin, CloudFront begins to forward the object to
the user. CloudFront also adds the object to the cache for the next time someone requests it.
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How CloudFront works with regional edge caches

CloudFront points of presence (also known as POPs or edge locations) make sure that popular
content can be served quickly to your viewers. CloudFront also has regional edge caches that bring
more of your content closer to your viewers, even when the content is not popular enough to stay
at a POP, to help improve performance for that content.

How CloudFront works with regional edge caches



Amazon CloudFront Developer Guide

Regional edge caches help with all types of content, particularly content that tends to become less
popular over time. Examples include user-generated content, such as video, photos, or artwork;
e-commerce assets such as product photos and videos; and news and event-related content that
might suddenly find new popularity.

How regional caches work

Regional edge caches are CloudFront locations that are deployed globally, close to your viewers.
They're located between your origin server and the POPs—global edge locations that serve
content directly to viewers. As objects become less popular, individual POPs might remove those
objects to make room for more popular content. Regional edge caches have a larger cache than an
individual POP, so objects remain in the cache longer at the nearest regional edge cache location.
This helps keep more of your content closer to your viewers, reducing the need for CloudFront to
go back to your origin server, and improving overall performance for viewers.

When a viewer makes a request on your website or through your application, DNS routes the
request to the POP that can best serve the user’s request. This location is typically the nearest
CloudFront edge location in terms of latency. In the POP, CloudFront checks its cache for the
requested object. If the object is in the cache, CloudFront returns it to the user. If the object is

not in the cache, the POP typically goes to the nearest regional edge cache to fetch it. For more
information about when the POP skips the regional edge cache and goes directly to the origin, see
the following note.

In the regional edge cache location, CloudFront again checks its cache for the requested object.

If the object is in the cache, CloudFront forwards it to the POP that requested it. As soon as the
first byte arrives from regional edge cache location, CloudFront begins to forward the object to the
user. CloudFront also adds the object to the cache in the POP for the next time someone requests
it.

For objects not cached at either the POP or the regional edge cache location, CloudFront compares
the request with the specifications in your distributions and forwards the request to the origin
server. After your origin server sends the object back to the regional edge cache location, it is
forwarded to the POP, and then CloudFront forwards it to the user. In this case, CloudFront also
adds the object to the cache in the regional edge cache location in addition to the POP for the
next time a viewer requests it. This makes sure that all of the POPs in a region share a local cache,
eliminating multiple requests to origin servers. CloudFront also keeps persistent connections with
origin servers so objects are fetched from the origins as quickly as possible.

How CloudFront works with regional edge caches 8
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® Note

» Regional edge caches have feature parity with POPs. For example, a cache invalidation
request removes an object from both POP caches and regional edge caches before it
expires. The next time a viewer requests the object, CloudFront returns to the origin to
fetch the latest version of the object.

» Proxy HTTP methods (PUT, POST, PATCH, OPTIONS, and DELETE) go directly to the origin
from the POPs and do not proxy through the regional edge caches.

« Dynamic requests, as determined at request time, do not flow through regional edge
caches, but go directly to the origin.

« When the origin is an Amazon S3 bucket and the request’s optimal regional edge cache
is in the same AWS Region as the S3 bucket, the POP skips the regional edge cache and
goes directly to the S3 bucket.

The following diagram illustrates how requests and responses flow through CloudFront edge
locations and regional edge caches.
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Locations and IP address ranges of CloudFront edge servers

For a list of the locations of CloudFront edge servers, see the Amazon CloudFront Global Edge
Network page.

Amazon Web Services (AWS) publishes its current IP address ranges in JSON format. To view the
current ranges, download ip-ranges.json. For more information, see AWS IP address ranges in the
Amazon Web Services General Reference.

To find the IP address ranges that are associated with CloudFront edge servers, search ip-
ranges.json for the following string:

"region": "GLOBAL",
"service": "CLOUDFRONT"

Alternatively, you can view only the CloudFront IP ranges at https://d7uri8nf7uskq.cloudfront.net/
tools/list-cloudfront-ips.

Use the CloudFront managed prefix list

The CloudFront managed prefix list contains the IP address ranges of all of CloudFront's globally
distributed origin-facing servers. If your origin is hosted on AWS and protected by an Amazon VPC
security group, you can use the CloudFront managed prefix list to allow inbound traffic to your

origin only from CloudFront's origin-facing servers, preventing any non-CloudFront traffic from
reaching your origin. CloudFront maintains the managed prefix list so it's always up to date with
the IP addresses of all of CloudFront's global origin-facing servers. With the CloudFront managed
prefix list, you don't need to read or maintain a list of IP address ranges yourself.

For example, imagine that your origin is an Amazon EC2 instance in the Europe (London) Region
(eu-west-2). If the instance is in a VPC, you can create a security group rule that allows inbound
HTTPS access from the CloudFront managed prefix list. This allows all of CloudFront's global
origin-facing servers to reach the instance. If you remove all other inbound rules from the security
group, you prevent any non-CloudFront traffic from reaching the instance.

The CloudFront managed prefix list is named com.amazonaws.global.cloudfront.origin-

facing. This prefix list is available for use in all AWS Regions except for Asia Pacific (Jakarta) (ap-
southeast-3). For more information, see Use an AWS-managed prefix list in the Amazon VPC User
Guide.
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/A Important

The CloudFront managed prefix list is unique in how it applies to Amazon VPC quotas. For
more information, see AWS-managed prefix list weight in the Amazon VPC User Guide.

Accessing CloudFront

You can access Amazon CloudFront in the following ways:

AWS Management Console — The procedures throughout this guide explain how to use the AWS
Management Console to perform tasks.

AWS SDKs - If you're using a programming language that AWS provides an SDK for, you can
use an SDK to access CloudFront. SDKs simplify authentication, integrate easily with your
development environment, and provide access to CloudFront commands. For more information,
see Tools for Amazon Web Services.

CloudFront API - If you're using a programming language that an SDK isn't available for, see the
Amazon CloudFront API Reference for information about API actions and about how to make API

requests.

« AWS Command Line Interface — For more information, see Getting Set Up with the AWS
Command Line Interface in the AWS Command Line Interface User Guide.

o AWS Tools for Windows PowerShell - For more information, see Setting up the AWS Tools for
Windows PowerShell in the AWS Tools for Windows PowerShell User Guide.

CloudFront pricing

Amazon CloudFront is designed so you don't have to pay any up-front fees or commit to how much

content you'll have. As with the other AWS services, you pay as you go and pay only for what you
use. For information about prices, see Amazon CloudFront Pricing.

® Tip
To avoid surprise charges from CloudFront (or any AWS service), you can use AWS
Budgets. With AWS Budgets you can set cost thresholds and get notifications by email or
Amazon SNS topic when your actual or forecasted charges exceed a threshold. For more

Accessing CloudFront

11


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html#aws-managed-prefix-list-weights
https://aws.amazon.com/tools
https://docs.aws.amazon.com/cloudfront/latest/APIReference/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://aws.amazon.com/cloudfront/pricing/

Amazon CloudFront Developer Guide

information, see Managing your costs with AWS Budgets and Creating a budget in the AWS
Billing and Cost Management User Guide. To get started, go to AWS Budgets in the console.

AWS provides two usage reports for CloudFront: a billing report and a report that summarizes

usage activity. To learn more about these reports, see AWS billing and usage reports for
CloudFront.

The following diagram and list summarize the charges to use CloudFront.
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Your monthly bill from AWS allocates your usage and dollar amounts by AWS service and
function. The following explains the charges that are illustrated in the previous graphic. For more
information about prices, see Amazon CloudFront Pricing.

1. Charge for storage in an Amazon S3 bucket. You pay normal Amazon S3 storage charges

to store objects in your bucket. The charges appear in the Amazon S3 portion of your AWS
statement.
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2. Charge for serving objects from edge locations. You incur CloudFront charges when
CloudFront responds to requests for your objects. The charges include data transfer for
WebSocket data from server to client. The CloudFront charges appear in the CloudFront portion
of your AWS statement as region -DataTransfer-Out-Bytes.

3. Charge for submitting data. You incur CloudFront charges when users transfer data to your
origin or edge function, which includes DELETE, OPTIONS, PATCH, POST, and PUT requests. The
charges include data transfer for WebSocket data from client to server. The CloudFront charges

appear in the CloudFront portion of your AWS statement as region -DataTransfer-Out-OBytes.

Be aware of the following:

» You also incur a surcharge for HTTPS requests, and an additional surcharge for requests that also
have field-level encryption enabled or that use Origin Shield as an incremental caching layer. For
more information about prices, see Amazon CloudFront Pricing.

» You do not incur any additional CloudFront charges when you use origin groups. You continue to
pay the same request fees and data transfer rates as you do when you use CloudFront with any
other AWS or non-AWS origin. For more information, see Using CloudFront origin groups.

CloudFront security savings bundle

The CloudFront security savings bundle is a simple way to save up to 30% on the CloudFront
charges on your AWS bill when you make an upfront commitment. When you purchase a savings
bundle, you also get credits for AWS WAF, a web application firewall that helps protect your
CloudFront distribution against common web exploits.

For more information, see the following sections. To purchase a savings bundle, go to the savings
bundle overview page in the CloudFront console.

Sections

« Savings bundle overview

« Savings bundle example

» Purchasing a savings bundle

« Viewing and updating your savings bundles

« Permissions to manage a savings bundle

« More information about savings bundles
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Savings bundle overview

Here's how the CloudFront security savings bundle works:

1. To purchase a savings bundle, you commit to pay a consistent monthly amount (dollars per
month) for CloudFront for one year. You are billed for the committed amount each month,
for 12 months, starting in the billing period in which you purchase the savings bundle. If you
purchase a savings bundle on the last day of the billing period, the charges and credits begin the
following billing period.

2. In exchange for your commitment, CloudFront automatically applies credits to your AWS bill in
each of the 12 billing periods of the one year term. The value of these credits is more than your
committed payment amount, resulting in up to a 30% discount on CloudFront's standard pricing
for the committed amount. These credits automatically offset CloudFront charges on your AWS
bill. For a detailed example, see the following section.

3. In addition to the CloudFront credits, you get credits to offset the per-request charges for using
AWS WAF. The amount of the AWS WAF credits is up to 10% of the amount of the monthly
CloudFront commitment. For more information about using AWS WAF with CloudFront, see
Using AWS WAF protections.

Savings bundle example

Consider a scenario in which your CloudFront usage charges are typically $600 per month.

To take full advantage of the CloudFront security savings bundle, you commit pay $420 for
CloudFront each month for one year. This is 30% less than your typical usage charges ($600 x 0.7).
In exchange for this commitment, CloudFront gives you $600 worth of credits that apply to the
CloudFront charges on your monthly AWS bill for each of the next 12 billing periods. These credits
automatically apply to your CloudFront charges, which continue to appear on the bill at standard
rates. In effect, you pay a cost of $420 per month for $600 per month of CloudFront usage.

In addition, you get $42 in AWS WAF credits to offset the cost of using AWS WAF with your
CloudFront distribution.

When you purchase a CloudFront security savings bundle at a monthly commitment of $420, your
estimated total annual savings is up to $2,664.

Savings bundle 14
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Purchasing a savings bundle

To purchase a savings bundle, go to the savings bundle overview page in the CloudFront console
and choose Get started.

In the first step, the console shows a recommended monthly commitment amount based on your
historical usage of CloudFront over the past few months. You can choose the Calculator tab to
use the usage calculator to enter your estimated CloudFront usage and receive a recommended
monthly commitment amount based on your estimates.

After you view your recommended commitment and choose Next, you can choose the amount of
your monthly commitment and whether to automatically renew your savings plan each year. You
can see a summary of the benefits based on your monthly commitment amount.

Purchase commitment

Term Start month Monthly commitment payment
© 1-year February 2021 (this month)
420
Payment option Auto renew
© Monthly | @)

Purchase summary

Meonthly payment Total cost over term

$420.00 $5,040.00

Benefits summary

Monthly CloudFront charges coverad Monthly WAF charges covered Total estimated savings over term

$600.00 $42.00 up to $2,664.00

Choose Next to review and then purchase your CloudFront security savings bundle.
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Viewing and updating your savings bundles

To view or update the savings bundles that you purchased, go to the savings bundle inventory page

in the CloudFront console. This page shows the savings bundles that you purchased, and allows you
to enable or disable the automatic renewal of a purchased savings bundle.

You can purchase more than one savings bundle, and you can have multiple savings bundles that
are active at the same time. If you purchase a savings bundle and then find that your monthly
CloudFront usage consistently exceeds the credits in the bundle, you can purchase another bundle
to get additional savings.

Permissions to manage a savings bundle

To manage a CloudFront security savings bundle, the IAM identity must have the required
permissions. Identities with full access to CloudFront (cloudfront: *) inherit these permissions
automatically. For other identities, you can add the following permissions manually:

« The following read-only permissions allow the identity to get information related to
existing CloudFront security savings bundles, including the information necessary to view
recommendations and estimated savings in the CloudFront console:

e cloudfront:ListSavingsPlans
e cloudfront:GetSavingsPlan

e cloudfront:ListRateCards

e cloudfront:ListUsages

e cloudfront:CreateSavingsPlan - Allows the identity to purchase a CloudFront security
savings bundle.

« cloudfront:UpdateSavingsPlan - Allows the identity to enable or disable the automatic
renewal of a purchased CloudFront security savings bundle.
More information about savings bundles

Use the following questions and answers to help you understand additional details about
CloudFront security savings bundles.

Do the savings bundle credits apply to a specific distribution or all distributions?

The credits apply at the AWS account level to all CloudFront usage in the AWS account.
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Do the credits apply to all types of CloudFront usage?

Yes. The credits apply to all CloudFront charges, including data transfer charges, request
charges, and Lambda@Edge charges.

Can | use a CloudFront security savings bundle with consolidated billing?

Yes, as long as credit sharing is enabled (you can verify this by viewing the billing preferences
page in the AWS Billing and Cost Management console). You purchase the savings bundle with
the payer account (management account). The credits apply first to any CloudFront charges
accrued in the payer account, and then to CloudFront charges accrued in the member accounts,
depending on when the account joins or leaves an organization. For more information about
how AWS credits apply across single and multiple accounts, see AWS credits in the AWS Billing
User Guide.

What if | don’t use all the credits in a given billing period?

Credits are applied to your AWS bill each billing period, and must be used in that billing period.
If any credits are left unused at the end of the billing period, they expire. Credits do not carry
over to the following billing period.

What if my CloudFront or AWS WAF usage exceeds the amount of the credits?

The CloudFront and AWS WAF charges that you accrue are offset by the credits from the
CloudFront security savings bundle. If your usage exceeds the available credits for that billing
period, you are billed for the difference at standard rates.

Are the charges or credits prorated for partial months?

No. When you purchase a CloudFront security savings plan, the charge is applied to your bill for
the current billing period. Likewise, the credits are applied to the charges for the current billing
period. If you purchase a savings bundle on the last day of the billing period, the charges and
credits begin the following billing period (the next day).

What happens when the savings bundle expires?

You can choose whether to automatically renew the bundle at the end of the one year term.
If you choose not to automatically renew, the savings bundle expires after the one year term.
When that happens, the credits no longer apply to your AWS bill and you are charged for
CloudFront and AWS WAF usage at standard rates.
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Can | get notifications if my CloudFront usage exceeds the amount covered by the savings
bundle credits?

Yes. With AWS Budgets, you can set cost or usage thresholds. When your actual or forecasted
charges for CloudFront exceed a threshold, you get notifications by email or Amazon SNS topic.
You can create a custom budget filtered for CloudFront and set the budget threshold amount
to the usage covered by your CloudFront security savings bundle. For more information, see
Managing your costs with AWS Budgets and Creating a budget in the AWS Billing and Cost

Management User Guide. To get started, go to AWS Budgets in the console.

How does the CloudFront security savings bundle appear on my bill?

The charges for your commitment amount appear in the CloudFront Security Bundle section of
your monthly bill. The credits appear in the CloudFront and AWS WAF section of your bill with
the description Usage covered by CloudFront Security Savings Bundle.

For more information, see Amazon CloudFront Pricing on the AWS website.

Choosing the price class for a CloudFront distribution

CloudFront has edge locations all over the world. Our cost for each edge location varies and, as a
result, the price that we charge varies depending on which edge location serves the requests.

CloudFront edge locations are grouped into geographic regions, and we've grouped regions into
price classes as shows in the following table. You choose a price class when you create or update a
CloudFront distribution.
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Price
Class
All

Price
Class
200

Price
Class
100

North
America
(United
States,
Mexico,
Canada)

Yes

Yes

Yes

Europe
and
Israel

Yes

Yes

Yes

South
Africa,
Kenya,
and the
Middle
East

Yes

Yes

No

South Japan
America

Yes Yes
No Yes
No No

Australia Hong

and
New
Zealand

Yes

No

No

Kong,
Indonesiz
, the
Philippin
es,
Singapor:
, South
Korea,
Taiwan,
and
Thaila
nd

Yes Yes

Yes Yes

No No

By default, CloudFront responds to requests based only on performance. Objects are served

from the edge location that has the lowest latency for the viewer. If you're willing to accept

India

potentially higher latency for viewers in some geographic regions in return for lower cost, you can

choose a price class that doesn’t include all geographic regions. Some viewers, especially those in

geographic regions that are not in your price class, might see higher latency than if your content

was served from all CloudFront edge locations. For example, if you choose Price Class 100, viewers

in India might experience higher latency than if you choose Price Class 200.

If you choose a price class that doesn’t include all edge locations, CloudFront might still

occasionally serve requests from an edge location in a region that is not included in your price

Choosing the price class for a CloudFront distribution
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class. When this happens, you are not charged the rate for the more expensive region. Instead,

you're charged the rate for the least expensive region in your price class.

For more information about CloudFront pricing and price classes, see Amazon CloudFront Pricing.

Using CloudFront with an AWS SDK

AWS software development kits (SDKs) are available for many popular programming languages.

Each SDK provides an API, code examples, and documentation that make it easier for developers to

build applications in their preferred language.

SDK documentation

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

Code examples

AWS SDK for C++ code examples

AWS SDK for Go code examples

AWS SDK for Java code examples

AWS SDK for JavaScript code examples

AWS SDK for Kotlin code examples

AWS SDK for .NET code examples

AWS SDK for PHP code examples

AWS SDK for Python (Boto3) code examples

AWS SDK for Ruby code examples

AWS SDK for Rust code examples

AWS SDK for SAP ABAP code examples

AWS SDK for Swift code examples

Working with AWS SDKs
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@ Example availability

Can't find what you need? Request a code example by using the Provide feedback link at
the bottom of this page.
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Getting started with Amazon CloudFront

Get started with the basic steps to deliver your content with CloudFront by creating a simple
distribution or a secure static website.
Topics

« Setting up
o Getting started with a simple CloudFront distribution

» Getting started with a secure static website

Setting up

This topic describes preliminary steps, such as creating an AWS account, to prepare you to use
Amazon CloudFront.

Topics

Sign up for an AWS account

Create an administrative user

Set up the AWS Command Line Interface or AWS Tools for Windows PowerShell
Download an AWS SDK

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
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administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Create an administrative user 23


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html

Amazon CloudFront Developer Guide

Sign in as the administrative user

e Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Set up the AWS Command Line Interface or AWS Tools for Windows
PowerShell
The AWS Command Line Interface (AWS CLI) is a unified tool for managing AWS services. For

information about how to install and configure the AWS CLI, see Getting Set Up with the AWS
Command Line Interface in the AWS Command Line Interface User Guide.

If you have experience with Windows PowerShell, you might prefer to use AWS Tools for Windows
PowerShell. For more information, see Setting up the AWS Tools for Windows PowerShell in the
AWS Tools for Windows PowerShell User Guide.

Download an AWS SDK

If you're using a programming language that AWS provides an SDK for, we recommend that
you use an SDK instead of the Amazon CloudFront API. The SDKs make authentication simpler,
integrate easily with your development environment, and provide easy access to CloudFront
commands. For more information, see Tools to Build on AWS.

Getting started with a simple CloudFront distribution

The procedures in this section show you how to use CloudFront to set up a basic configuration that
does the following:

« Creates a bucket that everyone has read access to.

« Stores the original versions of your objects in an Amazon Simple Storage Service (Amazon S3)
bucket

« Uses the CloudFront domain name in URLs for your objects (for example, https://
dll1l11labcdef8.cloudfront.net/index.html)

» Keeps your objects in CloudFront edge locations for the default duration of 24 hours (the
minimum duration is O seconds)
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Most of these options are customizable. For information about how to customize your CloudFront
distribution options, see Steps for creating a distribution (overview).

Topics

 Prerequisites
» Step 1: Create an accessible bucket

» Step 2: Upload the content to the bucket

» Step 3: Create a CloudFront distribution

» Step 4: Access your content through CloudFront

« Step 5: Clean up
« Tips

Prerequisites

Before you begin, make sure that you've completed the steps in Setting up.

Step 1: Create an accessible bucket

An Amazon S3 bucket is a container for files (objects) or folders. CloudFront can distribute almost
any type of file for you when an Amazon S3 bucket is the source. For example, CloudFront can
distribute text, images, and videos. There is no maximum for the amount of data that you can store
on Amazon S3.

To create a bucket

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. We recommend that you use our hello world sample for this Getting started. Download the
hello world web page: hello-world-html.zip. Then unzip it (there are three files). Put the three
files in a convenient location such as the desktop where you are running your browser.

3. Choose Create bucket.

4. Complete Bucket name. For this Getting started, use the name my-sample-bucket, which
conforms to the DNS name requirements in the Amazon Simple Storage Service User Guide.

5. For Region, choose an AWS Region that is geographically close to you, to reduce latency and
costs.

Prerequisites 25


https://console.aws.amazon.com/s3/
https://console.aws.amazon.com/s3/
samples/hello-world-html.zip
https://docs.aws.amazon.com/AmazonS3/latest/dev/BucketRestrictions.html

Amazon CloudFront

Developer Guide

6.

Complete the Object Ownership section as follows:

» Choose ACLs enabled
« In Object Ownership, choose Bucket owner preferred.

» Unselect Block all public access.

« In the warning section, select the check box for | acknowledge that the current settings
might result in this bucket and the objects within becoming public.

We recommend that you read all the information on this page about ACLs and public access,
so that you can start to learn about the security that you want to apply to your distributions,
when you go into production.

Leave all other settings at their defaults, and then choose Create bucket.

Step 2: Upload the content to the bucket

To upload the content to Amazon S3

1.

In the Buckets section, choose your new bucket. The page for the bucket appears. Choose
Upload.

On the Upload page, drag the three hello world files into the drop area.

Leave all other settings at their defaults, and then choose Upload.

After the upload is complete, you can enter the Amazon S3 URL in a web browser, to verify
that the content is publicly accessible. Keep in mind that this URL is a shortcut for you. Your
customers won't use this URL to access the content. They will use the URL of the distribution,
as described in the next two steps.

The syntax is:

https://<bucket name>.s3-<AWS Region>.amazonaws.com/<object name>

For example:

https://my-sample-bucket.s3-us-west-2.amazonaws.com/index.html

Step 2: Upload content
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If you created the bucket in the US East (N. Virginia) Region (us-east-1), omit the <AWS
Region> portion of the URL. For example:

https://my-sample-bucket.s3.amazonaws.com/index.html

Step 3: Create a CloudFront distribution

To create a CloudFront distribution

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. Choose Create distribution. Complete the settings as shown in the table.

Section Setting Descripti
on

Origin  Origin  Choose
d the
omain  Amazon
S3
bucket
that
you
crea
ted.

Other

settings SO e

other
settings
under
Origin,
accept
the
default
values.
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Section Setting

Default All
cache settings
be

havior

Web
Applicati
on
Firewall
(WAF)

Descripti
on

Accept
the

default
values.

For
more
informati
on
about
cache
be
havior
options,
see
Cache

behavior

set
tings.

Select
the
option
that
complies
with
your

organizat

ion's
security

policies
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Section Setting Descripti
on

Other All Accept

sections settings the
default
values.

For
more
informati
on
about
these
options,
see
Distribut
ion

settings.

3. Choose Create distribution. Look at the Details section for the new distribution. After a few
minutes, the Last modified field will change from Deploying to a date and time.

4. Record the domain name that CloudFront assigns to your distribution. It looks similar to the
following: d111111abcdef8.cloudfront.net.

Step 4: Access your content through CloudFront

To access your content through CloudFront, combine the domain name for your CloudFront
distribution with the main page for your content.

 Your distribution domain name might look like this: d111111abcdef8.cloudfront.net.

« The path to the main page of a website is typically /index.html.

Therefore, the URL to access your content through CloudFront might look like this:

https://dl1111l1labcdef8.cloudfront.net/index.html
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If you followed the previous steps and used the simple hello world web page, you should see the
content:

Hello world!

When you upload more content to this S3 bucket, you can access the content through CloudFront
by combining the CloudFront distribution domain name with the path to the object in the S3
bucket. For example, if you upload a new file named new-page.html to the root of your S3
bucket, the URL looks like this:

https://dl111111abcdef8.cloudfront.net/new-page.html

Step 5: Clean up

/A Warning

Don't use the bucket that you created in this Getting started in a production environment.

In this Getting started, you created a bucket with ACLs enabled. You did this so that you could
quickly give everyone read access to the bucket. We don't recommend that you use ACLs for this
purpose. For the current recommendation for configuring access in a production environment, see
Configuring secure access and restricting access to content.

We strongly recommend that you now delete the Amazon S3 bucket and its objects.
Tips

This Getting started provides the bare bones for creating a distribution. We recommend that you
explore the following enhancements:

« In this Getting started, we recommend that you choose a Region close to you. But you could
instead choose another Region, for example, to address regulatory requirements.
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By default, the files (objects) in the Amazon S3 bucket are set up as private. Only the AWS
account that created the bucket has permission to read or write the files. If you want to allow
anyone to access the files in your Amazon S3 bucket using CloudFront URLs, you must grant
public read permissions to the objects.

You can use the CloudFront private content feature to restrict access to the content in the
Amazon S3 buckets. For more information about distributing private content, see Serving private
content with signed URLs and signed cookies.

You can configure your CloudFront distribution to use a custom domain name (for example,
www.example.cominstead of d111111abcdef8.cloudfront.net). For more information,
see Using custom URLs.

Getting started with a secure static website

You can get started with Amazon CloudFront by using the solution described in this topic to create

a secure static website for your domain name. A static website uses only static files—like HTML,

CSS, JavaScript, images, and videos—and doesn’t need servers or server-side processing. With this

solution, your website gets the following benefits:

» Uses the durable storage of Amazon Simple Storage Service (Amazon S3) — This solution

creates an Amazon S3 bucket to host your static website's content. To update your website, just
upload your new files to the S3 bucket.

Is sped up by the Amazon CloudFront content delivery network — This solution creates a
CloudFront distribution to serve your website to viewers with low latency. The distribution is
configured with an origin access identity to make sure that the website is accessible only through

CloudFront, not directly from S3.

Is secured by HTTPS and additional security headers — This solution creates an SSL/TLS
certificate in AWS Certificate Manager (ACM), and attaches it to the CloudFront distribution. This
certificate enables the distribution to serve your domain's website securely with HTTPS.

This solution also uses Lambda@Edge to add security headers to every server response. Security

headers are a group of headers in the web server response that tell web browsers to take
extra security precautions. For more information, refer to this blog post: Adding HTTP Security
Headers Using Lambda@Edge and Amazon CloudFront.
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« Is configured and deployed with AWS CloudFormation - This solution uses an AWS
CloudFormation template to set up all the components, so you can focus more on your website’s

content and less on configuring components.

This solution is open source on GitHub. To view the code, submit a pull request, or open an issue,
go to https://github.com/aws-samples/amazon-cloudfront-secure-static-site.

Topics

« Solution overview

« Deploying the solution

Solution overview

The following diagram shows an overview of how this static website solution works:
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1. The viewer requests the website at www.example.com.
2. If the requested object is cached, CloudFront returns the object from its cache to the viewer.

3. If the object is not in CloudFront’s cache, CloudFront requests the object from the origin (an S3
bucket).

4. S3 returns the object to CloudFront, which triggers the Lambda@Edge origin response event.

5. The object, including the security headers added by the Lambda@Edge function, is added to
CloudFront's cache.
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6. (Not shown) The objects is returned to the viewer. Subsequent requests for the object that come
to the same CloudFront edge location are served from the CloudFront cache.

Deploying the solution

To deploy this secure static website solution, you can choose from either of the following options:

» Use the AWS CloudFormation console to deploy the solution with default content, then upload
your website content to Amazon S3.

» Clone the solution to your computer to add your website content. Then, deploy the solution with
the AWS Command Line Interface (AWS CLI).

® Note
You must use the US East (N. Virginia) Region to deploy the CloudFormation template.

Topics

Prerequisites
Using the AWS CloudFormation console

Cloning the solution locally

Finding access logs

Prerequisites

To use this solution, you must have the following prerequisites:

« A registered domain name, such as example.com, that's pointed to an Amazon Route 53 hosted
zone. The hosted zone must be in the same AWS account where you deploy this solution. If
you don't have a registered domain name, you can register one with Route 53. If you have a

registered domain name but it's not pointed to a Route 53 hosted zone, configure Route 53 as

your DNS service.

« AWS Identity and Access Management (IAM) permissions to launch CloudFormation templates
that create IAM roles, and permissions to create all the AWS resources in the solution.
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You are responsible for the costs incurred while using this solution. For more information about

costs, see the pricing pages for each AWS service.

Using the AWS CloudFormation console

To deploy using the CloudFormation console

1.

Choose Launch on AWS to open this solution in the AWS CloudFormation console. If
necessary, sign in to your AWS account.

The Create stack wizard opens in the CloudFormation console, with prepopulated fields that
specify this solution’s CloudFormation template.

At the bottom of the page, choose Next.

On the Specify stack details page, enter values for the following fields:

« SubDomain - Enter the subdomain to use for your website. For example, if the subdomain

is www, your website is available at www.example.com. (Replace example.com with your
domain name, as explained in the following bullet.)

« DomainName - Enter your domain name, such as example. com. This domain must be
pointed to a Route 53 hosted zone.

« HostedZoneld - The Route 53 hosted zone ID of your domain name.

When finished, choose Next.

(Optional) On the Configure stack options page, add tags and other stack options.

When finished, choose Next.

On the Review page, scroll to the bottom of the page, then select the two boxes in the
Capabilities section. These capabilities allow AWS CloudFormation to create an IAM role that
allows access to the stack’s resources, and to name the resources dynamically.

Choose Create stack.

Wait for the stack to finish creating. The stack creates some nested stacks, and can take several
minutes to finish. When it's finished, the Status changes to CREATE_COMPLETE.
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When the status is CREATE_COMPLETE, go to https://www.example. com to view your
website (replace www.example.com with the subdomain and domain name that you specified
in step 3). You should see the website's default content:

| am a static website!

Great, huh? Here's a link to another page.

To replace the website's default content with your own

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

2. Choose the bucket whose name begins with amazon-cloudfront-secure-static-site-
s3bucketroot-.

® Note

Make sure to choose the bucket with s3bucketroot in its name, not s3bucketlogs.
The bucket with s3bucketroot in its name contains the website content. The one with

s3bucketlogs contains only log files.

3. Delete the website's default content, then upload your own.

@ Note
If you viewed your website with this solution’s default content, then it's likely that
some of the default content is cached in a CloudFront edge location. To make sure that
viewers see your updated website content, invalidate the files to remove the cached
copies from CloudFront edge locations. For more information, see Invalidating files.

Cloning the solution locally

Prerequisites
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To add your website content before deploying this solution, you must package the solution’s
artifacts locally, which requires Node.js and npm. For more information, see https://
www.npmjs.com/get-npm.

To add your website content and deploy the solution

1.

Clone or download the solution from https://github.com/aws-samples/amazon-cloudfront-
secure-static-site. After you clone or download it, open a command prompt or terminal and
navigate to the amazon-cloudfront-secure-static-site folder.

Run the following command to install and package the solution’s artifacts:

make package-static

Copy your website's content into the www folder, overwriting the default website content.

Run the following AWS CLI command to create an Amazon S3 bucket to store the solution’s
artifacts. Replace example-bucket-for-artifacts with your own bucket name.

aws s3 mb s3://example-bucket-for-artifacts --region us-east-1

Run the following AWS CLI command to package the solution’s artifacts as an AWS
CloudFormation template. Replace example-bucket-for-artifacts with the name of the
bucket that you created in the previous step.

aws cloudformation package \
--region us-east-1 \
--template-file templates/main.yaml \
--s3-bucket example-bucket-for-artifacts \
--output-template-file packaged.template

Run the following command to deploy the solution with AWS CloudFormation, replacing the
following values:

» your-CloudFormation-stack-name — Replace with a name for the AWS CloudFormation
stack.

« example.com- Replace with your domain name. This domain must be pointed to a
Route 53 hosted zone in the same AWS account.

« www — Replace with the subdomain to use for your website. For example, if the subdomain is
www, your website is available at www.example.com.
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aws cloudformation deploy \
--region us-east-1 \
--stack-name your-CloudFormation-stack-name \
--template-file packaged.template \
--capabilities CAPABILITY_NAMED_IAM CAPABILITY_AUTO_EXPAND \
--parameter-overrides DomainName=example.com SubDomain=www

Wait for the AWS CloudFormation stack to finish creating. The stack creates some nested
stacks, and can take several minutes to finish. When it's finished, the Status changes to
CREATE_COMPLETE.

When the status changes to CREATE_COMPLETE, go to https://www.example.com to view
your website (replace www.example.com with the subdomain and domain name that you
specified in the previous step). You should see your website's content.

Finding access logs

This solution enables access logs for the CloudFront distribution. Complete the following steps to
locate the distribution’s access logs.

To locate the distribution’s access logs

1.
2.

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

Choose the bucket whose name begins with amazon-cloudfront-secure-static-site-
s3bucketlogs-.

(® Note

Make sure to choose the bucket with s3bucketlogs in its name, not s3bucketroot. The
bucket with s3bucketlogs in its name contains log files. The one with s3bucketroot
contains the website content.

The folder named cdn contains the CloudFront access logs.
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Working with distributions

You create an Amazon CloudFront distribution to tell CloudFront from where you want content to
be delivered, and the details about how to track and manage content delivery. The following topics
explain some basics about CloudFront distributions and provide detailed information about the
settings you can choose to configure your distributions to meet your business needs.

Topics

o Overview of distributions

» Creating, updating, and deleting distributions

» Using CloudFront continuous deployment to safely test CDN configuration changes

« Using various origins with CloudFront distributions

» Using custom URLs by adding alternate domain names (CNAMEs)

» Using WebSockets with CloudFront distributions

Overview of distributions

When using CloudFront to distribute your content, you create a distribution and choose from the
following configuration settings:

» Your content origin—The Amazon S3 bucket, AWS Elemental MediaPackage channel, AWS
Elemental MediaStore container, Elastic Load Balancing load balancer, or HTTP server from
which CloudFront gets the files to distribute. You can specify any combination of up to 25 origins
for a single distribution.

» Access—Whether you want access to the files to be available to everyone or restricted to some
users.

o Security—Whether you want to enable AWS WAF protection and require users to use HTTPS to
access your content.

« Cache key—Which values, if any, you want to include in the cache key. The cache key uniquely
identifies each file in the cache for a given distribution.

« Origin request settings—Whether you want CloudFront to include HTTP headers, cookies, or
query strings in requests that it sends to your origin.

« Geographic restrictions—Whether you want CloudFront to prevent users in selected countries
from accessing your content.
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» Logs—Whether you want CloudFront to create standard logs or real-time logs that show viewer
activity.

For the current maximum number of distributions that you can create for each AWS account, see
General quotas on distributions. There is no maximum number of files that you can serve per
distribution.

You can use distributions to serve the following content over HTTP or HTTPS:

« Static and dynamic download content, such as HTML, CSS, JavaScript, and image files, using
HTTP or HTTPS.

« Video on demand in different formats, such as Apple HTTP Live Streaming (HLS) and Microsoft
Smooth Streaming. For more information, see Delivering video on demand (VOD) with
CloudFront.

» A live event, such as a meeting, conference, or concert, in real time. For live streaming, you
can create the distribution automatically by using an AWS CloudFormation stack. For more
information, see Delivering live streaming video with CloudFront and AWS Media Services.

For information about creating a distribution, see Steps for creating a distribution (overview).

Actions you can use with distributions

The following table lists the CloudFront actions that you can take to work with distributions.
The table provides links to the corresponding documentation on how to do the actions with the
CloudFront console and the CloudFront APIs.

Action Using the CloudFront Using the CloudFront API
console
Create a distribution See Steps for creating a Go to CreateDistribution

distribution (overview)

List your distributions See Updating a distribution Go to ListDistributions

See Updating a distribution Go to GetDistribution
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Action Using the CloudFront Using the CloudFront API
console

Get all information about a

distribution

Get the distribution configura  See Updating a distribution Go to GetDistributionConfig
tion

Update a distribution See Updating a distribution Go to UpdateDistribution
Delete a distribution See Deleting a distribution Go to DeleteDistribution

Required API fields for creating and updating distributions

When you update a distribution by using the UpdateDistribution CloudFront API action, there are
more required fields than when you create a distribution by using CreateDistribution. To update a
distribution, complete the following steps:

1. Use GetDistribution to get the current configuration of the distribution that you want to update.

2. Modify the fields in the distribution configuration that you want to update. Also, rename the
ETag field to IfMatch, but don't change the field's value.

3. Use UpdateDistribution to update the distribution, providing the entire distribution
configuration, including the fields that you modified and those that you didn't.

The following tables summarizes the fields that are required for creating and for updating a
distribution.

DistributionConfig

Members Required in CreateDis Required in UpdateDis
tribution API call tribution API call
CallerReference Yes
Yes
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Members

Aliases

DefaultRootObject

Origins

OriginGroups
DefaultCacheBehavior

CacheBehaviors

CustomErrorResponses

Comment

Logging
PriceClass
Enabled

ViewerCertificate

Required in CreateDis
tribution API call

Yes

Yes

Yes (this field is required, but
an empty string is a valid
value)

Yes

Required in UpdateDis
tribution API call

Yes (this field is required, but
a quantity of @ with no items
is valid)

Yes (this field is required, but
an empty string is a valid val
ue)

Yes

Yes

Yes (this field is required, but
a quantity of @ with no items
is valid)

Yes (this field is required, but
a quantity of @ with no items
is valid)

Yes (this field is required, but
an empty string is a valid val
ue)

Yes
Yes
Yes

Yes

Required API fields for creating and updating distributions
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Members

Restrictions

WebACLId

HttpVersion

IsIPV6Enabled

Required in CreateDis
tribution API call

CacheBehavior (including DefaultCacheBehavior)

Members

PathPattern (this field does
not apply to DefaultCa
cheBehavior)

TargetOriginid

TrustedSigners

TrustedKeyGroups
ViewerProtocolPolicy
AllowedMethods

SmoothStreaming

Required in CreateDis
tribution API call

Yes

Yes

Yes

Required in UpdateDis
tribution API call

Yes (this field is required, but
aRestrictionsType of
none and a quantity of 0
with no items is valid)

Yes (this field is required, but
an empty string is a valid val
ue)

Yes

Required in UpdateDis
tribution API call

Yes

Yes

Yes

Yes

Yes

Required API fields for creating and updating distributions
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Members

Compress

LambdaFunctionAssociations

FunctionAssociations

FieldLevelEncryptionld

RealtimeLogConfigArn

CachePolicyld

OriginRequestPolicyld

ResponseHeadersPolicyld

Required in CreateDis
tribution API call

Yes (CachePolicyId
required when you use the

is not

following deprecated fields,
which is not recommend

ed: ForwardedValues ,
MinTTL, DefaultTTL , and
MaxTTL)

Required in UpdateDis
tribution API call

Yes

Yes (this field is required, but
a quantity of @ with no items
is valid)

Yes (this field is required, but
an empty string is a valid val
ue)

Yes (CachePolicyId isnot
required when you use the
following deprecated fields,
which is not recommend

ed: ForwardedValues ,
MinTTL, DefaultTTL , and

MaxTTL)

Creating, updating, and deleting distributions

The following topics explain how to create, update, or delete an Amazon CloudFront distribution.

Creating, updating, and deleting distributions
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Topics

Steps for creating a distribution (overview)

Creating a distribution

Values that you specify when you create or update a distribution

Values that CloudFront displays in the console

Testing a distribution

Updating a distribution

Tagging Amazon CloudFront distributions

Deleting a distribution

Steps for creating a distribution (overview)

The following task list summarizes the process for creating a distribution.

To create a distribution

Create one or more Amazon S3 buckets, or configure HTTP servers as your origin servers. An
origin is the location where you store the original version of your content. When CloudFront
gets a request for your files, it goes to the origin to get the files that it distributes at edge
locations. You can use any combination of Amazon S3 buckets and HTTP servers as your origin
servers.

If you use Amazon S3, the name of your bucket must be all lowercase and cannot contain
spaces.

If you use an Amazon EC2 server or another custom origin, review Using Amazon EC2 (or

another custom origin).

For the current maximum number of origins that you can create for a distribution, or to
request a higher quota, see General quotas on distributions.

Upload your content to your origin servers. You make your objects publicly readable, or you
can use CloudFront signed URLs to restrict access to your content.
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/A Important

You are responsible for ensuring the security of your origin server. You must ensure
that CloudFront has permission to access the server and that the security settings
safeguard your content.

3. Create your CloudFront distribution:

« For more information about using the CloudFront console to create a distribution, see
Creating a distribution.

» For information about creating a distribution using the CloudFront APIs, go to
CreateDistribution in the Amazon CloudFront API Reference.

4. (Optional) If you use the CloudFront console to create your distribution, create more cache
behaviors or origins for the distribution. For more information about behaviors and origins, see
To update a CloudFront distribution.

5. Test your distribution. For more information about testing, see Testing a distribution.

6. Develop your website or application to access your content using the domain name that
CloudFront returned after you created your distribution in Step 3. For example, if CloudFront
returns d111111abcdef8.cloudfront.net as the domain name for your distribution, the URL
for the file image. jpg in an Amazon S3 bucket or in the root directory on an HTTP server is
https://dl1111l1labcdef8.cloudfront.net/image. jpg.

If you specified one or more alternate domain names (CNAMEs) when you created your
distribution, you can use your own domain name. In that case, the URL for image. jpg might
be https://www.example.com/image. jpg.

Note the following:

« If you want to use signed URLSs to restrict access to your content, see Serving private content

with signed URLs and signed cookies.

« If you want to serve compressed content, see Serving compressed files.

» For information about CloudFront request and response behavior for Amazon S3 and
custom origins, see Request and response behavior.
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Creating a distribution

This topic explains how to use the CloudFront console to create a distribution.

For information about using the CloudFront APIs to create a distribution, see Create Distribution in
the Amazon CloudFront API Reference.

For information about updating distributions, see Updating a distribution, later in this section.

To see the current maximum number of distributions that you can create for each AWS account, or
to request a higher quota (formerly known as limit), see General quotas on distributions.

To create a distribution (console)

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

2. In the navigation pane, choose Distributions, then choose Create distribution.

3. Specify settings for the distribution. For more information, see Values that you specify when

you create or update a distribution.

4. Save your changes.

After CloudFront creates your distribution, the value of the Status column for your distribution
will change from Deploying to the date and time that the distribution is deployed. If you chose
to enable the distribution, it will be ready to process requests at this time.

The domain name that CloudFront assigns to your distribution appears in the list of
distributions. (It also appears on the General tab for a selected distribution.)

® Tip
You can use an alternate domain name, instead of the name assigned to you by
CloudFront; by following the steps in Using custom URLs by adding alternate domain
names (CNAMES).

6. When your distribution is deployed, confirm that you can access your content using your new
CloudFront URL or CNAME. For more information, see Testing a distribution.

To update a distribution (for example, to add or change cache behaviors), see Updating a
distribution.
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Values that you specify when you create or update a distribution

When you use the CloudFront console to create a new distribution or update an existing

distribution, you specify the following values:

the section called “Origin settings”

« the section called “Origin domain”

» the section called "Protocol (custom origins only)"”

 the section called “Origin path”

+ the section called “Name”

 the section called “Origin access (Amazon S3 origins only)”

e the section called “Add custom header”

» the section called “Enable Origin Shield”

» the section called “Connection attempts”

« the section called “Connection timeout”

» the section called "Response timeout (custom origins only)”

» the section called "Keep-alive timeout (custom origins only)"

Cache behavior settings

The following values apply to the Default Cache Behavior Settings when you create a distribution.
They also apply to other cache behaviors that you create later.

 Path pattern
 Origin or origin group (Applies only when you create or update a cache behavior for an existing
distribution)

» Viewer protocol policy

¢ Allowed HTTP methods

» Field-level encryption config

e Cached HTTP methods

» Cache based on selected request headers

« Allowlist headers (Applies only when you choose Allowlist for Cache Based on Selected Request
Headers)

Values that you specify 47


https://console.aws.amazon.com/cloudfront/v4/home

Amazon CloudFront Developer Guide

Obiject caching

Minimum TTL

Maximum TTL

Default TTL

Forward cookies

Allowlist cookies (Applies only when you choose Allowlist for Forward Cookies)

Query string forwarding and caching

Query string allowlist (Applies only when you choose Forward all, cache based on allowlist for

Query String Forwarding and Caching)

Smooth Streaming

Restrict viewer access (use signed URLs or signed cookies)

Trusted signers (Applies only when you choose Yes for Restrict Viewer Access (Use Signed URLs

or Signed Cookies)

AWS account numbers (Applies only when you choose Specify Accounts for Trusted Signers)

Compress objects automatically

The following values apply to Lambda Function Associations.

CloudFront event

Lambda function ARN

Include body

Distribution settings

Price class

AWS WAF web ACL

Alternate domain names (CNAMEs)

SSL certificate

Custom SSL client support (Applies only when you choose Custom SSL Certificate
(example.com) for SSL Certificate)

Security policy (Minimum SSL/TLS version)
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o Supported HTTP versions

» Default root object

e Loggin

» Bucket for logs

 Log prefix
» Cookie logging

« Enable IPv6
e Comment

« Distribution state

Custom error pages and error caching

HTTP error code

Response page path

HTTP response code

Error caching minimum TTL (seconds)

Geographic restrictions

For more information about creating or updating a distribution by using the CloudFront console,
see the section called “Creating a distribution” or the section called “Updating a distribution”.

Origin settings

When you use the CloudFront console to create or update a distribution, you provide information
about one or more locations, known as origins, where you store the original versions of your

web content. CloudFront gets your web content from your origins and serves it to viewers via a
worldwide network of edge servers.

For the current maximum number of origins that you can create for a distribution, or to request a
higher quota, see the section called “General quotas on distributions".

If you want to delete an origin, you must first edit or delete the cache behaviors that are associated
with that origin.
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/A Important
If you delete an origin, confirm that files that were previously served by that origin are
available in another origin and that your cache behaviors are now routing requests for
those files to the new origin.

When you create or update a distribution, you specify the following values for each origin.
Origin domain

The origin domain is the DNS domain name of the Amazon S3 bucket or HTTP server from which
you want CloudFront to get objects for this origin, for example:

« Amazon S3 bucket - DOC-EXAMPLE-BUCKET.s3.us-west-2.amazonaws.com

(® Note

If you recently created the S3 bucket, the CloudFront distribution might return HTTP

307 Temporary Redirect responses for up to 24 hours. It can take up to 24 hours for
the S3 bucket name to propagate to all AWS Regions. When the propagation is complete,
the distribution automatically stops sending these redirect responses; you don't need to
take any action. For more information, see Why am | getting an HTTP 307 Temporary
Redirect response from Amazon S3? and Temporary Request Redirection.

« Amazon S3 bucket configured as a website - DOC-EXAMPLE-BUCKET .s3-website.us-
west-2.amazonaws.com

» MediaStore container - examplemediastore.data.mediastore.us-
west-1.amazonaws.com

» MediaPackage endpoint - examplemediapackage .mediapackage.us-
west-1.amazonaws.com

« Amazon EC2 instance - ec2-203-0-113-25.compute-1.amazonaws.com

 Elastic Load Balancing load balancer - example-load-balancer-1234567890.us-
west-2.elb.amazonaws.com

« Your own web server - https://www.example.com
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Choose the domain name in the Origin domain field, or type the name. The domain name is not
case-sensitive.

If your origin is an Amazon S3 bucket, note the following:

« If the bucket is configured as a website, enter the Amazon S3 static website hosting endpoint
for your bucket; don't select the bucket name from the list in the Origin domain field. The static
website hosting endpoint appears in the Amazon S3 console, on the Properties page under
Static website hosting. For more information, see the section called “Using an Amazon S3
bucket that's configured as a website endpoint”.

« If you configured Amazon S3 Transfer Acceleration for your bucket, do not specify the s3-
accelerate endpoint for Origin domain.

« If you're using a bucket from a different AWS account and if the bucket is not configured as a
website, enter the name, using the following format:

bucket-name.s3.region.amazonaws.com

If your bucket reside in a US Region, and you want Amazon S3 to route requests to a facility in
northern Virginia, use the following format:

bucket-name.s3.us-east-1.amazonaws.com

« The files must be publicly readable unless you secure your content in Amazon S3 by using a
CloudFront origin access control. For more information about access control, see the section
called “Restricting access to an Amazon S3 origin”.

/A Important

If the origin is an Amazon S3 bucket, the bucket name must conform to DNS naming
requirements. For more information, go to Bucket restrictions and limitations in the
Amazon Simple Storage Service User Guide.

When you change the value of Origin domain for an origin, CloudFront immediately begins
replicating the change to CloudFront edge locations. Until the distribution configuration is updated
in a given edge location, CloudFront continues to forward requests to the previous origin. As soon
as the distribution configuration is updated in that edge location, CloudFront begins to forward
requests to the new origin.
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Changing the origin does not require CloudFront to repopulate edge caches with objects from

the new origin. As long as the viewer requests in your application have not changed, CloudFront
continues to serve objects that are already in an edge cache until the TTL on each object expires or
until seldom-requested objects are evicted.

Origin path

If you want CloudFront to request your content from a directory in your origin, enter the directory
path, beginning with a slash (/). CloudFront appends the directory path to the value of Origin
domain, for example, cf-origin.example.com/production/images. Do not add a slash (/) at
the end of the path.

For example, suppose you've specified the following values for your distribution:

« Origin domain — An Amazon S3 bucket named DOC-EXAMPLE-BUCKET
« Origin path - /production

« Alternate domain names (CNAME) — example.com

When a user enters example.com/index.html in a browser, CloudFront sends a request to
Amazon S3 for DOC-EXAMPLE-BUCKET/production/index.html.

When a user enters example.com/acme/index.html in a browser, CloudFront sends a request to
Amazon S3 for DOC-EXAMPLE-BUCKET/production/acme/index.html.

Name

A name is a string that uniquely identifies this origin in this distribution. If you create cache
behaviors in addition to the default cache behavior, you use the name that you specify here to
identify the origin that you want CloudFront to route a request to when the request matches the
path pattern for that cache behavior.

Add custom header

If you want CloudFront to add custom headers whenever it sends a request to your origin, specify
the header name and its value. For more information, see the section called “Adding custom

headers to origin requests”.

For the current maximum number of custom headers that you can add, the maximum length of a
custom header name and value, and the maximum total length of all header names and values, see
Quotas.
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Enable Origin Shield

Choose Yes to enable CloudFront Origin Shield. For more information about Origin Shield, see the
section called "Using Origin Shield".

Connection attempts

You can set the number of times that CloudFront attempts to connect to the origin. You can specify
1, 2, or 3 as the number of attempts. The default number (if you don't specify otherwise) is 3.

Use this setting together with Connection timeout to specify how long CloudFront waits before
attempting to connect to the secondary origin or returning an error response to the viewer. By
default, CloudFront waits as long as 30 seconds (3 attempts of 10 seconds each) before attempting
to connect to the secondary origin or returning an error response. You can reduce this time by
specifying fewer attempts, a shorter connection timeout, or both.

If the specified number of connection attempts fail, CloudFront does one of the following:

o If the origin is part of an origin group, CloudFront attempts to connect to the secondary origin.
If the specified number of connection attempts to the secondary origin fail, then CloudFront
returns an error response to the viewer.

o If the origin is not part of an origin group, CloudFront returns an error response to the viewer.

For a custom origin (including an Amazon S3 bucket that's configured with static website hosting),
this setting also specifies the number of times that CloudFront attempts to get a response from the
origin. For more information, see the section called “Response timeout (custom origins only)".

Connection timeout

The connection timeout is the number of seconds that CloudFront waits when trying to establish
a connection to the origin. You can specify a number of seconds between 1 and 10 (inclusive). The
default timeout (if you don't specify otherwise) is 10 seconds.

Use this setting together with Connection attempts to specify how long CloudFront waits before
attempting to connect to the secondary origin or before returning an error response to the
viewer. By default, CloudFront waits as long as 30 seconds (3 attempts of 10 seconds each) before
attempting to connect to the secondary origin or returning an error response. You can reduce this
time by specifying fewer attempts, a shorter connection timeout, or both.
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If CloudFront doesn't establish a connection to the origin within the specified number of seconds,
CloudFront does one of the following:

o If the specified number of Connection attempts is more than 1, CloudFront tries again to
establish a connection. CloudFront tries up to 3 times, as determined by the value of Connection
attempts.

« If all the connection attempts fail and the origin is part of an origin group, CloudFront attempts
to connect to the secondary origin. If the specified number of connection attempts to the
secondary origin fail, then CloudFront returns an error response to the viewer.

« If all the connection attempts fail and the origin is not part of an origin group, CloudFront
returns an error response to the viewer.

Response timeout (custom origins only)

® Note

This applies only to custom origins.

The origin response timeout, also known as the origin read timeout or origin request timeout,
applies to both of the following values:
» How long (in seconds) CloudFront waits for a response after forwarding a request to the origin.

« How long (in seconds) CloudFront waits after receiving a packet of a response from the origin
and before receiving the next packet.

The default timeout is 30 seconds. You can change the value to be from 1 to 60 seconds. If you
need a timeout value outside that range, create a case in the AWS Support Center Console.

® Tip
If you want to increase the timeout value because viewers are experiencing HTTP 504
status code errors, consider exploring other ways to eliminate those errors before changing
the timeout value. See the troubleshooting suggestions in the section called “HTTP 504
status code (Gateway Timeout)".
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CloudFront behavior depends on the HTTP method in the viewer request:

« GET and HEAD requests - If the origin doesn't respond or stops responding within the duration
of the response timeout, CloudFront drops the connection. CloudFront tries again to connect
according to the value of the section called “Connection attempts”.

o DELETE, OPTIONS, PATCH, PUT, and POST requests - If the origin doesn’t respond for the
duration of the read timeout, CloudFront drops the connection and doesn't try again to contact

the origin. The client can resubmit the request if necessary.

Keep-alive timeout (custom origins only)

(® Note

This applies only to custom origins.

The keep-alive timeout is how long (in seconds) CloudFront tries to maintain a connection to
your custom origin after it gets the last packet of a response. Maintaining a persistent connection
saves the time that is required to re-establish the TCP connection and perform another TLS
handshake for subsequent requests. Increasing the keep-alive timeout helps improve the request-
per-connection metric for distributions.

(® Note

For the Keep-alive timeout value to have an effect, your origin must be configured to allow
persistent connections.

The default timeout is 5 seconds. You can change the value to a number from 1 to 60 seconds. If
you need a keep-alive timeout longer than 60 seconds, create a case in the AWS Support Center
Console.

Origin access (Amazon S3 origins only)

(® Note

This applies only to Amazon S3 bucket origins (those that are not using the S3 static
website endpoint).
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Choose Origin access control settings (recommended) if you want to make it possible to restrict
access to an Amazon S3 bucket origin to only specific CloudFront distributions.

Choose Public if the Amazon S3 bucket origin is publicly accessible.

For more information, see the section called “Restricting access to an Amazon S3 origin”.

For information about how to require users to access objects on a custom origin by using only
CloudFront URLs, see the section called “ Restricting access to files on custom origins”.

Protocol (custom origins only)

(@ Note

This applies only to custom origins.

The protocol policy that you want CloudFront to use when fetching objects from your origin.

Choose one of the following values:

o HTTP only: CloudFront uses only HTTP to access the origin.

/A Important

HTTP only is the default setting when the origin is an Amazon S3 static website hosting
endpoint, because Amazon S3 doesn't support HTTPS connections for static website
hosting endpoints. The CloudFront console does not support changing this setting for
Amazon S3 static website hosting endpoints.

o HTTPS only: CloudFront uses only HTTPS to access the origin.

« Match viewer: CloudFront communicates with your origin using HTTP or HTTPS, depending on
the protocol of the viewer request. CloudFront caches the object only once even if viewers make
requests using both HTTP and HTTPS protocols.

/A Important

For HTTPS viewer requests that CloudFront forwards to this origin, one of the domain
names in the SSL/TLS certificate on your origin server must match the domain name
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that you specify for Origin domain. Otherwise, CloudFront responds to the viewer
requests with an HTTP status code 502 (Bad Gateway) instead of returning the requested
object. For more information, see the section called “Requirements for using SSL/TLS

certificates with CloudFront”.

HTTP port

® Note

This applies only to custom origins.

(Optional) You can specify the HTTP port on which the custom origin listens. Valid values include
ports 80, 443, and 1024 to 65535. The default value is port 80.

/A Important

Port 80 is the default setting when the origin is an Amazon S3 static website hosting
endpoint, because Amazon S3 only supports port 80 for static website hosting endpoints.
The CloudFront console does not support changing this setting for Amazon S3 static
website hosting endpoints.

HTTPS port

® Note

This applies only to custom origins.

(Optional) You can specify the HTTPS port on which the custom origin listens. Valid values include
ports 80, 443, and 1024 to 65535. The default value is port 443. When Protocol is set to HTTP
only, you cannot specify a value for HTTPS port.
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Minimum origin SSL protocol

(® Note

This applies only to custom origins.

Choose the minimum TLS/SSL protocol that CloudFront can use when it establishes an HTTPS
connection to your origin. Lower TLS protocols are less secure, so we recommend that you choose
the latest TLS protocol that your origin supports. When Protocol is set to HTTP only, you cannot
specify a value for Minimum origin SSL protocol.

If you use the CloudFront API to set the TLS/SSL protocol for CloudFront to use, you cannot set a
minimum protocol. Instead, you specify all of the TLS/SSL protocols that CloudFront can use with
your origin. For more information, see OriginSslProtocols in the Amazon CloudFront API Reference.

Cache behavior settings

By setting the cache behavior, you can configure a variety of CloudFront functionality for a given
URL path pattern for files on your website. For example, one cache behavior might apply to

all . jpg files in the images directory on a web server that you're using as an origin server for
CloudFront. The functionality that you can configure for each cache behavior includes:

o The path pattern

« If you have configured multiple origins for your CloudFront distribution, the origin to which you
want CloudFront to forward your requests

» Whether to forward query strings to your origin
» Whether accessing the specified files requires signed URLs
» Whether to require users to use HTTPS to access those files

« The minimum amount of time that those files stay in the CloudFront cache regardless of the
value of any Cache-Control headers that your origin adds to the files

When you create a new distribution, you specify settings for the default cache behavior, which
automatically forwards all requests to the origin that you specify when you create the distribution.
After you create a distribution, you can create additional cache behaviors that define how
CloudFront responds when it receives a request for objects that match a path pattern, for example,
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* . jpg. If you create additional cache behaviors, the default cache behavior is always the last

to be processed. Other cache behaviors are processed in the order in which they're listed in the
CloudFront console or, if you're using the CloudFront API, the order in which they're listed in the
DistributionConfig element for the distribution. For more information, see Path pattern.

When you create a cache behavior, you specify the one origin from which you want CloudFront to
get objects. As a result, if you want CloudFront to distribute objects from all of your origins, you
must have at least as many cache behaviors (including the default cache behavior) as you have
origins. For example, if you have two origins and only the default cache behavior, the default cache
behavior causes CloudFront to get objects from one of the origins, but the other origin is never
used.

For the current maximum number of cache behaviors that you can add to a distribution, or to
request a higher quota (formerly known as limit), see General quotas on distributions.

Path pattern

A path pattern (for example, images/*. jpg) specifies to which requests you want this cache
behavior to apply. When CloudFront receives an end-user request, the requested path is compared
with path patterns in the order in which cache behaviors are listed in the distribution. The first
match determines which cache behavior is applied to that request. For example, suppose you have
three cache behaviors with the following three path patterns, in this order:

- images/*.jpg
e images/*

e * . gif

(@ Note

You can optionally include a slash (/) at the beginning of the path pattern, for example,
/images/*. jpg. CloudFront behavior is the same with or without the leading /. If you
don't specify the / at the beginning of the path, this character is automatically implied;
CloudFront treats the path the same with or without the leading /. For example, CloudFront
treats /*product. jpg the same as *product. jpg

A request for the file images/sample.gif doesn't satisfy the first path pattern, so the associated
cache behaviors are not applied to the request. The file does satisfy the second path pattern, so the
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cache behaviors associated with the second path pattern are applied even though the request also
matches the third path pattern.

® Note

When you create a new distribution, the value of Path Pattern for the default cache
behavior is set to * (all files) and cannot be changed. This value causes CloudFront to
forward all requests for your objects to the origin that you specified in the Origin domain

field. If the request for an object does not match the path pattern for any of the other
cache behaviors, CloudFront applies the behavior that you specify in the default cache
behavior.

/A Important

Define path patterns and their sequence carefully or you may give users undesired access
to your content. For example, suppose a request matches the path pattern for two cache
behaviors. The first cache behavior does not require signed URLs and the second cache
behavior does require signed URLs. Users are able to access the objects without using a
signed URL because CloudFront processes the cache behavior associated with the first
match.

If you're working with a MediaPackage channel, you must include specific path patterns for the
cache behavior that you define for the endpoint type for your origin. For example, for a DASH
endpoint, you type * .mpd for Path Pattern. For more information and specific instructions, see
Serving live video formatted with AWS Elemental MediaPackage.

The path you specify applies to requests for all files in the specified directory and in subdirectories
below the specified directory. CloudFront does not consider query strings or cookies when
evaluating the path pattern. For example, if an images directory contains productl and
product2 subdirectories, the path pattern images/*. jpg applies to requests for any .jpg file

in the images, images/productl, and images/product?2 directories. If you want to apply

a different cache behavior to the files in the images/productl directory than the files in the
images and images/product?2 directories, create a separate cache behavior for images/
productl and move that cache behavior to a position above (before) the cache behavior for the
images directory.
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You can use the following wildcard characters in your path pattern:

e * matches 0 or more characters.

« ? matches exactly 1 character.

The following examples show how the wildcard characters work:

Path pattern Files that match the path pattern

*.jpg All .jpg files.

images/*. All .jpg files in the images directory and in subdirectories under the
jpg images directory.

a*.jpg .

All .jpg files for which the file name begins with a, for example,
apple.jpg and appalachian_trail_2012_05_21.jpg

All .jpg files for which the file path begins with a, for example, abra/
cadabra/magic. jpg

a??.jpg All .jpg files for which the file name begins with a and is followed by exactly
two other characters, for example, ant.jpgand abe. jpg.

* . .doc* All files for which the file name extension begins with .doc, for example,
.doc, .docx, and .docm files. You can't use the path pattern *.doc? in
this case, because that path pattern wouldn't apply to requests for .doc
files; the ? wildcard character replaces exactly one character.

The maximum length of a path pattern is 255 characters. The value can contain any of the
following characters:

e A-Z a-z
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Path patterns are case-sensitive, so the path pattern *. jpg doesn't apply to the file LOGO. JPG
« 0-9
. __.*$/~|||@:+

» &, passed and returned as &amp;

Origin or origin group

Enter the value of an existing origin or origin group. This identifies the origin or origin group to
which you want CloudFront to route requests when a request (such as https://example.com/
logo.jpg) matches the path pattern for a cache behavior (such as *.jpg) or for the default cache
behavior (*).

Viewer protocol policy

Choose the protocol policy that you want viewers to use to access your content in CloudFront edge
locations:

o HTTP and HTTPS: Viewers can use both protocols.

» Redirect HTTP to HTTPS: Viewers can use both protocols, but HTTP requests are automatically
redirected to HTTPS requests.

o HTTPS Only: Viewers can only access your content if they're using HTTPS.

For more information, see Requiring HTTPS for communication between viewers and CloudFront.

Allowed HTTP methods

Specify the HTTP methods that you want CloudFront to process and forward to your origin:

« GET, HEAD: You can use CloudFront only to get objects from your origin or to get object headers.

« GET, HEAD, OPTIONS: You can use CloudFront only to get objects from your origin, get object
headers, or retrieve a list of the options that your origin server supports.

« GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE: You can use CloudFront to get, add,
update, and delete objects, and to get object headers. In addition, you can perform other POST
operations such as submitting data from a web form.
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® Note

CloudFront caches responses to GET and HEAD requests and, optionally, OPTIONS
requests. Responses to OPTIONS requests are cached separately from responses to GET
and HEAD requests (the OPTIONS method is included in the cache key for OPTIONS
requests). CloudFront does not cache responses to requests that use other methods.

/A Important

If you choose GET, HEAD, OPTIONS or GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE,
you might need to restrict access to your Amazon S3 bucket or to your custom origin to
prevent users from performing operations that you don't want them to perform. The
following examples explain how to restrict access:

« If you're using Amazon S3 as an origin for your distribution: Create a CloudFront origin
access control to restrict access to your Amazon S3 content, and give permissions to the
origin access control. For example, if you configure CloudFront to accept and forward
these methods only because you want to use PUT, you must still configure Amazon S3
bucket policies to handle DELETE requests appropriately. For more information, see
Restricting access to an Amazon S3 origin.

« If you're using a custom origin: Configure your origin server to handle all methods. For
example, if you configure CloudFront to accept and forward these methods only because
you want to use POST, you must still configure your origin server to handle DELETE
requests appropriately.

Field-level encryption config

If you want to enforce field-level encryption on specific data fields, in the dropdown list, choose a
field-level encryption configuration.

For more information, see Using field-level encryption to help protect sensitive data.

Cached HTTP methods

Specify whether you want CloudFront to cache the response from your origin when a viewer
submits an OPTIONS request. CloudFront always caches the response to GET and HEAD requests.
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Cache based on selected request headers
Specify whether you want CloudFront to cache objects based on the values of specified headers:

» None (improves caching) — CloudFront doesn't cache your objects based on header values.

« Allowlist — CloudFront caches your objects based only on the values of the specified headers.
Use Allowlist Headers to choose the headers that you want CloudFront to base caching on.

« All - CloudFront doesn't cache the objects that are associated with this cache behavior. Instead,
CloudFront sends every request to the origin. (Not recommended for Amazon S3 origins.)

Regardless of the option that you choose, CloudFront forwards certain headers to your origin
and takes specific actions based on the headers that you forward. For more information about
how CloudFront handles header forwarding, see HTTP request headers and CloudFront behavior

(custom and Amazon S3 origins).

For more information about how to configure caching in CloudFront by using request headers, see
Caching content based on request headers.

Allowlist headers

Specify the headers that you want CloudFront to consider when caching your objects. Select
headers from the list of available headers and choose Add. To forward a custom header, enter the
name of the header in the field, and choose Add Custom.

For the current maximum number of headers that you can allowlist for each cache behavior, or to
request a higher quota (formerly known as limit), see Quotas on headers.

Object caching

If your origin server is adding a Cache-Control header to your objects to control how long the
objects stay in the CloudFront cache and if you don't want to change the Cache-Control value,
choose Use Origin Cache Headers.

To specify a minimum and maximum time that your objects stay in the CloudFront cache regardless
of Cache-Control headers, and a default time that your objects stay in the CloudFront cache
when the Cache-Contzrol header is missing from an object, choose Customize. Then specify
values in the Minimum TTL, Default TTL, and Maximum TTL fields.

For more information, see Managing how long content stays in the cache (expiration).
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Minimum TTL

Specify the minimum amount of time, in seconds, that you want objects to stay in the CloudFront
cache before CloudFront sends another request to the origin to determine whether the object has
been updated.

For more information, see Managing how long content stays in the cache (expiration).

Maximum TTL

Specify the maximum amount of time, in seconds, that you want objects to stay in CloudFront
caches before CloudFront queries your origin to see whether the object has been updated. The
value that you specify for Maximum TTL applies only when your origin adds HTTP headers such
as Cache-Control max-age, Cache-Control s-maxage, or Expires to objects. For more
information, see Managing how long content stays in the cache (expiration).

To specify a value for Maximum TTL, you must choose the Customize option for the Object
Caching setting.

The default value for Maximum TTL is 31536000 seconds (one year). If you change the value
of Minimum TTL or Default TTL to more than 31536000 seconds, then the default value of
Maximum TTL changes to the value of Default TTL.

Default TTL

Specify the default amount of time, in seconds, that you want objects to stay in CloudFront caches
before CloudFront forwards another request to your origin to determine whether the object has
been updated. The value that you specify for Default TTL applies only when your origin does not
add HTTP headers such as Cache-Control max-age, Cache-Control s-maxage, or Expires
to objects. For more information, see Managing how long content stays in the cache (expiration).

To specify a value for Default TTL, you must choose the Customize option for the Object Caching
setting.

The default value for Default TTL is 86400 seconds (one day). If you change the value of Minimum
TTL to more than 86400 seconds, then the default value of Default TTL changes to the value of
Minimum TTL.
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Forward cookies

(® Note

For Amazon S3 origins, this option applies to only buckets that are configured as a website
endpoint.

Specify whether you want CloudFront to forward cookies to your origin server and, if so, which
ones. If you choose to forward only selected cookies (an allowlist of cookies), enter the cookie
names in the Allowlist Cookies field. If you choose All, CloudFront forwards all cookies regardless
of how many your application uses.

Amazon S3 doesn't process cookies, and forwarding cookies to the origin reduces cache ability. For
cache behaviors that are forwarding requests to an Amazon S3 origin, choose None for Forward
Cookies.

For more information about forwarding cookies to the origin, go to Caching content based on
cookies.

Allowlist cookies

(® Note

For Amazon S3 origins, this option applies to only buckets that are configured as a website
endpoint.

If you chose Allowlist in the Forward Cookies list, then in the Allowlist Cookies field, enter the
names of cookies that you want CloudFront to forward to your origin server for this cache behavior.
Enter each cookie name on a new line.

You can specify the following wildcards to specify cookie names:

« * matches O or more characters in the cookie name

« ? matches exactly one character in the cookie name

For example, suppose viewer requests for an object include a cookie named:

userid_member-number
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Where each of your users has a unique value for member-number. You want CloudFront to cache
a separate version of the object for each member. You could accomplish this by forwarding all
cookies to your origin, but viewer requests include some cookies that you don't want CloudFront
to cache. Alternatively, you could specify the following value as a cookie name, which causes
CloudFront to forward to the origin all of the cookies that begin with userid_:

userid_*

For the current maximum number of cookie names that you can allowlist for each cache behavior,
or to request a higher quota (formerly known as limit), see Quotas on cookies (legacy cache

settings).

Query string forwarding and caching

CloudFront can cache different versions of your content based on the values of query string
parameters. Choose one of the following options:

None (Improves Caching)

Choose this option if your origin returns the same version of an object regardless of the values
of query string parameters. This increases the likelihood that CloudFront can serve a request
from the cache, which improves performance and reduces the load on your origin.

Forward all, cache based on allowlist

Choose this option if your origin server returns different versions of your objects based on one
or more query string parameters. Then specify the parameters that you want CloudFront to use
as a basis for caching in the Query string allowlist field.

Forward all, cache based on all

Choose this option if your origin server returns different versions of your objects for all query
string parameters.

For more information about caching based on query string parameters, including how to improve
performance, see Caching content based on query string parameters.

Query string allowlist

If you chose Forward all, cache based on allowlist for Query string forwarding and caching,

specify the query string parameters that you want CloudFront to use as a basis for caching.
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Smooth Streaming

Choose Yes if you want to distribute media files in the Microsoft Smooth Streaming format and
you do not have an IIS server.

Choose No if you have a Microsoft IS server that you want to use as an origin to distribute media
files in the Microsoft Smooth Streaming format, or if you are not distributing Smooth Streaming
media files.

® Note

If you specify Yes, you can still distribute other content using this cache behavior if that
content matches the value of Path Pattern.

For more information, see Configuring video on demand for Microsoft Smooth Streaming.

Restrict viewer access (use signed URLs or signed cookies)

If you want requests for objects that match the PathPattern for this cache behavior to use public
URLs, choose No.

If you want requests for objects that match the PathPattern for this cache behavior to use signed
URLs, choose Yes. Then specify the AWS accounts that you want to use to create signed URLs;
these accounts are known as trusted signers.

For more information about trusted signers, see Specifying the signers that can create signed URLs

and signed cookies.

Trusted signers
Choose which AWS accounts you want to use as trusted signers for this cache behavior:

« Self: Use the account with which you're currently signed into the AWS Management Console as a
trusted signer. If you're currently signed in as an IAM user, the associated AWS account is added
as a trusted signer.

» Specify Accounts: Enter account numbers for trusted signers in the AWS Account Numbers field.

To create signed URLs, an AWS account must have at least one active CloudFront key pair.
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/A Important

If you're updating a distribution that you're already using to distribute content, add trusted
signers only when you're ready to start generating signed URLs for your objects. After you
add trusted signers to a distribution, users must use signed URLs to access the objects that
match the PathPattexrn for this cache behavior.

AWS account numbers

If you want to create signed URLs using AWS accounts in addition to or instead of the current
account, enter one AWS account number per line in this field. Note the following:

» The accounts that you specify must have at least one active CloudFront key pair. For more
information, see Creating key pairs for your signers.

» You can't create CloudFront key pairs for IAM users, so you can't use IAM users as trusted signers.

» For information about how to get the AWS account number for an account, see Your AWS
account identifiers in the Amazon Web Services General Reference.

« If you enter the account number for the current account, CloudFront automatically checks the
Self check box and removes the account number from the AWS Account Numbers list.

Compress objects automatically

If you want CloudFront to automatically compress files of certain types when viewers support
compressed content, choose Yes. When CloudFront compresses your content, downloads are
faster because the files are smaller, and your web pages render faster for your users. For more
information, see Serving compressed files.

CloudFront event

You can choose to run a Lambda function when one or more of the following CloudFront events
occur:

When CloudFront receives a request from a viewer (viewer request)

Before CloudFront forwards a request to the origin (origin request)

When CloudFront receives a response from the origin (origin response)

Before CloudFront returns the response to the viewer (viewer response)
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For more information, see How to decide which CloudFront event to use to trigger a
Lambda@Edge function.

Lambda function ARN

Specify the Amazon Resource Name (ARN) of the Lambda function that you want to add a trigger
for. To learn how to get the ARN for a function, see step 1 of the procedure Adding Triggers by
Using the CloudFront Console.

Distribution settings
The following values apply to the entire distribution.
Price class

Choose the price class that corresponds with the maximum price that you want to pay for
CloudFront service. By default, CloudFront serves your objects from edge locations in all
CloudFront Regions.

For more information about price classes and about how your choice of price class affects
CloudFront performance for your distribution, see Choosing the price class for a CloudFront
distribution. For information about CloudFront pricing, including how price classes map to
CloudFront Regions, go to Amazon CloudFront Pricing.

AWS WAF web ACL

You can protect your CloudFront distribution with AWS WAF, a web application firewall that allows
you to secure your web applications and APIs to block requests before they reach your servers. You
can Enabling AWS WAF for new distributions when creating or editing a CloudFront distribution.

Optionally, you can later configure additional security protections for other threats specific to your
application in the AWS WAF console at https://console.aws.amazon.com/wafv2/.

For more information about AWS WAF, see the AWS WAF Developer Guide.

Alternate domain names (CNAMEs)

Optional. Specify one or more domain names that you want to use for URLs for your objects
instead of the domain name that CloudFront assigns when you create your distribution. You must
own the domain name, or have authorization to use it, which you verify by adding an SSL/TLS
certificate.
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For example, if you want the URL for the object:

/images/image. jpg

To look like this:

https://www.example.com/images/image. jpg

Instead of like this:
https://dl11111abcdef8.cloudfront.net/images/image. jpg

Add a CNAME for www.example. com.

/A Important

If you add a CNAME for www . example . com to your distribution, you also must do the
following:

» Create (or update) a CNAME record with your DNS service to route queries for
www.example.comtodl1l111labcdef8.cloudfront.net.

» Add a certificate to CloudFront from a trusted certificate authority (CA) that covers the
domain name (CNAME) that you add to your distribution, to validate your authorization
to use the domain name.

You must have permission to create a CNAME record with the DNS service provider for
the domain. Typically, this means that you own the domain, or that you're developing an
application for the domain owner.

For the current maximum number of alternate domain names that you can add to a distribution, or
to request a higher quota (formerly known as limit), see General quotas on distributions.

For more information about alternate domain names, see Using custom URLs by adding alternate
domain names (CNAMEs). For more information about CloudFront URLs, see Customizing the URL
format for files in CloudFront.

SSL certificate

If you specified an alternate domain name to use with your distribution, choose Custom SSL
Certificate, and then, to validate your authorization to use the alternate domain name, choose
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a certificate that covers it. If you want viewers to use HTTPS to access your objects, choose the
settings that support that.

(® Note

Before you can specify a custom SSL certificate, you must specify a valid alternate domain
name. For more information, see Requirements for using alternate domain names and

Using alternate domain names and HTTPS.

» Default CloudFront Certificate (*.cloudfront.net) — Choose this option if you want
to use the CloudFront domain name in the URLs for your objects, such as https://
dl1111labcdef8.cloudfront.net/imagel. jpg.

« Custom SSL Certificate — Choose this option if you want to use your own domain name in
the URLs for your objects as an alternate domain name, such as https://example.com/
imagel. jpg. Then choose a certificate to use that covers the alternate domain name. The list of
certificates can include any of the following:

 Certificates provided by AWS Certificate Manager
 Certificates that you purchased from a third-party certificate authority and uploaded to ACM

« Certificates that you purchased from a third-party certificate authority and uploaded to the
IAM certificate store

If you choose this setting, we recommend that you use only an alternate domain name in your
object URLs (https://example.com/logo.jpg). If you use your CloudFront distribution domain
name (https://d111111abcdef8.cloudfront.net/logo.jpg) and a client uses an older viewer that
doesn't support SNI, how the viewer responds depends on the value that you choose for Clients
Supported:

« All Clients: The viewer displays a warning because the CloudFront domain name doesn't match
the domain name in your SSL/TLS certificate.

« Only Clients that Support Server Name Indication (SNI): CloudFront drops the connection
with the viewer without returning the object.

Custom SSL client support

If you specified one or more alternate domain names and a custom SSL certificate for the
distribution, choose how you want CloudFront to serve HTTPS requests:
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o Clients that Support Server Name Indication (SNI) - (Recommended) — With this setting,
virtually all modern web browsers and clients can connect to the distribution, because they
support SNI. However, some viewers might use older web browsers or clients that don’t support
SNI, which means they can't connect to the distribution.

To apply this setting using the CloudFront API, specify sni-only in the SSLSupportMethod
field. In AWS CloudFormation, the field is named Ss1SupportMethod (note the different
capitalization).

» Legacy Clients Support — With this setting, older web browsers and clients that don't support
SNI can connect to the distribution. However, this setting incurs additional monthly charges. For
the exact price, go to the Amazon CloudFront Pricing page, and search the page for Dedicated IP
custom SSL.

To apply this setting using the CloudFront API, specify vip in the SSLSupportMethod field. In
AWS CloudFormation, the field is named Ss1SupportMethod (note the different capitalization).

For more information, see Choosing how CloudFront serves HTTPS requests.

Security policy

Specify the security policy that you want CloudFront to use for HTTPS connections with viewers
(clients). A security policy determines two settings:

o The minimum SSL/TLS protocol that CloudFront uses to communicate with viewers.

o The ciphers that CloudFront can use to encrypt the content that it returns to viewers.

For more information about the security policies, including the protocols and ciphers that each one
includes, see Supported protocols and ciphers between viewers and CloudFront.

The security policies that are available depend on the values that you specify for SSL Certificate
and Custom SSL Client Support (known as CloudFrontDefaultCertificate and
SSLSupportMethod in the CloudFront API):

« When SSL Certificate is Default CloudFront Certificate (*.cloudfront.net) (when
CloudFrontDefaultCertificate is true in the API), CloudFront automatically sets the
security policy to TLSv1.

o When SSL Certificate is Custom SSL Certificate (example.com) and Custom SSL Client
Support is Clients that Support Server Name Indication (SNI) - (Recommended) (when
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CloudFrontDefaultCertificateis false and SSLSupportMethodis sni-only in the
API), you can choose from the following security policies:

TLSv1.2_2021
TLSv1.2_2019
TLSv1.2_2018
TLSv1.1_2016
TLSv1_2016
TLSv1

« When SSL Certificate is Custom SSL Certificate (example.com) and Custom SSL Client
Support is Legacy Clients Support (when CloudFrontDefaultCertificateis false and

SSLSupportMethod is vip in the API), you can choose from the following security policies:

TLSv1
SSLv3

In this configuration, the TLSv1.2_2021, TLSv1.2_2019, TLSv1.2_2018, TLSv1.1_2016, and
TLSv1_2016 security policies aren't available in the CloudFront console or API. If you want to use

one of these security policies, you have the following options:

Evaluate whether your distribution needs Legacy Clients Support with dedicated IP addresses.
If your viewers support server name indication (SNI), we recommend that you update your
distribution’s Custom SSL Client Support setting to Clients that Support Server Name
Indication (SNI) (set SSLSupportMethod to sni-only in the API). This enables you to use
any of the available TLS security policies, and it can also reduce your CloudFront charges.

If you must keep Legacy Clients Support with dedicated IP addresses, you can request one of
the other TLS security policies (TLSv1.2_2021, TLSv1.2_2019, TLSv1.2_2018, TLSv1.1_2016, or
TLSv1_2016) by creating a case in the AWS Support Center.

(@ Note

Before you contact AWS Support to request this change, consider the following:

» When you add one of these security policies (TLSv1.2_2021, TLSv1.2_2019,
TLSv1.2_2018, TLSv1.1_2016, or TLSv1_2016) to a Legacy Clients Support
distribution, the security policy is applied to all non-SNI viewer requests for all
Legacy Clients Support distributions in your AWS account. However, when viewers
send SNI requests to a distribution with Legacy Clients Support, the security policy
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to all viewer requests sent to all Legacy Clients Support distributions in your AWS
account, add the desired security policy to each distribution individually.

» By definition, the new security policy doesn't support the same ciphers and protocols
as the old one. For example, if you chose to upgrade a distribution’s security policy
from TLSv1 to TLSv1.1_2016, that distribution will no longer support the DES-
CBC3-SHA cipher. For more information about the ciphers and protocols that each
security policy supports, see Supported protocols and ciphers between viewers and
CloudFront.

Supported HTTP versions

Choose the HTTP versions that you want your distribution to support when viewers communicate
with CloudFront.

For viewers and CloudFront to use HTTP/2, viewers must support TLSv1.2 or later, and Server
Name Indication (SNI). CloudFront does not offer native support for gRPC over HTTP/2.

For viewers and CloudFront to use HTTP/3, viewers must support TLSv1.3 and Server Name
Indication (SNI). CloudFront supports HTTP/3 connection migration to allow the viewer to switch
networks without losing connection. For more information about connection migration, see
Connection Migration at RFC 9000.

(® Note

For more information about supported TLSv1.3 ciphers, see Supported protocols and

ciphers between viewers and CloudFront.

Default root object

Optional. The object that you want CloudFront to request from your origin (for example,
index.html) when a viewer requests the root URL of your distribution (https://

www . example.com/) instead of an object in your distribution (https://www.example.com/
product-description.html). Specifying a default root object avoids exposing the contents of
your distribution.

The maximum length of the name is 255 characters. The name can contain any of the following
characters:
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e A-Z a-z
« 0-9
. __-*$/~|||

» &, passed and returned as &amp;

When you specify the default root object, enter only the object name, for example, index.html.
Do not add a / before the object name.

For more information, see Specifying a default root object.

Logging

Whether you want CloudFront to log information about each request for an object and store
the log files in an Amazon S3 bucket. You can enable or disable logging at any time. There is

no extra charge if you enable logging, but you accrue the usual Amazon S3 charges for storing
and accessing the files in an Amazon S3 bucket. You can delete the logs at any time. For more
information about CloudFront access logs, see Configuring and using standard logs (access logs).

Bucket for logs

If you chose On for Logging, the Amazon S3 bucket that you want CloudFront to store access logs
in, for example, myLogs-DOC-EXAMPLE-BUCKET.s3.amazonaws.com.

/A Important

Don't choose an Amazon S3 bucket in any of the following Regions, because CloudFront
doesn't deliver standard logs to buckets in these Regions:

o Africa (Cape Town)

Asia Pacific (Hong Kong)
« Asia Pacific (Hyderabad)
« Asia Pacific (Jakarta)

» Asia Pacific (Melbourne)
« Canada West (Calgary)
» Europe (Milan)

o Europe (Spain)
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» Europe (Zurich)

« Israel (Tel Aviv)

« Middle East (Bahrain)
« Middle East (UAE)

If you enable logging, CloudFront records information about each end-user request for an object
and stores the files in the specified Amazon S3 bucket. You can enable or disable logging at any
time. For more information about CloudFront access logs, see Configuring and using standard logs

(access logs).

(® Note
You must have the permissions required to get and update Amazon S3 bucket ACLs, and
the S3 ACL for the bucket must grant you FULL_CONTROL. This allows CloudFront to
give the awslogsdelivery account permission to save log files in the bucket. For more
information, see Permissions required to configure standard logging and to access your log

files.

Log prefix

Optional. If you chose On for Logging, specify the string, if any, that you want CloudFront to prefix
to the access log file names for this distribution, for example, exampleprefix/. The trailing slash
(/) is optional but recommended to simplify browsing your log files. For more information about
CloudFront access logs, see Configuring and using standard logs (access logs).

Cookie logging

If you want CloudFront to include cookies in access logs, choose On. If you choose to include
cookies in logs, CloudFront logs all cookies regardless of how you configure the cache behaviors for
this distribution: forward all cookies, forward no cookies, or forward a specified list of cookies to
the origin.

Amazon S3 doesn't process cookies, so unless your distribution also includes an Amazon EC2 or
other custom origin, we recommend that you choose Off for the value of Cookie Logging.

For more information about cookies, go to Caching content based on cookies.

Values that you specify 77



Amazon CloudFront Developer Guide

Enable IPv6

IPv6 is a new version of the IP protocol. It's the eventual replacement for IPv4 and uses a larger
address space. CloudFront always responds to IPv4 requests. If you want CloudFront to respond
to requests from IPv4 IP addresses (such as 192.0.2.44) and requests from IPv6 addresses (such as
2001:0db8:85a3::8a2e:0370:7334), select Enable IPv6.

In general, you should enable IPv6 if you have users on IPv6 networks who want to access your
content. However, if you're using signed URLs or signed cookies to restrict access to your content,
and if you're using a custom policy that includes the IpAddress parameter to restrict the IP
addresses that can access your content, do not enable IPv6. If you want to restrict access to some
content by IP address and not restrict access to other content (or restrict access but not by IP
address), you can create two distributions. For information about creating signed URLs by using
a custom policy, see Creating a signed URL using a custom policy. For information about creating
signed cookies by using a custom policy, see Setting signed cookies using a custom policy.

If you're using a Route 53 alias resource record set to route traffic to your CloudFront distribution,
you need to create a second alias resource record set when both of the following are true:

« You enable IPv6 for the distribution

« You're using alternate domain names in the URLs for your objects

For more information, see Routing traffic to an Amazon CloudFront distribution by using your
domain name in the Amazon Route 53 Developer Guide.

If you created a CNAME resource record set, either with Route 53 or with another DNS service, you
don't need to make any changes. A CNAME record routes traffic to your distribution regardless of
the IP address format of the viewer request.

If you enable IPv6 and CloudFront access logs, the c-ip column includes values in IPv4 and IPv6
format. For more information, see Configuring and using standard logs (access logs).

(@ Note

To maintain high customer availability, CloudFront responds to viewer requests by using
IPv4 if our data suggests that IPv4 will provide a better user experience. To find out what
percentage of requests CloudFront is serving over IPv6, enable CloudFront logging for your
distribution and parse the c-ip column, which contains the IP address of the viewer that
made the request. This percentage should grow over time, but it will remain a minority of
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traffic as IPv6 is not yet supported by all viewer networks globally. Some viewer networks
have excellent IPv6 support, but others don't support IPv6 at all. (A viewer network is
analogous to your home internet or wireless carrier.)

For more information about our support for IPv6, see the CloudFront FAQ. For information

about enabling access logs, see the fields Logging, Bucket for logs, and Log prefix.

Comment

Optional. When you create a distribution, you can include a comment of up to 128 characters. You
can update the comment at any time.

Distribution state
Indicates whether you want the distribution to be enabled or disabled once it's deployed:

« Enabled means that as soon as the distribution is fully deployed you can deploy links that use the
distribution's domain name and users can retrieve content. Whenever a distribution is enabled,
CloudFront accepts and handles any end-user requests for content that use the domain name
associated with that distribution.

When you create, modify, or delete a CloudFront distribution, it takes time for your changes
to propagate to the CloudFront database. An immediate request for information about a
distribution might not show the change. Propagation usually completes within minutes, but a
high system load or network partition might increase this time.

» Disabled means that even though the distribution might be deployed and ready to use, users
can't use it. Whenever a distribution is disabled, CloudFront doesn't accept any end-user requests
that use the domain name associated with that distribution. Until you switch the distribution
from disabled to enabled (by updating the distribution's configuration), no one can use it.

You can toggle a distribution between disabled and enabled as often as you want. Follow
the process for updating a distribution's configuration. For more information, see Updating a
distribution.

Custom error pages and error caching

You can have CloudFront return an object to the viewer (for example, an HTML file) when your
Amazon S3 or custom origin returns an HTTP 4xx or 5xx status code to CloudFront. You can also
specify how long an error response from your origin or a custom error page is cached in CloudFront
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edge caches. For more information, see Creating a custom error page for specific HTTP status

codes.

(@ Note

The following values aren't included in the Create Distribution wizard, so you can configure
custom error pages only when you update a distribution.

HTTP error code

The HTTP status code for which you want CloudFront to return a custom error page. You can
configure CloudFront to return custom error pages for none, some, or all of the HTTP status codes
that CloudFront caches.

Error caching minimum TTL (seconds)

The minimum amount of time that you want CloudFront to cache error responses from your origin
server.

Response page path

The path to the custom error page (for example, /4xx-errors/403-forbidden.html) that
you want CloudFront to return to a viewer when your origin returns the HTTP status code that
you specified for Error Code (for example, 403). If you want to store your objects and your custom
error pages in different locations, your distribution must include a cache behavior for which the
following is true:

» The value of Path Pattern matches the path to your custom error messages. For example,
suppose you saved custom error pages for 4xx errors in an Amazon S3 bucket in a directory
named /4xx-errors. Your distribution must include a cache behavior for which the path
pattern routes requests for your custom error pages to that location, for example, /4xx-errors/*.

« The value of Origin specifies the value of Origin ID for the origin that contains your custom error

pages.

HTTP response code

The HTTP status code that you want CloudFront to return to the viewer along with the custom
error page.
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Geographic restrictions

If you need to prevent users in selected countries from accessing your content, you can configure
your CloudFront distribution with an Allowlist or a Block list. There is no additional charge
for configuring geographic restrictions. For more information, see Restricting the geographic

distribution of your content.

Values that CloudFront displays in the console

When you create a new distribution or update an existing distribution, CloudFront displays the
following information in the CloudFront console.

(® Note

Active trusted signers, the AWS accounts that have an active CloudFront key pair and can
be used to create valid signed URLs, are currently not visible in the CloudFront console.

Distribution ID

When you perform an action on a distribution using the CloudFront API, you use the distribution
ID to specify which distribution to use, for example, EDFDVBD6EXAMPLE. You can't change a
distribution's distribution ID.

Deploying and status

When you deploy a distribution, you see the Deploying status under the Last modified column.
Wait for the distribution to finish deploying and make sure the Status column shows Enabled. For
more information, see Distribution state.

Last modified

The date and time that the distribution was last modified, using ISO 8601 format, for example,
2012-05-19T19:37:58Z. For more information, see https://www.w3.org/TR/NOTE-datetime.

Domain name

You use the distribution's domain name in the links to your objects. For example, if your
distribution's domain name is d111111labcdef8.cloudfront.net, the link to /images/
image.jpg would be https://d111111abcdef8.cloudfront.net/images/image. jpg.
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You can't change the CloudFront domain name for your distribution. For more information about
CloudFront URLs for links to your objects, see Customizing the URL format for files in CloudFront.

If you specified one or more alternate domain names (CNAMEs), you can use your own domain
names for links to your objects instead of using the CloudFront domain name. For more
information about CNAMEs, see Alternate domain names (CNAMEs).

® Note

CloudFront domain names are unique. Your distribution's domain name was never used for
a previous distribution and will never be reused for another distribution in the future.

Testing a distribution

After you've created your distribution, CloudFront knows where your origin server is, and you know
the domain name associated with the distribution. You can create links to your objects using the
CloudFront domain name, and CloudFront will serve the objects to your webpage or application.

® Note

You must wait until the status of the distribution changes to Deployed before you can test
your links.

To create links to objects in a web distribution

1. Copy the following HTML code into a new file, replace domain-name with your distribution's
domain name, and replace object-name with the name of your object.

<html>

<head>My CloudFront Test</head>

<body>

<p>My text content goes here.</p>

<p><img src="https://domain-name/object-name" alt="my test image"
</body>

</html>

For example, if your domain name were d111111abcdef8.cloudfront.net and your object
were image. jpg, the URL for the link would be:
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https://dl1111labcdef8.cloudfront.net/image. jpg.

If your object is in a folder on your origin server, then the folder must also be included in the
URL. For example, if image.jpg were located in the images folder on your origin server, then
the URL would be:

https://d111111abcdef8.cloudfront.net/images/image. jpg
Save the HTML code in a file that has an .html file name extension.

Open your webpage in a browser to ensure that you can see your object.

The browser returns your page with the embedded image file, served from the edge location that

CloudFront determined was appropriate to serve the object.

Updating a distribution

In the CloudFront console, you can see the CloudFront distributions that are associated with your

AWS account, view the settings for a distribution, and update most settings. Be aware that settings

changes that you make won't take effect until the distribution has propagated to the AWS edge

locations.

To update a CloudFront distribution

1.

Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

Select the ID of a distribution. The list includes all of the distributions associated with the AWS
account that you used to sign in to the CloudFront console.

To edit settings for a distribution, choose the Distribution Settings tab.

To update general settings, choose Edit. Otherwise, choose the tab for the settings that you
want to update: Origins or Behaviors.

Make the updates, and then, to save your changes, choose Yes, Edit. For information about the
fields, see the following topics:

» General settings: Distribution settings

» Origin settings: Origin settings

» Cache behavior settings: Cache behavior settings

If you want to delete an origin in your distribution, do the following:
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a. Choose Behaviors, and then make sure you have moved any default cache behaviors
associated with the origin to another origin.

b. Choose Origins, and then select an origin.

c. Choose Delete.

You can also update a distribution by using the CloudFront API:

» To update a distribution, see UpdateDistribution in the Amazon CloudFront API Reference.

/A Important

When you update your distribution, be aware that a number of additional fields are
required that are not required to create a distribution. For a summary of the fields required
for when you create or update a distribution, see Required API fields for creating and
updating distributions. To help make sure that all of the required fields are included

when you use the CloudFront API to update a distribution, follow the steps described in
UpdateDistribution in the Amazon CloudFront API Reference.

When you save changes to your distribution configuration, CloudFront starts to propagate the
changes to all edge locations. Successive configuration changes propagate in their respective order.
Until your configuration is updated in an edge location, CloudFront continues to serve your content
from that location based on the previous configuration. After your configuration is updated in an
edge location, CloudFront immediately starts to serve your content from that location based on
the new configuration.

Your changes don't propagate to every edge location instantaneously. When propagation is
complete, the status of your distribution changes from InProgress to Deployed. While CloudFront
is propagating your changes, we can't determine whether a given edge location is serving your
content based on the previous configuration or the new configuration.

Tagging Amazon CloudFront distributions

Tags are words or phrases that you can use to identify and organize your AWS resources. You can
add multiple tags to each resource, and each tag includes a key and a value that you define. For
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example, the key might be "domain" and the value might be "example.com". You can search and
filter your resources based on the tags you add.

The following are two examples of how it can be useful to work with tags in CloudFront:

 Use tags to track billing information in different categories. When you apply tags to CloudFront
distributions or other AWS resources (such as Amazon EC2 instances or Amazon S3 buckets) and
activate the tags, AWS generates a cost allocation report as a comma-separated value (CSV file)
with your usage and costs aggregated by your active tags. You can apply tags that represent
business categories (such as cost centers, application names, or owners) to organize your costs
across multiple services. For more information about using tags for cost allocation, see Using
Cost Allocation Tags in the AWS Billing User Guide.

» Use tags to enforce tag-based permissions on CloudFront distributions. For more information,
see ABAC with CloudFront.

Note the following:

» You can tag distributions, but you can't tag origin access identities or invalidations.

» Tag Editor and Resource groups are currently not supported for CloudFront.

For the current maximum number of tags that you can add to a distribution, see Quotas. To request
a higher quota (formerly known as limit), create a case with the AWS Support Center.

You can also apply tags to resources by using the CloudFront API, AWS CLI, SDKs, and AWS Tools
for Windows PowerShell. For more information, see the following documentation:

» CloudFront API — See the following operations in the Amazon CloudFront API Reference:
» ListTagsForResource
» TagResource
« UntagResource

e AWS CLI - See cloudfront in the AWS CLI Command Reference

» SDKs - See the applicable SDK documentation on the AWS Documentation page

« Tools for Windows PowerShell - See Amazon CloudFront in the AWS Tools for PowerShell

Cmdlet Reference

Topics
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Tag restrictions

Adding, editing, and deleting tags for distributions

Tag restrictions

The following basic restrictions apply to tags:

Maximum number of tags per resource — 50
Maximum key length — 128 Unicode characters
Maximum value length — 256 Unicode characters

Valid values for key and value - a-z, A-Z, 0-9, space, and the following characters: _.:/=+-and
@

Tag keys and values are case sensitive

Don't use aws : as a prefix for keys; it's reserved for AWS use

Adding, editing, and deleting tags for distributions

The following procedure explains how to add, edit, and delete tags for your distributions in the

CloudFront console.

To add tags, edit, or delete tags for a distribution

1.

LA SR A

Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

Choose the ID for the distribution that you want to update.
Choose the Tags tab.
Choose Manage tags.

On the Manage tags page, you can do the following:

» To add a tag, type a key and, optionally, a value for the tag. Choose the Add new tag button
to add more tags.

» To edit a tag, change the tag's key or its value, or both. You can delete the value for a tag,
but the key is required.

» To delete a tag, choose the Remove button next to the tag.

Choose Save changes.
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Deleting a distribution

If you no longer want to use a distribution, you can delete it by using the CloudFront console or by
using the CloudFront API.

Be aware that before you can delete a distribution, you must disable it, which requires permission
to update the distribution.

If you need to delete a distribution with an OAC attached to an S3 bucket, see Deleting a
distribution with an OAC attached to an S3 bucket for important details.

(® Note

If you disable a distribution that has an alternate domain name associated with it,
CloudFront stops accepting traffic for that domain name (such as www.example.com), even
if another distribution has an alternate domain name with a wildcard (*) that matches the
same domain (such as *.example.com).

To delete a CloudFront distribution

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

2. In the right pane of the CloudFront console, find the distribution that you want to delete.

« If the Status column shows Disabled, skip to Step 6.

o If the Status shows Enabled but the distribution still shows Deploying in the Last modified
column, wait for deployment to finish before continuing to step 3.

3. In the right pane of the CloudFront console, select the check box for the distribution that you
want to delete.

4. Choose Disable to disable the distribution, and choose Yes, Disable to confirm. Then choose
Close.

(@ Note

Because CloudFront must propagate this change to all edge locations, it might take a
few minutes before the update is complete and you can delete your distribution.
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5. The value of the Status column immediately changes to Disabled. Wait until the new
timestamp appears under the Last modified column.

6. Select the check box for the distribution that you want to delete.

7. Choose Delete, Delete.

® Note

If you have just marked your distribution as disabled, CloudFront might still need a few
more minutes to propagate that change to the edge locations. Until propagation is
complete, the Delete option isn't available.

You can also delete a distribution using the CloudFront API. For more information, see
DeleteDistribution in the Amazon CloudFront API Reference.

Using CloudFront continuous deployment to safely test CDN
configuration changes

With Amazon CloudFront continuous deployment you can safely deploy changes to your CDN
configuration by testing first with a subset of production traffic. You can use a staging distribution
and a continuous deployment policy to send some traffic from real (production) viewers to the new
CDN configuration and validate that it works as expected. You can monitor the performance of
the new configuration in real time, and promote the new configuration to serve all traffic via the
primary distribution when you're ready.

The following diagram shows the benefit of using CloudFront continuous deployment. Without
it, you would have to test CDN configuration changes with simulated traffic. With continuous
deployment you can test the changes with a subset of production traffic, then promote the
changes to the primary distribution when you're ready.
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Topics

Workflow for using CloudFront continuous deployment

Working with a staging distribution and continuous deployment policy

Monitoring a staging distribution

Understanding how continuous deployment works

Quotas and other considerations for continuous deployment

Workflow for using CloudFront continuous deployment

The following high-level workflow explains how to safely test and deploy configuration changes

with CloudFront continuous deployment.

1.

Choose the distribution that you want to use as the primary distribution. The primary
distribution is one that currently serves production traffic.

. From the primary distribution, create a staging distribution. A staging distribution starts as a

copy of the primary distribution.

. Create a traffic configuration inside a continuous deployment policy, and attach it to the primary

distribution. This determines how CloudFront routes traffic to the staging distribution. For more
information about routing requests to a staging distribution, see the section called “Routing
requests to the staging distribution”.

. Update the configuration of the staging distribution. For more information about the settings

that you can update, see the section called “Updating primary and staging distributions”.

. Monitor the staging distribution to determine whether the configuration changes perform as

expected. For more information about monitoring a staging distribution, see the section called
“Monitoring a staging distribution”.

As you monitor the staging distribution, you can:

« Update the configuration of the staging distribution again, to continue testing configuration
changes.

» Update the continuous deployment policy (traffic configuration) to send more or less traffic to
the staging distribution.

. When you're satisfied with the performance of the staging distribution, promote the staging

distribution's configuration to the primary distribution, which copies the staging distribution's
configuration to the primary distribution. This also disables the continuous deployment policy
which means that CloudFront routes all traffic to the primary distribution.
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You can build automation that monitors the performance of the staging distribution (step 5) and
promotes the configuration automatically (step 6) when certain criteria are met.

After you promote a configuration, you can reuse the same staging distribution the next time you
want to test a configuration change.

For more information about working with staging distributions and continuous deployment
policies in the CloudFront console, the AWS CLI, or the CloudFront API, see the following section.

Working with a staging distribution and continuous deployment policy

You can create, update, and modify staging distributions and continuous deployment policies in
the CloudFront console, with the AWS Command Line Interface (AWS CLI), or with the CloudFront
API.

Console

To work with a staging distribution and a continuous deployment policy with the AWS
Management Console, use the following procedures.

To create a staging distribution and continuous deployment policy (console)

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

2. In the navigation pane, choose Distributions.

3. Choose the distribution that you want to use as the primary distribution. The primary
distribution is one that currently serves production traffic, the one from which you will
create the staging distribution.

4. In the Continuous deployment section, choose Create staging distribution. This opens the
Create staging distribution wizard.

5. Inthe Create staging distribution wizard, do the following:

a. (Optional) Type a description for the staging distribution.
b. Choose Next.

¢. Modify the configuration of the staging distribution. For more information about the
settings that you can update, see the section called “Updating primary and staging
distributions”.

When you are finished modifying the staging distribution's configuration, choose Next.
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d. Use the console to specify the Traffic configuration. This determines how CloudFront
routes traffic to the staging distribution. (CloudFront stores the traffic configuration in
a continuous deployment policy.)

For more information about the options in a Traffic configuration, see the section
called “Routing requests to the staging distribution”.

When you are finished with the Traffic configuration, choose Next.

e. Review the configuration for the staging distribution, including the traffic
configuration, then choose Create staging distribution.

When you finish the Create staging distribution wizard in the CloudFront console, CloudFront
does the following:
» Creates a staging distribution with the settings that you specified (in step 5c)

» Creates a continuous deployment policy with the traffic configuration that you specified (in
step 5d)

» Attaches the continuous deployment policy to the primary distribution that you created the
staging distribution from

When the primary distribution's configuration, with the attached continuous deployment policy,
deploys to edge locations, CloudFront begins sending the specified portion of traffic to the
staging distribution based on the traffic configuration.

To update a staging distribution (console)

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. In the navigation pane, choose Distributions.

3. Choose the primary distribution. This is the distribution that currently serves production
traffic, the one from which you created the staging distribution.

4. Choose View staging distribution.

5. Use the console to modify the configuration of the staging distribution. For more
information about the settings that you can update, see the section called “"Updating
primary and staging distributions”.
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As soon as the staging distribution's configuration deploys to edge locations it takes effect for
incoming traffic that's routed to the staging distribution.

To update a continuous deployment policy (console)

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. In the navigation pane, choose Distributions.

3. Choose the primary distribution. This is the distribution that currently serves production
traffic, the one from which you created the staging distribution.

4. In the Continuous deployment section, choose Edit policy.

Modify the traffic configuration in the continuous deployment policy. When you are
finished, choose Save changes.

When the primary distribution's configuration with the updated continuous deployment policy
deploys to edge locations, CloudFront begins sending traffic to the staging distribution based
on the updated traffic configuration.

To promote a staging distribution's configuration (console)

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. In the navigation pane, choose Distributions.

3. Choose the primary distribution. This is the distribution that currently serves production
traffic, the one from which you created the staging distribution.

4. In the Continuous deployment section, choose Promote.

Type confirm and then choose Promote.

When you promote a staging distribution, CloudFront copies the configuration from the staging
distribution to the primary distribution. CloudFront also disables the continuous deployment
policy and routes all traffic to the primary distribution.

After you promote a configuration, you can reuse the same staging distribution the next time
you want to test a configuration change.

CLI

To work with a staging distribution and a continuous deployment policy with the AWS CLI, use
the following procedures.
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To create a staging distribution (CLI)

1. Use the aws cloudfront get-distribution and grep commands together to get the ETag
value of the distribution that you want to use as the primary distribution. The primary
distribution is one that currently serves production traffic, from which you will create the
staging distribution.

The following command shows an example. In the following example, replace
primary_distribution_ID with the ID of the primary distribution.

aws cloudfront get-distribution --id primary distribution_ID | grep 'ETag'

Copy the ETag value because you need it for the following step.

2. Use the aws cloudfront copy-distribution command to create a staging distribution. The
following example command uses escape characters (\) and line breaks for readability, but
you should omit these from the command. In the following example command:

e Replace primary_distribution_ID with the ID of the primary distribution.

» Replace primary_distribution_ETag with the ETag value of the primary distribution
(that you got in the previous step).

» (Optional) Replace CLI_example with the desired caller reference ID.

aws cloudfront copy-distribution --primary-distribution-

id primary_distribution_ID \
--if-match primary_distribution_ETag \
--staging \
--caller-reference 'CLI_example'

The command's output shows information about the staging distribution and its
configuration. Copy the staging distribution's CloudFront domain name because you need it
for a following step.
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To create a continuous deployment policy (CLI with input file)

1.

3.

Use the following command to create file named continuous-deployment-
policy.yaml that contains all of the input parameters for the create-continuous-
deployment-policy command. The following command uses escape characters (\) and line
breaks for readability, but you should omit these from the command.

aws cloudfront create-continuous-deployment-policy --generate-cli-skeleton yaml-
input \

> continuous-deployment-
policy.yaml

Open the file named continuous-deployment-policy.yaml that you just created. Edit
the file to specify the continuous deployment policy settings that you want, then save the
file. When you edit the file:
e Inthe StagingDistributionDnsNames section:

« Change the value of Quantity to 1.

» For Items, paste the CloudFront domain name of the staging distribution (that you
saved from a previous step).

e Inthe TrafficConfig section:
« Choose a Type, either SingleWeight or SingleHeader.

« Remove the settings for the other type. For example, if you want a weight-
based traffic configuration, set Type to SingleWeight and then remove the
SingleHeaderConfig settings.

» To use a weight-based traffic configuration, set the value of Weight to a decimal
number between . @1 (one percent) and . 15 (fifteen percent).

For more information about the options in TrafficConfig, see the section called

“Routing requests to the staging distribution” and the section called “Session stickiness

for weight-based configurations”.

Use the following command to create the continuous deployment policy using input
parameters from the continuous-deployment-policy.yaml file.
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aws cloudfront create-continuous-deployment-policy --cli-input-yaml file://
continuous-deployment-policy.yaml

Copy the Id value in the command's output. This is the continuous deployment policy ID,
and you need it in a following step.

To attach a continuous deployment policy to a primary distribution (CLI with input file)

1. Use the following command to save the primary distribution's configuration to a file named
primary-distribution.yaml. Replace primary_distribution_ID with the primary
distribution's ID.

aws cloudfront get-distribution-config --id primary_distribution_ID --output
yaml > primary-distribution.yaml

2. Open the file named primary-distribution.yaml that you just created. Edit the file,
making the following changes:

» Paste the continuous deployment policy ID (that you copied from a previous step) into
the ContinuousDeploymentPolicyId field.

« Rename the ETag field to IfMatch, but don't change the field's value.

Save the file when finished.

3. Use the following command to update the primary distribution to use the continuous
deployment policy. Replace primary_distribution_ID with the primary distribution's
ID.

aws cloudfront update-distribution --id primary_distribution_ID --cli-input-yaml
file://primary-distribution.yaml

When the primary distribution's configuration, with the attached continuous deployment policy,
deploys to edge locations, CloudFront begins sending the specified portion of traffic to the
staging distribution based on the traffic configuration.
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To update a staging distribution (CLI with input file)

1.

Use the following command to save the staging distribution's configuration to a file named
staging-distribution.yaml. Replace staging_distribution_ID with the staging
distribution’s ID.

aws cloudfront get-distribution-config --id staging_distribution_ID --output
yaml > staging-distribution.yaml

Open the file named staging-distribution.yaml that you just created. Edit the file,
making the following changes:

« Modify the configuration of the staging distribution. For more information about the
settings that you can update, see the section called “"Updating primary and staging

distributions”.

« Rename the ETag field to IfMatch, but don't change the field's value.

Save the file when finished.

Use the following command to update the staging distribution's configuration. Replace
staging_distribution_ID with the staging distribution's ID.

aws cloudfront update-distribution --id staging_distribution_ID --cli-input-yaml
file://staging-distribution.yaml

As soon as the staging distribution's configuration deploys to edge locations it takes effect for

incoming traffic that's routed to the staging distribution.

To update a continuous deployment policy (CLI with input file)

1.

Use the following command to save the continuous deployment policy's

configuration to a file named continuous-deployment-policy.yaml. Replace
continuous_deployment_policy_ID with the continuous deployment policy's ID.
The following command uses escape characters (\) and line breaks for readability, but you
should omit these from the command.
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aws cloudfront get-continuous-deployment-policy-config --
id continuous_deployment_policy ID \
--output yaml >
continuous-deployment-policy.yaml

2. Open the file named continuous-deployment-policy.yaml that you just created. Edit
the file, making the following changes:

« Modify the configuration of the continuous deployment policy as desired. For example,
you can change from using a header-based to a weight-based traffic configuration, or
you can change the percentage of traffic (weight) for a weight-based configuration. For
more information, see the section called “Routing requests to the staging distribution”

and the section called “Session stickiness for weight-based configurations”.

« Rename the ETag field to IfMatch, but don't change the field's value.

Save the file when finished.

3. Use the following command to update the continuous deployment policy. Replace
continuous_deployment_policy_ID with the continuous deployment policy's ID.
The following command uses escape characters (\) and line breaks for readability, but you
should omit these from the command.

aws cloudfront update-continuous-deployment-policy --
id continuous_deployment_policy ID \

--cli-input-yaml file://
continuous-deployment-policy.yaml

When the primary distribution's configuration with the updated continuous deployment policy
deploys to edge locations, CloudFront begins sending traffic to the staging distribution based
on the updated traffic configuration.

To promote a staging distribution's configuration (CLI)

« Use the aws cloudfront update-distribution-with-staging-config command to promote
the staging distribution's configuration to the primary distribution. The following example
command uses escape characters (\) and line breaks for readability, but you should omit
these from the command. In the following example command:
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e Replace primary_distribution_ID with the ID of the primary distribution.
» Replace staging_distribution_ID with the ID of the staging distribution.

« Replace primary_distribution_ETagand staging_distribution_ETag with
the ETag values of the primary and staging distributions. Make sure the primary
distribution's value is first, as shown in the example.

aws cloudfront update-distribution-with-staging-config --
id primary_distribution_ID \
--staging-distribution-
id staging_distribution_ID \
--if-match
'primary_distribution_ETag,staging_distribution_ETag'

When you promote a staging distribution, CloudFront copies the configuration from the staging
distribution to the primary distribution. CloudFront also disables the continuous deployment
policy and routes all traffic to the primary distribution.

After you promote a configuration, you can reuse the same staging distribution the next time
you want to test a configuration change.

API

To create a staging distribution and continuous deployment policy with the CloudFront API, use
the following APl operations:

» CopyDistribution

» CreateContinuousDeploymentPolicy

For more information about the fields that you specify in these API calls, see the following:

 the section called “Routing requests to the staging distribution”

 the section called “Session stickiness for weight-based configurations”

» The API reference documentation for your AWS SDK or other API client
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After you create a staging distribution and a continuous deployment policy, use
UpdateDistribution (on the primary distribution) to attach the continuous deployment policy to
the primary distribution.

To update the configuration of a staging distribution, use UpdateDistribution (on the staging
distribution) to modify the configuration of the staging distribution. For more information
about the settings that you can update, see the section called “Updating primary and staging
distributions”.

To promote a staging distribution's configuration to the primary distribution, use
UpdateDistributionWithStagingConfig.

For more information about the fields that you specify in these API calls, see the API reference
documentation for your AWS SDK or other API client.

Monitoring a staging distribution

To monitor the performance of a staging distribution, you can use the same metrics, logs, and
reports that CloudFront provides for all distributions. For example:

» You can view the default CloudFront distribution metrics (such as total requests and error rate) in

the CloudFront console, and you can turn on additional metrics (such as cache hit rate and error

rate by status code) for an additional cost. You can also create alarms based on these metrics.

» You can view standard logs and real-time logs to get detailed information about the requests

that are received by the staging distribution. Standard logs contain the following two fields
that help you identify the primary distribution that the request was originally sent to before
CloudFront routed it to the staging distribution: primary-distribution-id and primary-
distribution-dns-name.

« You can view and download reports in the CloudFront console, for example the cache statistics
report.

Understanding how continuous deployment works

The following topics explain how CloudFront continuous deployment works.

Topics

» Routing requests to the staging distribution
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» Session stickiness for weight-based configurations

» Updating primary and staging distributions

» Primary and staging distributions don't share a cache

Routing requests to the staging distribution

When you use CloudFront continuous deployment, you don't need to change anything about

the viewer requests. Viewers cannot send requests directly to a staging distribution using a

DNS name, IP address, or CNAME. Instead, viewers send requests to the primary (production)
distribution, and CloudFront routes some of those requests to the staging distribution based on the
traffic configuration settings in the continuous deployment policy. There are two types of traffic
configurations:

Weight-based

A weight-based configuration routes the specified percentage of viewer requests to the staging
distribution. When you use a weight-based configuration, you can also enable session stickiness,
which helps make sure that CloudFront treats requests from the same viewer as part of a single
session. For more information, see the section called “Session stickiness for weight-based

configurations”.

Header-based

A header-based configuration routes requests to the staging distribution when the viewer
request contains a specific HTTP header (you specify the header and the value). Requests
that don't contain the specified header and value are routed to the primary distribution. This
configuration is useful for local testing, or when you have control over the viewer requests.

(® Note

Headers routed to your staging distribution must contain the prefix aws-cf-cd-.

Session stickiness for weight-based configurations

When you use a weight-based configuration to route traffic to a staging distribution, you can also
enable session stickiness, which helps make sure that CloudFront treats requests from the same
viewer as a single session. When you enable session stickiness, CloudFront sets a cookie so that all
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requests from the same viewer in a single session are served by one distribution, either the primary
or staging.

When you enable session stickiness, you can also specify the idle duration. If the viewer is idle
(sends no requests) for this amount of time, the session expires and CloudFront treats future
requests from this viewer as a new session. You specify the idle duration as a number of seconds,
from 300 (five minutes) to 3600 (one hour).

In the following cases, CloudFront resets all sessions (even active ones) and considers all requests
to be a new session:
» You disable or enable the continuous deployment policy

» You disable or enable the session stickiness setting

Updating primary and staging distributions

When a primary distribution has an attached continuous deployment policy, the following
configuration changes are available for both primary and staging distributions:

« All cache behavior settings, including the default cache behavior

« All origin settings (origins and origin groups)

« Custom error responses (error pages)

» Geographic restrictions

» Default root object

» Logging settings

» Description (comment)

You can also update external resources that are referenced in a distribution's configuration—such
as a cache policy, a response headers policy, a CloudFront function, or a Lambda@Edge function.

Primary and staging distributions don't share a cache

The primary and staging distributions don't share a cache. When CloudFront sends the first request
to a staging distribution, its cache is empty. As requests arrive at the staging distribution, it begins
caching responses (if configured to do so).
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Quotas and other considerations for continuous deployment
CloudFront continuous deployment is subject to the following quotas and other considerations.
Quotas

« Maximum number of staging distributions per AWS account: 20
o Maximum number of continuous deployment policies per AWS account: 20

« Maximum percentage of traffic you can send to a staging distribution in a weight-based
configuration: 15%

« Minimum and maximum values for session stickiness idle duration: 300-3600 seconds

For more information, see Quotas.

(® Note

When using continuous deployment and your primary distribution is set with OAC for S3
bucket access, update your S3 bucket policy to allow access for the staging distribution.
For example S3 bucket policies, see the section called “Giving the origin access control
permission to access the S3 bucket”.

HTTP/3
You cannot use continuous deployment with a distribution that supports HTTP/3.
Cases when CloudFront sends all requests to the primary distribution

In certain cases, such as periods of high resource utilization, CloudFront might send all requests to
the primary distribution regardless of what's specified in the continuous deployment policy.

CloudFront sends all requests to the primary distribution during peak traffic hours, regardless
of what's specified in the continuous deployment policy. Peak traffic refers to the traffic on the
CloudFront service, and not the traffic on your distribution.

Using various origins with CloudFront distributions

When you create a distribution, you specify the origin where CloudFront sends requests for the
files. You can use several different kinds of origins with CloudFront. For example, you can use an
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Amazon S3 bucket, a MediaStore container, a MediaPackage channel, an Application Load Balancer,
or an AWS Lambda function URL.

Topics

» Using an Amazon S3 bucket

« Using a MediaStore container or a MediaPackage channel

» Using an Application Load Balancer

» Using a Lambda function URL

« Using Amazon EC2 (or another custom origin)

» Using CloudFront origin groups

Using an Amazon S3 bucket

The following topics describe the different ways that you can use an Amazon S3 bucket as the
origin for a CloudFront distribution.

Topics

Using a standard Amazon S3 bucket

Using Amazon S3 Object Lambda

Using an Amazon S3 bucket that's configured as a website endpoint

Adding CloudFront to an existing Amazon S3 bucket

Moving an Amazon S3 bucket to a different AWS Region

Using a standard Amazon S3 bucket

When you use Amazon S3 as an origin for your distribution, you place the objects that you want
CloudFront to deliver in an Amazon S3 bucket. You can use any method that is supported by
Amazon S3 to get your objects into Amazon S3. For example, you can use the Amazon S3 console
or API, or a third-party tool. You can create a hierarchy in your bucket to store the objects, just as
you would with any other standard Amazon S3 bucket.

Using an existing Amazon S3 bucket as your CloudFront origin server doesn't change the bucket
in any way; you can still use it as you normally would to store and access Amazon S3 objects at
the standard Amazon S3 price. You incur regular Amazon S3 charges for storing the objects in the
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bucket. For more information about the charges to use CloudFront, see Amazon CloudFront Pricing.

For more information about using CloudFront with an existing S3 bucket, see the section called

“Adding CloudFront to an existing Amazon S3 bucket”.

/A Important

For your bucket to work with CloudFront, the name must conform to DNS naming
requirements. For more information, go to Bucket naming rules in the Amazon Simple
Storage Service User Guide.

When you specify an Amazon S3 bucket as an origin for CloudFront, we recommend that you use
the following format:

bucket-name.s3.region.amazonaws.com

When you specify the bucket name in this format, you can use the following CloudFront features:

« Configure CloudFront to communicate with your Amazon S3 bucket using SSL/TLS. For more
information, see the section called “"Using HTTPS with CloudFront".

« Use an origin access control to require that viewers access your content using CloudFront URLs,
not by using Amazon S3 URLs. For more information, see the section called “Restricting access to
an Amazon S3 origin”.

« Update the content of your bucket by submitting POST and PUT requests to CloudFront. For
more information, see the section called “"HTTP methods" in the topic the section called "How
CloudFront processes and forwards requests to your Amazon S3 origin”.

Don't specify the bucket using the following formats:

« The Amazon S3 path style: s3.amazonaws.com/bucket-name

+« The Amazon S3 CNAME

Using Amazon S3 Object Lambda

When you create an Object Lambda Access Point, Amazon S3 automatically generates a unique
alias for your Object Lambda Access Point. You can use this alias instead of an Amazon S3 bucket
name as an origin for your CloudFront distribution.
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When you use an Object Lambda Access Point alias as an origin for CloudFront, we recommend
that you use the following format:

alias.s3.region.amazonaws.com

For more information about finding the alias, see How to use a bucket-style alias for your S3
bucket Object Lambda Access Point in the Amazon S3 User Guide.

/A Important

When you use an Object Lambda Access Point as an origin for CloudFront, you must use
origin access control.

For an example use case, see Use Amazon S3 Object Lambda with Amazon CloudFront to Tailor
Content for End Users.

CloudFront treats an Object Lambda Access Point origin the same as a standard Amazon S3 bucket
origin.

The following four permissions must be configured when using Amazon S3 Object Lambda as an
origin for your distribution:

Object Lambda Access Point permission

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

In the navigation pane, choose Object Lambda Access Points.
Choose the Object Lambda Access Point that you want to use.
Choose the Permissions tab.

Choose Edit in the Object Lambda Access Point policy section.

o v A W N

Paste the following policy into the Policy field.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "cloudfront.amazonaws.com"
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3,
"Action": "s3-object-lambda:Get*",
"Resource": "arn:aws:s3-object-lambda:<region>:<AWS account

ID>:accesspoint/<0Object Lambda Access Point name>",
"Condition": {
"StringEquals": {
"aws:SourceArn": "arn:aws:cloudfront::<AWS account
ID>:distribution/<CloudFront distribution ID>"
}

7. Choose Save changes.

Amazon S3 Access Point permission

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

In the navigation pane, choose Access Points.
Choose the Amazon S3 Access Point that you want to use.
Choose the Permissions tab.

Choose Edit in the Access Point policy section.

o v M W N

Paste the following policy into the Policy field.

"Version": "2012-10-17",
"Id": "default",
"Statement": [
{
"Sid": "s3objlambda",
"Effect": "Allow",
"Principal": {
"Service": "cloudfront.amazonaws.com"
by
"Action": "s3:*",
"Resource": [
"arn:aws:s3:<region>:<AWS account ID>:accesspoint/<Access Point
name>",
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"arn:aws:s3:<region>:<AWS account ID>:accesspoint/<Access Point
name>/object/*"
1,
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": "s3-object-lambda.amazonaws.com"

7. Choose Save.

Amazon S3 bucket permission

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

In the navigation pane, choose Buckets.
Choose the Amazon S3 bucket that you want to use.
Choose the Permissions tab.

Choose Edit in the Bucket policy section.

o v M W N

Paste the following policy into the Policy field.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Principal": {
"AWS'" A

1,

"Action": "*",

"Resource": [
"arn:aws:s3:::<bucket name>",
"arn:aws:s3:::<bucket name>/*"

1,

"Condition": {

"StringEquals": {
"s3:DataAccessPointAccount": "<AWS account ID>"
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}

7. Choose Save changes.

AWS Lambda permission

1. Signin to the AWS Management Console and open the AWS Lambda console at https://
console.aws.amazon.com/lambda/.

In the navigation pane, choose Functions.

Choose the AWS Lambda function that you want to use.

Choose the Configuration tab, then choose Permissions.

Choose Add permissions in the Resource-based policy statements section.
Choose AWS account.

Enter a name for Statement ID.

Enter cloudfront.amazonaws. com for Principal.

Choose 1lambda: InvokeFunction from the Action dropdown menu.

= 0 ® N U AW

0. Choose Save.

Using an Amazon S3 bucket that's configured as a website endpoint

You can use an Amazon S3 bucket that's configured as a website endpoint as a custom origin with
CloudFront. When you configure your CloudFront distribution, for the origin, enter the Amazon S3
static website hosting endpoint for your bucket. This value appears in the Amazon S3 console, on

the Properties tab, in the Static website hosting pane. For example:
http://bucket-name.s3-website-region.amazonaws.com

For more information about specifying Amazon S3 static website endpoints, see Website endpoints
in the Amazon Simple Storage Service User Guide.

When you specify the bucket name in this format as your origin, you can use Amazon S3 redirects
and Amazon S3 custom error documents. For more information, see Configuring a custom error
document and Configuring a redirect in the Amazon Simple Storage Service User Guide. (CloudFront
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also provides custom error pages. For more information, see the section called “Creating a custom

error page for specific HTTP status codes”.)

Using an Amazon S3 bucket as your CloudFront origin server doesn't change the bucket in any
way. You can still use it as you normally would and you incur regular Amazon S3 charges. For more
information about the charges to use CloudFront, see Amazon CloudFront Pricing.

® Note

If you use the CloudFront API to create your distribution with an Amazon S3 bucket that is
configured as a website endpoint, you must configure it by using CustomOriginConfig,
even though the website is hosted in an Amazon S3 bucket. For more information about
creating distributions by using the CloudFront API, see CreateDistribution in the Amazon
CloudFront API Reference.

Adding CloudFront to an existing Amazon S3 bucket

If you store your objects in an Amazon S3 bucket, you can either have users get your objects
directly from S3, or you can configure CloudFront to get your objects from S3 and then distribute
them to your users. Using CloudFront can be more cost effective if your users access your objects
frequently because, at higher usage, the price for CloudFront data transfer is lower than the price
for Amazon S3 data transfer. In addition, downloads are faster with CloudFront than with Amazon
S3 alone because your objects are stored closer to your users.

(® Note

If you want CloudFront to respect Amazon S3 cross-origin resource sharing settings,
configure CloudFront to forward the Origin header to Amazon S3. For more information,
see the section called “Caching content based on request headers".

If you currently distribute content directly from your Amazon S3 bucket using your own domain
name (such as example.com) instead of the domain name of your Amazon S3 bucket (such as DOC-
EXAMPLE-BUCKET.s3.us-west-2.amazonaws.com), you can add CloudFront with no disruption by
using the following procedure.
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To add CloudFront when you're already distributing your content from Amazon S3

1.

Create a CloudFront distribution. For more information, see the section called “Steps for

creating a distribution”.

When you create the distribution, specify the name of your Amazon S3 bucket as the origin
server.

/A Important

For your bucket to work with CloudFront, the name must conform to DNS naming
requirements. For more information, go to Bucket naming rules in the Amazon Simple
Storage Service User Guide.

If you're using a CNAME with Amazon S3, specify the CNAME for your distribution, too.

Create a test webpage that contains links to publicly readable objects in your Amazon S3
bucket, and test the links. For this initial test, use the CloudFront domain name of your
distribution in the object URLs, for example, https://d111111abcdef8.cloudfront.net/
images/image. jpg.

For more information about the format of CloudFront URLs, see the section called

“Customizing file URLs".

If you're using Amazon S3 CNAMEs, your application uses your domain name (for example,
example.com) to reference the objects in your Amazon S3 bucket instead of using the name
of your bucket (for example, DOC-EXAMPLE-BUCKET.s3.amazonaws.com). To continue using
your domain name to reference objects instead of using the CloudFront domain name for your
distribution (for example, d111111abcdef8.cloudfront.net), you need to update your settings
with your DNS service provider.

For Amazon S3 CNAMEs to work, your DNS service provider must have a CNAME resource
record set for your domain that currently routes queries for the domain to your Amazon S3
bucket. For example, if a user requests this object:

https://example.com/images/image. jpg
The request is automatically rerouted, and the user sees this object:

https://DOC-EXAMPLE-BUCKET.s3.amazonaws.com/images/image. jpg
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To route queries to your CloudFront distribution instead of your Amazon S3 bucket, you need
to use the method provided by your DNS service provider to update the CNAME resource
record set for your domain. This updated CNAME record redirects DNS queries from your
domain to the CloudFront domain name for your distribution. For more information, see the
documentation provided by your DNS service provider.

® Note

If you're using Route 53 as your DNS service, you can use either a CNAME resource
record set or an alias resource record set. For information about editing resource record
sets, see Editing records. For information about alias resource record sets, see Choosing
between alias and non-alias records. Both topics are in the Amazon Route 53 Developer
Guide.

For more information about using CNAMEs with CloudFront, see the section called “Using
custom URLs".

After you update the CNAME resource record set, it can take up to 72 hours for the change to
propagate throughout the DNS system, although it usually happens faster. During this time,
some requests for your content will continue to be routed to your Amazon S3 bucket, and
others will be routed to CloudFront.

Moving an Amazon S3 bucket to a different AWS Region

If you're using Amazon S3 as the origin for a CloudFront distribution and you move the bucket to
a different AWS Region, CloudFront can take up to an hour to update its records to use the new
Region when both of the following are true:

« You're using a CloudFront origin access identity (OAl) to restrict access to the bucket.

» You move the bucket to an Amazon S3 Region that requires Signature Version 4 for
authentication.

When you're using OAls, CloudFront uses the Region (among other values) to calculate the
signature that it uses to request objects from your bucket. For more information about OAls, see
the section called “Using an origin access identity (legacy, not recommended)”. For a list of AWS
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Regions that support Signature Version 2, see Signature Version 2 signing process in the Amazon
Web Services General Reference.

To force a faster update to CloudFront's records, you can update your CloudFront distribution,

for example, by updating the Description field on the General tab in the CloudFront console.
When you update a distribution, CloudFront immediately checks the Region that your bucket is in.
Propagation of the change to all edge locations should take only a few minutes.

Using a MediaStore container or a MediaPackage channel

To stream video using CloudFront, you can set up an Amazon S3 bucket that is configured as a
MediaStore container, or create a channel and endpoints with MediaPackage. Then you create and
configure a distribution in CloudFront to stream the video.

For more information and step-by-step instructions, see the following topics:

« the section called “Serving video using AWS Elemental MediaStore as the origin”

» the section called “Serving live video formatted with AWS Elemental MediaPackage”

Using an Application Load Balancer

If your origin is one or more HTTP servers (web servers) hosted on one or more Amazon EC2
instances, you can use an Application Load Balancer to distribute traffic to the instances. For more
information about using an Application Load Balancer as your origin for CloudFront, including
how to make sure that viewers can only access your web servers through CloudFront and not by
accessing the load balancer directly, see the section called “Restricting access to Application Load

Balancers".

Using a Lambda function URL

A Lambda function URL is a dedicated HTTPS endpoint for an AWS Lambda function. You can use
a Lambda function URL to build a serverless web application entirely within AWS Lambda. You can
invoke the Lambda web application directly through the function URL, with no need to integrate
with API Gateway or an Application Load Balancer.

If you build a serverless web application using Lambda functions with function URLs, you can add
CloudFront to get the following benefits:

» Speed up your application by caching content closer to viewers
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» Use a custom domain name for your web application
« Route different URL paths to different Lambda functions using CloudFront cache behaviors
« Block specific requests using CloudFront geographic restrictions or AWS WAF (or both)

» Use AWS WAF with CloudFront to help protect your application from malicious bots, help
prevent common application exploits, and enhance protection from DDoS attacks

To use a Lambda function URL as the origin for a CloudFront distribution, specify the full domain
name of the Lambda function URL as the origin domain. A Lambda function URL domain name
uses the following format:

function-URL-ID.lambda-url.AWS-Region.on.aws

When you use a Lambda function URL as the origin for a CloudFront distribution, you must make
sure that the function URL is publicly accessible. To do this, you set the AuthType parameter of
the function URL to NONE and allow the 1ambda: InvokeFunctionUrl permission in a resource-
based policy. For more information, see Using the NONE AuthType in the AWS Lambda Developer

Guide. However, you can also add a custom origin header to the requests that CloudFront sends

to the origin, and write function code to return an error response if the header is not present in
the request. This helps to make sure that users can only access your web application through
CloudFront, not directly using the Lambda function URL.

For more information about Lambda function URLs, see the following topics in the AWS Lambda
Developer Guide:

« Lambda function URLs — A general overview of the Lambda function URLs feature

» Invoking Lambda function URLs — Includes details about the request and response payloads to

use for coding your serverless web application

Using Amazon EC2 (or another custom origin)

A custom origin is an HTTP server, for example, a web server. The HTTP server can be an Amazon
EC2 instance or an HTTP server that you host somewhere else. An Amazon S3 origin configured as
a website endpoint is also considered a custom origin.

When you use your own HTTP server as a custom origin, you specify the DNS name of the server,
along with the HTTP and HTTPS ports and the protocol that you want CloudFront to use when
fetching objects from your origin.
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Most CloudFront features are supported when you use a custom origin with the exception of
private content. Although you can use a signed URL to distribute content from a custom origin,
for CloudFront to access the custom origin, the origin must remain publicly accessible. For more
information, see the section called “Restricting content with signed URLs and signed cookies".

Follow these guidelines for using Amazon EC2 instances and other custom origins with CloudFront.

» Host and serve the same content on all servers that are serving content for the same CloudFront
origin. For more information, see the section called “Origin settings” in the the section called

“Values that you specify” topic.

e Log the X-Amz-Cf-Id header entries on all servers in case you need AWS Support or CloudFront
to use this value for debugging.

» Restrict requests to the HTTP and HTTPS ports that your custom origin listens on.

« Synchronize the clocks of all servers in your implementation. Note that CloudFront uses
Coordinated Universal Time (UTC) for signed URLs and signed cookies, for logs, and reports. In
addition, if you monitor CloudFront activity using CloudWatch metrics, note that CloudWatch
also uses UTC.

e Use redundant servers to handle failures.

« For information about using a custom origin to serve private content, see the section called “
Restricting access to files on custom origins”.

« For information about request and response behavior and about supported HTTP status codes,
see Request and response behavior.

If you use Amazon EC2 for a custom origin, we recommend that you do the following:

« Use an Amazon Machine Image that automatically installs the software for a web server. For
more information, see the Amazon EC2 documentation.

» Use an Elastic Load Balancing load balancer to handle traffic across multiple Amazon EC2
instances and to isolate your application from changes to Amazon EC2 instances. For example,
if you use a load balancer, you can add and delete Amazon EC2 instances without changing your
application. For more information, see the Elastic Load Balancing documentation.

« When you create your CloudFront distribution, specify the URL of the load balancer for the
domain name of your origin server. For more information, see the section called “Creating a
distribution”.
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Using CloudFront origin groups

You can specify an origin group for your CloudFront origin if, for example, you want to configure
origin failover for scenarios when you need high availability. Use origin failover to designate a
primary origin for CloudFront plus a second origin that CloudFront automatically switches to when
the primary origin returns specific HTTP status code failure responses.

For more information, including the steps for setting up an origin group, see the section called

“Increasing availability with origin failover”.

Using custom URLs by adding alternate domain names
(CNAMEsS)

In CloudFront, an alternate domain name, also known as a CNAME, lets you use your own domain
name (for example, www.example.com) in your files' URLs instead of using the domain name that
CloudFront assigns to your distribution.

When you create a distribution, CloudFront provides a domain name for the distribution, such as
d111111abcdef8.cloudfront.net.

If you want to use your own domain name, such as www.example.com, instead of the
cloudfront.net domain name, you can add an alternate domain name to your distribution.

Topics

« Adding an alternate domain name

« Moving an alternate domain name to a different distribution

« Removing an alternate domain name

« Using wildcards in alternate domain names

» Requirements for using alternate domain names

» Restrictions on using alternate domain names

Adding an alternate domain name

The following task list describes how to use the CloudFront console to add an alternate domain
name to your distribution so that you can use your own domain name in your links instead of the
CloudFront domain name. For information about updating your distribution using the CloudFront
API, see Working with distributions.
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® Note

If you want viewers to use HTTPS with your alternate domain name, see Using alternate

domain names and HTTPS.

Before you begin: Make sure that you do the following before you update your distribution to add
an alternate domain name:

« Register the domain name with Route 53 or another domain registrar.

o Get an SSL/TLS certificate from an authorized certificate authority (CA) that covers the domain
name. Add the certificate to your distribution to validate that you are authorized to use the
domain. For more information, see Requirements for using alternate domain names.

Adding an alternate domain name

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

2. Choose the ID for the distribution that you want to update.
3. On the General tab, choose Edit.

4. Update the following values:

Alternate Domain Names (CNAMEs)

Add your alternate domain names. Separate domain names with commas, or type each
domain name on a new line.

SSL Certificate

Choose the following setting:

o Use HTTPS - Choose Custom SSL Certificate, and then choose a certificate from the list.
The list includes certificates provisioned by AWS Certificate Manager (ACM), certificates
that you purchased from another CA and uploaded to ACM, and certificates that you
purchased from another CA and uploaded to the IAM certificate store.

If you uploaded a certificate to the IAM certificate store but it doesn’t appear in the list,
review the procedure Importing an SSL/TLS certificate to confirm that you correctly
uploaded the certificate.
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If you choose this setting, we recommend that you use only an alternate domain name
in your object URLs (https://www.example.com/logo.jpg). If you use your CloudFront
distribution domain name (https://d111111abcdef8.cloudfront.net.cloudfront.net/
logo.jpg), a viewer might behave as follows, depending on the value that you choose for
Clients Supported:

« All Clients: If the viewer doesn’t support SNI, it displays a warning because the
CloudFront domain name doesn’t match the domain name in your TLS/SSL certificate.

o Only Clients that Support Server Name Indication (SNI): CloudFront drops the
connection with the viewer without returning the object.

Clients Supported

Choose an option:

 All Clients: CloudFront serves your HTTPS content using dedicated IP addresses. If
you select this option, you incur additional charges when you associate your SSL/
TLS certificate with a distribution that is enabled. For more information, see Amazon
CloudFront Pricing.

o Only Clients that Support Server Name Indication (SNI) (Recommended): Older
browsers or other clients that don't support SNI must use another method to access your
content.

For more information, see Choosing how CloudFront serves HTTPS requests.

5. Choose Yes, Edit.

6. On the General tab for the distribution, confirm that Distribution Status has changed to
Deployed. If you try to use an alternate domain name before the updates to your distribution
have been deployed, the links that you create in the following steps might not work.

7. Configure the DNS service for the alternate domain name (such as www.example.com)
to route traffic to the CloudFront domain name for your distribution (such as
d111111abcdef8.cloudfront.net). The method that you use depends on whether you're using
Route 53 as the DNS service provider for the domain or another provider.

® Note

If your DNS record already points to a distribution that is not the distribution that
you are updating, then you only add the alternate domain name to your distribution
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after you update your DNS. For more information, see Restrictions on using alternate

domain names.

Route 53

Create an alias resource record set. With an alias resource record set, you don't pay for
Route 53 queries. In addition, you can create an alias resource record set for the root
domain name (example.com), which DNS doesn't allow for CNAMEs. For more information,
see Routing traffic to an Amazon CloudFront web distribution by using your domain name
in the Amazon Route 53 Developer Guide.

Another DNS service provider

Use the method provided by your DNS service provider to add a CNAME record for

your domain. This new CNAME record will redirect DNS queries from your alternate
domain name (for example, www.example.com) to the CloudFront domain name for your
distribution (for example, d111111abcdef8.cloudfront.net). For more information, see the
documentation provided by your DNS service provider.

/A Important

If you already have an existing CNAME record for your alternate domain name,
update that record or replace it with a new one that points to the CloudFront
domain name for your distribution.

8. Using dig or a similar DNS tool, confirm that the DNS configuration that you created in the
previous step points to the domain name for your distribution.

The following example shows a dig request on the www.example.com domain, as well as the
relevant part of the response.

PROMPT> dig www.example.com

; <<> DiG 9.3.3rc2 <<> www.example.com

;; global options: printcmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 15917

; flags: qr rd ra; QUERY: 1, ANSWER: 9, AUTHORITY: 2, ADDITIONAL: @

.
a4

Adding an alternate domain name 119


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-cloudfront-distribution.html

Amazon CloudFront Developer Guide

10.

;5 QUESTION SECTION:
;www.example.com. IN A

;; ANSWER SECTION:
www.example.com. 10800 IN CNAME dllllllabcdef8.cloudfront.net.

The answer section shows a CNAME record that routes queries for www.example.com to the
CloudFront distribution domain name d111111abcdef8.cloudfront.net. If the name on the
right side of CNAME is the domain name for your CloudFront distribution, the CNAME record

is configured correctly. If it's any other value, for example, the domain name for your Amazon
S3 bucket, then the CNAME record is configured incorrectly. In that case, go back to step 7 and
correct the CNAME record to point to the domain name for your distribution.

Test the alternate domain name by visiting URLs with your domain name instead of the
CloudFront domain name for your distribution.

In your application, change the URLs for your objects to use your alternate domain name
instead of the domain name of your CloudFront distribution.

Moving an alternate domain name to a different distribution

When you try to add an alternate domain name to a distribution but the alternate domain name is

already in use on a different distribution, you get a CNAMEAlreadyExists error (One or more of

the CNAMEs you provided are already associated with a different resource). For example, you get

this error when you attempt to add www.example.com to a distribution, but www.example.com is

already associated with a different distribution.

In that case, you might want to move the existing alternate domain name from one distribution

(the source distribution) to another (the target distribution). The following steps are an overview of

the process. For more information, follow the link at each step in the overview.

To move an alternate domain name

Set up the target distribution. This distribution must have an SSL/TLS certificate that covers
the alternate domain name that you are moving. For more information, see Set up the target
distribution.

Find the source distribution. You can use the AWS Command Line Interface (AWS CLI) to find
the distribution that the alternate domain name is associated with. For more information, see
Find the source distribution.
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3. Move the alternate domain name. The way you do this depends on whether the source and
target distributions are in the same AWS account. For more information, see the section called

“Move the alternate domain name”.

Set up the target distribution

Before you can move an alternate domain name, you must set up the target distribution (the
distribution that you are moving the alternate domain name to).

To set up the target distribution

1. Getan SSL/TLS certificate that includes the alternate domain name that you are moving. If
you don't have one, you can request one from AWS Certificate Manager (ACM), or get one from
another certificate authority (CA) and import it into ACM. Make sure that you request or import
the certificate in the US East (N. Virginia) (us-east-1) Region.

2. If you haven't created the target distribution, create one now. As part of creating the target
distribution, associate your certificate (from the previous step) with the distribution. For more
information, see Creating a distribution.

If you already have a target distribution, associate your certificate (from the previous step)
with the target distribution. For more information, see Updating a distribution.

3. Create a DNS TXT record that associates the alternate domain name with the distribution
domain name of the target distribution. Create your TXT record with an underscore (_) in front
of the alternate domain name. The following shows an example TXT record in DNS:

_www.example.com TXT dllllllabcdef8.cloudfront.net

CloudFront uses this TXT record to validate your ownership of the alternate domain name.

Find the source distribution

Before you move an alternate domain name from one distribution to another, you should find the
source distribution (the distribution where the alternate domain name is currently in use). When
you know the AWS account ID of both the source and target distributions, you can determine how
to move the alternate domain name.
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To find the source distribution for the alternate domain name

1. Use the CloudFront list-conflicting-aliases command in the AWS Command Line Interface
(AWS CLI) as shown in the following example. Replace www. example. com with the alternate
domain name, and EDFDVBD6EXAMPLE with the ID of the target distribution that you set
up previously. Run this command using credentials that are in the same AWS account as the
target distribution. To use this command, you must have cloudfront:GetDistribution
and cloudfront:ListConflictingAlias permissions on the target distribution.

aws cloudfront list-conflicting-aliases --alias www.example.com --distribution-
id EDFDVBD6EXAMPLE

The command'’s output shows a list of all the alternate domain names that conflict or overlap
with the provided one. For example:

« If you provide www.example.com to the command, the command's output includes
www.example.com and the overlapping wildcard alternate domain name (*.example.com) if
it exists.

« If you provide *.example.com to the command, the command's output includes
*.example.com and any alternate domain names covered by that wildcard (for example,
www.example.com, test.example.com, dev.example.com, and so on).

For each alternate domain name in the command’s output, you can see the ID of the
distribution that it's associated with, and the AWS account ID that owns the distribution. The
distribution and account IDs are partially hidden, which allows you to identify the distributions
and accounts that you own, but helps to protect the information of ones that you don't own.

2. In the command'’s output, find the distribution for the alternate domain name that you are
moving, and note the source distribution’s AWS account ID. Compare the source distribution’s
account ID with the account ID where you created the target distribution, and determine
whether these two distribution are in the same AWS account. This helps you determine how to
move the alternate domain name.

To move the alternate domain name, see the following topic.

Moving an alternate domain name to a different distribution 122


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudfront/list-conflicting-aliases.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudfront/list-conflicting-aliases.html

Amazon CloudFront Developer Guide

Move the alternate domain name

Depending on your situation, choose from the following ways to move the alternate domain name:

If the source and target distributions are in the same AWS account

Use the associate-alias command in the AWS CLI to move the alternate domain name. This
method works for all same-account moves, including when the alternate domain name is an
apex domain (also called a root domain, like example.com). For more information, see the
section called "Use associate-alias to move an alternate domain name”.

If the source and target distributions are in different AWS accounts

If you have access to the source distribution, the alternate domain name is not an apex domain
(also called a root domain, like example. com), and you are not already using a wildcard that
overlaps with that alternate domain name, use a wildcard to move the alternate domain name.
For more information, see the section called “Use a wildcard to move an alternate domain

name”.

If you don’t have access to the source distribution’s AWS account, you can try using the
associate-alias command in the AWS CLI to move the alternate domain name. If the source
distribution is disabled, you can move the alternate domain name. For more information,

see the section called “"Use associate-alias to move an alternate domain name”. If the
associate-alias command doesn’t work, contact AWS Support. For more information, see the
section called “Contact AWS Support to move an alternate domain name”.

Use associate-alias to move an alternate domain name

If the source distribution is in the same AWS account as the target distribution, or if it'sin a
different account but disabled, you can use the CloudFront associate-alias command in the AWS CLI

to move the alternate domain name.
To use associate-alias to move an alternate domain name

1. Use the AWS CLI to run the CloudFront associate-alias command, as shown in the
following example. Replace www. example. com with the alternate domain name, and
EDFDVBD6EXAMPLE with the target distribution ID. Run this command using credentials that
are in the same AWS account as the target distribution. Note the following restrictions for
using this command:
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e You must have cloudfront:AssociateAlias and cloudfront:UpdateDistribution
permissions on the target distribution.

« If the source and target distributions are in the same AWS account, you must have
cloudfront:UpdateDistribution permission on the source distribution.

« If the source and target distributions are in different AWS accounts, the source distribution
must be disabled.

» The target distribution must be set up as described in the section called “Set up the target
distribution”.

aws cloudfront associate-alias --alias www.example.com --target-distribution-
id EDFDVBD6EXAMPLE

This command updates both distributions by removing the alternate domain name from the
source distribution and adding it to the target distribution.

2. After the target distribution is fully deployed, update your DNS configuration to point
the alternate domain name’s DNS record to the distribution domain name of the target
distribution.

Use a wildcard to move an alternate domain name

If the source distribution is in a different AWS account than the target distribution, and the source
distribution is enabled, you can use a wildcard to move the alternate domain name.

® Note

You can't use a wildcard to move an apex domain (like example.com). To move an apex
domain when the source and target distributions are in different AWS accounts, contact
AWS Support. For more information, see the section called “Contact AWS Support to move
an alternate domain name”.
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To use a wildcard to move an alternate domain name

® Note

This process involves multiple updates to your distributions. Wait for each distribution to
fully deploy the latest change before proceeding to the next step.

1. Update the target distribution to add a wildcard alternate domain name that covers the
alternate domain name that you are moving. For example, if the alternate domain name
that you're moving is www.example.com, add the alternate domain name *.example.com to
the target distribution. To do this, the SSL/TLS certificate on the target distribution must
include the wildcard domain name. For more information, see the section called “Updating a
distribution”.

2. Update the DNS settings for the alternate domain name to point to the domain name of
the target distribution. For example, if the alternate domain name that you're moving is
www.example.com, update the DNS record for www.example.com to route traffic to the
domain name of the target distribution (for example d111111abcdef8.cloudfront.net).

® Note

Even after you update the DNS settings, the alternate domain name is still served by
the source distribution because that's where the alternate domain name is currently
configured.

3. Update the source distribution to remove the alternate domain name. For more information,
see Updating a distribution.

4. Update the target distribution to add the alternate domain name. For more information, see
Updating a distribution.

5. Use dig (or a similar DNS query tool) to validate that the DNS record for the alternate domain
name resolves to the domain name of the target distribution.

6. (Optional) Update the target distribution to remove the wildcard alternate domain name.

Moving an alternate domain name to a different distribution 125



Amazon CloudFront Developer Guide

Contact AWS Support to move an alternate domain name

If the source and target distributions are in different AWS accounts, and you don't have access to
the source distribution’s AWS account or can't disable the source distribution, you can contact AWS
Support to move the alternate domain name.

To contact AWS Support to move an alternate domain name

1. Set up a target distribution, including the DNS TXT record that points to the target
distribution. For more information, see Set up the target distribution.

2. Contact AWS Support to request that they verify that you own the domain, and move the
domain to the new CloudFront distribution for you.

3. After the target distribution is fully deployed, update your DNS configuration to point
the alternate domain name’s DNS record to the distribution domain name of the target
distribution.

Removing an alternate domain name

If you want to stop routing traffic for a domain or subdomain to a CloudFront distribution, follow
the steps in this section to update both the DNS configuration and the CloudFront distribution.

It's important that you remove the alternate domain names from the distribution as well as update
your DNS configuration. This helps prevent issues later if you want to associate the domain name
with another CloudFront distribution. If an alternate domain name is already associated with one
distribution, it can't be set up with another.

® Note

If you want to remove the alternate domain name from this distribution so you can add
it to another one, follow the steps in Moving an alternate domain name to a different
distribution. If you follow the steps here instead (to remove a domain) and then add the
domain to another distribution, there will be a period of time during which the domain
won't link to the new distribution because CloudFront is propagating to the updates to
edge locations.
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To remove an alternate domain name from a distribution

1. To start, route internet traffic for your domain to another resource that isn't your CloudFront

distribution, such as an Elastic Load Balancing load balancer. Or you can delete the DNS record
that's routing traffic to CloudFront.

Do one of the following, depending on the DNS service for your domain:

If you're using Route 53, update or delete alias records or CNAME records. For more
information, see Editing records or Deleting records.

If you're using another DNS service provider, use the method provided by the DNS service
provider to update or delete the CNAME record that directs traffic to CloudFront. For more
information, see the documentation provided by your DNS service provider.

2. After you update your domain’s DNS records, wait until the changes have propagated and DNS

resolvers are routing traffic to the new resource. You can check to see when this is complete by
creating some test links that use your domain in the URL.

3. Signin to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home, and update your CloudFront distribution to

remove the domain name by doing the following:

a.

b.

Choose the ID for the distribution that you want to update.
On the General tab, choose Edit.

In Alternate Domain Names (CNAMEs), remove the alternate domain name (or domain
names) that you no longer want to use for your distribution.

Choose Yes, Edit.

Using wildcards in alternate domain names

When you add alternate domain names, you can use the * wildcard at the beginning of a domain

name instead of adding subdomains individually. For example, with an alternate domain name of

* example.com, you can use any domain name that ends with example.com in your URLs, such as

www.example.com, product-name.example.com, marketing.product-name.example.com, and so

on. The path to the object is the same regardless of the domain name, for example:

o www.example.com/images/image.jpg

« product-name.example.com/images/image.jpg
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« marketing.product-name.example.com/images/image.jpg

Follow these requirements for alternate domain names that include wildcards:

« The alternate domain name must begin with an asterisk and a dot (*.).
» You cannot use a wildcard to replace part of a subdomain name, like this: *domain.example.com.

« You cannot replace a subdomain in the middle of a domain name, like this:
subdomain.*.example.com.

« All alternate domain names, including alternate domain names that use wildcards, must be
covered by the subject alternative name (SAN) on the certificate.

A wildcard alternate domain name, such as *.example.com, can include another alternate domain
name that's in use, such as example.com.

Requirements for using alternate domain names

When you add an alternate domain name, such as www.example.com, to a CloudFront distribution,
the following are requirements:

Alternate domain names must be lowercase

All alternate domain names (CNAMEs) must be lowercase.

Alternate domain names must be covered by a valid SSL/TLS certificate

To add an alternate domain name (CNAME) to a CloudFront distribution, you must attach to
your distribution a trusted, valid SSL/TLS certificate that covers the alternate domain name.
This ensures that only people with access to your domain's certificate can associate with
CloudFront a CNAME related to your domain.

A trusted certificate is one that is issued by AWS Certificate Manager (ACM) or by another valid
certificate authority (CA). You can use a self-signed certificate to validate an existing CNAME,
but not for a new CNAME. CloudFront supports the same certificate authorities as Mozilla. For
the current list, see Mozilla Included CA Certificate List.

To verify an alternate domain name by using the certificate that you attach, including alternate
domain names that include wildcards, CloudFront checks the subject alternative name (SAN) on
the certificate. The alternate domain name that you're adding must be covered by the SAN.
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® Note

Only one certificate can be attached to a CloudFront distribution at a time.

You prove that you are authorized to add a specific alternate domain name to your distribution
by doing one of the following:

Attaching a certificate that includes the alternate domain name, like product-
name.example.com.

Attaching a certificate that includes a * wildcard at the beginning of a domain name, to cover
multiple subdomains with one certificate. When you specify a wildcard, you can add multiple
subdomains as alternate domain names in CloudFront.

The following examples illustrate how using wildcards in domain names in a certificate work to

authorize you to add specific alternate domain names in CloudFront.

You want to add marketing.example.com as an alternate domain name. You list in your
certificate the following domain name: *.example.com. When you attach this certificate to
CloudFront, you can add any alternate domain name for your distribution that replaces the
wildcard at that level, including marketing.example.com. You can also, for example, add the
following alternate domain names:

» product.example.com

« api.example.com

However, you can't add alternate domain names that are at levels higher or lower than
the wildcard. For example, you can't add the alternate domain names example.com or
marketing.product.example.com.

You want to add example.com as an alternate domain name. To do this, you must list the
domain name example.com itself on the certificate that you attach to your distribution.

You want to add marketing.product.example.com as an alternate domain name.
To do this, you can list *.product.example.com on the certificate, or you can list
marketing.product.example.com itself on the certificate.

Permission to change DNS configuration

When you add alternate domain names, you must create CNAME records to route DNS queries

for the alternate domain names to your CloudFront distribution. To do this, you must have

permission to create CNAME records with the DNS service provider for the alternate domain
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names that you're using. Typically, this means that you own the domains, but you might be
developing an application for the domain owner.

Alternate domain names and HTTPS

If you want viewers to use HTTPS with an alternate domain name, you must complete some
additional configuration. For more information, see Using alternate domain names and HTTPS.

Restrictions on using alternate domain names
Note the following restrictions on using alternate domain names:
Maximum number of alternate domain names

For the current maximum number of alternate domain names that you can add to a
distribution, or to request a higher quota (formerly known as limit), see General quotas on

distributions.

Duplicate and overlapping alternate domain names

You cannot add an alternate domain name to a CloudFront distribution if the same alternate
domain name already exists in another CloudFront distribution, even if your AWS account owns
the other distribution.

However, you can add a wildcard alternate domain name, such as *.example.com, that includes
(that overlaps with) a non-wildcard alternate domain name, such as www.example.com. If you
have overlapping alternate domain names in two distributions, CloudFront sends the request to
the distribution with the more specific name match, regardless of the distribution that the DNS
record points to. For example, marketing.domain.com is more specific than *.domain.com.

Domain fronting

CloudFront includes protection against domain fronting occurring across different AWS
accounts. Domain fronting is a scenario in which a non-standard client creates a TLS/SSL
connection to a domain name in one AWS account, but then makes an HTTPS request for an
unrelated name in another AWS account. For example, the TLS connection might connect to
www.example.com, and then send an HTTP request for www.example.org.

To prevent cases where domain fronting crosses different AWS accounts, CloudFront makes sure
that the AWS account that owns the certificate that it serves for a specific connection always
matches the AWS account that owns the request that it handles on that same connection.
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If the two AWS account numbers do not match, CloudFront responds with an HTTP 421
Misdirected Request response to give the client a chance to connect using the correct domain.

Adding an alternate domain name at the top node (zone apex) for a domain

When you add an alternate domain name to a distribution, you typically create a CNAME
record in your DNS configuration to route DNS queries for the domain name to your
CloudFront distribution. However, you can't create a CNAME record for the top node of a DNS
namespace, also known as the zone apex; the DNS protocol doesn't allow it. For example, if
you register the DNS name example.com, the zone apex is example.com. You can't create a
CNAME record for example.com, but you can create CNAME records for www.example.com,
newproduct.example.com, and so on.

If you're using Route 53 as your DNS service, you can create an alias resource record set, which
has two advantages over CNAME records. You can create an alias resource record set for a
domain name at the top node (example.com). In addition, when you use an alias resource record
set, you don't pay for Route 53 queries.

® Note

If you enable IPv6, you must create two alias resource record sets: one to route
IPv4 traffic (an A record) and one to route IPv6 traffic (an AAAA record). For more
information, see Enable IPv6 in the topic Values that you specify when you create or

update a distribution.

For more information, see Routing traffic to an Amazon CloudFront web distribution by using
your domain name in the Amazon Route 53 Developer Guide.

Using WebSockets with CloudFront distributions

Amazon CloudFront supports using WebSocket, a TCP-based protocol that is useful when you need
long-lived bidirectional connections between clients and servers. A persistent connection is often a
requirement with real-time applications. The scenarios in which you might use WebSockets include
social chat platforms, online collaboration workspaces, multi-player gaming, and services that
provide real-time data feeds like financial trading platforms. Data over a WebSocket connection
can flow in both directions for full-duplex communication.
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WebSocket functionality is automatically enabled to work with any distribution. To use
WebSockets, configure one of the following in the cache behavior that's attached to your
distribution:

« Forward all viewer request headers to your origin. (You can use the AllViewer managed origin

request policy.)

» Specifically forward the Sec-WebSocket-Key and Sec-WebSocket-Version request headers
in your origin request policy.

How the WebSocket protocol works

The WebSocket protocol is an independent, TCP-based protocol that allows you to avoid some of
the overhead—and potentially increased latency—of HTTP.

To establish a WebSocket connection, the client sends a regular HTTP request that uses HTTP's
upgrade semantics to change the protocol. The server can then complete the handshake. The
WebSocket connection remains open and either the client or server can send data frames to each
other without having to establish new connections each time.

By default, the WebSocket protocol uses port 80 for regular WebSocket connections and port 443
for WebSocket connections over TLS/SSL. The options that you choose for your CloudFront Viewer
protocol policy and Protocol (custom origins only) apply to WebSocket connections as well as to
HTTP traffic.

WebSocket requirements

WebSocket requests must comply with RFC 6455 in the following standard formats.

Sample client request:

GET /chat HTTP/1.1

Host: server.example.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: dGhlIHNhbXBszZSBub25jzQ==
Origin: https://example.com
Sec-WebSocket-Protocol: chat, superchat
Sec-WebSocket-Version: 13

Sample server response:
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HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: s3pPLMBiTxaQ9kYGzzhZRbK+x00=
Sec-WebSocket-Protocol: chat

If the WebSocket connection is disconnected by the client or server, or by a network disruption,
client applications are expected to re-initiate the connection with the server.

Recommended settings

In order to avoid unexpected compression-related issues when using WebSockets, we recommend
that you include the following headers in an origin request policy:

Sec-WebSocket-Key

Sec-WebSocket-Version

Sec-WebSocket-Protocol

Sec-WebSocket-Accept

Sec-WebSocket-Extensions
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Working with policies

Amazon CloudFront offers three different kinds of policies that you can use to customize
CloudFront in the following ways:

Specify cache and compression settings

With a CloudFront cache policy, you can specify the HTTP headers, cookies, and query strings
that CloudFront includes in the cache key. The cache key determines whether a viewer's HTTP
request results in a cache hit (the object is served to the viewer from the CloudFront cache).
Including fewer values in the cache key increases the likelihood of a cache hit.

You can also use the cache policy to specify time to live (TTL) settings for objects in the
CloudFront cache, and enable CloudFront to request and cache compressed objects.

Specify values to include in origin requests (but not in the cache key)

With a CloudFront origin request policy, you can specify the HTTP headers, cookies, and query
strings that CloudFront includes in origin requests. These are the requests that CloudFront sends
to the origin when there's a cache miss.

All of the values in the cache policy are automatically included in origin requests, but with an
origin request policy you can include additional values in origin requests without including them
in the cache key.

Specify HTTP headers to remove or add in viewer responses

With a CloudFront response headers policy, you can control the HTTP headers that CloudFront

includes in HTTP responses that it sends to viewers (web browsers or other clients). You can

remove headers from the origin's HTTP response, or add HTTP headers to the responses that

CloudFront sends to viewers, without making any changes to your origin or writing any code.
For more information, see the following topics.

Topics

 the section called “Controlling the cache key”

 the section called “Controlling origin requests”

« Adding or removing response headers
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Controlling the cache key

With Amazon CloudFront, you can control the cache key for objects that are cached at CloudFront
edge locations. The cache key is the unique identifier for every object in the cache, and it
determines whether a viewer request results in a cache hit. A cache hit occurs when a viewer
request generates the same cache key as a prior request, and the object for that cache key is in the
edge location's cache and valid. When there's a cache hit, the object is served to the viewer from a
CloudFront edge location, which has the following benefits:

» Reduced load on your origin server

» Reduced latency for the viewer

You can get better performance from your website or application when you have a higher cache hit
ratio (a higher proportion of viewer requests result in a cache hit). One way to improve your cache
hit ratio is to include only the minimum necessary values in the cache key. For more information,
see Understanding the cache key.

To control the cache key, you use a CloudFront cache policy. You attach a cache policy to one or
more cache behaviors in a CloudFront distribution.

Topics

Creating cache policies

Understanding cache policies

Using the managed cache policies

Understanding the cache key

Creating cache policies

You can use a cache policy to improve your cache hit ratio by controlling the values (URL query
strings, HTTP headers, and cookies) that are included in the cache key. You can create a cache
policy in the CloudFront console, with the AWS Command Line Interface (AWS CLI), or with the
CloudFront API.

After you create a cache policy, you attach it to one or more cache behaviors in a CloudFront
distribution.
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Console
To create a cache policy (console)

1. Signin to the AWS Management Console and open the Policies page in the CloudFront
console at https://console.aws.amazon.com/cloudfront/v4/home?#/policies.

2. Choose Create cache policy.

3. Choose the desired setting for this cache policy. For more information, see Understanding
cache policies.

4. When finished, choose Create.

After you create a cache policy, you can attach it to a cache behavior.
To attach a cache policy to an existing distribution (console)

1. Open the Distributions page in the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/homett/distributions.

2. Choose the distribution to update, then choose the Behaviors tab.

3. Choose the cache behavior to update, then choose Edit.

Or, to create a new cache behavior, choose Create behavior.

4. In the Cache key and origin requests section, make sure that Cache policy and origin
request policy is chosen.

5. For Cache policy, choose the cache policy to attach to this cache behavior.

6. At the bottom of the page, choose Save changes.

To attach a cache policy to a new distribution (console)

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. Choose Create distribution.

3. Inthe Cache key and origin requests section, make sure that Cache policy and origin
request policy is chosen.

4. For Cache policy, choose the cache policy to attach to this distribution's default cache
behavior.
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5. Choose the desired settings for the origin, default cache behavior, and other distribution
settings. For more information, see Values that you specify when you create or update a
distribution.

6. When finished, choose Create distribution.

CLI

To create a cache policy with the AWS Command Line Interface (AWS CLI), use the aws
cloudfront create-cache-policy command. You can use an input file to provide the command's
input parameters, rather than specifying each individual parameter as command line input.

To create a cache policy (CLI with input file)

1. Use the following command to create a file named cache-policy.yaml that contains all
of the input parameters for the create-cache-policy command.

aws cloudfront create-cache-policy --generate-cli-skeleton yaml-input > cache-
policy.yaml

2. Open the file named cache-policy.yaml that you just created. Edit the file to specify
the cache policy settings that you want, then save the file. You can remove optional fields
from the file, but don't remove the required fields.

For more information about the cache policy settings, see Understanding cache policies.

3. Use the following command to create the cache policy using input parameters from the
cache-policy.yaml file.

aws cloudfront create-cache-policy --cli-input-yaml file://cache-policy.yaml

Make note of the Id value in the command's output. This is the cache policy ID, and you
need it to attach the cache policy to a CloudFront distribution's cache behavior.
To attach a cache policy to an existing distribution (CLI with input file)

1. Use the following command to save the distribution configuration for the CloudFront
distribution that you want to update. Replace distribution_ID with the distribution's ID.
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aws cloudfront get-distribution-config --id distribution_ID --output yaml >
dist-config.yaml

Open the file named dist-config.yaml that you just created. Edit the file, making the
following changes to each cache behavior that you are updating to use a cache policy.

« In the cache behavior, add a field named CachePolicyId. For the field's value, use the
cache policy ID that you noted after creating the policy.

« Remove the MinTTL, MaxTTL, DefaultTTL, and ForwardedValues fields from the
cache behavior. These settings are specified in the cache policy, so you can't include these
fields and a cache policy in the same cache behavior.

« Rename the ETag field to IfMatch, but don't change the field's value.

Save the file when finished.

Use the following command to update the distribution to use the cache policy. Replace
distribution_ID with the distribution's ID.

aws cloudfront update-distribution --id distribution_ID --cli-input-yaml file://
dist-config.yaml

To attach a cache policy to a new distribution (CLI with input file)

1.

Use the following command to create a file named distribution.yaml that contains all
of the input parameters for the create-distribution command.

aws cloudfront create-distribution --generate-cli-skeleton yaml-input >
distribution.yaml

Open the file named distribution.yaml that you just created. In the default cache
behavior, in the CachePolicyId field, enter the cache policy ID that you noted after
creating the policy. Continue editing the file to specify the distribution settings that you
want, then save the file when finished.
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For more information about the distribution settings, see Values that you specify when you

create or update a distribution.

3. Use the following command to create the distribution using input parameters from the
distribution.yaml file.

aws cloudfront create-distribution --cli-input-yaml file://distribution.yaml

API

To create a cache policy with the CloudFront API, use CreateCachePolicy. For more information
about the fields that you specify in this API call, see Understanding cache policies and the API
reference documentation for your AWS SDK or other API client.

After you create a cache policy, you can attach it to a cache behavior, using one of the following
API calls:

« To attach it to a cache behavior in an existing distribution, use UpdateDistribution.

« To attach it to a cache behavior in a new distribution, use CreateDistribution.

For both of these API calls, provide the cache policy's ID in the CachePolicyId field, inside a
cache behavior. For more information about the other fields that you specify in these API calls,
see Values that you specify when you create or update a distribution and the API reference

documentation for your AWS SDK or other API client.

Understanding cache policies

You can use a cache policy to improve your cache hit ratio by controlling the values (URL query
strings, HTTP headers, and cookies) that are included in the cache key. CloudFront provides some
predefined cache policies, known as managed policies, for common use cases. You can use these
managed policies, or you can create your own cache policy that's specific to your needs. For more
information about the managed policies, see Using the managed cache policies.

A cache policy contains the following settings, which are categorized into policy information, time
to live (TTL) settings, and cache key settings.
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Policy information

Name

A name to identify the cache policy. In the console, you use the name to attach the cache policy
to a cache behavior.

Description

A comment to describe the cache policy. This is optional, but it can help you identify the
purpose of the cache policy.

Time to live (TTL) settings

The time to live (TTL) settings work together with the Cache-Control and Expires HTTP
headers (if they're in the origin response) to determine how long objects in the CloudFront cache
remain valid.

Minimum TTL

The minimum amount of time, in seconds, that you want objects to stay in the CloudFront
cache before CloudFront checks with the origin to see if the object has been updated. For more
information, see Managing how long content stays in the cache (expiration).

Maximum TTL

The maximum amount of time, in seconds, that objects stay in the CloudFront cache before
CloudFront checks with the origin to see if the object has been updated. CloudFront uses this
setting only when the origin sends Cache-Control or Expires headers with the object. For
more information, see Managing how long content stays in the cache (expiration).

Default TTL

The default amount of time, in seconds, that you want objects to stay in the CloudFront cache
before CloudFront checks with the origin to see if the object has been updated. CloudFront uses
this setting's value as the object's TTL only when the origin does not send Cache-Control or
Expires headers with the object. For more information, see Managing how long content stays
in the cache (expiration).
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® Note

If the Minimum TTL, Maximum TTL, and Default TTL settings are all set to O, this disables
CloudFront caching.

Cache key settings

Cache key settings specify the values in viewer requests that CloudFront includes in the cache key.
The values can include URL query strings, HTTP headers, and cookies. The values that you include
in the cache key are automatically included in requests that CloudFront sends to the origin, known
as origin requests. For information about controlling origin requests without affecting the cache
key, see Controlling origin requests.

Cache key settings include:

+ Headers
+ Cookies

e Query strings

« Compression support

Headers

The HTTP headers in viewer requests that CloudFront includes in the cache key and in origin
requests. For headers, you can choose one of the following settings:

« None - The HTTP headers in viewer requests are not included in the cache key and are not
automatically included in origin requests.

« Include the following headers - You specify which of the HTTP headers in viewer requests
are included in the cache key and automatically included in origin requests.

When you use the Include the following headers setting, you specify HTTP headers by their
name, not their value. For example, consider the following HTTP header:

Accept-Language: en-US,en;q=0.5
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In this case, you specify the header as Accept-Language, not as Accept-Language: en-
US, en; g=0.5. However, CloudFront includes the full header, including its value, in the cache
key and in origin requests.

You can also include certain headers generated by CloudFront in the cache key. For more
information, see the section called “Adding CloudFront request headers".

Cookies

The cookies in viewer requests that CloudFront includes in the cache key and in origin requests.
For cookies, you can choose one of the following settings:

» None - The cookies in viewer requests are not included in the cache key and are not
automatically included in origin requests.

o All - All cookies in viewer requests are included in the cache key and are automatically
included in origin requests.

 Include specified cookies — You specify which of the cookies in viewer requests are included
in the cache key and automatically included in origin requests.

 Include all cookies except — You specify which of the cookies in viewer requests are not
included in the cache key and are not automatically included in origin requests. All other
cookies, except for the ones you specify, are included in the cache key and automatically
included in origin requests.

When you use the Include specified cookies or Include all cookies except setting, you specify
cookies by their name, not their value. For example, consider the following Cookie header:

Cookie: session_ID=abcd1234

In this case, you specify the cookie as session_ID, not as session_ID=abcd1234. However,
CloudFront includes the full cookie, including its value, in the cache key and in origin requests.

Query strings

The URL query strings in viewer requests that CloudFront includes in the cache key and in origin

requests. For query strings, you can choose one of the following settings:

« None - The query strings in viewer requests are not included in the cache key and are not
automatically included in origin requests.

o All - All query strings in viewer requests are included in the cache key and are also
automatically included in origin requests.
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 Include specified query strings — You specify which of the query strings in viewer requests
are included in the cache key and automatically included in origin requests.

« Include all query strings except — You specify which of the query strings in viewer requests
are not included in the cache key and are not automatically included in origin requests.
All other query strings, except for the ones you specify, are included in the cache key and
automatically included in origin requests.

When you use the Include specified query strings or Include all query strings except setting,
you specify query strings by their name, not their value. For example, consider the following
URL path:

/content/stories/example-story.html?split-pages=false

In this case, you specify the query string as split-pages, not as split-pages=false.
However, CloudFront includes the full query string, including its value, in the cache key and in
origin requests.

Compression support

These settings enable CloudFront to request and cache objects that are compressed in the
Gzip or Brotli compression formats, when the viewer supports it. These settings also allow
CloudFront compression to work. Viewers indicate their support for these compression formats
with the Accept-Encoding HTTP header.

(® Note

The Chrome and Firefox web browsers support Brotli compression only when the
request is sent using HTTPS. These browsers do not support Brotli with HTTP requests.

Enable these settings when any of the following are true:

 Your origin returns Gzip compressed objects when viewers support them (requests contain
the Accept-Encoding HTTP header with gzip as a value). In this case, use the Gzip
enabled setting (set EnableAcceptEncodingGzip to true in the CloudFront API, AWS
SDKs, AWS CLI, or AWS CloudFormation).

 Your origin returns Brotli compressed objects when viewers support them (requests contain
the Accept-Encoding HTTP header with br as a value). In this case, use the Brotli enabled
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setting (set EnableAcceptEncodingBrotli to true in the CloudFront API, AWS SDKSs,
AWS CLI, or AWS CloudFormation).

« The cache behavior that this cache policy is attached to is configured with CloudFront
compression. In this case, you can enable caching for either Gzip or Brotli, or both. When
CloudFront compression is enabled, enabling caching for both formats can help to reduce
your costs for data transfer out to the internet.

® Note

If you enable caching for one or both of these compression formats, do not include the
Accept-Encoding header in an origin request policy that's associated with the same
cache behavior. CloudFront always includes this header in origin requests when caching
is enabled for either of these formats, so including Accept-Encoding in an origin
request policy has no effect.

If your origin server does not return Gzip or Brotli compressed objects, or the cache behavior is
not configured with CloudFront compression, don't enable caching for compressed objects. If
you do, it might cause a decrease in your cache hit ratio.

The following explains how these settings affect a CloudFront distribution. All of the following
scenarios assume that the viewer request includes the Accept-Encoding header. When the
viewer request does not include the Accept-Encoding header, CloudFront doesn't include this
header in the cache key and doesn't include it in the corresponding origin request.

When caching compressed objects is enabled for both compression formats

If the viewer supports both Gzip and Brotli—that is, if the gzip and br values are both in
the Accept-Encoding header in the viewer request—CloudFront does the following:

« Normalizes the header to Accept-Encoding: br,gzip and includes the normalized
header in the cache key. The cache key doesn't include other values that were in the
Accept-Encoding header sent by the viewer.

« If the edge location has a Brotli or Gzip compressed object in the cache that matches the
request and is not expired, the edge location returns the object to the viewer.

« If the edge location doesn't have a Brotli or Gzip compressed object in the cache that
matches the request and is not expired, CloudFront includes the normalized header
(Accept-Encoding: br,gzip)in the corresponding origin request. The origin request
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doesn't include other values that were in the Accept-Encoding header sent by the
viewer.

If the viewer supports one compression format but not the other—for example, if gzip is
a value in the Accept-Encoding header in the viewer request but br is not—CloudFront
does the following:

« Normalizes the header to Accept-Encoding: gzip and includes the normalized header
in the cache key. The cache key doesn't include other values that were in the Accept-
Encoding header sent by the viewer.

« If the edge location has a Gzip compressed object in the cache that matches the request
and is not expired, the edge location returns the object to the viewer.

« If the edge location doesn't have a Gzip compressed object in the cache that matches
the request and is not expired, CloudFront includes the normalized header (Accept-
Encoding: gzip) in the corresponding origin request. The origin request doesn't include
other values that were in the Accept-Encoding header sent by the viewer.

To understand what CloudFront does if the viewer supports Brotli but not Gzip, replace the
two compression formats with each other in the preceding example.

If the viewer does not support Brotli or Gzip—that is, the Accept-Encoding header in the
viewer request does not contain br or gzip as values—CloudFront:

« Doesn't include the Accept-Encoding header in the cache key.

e Includes Accept-Encoding: identity in the corresponding origin request. The origin
request doesn't include other values that were in the Accept-Encoding header sent by
the viewer.

When caching compressed objects is enabled for one compression format, but not the other

If the viewer supports the format for which caching is enabled—for example, if caching
compressed objects is enabled for Gzip and the viewer supports Gzip (gzip is one of the
values in the Accept-Encoding header in the viewer request)—CloudFront does the
following:

« Normalizes the header to Accept-Encoding: gzip and includes the normalized header
in the cache key.

« If the edge location has a Gzip compressed object in the cache that matches the request
and is not expired, the edge location returns the object to the viewer.
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« If the edge location doesn't have a Gzip compressed object in the cache that matches
the request and is not expired, CloudFront includes the normalized header (Accept-
Encoding: gzip) in the corresponding origin request. The origin request doesn't include
other values that were in the Accept-Encoding header sent by the viewer.

This behavior is the same when the viewer supports both Gzip and Brotli (the Accept-
Encoding header in the viewer request includes both gzip and br as values), because in
this scenario, caching compressed objects for Brotli is not enabled.

To understand what CloudFront does if caching compressed objects is enabled for Brotli but
not Gzip, replace the two compression formats with each other in the preceding example.

If the viewer does not support the compression format for which caching is enabled (the
Accept-Encoding header in the viewer request doesn't contain the value for that format),
CloudFront:

» Doesn'tinclude the Accept-Encoding header in the cache key.

e Includes Accept-Encoding: identity in the corresponding origin request. The origin
request doesn't include other values that were in the Accept-Encoding header sent by
the viewer.

When caching compressed objects is disabled for both compression formats

When caching compressed objects is disabled for both compression formats, CloudFront
treats the Accept-Encoding header the same as any other HTTP header in the viewer
request. By default, it's not included in the cache key and it's not included in origin requests.
You can include it in the headers list in a cache policy or an origin request policy the same as
any other HTTP header.

Using the managed cache policies

CloudFront provides a set of managed cache policies that you can attach to any of your
distribution's cache behaviors. With a managed cache policy, you don't need to write or maintain
your own cache policy. The managed policies use settings that are optimized for specific use cases.
Topics

« Attaching a managed cache policy

« Available managed cache policies
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Attaching a managed cache policy

To use a managed cache policy, you attach it to a cache behavior in your distribution. The process
is the same as when you create a cache policy, but instead of creating a new one, you just attach
one of the managed cache policies. You attach the policy either by name (with the console) or by ID
(with the AWS CLI or SDKs). The names and IDs are listed in the following section.

For more information, see Creating cache policies.

Available managed cache policies
The following topics describe the managed cache policies that you can use.

Topics

« Amplify
CachingDisabled

CachingOptimized

CachingOptimizedForUncompressedObjects

Elemental-MediaPackage

Amplify

View this policy in the CloudFront console

This policy is designed for use with an origin that is an AWS Amplify web app.
When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
2e54312d-136d-493c-8eb9-b001f22f67d2

This policy has the following settings:

Minimum TTL: 2 seconds

Maximum TTL: 600 seconds (10 minutes)
Default TTL: 2 seconds

Headers included in cache key:
e Authorization

e CloudFront-Viewer-Country
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e Host

The normalized Accept-Encoding header is also included because the cache compressed
objects setting is enabled. For more information, see Compression support.

» Cookies included in cache key: All cookies are included.
» Query strings included in cache key: All query strings are included.

» Cache compressed objects setting: Enabled. For more information, see Compression support.

CachingDisabled

View this policy in the CloudFront console

This policy disables caching. This policy is useful for dynamic content and for requests that are not
cacheable.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
4135ea2d-6df8-44a3-9df3-4b5a84be39ad

This policy has the following settings:

e Minimum TTL: O seconds

o Maximum TTL: O seconds

« Default TTL: O seconds

« Headers included in the cache key: None

« Cookies included in the cache key: None

» Query strings included in the cache key: None

» Cache compressed objects setting: Disabled

CachingOptimized

View this policy in the CloudFront console

This policy is designed to optimize cache efficiency by minimizing the values that CloudFront
includes in the cache key. CloudFront doesn't include any query strings or cookies in the cache

key, and only includes the normalized Accept-Encoding header. This enables CloudFront to
separately cache objects in the Gzip and Brotli compressions formats when the origin returns them
or when CloudFront edge compression is enabled.
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When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
658327ea-f89d-4fab-a63d-7e88639e58f6
This policy has the following settings:

e Minimum TTL: 1 second.
o Maximum TTL: 31,536,000 seconds (365 days).
o Default TTL: 86,400 seconds (24 hours).

» Headers included in the cache key: None are explicitly included. The normalized Accept-
Encoding header is included because the cache compressed objects setting is enabled. For more
information, see Compression support.

» Cookies included in the cache key: None.
e Query strings included in the cache key: None.

« Cache compressed objects setting: Enabled. For more information, see Compression support.

CachingOptimizedForUncompressedObjects

View this policy in the CloudFront console

This policy is designed to optimize cache efficiency by minimizing the values included in the cache
key. No query strings, headers, or cookies are included. This policy is identical to the previous one,
but it disables the cache compressed objects setting.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
b2884449-e4de-46a7-ac36-70bc7f1dddéed
This policy has the following settings:

e Minimum TTL: 1 second

o Maximum TTL: 31,536,000 seconds (365 days)
o Default TTL: 86,400 seconds (24 hours)

» Headers included in the cache key: None

» Cookies included in the cache key: None

» Query strings included in the cache key: None

« Cache compressed objects setting: Disabled
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Elemental-MediaPackage

View this policy in the CloudFront console

This policy is designed for use with an origin that is an AWS Elemental MediaPackage endpoint.
When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
08627262-05a9-4f76-9ded-b50ca2e3a84f

This policy has the following settings:

e Minimum TTL: O seconds

o Maximum TTL: 31,536,000 seconds (365 days)

o Default TTL: 86,400 seconds (24 hours)

» Headers included in the cache key:
e Origin
The normalized Accept-Encoding header is also included because the cache compressed
objects setting is enabled for Gzip. For more information, see Compression support.

» Cookies included in the cache key: None
» Query strings included in the cache key:
e« aws.manifestfilter
e start
« end
e m
« Cache compressed objects setting: Enabled for Gzip. For more information, see Compression
support.

Understanding the cache key

The cache key determines whether a viewer request to a CloudFront edge location results in a cache
hit. The cache key is the unique identifier for an object in the cache. Each object in the cache has a
unique cache key.

A cache hit occurs when a viewer request generates the same cache key as a prior request, and the
object for that cache key is in the edge location’s cache and valid. When there's a cache hit, the
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requested object is served to the viewer from a CloudFront edge location, which has the following
benefits:

» Reduced load on your origin server

o Reduced latency for the viewer

You can get better performance from your website or application when you have a higher cache
hit ratio (a higher proportion of viewer requests that result in a cache hit). One way to improve
your cache hit ratio is to include only the minimum necessary values in the cache key. For more
information, see the following sections.

You can modify the values (URL query strings, HTTP headers, and cookies) in the cache key by
using a cache policy. (You can also modify the cache key using a Lambda@Edge function.) Before
modifying the cache key, it's important to understand how your application is designed and when

and how it might serve different responses based on characteristics of the viewer request. When a
value in the viewer request determines the response that your origin returns, you should include
that value in the cache key. But if you include a value in the cache key that doesn't affect the
response that your origin returns, you might end up caching duplicate objects.

The default cache key
By default, the cache key for a CloudFront distribution includes the following information:

o The domain name of the CloudFront distribution (for example, d111111abcdef8.cloudfront.net)

« The URL path of the requested object (for example, /content/stories/example-
story.html)

(® Note

The OPTIONS method is included in the cache key for OPTIONS requests. This means that
responses to OPTIONS requests are cached separately from responses to GET and HEAD
requests.

Other values from the viewer request are not included in the cache key, by default. Consider the
following HTTP request from a web browser.
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GET /content/stories/example-story.html?ref=0123abc&split-pages=false
HTTP/1.1

Host: dl11lllabcdef8.cloudfront.net

User-Agent: Mozilla/5.0 Gecko/20100101 Firefox/68.0

Accept: text/html, */*

Accept-Language: en-US,en

Cookie: session_id=01234abcd

Referer: https://news.example.com/

When a viewer request like this example comes in to a CloudFront edge location, CloudFront
uses the cache key to determine if there's a cache hit. By default, only the following components
of the request are included in the cache key: /content/stories/example-story.html

and d11111labcdef8.cloudfront.net. If the requested object is not in the cache (a cache
miss), then CloudFront sends a request to the origin to get the object. After getting the object,
CloudFront returns it to the viewer and stores it in the edge location’s cache.

When CloudFront receives another request for the same object, as determined by the cache key,
CloudFront serves the cached object to the viewer immediately, without sending a request to the
origin. For example, consider the following HTTP request that comes in after the previous request.

GET /content/stories/example-story.html?ref=xyz987&split-pages=true
HTTP/1.1

Host: d111lllabcdef8.cloudfront.net

User-Agent: Mozilla/5.0 AppleWebKit/537.36 Chrome/83.0.4103.116

Accept: text/html, */*

Accept-Language: en-US,en

Cookie: session_id=wxyz9876

Referer: https://rss.news.example.net/

This request is for the same object as the previous request, but is different from the previous
request. It has a different URL query string, different User-Agent and Referer headers, and a
different session_id cookie. However, none of these values are part of the cache key by default,
so this second request results in a cache hit.
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Customizing the cache key

In some cases, you might want to include more information in the cache key, even though doing
so might result in fewer cache hits. You specify what to include in the cache key by using a cache

policy.

For example, if your origin server uses the Accept-Language HTTP header in viewer requests to
return different content based on the viewer's language, you might want to include this header in
the cache key. When you do that, CloudFront uses this header to determine cache hits, and includes
the header in origin requests (requests that CloudFront sends to the origin when there's a cache
miss).

One potential consequence of including additional values in the cache key is that CloudFront might
end up caching duplicate objects because of the variation that can occur in viewer requests. For
example, viewers might send any of the following values for the Accept-Language header:

« en-US, en
e en,en-US
« en-US, en

« en-US

All of these different values indicate that the viewer’s language is English, but the variation can
cause CloudFront to cache the same object multiple times. This can reduce cache hits and increase
the number of origin requests. You could avoid this duplication by not including the Accept-
Language header in the cache key, and instead configuring your website or application to use
different URLs for content in different languages (for example, /en-US/content/stories/
example-story.html).

For any given value that you intend to include in the cache key, you should make sure that you
understand how many different variations of that value might appear in viewer requests. For
certain request values, it rarely makes sense to include them in the cache key. For example,

the User-Agent header can have thousands of unique variations, so it's generally not a good
candidate for including in the cache key. Cookies that have user-specific or session-specific values
and are unique across thousands (or even millions) of requests are also not good candidates for
cache key inclusion. If you do include these values in the cache key, each unique variation results
in another copy of the object in the cache. If these copies of the object are not unique, or if you
end up with such a large number of slightly different objects that each object only gets a small
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number of cache hits, you might want to consider a different approach. You can exclude these
highly variable values from the cache key, or you can mark objects as non-cacheable.

Use caution when customizing the cache key. Sometimes it's desirable, but it can have unintended
consequences such as caching duplicate objects, lowering your cache hit ratio, and increasing the
number of origin requests. If your origin website or application needs to receive certain values from
viewer requests for analytics, telemetry, or other uses, but these values don’t change the object
that the origin returns, use an origin request policy to include these values in origin requests but

not include them in the cache key.

Controlling origin requests

When a viewer request to CloudFront results in a cache miss (the requested object is not cached
at the edge location), CloudFront sends a request to the origin to retrieve the object. This is called
an origin request. The origin request always includes the following information from the viewer
request:

« The URL path (the path only, without URL query strings or the domain name)
« The request body (if there is one)

o The HTTP headers that CloudFront automatically includes in every origin request, including
Host, User-Agent, and X-Amz-Cf-1Id

Other information from the viewer request, such as URL query strings, HTTP headers, and cookies,
is not included in the origin request by default. (Exception: With legacy cache settings, CloudFront
forwards the headers to your origin by default.) However, you might want to receive some of this
other information at the origin, for example to collect data for analytics or telemetry. You can use
an origin request policy to control the information that's included in an origin request.

Origin request policies are separate from cache policies, which control the cache key. This

separation enables you to receive additional information at the origin and also maintain a good
cache hit ratio (the proportion of viewer requests that result in a cache hit). You do this by
separately controlling which information is included in origin requests (using the origin request
policy) and which is included in the cache key (using the cache policy).

Although the two kinds of policies are separate, they are related. All URL query strings, HTTP
headers, and cookies that you include in the cache key (using a cache policy) are automatically
included in origin requests. Use the origin request policy to specify the information that you want
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to include in origin requests, but not include in the cache key. Just like a cache policy, you attach an
origin request policy to one or more cache behaviors in a CloudFront distribution.

You can also use an origin request policy to add additional HTTP headers to an origin request that
were not included in the viewer request. These additional headers are added by CloudFront before
sending the origin request, with header values that are determined automatically based on the

viewer request. For more information, see the section called “Adding CloudFront request headers”.

Topics

Creating origin request policies

Understanding origin request policies

Using the managed origin request policies

Adding CloudFront request headers

Understanding how origin request policies and cache policies work together

Creating origin request policies

You can use an origin request policy to control the values (URL query strings, HTTP headers, and
cookies) that are included in requests that CloudFront sends to your origin. You can create an origin
request policy in the CloudFront console, with the AWS Command Line Interface (AWS CLI), or with
the CloudFront API.

After you create an origin request policy, you attach it to one or more cache behaviors in a
CloudFront distribution.

Origin request policies are not required. When a cache behavior does not have an origin request
policy attached, the origin request includes all the values that are specified in the cache policy, but
nothing more.

® Note

To use an origin request policy, the cache behavior must also use a cache policy. You cannot
use an origin request policy in a cache behavior without a cache policy.
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Console

To create an origin request policy (console)

1.

Sign in to the AWS Management Console and open the Policies page in the CloudFront
console at https://console.aws.amazon.com/cloudfront/v4/home?#/policies.

Choose Origin request, then choose Create origin request policy.

Choose the desired setting for this origin request policy. For more information, see
Understanding origin request policies.

When finished, choose Create.

After you create an origin request policy, you can attach it to a cache behavior.

To attach an origin request policy to an existing distribution (console)

1.

Open the Distributions page in the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/homett/distributions.

Choose the distribution to update, then choose the Behaviors tab.

Choose the cache behavior to update, then choose Edit.

Or, to create a new cache behavior, choose Create behavior.

In the Cache key and origin requests section, make sure that Cache policy and origin
request policy is chosen.

For Origin request policy, choose the origin request policy to attach to this cache behavior.

At the bottom of the page, choose Save changes.

To attach an origin request policy to a new distribution (console)

Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

Choose Create distribution.

In the Cache key and origin requests section, make sure that Cache policy and origin
request policy is chosen.

For Origin request policy, choose the origin request policy to attach to this distribution's
default cache behavior.
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CLI

5.

Choose the desired settings for the origin, default cache behavior, and other distribution
settings. For more information, see Values that you specify when you create or update a
distribution.

When finished, choose Create distribution.

To create an origin request policy with the AWS Command Line Interface (AWS CLI), use the aws
cloudfront create-origin-request-policy command. You can use an input file to provide the
command's input parameters, rather than specifying each individual parameter as command
line input.

To create an origin request policy (CLI with input file)

1.

Use the following command to create a file named origin-request-policy.yaml that
contains all of the input parameters for the create-origin-request-policy command.

aws cloudfront create-origin-request-policy --generate-cli-skeleton yaml-input >
origin-request-policy.yaml

Open the file named origin-request-policy.yaml that you just created. Edit the
file to specify the origin request policy settings that you want, then save the file. You can
remove optional fields from the file, but don't remove the required fields.

For more information about the origin request policy settings, see Understanding origin

request policies.

Use the following command to create the origin request policy using input parameters
from the origin-request-policy.yaml file.

aws cloudfront create-origin-request-policy --cli-input-yaml file://origin-
request-policy.yaml

Make note of the Id value in the command's output. This is the origin request policy ID, and
you need it to attach the origin request policy to a CloudFront distribution's cache behavior.
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To attach an origin request policy to an existing distribution (CLI with input file)

1.

Use the following command to save the distribution configuration for the CloudFront
distribution that you want to update. Replace distribution_ID with the distribution's ID.

aws cloudfront get-distribution-config --id distribution_ID --output yaml >
dist-config.yaml

Open the file named dist-config.yaml that you just created. Edit the file, making the
following changes to each cache behavior that you are updating to use an origin request

policy.

« In the cache behavior, add a field named OriginRequestPolicyId. For the field's
value, use the origin request policy ID that you noted after creating the policy.

« Rename the ETag field to IfMatch, but don't change the field's value.

Save the file when finished.

Use the following command to update the distribution to use the origin request policy.
Replace distribution_ID with the distribution's ID.

aws cloudfront update-distribution --id distribution_ID --cli-input-yaml file://
dist-config.yaml

To attach an origin request policy to a new distribution (CLI with input file)

1.

Use the following command to create a file named distribution.yaml that contains all
of the input parameters for the create-distribution command.

aws cloudfront create-distribution --generate-cli-skeleton yaml-input >
distribution.yaml

Open the file named distribution.yaml that you just created. In the default cache
behavior, in the OriginRequestPolicyId field, enter the origin request policy ID that
you noted after creating the policy. Continue editing the file to specify the distribution
settings that you want, then save the file when finished.
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For more information about the distribution settings, see Values that you specify when you

create or update a distribution.

3. Use the following command to create the distribution using input parameters from the
distribution.yaml file.

aws cloudfront create-distribution --cli-input-yaml file://distribution.yaml

API

To create an origin request policy with the CloudFront API, use CreateOriginRequestPolicy. For
more information about the fields that you specify in this API call, see Understanding origin
request policies and the API reference documentation for your AWS SDK or other API client.

After you create an origin request policy, you can attach it to a cache behavior, using one of the
following API calls:

« To attach it to a cache behavior in an existing distribution, use UpdateDistribution.

« To attach it to a cache behavior in a new distribution, use CreateDistribution.

For both of these API calls, provide the origin request policy's ID in the
OriginRequestPolicyId field, inside a cache behavior. For more information about the other
fields that you specify in these API calls, see Values that you specify when you create or update
a distribution and the API reference documentation for your AWS SDK or other API client.

Understanding origin request policies

CloudFront provides some predefined origin request policies, known as managed policies, for
common use cases. You can use these managed policies, or you can create your own origin request
policy that's specific to your needs. For more information about the managed policies, see Using
the managed origin request policies.

An origin request policy contains the following settings, which are categorized into policy
information and origin request settings.

Understanding origin request policies 159


https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateOriginRequestPolicy.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistribution.html
https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_CreateDistribution.html

Amazon CloudFront Developer Guide

Policy information
Name

A name to identify the origin request policy. In the console, you use the name to attach the
origin request policy to a cache behavior.

Description

A comment to describe the origin request policy. This is optional.

Origin request settings

Origin request settings specify the values in viewer requests that are included in requests that
CloudFront sends to the origin (known as origin requests). The values can include URL query
strings, HTTP headers, and cookies. The values that you specify are included in origin requests, but
are not included in the cache key. For information about controlling the cache key, see Controlling
the cache key.

Headers

The HTTP headers in viewer requests that CloudFront includes in origin requests. For headers,
you can choose one of the following settings:

e None - The HTTP headers in viewer requests are not included in origin requests.
« All viewer headers — All HTTP headers in viewer requests are included in origin requests.

« All viewer headers and the following CloudFront headers — All HTTP headers in viewer
requests are included in origin requests. Additionally, you specify which of the CloudFront
headers you want to add to origin requests. For more information about the CloudFront
headers, see the section called “Adding CloudFront request headers".

+ Include the following headers - You specify which HTTP headers are included in origin
requests.

(® Note

Do not specify a header that is already included in your Origin Custom Headers
settings. For more information, see Configuring CloudFront to add custom headers to

origin requests.
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« All viewer headers except - You specify which HTTP headers are not included in origin
requests. All other HTTP headers in viewer requests, except for the ones specified, are
included.

When you use the All viewer headers and the following CloudFront headers, Include the
following headers, or All viewer headers except setting, you specify HTTP headers by the
header name only. CloudFront includes the full header, including its value, in origin requests.

® Note

When you use the All viewer headers except setting to remove the viewer's Host
header, CloudFront adds a new Host header with the origin's domain name to the origin
request.

Cookies

The cookies in viewer requests that CloudFront includes in origin requests. For cookies, you can
choose one of the following settings:

« None - The cookies in viewer requests are not included in origin requests.
o All - All cookies in viewer requests are included in origin requests.

« Include the following cookies — You specify which cookies in viewer requests are included in
origin requests.

« All cookies except — You specify which cookies in viewer requests are not included in origin
requests. All other cookies in viewer requests are included.

When you use the Include the following cookies or All cookies except setting, you specify
cookies by their name only. CloudFront includes the full cookie, including its value, in origin
requests.

Query strings

The URL query strings in viewer requests that CloudFront includes in origin requests. For query
strings, you can choose one of the following settings:

« None - The query strings in viewer requests are not included in origin requests.
o All - All query strings in viewer requests are included in origin requests.

« Include the following query strings — You specify which query strings in viewer requests are
included in origin requests.
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« All query strings except — You specify which query strings in viewer requests are not included
in origin requests. All other query strings are included.

When you use the Include the following query strings or All query strings except setting, you
specify query strings by their name only. CloudFront includes the full query string, including its
value, in origin requests.

Using the managed origin request policies

CloudFront provides a set of managed origin request policies that you can attach to any of your
distribution's cache behaviors. With a managed origin request policy, you don't need to write or
maintain your own origin request policy. The managed policies use settings that are optimized for
specific use cases.

Topics

« Attaching a managed origin request policy

» Available managed origin request policies

Attaching a managed origin request policy

To use a managed origin request policy, you attach it to a cache behavior in your distribution. The
process is the same as when you create an origin request policy, but instead of creating a new
one, you just attach one of the managed origin request policies. You attach the policy either by
name (with the console) or by ID (with the AWS CLI or SDKs). The names and IDs are listed in the
following section.

For more information, see Creating origin request policies.

Available managed origin request policies
The following topics describe the managed origin request policies that you can use.

Topics
o AllViewer

+ AllViewerAndCloudFrontHeaders-2022-06

» AllViewerExceptHostHeader
o CORS-CustomOrigin
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o CORS-S30rigin

« Elemental-MediaTailor-PersonalizedManifests

» UserAgentRefererHeaders

AllViewer

View this policy in the CloudFront console

This policy includes all values (headers, cookies, and query strings) from the viewer request.
When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
216adef6-5c7f-47e4-b989-5492eafad7d3

This policy has the following settings:

« Headers included in origin requests: All headers in the viewer request
» Cookies included in origin requests: All

» Query strings included in origin requests: All

AllViewerAndCloudFrontHeaders-2022-06

View this policy in the CloudFront console

This policy includes all values (headers, cookies, and query strings) from the viewer request, and all
CloudFront headers that were released through June 2022 (CloudFront headers released after June
2022 are not included).

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
33f36d7e-1t396-46d9-90e0-52428a34d9dc
This policy has the following settings:

» Headers included in origin requests: All headers in the viewer request, and the following
CloudFront headers:

e CloudFront-Forwarded-Proto
e CloudFront-Is-Android-Viewer

e CloudFront-Is-Desktop-Viewer

Using the managed origin request policies 163


https://console.aws.amazon.com/cloudfront/v4/home#/policies/origin/216adef6-5c7f-47e4-b989-5492eafa07d3
https://console.aws.amazon.com/cloudfront/v4/home#/policies/origin/33f36d7e-f396-46d9-90e0-52428a34d9dc

Amazon CloudFront Developer Guide

e CloudFront-Is-I0S-Viewer
e CloudFront-Is-Mobile-Viewer
e CloudFront-Is-SmartTV-Viewer
e CloudFront-Is-Tablet-Viewer
e CloudFront-Viewer-Address
e CloudFront-Viewer-ASN
e CloudFront-Viewer-City
e CloudFront-Viewer-Country
e CloudFront-Viewer-Country-Name
e CloudFront-Viewer-Country-Region
e CloudFront-Viewer-Country-Region-Name
e CloudFront-Viewer-Http-Version
e CloudFront-Viewer-Latitude
e CloudFront-Viewer-Longitude
e CloudFront-Viewer-Metro-Code
e CloudFront-Viewer-Postal-Code
e CloudFront-Viewer-Time-Zone
e CloudFront-Viewer-TLS
« Cookies included in origin requests: All

» Query strings included in origin requests: All

AllViewerExceptHostHeader

View this policy in the CloudFront console

This policy does not include the Host header from the viewer request, but does include all others
values (headers, cookies, and query strings) from the viewer request.

This policy also includes additional CloudFront request headers for HTTP protocol, HTTP version,
TLS version, and all device type and viewer location headers.

This policy is intended for use with Amazon APl Gateway and AWS Lambda function URL origins.
dhese:orghas expectdhehest header to contain the origin domain name, not the domain name o%4
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the CloudFront distribution. Forwarding the Host header from the viewer request to these origins

can prevent them from working.

(® Note

When you use this managed origin request policy to remove the viewer's Host header,
CloudFront adds a new Host header with the origin's domain name to the origin request.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
b689b0a8-53d0-40ab-baf2-68738e2966ac

This policy has the following settings:

« Headers included in origin requests: All headers in the viewer request except for the Host
header

« Cookies included in origin requests: All
» Query strings included in origin requests: All

CORS-CustomOrigin

View this policy in the CloudFront console

This policy includes the header that enables cross-origin resource sharing (CORS) requests when
the origin is a custom origin.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
59781a5b-3903-41f3-afcb-af62929ccdel

This policy has the following settings:

» Headers included in origin requests:
e Origin
« Cookies included in origin requests: None

» Query strings included in origin requests: None
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CORS-S30rigin

View this policy in the CloudFront console

This policy includes the headers that enable cross-origin resource sharing (CORS) requests when
the origin is an Amazon S3 bucket.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
88a5eaf4-2fd4-4709-b370-b4c650ea3fcf
This policy has the following settings:

» Headers included in origin requests:
« Origin
e Access-Control-Request-Headers
e Access-Control-Request-Method

« Cookies included in origin requests: None

» Query strings included in origin requests: None

Elemental-MediaTailor-PersonalizedManifests

View this policy in the CloudFront console

This policy is intended for use with an origin that is an AWS Elemental MediaTailor endpoint.
When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
775133bc-15f2-49f9-abea-afb2e@bf67d2

This policy has the following settings:

» Headers included in origin requests:

e Origin

Access-Control-Request-Headers

Access-Control-Request-Method

User-Agent

X-Forwarded-For
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« Cookies included in origin requests: None

» Query strings included in origin requests: All

UserAgentRefererHeaders

View this policy in the CloudFront console

This policy includes only the User-Agent and Referer headers. It doesn't include any query
strings or cookies.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
acba4595-bd28-49b8-b9fe-13317c0390fa
This policy has the following settings:

« Headers included in origin requests:
» User-Agent
« Referer
« Cookies included in origin requests: None

» Query strings included in origin requests: None

Adding CloudFront request headers

You can configure CloudFront to add specific HTTP headers to the requests that CloudFront
receives from viewers and forwards on to your origin or edge function. The values of these HTTP

headers are based on characteristics of the viewer or the viewer request. The headers provide
information about the viewer's device type, IP address, geographic location, request protocol (HTTP
or HTTPS), HTTP version, TLS connection details, and JA3 fingerprint.

With these headers, your origin or your edge function can receive information about the viewer
without the need for you to write your own code to determine this information. If your origin
returns different responses based on the information in these headers, you can include them in
the cache key so that CloudFront caches the responses separately. For example, your origin might
respond with content in a specific language based on the country that the viewer is in, or with
content tailored to a specific device type. Your origin might also write these headers to log files,
which you can use to determine information about where your viewers are, which device types
they're on, and more.
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To include these headers in the cache key, use a cache policy. For more information, see the section
called “"Controlling the cache key” and the section called “Understanding the cache key".

To receive these headers at your origin but not include them in the cache key, use an origin request
policy. For more information, see the section called “Controlling origin requests”.

Topics

Headers for determining the viewer's device type

Headers for determining the viewer's location

Headers for determining the viewer's header structure

Other CloudFront headers

Headers for determining the viewer's device type

You can add the following headers to determine the viewer's device type. Based on the value of
the User-Agent header, CloudFront sets the value of these headers to true or false. If a device
falls into more than one category, more than one value can be true. For example, for some tablet
devices, CloudFront sets both CloudFront-Is-Mobile-Viewer and CloudFront-Is-Tablet-
Viewer to true.

e CloudFront-Is-Android-Viewer - Set to true when CloudFront determines that the viewer
is a device with the Android operating system.

e CloudFront-Is-Desktop-Viewer - Set to true when CloudFront determines that the viewer
is a desktop device.

e CloudFront-Is-I0S-Viewer - Setto true when CloudFront determines that the viewer is
a device with an Apple mobile operating system, such as iPhone, iPod touch, and some iPad
devices.

e CloudFront-Is-Mobile-Viewer - Set to true when CloudFront determines that the viewer
is @ mobile device.

e CloudFront-Is-SmartTV-Viewer - Set to true when CloudFront determines that the viewer
isasmartTV.

e CloudFront-Is-Tablet-Viewer - Set to true when CloudFront determines that the viewer
is a tablet.

Adding CloudFront request headers 168



Amazon CloudFront Developer Guide

Headers for determining the viewer's location

You can add the following headers to determine the viewer's location. CloudFront determines
the values for these headers based on the viewer's IP address. For non-ASCII characters in these
headers' values, CloudFront percent-encodes the character according to section 1.2 of RFC 3986.

e CloudFront-Viewer-Address - Contains the IP address of the viewer and the source port
of the request. For example, a header value of 198.51.100.10:46532 means the viewer's IP
address is 198.51.100.10 and the request source port is 46532.

e CloudFront-Viewer-ASN - Contains the autonomous system number (ASN) of the viewer.

® Note

CloudFront-Viewer-Address and CloudFront-Viewer-ASN can be added in an
origin request policy, but not in a cache policy.

e CloudFront-Viewer-Country - Contains the two-letter country code for the viewer's country.

For a list of country codes, see ISO 3166-1 alpha-2.

When you add the following headers, CloudFront applies them to all requests except those that
originate from the AWS network:

e CloudFront-Viewer-City - Contains the name of the viewer's city.
e CloudFront-Viewer-Country-Name - Contains the name of the viewer's country.

e CloudFront-Viewer-Country-Region - Contains a code (up to three characters) that
represent the viewer's region. The region is the first-level subdivision (the broadest or least
specific) of the ISO 3166-2 code.

e CloudFront-Viewer-Country-Region-Name - Contains the name of the viewer's region. The

region is the first-level subdivision (the broadest or least specific) of the ISO 3166-2 code.
e CloudFront-Viewer-Latitude - Contains the viewer's approximate latitude.
e CloudFront-Viewer-Longitude - Contains the viewer's approximate longitude.

e CloudFront-Viewer-Metro-Code - Contains the viewer's metro code. This is present only
when the viewer is in the United States.

e CloudFront-Viewer-Postal-Code - Contains the viewer's postal code.

e CloudFront-Viewer-Time-Zone Contains the viewer's time zone, in IANA time zone database

format (for example, America/Los_Angeles).
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Headers for determining the viewer's header structure

You can add the following headers to help identify the viewer based on the headers that it sends.
For example, different browsers may send HTTP headers in a certain order. If the browser specified
in the User-Agent header doesn't match that browser's expected header order, you can deny

the request. Additionally, if the CloudFront-Viewer-Header-Count value does not match the
number of headers in CloudFront-Viewer-Header-0rder, you can deny the request.

e CloudFront-Viewer-Header-0Order - Contains the viewer's header names in the order
requested, separated by a colon. For example: CloudFront-Viewer-Header-Order:
Host:User-Agent:Accept:Accept-Encoding. Headers beyond the character limit of 7,680
are truncated.

e CloudFront-Viewer-Header-Count — Contains the total number of the viewer's headers.

Other CloudFront headers

You can add the following headers to determine the viewer's protocol, version, JA3 fingerprint, and
TLS connection details:

e CloudFront-Forwarded-Proto - Contains the protocol of the viewer's request (HTTP or
HTTPS).

e CloudFront-Viewer-Http-Version - Contains the HTTP version of the viewer's request.

e CloudFront-Viewer-JA3-Fingerprint - Contains the JA3 fingerprint of the viewer. The JA3

fingerprint can help you determine whether the request comes from a known client, whether
that's malware or a malicious bot, or an expected (allow-listed) application. This header relies on
the viewer's SSL/TLS Client Hello packet and is only present for HTTPS requests.

(@ Note

You can add CloudFront-Viewer-JA3-Fingerprint in an origin request policy, but
not in a cache policy.

e CloudFront-Viewer-TLS - Contains the SSL/TLS version, the cipher, and information about
the SSL/TLS handshake that was used for the connection between the viewer and CloudFront.
The header value is in the following format:

SSL/TLS_version:cipher:handshake_information
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For handshake_information, the header can contain the following values:
o fullHandshake - A full handshake was performed for the SSL/TLS session.
» sessionResumed - A previous SSL/TLS session was resumed.

« connectionReused - A previous SSL/TLS connection was reused.

The following are some example values for this header:

TLSv1.3:TLS_AES_128_GCM_SHA256:sessionResumed

TLSv1.2:ECDHE-ECDSA-AES128-GCM-SHA256:connectionReused

TLSv1.1:ECDHE-RSA-AES128-SHA256:fullHandshake

TLSv1:ECDHE-RSA-AES256-SHA:fullHandshake

For the full list of possible SSL/TLS versions and ciphers that can be in this header value, see the
section called "Supported protocols and ciphers between viewers and CloudFront”.

(® Note

You can add CloudFront-Viewer-TLS in an origin request policy, but not in a cache
policy.

Understanding how origin request policies and cache policies work
together

You can use a CloudFront origin request policy to control the requests that CloudFront sends to

the origin, which are called origin requests. To use an origin request policy, you must attach a cache
policy to the same cache behavior. You cannot use an origin request policy in a cache behavior
without a cache policy. For more information, see the section called “Controlling origin requests”.

Origin request policies and cache policies work together to determine the values that CloudFront
includes in origin requests. All URL query strings, HTTP headers, and cookies that you specify in the
cache key (using a cache policy) are automatically included in origin requests. Any additional query
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strings, headers, and cookies that you specify in an origin request policy are also included in origin
requests (but not in the cache key).

Origin request policies and cache policies have settings that might appear to conflict with each
other. For example, one policy might allow certain values while another policy blocks them. The
following table explains which values CloudFront includes in origin requests when you use the

settings of an origin request policy and a cache policy together. These settings generally apply to

all types of values (query strings, headers, and cookies), with the exception that you cannot specify
all headers or use a header block list in a cache policy.

Cache policy

None

All

Note: You
cannot specify
all headersina
cache policy.

Origin request policy

None

No values from
the viewer
request are
included in the
origin request,
except for the
defaults that
are included

in every origin
request. For
more informati
on, see the
section called

1

‘Controlling
origin requests”.

All query strings
and cookies
from the viewer
request are
included in the
origin request.

All

All values from
the viewer
request are
included in the
origin request.

All values from
the viewer
request are
included in the
origin request.

Allow list

Only the values
specified in the
origin request
policy are
included in the
origin request.

All query strings
and cookies
from the viewer
request, and
any headers
specified in the

Block list

All values from
the viewer
request except
those specified
in the origin
request policy
are included

in the origin
request.

All query strings
and cookies
from the viewer
request are
included in the
origin request,
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Allow list

Origin request policy

None

Only the
specified values
from the viewer
request are
included in the
origin request.

All

All values from
the viewer
request are
included in the
origin request.

Allow list

origin request
policy, are

included in the
origin request.

All values
specified in the
cache policy

or the origin
request policy
are included

in the origin
request.

Block list

even those
specified in the
origin request
policy block
list. The cache
policy setting
overrides the
origin request

policy block list.

The values
specified in the
cache policy are
included in the
origin request,
even if those
same values are
specified in the
origin request
policy block
list. The cache
policy allow list
overrides the
origin request

policy block list.
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Block list

Note: You
cannot specify
headersin a
cache policy
block list.

Origin request policy

None

All query strings

and cookies
from the viewer
request except
those specified
are included

in the origin
request.

All

All values from
the viewer
request are
included in the
origin request.

Allow list

The values
specified in the
origin request
policy are
included in the
origin request,
even if those
same values are
specified in the
cache policy

Block list

All values from
the viewer
request except
those specified
in the cache
policy or the
origin request
policy are
included in the
origin request.

block list. The
origin request
policy allow list
overrides the
cache policy
block list.

Adding or removing HTTP headers in CloudFront responses

You can configure CloudFront to modify the HTTP headers in the responses that it sends to
viewers. CloudFront can remove headers that it received from the origin, or add headers to the
response, before sending the response to viewers. Making these changes doesn't require writing
code or changing the origin.

For example, you can remove headers such as X-Powered-By and Vary so that CloudFront doesn't
include these headers in the responses that it sends to viewers. Or, you can add HTTP headers such
as the following:

« A Cache-Control header to control browser caching.

e An Access-Control-Allow-0rigin header to enable cross-origin resource sharing (CORS).
You can also add other CORS headers.
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» A set of common security headers, such as Strict-Transport-Security, Content-
Security-Policy, and X-Frame-Options.

« AServer-Timing header to see information that's related to the performance and routing of
both the request and response through CloudFront.

To specify the headers that CloudFront adds or removes in HTTP responses, you use a response
headers policy. You attach a response headers policy to one more cache behaviors, and CloudFront
modifies the headers in the responses that it sends to requests that match the cache behavior.
CloudFront modifies the headers in the responses that it serves from the cache and the ones that it
forwards from the origin. If the origin response includes one or more of the headers that are added
in a response headers policy, the policy can specify if CloudFront uses the header it received from
the origin or overwrites that header with the one in the response headers policy.

CloudFront provides predefined response headers policies, known as managed policies, for common
use cases. You can use these managed policies or create your own policies. You can attach a single

response headers policy to multiple cache behaviors in multiple distributions in your AWS account.

For more information, see the following topics.

Topics

» Creating response headers policies

» Using the managed response headers policies

« Understanding response headers policies

Creating response headers policies

You can use a response headers policy to specify the HTTP headers that Amazon CloudFront adds
or removes in HTTP responses. For more information about response headers policies and reasons
to use them, see the section called “Adding or removing response headers".

You can create a response headers policy in the CloudFront console. Or you can create one by using
AWS CloudFormation, the AWS Command Line Interface (AWS CLI), or the CloudFront API. After
you create a response headers policy, you attach it to one or more cache behaviors in a CloudFront
distribution.
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Before you create a custom response headers policy, check if one of the managed response headers

policies fits your use case. If one does, you can attach it to your cache behavior. That way, you don't
need to create or manage your own response headers policy.

Console
To create a response headers policy (console)

1. Sign in to the AWS Management Console, then go to the Response headers tab on the
Policies page in the CloudFront console at https://console.aws.amazon.com/cloudfront/

v4/home#/policies/responseHeaders.

2. Choose Create response headers policy.
3. In the Create response headers policy form, do the following:
a. Inthe Details panel, enter a Name for the response headers policy and (optionally) a
Description that explains what the policy is for.

b. In the Cross-origin resource sharing (CORS) panel, choose the Configure CORS toggle
and configure any CORS headers that you want to add to the policy. If you want the
configured headers to override the headers that CloudFront receives from the origin,
select the Origin override check box.

For more information about the CORS headers settings, see the section called “CORS

headers".

c. Inthe Security headers panel, choose the toggle and configure each of the security
headers that you want to add to the policy.

For more information about the security headers settings, see the section called

“Security headers”.

d. Inthe Custom headers panel, add any custom headers that you want to include in the
policy.

For more information about the custom headers settings, see the section called

“Custom headers".

e. Inthe Remove headers panel, add the names of any headers that you want CloudFront
to remove from the origin's response and not include in the response that CloudFront
sends to viewers.
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For more information about the remove headers settings, see the section called
“Remove headers".

f.  In the Server-Timing header panel, choose the Enable toggle and enter a sampling
rate (a number between 0 and 100, inclusive).

For more information about the Server-Timing header, see the section called
“Server-Timing header”.

4. Choose Create to create the policy.

After you create a response headers policy, you can attach it to a cache behavior in a CloudFront
distribution.

To attach a response headers policy to an existing distribution (console)

1.

Open the Distributions page in the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/homett/distributions.

Choose the distribution to update, then choose the Behaviors tab.

Select the cache behavior to update, then choose Edit.

Or, to create a new cache behavior, choose Create behavior.
For Response headers policy, choose the policy to add to the cache behavior.

Choose Save changes to update the cache behavior. If you're creating a new cache
behavior, choose Create behavior.

To attach a response headers policy to a new distribution (console)

P WD

Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

Choose Create distribution.
For Response headers policy, choose the policy to add to the cache behavior.

Choose the other settings for your distribution. For more information, see the section
called “Values that you specify”.

Choose Create distribution to create the distribution.
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AWS CloudFormation

To create a response headers policy with AWS CloudFormation, use the
AWS: :CloudFront: :ResponseHeadersPolicy resource type. The following example shows
the AWS CloudFormation template syntax, in YAML format, for creating a response headers

policy.

Type: AWS::CloudFront::ResponseHeadersPolicy
Properties:
ResponseHeadersPolicyConfig:
Name: EXAMPLE-Response-Headers-Policy
Comment: Example response headers policy for the documentation
CorsConfig:
AccessControlAllowCredentials: false
AccessControlAllowHeaders:
Items:
vk
AccessControlAllowMethods:
Items:
- GET
- OPTIONS
AccessControlAllowOrigins:
Items:
- https://example.com
- https://docs.example.com
AccessControlExposeHeaders:
Items:
vk
AccessControlMaxAgeSec: 600
OriginOverride: false
CustomHeadersConfig:
Items:
- Header: Example-Custom-Header-1
Value: value-1
Override: true
- Header: Example-Custom-Header-2
Value: value-2
Override: true
SecurityHeadersConfig:
ContentSecurityPolicy:
ContentSecurityPolicy: default-src 'none'; img-src 'self'; script-src
'self'; style-src 'self'; object-src 'none'; frame-ancestors 'none'
Override: false

Creating response headers policies 178



Amazon CloudFront Developer Guide

ContentTypeOptions: # You don't need to specify a value for 'X-Content-Type-
Options'.
# Simply including it in the template sets its value to
'nosniff'.
Override: false
FrameOptions:
FrameOption: DENY
Override: false
ReferrerPolicy:
ReferrerPolicy: same-origin
Override: false
StrictTransportSecurity:
AccessControlMaxAgeSec: 63072000
IncludeSubdomains: true
Preload: true
Override: false
XSSProtection:
ModeBlock: true # You can set ModeBlock to 'true' OR set a value for
ReportUri, but not both
Protection: true
Override: false
ServerTimingHeadersConfig:
Enabled: true
SamplingRate: 50
RemoveHeadersConfig:
Items:
- Header: Vary
- Header: X-Powered-By

For more information, see AWS::CloudFront::ResponseHeadersPolicy in the AWS CloudFormation
User Guide.

CLI

To create a response headers policy with the AWS Command Line Interface (AWS CLI), use the
aws cloudfront create-response-headers-policy command. You can use an input file to provide
the input parameters for the command, rather than specifying each individual parameter as
command line input.
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To create a response headers policy (CLI with input file)

1.

Use the following command to create a file that's named response-headers-
policy.yaml. This file contains all of the input parameters for the create-response-
headers-policy command.

aws cloudfront create-response-headers-policy --generate-cli-skeleton yaml-input
> response-headers-policy.yaml

Open the response-headers-policy.yaml file that you just created. Edit the file to
specify a policy name and the desired response headers policy configuration, then save the
file.

For more information about the response headers policy settings, see the section called

“Understanding response headers policies”.

Use the following command to create the response headers policy. The policy that you
create uses the input parameters from the response-headers-policy.yaml file.

aws cloudfront create-response-headers-policy --cli-input-yaml file://response-
headers-policy.yaml

Make note of the Id value in the command output. This is the response headers policy ID.
You need it to attach the policy to the cache behavior of a CloudFront distribution.

To attach a response headers policy to an existing distribution (CLI with input file)

1.

Use the following command to save the distribution configuration for the CloudFront
distribution that you want to update. Replace distribution_ID with the distribution ID.

aws cloudfront get-distribution-config --id distribution_ID --output yaml >
dist-config.yaml

Open the file that's named dist-config.yaml that you just created. Edit the file, making
the following changes to the cache behavior to make it use the response headers policy.
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« In the cache behavior, add a field that's named ResponseHeadersPolicyId. For the
field's value, use the response headers policy ID that you noted after creating the policy.

« Rename the ETag field to IfMatch, but don't change the field's value.

Save the file when finished.

3. Use the following command to update the distribution to use the response headers policy.
Replace distribution_ID with the distribution ID.

aws cloudfront update-distribution --id distribution_ID --cli-input-yaml file://
dist-config.yaml

To attach a response headers policy to a new distribution (CLI with input file)

1. Use the following command to create a file that's named distribution.yaml. This file
contains all of the input parameters for the create-distribution command.

aws cloudfront create-distribution --generate-cli-skeleton yaml-input >
distribution.yaml

2. Openthedistribution.yaml file that you just created. In the default cache behavior,
in the ResponseHeadersPolicylId field, enter the response headers policy ID that you
noted after creating the policy. Continue editing the file to specify the distribution settings
that you want, then save the file when finished.

For more information about the distribution settings, see Values that you specify when you
create or update a distribution.

3. Use the following command to create the distribution using input parameters from the
distribution.yaml file.

aws cloudfront create-distribution --cli-input-yaml file://distribution.yaml
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API

To create a response headers policy with the CloudFront API, use CreateResponseHeadersPolicy.
For more information about the fields that you specify in this API call, see the section called
“Understanding response headers policies” and the API reference documentation for your AWS
SDK or other API client.

After you create a response headers policy, you can attach it to a cache behavior, using one of
the following API calls:

» To attach it to a cache behavior in an existing distribution, use UpdateDistribution.

» To attach it to a cache behavior in a new distribution, use CreateDistribution.

For both of these API calls, provide the response headers policy ID in the
ResponseHeadersPolicylId field, inside a cache behavior. For more information about the
other fields that you specify in these API calls, see Values that you specify when you create
or update a distribution and the API reference documentation for your AWS SDK or other API
client.

Using the managed response headers policies

With a CloudFront response headers policy, you can specify the HTTP headers that Amazon
CloudFront removes or adds in responses that it sends to viewers. For more information about
response headers policies and reasons to use them, see the section called “Adding or removing
response headers”.

CloudFront provides managed response headers policies that you can attach to cache behaviors in
your CloudFront distributions. With a managed response headers policy, you don't need to write
or maintain your own policy. The managed policies contain sets of HTTP response headers for
common use cases.

Topics

« Attaching a managed response headers policy

» Available managed response headers policies
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Attaching a managed response headers policy

To use a managed response headers policy, you attach it to a cache behavior in your distribution.
The process is the same as when you create a custom response headers policy. However, instead
of creating a new policy, you attach one of the managed policies. You attach the policy either by
name (with the console) or by ID (with AWS CloudFormation, the AWS CLI, or the AWS SDKs). The
names and IDs are listed in the following section.

For more information, see the section called “Creating response headers policies”.

Available managed response headers policies
The following topics describe the managed response headers policies that you can use.

Topics

o CORS-and-SecurityHeadersPolicy
CORS-With-Preflight
CORS-with-preflight-and-SecurityHeadersPolicy

SecurityHeadersPolicy
SimpleCORS

CORS-and-SecurityHeadersPolicy

View this policy in the CloudFront console

Use this managed policy to allow simple CORS requests from any origin. This policy also adds a set
of security headers to all responses that CloudFront sends to viewers. This policy combines the the
section called “SimpleCORS" and the section called “SecurityHeadersPolicy” policies into one.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:
€61eb60c-9c35-4d20-a928-2b84e02af89c

Policy settings

Header name Header value Override
origin?
CORS headers: Access-Control-Allow- * No
Origin
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Header name

Security
headers:

Referrer-Policy

Strict-Transport-S
ecurity

X-Content-Type-Options
X-Frame-Options

X-XSS-Protection

CORS-With-Preflight

View this policy in the CloudFront console

Header value

strict-origin-
when-cross-or
igin

max-age=3
1536000

nosniff
SAMEORIGIN

1; mode=block

Override
origin?

No

No

Yes
No

No

Use this managed policy to allow CORS requests from any origin, including preflight requests. For
preflight requests (using the HTTP OPTIONS method), CloudFront adds all three of the following
headers to the response. For simple CORS requests, CloudFront adds only the Access-Control-

Allow-0rigin header.

If the response that CloudFront receives from the origin includes any of these headers, CloudFront

uses the received header (and its value) in its response to the viewer. CloudFront doesn't use the

header in this policy.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:

5cc3b908-e619-4b99-88e5-2cf7f45965bd
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Policy settings

Header name

CORS headers: Access-Control-Allow-
Methods

Access-Control-Allow-
Origin

Access-Control-Expose-
Headers

CORS-with-preflight-and-SecurityHeadersPolicy

View this policy in the CloudFront console

Header value Override
origin?

DELETE, GET, HEAD,  No
OPTIONS, PATCH,
POST, PUT

*

Use this managed policy to allow CORS requests from any origin. This includes preflight requests.
This policy also adds a set of security headers to all responses that CloudFront sends to viewers.
This policy combines the the section called “CORS-With-Preflight” and the section called

“SecurityHeadersPolicy” policies into one.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:

eaab4381-ed33-4a86-88ca-d9558dc6cd63

Policy settings

Header name

CORS headers: Access-Control-Allow-
Methods

Access-Control-Allow-
Origin

Header value Override
origin?

DELETE, GET, HEAD, No
OPTIONS, PATCH,
POST, PUT

*
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Header name Header value Override
origin?
Access-Control-Expose- *
Headers
Security Referrer-Policy strict-origin- No
headers: when-cross-or
igin
Strict-Transport-S max-age=3 No
ecurity 1536000
X-Content-Type-Options nosniff Yes
X-Frame-Options SAMEORIGIN No
X-XSS-Protection 1; mode=block No

SecurityHeadersPolicy

View this policy in the CloudFront console

Use this managed policy to add a set of security headers to all responses that CloudFront sends to
viewers. For more information about these security headers, see Mozilla's web security guidelines.

With this response headers policy, CloudFront adds X-Content-Type-Options: nosniff toall
responses. This is the case when the response that CloudFront received from the origin included
this header and when it didn't. For all other headers in this policy, if the response that CloudFront
receives from the origin includes the header, CloudFront uses the received header (and its value) in
its response to the viewer. It doesn't use the header in this policy.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:

67f7725c-6197-4210-82d7-5512b31e9d03
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Policy settings

Header name

Security Referrer-Policy
headers:
Strict-Transport-S
ecurity
X-Content-Type-Options
X-Frame-Options
X-XSS-Protection
SimpleCORS

View this policy in the CloudFront console

Header value

strict-origin-
when-cross-or
igin

max-age=3
1536000

nosniff
SAMEORIGIN

1; mode=block

Override
origin?

No

No

Yes
No

No

Use this managed policy to allow simple CORS requests from any origin. With this policy,

CloudFront adds the header Access-Control-Allow-0rigin: * to all responses for simple

CORS requests.

If the response that CloudFront receives from the origin includes the Access-Control-

Allow-0rigin header, CloudFront uses that header (and its value) in its response to the viewer.

CloudFront doesn't use the header in this policy.

When using AWS CloudFormation, the AWS CLI, or the CloudFront API, the ID for this policy is:

60669652-455b-4ae9-85a4-c4c02393f86¢
Policy settings

Header name

CORS headers: Access-Control-Allow-
Origin

Header value

Override
origin?

No
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Understanding response headers policies

You can use a response headers policy to specify the HTTP headers that Amazon CloudFront
removes or adds in responses that it sends to viewers. For more information about response
headers policies and reasons to use them, see the section called “Adding or removing response
headers".

The following topics explain the settings in a response headers policy. The settings are grouped
into categories, which are represented in the following topics.

Topics

» Policy details (metadata)

¢ CORS headers

o Security headers

e Custom headers

+« Remove headers

» Server-Timing header

Policy details (metadata)

The policy details settings contain metadata about a response headers policy.
« Name - A name to identify the response headers policy. In the console, you use the name to
attach the policy to a cache behavior.

» Description (optional) - A comment to describe the response headers policy. This is optional, but
it can help you identify the purpose of the policy.

CORS headers

The cross-origin resource sharing (CORS) settings allow you to add and configure CORS headers in
a response headers policy.

This list focuses on how to specify settings and valid values in a response headers policy. For more
information about each of these headers and how they're used for real-world CORS requests and
responses, see cross-origin resource sharing in the MDN Web Docs and the CORS protocol spec.
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Access-Control-Allow-Credentials

This is a Boolean setting (true or false) that determines if CloudFront adds the Access-
Control-Allow-Credentials header in responses to CORS requests. When this setting is
set to true, CloudFront adds the Access-Control-Allow-Credentials: true headerin
responses to CORS requests. Otherwise, CloudFront doesn't add this header to responses.

Access-Control-Allow-Headers

Specifies the header names that CloudFront uses as values for the Access-Control-Allow-
Headers header in responses to CORS preflight requests. Valid values for this setting include
HTTP header names or the wildcard character (*), which indicates that all headers are allowed.
Note that the Authorization header can't be wildcarded and always needs to be listed
explicitly.

Examples of valid use of the wildcard character are shown in this table:

Example Will match Will not match
X-amz-* x-amz-test X-amz
X-amz-
X-*-amz x-test-amz
X=--amz
<5 All headers except Authorization
Authorization

Access-Control-Allow-Methods

Specifies the HTTP methods that CloudFront uses as values for the Access-Control-Allow-
Methods header in responses to CORS preflight requests. Valid values are GET, DELETE, HEAD,
OPTIONS, PATCH, POST, PUT, and ALL. ALL is a special value that includes all of the listed HTTP
methods.

Access-Control-Allow-Origin

Specifies the values that CloudFront can use in the Access-Control-Allow-0rigin
response header. Valid values for this setting include a specific origin (such as http://
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www . example.com) or the wildcard character (*), which indicates that all origins are allowed.
See the following table for examples:

(® Note

The wildcard character (*) is allowed as the leftmost part of the domain
(*.example.oxg).
The wildcard character (*) is not allowed in the following positions:

» Top-level domains (example. *)
« To the right of sub-domains (test. *.example.org)

« Inside of terms (exa*mple.oxrg)

Examples of valid use of the wildcard character are shown in this table:

Example Will match Will not match

http://*.example.org http://www.example https://test.e
.com xample.org
http://test.exampl https://test.e
e.org xample.org:123

http://test.exampl
e.org:123

* . example.org test.example.org

test.test.example.
org

.example.org

http://test.exampl
e.org

https://test.examp
le.oxg
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Example

example.org

http://example.org

http://example.org:*

http://example.oxg
:1*3

* . example.org:1*

Access-Control-Expose-Headers

Will match

http://test.exampl
e.org:123

https://test.examp
le.org:123

http://example.org

https://example.org

http://example.org
1123

http://example.org

http://example.oxg
1123

http://example.ozxg
:1893

http://example.ozxg
113

test.example.org:123

Will not match

https://example.org

http://example.org
1123

Specifies the header names that CloudFront uses as values for the Access-Control-Expose-
Headers header in responses to CORS requests. Valid values for this setting include HTTP
header names or the wildcard character (*).
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Access-Control-Max-Age

A number of seconds, which CloudFront uses as the value for the Access-Control-Max-Age
header in responses to CORS preflight requests.

Origin override

This is a Boolean setting (true or false) that determines how CloudFront behaves when the
response from the origin contains one of the CORS headers that's also in the policy.

When this setting is set to true and the origin response contains a CORS header that's also in
the policy, CloudFront adds the CORS header in the policy to the response that it sends to the
viewer. It ignores the header that it received from the origin.

When this setting is false and the origin response contains a CORS header that's also in the
policy, CloudFront includes the CORS header it received from the origin in the response it sends
to the viewer.

When the origin response doesn't contain a CORS header that's in the policy, CloudFront adds
the CORS header in the policy to the response it sends to the viewer. CloudFront does this when
this setting is set to true or false.

Security headers

You can use the security headers settings to add and configure several security-related HTTP
response headers in a response headers policy.

This list describes how you can specify settings and valid values in a response headers policy. For
more information about each of these headers and how they're used in real-world HTTP responses,
see the links to the MDN Web Docs.

Content-Security-Policy

Specifies the content security policy directives that CloudFront uses as values for the Content-
Security-Policy response header.

For more information about this header and valid policy directives, see Content-Security-Policy
in the MDN Web Docs.
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® Note

The Content-Security-Policy header value is limited to 1783 characters.

Referrer-Policy

Specifies the referrer policy directive that CloudFront uses as the value for the Referrer-
Policy response header. Valid values for this setting are no-referrer, no-referrer-
when-downgrade, origin, origin-when-cross-origin, same-origin, strict-origin,
strict-origin-when-cross-origin, and unsafe-url.

For more information about this header and these directives, see Referrer-Policy in the MDN
Web Docs.

Strict-Transport-Security

Specifies the directives and settings that CloudFront uses as the value for the Strict-
Transport-Security response header. For this setting, you separately specify:

« A number of seconds, which CloudFront uses as the value for the max-age directive of this
header

« A Boolean setting (true or false) for preload, which determines whether CloudFront
includes the preload directive in the value of this header

« A Boolean setting (true or false) for includeSubDomains, which determines whether
CloudFront includes the includeSubDomains directive in the value of this header

For more information about this header and these directives, see Strict-Transport-Security in
the MDN Web Docs.

X-Content-Type-Options

This is a Boolean setting (true or false) that determines if CloudFront adds the X-Content-
Type-0Options header to responses. When this setting is true, CloudFront adds the X-
Content-Type-Options: nosniff header to responses. Otherwise CloudFront doesn't add
this header.

For more information about this header, see X-Content-Type-Options in the MDN Web Docs.
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X-Frame-Options

Specifies the directive that CloudFront uses as the value for the X-Frame-Options response
header. Valid values for this setting are DENY or SAMEORIGIN.

For more information about this header and these directives, see X-Frame-Options in the MDN
Web Docs.

X-XSS-Protection

Specifies the directives and settings that CloudFront uses as the value for the X-XSS-
Protection response header. For this setting, you separately specify:

« An X-XSS-Protection setting of @ (disables XSS filtering) or 1 (enables XSS filtering)

« A Boolean setting (true or false) for block, which determines whether CloudFront includes
the mode=block directive in the value for this header

« Areporting URI, which determines whether CloudFront includes the report=reporting
URI directive in the value for this header

You can specify true for block, or you can specify a reporting URI, but you can't specify both
together. For more information about this header and these directives, see X-XSS-Protection in
the MDN Web Docs.

Origin override

Each of these security headers settings contains a Boolean setting (true or false) that
determines how CloudFront behaves when the response from the origin contains that header.

When this setting is set to true and the origin response contains the header, CloudFront adds
the header in the policy to the response that it sends to the viewer. It ignores the header that it
received from the origin.

When this setting is set to false and the origin response contains the header, CloudFront
includes the header that it received from the origin in the response that it sends to the viewer.

When the origin response doesn't contain the header, CloudFront adds the header in the policy
to the response that it sends to the viewer. CloudFront does this when this setting is set to true
or false.
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Custom headers

You can use custom headers settings to add and configure custom HTTP headers in a response
headers policy. CloudFront adds these headers to every response that it returns to viewers. For
each custom header, you also specify the value for the header, though specifying a value is
optional. This is because CloudFront can add a response header with no value.

Each custom header also has its own Origin override setting:

« When this setting is set to true and the origin response contains the custom header that's in
the policy, CloudFront adds the custom header in the policy to the response that it sends to the
viewer. It ignores the header that it received from the origin.

« When this setting is false and the origin response contains the custom header that's in the
policy, CloudFront includes the custom header that it received from the origin in the response
that it sends to the viewer.

« When the origin response doesn't contain the custom header that's in the policy, CloudFront
adds the custom header in the policy to the response that it sends to the viewer. CloudFront does
this when this setting is set to true or false.

Remove headers

You can specify headers that you want CloudFront to remove from the responses it receives from
the origin so the headers are not included in the responses that CloudFront sends to viewers.
CloudFront removes the headers from every response it sends to viewers, whether the objects is
served from CloudFront's cache or from the origin. For example, you can remove headers that are
of no use to browsers, such as X-Powered-By or Vary, so that CloudFront removes these headers
from the responses that it sends to viewers.

When you specify headers to remove using a response headers policy, CloudFront removes the
headers first and then adds any headers that are specified in other sections of the response
headers policy (CORS headers, security headers, custom headers, etc.). If you specify a header to
remove but also add the same header in another section of the policy, CloudFront includes the
header in the responses that it sends to viewers.

(@ Note

You can use a response headers policy to remove the Server and Date headers that
CloudFront received from the origin, so that these headers (as received from the origin) are
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not included in the responses that CloudFront sends to viewers. However, if you do that,
CloudFront adds its own version of these headers to responses that it sends to viewers. For
the Server header that CloudFront adds, the header's value is CloudFront.

Headers that you can't remove

You cannot remove the following headers using a response headers policy. If you
specify these headers in the Remove headers section of a response headers policy
(ResponseHeadersPolicyRemoveHeadersConfig in the API), you receive an error.
« Connection

« Content-Encoding

« Content-Length

 Expect

e Host

+ Keep-Alive

« Proxy-Authenticate

e Proxy-Authorization

 Proxy-Connection

e Trailer

« Transfer-Encoding

« Upgrade

e Via

« Warning

e X-Accel-Buffering

« X-Accel-Charset

« X-Accel-Limit-Rate

« X-Accel-Redirect

o X-Amz-Cf-.*

e X-Amzn-Auth
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e X-Amzn-Cf-Billing

e X-Amzn-Cf-Id

e X-Amzn-Cf-Xff

e X-Amzn-ErrorType

« X-Amzn-Fle-Profile
« X-Amzn-Header-Count
e X-Amzn-Header-Order
e X-Amzn-Lambda-Integration-Tag
« X-Amzn-RequestId

« X-Cache

« X-Edge-.*

« X-Forwarded-Proto

« X-Real-Ip

Server-Timing header

Use the Server-Timing header setting to enable the Server-Timing header in HTTP responses
sent from CloudFront. You can use this header to view metrics that can help you gain insights
about the behavior and performance of CloudFront and your origin. For example, you can see
which cache layer served a cache hit. Or, you can see the first byte latency from the origin if there's
a cache miss. The metrics in the Server-Timing header can help you troubleshoot issues or test
the efficiency of your CloudFront or origin configuration.

For more information about using the Server-Timing header with CloudFront, see the following
topics.

To enable the Server-Timing header, create (or edit) a response headers policy.

Topics

Sampling rate and Pragma request header

Server-Timing header from the origin

Server-Timing header metrics

Server-Timing header examples
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Sampling rate and Pragma request header

When you enable the Server-Timing header in a response headers policy, you also specify the
sampling rate. The sampling rate is a number 0-100 (inclusive) that specifies the percentage of
responses that you want CloudFront to add the Server-Timing header to. When you set the
sampling rate to 100, CloudFront adds the Server-Timing header to the HTTP response for
every request that matches the cache behavior that the response headers policy is attached to.
When you set it to 50, CloudFront adds the header to 50% of the responses for requests that
match the cache behavior. You can set the sampling rate to any number 0-100 with up to four
decimal places.

When the sampling rate is set to a number lower than 100, you can't control which responses
CloudFront adds the Server-Timing header to, only the percentage. However, you can add the
Pragma header with a value set to server-timing in an HTTP request to receive the Server-
Timing header in the response to that request. This works no matter what the sampling rate is set
to. Even when the sampling rate is set to zero (0), CloudFront adds the Server-Timing header to
the response if the request contains the Pragma: server-timing header.

Server-Timing header from the origin

When there is a cache miss and CloudFront forwards the request to the origin, the origin might
include a Server-Timing header in its response to CloudFront. In this case, CloudFront adds
its metrics to the Server-Timing header that it received from the origin. The response that

CloudFront sends to the viewer contains a single Server-Timing header that includes the value
that came from the origin and the metrics that CloudFront added. The header value from the origin
might be at the end, or in between two sets of metrics that CloudFront adds to the header.

When there is a cache hit, the response that CloudFront sends to the viewer contains a single
Server-Timing header that includes only the CloudFront metrics in the header value (the value
from the origin is not included).

Server-Timing header metrics

When CloudFront adds the Server-Timing header to an HTTP response, the value of the header
contains one or more metrics that can help you gain insights about the behavior and performance
of CloudFront and your origin. The following list contains all the metrics and their potential values.
A Server-Timing header contains only some of these metrics, depending on the nature of the
request and response through CloudFront.
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Some of these metrics are included in the Server-Timing header with a name only (no value).
Others are a name and a value. When a metric has a value, the name and value are separated by
a semicolon (;). When the header contains more than one metric, the metrics are separated by a
comma (, ).

cdn-cache-hit

CloudFront provided a response from the cache without making a request to the origin.

cdn-cache-refresh

CloudFront provided a response from the cache after sending a request to the origin to verify
that the cached object is still valid. In this case, CloudFront didn't retrieve the full object from
the origin.

cdn-cache-miss

CloudFront didn't provide the response from the cache. In this case, CloudFront requested the
full object from the origin before returning the response.

cdn-pop

Contains a value that describes which CloudFront point of presence (POP) handled the request.

cdn-rid

Contains a value with the CloudFront unique identifier for the request. You can use this request
identifier (RID) when troubleshooting issues with AWS Support

cdn-hit-layer

This metric is present when CloudFront provides a response from the cache without making a
request to the origin. It contains one of the following values:

« EDGE - CloudFront provided the cached response from a POP location.

» REC - CloudFront provided the cached response from a regional edge cache (REC) location.

« Origin Shield - CloudFront provided the cached response from the REC that's acting as Origin
Shield.

cdn-upstream-layer
When CloudFront requests the full object from the origin, this metric is present and contains
one of the following values:

o EDGE - A POP location sent the request directly to the origin.
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« REC - A REC location sent the request directly to the origin.
« Origin Shield — The REC that's acting as Origin Shield sent the request directly to the origin.

cdn-upstream-dns

Contains a value with the number of milliseconds that were spent retrieving the DNS record for
the origin. A value of zero (0) indicates that CloudFront used a cached DNS result or reused an
existing connection.

cdn-upstream-connect

Contains a value with the number of milliseconds between when the origin DNS request
completed and a TCP (and TLS, if applicable) connection to the origin completed. A value of
zero (0) indicates that CloudFront reused an existing connection.

cdn-upstream-fbl

Contains a value with the number of milliseconds between when the origin HTTP request
is completed and when the first byte is received in the response from the origin (first byte
latency).

cdn-downstream-fbl

Contains a value with the number of milliseconds between when the edge location finished
receiving the request and when it sent the first byte of the response to the viewer.

Server-Timing header examples

The following are examples of a Server-Timing header that a viewer might receive from
CloudFront when the Server-Timing header setting is enabled.

Example - cache miss

The following example shows a Server-Timing header that a viewer might receive when the
requested object is not in the CloudFront cache.

Server-Timing: cdn-upstream-layer;desc="EDGE", cdn-upstream-dns;dur=0,cdn-upstream-
connect;dur=114, cdn-upstream-fbl;dur=177, cdn-cache-miss, cdn-pop;desc="PHX50-C2", cdn-
rid;desc="yNPsyYn7skvTzwWkq3Wcc8Nj_foxUjQUe9H1ifslzWhb@w7aLbFvGg==", cdn-downstream-
fbl;dur=436

This Server-Timing header indicates the following:
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» The origin request was sent from a CloudFront point of presence (POP) location (cdn-
upstream-layer;desc="EDGE").

« CloudFront used a cached DNS result for the origin (cdn-upstream-dns; dur=0).

o It took 114 milliseconds for CloudFront to complete the TCP (and TLS, if applicable) connection
to the origin (cdn-upstream-connect;dur=114).

« It took 177 milliseconds for CloudFront to receive the first byte of the response from the origin,
after completing the request (cdn-upstream-fbl;dur=177).

» The requested object wasn't in CloudFront's cache (cdn-cache-miss).

« The request was received at the edge location identified by the code PHX50-C2 (cdn-
pop;desc="PHX50-C2").

» The CloudFront unique ID for this request was
yNPsyYn7skvTzwWkg3Wcc8Nj_foxUjQUe9H1ifslzWhb@w7aLbFvGg== (cdn-
rid;desc="yNPsyYn7skvTzwWkq3Wcc8Nj_foxUjQUeSH1lifslzWhb@w7aLbFvGg==").

« It took 436 milliseconds for CloudFront to send the first byte of the response to the viewer, after
receiving the viewer request (cdn-downstream-fbl; dur=436).

Example - cache hit

The following example shows a Server-Timing header that a viewer might receive when the
requested object is in CloudFront's cache.

Server-Timing: cdn-cache-hit, cdn-pop;desc="SEA19-C1", cdn-
rid;desc="nQBz4aJU2kP9iC3KHEq7vFxfMozu-VYBwGzkW9diOpeVc7xsrLKj-g==",cdn-hit-
layer;desc="REC", cdn-downstream-fbl;dur=137

This Server-Timing header indicates the following:

» The requested object was in the cache (cdn-cache-hit).
« The request was received at the edge location identified by the code SEA19-C1 (cdn-
pop;desc="SEA19-C1").

« The CloudFront unique ID for this request was nQBz4aJU2kP9iC3KHEq7VvFxfMozu-
VYBwGzkW9diOpeVc7xsrLKj-g== (cdn-rid;desc="nQBz4aJU2kP9iC3KHEq7vFxfMozu-
VYBwGzkW9diOpeVc7xsrLKj-g==").

» The requested object was cached in a regional edge cache (REC) location (cdn-hit-
layer;desc="REC").
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« It took 137 milliseconds for CloudFront to send the first byte of the response to the viewer, after
receiving the viewer request (cdn-downstream-fbl; dur=137).
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Adding, removing, or replacing content that CloudFront
distributes

This section explains how to make sure CloudFront can access the content that you want to be
served to your viewers, how to specify the objects in your website or in your application, and how
to remove or replace content.

Topics

« Adding and accessing content that CloudFront distributes

« Updating existing content with a CloudFront distribution

« Removing content so CloudFront won't distribute it

o Customizing the URL format for files in CloudFront

» Specifying a default root object

« Invalidating files

» Serving compressed files

« Generating custom error responses

Adding and accessing content that CloudFront distributes

When you want CloudFront to distribute content (objects), you add files to one of the origins that

you specified for the distribution, and you expose a CloudFront link to the files. A CloudFront edge
location doesn't fetch the new files from an origin until the edge location receives viewer requests
for them. For more information, see How CloudFront delivers content.

When you add a file that you want CloudFront to distribute, make sure that you add it to one of
the Amazon S3 buckets specified in your distribution or, for a custom origin, to a directory in the
specified domain. In addition, confirm that the path pattern in the applicable cache behavior sends
requests to the correct origin.

For example, suppose the path pattern for a cache behavior is * . html. If you don't have any
other cache behaviors configured to forward requests to that origin, CloudFront will only forward
* . html files. In this scenario, for example, CloudFront will never distribute .jpg files that you
upload to the origin, because you haven't created a cache behavior that includes .jpg files.
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CloudFront servers don't determine the MIME type for the objects that they serve. When you
upload a file to your origin, we recommend that you set the Content-Type header field for it.

Updating existing content with a CloudFront distribution

There are two ways to update existing content that CloudFront is set up to distribute for you:

» Update files by using the same name

» Update by using a version identifier in the file name

We recommend that you use a version identifier in file names or in folder names, to help give you
more control over managing the content that CloudFront serves.

Updating existing files using versioned file names

When you update existing files in a CloudFront distribution, we recommend that you include some
sort of version identifier either in your file names or in your directory names to give yourself better
control over your content. This identifier might be a date-time stamp, a sequential number, or
some other method of distinguishing two versions of the same object.

For example, instead of naming a graphic file image.jpg, you might call it image_1.jpg. When you
want to start serving a new version of the file, you'd name the new file image_2.jpg, and you'd
update the links in your web application or website to point to image_2.jpg. Alternatively, you
might put all graphics in an images_v1 directory and, when you want to start serving new versions
of one or more graphics, you'd create a new images_v2 directory, and you'd update your links

to point to that directory. With versioning, you don't have to wait for an object to expire before
CloudFront begins to serve a new version of it, and you don't have to pay for object invalidation.

Even if you version your files, we still recommend that you set an expiration date. For more
information, see Managing how long content stays in the cache (expiration).

(® Note

Specifying versioned file names or directory names is not related to Amazon S3 object
versioning.
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Updating existing content using the same file names

Although you can update existing files in a CloudFront distribution and use the same file names,
we don't recommend it. CloudFront distributes files to edge locations only when the files are
requested, not when you put new or updated files in your origin. If you update an existing file in
your origin with a newer version that has the same name, an edge location won't get that new
version from your origin until both of the following occur:

» The old version of the file in the cache expires. For more information, see Managing how long

content stays in the cache (expiration).

« There's a user request for the file at that edge location.

If you use the same names when you replace files, you can't control when CloudFront starts to
serve the new files. By default, CloudFront caches files in edge locations for 24 hours. (For more
information, see Managing how long content stays in the cache (expiration).) For example, if you're

replacing all of the files on an entire website:

« Files for the less popular pages may not be in any edge locations. The new versions of these files
will start being served on the next request.

« Files for some pages may be in some edge locations and not in others, so your end users will see
different versions depending on which edge location they're served from.

« New versions of the files for the most popular pages might not be served for up to 24 hours
because CloudFront might have retrieved the files for those pages just before you replaced the
files with new versions.

Removing content so CloudFront won't distribute it

You can remove files from your origin that you no longer want to be included in your CloudFront
distribution. However, CloudFront will continue to show viewers content from the edge cache until
the files expire.

If you want to remove a file right away, you must do one of the following:

« Invalidate the file. For more information, see Invalidating files.

» Use file versioning. When you use versioning, different versions of a file have different names
that you can use in your CloudFront distribution, to change which file is returned to viewers. For
more information, see Updating existing files using versioned file names.
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Customizing the URL format for files in CloudFront

After you set up your origin with the objects (content) that you want CloudFront to serve to your
viewers, you must use the correct URLs to reference those objects in your website or application
code so that CloudFront can serve it.

The domain name that you use in the URLs for objects on your web pages or in your web
application can be either of the following:

« The domain name, such as d111111abcdef8.cloudfront.net, that CloudFront automatically
assigns when you create a distribution

« Your own domain name, such as example.com

For example, you might use one of the following URLs to return the file image. jpg:
https://dl111111abcdef8.cloudfront.net/images/image. jpg
https://example.com/images/image. jpg

You use the same URL format whether you store the content in Amazon S3 buckets or at a custom

origin, like one of your own web servers.

(® Note

The URL format depends in part on the value that you specify for Origin Path in your
distribution. This value gives CloudFront a top directory path for your objects. For more
information about setting the origin path when you create a distribution, see Origin path.

For more information about URL formats, see the following sections.

Using your own domain name (example.com)

Instead of using the default domain name that CloudFront assigns for you when you create a
distribution, you can add an alternate domain name that's easier to work with, like example. com.

By setting up your own domain name with CloudFront, you can use a URL like this for objects in
your distribution:

https://example.com/images/image. jpg
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If you plan to use HTTPS between viewers and CloudFront, see Using alternate domain names and
HTTPS.

Using a trailing slash (/) in URLs

When you specify URLs for directories in your CloudFront distribution, choose either to always
use a trailing slash or to never use a trailing slash. For example, choose only one of the following
formats for all of your URLs:

https://dl111111abcdef8.cloudfront.net/images/
https://dl111111abcdef8.cloudfront.net/images
Why does it matter?

Both formats work to link to CloudFront objects, but being consistent can help prevent issues
when you want to invalidate a directory later. CloudFront stores URLs exactly as they are defined,
including trailing slashes. So if your format is inconsistent, you'll need to invalidate directory URLs
with and without the slash, to ensure that CloudFront removes the directory.

It's inconvenient to have to invalidate both URL formats, and it can lead to additional costs. That's
because if you must double up invalidations to cover both types of URLs, you might exceed the
maximum number of free invalidations allowed for the month. And if that happens, you'll have to
pay for all the invalidations, even if only one format for each directory URL exists in CloudFront.

Creating signed URLs for restricted content

If you have content that you want to restrict access to, you can create signed URLs. For example,

if you want to distribute your content only to users who have authenticated, you can create URLs
that are valid only for a specified time period or that are available only from a specified IP address.
For more information, see Serving private content with signed URLs and signed cookies.

Specifying a default root object

You can configure CloudFront to return a specific object (the default root object) when a user
requests the root URL for your distribution instead of requesting an object in your distribution.
Specifying a default root object lets you avoid exposing the contents of your distribution.

Topics

« How to specify a default root object
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» How default root object works

« How CloudFront works if you don't define a root object

How to specify a default root object

To avoid exposing the contents of your distribution or returning an error, specify a default root
object for your distribution by completing the following steps.

To specify a default root object for your distribution

1. Upload the default root object to the origin that your distribution points to.

The file can be any type supported by CloudFront. For a list of constraints on the file name, see
the description of the DefaultRootObject element in DistributionConfig.

(@ Note

If the file name of the default root object is too long or contains an invalid
character, CloudFront returns the error HTTP 400 Bad Request -
InvalidDefaultRootObject. In addition, CloudFront caches the code for 10
seconds (by default) and writes the results to the access logs.

2. Confirm that the permissions for the object grant CloudFront at least read access.

For more information about Amazon S3 permissions, see Identity and access management in

Amazon S3 in the Amazon Simple Storage Service User Guide.

3. Update your distribution to refer to the default root object using the CloudFront console or the
CloudFront API.

To specify a default root object using the CloudFront console:

a. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

b. In the list of distributions in the top pane, select the distribution to update.
¢. Inthe Settings pane, on the General tab, choose Edit.

d. Inthe Edit settings dialog box, in the Default root object field, enter the file name of the
default root object.
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Enter only the object name, for example, index.html. Do not add a / before the object
name.

e. Choose Save changes.

To update your configuration using the CloudFront API, you specify a value for the
DefaultRootObject element in your distribution. For information about using the
CloudFront API to specify a default root object, see UpdateDistribution in the Amazon
CloudFront API Reference.

4. Confirm that you have enabled the default root object by requesting your root URL. If your
browser doesn't display the default root object, perform the following steps:

a. Confirm that your distribution is fully deployed by viewing the status of your distribution
in the CloudFront console.

b. Repeat steps 2 and 3 to verify that you granted the correct permissions and that you
correctly updated the configuration of your distribution to specify the default root object.

How default root object works

Suppose the following request points to the object image. jpg:
https://dl111111abcdef8.cloudfront.net/image. jpg

In contrast, the following request points to the root URL of the same distribution instead of to a
specific object, as in the first example:

https://dl11111abcdef8.cloudfront.net/

When you define a default root object, an end-user request that calls the root of your distribution
returns the default root object. For example, if you designate the file index.html as your default
root object, a request for:

https://dl111111abcdef8.cloudfront.net/
Returns:

https://dl111111labcdef8.cloudfront.net/index.html

How default root object works 209


https://docs.aws.amazon.com/cloudfront/latest/APIReference/API_UpdateDistribution.html

Amazon CloudFront Developer Guide

® Note

CloudFront does not determine whether a URL with multiple trailing slashes
(https://d111111abcdef8.cloudfront.net///) is equivalent to https://
dl1111labcdef8.cloudfront.net/. Your origin server makes that comparison.

If you define a default root object, an end-user request for a subdirectory of your distribution
does not return the default root object. For example, suppose index.html is your default root
object and that CloudFront receives an end-user request for the install directory under your
CloudFront distribution:

https://dl11111l1abcdef8.cloudfront.net/install/

CloudFront does not return the default root object even if a copy of index.html appears in the
install directory.

If you configure your distribution to allow all of the HTTP methods that CloudFront supports, the
default root object applies to all methods. For example, if your default root object is index.php
and you write your application to submit a POST request to the root of your domain (https://
example.com), CloudFront sends the request to https://example.com/index.php.

The behavior of CloudFront default root objects is different from the behavior of Amazon S3
index documents. When you configure an Amazon S3 bucket as a website and specify the index
document, Amazon S3 returns the index document even if a user requests a subdirectory in the
bucket. (A copy of the index document must appear in every subdirectory.) For more information
about configuring Amazon S3 buckets as websites and about index documents, see the Hosting
Websites on Amazon S3 chapter in the Amazon Simple Storage Service User Guide.

/A Important

Remember that a default root object applies only to your CloudFront distribution. You
still need to manage security for your origin. For example, if you are using an Amazon S3
origin, you still need to set your Amazon S3 bucket ACLs appropriately to ensure the level
of access you want on your bucket.

How default root object works
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How CloudFront works if you don’t define a root object

If you don't define a default root object, requests for the root of your distribution pass to your
origin server. If you are using an Amazon S3 origin, any of the following might be returned:

« A list of the contents of your Amazon S3 bucket — Under any of the following conditions, the
contents of your origin are visible to anyone who uses CloudFront to access your distribution:

» Your bucket is not properly configured.

« The Amazon S3 permissions on the bucket associated with your distribution and on the objects
in the bucket grant access to everyone.

« An end user accesses your origin using your origin root URL.

« A list of the private contents of your origin - If you configure your origin as a private
distribution (only you and CloudFront have access), the contents of the Amazon S3 bucket
associated with your distribution are visible to anyone who has the credentials to access your
distribution through CloudFront. In this case, users are not able to access your content through
your origin root URL. For more information about distributing private content, see the section
called “Restricting content with signed URLs and signed cookies".

e Error 403 Forbidden—CloudFront returns this error if the permissions on the Amazon S3
bucket associated with your distribution or the permissions on the objects in that bucket deny
access to CloudFront and to everyone.

Invalidating files

If you need to remove a file from CloudFront edge caches before it expires, you can do one of the
following:

« Invalidate the file from edge caches. The next time a viewer requests the file, CloudFront returns
to the origin to fetch the latest version of the file.

« Use file versioning to serve a different version of the file that has a different name. For more
information, see Updating existing files using versioned file names.

To invalidate files, you can specify either the path for individual files or a path that ends with the *
wildcard, which might apply to one file or to many, as shown in the following examples:

« /images/imagel. jpg
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» /images/image*

« /images/*

(@ Note

If you use the AWS Command Line Interface (AWS CLI) for invalidating files and you specify
a path that includes the * wildcard, you must use quotes (") around the path.

For example: aws cloudfront create-invalidation --distribution-id
distribution_ID --paths "/*"

You can submit a certain number of invalidation paths each month for free. If you submit more
than the allotted number of invalidation paths in a month, you pay a fee for each invalidation
path that you submit. For more information about the charges for invalidation, see Paying for file

invalidation.

Topics

» Choosing between invalidating files and using versioned file names

« Determining which files to invalidate

» Specifying the files to invalidate

« Invalidating files using the console

« Invalidating files using the CloudFront API

« Concurrent invalidation request maximum

« Paying for file invalidation

Choosing between invalidating files and using versioned file names

To control the versions of files that are served from your distribution, you can either invalidate files
or give them versioned file names. If you want to update your files frequently, we recommend that
you primarily use file versioning for the following reasons:

« Versioning enables you to control which file a request returns even when the user has a version
cached either locally or behind a corporate caching proxy. If you invalidate the file, the user
might continue to see the old version until it expires from those caches.
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» CloudFront access logs include the names of your files, so versioning makes it easier to analyze
the results of file changes.

» Versioning provides a way to serve different versions of files to different users.
 Versioning simplifies rolling forward and back between file revisions.

« Versioning is less expensive. You still have to pay for CloudFront to transfer new versions of your
files to edge locations, but you don't have to pay for invalidating files.

For more information about file versioning, see Updating existing files using versioned file names.

Determining which files to invalidate

If you want to invalidate multiple files such as all of the files in a directory or all files that begin
with the same characters, you can include the * wildcard at the end of the invalidation path. For
more information about using the * wildcard, see Invalidation paths.

If you want to invalidate selected files but your users don’t necessarily access every file on your
origin, you can determine which files viewers have requested from CloudFront and invalidate only
those files. To determine which files viewers have requested, enable CloudFront access logging. For
more information about access logs, see Configuring and using standard logs (access logs).

Specifying the files to invalidate
Note the following about specifying the files that you want to invalidate.

Case sensitivity

Invalidation paths are case sensitive, so /images/image. jpg and /images/Image. jpg
specify two different files.

Changing the URI using a Lambda function

If your CloudFront distribution triggers a Lambda function on viewer request events, and if the
function changes the URI of the requested file, we recommend that you invalidate both URIs to
remove the file from CloudFront edge caches:

o The URI in the viewer request

« The URI after the function changed it
For example, suppose your Lambda function changes the URI for a file from this:

https://dl11111l1labcdef8.cloudfront.net/index.html
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to a URI that includes a language directory:
https://dl111111abcdef8.cloudfront.net/en/index.html

To invalidate the file, you must specify the following paths:
e /index.html
e /en/index.html

For more information, see Invalidation paths.

Default root object

To invalidate the default root object (file), specify the path the same way that you specify the
path for any other file. For more information, see How default root object works.

Forwarding cookies

If you configured CloudFront to forward cookies to your origin, CloudFront edge caches might
contain several versions of the file. When you invalidate a file, CloudFront invalidates every
cached version of the file regardless of its associated cookies. You can't selectively invalidate
some versions and not others based on the associated cookies. For more information, see
Caching content based on cookies.

Forwarding headers

If you configured CloudFront to forward a list of headers to your origin and to cache based on
the values of the headers, CloudFront edge caches might contain several versions of the file.
When you invalidate a file, CloudFront invalidates every cached version of the file regardless
of the header values. You can't selectively invalidate some versions and not others based on
header values. (If you configure CloudFront to forward all headers to your origin, CloudFront
doesn't cache your files.) For more information, see Caching content based on request headers.

Forwarding query strings

If you configured CloudFront to forward query strings to your origin, you must include the
query strings when invalidating files, as shown in the following examples:

« /images/image.jpg?parameterl=a
« /images/image. jpg?parameterl=b
If client requests include five different query strings for the same file, you can either invalidate

the file five times, once for each query string, or you can use the * wildcard in the invalidation
path, as shown in the following example:
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/images/image. jpg*

For more information about using wildcards in the invalidation path, see Invalidation paths. For
more information about query strings, see Caching content based on query string parameters.
To determine which query strings are in use, you can enable CloudFront logging. For more
information, see Configuring and using standard logs (access logs).

Maximum allowed

For information about the maximum number of invalidations allowed, see Concurrent
invalidation request maximum.

Microsoft Smooth Streaming files

You cannot invalidate media files in the Microsoft Smooth Streaming format when you have
enabled Smooth Streaming for the corresponding cache behavior.

Non-ASCIl or unsafe characters in the path

If the path includes non-ASCII characters or unsafe characters as defined in RFC 1738, URL-
encode those characters. Do not URL-encode any other characters in the path, or CloudFront
will not invalidate the old version of the updated file.

Invalidation paths

The path is relative to the distribution. For example, to invalidate the file at https://
dl1111labcdef8.cloudfront.net/images/image2. jpg, you would specify the following:

/images/image2. jpg

® Note

In the CloudFront console, you can omit the leading slash in the path, like this: images/

image2. jpg. When you use the CloudFront API directly, invalidation paths must begin
with a leading slash.

You can also invalidate multiple files simultaneously by using the * wildcard. The *, which
replaces O or more characters, must be the last character in the invalidation path. Also, if you
use the AWS Command Line Interface (AWS CLI) for invalidating files and you specify a path
that includes the * wildcard, you must use quotes (") around the path (like this: " /*").
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The following are some examples:

 To invalidate all of the files in a directory:

/directory-path/*

« To invalidate a directory, all of its subdirectories, and all of the files in the directory and
subdirectories:

/directory-path*

« To invalidate all files that have the same name but different file name extensions, such as
logo.jpg, logo.png, and logo.gif:
/directory-path/file-name.*

« To invalidate all of the files in a directory for which the file name starts with the same
characters (such as all of the files for a video in HLS format), regardless of the file name
extension:

/directory-path/initial-characters-in-file-name*

» When you configure CloudFront to cache based on query string parameters and you want to
invalidate every version of a file:

/directory-path/file-name.file-name-extension*

« To invalidate all of the files in a distribution:
/~k

The maximum length of a path is 4,000 characters. You can't use a wildcard within the path;
only at the end of the path.

For information about invalidating files if you use a Lambda function to change the URI, see
Changing the URI Using a Lambda Function.

The charge to submit an invalidation path is the same regardless of the number of files you're
invalidating: a single file (/images/logo. jpg) or all of the files that are associated with a
distribution (/*). For more information, see Amazon CloudFront Pricing.

If the invalidation path is a directory and if you have not standardized on a method for
specifying directories—with or without a trailing slash (/)—we recommend that you invalidate
the directory both with and without a trailing slash, for example, /images and /images/.
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Signed URLs

If you are using signed URLs, invalidate a file by including only the portion of the URL before
the question mark (?).

Invalidating files using the console

You can use the CloudFront console to create and run an invalidation, display a list of the
invalidations that you submitted previously, and display detailed information about an individual
invalidation. You can also copy an existing invalidation, edit the list of file paths, and run the edited
invalidation. You can't remove invalidations from the list.

« Invalidating files

Copying, editing, and rerunning an existing invalidation

Canceling invalidations

Listing invalidations

Displaying information about an invalidation

Invalidating files
To invalidate files using the CloudFront console, do the following.
To invalidate files

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

Select the distribution for which you want to invalidate files.
Choose Distribution Settings.
Choose the Invalidations tab.

Choose Create Invalidation.

o v A W N

For the files that you want to invalidate, enter one invalidation path per line. For information
about specifying invalidation paths, see Specifying the files to invalidate.

/A Important

Specify file paths carefully. You can't cancel an invalidation request after you start it.
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7. Choose Invalidate.

Copying, editing, and rerunning an existing invalidation

You can copy an invalidation that you created previously, update the list of invalidation paths, and
run the updated invalidation. You cannot copy an existing invalidation, update the invalidation
paths, and then save the updated invalidation without running it.

/A Important

If you copy an invalidation that is still in progress, update the list of invalidation paths, and
then run the updated invalidation, CloudFront will not stop or delete the invalidation that
you copied. If any invalidation paths appear in the original and in the copy, CloudFront will
try to invalidate the files twice, and both invalidations will count against your maximum
number of free invalidations for the month. If you've already reached the maximum
number of free invalidations, you'll be charged for both invalidations of each file. For more
information, see Concurrent invalidation request maximum.

To copy, edit, and rerun an existing invalidation

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

Select the distribution that contains the invalidation that you want to copy.
Choose Distribution Settings.

Choose the Invalidations tab.

i A W

Choose the invalidation that you want to copy.

If you aren't sure which invalidation you want to copy, you can choose an invalidation and
choose Details to display detailed information about that invalidation.

6. Choose Copy.
7. Update the list of invalidation paths if applicable.

8. Choose Invalidate.
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Canceling invalidations

When you submit an invalidation request to CloudFront, CloudFront forwards the request to all
edge locations within a few seconds, and each edge location starts processing the invalidation
immediately. As a result, you can't cancel an invalidation after you submit it.

Listing invalidations

You can display a list of the last 100 invalidations that you've created and run for a distribution
by using the CloudFront console. If you want to get a list of more than 100 invalidations, use
the ListInvalidations API action. For more information, see ListInvalidations in the Amazon
CloudFront API Reference.

To list invalidations

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

2. Select the distribution for which you want to display a list of invalidations.
Choose Distribution Settings.

4. Choose the Invalidations tab.

(® Note

You can't remove invalidations from the list.

Displaying information about an invalidation

You can display detailed information about an invalidation, including distribution ID, invalidation
ID, the status of the invalidation, the date and time that the invalidation was created, and a
complete list of the invalidation paths.

To display information about an invalidation

1. Sign in to the AWS Management Console and open the CloudFront console at https://
console.aws.amazon.com/cloudfront/v4/home.

2. Select the distribution that contains the invalidation that you want to display detailed
information for.
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3. Choose Distribution Settings.
Choose the Invalidations tab.

Choose the applicable invalidation.

o un A

Choose Details.

Invalidating files using the CloudFront API

For information about invalidating objects and about displaying information about invalidations
using the CloudFront API, see the following topics in the Amazon CloudFront APl Reference:

« Invalidating files: Createlnvalidation

» Getting a list of your invalidations: ListInvalidations

» Getting information about a specific invalidation: Getlnvalidation

Concurrent invalidation request maximum

If you're invalidating files individually, you can have invalidation requests for up to 3,000 files per
distribution in progress at one time. This can be one invalidation request for up to 3,000 files, up
to 3,000 requests for one file each, or any other combination that doesn’t exceed 3,000 files. For

example, you can submit 30 invalidation requests that invalidate 100 files each. As long as all 30

invalidation requests are still in progress, you can’t submit any more invalidation requests. If you

exceed the maximum, CloudFront returns an error message.

If you're using the * wildcard, you can have requests for up to 15 invalidation paths in progress at
one time. You can also have invalidation requests for up to 3,000 individual files per distribution in
progress at the same time; the maximum on wildcard invalidation requests allowed is independent
of the maximum on invalidating files individually.

Paying for file invalidation

The first 1,000 invalidation paths that you submit per month are free; you pay for each invalidation
path over 1,000 in a month. An invalidation path can be for a single file (such as /images/

logo. jpg) or for multiple files (such as /images/*). A path that includes the * wildcard counts as
one path even if it causes CloudFront to invalidate thousands of files.

The maximum of 1,000 free invalidation paths per month applies to the total number of
invalidation paths across all of the distributions that you create with one AWS account. For
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example, if you use the AWS account john@example.com to create three distributions, and
you submit 600 invalidation paths for each distribution in a given month (for a total of 1,800
invalidation paths), AWS will charge you for 800 invalidation paths in that month. For specific
information about invalidation pricing, see Amazon CloudFront Pricing. For more information
about invalidation paths, see Invalidation paths.

Serving compressed files

You can use CloudFront to automatically compress certain types of objects (files) and serve the
compressed objects when viewers (web browsers or other clients) support them. Viewers indicate
their support for compressed objects with the Accept-Encoding HTTP header.

CloudFront can compress objects using the Gzip and Brotli compression formats. When the viewer
supports both formats, and both are present in the cache server that's reached, then CloudFront
prefers Brotli. If only one compression format is present in the cache server, CloudFront returns it.

(@ Note

The Chrome and Firefox web browsers support Brotli compression only when the request is
sent using HTTPS. These browsers do not support Brotli with HTTP requests.

When requested objects are compressed, downloads can be faster because the objects are smaller
—in some cases, less than a quarter the size of the original. Especially for JavaScript and CSS files,
faster downloads can result in faster rendering of webpages for your users. In addition, because the
cost of CloudFront data transfer is based on the total amount of data served, serving compressed
objects can be less expensive than serving them uncompressed.

Some custom origins can also compress objects. Your origin might be able to compress objects that
CloudFront doesn’t compress (see File types that CloudFront compresses). If your origin returns a
compressed object to CloudFront, CloudFront detects that the object is compressed based on the
presence of a Content-Encoding header and doesn’t compress the object again.

Configuring CloudFront to compress objects

To configure CloudFront to compress objects, update the cache behavior that you want to serve the
compressed objects by doing all of the following:
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1. Make sure the Compress objects automatically setting is Yes. (In AWS CloudFormation or the
CloudFront API, set Compress to true.)

2. Use a cache policy to specify caching settings, and make sure the Gzip and Brotli
settings are both enabled. (In AWS CloudFormation or the CloudFront API, set
EnableAcceptEncodingGzip and EnableAcceptEncodingBrotli to true.)

3. Make sure the TTL values in the cache policy are set to a value greater than zero. When you set
the TTL values to zero, caching is disabled and CloudFront doesn’t compress objects.

To update a cache behavior, you can use any of the following tools:

e The CloudFront console

« AWS CloudFormation

« The AWS SDKs and command line tools

How CloudFront compression works

When you configure CloudFront to compress objects (see the previous section), here's how it works:

1. A viewer requests an object. The viewer includes the Accept-Encoding HTTP header in the
request, and the header value includes gzip, br, or both. This indicates that the viewer supports
compressed objects. When the viewer supports both Gzip and Brotli, CloudFront prefers Brotli.

(® Note

The Chrome and Firefox web browsers support Brotli compression only when the request
is sent using HTTPS. These browsers do not support Brotli with HTTP requests.

2. At the edge location, CloudFront checks the cache for a compressed copy of the requested
object.

3. If the compressed object is already in the cache, CloudFront sends it to the viewer and skips the
remaining steps.

If the compressed object is not in the cache, CloudFront forwards the request to the origin.
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® Note

If an uncompressed copy of the object is already in the cache, CloudFront might send it
to the viewer without forwarding the request to the origin. For example, this can happen
when CloudFront previously skipped compression. When this happens, CloudFront
caches the uncompressed object and continues to serve it until the object expires, is

evicted, or is invalidated.

4. If the origin returns a compressed object, as indicated by the presence of a Content-Encoding
header in the HTTP response, CloudFront sends the compressed object to the viewer, adds it to
the cache, and skips the remaining step. CloudFront doesn’t compress the object again.

If the origin returns an uncompressed object to CloudFront (there's no Content-Encoding
header in the HTTP response), CloudFront determines whether the object is compressible. For
more information about how CloudFront determines whether an object is compressible, see the
following section.

5. If the object is compressible, CloudFront compresses it, sends it to the viewer, and adds it to the
cache. (In rare cases, CloudFront might skip compression and send the uncompressed object to

the viewer.)

Notes about CloudFront compression

The following list provides more information about when CloudFront compresses objects.
Request uses HTTP 1.0

If a request to CloudFront uses HTTP 1.0, CloudFront removes the Accept-Encoding header
and does not compress the object in the response.

Accept-Encoding request header

If the Accept-Encoding header is missing from the viewer request, or if it doesn’'t contain
gzip or br as a value, CloudFront does not compress the object in the response. If the Accept-
Encoding header includes additional values such as deflate, CloudFront removes them
before forwarding the request to the origin.

When CloudFront is configured to compress objects, it includes the Accept-Encoding header
in the cache key and in origin requests automatically.
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Dynamic content

CloudFront does not always compress dynamic content. Sometimes responses for dynamic
content are compressed, and sometimes they are not.

Content is already cached when you configure CloudFront to compress objects

CloudFront compresses objects when it gets them from the origin. When you configure
CloudFront to compress objects, CloudFront doesn’t compress objects that are already cached
in edge locations. In addition, when a cached object expires in an edge location and CloudFront
forwards another request for the object to your origin, CloudFront doesn’t compress the object
when your origin returns an HTTP status code 304, which means that the edge location already
has the latest version of the object. If you want CloudFront to compress objects that are already
cached in edge locations, you need to invalidate those objects. For more information, see
Invalidating files.

Origin is already configured to compress objects

If you configure CloudFront to compress objects and the origin also compresses objects,

the origin should include a Content-Encoding header, which indicates to CloudFront that
the object is already compressed. When a response from an origin includes the Content-
Encoding header, CloudFront does not compress the object, regardless of the header’s value.
CloudFront sends the response to the viewer and caches the object in the edge location.

File types that CloudFront compresses

For a complete list of the file types that CloudFront compresses, see File types that CloudFront

compresses.
Size of objects that CloudFront compresses

CloudFront compresses objects that are between 1,000 bytes and 10,000,000 bytes in size.
Content-Length header

The origin must include a Content-Length header in the response, which CloudFront uses
to determine whether the size of the object is in the range that CloudFront compresses. If the
Content-Length header is missing, contains an invalid value, or contains a value outside the
range of sizes that CloudFront compresses, CloudFront does not compress the object.

HTTP status code of the response

CloudFront compresses objects only when the HTTP status code of the response is 200, 403, or
404,
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Response has no body

When the HTTP response from the origin has no body, there is nothing for CloudFront to
compress.

ETag header

CloudFront sometimes modifies the ETag header in the HTTP response when it compresses
objects. For more information, see the section called "ETag header conversion”.

CloudFront skips compression

CloudFront compresses objects on a best-effort basis. In rare cases, CloudFront skips
compression. CloudFront makes this decision based on a variety of factors, including host
capacity. If CloudFront skips compression for an object, it caches the uncompressed object and
continues to serve it to viewers until the object expires, is evicted, or is invalidated.

File types that CloudFront compresses

If you configure CloudFront to compress objects, CloudFront only compresses objects that have one
of the following values in the Content-Type response header:

e application/dash+xml

e application/eot

« application/font

e application/font-sfnt
e application/javascript
e application/json

e application/opentype

e application/otf

e application/pdf

e application/pkcs7-mime
e application/protobuf

e application/rss+xml

e application/truetype

e application/ttf

e application/vnd.apple.mpegurl
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e application/vnd.mapbox-vector-tile
e application/vnd.ms-fontobject
e application/wasm

e application/xhtml+xml

e application/xml

e application/x-font-opentype
e application/x-font-truetype
e application/x-font-ttf

e application/x-httpd-cgi

e application/x-javascript

e application/x-mpegurl

e application/x-opentype

e application/x-otf

« application/x-perl

e application/x-ttf

- font/eot

« font/opentype

« font/otf

o font/ttf

« image/svg+xml

« text/css

« text/csv

« text/html

« text/javascript

. text/js

« text/plain

« text/richtext

o text/tab-separated-values

« text/xml

» text/x-component
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» text/x-java-source
e text/x-script
« vnd.apple.mpegurl

ETag header conversion

When the uncompressed object from the origin includes a valid, strong ETag HTTP header, and
CloudFront compresses the object, CloudFront also converts the strong ETag header value to

a weak ETag, and returns the weak ETag value to the viewer. Viewers can store the weak ETag
value and use it to send conditional requests with the If-None-Match HTTP header. This allows
viewers, CloudFront, and the origin to treat the compressed and uncompressed versions of an
object as semantically equivalent, which reduces unnecessary data transfer.

A valid, strong ETag header value begins with a double quote character ("). To convert the strong
ETag value to a weak one, CloudFront adds the characters W/ to the beginning of the strong ETag
value.

When the object from the origin includes a weak ETag header value (a value that begins with the
characters W/), CloudFront does not modify this value, and returns it to the viewer as received from
the origin.

When the object from the origin includes an invalid ETag header value (the value does not begin
with " or with W/), CloudFront removes the ETag header and returns the object to the viewer
without the ETag response header.

For more information, see the following pages in the MDN web docs:

 Directives (ETag HTTP header)
» Weak validation (HTTP conditional requests)
o If-None-Match HTTP header

Generating custom error responses

If an object that you're serving through CloudFront is unavailable for some reason, your web server
typically returns a relevant HTTP status code to CloudFront to indicate this. For example, if a
viewer requests an invalid URL, your web server returns an HTTP 404 (Not Found) status code to
CloudFront, and CloudFront returns that status code to the viewer.
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You can configure CloudFront to return a custom error response to the viewer instead, if you like.
You also have several options for managing how CloudFront responds when there’s an error. To
specify options for custom error messages, you update your CloudFront distribution to specify
those values. For more information, see Configuring error response behavior.

If you configure CloudFront to return a custom error page for an HTTP status code but the custom
error page isn't available, CloudFront returns to the viewer the status code that CloudFront
received from the origin that contains the custom error pages. For example, suppose your custom
origin returns a 500 status code and you have configured CloudFront to get a custom error page
for a 500 status code from an Amazon S3 bucket. However, someone accidentally deleted the
custom error page from your bucket. CloudFront returns an HTTP 404 status code (Not Found) to
the viewer that requested the object.

When CloudFront returns a custom error page to a viewer, you pay the standard CloudFront
charges for the custom error page, not the charges for the requested object. For more information
about CloudFront charges, see Amazon CloudFront Pricing.

Topics

» Configuring error response behavior

» Creating a custom error page for specific HTTP status codes

 Storing objects and custom error pages in different locations

« Changing response codes returned by CloudFront

» Controlling how long CloudFront caches errors

Configuring error response behavior

To configure custom error responses, you can use the CloudFront console, the CloudFront API, or
AWS CloudFormation. Regardless of how you choose to update the configuration, consider the
following tips and recommendations:

« Save your custom error pages in a location that is accessible to CloudFront. We recommend that
you store them in an Amazon S3 bucket, and that you don't store them in the same place as the

rest of your website or application’s content. If you store the custom error pages on the same

origin as your website or application, and the origin starts to return 5xx errors, CloudFront can't
get the custom error pages because the origin server is unavailable. For more information, see
Storing objects and custom error pages in different locations.
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» Make sure that CloudFront has permission to get your custom error pages. If the custom error
pages are stored in Amazon S3, the pages must be publicly accessible or you must configure a
CloudFront origin access control (OAC). If the custom error pages are stored in a custom origin,
the pages must be publicly accessible.

» (Optional) Configure your origin to add a Cache-Contzrol or Expires header along with the
custom error pages, if you want. You can also use the Error Caching Minimum TTL setting
to control how long CloudFront caches the custom error pages. For more information, see
Controlling how long CloudFront caches errors.

Configure custom error responses (CloudFront console)

To configure custom error responses in the CloudFront console, you must have a CloudFront
distribution. In the console, the configuration settings for custom error responses are only available
for existing distributions. To learn how to create a distribution, see Getting started with a simple
CloudFront distribution.

To configure custom error responses (console)

1. Sign in to the AWS Management Console and open the Distributions page in the CloudFront
console at https://console.aws.amazon.com/cloudfront/v4/home#distributions.

In the list of distributions, choose the distribution to update.
Choose the Error Pages tab, then choose Create Custom Error Response.

Enter the applicable values. For more information, see Custom error pages and error caching.

ok W

After entering the desired values, choose Create.

Configure custom error responses (CloudFront APl or AWS CloudFormation)

To configure custom error responses with the CloudFront API or AWS CloudFormation, use the
CustomErrorResponse type in a distribution. For more information, see the following:

o AWS::CloudFront::Distribution CustomErrorResponse in the AWS CloudFormation User Guide

o CustomErrorResponse in the Amazon CloudFront API Reference
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Creating a custom error page for specific HTTP status codes

If you'd rather display a custom error message instead of the default message—for example, a
page that uses the same formatting as the rest of your website—you can have CloudFront return to
the viewer an object (such as an HTML file) that contains your custom error message.

To specify the file that you want to return and the errors for which the file should be returned, you
update your CloudFront distribution to specify those values. For more information, see Configuring
error response behavior.

For example, the following is a custom error page:

Contact Sales Support~ My Account Create an AWS Account

Products Solutions Pricing Documentation Learn Partner Network AWS Marketplace Customer Enablement Events Explore More Q

404

Sorry, this URL does not exist or is no longer available.

Perhaps you were looking for one of the following sections:

AWS Homepage Amazon Elastic Compute Cloud (EC2)
AWS Blog Amazon Simple Storage Service (S3)
Free Tier All AWS Products

What is Cloud Computing? Pricing

Recent AWS Announcements Pricing Calculator

AWS Events & Webinars
AWS Marketplace

You can specify a different object for each supported HTTP status code, or you can use the same
object for all of the supported status codes. You can choose to specify custom error pages for some
status codes and not for others.

The objects that you're serving through CloudFront can be unavailable for a variety of reasons.
These fall into two broad categories:

« Client errors indicate a problem with the request. For example, an object with the specified name
isn't available, or the user doesn’t have the permissions required to get an object in your Amazon
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S3 bucket. When a client error occurs, the origin returns an HTTP status code in the 4xx range to
CloudFront.

 Server errors indicate a problem with the origin server. For example, the HTTP server is busy or
unavailable. When a server error occurs, either your origin server returns an HTTP status code in
the 5xx range to CloudFront, or CloudFront doesn't get a response from your origin server for a
certain period of time and assumes a 504 status code (Gateway Timeout).

The HTTP status codes for which CloudFront can return a custom error page include the following:

. 400, 403, 404, 405, 414, 416

® Note

You can create a custom error page for HTTP status code 416 (Requested Range Not
Satisfiable), and you can change the HTTP status code that CloudFront returns to viewers
when your origin returns a status code 416 to CloudFront. (For more information, see
Changing response codes returned by CloudFront.) However, CloudFront doesn't cache
status code 416 responses, so even if you specify a value for Error Caching Minimum
TTL for status code 416, CloudFront doesn't use it.

« 500, 501, 502, 503, 504

® Note

In some cases, CloudFront doesn’t return a custom error page for the HTTP 503 status
code even if you configure CloudFront to do so. If the CloudFront error code is Capacity
Exceeded or Limit Exceeded, CloudFront returns a 503 status code to the viewer
without using your custom error page.

For a detailed explanation of how CloudFront handles error responses from your origin, see How
CloudFront processes and caches HTTP 4xx and 5xx status codes from your origin.

Storing objects and custom error pages in different locations

If you want to store your objects and your custom error pages in different locations, your
distribution must include a cache behavior for which the following is true:

Storing objects and custom error pages in different locations 231



Amazon CloudFront Developer Guide

» The value of Path Pattern matches the path to your custom error messages. For example,
suppose you saved custom error pages for 4xx errors in an Amazon S3 bucket in a directory
named /4xx-errors. Your distribution must include a cache behavior for which the path
pattern routes requests for your custom error pages to that location, for example, /4xx-
errors/*.

» The value of Origin specifies the value of Origin ID for the origin that contains your custom error
pages.

For more information, see Cache behavior settings.

Changing response codes returned by CloudFront

You can configure CloudFront to return a different HTTP status code to the viewer than what
CloudFront received from the origin. For example, if your origin returns a 500 status code to
CloudFront, you might want CloudFront to return a custom error page and a 200 status code (OK)
to the viewer. There are a variety of reasons that you might want CloudFront to return a status
code to the viewer that is different from the one that your origin returned to CloudFront:

« Some internet devices (some firewalls and corporate proxies, for example) intercept HTTP
4xx and 5xx status codes and prevent the response from being returned to the viewer. In this
scenario, if you substitute 200, the response is not intercepted.

« If you don't care about distinguishing among different client errors or server errors, you can
specify 400 or 500 as the value that CloudFront returns for all 4xx or 5xx status codes.

« You might want to return a 200 status code (OK) and a static website so your customers don't
know that your website is down.

If you enable CloudFront standard logs and you configure CloudFront to change the HTTP status
code in the response, the value of the sc-status column in the logs contains the status code that

you specify. However, the value of the x-edge-result-type column is not affected. It contains
the result type of the response from the origin. For example, suppose you configure CloudFront to
return a status code of 200 to the viewer when the origin returns 404 (Not Found) to CloudFront.
When the origin responds to a request with a 404 status code, the value in the sc-status column
in the log will be 200, but the value in the x-edge-result-type column will be Error.

You can configure CloudFront to return any of the following HTTP status codes along with a
custom error page:

Changing response codes returned by CloudFront 232



Amazon CloudFront Developer Guide

. 200
. 400, 403, 404, 405, 414, 416
. 500, 501, 502, 503, 504

Controlling how long CloudFront caches errors

CloudFront caches error responses for a default duration of 10 seconds. CloudFront then submits
the next request for the object to your origin to see if the problem that caused the error has been
resolved and the requested object is available.

You can specify the error-caching duration—the Error Caching Minimum TTL—for each 4xx and
5xx status code that CloudFront caches. (For more information, see HTTP 4xx and 5xx status codes
that CloudFront caches.) When you specify a duration, note the following:

« If you specify a short error-caching duration, CloudFront forwards more requests to your origin
than if you specify a longer duration. For 5xx errors, this might aggravate the problem that
originally caused your origin to return an error.

« When your origin returns an error for an object, CloudFront responds to requests for the object
either with the error response or with your custom error page until the error-caching duration
elapses. If you specify a long error-caching duration, CloudFront might continue to respond
to requests with an error response or your custom error page for a long time after the object
becomes available again.

® Note

You can create a custom error page for HTTP status code 416 (Requested Range Not
Satisfiable), and you can change the HTTP status code that CloudFront returns to viewers
when your origin returns a status code 416 to CloudFront. (For more information, see
Changing response codes returned by CloudFront.) However, CloudFront doesn't cache
status code 416 responses, so even if you specify a value for Error Caching Minimum TTL
for status code 416, CloudFront doesn't use it.

If you want to control how long CloudFront caches errors for individual objects, you can configure
your origin server to add the applicable header to the error response for that object.
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If the origin adds a Cache-Control: max-age or Cache-Control: s-maxage directive, or an
Expires header, CloudFront caches error responses for the greater of the value in the header or
the Error Caching Minimum TTL.

(@ Note

The Cache-Control: max-age and Cache-Control: s-maxage values cannot be
greater than the Maximum TTL value set for the cache behavior for which the error page is
being fetched.

If the origin adds other Cache-Control directives or adds no headers, CloudFront caches error
responses for the value of Error Caching Minimum TTL.

If the expiration time for a 4xx or 5xx status code for an object is longer than you want, and the
object is available again, you can invalidate cached error code by using the URL of the requested
object. If your origin is returning an error response for multiple objects, you need to invalidate each
object separately. For more information about invalidating objects, see Invalidating files.
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Using AWS WAF protections

You can use AWS WAF to protect your CloudFront distributions and origin servers. AWS WAF is a
web application firewall that helps secure your web applications and APIs by blocking requests
before they reach your servers. For more details, see Accelerate and protect your websites using
CloudFront and AWS WAF.

To enable AWS WAF protections, you can:

» Use one-click protection in the CloudFront console. One-click protection creates an AWS WAF
web access control list (web ACL), configures rules to protect your servers from common web
threats, and attaches the web ACL to the CloudFront distribution for you. The topics in this
section assume the use of one-click protections.

» Use a preconfigured web ACL (access control list) that you create in the AWS WAF console, or by
using the AWS WAF APIs. For more information, see Web access control lists (ACLs) in the AWS
WAF Developer Guide and AssociateWebACL in the AWS WAF API Reference

You can enable AWS WAF when you:

o Create a distribution

» Use the Security dashboard to edit the security settings of an existing distribution

When you use one-click protection, CloudFront applies an AWS-recommended set of protections
that:
» Block IP addresses from potential threats based on Amazon internal threat intelligence.

» Protect against the most common vulnerabilities found in web applications as described in the
OWASP Top 10.

» Defend against malicious actors discovering application vulnerabilities.

/A Important

You must enable AWS WAF if you want to view security metrics in the CloudFront Security
dashboard. Without AWS WAF, enabled, you can only use the Security dashboard to enable
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AWS WAF or configure CloudFront geographic restrictions. For more information about the
dashboard, see Using CloudFront security dashboards, later in this section.

Topics
« Enabling AWS WAF for new distributions
« Enabling AWS WAF for existing distributions

« Disabling AWS WAF security protections

» Setting up rate limiting

» Using CloudFront security dashboards

Enabling AWS WAF for new distributions

The following steps explain how to enable AWS WAF when you create a distribution, and how to
use an existing ACL with the new distribution.

To enable AWS WAF for new distributions

Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

In the navigation pane, choose Distributions, then choose Create distribution.

1
2
3. Asneeded, follow the steps in Creating a distribution.
4

In the Web Application Firewall section, select Edit, then Enable security protections. More
fields appear.

5. Complete the following fields:

« Use monitor mode: You enable monitor mode when you want to first collect data to test
how protection will work. When you enable monitor mode, requests aren't blocked if the
protections were active. Instead, monitor mode collects data about requests that would be
blocked if the protections were active. When you are ready to begin blocking, you can enable
blocking on the Security page.

« You might see an Additional protections section. Choose any options that you want to
enable. If you enable rate limiting, see the section called “Setting up rate limiting” for more
information.

» A Price estimate section. You can open the section to display a field where you enter a
different number of requests/month and see a new estimate.
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6. Review the remaining distribution settings, then select Create distribution or Save Settings (if
editing an existing distribution).

Using an existing web ACL

If you have a web ACL, you can use it instead of the protection offered by one-click WAF.

To use an existing AWS WAF configuration

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. Do one of the following:

a. Choose Create distribution and follow the steps in Creating a distribution, then return to

this topic.
b. Choose an existing configuration, then choose the Security tab.
In the Web Application Firewall (WAF) section, select Edit, then Enable security protections.

4. Choose Use existing WAF configuration. This option appears only if you have web ACLs
configured.

5. Choose your existing web ACL from the Choose a web ACL table.

6. Review the remaining distribution settings, then choose Create distribution, or Save Settings
(if editing an existing distribution).

Enabling AWS WAF for existing distributions

CloudFront creates a Security dashboard when you create a distribution. You use the dashboard to
enable AWS WAF after you create a distribution. The charts and graphs in the dashboard remain
blank until you enable AWS WAF.

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. In the navigation pane, choose Distributions, then choose the distribution that you want to
change.

Choose the Security tab.
Under Web Application Firewall, select Edit, then Enable security protections.

(Optional) Choose Use monitor mode.

o v kAW

Choose Save changes.
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For more information about monitor mode, see the previous section, Enabling AWS WAF for new

distributions.

Using an existing web ACL

If you web ACLs configured, you can use them instead of the protection offered by one-click WAF.
To use an existing AWS WAF configuration

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. Do one of the following:

a. Choose Create distribution and follow the steps in Creating a distribution, then return to

this topic.
b. Choose the Security to configure an existing distribution.
In the Web Application Firewall (WAF) section, select Enable security protections.

4. Choose Use existing WAF configuration. This option appears only if you have web ACLs
configured.

5. Choose your existing web ACL from the Choose a web ACL table.

6. Review the remaining distribution settings, then choose Create distribution, or Save Settings
(if editing an existing distribution).

Disabling AWS WAF security protections

If your distribution doesn't need AWS WAF security protections, you can disable this feature by
using the CloudFront console.

If you previously enabled AWS WAF protection and didn't choose an existing WAF configuration
(also known as one-click protection), CloudFront automatically created a web ACL for you. For web
ACLs created this way, the CloudFront console will disassociate the resource and delete the web
ACL.

Disassociating a web ACL is different from deleting it. Disassociating removes the web ACL
from your distribution, but it's not deleted from your AWS account. For more information, see
Associating or disassociating a web ACL with an AWS resource in the AWS WAF, AWS Firewall
Manager, and AWS Shield Advanced Developer Guide.
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See the following procedure to disable AWS WAF protections and disassociate the web ACL from
your distribution.

To disable AWS WAF security protections in CloudFront

1. Open the CloudFront console at https://console.aws.amazon.com/cloudfront/v4/home.

2. Inthe navigation pane, choose Distributions, and then choose the distribution that you want
to c