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What is IAM?

¥ Follow us on Twitter

AWS Identity and Access Management (IAM) is a web service that helps you securely control
access to AWS resources. With IAM, you can centrally manage permissions that control which AWS
resources users can access. You use IAM to control who is authenticated (signed in) and authorized
(has permissions) to use resources.

When you create an AWS account, you begin with one sign-in identity that has complete access to
all AWS services and resources in the account. This identity is called the AWS account root user and
is accessed by signing in with the email address and password that you used to create the account.
We strongly recommend that you don't use the root user for your everyday tasks. Safeguard your
root user credentials and use them to perform the tasks that only the root user can perform. For
the complete list of tasks that require you to sign in as the root user, see Tasks that require root
user credentials.
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Video introduction to IAM

AWS Training and Certification provides a 10-minute video introduction to IAM:

Introduction to AWS ldentity and Access Management

IAM features

IAM gives you the following features:
Shared access to your AWS account

You can grant other people permission to administer and use resources in your AWS account
without having to share your password or access key.

Granular permissions

You can grant different permissions to different people for different resources. For example,
you might allow some users complete access to Amazon Elastic Compute Cloud (Amazon EC2),
Amazon Simple Storage Service (Amazon S3), Amazon DynamoDB, Amazon Redshift, and
other AWS services. For other users, you can allow read-only access to just some S3 buckets,
or permission to administer just some EC2 instances, or to access your billing information but
nothing else.

Secure access to AWS resources for applications that run on Amazon EC2

You can use IAM features to securely provide credentials for applications that run on EC2
instances. These credentials provide permissions for your application to access other AWS
resources. Examples include S3 buckets and DynamoDB tables.

Multi-factor authentication (MFA)

You can add two-factor authentication to your account and to individual users for extra security.
With MFA you or your users must provide not only a password or access key to work with your
account, but also a code from a specially configured device. If you already use a FIDO security
key with other services, and it has an AWS supported configuration, you can use WebAuthn for
MFA security. For more information, see Supported configurations for using FIDO security keys.

Identity federation

You can allow users who already have passwords elsewhere—for example, in your corporate
network or with an internet identity provider—to get temporary access to your AWS account.

Video introduction to IAM 2
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Identity information for assurance

If you use AWS CloudTrail, you receive log records that include information about those who
made requests for resources in your account. That information is based on IAM identities.

PCI DSS Compliance

IAM supports the processing, storage, and transmission of credit card data by a merchant or
service provider, and has been validated as being compliant with Payment Card Industry (PClI)
Data Security Standard (DSS). For more information about PCI DSS, including how to request a
copy of the AWS PCI Compliance Package, see PCl DSS Level 1.

Integrated with many AWS services

For a list of AWS services that work with 1AM, see AWS services that work with IAM.

Eventually Consistent

IAM, like many other AWS services, is eventually consistent. IAM achieves high availability by
replicating data across multiple servers within Amazon's data centers around the world. If a

request to change some data is successful, the change is committed and safely stored. However,
the change must be replicated across 1AM, which can take some time. Such changes include
creating or updating users, groups, roles, or policies. We recommend that you do not include
such 1AM changes in the critical, high-availability code paths of your application. Instead, make
IAM changes in a separate initialization or setup routine that you run less frequently. Also, be
sure to verify that the changes have been propagated before production workflows depend on
them. For more information, see Changes that | make are not always immediately visible.

Free to use

AWS Identity and Access Management (IAM) and AWS Security Token Service (AWS STS) are
features of your AWS account offered at no additional charge. You are charged only when you
access other AWS services using your IAM users or AWS STS temporary security credentials. For
information about the pricing of other AWS products, see the Amazon Web Services pricing

page.

Accessing 1AM

You can work with AWS Identity and Access Management in any of the following ways.

Accessing IAM 3
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AWS Management Console

The console is a browser-based interface to manage IAM and AWS resources. For more
information about accessing IAM through the console, see How to sign in to AWS in the AWS
Sign-In User Guide.

AWS Command Line Tools

You can use the AWS command line tools to issue commands at your system's command line to
perform IAM and AWS tasks. Using the command line can be faster and more convenient than
the console. The command line tools are also useful if you want to build scripts that perform
AWS tasks.

AWS provides two sets of command line tools: the AWS Command Line Interface (AWS CLI)
and the AWS Tools for Windows PowerShell. For information about installing and using the
AWS CLI, see the AWS Command Line Interface User Guide. For information about installing
and using the Tools for Windows PowerShell, see the AWS Tools for Windows PowerShell User
Guide.

After signing in to the console, you can use AWS CloudShell from your browser to run CLI or
SDK commands. The permissions for accessing AWS resources are based on the credentials you
used to sign-in to the console. Depending on your experience, you may find the CLI to be a
more efficient method of managing your AWS account. For more information, see Using AWS
CloudShell to work with AWS Identity and Access Management

AWS SDKs

AWS provides SDKs (software development kits) that consist of libraries and sample code

for various programming languages and platforms (Java, Python, Ruby, .NET, iOS, Android,
etc.). The SDKs provide a convenient way to create programmatic access to IAM and AWS. For
example, the SDKs take care of tasks such as cryptographically signing requests, managing
errors, and retrying requests automatically. For information about the AWS SDKs, including how
to download and install them, see the Tools for Amazon Web Services page.

IAM Query API

You can access IAM and AWS programmatically by using the IAM Query API, which lets you issue
HTTPS requests directly to the service. When you use the Query API, you must include code

to digitally sign requests using your credentials. For more information, see Calling the IAM API
using HTTP query requests and the IAM API Reference.
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When do | use IAM?

When you are performing different job functions

AWS Identity and Access Management is a core infrastructure service that provides the foundation
for access control based on identities within AWS. You use IAM every time you access your AWS
account.

How you use IAM differs, depending on the work that you do in AWS.

« Service user - If you use an AWS service to do your job, then your administrator provides you
with the credentials and permissions that you need. As you use more advanced features to do
your work, you might need additional permissions. Understanding how access is managed can
help you request the right permissions from your administrator.

« Service administrator — If you're in charge of an AWS resource at your company, you probably
have full access to IAM. It's your job to determine which IAM features and resources your service
users should access. You must then submit requests to your IAM administrator to change the
permissions of your service users. Review the information on this page to understand the basic
concepts of IAM.

« IAM administrator - If you're an IAM administrator, you manage IAM identities and write policies
to manage access to IAM.

When you are authorized to access AWS resources

Authentication is how you sign in to AWS using your identity credentials. You must be
authenticated (signed in to AWS) as the AWS account root user, as an IAM user, or by assuming an
IAM role.

You can sign in to AWS as a federated identity by using credentials provided through an identity
source. AWS IAM Identity Center (IAM Identity Center) users, your company's single sign-on
authentication, and your Google or Facebook credentials are examples of federated identities.
When you sign in as a federated identity, your administrator previously set up identity federation
using IAM roles. When you access AWS by using federation, you are indirectly assuming a role.

Depending on the type of user you are, you can sign in to the AWS Management Console or the
AWS access portal. For more information about signing in to AWS, see How to sign in to your AWS

account in the AWS Sign-In User Guide.

When do | use IAM 5
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If you access AWS programmatically, AWS provides a software development kit (SDK) and a
command line interface (CLI) to cryptographically sign your requests by using your credentials. If
you don't use AWS tools, you must sign requests yourself. For more information about using the
recommended method to sign requests yourself, see Signing AWS API requests in the IAM User
Guide.

Regardless of the authentication method that you use, you might be required to provide additional
security information. For example, AWS recommends that you use multi-factor authentication
(MFA) to increase the security of your account. To learn more, see Multi-factor authentication in the
AWS IAM Identity Center User Guide and Using multi-factor authentication (MFA) in AWS in the IAM
User Guide.

When you sign-in as an 1AM user

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Where possible, we recommend relying on temporary credentials instead of creating
IAM users who have long-term credentials such as passwords and access keys. However, if you have
specific use cases that require long-term credentials with IAM users, we recommend that you rotate
access keys. For more information, see Rotate access keys regularly for use cases that require long-

term credentials in the IAM User Guide.

An |AM group is an identity that specifies a collection of IAM users. You can't sign in as a group. You
can use groups to specify permissions for multiple users at a time. Groups make permissions easier
to manage for large sets of users. For example, you could have a group named IAMAdmins and give
that group permissions to administer IAM resources.

Users are different from roles. A user is uniquely associated with one person or application, but
arole is intended to be assumable by anyone who needs it. Users have permanent long-term
credentials, but roles provide temporary credentials. To learn more, see When to create an IAM user
(instead of a role) in the IAM User Guide.

When you assume an IAM role

An IAM role is an identity within your AWS account that has specific permissions. It is similar to an
IAM user, but is not associated with a specific person. You can temporarily assume an IAM role in
the AWS Management Console by switching roles. You can assume a role by calling an AWS CLI or
AWS API operation or by using a custom URL. For more information about methods for using roles,
see Using IAM roles in the IAM User Guide.

When you sign-in as an IAM user 6
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IAM roles with temporary credentials are useful in the following situations:

» Federated user access — To assign permissions to a federated identity, you create a role
and define permissions for the role. When a federated identity authenticates, the identity
is associated with the role and is granted the permissions that are defined by the role. For
information about roles for federation, see Creating a role for a third-party Identity Provider
in the IAM User Guide. If you use IAM Identity Center, you configure a permission set. To control
what your identities can access after they authenticate, IAM Identity Center correlates the
permission set to a role in IAM. For information about permissions sets, see Permission sets in
the AWS IAM Identity Center User Guide.

o Temporary IAM user permissions — An IAM user or role can assume an IAM role to temporarily
take on different permissions for a specific task.

» Cross-account access — You can use an IAM role to allow someone (a trusted principal) in a
different account to access resources in your account. Roles are the primary way to grant cross-
account access. However, with some AWS services, you can attach a policy directly to a resource
(instead of using a role as a proxy). To learn the difference between roles and resource-based
policies for cross-account access, see How IAM roles differ from resource-based policies in the
IAM User Guide.

» Cross-service access — Some AWS services use features in other AWS services. For example, when
you make a call in a service, it's common for that service to run applications in Amazon EC2 or
store objects in Amazon S3. A service might do this using the calling principal's permissions,
using a service role, or using a service-linked role.

» Forward access sessions (FAS) — When you use an IAM user or role to perform actions in
AWS, you are considered a principal. When you use some services, you might perform an
action that then initiates another action in a different service. FAS uses the permissions of the
principal calling an AWS service, combined with the requesting AWS service to make requests
to downstream services. FAS requests are only made when a service receives a request that
requires interactions with other AWS services or resources to complete. In this case, you must
have permissions to perform both actions. For policy details when making FAS requests, see
Forward access sessions.

» Service role — A service role is an IAM role that a service assumes to perform actions on your
behalf. An IAM administrator can create, modify, and delete a service role from within IAM. For
more information, see Creating a role to delegate permissions to an AWS service in the IAM
User Guide.

» Service-linked role — A service-linked role is a type of service role that is linked to an AWS
service. The service can assume the role to perform an action on your behalf. Service-linked

When you assume an IAM role 7
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roles appear in your AWS account and are owned by the service. An IAM administrator can
view, but not edit the permissions for service-linked roles.

« Applications running on Amazon EC2 - You can use an IAM role to manage temporary
credentials for applications that are running on an EC2 instance and making AWS CLI or AWS API
requests. This is preferable to storing access keys within the EC2 instance. To assign an AWS role
to an EC2 instance and make it available to all of its applications, you create an instance profile
that is attached to the instance. An instance profile contains the role and enables programs that
are running on the EC2 instance to get temporary credentials. For more information, see Using
an IAM role to grant permissions to applications running on Amazon EC2 instances in the IAM
User Guide.

To learn whether to use IAM roles or IAM users, see When to create an IAM role (instead of a user)
in the IAM User Guide.

When you create policies and permissions

You grant permissions to a user by creating a policy, which is a document that lists the actions that
a user can perform and the resources those actions can affect. Any actions or resources that are not
explicitly allowed are denied by default. Policies can be created and attached to principals (users,
groups of users, roles assumed by users, and resources).

These policies are used with an IAM role:

« Trust policy — Defines which principals can assume the role, and under which conditions. A trust
policy is a specific type of resource-based policy for IAM roles. A role can have only one trust
policy.

« Identity-based policies (inline and managed) — These policies define the permissions that the
user of the role is able to perform (or is denied from performing), and on which resources.

Use the Example IAM identity-based policies to help you define permissions for your IAM identities.
After you find the policy that you need, choose view the policy to view the JSON for the policy. You
can use the JSON policy document as a template for your own policies.

(® Note

If you are using IAM Identity Center to manage your users, you assign permission sets in
IAM Identity Center instead of attaching a permissions policy to a principal. When you
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assign a permission set to a group or user in AWS IAM Identity Center, IAM Identity Center
creates corresponding IAM roles in each account, and attaches the policies specified in
the permission set to those roles. IAM Identity Center manages the role, and allows the
authorized users you've defined to assume the role. If you modify the permission set,

IAM Identity Center ensures that the corresponding IAM policies and roles are updated
accordingly.

For more information about IAM Identity Center, see What is IAM Identity Center? in the
AWS IAM Identity Center User Guide.

How IAM works

IAM provides the infrastructure necessary to control authentication and authorization for your AWS
account. The IAM infrastructure is illustrated by the following diagram:

How IAM works 9
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Authentication is provided by matching the sign-in credentials to a principal (an IAM user,
federated user, IAM role, or application) trusted by the AWS account.

Next, a request is made to grant the principal access to resources. Access is granted in response to
an authorization request. For example, when you first sign in to the console and are on the console
Home page, you are not accessing a specific service. When you select a service, the request for
authorization is sent to that service and it looks to see if your identity is on the list of authorized
users, what policies are being enforced to control the level of access granted, and any other policies
that might be in effect. Authorization requests can be made by principals within your AWS account
or from another AWS account that you trust.

How IAM works 10
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Once authorized, the principal can take action or perform operations on resources in your AWS
account. For example, the principal could launch a new Amazon Elastic Compute Cloud instance,
modify IAM group membership, or delete Amazon Simple Storage Service buckets.

Basic concepts

+ Terms

« Principal

» Request

« Authentication

« Authorization

« Actions or operations

¢ Resources

Terms

These IAM terms are commonly used when working with AWS:
IAM Resource

IAM resources are stored in IAM. You can add, edit, and remove them from IAM.
. user
e group
« role
» policy
« identity-provider object
IAM Entity

IAM resources that AWS uses for authentication. Entities can be specified as a Principal in a
resource-based policy.

e user
* role

IAM Ildentity

An |AM resource that can be authorized in policies to perform actions and to access resources.
Identities include users, groups, and roles.

Terms 1
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| Instance profile

IAM user |
Root user IAM group | |
IAM role | |
Principal / OIDC provider
Entity /f
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e I I
Resource "
Principals

A person or application that uses the AWS account root user, an IAM user, or an IAM role to sign
in and make requests to AWS. Principals include federated users and assumed roles.

Human users

Also known as human identities; the people, administrators, developers, operators, and
consumers of your applications.

Workload

A collection of resources and code that delivers business value, such as an application or
backend process. Can include applications, operational tools, and components.

Principal

A principal is a human user or workload that can make a request for an action or operation on an
AWS resource. After authentication, the principal can be granted either permanent or temporary
credentials to make requests to AWS, depending on the principal type. IAM users and root user
are granted permanent credentials, while roles are granted temporary credentials. As a best
practice, we recommend that you require human users and workloads to access AWS resources
using temporary credentials.
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Request

When a principal tries to use the AWS Management Console, the AWS API, or the AWS CLI, that
principal sends a request to AWS. The request includes the following information:

« Actions or operations — The actions or operations that the principal wants to perform. This can
be an action in the AWS Management Console, or an operation in the AWS CLI or AWS API.

» Resources — The AWS resource object upon which the actions or operations are performed.

 Principal - The person or application that used an entity (user or role) to send the request.
Information about the principal includes the policies that are associated with the entity that the
principal used to sign in.

« Environment data - Information about the IP address, user agent, SSL enabled status, or the
time of day.

» Resource data - Data related to the resource that is being requested. This can include
information such as a DynamoDB table name or a tag on an Amazon EC2 instance.

AWS gathers the request information into a request context, which is used to evaluate and
authorize the request.

Authentication

A principal must be authenticated (signed in to AWS) using their credentials to send a request
to AWS. Some services, such as Amazon S3 and AWS STS, allow a few requests from anonymous
users. However, they are the exception to the rule.

To authenticate from the console as a root user, you must sign in with your email address and
password. As a federated user, you are authenticated by your identity provider and granted access
to AWS resources by assuming IAM roles. As an IAM user, provide your account ID or alias, and then
your user name and password. To authenticate workloads from the APl or AWS CLI, you might use
temporary credentials through being assigned a role or you might use long-term credentials by
providing your access key and secret key. You might also be required to provide additional security
information. As a best practice, AWS recommends that you use multi-factor authentication (MFA)
and temporary credentials to increase the security of your account. To learn more about the IAM
entities that AWS can authenticate, see IAM users and |IAM roles.

Request 13
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Authorization

You must also be authorized (allowed) to complete your request. During authorization, AWS uses
values from the request context to check for policies that apply to the request. It then uses the
policies to determine whether to allow or deny the request. Most policies are stored in AWS as
JSON documents and specify the permissions for principal entities. There are several types of

policies that can affect whether a request is authorized. To provide your users with permissions to
access the AWS resources in their own account, you need only identity-based policies. Resource-
based policies are popular for granting cross-account access. The other policy types are advanced

features and should be used carefully.

AWS checks each policy that applies to the context of your request. If a single permissions policy
includes a denied action, AWS denies the entire request and stops evaluating. This is called an
explicit deny. Because requests are denied by default, AWS authorizes your request only if every part
of your request is allowed by the applicable permissions policies. The evaluation logic for a request
within a single account follows these general rules:

» By default, all requests are denied. (In general, requests made using the AWS account root user
credentials for resources in the account are always allowed.)

« An explicit allow in any permissions policy (identity-based or resource-based) overrides this
default.

» The existence of an Organizations SCP, IAM permissions boundary, or a session policy overrides
the allow. If one or more of these policy types exists, they must all allow the request. Otherwise,
it is implicitly denied.

» An explicit deny in any policy overrides any allows.

To learn more about how all types of policies are evaluated, see Policy evaluation logic. If you need

to make a request in a different account, a policy in the other account must allow you to access the
resource and the IAM entity that you use to make the request must have an identity-based policy
that allows the request.

Actions or operations

After your request has been authenticated and authorized, AWS approves the actions or operations
in your request. Operations are defined by a service, and include things that you can do to a
resource, such as viewing, creating, editing, and deleting that resource. For example, IAM supports
approximately 40 actions for a user resource, including the following actions:
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CreateUser

DeleteUser

GetUser

UpdateUser

To allow a principal to perform an operation, you must include the necessary actions in a policy
that applies to the principal or the affected resource. To see a list of actions, resource types, and
condition keys supported by each service, see Actions, Resources, and Condition Keys for AWS
Services.

Resources

After AWS approves the operations in your request, they can be performed on the related resources
within your account. A resource is an object that exists within a service. Examples include an
Amazon EC2 instance, an IAM user, and an Amazon S3 bucket. The service defines a set of actions
that can be performed on each resource. If you create a request to perform an unrelated action on
a resource, that request is denied. For example, if you request to delete an IAM role but provide an
IAM group resource, the request fails. To see AWS service tables that identify which resources are
affected by an action, see Actions, Resources, and Condition Keys for AWS Services.

Overview of AWS identity management: Users

You can give access to your AWS account to specific users and provide them specific permissions
to access resources in your AWS account. You can use both IAM and AWS IAM Identity Center to
create new users or federate existing users into AWS. The main difference between the two is that
IAM users are granted long-term credentials to your AWS resources while users in IAM Identity
Center have temporary credentials that are established each time the user signs-in to AWS. As a
best practice, require human users to use federation with an identity provider to access AWS using
temporary credentials instead of as an IAM user. A primary use for IAM users is to give workloads
that cannot use IAM roles the ability to make programmatic requests to AWS services using the API
or CLI.

Topics

« First-time access only: Your root user credentials

« |AM users and users in IAM ldentity Center

Resources 15
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» Federating existing users

e Access control methods

First-time access only: Your root user credentials

When you create an AWS account, you begin with one sign-in identity that has complete access to
all AWS services and resources in the account. This identity is called the AWS account root user and
is accessed by signing in with the email address and password that you used to create the account.
We strongly recommend that you don't use the root user for your everyday tasks. Safeguard your
root user credentials and use them to perform the tasks that only the root user can perform. For
the complete list of tasks that require you to sign in as the root user, see Tasks that require root

user credentials in the IAM User Guide. Only service control policies (SCPs) in organizations can

restrict the permissions that are granted to the root user.

IAM users and users in 1AM Identity Center

IAM users are not separate accounts; they are users within your account. Each user can have its own
password for access to the AWS Management Console. You can also create an individual access

key for each user so that the user can make programmatic requests to work with resources in your
account.

IAM users are granted long-term credentials to your AWS resources. As a best practice, do not
create IAM users with long-term credentials for your human users. Instead, require your human
users to use temporary credentials when accessing AWS.

(@ Note

For scenarios in which you need IAM users with programmatic access and long-term
credentials, we recommend that you update access keys when needed. For more
information, see Updating access keys.

In contrast, users in AWS IAM Identity Center are granted short-term credentials to your AWS
resources. For centralized access management, we recommend that you use AWS IAM Identity

Center (IAM Identity Center) to manage access to your accounts and permissions within those

accounts. IAM Identity Center is automatically configured with an Identity Center directory as your
default identity source where you can create users and groups, and assign their level of access to
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your AWS resources. For more information, see What is AWS IAM Identity Center in the AWS IAM
Identity Center User Guide.

Federating existing users

If the users in your organization already have a way to be authenticated, such as by signing in to
your corporate network, you don't have to create separate IAM users or users in IAM Identity Center
for them. Instead, you can federate those user identities into AWS using either IAM or AWS IAM
Identity Center.

The following diagram shows how a user can get temporary AWS security credentials to access
resources in your AWS account.

Outside organization AWS Account

\../‘ > ‘i:?h ? IAM

External —I—I— _‘ba—> i ﬁ L m

directory User

AWS resources

Federation is particularly useful in these cases:

» Your users already exist in a corporate directory.

If your corporate directory is compatible with Security Assertion Markup Language 2.0 (SAML
2.0), you can configure your corporate directory to provide single-sign on (SSO) access to the
AWS Management Console for your users. For more information, see Common scenarios for
temporary credentials.

If your corporate directory is not compatible with SAML 2.0, you can create an identity broker
application to provide single-sign on (SSO) access to the AWS Management Console for your
users. For more information, see Enabling custom identity broker access to the AWS console.

If your corporate directory is Microsoft Active Directory, you can use AWS IAM Identity Center to
connect a self-managed directory in Active Directory or a directory in AWS Directory Service to
establish trust between your corporate directory and your AWS account.

Federating existing users 17
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If you are using an external identity provider (IdP) such as Okta or Microsoft Entra to manage
users, you can use AWS IAM Identity Center to establish trust between your IdP and your AWS
account. For more information, see Connect to an external identity provider in the AWS IAM

Identity Center User Guide.

» Your users already have Internet identities.

If you are creating a mobile app or web-based app that can let users identify themselves through

an Internet identity provider like Login with Amazon, Facebook, Google, or any OpenID Connect

(OIDC) compatible identity provider, the app can use federation to access AWS. For more

information, see About web identity federation.

® Tip

To use identity federation with Internet identity providers, we recommend you use
Amazon Cognito.

Access control methods

Here are the ways you can control access to your AWS resources.

Type of user
access

Single sign-
on access for
human users,
such as your
workforce
users, to AWS
resources
using 1AM
Identity
Center

Why would I use it?

IAM Identity Center provides
a central place that brings
together administration of
users and their access to AWS
accounts and cloud applicati
ons.

You can set up an identity
store within IAM Identity
Center or you can configure
federation with an existing
identity provider (IdP).
Granting your human users

Where can | get more information?

For more information about setting up IAM
Identity Center, see Getting Started in the
AWS IAM Identity Center User Guide

For more information about using MFA in IAM
Identity Center, see Multi-factor authentic
ation in the AWS IAM Identity Center User
Guide

Access control methods
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Type of user Why would | use it? Where can | get more information?
access

limited credentials to AWS
resources as needed is
recommended as a security
best practice.

Users have an easier sign-
in experience and you
maintain control over their
access to resources from a
single system. IAM Identity
Center supports multi-fac
tor authentication (MFA) for
additional account security.

Federated IAM supports IdPs that are For more information about IAM identity
access for compatible with OpenID providers and federation, see Identity
human users, Connect (OIDC) or SAML providers and federation.

such as your 2.0 (Security Assertion

workforce Markup Language 2.0). After

users, to you create an IAM identity

AWS services  provider, you must create one

using IAM or more IAM roles that can

identity be dynamically assigned to a

providers federated user.
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Type of user Why would | use it?
access
Cross-acc You want to share access to

ount access certain AWS resources with

between users in other AWS accounts.
AWS .
accounts Roles are the primary way to

grant cross-account access.
However, some AWS services
allow you to attach a policy
directly to a resource (instead
of using a role as a proxy).
These are called resource-
based policies.

Where can | get more information?

For more information about IAM roles, see IAM
roles.

For more information about service-linked
roles, see Using service-linked roles.

For information about which services support
using service-linked roles, see AWS services
that work with IAM. Look for the services that
have Yes in the Service-Linked Role column.
To view the service-linked role documentation

for that service select the link associated with
the Yes in that column.

Access control methods
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Type of user
access

Long-term
credentials
for designate
d IAM users
in your AWS
account

Why would I use it?

You might have specific use
cases that require long-term
credentials with 1AM users

in AWS. You can use IAM to
create these IAM users in your
AWS account, and use IAM

to manage their permissions.
Some of the use cases include
the following:

+ Workloads that cannot use
IAM roles

« Third-party AWS clients
that require programmatic
access through access keys

» Service-specific credentia
ls for AWS CodeCommit or
Amazon Keyspaces

« AWS IAM Identity Center
is not available for your
account and you have no
other identity provider

As a best practice in scenarios
in which you need IAM users
with programmatic access

and long-term credentials, we

recommend that you update
access keys when needed.
For more information, see
Updating access keys.

Where can | get more information?

For more information about setting up an IAM
user, see Creating an IAM user in your AWS

account.

For more information about IAM user access
keys, see Managing access keys for IAM users.

For more information about service-specific
credentials for AWS CodeCommit or Amazon
Keyspaces, see Using IAM with CodeCommit:
Git credentials, SSH keys, and AWS access keys
and Using IAM with Amazon Keyspaces (for

Apache Cassandra).

Access control methods
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Overview of access management: Permissions and policies

The access management portion of AWS Identity and Access Management (IAM) helps you define
what a principal entity is allowed to do in an account. A principal entity is a person or application
that is authenticated using an IAM entity (user or role). Access management is often referred

to as authorization. You manage access in AWS by creating policies and attaching them to IAM
identities (users, groups of users, or roles) or AWS resources. A policy is an object in AWS that, when
associated with an identity or resource, defines their permissions. AWS evaluates these policies
when a principal uses an IAM entity (user or role) to make a request. Permissions in the policies
determine whether the request is allowed or denied. Most policies are stored in AWS as JSON
documents. For more information about policy types and uses, see Policies and permissions in IAM.

Policies and accounts

If you manage a single account in AWS, then you define the permissions within that account

using policies. If you manage permissions across multiple accounts, it is more difficult to manage
permissions for your users. You can use IAM roles, resource-based policies, or access control

lists (ACLs) for cross-account permissions. However, if you own multiple accounts, we instead
recommend using the AWS Organizations service to help you manage those permissions. For more
information, see What is AWS Organizations? in the Organizations User Guide.

Policies and users

IAM users are identities in the service. When you create an IAM user, they can't access anything
in your account until you give them permission. You give permissions to a user by creating an
identity-based policy, which is a policy that is attached to the user or a group to which the user
belongs. The following example shows a JSON policy that allows the user to perform all Amazon
DynamoDB actions (dynamodb: *) on the Books table in the 123456789@12 account within the
us-east-2 Region.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:us-east-2:123456789012:table/Books"
}
}
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After you attach this policy to your IAM user, the user only has those DynamoDB permissions. Most
users have multiple policies that together represent the permissions for that user.

Actions or resources that are not explicitly allowed are denied by default. For example, if the
preceding policy is the only policy that is attached to a user, then that user is allowed to only
perform DynamoDB actions on the Books table. Actions on all other tables are prohibited.
Similarly, the user is not allowed to perform any actions in Amazon EC2, Amazon S3, or in any
other AWS service. The reason is that permissions to work with those services are not included in
the policy.

Policies and groups

You can organize IAM users into IAM groups and attach a policy to a group. In that case, individual
users still have their own credentials, but all the users in a group have the permissions that are
attached to the group. Use groups for easier permissions management, and to follow our Security
best practices in IAM.

Account §i—=

Group: Group: Group:
Admins Developers Test

Bob |§{= Mate = Cathy | &=
Susan | €= Brad | €= Allen | &=

DevAppl | §2= | TestAppl | &~

Users or groups can have multiple policies attached to them that grant different permissions. In
that case, the permissions for the users are calculated based on the combination of policies. But
the basic principle still applies: If the user has not been granted an explicit permission for an action
and a resource, the user does not have those permissions.

Federated users and roles

Federated users don't have permanent identities in your AWS account the way that 1AM users do.
To assign permissions to federated users, you can create an entity referred to as a role and define
permissions for the role. When a federated user signs in to AWS, the user is associated with the role
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and is granted the permissions that are defined in the role. For more information, see Creating a
role for a third-party Identity Provider (federation).

Identity-based and resource-based policies

Identity-based policies are permissions policies that you attach to an IAM identity, such as an IAM
user, group, or role. Resource-based policies are permissions policies that you attach to a resource
such as an Amazon S3 bucket or an IAM role trust policy.

Identity-based policies control what actions the identity can perform, on which resources, and
under what conditions. Identity-based policies can be further categorized:

« Managed policies — Standalone identity-based policies that you can attach to multiple users,
groups, and roles in your AWS account. You can use two types of managed policies:

« AWS managed policies — Managed policies that are created and managed by AWS. If you are
new to using policies, we recommend that you start by using AWS managed policies.

« Customer managed policies — Managed policies that you create and manage in your AWS
account. Customer managed policies provide more precise control over your policies than AWS
managed policies. You can create, edit, and validate an IAM policy in the visual editor or by
creating the JSON policy document directly. For more information, see Creating IAM policies
and Editing IAM policies.

« Inline policies - Policies that you create and manage and that are embedded directly into a
single user, group, or role. In most cases, we don't recommend using inline policies.

Resource-based policies control what actions a specified principal can perform on that resource
and under what conditions. Resource-based policies are inline policies, and there are no managed
resource-based policies. To enable cross-account access, you can specify an entire account or IAM
entities in another account as the principal in a resource-based policy.

The IAM service supports only one type of resource-based policy called a role trust policy, which

is attached to an IAM role. Because an IAM role is both an identity and a resource that supports
resource-based policies, you must attach both a trust policy and an identity-based policy to an IAM
role. Trust policies define which principal entities (accounts, users, roles, and federated users) can
assume the role. To learn how IAM roles are different from other resource-based policies, see Cross
account resource access in IAM.

To see which services support resource-based policies, see AWS services that work with IAM. To
learn more about resource-based policies, see Identity-based policies and resource-based policies.
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What is ABAC for AWS?

Attribute-based access control (ABAC) is an authorization strategy that defines permissions based
on attributes. In AWS, these attributes are called tags. You can attach tags to IAM resources,
including IAM entities (users or roles) and to AWS resources. You can create a single ABAC policy

or small set of policies for your IAM principals. These ABAC policies can be designed to allow
operations when the principal's tag matches the resource tag. ABAC is helpful in environments that
are growing rapidly and helps with situations where policy management becomes cumbersome.

For example, you can create three roles with the access-project tag key. Set the tag value

of the first role to Heart, the second to Star, and the third to Lightning. You can then use a
single policy that allows access when the role and the resource are tagged with the same value for
access-project. For a detailed tutorial that demonstrates how to use ABAC in AWS, see IAM
tutorial: Define permissions to access AWS resources based on tags. To learn about services that
support ABAC, see AWS services that work with IAM.

Comparing ABAC to the traditional RBAC model

The traditional authorization model used in IAM is called role-based access control (RBAC). RBAC
defines permissions based on a person's job function, known outside of AWS as a role. Within AWS
a role usually refers to an IAM role, which is an identity in IAM that you can assume. IAM does
include managed policies for job functions that align permissions to a job function in an RBAC
model.

In 1AM, you implement RBAC by creating different policies for different job functions. You then
attach the policies to identities (IAM users, groups of users, or IAM roles). As a best practice, you
grant the minimum permissions necessary for the job function. This is known as granting least

privilege. Do this by listing the specific resources that the job function can access. The disadvantage
to using the traditional RBAC model is that when employees add new resources, you must update
policies to allow access to those resources.

For example, assume that you have three projects, named Heart, Star, and Lightning, on which
your employees work. You create an IAM role for each project. You then attach policies to each IAM
role to define the resources that anyone allowed to assume the role can access. If an employee
changes jobs within your company, you assign them to a different IAM role. People or programs can
be assigned to more than one role. However, the Star project might require additional resources,
such as a new Amazon EC2 container. In that case, you must update the policy attached to the
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Star role to specify the new container resource. Otherwise, Star project members aren't allowed
to access the new container.

ABAC provides the following advantages over the traditional RBAC model:

« ABAC permissions scale with innovation. It's no longer necessary for an administrator to update
existing policies to allow access to new resources. For example, assume that you designed your
ABAC strategy with the access-project tag. A developer uses the role with the access-
project = Heart tag. When people on the Heart project need additional Amazon EC2
resources, the developer can create new Amazon EC2 instances with the access-project =
Heart tag. Then anyone on the Heart project can start and stop those instances because their
tag values match.

» ABAC requires fewer policies. Because you don't have to create different policies for different
job functions, you create fewer policies. Those policies are easier to manage.

» Using ABAC, teams can change and grow quickly. This is because permissions for new resources
are automatically granted based on attributes. For example, if your company already supports
the Heart and Star projects using ABAC, it's easy to add a new Lightning project. An IAM
administrator creates a new role with the access-project = Lightning tag. It's not necessary
to change the policy to support a new project. Anyone that has permissions to assume the role
can create and view instances tagged with access-project = Lightning. Additionally, a team
member might move from the Heart project to the Lightning project. The IAM administrator
assigns the user to a different IAM role. It's not necessary to change the permissions policies.

« Granular permissions are possible using ABAC. When you create policies, it's a best practice to
grant least privilege. Using traditional RBAC, you must write a policy that allows access to only

specific resources. However, when you use ABAC, you can allow actions on all resources, but only
if the resource tag matches the principal's tag.

« Use employee attributes from your corporate directory with ABAC. You can configure your
SAML-based or web identity provider to pass session tags to AWS. When your employees
federate into AWS, their attributes are applied to their resulting principal in AWS. You can then
use ABAC to allow or deny permissions based on those attributes.

For a detailed tutorial that demonstrates how to use ABAC in AWS, see IAM tutorial: Define
permissions to access AWS resources based on tags.
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Security features outside IAM

You use IAM to control access to tasks that are performed using the AWS Management Console,
the AWS Command Line Tools, or service APl operations using the AWS SDKs. Some AWS products
have other ways to secure their resources as well. The following list provides some examples,
though it is not exhaustive.

Amazon EC2

In Amazon Elastic Compute Cloud you log into an instance with a key pair (for Linux instances)
or using a user name and password (for Microsoft Windows instances).

For more information, see the following documentation:

» Getting Started with Amazon EC2 Linux Instances in the Amazon EC2 User Guide for Linux

Instances

» Getting Started with Amazon EC2 Windows Instances in the Amazon EC2 User Guide for
Windows Instances

Amazon RDS

In Amazon Relational Database Service you log into the database engine with a user name and
password that are tied to that database.

For more information, see Getting Started with Amazon RDS in the Amazon RDS User Guide.

Amazon EC2 and Amazon RDS

In Amazon EC2 and Amazon RDS you use security groups to control traffic to an instance or
database.

For more information, see the following documentation:

« Amazon EC2 Security Groups for Linux Instances in the Amazon EC2 User Guide for Linux
Instances

« Amazon EC2 Security Groups for Windows Instances in the Amazon EC2 User Guide for
Windows Instances

« Amazon RDS Security Groups in the Amazon RDS User Guide

WorkSpaces

In Amazon WorkSpaces, users sign in to a desktop with a user name and password.
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For more information, see Getting Started with WorkSpaces in the Amazon WorkSpaces
Administration Guide.

Amazon WorkDocs

In Amazon WorkDocs, users get access to shared documents by signing in with a user name and
password.

For more information, see Getting Started with Amazon WorkDocs in the Amazon WorkDocs
Administration Guide.

These access control methods are not part of IAM. IAM lets you control how these AWS products
are administered—creating or terminating an Amazon EC2 instance, setting up new WorkSpaces
desktops, and so on. That is, IAM helps you control the tasks that are performed by making
requests to Amazon Web Services, and it helps you control access to the AWS Management
Console. However, IAM does not help you manage security for tasks like signing in to an operating
system (Amazon EC2), database (Amazon RDS), desktop (Amazon WorkSpaces), or collaboration
site (Amazon WorkDocs).

When you work with a specific AWS product, be sure to read the documentation to learn the
security options for all the resources that belong to that product.

Quick links to common tasks

Use the following links to get help with common tasks associated with IAM.

Sign in for different user types

Sign in to the IAM console by choosing IAM user and entering your AWS account ID or account
alias. On the next page, enter your IAM user name and your password.

To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the 1AM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Sign in to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.
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See What is AWS Sign-In in the AWS Sign-In User Guide for help determining your user type and
sign-in page.

Manage passwords for users

You need a password in order to access the AWS Management Console, including access to
billing information.

For your AWS account root user, see Change the password for the AWS account root user in the
AWS Account Management Reference Guide

For an IAM user, see Managing passwords for IAM users.

Manage permissions for users

You use policies to grant permissions to the IAM users in your AWS account. IAM users have no
permissions when they are created, so you must add permissions to allow them to use AWS
resources.

To provide access, add permissions to your users, groups, or roles:

« Users and groups in AWS IAM Identity Center:

Create a permission set. Follow the instructions in Create a permission set in the AWS IAM
Identity Center User Guide.

« Users managed in IAM through an identity provider:

Create a role for identity federation. Follow the instructions in Creating a role for a third-
party identity provider (federation) in the IAM User Guide.

¢ |AM users:

« Create a role that your user can assume. Follow the instructions in Creating a role for an
IAM user in the IAM User Guide.

« (Not recommended) Attach a policy directly to a user or add a user to a user group. Follow
the instructions in Adding permissions to a user (console) in the IAM User Guide.

For more information, see Managing IAM policies.

List the users in your AWS account and get information about their credentials

See Getting credential reports for your AWS account.

Add multi-factor authentication (MFA)

To add a virtual MFA device, see one of the following:
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« Enable a virtual MFA device for your AWS account root user (console)

« Enable a virtual MFA device for an IAM user (console)

To add a FIDO security key, see one of the following:

» Enable a FIDO security key for the AWS account root user (console)

« Enable a FIDO security key for another IAM user (console)

To add a hardware MFA device, see one of the following:

o Enable a hardware TOTP token for the AWS account root user (console).

o Enable a hardware TOTP token for another IAM user (console)

Get an access key

You can use an access key to make AWS requests using the AWS SDKs, the AWS Command Line
Tools, or the APl operations.

/A Important

As a best practice, use temporary security credentials (such as IAM roles) instead of
creating long-term credentials like access keys. Before creating access keys, review the
alternatives to long-term access keys.

For guidance to help you protect your access keys, see Securing access keys.

To learn about managing access keys for an IAM user, see Managing access keys for IAM users.

For more information about the security credentials available for your AWS account, see AWS
security credentials.

Tag IAM resources

You can tag the following IAM resources:
» |AM users

» IAMroles

« Customer managed policies

« ldentity providers

« Server certificates

« Virtual MFA devices
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To learn about tags in 1AM, see Tagging IAM resources.

To learn about using tags to control access to AWS resources, see Controlling access to AWS

resources using tags.

View the actions, resources, and condition keys for all services

This set of reference documentation can help you write detailed IAM policies. Each AWS service

defines the actions, resources, and condition context keys that you use in IAM policies. To learn
more, see Actions, Resources, and Condition Keys for AWS Services.

Get started with all of AWS

This set of documentation deals primarily with the IAM service. To learn about getting started
with AWS and using multiple services to solve a problem such as building and launching your
first project, see the Getting Started Resource Center.

IAM console search

Use the IAM console search page as a faster option for finding IAM resources. You can use the
console search to locate access keys related to your account, IAM entities (such as users, groups,
roles, identity providers), policies by name, and more.

The IAM console search feature can locate any of the following:

« |IAM entity names that match your search keywords (for users, groups, roles, identity providers,
and policies)

» Tasks that match your search keywords

The IAM console search feature does not return information about IAM Access Analyzer.

Every line in the search result is an active link. For example, you can choose the user name in the
search result, which takes you to that user's detail page. Or you can choose an action link, for
example Create user, to go to the Create User page.

(® Note

Access key search requires you to type the full access key ID in the search box. The search
result shows the user associated with that key. From there you can navigate directly to that
user's page, where you can manage the access key.

IAM console search
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Using IAM console search

Use the Search page in the IAM console to find items related to that account.
To search for items in the IAM console

1. Follow the sign-in procedure appropriate to your user type as described in the topic How to
sign in to AWS in the AWS Sign-In User Guide.

On the Console Home page, select the IAM service.
In the navigation pane, choose Search.

In the Search box, type your search keywords.

ok W

Choose a link in the search results list to navigate to the corresponding part of the console.

Icons in the 1AM console search results

The following icons identify the types of items that are found by a search:

Icon Description

IAM users

IAM groups

. IAM roles

IAM policies
Tasks such as "create user" or "attach policy"

u Results from the keyword delete
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Sample search phrases

You can use the following phrases in the IAM search. Replace terms in italics with the names of the
actual IAM users, groups, roles, access keys, policies, or identity providers that you want to locate.
e user_name or group_name or role_name or policy_name or identity_provider_name
e access_key

 add user user_name to groups or add users to group group_name

« remove user user_name from groups

« delete user_name or delete group_name or delete role_name, or delete
policy_name, or delete identity_provider_name

« manage access keys user_name

« manage signing certificates user_name
e users

« manage MFA for user_name

« manage password for user_name

« create role

e password policy

« edit trust policy for role role_name
« show policy document for role role_name
« attach policy to role_name

- create managed policy

 create user

 create group

o attach policy to group_name

o attach entities to policy_name

« detach entities from policy_name
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Creating AWS Identity and Access Management resources with
AWS CloudFormation

AWS Identity and Access Management is integrated with AWS CloudFormation, a service that
helps you to model and set up your AWS resources so that you can spend less time creating and
managing your resources and infrastructure. You create a template that describes all the AWS
resources that you want (such as access keys, groups, group policies, instance profiles, managed
policies, OIDC providers, inline policies, roles, role policies, SAML providers, server certificates,
service-linked roles, users (and adding users to groups), user policies, and virtual MFA devices), and
AWS CloudFormation provisions and configures those resources for you.

When you use AWS CloudFormation, you can reuse your template to set up your IAM resources
consistently and repeatedly. Describe your resources once, and then provision the same resources
over and over in multiple AWS accounts and Regions.

IAM and AWS CloudFormation templates

To provision and configure resources for IAM and related services, you must understand AWS
CloudFormation templates. Templates are formatted text files in JSON or YAML. These templates

describe the resources that you want to provision in your AWS CloudFormation stacks. If you're
unfamiliar with JSON or YAML, you can use AWS CloudFormation Designer to help you get started
with AWS CloudFormation templates. For more information, see What is AWS CloudFormation

Designer? in the AWS CloudFormation User Guide.

IAM supports creating access keys, groups, group policies, instance profiles, managed policies,
OIDC providers, inline policies, roles, role policies, SAML providers, server certificates, service-
linked roles, users (and adding users to groups), user policies, and virtual MFA devices in AWS
CloudFormation. For more information, including examples of JSON and YAML templates for
IAM resources, see the AWS Identity and Access Management resource type reference in the AWS
CloudFormation User Guide.

You can also create templates that create related resources, such as roles and managed policies.

Learn more about AWS CloudFormation

To learn more about AWS CloudFormation, see the following resources:

+ AWS CloudFormation
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« AWS CloudFormation User Guide

« AWS CloudFormation API Reference

+« AWS CloudFormation Command Line Interface User Guide

Using AWS CloudShell to work with AWS Identity and Access
Management

AWS CloudShell is a browser-based, pre-authenticated shell that you can launch directly from the
AWS Management Console. You can run AWS CLI commands against AWS services (including AWS
Identity and Access Management) using your preferred shell (Bash, PowerShell or Z shell). And you
can do this without needing to download or install command line tools.

You launch AWS CloudShell from the AWS Management Console, and the AWS credentials
you used to sign in to the console are automatically available in a new shell session. This pre-

authentication of AWS CloudShell users allows you to skip configuring credentials when interacting
with AWS services such as IAM using AWS CLI version 2 (pre-installed on the shell's compute
environment).

Obtaining IAM permissions for AWS CloudShell

Using the access management resources provided by AWS Identity and Access Management,
administrators can grant permissions to 1AM users so they can access AWS CloudShell and use the
environment's features.

The quickest way for an administrator to grant access to users is through an AWS managed policy.
An AWS managed policy is a standalone policy that's created and administered by AWS. The
following AWS managed policy for CloudShell can be attached to IAM identities:

o AWSCloudShellFullAccess: Grants permission to use AWS CloudShell with full access to all
features.

If you want to limit the scope of actions that an IAM user can perform with AWS CloudShell, you
can create a custom policy that uses the AWSCloudShellFullAccess managed policy as a
template. For more information about limiting the actions that are available to users in CloudShell,
see Managing AWS CloudShell access and usage with IAM policies in the AWS CloudShell User
Guide.
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Interacting with IAM using AWS CloudShell

After you launch AWS CloudShell from the AWS Management Console, you can immediately start
to interact with 1AM using the command line interface.

(® Note

When using AWS CLI in AWS CloudShell, you don't need to download or install any
additional resources. Moreover, because you're already authenticated within the shell, you
don't need to configure credentials before making calls.

Create an IAM group and add an IAM user to the group using AWS CloudShell

The following example uses CloudShell to create an IAM group, add an IAM user to the group, and
then verify that the command succeeded.

1.

From the AWS Management Console, you can launch CloudShell by choosing the following
options available on the navigation bar:

» Choose the CloudShell icon.
 Start typing "cloudshell" in Search box and then choose the CloudShell option.

To create an IAM group, enter the following command in the CloudShell command line. In this
example we named the group east_coast:

aws iam create-group --group-name east_coast

If the call is successful, the command line displays a response from the service similar to the
following output:

"Group": {
"Path": "/",
"GroupName": "east_coast",
"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T721:02:21+00:00"

}

Interacting with IAM using AWS CloudShell 36



AWS Identity and Access Management User Guide

}

3. To add a user to the group that you created, use the following command, specifying the group
name and username. In this example we named the group east_coast and the user johndoe:

aws iam add-user-to-group --group-name east_coast --user-name johndoe

4. To verify that the user is in the group, use the following command, specifying the group name.
In this example we continue using the group east_coast :

aws iam get-group --group-name east_coast

If the call is successful, the command line displays a response from the service similar to the
following output:

{
"Users": [
{
"Path": "/",
"UserName": "johndoe",
"UserId": "AIDAYBDBW4IBXGEXAMPLE",
"Arn": "arn:aws:iam::552108220995:user/johndoe",
"CreateDate": "2023-09-11T20:43:14+00:00",
"PasswordLastUsed": "2023-09-11T20:59:14+00:00"
}
1,
"Group": {
"Path": "/",
"GroupName": "east_coast",
"GroupId": "AGPAYBDBW4IBY3EXAMPLE",
"Arn": "arn:aws:iam::111122223333:group/east_coast",
"CreateDate": "2023-09-11T721:02:21+00:00"
}
}
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Using IAM with an AWS SDK

AWS software development kits (SDKs) are available for many popular programming languages.

Each SDK provides an API, code examples, and documentation that make it easier for developers to

build applications in their preferred language.

SDK documentation

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

Code examples

AWS SDK for C++ code examples

AWS SDK for Go code examples

AWS SDK for Java code examples

AWS SDK for JavaScript code examples

AWS SDK for Kotlin code examples

AWS SDK for .NET code examples

AWS SDK for PHP code examples

AWS SDK for Python (Boto3) code examples

AWS SDK for Ruby code examples

AWS SDK for Rust code examples

AWS SDK for SAP ABAP code examples

AWS SDK for Swift code examples

For examples specific to IAM, see Code examples for IAM using AWS SDKs.

(@ Example availability

Can't find what you need? Request a code example by using the Provide feedback link at

the bottom of this page.

Working with AWS SDKs
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Getting set up with IAM

/A Important

IAM best practices recommend that you require human users to use federation with an
identity provider to access AWS using temporary credentials instead of using IAM users
with long-term credentials.

AWS ldentity and Access Management (IAM) helps you securely control access to Amazon Web
Services (AWS) and your account resources. IAM can also keep your sign-in credentials private. You
don't specifically sign up to use IAM. There is no charge to use IAM.

Use IAM to give identities, such as users and roles, access to resources in your account. For example,
you can use IAM with existing users in your corporate directory that you manage external to AWS
or you can create users in AWS using AWS IAM Identity Center. Federated identities assume defined
IAM roles to access the resources they need. For more information about IAM Identity Center, see
What is IAM Identity Center? in the AWS IAM Identity Center User Guide.

® Note

IAM is integrated with several AWS products. For a list of services that support IAM, see
AWS services that work with IAM.

Topics

Sign up for an AWS account

Create an administrative user

Prepare for least-privilege permissions

IAM management methods

Your AWS account ID and its alias

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
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To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.
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For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InlAM lIdentity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

e Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Prepare for least-privilege permissions

Using least-privilege permissions is an IAM best practice recommendation. The concept of
least-privilege permissions is to grant users the permissions required to perform a task and no
additional permissions. As you get set up, consider how you are going to support least-privilege
permissions. Both the root user and the administrator user have powerful permissions that aren't
required for everyday tasks. While you are learning about AWS and testing out different services
we recommend that you create at least one additional user in IAM Identity Center with lesser
permissions that you can use in different scenarios. You can use IAM policies to define the actions
that can be taken on specific resources under specific conditions and then connect to those
resources with your lesser privileged account.

If you are using IAM Identity Center, consider using IAM Identity Center permissions sets to get
started. To learn more, see Create a permission set in the IAM Identity Center User Guide.

If you aren't using IAM Identity Center, use IAM roles to define the permissions for different IAM
entities. To learn more, see Creating IAM roles.

Both IAM roles and IAM Identity Center permissions sets can use AWS managed policies based on
job functions. For details on the permissions granted by these policies, see AWS managed policies

for job functions.
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/A Important

Keep in mind that AWS managed policies might not grant least-privilege permissions for
your specific use cases because they're available for use by all AWS customers. After getting
set up, we recommend that you use IAM Access Analyzer to generate least-privilege policies
based on your access activity that's logged in AWS CloudTrail. For more information about
policy generation, see IAM Access Analyzer policy generation.

IAM management methods

You can manage IAM using either the AWS console, the AWS command-line interface, or through
the application interfaces (APIs) in the associated SDKs. As you are getting set up, consider which
methods you want to support and how you plan to support different users.

Topics

« AWS Console

o AWS Command Line Interface (CLI) and Software Development Kits (SDKs)

AWS Console

The AWS Management Console is a web application that comprises and refers to a broad collection
of service consoles for managing AWS resources. When you first sign in, you see the console home
page. The home page provides access to each service console and offers a single place to access the
information for performing your AWS related tasks. Which services and applications are available
to you after signing in to the console depend on which AWS resources you have permission to
access. You can be granted permissions to resources either through assuming a role, being a
member of a group that has been granted permissions, or being explicitly granted permission. For
a stand-alone AWS account, the root user or IAM administrator configures access to resources. For
AWS Organizations, the management account or delegated administrator configures access to
resources.

If you plan to have people using the AWS Management Console to manage AWS resources, we
recommend configuring users with temporary credentials as a security best practice. IAM users that
have assumed a role, federated users, and users in IAM Identity Center have temporary credentials,
while the IAM user and root user have long-term credentials. Root user credentials provide full
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access to the AWS account, while other users have credentials that provide access to the resources
granted them by IAM policies.

The sign-in experience is different for the different types of AWS Management Console users.

« IAM users and the root user sign-in from the main AWS sign-in URL (https://
signin.aws.amazon.com). Once they sign in they have access to the resources in the account to
which they have been granted permission.

To sign in as the root user you must have the root user email address and password.

To sign in as an IAM user you must have the AWS account number or alias, the IAM user name,
and the IAM user password.

We recommend that you restrict IAM users in your account to specific situations that require
long-term credentials, such as for emergency access, and that you use the root user only for
tasks that require root user credentials.

For convenience, the AWS sign-in page uses a browser cookie to remember the IAM user name
and account information. The next time the user goes to any page in the AWS Management
Console, the console uses the cookie to redirect the user to the account sign-in page.

Sign out of the console when you finish your session to prevent reuse of your previous sign in.

« IAM Identity Center users sign in using a specific AWS access portal that's unique to their
organization. Once they sign in they can choose which account or application to access. If
they choose to access an account, they choose which permission set they want to use for the
management session.

» Federated users managed in an external identity provider linked to an AWS account sign-in using
a custom enterprise access portal. The AWS resources available to federated users are dependent
upon the policies selected by their organization.

® Note

To provide an additional level of security, root user, IAM users, and users in IAM Identity
Center can have multi-factor authentication (MFA) verified by AWS before granting access
to AWS resources. When MFA is enabled, you must also have access to the MFA device to
sign in.
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To learn more about how different users sign-in to the management console, see Sign in to the
AWS Management Console in the AWS Sign-In User Guide.

AWS Command Line Interface (CLI) and Software Development Kits
(SDKs)

IAM Identity Center and IAM users use different methods to authenticate their credentials when
they authenticate through the CLI or the application interfaces (APIs) in the associated SDKs.

Credentials and configuration settings are located in multiple places, such as the system or user
environment variables, local AWS configuration files, or explicitly declared on the command line as
a parameter. Certain locations take precedence over others.

Both 1AM Identity Center and IAM provide access keys that can be used with the CLI or SDK. IAM
Identity Center access keys are temporary credentials that can be automatically refreshed and are
recommended over the long-term access keys associated with IAM users.

To manage your AWS account using the CLI or SDK you can use AWS CloudShell from your browser.
If you use CloudShell to run CLI or SDK commands you must first sign-in to the console. The
permissions for accessing AWS resources are based on the credentials you used to sign-in to the
console. Depending on your experience, you may find the CLI to be a more efficient method of
managing your AWS account.

For application development, you can download the CLI or SDK to your computer and sign-in
from the command prompt or a Docker window. In this scenario, you configure authentication and
access credentials as part of the CLI script or SDK application. You can configure programmatic
access to resources in different ways, depending on the environment and the access available to
you.

« Recommended options for authenticating local code with AWS service are IAM Identity Center
and IAM Roles Anywhere

« Recommended options for authenticating code running within an AWS environment are to use
IAM roles or use IAM Identity Center credentials.

If you are using IAM Identity Center you can get short-term credentials from the start page of
the AWS access portal where you choose your permission set. These credentials have a defined
duration and don't automatically refresh. If you want to use these credentials, after signing
in to the AWS portal, choose the AWS account and then choose the permissions set. Select
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Command line or programmatic access to view the options you can use to access AWS resources
programmatically or from the CLI. For more information about these methods, see Getting and
refreshing temporary credentials in the IAM Identity Center User Guide. These credentials are often
used during application development to quickly test code.

We recommend using IAM Identity Center credentials that automatically refresh when automating
access to your AWS resources. If you have configured users and permission sets in IAM Identity
Center you use the aws configure sso command to use a command-line wizard that will help
you identify the credentials available to you and store them in a profile. For more information
about configuring your profile, see Configure your profile with the aws configure sso wizardin

the AWS Command Line Interface User Guide for Version 2.

(® Note

Many sample applications use long-term access keys associated with IAM users or root
user. You should only use long-term credentials within a sandbox environment as part of a
learning exercise. Review the alternatives to long-term access keys and plan to transition
your code to use alternative credentials, such as IAM Identity Center credentials or IAM
roles, as soon as possible. After transitioning your code, delete the access keys.

To learn more about configuring the CLI, see Install or update the latest version of the AWS
CLI in the AWS Command Line Interface User Guide for Version 2 and Authentication and access
credentials in the AWS Command Line Interface User Guide

To learn more about configuring the SDK, see IAM Identity Center authentication in the AWS SDKs
and Tools Reference Guide and IAM Roles Anywhere in the AWS SDKs and Tools Reference Guide.

Your AWS account ID and its alias

IAM users in the account sign in using a web URL that includes either the account alias or an
account ID. If you don't have the URL, the AWS sign-in page requires that you provide either the
AWS account alias or account ID.

If you don't know your account ID or alias:

» Check your browser history. If you have signed in previously, it could be stored in your recent web
sites.
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« If you have configured the AWS CLI or an AWS SDK with your account credentials, you can obtain
your account ID from your configuration files.

» Ask your local administrator or account owner, AWS cannot provide account IDs to users.

® Tip
To create a bookmark for your account sign-in page in your web browser, you should
manually type the sign-in URL in the bookmark entry. Don't use your web browser's
"bookmark this page" feature because that captures information specific to your current
browser session that interfere with future visits to the sign-in page.

Topics

» View your AWS account ID

« About account aliases

» Creating, deleting, and listing an AWS account alias

View your AWS account ID
You can view the account ID for your AWS account using the following methods.
View Your Account ID using the console

There are different ways to view your account ID in the console depending on your user type. If you
have assumed a role, Security credentials is not available.

User type Procedure

Root user In the navigation bar at the upper right,
choose your user name and then choose
Security credentials. The account number
appears under Account identifiers.

IAM user In the navigation bar at the upper right,
choose your user name and then choose
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User type Procedure
Security credentials. The account number

appears under Account details.

Assumed role In the navigation bar at the upper right,
choose Support, and then Support Center.
Your currently signed-in 12-digit account
number (ID) appears in the Support Center
navigation pane.

View Your Account ID using the AWS CLI

Use the following command to view your user ID, account ID, and your user ARN:

» aws sts get-caller-identity

View Your Account ID using the API
Use the following API to view your user ID, account ID, and your user ARN:

o GetCallerldentity

About account aliases

If you want the URL for your sign-in page to contain your company name (or other friendly
identifier) instead of your AWS account ID, you can create an account alias. This section provides
information about AWS account aliases and lists the APl operations that you use to create an alias.

Your sign-in page URL has the following format, by default.

https://Your_Account_ID.signin.aws.amazon.com/console/

If you create an AWS account alias for your AWS account ID, your sign-in page URL looks like the
following example.

https://Your_Account_Alias.signin.aws.amazon.com/console/
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Considerations

» Your AWS account can have only one alias. If you create a new alias for your AWS account, the
new alias overwrites the previous alias, and the URL containing the previous alias stops working.

« The account alias must contain only digits, lowercase letters, and hyphens. For more information
on limitations on AWS account entities, see IAM and AWS STS quotas.

« The account alias must be unique across all Amazon Web Services products within a given
network partition.

A partition is a group of AWS Regions. Each AWS account is scoped to one partition.

The following are the supported partitions:
« aws - AWS Regions
« aws-cn - China Regions

e aws-us-gov - AWS GovCloud (US) Regions

Creating, deleting, and listing an AWS account alias
You can use the AWS Management Console, the IAM API, or the command line interface to create

or delete your AWS account alias.

® Note

Account aliases are not secrets, and they will appear in your public-facing sign-in page URL.
Do not include any sensitive information in your account alias.

The original URL containing your AWS account ID remains active and can be used after you
create your AWS account alias.

Create or edit an account alias (console)

You can create, edit, and delete an account alias from the AWS Management Console.

@ Minimum permissions

To perform the following steps, you must have at least the following IAM permissions:

e jam:ListAccountAliases
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e iam:CreateAccountAlias

To create or edit an account alias (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Dashboard.

3. Inthe AWS Account section, next to Account Alias, choose Create. If an alias already exists,
then choose Edit.

4. Inthe dialog box, enter the name you want to use for your alias, then choose Save changes.

(® Note

You can have only one alias associated with your AWS account at a time. If you create a
new alias, the previous alias is removed, and the sign-in URL that was associated with the
previous alias stops working.

Delete an account alias (console)

You can delete an account alias from the AWS Management Console.

(® Minimum permissions

To perform the following steps, you must have at least the following IAM permissions:

e jam:ListAccountAliases
e iam:CreateAccountAlias

e iam:DeleteAccountAlias

To delete an account alias (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Dashboard.
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3. In the AWS Account section, next to Account Alias, choose Delete.

® Note

The only sign-in uRL for your account is based off your account ID. Any attempts to connect

to the alias URL are not redirected.

Creating, deleting, and listing aliases (AWS CLI)

® Note

To use the following commands, you must have at least the following IAM permissions:

e jam:ListAccountAliases
e iam:CreateAccountAlias

e jam:DeleteAccountAlias

To create an alias for your AWS Management Console sign-in page URL, run the following
command:

e aws iam create-account-alias

To delete an AWS account ID alias, run the following command:

e aws iam delete-account-alias

To display your AWS account ID alias, run the following command:

e aws iam list-account-aliases

Example Alias commands

To display your AWS account ID alias, run the following command.

$ aws iam list-account-aliases
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{

"AccountAliases": [
"myaccountalias"”

To create an alias for your AWS Management Console sign-in, run the following command:

$ aws iam create-account-alias \
--account-alias myaliasname

This command produces no output if it's successful.

To delete an AWS account ID alias, run the following command.

$ aws iam delete-account-alias \
--account-alias myaliasname

This command produces no output if it's successful.

Creating, deleting, and listing aliases (AWS API)

® Note

To use the following APl operations, you must have at least the following IAM permissions:

e jam:ListAccountAliases
e iam:CreateAccountAlias

e jam:DeleteAccountAlias

To create an alias for your AWS Management Console sign-in page URL, call the following
operation:

e CreateAccountAlias

To delete an AWS account ID alias, call the following operation:

e DeleteAccountAlias
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To display your AWS account ID alias, call the following operation:

e ListAccountAliases

Creating, deleting, and listing an AWS account alias 52


https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccountAliases.html

AWS Identity and Access Management User Guide

Getting started with IAM

Use this tutorial to get started with AWS Identity and Access Management (IAM). You'll learn how
to create roles, users, and policies using the AWS Management Console.

AWS Identity and Access Management is a feature of your AWS account offered at no additional
charge. You will be charged only for use of other AWS products by your IAM users. For information
about the pricing of other AWS products, see the Amazon Web Services pricing page.

® Note

This set of documentation deals primarily with the IAM service. To learn about getting
started with AWS and using multiple services to solve a problem such as building and
launching your first project, see the Getting Started Resource Center.

Contents

« Prerequisites

Create your first IAM user

Create your first role

Create your first IAM policy

Programmatic access

Prerequisites

Before you begin, be sure that you've completed the steps in Getting set up with IAM. This tutorial

uses the administrator account you created in that procedure.

Create your first IAM user

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Users can be organized into groups that share the same permissions.

Prerequisites 53


https://aws.amazon.com/pricing/
https://aws.amazon.com/getting-started/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html

AWS Identity and Access Management User Guide

® Note

As a security best practice, we recommend that you provide access to your resources
through identity federation instead of creating IAM users. For information about specific
situations where an IAM user is required, see When to create an IAM user (instead of a role).

For the purpose of familiarizing yourself with the process of creating a IAM user, this tutorial steps

you through creating an IAM user and group for emergency access.

To create your first IAM user

1.

Follow the sign-in procedure appropriate to your user type as described in the topic How to
sign in to AWS in the AWS Sign-In User Guide.

On the Console Home page, select the IAM service.

In the navigation pane, select Users and then select Add users.

(® Note

If you have IAM Identity Center enabled, the AWS Management Console displays a
reminder that it is best to manage users' access in IAM Identity Center. In this tutorial,
the IAM user you create is specifically for use only when your user in IAM Identity
Center credentials are unavailable.

For User name, enter EmergencyAccess. Names cannot contain spaces.

Select the check box next to Provide user access to the AWS Management Console- optional
and then choose | want to create an IAM user.

Under Console password, select Autogenerated password.

Clear the check box next to User must create a new password at next sign-in
(recommended). Because this IAM user is for emergency access, a trusted administrator retains
the password and only provides it when needed.

On the Set permissions page, under Permissions options, select Add user to group. Then,
under User groups, select Create group.

On the Create user group page, in User group name, enter EmexgencyAccessGroup. Then,
under Permissions policies, select AdministratorAccess.

10. Select Create user group to return to the Set permissions page.
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11. Under User groups, select the name of the EmergencyAccessGroup you created previously.
12. Select Next to proceed to the Review and create page.

13. On the Review and create page, review the list of user group memberships to be added to the
new user. When you are ready to proceed, select Create user.

14. On the Retrieve password page, select Download .csv file to save a .csv file with the user
credential information (Connection URL, user name, and password).

15. Save this file to use if you need to sign-in to IAM and do not have access to your federated
identity provider.

The new IAM user is displayed in the Users list. Select the User name link to view the user details.
Under Summary, copy the ARN of the user to the clipboard. Paste the ARN into a text document,
so that you can use it in the next procedure.

Create your first role

IAM roles are a secure way to grant permissions to entities you trust. An IAM role has some
similarities to an IAM user. Roles and users are both principals with permissions policies that
determine what the identity can and cannot do in AWS. However, instead of being uniquely
associated with one person, a role is intended to be assumable by anyone who needs it. Also, a role
does not have standard long-term credentials such as a password or access keys associated with it.
Instead, when you assume a role, it provides you with temporary security credentials for your role
session. Using roles helps you follow the IAM best practices. You can use a role to:

Enable workforce identities and Identity Center enabled applications access to the AWS
Management Console using AWS IAM ldentity Center.

Delegate permission to an AWS service to carry out actions on your behalf.

Enable application code running on an Amazon EC2 instance to access or modify AWS resources.

Grant access to another AWS account.

(® Note

You can use AWS Identity and Access Management Roles Anywhere to give access to
machine identities. Using IAM Roles Anywhere means you don't need to manage long-
term credentials for workloads running outside of AWS. For more information, see What
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is AWS ldentity and Access Management Roles Anywhere? in the AWS Identity and Access
Management Roles Anywhere User Guide.

IAM Identity Center and other AWS services automatically create roles for their services. If you are
using IAM users, we recommend that you create roles for your users to assume when they sign-in.
This will give them temporary permissions during the session instead of long-term permissions.

The AWS Management Console wizard that guides you through the steps for creating a role
displays slightly different steps depending on whether you're creating a role for an IAM user, AWS
service, or for a federated user. Regular access to AWS accounts within an organization should

be provided using federated access. If you are creating IAM users for specific purposes, such as
emergency access or programmatic access, only grant those IAM users permission to assume a role
and put those IAM users into role specific groups.

In this procedure, you create a role that provides SupportUser access for the EmergencyAccess IAM
user. Before starting this procedure, copy the ARN of the IAM user to the clipboard.

To create a role for an IAM user

1. Follow the sign-in procedure appropriate to your user type as described in the topic How to
sign in to AWS in the AWS Sign-In User Guide.

On the Console Home page, select the IAM service.
In the navigation pane of the IAM console, choose Roles and then choose Create role.
Choose AWS account role type.

In Select trusted entity, under Trusted entity type, choose Custom trust policy.

o U kA WD

In the Custom trust policy section, review the basic trust policy. This is the one we will use for
this role. Use the Edit statement editor to update the trust policy:

1. In Add actions for STS, select Assume Role.

2. Next to Add a principal, select, Add. The Add principal window opens.
Under Principal type, select IAM Users.
Under ARN, paste the IAM user ARN you copied to the clipboard.

Select Add principal.
3. Verify that the Principal line in the trust policy now contains the ARN you specified:
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10.

11.

"Principal": { "AWS": "arn:aws:iam::123456789012:user/username" }

Resolve any security warnings, errors, or general warnings generated during policy validation,
and then choose Next.

In Add permissions, select the check box next to the permissions policy to apply. For this
tutorial we are going to select the SupportUser trust policy. You can then use this role to
troubleshoot and resolve issues with the AWS account and open support cases with AWS. We
are not going to set a permissions boundary at this time.

Choose Next.

In Name, review, and create complete these settings:

« For Role name, enter a name that identifies this role, such as SupportUserRole.

» For Description, explain the intended use of the role.

Because other AWS resources might reference the role, you cannot edit the name of the role
after it has been created.

Select Create role.

After the role is created, share the role information with the people who require the role. You
can share the role information by:

» Role link: Send users a link that takes them to the Switch Role page with all the details
already filled in.

« Account ID or alias: Provide each user with the role name along with the account ID number
or account alias. The user then goes to the Switch Role page and adds the details manually.

« Saving the role link information along with the EmergencyAccess user credentials.

For details, see Providing information to the user.

Create your first IAM policy

IAM policies are attached to IAM identities (users, groups of users, or roles) or AWS resources.
A policy is an object in AWS that, when associated with an identity or resource, defines their

permissions.
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To create your first IAM policy

1. Follow the sign-in procedure appropriate to your user type as described in the topic How to
sign in to AWS in the AWS Sign-In User Guide.

2. On the Console Home page, select the IAM service.

3. In the navigation pane, choose Policies.

If this is your first time choosing Policies, the Welcome to Managed Policies page appears.
Choose Get Started.

4. Choose Create policy.
5. On the Create policy page, choose Actions and then choose Import policy.

6. Inthe Import policy window, in the Find policies box, type power to reduce the list of
policies. Select the PowerUserAccess policy.

7. Select Import policy. The policy displays in the JSON tab.
8. Choose Next.

9. On the Review and create page, for Policy name, type PowerUserExamplePolicy. For
Description, type Allows full access to all services except those for user
management. Then choose Create policy to save the policy.

You can attach this policy to a role to provide users who assume that role the permissions
associated with this policy. The PowerUserAccess policy is commonly used to provide access to
developers.

Programmatic access

Users need programmatic access if they want to interact with AWS outside of the AWS
Management Console. The way to grant programmatic access depends on the type of user that's
accessing AWS:

« If you manage identities in IAM Identity Center, the AWS APIs require a profile, and the AWS
Command Line Interface requires a profile or an environment variable.

« If you have IAM users, the AWS APIs and the AWS Command Line Interface require access keys.
Whenever possible, create temporary credentials that consist of an access key ID, a secret access
key, and a security token that indicates when the credentials expire.
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To grant users programmatic access, choose one of the following options.

Which user needs To By
programmatic access?

Workforce identity Use short-term credentials to  Following the instructions for
sign programmatic requests the interface that you want to
(Users managed in IAM to the AWS CLI or AWS APIs use:
Identity Center) (directly or by using the AWS
SDK). o For the AWS CLlI, follow
the instructions in Getting
IAM role credentials for
CLI access in the AWS IAM
Identity Center User Guide.

o For the AWS APIs, follow
the instructions in SSO
credentials in the AWS SDKs
and Tools Reference Guide.

IAM Use short-term credentials to  Following the instructions in
sign programmatic requests Using temporary credentials

to the AWS CLI or AWS APIs with AWS resources.
(directly or by using the AWS

SDKs).
IAM Use long-term credentials to Following the instructions in
sign programmatic requests Managing access keys for IAM

to the AWS CLI or AWS APIs users.
(directly or by using the AWS
SDKs).

(Not recommended)
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Security best practices and use cases in AWS Identity and
Access Management

AWS ldentity and Access Management (IAM) provides a number of security features to consider as
you develop and implement your own security policies. The following best practices are general
guidelines and don't represent a complete security solution. Because these best practices might not
be appropriate or sufficient for your environment, treat them as helpful considerations rather than
prescriptions.

To get the greatest benefits from 1AM, take time to learn the recommended best practices. One
way to do this is to see how IAM is used in real-world scenarios to work with other AWS services.

Topics

» Security best practices in IAM

» Root user best practices for your AWS account

« Business use cases for IAM

Security best practices in IAM

¥ Follow us on Twitter

The AWS Identity and Access Management best practices were updated on July 14, 2022.

To help secure your AWS resources, follow these best practices for AWS Identity and Access
Management (IAM).

Topics

« Require human users to use federation with an identity provider to access AWS using temporary

credentials

« Require workloads to use temporary credentials with IAM roles to access AWS

« Require multi-factor authentication (MFA)

» Update access keys when needed for use cases that require long-term credentials

» Follow best practices to protect your root user credentials

» Apply least-privilege permissions
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o Get started with AWS managed policies and move toward least-privilege permissions

» Use IAM Access Analyzer to generate least-privilege policies based on access activity

« Regularly review and remove unused users, roles, permissions, policies, and credentials

» Use conditions in IAM policies to further restrict access

« Verify public and cross-account access to resources with IAM Access Analyzer

» Use IAM Access Analyzer to validate your IAM policies to ensure secure and functional

permissions
» Establish permissions guardrails across multiple accounts

« Use permissions boundaries to delegate permissions management within an account

Require human users to use federation with an identity provider to
access AWS using temporary credentials

Human users, also known as human identities, are the people, administrators, developers,
operators, and consumers of your applications. They must have an identity to access your AWS
environments and applications. Human users that are members of your organization are also
known as workforce identities. Human users can also be external users with whom you collaborate,
and who interact with your AWS resources. They can do this via a web browser, client application,
mobile app, or interactive command-line tools.

Require your human users to use temporary credentials when accessing AWS. You can use an
identity provider for your human users to provide federated access to AWS accounts by assuming
roles, which provide temporary credentials. For centralized access management, we recommend
that you use AWS IAM Identity Center (IAM Identity Center) to manage access to your accounts and

permissions within those accounts. You can manage your user identities with IAM Identity Center,
or manage access permissions for user identities in IAM Identity Center from an external identity
provider. For more information, see What is AWS IAM Identity Center in the AWS IAM Identity
Center User Guide.

For more information about roles, see Roles terms and concepts.

Require workloads to use temporary credentials with 1AM roles to
access AWS

A workload is a collection of resources and code that delivers business value, such as an application
or backend process. Your workload can have applications, operational tools, and components
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that require an identity to make requests to AWS services, such as requests to read data. These
identities include machines running in your AWS environments, such as Amazon EC2 instances or
AWS Lambda functions.

You can also manage machine identities for external parties who need access. To give access to

machine identities, you can use IAM roles. IAM roles have specific permissions and provide a way
to access AWS by relying on temporary security credentials with a role session. Additionally, you
might have machines outside of AWS that need access to your AWS environments. For machines
that run outside of AWS you can use AWS Identity and Access Management Roles Anywhere. For

more information about roles, see IAM roles. For details about how to use roles to delegate access
across AWS accounts, see IAM tutorial: Delegate access across AWS accounts using IAM roles.

Require multi-factor authentication (MFA)

We recommend using IAM roles for human users and workloads that access your AWS resources
so that they use temporary credentials. However, for scenarios in which you need an IAM user or
root user in your account, require MFA for additional security. With MFA, users have a device that
generates a response to an authentication challenge. Each user's credentials and device-generated
response are required to complete the sign-in process. For more information, see Using multi-
factor authentication (MFA) in AWS.

If you use IAM Identity Center for centralized access management for human users, you can use the
IAM Identity Center MFA capabilities when your identity source is configured with the IAM Identity
Center identity store, AWS Managed Microsoft AD, or AD Connector. For more information about
MFA in IAM Identity Center see Multi-factor authentication in the AWS IAM Identity Center User
Guide.

Update access keys when needed for use cases that require long-term
credentials

Where possible, we recommend relying on temporary credentials instead of creating long-

term credentials such as access keys. However, for scenarios in which you need 1AM users with
programmatic access and long-term credentials, we recommend that you update the access keys
when needed, such as when an employee leaves your company. We recommend that you use IAM
access last used information to update and remove access keys safely. For more information, see
Updating access keys.

There are specific use cases that require long-term credentials with IAM users in AWS. Some of the
use cases include the following:
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« Workloads that cannot use IAM roles — You might run a workload from a location that needs to
access AWS. In some situations, you can't use IAM roles to provide temporary credentials, such as
for WordPress plugins. In these situations, use IAM user long-term access keys for that workload
to authenticate to AWS.

» Third-party AWS clients - If you are using tools that don't support access with IAM Identity
Center, such as third-party AWS clients or vendors that are not hosted on AWS, use IAM user
long-term access keys.

o AWS CodeCommit access - If you are using CodeCommit to store your code, you can use an
IAM user with either SSH keys or service-specific credentials for CodeCommit to authenticate
to your repositories. We recommend that you do this in addition to using a user in IAM Identity
Center for normal authentication. Users in IAM Identity Center are the people in your workforce
who need access to your AWS accounts or to your cloud applications. To give users access
to your CodeCommit repositories without configuring IAM users, you can configure the git-
remote-codecommit utility. For more information about IAM and CodeCommit, see Using
IAM with CodeCommit: Git credentials, SSH keys, and AWS access keys. For more information
about configuring the git-remote-codecommit utility, see Connecting to AWS CodeCommit
repositories with rotating credentials in the AWS CodeCommit User Guide.

« Amazon Keyspaces (for Apache Cassandra) access — In a situation where you are unable to
use users in IAM Identity Center, such as for testing purposes for Cassandra compatibility, you
can use an IAM user with service-specific credentials to authenticate with Amazon Keyspaces.
Users in IAM Identity Center are the people in your workforce who need access to your AWS
accounts or to your cloud applications. You can also connect to Amazon Keyspaces using
temporary credentials. For more information, see Using temporary credentials to connect to

Amazon Keyspaces using an IAM role and the SigV4 plugin in the Amazon Keyspaces (for Apache
Cassandra) Developer Guide.

Follow best practices to protect your root user credentials

When you create an AWS account, you establish root user credentials to sign in to the AWS
Management Console. Safeguard your root user credentials the same way you would protect
other sensitive personal information. To better understand how to secure and scale your root user
processes, see Root user best practices for your AWS account.
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Apply least-privilege permissions

When you set permissions with IAM policies, grant only the permissions required to perform a
task. You do this by defining the actions that can be taken on specific resources under specific
conditions, also known as least-privilege permissions. You might start with broad permissions while
you explore the permissions that are required for your workload or use case. As your use case
matures, you can work to reduce the permissions that you grant to work toward least privilege. For
more information about using IAM to apply permissions, see Policies and permissions in IAM.

Get started with AWS managed policies and move toward least-
privilege permissions

To get started granting permissions to your users and workloads, use the AWS managed policies
that grant permissions for many common use cases. They are available in your AWS account. Keep
in mind that AWS managed policies might not grant least-privilege permissions for your specific
use cases because they are available for use by all AWS customers. As a result, we recommend that
you reduce permissions further by defining customer managed policies that are specific to your
use cases. For more information, see AWS managed policies. For more information about AWS
managed policies that are designed for specific job functions, see AWS managed policies for job
functions.

Use IAM Access Analyzer to generate least-privilege policies based on
access activity

To grant only the permissions required to perform a task, you can generate policies based on your
access activity that is logged in AWS CloudTrail. IAM Access Analyzer analyzes the services and

actions that your IAM roles use, and then generates a fine-grained policy that you can use. After
you test each generated policy, you can deploy the policy to your production environment. This
ensures that you grant only the required permissions to your workloads. For more information
about policy generation, see IAM Access Analyzer policy generation.

Regularly review and remove unused users, roles, permissions, policies,
and credentials
You might have IAM users, roles, permissions, policies, or credentials that you no longer need in

your AWS account. IAM provides last accessed information to help you identify the users, roles,
permissions, policies, and credentials that you no longer need so that you can remove them. This
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helps you reduce the number of users, roles, permissions, policies, and credentials that you have
to monitor. You can also use this information to refine your IAM policies to better adhere to least-
privilege permissions. For more information, see Refining permissions in AWS using last accessed

information.

Use conditions in IAM policies to further restrict access

You can specify conditions under which a policy statement is in effect. That way, you can grant
access to actions and resources, but only if the access request meets specific conditions. For
example, you can write a policy condition to specify that all requests must be sent using SSL.
You can also use conditions to grant access to service actions, but only if they are used through
a specific AWS service, such as AWS CloudFormation. For more information, see IAM JSON policy
elements: Condition.

Verify public and cross-account access to resources with IAM Access
Analyzer

Before you grant permissions for public or cross-account access in AWS, we recommend that you
verify if such access is required. You can use IAM Access Analyzer to help you preview and analyze
public and cross-account access for supported resource types. You do this by reviewing the findings
that IAM Access Analyzer generates. These findings help you verify that your resource access
controls grant the access that you expect. Additionally, as you update public and cross-account
permissions, you can verify the effect of your changes before deploying new access controls to
your resources. IAM Access Analyzer also monitors supported resource types continuously and
generates a finding for resources that allow public or cross-account access. For more information,
see Previewing access with IAM Access Analyzer APIs.

Use IAM Access Analyzer to validate your IAM policies to ensure secure
and functional permissions

Validate the policies you create to ensure that they adhere to the IAM policy language (JSON) and

IAM best practices. You can validate your policies by using IAM Access Analyzer policy validation.
IAM Access Analyzer provides more than 100 policy checks and actionable recommendations to
help you author secure and functional policies. As you author new policies or edit existing policies
in the console, IAM Access Analyzer provides recommendations to help you refine and validate
your policies before you save them. Additionally, we recommend that you review and validate all
of your existing policies. For more information, see IAM Access Analyzer policy validation. For more
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information about policy checks provided by IAM Access Analyzer, see IAM Access Analyzer policy
check reference.

Establish permissions guardrails across multiple accounts

As you scale your workloads, separate them by using multiple accounts that are managed with
AWS Organizations. We recommend that you use Organizations service control policies (SCPs) to
establish permissions guardrails to control access for all IAM users and roles across your accounts.
SCPs are a type of organization policy that you can use to manage permissions in your organization
at the AWS organization, OU, or account level. The permissions guardrails that you establish

apply to all users and roles within the covered accounts. However, SCPs alone are insufficient to
grant permissions to the accounts in your organization. To do this, your administrator must attach
identity-based or resource-based policies to IAM users, 1AM roles, or the resources in your accounts.

For more information, see AWS Organizations, accounts, and IAM guardrails.

Use permissions boundaries to delegate permissions management
within an account

In some scenarios, you might want to delegate permissions management within an account to
others. For example, you could allow developers to create and manage roles for their workloads.
When you delegate permissions to others, use permissions boundaries to set the maximum
permissions that you delegate. A permissions boundary is an advanced feature for using a
managed policy to set the maximum permissions that an identity-based policy can grant to an IAM
role. A permissions boundary does not grant permissions on its own. For more information, see
Permissions boundaries for IAM entities.

Root user best practices for your AWS account

When you first create an AWS account, you begin with a default set of credentials with complete
access to all AWS resources in your account. This identity is called the AWS account root user.

We strongly recommend you don't access the AWS account root user unless you have a task that
requires root user credentials. You need to secure your root user credentials and your account

recovery mechanisms to help ensure you don't expose your highly privileged credentials for
unauthorized use.

Instead of accessing the root user, create an administrative user for everyday tasks.

» For asingle, standalone AWS account, see Create an administrative user.
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For multiple AWS accounts managed through AWS Organizations, see Set up AWS account access

for an 1AM Identity Center administrative user.

With your administrative user, you can then create additional identities for users that need access

to resources in your AWS account. We strongly recommend you require users to authenticate with
temporary credentials when accessing AWS.

For a single, standalone AWS account, use IAM roles to create identities in your account with
specific permissions. Roles are intended to be assumable by anyone who needs it. Also, a role
does not have standard long-term credentials, such as a password or access keys, associated with
it. Instead, when you assume a role, it provides you with temporary security credentials for your
role session. Unlike IAM roles, IAM users have long-term credentials such as passwords and access
keys. Where possible, best practices recommend relying on temporary credentials instead of

creating IAM users who have long-term credentials such as passwords and access keys.

For multiple AWS accounts managed through Organizations, use IAM Identity Center workforce
users. With IAM Identity Center, you can centrally manage users across your AWS accounts and
permissions within those accounts. Manage your user identities with 1AM Identity Center or from
an external identity provider. For more information, see What is AWS IAM Identity Center in the
AWS IAM Identity Center User Guide.

Topics

Secure your root user credentials to prevent unauthorized use

Use a strong root user password to help protect access

Secure your root user sign-in with multi-factor authentication (MFA)

Don't create access keys for the root user

Use multi-person approval for root user sign-in wherever possible

Use a group email address for root user credentials

Restrict access to account recovery mechanisms

Secure your Organizations account root user credentials

Monitor access and usage
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Secure your root user credentials to prevent unauthorized use

Secure your root user credentials and use them for only the tasks that require them. To help

prevent unauthorized use, don't share your root user password, MFA, access keys, CloudFront key
pairs, or signing certificates with anyone, except those that have a strict business need to access the
root user.

Don't store the root user password with tools that depend on AWS services in an account that is
accessed using that same password. If you lose or forget your root user password, you will not be
able to access these tools. We recommend that you prioritize resiliency and consider requiring two
or more people to authorize access to the storage location. Access to the password or its storage
location should be logged and monitored.

Use a strong root user password to help protect access

We recommend that you use a password that is strong and unique. Tools such as password
managers with strong password generation algorithms can help you achieve these goals. AWS
requires that your password meet the following conditions:

e It must have a minimum of 8 characters and a maximum of 128 characters.

It must include a minimum of three of the following mix of character types: uppercase,
lowercase, numbers, and!'@ #$ % ~ & * () <> [1 {} | _+-= symbols.

It must not be identical to your AWS account name or email address.

For more information, see Change the password for the AWS account root user.

Secure your root user sign-in with multi-factor authentication (MFA)

Because a root user can perform privileged actions, it's crucial to add MFA for the root user as a
second authentication factor in addition to the email address and password as sign-in credentials.
We strongly recommend enabling multiple MFA for your root user credentials to provide additional
flexibility and resiliency in your security strategy. You can register up to eight MFA devices of any
combination of the currently supported MFA types with your AWS account root user.

» FIDO Certified hardware security keys are provided by third-party providers. For more
information, see Enable a FIDO security key for the AWS account root user.
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« A hardware device that generates a six-digit numeric code based on the time-based one-time
password (TOTP) algorithm. For more information, see Enable a hardware TOTP token for the

AWS account root user.

« Avirtual authenticator application that runs on a phone or other device and emulates a physical
device. For more information, see Enable a virtual MFA device for your AWS account root user.

Don't create access keys for the root user

Access keys let you run commands in the AWS Command Line Interface (AWS CLI) or use API
operations from one of the AWS SDKs. We strongly recommend that you do not create access key
pairs for your root user because the root user has full access to all AWS services and resources in
the account, including billing information.

Since only a few tasks require the root user and you typically perform those tasks infrequently,
we recommend signing in to the AWS Management Console to perform root user tasks. Before
creating access keys, review the alternatives to long-term access keys.

Use multi-person approval for root user sign-in wherever possible

Consider using multi-person approval to ensure that no one person can access both MFA and
password for the root user. Some companies add an additional layer of security by setting up one
group of administrators with access to the password, and another group of administrators with
access to MFA. One member from each group must come together to sign in as the root user.

Use a group email address for root user credentials

Use an email address that is managed by your business and forwards received messages directly
to a group of users. If AWS must contact the owner of the account, this approach reduces the risk
of delays in responding, even if individuals are on vacation, out sick, or have left the business. The
email address used for the root user should not be used for other purposes.

Restrict access to account recovery mechanisms

Ensure you develop a process to manage root user credential recovery mechanisms in case you
need access to it during emergency such as takeover of your administrative account.

« Ensure you have access to your root user email inbox so that you can reset a lost or forgotten

root user password.
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« If MFA for your AWS account root user is lost, damaged, or not working, you can sign in using
another MFA registered to the same root user credentials. If you lost access to all your MFAs, you
need both the phone number and the email to be up to date and accessible to recover your MFA.
For details, see Recovering a root user MFA device.

« If you choose not to store your root user password and MFA, then the phone number registered
in your account can be used as an alternate way to recover root user credentials. Ensure you have
access to the contact phone number, keep the phone number updated, and limit who has access
to manage the phone number.

No one person should have access to both the email inbox and phone number since both are
verification channels to recover your root user password. It is important to have two groups of
individuals managing these channels. One group having access to your primary email address and
another group having access to the primary phone number to recover access to your account as
root user.

Secure your Organizations account root user credentials

As you move to a multi-account strategy with Organizations, each of your AWS accounts has its
own root user credentials that you need to secure. The account you use to create your organization
is the management account and the rest of the accounts in your organization are member
accounts.

Secure root user credentials for member accounts

If you use Organizations to manage multiple accounts, there are two strategies that you can take to
secure root user access in your Organizations.

» Secure root user credentials of your Organizations accounts with MFA.

« Do not reset the root user password for your accounts, and only recover access to it when needed
using the password reset process. When you create a member account in your organization,
Organizations automatically creates an IAM role in the member account that allows the
management account temporary access to the member account.

For details, see Accessing member accounts in your organization in the Organizations User Guide.
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Set preventative security controls in Organizations using a service control policy
(SCP)

If you use Organizations to manage multiple accounts, you can apply an SCP to restrict access
to member account root user. Denying all root user actions in your member accounts, except for
certain root-only actions, helps prevent unauthorized access. For details, see Use an SCP to restrict

what the root user in your member accounts can do.

Monitor access and usage

We recommend you use your current tracking mechanisms to monitor, alert, and report the sign
in and use of root user credentials, including alerts that announce root user sign-in and usage.
The following services can help to ensure that root user credential usage is tracked and perform
security checks that can help prevent unauthorized use.

« If you want to be notified about root user sign-in activity in your account, you can leverage
Amazon CloudWatch to create an Events rule that detects when root user credentials are used
and triggers a notification to your security administrator. For details, see Monitor and notify on

AWS account root user activity.

« If you want to set up notifications to alert you of approved root user actions, you can leverage
Amazon EventBridge along with Amazon SNS to write an EventBridge rule to track root user
usage for the specific action and notify you using an Amazon SNS topic. For an example, see
Send a notification when an Amazon S3 object is created.

« If you already using GuardDuty as your threat detection service, you can extend its capability to
notify you when root user credentials are being used in your account.

Alerts should include, but not be limited to, the email address for the root user. Have procedures
in place for how to respond to alerts so that personnel who receive a root user access alert
understand how to validate that root user access is expected, and how to escalate if they believe
that a security incident is in progress. For an example of how to configure alerts, see Monitor and
notify on AWS account root user activity.

Evaluate root user MFA compliance

« AWS Config uses rules to help enforce root user best practices. You can use AWS managed rules
to require root users to have multi-factor authentication (MFA) enabled. AWS Config can also
identify access keys for the root user.
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« Security Hub provides you with a comprehensive view of your security state in AWS and helps
you assess your AWS environment against security industry standards and best practices, such
as having MFA on the root user and not having root user access keys. For details on the rules
available, see AWS Identity and Access Management controls in the Security Hub User Guide.

» Trusted Advisor provides a security check so you know if MFA isn't enabled on the root user
account. For more information, see MFA on Root Account in the AWS Support User Guide.

If you need to report a security issue on your account, see Report Suspicious Emails or Vulnerability
Reporting. Alternatively, you can Contact AWS for assistance and additional guidance.

Business use cases for IAM

A simple business use case for IAM can help you understand basic ways you might implement the
service to control the AWS access that your users have. The use case is described in general terms,
without the mechanics of how you'd use the IAM API to achieve the results you want.

This use case looks at two typical ways a fictional company called Example Corp might use IAM.
The first scenario considers Amazon Elastic Compute Cloud (Amazon EC2). The second considers
Amazon Simple Storage Service (Amazon S3).

For more information about using IAM with other services from AWS, see AWS services that work
with IAM.

Topics

« Initial setup of example corp

e Use case for IAM with Amazon EC2

« Use case for IAM with Amazon S3

Initial setup of example corp

Nikki Wolf and Mateo Jackson are the founders of Example Corp. Upon starting the company,

they create an AWS account and set up AWS IAM ldentity Center (IAM Identity Center) to create
administrative accounts to use with their AWS resources. When you set up account access for

the administrative user, IAM Identity Center creates a corresponding IAM role. This role, which is
controlled by IAM Identity Center, is created in the relevant AWS account, and the policies specified
in the AdministratorAccess permission set are attached to the role.
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Since they now have administrator accounts, Nikki and Mateo no longer need to use their root user
to access their AWS account. They plan to only use the root user to complete the tasks that only
the root user can perform. After reviewing the security best practices they configure multi-factor
authentication (MFA) for their root user credentials and decide how to safeguard their root user
credentials.

As their company grows, they hire employees to work as developers, admins, testers, managers,
and system administrators. Nikki is in charge of operations, while Mateo manages the engineering
teams. They set up an Active Directory Domain Server to manage the employees accounts and
manage access to internal company resources.

To give their employees access to AWS resources, they use IAM Identity Center to connect their
company's Active Directory to their AWS account.

Because they connected Active Directory to IAM Identity Center, the users, group, and group
membership are synchronized and defined. They must assign permission sets and roles to the
different groups to give the users the correct level of access to AWS resources. They use AWS
managed policies for job functions in the AWS Management Console to create these permissions
sets:

» Administrator

« Billing

o Developers

» Network administrators
» Database administrators
o System administrators

e Support users

Then they assign these permissions sets to the roles assigned to their Active Directory groups.

For a step-by-step guide describing the initial configuration of IAM Identity Center, see Getting
started in the AWS IAM Identity Center User Guide. For more information about provisioning IAM
Identity Center user access, see Single sign-on access to AWS accounts in the AWS IAM Identity
Center User Guide.
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Use case for IAM with Amazon EC2

A company like Example Corp typically uses IAM to interact with services like Amazon EC2. To
understand this part of the use case, you need a basic understanding of Amazon EC2. For more
information about Amazon EC2, go to the Amazon EC2 User Guide for Linux Instances.

Amazon EC2 permissions for the user groups

To provide "perimeter" control, Nikki attaches a policy to the AllUsers user group. This policy denies
any AWS request from a user if the originating IP address is outside Example Corp's corporate
network.

At Example Corp, different user groups require different permissions:

» System administrators — Need permission to create and manage AMls, instances, snapshots,
volumes, security groups, and so on. Nikki attaches the AmazonEC2FullAccess AWS managed
policy to the SysAdmins user group that gives members of the group permission to use all the
Amazon EC2 actions.

» Developers — Need the ability to work with instances only. Mateo therefore creates and attaches
a policy to the Developers user group that allows developers to call DescribeInstances,
RunInstances, StopInstances, StartInstances, and TerminateInstances.

(@ Note

Amazon EC2 uses SSH keys, Windows passwords, and security groups to control who has
access to the operating system of specific Amazon EC2 instances. There's no method in
the IAM system to allow or deny access to the operating system of a specific instance.

« Support users — Should not be able to perform any Amazon EC2 actions except listing the
Amazon EC2 resources currently available. Therefore, Nikki creates and attaches a policy to the
Support users group that only lets them call Amazon EC2 "Describe" APl operations.

For examples of what these policies might look like, see Example IAM identity-based policies and
Using AWS ldentity and Access Management in the Amazon EC2 User Guide for Linux Instances.

User's job function change

At some point, one of the developers, Paulo Santos, changes job functions and becomes a
manager. As a manager, Paulo becomes part of the Support users group so that he can open
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support cases for his developers. Mateo moves Paulo from the Developers user group to the
Support users group. As a result of this move, his ability to interact with Amazon EC2 instances is
limited. He can't launch or start instances. He also can't stop or terminate existing instances, even if
he was the user who launched or started the instance. He can list only the instances that Example
Corp users have launched.

Use case for IAM with Amazon S3

Companies like Example Corp would also typically use IAM with Amazon S3. John has created an
Amazon S3 bucket for the company called aws-s3-bucket.

Creation of other users and user groups

As employees, Zhang Wei and Mary Major each need to be able to create their own data in the
company's bucket. They also need to read and write shared data that all developers work on. To
enable this, Mateo logically arranges the data in aws-s3-bucket using an Amazon S3 key prefix
scheme as shown in the following figure.

/aws-s3-bucket
/home
/zhang
/major
/share
/developers
/managers

Mateo divides the /aws-s3-bucket into a set of home directories for each employee, and a
shared area for groups of developers and managers.

Now Mateo creates a set of policies to assign permissions to the users and user groups:

« Home directory access for Zhang — Mateo attaches a policy to Wei that lets him read, write, and
list any objects with the Amazon S3 key prefix /aws-s3-bucket/home/zhang/

« Home directory access for Major — Mateo attaches a policy to Mary that lets her read, write, and
list any objects with the Amazon S3 key prefix /aws-s3-bucket/home/major/

» Shared directory access for the developers user group — Mateo attaches a policy to the user
group that lets developers read, write, and list any objects in /aws-s3-bucket/share/
developers/

Use case for IAM with Amazon S3 75



AWS Identity and Access Management User Guide

« Shared directory access for the managers user group — Mateo attaches a policy to the user
group that lets managers read, write, and list objects in /aws-s3-bucket/share/managers/

(@ Note

Amazon S3 doesn't automatically give a user who creates a bucket or object permission to
perform other actions on that bucket or object. Therefore, in your IAM policies, you must
explicitly give users permission to use the Amazon S3 resources they create.

For examples of what these policies might look like, see Access Control in the Amazon Simple

Storage Service User Guide. For information on how policies are evaluated at runtime, see Policy
evaluation logic.

User's job function change

At some point, one of the developers, Zhang Wei, changes job functions and becomes a manager.
We assume that he no longer needs access to the documents in the share/developers directory.
Mateo, as an admin, moves Wei to the Managers user group and out of the Developers user
group. With just that simple reassignment, Wei automatically gets all permissions granted to the
Managers user group, but can no longer access data in the share/developers directory.

Integration with a third-party business

Organizations often work with partner companies, consultants, and contractors. Example Corp has
a partner called the Widget Company, and a Widget Company employee named Shirley Rodriguez
needs to put data into a bucket for Example Corp's use. Nikki creates a user group called WidgetCo
and a user named Shirley and adds Shirley to the WidgetCo user group. Nikki also creates a
special bucket called aws-s3-bucket1 for Shirley to use.

Nikki updates existing policies or adds new ones to accommodate the partner Widget Company.
For example, Nikki can create a new policy that denies members of the WidgetCo user group the
ability to use any actions other than write. This policy would be necessary only if there's a broad
policy that gives all users access to a wide set of Amazon S3 actions.
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IAM tutorials

The following tutorials present complete end-to-end procedures for common tasks for AWS
Identity and Access Management (IAM). They are intended for a lab-type environment, with
fictitious company names, user names, and so on. Their purpose is to provide general guidance.
They are not intended for direct use in a production environment without careful review and
adaptation to meet the unique needs of your organization's environment.

Tutorials

« IAM tutorial: Grant access to the billing console

« |AM tutorial: Delegate access across AWS accounts using IAM roles

« IAM tutorial: Create and attach your first customer managed policy

« IAM tutorial: Define permissions to access AWS resources based on tags

« |AM tutorial: Permit users to manage their credentials and MFA settings

IAM tutorial: Grant access to the billing console

The AWS account owner (AWS account root user) can grant IAM users and roles access to the AWS

Billing and Cost Management data for their AWS account. The instructions in this tutorial help you
set up a pretested scenario. This scenario helps you gain hands-on experience configuring billing
permissions without concern for affecting your main AWS production account.

Prerequisites

Make the following preparations before performing the steps in this tutorial:
» Create a test AWS account.
« Sign in to your test AWS account as the root user.

» Record the AWS account number of your test account so that you can use it in the tutorial. In
this tutorial we use the example account number 111122223333, Whenever a step uses that
account number, replace it with your test account number.

Step 1: Activate IAM access to billing information on your test AWS account

In this scenario, you sign in to your test AWS account as the root user to grant IAM access to
billing information. When you grant IAM access to billing information it allows IAM users and
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roles to access the AWS Billing and Cost Management console. This setting doesn't grant IAM
users and roles the necessary permissions for these console pages, it enables access for IAM
users or roles that have the required IAM policies. If policies are already attached to IAM users or
roles, but this setting isn't enabled, the permissions granted by those policies aren't in effect.

® Note

AWS accounts created using AWS Organizations have IAM access to billing information
enabled by default.

Step 2: Create test users and groups

In this scenario, you grant IAM users access to the billing console and you create two users:

« Pat Candella

Pat is a member of the finance department and works with billing and payments. Pat requires
full access to the billing information in your AWS account.

o Terry Whitlock

Terry is part of your IT support department. Most of the time Terry doesn't require access to
the billing console, but sometimes needs access to answer questions for employees in the
finance department.

Step 3: Create a role to grant access to the AWS Billing console

An IAM role is an IAM identity that you can create in your account that has specific permissions.
An IAM role is similar to an IAM user, in that it's an AWS identity with permission policies that
determine what the identity can and can't do in AWS. However, instead of being uniquely
associated with one person, a role is intended to be assumable by anyone who needs it. Also, a
role doesn't have standard long-term credentials such as a password or access keys associated
with it. Instead, when you assume a role, it provides you with temporary security credentials for
your role session. You can use roles to delegate access to users, applications, or services that
don't normally have access to your AWS resources. In this scenario you create a role that Terry
Whitlock can assume to access the billing console.
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Step 4: Test access to the console

After you've completed the core tasks, you're ready to test the policy. Testing ensures that the
policy works the way you want it to. By testing the access of each user you can compare the
user experiences.

Prerequisites

Make the following preparations before performing the steps in this tutorial:

» Create a test AWS account.
« Sign in to your test AWS account as the root user.

« Record the AWS account number of your test account so that you can use it in the tutorial. In this
tutorial we use the example account number 111122223333, Whenever a step uses that account
number, replace it with your test account number.

Step 1: Activate IAM access to billing information on your test AWS
account

In this scenario, you sign in to your test AWS account as the root user to grant IAM access to billing
information. When you grant access to billing information it allows IAM users and roles to access
the AWS Billing and Cost Management console. This setting doesn't grant IAM users and roles the
necessary permissions for these console pages, it just enables access for IAM users or roles that
have the required IAM policies.

(® Note

AWS accounts created using AWS Organizations have IAM access to billing information
enabled by default.

To activate IAM user and role access to the Billing and Cost Management console

1. Signin to the AWS Management Console with your root user credentials (specifically, the email
address and password that you used to create your AWS account).

2. On the navigation bar, select your account name, and then select Account.
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3. Scroll down the page until you find the section IAM User and Role Access to Billing
Information, then select Edit.

4. Select the Activate IAM Access check box to activate access to the Billing and Cost
Management console pages.

5. Choose Update.

The page displays the message IAM user/role access to billing information is activated.

In the next step of this tutorial you attach 1AM policies to grant or deny access to specific billing
features.

Step 2: Create test users and groups

Your test AWS account doesn't have any identities defined except for the root user. To provide
access to billing information we create additional identities to whom we can grant permission to
access billing information.

Create test users and groups

1. Signin to the IAM console as the account owner by choosing Root user and entering your AWS
account email address. On the next page, enter your password.

® Note

As the root user, you can't sign in to the Sign in as IAM user page. If you see the Sign
in as 1AM user page, choose Sign in using root user email near the bottom of the
page. For help signing in as the root user, see Signing in to the AWS Management
Console as the root user in the AWS Sign-In User Guide.

2. Inthe navigation pane, select Users and then select Add users.

® Note

If you have IAM Identity Center enabled, the AWS Management Console displays a
reminder that it's best to manage users' access in IAM Identity Center. In this tutorial,
the IAM users we create are to learn about providing access to billing information. If
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10.
11.
12.

13.

14.
15.

you have created users in IAM Identity Center you assign the Billing permission set to
those users or groups using IAM Identity Center instead of IAM.

For User name, enter pcandella. Names can't contain spaces.

Select the select box next to Provide user access to the AWS Management Console- optional
and then choose want to create an 1AM user.

Under Console password, select Autogenerated password.

Clear the select box next to User must create a new password at next sign-in
(recommended) and then select Next. Because this IAM user is for testing, we're going to
download the password for use during the verification procedure.

On the Set permissions page, under Permissions options, select Add user to group. Then,
under User groups, select Create group.

On the Create user group page, in User group name, enter BillingGroup. Then, under
Permissions policies, select the AWS managed job function policy Billing.

Select Create user group to return to the Set permissions page.
Under User groups, select the select box of the BillingGroup you created.
Select Next to proceed to the Review and create page.

On the Review and create page, review the list of user group memberships for the new user.
When you are ready to proceed, select Create user.

On the Retrieve password page, select Download .csv file to save a .csv file with the user sign-
in information (Connection URL, user name, and password).

Save this file to use as a reference when you sign in to AWS as this IAM user

Select Return to users list

Repeat this procedure using the following modifications to create the user for Terry Whitlock
and a group for support users.

a. Instep 3, for User name, enter twhitlock.

b. Instep 8, for User group name, enter SupportGroup. Then, under Permissions policies,
select the AWS managed-job function policy SupportUser.

You can review the new IAM users, groups and roles in the console lists. For each item you

created you can select the name to view its details. When you view the user details, the console
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displays Billing listed under Permissions policies for pcandella and SupportUser listed under
Permissions policies for twhitlock.

For more information about using policies to grant IAM users access to AWS Billing and Cost
Management features, see Using identity-based policies (IAM policies) for AWS Billing in the AWS
Billing User Guide.

Step 3: Create a role to grant access to the AWS Billing console

You can use a role to grant IAM users access to the billing console. Roles provide temporary
credentials that users can assume when needed. In this tutorial, the user twhitlock needs to be
able to access billing information when a support request from the finance department requires he
investigate an issue.

1. Signin to the IAM console as the account owner by choosing Root user and entering your AWS
account email address. On the next page, enter your password.

(® Note

As the root user, you can't sign in to the Sign in as IAM user page. If you see the Sign
in as IAM user page, choose Sign in using root user email near the bottom of the
page. For help signing in as the root user, see Signing in to the AWS Management
Console as the root user in the AWS Sign-In User Guide.

2. In the navigation pane, select Users and then select the twhitlock user to view the user
details. Copy the ARN for the twhitlock user to the clipboard.

3. In the navigation pane, select Roles and then select Create role.

4. On the Select trusted entity page, select Custom trust policy and then under Edit statement
complete the following items:
« Add actions for STS - Verify that AssumeRole is selected.

« Add a principal select Add to display the Add principal dialog box. For Principal type
select IAM users then for ARN paste the ARN for the twhitlock user that you copied to the
clipboard in step 16. Then select Add principal.

5. Select Next to go to the Add permissions page.

6. Under Permissions policies in the filter box, enter Billing and then select the AWS
managed-job function policy Billing.
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7. Select Next to go to the Name, review, and create page. Under Role name, enter
TempBillingAccess then select Create role.

You are notified that the role has been created. View the role to display the details about the
role. In the Summary section take note of the following information:

« Maximum session duration is 1 hour by default. After that time the user who assumed the
role reverts to their base account permissions. If the user wants to continue using the role
permissions, they must switch roles again. You can edit the role to increase the maximum
duration. The longest session duration possible is 12 hours.

 Link to switch roles in console. You can copy the link to provide it directly to the users that
you add as principals in the trust policy. You can view and edit the trust policy from the
Trust relationships tab.

Step 4: Test access to the console

We recommend that you test access by signing in as the test users to learn what your users might
experience. Use the following steps to sign in using both test accounts to see the difference
between access rights.

To test billing access by signing in with both test users

1. Use your AWS account ID or account alias, your IAM user name, and your password to signint
the 1AM console.

® Note

For your convenience, the AWS sign-in page uses a browser cookie to remember your
IAM user name and account information. If you previously signed in as a different user,
choose Sign in to a different account near the bottom of the page to return to the
main sign-in page. From there, you can type your AWS account ID or account alias to
be redirected to the IAM user sign-in page for your account.

2. Signin with each user using the steps provided below so you can compare the different user
experiences.

Full access

a. Sign in to your AWS account as the user pcandella.

o
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b. On the navigation bar, choose pcandella@111122223333, and then choose Billing
Dashboard.

c. Browse through the pages and choose the various buttons to make sure that you have full
modify permissions.

No access

a. Sign in to your AWS account as the user twhitlock.

b. On the navigation bar, choose twhitlock@111122223333, and then choose Billing
Dashboard.

c. A message displays stating You need permissions. No billing data is visible.

Switch role to elevate access

a. Sign in to your AWS account as the user twhitlock.

b. On the navigation bar, choose twhitlock@111122223333, and then choose Switch role.

The Switch role page opens. Complete the information as follows:
o Account-111122223333

« Role-TempBillingAccess
Select Switch role

Alternatively, you could use the URL provided in Link to switch roles in console to open the
Switch role page.

c. The console displays the AWS Billing Dashboard and the navigation bar displays
TempBillingAccess@111122223333.

Summary

You've now completed the steps necessary to provide IAM users access to the AWS Billing console.
As a result, you've seen firsthand what your users billing console experience is like. You can now
proceed to implement this logic in your production environment at your convenience.
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Related resources

For related information found in the AWS Billing User Guide, see the following resources:

Activating Access to the AWS Billing console

AWS Billing policy examples

Using identity-based policies (IAM policies) for AWS Billing

Migrating access control for AWS Billing

For related information in the JAM User Guide, see the following resources:

« Managed policies and inline policies

» Controlling IAM users access to the AWS Management Console

« Attaching a policy to an IAM user group

IAM tutorial: Delegate access across AWS accounts using 1AM
roles

This tutorial teaches you how to use a role to delegate access to resources in different AWS
accounts that you own called Production and Development. You share resources in one account
with users in a different account. By setting up cross-account access in this way, you don't have to
create individual IAM users in each account. In addition, users don't have to sign out of one account
and sign in to another account to access resources in different AWS accounts. After configuring the
role, you see how to use the role from the AWS Management Console, the AWS CLI, and the API.

® Note

IAM roles and resource-based policies delegate access across accounts only within a single
partition. For example, assume that you have an account in US West (N. California) in the
standard aws partition. You also have an account in China (Beijing) in the aws-cn partition.
You can't use an Amazon S3 resource-based policy in your account in China (Beijing) to
allow access for users in your standard aws account.

In this tutorial, the Production account manages live applications. Developers and testers use
the Development account as a sandbox to freely test applications. In each account, you store
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application information in Amazon S3 buckets. You manage IAM users in the Development
account, where you have two 1AM user groups: Developers and Testers. Users in both user groups
have permissions to work in the Development account and access resources there. From time to
time, a developer must update the live applications in the Production account. The developers
store these applications in an Amazon S3 bucket called productionapp.

At the end of this tutorial, you have the following:

» Users in the Development account (the trusted account) allowed to assume a specific role in the
Production account.

« Arole in the Production account (the trusting account) allowed to access a specific Amazon S3
bucket.

e The productionapp bucket in the Production account.

Developers can use the role in the AWS Management Console to access the productionapp
bucket in the Production account. They can also access the bucket by using API calls authenticated
by temporary credentials provided by the role. Similar attempts by a Tester to use the role fail.

This workflow has three basic steps:

Production Account Development Account

\ ) Jl NS 4 |
Account D: 111111111111

STEP 1 STEP 2 STEP 3

pppppppp

IIIII IIIIII A Bucket
..} producionspp.
Soep N—r

Create Grant Test
role access access

Create a role in the Production Account

First, you use the AWS Management Console to establish trust between the Production account
(ID number 999999999999) and the Development account (ID number 111111111111). You
start by creating an IAM role named UpdateApp. When you create the role, you define the
Development account as a trusted entity and specify a permissions policy that allows trusted
users to update the productionapp bucket.

Grant access to the role

In this section, you modify the IAM user group policy to deny Testers access to the UpdateApp
role. Because Testers have PowerUser access in this scenario, and you must explicitly deny the
ability to use the role.
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Test access by switching roles

Finally, as a Developer, you use the UpdateApp role to update the productionapp bucket in
the Production account. You see how to access the role through the AWS console, the AWS CLI,
and the API.

Prerequisites

This tutorial assumes that you have the following already in place:
» Two separate AWS accounts that you can use, one to represent the Development account, and
one to represent the Production account.

» Users and user groups in the Development account created and configured as follows:

User User group Permissions

David Developers Both users can sign in and use the AWS Management

Console in the Development account.
Jane Testers

« You do not need any users or user groups created in the Production account.

« An Amazon S3 bucket created in the Production account. You can call it ProductionApp in this
tutorial, but because S3 bucket names must be globally unique, you must use a bucket with a
different name.

Create a role in the Production Account

You can allow users from one AWS account to access resources in another AWS account. To do this,
create a role that defines who can access it and what permissions it grants to users that switch to it.

In this step of the tutorial, you create the role in the Production account and specify the
Development account as a trusted entity. You also limit the role permissions to only read and write
access to the productionapp bucket. Anyone granted permission to use the role can read and
write to the productionapp bucket.

Before you can create a role, you need the account ID of the Development AWS account. Each AWS
account has a unique account ID identifier assigned to it.
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To obtain the Development AWS account ID

1.

Sign in to the AWS Management Console as an administrator of the Development account,
and open the IAM console at https://console.aws.amazon.com/iam/.

In the navigation bar, choose Support, and then Support Center. Your currently signed-in 12-
digit account number (ID) appears in the Support Center navigation pane. For this scenario,
you can use the account ID 111111111111 for the Development account. However, you
should use a valid account ID if you use this scenario in your test environment.

To create a role in the production account that can be used by the Development account

1.

Sign in to the AWS Management Console as an administrator of the Production account, and
open the IAM console.

Before creating the role, prepare the managed policy that defines the permissions for the role
requirements. You attach this policy to the role in a later step.

You want to set read and write access to the productionapp bucket. Although AWS provides
some Amazon S3 managed policies, there isn't one that provides read and write access to a
single Amazon S3 bucket. You can create your own policy instead.

In the navigation pane, choose Policies and then choose Create policy.

Choose the JSON tab and copy the text from the following JSON policy document. Paste this
text into the JSON text box, replacing the resource ARN (arn:aws:s3:::productionapp)
with the real one for your Amazon S3 bucket.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",
"Resource": "*"

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"

1,
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"Resource": "arn:aws:s3:::productionapp"
I

{
"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

]I

"Resource": "arn:aws:s3:::productionapp/*"

The ListAl1MyBuckets action grants permission to list all buckets owned by the
authenticated sender of the request. The ListBucket permission allows users to view objects
in the productionapp bucket. The GetObject, PutObject, DeleteObject permissions
allows users to view, update, and delete contents in the productionapp bucket.

4. Resolve any security warnings, errors, or general warnings generated during policy validation,
and then choose Next.

(® Note

You can switch between the Visual and JSON editor options anytime. However, if you
make changes or choose Next in the Visual editor, IAM might restructure your policy to
optimize it for the visual editor. For more information, see Policy restructuring.

5. On the Review and create page, type read-write-app-bucket for the policy name. Review
the permissions granted by your policy, and then choose Create policy to save your work.

The new policy appears in the list of managed policies.
6. In the navigation pane, choose Roles and then choose Create role.
7. Choose the An AWS account role type.

8. For Account ID, type the Development account ID.

This tutorial uses the example account ID 111111111111 for the Development account. You
should use a valid account ID. If you use an invalid account ID, such as 111111111111, IAM
does not let you create the new role.
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10.

11.

12.
13.

For now you do not need to require an external ID, or require users to have multi-factor
authentication (MFA) in order to assume the role. Leave these options unselected. For more
information, see Using multi-factor authentication (MFA) in AWS.

Choose Next: Permissions to set the permissions associated with the role.

Select the check box next to the policy that you created previously.

® Tip
For Filter, choose Customer managed to filter the list to include only the policies that
you created. This hides the AWS created policies and makes it much easier to find the
one you need.

Then, choose Next.

(Optional) Add metadata to the role by attaching tags as key-value pairs. For more information
about using tags in IAM, see Tagging |IAM resources.

(Optional) For Description, enter a description for the new role.

After reviewing the role, choose Create role.

The UpdateApp role appears in the list of roles.

Now you must obtain the Amazon Resource Name (ARN) of the role, a unique identifier for the role.
When you modify the Developers and Testers user group policy, you specify the role ARN to grant
or deny permissions.

To obtain the ARN for UpdateApp

1.
2.

In the navigation pane of the IAM console, choose Roles.
In the list of roles, choose the UpdateApp role.

In the Summary section of the details pane, copy the Role ARN value.

The Production account has an account ID of 999999999999, so the role ARN is
arn:aws:iam::999999999999:role/UpdateApp. Ensure that you provide the real AWS
account ID for the Production account.
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At this point, you have established trust between the Production and Development accounts. You
did this by creating a role in the Production account that identifies the Development account as a
trusted principal. You also defined what the users who switch to the UpdateApp role can do.

Next, modify the permissions for the user groups.

Grant access to the role

At this point, both Testers and Developers user group members have permissions that allow them
to freely test applications in the Development account. Use the following required steps for adding
permissions to allow switching to the role.

To modify the Developers user group to allow them to switch to the UpdateApp role

1. Signin as an administrator in the Development account, and open the IAM console.
Choose User groups, and then choose Developers.
Choose the Permissions tab, choose Add permissions, and then choose Create inline policy.

Choose the JSON tab.

ok W

Add the following policy statement to allow the AssumeRole action on the UpdateApp role in
the Production account. Be sure that you change PRODUCTION-ACCOUNT-ID in the Resource
element to the actual AWS account ID of the Production account.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

The Allow effect explicitly allows the Developers group access to the UpdateApp role in the
Production account. Any developer who tries to access the role succeeds.

6. Choose Review policy.
7. Type a Name such as allow-assume-S3-role-in-production.

8. Choose Create policy.
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In most environments, you may not need the following procedure. If, however, you use
PowerUserAccess permissions, then some groups might already be able to switch roles. The
following procedure shows how to add a "Deny" permission to the Testers group to ensure that
they cannot assume the role. If you do not need this procedure in your environment, then we
recommend that you do not add it. "Deny" permissions make the overall permissions picture more
complicated to manage and understand. Use "Deny" permissions only when you do not have a
better option.

To modify the testers user group to deny permission to assume the UpdateApp role

1. Choose User groups, and then choose Testers.
Choose the Permissions tab, choose Add permissions, and then choose Create inline policy.

2
3. Choose the JSON tab.
4

Add the following policy statement to deny the AssumeRole action on the UpdateApp role.
Be sure that you change PRODUCTION-ACCOUNT-ID in the Resource element to the actual
AWS account ID of the Production account.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::PRODUCTION-ACCOUNT-ID:role/UpdateApp"
}
}

The Deny effect explicitly denies the Testers group access to the UpdateApp role in the
Production account. Any tester who tries to access the role receives an access denied message.

5. Choose Review policy.
6. Type a Name like deny-assume-S3-role-in-production.

7. Choose Create policy.

The Developers user group now has permissions to use the UpdateApp role in the Production
account. The Testers user group is prevented from using the UpdateApp role.

Grant access to the role 92



AWS Identity and Access Management User Guide

Next, you can see how David, a developer, can access the productionapp bucket in the
Production account. David can access the bucket from the AWS Management Console, the AWS CLI,
or the AWS API.

Test access by switching roles

After completing the first two steps of this tutorial, you have a role that grants access to a resource
in the Production account. You also have one user group in the Development account with users
allowed to use that role. This step discusses how to test switching to that role from the AWS
Management Console, the AWS CLI, and the AWS API.

/A Important

You can switch to a role only after you sign in as an IAM user or a federated user.
Additionally, if you launch an Amazon EC2 instance to run an application, the application
can assume a role through its instance profile. You cannot switch to a role when you sign in
as the AWS account root user.

Switch roles (console)

If David needs to work within the Production environment in the AWS Management Console,

he can do so by using Switch Role. He specifies the account ID or alias and the role name,

and his permissions immediately switch to those permitted by the role. He can then use the
console to work with the productionapp bucket, but cannot work with any other resources in
Production. While David uses the role, he also cannot make use of his power-user privileges in the
Development account. That's because only one set of permissions can be in effect at a time.

/A Important

Switching roles using the AWS Management Console only works with accounts that do

not require an ExternallId. For example, assume that you grant access to your account

to a third party and require an ExternallIdin a Condition element in your permissions
policy. In that case, the third party can access your account only by using the AWS API or a
command line tool. The third party cannot use the console because it cannot supply a value
for Externalld. For more information about this scenario, see How to use an external ID

when granting access to your AWS resources to a third party, and How to Enable Cross-

Account Access to the AWS Management Console in the AWS Security Blog.
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IAM provides two ways that David can use to enter the Switch Role page:

» David receives a link from their administrator that points to a predefined Switch Role
configuration. The link is provided to the administrator on the final page of the Create role
wizard or on the Role Summary page for a cross-account role. Choosing this link takes David to
the Switch Role page with the Account ID and Role name fields already filled in. All David needs
to do is choose Switch Roles.

« The administrator does not send the link in email, but instead sends the Account ID humber and
Role Name values. To switch roles, David must manually enter the values. This is illustrated in
the following procedure.

To assume a role

1. David signs into the AWS Management Console using his normal user in the Development user
group.

2. They choose the link that the administrator emailed to them. This takes David to the Switch
Role page with the account ID or alias and the role name information already filled in.

David chooses their name (the Identity menu) on the navigation bar, and then chooses Switch
Roles.

If this is the first time that David tries to access the Switch Role page this way, he first lands on
a first-run Switch Role page. This page provides additional information on how switching roles
can permit users to manage resources across AWS accounts. David must choose Switch Role on
this page to complete the rest of this procedure.

3. Next, in order to access the role, David must manually type the Production account ID number
(999999999999) and the role name (UpdateApp).

Also, David wants to monitor which roles and associated permissions currently active in
IAM. To keep track of this information, he types PRODUCTION in the Display Name text box,
chooses the red color option, and then chooses Switch Role.

4. David can now use the Amazon S3 console to work with the Amazon S3 bucket, or any other
resource to which the UpdateApp role has permissions.
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5. When done, David can return to their original permissions. To do that, they choose the
PRODUCTION role display name on the navigation bar and then choose Back to David @
111111111111,

6. The next time that David wants to switch roles and chooses the Identity menu in the
navigation bar, he sees the PRODUCTION entry still there from last time. He can simply choose
that entry to switch roles immediately without reentering the account ID and role name.

Switch roles (AWS CLI)

If David needs to work in the Production environment at the command line, he can do so by using
the AWS CLI. He runs the aws sts assume-role command and passes the role ARN to get
temporary security credentials for that role. He then configures those credentials in environment
variables so subsequent AWS CLI commands work using the role's permissions. While David uses
the role, he cannot use his power-user privileges in the Development account, because only one
set of permissions can be in effect at a time.

Note that all access keys and tokens are examples only and cannot be used as shown. Replace with
the appropriate values from your live environment.

To assume a role

1. David opens a command prompt window, and confirms that the AWS CLI client is working by
running the command:

aws help

(® Note

David's default environment uses the David user credentials from his default profile
that he created with the aws configure command. For more information, see
Configuring the AWS Command Line Interface in the AWS Command Line Interface User
Guide.

2. He begins the switch role process by running the following command to switch to the
UpdateApp role in the Production account. He received the role ARN from the administrator
that created the role. The command requires that you provide a session name as well, you can
choose any text you like for that.
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aws sts assume-role --role-arn "arn:aws:iam::999999999999:ro0le/UpdateApp" --role-
session-name "David-ProdUpdate"

David then sees the following in the output:

"Credentials": {

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",

"SessionToken": "AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIJx9tQgNMBEXAMPLE
CvSRyh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDO@EXAMPLEM] 4wxSQ4L/
UZEXAMPLECihzFB51TYLto9dyBgSDy
EXAMPLES/
g7QRUNZp4bgbEXAMPLENWGPY07j59pFA41NKCIkVgkREXAMPLE j1zxQ7y52gekeVEXAMPLEDiB9ST3Uuysg
SKAEXAMPLE1TVastU1AQSKFEXAMPLEiywCC/Cs8EXAMPLEpZgO0s+6hz4AP4KEXAMPLERbBASP
+4eZScEXAMPLEsnf87e
NhyDHg6ikBQ=="",

"Expiration": "2014-12-11T23:08:07Z",

"AccessKeyId": "AKIAIOSFODNN7EXAMPLE"

3. David sees the three pieces that they need in the Credentials section of the output.

» AccessKeyId
o SecretAccessKey

« SessionToken

David needs to configure the AWS CLI environment to use these parameters in subsequent
calls. For information about the various ways to configure your credentials, see Configuring the

AWS Command Line Interface. You cannot use the aws configure command because it does

not support capturing the session token. However, you can manually enter the information
into a configuration file. Because these are temporary credentials with a relatively short
expiration time, it is easiest to add them to the environment of your current command line
session.

4. To add the three values to the environment, David cuts and pastes the output of the previous
step into the following commands. You might want to cut and paste into a simple text editor
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to address line wrap issues in the output of the session token. It must be added as a single
long string, even though it is shown line wrapped here for clarity.

® Note

The following example shows commands given in the Windows environment, where
"set" is the command to create an environment variable. On a Linux or macOS
computer, you would use the command "export" instead. All other parts of the example
are valid in all three environments.

For details on using Tools for Windows Powershell, see Switching to an IAM role (Tools
for Windows PowerShell)

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeY]js1M2FUIgIJIx9tQqNMBEXAMPLECVS
Ryh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYT4nDOOEXAMPLEmM]4wxSQ4L/
UZEXAMPLECihzFB51TYLto9dyBgSDyEXA

MPLEKEY9/

g7QRUhZp4bgbEXAMPLENWGPY0j59pFA41NKCIkVgkREXAMPLEj1zxQ7y52gekeVEXAMPLEDiB9ST3UusKd
EXAMPLE1TVastU1AQ@SKFEXAMPLEiywCC/Cs8EXAMPLEpZgOs+6hz4AP4KEXAMPLERDASP
+4eZScEXAMPLENhykxiHen

DHg6ikBQ==

At this point, any following commands run under the permissions of the role identified by
those credentials. In David's case, the UpdateApp role.

5. Run the command to access the resources in the Production account. In this example, David
lists the contents of their S3 bucket with the following command.

aws s3 ls s3://productionapp

Because Amazon S3 bucket names are universally unique, there is no need to specify the
account ID that owns the bucket. To access resources for other AWS services, refer to the AWS
CLI documentation for that service for the commands and syntax required to reference its
resources.
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Using AssumeRole (AWS API)

When David needs to make an update to the Production account from code, he makes an
AssumeRole call to assume the UpdateApp role. The call returns temporary credentials that he
can use to access the productionapp bucket in the Production account. With those credentials,
David can make API calls to update the productionapp bucket. However, he cannot make API
calls to access any other resources in the Production account, even though he has power-user
permissions in the Development account.

To assume a role

1. David calls AssumeRole as part of an application. They must specify the UpdateApp ARN:
arn:aws:iam: :999999999999:role/UpdateApp.

The response from the AssumeRole call includes the temporary credentials with an
AccessKeyId and a SecretAccessKey. It also includes an Expiration time that indicates
when the credentials expire and you must request new ones.

2. With the temporary credentials, David makes an s3:PutObject call to update the
productionapp bucket. They would pass the credentials to the API call as the AuthParams
parameter. Because the temporary role credentials have only read and write access to the
productionapp bucket, any other actions in the Production account are denied.

For a code example (using Python), see Switching to an IAM role (AWS API).

Related resources

» For more information about IAM users and user groups, see |IAM Identities (users, user groups,
and roles).

« For more information about Amazon S3 buckets, see Create a Bucket in the Amazon Simple
Storage Service User Guide.

» To learn whether principals in accounts outside of your zone of trust (trusted organization or
account) have access to assume your roles, see What is IAM Access Analyzer?.

Summary

You have completed the cross-account API access tutorial. You created a role to establish trust
with another account and defined what actions trusted entities can take. Then, you modified a
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user group policy to control which IAM users can access the role. As a result, developers from
the Development account can make updates to the productionapp bucket in the Production
account by using temporary credentials.

IAM tutorial: Create and attach your first customer managed
policy
In this tutorial, you use the AWS Management Console to create a customer managed policy and

then attach that policy to an IAM user in your AWS account. The policy you create allows an IAM
test user to sign in directly to the AWS Management Console with read-only permissions.

This workflow has three basic steps:

Step 1: Create the policy

By default, IAM users do not have permissions to do anything. They cannot access the AWS
Management Console or manage the data within unless you allow it. In this step, you create a
customer managed policy that allows any attached user to sign in to the console.

Step 2: Attach the policy

When you attach a policy to a user, the user inherits all of the access permissions that are
associated with that policy. In this step, you attach the new policy to a test user.

Step 3: Test user access

Once the policy is attached, you can sign in as the user and test the policy.

Prerequisites

To perform the steps in this tutorial, you need to already have the following:

« An AWS account that you can sign in to as an IAM user with administrative permissions.

» A test IAM user that has no permissions assigned or group memberships as follows:

User name Group Permissions

PolicyUser <none> <none>
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Step 1: Create the policy

In this step, you create a customer managed policy that allows any attached user to sign in to the
AWS Management Console with read-only access to IAM data.

To create the policy for your test user

1. Signin to the IAM console at https://console.aws.amazon.com/iam/ with your user that has
administrator permissions.

2. In the navigation pane, choose Policies.
3. Inthe content pane, choose Create policy.

4. Choose the JSON option and copy the text from the following JSON policy document. Paste
this text into the JSON text box.

"Version": "2012-10-17",

"Statement": [ {
"Effect": "Allow",
"Action": [

"iam:GenerateCredentialReport",

"iam:Get*",

"iam:List*"

1,

"Resource": "*"

3]

5. Resolve any security warnings, errors, or general warnings generated during policy validation,
and then choose Next.

(® Note

You can switch between the Visual and JSON editor options anytime. However,

if you make changes or choose Review policy in the Visual editor tab, IAM might
restructure your policy to optimize it for the visual editor. For more information, see
Policy restructuring.
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6. On the Review and create page, type UsersReadOnlyAccessToIAMConsole for the policy
name. Review the permissions granted by your policy, and then choose Create policy to save
your work.

The new policy appears in the list of managed policies and is ready to attach.

Step 2: Attach the policy

Next you attach the policy you just created to your test IAM user.
To attach the policy to your test user

1. In the IAM console, in the navigation pane, choose Policies.

2. At the top of the policy list, in the search box, start typing
UsersReadOnlyAccesstoIAMConsole until you can see your policy. Then choose the radio
button next to UsersReadOnlyAccessTolAMConsole in the list.

3. Choose the Actions button, and then choose Attach.
4. InlAM entities choose the option to filter for Users.

5. In the search box, start typing PolicyUser until that user is visible on the list. Then check the
box next to that user in the list.

6. Choose Attach policy.

You have attached the policy to your IAM test user, which means that user now has read-only
access to the IAM console.

Step 3: Test user access

For this tutorial, we recommend that you test access by signing in as the test user so you can see
what your users might experience.

To test access by signing in with your test user

1. Signin to the IAM console at https://console.aws.amazon.com/iam/ with your PolicyUser
test user.

2. Browse through the pages of the console and try to create a new user or group. Notice that
PolicyUser can display data but cannot create or modify existing IAM data.
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Related resources
For related information, see the following resources:

« Managed policies and inline policies

» Controlling IAM users access to the AWS Management Console

Summary

You've now successfully completed all of the steps necessary to create and attach a customer
managed policy. As a result, you are able to sign in to the IAM console with your test account to see
what the experience is like for your users.

IAM tutorial: Define permissions to access AWS resources based
on tags

Attribute-based access control (ABAC) is an authorization strategy that defines permissions based
on attributes. In AWS, these attributes are called tags. You can attach tags to IAM resources,
including IAM entities (users or roles) and to AWS resources. You can define policies that use tag
condition keys to grant permissions to your principals based on their tags. When you use tags to
control access to your AWS resources, you allow your teams and resources to grow with fewer
changes to AWS policies. ABAC policies are more flexible than traditional AWS policies, which
require you to list each individual resource. For more information about ABAC and its advantage
over traditional policies, see What is ABAC for AWS?.

(® Note

You must pass a single value for each session tag. AWS Security Token Service does not
support multi-valued session tags.

Topics

Tutorial overview
Prerequisites

Step 1: Create test users

Step 2: Create the ABAC policy
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o Step 3: Create roles

« Step 4: Test creating secrets

« Step 5: Test viewing secrets

o Step 6: Test scalability

» Step 7: Test updating and deleting secrets

e Summary
« Related resources

« IAM tutorial: Use SAML session tags for ABAC

Tutorial overview

This tutorial shows how to create and test a policy that allows IAM roles with principal tags to
access resources with matching tags. When a principal makes a request to AWS, their permissions
are granted based on whether the principal and resource tags match. This strategy allows
individuals to view or edit only the AWS resources required for their jobs.

Scenario

Assume that you're a lead developer at a large company named Example Corporation, and you're
an experienced IAM administrator. You're familiar with creating and managing IAM users, roles,
and policies. You want to ensure that your development engineers and quality assurance team
members can access the resources they need. You also need a strategy that scales as your company
grows.

You choose to use AWS resource tags and IAM role principal tags to implement an ABAC strategy
for services that support it, beginning with AWS Secrets Manager. To learn which services support
authorization based on tags, see AWS services that work with IAM. To learn which tagging
condition keys you can use in a policy with each service's actions and resources, see Actions,

Resources, and Condition Keys for AWS Services. You can configure your SAML-based or web
identity provider to pass session tags to AWS. When your employees federate into AWS, their
attributes are applied to their resulting principal in AWS. You can then use ABAC to allow or deny

permissions based on those attributes. To learn how using session tags with a SAML federated
identity differs from this tutorial, see IAM tutorial: Use SAML session tags for ABAC.

Your Engineering and Quality Assurance team members are on either the Pegasus or Unicorn
project. You choose the following 3-character project and team tag values:
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« access-project = peg for the Pegasus project
e access-project = uni for the Unicorn project
« access-team = eng for the Engineering team

« access-team = gas for the Quality Assurance team

Additionally, you choose to require the cost-center cost allocation tag to enable custom AWS
billing reports. For more information, see Using Cost Allocation Tags in the AWS Billing and Cost
Management User Guide.

Summary of key decisions

« Employees sign in with IAM user credentials and then assume the IAM role for their team
and project. If your company has its own identity system, you can set up federation to allow
employees to assume a role without IAM users. For more information, see IAM tutorial: Use SAML

session tags for ABAC.

» The same policy is attached to all of the roles. Actions are allowed or denied based on tags.

« Employees can create new resources, but only if they attach the same tags to the resource that
are applied to their role. This ensures that employees can view the resource after they create it.
Administrators are no longer required to update policies with the ARN of new resources.

« Employees can read resources owned by their team, regardless of the project.
« Employees can update and delete resources owned by their own team and project.

« IAM administrators can add a new role for new projects. They can create and tag a new IAM
user to allow access to the appropriate role. Administrators are not required to edit a policy to
support a new project or team member.

In this tutorial, you will tag each resource, tag your project roles, and add policies to the roles

to allow the behavior previously described. The resulting policy allows the roles Create, Read,
Update, and Delete access to resources that are tagged with the same project and team tags. The
policy also allows cross-project Read access for resources that are tagged with the same team.

Prerequisites
To perform the steps in this tutorial, you must already have the following:

« An AWS account that you can sign in to as a user with administrative permissions.

» Your 12-digit account ID, which you use to create the roles in step 3.
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To find your AWS account ID number using the AWS Management Console, choose Support on
the navigation bar on the upper right, and then choose Support Center. The account number (ID)
appears in the navigation pane on the left.

Support Center X

Account number: 123412341234

» Experience creating and editing 1AM users, roles, and policies in the AWS Management Console.
However, if you need help remembering an IAM management process, this tutorial provides links
where you can view step-by-step instructions.

Step 1: Create test users

For testing, create four IAM users with permissions to assume roles with the same tags. This makes
it easier to add more users to your teams. When you tag the users, they automatically get access to
assume the correct role. You don't have to add the users to the trust policy of the role if they work
on only one project and team.

1. Create the following customer managed policy named access-assume-role. For more
information about creating a JSON policy, see Creating IAM policies.

ABAC policy: Assume any ABAC role, but only when the user and role tags match

The following policy allows a user to assume any role in your account with the access- name
prefix. The role must also be tagged with the same project, team, and cost center tags as the
user.

To use this policy, replace the italicized placeholder text with your account information.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "TutorialAssumeRole",
"Effect": "Allow",
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"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::account-ID-without-hyphens:role/access-*",
"Condition": {

"StringEquals": {

"iam:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",

"iam:ResourceTag/access-team": "${aws:PrincipalTag/access-
team}",

"iam:ResourceTag/cost-center": "${aws:PrincipalTag/cost-
center}"

}
}
}
]

}

To scale this tutorial to a large number of users, you can attach the policy to a group and add
each user to the group. For more information, see Creating IAM user groups and Adding and

removing users in an |IAM user group.

2. Create the following IAM users, attach the access-assume-role permissions policy. Make
sure you select Provide user access to the AWS Management Console, and then add the
following tags. For more information about creating and tagging a new user, see Creating IAM
users (console).

ABAC users

User name User tag key User tag value

access-Arnav-peg-e access-project peg

ng
access-team eng
cost-center 987654

access-Mary-peg-qas access-project peg
access-team gas
cost-center 987654
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User name User tag key User tag value
access-Saanvi-uni- access-project uni
eng
access-team eng
cost-center 123456
access-Carlos-uni- access-project uni
gas
access-team qas
cost-center 123456

Step 2: Create the ABAC policy

Create the following policy named access-same-project-team. You will add this policy to the
roles in a later step. For more information about creating a JSON policy, see Creating IAM policies.

For additional policies that you can adapt for this tutorial, see the following pages:

» Controlling access for IAM principals

« Amazon EC2: Allows starting or stopping EC2 instances a user has tagged, programmatically and

in the console

« EC2: Start or stop instances based on matching principal and resource tags

o EC2: Start or stop instances based on tags

« IAM: Assume roles that have a specific tag

ABAC Policy: Access Secrets Manager Resources Only When the Principal and Resource Tags
Match

The following policy allows principals to create, read, edit, and delete resources, but only when
those resources are tagged with the same key-value pairs as the principal. When a principal creates
a resource, they must add access-project, access-team, and cost-center tags with values
that match the principal's tags. The policy also allows adding optional Name or OwnedBy tags.

{
"Version": "2012-10-17",
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"Statement": [

{
"Sid": "AllActionsSecretsManagerSameProjectSameTeam",
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",
"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:ResourceTag/cost-center": "${aws:PrincipalTag/cost-center}"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"access-project",
"access-team",
"cost-center",
"Name",
"OwnedBy"
]
I
"StringEqualsIfExists": {
"aws:RequestTag/access-project": "${aws:PrincipalTag/access-project}",
"aws:RequestTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:RequestTag/cost-center": "${aws:PrincipalTag/cost-center}"
}
}
},
{
"Sid": "AllResourcesSecretsManagerNoTags",
"Effect": "Allow",
"Action": [
"secretsmanager:GetRandomPassword",
"secretsmanager:ListSecrets"”
1,
"Resource": "*"
I
{
"Sid": "ReadSecretsManagerSameTeam",
"Effect": "Allow",
"Action": [

"secretsmanager:Describe*",
"secretsmanager:Get*",
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"secretsmanager:List*"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-team}"

"Sid": "DenyUntagSecretsManagerReservedTags",
"Effect": "Deny",
"Action": "secretsmanager:UntagResource",
"Resource": "*",
"Condition": {
"ForAnyValue:StringlLike": {
"aws:TagKeys": "access-*"

"Sid": "DenyPermissionsManagement",
"Effect": "Deny",

"Action": "secretsmanager:*Policy",
"Resource": "*"

What does this policy do?

« The Al1ActionsSecretsManagerSameProjectSameTeam statement allows all of this
service's actions on all related resources, but only if the resource tags match the principal
tags. By adding "Action": "secretsmanager:*" to the policy, the policy grows as Secrets
Manager grows. If Secrets Manager adds a new API operation, you are not required to add that
action to the statement. The statement implements ABAC using three condition blocks. The
request is allowed only if all three blocks return true.

» The first condition block of this statement returns true if the specified tag keys are present
on the resource, and their values match the principal's tags. This block returns false for
mismatched tags, or for actions that don't support resource tagging. To learn which actions
are not allowed by this block, see Actions, Resources, and Condition Keys for AWS Secrets
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Manager. That page shows that actions performed on the Secret resource type support the
secretsmanager:ResourceTag/tag-key condition key. Some Secrets Manager actions
don't support that resource type, including GetRandomPassword and ListSecrets. You

must create additional statements to allow those actions.

» The second condition block returns true if every tag key passed in the request is included
in the specified list. This is done using ForAl1Values with the StringEquals condition
operator. If no keys or a subset of the set of keys is passed, then the condition returns true.
This allows Get* operations that do not allow passing tags in the request. If the requester
includes a tag key that is not in the list, the condition returns false. Every tag key that is
passed in the request must match a member of this list. For more information, see Multivalued

context keys.

» The third condition block returns true if the request supports passing tags, if all three of the
tags are present, and if they match the principal tag values. This block also returns true if
the request does not support passing tags. This is thanks to . . . ITExists in the condition
operator. The block returns false if there is no tag passed during an action that supports it, or
if the tag keys and values don't match.

« The Al1ResourcesSecretsManagerNoTags statement allows the GetRandomPassword and
ListSecrets actions that are not allowed by the first statement.

« The ReadSecretsManagerSameTeam statement allows read-only operations if the principal is
tagged with the same access-team tag as the resource. This is allowed regardless of the project
or cost-center tag.

« The DenyUntagSecretsManagerReservedTags statement denies requests to remove tags
with keys that begin with "access-" from Secrets Manager. These tags are used to control access
to resources, therefore removing tags might remove permissions.

« The DenyPermissionsManagement statement denies access to create, edit, or delete Secrets
Manager resource-based policies. These policies could be used to change the permissions of the
secret.

/A Important

This policy uses a strategy to allow all actions for a service, but explicitly deny permissions-
altering actions. Denying an action overrides any other policy that allows the principal to
perform that action. This can have unintended results. As a best practice, use explicit denies
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only when there is no circumstance that should allow that action. Otherwise, allow a list of
individual actions, and the unwanted actions are denied by default.

Step 3: Create roles

Create the following IAM roles and attach the access-same-project-team policy that you

created in the previous step. For more information about creating IAM roles, see Creating a role to

delegate permissions to an IAM user. If you choose to use federation instead of IAM users and roles,

see |IAM tutorial: Use SAML session tags for ABAC.

ABAC roles

Job function

Project
Pegasus
Engineering

Project
Pegasus
Quality
Assurance

Project
Unicorn
Engineering

Role name

access-peg-enginee
ring

access-peg-quality-
assurance

access-uni-enginee
ring

Role tags

access-pr
oject =
Peg

access-te
am =eng

cost-
center =
987654

access-pr
oject =
Peg

access-te
am =qas

cost-
center =
987654

access-pr
oject =
uni

Role description

Allows engineers to read all
engineering resources and
create and manage Pegasus
engineering resources.

Allows the QA team to read
all QA resources and create
and manage all Pegasus QA
resources.

Allows engineers to read all
engineering resources and
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Job function Role name

Project access-uni-quality-
Unicorn assurance

Quality

Assurance

Step 4: Test creating secrets

Role tags

access-te
am =eng

cost-
center =
123456

access-pr
oject =
uni

access-te
am =qas

cost-
center =
123456

Role description

create and manage Unicorn
engineering resources.

Allows the QA team to read
all QA resources and create
and manage all Unicorn QA
resources.

The permissions policy attached to the roles allows the employees to create secrets. This is allowed

only if the secret is tagged with their project, team, and cost center. Confirm that your permissions

are working as expected by signing in as your users, assuming the correct role, and testing activity

in Secrets Manager.

To test creating a secret with and without the required tags

1. In your main browser window, remain signed in as the administrator user so that you can

review users, roles, and policies in IAM. Use a browser incognito window or separate browser

for your testing. There, sign in as the access-Arnav-peg-eng IAM user and open the Secrets

Manager console at https://console.aws.amazon.com/secretsmanager/.

2. Attempt to switch to the access-uni-engineering role.

This operation fails because the access-project and cost-center tag values do not

match for the access-Arnav-peg-eng user and access-uni-engineering role.
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For more information about switching roles in the AWS Management Console, see Switching to
a role (console)

3. Switch to the access-peg-engineering role.

4. Store a new secret using the following information. To learn how to store a secret, see Creating
a Basic Secret in the AWS Secrets Manager User Guide.

/A Important

Secrets Manager displays alerts that you don't have permissions for additional AWS
services that work with Secrets Manager. For example, to create credentials for an
Amazon RDS database, you must have permission to describe RDS instances, RDS
clusters, and Amazon Redshift clusters. You can ignore these alerts since you aren't
using these specific AWS services in this tutorial.

1. In the Select secret type section, choose Other type of secrets. In the two text boxes, enter
test-access-key and test-access-secret.

2. Enter test-access-peg-eng for the Secret name field.
3. Add different tag combinations from the following table and view the expected behavior.

4. Choose Store to attempt to create the secret. When the storage fails, return to the previous
Secrets Manager console pages and use the next tag set from the following table. The last
tag set is allowed and will successfully create the secret.

ABAC tag combinations for test-access-peg-eng role

access- access- cost- Additional Expected behavior

project team Tag center tags

Tag value value Tag value

(none) (none) (none) (none) Denied because the access-pr

oject tag value does not match
the role's value of peg.
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access- access- cost- Additional Expected behavior

project team Tag center tags

Tag value value Tag value

uni eng 987654 (none) Denied because the access-pr

oject tag value does not match
the role's value of peg.

peg gas 987654 (none) Denied because the access-te
am tag value does not match the
role's value of eng.

peg eng 123456 (none) Denied because the cost-cent
er tagvalue does not match the
role's value of 987654.
peg eng 987654 owner = Denied because the additional tag
Jane owner is not allowed by the policy,

even though all three required
tags are present and their values
match the role's values.

peg eng 987654 Name = Allowed because all three required
Jane tags are present and their values
match the role's values. You
are also allowed to include the
optional Name tag.

5. Sign out and repeat the first three steps of this procedure for each of the following roles and
tag values. In the fourth step in this procedure, test any set of missing tags, optional tags,
disallowed tags, and invalid tag values that you choose. Then use the required tags to create a
secret with the following tags and name.
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ABAC roles and tags

User name

access-Mary-
P€g-qas

access-Saanvi-
uni-eng

access-Carlos-
uni-qgas

Role name Secret name
access-pe test-access-
g-quality- peg-qgas
assurance

access-uni- test-access-
engineering uni-eng
access-un test-access-
i-quality- uni-qgas
assurance

Step 5: Test viewing secrets

Secret tags

access-project
= peg

access-team
gas

cost-center
987654

access-project
=uni

access-team
eng

cost-center
123456

access-project
=uni

access-team
gas

cost-center
123456

The policy that you attached to each role allows the employees to view any secrets tagged

with their team name, regardless of their project. Confirm that your permissions are working as

expected by testing your roles in Secrets Manager.
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To test viewing a secret with and without the required tags

1.

Sign in as one of the following IAM users:

access-Arnav-peg-eng

access-Mary-peg-qgas
e access-Saanvi-uni-eng
« access-Carlos-uni-qgas

Switch to the matching role:

e access-peg-engineering
« access-peg-quality-assurance
e access-uni-engineering

e access-uni-quality-assurance

For more information about switching roles in the AWS Management Console, see Switching to

a role (console).

In the navigation pane on the left, choose the menu icon to expand the menu and then choose

Secrets.

You should see all four secrets in the table, regardless of your current role. This

is expected because the policy named access-same-project-team allows the

secretsmanager:ListSecrets action for all resources.

Choose the name of one of the secrets.

On the details page for the secret, your role's tags determine whether you can view the page

content. Compare the name of your role to the name of your secret. If they share the same

team name, then the access-team tags match. If they don't match, then access is denied.

ABAC secret viewing behavior for each role

Role name Secret name
access-peg-enginee test-access-peg-eng
ring

test-access-peg-qgas

test-access-uni-eng

Expected behavior
Allowed
Denied

Allowed
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Role name Secret name Expected behavior
test-access-uni-qas Denied
access-peg-quality- test-access-peg-eng Denied
assurance
test-access-peg-qas Allowed
test-access-uni-eng Denied
test-access-uni-qas Allowed
access-uni-enginee test-access-peg-eng Allowed
ring
test-access-peg-qgas Denied
test-access-uni-eng Allowed
test-access-uni-qas Denied
access-uni-quality- test-access-peg-eng Denied
assurance
test-access-peg-qgas Allowed
test-access-uni-eng Denied
test-access-uni-qgas Allowed

7. From the breadcrumbs at the top of the page, choose Secrets to return to the list of secrets.
Repeat the steps in this procedure using different roles to test whether you can view each of
the secrets.

Step 6: Test scalability

An important reason for using attribute-based access control (ABAC) over role-based access control
(RBAC) is scalability. As your company adds new projects, teams, or people to AWS, you don't need
to update your ABAC-driven policies. For example, assume that Example Company is funding a

new project, code named Centaur. An engineer named Saanvi Sarkar will be the lead engineer for
Centaur while continuing to work on the Unicorn project. Saanvi will also review work for the Peg
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project. There are also several newly hired engineers, including Nikhil Jayashankar, who will work
on only the Centaur project.

To add the new project to AWS

1.

Sign in as the IAM administrator user and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane on the left, choose Roles and add an IAM role named access-cen-
engineering. Attach the access-same-project-team permissions policy to the role and
add the following role tags:

e access-project =cen

e access-team=eng

e cost-center =101010

In the navigation pane on the left, choose Users.

Add a new user named access-Nikhil-cen-eng, attach the policy named access-
assume-role, and add the following user tags.

e access-project =cen
e access-team=eng

e cost-center =101010

Use the procedures in Step 4: Test creating secrets and Step 5: Test viewing secrets. In another

browser window, test that Nikhil can create only Centaur engineering secrets, and that he can
view all engineering secrets.

In the main browser window where you signed in as the administrator, choose the user
access-Saanvi-uni-eng.

On the Permissions tab, remove the access-assume-role permissions policy.

Add the following inline policy named access-assume-specific-roles. For more
information about adding an inline policy to a user, see To embed an inline policy for a user or
role (console).

ABAC policy: Assume only specific roles

This policy allows Saanvi to assume the engineering roles for the Pegasus and Centaur
projects. It is necessary to create this custom policy because IAM does not support multivalued
tags. You can't tag Saanvi's user with access-project = peg and access-project = cen.
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Additionally, the AWS authorization model can't match both values. For more information, see
Rules for tagging in IAM and AWS STS. Instead, you must manually specify the two roles that
she can assume.

To use this policy, replace the italicized placeholder text with your account information.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "TutorialAssumeSpecificRoles",
"Effect": "Allow",
"Action": "sts:AssumeRole",

"Resource": [
"arn:aws:iam: :account-ID-without-hyphens:role/access-peg-
engineering",
"arn:aws:iam: :account-ID-without-hyphens:role/access-cen-
engineering"

]

9. Use the procedures in Step 4: Test creating secrets and Step 5: Test viewing secrets. In another
browser window, confirm that Saanvi can assume both roles. Check that she can create secrets
for only her project, team, and cost center, depending on the role's tags. Also confirm that she
can view details about any secrets owned by the engineering team, including the ones that she
just created.

Step 7: Test updating and deleting secrets

The access-same-project-team policy that is attached to the roles allows the employees to
update and delete any secrets tagged with their project, team, and cost center. Confirm that your
permissions are working as expected by testing your roles in Secrets Manager.

To test updating and deleting a secret with and without the required tags
1. Signin as one of the following IAM users:

e access-Arnav-peg-eng
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e access-Mary-peg-qas

e access-Saanvi-uni-eng
« access-Carlos-uni-qgas
« access-Nikhil-cen-eng

2. Switch to the matching role:

e access-peg-engineering

» access-peg-quality-assurance

e access-uni-engineering

e access-peg-quality-assurance

e access-cen-engineering

For more information about switching roles in the AWS Management Console, see Switching to

a role (console).

3. Foreach role, try to update the secret description and then try to delete the following secrets.

For more information, see Modifying a Secret and Deleting and Restoring a Secret in the AWS

Secrets Manager User Guide.

ABAC secret updating and deleting behavior for each role

Role name

access-peg-enginee
ring

access-peg-quality-

assurance

access-uni-enginee
ring

Secret name

test-access-peg-eng
test-access-uni-eng
test-access-uni-qas
test-access-peg-qgas
test-access-uni-eng
test-access-uni-eng

test-access-uni-qas

Expected behavior
Allowed

Denied

Denied

Allowed

Denied

Allowed

Denied
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Role name Secret name Expected behavior
access-peg-quality- test-access-uni-qas Allowed
assurance

Summary

You've now successfully completed all of the steps necessary to use tags for attribute-based access
control (ABAC). You've learned how to define a tagging strategy. You applied that strategy to your
principals and resources. You created and applied a policy that enforces the strategy for Secrets
Manager. You also learned that ABAC scales easily when you add new projects and team members.
As a result, you are able to sign in to the IAM console with your test roles and experience how to
use tags for ABAC in AWS.

(@ Note

You added policies that allow actions only under specific conditions. If you apply a different
policy to your users or roles that has broader permissions, then the actions might not be
limited to require tagging. For example, if you give a user full administrative permissions
using the AdministratorAccess AWS managed policy, then these policies don't restrict
that access. For more information about how permissions are determined when multiple
policies are involved, see Determining whether a request is allowed or denied within an

account.

Related resources
For related information, see the following resources:

« What is ABAC for AWS?

« AWS global condition context keys

» Creating IAM users (console)

« Creating a role to delegate permissions to an IAM user

« Tagging IAM resources

« Controlling access to AWS resources using tags

« Switching to a role (console)
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« IAM tutorial: Use SAML session tags for ABAC

To learn how to monitor the tags in your account, see Monitor tag changes on AWS resources with

serverless workflows and Amazon CloudWatch Events.

IAM tutorial: Use SAML session tags for ABAC

Attribute-based access control (ABAC) is an authorization strategy that defines permissions based
on attributes. In AWS, these attributes are called tags. You can attach tags to IAM resources,
including IAM entities (users or roles), and to AWS resources. When the entities are used to make
requests to AWS, they become principals and those principals include tags.

You can also pass session tags when you assume a role or federate a user. You can then define
policies that use tag condition keys to grant permissions to your principals based on their tags.
When you use tags to control access to your AWS resources, you allow your teams and resources
to grow with fewer changes to AWS policies. ABAC policies are more flexible than traditional AWS
policies, which require you to list each individual resource. For more information about ABAC and
its advantage over traditional policies, see What is ABAC for AWS?.

If your company uses a SAML-based identity provider (IdP) to manage corporate user identities, you
can use SAML attributes for fine-grained access control in AWS. Attributes can include cost center
identifiers, user email addresses, department classifications, and project assignments. When you
pass these attributes as session tags, you can then control access to AWS based on these session
tags.

To complete the ABAC tutorial by passing SAML attributes to your session principal, complete the

tasks in IAM tutorial: Define permissions to access AWS resources based on tags, with the changes
that are included in this topic.

Prerequisites

To perform the steps to use SAML session tags for ABAC, you must already have the following:

» Access to a SAML-based IdP where you can create test users with specific attributes.
« The ability to sign in as a user with administrative permissions.

» Experience creating and editing 1AM users, roles, and policies in the AWS Management Console.
However, if you need help remembering an IAM management process, the ABAC tutorial provides
links where you can view step-by-step instructions.
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» Experience setting up a SAML-based IdP in IAM. To view more details and links to detailed IAM
documentation, see Passing session tags using AssumeRoleWithSAML.

Step 1: Create test users

Skip the instructions in Step 1: Create test users. Because your identities are defined in your

provider, it's not necessary for you to add IAM users for your employees.
Step 2: Create the ABAC policy

Follow the instructions in Step 2: Create the ABAC policy to create the specified managed policy in
IAM.

Step 3: Create and configure the SAML role

When you use the ABAC tutorial for SAML, you must perform additional steps to create the role,
configure the SAML IdP, and enable AWS Management Console access. For more information, see
Step 3: Create roles.

Step 3A: Create the SAML role

Create a single role that trusts your SAML identity provider and the test-session-tags user
that you created in step 1. The ABAC tutorial uses separate roles with different role tags. Because
you are passing session tags from your SAML IdP, you need only one role. To learn how to create a
SAML-based role, see Create a role for SAML 2.0 federation (console).

Name the role access-session-tags. Attach the access-same-project-team permissions
policy to the role. Edit the role trust policy to use the following policy. For detailed instructions on
how to edit the trust relationship of a role, see Modifying a role (console).

The following role trust policy allows your SAML identity provider and the test-session-tags
user to assume the role. When they assume the role, they must pass the three specified session
tags. The sts:TagSession action is required to allow passing session tags.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowSamlIdentityAssumeRole",
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"Effect": "Allow",
"Action": [
"sts:AssumeRoleWithSAML",
"sts:TagSession"
1,
"Principal": {"Federated":"arn:aws:iam::123456789012:saml-
provider/ExampleCorpProvider"},
"Condition": {

"StringlLike": {
"aws:RequestTag/cost-center": "*",
"aws:RequestTag/access-project": "*",
"aws:RequestTag/access-team": [

"eng",
"gas"

1,
"StringEquals": {"SAML:aud": "https://signin.aws.amazon.com/saml"}

The AllowSamlIdentityAssumeRole statement allows members of the Engineering and Quality
Assurance teams to assume this role when they federate into AWS from the Example Corporation
IdP. The ExampleCorpProvider SAML provider is defined in IAM. The administrator has already
set up the SAML assertion to pass the three required session tags. The assertion can pass additional
tags, but these three must be present. The identity's attributes can have any value for the cost-
center and access-project tags. However, the access-team attribute value must match eng
or gas to indicate that the identity is on the Engineering or Quality Assurance team.

Step 3B: Configure the SAML IdP

Configure your SAML IdP to pass the cost-center, access-project, and access-
team attributes as session tags. For more information, see Passing session tags using
AssumeRoleWithSAML.

To pass these attributes as session tags, include the following elements in your SAML assertion.

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:cost-center">
<AttributeValue>987654</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-project">
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<AttributeValue>peg</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-team">
<AttributeValue>eng</AttributeValue>

</Attribute>

Step 3C: Enable console access

Enable console access for your federated SAML users. For more information, see Enabling SAML 2.0

federated users to access the AWS Management Console.

Step 4: Test creating secrets

Federate into the AWS Management Console using the access-session-tags role. For more
information, see Enabling SAML 2.0 federated users to access the AWS Management Console.

Then follow the instructions in Step 4: Test creating secrets to create secrets. Use different SAML

identities with attributes to match the tags that are indicated in the ABAC tutorial. For more
information, see Step 4: Test creating secrets.

Step 5: Test viewing secrets

Follow the instructions in Step 5: Test viewing secrets to view the secrets that you created in the
previous step. Use different SAML identities with attributes to match the tags that are indicated in
the ABAC tutorial.

Step 6: Test scalability

Follow the instructions in Step 6: Test scalability to test scalability. Do this by adding a new identity
in your SAML-based IdP with the following attributes:

e cost-center = 101010
e access-project = cen

e access-team = eng

Step 7: Test updating and deleting secrets

Follow the instructions in Step 7: Test updating and deleting secrets to update and delete secrets.
Use different SAML identities with attributes to match the tags that are indicated in the ABAC
tutorial.
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/A Important

Delete all of the secrets that you created to avoid billing charges. For details about pricing
in Secrets Manager, see AWS Secrets Manager Pricing.

Summary

You've now successfully completed all of the steps necessary to use SAML session tags and
resource tags for permissions management.

® Note

You added policies that allow actions only under specific conditions. If you apply a different
policy to your users or roles that has broader permissions, then the actions might not be
limited to require tagging. For example, if you give a user full administrative permissions
using the AdministratorAccess AWS managed policy, then these policies don't restrict
that access. For more information about how permissions are determined when multiple
policies are involved, see Determining whether a request is allowed or denied within an

account.

IAM tutorial: Permit users to manage their credentials and MFA
settings

You can permit your users to manage their own multi-factor authentication (MFA) devices and
credentials on the Security credentials page. You can use the AWS Management Console to
configure credentials (access keys, passwords, signing certificates, and SSH public keys), delete or
deactivate credentials that are not needed, and enable MFA devices for your users. This is useful
for a small number of users, but that task could quickly become time consuming as the number of
users grows. This tutorial shows you how to enable these best practices without burdening your
administrators.

This tutorial shows how to allow users to access AWS services, but only when they sign in with
MFA. If they are not signed in with an MFA device, then users cannot access other services.

This workflow has three basic steps.
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Step 1: Create a policy to enforce MFA sign-in

Create a customer managed policy that prohibits all actions except the few IAM actions. These
exceptions allow a user to change their own credentials and manage their MFA devices on the
Security credentials page. For more information about accessing that page, see How |IAM users

change their own password (console).

Step 2: Attach policies to your test user group

Create a user group whose members have full access to all Amazon EC2 actions if they sign
in with MFA. To create such a user group, you attach both the AWS managed policy called
AmazonEC2FullAccess and the customer managed policy you created in the first step.

Step 3: Test your user's access

Sign in as the test user to verify that access to Amazon EC2 is blocked until the user creates an
MFA device. The user can then sign in using that device.

Prerequisites

To perform the steps in this tutorial, you must already have the following:

« An AWS account that you can sign in to as an IAM user with administrative permissions.

» Your account ID number, which you type into the policy in Step 1.

To find your account ID number, on the navigation bar at the top of the page, choose Support
and then choose Support Center. You can find your account ID under this page's Support menu.

« Avirtual (software-based) MFA device, FIDO security key, or hardware-based MFA device.

« A test IAM user who is a member of a user group as follows:

Create user Create and configure user group account
User Add user
User name Other instructions group as a Other instructions
name member
Choose only the option Do NOT attach any
MFAUser EC2MFA MFAUser o .
for Enable console access policies or otherwise
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Create user Create and configure user group account
User Add user
User name Other instructions group as a Other instructions
name member
- optional, and assign a grant permissions to this
password. user group.

Step 1: Create a policy to enforce MFA sign-in

You begin by creating an IAM customer managed policy that denies all permissions except those
required for IAM users to manage their own credentials and MFA devices.

1. Sign in to the AWS Management Console as a user with administrator credentials. To adhere to
IAM best practices, don't sign in with your AWS account root user credentials.

/A Important

IAM best practices recommend that you require human users to use federation with an
identity provider to access AWS using temporary credentials instead of using IAM users
with long-term credentials.

2. Open the IAM console at https://console.aws.amazon.com/iam/.

3. Inthe navigation pane, choose Policies, and then choose Create policy.

4. Choose the JSON tab and copy the text from the following JSON policy document: AWS:
Allows MFA-authenticated IAM users to manage their own credentials on the Security

credentials page.

5. Paste the policy text into the JSON text box. Resolve any security warnings, errors, or general
warnings generated during policy validation, and then choose Next.

(® Note

You can switch between the Visual editor and JSON options anytime. However, the
policy above includes the NotAction element, which is not supported in the visual
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editor. For this policy, you will see a notification on the Visual editor tab. Return to
JSON to continue working with this policy.

This example policy does not allow users to reset a password while signing in to the
AWS Management Console for the first time. We recommend that you do not grant
permissions to new users until after they sign in and reset their password.

6. On the Review and create page, type Foxrce_MFA for the policy name. For the policy
description, type This policy allows users to manage their own passwords and
MFA devices but nothing else unless they authenticate with MFA. Inthe
Tags area, you can optionally add tag key-value pairs to the customer managed policy. Review
the permissions granted by your policy, and then choose Create policy to save your work.

The new policy appears in the list of managed policies and is ready to attach.

Step 2: Attach policies to your test user group

Next you attach two policies to the test IAM user group, which will be used to grant the MFA-
protected permissions.

1. In the navigation pane, choose User groups.

2. Inthe search box, type EC2MFA, and then choose the group name (not the check box) in the
list.

Choose the Permissions tab, choose Add permissions, and then choose Attach policies.

4. On the Attach permission policies to EC2ZMFA group page, in the search box, type EC2Full.
Then select the check box next to AmazonEC2FullAccess in the list. Don't save your changes
yet.

5. In the search box, type Foxce, and then select the check box next to Force_MFA in the list.

6. Choose Attach policies.

Step 3: Test your user's access

In this part of the tutorial, you sign in as the test user and verify that the policy works as intended.

1. Signin to your AWS account as MFAUser with the password you assigned
in the previous section. Use the URL: https://<alias or account ID
number>.signin.aws.amazon.com/console
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2. Choose EC2 to open the Amazon EC2 console and verify that the user has no permissions to do
anything.

3. In the navigation bar on the upper right, choose the MFAUser user name, and then choose
Security credentials.

Account ID: 1234567
IAM user: User1
Account
Organization

Service Quotas

Billing Dashboard

Switch role

4. Now add an MFA device. In the Multi-factor Authentication (MFA) section, choose Assign MFA
device.

(® Note

You might receive an error that you are not authorized to perform
iam:DeleteVirtualMFADevice. This could happen if someone previously
began assigning a virtual MFA device to this user and cancelled the process. To
continue, you or another administrator must delete the user's existing unassigned
virtual MFA device. For more information, see | am not authorized to perform:
iam:DeleteVirtualMFADevice.

5. For this tutorial, we use a virtual (software-based) MFA device, such as the Google
Authenticator app on a mobile phone. Choose Authenticator app, and then click Next.

IAM generates and displays configuration information for the virtual MFA device, including
a QR code graphic. The graphic is a representation of the secret configuration key that is
available for manual entry on devices that do not support QR codes.

Step 3: Test your user's access 130



AWS Identity and Access Management User Guide

6.

10.

Open your virtual MFA app. (For a list of apps that you can use for hosting virtual MFA devices,
see Virtual MFA Applications.) If the virtual MFA app supports multiple accounts (multiple
virtual MFA devices), choose the option to create a new account (a new virtual MFA device).

Determine whether the MFA app supports QR codes, and then do one of the following:

» From the wizard, choose Show QR code. Then use the app to scan the QR code. For example,
you might choose the camera icon or choose an option similar to Scan code, and then use
the device's camera to scan the code.

 In the Set up device wizard, choose Show secret key, and then type the secret key into your
MFA app.

When you are finished, the virtual MFA device starts generating one-time passwords.

In the Set up device wizard, in the Enter the code from your authenticator app. box, type the
one-time password that currently appears in the virtual MFA device. Choose Register MFA.

/A Important

Submit your request immediately after generating the code. If you generate the codes
and then wait too long to submit the request, the MFA device is successfully associated
with the user. However, the MFA device is out of sync. This happens because time-
based one-time passwords (TOTP) expire after a short period of time. If this happens,
you can resync the device.

The virtual MFA device is now ready to use with AWS.

Sign out of the console and then sign in as MFAUsexr again. This time AWS prompts you for
an MFA code from your phone. When you get it, type the code in the box and then choose
Submit.

Choose EC2 to open the Amazon EC2 console again. Note that this time you can see all the
information and perform any actions you want. If you go to any other console as this user, you
see access denied messages. The reason is that the policies in this tutorial grant access only to
Amazon EC2.

Related resources

For additional information, see the following topics:
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» Using multi-factor authentication (MFA) in AWS
« Enabling MFA devices for users in AWS

» Using MFA devices with your IAM sign-in page
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IAM Identities (users, user groups, and roles)

® Tip
Having trouble signing in to AWS? Make sure that you're on the correct sign-in page.
« To sign in as the AWS account root user (account owner), use the credentials that you set

up when you created the AWS account.

« To sign in as an IAM user, use the credentials your account administrator gave you to sign
in to AWS.

» To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your

email address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access
portal in the AWS Sign-In User Guide.

For sign-in tutorials, see How to sign in to AWS in the AWS Sign-In User Guide.

® Note

If you need to request support, do not use the Feedback link on this page. Feedback you
enter is received by the AWS Documentation team, not AWS Support. Instead, choose the
Contact Us link at the top of this page. There, you'll find links to resources to help you get
the support that you need.

The AWS account root user or an administrative user for the account can create IAM identities. An
IAM identity provides access to an AWS account. An IAM user group is a collection of IAM users
managed as a unit. An IAM identity represents a human user or programmatic workload, and

can be authenticated and then authorized to perform actions in AWS. Each IAM identity can be
associated with one or more policies. Policies determine what actions a user, role, or member of a
user group can perform, on which AWS resources, and under what conditions.
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AWS account root user

When you first create an AWS account, you begin with one sign-in identity that has complete
access to all AWS services and resources in the account. This identity is called the AWS account root
user and is accessed by signing in with the email address and password that you used to create the
account.

/A Important

We strongly recommend that you don't use the root user for your everyday tasks.
Safeguard your root user credentials and use them to perform the tasks that only the root
user can perform. For the complete list of tasks that require you to sign in as the root user,
see Tasks that require root user credentials.

IAM users

An IAM user is an identity within your AWS account that has specific permissions for a single person
or application. Where possible, best practices recommend relying on temporary credentials instead
of creating IAM users who have long-term credentials such as passwords and access keys. Before
creating access keys, review the alternatives to long-term access keys. If you have specific use

cases that require access keys, we recommend that you update access keys when needed. For more
information, see Update access keys when needed for use cases that require long-term credentials.
To add IAM users to your AWS account, see Creating an IAM user in your AWS account.

(® Note

As a security best practice, we recommend that you provide access to your resources
through identity federation instead of creating IAM users. For information about specific
situations where an IAM user is required, see When to create an IAM user (instead of a role).

IAM user groups

An |AM group is an identity that specifies a collection of IAM users. You can't use a group to sign-in.
You can use groups to specify permissions for multiple users at a time. Groups make permissions
easier to manage for large sets of users. For example, you could have a group named IAMPublishers
and give that group the types of permissions that publishing workloads typically need.
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IAM roles

An IAM role is an identity within your AWS account that has specific permissions. It's similar to an
IAM user, but isn't associated with a specific person. You can temporarily assume an IAM role in the
AWS Management Console by switching roles. You can assume a role by calling an AWS CLI or AWS

API operation or by using a custom URL. For more information about methods for using roles, see
Using IAM roles.

IAM roles with temporary credentials are used in the following situations:

» Federated user access — To assign permissions to a federated identity, you create a role
and define permissions for the role. When a federated identity authenticates, the identity
is associated with the role and is granted the permissions that are defined by the role. For
information about roles for federation, see Creating a role for a third-party Identity Provider

in the JAM User Guide. If you use IAM Identity Center, you configure a permission set. To control
what your identities can access after they authenticate, IAM Identity Center correlates the
permission set to a role in IAM. For information about permissions sets, see Permission sets in
the AWS IAM Identity Center User Guide.

o Temporary IAM user permissions — An IAM user or role can assume an IAM role to temporarily
take on different permissions for a specific task.

» Cross-account access — You can use an |IAM role to allow someone (a trusted principal) in a
different account to access resources in your account. Roles are the primary way to grant cross-
account access. However, with some AWS services, you can attach a policy directly to a resource
(instead of using a role as a proxy). To learn the difference between roles and resource-based
policies for cross-account access, see Cross account resource access in IAM.

» Cross-service access — Some AWS services use features in other AWS services. For example, when
you make a call in a service, it's common for that service to run applications in Amazon EC2 or
store objects in Amazon S3. A service might do this using the calling principal's permissions,
using a service role, or using a service-linked role.

 Principal permissions — When you use an IAM user or role to perform actions in AWS, you
are considered a principal. When you use some services, you might perform an action that
then initiates another action in a different service. FAS uses the permissions of the principal
calling an AWS service, combined with the requesting AWS service to make requests to
downstream services. FAS requests are only made when a service receives a request that
requires interactions with other AWS services or resources to complete. In this case, you must
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have permissions to perform both actions. For policy details when making FAS requests, see
Forward access sessions.

» Service role - A service role is an IAM role that a service assumes to perform actions on your
behalf. An IAM administrator can create, modify, and delete a service role from within IAM. For
more information, see Creating a role to delegate permissions to an AWS service in the IAM
User Guide.

» Service-linked role - A service-linked role is a type of service role that is linked to an AWS
service. The service can assume the role to perform an action on your behalf. Service-linked
roles appear in your AWS account and are owned by the service. An IAM administrator can
view, but not edit the permissions for service-linked roles.

« Applications running on Amazon EC2 - You can use an IAM role to manage temporary
credentials for applications that are running on an EC2 instance and making AWS CLI or AWS API
requests. This is preferable to storing access keys within the EC2 instance. To assign an AWS role
to an EC2 instance and make it available to all of its applications, you create an instance profile
that is attached to the instance. An instance profile contains the role and enables programs that
are running on the EC2 instance to get temporary credentials. For more information, see Using
an IAM role to grant permissions to applications running on Amazon EC2 instances in the IAM
User Guide.

Temporary credentials in IAM

As a best practice, use temporary credentials with both human users and workloads. Temporary
credentials are primarily used with 1AM roles, but there are also other uses. You can request
temporary credentials that have a more restricted set of permissions than your standard IAM user.
This prevents you from accidentally performing tasks that aren't permitted by the more restricted
credentials. A benefit of temporary credentials is that they expire automatically after a set period
of time. You have control over the duration that the credentials are valid.

When to use IAM Identity Center users?

We recommend that all human users use 1AM Identity Center to access AWS resources. IAM ldentity
Center enables significant improvements over accessing AWS resources as an IAM user. IAM Identity
Center provides:

« A central set of identities and assignments

» Access to accounts across an entire AWS Organization
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Connection to your existing identity provider
Temporary credentials

Multi-factor authentication (MFA)
Self-service MFA configuration for end-users
Administrative enforcement of MFA usage

Single sign-on to all AWS account entitlements

For more information, see What is IAM Identity Center in the AWS IAM Identity Center User Guide.

When to create an IAM user (instead of a role)

We recommend you only use IAM users for use cases not supported by federated users. Some of

the use cases include the following:

Workloads that cannot use 1AM roles — You might run a workload from a location that needs to
access AWS. In some situations, you can't use IAM roles to provide temporary credentials, such as
for WordPress plugins. In these situations, use IAM user long-term access keys for that workload

to authenticate to AWS.

Third-party AWS clients - If you are using tools that don’t support access with IAM Identity
Center, such as third-party AWS clients or vendors that aren't hosted on AWS, use IAM user long-
term access keys.

AWS CodeCommit access - If you are using CodeCommit to store your code, you can use an
IAM user with either SSH keys or service-specific credentials for CodeCommit to authenticate
to your repositories. We recommend that you do this in addition to using a user in IAM Identity
Center for normal authentication. Users in IAM Identity Center are the people in your workforce
who need access to your AWS accounts or to your cloud applications. To give users access

to your CodeCommit repositories without configuring 1AM users, you can configure the git-
remote-codecommit utility. For more information about IAM and CodeCommit, see Using

IAM with CodeCommit: Git credentials, SSH keys, and AWS access keys. For more information
about configuring the git-remote-codecommit utility, see Connecting to AWS CodeCommit
repositories with rotating credentials in the AWS CodeCommit User Guide.

Amazon Keyspaces (for Apache Cassandra) access — In a situation where you are unable to
use users in IAM Identity Center, such as for testing purposes for Cassandra compatibility, you
can use an IAM user with service-specific credentials to authenticate with Amazon Keyspaces.
Users in IAM Identity Center are the people in your workforce who need access to your AWS

When to create an IAM user (instead of a role) 137


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html#temporary-access-configure-credentials
https://docs.aws.amazon.com/codecommit/latest/userguide/temporary-access.html#temporary-access-configure-credentials

AWS Identity and Access Management User Guide

accounts or to your cloud applications. You can also connect to Amazon Keyspaces using
temporary credentials. For more information, see Using temporary credentials to connect to

Amazon Keyspaces using an IAM role and the SigV4 plugin in the Amazon Keyspaces (for Apache
Cassandra) Developer Guide.

« Emergency access - In a situation where you can't access your identity provider and you must
take action in your AWS account. Establishing emergency access IAM users can be part of your
resiliency plan. We recommend that the emergency user credentials be tightly controlled and
secured using multi-factor authentication (MFA).

When to create an I1AM role (instead of a user)

Create an IAM role in the following situations:

You're creating an application that runs on an Amazon Elastic Compute Cloud (Amazon EC2)
instance and that application makes requests to AWS.

Don't create an IAM user and pass the user's credentials to the application or embed the
credentials in the application. Instead, create an IAM role that you attach to the EC2 instance
to give temporary security credentials to applications running on the instance. When an
application uses these credentials in AWS, it can perform all of the operations that are allowed
by the policies attached to the role. For details, see Using an IAM role to grant permissions to

applications running on Amazon EC2 instances.

You're creating an app that runs on a mobile phone and that makes requests to AWS.

Don't create an IAM user and distribute the user's access key with the app. Instead, use an
identity provider like Login with Amazon, Amazon Cognito, Facebook, or Google to authenticate
users and map the users to an IAM role. The app can use the role to get temporary security
credentials that have the permissions specified by the policies attached to the role. For more
information, see the following:

o Amazon Cognito User Guide

« About web identity federation

Users in your company are authenticated in your corporate network and want to be able to use
AWS without having to sign in again—that is, you want to allow users to federate into AWS.

Don't create IAM users. Configure a federation relationship between your enterprise identity
system and AWS. You can do this in two ways:
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o If your company's identity system is compatible with SAML 2.0, you can establish trust
between your company's identity system and AWS. For more information, see About SAML
2.0-based federation.

» Create and use a custom proxy server that translates user identities from the enterprise
into IAM roles that provide temporary AWS security credentials. For more information, see
Enabling custom identity broker access to the AWS console.

Compare AWS account root user credentials and IAM user
credentials

The root user is the account owner and is created when the AWS account is created. Other types
of users, including IAM users, and AWS IAM Identity Center users are created by the root user or an
administrator for the account. All AWS users have security credentials.

Root user credentials

The credentials of the account owner allow full access to all resources in the account. You can't
use IAM policies to explicitly deny the root user access to resources. You can only use an AWS
Organizations service control policy (SCP) to limit the permissions of the root user of a member

account. Because of this, we recommend that you create an administrative user in IAM Identity

Center to use for everyday AWS tasks. Then, safeguard the root user credentials and use them to
perform only those few account and service management tasks that require you to sign in as the
root user. For the list of those tasks, see Tasks that require root user credentials. To learn how to

set up an administrator for daily use in IAM Identity Center, see Getting started in the IAM Identity

Center User Guide.
IAM credentials

An IAM user is an entity you create in AWS that represents the person or service that uses the IAM
user to interact with AWS resources. These users are identities within your AWS account that have
specific custom permissions. For example, you can create IAM users and give them permissions to
create a directory in IAM Identity Center. IAM users have long-term credentials that they can use to
access AWS using the AWS Management Console, or programmatically using the AWS CLI or AWS
APIs. For step-by-step instructions for how IAM users sign in to the AWS Management Console, see
Sign in to the AWS Management Console as an IAM user in the AWS Sign-In User Guide.

In general, we recommend that you avoid creating IAM users because they have long-term
credentials such as a username and password. Instead, require human users to use temporary
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credentials when accessing AWS. You can use an identity provider for your human users to provide
federated access to AWS accounts by assuming IAM roles, which provide temporary credentials. For
centralized access management, we recommend that you use IAM Identity Center to manage access

to your accounts and permissions within those accounts. You can manage your user identities with
IAM Identity Center, or manage access permissions for user identities in IAM Identity Center from
an external identity provider. For more information, see What is IAM Identity Center in the IAM
Identity Center User Guide.

AWS account root user

When you first create an Amazon Web Services (AWS) account, you begin with a single sign-in
identity that has complete access to all AWS services and resources in the account. This identity is
called the AWS account root user and is accessed by signing in with the email address and password
that you used to create the account.

/A Important

We strongly recommend that you don't use the root user for your everyday tasks and that
you follow the root user best practices for your AWS account. Safeguard your root user

credentials and use them to perform the tasks that only the root user can perform. For the
complete list of tasks that require you to sign in as the root user, see Tasks that require root
user credentials.

The following topics detail management tasks associated with the root user.

Tasks

« Enable a virtual MFA device for your AWS account root user (console)

o Enable a hardware TOTP token for the AWS account root user (console)

« Enable a FIDO security key for the AWS account root user (console)

« Change the password for the AWS account root user

o Resetting a lost or forgotten root user password

» Creating access keys for the root user

» Deleting access keys for the root user

» Tasks that require root user credentials
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« Troubleshooting issues with the root user

o Related information

Enable a virtual MFA device for your AWS account root user (console)

You can use the AWS Management Console to configure and enable a virtual MFA device for your
root user. To enable MFA devices for the AWS account, you must be signed in to AWS using your
root user credentials.

Before you enable MFA for your root user, review your account settings and contact information to
make sure that you have access to the email and phone number. If your MFA device is lost, stolen,
or not working, you can still sign in as the root user by verifying your identity using that email and
phone number. To learn about signing in using these alternative factors of authentication, see
What if an MFA device is lost or stops working?.

To configure and enable a virtual MFA device for use with your root user (console)

1. Signin to the AWS Management Console.

2. On the right side of the navigation bar, choose your account name, and choose Security
credentials. If necessary, choose Continue to Security credentials.

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

In the Multi-Factor Authentication (MFA) section, choose Assign MFA device.

4. Inthe wizard, type a Device name, choose Authenticator app, and then choose Next.
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IAM generates and displays configuration information for the virtual MFA device, including
a QR code graphic. The graphic is a representation of the secret configuration key that is
available for manual entry on devices that do not support QR codes.

5. Open the virtual MFA app on the device.

If the virtual MFA app supports multiple virtual MFA devices or accounts, choose the option to
create a new virtual MFA device or account.

6. The easiest way to configure the app is to use the app to scan the QR code. If you cannot
scan the code, you can type the configuration information manually. The QR code and secret
configuration key generated by IAM are tied to your AWS account and cannot be used with
a different account. They can, however, be reused to configure a new MFA device for your
account in case you lose access to the original MFA device.

» To use the QR code to configure the virtual MFA device, from the wizard, choose Show QR
code. Then follow the app instructions for scanning the code. For example, you might need
to choose the camera icon or choose a command like Scan account barcode, and then use
the device's camera to scan the QR code.

 In the Set up device wizard, choose Show secret key, and then type the secret key into your
MFA app.

/A Important

Make a secure backup of the QR code or secret configuration key, or make sure that
you enable multiple MFA devices for your account. You can register up to eight MFA
devices of any combination of the currently supported MFA types with your AWS
account root user and IAM users. A virtual MFA device might become unavailable, for

example, if you lose the smartphone where the virtual MFA device is hosted. If that
happens and you are not able to sign in to your account with no additional MFA devices
attached to the user or even by Recovering a root user MFA device, you will not be able

to sign in to your account and you will have to contact customer service to remove MFA

protection for the account.

The device starts generating six-digit numbers.
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7. Inthe wizard, in the MFA code 1 box, type the one-time password that currently appears in the
virtual MFA device. Wait up to 30 seconds for the device to generate a new one-time password.
Then type the second one-time password into the MFA code 2 box. Choose Add MFA.

/A Important

Submit your request immediately after generating the code. If you generate the codes
and then wait too long to submit the request, the MFA device successfully associates
with the user but the MFA device is out of sync. This happens because time-based one-
time passwords (TOTP) expire after a short period of time. If this happens, you can
resync the device.

The device is ready for use with AWS. For information about using MFA with the AWS Management
Console, see Using MFA devices with your IAM sign-in page.

Enable a hardware TOTP token for the AWS account root user (console)

You can configure and enable a physical MFA device for your root user from the AWS Management
Console only, not from the AWS CLI or AWS API.

If your MFA device is lost, stolen, or not working, you can still sign in using alternative factors

of authentication. If you can't sign in with your MFA device, you can sign in by verifying your
identity using the email and phone that are registered with your account. Before you enable MFA
for your root user, review your account settings and contact information to make sure that you
have access to the email and phone number. To learn about signing in using alternative factors of
authentication, see What if an MFA device is lost or stops working?. To disable this feature, contact
AWS Support.

® Note

You might see different text, such as Sign in using MFA and Troubleshoot your
authentication device. However, the same features are provided. In either case, if you
cannot verify your account email address and phone number using alternative factors of
authentication, contact AWS Support to deactivate your MFA setting.
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To enable the MFA device for your root user (console)

1. Signin to the IAM console as the account owner by choosing Root user and entering your AWS
account email address. On the next page, enter your password.

® Note

As the root user, you can't sign in to the Sign in as IAM user page. If you see the Sign
in as 1AM user page, choose Sign in using root user email near the bottom of the
page. For help signing in as the root user, see Signing in to the AWS Management
Console as the root user in the AWS Sign-In User Guide.

2. On the right side of the navigation bar, choose on your account name, and then choose
Security credentials. If necessary, choose Continue to Security credentials.

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

Expand the Multi-factor authentication (MFA) section.
Choose Assign MFA device.
In the wizard, type a Device name, choose Hardware TOTP token, and then choose Next.

In the Serial number box, type the serial number that is found on the back of the MFA device.

N o U & W

In the MFA code 1 box, type the six-digit number displayed by the MFA device. You might need
to press the button on the front of the device to display the number.
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8. Wait 30 seconds while the device refreshes the code, and then type the next six-digit number
into the MFA code 2 box. You might need to press the button on the front of the device again
to display the second number.

9. Choose Add MFA. The MFA device is now associated with the AWS account.

/A Important

Submit your request immediately after generating the authentication codes. If you
generate the codes and then wait too long to submit the request, the MFA device
successfully associates with the user but the MFA device becomes out of sync. This
happens because time-based one-time passwords (TOTP) expire after a short period of
time. If this happens, you can resync the device.

The next time you use your root user credentials to sign in, you must type a code from the MFA
device.

Enable a FIDO security key for the AWS account root user (console)

You can configure and enable a virtual MFA device for your root user from the AWS Management
Console only, not from the AWS CLI or AWS API.

If your FIDO security key is lost, stolen, or not working, you can still sign in using another MFA
device registered to the same AWS account root user. If you only have a single MFA device
registered, you can sign in using alternate factors of identification. To learn about signing in using
alternative factors of authentication, see What if an MFA device is lost or stops working?. To disable
this feature, contact AWS Support.

(® Note

You should not choose any of the available options on the Google Chrome pop-up that asks
to Verify your identity with amazon.com. You only need to tap on the security key.
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To enable the FIDO key for your root user (console)

1. Signin to the IAM console as the account owner by choosing Root user and entering your AWS
account email address. On the next page, enter your password.

® Note

As the root user, you can't sign in to the Sign in as IAM user page. If you see the Sign
in as 1AM user page, choose Sign in using root user email near the bottom of the
page. For help signing in as the root user, see Signing in to the AWS Management
Console as the root user in the AWS Sign-In User Guide.

2. On the right side of the navigation bar, choose your account name, and then choose Security
credentials. If necessary, choose Continue to Security credentials.

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

Expand the Multi-factor authentication (MFA) section.
Choose Assign MFA device.

In the wizard, type a Device name, choose Security Key, and then choose Next.

o v M W

Insert the FIDO security key into your computer's USB port.
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7. Tap the FIDO security key.

The FIDO security key is ready for use with AWS. The next time you use your root user credentials
to sign in, you must tap your FIDO security key to complete the sign-in process.

For help troubleshooting issues with your FIDO security key, see Troubleshooting FIDO security
keys.

Change the password for the AWS account root user

You can change the email address and password from either the Security Credentials or the

Account page. You can also choose Forgot password? on the AWS sign-in page to reset your
password.

To change the root user's password, you must sign in as the AWS account root user and not as an
IAM user. To learn how to reset a forgotten root user password, see Resetting a lost or forgotten

root user password.

To protect your password, it's important to follow these best practices:

« Change your password periodically.
» Keep your password private because anyone who knows your password can access your account.
« Use a different password on AWS than you use on other sites.

» Avoid passwords that are easy to guess. These include passwords such as secret, password,
amazon, or 123456. Also avoid things like dictionary words, your name, email address, or other
personal information that someone can easily obtain.
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AWS Management Console

To change the password for the root user

@ Minimum permissions

To perform the following steps, you must have at least the following IAM permissions:

» You must sign in as the AWS account root user, which requires no additional AWS
Identity and Access Management (IAM) permissions. You can't perform these steps as
an IAM user or role.

1. Use your AWS account's email address and password to sign in to the Getting Started with
the AWS Management Console as your AWS account root user.

2. Inthe upper right corner of the console, choose your account name or number and then
choose Account.

3. On the Account page, next to Account settings, choose Edit. You are prompted to re-
authenticate for security purposes.

® Note

If you don't see the Edit option, it is likely that you are not signed in as the root
user for your account. You can't modify account settings while signed in as an IAM
user or role.

4. On the Update account settings page, under Password, choose Edit.

5. On the Update your password page, fill out the fields for Current password, New
password, and Confirm new password.

/A Important

Make sure to choose a strong password. Although you can set an account password
policy for IAM users, that policy doesn't apply to the root user.

AWS requires that your password meet the following conditions:

Change the password 148


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

AWS Identity and Access Management User Guide

e It must have a minimum of 8 characters and a maximum of 128 characters.

It must include a minimum of three of the following mix of character types: uppercase,
lowercase, numbers, and!'@ #$ % ~ & * () <> [1 {} | _+-= symbols.

« It must not be identical to your AWS account name or email address.

® Note

AWS is rolling out improvements to the sign-in process. One of those improvements
is to enforce a more secure password policy for your account. If AWS has upgraded
your account, you are required to meet the password policy described earlier. If
AWS hasn't yet upgraded your account, then AWS doesn't yet enforce this policy.
However, we strongly recommend that you follow its guidelines for a more secure
password.

6. Choose Save changes.

AWS CLI or AWS SDK

This task isn't supported in the AWS CLI or by an API operation from one of the AWS SDKs. You
can perform this task only by using the AWS Management Console.

Resetting a lost or forgotten root user password

When you first created your AWS account, you provided an email address and password. These are
your AWS account root user credentials. If you forget your root user password, you can reset the
password from the AWS Management Console.

To reset your root user password:

1. Use your AWS account email address to begin signing in to the AWS Management Console as
the root user and then choose Next.

® Note

If you are signed in to the AWS Management Console with IAM user credentials, then
you must sign out before you can reset the root user password. If you see the account-
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specific IAM user sign-in page, choose Sign-in using root account credentials near the
bottom of the page. If necessary, provide your account email address and choose Next
to access the Root user sign in page.

2. Choose Forgot your password?.

(@ Note

If you are an IAM user, this option is not available. The Forgot your password? option
is only available for the root user account. IAM users must ask their administrator to
reset a forgotten password. For more information, see | forgot my IAM user password
for my AWS account. If you sign in through the AWS access portal, see Resetting your
IAM Identity Center user password.

3. Provide the email address that is associated with the account. Then provide the CAPTCHA text
and choose Continue.

4. Check the email that is associated with your AWS account for a message from Amazon Web
Services. The email will come from an address ending in @verify.signin.aws. Follow the
directions in the email. If you don't see the email in your account, check your spam folder.

If you no longer have access to the email, see | don't have access to the email for my AWS
account in the AWS Sign-In User Guide.

Creating access keys for the root user

/A Warning

We strongly recommend that you do not create access key pairs for your root user. Because
only a few tasks require the root user and you typically perform those tasks infrequently,
we recommend signing in to the AWS Management Console to perform the root user tasks.
Before creating access keys, review the alternatives to long-term access keys.

Although we don't recommend it, you can create access keys for your root user so that you can run
commands in the AWS Command Line Interface (AWS CLI) or use API operations from one of the
AWS SDKs using root user credentials. When you create access keys, you create the access key ID
and secret access key as a set. During access key creation, AWS gives you one opportunity to view
and download the secret access key part of the access key. If you don't download it or if you lose it,
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you can delete the access key and then create a new one. You can create root user access keys with
the console, AWS CLI, or AWS API.

A newly created access key has the status of active, which means that you can use the access key
for CLI and API calls. You can assign up to two access keys to the root user.

Access keys that are not in use should be inactivated. Once an access key is inactive, you can't use it
for API calls. Inactive keys still count toward your limit. You can create or delete an access key any
time. However, when you delete an access key, it's gone forever and can't be retrieved.

AWS Management Console

To create an access key for the AWS account root user

(@ Minimum permissions

To perform the following steps, you must have at least the following IAM permissions:

» You must sign in as the AWS account root user, which requires no additional AWS
Identity and Access Management (IAM) permissions. You can't perform these steps as
an IAM user or role.

1.  Use your AWS account's email address and password to sign in to the Getting Started with

the AWS Management Console as your AWS account root user.

2. In the upper right corner of the console, choose your account name or number and then
choose Security Credentials.

3. Inthe Access keys section, choose Create access key. If this option is not available, then
you already have the maximum number of access keys. You must delete one of the existing
access keys before you can create a new key. For more information, see IAM Object Quotas.

4. On the Alternatives to root user access keys page, review the security recommendations.
To continue, select the check box, and then choose Create access key.

5. On the Retrieve access key page, your Access key ID is displayed.

6. Under Secret access key, choose Show and then copy the access key ID and secret key
from your browser window and paste it somewhere secure. Alternatively, you can choose
Download .csv file which will download a file named rootkey. csv that contains the
access key ID and the secret key. Save the file somewhere safe.
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7. Choose Done. When you no longer need the access key we recommend that you delete it,
or at least consider deactivating it so that no one can misuse it.

AWS CLI & SDKs

To create an access key for the root user

® Note

To run the following command or API operation as the root user, you must already have
one active access key pair. If you don't have any access keys, create the first access key
using the AWS Management Console. Then, you can use the credentials from that first
access key with the AWS CLI to create the second access key, or to delete an access key.

o AWS CLI: aws iam create-access-key

Example

$ aws iam create-access-key
{
"AccessKey": {
"UserName": "MyUserName",
"AccessKeyId": "AKIAIOSFODNN7EXAMPLE",
"Status": "Active",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2021-04-08T19:30:16+00:00"

o AWS API: CreateAccessKey in the IAM API Reference.

Deleting access keys for the root user

You can use the AWS Management Console, the AWS CLI or the AWS API to delete the root user
access keys.
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AWS Management Console

To delete an access key for the root user

@ Minimum permissions

To perform the following steps, you must have at least the following IAM permissions:

» You must sign in as the AWS account root user, which requires no additional AWS
Identity and Access Management (IAM) permissions. You can't perform these steps as
an IAM user or role.

1. Use your AWS account's email address and password to sign in to the Getting Started with
the AWS Management Console as your AWS account root user.

2. Inthe upper right corner of the console, choose your account name or number and then
choose Security Credentials.

3. Inthe Access keys section, select the access key that you want to delete, and then, under
Actions, choose Delete.

® Note

Alternatively, you can Deactivate an access key, instead of permanently deleting it.
This way you can resume using it in the future without having to change either the
key ID or secret key. While the key is inactive, any attempts to use it in requests to
the AWS API fail with the error access denied.

4. On the Delete <access key ID> dialog box, choose Deactivate, enter the access key ID to
confirm you want to delete it, and then choose Delete.

AWS CLI & SDKs

To delete an access key for the root user

@ Minimum permissions

To perform the following steps, you must have at least the following IAM permissions:
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» You must sign in as the AWS account root user, which requires no additional AWS
Identity and Access Management (IAM) permissions. You can't perform these steps as
an |IAM user or role.

o AWS CLI: aws iam delete-access-key

Example

$ aws iam delete-access-key \
--access-key-id AKIAIOSFODNN7EXAMPLE

This command produces no output when successful.

o AWS API: DeleteAccessKey

Tasks that require root user credentials

We recommend that you configure an administrative user in AWS IAM Identity Center to perform

daily tasks and access AWS resources. However, you can perform the tasks listed below only when
you sign in as the root user of an account.

Tasks

« Change your account settings. This includes the account name, email address, root user

password, and root user access keys. Other account settings, such as contact information,
payment currency preference, and AWS Regions, don't require root user credentials.

» Restore IAM user permissions. If the only IAM administrator accidentally revokes their own

permissions, you can sign in as the root user to edit policies and restore those permissions.

» Activate IAM access to the Billing and Cost Management console.

« View certain tax invoices. An IAM user with the aws-portal:ViewBilling permission can view and

download VAT invoices from AWS Europe, but not AWS Inc. or Amazon Internet Services Private
Limited (AISPL).

» Close your AWS account.

For more information, see the following topics:

» How do I transfer my AWS account to another person or business?.
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» How do I close my AWS account?

+ Close a standalone AWS account

» Register as a seller in the Reserved Instance Marketplace.

» Configure an Amazon S3 bucket to enable MFA (multi-factor authentication).

« Edit or delete an Amazon Simple Queue Service (Amazon SQS) resource policy that denies all
principals.
« Edit or delete an Amazon Simple Storage Service (Amazon S3) bucket policy that denies all

principals.
« Sign up for AWS GovCloud (US).

» Request AWS GovCloud (US) account root user access keys from AWS Support.

« In the event that an AWS Key Management Service key becomes unmanageable, you can recover
it by contacting AWS Support as the root user.

Troubleshooting issues with the root user

Use the information here to help you troubleshoot issues related to the root user of an AWS
account.

| can't perform tasks that | expect to be able to do when signed in as the account root user

If you can't complete tasks when you are signed in as the root user for the account, your account
might be a member of an organization in AWS Organizations. If so, and your organizational
administrator used a service control policy (SCP) to limit the permissions of your account, then all
users, including the root user, are affected. For more information, see Service control policies in the

AWS Organizations User Guide.
| forgot the root user password for my AWS account

If you're a root user and you have lost or forgot the password for your AWS account, you can reset
your password. You must know the email address used to create the AWS account, and you must
have access to the email account. For more information, see Resetting a lost or forgotten root user

password.

I don't have access to the email for my AWS account

When you create an AWS account, you provide an email address and password. These are the
credentials for the AWS account root user. If you aren't sure of the email address associated with
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your AWS account, search for messages sent from @signin.aws or @verify.signin.aws to any
email address for your organization that might have been used to open the AWS account.

If you know the email address but no longer have access to the email, first try to recover access to
the email using one of the following options:

« If you own the domain for the email address, you can restore a deleted email address.
Alternatively, you can set up a catch-all for your email account, which "catches all" messages sent
to email addresses that no longer exist in the mail server and redirects them to another email
address.

o If the email address on the account is part of your corporate email system, we recommend that
you contact your IT system administrators. They might be able to help you regain access to the
email.

If you're still not able to sign in to your AWS account, you can find alternate support options at
Contact us.

Related information

The following articles provide additional information about working with the root user.

What are some best practices for securing my AWS account and its resources?

How can | create an EventBridge event rule to notify me that my root user was used?

Monitor and notify on AWS account root user activity

Monitor IAM root user activity

IAM users

/A Important

IAM best practices recommend that you require human users to use federation with an

identity provider to access AWS using temporary credentials instead of using IAM users
with long-term credentials.
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An AWS Identity and Access Management (IAM) user is an entity that you create in AWS. The IAM
user represents the human user or workload who uses the IAM user to interact with AWS. A user in
AWS consists of a name and credentials.

An IAM user with administrator permissions is not the same thing as the AWS account root user. For
more information about the root user, see AWS account root user.

How AWS identifies an IAM user

When you create an IAM user, IAM creates these ways to identify that user:

« A "friendly name" for the IAM user, which is the name that you specified when you created the
IAM user, such as Richard or Anaya. These are the names you see in the AWS Management
Console.

« An Amazon Resource Name (ARN) for the IAM user. You use the ARN when you need to uniquely
identify the 1AM user across all of AWS. For example, you could use an ARN to specify the IAM
user as a Principal in an IAM policy for an Amazon S3 bucket. An ARN for an IAM user might
look like the following:

arn:aws:iam: :account-ID-without-hyphens:user/Richard

« A unique identifier for the IAM user. This ID is returned only when you use the API, Tools for
Windows PowerShell, or AWS CLI to create the IAM user; you do not see this ID in the console.

For more information about these identifiers, see IAM identifiers.

IAM users and credentials

You can access AWS in different ways depending on the IAM user credentials:

« Console password: A password that the IAM user can type to sign in to interactive sessions
such as the AWS Management Console. Disabling the password (console access) for an 1AM user
prevents them from signing in to the AWS Management Console using their sign-in credentials. It

does not change their permissions or prevent them from accessing the console using an assumed
role.

 Access keys: Used to make programmatic calls to AWS. However, there are more secure
alternatives to consider before you create access keys for IAM users. For more information, see
Considerations and alternatives for long-term access keys in the AWS General Reference. If the
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IAM user has active access keys, they continue to function and allow access through the AWS CLI,
Tools for Windows PowerShell, AWS API, or the AWS Console Mobile Application.

o SSH keys for use with CodeCommit: An SSH public key in the OpenSSH format that can be used
to authenticate with CodeCommit.

« Server certificates: SSL/TLS certificates that you can use to authenticate with some AWS
services. We recommend that you use AWS Certificate Manager (ACM) to provision, manage, and

deploy your server certificates. Use IAM only when you must support HTTPS connections in a
region that is not supported by ACM. To learn which regions support ACM, see AWS Certificate

Manager endpoints and quotas in the AWS General Reference.

You can choose the credentials that are right for your IAM user. When you use the AWS
Management Console to create an IAM user, you must choose to at least include a console
password or access keys. By default, a brand new IAM user created using the AWS CLI or AWS API
has no credentials of any kind. You must create the type of credentials for an IAM user based on
your use case.

You have the following options to administer passwords, access keys, and multi-factor
authentication (MFA) devices:

« Manage passwords for your IAM users. Create and change the passwords that permit access

to the AWS Management Console. Set a password policy to enforce a minimum password
complexity. Allow users to change their own passwords.

« Manage access keys for your IAM users. Create and update access keys for programmatic access

to the resources in your account.

o Enable multi-factor authentication (MFA) for the IAM user. As a best practice, we recommend

that you require multi-factor authentication for all IAM users in your account. With MFA, users
must provide two forms of identification: First, they provide the credentials that are part of their
user identity (a password or access key). In addition, they provide a temporary numeric code
that's generated on a hardware device or by an application on a smartphone or tablet.

« Find unused passwords and access keys. Anyone who has a password or access keys for your

account or an IAM user in your account has access to your AWS resources. The security best
practice is to remove passwords and access keys when users no longer need them.

« Download a credential report for your account. You can generate and download a credential

report that lists all IAM users in your account and the status of their various credentials, including
passwords, access keys, and MFA devices. For passwords and access keys, the credential report
shows how recently the password or access key has been used.

IAM users and credentials 158


https://docs.aws.amazon.com/general/latest/gr/acm.html
https://docs.aws.amazon.com/general/latest/gr/acm.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html
https://docs.aws.amazon.com/general/latest/gr/aws-access-keys-best-practices.html

AWS Identity and Access Management User Guide

IAM users and permissions

By default, a new IAM user has no permissions to do anything. They are not authorized to perform
any AWS operations or to access any AWS resources. An advantage of having individual IAM users
is that you can assign permissions individually to each user. You might assign administrative
permissions to a few users, who then can administer your AWS resources and can even create and
manage other IAM users. In most cases, however, you want to limit a user's permissions to just the
tasks (AWS actions or operations) and resources that are needed for the job.

Imagine a user named Diego. When you create the IAM user Diego, you create a password for
him and attach permissions that let him launch a specific Amazon EC2 instance and read (GET)
information from a table in an Amazon RDS database. For procedures on how to create users and
grant them initial credentials and permissions, see Creating an IAM user in your AWS account. For

procedures on how to change the permissions for existing users, see Changing permissions for an

IAM user. For procedures on how to change the user's password or access keys, see Managing user

passwords in AWS and Managing access keys for IAM users.

You can also add a permissions boundary to your IAM users. A permissions boundary is an
advanced feature that allows you to use AWS managed policies to limit the maximum permissions
that an identity-based policy can grant to an IAM user or role. For more information about policy
types and uses, see Policies and permissions in IAM.

IAM users and accounts

Each IAM user is associated with one and only one AWS account. Because |IAM users are defined
within your AWS account, they don't need to have a payment method on file with AWS. Any AWS
activity performed by IAM users in your account is billed to your account.

The number and size of IAM resources in an AWS account are limited. For more information, see
IAM and AWS STS quotas.

IAM users as service accounts

An |IAM user is a resource in IAM that has associated credentials and permissions. An IAM user

can represent a person or an application that uses its credentials to make AWS requests. This is
typically referred to as a service account. If you choose to use the long-term credentials of an IAM
user in your application, do not embed access keys directly into your application code. The AWS
SDKs and the AWS Command Line Interface allow you to put access keys in known locations so that
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you do not have to keep them in code. For more information, see Manage IAM User Access Keys

Properly in the AWS General Reference. Alternatively, and as a best practice, you can use temporary

security credentials (IAM roles) instead of long-term access keys.

Creating an IAM user in your AWS account
W Follow us on Twitter

/A Important

IAM best practices recommend that you require human users to use federation with an

identity provider to access AWS using temporary credentials instead of using IAM users
with long-term credentials.

(@ Note

If you found this page because you are looking for information about the Product
Advertising API to sell Amazon products on your website, see the Product Advertising API
5.0 Documentation.

If you arrived at this page from the IAM console, it is possible that your account does
not include 1AM users, even though you are signed in. You could be signed in as the AWS
account root user, using a role, or signed in with temporary credentials. To learn more
about these IAM identities, see IAM ldentities (users, user groups, and roles).

The process of creating a user and enabling that user to perform work tasks consists of the
following steps:

1. Create the user in the AWS Management Console, the AWS CLI, Tools for Windows PowerShell,
or using an AWS API operation. If you create the user in the AWS Management Console,
then steps 1-4 are handled automatically, based on your choices. If you create the users
programmatically, then you must perform each of those steps individually.

2. Create credentials for the user, depending on the type of access the user requires:

« Enable console access — optional: If the user needs to access the AWS Management Console,
create a password for the user. Disabling console access for a user prevents them from signing

in to the AWS Management Console using their user name and password. It does not change
their permissions or prevent them from accessing the console using an assumed role.
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® Tip
Create only the credentials that the user needs. For example, for a user who requires
access only through the AWS Management Console, do not create access keys.

3. Give the user permissions to perform the required tasks by adding the user to one or more
groups. You can also grant permissions by attaching permissions policies directly to the user.
However, we recommend instead that you put your users in groups and manage permissions
through policies that are attached to those groups. You can also use a permissions boundary to

limit the permissions that a user can have, though this is not common.

4. (Optional) Add metadata to the user by attaching tags. For more information about using tags in
IAM, see Tagging IAM resources.

5. Provide the user with the necessary sign-in information. This includes the password and the
console URL for the account sign-in page where the user provides those credentials. For more
information, see How IAM users sign in to AWS.

6. (Optional) Configure multi-factor authentication (MFA) for the user. MFA requires the user to
provide a one-time-use code each time he or she signs into the AWS Management Console.

7. (Optional) Give users permissions to manage their own security credentials. (By default, users do
not have permissions to manage their own credentials.) For more information, see Permitting
IAM users to change their own passwords.

For information about the permissions that you need in order to create a user, see Permissions
required to access IAM resources.

Topics

» Creating IAM users (console)

o Creating IAM users (AWS CLI)

» Creating IAM users (AWS API)

Creating IAM users (console)

You can use the AWS Management Console to create IAM users.
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To create an IAM user (console)

1.

Follow the sign-in procedure appropriate to your user type as described in the topic How to
sign in to AWS in the AWS Sign-In User Guide.

On the Console Home page, select the IAM service.
In the navigation pane, select Users and then select Add users.

On the Specify user details page, under User details, in User name, enter the name for the
new user. This is their sign-in name for AWS.

(® Note

The number and size of IAM resources in an AWS account are limited. For more
information, see IAM and AWS STS quotas. User names can be a combination of up to
64 letters, digits, and these characters: plus (+), equal (=), comma (,), period (.), at sign
(@), underscore (_), and hyphen (-). Names must be unique within an account. They are
not distinguished by case. For example, you cannot create two users named TESTUSER

and testuser. When a user name is used in a policy or as part of an ARN, the name is
case sensitive. When a user name appears to customers in the console, such as during
the sign-in process, the user name is case insensitive.

Select Provide user access to the - AWS Management Console optional This produces AWS
Management Console sign-in credentials for the new user.

You are asked whether you are providing console access to a person. We recommend that you
create users in 1AM Identity Center rather than IAM.

« To switch to creating the user in IAM Identity Center, select Specify a user in Identity
Center.

If you have not enabled IAM Identity Center, selecting this option takes you to the service
page in the console so that you can enable the service. For details on this procedure, see
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html in the
AWS IAM Identity Center User Guide

If you have enabled IAM Identity Center, selecting this option takes you to the Specify
user details page in IAM Identity Center. For details on this procedure, see https://
docs.aws.amazon.com/singlesignon/latest/userguide/addusers.html in the AWS IAM Identity

Center User Guide
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« If you cannot use IAM Identity Center, select | want to create an IAM user and continue
following this procedure.

a. For Console password, select one of the following:

« Autogenerated password — The user gets a randomly generated password that meets
the account password policy. You can view or download the password when you get to
the Retrieve password page.

o Custom password — The user is assigned the password that you enter in the box.

b. (Optional) Users must create a new password at next sign-in (recommended) is selected
by default to ensure that the user is forced to change their password the first time they
signin.

® Note

If an administrator has enabled the Allow users to change their own

password account password policy setting, then this check box does nothing.

Otherwise, it automatically attaches an AWS managed policy named
IAMUserChangePasswoxrd to the new users. The policy grants them permission

to change their own passwords.

6. Select Next.

7. On the Set permissions page, specify how you want to assign permissions for this user. Select
one of the following three options:

« Add user to group - Select this option if you want to assign the user to one or more groups
that already have permissions policies. IAM displays a list of the groups in your account,
along with their attached policies. You can select one or more existing groups, or select
Create group to create a new group. For more information, see Changing permissions for an
IAM user.

« Copy permissions — Select this option to copy all of the group memberships, attached
managed policies, embedded inline policies, and any existing permissions boundaries from
an existing user to the new user. IAM displays a list of the users in your account. Select the
one whose permissions most closely match the needs of your new user.

» Attach policies directly — Select this option to see a list of the AWS managed and customer
managed policies in your account. Select the policies that you want to attach to the user
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10.

11.

12.

13.

or select Create policy to open a new browser tab and create a new policy. For more
information, see step 4 in the procedure Creating IAM policies. After you create the policy,
close that tab and return to your original tab to add the policy to the user.

® Tip
Whenever possible, attach your policies to a group and then make users members of
the appropriate groups.

(Optional) Set a permissions boundary. This is an advanced feature.

Open the Permissions boundary section and select Use a permissions boundary to control
the maximum permissions. |IAM displays a list of the AWS managed and customer managed
policies in your account. Select the policy to use for the permissions boundary or select Create
policy to open a new browser tab and create a new policy. For more information, see step 4 in
the procedure Creating IAM policies. After you create the policy, close that tab and return to
your original tab to select the policy to use for the permissions boundary.

Select Next.

(Optional) On the Review and create page, under Tags, select Add new tag to add metadata
to the user by attaching tags as key-value pairs. For more information about using tags in IAM,
see Tagging IAM resources.

Review all of the choices you made up to this point. When you are ready to proceed, select
Create user.

On the Retrieve password page, get the password assigned to the user:
» Select Show next to the password to view the user's password so that you can record it
manually.

» Select Download .csv to download the user's sign in credentials as a .csv file that you can
save to a safe location.

Select Email sign-in instructions. Your local mail client opens with a draft that you can
customize and send to the user. The email template includes the following details to each user:
» User name

« URL to the account sign-in page. Use the following example, substituting the correct account
ID number or account alias:
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https://AWS-account-ID or alias.signin.aws.amazon.com/console

/A Important

The user's password is not included in the generated email. You must provide
the password to the user in a way that complies with your organization's security
guidelines.

14. If the user also requires access keys, refer to Managing access keys for IAM users.

Creating IAM users (AWS CLI)

You can use the AWS CLI to create an IAM user.
To create an IAM user (AWS CLI)

1. Create a user.

e aWs iam create-user

2. (Optional) Give the user access to the AWS Management Console. This requires a password.
You must also give the user the URL of your account's sign-in page.

« aws iam create-login-profile

3. (Optional) Give the user programmatic access. This requires access keys.

» aws iam create-access-key

« Tools for Windows PowerShell: New-IAMAccessKey

» |AM API: CreateAccessKey

/A Important

This is your only opportunity to view or download the secret access keys, and you
must provide this information to your users before they can use the AWS API. Save
the user's new access key ID and secret access key in a safe and secure place. You will
not have access to the secret keys again after this step.
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4. Add the user to one or more groups. The groups that you specify should have attached policies
that grant the appropriate permissions for the user.

« aws iam add-user-to-group

5. (Optional) Attach a policy to the user that defines the user's permissions. Note: We
recommend that you manage user permissions by adding the user to a group and attaching a
policy to the group instead of attaching directly to a user.

« aws iam attach-user-policy

6. (Optional) Add custom attributes to the user by attaching tags. For more information, see
Managing tags on IAM users (AWS CLI or AWS API).

7. (Optional) Give the user permission to manage their own security credentials. For more
information, see AWS: Allows MFA-authenticated IAM users to manage their own credentials

on the Security credentials page.

Creating IAM users (AWS API)

You can use the AWS API to create an IAM user.
To create an IAM user from the (AWS API)
1. Create a user.

o CreateUser

2. (Optional) Give the user access to the AWS Management Console. This requires a password.
You must also give the user the URL of your account's sign-in page.

o CreatelLoginProfile

3. (Optional) Give the user programmatic access. This requires access keys.

o CreateAccessKey

/A Important

This is your only opportunity to view or download the secret access keys, and you
must provide this information to your users before they can use the AWS API. Save
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the user's new access key ID and secret access key in a safe and secure place. You will
not have access to the secret keys again after this step.

4. Add the user to one or more groups. The groups that you specify should have attached policies
that grant the appropriate permissions for the user.

» AddUserToGroup

5. (Optional) Attach a policy to the user that defines the user's permissions. Note: We
recommend that you manage user permissions by adding the user to a group and attaching a
policy to the group instead of attaching directly to a user.

» AttachUserPolicy

6. (Optional) Add custom attributes to the user by attaching tags. For more information, see
Managing tags on IAM users (AWS CLI or AWS API).

7. (Optional) Give the user permission to manage their own security credentials. For more
information, see AWS: Allows MFA-authenticated IAM users to manage their own credentials
on the Security credentials page.

Controlling IAM users access to the AWS Management Console

IAM users with permission who sign in to your AWS account through the AWS Management
Console can access your AWS resources. The following list shows the ways that you can grant IAM
users access to your AWS account resources through the AWS Management Console. It also shows
how IAM users can access other AWS account features through the AWS website.

® Note

There is no charge to use IAM.

The AWS Management Console

You create a password for each IAM user who needs access to the AWS Management Console.
Users access the console through your IAM-enabled AWS account sign-in page. For information
about accessing the sign-in page, see How to sign in to AWS in the AWS Sign-In User Guide. For
information about creating passwords, see Managing user passwords in AWS.
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You can prevent an IAM user from accessing the AWS Management Console by removing their

password. This prevents them from signing into the AWS Management Console using their
sign-in credentials. It does not change their permissions or prevent them from accessing the

console using an assumed role. If the user has active access keys, they continue to function and
allow access through the AWS CLI, Tools for Windows PowerShell, AWS API, or the AWS Console

Mobile Application.

Your AWS resources, such as Amazon EC2 instances, Amazon S3 buckets, and so on

Even if your IAM users have passwords, they still need permission to access your AWS resources.

When you create an IAM user, that user has no permissions by default. To give your IAM users

the permissions they need, you attach policies to them. If you have many IAM users who
perform the same tasks with the same resources, you can assign those IAM users to a group.
Then assign the permissions to that group. For information about creating IAM users and

groups, see |IAM Identities (users, user groups, and roles). For information about using policies to

set permissions, see Access management for AWS resources.

AWS Discussion Forums

Anyone can read the posts on the AWS Discussion Forums. Users who want to post questions
or comments to the AWS Discussion Forum can do so using their user name. The first time a

user posts to the AWS Discussion Forum, the user is prompted to enter a nickname and email
address. Only that user can use that nickname in the AWS Discussion Forums.

Your AWS account billing and usage information

You can grant users access your AWS account billing and usage information. For more
information, see Controlling Access to Your Billing Information in the AWS Billing User Guide.

Your AWS account profile information

Users cannot access your AWS account profile information.

Your AWS account security credentials

Users cannot access your AWS account security credentials.

(® Note

IAM policies control access regardless of the interface. For example, you could provide

a user with a password to access the AWS Management Console. The policies for that

user (or any groups the user belongs to) would control what the user can do in the AWS
Management Console. Or, you could provide the user with AWS access keys for making API

Controlling user access to the console
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calls to AWS. The policies would control which actions the user could call through a library
or client that uses those access keys for authentication.

How IAM users sign in to AWS

To sign in to the AWS Management Console as an IAM user, you must provide your account ID or
account alias in addition to your user name and password. When your administrator created your
IAM user in the console, they should have sent you your sign-in credentials, including your user

name and the URL to your account sign-in page that includes your account ID or account alias.
https://My_AWS_Account_ID.signin.aws.amazon.com/console/
® Tip
To create a bookmark for your account sign-in page in your web browser, you should

manually type the sign-in URL for your account in the bookmark entry. Do not use your
web browser bookmark feature because redirects can obscure the sign-in URL.

You can also sign in at the following general sign-in endpoint and type your account ID or account
alias manually:

https://console.aws.amazon.com/

For convenience, the AWS sign-in page uses a browser cookie to remember the IAM user name and
account information. The next time the user goes to any page in the AWS Management Console,
the console uses the cookie to redirect the user to the account sign-in page.

You have access only to the AWS resources that your administrator specifies in the policy that is
attached to your IAM user identity. To work in the console, you must have permissions to perform
the actions that the console performs, such as listing and creating AWS resources. For more
information, see Access management for AWS resources and Example IAM identity-based policies.

(® Note

If your organization has an existing identity system, you might want to create a single sign-
on (SSO) option. SSO gives users access to the AWS Management Console for your account
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without requiring them to have an IAM user identity. SSO also eliminates the need for users
to sign in to your organization's site and to AWS separately. For more information, see
Enabling custom identity broker access to the AWS console.

Logging sign-in details in CloudTrail

If you enable CloudTrail to log sign-in events to your logs, you need to be aware of how CloudTrail
chooses where to log the events.

« If your users sign-in directly to a console, they are redirected to either a global or a regional sign-
in endpoint, based on whether the selected service console supports regions. For example, the
main console home page supports regions, so if you sign in to the following URL:

https://alias.signin.aws.amazon.com/console

you are redirected to a regional sign-in endpoint such as https://us-
east-2.signin.aws.amazon.com, resulting in a regional CloudTrail log entry in the user's
region's log:

On the other hand, the Amazon S3 console does not support regions, so if you sign in to the
following URL

https://alias.signin.aws.amazon.com/console/s3

AWS redirects you to the global sign-in endpoint at https://signin.aws.amazon. com,
resulting in a global CloudTrail log entry.

« You can manually request a certain regional sign-in endpoint by signing in to the region-enabled
main console home page using a URL syntax like the following:

https://alias.signin.aws.amazon.com/console?region=ap-southeast-1

AWS redirects you to the ap-southeast-1 regional sign-in endpoint and results in a regional
CloudTrail log event.

For more information about CloudTrail and IAM, see Logging IAM events with CloudTrail.
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If users need programmatic access to work with your account, you can create an access key pair (an
access key ID and a secret access key) for each user. However, there are more secure alternatives
to consider before you create access keys for users. For more information, see Considerations and

alternatives for long-term access keys in the AWS General Reference.

Using MFA devices with your IAM sign-in page

Users who are configured with multi-factor authentication (MFA) devices must use their MFA

devices to sign in to the AWS Management Console. After the user enters their sign-in credentials,
AWS checks the user's account to see if MFA is required for that user. The following topics provide
information on how users complete signing in when MFA is required.

Topics

Signing in with multiple MFA devices enabled

Signing in with a FIDO security key

Signing in with a virtual MFA device

Signing in with a hardware TOTP token

Signing in with multiple MFA devices enabled

If a user signs in to the AWS Management Console as an AWS account root user or IAM user with
multiple MFA devices enabled for that account, they only need to use one MFA device to sign in.
After the user authenticates with the user’s password, they select which MFA device type they
would like to use to finish authenticating. Then the user is prompted to authenticate with the type
of device that they selected.

Signing in with a FIDO security key
If MFA is required for the user, a second sign-in page appears. The user needs to tap the FIDO

security key.

(® Note

Google Chrome users should not choose any of the available options on the pop-up that
asks to Verify your identity with amazon.com. You only need to tap on the security key.
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Unlike other MFA devices, FIDO security keys do not go out of sync. Administrators can deactivate
a FIDO security key if it's lost or broken. For more information, see Deactivating MFA devices
(console).

For information on browsers that support WebAuthn and FIDO-compliant devices that AWS
supports, see Supported configurations for using FIDO security keys.

Signing in with a virtual MFA device

If MFA is required for the user, a second sign-in page appears. In the MFA code box, the user must
enter the numeric code provided by the MFA application.

If the MFA code is correct, the user can access the AWS Management Console. If the code is
incorrect, the user can try again with another code.

A virtual MFA device can go out of sync. If a user cannot sign in to the AWS Management Console
after several tries, the user is prompted to synchronize the virtual MFA device. The user can follow
the on-screen prompts to synchronize the virtual MFA device. For information about how you can
synchronize a device on behalf of a user in your AWS account, see Resynchronizing virtual and
hardware MFA devices.

Signing in with a hardware TOTP token

If MFA is required for the user, a second sign-in page appears. In the MFA code box, the user must
enter the numeric code provided by a hardware TOTP token.

If the MFA code is correct, the user can access the AWS Management Console. If the code is
incorrect, the user can try again with another code.

A hardware TOTP token can go out of sync. If a user can't sign in to the AWS Management Console
after several tries, the user is prompted to synchronize the MFA token device. The user can follow
the on-screen prompts to synchronize the MFA token device. For information about how you can
synchronize a device on behalf of a user in your AWS account, see Resynchronizing virtual and
hardware MFA devices.

Managing IAM users

(® Note

As a best practice, we recommend that you require human users to use federation with
an identity provider to access AWS using temporary credentials. If you follow the best
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practices, you are not managing IAM users and groups. Instead, your users and groups are
managed outside of AWS and are able to access AWS resources as a federated identity. A
federated identity is a user from your enterprise user directory, a web identity provider,
the AWS Directory Service, the Identity Center directory, or any user that accesses AWS
services by using credentials provided through an identity source. Federated identities use
the groups defined by their identity provider. If you are using AWS IAM Identity Center,
see Manage identities in IAM Identity Center in the AWS IAM Identity Center User Guide for
information about creating users and groups in 1AM Identity Center.

Amazon Web Services offers multiple tools for managing the IAM users in your AWS account.
You can list the IAM users in your account or in a user group, or list all user groups that a user

is a member of. You can rename or change the path of an IAM user. If you are moving to using
federated identities instead of IAM users, you can delete an IAM user from your AWS account, or
deactivate the user.

For more information about adding, changing, or removing managed policies for an IAM user, see
Changing permissions for an IAM user. For information about managing inline policies for IAM

users, see Adding and removing IAM identity permissions, Editing IAM policies, and Deleting IAM
policies. As a best practice, use managed policies instead of inline policies. AWS managed policies
grant permissions for many common use cases. Keep in mind that AWS managed policies might

not grant least-privilege permissions for your specific use cases because they are available for use
by all AWS customers. As a result, we recommend that you reduce permissions further by defining
customer managed policies that are specific to your use cases. For more information, see AWS

managed policies. For more information about AWS managed policies that are designed for specific

job functions, see AWS managed policies for job functions.

To learn about validating IAM policies, see Validating IAM policies.

® Tip

IAM Access Analyzer can analyze the services and actions that your IAM roles use, and then

generate a fine-grained policy that you can use. After you test each generated policy, you
can deploy the policy to your production environment. This ensures that you grant only the
required permissions to your workloads. For more information about policy generation, see
IAM Access Analyzer policy generation.

Managing users 173


https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html

AWS ldentity and Access Management User Guide

For information about managing IAM user passwords, see Managing passwords for IAM users,

Topics

View user access

Listing IAM users

Renaming an IAM user

Deleting an IAM user

Deactivating an IAM user

View user access

Before you delete a user, you should review its recent service-level activity. This is important
because you don't want to remove access from a principal (person or application) who is using it.
For more information about viewing last accessed information, see Refining permissions in AWS

using last accessed information.

Listing IAM users

You can list the IAM users in your AWS account or in a specific IAM user group, and list all the user
groups that a user is in. For information about the permissions that you need in order to list users,
see Permissions required to access IAM resources.

To list all the users in the account

« AWS Management Console: In the navigation pane, choose Users. The console displays the users
in your AWS account.

« AWS CLI: aws iam list-users

« AWS API: ListUsers

To list the users in a specific user group

« AWS Management Console: In the navigation pane, choose User groups, choose the name of the

user group, and then choose the Users tab.

o AWS CLI: aws iam get-group

o AWS API: GetGroup

Managing users 174


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/list-users.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUsers.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/get-group.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetGroup.html

AWS Identity and Access Management User Guide

To list all the user groups that a user is in

« AWS Management Console: In the navigation pane, choose Users, choose the user name, and
then choose the Groups tab.

o AWS CLI: aws iam list-groups-for-user

o AWS API: ListGroupsForUser

Renaming an IAM user

To change a user's name or path, you must use the AWS CLI, Tools for Windows PowerShell, or AWS
API. There is no option in the console to rename a user. For information about the permissions that
you need in order to rename a user, see Permissions required to access IAM resources.

When you change a user's name or path, the following happens:

« Any policies attached to the user stay with the user under the new name.
« The user stays in the same user groups under the new name.

« The unique ID for the user remains the same. For more information about unique IDs, see Unique
identifiers.

« Any resource or role policies that refer to the user as a principal (the user is being granted access)
are automatically updated to use the new name or path. For example, any queue-based policies
in Amazon SQS or resource-based policies in Amazon S3 are automatically updated to use the
new name and path.

IAM does not automatically update policies that refer to the user as a resource to use the new name
or path; you must manually do that. For example, imagine that user Richard has a policy attached
to him that lets him manage his security credentials. If an administrator renames Richard to
Rich, the administrator also needs to update that policy to change the resource from this:

arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Richard
to this:
arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Rich

This is true also if an administrator changes the path; the administrator needs to update the policy
to reflect the new path for the user.
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To rename a user

o AWS CLI: aws iam update-user

« AWS API: UpdateUser

Deleting an IAM user

You might delete an IAM user from your AWS account if that user quits your company. If the user is
away temporarily, you can deactivate the user's access instead of deleting them from the account
as described in Deactivating an IAM user.

Topics

» Deleting an IAM user (console)

o Deleting an IAM user (AWS CLI)

Deleting an IAM user (console)

When you use the AWS Management Console to delete an IAM user, IAM automatically deletes the
following information for you:
« The user

« Any user group memberships—that is, the user is removed from any IAM user groups that the
user was a member of

« Any password associated with the user
« Any access keys belonging to the user

« Allinline policies embedded in the user (policies that are applied to a user via user group
permissions are not affected)

(® Note

IAM removes any managed policies attached to the user when you delete the user, but
does not delete managed policies.

« Any associated MFA device
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To delete an IAM user (console)

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users, and then select the check box next to the user name that
you want to delete.

At the top of the page, choose Delete.

In the confirmation dialog box, enter the username in the text input field to confirm the
deletion of the user. Choose Delete.

Deleting an IAM user (AWS CLI)

Unlike the AWS Management Console, when you delete a user with the AWS CLI, you must delete

the items attached to the user manually. This procedure illustrates the process.

To delete a user from your account (AWS CLI)

1.

Delete the user's password, if the user has one.

aws iam delete-login-profile

Delete the user's access keys, if the user has them.

aws iam list-access-keys (to list the user's access keys) and aws iam delete-

access-key
Delete the user's signing certificate. Note that when you delete a security credential, it's gone
forever and can't be retrieved.

aws iam list-signing-certificates (to list the user's signing certificates) and aws

iam delete-signing-certificate

Delete the user's SSH public key, if the user has them.

aws iam list-ssh-public-keys (to list the user's SSH public keys) and aws iam

delete-ssh-public-key

Delete the user's Git credentials.

aws iam list-service-specific-credentials (to list the user's git credentials) and

aws iam delete-service-specific-credential

Deactivate the user's multi-factor authentication (MFA) device, if the user has one.
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10.

aws iam list-mfa-devices (to list the user's MFA devices), aws iam deactivate-

mfa-device (to deactivate the device), and aws iam delete-virtual-mfa-device (to

permanently delete a virtual MFA device)

Delete the user's inline policies.

aws iam list-user-policies (to list the inline policies for the user) and aws iam
delete-user-policy (to delete the policy)

Detach any managed policies that are attached to the user.

aws iam list-attached-user-policies (to list the managed policies attached to the
user) and aws iam detach-user-policy (to detach the policy)

Remove the user from any user groups.

aws iam list-groups-for-user (to list the user groups to which the user belongs) and

aws iam remove-user-from-group

Delete the user.

aws iam delete-user

Deactivating an IAM user

You might need to deactivate an IAM user while they are temporarily away from your company. You

can leave their IAM user credentials in place and still block their AWS access.

To deactivate a user, create and attach a policy to deny the user access to AWS. You can restore the

user's access later.

Here are two examples of deny policies that you can attach to a user to deny their access.

The following policy does not include a time limit. You must remove the policy to restore the user's

access.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "*",
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"Resource": "*"

The following policy includes a condition that starts the policy on December 24, 2024 at 11:59 PM
(UTC) and ends it on February 28, 2025 at 11:59 PM (UTC).

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"DateGreaterThan": {"aws:CurrentTime": "2024-12-24T23:59:597"},
"DatelLessThan": {"aws:CurrentTime": "2025-02-28T23:59:597"}

}

Changing permissions for an 1AM user

You can change the permissions for an IAM user in your AWS account by changing its group
memberships, by copying permissions from an existing user, by attaching policies directly to a user,
or by setting a permissions boundary. A permissions boundary controls the maximum permissions

that a user can have. Permissions boundaries are an advanced AWS feature.

For information about the permissions that you need in order to modify the permissions for a user,
see Permissions required to access IAM resources.

Topics

View user access

Generate a policy based on a user's access activity

Adding permissions to a user (console)

Changing permissions for a user (console)

Removing a permissions policy from a user (console)
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« Removing the permissions boundary from a user (console)

» Adding and removing a user's permissions (AWS CLI or AWS API)

View user access

Before you change the permissions for a user, you should review its recent service-level activity.
This is important because you don't want to remove access from a principal (person or application)
who is using it. For more information about viewing last accessed information, see Refining
permissions in AWS using last accessed information.

Generate a policy based on a user's access activity

You might sometimes grant permissions to an IAM entity (user or role) beyond what they require.
To help you refine the permissions that you grant, you can generate an 1AM policy that is based
on the access activity for an entity. IAM Access Analyzer reviews your AWS CloudTrail logs and
generates a policy template that contains the permissions that have been used by the entity in
your specified date range. You can use the template to create a managed policy with fine-grained
permissions and then attach it to the IAM entity. That way, you grant only the permissions that
the user or role needs to interact with AWS resources for your specific use case. To learn more, see
Generate policies based on access activity.

Adding permissions to a user (console)
IAM offers three ways to add permissions policies to a user:

» Add user to group — Make the user a member of a group. The policies from the group are
attached to the user.

« Copy permissions from existing user — Copy all group memberships, attached managed policies,
inline policies, and any existing permissions boundaries from the source user.

« Attach policies directly to user — Attach a managed policy directly to the user. For easier
permissions management, attach your policies to a group and then make users members of the
appropriate groups.

/A Important

If the user has a permissions boundary, then you cannot add more permissions to a user
than are allowed by the permissions boundary.
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Adding permissions by adding the user to a group

Adding a user to a group affects the user immediately.

To add permissions to a user by adding the user to a group

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.

Review the current group memberships for users in the Groups column of the console. If
necessary, add the column to the users table by completing the following steps:

1. Above the table on the far right, choose the settings symbol
( o

2. In the Manage Columns dialog box, select the Groups column. Optionally, you can also
clear the check box for any column headings that you do not want to appear in the users
table.

3. Choose Close to return to the list of users.

The Groups column tells you to which groups the user belongs. The column includes the group
names for up to two groups. If the user is a member of three or more groups, the first two
groups are shown (ordered alphabetically), and the number of additional group memberships
is included. For example, if the user belongs to Group A, Group B, Group C, and Group D, then
the field contains the value Group A, Group B + 2 more. To see the total number of groups to
which the user belongs, you can add the Group count column to the users table.

Choose the name of the user whose permissions you want to modify.
Choose the Permissions tab, and then choose Add permissions. Choose Add user to group.

Select the check box for each group that you want the user to join. The list shows each group's
name and the policies that the user receives if made a member of that group.

(Optional) In addition to selecting from existing groups, you can choose Create group to
define a new group:

a. Inthe new tab, for User group name, type a name for your new group.
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® Note

The number and size of IAM resources in an AWS account are limited. For more
information, see IAM and AWS STS quotas. Group names can be a combination of

up to 128 letters, digits, and these characters: plus (+), equal (=), comma (,), period
(.), at sign (@), and hyphen (-). Names must be unique within an account. They

are not distinguished by case. For example, you cannot create two groups named
TESTGROUP and testgroup.

b. Select one or more check boxes for the managed policies that you want to attach to the
group. You can also create a new managed policy by choosing Create policy. If you do,
return to this browser tab or window when the new policy is done; choose Refresh; and
then choose the new policy to attach it to your group. For more information, see Creating
IAM policies.

Choose Create user group.

d. Return to the original tab, refresh your list of groups. Then select the check box for your
new group.

8. Choose Next to see the list of group memberships to be added to the user. Then choose Add
permissions.

Adding permissions by copying from another user

Copying permissions affects the user immediately.
To add permissions to a user by copying permissions from another user

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Choose Users in the navigation pane, choose the name of the user whose permissions you
want to modify, and then choose the Permissions tab.

3. Choose Add permissions, and then choose Copy permissions from existing user. The list
displays available users along with their group memberships and attached policies. If the full
list of groups or policies doesn't fit on one line, you can choose the link for and n more. Doing
that opens a new browser tab and see the full list of policies (Permissions tab) and groups
(Groups tab).

4. Select the radio button next to the user whose permissions you want to copy.

Changing permissions for a user 182


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/

AWS Identity and Access Management User Guide

5. Choose Next to see the list of changes that are to be made to the user. Then choose Add
permissions.

Adding permissions by attaching policies directly to the user

Attaching policies affects the user immediately.

To add permissions to a user by directly attaching managed policies

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Choose Users in the navigation pane, choose the name of the user whose permissions you
want to modify, and then choose the Permissions tab.

Choose Add permissions, and then choose Attach policies directly.

4. Select one or more check boxes for the managed policies that you want to attach to the user.
You can also create a new managed policy by choosing Create policy. If you do, return to this
browser tab or window when the new policy is done. Choose Refresh; and then select the
check box for the new policy to attach it to your user. For more information, see Creating IAM

policies.

5. Choose Next to see the list of policies that are to be attached to the user. Then choose Add
permissions.

Setting the permissions boundary for a user

Setting a permissions boundary affects the user immediately.

To set the permissions boundary for a user

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Users.
Choose the name of the user whose permissions boundary you want to change.

4. Choose the Permissions tab. If necessary, open the Permissions boundary section and then
choose Set permissions boundary.

5. Select the policy that you want to use for the permissions boundary.

6. Choose Set boundary.
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Changing permissions for a user (console)

IAM allows you to change the permissions that are associated with a user in the following ways:

 Edit a permissions policy — Edit a user's inline policy, the inline policy of the user's group, or
edit a managed policy that is attached to the user directly or from a group. If the user has a
permissions boundary, then you cannot provide more permissions than are allowed by the policy
that was used as the user's permissions boundary.

« Changing the permissions boundary — Change the policy that is used as the permissions
boundary for the user. This can expand or restrict the maximum permissions that a user can
have.

Editing a permissions policy attached to a user

Changing permissions affects the user immediately.
To edit a user's attached managed policies

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose the name of the user whose permissions policy you want to change.

Choose the Permissions tab. If necessary, open the Permissions policies section.

i A W

Choose the name of the policy that you want to edit to view details about the policy. Choose
the Policy usage tab to view other entities that might be affected if you edit the policy.

6. Choose the Permissions tab and review the permissions granted by the policy. Then choose
Edit policy.

7. Edit the policy and resolve any policy validation recommendations. For more information, see
Editing IAM policies.

8. Choose Review policy, review the policy summary, and then choose Save changes.

Changing the permissions boundary for a user

Changing a permissions boundary affects the user immediately.
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To change the policy used to set the permissions boundary for a user

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.
3. Choose the name of the user whose permissions boundary you want to change.

4. Choose the Permissions tab. If necessary, open the Permissions boundary section and then
choose Change boundary.

5. Select the policy that you want to use for the permissions boundary.

6. Choose Set boundary.

Removing a permissions policy from a user (console)

Removing a policy affects the user immediately.
To remove permissions for IAM users

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose the name of the user whose permissions boundary you want to remove.

Choose the Permissions tab.

ik W

If you want to remove permissions by removing an existing policy, view the Type to
understand how the user is getting that policy before choosing Remove to remove the policy:

« If the policy applies because of group membership, then choosing Remove removes the
user from the group. Remember that you might have multiple policies attached to a single
group. If you remove a user from a group, the user loses access to all policies that it received
through that group membership.

« If the policy is a managed policy attached directly to the user, then choosing Remove
detaches the policy from the user. This does not affect the policy itself or any other entity
that the policy might be attached to.

« If the policy is an inline embedded policy, then choosing X removes the policy from IAM.
Inline policies that are attached directly to a user exist only on that user.
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Removing the permissions boundary from a user (console)

Removing a permissions boundary affects the user immediately.
To remove the permissions boundary from a user

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Users.
3. Choose the name of the user whose permissions boundary you want to remove.

4. Choose the Permissions tab. If necessary, open the Permissions boundary section and then
choose Remove boundary.

5. Choose Remove boundary to confirm that you want to remove the permissions boundary.

Adding and removing a user's permissions (AWS CLI or AWS API)

To add or remove permissions programmatically, you must add or remove the group memberships,
attach or detach the managed policies, or add or delete the inline policies. For more information,
see the following topics:

« Adding and removing users in an IAM user group

« Adding and removing IAM identity permissions

Managing user passwords in AWS

You can manage passwords for IAM users in your account. IAM users need passwords in order

to access the AWS Management Console. Users do not need passwords to access AWS resources
programmatically by using the AWS CLI, Tools for Windows PowerShell, the AWS SDKs or APlIs.
For those environments, you have the option of assigning IAM users access keys. However, there
are other more secure alternatives to access keys that we recommend you consider first. For more
information, see AWS security credentials.

Contents

» Setting an account password policy for IAM users

» Managing passwords for IAM users
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o Permitting IAM users to change their own passwords

« How an IAM user changes their own password

Setting an account password policy for IAM users

You can set a custom password policy on your AWS account to specify complexity requirements
and mandatory rotation periods for your IAM users' passwords. If you don't set a custom password
policy, IAM user passwords must meet the default AWS password policy. For more information, see
Custom password policy options.

Topics

« Rules for setting a password policy

» Permissions required to set a password policy

« Default password policy

o Custom password policy options

« Setting a password policy (console)

» Setting a password policy (AWS CLI)

» Setting a password policy (AWS API)

Rules for setting a password policy

The IAM password policy does not apply to the AWS account root user password or IAM user access
keys. If a password expires, the IAM user can't sign in to the AWS Management Console but can
continue to use their access keys.

When you create or change a password policy, most of the password policy settings are enforced
the next time your users change their passwords. However, some of the settings are enforced
immediately. For example:

« When the minimum length and character type requirements change, these settings are enforced
the next time that your users change their passwords. Users are not forced to change their
existing passwords, even if the existing passwords do not adhere to the updated password policy.

» When you set a password expiration period, the expiration period is enforced immediately. For
example, assume that you set a password expiration period of 90 days. In that case, the password
expires for all IAM users whose existing password is older than 90 days. Those users are required
to change their password the next time that they sign in.
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You can't create a "lockout policy" to lock a user out of the account after a specified number of
failed sign-in attempts. For enhanced security, we recommend that you combine a strong password
policy with multi-factor authentication (MFA). For more information about MFA, see Using multi-
factor authentication (MFA) in AWS.

Permissions required to set a password policy

You must configure permissions to allow an IAM entity (user or role) to view or edit their account
password policy. You can include the following password policy actions in an IAM policy:

« iam:GetAccountPasswordPolicy - Allows the entity to view the password policy for their
account

« iam:DeleteAccountPasswordPolicy — Allows the entity to delete the custom password
policy for their account and revert to the default password policy

o iam:UpdateAccountPasswordPolicy - Allows the entity to create or change the custom
password policy for their account

The following policy allows full access to view and edit the account password policy. To learn how
to create an IAM policy using this example JSON policy document, see the section called “Creating
policies using the JSON editor”.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "FullAccessPasswordPolicy",

"Effect": "Allow",

"Action": [
"iam:GetAccountPasswordPolicy",
"iam:DeleteAccountPasswordPolicy",
"iam:UpdateAccountPasswordPolicy"

1,

"Resource": "*"

}
]
}

For information about the permissions required for an IAM user to change their own password, see
Permitting IAM users to change their own passwords.
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Default password policy

If an administrator does not set a custom password policy, IAM user passwords must meet the
default AWS password policy.

The default password policy enforces the following conditions:

o Minimum password length of 8 characters and a maximum length of 128 characters

o Minimum of three of the following mix of character types: uppercase, lowercase, numbers, and
non-alphanumericcharacter (! @ # $ %~ & * () _+-=[1{2} 1| ")

» Not be identical to your AWS account name or email address

» Never expire password

Custom password policy options

When you configure a custom password policy for your account, you can specify the following
conditions:

« Password minimum length - You can specify a minimum of 6 characters and a maximum of 128
characters.

» Password strength - You can select any of the following check boxes to define the strength of
your IAM user passwords:

Require at least one uppercase letter from the Latin alphabet (A-2)

Require at least one lowercase letter from the Latin alphabet (a-2)

Require at least one number

Require at least one nonalphanumericcharacter ! @ # $ % ~ & * () _+ - =11 { }

|

« Turn on password expiration — You can select and specify a minimum of 1 and a maximum of
1,095 days that IAM user passwords are valid after they are set. For example, if you specify an
expiration of 90 days, it immediately impacts all of your users. For users with passwords older
than 90 days, when they log into the console after the change, they must set a new password.
Users with passwords 75-89 days old receive an AWS Management Console warning about their
password expiration. IAM users can change their password at any time if they have permission.

When they set a new password, the expiration period for that password starts over. An IAM user
can have only one valid password at a time.
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« Password expiration requires administrator reset — Select this option to prevent IAM
users from using the AWS Management Console to update their own passwords after the
password expires. Before you select this option, confirm that your AWS account has more
than one user with administrative permissions to reset IAM user passwords. Administrators
with iam:UpdatelLoginProfile permission can reset IAM user passwords. IAM users with
iam:ChangePassword permission and active access keys can reset their own IAM user console
password programmatically. If you clear this check box, IAM users with expired passwords must
still set a new password before they can access the AWS Management Console.

« Allow users to change their own password - You can permit all IAM users in your account to
change their own password. This gives users access to the iam:ChangePassword action for only
their user and to the iam:GetAccountPasswordPolicy action. This option does not attach
a permissions policy to each user. Rather, IAM applies the permissions at the account-level for
all users. Alternatively, you can allow only some users to manage their own passwords. To do
so, you clear this check box. For more information about using policies to limit who can manage
passwords, see Permitting IAM users to change their own passwords.

» Prevent password reuse - You can prevent IAM users from reusing a specified number of
previous passwords. You can specify a minimum number of 1 and a maximum number of 24
previous passwords that can't be repeated.

Setting a password policy (console)

You can use the AWS Management Console to create, change, or delete a custom password policy.
To create a custom password policy (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Account settings.
In the Password policy section, choose Edit.
Choose Custom to use a custom password policy.

Select the options that you want to apply to your password policy and choose Save changes.

o v M W N

Confirm that you want to set a custom password policy by choosing Set custom.
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To change a custom password policy (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Account settings.
In the Password policy section, choose Edit.

Select the options that you want to apply to your password policy and choose Save changes.

i A W

Confirm that you want to set a custom password policy by choosing Set custom.

To delete a custom password policy (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Account settings.
In the Password policy section, choose Edit.

Choose IAM default to delete the custom password policy and choose Save changes.

i A W

Confirm that you want to set the IAM default password policy by choosing Set default.

Setting a password policy (AWS CLI)

You can use the AWS Command Line Interface to set a password policy.
To manage the custom account password policy from the AWS CLI
Run the following commands:

» To create or change the custom password policy: aws iam update-account-password-
policy
» To view the password policy: aws iam get-account-password-policy

» To delete the custom password policy: aws iam delete-account-password-policy

Setting a password policy (AWS API)
You can use AWS API operations to set a password policy.

To manage the custom account password policy from the AWS API
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Call the following operations:

» To create or change the custom password policy: UpdateAccountPasswordPolicy

» To view the password policy: GetAccountPasswordPolicy

« To delete the custom password policy: DeleteAccountPasswordPolicy

Managing passwords for IAM users

IAM users who use the AWS Management Console to work with AWS resources must have a
password in order to sign in. You can create, change, or delete a password for an IAM user in your
AWS account.

After you have assigned a password to a user, the user can sign in to the AWS Management Console
using the sign-in URL for your account, which looks like this:

https://12-digit-AWS-account-ID or alias.signin.aws.amazon.com/console

For more information about how IAM users sign in to the AWS Management Console, see How to
sign in to AWS in the AWS Sign-In User Guide.

Even if your users have their own passwords, they still need permissions to access your AWS
resources. By default, a user has no permissions. To give your users the permissions they need, you
assign policies to them or to the groups they belong to. For information about creating users and
groups, see |IAM Identities (users, user groups, and roles). For information about using policies to

set permissions, see Changing permissions for an IAM user.

You can grant users permission to change their own passwords. For more information, see
Permitting IAM users to change their own passwords. For information about how users access your

account sign-in page, see How to sign in to AWS in the AWS Sign-In User Guide.

Topics

» Creating, changing, or deleting an IAM user password (console)

» Creating, changing, or deleting an IAM user password (AWS CLI)

« Creating, changing, or deleting an IAM user password (AWS API)

Creating, changing, or deleting an IAM user password (console)

You can use the AWS Management Console to manage passwords for your IAM users.
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When users leave your organization or no longer need AWS access, it is important to find the
credentials that they were using and ensure that they are no longer operational. Ideally, you delete
credentials if they are no longer needed. You can always recreate them at a later date if the need
arises. At the very least, you should change the credentials so that the former users no longer have
access.

To add a password for an IAM user (console)

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.
3. Choose the name of the user whose password you want to create.

4. Choose the Security credentials tab, and then under Console sign-in, choose Enable console
access.

5. In Manage console access, for Console access choose Enable if not already selected. If console
access is disabled, then no password is needed.

6. For Set password, choose whether to have IAM generate a password or create a custom
password:
« To have IAM generate a password, choose Autogenerated password.

» To create a custom password, choose Custom password, and type the password.

(® Note

The password that you create must meet the account's password policy.

7. To require the user to create a new password when signing in, choose User must create a new
password at next sign-in. Then choose Apply.

/A Important

If you select the User must create a new password at next sign-in option, make sure
that the user has permission to change his or her password. For more information, see
Permitting IAM users to change their own passwords.

8. If you choose the option to generate a password, choose Show in the Console password
dialog box. This lets you view the password so you can share it with the user.
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/A Important

For security reasons, you cannot access the password after completing this step, but
you can create a new password at any time.

To change the password for an IAM user (console)

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose the name of the user whose password you want to change.

Choose the Security credentials tab, and then under Console sign-in, choose Manage console
access.

In Manage console access, for Console access choose Enable if not already selected. If console
access is disabled, then no password is needed.

For Set password, choose whether to have IAM generate a password or create a custom
password:
« To have IAM generate a password, choose Autogenerated password.

» To create a custom password, choose Custom password, and type the password.

® Note

The password that you create must meet the account's password policy, if one is

currently set.

To require the user to create a new password when signing in, choose User must create a new
password at next sign-in. Then choose Apply.

/A Important

If you select the User must create a new password at next sign-in option, make sure
that the user has permission to change his or her password. For more information, see
Permitting IAM users to change their own passwords.
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8.

If you choose the option to generate a password, choose Show in the Console password
dialog box. This lets you view the password so you can share it with the user.

/A Important

For security reasons, you cannot access the password after completing this step, but
you can create a new password at any time.

To delete (disable) an IAM user password (console)

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose the name of the user whose password you want to delete.

Choose the Security credentials tab, and then under Console sign-in, choose Manage console
access.

For Console access, choose Disable, and then choose Apply.

/A Important

You can prevent an IAM user from accessing the AWS Management Console by removing
their password. This prevents them from signing in to the AWS Management Console

using their sign-in credentials. It does not change their permissions or prevent them

from accessing the console using an assumed role. If the user has active access keys, they
continue to function and allow access through the AWS CLI, Tools for Windows PowerShell,
AWS API, or the AWS Console Mobile Application.

Creating, changing, or deleting an IAM user password (AWS CLI)

You can use the AWS CLI API to manage passwords for your IAM users.

To create a password (AWS CLI)

1.

(Optional) To determine whether a user has a password, run this command: aws iam get-login-
profile
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2. To create a password, run this command: aws iam create-login-profile

To change a user's password (AWS CLI)

1. (Optional) To determine whether a user has a password, run this command: aws iam get-login-

profile
2. To change a password, run this command: aws iam update-login-profile

To delete (disable) a user's password (AWS CLI)

1. (Optional) To determine whether a user has a password, run this command: aws iam get-login-

profile
2. (Optional) To determine when a password was last used, run this command: aws iam get-user

3. To delete a password, run this command: aws iam delete-login-profile

/A Important

When you delete a user's password, the user can no longer sign in to the AWS Management
Console. If the user has active access keys, they continue to function and allow access
through the AWS CLI, Tools for Windows PowerShell, or AWS API function calls. When

you use the AWS CLI, Tools for Windows PowerShell, or AWS API to delete a user from

your AWS account, you must first delete the password using this operation. For more
information, see Deleting an IAM user (AWS CLI).

Creating, changing, or deleting an IAM user password (AWS API)
You can use the AWS API to manage passwords for your IAM users.
To create a password (AWS API)

1. (Optional) To determine whether a user has a password, call this operation: GetLoginProfile

2. To create a password, call this operation: CreateLoginProfile

To change a user's password (AWS API)

1. (Optional) To determine whether a user has a password, call this operation: GetLoginProfile
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2. To change a password, call this operation: UpdateLoginProfile

To delete (disable) a user's password (AWS API)

1. (Optional) To determine whether a user has a password, run this command: GetLoginProfile

2. (Optional) To determine when a password was last used, run this command: GetUser

3. To delete a password, run this command: DeleteLoginProfile

/A Important

When you delete a user's password, the user can no longer sign in to the AWS Management
Console. If the user has active access keys, they continue to function and allow access
through the AWS CLI, Tools for Windows PowerShell, or AWS API function calls. When

you use the AWS CLI, Tools for Windows PowerShell, or AWS API to delete a user from

your AWS account, you must first delete the password using this operation. For more
information, see Deleting an IAM user (AWS CLI).

Permitting IAM users to change their own passwords

(® Note

Users with federated identities will use the process defined by their identity provider to
change their passwords. As a best practice, require human users to use federation with an
identity provider to access AWS using temporary credentials.

You can grant IAM users the permission to change their own passwords for signing in to the AWS
Management Console. You can do this in one of two ways:

« Allow all IAM users in the account to change their own passwords.

« Allow only selected IAM users to change their own passwords. In this scenario, you disable
the option for all users to change their own passwords and you use an IAM policy to grant
permissions to only some users. This approach allows those users to change their own passwords

and optionally other credentials like their own access keys.
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/A Important

We recommend that you set a custom password policy that requires IAM users to create

strong passwords.

To allow all IAM users change their own passwords

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, click Account settings.
In the Password policy section, choose Edit.

Choose Custom to use a custom password policy.

ok W

Select Allow users to change their own password, and then choose Save changes. This allows
all users in the account access to the iam:ChangePasswoxrd action for only their user and to
the iam:GetAccountPasswordPolicy action.

6. Provide users with the following instructions for changing their passwords: How an IAM user

changes their own password.

For information about the AWS CLI, Tools for Windows PowerShell, and APl commands that you
can use to change the account's password policy (which includes letting all users change their own
passwords), see Setting a password policy (AWS CLI).

To allow selected IAM users change their own passwords

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, click Account settings.

3. In the Password policy section, make sure that Allow users to change their own password is
not selected. If this check box is selected, all users can change their own passwords. (See the
previous procedure.)

4. Create the users who should be allowed to change their own password, if they do not already
exist. For details, see Creating an IAM user in your AWS account.
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5.

(Optional) Create an IAM group for the users who should be allowed to change their
passwords, and then add the users from the previous step to the group. For details, see
Managing IAM user groups.

Assign the following policy to the group. For more information, see Managing IAM policies.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:GetAccountPasswordPolicy",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:ChangePassword",
"Resource": "arn:aws:iam::*:user/${aws:usernamel}"
}
]
}

This policy grants access to the ChangePassword action, which lets users change only their
own passwords from the console, the AWS CLI, Tools for Windows PowerShell, or the API.

It also grants access to the GetAccountPasswordPolicy action, which lets the user view the
current password policy; this permission is required so that the user can view the account
password policy on the Change password page. The user must be allowed to read the current
password policy to ensure that the changed password meets the requirements of the policy.

Provide users with the following instructions for changing their passwords: How an IAM user
changes their own password.

For more information

For more information on managing credentials, see the following topics:

Permitting IAM users to change their own passwords

Managing user passwords in AWS

Setting an account password policy for IAM users

Managing IAM policies
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« How an IAM user changes their own password

How an IAM user changes their own password

If you have been granted permission to change your own IAM user password, you can use a special
page in the AWS Management Console to do this. You can also use the AWS CLI or AWS API.

Topics

» Permissions required

« How IAM users change their own password (console)

o How IAM users change their own password (AWS CLI or AWS API)

Permissions required

To change the password for your own IAM user, you must have the permissions from the following
policy: AWS: Allows IAM users to change their own console password on the Security credentials

page.

How IAM users change their own password (console)

The following procedure describes how IAM users can use the AWS Management Console to change
their own password.

To change your own IAM user password (console)

1. Use your AWS account ID or account alias, your IAM user name, and your password to sign in to
the IAM console.

(@ Note

For your convenience, the AWS sign-in page uses a browser cookie to remember your
IAM user name and account information. If you previously signed in as a different user,
choose Sign in to a different account near the bottom of the page to return to the
main sign-in page. From there, you can type your AWS account ID or account alias to
be redirected to the IAM user sign-in page for your account.

To get your AWS account ID, contact your administrator.
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2. In the navigation bar on the upper right, choose your user name, and then choose Security
credentials.

Account ID: 123456789012

Account
Organization

Service Quotas

Billing Dashboard

Switch role

3. Onthe AWS IAM credentials tab, choose Update password.

4. For Current password, enter your current password. Enter a new password for New password
and Confirm new password. Then choose Update password.

(® Note

The new password must meet the requirements of the account password policy. For
more information, see Setting an account password policy for IAM users.

How IAM users change their own password (AWS CLI or AWS API)

The following procedure describes how IAM users can use the AWS CLI or AWS API to change their
own password.

To change your own IAM password, use the following:

e AWS CLI: aws iam change-password

« AWS API: ChangePassword
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Managing access keys for IAM users

¥ Follow us on Twitter

/A Important

As a best practice, use temporary security credentials (such as IAM roles) instead of creating
long-term credentials like access keys. Before creating access keys, review the alternatives
to long-term access keys.

Access keys are long-term credentials for an IAM user or the AWS account root user. You can use
access keys to sign programmatic requests to the AWS CLI or AWS API (directly or using the AWS
SDK). For more information, see Signing AWS API requests.

Access keys consist of two parts: an access key ID (for example, AKIAIOSFODNN7EXAMPLE) and a
secret access key (for example, wJalrXUtnFEMI/K7MDENG/bPxRTfiCYEXAMPLEKEY). You must use
both the access key ID and secret access key together to authenticate your requests.

When you create an access key pair, save the access key ID and secret access key in a secure
location. The secret access key is available only at the time you create it. If you lose your secret
access key, you must delete the access key and create a new one. For more details, see Resetting
lost or forgotten passwords or access keys for AWS.

You can have a maximum of two access keys per user.

/A Important

Manage your access keys securely. Do not provide your access keys to unauthorized
parties, even to help find your account identifiers. By doing this, you might give someone
permanent access to your account.

The following topics detail management tasks associated with access keys.

Topics

« Permissions required to manage access keys

« Managing access keys (console)

« Managing access keys (AWS CLI)
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» Managing access keys (AWS API)

« Updating access keys

» Securing access keys

« Auditing access keys

Permissions required to manage access keys

(® Note

iam:TagUser is an optional permission for adding and editing descriptions for the access
key. For more information, see Tagging IAM users

To create access keys for your own IAM user, you must have the permissions from the following
policy:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CreateOwnAccessKeys",
"Effect": "Allow",
"Action": [
"iam:CreateAccessKey",
"iam:GetUser",
"iam:ListAccessKeys",
"iam:TagUser"
1,
"Resource": "arn:aws:iam::*:user/${aws:usernamel}"
}
]
}

To update access keys for your own IAM user, you must have the permissions from the following
policy:

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "ManageOwnAccessKeys",
"Effect": "Allow",
"Action": [

iam:CreateAccessKey",
"iam:DeleteAccessKey",
"iam:GetAccessKeylLastUsed",
"iam:GetUser",

iam:ListAccessKeys",
"iam:UpdateAccessKey",

iam:TagUser"

1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

Managing access keys (console)

You can use the AWS Management Console to manage the access keys of an IAM user.
To create, modify, or delete your own access keys (console)

1. Use your AWS account ID or account alias, your IAM user name, and your password to sign in to
the IAM console.

(@ Note

For your convenience, the AWS sign-in page uses a browser cookie to remember your
IAM user name and account information. If you previously signed in as a different user,
choose Sign in to a different account near the bottom of the page to return to the
main sign-in page. From there, you can type your AWS account ID or account alias to
be redirected to the IAM user sign-in page for your account.

To get your AWS account ID, contact your administrator.

2. In the navigation bar on the upper right, choose your user name, and then choose Security
credentials.
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Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

(® Note

The Security credentials tab is displayed only for the AWS account root user. IAM users
can manage access keys from the navigation pane.

1. Choose Users.

2. Inthe Users list, choose the name of the IAM user.

3. Choose the Security Credentials tab. Under Access keys, choose Create access
key.

Do one of the following:
To create an access key
1. Inthe Access keys section, choose Create access key. If you already have two access keys, this

button is deactivated and you must delete an access key before you can create a new one.

2. On the Access key best practices & alternatives page, choose your use case to learn about
additional options which can help you avoid creating a long-term access key. If you determine
that your use case still requires an access key, choose Other and then choose Next.
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3. (Optional) Set a description tag value for the access key. This adds a tag key-value pair to your
IAM user. This can help you identify and update access keys later. The tag key is set to the
access key id. The tag value is set to the access key description that you specify. When you are
finished, choose Create access key.

4. On the Retrieve access keys page, choose either Show to reveal the value of your user's secret
access key, or Download .csv file. This is your only opportunity to save your secret access key.
After you've saved your secret access key in a secure location, choose Done.

To deactivate an access key

« Inthe Access keys section find the key you want to deactivate, then choose Actions, then
choose Deactivate. When prompted for confirmation, choose Deactivate. A deactivated access
key still counts toward your limit of two access keys.

To activate an access key

« Inthe Access keys section, find the key to activate, then choose Actions, then choose Activate.

To delete an access key when you no longer need it

« Inthe Access keys section, find the key you want to delete, then choose Actions, then choose
Delete. Follow the instructions in the dialog to first Deactivate and then confirm the deletion.
We recommend that you verify that the access key is no longer in use before you permanently
delete it.

To create, modify, or delete the access keys of another IAM user (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.

3. Choose the name of the user whose access keys you want to manage, and then choose the
Security credentials tab.

4. Inthe Access keys section, do any of the following:

» To create an access key, choose Create access key. If the button is deactivated, then you
must delete one of the existing keys before you can create a new one. On the Access key
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best practices & alternatives page, review the best practices and alternatives. Choose your
use case to learn about additional options which can help you avoid creating a long-term
access key. If you determine that your use case still requires an access key, choose Other and
then choose Next. On the Retrieve access key page, choose Show to reveal the value of
your user's secret access key. To save the access key ID and secret access key to a . csv file to
a secure location on your computer, choose the Download .csv file button. When you create
an access key for your user, that key pair is active by default, and your user can use the pair
right away.

» To deactivate an active access key, choose Actions, and then choose Deactivate.
« To activate an inactive access key, choose Actions, and then choose Activate.

» To delete your access key, choose Actions, and then choose Delete. Follow the instructions
in the dialog to first Deactivate and then confirm the deletion. AWS recommends that
before you do this, you first deactivate the key and test that it's no longer in use. When you
use the AWS Management Console, you must deactivate your key before deleting it.

To list the access keys for an IAM user (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.

3. Choose the name of the intended user, and then choose the Security credentials tab. In the
Access keys section, you will see the user's access keys and the status of each key displayed.

(@ Note

Only the user's access key ID is visible. The secret access key can only be retrieved when
the key is created.

To list the access key IDs for multiple IAM users (console)

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.

3. If necessary, add the Access key ID column to the users table by completing the following
steps:
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a. Above the table on the far right, choose the settings icon
( o

b. In Manage columns, select Access key ID.

¢. Choose Close to return to the list of users.

4. The Access key ID column shows each access key ID, followed by its state; for example,
23478207027842073230762374023 (Active) or 22093740239670237024843420327
(Inactive).

You can use this information to view and copy the access keys for users with one or two access
keys. The column displays None for users with no access key.

(@ Note

Only the user's access key ID and status is visible. The secret access key can only be
retrieved when the key is created.

To find which IAM user owns a specific access key (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.
In the search box, type or paste the access key ID of the user you want to find.

4. If necessary, add the Access key ID column to the users table by completing the following
steps:

a. Above the table on the far right, choose the settings icon
( o
b. In Manage columns, select Access key ID.

c. Choose Close to return to the list of users and confirm that the filtered user owns the
specified access key.

Managing access keys (AWS CLI)

To manage the IAM user access keys from the AWS CLI, run the following commands.
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» To create an access key: aws iam create-access-key

» To deactivate or activate an access key: aws iam update-access-key

» To list a user's access keys: aws iam list-access-keys

» To determine when an access key was most recently used: aws iam get-access-key-last-

used

« To delete an access key: aws iam delete-access-key

Managing access keys (AWS API)

To manage the access keys of an IAM user from the AWS API, call the following operations.

To create an access key: CreateAccessKey

To deactivate or activate an access key: UpdateAccessKey

To list a user's access keys: ListAccessKeys

To determine when an access key was most recently used: GetAccessKeylLastUsed

To delete an access key: DeleteAccessKey

Updating access keys

As a security best practice, we recommend that you update IAM user access keys when needed,
such as when an employee leaves your company. IAM users can update their own access keys if they
have been granted the necessary permissions.

For details about granting IAM users permissions to update their own access keys, see AWS:
Allows IAM users to manage their own password, access keys, and SSH public keys on the Security
credentials page. You can also apply a password policy to your account to require that all of

your IAM users periodically update their passwords and how often they must do so. For more
information, see Setting an account password policy for IAM users.

Topics

» Updating IAM user access keys (console)

» Updating access keys (AWS CLI)

» Updating access keys (AWS API)
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Updating IAM user access keys (console)

You can update access keys from the AWS Management Console.

To update access keys for an IAM user without interrupting your applications (console)

1.  While the first access key is still active, create a second access key.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose the name of the intended user, and then choose the Security credentials tab.

In the Access keys section, choose Create access key. On the Access key best practices &
alternatives page, choose Other, then choose Next.

(Optional) Set a description tag value for the access key to add a tag key-value pair to this
IAM user. This can help you identify and update access keys later. The tag key is set to the
access key id. The tag value is set to the access key description that you specify. When you
are finished, choose Create access key.

On the Retrieve access keys page, choose either Show to reveal the value of your user's
secret access key, or Download .csv file. This is your only opportunity to save your secret
access key. After you've saved your secret access key in a secure location, choose Done.

When you create an access key for your user, that key pair is active by default, and your
user can use the pair right away. At this point, the user has two active access keys.

2. Update all applications and tools to use the new access key.

3. Determine whether the first access key is still in use by reviewing the Last used information for
the oldest access key. One approach is to wait several days and then check the old access key
for any use before proceeding.

4. Even if the Last used information indicates that the old key has never been used, we
recommend that you do not immediately delete the first access key. Instead, choose Actions
and then choose Deactivate to deactivate the first access key.

5. Use only the new access key to confirm that your applications are working. Any applications
and tools that still use the original access key will stop working at this point because they no
longer have access to AWS resources. If you find such an application or tool, you can reactivate
the first access key. Then return to Step 3 and update this application to use the new key.
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6. After you wait some period of time to ensure that all applications and tools have been
updated, you can delete the first access key:

a. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

b. In the navigation pane, choose Users.
c. Choose the name of the intended user, and then choose the Security credentials tab.

d. Inthe Access keys section for the access key you want to delete, choose Actions, and then
choose Delete. Follow the instructions in the dialog to first Deactivate and then confirm
the deletion.

To determine which access keys need to be updated or deleted(console)

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.
3. If necessary, add the Access key age column to the users table by completing the following
steps:
a. Above the table on the far right, choose the settings icon
( o
b. In Manage columns, select Access key age.
c. Choose Close to return to the list of users.

4. The Access key age column shows the number of days since the oldest active access key was
created. You can use this information to find users with access keys that might need to be
updated or deleted. The column displays None for users with no access key.

Updating access keys (AWS CLI)

You can update access keys from the AWS Command Line Interface.
To update access keys without interrupting your applications (AWS CLI)

1.  While the first access key is still active, create a second access key, which is active by default.
Run the following command:
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e aws iam create-access-key

At this point, the user has two active access keys.
2. Update all applications and tools to use the new access key.

3. Determine whether the first access key is still in use by using this command:

e aws iam get-access-key-last-used

One approach is to wait several days and then check the old access key for any use before
proceeding.

4. Even if step Step 3 indicates no use of the old key, we recommend that you do not
immediately delete the first access key. Instead, change the state of the first access key to
Inactive using this command:

e aws iam update-access-key

5. Use only the new access key to confirm that your applications are working. Any applications
and tools that still use the original access key will stop working at this point because they no
longer have access to AWS resources. If you find such an application or tool, you can switch its
state back to Active to reactivate the first access key. Then return to step Step 2 and update
this application to use the new key.

6. After you wait some period of time to ensure that all applications and tools have been
updated, you can delete the first access key with this command:

e aws iam delete-access-key

Updating access keys (AWS API)
You can update access keys using the AWS API.
To update access keys without interrupting your applications (AWS API)

1.  While the first access key is still active, create a second access key, which is active by default.
Call the following operation:

» CreateAccessKey

At this point, the user has two active access keys.
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2. Update all applications and tools to use the new access key.

3. Determine whether the first access key is still in use by calling this operation:

e GetAccessKeylastUsed

One approach is to wait several days and then check the old access key for any use before
proceeding.

4. Even if step Step 3 indicates no use of the old key, we recommend that you do not
immediately delete the first access key. Instead, change the state of the first access key to
Inactive calling this operation:

o UpdateAccessKey

5. Use only the new access key to confirm that your applications are working. Any applications
and tools that still use the original access key will stop working at this point because they no
longer have access to AWS resources. If you find such an application or tool, you can switch its
state back to Active to reactivate the first access key. Then return to step Step 2 and update
this application to use the new key.

6. After you wait some period of time to ensure that all applications and tools have been
updated, you can delete the first access key calling this operation:

o DeleteAccessKey

Securing access keys

Anyone who has your access keys has the same level of access to your AWS resources that you do.
Consequently, AWS goes to significant lengths to protect your access keys, and, in keeping with our
shared-responsibility model, you should as well.

Expand the following sections for guidance to help you protect your access keys.

® Note

Your organization may have different security requirements and policies than those
described in this topic. The suggestions provided here are intended as general guidelines.
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Remove (or don't generate) AWS account root user access keys

One of the best ways to protect your account is to not have access keys for your AWS account
root user. Unless you must have root user access keys (which is rare), it is best not to generate
them. Instead, create an administrative user in AWS IAM Identity Center for daily administrative
tasks.For information about how to create an administrative user in IAM Identity Center, see
Getting started in the IAM Identity Center User Guide.

If you already have root user access keys for your account, we recommend the following: Find
places in your applications where you are currently using access keys (if any), and replace the root
user access keys with 1AM user access keys. Then disable and remove the root user access keys. For
more information about how to update access keys, see Updating access keys

Use temporary security credentials (IAM roles) instead of long-term access keys

In many scenarios, you don't need long-term access keys that never expire (as you have with an IAM
user). Instead, you can create IAM roles and generate temporary security credentials. Temporary
security credentials consist of an access key ID and a secret access key, but they also include a
security token that indicates when the credentials expire.

Long-term access keys, such as those associated with 1AM users and the root user, remain valid
until you manually revoke them. However, temporary security credentials obtained through IAM
roles and other features of the AWS Security Token Service expire after a short period of time. Use
temporary security credentials to help reduce your risk in case credentials are accidentally exposed.

Use an IAM role and temporary security credentials in these scenarios:

« You have an application or AWS CLI scripts running on an Amazon EC2 instance. Don't use
access keys directly in your application. Don't pass access keys to the application, embed them
in the application, or let the application read access keys from any source. Instead, define an
IAM role that has appropriate permissions for your application and launch the Amazon Elastic
Compute Cloud (Amazon EC2) instance with roles for EC2. Doing this associates an IAM role
with the Amazon EC2 instance. This practice also enables the application to get temporary
security credentials that it can in turn use to make programmatic calls to AWS. The AWS SDKs
and the AWS Command Line Interface (AWS CLI) can get temporary credentials from the role
automatically.

» You need to grant cross-account access. Use an IAM role to establish trust between accounts,
and then grant users in one account limited permissions to access the trusted account. For more
information, see IAM tutorial: Delegate access across AWS accounts using IAM roles.

Access keys 214


https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html

AWS Identity and Access Management User Guide

« You have a mobile app. Don't embed access keys with the app, even in encrypted storage.
Instead, use Amazon Cognito to manage user identities in your app. This service lets you
authenticate users using Login with Amazon, Facebook, Google, or any OpenlID Connect (OIDC)-
compatible identity provider. You can then use the Amazon Cognito credentials provider to

manage credentials that your app uses to make requests to AWS.

« You want to federate into AWS and your organization supports SAML 2.0. If you work for an
organization that has an identity provider that supports SAML 2.0, configure the provider to use
SAML. You can use SAML to exchange authentication information with AWS and get back a set of
temporary security credentials. For more information, see About SAML 2.0-based federation.

« You want to federate into AWS and your organization has an on-premises identity store. If
users can authenticate inside your organization, you can write an application that can issue them
temporary security credentials for access to AWS resources. For more information, see Enabling
custom identity broker access to the AWS console.

® Note

Are you using an Amazon EC2 instance with an application that requires programmatic
access to AWS resources? If so, use IAM roles for EC2.

Manage IAM user access keys properly

If you must create access keys for programmatic access to AWS, create them for IAM users, granting
the users only the permissions they require.

Observe these precautions to help protect IAM user access keys:

« Don't embed access keys directly into code. The AWS SDKs and the AWS Command Line Tools
enable you to put access keys in known locations so that you don't have to keep them in code.

Put access keys in one of the following locations:

« The AWS credentials file. The AWS SDKs and AWS CLI automatically use the credentials that
you store in the AWS credentials file.

For information about using the AWS credentials file, see the documentation for your SDK.
Examples include Set AWS Credentials and Region in the AWS SDK for Java Developer Guide
and Configuration and credential files in the AWS Command Line Interface User Guide.
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To store credentials for the AWS SDK for .NET and the AWS Tools for Windows PowerShell, we
recommend that you use the SDK Store. For more information, see Using the SDK Store in the
AWS SDK for .NET Developer Guide.

« Environment variables. On a multi-tenant system, choose user environment variables, not
system environment variables.

For more information about using environment variables to store credentials, see Environment
Variables in the AWS Command Line Interface User Guide.

« Use different access keys for different applications. Do this so that you can isolate the
permissions and revoke the access keys for individual applications if they are exposed. Having
separate access keys for different applications also generates distinct entries in AWS CloudTrail
log files. This configuration makes it easier for you to determine which application performed
specific actions.

« Update access keys when needed. If there is a risk that the access key could be compromised,
update the access key and delete the previous access key. For details, see Updating access keys

« Remove unused access keys. If a user leaves your organization, remove the corresponding IAM
user so that the user can no longer access your resources. To find out when an access key was last
used, use the GetAccessKeylLastUsed API (AWS CLI command: aws iam get-access-key-

last-used).

« Use temporary credentials and configure multi-factor authentication for your most
sensitive APl operations. With IAM policies, you can specify which API operations a user is
allowed to call. In some cases, you might want the additional security of requiring users to
be authenticated with AWS MFA before you allow them to perform particularly sensitive
actions. For example, you might have a policy that allows a user to perform the Amazon EC2
RunInstances, Describelnstances, and StopInstances actions. But you might want to
restrict a destructive action like TerminateInstances and ensure that users can perform that
action only if they authenticate with an AWS MFA device. For more information, see Configuring
MFA-protected APl access.

Access the mobile app using AWS access keys

You can access a limited set of AWS services and features using the AWS mobile app. The mobile
app helps you support incident response while on the go. For more information and to download
the app, see AWS Console Mobile Application.
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You can sign in to the mobile app using your console password or your access keys. As a best
practice, do not use root user access keys. Instead, we strongly recommend that in addition to
using a password or biometric lock on your mobile device, you create an IAM user specifically for
managing AWS resources using the mobile app. If you lose your mobile device, you can remove the
IAM user's access.

To sign in using access keys (mobile app)

1. Open the app on your mobile device.

2. If thisis the first time that you're adding an identity to the device, choose Add an identity and
then choose Access keys.

If you have already signed in using another identity, choose the menu icon and choose Switch
identity. Then choose Sign in as a different identity and then Access keys.

3. On the Access keys page, enter your information:

» Access key ID - Enter your access key ID.
» Secret access key — Enter your secret access key.

 Identity name - Enter the name of the identity that will appear in the mobile app. This does
not need to match your IAM user name.

« Identity PIN - Create a personal identification number (PIN) that you will use for future
sign-ins.

® Note

If you enable biometrics for the AWS mobile app, you will be prompted to use your
fingerprint or facial recognition for verification instead of the PIN. If the biometrics
fail, you might be prompted for the PIN instead.

4. Choose Verify and add keys.

You can now access a select set of your resources using the mobile app.

Related information

The following topics provide guidance for setting up the AWS SDKs and the AWS CLI to use access
keys:
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o Set AWS credentials and Region in the AWS SDK for Java Developer Guide

» Using the SDK Store in the AWS SDK for .NET Developer Guide

« Providing Credentials to the SDK in the AWS SDK for PHP Developer Guide

« Configuration in the Boto 3 (AWS SDK for Python) documentation

« Using AWS Credentials in the AWS Tools for Windows PowerShell User Guide

« Configuration and credential files in the AWS Command Line Interface User Guide

» Granting access using an IAM role in the AWS SDK for .NET Developer Guide

« Configure IAM roles for Amazon EC2 in the AWS SDK for Java 2.x

Auditing access keys

You can review the AWS access keys in your code to determine whether the keys are from an
account that you own. You can pass an access key ID using the aws sts get-access-key-info
AWS CLI command or the GetAccessKeyInfo AWS API operation.

The AWS CLI and AWS API operations return the ID of the AWS account to which the access key
belongs. Access key IDs beginning with AKIA are long-term credentials for an IAM user or an AWS
account root user. Access key IDs beginning with ASTA are temporary credentials that are created
using AWS STS operations. If the account in the response belongs to you, you can sign in as the
root user and review your root user access keys. Then, you can pull a credentials report to learn
which IAM user owns the keys. To learn who requested the temporary credentials for an ASIA
access key, view the AWS STS events in your CloudTrail logs.

For security purposes, you can review AWS CloudTrail logs to learn who performed an action in

AWS. You can use the sts:SourcelIdentity condition key in the role trust policy to require users
to specify an identity when they assume a role. For example, you can require that IAM users specify
their own user name as their source identity. This can help you determine which user performed a
specific action in AWS. For more information, see sts:Sourceldentity.

This operation does not indicate the state of the access key. The key might be active, inactive, or
deleted. Active keys might not have permissions to perform an operation. Providing a deleted
access key might return an error that the key doesn't exist.
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Resetting lost or forgotten passwords or access keys for AWS

/A Important

Having trouble signing in to AWS? Make sure that you're on the correct AWS sign-in page

for your type of user. If you are the AWS account root user (account owner), you can sign

in to AWS using the credentials that you set up when you created the AWS account. If you
are an IAM user, your account administrator can give you the credentials that you can use to
sign in to AWS. If you need to request support, do not use the feedback link on this page,
as the form is received by the AWS Documentation team, not AWS Support. Instead, on the
Contact Us page choose Still unable to log into your AWS account and then choose one of
the available support options.

On the main sign-in page, you must enter your email address to sign in as the root user, or enter
your account ID to sign in as an IAM user. You can provide your password only on the sign-in
page that matches your user type. For more information, see Signing in to the AWS Management

Console.

If you are on the correct sign-in page and lose or forget your passwords or access keys, you cannot
retrieve them from IAM. Instead, you can reset them using the following methods:

« AWS account root user password — If you forget your root user password, you can reset the
password from the AWS Management Console. For details, see the section called “Resetting a

lost or forgotten root user password"” later in this topic.

« AWS account access keys — If you forget your account access keys, you can create new access
keys without disabling the existing access keys. If you are not using the existing keys, you can
delete those. For details, see Creating access keys for the root user and Deleting access keys for

the root user.

« IAM user password - If you are an IAM user and you forget your password, you must ask your
administrator to reset your password. To learn how an administrator can manage your password,
see Managing passwords for IAM users.

» IAM user access keys - If you are an IAM user and you forget your access keys, you will need
new access keys. If you have permission to create your own access keys, you can find instructions
for creating a new one at Managing access keys (console). If you do not have the required

permissions, you must ask your administrator to create new access keys. If you are still using your
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old keys, ask your administrator not to delete the old keys. To learn how an administrator can
manage your access keys, see Managing access keys for IAM users.

Using multi-factor authentication (MFA) in AWS

¥ Follow us on Twitter

For increased security, we recommend that you configure multi-factor authentication (MFA) to
help protect your AWS resources. You can enable MFA for the AWS account root user and IAM
users. When you enable MFA for the root user, it affects only the root user credentials. IAM users
in the account are distinct identities with their own credentials, and each identity has its own

MFA configuration. You can register up to eight MFA devices of any combination of the currently
supported MFA types with your AWS account root user and IAM users. For more information about
supported MFA types see What is MFA?. With multiple MFA devices, only one MFA device is needed

to sign in to the AWS Management Console or create a session through the AWS CLI as that user.

(® Note

We recommend that you require your human users to use temporary credentials when
accessing AWS. Have you considered using AWS IAM Identity Center? You can use IAM
Identity Center to centrally manage access to multiple AWS accounts and provide users
with MFA-protected, single sign-on access to all their assigned accounts from one place.
With IAM Identity Center, you can create and manage user identities in IAM Identity
Center or easily connect to your existing SAML 2.0 compatible identity provider. For more
information, see What is IAM Identity Center? in the AWS IAM Identity Center User Guide.

What is MFA?

MFA adds extra security because it requires users to provide unique authentication from an AWS
supported MFA mechanism in addition to their regular sign-in credentials when they access AWS
websites or services. AWS supports the following MFA types.

FIDO security
FIDO Certified hardware security keys are provided by third-party providers.

The FIDO Alliance maintains a list of all FIDO Certified products that are compatible with FIDO
specifications. FIDO authentication standards are based on public key cryptography, which
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enables strong, phishing-resistant authentication that is more secure than passwords. FIDO
security keys support multiple root accounts and IAM users using a single security key. For more
information about enabling FIDO security keys, see Enabling a FIDO security key (console).

Virtual MFA devices

A virtual authenticator application that runs on a phone or other device and emulates a physical
device.

Virtual authenticator apps implement the time-based one-time password (TOTP) algorithm and

support multiple tokens on a single device. The user must type a valid code from the device on
a second webpage during sign-in. Each virtual MFA device assigned to a user must be unique. A
user can't type a code from another user's virtual MFA device to authenticate. Because they can
run on unsecured mobile devices, virtual MFA might not provide the same level of security as
FIDO security keys.

We do recommend that you use a virtual MFA device while waiting for hardware purchase
approval or while you wait for your hardware to arrive. For a list of a few supported apps that
you can use as virtual MFA devices, see Multi-Factor Authentication. For instructions on setting
up a virtual MFA device with AWS, see Enabling a virtual multi-factor authentication (MFA)
device (console).

Hardware TOTP token

A hardware device that generates a six-digit numeric code based on the time-based one-time
password (TOTP) algorithm.

The user must type a valid code from the device on a second webpage during sign-in. Each MFA
device assigned to a user must be unique. A user cannot type a code from another user's device
to be authenticated. For information on supported hardware MFA devices, see Multi-Factor
Authentication. For instructions on setting up a hardware TOTP token with AWS, see Enabling a
hardware TOTP token (console).

We recommend that you use FIDO security keys as an alternative to hardware TOTP devices.
FIDO security keys offer the benefits of no battery requirements, phishing resistance, and they
support multiple IAM or root users on a single device for enhanced security.

(® Note

SMS text message-based MFA — AWS ended support for enabling SMS multi-factor
authentication (MFA). We recommend that customers who have IAM users that use SMS
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text message-based MFA switch to one of the following alternative methods: FIDO security
key, virtual (software-based) MFA device, or hardware MFA device. You can identify the
users in your account with an assigned SMS MFA device. To do so, go to the IAM console,
choose Users from the navigation pane, and look for users with SMS in the MFA column of
the table.

Topics

Enabling MFA devices for users in AWS

Checking MFA status

Resynchronizing virtual and hardware MFA devices

Deactivating MFA devices

What if an MFA device is lost or stops working?

Configuring MFA-protected APl access

Sample code: Requesting credentials with multi-factor authentication

Enabling MFA devices for users in AWS

The steps for configuring MFA depend on the type of MFA device you are using.

Topics

General steps for enabling MFA devices

Enabling a virtual multi-factor authentication (MFA) device (console)

Enabling a FIDO security key (console)

Enabling a hardware TOTP token (console)

Enabling and managing virtual MFA devices (AWS CLI or AWS API)

General steps for enabling MFA devices

The following overview procedure describes how to set up and use MFA and provides links to
related information.
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® Note

You can also watch this English-language video, How to Setup AWS Multi-Factor
Authentication (MFA) and AWS Budget Alerts, for more information.

1. Get an MFA device such as one of the following. You can enable up to eight MFA devices per AWS
account root user or IAM user of any combination of the following types.

« A virtual MFA device, which is a software app that is compliant with RFC 6238, a standards-
based TOTP (time-based one-time password) algorithm. You can install the app on a phone

or other device. For a list of a few supported apps that you can use as virtual MFA devices, see
Multi-Factor Authentication.

« A FIDO security key with an AWS supported configuration. The FIDO Alliance maintains a list
of all FIDO Certified products that are compatible with FIDO specifications.

« A hardware-based MFA device from a third-party provider, like a token device. These tokens
are used exclusively with AWS accounts. For more information, see Enabling a hardware TOTP

token (console). You can only use tokens that have their unique token seeds shared securely
with AWS. Token seeds are secret keys generated at the time of token production. Tokens
purchased from other sources will not function with IAM. To ensure compatibility, you must
purchase your hardware MFA device from one of the following links: OTP token or OTP display
card.

2. Enable the MFA device.

 Virtual or Hardware TOTP tokens —You can use AWS CLI commands or AWS API operations
to enable a virtual MFA device for an IAM user. You cannot enable an MFA device for the AWS
account root user with the AWS CLI, AWS API, Tools for Windows PowerShell, or any other
command line tool. However, you can use the AWS Management Console to enable an MFA
device for the root user.

« FIDO security keys — Root users and IAM users with FIDO security keys can enable from the
AWS Management Console only, not from the AWS CLI or AWS API.

For information about enabling each type of MFA device, see the following pages:

« Virtual MFA device: Enabling a virtual multi-factor authentication (MFA) device (console)

» FIDO security key: Enabling a FIDO security key (console)

« Hardware TOTP token: Enabling a hardware TOTP token (console)

3. Enable Multiple MFA devices (recommended)
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We recommend that you enable multiple MFA devices to the AWS account root user and IAM
users in your AWS accounts. This allows you to raise the security bar in your AWS accounts and
simplify managing access to highly privileged users, such as the AWS account root user.

You can register up to eight MFA devices of any combination of the currently supported MFA
types with your AWS account root user and IAM users. With multiple MFA devices, you only
need one MFA device to sign in to the AWS Management Console or create a session through
the AWS CLI as that user. An IAM user must authenticate with an existing MFA device to enable
or disable an additional MFA device.

In the event of a lost, stolen, or inaccessible MFA device you can use one of the remaining MFA
devices to access the AWS account without performing the AWS account recovery procedure. If
an MFA device is lost or stolen, it should be disassociated from the IAM principal with which it
is associated.

The use of multiple MFAs allows your employees in geographically dispersed locations or
working remotely to use hardware-based MFA to access AWS without having to coordinate the
physical exchange of a single hardware device between employees.

The use of additional MFA devices for IAM principals allows you to use one or more MFAs for
everyday usage, while also maintaining physical MFA devices in a secure physical location such
as a vault or safe for backup and redundancy.

4. Use the MFA device when you log in to or access AWS resources. Note the following:

FIDO security keys — To access an AWS website, enter your credentials and then tap the FIDO
security key when prompted.

Virtual MFA devices and hardware TOTP tokens — To access an AWS website, you need an
MFA code from the device in addition to your user name and password.

To access MFA-protected APl operations, you need the following:
« An MFA code

« The identifier for the MFA device (the device serial number of a physical device or the ARN
of a virtual device defined in AWS)

« The usual access key ID and secret access key

® Notes

» You cannot pass the MFA information for a FIDO security key to AWS STS API
operations to request temporary credentials.
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» You cannot use AWS CLI commands or AWS API operations to enable FIDO security

keys.
« You cannot use the same name for more than one root or IAM MFA device.

For more information, see Using MFA devices with your IAM sign-in page.

Enabling a virtual multi-factor authentication (MFA) device (console)

You can use a phone or other device as a virtual multi-factor authentication (MFA) device. To do
this, install a mobile app that is compliant with RFC 6238, a standards-based TOTP (time-based
one-time password) algorithm. These apps generate a six-digit authentication code. Because they
can run on unsecured mobile devices, virtual MFA might not provide the same level of security as

FIDO security keys. We do recommend that you use a virtual MFA device while waiting for hardware
purchase approval or while you wait for your hardware to arrive.

Most virtual MFA apps support creating multiple virtual devices, allowing you to use the same app
for multiple AWS accounts or users. You can register up to eight MFA devices of any combination of
the currently supported MFA types with your AWS account root user and IAM users. With multiple

MFA devices, you only need one MFA device to sign in to the AWS Management Console or create a
session through the AWS CLI as that user. We recommend that you register multiple MFA devices.
For authenticator applications, we also recommend enabling the cloud backup or sync feature in
those apps to help you avoid losing access to your account if you lose or break your device with the
authenticator apps.

For a list of virtual MFA apps that you can use, see Multi-Factor Authentication. AWS requires a
virtual MFA app that produces a six-digit OTP.

Topics

» Permissions required

« Enable a virtual MFA device for an IAM user (console)

» Replace a virtual MFA device

Permissions required

To manage virtual MFA devices for your IAM user, you must have the permissions from the
following policy: AWS: Allows MFA-authenticated |IAM users to manage their own MFA device on
the Security credentials page.
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Enable a virtual MFA device for an IAM user (console)

You can use IAM in the AWS Management Console to enable and manage a virtual MFA device
for an 1AM user in your account. You can attach tags to your IAM resources, including virtual MFA
devices, to identify, organize, and control access to them. You can tag virtual MFA devices only
when you use the AWS CLI or AWS API. To enable and manage an MFA device using the AWS CLI
or AWS API, see Enabling and managing virtual MFA devices (AWS CLI or AWS API). For more
information about tagging IAM resources, see Tagging IAM resources.

(@ Note

You must have physical access to the hardware that will host the user's virtual MFA

device in order to configure MFA. For example, you might configure MFA for a user who
will use a virtual MFA device running on a smartphone. In that case, you must have the
smartphone available in order to finish the wizard. Because of this, you might want to let
users configure and manage their own virtual MFA devices. In that case, you must grant
users the permissions to perform the necessary IAM actions. For more information and for
an example of an IAM policy that grants these permissions, see the IAM tutorial: Permit

users to manage their credentials and MFA settings and example policy AWS: Allows MFA-

authenticated IAM users to manage their own MFA device on the Security credentials page.

To enable a virtual MFA device for an IAM user (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.
In the Users list, choose the name of the IAM user.

4. Choose the Security Credentials tab. Under Multi-factor authentication (MFA), choose Assign
MFA device.

5. In the wizard, type a Device name, choose Authenticator app, and then choose Next.

IAM generates and displays configuration information for the virtual MFA device, including
a QR code graphic. The graphic is a representation of the "secret configuration key" that is
available for manual entry on devices that do not support QR codes.

6. Open your virtual MFA app. For a list of apps that you can use for hosting virtual MFA devices,
see Multi-Factor Authentication.
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If the virtual MFA app supports multiple virtual MFA devices or accounts, choose the option to
create a new virtual MFA device or account.

7. Determine whether the MFA app supports QR codes, and then do one of the following:

» From the wizard, choose Show QR code, and then use the app to scan the QR code. For
example, you might choose the camera icon or choose an option similar to Scan code, and
then use the device's camera to scan the code.

» From the wizard, choose Show secret key, and then type the secret key into your MFA app.

When you are finished, the virtual MFA device starts generating one-time passwords.

8. On the Set up device page, in the MFA code 1 box, type the one-time password that currently
appears in the virtual MFA device. Wait up to 30 seconds for the device to generate a new one-
time password. Then type the second one-time password into the MFA code 2 box. Choose
Add MFA.

/A Important

Submit your request immediately after generating the codes. If you generate the codes
and then wait too long to submit the request, the MFA device successfully associates
with the user but the MFA device is out of sync. This happens because time-based one-
time passwords (TOTP) expire after a short period of time. If this happens, you can
resync the device.

The virtual MFA device is now ready for use with AWS. For information about using MFA with the
AWS Management Console, see Using MFA devices with your IAM sign-in page.

Replace a virtual MFA device

You can register up to eight MFA devices of any combination of the currently supported MFA types
with your AWS account root user and IAM users. If the user loses a device or needs to replace it for
any reason, you must first deactivate the old device. Then you can add the new device for the user.

« To deactivate the device currently associated with another IAM user, see Deactivating MFA

devices.

» To add a replacement virtual MFA device for another IAM user, follow the steps in the procedure
Enable a virtual MFA device for an IAM user (console) above.
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« To add a replacement virtual MFA device for the AWS account root user, follow the steps in the
procedure Enable a virtual MFA device for your AWS account root user (console).

Enabling a FIDO security key (console)

FIDO security keys are a type of multi-factor authentication (MFA) device that you can use to

protect your AWS resources. You plug your FIDO security key into a USB port on your computer
and enable it using the instructions that follow. After you enable it, you tap it when prompted to
securely complete the sign-in process. If you already use a FIDO security key with other services,
and it has an AWS supported configuration (for example, the YubiKey 5 Series from Yubico), you

can also use it with AWS. Otherwise, you need to purchase a FIDO security key if you want to
use WebAuthn for MFA in AWS. For specifications and purchase information, see Multi-Factor
Authentication.

FIDO2 is an open authentication standard and an extension of FIDO U2F, offering the same high
level of security based on public key cryptography. FIDO2 consists of the W3C Web Authentication
specification (WebAuthn API) and the FIDO Alliance Client-to-Authenticator Protocol (CTAP),

an application layer protocol. CTAP enables communication between client or platform, like a
browser or operating system, with an external authenticator. When you enable a FIDO Certified
authenticator in AWS, the FIDO security key creates a new key pair for use with only AWS. First,
you enter your credentials. When prompted, you tap the FIDO security key, which responds to the
authentication challenge issued by AWS. To learn more about the FIDO2 standard, see the FIDO2

Project.

You can register up to eight MFA devices of any combination of the currently supported MFA types

with your AWS account root user and IAM users. With multiple MFA devices, you only need one
MFA device to sign in to the AWS Management Console or create a session through the AWS CLI as
that user. We recommend that you register multiple MFA devices. For example, you can register a
built-in authenticator and also register a security key that you keep in a physically secure location.
If you're unable to use your built-in authenticator, then you can use your registered security key.
For authenticator applications, we also recommend enabling the cloud backup or sync feature in
those apps to help you avoid losing access to your account if you lose or break your device with the
authenticator apps.

(® Note

We recommend that you require your human users to use temporary credentials when
accessing AWS. Your users can federate into AWS with an identity provider where they
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authenticate with their corporate credentials and MFA configurations. To manage access to
AWS and business applications, we recommend that you use IAM Identity Center. For more
information, see the The IAM Identity Center User Guide.

Topics

« Permissions required

« Enable a FIDO security key for your own 1AM user (console)

« Enable a FIDO security key for another IAM user (console)

» Replace a FIDO security key

» Supported configurations for using FIDO security keys

Permissions required

To manage a FIDO security key for your own IAM user while protecting sensitive MFA-related
actions, you must have the permissions from the following policy:

(® Note

The ARN values are static values and are not an indicator of what protocol was used to
register the authenticator. We have deprecated U2F, so all new implementations use
WebAuthn.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowManageOwnUserMFA",

"Effect": "Allow",

"Action": [
"iam:DeactivateMFADevice",
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",
"iam:ResyncMFADevice"

]I
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"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

iy

{
"Sid": "DenyAllExceptListedIfNoMFA",

"Effect": "Deny",

"NotAction": [
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",
"iam:ResyncMFADevice"

1,
"Resource": "*",
"Condition": {
"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

Enable a FIDO security key for your own IAM user (console)

You can enable a FIDO security key for your own IAM user from the AWS Management Console
only, not from the AWS CLI or AWS API.

(® Note

Before you can enable a FIDO security key, you must have physical access to the device.

(@ Note

You should not choose any of the available options on the Google Chrome pop-up that asks
to Verify your identity with amazon.com. You only need to tap on the security key.

To enable a FIDO security key for your own IAM user (console)

1. Use your AWS account ID or account alias, your IAM user name, and your password to signin to
the IAM console.
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® Note

For your convenience, the AWS sign-in page uses a browser cookie to remember your
IAM user name and account information. If you previously signed in as a different user,
choose Sign in to a different account near the bottom of the page to return to the
main sign-in page. From there, you can type your AWS account ID or account alias to
be redirected to the IAM user sign-in page for your account.

To get your AWS account ID, contact your administrator.

2. In the navigation bar on the upper right, choose your user name, and then choose Security
credentials.

Account ID: 123456
IAM user: User1
Account
Organization

Service Quotas

Billing Dashboard

Switch role

3. Onthe AWS IAM credentials tab, in the Multi-factor authentication (MFA) section, choose
Assign MFA device.

4. Inthe wizard, type a Device name, choose Security Key, and then choose Next.

5. Insert the FIDO security key into your computer's USB port.
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6.

Tap the FIDO security key.

The FIDO security key is ready for use with AWS. For information about using MFA with the AWS
Management Console, see Using MFA devices with your IAM sign-in page.

Enable a FIDO security key for another IAM user (console)

You can enable a FIDO security key for another IAM user from the AWS Management Console only,
not from the AWS CLI or AWS API.

To enable a FIDO security key for another IAM user (console)

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose the name of the user for whom you want to enable MFA.

Choose the Security Credentials tab. Under Multi-factor authentication (MFA), choose Assign
MFA device.

In the wizard, type a Device name, choose Security Key, and then choose Next.

Insert the FIDO security key into your computer's USB port.

Tap the FIDO security key.
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The FIDO security key is ready for use with AWS. For information about using MFA with the AWS
Management Console, see Using MFA devices with your IAM sign-in page.

Replace a FIDO security key

You can have up to eight MFA devices of any combination of the currently supported MFA types
assigned to a use at a time with your AWS account root user and IAM users. If the user loses a
FIDO authenticator or needs to replace it for any reason, you must first deactivate the old FIDO
authenticator. Then you can add a new MFA device for the user.

» To deactivate the device currently associated with an IAM user, see Deactivating MFA devices.

« To add a new FIDO security key for an IAM user, see Enable a FIDO security key for your own |IAM

user (console).

If you don't have access to a new FIDO security key, you can enable a new virtual MFA device or
hardware TOTP token. See one of the following for instructions:

» Enabling a virtual multi-factor authentication (MFA) device (console)

» Enabling a hardware TOTP token (console)

Supported configurations for using FIDO security keys

You can use FIDO2 security keys as a multi-factor authentication (MFA) method with IAM using
currently supported configurations. These include FIDO2 devices supported by IAM and browsers
that support FIDO2. Before you register your FIDO2 device, check that you're using the latest
browser and operating system (OS) version. Features may behave differently across different
browsers, authenticators, and OS clients. If your device registration fails on one browser, you can
try to register with another browser.

FIDO2 devices supported by AWS

IAM supports FIDO2 security devices that connect to your devices through USB, Bluetooth, or NFC.
We don't support platform authenticators such as TouchlID, FacelD, or Windows Hello.
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® Note

AWS requires access to the physical USB port on your computer to verify your FIDO2
device. FIDO2 security keys will not work with a virtual machine, a remote connection, or a
browser's incognito mode.

The FIDO Alliance maintains a list of all FIDO2 products that are compatible with FIDO
specifications.

Browsers that support FIDO2

The availability of FIDO2 security devices that run in a web browser depends on the combination of
browser and operating system. The following browsers currently support the use of FIDO2 security

keys:

macOS Windows 10 Linux iOS 14.5+ Android 7+
10.15+

Chrome Yes Yes Yes Yes No

Safari Yes No No Yes No

Edge Yes Yes No Yes No

Firefox Yes Yes No Yes No

(® Note

Most Firefox versions that currently support FIDO2 don't enable support by default. For
instructions on enabling FIDO2 support in Firefox, see Troubleshooting FIDO security keys.

For more information about browser support for a FIDO2-certified device like YubiKey, see
Operating system and web browser support for FIDO2 and U2F.
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Browser plugins

AWS supports only browsers that natively support FIDO2. AWS doesn't support using plugins to
add FIDO2 browser support. Some browser plugins are incompatible with the FIDO2 standard and
can cause unexpected results with FIDO2 security keys.

For information on disabling browser plugins and other troubleshooting tips, see | can't enable my

FIDO security key.

Device certifications

We capture and assign device-related certifications, such as FIPS validation and FIDO certification
level, only during the registration of a FIDO security key. Your device certification is retrieved from
the FIDO Alliance Metadata Service (MDS). If the certification status or level of your FIDO security
key changes, it will not be reflected in the device tags automatically. To update the certification

information of a device, register the device again to fetch the updated certification information.

AWS provides the following certification types as condition keys during device registration,
obtained from the FIDO MDS: FIPS-140-2, FIPS-140-3, and FIDO certification levels. You have the
ability to specify the registration of specific authenticators in their IAM policies, based on your
preferred certification type and level. For more information, see the policies below.

Example policies for device certifications

The following use cases show sample policies that allow you to register MFA devices with FIPS
certifications.

Topics

» Use case 1: Allow registering only devices that have FIPS-140-2 L2 certifications

» Use case 2: Allow registering devices that have FIPS-140-2 L2 and FIDO L1 certifications

» Use case 3: Allow registering devices that have either FIPS-140-2 L2 or FIPS-140-3 L2
certifications

» Use case 4: Allow registering devices that have FIPS-140-2 L2 certification and support other

MFA types like virtual authenticators and hardware TOTP

Use case 1: Allow registering only devices that have FIPS-140-2 L2 certifications

"Version": "2012-10-17",
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"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"
}
}
.
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-2-certification": "L2"
}
}
}
]
}
Use case 2: Allow registering devices that have FIPS-140-2 L2 and FIDO L1 certifications
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"
}
}
},
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
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"StringEquals": {
"iam:RegisterSecurityKey" "Activate",
"iam:FIDO-FIPS-140-2-certification": "L2",
"iam:FIDO-certification": "L1"
}
}
}
]
}
Use case 3: Allow registering devices that have either FIPS-140-2 L2 or FIPS-140-3 L2
certifications
{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" "Create"
}
}
},
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" "Activate",
"iam:FIDO-FIPS-140-2-certification”: "L2"
}
}
b
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" "Activate",
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Use case 4: Allow registering devices that have FIPS-140-2 L2 certification and support other

"iam:FIDO-FIPS-140-3-certification":

MFA types like virtual authenticators and hardware TOTP

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:RegisterSecurityKey":

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {

"iam:RegisterSecurityKey":
"iam:FIPS-140-2-certification":

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"Null": {

"iam:RegisterSecurityKey":

"Create"

"Activate",
IILZII

"true"
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}

AWS CLI and AWS API

AWS supports using FIDO2 security keys only in the AWS Management Console. Using FIDO2
security keys for MFA is not supported in the AWS CLI and AWS API, or for access to MFA-protected
APl operations.

Additional resources

« For more information on using FIDO2 security keys in AWS, see Enabling a FIDO security key
(console).

» For help with troubleshooting FIDO2 security keys in AWS, see Troubleshooting FIDO security

keys.
» For general industry information on FIDO2 support, see FIDO2 Project.

Enabling a hardware TOTP token (console)

A hardware TOTP token generates a six-digit numeric code based upon a time-based one-time
password (TOTP) algorithm. The user must type a valid code from the device when prompted
during the sign-in process. Each MFA device assigned to a user must be unique; a user cannot
type a code from another user's device to be authenticated. MFA devices cannot be shared across
accounts or users.

Hardware TOTP tokens and FIDO security keys are both physical devices that you purchase.
Hardware MFA devices generate TOTP codes for authentication when you sign in to AWS. They
rely on batteries, which may need replacement and resynchronization with AWS over time. FIDO

security keys, which utilize public key cryptography, do not require batteries and offer a seamless
authentication process. We recommend using FIDO security keys for their phishing resistance,
which provides a more secure alternative to TOTP devices. Additionally, FIDO security keys can
support multiple IAM or root users on the same device, enhancing their utility for account security.
For specifications and purchase information for both device types, see Multi-Factor Authentication.

You can enable a hardware TOTP token for an IAM user from the AWS Management Console, the
command line, or the IAM API. To enable an MFA device for your AWS account root user, see Enable
a hardware TOTP token for the AWS account root user (console).
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You can register up to eight MFA devices of any combination of the currently supported MFA types
with your AWS account root user and IAM users. With multiple MFA devices, you only need one MFA

device to sign in to the AWS Management Console or create a session through the AWS CLI as that
user.

/A Important

We recommend that you enable multiple MFA devices for your users for continued access to
your account in case of a lost or inaccessible MFA device.

® Note

If you want to enable the MFA device from the command line, use aws iam enable-mfa-
device. To enable the MFA device with the IAM API, use the EnableMFADevice operation.

Topics

Permissions required

Enable a hardware TOTP token for your own IAM user (console)

Enable a hardware TOTP token for another IAM user (console)

Replace a physical MFA device

Permissions required

To manage a hardware TOTP token for your own IAM user while protecting sensitive MFA-related
actions, you must have the permissions from the following policy:

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowManageOwnUserMFA",
"Effect": "Allow",
"Action": [
"iam:DeactivateMFADevice",

iam:EnableMFADevice",

iam:GetUser",
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"iam:ListMFADevices",
"iam:ResyncMFADevice"

]I

"Resource": "arn:aws:iam::*:user/${aws:usernamel}"

"Sid": "DenyAllExceptListedIfNoMFA",
"Effect": "Deny",
"NotAction": [

iam:EnableMFADevice",

iam:GetUser",
"iam:ListMFADevices",

iam:ResyncMFADevice"

1,

"Resource": "arn:aws:iam::*:user/${aws:usernamel}",
"Condition": {
"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

Enable a hardware TOTP token for your own IAM user (console)

You can enable your own hardware TOTP token from the AWS Management Console.

(® Note

Before you can enable a hardware TOTP token, you must have physical access to the device.

To enable a hardware TOTP token for your own IAM user (console)

1. Use your AWS account ID or account alias, your IAM user name, and your password to sign in to
the IAM console.

(@ Note

For your convenience, the AWS sign-in page uses a browser cookie to remember your
IAM user name and account information. If you previously signed in as a different user,
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choose Sign in to a different account near the bottom of the page to return to the
main sign-in page. From there, you can type your AWS account ID or account alias to
be redirected to the IAM user sign-in page for your account.

To get your AWS account ID, contact your administrator.

2. Inthe navigation bar on the upper right, choose your user name, and then choose Security
credentials.

Account ID: 123456789012
IAM user: User1

Account
Organization
Service Quotas

Billing Dashboard

Switch role

3. Onthe AWS IAM credentials tab, in the Multi-factor authentication (MFA) section, choose
Assign MFA device.

4. Inthe wizard, type a Device name, choose Hardware TOTP token, and then choose Next.
5. Type the device serial number. The serial number is usually on the back of the device.

6. Inthe MFA code 1 box, type the six-digit number displayed by the MFA device. You might need
to press the button on the front of the device to display the number.

oliihe

7. Wait 30 seconds while the device refreshes the code, and then type the next six-digit number

into the MFA code 2 box. You might need to press the button on the front of the device again
to display the second number.
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8.

Choose Add MFA.

/A Important

Submit your request immediately after generating the authentication codes. If you
generate the codes and then wait too long to submit the request, the MFA device
successfully associates with the user but the MFA device becomes out of sync. This
happens because time-based one-time passwords (TOTP) expire after a short period of
time. If this happens, you can resync the device.

The device is ready for use with AWS. For information about using MFA with the AWS Management

Console, see Using MFA devices with your IAM sign-in page.

Enable a hardware TOTP token for another 1AM user (console)

You can enable a hardware TOTP token for another IAM user from the AWS Management Console.

To enable a hardware TOTP token for another IAM user (console)

1.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Users.
Choose the name of the user for whom you want to enable MFA.

Choose the Security Credentials tab. Under Multi-factor authentication (MFA), choose Assign
MFA device.

In the wizard, type a Device name, choose Hardware TOTP token, and then choose Next.
Type the device serial number. The serial number is usually on the back of the device.

In the MFA code 1 box, type the six-digit number displayed by the MFA device. You might need
to press the button on the front of the device to display the number.

{8 s

Wait 30 seconds while the device refreshes the code, and then type the next six-digit number
into the MFA code 2 box. You might need to press the button on the front of the device again
to display the second number.
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9. Choose Add MFA.

/A Important

Submit your request immediately after generating the authentication codes. If you
generate the codes and then wait too long to submit the request, the MFA device
successfully associates with the user but the MFA device becomes out of sync. This
happens because time-based one-time passwords (TOTP) expire after a short period of
time. If this happens, you can resync the device.

The device is ready for use with AWS. For information about using MFA with the AWS Management
Console, see Using MFA devices with your IAM sign-in page.

Replace a physical MFA device

You can have up to eight MFA devices of any combination of the currently supported MFA types

assigned to a user at a time with your AWS account root user and 1AM users. If the user loses a
device or needs to replace it for any reason, you must first deactivate the old device. Then you can
add the new device for the user.

» To deactivate the device currently associated with a user, see Deactivating MFA devices.

» To add a replacement hardware TOTP token for an IAM user, follow the steps in the procedure
Enable a hardware TOTP token for another IAM user (console) earlier in this topic.

» To add a replacement hardware TOTP token for the AWS account root user, follow the steps in
the procedure Enable a hardware TOTP token for the AWS account root user (console) earlier in
this topic.

Enabling and managing virtual MFA devices (AWS CLI or AWS API)

You can use AWS CLI commands or AWS API operations to enable a virtual MFA device for an IAM
user. You cannot enable an MFA device for the AWS account root user with the AWS CLI, AWS API,
Tools for Windows PowerShell, or any other command line tool. However, you can use the AWS
Management Console to enable an MFA device for the root user.

When you enable an MFA device from the AWS Management Console, the console performs
multiple steps for you. If you instead create a virtual device using the AWS CLI, Tools for Windows
PowerShell, or AWS API, then you must perform the steps manually and in the correct order. For
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example, to create a virtual MFA device, you must create the IAM object and extract the code

as either a string or a QR code graphic. Then you must sync the device and associate it with an
IAM user. See the Examples section of New-IAMVirtualMFADevice for more details. For a physical
device, you skip the creation step and go directly to syncing the device and associating it with the

user.

You can attach tags to your IAM resources, including virtual MFA devices, to identify, organize, and
control access to them. You can tag virtual MFA devices only when you use the AWS CLI or AWS
API.

An |AM user using the SDK or CLI can enable an additional MFA device by calling
EnableMFADevice or deactivate an existing MFA device by calling DeactivateMFADevice.
To do this successfully, they must first call GetSessionToken and submit MFA codes with an
existing MFA device. This call returns temporary security credentials that can then be used to
sign APl operations that require MFA authentication. For an example request and response, see

GetSessionToken—temporary credentials for users in untrusted environments.

To create the virtual device entity in IAM to represent a virtual MFA device

These commands provide an ARN for the device that is used in place of a serial number in many of
the following commands.

e AWS CLI; aws iam create-virtual-mfa-device

e AWS API: CreateVirtualMFADevice

To enable an MFA device for use with AWS

These commands synchronize the device with AWS and associate it with a user. If the device is
virtual, use the ARN of the virtual device as the serial number.

/A Important

Submit your request immediately after generating the authentication codes. If you
generate the codes and then wait too long to submit the request, the MFA device
successfully associates with the user but the MFA device becomes out of sync. This happens
because time-based one-time passwords (TOTP) expire after a short period of time. If this
happens, you can resynchronize the device using the commands described below.

Multi-factor authentication (MFA) 245


https://docs.aws.amazon.com/powershell/latest/reference/Index.html?page=New-IAMVirtualMFADevice.html&tocid=New-IAMVirtualMFADevice
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableMFADevice.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeactivateMFADevice.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html#api_getsessiontoken
https://docs.aws.amazon.com/cli/latest/reference/iam/create-virtual-mfa-device.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateVirtualMFADevice.html

AWS ldentity and Access Management User Guide

e AWS CLI: aws iam enable-mfa-device

« AWS APIl: EnableMFADevice

To deactivate a device

Use these commands to disassociate the device from the user and deactivate it. If the device is
virtual, use the ARN of the virtual device as the serial number. You must also separately delete the
virtual device entity.

e AWS CLI: aws iam deactivate-mfa-device

e AWS API: DeactivateMFADevice

To list virtual MFA device entities

Use these commands to list virtual MFA device entities.

e AWS CLI: aws iam list-virtual-mfa-devices
e AWS API; ListVirtualMFADevices

To tag a virtual MFA device

Use these commands to tag a virtual MFA device.

e AWS CLI: aws iam tag-mfa-device

» AWS APIL: TagMFADevice

To list tags for a virtual MFA device

Use these commands to list the tags attached to a virtual MFA device.

e AWS CLI: aws iam list-mfa-device-tags

« AWS API: ListMFADeviceTags

To untag a virtual MFA device

Use these commands to remove tags attached to a virtual MFA device.

e« AWS CLI: aws iam untag-mfa-device
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« AWS APIL: UntagMFADevice

To resynchronize an MFA device

Use these commands if the device is generating codes that are not accepted by AWS. If the device
is virtual, use the ARN of the virtual device as the serial number.

e« AWS CLI: aws iam resync-mfa-device

o AWS APIL: ResyncMFADevice

To delete a virtual MFA device entity in IAM

After the device is disassociated from the user, you can delete the device entity.

e AWS CLI: aws iam delete-virtual-mfa-device

e AWS API: DeleteVirtualMFADevice

To recover a virtual MFA device that is lost or not working

Sometimes, a user's device that hosts the virtual MFA app is lost, replaced, or not working. When
this happens, the user can't recover it on their own. The user must contact an administrator to
deactivate the device. For more information, see What if an MFA device is lost or stops working?.

Checking MFA status

Use the IAM console to check whether an AWS account root user or |IAM user has a valid MFA device
enabled.

To check the MFA status of a root user

1. Signin to the AWS Management Console with your root user credentials and then open the
IAM console at https://console.aws.amazon.com/iam/.

2. In the navigation bar on the upper right, choose your user name, and then choose Security
credentials.

3. Check under Multi-factor Authentication (MFA) to see whether MFA
is enabled or disabled. If MFA has not been activated, an alert symbol

(A
is displayed.
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If you want to enable MFA for the account, see one of the following:

« Enable a virtual MFA device for your AWS account root user (console)

« Enable a FIDO security key for the AWS account root user (console)

« Enable a hardware TOTP token for the AWS account root user (console)

To check the MFA status of IAM users

1. Open the IAM console at https://console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Users.

3. If necessary, add the MFA column to the users table by completing the following steps:

a. Above the table on the far right, choose the settings icon
( o

b. In Manage Columns, select MFA.

c. (Optional) Clear the check box for any column headings that you do not want to appear in
the users table.

d. Choose Close to return to the list of users.

4. The MFA column tells you about the MFA device that is enabled. If no MFA device is active for
the user, the console displays None. If the user has an MFA device enabled, the MFA column
shows the type of device that is enabled with a value of Virtual, Security key, Hardware, or
SMS.

(® Note

AWS ended support for enabling SMS multi-factor authentication (MFA). We
recommend that customers who have IAM users that use SMS text message-based
MFA switch to one of the following alternative methods: virtual (software-based) MFA

device, FIDO security key, or hardware MFA device. You can identify the users in your

account with an assigned SMS MFA device. To do so, go to the IAM console, choose
Users from the navigation pane, and look for users with SMS in the MFA column of the
table.

5. To view additional information about the MFA device for a user, choose the name of the user
whose MFA status you want to check. Then choose the Security credentials tab.
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6. If no MFA device is active for the user, the console displays No MFA devices. Assign an MFA
device to improve the security of your AWS environment in the Multi-factor authentication
(MFA) section. If the user has MFA devices enabled, the Multi-factor authentication (MFA)
section shows details about the devices:

» The device name

» The device type

« The identifier for the device, such as a serial number for a physical device or the ARN in AWS
for a virtual device

+ When the device was created

To remove or resync a device, choose the radio button next to the device and choose Remove or
Resync.

For more information on enabling MFA, see the following:

» Enabling a virtual multi-factor authentication (MFA) device (console)

« Enabling a FIDO security key (console)

« Enabling a hardware TOTP token (console)

Resynchronizing virtual and hardware MFA devices

You can use AWS to resynchronize your virtual and hardware multi-factor authentication (MFA)
devices. If your device is not synchronized when you try to use it, the sign-in attempt fails and IAM
prompts you to resynchronize the device.

(® Note

FIDO security keys do not go out of sync. If a FIDO security key is lost or broken, you can
deactivate it. For instructions on deactivating any MFA device type, see To deactivate an
MFA device for another IAM user (console).

As an AWS administrator, you can resynchronize your IAM users' virtual and hardware MFA devices
if they get out of synchronization.
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If your AWS account root user MFA device is not working, you can resynchronize your device using
the IAM console with or without completing the sign-in process. If you aren’t able to successfully
resynchronize your device, you may need to de-associate and re-associate it. For more information
on how to do this, see Deactivating MFA devices and Enabling MFA devices for users in AWS.

Topics

» Permissions required

» Resynchronizing virtual and hardware MFA devices (IAM console)

» Resynchronizing virtual and hardware MFA devices (AWS CLlI)

» Resynchronizing virtual and hardware MFA devices (AWS API)

Permissions required

To resynchronize virtual or hardware MFA devices for your own IAM user, you must have the
permissions from the following policy. This policy does not allow you to create or deactivate a
device.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowlListActions",
"Effect": "Allow",
"Action": [
"iam:ListVirtualMFADevices"
1,
"Resource": "*"
},
{
"Sid": "AllowUserToViewAndManageTheirOwnUserMFA",
"Effect": "Allow",
"Action": [
"iam:ListMFADevices",
"iam:ResyncMFADevice"
1,
"Resource": "arn:aws:iam::*:user/${aws:username}"
.
{

"Sid": "BlockAllExceptListedIfNoMFA",
"Effect": "Deny",
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"NotAction": [
"iam:ListMFADevices",
"iam:ListVirtualMFADevices",
"iam:ResyncMFADevice"

1,
"Resource": "*",
"Condition": {
"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

Resynchronizing virtual and hardware MFA devices (IAM console)

You can use the IAM console to resynchronize virtual and hardware MFA devices.
To resynchronize a virtual or hardware MFA device for your own IAM user (console)

1. Use your AWS account ID or account alias, your IAM user name, and your password to signin to
the IAM console.

(® Note

For your convenience, the AWS sign-in page uses a browser cookie to remember your
IAM user name and account information. If you previously signed in as a different user,
choose Sign in to a different account near the bottom of the page to return to the
main sign-in page. From there, you can type your AWS account ID or account alias to
be redirected to the IAM user sign-in page for your account.

To get your AWS account ID, contact your administrator.

2. In the navigation bar on the upper right, choose your user name, and then choose Security
credentials.
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Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. Onthe AWS IAM credentials tab, in the Multi-factor authentication (MFA) section, choose
the radio button next to the MFA device and choose Resync.

4. Type the next two sequentially generated codes from the device into MFA code 1 and MFA
code 2. Then choose Resync.

/A Important

Submit your request immediately after generating the codes. If you generate the codes
and then wait too long to submit the request, the request appears to work but the
device remains out of sync. This happens because time-based one-time passwords
(TOTP) expire after a short period of time.

To resynchronize a virtual or hardware MFA device for another IAM user (console)

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Users, and then choose the name of the user whose MFA device
needs to be resynchronized.

3. Choose the Security credentials tab. In the Multi-factor authentication (MFA) section, choose
the radio button next to the MFA device and choose Resync.
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4.

Type the next two sequentially generated codes from the device into MFA code 1 and MFA
code 2. Then choose Resync.

/A Important

Submit your request immediately after generating the codes. If you generate the codes
and then wait too long to submit the request, the request appears to work but the
device remains out of sync. This happens because time-based one-time passwords
(TOTP) expire after a short period of time.

To resynchronize your root user MFA before signing in (console)

1.

On the Amazon Web Services Sign In With Authentication Device page, choose Having
problems with your authentication device? Click here.

® Note

You might see different text, such as Sign in using MFA and Troubleshoot your
authentication device. However, the same features are provided.

In the Re-Sync With Our Servers section, type the next two sequentially generated codes from
the device into MFA code 1 and MFA code 2. Then choose Re-sync authentication device.

If necessary, type your password again and choose Sign in. Then complete the sign-in using
your MFA device.

To resynchronize your root user MFA device after signing in (console)

1.

Sign in to the IAM console as the account owner by choosing Root user and entering your AWS
account email address. On the next page, enter your password.

® Note

As the root user, you can't sign in to the Sign in as IAM user page. If you see the Sign
in as IAM user page, choose Sign in using root user email near the bottom of the
page. For help signing in as the root user, see Signing in to the AWS Management
Console as the root user in the AWS Sign-In User Guide.
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2. On the right side of the navigation bar, choose on your account name, and then choose
Security credentials. If necessary, choose Continue to Security credentials.

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. Expand the Multi-factor authentication (MFA) section on the page.
4. Choose the radio button next to the device and choose Resync.

5. In the Resync MFA device dialog box, type the next two sequentially generated codes from the
device into MFA code 1 and MFA code 2. Then choose Resync.

/A Important

Submit your request immediately after generating the codes. If you generate the codes
and then wait too long to submit the request, the MFA device is successfully associated
with the user, but the MFA device is out of sync. This happens because time-based one-
time passwords (TOTP) expire after a short period of time.

Resynchronizing virtual and hardware MFA devices (AWS CLI)
You can resynchronize virtual and hardware MFA devices from the AWS CLI.
To resynchronize a virtual or hardware MFA device for an IAM user (AWS CLI)

At a command prompt, issue the aws iam resync-mfa-device command:
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« Virtual MFA device: Specify Amazon Resource Name (ARN) of device as the serial number.

aws iam resync-mfa-device --user-name Richard --serial-number
arn:aws:iam: :123456789012:mfa/RichardsMFA --authentication-codel 123456 --
authentication-code2 987654

« Hardware MFA device: Specify hardware device's serial number as serial number. The format is
vendor-specific. For example, you can purchase a gemalto token from Amazon. Its serial number
is typically four letters followed by four numbers.

aws iam resync-mfa-device --user-name Richard --serial-number ABCD12345678 --
authentication-codel 123456 --authentication-code2 987654

/A Important

Submit your request immediately after generating the codes. If you generate the codes and
then wait too long to submit the request, the request fails because the codes expire after a
short time.

Resynchronizing virtual and hardware MFA devices (AWS API)

IAM has an API call that performs synchronization. In this case, we recommend that you give your
virtual and hardware MFA device users permission to access this API call. Then build a tool based on
that API call so your users can resynchronize their devices whenever they need to.

To resynchronize a virtual or hardware MFA device for an IAM user (AWS API)

o Send the ResyncMFADevice request.

Deactivating MFA devices

If you are having trouble signing in with a multi-factor authentication (MFA) device as an IAM user,
contact your administrator for help.

As an administrator, you can deactivate the device for another IAM user. This allows the user to sign
in without using MFA. You might do this as a temporary solution while the MFA device is replaced,
or if the device is temporarily unavailable. However, we recommend that you enable a new device
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for the user as soon as possible. To learn how to enable a new MFA device, see the section called
“Enabling MFA devices".

® Note

If you use the APl or AWS CLI to delete a user from your AWS account, you must deactivate
or delete the user's MFA device. You make this change as part of the process of removing
the user. For more information about deleting users, see Managing IAM users.

Topics

» Deactivating MFA devices (console)

o Deactivating MFA devices (AWS CLlI)

» Deactivating MFA devices (AWS API)

Deactivating MFA devices (console)
To deactivate an MFA device for another IAM user (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.

3. To deactivate the MFA device for a user, choose the name of the user whose MFA you want to
remove.

4. Choose the Security credentials tab.

5. Under Multi-factor authentication (MFA), choose the radio button next to the MFA device,
choose Remove, and then choose Remove.

The device is removed from AWS. It cannot be used to sign in or authenticate requests until it
is reactivated and associated with an AWS user or AWS account root user.
To deactivate the MFA device for your AWS account root user (console)

1. Signin to the IAM console as the account owner by choosing Root user and entering your AWS
account email address. On the next page, enter your password.
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® Note

As the root user, you can't sign in to the Sign in as IAM user page. If you see the Sign
in as IAM user page, choose Sign in using root user email near the bottom of the
page. For help signing in as the root user, see Signing in to the AWS Management

Console as the root user in the AWS Sign-In User Guide.

2. On the right side of the navigation bar, choose on your account name, and then choose
Security credentials. If necessary, choose Continue to Security credentials.

Account ID: Example Account

Account
Organization
Service Quotas

Billing Dashboard

3. In the Multi-factor authentication (MFA) section, choose the radio button next the MFA device
that you want to deactivate and choose Remove.

4. Choose Remove.

The MFA device is deactivated for the AWS account. Check the email that is associated with
your AWS account for a confirmation message from Amazon Web Services. The email informs
you that your Amazon Web Services multi-factor authentication (MFA) has been deactivated.
The message will come from @amazon.com or @aws . amazon. com.
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Deactivating MFA devices (AWS CLI)

To deactivate an MFA device for an 1AM user (AWS CLI)

¢ Run this command: aws iam deactivate-mfa-device

Deactivating MFA devices (AWS API)

To deactivate an MFA device for an IAM user (AWS API)

 Call this operation: DeactivateMFADevice

What if an MFA device is lost or stops working?

If your virtual MFA device or hardware TOTP token appears to be functioning properly, but you
can't use it to access your AWS resources, it might be out of synchronization with AWS. For
information about synchronizing a virtual MFA device or hardware MFA device, see Resynchronizing
virtual and hardware MFA devices. FIDO security keys do not go out of sync.

If your AWS account root user multi-factor authentication (MFA) device is lost, damaged, or not
working, you can recover access to your account. IAM users must contact an administrator to

deactivate the device.

/A Important

We recommend that you enable multiple MFA devices for your IAM users to ensure
continued access to your account in case of lost or inaccessible MFA device. You can register
up to eight MFA devices of any combination of the currently supported MFA types with
your AWS account root user and IAM users.

Recovering a root user MFA device

If your AWS account root user multi-factor authentication (MFA) device is lost, damaged, or not
working, you can sign in using another MFA device registered to the same AWS account root user. If
the root user only has one MFA device enabled, you can use alternative methods of authentication.
This means that if you can't sign in with your MFA device, you can sign in by verifying your identity
using the email and the primary contact phone number registered with your account.
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Before you use alternative factors of authentication to sign in as a root user, you must be able

to access the email and primary contact phone number that are associated with your account.

If you need to update the primary contact phone number, you can sign in as an IAM user with
Administrator access instead of the root user. For additional instructions on updating the account
contact information, see Editing contact information in the AWS Billing User Guide. If you do not

have access to an email and primary contact phone number, you must contact AWS Support.

/A Important

We recommend that you keep the email address and contact phone number linked to your
root user up to date for a successful account recovery. For more information, see Update
the primary contact for your AWS account in the AWS Account Management Reference
Guide.

To sign in using alternative factors of authentication as an AWS account root user

1. Sign in to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

2. On the Additional verification required page, select an MFA method to authenticate with and
choose Next.

(@ Note

You might see alternative text, such as Sign in using MFA, Troubleshoot your
authentication device, or Troubleshoot MFA, but the functionality is the same. If you
can't use alternative factors of authentication to verify your account email address and
primary contact phone number, contact AWS Support to deactivate your MFA device.

3. Depending on the type of MFA you are using, you will see a different page, but the
Troubleshoot MFA option functions the same. On the Additional verification required page
or Multi-factor authentication page, choose Troubleshoot MFA.

4. If required, type your password again and choose Sign in.

On the Troubleshoot your authentication device page, in the Sign in using alternative
factors of authentication section, choose Sign in using alternative factors.

6. On the Sign in using alternative factors of authentication page, authenticate your account by
verifying the email address, choose Send verification email.
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7.

10.

11.

Check the email that is associated with your AWS account for a message from Amazon Web
Services (recover-mfa-no-reply@verify.signin.aws). Follow the directions in the email.

If you don't see the email in your account, check your spam folder, or return to your browser
and choose Resend the email.

After you verify your email address, you can continue authenticating your account. To verify
your primary contact phone number, choose Call me now.

Answer the call from AWS and, when prompted, enter the 6-digit number from the AWS
website on your phone keypad.

If you don't receive a call from AWS, choose Sign in to sign in to the console again and start
over. Or see Lost or unusable Multi-Factor Authentication (MFA) device to contact support for
help.

After you verify your phone number, you can sign in to your account by choosing Sign in to
the console.

The next step varies depending on the type of MFA you are using:

» For a virtual MFA device, remove the account from your device. Then go to the AWS Security

Credentials page and delete the old MFA virtual device entity before you create a new one.

» For a FIDO security key, go to the AWS Security Credentials page and deactivate the old
FIDO security key before enabling a new one.

» For a hardware TOTP token, contact the third-party provider for help fixing or replacing
the device. You can continue to sign in using alternative factors of authentication until
you receive your new device. After you have the new hardware MFA device, go to the AWS
Security Credentials page and delete the old MFA hardware device entity before you create a

new one.

® Note

You don't have to replace a lost or stolen MFA device with the same type of device. For
example, if you break your FIDO security key and order a new one, you can use virtual
MFA or a hardware TOTP token until you receive a new FIDO security key.
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/A Important

If your MFA device is missing or stolen, after signing in using alternative factors of
authentication and establishing your replacement MFA device, change your root user
password in case an attacker has stolen the authentication device and might also have your
current password. For more information, see Change the password for the AWS account
root user in the AWS Account Management Reference Guide.

Recovering an IAM user MFA device

If you are an IAM user and your device is lost or stops working, you can't recover it by yourself. You
must contact an administrator to deactivate the device. Then you can enable a new device.

To get help for an MFA device as an IAM user

1. Contact the AWS administrator or other person who gave you the user name and password for
the IAM user. The administrator must deactivate the MFA device as described in Deactivating
MFA devices so that you can sign in.

2. The next step varies depending on the type of MFA you are using:

« For a virtual MFA device, remove the account from your device. Then enable the virtual
device as described in Enabling a virtual multi-factor authentication (MFA) device (console).

» For a FIDO security key, contact the third-party provider for help replacing the device. When
you receive the new FIDO security key, enable it as described in Enabling a FIDO security key

(console).

» For a hardware TOTP token, contact the third-party provider for help fixing or replacing
the device. After you have the new physical MFA device, enable the device as described in
Enabling a hardware TOTP token (console).

® Note

You don't have to replace a lost or stolen MFA device with the same type of device. You
can have up to eight MFA devices of any combination. For example, if you break your
FIDO security key and order a new one, you can use virtual MFA or a hardware TOTP
token until you receive a new FIDO security key.
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3. If your MFA device is missing or stolen, also change your password in case an attacker has
stolen the authentication device and might also have your current password. For more
information, see Managing passwords for IAM users

Configuring MFA-protected API access

With IAM policies, you can specify which API operations a user is allowed to call. In some cases, you
might want the additional security of requiring users to be authenticated with AWS multi-factor
authentication (MFA) before you allow them to perform particularly sensitive actions.

For example, you might have a policy that allows a user to perform the Amazon EC2
RunInstances, DescribelInstances, and StopInstances actions. But you might want to
restrict a destructive action like TerminateInstances and ensure that users can perform that
action only if they authenticate with an AWS MFA device.

Topics

Overview

Scenario: MFA protection for cross-account delegation

Scenario: MFA protection for access to APl operations in the current account

Scenario: MFA protection for resources that have resource-based policies

Overview
Adding MFA protection to APl operations involves these tasks:

1. The administrator configures an AWS MFA device for each user who needs to make API requests
that require MFA authentication. This process is described at Enabling MFA devices for users in
AWS.

2. The administrator creates policies for the users that include a Condition element that checks
whether the user authenticated with an AWS MFA device.

3. The user calls one of the AWS STS API operations that support the MFA parameters AssumeRole
or GetSessionToken, depending on the scenario for MFA protection, as explained later. As part

of the call, the user includes the device identifier for the device that's associated with the user.
The user also includes the time-based one-time password (TOTP) that the device generates. In
either case, the user gets back temporary security credentials that the user can then use to make
additional requests to AWS.
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® Note
MFA protection for a service's APl operations is available only if the service supports
temporary security credentials. For a list of these services, see Using Temporary Security
Credentials to Access AWS.

If authorization fails, AWS returns an access denied error message (as it does for any unauthorized
access). With MFA-protected API policies in place, AWS denies access to the API operations specified
in the policies if the user attempts to call an APl operation without valid MFA authentication. The
operation is also denied if the time stamp of the request for the APl operation is outside of the
allowed range specified in the policy. The user must be reauthenticated with MFA by requesting
new temporary security credentials with an MFA code and device serial number.

IAM policies with MFA conditions
Policies with MFA conditions can be attached to the following:

e An IAM user or group
« A resource such as an Amazon S3 bucket, Amazon SQS queue, or Amazon SNS topic

» The trust policy of an IAM role that can be assumed by a user

You can use an MFA condition in a policy to check the following properties:

» Existence—To simply verify that the user did authenticate with MFA, check that the
aws:MultiFactorAuthPresent key is True in a Bool condition. The key is only present when
the user authenticates with short-term credentials. Long-term credentials, such as access keys,
do not include this key.

« Duration—If you want to grant access only within a specified time after MFA authentication, use
a numeric condition type to compare the aws:MultiFactorAuthAge key's age to a value (such
as 3600 seconds). Note that the aws :MultiFactorAuthAge key is not present if MFA was not
used.

The following example shows the trust policy of an IAM role that includes an MFA condition to test
for the existence of MFA authentication. With this policy, users from the AWS account specified
in the Principal element (replace ACCOUNT-B-ID with a valid AWS account ID) can assume
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the role that this policy is attached to. However such users can only assume the role if the user is
authenticated using MFA.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

For more information on the condition types for MFA, see AWS global condition context keys,
Numeric condition operators, and Condition operator to check existence of condition keys .

Choosing between GetSessionToken and AssumeRole

AWS STS provides two APl operations that let users pass MFA information: GetSessionToken and
AssumeRole. The API operation that the user calls to get temporary security credentials depends
on which of the following scenarios applies.

Use GetSessionToken for the following scenarios:

« Call APl operations that access resources in the same AWS account as the IAM user who makes
the request. Note that temporary credentials from a GetSessionToken request can access IAM
and AWS STS API operations only if you include MFA information in the request for credentials.
Because temporary credentials returned by GetSessionToken include MFA information, you
can check for MFA in individual APl operations made by the credentials.

» Access to resources that are protected with resource-based policies that include an MFA
condition.

The purpose of the GetSessionToken operation is to authenticate the user using MFA. You
cannot use policies to control authentication operations.
Use AssumeRole for the following scenarios:

 Call API operations that access resources in the same or a different AWS account. The API calls
can include any IAM or AWS STS API. Note that to protect access you enforce MFA at the time
when the user assumes the role. The temporary credentials returned by AssumeRole do not
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include MFA information in the context, so you cannot check individual APl operations for
MFA. This is why you must use GetSessionToken to restrict access to resources protected by
resource-based policies.

Details about how to implement these scenarios are provided later in this document.
Important points about MFA-protected API access

It's important to understand the following aspects of MFA protection for APl operations:

« MFA protection is available only with temporary security credentials, which must be obtained
with AssumeRole or GetSessionToken.

» You cannot use MFA-protected API access with AWS account root user credentials.
» You cannot use MFA-protected API access with U2F security keys.

» Federated users cannot be assigned an MFA device for use with AWS services, so they cannot
access AWS resources controlled by MFA. (See next point.)

« Other AWS STS API operations that return temporary credentials do not support MFA. For
AssumeRoleWithWebIdentity and AssumeRoleWithSAML, the user is authenticated by
an external provider and AWS cannot determine whether that provider required MFA. For
GetFederationToken, MFA is not necessarily associated with a specific user.

« Similarly, long-term credentials (IAM user access keys and root user access keys) cannot be used
with MFA-protected API access because they don't expire.

« AssumeRole and GetSessionToken can also be called without MFA information. In that
case, the caller gets back temporary security credentials, but the session information for those
temporary credentials does not indicate that the user authenticated with MFA.

» To establish MFA protection for API operations, you add MFA conditions to policies. A policy
must include the aws:MultiFactorAuthPresent condition key to enforce the use of MFA. For
cross-account delegation, the role's trust policy must include the condition key.

« When you allow another AWS account to access resources in your account, the security of your
resources depends on the configuration of the trusted account (the other account, not yours).
This is true even when you require multi-factor authentication. Any identity in the trusted
account that has permission to create virtual MFA devices can construct an MFA claim to satisfy
that part of your role's trust policy. Before you allow members of another account access to
your AWS resources that require multi-factor authentication, you should ensure that the trusted
account's owner follows security best practices. For example, the trusted account should restrict
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access to sensitive APl operations, such as MFA device-management APl operations, to specific,
trusted identities.

« If a policy includes an MFA condition, a request is denied if users have not been MFA
authenticated, or if they provide an invalid MFA device identifier or invalid TOTP.

Scenario: MFA protection for cross-account delegation

In this scenario, you want to delegate access to IAM users in another account, but only if the users
are authenticated with an AWS MFA device. (For more information about cross-account delegation,
see Roles terms and concepts.

Imagine that you have account A (the trusting account that owns the resource to be accessed), with
the IAM user Anaya, who has administrator permission. She wants to grant access to user Richard
in account B (the trusted account), but wants to make sure that Richard is authenticated with MFA
before he assumes the role.

1. In the trusting account A, Anaya creates an IAM role named CrossAccountRole and sets
the principal in the role's trust policy to the account ID of account B. The trust policy grants
permission to the AWS STS AssumeRole action. Anaya also adds an MFA condition to the trust
policy, as in the following example.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

2. Anaya adds a permissions policy to the role that specifies what the role is allowed to do.
The permissions policy for a role with MFA protection is no different than any other role-
permission policy. The following example shows the policy that Anaya adds to the role; it allows
an assuming user to perform any Amazon DynamoDB action on the table Books in account A.
This policy also allows the dynamodb:ListTables action, which is required to perform actions
in the console.
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® Note

The permissions policy does not include an MFA condition. It is important to understand
that the MFA authentication is used only to determine whether a user can assume the
role. Once the user has assumed the role, no further MFA checks are made.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "TableActions",
"Effect": "Allow",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:*:ACCOUNT-A-ID:table/Books"
.
{
"Sid": "ListTables",
"Effect": "Allow",
"Action": "dynamodb:ListTables",
"Resource": "*"
}
]
}

3. In trusted account B, the administrator makes sure that IAM user Richard is configured with an
AWS MFA device and that he knows the ID of the device. The device ID is the serial number if it's
a hardware MFA device, or the device's ARN if it's a virtual MFA device.

4. In account B, the administrator attaches the following policy to user Richard (or a group that he's
a member of) that allows him to call the AssumeRole action. The resource is set to the ARN of
the role that Anaya created in step 1. Notice that this policy does not contain an MFA condition.

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["sts:AssumeRole"],
"Resource": ["arn:aws:iam::ACCOUNT-A-ID:role/CrossAccountRole"]
1]
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}

5. In account B, Richard (or an application that Richard is running) calls AssumeRole. The
API call includes the ARN of the role to assume (arn:aws:iam: :ACCOUNT-A-ID:xrole/
CrossAccountRole), the ID of the MFA device, and the current TOTP that Richard gets from his
device.

When Richard calls AssumeRole, AWS determines whether he has valid credentials, including
the requirement for MFA. If so, Richard successfully assumes the role and can perform any
DynamoDB action on the table named Books in account A while using the role's temporary
credentials.

For an example of a program that calls AssumeRole, see Calling AssumeRole with MFA

authentication.

Scenario: MFA protection for access to APl operations in the current account

In this scenario, you should ensure that a user in your AWS account can access sensitive API
operations only when the user is authenticated using an AWS MFA device.

Imagine that you have account A that contains a group of developers who need to work with EC2
instances. Ordinary developers can work with the instances, but they are not granted permissions
for the ec2:StopInstances or ec2:TerminateInstances actions. You want to limit those
"destructive" privileged actions to just a few trusted users, so you add MFA protection to the policy
that allows these sensitive Amazon EC2 actions.

In this scenario, one of those trusted users is user Sofia. User Anaya is an administrator in account
A.

1. Anaya makes sure that Sofia is configured with an AWS MFA device and that Sofia knows the ID
of the device. The device ID is the serial number if it's a hardware MFA device, or the device's ARN
if it's a virtual MFA device.

2. Anaya creates a group named EC2-Admins and adds user Sofia to the group.

3. Anaya attaches the following policy to the EC2-Admins group. This policy grants users
permission to call the Amazon EC2 StopInstances and TerminateInstances actions only if
the user has authenticated using MFA.

{
"Version": "2012-10-17",
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"Statement": [{
"Effect": "Allow",
"Action": [
"ec2:StopInstances",
"ec2:TerminateInstances"

1,
"Resource": ["*"],
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}

]

(® Note

For this policy to take effect, users must first sign out and then sign in again.

If user Sofia needs to stop or terminate an Amazon EC2 instance, she (or an application that she
is running) calls GetSessionToken. This APl operation passes the ID of the MFA device and the
current TOTP that Sofia gets from her device.

5. User Sofia (or an application that Sofia is using) uses the temporary credentials provided by
GetSessionToken to call the Amazon EC2 StopInstances or TexminateInstances action.

For an example of a program that calls GetSessionToken, see Calling GetSessionToken with
MFA authentication later in this document.

Scenario: MFA protection for resources that have resource-based policies

In this scenario, you are the owner of an S3 bucket, an SQS queue, or an SNS topic. You want to
make sure that any user from any AWS account who accesses the resource is authenticated by an
AWS MFA device.

This scenario illustrates a way to provide cross-account MFA protection without requiring users
to assume a role first. In this case, the user can access the resource if three conditions are met:
The user must be authenticated by MFA, be able to get temporary security credentials from
GetSessionToken, and be in an account that is trusted by the resource's policy.

Imagine that you are in account A and you create an S3 bucket. You want to grant access to this
bucket to users who are in several different AWS accounts, but only if those users are authenticated
with MFA.

Multi-factor authentication (MFA) 269



AWS Identity and Access Management User Guide

In this scenario, user Anaya is an administrator in account A. User Nikhil is an IAM user in account C.

1. In account A, Anaya creates a bucket named Account-A-bucket.

2. Anaya adds the bucket policy to the bucket. The policy allows any user in account A, account B,
or account C to perform the Amazon S3 PutObject and DeleteObject actions in the bucket.
The policy includes an MFA condition.

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {"AWS": [
"ACCOUNT-A-ID",
"ACCOUNT-B-ID",
"ACCOUNT-C-ID"
13,
"Action": [
"s3:PutObject",
"s3:DeleteObject"

1,
"Resource": ["arn:aws:s3:::ACCOUNT-A-BUCKET-NAME/*"],
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}

1]

® Note

Amazon S3 offers an MFA Delete feature for root account access (only). You can enable
Amazon S3 MFA Delete when you set the versioning state of the bucket. Amazon S3
MFA Delete cannot be applied to an IAM user, and is managed independently from MFA-
protected APl access. An IAM user with permissions to delete a bucket cannot delete a
bucket with Amazon S3 MFA Delete enabled. For more information on Amazon S3 MFA
Delete, see MFA Delete.

3. In account C, an administrator makes sure that user Nikhil is configured with an AWS MFA device
and that he knows the ID of the device. The device ID is the serial number if it's a hardware MFA
device, or the device's ARN if it's a virtual MFA device.

4. In account C, Nikhil (or an application that he is running) calls GetSessionToken. The call
includes the ID or ARN of the MFA device and the current TOTP that Nikhil gets from his device.
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5. Nikhil (or an application that he is using) uses the temporary credentials returned by
GetSessionToken to call the Amazon S3 PutObject action to upload a file to Account-A-
bucket.

For an example of a program that calls GetSessionToken, see Calling GetSessionToken with

MFA authentication later in this document.

(® Note

The temporary credentials that AssumeRole returns won't work in this case. Although
the user can provide MFA information to assume a role, the temporary credentials
returned by AssumeRole don't include the MFA information. That information is
required in order to meet the MFA condition in the policy.

Sample code: Requesting credentials with multi-factor authentication

The following examples show how to call GetSessionToken and AssumeRole operations and
pass MFA authentication parameters. No permissions are required to call GetSessionToken, but
you must have a policy that allows you to call AssumeRole. The credentials returned are then used
to list all S3 buckets in the account.

Calling GetSessionToken with MFA authentication

The following example shows how to call GetSessionToken and pass MFA authentication
information. The temporary security credentials returned by the GetSessionToken operation are
then used to list all S3 buckets in the account.

The policy attached to the user who runs this code (or to a group that the user is in) provides the
permissions for the returned temporary credentials. For this example code, the policy must grant
the user permission to request the Amazon S3 ListBuckets operation.

The following code examples show how to get a session token with AWS STS and use it to perform
a service action that requires an MFA token.

CLI
AWS CLI

To get a set of short term credentials for an IAM identity
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The following get-session-token command retrieves a set of short-term credentials for
the IAM identity making the call. The resulting credentials can be used for requests where
multi-factor authentication (MFA) is required by policy. The credentials expire 15 minutes
after they are generated.

aws sts get-session-token \
--duration-seconds 900 \
--serial-number "YourMFADeviceSerialNumber" \
--token-code 123456

Output:

"Credentials": {

"AccessKeyId": "ASIAIOSFODNN7EXAMPLE",

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYzEXAMPLEKEY",

"SessionToken": "AQOEXAMPLEH4aoAHOgNCAPyJxz4B1CFFXWNE1OPTgk5TthT
+FvwgnKwRcOIfrRh3c/LTo6UDdyJwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuwWJ0gQs8IZZaIv2BXIa2R401gkBN9bkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zqx37wnOE49mR1/+0tkIKGO7fAE",

"Expiration": "2020-05-19T18:06:10+00:00"

For more information, see Requesting Temporary Security Credentials in the AWS IAM User
Guide.

« For API details, see GetSessionToken in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Get a session token by passing an MFA token and use it to list Amazon S3 buckets for the
account.
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def list_buckets_with_session_token_with_mfa(mfa_serial_number, mfa_totp,
sts_client):
Gets a session token with MFA credentials and uses the temporary session
credentials to list Amazon S3 buckets.

Requires an MFA device serial number and token.

:param mfa_serial_number: The serial number of the MFA device. For a virtual
MFA
device, this is an Amazon Resource Name (ARN).
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.
if mfa_serial_number is not None:
response = sts_client.get_session_token(
SerialNumber=mfa_serial_number, TokenCode=mfa_totp
)
else:
response = sts_client.get_session_token()
temp_credentials = response["Credentials"]

s3_resource = boto3.resource(
"s3",
aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Buckets for the account:")
for bucket in s3_resource.buckets.all():
print(bucket.name)

» For API details, see GetSessionToken in AWS SDK for Python (Boto3) API Reference.
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Calling AssumeRole with MFA authentication

The following examples show how to call AssumeRole and pass MFA authentication information.
The temporary security credentials returned by AssumeRole are then used to list all Amazon S3
buckets in the account.

For more information about this scenario, see Scenario: MFA protection for cross-account

delegation.

The following code examples show how to assume a role with AWS STS.
NET

AWS SDK for .NET

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace AssumeRoleExample

{

class AssumeRole

{
/// <summary>
/// This example shows how to use the AWS Security Token
/// Service (AWS STS) to assume an IAM role.
///
/// NOTE: It is important that the role that will be assumed has a
/// trust relationship with the account that will assume the role.
///
/// Before you run the example, you need to create the role you want to
/// assume and have it trust the IAM account that will assume that role.

/17
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/// See https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create.html

/// for help in working with roles.

/// </summary>

private static readonly RegionEndpoint REGION = RegionEndpoint.USWest2;

static async Task Main()
{
// Create the SecurityToken client and then display the identity of
the
// default user.
var roleArnToAssume = "arn:aws:iam::123456789012:role/
testAssumeRole";

var client = new
Amazon.SecurityToken.AmazonSecurityTokenServiceClient(REGION);

// Get and display the information about the identity of the default
user.

var callerIdRequest = new GetCallerIdentityRequest();

var caller = await client.GetCallerIdentityAsync(callerIdRequest);

Console.WriteLine($"Original Caller: {caller.Arn}");

// Create the request to use with the AssumeRoleAsync call.
var assumeRoleReq = new AssumeRoleRequest()

{
DurationSeconds = 1600,
RoleSessionName = "Sessionl",
RoleArn = roleArnToAssume

};

var assumeRoleRes = await client.AssumeRoleAsync(assumeRoleReq);

// Now create a new client based on the credentials of the caller
assuming the role.

var client2 = new AmazonSecurityTokenServiceClient(credentials:
assumeRoleRes.Credentials);

// Get and display information about the caller that has assumed the
defined role.

var caller2 = await client2.GetCallerIdentityAsync(callerIdRequest);

Console.WriteLine($"AssumedRole Caller: {caller2.Arn}");
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Bash

}

o For API details, see AssumeRole in AWS SDK for .NET API Reference.

AWS CLI with Bash script

® Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

HHAHHAHH SRR SRR SRR SRR SRR SRR SRR SRR HH SRR SRR G HHEHH G HH SRR S HH SRR HHEHH SR H SRR HH SRR SH
# function iecho
#
# This function enables the script to display the specified text only if
# the global variable $VERBOSE is set to true.
HHAHH AR HBHHBHHBHHBRHBHHBHHBHH B HHBHHBHH B R H B HH B HH B R H B HH B R BB HH B HH B HH R R BB HH SR B R HHSH
function iecho() {

if [[ $VERBOSE == true ]]; then

echo "$@"
fi

#H#HH AR HH AR HH AR H A H AR H A H A A R R TR S
# function errecho
#

# This function outputs everything sent to it to STDERR (standard error output).

bufubububububibibibibibibibibibibibib i gg g g g g g g g g g g g g bbb bbb bbb S GGG S G bbb g g g b
function errecho() {
printf "Ss\n" "$*" 1>&2

HHAHHBHH SR HBHHBHHBRHBHHBHHBHHBHH B HHBHH B R H B HH B HH B R H B HH B HH R HH B HH B HH G R BB HH SR B HHRH
# function sts_assume_role

#

# This function assumes a role in the AWS account and returns the temporary

# credentials.
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#

Parameters:
-n role_session_name -- The name of the session.
-r role_arn -- The ARN of the role to assume.

#
#
#
#
# Returns:
# [access_key_id, secret_access_key, session_token]
# And:
# @ - If successful.
# 1 - If an error occurred.
Eedigigigide oo gogidodigigigoda oo gogiFediiggede i gogiF oo g gif oo o fogsFedigigogifeiF g gogsFediiggiF e g fogiFedipigogiF oo g gifi i3
function sts_assume_role() {
local role_session_name role_arn response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function sts_assume_role"
echo "Assumes a role in the AWS account and returns the temporary

credentials:"
echo " -n role_session_name -- The name of the session."
echo " -r role_arn -- The ARN of the role to assume."
echo ""

}

while getopts n:r:h option; do
case "${option}" in
n) role_session_name=${0OPTARG} ;;
r) role_arn=${OPTARG} ;;

h)
usage
return 0

\?)
ech o"Invalid parameter"
usage
return 1

esac
done

response=$(aws sts assume-role \
--role-session-name "$role_session_name" \
--role-arn "$role_arn" \
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--output text \
--query "Credentials.[AccessKeyId, SecretAccessKey, SessionToken]")

local error_code=${?}

if [[ $error_code -ne @ ]]; then
aws_cli_error_log $error_code
errecho "ERROR: AWS reports create-role operation failed.\n$response"
return 1

fi

echo "$response"

return 0

o For API details, see AssumeRole in AWS CLI Command Reference.

C++

SDK for C++

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

bool AwsDoc::STS::assumeRole(const Aws::String &roleArn,
const Aws::String &roleSessionName,
const Aws::String &externalld,
Aws: :Auth: :AWSCredentials &credentials,
const Aws::Client::ClientConfiguration
&clientConfig) {
Aws: :STS::STSClient sts(clientConfig);
Aws::STS: :Model: :AssumeRoleRequest sts_req;

sts_req.SetRoleArn(roleAzn);
sts_req.SetRoleSessionName(roleSessionName);
sts_req.SetExternalId(externalld);
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const Aws::STS::Model::AssumeRoleOutcome outcome = sts.AssumeRole(sts_req);

if (!outcome.IsSuccess()) {

std::cerr << "Error assuming IAM role. " <<
outcome.GetError().GetMessage() << std::endl;

}

else {
std::cout << "Credentials successfully retrieved." << std::endl;
const Aws::STS::Model::AssumeRoleResult result = outcome.GetResult();
const Aws::STS::Model::Credentials &temp_credentials =

result.GetCredentials();

// Store temporary credentials in return argument.

// Note: The credentials object returned by assumeRole differs
// from the AWSCredentials object used in most situations.
credentials.SetAWSAccessKeyId(temp_credentials.GetAccessKeyId());

credentials.SetAWSSecretKey(temp_credentials.GetSecretAccessKey());
credentials.SetSessionToken(temp_credentials.GetSessionToken());

return outcome.IsSuccess();

« For API details, see AssumeRole in AWS SDK for C++ API Reference.

CLI
AWS CLI
To assume a role

The following assume-role command retrieves a set of short-term credentials for the IAM
role s3-access-example.

aws sts assume-role \
--role-arn arn:aws:iam::123456789012:role/xaccounts3access \
--role-session-name s3-access-example

Output:
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"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:s3-access-example",
"Arn": "arn:aws:sts::123456789012:assumed-role/xaccounts3access/s3-
access-example"
},
"Credentials": {
"SecretAccessKey": "9drTJvcXLB89EXAMPLELB8923FB892xMFI",
"SessionToken": "AQoXdzELDDY//////////
wEaoAK1wvxJY12r2IrDFT2IvAzTCn3zHoZ7YNtpiQLFOMgZye/
gwjzP2iEXAMPLEbw/m3hsj8VBTkPORGvr9jM5sgP+w9IZWZnU+LWhmg
+a5fDi20TGUYcdg9uexQ4mtCHIHfi4citgqZTgco4@Yqr4lIlo4sV2b2Dyauk@eYFNebHtY1FVgAUj
+7Indz3LUQaTWk1WKIjHmMMCIoTkyYp/k7kUG7moeEYKSitwQIi6Gjn+nyzM
+Pt0oA3685ixzvOR715rjQi0OYEQL1floeie3bDiNHNcmzosRM6SFiPzSvp6h/32xQuZsjcypmwsPSDtTPYcs@+YN/8E
IcrxSpnWEXAMPLEXSDFTAQAM6D19zROtXoybnlrZIwML1MilKcgo50ytwU=",
"Expiration": "2016-03-15T00:05:072",
"AccessKeyId": "ASIAJEXAMPLEXEG2JICEA"

The output of the command contains an access key, secret key, and session token that you
can use to authenticate to AWS.

For AWS CLI use, you can set up a named profile associated with a role. When you use
the profile, the AWS CLI will call assume-role and manage credentials for you. For more
information, see Use an IAM role in the AWS CLI in the AWS CLI User Guide.

« For API details, see AssumeRole in AWS CLI Command Reference.

Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.sts.StsClient;

import software.amazon.awssdk.services.sts.model.AssumeRoleRequest;
import software.amazon.awssdk.services.sts.model.StsException;
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import software.amazon.awssdk.services.sts.model.AssumeRoleResponse;
import software.amazon.awssdk.services.sts.model.Credentials;

import java.time.Instant;

import java.time.Zoneld;

import java.time.format.DateTimeFormatter;

import java.time.format.FormatStyle;

import java.util.Locale;

*

*

To make this code example work, create a Role that you want to assume.
Then define a Trust Relationship in the AWS Console. You can use this as an
example:

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Principal": {

"AWS": "<Specify the ARN of your IAM user you are using in this code
example>"

I

"Action": "sts:AssumeRole"
}

]

}

For more information, see "Editing the Trust Relationship for an Existing
Role" in the AWS Directory Service guide.

Also, set up your development environment, including your credentials.
For information, see this documentation topic:

https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class AssumeRole {

public static void main(String[] args) {
final String usage = non

Usage:
<roleArn> <roleSessionName>\s
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Where:
roleArn - The Amazon Resource Name (ARN) of the role to
assume (for example, rn:aws:iam::000008047983:role/s3role).\s
roleSessionName - An identifier for the assumed role session
(for example, mysession).\s

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String roleArn = args[0];
String roleSessionName = args[1l];
Region region = Region.US_EAST_1;
StsClient stsClient = StsClient.builder()
.region(region)
.build();

assumeGivenRole(stsClient, roleArn, roleSessionName);
stsClient.close();

public static void assumeGivenRole(StsClient stsClient, String roleArn,
String roleSessionName) {
try {
AssumeRoleRequest roleRequest = AssumeRoleRequest.builder()
.roleArn(roleArn)
.roleSessionName(roleSessionName)
.build();

AssumeRoleResponse roleResponse = stsClient.assumeRole(roleRequest);
Credentials myCreds = roleResponse.credentials();

// Display the time when the temp creds expire.
Instant exTime = myCreds.expiration();
String tokenInfo = myCreds.sessionToken();

// Convert the Instant to readable date.
DateTimeFormatter formatter =
DateTimeFormatter.oflLocalizedDateTime(FormatStyle.SHORT)
.withLocale(Locale.US)
.withZone(Zoneld.systemDefault());
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formatter.format(exTime);
System.out.println("The token " + tokenInfo + " expires on " +
exTime);

} catch (StsException e) {

System.err.println(e.getMessage());
System.exit(1);

» For API details, see AssumeRole in AWS SDK for Java 2.x API Reference.

JavaScript

SDK for JavaScript (v3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Create the client.

import { STSClient } from "@aws-sdk/client-sts";

// Set the AWS Region.

const REGION = "us-east-1";

// Create an AWS STS service client object.

export const client = new STSClient({ region: REGION });

Assume the IAM role.

import { AssumeRoleCommand } from "eaws-sdk/client-sts";

import { client } from "../libs/client.js";

export const main = async () => {
try {
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// Returns a set of temporary security credentials that you can use to
// access Amazon Web Services resources that you might not normally
// have access to.
const command = new AssumeRoleCommand({
// The Amazon Resource Name (ARN) of the role to assume.
RoleArn: "ROLE_ARN",
// An identifier for the assumed role session.
RoleSessionName: '"sessionl",
// The duration, in seconds, of the role session. The value specified
// can range from 900 seconds (15 minutes) up to the maximum session
// duration set for the role.
DurationSeconds: 900,
1);
const response = await client.send(command);
console.log(response);
catch (err) {
console.error(err);

» For API details, see AssumeRole in AWS SDK for JavaScript API Reference.
SDK for JavaScript (v2)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// Load the AWS SDK for Node.js

const AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

var roleToAssume = {

RoleArn: "arn:aws:iam::123456789012:role/RoleName",
RoleSessionName: "sessionl",
DurationSeconds: 900,

%

var roleCreds;
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// Create the STS service object
var sts = new AWS.STS({ apiVersion: "2011-06-15" });

//Assume Role
sts.assumeRole(roleToAssume, function (err, data) {

if (err) console.log(err, err.stack);
else {

roleCreds = {
accessKeyId: data.Credentials.AccessKeyId,
secretAccessKey: data.Credentials.SecretAccessKey,
sessionToken: data.Credentials.SessionToken,
I
stsGetCallerIdentity(roleCreds);
}
1);

//Get Arn of current identity

function stsGetCallerIdentity(creds) {
var stsParams = { credentials: creds };
// Create STS service object
var sts = new AWS.STS(stsParams);

sts.getCallerIdentity({}, function (err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data.Arn);
}
1);

» For API details, see AssumeRole in AWS SDK for JavaScript APl Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

Multi-factor authentication (MFA)

285


https://docs.aws.amazon.com/goto/AWSJavaScriptSDK/sts-2011-06-15/AssumeRole
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/sts#code-examples

AWS Identity and Access Management User Guide

Assume an IAM role that requires an MFA token and use temporary credentials to list
Amazon S3 buckets for the account.

def list_buckets_from_assumed_role_with_mfa(
assume_role_arn, session_name, mfa_serial_number, mfa_totp, sts_client

Assumes a role from another account and uses the temporary credentials from
that role to list the Amazon S3 buckets that are owned by the other account.
Requires an MFA device serial number and token.

The assumed role must grant permission to list the buckets in the other
account.

:param assume_role_arn: The Amazon Resource Name (ARN) of the role that
grants access to list the other account's buckets.
:param session_name: The name of the STS session.
:param mfa_serial_number: The serial number of the MFA device. For a virtual
MFA
device, this is an ARN.
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.
response = sts_client.assume_role(
RoleArn=assume_role_azrn,
RoleSessionName=session_name,
SerialNumber=mfa_serial_number,
TokenCode=mfa_totp,
)
temp_credentials = response["Credentials"]
print(f"Assumed role {assume_role_arn} and got temporary credentials.")

s3_resource = boto3.resource(
"s3",
aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Listing buckets for the assumed role's account:")
for bucket in s3_resource.buckets.all():
print(bucket.name)

Multi-factor authentication (MFA) 286



AWS Identity and Access Management User Guide

« For API details, see AssumeRole in AWS SDK for Python (Boto3) APl Reference.

Ruby

SDK for Ruby

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws::STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to
assume the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(

client: sts_client,

role_arn: role_arn,

role_session_name: "create-use-assume-role-scenario"
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@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

» For API details, see AssumeRole in AWS SDK for Ruby API Reference.

Rust

SDK for Rust

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)
.build()
.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {1",
e.user_id().unwrap_or_default());
println!("Account: {3",
e.account().unwrap_or_default());
println!("Azn 2 {3", e.arn().unwrap_or_default());
}

Err(e) => println!("{:?}", e),

Multi-factor authentication (MFA) 288


https://docs.aws.amazon.com/goto/SdkForRubyV3/sts-2011-06-15/AssumeRole
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/sts/#code-examples

AWS Identity and Access Management User Guide

}

« For API details, see AssumeRole in AWS SDK for Rust APl reference.

Swift
SDK for Swift
(® Note
This is prerelease documentation for an SDK in preview release. It is subject to
change.
(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public func assumeRole(role: IAMClientTypes.Role, sessionName: String)
async throws -> STSClientTypes.Credentials {

let input = AssumeRoleInput(
roleArn: role.arn,
roleSessionName: sessionName

)

do {
let output = try await stsClient.assumeRole(input: input)

guard let credentials = output.credentials else {
throw ServiceHandlerError.authError

return credentials
} catch {
throw error
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« For API details, see AssumeRole in AWS SDK for Swift API reference.

Finding unused credentials

To increase the security of your AWS account, remove IAM user credentials (that is, passwords
and access keys) that are not needed. For example, when users leave your organization or no
longer need AWS access, find the credentials that they were using and ensure that they are no
longer operational. Ideally, you delete credentials if they are no longer needed. You can always
recreate them at a later date if the need arises. At the very least, you should change the password
or deactivate the access keys so that the former users no longer have access.

Of course, the definition of unused can vary and usually means a credential that has not been used
within a specified period of time.

Finding unused passwords

You can use the AWS Management Console to view password usage information for your users.
If you have a large number of users, you can use the console to download a credential report
with information about when each user last used their console password. You can also access the
information from the AWS CLI or the IAM API.

To find unused passwords (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.

3. If necessary, add the Console last sign-in column to the users table:

a. Above the table on the far right, choose the settings icon
( o

b. In Select visible columns, select Console last sign-in.

c. Choose Confirm to return to the list of users.

4. The Console last sign-in column shows the date when the user last signed in to AWS through
the console. You can use this information to find users with passwords who have not signed in
for more than a specified period of time. The column displays Never for users with passwords
that have never signed in. None indicates users with no passwords. Passwords that have not
been used recently might be good candidates for removal.
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/A Important

Due to a service issue, password last used data does not include password use from
May 3rd 2018 22:50 PDT to May 23rd 2018 14:08 PDT. This affects last sign-in dates
shown in the IAM console and password last used dates in the IAM credential report,

and returned by the GetUser API operation. If users signed in during the affected time,

the password last used date that is returned is the date the user last signed in before
May 3rd 2018. For users that signed in after May 23rd 2018 14:08 PDT, the returned
password last used date is accurate.

If you use password last used information to identify unused credentials for deletion,
such as deleting users who did not sign in to AWS in the last 90 days, we recommend
that you adjust your evaluation window to include dates after May 23rd 2018.
Alternatively, if your users use access keys to access AWS programmatically you can
refer to access key last used information because it is accurate for all dates.

To find unused passwords by downloading the credentials report (console)

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Credential report.

3. Choose Download Report to download a comma-separated value (CSV) file
named status_reports_<date>T<time>.csv. The fifth column contains the
password_last_used column with the dates or one of the following:

* N/A - Users that do not have a password assigned at all.

« no_information - Users that have not used their password since IAM began tracking
password age on October 20, 2014.

To find unused passwords (AWS CLI)

Run the following command to find unused passwords:

e aws iam list-users returns a list of users, each with a PasswordLastUsed value. If the

value is missing, then the user either has no password or the password has not been used since
IAM began tracking password age on October 20, 2014.
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To find unused passwords (AWS API)

Call the following operation to find unused passwords:

e ListUsers returns a collection of users, each of which has a <PasswordLastUsed> value. If
the value is missing, then the user either has no password or the password has not been used
since IAM began tracking password age on October 20, 2014.

For information about the commands to download the credentials report, see Getting credential
reports (AWS CLI).

Finding unused access keys

You can use the AWS Management Console to view access key usage information for your users. If
you have a large number of users, you can use the console to download a credentials report to find
when each user last used their access keys. You can also access the information from the AWS CLI
or the IAM API.

To find unused access keys (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose Users.

3. If necessary, add the Access key last used column to the users table:

a. Above the table on the far right, choose the settings icon
( o
b. In Select visible columns, select Access key last used.

c. Choose Confirm to return to the list of users.

4. The Access key last used column shows the number of days since the user last accessed AWS
programmatically. You can use this information to find users with access keys that have not
been used for more than a specified period of time. The column displays - for users with
no access keys. Access keys that have not been used recently might be good candidates for
removal.
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To find unused access keys by downloading the credentials report (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Credential Report.

3. Choose Download Report to download a comma-separated value (CSV) file named
status_reports_<date>T<time>.csv. Columns 11 through 13 contain the last used date,
Region, and service information for access key 1. Columns 16 through 18 contain the same
information for access key 2. The value is N/A if the user does not have an access key or the
user has not used the access key since IAM began tracking access key age on April 22, 2015.

To find unused access keys (AWS CLI)

Run the following commands to find unused access keys:

« aws iam list-access-keys returns information about the access keys for a user, including

the AccessKeyID.

« aws iam get-access-key-last-used takes an access key ID and returns output that
includes the LastUsedDate, the Region in which the access key was last used, and the
ServiceName of the last service requested. If LastUsedDate is missing, then the access key has
not been used since IAM began tracking access key age on April 22, 2015.

To find unused access keys (AWS API)

Call the following operations to find unused access keys:

« ListAccessKeys returns a list of AccessKeyID values for access keys that are associated with
the specified user.

« GetAccessKeylLastUsed takes an access key ID and returns a collection of values. Included are

the LastUsedDate, the Region in which the access key was last used, and the ServiceName
of the last service requested. If the value is missing, then either the user has no access key or the
access key has not been used since IAM began tracking access key age on April 22, 2015.

For information about the commands to download the credentials report, see Getting credential
reports (AWS CLI).
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Getting credential reports for your AWS account

You can generate and download a credential report that lists all users in your account and the
status of their various credentials, including passwords, access keys, and MFA devices. You can get a
credential report from the AWS Management Console, the AWS SDKs and Command Line Tools, or
the IAM API.

You can use credential reports to assist in your auditing and compliance efforts. You can use the
report to audit the effects of credential lifecycle requirements, such as password and access key
updates. You can provide the report to an external auditor, or grant permissions to an auditor so
that he or she can download the report directly.

You can generate a credential report as often as once every four hours. When you request a report,
IAM first checks whether a report for the AWS account has been generated within the past four
hours. If so, the most recent report is downloaded. If the most recent report for the account is older
than four hours, or if there are no previous reports for the account, IAM generates and downloads a
new report.

Topics

» Required permissions

» Understanding the report format

» Getting credential reports (console)

» Getting credential reports (AWS CLI)

» Getting credential reports (AWS API)

Required permissions
The following permissions are needed to create and download reports:

« To create a credential report: iam:GenerateCredentialReport

« To download the report: iam:GetCredentialReport

Understanding the report format

Credential reports are formatted as comma-separated values (CSV) files. You can open CSV files
with common spreadsheet software to perform analysis, or you can build an application that
consumes the CSV files programmatically and performs custom analysis.
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The CSV file contains the following columns:
user

The friendly name of the user.

arn

The Amazon Resource Name (ARN) of the user. For more information about ARNSs, see IAM
ARNSs.

user_creation_time

The date and time when the user was created, in ISO 8601 date-time format.

password_enabled

When the user has a password, this value is TRUE. Otherwise it is FALSE.The value for the AWS
account root user is always not_supported.

password_last_used

The date and time when the AWS account root user or user's password was last used to sign
in to an AWS website, in ISO 8601 date-time format. AWS websites that capture a user's last
sign-in time are the AWS Management Console, the AWS Discussion Forums, and the AWS

Marketplace. When a password is used more than once in a 5-minute span, only the first use is
recorded in this field.
o The value in this field is no_information in these cases:

« The user's password has never been used.

« There is no sign-in data associated with the password, such as when user's password has
not been used after IAM started tracking this information on October 20, 2014.

» The value in this field is N/A (not applicable) when the user does not have a password.

/A Important

Due to a service issue, password last used data does not include password use from May 3rd
2018 22:50 PDT to May 23rd 2018 14:08 PDT. This affects last sign-in dates shown in the
IAM console and password last used dates in the IAM credential report, and returned by the
GetUser APl operation. If users signed in during the affected time, the password last used
date that is returned is the date the user last signed in before May 3rd 2018. For users that
signed in after May 23rd 2018 14:08 PDT, the returned password last used date is accurate.
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If you use password last used information to identify unused credentials for deletion, such
as deleting users who did not sign in to AWS in the last 90 days, we recommend that you
adjust your evaluation window to include dates after May 23rd 2018. Alternatively, if your
users use access keys to access AWS programmatically you can refer to access key last used
information because it is accurate for all dates.

password_last_changed

The date and time when the user's password was last set, in ISO 8601 date-time format. If the
user does not have a password, the value in this field is N/A (not applicable). The value for the
AWS account (root) is always not_supported.

password_next_rotation

When the account has a password policy that requires password rotation, this field contains the

date and time, in ISO 8601 date-time format, when the user is required to set a new password.

The value for the AWS account (root) is always not_supported.

mfa_active

When a multi-factor authentication (MFA) device has been enabled for the user, this value is
TRUE. Otherwise it is FALSE.

access_key_1_active
When the user has an access key and the access key's status is Active, this value is TRUE.
Otherwise it is FALSE.

access_key_1_last_rotated
The date and time, in ISO 8601 date-time format, when the user's access key was created or

last changed. If the user does not have an active access key, the value in this field is N/A (not
applicable).

access_key_1_last_used_date

The date and time, in ISO 8601 date-time format, when the user's access key was most recently

used to sign an AWS API request. When an access key is used more than once in a 15-minute
span, only the first use is recorded in this field.

The value in this field is N/A (not applicable) in these cases:

Getting credential reports 296


https://en.wikipedia.org/wiki/ISO_8601
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_ManagingPasswordPolicies.html
https://en.wikipedia.org/wiki/ISO_8601
https://en.wikipedia.org/wiki/ISO_8601
https://en.wikipedia.org/wiki/ISO_8601

AWS Identity and Access Management User Guide

« The user does not have an access key.
» The access key has never been used.

« The access key has not been used after IAM started tracking this information on April 22,
2015.

access_key_1_last_used_region

The AWS Region in which the access key was most recently used. When an access key is used
more than once in a 15-minute span, only the first use is recorded in this field.

The value in this field is N/A (not applicable) in these cases:

» The user does not have an access key.

» The access key has never been used.

» The access key was last used before IAM started tracking this information on April 22, 2015.
» The last used service is not Region-specific, such as Amazon S3.

access_key_1_last_used_service

The AWS service that was most recently accessed with the access key. The value in this field
uses the service's namespace—for example, s3 for Amazon S3 and ec2 for Amazon EC2. When

an access key is used more than once in a 15-minute span, only the first use is recorded in this
field.

The value in this field is N/A (not applicable) in these cases:

« The user does not have an access key.

» The access key has never been used.

« The access key was last used before IAM started tracking this information on April 22, 2015.

access_key_2_active

When the user has a second access key and the second key's status is Active, this value is
TRUE. Otherwise it is FALSE.

(® Note

Users can have up to two access keys, to make rotation easier by updating the key first
and then deleting the previous key. For more information about updating access keys,
see Updating access keys.
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access_key_2_last_rotated

The date and time, in ISO 8601 date-time format, when the user's second access key was
created or last updated. If the user does not have a second active access key, the value in this
field is N/A (not applicable).

access_key_2_last_used_date

The date and time, in ISO 8601 date-time format, when the user's second access key was most
recently used to sign an AWS API request. When an access key is used more than once in a 15-
minute span, only the first use is recorded in this field.

The value in this field is N/A (not applicable) in these cases:
» The user does not have a second access key.
« The user's second access key has never been used.

» The user's second access key was last used before IAM started tracking this information on
April 22, 2015.

access_key_2_last_used_region

The AWS Region in which the user's second access key was most recently used. When an access
key is used more than once in a 15-minute span, only the first use is recorded in this field. The
value in this field is N/A (not applicable) in these cases:

» The user does not have a second access key.
« The user's second access key has never been used.

» The user's second access key was last used before IAM started tracking this information on
April 22, 2015.

» The last used service is not Region-specific, such as Amazon S3.

access_key_2_last_used_service

The AWS service that was most recently accessed with the user's second access key. The value
in this field uses the service's namespace—for example, s3 for Amazon S3 and ec2 for Amazon
EC2. When an access key is used more than once in a 15-minute span, only the first use is
recorded in this field. The value in this field is N/A (not applicable) in these cases:

» The user does not have a second access key.

« The user's second access key has never been used.

Getting credential reports 298


https://en.wikipedia.org/wiki/ISO_8601
https://en.wikipedia.org/wiki/ISO_8601
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS Identity and Access Management User Guide

« The user's second access key was last used before IAM started tracking this information on
April 22, 2015.

cert_1_active

When the user has an X.509 signing certificate and that certificate's status is Active, this value
is TRUE. Otherwise it is FALSE.

cert_1_last_rotated

The date and time, in ISO 8601 date-time format, when the user's signing certificate was

created or last changed. If the user does not have an active signing certificate, the value in this
field is N/A (not applicable).

cert_2_active

When the user has a second X.509 signing certificate and that certificate's status is Active, this
value is TRUE. Otherwise it is FALSE.

® Note

Users can have up to two X.509 signing certificates, to make certificate rotation easier.

cert_2_last_rotated

The date and time, in ISO 8601 date-time format, when the user's second signing certificate
was created or last changed. If the user does not have a second active signing certificate, the
value in this field is N/A (not applicable).

Getting credential reports (console)

You can use the AWS Management Console to download a credential report as a comma-separated
values (CSV) file.

To download a credential report (console)

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Credential report.

3. Choose Download Report.
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Getting credential reports (AWS CLI)
To download a credentials report (AWS CLI)

1. Generate a credentials report. AWS stores a single report. If a report exists, generating a
credentials report overwrites the previous report. aws iam generate-credential-report

2. View the last report that was generated: aws iam get-credential-report

Getting credential reports (AWS API)
To download a credentials report (AWS API)

1. Generate a credentials report. AWS stores a single report. If a report exists, generating a
credentials report overwrites the previous report. GenerateCredentialReport

2. View the last report that was generated: GetCredentialReport

Using IAM with CodeCommit: Git credentials, SSH keys, and AWS access
keys

CodeCommit is a managed version control service that hosts private Git repositories in the AWS
cloud. To use CodeCommit, you configure your Git client to communicate with CodeCommit
repositories. As part of this configuration, you provide IAM credentials that CodeCommit can use to
authenticate you. IAM supports CodeCommit with three types of credentials:

 Git credentials, an IAM-generated user name and password pair you can use to communicate
with CodeCommit repositories over HTTPS.

» SSH keys, a locally generated public-private key pair that you can associate with your IAM user to
communicate with CodeCommit repositories over SSH.

« AWS access keys, which you can use with the credential helper included with the AWS CLI to
communicate with CodeCommit repositories over HTTPS.

(® Note

You cannot use SSH keys or Git credentials to access repositories in another AWS account.
To learn how to configure access to CodeCommit repositories for IAM users and groups
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in another AWS account, see Configure cross-account access to an AWS CodeCommit
repository using roles in the AWS CodeCommit User Guide.

See the following sections for more information about each option.
Use Git credentials and HTTPS with CodeCommit (recommended)

With Git credentials, you generate a static user name and password pair for your IAM user, and then
use those credentials for HTTPS connections. You can also use these credentials with any third-
party tool or integrated development environment (IDE) that supports static Git credentials.

Because these credentials are universal for all supported operating systems and compatible

with most credential management systems, development environments, and other software
development tools, this is the recommended method. You can reset the password for Git
credentials at any time. You can also make the credentials inactive or delete them if you no longer
need them.

(® Note

You cannot choose your own user name or password for Git credentials. IAM generates
these credentials for you to help ensure they meet the security standards for AWS and
secure repositories in CodeCommit. You can download the credentials only once, at the
time they are generated. Make sure that you save the credentials in a secure location. If
necessary, you can reset the password at any time, but doing so invalidates any connections
configured with the old password. You must reconfigure connections to use the new
password before you can connect.

See the following topics for more information:

o To create an IAM user, see Creating an IAM user in your AWS account.

« To generate and use Git credentials with CodeCommit, see For HTTPS Users Using Git Credentials
in the AWS CodeCommit User Guide.
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® Note

Changing the name of an IAM user after generating Git credentials does not change the
user name of the Git credentials. The user name and password remain the same and are
still valid.

To update service specific credentials

1. Create a second service-specific credential set in addition to the set currently in use.

2. Update all of your applications to use the new set of credentials and validate that the
applications are working.

3. Change the state of the original credentials to "Inactive".
4. Ensure that all of your applications are still working.

5. Delete the inactive service-specific credentials.

Use SSH keys and SSH with CodeCommit

With SSH connections, you create public and private key files on your local machine that Git and
CodeCommit use for SSH authentication. You associate the public key with your IAM user and store
the private key on your local machine. See the following topics for more information:

o To create an IAM user, see Creating an IAM user in your AWS account.

» To create an SSH public key and associate it with an 1AM user, see For SSH Connections on Linux,
macOS, or Unix or see For SSH Connections on Windows in the AWS CodeCommit User Guide.

(® Note

The public key must be encoded in ssh-rsa format or PEM format. The minimum bit-length
of the public key is 2048 bits, and the maximum length is 16384 bits. This is separate from
the size of the file you upload. For example, you can generate a 2048-bit key, and the
resulting PEM file is 1679 bytes long. If you provide your public key in another format or
size, you will see an error message stating that the key format is not valid.
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Use HTTPS with the AWS CLI credential helper and CodeCommit

As an alternative to HTTPS connections with Git credentials, you can allow Git to use a
cryptographically signed version of your IAM user credentials or Amazon EC2 instance role
whenever Git needs to authenticate with AWS to interact with CodeCommit repositories. This

is the only connection method for CodeCommit repositories that does not require an IAM user.
This is also the only method that works with federated access and temporary credentials. See the
following topics for more information:

« To learn more about federated access, see Identity providers and federation and Providing access

to externally authenticated users (identity federation).

» To learn more about temporary credentials, see Temporary security credentials in IAM and

Temporary Access to CodeCommit Repositories.

The AWS CLI credential helper is not compatible with other credential helper systems, such

as Keychain Access or Windows Credential Management. There are additional configuration
considerations when you configure HTTPS connections with the credential helper. For more
information, see For HTTPS Connections on Linux, macQOS, or Unix with the AWS CLI Credential
Helper or HTTPS Connections on Windows with the AWS CLI Credential Helper in the AWS
CodeCommit User Guide.

Using IAM with Amazon Keyspaces (for Apache Cassandra)

Amazon Keyspaces (for Apache Cassandra) is a scalable, highly available, and managed Apache
Cassandra-compatible database service. You can access Amazon Keyspaces through the AWS
Management Console, or programmatically. To access Amazon Keyspaces programmatically with
service-specific credentials, you can use cqlsh or open-source Cassandra drivers. Service-specific
credentials include a user name and password like those that Cassandra uses for authentication and
access management. You can have a maximum of two sets of service-specific credentials for each
supported service per user.

To access Amazon Keyspaces programmatically with AWS access keys, you can use the AWS SDK,
the AWS Command Line Interface (AWS CLI) or open-source Cassandra drivers with the SigV4
plugin. To learn more, see Connecting programmatically to Amazon Keyspaces in the Amazon

Keyspaces (for Apache Cassandra) Developer Guide.
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® Note

If you plan to interact with Amazon Keyspaces only through the console, you don't need
to generate service-specific credentials. For more information, see Accessing Amazon
Keyspaces using the console in the Amazon Keyspaces (for Apache Cassandra) Developer
Guide.

For more information about the permissions required to access Amazon Keyspaces, see Amazon
Keyspaces (for Apache Cassandra) Identity-Based Policy Examples in the Amazon Keyspaces (for
Apache Cassandra) Developer Guide.

Generating Amazon Keyspaces credentials (console)

You can use the AWS Management Console to generate Amazon Keyspaces (for Apache Cassandra)
credentials for your IAM users.

To generate Amazon Keyspaces service-specific credentials (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane, choose Users and then choose the name of the user that requires the
credentials.

3. On the Security Credentials tab beneath Credentials for Amazon Keyspaces (for Apache
Cassandra), choose Generate credentials.

4. Your service-specific credentials are now available. This is the only time that the password can
be viewed or downloaded. You cannot recover it later. However, you can reset your password at
any time. Save the user and password in a secure location, because you'll need them later.

Generating Amazon Keyspaces credentials (AWS CLI)

You can use the AWS CLI to generate Amazon Keyspaces (for Apache Cassandra) credentials for
your |IAM users.

To generate Amazon Keyspaces service-specific credentials (AWS CLI)

o Use the following command:
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« aws iam create-service-specific-credential

Generating Amazon Keyspaces credentials (AWS API)

You can use the AWS API to generate Amazon Keyspaces (for Apache Cassandra) credentials for
your IAM users.

To generate Amazon Keyspaces service-specific credentials (AWS API)
o  Complete the following operation:

» CreateServiceSpecificCredential

Managing server certificates in IAM

To enable HTTPS connections to your website or application in AWS, you need an SSL/TLS
server certificate. For certificates in a Region supported by AWS Certificate Manager (ACM), we
recommend that you use ACM to provision, manage, and deploy your server certificates. In
unsupported Regions, you must use IAM as a certificate manager. To learn which Regions ACM
supports, see AWS Certificate Manager endpoints and quotas in the AWS General Reference.

ACM is the preferred tool to provision, manage, and deploy your server certificates. With ACM
you can request a certificate or deploy an existing ACM or external certificate to AWS resources.
Certificates provided by ACM are free and automatically renew. In a supported Region, you can use

ACM to manage server certificates from the console or programmatically. For more information
about using ACM, see the AWS Certificate Manager User Guide. For more information about

requesting an ACM certificate, see Request a Public Certificate or Request a Private Certificate

in the AWS Certificate Manager User Guide. For more information about importing third-party
certificates into ACM, see Importing Certificates in the AWS Certificate Manager User Guide.

Use IAM as a certificate manager only when you must support HTTPS connections in a Region that
is not supported by ACM. IAM securely encrypts your private keys and stores the encrypted version
in IAM SSL certificate storage. IAM supports deploying server certificates in all Regions, but you

must obtain your certificate from an external provider for use with AWS. You cannot upload an
ACM certificate to IAM. Additionally, you cannot manage your certificates from the IAM Console.

For more information about uploading third-party certificates to 1AM, see the following topics.
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Uploading a server certificate (AWS API)

Retrieving a server certificate (AWS API)

Listing server certificates (AWS API)

Tagging and Untagging Server Certificates (AWS API)

Renaming a server certificate or updating its path (AWS API)

Deleting a server certificate (AWS API)

Troubleshooting

Uploading a server certificate (AWS API)

To upload a server certificate to IAM, you must provide the certificate and its matching private key.
When the certificate is not self-signed, you must also provide a certificate chain. (You don't need a
certificate chain when uploading a self-signed certificate.) Before you upload a certificate, ensure
that you have all these items and that they meet the following criteria:

The certificate must be valid at the time of upload. You cannot upload a certificate before its
validity period begins (the certificate's NotBefore date) or after it expires (the certificate's
NotAfter date).

The private key must be unencrypted. You cannot upload a private key that is protected by a
password or passphrase. For help decrypting an encrypted private key, see Troubleshooting.

The certificate, private key, and certificate chain must all be PEM-encoded. For help converting
these items to PEM format, see Troubleshooting.

To use the IAM API to upload a certificate, send an UploadServerCertificate request. The following

example shows how to do this with the AWS Command Line Interface (AWS CLI). The example

assumes the following:

The PEM-encoded certificate is stored in a file named Certificate.pem.
The PEM-encoded certificate chain is stored in a file named CertificateChain. pem.
The PEM-encoded, unencrypted private key is stored in a file named PrivateKey.pem.

(Optional) You want to tag the server certificate with a key-value pair. For example, you might
add the tag key Department and the tag value Engineering to help you identify and organize
your certificates.
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To use the following example command, replace these file names with your own. Replace
ExampleCertificate with a name for your uploaded certificate. If you want to tag the
certificate, replace the ExampleKey and ExampleValue tag key-value pair with your own values.
Type the command on one continuous line. The following example includes line breaks and extra
spaces to make it easier to read.

aws iam upload-server-certificate --server-certificate-name ExampleCertificate
--certificate-body file://Certificate.pem
--certificate-chain file://CertificateChain.pem
--private-key file://PrivateKey.pem
--tags '{"Key": "ExampleKey", "Value":
"ExampleValue"}'

When the preceding command is successful, it returns metadata about the uploaded certificate,
including its Amazon Resource Name (ARN), its friendly name, its identifier (ID), its expiration date,
tags, and more.

(® Note

If you are uploading a server certificate to use with Amazon CloudFront, you must specify a
path using the - -path option. The path must begin with /cloudfront and must include
a trailing slash (for example, /cloudfront/test/).

To use the AWS Tools for Windows PowerShell to upload a certificate, use Publish-
IAMServerCertificate.

Retrieving a server certificate (AWS API)

To use the IAM API to retrieve a certificate, send a GetServerCertificate request. The following
example shows how to do this with the AWS CLI. Replace ExampleCertificate with the name of
the certificate to retrieve.

aws iam get-server-certificate --server-certificate-name ExampleCertificate

When the preceding command is successful, it returns the certificate, the certificate chain (if one
was uploaded), and metadata about the certificate.
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® Note

You cannot download or retrieve a private key from IAM after you upload it.

To use the AWS Tools for Windows PowerShell to retrieve a certificate, use Get-
IAMServerCertificate.

Listing server certificates (AWS API)

To use the IAM API to list your uploaded server certificates, send a ListServerCertificates request.

The following example shows how to do this with the AWS CLI.

aws iam list-server-certificates

When the preceding command is successful, it returns a list that contains metadata about each
certificate.

To use the AWS Tools for Windows PowerShell to list your uploaded server certificates, use Get-
IAMServerCertificates.

Tagging and Untagging Server Certificates (AWS API)

You can attach tags to your IAM resources to organize and control access to them. To use the IAM
API to tag an existing server certificate, send a TagServerCertificate request. The following example
shows how to do this with the AWS CLI.

aws iam tag-server-certificate --server-certificate-name ExampleCertificate
--tags '{"Key": "ExampleKey", "Value":
"ExampleValue"}'

When the preceding command is successful, no output is returned.

To use the IAM API to untag a server certificate, send a UntagServerCertificate request. The

following example shows how to do this with the AWS CLI.

aws iam untag-server-certificate --server-certificate-name ExampleCertificate
--tag-keys ExampleKeyName
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When the preceding command is successful, no output is returned.
Renaming a server certificate or updating its path (AWS API)

To use the IAM API to rename a server certificate or update its path, send an
UpdateServerCertificate request. The following example shows how to do this with the AWS CLI.

To use the following example command, replace the old and new certificate names and the
certificate path, and type the command on one continuous line. The following example includes
line breaks and extra spaces to make it easier to read.

aws iam update-server-certificate --server-certificate-name ExampleCertificate
--new-server-certificate-name CloudFrontCertificate
--new-path /cloudfront/

When the preceding command is successful, it does not return any output.

To use the AWS Tools for Windows PowerShell to rename a server certificate or update its path, use
Update-IAMServerCertificate.

Deleting a server certificate (AWS API)

To use the IAM API to delete a server certificate, send a DeleteServerCertificate request. The
following example shows how to do this with the AWS CLI.

To use the following example command, replace ExampleCertificate with the name of the
certificate to delete.

aws iam delete-server-certificate --server-certificate-name ExampleCertificate

When the preceding command is successful, it does not return any output.

To use the AWS Tools for Windows PowerShell to delete a server certificate, use Remove-
IAMServerCertificate.

Troubleshooting

Before you can upload a certificate to IAM, you must make sure that the certificate, private key, and
certificate chain are all PEM-encoded. You must also ensure that the private key is unencrypted.
See the following examples.
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Example Example PEM-encoded certificate

Example Example PEM-encoded certificate chain

A certificate chain contains one or more certificates. You can use a text editor, the copy command
in Windows, or the Linux cat command to concatenate your certificate files into a chain. When you
include multiple certificates, each certificate must certify the preceding certificate. You accomplish
this by concatenating the certificates, including the root CA certificate last.

The following example contains three certificates, but your certificate chain might contain more or
fewer certificates.

If these items are not in the right format for uploading to IAM, you can use OpenSSL to convert
them to the right format.

To convert a certificate or certificate chain from DER to PEM

Use the OpenSSL x509 command, as in the following example. In the following example
command, replace Certificate.der with the name of the file that contains your DER-
encoded certificate. Replace Certificate.pem with the preferred name of the output file to
contain the PEM-encoded certificate.
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openssl x509 -inform DER -in Certificate.der -outform PEM -out Certificate.pem

To convert a private key from DER to PEM

Use the OpenSSL rsa command, as in the following example. In the following example
command, replace PrivateKey. der with the name of the file that contains your DER-encoded
private key. Replace PrivateKey.pem with the preferred name of the output file to contain

the PEM-encoded private key.

openssl rsa -inform DER -in PrivateKey.der -outform PEM -out PrivateKey.pem

To decrypt an encrypted private key (remove the password or passphrase)

Use the OpenSSL rsa command, as in the following example. To use the following example

command, replace EncryptedPrivateKey.pem with the name of the file that contains your
encrypted private key. Replace PrivateKey . pem with the preferred name of the output file to
contain the PEM-encoded unencrypted private key.

openssl rsa -in EncryptedPrivateKey.pem -out PrivateKey.pem

To convert a certificate bundle from PKCS#12 (PFX) to PEM

Use the OpenSSL pkes12 command, as in the following example. In the following example
command, replace CertificateBundle.pl2 with the name of the file that contains your
PKCS#12-encoded certificate bundle. Replace CertificateBundle.pem with the preferred
name of the output file to contain the PEM-encoded certificate bundle.

openssl pkcsl2 -in CertificateBundle.pl2 -out CertificateBundle.pem -nodes

To convert a certificate bundle from PKCS#7 to PEM

Use the OpenSSL pkcs7 command, as in the following example. In the following example
command, replace CertificateBundle.p7b with the name of the file that contains your
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PKCS#7-encoded certificate bundle. Replace CertificateBundle.pem with the preferred
name of the output file to contain the PEM-encoded certificate bundle.

openssl pkcs7 -in CertificateBundle.p7b -print_certs -out CertificateBundle.pem

IAM user groups

An 1AM user group is a collection of IAM users. User groups let you specify permissions for multiple
users, which can make it easier to manage the permissions for those users. For example, you could
have a user group called Admins and give that user group typical administrator permissions. Any
user in that user group automatically has Admins group permissions. If a new user joins your
organization and needs administrator privileges you can assign the appropriate permissions by
adding the user to the Admins user group. If a person changes jobs in your organization, instead of
editing that user's permissions you can remove them from the old user groups and add them to the
appropriate new user groups.

You can attach an identity-based policy to a user group so that all of the users in the user group
receive the policy's permissions. You cannot identify a user group as a Principal in a policy (such
as a resource-based policy) because groups relate to permissions, not authentication, and principals
are authenticated IAM entities. For more information about policy types, see Identity-based policies
and resource-based policies.

Here are some important characteristics of user groups:

« A user group can contain many users, and a user can belong to multiple user groups.
« User groups can't be nested; they can contain only users, not other user groups.

» There is no default user group that automatically includes all users in the AWS account. If you
want to have a user group like that, you must create it and assign each new user to it.

« The number and size of IAM resources in an AWS account, such as the number of groups, and the
number of groups that a user can be a member of, are limited. For more information, see IAM
and AWS STS quotas.

The following diagram shows a simple example of a small company. The company owner creates an
Admins user group for users to create and manage other users as the company grows. The Admins
user group creates a Developers user group and a Test user group. Each of these user groups
consists of users (humans and applications) that interact with AWS (Jim, Brad, DevApp1, and so
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on). Each user has an individual set of security credentials. In this example, each user belongs to a

single user group. However, users can belong to multiple user groups.

Account <
Group: Group: Group:
Admins Developers Test

Bob |{— Brad ¢ — Cathy ¢ —
Susan |{— Jim | {—= Allen | {—
Mark | = TestAppl | {—
Kevin | {— TestApp2 | —
DevAppl | {—
DevApp2 | —

Creating IAM user groups

(® Note

As a best practice, we recommend that you require human users to use federation with

an identity provider to access AWS using temporary credentials. If you follow the best
practices, you are not managing IAM users and groups. Instead, your users and groups are
managed outside of AWS and are able to access AWS resources as a federated identity. A
federated identity is a user from your enterprise user directory, a web identity provider,
the AWS Directory Service, the Identity Center directory, or any user that accesses AWS
services by using credentials provided through an identity source. Federated identities use
the groups defined by their identity provider. If you are using AWS IAM Identity Center,
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see Manage identities in IAM Identity Center in the AWS IAM Identity Center User Guide for
information about creating users and groups in 1AM Identity Center.

To set up a user group, you need to create the group. Then give the group permissions based on
the type of work that you expect the users in the group to do. Finally, add users to the group.

For information about the permissions that you need in order to create a user group, see
Permissions required to access IAM resources.

To create an IAM user group and attach policies (console)

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose User groups and then choose Create group.

3. For User group name, type the name of the group.

(® Note

The number and size of IAM resources in an AWS account are limited. For more
information, see IAM and AWS STS quotas. Group names can be a combination of up to

128 letters, digits, and these characters: plus (+), equal (=), comma (,), period (.), at sign
(@), underscore (_), and hyphen (-). Names must be unique within an account. They are
not distinguished by case. For example, you cannot create groups named both ADMINS
and admins.

4. Inthe list of users, select the check box for each user that you want to add to the group.

5. In the list of policies, select the check box for each policy that you want to apply to all
members of the group.

6. Choose Create group.
To create IAM user groups (AWS CLI or AWS API)

Use one of the following:

o AWS CLI: aws iam create-group

e AWS API: CreateGroup
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Managing IAM user groups

Amazon Web Services offers multiple tools for managing IAM user groups. For information about
the permissions that you need in order to add and remove users in a user group, see Permissions
required to access IAM resources.

Topics

Listing IAM user groups

Adding and removing users in an 1AM user group

Attaching a policy to an IAM user group

Renaming an IAM user group

Deleting an IAM user group

Listing IAM user groups

You can list all the user groups in your account, list the users in a user group, and list the user
groups a user belongs to. If you use the AWS CLI or AWS API, you can list all the user groups with a
particular path prefix.

To list all the user groups in your account

Do any of the following:

« AWS Management Console: In the navigation pane, choose User groups.

o AWS CLI: aws iam list-groups

e AWS API: ListGroups

To list the users in a specific user group

Do any of the following:

o AWS Management Console: In the navigation pane, choose User groups, choose the name of the

group, and then choose the Users tab.

o AWS CLI: aws iam get-group

o AWS API: GetGroup
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To list all the user groups that a user is in

Do any of the following:

« AWS Management Console: In the navigation pane, choose Users, choose the user name, and

then choose the Groups tab.
o AWS CLI: aws iam list-groups-for-user
o AWS API: ListGroupsForUser

Adding and removing users in an 1AM user group

Use user groups to apply the same permissions policies across multiple users at once. You can then
add users to or remove users from an IAM user group. This is useful as people enter and leave your
organization.

View policy access

Before you change the permissions for a policy, you should review its recent service-level activity.
This is important because you don't want to remove access from a principal (person or application)
who is using it. For more information about viewing last accessed information, see Refining
permissions in AWS using last accessed information.

Add or remove a user in a user group (console)

You can use the AWS Management Console to add or remove a user from a user group.
To add a user to an IAM user group (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose User groups and then choose the name of the group.

3. Choose the Users tab and then choose Add users. Select the check box next to the users you
want to add.

4. Choose Add users.

To remove a user from an IAM group (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.
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2. Inthe navigation pane, choose User groups and then choose the name of the group.

3. Choose the Users tab. Select the check box next to the users you want to remove and then

choose Remove users.

Add or remove a user in a user group (AWS CLI)

You can use the AWS CLI to add or remove a user from a user group.

To add a user to an IAM user group (AWS CLI)
o Use the following command:

» aws iam add-user-to-group

To remove a user from an IAM user group (AWS CLI)
o  Use the following command:

e awsiam remove—user—from—group

Add or remove a user in a user group (AWS API)

You can use the AWS API to add or remove a user in a user group.

To add a user to an IAM group (AWS API)
o  Complete the following operation:

» AddUserToGroup

To remove a user from an IAM user group (AWS API)
o Complete the following operation:

 RemoveUserFromGroup
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Attaching a policy to an IAM user group

You can attach an AWS managed policy—that is, a prewritten policy provided by AWS—to a user

group, as explained in the following steps. To attach a customer managed policy—that is, a policy
with custom permissions that you create—you must first create the policy. For information about
creating customer managed policies, see Creating IAM policies.

For more information about permissions and policies, see Access management for AWS resources.

To attach a policy to a user group (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose User groups and then choose the name of the group.
Choose the Permissions tab.

Choose Add permissions and then choose Attach policies.

i A W

The current policies attached to the user group are displayed in the Current permissions
policies list. In the list of Other permissions policies, select the check box next to the names
of the policies to attach. You can use the search box to filter the list of policies by type and
policy name.

6. Select the policy you want to attach to your IAM user group and choose Attach policies.

To attach a policy to a user group (AWS CLI or AWS API)
Do either of the following:

o AWS CLI: aws iam attach-group-policy
o AWS API: AttachGroupPolicy

Renaming an IAM user group
When you change a user group's name or path, the following happens:

« Any policies attached to the user group stay with the group under the new name.
« The user group retains all its users under the new name.

» The unique ID for the user group remains the same. For more information about unique IDs, see
Unique identifiers.
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IAM does not automatically update policies that refer to the user group as a resource to use the
new name. Therefore, you must be careful when you rename a user group. Before you rename
your user group, you must manually check all of your policies to find any policies where that user
group is mentioned by name. For example, let's say Bob is the manager of the testing part of the
organization. Bob has a policy attached to his IAM user entity that lets him add and remove users
from the Test user group. If an administrator changes the name of the user group (or changes the
group path), the administrator must also update the policy attached to Bob to use the new name
or path. Otherwise Bob won't be able to add and remove users from the user group.

To find policies that refer to a user group as a resource:

From the navigation pane of the IAM console, choose Policies.

Sort by the Type column to find your Customer managed custom policies.
Choose the policy name of the policy to edit.

Choose the Permissions tab, and then choose Summary.

Choose IAM from the list of services, if it exists.

Look for the name of your user group in the Resource column.

N o vk w2

Choose Edit to change the name of your user group in the policy.

To change the name of an IAM user group
Do any of the following:

« AWS Management Console: In the navigation pane, choose User groups and then select the

group name. Choose Edit. Type the new user group name and then choose Save changes.
o AWS CLI: aws iam update-group
o AWS API: UpdateGroup

Deleting an IAM user group

When you delete a user group in the AWS Management Console, the console automatically
removes all group members, detaches all attached managed policies, and deletes all inline policies.
However, because IAM does not automatically delete policies that refer to the user group as a
resource, you must be careful when you delete a user group. Before you delete your user group,
you must manually check all of your policies to find any policies that mention the group by name.
For example, John, the Test Team manager, has a policy attached to his IAM user entity that
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lets him add and remove users from the Test user group. If an administrator deletes the group,
the administrator must also delete the policy attached to John. Otherwise, if the administrator
recreates the deleted group and give it the same name, John's permissions remain in place, even if
he left the Test Team.

To find policies that refer to a user group as a resource

From the navigation pane of the IAM console, choose Policies.

Sort by the Type column to find your Customer managed custom policies.
Choose the policy name of the policy to delete.

Choose the Permissions tab, and then choose Summary.

Choose IAM from the list of services, if it exists.

Look for the name of your user group in the Resource column.

Choose Delete to delete the policy.

© N o un A W DN =

Type the policy name to confirm deletion of the policy and choose Delete.

In contrast, when you use the AWS CLI, Tools for Windows PowerShell, or AWS API to delete a user
group, you must first remove the users in the group. Then delete any inline policies embedded in
the user group. Next, detach any managed policies that are attached to the group. Only then can
you delete the user group itself.

Deleting an IAM user group (console)
You can delete an IAM user group from the AWS Management Console.
To delete an IAM user group (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane, choose User groups.

3. In the list of user groups, select the check box next to the names of the user groups to delete.
You can use the search box to filter the list of user groups by type, permissions, and user group
name.

4. Choose Delete.

In the confirmation box, if you want to delete a single user group, type the user group name
and choose Delete. If you want to delete multiple user groups, type the number of user groups
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to delete followed by user groups and choose Delete. For example, if you delete three user
groups, type 3 user groups.

Deleting an IAM user group (AWS CLI)

You can delete an IAM user group from the AWS CLI.
To delete an IAM user group (AWS CLI)
1. Remove all users from the user group.

« aws iam get-group (to get the list of users in the user group), and aws iam remove-user-
from-group (to remove a user from the user group)

2. Delete all inline policies embedded in the user group.

« aws iam list-group-policies (to get a list of the user group's inline policies), and aws iam

delete-group-policy (to delete the user group's inline policies)

3. Detach all managed policies attached to the user group.

« aws iam list-attached-group-policies (to get a list of the managed policies attached to the

user group), and aws iam detach-group-policy (to detach a managed policy from the user
group)

4. Delete the user group.

« aws iam delete-group

Deleting an IAM user group (AWS API)

You can use the AWS API to delete an IAM user group.
To delete an IAM user group (AWS API)

1. Remove all users from the user group.

» GetGroup (to get the list of users in the user group) and RemoveUserFromGroup (to remove

a user from the user group)

2. Delete all inline policies embedded in the user group.
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» ListGroupPolicies (to get a list of the user group's inline policies) and DeleteGroupPolicy (to
delete the user group's inline policies)

3. Detach all managed policies attached to the user group.

o ListAttachedGroupPolicies (to get a list of the managed policies attached to the user group)
and DetachGroupPolicy (to detach a managed policy from the user group)

4. Delete the user group.

» DeleteGroup

IAM roles

An IAM role is an IAM identity that you can create in your account that has specific permissions.

An IAM role is similar to an IAM user, in that it is an AWS identity with permission policies that
determine what the identity can and cannot do in AWS. However, instead of being uniquely
associated with one person, a role is intended to be assumable by anyone who needs it. Also, a role
does not have standard long-term credentials such as a password or access keys associated with it.
Instead, when you assume a role, it provides you with temporary security credentials for your role
session.

You can use roles to delegate access to users, applications, or services that don't normally have
access to your AWS resources. For example, you might want to grant users in your AWS account
access to resources they don't usually have, or grant users in one AWS account access to resources
in another account. Or you might want to allow a mobile app to use AWS resources, but not want
to embed AWS keys within the app (where they can be difficult to update and where users can
potentially extract them). Sometimes you want to give AWS access to users who already have
identities defined outside of AWS, such as in your corporate directory. Or, you might want to grant
access to your account to third parties so that they can perform an audit on your resources.

For these scenarios, you can delegate access to AWS resources using an IAM role. This section
introduces roles and the different ways you can use them, when and how to choose among
approaches, and how to create, manage, switch to (or assume), and delete roles.

(® Note

When you first create your AWS account, no roles are created by default. As you add
services to your account, they may add service-linked roles to support their use cases.
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A service-linked role is a type of service role that is linked to an AWS service. The service
can assume the role to perform an action on your behalf. Service-linked roles appear in
your AWS account and are owned by the service. An IAM administrator can view, but not
edit the permissions for service-linked roles.

Before you can delete service-linked roles you must first delete their related resources. This
protects your resources because you can't inadvertently remove permission to access the
resources.

For information about which services support using service-linked roles, see AWS services
that work with IAM and look for the services that have Yes in the Service-Linked Role
column. Choose a Yes with a link to view the service-linked role documentation for that
service.

Topics

Roles terms and concepts

Common scenarios for roles: Users, applications, and services

Identity providers and federation

Using service-linked roles

Creating IAM roles

Using IAM roles

Managing IAM roles

Roles terms and concepts

Here are some basic terms to help you get started with roles.

Role

An IAM identity that you can create in your account that has specific permissions. An 1AM role
has some similarities to an IAM user. Roles and users are both AWS identities with permissions
policies that determine what the identity can and cannot do in AWS. However, instead of being
uniquely associated with one person, a role is intended to be assumable by anyone who needs
it. Also, a role does not have standard long-term credentials such as a password or access keys
associated with it. Instead, when you assume a role, it provides you with temporary security
credentials for your role session.
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Roles can be used by the following:

e An IAM user in the same AWS account as the role

« An IAM user in a different AWS account than the role

« A web service offered by AWS such as Amazon Elastic Compute Cloud (Amazon EC2)

« An external user authenticated by an external identity provider (IdP) service that is
compatible with SAML 2.0 or OpenID Connect, or a custom-built identity broker.

AWS service role

A service role is an IAM role that a service assumes to perform actions on your behalf. An
IAM administrator can create, modify, and delete a service role from within IAM. For more
information, see Creating a role to delegate permissions to an AWS service in the IAM User
Guide.

AWS service role for an EC2 instance

A special type of service role that an application running on an Amazon EC2 instance can
assume to perform actions in your account. This role is assigned to the EC2 instance when it is
launched. Applications running on that instance can retrieve temporary security credentials and
perform actions that the role allows. For details about using a service role for an EC2 instance,
see Using an IAM role to grant permissions to applications running on Amazon EC2 instances.

AWS service-linked role

A service-linked role is a type of service role that is linked to an AWS service. The service

can assume the role to perform an action on your behalf. Service-linked roles appear in your
AWS account and are owned by the service. An IAM administrator can view, but not edit the
permissions for service-linked roles.

® Note

If you are already using a service when it begins supporting service-linked roles,

you might receive an email announcing a new role in your account. In this case, the
service automatically created the service-linked role in your account. You don't need to
take any action to support this role, and you should not manually delete it. For more
information, see A new role appeared in my AWS account.

For information about which services support using service-linked roles, see AWS services that

work with IAM and look for the services that have Yes in the Service-Linked Role column.
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Choose a Yes with a link to view the service-linked role documentation for that service. For
more information, see Using service-linked roles.

Role chaining

Role chaining is when you use a role to assume a second role through the AWS CLI or API. For
example, RoleA has permission to assume RoleB. You can enable User1 to assume RoleA by
using their long-term user credentials in the AssumeRole API operation. This returns RoleA
short-term credentials. With role chaining, you can use RoleA's short-term credentials to
enable User1 to assume RoleB.

When you assume a role, you can pass a session tag and set the tag as transitive. Transitive
session tags are passed to all subsequent sessions in a role chain. To learn more about session
tags, see Passing session tags in AWS STS.

Role chaining limits your AWS CLI or AWS API role session to a maximum of one hour. When
you use the AssumeRole API operation to assume a role, you can specify the duration of your
role session with the DurationSeconds parameter. You can specify a parameter value of up to
43200 seconds (12 hours), depending on the maximum session duration setting for your role.
However, if you assume a role using role chaining and provide a DurationSeconds parameter

value greater than one hour, the operation fails.

AWS does not treat using roles to grant permissions to applications that run on EC2 instances as

role chaining.

Delegation

The granting of permissions to someone to allow access to resources that you control.
Delegation involves setting up a trust between two accounts. The first is the account that owns
the resource (the trusting account). The second is the account that contains the users that need
to access the resource (the trusted account). The trusted and trusting accounts can be any of the
following:

» The same account.
» Separate accounts that are both under your organization's control.

» Two accounts owned by different organizations.

To delegate permission to access a resource, you create an IAM role in the trusting account

that has two policies attached. The permissions policy grants the user of the role the needed
permissions to carry out the intended tasks on the resource. The trust policy specifies which
trusted account members are allowed to assume the role.
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When you create a trust policy, you cannot specify a wildcard (*) as part of and ARN in the
principal element. The trust policy is attached to the role in the trusting account, and is one-
half of the permissions. The other half is a permissions policy attached to the user in the trusted
account that allows that user to switch to, or assume the role. A user who assumes a role

temporarily gives up his or her own permissions and instead takes on the permissions of the
role. When the user exits, or stops using the role, the original user permissions are restored. An
additional parameter called external ID helps ensure secure use of roles between accounts that
are not controlled by the same organization.

Federation

The creation of a trust relationship between an external identity provider and AWS. Users

can sign in to a web identity provider, such as Login with Amazon, Facebook, Google, or any
IdP that is compatible with OpenID Connect (OIDC). Users can also sign in to an enterprise
identity system that is compatible with Security Assertion Markup Language (SAML) 2.0, such as
Microsoft Active Directory Federation Services. When you use OIDC and SAML 2.0 to configure

a trust relationship between these external identity providers and AWS, the user is assigned to
an IAM role. The user also receives temporary credentials that allow the user to access your AWS
resources.

Federated user

Instead of creating an IAM user, you can use existing identities from AWS Directory Service, your
enterprise user directory, or a web identity provider. These are known as federated users. AWS
assigns a role to a federated user when access is requested through an identity provider. For
more information about federated users, see Federated users and roles.

Trust policy

A JSON policy document in which you define the principals that you trust to assume the role.
A role trust policy is a required resource-based policy that is attached to a role in IAM. The

principals that you can specify in the trust policy include users, roles, accounts, and services.

Permissions policy

A permissions document in JSON format in which you define what actions and resources the
role can use. The document is written according to the rules of the IAM policy language.

Permissions boundary

An advanced feature in which you use policies to limit the maximum permissions that an
identity-based policy can grant to a role. You cannot apply a permissions boundary to a service-
linked role. For more information, see Permissions boundaries for IAM entities.
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Principal

An entity in AWS that can perform actions and access resources. A principal can be an AWS
account root user, an IAM user, or a role. You can grant permissions to access a resource in one
of two ways:

» You can attach a permissions policy to a user (directly, or indirectly through a group) or to a
role.

» For those services that support resource-based policies, you can identify the principal in the
Principal element of a policy attached to the resource.

If you reference an AWS account as principal, it generally means any principal defined within
that account.

(® Note

You cannot use a wildcard (*) to match part of a principal name or ARN in a role's trust
policy. For details, see AWS JSON policy elements: Principal.

Role for cross-account access

A role that grants access to resources in one account to a trusted principal in a different
account. Roles are the primary way to grant cross-account access. However, some AWS services
allow you to attach a policy directly to a resource (instead of using a role as a proxy). These

are called resource-based policies, and you can use them to grant principals in another AWS
account access to the resource. Some of these resources include Amazon Simple Storage Service
(S3) buckets, S3 Glacier vaults, Amazon Simple Notification Service (SNS) topics, and Amazon
Simple Queue Service (SQS) queues. To learn which services support resource-based policies,
see AWS services that work with IAM. For more information about resource-based policies, see
Cross account resource access in |1AM.

Common scenarios for roles: Users, applications, and services

As with most AWS features, you generally have two ways to use a role: interactively in the IAM
console, or programmatically with the AWS CLI, Tools for Windows PowerShell, or API.

« IAM users in your account using the IAM console can switch to a role to temporarily use the
permissions of the role in the console. The users give up their original permissions and take on
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the permissions assigned to the role. When the users exit the role, their original permissions are
restored.

« An application or a service offered by AWS (like Amazon EC2) can assume a role by requesting
temporary security credentials for a role with which to make programmatic requests to AWS. You
use a role this way so that you don't have to share or maintain long-term security credentials (for
example, by creating an IAM user) for each entity that requires access to a resource.

(@ Note

This guide uses the phrases switch to a role and assume a role interchangeably.

The simplest way to use roles is to grant your IAM users permissions to switch to roles that you

create within your own or another AWS account. They can switch roles easily using the IAM console
to use permissions that you don't ordinarily want them to have, and then exit the role to surrender
those permissions. This can help prevent accidental access to or modification of sensitive resources.

For more complex uses of roles, such as granting access to applications and services, or federated
external users, you can call the AssumeRole API. This API call returns a set of temporary
credentials that the application can use in subsequent API calls. Actions attempted with the
temporary credentials have only the permissions granted by the associated role. An application
doesn't have to "exit" the role the way a user in the console does; rather the application simply
stops using the temporary credentials and resumes making calls with the original credentials.

Federated users sign in by using credentials from an identity provider (IdP). AWS then provides
temporary credentials to the trusted IdP to pass on to the user for including in subsequent AWS
resource requests. Those credentials provide the permissions granted to the assigned role.

This section provides overviews of the following scenarios:

« Provide access for an IAM user in one AWS account that you own to access resources in another

account that you own

+ Provide access to non AWS workloads

» Provide access to IAM users in AWS accounts owned by third parties

» Provide access for services offered by AWS to AWS resources

» Provide access for externally authenticated users (identity federation)
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Providing access to an 1AM user in another AWS account that you own

You can grant your IAM users permission to switch to roles within your AWS account or to roles
defined in other AWS accounts that you own.

(@ Note

If you want to grant access to an account that you do not own or control, see Providing
access to AWS accounts owned by third parties later in this topic.

Imagine that you have Amazon EC2 instances that are critical to your organization. Instead of
directly granting your users permission to terminate the instances, you can create a role with
those privileges. Then allow administrators to switch to the role when they need to terminate an
instance. Doing this adds the following layers of protection to the instances:

» You must explicitly grant your users permission to assume the role.

» Your users must actively switch to the role using the AWS Management Console or assume the
role using the AWS CLI or AWS API.

» You can add multi-factor authentication (MFA) protection to the role so that only users who
sign in with an MFA device can assume the role. To learn how to configure a role so that users
who assume the role must first be authenticated using multi-factor authentication (MFA), see
Configuring MFA-protected API access.

We recommend using this approach to enforce the principle of least privilege. That means
restricting the use of elevated permissions to only those times when they are needed for specific
tasks. With roles you can help prevent accidental changes to sensitive environments, especially if
you combine them with auditing to help ensure that roles are only used when needed.

When you create a role for this purpose, you specify the accounts by ID whose users need access in
the Principal element of the role's trust policy. You can then grant specific users in those other
accounts permissions to switch to the role. To learn whether principals in accounts outside of your
zone of trust (trusted organization or account) have access to assume your roles, see What is IAM
Access Analyzer?.

A user in one account can switch to a role in the same or a different account. While using the role,
the user can perform only the actions and access only the resources permitted by the role; their
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original user permissions are suspended. When the user exits the role, the original user permissions
are restored.

Example scenario using separate development and production accounts

Imagine that your organization has multiple AWS accounts to isolate a development environment
from a production environment. Users in the development account might occasionally need to
access resources in the production account. For example, you might need cross-account access
when you are promoting an update from the development environment to the production
environment. Although you could create separate identities (and passwords) for users who work in
both accounts, managing credentials for multiple accounts makes identity management difficult.

In the following figure, all users are managed in the development account, but some developers
require limited access to the production account. The development account has two groups: Testers
and Developers, and each group has its own policy.

7~ Production Account ——— 89 — 7~ Development Account
1. Admin creates role that grants -—
Development account readwrite
access to productionapp bucket 3 User requests - Group: Testers
— access to rale —
@ —_— ¥
Role: Updatehpp T 4 STS returns _____——-'__-
rale credentials f_,x’ Group: Developers
—_ __#,,a-"'g_ Admin grants members ofthe
F - 5. User updates group Developers permission to
[ producticnapp assume the Updatelpp role
by using the role L
Amazon 53 bucket: cradentials
proeductionape

1. In the production account, an administrator uses IAM to create the UpdateApp role in that
account. In the role, the administrator defines a trust policy that specifies the development
account as a Principal, meaning that authorized users from the development account can
use the UpdateApp role. The administrator also defines a permissions policy for the role that
specifies the read and write permissions to the Amazon S3 bucket named productionapp.

The administrator then shares the appropriate information with anyone who needs to assume
the role. That information is the account number and name of the role (for AWS console users)
or the Amazon Resource Name (ARN) (for AWS CLI or AWS API access). The role ARN might look
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like arn:aws:iam::123456789012:role/UpdateApp, where the role is named UpdateApp
and the role was created in account number 123456789012.

(® Note

The administrator can optionally configure the role so that users who assume the
role must first be authenticated using multi-factor authentication (MFA). For more
information, see Configuring MFA-protected API access.

2. In the development account, an administrator grants members of the Developers group
permission to switch to the role. This is done by granting the Developers group permission to
call the AWS Security Token Service (AWS STS) AssumeRole API for the UpdateApp role. Any
IAM user that belongs to the Developers group in the development account can now switch to
the UpdateApp role in the production account. Other users who are not in the developer group
do not have permission to switch to the role and therefore cannot access the S3 bucket in the
production account.

3. The user requests switches to the role:

« AWS console: The user chooses the account name on the navigation bar and chooses Switch
Role. The user specifies the account ID (or alias) and role name. Alternatively, the user can click
on a link sent in email by the administrator. The link takes the user to the Switch Role page
with the details already filled in.

o AWS API/AWS CLI: A user in the Developers group of the development account calls the
AssumeRole function to obtain credentials for the UpdateApp role. The user specifies the
ARN of the UpdateApp role as part of the call. If a user in the Testers group makes the same
request, the request fails because Testers do not have permission to call AssumeRole for the
UpdateApp role ARN.

4. AWS STS returns temporary credentials:

« AWS console: AWS STS verifies the request with the role's trust policy to ensure that the
request is from a trusted entity (which it is: the development account). After verification, AWS
STS returns temporary security credentials to the AWS console.

» API/CLI: AWS STS verifies the request against the role's trust policy to ensure that the request
is from a trusted entity (which it is: the Development account). After verification, AWS STS
returns temporary security credentials to the application.

5. The temporary credentials allow access to the AWS resource:
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« AWS console: The AWS console uses the temporary credentials on behalf of the user for all
subsequent console actions, in this case, to read and write to the productionapp bucket. The
console cannot access any other resource in the production account. When the user exits the
role, the user's permissions revert to the original permissions held before switching to the role.

» API/CLI: The application uses the temporary security credentials to update the
productionapp bucket. With the temporary security credentials, the application can only
read from and write to the productionapp bucket and cannot access any other resource in
the Production account. The application does not have to exit the role, but instead stops using
the temporary credentials and uses the original credentials in subsequent API calls.

More information

For more information, see the following:

« |AM tutorial: Delegate access across AWS accounts using IAM roles

Providing access for non AWS workloads

An IAM role is an object in AWS Identity and Access Management (IAM) that is assigned
permissions. When you assume that role using an IAM identity or an identity from outside of AWS,

it provides you with temporary security credentials for your role session. You might have workloads
running in your data center or other infrastructure outside of AWS that need to access your AWS
resources. Instead of creating, distributing, and managing long-term access keys, you can use AWS
Identity and Access Management Roles Anywhere (IAM Roles Anywhere) to authenticate your non
AWS workloads. IAM Roles Anywhere uses X.509 certificates from your certificate authority (CA) to
authenticate identities and securely provide access to AWS services with the temporary credentials
provided by an IAM role.

To use IAM Roles Anywhere, you set up a CA using AWS Private Certificate Authority or use a CA

from your own PKI infrastructure. After you have set up a CA, you create an object in IAM Roles
Anywhere called a trust anchor to establish trust between IAM Roles Anywhere and your CA for
authentication. You can then configure your existing 1AM roles, or create new roles that trust

the IAM Roles Anywhere service. When your non AWS workloads authenticate with IAM Roles
Anywhere using the trust anchor, they can get temporary credentials for your IAM roles to access
your AWS resources.
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For more information about configuring IAM Roles Anywhere, see What is AWS Identity and Access
Management Roles Anywhere in the IAM Roles Anywhere User Guide.

Providing access to AWS accounts owned by third parties

When third parties require access to your organization's AWS resources, you can use roles to
delegate access to them. For example, a third party might provide a service for managing your AWS
resources. With 1AM roles, you can grant these third parties access to your AWS resources without
sharing your AWS security credentials. Instead, the third party can access your AWS resources

by assuming a role that you create in your AWS account. To learn whether principals in accounts
outside of your zone of trust (trusted organization or account) have access to assume your roles,
see What is IAM Access Analyzer?.

Third parties must provide you with the following information for you to create a role that they can
assume:

o The third party's AWS account ID. You specify their AWS account ID as the principal when you
define the trust policy for the role.

« An external ID to uniquely associate with the role. The external ID can be any identifier that is
known only by you and the third party. For example, you can use an invoice ID between you and
the third party, but do not use something that can be guessed, like the name or phone number
of the third party. You must specify this ID when you define the trust policy for the role. The
third party must provide this ID when they assume the role. For more information about the
external ID, see How to use an external ID when granting access to your AWS resources to a third

party.
» The permissions that the third party requires to work with your AWS resources. You must specify
these permissions when defining the role's permission policy. This policy defines what actions

they can take and what resources they can access.

After you create the role, you must provide the role's Amazon Resource Name (ARN) to the third
party. They require your role's ARN in order to assume the role.

/A Important

When you grant third parties access to your AWS resources, they can access any resource
that you specify in the policy. Their use of your resources is billed to you. Ensure that you
limit their use of your resources appropriately.
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How to use an external ID when granting access to your AWS resources to a third party

At times, you need to give a third party access to your AWS resources (delegate access). One
important aspect of this scenario is the External ID, optional information that you can use in an
IAM role trust policy to designate who can assume the role.

/A Important

AWS does not treat the external ID as a secret. After you create a secret like an access key
pair or a password in AWS, you cannot view them again. The external ID for a role can be
seen by anyone with permission to view the role.

In @ multi-tenant environment where you support multiple customers with different AWS accounts,
we recommend using one external ID per AWS account. This ID should be a random string
generated by the third party.

To require that the third party provides an external ID when assuming a role, update the role's trust
policy with the external ID of your choice.

To provide an external ID when you assume a role, use the AWS CLI or AWS API to assume that
role. For more information, see the STS AssumeRole API operation, or the STS assume-role CLI
operation.

For example, let's say that you decide to hire a third-party company called Example Corp to
monitor your AWS account and help optimize costs. In order to track your daily spending, Example
Corp needs to access your AWS resources. Example Corp also monitors many other AWS accounts
for other customers.

Do not give Example Corp access to an IAM user and its long-term credentials in your AWS account.
Instead, use an IAM role and its temporary security credentials. An IAM role provides a mechanism
to allow a third party to access your AWS resources without needing to share long-term credentials
(such as an IAM user access key).

You can use an IAM role to establish a trusted relationship between your AWS account and the
Example Corp account. After this relationship is established, a member of the Example Corp
account can call the AWS Security Token Service AssumeRole API to obtain temporary security
credentials. The Example Corp members can then use the credentials to access AWS resources in
your account.
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® Note

For more information about the AssumeRole and other AWS API operations that you
can call to obtain temporary security credentials, see Requesting temporary security

credentials.

Here's a more detailed breakdown of this scenario:

1. You hire Example Corp, so they create a unique customer identifier for you. They provide you
with this unique customer ID and their AWS account number. You need this information to
create an IAM role in the next step.

® Note

Example Corp can use any string value they want for the Externalld, as long as it is
unique for each customer. It can be a customer account number or even a random string
of characters, as long as no two customers have the same value. It is not intended to

be a 'secret’. Example Corp must provide the Externalld value to each customer. What is
crucial is that it must be generated by Example Corp and not their customers to ensure
each external ID is unique.

2. You sign in to AWS and create an IAM role that gives Example Corp access to your resources. Like
any IAM role, the role has two policies, a permission policy and a trust policy. The role's trust
policy specifies who can assume the role. In our sample scenario, the policy specifies the AWS
account number of Example Corp as the Principal. This allows identities from that account to
assume the role. In addition, you add a Condition element to the trust policy. This Condition
tests the ExternalId context key to ensure that it matches the unique customer ID from
Example Corp. For example:

"Principal": {"AWS": "Example Corp's AWS account ID"},
"Condition": {"StringEquals": {"sts:Externalld": "Unique ID Assigned by Example
Corp"}}

3. The permission policy for the role specifies what the role allows someone to do. For example,
you could specify that the role allows someone to manage only your Amazon EC2 and Amazon
RDS resources but not your IAM users or groups. In our sample scenario, you use the permission
policy to give Example Corp read-only access to all of the resources in your account.
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4. After you create the role, you provide the Amazon Resource Name (ARN) of the role to Example
Corp.

5. When Example Corp needs to access your AWS resources, someone from the company calls the
AWS sts:AssumeRole API. The call includes the ARN of the role to assume and the Externalid
parameter that corresponds to their customer ID.

If the request comes from someone using Example Corp's AWS account, and if the role ARN and the
external ID are correct, the request succeeds. It then provides temporary security credentials that
Example Corp can use to access the AWS resources that your role allows.

In other words, when a role policy includes an external ID, anyone who wants to assume the role
must be a principal in the role and must include the correct external ID.

Why use an external ID?

In abstract terms, the external ID allows the user that is assuming the role to assert the
circumstances in which they are operating. It also provides a way for the account owner to permit
the role to be assumed only under specific circumstances. The primary function of the external ID is
to address and prevent The confused deputy problem.

When should | use an external ID?

Use an external ID in the following situations:

» You are an AWS account owner and you have configured a role for a third party that accesses
other AWS accounts in addition to yours. You should ask the third party for an external ID that it
includes when it assumes your role. Then you check for that external ID in your role's trust policy.
Doing so ensures that the external party can assume your role only when it is acting on your
behalf.

» You are in the position of assuming roles on behalf of different customers like Example Corp
in our previous scenario. You should assign a unique external ID to each customer and instruct
them to add the external ID to their role's trust policy. You must then ensure that you always
include the correct external ID in your requests to assume roles.

You probably already have a unique identifier for each of your customers, and this unique ID is
sufficient for use as an external ID. The external ID is not a special value that you need to create
explicitly, or track separately, just for this purpose.
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You should always specify the external ID in your AssumeRole API calls. In addition when a
customer gives you a role ARN, test whether you can assume the role both with and without the
correct external ID. If you can assume the role without the correct external ID, don't store the
customer's role ARN in your system. Wait until your customer has updated the role trust policy to
require the correct external ID. In this way you help your customers to do the right thing, which
helps to keep both of you protected against the confused deputy problem.

Providing access to an AWS service

Many AWS services require that you use roles to control what that service can access. A role that
a service assumes to perform actions on your behalf is called a service role. When a role serves
a specialized purpose for a service, it can be categorized as a service role for EC2 instances, or a

service-linked role. See the AWS documentation for each service to see if it uses roles and to learn

how to assign a role for the service to use.

For details about creating a role to delegate access to a service offered by AWS, see Creating a role
to delegate permissions to an AWS service.

The confused deputy problem

The confused deputy problem is a security issue where an entity that doesn't have permission to
perform an action can coerce a more-privileged entity to perform the action. To prevent this, AWS
provides tools that help you protect your account if you provide third parties (known as cross-
account) or other AWS services (known as cross-service) access to resources in your account.

At times, you might need to give a third party access to your AWS resources (delegate access). For
example, let's say that you decide to hire a third-party company called Example Corp to monitor
your AWS account and help optimize costs. In order to track your daily spending, Example Corp
needs to access your AWS resources. Example Corp also monitors many other AWS accounts for
other customers. You can use an IAM role to establish a trusted relationship between your AWS
account and the Example Corp account. One important aspect of this scenario is the external ID,
optional information that you can use in an IAM role trust policy to designate who can assume
the role. The primary function of the external ID is to address and prevent the confused deputy
problem.

In AWS, cross-service impersonation can result in the confused deputy problem. Cross-service
impersonation can occur when one service (the calling service) calls another service (the called
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service). The calling service can be manipulated to use its permissions to act on another customer's
resources in a way it should not otherwise have permission to access.

Cross-account confused deputy prevention

The following diagram illustrates the cross-account confused deputy problem.

Your AWS Account

Example Corg's AWS Account

Another AWS Account
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L
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WS account vhen assuming a role
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\_ Ya \_ J

This scenario assumes the following:

« AWS1 is your AWS account.

« AWS1:ExampleRole is a role in your account. This role's trust policy trusts Example Corp by
specifying Example Corp's AWS account as the one that can assume the role.

Here's what happens:

1. When you start using Example Corp's service, you provide the ARN of AWS1:ExampleRole to
Example Corp.

. Example Corp uses that role ARN to obtain temporary security credentials to access resources in
your AWS account. In this way, you are trusting Example Corp as a "deputy" that can act on your
behalf.

3. Another AWS customer also starts using Example Corp's service, and this customer also provides
the ARN of AWS1:ExampleRole for Example Corp to use. Presumably the other customer
learned or guessed the AWS1:ExampleRole, which isn't a secret.

. When the other customer asks Example Corp to access AWS resources in (what it claims to be) its
account, Example Corp uses AWS1:ExampleRole to access resources in your account.

This is how the other customer could gain unauthorized access to your resources. Because this
other customer was able to trick Example Corp into unwittingly acting on your resources, Example
Corp is now a "confused deputy."
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Example Corp can address the confused deputy problem by requiring that you include the
Externalld condition check in the role's trust policy. Example Corp generates a unique
Externalld value for each customer and uses that value in its request to assume the role. The
Externalld value must be unique among Example Corp's customers and controlled by Example
Corp, not its customers. This is why you get it from Example Corp and you don't come up with it
on your own. This prevents Example Corp from being a confused deputy and granting access to
another account's AWS resources.

In our scenario, imagine Example Corp's unique identifier for you is 12345, and its identifier for
the other customer is 67890. These identifiers are simplified for this scenario. Generally, these
identifiers are GUIDs. Assuming that these identifiers are unique among Example Corp's customers,
they are sensible values to use for the external ID.

Example Corp gives the external ID value of 12345 to you. You must then add a Condition
element to the role's trust policy that requires the sts:Externalld value to be 12345, like this:

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"AWS": "Example Corp's AWS Account ID"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"sts:Externalld": "12345"
}
}
}
}

The Condition element in this policy allows Example Corp to assume the role only when the
AssumeRole API call includes the external ID value of 12345. Example Corp makes sure that
whenever it assumes a role on behalf of a customer, it always includes that customer's external ID
value in the AssumeRole call. Even if another customer supplies Example Corp with your ARN, it
cannot control the external ID that Example Corp includes in its request to AWS. This helps prevent
an unauthorized customer from gaining access to your resources.

The following diagram illustrates this.
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2. When Example Corp uses that role ARN to assume the role AWS1:ExampleRole, Example Corp

includes your external ID (12345) in the AssumeRole API call. The external ID matches the role's
trust policy, so the AssumeRole API call succeeds and Example Corp obtains temporary security
credentials to access resources in your AWS account.

3. Another AWS customer also starts using Example Corp's service, and as before, this customer
also provides the ARN of AWS1:ExampleRole for Example Corp to use.

4. But this time, when Example Corp attempts to assume the role AWS1:ExampleRole, it provides

the external ID associated with the other customer (67890). The other customer has no way to

change this. Example Corp does this because the request to use the role came from the other

customer, so 67890 indicates the circumstance in which Example Corp is acting. Because you
added a condition with your own external ID (12345) to the trust policy of AWS1:ExampleRole,

the AssumeRole API call fails. The other customer is prevented from gaining unauthorized access
to resources in your account (indicated by the red "X" in the diagram).

The external ID helps prevent any other customer from tricking Example Corp into unwittingly

accessing your resources.

Cross-service confused deputy prevention

We recommend using the aws : SourceArn, aws :SourceAccount, aws:SourceOrglD,
or aws : SourceOrgPaths global condition context keys in resource-based policies to limit

the permissions that a service has to a specific resource. Use aws : SourceArn to associate

only one resource with cross-service access. Use aws : SourceAccount to let any resource in

that account be associated with the cross-service use. Use aws : SourceOrgID to allow any

resource from any account within an organization be associated with the cross-service use. Use

aws : SourceOrgPaths to associate any resource from accounts within an AWS Organizations
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path with the cross-service use. For more information about using and understanding paths, see
Understand the AWS Organizations entity path.

The most granular way to protect against the confused deputy problem is to use the

aws : SourceArn global condition context key with the full ARN of the resource in your resource-
based policies. If you don't know the full ARN of the resource or if you are specifying multiple
resources, use the aws : SourceArn global condition context key with wildcards (*) for the
unknown portions of the ARN. For example, arn:aws:servicename:*:123456789012: *.

If the aws : SourceArn value does not contain the account ID, such as an Amazon S3 bucket ARN,
you must use both aws :SourceAccount and aws : SourceArn to limit permissions.

To protect against the confused deputy problem at scale, use the aws : SourceOrgID or

aws :SourceOrgPaths global condition context key with the organization ID or organization path
of the resource in your resource-based policies. Policies that include the aws : SourceOrgID or
aws :SourceOrgPaths key will automatically include the correct accounts and you don't have to
manually update the policies when you add, remove, or move accounts in your organization.

For non-service-linked role trust policies, every service in the trust policy has performed the
iam:PassRole action to verify that the role is in the same account as the calling service. As a
result, using aws : SourceAccount, aws:Source0QrgID, or aws:SourceOrgPaths with those
trust policies is not necessary. Using aws : SourceArn in a trust policy allows you to specify
resources a role can be assumed on behalf of, such as a Lambda function ARN. Some AWS services
use aws : SourceAccount and aws : SourceArn in trust policies for newly created roles, but using
the keys isn't required for existing roles in your account.

(® Note

AWS services that integrate with AWS Key Management Service using KMS key grants

do not support the aws : SourceArn, aws : SourceAccount, aws: SourceOrgID, or

aws : SourceOrgPaths condition keys. Usage of these condition keys in a KMS key policy
will result in unexpected behavior if the key is also used by AWS services via KMS key
grants.

Cross-service confused deputy prevention for AWS Security Token Service

Many AWS services require that you use roles to allow the service to access another service's
resources on your behalf. A role that a service assumes to perform actions on your behalf is called
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a service role. A role requires two policies: a role trust policy that specifies the principal that is
allowed to assume the role and a permissions policy that specifies what can be done with the
role. A role trust policy is the only type of resource-based policy in IAM. Other AWS services have
resource-based policies, such as an Amazon S3 bucket policy.

When a service assumes a role on your behalf, the service principal must be allowed to perform
the sts:AssumeRole action in the role trust policy. When a service calls sts:AssumeRole, AWS
STS returns a set of temporary security credentials that the service principal uses to access the
resources that are permitted by the role's permissions policy. When a service assumes a role in your
account, you can include the aws : SourceArn, aws : SourceAccount, aws : SourceQrgID, or

aws :SourceOrgPaths global condition context keys in your role trust policy to limit access to the
role to only requests that are generated by expected resources.

For example, in AWS Systems Manager Incident Manager, you must choose a role to allow Incident
Manager to run a Systems Manager automation document on your behalf. The automation
document can include automated response plans for incidents that are initiated by CloudWatch
alarms or EventBridge events. In the following role trust policy example, you can use the

aws : SourceArn condition key to restrict access to the service role based on the incident record's
ARN. Only incident records that are created from the response plan resource myresponseplan are
able to use this role.

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-
record/myresponseplan/*"
}
}
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® Note

Not all service integrations with AWS STS support aws : SourceArn,

aws :SourceAccount, aws:Source0rglID, or aws:SourceOrgPaths condition keys.
Usage of these keys in IAM trust policies with unsupported integrations may result in
unexpected behavior.

Providing access to externally authenticated users (identity federation)

Your users might already have identities outside of AWS, such as in your corporate directory.

If those users need to work with AWS resources (or work with applications that access those
resources), then those users also need AWS security credentials. You can use an IAM role to specify
permissions for users whose identity is federated from your organization or a third-party identity
provider (IdP).

(® Note

As a security best practice, we recommend you manage user access in IAM Identity Center

with identity federation instead of creating IAM users. For information about specific
situations where an IAM user is required, see When to create an IAM user (instead of a role).

Federating users of a mobile or web-based app with Amazon Cognito

If you create a mobile or web-based app that accesses AWS resources, the app needs security
credentials in order to make programmatic requests to AWS. For most mobile application scenarios,
we recommend that you use Amazon Cognito. You can use this service with the AWS Mobile

SDK for iOS and the AWS Mobile SDK for Android and Fire OS to create unique identities for

users and authenticate them for secure access to your AWS resources. Amazon Cognito supports
the same identity providers as those listed in the next section, and it also supports developer
authenticated identities and unauthenticated (guest) access. Amazon Cognito also provides API
operations for synchronizing user data so that it is preserved as users move between devices. For
more information, see Using Amazon Cognito for mobile apps.

Federating users with public identity service providers or OpenID Connect

Whenever possible, use Amazon Cognito for mobile and web-based application scenarios. Amazon
Cognito does most of the behind-the-scenes work with public identity provider services for you.
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It works with the same third-party services and also supports anonymous sign-ins. However,

for more advanced scenarios, you can work directly with a third-party service like Login with
Amazon, Facebook, Google, or any IdP that is compatible with OpenID Connect (OIDC). For more
information about using web identity federation using one of these services, see About web
identity federation.

Federating users with SAML 2.0

If your organization already uses an identity provider software package that supports SAML 2.0
(Security Assertion Markup Language 2.0), you can create trust between your organization as an
identity provider (IdP) and AWS as the service provider. You can then use SAML to provide your
users with federated single-sign on (SSO) to the AWS Management Console or federated access to
call AWS API operations. For example, if your company uses Microsoft Active Directory and Active
Directory Federation Services, then you can federate using SAML 2.0. For more information about
federating users with SAML 2.0, see About SAML 2.0-based federation.

Federating users by creating a custom identity broker application

If your identity store is not compatible with SAML 2.0, then you can build a custom identity broker
application to perform a similar function. The broker application authenticates users, requests
temporary credentials for users from AWS, and then provides them to the user to access AWS
resources.

For example, Example Corp. has many employees who need to run internal applications that access
the company's AWS resources. The employees already have identities in the company identity and
authentication system, and Example Corp. doesn't want to create a separate IAM user for each
company employee.

Bob is a developer at Example Corp. To enable Example Corp. internal applications to access the
company's AWS resources, Bob develops a custom identity broker application. The application
verifies that employees are signed into the existing Example Corp. identity and authentication
system, which might use LDAP, Active Directory, or another system. The identity broker application
then obtains temporary security credentials for the employees. This scenario is similar to the
previous one (a mobile app that uses a custom authentication system), except that the applications
that need access to AWS resources all run within the corporate network, and the company has an
existing authentication system.

To get temporary security credentials, the identity broker application calls either AssumeRole
or GetFederationToken to obtain temporary security credentials, depending on how Bob
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wants to manage the policies for users and when the temporary credentials should expire. (For
more information about the differences between these APl operations, see Temporary security
credentials in IAM and Controlling permissions for temporary security credentials.) The call returns
temporary security credentials consisting of an AWS access key ID, a secret access key, and a session
token. The identity broker application makes these temporary security credentials available to

the internal company application. The app can then use the temporary credentials to make calls

to AWS directly. The app caches the credentials until they expire, and then requests a new set of
temporary credentials. The following figure illustrates this scenario.
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This scenario has the following attributes:

« The identity broker application has permissions to access IAM's token service (STS) API to create
temporary security credentials.

« The identity broker application is able to verify that employees are authenticated within the
existing authentication system.

« Users are able to get a temporary URL that gives them access to the AWS Management Console
(which is referred to as single sign-on).

For information about creating temporary security credentials, see Requesting temporary security
credentials. For more information about federated users getting access to the AWS Management
Console, see Enabling SAML 2.0 federated users to access the AWS Management Console.
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Identity providers and federation

If you already manage user identities outside of AWS, you can use identity providers instead of
creating IAM users in your AWS account. With an identity provider (IdP), you can manage your user
identities outside of AWS and give these external user identities permissions to use AWS resources
in your account. This is useful if your organization already has its own identity system, such as a
corporate user directory. It is also useful if you are creating a mobile app or web application that
requires access to AWS resources.

An external IdP provides identity information to AWS using either OpenlID Connect (OIDC) or SAML
2.0 (Security Assertion Markup Language 2.0). Examples of well-known OIDC identity providers are:
Login with Amazon, Facebook, and Google. Examples of well-known SAML identity providers are:
Shibboleth and Active Directory Federation Services.

(® Note

As a security best practice, we recommend you manage human users in 1AM Identity Center
with an external SAML identity provider instead of using SAML federation in IAM. For
information about specific situations where an IAM user is required, see When to create an
IAM user (instead of a role).

When you use an identity provider, you don't have to create custom sign-in code or manage your
own user identities. The IdP provides that for you. Your external users sign in through an IdP, and
you can give those external identities permissions to use AWS resources in your account. Identity
providers help keep your AWS account secure because you don't have to distribute or embed long-
term security credentials, such as access keys, in your application.

This guide covers IAM federation. Your use case might be better supported by IAM Identity Center
or Amazon Cognito. The following summaries and table provide an overview of the methods that
your users can employ to gain federated access to AWS resources.

Account type Access management  Supported identity
of.. source
Federation with IAM Multiple accounts Your workforce's « SAML 2.0
Identity Center managed by AWS human users

Organizations
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Account type Access management Supported identity
of.. source

« Managed Active
Directory

« Identity Center

directory
Federation with IAM Single, standalone e Human users in « SAML 2.0
account short-term, small . OIDC
scale deployments
« Machine users
Federation with Any The users of apps « SAML 2.0
Amazon Cognito that require IAM . 0OIDC

identity pools authorization to
access resources

« Select OAuth 2.0
social identity
providers

Federation with IAM Identity Center

For centralized access management of human users, we recommend that you use IAM Identity
Center to manage access to your accounts and permissions within those accounts. Users in IAM
Identity Center are granted short-term credentials to your AWS resources. You can use Active
Directory, an external identity provider (IdP), or an IAM Identity Center directory as the identity
source for users and groups to assign access to your AWS resources.

IAM Identity Center supports identity federation with SAML (Security Assertion Markup Language)
2.0 to provide federated single sign-on access for users who are authorized to use applications
within the AWS access portal. Users can then single sign-on into services that support SAML,
including the AWS Management Console and third-party applications, such as Microsoft 365, SAP
Concur, and Salesforce.

Federation with IAM

While we strongly recommend managing human users in IAM ldentity Center, you can enable
federated user access with IAM for human users in short-term, small scale deployments. IAM allows
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you to use separate SAML 2.0 and Open ID Connect (OIDC) IdPs and use federated user attributes
for access control. With 1AM, you can pass user attributes, such as cost center, title, or locale, from
your IdPs to AWS, and implement fine-grained access permissions based on these attributes.

A workload is a collection of resources and code that delivers business value, such as an application
or backend process. Your workload can require an IAM identity to make requests to AWS services,
applications, operational tools, and components. These identities include machines running in your
AWS environments, such as Amazon EC2 instances or AWS Lambda functions.

You can also manage machine identities for external parties who need access. To give access to

machine identities, you can use IAM roles. IAM roles have specific permissions and provide a way
to access AWS by relying on temporary security credentials with a role session. Additionally, you
might have machines outside of AWS that need access to your AWS environments. For machines
that run outside of AWS you can use IAM Roles Anywhere. For more information about roles, see

IAM roles. For details about how to use roles to delegate access across AWS accounts, see IAM
tutorial: Delegate access across AWS accounts using IAM roles.

To link an IdP directly to IAM, you create an identity provider entity to establish a trust relationship
between your AWS account and the IdP. IAM supports IdPs that are compatible with OpenID
Connect (OIDC) or SAML 2.0 (Security Assertion Markup Language 2.0). For more information
about using one of these IdPs with AWS, see the following sections:

« About web identity federation

o About SAML 2.0-based federation

For details about creating the 1AM identity provider entity to establish a trust relationship between
a compatible IdP and AWS, see Creating IAM identity providers.

Federation with Amazon Cognito identity pools

Amazon Cognito is designed for developers who want to authenticate and authorize users in their
mobile and web apps. Amazon Cognito user pools add sign-in and sign-up features to your app,
and identity pools deliver IAM credentials that grant your users access to protected resources
that you manage in AWS. Identity pools acquire credentials for temporary sessions through the
AssumeRoleWithWebIdentity API operation.

Amazon Cognito works with external identity providers that support SAML and OpenlID Connect,
and with social identity providers like Facebook, Google, and Amazon. Your app can signin a
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user with a user pool or an external IdP, then retrieve resources on their behalf with customized
temporary sessions in an IAM role.

About web identity federation

Imagine that you are creating a mobile app that accesses AWS resources, such as a game that runs
on a mobile device and stores player and score information using Amazon S3 and DynamoDB.

When you write such an app, you make requests to AWS services that must be signed with an AWS
access key. However, we strongly recommend that you do not embed or distribute long-term AWS
credentials with apps that a user downloads to a device, even in an encrypted store. Instead, build
your app so that it requests temporary AWS security credentials dynamically when needed using
web identity federation. The supplied temporary credentials map to an AWS role that has only the
permissions needed to perform the tasks required by the mobile app.

With web identity federation, you don't need to create custom sign-in code or manage your

own user identities. Instead, users of your app can sign in using a well-known external identity
provider (IdP), such as Login with Amazon, Facebook, Google, or any other OpenlID Connect (OIDC)-
compatible IdP. They can receive an authentication token, known as a JSON Web Token (JWT),

and then exchange that token for temporary security credentials in AWS that map to an IAM role

with permissions to use the resources in your AWS account. Using an IdP helps you keep your AWS
account secure, because you don't have to embed and distribute long-term security credentials
with your application.

For most scenarios, we recommend that you use Amazon Cognito because it acts as an identity

broker and does much of the federation work for you. For details, see the following section, Using
Amazon Cognito for mobile apps.

If you don't use Amazon Cognito, then you must write code that interacts with a web IdP, such
as Facebook, and then calls the AssumeRoleWithWebIdentity API to trade the authentication
token you get from those IdPs for AWS temporary security credentials. If you have already used
this approach for existing apps, you can continue to use it.

(@ Note

JSON Web Tokens (JWTs) issued by OpenID Connect (OIDC) identity providers contain

an expiration time in the exp claim that specifies when the token expires. IAM provides a
five-minute window beyond the expiration time specified in the JWT to account for clock
skew, as allowed by the OpenID Connect (OIDC) Core 1.0 standard. This means OIDC JWTs
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received by IAM after the expiration time but within this five-minute window are accepted
for further evaluation and processing.

Topics

Using Amazon Cognito for mobile apps

Using web identity federation APl operations for mobile apps

Identifying users with web identity federation

Additional resources for web identity federation

Using Amazon Cognito for mobile apps

The preferred way to use web identity federation is to use Amazon Cognito. For example, Adele

the developer is building a game for a mobile device where user data such as scores and profiles is
stored in Amazon S3 and Amazon DynamoDB. Adele could also store this data locally on the device
and use Amazon Cognito to keep it synchronized across devices. She knows that for security and
maintenance reasons, long-term AWS security credentials should not be distributed with the game.
She also knows that the game might have a large number of users. For all of these reasons, she
does not want to create new user identities in IAM for each player. Instead, she builds the game so
that users can sign in using an identity that they've already established with a well-known external
identity provider (IdP), such as Login with Amazon, Facebook, Google, or any OpenlID Connect
(OIDC)-compatible IdP. Her game can take advantage of the authentication mechanism from one
of these providers to validate the user's identity.

To enable the mobile app to access her AWS resources, Adele first registers for a developer ID

with her chosen IdPs. She also configures the application with each of these providers. In her

AWS account that contains the Amazon S3 bucket and DynamoDB table for the game, Adele uses
Amazon Cognito to create IAM roles that precisely define permissions that the game needs. If she is
using an OIDC IdP, she also creates an IAM OIDC identity provider entity to establish trust between
an Amazon Cognito identity pool in her AWS account and the IdP.

In the app's code, Adele calls the sign-in interface for the IdP that she configured previously. The
IdP handles all the details of letting the user sign in, and the app gets an OAuth access token or
OIDC ID token from the provider. Adele's app can trade this authentication information for a set
of temporary security credentials that consist of an AWS access key ID, a secret access key, and a
session token. The app can then use these credentials to access web services offered by AWS. The
app is limited to the permissions that are defined in the role that it assumes.
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The following figure shows a simplified flow for how this might work, using Login with Amazon as
the IdP. For Step 2, the app can also use Facebook, Google, or any OIDC-compatible IdP, but that's
not shown here.

o
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1. A customer starts your app on a mobile device. The app asks the user to sign in.
2. The app uses Login with Amazon resources to accept the user's credentials.

3. The app uses the Amazon Cognito APl operations GetId and GetCredentialsForIdentity
to exchange the Login with Amazon ID token for an Amazon Cognito token. Amazon Cognito,
which has been configured to trust your Login with Amazon project, generates a token that it
exchanges for temporary session credentials with AWS STS.

4. The app receives temporary security credentials from Amazon Cognito. Your app can also
use the Basic (Classic) workflow in Amazon Cognito to retrieve tokens from AWS STS using
AssumeRoleWithWebIdentity. For more information, see Identity pools (federated identities)
authentication flow in the Amazon Cognito Developer Guide.

5. The temporary security credentials can be used by the app to access any AWS resources required
by the app to operate. The role associated with the temporary security credentials and the
assigned policies determines what can be accessed.

Use the following process to configure your app to use Amazon Cognito to authenticate users and
give your app access to AWS resources. For specific steps to accomplish this scenario, consult the
documentation for Amazon Cognito.
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1. (Optional) Sign up as a developer with Login with Amazon, Facebook, Google, or any other
OpenlID Connect (OIDC)-compatible IdP and configure one or more apps with the provider. This
step is optional because Amazon Cognito also supports unauthenticated (guest) access for your
users.

2. Go to Amazon Cognito in the AWS Management Console. Use the Amazon Cognito wizard
to create an identity pool, which is a container that Amazon Cognito uses to keep end user
identities organized for your apps. You can share identity pools between apps. When you set up
an identity pool, Amazon Cognito creates one or two IAM roles (one for authenticated identities,
and one for unauthenticated "quest" identities) that define permissions for Amazon Cognito

users.
3. Integrate AWSAmplify with your app, and import the files required to use Amazon Cognito.

4. Create an instance of the Amazon Cognito credentials provider, passing the identity pool ID, your
AWS account number, and the Amazon Resource Name (ARN) of the roles that you associated
with the identity pool. The Amazon Cognito wizard in the AWS Management Console provides
sample code to help you get started.

5. When your app accesses an AWS resource, pass the credentials provider instance to the client
object, which passes temporary security credentials to the client. The permissions for the
credentials are based on the role or roles that you defined earlier.

For more information, see the following:

 Sign in (Android) in the AWS Amplify Framework Documentation.

« Signin (i0S) in the AWS Amplify Framework Documentation.

Using web identity federation APl operations for mobile apps

For best results, use Amazon Cognito as your identity broker for almost all web identity federation
scenarios. Amazon Cognito is easy to use and provides additional capabilities like anonymous
(unauthenticated) access, and synchronizing user data across devices and providers. However,

if you have already created an app that uses web identity federation by manually calling the
AssumeRoleWithWebIdentity API, you can continue to use it and your apps will still work fine.

The process for using web identity federation without Amazon Cognito follows this general
outline:
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1. Sign up as a developer with the external identity provider (IdP) and configure your app with the
IdP, who gives you a unique ID for your app. (Different IdPs use different terminology for this
process. This outline uses the term configure for the process of identifying your app with the
IdP.) Each IdP gives you an app ID that's unique to that IdP, so if you configure the same app with
multiple IdPs, your app will have multiple app IDs. You can configure multiple apps with each
provider.

The following external links provide information about using some of the commonly used
identity providers (IdPs):

» Login with Amazon Developer Center

« Add Facebook Login to Your App or Website on the Facebook developers site.

« Using OAuth 2.0 for Login (OpenID Connect) on the Google developers site.

/A Important

If you use an OIDC identity provider from Google, Facebook, or Amazon Cognito, do not
create a separate |IAM identity provider in the AWS Management Console. AWS has these
OIDC identity providers built-in and available for your use. Skip the following step and
move directly to creating new roles using your identity provider.

2. If you use an IdP other than Google, Facebook or Amazon Cognito compatible with OIDC, then
create an IAM identity provider entity for it.

3. In 1AM, create one or more roles. For each role, define who can assume the role (the trust policy)
and what permissions the app's users have (the permissions policy). Typically, you create one role
for each IdP that an app supports. For example, you might create a role assumed by an app if
the user signs in through Login with Amazon, a second role for the same app if the user signs
in through Facebook, and a third role for the app if the user signs in through Google. For the
trust relationship, specify the IdP (like Amazon.com) as the Principal (the trusted entity),
and include a Condition that matches the IdP assigned app ID. Examples of roles for different
providers are described in Creating a role for a third-party Identity Provider (federation).

4. In your application, authenticate your users with the IdP. The specifics of how to do this vary
both according to which IdP you use (Login with Amazon, Facebook, or Google) and on which
platform your app runs. For example, an Android app's method of authentication can differ from
that of an iOS app or a JavaScript-based web app.

Typically, if the user is not already signed in, the IdP takes care of displaying a sign-in page. After
the IdP authenticates the user, the IdP returns an authentication token with information about
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the user to your app. The information included depends on what the IdP exposes and what
information the user is willing to share. You can use this information in your app.

5. In your app, make an unsigned call to the AssumeRoleWithWebIdentity action to request
temporary security credentials. In the request, you pass the IdP's authentication token and
specify the Amazon Resource Name (ARN) for the 1AM role that you created for that IdP. AWS
verifies that the token is trusted and valid and if so, returns temporary security credentials to
your app that have the permissions for the role that you name in the request. The response
also includes metadata about the user from the IdP, such as the unique user ID that the IdP
associates with the user.

6. Using the temporary security credentials from the AssumeRoleWithWebIdentity response,
your app makes signed requests to AWS API operations. The user ID information from the IdP
can distinguish users in your app—for example, you can put objects into Amazon S3 folders that
include the user ID as prefixes or suffixes. This lets you create access control policies that lock
the folder so only the user with that ID can access it. For more information, see Identifying users

with web identity federation later in this topic.

7. Your app should cache the temporary security credentials so that you do not have to get
new ones each time the app needs to make a request to AWS. By default, the credentials
are good for one hour. When the credentials expire (or before then), you make another call
to AssumeRoleWithWebIdentity to obtain a new set of temporary security credentials.
Depending on the IdP and how they manage their tokens, you might have to refresh the
IdP's token before you make a new call to AssumeRoleWithWebIdentity, since the IdP's
tokens also usually expire after a fixed time. If you use the AWS SDK for iOS or the AWS SDK
for Android, you can use the AmazonSTSCredentialsProvider action, which manages the IAM
temporary credentials, including refreshing them as required.

Identifying users with web identity federation

When you create access policies in IAM, it's often useful to be able to specify permissions based
on configured apps and on the ID of users who have authenticated using an external identity
provider (IdP). For example, your mobile app uses web identity federation might keep information
in Amazon S3 using a structure like this:

myBucket/appl/userl
myBucket/appl/user2
myBucket/appl/user3

myBucket/app2/userl
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myBucket/app2/user2
myBucket/app2/user3

You might also want to additionally distinguish these paths by provider. In that case, the structure
might look like the following (only two providers are listed to save space):

myBucket/Amazon/appl/userl
myBucket/Amazon/appl/user?2
myBucket/Amazon/appl/user3

myBucket/Amazon/app2/userl
myBucket/Amazon/app2/user?2
myBucket/Amazon/app2/user3

myBucket/Facebook/appl/userl
myBucket/Facebook/appl/user2
myBucket/Facebook/appl/user3

myBucket/Facebook/app2/userl
myBucket/Facebook/app2/user2
myBucket/Facebook/app2/user3

For these structures, appl and app2 represent different apps, such as different games, and each
user of the app has a distinct folder. The values for appl and app2 might be friendly names that
you assign (for example, mynumbersgame) or they might be the app IDs that the providers assign
when you configure your app. If you decide to include provider names in the path, those can also
be friendly names like Cognito, Amazon, Facebook, and Google.

You can typically create the folders for appl and app2 through the AWS Management Console,
since the application names are static values. That's true also if you include the provider name

in the path, since the provider name is also a static value. In contrast, the user-specific folders
(userl, user2, user3, etc.) have to be created at run time from the app, using the user ID that's
available in the SubjectFromWebIdentityToken value that is returned by the request to
AssumeRoleWithWebIdentity.

To write policies that allow exclusive access to resources for individual users, you can match the
complete folder name, including the app name and provider name, if you're using that. You can
then include the following provider-specific context keys that reference the user ID that the
provider returns:
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e cognito-identity.amazonaws.com:sub
e wWww.amazon.com:user_id
« graph.facebook.com:id

e accounts.google.com:sub

For OIDC providers, use the fully qualified URL of the OIDC provider with the subcontext key, like
the following example:

e server.example.com:sub

The following example shows a permission policy that grants access to a bucket in Amazon S3 only
if the prefix for the bucket matches the string:

myBucket/Amazon/mynumbersgame/userl

The example assumes that the user signs in using Login with Amazon, and that the user uses an
app called mynumbersgame. The user's unique ID is presented as an attribute called user_id.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["s3:ListBucket"],
"Resource": ["arn:aws:s3:::myBucket"],
"Condition": {"StringlLike": {"s3:prefix": ["Amazon/mynumbersgame/
${www.amazon.com:user_id}/*"]}}

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::myBucket/amazon/mynumbersgame/${www.amazon.com:user_id}",
"arn:aws:s3:::myBucket/amazon/mynumbersgame/${www.amazon.com:user_id}/*"
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]
}

You would create similar policies for users who sign in using Amazon Cognito, Facebook, Google,
or another OpenID Connect-compatible IdP. Those policies would use a different provider name as
part of the path as well as different app IDs.

For more information about the web identity federation keys available for condition checks in
policies, see Available keys for AWS web identity federation.

Additional resources for web identity federation

The following resources can help you learn more about web identity federation:

« Amazon Cognito Identity in the Amplify Libraries for Android Guide and Amazon Cognito Identity
in the Amplify Libraries for Swift Guide.

« The Web Identity Federation Playground is an interactive website that lets you walk through

the process of authenticating via Login with Amazon, Facebook, or Google, getting temporary
security credentials, and then using those credentials to make a request to AWS.

» The entry Web Identity Federation using the AWS SDK for .NET on the AWS .NET Development
blog walks through how to use web identity federation with Facebook and includes code
snippets in C# that show how to call AssumeRoleWithWebIdentity and how to use the
temporary security credentials from that API call to access an S3 bucket.

» The article Web Identity Federation with Mobile Applications discusses web identity federation

and shows an example of how to use web identity federation to get access to content in Amazon
S3.

About SAML 2.0-based federation

AWS supports identity federation with SAML 2.0 (Security Assertion Markup Language 2.0), an
open standard that many identity providers (IdPs) use. This feature enables federated single sign-

on (SS0), so users can log into the AWS Management Console or call the AWS API operations
without you having to create an IAM user for everyone in your organization. By using SAML, you
can simplify the process of configuring federation with AWS, because you can use the IdP's service
instead of writing custom identity proxy code.

IAM federation supports these use cases:
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» Federated access to allow a user or application in your organization to call AWS API
operations. You use a SAML assertion (as part of the authentication response) that is generated
in your organization to get temporary security credentials. This scenario is similar to other
federation scenarios that IAM supports, like those described in Requesting temporary
security credentials and About web identity federation. However, SAML 2.0-based IdPs in
your organization handle many of the details at run time for performing authentication and
authorization checking. This is the scenario discussed in this topic.

« Web-based single sign-on (SSO) to the AWS Management Console from your organization.

Users can sign in to a portal in your organization hosted by a SAML 2.0-compatible IdP, select an
option to go to AWS, and be redirected to the console without having to provide additional sign-
in information. You can use a third-party SAML IdP to establish SSO access to the console or you
can create a custom IdP to enable console access for your external users. For more information
about building a custom IdP, see Enabling custom identity broker access to the AWS console.

Topics

Using SAML-based federation for APl access to AWS

Overview of configuring SAML 2.0-based federation

Overview of the role to allow SAML-federated access to your AWS resources

Uniquely identifying users in SAML-based federation

Using SAML-based federation for APl access to AWS

Assume that you want to provide a way for employees to copy data from their computers to a
backup folder. You build an application that users can run on their computers. On the back end,
the application reads and writes objects in an S3 bucket. Users don't have direct access to AWS.
Instead, the following process is used:
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1. A user in your organization uses a client app to request authentication from your organization's
IdP.

2. The IdP authenticates the user against your organization's identity store.

3. The IdP constructs a SAML assertion with information about the user and sends the assertion to
the client app.

4. The client app calls the AWS STS AssumeRoleWithSAML API, passing the ARN of the SAML
provider, the ARN of the role to assume, and the SAML assertion from IdP.

5. The API response to the client app includes temporary security credentials.

6. The client app uses the temporary security credentials to call Amazon S3 APl operations.

Overview of configuring SAML 2.0-based federation

Before you can use SAML 2.0-based federation as described in the preceding scenario and diagram,
you must configure your organization's IdP and your AWS account to trust each other. The general
process for configuring this trust is described in the following steps. Inside your organization, you
must have an IdP that supports SAML 2.0, like Microsoft Active Directory Federation Service (AD FS,
part of Windows Server), Shibboleth, or another compatible SAML 2.0 provider.
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® Note

To improve federation resiliency, we recommend that you configure your IdP and AWS
federation to support multiple SAML sign-in endpoints. For details, see the AWS Security
Blog article How to use regional SAML endpoints for failover.

To configure your organization's IdP and AWS to trust each other

1.

Register AWS as a service provider (SP) with the IdP of your organization. Use the SAML
metadata document from https://region-code.signin.aws.amazon.com/static/
saml-metadata.xml

For a list of possible region-code values, see the Region column in AWS Sign-In endpoints.

You can optionally use the SAML metadata document from https://
signin.aws.amazon.com/static/saml-metadata.xml.

Using your organization's IdP, you generate an equivalent metadata XML file that can describe
your IdP as an IAM identity provider in AWS. It must include the issuer name, a creation date,
an expiration date, and keys that AWS can use to validate authentication responses (assertions)
from your organization.

In the IAM console, you create a SAML identity provider entity. As part of this process, you
upload the SAML metadata document that was produced by the IdP in your organization in
Step 2. For more information, see Creating IAM SAML identity providers.

In IAM, you create one or more IAM roles. In the role's trust policy, you set the SAML provider
as the principal, which establishes a trust relationship between your organization and AWS.
The role's permission policy establishes what users from your organization are allowed to do in
AWS. For more information, see Creating a role for a third-party Identity Provider (federation).

(® Note

SAML IDPs used in a role trust policy must be in the same account that the role is in.

In your organization's IdP, you define assertions that map users or groups in your organization
to the IAM roles. Note that different users and groups in your organization might map to
different IAM roles. The exact steps for performing the mapping depend on what IdP you're
using. In the earlier scenario of an Amazon S3 folder for users, it's possible that all users
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will map to the same role that provides Amazon S3 permissions. For more information, see
Configuring SAML assertions for the authentication response.

If your IdP enables SSO to the AWS console, then you can configure the maximum duration of
the console sessions. For more information, see Enabling SAML 2.0 federated users to access
the AWS Management Console.

(® Note

The AWS implementation of SAML 2.0 federation does not support encrypted SAML
assertions between the IAM identity provider and AWS. However, the traffic between
the customer's systems and AWS is transmitted over an encrypted (TLS) channel.

6. In the application that you're creating, you call the AWS Security Token Service
AssumeRoleWithSAML API, passing it the ARN of the SAML provider you created in Step 3,
the ARN of the role to assume that you created in Step 4, and the SAML assertion about the
current user that you get from your IdP. AWS makes sure that the request to assume the role
comes from the IdP referenced in the SAML provider.

For more information, see AssumeRoleWithSAML in the AWS Security Token Service API

Reference.

7. If the request is successful, the API returns a set of temporary security credentials, which your
application can use to make signed requests to AWS. Your application has information about
the current user and can access user-specific folders in Amazon S3, as described in the previous
scenario.

Overview of the role to allow SAML-federated access to your AWS resources

The role or roles that you create in IAM define what federated users from your organization

are allowed to do in AWS. When you create the trust policy for the role, you specify the SAML
provider that you created earlier as the Principal. You can additionally scope the trust policy
with a Condition to allow only users that match certain SAML attributes to access the role. For
example, you can specify that only users whose SAML affiliation is staff (as asserted by https://
openidp.feide.no) are allowed to access the role, as illustrated by the following sample policy:

{
"Version": "2012-10-17",
"Statement": [{
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"Effect": "Allow",
"Principal": {"Federated": "arn:aws:iam::account-id:saml-provider/
ExampleOrgSSOProvider"},
"Action": "sts:AssumeRoleWithSAML",
"Condition": {
"StringEquals": {
"saml:aud": "https://signin.aws.amazon.com/saml",
"saml:iss": "https://openidp.feide.no"
},
"ForAllValues:StringLike": {"saml:edupersonaffiliation": ["staff"]1}
}
1]

(® Note

SAML IDPs used in a role trust policy must be in the same account that the role is in.

For more information about the SAML keys that you can check in a policy, see Available keys for
SAML-based AWS STS federation.

You can include regional endpoints for the saml : aud attribute at https://region-
code.signin.aws.amazon.com/static/saml-metadata.xml. For a list of possible region-
code values, see the Region column in AWS Sign-In endpoints.

For the permission policy in the role, you specify permissions as you would for any role. For
example, if users from your organization are allowed to administer Amazon Elastic Compute Cloud
instances, you must explicitly allow Amazon EC2 actions in the permissions policy, such as those in
the AmazonEC2FullAccess managed policy.

Uniquely identifying users in SAML-based federation

When you create access policies in IAM, it's often useful to be able to specify permissions based on
the identity of users. For example, for users who have been federated using SAML, an application
might want to keep information in Amazon S3 using a structure like this:

myBucket/appl/userl
myBucket/appl/user2
myBucket/appl/user3
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You can create the bucket (myBucket) and folder (app1l) through the Amazon S3 console or the
AWS CLI, since those are static values. However, the user-specific folders (userl, user2, user3,
etc.) have to be created at run time using code, since the value that identifies the user isn't known
until the first time the user signs in through the federation process.

To write policies that reference user-specific details as part of a resource name, the user identity
has to be available in SAML keys that can be used in policy conditions. The following keys are
available for SAML 2.0-based federation for use in IAM policies. You can use the values returned by
the following keys to create unique user identifiers for resources like Amazon S3 folders.

« saml:namequalifier. A hash value based on the concatenation of the Issuer response value
(saml:iss) and a string with the AWS account ID and the friendly name (the last part of the
ARN) of the SAML provider in IAM. The concatenation of the account ID and friendly name of
the SAML provider is available to IAM policies as the key saml : doc. The account ID and provider
name must be separated by a '/' as in "123456789012/provider_name". For more information,
see the saml :doc key at Available keys for SAML-based AWS STS federation.

The combination of NameQualifier and Subject can be used to uniquely identify a federated
user. The following pseudocode shows how this value is calculated. In this pseudocode +
indicates concatenation, SHA1 represents a function that produces a message digest using
SHA-1, and Base64 represents a function that produces Base-64 encoded version of the hash
output.

Base64 ( SHA1 ( "https://example.com/saml" + "123456789012" + "/
MySAMLIdP" ) )

For more information about the policy keys that are available for SAML-based federation, see
Available keys for SAML-based AWS STS federation.

« saml:sub (string). This is the subject of the claim, which includes a value that
uniquely identifies an individual user within an organization (for example,
_cbb88bf52c2510eabe@0cl1642d4643T41430Te25e3).

« saml:sub_type (string). This key can be persistent, transient, or the full Format URI
from the Subject and NameID elements used in your SAML assertion. A value of persistent
indicates that the value in saml : sub is the same for a user across all sessions. If the value is
transient, the user has a different saml : sub value for each session. For information about
the NameID element's Format attribute, see Configuring SAML assertions for the authentication

response.
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The following example shows a permission policy that uses the preceding keys to grant permissions
to a user-specific folder in Amazon S3. The policy assumes that the Amazon S3 objects are
identified using a prefix that includes both saml : namequalifier and saml:sub. Notice that the
Condition element includes a test to be sure that saml:sub_type is set to persistent. If it

is set to transient, the saml : sub value for the user can be different for each session, and the
combination of values should not be used to identify user-specific folders.

{
"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"

1,

"Resource": [
"arn:aws:s3:::exampleorgBucket/backup/${saml:namequalifier}/${saml:subl}",
"arn:aws:s3:::exampleorgBucket/backup/${saml:namequalifier}/${saml:sub}/*"

1,

"Condition": {"StringEquals": {"saml:sub_type": "persistent"}}

}
}

For more information about mapping assertions from the IdP to policy keys, see Configuring SAML
assertions for the authentication response.

Creating IAM identity providers

(@ Note

We recommend that you require your human users to use temporary credentials when
accessing AWS. Have you considered using AWS IAM Identity Center? You can use IAM
Identity Center to centrally manage access to multiple AWS accounts and provide users
with MFA-protected, single sign-on access to all their assigned accounts from one place.
With IAM Identity Center, you can create and manage user identities in IAM Identity
Center or easily connect to your existing SAML 2.0 compatible identity provider. For more
information, see What is IAM Identity Center? in the AWS IAM Identity Center User Guide.
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You can use an external identity provider (IdP) to manage user identities outside of AWS. An
external IdP can provide identity information to AWS using either OpenID Connect (OIDC) or
Security Assertion Markup Language (SAML). Examples of well-known OIDC identity providers are:
Login with Amazon, Facebook, and Google. Examples of well-known SAML identity providers are:
Shibboleth and Active Directory Federation Services.

When you want to configure federation with an external IdP, you create an IAM identity provider
to inform AWS about the external IdP and its configuration. This establishes "trust" between your
AWS account and the external IdP. The following topics include details about how to create an IAM
identity provider for each of the external IdP types.

Topics

» Creating OpenlID Connect (OIDC) identity providers

» Creating IAM SAML identity providers

Creating OpenlID Connect (OIDC) identity providers

IAM OIDC identity providers are entities in IAM that describe an external identity provider (IdP)

service that supports the OpenlD Connect (OIDC) standard, such as Google or Salesforce. You use
an IAM OIDC identity provider when you want to establish trust between an OIDC-compatible IdP
and your AWS account. This is useful when creating a mobile app or web application that requires

access to AWS resources, but you don't want to create custom sign-in code or manage your own
user identities. For more information about this scenario, see the section called “About web identity
federation”.

You can create and manage an IAM OIDC identity provider using the AWS Management Console,
the AWS Command Line Interface, the Tools for Windows PowerShell, or the IAM API.

After you create an IAM OIDC identity provider, you must create one or more IAM roles. A role is
an identity in AWS that doesn't have its own credentials (as a user does). But in this context, a role
is dynamically assigned to a federated user that is authenticated by your organization's IdP. The
role permits your organization's IdP to request temporary security credentials for access to AWS.
The policies assigned to the role determine what the federated users are allowed to do in AWS.
To create a role for a third-party identity provider, see Creating a role for a third-party Identity

Provider (federation).
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/A Important

When you configure identity-based policies for actions that support oidc-provider
resources, IAM evaluates the full OIDC identity provider URL, including any specified paths.
If your OIDC identity provider URL has a path, you must include that path in the oidc-
provider ARN as a Resource element value. You also have the option to append a
forward slash and wildcard (/*) to the URL domain or use wildcard characters (* and ?) at
any point in the URL path. If the OIDC identity provider URL in the request doesn't match
the value set in the policy's Resource element, the request fails.

Topics

Creating and managing an OIDC provider (console)

Creating and managing an IAM OIDC identity provider (AWS CLI)

Creating and managing an OIDC Identity Provider (AWS API)

Obtaining the thumbprint for an OpenlD Connect Identity Provider

Creating and managing an OIDC provider (console)

Follow these instructions to create and manage an IAM OIDC identity provider in the AWS

Management Console.

/A Important

If you are using an OIDC identity provider from either Google, Facebook, or Amazon
Cognito, do not create a separate IAM identity provider using this procedure. These OIDC
identity providers are already built-in to AWS and are available for your use. Instead,
follow the steps to create new roles for your identity provider, see Create a role for OpenlID
Connect federation (console).

To create an IAM OIDC identity provider (console)

1.

Before you create an IAM OIDC identity provider, you must register your application with the
IdP to receive a client ID. The client ID (also known as audience) is a unique identifier for your
app that is issued to you w