aws

Developer Guide

Amazon S3 Glacier

API Version 2012-06-01

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



Amazon S3 Glacier Developer Guide

Amazon S3 Glacier: Developer Guide

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon's trademarks and trade dress may not be used in connection with any product or service
that is not Amazon's, in any manner that is likely to cause confusion among customers, or in any
manner that disparages or discredits Amazon. All other trademarks not owned by Amazon are
the property of their respective owners, who may or may not be affiliated with, connected to, or
sponsored by Amazon.




Amazon S3 Glacier Developer Guide

Table of Contents

.......................................................................................................................................................... X
What IS AMAzon S3 GlACI@I? ...cccccciiiiiiisiiscsscssssssnnesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 1
DO YOUu CUIrently USE S3 GLACIEI? ...ttt te st e e e s sae st st e s ae s s e ssea et e aesbanes 1
DA MOAEL ..ttt ettt ettt st st e s b et et e et et e e e b e st et e sa b et eaaesa s entenans 3
VAULE ettt ettt sttt st sb et e s et et et et e b et e e e R et et e R e b et et e s et et esesbe e eneenas 3
ATCRIVE ettt ettt s e st e et e et s e e et e st e st et e st e s be e s e e s e ese et et et et ebebensaeseeseessensentententanes 4

JOD ettt b ettt b et et e b et e be e e e b et e e esentanaesaes 4
Notification CoONFIGUIAtION ...c..ovieeeeeeee ettt s e e e a e et st aas 5
SUPPOItEA OPEIAtIONS ..ottt cte e te e e et e e e st e st e sae s e s se s e e e e s e saeaestassassessesssessessessansansans 6
VAU OPEIAtiONS ...ttt sttt e e rte st e te st e ste st e s e e e e e s st e s e testasbassassassaessessansansansansansans 6
ATCRIVE OPEIALIONS ..ttt ettt ste e te e et s e et e st e st e s b e s sesse e e esa e st esaensessassasseesesnsansanes 7

JODIS e st b et sttt et et et e R et et e e ae b e e e s e ae e eseeaan 7
ACCESSING S3 GLACIET ettt ettt e ste st e s te st e s e e e e e et et e te st et e s sassessesssesaessensassansassassassessaanean 7
REGIONS @aNd ENAPOINTS ...ccvoieeeeeeeeeeee ettt te s e e e e e s e st esaa b e ba s e e e e neeaennanes 8
Getting SEarted ... iiiiiiiiiiiiiiieniiiiieeeiititseesssessssisseeeeestesssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 9
Step 1: BEfOre YOU BEGIN ...ocuvieeeeeeeeeeeetetetete ettt ettt stesveste s e s et e stesaesbessessa e e e aenaanaensanean 10
Set UP N AWS QCCOUNT ...ttt et s e s st e s sae s s e e s seessaessaesssaessaaesssesssessssassssesssassseanns 10
Download the Appropriate AWS SDK ...ttt ee e saesteste s e se s e e e e e e e sae s 12

SEEP 2: Create @ VAULL ..ottt et te e et e a et e st et e st e e e e e e e e aeaetentenean 13
Step 3: Upload an Archive t0 @ VaULL ...ttt sa et 14
Upload an Archive by USING JAVA ...ttt saesaesae s s e s n e a et s s s 15
Upload an Archive by UsSiNG .NET ...ttt s e s aesae st saesaessessesse s e eaenannans 20

Step 4: Download an Archive from @ Vault ...ttt ae e 22
Download an Archive by USING JAVa ...ttt e e st ssesae st sa e e nennan 23
Download an Archive by USING .NET ...ttt e e sne st et saesaesae e se e ssnenens 25

Step 5: Delete an Archive from @ VAULt ...ttt 27
RELALEA SECLIONS ..ottt sttt a e st e s et e st et s e sae s et e sasaenaesassas 27
Delete an Archive by USING JAVA ...ttt sae s saesa e sa et 28
Delete an Archive by USING NET ...ttt ste st e e st stesaesaesse s e s e aesnennans 29
Deleting an Archive by Using the AWS CLI ...ttt saesa et se s 30

SEEP 6: DELETE @ VAULL ..ttt ettt et s e a e e e et s ae st e e reerneneens 33
Where DO | GO FrOM HEIE? ...ttt ettt sttt st et se s e st st ssesae st e e sse s e e s e ssesae e ssassessenens 34
WOrking With VAULES ....ciiiiiiiiiiiieennniiiiiiiiiiiiinnesesseessisseceeessssssssssssssssssssssssssssssssssssssssssssssssssssssssssns 35
Vault Operations iN S3 GLACIEN ......cceceeeeeceeeeeete ettt ste e te st e e e e e e e e e sae e e saesaessessaesasnnans 36

API Version 2012-06-01 iii



Amazon S3 Glacier Developer Guide

Creating and Deleting VAULLS ...ttt sttt st nes 36
Retrieving Vault Metadata ...ttt sttt st et ae e s e 36
Downloading @ Vault INVENTOIY ...ttt re et st sae st e sae e se e e e e e ennan 36
Configuring Vault NOtIfICQtIONS ......cov oottt a e aan 37
CrEAtING @ VAULL ...ttt et et ettt st e st e s e e e seesa e e e e et astesaessesseeseesesnnessanes 37
Creating @ Vault USING JAVA ...ttt sttt ste e ae e sa et et e sae b e s s e e e nnennan 38
Creating @ Vault USING NET ...ttt e et e stesaesbe s s a e a e b aanan 41
Creating @ Vault USING REST ...ttt ettt te e ste s e s e s e ssse e e s esaesaasaasaessassessnennannans 46
Creating @ Vault Using the CONSOLE ...ttt st sae s e e saennens 46
Creating @ Vault UsSiNg the AWS CLI ...ttt saeste s e st aesae s 46
Retrieving Vault Metadata ...ttt ettt sae st e st e e e sa et aesaasaens 48
Retrieving Vault Metadata USING JAVA ...ttt ste e e e saesaesaeneans 48
Retrieving Vault Metadata USiNG NET ...ttt saeste e s e s e e s nenens 51
Retrieving Vault Metadata USiNg REST ...ttt re s aesaesa et sae e 54
Retrieving Vault Metadata Using the AWS CLI ...ttt 54
Downloading @ Vault INVENTOIY ...ttt stesteste e e e re e e saesaestesaessaese s s e snsnnaneans 55
ADOUL the INVENTOTY ..ttt et te st e e e e e e e st et e aasse s e s snennanes 57
Downloading a Vault Inventory USING JAVA ...ttt stes e e e s s ssesaenaas 57
Downloading a Vault Inventory USiNG .NET ...t ae e saesse e se e e ns 65
Downloading a Vault Inventory USiNg REST ...ttt see e veste e sse s saesnenennens 72
Downloading a Vault Inventory Using the AWS CLI ...t 73
Configuring Vault NOtITICAtIONS .....cocueieeeceeeeeee ettt ettt s 75
GENETAL CONCEPLS .uveeereteeteeteeee ettt et rte e este e e e e et e s e s te st e st e s bessassaeseesaessestetensansassassaesasssensassensansan 76
Configuring Vault Notifications USING JAVa .......cceirieieecceeeeseseeest ettt ese e e aennas 78
Configuring Vault Notifications UsiNg .NET ..ottt re e e s saesaeaas 81
Configuring Vault Notifications Using the REST AP ... 84
Configuring Vault Notifications by Using the Console .........coeereeecieciecececececececeeee e 84
Configuring Vault Notifications Using the CLI ...t 86
DELELING @ VAULL ..ttt et te st e s b e st e e e se e e e e e st et e bessessesseeneenaanaensanes 87
Deleting @ Vault USING JAVA ...ttt este s s e e st et essesaasse e e e e e aeaesaannans 88
Deleting @ Vault USiNG (NET ...ttt stesaesveste s e e e e sa e s e st e sae s b e s sesse e ennennan 89
Deleting @ Vault USING REST ...ttt e steste s e s e e e e e e s e saesaessassasse s e ssaennensannans 91
Deleting an Empty Vault by Using the CONSOLE ...t 91
Deleting a Vault UsSing the AWS CLI ...ttt e et stesaesae s ne 92
TAGGING VAULLS ..ttt ettt e s re e e e et e st et e s s e st e s s e e e e e sa et et eta b e sasassassaessanaanes 95
Tagging Vaults by Using the Amazon S3 Glacier CONSOLE .....coeveeeecieeeceeteceeeceeee e 96

API Version 2012-06-01 iv



Amazon S3 Glacier Developer Guide

Tagging Vaults by Using the AWS CLI ...ttt stestesae e se s s e s esennens 97
Tagging Vaults by Using the AmMazon S3 Glacier APl ...ttt 98
RELALEA SECLIONS ...ttt ettt b e sttt s et et s e s s e s et e sasaesaenasas 98
VAULE LOCK ittt ettt ettt sttt sttt s s b et e s b et et e e sba st enassansansenasansenans 99
VaUlt LOCKING OVEIVIEW ....cvieeeeieeieeeeteteteetecteete s e et e tesaestestestesse s e s e e s essessessessassassessassssssensansansansans 99
Vault Locking by USING the AP ...ttt e e et st st sae e ns 100
Vault Locking USING the CLI ...ttt sve e tese e s s e saesaessessa s e e e s e eaesaesaenan 101
Vault Locking by Using the CONSOLE ...ttt a e sa et aeeeas 103
WOrking With ArchiVes .....eeeiiiiiiiiiiiiieeeennciiiiiciiiiinneeesssssiissecesetssssssssssssssssssssssssssssssssssssssssssssss 106
ATCRIVE OPEIALIONS ...ttt ettt ste e et e e e e et et e st e st et e st e e se e e e s e e et essentassassassessaensansansansan 107
UPLOAding @n AFCRIVE ...ttt et st e st e s te s e s e s e e e e s e s e sbestestassassnsnnennan 107
FINAING QN AFCRIVE .ttt ettt ettt esbe s v e e s e e et et e tasaessassesseesnenaannans 107
DoWNLoading @n AFCRIVE ...ttt ettt ettt e s e e e e e a et e s b et e saa s e sessnennans 107
DELEtING QN AICRIVE .ttt ettt e st e st e st e e s e e e st e st e ta s e sesnaennans 108
UPAting @ AFCRIVE ..ottt te e a et et e st e s ssa e e e e et e s et e saassassasnnenaanes 108
Maintaining Client-Side Archive Metadata ...t 108
UPLOAAING @N AFCRIVE ..ottt ettt e s testesse s e e e e e e e s e saestesaa s assassaeseensennensansans 108
Options for Uploading an ArCRIVE ...ttt sae e e s a et aesaasaens 109
Uploading an Archive in a Single Operation .........eecececesececeeeeee et 110
Uploading Large Archives iN PArts ...ttt sve e e e ssessesaesaesaesse s e ssaeaennens 120
DoWNLoAdiNg AN AFCRIVE ....eoeeeeceeeeee ettt ettt e e e e e e e s et e st e s aesaesse e e s e e e e aeseasansansans 137
Retrieving Archives in CONSOLE ...ttt ste st e s e s e e e s e tesaesaesaessesseennennens 138
Downloading an Archive USING JAVA ...ttt stestestesse s e s e ssesaessessessaseens 142
Downloading an Archive USING .NET ... eestesaesaesse s e ssaeses s esnessaneens 159
Downloading an Archive by USINg REST ...ttt sae e sas e e snnens 175
Downloading an Archive Using the AWS CLI ...ttt sae e e e 176
DELELING QN ATCRIVE .ttt et e st e st e s be s e e e e s et e e et e st e saassassassnesesnnans 179
Deleting an Archive USING JAVA ...ttt ettt saeste st se s e s s e saasaanaans 180
Deleting an Archive USING INET ...ttt stesre s e e e e s ae s e saesse s e se s e e e enennan 182
Deleting an Archive USING REST ...ttt e e e s saesaestestesse s e e s s e s e saenae s s 185
Deleting an Archive Using the AWS CLI ...ttt e et stesae e se e nennens 185
USING the AWS SDKS ...ciiieeerenniiiiiceiiiiinnseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 189
AWS SDK Libraries for Java and .NET .......ccocoiirininninenieenenienteesesteessessesseessessessssessessessssessesassens 189
What IS the LOW-LEVEL API? ...ttt ettt ae st st s et e sse st e s e saa st e e snans 189
What IS the HIgh-LeVEL API? ...ttt ae e e re e s e s saestesaessesse s e e s ennannens 190
When to Use the High-Level and LOW-LeVEl AP ...ttt 190

API Version 2012-06-01 v



Amazon S3 Glacier Developer Guide

WOTrKiNG With AWS SDKS ...ttt e e se s saeste st e s tessesse e e s e e s e s et e saesaassassassassnennanes 190
USIiNG the AWS SDK FOI JAVA ..ottt sae st sae st e sae s e s e a ettt sa s 191
USING the LOW-LEVEL AP ...ttt ettt stesae st e e e e e sa et e aesbestasaassassesnaennans 192
USING the HIGR-LeVEL AP ...ttt ettt te e te s e e e e e e s et saestesaesaasse e s nenaennans 193
Running Java Examples USING ECLIPSE ..ottt a e nesae s 194
Setting the ENAPOINT ...ttt e e sa et sa e s ae st e s e e e e a e e e a e aa s 194
USIiNG the AWS SDK FOr INET ...ttt te st e stestesvesaeese e e s e e s et e stessessassassessasssennensansans 195
USING the LOW-LEVEL AP ...ttt ettt stesae e s e e e s et e aesaastesaa s e s sesnnennenns 196
USING the HIGR-LeVEL AP ...ttt ettt te e te s e e e e e e s et saestesaesaasse e s nenaennans 197
RUNNING .NET EXQIMIPLES ..cveeieeeieeeetetetestesteeee et tesaestestesaesse s e sss e s et esaessessessassassessasnssnsensansensans 197
Setting the ENAPOINT ...ttt e s et sa et sa e ae b e s e s e e e e e e n e aa s 198
COdE EXAMPLES ...ceeeernnniiiiieiiiiiiieeeensneisssseceeettesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssanes 199
ACTIONS ettt ettt s e s e e s st e e st e s st e e st e e b e s sae s b e e s s e e e aeassaasssaessaessseasssessaesssaeseasssesssaesssasssaanns 201
iV [ I - T OO TSRO 202
Create @ MULLIPArt UPLOAd ...ttt a et ae s e a e e aesaaaans 203
CrEATE @ VAULL .ottt ettt e st e st e s b et e s e e e e e e et et e st e bessessaeseeseeneensentanean 206
DELETE @ VAULL .ttt ettt e s ae st s e e ettt e st e st e be e e e se e e e e e aetentanas 212
DELELE AN AICRIVE ...ttt e e et e s ae s ae st e st e e e e e e e e sa e b atensensenes 215
Delete vault NOLIFICAtIONS ....c.ocveeeeeeee ettt ae s ae s e ae e nnens 219
DESCIIDE @ JOD ettt sttt ettt e e e et e bentetanaeeaeeraenean 220
DESCIIDE @ VAULL .ttt a et st ae st e s e e e et et e b e tessaesassaennenaanes 222
DOWNLOAA @N @rCRIVE ..ttt ettt ae e a et t et e s e se e e e e e e e a e banes 224
GEL JOD OUEPUL .ttt e st e st e e e e et et e bestesaesaassessnenaaneans 226
Get vault notification coNfigUIration ... aens 228
LIST JODS ettt ettt et s b st et e e e aa et et e ae b e b e seereeae e e et enteteaanes 230
LIST QS weitieitirteereecteet ettt et s e s st e st e s e e s s e s s aa e st s a e e st e e s a e e e b e e b e e b e e s e et e e saa e st e e saesaaeeaaans 234
LIST VAULES .ottt st e e sa e s ae st e st e s e e e e e e e e e e b et e besaassessaesaeseenaansantansansanes 236
Retrieve @ VAULL INVENTOIY ..ottt a e e st et esaesse s e e e e e e e e aesaeaenan 241
Retrieve an archive from @ VAUl ...ttt 246
Set VaUlt NOLIFICATIONS ... a ettt a s 247
Upload an archive 10 @ VAULL ...ttt ettt ae et an 249
SCENANIOS .eeeeiteieteeciteete ettt et e e s st e st e e sae e s e e s ssa e s te s st esstasssaesssas st asssesssaesssassseasssessseesssessseasssessssesssesssannns 260
Archive a file, get notifications, and initiate @ JOb ...c.cceeeoeeeeeeeeeeeeee e 260
Get archive content and delete the archiVe ... 266
SECUNITY ceiiiiiiiieennneiiiieiieiiiinensessssssssssssesessssssssssssssssssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 272
DAta Prot@CLION ettt ettt e ae et s st e s sae e st e s sae e s b e s ssaessaessaassssasssaessnesssessssannns 272

API Version 2012-06-01 vi



Amazon S3 Glacier Developer Guide

DAta ENCIYPLION ettt et essae s st e s e e e st e s sae s s e e s saeessaesssesssaessasssaesssesssaesssessanns 273

KEY MANAGEMENT ...ttt ettt re st e s ste s sae e s ae s s se e s sbe s aeessaessaaessaesssaessaassssessaesssaanns 274
INterNetWOork TraffiC PriVACY ..ottt sttt a e 274
Identity and Access ManNAgEMENT .......cceceeiieiieietetececte e e sa et e stestesaeste s e e s e e e s e aesaessensessanes 274
AUAIENCE ...ttt sttt sttt s b et e s b et et s st e st e e s b et et s se b e st esassa st estesassansasessensensenanes 275
Authenticating With identities ...t anens 276
Managing access USING POLICIES ...coeieiieiieieciececeeeeeete et ste st s e e e e e e e e e sae st e stesse s e sse e e esaenaennan 279

How Amazon S3 Glacier Works With TAM ...ttt sae st sae e esens 281
Identity-based POliCYy EXAMPLES ...ttt e st e e a et aesaenaens 289
Resource-based policy EXAMPLES ...ttt re s e a et e e s baenas 297
TrOUBLESNOOTING .ttt sttt st e st esae s be s e s sa e e s e e ae s entanean 302
Amazon S3 Glacier APl Permissions REFEre&NCE .......c.ocuvevveviveninininenetrereteesese e 304
Logging and MONITOFING ..cueeuieieeeeceeeee ettt ettt te st e ste s e e e e e e s e s e st et e aessessessaeseessennensansans 312
ComMPLIANCE Valid@tion ...ttt te e e e e s et st e s ae st e s sa e e eseennesaaneans 313
RESILIEICE .ottt ettt ettt s s b et et s s et et e e b et esa s s et e st esassastesasansensenn 315
INFrAaStrUCTUIE SECUIILY ..oveeeeeeeeeee ettt et st e st et e s e e e e s e e sae st e stesaassessasanesaannans 316
VPC ENAPOINTS .ottt ettt e ste e s te s e e e e st et e st et et e s sa s seesa e e et et etessessasasessnennanes 316

Data RetrieVval POLICIES ......cccvccrvrrrnneennnnennnnnnnnnneenneneiieeiiiiiiiinieisiesssesssssssssssssssssssssssssssssssssssssssssssee 317
Choosing an S3 Glacier Data RetrieVal POLICY ...ttt 317
Free Tier ONLY POLICY ..ottt e ettt e te st e sse s e e e e s et saesaa st e sasseesesnnenaanes 318

Max RetrieVal RAt@ POLICY ..ottt ettt steste s e s e s e e e e s e e e aesaestessa e snnennan 318

NO RetrieVal Limit POLICY .ottt s et saesaestesse s a e st et aa e 319
Using the S3 Glacier Console to Set Up a Data Retrieval PoOliCy ......ccccoceeececeeenecececeeeeeeee 319
Using the Amazon S3 Glacier API to Set Up a Data Retrieval Policy .......cccevvevveceeciececeneceeenen. 320
Using the Amazon S3 Glacier REST API to Set Up a Data Retrieval Policy .......cccceeueeuennenne. 320
Using the AWS SDKs to Set Up a Data Retrieval PoliCy .....cccoeoeeeeeeeecieieeeececeeeeee e 320
TAGGING RESOUICES ..cceeeeeiiiiieiiiiieneeesssnessssssseesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnses 321
TAGGING BASICS cneeiiiiiiirteecteeteecteete st cs e st estessae s st e s sae e st e s sse e b e s ssa e st esssaasssessseesstesssessseessessssesssenses 321
TG RESEFICTIONS .ttt sttt et e st e s e e e sae e s e e s ae s sa e s aeesaaesbasssaesssaessaasssesssaennsens 322
Tracking Costs USING TAagQING ...cceeeeieieieieeciecresreeeeeeee e etestesaessessessessessesssssessessessessessessesssssssssensenes 322
Managing Access Control With TaggQing ..ottt sre e re e e e e aeseens 322
RELALEA SECLIONS ..ottt ettt s sa e st ettt et et et e e s b e st et s sasbe st e e ssassesasansan 323
Audit Logging with AWS CloudTrail ....ccccciiiiiiiiimnennnniiiiiiiieciiinneenessenssssssscesssssssssssssssssssssssssssssses 324
Amazon S3 Glacier Information in CloudTrail .....cccccveeieviiineniieeeeeeee e 324
Understanding Amazon S3 Glacier Log File ENtri@s .......cceceeeeeveeeeeieeeetececece e 325
APl REFEIENCE auvvevvverrreeennnnnnennnnnnieiiiiiiiiiiiieieesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssses 329

API Version 2012-06-01 vii



Amazon S3 Glacier Developer Guide

CoMMON REQUESE HEAAENS ...ttt ettt te st s e e e e s et e st e s e s e se e e e e e e e s eaesaneas 330
ComMMON RESPONSE HEAENS .......eeueeieeetetececeete ettt te e s e e e et e saesaesta s se e e e s esae s e saessansanes 333
SIGNING REQUESTS ..ottt sttt et ss e s ste s st e s te s s se e s saeesae e s be s saessaaesaaasssessssessseesssesssessssensees 333
Example Signature CalCULAtioNn ...ttt st re et s a e nenan 335
Calculating Signatures for the Streaming Operations .........cceceveececiecececececeeee e 336
COMPULING CRECKSUMIS ...ttt ettt e stesteste s e e e e e e e e s e s e s e be st assassaesassaesaessensansansansan 339
Tree Hash Example 1: Uploading an archive in a single request .........cccovevecececececeeeeennne 340
Tree Hash Example 2: Uploading an archive using a multipart upload ........cccccevvevieienenennen. 341
Computing the Tree Hash Of @ File ..ottt aens 342
Receiving Checksums When Downloading Data .......cccceceeeeeeeeecececeeetesece e 352
EFTOr RESPONSES ...ttt sste s ste s et e s s st e s s st e s e sseessneessssaessssessssnasssssesssssssssssesssssesssssensnne 354
Example 1: Describe Job request with a job ID that does not exist ........ccceeeeveeeceeeceeenene. 357
Example 2: List Jobs request with an invalid value for the request parameter ...................... 358
VAULIL OPEIALIONS ..ottt e te e s te s e s e e e e s et e st e st e st e s seeseesaessesaastessassansassassesssensansansans 359
ADOIT VAULE LOCK ittt ettt et sae st s s st a s ae st s s b e st e e saasaesaenans 360
Add TGS TO VAULL ...ttt ettt e te s e e s e e e et e aesba st e saesaeneennenaanes 363
CrEALE VAULL ettt ettt sttt st ettt et et et e e s b et et e sa b et esessanbenaesansan 366
COMPLELE VAULL LOCK ettt et este s e s e e s et e b e saa e e s seesnssnens 369
DELELE VAULL .ottt sttt et st et sa et st e st e e s et e e saesbanaesesaassenaenans 372
Delete Vault ACCESS POLICY ..ottt steste st s e e st st esaesaesta s e e e esa s e enennanaans 375
Delete Vault NOTIICAtiONS .....cocciviririeiecee ettt st se e snes 378
DESCIIDE VAULL ...ttt sttt ettt ettt sa e sttt e st e e s b e st et ssa b et e e ssassesassansan 380
Gt VAULL ACCESS POLICY ..ottt ettt te e s ae st s e st et et e s basse e e e e e naenaenaanes 384
GEE VAULE LOCK ittt sttt sttt st ettt sttt e st e sba e s snsnanes 388
Get Vault NOtIFICAtIONS ..ottt a s sa et et 392
INITIATE VAULL LOCK ettt ettt ettt ettt et s sb et s s s et et s s st e n e e ssassenaons 396
LISt TAQS FOI VAULL ...ttt ettt e st e s ae st a e e e e e st e st et e aeesesnnennans 400
LIST VAULES ettt sttt ettt et s et et s et et et e st e e s se st e st esassantenassassensenans 403
REMOVE Tags FrOM VAULL ...eoeeeeeeeeeeeee ettt sttt a et e aesae s e s se e e saesaeaesaaaans 410
St VAULL ACCESS POLICY ..ottt e et e st steste s e e e e e et e besta b e sassessnennan 413
Set Vault Notification Configuration ...t 416
ATCRIVE OPEIALIONS ...ttt ettt ste e et e e e e et et e st e st et e st e e se e e e s e e et essentassassassessaensansansansan 420
DELELE ATCRIVE ...ttt sttt b e sttt et st e b et e e s a b e a e s ne 420
UPLOGA AFCRIVE ...ttt ettt st st e st et s s e e e e et et et e st e bessassaesassaenaansansansan 423
Multipart Upload OPErations .......c.cceceeieieciecietecteceeeeeeeeeeaestestessessessessessessessessassessassassssssensassansans 428
ADOrt MULLIPArt UPLOAd ...ttt s s ettt sae b ns 429

API Version 2012-06-01 viii



Amazon S3 Glacier Developer Guide

Complete MUltiPart UPLoad ...ttt ettt saesteste e e e e s e s e sesaasaasaans 431
Initiate MULtIPArt UPLoad .......ou ettt e e a ettt s et sa et es 436
LIST PAITS ettt ettt ettt b e st a s b et et s b st e s st e b e et e st e be st e s nt e seebennt 441
List MULEIPArt UPLOAAS ....oeeeeeeeeeeeee ettt ettt et este s s e e sae st st aa s aessa e ns 448
UPLOGA Pl ..ttt ettt st e st e et e e e e et et et e st e s ba e s e e saesa e st et ansantansanseesessnanean 455
JOD OPEIALIONS ..ttt te e e ettt e st e st e st e st e e e e e e e et et et e seeaeesaenae s entensantanes 461
DESCIIDE JOD ettt ettt ettt ettt s a et s aa e e e aan 461
GEL JOD OULPUL ettt ettt e st et e st s e e e e e e e e et e st et e sesseesesseennanaansansan 472
INIEIATE JOD et ettt a e sttt b e st s bt et e e aenenaen 483
LIST JODIS ettt ettt st st b e e b et b et e s b et e e b e s e e ne 494
Data Types Used in JOb OPErations ...ttt e e e et e saesaesaestesse s e s e e s ennannens 504
CSVINPUL ettt ettt et s ste s st e st e s ae s s b e s sse e st e s sa e st e s ssaessaesssaasssesssaesssesssessssensseessaanns 504
CSVOULPUL ..ttt ettt e st e st e s ste s st e s s te e st e s aeessa e s sae e s st e s aa e st essseesssassaesssassseesssessssesseensseans 506
ENCIYPTION ettt et ree st e s b s st e st e s se e s b e s ssa e s b e s aaessaassaesssassseesssesseensaens 507
GLlACierJODDESCIIPLION ..ottt te e te e e s et e st e ste st e sa s e s sa e e e s ensensansansans 508
GFANT ettt et ettt st s e s e et e st e bt st e a e s e e b e Rt e st et e et e b e e b e e st e eae st e st esrans 512
GRANTEE ettt ettt et et s b st a e b e et e st s b e st e st e b e et e e nesene et e e at e b e esaesntans 512
INPUESEIALIZAION et ra ettt e et e e e e e e e aestesbesaa e e snennenaanes 513
INVeNtoryRetrieValJODINPUL ...ttt s e aesaeaens 514
JODPAIAMELENS ...ttt ettt sa e st e st e st e e e e e e et et e st et e aessessaesaessenaansansansansanes 515
OULPULLOCATION .ottt ettt se e s re e st e s sae s sa e s b e s se e s saesssaessaaessaassaesssnessseessaasssesnses 518
OULPULSEMIALIZATION ...ttt et e st e e re e e e e et e st e be st e s saese e e sseessenaansansan 519
SBLOCATION ettt ettt ettt ettt et a st et s e b e et e a e e b e et e sneesaesntens 519
SELECEPAIAMELENS ..ottt ettt sttt sttt st et e b e st et s e sbe s e e s se b esaesassansesassan 521
Data RetrieVal OPErations .......ccceceiieieieecieeecee ettt ete st te e ste s e e e e e e e e s e sesaessessessesseesaessansensensansans 522
Get Data RELFHEVAL POLICY ..ottt et ae st et e st ae s seesnenaan 522
LiSt ProviSion CAQPACITY ...cicieeiieieeiecsteetesterst sttt estessaeeste s st s s aessaeessaesssessssesssaessnessssssssesssaesnnes 526
Purchase Provisioned CApacity ....cccccccceeeeieieieiecieteeec e ee e te e ste s e s e se e s e e ssesaessessassessnenaans 530
Set Data REFHEVAL POLICY ..ottt ettt e e a sttt esae b nn e s 533
(0T oYal 1Ty 1 L= 31 o 1T o oV UPUT 539
EQrliEr UPAteS ...ttt ettt et et e st e st e s e e s e e s e e et e b et e st assessaesaennensensansansans 540
AWS GLOSSANY .cceeeennnnieseeeennneaseessssssssssssesssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssss 542

API Version 2012-06-01 ix



Amazon S3 Glacier Developer Guide

If you're new to archival storage in Amazon Simple Storage Service (Amazon S3), we recommend
that you start by learning more about the S3 Glacier storage classes in Amazon S3, S3 Glacier
Instant Retrieval, S3 Glacier Flexible Retrieval, and S3 Glacier Deep Archive. For more
information, see S3 Glacier storage classes and Storage classes for archiving objects in the Amazon
S3 User Guide.
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What Is Amazon S3 Glacier?

If you're currently using the Amazon S3 Glacier (S3 Glacier) service and want to learn more, you'll
find the information that you need in this guide. S3 Glacier is a secure and durable service for low-
cost data archiving and long-term backup using vaults. For more information about S3 Glacier
service pricing, see S3 Glacier pricing.

Topics

» Do You Currently Use S3 Glacier?

+« Amazon S3 Glacier Data Model

» Supported Operations in S3 Glacier

» Accessing Amazon S3 Glacier

Do You Currently Use S3 Glacier?

(® Note

This section is about the S3 Glacier service. If you currently use the S3 Glacier storage
classes (S3 Glacier Instant Retrieval, S3 Glacier Flexible Retrieval, and S3 Glacier Deep
Archive), see Storage classes for archiving objects in the Amazon S3 User Guide.

If you currently use the S3 Glacier service and want to learn more, we recommend that you begin
by reading the following sections:

« What is Amazon S3 Glacier — The rest of this section describes the underlying data model, the
operations it supports, and the AWS SDKs that you can use to interact with the service.

» Getting Started - The Getting Started with Amazon S3 Glacier section walks you through the
process of creating a vault, uploading archives, creating jobs to download archives, retrieving the

job output, and deleting archives.

/A Important

S3 Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (AWS CLI)

Do You Currently Use S3 Glacier? API Version 2012-06-01 1
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or write code. There is no console support for archive operations. For example, to upload
data, such as photos, videos, and other documents, you must either use the AWS CLI or
write code to make requests, by using either the REST API directly or by using the AWS
SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using S3 Glacier with the AWS CLI, see the AWS CLI Reference for S3 Glacier. For
examples of using the AWS CLI to upload archives to S3 Glacier, see Using S3 Glacier with
the AWS Command Line Interface.

Beyond the getting started section, you'll probably want to learn more about S3 Glacier

operations. The following sections provide detailed information about working with S3 Glacier by
using the REST API and the AWS SDKs for Java and Microsoft .NET:

Using the AWS SDKs with Amazon S3 Glacier

This section provides an overview of the AWS SDKs used in various code examples in this guide.
A review of this section will help when reading the following sections. It includes an overview
of the high-level and the low-level APIs that these SDKs offer, when to use them, and common
steps for running the code examples provided in this guide.

Working with Vaults in Amazon S3 Glacier

This section provides details of various vault operations, such as creating a vault, retrieving vault
metadata, using jobs to retrieve vault inventory, and configuring vault notifications. In addition
to using the S3 Glacier console, you can use the AWS SDKs for various vault operations. This
section describes the APl and provides working samples by using the AWS SDK for Java and the
AWS SDK for .NET.

Working with Archives in Amazon S3 Glacier

This section provides details of archive operations, such as uploading an archive in a single
request or using a multipart upload operation to upload large archives in parts. The section also
explains how to create jobs to download archives asynchronously. The section provides examples
by using the AWS SDK for Java and the AWS SDK for .NET.

API Reference for Amazon S3 Glacier
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S3 Glacier is a RESTful service. This section describes the REST operations, including the syntax,
and example requests and responses for all the operations. The AWS SDK libraries wrap this API,
simplifying your programming tasks.

Amazon S3 Glacier Data Model

The Amazon S3 Glacier data model core components include vaults and archives. S3 Glacier is

a REST-based web service. In terms of REST, vaults and archives are the resources. In addition,
the S3 Glacier data model includes job and notification-configuration resources. These resources
complement the core resources.

Topics

e Vault

« Archive
.+ Job

Notification Configuration

Vault

In S3 Glacier, a vault is a container for storing archives. A vault is similar to an Amazon S3 bucket.
When you create a vault, you specify a name and choose an AWS Region where you want to create
the vault.

Each vault resource has a unique address. The general form is:

https://region-specific-endpoint/account-id/vaults/vault-name

For example, suppose that you create a vault (examplevault) in the US West (Oregon) Region in
your account with the ID 111122223333. You can address this vault by using the following URI:

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/examplevault

Here is what the various components of the URI mean:

« glacier.us-west-2.amazonaws.com identifies the US West (Oregon) Region.
e 111122223333 is the AWS account ID that owns the vault.
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« vaults refers to the collection of vaults that are owned by the AWS account.

« examplevault identifies a specific vault in the vaults collection.

An AWS account can create vaults in any supported AWS Region. For list of supported AWS
Regions, see Accessing Amazon S3 Glacier. Within a Region, an account must use unique vault

names. An AWS account can create same-named vaults in different Regions.

You can store an unlimited number of archives in a vault. Depending on your business or
application needs, you can store these archives in one vault or multiple vaults.

S3 Glacier supports various vault operations. Vault operations are Region-specific. For example,
when you create a vault, you create it in a specific Region. When you request a vault list, you
request it from a specific AWS Region, and the resulting list includes only vaults created in that
specific Region.

Archive

An archive can be any data, such as a photo, video, or document. An archive is similar to an Amazon
S3 object, and is the base unit of storage in S3 Glacier. Each archive has a unique ID and an
optional description. You can specify this optional description only during the upload of an archive.
S3 Glacier assigns the archive an ID, which is unique in the AWS Region in which the archive is
stored.

Each archive has a unique address. The general form is as follows:

https://region-specific-endpoint/account-id/vaults/vault-name/archives/archive-id

The following is an example URI of an archive stored in the examplevault vault in the US West
(Oregon) Region in account 111122223333

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/
examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgrEXAMPLEATchi

You can store an unlimited number of archives in a vault.

Job

An S3 Glacier job can retrieve an archive, or get an inventory of a vault.
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Retrieving archives and vault inventories (lists of archives) are asynchronous operations in S3
Glacier, in which you first initiate a job, and then download the job output after S3 Glacier
completes the job.

(® Note

S3 Glacier offers a cold-storage data-archival solution. If your application needs a storage
solution that requires real-time data retrieval, you might consider using Amazon S3. For
more information, see Amazon Simple Storage Service (Amazon S3).

To initiate a vault inventory job, you provide a vault name. Archive retrieval jobs require both the
vault name and the archive ID. You can also provide an optional job description to help identify the
jobs.

Archive retrieval and vault inventory jobs are associated with a vault. A vault can have multiple jobs
in progress at any point in time. When you send a job request (initiate a job), S3 Glacier returns to
you a job ID to track the job. Each job is uniquely identified by a URI of the form:

https://region-specific-endpoint/account-id/vaults/vault-name/jobs/job-id

The following is an example of a job associated with an examplevault vault in the US West
(Oregon) Region in account 111122223333.

https://glacier.us-west-2.amazonaws.com/111122223333/vaults/examplevault/jobs/
HkF9p607yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID

For each job, S3 Glacier maintains information, such as the job type, description, creation date,
completion date, and job status. You can obtain information about a specific job or obtain a list
of all your jobs associated with a vault. The list of jobs that S3 Glacier returns includes all the in-
progress and recently finished jobs.

Notification Configuration

Because jobs take time to run, S3 Glacier supports a notification mechanism to notify you when a
job is completed. You can configure a vault to send a notification to an Amazon Simple Notification
Service (Amazon SNS) topic when a job is completed. You can specify one Amazon SNS topic per
vault in the notification configuration.
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S3 Glacier stores the notification configuration as a JSON document. The following is an example
vault notification configuration:

"Topic": "arn:aws:sns:us-west-2:111122223333:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Notification configurations are associated with vaults; you can have one for each vault. Each
notification configuration resource is uniquely identified by a URI of the form:

https://region-specific-endpoint/account-id/vaults/vault-name/notification-
configuration

S3 Glacier supports operations to set, get, and delete a notification configuration. When you delete

a notification configuration, no notifications are sent when any data retrieval operation on the
vault is completed.

Supported Operations in S3 Glacier

To work with vaults and archives (see Amazon S3 Glacier Data Model), Amazon S3 Glacier supports

a set of operations. Among all the supported operations, only the following operations are
asynchronous:

 Retrieving an archive

» Retrieving a vault inventory (list of archives)

These operations require you to first initiate a job and then download the job output. The following
sections summarize the S3 Glacier operations.

Vault Operations

S3 Glacier provides operations to create and delete vaults. You can obtain a vault description for a
specific vault or for all vaults in an AWS Region. The vault description provides information, such
as the creation date, the number of archives in the vault, the total size in bytes used by all the
archives in the vault, and the date that S3 Glacier generated the vault inventory. S3 Glacier also
provides operations to set, retrieve, and delete a notification configuration on the vault. For more
information, see Working with Vaults in Amazon S3 Glacier.
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Archive Operations

S3 Glacier provides operations for you to upload and delete archives. You cannot update an
existing archive; you must delete the existing archive and upload a new archive. Each time that you
upload an archive, S3 Glacier generates a new archive ID. For more information, see Working with

Archives in Amazon S3 Glacier.

Jobs

You can initiate an S3 Glacier job to perform a retrieval on an archive or get an inventory of a vault.

The following are the types of S3 Glacier jobs:

e archive-retrieval - Retrieve an archive.

For more information, see Downloading an Archive in S3 Glacier.

« inventory-retrieval - Inventory a vault.

For more information, see Downloading a Vault Inventory in Amazon S3 Glacier.

Accessing Amazon S3 Glacier

Amazon S3 Glacier is a RESTful web service that uses HTTP and HTTPS as a transport protocol and
JavaScript Object Notation (JSON) as a message-serialization format. Your application code can
make requests directly to the S3 Glacier web service API. When using the REST API directly, you
must write the necessary code to sign and authenticate your requests. For more information about
the API, see API Reference for Amazon S3 Glacier.

Alternatively, you can simplify application development by using the AWS SDKs that wrap the S3
Glacier REST API calls. You provide your credentials, and these libraries take care of authentication
and request signing. For more information about using the AWS SDKs, see Using the AWS SDKs
with Amazon S3 Glacier.

S3 Glacier also provides a console. However, all archive and job operations require you to write
code and make requests by using either the REST API directly or the AWS SDK wrapper libraries. To
access the S3 Glacier console, go to S3 Glacier Console.
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Regions and Endpoints

You create a vault in a specific AWS Region. You always send your S3 Glacier requests to an
endpoint specific to an AWS Region. For a list of the AWS Regions supported by S3 Glacier, see
Amazon S3 Glacier endpoints and quotas in the AWS General Reference.
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Getting Started with Amazon S3 Glacier

You can get started with Amazon S3 Glacier (S3 Glacier) by working with vaults and archives. A
vault is a container for storing archives, and an archive is any object, such as a photo, video, or
document, that you store in a vault. An archive is the base unit of storage in S3 Glacier. This getting
started exercise provides instructions for you to explore basic S3 Glacier operations on vaults and
archives. For more information about these resources, see the Amazon S3 Glacier Data Model
section.

In the getting started exercise, you will create a vault, upload and download an archive, and then
delete the archive and the vault. You can do all these operations programmatically. However, the
getting started exercise uses the S3 Glacier management console to create and delete a vault.
For uploading and downloading an archive, this getting started section uses the high-level API
for the AWS SDK for Java and the AWS SDK for .NET. The high-level API provides a simplified
programming experience when working with S3 Glacier. For more information about using the
high-level APl with the AWS SDKs, see Using the AWS SDKs with Amazon S3 Glacier.

/A Important

S3 Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (CLI) or write
code. There is no console support for archive operations. For example, to upload data, such
as photos, videos, and other documents, you must either use the AWS CLI or write code to
make requests, by using either the REST API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using S3 Glacier with the AWS CLI, see the AWS CLI Reference for S3 Glacier. For examples
of using the AWS CLI to upload archives to S3 Glacier, see Using S3 Glacier with the AWS
Command Line Interface.

This getting started exercise provides code examples in Java and C# for you to upload and
download an archive. The last section of the getting started exercise provides steps where you can
learn more about the developer experience with S3 Glacier.

Topics

» Step 1: Before You Begin with S3 Glacier
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o Step 2: Create a Vault in S3 Glacier

» Step 3: Upload an Archive to a Vault in S3 Glacier

» Step 4: Download an Archive from a Vault in S3 Glacier

» Step 5: Delete an Archive from a Vault in S3 Glacier

o Step 6: Delete a Vault in S3 Glacier

¢« Where Do | Go From Here?

Step 1: Before You Begin with S3 Glacier

Before you can start with this exercise, you must sign up for an AWS account (if you don't already
have one), and then download one of the AWS SDKs. See the following sections for instructions.

Topics

o Set Up an AWS account and an Administrator User

« Download the Appropriate AWS SDK

Set Up an AWS account and an Administrator User

If you have not already done so, you must sign up for an AWS account and create an administrator
user in the account.

To complete the setup, follow the instructions in the following topics.
Set Up an AWS account and Create an Administrator User
Sign up for AWS

When you sign up for Amazon Web Services (AWS), your AWS account is automatically signed up
for all services in AWS, including S3 Glacier. You are charged only for the services that you use. For
more information about S3 Glacier usage rates, see the Amazon S3 Glacier pricing page.

If you already have an AWS account, skip to Download the Appropriate AWS SDK. If you don't have
an AWS account, use the following procedure to create one.

If you do not have an AWS account, complete the following steps to create one.
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To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

To create an administrator user, choose one of the following options.

Choose To By You can also
one
way to
manage
your
administr
ator
In IAM Use short-term Following the instructions  Configure programmatic
Identity  credentials to access in Getting started in the access by Configuring the
Center AWS. AWS IAM lIdentity Center AWS CLI to use AWS IAM
User Guide. Identity Center in the AWS
(Recomme This aligns with the Command Line Interface User
ded) security best practices Guide.
. For information
about best practices
, see Security best
practices in IAM in the
IAM User Guide.
In IAM Use long-term Following the instructions  Configure programmatic
credentials to access in Creating your first IAM access by Managing access

AWS.
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Choose To By You can also
one

way to

manage

your

administr

ator

(Not admin user and user group  keys for IAM users in the IAM
recommer in the IAM User Guide. User Guide.
ed)

Download the Appropriate AWS SDK

To try the getting started exercise, you must decide which programming language you want to use,
and then download the appropriate AWS SDK for your development platform.

The getting started exercise provides examples in Java and C#.
Downloading the AWS SDK for Java

To test the Java examples in this developer guide, you need the AWS SDK for Java. You have the
following download options:

« If you are using Eclipse, you can download and install the AWS Toolkit for Eclipse by using the
update site http://aws.amazon.com/eclipse/. For more information, see AWS Toolkit for Eclipse.

« If you are using any other IDE to create your application, download the AWS SDK for Java.

Downloading the AWS SDK for .NET

To test the C# examples in this developer guide, you need the AWS SDK for .NET. You have the
following download options:

« If you are using Visual Studio, you can install both the AWS SDK for .NET and the AWS Toolkit for
Visual Studio. The toolkit provides AWS Explorer for Visual Studio and project templates that you
can use for development. To download the AWS SDK for .NET, go to http://aws.amazon.com/
sdkfornet. By default, the installation script installs both the AWS SDK and the AWS Toolkit for
Visual Studio. To learn more about the toolkit, see the AWS Toolkit for Visual Studio User Guide.
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« If you are using any other IDE to create your application, you can use the same link provided in
the preceding step and install only the AWS SDK for .NET.

Step 2: Create a Vault in S3 Glacier

A vault is a container for storing archives. Your first step is to create a vault in one of the supported
AWS Regions. For a list of the AWS Regions that are supported by Amazon S3 Glacier, see Amazon
S3 Glacier endpoints and quotas in the AWS General Reference.

You can create vaults programmatically or by using the S3 Glacier console. This section uses the
console to create a vault.

To create a vault

1. Sign in to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

2. In the left navigation pane, choose Vaults.

3. Choose Create vault.

The Create vault page opens.

4. Under Select a Region, select an AWS Region from the Region selector. Your vault will be
located in the Region that you select.

5. For Vault name, enter a name for your vault.

The following are the vault-naming requirements:

« A vault name must be unique within an AWS account and the AWS Region in which the vault
is created.

« A vault name must be between 1 and 255 characters long.

« A vault name can contain only the following characters: a-z, A-Z, 0-9, _ (underscore), -
(hyphen), and . (period).

6. Under Event notifications, to turn on or off notifications on a vault for when a job is

completed, choose one of the following settings:

« Turn off notifications — Notifications are turned off, and notifications are not sent to an
Amazon Simple Notification Service (Amazon SNS) topic when a specified job is completed.
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« Turn on notifications — Notifications are turned on, and notifications are sent to the
provided Amazon SNS topic when a specified job is completed.

If you chose Turn on notifications, see Configuring Vault Notifications by Using the Amazon
S3 Glacier Console.

7. If the AWS Region and vault name are correct, then choose Create vault.

Your new vault is now listed on the Vaults page in the S3 Glacier console.

Step 3: Upload an Archive to a Vault in S3 Glacier

In this step, you'll upload a sample archive to the vault that you created in the preceding step (see
Step 2: Create a Vault in S3 Glacier). Depending on the development platform that you're using,
choose one of the links at the end of this section.

/A Important

Any archive operation, such as upload, download, or deletion, requires you to use the

AWS Command Line Interface (CLI) or write code. There is no console support for archive
operations. For example, to upload data, such as photos, videos, and other documents, you
must either use the AWS CLI or write code to make requests, by using either the REST API
directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using S3 Glacier with the AWS CLI, see AWS CLI Reference for S3 Glacier. For examples

of using the AWS CLI to upload archives to S3 Glacier, see Using S3 Glacier with the AWS
Command Line Interface.

An archive is any object, such as a photo, video, or document, that you store in a vault. An archive
is the base unit of storage in S3 Glacier. You can upload an archive in a single request. For large
archives, S3 Glacier provides a multipart upload APl operation that enables you to upload an
archive in parts.

In this getting started section, you upload a sample archive in a single request. For this exercise,
you specify a file that is smaller in size. For larger files, multipart upload is suitable. For more
information, see Uploading Large Archives in Parts (Multipart Upload).
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Topics
» Upload an Archive to a Vault in S3 Glacier by Using the AWS SDK for Java
» Upload an Archive to a Vault in S3 Glacier by Using the AWS SDK for .NET

Upload an Archive to a Vault in S3 Glacier by Using the AWS SDK for
Java

The following Java code example uses the high-level API of the AWS SDK for Java to upload a
sample archive to the vault. In the code example, note the following:

« The example creates an instance of the AmazonGlacierClient class.

« The example uses the upload API operation of the ArchiveTransferManager class from the
high-level API of the AWS SDK for Java.

« The example uses the US West (Oregon) Region (us-west-2).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon

S3 Glacier Using Eclipse. You must update the code as shown with the name of the archive file that

you want to upload.

(@ Note

Amazon S3 Glacier keeps an inventory of all the archives in your vaults. When you upload
the archive in the following example, it will not appear in a vault in the management
console until the vault inventory has been updated. This update usually happens once a
day.

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run in
the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;
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import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = non

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1l];

File myFile = new File(strPath);
Path path = Paths.get(strPath);
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GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s
ioe.getMessage());
System.exit(-1);

, inputFile,

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s", nsae.getMessage());
System.exit(-1);
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}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > Q) {

numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes
FileInputStream fileStream

new byte[(int) numChunks][];
null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
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return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int i = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
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currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currLvlHashes;

return prevLvlHashes[Q];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

« For API details, see UploadArchive in AWS SDK for Java 2.x API Reference.

Upload an Archive to a Vault in S3 Glacier by Using the AWS SDK
for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to upload a
sample archive to the vault. In the code example, note the following:

« The example creates an instance of the ArchiveTransferManager class for the specified
Amazon S3 Glacier Region endpoint.

« The code example uses the US West (Oregon) Region (us-west-2).
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» The example uses the Upload API operation of the ArchiveTransferManager class to upload
your archive. For small archives, this operation uploads the archive directly to S3 Glacier. For
larger archives, this operation uses the multipart upload API operation in S3 Glacier to split
the upload into multiple parts for better error recovery, if any errors are encountered while
streaming the data to S3 Glacier.

For step-by-step instructions on how to run the following example, see Running Code Examples.
You must update the code as shown with the name of your vault and the name of the archive file
to upload.

® Note

S3 Glacier keeps an inventory of all the archives in your vaults. When you upload the
archive in the following example, the archive will not appear in a vault in the management
console until the vault inventory has been updated. This update usually happens once a
day.

Example — Uploading an Archive by Using the High-Level API of the AWS SDK for .NET

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to

upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
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string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;

Console.WriteLine("Copy and save the following Archive ID for the next
step.");

Console.WriteLine("Archive ID: {@}", archiveld);

Console.WriteLine("To continue, press Enter");

Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

Step 4: Download an Archive from a Vault in S3 Glacier

In this step, you'll download the sample archive that you uploaded previously in Step 3: Upload an
Archive to a Vault in S3 Glacier.

/A Important

Amazon S3 Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (CLI) or write
code. There is no console support for archive operations. For example, to upload data, such
as photos, videos, and other documents, you must either use the AWS CLI or write code to
make requests, by using either the REST API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using S3 Glacier with the AWS CLI, see AWS CLI Reference for S3 Glacier. For examples

of using the AWS CLI to upload archives to S3 Glacier, see Using S3 Glacier with the AWS
Command Line Interface.

In general, retrieving your data from S3 Glacier is a two-step process:

1. Initiate a retrieval job.

2. After the job is completed, download the bytes of data.
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To retrieve an archive from S3 Glacier, you first initiate a job. After the job is completed, you
download the data. For more information about archive retrievals, see Retrieving S3 Glacier
Archives Using AWS Console.

The access time of your request depends on the retrieval option that you choose: Expedited,
Standard, or Bulk retrievals. For all but the largest archives (250 MB+), archives accessed by using
Expedited retrievals are typically made available within 1-5 minutes. Archives retrieved by using
Standard retrievals typically are available between 3-5 hours. Bulk retrievals typically are available
within 5-12 hours. For more information about the various retrieval options, see the S3 Glacier
FAQ. For information about data retrieval charges, see the S3 Glacier pricing page.

The code examples shown in the following topics initiate the job, wait for it to be completed, and
then download the archive's data.

Topics

« Download an Archive from a Vault in S3 Glacier by Using the AWS SDK for Java

» Download an Archive from a Vault in S3 Glacier by Using the AWS SDK for .NET

Download an Archive from a Vault in S3 Glacier by Using the AWS SDK
for Java

The following Java code example uses the high-level API of the AWS SDK for Java to download the
archive that you uploaded in the previous step. In the code example, note the following:
» The example creates an instance of the AmazonGlacierClient class.

» The code uses the US West (Oregon) Region (us-west-2) to match the location where you
created the vault in Step 2: Create a Vault in S3 Glacier.

» The example uses the download API operation of the ArchiveTransferManager class from
the high-level API of the AWS SDK for Java. The example creates an Amazon Simple Notification
Service (Amazon SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that is
subscribed to that topic. If you created an AWS Identity and Access Management (IAM) admin
user as instructed in Step 1: Before You Begin with S3 Glacier, your user has the necessary IAM

permissions for the creation and use of the Amazon SNS topic and Amazon SQS queue.
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For step-by-step instructions on how to run this example, see Running Java Examples for Amazon
S3 Glacier Using Eclipse. You must update the code as shown with the archive ID of the file that

you uploaded in Step 3: Upload an Archive to a Vault in S3 Glacier.

Example — Downloading an Archive by Using the AWS SDK for Java

import
import

import
import
import
import
import

java.io.File;
java.io.IOException;

com.
com.
com.
com.
com.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

services
.services
services
services

auth.profile.ProfileCredentialsProvider;

.glacier.AmazonGlacierClient;

.glacier.transfer.ArchiveTransferManager;
.sns.AmazonSNSClient;
.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public
public
public

Kk k.
’

public
public
public

public

static String vaultName

static String archiveld =

static String downloadFilePath

"examplevault";
"x** provide archive ID ***";

= "*** provide location to download archive

static AmazonGlacierClient glacierClient;
static AmazonSQSClient sqgsClient;
static AmazonSNSClient snsClient;

static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials =

new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
new AmazonSQSClient(credentials);
new AmazonSNSClient(credentials);

sqsClient =
snsClient =

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgqsClient, snsClient);

atm.download(vaultName,

archiveld,

new File(downloadFilePath));
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} catch (Exception e)
{

System.err.println(e);

}

Download an Archive from a Vault in S3 Glacier by Using the AWS SDK
for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to download the
archive that you uploaded previously in Upload an Archive to a Vault in S3 Glacier by Using the
AWS SDK for .NET. In the code example, note the following:

« The example creates an instance of the ArchiveTransferManager class for the specified
Amazon S3 Glacier Region endpoint.

» The code example uses the US West (Oregon) Region (us-west-2) to match the location where
you created the vault previously in Step 2: Create a Vault in S3 Glacier.

» The example uses the Download API operation of the ArchiveTransferManager class to
download your archive. The example creates an Amazon Simple Notification Service (Amazon
SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that is subscribed to that
topic. If you created an AWS Identity and Access Management (IAM) admin user as instructed in
Step 1: Before You Begin with S3 Glacier, your user has the necessary IAM permissions for the

creation and use of the Amazon SNS topic and Amazon SQS queue.

« The example then initiates the archive retrieval job and polls the queue for the archive to be
available. When the archive is available, the download begins. For information about retrieval
times, see Archive Retrieval Options.

For step-by-step instructions on how to run this example, see Running Code Examples. You must
update the code as shown with the archive ID of the file that you uploaded in Step 3: Upload an
Archive to a Vault in S3 Glacier.

Example — Download an Archive by Using the High-Level API of the AWS SDK for .NET

using System;
using Amazon.Glacier;
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using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();

options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;

// Download an archive.

Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");

Console.WriteLine("Once the archive is available, downloading will

begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WritelLine("To continue, press Enter");
Console.ReadKey();
}
static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)
{
if (args.PercentDone != currentPercentage)
{

currentPercentage = args.PercentDone;
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Console.WriteLine("Downloaded {0}%", args.PercentDone);

Step 5: Delete an Archive from a Vault in S3 Glacier

In this step, you'll delete the sample archive that you uploaded in Step 3: Upload an Archive to a
Vault in S3 Glacier.

/A Important

You cannot delete an archive by using the Amazon S3 Glacier console. Any archive
operation, such as upload, download, or deletion, requires you to use the AWS Command
Line Interface (CLI) or write code. To upload data, such as photos, videos, and other
documents, you must either use the AWS CLI or write code to make requests, by using
either the REST API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using S3 Glacier with the AWS CLI, see AWS CLI Reference for S3 Glacier. For examples
of using the AWS CLI to upload archives to S3 Glacier, see Using S3 Glacier with the AWS
Command Line Interface.

Delete the sample archive by following one of these SDKs or the AWS CLI:

» Delete an Archive from a Vault in S3 Glacier by Using the AWS SDK for Java

» Delete an Archive from a Vault in S3 Glacier by Using the AWS SDK for .NET

» Delete an Archive in S3 Glacier by Using the AWS CLI

Related Sections

» Step 3: Upload an Archive to a Vault in S3 Glacier

» Deleting an Archive in Amazon S3 Glacier
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Delete an Archive from a Vault in S3 Glacier by Using the AWS SDK for
Java

The following code example uses the AWS SDK for Java to delete the archive. In the code, note the
following:

« The DeleteArchiveRequest object describes the delete request, including the vault name
where the archive is located and the archive ID.

« The deleteArchive API operation sends the request to Amazon S3 Glacier to delete the
archive.

» The example uses the US West (Oregon) Region (us-west-2).

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon

S3 Glacier Using Eclipse. You must update the code as shown with the archive ID of the file that

you uploaded in Step 3: Upload an Archive to a Vault in S3 Glacier.

Example — Deleting an Archive by Using the AWS SDK for Java

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class AmazonGlacierDeleteArchive_GettingStarted {

public static String vaultName = "examplevault";

public static String archiveld = "*** provide archive ID***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
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// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

Delete an Archive from a Vault in S3 Glacier by Using the AWS SDK
for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to delete the
archive that you uploaded in the previous step. In the code example, note the following:

« The example creates an instance of the ArchiveTransferManager class for the specified
Amazon S3 Glacier Region endpoint.

« The code example uses the US West (Oregon) Region (us-west-2).

« The example uses the Delete APl operation of the ArchiveTransferManager class that's
provided as part of the high-level APl of the AWS SDK for .NET.

For step-by-step instructions on how to run this example, see Running Code Examples. You must
update the code as shown with the archive ID of the file that you uploaded in Step 3: Upload an
Archive to a Vault in S3 Glacier.

Example — Deleting an Archive by Using the High-Level API of the AWS SDK for .NET

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
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class ArchiveDeleteHighlLevel_GettingStarted
{

static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
{

try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

Delete an Archive in S3 Glacier by Using the AWS CLI

You can delete archives in Amazon S3 Glacier by using the AWS Command Line Interface (AWS CLI).

Topics

o (Prerequisite) Setting Up the AWS CLI

» Example: Deleting an Archive by Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.
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 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

« To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

Example: Deleting an Archive by Using the AWS CLI

1. Usethe initiate-job command to start an inventory retrieval job. For more information on
the initiate-job command, see Initiate Job.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

Expected output:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. Use the describe-job command to check the status of the previous retrieval job. For more
information on the describe-job command, see Describe Job.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

Expected output:

{
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"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Wait for the job to be completed.

You must wait until the job output is ready for you to download. If you set a notification
configuration on the vault or specified an Amazon Simple Notification Service (Amazon SNS)
topic when you initiated the job, S3 Glacier sends a message to the topic after it completes the
job.

You can set notification configuration for specific events on the vault. For more information,
see Configuring Vault Notifications in Amazon S3 Glacier. S3 Glacier sends a message to the

specified Amazon SNS topic anytime the specific event occurs.

4. When the job is complete, use the get-job-output command to download the retrieval job
to the file output. json. For more information on the get-job-output command, see Get

Job Output.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

This command produces a file with the following fields.

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchivelList":[{

{"ArchiveId":""*** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""#**#* grchive creation date ***"",

"Size":""*** grchive size (in bytes) ***"",

"SHA256TreeHash":"*#*#* archive hash *#**"

.,

"ArchiveId": 123456789
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5. Usethedelete-archive command to delete each archive from a vault until none remain.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*** archiveid ***"

For more information on the delete-archive command, see Delete Archive.

Step 6: Delete a Vault in S3 Glacier

A vault is a container for storing archives. To delete an Amazon S3 Glacier vault, you must first
delete all existing archives in the vault as of the last inventory that S3 Glacier computed.

You can delete a vault programmatically or by using the S3 Glacier console. For information about
deleting a vault programmatically, see Deleting a Vault in Amazon S3 Glacier.

/A Important

If you upload an archive to a vault or delete an archive from a vault within the recent
24 hours, you must wait until the last vault inventory is updated to reflect the latest
information. S3 Glacier prepares an inventory for each vault periodically, every 24 hours.

To delete an empty vault

1. Sign in to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

2. From the Select a Region menu, choose the AWS Region for the vault that you want to delete.

In this getting started exercise, your example vault is in the US West (Oregon) Region.

3. Select the option button next to the empty vault that you want to delete. If the vault is not
empty, you must delete all archives before deleting the vault. For more information, see
Deleting an Archive in Amazon S3 Glacier.
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/A Important

Deleting a vault can't be undone.

4. Choose Delete.
5. The Delete vault dialog box appears. Choose Delete.

To delete a nonempty vault

1. If you're deleting a nonempty vault, you must first delete all existing archives before deleting
the vault. You can do this by writing code to make a delete archive request by using either the
REST API, the AWS SDK for Java, the AWS SDK for .NET or the AWS CLI. For information about
deleting archives, see Step 5: Delete an Archive from a Vault in S3 Glacier.

2. After the vault is empty, follow the steps to delete an empty vault in the preceding procedure.

Where Do | Go From Here?

Now that you have tried the getting started exercise, you can explore the following sections to
learn more about Amazon S3 Glacier.

« Working with Vaults in Amazon S3 Glacier

« Working with Archives in Amazon S3 Glacier
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Working with Vaults in Amazon S3 Glacier

A vault is a container for storing archives. When you create a vault, you specify a vault name and
the AWS Region in which you want to create the vault. For a list of the AWS Regions supported by
S3 Glacier, see Amazon S3 Glacier endpoints and quotas in the AWS General Reference.

You can store an unlimited number of archives in a vault.

/A Important

S3 Glacier does provide a console. However, any archive operation, such as upload,
download, or deletion, requires you to use the AWS Command Line Interface (AWS CLI) or
write code. There is no console support for archive operations. For example, to upload data,
such as photos, videos, and other documents, you must either use the AWS CLI or write
code to make requests, by using either the REST API directly or by using the AWS SDKs.

To install the AWS CLI, see AWS Command Line Interface. For more information about
using S3 Glacier with the AWS CLI, see the AWS CLI Reference for S3 Glacier. For examples
of using the AWS CLI to upload archives to S3 Glacier, see Using S3 Glacier with the AWS
Command Line Interface.

Topics

Vault Operations in S3 Glacier

Creating a Vault in Amazon S3 Glacier

Retrieving Vault Metadata in Amazon S3 Glacier

Downloading a Vault Inventory in Amazon S3 Glacier

Configuring Vault Notifications in Amazon S3 Glacier

Deleting a Vault in Amazon S3 Glacier

Tagging Your S3 Glacier Vaults

S3 Glacier Vault Lock
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Vault Operations in S3 Glacier

S3 Glacier supports various vault operations. Vault operations are specific to particular AWS
Regions. In other words, when you create a vault, you create it in a specific AWS Region. When you
list vaults, S3 Glacier returns the vault list from the AWS Region that you specified in the request.

Creating and Deleting Vaults

An AWS account can create up to 1,000 vaults per AWS Region. For a list of the AWS Regions
supported by S3 Glacier, see Amazon S3 Glacier endpoints and quotas in the AWS General

Reference.

You can delete a vault only if there are no archives in the vault as of the last inventory that S3
Glacier computed and if there have been no writes to the vault since the last inventory.

(® Note

S3 Glacier prepares an inventory for each vault periodically, every 24 hours. Because the
inventory might not reflect the latest information, S3 Glacier ensures that the vault is
indeed empty by checking if there were any write operations since the last vault inventory.

For more information, see Creating a Vault in Amazon S3 Glacier and Deleting a Vault in Amazon
S3 Glacier.

Retrieving Vault Metadata

You can retrieve vault information such as the vault creation date, number of archives in the vault,
and the total size of all the archives in the vault. S3 Glacier provides API calls for you to retrieve
this information for a specific vault or all the vaults in a specific AWS Region in your account. For
more information, see Retrieving Vault Metadata in Amazon S3 Glacier.

Downloading a Vault Inventory

A vault inventory refers to the list of archives in a vault. For each archive in the list, the inventory
provides archive information, such as the archive ID, creation date, and size. S3 Glacier updates
the vault inventory once a day, starting on the day that the first archive is uploaded to the vault. A
vault inventory must exist for you to be able to download it.
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Downloading a vault inventory is an asynchronous operation. You must first initiate a job to
download the inventory. After receiving the job request, S3 Glacier prepares your inventory for
download. After the job is completed, you can download the inventory data.

Given the asynchronous nature of the job, you can use Amazon Simple Notification Service
(Amazon SNS) notifications to notify you when the job is completed. You can specify an Amazon
SNS topic for each individual job request or configure your vault to send a notification when
specific vault events occur.

S3 Glacier prepares an inventory for each vault periodically, every 24 hours. If there have been
no archive additions or deletions to the vault since the last inventory, the inventory date is not
updated.

When you initiate a job for a vault inventory, S3 Glacier returns the last inventory that it generated,
which is a point-in-time snapshot and not real-time data. You might not find it useful to retrieve
vault inventory for each archive upload. However, suppose that you maintain a database on the
client-side that contains metadata associated with the archives that you upload to S3 Glacier. In
that case, you might find the vault inventory useful to reconcile information in your database with
the actual vault inventory.

For more information about retrieving a vault inventory, see Downloading a Vault Inventory in

Amazon S3 Glacier.

Configuring Vault Notifications

Retrieving anything from S3 Glacier, such as an archive from a vault or a vault inventory, is a two-
step process. First, you initiate a job. After the job is completed, you download the output. To
learn when your job is complete, you can use S3 Glacier notifications. S3 Glacier sends notification
messages to an Amazon Simple Notification Service (Amazon SNS) topic that you provide.

You can configure notifications on a vault and identify vault events and the Amazon SNS topic to
be notified when the event occurs. Anytime the vault event occurs, S3 Glacier sends a notification
to the specified Amazon SNS topic. For more information, see Configuring Vault Notifications in
Amazon S3 Glacier.

Creating a Vault in Amazon S3 Glacier

Creating a vault adds a vault to the set of vaults in your account. An AWS account can create up to
1,000 vaults per AWS Region. For a list of the AWS Regions supported by Amazon S3 Glacier (S3
Glacier), see Regions and Endpoints in the AWS General Reference.
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When you create a vault, you must provide a vault name. The following are the vault naming
requirements:

« Names can be between 1 and 255 characters long.

» Allowed characters are a-z, A-Z, 0-9, '_' (underscore), '-' (hyphen), and ' (period).

Vault names must be unique within an account and the AWS Region in which the vault is being
created. That is, an account can create vaults with the same name in different AWS Regions but not
in the same AWS Region.

Topics

» Creating a Vault in Amazon S3 Glacier Using the AWS SDK for Java

» Creating a Vault in Amazon S3 Glacier Using the AWS SDK for .NET

» Creating a Vault in Amazon S3 Glacier Using the REST API

» Creating a Vault Using the Amazon S3 Glacier Console

» Creating a Vault in Amazon S3 Glacier Using the AWS Command Line Interface

Creating a Vault in Amazon S3 Glacier Using the AWS SDK for Java

The low-level API provides methods for all the vault operations, including creating and deleting
vaults, getting a vault description, and getting a list of vaults created in a specific AWS Region. The
following are the steps to create a vault using the AWS SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region in which you want to create a vault. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the CreateVaultRequest class.

Amazon S3 Glacier (S3 Glacier) requires you to provide a vault name and your account ID. If you
don't provide an account ID, then the account ID associated with the credentials you provide to
sign the request is used. For more information, see Using the AWS SDK for Java with Amazon S3

Glacier.

3. Run the createVault method by providing the request object as a parameter.
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The response S3 Glacier returns is available in the CreateVaultResult object.

The following Java code snippet illustrates the preceding steps. The snippet creates a vault in
the us-west-2 Region. The Location it prints is the relative URI of the vault that includes your
account ID, the AWS Region, and the vault name.

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");

CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getlLocation());

(@ Note
For information about the underlying REST API, see Create Vault (PUT vault).

Example: Creating a Vault Using the AWS SDK for Java

The following Java code example creates a vault in the us-west -2 Region (for more information
on AWS Regions, see Accessing Amazon S3 Glacier). In addition, the code example retrieves the
vault information, lists all vaults in the same AWS Region, and then deletes the vault created.

For step-by-step instructions on how to run the following example, see Running Java Examples for

Amazon S3 Glacier Using Eclipse.

Example

import java.io.IOException;
import java.util.lList;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.CreateVaultRequest;
import com.amazonaws.services.glacier.model.CreateVaultResult;
import com.amazonaws.services.glacier.model.DeleteVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultOutput;

Creating a Vault Using Java API Version 2012-06-01 39



Amazon S3 Glacier Developer Guide

import com.amazonaws.services.glacier.model.DescribeVaultRequest;
import com.amazonaws.services.glacier.model.DescribeVaultResult;
import com.amazonaws.services.glacier.model.ListVaultsRequest;
import com.amazonaws.services.glacier.model.ListVaultsResult;

public class AmazonGlacierVaultOperations {
public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);

} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());

}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);
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System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

System.out.println("\nDescribing all vaults (vault list):");

for (DescribeVaultOutput vault : vaultList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

Creating a Vault in Amazon S3 Glacier Using the AWS SDK for .NET

Both the high-level and low-level APIs provided by the Amazon SDK for .NET provide a method to
create a vault.

Topics
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» Creating a Vault Using the High-Level APl of the AWS SDK for .NET
» Creating a Vault Using the Low-Level API of the AWS SDK for .NET

Creating a Vault Using the High-Level API of the AWS SDK for .NET

The ArchiveTransferManager class of the high-level API provides the CreateVault method
you can use to create a vault in an AWS Region.

Example: Vault Operations Using the High-Level API of the AWS SDK for .NET

The following C# code example creates and delete a vault in the US West (Oregon) Region. For a
list of AWS Regions in which you can create vaults, see Accessing Amazon S3 Glacier.

For step-by-step instructions on how to run the following example, see Running Code Examples.

You need to update the code as shown with a vault name.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultCreateDescribelistVaultsDeleteHighLevel
{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WriteLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();
}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
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catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

Creating a Vault Using the Low-Level API of the AWS SDK for .NET

The low-level API provides methods for all the vault operations, including create and delete vaults,
get a vault description, and get a list of vaults created in a specific AWS Region. The following are
the steps to create a vault using the AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region in which you want to create a vault. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the CreateVaultRequest class.

Amazon S3 Glacier (S3 Glacier) requires you to provide a vault name and your account ID. If you
don't provide an account ID, then account ID associated with the credentials you provide to sign
the request is assumed. For more information, see Using the AWS SDK for .NET with Amazon S3

Glacier.

3. Run the CreateVault method by providing the request object as a parameter.

The response S3 Glacier returns is available in the CreateVaultResponse object.

Example: Vault Operations Using the Low-Level API of the AWS SDK for .NET

The following C# example illustrates the preceding steps. The example creates a vault in the US
West (Oregon) Region. In addition, the code example retrieves the vault information, lists all vaults
in the same AWS Region, and then deletes the vault created. The Location printed is the relative
URI of the vault that includes your account ID, the AWS Region, and the vault name.

® Note
For information about the underlying REST API, see Create Vault (PUT vault).
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For step-by-step instructions on how to run the following example, see Running Code Examples.
You need to update the code as shown with a vault name.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class VaultCreateDescribelistVaultsDelete
{
static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WriteLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();

}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void CreateAVault()
{

CreateVaultRequest request = new CreateVaultRequest()

{

VaultName = vaultName
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i
CreateVaultResponse response = client.CreateVault(request);
Console.WritelLine("Vault created: {@}\n", response.Location);

static void DescribeVault()

{

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{

VaultName = vaultName

i

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific

region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{

Marker = lastMarker
};

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultList)
{
Console.WritelLine("Vault Name: {0} \tCreation Date: {1} \t #of archives:
{231",
output.VaultName, output.CreationDate,
output.NumberOfArchives);
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}

lastMarker = response.Marker;
} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

};

DeleteVaultResponse response = client.DeleteVault(request);
}

}
}

Creating a Vault in Amazon S3 Glacier Using the REST API

To create a vault using the REST API, see Create Vault (PUT vault).

Creating a Vault Using the Amazon S3 Glacier Console

To create a vault using the Amazon S3 Glacier (S3 Glacier) console, see Step 2: Create a Vault in S3
Glacier in the Getting Started tutorial.

Creating a Vault in Amazon S3 Glacier Using the AWS Command Line
Interface

Follow these steps to create a vault in Amazon S3 Glacier (S3 Glacier) using the AWS Command
Line Interface (AWS CLI).

Topics

o (Prerequisite) Setting Up the AWS CLI

« Example: Creating a Vault Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:
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Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

« To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

Example: Creating a Vault Using the AWS CLI

1. Usethe create-vault command to create a vault named awsexamplevault under account
111122223333.

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

Expected output:

"location": "/111122223333/vaults/awsexamplevault"

2. Verify creation using the describe-vault command.

Creating a Vault Using the AWS CLI API Version 2012-06-01 47


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

Amazon S3 Glacier Developer Guide

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

Retrieving Vault Metadata in Amazon S3 Glacier

You can retrieve vault information such as the vault creation date, number of archives in the vault,
and the total size of all the archives in the vault. Amazon S3 Glacier (S3 Glacier) provides API calls
for you to retrieve this information for a specific vault or all the vaults in a specific AWS Region in

your account.

If you retrieve a vault list, S3 Glacier returns the list sorted by the ASCII values of the vault names.
The list contains up to 1,000 vaults. You should always check the response for a marker at which
to continue the list; if there are no more items the marker field is null. You can optionally limit
the number of vaults returned in the response. If there are more vaults than are returned in the
response, the result is paginated. You need to send additional requests to fetch the next set of
vaults.
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o Example: Retrieving Vault Metadata Using the Amazon SDK for Java
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Retrieve Vault Metadata for a Vault

You can retrieve metadata for a specific vault or all the vaults in a specific AWS Region. The
following are the steps to retrieve vault metadata for a specific vault using the low-level API of the
Amazon SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Provide request information by creating an instance of the DescribeVaultRequest class.

Amazon S3 Glacier (S3 Glacier) requires you to provide a vault name and your account ID. If you
don't provide an account ID, then the account ID associated with the credentials you provide

to sign the request is assumed. For more information, see Using the AWS SDK for Java with
Amazon S3 Glacier.

3. Run the describeVault method by providing the request object as a parameter.

The vault metadata information that S3 Glacier returns is available in the
DescribeVaultResult object.

The following Java code snippet illustrates the preceding steps.

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***"),

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +

"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());
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® Note
For information about the underlying REST API, see Describe Vault (GET vault).

Retrieve Vault Metadata for All Vaults in a Region

You can also use the 1istVaults method to retrieve metadata for all the vaults in a specific AWS
Region.

The following Java code snippet retrieves list of vaults in the us-west-2 Region. The request
limits the number of vaults returned in the response to 5. The code snippet then makes a series of
listVaults calls to retrieve the entire vault list from the AWS Region.

AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);

In the preceding code segment, if you don't specify the Limit value in the request, S3 Glacier
returns up to 10 vaults, as set by the S3 Glacier API. If there are more vaults to list, the response
marker field contains the vault Amazon Resource Name (ARN) at which to continue the list with a
new request; otherwise, the marker field is null.
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Note that the information returned for each vault in the list is the same as the information you get
by calling the describeVault method for a specific vault.

® Note
The 1istVaults method calls the underlying REST API (see List Vaults (GET vaults)).

Example: Retrieving Vault Metadata Using the Amazon SDK for Java

For a working code example, see Example: Creating a Vault Using the AWS SDK for Java. The Java

code example creates a vault and retrieves the vault metadata.

Retrieving Vault Metadata in Amazon S3 Glacier Using the AWS SDK
for .NET

Topics

e Retrieve Vault Metadata for a Vault

o Retrieve Vault Metadata for All Vaults in a Region
« Example: Retrieving Vault Metadata Using the Low-Level API of the AWS SDK for .NET

Retrieve Vault Metadata for a Vault

You can retrieve metadata for a specific vault or all the vaults in a specific AWS Region. The
following are the steps to retrieve vault metadata for a specific vault using the low-level API of the
AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Provide request information by creating an instance of the DescribeVaultRequest class.
Amazon S3 Glacier (S3 Glacier) requires you to provide a vault name and your account ID. If you

don't provide an account ID, then the account ID associated with the credentials you provide
to sign the request is assumed. For more information, see Using the AWS SDK for .NET with

Amazon S3 Glacier.
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3. Run the DescribeVault method by providing the request object as a parameter.

The vault metadata information that S3 Glacier returns is available in the
DescribeVaultResult object.

The following C# code snippet illustrates the preceding steps. The snippet retrieves metadata
information of an existing vault in the US West (Oregon) Region.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{
VaultName = "*** Provide vault name ***"

};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WritelLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

® Note

For information about the underlying REST API, see Describe Vault (GET vault).

Retrieve Vault Metadata for All Vaults in a Region

You can also use the ListVaults method to retrieve metadata for all the vaults in a specific AWS
Region.

The following C# code snippet retrieves list of vaults in the US West (Oregon) Region. The request
limits the number of vaults returned in the response to 5. The code snippet then makes a series of
ListVaults calls to retrieve the entire vault list from the AWS Region.
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AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific AWS Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
I

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)

{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives: {2}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

In the preceding code segment, if you don't specify the Limit value in the request, S3 Glacier
returns up to 10 vaults, as set by the S3 Glacier API.

Note that the information returned for each vault in the list is the same as the information you get
by calling the DescribeVault method for a specific vault.

(® Note
The ListVaults method calls the underlying REST API (see List Vaults (GET vaults)).

Example: Retrieving Vault Metadata Using the Low-Level API of the AWS SDK
for .NET

For a working code example, see Example: Vault Operations Using the Low-Level AP| of the AWS

SDK for .NET. The C# code example creates a vault and retrieves the vault metadata.
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Retrieving Vault Metadata Using the REST API

To list vaults using the REST API, see List Vaults (GET vaults). To describe one vault, see Describe
Vault (GET vault).

Retrieving Vault Metadata in Amazon S3 Glacier Using the AWS
Command Line Interface

This example shows how to retrieve vault information and metadata in Amazon S3 Glacier (S3
Glacier) using the AWS Command Line Interface (AWS CLI).

Topics

» (Prerequisite) Setting Up the AWS CLI

« Example: Retrieving Vault Metadata Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.

Retrieving Vault Metadata Using REST API Version 2012-06-01 54


https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html

Amazon S3 Glacier Developer Guide

aws configure list

Example: Retrieving Vault Metadata Using the AWS CLI

e Usethedescribe-vault command to describe a vault named awsexamplevaul t under
account 111122223333,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

Downloading a Vault Inventory in Amazon S3 Glacier

After you upload your first archive to your vault, Amazon S3 Glacier (S3 Glacier) automatically
creates a vault inventory and then updates it approximately once a day. After S3 Glacier creates
the first inventory, it typically takes half a day and up to a day before that inventory is available for
retrieval. You can retrieve a vault inventory from S3 Glacier with the following two-step process:

1. Initiate an inventory retrieval job by using the Initiate Job (POST jobs) operation.

/A Important

A data retrieval policy can cause your initiate retrieval job request to fail with a
PolicyEnforcedException exception. For more information about data retrieval
policies, see S3 Glacier Data Retrieval Policies. For more information about the

PolicyEnforcedException exception, see Error Responses.

2. After the job completes, download the bytes using the Get Job Output (GET output) operation.

For example, retrieving an archive or a vault inventory requires you to first initiate a retrieval job.
The job request is run asynchronously. When you initiate a retrieval job, S3 Glacier creates a job and
returns a job ID in the response. When S3 Glacier completes the job, you can get the job output,
the archive bytes, or the vault inventory data.

The job must complete before you can get its output. To determine the status of the job, you have
the following options:
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« Wait for job completion notification—You can specify an Amazon Simple Notification Service

(Amazon SNS) topic to which S3 Glacier can post a notification after the job is completed. You
can specify Amazon SNS topic using the following methods:

» Specify an Amazon SNS topic per job basis.

When you initiate a job, you can optionally specify an Amazon SNS topic.

« Set notification configuration on the vault.

You can set notification configuration for specific events on the vault (see Configuring Vault
Notifications in Amazon S3 Glacier). S3 Glacier sends a message to the specified SNS topic any
time the specific event occur.

If you have notification configuration set on the vault and you also specify an Amazon SNS topic
when you initiate a job, S3 Glacier sends job completion message to both the topics.

You can configure the SNS topic to notify you via email or store the message in an Amazon
Simple Queue Service (Amazon SQS) that your application can poll. When a message appears in
the queue, you can check if the job is completed successfully and then download the job output.

Request job information explicitly—S3 Glacier also provides a describe job operation
(Describe Job (GET JoblD)) that enables you to poll for job information. You can periodically
send this request to obtain job information. However, using Amazon SNS notifications is the
recommended option.

(® Note

The information you get via SNS notification is the same as what you get by calling
Describe Job.

Topics

About the Inventory

Downloading a Vault Inventory in Amazon S3 Glacier Using the AWS SDK for Java

Downloading a Vault Inventory in Amazon S3 Glacier Using the AWS SDK for .NET

Downloading a Vault Inventory Using the REST API

Downloading a Vault Inventory in Amazon S3 Glacier Using the AWS Command Line Interface
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About the Inventory

S3 Glacier updates a vault inventory approximately once a day, starting on the day you first upload
an archive to the vault. If there have been no archive additions or deletions to the vault since the
last inventory, the inventory date is not updated. When you initiate a job for a vault inventory, S3
Glacier returns the last inventory it generated, which is a point-in-time snapshot and not real-time
data. Note that after S3 Glacier creates the first inventory for the vault, it typically takes half a day
and up to a day before that inventory is available for retrieval.

You might not find it useful to retrieve a vault inventory for each archive upload. However, suppose
you maintain a database on the client-side associating metadata about the archives you upload

to S3 Glacier. Then, you might find the vault inventory useful to reconcile information, as needed,
in your database with the actual vault inventory. You can limit the number of inventory items
retrieved by filtering on the archive creation date or by setting a quota. For more information
about limiting inventory retrieval, see Range Inventory Retrieval.

The inventory can be returned in two formats, comma-separated values (CSV) or JSON. You can
optionally specify the format when you initiate the inventory job. The default format is JSON. For
more information about the data fields returned in an inventory job output, see Response Body of
the Get Job Output API.

Downloading a Vault Inventory in Amazon S3 Glacier Using the AWS
SDK for Java

The following are the steps to retrieve a vault inventory using the low-level API of the AWS SDK for
Java. The high-level API does not support retrieving a vault inventory.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Initiate an inventory retrieval job by executing the initiateJob method.

Run initiateJob by providing job information in an InitiateJobRequest object.
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® Note

Note that if an inventory has not been completed for the vault an error is returned.
Amazon S3 Glacier (S3 Glacier) prepares an inventory for each vault periodically, every
24 hours.

S3 Glacier returns a job ID in response. The response is available in an instance of the
InitiateJobResult class.

InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x!')
);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you have either set a
notification configuration on the vault, or specified an Amazon Simple Notification Service
(Amazon SNS) topic when you initiated the job, S3 Glacier sends a message to the topic after it
completes the job.

You can also poll S3 Glacier by calling the describeJob method to determine job completion
status. However, using an Amazon SNS topic for notification is the recommended approach.
The code example given in the following section uses Amazon SNS for S3 Glacier to publish a
message.

4. Download the job output (vault inventory data) by executing the getJobOutput method.

You provide your account ID, job ID, and vault name by creating an instance of the
GetJobOutputRequest class. If you don't provide an account ID, then the account ID
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associated with the credentials you provide to sign the request is used. For more information,
see Using the AWS SDK for Java with Amazon S3 Glacier.

The output that S3 Glacier returns is available in the GetJobOutputResult object.

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.

(® Note
For information about the job related underlying REST API, see Job Operations.

Example: Retrieving a Vault Inventory Using the Amazon SDK for Java
The following Java code example retrieves the vault inventory for the specified vault.
The example performs the following tasks:

« Creates an Amazon Simple Notification Service (Amazon SNS) topic.

S3 Glacier sends notification to this topic after it completes the job.

» Creates an Amazon Simple Queue Service (Amazon SQS) queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages to
the queue.

« Initiates a job to download the specified archive.

In the job request, the Amazon SNS topic that was created is specified so that S3 Glacier can
publish a notification to the topic after it completes the job.

o Checks the Amazon SQS queue for a message that contains the job ID.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive.
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» Cleans up by deleting the Amazon SNS topic and the Amazon SQS queue that it created.
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import com.
import com.
import com.
import com.

amazonaws.services.sqs.model.GetQueueAttributesResult;
amazonaws.services.sqs.model.Message;
amazonaws.services.sqs.model.ReceiveMessageRequest;
amazonaws.services.sqs.model.SetQueueAttributesRequest;

public class AmazonGlacierDownloadInventoryWithSQSPolling {

public
public
public
public
public
public
public
public
public
public
public
public
public

public

static
static
static
static
static
static
static
static
static
static
static
static
static

static

String vaultName = "*** provide vault name ***";
String snsTopicName = "*** provide topic name ***";
String sqsQueueName = "*** provide queue name ***";

String sqsQueueARN;

String sqsQueueURL;

String snsTopicARN;

String snsSubscriptionARN;

String fileName = "*** provide file name ***";
String region = "*** region ***";

long sleepTime = 600;

AmazonGlacierClient client;

AmazonSQSClient sqgsClient;

AmazonSNSClient snsClient;

void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client =

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient = new AmazonSQSClient(credentials);
sgsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);

snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }
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downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
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.withEndpoint(sqsQueueARN)
.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);

String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
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if (retrievedJobId.equals(jobId)) {
messageFound = true;
if (statusCode.equals("Succeeded")) {
jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream = new FileWriter(fileName);

BufferedWriter out = new BufferedWriter(fstream);

BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;

try {

while ((inputLine = in.readLine()) !'= null) {
out.write(inputLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {3}

try {out.close();} catch (Exception e) {}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
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sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

Downloading a Vault Inventory in Amazon S3 Glacier Using the AWS
SDK for .NET

The following are the steps to retrieve a vault inventory using the low-level APl of the AWS SDK
for .NET. The high-level API does not support retrieving a vault inventory.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Initiate an inventory retrieval job by executing the InitiateJob method.

You provide job information in an InitiateJobRequest object. Amazon S3 Glacier
(S3 Glacier) returns a job ID in response. The response is available in an instance of the
InitiateJobResponse class.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",
}
)i
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you have either set a
notification configuration on the vault identifying an Amazon Simple Notification Service
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(Amazon SNS) topic, or specified an Amazon SNS topic when you initiated a job, S3 Glacier sends
a message to that topic after it completes the job. The code example given in the following
section uses Amazon SNS for S3 Glacier to publish a message.

You can also poll S3 Glacier by calling the DescribeJob method to determine job completion
status. Although using Amazon SNS topic for notification is the recommended approach.

4. Download the job output (vault inventory data) by executing the GetJobOutput method.

You provide your account ID, vault name, and the job ID information by creating an instance
of the GetJobOutputRequest class. If you don't provide an account ID, then the account
ID associated with the credentials you provide to sign the request is assumed. For more
information, see Using the AWS SDK for .NET with Amazon S3 Glacier.

The output that S3 Glacier returns is available in the GetJobOutputResponse object.

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}
(@ Note

For information about the job related underlying REST API, see Job Operations.
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Example: Retrieving a Vault Inventory Using the Low-Level API of the AWS SDK
for .NET

The following C# code example retrieves the vault inventory for the specified vault.

The example performs the following tasks:

« Set up an Amazon SNS topic.

S3 Glacier sends notification to this topic after it completes the job.

« Set up an Amazon SQS queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages.

« Initiate a job to download the specified archive.

In the job request, the example specifies the Amazon SNS topic so that S3 Glacier can send a
message after it completes the job.

 Periodically check the Amazon SQS queue for a message.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive. The code example uses the JSON.NET library (see JSON.NET) to parse the
JSON.

« Clean up by deleting the Amazon SNS topic and the Amazon SQS queue it created.

Example

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;
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namespace glacier.amazon.com.docsamples

{
class VaultInventoryJoblLowlLevelUsingSNSSQS
{
static string topicAzrn;
static string queueUrl;
static string queueArn;
static string vaultName = "*** Provide vault name ***";
static string fileName = "*** Provide file name and path where to store inventory
kK1,
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =
nen 4
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
n {Il +
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"
+
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
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Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;
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Console.Write("QueueArn: ");Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()
{

Protocol = "sqgs",

Endpoint = queueArn,

TopicArn = topicAzrn

1)

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()

{
QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1)

static void GetVaultInventory(AmazonGlacierClient client)

{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
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ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[Q];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)
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{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

Downloading a Vault Inventory Using the REST API
To download a vault inventory using the REST API

Downloading a vault inventory is a two-step process.

1. Initiate a job of the inventory-retrieval type. For more information, see Initiate Job

(POST jobs).
2. After the job completes, download the inventory data. For more information, see Get Job
Output (GET output).
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Downloading a Vault Inventory in Amazon S3 Glacier Using the AWS
Command Line Interface

Follow these steps to download a vault inventory in Amazon S3 Glacier (S3 Glacier) using the AWS
Command Line Interface (AWS CLI).

Topics

o (Prerequisite) Setting Up the AWS CLI

« Example: Downloading a Vault Inventory Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1.

Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list
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Example: Downloading a Vault Inventory Using the AWS CLI

1. Usethe initiate-job command to start an inventory retrieval job.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}"'

Expected output:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. Usethe describe-job command to check status of the previous retrieval job.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

Expected output:

"InventoryRetrievalParameters": {

"Format": "JSON"
1,
"VaultARN": "#*** vyault arn ***",
"Completed": false,
"JobId": "*** jobid ***",
"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. The job ID does not expire
for at least 24 hours after S3 Glacier completes the job. If you have either set a notification
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configuration on the vault, or specified an Amazon Simple Notification Service (Amazon SNS)
topic when you initiated the job, S3 Glacier sends a message to the topic after it completes the
job.

You can set the notification configuration for specific events on the vault. For more
information, see Configuring Vault Notifications in Amazon S3 Glacier. S3 Glacier sends a
message to the specified SNS topic anytime the specific events occur.

4. When it's complete, use the get-job-output command to download the retrieval job to the
file output. json.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

This command produces a file with the following fields.

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*#*#* archive hash *#**"

}
{"ArchiveId":

1}

Configuring Vault Notifications in Amazon S3 Glacier

Retrieving anything from Amazon S3 Glacier, such as an archive from a vault or a vault inventory, is
a two-step process.

1. Initiate a retrieval job.

2. After the job is completed, download the job output.
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You can set a notification configuration on a vault so that when a job is completed, a message is
sent to an Amazon Simple Notification Service (Amazon SNS) topic.

Topics

» Configuring Vault Notifications in S3 Glacier: General Concepts

« Configuring Vault Notifications in Amazon S3 Glacier Using the AWS SDK for Java

» Configuring Vault Notifications in Amazon S3 Glacier Using the AWS SDK for .NET

» Configuring Vault Notifications in S3 Glacier Using the REST API

» Configuring Vault Notifications by Using the S3 Glacier Console

« Configuring Vault Notifications Using the AWS Command Line Interface

Configuring Vault Notifications in S3 Glacier: General Concepts

A S3 Glacier retrieval job request is run asynchronously. You must wait until S3 Glacier completes
the job before you can get its output. You can periodically poll S3 Glacier to determine the job
status, but that is not an optimal approach. S3 Glacier also supports notifications. When a job

is completed, the job can post a message to an Amazon Simple Notification Service (Amazon
SNS) topic. Using this feature requires you to set a notification configuration on the vault. In the
configuration, you identify one or more events and an Amazon SNS topic to which you want S3
Glacier to send a message when the event occurs.

S3 Glacier defines events specifically related to job completion (ArchiveRetrievalCompleted,
InventoryRetrievalCompleted) that you can add to the vault's notification configuration.
When a specific job is completed, S3 Glacier publishes a notification message to the SNS topic.

The notification configuration is a JSON document as shown in the following example.

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

You can configure only one Amazon SNS topic for a vault.
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® Note

Adding a notification configuration to a vault causes S3 Glacier to send a notification each
time the event specified in the notification configuration occurs. You can also optionally
specify an Amazon SNS topic in each job initiation request. If you add both the notification
configuration on the vault and also specify an Amazon SNS topic in your initiate job
request, S3 Glacier sends both notifications.

The job completion message S3 Glacier sends include information such as the type of job
(InventoryRetrieval, ArchiveRetrieval), job completion status, SNS topic name, job status
code, and the vault ARN. The following is an example notification S3 Glacier sent to an SNS topic
after an InventoryRetrieval job is completed.

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z2",

"CreationDate": "2012-06-12T22:20:36.814Z",

"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p60o7yjhFx-
K3CGl6fuSmeVzWoT7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54Z2ShjoQzQVVh7vEXAMPLEjobID",

"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

If the Completed field is true, you must also check the StatusCode to check if the job completed
successfully or failed.

(® Note

The Amazon SNS topic must allow the vault to publish a notification. By default, only the
Amazon SNS topic owner can publish a message to the topic. However, if the Amazon SNS
topic and the vault are owned by different AWS accounts, then you must configure the
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Amazon SNS topic to accept publications from the vault. You can configure the Amazon
SNS topic policy in the Amazon SNS console.

For more information about Amazon SNS, see Getting Started with Amazon SNS.

Configuring Vault Notifications in Amazon S3 Glacier Using the AWS
SDK for Java

The following are the steps to configure notifications on a vault using the low-level API of the AWS
SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Provide notification configuration information by creating an instance of the
SetVaultNotificationsRequest class.

You need to provide the vault name, notification configuration information, and account ID. In
specifying a notification configuration, you provide the Amazon Resource Name (ARN) of an

existing Amazon SNS topic and one or more events for which you want to be notified. For a list
of supported events, see Set Vault Notification Configuration (PUT notification-configuration)).

3. Run the setVaultNotifications method by providing the request object as a parameter.

The following Java code snippet illustrates the preceding steps. The snippet sets a notification
configuration on a vault. The configuration requests Amazon S3 Glacier (S3 Glacier) to send a
notification to the specified Amazon SNS topic when either the ArchiveRetrievalCompleted
event or the InventoryRetrievalCompleted event occurs.

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
new VaultNotificationConfig()
.withSNSTopic("*** provide SNS topic ARN *#**'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")
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);

client.setVaultNotifications(request);

(@ Note
For information about the underlying REST API, see Vault Operations.

Example: Setting the Notification Configuration on a Vault Using the AWS SDK for
Java

The following Java code example sets a vault's notifications configuration, deletes the
configuration, and then restores the configuration. For step-by-step instructions on how to run the
following example, see Using the AWS SDK for Java with Amazon S3 Glacier.

Example

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsResult;
import com.amazonaws.services.glacier.model.SetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.VaultNotificationConfig;

public class AmazonGlacierVaultNotifications {
public static AmazonGlacierClient client;
public static String vaultName = "*** provide vault name ****";
public static String snsTopicARN = "*** provide sns topic ARN ***";
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");
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try {

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();

getVaultNotifications();

deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();
System.out.println("Notifications configuration for vault: "
+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()
.withVaultName(vaultName);
client.deleteVaultNotifications(request);
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System.out.println("Notifications configuration deleted for vault: " +
vaultName);

}

Configuring Vault Notifications in Amazon S3 Glacier Using the AWS
SDK for .NET

The following are the steps to configure notifications on a vault using the low-level API of the AWS
SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the vault resides. All operations you perform using
this client apply to that AWS Region.

2. Provide notification configuration information by creating an instance of the
SetVaultNotificationsRequest class.

You need to provide the vault name, notification configuration information, and account ID. If
you don't provide an account ID, then the account ID associated with the credentials you provide
to sign the request is assumed. For more information, see Using the AWS SDK for .NET with

Amazon S3 Glacier.

In specifying a notification configuration, you provide the Amazon Resource Name (ARN) of an
existing Amazon SNS topic and one or more events for which you want to be notified. For a list
of supported events, see Set Vault Notification Configuration (PUT notification-configuration)).

3. Run the SetVaultNotifications method by providing the request object as a parameter.

4. After setting notification configuration on a vault, you can retrieve configuration
information by calling the GetVaultNotifications method, and remove it by calling the
DeleteVaultNotifications method provided by the client.

Example: Setting the Notification Configuration on a Vault Using the AWS SDK
for .NET

The following C# code example illustrates the preceding steps. The example sets the
notification configuration on the vault ("examplevault") in the US West (Oregon) Region,
retrieves the configuration, and then deletes it. The configuration requests Amazon S3
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Glacier (S3 Glacier) to send a notification to the specified Amazon SNS topic when either the
ArchiveRetrievalCompleted event or the InventoryRetrievalCompleted event occurs.

(® Note
For information about the underlying REST API, see Vault Operations.

For step-by-step instructions to run the following example, see Running Code Examples. You need
to update the code as shown and provide an existing vault name and an Amazon SNS topic.

Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete
{
static string vaultName = "examplevault";
static string snsTopicARN = "*** Provide Amazon SNS topic ARN ***";

static IAmazonGlacier client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
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catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
{
VaultName = vaultName,
VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" },
SNSTopic = snsTopicARN

}
};
SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
}
static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId = "-"
};

GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {0@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{

VaultName = vaultName
13
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);
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}
}
}

Configuring Vault Notifications in S3 Glacier Using the REST API

To configure vault notifications using the REST API, see Set Vault Notification Configuration

(PUT notification-configuration). Additionally, you can also get vault notifications (Get Vault

Notifications (GET notification-configuration)) and delete vault notifications (Delete Vault
Notifications (DELETE notification-configuration)).

Configuring Vault Notifications by Using the S3 Glacier Console

This section describes how to configure vault notifications by using the Amazon S3 Glacier console.
When you configure notifications, you specify job-completion events that send a notification to an
Amazon Simple Notification Service (Amazon SNS) topic. In addition to configuring notifications
for the vault, you can also specify a topic to publish notifications to when you initiate a job. If your
vault is configured to send a notification for a specific event and you also configure notifications in
the job-initiation request, then two notifications are sent.

To configure a vault notification

1. Sign in to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

In the left navigation pane, choose Vaults.
In the Vaults list, choose a vault.
In the Notifications section, choose Edit.

On the Event notifications page, choose Turn on notifications.

o v M WD

In the Notifications section, choose one of the following Amazon Simple Notification Service
(Amazon SNS) options, and then follow the corresponding steps:

Amazon SNS options Action

Create new SNS topic
1.
Choose Create new SNS topic.

2.
For Topic name, enter the name of the new topic.
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Amazon SNS options Action

Topic names can be up to 256 characters.
Alphanumeric characters, hyphens (-), and und
erscores (_) are allowed. Topic names must be
unique within the account and AWS Region.

(Optional) If you want to subscribe to the topic by
using SMS messages, enter a name for Display
name.

A display name can have up to 100 characters.

Choose an existing SNS topic

Choose Choose an existing SNS topic.

Under Specify SNS topic, choose one of the fol
lowing options:

Choose from your SNS topics
An SNS topic dropdown list appears.

Choose an existing topic from the dropdown
list.

Enter SNS topic ARN
An Amazon SNS topic ARN text box appears.

Enter the Amazon Resource Name (ARN) for
your SNS topic. An SNS topic ARN has the
following format:

arn:aws:sns: region:account-i
d :topic-name

You can find the SNS topic ARN in the Amazon
SNS console.
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7. Under Events, select one or both events that you want to send notifications:

» To send a notification only when archive retrieval jobs are complete, select Archive Retrieval
Job Complete.

« To send a notification only when vault inventory jobs are complete, select Vault Inventory
Retrieval Job Complete.

Configuring Vault Notifications Using the AWS Command Line Interface

This section describes how to configure vault notifications using the AWS Command Line Interface.
When you configure notifications, you specify job completion events that trigger notification to an
Amazon Simple Notification Service (Amazon SNS) topic. In addition to configuring notifications
for the vault, you can also specify a topic to publish notification to when you initiate a job. If your
vault is configured to notify for a specific event and you specify notification in the job initiation
request, then two notifications are sent.

Follow these steps to configure vault notification using the AWS CLI.

Topics

o (Prerequisite) Setting Up the AWS CLI

« Example: Configure Vault Notifications Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help
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» To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

Example: Configure Vault Notifications Using the AWS CLI

1. Usethe set-vault-notifications command to configure notifications that will be sent
when specific events happen to a vault. By default, you don't get any notifications.

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

2. The notification configuration is a JSON document as shown in the following example.

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

For more information about using Amazon SNS topics for S3 Glacier see, Configuring Vault
Notifications in S3 Glacier: General Concepts

For more information about Amazon SNS, see Getting Started with Amazon SNS.

Deleting a Vault in Amazon S3 Glacier

Amazon S3 Glacier (S3 Glacier) deletes a vault only if there are no archives in the vault as of the
last inventory it computed and there have been no writes to the vault since the last inventory. For
information about deleting archives, see Deleting an Archive in Amazon S3 Glacier. For information
about downloading a vault inventory, Downloading a Vault Inventory in Amazon S3 Glacier.
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® Note

S3 Glacier prepares an inventory for each vault periodically, every 24 hours. Because the
inventory might not reflect the latest information, S3 Glacier ensures the vault is indeed
empty by checking if there were any write operations since the last vault inventory.

Topics

» Deleting a Vault in Amazon S3 Glacier Using the AWS SDK for Java
» Deleting a Vault in Amazon S3 Glacier Using the AWS SDK for .NET
o Deleting a Vault in S3 Glacier Using the REST API

» Deleting an Empty Vault by Using the S3 Glacier Console

» Deleting a Vault in Amazon S3 Glacier Using the AWS Command Line Interface

Deleting a Vault in Amazon S3 Glacier Using the AWS SDK for Java

The following are the steps to delete a vault using the low-level APl of the AWS SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region from where you want to delete a vault. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the DeleteVaultRequest class.

You need to provide the vault name and account ID. If you don't provide an account ID, then
account ID associated with the credentials you provide to sign the request is assumed. For more
information, see Using the AWS SDK for Java with Amazon S3 Glacier.

3. Run the deleteVault method by providing the request object as a parameter.

Amazon S3 Glacier (S3 Glacier) deletes the vault only if it is empty. For more information, see
Delete Vault (DELETE vault).

The following Java code snippet illustrates the preceding steps.

try {
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DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName("*** provide vault name ***");

client.deleteVault(request);

System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {

System.err.println(e.getMessage());

}

(® Note
For information about the underlying REST API, see Delete Vault (DELETE vault).

Example: Deleting a Vault Using the AWS SDK for Java

For a working code example, see Example: Creating a Vault Using the AWS SDK for Java. The Java
code example shows basic vault operations including create and delete vault.

Deleting a Vault in Amazon S3 Glacier Using the AWS SDK for .NET

Both the high-level and low-level APIs provided by the Amazon SDK for .NET provide a method to

delete a vault.

Topics

» Deleting a Vault Using the High-Level API of the AWS SDK for .NET

» Deleting a Vault Using the Low-Level API of the AWS SDK for .NET

Deleting a Vault Using the High-Level API of the AWS SDK for .NET

The ArchiveTransferManager class of the high-level API provides the DeleteVault method
you can use to delete a vault.

Example: Deleting a Vault Using the High-Level API of the AWS SDK for .NET

For a working code example, see Example: Vault Operations Using the High-Level API of the AWS

SDK for .NET. The C# code example shows basic vault operations including create and delete vault.
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Deleting a Vault Using the Low-Level API of the AWS SDK for .NET

The following are the steps to delete a vault using the AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region from where you want to delete a vault. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the DeleteVaultRequest class.
You need to provide the vault name and account ID. If you don't provide an account ID, then

account ID associated with the credentials you provide to sign the request is assumed. For more
information, see Using the AWS SDK for .NET with Amazon S3 Glacier.

3. Run the DeleteVault method by providing the request object as a parameter.

Amazon S3 Glacier (S3 Glacier) deletes the vault only if it is empty. For more information, see
Delete Vault (DELETE vault).

The following C# code snippet illustrates the preceding steps. The snippet retrieves metadata
information of a vault that exists in the default AWS Region.

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

};

DeleteVaultResponse response = client.DeleteVault(request);

(® Note
For information about the underlying REST API, see Delete Vault (DELETE vault).
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Example: Deleting a Vault Using the Low-Level API of the AWS SDK for .NET

For a working code example, see Example: Vault Operations Using the Low-Level AP| of the AWS
SDK for .NET. The C# code example shows basic vault operations including create and delete vault.

Deleting a Vault in S3 Glacier Using the REST API

To delete a vault using the REST API, see Delete Vault (DELETE vault).

Deleting an Empty Vault by Using the S3 Glacier Console

® Note

Before deleting a vault, you must delete all existing archives within the vault. You can do
this by writing code to make a delete archive request by using either the REST API, the AWS
SDK for Java, the AWS SDK for .NET, or by using the AWS Command Line Interface (AWS
CLI). For information about deleting archives, see Step 5: Delete an Archive from a Vault in
S3 Glacier.

After your vault is empty, you can delete it by using the following steps.
To delete an empty vault by using the Amazon S3 Glacier console

1. Sign into the AWS Management Console and open the S3 Glacier console at S3 Glacier
Console.

2. Under Select a Region, choose the AWS Region where the vault exists.
In the left navigation pane, choose Vaults.

4. In the Vaults list, select the option button next to the name of the vault that you want to
delete, and then choose Delete at the top of the page.

5. In the Delete vault dialog box, confirm that you want to delete the vault by choosing Delete.

/A Important

Deleting a vault can't be undone.

6. To verify that you've deleted the vault, open the Vaults list and enter the name of the vault
that you deleted. If the vault can't be found, your deletion was successful.
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Deleting a Vault in Amazon S3 Glacier Using the AWS Command Line
Interface

You can delete empty and nonempty vaults in Amazon S3 Glacier (S3 Glacier) using the AWS
Command Line Interface (AWS CLI).

Topics

o (Prerequisite) Setting Up the AWS CLI

« Example: Deleting an Empty Vault Using the AWS CLI

o Example: Deleting a Nonempty Vault Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list
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Example: Deleting an Empty Vault Using the AWS CLI

. Use the delete-vault command to delete a vault that contains no archives.

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

Example: Deleting a Nonempty Vault Using the AWS CLI

S3 Glacier deletes a vault only if there are no archives in the vault as of the last inventory

it computed, and there have been no writes to the vault since the last inventory. Deleting a
nonempty vault is a three-step process: retrieving archive IDs from a vault's inventory report,
deleting each archive, and then deleting the vault.

1. Usethe initiate-job command to start an inventory retrieval job.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

Expected output:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. Use the describe-job command to check status of the previous retrieval job.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

Expected output:

"InventoryRetrievalParameters": {
"Format": "JSON"
1,
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"VaultARN": "#*** yvault arn ***",
"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you set a notification
configuration on the vault or specified an Amazon Simple Notification Service (Amazon SNS)
topic when you initiated the job, S3 Glacier sends a message to the topic after it completes the
job.

You can set notification configuration for specific events on the vault. For more information,
see Configuring Vault Notifications in Amazon S3 Glacier. S3 Glacier sends a message to the

specified SNS topic anytime the specific event occurs.

4. When it's complete, use the get-job-output command to download the retrieval job to the
file output. json.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

This command produces a file with the following fields.

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"Archivelist":[

{"ArchiveId":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash **#*"

}
{"ArchivelId":

1}
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5. Usethedelete-archive command to delete each archive from a vault until none remain.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*#** archiveid ***"

(® Note

If your Archive ID starts with a hyphen or another special character you will need to put
it in quotes in order to run this command.

6. Usethe initiate-job command to start a new inventory retrieval job.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}"'

7. When it's complete, use the delete-vault command to delete a vault with no archives.

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

Tagging Your S3 Glacier Vaults

You can assign your own metadata to Amazon S3 Glacier vaults in the form of tags. A tag is a key-
value pair that you define for a vault. For basic information about tagging, including restrictions on
tags, see Tagging Amazon S3 Glacier Resources.

The following topics describe how you can add, list, and remove tags for vaults.

Topics

Tagging Vaults by Using the Amazon S3 Glacier Console

Tagging Vaults by Using the AWS CLI

Tagging Vaults by Using the Amazon S3 Glacier API

Related Sections
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Tagging Vaults by Using the Amazon S3 Glacier Console

You can add, list, and remove tags using the S3 Glacier console, as described in the following
procedures.

To view the tags for a vault

1. Sign in to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

Under Select a Region, select an AWS Region from the Region selector.
In the left navigation pane, choose Vaults.

In the Vaults list, choose a vault.

ok W

Choose the Vaults properties tab. Scroll to the Tags section to view the tags associated with
the vault.

To add a tag to a vault

You can associate up to 50 tags to a vault. Tags that are associated with a vault must have unique
tag keys.

For more information about tag restrictions, see Tagging Amazon S3 Glacier Resources.

1. Sign in to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

Under Select a Region, select an AWS Region from the Region selector.

In the left navigation pane, choose Vaults.

In the Vaults list, choose the name of the vault that you want to add tags to.
Choose the Vault properties tab.

In the Tags section, choose Add. The Add tags page appears.

N o u B~ W N

On the Add tags page, specify the tag key in the Key field, and optionally specify a tag value
in the Value field.

8. Choose Save changes.
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To edit a tag

1. Signin to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

Under Select a Region, select an AWS Region from the Region selector.
In the left navigation pane, choose Vaults.
In the Vaults list, choose a vault name.

Choose the Vault properties tab, and then scroll down to the Tags section.

A

Under Tags, select the check box next to the tags that you want to change, then choose Edit.
The Edit tags page appears.

N

Update the tag key in the Key field, and optionally update the tag value in the Value field.

8. Choose Save changes.

To remove a tag from a vault

1. Signin to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

Under Select a Region, select an AWS Region from the Region selector.
In the left navigation pane, choose Vaults.
In the Vaults list, choose the name of the vault that you want to remove tags from.

Choose the Vault properties tab. Scroll down to the Tags section.

o v M W N

Under Tags, select the check box next to the tags that you want to remove, then choose
Delete.

7. The Delete tags dialog box opens. To confirm that you want to delete the selected tags,
choose Delete.

Tagging Vaults by Using the AWS CLI

Follow these steps to add, list, or remove tags by using the AWS Command Line Interface (AWS
CLI).

Each tag is composed of a key and a value. Each vault can have up to 50 tags.

1. To add tags to a vault, use the add-tags-to-vault command.
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aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020

For more information on this vault operation, see Add Tags To Vault .

2. To list all the tags attached to a vault, use the 1ist-tags-for-vault command.

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

For more information on this vault operation, see List Tags For Vault.

3. To remove one or more tags from the set of tags attached to a vault, use the remove-tags-
from-vault command.

aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

For more information on this vault operation, see Remove Tags From Vault.

Tagging Vaults by Using the Amazon S3 Glacier API

You can add, list, and remove tags by using the S3 Glacier API. For examples, see the following
documentation:

Add Tags To Vault (POST tags add)

Adds or updates tags for the specified vault.
List Tags For Vault (GET tags)

Lists the tags for the specified vault.

Remove Tags From Vault (POST tags remove)

Removes tags from the specified vault.

Related Sections

» Tagging Amazon S3 Glacier Resources
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S3 Glacier Vault Lock

The following topics describe how to lock a vault in Amazon S3 Glacier and how to use Vault Lock
policies.

Topics
« Vault Locking Overview

» Locking a Vault by Using the S3 Glacier API

» Locking a Vault using the AWS Command Line Interface

» Locking a Vault by Using the S3 Glacier Console

Vault Locking Overview

S3 Glacier Vault Lock helps you to easily deploy and enforce compliance controls for individual
S3 Glacier vaults with a Vault Lock policy. You can specify controls such as "write once read
many" (WORM) in a Vault Lock policy and lock the policy from future edits.

/A Important
After a Vault Lock policy is locked, the policy can no longer be changed or deleted.

S3 Glacier enforces the controls set in the Vault Lock policy to help achieve your compliance
objectives. For example, you can use Vault Lock policies to enforce data retention. You can deploy
a variety of compliance controls in a Vault Lock policy by using the AWS Identity and Access
Management (IAM) policy language. For more information about Vault Lock policies, see Vault Lock
Policies.

A Vault Lock policy is different from a vault access policy. Both policies govern access controls to
your vault. However, a Vault Lock policy can be locked to prevent future changes, which provides
strong enforcement for your compliance controls. You can use the Vault Lock policy to deploy
regulatory and compliance controls, which typically require tight controls on data access.

/A Important

We recommend that you first create a vault, complete a Vault Lock policy, and then upload
your archives to the vault so that the policy will be applied to them.
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In contrast, you use a vault access policy to implement access controls that are not compliance
related, temporary, and subject to frequent modification. You can use Vault lock and vault access
policies together. For example, you can implement time-based data-retention rules in the Vault
Lock policy (deny deletes), and grant read access to designated third parties or your business
partners (allow reads) in your vault access policy.

Locking a vault takes two steps:

1. Initiate the lock by attaching a Vault Lock policy to your vault, which sets the lock to an in-
progress state and returns a lock ID. While the policy is in the in-progress state, you have 24
hours to validate your Vault Lock policy before the lock ID expires. To prevent your vault from
exiting the in-progress state, you must complete the Vault Lock process within these 24 hours.
Otherwise, your Vault Lock policy will be deleted.

2. Use the lock ID to complete the lock process. If the Vault Lock policy doesn't work as expected,
you can stop the Vault Lock process and restart from the beginning. For information about how
to use the S3 Glacier API to lock a vault, see Locking a Vault by Using the S3 Glacier API.

Locking a Vault by Using the S3 Glacier API

To lock your vault with the Amazon S3 Glacier API, you first call Initiate Vault Lock (POST lock-
policy) with a Vault Lock policy that specifies the controls that you want to deploy. The Initiate
Vault Lock operation attaches the policy to your vault, transitions the Vault Lock to the in-
progress state, and returns a unique lock ID. After the Vault Lock enters the in-progress state, you
have 24 hours to complete the lock by calling Complete Vault Lock (POST lockld) with the lock ID
that was returned from the Initiate Vault Lock call.

/A Important

» We recommend that you first create a vault, complete a Vault Lock policy, and then
upload your archives to the vault so that the policy will be applied to them.

» After the Vault Lock policy is locked, it cannot be changed or deleted.

If you don't complete the Vault Lock process within 24 hours after entering the in-progress state,
your vault automatically exits the in-progress state, and the Vault Lock policy is removed. You can
call Initiate Vault Lock again to install a new Vault Lock policy and transition into the in-
progress state.
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The in-progress state provides the opportunity to test your Vault Lock policy before you lock it.
Your Vault Lock policy takes full effect during the in-progress state just as if the vault has been
locked, except that you can remove the policy by calling Abort Vault Lock (DELETE lock-policy).
To fine-tune your policy, you can repeat the Abort Vault Lock/Initiate Vault Lock
combination as many times as necessary to validate your Vault Lock policy changes.

After you validate the Vault Lock policy, you can call Complete Vault Lock (POST lockld) with the
most recent lock ID to complete the vault locking process. Your vault transitions to a locked state,

where the Vault Lock policy is unchangeable and can no longer be removed by calling Abort
Vault Lock.

Related Sections

Vault Lock Policies

Abort Vault Lock (DELETE lock-policy)

Complete Vault Lock (POST lockld)

Get Vault Lock (GET lock-policy)

Initiate Vault Lock (POST lock-policy)

Locking a Vault using the AWS Command Line Interface

You can lock your vault using the AWS Command Line Interface. This will install a vault lock policy
on the specified vault and return the lock ID. You must complete the vault locking process within
24 hours else the vault lock policy is removed from the vault.

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.
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 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

« To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

1. Usethe initiate-vault-lock to install a vault lock policy and sets the lock state of the
vault lock to InProgress.

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig. json

2. The lock configuration is a JSON document as shown in the following example. Before using
this command, replace the VAULT_ARN and Principal with the appropriate values for your
use case.

To find the ARN of the vault you wish to lock, you can use the 1ist-vaults command.

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-lock
\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::111122223333:root\"},
\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"VAULT_ARN\",\"Condition\":
{\"NumericLessThanEquals\":{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. After initiating the vault lock you should see the 1ockId returned.

"lockId": "LOCK_ID"
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To complete the vault lock You must run complete-vault-lock within 24 hours else the vault
lock policy is removed from the vault.

aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

Related Sections

« initiate-vault-lock in the AWS CLI Command Reference

o list-vaults in the AWS CLI Command Reference

» complete-vault-lock in the AWS CLI Command Reference

« Vault Lock Policies

o Abort Vault Lock (DELETE lock-policy)
o Complete Vault Lock (POST lockld)

o Get Vault Lock (GET lock-policy)

o Initiate Vault Lock (POST lock-policy)

Locking a Vault by Using the S3 Glacier Console

Amazon S3 Glacier Vault Lock helps you to easily deploy and enforce compliance controls for
individual S3 Glacier vaults with a Vault Lock policy. For more information about S3 Glacier Vault
Lock, see Amazon S3 Glacier Access Control with Vault Lock Policies.

/A Important

» We recommend that you first create a vault, complete a Vault Lock policy, and then
upload your archives to the vault so that the policy will be applied to them.

« After the Vault Lock policy is locked, it cannot be changed or deleted.

To initiate a Vault Lock policy on your vault by using the S3 Glacier console

You initiate the lock by attaching a Vault Lock policy to your vault, which sets the lock to an in-
progress state and returns a lock ID. While the policy is in the in-progress state, you have 24 hours
to validate your Vault Lock policy before the lock ID expires.
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Sign in to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

Under Select a Region, select an AWS Region from the Region selector.
In the left navigation pane, choose Vaults.
On the Vaults page, choose Create vault.

Create a new vault.

/A Important

We recommend that you first create a vault, complete a Vault Lock policy, and then
upload your archives to the vault so that the policy will be applied to them.

Choose your new vault from the Vaults list.
Choose the Vault policies tab.
In the Vault Lock policy section, choose Initiate Vault Lock policy.

On the Initiate Vault Lock policy page, specify the record retention controls in your Vault Lock
policy in text format in the standard text box.

(® Note

You can specify the record retention controls in a Vault Lock policy in text format

and initiate the Vault Lock by calling the Initiate Vault Lock API operation or
through the interactive Ul in the S3 Glacier console. For information about formatting
your Vault Lock policy, see Amazon S3 Glacier Vault Lock Policy Examples.

10. Choose Save changes.

11. In the Record Vault Lock ID dialog box, copy your Lock ID and save it in a safe place.

/A Important

After the Vault Lock policy has been initiated, you have 24 hours to validate the policy
and complete the lock process. To complete the lock process, you must provide the
lock ID. If it's not provided within 24 hours, the lock ID expires and your in-progress
policy is deleted.

12. After saving your lock ID in a safe place, choose Close.
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13. Test your Vault Lock policy within the next 24 hours. If the policy is working as intended,
choose Complete Vault Lock policy.

14. In the Complete Vault Lock dialog box, select the check box to acknowledge that completing
the Vault Lock policy process is irreversible.

15. Enter your provided Lock ID in the text box.
16. Choose Complete Vault Lock.
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Working with Archives in Amazon S3 Glacier

An archive is any object, such as a photo, video, or document, that you store in a vault. It is a base
unit of storage in Amazon S3 Glacier (S3 Glacier). Each archive has a unique ID and an optional
description. When you upload an archive, S3 Glacier returns a response that includes an archive
ID. This archive ID is unique in the AWS Region in which the archive is stored. The following is an
example archive ID.

TIgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIB0Oc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS3I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

Archive IDs are 138 bytes long. When you upload an archive, you can provide an optional
description. You can retrieve an archive using its ID but not its description.

/A Important

S3 Glacier provides a management console. You can use the console to create and delete
vaults. However, all other interactions with S3 Glacier require that you use the AWS
Command Line Interface (CLI) or write code. For example, to upload data, such as photos,
videos, and other documents, you must either use the AWS CLI or write code to make
requests, using either the REST API directly or by using the Amazon SDKs. For more
information about using S3 Glacier with the AWS CLI, go to AWS CLI Reference for S3
Glacier. To install the AWS CLI, go to AWS Command Line Interface.

Topics

Archive Operations in Amazon S3 Glacier

Maintaining Client-Side Archive Metadata

Uploading an Archive in Amazon S3 Glacier

Downloading an Archive in S3 Glacier

Deleting an Archive in Amazon S3 Glacier
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Archive Operations in Amazon S3 Glacier

S3 Glacier supports the following basic archive operations: upload, download, and delete.
Downloading an archive is an asynchronous operation.

Uploading an Archive in Amazon S3 Glacier

You can upload an archive in a single operation or upload it in parts. The API call you use to upload
an archive in parts is referred as Multipart Upload. For more information, see Uploading an Archive
in Amazon S3 Glacier.

/A Important

S3 Glacier provides a management console. You can use the console to create and delete
vaults. However, all other interactions with S3 Glacier require that you use the AWS
Command Line Interface (CLI) or write code. For example, to upload data, such as photos,
videos, and other documents, you must either use the AWS CLI or write code to make
requests, using either the REST API directly or by using the Amazon SDKs. For more
information about using S3 Glacier with the AWS CLI, go to AWS CLI Reference for S3
Glacier. To install the AWS CLI, go to AWS Command Line Interface.

Finding an Archive ID in Amazon S3 Glacier

You can get the archive ID by downloading the vault inventory for the vault that contains the
archive. For more information about downloading the vault inventory, see Downloading a Vault

Inventory in Amazon S3 Glacier.

Downloading an Archive in Amazon S3 Glacier

Downloading an archive is an asynchronous operation. You must first initiate a job to download

a specific archive. After receiving the job request, S3 Glacier prepares your archive for download.
After the job completes, you can download your archive data. Because of the asynchronous nature
of the job, you can request S3 Glacier to send a notification to an Amazon Simple Notification
Service (Amazon SNS) topic when the job completes. You can specify an SNS topic for each
individual job request or configure your vault to send a notification when specific events occur. For
more information about downloading an archive, see Downloading an Archive in S3 Glacier.

Archive Operations API Version 2012-06-01 107


http://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
http://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
http://aws.amazon.com/cli/

Amazon S3 Glacier Developer Guide

Deleting an Archive in Amazon S3 Glacier

S3 Glacier provides an API call that you can use to delete one archive at a time. For more
information, see Deleting an Archive in Amazon S3 Glacier.

Updating an Archive in S3 Glacier

After you upload an archive, you cannot update its content or its description. The only way you
can update the archive content or its description is by deleting the archive and uploading another
archive. Note that each time you upload an archive, S3 Glacier returns to you a unique archive ID.

Maintaining Client-Side Archive Metadata

Except for the optional archive description, S3 Glacier does not support any additional metadata
for the archives. When you upload an archive S3 Glacier assigns an ID, an opaque sequence of
characters, from which you cannot infer any meaning about the archive. You might maintain
metadata about the archives on the client-side. The metadata can include archive name and some
other meaningful information about the archive.

(@ Note

If you are an Amazon Simple Storage Service (Amazon S3) customer, you know that

when you upload an object to a bucket, you can assign the object an object key such as
MyDocument. txt or SomePhoto. jpg. In S3 Glacier, you cannot assign a object key to the
archives you upload.

If you maintain client-side archive metadata, note that S3 Glacier maintains a vault inventory
that includes archive IDs and any descriptions you provided during the archive upload. You might
occasionally download the vault inventory to reconcile any issues in your client-side database you
maintain for the archive metadata. However, S3 Glacier takes vault inventory approximately daily.
When you request a vault inventory, S3 Glacier returns the last inventory it prepared, a point in
time snapshot.

Uploading an Archive in Amazon S3 Glacier

Amazon S3 Glacier (S3 Glacier) provides a management console, which you can use to create
and delete vaults. However, you cannot upload archives to S3 Glacier by using the management
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console. To upload data, such as photos, videos, and other documents, you must either use the
AWS CLI or write code to make requests, by using either the REST API directly or by using the
Amazon SDKs.

For information about using S3 Glacier with the AWS CLI, go to AWS CLI Reference for S3 Glacier.
To install the AWS CLI, go to AWS Command Line Interface. The following Uploading topics
describe how to upload archives to S3 Glacier by using the Amazon SDK for Java, the Amazon SDK
for .NET, and the REST API.

Topics

» Options for Uploading an Archive to Amazon S3 Glacier

« Uploading an Archive in a Single Operation

» Uploading Large Archives in Parts (Multipart Upload)

Options for Uploading an Archive to Amazon S3 Glacier

Depending on the size of the data you are uploading, S3 Glacier offers the following options:

« Upload archives in a single operation - In a single operation, you can upload archives from 1
byte to up to 4 GB in size. However, we encourage S3 Glacier customers to use multipart upload
to upload archives greater than 100 MB. For more information, see Uploading an Archive in a
Single Operation.

« Upload archives in parts — Using the multipart upload API, you can upload large archives, up to
about 40,000 GB (10,000 * 4 GB).

The multipart upload API call is designed to improve the upload experience for larger archives.
You can upload archives in parts. These parts can be uploaded independently, in any order, and
in parallel. If a part upload fails, you only need to upload that part again and not the entire
archive. You can use multipart upload for archives from 1 byte to about 40,000 GB in size. For
more information, see Uploading Large Archives in Parts (Multipart Upload).

/A Important

The S3 Glacier vault inventory is only updated once a day. When you upload an archive,
you will not immediately see the new archive added to your vault (in the console or in your
downloaded vault inventory list) until the vault inventory has been updated.
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Using the AWS Snowball Service

AWS Snowball accelerates moving large amounts of data into and out of AWS using Amazon-
owned devices, bypassing the internet. For more information, see AWS Snowball detail page.

To upload existing data to Amazon S3 Glacier (S3 Glacier), you might consider using one of the
AWS Snowball device types to import data into Amazon S3, and then move it to the S3 Glacier
storage class for archival using lifecycle rules. When you transition Amazon S3 objects to the

S3 Glacier storage class, Amazon S3 internally uses S3 Glacier for durable storage at lower cost.
Although the objects are stored in S3 Glacier, they remain Amazon S3 objects that you manage in
Amazon S3, and you cannot access them directly through S3 Glacier.

For more information about Amazon S3 lifecycle configuration and transitioning objects to the S3
Glacier storage class, see Object Lifecycle Management and Transitioning Objects in the Amazon
Simple Storage Service User Guide.

Uploading an Archive in a Single Operation

As described in Uploading an Archive in Amazon S3 Glacier, you can upload smaller archives

in a single operation. However, we encourage Amazon S3 Glacier (S3 Glacier) customers to use
Multipart Upload to upload archives greater than 100 MB.

Topics

« Uploading an Archive in a Single Operation Using the AWS Command Line Interface

» Uploading an Archive in a Single Operation Using the AWS SDK for Java

» Uploading an Archive in a Single Operation Using the AWS SDK for .NET in Amazon S3 Glacier

» Uploading an Archive in a Single Operation Using the REST API

Uploading an Archive in a Single Operation Using the AWS Command Line
Interface

You can upload an archive in Amazon S3 Glacier (S3 Glacier) using the AWS Command Line
Interface (AWS CLI).

Topics
o (Prerequisite) Setting Up the AWS CLI

« Example: Upload an Archive Using the AWS CLI
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(Prerequisite) Setting Up the AWS CLI

1.

Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

« To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

Example: Upload an Archive Using the AWS CLI

In order to upload an archive you must have a vault created. For more information about creating

vaults, see Creating a Vault in Amazon S3 Glacier.

1.

2.

Use the upload-archive command to add an archive to an existing vault. In the below
example replace the vault name and account ID. For the body parameter specify a path to
the file you wish to upload.

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

Expected output:
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"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDt fKmQrjOIRQLSGSNuDp-
AJV1u2ccmbDSyDUmZwKbwbpAdGATGDiB3hHO@ObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmbSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw"

}

When finished the command will output the archive ID, checksum, and location in S3 Glacier.
For more information about the upload-archive command, see upload-archive in the AWS CLI

Command Reference.

Uploading an Archive in a Single Operation Using the AWS SDK for Java

Both the high-level and low-level APIs provided by the Amazon SDK for Java provide a method to
upload an archive.

Topics

« Uploading an Archive Using the High-Level API of the AWS SDK for Java

« Uploading an Archive in a Single Operation Using the Low-Level APl of the AWS SDK for Java

Uploading an Archive Using the High-Level API of the AWS SDK for Java

The ArchiveTransferManager class of the high-level API provides the upload method, which
you can use to upload an archive to a vault.

(® Note

You can use the upload method to upload small or large archives. Depending on the
archive size you are uploading, this method determines whether to upload it in a single
operation or use the multipart upload API to upload the archive in parts.
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Example: Uploading an Archive Using the High-Level API of the AWS SDK for Java

The following Java code example uploads an archive to a vault (examplevault) in the US West
(Oregon) Region (us-west-2). For a list of supported AWS Regions and endpoints, see Accessing
Amazon S3 Glacier.

For step-by-step instructions on how to run this example, see Running Java Examples for Amazon

S3 Glacier Using Eclipse. You need to update the code as shown with the name of the vault you
want to upload to and the name of the file you want to upload.

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);

UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());
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} catch (Exception e)
{

System.err.println(e);

Uploading an Archive in a Single Operation Using the Low-Level API of the AWS SDK for Java
The low-level API provides methods for all the archive operations. The following are the steps to
upload an archive using the AWS SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where you want to upload the archive. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the UploadArchiveRequest class.

In addition to the data you want to upload, you need to provide a checksum (SHA-256 tree hash)
of the payload, the vault name, the content length of the data, and your account ID.

If you don't provide an account ID, then the account ID associated with the credentials you
provide to sign the request is assumed. For more information, see Using the AWS SDK for Java

with Amazon S3 Glacier.

3. Run the uploadArchive method by providing the request object as a parameter.

In response, Amazon S3 Glacier (S3 Glacier) returns an archive ID of the newly uploaded archive.

The following Java code snippet illustrates the preceding steps.

AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
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System.out.println("Location (includes ArchiveID): " +
uploadArchiveResult.getlLocation());

Example: Uploading an Archive in a Single Operation Using the Low-Level API of the AWS SDK
for Java

The following Java code example uses the AWS SDK for Java to upload an archive to a vault
(examplevault). For step-by-step instructions on how to run this example, see Running Java

Examples for Amazon S3 Glacier Using Eclipse. You need to update the code as shown with the

name of the vault you want to upload to and the name of the file you want to upload.

import java.io.ByteArrayInputStream;
import java.io.File;

import java.io.FileInputStream;
import java.io.IOException;

import java.io.InputStream;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.TreeHashGenerator;

import com.amazonaws.services.glacier.model.UploadArchiveRequest;
import com.amazonaws.services.glacier.model.UploadArchiveResult;
public class ArchiveUploadLowlLevel {

public static String vaultName = "*** provide vault name ****";
public static String archiveFilePath = "*** provide to file upload ****";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {
ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
// First open file and read.
File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);
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// Send request.

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName(vaultName)
.withChecksum(TreeHashGenerator.calculateTreeHash(new

File(archiveFilePath)))
.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());

} catch (Exception e)
{

System.err.println("Archive not uploaded.");
System.err.println(e);

Uploading an Archive in a Single Operation Using the AWS SDK for .NET in
Amazon S3 Glacier

Both the high-level and low-level APIs provided by the Amazon SDK for .NET provide a method to
upload an archive in a single operation.

Topics
» Uploading an Archive Using the High-Level API of the AWS SDK for .NET
» Uploading an Archive in a Single Operation Using the Low-Level API of the AWS SDK for .NET

Uploading an Archive Using the High-Level API of the AWS SDK for .NET

The ArchiveTransferManager class of the high-level API provides the Upload method that you
can use to upload an archive to a vault.

(@ Note

You can use the Upload method to upload small or large files. Depending on the file size
you are uploading, this method determines whether to upload it in a single operation or
use the multipart upload API to upload the file in parts.
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Example: Uploading an Archive Using the High-Level API of the AWS SDK for .NET

The following C# code example uploads an archive to a vault (examplevault) in the US West
(Oregon) Region.

For step-by-step instructions on how to run this example, see Running Code Examples. You need to

update the code as shown with the name of the file you want to upload.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveId = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WriteLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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}

Uploading an Archive in a Single Operation Using the Low-Level API of the AWS SDK for .NET

The low-level API provides methods for all the archive operations. The following are the steps to
upload an archive using the AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where you want to upload the archive. All operations you
perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the UploadArchiveRequest class.

In addition to the data you want to upload, You need to provide a checksum (SHA-256 tree hash)
of the payload, the vault name, and your account ID.

If you don't provide an account ID, then the account ID associated with the credentials you
provide to sign the request is assumed. For more information, see Using the AWS SDK for .NET
with Amazon S3 Glacier.

3. Run the UploadArchive method by providing the request object as a parameter.

In response, S3 Glacier returns an archive ID of the newly uploaded archive.

Example: Uploading an Archive in a Single Operation Using the Low-Level API of the AWS SDK
for .NET

The following C# code example illustrates the preceding steps. The example uses the AWS SDK
for .NET to upload an archive to a vault (examplevault).

(® Note

For information about the underlying REST API to upload an archive in a single request, see
Upload Archive (POST archive).

For step-by-step instructions on how to run this example, see Running Code Examples. You need to

update the code as shown with the name of the file you want to upload.

Uploading an Archive in a Single Operation API Version 2012-06-01 118



Amazon S3 Glacier Developer Guide

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowlLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string archiveId = UploadAnArchive(client);
Console.WriteLine("Archive ID: {0@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()

{

VaultName = vaultName,
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Body = fileStream,
Checksum = treeHash
};
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;

Uploading an Archive in a Single Operation Using the REST API

You can use the Upload Archive API call to upload an archive in a single operation. For more

information, see Upload Archive (POST archive).

Uploading Large Archives in Parts (Multipart Upload)

Topics

Multipart Upload Process

Quick Facts

Uploading Large Archives by Using the AWS CLI

Uploading Large Archives in Parts Using the Amazon SDK for Java

Uploading Large Archives Using the AWS SDK for .NET

Uploading Large Archives in Parts Using the REST API

Multipart Upload Process

As described in Uploading an Archive in Amazon S3 Glacier, we encourage Amazon S3 Glacier (S3
Glacier) customers to use Multipart Upload to upload archives greater than 100 mebibytes (MiB).

1.

Initiate Multipart Upload

When you send a request to initiate a multipart upload, S3 Glacier returns a multipart
upload ID, which is a unique identifier for your multipart upload. Any subsequent multipart
upload operations require this ID. This ID doesn't expire for at least 24 hours after S3 Glacier
completes the job.
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In your request to start a multipart upload, specify the part size in number of bytes. Each part
you upload, except the last part, must be this size.

® Note

You don't need to know the overall archive size when using multipart uploads. This
means that you can use multipart uploads in cases where you don't know the archive
size when you start uploading the archive. You only need to decide the part size at the
time you start the multipart upload.

In the initiate multipart upload request, you can also provide an optional archive description.

2. Upload Parts

For each part upload request, you must include the multipart upload ID you obtained in step
1. In the request, you must also specify the content range, in bytes, identifying the position of
the part in the final archive. S3 Glacier later uses the content range information to assemble
the archive in proper sequence. Because you provide the content range for each part that you
upload, it determines the part's position in the final assembly of the archive, and therefore you
can upload parts in any order. You can also upload parts in parallel. If you upload a new part
using the same content range as a previously uploaded part, the previously uploaded part is
overwritten.

3. Complete (or stop) Multipart Upload

After uploading all the archive parts, you use the complete operation. Again, you must
specify the upload ID in your request. S3 Glacier creates an archive by concatenating parts in
ascending order based on the content range you provided. S3 Glacier response to a Complete
Multipart Upload request includes an archive ID for the newly created archive. If you provided
an optional archive description in the Initiate Multipart Upload request, S3 Glacier associates
it with the assembled archive. After you successfully complete a multipart upload, you cannot
refer to the multipart upload ID. That means you cannot access parts associated with the
multipart upload ID.

If you stop a multipart upload, you cannot upload any more parts using that multipart upload
ID. All storage consumed by any parts associated with the stopped multipart upload is freed. If
any part uploads were in-progress, they can still succeed or fail even after stopped.
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Additional Multipart Upload Operations

Amazon S3 Glacier (S3 Glacier) provides the following additional multipart upload API calls.

« List Parts—Using this operation, you can list the parts of a specific multipart upload. It returns
information about the parts that you have uploaded for a multipart upload. For each list parts
request, S3 Glacier returns information for up to 1,000 parts. If there are more parts to list for
the multipart upload, the result is paginated and a marker is returned in the response at which
to continue the list. You need to send additional requests to retrieve subsequent parts. Note that
the returned list of parts doesn't include parts that haven't completed uploading.

« List Multipart Uploads—Using this operation, you can obtain a list of multipart uploads in
progress. An in-progress multipart upload is an upload that you have initiated, but have not yet
completed or stopped. For each list multipart uploads request, S3 Glacier returns up to 1,000
multipart uploads. If there are more multipart uploads to list, then the result is paginated and
a marker is returned in the response at which to continue the list. You need to send additional
requests to retrieve the remaining multipart uploads.

Quick Facts

The following table provides multipart upload core specifications.

Item Specification

Maximum archive size 10,000 x 4 gibibytes (GiB)

Maximum number of parts per 10,000

upload

Part size 1 MiB to 4 GiB, last part can be < 1 MiB. You specify the

size value in bytes.

The part size must be a mebibyte (1024 kibibytes [KiB])
multiplied by a power of 2. For example, 1048576 (1
MiB), 2097152 (2 MiB), 4194304 (4 MiB), 8388608 (8
MiB).

Maximum number of parts returned 1,000
for a list parts request
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Item Specification

Maximum number of multipart 1,000
uploads returned in a list multipart
uploads request

Uploading Large Archives by Using the AWS CLI

You can upload an archive in Amazon S3 Glacier (S3 Glacier) by using the AWS Command Line
Interface (AWS CLI). To improve the upload experience for larger archives, S3 Glacier provides
several APl operations to support multipart uploads. By using these API operations, you can upload
archives in parts. These parts can be uploaded independently, in any order, and in parallel. If a part
upload fails, you need to upload only that part again, not the entire archive. You can use multipart
uploads for archives from 1 byte to about 40,000 gibibytes (GiB) in size.

For more information about S3 Glacier multipart uploads, see Uploading Large Archives in Parts
(Multipart Upload).

Topics
o (Prerequisite) Setting Up the AWS CLI

» (Prerequisite) Install Python

o (Prerequisite) Create an S3 Glacier Vault

« Example: Uploading Large Archives in Parts by Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

e Try using the help command.
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aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

« To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

(Prerequisite) Install Python

To complete a multipart upload, you must calculate the SHA256 tree hash of the archive that
you're uploading. Doing so is different than calculating the SHA256 tree hash of the file that you
want to upload. To calculate the SHA256 tree hash of the archive that you're uploading, you can
use Java, C# (with .NET), or Python. In this example, you will use Python. For instructions on using
Java or C#, see Computing Checksums.

For more information about installing Python, see Install or update Python in the Boto3 Developer
Guide.

(Prerequisite) Create an S3 Glacier Vault

To use the following example, you must have at least one S3 Glacier vault created. For more
information about creating vaults, see Creating a Vault in Amazon S3 Glacier.

Example: Uploading Large Archives in Parts by Using the AWS CLI

In this example, you will create a file and use multipart upload API operations to upload this file, in
parts, to Amazon S3 Glacier.

/A Important

Before starting this procedure, make sure that you've performed all of the prerequisite
steps. To upload an archive, you must have a vault created, the AWS CLI configured, and be
prepared to use Java, C#, or Python to calculate a SHA256 tree hash.
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The following procedure uses the initiate-multipart-upload, upload-multipart-part,
and complete-multipart-upload AWS CLI commands.

For more detailed information about each of these commands, see initiate-multipart-upload,
upload-multipart-part, and complete-multipart-upload in the AWS CLI Command Reference.

1. Use the initiate-multipart-upload command to create a multipart upload resource. In your
request, specify the part size in number of bytes. Each part that you upload, except the last
part, will be this size. You don't need to know the overall archive size when initiating an

upload. However, you will need the total size, in bytes, of each part when completing the
upload on the final step.

In the following command, replace the values for the --vault-name and --account-ID
parameters with your own information. This command specifies that you will upload an archive
with a part size of 1 mebibyte (MiB) (1024 x 1024 bytes) per file. Replace this --part-size
parameter value if needed.

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

Expected output:

{
"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

When finished, the command will output the multipart upload resource's upload ID and
location in S3 Glacier. You will use this upload ID in subsequent steps.

2. For this example, you can use the following commands to create a 4.4 MiB file, split it into
1 MiB chunks, and upload each chunk. To upload your own files, you can follow a similar
procedure of splitting your data into chunks and uploading each part.

Linux or macOS

The following command creates a 4.4 MiB file, named file_to_upload, on Linux or macOS.

mkfile -n 9000b file_to_upload
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Windows

The following command creates a 4.4 MiB file, named file_to_upload, on Windows.

fsutil file createnew file_to_upload 4608000

3. Next, you will split this file into 1 MiB chunks.

split -b 1048576 file_to_upload chunk

You now have the following five chunks. The first four are 1 MiB, and the last is approximately
400 kibibytes (KiB).

chunkaa
chunkab
chunkac
chunkad
chunkae

4. Use the upload-multipart-part command to upload a part of an archive. You can upload

archive parts in any order. You can also upload them in parallel. You can upload up to 10,000
parts for a multipart upload.

In the following command, replace the values for the --vault-name, --account-1ID, and --
upload-id parameters. The upload ID must match the ID given as output of the initiate-
multipart-upload command. The --range parameter specifies that you will upload a

part with a size of 1 MiB (1024 x 1024 bytes). This size must match what you specified in the
initiate-multipart-upload command. Adjust this size value if needed. The --body
parameter specifies the name of the part that you're uploading.

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

If successful, the command will produce output that contains the checksum for the uploaded
part.

5. Runtheupload-multipart-part command again to upload the remaining parts of your
multipart upload. Update the --range and --body parameter values for each command to
match the part that you're uploading.
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aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*"'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

® Note

The final command's - -range parameter value is smaller because the final part of
our upload is less than 1 MiB. If successful, each command will produce output that
contains the checksum for each uploaded part.

6. Next, you will assemble the archive and finish the upload. You must include the total size and
SHA256 tree hash of the archive.

To calculate the SHA256 tree hash of the archive, you can use Java, C#, or Python. In this
example, you will use Python. For instructions on using Java or C#, see Computing Checksums.

Create the Python file checksum. py and insert the following code. If needed, replace the
name of the original file.

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. Run checksum.py to calculate the SHA256 tree hash. The following hash may not match your
output.

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de®92aeastc47b308290ad12d084T69988ae0c
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8. Use the complete-multipart-upload command to finish the archive upload. Replace the values
for the --vault-name, --account-1ID, --upload-1ID, and --checksum parameters. The --
archive parameter value specifies the total size, in bytes, of the archive. This value must be
the sum of all the sizes of the individual parts that you uploaded. Replace this value if needed.

aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum

When finished, the command will output the archive's ID, checksum, and location in S3 Glacier.

Uploading Large Archives in Parts Using the Amazon SDK for Java

Both the high-level and low-level APIs provided by the Amazon SDK for Java provide a method to
upload a large archive (see Uploading an Archive in Amazon S3 Glacier).

» The high-level API provides a method that you can use to upload archives of any size. Depending
on the file you are uploading, the method either uploads an archive in a single operation or uses
the multipart upload support in Amazon S3 Glacier (S3 Glacier) to upload the archive in parts.

» The low-level APl maps close to the underlying REST implementation. Accordingly, it provides
a method to upload smaller archives in one operation and a group of methods that support
multipart upload for larger archives. This section explains uploading large archives in parts using
the low-level API.

For more information about the high-level and low-level APIs, see Using the AWS SDK for Java with

Amazon S3 Glacier.

Topics

» Uploading Large Archives in Parts Using the High-Level API of the AWS SDK for Java

« Upload Large Archives in Parts Using the Low-Level API of the AWS SDK for Java

Uploading Large Archives in Parts Using the High-Level API of the AWS SDK for Java

You use the same methods of the high-level API to upload small or large archives. Based on the
archive size, the high-level APl methods decide whether to upload the archive in a single operation
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or use the multipart upload API provided by S3 Glacier. For more information, see Uploading an
Archive Using the High-Level API of the AWS SDK for Java.

Upload Large Archives in Parts Using the Low-Level API of the AWS SDK for Java

For granular control of the upload you can use the low-level API where you can configure the
request and process the response. The following are the steps to upload large archives in parts
using the AWS SDK for Java.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where you want to save the archive. All operations you
perform using this client apply to that AWS Region.

2. Initiate multipart upload by calling the initiateMultipartUpload method.

You need to provide vault name in which you want to upload the archive, part size you want

to use to upload archive parts, and an optional description. You provide this information by
creating an instance of the InitiateMultipartUploadRequest class. In response, S3 Glacier
returns an upload ID.

3. Upload parts by calling the uploadMultipartPart method.
For each part you upload, You need to provide the vault name, the byte range in the final

assembled archive that will be uploaded in this part, the checksum of the part data, and the
upload ID.

4. Complete multipart upload by calling the completeMultipartUpload method.

You need to provide the upload ID, the checksum of the entire archive, the archive size
(combined size of all parts you uploaded), and the vault name. S3 Glacier constructs the archive
from the uploaded parts and returns an archive ID.

Example: Uploading a Large Archive in a Parts Using the AWS SDK for Java

The following Java code example uses the AWS SDK for Java to upload an archive to a vault
(examplevault). For step-by-step instructions on how to run this example, see Running Java

Examples for Amazon S3 Glacier Using Eclipse. You need to update the code as shown with the

name of the file you want to upload.
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® Note

This example is valid for part sizes from 1 MB to 1 GB. However,

sizes up to 4 GB.

Example

import
import
import
import
import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import

public

java
java
java
java
java
java
java
java
java

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

.io.ByteArrayInputStream;

.io0.File;

.io.FileInputStream;
.i0.I0Exception;

S3 Glacier supports part

.security.NoSuchAlgorithmException;

.util.Arrays;
.util.Date;
.util.LinkedList;
.util.List;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;
AmazonServiceException;

auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;
TreeHashGenerator;

services.
services.

services

.services

services.
services.
services.

glacier.

.glacier.
.glacier.
services.

glacier.
glacier.
glacier.
glacier.

util.BinaryUtils;

class ArchiveMPU {

model.
.CompleteMultipartUploadResult;
model.
model.
model.
model.

model

CompleteMultipartUploadRequest;

InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;
UploadMultipartPartRequest;
UploadMultipartPartResult;

public static String vaultName = "examplevault";
// This example works for part sizes up to 1 GB.

public
public
public

public

static String partSize = "1048576"; // 1 MB.
static String archiveFilePath = "*** provide archive file path ***";
static AmazonGlacierClient client;

static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

= new ProfileCredentialsProvider();
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client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
System.out.println("Uploading an archive.");
String uploadId = initiateMultipartUpload();
String checksum = uploadParts(uploadId);
String archiveld = CompleteMultiPartUpload(uploadId, checksum);
System.out.println("Completed an archive. Archiveld: " + archiveld);

} catch (Exception e) {
System.err.println(e);

private static String initiateMultipartUpload() {
// Initiate
InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,
NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);
FileInputStream fileToUpload = new FileInputStream(file);
String contentRange;
int read = 0;
while (currentPosition < file.length())
{
read = fileToUpload.read(buffer, filePosition, buffer.length);
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if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);

System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()
.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))

.withChecksum(checksum)

.withRange(contentRange)

.withUploadId(uploadId);

UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =
client.completeMultipartUpload(compRequest);
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return compResult.getlLocation();

Uploading Large Archives Using the AWS SDK for .NET

Both the high-level and low-level APIs provided by the Amazon SDK for .NET provide a method to
upload large archives in parts (see Uploading an Archive in Amazon S3 Glacier).

» The high-level API provides a method that you can use to upload archives of any size. Depending
on the file you are uploading, the method either uploads archive in a single operation or uses the
multipart upload support in Amazon S3 Glacier (S3 Glacier) to upload the archive in parts.

» The low-level APl maps close to the underlying REST implementation. Accordingly, it provides
a method to upload smaller archives in one operation and a group of methods that support
multipart upload for larger archives. This section explains uploading large archives in parts using
the low-level API.

For more information about the high-level and low-level APIs, see Using the AWS SDK for .NET
with Amazon S3 Glacier.

Topics

» Uploading Large Archives in Parts Using the High-Level API of the AWS SDK for .NET

» Uploading Large Archives in Parts Using the Low-Level API of the AWS SDK for .NET

Uploading Large Archives in Parts Using the High-Level API of the AWS SDK for .NET

You use the same methods of the high-level API to upload small or large archives. Based on the
archive size, the high-level APl methods decide whether to upload the archive in a single operation
or use the multipart upload API provided by S3 Glacier. For more information, see Uploading an
Archive Using the High-Level API of the AWS SDK for .NET.

Uploading Large Archives in Parts Using the Low-Level API of the AWS SDK for .NET

For granular control of the upload, you can use the low-level API, where you can configure the
request and process the response. The following are the steps to upload large archives in parts
using the AWS SDK for .NET.
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1.

Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where you want to save the archive. All operations you
perform using this client apply to that AWS Region.

. Initiate multipart upload by calling the InitiateMultipartUpload method.

You need to provide the vault name to which you want to upload the archive, the part size you
want to use to upload archive parts, and an optional description. You provide this information by
creating an instance of the InitiateMultipartUploadRequest class. In response, S3 Glacier
returns an upload ID.

. Upload parts by calling the UploadMultipartPart method.

For each part you upload, You need to provide the vault name, the byte range in the final
assembled archive that will be uploaded in this part, the checksum of the part data, and the
upload ID.

. Complete the multipart upload by calling the CompleteMultipartUpload method.

You need to provide the upload ID, the checksum of the entire archive, the archive size
(combined size of all parts you uploaded), and the vault name. S3 Glacier constructs the archive
from the uploaded parts and returns an archive ID.

Example: Uploading a Large Archive in Parts Using the Amazon SDK for .NET

The following C# code example uses the AWS SDK for .NET to upload an archive to a vault
(examplevault). For step-by-step instructions on how to run this example, see Running Code

Examples. You need to update the code as shown with the name of a file you want to upload.

Example

using System;

using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU

{
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static string vaultName = "examplevault";
static string archiveToUpload

Rk UL
’

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{

"*** pProvide file name (with full path) to upload

using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))

{
Console.WritelLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList UploadParts(uploadId, client);
string archiveld CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {@3}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static string InitiateMultipartUpload(AmazonGlacierClient client)
{
InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{

VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

i

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;
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}

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))

{
while (fileToUpload.Position < filelength)
{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,
partSize);

string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);

partChecksumList.Add(checksum);

// Upload part.

UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()

{
VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
UploadId = uploadID

i

uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);

currentPosition = currentPosition + uploadPartStream.Length;

}

return partChecksumList;

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>
partChecksumList)

{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()
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{
UploadId = uploadID,
ArchiveSize = filelength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName

};

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;
}
}
}

Uploading Large Archives in Parts Using the REST API

As described in Uploading Large Archives in Parts (Multipart Upload), multipart upload refers to a
set of operations that enable you to upload an archive in parts and perform related operations. For
more information about these operations, see the following API reference topics:

« Initiate Multipart Upload (POST multipart-uploads)

» Upload Part (PUT uploadID)

o Complete Multipart Upload (POST uploadID)

» Abort Multipart Upload (DELETE uploadID)

o List Parts (GET uploadID)

o List Multipart Uploads (GET multipart-uploads)

Downloading an Archive in S3 Glacier

Amazon S3 Glacier provides a management console, which you can use to create and delete vaults.
However, you cannot download archives from S3 Glacier by using the management console.

To download data, such as photos, videos, and other documents, you must either use the AWS
Command Line Interface (AWS CLI) or write code to make requests, by using either the REST API
directly or by using the AWS SDKs.

For information about using S3 Glacier with the AWS CLI, see the AWS CLI Reference for S3 Glacier.
To install the AWS CLI, see AWS Command Line Interface. The following topics describe how to
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download archives to S3 Glacier by using the AWS SDK for Java, the AWS SDK for .NET, and the
Amazon S3 Glacier REST API.

Topics

» Retrieving S3 Glacier Archives Using AWS Console

« Downloading an Archive in Amazon S3 Glacier Using the AWS SDK for Java
« Downloading an Archive in Amazon S3 Glacier Using the AWS SDK for .NET
» Downloading an Archive by Using the REST API

« Downloading an Archive in Amazon S3 Glacier Using the AWS CLI

Retrieving S3 Glacier Archives Using AWS Console

Retrieving an archive from Amazon S3 Glacier is an asynchronous operation in which you first
initiate a job, and then download the output after the job is completed. To initiate an archive
retrieval job, you use the Initiate Job (POST jobs) REST API operation or the equivalent in the AWS
CLI, or the AWS SDKs.

Topics

» Archive Retrieval Options

» Ranged Archive Retrievals

Retrieving an archive from S3 Glacier is a two-step process.
To retrieve an archive
1. Initiate an archive retrieval job.

a. Get the ID of the archive that you want to retrieve. You can get the archive ID from an
inventory of the vault. You can get the archive ID with the REST API, AWS CLI, or AWS
SDKs. For more information, see Downloading a Vault Inventory in Amazon S3 Glacier.

b. Initiate a job that requests S3 Glacier to prepare an entire archive or a portion of the
archive for subsequent download by using the Initiate Job (POST jobs) operation.

When you initiate a job, S3 Glacier returns a job ID in the response and runs the job
asynchronously. (You cannot download the job output until after the job is completed, as
described in Step 2.)
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/A Important

For Standard retrievals only, a data retrieval policy can cause your Initiate Job
request to fail with a PolicyEnforcedException exception. For more information
about data retrieval policies, see S3 Glacier Data Retrieval Policies. For more

information about the PolicyEnforcedException exception, see Error Responses.

When required, you can restore large segments of the data stored in S3 Glacier. For more
information about restoring data from the S3 Glacier storage classes, see Storage Classes for
Archiving Objects in the Amazon Simple Storage Service User Guide.

2. After the job is completed, download the bytes by using the Get Job Output (GET output)
operation.

You can download all bytes or specify a byte range to download only a portion of the job
output. For larger output, downloading the output in chunks helps in the event of a download
failure, such as a network failure. If you get job output in a single request and there is a
network failure, you have to restart downloading the output from the beginning. However,

if you download the output in chunks, in the event of any failure, you need only restart the
download of the smaller portion and not the entire output.

S3 Glacier must complete a job before you can get its output. After completion, a job does not
expire for at least 24 hours, which means that you can download the output within the 24-hour
period after the job is completed. To determine if your job is complete, check its status by using
one of the following options:

» Wait for a job-completion notification — You can specify an Amazon Simple Notification Service
(Amazon SNS) topic to which S3 Glacier can post a notification after the job is completed. S3
Glacier sends a notification only after it completes the job.

You can specify an Amazon SNS topic for a job when you initiate the job. In addition to
specifying an Amazon SNS topic in your job request, if your vault has notifications set for
archive retrieval events, then S3 Glacier also publishes a notification to that SNS topic. For more
information, see Configuring Vault Notifications in Amazon S3 Glacier.
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» Request job information explicitly — You can also use the S3 Glacier Describe Job API
operation (Describe Job (GET JoblID)) to periodically poll for job information. However, we
recommend using Amazon SNS notifications.

(@ Note

The information that you get by using an Amazon SNS notification is the same as what you
get by calling the Describe Job API operation.

Archive Retrieval Options

When initiating a job to retrieve an archive, you can specify one of the following retrieval options,
based on your access time and cost requirements. For information about retrieval pricing, see
Amazon S3 Glacier Pricing.

» Expedited - Expedited retrievals allow you to quickly access your data that's stored in the S3
Glacier Flexible Retrieval storage class or the S3 Intelligent-Tiering Archive Access tier when
occasional urgent requests for restoring archives are required. For all but the largest archives
(more than 250 MB), data accessed by using Expedited retrievals is typically made available
within 1-5 minutes. Provisioned capacity ensures that retrieval capacity for Expedited retrievals
is available when you need it. For more information, see Provisioned Capacity.

» Standard - Standard retrievals allow you to access any of your archives within several hours.
Standard retrievals are typically completed within 3-5 hours. Standard is the default option for
retrieval requests that do not specify the retrieval option.

o Bulk - Bulk retrievals are the lowest-cost S3 Glacier retrieval option, which you can use to
retrieve large amounts, even petabytes, of data inexpensively in a day. Bulk retrievals are
typically completed within 5-12 hours.

The following table summarizes the archive retrieval options. For information about pricing, see
Amazon S3 Glacier pricing.

To make an Expedited, Standard, or Bulk retrieval, set the Tier request element in the
RestoreObject REST API operation request to the option that you want, or the equivalent in the
AWS Command Line Interface (AWS CLI) or AWS SDKs. If you purchased provisioned capacity, all
Expedited retrievals are automatically served through your provisioned capacity.
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Provisioned Capacity

Provisioned capacity helps ensure that your retrieval capacity for Expedited retrievals is available
when you need it. Each unit of capacity provides that at least three Expedited retrievals can be
performed every 5 minutes and provides up to 150 megabytes per second (MBps) of retrieval
throughput.

If your workload requires highly reliable and predictable access to a subset of your data in minutes,
we recommend that you purchase provisioned retrieval capacity. Without provisioned capacity,
Expedited retrievals are typically accepted, except for rare situations of unusually high demand.
However, if you require access to Expedited retrievals under all circumstances, you must purchase
provisioned retrieval capacity.

Purchasing Provisioned Capacity

You can purchase provisioned capacity units by using the S3 Glacier console, the Purchase
Provisioned Capacity (POST provisioned-capacity) REST APl operation, the AWS SDKs, or the AWS
CLI. For provisioned capacity pricing information, see Amazon S3 Glacier Pricing.

A provisioned capacity unit lasts for one month, starting at the date and time of purchase.

If the start date is on the 31st day of a month, the expiration date is the last day of the next
month. For example, if the start date is August 31, the expiration date is September 30. If the start
date is January 31, the expiration date is February 28.

To purchase provisioned capacity by using the Amazon S3 Glacier console

1. Sign in to the AWS Management Console and open the S3 Glacier console at https://
console.aws.amazon.com/glacier/home.

2. Inthe left navigation pane, choose Data retrieval settings.

3. Under Provisioned capacity units (PCUs), choose Purchase PCU. The Purchase PCU dialog
box appears.

4. If you want to purchase provisioned capacity, enter confixrm in the To confirm purchase box.

5. Choose Purchase PCU.
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Ranged Archive Retrievals

When you retrieve an archive from S3 Glacier, you can optionally specify a range, or portion, of the
archive to retrieve. The default is to retrieve the whole archive. Specifying a range of bytes can be
helpful when you want to do the following:

« Manage your data downloads — S3 Glacier allows retrieved data to be downloaded for 24 hours
after the retrieval request is completed. Therefore, you might want to retrieve only portions
of the archive so that you can manage the schedule of downloads within the given download
window.

» Retrieve a targeted part of a large archive — For example, suppose you have previously
aggregated many files and uploaded them as a single archive, and now you want to retrieve a
few of the files. In this case, you can specify a range of the archive that contains the files that you
are interested in by using one retrieval request. Or, you can initiate multiple retrieval requests,
each with a range for one or more files.

When initiating a retrieval job using range retrievals, you must provide a range that is megabyte
aligned. In other words, the byte range can start at zero (the beginning of your archive), or at any
1-MB interval thereafter (1 MB, 2 MB, 3 MB, and so on).

The end of the range can either be the end of your archive or any 1 MB interval greater than the
beginning of your range. Furthermore, if you want to get checksum values when you download
the data (after the retrieval job is completed), the range that you request in the job initiation must
also be tree-hash aligned. You can use checksums to help ensure that your data was not corrupted
during transmission. For more information about megabyte alignment and tree-hash alignment,
see Receiving Checksums When Downloading Data.

Downloading an Archive in Amazon S3 Glacier Using the AWS SDK for
Java

Both the high-level and low-level APIs provided by the Amazon SDK for Java provide a method to

download an archive.

Topics

« Downloading an Archive Using the High-Level API of the AWS SDK for Java

» Downloading an Archive Using the Low-Level API of the AWS SDK for Java
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Downloading an Archive Using the High-Level API of the AWS SDK for Java

The ArchiveTransferManager class of the high-level API provides the download method you
can use to download an archive.

/A Important

The ArchiveTransferManager class creates an Amazon Simple Notification Service
(Amazon SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that is
subscribed to that topic. It then initiates the archive retrieval job and polls the queue for
the archive to be available. When the archive is available, download begins. For information
about retrieval times, see Archive Retrieval Options.

Example: Downloading an Archive Using the High-Level API of the AWS SDK for Java

The following Java code example downloads an archive from a vault (examplevault) in the US
West (Oregon) Region (us-west-2).

For step-by-step instructions to run this sample, see Running Java Examples for Amazon S3 Glacier

Using Eclipse. You need to update the code as shown with an existing archive ID and the local file
path where you want to save the downloaded archive.

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’
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public static AmazonGlacierClient glacierClient;

public static AmazonSQSClient sqsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);

sgsClient new AmazonSQSClient(credentials);

snsClient = new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)

{

System.err.println(e);

Downloading an Archive Using the Low-Level API of the AWS SDK for Java

The following are the steps to retrieve a vault inventory using the AWS SDK for Java low-level API.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region from where you want to download the archive. All
operations you perform using this client apply to that AWS Region.

2. Initiate an archive-retrieval job by executing the initiateJob method.

You provide job information, such as the archive ID of the archive you want to download
and the optional Amazon SNS topic to which you want Amazon S3 Glacier (53 Glacier) to
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post a job completion message, by creating an instance of the InitiateJobRequest
class. S3 Glacier returns a job ID in response. The response is available in an instance of the
InitiateJobResult class.

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

You can optionally specify a byte range to request S3 Glacier to prepare only a portion of the
archive. For example, you can update the preceding request by adding the following statement
to request S3 Glacier to prepare only the 1 MB to 2 MB portion of the archive.

int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)

.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you have either set a
notification configuration on the vault identifying an Amazon Simple Notification Service

Downloading an Archive Using Java API Version 2012-06-01 145



Amazon S3 Glacier Developer Guide

(Amazon SNS) topic or specified an Amazon SNS topic when you initiated a job, S3 Glacier sends
a message to that topic after it completes the job.

You can also poll S3 Glacier by calling the describeJob method to determine the job
completion status. Although, using an Amazon SNS topic for notification is the recommended
approach.

4. Download the job output (archive data) by executing the getJobOutput method.

You provide the request information such as the job ID and vault name by creating an instance
of the GetJobOutputRequest class. The output that S3 Glacier returns is available in the
GetJobOutputResult object.

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****!");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

The preceding code snippet downloads the entire job output. You can optionally retrieve only a
portion of the output, or download the entire output in smaller chunks by specifying the byte
range in your GetJobOutputRequest.

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

In response to your GetJobOutput call, S3 Glacier returns the checksum of the portion of
the data you downloaded, if certain conditions are met. For more information, see Receiving
Checksums When Downloading Data.

To verify there are no errors in the download, you can then compute the checksum on the client-
side and compare it with the checksum S3 Glacier sent in the response.

For an archive retrieval job with the optional range specified, when you get the job description, it

includes the checksum of the range you are retrieving (SHA256TreeHash). You can use this value
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to further verify the accuracy of the entire byte range that you later download. For example,

if you initiate a job to retrieve a tree-hash aligned archive range and then download output

in chunks such that each of your GetJobOutput requests return a checksum, then you can
compute checksum of each portion you download on the client-side and then compute the tree
hash. You can compare it with the checksum S3 Glacier returns in response to your describe job
request to verify that the entire byte range you have downloaded is the same as the byte range
that is stored in S3 Glacier.

For a working example, see Example 2: Retrieving an Archive Using the Low-Level API of the
AWS SDK for Java—Download Output in Chunks .

Example 1: Retrieving an Archive Using the Low-Level API of the AWS SDK for Java

The following Java code example downloads an archive from the specified vault. After the job
completes, the example downloads the entire output in a single getJobOutput call. For an
example of downloading output in chunks, see Example 2: Retrieving an Archive Using the Low-
Level API of the AWS SDK for Java—Download Output in Chunks .

The example performs the following tasks:

» Creates an Amazon Simple Notification Service (Amazon SNS) topic.

S3 Glacier sends a notification to this topic after it completes the job.

» Creates an Amazon Simple Queue Service (Amazon SQS) queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages to
the queue.

« Initiates a job to download the specified archive.

In the job request, the Amazon SNS topic that was created is specified so that S3 Glacier can
publish a notification to the topic after it completes the job.

 Periodically checks the Amazon SQS queue for a message that contains the job ID.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive.

» Cleans up by deleting the Amazon SNS topic and the Amazon SQS queue that it created.
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public

com.amazonaws.services.sqgs.model.CreateQueueResult;
com.amazonaws.services.sqs.model.DeleteQueueRequest;
com.amazonaws.services.sqgs.model.GetQueueAttributesRequest;
com.amazonaws.services.sqs.model.GetQueueAttributesResult;
com.amazonaws.services.sqs.model.Message;
com.amazonaws.services.sqs.model.ReceiveMessageRequest;
com.amazonaws.services.sqgs.model.SetQueueAttributesRequest;

class AmazonGlacierDownloadArchiveWithSQSPolling {

public static String archiveld = "*** provide archive ID ****";
public static String vaultName = "*** provide vault name ***";
public static String snsTopicName = "*** provide topic name ***";
public static String sqsQueueName = "*** provide queue name ***'";
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name ***";
public static String region = "*** region ***";

public static long sleepTime = 600;

public static AmazonGlacierClient client;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);
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Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
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snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();
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JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;
try {

output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead
do {
bytesRead = input.read(buffer);
if (bytesRead <= @) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {

Q;
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}

System.out.println("Retrieved archive to " + fileName);

try {input.close();}

catch (Exception e) {3}

try {output.close();} catch (Exception e) {3}

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));

snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

Example 2: Retrieving an Archive Using the Low-Level API of the AWS SDK for Java—Download
Output in Chunks

The following Java code example retrieves an archive from S3 Glacier. The code example
downloads the job output in chunks by specifying byte range in a GetJobOutputRequest object.

import
import
import
import
import
import
import

import
import
import
import
import

import
import
import
import
import
import
import
import
import

java.

java
java
java
java
java
java

com.
com.
com.
com.
com

com.
com.
com.
com.
com.
com.
com.
com.
com.

io.BufferedInputStream;

.10.ByteArrayInputStream;
.io0.FileQutputStream;
.10.I0Exception;
.util.HashMap;
.util.List;
.util.Map;

fasterxml
fasterxml
fasterxml
fasterxml

.fasterxml

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

.jackson.
.jackson.
.jackson.
.jackson.
.jackson.

core.JsonFactory;
core.JsonParseException;
core.JsonParser;
databind.JsonNode;
databind.ObjectMapper;

auth.policy.Policy;
auth.policy.Principal;

.auth.policy.Resource;

auth.policy.Statement;
auth.policy.Statement.Effect;
auth.policy.actions.SQSActions;
auth.profile.ProfileCredentialsProvider;
services.glacier.AmazonGlacierClient;

.services.glacier.TreeHashGenerator;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.

.sQs.

glacier.model.GetJobOutputRequest;
glacier.model.GetJobOutputResult;
glacier.model.InitiateJobRequest;
glacier.model.InitiateJobResult;

sns.
sns.
sns.
sns
sns.
sns.
sns.
sqgs.
sgs
sqgs.
sqgs.

model

model
sgs.
sgs
sgs.
sgs.

model.
model.
.GetQueueAttributesRequest;
model.
.model.
model.
model.

.glacier.model.JobParameters;
AmazonSNSClient;

model.
model.
.model.
model.
.SubscribeResult;
model.
AmazonSQSClient;
.model.

CreateTopicRequest;
CreateTopicResult;
DeleteTopicRequest;
SubscribeRequest;

UnsubscribeRequest;

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;

GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

public class ArchiveDownloadlLowlLevelWithRange {

public
public
public
public
public
public
public
public
public
public
public
public

public
public
public

public

static String vaultName = "*** provide vault name ***";
static String archiveld = "*** provide archive id ***";
static String snsTopicName = "glacier-temp-sns-topic";
static String sqsQueueName = "glacier-temp-sqgs-queue";
static long downloadChunkSize = 4194304; // 4 MB
static String sqsQueueARN;

static String sqsQueueURL;

static String snsTopicARN;

static String snsSubscriptionARN;

static String fileName = "*** provide file name to save archive to ***";
static String region = "*** region ***";

static long sleepTime = 600;

static AmazonGlacierClient client;

static AmazonSQSClient sqgsClient;

static AmazonSNSClient snsClient;

static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");
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Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws
InterruptedException, JsonParseException, IOException {
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Boolean messageFound = false;
Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);

}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;
private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < @) {
System.err.println("Nothing to download.");

Downloading an Archive Using Java API Version 2012-06-01 157



Amazon S3 Glacier Developer Guide

retuzrn;

System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +

TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));
System.out.println("read = " + totalRead);
fstream.write(buffer);
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startRange = startRange + (long)totalRead;
endRange = ((endRange + downloadChunkSize) > archiveSizeInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizelInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

Downloading an Archive in Amazon S3 Glacier Using the AWS SDK
for .NET

Both the high-level and low-level APIs provided by the Amazon SDK for .NET provide a method to
download an archive.

Topics

« Downloading an Archive Using the High-Level API of the AWS SDK for .NET

« Downloading an Archive Using the Low-Level API of the AWS SDK for .NET

Downloading an Archive Using the High-Level API of the AWS SDK for .NET

The ArchiveTransferManager class of the high-level API provides the Download method you
can use to download an archive.

/A Important

The ArchiveTransferManager class creates an Amazon Simple Notification Service
(Amazon SNS) topic, and an Amazon Simple Queue Service (Amazon SQS) queue that is
subscribed to that topic. It then initiates the archive retrieval job and polls the queue for

Downloading an Archive Using .NET API Version 2012-06-01 159



Amazon S3 Glacier Developer Guide

the archive to be available. When the archive is available, download begins. For information
about retrieval times, see Archive Retrieval Options

Example: Downloading an Archive Using the High-Level API of the AWS SDK for .NET

The following C# code example downloads an archive from a vault (examplevault) in the US
West (Oregon) Region.

For step-by-step instructions on how to run this example, see Running Code Examples. You need
to update the code as shown with an existing archive ID and the local file path where you want to

save the downloaded archive.

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
"*** Provide archive ID ***";
"*** pPprovide the file name and path to where to

static string archiveld
static string downloadFilePath
store the download ***";

public static void Main(string[] args)

{
try
{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();

options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;

// Download an archive.

Console.WriteLine("Intiating the archive retrieval job and then polling SQS

queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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}

catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

Downloading an Archive Using the Low-Level API of the AWS SDK for .NET

The following are the steps for downloading an Amazon S3 Glacier (S3 Glacier) archive using the
low-level API of the AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region from where you want to download the archive. All
operations you perform using this client apply to that AWS Region.

2. Initiate an archive-retrieval job by executing the InitiateJob method.

You provide job information, such as the archive ID of the archive you want to download and the
optional Amazon SNS topic to which you want S3 Glacier to post a job completion message, by
creating an instance of the InitiateJobRequest class. S3 Glacier returns a job ID in response.
The response is available in an instance of the InitiateJobResponse class.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
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JobParameters = new JobParameters()

{

Type = "archive-retrieval",

Archiveld = "*** Provide archive id ***",

SNSTopic = "*** Provide Amazon SNS topic ARN ***'",
}

i

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

You can optionally specify a byte range to request S3 Glacier to prepare only a portion of the
archive as shown in the following request. The request specifies S3 Glacier to prepare only the 1
MB to 2 MB portion of the archive.

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***'",
}
b7

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you have either set a
notification configuration on the vault identifying an Amazon Simple Notification Service
(Amazon SNS) topic or specified an Amazon SNS topic when you initiated a job, S3 Glacier sends

Downloading an Archive Using .NET API Version 2012-06-01 162



Amazon S3 Glacier Developer Guide

a message to that topic after it completes the job. The code example given in the following
section uses Amazon SNS for S3 Glacier to publish a message.

You can also poll S3 Glacier by calling the DescribeJob method to determine the job
completion status. Although, using an Amazon SNS topic for notification is the recommended
approach.

4. Download the job output (archive data) by executing the GetJobOutput method.

You provide the request information such as the job ID and vault name by creating an instance
of the GetJobOutputRequest class. The output that S3 Glacier returns is available in the
GetJobOutputResponse object.

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

The preceding code snippet downloads the entire job output. You can optionally retrieve only a
portion of the output, or download the entire output in smaller chunks by specifying the byte
range in your GetJobOutputRequest.

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
JobId = joblId,
VaultName = vaultName
%
getJobOutputRequest.SetRange(@, 1048575); // Download only the first 1 MB chunk of
the output.
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In response to your GetJobOutput call, S3 Glacier returns the checksum of the portion of
the data you downloaded, if certain conditions are met. For more information, see Receiving
Checksums When Downloading Data.

To verify there are no errors in the download, you can then compute the checksum on the client-
side and compare it with the checksum S3 Glacier sent in the response.

For an archive retrieval job with the optional range specified, when you get the job description, it
includes the checksum of the range you are retrieving (SHA256TreeHash).You can use this value
to further verify the accuracy of the entire byte range that you later download. For example,

if you initiate a job to retrieve a tree-hash aligned archive range and then download output

in chunks such that each of your GetJobOutput requests return a checksum, then you can
compute checksum of each portion you download on the client-side and then compute the tree
hash. You can compare it with the checksum S3 Glacier returns in response to your describe job
request to verify that the entire byte range you have downloaded is the same as the byte range
that is stored in S3 Glacier.

For a working example, see Example 2: Retrieving an Archive Using the Low-Level API of the
AWS SDK for NET—Download Output in Chunks.

Example 1: Retrieving an Archive Using the Low-Level API of the AWS SDK for .NET

The following C# code example downloads an archive from the specified vault. After the job
completes, the example downloads the entire output in a single GetJobOutput call. For an
example of downloading output in chunks, see Example 2: Retrieving an Archive Using the Low-
Level API of the AWS SDK for .NET—Download Output in Chunks.

The example performs the following tasks:

« Sets up an Amazon Simple Notification Service (Amazon SNS) topic

S3 Glacier sends a notification to this topic after it completes the job.

» Sets up an Amazon Simple Queue Service (Amazon SQS) queue.

The example attaches a policy to the queue to enable the Amazon SNS topic to post messages.

« Initiates a job to download the specified archive.
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In the job request, the example specifies the Amazon SNS topic so that S3 Glacier can send a
message after it completes the job.

 Periodically checks the Amazon SQS queue for a message.

If there is a message, parse the JSON and check if the job completed successfully. If it did,
download the archive. The code example uses the JSON.NET library (see JSON.NET) to parse the
JSON.

» Cleans up by deleting the Amazon SNS topic and the Amazon SQS queue it created.

using
using
using
using
using
using
using
using
using
using
using
using

System;

System.Collections.Generic;

System.IO;

System.Threading;
Amazon.Glacier;
Amazon.Glacier.Model;
Amazon.Runtime;
Amazon.SimpleNotificationService;
Amazon.SimpleNotificationService.Model;

Amazon.SQS;

Amazon.SQS.Model;
Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{

class ArchiveDownloadLowLevelUsingSNSSQS

{

static string
static string
static string
static string
static string
static string

downloaded archive ***";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

II{II +

" \"Version\"

topicArn;
queuelrl;
queueArn;
vaultName
archivelD
fileName

" \"Statement\"

{" +

"%%* Provide
"*** Provide
"%%* Provide

" +

vault name ***";
archive ID ***";
the file name and path to where to store

: \"2012-10-17\"," +
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n \"Sid\" : \"SnS—Iule\", n +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \'"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +
" \"ArnLike\" : {" +
" \"aws:SourceArn\" : \"{TopicArnJ\"" +

" I+
n }Il +
" I+
" 1"+
M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}
}

static void SetupTopicAndQueue()
{
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snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.

snsClient.Subscribe(new SubscribeRequest()

{
Protocol
Endpoint = queueArn,
TopicArn = topicAzrn

1)

sqgs",

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>

{
{ QueueAttributeName.Policy, policy }
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1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
};
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
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Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WritelLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
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while ((length = input.Read(buffer, @, buffer.Length)) > 0)
{

output.Write(buffer, @, length);
}

Example 2: Retrieving an Archive Using the Low-Level API of the AWS SDK for .NET—Download
Output in Chunks

The following C# code example retrieves an archive from S3 Glacier. The code example downloads
the job output in chunks by specifying the byte range in a GetJobOutputRequest object.

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

using System.Collections.Specialized;

namespace glacier.amazon.com.docsamples
{
class ArchiveDownloadlLowlLevelUsingSQLSNSOutputUsingRange
{
static string topicAzrn;
static string queueUrl;
static string queueArn;
static string vaultName = "*** Provide vault name ***";
static string archiveld "**%* Provide archive ID ***";
static string fileName = "*** Provide the file name and path to where to store

downloaded archive ***'";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sqgsClient;
const string SQS_POLICY =
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nen o4
" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

n {Il +

" \"Sid\" : \"sns-rule\"," +

" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" },"

" \"Action\" : \"sqgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

0 \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArnJ}\"" +
n }Il +

n }Il +

n }Il +

n ]Il +

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
DownloadAnArchive(archiveId, client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
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sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{

Protocol

sqs",
Endpoint = queueArn,
TopicArn = topicAzrn

1)

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);
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sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queuelrl,

Attributes = new Dictionary<string, string>

{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
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Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WritelLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)
{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
using (Stream fileToSave = new FileStream(fileName, FileMode.Create,
FileAccess.Write))

{

long currentPosition = 0;
do
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
JobId = joblId,
VaultName = vaultName

};
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long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}

currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];

int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

Downloading an Archive by Using the REST API
To download an archive by using the REST API

Downloading an archive is a two-step process.

1. Initiate a job of the archive-retrieval type. For more information, see Initiate Job (POST
jobs).

2. After the job is completed, download the archive data. For more information, see Get Job
Output (GET output).
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Downloading an Archive in Amazon S3 Glacier Using the AWS CLI

You can download archives in Amazon S3 Glacier (S3 Glacier) using the AWS Command Line
Interface (AWS CLI).

Topics

o (Prerequisite) Setting Up the AWS CLI

« Example: Download an Archive Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1.

Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:

Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

» To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list
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Example: Download an Archive Using the AWS CLI

(® Note

In order to download your archives you must know your archive ids. Steps 1-4 will retrieve
your archive ids. If you already know the archive ids you wish to download skip to step 5.

1. Usethe initiate-job command to start an inventory-retrieval job. The inventory report will
list your archive ids.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

Expected output:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. Usethe describe-job command to check status of the previous job command.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

Expected output:

"InventoryRetrievalParameters": {
"Format": "JSON"

.

"VaultARN": "*** yvault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
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}

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you set a notification
configuration on the vault or specified an Amazon Simple Notification Service (Amazon SNS)
topic when you initiated the job, S3 Glacier sends a message to the topic after it completes the
job.

You can set notification configuration for specific events on the vault. For more information,
see Configuring Vault Notifications in Amazon S3 Glacier. S3 Glacier sends a message to the

specified SNS topic anytime the specific event occurs.

4. When it's complete, use the get-job-output command to download the retrieval job to the
file output. json. This file will contain your archive ids.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

This command produces a file with the following fields.

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"Archivelist":[

{"ArchiveId":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchivelId":

1}
5. Usethe initiate-job command to start the retrieval process each archive from a vault. You
will need to specify the job parameter as archive-retrieval as seen below.
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aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archiveId
***\II}II

6. Wait for the archive-retrieval job to complete. Use the describe-job command to
check status of the previous command.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. When the above job is complete use the get-job-output command to download your
archive.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

Deleting an Archive in Amazon S3 Glacier

You cannot delete an archive using the Amazon S3 Glacier (S3 Glacier) management console.

To delete an archive you must use the AWS Command Line Interface (CLI) or write code to make

a delete request using either the REST API directly or the AWS SDK for Java and .NET wrapper
libraries. The following topics explain how to use the AWS SDK for Java and .NET wrapper libraries,
the REST API, and the AWS CLI.

Topics

Deleting an Archive in Amazon S3 Glacier Using the AWS SDK for Java

Deleting an Archive in Amazon S3 Glacier Using the AWS SDK for .NET

Deleting an Amazon S3 Glacier Archive Using the REST API

Deleting an Archive in Amazon S3 Glacier Using the AWS Command Line Interface

You can delete one archive at a time from a vault. To delete the archive you must provide its
archive ID in your delete request. You can get the archive ID by downloading the vault inventory for
the vault that contains the archive. For more information about downloading the vault inventory,
see Downloading a Vault Inventory in Amazon S3 Glacier.
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After you delete an archive, you might still be able to make a successful request to initiate a job to
retrieve the deleted archive, but the archive retrieval job will fail.

Archive retrievals that are in progress for an archive ID when you delete the archive might or might
not succeed according to the following scenarios:

« If the archive retrieval job is actively preparing the data for download when S3 Glacier receives
the delete archive request, then the archival retrieval operation might fail.

o If the archive retrieval job has successfully prepared the archive for download when S3 Glacier
receives the delete archive request, then you will be able to download the output.

For more information about archive retrieval, see Downloading an Archive in S3 Glacier.

This operation is idempotent. Deleting an already-deleted archive does not result in an error.

After you delete an archive, if you immediately download the vault inventory, it might include the
deleted archive in the list because S3 Glacier prepares vault inventory only about once a day.

Deleting an Archive in Amazon S3 Glacier Using the AWS SDK for Java

The following are the steps to delete an archive using the AWS SDK for Java low-level API.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the archive you want to delete is stored. All
operations you perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the DeleteArchiveRequest class.
You need to provide an archive ID, a vault name, and your account ID. If you don't provide an

account ID, then account ID associated with the credentials you provide to sign the request is
assumed. For more information, see Using the AWS SDK for Java with Amazon S3 Glacier.

3. Run the deleteArchive method by providing the request object as a parameter.

The following Java code snippet illustrates the preceding steps.

AmazonGlacierClient client;
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DeleteArchiveRequest request = new DeleteArchiveRequest()
.withVaultName("*** provide a vault name ***'")
.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);

(® Note
For information about the underlying REST API, see Delete Archive (DELETE archive).

Example: Deleting an Archive Using the AWS SDK for Java

The following Java code example uses the AWS SDK for Java to delete an archive. For step-by-step
instructions on how to run this example, see Running Java Examples for Amazon S3 Glacier Using

Eclipse. You need to update the code as shown with a vault name and the archive ID of the archive
you want to delete.

Example

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class ArchiveDelete {
public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {
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// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");
} catch (Exception e) {

System.err.println("Archive not deleted.");
System.err.println(e);

Deleting an Archive in Amazon S3 Glacier Using the AWS SDK for .NET

Both the high-level and low-level APIs provided by the Amazon SDK for .NET provide a method to

delete an archive.

Topics
» Deleting an Archive Using the High-Level API of the AWS SDK for .NET
» Deleting an Archive Using the Low-Level API AWS SDK for .NET

Deleting an Archive Using the High-Level API of the AWS SDK for .NET

The ArchiveTransferManager class of the high-level API provides the DeleteArchive method
you can use to delete an archive.

Example: Deleting an Archive Using the High-Level API of the AWS SDK for .NET

The following C# code example uses the high-level API of the AWS SDK for .NET to delete an
archive. For step-by-step instructions on how to run this example, see Running Code Examples. You
need to update the code as shown with the archive ID of the archive you want to delete.

Example

using System;
using Amazon.Glacier;
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using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{

class ArchiveDeleteHighLevel

{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try
{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

Deleting an Archive Using the Low-Level APl AWS SDK for .NET

The following are the steps to delete an using the AWS SDK for .NET.

1. Create an instance of the AmazonGlacierClient class (the client).

You need to specify an AWS Region where the archive you want to delete is stored. All
operations you perform using this client apply to that AWS Region.

2. Provide request information by creating an instance of the DeleteArchiveRequest class.

You need to provide an archive ID, a vault name, and your account ID. If you don't provide an
account ID, then account ID associated with the credentials you provide to sign the request is
assumed. For more information, see Using the AWS SDKs with Amazon S3 Glacier.

3. Run the DeleteArchive method by providing the request object as a parameter.

Deleting an Archive Using .NET API Version 2012-06-01 183



Amazon S3 Glacier Developer Guide

Example: Deleting an Archive Using the Low-Level API of the AWS SDK for .NET

The following C# example illustrates the preceding steps. The example uses the low-level API of
the AWS SDK for .NET to delete an archive.

® Note
For information about the underlying REST API, see Delete Archive (DELETE archive).

For step-by-step instructions on how to run this example, see Running Code Examples. You need to
update the code as shown with the archive ID of the archive you want to delete.

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
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catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

}

static void DeleteAnArchive(AmazonGlacierClient client)
{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName
Archiveld
i
DeleteArchiveResponse response = client.DeleteArchive(request);
}
}
}

vaultName,
archiveld

Deleting an Amazon S3 Glacier Archive Using the REST API

You can use the Delete Archive API to delete an archive.

« For information about the Delete Archive API, see Delete Archive (DELETE archive).

 For information about using the REST API, see API Reference for Amazon S3 Glacier.

Deleting an Archive in Amazon S3 Glacier Using the AWS Command
Line Interface

You can delete archives in Amazon S3 Glacier (53 Glacier) using the AWS Command Line Interface
(AWS CLI).

Topics

o (Prerequisite) Setting Up the AWS CLI

« Example: Deleting an Archive Using the AWS CLI

(Prerequisite) Setting Up the AWS CLI

1. Download and configure the AWS CLI. For instructions, see the following topics in the AWS
Command Line Interface User Guide:
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Installing the AWS Command Line Interface

Configuring the AWS Command Line Interface

2. Verify your AWS CLI setup by entering the following commands at the command prompt.
These commands don't provide credentials explicitly, so the credentials of the default profile
are used.

 Try using the help command.

aws help

« To get a list of S3 Glacier vaults on the configured account, use the 1ist-vaults
command. Replace 123456789012 with your AWS account ID.

aws glacier list-vaults --account-id 123456789012

« To see the current configuration data for the AWS CLI, use the aws configure list
command.

aws configure list

Example: Deleting an Archive Using the AWS CLI

1. Usethe initiate-job command to start an inventory retrieval job.

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

Expected output:

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. Usethe describe-job command to check status of the previous retrieval job.
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aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

Expected output:

"InventoryRetrievalParameters": {
"Format": "JSON"

}I

"VaultARN": "#**#* vault arn ***",
"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. Wait for the job to complete.

You must wait until the job output is ready for you to download. If you set a notification
configuration on the vault or specified an Amazon Simple Notification Service (Amazon SNS)
topic when you initiated the job, S3 Glacier sends a message to the topic after it completes the
job.

You can set notification configuration for specific events on the vault. For more information,
see Configuring Vault Notifications in Amazon S3 Glacier. S3 Glacier sends a message to the
specified SNS topic anytime the specific event occurs.

4. When it's complete, use the get-job-output command to download the retrieval job to the
file output. json.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

This command produces a file with the following fields.
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"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"ArchiveId":"*#** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",

"Size":"*** archive size (in bytes) ***",

"SHA256TreeHash":"**#* archive hash *#*#*"

}
{"ArchiveId":

13}
5. Usethedelete-archive command to delete each archive from a vault until none remain.

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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Using the AWS SDKs with Amazon S3 Glacier

AWS provides SDKs for you to develop applications for Amazon S3 Glacier. The SDK libraries wrap
the underlying S3 Glacier API, simplifying your programming tasks. For example, for each request
sent to S3 Glacier, you must include a signature to authenticate your requests. When you use the
SDK libraries, you need to provide only your AWS security credentials in your code and the libraries
compute the necessary signature and include it in the request sent to S3 Glacier. The AWS SDKs
provide libraries that map to the underlying REST APl and provide objects that you can use to
easily construct requests and process responses.

Topics

« AWS SDK Libraries for Java and .NET

» Using S3 Glacier with an AWS SDK

» Using the AWS SDK for Java with Amazon S3 Glacier
» Using the AWS SDK for .NET with Amazon S3 Glacier

The AWS Command Line Interface (AWS CLI) is a unified tool to manage your AWS services,
including S3 Glacier. For information about downloading the AWS CLI, see AWS Command Line
Interface. For a list of the S3 Glacier CLI commands, see the AWS CLI Command Reference.

AWS SDK Libraries for Java and .NET

The AWS SDKs for Java and .NET offer high-level and low-level wrapper libraries.

You can find examples of working with Amazon S3 Glacier by using the AWS SDK for Java and the
AWS SDK for .NET throughout this developer guide.

What Is the Low-Level API?

The low-level wrapper libraries map closely the underlying REST API (API Reference for Amazon
S3 Glacier) supported by S3 Glacier. For each S3 Glacier REST operations, the low-level API
provides a corresponding method, a request object for you to provide request information and

a response object for you to process S3 Glacier response. The low-level wrapper libraries are the
most complete implementation of the underlying S3 Glacier operations.

For information about these SDK libraries, see Using the AWS SDK for Java with Amazon S3 Glacier
and Using the AWS SDK for .NET with Amazon S3 Glacier.
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What Is the High-Level API?

To further simplify application development, these libraries offer a higher-level abstraction for
some of the operations. For example:

» Uploading an archive—To upload an archive using the low-level API in addition to the file
name and the vault name where you want to save the archive, You need to provide a checksum
(SHA-256 tree hash) of the payload. However, the high-level API computes the checksum for you.

» Downloading an archive or vault inventory—To download an archive using the low-level API
you first initiate a job, wait for the job to complete, and then get the job output. You need to
write additional code to set up an Amazon Simple Notification Service (Amazon SNS) topic for S3
Glacier to notify you when the job is complete. You also need some polling mechanism to check
if a job completion message was posted to the topic. The high-level API provides a method to
download an archive that takes care of all these steps. You only specify an archive ID and a folder
path where you want to save the downloaded data.

For information about these SDK libraries, see Using the AWS SDK for Java with Amazon S3 Glacier
and Using the AWS SDK for .NET with Amazon S3 Glacier.

When to Use the High-Level and Low-Level API

In general, if the high-level API provides methods you need to perform an operation, you should
use the high-level API because of the simplicity it provides. However, if the high-level APl does

not offer the functionality, you can use the low-level API. Additionally, the low-level API allows
granular control of the operation such as retry logic in the event of a failure. For example, when
uploading an archive the high-level API uses the file size to determine whether to upload the
archive in a single operation or use the multipart upload API. The API also has built-in retry logic in
case an upload fails. However, your application might need granular control over these decisions, in
which case you can use the low-level API.

Using S3 Glacier with an AWS SDK

AWS software development kits (SDKs) are available for many popular programming languages.
Each SDK provides an API, code examples, and documentation that make it easier for developers to
build applications in their preferred language.
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SDK documentation

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

Code examples

AWS SDK for C++ code examples

AWS SDK for Go code examples

AWS SDK for Java code examples

AWS SDK for JavaScript code examples

AWS SDK for Kotlin code examples

AWS SDK for .NET code examples

AWS SDK for PHP code examples

AWS SDK for Python (Boto3) code examples

AWS SDK for Ruby code examples

AWS SDK for Rust code examples

AWS SDK for SAP ABAP code examples

AWS SDK for Swift code examples

For examples specific to S3 Glacier, see Code examples for S3 Glacier using AWS SDKs.

® Example availability

Can't find what you need? Request a code example by using the Provide feedback link at

the bottom of this page.

Using the AWS SDK for Java with Amazon S3 Glacier

The AWS SDK for Java provides both high-level and low-level APIs for Amazon S3 Glacier (S3
Glacier) as described in Using the AWS SDKs with Amazon S3 Glacier. For information about

downloading the AWS SDK for Java, see Amazon SDK for Java.

Using the AWS SDK for Java
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® Note

The AWS SDK for Java provides thread-safe clients for accessing S3 Glacier. As a best
practice, your applications should create one client and reuse the client between threads.

Topics

Using the Low-Level API

Using the High-Level API

Running Java Examples for Amazon S3 Glacier Using Eclipse

Setting the Endpoint

Using the Low-Level API

The low-level AmazonGlacierClient class provides all the methods that map to the underlying
REST operations of S3 Glacier ( APl Reference for Amazon S3 Glacier). When calling any of these
methods, you must create a corresponding request object and provide a response object in which
the method can return the S3 Glacier response to the operation.

For example, the AmazonGlacierClient class provides the createVault method to create a
vault. This method maps to the underlying Create Vault REST operation (see Create Vault (PUT

vault)). To use this method, you must create instances of the CreateVaultResult object that
receives the S3 Glacier response as shown in the following Java code snippet:

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

All the low-level samples in the guide use this pattern.
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® Note

The preceding code segment specifies AccountID when creating the request. However,
when using the AWS SDK for Java, the AccountId in the request is optional, and therefore
all the low-level examples in this guide don't set this value. The AccountId is the AWS
account ID. This value must match the AWS account ID associated with the credentials used
to sign the request. You can specify either the AWS account ID or optionally a '-', in which
case S3 Glacier uses the AWS account ID associated with the credentials used to sign the
request. If you specify your Account ID, do not include hyphens in it. When using AWS SDK
for Java, if you don't provide the account ID, the library sets the account ID to '-'.

Using the High-Level API

To further simplify your application development, the AWS SDK for Java provides the
ArchiveTransferManager class that implements a higher-level abstraction for the some of
the methods in the low-level API. It provides useful methods, such as the upload and download
methods for archive operations.

For example, the following Java code snippet uses the upload high-level method to upload an
archive.

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";

ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveld = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

Note that any operations you perform apply to the AWS Region you specified when creating the
ArchiveTransferManager object. If you don't specify any AWS Region, the AWS SDK for Java
sets us-east-1 as the default AWS Region.

All the high-level examples in this guide use this pattern.
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® Note

The high-level ArchiveTransferManager class can be constructed with an
AmazonGlacierClient instance or an AWSCredentials instance.

Running Java Examples for Amazon S3 Glacier Using Eclipse

The easiest way to get started with the Java code examples is to install the latest AWS Toolkit
for Eclipse. For information on installing or updating to the latest toolkit, go to http://
aws.amazon.com/eclipse. The following tasks guide you through the creation and testing of the

Java code examples provided in this section.

General Process of Creating Java Code Examples

1 Create a default credentials profile for your AWS credentials as described in the AWS
SDK for Java topic Providing AWS Credentials in the Amazon SDK for Java.

2 Create a new AWS Java project in Eclipse. The project is pre-configured with the AWS
SDK for Java.

3 Copy the code from the section you are reading to your project.

4 Update the code by providing any required data. For example, if uploading a file,

provide the file path and the bucket name.

5 Run the code. Verify that the object is created by using the AWS Management
Console. For more information about the AWS Management Console, go to http://a
ws.amazon.com/console/.

Setting the Endpoint

By default, the AWS SDK for Java uses the endpoint https://glacier.us-
east-1.amazonaws.com. You can set the endpoint explicitly as shown in the following Java code
snippets.

The following snippet shows how to set the endpoint to the US West (Oregon) Region (us-
west-2) in the low-level API.
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Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

The following snippet shows how to set the endpoint to the US West (Oregon) Region in the high-
level API.

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");

snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sqsClient,
snsClient);

For a list of supported AWS Regions and endpoints, see Accessing Amazon S3 Glacier.

Using the AWS SDK for .NET with Amazon S3 Glacier

The AWS SDK for .NET API is available in AWSSDK.d11. For information about downloading the
AWS SDK for .NET, go to Sample Code Libraries. As described in Using the AWS SDKs with Amazon
S3 Glacier, the AWS SDK for .NET provides both the high-level and low-level APIs.

(@ Note

The low-level APl and high-level API provide thread-safe clients for accessing S3 Glacier.
As a best practice, your applications should create one client and reuse the client between
threads.

Topics
» Using the Low-Level API
» Using the High-Level API
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e Running Code Examples

» Setting the Endpoint

Using the Low-Level API

The low-level AmazonGlacierClient class provides all the methods that map to the underlying
REST operations of Amazon S3 Glacier (S3 Glacier) ( APl Reference for Amazon S3 Glacier). When
calling any of these methods, you must create a corresponding request object and provide a

response object in which the method can return a S3 Glacier response to the operation.

For example, the AmazonGlacierClient class provides the CreateVault method to create

a vault. This method maps to the underlying Create Vault REST operation (see Create Vault

(PUT vault)). To use this method, you must create instances of the CreateVaultRequest and
CreateVaultResponse classes to provide request information and receive a S3 Glacier response
as shown in the following C# code snippet:

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()

{

AccountId = "-",
VaultName = "*** Provide vault name ***"

};

CreateVaultResponse response = client.CreateVault(request);

All the low-level samples in the guide use this pattern.

(@ Note

The preceding code segment specifies AccountId when creating the request. However,
when using the AWS SDK for .NET, the AccountId in the request is optional, and therefore
all the low-level examples in this guide don't set this value. The AccountId is the AWS
account ID. This value must match the AWS account ID associated with the credentials used
to sign the request. You can specify either the AWS account ID or optionally a '-', in which
case S3 Glacier uses the AWS account ID associated with the credentials used to sign the
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request. If you specify your Account ID, do not include hyphens in it. When using AWS SDK
for .NET, if you don't provide the account ID, the library sets the account ID to '-'.

Using the High-Level API

To further simplify your application development, the AWS SDK for .NET provides the
ArchiveTransferManager class that implements a higher-level abstraction for some of the
methods in the low-level APL. It provides useful methods, such as Upload and Download, for the
archive operations.

For example, the following C# code snippet uses the Upload high-level method to upload an
archive.

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archiveld = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

Note that any operations you perform apply to the AWS Region you specified when creating the
ArchiveTransferManager object. All the high-level examples in this guide use this pattern.

(® Note

The high-level ArchiveTransferManager class still needs the low-level
AmazonGlacierClient client, which you can pass either explicitly or the
ArchiveTransferManager creates the client.

Running Code Examples

The easiest way to get started with the .NET code examples is to install the AWS SDK for .NET. For
more information, go to Amazon SDK for .NET.

The following procedure outlines steps for you to test the code examples provided in this guide.
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General Process of Creating .NET Code Examples (Using Visual Studio)

1 Create a credentials profile for your AWS credentials as described in the Amazon SDK
for .NET topic Configuring AWS Credentials.

2 Create a new Visual Studio project using the AWS Empty Project template.

3 Replace the code in the project file, Program.cs , with the code in the section you
are reading.

4 Run the code. Verify that the object is created using the AWS Management Console.

For more information about AWS Management Console, go to http://aws.amazon

.com/console/.

Setting the Endpoint

By default, the AWS SDK for .NET sets the endpoint to the US West (Oregon) Region (https://
glacier.us-west-2.amazonaws.com). You can set the endpoint to other AWS Regions as
shown in the following C# snippets.

The following snippet shows how to set the endpoint to the US West (Oregon) Region (us-
west-2) in the low-level API.

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

The following snippet shows how to set the endpoint to the US West (Oregon) Region in the high-
level API.

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

For a current list of supported AWS Regions and endpoints, see Accessing Amazon S3 Glacier.
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Code examples for S3 Glacier using AWS SDKs

The following code examples show how to use S3 Glacier with an AWS software development kit
(SDK).

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios and
cross-service examples.

Scenarios are code examples that show you how to accomplish a specific task by calling multiple
functions within the same service.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Get started

Hello Amazon S3 Glacier

The following code example shows how to get started using Amazon S3 Glacier.
.NET

AWS SDK for .NET

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;
public static class HelloGlacier

{

static async Task Main()
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{

var glacierService = new AmazonGlacierClient();

Console.WritelLine("Hello Amazon Glacier!");
Console.Writeline("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
Console.WritelLine($"{vault.CreationDate}:{vault.VaultName}, ARN:
{vault.VaultARN}");

}

« For API details, see ListVaults in AWS SDK for .NET API Reference.

Code examples
Actions for S3 Glacier using AWS SDKs

Add tags to an Amazon S3 Glacier vault using an AWS SDK

Create a multipart upload to an Amazon S3 Glacier vault using an AWS SDK

Create an Amazon S3 Glacier vault using an AWS SDK

Delete an Amazon S3 Glacier vault using an AWS SDK

Delete an Amazon S3 Glacier archive using an AWS SDK

Delete Amazon S3 Glacier vault notifications using an AWS SDK

Describe an Amazon S3 Glacier job using an AWS SDK

Describe an Amazon S3 Glacier vault using an AWS SDK

Download an Amazon S3 Glacier archive using an AWS SDK

Get Amazon S3 Glacier job output using an AWS SDK

Get Amazon S3 Glacier vault notification configuration using an AWS SDK

List Amazon S3 Glacier jobs using an AWS SDK

List tags for an Amazon S3 Glacier vault using an AWS SDK
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o List Amazon S3 Glacier vaults using an AWS SDK

» Retrieve an Amazon S3 Glacier vault inventory using an AWS SDK

 Retrieve an archive from an Amazon S3 Glacier vault using an AWS SDK

» Set Amazon S3 Glacier vault notifications using an AWS SDK

» Upload an archive to an Amazon S3 Glacier vault using an AWS SDK

Scenarios for S3 Glacier using AWS SDKs

» Archive a file to Amazon S3 Glacier, get notifications, and initiate a job using an AWS SDK

» Get Amazon S3 Glacier archive content and delete the archive using an AWS SDK

Actions for S3 Glacier using AWS SDKs

The following code examples demonstrate how to perform individual S3 Glacier actions with AWS
SDKs. These excerpts call the S3 Glacier APl and are code excerpts from larger programs that must
be run in context. Each example includes a link to GitHub, where you can find instructions for
setting up and running the code.

The following examples include only the most commonly used actions. For a complete list, see the

Amazon S3 Glacier APl Reference.

Examples

Add tags to an Amazon S3 Glacier vault using an AWS SDK

Create a multipart upload to an Amazon S3 Glacier vault using an AWS SDK

Create an Amazon S3 Glacier vault using an AWS SDK

Delete an Amazon S3 Glacier vault using an AWS SDK

Delete an Amazon S3 Glacier archive using an AWS SDK

Delete Amazon S3 Glacier vault notifications using an AWS SDK

Describe an Amazon S3 Glacier job using an AWS SDK

Describe an Amazon S3 Glacier vault using an AWS SDK

Download an Amazon S3 Glacier archive using an AWS SDK

Get Amazon S3 Glacier job output using an AWS SDK

Get Amazon S3 Glacier vault notification configuration using an AWS SDK
List Amazon S3 Glacier jobs using an AWS SDK

List tags for an Amazon S3 Glacier vault using an AWS SDK
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« List Amazon S3 Glacier vaults using an AWS SDK

» Retrieve an Amazon S3 Glacier vault inventory using an AWS SDK

» Retrieve an archive from an Amazon S3 Glacier vault using an AWS SDK

» Set Amazon S3 Glacier vault notifications using an AWS SDK

» Upload an archive to an Amazon S3 Glacier vault using an AWS SDK

Add tags to an Amazon S3 Glacier vault using an AWS SDK

The following code examples show how to add tags to an Amazon S3 Glacier vault.

.NET

AWS SDK for .NET

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/17
/17
/17
/17
/17
/17
/17

<summary>

Add tags to the items in an Amazon S3 Glacier vault.

</summary>

<param name="vaultName">The name of the vault to add tags to.</param>
<param name="key">The name of the object to tag.</param>

<param name="value">The tag value to add.</param>

<returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,

string

{

value)

var request = new AddTagsToVaultRequest

{
Tags = new Dictionary<string, string>
{
{ key, value },
.
AccountId = "-",
VaultName = vaultName,
};

Add tags
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var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;

» For API details, see AddTagsToVault in AWS SDK for .NET API Reference.

CLI
AWS CLI

The following command adds two tags to a vault named my-vault:

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --tags
id=1234,date=july2015

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

« For API details, see AddTagsToVault in AWS CLI Command Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Create a multipart upload to an Amazon S3 Glacier vault using an AWS
SDK

The following code examples show how to create a multipart upload to an Amazon S3 Glacier
vault.

CLI
AWS CLI

The following command uploads the first 1 MiB (1024 x 1024 bytes) part of an archive:

aws glacier upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-
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id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTQ3L9yetr22@0UmPtBYKk-
OssZtLqyFu7sY1_l1R7vgFulVeNtcV5zps]

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

The body parameter takes a path to a part file on the local filesystem. The range parameter
takes an HTTP content range indicating the bytes that the part occupies in the completed
archive. The upload ID is returned by the aws glacier initiate-multipart-upload
command and can also be obtained by using aws glacier list-multipart-uploads.

For more information on multipart uploads to Amazon Glacier using the AWS CLI, see Using
Amazon Glacier in the AWS CLI User Guide.

» For API details, see UploadMultipartPart in AWS CLI Command Reference.

JavaScript

SDK for JavaScript (v2)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Create a multipart upload of 1 megabyte chunks of a Buffer object.

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" }),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end

var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
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console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
return;
}
console.log("Got upload ID", multipart.uploadIld);

// Grab each partSize chunk and upload it as a part
for (var i = @; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
I

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

};

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);
} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, "seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);
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1)
1)

}
1)

» For more information, see AWS SDK for JavaScript Developer Guide.

» For API details, see UploadMultipartPart in AWS SDK for JavaScript API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Create an Amazon S3 Glacier vault using an AWS SDK

The following code examples show how to create an Amazon S3 Glacier vault.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Archive a file, get notifications, and initiate a job

.NET

AWS SDK for .NET

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>

/// Create an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to create.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateVaultAsync(string vaultName)

{
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var request = new CreateVaultRequest

{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,

i

var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");

return response.HttpStatusCode == HttpStatusCode.Created;

« For API details, see CreateVault in AWS SDK for .NET API Reference.

CLI
AWS CLI

The following command creates a new vault named my-vault:

aws glacier create-vault --vault-name my-vault --account-id -

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

« For API details, see CreateVault in AWS CLI Command Reference.

Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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import
import
import
import
import

/**

software.amazon.awssdk.regions.Region;

software.amazon.awssdk.services.glacier.GlacierClient;

software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
software.amazon.awssdk.services.glacier.model.GlacierException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public

class CreateVault {

public static void main(String[] args) {

final String usage = """

Usage: <vaultName>

Where:

vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {

try {
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CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

» For API details, see CreateVault in AWS SDK for Java 2.x APl Reference.

JavaScript

SDK for JavaScript (v3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Create the client.

const { GlacierClient } = require("@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

Create the vault.
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// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {
const data = await glacierClient.send(new CreateVaultCommand(params));
console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
i

run();

» For more information, see AWS SDK for JavaScript Developer Guide.

» For API details, see CreateVault in AWS SDK for JavaScript API Reference.
SDK for JavaScript (v2)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
// Call Glacier to create the vault
glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {
if (lerr) {
console.log("Created vault!");
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}
1)

« For more information, see AWS SDK for JavaScript Developer Guide.

» For API details, see CreateVault in AWS SDK for JavaScript API Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
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return vault

» For API details, see CreateVault in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Delete an Amazon S3 Glacier vault using an AWS SDK

The following code examples show how to delete an Amazon S3 Glacier vault.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

e Get archive content and delete the archive

CLI

AWS CLI

The following command deletes a vault named my-vault:

aws glacier delete-vault --vault-name my-vault --account-id -

This command does not produce any output. Amazon Glacier requires an account ID
argument when performing operations, but you can use a hyphen to specify the in-use
account.

« For API details, see DeleteVault in AWS CLI Command Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html
*/
public class DeleteVault {
public static void main(String[] args) {

final String usage = """

Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

mon,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1);

String vaultName = args[Q];
GlacierClient glacier = GlacierClient.builder()
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.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {

try {
DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()
.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

» For API details, see DeleteVault in AWS SDK for Java 2.x APl Reference.

Python

SDK for Python (Boto3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):
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:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.

try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

» For API details, see DeleteVault in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Delete an Amazon S3 Glacier archive using an AWS SDK

The following code examples show how to delete an Amazon S3 Glacier archive.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Get archive content and delete the archive

CLI

AWS CLI

To delete an archive from a vault
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The following delete-archive example removes the specified archive from
example_vault.

aws glacier delete-archive \

--account-id 111122223333 \

--vault-name example_vault \

--archive-id Sc@u9ZP8yaWkmh-XGlIvAVprtLhalCGNNwN15I5x9HqPIkX5mjc@DrId3Ln-
Gi_k2Hzml1IDZUz117KSdVMdMXLUuFWi9PJUitxW073edQ43eT1MWkHOpd9zVSAUV_XXZBVhKhyGhJl7w

This command produces no output.

« For API details, see DeleteArchive in AWS CLI Command Reference.

Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*/
public class DeleteArchive {
public static void main(String[] args) {
final String usage = """
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Usage: <vaultName> <accountId> <archiveId>
Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.
if (args.length != 3) {
System.out.println(usage);
System.exit(1l);
}
String vaultName = args[Q];
String accountId = args[1l];
String archiveld = args[2];
GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();
deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();
}

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
String archiveld) {
try {

DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);
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» For API details, see DeleteArchive in AWS SDK for Java 2.x API Reference.

Python

SDK for Python (Boto3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise
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« For API details, see DeleteArchive in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an

AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Delete Amazon S3 Glacier vault notifications using an AWS SDK
The following code examples show how to delete Amazon S3 Glacier vault notifications.
CLl
AWS CLI
To remove the SNS notifications for a vault

The following delete-vault-notifications example removes notifications sent by
Amazon Simple Notification Service (Amazon SNS) for the specified vault.

aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault

This command produces no output.

« For API details, see DeleteVaultNotifications in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
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"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.
try:

notification.delete()

logger.info("Notifications stopped.")
except ClientError:

logger.exception("Couldn't stop notifications.")

raise

» For API details, see DeleteVaultNotifications in AWS SDK for Python (Boto3) APl Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Describe an Amazon S3 Glacier job using an AWS SDK

The following code examples show how to describe an Amazon S3 Glacier job.
CLI
AWS CLI

The following command retrieves information about an inventory retrieval job on a vault
named my-vault:
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aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMwW

Output:

"InventoryRetrievalParameters": {
"Format": "JSON"
3,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",
"Completed": false,
"JobId": "zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": "InProgress"

The job ID can be found in the output of aws glacier initiate-joband aws glacier
list-jobs. Amazon Glacier requires an account ID argument when performing operations,
but you can use a hyphen to specify the in-use account.

« For API details, see DescribeJob in AWS CLI Command Reference.
Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):
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:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.
try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,
)
except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise
else:
return job.status_code

» For API details, see DescribeJob in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an

AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Describe an Amazon S3 Glacier vault using an AWS SDK

The following code examples show how to describe an Amazon S3 Glacier vault.
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.NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)

{
var request = new DescribeVaultRequest
{
AccountId = "-",
VaultName = vaultName,
1

var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.
Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");
Console.WriteLine($"Created on: {response.CreationDate}\tNumber
of Archives: {response.NumberOfArchives}\tSize (in bytes):
{response.SizeInBytes}");
if (response.LastInventoryDate != DateTime.MinValue)
{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

return response.VaultARN;

« For API details, see DescribeVault in AWS SDK for .NET API Reference.
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CLI
AWS CLI

The following command retrieves data about a vault named my-vault:

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

» For API details, see DescribeVault in AWS CLI Command Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an

AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Download an Amazon S3 Glacier archive using an AWS SDK
The following code example shows how to download an Amazon S3 Glacier archive.
NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

This example uses the ArchiveTransferManager class. For API details see
ArchiveTransferManager.

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive

/// Transfer Manager.

/// </summary>

/// <param name="vaultName">The name of the vault containing the object.</
param>

/// <param name="archiveId">The Id of the archive to download.</param>
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/17
/17
/17

<param name="localFilePath">The local directory where the file will
be stored after download.</param>
<returns>Async Task.</returns>

public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string

vaultName, string archiveld, string localFilePath)

{

try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

};

// Download an archive.
Console.WriteLine("Initiating the archive retrieval job and then

polling SQS queue for the archive to be available.");

Console.WriteLine("When the archive is available, downloading will

begin.");

await manager.DownloadAsync(vaultName, archiveId, localFilePath,

options);

/17
/17
/17
/17
/17
/17

return true;
}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;

<summary>

Event handler to track the progress of the Archive Transfer Manager.
</summary>

<param name="sender">The object that raised the event.</param>

<param name="args">The argument values from the object that raised the
event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != _currentPercentage)

{

_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");

Download an archive
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For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an

AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Get Amazon S3 Glacier job output using an AWS SDK

The following code examples show how to get Amazon S3 Glacier job output.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

+ Get archive content and delete the archive

CLI
AWS CLI

The following command saves the output from a vault inventory job to a file in the current
directory named output. json:

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMW output.json

The job-id is available in the output of aws glacier list-jobs. Note that the output
file name is a positional argument that is not prefixed by an option name. Amazon Glacier
requires an account ID argument when performing operations, but you can use a hyphen to
specify the in-use account.

Output:

"status": 200,
"acceptRanges": "bytes",
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"contentType": "application/json"

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z","ArchivelList":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload
test","CreationDate":"2015-04-06T22:24:34Z" ,"Size" 3145728, "SHA256TreeHash" :"9628195f cdk

» For API details, see GetJobOutput in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(® Note
There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_output(job):

Gets the output of a job, such as a vault inventory or the contents of an

archive.
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:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as

10 ™

%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

» For API details, see GetJobOutput in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous

SDK versions.

Get Amazon S3 Glacier vault notification configuration using an AWS
SDK

The following code examples show how to get Amazon S3 Glacier vault notification configuration.
CLI

AWS CLI

The following command gets a description of the notification configuration for a vault
named my-vault:

aws glacier get-vault-notifications --account-id - --vault-name my-vault

Output:
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{
"vaultNotificationConfig": {
"Events": [
"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"
1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"
}
}

If no notifications have been configured for the vault, an error is returned. Amazon Glacier
requires an account ID argument when performing operations, but you can use a hyphen to
specify the in-use account.

« For API details, see GetVaultNotifications in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(® Note
There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.
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:param vault: The vault to query.
:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)
except ClientError:
logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification

» For API details, see GetVaultNotifications in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

List Amazon S3 Glacier jobs using an AWS SDK

The following code examples show how to list Amazon S3 Glacier jobs.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code examples:

« Archive a file, get notifications, and initiate a job

e Get archive content and delete the archive

List jobs API Version 2012-06-01 230


https://docs.aws.amazon.com/goto/boto3/glacier-2012-06-01/GetVaultNotifications

Amazon S3 Glacier Developer Guide

.NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string

vaultName)
{

var request = new ListJobsRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,

};

var response = await _glacierService.ListJobsAsync(request);

return response.JoblList;

« For API details, see ListJobs in AWS SDK for .NET API Reference.
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CLI
AWS CLI

The following command lists in-progress and recently completed jobs for a vault named my -

vault:

aws glacier list-jobs --account-id - --vault-name my-vault
Output:

{

"JobList": [
{
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"RetrievalByteRange": "0-3145727",
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Completed": false,
"SHA256TreeHash":
"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",
"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",
"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZY¥e_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",
"JobDescription": "Retrieve archive on 2015-07-17",
"ArchiveSizeInBytes": 3145728,
"Action": "ArchiveRetrieval",
"ArchiveSHA256TreeHash":
"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",
"CreationDate": "2015-07-17T721:16:13.840Z",
"StatusCode": "InProgress"
I
{

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",
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"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z2",
"StatusCode": ""InProgress""

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

« For API details, see ListJobs in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.

job_list = []
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try:

if job_type == "all":

jobs

elif job_

jobs

elif job_

jobs

elif job_

jobs

elif job_

jobs
else:
jobs

= vault
typ ==
= vault
type ==

= vault.

type ==

= vault.

type ==
= vault

= [1

.jobs.all()

"in_progress":

.jobs_in_progress.all()

"completed":
completed_jobs.all()
"succeeded":
succeeded_jobs.all()
"failed":

.failed_jobs.all()

logger.warning("%s isn't a type of job I can get.", job_type)

for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)

except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,

vault.name)
raise
else:

return job_list

» For API details, see ListJobs in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an

AWS SDK. This topic also includes information about getting started and details about previous

SDK versions.

List tags for an Amazon S3 Glacier vault using an AWS SDK

The following code examples show how to list tags for an Amazon S3 Glacier vault.

List tags
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.NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>

/// List tags for an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to list tags for.</param>
/// <returns>A dictionary listing the tags attached to each object in the
/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string

vaultName)
{

var request = new ListTagsForVaultRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListTagsForVaultAsync(request);

return response.Tags;

» For API details, see ListTagsForVault in AWS SDK for .NET API Reference.
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CLI

AWS CLI

The following command lists the tags applied to a vault named my-vault:

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
Output:
{
"Tags": {
"date": "july2015",
Ilidll: Il1234|l
}
}

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

» For API details, see ListTagsForVault in AWS CLI Command Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

List Amazon S3 Glacier vaults using an AWS SDK

The following code examples show how to list Amazon S3 Glacier vaults.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Archive a file, get notifications, and initiate a job
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.NET

AWS SDK for .NET

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>

/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>

/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()

{

var glacierVaultPaginator = _glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();

await foreach (var vault in glacierVaultPaginator.VaultlList)

{
vaultList.Add(vault);

return vaultList;

« For API details, see ListVaults in AWS SDK for .NET API Reference.

CLI
AWS CLI

The following command lists the vaults in the default account and region:

aws glacier list-vaults --account-id -

Output:
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{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.0287",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

« For API details, see ListVaults in AWS CLI Command Reference.

Java

SDK for Java 2.x

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;
import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;
import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.util.list;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*
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* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html
*/
public class ListVaults {
public static void main(String[] args) {
GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
Lbuild();

listAllVault(glacier);
glacier.close();

public static void listAllVault(GlacierClient glacier) {
boolean listComplete = false;
String newMarker = null;
int totalVaults = 0;
System.out.println("Your Amazon Glacier vaults:");
try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);

List<DescribeVaultOutput> vaultList = response.vaultlList();
for (DescribeVaultOutput v : vaultlList) {

totalVaults += 1;

System.out.println("* " + v.vaultName());

// Check for further results.
newMarker = response.marker();
if (newMarker == null) {
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listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« For API details, see ListVaults in AWS SDK for Java 2.x API Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.
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try:

for vault in self.glacier_resource.vaults.all():

logger.info("Got vault %s.", vault.name)

except ClientError:
logger.exception("Couldn't list vaults.")

raise

» For API details, see ListVaults in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous

SDK versions.

Retrieve an Amazon S3 Glacier vault inventory using an AWS SDK

The following code examples show how to retrieve an Amazon S3 Glacier vault inventory.

Action examples are code excerpts from larger programs and must be run in context. You can see

this action in context in the following code example:

« Archive a file, get notifications, and initiate a job

Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

import
import
import
import
import
import

software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

core.ResponseBytes;

regions.Region;
services.glacier.GlacierClient;
services.glacier.model.JobParameters;
services.glacier.model.InitiateJobResponse;
services.glacier.model.GlacierException;

Retrieve a vault inventory
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import software.amazon.awssdk.services.glacier.model.InitiateJobRequest;
import software.amazon.awssdk.services.glacier.model.DescribeJobRequest;
import software.amazon.awssdk.services.glacier.model.DescribeJobResponse;
import software.amazon.awssdk.services.glacier.model.GetJobOutputRequest;
import software.amazon.awssdk.services.glacier.model.GetJobOutputResponse;
import java.io.File;

import java.io.FileOutputStream;

import java.io.IOException;

import java.io.OutputStream;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class ArchiveDownload {
public static void main(String[] args) {

final String usage = """
Usage: <vaultName> <accountId> <path>

Where:
vaultName - The name of the vault.
accountId - The account ID value.
path - The path where the file is written to.

[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[Q];

String accountId = args[1];

String path = args[2];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();
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String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,

String accountId) {

try {
JobParameters job = JobParameters.builder()

.type("inventory-retrieval")
.build();

InitiateJobRequest initJob = InitiateJobRequest.builder()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);
System.out.println("The job ID is: " + response.jobId());
System.out.println("The relative URI path of the job is: " +

response.location());
return response.jobId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());

System.exit(1);

}

return

mim,
’

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the

// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {
boolean finished = false;
String jobStatus;
int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()

.jobId(jobId)
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.accountId(account)
.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);
jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");
GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()
.jobId(jobId)
.vaultName(name)
.accountId(account)
.build();

ResponseBytes<GetJobOutputResponse> objectBytes =
glacier.getJobOutputAsBytes(jobOutputRequest);

// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);

os.write(data);

System.out.println("Successfully obtained bytes from a Glacier
vault");

os.close();

} catch (GlacierException | InterruptedException | IOException e) {

System.out.println(e.getMessage());
System.exit(1);

» For API details, see InitiateJob in AWS SDK for Java 2.x APl Reference.
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Python

SDK for Python (Boto3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job
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» For API details, see InitiateJob in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Retrieve an archive from an Amazon S3 Glacier vault using an AWS SDK

The following code example shows how to retrieve an archive from an Amazon S3 Glacier vault.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Archive a file, get notifications, and initiate a job

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
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within 3-5 hours. When the job completes, you can get the archive
contents
by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

» For API details, see InitiateJob in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Set Amazon S3 Glacier vault notifications using an AWS SDK

The following code examples show how to set Amazon S3 Glacier vault notifications.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Archive a file, get notifications, and initiate a job

CLI

AWS CLI

The following command configures SNS notifications for a vault named my-vault:

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json
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notificationconfig. jsonisa JSON file in the current folder that specifies an SNS topic
and the events to publish:

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

» For API details, see SetVaultNotifications in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
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receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

1,

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_arn,
vault.name
)
raise
else:
return notification

» For API details, see SetVaultNotifications in AWS SDK for Python (Boto3) API Reference.

For a complete list of AWS SDK developer guides and code examples, see Using S3 Glacier with an
AWS SDK. This topic also includes information about getting started and details about previous
SDK versions.

Upload an archive to an Amazon S3 Glacier vault using an AWS SDK

The following code examples show how to upload an archive to an Amazon S3 Glacier vault.
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Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Archive a file, get notifications, and initiate a job

.NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>
/// Upload an object to an Amazon S3 Glacier vault.
/// </summary>
/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload
/// the archive to.</param>
/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)
{
try
{

var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);

return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}

Upload an archive to a vault API Version 2012-06-01 250


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Glacier#code-examples

Amazon S3 Glacier Developer Guide

» For API details, see UploadArchive in AWS SDK for .NET API Reference.

CLI

AWS CLI

The following command uploads an archive in the current folder named archive.zip to a
vault named my-vault:

aws glacier upload-archive --account-id - --vault-name my-vault --body
archive.zip

Output:

"archiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQr jOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum":

"969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/@123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw"

}

Amazon Glacier requires an account ID argument when performing operations, but you can
use a hyphen to specify the in-use account.

To retrieve an uploaded archive, initiate a retrieval job with the aws glacier initiate-job
command.

» For API details, see UploadArchive in AWS CLI Command Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.UploadArchiveRequest;
import software.amazon.awssdk.services.glacier.model.UploadArchiveResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;
import java.io.File;

import java.nio.file.Path;

import java.nio.file.Paths;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development

* environment, including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class UploadArchive {
static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
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strPath - The path to the archive to upload (for example, C:\
\AWS\\test.pdf).
vaultName - The name of the vault.

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,

path);
return res.archiveld();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return "";

}
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private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s'", nsae.getMessage());
System.exit(-1);
}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > Q) {

numChunks++;

if (numChunks == 0) {
return new b