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What is Amazon Q Business?

Powered by Amazon Bedrock: AWS implements automated abuse detection. Because Amazon
Q is built on Amazon Bedrock, users can take full advantage of the controls implemented in
Amazon Bedrock to enforce safety, security, and the responsible use of artificial intelligence (Al).

Amazon Q Business is a fully managed, generative-Al powered assistant that you can configure

to answer questions, provide summaries, generate content, and complete tasks based on your
enterprise data. Amazon Q provides immediate and relevant information to employees, and helps
streamline tasks and accelerate problem solving.

Amazon Q integrates with services like Amazon Kendra and other supported data sources such as

Amazon S3, Microsoft SharePoint, and Salesforce.

What is Amazon Q Business?

Topics

» Benefits of Amazon Q Business

« Amazon Q Business index types and subscriptions

« Pricing and availability

e Accessing Amazon Q Business

« Related services

» Are you a first-time Amazon Q Business user?

Benefits of Amazon Q Business

Some of the benefits of Amazon Q Business include:

Accurate and comprehensive answers

Amazon Q generates comprehensive responses to natural language queries from users by
analyzing information across all enterprise content that it has access to. It can avoid incorrect
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statements by confining its generated responses to existing enterprise data. Amazon Q also
provides citations to the sources that it used to generate its response.

Simple to deploy and manage

Amazon Q takes care of the complex task of developing and managing machine learning
infrastructure and models so that you can build your chat solution quickly. Amazon Q connects
to your data and ingests it for processing using its pre-built connectors, document retrievers,
document upload capabilities.

Configurable and customizable

Amazon Q provides you with the flexibility of choosing what sources should be used to respond
to user queries. You can control whether the responses should only use your enterprise data, or
use both enterprise data and model knowledge.

Data and application security

Amazon Q supports access control for your data so that the right users can access the right
content. Its responses to questions are based on the content that your end user has permissions
to access. You can use IAM Identity Center to manage end user access for Amazon Q.

Broad connectivity

Amazon Q offers out-of-the-box connections to multiple supported data sources. Additionally,

you can connect Amazon Q to any third-party application using plugins to perform actions and
query application data.

Amazon Q Business index types and subscriptions

Amazon Q Business offers different tiers of user subscriptions and two index types. You can choose
any combination of tiers for user subscriptions and index type.

Index types
There are two types of user indices:
Starter index

This index type is suitable for proof-of-concept or developer workloads. It is deployed in a
single Availability Zone.

Amazon Q Business index types and subscriptions 2
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Enterprise index
This index type is suitable for production workloads. It is deployed across three Availability

Zones for fault tolerance.

For more information, see Index types.

User subscription tiers

There are two tiers of user subscriptions:
Amazon Q Business Lite Plan

This plan is optimized for enterprise-wide deployment to all employees (frontline and
knowledge workers). It allows end users to ask questions and receive permissions-aware
responses from enterprise data sources with citations. This helps employees quickly get answers
for use cases such as IT, HR, benefits help desks, and other Q&A chatbot use cases at a low cost.

Amazon Q Business Pro Plan

This plan is best suited for knowledge workers and improves productivity across a wide range
of tasks. It provides the full suite of Amazon Q Business capabilities, including access to Amazon
Q Apps (Preview) for creating and sharing task automation applications and custom plugins

for actions like submitting time off requests and sending meeting invites through Amazon Q
Business. The Pro plan also includes Amazon Q integration in QuickSight Pro, making it easier
to understand data through executive summaries, context-aware Q&A, and interactive data
stories.

For more information, see User subscription tiers.

Pricing and availability

Amazon Q Business charges you both for user subscriptions to applications, and for index capacity.
For information about what's included in the tiers of user subscriptions and index capacity, see
Subscription and index pricing.

For pricing information, including examples of charges for index capacity, subscribing and
unsubscribing users to Amazon Q Business tiers, upgrading and downgrading Amazon Q Business
tiers, and more, see Amazon Q Business Pricing.

User subscription tiers 3
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For a consolidated view of all your user subscriptions across Amazon Q Business, Amazon
Q Developer, and more, see the Amazon Q subscriptions page. Subscriptions can only be

viewed centrally; subscriptions cannot be created or updated from the Amazon Q subscription
management console.

If you use an Amazon Kendra index for your retriever, including any data sources connected to the
Amazon Kendra index, see Amazon Kendra pricing.

For a list of regions where Amazon Q Business is currently available, see Supported regions.

Accessing Amazon Q Business

You can access Amazon Q Business in the following ways in the AWS Regions that it's available in:

AWS Management Console

You can use the AWS Management Console—a browser-based interface to interact with AWS
services—to access the Amazon Q console and resources. You can perform most Amazon Q
tasks using the Amazon Q console.

Amazon Q Business API

To access Amazon Q Business programmatically, you can use the Amazon Q API. For more
information, see the Amazon Q API Reference.

AWS Command Line Interface

The AWS Command Line Interface (AWS CLI) is an open source tool. You can use the AWS CLI
to interact with AWS services using commands in your command line shell. If you want to build
task-based scripts, using the command line can be faster and more convenient than using the
console.

SDKs

AWS SDKs provide language APIs for AWS services to use programmatically.

Related services

The following are some of the other AWS services that Amazon Q Business integrates with:

Accessing Amazon Q Business 4
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Amazon Kendra

Amazon Kendra is an intelligent search service that uses natural language processing and
machine learning algorithms to return specific answers from your data for end user queries. If
you're already an Amazon Kendra user, you can use Amazon Kendra as a data retriever for your
Amazon Q web application.

Amazon S3

Amazon S3 is an object storage service. If you're an Amazon S3 user, you can use Amazon S3 as
a data source for your Amazon Q application.

Are you a first-time Amazon Q Business user?

If you're a first-time user of Amazon Q Business, we recommend that you read the following
sections in order:

How it works

Introduces Amazon Q components and describes how they work to create your Retrieval
Augmented Generation (RAG) solution.

Key concepts

Explains key concepts and important Amazon Q terminology.
Setting up

Explains key concepts and important Amazon Q terminology and outlines how to set up
Amazon Q so that you can begin creating your Amazon Q application and web experience.

Creating an application

Explains how to create the Amazon Q application that powers your Amazon Q web experience.

Configuring Amazon Q Business data source connectors

Configuration information for specific connectors to use with your Amazon Q web experience.

Are you a first-time Amazon Q Business user? 5
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Getting started

To start using Amazon Q Business, set up an AWS account and create the necessary AWS Identity
and Access Management (IAM) users and roles. To use the AWS Command Line Interface (AWS CLI)
or the AWS SDKs, you must install and configure them. After learning about Amazon Q concepts
and setting up, you are ready to begin creating your application.

Topics

« How Amazon Q Business works

» Key concepts of Amazon Q Business

« Amazon Q Business subscription tiers and index types

o Supported document formats in Amazon Q Business

« Document attributes in Amazon Q Business

» Supported languages for Amazon Q Business

» Setting up for Amazon Q Business

e |AM roles for Amazon Q Business

How Amazon Q Business works

With Amazon Q Business, you can build an interactive chat application for your organization'’s
end users, using a combination of your enterprise data and large language model knowledge, or
enterprise data only. The following sections outline how Amazon Q works.

Topics

o Admin workflow

e User workflow

« Amazon Q Business workflow

Admin workflow

As an admin user, you create and configure an Amazon Q web experience by completing the
following steps:

How Amazon Q works 6
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1.

Configuring an IAM ldentity Center instance for your Amazon Q application. Your IAM ldentity
Center instance must be created in the same region as your Amazon Q application.

. (Optional) Creating a sample Amazon Q application to test how Amazon Q Business works

before creating a fully-configured application.

. Creating the Amazon Q application that powers your web experience and connecting it to IAM

Identity Center.

. Choosing a retriever for the application.

5. Connecting your data sources to—or uploading data into—the application.

. Adding groups and users who will access the Amazon Q web experience. An application will be

created even if you don't add users to it, but your sample application needs to have a subscribed
user to work.

(® Note

If you use the console to create an application, Amazon Q Business automaticaly creates
a web experience for you. If you use the API, you have to create a web experience for
your application.

. Enhancing the web experience by configuring admin-level controls, relevance tuning, and the

end user chat experience. For more information, see Enhancing an Amazon Q application and

Amazon Q features.

. Optionally, customizing your web experience to test how it looks for your end users. In this step,

you add a title and subtitle for your web experience, and a welcome message for your end users.
You can't chat with—or test—the application in customize mode.

(® Note

If you're looking for information on creating an Amazon Q Business application using
legacy SAML 2.0 identity management systems supported by Amazon Q Business, see
Legacy identity management.

User workflow

If you're an end user using your organization's Amazon Q Business web experience, you perform
the following steps:

User workflow
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1. Navigate to your organization's Amazon Q web experience URL, and sign in with your
credentials.

2. Start chatting and ask questions of your organization's Amazon Q web experience. For a list of
web experience capabilities, see Using an Amazon Q web experience.

3. Sometimes your question requires information that's beyond the scope of your enterprise data.
Then, Amazon Q responds that it couldn't find an answer in your documents, unless your admin
has allowed Amazon Q to generate responses using model knowledge.

4. Additionally, you can ask Amazon Q to complete any supported follow-up tasks—like creating a
Jira ticket—that your admin has configured.

Amazon Q stores conversation history for 30 days and maintains conversation context after a
conversation ends. Conversations can be resumed from where you left off within this 30-day
period.

Amazon Q Business workflow

In response to an end user query during a web experience chat, Amazon Q does the following:

1. Uses the retriever chosen by the admin to select and retrieve documents that are relevant to the
query, following authorization and access control.

2. Generates a response to the user query using either a combination of retrieved enterprise data
and model knowledge, or only enterprise data, depending on admin configuration.

3. Returns the generated response to the end user. Amazon Q assigns a unique message ID to each
answer for tracking purposes.

Key concepts of Amazon Q Business

This section describes the key concepts and terms related to Amazon Q Business.
Retrieval Augmented Generation

Retrieval Augmented Generation (RAG) is a natural language processing (NLP) technique. Using
RAG, generative artificial intelligence (generative Al) is conditioned on specific documents

that are retrieved from a dataset. Amazon Q has a built-in RAG system. A RAG model has the
following two components:

» A retrieval component retrieves relevant documents for the user query.

Amazon Q Business workflow 8
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» A generation component takes the query and the retrieved documents and then generates an
answer to the query using a large language model.

Large language model

A large language model (LLM) is a language-based, machine learning model that's tuned to a
large number (billions) of parameters or and trained on a large corpus of documents.

Retriever

A retriever pulls data from an index in real time during a conversation. Amazon Q supports a
native index retriever and also a Amazon Kendra index retriever.

Index

An index is a corpus of documents. Amazon Q supports its own index where you can add and
sync documents. An index has fields that you can map your document attributes to enhance
your end user's chat experience. Amazon Q creates an index for you when it creates your
Amazon Q native retriever. If you use the API, Amazon Q Business provides two types of index:
Enterprise and Starter. If you use the console, Amazon Q Business creates an Enterprise index by
default.

You can also use an Amazon Kendra index as a retriever for your generative Al application.

Data source

A data source is a document repository.

Data source connector

A data source connector can crawl and synchronize a data source with an Amazon Q index at
customizable intervals. Amazon Q supports multiple connectors so that you can build your
generative Al solution with minimal configuring. For a list of Amazon Q supported connectors,
see Supported connectors. For an overview of Amazon Q connector features, see Amazon Q
data source connector features.

IAM Identity Center

You can manage user access to your Amazon Q Business application using IAM Identity Center
as your AWS gateway to the identity provider of your choice. For more information on creating
an Amazon Q Business application integrated with IAM Identity Center see Configuring an
Amazon Q Business application. For more information about using IAM Identity Center to
manage access to applications, see Manage access to applications in the IAM Identity Center
User Guide.

Key concepts 9
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Document

In Amazon Q, a document is a unit of data. Specific document formats supported
include .csv, .docx, HTML, JSON, .pdf, plaintext, .ppt, .pptx, .rtf, and .xslx. For more information,
see Supported document types.

Application

An Amazon Q application is the primary resource that you use to create a chat solution. To
create the application, you can use either the Amazon Q console or Amazon Q API actions.

Web experience

An Amazon Q web experience is the chat interface that you create using your Amazon Q
application. Then, your end users can chat with your organization's Amazon Q web experience.
You can configure and customize your Amazon Q web experience using either the Amazon Q
console or the Amazon Q API.

Guardrails and chat controls

An Amazon Q feature that lets you define global controls and topic-level controls for your
application. Using this feature, you can control what sources your application will use to
generate responses from, and also control what topics it will respond to and how. For more
information, see Guardrails.

Plugins

Amazon Q includes a plugins feature that you can use to interact with third-party services such
as Jira and Salesforce. With the plugins feature, you can perform actions specific to that service
(like creating a ticket) from within your Amazon Q web experience chat. For more information,

see Plugins.
Amazon Q Apps

Amazon Q allows web experience users to create lightweight, purpose-built Amazon Q Apps
to fulfill specific tasks from within their web experience. For example, you can use Amazon Q
Business to create an app with a web experience that exclusively generates marketing-related
content to improve your marketing team's productivity. Your marketing team members can,
in turn, also create their own Amazon Q Apps with its own marketing content-generation
capabilities—like writing customer emails and creating promotional content using a certain
style of voice, tone, and branding. For more information, see Amazon Q Apps.

Key concepts 10
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Quick prompts

The Amazon Q quick prompts feature helps with end user discoverability of the web experience

chat features. Use this feature to prompt your end user to engage with their web experience
chat in specific ways. For example, you can show the available configured plugins or inform
users that they can choose to summarize their chat.

Document attributes

Document attributes are structural metadata associated with documents, such as document
title, document type, and date and time created. Amazon Q extracts document attributes
during the document ingestion process to provide customizable chat and data manipulation
capabilities for your application. Amazon Q offers reserved document attributes that you can
use. Or, you can create custom attributes. For more information, see Document attributes,

Filtering using document attributes, Boosting using document attributes, and Custom

document enrichment.

Filtering using document attributes

Filtering using document attributes is an Amazon Q feature that you can use to filter your
Amazon Q chat responses for your end user. For example, if you have a document attribute
associated with a data source type, you can use the attribute to mandate that chat responses
only be generated from a specific data source. For more information, see Filtering using

document attributes.

Relevance tuning

You can choose to use document attributes to boost and tune the relevance of chat responses
for end users from specific content. For example, if you have a document attribute associated

document creation or updation date, you use these attributes to boost chat responses from
more recently created or updated documents. For more information, see Relevance tuning.

Document enrichment

Document enrichment is an Amazon Q feature that you can use to manipulate your document

content and document attributes. You can use document enrichment to perform optical
character recognition (OCR) or translation. Document enrichment uses basic and Lambda
operations. For more information see, Document attributes and types and Document

enrichment.

Key concepts
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Field mappings

An Amazon Q index has fields that help you structure data to aid the retrieval process. You can
map index fields to your document attributes when you add documents directly to an index, or
use a data source connector.

User Store

User Store is an Amazon Q data source connector feature that streamlines user and group
management across all the data sources attached to your application. For more information
about how this feature works and implementation details, see Understanding User Store.

Index capacity

When you use an Amazon Q native retriever for your application, you must provision data
storage capacity for your index. If you use the API, Amazon Q Business provides two types of
index: Enterprise and Starter. If you use the console, Amazon Q Business creates an Enterprise
index by default. Both index types include 20,000 documents or 200 MB of total extracted text
(whichever is reached first) and 100 hours of data connector usage (time that it takes to scan
and index new, updated, or deleted documents). For more information, see Amazon Q Index
types and Pricing for subscriptions and indices.

Tags

Manage your Amazon Q applications and data sources by assigning tags or labels. You can

use tags to categorize your Amazon Q resources in various ways. For example, categorize by
purpose, owner, or application, or any combination. Each tag consists of a key and a value, both
of which you define. For more information, see Tags.

Foundation model

A foundation model (FM) is a broad, function-based machine learning model (not specific to
language systems). An FM is tuned to a large number (billions) of parameters and is trained on a
large corpus of documents.

Hallucination

A hallucination, in the machine learning context, is a confident response by an Al application
that isn't justified by its training data. Think of a hallucination as instances where the response
doesn't make sense in the context of the prompt, or when the responses are out of scope

with the documents provided. Amazon Q offers you the ability to minimize hallucinations by
allowing your retrieval system to generate responses only from your existing enterprise data.

Key concepts 12
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Amazon Q Business subscription tiers and index types

Amazon Q Business offers different tiers of user subscriptions and index types. You can choose any
combination of tiers for user subscriptions and index type.

Amazon Q Business currently only supports managing user subscriptions inside the Amazon Q
Business console. The APIs for managing user subscriptions are currently not available.

For a consolidated view of all your user subscriptions across Amazon Q Business, Amazon

Q Developer, and more, see the Amazon Q subscriptions page. Subscriptions can only be
viewed centrally; subscriptions cannot be created or updated from the Amazon Q subscription
management console.

For a list of AWS Regions, endpoints, and service quotas supported by Amazon Q Business, see
Service quotas for Amazon Q Business.

Topics
» User subscription tiers

 Index types
» Subscription and index pricing

User subscription tiers

Amazon Q Business offers two subscription tiers:
Amazon Q Business Lite Plan

This plan is optimized for enterprise-wide deployment to all employees (frontline and
knowledge workers). It allows end users to ask questions and receive permissions-aware
responses from enterprise data sources with citations. This helps employees quickly get answers
for use cases such as IT, HR, benefits help desks, and other Q&A chatbot use cases at a low cost.

Amazon Q Business Pro Plan

This plan is best suited for knowledge workers and improves productivity across a wide range of
tasks. It provides the full suite of Amazon Q Business capabilities, including access to Amazon

Q Apps (Preview) for creating and sharing task automation applications and custom plugins

for actions like submitting time off requests and sending meeting invites through Amazon Q
Business. The Pro plan also includes Amazon Q integration in QuickSight Pro, making it easier

Subscription tiers and index types 13
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to understand data through executive summaries, context-aware Q&A, and interactive data
stories.

® Note

If you use an Amazon Kendra index for your retriever, including any data sources connected
to the Amazon Kendra index, see Amazon Kendra pricing.

/A Important

Amazon Q Business currently only supports managing user subscriptions inside the Amazon
Q Business console. The APIs for managing user subscriptions are currently not available.

Topics

» User subscription tier features

« Managing user subscriptions

User subscription tier features

The following table outlines the features of Amazon Q Business Pro and Amazon Q Business Lite.

Amazon Q Business Pro tier Amazon Q Business Lite tier

+ Q&A on knowledge bases: « Q&A on knowledge bases: Users can ask questions and get

Users can ask questions and answers from enterpise knowledge bases with citations.

get answers from enterpise . permissions-aware responses: Users only get answers from

knowledge bases with content that they have access to.

I « Using web experience with single-sign on: Users get access
+ Permissions-aware to a web experience user interface with support for single

responses: Users only get sign-on (SSO).

answers from content that
they have access to.

« Using web experience with
single-sign on: Users get

User subscription tiers 14
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Amazon Q Business Pro tier Amazon Q Business Lite tier

access to a web experience
user interface with support
for single sign-on (SSO).

« Content generation: Users
can send queries directly
to the foundation model to
generate content.

» Upload file to chat: Users
can upload documents into
a chat session and interact
with its contents.

o Amazon Q Apps (Preview)
: Users can build and
share their own purpose-
built applications to
automate tasks and
improve productivity.

o Custom plugins: Enable
users to execute actions in
third-party applications.

« Amazon Q in Quicksight
(Reader Pro): Users can ask
questions to explore data in
natural language, view and
interact with dashboard
s, and create compelling
stories from insights.

Amazon Q Apps (Preview) will be available to Amazon Q Business Lite users until June 30, 2024.

Managing user subscriptions

You use the Amazon Q Business console to manage existing user access and subscriptions, as part
of your application settings for your selected application.

User subscription tiers 15
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Amazon Q Business currently only supports managing user subscriptions inside the Amazon Q
Business console. The APIs for managing user subscriptions are currently not available. You can add
and subscribe users or groups of users to an application as part of the application configuration

steps when using the Amazon Q Business console.

You must use an AWS IAM Identity Center that contains all the IDs of your users and groups. This

is your IAM Identity Center instance for your Amazon Q Business applications. You can then add
and remove (subscribe and unsubscribe) users and groups from applications. You can add a user in
your IAM Identity Center instance and then subscribe the user to an Amazon Q Business application
using the console. You can add a user to a group in your IAM Identity Center instance with the
group already subscribed to an Amazon Q Business application.

User subscriptions are created per Amazon Q Business application or Amazon QuickSight account.
You or other administrators can independently create, update, or delete subscriptions for users
for their specific Amazon Q Business application or QuickSight account. AWS will deduplicate
subscriptions across all Amazon Q Business applications and QuickSight accounts and charge each
user only once for their highest subscription level. Note that deduplication will apply only if the
Amazon Q Business applications and QuickSight accounts share the same IAM Identity Center
instance.

User subscriptions are prorated when created or upgraded based on the number of days left in the
calendar month. Any cancellations or downgrades are not prorated and apply starting in the next
calendar month. The charges for user subscription starts only after first use by the user. Charges
are applied in accordance with your highest level tier.

Subscriptions that are created in one application are independent of subscriptions in other
applications. For example, if you update or unsubscribe a user's subscription to application "A", it
will not affect the user's subscription in application "B".

® Note

For a consolidated view of all your user subscriptions across Amazon Q Business, Amazon
Q Developer, and more, see the Amazon Q subscriptions page. Subscriptions can only

be viewed centrally; subscriptions cannot be created or updated from the Amazon Q
subscription management console.
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Index types

Amazon Q Business offers two types of indexes:
Starter index

The Starter index is suitable for proof-of-concept or developer workloads. It is deployed in a
single Availability Zone.

Enterprise index

The Enterprise index is best for production workloads. It is deployed across three Availability
Zones for fault tolerance.

/A Important

The console currently only supports using an Enterprise index, as the default native index
type. You can use the Createlndex API to create a Starter index.

Both the Enterprise index and Starter index include up to 20,000 document capacity or 200 MB
of total extracted text (whichever is reached first). For reference, five pages of text that contain
approximately 500 words on each page is equivalent to 10 KB of total extracted text.

Both include up to 100 hours of data source connector usage (time that it takes to scan and index
new, updated, or deleted documents).

(® Note

For a list of AWS Regions, endpoints, and service quotas supported by Amazon Q Business,
see Service quotas for Amazon Q Business.

Subscription and index pricing

You are charged for user subscriptions to applications and for index capacity. You can choose any
combination of the following subscription tiers and indices for your application:

User subscriptions
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« Amazon Q Business Pro subscriptions

« Amazon Q Business Lite subscriptions

Index capacity

« Enterprise index

« Starter index

For detailed pricing information, including examples of charges for index capacity, subscribing and
unsubscribing users to Amazon Q Business tiers, upgrading and downgrading Amazon Q Business
tiers, and more, see Amazon Q Business Pricing.

Supported document formats in Amazon Q Business

You can add documents to an Amazon Q Business application in three ways:

» Using direct document upload - If you use an Amazon Q retriever, you can directly upload

documents into your application.

« Using data source connectors — You can add documents to an Amazon Q application using both
the console and the API.

» Using Upload files and chat — As an end user using an Amazon Q web experience, you can

directly upload up to 5 files during a conversation.

When you add documents to an Amazon Q application (directly or through datasource connectors)
using the console or the API, Amazon Q extracts document content and internally parses these to
optimize chat responses. The maximum file size of a single document must be 50 MB or less. The
maximum amount of text that can be extracted from a single document is 5 MB.

When you upload documents using the documents directly into chat using the Upload files and

chat feature, the size of each file you upload must be 10 MB or less. The total parsed content for all
files combined have to be under 30,000 tokens or 20,000 words. 1 word corresponds roughly to 1.5
tokens.

Additionally, if you're uploading Comma Separated Values (CSV) or Microsoft Excel (XLS and XLSX)
documents directly into chat, Amazon Q performs best for tables with approximately 4 columns
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and 10 rows. Files indexed by an Amazon Q data source connector or uploaded directly have no
such restrictions.

Along with specific formats like PDF, Word, for example, each enterprise data source also has
different entities that it considers documents. To learn about supported entity types for each data
source, see What is a document?.

Topics

» Supported document types

« What is a document?

Supported document types

The following table shows the document formats that Amazon Q Business supports.

Document format How document is
treated

Portable Document Converted to

Format (PDF) HTML, then plain

text is extracted.
Scanned PDFs aren't
supported as they are

images.
HyperText Markup HTML tags are
Language (HTML) filtered out to extract

plain text. Content
must be between
the main HTML start
and closing tags

(<HTML>content</
HTML> ).
Extensible Markup XML tags are filtered
Language (XML) out and plain text is
extracted.
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Document format

Extensible Stylesheet

Language Transform
ations (XSLT)

Markdown (MD)

Comma Separated
Values (CSV)

Microsoft Excel (XLS
and XLSX)

How document is
treated

Tags are filtered out
to extract plain text.

Content is extracted
as plain text with
Markdown syntax
retained.

Content is extracted
as plain text from
each cell, with a
single file treated as
a single document
result. Amazon Q
doesn't support
analytics questions
for CSVs; it supports
only qualitative
questions.

Content is extracted
as plain text from
each cell, with a
single row treated as
a single document
result. Amazon Q
doesn't support
analytics questions
for Excel files;

it supports only

qualitative questions.

Supported document types
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Document format

JavaScript Object
Notation (JSON)

Rich Text Format
(RTF)

Microsoft PowerPoint
(PPT, PPTX)

Microsoft Word
(DOCX)

Plain text (TXT)

How document is
treated

Content is extracted
as plain text with
JSON syntax retained.

RTF syntax is filtered
out to extract plain
text content.

Only plain text
content is extracted
from PowerPoint
slides for ingestion
. Images and other
content aren't
extracted.

Only plain text
content is extracted
from Word pages for
ingestion. Images and
other content aren't
extracted.

All text in the
text document is
extracted.

What is a document?

When you directly add files to Amazon Q Business using the Using direct document upload or
the Upload files and chat feature, it considers each file you add a document. When you connect

Amazon Q to a data source, what Amazon Q considers—and crawls—as a document varies by

connector.

The following table outlines what each connector crawls as a document.

What is a document?
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Data source
connector

Adobe Experience
Manager (Cloud and
Server)

Alfresco (Cloud and
Server)

Amazon FSx
(Windows)

Amazon S3

Amazon Q Web
Crawler

Supports crawling

e Assets

» Pages

o Files

e Comments

Files

Obijects

« Web pages

« Attachments

Document definition

o Each Asset is
considered a single
document.

« Each Page is
considered a single
document.

« EachFileis
considered a single
document.

e Each Comment is
considered a single
document.

Each File is considere
d a single document.

Each Object is
considered a

single document.
Any object-
name.metada
ta.json fileand
access control list
(ACL) file is considere
d metadata for the
object it is associate
d with and not
treated as a separate
document.

» Each Web page is
considered a single
document.

What is a document?
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Data source
connector

Amazon WorkDocs

Box

Supports crawling

e Files

e Comments

« Files
o Tasks
e Comments

« Weblinks

Document definition

« Each Attachment is
considered a single
document.

« EachFileis
considered a single
document.

e Each Comment is
considered a single
document.

« EachFileis
considered a single
document.

« Each Task is
considered a single
document.

e Each Comment is
considered a single
document.

« Each Weblink is
considered a single
document.

What is a document?
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Data source
connector

Confluence (Cloud
and Server)

Supports crawling

Spaces

» Pages

» Blogs

« Comments

Attachments

Document definition

» Each Spaceis
considered a single
document.

« Each Page is
considered a single
document.

« Each Blogis
considered a single
document.

« Each Comment is
considered a single
document.

« Each Attachment is
considered a single
document.

What is a document?
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Data source
connector

Database data
sources

» Aurora (MySQL)

 Aurora (PostgreS
QL

 Amazon RDS

(Microsoft SQL
Server)

 Amazon RDS
(MysSQL)

 Amazon RDS
(Oracle)

« Amazon RDS
(PostgreSQL)

- IBM DB2
» PostgreSQL

e Microsoft SQL
Server

« MySQL

+ Oracle Database

Supports crawling

« Tabledataina
single database

« Viewdataina
single database

Document definition

Each row in a table
and view is considere
d a single document.

What is a document?
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Data source
connector

Dropbox

Supports crawling

o Files

» Papers

Paper templates

Shortcuts

Document definition

« EachFileis
considered a single
document.

o Each Paper is
considered a single
document.

« Each Paper
template is
considered a single
document.

« Each Shortcut is
considered a single
document.

What is a document?
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Data source
connector

Drupal

Supports crawling

« Articles

» Basic pages

« Basic blocks

» Custom content
« Custom blocks

« Comments on
articles, basic
pages, basic blocks,
custom content,
and custom blocks

« Attachmentsin
articles, basic
pages, basic blocks,
custom content,
and custom blocks

Document definition

« Each Article is
considered a single
document.

« Each Basic page is
considered a single
document.

+ Each Basic block is
considered a single
document.

o Each Custom
content is
considered a single
document.

+ Each Custom block
is considered a
single document.

o Each Comment
on an article, a
basic page, a basic
block, any custom
content, and a
custom block
is considered a
document.

o Each Attachmen
tin an article,
a basic page, a
basic block, any
custom content,
and a custom block
is considered a
document.

What is a document?
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Data source
connector

GitHub (Cloud and
Server)

Supports crawling

» Respositories

» Repository
commits

e [ssues
e Issue attachments
e [ssue comments

o Pull request
documents

o Pull request
comments

o Pull request
attachments

Document definition

» Each Repository is
considered a single
document.

« Each Repositor
y commit is
considered a single
document.

« Each Issue is
considered a single
document.

o Each Issue
attachment is
considered a single
document.

« Each Issue
comment is
considered a single
document.

o Each Pull request is
considered a single
document.

o Each Pull request
comment is
considered a single
document.

o Each Pull request
attachment is
considered a single
document.

What is a document?
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Data source
connector

Gmail

Google Drive

Jira

Supports crawling

Emails

Email attachments

Files

Comments

Projects
Issues
Comments
Attachments
Worklog

Document definition

« Each Email is
considered a single
document.

« Each Email
attachment is
considered a single
document.

« EachFileis
considered a single
document.

e« Each Comment is
considered a single
document.

« Each Project is
considered a single
document.

« Eachlssue is
considered a single
document.

e« Each Comment is
considered a single
document.

+ Each Attachment is
considered a single
document.

« Each Worklog is
considered a single
document.

What is a document?
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Data source Supports crawling Document definition
connector
Microsoft Exchange « Emails S ESchIEmailic
« Attachments considered a single
W calendar document.
G onacts « Each Attachment is
considered a single
» Notes

document.

e OneNotes « Each Calendar is

considered a single
document.

+ Each Contact is
considered a single
document.

« Each Noteis
considered a single
document.

« Each page in
OneNotes is
considered a single

document.

Microsoft OneDrive e Files + Each Fileis
« OneNotes considered a single

document.

« Each pagein
OneNotes is
considered a single
document.

What is a document? 30
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Data source
connector

Microsoft SharePoint

(Online and Server)

Supports crawling

« Events

» Pages

« Files

o Links

« File attachments
« Comments

e« OneNotes

Document definition

e Each Event s
considered a single
document.

« Each Page is
considered a single
document.

« EachFileis
considered a single
document.

» Each Linkis
considered a single
document.

« Each File
attachment is
considered a single
document.

» Each Comment is
considered a single
document.

« Each page in
OneNotes is
considered a single
document.

What is a document?
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Data source
connector

Microsoft Teams

Supports crawling

« Chat messages

« Chat attachments
o Channel posts

« Channel wikis

e Channel attachmen
ts

« Meeting chats

» Meeting files

» Meeting notes

« Calendar meetings

« OneNotes

Document definition

Each Chat message
is considered a
single document.

Each Chat
attachment is
considered a single
document.

Each Channel post
is considered a
single document.

Each Channel wiki
is considered a
single document.

Each Channel
attachment is
considered a single
document.

Each Metting chat
is considered a
single document.

Each Meeting file is
considered a single
document.

Each Meeting note
is considered a
single document.

Each Calendar
meeting is
considered a single
document.

Each page in
OneNotes is

What is a document?
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Data source
connector

Microsoft Yammer

Quip

Supports crawling

« Communities

Attachments

Messages

e Users

« Files
» Messages
« Threads

Document definition

considered a single
document.

« Each Community is
considered a single
document.

« Each Attachment is
considered a single
document.

« Each Message and
community post is
considered a single
document.

« Each Useris
considered a single
document.

« EachFileis
considered a single
document.

e« Each Comment is
considered a single
document.

» Each file and
message posted
in a Thread is
considered a single
document.

What is a document?
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Data source
connector

Salesforce

Supports crawling

Accounts
Contacts
Campaigns
Contracts
Cases
Partners
Opportunities
Groups

Leads

Users

Tasks

Ideas

Profiles
Solutions
Chatters
Documents
Custom entities

Knowledge articles

Document definition

+ Each Account is
considered a single
document.

+ Each Contact is
considered a single
document.

» Each Campaign is
considered a single
document.

« Each Contract is
considered a single
document.

e Each Case is
considered a single
document.

« Each Partner is
considered a single
document.

» Each Opportuni
ty is considered a
single document.

o Each Group is
considered a single
document.

» Each Lead is
considered a single
document.

e Each User is
considered a single
document.

What is a document?
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Data source
connector

Supports crawling

Document definition

» Each Task is
considered a single
document.

« Eachldeais
considered a single
document.

o Each Profile is
considered a single
document.

« Each Solution is
considered a single
document.

« Each Chatter is
considered a single
document.

e Each Document
(file) is considered
a single document.

o Each Custom
entity (record) is
considered a single
document.

» Each Knowledge
article is considered
a single document.

What is a document?
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Data source
connector

ServiceNow

Slack

Supports crawling

« Incidents
« Knowledge articles
 Service catalog

« Attachments

» Messages

» Message
attachments

« Channel posts

Document definition

+ Each Incident is
considered a single
document.

« Each Knowledge
article is considered
a single document.

« Each Service
catalog is considere
d a single
document.

« Each Attachment is
considered a single
document.

» Each Message is
considered a single
document.

« Each Message
attachment is
considered a single
document.

o Each Channel post
is considered a
single document.

What is a document?
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Data source
connector

Zendesk

Supports crawling

o Tickets
e Ticket comments

e Ticket comment
attachments

 Articles

 Article attachments
 Article comments

o Community topics

o Community posts

o Community post
comments

Document definition

» Each Ticket is
considered a single
document.

o Each Ticket
comment is
considered a single
document.

o Each Ticket
comment
attachment is
considered a single
document.

« Each Article is
considered a single
document.

o Each Article
attachment is
considered a single
document.

o Each Article
comment is
considered a single
document.

« Each Community
topic is considered
a single document.

« Each Community
post is considered a
single document.

« Each Community
post comment is

What is a document?
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Data source Supports crawling Document definition
connector

considered a single
document.

Document attributes in Amazon Q Business

This section outlines what document attributes are, how they work in Amazon Q Business, and
what they can help you do for your chat solution. This section also lists the document types
supported by Amazon Q.

Topics

» Understanding document attributes in Amazon Q Business

» Mapping document attributes in Amazon Q Business

Understanding document attributes in Amazon Q Business

Every document has structural attributes—or metadata—attached to it. Document attributes can
include information such as document title, document author, time created, time updated, and
document type.

You can map document attributes to fields in your Amazon Q Business index. Once mapped
to document attributes, these index fields can be used by admin to boost results from specific
sources, or by end users to filter and scope their chat results to specific data.

(® Note

Filtering using document attributes in chat is only supported through the API. Boosting
search results using document attributes is supported on both the console and the API.

You can use document attributes to prepare your data for—and customize and control— end
user chat. To learn more, see Filtering using metadata, Document enrichment in Amazon Q, and

Relevance tuning.
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 Types of document attributes

« Mapped document attributes

« Document attribute data types

Types of document attributes
Amazon Q Business supports two types of document attributes: reserved and custom.

Reserved or default document attributes are provided by Amazon Q to map commonly occurring
document attributes to index fields. Custom attributes, on the other hand, can be used to map
document attributes unique to your content to index fields.

Both reserved and custom document attributes can be used to customize end user chat experience.
The following section outlines the available document attributes.

Topics

« Reserved document attributes

+ Custom document attributes

Reserved document attributes

Amazon Q Business offers the following reserved document attributes or index fields that you can
map your metadata to:

_authors - A list of one or more authors responsible for the content of the document.

_category - A category that places a document in a specific group.

_created_at — The date and time in ISO 8601 format that the document was created. For
example, 2012-03-25T12:30:10+01:00 is the ISO 8601 date-time format for March 25, 2012 at
12:30 PM (plus 10 seconds) in Central European Time.

_data_source_id - The identifier of the data source that contains the document.

_document_body - The content of the document.

_document_id - A unique identifier for the document.

_document_title - The title of the document.

_file_type - The file type of the document, such as .pdf or .docx.
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_last_updated_at - The date and time in ISO 8601 format that the document was last
updated. For example, 2012-03-25T12:30:10+071:00 is the ISO 8601 date-time format for March
25,2012 at 12:30 PM (plus 10 seconds) in Central European Time.

_source_uri - The URI where the document is available. For example, the URI of the document
on a company website.

_version - An identifier for the specific version of a document.

_view_count — The number of times that the document has been viewed.

_language_code (String) - The code for a language that applies to the document. This
defaults to English if you don't specify a language.

Custom document attributes

You can also create custom attributes based on your own enterprise data. Then, you can map
the custom attributes to custom index fields that you create for a more tailored end user chat
experience.

For example, you can create a custom field or attribute called "Department" with the values of
"HR", "Sales", and "Manufacturing". Then, you can use these fields or attributes to allow your
end users to filter their chat results to documents in the "HR" department, or restrict response
generation to specific data stores.

You can create up to 50 custom fields or attributes.

/A Important

Once created, you can't delete or rename any attributes.

Mapped document attributes

When a document attribute—reserved or custom—is mapped to an index field, you can choose
how the field will be used during chat. You can currently configure index fields to perform the
following action:

« Search - Allows end users the ability to search data with the specified attributes.
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Document attribute data types

Document attributes—reserved or custom—can only be the data types that are shown in the
following table. Additionally, document attributes can be used to perform the operations outlined.

Data type Searchable Filterable Boostable
Date No Yes Yes
Number No Yes Yes
String Yes Yes Yes
String list Yes Yes Yes

For more information on filtering and boosting using document attributes, see Filtering using

document-attributes and Boosting using document attributes.

(® Note

You can't change an index field type after it has been created.

Mapping document attributes in Amazon Q Business

An Amazon Q Business index has field you can map your document attributes to. Once mapped
to document attributes, these index fields can be used by admin to boost results from specific
sources, or by end users to filter and scope their chat results to specific data.

Mapping document attributes from your documents to index fields is a multi-step process that
depends on the document upload method you use.

(® Note

Filtering using document attributes in chat is only supported through the API. Boosting
search results using document attributes is supported on both the console and the API.

Topics
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« Mapping document attributes directly to index fields

» Mapping data source document attributes to index fields

 Ingesting attributes using the BatchPutDocument API operation

Mapping document attributes directly to index fields

When you use the API, you must first map your document attributes to index fields before you can
use them for filtering in chat. You use the following process to map document attributes to your
index field:

1. You create an index by calling the Createlndex API operation.

2. Then, you create index fields using the Updatelndex operation. You use this method to map both
reserved and custom document attributes to index fields.

3. Optionally, you can test and view the index fields that you've added by using the Getindex
operation.

4. Then, when you use the BatchPutDocument operation to ingest documents into your index,

Amazon Q extracts your reserved or custom document attributes and maps them to the index
fields that you have already created.

After you map document attributes directly to index fields using the API, you can select specific
attributes for your end user to use for filtering chat responses. With the UpdateIndex API
operation, you add custom fields or attributes using the documentAttributeConfigurations
parameter.

The following JSON example uses documentAttributeConfigurations to add a field called
"Department” to the index.

"DocumentmetadataConfigurationUpdates": [
{
"Name": "Department",
"Type": "STRING_VALUE"
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Mapping data source document attributes to index fields

If you use an Amazon Q Business data source connector, you can map default document attributes
attached to documents in your data source to fields in your Amazon Q index. You can use these
document attributes to help your end user filter and scope chat responses.

/A Important

Filtering using data source document attributes in chat is only supported through the API.

Each data source connector is designed to crawl the default document attributes in your data
source automatically. For example, if you have a field in your data source named dept that
contains department information for a document, you can map it to an index field named
Department. You can't change or customize default data source attributes that are mapped to an
index.

You can also map any Amazon Q reserved fields such as _created_at. If your data source has a
field named creation_date, you can map this field to the equivalent Amazon Q reserved field
named _created_at.

You can also choose to add custom document attributes and map them to custom fields that you
create in your index. Most data sources support field mappings and follow a specific configuration
format, except Amazon S3 and database data sources. The following outlines how Amazon S3 and
database data sources configure mappings:

« If you store your documents in an Amazon S3 bucket or Amazon S3 data source, you can either
use the console to specify field mappings or specify fields using a JSON metadata file.

When you use an Amazon S3 bucket as a data source for your index, you use companion
metadata files to add metadata to the documents. You place the metadata JSON files in a
directory structure that is parallel to your documents. For more information, see S3 document

metadata.

You specify custom fields or attributes in the Attributes JSON structure. You can create up to
50 custom fields or attributes. The following example uses Attributes to define three custom
fields or attributes and one reserved field.

"Attributes": {
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"brand": "Amazon Basics",

"price": 1595,

"_category": "sports",

"subcategories": ["outdoors", "electronics"]

}

» For database data sources, if the name of the database column matches the name of a reserved
field, the field and column are mapped automatically.

If you use the console, you select default field mappings or create custom mappings when you
configure your connector. On the console, if a default field or a default field property can’t be
edited, it will appear grayed out.

If you use the API, you use the configuration parameter of the CreateDataSource APl operation
to map default document attributes in your data source to index fields.

If you want to map custom document attributes in your data source to Amazon Q index fields, use
the DocumentAttribute parameter of the Updatelndex operation to first create the custom field
matching the custom document attribute. By doing so, you can specify and map your reserved or
custom data source document attribute to a reserved or custom index field.

Ingesting attributes using the BatchPutDocument API operation

When you use the BatchPutDocument API operation to add a document to your index, you can

specify document attributes—both reserved and custom—as part of Attributes. You can add
multiple fields or attributes when you call the APl operation. You can create up to 50 custom fields
or attributes. The following example is a custom field or attribute that adds "Department” to a
document.

"Attributes":

{
"Department": "HR",

_category": "Vacation policy"

Supported languages for Amazon Q Business

Amazon Q Business is optimized to respond in English. Amazon Q only indexes English language
documents when you connect a Amazon Q data source or directly upload documents into your

application. We recommend indexing only English language content.
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Setting up for Amazon Q Business

Before you begin using Amazon Q Business for the first time, complete the following tasks.

Topics

Initial AWS account setup

(Optional) Install the AWS CLI

(Optional) Set up the AWS SDKs

Consider AWS Regions and endpoints

Set up required permissions

Enable and configure an IAM Identity Center instance

Initial AWS account setup

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.
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Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity

Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1.

Sign in to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

In IAM Identity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.
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Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

(Optional) Install the AWS CLI

The AWS Command Line Interface (AWS CLI) is a unified developer tool for managing AWS services,
including Amazon Q.

1. Toinstall the AWS CLI, follow the instructions in Installing the AWS Command Line Interface in
the AWS Command Line Interface User Guide.

2. To configure the AWS CLI and set up a profile to call the AWS CLI, follow the instructions in
Configuring the AWS CLI in the AWS Command Line Interface User Guide.

3. To confirm that the AWS CLI profile is configured, run the following command:

aws configure --profile default

If your profile has been configured correctly, you will see output similar to the following:

AWS Access Key ID [******xxxxxxxx*x*xLoF(];

AWS Secret Access Key [***xx&&dkkxxxxkdyqy7]:
Default region name [us-west-2]:

Default output format [json]:

4. To verify that the AWS CLlI is configured for use with Amazon Q, run the following commands:

aws gbusiness help

If the AWS CLI is configured correctly, you will see a list of the supported AWS CLI commands
for Amazon Q, Amazon Q runtime, and Amazon Q events.
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(Optional) Set up the AWS SDKs

Download and install the AWS SDKs that you want to use. This guide provides examples for
Python. For information about other AWS SDKs, see Tools for Amazon Web Services.

The package for the Python SDK is called Boto3.

Before you run the following Python commands, you must first download and install Python 3.6 or
later for your operating system. Support for Python 3.5 and earlier is deprecated.

If you don't have pip included in your Python Scripts directory, you can download get-pip.py and
store this in your Scripts directory. You can also set your Python directory as a Path or environment
variable using a terminal program.

To install Python, complete the following steps:

# Install the latest Boto3 release via pip
pip install boto3

# You can install a specific version of Boto3 for compatibility reasons
# Install Boto3 version 1.0 specifically
pip install boto3==1.0.0

# Make sure Boto3 is no older than version 1.15.0
pip install boto3>=1.15.0

# Avoid versions of Boto3 newer than version 1.15.3
pip install boto3<=1.15.3

To use Boto3, you must set up authentication credentials for your AWS account using the IAM
console.

Consider AWS Regions and endpoints

An endpoint is a URL that's the entry point for a web service. Each endpoint is associated with a
specific AWS Region.

If you use a combination of the Amazon Q console, the AWS CLI, and the Amazon Q SDKs, pay
attention to their default Regions. All Amazon Q components of a given application must be
created in the same Region. Examples of a component include a retriever, an index, and a chat
experience. To understand why this is important, see Considerations for choosing an AWS Region in
the IAM Identity Center User Guide.
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The IAM Identity Center instance that you use to manage end users for your Amazon Q Business
application must be created in the same region as your Amazon Q Business application. For regions
supported by Amazon Q Business, see Service quotas for Amazon Q Business.

For the regions and endpoints supported by Amazon Q, see Regions and Endpoints.

Set up required permissions

If you use Amazon Q through the AWS Management Console, required permissions are added on
your behalf.

To use Amazon Q as an IAM user on the AWS CLI, or AWS SDK, you must attach the following
permissions to allow Amazon Q to create and manage resources on your behalf:

{
"Version": "2012-10-17",
"Statement": [{
"Action": "gbusiness:*",
"Effect": "Allow",
"Resource": "*"
1]
}

For a complete list of IAM roles for Amazon Q, see IAM roles for Amazon Q.

Enable and configure an IAM Identity Center instance

Amazon Q Business integrates with IAM Identity Center as a gateway to manage user access to
your Amazon Q Business application.

When you use IAM Identity Center as the user access manager for your Amazon Q application, we
recommend enabling and pre-configuring an IAM Identity Center instance before you begin to
create your Amazon Q application. If you do so, Amazon Q automatically detects—and connects to
—your already configured IAM Identity Center instance.

If you're planning to use IAM Identity Center to connect your Amazon Q application to an Active
Directory (AD) or external identity provider, creating a local IAM Identity Center instance and
configuring it before you configure an Amazon Q application is recommended.

If you don't have an IAM Identity Center instance configured, and you want to use IAM Identity
Center as your identity provider, you can also choose to create, connect, and minimally configure
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an IAM Identity Center instance for your Amazon Q application as part of the Amazon Q
application creation process from the Amazon Q console.

You can add users to your IAM Identity Center instance from the Amazon Q console. When you add
a new user to IAM Identity Center from the Amazon Q Business console, you need to make sure
that the user is enabled for console access in your IAM Identity Center instance and their email ID
is verified before they can log in to your Amazon Q web experience to chat. By default, a new user
added to IAM Identity Center from the Amazon Q console isn't enabled. For more information on
enabling users in IAM Identity Center, see Creating an IAM user in your AWS account in the IAM
Identity Center User Guide.

You can't add groups to an IAM Identity Center instance from the Amazon Q console. If you want
to add groups, Amazon Q will redirect you to the IAM Identity Center console to configure groups.
To avoid this, you can configure groups in your IAM Identity Center instance before you create your
Amazon Q app. Any groups already configured will be auto-detected by the Amazon Q console.

® Note

Your IAM Identity Center instance must be created in the same region as your Amazon Q
Business application. To understand why this is important, see Considerations for choosing

an AWS Region in the IAM Identity Center User Guide. For regions supported by Amazon Q

Business, see Service quotas for Amazon Q Business.

/A Important

Starting April 30, 2024, all new applications will need to use IAM Identity Center directly
to manage user access. No new applications can be created using the legacy identity

management flow. All existing Amazon Q applications will need to migrate to using IAM

Identity Center for user management by July 31, 2024. We recommend you integrate any

new application you're creating directly with IAM Identity Center.

IAM roles for Amazon Q Business

When you create an application or a web experience with Amazon Q Business, or connect a data
source to it, Amazon Q needs access to the required AWS resources.
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If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create the Amazon Q resource. When you call the operation, you provide
the Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role. The console displays roles that have the string gbusiness or QBusiness
in the role name.

The following topics provide details for the required policies. If you create IAM roles using the
Amazon Q console, these policies are created on your behalf.

Topics

» IAM role for an Amazon Q Business application

IAM role for an Amazon Q Business web experience

IAM role for Amazon Q Business data source connectors

IAM role for Amazon Q Business plugins

IAM role for Lambda functions

IAM role for an Amazon Kendra retriever

IAM role for an Amazon Q Business application

When you create an Amazon Q Business application, you must provide Amazon Q with an IAM
role with permissions to write to an Amazon CloudWatch log and assign user subscriptions to
applications. You must also provide a trust policy that allows Amazon Q to assume the role. The
following are the policies that must be provided.

To allow Amazon Q to access a CloudWatch log and assign user subscriptions, use the following
role policy:

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AmazonQApplicationPutMetricDataPermission",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {

"cloudwatch:namespace": "AWS/QBusiness"
}
}
I
{
"Sid": "AmazonQApplicationDescribelogGroupsPermission",
"Effect": "Allow",
"Action": [
"logs:DescribelLogGroups"”
1,
"Resource": "*"
I
{
"Sid": "AmazonQApplicationCreatelLogGroupPermission",
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup"
1,
"Resource": [
"arn:aws:logs:{{region}}:{{account_id}}:1log-group:/aws/gbusiness/*"
]
I
{
"Sid": "AmazonQApplicationLogStreamPermission",
"Effect": "Allow",
"Action": [
"logs:DescribelLogStreams",
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": [
"arn:aws:logs:{{region}}:{{account_id}}:1log-group:/aws/gbusiness/*:log-
stream:*"
]
},
{

"Sid": "QBusinessUserSubscriptionPermissions",

"Effect": "Allow",

"Action": [
"gbusiness:CreateSubscription",
"gbusiness:UpdateSubscription",
"gbusiness:CancelSubscription",
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"gbusiness:ListSubscriptions",
"user-subscriptions:CreateClaim",
"user-subscriptions:UpdateClaim",
"user-subscriptions:CommitClaim"
1,
"Resource": [
"arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/subscription/{{subscription_id}}"
]

To assign user subscriptions to applications, you must include permissions to call the necessary
user subscription-related APIs in the backend. You don't call or use the APIs directly. These APIs
are included in the example IAM role for creating an application. The subscription-related APIs give
permission to create, update, cancel, and view all user subscriptions for an application. Assigning
user subscriptions is only available in the Amazon Q Business console.

To allow Amazon Q to assume a role, use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQApplicationPermission",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{account_id}}"
},
"ArnLike": {
"aws:SourceArn":"arn:aws:gbusiness:{{region}}:{{account_id}}:application/*"
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}

Amazon Q also supports using a service-linked role (AWSServiceRoleFoxrQBusiness) for an
Amazon Q application. The following is the service-linked role policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "QBusinessPutMetricDataPermission",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/QBusiness"

"Sid": "QBusinessCreatelLogGroupPermission",
"Effect": "Allow",
"Action": [
"logs:CreatelogGroup"
1,
"Resource": [
"arn:aws:logs:*:*:log-group:/aws/qbusiness/*"

"Sid": "QBusinessDescribelogGroupsPermission",
"Effect": "Allow",
"Action": [

"logs:DescribelLogGroups"”

1,

"Resource": "*"

"Sid": "QBusinessLogStreamPermission",
"Effect": "Allow",
"Action": [
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"logs:DescribelLogStreams",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/qbusiness/*:log-stream:*"

For more information on using service-linked roles for an Amazon Q application, see Using service-
linked roles.

IAM role for an Amazon Q Business web experience

To allow Amazon Q to access the APl operations required to integrate your application with
IAM Identity Center or deploy your web experience using an external IdP, use the following role
policy:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "QBusinessConversationPermission",
"Effect": "Allow",
"Action": [
"gbusiness:Chat",
"gbusiness:ChatSync",
"gbusiness:ListMessages",
"gbusiness:ListConversations",
"gbusiness:DeleteConversation",
"gbusiness:PutFeedback",
"gbusiness:GetWebExperience",
"gbusiness:GetApplication",
"gbusiness:ListPlugins",
"gbusiness:GetChatControlsConfiguration"
1,
"Resource": "arn:aws:gbusiness:{{region}}:
{{source_account}}:application/{{application_id}}"
},
{
"Sid": "QBusinessKMSDecryptPermissions",
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"Effect": "Allow",
"Action": [

"kms:Decrypt"
1,

"Resource": [

"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"

1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"gbusiness.{{region}}.amazonaws.com"

To allow Amazon Q to assume a role, use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "QBusinessTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "application.gbusiness.amazonaws.com
b
"Action": [
"sts:AssumeRole",
"sts:SetContext"
1)
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{source_account}}"

b

"ArnEquals": {
"aws:SourceArn":"arn:aws:gbusiness:{{region}}:{{source_account}}:application/

{{application_id}}"
}
}
}
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]

If you're using Amazon Q Apps, your web experience IAM role needs the following additional
permissions:

"Version": "2012-10-17",
"Statement": [
{

"Sid": "QBusinessQAppsPermissions",

"Effect": "Allow",

"Action": [
"qgapps:CreateQApp",
"qgapps:PredictProblemStatementFromConversation",
"qapps:PredictQAppFromProblemStatement",
"qapps:CopyQApp",
"qapps:GetQApp",
"qapps:ListQApps",
"gapps:UpdateQApp",
"gapps:DeleteQApp",
"gqapps:AssociateQAppWithUser",
"qapps:DisassociateQAppFromUser",
"qapps: ImportDocumentToQApp",
"qgapps: ImportDocumentToQAppSession",
"qgapps:CreatelLibraryItem",
"gapps:GetLibraryItem",
"gapps:UpdatelLibraryItem",
"gapps:CreatelLibraryItemReview",
"qapps:ListLibraryItems",
"gapps:CreateSubscriptionToken",
"qapps:StartQAppSession”,
"qapps:StopQAppSession"

1,

"Resource": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"
}

For your users of the deployed web experience to create lightweight, purpose-built Amazon Q Apps
within a broader application environment, you must include these permissions to call the necessary
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Amazon Q Apps-related APIs in the backend. You don't call or use the APIs directly. These APIs are
included in the example IAM role for the deployed web experience.

® Note

Amazon Q Apps is in preview release and is subject to change, including the APIs called in
the backend.

The IAM role allows web experience users to do the following when it calls the Amazon Q Apps-
related APIs in the backend:

Amazon Q Apps

« Create an Amazon Q App

o Get the status and other information on an Amazon Q App
» Update an Amazon Q App

o List all created Amazon Q Apps

» Delete an Amazon Q App

» Copy an existing Amazon Q App to create a new version of the Amazon Q App
« Start a session when chat interface or Amazon Q App opens
« Stop a session when chat interface or Amazon Q App closes
» Subscribe to a topic for the Amazon Q App

» Upload files to an Amazon Q App session

« Convert a conversation into a text string problem statement

« Convert a problem statement into a proposed Amazon Q App solution

Amazon Q Apps library

» Create an item for an Amazon Q App to add to the library

« Get the status and other information on an item in the library
« Update an item in the library

o List all items in the library

« Delete an item in the library
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« Rate anitem in the library

If any of the permissions are removed, then you run the risk of your web experience users not being
able to create and run their own Amazon Q Apps.

IAM role for Amazon Q Business data source connectors

You can use either the Amazon Q Business console or the CreateDataSource APl operation to

connect your data source. However, you must first provide Amazon Q with an IAM role that has
permissions to access the data source resources.

If you use the console, you can either create an IAM role when you connect your data source to
Amazon Q or use an existing role. If you use the CreateDataSource API operation, you must
provide the Amazon Resource Name (ARN) of an existing IAM role.

The specific permissions required depend on the data source. At a minimum, your IAM role must
include the following:

« Permission to access the BatchPutDocument and BatchDeleteDocument APl operations in

order to ingest documents.

« Permission to access the User Store APIs needed to ingest access control and identity
information from documents.

To allow Amazon Q to connect to your data source, use the following least-permissions role
policy:

(® Note

This policy assumes your data source doesn't use any authentication.

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
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1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
I
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",
"Effect": "Allow",
"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"
1,
"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"

1,
"ArnLike": {
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"aws:SourceArn": "arn:aws:gbusiness:{{region}}:
{{source_account}}:application/{{application_id}}"

[a

If your data source uses authentication, you must add the following policy to your IAM role to
allow Amazon Q to access your AWS Secrets Manager secret:

"Sid": "AllowsAmazonQToGetSecret",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

If you are using an Amazon VPC, you must add the following VPC access permissions to your
policy:

"Version": "2012-10-17",
"Statement": [{

"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

.

{
"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",

"Effect": "Allow",
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"Action": [

"ec2:CreateNetworkInterface",

"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringlLike": {

"aws:RequestTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"

iy
"ForAllValues:StringEquals": {

"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringLike": {

"aws:ResourceTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"

iy

}
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{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}

If your Secrets Manager secret is encrypted, you must add permissions for AWS KMS key to
decrypt the username and password secret stored by Secrets Manager:

"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:your-region:your-account-id:key/key-id"
1)
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"

If your Amazon Q data source connector needs access to an object stored in an Amazon S3
bucket (such as an SSL certificate), you must add the following permissions to your IAM role:
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® Note

Check that the file path to the object in your Amazon S3 bucket is of the following format:
s3://BucketName/FolderName/FileName.extension.

"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

}

IAM role for Amazon S3 data sources

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q Business resource. When you call the operation, you

provide the Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console

or use an existing IAM role.

When you use an Amazon S3 bucket as a data source, you must provide a role that has permissions

to:

« Access your Amazon S3 bucket.

« Permission to access the BatchPutDocument and BatchDeleteDocument APl operations in
order to ingest documents.

« Permission to access the Principal Store APIs needed to ingest access control and identity

information from documents.
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To allow Amazon Q to use an Amazon S3 bucket as a data source, use the following role policy:

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowsAmazonQToGetObjectfromS3",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

"Sid": "AllowsAmazonQToListS3Buckets",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "{{account_id}}"
}
}
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}

{{application_id}}/index/{{index_id}}"

:application/
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}I

{
"Sid": "AllowsAmazonQToCallPrincipalMappingAPIs",

"Effect": "Allow",

"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/

index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/
index/{{index_id}}/data-source/*"

]

If the documents in the Amazon S3 bucket are encrypted, you must provide the following
permissions to use the AWS KMS key to decrypt the documents:

"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:{{region}}:{{account_id}}:key/[[key_id]]"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"
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If you are using an Amazon VPC, you must add the following VPC access permissions to your
policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToGetObjectfromS3",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

"Sid": "AllowsAmazonQToListS3Buckets",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

"Sid": "AllowsAmazonQToIngestDocuments",

"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,
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"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
iy

{
"Sid": "AllowsAmazonQToCallPrincipalMappingAPIs",

"Effect": "Allow",

"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/

index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/
index/{{index_id}}/data-source/*"

]

},

{
"Sid": "AllowsAmazonQToCreateAndDeleteENI",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/[[security_group]]"

"Sid": "AllowsAmazonQToCreateDeleteENI",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface",

"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringLike": {

"aws:RequestTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"
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1,
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringlLike": {

"aws:ResourceTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

"Sid": "AllowsAmazonQToConnectToVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
ec2:DescribeRegions",

"ec2:DescribeNetworkInterfacePermissions",
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"ec2:DescribeSubnets

1,

"Resource": "*"

To allow Amazon Q to assume a role, use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",

"Effect": "Allow",
"Principal": {

"Service": "gbusiness.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"

[

IAM role for Amazon Q Business plugins

To successfully connect Amazon Q Business to a plugin, you need to give Amazon Q Business the

following permissions using a service access role:

» Permission to access your Secrets Manager secret to get the credentials you use to log in to the

third party service instance you are creating a plugin for.

Amazon Q assumes this role to access your third party service instance credentials.
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If you use the console and choose to create a new IAM role, Amazon Q creates the IAM role for
you. If you use the console and choose to use an existing secret, or you use the API, make sure your
secret contains the following permissions.

/A Important

If you're changing response settings for an Amazon Q application created and deployed
before 16 April, 2024, you need to update your web experience service role. For
information on service role permissions needed, see IAM role for an Amazon Q web

experience. For information on how to update your web experience service role, see
Updating a web experience.

The following is the service access IAM role required:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowQBusinessToGetSecretValue",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

To allow Amazon Q to assume a role, use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "QBusinessApplicationTrustPolicy",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
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},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"
.
"ArnLike": {
"aws:SourceArn":"arn:aws:gbusiness: {{region}}: {{source_account}}:application/
{{application_id}}"

IAM role for Lambda functions

Custom document enrichment (CDE) is an Amazon Q Business feature that you can use to
manipulate your document content and document attributes. When you use the Lambda functions
for CDE, you need an IAM role for the following:

« Arole for PreExtractionHookConfiguration with permissions to run
PreExtractionHookConfiguration and to access the Amazon S3 bucket when you use
PreExtractionHookConfiguration.

« Arole for PostExtractionHookConfiguration with permissions to run
PreExtractionHookConfiguration and to access the Amazon S3 bucket when you use
PostExtractionHookConfiguration.

/A Important

IAM roles for Custom Document Enrichmmnt (CDE) Lambda functions should belong
to the same account as the account using BatchPutDocument APl operation or the

CreateDataSource operation to configure CDE.

Both AWS Identity and Access Management (IAM) roles must have the permissions to:

e Run PreExtractionHookConfiguration and/or PostExtractionHookConfiguration.
To apply advanced alterations of your document metadata and content during the ingestion
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process, configure a Lambda function for PreExtractionHookConfiguration and/or
PostExtractionHookConfiguration.

» (Optional) If you choose to activate Server Side Encryption for your Amazon S3 bucket, you must
provide permissions to use the AWS KMS key customer to encrypt and decrypt the objects stored
in your Amazon S3 bucket.

A role policy to allow Amazon Q to run PreExtractionHookConfiguration with encryption
for your Amazon S3 bucket.

"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

1,
"Effect": "Allow"
},
{
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::bucket-name"
1,
"Effect": "Allow"
b
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:your-region:your-account-id:key/key-id"
]
b
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{

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"

]I

"Resource": "arn:aws:lambda:your-region:your-account-id:function:pre-

extraction-lambda-function"

}

An role policy to allow Amazon Q to run PreExtractionHookConfiguration without

encryption.

"Version": "2012-10-17",
"Statement": [{

"Action": [
"s3:GetObject",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::bucket-name",
"arn:aws:s3:::bucket-name/*"

1,
"Effect": "Allow"

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::bucket-name"

1,
"Effect": "Allow"

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"

1,

"Resource": "arn:aws:lambda:your-region:your-account-id:function:pre-

extraction-lambda-function"
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}

A role policy to allow Amazon Q to run PostExtractionHookConfiguration with encryption
for your Amazon S3 bucket.

"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"

1,
"Effect": "Allow"
1,
{
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::bucket-name"
1,
"Effect": "Allow"
b
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:your-region:your-account-id:key/key-id"
]
b
{

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"

1AM role for Lambda functions 75



Amazon Q Business User Guide

1,
"Resource": "arn:aws:lambda:your-region:your-account-id:function:post-
extraction-lambda-function"

}

An role policy to allow Amazon Q to run PostExtractionHookConfiguration without
encryption.

"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:: :bucket-name",
"arn:aws:s3:::bucket-name/*"
1,
"Effect": "Allow"

"Action": [
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::bucket-name"

1,
"Effect": "Allow"

"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"
1,
"Resource": "arn:aws:lambda:your-region:your-account-id:function:post-extraction-
lambda-function"

1]
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We recommend that you include aws : sourceAccount and aws : sourceArn in the trust

policy. Their inclusion limits permissions and securely checks if aws : sourceAccount and

aws :sourceArn are the same values as provided in the IAM role policy for the sts:AssumeRole
action. This approach prevents unauthorized entities from accessing your IAM roles and their
permissions. For more information, see confused deputy problem in the IAM User Guide.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"gbusiness.amazonaws.com"
]
},

"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"

I
"StringlLike": {
"aws:SourceArn": "arn:aws:gbusiness:your-region:your-account-id:application/
<application-id>/index/<index-id>"

IAM role for an Amazon Kendra retriever

When you use an Amazon Kendra index as a retriever, you must provide Amazon Q Business with
an IAM role with permissions to access Amazon Kendra. You must also provide a trust policy that
allows Amazon Q to assume the role. The following are the policies that must be provided.

To allow Amazon Q to access a CloudWatch log, use the following policy:

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "KendraRetrieveAccess",
"Effect": "Allow",
"Action": [
"kendra:Retrieve",
"kendra:DescribeIndex"

]I

"Resource": "arn:aws:kendra:{{region}}:{{source_account}}:index/

{{indexId}}"
}

To allow Amazon Q to assume a role, use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonQKendraAccessPermission",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"

I
"ArnEquals": {

"aws:SourceArn":"arn:aws:gbusiness:{{region}}:{{source_account}}

{{applicationId}}"

:application/

IAM role for an Amazon Kendra retriever
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Creating a sample Amazon Q Business application

You can create a sample Amazon Q Business application to test the capabilities of Amazon Q
before creating a fully-configured application. A sample application supports only upload file and
chat conversations, is powered by an Amazon Q native retriever, and doesn't have to be connected

to Amazon Q data sources.

Getting started with your sample application is a two-step process. First, you create an Amazon

Q Business application and integrate it with IAM Identity Center. You can do this from within

the Amazon Q console if you don't already have an IAM Identity Center instance configured.

Then, you add either existing IAM Identity Center users and groups to your Amazon Q Business
application, or add new users from within the Amazon Q Business console. When your application
is successfully created, Amazon Q generates a web experience login URL. Any user you've added to
your application and enabled in IAM Identity Center can log in and chat with Amazon Q.

You can't connect data sources or choose a retriver for a sample Amazon Q Business application
when you create it. However, you can choose to select a retriever and connect data sources when

you update it.

/A Important

Amazon Q Business automatically provisions an Enterprise index for when you create an
application using the AWS Management Console. For more information on index types, see
Amazon Q Business tiers and Data encryption.

(® Note

Your IAM Identity Center instance must be created in the same region as your Amazon Q
Business application. To understand why this is important, see Considerations for choosing
an AWS Region in the IAM Identity Center User Guide. For regions supported by Amazon Q
Business, see Service quotas for Amazon Q Business.

Topics

« Step 1: Create a sample application
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» Step 2: Add users and groups

« Managing a sample application

Step 1: Create a sample application

This section guides you through the process of creating a sample Amazon Q application. To do this,
you can use the Amazon Q console, the AWS Command Line Interface (AWS CLI), and the Amazon
Q API operations.

Console

To create an sample application

1.

Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongqg/business/.

From the How it works menu, from Experiment with a sample - optional, choose Try
quick application.

On the Create application page, for Application settings, enter the following information
for your Amazon Q application:

Application name - A name for your Amazon Q Business application for easy
identification. This name is only visible in the AWS Management Console. The name can
include hyphens (-), but not spaces, and can have a maximum of 1,000 alphanumeric
characters.

In Service access, for Choose a method to authorize Amazon Q, choose from the
following options:

Create and use a new service-linked role (SLR) - Create and use a new Amazon Q-
managed IAM role to allow it to access the AWS resources it needs to create your
application.

Create and use a new service role (SR) - Create and use a new IAM role for Amazon Q
Business to allow it to access the AWS resources it needs to create your application.

Use an existing service role (SR)/service-linked role (SLR) — Use an existing service role
or service-linked IAM role to allow Amazon Q to access the AWS resources it needs to
create your application.
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® Note

For more information about example service roles, see IAM role for an Amazon

Q Business application. For information on service-linked roles, including to
manage them, see Using service-linked roles.

» Service role name - A name for the service (IAM) role you created for easy identification
on the console.

5. For Encryption — Amazon Q encrypts your data by default using AWS managed AWS KMS
keys.

/A Important

Amazon Q Business automatically provisions an Enterprise index for when you
create an application using the AWS Management Console. For more information
on index types, see Amazon Q Business tiers and Data encryption.

6. In Connect Amazon Q to IAM Identity Center, you will see the following options based
on whether you have an IAM Identity Center instance already configured, or need to create
one.

1. If you don't have an IAM Identity Center instance configured, you see the following:

« The region your Amazon Q application is in. This is so you can make sure that the
region for your Amazon Q aplication and IAM Identity Center instance match.

» Specify tags for IAM Identity Center — Add tags to keep track of your IAM Identity
Center instance.

« Create IAM Identity Center - Select to create a minimally-configured IAM Identity
Center instance. The console will display an ARN for your newly created resource after
it's created.

® Note

You can't add groups to your application from your Amazon Q console unless you
already have an IAM Identity Center instance with groups configured. When you
add a new user to IAM Identity Center from the Amazon Q Business console, you
need to make sure that the user is enabled in your IAM Identity Center instance
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and their email ID is verified before they can log in to your Amazon Q Business
web experience to chat.

2. If you have both an IAM ldentity Center organization instance and an account instance
configured, your instances will be auto-detected, and you see the following options:

» Connect to organization instance of IAM Identity Center — Select this option to

manage access to Amazon Q by assigning users and groups from the Identity Center
directory for your organization.

» Connect to account instance of IAM Identity Center — Select this option to manage

access to Amazon Q by assigning existing users and groups from your Identity Center
directory.

« The region your Amazon Q application is in. This is so you can make sure that the
region for your Amazon Q aplication and IAM Identity Center instance match.

« 1AM Identity Center — The ARN for your IAM Identity Center instance.

3. If you have an IAM ldentity Center account instance configured, your account instance
will be auto-detected and you will see the following:

« The region your Amazon Q application is in. This is so you can make sure that the
region for your Amazon Q aplication and IAM Identity Center instance match.

« 1AM Identity Center — The Amazon Resource Name (ARN) for your IAM Identity Center
instance.

4. If you have an IAM Identity Center organization instance configured, you will see a
message asking you to tell your admin to give you access to IAM Identity Center. You will
need access to IAM Identity Center before you can proceed.

7. Tags - optional — To add tags to your Amazon Q application and web experience, select
Add new tag. Then, enter the following information for each tag:
« Key - Add a key for your tag.

« Value - optional — An optional value for your tag.

For more information about using tags with Amazon Q, see Tags.

8. To start creating your application, choose Create.
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AWS CLI

To configure an Amazon Q application

aws gbusiness create-application \

--display-name application-name \
--identity-center-instance-arn identity-center-instance-arn \
--role-arn roleArn \

--description application-description \
--enryption-configuration kmsKeyId=<kms-key-id> \
--attachments-configuration attachmentsControlMode=ENABLED

Step 2: Add users and groups

An Amazon Q Business sample application requires you to use IAM Identity Center to manage user

access. While it's recommended to have an IAM Identity Center instance configured (with users and

groups added) before you start, you can also choose to create and configure an IAM Identity Center
instance for your sample Amazon Q application from within the Amazon Q console.

You can add users to your IAM Identity Center instance from the Amazon Q Business console. When
you add a new user to IAM Identity Center from the Amazon Q Business console, you need to make
sure that the user is enabled in your IAM Identity Center instance and they have verified their email
and set their password before they can log in to the Amazon Q Business web experience to chat.

You can't create groups for your application using the Amazon Q Business console; groups must
already exist in IAM Identity Center. Also, you must add and assign at least one user to your
Amazon Q Business application.

After you add users or groups to an application, you can then choose the Amazon Q Business tier

for each user or group.

On successful completion, Amazon Q Business returns a web experience URL that you can share
with the end users you added to your application.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console

To add users and groups with their subscriptions to your Amazon Q Business application
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1.

To add users or groups, select the Users or Groups tab, then select Add groups and users.
Then, depending on how you're integrating Amazon Q Business with IAM Identity Center,
do the following:

If you're using a pre-configured IAM Identity Center instance with users and groups
already configured, Amazon Q Business detects the users you have configured in
IAM Identity Center. You can choose to assign users from your IAM Identity Center
directory.

« Inthis case, in the Assign existing users and groups dialog box that opens, type
and select the name of the user or group that you want to assign. Then select
Assign.

If you've created a minimally-configured IAM Identity Center instance from within the
Amazon Q Business console for your Amazon Q Business application, you can enter the
details of your users or users within a group to add them to your application and IAM
Identity Center instance.

i. Inthis case, in the Add new users dialog box that opens, enter the details of your
user. Then select Next and Add.

If you want to add another user or multiple users, select Add new user and enter
the user details before you select Add.

The user is automatically added to an IAM Identity Center directory. You then must
select Add groups and users and Assign existing users and groups to select the
name of the user you had entered the details for. Then select Assign.

ii. The details you must enter for a single user include:
« Username - A username is required for an user to sign into the AWS access

portal. You can't change the username later. Maximum length 128 characters.
Can only contain alphanumeric characters or any of the following: +=,.@-_

 First name - First name of user.

« Last name - Last name of user.

« Email address — Email address of user.

« Confirm email address — Enter email address again to confirm it.

» Display name - The display name assigned to your user.
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® Note

You can't enter the details of a group; you can only select from existing
groups already in IAM Identity Center. Also, you must add and assign at
least one user to your Amazon Q Business application.

If you add a user to a group in IAM Identity Center and have given that
group access to your application, it can take up to 24 hours for the change
to take effect and for the user to access the application. All users you add
to a group in IAM Identity Center can take up to 24 hours to propagate
across to your Amazon Q Business application access.

When you enter the details of a newly-created user and select Add, the user will
receive a notification to their email asking them to accept your invitation to IAM
Identity Center. You might also have to go to the IAM Identity Center console and
send them an email verification request. Your user will have to verify their email
and set their password before they can successfully log in to the web experience
URL for your Amazon Q Business applicatiion. For more information on enabling
users in IAM ldentity Center, see Add users in the IAM Identity Center User Guide.

2. After adding a user or group, you can then choose the Amazon Q Business subscription tier
for each user or group. You can do the following:

a. Choose subscription — When creating an application and adding your users or groups,
you can choose the subscription tier from the subscriptions dropdown after you have
added the user or group.

b. Update subscription — You can change the subscription tier by selecting the name of
the user or group and then selecting Change subscription to update the subscription
tier. This includes updating from no subscription tier. Users or groups must be given a
subscription tier before they can access and use your Amazon Q Business application.
You must confirm and save your settings.

You can change a user or group subscription after you have created your application. In
the application settings for your selected application name, select Manage access and
subscriptions.
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® Note

For information on what's included in the tiers of user subscriptions, see User
subscription tiers. For pricing information, including examples of charges for

index capacity, subscribing and unsubscribing users to Amazon Q Business tiers,
upgrading and downgrading Amazon Q Business tiers, and more, see Amazon
Q Business Pricing

Note

AWS will deduplicate subscriptions across all Amazon Q Business applications,
QuickSight accounts and charge each user only once for their highest
subscription level. Note that deduplication will apply only if the Amazon Q
Business applications and QuickSight accounts share the same IAM Identity
Center instance. User subscriptions are prorated when created or upgraded
based on the number of days left in the calendar month. Any cancellations or
downgrades are not prorated and apply starting in the next calendar month.
The charges for user subscription starts only after first use by the user.

¢. Unsubscribe and remove — To unsubscribe and remove a user or group, which

unsubscribes them from the application and removes them from the list, select the

name of the user or group and then select Change subscription to unsubscribe and

remove. This removes the user or group from the application only; they still exist in
IAM Identity Center. You can still search for and select the user or group to add to an
application in future. You must confirm and save your settings.

® Note

Deleting a user or group from IAM Identity Center doesn't necessarily remove
all their subscriptions to applications. You must check your subscriptions and
remove user subscriptions for each application you don't want the user to
access and be charged for. Charges are applied for each unique user across
applications in accordance with their highest level subscription tier.

Step 2: Add users and groups
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/A Warning

You must confirm and save your user subscription settings, otherwise you are
charged based on your unsaved user subscriptions.

3. In Web experience service access, enter the following information:

« For Choose a method to authorize Amazon Q - A service access role assumed by end
users when they sign in to your web experience that grants them permission to start and
manage conversations Amazon Q. You can choose to use an existing role or create a new
role.

» Service role name - A name for the service role you created for easy identification on the
console.

4. Select Save.

5. Select Create application.

AWS CLI

To add users to an application (subscriptions for users is only available in the console)

aws sso-admin create-application-assignment \
--application-arn idc-app-arn \
--principal-id idc-user-ID \

--principal-type USER

To add groups to an application (subscriptions for groups is only available in the console)

aws sso-admin create-application-assignment \
--application-arn idc-app-arn \
--principal-id idc-group-ID \
--principal-type GROUP
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Managing a sample application

You can manage users and groups for your IAM Identity Center-integrated application from your

Amazon Q application settings page. To access application settings, login to the Amazon Q console,

choose your application from the Applications page, and then scroll down to Users and groups.

You can add new users to your application from the Amazon Q console, or choose to add users
already existing in your IAM Identity Center directory.

You can only add groups already configured in your IAM Identity Center directory to your Amazon
Q application using the Amazon Q console.

You can delete both users and groups from your Amazon Q application using the Amazon Q
console. Deleting users and groups from your Amazon Q application using the Amazon Q console
doesn't delete them from your IAM Identity Center directory.

To manage users and groups programmatically for your Amazon Q application, refer to the IAM
Identity Center CLI Reference and the Identity Store API Reference.

To learn more about managing your sample application, see Managing Amazon Q Business
applications.

Managing a sample application
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Configuring an Amazon Q Business application

® Note

There are new tiers for Amazon Q Business. Not all features in Amazon Q Business Pro are
also available in Amazon Q Business Lite. For information on what's included in Amazon Q
Business Lite and what's included in Amazon Q Business Pro, see Amazon Q Business tiers.

You must use the Amazon Q Business console to assign subscription tiers to users.

As the first step towards creating a generative artificial intelligence (Al) assistant, you configure
an application. Then, you select and create a retriever, and also connect any data sources. After
this, you grant end user access to users to interact with an application using the preferred identity
provider, AWS IAM Identity Center.

Your authorized users interact with your application through the web experience. You share the

endpoint URL of your web experience with your users, who open the URL and are authenticated
before they can start asking questions in your assistant application. The endpoint URL can be
found in your web experience settings when selecting your application in the console.

This section guides you through the process of creating and configuring an Amazon Q application.
To create an application, you can use the Amazon Q console, the AWS Command Line Interface
(AWS CLI), and the Amazon Q API operations.

As a prerequisite, make sure that you complete the setting up tasks. If you're using the AWS CLI or
the API, make sure that you created the required IAM roles.

After you finish creating your application, you can customize and preview the web experience that
it will power.

/A Important

Starting April 30, 2024, all new applications will need to use IAM Identity Center directly to
manage user access. All existing Amazon Q applications using legacy identity management
will need to migrate to using IAM Identity Center for user management by July 31, 2024.
We recommend you integrate any new application you're creating directly with IAM Identity

Center.
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Topics

Creating an Amazon Q Business application

Creating and selecting a retriever for an Amazon Q Business application

Connecting data sources to an Amazon Q Business application

Adding user access and subscriptions to an Amazon Q application

Creating an Amazon Q Business application

To create an Amazon Q Business application, you can use either the AWS Management Console or
the Amazon Q API.

Before you begin to create an Amazon Q application, make sure that you complete the setting up
tasks. If you're using the AWS CLI or the Amazon Q API, make sure that you created the required
IAM roles.

After you create an application, you can create your Amazon Q web experience. How you create the
web experience depends on whether you use the AWS Management Console or the Amazon Q APlIs.

« AWS Management Console - If you use the console to create an application, the web experience
is created automatically.

« Amazon Q API - If you use the CreateApplication APl operation to create an application, use the

CreateWebExperience APl operation to create your web experience.

(® Note

Your IAM Identity Center instance must be created in the same region as your Amazon Q
Business application. To understand why this is important, see Considerations for choosing
an AWS Region in the IAM Identity Center User Guide. For regions supported by Amazon Q
Business, see Service quotas for Amazon Q Business.

The following tabs provide a procedure for creating your Amazon Q application using the AWS
Management Console and code examples for using the AWS CLI.

Console

To configure an Amazon Q application
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1.

5.

Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

From the How it works menu, from Experiment with a sample - optional, choose Try
quick application.

On the Create application page, for Application settings, enter the following information
for your Amazon Q application:

Application name - A name for your Amazon Q Business application for easy
identification. This name is only visible in the AWS Management Console. The name can
include hyphens (-), but not spaces, and can have a maximum of 1,000 alphanumeric
characters.

In Service access, for Choose a method to authorize Amazon Q, choose from the
following options:

Create and use a new service-linked role (SLR) — Create and use a new Amazon Q-
managed IAM role to allow it to access the AWS resources it needs to create your
application.

Create and use a new service role (SR) — Create and use a new IAM role for Amazon Q
Business to allow it to access the AWS resources it needs to create your application.

Use an existing service role (SR)/service-linked role (SLR) — Use an existing service role
or service-linked IAM role to allow Amazon Q to access the AWS resources it needs to
create your application.

® Note

For more information about example service roles, see IAM role for an Amazon

Q Business application. For information on service-linked roles, including to
manage them, see Using service-linked roles.

» Service role name - A name for the service (IAM) role you created for easy identification

on the console.

For Encryption — Amazon Q encrypts your data by default using AWS managed AWS KMS
keys.
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/A Important

Amazon Q Business automatically provisions an Enterprise index for when you
create an application using the AWS Management Console. For more information
on index types, see Amazon Q Business tiers and Data encryption.

6. In Connect Amazon Q to IAM Identity Center, you will see the following options based
on whether you have an IAM Identity Center instance already configured, or need to create
one.

1. If you don't have an IAM Identity Center instance configured, you see the following:

» The region your Amazon Q application is in. This is so you can make sure that the
region for your Amazon Q aplication and IAM Identity Center instance match.

» Specify tags for IAM Identity Center — Add tags to keep track of your IAM Identity
Center instance.

« Create IAM Identity Center - Select to create a minimally-configured IAM Identity
Center instance. The console will display an ARN for your newly created resource after
it's created.

® Note

You can't add groups to your application from your Amazon Q console unless you
already have an IAM Identity Center instance with groups configured. When you
add a new user to IAM Identity Center from the Amazon Q Business console, you
need to make sure that the user is enabled in your IAM Identity Center instance
and their email ID is verified before they can log in to your Amazon Q Business
web experience to chat.

2. If you have both an IAM Identity Center organization instance and an account instance
configured, your instances will be auto-detected, and you see the following options:

« Connect to organization instance of IAM Identity Center — Select this option to
manage access to Amazon Q by assigning users and groups from the Identity Center
directory for your organization.

« Connect to account instance of IAM Identity Center — Select this option to manage
access to Amazon Q by assigning existing users and groups from your Identity Center
directory.
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» The region your Amazon Q application is in. This is so you can make sure that the
region for your Amazon Q aplication and IAM Identity Center instance match.

« IAM Identity Center — The ARN for your IAM Identity Center instance.

3. If you have an IAM Identity Center account instance configured, your account instance
will be auto-detected and you will see the following:

» The region your Amazon Q application is in. This is so you can make sure that the
region for your Amazon Q aplication and IAM Identity Center instance match.

« IAM Identity Center — The Amazon Resource Name (ARN) for your IAM Identity Center
instance.

4. If you have an IAM Identity Center organization instance configured, you will see a
message asking you to tell your admin to give you access to IAM Identity Center. You will
need access to IAM Identity Center before you can proceed.

7. Tags - optional — To add tags to your Amazon Q application and web experience, select
Add new tag. Then, enter the following information for each tag:
» Key - Add a key for your tag.

« Value - optional — An optional value for your tag.

For more information about using tags with Amazon Q, see Tags.

8. To start creating your application, choose Create.

AWS CLI

To configure an Amazon Q application

aws gbusiness create-application \

--display-name application-name \
--identity-center-instance-arn identity-center-instance-arn \
--role-arn roleArn \

--description application-description \
--enryption-configuration kmsKeyId=<kms-key-id> \
--attachments-configuration attachmentsControlMode=ENABLED
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Managing Amazon Q Business applications

To manage an Amazon Q Business application, you can take the following actions:

Actions

» Deleting an application

» Getting application properties

« Listing applications

« Updating an application

Deleting an application

To delete an Amazon Q Business application, you can use the console or the DeleteApplication API
operation.

The following tabs provide a procedure for the console and code examples for the AWS CLI.
Console
To delete an Amazon Q application

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. For Applications, choose Actions.
Choose Delete.

4. Inthe dialog box that opens, type Delete to confirm deletion, and then choose Delete.

You are returned to the service console while your application is deleted. When the deletion
process is complete, the console displays a message confirming successful deletion.

AWS CLI

To delete an Amazon Q application

aws gbusiness delete-application \
--application-id application-id
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Getting application properties

To get the properties of an Amazon Q Business application, you can use the console or the
GetApplication API operation.

The following tabs provide a procedure for the console and code examples for the AWS CLI.
Console
To get properties of an Amazon Q application

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongqg/business/.

2. For Applications, select the name of your application from the list of applications.

3. On Application settings, the following properties are available:

« Application name - The name that you chose for your application.

« Application ID - The ID assigned to your application.

« Subtitle — The subtitle that you chose to assign to your application.

» Service access — The service access role that your application is using.
 Title - The title that you gave to your application.

« Application status — The status of your application.

To update a setting, select Edit.

AWS CLI

To get Amazon Q application properties

aws gbusiness get-application \
--application-id application-id

Listing applications

To list Amazon Q Business applications, you can use the console or the ListApplications API

operation.
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The following tabs provide a procedure for the console and code examples for the AWS CLI.
Console
To list your Amazon Q applications

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, all your configured applications are listed.
AWS CLI

To list Amazon Q applications

aws gbusiness list-applications \
--max-results max-results-to-return

Updating an application

To update an Amazon Q Business application, you can use the console or the UpdateApplication

API operation.

(® Note

You can't update the retriever you've chosen or change users and groups added to

the application when you update it. If you need to update your retriever, create a new
application.

If you're integrating your Amazon Q application with IAM Identity Center (IDC) as an AWS-
managed application using and you want to update users and groups, you can do so from
the application summary page.

The following tabs provide a procedure for the console and code examples for the AWS CLI.
Console

To update an Amazon Q application
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Option 1

1.

Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the name of your application from the list of applications.

3. In Applications, choose Actions.

4. Choose Edit.
On the Update application page, edit your application settings.

Option 2

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the name of your application from the list of applications.

3. Onyour application page, select Edit from the page header, or select Edit from Application
settings.

4. Choose Edit.
On the Update application page, edit your application settings.

AWS CLI

To update an Amazon Q application

aws gbusiness update-application \

--application-id application-id \

--display-name application-name \

--role-arn roleArn \

--description application-description \
--attachments-configuration attachmentsControlMode=ENABLED
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Creating and selecting a retriever for an Amazon Q Business
application

After creating your Amazon Q Business application, you create and select the retriever that will
power your generative Al web experience. A retriever pulls data from an index in real time during a
conversation. Amazon Q provides retrievers for Amazon Kendra indexes and also for a native index.
You can choose between selecting an Amazon Q retriever or using an already configured Amazon
Kendra index as a retriever.

To select a retriever, you use the AWS Management Console or the CreateRetriever APl operation.

If you use the console and choose to use a Amazon Q retriever, Amazon Q creates an index for you
as part of the application configuration process. For easy tracking, you can tag both the retriever
and index. If you use the API to create a Amazon Q retriever, you must also use the Createlndex API
operation to create an Amazon Q index.

/A Important

You can't change the retriever for your application after your application has been created.
To change your retriever, you must create a new application.

® Note

The data sources available to connect to your application change depending on your
retriever choice.

For instructions on how to select a retriever, choose a topic based on your retriever preference for
Amazon Q.

Topics

» Creating an Amazon Q Business retriever

» Selecting an Amazon Kendra retriever
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Creating an Amazon Q Business retriever

To select a Amazon Q Business retriever, you can use either the AWS Management Console, or the
Createlndex and CreateRetrieverAPl operations.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLL

Console
To create an Amazon Q retriever

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

3. Then, for Select retriever, choose Use native retriever — Build an Amazon Q Business
retriever for your Amazon Q Business application. This option creates an Amazon Q
Business index that can connect to the Amazon Q Business supported data sources that you
choose.

(® Note

Available data sources when you select this option include all Amazon Q supported
data connectors and direct document upload.

4. For Index provisioning — Choose the Number of units that you need. Amazon Q charges
you based on the document capacity that you choose. You can choose up to 50 units. Each
unit is 20,000 documents or 200 MB, whichever is reached first.

5. For Tags — Choose whether you want to add Index tags.
6. To create your retriever, choose Create.

AWS CLI
To create an Amazon Q index

aws gbusiness create-index \
--application-id application-id \
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--display-name display-name \
--description index-description \
--capacity-configuration units =<index-capacity-units>

To create an Amazon Q retriever

aws gbusiness create-retriever \

--application-id application-id \

--display-name display-name \

--type NATIVE_INDEX \

--role-arn roleArn \

--configuration nativeIndexConfiguration="{indexId=<created-index-id>}" \
--tags tags

Managing Amazon Q Business retrievers

To manage Amazon Q Business retrievers, you can take the following actions:

Actions

» Deleting an Amazon Q Business retriever

» Getting properties of an Amazon Q Business retriever

» Listing Amazon Q Business retrievers

« Updating Amazon Q Business retrievers

Deleting an Amazon Q Business retriever

To delete a Amazon Q Business retriever and its associated index, you can use the console or the
DeleteRetriever API operation.

If you use the DeleteIndex API operation, deleting a retriever also deletes the Amazon Q index
that's attached to it. You can't selectively choose to delete an index attached to a retriever.

If you're using the console, the only way to delete your Amazon Q native retriever and the index
associated with it, is to delete your Amazon Q application.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.
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Console
To delete an Amazon Q retriever

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, choose Actions.
Choose Delete.

4. Inthe dialog box that opens, type Delete to confirm deletion, and then choose Delete.

You are returned to the service console while your application is deleted. When the deletion
process is complete, the console displays a message confirming successful deletion.

AWS CLI

To delete an Amazon Q retriever

aws gbusiness delete-retriever \
--application-id application-id \
--retriever-id retriever-id
Getting properties of an Amazon Q Business retriever
To get the properties of an Amazon Q Business retriever and index, you can use the console or the

GetRetriever API operation.

(® Note

If you use the console, you can't edit or update retriever or index settings.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console

To get properties of an Amazon Q retriever
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1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the name of your application from the list of applications.

3. For Retriever settings, the following settings are available:

» Retriever — The type of retriever that you're using.

o Document count — The number of documents that are attached to your index.
» Last modified time — The time that your index was last modified.

» Index ID — The ID of the index attached to your retriever.

» Storage used - The amount of storage that your index is using.

 Index status — The status of your index.

AWS CLI

To get properties of an Amazon Q retriever

aws gbusiness get-retriever \
--application-id application-id \
--retriever-id retriever-id

Listing Amazon Q Business retrievers

To list your native Amazon Q Business retrievers, you can use the console or the ListRetrievers API

operation.

If you use the console, the list of Amazon Q retrievers and indices attached to them correspond to
the list of applications that you have created.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To list your Amazon Q retrievers

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.
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2. For Applications, a list of all retrievers (with indices associated) that you have created is
available.

AWS CLI

To list your Amazon Q retrievers

aws gbusiness list-retrievers \
--application-id application-id \
--max-results maximum-result-to-display

Updating Amazon Q Business retrievers

To update your Amazon Q Business retriever, you can use the UpdateRetriever APl operation.

You can't update your retriever and its associated index by using the console.
The following tab provides code examples for the AWS CLI.
Console

This action is not supported on the console.
AWS CLI

To update your Amazon Q retriever

aws gbusiness update-retriever \

--application-id application-id \

--retriever-id retriever-id \

--display-name display-name \

--role-arn roleArn \

--configuration kendraIndexConfiguration="{indexId=<kendra-index-id>}"

Selecting an Amazon Kendra retriever

To select an existing Amazon Kendra retriever to your Amazon Q Business application, you can use
the AWS Management Console or the CreateRetriever APl operation.
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If you use the API, you select and connect your Amazon Kendra retriever when you use the
CreateRetriever API operation.

If you use the console, selecting and connecting an Amazon Kendra retriever is a two-step process.
This topic provides instructions for the first step: Selecting an Amazon Kendra retriever. For
instructions for the second step, see Connecting an Amazon Kendra retriever to an Amazon Q

Business application.

® Note

If you use an Amazon Kendra retriever, data in your Amazon Kendra will be connected
to your Amazon Q application. If you choose this option, you can't use Amazon Q data
connectors or direct document upload for your application.

For more information about Amazon Kendra, see the following topics in the Amazon Kendra User
Guide and API Reference:

+ What is Amazon Kendra?

+ Creating a data source connector

+« Amazon Kendra API Reference

The following tabs provide a procedure for the AWS Management Console and code samples for
the AWS CLI.

Console
To create an Amazon Kendra retriever

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongqg/business/.

2. Complete the steps to create your Amazon Q application.

3. The, in Select retriever choose Use existing retriever — Choose an Amazon Kendra index
you have previously created as a retriever. All data sources synced to your Amazon Kendra
index will be connected to your Amazon Q Business application.

4. In Tags - Choose whether you want to add Retriever tags.

To connect your application to your data sources, choose Next.
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AWS CLI

To create an Amazon Kendra retriever

aws gbusiness create-retriever \

--display-name display-name \

--type KENDRA_INDEX \

--role-arn roleArn \

--configuration kendraIndexConfiguration="{indexId=<kendra-index-id>

Managing Amazon Kendra retrievers
To manage Amazon Kendra retrievers, you can take the following actions:

Actions

» Deleting an Amazon Kendra retrievers

» Getting properties of an Amazon Kendra retriever

 Listing Amazon Kendra retrievers

« Updating an Amazon Kendra retriever

Deleting an Amazon Kendra retrievers

To delete an Amazon Kendra retriever, you can use the console or the DeleteRetriever API

operation.

If you use the console, the only way to delete your Amazon Kendra retriever from your Amazon Q
Business application is to delete your Amazon Q Business application.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To delete an Amazon Kendra retriever

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazong/business/.

2. In Applications, choose Actions.
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3. Choose Delete.

4. Inthe dialog box that opens, type Delete to confirm deletion, and then choose Delete.
You are returned to the service console while your application is deleted. When the deletion
process is complete, the console displays a message confirming successful deletion.

AWS CLI

To delete an Amazon Kendra retriever

aws gbusiness delete-retriever \
--application-id application-id \
--retriever-id retriever-id

Getting properties of an Amazon Kendra retriever

To get the properties of an Amazon Kendra retriever, you can use the console or the GetRetriever
API operation.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To get the properties of an Amazon Kendra retriever

1. Signin to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the name of your application from the list of applications.

3. For Retriever settings, the following settings are available:

Retriever - The type of retriever that you're using.
« Document count - The number of documents that are attached to your index.

Last modified time - The time that your index was last modified.

Index ID — The ID of the index attached to your retriever.

Storage used — The amount of storage that your index is using.
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 Index status — The status of your index.

® Note

You can't edit or update retriever or index settings.

AWS CLI

To get properties of an Amazon Kendra retriever

aws gbusiness get-retriever \
--application-id application-id \
--retriever-id retriever-id

Listing Amazon Kendra retrievers

To list Amazon Kendra retrievers, you can use the console or the ListRetrievers APl operation.

If you use the console, the list of native retrievers and indices attached to them correspond to the
list of applications that you have created.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To list Amazon Kendra retrievers

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. For Applications, a list of all retrievers (with indices associated) that you have created is
available.

AWS CLI

To list Amazon Kendra retrievers
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aws gbusiness list-retrievers \
--application-id application-id \
--max-results maximum-result-to-display

Updating an Amazon Kendra retriever

To update your Amazon Kendra retriever, you can use the UpdateRetriever APl operation.

You can't update your Amazon Kendra retriever using the console.
The following tab provides code examples for the AWS CLI.
Console

This action is not supported on the console.

AWS CLI

To update an Amazon Kendra retriever

aws gbusiness update-retriever \

--application-id application-id \

--retriever-id retriever-id \

--display-name display-name \

--role-arn roleArn \

--configuration kendraIndexConfiguration="{indexId=<kendra-index-d>}"

Connecting data sources to an Amazon Q Business application

After you select a retriever for your Amazon Q Business application, you connect data sources to it.
Available data sources vary based on your choice of the retriever.

If you use an Amazon Q retriever, you can choose from the following options:

« Connect to any Amazon Q supported data source connectors by using the CreateDataSource API

operation.

« Upload documents directly by using the BatchPutDocument APl operation.
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If you use an existing Amazon Kendra retriever, only data sources already connected to your
Amazon Kendra index are available in your application.

To connect data sources, choose a topic based on your data source preference for your Amazon
Q application.

Topics

» Upload documents

« Amazon Kendra retriever

« Amazon Q data source connectors

Upload documents

To upload documents directly to an Amazon Q Business application, you can use the AWS
Management Console or the BatchPutDocument API operation.

If you use an Amazon Kendra index to retrieve your documents, you can't directly upload
documents.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console

To upload documents

(® Note

This procedure is available if you chose the Use native retriever option to configure
your application.

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongqg/business/.

2. Complete the steps to create your Amazon Q application.

3. Complete the steps for selecting an Amazon Q retriever.

Upload documents 109


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/upload-docs.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/kendra-retriever.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/data-source-connectors.html
https://docs.aws.amazon.com/amazonq/latest/api-reference/API_BatchPutDociment.html
https://console.aws.amazon.com/amazonq/business/?region=us-east-1
https://console.aws.amazon.com/amazonq/business/?region=us-east-1
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-app.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/native-retriever.html

Amazon Q Business User Guide

4. Then, for Upload documents, select one of the following methods to add your files:

» Drag and drop the document files that you want to upload.
» Add your documents to the application, and then select Choose files.

5. After choosing your files, choose Upload.

You are returned to the Amazon Q console while your documents are uploaded. The
console displays a confirmation message when your documents are successfully uploaded.

® Note

Files can only be uploaded after the Amazon Q retriever and index creation process has
completed.

AWS CLI

To upload documents directly

aws gbusiness batch-put-document \
--application-id application-id \
--index-id index-id \

--documents documents-to-add \
--data-source-sync-id data-source-sync-id \
--role-arn roleArn

Delete uploaded documents

To delete documents that have been directly uploaded to an application, you can use the console
or the BatchDeleteDocument API operation. You can delete specific documents or all documents.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console

To delete specific directly uploaded documents

Upload documents 110


https://docs.aws.amazon.com/amazonq/latest/api-reference/API_BatchDeleteDociment.html

Amazon Q Business User Guide

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the name of the application that your uploaded files belong to.
3. From your applications page, from Data sources, choose Uploaded files.

4. In Uploaded files, choose Document name, and then select the documents that you want
to delete.

5. Choose Delete files.

You are returned to the service console while your application is deleted. When the deletion
process is complete, the console displays a message confirming successful deletion.
To delete all directly uploaded documents

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the name of the application that your uploaded files belong to.
3. From your applications page, from Data sources, select Uploaded files.
4. Select Actions, and then choose Delete.
5. When the deletion process is complete, the console displays a message confirming
successful file deletion.
AWS CLI

To delete documents

aws gbusiness batch-delete-document \
--application-id application-id \
--index-id index-id \

--documents documents-to-delete \
--data-source-sync-id data-source-sync-id
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Connecting an Amazon Kendra retriever to an Amazon Q Business
application

To use an Amazon Kendra index as a retriever for Amazon Q Business, you must have already
configured an Amazon Kendra index and connected it with data. For more information, see What is

Amazon Kendra? and Are you a first-time Amazon Kendra user? in the Amazon Kendra Developer
Guide.

To add an existing Amazon Kendra retriever to your Amazon Q application, you can use the AWS
Management Console or the CreateRetriever APl operation. If you use the console, selecting and

connecting an Amazon Kendra retriever is a two-step process. The first step is when you select
an Amazon Kendra retriever. In this topic, you perform the second step—connecting an Amazon
Kendra retriever.

If you use the API, you create your web experience after connecting your Amazon Kendra retriever
using the CreateWebExperience APl operation. If you use the console, connecting your Amazon

Kendra retriever also automatically creates your Amazon Q web experience. At the end of the
retriever connection process, your Amazon Kendra powered Amazon Q web experience is ready to
be previewed, enhanced, and deployed.

(® Note

If you select an Amazon Kendra retriever, data in your Amazon Kendra is connected to your
Amazon Q application.

Console
To connect an Amazon Kendra retriever

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

3. Complete the steps for selecting an Amazon Kendra retriever.

4. Then, in Content sources, for Amazon Kendra indexes — Choose the Amazon Kendra index
that you want to use for your Amazon Q Business application. Then, enter the following
information:
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« Service access — Provide the IAM access role to connect Amazon Kendra to Amazon Q
Business. Use an existing role, or create a new one.

» Service role name - Provide a name for your IAM access role. Or, choose to use the auto-
generated role that's provided.

5. To connect your Amazon Kendra indexes to the application, choose Create application.

You are returned to the Amazon Q console while your web application is created.
AWS CLI

To create and connect an Amazon Kendra retriever

aws gbusiness create-retriever \

--application-id application-id \

--display-name display-name \

--type KENDRA_INDEX \

--role-arn roleArn \

--configuration kendraIndexConfiguration="{indexId=<kendra-index-id>}"

(@ Note

For information on managing your Amazon Kendra retriever, see Managing Amazon Kendra
retrievers.

Amazon Q Business data sources

To connect a data source to your Amazon Q Business application, you can use the AWS
Management Console or the CreateDataSource APl operation.

By using the CreateDataSource API operation, you can configure tags, sync run schedules, and
configure Amazon VPC settings. Then, you can use the configuration parameter to provide all
other configuration information specific to your data source connector.

If you use the console, creating the data source and configuring it are a single step. After your data
source is successfully configured and added, Amazon Q automatically creates a Amazon Q web
experience for you.
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If you use the API, you use the CreateWebExperience APl operation after connecting your data

sources to create your web experience.

(® Note

This procedure is available if you chose the Use native retriever option to configure your
application.

Console
To connect a data source to an Amazon Q application

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

Complete the steps for selecting an Amazon Q retriever.

4. Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 50 data sources.

5. For information on configuring your chosen data source, see Supported connectors to find

configuration information specific to your data source.

6. To connect your configured data source to your application, choose Add data sources.

At the end of this step, your Amazon Q web experience is ready to be previewed, enhanced, and
deployed.

AWS CLI

To connect a data source

aws gbusiness create-data-source \

--application-id application-id \

--index-id index-id \

--configuration data-source-configuration-details \
--display-name display-name \

--role-arn roleArn \
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--description description \

--document-enrichment-configuration document-enrichment-configuration \
--sync-schedule sync-schedule-information \

--tags tags \

--vpc-configuration vpc-configuration

Managing Amazon Q Business data sources

To manage data source connectors, you can perform the following actions:

Actions

Deleting an Amazon Q Business data source connector

Getting properties of an Amazon Q Business data source connector

Listing Amazon Q Business data source connectors

Updating Amazon Q Business data source connectors

Starting data source connector sync jobs

Stopping data source connector sync jobs

Listing data source connector sync jobs

Deleting an Amazon Q Business data source connector

To delete an Amazon Q Business data source connector, you can use the console or the
DeleteDataSource APl operation .

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console

To delete an Amazon Q data source connector

1. Signin to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazong/business/.

In Applications, select the application that you want to delete data sources from.
On the application page, from Data sources, select the data source that you want to delete.

From Actions, choose Delete.

ik N

In the dialog box that opens, type Delete to confirm deletion, and then choose Delete.
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You are returned to the service console while your data source connector is deleted. When
the deletion process is complete, the console displays a message confirming successful
deletion.

AWS CLI

To delete an Amazon Q data source connector

aws gbusiness delete-data-source \
--application-id application-id \
--index-id index-id \
--data-source-id data-source-id

Getting properties of an Amazon Q Business data source connector

To get the properties of an Amazon Q Business data source connector, you can use the
GetDataSource APl operation.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To get properties of an Amazon Q data source connector

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongqg/business/.

2. In Applications, select the application you want that contains your data sources.

3. On the application page, from Data sources, select the data source that you want to view
details for.

4. Under Data source details, the following details are available:

Name - The name of your data source.

Status - The status of your data source.

Last sync status — The status of your last sync.

Description — The description that you gave to your data source.
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« Type - The type of data source that you're using.

o Last sync time - The time that your data source was last synced.

Data source ID — The ID of your data source.

IAM role ARN - The Amazon Resource Name (ARN) of the IAM role that's associated with
your data source.

Current sync state — The current sync state of your data source.

To get Amazon Q data source connector settings

1. Signin to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the application you want that contains your data sources.

3. On the application page, from Data sources, select the data source that you want to view
details for.

4. For Data source details, choose Settings.

5. For Settings, the following settings are available:

« IAM role - The ARN of the IAM that's associated with your data source.
» Sync scope - The configuration details for your data source.

« Sync mode - The sync type that you chose for your data source.

« Sync schedule - The sync schedule that you chose for your data source.

» Field mappings — The data source document fields that you chose to map to Amazon Q
index fields.

AWS CLI

To get Amazon Q data source connector properties

aws gbusiness get-data-source \
--application-id application-id \
--index-id index-id \
--data-source-id data-source-id
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Listing Amazon Q Business data source connectors

To list Amazon Q Business data source connectors, you can use the console or the ListDataSources

API operation.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To list Amazon Q data source connectors

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazong/business/.

2. In Applications, select the application you want that contains your data sources.

3. Onthe application page, under Data sources, a list of data sources connected to your
application is displayed.
AWS CLI

To list Amazon Q data source connectors

aws gbusiness list-data-sources \
--application-id application-id \

--index-id index-id \

--max-results maximum-number-of-results-to-return

Updating Amazon Q Business data source connectors

To update your Amazon Q Business data source connectors, you can use the console or the
UpdateDataSource APl operation.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLL.

Console

To update a Amazon Q data source connector
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Option 1

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the application you want to delete data sources from.
3. On the application page, from Data sources, select the data source that you want to edit.

4. From Actions, choose Edit.

You are redirected to your data source configuration page to edit your existing settings.

Option 2

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the application you want to delete data sources from.
3. On the application page, from Data sources, select the data source that you want to edit.

4. On the data source page, from Actions, choose Edit.

You are redirected to your data source configuration page to edit your existing settings.

CLI

To update your Amazon Q connector

aws gbusiness update-data-source \

--application-id application-id \

--data-source-id data-source-id \

--index-id index-id \

--configuration data-source-configuration-details \
--description description \

--display-name display-name \
--document-enrichment-configuration document-enrichment-configuration \
--role-arn roleArn \

--sync-schedule sync-schedule-information \
--vpc-configuration vpc-configuration
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Starting data source connector sync jobs

To start Amazon Q Business data source connector sync jobs, you can use the console or the
StartDataSourceSyncJobs APl operation.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To start your Amazon Q data source connector sync jobs

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/aamzongq/.

2. In Applications, select the application you want to sync data sources in.
On the application page, from Data sources, select the data source that you want to sync.

4. Choose Sync now.

The console displays a message confirming that your sync job has started successfully.

(@ Note

You can also view your sync job report in the Amazon CloudWatch console.

AWS CLI

To start your Amazon Q data source connector sync jobs

aws gbusiness start-data-source-sync-job \
--application-id application-id \
--index-id index-id \

--data-source-id data-source-id

Stopping data source connector sync jobs

To stop your Amazon Q Business connector sync jobs, you can use the console or the
StopDataSourceSyncJobs APl operation.
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® Note

You can only stop a sync job already in progress.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLI.

Console
To stop your Amazon Q data source connector sync jobs

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. In Applications, select the application you want to sync data sources in.

3. On the application page, from Data sources, select the data source that you want to stop
the sync for.

4. Choose Stop sync.

5. In the dialog box that opens, type Stop to confirm your action and then select Stop sync.

The console displays a message confirming that your data source sync job is being stopped.

AWS CLI

To stop your Amazon Q data source connector sync jobs

aws gbusiness stop-data-source-sync-job \
--application-id application-id \
--data-source-id data-source-id \
--index-id index-id

Listing data source connector sync jobs

To list Amazon Q Business data source connector sync jobs that are in progress, you can use the
console or the ListDataSourceSyncJobs API operation.
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The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLL.

Console
To list your Amazon Q data source connector sync jobs

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazong/business/.

2. In Applications, select the application you want that contains your data sources.

3. On the application page, from Data sources, select the data source that you want to view
details for.

4. Under Data source details, choose the Sync run history tab.

You will see a list of ongoing, completed, and failed sync jobs for your data sources.

CLI

To list your Amazon Q data source connector sync jobs

aws gbusiness list-data-source-sync-job \
--application-id application-id \
--data-source-id data-source-id \
--index-id index-id \

--max-results max-results-to-return

Adding user access and subscriptions to an Amazon Q
application

An Amazon Q Business application requires you to use IAM Identity Center to manage user access.
While it's recommended to have an IAM Identity Center instance configured (with users and groups
added) before you start, you can also choose to create and configure an IAM Identity Center
instance for your Amazon Q Business application from within the Amazon Q Business console.

You can add users to your IAM Identity Center instance from the Amazon Q Business console. When
you add a new user to IAM Identity Center from the Amazon Q Business console, you need to make
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sure that the user is enabled in your IAM Identity Center instance and they have verified their email
and set their password before they can log in to the Amazon Q Business web experience to chat.

You can't create groups for your application using the Amazon Q Business console; groups must
already exist in IAM Identity Center. Also, you must add and assign at least one user to your
Amazon Q Business application.

After you add users or groups to an application, you can then choose the Amazon Q Business tier

for each user or group.

On successful completion, Amazon Q Business returns a web experience URL that you can share
with the end users you added to your application.

The following tabs provide a procedure for the AWS Management Console and code examples for
the AWS CLL.

Console

To add users and groups with their subscriptions to your Amazon Q Business application

1. To add users or groups, select the Users or Groups tab, then select Add groups and users.
Then, depending on how you're integrating Amazon Q Business with IAM Identity Center,
do the following:

a. If you're using a pre-configured IAM Identity Center instance with users and groups
already configured, Amazon Q Business detects the users you have configured in
IAM Identity Center. You can choose to assign users from your IAM Identity Center
directory.

« Inthis case, in the Assign existing users and groups dialog box that opens, type
and select the name of the user or group that you want to assign. Then select
Assign.

b. If you've created a minimally-configured IAM Identity Center instance from within the
Amazon Q Business console for your Amazon Q Business application, you can enter the
details of your users or users within a group to add them to your application and IAM
Identity Center instance.

i. Inthis case, in the Add new users dialog box that opens, enter the details of your
user. Then select Next and Add.

Adding user access and subscriptions 123


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/tiers.html

Amazon Q Business

User Guide

If you want to add another user or multiple users, select Add new user and enter
the user details before you select Add.

The user is automatically added to an IAM Identity Center directory. You then must
select Add groups and users and Assign existing users and groups to select the
name of the user you had entered the details for. Then select Assign.

The details you must enter for a single user include:

« Username - A username is required for an user to sign into the AWS access
portal. You can't change the username later. Maximum length 128 characters.
Can only contain alphanumeric characters or any of the following: +=,.@-_

 First name - First name of user.

« Last name - Last name of user.

« Email address — Email address of user.

« Confirm email address — Enter email address again to confirm it.

» Display name - The display name assigned to your user.

® Note

You can't enter the details of a group; you can only select from existing
groups already in IAM Identity Center. Also, you must add and assign at
least one user to your Amazon Q Business application.

If you add a user to a group in IAM Identity Center and have given that
group access to your application, it can take up to 24 hours for the change
to take effect and for the user to access the application. All users you add
to a group in IAM Identity Center can take up to 24 hours to propagate
across to your Amazon Q Business application access.

When you enter the details of a newly-created user and select Add, the user will
receive a notification to their email asking them to accept your invitation to IAM
Identity Center. You might also have to go to the IAM Identity Center console and
send them an email verification request. Your user will have to verify their email
and set their password before they can successfully log in to the web experience
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URL for your Amazon Q Business applicatiion. For more information on enabling
users in IAM ldentity Center, see Add users in the IAM Identity Center User Guide.

2. After adding a user or group, you can then choose the Amazon Q Business subscription tier
for each user or group. You can do the following:

a. Choose subscription — When creating an application and adding your users or groups,
you can choose the subscription tier from the subscriptions dropdown after you have
added the user or group.

b. Update subscription — You can change the subscription tier by selecting the name of
the user or group and then selecting Change subscription to update the subscription
tier. This includes updating from no subscription tier. Users or groups must be given a
subscription tier before they can access and use your Amazon Q Business application.
You must confirm and save your settings.

You can change a user or group subscription after you have created your application. In
the application settings for your selected application name, select Manage access and
subscriptions.

® Note

For information on what's included in the tiers of user subscriptions, see User
subscription tiers. For pricing information, including examples of charges for

index capacity, subscribing and unsubscribing users to Amazon Q Business tiers,
upgrading and downgrading Amazon Q Business tiers, and more, see Amazon
Q Business Pricing

® Note

AWS will deduplicate subscriptions across all Amazon Q Business applications,
QuickSight accounts and charge each user only once for their highest
subscription level. Note that deduplication will apply only if the Amazon Q
Business applications and QuickSight accounts share the same IAM Identity
Center instance. User subscriptions are prorated when created or upgraded
based on the number of days left in the calendar month. Any cancellations or
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downgrades are not prorated and apply starting in the next calendar month.
The charges for user subscription starts only after first use by the user.

¢. Unsubscribe and remove - To unsubscribe and remove a user or group, which
unsubscribes them from the application and removes them from the list, select the
name of the user or group and then select Change subscription to unsubscribe and
remove. This removes the user or group from the application only; they still exist in
IAM Identity Center. You can still search for and select the user or group to add to an
application in future. You must confirm and save your settings.

® Note

Deleting a user or group from IAM Identity Center doesn't necessarily remove
all their subscriptions to applications. You must check your subscriptions and
remove user subscriptions for each application you don't want the user to
access and be charged for. Charges are applied for each unique user across
applications in accordance with their highest level subscription tier.

/A Warning

You must confirm and save your user subscription settings, otherwise you are
charged based on your unsaved user subscriptions.

3. In Web experience service access, enter the following information:

« For Choose a method to authorize Amazon Q - A service access role assumed by end
users when they sign in to your web experience that grants them permission to start and
manage conversations Amazon Q. You can choose to use an existing role or create a new
role.

« Service role name - A name for the service role you created for easy identification on the
console.

4. Select Save.

5. Select Create application.
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You are done with creating and configuring your Amazon Q application. You can now choose to
customize your web experience.

AWS CLI

To add users to an application (subscriptions for users is only available in the console)

aws sso-admin create-application-assignment \
--application-arn idc-app-arn \
--principal-id idc-user-ID \

--principal-type USER

To add groups to an application (subscriptions for groups is only available in the console)

aws sso-admin create-application-assignment \
--application-arn idc-app-arn \
--principal-id idc-group-ID \
--principal-type GROUP

Managing users and groups

You can manage users and groups for your IAM Identity Center-integrated application from your
Amazon Q application settings page. To access application settings, login to the Amazon Q console,
choose your application from the Applications page, and then scroll down to Users and groups.

You can add new users to your application from the Amazon Q console, or choose to add users
already existing in your IAM Identity Center directory.

You can only add groups already configured in your IAM Identity Center directory to your Amazon
Q application using the Amazon Q console.

You can delete both users and groups from your Amazon Q application using the Amazon Q
console. Deleting users and groups from your Amazon Q application using the Amazon Q console
doesn't delete them from your IAM Identity Center directory.

To manage users and groups programmatically for your Amazon Q application, refer to the IAM
Identity Center CLI Reference and the Identity Store API Reference.
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Configuring Amazon Q Business data source connectors

A data source connector is a mechanism for integrating and synchronizing data from multiple
repositories into one container index. Amazon Q Business offers multiple data source connectors
that can connect to your data sources and help you create your generative Al solution with minimal
configuration.

To configure and connect a data source to your Amazon Q application, use the CreateDataSource
API operation. Specify your connector configuration details using the configuration parameter

of the CreateDataSource operation. If you use the AWS Management Console instead of the API,
you create, configure, and connect your data source as part of the application creation process.

This section contains an overview of data source connector features, recommended best practices
for configuration, and configuration information specific to your data source connector.

Topics

» Data source connector concepts

» Best practices for data source connector configuration in Amazon Q Business

» Supported connectors

« Understanding Amazon Q Business User Store

« Using Amazon VPC with Amazon Q Business connectors

» Troubleshooting data source connectors

Data source connector concepts

This topic outlines specific concepts and features of Amazon Q Business data source connectors.
These concepts are key to understanding how to configure your connector setup. These terms recur
on the AWS Management Console, AWS Command Line Interface (AWS CLI), and the Amazon Q
API.

Topics

« Source and endpoint metadata

« Authorization

« Authentication
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 Virtual private cloud

» Web proxy
e |AM role

« Identity crawler

« Sync scope
« Sync mode

« Sync run schedule

» Field mappings

Source and endpoint metadata

You enter your data source configuration information in the Source section on the console.

If you use the API, you specify this information using the configuration parameter of the
CreateDataSource operation. Connection configuration information varies depending on the
data source. To make sure your connector configures correctly, check the following details:

» You're following connector configuration best practices.

» You've completed the prerequisites for data source configuration. Prerequisites information
specific to your data source connector is on each connector's specific page.

Authorization

Amazon Q Business connectors index access control list (ACL) information that's attached to a
document along with the document itself. For document access control lists, Amazon Q Business
indexes the following:

« user email address
« group name for the local group

» group name for the federated group (for example, if you have a Microsoft SharePoint data source
integrated with Azure AD

Then, Amazon Q stores the ACL information it indexes in the Amazon Q Business User Store

to create user and group mappings and filter chat responses based on the end user's access to
documents.
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An Amazon Q Business connector updates any changes in ACLs each time that your data source
content is crawled. To capture ACL changes to make sure that the right end users have access to the
right content, re-sync your data source regularly.

Connectors support crawling ACL and identity information for all data sources where the feature is
supported. To index documents without ACLs (as public documents) ensure these documents are
already marked public in the enterprise data source the connectors index the content from.

(® Note

Amazon Q Business supports crawling ACLs for document security by default. Turning off
ACLs and identity crawling are no longer supported. In preparation for connecting Amazon

Q Business applications to IAM Identity Center, enable ACL indexing and identity crawling

for secure querying and re-sync your connector. Once you turn ACL and identity crawling
on you won't be able to turn them off.

If you delete a group in the User Store and then re-create it later with the same name but

with different group members, document ACLs which contain this group may be impacted. We
recommend that this type of change (deleting or re-creating a group with the same name but with
different group members) be done in the data source instead of the Amazon Q Business User Store.

If you re-use an email address between users (for example a user leaves the company and at a later
time a new user joins the company and has the same email address), you must delete the original
user from the User Store. Amazon Q Business will verify if all the attributes of the new user from
the IAM Identity Center matches those of the user in the User Store. If an older user with the same
email address but with different attributes is found, the API calls for that user (for example, the
query request) will be denied.

/A Important

Inadvertent mistakes when you update the User Store’s user, group, group membership,
and mapping information can result in unintentional and unacceptable changes in the
accessibility of documents to users.

Treat the ability to update the User Store to create users, update users, delete users, create
groups, update groups, delete groups (i.e, create update delete operations), and update the
mappings, as a privileged operation.

Ensure that access to the User Store APIs is provided only to admin who fully understand
how to use these APIs and the implications of these changes on your document security.
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We recommend establishing a documented approval process be followed for making such
changes.

Authentication

To authenticate Amazon Q Business to access your data source, you provide your data source
access credentials to Amazon Q using an AWS Secrets Manager secret. If you use the console, you
can choose to create a new secret or use an existing one. If you use the API, you must provide
the Amazon Resource Name (ARN) of an existing Secrets Manager secret when you use the
CreateDataSource operation.

(® Note

You should regularly refresh or rotate your credentials and secret details. Provide only the
necessary access level for your own security. Don't re-use credentials and secrets across
data sources.

For on-premises or server data source connectors, Amazon Q checks if the endpoint information
included in Secrets Manager is the same endpoint information specified in your data source
configuration details. This helps protect against the confused deputy problem, which is a security

issue. The problem occurs when a user doesn't have permissions to perform an action. But, by
using Amazon Q as a proxy, the user can access the configured secret and perform the action.

If you change your endpoint information later, you must create a new secret to sync this

information.

(® Note

If you change your authentication type and credentials, you must update your IAM role to
access the correct Secrets Manager secret ID.

Virtual private cloud

Amazon Q Business can connect to Amazon Virtual Private Cloud to index content stored in data
sources or databases running in your private cloud. If your data source or database isn't running on
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Amazon VPC, you can connect your data source or database to Amazon VPC using a virtual private
network (VPN).

You can use Amazon VPC with either the console or the Amazon Q APIL. If you're using the API, you
specify the vpcConfiguration when you use the CreateDataSource API operation.

If you're using Amazon VPC with Amazon Q, you need the following information:

« The identifier of the subnet that contains the data source.
» The identifier of the security groups that grant access to the host.

o An IAM role with access to Amazon VPC and permissions to create and delete an elastic network
interface in your subnets is also required.

You can find the subnet and security group IDs in the Amazon VPC console. For more information,
see What is Amazon VPC? in the Amazon VPC User Guide.

For more information about using Amazon VPC with Amazon Q, see Using Amazon VPC with

connectors..

Web proxy

For all supported data sources, you can use a web proxy to connect to your data source instance.
You must provide the host name and port number. For example, a.example. comis the hostname
of https://a.example.com/pagel.html, and the port is 443, which is the standard port for
HTTPS.

/A Important

For security reasons, Amazon Q Business only supports web proxy using HTTPS protocol.

IAM role

To create your data source connector, Amazon Q Business requires permissions to interact with
other services.

If you're using the console, you can choose an existing IAM role or let Amazon Q create a role for
you. If you're unsure if an existing role is used for an application, choose Create a new role to avoid
an error.
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® Note

To Create a new role during connector configuration on the console, you must have
permissions to create an IAM role.

If you're using the API, you must provide the ARN of an existing IAM role when you use the
CreateDataSource operation.

IAM roles used for applications can't be used for data sources.

(® Note

Make sure your IAM role includes the permissions to support your Amazon Q connector
configurations.

Identity crawler

Amazon Q Business crawls ACL information at the document level from supported data sources.
In addition, Amazon Q crawls and stores principal information within each data source (local user
alias, local group, and federated group identity configurations) into the Amazon Q Business User
Store. This is useful when your application is connected to multiple data sources with different
authorization and authentication systems, but you want to create a unified, access-controlled chat

experience for your end users.

Amazon Q Business indexes the following information from document access control lists:

« user email address
« group name for the local group

» group name for the federated group (for example, if you have a Microsoft SharePoint data source
integrated with Azure AD

Amazon Q internally maps the local user and group IDs attached to the document to the federated
identities of users and groups. Mapping identities streamlines user management and speeds
up chat responses by reducing ACL information retrieval time during chat requests. Identity
crawling, along with the Authorization feature, helps to filter and generate web experience content
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restricted by end user context. For more information about this process, see Understanding User

Store. For more information about this process, Amazon Q Business User Store.

Connectors support crawl ACL and identity information where applicable based on the data source.
To index documents without ACLs (as public documents) ensure the documents you want to index
from your data source are public documents in the enterprise data source the connectors index the
content from.

(® Note

Amazon Q Business supports crawling ACLs for document security by default. Turning off
ACLs and identity crawling are no longer supported. In preparation for connecting Amazon

Q Business applications to IAM Identity Center, enable ACL indexing and identity crawling

for secure querying and re-sync your connector. Once you turn ACL and identity crawling
on you won't be able to turn them off.

If you delete a group in the User Store and then re-create it later with the same name but

with different group members, document ACLs which contain this group may be impacted. We
recommend that this type of change (deleting or re-creating a group with the same name but with
different group members) be done in the data source instead of the Amazon Q Business User Store.

If you re-use an email address between users (for example a user leaves the company and at a later
time a new user joins the company and has the same email address), you must delete the original
user from the User Store. Amazon Q Business will verify if all the attributes of the new user from
the IAM Identity Center matches those of the user in the User Store. If an older user with the same
email address but with different attributes is found, the API calls for that user (for example, the
query request) will be denied.

/A Important

Inadvertent mistakes when you update the User Store’s user, group, group membership,
and mapping information can result in unintentional and unacceptable changes in the
accessibility of documents to users.

Treat the ability to update the User Store to create users, update users, delete users, create
groups, update groups, delete groups (i.e, create update delete operations), and update the
mappings, as a privileged operation.

Ensure that access to the User Store APIs is provided only to admin who fully understand
how to use these APIs and the implications of these changes on your document security.

Identity crawler 134


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-principal-store.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-principal-store.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-principal-store.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/migrate-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/migrate-application.html

Amazon Q Business User Guide

We recommend establishing a documented approval process be followed for making such
changes.

Sync scope

You can choose to customize the content crawled and indexed by your data source connector. The
sync scope options available vary based on the data source connector.

Sync mode

With sync mode, you can customize what content gets synced with your index when your data
source content changes. Choose from the following options:

Console

Full sync - Sync all content regardless of the previous sync status.

New or modified content sync — Sync only new or modified documents.

New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

Change log - Crawl and sync only new, modified, and deleted content.

API

Specify the sync mode using the configuration parameter of the CreateDataSource operation.
Choose from the following options:

» Forced full crawl - Crawl and sync all content to your index.
« Full crawl - Crawl all content and sync only new, modified, or deleted content.

« Change log - Crawl and sync only new, modified, and deleted content.

® Note

Available sync mode features vary across data source connectors.
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/A Important

If you get a Resource not found exception when you try to view your CloudWatch logs for a
data source sync job in progress, it's because the CloudWatch logs aren't available yet. Wait
for some time and check again.

Sync run schedule

When you use the console or the CreateDataSource API operation, you can choose to periodically
sync your data source with your retriever on a custom schedule. You can choose from the following

frequency options:

* Run on demand - Sync a data source with your index only when you choose to.

« Hourly - Sync your data source with your index every hour. You can choose which minute the
sync begins.

« Daily - Sync your data source with your index daily. You can choose the sync start time in UTC
format in hours and minutes.

« Weekly - Sync your data source with your index weekly. You can choose the days to sync and the
sync start time in hours and minutes (UTC format).

« Monthly - Sync your data source monthly with your index. You can choose the day of the month
to start the sync and the sync start time in hours and minutes (UTC format).

« Custom - Sync your data source to your index using a cron expression. A cron expression is a
string comprising five or six required fields, separated by white space. Cron expressions represent
a set of times programmed to schedule events. For example, an expression to activate a rule
every day at 12:00pm UTC can look like: (@ 12 * * ? *).Similarly, an expression to activate a
rule every day at 10:15am UTC on the last Friday of each month during the years 2023 to 2025
can look like: (15 10 ? * 6L 2023-2025).

(@ Note

Amazon Q will not sync the data source (even for the first time) until you select Sync now
after you successfully add the data source.
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Field mappings

When you connect Amazon Q Business to your data, your data source connector crawls relevant
metadata or attributes associated with a document. Examples of metadata include date of
creation, document id, and document name. Then, Amazon Q maps the metadata to fields within
your Amazon Q index.

You map data source document attributes to Amazon Q index fields using the Field mappings
feature on the console, or the configuration parameter of the CreateDataSource API
operation. If you use the console, you add field mappings after your data source is created.

All fields and attributes have a size limit of 2048 characters. Fields or attributes longer than this
value are truncated before document ingestion.

For more information, see the following topics:

o Document attributes and types

« Filtering using metadata

Best practices for data source connector configuration in
Amazon Q Business

The following list describes best practices for setting up and configuring your Amazon Q Business
data source connector:

« Each document in an index must be unique. Check that there are no duplicate documents in a
data source, or across any data sources, that you plan to connect to an Amazon Q retriever.

« If you change your authentication type and credentials, you must update your IAM role to access
the correct AWS Secrets Manager secret ID.

« We recommend that you regularly refresh or rotate your credentials and secret. Provide only the
necessary access level for your own security. We don't recommend the re-use of credentials and
secrets across data sources.

» IAM roles used for retrievers can't be used for data sources. If you're unsure if an existing role is
used for a retriever or data source, create a new IAM role to avoid errors.

« If you use AWS KMS keys for the application, ensure that the IAM for your application is given the
permission to describe, encrypt, and decrypt data using this key.
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« For on-premises or server data source connectors, Amazon Q checks if the endpoint information
included in Secrets Manager is the same as the endpoint information specified in your data
source configuration details. This helps protect against the confused deputy problem, which is
a security issue. The problem occurs when a user doesn't have permission to perform an action.
But, by using Amazon Q as a proxy, the user can access the configured secret and perform the
action.

If you change your endpoint information later, you must create a new secret to sync this
information.

» Most data sources use regular expression patterns, which are inclusion or exclusion patterns
referred to as filters.

If you specify an inclusion filter, only content that matches the inclusion filter is indexed. If
you specify an inclusion and exclusion filter, documents that match the exclusion filter aren't
indexed, even if they match the inclusion filter.

Supported connectors

Amazon Q Business supports the following connectors:

e AEM (Cloud)
o AEM (Server)
o Alfresco (Cloud)

o Alfresco (Server)
o Aurora (MySQL)
o Aurora (PostgreSQL)

« Amazon FSx Windows
o Amazon RDS (Microsoft SQL Server)

(

« Amazon RDS (MySQL)
(
(

« Amazon RDS (Oracle)
« Amazon RDS (PostgreSQL)

e Amazon S3

« Amazon Q custom data source connector

« Amazon Q Web Crawler
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Amazon WorkDocs

Box

Confluence (Cloud)

Confluence (Server)

Dropbox

Drupal
GitHub (Cloud)

GitHub (Server)

Gmail
Google Drive
IBM DB2

Jira

Microsoft Exchange

Microsoft OneDrive

Microsoft SharePoint (Cloud)

Microsoft SharePoint Server 2016

Microsoft SharePoint Server 2019

Microsoft SharePoint Server (Subscription Edition)

Microsoft SQL Server

Microsoft Teams

Microsoft Yammer

MySQL
Oracle Database
PostgreSQL

Quip
Salesforce Online

ServiceNow Online
Slack
Zendesk
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Connecting AEM (Cloud) to Amazon Q Business

Adobe Experience Manager (AEM) is a content management system (CMS) that's used for creating
website or mobile app content. You can connect your AEM (Cloud) instance to Amazon Q Business
—using either the AWS Management Console, CLI, or the CreateDataSource APl—and create an
Amazon Q web experience.

Learn more

« For an overview of the Amazon Q web experience creation process, see Configuring an

application.

» For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

o AEM (Cloud) connector overview

» Prerequisites for connecting Amazon Q Business to AEM (Cloud)

« Connecting Amazon Q Business to AEM (Cloud) using the console

« Connecting Amazon Q Business to AEM (Cloud) using APIs

 How Amazon Q Business connector crawls AEM (Cloud) ACLs

« Amazon Q BusinessAEM (Cloud) data source connector field mappings

e |AM role for Amazon QAEM (Cloud) connector

e Known limitations for the Amazon Q BusinessAEM (Cloud) connector

» Troubleshooting your Amazon Q BusinessAEM (Cloud) connector

AEM (Cloud) connector overview

The following table gives an overview of the Amazon Q Business AEM (Cloud) connector and its
supported features.

Category Feature Support

Security Authentication type Basic, OAuth 2.0 with Client Credentials Flow
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Category Feature

Authentication credentials

Access Control List (ACL)
crawling

Identity crawling

VPC

Crawl Custom metadata
features

Support
Basic

o AEM (Cloud) host URL
+ Username of AEM user

« Password of AEM user

OAuth 2.0 with Client Credentials Flow

o AEM (Cloud) host URL
« ClientID

« Client secret

o Private key

» Organization ID

« Technical Account ID

« Adobe Identity Management System (IMS)
host

/A Important

Admin privileges required.

Yes. For more information, see ACL crawling.

Yes
Yes

Yes
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Category Feature Support
Entities Yes. The following entities are supported:

« Pages

o Assets

Field mappings Yes. Supports both default and custom field

mappings. For more information, see Field

mappings.

Filters Yes. The following filters are supported:

 Include/exclude by asset name

Include/exclude by asset type

Include/exclude by asset path

Include/exclude by page name

Include/exclude by page path

Sync mode Supports full and incremental sync.
File types Supports all files supported by Amazon Q.

Prerequisites for connecting Amazon Q Business to AEM (Cloud)
Before you begin, make sure that you have completed the following prerequisites.

In AEM, make sure you have:

» Access to an account with administrative permissions, or are an admin user.
» Copied your AEM (Cloud) host URL.
» Noted your basic authentication credentials of admin username and password.
 (Optional) Added the following OAuth scopes if you're using OAuth 2.0 authentication:
» Profile — Needed to get user and groups related data, like email ID and username.
» Replicate — Needed to get data and metadata from Assets and Pages (not including user data).

« Optional: Generated OAuth 2.0 credentials in AEM (Cloud) as an admin user. The credentials
include client ID, client secret, private key, organization ID, technical account ID, and Adobe
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Identity Management System (IMS) host. For more information about how to generate these
credentials for AEM (Cloud), see AEM (Cloud) documentation.

In your AWS account, make sure you have:

« Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

» Stored your AEM (Cloud) authentication credentials in an AWS Secrets Manager secret and, if
using the Amazon Q API, noted the ARN of the secret.

(® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to AEM (Cloud) using the console

The following procedure outlines how to connect Amazon Q Business to AEM (Cloud) using the
AWS Management Console.

Connecting Amazon Q to AEM (Cloud)

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

Complete the steps for selecting an Amazon Q retriever.

4. Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
5. Then, on the AEM (Cloud) page, enter the following information:

6. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.
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7.

10.

11.

12.

13.

Source — Choose AEM as a Cloud Service.

o AEM host URL - Enter your AEM host URL. If you use AEM as a Cloud Service, you can use
the author URL. For example: https://author-xxxxx-xxxxxx-adobeaemcloud. com.

Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

Authentication — Choose between Basic authentication and OAuth 2.0 authentication and
then enter the following information for your AWS Secrets Manager secret.

a. Basic authentication — Enter a name for the secret, your AEM site admin username, and
admin password.

b. OAuth 2.0 authentication — Enter a name for the secret, your client ID, client secret,
private key, organization ID, technical account ID, and Adobe IMS host.

Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

Identity crawler - Amazon Q crawls identity information from your data source by default
to ensure responses are generated only from documents end users have access to. For more
information, see Identity crawler.

IAM role — Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

In Sync scope, enter the following information:

a. Sync content types — Choose whether to crawl only Pages or Assets, or both.
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14.

15.

16.

17.

b. For Maximum single file size — Specify the file size limit in MBs that Amazon Q will crawl.
Amazon Q will crawl only the files within the size limit you define. The default file size is
50MB. The maximum file size should be greater than OMB and less than or equal to 50MB.

c. Additional configuration - optional - Configure the following settings:

» Page components — The specific names of page components. The Page Component is
an extensible page component designed to work with the Adobe AEM template editor
and allows page header and footer and structure components to be assembled with the
template editor.

« Content fragment variations — The specific names of content fragment variations.
Content Fragments allow you to design, create, curate, and publish page-independent
content in Adobe AEM. They allow you to prepare content ready for use in multiple
locations and over multiple channels.

» Root paths - The root paths to specific content.

» Regex patterns — The regular expression patterns to include or exclude certain pages
and assets.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

 Full sync - Sync all content regardless of the previous sync status.

» New or modified content sync — Sync only new and modified documents.

» New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings — A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.
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b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

18. To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

19. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

(@ Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to AEM (Cloud) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

For an example of the API request, see CreateDataSource in the Amazon Q APl Reference.

AEM JSON schema

The following is the AEM JSON schema:
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"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {

"repositoryEndpointMetadata":

"type": "object",
"properties": {

"aemUrl": {

"type": "string",
"pattern": "https:.*"

1,

"authType": {
"type": "string",
"enum": [

"Basic",
"OAuth2"
]

.

"deploymentType": {
"type": "string",
"enum": [

"CLOUD",
"ON_PREMISE"

}

.

"required": [
"aemUrl",
"authType",
"deploymentType"

}
1,
"required": [
"repositoryEndpointMetadata"
]
1,
"repositoryConfigurations": {
"type": "object",
"properties": {
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"page": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{

"type": "object",

"properties": {
"indexFieldName": {

"type": "string"
I
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"STRING_LIST",
"DATE",
"LONG"
]
},
"dataSourceFieldName": {
"type": "string"
I
"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'z"'"
}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

]
}
]
}
I
"required": [
"fieldMappings"
]
I
"asset": {

"type": "object",
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"properties": {
"fieldMappings": {
"type": "array",
"items": [
{

"type": "object",

"properties": {
"indexFieldName": {

"type": "string"
I
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"STRING_LIST",
"DATE",
"LONG"
]
},
"dataSourceFieldName": {
"type": "string"
I
"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'z"'"
}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

]
}
]

}
I
"required": [

"fieldMappings"
]

}
}
I

"additionalProperties": {
"type": "object",
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"properties": {
"isCrawlAcl": {
"type": "boolean"
.
"fieldForUserId": {
"type": "string"
},
"timeZoneId": {
"type": "string",
"enum": [
"Africa/Abidjan",
"Africa/Accra",
"Africa/Addis_Ababa",
"Africa/Algiers",
"Africa/Asmara",
"Africa/Asmera",
"Africa/Bamako",
"Africa/Bangui',
"Africa/Banjul",
"Africa/Bissau",
"Africa/Blantyre",
"Africa/Brazzaville",
"Africa/Bujumbura",
"Africa/Cairo",
"Africa/Casablanca",
"Africa/Ceuta",
"Africa/Conakzry",
"Africa/Dakar",
"Africa/Dar_es_Salaam",
"Africa/Djibouti",
"Africa/Douala",
"Africa/E1_Aaiun",
"Africa/Freetown",
"Africa/Gaborone",
"Africa/Harare",
"Africa/Johannesburg",
"Africa/Juba",
"Africa/Kampala",
"Africa/Khartoum",
"Africa/Kigali",
"Africa/Kinshasa",
"Africa/Lagos",
"Africa/Libreville",
"Africa/Lome",
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"Africa/Luanda",
"Africa/Lubumbashi",
"Africa/Lusaka",
"Africa/Malabo",
"Africa/Maputo",
"Africa/Maseru",
"Africa/Mbabane",
"Africa/Mogadishu",
"Africa/Monrovia",
"Africa/Nairobi",
"Africa/Ndjamena",
"Africa/Niamey",
"Africa/Nouakchott",
"Africa/Ouagadougou",
"Africa/Porto-Novo",
"Africa/Sao_Tome",
"Africa/Timbuktu",
"Africa/Tripoli",
"Africa/Tunis",
"Africa/Windhoek",
"America/Adak",
"America/Anchorage",
"America/Anguilla",
"America/Antigua",
"America/Araguaina",
"America/Argentina/Buenos_Aires",
"America/Argentina/Catamarca",
"America/Argentina/ComodRivadavia",
"America/Argentina/Cordoba",
"America/Argentina/Jujuy",
"America/Argentina/La_Rioja",
"America/Argentina/Mendoza",
"America/Argentina/Rio_Gallegos",
"America/Argentina/Salta",
"America/Argentina/San_Juan",
"America/Argentina/San_Luis",
"America/Argentina/Tucuman",
"America/Argentina/Ushuaia",
"America/Aruba",
"America/Asuncion",
"America/Atikokan",
"America/Atka",
"America/Bahia",
"America/Bahia_Banderas",
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"America/Barbados",
"America/Belem",
"America/Belize",
"America/Blanc-Sablon",
"America/Boa_Vista",
"America/Bogota",
"America/Boise",
"America/Buenos_Aires",
"America/Cambridge_Bay",
"America/Campo_Grande",
"America/Cancun",
"America/Caracas",
"America/Catamarca",
"America/Cayenne",
"America/Cayman",
"America/Chicago",
"America/Chihuahua",
"America/Ciudad_Juarez",
"America/Coral_Harbour",
"America/Cordoba",
"America/Costa_Rica",
"America/Creston",
"America/Cuiaba",
"America/Curacao",
"America/Danmarkshavn",
"America/Dawson",
"America/Dawson_Creek",
"America/Denver",
"America/Detroit",
"America/Dominica",
"America/Edmonton",
"America/Eirunepe",
"America/El_Salvador",
"America/Ensenada",
"America/Fort_Nelson",
"America/Fort_Wayne",
"America/Fortaleza",
"America/Glace_Bay",
"America/Godthab",
"America/Goose_Bay",
"America/Grand_Turk",
"America/Grenada",
"America/Guadeloupe",
"America/Guatemala",
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"America/Guayaquil",
"America/Guyana",
"America/Halifax",
"America/Havana",
"America/Hermosillo",
"America/Indiana/Indianapolis",
"America/Indiana/Knox",
"America/Indiana/Marengo",
"America/Indiana/Petersburg",
"America/Indiana/Tell_City",
"America/Indiana/Vevay",
"America/Indiana/Vincennes",
"America/Indiana/Winamac",
"America/Indianapolis",
"America/Inuvik",
"America/Iqgaluit",
"America/Jamaica",
"America/Jujuy",
"America/Juneau",
"America/Kentucky/Louisville",
"America/Kentucky/Monticello",
"America/Knox_IN",
"America/Kralendijk",
"America/La_Paz",
"America/Lima",
"America/Los_Angeles",
"America/Louisville",
"America/Lower_Princes",
"America/Maceio",
"America/Managua",
"America/Manaus",
"America/Marigot",
"America/Martinique",
"America/Matamoros",
"America/Mazatlan",
"America/Mendoza",
"America/Menominee",
"America/Merida",
"America/Metlakatla",
"America/Mexico_City",
"America/Miquelon",
"America/Moncton",
"America/Monterrey",
"America/Montevideo",
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"America/Montreal"”,
"America/Montserrat",
"America/Nassau",
"America/New_York",
"America/Nipigon",
"America/Nome",
"America/Noronha",

"America/North_Dakota/Beulah",
"America/North_Dakota/Center",
"America/North_Dakota/New_Salem"

"America/Nuuk",
"America/0Ojinaga",
"America/Panama",
"America/Pangnirtung",
"America/Paramaribo",
"America/Phoenix",

"America/Port-au-Prince",

"America/Port_of_Spain",
"America/Porto_Acre",
"America/Porto_Velho",
"America/Puerto_Rico",
"America/Punta_Arenas",
"America/Rainy_River",
"America/Rankin_Inlet",
"America/Recife",
"America/Regina",
"America/Resolute",
"America/Rio_Branco",
"America/Rosario",
"America/Santa_Isabel",
"America/Santarem",
"America/Santiago",
"America/Santo_Domingo",
"America/Sao_Paulo",
"America/Scoresbysund",
"America/Shiprock",
"America/Sitka",
"America/St_Barthelemy",
"America/St_Johns",
"America/St_Kitts",
"America/St_Lucia",
"America/St_Thomas",
"America/St_Vincent",
"America/Swift_Current",
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"America/Tegucigalpa",
"America/Thule",
"America/Thunder_Bay",
"America/Tijuana",
"America/Toronto",
"America/Tortola",
"America/Vancouver",
"America/Virgin",
"America/Whitehorse",
"America/Winnipeg",
"America/Yakutat",
"America/Yellowknife",
"Antarctica/Casey",
"Antarctica/Davis",
"Antarctica/DumontDUrville",
"Antarctica/Macquarie",
"Antarctica/Mawson",
"Antarctica/McMurdo",
"Antarctica/Palmer",
"Antarctica/Rothera",
"Antarctica/South_Pole",
"Antarctica/Syowa",
"Antarctica/Troll",
"Antarctica/Vostok",
"Arctic/Longyearbyen",
"Asia/Aden",
"Asia/Almaty",
"Asia/Amman",
"Asia/Anadyr",
"Asia/Aqgtau",
"Asia/Agtobe",
"Asia/Ashgabat",
"Asia/Ashkhabad",
"Asia/Atyrau",
"Asia/Baghdad",
"Asia/Bahrain",
"Asia/Baku",
"Asia/Bangkok",
"Asia/Barnaul",
"Asia/Beirut",
"Asia/Bishkek",
"Asia/Brunei",
"Asia/Calcutta",
"Asia/Chita",
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"Asia/Choibalsan",
"Asia/Chongqing",
"Asia/Chungking",
"Asia/Colombo",
"Asia/Dacca",
"Asia/Damascus",
"Asia/Dhaka",
"Asia/Dili",
"Asia/Dubai",
"Asia/Dushanbe",
"Asia/Famagusta",
"Asia/Gaza",
"Asia/Harbin",
"Asia/Hebron",
"Asia/Ho_Chi_Minh",
"Asia/Hong_Kong",
"Asia/Hovd",
"Asia/Irkutsk",
"Asia/Istanbul",
"Asia/Jakarta",
"Asia/Jayapura",
"Asia/Jerusalem",
"Asia/Kabul",
"Asia/Kamchatka",
"Asia/Karachi",
"Asia/Kashgar",
"Asia/Kathmandu",
"Asia/Katmandu",
"Asia/Khandyga",
"Asia/Kolkata",
"Asia/Krasnoyarsk",
"Asia/Kuala_Lumpur",
"Asia/Kuching",
"Asia/Kuwait",
"Asia/Macao",
"Asia/Macau",
"Asia/Magadan",
"Asia/Makassar",
"Asia/Manila",
"Asia/Muscat",
"Asia/Nicosia",
"Asia/Novokuznetsk",
"Asia/Novosibirsk",
"Asia/Omsk",
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"Asia/Oral",
"Asia/Phnom_Penh",
"Asia/Pontianak",
"Asia/Pyongyang",
"Asia/Qatar",
"Asia/Qostanay",
"Asia/Qyzylorda",
"Asia/Rangoon",
"Asia/Riyadh",
"Asia/Saigon",
"Asia/Sakhalin",
"Asia/Samarkand",
"Asia/Seoul",
"Asia/Shanghai",
"Asia/Singapore",
"Asia/Srednekolymsk",
"Asia/Taipei",
"Asia/Tashkent",
"Asia/Tbilisi",
"Asia/Tehran",
"Asia/Tel_Aviv",
"Asia/Thimbu",
"Asia/Thimphu",
"Asia/Tokyo",
"Asia/Tomsk",
"Asia/Ujung_Pandang",
"Asia/Ulaanbaatar",
"Asia/Ulan_Bator",
"Asia/Urumgi",
"Asia/Ust-Nera",
"Asia/Vientiane",
"Asia/Vladivostok",
"Asia/Yakutsk",
"Asia/Yangon",
"Asia/Yekaterinburg",
"Asia/Yerevan",
"Atlantic/Azores",
"Atlantic/Bermuda",
"Atlantic/Canary",
"Atlantic/Cape_Verde",
"Atlantic/Faeroe",
"Atlantic/Faroe",
"Atlantic/Jan_Mayen",
"Atlantic/Madeira",
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"Atlantic/Reykjavik",

"Atlantic/South_Georgia",

"Atlantic/St_Helena",
"Atlantic/Stanley",
"Australia/ACT",
"Australia/Adelaide",
"Australia/Brisbane",

"Australia/Broken_Hill",

"Australia/Canberra",
"Australia/Currie",
"Australia/Darwin",
"Australia/Eucla",
"Australia/Hobart",
"Australia/LHI",
"Australia/Lindeman",
"Australia/Lord_Howe",
"Australia/Melbourne",
"Australia/NSw",
"Australia/North",
"Australia/Perth",
"Australia/Queensland",
"Australia/South",
"Australia/Sydney",
"Australia/Tasmania",
"Australia/Victoria",
"Australia/West",
"Australia/Yancowinna",
"Brazil/Acre",
"Brazil/DeNoronha",
"Brazil/East",
"Brazil/West",

"CET",

"CSTeCDT",
"Canada/Atlantic",
"Canada/Central",
"Canada/Eastern",
"Canada/Mountain",
"Canada/Newfoundland",
"Canada/Pacific",
"Canada/Saskatchewan",
"Canada/Yukon",
"Chile/Continental",
"Chile/EasterIsland",
"Cuba",
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"EET",
"ESTS5EDT",
"Egypt",
"Eire",
"Etc/GMT",
"Etc/GMT+0Q",
"Etc/GMT+1",
"Etc/GMT+10",
"Etc/GMT+11",
"Etc/GMT+12",
"Etc/GMT+2",
"Etc/GMT+3",
"Etc/GMT+4",
"Etc/GMT+5",
"Etc/GMT+6",
"Etc/GMT+7",
"Etc/GMT+8",
"Etc/GMT+9",
"Etc/GMT-0",
"Etc/GMT-1",
"Etc/GMT-10",
"Etc/GMT-11",
"Etc/GMT-12",
"Etc/GMT-13",
"Etc/GMT-14",
"Etc/GMT-2",
"Etc/GMT-3",
"Etc/GMT-4",
"Etc/GMT-5",
"Etc/GMT-6",
"Etc/GMT-7",
"Etc/GMT-8",
"Etc/GMT-9",
"Etc/GMTQ",
"Etc/Greenwich",
"Etc/UCT",
"Etc/UTC",
"Etc/Universal",
"Etc/Zulu",

"Europe/Amsterdam",

"Europe/Andorra",

"Europe/Astrakhan",

"Europe/Athens",
"Europe/Belfast",
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"Europe/Belgrade",
"Europe/Berlin",
"Europe/Bratislava",
"Europe/Brussels",
"Europe/Bucharest",
"Europe/Budapest",
"Europe/Busingen",
"Europe/Chisinau",
"Europe/Copenhagen",
"Europe/Dublin",
"Europe/Gibraltar",
"Europe/Guernsey",
"Europe/Helsinki",

"Europe/Isle_of_Man",

"Europe/Istanbul",
"Europe/Jersey",

"Europe/Kaliningrad",

"Europe/Kiev",
"Europe/Kirov",
"Europe/Kyiv",
"Europe/Lisbon",
"Europe/Ljubljana",
"Europe/London",
"Europe/Luxembourg",
"Europe/Madrid",
"Europe/Malta",
"Europe/Mariehamn",
"Europe/Minsk",
"Europe/Monaco",
"Europe/Moscow",
"Europe/Nicosia",
"Europe/0Oslo",
"Europe/Paris",
"Europe/Podgorica",
"Europe/Prague",
"Europe/Riga",
"Europe/Rome",
"Europe/Samara",
"Europe/San_Marino",
"Europe/Sarajevo",
"Europe/Saratov",
"Europe/Simferopol",
"Europe/Skopje",
"Europe/Sofia",
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"Europe/Stockholm",
"Europe/Tallinn",
"Europe/Tirane",
"Europe/Tiraspol",
"Europe/Ulyanovsk",
"Europe/Uzhgorod",
"Europe/Vaduz",
"Europe/Vatican",
"Europe/Vienna",
"Europe/Vilnius",
"Europe/Volgograd",
"Europe/Warsaw",
"Europe/Zagreb",
"Europe/Zaporozhye",
"Europe/Zurich",
"GB",

"GB-Eire",

"GMT",

"GMTQ",
"Greenwich",
"Hongkong",
"Iceland",

"Indian/Antananarivo",

"Indian/Chagos",
"Indian/Christmas",
"Indian/Cocos",
"Indian/Comoro",
"Indian/Kerguelen",
"Indian/Mahe",
"Indian/Maldives",
"Indian/Mauritius",
"Indian/Mayotte",
"Indian/Reunion",
"Tran",

"Israel",
"Jamaica",

"Japan",
"Kwajalein",
"Libya",

"MET",

"MST7MDT",
"Mexico/BajaNorte",
"Mexico/BajaSur",
"Mexico/General",
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"NZ",

"NZ-CHAT",

"Navajo",

"PRC",

"PST8PDT",
"Pacific/Apia",
"Pacific/Auckland",
"Pacific/Bougainville",
"Pacific/Chatham",
"Pacific/Chuuk",
"Pacific/Easter",
"Pacific/Efate",
"Pacific/Enderbury",
"Pacific/Fakaofo",
"Pacific/Fiji",
"Pacific/Funafuti",
"Pacific/Galapagos",
"Pacific/Gambier",
"Pacific/Guadalcanal",
"Pacific/Guam",
"Pacific/Honolulu",
"Pacific/Johnston",
"Pacific/Kanton",
"Pacific/Kiritimati",
"Pacific/Kosrae",
"Pacific/Kwajalein",
"Pacific/Majuro",
"Pacific/Marquesas",
"Pacific/Midway",
"Pacific/Nauru",
"Pacific/Niue",
"Pacific/Norfolk",
"Pacific/Noumea",
"Pacific/Pago_Pago",
"Pacific/Palau",
"Pacific/Pitcairn",
"Pacific/Pohnpei",
"Pacific/Ponape",
"Pacific/Port_Moresby",
"Pacific/Rarotonga",
"Pacific/Saipan",
"Pacific/Samoa",
"Pacific/Tahiti",
"Pacific/Tarawa",
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"Pacific/Tongatapu",
"Pacific/Truk",
"Pacific/Wake",
"Pacific/Wallis",
"Pacific/Yap",
"Poland",
"Portugal",

"ROK",
"Singapore",
"SystemV/AST4",
"SystemV/AST4ADT",
"SystemV/CST6",
"SystemV/CST6CDT",
"SystemV/EST5",
"SystemV/EST5EDT",
"SystemV/HST10",
"SystemV/MST7",
"SystemV/MST7MDT",
"SystemV/PST8",
"SystemV/PST8PDT",
"SystemV/YST9",
"SystemV/YSTOYDT",
"Turkey",

"UCT",
"US/Alaska",
"US/Aleutian",
"US/Arizona",
"US/Central",
"US/East-Indiana",
"US/Eastern",
"US/Hawaii",
"US/Indiana-Starke",
"US/Michigan",
"US/Mountain",
"US/Pacific",
"US/Samoa",

"uTtc",
"Universal",
"W-SU",

"WET",

"Zulu",

"EST",

"HST",

"MST",
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"ACT",
"AET",
"AGT",
"ART",
"AST",
"BET",
"BST",
"CAT",
"CNT",
"CST",
"CTT",
"EAT",
"ECT",
"IET",
"IST",
"JsT",
"MIT",
"NET",
"NST",
"PLT",
"PNT",
"PRT",
"PST",
"SST",
"VST"

]

},
"pageRootPaths": {

"type": "array",

"items": {
"type": "string"

}

iy
"assetRootPaths": {

"type": "array",
"items": {
"type": "string"
}
3,

"crawlAssets": {
"type": "boolean"

I

"crawlPages": {
"type": "boolean"
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}I

"pagePathInclusionPatterns":
Iltypell: Ilarrayll’
"items": {
"type": "string"
}
},

"pagePathExclusionPatterns":
"type": "array",
"items": {
"type": "string"
}
},
"pageNameInclusionPatterns":
"type": "array",
"items": {
"type": "string"
}
},
"pageNameExclusionPatterns":
"type": "array",
"items": {
"type": "string"
}
},

"assetPathInclusionPatterns™:

"type": "array",
"items": {
"type": "string"
}
},

"assetPathExclusionPatterns":

"type": "array",
"items": {
"type": "string"
}
},

"assetTypeInclusionPatterns":

"type": "array",
"items": {
"type": "string"
}
},

"assetTypeExclusionPatterns":
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"type": "array",
"items": {
"type": "string"
}
},

"assetNameInclusionPatterns": {

"type": "array",
"items": {
"type": "string"
}
},

"assetNameExclusionPatterns": {

"type": "array",
"items": {

"type": "string"
}

},

"pageComponents": {
"type": "array",
"items": {

"type": "object"
}
},

"contentFragmentVariations": {

"type": "array",
"items": {
"type": "object"
}
},

"cugExemptedPrincipals": {

"type": "array",
"items": {
"type": "string"
}
},

"maxFileSizeInMegaBytes":

"type": "string"
}
},
"required": []
},
"type": {
"type": "string",
"pattern": "AEM"

AEM (Cloud)

166



Amazon Q Business

User Guide

}I

"enableIdentityCrawler": {

"type": "boolean"
.
"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL",
"CHANGE_LOG"

]

.

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}

.
"version": {

"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
I

"required": [
"connectionConfiguration",

"repositoryConfigurations",

"syncMode",
"additionalProperties",
"secretArn",

Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

Description

for the data source.

Configuration information for the endpoint
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Configuration
repositoryEndpointMetadata

aemUrl

authType

deploymentType

repositoryConfigurations

« page

e asset

additionalProperties

Description
The endpoint information for the data source.

The Adobe Experience Manager host URL.
For example, if you use AEM On-Premise, you
include the hostname and port: http://ho
stname:port. Or, if you use AEM as a Cloud
Service, you can use the author URL: https://a
uthor-xxxxxx-xxxxxxx.adobeaemcloud.com.

The type of authentication you use, whether
Basic or OAuth2.

The type of Adobe Experience Manager that
you use, either CLOUD or ON-PREMISE .

Configuration information for the content
of the data source. For example, configuring
specific types of content and field mappings.

A list of objects that map the attributes

or field names of your Adobe Experience
Manager pages and assets to Amazon Q index
field names.

Additional configuration options for your
content in your data source.
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Configuration Description

isCrawlAcl Specify true to crawl access control informati
on from documents.

(® Note

Amazon Q Business crawls ACL
information to ensure responses are
generated only from documents your
end users have access to by default.
See Authorization for more details.

fieldForUserlId Specify field to use for UserId for ACL
crawling.
timeZoneld If you use AEM On-Premise and the time zone

of your server is different than the time zone
of the Amazon Q AEM connector or index, you
can specify the server time zone to align with
the AEM connector or index.

The default time zone for AEM On-Premis

e is the time zone of the Amazon Q AEM
connector or index. The default time zone for
AEM as a Cloud Service is Greenwich Mean

Time.
» pageRootPaths A list of root paths for pages and assets. For
« assetRootPaths example, the root path for a page could be

/content/sub and the root path for an asset
could be /content/sub/asset1.

crawlAssets Specify true to crawl assets.

crawlPages Specify true to crawl pages.
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Configuration

o pagePathInclusionPatterns
» pageNameInclusionPatterns
« assetPathInclusionPatterns
o assetTypelnclusionPatterns

e« assetNameInclusionPatterns

o pagePathExclusionPatterns
» pageNameExclusionPatterns
« assetPathExclusionPatterns
o assetTypelnclusionPatterns

e« assetNameInclusionPatterns

pageComponents

contentFragmentVariations

maxFileSizeInMegaBytes

Description

A list of regular expression patterns to include
certain pages and assets in your Adobe
Experience Manager data source. Pages and
assets that match the patterns are included in
the index. Pages and assets that don't match
the patterns are excluded from the index. If a
page or asset matches both an inclusion and
exclusion pattern, the exclusion pattern takes
precedence, and the content isn't included in
the index.

A list of regular expression patterns to exclude
certain pages and assets in your Adobe
Experience Manager data source. Pages and
assets that match the patterns are excluded
from the index. Pages and assets that don't
match the patterns are included in the index.
If a page or asset matches both an inclusion
and exclusion pattern, the exclusion pattern
takes precedence, and the content isn't
included in the index.

A list of names for the specific page
components that you want to index.

A list of names for the specific saved variation
s of Adobe Experience Manager Content
Fragments that you want to index.

Specify the maximum single file size limit in
MBs that Amazon Q will crawl. Amazon Q

will crawl only the files within the size limit
you define. The default file size is 50MB. The
maximum file size should be greater than OMB
and less than or equal to 50MB.
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Configuration

type

enableIdentityCrawler

syncMode

Description

The type of data source. Specify AEM as your

data source type.

Specify true to use the Amazon Q identity
crawler to sync identity/principal informati

on on users and groups with access to specific

documents.

(® Note

Amazon Q Business crawls identity
information from your data source to
ensure responses are generated only

from documents end users have access

to by default. For more information,
see ldentity crawler.

Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose between the following options:

o Use FORCED_FULL_CRAWL to freshly
re-crawl all content and replace existing
content each time your data source syncs
with your index.

o Use FULL_CRAWL to incrementally crawl
only new, modified, and deleted content

each time your data source syncs with your

index.

o Use CHANGE_LOG to incrementally crawl
only new and modified content each time
your data source syncs with your index.
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Configuration

secretArn

Description

The Amazon Resource Name (ARN) of an AWS
Secrets Manager secret that contains the key-
value pairs required to connect to your Adobe
Experience Manager. The secret must contain a
JSON structure with the following keys:

If using basic authentication for either AEM
On-Premise or Cloud:

"aemUrl": "Adobe Experience
Manager On-Premise host URL ",

"username": " user name with admin
permissions ",

"password": " password with admin

permissions

}

If using OAuth 2.0 authentication for AEM On-
Premise:

{
"aemUrl": "Adobe Experience
Manager host URL",
"clientId": " client ID",
"clientSecret": " client secret",
"privateKey": " private key"
}

If using OAuth 2.0 authentication for AEM as a
Cloud Service:

{
"clientId": " client ID",
"clientSecret": " client secret",
"privateKey": " private key",

"orgId": "organization ID ",
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Configuration Description
"technicalAccountId": " technical
account ID",
"imsHost": " Adobe Identity
Management System (IMS) host "
}
version The version of this template that's currently
supported.

How Amazon Q Business connector crawls AEM (Cloud) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business
applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying
and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect an AEM (Cloud) data source to Amazon Q Business, Amazon Q Business

crawls ACL information attached to a document (user and group information) from your AEM
(Cloud) instance. If you choose to activate ACL crawling, the information can be used to filter chat
responses to your end user's document access level.

The group and user IDs are mapped as follows:

e _group_ids - Group IDs exist in Adobe Experience Manager content where there are set access
permissions. They're mapped from the names of the groups in AEM.

« _user_id - User IDs exist in Adobe Experience Manager content where there are set access
permissions. They're mapped from the user emails as the IDs in AEM.

For more information, see:
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« Authorization

« Identity crawler

» Understanding User Store

Amazon Q BusinessAEM (Cloud) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q Business
enables you to map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q Adobe Experience Manager (AEM) connector supports the following entities and the
associated reserved and custom attributes.
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/A Important

If map any AEM (Cloud) field to Amazon Q document title and document body fields,

Amazon Q will generated responses from data in the document title and body.

/A Important

If map any AEM (Cloud) field to Amazon Q document title and document body fields,

Amazon Q will generated responses from data in the document title and body.

Supported entities and field mappings

» Pages

e Assets

Pages

Amazon Q supports crawling AEM Pages and offers the following page field mappings.

Adobe Experience
Manager (AEM) field
name

aem_page_source_uri
aem_page_createdBy
aem_page_template
aem_entity_type
aem_page_createdAt

aem_page_lastModif
ied

Index field name

_source_uri
_authors
aem_page_template
_category
_created_at

_last_updated_at

Description

Default
Default
Custom
Default
Default

Default

Data type

String
String list
String
String
Date

Date
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Adobe Experience Index field name Description Data type
Manager (AEM) field
name
aem_page_lastRepli aem_page_publisher Custom String
catedBy
aem_page_lastRepli aem_page_published  Custom Date
catedAt At

Assets

Amazon Q supports crawling AEM Assets and offers the following asset field mappings.

Adobe Experience
Manager (AEM) field
name

aem_page_source_uri
aem_page_createdBy
aem_entity_type

aem_page_createdAt

aem_page_lastModif
ied
aem_page_lastRepli

catedBy

aem_page_lastRepli
catedAt

Index field name

_source_uri
_authors
_category
_created_at

_last_updated_at

aem_page_publisher

aem_page_published
At

Description

Default
Default
Default
Default

Default

Custom

Custom

Data type

String
String list
String
Date

Date

String

Date
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IAM role for Amazon QAEM (Cloud) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

 (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToGetSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

]

"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,

"Resource": [
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"arn:aws:kms:{{region}}:{{account_id}}:key/[[key_id]]"
1,
"Condition": {
"StringLike": {
"kms:ViaService": [
"secretsmanager. *.amazonaws.com"

]
}
}
.
{

"Sid": "AllowsAmazonQToIngestDocuments",

"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,

"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/

{{application_id}}/index/{{index_id}}"
.
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/

index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/
index/{{index_id}}/data-source/*"

]

.

{
"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
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"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/[[security_group]]"

"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringLike": {

"aws:RequestTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

iy
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"

1,
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"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

}I

"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [

"ec2:DescribeNetworkInterfaces",
ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
ec2:DescribeVpcs",

"ec2:DescribeRegions",
ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"

]I

"Resource": "*"

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"
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For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAEM (Cloud) connector

The Amazon Q Business AEM (Cloud) connector has the following known limitations:

» Deleted site pages can't be tracked when you use Change log sync or Sync only new, modified,
or deleted document sync.

Troubleshooting your Amazon Q BusinessAEM (Cloud) connector

The following table provides information about error codes you may see for the Adobe Experience
Manager (AEM) connector and suggested troubleshooting actions.

Error code Error message Suggested resolution

AEM-5001 Error while getting Check whether provided username
Administrators group. and password are correct or not. Also
Below are the possible ensure that the provided user is either
reasons for this error: admin or belongs to administrators'’
Provided AEM host group.

URL might be wrong.

Provided username and
password are invalid or
user is non-admin user.

AEM-5002 Error while generating Provide valid OAuth2 credentials.
OAuth2 access token.

AEM-5103 Null/empty AEM host AEM host URL should not be null or
URL. empty.
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Error code

AEM-5104

AEM-5105

AEM-5106

AEM-5107

AEM-5108

AEM-5109

AEM-5110

AEM-5111

AEM-5112

Error message

Error while parsing https

response. Below are the
possible reasons for this
error.

1. Provided AEM host
URL might be wrong,
please cross-check the
AEM host URL.

2. AEM server is down or
not reachable.

Provided authType is
incorrect.

Null/empty AEM
username.

Null/empty AEM
password.

Null/empty client id.

Null/empty client secret.

Null/empty private key.

Null/empty Page Index
field name.

Null/empty Page data
source field name.

Suggested resolution

Provide a valid host URL, or try again
later.

Auth type should be Basic or OAuth2.

Username should not be null or empty
value.

Password should not be null or empty
value.

Client Id should not be null or empty
value.

Client Secret should not be null or
empty value.

Private key should not be null or empty
value.

Page index field should not be null or
empty value

Page data source field should not be
null or empty value.
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Error code

AEM-5113

AEM-5114

AEM-5115

AEM-5116

AEM-5117

AEM-5118

AEM-5119

AEM-5120

AEM-5121

AEM-5122

AEM-5123

Error message

Null/empty asset Index
field name.

Null/empty asset data
source field name.

Null/empty crawl type.

Invalid AEM host URL
format.

Page root paths are
incorrect.

Asset root paths are
incorrect.

Page path inclusion or
exclusion patterns are
incorrect.

Asset path inclusion or
exclusion patterns are
incorrect.

Provided deploymentype
is incorrect.

Provided orgld is
incorrect.

Provided technical
Account Id is incorrect.

Suggested resolution

Asset index field should not be null or
empty value.

Asset data source field should not be
null or empty value.

crawl Type value should be
FULL_CRAWL/CHANG_LOG type.

Check whether provided AEM URL is in
correct format or not e.g. http<s>://
<aem-host>:<port>

Page root paths must be a list of
strings.

Asset root paths must be a list of
strings.

Page name inclusion patterns/
Exclusion must be a list of strings.

Asset name inclusion patterns/
Exclusion must be a list of strings.

Deployment type should be either
CLOUD or ON_PREMISE.

Orgld should not be null or empty
value.

Technical Account Id should not be null
or empty value.
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Error code

AEM-5124

AEM-5125

AEM-5126

AEM-5127

AEM-5128

AEM-5129

AEM-5130

AEM-5131

AEM-5132

AEM-5133

AEM-5134

Error message

Provided imsHost is
incorrect.

Null/Empty deployment
type.

Invalid Timezone Id.

Null/empty asset Index
field type.

Null/empty page Index
field type.

DataSourceFieldNam
e doesn't match with
IndexFieldType.

Protocol used by
provided AEM URL is
not supported by AEM
connector.

AEM password is too
large.

AEM client ID is too
large.

AEM client secret is too
large.

AEM private key is too
large.

Suggested resolution

IMS Host should not be null or empty
value.

Deployment type should be either
CLOUD or ON_PREMISE.

Provide a valid timezone id.

Asset index field should not be null or
empty value.

Page index field should not be null or
empty value.

Provide a valid asset indexFieldType
for the provided asset dataSourc
eFieldName. Or, provide a valid page
indexFieldType for the provided page
dataSourceFieldName.

Only https protocol is supported by
AEM connector. Provide an AEM URL
based on https protocol.

Password should not be greater than
40 characters.

Client ID should not be greater than 40
characters.

Client secret should not be greater
than 40 characters.

Private key should not be greater than
2048 characters.
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Error code

AEM-5135

AEM-5136

AEM-5137

AEM-5138

AEM-5139

AEM-5140

AEM-5141

AEM-5142

AEM-5143

AEM-5144

Error message

AEM client ID contains
invalid characters.

AEM client secret
contains invalid character
S.

AEM private key contains
invalid characters.

AEM IMS host is too
large.

AEM technical account ID
is too large.

AEM org ID is too large.

Page name inclusion or
exclusion patterns are
incorrect.

Asset name inclusion or
exclusion patterns are
incorrect.

Asset type inclusion or
exclusion patterns are
incorrect.

Invalid page root path.
Please provide valid page
root path.

Suggested resolution

Client ID should not contain unprintab
le characters.

Client secret should not contain
unprintable characters.

Private key should not contain
unprintable characters.

IMS host should not be greater than
100 characters.

Technical account id should not be
greater than 100 characters.

Org id should not be greater than 100
characters.

Page name inclusion patterns/
Exclusion must be a list of strings.

Asset name inclusion patterns/
Exclusion must be a list of strings.

Asset type inclusion patterns/Exclusion
must be a list of strings.

Page path should start with /content.
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Error code

AEM-5145

AEM-5146

AEM-5147

AEM-5148

AEM-5149

AEM-5150

AEM-5151

AEM-5152

AEM-5153

AEM-5154

Error message

Invalid asset root path.
Please provide valid
asset root path.

AEM page root paths list
size is too large.

AEM asset root paths list
size is too large.

Asset root paths list size
should not be greater
than 1000.

AEM asset path inclusion
pattern list size is too
large.

AEM asset name
inclusion pattern list size
is too large.

AEM asset name
exclusion pattern list size
is too large.

AEM asset type exclusion
pattern list size is too
large.

AEM asset type inclusion
pattern list size is too
large.

AEM page name
inclusion pattern list size
is too large.

Suggested resolution

Asset path should start with /content/
dam.

Page root paths list size should not be
greater than 1000.

Asset root paths list size should not be
greater than 1000.

Asset path exclusion patterns list size
should not be greater than 1000.

Asset path inclusion patterns list size
should not be greater than 1000.

Asset name inclusion patterns list size
should not be greater than 1000.

Asset name exclusion patterns list size
should not be greater than 1000.

Asset type exclusion patterns list size
should not be greater than 1000.

Asset type inclusion patterns list size
should not be greater than 1000.

Page name inclusion patterns list size
should not be greater than 1000.
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Error code

AEM-5155

AEM-5156

AEM-5157

AEM-5158

AEM-5159

AEM-5160

AEM-5161

AEM-5162

AEM-5163

AEM-5164

Error message

AEM page name
Exclusion pattern list size
is too large.

AEM page path Exclusion
pattern list size is too
large.

AEM page path inclusion
pattern list size is too
large.

AEM page components
list size is too large.

AEM content fragment
variations list size is too
large.

AEM host URL characters
length is too large.

Some of the page
root paths exceed the
character limit.

Some of the asset
root paths exceed the
character limit.

Some of the asset path
exclusion objects exceed
the character limit.

Some of the asset path
inclusion objects exceed
the character limit.

Suggested resolution

Page name exclusion patterns list size
should not be greater than 1000.

Page path exclusion patterns list size
should not be greater than 1000.

Page path inclusion patterns list size
should not be greater than 1000.

Page components list size should not
be greater than 1000.

Content fragment variations list size
should not be greater than 1000.

AEM host URL characters length should
not be greater than 2048 characters.

Page root path characters length
should not be greater than 1000.

Asset root Path characters length
should not be greater than 1000 .

Asset path exclusion characters length
should not be greater than 1000.

Asset path inclusion characters length
should not be greater than 1000.
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Error code

AEM-5165

AEM-5166

AEM-5167

AEM-5168

AEM-5169

AEM-5170

AEM-5171

AEM-5172

AEM-5300

AEM-5301

Error message

Some of the asset name
inclusion objects exceed
the character limit.

Some of the asset name
exclusion objects exceed
the character limit.

Some of the asset type
exclusion objects exceed
the character limit.

Some of the asset type
inclusion objects exceed
the character limit.

Some of the page name
inclusion objects exceed
the character limit.

Some of the page name
exclusion objects exceed
the character limit.

Some of the page path
exclusion objects exceed
the character limit.

Some of the page path
inclusion objects exceed
the character limit.

Error in serializing
change log token.

Error in de-serializing
change log token.

Suggested resolution
Asset name inclusion characters length

should not be greater than 1000.

Asset name exclusion characters length
should not be greater than 1000.

Asset type exclusion characters length
should not be greater than 1000.

Asset type inclusion characters length
should not be greater than 1000.

Page name inclusion characters length
should not be greater than 1000.

Page name exclusion characters length
should not be greater than 1000.

Page path exclusion characters length
should not be greater than 1000.

Page path inclusion characters length
should not be greater than 1000.

Retry sync.

Retry sync.
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Error code

AEM-5401

AEM-5501

AEM-5502

AEM-5503

AEM-5504

AEM-5505

AEM-5506

AEM-5507

AEM-5200

AEM-5506

AEM-5201

Error message

Error occurred while
getting AEM groups.

Could not connect to
host.

AEM URL SSRF check
failed.

AEM host not found.

Error occurred while
executing HTTP request
against given AEM URL.

AEM malformed URL
error.

AEM VPC Configuration
check failed.

Error in creating
document attribute.

Error occurred while
getting pages from AEM
for Full Crawl.

AEM VPC Configuration
check failed.

Error occurred while
getting assets from AEM
for Full Crawl.

Suggested resolution

Retry sync.

Make sure AEM host URL is not a
multicast/local/link-local/loopback
address.

Check whether AEM host is up and
reachable.

Check whether AEM host is up and
reachable.

Provide valid AEM url.

Site local address is restricted.

Only String, String List, Date and
Long formats are supported for field
mappings.

Check whether AEM server is up and
responding to API requests.

Site local address is restricted.

Check whether AEM server is up and
responding to API requests.
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Error code Error message Suggested resolution

AEM-5303 Error occurred while Check whether AEM server is up and
getting pages from AEM responding to API requests.
for Change Log.

AEM-5304 Error occurred while Check whether AEM server is up and
getting assets from AEM responding to API requests.
for Change Log.

Connecting AEM (Server) to Amazon Q Business

Adobe Experience Manager (AEM) is a content management system (CMS) that's used for creating
website or mobile app content. You can connect AEM (Server) instance to Amazon Q Business—
using either the AWS Management Console or the CreateDataSource APl—and create an Amazon Q

web experience.

Learn more

» For an overview of the Amazon Q web experience creation process, see Configuring an
application.

» For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

o AEM (Server) connector overview

» Prerequisites for connecting Amazon Q Business to AEM (Server)

« Connecting Amazon Q Business to AEM (Server) using the console

» Connecting Amazon Q Business to AEM (Server) using APIs

« How Amazon Q Business connector crawls AEM (Server) ACLs

o Amazon Q BusinessAEM (Server) data source connector field mappings

e |AM role for Amazon Q BusinessAEM (Server) connector

« Known limitations for the Amazon Q BusinessAEM (Server) connector
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» Troubleshooting your Amazon Q BusinessAEM (Server) connector

AEM (Server) connector overview

The following table gives an overview of the Amazon Q Business AEM (Server) connector and its
supported features.

Category Feature Support
Security Authentication type Basic, OAuth 2.0 with Client Credentials Flow
Authentication credentials Basic

o AEM (Server) host URL
« Username of AEM user

« Password of AEM user

OAuth 2.0 with Client Credentials Flow

AEM (Server) host URL
Client ID

Client secret

Private key

/A Important

Admin privileges required.

Access Control List (ACL) Yes. For more information, see ACL crawling.
crawling

Identity crawling Yes

VPC Yes
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Category Feature
Crawl Custom metadata
features

Entities

Field mappings

Filters

Sync mode

File types

Support
Yes
Yes. The following entities are supported:

» Pages

o Assets

Yes. Supports both default and custom field
mappings. For more information, see Field

mappings.

Yes. The following filters are supported:

 Include/exclude by asset name
 Include/exclude by asset type
 Include/exclude by asset path
 Include/exclude by page name

 Include/exclude by page path
Supports full and incremental sync.

Supports all files supported by Amazon Q.

Prerequisites for connecting Amazon Q Business to AEM (Server)

Before you begin, make sure that you have completed the following prerequisites.

In AEM, make sure you have:

» Access to an account with administrative permissions, or an admin user.

» Copied your AEM host URL.

« Noted your basic authentication credentials of admin username and password.

 (Optional) Added the following OAuth scopes if you're using OAuth 2.0 authentication:

» Profile - Needed to get user and groups related data, like email ID and username.

» Replicate — Needed to get data and metadata from Assets and Pages (not including user data).
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« Optional: Generated OAuth 2.0 credentials in AEM On-Premise. If you use AEM On-Premise,
the credentials include client ID, client secret, and private key. Adobe Granite OAuth 2.0 server
implementation (com.adobe.granite.oauth.server) provides the support for OAuth 2.0 server
functionalities in AEM.

In your AWS account, make sure you have:
« Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

 Stored your AEM (Server) authentication credentials in an AWS Secrets Manager secret and, if
using the Amazon Q API, noted the ARN of the secret.

® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to AEM (Server) using the console

The following procedure outlines how to connect Amazon Q Business to AEM (Server) using the
AWS Management Console.

Connecting Amazon Q to AEM (Server)

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongqg/business/.

2. Complete the steps to create your Amazon Q application.

3. Complete the steps for selecting an Amazon Q retriever.

4. Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.

5. Then, on the AEM (Server) page, enter the following information:
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6.

10.

11.

12.

Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

Source — Choose AEM (Server) .

a. AEM host URL - Enter your AEM host URL. If you use AEM On-Premise, you include the
hostname and port. For example: https://hostname:port.

b. SSL certificate location — Enter the path to the SSL certificate stored in an Amazon S3
bucket. You use this to connect to AEM On-Premise with a secure SSL connection.

Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more

details.

Authentication — Choose between Basic authentication and OAuth 2.0 authentication and
then enter the following information for your AWS Secrets Manager secret.

a. Basic authentication — Enter the name for your secret, your AEM site admin username,
and admin password.

b. OAuth 2.0 authentication — Enter enter a name for the secret, your client ID, client secret,
and private key.

Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

Identity crawler - Amazon Q crawls identity information from your data source by default
to ensure responses are generated only from documents end users have access to. For more
information, see Identity crawler.

IAM role — Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.
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13.

14.

15.

16.

17.

In Sync scope, enter the following information:

a. Sync content types — Choose whether to crawl only Pages or Assets, or both.

b. For Maximum single file size — Specify the file size limit in MBs that Amazon Q will crawl.
Amazon Q will crawl only the files within the size limit you define. The default file size is
50MB. The maximum file size should be greater than OMB and less than or equal to 50MB.

c. Additional configuration - optional - Configure the following settings:
» Page components — The specific names of page components. The Page Component is
an extensible page component designed to work with the Adobe AEM template editor

and allows page header and footer and structure components to be assembled with the
template editor.

« Content fragment variations — The specific names of content fragment variations.
Content Fragments allow you to design, create, curate and publish page-independent
content in Adobe AEM. They allow you to prepare content ready for use in multiple
locations and over multiple channels.

» Root paths - The root paths to specific content.

» Regex patterns — The regular expression patterns to include or exclude certain pages
and assets.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

« New or modified content sync — Sync only new and modified documents.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings — A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:
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a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

18. To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

19. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to AEM (Server) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

For an example of the API request, see CreateDataSource in the Amazon Q API Reference.
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AEM JSON schema

The following is the AEM JSON schema:

"$schema": "http://json-schema.org/draft-04/schema#",
"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"aemUrl": {
"type": "string",
"pattern": "https:.*"
},
"authType": {
"type": "string",
"enum": [
"Basic",
"OAuth2"
]
I
"deploymentType": {
"type": "string",
"enum": [
"CcLoub",
"ON_PREMISE"

}

I

"required": [
"aemUrl",
"authType",
"deploymentType"

}
1,
"required": [
"repositoryEndpointMetadata"
]
1,
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"repositoryConfigurations": {
"type": "object",
"properties": {
"page": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
},
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"STRING_LIST",
"DATE",
"LONG"
]
I

"dataSourceFieldName": {
"type": "string"

},

"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'Z"'"

}

I
"required": [

"indexFieldName",

"indexFieldType",

"dataSourceFieldName"

}

},

"required": [
"fieldMappings"
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},
"asset": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
},
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"STRING_LIST",
"DATE",
"LONG"
]
I

"dataSourceFieldName": {
"type": "string"
},
"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'Z"'"
}

I

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

}

},

"required": [
"fieldMappings"
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}I

"additionalProperties": {
"type": "object",
"properties": {

"isCrawlAcl": {
"type": "boolean"

I

"fieldForUserId": {
"type": "string"

1,

"timeZoneId": {
"type": "string",
"enum": [

"Africa/Abidjan",
"Africa/Accra",
"Africa/Addis_Ababa",
"Africa/Algiers",
"Africa/Asmara",
"Africa/Asmera",
"Africa/Bamako",
"Africa/Bangui",
"Africa/Banjul",
"Africa/Bissau",
"Africa/Blantyre",
"Africa/Brazzaville",
"Africa/Bujumbura",
"Africa/Cairo",
"Africa/Casablanca",
"Africa/Ceuta",
"Africa/Conakzry",
"Africa/Dakar",
"Africa/Dar_es_Salaam",
"Africa/Djibouti",
"Africa/Douala",
"Africa/E1_Aaiun",
"Africa/Freetown",
"Africa/Gaborone",
"Africa/Harare",
"Africa/Johannesburg",
"Africa/Juba",
"Africa/Kampala",
"Africa/Khartoum",
"Africa/Kigali",
"Africa/Kinshasa",
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"Africa/Lagos",
"Africa/Libreville",
"Africa/Lome",
"Africa/Luanda",
"Africa/Lubumbashi",
"Africa/Lusaka",
"Africa/Malabo",
"Africa/Maputo",
"Africa/Maseru",
"Africa/Mbabane",
"Africa/Mogadishu",
"Africa/Monrovia",
"Africa/Nairobi",
"Africa/Ndjamena",
"Africa/Niamey",
"Africa/Nouakchott",
"Africa/Ouagadougou",
"Africa/Porto-Novo",
"Africa/Sao_Tome",
"Africa/Timbuktu",
"Africa/Tripoli",
"Africa/Tunis",
"Africa/Windhoek",
"America/Adak",
"America/Anchorage",
"America/Anguilla",
"America/Antigua",
"America/Araguaina",
"America/Argentina/Buenos_Aires",
"America/Argentina/Catamarca",
"America/Argentina/ComodRivadavia",
"America/Argentina/Cordoba",
"America/Argentina/Jujuy",
"America/Argentina/La_Rioja",
"America/Argentina/Mendoza",
"America/Argentina/Rio_Gallegos",
"America/Argentina/Salta",
"America/Argentina/San_Juan",
"America/Argentina/San_Luis",
"America/Argentina/Tucuman",
"America/Argentina/Ushuaia",
"America/Aruba",
"America/Asuncion",
"America/Atikokan",
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"America/Atka",
"America/Bahia",

"America/Bahia_Banderas",

"America/Barbados",
"America/Belem",
"America/Belize",
"America/Blanc-Sablon",
"America/Boa_Vista",
"America/Bogota",
"America/Boise",
"America/Buenos_Aires",
"America/Cambridge_Bay",
"America/Campo_Grande",
"America/Cancun",
"America/Caracas",
"America/Catamarca",
"America/Cayenne",
"America/Cayman",
"America/Chicago",
"America/Chihuahua",
"America/Ciudad_Juarez",
"America/Coral_Harbour",
"America/Cordoba",
"America/Costa_Rica",
"America/Creston",
"America/Cuiaba",
"America/Curacao",
"America/Danmarkshavn",
"America/Dawson",
"America/Dawson_Creek",
"America/Denver",
"America/Detroit",
"America/Dominica",
"America/Edmonton",
"America/Eirunepe",
"America/El_Salvador",
"America/Ensenada",
"America/Fort_Nelson",
"America/Fort_Wayne",
"America/Fortaleza",
"America/Glace_Bay",
"America/Godthab",
"America/Goose_Bay",
"America/Grand_Turk",
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"America/Grenada",
"America/Guadeloupe",
"America/Guatemala",
"America/Guayaquil",
"America/Guyana",
"America/Halifax",
"America/Havana",
"America/Hermosillo",

"America/Indiana/Indianapolis",

"America/Indiana/Knox",
"America/Indiana/Marengo",
"America/Indiana/Petersburg",
"America/Indiana/Tell_City",
"America/Indiana/Vevay",
"America/Indiana/Vincennes",
"America/Indiana/Winamac",
"America/Indianapolis",
"America/Inuvik",
"America/Iqgaluit",
"America/Jamaica",
"America/Jujuy",
"America/Juneau",
"America/Kentucky/Louisville",
"America/Kentucky/Monticello",
"America/Knox_IN",
"America/Kralendijk",
"America/La_Paz",
"America/Lima",
"America/Los_Angeles",
"America/Louisville",
"America/Lower_Princes",
"America/Maceio",
"America/Managua",
"America/Manaus",
"America/Marigot",
"America/Martinique",
"America/Matamoros",
"America/Mazatlan",
"America/Mendoza",
"America/Menominee",
"America/Merida",
"America/Metlakatla",
"America/Mexico_City",
"America/Miquelon",
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"America/Moncton",
"America/Monterrey",
"America/Montevideo",
"America/Montreal"”,
"America/Montserrat",
"America/Nassau",
"America/New_York",
"America/Nipigon",
"America/Nome",
"America/Noronha",

"America/North_Dakota/Beulah",
"America/North_Dakota/Center",
"America/North_Dakota/New_Salem"

"America/Nuuk",
"America/0jinaga",
"America/Panama",
"America/Pangnirtung",
"America/Paramaribo",
"America/Phoenix",

"America/Port-au-Prince",

"America/Port_of_Spain",
"America/Porto_Acre",
"America/Porto_Velho",
"America/Puerto_Rico",
"America/Punta_Arenas",
"America/Rainy_River",
"America/Rankin_Inlet",
"America/Recife",
"America/Regina",
"America/Resolute",
"America/Rio_Branco",
"America/Rosario",
"America/Santa_Isabel",
"America/Santarem",
"America/Santiago",
"America/Santo_Domingo",
"America/Sao_Paulo",
"America/Scoresbysund",
"America/Shiprock",
"America/Sitka",
"America/St_Barthelemy",
"America/St_Johns",
"America/St_Kitts",
"America/St_Lucia",
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"America/St_Thomas",
"America/St_Vincent",
"America/Swift_Current",
"America/Tegucigalpa",

"America/Thule",

"America/Thunder_Bay",
"America/Tijuana",
"America/Toronto",
"America/Tortola",
"America/Vancouver",

"America/Virgin",

"America/Whitehorse",
"America/Winnipeg",
"America/Yakutat",
"America/Yellowknife",
"Antarctica/Casey",
"Antarctica/Davis",
"Antarctica/DumontDUrville",
"Antarctica/Macquarie",
"Antarctica/Mawson",
"Antarctica/McMurdo",
"Antarctica/Palmer",
"Antarctica/Rothera",
"Antarctica/South_Pole",
"Antarctica/Syowa",
"Antarctica/Troll",
"Antarctica/Vostok",
"Arctic/Longyearbyen",

"Asia/Aden",
"Asia/Almaty",
"Asia/Amman",
"Asia/Anadyr",
"Asia/Aqgtau",
"Asia/Aqgtobe",
"Asia/Ashgabat",
"Asia/Ashkhabad",
"Asia/Atyrau",
"Asia/Baghdad",
"Asia/Bahrain",
"Asia/Baku",
"Asia/Bangkok",
"Asia/Barnaul",
"Asia/Beirut",
"Asia/Bishkek",
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"Asia/Brunei",
"Asia/Calcutta",
"Asia/Chita",
"Asia/Choibalsan",
"Asia/Chongqing",
"Asia/Chungking",
"Asia/Colombo",
"Asia/Dacca",
"Asia/Damascus",
"Asia/Dhaka",
"Asia/Dili",
"Asia/Dubai",
"Asia/Dushanbe",
"Asia/Famagusta",
"Asia/Gaza",
"Asia/Harbin",
"Asia/Hebron",

"Asia/Ho_Chi_Minh",

"Asia/Hong_Kong",
"Asia/Hovd",
"Asia/Irkutsk",
"Asia/Istanbul",
"Asia/Jakarta",
"Asia/Jayapura",
"Asia/Jerusalem",
"Asia/Kabul",
"Asia/Kamchatka",
"Asia/Karachi",
"Asia/Kashgar",
"Asia/Kathmandu",
"Asia/Katmandu",
"Asia/Khandyga",
"Asia/Kolkata",

"Asia/Krasnoyarsk",
"Asia/Kuala_Lumpur",

"Asia/Kuching",
"Asia/Kuwait",
"Asia/Macao",
"Asia/Macau",
"Asia/Magadan",
"Asia/Makassar",
"Asia/Manila",
"Asia/Muscat",
"Asia/Nicosia",
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"Asia/Novokuznetsk",
"Asia/Novosibirsk",
"Asia/Omsk",
"Asia/Oral",
"Asia/Phnom_Penh",
"Asia/Pontianak",
"Asia/Pyongyang",
"Asia/Qatar",
"Asia/Qostanay",
"Asia/Qyzylorda",
"Asia/Rangoon",
"Asia/Riyadh",
"Asia/Saigon",
"Asia/Sakhalin",
"Asia/Samarkand",
"Asia/Seoul",
"Asia/Shanghai",
"Asia/Singapore",
"Asia/Srednekolymsk",
"Asia/Taipei",
"Asia/Tashkent",
"Asia/Thilisi",
"Asia/Tehran",
"Asia/Tel_Aviv",
"Asia/Thimbu",
"Asia/Thimphu",
"Asia/Tokyo",
"Asia/Tomsk",
"Asia/Ujung_Pandang",
"Asia/Ulaanbaatar",
"Asia/Ulan_Bator",
"Asia/Urumqgi",
"Asia/Ust-Nera",
"Asia/Vientiane",
"Asia/Vladivostok",
"Asia/Yakutsk",
"Asia/Yangon",
"Asia/Yekaterinburg",
"Asia/Yerevan",
"Atlantic/Azores",
"Atlantic/Bermuda",
"Atlantic/Canary",
"Atlantic/Cape_Verde",
"Atlantic/Faeroe",
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"Atlantic/Faroe",
"Atlantic/Jan_Mayen",
"Atlantic/Madeira",
"Atlantic/Reykjavik",

"Atlantic/South_Georgia",

"Atlantic/St_Helena",
"Atlantic/Stanley",
"Australia/ACT",
"Australia/Adelaide",
"Australia/Brisbane",
"Australia/Broken_Hill",
"Australia/Canberra",
"Australia/Currie",
"Australia/Darwin",
"Australia/Eucla",
"Australia/Hobart",
"Australia/LHI",
"Australia/Lindeman",
"Australia/Lord_Howe",
"Australia/Melbourne",
"Australia/NSw",
"Australia/North",
"Australia/Perth",
"Australia/Queensland",
"Australia/South",
"Australia/Sydney",
"Australia/Tasmania",
"Australia/Victoria",
"Australia/West",
"Australia/Yancowinna",
"Brazil/Acre",
"Brazil/DeNoronha",
"Brazil/East",
"Brazil/West",

"CET",

"CSTeCDT",
"Canada/Atlantic",
"Canada/Central",
"Canada/Eastern",
"Canada/Mountain",
"Canada/Newfoundland",
"Canada/Pacific",
"Canada/Saskatchewan",
"Canada/Yukon",
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"Chile/Continental",
"Chile/EasterIsland",

"Cuba",
"EET",
"ESTS5EDT",
"Egypt",
"Eire",
"Etc/GMT",
"Etc/GMT+0Q",
"Etc/GMT+1",
"Etc/GMT+10",
"Etc/GMT+11",
"Etc/GMT+12",
"Etc/GMT+2",
"Etc/GMT+3",
"Etc/GMT+4",
"Etc/GMT+5",
"Etc/GMT+6",
"Etc/GMT+7",
"Etc/GMT+8",
"Etc/GMT+9",
"Etc/GMT-0Q",
"Etc/GMT-1",
"Etc/GMT-10",
"Etc/GMT-11",
"Etc/GMT-12",
"Etc/GMT-13",
"Etc/GMT-14",
"Etc/GMT-2",
"Etc/GMT-3",
"Etc/GMT-4",
"Etc/GMT-5",
"Etc/GMT-6",
"Etc/GMT-7",
"Etc/GMT-8",
"Etc/GMT-9",
"Etc/GMTO",
"Etc/Greenwich",
"Etc/UCT",
"Etc/UTC",
"Etc/Universal",
"Etc/Zulu",

"Europe/Amsterdam",

"Europe/Andorra",
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"Europe/Astrakhan",
"Europe/Athens",
"Europe/Belfast",
"Europe/Belgrade",
"Europe/Berlin",
"Europe/Bratislava",
"Europe/Brussels",
"Europe/Bucharest",
"Europe/Budapest",
"Europe/Busingen",
"Europe/Chisinau",
"Europe/Copenhagen",
"Europe/Dublin",
"Europe/Gibraltar",
"Europe/Guernsey",
"Europe/Helsinki",
"Europe/Isle_of_Man",
"Europe/Istanbul",
"Europe/Jersey",
"Europe/Kaliningrad",
"Europe/Kiev",
"Europe/Kirov",
"Europe/Kyiv",
"Europe/Lisbon",
"Europe/Ljubljana",
"Europe/London",
"Europe/Luxembourg",
"Europe/Madrid",
"Europe/Malta",
"Europe/Mariehamn",
"Europe/Minsk",
"Europe/Monaco",
"Europe/Moscow",
"Europe/Nicosia",
"Europe/0Oslo",
"Europe/Paris",
"Europe/Podgorica",
"Europe/Prague",
"Europe/Riga",
"Europe/Rome",
"Europe/Samara",
"Europe/San_Marino",
"Europe/Sarajevo",
"Europe/Saratov",
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"Europe/Simferopol",
"Europe/Skopje",
"Europe/Sofia",
"Europe/Stockholm",
"Europe/Tallinn",
"Europe/Tirane",
"Europe/Tiraspol",
"Europe/Ulyanovsk",
"Europe/Uzhgorod",
"Europe/Vaduz",
"Europe/Vatican",
"Europe/Vienna",
"Europe/Vilnius",
"Europe/Volgograd",
"Europe/Warsaw",
"Europe/Zagreb",
"Europe/Zaporozhye",
"Europe/Zurich",
"GB",

"GB-Eire",

"GMT",

"GMTO",
"Greenwich",
"Hongkong",
"Iceland",
"Indian/Antananarivo",
"Indian/Chagos",
"Indian/Christmas",
"Indian/Cocos",
"Indian/Comoro",
"Indian/Kerguelen",
"Indian/Mahe",
"Indian/Maldives",
"Indian/Mauritius",
"Indian/Mayotte",
"Indian/Reunion",
"Iran",

"Israel",
"Jamaica",

"Japan",
"Kwajalein",
"Libya",

"MET",

"MST7MDT",
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"Mexico/BajaNorte",
"Mexico/BajaSur",
"Mexico/General",
"NZ",

"NZ-CHAT",

"Navajo",

"PRC",

"PST8PDT",
"Pacific/Apia",
"Pacific/Auckland",
"Pacific/Bougainville",
"Pacific/Chatham",
"Pacific/Chuuk",
"Pacific/Easter",
"Pacific/Efate",
"Pacific/Enderbury",
"Pacific/Fakaofo",
"Pacific/Fiji",
"Pacific/Funafuti",
"Pacific/Galapagos",
"Pacific/Gambier",
"Pacific/Guadalcanal",
"Pacific/Guam",
"Pacific/Honolulu",
"Pacific/Johnston",
"Pacific/Kanton",
"Pacific/Kiritimati",
"Pacific/Kosrae",
"Pacific/Kwajalein",
"Pacific/Majuro",
"Pacific/Marquesas",
"Pacific/Midway",
"Pacific/Nauru",
"Pacific/Niue",
"Pacific/Norfolk",
"Pacific/Noumea",
"Pacific/Pago_Pago",
"Pacific/Palau",
"Pacific/Pitcairn",
"Pacific/Pohnpei",
"Pacific/Ponape",
"Pacific/Port_Moresby",
"Pacific/Rarotonga",
"Pacific/Saipan",
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"Pacific/Samoa",
"Pacific/Tahiti",
"Pacific/Tarawa",
"Pacific/Tongatapu",
"Pacific/Truk",
"Pacific/Wake",
"Pacific/Wallis",
"Pacific/Yap",
"Poland",
"Portugal",

"ROK",
"Singapore",
"SystemV/AST4",
"SystemV/AST4ADT",
"SystemV/CST6",
"SystemV/CST6CDT",
"SystemV/EST5",
"SystemV/ESTSEDT",
"SystemV/HST10",
"SystemV/MST7",
"SystemV/MST7MDT",
"SystemV/PST8",
"SystemV/PST8PDT",
"SystemV/YST9",
"SystemV/YSTOYDT",
"Turkey",

"ucT",
"US/Alaska",
"US/Aleutian",
"US/Arizona",
"US/Central",
"US/East-Indiana",
"US/Eastern",
"US/Hawaii",
"US/Indiana-Starke",
"US/Michigan",
"US/Mountain",
"US/Pacific",
"US/Samoa",

"UTC",
"Universal",
"w-su",

"WET",

"Zulu",
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"EST",
"HST",
"MST",
"ACT",
"AET",
"AGT",
"ART",
"AST",
"BET",
"BST",
"CAT",
"CNT",
"CST",
"CTT",
"EAT",
"ECT",
"IET",
"IST",
"IST",
"MIT",
"NET",
"NST",
"PLT",
"PNT",
"PRT",
"PST",
"SST",
"VST"
]

iy
"pageRootPaths": {

Iltypell: IlaIIayll’
"items": {

"type": "string"
}

iy
"assetRootPaths": {

"type": "array",
"items": {
"type": "string"
}
I

"crawlAssets": {
"type": "boolean"
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1,
"crawlPages": {
"type": "boolean"
},
"pagePathInclusionPatterns":
"type": "array",
"items": {
"type": "string"
}
},

"pagePathExclusionPatterns":
Iltypell: "aIIay",
"items": {
"type": "string"
}
},

"pageNameInclusionPatterns":
Iltypell: "aIIay",
"items": {
"type": "string"
}
},

"pageNameExclusionPatterns":
Iltypell: "aIIay",
"items": {
"type": "string"
}
},

"assetPathInclusionPatterns":

"type": "array",
"items": {
"type": "string"
}
}I

"assetPathExclusionPatterns":

"type": "array",
"items": {
"type": "string"
}
I

"assetTypeInclusionPatterns":

Iltypell: IlaIIayll’
"items": {
"type": "string"
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}
iy

"assetTypeExclusionPatterns": {
Iltypell: "aIIay",
"items": {
"type": "string"

}
iy

"assetNameInclusionPatterns": {
Iltypell: "aIIay",
"items": {
"type": "string"
}
iy

"assetNameExclusionPatterns": {
"type": "array",
"items": {

"type": "string"
}

}I

"pageComponents": {
"type": "array",
"items": {

"type": "object"
}
}I

"contentFragmentVariations": {
Iltypell: "aIIay",
"items": {
"type": "object"
}
iy

"cugExemptedPrincipals": {
Iltypell: "aIIay",
"items": {
"type": "string"
}

},
"maxFileSizeInMegaBytes": {

"type": "string"
}
.
"required": []

iy
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"type": {
"type": "string",
"pattern": "AEM"

I

"enableIdentityCrawler": {
"type": "boolean"

},

"syncMode": {

"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL",
"CHANGE_LOG"
]
},

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}

},
"version": {

"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
},

"required": [
"connectionConfiguration",
"repositoryConfigurations",
"syncMode",
"additionalProperties",
"secretArn",

Iltypell

The following table provides information about important JSON keys to configure.

AEM (Server) 217



Amazon Q Business

User Guide

Configuration

connectionConfiguration

repositoryEndpointMetadata

aemUrl

authType

deploymentType

repositoryConfigurations

« page

e asset

additionalProperties

isCrawlAcl

Description

Configuration information for the endpoint
for the data source.

The endpoint information for the data source.

The Adobe Experience Manager host URL.
For example, if you use AEM On-Premise, you
include the hostname and port: http://ho
stname:port. Or, if you use AEM as a Cloud
Service, you can use the author URL: https://a
uthor-xxxxxx-xxxxxxx.adobeaemcloud.com.

The type of authentication you use, whether
Basic or OAuth2.

The type of Adobe Experience Manager that
you use, either CLOUD or ON-PREMISE .

Configuration information for the content
of the data source. For example, configuring
specific types of content and field mappings.

A list of objects that map the attributes

or field names of your Adobe Experience
Manager pages and assets to Amazon Q index
field names.

Additional configuration options for your
content in your data source.

Specify true to crawl access control informati
on from documents.

(® Note

Amazon Q Business crawls ACL
information to ensure responses
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Configuration Description

are generated only from documents
your end users have access to. See
Authorization for more details.

fieldForUserId Specify field to use for UserId for ACL
crawling.
timeZoneld If you use AEM On-Premise and the time zone

of your server is different than the time zone
of the Amazon Q AEM connector or index, you
can specify the server time zone to align with
the AEM connector or index.

The default time zone for AEM On-Premis

e is the time zone of the Amazon Q AEM
connector or index. The default time zone for
AEM as a Cloud Service is Greenwich Mean

Time.
» pageRootPaths A list of root paths for pages and assets. For
. assetRootPaths example, the root path for a page could be

/content/sub and the root path for an asset
could be /content/sub/asset1.

crawlAssets Specify true to crawl assets.

crawlPages Specify true to crawl pages.
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o pagePathInclusionPatterns
» pageNameInclusionPatterns
« assetPathInclusionPatterns
o assetTypelnclusionPatterns

e« assetNameInclusionPatterns

o pagePathExclusionPatterns
» pageNameExclusionPatterns
« assetPathExclusionPatterns
o assetTypelnclusionPatterns

e« assetNameInclusionPatterns

pageComponents

contentFragmentVariations

maxFileSizeInMegaBytes

Description

A list of regular expression patterns to include
certain pages and assets in your Adobe
Experience Manager data source. Pages and
assets that match the patterns are included in
the index. Pages and assets that don't match
the patterns are excluded from the index. If a
page or asset matches both an inclusion and
exclusion pattern, the exclusion pattern takes
precedence, and the content isn't included in
the index.

A list of regular expression patterns to exclude
certain pages and assets in your Adobe
Experience Manager data source. Pages and
assets that match the patterns are excluded
from the index. Pages and assets that don't
match the patterns are included in the index.
If a page or asset matches both an inclusion
and exclusion pattern, the exclusion pattern
takes precedence, and the content isn't
included in the index.

A list of names for the specific page
components that you want to index.

A list of names for the specific saved variation
s of Adobe Experience Manager Content
Fragments that you want to index.

Specify the maximum single file size limit in
MBs that Amazon Q will crawl. Amazon Q

will crawl only the files within the size limit
you define. The default file size is 50MB. The
maximum file size should be greater than OMB
and less than or equal to 50MB.
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type

enableIdentityCrawler

syncMode

Description

The type of data source. Specify AEM as your

data source type.

Specify true to use the Amazon Q identity
crawler to sync identity/principal informati

on on users and groups with access to specific

documents.

(® Note

Amazon Q Business crawls identity
information from your data source to
ensure responses are generated only

from documents end users have access

to by default. For more information,
see ldentity crawler.

Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose between the following options:

o Use FORCED_FULL_CRAWL to freshly
re-crawl all content and replace existing
content each time your data source syncs
with your index.

o Use FULL_CRAWL to incrementally crawl
only new, modified, and deleted content

each time your data source syncs with your

index.

o Use CHANGE_LOG to incrementally crawl
only new and modified content each time
your data source syncs with your index.
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Configuration

secretArn

Description

The Amazon Resource Name (ARN) of an AWS
Secrets Manager secret that contains the key-
value pairs required to connect to your Adobe
Experience Manager. The secret must contain a
JSON structure with the following keys:

If using basic authentication for either AEM
On-Premise or Cloud:

"aemUrl": "Adobe Experience
Manager On-Premise host URL ",

"username": " user name with admin
permissions ",

"password": " password with admin

permissions

}

If using OAuth 2.0 authentication for AEM On-
Premise:

{
"aemUrl": "Adobe Experience
Manager host URL",
"clientId": " client ID",
"clientSecret": " client secret",
"privateKey": " private key"
}

If using OAuth 2.0 authentication for AEM as a
Cloud Service:

{
"clientId": " client ID",
"clientSecret": " client secret",
"privateKey": " private key",

"orgId": "organization ID ",
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Configuration Description
"technicalAccountId": " technical
account ID",
"imsHost": " Adobe Identity
Management System (IMS) host "
}
version The version of this template that's currently
supported.

How Amazon Q Business connector crawls AEM (Server) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business
applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying
and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect an AEM (Server) data source to Amazon Q Business, Amazon Q crawls ACL
information attached to a document (user and group information) from your AEM (Server)
instance. If you choose to activate ACL crawling, the information can be used to filter chat
responses to your end user's document access level.

The group and user IDs are mapped as follows:

e _group_ids - Group IDs exist in Adobe Experience Manager content where there are set access
permissions. They're mapped from the names of the groups in AEM.

« _user_id - User IDs exist in Adobe Experience Manager content where there are set access
permissions. They're mapped from the user emails as the IDs in AEM.

For more information, see:
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« Authorization

« Identity crawler

» Understanding User Store

Amazon Q BusinessAEM (Server) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q Business
enables you to map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q Adobe Experience Manager (AEM) connector supports the following entities and the
associated reserved and custom attributes.
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/A Important

If map any AEM (Server) field to Amazon Q document title and document body fields,

Amazon Q will generated responses from data in the document title and body.

/A Important

If map any AEM (Server) field to Amazon Q document title and document body fields,

Amazon Q will generated responses from data in the document title and body.

Supported entities and field mappings

» Pages

e Assets

Pages

Amazon Q supports crawling AEM Pages and offers the following page field mappings.

Adobe Experience
Manager (AEM) field
name

aem_page_source_uri
aem_page_createdBy
aem_page_template
aem_entity_type
aem_page_createdAt

aem_page_lastModif
ied

Index field name

_source_uri
_authors
aem_page_template
_category
_created_at

_last_updated_at

Description

Default
Default
Custom
Default
Default

Default

Data type

String
String list
String
String
Date

Date
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Adobe Experience Index field name Description Data type
Manager (AEM) field
name
aem_page_lastRepli aem_page_publisher Custom String
catedBy
aem_page_lastRepli aem_page_published  Custom Date
catedAt At

Assets

Amazon Q supports crawling AEM Assets and offers the following asset field mappings.

Adobe Experience
Manager (AEM) field
name

aem_page_source_uri
aem_page_createdBy
aem_entity_type

aem_page_createdAt

aem_page_lastModif
ied
aem_page_lastRepli

catedBy

aem_page_lastRepli
catedAt

Index field name

_source_uri
_authors
_category
_created_at

_last_updated_at

aem_page_publisher

aem_page_published
At

Description

Default
Default
Default
Default

Default

Custom

Custom

Data type

String
String list
String
Date

Date

String

Date
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IAM role for Amazon Q BusinessAEM (Server) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

 (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToGetSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

]

"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,

"Resource": [
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"arn:aws:kms:{{region}}:{{account_id}}:key/[[key_id]]"
1,
"Condition": {
"StringLike": {
"kms:ViaService": [
"secretsmanager. *.amazonaws.com"

]
}
}
.
{

"Sid": "AllowsAmazonQToIngestDocuments",

"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,

"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/

{{application_id}}/index/{{index_id}}"
.
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/

index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/
index/{{index_id}}/data-source/*"

]

.

{
"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
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"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/[[security_group]]"

"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringLike": {

"aws:RequestTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

iy
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"

1,
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"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

}I

"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [

"ec2:DescribeNetworkInterfaces",
ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
ec2:DescribeVpcs",

"ec2:DescribeRegions",
ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"

]I

"Resource": "*"

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"
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For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAEM (Server) connector

The Amazon Q Business AEM (Server) connector has the following known limitations:

» Deleted site pages can't be tracked when you use Change log sync or Sync only new, modified,
or deleted document sync.

Troubleshooting your Amazon Q BusinessAEM (Server) connector

The following table provides information about error codes you may see for the Adobe Experience
Manager (AEM) connector and suggested troubleshooting actions.

Error code Error message Suggested resolution

AEM-5001 Error while getting Check whether provided username
Administrators group. and password are correct or not. Also
Below are the possible ensure that the provided user is either
reasons for this error: admin or belongs to administrators'’
Provided AEM host group.

URL might be wrong.

Provided username and
password are invalid or
user is non-admin user.

AEM-5002 Error while generating Provide valid OAuth2 credentials.
OAuth2 access token.

AEM-5103 Null/empty AEM host AEM host URL should not be null or
URL. empty.
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Error code

AEM-5104

AEM-5105

AEM-5106

AEM-5107

AEM-5108

AEM-5109

AEM-5110

AEM-5111

AEM-5112

Error message

Error while parsing https

response. Below are the
possible reasons for this
error.

1. Provided AEM host
URL might be wrong,
please cross-check the
AEM host URL.

2. AEM server is down or
not reachable.

Provided authType is
incorrect.

Null/empty AEM
username.

Null/empty AEM
password.

Null/empty client id.

Null/empty client secret.

Null/empty private key.

Null/empty Page Index
field name.

Null/empty Page data
source field name.

Suggested resolution

Provide a valid host URL, or try again
later.

Auth type should be Basic or OAuth2.

Username should not be null or empty
value.

Password should not be null or empty
value.

Client Id should not be null or empty
value.

Client Secret should not be null or
empty value.

Private key should not be null or empty
value.

Page index field should not be null or
empty value

Page data source field should not be
null or empty value.
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Error code

AEM-5113

AEM-5114

AEM-5115

AEM-5116

AEM-5117

AEM-5118

AEM-5119

AEM-5120

AEM-5121

AEM-5122

AEM-5123

Error message

Null/empty asset Index
field name.

Null/empty asset data
source field name.

Null/empty crawl type.

Invalid AEM host URL
format.

Page root paths are
incorrect.

Asset root paths are
incorrect.

Page path inclusion or
exclusion patterns are
incorrect.

Asset path inclusion or
exclusion patterns are
incorrect.

Provided deploymentype
is incorrect.

Provided orgld is
incorrect.

Provided technical
Account Id is incorrect.

Suggested resolution

Asset index field should not be null or
empty value.

Asset data source field should not be
null or empty value.

crawl Type value should be
FULL_CRAWL/CHANG_LOG type.

Check whether provided AEM URL is in
correct format or not e.g. http<s>://
<aem-host>:<port>

Page root paths must be a list of
strings.

Asset root paths must be a list of
strings.

Page name inclusion patterns/
Exclusion must be a list of strings.

Asset name inclusion patterns/
Exclusion must be a list of strings.

Deployment type should be either
CLOUD or ON_PREMISE.

Orgld should not be null or empty
value.

Technical Account Id should not be null
or empty value.
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Error code

AEM-5124

AEM-5125

AEM-5126

AEM-5127

AEM-5128

AEM-5129

AEM-5130

AEM-5131

AEM-5132

AEM-5133

AEM-5134

Error message

Provided imsHost is
incorrect.

Null/Empty deployment
type.

Invalid Timezone Id.

Null/empty asset Index
field type.

Null/empty page Index
field type.

DataSourceFieldNam
e doesn't match with
IndexFieldType.

Protocol used by
provided AEM URL is
not supported by AEM
connector.

AEM password is too
large.

AEM client ID is too
large.

AEM client secret is too
large.

AEM private key is too
large.

Suggested resolution

IMS Host should not be null or empty
value.

Deployment type should be either
CLOUD or ON_PREMISE.

Provide a valid timezone id.

Asset index field should not be null or
empty value.

Page index field should not be null or
empty value.

Provide a valid asset indexFieldType
for the provided asset dataSourc
eFieldName. Or, provide a valid page
indexFieldType for the provided page
dataSourceFieldName.

Only https protocol is supported by
AEM connector. Provide an AEM URL
based on https protocol.

Password should not be greater than
40 characters.

Client ID should not be greater than 40
characters.

Client secret should not be greater
than 40 characters.

Private key should not be greater than
2048 characters.
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Error code

AEM-5135

AEM-5136

AEM-5137

AEM-5138

AEM-5139

AEM-5140

AEM-5141

AEM-5142

AEM-5143

AEM-5144

Error message

AEM client ID contains
invalid characters.

AEM client secret
contains invalid character
S.

AEM private key contains
invalid characters.

AEM IMS host is too
large.

AEM technical account ID
is too large.

AEM org ID is too large.

Page name inclusion or
exclusion patterns are
incorrect.

Asset name inclusion or
exclusion patterns are
incorrect.

Asset type inclusion or
exclusion patterns are
incorrect.

Invalid page root path.
Please provide valid page
root path.

Suggested resolution

Client ID should not contain unprintab
le characters.

Client secret should not contain
unprintable characters.

Private key should not contain
unprintable characters.

IMS host should not be greater than
100 characters.

Technical account id should not be
greater than 100 characters.

Org id should not be greater than 100
characters.

Page name inclusion patterns/
Exclusion must be a list of strings.

Asset name inclusion patterns/
Exclusion must be a list of strings.

Asset type inclusion patterns/Exclusion
must be a list of strings.

Page path should start with /content.
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Error code

AEM-5145

AEM-5146

AEM-5147

AEM-5148

AEM-5149

AEM-5150

AEM-5151

AEM-5152

AEM-5153

AEM-5154

Error message

Invalid asset root path.
Please provide valid
asset root path.

AEM page root paths list
size is too large.

AEM asset root paths list
size is too large.

Asset root paths list size
should not be greater
than 1000.

AEM asset path inclusion
pattern list size is too
large.

AEM asset name
inclusion pattern list size
is too large.

AEM asset name
exclusion pattern list size
is too large.

AEM asset type exclusion
pattern list size is too
large.

AEM asset type inclusion
pattern list size is too
large.

AEM page name
inclusion pattern list size
is too large.

Suggested resolution

Asset path should start with /content/
dam.

Page root paths list size should not be
greater than 1000.

Asset root paths list size should not be
greater than 1000.

Asset path exclusion patterns list size
should not be greater than 1000.

Asset path inclusion patterns list size
should not be greater than 1000.

Asset name inclusion patterns list size
should not be greater than 1000.

Asset name exclusion patterns list size
should not be greater than 1000.

Asset type exclusion patterns list size
should not be greater than 1000.

Asset type inclusion patterns list size
should not be greater than 1000.

Page name inclusion patterns list size
should not be greater than 1000.
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Error code

AEM-5155

AEM-5156

AEM-5157

AEM-5158

AEM-5159

AEM-5160

AEM-5161

AEM-5162

AEM-5163

AEM-5164

Error message

AEM page name
Exclusion pattern list size
is too large.

AEM page path Exclusion
pattern list size is too
large.

AEM page path inclusion
pattern list size is too
large.

AEM page components
list size is too large.

AEM content fragment
variations list size is too
large.

AEM host URL characters
length is too large.

Some of the page
root paths exceed the
character limit.

Some of the asset
root paths exceed the
character limit.

Some of the asset path
exclusion objects exceed
the character limit.

Some of the asset path
inclusion objects exceed
the character limit.

Suggested resolution

Page name exclusion patterns list size
should not be greater than 1000.

Page path exclusion patterns list size
should not be greater than 1000.

Page path inclusion patterns list size
should not be greater than 1000.

Page components list size should not
be greater than 1000.

Content fragment variations list size
should not be greater than 1000.

AEM host URL characters length should
not be greater than 2048 characters.

Page root path characters length
should not be greater than 1000.

Asset root Path characters length
should not be greater than 1000 .

Asset path exclusion characters length
should not be greater than 1000.

Asset path inclusion characters length
should not be greater than 1000.
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Error code

AEM-5165

AEM-5166

AEM-5167

AEM-5168

AEM-5169

AEM-5170

AEM-5171

AEM-5172

AEM-5300

AEM-5301

Error message

Some of the asset name
inclusion objects exceed
the character limit.

Some of the asset name
exclusion objects exceed
the character limit.

Some of the asset type
exclusion objects exceed
the character limit.

Some of the asset type
inclusion objects exceed
the character limit.

Some of the page name
inclusion objects exceed
the character limit.

Some of the page name
exclusion objects exceed
the character limit.

Some of the page path
exclusion objects exceed
the character limit.

Some of the page path
inclusion objects exceed
the character limit.

Error in serializing
change log token.

Error in de-serializing
change log token.

Suggested resolution
Asset name inclusion characters length

should not be greater than 1000.

Asset name exclusion characters length
should not be greater than 1000.

Asset type exclusion characters length
should not be greater than 1000.

Asset type inclusion characters length
should not be greater than 1000.

Page name inclusion characters length
should not be greater than 1000.

Page name exclusion characters length
should not be greater than 1000.

Page path exclusion characters length
should not be greater than 1000.

Page path inclusion characters length
should not be greater than 1000.

Retry sync.

Retry sync.
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Error code

AEM-5401

AEM-5501

AEM-5502

AEM-5503

AEM-5504

AEM-5505

AEM-5506

AEM-5507

AEM-5200

AEM-5506

AEM-5201

Error message

Error occurred while
getting AEM groups.

Could not connect to
host.

AEM URL SSRF check
failed.

AEM host not found.

Error occurred while
executing HTTP request
against given AEM URL.

AEM malformed URL
error.

AEM VPC Configuration
check failed.

Error in creating
document attribute.

Error occurred while
getting pages from AEM
for Full Crawl.

AEM VPC Configuration
check failed.

Error occurred while
getting assets from AEM
for Full Crawl.

Suggested resolution

Retry sync.

Make sure AEM host URL is not a
multicast/local/link-local/loopback
address.

Check whether AEM host is up and
reachable.

Check whether AEM host is up and
reachable.

Provide valid AEM url.

Site local address is restricted.

Only String, String List, Date and
Long formats are supported for field
mappings.

Check whether AEM server is up and
responding to API requests.

Site local address is restricted.

Check whether AEM server is up and
responding to API requests.
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Error code Error message Suggested resolution

AEM-5303 Error occurred while Check whether AEM server is up and
getting pages from AEM responding to API requests.
for Change Log.

AEM-5304 Error occurred while Check whether AEM server is up and
getting assets from AEM responding to API requests.
for Change Log.

Connecting Alfresco (Cloud) to Amazon Q Business
Alfresco is a content management service (CMS) that helps customers store and manage their

content. You can connect Alfresco (Cloud) instance to Amazon Q Business—using either the AWS
Management Console or the CreateDataSource APl—and create an Amazon Q web experience.

Learn more

» For an overview of the Amazon Q web experience creation process, see Configuring an
application.

« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

o Alfresco (Cloud) connector overview

» Prerequisites for connecting Amazon Q Business to Alfresco (Cloud)

« Connecting Amazon Q Business to Alfresco (Cloud) using the console

« Connecting Amazon Q Business to Alfresco (Cloud) using APIs

« How Amazon Q Business connector crawls Alfresco (Cloud) ACLs

« Amazon Q BusinessAlfresco (Cloud) data source connector field mappings

e |AM role for Amazon Q BusinessAlfresco (Cloud) connector
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Alfresco (Cloud) connector overview

The following table gives an overview of the Amazon Q Business Alfresco (Cloud) connector and its
supported features.

Category Feature Support
Security Authentication type Basic, OAuth 2.0 with Client Credentials Flow
Authentication credentials Basic

o Alfresco username

 Alfresco password

OAuth 2.0, with Client Credentials Flow

e ClientID
o Client secret
+ Token URL

/A Important

Admin privileges required

Access Control List (ACL) Yes. For more information, see ACL crawling.
crawling
Identity crawling Yes
VPC Yes
Crawl Custom metadata Yes
features
Entities Yes. The following entities are supported:

¢ Document

« Comments
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Category Feature Support
Field mappings Yes. Supports both default and custom field
mappings. For more information, see Field
mappings.
Filters Yes. The following filters are supported:

Include Aspects

Crawl specfic Alfresco site

Include/exclude by file path

Include/exclude by file name

Include/exclude by file type

Sync mode Supports full and incremental sync.
File types Supports all files supported by Amazon Q.

Prerequisites for connecting Amazon Q Business to Alfresco (Cloud)
Before you begin, make sure that you have completed the following prerequisites.

In Alfresco, make sure you have:

» Copied your Alfresco repository URL and web application URL. If you only want to index a
specific Alfresco site, then also copy the site ID.

» Noted your Alfresco authentication credentials, which include a username and password with at
least read permissions. If you want to use OAuth 2.0 authentication, you should add the user to
the Alfresco administrators group.

« Optional: Generated OAuth 2.0 credentials in Alfresco. The credentials include client ID, client
secret, and token URL. For more information about how to configure clients for Alfresco On-
Premises, see Alfresco documentation. If you use Alfresco Cloud (PaaS), you must contact Hyland
support for Alfresco OAuth 2.0 authentication.

In your AWS account, make sure you have:
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» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

» Stored your Alfresco (Cloud) authentication credentials in an AWS Secrets Manager secret and, if
using the Amazon Q API, noted the ARN of the secret.

(® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to Alfresco (Cloud) using the console

The following procedure outlines how to connect Amazon Q Business to Alfresco (Cloud) using the
AWS Management Console.

Connecting Amazon Q to Alfresco (Cloud)

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

3. Complete the steps for selecting an Amazon Q retriever.

4. Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
5. Then, on the Alfresco (Cloud) page, enter the following information:

6. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

7. Source — Choose Alfresco Cloud.

a. Alfresco repository URL - Enter your Alfresco repository URL. For example, if you use
Alfresco Cloud (PaaS), the repository URL could be https://company.alfrescocloud.com.
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10.

11.

12.

13.

b. Alfresco user application URL - Enter your Alfresco user interface URL. You can get the
repository URL from your Alfresco administrator. For example, the user interface URL
could be https://example.com.

Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

Authentication — Choose Basic authentication or OAuth 2.0 authentication. Then choose an
existing Secrets Manager secret or create a new secret to store your Alfresco credentials. If you
choose to create a new secret, an AWS Secrets Manager secret window opens.

If you chose Basic authentication, enter a name for the secret, the Alfresco username, and
password.

If you chose OAuth 2.0 authentication, enter a name for the secret, client ID, client secret, and
token URL.

Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

Identity crawler - Amazon Q crawls identity information from your data source by default
to ensure responses are generated only from documents end users have access to. For more
information, see Identity crawler.

IAM role - Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

In Sync scope, enter the following information:

a. Content - Choose whether to crawl content marked with 'Aspects' in Alfresco, content
within a specific Alfresco site, or content across all your Alfresco sites.
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14.

15.

16.

17.

18.

b. For Maximum single file size — Specify the file size limit in MBs that Amazon Q will crawl.
Amazon Q will crawl only the files within the size limit you define. The default file size is
50MB. The maximum file size should be greater than OMB and less than or equal to 50MB.

c. Additional configuration - optional — Set the following settings:
+ Include comments - Choose to include comments in Alfresco Document library and
Blog.
« Regex patterns — Regular expression patterns to include or exclude certain files.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

To finish connecting your data source to Amazon Q, select Add data source.
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You are taken to the Data source details, where you can view your data source configuration
details.

19. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

(® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Alfresco (Cloud) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

For an example of the API request, see CreateDataSource in the Amazon Q API Reference.

Alfresco JSON schema

The following is the Alfresco JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"siteId": {
"type": "string"
},
"repoUrl": {
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"type": "string"
I
"webAppUrl": {
"type": "string"
},
"repositoryAdditionalProperties": {
"type": "object",
"properties": {
"authType": {
"type": "string",
"enum": [
"OAuth2",
"Basic"
]
},
"type": {
"type": "string",
"enum": [
"PAAS",
"ON_PREM"
]
I
"crawlType": {
"type": "string",
"enum": [
"ASPECT",
"SITE_ID",
"ALL_SITES"

},

"required": [
"repositoryEndpointMetadata”

]

},

"repositoryConfigurations": {
"type": "object",
"properties": {

"document": {
"type": "object",
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"properties": {
"fieldMappings": {
Iltypell: Ilarrayll’

"items": {
"anyOf": [
{

"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
},
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"DATE",
"STRING_LIST",
"LONG"
]
I

"dataSourceFieldName": {
"type": "string"

},

"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'Z"'"

}

I
"required": [

"indexFieldName",

"indexFieldType",

"dataSourceFieldName"

.
"required": [
"fieldMappings"
]
.

"comment": {
"type": "object",
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"properties": {
"fieldMappings": {
Iltypell: Ilarrayll’

"items": {
"anyOf": [
{

"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
},
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"DATE",
"STRING_LIST",
"LONG"
]
I

"dataSourceFieldName": {
"type": "string"

},

"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'Z"'"

}

I
"required": [

"indexFieldName",

"indexFieldType",

"dataSourceFieldName"

.
"required": [
"fieldMappings"

}
iy
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"additionalProperties": {
"type": "object",
"properties": {

"isCrawlAcl": {
"type": "boolean"

}I

"maxFileSizeInMegaBytes": {
"type": "string"

iy

"fieldForUserId": {
"type": "string"

}I

"aspectName": {
"type": "string"

iy

"aspectProperties": {
"type": "array"

}I

"enableFineGrainedControl": {
"type": "boolean"

iy

"isCrawlComment": {
"type": "boolean"

}I

"inclusionFileNamePatterns":
"type": "array"

iy

"exclusionFileNamePatterns":
"type": "array"

}I

"inclusionFileTypePatterns":
"type": "array"

iy

"exclusionFileTypePatterns":
"type": "array"

}I

"inclusionFilePathPatterns":
"type": "array"

iy

"exclusionFilePathPatterns":
"type": "array"

}
iy
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"type": {
"type": "string",
"pattern": "ALFRESCO"
I
"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048
},
"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL"
]
I

"enableIdentityCrawler": {

"type": "boolean"
},
"version": {
"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
}
.

"required": [
"connectionConfiguration",

"repositoryConfigurations",

"additionalProperties",
Iltypell ,
"secretArn"

The following table provides information about important JSON keys to configure.
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Configuration

connectionConfiguration

repositoryEndpointMetadata
siteld

repoUrl

webAppUrl

repositoryAdditionalProperties

isCrawlAcl

Description

Configuration information for the endpoint
for the data source.

The endpoint information for the data source.
The identifier of the Alfresco site.

The URL of your Alfresco repository. You can
get the repository URL from your Alfresco
administrator. For example, if you use Alfresco
Cloud (PaaS), the repository URL could be
https://company.alfrescocloud.com. Or, if you
use Alfresco On-Premises, the repository URL
could be https://company-alfresco-instance.co
mpany-domain.suffix:port.

The URL of your Alfresco user interface. You
can get the Alfresco user interface URL from
your Alfresco administrator. For example, the
user interface URL could be https://example.co
m.

Additional properties for content in your data
source.

Specify true to crawl access control informati
on from documents.

(® Note

Amazon Q Business crawls ACL
information to ensure responses are
generated only from documents your
end users have access to by default.
See Authorization for more details.
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fieldForUserId

authType

type (deployment)

crawlType

repositoryConfigurations

e document

e comment

additionalProperties

maxFileSizeInMegaBytes

aspectProperties

enableFineGrainedControl

Description

Specify field to use for UserId for ACL
crawling.

The type of authentication that you use,
whether OAuth2 or Basic.

The type of Alfresco that you use, whether
PAAS or ON-PREM.

The type of content that you want to crawl,
whether ASPECT (content marked with
'Aspects' in Alfresco), SITE_ID (content within
a specific Alfresco site), or ALL_SITES
(content across all your Alfresco sites).

Configuration information for the content
of the data source. For example, configuring
specific types of content and field mappings.

A list of objects that map the attributes or
field names of your Alfresco documents and
comments to Amazon Q index field names.

Additional configuration options for your
content in your data source.

Specify the maximum single file size limit in
MBs that Amazon Q will crawl. Amazon Q

will crawl only the files within the size limit
you define. The default file size is 50MB. The
maximum file size should be greater than OMB
and less than or equal to 50MB.

A list of specific 'Aspects' content that you
want to index.

true to crawl 'Aspects'.
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Configuration
isCrawlComment

e inclusionFileNamePatterns
e inclusionFileTypePatterns

e inclusionFilePathPatterns

e exclusionFileNamePatterns
o exclusionFileTypePatterns

e exclusionFilePathPatterns

type

Description
true to index comments.

A list of regular expression patterns to include
certain files in your Alfresco data source. Files
that match the patterns are included in the
index. Files that don't match the patterns are
excluded from the index. If a file matches
both an inclusion and exclusion pattern, the
exclusion pattern takes precedence, and the
file isn't included in the index.

A list of regular expression patterns to exclude
certain files in your Alfresco data source. Files
that match the patterns are excluded from the
index. Files that don't match the patterns are
included in the index. If a file matches both an
inclusion and exclusion pattern, the exclusion
pattern takes precedence, and the file isn't
included in the index.

The type of data source. Specify ALFRESCO as
your data source type.
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Configuration

secretArn

syncMode

Description

The Amazon Resource Name (ARN) of an AWS
Secrets Manager secret that contains the key-
value pairs that are required to connect to
your Alfresco. The secret must contain a JSON
structure with the following keys:

If using basic authentication:

"username": user name",

"password": " password"

If using OAuth 2.0 authentication:

{
"clientId": " client ID",
"clientSecret": " client secret",
"tokenUrl": " token URL"

}

Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose between the following options:

« Use FORCED_FULL_CRAWL to freshly
re-crawl all content and replace existing
content each time your data source syncs
with your index.

e Use FULL_CRAWL to incrementally crawl
only new, modified, and deleted content
each time your data source syncs with your
index.
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Configuration Description

enableIdentityCrawler true to use the Amazon Q identity crawler to
sync identity/principal information on users
and groups with access to certain documents.

(® Note

Amazon Q Business crawls identity
information from your data source to
ensure responses are generated only
from documents end users have access
to by default. For more information,
see ldentity crawler.

version The version of this template that's currently
supported.

How Amazon Q Business connector crawls Alfresco (Cloud) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business
applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying
and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect an Alfresco (Cloud) data source to Amazon Q Business, Amazon Q crawls ACL
information attached to a document (user and group information) from your Alfresco (Cloud)
instance. If you choose to activate ACL crawling, the information can be used to filter chat
responses to your end user's document access level.
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The group and user IDs are mapped as follows:

e _group_ids - Group IDs exist in Alfresco on files where there are set access permissions. They're
mapped from the system names of the groups (not display names) in Alfresco.

« _user_id - User IDs exist in Alfresco on files where there are set access permissions. They're
mapped from the user emails as the IDs in Alfresco.

For more information, see:

« Authorization

« Identity crawler

« Understanding User Store

Amazon Q BusinessAlfresco (Cloud) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q Business
enables you to map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

« Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.
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/A Important

Filtering using document attributes in chat is only supported through the API.

The Amazon Q Alfresco connector supports the following entities and the associated reserved and

custom attributes.

/A Important

If map any Alfresco (Cloud) field to Amazon Q document title and document body fields,

Amazon Q will generated responses from data in the document title and body.

Supported entities and field mappings

e Documents

¢ Comments

Documents

Alfresco field name

creationTime
lastModified
author
sourceUri
category
fileType
version
siteName

size

Index field name

_created_at
_last_updated_at
_authors
_source_uri
_category
_file_type

_version

al_site_name

al_document_size

Description
Default
Default
Default
Default
Default
Default
Default
Custom

Custom

Data type
Date

Date
String list
String
String
String
String
String

Long (numeric)
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Alfresco field name Index field name Description Data type
versionType al_version_type Custom String
title al_document_title Custom String
repositoryld al_repository_id Custom String
Comments
Alfresco field name Index field name Description Data type
creationTime _created_at Default Date
lastModified _last_updated_at Default Date
author _authors Default String list
sourceUri _source_uri Default String
version _version Default String
category _category Default String
fileType _file_type Default String
siteName al_site_name Custom String
size al_document_size Custom Long (numeric)
versionType _al_version_type Custom String
title al_document_title Custom String
repositoryld al_repository_id Custom String
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IAM role for Amazon Q BusinessAlfresco (Cloud) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

 (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToGetSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

]

"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,

"Resource": [
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"arn:aws:kms:{{region}}:{{account_id}}:key/[[key_id]]"
1,
"Condition": {
"StringLike": {
"kms:ViaService": [
"secretsmanager. *.amazonaws.com"

]
}
}
.
{

"Sid": "AllowsAmazonQToIngestDocuments",

"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,

"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/

{{application_id}}/index/{{index_id}}"
.
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/

index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/
index/{{index_id}}/data-source/*"

]

.

{
"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
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"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/[[security_group]]"

"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringLike": {

"aws:RequestTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

iy
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"

1,
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"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringlLike": {
"aws:ResourceTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

}I

"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [

"ec2:DescribeNetworkInterfaces",
ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
ec2:DescribeVpcs",

"ec2:DescribeRegions",
ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"

]I

"Resource": "*"

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"
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For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Connecting Alfresco (Server) to Amazon Q Business

Alfresco is a content management service (CMS) that helps customers store and manage their
content. You can connect Alfresco (Server) instance to Amazon Q Business—using either the AWS
Management Console or the CreateDataSource APl—and create an Amazon Q web experience.

Learn more

» For an overview of the Amazon Q web experience creation process, see Configuring an
application.

« For an overview of connector features, see Data source connector concepts.

« For information about connector configuration best practices, see Connector configuration best
practices.

Topics

» Alfresco (Server) connector overview

» Prerequisites for connecting Amazon Q Business to Alfresco (Server)

« Connecting Amazon Q Business to Alfresco (Server) using the console

» Connecting Amazon Q Business to Alfresco (Server) using APIs

« How Amazon Q Business connector crawls Alfresco (Server) ACLs

« Amazon Q Business Alfresco (Server) data source connector field mappings

e |AM role for Amazon Q Business Alfresco (Server) connector

Alfresco (Server) connector overview

The following table gives an overview of the Amazon Q Business Alfresco (Server) connector and its
supported features.
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Category Feature

Security Authentication type
Authentication credentials
Access Control List (ACL)
crawling
Identity crawling
VPC

Crawl Custom metadata

features

Entities

Field mappings

Filters

Sync mode

File types

Support
Basic
Basic

o Alfresco username

« Alfresco password

Yes. For more information, see ACL crawling.

Yes
Yes
Yes
Yes. The following entities are supported:

« Document

« Comments

Yes. Supports both default and custom field
mappings. For more information, see Field

mappings.
Yes. The following filters are supported:

 Include Aspects

« Crawl specfic Alfresco site

« Include/exclude by file path
« Include/exclude by file name

« Include/exclude by file type
Supports full and incremental sync.

Supports all files supported by Amazon Q.
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Prerequisites for connecting Amazon Q Business to Alfresco (Server)
Before you begin, make sure that you have completed the following prerequisites.

In Alfresco, make sure you have:

» Copied your Alfresco repository URL and web application URL. If you only want to index a
specific Alfresco site, then also copy the site ID.

» Noted your Alfresco authentication credentials, which include a username and password with at
least read permissions. If you want to use OAuth 2.0 authentication, you should add the user to
the Alfresco administrators group.

« Optional: Generated OAuth 2.0 credentials in Alfresco. The credentials include client ID, client
secret, and token URL. For more information about how to configure clients for Alfresco On-
Premises, see Alfresco documentation. If you use Alfresco Cloud (PaaS), you must contact Hyland
support for Alfresco OAuth 2.0 authentication.

In your AWS account, make sure you have:
» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

« Stored your Alfresco (Server) authentication credentials in an AWS Secrets Manager secret and, if
using the Amazon Q API, noted the ARN of the secret.

(® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to Alfresco (Server) using the console

The following procedure outlines how to connect Amazon Q Business to Alfresco (Server) using the
AWS Management Console.
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Connecting Amazon Q to Alfresco (Server)

1.

Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

Complete the steps to create your Amazon Q application.

Complete the steps for selecting an Amazon Q retriever.

Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
Then, on the Alfresco (Server) page, enter the following information:

Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

Source — Choose Alfresco server.

a. Alfresco repository URL - Enter your Alfresco repository URL. For example, if you use
Alfresco Cloud (PaaS), the repository URL could be https://company.alfrescocloud.com.

b. Alfresco user application URL - Enter your Alfresco user interface URL. You can get the
repository URL from your Alfresco administrator. For example, the user interface URL
could be https://example.com.

c. SSL certificate location — Enter the path to an SSL certificate file stored in an Amazon S3
bucket.

Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

Authentication — Choose Basic authentication or OAuth 2.0 authentication. Then choose an
existing Secrets Manager secret or create a new secret to store your Alfresco credentials. If you
choose to create a new secret, an AWS Secrets Manager secret window opens.

If you chose Basic authentication, enter a name for the secret, the Alfresco username, and
password.

If you chose OAuth 2.0 authentication, enter a name for the secret, client ID, client secret, and
token URL.
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10.

11.

12.

13.

14.

Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

Identity crawler - Amazon Q crawls identity information from your data source by default
to ensure responses are generated only from documents end users have access to. For more
information, see Identity crawler.

IAM role - Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

In Sync scope, enter the following information:

a. Content - Choose whether to crawl content marked with 'Aspects' in Alfresco, content
within a specific Alfresco site, or content across all your Alfresco sites.

b. For Maximum single file size — Specify the file size limit in MBs that Amazon Q will crawl.
Amazon Q will crawl only the files within the size limit you define. The default file size is
50MB. The maximum file size should be greater than OMB and less than or equal to 50MB.

c. Additional configuration - optional - Set the following settings:
o Include comments - Choose to include comments in Alfresco Document library and
Blog.
« Regex patterns — Regular expression patterns to include or exclude certain files.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.
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15.

16.

17.

18.

19.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.
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Connecting Amazon Q Business to Alfresco (Server) using APlIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

For an example of the API request, see CreateDataSource in the Amazon Q API Reference.

Alfresco JSON schema

The following is the Alfresco JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"siteId": {
"type": "string"

Iy

"repoUrl": {
"type": "string"

1,

"webAppUrl": {
"type": "string"
},
"repositoryAdditionalProperties": {
"type": "object",
"properties": {
"authType": {
"type": "string",
"enum": [
"OAuth2",
"Basic"
]
},
"type": {
"type": "string",
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"enum": [
"PAAS",
"ON_PREM"

]

},

"crawlType": {
"type": "string",
"enum": [

"ASPECT",
"SITE_ID",
"ALL_SITES"

I
"required": [
"repositoryEndpointMetadata"
]
I

"repositoryConfigurations": {
"type": "object",
"properties": {
"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": {
"anyOf": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
I
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"DATE",
"STRING_LIST",
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"LONG"

]
},
"dataSourceFieldName": {

"type": "string"
I
"dateFieldFormat": {

"type": "string",

"pattern": "yyyy-MM-dd'T'HH:mm:ss'z"'"
}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

},
"required": [
"fieldMappings"
]
},
"comment": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": {
"anyOf": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
I
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"DATE",
"STRING_LIST",
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IILONGII
]
+

"dataSourceFieldName": {
"type": "string"
I
"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'z"'"
}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

},
"required": [
"fieldMappings"

}

},

"additionalProperties": {
"type": "object",
"properties": {

"isCrawlAcl": {
"type": "boolean"

},

"maxFileSizeInMegaBytes": {
"type": "string"

I

"fieldForUserId": {
"type": "string"

},

"aspectName": {
"type": "string"

I

"aspectProperties": {
"type": "array"
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iy

"enableFineGrainedControl": {
"type": "boolean"

}I

"isCrawlComment": {
"type": "boolean"

iy

"inclusionFileNamePatterns": {
"type": "array"

}I

"exclusionFileNamePatterns": {
"type": "array"

iy

"inclusionFileTypePatterns": {
"type": "array"

}I

"exclusionFileTypePatterns": {
"type": "array"

iy

"inclusionFilePathPatterns": {
"type": "array"

}I

"exclusionFilePathPatterns": {
"type": "array"

}
}
},
"type": {
"type": "string",
"pattern": "ALFRESCO"
},

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048
I
"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL"
]
},
"enableIdentityCrawler": {
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"type": "boolean"

1,
"version": {
"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
}
},

"required": [
"connectionConfiguration",
"repositoryConfigurations",
"additionalProperties",
“type”,

"secretArn"

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

repositoryEndpointMetadata
siteld

repoUrl

Description

Configuration information for the endpoint
for the data source.

The endpoint information for the data source.
The identifier of the Alfresco site.

The URL of your Alfresco repository. You can
get the repository URL from your Alfresco
administrator. For example, if you use Alfresco
Cloud (PaaS), the repository URL could be
https://company.alfrescocloud.com. Or, if you
use Alfresco On-Premises, the repository URL
could be https://company-alfresco-instance.co
mpany-domain.suffix:port.
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Configuration Description

webAppUrl The URL of your Alfresco user interface. You
can get the Alfresco user interface URL from
your Alfresco administrator. For example, the
user interface URL could be https://example.co

m.
repositoryAdditionalProperties Additional properties for content in your data
source.
maxFileSizeInMegaBytes Specify the maximum single file size limit in

MBs that Amazon Q will crawl. Amazon Q

will crawl only the files within the size limit
you define. The default file size is 50MB. The
maximum file size should be greater than OMB
and less than or equal to 50MB.

isCrawlAcl Specify true to crawl access control informati
on from documents.

(® Note

Amazon Q Business crawls ACL
information to ensure responses are
generated only from documents your
end users have access to by default.
See Authorization for more details.

fieldForUserlId Specify field to use for UserId for ACL
crawling.
authType The type of authentication that you use,

whether OAuth2 or Basic.

type (deployment) The type of Alfresco that you use, whether
PAAS or ON-PREM.
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Configuration

crawlType

repositoryConfigurations

e document

e comment

additionalProperties

aspectProperties

enableFineGrainedControl
isCrawlComment

e inclusionFileNamePatterns
e inclusionFileTypePatterns

e inclusionFilePathPatterns

Description

The type of content that you want to crawl,
whether ASPECT (content marked with
'Aspects' in Alfresco), SITE_ID (content within
a specific Alfresco site), or ALL_SITES
(content across all your Alfresco sites).

Configuration information for the content
of the data source. For example, configuring
specific types of content and field mappings.

A list of objects that map the attributes or
field names of your Alfresco documents and
comments to Amazon Q index field names.

Additional configuration options for your
content in your data source.

A list of specific 'Aspects' content that you
want to index.

true to crawl '‘Aspects’.
true to index comments.

A list of regular expression patterns to include
certain files in your Alfresco data source. Files
that match the patterns are included in the
index. Files that don't match the patterns are
excluded from the index. If a file matches
both an inclusion and exclusion pattern, the
exclusion pattern takes precedence, and the
file isn't included in the index.
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Configuration

e exclusionFileNamePatterns
o exclusionFileTypePatterns

e exclusionFilePathPatterns

type

secretArn

Description

A list of regular expression patterns to exclude
certain files in your Alfresco data source. Files
that match the patterns are excluded from the
index. Files that don't match the patterns are
included in the index. If a file matches both an
inclusion and exclusion pattern, the exclusion
pattern takes precedence, and the file isn't
included in the index.

The type of data source. Specify ALFRESCO as
your data source type.

The Amazon Resource Name (ARN) of an AWS
Secrets Manager secret that contains the key-
value pairs that are required to connect to
your Alfresco. The secret must contain a JSON
structure with the following keys:

If using basic authentication:

"username": user name",

"password": " password"

If using OAuth 2.0 authentication:

{
"clientId": " client ID",
"clientSecret": " client secret",
"tokenUrl": " token URL"

}
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Configuration

syncMode

enableIdentityCrawler

version

Description

Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose between the following options:

» Use FORCED_FULL_CRAWL to freshly
re-crawl all content and replace existing
content each time your data source syncs
with your index.

e Use FULL_CRAWL to incrementally crawl
only new, modified, and deleted content
each time your data source syncs with your
index.

true to use the Amazon Q identity crawler to
sync identity/principal information on users
and groups with access to certain documents.

@ Note

Amazon Q Business crawls identity
information from your data source to
ensure responses are generated only
from documents end users have access
to by default. For more information,
see Identity crawler.

The version of this template that's currently
supported.
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How Amazon Q Business connector crawls Alfresco (Server) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business

applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying

and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect an Alfresco (Server) data source to Amazon Q Business, Amazon Q crawls ACL
information attached to a document (user and group information) from your Alfresco (Server)
instance. If you choose to activate ACL crawling, the information can be used to filter chat
responses to your end user's document access level.

The group and user IDs are mapped as follows:

e _group_ids - Group IDs exist in Alfresco on files where there are set access permissions. They're
mapped from the system names of the groups (not display names) in Alfresco.

o _user_id - User IDs exist in Alfresco on files where there are set access permissions. They're
mapped from the user emails as the IDs in Alfresco.

For more information, see:

« Authorization

« Identity crawler

« Understanding User Store

Amazon Q Business Alfresco (Server) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q Business
enables you to map document attributes from your data sources to fields in your Amazon Q index.
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Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q Alfresco connector supports the following entities and the associated reserved and
custom attributes.

/A Important

If map any Alfresco (Server) field to Amazon Q document title and document body fields,
Amazon Q will generated responses from data in the document title and body.

Supported entities and field mappings
» Documents

¢ Comments
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Documents

Alfresco field name
creationTime
lastModified
author
sourceUri
category
fileType
version
siteName
size
versionType
title

repositoryld

Comments

Alfresco field name
creationTime
lastModified

author

sourceUri

Index field name
_created_at
_last_updated_at
_authors
_source_uri
_category
_file_type
_version
al_site_name
al_document_size
al_version_type
al_document_title

al_repository_id

Index field name
_created_at
_last_updated_at
_authors

_source_uri

Description
Default
Default
Default
Default
Default
Default
Default
Custom
Custom
Custom
Custom

Custom

Description
Default
Default
Default

Default

Data type
Date

Date
String list
String
String
String
String
String
Long (numeric)
String
String

String

Data type
Date
Date
String list

String
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Alfresco field name Index field name Description Data type
version _version Default String
category _category Default String

fileType _file_type Default String
siteName al_site_name Custom String

size al_document_size Custom Long (numeric)
versionType _al_version_type Custom String

title al_document_title Custom String
repositoryld al_repository_id Custom String

IAM role for Amazon Q Business Alfresco (Server) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

« Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

» Permission to access the SSL certificate stored in your Amazon S3 bucket.

» (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.
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{
"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"
}
}
.
{
"Sid": "AllowsAmazonQToGetSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret
]
.
{
"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"
]
}
}

:[[secret_id]]"
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},
{

"Sid": "AllowsAmazonQToIngestDocuments",

"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,

"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/

{{application_id}}/index/{{index_id}}"
},
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/

{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]
.
{

"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

},
{
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"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface",

"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringlLike": {

"aws:RequestTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"

.
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringLike": {

"aws:ResourceTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"

}
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}
.
{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",

"Effect": "Allow",

"Principal": {

"Service": "gbusiness.amazonaws.com"

}I

"Action": "sts:AssumeRole",

"Condition": {

"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
iy
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"

[}
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For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Connecting Aurora (MySQL) to Amazon Q Business

Aurora (MySQL) is a relational database management system (RDBMS) built for the cloud. You can
connect your Aurora (MySQL) instance to Amazon Q Business—using either the AWS Management
Console, CLI, or the CreateDataSource APl—and create an Amazon Q web experience.

The Amazon Q Aurora (MySQL) data source connector supports Aurora MySQL 3 and Aurora
Serverless MySQL 8.0.

/A Important

As a best practice, provide Amazon Q with read-only database credentials. Also, avoid
adding tables with sensitive data or personal identifiable information (PII).

Learn more

» For an overview of the Amazon Q web experience creation process, see Configuring an
application.

« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

« Aurora (MySQL) connector overview

« Prerequisites for connecting Amazon Q Business to Aurora (MySQL)

« Connecting Amazon Q Business to Aurora (MySQL) using the console

» Connecting Amazon Q Business to Aurora (MySQL) using APIs

» How Amazon Q Business connector crawls Aurora (MySQL) ACLs

« Amazon Q BusinessAurora (MySQL) data source connector field mappings

« |AM role for Amazon Q BusinessAurora (MySQL) connector

« Known limitations for the Amazon Q BusinessAurora (MySQL) connector
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Aurora (MySQL) connector overview

The following table gives an overview of the Amazon Q Business Aurora (MySQL) connector and its
supported features.

Category Feature Support
Security Authentication type Basic
Authentication credentials « Username of database user

« Password of database user

Access Control List (ACL) Yes. For more information, see ACL crawling.
crawling
Driver version MySQL - 8.0.2.7
Data source version Aurora MySQL 3, Aurora Serverless MySQL 8.0
Identity crawling No
VPC Yes
Crawl Custom metadata Yes
features
Entities Yes. The following entities are supported:

¢ Document

(® Note

Each database row is considered
an individual searchable Amazon Q
document.

Field mappings Yes. Supports both default and custom field

mappings. For more information, see Field

mappings.
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Category Feature Support
Sync mode Supports full and incremental sync.
File types Supports all files supported by Amazon Q.

Prerequisites for connecting Amazon Q Business to Aurora (MySQL)
Before you begin, make sure that you have completed the following prerequisites.

In Aurora (MySQL), make sure you have:

» Noted your database user name and password.

/A Important

As a best practice, provide Amazon Q with read-only database credentials.

» Copied your database host URL, port, and instance. You can find this information on the Amazon
RDS console.

In your AWS account, make sure you have:
» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

» Stored your Aurora (MySQL) authentication credentials in an AWS Secrets Manager secret and, if
using the Amazon Q API, noted the ARN of the secret.

(® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.
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Connecting Amazon Q Business to Aurora (MySQL) using the console

The following procedure outlines how to connect Amazon Q Business to Aurora (MySQL) using the
AWS Management Console.

Connecting Amazon Q to Aurora (MySQL)

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

3. Complete the steps for selecting an Amazon Q retriever.

4. Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
5. Then, on the Aurora (MySQL) page, enter the following information:

6. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.
7. In Source, enter the following information:
a. Host - Enter the database host URL, for example: http://instance
URL .region.rds.amazonaws.com.
b. Port - Enter the database port, for example, 5432.
c. Instance - Enter the database instance, for example postgres.
d. SSL certificate location — Choose to enter the Amazon S3 path to your SSL certificate file.

8. Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

9. In Authentication, enter the following information for your AWS Secrets Manager secret.

a. Secret name - A name for your secret.

b. For Database user name, and Password - Enter the authentication credential values you
copied from your database.

c. Choose Save.

Aurora (MySQL) 291


https://console.aws.amazon.com/amazonq/business/?region=us-east-1
https://console.aws.amazon.com/amazonq/business/?region=us-east-1
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-app.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/native-retriever.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-authorization

Amazon Q Business User Guide

10. Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

11. 1AM role — Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

12. In Sync scope, enter the following information:

SQL query - Enter SQL query statements like SELECT and JOIN operations. SQL queries
must be less than 1000 characters and not contain any semi-colons (;). Amazon Q will crawl
all database content that matches your query.

Primary key column - Provide the primary key for the database table. This identifies a table
within your database.

Title column - Provide the name of the document title column within your database table.

Body column - Provide the name of the document body column within your database table.

13. In Additional configuration - optional — Configure the following settings:

Change-detecting columns - Enter the names of the columns that Amazon Q will use to
detect content changes. Amazon Q will re-index content when there is a change in any of
these columns.

Users' IDs column - Enter the name of the column which contains User IDs to be allowed
access to content.

Groups column - Enter the name of the column that contains groups to be allowed access
to content.

Source URLs column - Enter the name of the column which contains Source URLs to be
indexed.
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14.

15.

16.

17.

« Time stamps column - Enter the name of the column which contains time stamps. Amazon
Q uses time stamp information to detect changes in your content and sync only changed
content.

« Time zones column - Enter the name of the column which contains time zones for the
content to be crawled.

« Time stamps format — Enter the name of the column which contains time stamp formats to
use to detect content changes and re-sync your content.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

« New or modified content sync — Sync only new and modified documents.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.
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For more information, see Field mappings.

18. To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

19. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to

use.

(® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Aurora (MySQL) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

Aurora (MySQL) JSON schema

The following is the Aurora (MySQL) JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"dbType": {
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"type": "string",
"enum": [
"mysql",
"db2",
"postgresql”,
"oracle",
"sglserver"
]
},
"dbHost": {
"type": "string"
I
"dbPort": {
"type": "string"
},
"dbInstance": {
"type": "string"
}

},

"required": [
"dbType",
"dbHost",
"dbPort",
"dbInstance"

}
},
"required": [
"repositoryEndpointMetadata"
]

},

"repositoryConfigurations": {
"type": "object",
"properties": {

"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {

"indexFieldName": {
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"type": "string"

I

"indexFieldType": {
"type": "string"

},

"dataSourceFieldName": {
"type": "string"

}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

]
}
]
}
I
"required": [
"fieldMappings"
]
}
},
"required": [
]

I
"additionalProperties": {
"type": "object",
"properties": {
"primaryKey": {
"type": "string"
I
"titleColumn": {
"type": "string"
},
"bodyColumn": {
"type": "string"

}I
"sqlQuery": {
"type": "string",
"not": {
"pattern": ";+"
}
}I
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"timestampColumn": {
"type": "string"

iy

"timestampFormat": {
"type": "string"

}I

"timezone": {
"type": "string"

iy

"changeDetectingColumns": {
"type": "array",
"items": {

"type": "string"

}

iy

"allowedUsersColumn": {
"type": "string"

}I

"allowedGroupsColumn": {
"type": "string"

iy

"sourceURIColumn": {
"type": "string"

}I

"serverlessAurora": {
"type": "string",
"enum": ["true", "false"]

}

iy

"required": ["primaryKey", "titleColumn",

},

"type" : {

"type" : "string",
"pattern": "JDBC"

},

"syncMode": {
"type": "string",
"enum": [

"FORCED_FULL_CRAWL",
"FULL_CRAWL",
"CHANGE_LOG"
]
},

"secretArn": {

"bodyColumn",

"sqlQuery"]
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"type": "string",
"minLength": 20,
"maxLength": 2048
}
},
"version": {
"type": "string",
"anyOf": [
{
"pattern": "1.0.0"
}
]
},
"required": [
"connectionConfiguration",

"repositoryConfigurations",

"syncMode",
"additionalProperties",
"secretArn",

Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

repositoryEndpointMetadata

Description

Configuration information for the endpoint
for the data source.

Required configuration information for
connecting your data source.

« dbType—The type of Java database you are
using, whether mysql, db2, postgresql ,
oracle, or sqlserver .

o dbHost—The database host name.
o dbPort—The database port.

« dblnstance—The database instance.
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Configuration

repositoryConfigurations

document

additionalProperties

primaryKey

titleColumn

bodyColumn

sqlQuery

timestampColumn

Description

Configuration information for the content

of the data source. For example, configuring
specific types of content and field mappings.
Specify the type of data source and the secret
ARN.

A list of objects that map the attributes

or field names of your database content

to Amazon Q index field names. For more
information, see Mapping data source fields.

Additional configuration options for your
content in your data source. Use to include or
exclude specific content in your database data
source.

Provide the primary key for the database
table. This identifies a table within your
database.

Provide the name of the document title
column within your database table.

Provide the name of the document title
column within your database table.

Enter SQL query statements like SELECT
and JOIN operations. SQL queries must be
less than 1000 characters and not contain
any semi-colons (;). Amazon Q will crawl all
database content that matches your query.

Enter the name of the column which contains
time stamps. Amazon Q uses time stamp
information to detect changes in your content
and sync only changed content.
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Configuration Description

timestampFormat Enter the name of the column which contains
time stamp formats to use to detect content
changes and re-sync your content.

timezone Enter the name of the column which contains
time zones for the content to be crawled.

changeDetectingColumns Enter the names of the columns that Amazon
Q will use to detect content changes. Amazon
Q will re-index content when there is a change
in any of these columns

allowedUsersColumns Enter the name of the column which contains
User IDs to be allowed access to content.

allowedGroupsColumn Enter the name of the column which contains
User IDs to be allowed access to content.

sourceURIColumn Enter the name of the column which contains
Source URLs to be indexed.

isSslEnabled true to add a path to an SSL certificate file
stored in an Amazon S3 bucket.

type The type of data source. Specify JDBC as your
data source type.
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Configuration Description

syncMode Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose

e FORCED_FULL_CRAWL to freshly re-crawl
all content and replace existing content
each time your data source syncs with your
index

o FULL_CRAWL to incrementally crawl only
new, modified, and deleted content each
time your data source syncs with your index

o CHANGE_LOG to incrementally crawl only
new and modified content each time your
data source syncs with your index.

secretArn The Amazon Resource Name (ARN) of a
Secrets Manager secret that contains user
name and password required to connect to
your database. The secret must contain a
JSON structure with the following keys:

{
"user name": "database user name",
"password": " password"
}
version The version of the template that is currently
supported.

How Amazon Q Business connector crawls Aurora (MySQL) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.
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Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business

applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying

and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect a database data source to Amazon Q, Amazon Q crawls user and group
information from a column in the source table. You specify this column in the console or using the
configuration parameter as part of the CreateDataSource operation.

If you choose to activate ACL crawling, the information can be used to filter chat responses to your
end user's document access level.

A database data source has the following limitations:

» You can only specify an allow list for a database data source. You can't specify a deny list.
« You can only specify groups. You can't specify individual users for the allow list.

« The database column should be a string containing a semicolon delimited list of groups.

For more information, see:

« Authorization

« Identity crawler

« Understanding User Store

Amazon Q BusinessAurora (MySQL) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q enables you to
map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.
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« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q PostgreSQL connector supports the following field mappings:

Supported field mappings

e Document

Document
JDBC field name Index field name Description Data type
jd_document_id jd_document_id Custom String
jd_document_title jd_document_title Custom String
jd_source_uri _source_uri Default String
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IAM role for Amazon Q BusinessAurora (MySQL) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

» Permission to access the SSL certificate stored in your Amazon S3 bucket.

» (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

"Sid": "AllowsAmazonQToGetSecret",
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"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

]
.
{
"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"
]
}
}
},
{
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
},
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"
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1,
"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]

.
{

"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

},

{
"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",

"Condition": {

"StringlLike": {
"aws:RequestTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"
.
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"
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"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
}
}
I
{
"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",

"Condition": {
"StringlLike": {
"aws:ResourceTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"

}
}
I
{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}
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To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:
{{source_account}}:application/{{application_id}}"

[

For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAurora (MySQL) connector

» Deleted database rows will not be tracked in when Amazon Q checks for updated content.
« The size of field names and values in a row of your database can't exceed 400KB.

« If you have a large amount of data in your database data source, and do not want Amazon Q to
index all your database content after the first sync, you can choose to sync only new, modified,
or deleted documents.
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Connecting Aurora (PostgreSQL) to Amazon Q Business

Aurora (PostgreSQL) is a relational database management system (RDBMS) built for the cloud.
You can connect your Aurora (PostgreSQL) instance to Amazon Q Business—using either the AWS
Management Console, CLI, or the CreateDataSource API—and create an Amazon Q web experience.

The Amazon Q Aurora (PostgreSQL) data source connector supports Aurora PostgreSQL 1.

/A Important

As a best practice, provide Amazon Q with read-only database credentials. Also, avoid
adding tables with sensitive data or personal identifiable information (Pll).

Learn more

» For an overview of the Amazon Q web experience creation process, see Configuring an

application.
« For an overview of connector features, see Data source connector concepts.

« For information about connector configuration best practices, see Connector configuration best
practices.

Topics

» Aurora (PostgreSQL) connector overview

» Prerequisites for connecting Amazon Q Business to Aurora (PostgreSQL)

» Connecting Amazon Q Business to Aurora (PostgreSQL) using the console

« Connecting Amazon Q Business to Aurora (PostgreSQL) using APls

« How Amazon Q Business connector crawls Aurora (PostgreSQL) ACLs

« Amazon Q BusinessAurora (PostgreSQL) data source connector field mappings

» IAM role for Amazon Q BusinessAurora (PostgreSQL) connector

« Known limitations for the Amazon Q BusinessAurora (PostgreSQL) connector

Aurora (PostgreSQL) connector overview

The following table gives an overview of the Amazon Q Business Aurora (PostgreSQL) connector
and its supported features.
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Category Feature
Security Authentication type

Authentication credentials

Access Control List (ACL)
crawling

Driver version
Data source version

Identity crawling

VPC
Crawl Custom metadata
features

Entities

Field mappings

Sync mode

File types

Support
Basic

« Username of database user

« Password of database user

Yes. For more information, see ACL crawling.

Aurora (PostgreSQL) — 42.3.2

Aurora PostgreSQL 1

No

Yes

Yes

Yes. The following entities are supported:

¢ Document

(® Note

Each database row is considered
an individual searchable Amazon Q
document.

Yes. Supports both default and custom field
mappings. For more information, see Field

mappings.

Supports full and incremental sync.

Supports all files supported by Amazon Q.
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Prerequisites for connecting Amazon Q Business to Aurora (PostgreSQL)
Before you begin, make sure that you have completed the following prerequisites.
In Aurora (PostgreSQL), make sure you have:

» Noted your database user name and password.

/A Important

As a best practice, provide Amazon Q with read-only database credentials.

» Copied your database host URL, port, and instance. You can find this information on the Amazon
RDS console.

In your AWS account, make sure you have:

» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

« Stored your Aurora (PostgreSQL) authentication credentials in an AWS Secrets Manager secret
and, if using the Amazon Q API, noted the ARN of the secret.

® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to Aurora (PostgreSQL) using the console

The following procedure outlines how to connect Amazon Q Business to Aurora (PostgreSQL) using
the AWS Management Console.

Connecting Amazon Q to Aurora (PostgreSQL)

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazong/business/.
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2.
3.

10.

Complete the steps to create your Amazon Q application.

Complete the steps for selecting an Amazon Q retriever.

Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
Then, on the Aurora (PostgreSQL) page, enter the following information:

Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

In Source, enter the following information:

a. Host - Enter the database host URL, for example: http://instance
URL .region.rds.amazonaws.com.

b. Port - Enter the database port, for example, 5432.
¢. Instance - Enter the database instance, for example postgres.

d. Enable SSL certificate location — Choose to enter the Amazon S3 path to your SSL
certificate file.

Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

In Authentication - Enter the following information for your AWS Secrets Manager secret.

a. Secret name - A name for your secret.

b. For Database user name, and Password - Enter the authentication credential values you
copied from your database.

c. Choose Save.

Configure VPC and security group - optional — Choose whether you want to use a VPC. If you

do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.
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11.

12.

13.

For more information, see VPC.

IAM role - Choose an existing IAM role or create an IAM role to access your repository

credentials and index content.

For more information, see IAM role.

In Sync scope, enter the following information:

SQL query - Enter SQL query statements like SELECT and JOIN operations. SQL queries
must be less than 1000 characters and not contain any semi-colons (;). Amazon Q will crawl
all database content that matches your query.

Primary key column - Provide the primary key for the database table. This identifies a table
within your database.

Title column - Provide the name of the document title column within your database table.

Body column - Provide the name of the document body column within your database table.

In Additional configuration - optional — Configure the following settings:

Change-detecting columns - Enter the names of the columns that Amazon Q will use to
detect content changes. Amazon Q will re-index content when there is a change in any of
these columns.

Users' IDs column - Enter the name of the column which contains User IDs to be allowed
access to content.

Groups column - Enter the name of the column that contains groups to be allowed access
to content.

Source URLs column - Enter the name of the column which contains Source URLs to be
indexed.

Time stamps column - Enter the name of the column which contains time stamps. Amazon
Q uses time stamp information to detect changes in your content and sync only changed
content.

Time zones column - Enter the name of the column which contains time zones for the
content to be crawled.

Time stamps format - Enter the name of the column which contains time stamp formats to
use to detect content changes and re-sync your content.
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14.

15.

16.

17.

18.

19.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.
» New or modified content sync — Sync only new and modified documents.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings — A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default — Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

(® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.
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® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Aurora (PostgreSQL) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

Aurora (PostgreSQL) JSON schema

The following is the Aurora (PostgreSQL) JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"dbType": {
"type": "string",
"enum": [
"mysql",
"db2",
"postgresql”,
"oracle",
"sglserver"
]

I
"dbHost": {
"type": "string"
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},
"dbPort": {
"type": "string"
I
"dbInstance": {
"type": "string"
}
I
"required": [
"dbType",
"dbHost",
"dbPort",
"dbInstance"

}
I
"required": [
"repositoryEndpointMetadata"
]
I
"repositoryConfigurations": {
"type": "object",
"properties": {
"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
},
"indexFieldType": {
"type": "string"
I

"dataSourceFieldName":

"type": "string"
}
I
"required": [
"indexFieldName",
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"indexFieldType",

"dataSourceFieldName"
]
}
]
}
},
"required": [
"fieldMappings"
]
}
I
"required": [
]

},
"additionalProperties": {
"type": "object",
"properties": {
"primaryKey": {
"type": "string"
},
"titleColumn": {
"type": "string"
I
"bodyColumn": {
"type": "string"

},

"sqlQuery": {
"type": "string",
"not": {

"pattern": ";+"
}
},

"timestampColumn": {
"type": "string"

I

"timestampFormat": {
"type": "string"

},

"timezone": {
"type": "string"

I

"changeDetectingColumns": {
"type": "array",
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"items": {
"type": "string"
}
iy

"allowedUsersColumn": {
"type": "string"

},

"allowedGroupsColumn": {
"type": "string"

.

"sourceURIColumn": {
"type": "string"

},

"serverlessAurora": {
"type": "string",
"enum": ["true", "false"]

"required": ["primaryKey", "titleColumn", "bodyColumn", "sqlQuery"]

}
1,
1,
"type" @ {
"type" : "string",
"pattern": "JDBC"
1,

"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL",
"CHANGE_LOG"
]
I

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}

I
"version": {
"type": "string",
"anyOf": [
{
"pattern": "1.0.0"
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]

1,

"required": [
"connectionConfiguration",
"repositoryConfigurations",
"syncMode",
"additionalProperties",
"secretArn",

Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

repositoryEndpointMetadata

repositoryConfigurations

document

Description

Configuration information for the endpoint
for the data source.

Required configuration information for
connecting your data source.

» dbType—The type of Java database you are
using, whether mysql, db2, postgresql ,
oracle, or sqlserver .

o dbHost—The database host name.
o dbPort—The database port.

+ dblnstance—The database instance.

Configuration information for the content

of the data source. For example, configuring
specific types of content and field mappings.
Specify the type of data source and the secret
ARN.

A list of objects that map the attributes

or field names of your database content

to Amazon Q index field names. For more
information, see Mapping data source fields.
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Configuration Description

additionalProperties Additional configuration options for your
content in your data source. Use to include or
exclude specific content in your database data

source.
primaryKey Provide the primary key for the database
table. This identifies a table within your
database.
titleColumn Provide the name of the document title

column within your database table.

bodyColumn Provide the name of the document title
column within your database table.

sqlQuery Enter SQL query statements like SELECT
and JOIN operations. SQL queries must be
less than 1000 characters and not contain
any semi-colons (;). Amazon Q will crawl all
database content that matches your query.

timestampColumn Enter the name of the column which contains
time stamps. Amazon Q uses time stamp
information to detect changes in your content
and sync only changed content.

timestampFormat Enter the name of the column which contains
time stamp formats to use to detect content
changes and re-sync your content.

timezone Enter the name of the column which contains
time zones for the content to be crawled.

changeDetectingColumns Enter the names of the columns that Amazon
Q will use to detect content changes. Amazon
Q will re-index content when there is a change
in any of these columns
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Configuration

allowedUsersColumns

allowedGroupsColumn

sourceURIColumn

isSslEnabled

type

syncMode

Description

Enter the name of the column which contains
User IDs to be allowed access to content.

Enter the name of the column which contains
User IDs to be allowed access to content.

Enter the name of the column which contains
Source URLs to be indexed.

true to add a path to an SSL certificate file
stored in an Amazon S3 bucket.

The type of data source. Specify JDBC as your
data source type.

Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose

« FORCED_FULL_CRAWL to freshly re-crawl
all content and replace existing content
each time your data source syncs with your
index

e FULL_CRAWL to incrementally crawl only
new, modified, and deleted content each
time your data source syncs with your index

o CHANGE_LOG to incrementally crawl only
new and modified content each time your
data source syncs with your index.
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Configuration Description

secretArn The Amazon Resource Name (ARN) of a
Secrets Manager secret that contains user
name and password required to connect to
your database. The secret must contain a
JSON structure with the following keys:

{
"user name": "database user name",
"password": " password"
}
version The version of the template that is currently
supported.

How Amazon Q Business connector crawls Aurora (PostgreSQL) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business
applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying
and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect a database data source to Amazon Q, Amazon Q crawls user and group
information from a column in the source table. You specify this column in the console or using the
configuration parameter as part of the CreateDataSource operation.

If you choose to activate ACL crawling, the information can be used to filter chat responses to your
end user's document access level.

A database data source has the following limitations:
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» You can only specify an allow list for a database data source. You can't specify a deny list.
» You can only specify groups. You can't specify individual users for the allow list.

« The database column should be a string containing a semicolon delimited list of groups.

For more information, see:

« Authorization

« Identity crawler

« Understanding User Store

Amazon Q BusinessAurora (PostgreSQL) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q enables you to
map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

« Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.
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The Amazon Q PostgreSQL connector supports the following field mappings:

Supported field mappings

e Document

Document
JDBC field name Index field name Description Data type
jd_document_id jd_document_id Custom String
jd_document_title jd_document_title Custom String
jd_source_uri _source_uri Default String

IAM role for Amazon Q BusinessAurora (PostgreSQL) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

» Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

» Permission to access the SSL certificate stored in your Amazon S3 bucket.

« (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.
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{
"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"
}
}
.
{
"Sid": "AllowsAmazonQToGetSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret
]
.
{
"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"
]
}
}

:[[secret_id]]"
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},
{

"Sid": "AllowsAmazonQToIngestDocuments",

"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,

"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/

{{application_id}}/index/{{index_id}}"
},
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/

{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]
.
{

"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

},
{

Aurora (PostgreSQL)

326



Amazon Q Business

User Guide

"gbusiness_

"gbusiness_

"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringlLike": {
"aws:RequestTag/AMAZON_Q":
{{account_id}}_{{application_id}}_*"
I
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringLike": {

"aws:ResourceTag/AMAZON_Q":

{{account_id}}_{{application_id}}_*"

}
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}
.
{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}
]
}
To allow Amazon Q to assume a role, you must also use the following trust policy:
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:
{{source_account}}:application/{{application_id}}"
}
}
}
]
}
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For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAurora (PostgreSQL) connector

» Deleted database rows will not be tracked in when Amazon Q checks for updated content.
» The size of field names and values in a row of your database can't exceed 400KB.

« If you have a large amount of data in your database data source, and do not want Amazon Q to
index all your database content after the first sync, you can choose to sync only new, modified,
or deleted documents.

Connecting Amazon FSx (Windows) to Amazon Q Business

Amazon FSx (Windows) is a fully managed, cloud based file server system that offers shared
storage capabilities. You can connect your Amazon FSx (Windows) instance to Amazon Q Business
—using either the AWS Management Console, CLI, or the CreateDataSource APl—and create an

Amazon Q web experience.

The Amazon Q Amazon FSx (Windows) data source connector supports only Amazon FSx for
Windows.

Learn more

« For an overview of the Amazon Q web experience creation process, see Configuring an
application.

« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

Amazon FSx (Windows) connector overview

Prerequisites for connecting Amazon Q Business to Amazon FSx (Windows)

Connecting Amazon Q Business to Amazon FSx (Windows) using the console

Connecting Amazon Q Business to Amazon FSx (Windows) using APIs

How Amazon Q Business connector crawls Amazon FSx (Windows) ACLs
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« Amazon Q BusinessAmazon FSx (Windows) data source connector field mappings

e |AM role for Amazon Q BusinessAmazon FSx (Windows) connector

Amazon FSx (Windows) connector overview

The following table gives an overview of the Amazon Q Business Amazon FSx (Windows) connector

and its supported features.

Category

Security

Crawl
features

Feature
Authentication type

Authentication credentials

Access Control List (ACL)
crawling

Identity crawling

VPC
Custom metadata

Field mappings

Filters

Sync mode

File types

Support
Ad Server authentication

o Amazon FSx (Windows) username

« Amazon FSx (Windows) password

Yes. For more information, see ACL crawling.

No
Yes
Yes

Yes. Supports both default and custom field
mappings. For more information, see Field

mappings.

Yes. The following filters are supported:

« Include/exclude by file name
« Include/exclude by file type
 Include/exclude by file path

Supports full and incremental sync.

Supports all files supported by Amazon Q.
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Prerequisites for connecting Amazon Q Business to Amazon FSx (Windows)
Before you begin, make sure that you have completed the following prerequisites.

In Amazon FSx (Windows), make sure you have:

o An Amazon FSx (Windows) account with read and mounting permissions.

« Noted your Amazon FSx authentication credentials for an Active Directory user account. This
includes your Active Directory user name and your Domain Name System (DNS) domain name.
For example, user@corp.example. com.

» Copied your Amazon FSx file system ID.

« Used an Amazon VPC (AWS VPC) where your Amazon FSx resides.

In your AWS account, make sure you have:

» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

« Stored your Amazon FSx (Windows) authentication credentials in an AWS Secrets Manager secret
and, if using the Amazon Q API, noted the ARN of the secret.

(® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to Amazon FSx (Windows) using the console

The following procedure outlines how to connect Amazon Q Business to Amazon FSx (Windows)
using the AWS Management Console.

Connecting Amazon Q to Amazon FSx (Windows)

1. Signin to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.
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2. Complete the steps to create your Amazon Q application.

3. Complete the steps for selecting an Amazon Q retriever.

4. Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
5. Then, on the Amazon FSx (Windows) page, enter the following information:

6. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

7. In Source, for Amazon FSx file system ID—Select your file system ID or create a new directory.

Only already created file system IDs are displayed and available to connect.

8. Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

9. Authentication - Enter the following information for your AWS Secrets Manager secret.

a. Secret name—A name for your secret.

b. For User name—Enter the user name for Amazon FSx Active Directory account.
c. For Password—Enter the password for the Amazon FSx Active Directory account.
d. Choose Save.

10. Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

11. ldentity crawler - Amazon Q crawls identity information from your data source by default
to ensure responses are generated only from documents end users have access to. For more
information, see Identity crawler.
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12.

13.

14.

15.

16.

17.

IAM role - Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

In Sync scope, enter the following information:

a. Regex patterns—Add regular expression patterns to include or exclude certain content.
You can add up to 100 patterns.

b. For Maximum single file size — Specify the file size limit in MBs that Amazon Q will crawl.
Amazon Q will crawl only the files within the size limit you define. The default file size is
50MB. The maximum file size should be greater than OMB and less than or equal to 50MB.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

» New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.
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For more information, see Field mappings.

18. To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

19. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

(® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Amazon FSx (Windows) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

For an example of the API request, see CreateDataSource in the Amazon Q API Reference.

Amazon FSx JSON schema

The following is the Amazon FSx JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
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"properties": {

"fileSystemId": {
"type": "string",
"pattern": "fs-.*"

},

"fileSystemType": {
"type": "string",
"pattern": "WINDOWS"

}

I

"required": ["fileSystemId", "fileSystemType"]

}
I
"repositoryConfigurations": {
"type": "object",
"properties": {
"Al1l": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName":
"type": "string"
},

"indexFieldType": {
Iltypell: "String",
"enum": ["STRING",

}I

"dataSourceFieldName":

"type": "string"
1,
"dateFieldFormat":

"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'z"'"

}

},

"required": [
"indexFieldName",
"indexFieldType",

"STRING_LIST",
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"dataSourceFieldName"

}
I
"required": ["fieldMappings"]
}
},
"required": ["All"]

},

"additionalProperties": {
"type": "object",
"properties": {

"isCrawlAcl": {
"type": "boolean"

},

"maxFileSizeInMegaBytes": {
"type": "string"

I

"exclusionPatterns": {
"type": "array",
"items": {

"type": "string"

}

I

"inclusionPatterns": {
Iltypell: "aIIay"’
"items": {

"type": "string"

}
},
"required": []
},
"enableIdentityCrawler": {
"type": "boolean"
I
"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL"
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},

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}I
"type" @ {
"type" : "string",
"pattern": "FSX"
}
iy

"version": {
"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
},

"required": [
"connectionConfiguration",

"repositoryConfigurations",

"syncMode",

"secretArn",
"enableIdentityCrawler",
"additionalProperties",

Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

repositoryEndpointMetadata

fileSystemId

Description

Configuration information for the endpoint
for the data source.

The endpoint information for the data source.

The identifier of the Amazon FSx (Windows)
file system. You can find your file system ID on
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Configuration Description

the File Systems dashboard in the Amazon FSx
(Windows) console.

fileSystemType The type of Amazon FSx you use: ONTAP.

repositoryConfigurations Configuration information for the content
of the data source. For example, configuring
specific types of content and field mappings.

o All A list of objects that map the attributes or
field names of your Amazon FSx (Windows)
pages and assets to Amazon Q index field
names.

additionalProperties Additional configuration options for your
content in your data source.

isCrawlAcl Specify true to crawl access control informati
on from documents.

(® Note

Amazon Q Business crawls ACL
information by default to ensure
responses are generated only from
documents your end users have access
to. See Authorization for more details.

maxFileSizeInMegaBytes Specify the maximum single file size limit in
MBs that Amazon Q will crawl. Amazon Q
will crawl only the files within the size limit
you define. The default file size is 50MB. The
maximum file size should be greater than OMB
and less than or equal to 50MB.
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Configuration Description

e inclusionPatterns A list of regular expression patterns to
include specific content from you Amazon FSx
(Windows) data source. Content that match
the patterns are included in the index. Content
that doesn't match the patterns are excluded
from the index. If content matches both an
inclusion and exclusion pattern, the exclusion
pattern takes precedence, and the content
isn't included in the index.

e exclusionPatterns A list of regular expression patterns to exclude
specific content from your Amazon FSx
(Windows) data source. Content that match
the patterns are excluded from the index.
Content that doesn't match the patterns are
included in the index. If content matches
both an inclusion and exclusion pattern, the
exclusion pattern takes precedence, and the
content isn't included in the index.
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Configuration

enableIdentityCrawler

syncMode

type

Description

true to activate identity crawler. Identity
crawler is activated by default. Crawling
identity information on users and groups with
access to specific documents is useful for user
context filtering. Search results are filtered
based on the user or their group access to
documents.

(® Note

Amazon Q Business crawls identity
information from your data source
by default to ensure responses are
generated only from documents
end users have access to. For more
information, see Identity crawler.

Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose between the following options:

o Use FORCED_FULL_CRAWL to freshly
re-crawl all content and replace existing
content each time your data source syncs
with your index

e Use FULL_CRAWL to incrementally crawl
only new, modified, and deleted content
each time your data source syncs with your
index

The type of data source. Specify FSX as your
data source type.
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Configuration Description
version The version of this template that's currently
supported.

How Amazon Q Business connector crawls Amazon FSx (Windows) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business
applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying

and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect an Amazon FSx (Windows) data source to Amazon Q Business, Amazon Q
Business crawls ACL information attached to a document (user and group information) from
the directory service of the Amazon FSx instance. If you choose to activate ACL crawling, the
information can be used to filter chat responses to your end user's document access level.

The group and user IDs are mapped as follows:

e _group_ids—Group IDs exist in Amazon FSx on files where there are set access permissions.
They are mapped from the system group names in the directory service of Amazon FSx.

o _user_id—User IDs exist in Amazon FSx on files where there are set access permissions. They
are mapped from the system user names in the directory service of Amazon FSx.

For more information, see:

« Authorization

« Identity crawler

» Understanding User Store
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Amazon Q BusinessAmazon FSx (Windows) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q Business
enables you to map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q Amazon FSx (Windows) connector supports the following entities and the
associated reserved and custom attributes.

Amazon FSx Index field name Description Data type
(Windows) field

name

creationTime _created_at Default Date
lastModified _last_updated_at Default Date
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Amazon FSx
(Windows) field
name

fileType
path
author
size

lastAccessTime

Index field name

_file_type
_source_uri
_authors
fsx_size

_last_accessed_at

Description

Default
Default
Default
Custom

Custom

Data type

String
String
String list
String

Date

IAM role for Amazon Q BusinessAmazon FSx (Windows) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management

(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the

Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console

or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has

the following permissions:

« Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest

documents.

» Permission to access the User Store APl operations to ingest user and group access control

information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source

connector instance.

« Permission to access the SSL certificate stored in your Amazon S3 bucket.

« (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version":

"2012-10-17",
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"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

"Sid": "AllowsAmazonQToGetSecret",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [

"kms:Decrypt"
1,
"Resource": [

"arn:aws:kms:{{region}}:{{account_id}}:key/[[key_id]]"
1,
"Condition": {

"StringlLike": {

"kms:ViaService": [
"secretsmanager. *.amazonaws.com"

"Sid": "AllowsAmazonQToIngestDocuments",
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"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
I
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",
"Effect": "Allow",
"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"
1,
"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]
},

{
"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

.

{
"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",

"Effect": "Allow",
"Action": [
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"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringLike": {
"aws:RequestTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"

1,
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringLike": {

"aws:ResourceTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"
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"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"

]I

"Resource": "*"

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"

[

For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.
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Connecting Amazon RDS (Microsoft SQL Server) to Amazon Q Business

Amazon RDS (Microsoft SQL Server) is a relational database management system (RDBMS) built
for the cloud. You can connect your Amazon RDS (Microsoft SQL Server) instance to Amazon Q
Business — using either the AWS Management Console, CLI, or the CreateDataSource APl - and
create an Amazon Q web experience.

The Amazon Q Microsoft SQL Server data source connector supports MS SQL Server 2019.

/A Important

As a best practice, provide Amazon Q with read-only database credentials. Also, avoid
adding tables with sensitive data or personal identifiable information (Pll).

Learn more

« For an overview of the Amazon Q web experience creation process, see Configuring an
application.

« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

« Amazon RDS (Microsoft SQL Server) connector overview

» Prerequisites for connecting Amazon Q Business to Amazon RDS (Microsoft SQL Server)

« Connecting Amazon Q Business to Amazon RDS (Microsoft SQL Server) using the console

« Connecting Amazon Q Business to Amazon RDS (Microsoft SQL Server) using APIs

« How Amazon Q Business connector crawls Amazon RDS (Microsoft SQL Server) ACLs

« Amazon Q BusinessAmazon RDS (Microsoft SQL Server) data source connector field mappings

e |AM role for Amazon Q BusinessAmazon RDS (Microsoft SQL Server) connector

e Known limitations for the Amazon Q BusinessAmazon RDS (Microsoft SQL Server) connector
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Amazon RDS (Microsoft SQL Server) connector overview

The following table gives an overview of the Amazon Q Business Amazon RDS (Microsoft SQL
Server) connector and its supported features.

Category Feature Support
Security Authentication type Basic
Authentication credentials « Username of database user

« Password of database user

Access Control List (ACL) Yes. For more information, see ACL crawling.
crawling
Driver version Microsoft SQL Server — 10.2.0.jre11
Data source version Microsoft SQL Server 2019
Identity crawling No
VPC Yes
Crawl Custom metadata Yes
features
Entities Yes. The following entities are supported:

¢ Document

(® Note

Each database row is considered
an individual searchable Amazon Q
document.

Field mappings Yes. Supports both default and custom field

mappings. For more information, see Field

mappings.
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Category Feature Support
Sync mode Supports full and incremental sync.
File types Supports all files supported by Amazon Q.

Prerequisites for connecting Amazon Q Business to Amazon RDS (Microsoft SQL
Server)

Before you begin, make sure that you have completed the following prerequisites.

In Amazon RDS (Microsoft SQL Server), make sure you have:

» Noted your database user name and password.

/A Important

As a best practice, provide Amazon Q with read-only database credentials.

» Copied your database host URL, port, and instance.

In your AWS account, make sure you have:
» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

» Stored your Amazon RDS (Microsoft SQL Server) authentication credentials in an AWS Secrets
Manager secret and, if using the Amazon Q API, noted the ARN of the secret.

(® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.
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Connecting Amazon Q Business to Amazon RDS (Microsoft SQL Server) using the
console

On the Amazon RDS (Microsoft SQL Server) page, enter the following information:

1. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

2. In Source, enter the following information:

a. Host - Enter the database host name.

b. Port - Enter the database port.

c. Instance - Enter the database instance.

d. SSL certificate location — Choose to enter the Amazon S3 path to your SSL certificate file.

3. In Authentication - Enter the following information for your AWS Secrets Manager secret.

a. Secret name - A name for your secret.

b. For Database user name, and Password - Enter the authentication credential values you
copied from your database.

c. Choose Save.
4. Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:
a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

5. 1AM role - Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.
For more information, see IAM role.

6. In Sync scope, enter the following information:
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« SQL query - Enter SQL query statements like SELECT and JOIN operations. SQL queries
must be less than 1000 characters and not contain any semi-colons (;). Amazon Q will crawl
all database content that matches your query.

If a table name has special characters, put it in square brackets "[ ]" in the SQL query. For
example: select * from [my-database-table].

« Primary key column - Provide the primary key for the database table. This identifies a table
within your database.

 Title column - Provide the name of the document title column within your database table.

» Body column - Provide the name of the document body column within your database table.
7. In Additional configuration - optional — Configure the following settings:

« Change-detecting columns - Enter the names of the columns that Amazon Q will use to

detect content changes. Amazon Q will re-index content when there is a change in any of
these columns.

o Users' IDs column - Enter the name of the column which contains User IDs to be allowed
access to content.

« Groups column - Enter the name of the column that contains groups to be allowed access
to content.

« Source URLs column - Enter the name of the column which contains Source URLs to be
indexed.

« Time stamps column - Enter the name of the column which contains time stamps. Amazon
Q uses time stamp information to detect changes in your content and sync only changed
content.

« Time zones column - Enter the name of the column which contains time zones for the
content to be crawled.

« Time stamps format — Enter the name of the column which contains time stamp formats to
use to detect content changes and re-sync your content.

8. In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

« New or modified content sync — Sync only new and modified documents.
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10.

11.

12.

13.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
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view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Amazon RDS (Microsoft SQL Server) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q Business
application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

Amazon RDS (Microsoft SQL Server) JSON schema

The following is the Amazon RDS (Microsoft SQL Server) JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",
"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {

"dbType": {
"type": "string",
"enum": [
"mysql”,
"db2",
"postgresql",
"oracle",
"sqlserver"

]

I

"dbHost": {
"type": "string"

},

"dbPort": {
"type": "string"

I

"dbInstance": {
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"type": "string"
}

},

"required": [
"dbType",
"dbHost",
"dbPort",
"dbInstance"

}
},
"required": [
"repositoryEndpointMetadata"
]
},
"repositoryConfigurations": {
"type": "object",
"properties": {
"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
I
"indexFieldType": {
"type": "string"
},

"dataSourceFieldName":

"type": "string"
}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"
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}

I

"required": [
"fieldMappings"

}
},
"required": [
]
.

"additionalProperties": {
"type": "object",
"properties": {

"primaryKey": {
"type": "string"

}I

"titleColumn": {
"type": "string"

iy

"bodyColumn": {
"type": "string"

}I

"sqlQuery": {
"type": "string",
"not": {

"pattern": ";+"

}

}I

"timestampColumn": {
"type": "string"

},

"timestampFormat": {
"type": "string"

.

"timezone": {
"type": "string"

},

"changeDetectingColumns":

"type": "array",
"items": {
"type": "string"
}
},

"allowedUsersColumn": {
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"type": "string"

I

"allowedGroupsColumn": {
"type": "string"

},

"sourceURIColumn": {
"type": "string"

I

"serverlessAurora": {
"type": "string",
"enum": ["true", "false"]

}

1,

"required": ["primaryKey", "titleColumn",
1,
"type" @ {

"type" : "string",

"pattern": "JDBC"
1,

"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL"
]
.

"secretArn": {
"type": "string"
}
iy
"version": {
"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
1,

"required": [
"connectionConfiguration",
"repositoryConfigurations",
"syncMode",
"additionalProperties",
"secretArn",

"bodyColumn",

"sqlQuery"]
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Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

repositoryEndpointMetadata

repositoryConfigurations

document

additionalProperties

Description

Configuration information for the endpoint
for the data source.

Required configuration information for
connecting your data source.

« dbType—The type of Java database you are
using, whether mysql, db2, postgresql ,
oracle, or sqlserver .

« dbHost—The database host name.
o dbPort—The database port.

« dblnstance—The database instance.

Configuration information for the content

of the data source. For example, configuring
specific types of content and field mappings.
Specify the type of data source and the secret
ARN.

A list of objects that map the attributes

or field names of your database content

to Amazon Q index field names. For more
information, see Mapping data source fields.

Additional configuration options for your
content in your data source. Use to include or
exclude specific content in your database data
source.
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Configuration

primaryKey

titleColumn

bodyColumn

sqlQuery

timestampColumn

timestampFormat

timezone

changeDetectingColumns

Description

Provide the primary key for the database
table. This identifies a table within your
database.

Provide the name of the document title
column within your database table.

Provide the name of the document title
column within your database table.

Enter SQL query statements like SELECT

and JOIN operations. SQL queries must be
less than 1000 characters and not contain
any semi-colons (;). Amazon Q will crawl all
database content that matches your query.

If a table name has special characters, put it
in square brackets "[ ]" in the SQL query. For
example: select * from [my-database-
table] .

Enter the name of the column which contains
time stamps. Amazon Q uses time stamp
information to detect changes in your content
and sync only changed content.

Enter the name of the column which contains
time stamp formats to use to detect content
changes and re-sync your content.

Enter the name of the column which contains
time zones for the content to be crawled.

Enter the names of the columns that Amazon

Q will use to detect content changes. Amazon

Q will re-index content when there is a change
in any of these columns
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Configuration

allowedUsersColumns

allowedGroupsColumn

sourceURIColumn

isSslEnabled

type

syncMode

Description

Enter the name of the column which contains
User IDs to be allowed access to content.

Enter the name of the column which contains
User IDs to be allowed access to content.

Enter the name of the column which contains
Source URLs to be indexed.

true to add a path to an SSL certificate file
stored in an Amazon S3 bucket.

The type of data source. Specify JDBC as your
data source type.

Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose

« FORCED_FULL_CRAWL to freshly re-crawl
all content and replace existing content
each time your data source syncs with your
index

e FULL_CRAWL to incrementally crawl only
new, modified, and deleted content each
time your data source syncs with your index

o CHANGE_LOG to incrementally crawl only
new and modified content each time your
data source syncs with your index.
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Configuration Description

secretArn The Amazon Resource Name (ARN) of a
Secrets Manager secret that contains user
name and password required to connect to
your database. The secret must contain a
JSON structure with the following keys:

{
"user name": "database user name",
"password": " password"
}
version The version of the template that is currently
supported.

How Amazon Q Business connector crawls Amazon RDS (Microsoft SQL Server)
ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business
applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying
and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect a database data source to Amazon Q, Amazon Q crawls user and group
information from a column in the source table. You specify this column in the console or using the
configuration parameter as part of the CreateDataSource operation.

If you choose to activate ACL crawling, the information can be used to filter chat responses to your
end user's document access level.
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A database data source has the following limitations:

» You can only specify an allow list for a database data source. You can't specify a deny list.
» You can only specify groups. You can't specify individual users for the allow list.

« The database column should be a string containing a semicolon delimited list of groups.

For more information, see:

« Authorization

« Identity crawler

» Understanding User Store

Amazon Q BusinessAmazon RDS (Microsoft SQL Server) data source connector
field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q enables you to
map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.
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/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q PostgreSQL connector supports the following field mappings:

Supported field mappings

e Document

Document
JDBC field name Index field name Description Data type
jd_document_id jd_document_id Custom String
jd_document_title jd_document_title Custom String
jd_source_uri _source_uri Default String

IAM role for Amazon Q BusinessAmazon RDS (Microsoft SQL Server) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

« Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.
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» Permission to access the SSL certificate stored in your Amazon S3 bucket.

« (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "{{account_id}}"
}
}
.
{
"Sid": "AllowsAmazonQToGetSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"
]
.
{

"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [

"kms:Decrypt"
1,
"Resource": [

"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {

"StringlLike": {

"kms:ViaService": [
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"secretsmanager.*.amazonaws.com"
]
}
}
},
{
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
},
{
"Sid": "AllowsAmazonQToIngestPrincipalMapping",
"Effect": "Allow",
"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"
1,
"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]
I
{
"Sid": "AllowsAmazonQToCreateAndDeleteNI",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
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"arn:aws:ec2:{{region}}:{{account_id}}:security-group/
[[security_group]]"
]
.
{

"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface",

"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringlLike": {

"aws:RequestTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,

"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
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"Condition": {
"StringLike": {
"aws:ResourceTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"

}
}
},
{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"
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For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAmazon RDS (Microsoft SQL Server)
connector

» Deleted database rows will not be tracked in when Amazon Q checks for updated content.
» The size of field names and values in a row of your database can't exceed 400KB.

« If you have a large amount of data in your database data source, and do not want Amazon Q to
index all your database content after the first sync, you can choose to sync only new, modified,
or deleted documents.

Connecting Amazon RDS (MySQL) to Amazon Q Business

Amazon RDS (MySQL) (Amazon Relational Database Service) is a web service that makes it easier
to set up, operate, and scale a relational database in the AWS Cloud. You can connect your Amazon
RDS (MySQL) instance to Amazon Q Business — using either the AWS Management Console, CLI, or
the CreateDataSource API — and create an Amazon Q web experience.

The Amazon Q Aurora (MySQL) data source connector supports Amazon RDS MySql 5.6, 5.7, and
8.0.

/A Important

As a best practice, provide Amazon Q with read-only database credentials. Also, avoid
adding tables with sensitive data or personal identifiable information (Pll).

Learn more

« For an overview of the Amazon Q web experience creation process, see Configuring an

application.
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« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

« Amazon RDS (MySQL) connector overview

» Prerequisites for connecting Amazon Q Business to Amazon RDS (MySQL)

» Connecting Amazon Q Business to Amazon RDS (MySQL) using the console

« Connecting Amazon Q Business to Amazon RDS (MySQL) using APIs

« How Amazon Q Business connector crawls Amazon RDS (MySQL) ACLs

« Amazon Q BusinessAmazon RDS (MySQL) data source connector field mappings

» IAM role for Amazon Q BusinessAmazon RDS (MySQL) connector

» Known limitations for the Amazon Q BusinessAmazon RDS (MySQL) connector

Amazon RDS (MySQL) connector overview

The following table gives an overview of the Amazon Q Business Amazon RDS (MySQL) connector
and its supported features.

Category Feature Support
Security Authentication type Basic
Authentication credentials « Username of database user

« Password of database user

Access Control List (ACL) Yes. For more information, see ACL crawling.
crawling

Driver version MySQL - 8.0.27

Data source version MySQL 5.6, 5.7, 8.0

Identity crawling No

VPC Yes
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Category Feature Support
Crawl Custom metadata Yes
features
Entities Yes. The following entities are supported:

¢ Document

(® Note

Each database row is considered
an individual searchable Amazon Q

document.

Field mappings Yes. Supports both default and custom field
mappings. For more information, see Field
mappings.

Sync mode Supports full and incremental sync.

File types Supports all files supported by Amazon Q.

Prerequisites for connecting Amazon Q Business to Amazon RDS (MySQL)
Before you begin, make sure that you have completed the following prerequisites.

In Amazon RDS (MySQL), make sure you have:

» Noted your database user name and password.

/A Important

As a best practice, provide Amazon Q with read-only database credentials.

» Copied your database host URL, port, and instance. You can find this information on the Amazon
RDS console.

In your AWS account, make sure you have:
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» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

» Stored your Amazon RDS (MySQL) authentication credentials in an AWS Secrets Manager secret
and, if using the Amazon Q API, noted the ARN of the secret.

(® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to Amazon RDS (MySQL) using the console

The following procedure outlines how to connect Amazon Q Business to Amazon RDS (MySQL)
using the AWS Management Console.

Connecting Amazon Q to Amazon RDS (MySQL)

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

Complete the steps for selecting an Amazon Q retriever.

4. Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
5. Then, on the Amazon RDS (MySQL) page, enter the following information:

6. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

7. In Source, enter the following information:

a. Host - Enter the database host URL, for example: http://instance
URL .region.rds.amazonaws.com.

b. Port - Enter the database port, for example, 5432.
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¢. Instance - Enter the database instance, for example postgres.
d. SSL certificate location — Choose to enter the Amazon S3 path to your SSL certificate file.

8. Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

9. In Authentication - Enter the following information for your AWS Secrets Manager secret.

a. Secret name - A name for your secret.

b. For Database user name, and Password - Enter the authentication credential values you
copied from your database.

c. Choose Save.

10. Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

11. 1AM role — Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

12. In Sync scope, enter the following information:

« SQL query - Enter SQL query statements like SELECT and JOIN operations. SQL queries
must be less than 1000 characters and not contain any semi-colons (;). Amazon Q will crawl
all database content that matches your query.

« Primary key column - Provide the primary key for the database table. This identifies a table
within your database.

 Title column - Provide the name of the document title column within your database table.
« Body column - Provide the name of the document body column within your database table.

13. In Additional configuration - optional — Configure the following settings:
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14.

15.

16.

17.

Change-detecting columns - Enter the names of the columns that Amazon Q will use to
detect content changes. Amazon Q will re-index content when there is a change in any of
these columns.

Users' IDs column - Enter the name of the column which contains User IDs to be allowed
access to content.

Groups column - Enter the name of the column that contains groups to be allowed access
to content.

Source URLs column - Enter the name of the column which contains Source URLs to be
indexed.

Time stamps column - Enter the name of the column which contains time stamps. Amazon
Q uses time stamp information to detect changes in your content and sync only changed
content.

Time zones column - Enter the name of the column which contains time zones for the
content to be crawled.

Time stamps format - Enter the name of the column which contains time stamp formats to
use to detect content changes and re-sync your content.

In Sync mode, choose how you want to update your index when your data source content

changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

Full sync - Sync all content regardless of the previous sync status.
New or modified content sync — Sync only new and modified documents.

New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data

source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags

for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:
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a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

18. To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

19. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to

use.

® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Amazon RDS (MySQL) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

Amazon RDS (MySQL) JSON schema

The following is the Amazon RDS (MySQL) JSON schema:
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"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {

"repositoryEndpointMetadata": {

"type": "object",
"properties": {

"dbType": {
"type": "string",
"enum": [
"mysql®,
"db2",
"postgresql",
"oracle",
"sglserver"

]

1,

"dbHost": {
"type": "string"

.

"dbPort": {
"type": "string"

1,

"dbInstance": {
"type": "string"
}

},

"required": [
"dbType",
"dbHost",
"dbPort",
"dbInstance"

}
1,
"required": [
"repositoryEndpointMetadata"
]
1,

"repositoryConfigurations": {
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"type": "object",
"properties": {
"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
I
"indexFieldType": {
"type": "string"
},

"dataSourceFieldName":

"type": "string"
}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

]
}
]
}
I
"required": [
"fieldMappings"
]
}
},
"required": [
]
I

"additionalProperties": {
"type": "object",
"properties": {

"primaryKey": {
"type": "string"
iy

Amazon RDS (MySQL)

376



Amazon Q Business

User Guide

"titleColumn": {

"titleColumn"

"type": "string"
iy
"bodyColumn": {
"type": "string"
}I
"sqlQuery": {
"type": "string",
"not":
"pattern": ";+"
}
}I
"timestampColumn": {
"type": "string"
iy
"timestampFormat": {
"type": "string"
}I
"timezone": {
"type": "string"
iy
"changeDetectingColumns": {
"type": "array",
"items": {
"type": "string"
}
iy
"allowedUsersColumn": {
"type": "string"
}I
"allowedGroupsColumn": {
"type": "string"
iy
"sourceURIColumn": {
"type": "string"
}I
"serverlessAurora": {
"type": "string",
"enum": ["true", "false"]
}
iy
"required": ["primaryKey",
iy
"type" : {

’

"bodyColumn",

"sqlQuery"]
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"type" : "string",
"pattern": "JDBC"
1,
"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL",
"CHANGE_LOG"

]

1,

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}

1,
"version": {

"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]

iy
"required": [
"connectionConfiguration",

"repositoryConfigurations",

"syncMode",
"additionalProperties",
"secretArn",

Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

Description

Configuration information for the endpoint
for the data source.
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Configuration

repositoryEndpointMetadata

repositoryConfigurations

document

additionalProperties

primaryKey

titleColumn

bodyColumn

Description

Required configuration information for
connecting your data source.

« dbType—The type of Java database you are
using, whether mysql, db2, postgresql ,
oracle, or sqlserver .

+ dbHost—The database host name.
o dbPort—The database port.

« dblnstance—The database instance.

Configuration information for the content

of the data source. For example, configuring
specific types of content and field mappings.
Specify the type of data source and the secret
ARN.

A list of objects that map the attributes

or field names of your database content

to Amazon Q index field names. For more
information, see Mapping data source fields.

Additional configuration options for your
content in your data source. Use to include or
exclude specific content in your database data
source.

Provide the primary key for the database
table. This identifies a table within your
database.

Provide the name of the document title
column within your database table.

Provide the name of the document title
column within your database table.
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Configuration

sqlQuery

timestampColumn

timestampFormat

timezone

changeDetectingColumns

allowedUsersColumns

allowedGroupsColumn

sourceURIColumn

isSslEnabled

type

Description

Enter SQL query statements like SELECT
and JOIN operations. SQL queries must be
less than 1000 characters and not contain
any semi-colons (;). Amazon Q will crawl all
database content that matches your query.

Enter the name of the column which contains
time stamps. Amazon Q uses time stamp
information to detect changes in your content
and sync only changed content.

Enter the name of the column which contains
time stamp formats to use to detect content
changes and re-sync your content.

Enter the name of the column which contains
time zones for the content to be crawled.

Enter the names of the columns that Amazon

Q will use to detect content changes. Amazon

Q will re-index content when there is a change
in any of these columns

Enter the name of the column which contains
User IDs to be allowed access to content.

Enter the name of the column which contains
User IDs to be allowed access to content.

Enter the name of the column which contains
Source URLs to be indexed.

true to add a path to an SSL certificate file
stored in an Amazon S3 bucket.

The type of data source. Specify JDBC as your
data source type.
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Configuration Description

syncMode Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose

e FORCED_FULL_CRAWL to freshly re-crawl
all content and replace existing content
each time your data source syncs with your
index

o FULL_CRAWL to incrementally crawl only
new, modified, and deleted content each
time your data source syncs with your index

o CHANGE_LOG to incrementally crawl only
new and modified content each time your
data source syncs with your index.

secretArn The Amazon Resource Name (ARN) of a
Secrets Manager secret that contains user
name and password required to connect to
your database. The secret must contain a
JSON structure with the following keys:

{
"user name": "database user name",
"password": " password"
}
version The version of the template that is currently
supported.

How Amazon Q Business connector crawls Amazon RDS (MySQL) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.
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Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business

applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying

and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect a database data source to Amazon Q, Amazon Q crawls user and group
information from a column in the source table. You specify this column in the console or using the
configuration parameter as part of the CreateDataSource operation.

If you choose to activate ACL crawling, the information can be used to filter chat responses to your
end user's document access level.

A database data source has the following limitations:

» You can only specify an allow list for a database data source. You can't specify a deny list.
« You can only specify groups. You can't specify individual users for the allow list.

« The database column should be a string containing a semicolon delimited list of groups.

For more information, see:

« Authorization

« Identity crawler

» Understanding User Store

Amazon Q BusinessAmazon RDS (MySQL) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q enables you to
map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

Amazon RDS (MySQL) 382


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/migrate-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/migrate-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-authorization
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-identity-crawler
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-principal-store.html

Amazon Q Business User Guide

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q PostgreSQL connector supports the following field mappings:

Supported field mappings

e Document

Document
JDBC field name Index field name Description Data type
jd_document_id jd_document_id Custom String
jd_document_title jd_document_title Custom String
jd_source_uri _source_uri Default String
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IAM role for Amazon Q BusinessAmazon RDS (MySQL) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

» Permission to access the SSL certificate stored in your Amazon S3 bucket.

» (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

"Sid": "AllowsAmazonQToGetSecret",
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"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

]
I
{
"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"
]
}
}
},
{
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
},
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"
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1,
"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]

.
{

"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

},

{
"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",

"Condition": {

"StringlLike": {
"aws:RequestTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"
.
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"
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"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
}
}
I
{
"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",

"Condition": {
"StringlLike": {
"aws:ResourceTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"

}
}
I
{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}
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To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:
{{source_account}}:application/{{application_id}}"

[

For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAmazon RDS (MySQL) connector

» Deleted database rows will not be tracked in when Amazon Q checks for updated content.
» The size of field names and values in a row of your database can't exceed 400KB.

« If you have a large amount of data in your database data source, and do not want Amazon Q to
index all your database content after the first sync, you can choose to sync only new, modified,
or deleted documents.

Connecting Amazon RDS (Oracle) to Amazon Q Business

Amazon RDS (Oracle) (Amazon Relational Database Service) is a web service that makes it easier to
set up, operate, and scale a relational database in the AWS Cloud. You can connect your Amazon
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RDS (Oracle) instance to Amazon Q Business — using either the AWS Management Console, CLI, or
the CreateDataSource APl — and create an Amazon Q web experience.

The Amazon Q Aurora (MySQL) data source connector supports Amazon RDS Oracle Database 21c,
Oracle Database 19¢, Oracle Database 12c.

/A Important

As a best practice, provide Amazon Q with read-only database credentials. Also, avoid
adding tables with sensitive data or personal identifiable information (PII).

Learn more

» For an overview of the Amazon Q web experience creation process, see Configuring an
application.

« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

« Amazon RDS (Oracle) connector overview

» Prerequisites for connecting Amazon Q Business to Amazon RDS (Oracle)

» Connecting Amazon Q Business to Amazon RDS (Oracle) using the console

« Connecting Amazon Q Business to Amazon RDS (Oracle) using APIs

 How Amazon Q Business connector crawls Amazon RDS (Oracle) ACLs

« Amazon Q BusinessAmazon RDS (Oracle) data source connector field mappings

e |AM role for Amazon Q BusinessAmazon RDS (Oracle) connector

o Known limitations for the Amazon Q BusinessAmazon RDS (Oracle) connector

Amazon RDS (Oracle) connector overview

The following table gives an overview of the Amazon Q Business Amazon RDS (Oracle) connector
and its supported features.
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Category Feature
Security Authentication type

Authentication credentials

Access Control List (ACL)
crawling

Driver version
Data source version

Identity crawling

VPC
Crawl Custom metadata
features

Entities

Field mappings

Sync mode

File types

Support
Basic

« Username of database user

« Password of database user

Yes. For more information, see ACL crawling.

Oracle-21.1.0.0

Oracle Database 12c, 19¢, 21c

No

Yes

Yes

Yes. The following entities are supported:

¢ Document

(® Note

Each database row is considered
an individual searchable Amazon Q
document.

Yes. Supports both default and custom field
mappings. For more information, see Field

mappings.

Supports full and incremental sync.

Supports all files supported by Amazon Q.
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Prerequisites for connecting Amazon Q Business to Amazon RDS (Oracle)
Before you begin, make sure that you have completed the following prerequisites.

In Amazon RDS (Oracle), make sure you have:

» Noted your database user name and password.

/A Important

As a best practice, provide Amazon Q with read-only database credentials.

» Copied your database host URL, port, and instance.

In your AWS account, make sure you have:
» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

» Stored your Amazon RDS (Oracle) authentication credentials in an AWS Secrets Manager secret
and, if using the Amazon Q API, noted the ARN of the secret.

® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector
configuration best practices.

Connecting Amazon Q Business to Amazon RDS (Oracle) using the console

The following procedure outlines how to connect Amazon Q Business to Amazon RDS (Oracle)
using the AWS Management Console.

Connecting Amazon Q to Amazon RDS (Oracle)

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazonqg/business/.
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10.

Complete the steps to create your Amazon Q application.

Complete the steps for selecting an Amazon Q retriever.

Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
Then, on the Amazon RDS (Oracle) page, enter the following information:

Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

Source, enter the following information:

a. Host - Enter the database host name.

b. Port - Enter the database port.

¢. Instance - Enter the database instance.

d. SSL certificate location — Choose to enter the Amazon S3 path to your SSL certificate file.

Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more

details.

In Authentication — Enter the following information for your AWS Secrets Manager secret.

a. Secret name - A name for your secret.

b. For Database user name, and Password - Enter the authentication credential values you
copied from your database.

c. Choose Save.

Configure VPC and security group - optional - Choose whether you want to use a VPC. If you
do, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

Amazon RDS (Oracle) 392


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/create-app.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/native-retriever.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-authorization
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-vpc

Amazon Q Business User Guide

11. 1AM role — Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

12. In Sync scope, enter the following information:

SQL query - Enter SQL query statements like SELECT and JOIN operations. SQL queries
must be less than 1000 characters and not contain any semi-colons (;). Amazon Q will crawl
all database content that matches your query.

Primary key column - Provide the primary key for the database table. This identifies a table
within your database.

Title column - Provide the name of the document title column within your database table.

Body column - Provide the name of the document body column within your database table.

13. In Additional configuration - optional — Configure the following settings:

Change-detecting columns - Enter the names of the columns that Amazon Q will use to
detect content changes. Amazon Q will re-index content when there is a change in any of
these columns.

Users' IDs column - Enter the name of the column which contains User IDs to be allowed
access to content.

Groups column - Enter the name of the column that contains groups to be allowed access
to content.

Source URLs column - Enter the name of the column which contains Source URLs to be
indexed.

Time stamps column - Enter the name of the column which contains time stamps. Amazon
Q uses time stamp information to detect changes in your content and sync only changed
content.

Time zones column - Enter the name of the column which contains time zones for the
content to be crawled.

Time stamps format - Enter the name of the column which contains time stamp formats to
use to detect content changes and re-sync your content.

14. In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.
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15.

16.

17.

18.

19.

o Full sync - Sync all content regardless of the previous sync status.
« New or modified content sync — Sync only new and modified documents.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.
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® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Amazon RDS (Oracle) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

Amazon RDS (Oracle) JSON schema

The following is the Amazon RDS (Oracle) JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"dbType": {
"type": "string",
"enum": [
"mysql",
"db2",
"postgresql”,
"oracle",
"sglserver"
]

I
"dbHost": {
"type": "string"
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},
"dbPort": {
"type": "string"
I
"dbInstance": {
"type": "string"
}
I
"required": [
"dbType",
"dbHost",
"dbPort",
"dbInstance"

}
I
"required": [
"repositoryEndpointMetadata"
]
I
"repositoryConfigurations": {
"type": "object",
"properties": {
"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
},
"indexFieldType": {
"type": "string"
I

"dataSourceFieldName":

"type": "string"
}
I
"required": [
"indexFieldName",
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"indexFieldType",

"dataSourceFieldName"
]
}
]
}
},
"required": [
"fieldMappings"
]
}
I
"required": [
]

},
"additionalProperties": {
"type": "object",
"properties": {
"primaryKey": {
"type": "string"
},
"titleColumn": {
"type": "string"
I
"bodyColumn": {
"type": "string"

},

"sqlQuery": {
"type": "string",
"not": {

"pattern": ";+"
}
},

"timestampColumn": {
"type": "string"

I

"timestampFormat": {
"type": "string"

},

"timezone": {
"type": "string"

I

"changeDetectingColumns": {
"type": "array",
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"items": {
"type": "string"
}
iy

"allowedUsersColumn": {
"type": "string"

},

"allowedGroupsColumn": {
"type": "string"

.

"sourceURIColumn": {
"type": "string"

},

"serverlessAurora": {
"type": "string",
"enum": ["true", "false"]

"required": ["primaryKey", "titleColumn", "bodyColumn", "sqlQuery"]

}
1,
1,
"type" @ {
"type" : "string",
"pattern": "JDBC"
1,

"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL",
"CHANGE_LOG"
]
I

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}

I
"version": {
"type": "string",
"anyOf": [
{
"pattern": "1.0.0"
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]

1,

"required": [
"connectionConfiguration",
"repositoryConfigurations",
"syncMode",
"additionalProperties",
"secretArn",

Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

repositoryEndpointMetadata

repositoryConfigurations

document

Description

Configuration information for the endpoint
for the data source.

Required configuration information for
connecting your data source.

» dbType—The type of Java database you are
using, whether mysql, db2, postgresql ,
oracle, or sqlserver .

o dbHost—The database host name.
o dbPort—The database port.

+ dblnstance—The database instance.

Configuration information for the content

of the data source. For example, configuring
specific types of content and field mappings.
Specify the type of data source and the secret
ARN.

A list of objects that map the attributes

or field names of your database content

to Amazon Q index field names. For more
information, see Mapping data source fields.
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Configuration Description

additionalProperties Additional configuration options for your
content in your data source. Use to include or
exclude specific content in your database data

source.
primaryKey Provide the primary key for the database
table. This identifies a table within your
database.
titleColumn Provide the name of the document title

column within your database table.

bodyColumn Provide the name of the document title
column within your database table.

sqlQuery Enter SQL query statements like SELECT
and JOIN operations. SQL queries must be
less than 1000 characters and not contain
any semi-colons (;). Amazon Q will crawl all
database content that matches your query.

timestampColumn Enter the name of the column which contains
time stamps. Amazon Q uses time stamp
information to detect changes in your content
and sync only changed content.

timestampFormat Enter the name of the column which contains
time stamp formats to use to detect content
changes and re-sync your content.

timezone Enter the name of the column which contains
time zones for the content to be crawled.

changeDetectingColumns Enter the names of the columns that Amazon
Q will use to detect content changes. Amazon
Q will re-index content when there is a change
in any of these columns
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Configuration Description

allowedUsersColumns Enter the name of the column which contains
User IDs to be allowed access to content.

allowedGroupsColumn Enter the name of the column which contains
User IDs to be allowed access to content.

sourceURIColumn Enter the name of the column which contains
Source URLs to be indexed.

isSslEnabled true to add a path to an SSL certificate file
stored in an Amazon S3 bucket.

type The type of data source. Specify JDBC as your
data source type.

syncMode Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose

« FORCED_FULL_CRAWL to freshly re-crawl
all content and replace existing content
each time your data source syncs with your
index

e FULL_CRAWL to incrementally crawl only
new, modified, and deleted content each
time your data source syncs with your index

o CHANGE_LOG to incrementally crawl only
new and modified content each time your
data source syncs with your index.
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Configuration Description

secretArn The Amazon Resource Name (ARN) of a
Secrets Manager secret that contains user
name and password required to connect to
your database. The secret must contain a
JSON structure with the following keys:

{
"user name": "database user name",
"password": " password"
}
version The version of the template that is currently
supported.

How Amazon Q Business connector crawls Amazon RDS (Oracle) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.

Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business
applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying
and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect a database data source to Amazon Q, Amazon Q crawls user and group
information from a column in the source table. You specify this column in the console or using the
configuration parameter as part of the CreateDataSource operation.

If you choose to activate ACL crawling, the information can be used to filter chat responses to your
end user's document access level.

A database data source has the following limitations:
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» You can only specify an allow list for a database data source. You can't specify a deny list.
» You can only specify groups. You can't specify individual users for the allow list.

« The database column should be a string containing a semicolon delimited list of groups.

For more information, see:

« Authorization

« Identity crawler

« Understanding User Store

Amazon Q BusinessAmazon RDS (Oracle) data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q enables you to
map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

« Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.
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The Amazon Q PostgreSQL connector supports the following field mappings:

Supported field mappings

e Document

Document
JDBC field name Index field name Description Data type
jd_document_id jd_document_id Custom String
jd_document_title jd_document_title Custom String
jd_source_uri _source_uri Default String

IAM role for Amazon Q BusinessAmazon RDS (Oracle) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

» Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

» Permission to access the SSL certificate stored in your Amazon S3 bucket.

« (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.
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{
"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"
}
}
.
{
"Sid": "AllowsAmazonQToGetSecret",
"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret
]
.
{
"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"
]
}
}

:[[secret_id]]"
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},
{

"Sid": "AllowsAmazonQToIngestDocuments",

"Effect": "Allow",

"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"

1,

"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/

{{application_id}}/index/{{index_id}}"
},
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/

{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]
.
{

"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

},
{
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"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface",

"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringlLike": {

"aws:RequestTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"

.
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringLike": {

"aws:ResourceTag/AMAZON_Q":

"gbusiness_{{account_id}}_{{application_id}}_*"

}
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}
.
{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}

To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",

"Effect": "Allow",

"Principal": {

"Service": "gbusiness.amazonaws.com"

}I

"Action": "sts:AssumeRole",

"Condition": {

"StringEquals": {

"aws:SourceAccount": "{{source_account}}"
iy
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:

{{source_account}}:application/{{application_id}}"

[}
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For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAmazon RDS (Oracle) connector

» Deleted database rows will not be tracked in when Amazon Q checks for updated content.
« The size of field names and values in a row of your database can't exceed 400KB.

« If you have a large amount of data in your database data source, and do not want Amazon Q to
index all your database content after the first sync, you can choose to sync only new, modified,
or deleted documents.

Connecting Amazon RDS (PostgreSQL) to Amazon Q Business

Amazon RDS (PostgreSQL) is a web service that makes it easier to set up, operate, and scale a
relational database in the AWS Cloud. If you are a AWS user, you can use Amazon Q Business to
index your Amazon RDS (PostgreSQL) data source.

The Amazon Q Amazon RDS (PostgreSQL) data source connector supports PostgreSQL 9.6.

You can connect your Amazon RDS (PostgreSQL) instance to Amazon Q Business—using either
the AWS Management Console, CLI, or the CreateDataSource APl—and create an Amazon Q web

experience.

/A Important

As a best practice, provide Amazon Q with read-only database credentials. Also, avoid
adding tables with sensitive data or personal identifiable information (PII).

Learn more

» For an overview of the Amazon Q web experience creation process, see Configuring an

application.
« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics
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« Amazon RDS (PostgreSQL) connector overview

» Prerequisites for connecting Amazon Q Business to Amazon RDS (PostgreSQL)

» Connecting Amazon Q Business to Amazon RDS (PostgreSQL) using the console

« Connecting Amazon Q Business to Amazon RDS (PostgreSQL) using APIs

« How Amazon Q Business connector crawls Amazon RDS (PostgreSQL) ACLs

« Amazon Q BusinessAmazon RDS (PostgreSQL) data source connector field mappings

o IAM role for Amazon Q BusinessAmazon RDS (PostgreSQL) connector

« Known limitations for the Amazon Q BusinessAmazon RDS (PostgreSQL) connector

Amazon RDS (PostgreSQL) connector overview

The following table gives an overview of the Amazon Q Business Amazon RDS (PostgreSQL)

connector and its

Category

Security

Crawl
features

supported features.

Feature
Authentication type

Authentication credentials

Access Control List (ACL)
crawling

Driver version
Data source version

Identity crawling

VPC
Custom metadata

Entities

Support
Basic

« Username of database user

« Password of database user

Yes. For more information, see ACL crawling.

PostgreSQL — 42.3.2

PostgreSQL 9.6

No

Yes

Yes

Yes. The following entities are supported:

« Document
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Category Feature Support

(® Note

Each database row is considered
an individual searchable Amazon Q

document.

Field mappings Yes. Supports both default and custom field
mappings. For more information, see Field
mappings.

Sync mode Supports full and incremental sync.

File types Supports all files supported by Amazon Q.

Prerequisites for connecting Amazon Q Business to Amazon RDS (PostgreSQL)
Before you begin, make sure that you have completed the following prerequisites.

In Amazon RDS (PostgreSQL), make sure you have:

» Noted your database user name and password.

/A Important

As a best practice, provide Amazon Q with read-only database credentials.

» Copied your database host URL, port, and instance. You can find this information on the Amazon
RDS console.

In your AWS account, make sure you have:
» Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

 Stored your Amazon RDS (PostgreSQL) authentication credentials in an AWS Secrets Manager
secret and, if using the Amazon Q API, noted the ARN of the secret.

Amazon RDS (PostgreSQL) 411


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-field-mappings
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/rds-postgresql-field-mappings
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/rds-postgresql-field-mappings
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-sync-mode
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/doc-types.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/iam-roles.html#iam-roles-ds

Amazon Q Business User Guide

® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to Amazon RDS (PostgreSQL) using the console

The following procedure outlines how to connect Amazon Q Business to Amazon RDS (PostgreSQL)
using the AWS Management Console.

Connecting Amazon Q to Amazon RDS (PostgreSQL)

1. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.
2. In Source, enter the following information:
a. Host - Enter the database host URL, for example: http://instance
URL .region.rds.amazonaws.com.
b. Port - Enter the database port, for example, 5432.
c. Instance - Enter the database instance, for example postgres.
d. SSL certificate location — Choose to enter the Amazon S3 path to your SSL certificate file.

3. Authorization - Amazon Q Business crawls ACL information by default to ensure responses
are generated only from documents your end users have access to. See Authorization for more
details.

4. In Authentication - Enter the following information for your AWS Secrets Manager secret.

a. Secret name - A name for your secret.

b. For Database user name, and Password - Enter the authentication credential values you
copied from your database.

c. Choose Save.
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5.

Configure VPC and security group - optional — Choose whether you want to use a VPC. If you
do, enter the following information:

Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

IAM role - Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

In Sync scope, enter the following information:

SQL query - Enter SQL query statements like SELECT and JOIN operations. SQL queries
must be less than 1000 characters and not contain any semi-colons (;). Amazon Q will crawl
all database content that matches your query.

Primary key column - Provide the primary key for the database table. This identifies a table
within your database.

Title column - Provide the name of the document title column within your database table.

Body column - Provide the name of the document body column within your database table.

In Additional configuration - optional — Configure the following settings:

Change-detecting columns - Enter the names of the columns that Amazon Q will use to
detect content changes. Amazon Q will re-index content when there is a change in any of
these columns.

Users' IDs column - Enter the name of the column which contains User IDs to be allowed
access to content.

Groups column - Enter the name of the column that contains groups to be allowed access
to content.

Source URLs column - Enter the name of the column which contains Source URLs to be
indexed.

Amazon RDS (PostgreSQL) 413


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-vpc
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/rds-postgresql-connector.html#rds-postgresql-iam

Amazon Q Business User Guide

10.

11.

12.

« Time stamps column - Enter the name of the column which contains time stamps. Amazon
Q uses time stamp information to detect changes in your content and sync only changed
content.

« Time zones column - Enter the name of the column which contains time zones for the
content to be crawled.

« Time stamps format — Enter the name of the column which contains time stamp formats to
use to detect content changes and re-sync your content.

In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

« New or modified content sync — Sync only new and modified documents.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

For more details, see Sync mode.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.
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For more information, see Field mappings.

13. To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

14. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to

use.

(® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Amazon RDS (PostgreSQL) using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

Amazon RDS (PostgreSQL) JSON schema

The following is the Amazon RDS (PostgreSQL) JSON schema:

{
"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"dbType": {
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"type": "string",
"enum": [
"mysql",
"db2",
"postgresql”,
"oracle",
"sglserver"
]
},
"dbHost": {
"type": "string"
I
"dbPort": {
"type": "string"
},
"dbInstance": {
"type": "string"
}

},

"required": [
"dbType",
"dbHost",
"dbPort",
"dbInstance"

}
},
"required": [
"repositoryEndpointMetadata"
]

},

"repositoryConfigurations": {
"type": "object",
"properties": {

"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {

"indexFieldName":
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"type": "string"

I

"indexFieldType": {
"type": "string"

},

"dataSourceFieldName": {
"type": "string"

}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

]
}
]
}
I
"required": [
"fieldMappings"
]
}
},
"required": [
]

I
"additionalProperties": {
"type": "object",
"properties": {
"primaryKey": {
"type": "string"
I
"titleColumn": {
"type": "string"
},
"bodyColumn": {
"type": "string"

}I
"sqlQuery": {
"type": "string",
"not": {
"pattern": ";+"
}
}I
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"timestampColumn": {
"type": "string"

iy

"timestampFormat": {
"type": "string"

}I

"timezone": {
"type": "string"

iy

"changeDetectingColumns": {
"type": "array",
"items": {

"type": "string"

}

iy

"allowedUsersColumn": {
"type": "string"

}I

"allowedGroupsColumn": {
"type": "string"

iy

"sourceURIColumn": {
"type": "string"

}I

"serverlessAurora": {
"type": "string",
"enum": ["true", "false"]

}

iy

"required": ["primaryKey", "titleColumn",

1,

"type" : {

"type" : "string",
"pattern": "JDBC"

1,

"syncMode": {
"type": "string",
"enum": [

"FORCED_FULL_CRAWL",
"FULL_CRAWL",
"CHANGE_LOG"
]
1,

"secretArn": {

"bodyColumn",

"sqlQuery"]
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"type": "string",
"minLength": 20,
"maxLength": 2048
}
},
"version": {
"type": "string",
"anyOf": [
{
"pattern": "1.0.0"
}
]
},
"required": [
"connectionConfiguration",

"repositoryConfigurations",

"syncMode",
"additionalProperties",
"secretArn",

Iltypell

The following table provides information about important JSON keys to configure.

Configuration

connectionConfiguration

repositoryEndpointMetadata

Description

Configuration information for the endpoint
for the data source.

Required configuration information for
connecting your data source.

« dbType—The type of Java database you are
using, whether mysql, db2, postgresql ,
oracle, or sqlserver .

o dbHost—The database host name.
o dbPort—The database port.

« dblnstance—The database instance.
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Configuration

repositoryConfigurations

document

additionalProperties

primaryKey

titleColumn

bodyColumn

sqlQuery

timestampColumn

Description

Configuration information for the content

of the data source. For example, configuring
specific types of content and field mappings.
Specify the type of data source and the secret
ARN.

A list of objects that map the attributes

or field names of your database content

to Amazon Q index field names. For more
information, see Mapping data source fields.

Additional configuration options for your
content in your data source. Use to include or
exclude specific content in your database data
source.

Provide the primary key for the database
table. This identifies a table within your
database.

Provide the name of the document title
column within your database table.

Provide the name of the document title
column within your database table.

Enter SQL query statements like SELECT
and JOIN operations. SQL queries must be
less than 1000 characters and not contain
any semi-colons (;). Amazon Q will crawl all
database content that matches your query.

Enter the name of the column which contains
time stamps. Amazon Q uses time stamp
information to detect changes in your content
and sync only changed content.

Amazon RDS (PostgreSQL)

420


https://docs.aws.amazon.com/kendra/latest/dg/field-mapping.html

Amazon Q Business User Guide

Configuration Description

timestampFormat Enter the name of the column which contains
time stamp formats to use to detect content
changes and re-sync your content.

timezone Enter the name of the column which contains
time zones for the content to be crawled.

changeDetectingColumns Enter the names of the columns that Amazon
Q will use to detect content changes. Amazon
Q will re-index content when there is a change
in any of these columns

allowedUsersColumns Enter the name of the column which contains
User IDs to be allowed access to content.

allowedGroupsColumn Enter the name of the column which contains
User IDs to be allowed access to content.

sourceURIColumn Enter the name of the column which contains
Source URLs to be indexed.

isSslEnabled true to add a path to an SSL certificate file
stored in an Amazon S3 bucket.

type The type of data source. Specify JDBC as your
data source type.
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Configuration Description

syncMode Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose

e FORCED_FULL_CRAWL to freshly re-crawl
all content and replace existing content
each time your data source syncs with your
index

o FULL_CRAWL to incrementally crawl only
new, modified, and deleted content each
time your data source syncs with your index

o CHANGE_LOG to incrementally crawl only
new and modified content each time your
data source syncs with your index.

secretArn The Amazon Resource Name (ARN) of a
Secrets Manager secret that contains user
name and password required to connect to
your database. The secret must contain a
JSON structure with the following keys:

{
"user name": "database user name",
"password": " password"
}
version The version of the template that is currently
supported.

How Amazon Q Business connector crawls Amazon RDS (PostgreSQL) ACLs

Connectors support crawl ACL and identity information where applicable based on the data source.
If you index documents without ACLs, all documents are considered public. Indexing documents
with ACLs ensures data security.
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Amazon Q Business supports crawling ACLs for document security by default. Turning off ACLs
and identity crawling are no longer supported. In preparation for connecting Amazon Q Business

applications to IAM Identity Center, enable ACL indexing and identity crawling for secure querying

and re-sync your connector. Once you turn ACL and identity crawling on you won't be able to turn
them off.

If you want to index documents without ACLs, ensure that the documents are marked as public in
your data source.

When you connect a database data source to Amazon Q, Amazon Q crawls user and group
information from a column in the source table. You specify this column in the console or using the
configuration parameter as part of the CreateDataSource operation.

If you choose to activate ACL crawling, the information can be used to filter chat responses to your
end user's document access level.

A database data source has the following limitations:

» You can only specify an allow list for a database data source. You can't specify a deny list.
» You can only specify groups. You can't specify individual users for the allow list.

» The database column should be a string containing a semicolon delimited list of groups.

For more information, see:

« Authorization

« ldentity crawler

« Understanding User Store

Amazon Q BusinessAmazon RDS (PostgreSQL) data source connector field
mappings

To improve retrieved results and customize the end user chat experience, Amazon Q enables you to
map document attributes from your data sources to fields in your Amazon Q index.

Amazon Q offers two kinds of attributes to map to index fields:

Amazon RDS (PostgreSQL) 423


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/migrate-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/migrate-application.html
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-authorization
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-identity-crawler
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-principal-store.html

Amazon Q Business User Guide

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q PostgreSQL connector supports the following field mappings:

Supported field mappings

e Document

Document
JDBC field name Index field name Description Data type
jd_document_id jd_document_id Custom String
jd_document_title jd_document_title Custom String
jd_source_uri _source_uri Default String
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IAM role for Amazon Q BusinessAmazon RDS (PostgreSQL) connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

To connect your data source connector to Amazon Q, you must give Amazon Q an IAM role that has
the following permissions:

» Permission to access the BatchPutDocument and BatchDeleteDocument operations to ingest
documents.

» Permission to access the User Store APl operations to ingest user and group access control
information from documents.

« Permission to access your AWS Secrets Manager secret to authenticate your data source
connector instance.

» Permission to access the SSL certificate stored in your Amazon S3 bucket.

» (Optional) If you're using Amazon VPC, permission to access your Amazon VPC.

"Version": "2012-10-17",
"Statement": [{
"Sid": "AllowsAmazonQToGetS30bjects",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"

"Sid": "AllowsAmazonQToGetSecret",
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"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": [
"arn:aws:secretsmanager:{{region}}:{{account_id}}:secret:[[secret_id]]"

]
I
{
"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms: {{region}}:{{account_id}}:key/[[key_id]]1"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager.*.amazonaws.com"
]
}
}
},
{
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
},
{

"Sid": "AllowsAmazonQToIngestPrincipalMapping",

"Effect": "Allow",

"Action": [
"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"
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1,
"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/
{{application_id}}/index/{{index_id}}/data-source/*"
]

.
{

"Sid": "AllowsAmazonQToCreateAndDeleteNI",

"Effect": "Allow",

"Action": [

"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/

[[security_group]]"

]

},

{
"Sid": "AllowsAmazonQToCreateAndDeleteNIForSpecificTag",

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",

"Condition": {

"StringlLike": {
"aws:RequestTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"
.
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"
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"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
}
}
I
{
"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",

"Condition": {
"StringlLike": {
"aws:ResourceTag/AMAZON_Q":
"gbusiness_{{account_id}}_{{application_id}}_*"

}
}
I
{
"Sid": "AllowsAmazonQToDescribeResourcesForVPC",
"Effect": "Allow",
"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
"ec2:DescribeVpcs",
"ec2:DescribeRegions",
"ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"
1,
"Resource": "*"
}
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To allow Amazon Q to assume a role, you must also use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:
{{source_account}}:application/{{application_id}}"

[

For more information on Amazon Q data source connector IAM roles, see IAM roles for Amazon Q

data source connectors.

Known limitations for the Amazon Q BusinessAmazon RDS (PostgreSQL)

connector

» Deleted database rows will not be tracked in when Amazon Q checks for updated content.

» The size of field names and values in a row of your database can't exceed 400KB.

« If you have a large amount of data in your database data source, and do not want Amazon Q to

index all your database content after the first sync, you can choose to sync only new, modified,

or deleted documents.
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Connecting Amazon S3 to Amazon Q Business

Amazon Simple Storage Service (Amazon S3) is an object storage service that stores data as objects
within storage buckets. You can connect an Amazon S3 instance to Amazon Q Business—using
either the AWS Management Console or the CreateDataSource APl—and create an Amazon Q web
experience.

Learn more

« For an overview of the Amazon Q web experience creation process, see Configuring an
application.

« For an overview of connector features, see Data source connector concepts.

» For information about connector configuration best practices, see Connector configuration best
practices.

Topics

« Amazon S3 connector overview

» Prerequisites for connecting Amazon Q Business to Amazon S3

« Connecting Amazon Q Business to Amazon S3 using the console

« Connecting Amazon Q Business to Amazon S3 using APIs

« Adding document metadata in Amazon S3

e How Amazon Q Business connector crawls Amazon S3 ACLs

« Amazon Q BusinessAmazon S3 data source connector field mappings

e |AM role for Amazon Q BusinessAmazon S3 connector

o Known limitations for the Amazon Q BusinessAmazon S3 connector

« Troubleshooting your Amazon Q Amazon S3 connector

Amazon S3 connector overview

The following table gives an overview of the Amazon Q Business Amazon S3 connector and its
supported features.
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Category Feature Support

Security Authentication type Assume Role Based
Access Control List (ACL) Yes. For more information, see ACL crawling.
crawling
Identity crawling No. Use User Store APIs if you want to crawl

users and groups.

VPC Yes
Crawl Custom metadata Yes
features
Entities Yes. The following entities are supported:

« Document

Field mappings Yes. Supports both default and custom field
mappings. For more information, see Field
mappings.

Filters Yes. The following filters are supported:

« Include/exclude by prefix
 Include/exclude by glob patterns
 Include/exclude by file types

Sync mode Supports full and incremental sync.
File types Supports all files supported by Amazon Q.
rite types

Prerequisites for connecting Amazon Q Business to Amazon S3
Before you begin, make sure that you have completed the following prerequisites.

In Amazon S3, make sure you have:

» Copied the name of your Amazon S3 bucket name.
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® Note

Your bucket must be in the same AWS Region as your Amazon Q index, and your index
must have permissions to access the bucket that contains your documents.

« If using Amazon VPC with Amazon S3 connector, made sure that you have assigned an Amazon
S3 endpoint to your virtual private cloud (VPC). For more information about configuring an
Amazon S3 connector with Amazon VPC, see Using Amazon VPC with Amazon S3.

In your AWS account, make sure you have:

« Created an IAM role for your data source and, if using the Amazon Q API, noted the ARN of the
IAM role.

» Stored your Amazon S3 authentication credentials in an AWS Secrets Manager secret and, if
using the Amazon Q API, noted the ARN of the secret.

® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

For a list of things to consider while configuring your data source, see Data source connector

configuration best practices.

Connecting Amazon Q Business to Amazon S3 using the console

The following procedure outlines how to connect Amazon Q Business to Amazon S3 using the AWS
Management Console.

Connecting Amazon Q to Amazon S3

1. Sign in to the AWS Management Console and open the Amazon Q console at https://
console.aws.amazon.com/amazongq/business/.

2. Complete the steps to create your Amazon Q application.

3. Complete the steps for selecting an Amazon Q retriever.
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4.

Then, from Data sources — Add an available data source to connect your Amazon Q
application.

You can add up to 5 data sources.
Then, on the Amazon S3 page, enter the following information:

Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.

Configure VPC and security group - optional — You can choose to use a VPC if your Amazon
S3 bucket is not accessible through the public internet. If you so, you must add Subnets and
VPC security groups as well.

/A Important

Make sure you have:

» Configured your VPC according to the steps in Gateway endpoints for Amazon S3.

« Chosen a private subnet in an Amazon Q supported availability zone.

» Configured your security group to allow Amazon Q to access the Amazon S3
endpoint.

For more information, see Using Amazon VPC and Using Amazon VPC with Amazon S3.

If you choose to use VPC, enter the following information:

a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the
repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

IAM role - Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.
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® Note

IAM roles used for applications can't be used for data sources. If you are unsure if an
existing role is used for an application, choose Create a new role to avoid errors.

9. Sync scope, enter the following information:

a.

Enter the data source location — The path to the Amazon S3 bucket where your data is
stored. Select Browse S3 to find and choose your bucket.

Maximum file size - optional - The maximum file size value that Amazon Q will crawl.
Amazon Q will only crawl files within the limit you define.

Advanced settings, enter the following information:

» Metadata files prefix folder location - optional — The path to the folder in which your
metadata is stored. Select Browse S3 to locate your metadata folder.

» Access control list configuration file location - optional — The path to the location of a
file containing a JSON structure that specifies access settings for the files stored in your
S3 data source. Select Browse S3 to locate your ACL file.

Regex patterns — Add patterns to include or exclude documents from your index. All
paths are relative to the data source location Amazon S3 bucket. You can add up to 100
patterns.

You can include and exclude documents using file names, file types, file paths, and glob
patterns (patterns that can expand a wildcard pattern into a list of path names that match
the given pattern).

Examples of glob patterns include:

/myapp/config/* — All files inside config directory

/**/*.png - All .png files in all directories

/**/* . {png,ico,md} - All .png, .ico, or .md files in all directories

/myapp/sxrc/**/*.ts — All .ts files inside src directory (and all its subdirectories)

o **/1(* module).ts - All.ts files but not .module.ts

10. Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.
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11.

12.

13.

14.

15.

o Full sync - Sync all content regardless of the previous sync status.
« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.

Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
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view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Amazon S3 using APIs

You use the CreateDataSource action to connect a data source to your Amazon Q application.

Then, you use the configuration parameter to provide a JSON schema with all other
configuration information specific to your data source connector.

For an example of the API request, see CreateDataSource in the Amazon Q API Reference.

Amazon S3 JSON schema

The following is the Amazon S3 JSON schema:

{

"$schema": "http://json-schema.org/draft-04/schema#",

"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {

"repositoryEndpointMetadata":

"type": "object",

"properties": {
"BucketName": {

"type": "string"

}

},

"required": [
"BucketName"

}
.
"required": [
"repositoryEndpointMetadata"
]
.

"repositoryConfigurations": {
"type": "object",
"properties": {
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"document": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
I
"indexFieldType": {
"type": "string",
"enum": [
"STRING"
]
I

"dataSourceFieldName":

"type": "string"
}
I
"required": [
"indexFieldName",
"indexFieldType",

"dataSourceFieldName"
]
}
]
}
},
"required": [
"fieldMappings"
]
}
I
"required": [
"document"
]
I

"additionalProperties": {
"type": "object",
"properties": {

"inclusionPatterns": {
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"type": "array"

}I

"exclusionPatterns": {
"type": "array"

iy

"inclusionPrefixes": {
"type": "array"

}I

"exclusionPrefixes": {
"type": "array"

iy

"aclConfigurationFilePath": {
"type": "string"

}I

"metadataFilesPrefix": {
"type": "string"

iy

"maxFileSizeInMegaBytes": {

"type": "string"

}
I
"syncMode": {
"type": "string",
"enum": [
"FULL_CRAWL",
"FORCED_FULL_CRAWL"

]
},
"type": {
"type": "string",
"pattern": "S3"
},

"version": {
"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
}
.

"required": [
"connectionConfiguration",
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"type",
"syncMode",
"repositoryConfigurations"
]
}

The following provides information about important JSON keys to configure.

Configuration Description

connectionConfiguration Configuration information for the endpoint
for the data source.

repositoryEndpointMetadata The endpoint information for the data source.
BucketName The name of your Amazon S3 bucket.
repositoryConfigurations Configuration information for the content

of the data source. For example, configuring
specific types of content and field mappings.

additionalProperties Additional configuration options for your
content in your data source

e inclusionPatterns A list of regular expression patterns to include
or exclude specific files in your Amazon S3
data source. Files that match the patterns are

e exclusionPatterns

e inclusionPrefixes
included in the index. Files that don't match

« exclusionPrefixes the patterns are excluded from the index. If a
file matches both an inclusion and exclusion
pattern, the exclusion pattern takes precedenc

e and the file isn't included in the index.

aclConfigurationFilePath The path to the file that controls access
control information for your documents in an
Amazon Q index.

metadataFilesPrefix The location, in your Amazon S3 bucket, of
your document metadata files.
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Configuration Description

maxFileSizeInMegaBytes Specify the maximum single file size limit in
MBs that Amazon Q will crawl. Amazon Q
will crawl only the files within the size limit
you define. The default file size is 50MB. The
maximum file size should be greater than OMB
and less than or equal to 50MB.

syncMode Specify whether Amazon Q should update
your index by syncing all documents or only
new, modified, and deleted documents. You
can choose from the following options:

e Use FORCED_FULL_CRAWL to freshly
re-crawl all content and replace existing
content each time your data source syncs
with your index

e Use FULL_CRAWL to incrementally crawl
only new, modified, and deleted content
each time your data source syncs with your
index

type The type of data source. Specify S3 as your
data source type.

version The version of the template that's supported.

Adding document metadata in Amazon S3

To customize chat results for your end users, you can add metadata to documents in an Amazon S3
bucket by using a metadata file. Metadata is additional information about a document, such as its
title and the date and time it was created.
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® Note

For more information about how document attributes can help you customize chat results
for your end users, see ???.

Each metadata file is associated with an indexed document. Your metadata files must be

stored in the same S3 bucket as your indexed files. You can specify a location within the S3

bucket for your metadata files by using the AWS Management Console. Or, you can use the
metadataFilesPrefix field of the Amazon S3 configuration parameter using the JSON
schema when you create an Amazon S3 data source. If you don't specify an Amazon S3 prefix, your
metadata files must be stored in the same location as your indexed documents.

If you specify an Amazon S3 prefix for your metadata files, they are in a directory structure parallel
to your indexed documents. Amazon Q looks only in the specified directory for your metadata. If
the metadata isn't read, check that the directory location matches the location of your metadata.

The following examples show how the indexed document location maps to the metadata file
location. The document's Amazon S3 key is appended to the metadata's Amazon S3 prefix and
then suffixed with .metadata. json to form the metadata file's Amazon S3 path. The combined
Amazon S3 key, the metadata's Amazon S3 prefix, and the .metadata. json suffix must be no
more than a total of 1,024 characters. We recommend that your Amazon S3 key is less than 1,000
characters to account for additional characters when combining your key with the prefix and suffix.

Bucket name:
s3://bucketName
Document path:
documents
Metadata path:
none
File mapping
s3://bucketName/documents/file.txt ->
s3://bucketName/documents/file.txt.metadata.json

Bucket name:
s3://bucketName

Document path:
documents/legal

Metadata path:
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metadata
File mapping

s3://bucketName/documents/legal/file.txt ->

Your document metadata is defined in a JSON file. The file must be a UTF-8

s3://bucketName/metadata/documents/legal/file.txt.metadata.json

text file without a BOM marker. The file name of the JSON file must be
<document>.<extension>.metadata. json. In this example, document is the name of the

document that the metadata applies to and extension is the file extension for the document. The

document ID must be unique in <document>.<extension>.metadata. json.

The content of the JSON file uses the following template.

"DocumentId": "document ID",

"Attributes": {

_category": "document category",

"_created_at": "ISO 8601 encoded string",
"_last_updated_at": "ISO 8601 encoded string",
_source_uri": "document URI",

_version": "file version",

_view_count": number of times document has been viewed,
"custom attribute key": "custom attribute value",
additional custom attributes

}I

"AccessControlList": [

1,

"Title":

{

"Name": "user name",
"Type": "GROUP | USER",
"Access": "ALLOW | DENY"

"document title",

"ContentType": "For example HTML | PDF"

All of the attributes and fields are optional, so it's not necessary to include all attributes. However,

you must provide a value for each attribute that you want to include; the value can't be empty. If

you don't specify the _source_uri, the links returned by Amazon Q in the chat results point to

the Amazon S3 bucket that contains the document.
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® Note

For information about supported document types, see Supported document types.

The _created_at and _last_updated_at metadata fields are ISO 8601 encoded dates. For
example, 2012-03-25T12:30:10+01:00 is the ISO 8601 date-time format for March 25, 2012, at
12:30PM (plus 10 seconds) in the Central European Time time zone.

You can add additional information to the Attributes field about a document that you use to
filter queries or to group query responses.

You can use the AccessControllList field to filter the response from a query. This way, only
certain users and groups have access to documents.

How Amazon Q Business connector crawls Amazon S3 ACLs

You add access control information to a document in an Amazon S3 data source using a
metadata file associated with the document. You specify the file using the console or as
the aclConfigurationFilePath parameter when you call the CreateDataSource or
UpdateDataSource API and use the configuration parameter.

The configuration file contains a JSON structure that identifies an Amazon S3 prefix and lists the
access settings for the prefix. The prefix can be a path, or it can be an individual file. If the prefix is
a path, the access settings apply to all of the files in that path.

You provide three pieces of information in the file:

« The access that the entity should have. You can use ALLOW or DENY.
« The type of entity. You can use USER or GROUP.

« The name of the entity.

The JSON structure for the configuration file must be in the following format:

"keyPrefix": "s3://BUCKETNAME/prefix1/",
"aclEntries": [

{

"Name": "userl",
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IlTypell: IIUSERII’
"Access": "ALLOW"

},
{
"Name": "groupl",
"Type": "GROUP",
"Access": "DENY"
}
]
.
{
"keyPrefix": "s3://BUCKETNAME/prefix2/",
"aclEntries": [
{
"Name": "user2",
"Type": "USER",
"Access": "ALLOW"
.
{
"Name": "userl",
"Type": "USER",
"Access": "DENY"
},
{
"Name": "groupl",
"Type": "GROUP",
"Access": "DENY"
}
]
}

For more information, see:

« Authorization

« Identity crawler

« Understanding User Store

Amazon Q BusinessAmazon S3 data source connector field mappings

To improve retrieved results and customize the end user chat experience, Amazon Q Business
enables you to map document attributes from your data sources to fields in your Amazon Q index.
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Amazon Q offers two kinds of attributes to map to index fields:

» Reserved or default — Reserved attributes are based on document attributes that commonly
occur in most data. You can use reserved attributes to map commonly occurring document
attributes in your data source to Amazon Q index fields.

« Custom - You can create custom attributes to map document attributes that are unique to your
data to Amazon Q index fields.

When you connect Amazon Q to a data source, Amazon Q automatically maps specific data
source document attributes to fields within an Amazon Q index. If a document attribute in your
data source doesn't have a attribute mapping already available, or if you want to map additional
document attributes to index fields, use the custom field mappings to specify how a data source
attribute maps to an Amazon Q index field. You create field mappings by editing your data source
after your application and retriever are created.

To learn more about document attributes and how they work in Amazon Q, see Document
attributes and types in Amazon Q.

/A Important
Filtering using document attributes in chat is only supported through the API.

The Amazon Q Amazon S3 connector supports the following entities and the associated reserved
and custom attributes.

Supported entities and field mappings

e Document

Document
Amazon S3 field Index field name Description Data type
name
s3_document_id s3_document_id Default String
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IAM role for Amazon Q BusinessAmazon S3 connector

If you use the AWS CLI or an AWS SDK, you must create an AWS Identity and Access Management
(IAM) policy before you create an Amazon Q resource. When you call the operation, you provide the
Amazon Resource Name (ARN) role with the policy attached.

If you use the AWS Management Console, you can create a new IAM role in the Amazon Q console
or use an existing IAM role.

When you use an Amazon S3 bucket as a data source, you must provide a role that has permissions
to:

« Access your Amazon S3 bucket.

» Permission to access the BatchPutDocument and BatchDeleteDocument API operations in
order to ingest documents.

» Permission to access the Principal Store APIs needed to ingest access control and identity
information from documents.

To allow Amazon Q to use an Amazon S3 bucket as a data source, use the following role policy:

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowsAmazonQToGetObjectfromS3",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"
}
}
.
{

"Sid": "AllowsAmazonQToListS3Buckets",
"Action": [
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"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "{{account_id}}"
}
}
.
{
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
.
{

"Sid": "AllowsAmazonQToCallPrincipalMappingAPIs",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/

index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/
index/{{index_id}}/data-source/*"

]
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If the documents in the Amazon S3 bucket are encrypted, you must provide the following
permissions to use the AWS KMS key to decrypt the documents:

"Sid": "AllowsAmazonQToDecryptSecret",
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": [
"arn:aws:kms:{{region}}:{{account_id}}:key/[[key_id]]"
1,
"Condition": {
"StringlLike": {
"kms:ViaService": [
"secretsmanager. *.amazonaws.com"

If you are using an Amazon VPC, you must add the following VPC access permissions to your
policy:

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowsAmazonQToGetObjectfromS3",
"Action": [
"s3:GetObject"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}/*"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "{{account_id}}"
}
}
.
{
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"Sid": "AllowsAmazonQTolListS3Buckets",
"Action": [
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::{{input_bucket_name}}"
1,
"Effect": "Allow",
"Condition": {
"StringEquals": {

"aws:ResourceAccount": "{{account_id}}"
}
}
.
{
"Sid": "AllowsAmazonQToIngestDocuments",
"Effect": "Allow",
"Action": [
"gbusiness:BatchPutDocument",
"gbusiness:BatchDeleteDocument"
1,
"Resource": "arn:aws:gbusiness:{{region}}:{{source_account}}:application/
{{application_id}}/index/{{index_id}}"
.
{

"Sid": "AllowsAmazonQToCallPrincipalMappingAPIs",

"Effect": "Allow",

"Action": [

"gbusiness:PutGroup",
"gbusiness:CreateUser",
"gbusiness:DeleteGroup",
"gbusiness:UpdateUser",
"gbusiness:ListGroups"

1,

"Resource": [
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/

index/{{index_id}}",
"arn:aws:gbusiness:{{region}}:{{account_id}}:application/{{application_id}}/
index/{{index_id}}/data-source/*"

]

.

{
"Sid": "AllowsAmazonQToCreateAndDeleteENI",
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"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:{{region}}:{{account_id}}:subnet/[[subnet_ids]]",
"arn:aws:ec2:{{region}}:{{account_id}}:security-group/[[security_group]]"

"Sid": "AllowsAmazonQToCreateDeleteENI",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {
"StringLike": {
"aws:RequestTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"
.
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"AMAZON_Q"

"Sid": "AllowsAmazonQToCreateTags",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"

"Sid": "AllowsAmazonQToCreateNetworkInterfacePermission",
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"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:{{region}}:{{account_id}}:network-interface/*",
"Condition": {

"StringlLike": {

"aws:ResourceTag/AMAZON_Q": "gbusiness_{{account_id}}_{{application_id}}_*"

"Sid": "AllowsAmazonQToConnectToVPC",
"Effect": "Allow",
"Action": [

"ec2:DescribeNetworkInterfaces",
ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaceAttribute",
ec2:DescribeVpcs",

"ec2:DescribeRegions",
ec2:DescribeNetworkInterfacePermissions",
"ec2:DescribeSubnets"

]I

"Resource": "*"

To allow Amazon Q to assume a role, use the following trust policy:

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowsAmazonQToAssumeRoleForServicePrincipal",
"Effect": "Allow",
"Principal": {
"Service": "gbusiness.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "{{source_account}}"
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},
"ArnLike": {
"aws:SourceArn": "arn:aws:gbusiness:{{region}}:
{{source_account}}:application/{{application_id}}"
}
}

}
]
}

Known limitations for the Amazon Q BusinessAmazon S3 connector

The Amazon Q Business Amazon S3 connector has the following known limitations:

« The Amazon S3 bucket must be in the same AWS Region as your Amazon Q index, and your index

must have permissions to access the bucket that contains your documents.

Troubleshooting your Amazon Q Amazon S3 connector

The following table provides information about error codes you may see for the Amazon S3

connector and suggested troubleshooting actions.

Error code

S$3-5001

$3-5002

S$3-5100

$3-5101

Error message

Profile name cannot be
null or empty. Try again

with a valid profile name.

Default AWS profile was
not found. Verify the
credentials file and try
again.

Bucket cannot be null or
empty. Try again with a
valid bucket.

The bucket does not
exist, or it is from

Suggested resolution

Provide a valid profile name in the
configuration.

Configure the AWS profile in the
environment using “aws configure

n

command.

Provide a valid bucket name in
configuration.

Provide a valid bucket name that exists
in the same region as the profile that is
configured in the environment.
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Error code

$3-5102

S3-5103

S$3-5104

S$3-5105

S$3-5106

$3-5107

$3-5108

S$3-5110

Error message

another region. Try again
with a valid bucket.

The ACL file is not found
in the given path. Verify
and try again.

The ACL file reading
was unsuccessful due
to malformed JSON
content. Verify and try
again.

Metadata file contained
malformed JSON
content.

IndexFieldName cannot
be null or empty.

IndexFieldType cannot
be null or empty.

DataSourceFieldName
cannot be null or empty.

Only String, String List,
Date and Long formats
are supported for field
mappings.

Unable to connect with
provided Amazon S3
bucket.

Suggested resolution

Provide a valid ACL file location in
configuration.

Verify the content of ACL file. It could
contain malformed JSON content.

Verify content of metadata files.
It could contain malformed JSON
content.

IndexFieldName in Field Mappings
should not be null or empty.

IndexFieldType in Field Mappings
should not be null or empty.

DataSourceFieldName in Field
Mappings should not be null or empty.

IndexFieldType in field mapping could
contain an unsupported type. Verify
field mappings and try again.

Try again with valid bucket.
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Error code

S3-5111

$3-5200

$3-5201

Error message

Unable to connect with
provided Amazon S3
bucket due to connection
timeout.

Object was not accessibl
e. Amazon S3 returned
following error:

The object content
was not readable. S3
returned following error:

Suggested resolution

Check if the provided bucket is valid,
credentials are valid, an IAM role with
correct permissions has been provided,
or if the VPC configuration of the data
source is correct.

The object might be not accessible.
User may receive this error if an object
is encrypted using an SSE-KMS key that
the profile doesn't have the access.

User may receive this error if an object
is encrypted using an SSE-C key.

Connecting Amazon Q custom connector to Amazon Q Business

Use a custom data source when you have a repository that Amazon Q Business doesn't yet provide
a data source connector for. When you create a custom data source, you have complete control
over how the documents to index are selected. Amazon Q only provides metric information that

you can use to monitor your data source sync jobs. You must create and run the crawler that

determines the documents your data source indexes.

You can use a custom data source connector to:

« See the same run history metrics that Amazon Q data sources provide even when you can't use
Amazon Q data sources to sync your repositories.

« Create a consistent sync monitoring experience between Amazon Q data sources and custom

data sources.

« See sync metrics for a data source connector that you created using the BatchPutDocument and

BatchDeleteDocument APl operations.

You can create an Amazon Q custom data source connector using either the AWS Management

Console or the CreateDataSource.
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When you create a custom data source using the CreateDataSource API operation:

« The action returns an ID to use when you synchronize the data source.

* You have to set the Configuration parameter as the following:

"configuration": {
"type": "CUSTOM",
"version": "1.0.0"

}

» You must specify the main title of your documents using the Document object, and
_source_uri in DocumentAttribute. The main title is required so that DocumentTitle and
DocumentURI are included in the ChatSync or Chat response.

When you create a custom data source using the console:

« The console returns an ID to use when you synchronize the data source.
« Give your data source a name, and optionally a description and resource tags.

» After the data source is created, a data source ID is shown. Copy this ID to use when you
synchronize the data source with the index.

Topics

» Creating an Amazon Q custom connector

» Required attributes

» Viewing metrics

Creating an Amazon Q custom connector

To use a custom data source, create an application that is responsible for updating your Amazon Q
index. The application depends on a crawler that you create. The crawler reads the documents in
your repository and determines which documents should be sent to Amazon Q. Your application
should perform the following steps:

1. Crawl your repository and make a list of the documents in your repository that are added,
updated, or deleted.
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2. Call the StartDataSourceSyncJob APl operation to signal that a sync job is starting. You
provide a data source ID to identify the data source that is synchronizing. Amazon Q returns an
execution ID to identify a particular sync job.

(@ Note

After you end a sync job, you can start a new sync job. There can be a period of time
before all of the submitted documents are added to the index. To see the status of the
sync job, use the ListDataSourceSyncJobs operation. If the Status returned for the sync
job is SYNCING_INDEXING, some documents are still being indexed. You can start a new
sync job when the status of the previous job is FAILED or SUCCEEDED.

3. To remove documents from the index, use the BatchDeleteDocument operation. You provide the
data source ID and execution ID to identify the data source that is synchronizing and the job that
this update is associated with.

4. To signal the end of the sync job, use the StopDataSourceSyncJob operation. After you call the
StopDataSourceSyncJob operation, the associated execution ID is no longer valid.

(@ Note

After you call the StopDataSourceSyncJob operation, you can't use a sync job
identifier in a call to the BatchPutDocument or BatchDeleteDocument operations. If
you do, all of the documents submitted are returned in the FailedDocuments response
message from the API.

5. To list the sync jobs for the data source and to see metrics for the sync jobs, use the
ListDataSourceSyncJobs operation with the index and data source identifiers.

Required attributes

When you submit a document to Amazon Q using the BatchPutDocument API operation, you
must provide the following two attributes for each document:

« _data_source_id - The identifier of the data source. This is returned when you create the data
source with either the console or the CreateDataSource APl operation.

« _data_source_sync_job_execution_id - The identifier of the sync run. This is returned
when you start the index synchronization with the StartDataSourceSyncJob operation.
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The following is the JSON required to index a document using a custom data source.

{
"Documents": [
{
"Attributes": [
{
"Key": "_data_source_id",
"Value": {
"StringValue": "data source identifier"
}
},
{
"Key": "_data_source_sync_job_execution_id",
"Value": {
"StringValue": "sync job identifier"
}
}
1,
"Blob": "document content",
"ContentType": "content type",
"Id": "document identifier",
"Title": "document title"
}
1,
"IndexId": "index identifier",
"RoleArn": "IAM role ARN"
}

When you remove a document from the index using the BatchDeleteDocument API operation,
you must specify the following two fields in the DataSourceSyncJobMetricTarget parameter:

« DataSourceld - The identifier of the data source. This is returned when you create the data
source with either the console or the CreateDataSource API operation.

« DataSourceSyncJobId - The identifier of the sync run. This is returned when you start the
index synchronization with the StartDataSourceSyncJob operation.

The following is the JSON required to delete a document from the index using the
BatchDeleteDocument operation.
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"DataSourceSyncJobMetricTarget": {
"DataSourceld": "data source identifier",
"DataSourceSyncJobId": "sync job identifier"

1,
"DocumentIdList": [
"document identifier"

]I

"IndexId": "index identifier"

Viewing metrics

After a sync job is finished, you can use the DataSourceSyncJobMetrics APl operation to get
the metrics associated with the sync job. Use this APl operation to monitor your custom data
source syncs.

You can submit the same document multiple times, either as part of the BatchPutDocument
operation, the BatchDeleteDocument operation, or if the document is submitted for both
addition and deletion, Regardless of how you submit the document, it is only counted once in the
metrics.

e DocumentsAdded - The number of documents submitted using the BatchPutDocument
operation associated with this sync job that are added to the index for the first time. If a
document is submitted for addition more than once in a sync, the document is only counted once
in the metrics.

e DocumentsDeleted - The number of documents submitted using the BatchDeleteDocument
operation associated with this sync job that are deleted from the index. If a document is
submitted for deletion more than once in a sync, the document is only counted once in the
metrics.

e DocumentsFailed - The number of documents associated with this sync job that failed
indexing. These documents were accepted by Amazon Q for indexing but could not be indexed
or deleted. If a document isn't accepted by Amazon Q, the identifier for the document is
returned in the FailedDocuments response property of the BatchPutDocument and
BatchDeleteDocument operations.

« DocumentsModified - The number of modified documents submitted using the
BatchPutDocument operation associated with this sync job that were modified in the Amazon
Q index.
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Amazon Q also emits Amazon CloudWatch metrics while indexing documents. For more
information, see Monitoring Amazon Q with Amazon CloudWatch.

Amazon Q doesn't return the DocumentsScanned metric for custom data sources.

Connecting Web Crawler to Amazon Q Business

An Amazon Q Business Web Crawler connector crawls and indexes either public facing websites
or internal company websites that use HTTPS. With Amazon Q web crawler, you can create a
generative Al web experience for your end users based on the website data you crawl using either
the AWS Management Console or the CreateDataSource API.

(@ Note

Amazon Q Web Crawler supports only HTTPS enabled sites. It doesn't support HTTP or
self-signed certificate enabled websites.

Amazon Q Web Crawler uses the Selenium web crawler package and a Chromium driver. Amazon
Q automatically updates the version of Selenium and the Chromium driver using continuous
integration (Cl).

/A Important

When selecting websites to index, you must adhere to the Amazon Acceptable Use Policy
and all other Amazon terms. Remember that you must only use Amazon Q Web Crawler

to index your own webpages, or webpages that you have authorization to index. To learn
how to stop Amazon Q Web Crawler from indexing your websites, see Configuring a

robots. txt file for Amazon Q Business Web Crawler.

If you receive an error when crawling a website, it could be that the website is blocked from
crawling. To crawl internal websites, you can set up a web proxy. The web proxy must be public
facing. You can also use authentication to access and crawl websites.
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® Note

Amazon Q Web Crawler connector does not support AWS KMS encrypted Amazon S3
buckets. It supports only server-side encryption with Amazon S3 managed keys.

Learn more

For an overview of the Amazon Q web experience creation process, see Configuring an

application.

For an overview of connector features, see Data source connector concepts.

For information about connector configuration best practices, see Connector configuration best
practices.

Topics

Web Crawler connector overview

Prerequisites for connecting Amazon Q Business to Web Crawler

Retrieving XPaths (XML Path Language) for Web Crawler

Connecting Amazon Q Business to Web Crawler using the console

Connecting Amazon Q Business to Web Crawler using APls

Amazon Q BusinessWeb Crawler data source connector field mappings

IAM role for Amazon Q Business Web Crawler connector

Configuring a robots.txt file for Amazon Q Business Web Crawler

Web Crawler connector overview

The following table gives an overview of the Amazon Q Business Web Crawler connector and its
supported features.

Category Feature Support

Security Authentication type » Basic

o NTLM/Kerberos

e Form
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Category Feature Support
« SAML

® Note

You don't need authentication
to crawl public websites you
have permission to crawl.
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Category

Feature

Authentication
credentials

Access Control List (ACL)

crawling

Support
Basic authentication

+ Website username

» Website password

NTLM/Kerberos authentication

o NTLM/Kerberos username

o NTLM/Kerberos password

Form authentication

» Login page URL

» Website username

» Website password

» Username field Xpath

» Password field Xpath

« Password button Xpath

o (Optional) Username button Xpath

SAML authentication

» Login page URL

» Website username

» Website password

» Username field Xpath

» Password field Xpath

« Password button Xpath

o (Optional) Username button Xpath

No

Amazon Q Web Crawler

462


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/connector-concepts.html#connector-authorization

Amazon Q Business User Guide

Category Feature Support
Identity crawling No
Crawl features Custom metadata Yes
Entities Yes. The following entities are
supported:
« Web page

« Attachment

Field mappings Yes. For more information, see Field
mappings.
Filters Yes. The following filters are supported

o Filter comments in files

 Sync specific domains and
subdomains

« Include files linked on web pages

» Regex patterns to crawl and index
specific URLs

» Regex patterns to crawl and index
specific files

 Include web pages by crawl depth

» Speficy maximum file size and links
per page for Amazon Q to crawl

Sync mode Supports full and new, modified, or
deleted content sync

File types Supports all files supported by Amazon
Q.
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Prerequisites for connecting Amazon Q Business to Web Crawler
Before you begin, make sure that you have completed the following prerequisites.

For Amazon Q Web Crawler, make sure you have:

» Copied the seed or sitemap URLs of the websites that you want to index and stored them in a
text file or an Amazon S3 bucket. Each URL must be included on a separate line.

« For XML sitemaps: Copied the sitemap XML and saved it in an XML file in an Amazon S3 bucket.
You can also combine multiple sitemap XML files into a .zip file.

« For websites that require basic, NTLM, or Kerberos authentication:

» Noted your website authentication credentials, which include a username and password.

(® Note

Amazon Q Web Crawler supports the NTLM authentication protocol that includes
password hashing, and Kerberos authentication protocol that includes password
encryption.

» For websites that require SAML or login form authentication:
» Noted your website authentication credentials, which include a username and password.

» Copied the XPaths (XML Path Language) of the username field (and the username button
if using SAML), password field and button, and copied the login page URL. You can find the
XPaths of elements using your web browser’s developer tools. XPaths follow this format: //
tagname[@Attribute="'Value'].

(@ Note

Amazon Q Web Crawler uses a headless Chrome browser and the information from the
form to authenticate and authorize access with an OAuth 2.0 protected URL.

« Optional: Copied the host name and the port number of the web proxy server if you want
to use a web proxy to connect to internal websites that you want to crawl. The web proxy
must be public facing. Amazon Q supports connecting to web proxy servers backed by basic
authentication, or you can connect with no authentication.

« Optional: Copied the virtual private cloud (VPC) subnet ID if you want to use a VPC to connect to
internal websites you want to crawl. For more information, see Using Amazon VPC.
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In your AWS account, make sure you have:

« Created an IAM role for your data source and, if using the API, noted the ARN of the IAM role.

» For websites that require authentication credentials to crawl: Stored your Web Crawler
authentication credentials in an AWS Secrets Manager secret and, if using the API, noted the ARN
of the secret.

® Note

If you're a console user, you can create the IAM role and Secrets Manager secret as part of
configuring your Amazon Q application on the console.

Retrieving XPaths (XML Path Language) for Web Crawler

If the website you are crawling with Amazon Q Business Web Crawler uses Form or SAML
authentication, you need to provide Amazon Q with the absolute XPaths for the username and
password fields on your web page. Optionally, you may also need to provide the absolute XPaths to
the username and password buttons.

XPaths are expressions used to uniquely identity and locate the content of any XML like
language document (including HTML). Amazon Q uses the XPaths you provide to confirm
access to the website you want to crawl. XPaths usually follow the following format: //
tagname[@Attribute="'Value'].

The following tabs provide a procedure for retrieving XPaths required for your Amazon Q Web
Crawler connector using different web browsers.

Chrome

To retrieve XPaths for an Amazon Q Web Crawler

1. Make sure you're on the web page you want to crawl. Then, either select or click on the web
page element you want to retrieve the XPath for. This could be the username or password
fields, or the username and password buttons.

2. Then, open the context (right-click) menu and then choose the Inspect option.

Amazon Q Web Crawler 465


https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/iam-roles.html#iam-roles-ds

Amazon Q Business

User Guide

adws

Sign in

O Root user
Account owner that performs tasks requiring
unrestricted access. Learn more
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Amazon EC2 Inf2 Instances
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Learn more

Account 1D (12 digits) or account alias

By continuing, you agree to the AWS Customer
Agreement or other agreement for AWS services, and t
Privacy Notice. This site uses essential cookies. See ot
Cookie Notice for more information.

Create a new AWS acco |

Amazon EC2 for the most demanding
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ck

Reload

Save As...
Print...
Cast...
Search Images with Google

Send to Your Devices
Create QR Code for this Page

Open in Reading Mode £

In the Developer Tools window that opens, the details for the element you've chosen will

be highl

ighted.

3. Right click on the highlighted element to open the context (right-click) menu.

4. Choose Copy.

5. Then, choose Copy XPath.
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6. Then, open a text editor of your choice and paste the XPath you copied. The format of the
XPath will look like this: //tagname[@Attribute="'Value'].

Input the relevant XPaths you've copied in the Authentication section when you configure

Amazon Q Web Crawler connector.

Firefox

To retrieve XPaths for an Amazon Q Web Crawler

1. Make sure you're on the web page you want to crawl. Then, either select or click on the web

page element you want to retrieve the XPath for. This could be the username or password

fields, or the username and password buttons.

2. Then, open the context (right-click) menu and then choose the Inspect option.
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23 Amazon Enterprise Access >

In the Developer Tools window that opens, the details for the element you've chosen will
be highlighted.

3. Right click on the highlighted element to open the context (right-click) menu.

4. Choose Copy.

5. Then, choose Copy XPath.
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6. Then, open a text editor of your choice and paste the XPath you copied. The format of the
XPath will look like this: //tagname[@Attribute="'Value'].

Input the relevant XPaths you've copied in the Authentication section when you configure
Amazon Q Web Crawler connector.

Connecting Amazon Q Business to Web Crawler using the console

On the Web Crawler page, enter the following information:

1. Name - Name your data source for easy tracking.

Note: You can include hyphens (-) but not spaces. Maximum of 1,000 alphanumeric characters.
2. In Source choose from the following options:
» Source URLs — Add up to 10 seed/starting point URLs of the websites you want to crawl. You
can also include website subdomains.

» Source sitemaps — Add up to 3 sitemap URLs of the websites you want to crawl.
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o Source URLs file — Add up to 100 seed/starting point URLs listed in a text file in Amazon S3.
Each URL should be on a separate line in the text file.

» Source sitemaps file - Add up to 3 sitemap XML files stored in Amazon S3. You can also zip
the XML files.

@ Note
If you choose to use a text file that includes a list of up to 100 seed URLs or to use
a sitemap XML file, you specify the path to the Amazon S3 bucket where your file is
stored.
You can also combine multiple sitemap XML files into a .zip file. Otherwise, you can
manually enter up to 10 seed or starting point URLs, and up to three sitemap URLs.

® Note
If you want to crawl a sitemap, check that the base or root URL is the same as the URLs
listed on your sitemap page. For example, if your sitemap URL is https://example.com/
sitemap-page.html, the URLs listed on this sitemap page should also use the base URL
"https://example.com/".

® Note

If you want to later edit your data source to change your seed URLs with
authentication to sitemaps, you must create a new data source.

Amazon Q configures the data source using the seed URLs endpoint information in the
Secrets Manager secret for authentication. Therefore, Amazon Q can't reconfigure the
data source when changing to sitemaps.

3. In Authentication, choose the type of authentication you want to use and enter the following
information in your AWS Secrets Manager secret:

» No authentication — Choose to crawl a public website without any authentication.

« Basic authentication — Enter a name for the secret, plus the username and password
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« NTLM/Kerberos authentication — Enter a name for the secret, plus the username and
password. NTLM authentication protocol includes password hashing, and Kerberos
authentication protocol includes password encryption

o Form authentication — Enter a name for the secret, and the username and password. Use
XPath for the username field. Use XPaths for the password field and button, and login page
URL. You can find the XPaths (XML Path Language) of elements using your web browser's
developer tools. XPaths usually follow this format: //tagname[@Attribute="'Value']

o SAML authentication - Enter a name for the secret, plus the username and password. Use
XPath for the username field and for the username button. Use XPaths for the password
field and button, and login page URL. You can find the XPaths (XML Path Language) of
elements using your web browser's developer tools. XPaths usually follow this format: //
tagname[@Attribute='Value']

4. Web proxy - optional — Enter the host name and the port number of the proxy server that
you want to use to connect to internal websites. For example, the host name of https.//
a.example.com/page1.html is "a.example.com" and the port number is 443, the standard port
for HTTPS. If web proxy credentials are required to connect to a website host, you can create
an AWS Secrets Manager secret that stores the credentials.

5. Configure VPC and security group - optional - Choose whether you want to use a VPC. If you
do, enter the following information:
a. Subnets - Select up to 6 repository subnets that define the subnets and IP ranges the

repository instance uses in the selected VPC.

b. VPC security groups — Choose up to 10 security groups that allow access to your data
source. Ensure that the security group allows incoming traffic from Amazon EC2 instances
and devices outside your VPC. For databases, security group instances are required.

For more information, see VPC.

6. 1AM role - Choose an existing IAM role or create an IAM role to access your repository
credentials and index content.

For more information, see IAM role.

7. In Sync scope, enter the following information:
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a. Sync domain range — Choose whether to sync website domains with subdomains only,
or also crawl other domains that the webpages link to (Sync everything). By default,
Amazon Q only syncs the domains of the websites that you want to crawl.

b. For Maximum single file size — Specify the file size limit in MBs that Amazon Q will crawl.
Amazon Q will crawl only the files within the size limit you define. The default file size is
50MB. The maximum file size should be greater than OMB and less than or equal to 50MB.

c¢. In Additional configuration - optional - Configure the following settings:

» Scope settings, choose from the following:

« Crawl depth - The depth, or number, of levels from the seed level to crawl. For
example, the seed URL page is depth 1 and any hyperlinks on this page that are also
crawled are depth 2.

« Maximum single file size — The maximum size in MB of a webpage or attachment to
crawl.

o Maximum links per page — The maximum number of URLs on a single webpage to
crawl.

o Maximum throttling — The maximum number of URLs crawled per website host per
minute.

« Include files that web pages link to — Choose to crawl files that the webpages link to.

« Crawl URL patterns — Add regular expression patterns to include or exclude crawling
specific URLs, and indexing any hyperlinks on these URL webpages.

o URL pattern to index — Add regular expression patterns to include or exclude crawling
specific URLs, and indexing any hyperlinks on these URL webpages.

8. In Sync mode, choose how you want to update your index when your data source content
changes. When you sync your data source with Amazon Q for the first time, all content is
synced by default.

o Full sync - Sync all content regardless of the previous sync status.

« New, modified, or deleted content sync — Sync only new, modified, and deleted documents.

9. In Sync run schedule, for Frequency — Choose how often Amazon Q will sync with your data
source. For more details, see Sync run schedule.

10. Tags - optional — Add tags to search and filter your resources or track your AWS costs. See Tags
for more details.
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11. Field mappings - A list of data source document attributes to map to your index fields. Add
the fields from the Data source details page after you finish adding your data source. You can
choose from two types of fields:

a. Default - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can't edit these.

b. Custom - Automatically created by Amazon Q on your behalf based on common fields in
your data source. You can edit these. You can also create and add new custom fields.

(® Note

Support for adding custom fields varies by connector. You won't see the Add field
option if your connector doesn't support adding custom fields.

For more information, see Field mappings.

12. To finish connecting your data source to Amazon Q, select Add data source.

You are taken to the Data source details, where you can view your data source configuration
details.

13. In Data source details, choose Sync now to allow Amazon Q to begin syncing (crawling and
ingesting) data from your data source. When the sync job finishes, your data source is ready to
use.

® Note

You can also choose to view CloudWatch logs for your data source sync job by selecting
View CloudWatch logs. If you get a Resource not found exception when you try to
view your CloudWatch logs for a data source sync job in progress, it can be because the
CloudWatch logs are not available yet. Wait for some time and check again.

Connecting Amazon Q Business to Web Crawler using APIs

To connect Amazon Q Business to Web Crawler using the Amazon Q API, call CreateDataSource.
Use this API to:

» provide a name and tags for your data source
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« an Amazon Resource Name (ARN) of an IAM role with permission to access the data source and
required resources

« async schedule for Amazon Q to check the documents in your data source

« a Amazon VPC configuration

For more information on available parameters, see CreateDataSource in the Amazon Q API

reference.

Provide the seed or starting point URLs, or the sitemap URLs, as part of the connection
configuration or repository endpoint details. Also specify the website authentication credentials
and authentication type if your websites require authentication, and other necessary
configurations.

Web Crawler JSON schema

The following is the Web Crawler JSON schema:

"$schema": "http://json-schema.org/draft-04/schema#",
"type": "object",
"properties": {
"connectionConfiguration": {
"type": "object",
"properties": {
"repositoryEndpointMetadata": {
"type": "object",
"properties": {
"siteMapUrls": {
"type": "array",
"items":{
"type": "string",
"pattern": "https://.*"
}
.
"s3SeedUrl": {
"type": ["string", "null"],
"pattern": "s3:.*"
.
"s3SiteMapUrl": {
"type": ["string", "null"],
"pattern": "s3:.*"
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}I

"seedUrlConnections": {
Iltypell: Ilarrayll’
"items": [

{

"type": "object",
"properties": {
"seedUrl":{
"type": "string",
"pattern": "https://.*"
}
I
"required": [
"seedUrl"

]
iy

"authentication": {
"type": "string",
"enum": [

"NoAuthentication",
"BasicAuth",
"NTLM_Kerberos",
"Form",

"SAML"

}
},
"required": [
"repositoryEndpointMetadata"
]

},

"repositoryConfigurations": {
"type": "object",
"properties": {

"webPage": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
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"type": "object",
"properties": {
"indexFieldName": {
"type": "string"
I
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"DATE",
"LONG"

]

I

"dataSourceFieldName": {
"type": "string"

},

"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'Z"'"

}

I

"required": [
"indexFieldName",
"indexFieldType",

"dataSourceFieldName"
]
}
]

}
},
"required": [

"fieldMappings"
]

},

"attachment": {
"type": "object",
"properties": {
"fieldMappings": {
"type": "array",
"items": [
{
"type": "object",
"properties": {

Amazon Q Web Crawler 476



Amazon Q Business User Guide

"indexFieldName": {
"type": "string"
},
"indexFieldType": {
"type": "string",
"enum": [
"STRING",
"DATE",
"LONG"

]

},

"dataSourceFieldName": {
"type": "string"

I

"dateFieldFormat": {
"type": "string",
"pattern": "yyyy-MM-dd'T'HH:mm:ss'z"'"

}

},

"required": [
"indexFieldName",
"indexFieldType",
"dataSourceFieldName"

]
}
]

}
I
"required": [

"fieldMappings"
]

}
}
I

"syncMode": {
"type": "string",
"enum": [
"FORCED_FULL_CRAWL",
"FULL_CRAWL"
]
},
"additionalProperties": {
"type": "object",
"properties": {
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"rateLimit": {
"type": "string",
"default": "300"

I

"maxFileSize": {
"type": "string",
"default": "50"

I

"maxFileSizeInMegaBytes": {
"type": "string"

},

"crawlDepth": {
"type": "string",
"default": "2"

},

"maxLinksPerUrl": {
"type": "string",
"default": "100"

},

"crawlSubDomain": {
"type": "boolean",
"default": false

},

"crawlAllDomain": {
"type": "boolean",
"default": false

},

"honorRobots": {
"type": "boolean",
"default": false

},

"crawlAttachments": {
"type": "boolean",
"default": false

},

"inclusionURLCrawlPatterns":

"type": "array",
"items": {
"type": "string"
}
},

"exclusionURLCrawlPatterns":

Iltypell: Ilarrayll’
"items": {
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"type": "string"
}
I

"inclusionURLIndexPatterns": {
"type": "array",
"items": {
"type": "string"
}
1,

"exclusionURLIndexPatterns": {
Iltypell: Ilarrayll’
"items": {
"type": "string"
}
iy

"inclusionFileIndexPatterns": {
"type": "array",
"items": {
"type": "string"
}
1,

"exclusionFileIndexPatterns": {
"type": "array",
"items": {

"type": "string"
}
},
"proxy": {
"type": "object",
"properties": {
"host": {
"type": "string"
},
"port": {
"type": "string"
I
"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}
iy
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"required": [
"rateLimit",
"maxFileSize",
"crawlDepth",
"crawlSubDomain",
"crawlAllDomain",
"maxLinksPerUrl",
"honorRobots"

]

.
"type": {
"type": "string",
"enum": [
"WEBCRAWLERV2",
"WEBCRAWLER"
]
},

"secretArn": {
"type": "string",
"minLength": 20,
"maxLength": 2048

}

},
"version": {

"type": "string",

"anyOf": [
{
"pattern": "1.0.0"
}
]
},

"required": [
"connectionConfiguration",

"repositoryConfigurations",

"syncMode",
Iltypell ,
"additionalProperties"

The following provides information about important JSON