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What Is Amazon AppStream 2.0?

Amazon AppStream 2.0 is a fully managed application streaming service that provides users with
instant access to their desktop applications from anywhere. AppStream 2.0 manages the AWS
resources required to host and run your applications, scales automatically, and provides access
to your users on demand. AppStream 2.0 provides users access to the applications they need on
the device of their choice, with a responsive, fluid user experience that is indistinguishable from
natively installed applications.

With AppStream 2.0, you can easily add your existing desktop applications to AWS and enable
your users to instantly stream them. Windows users can use either the AppStream 2.0 client or
an HTML5-capable web browser for application streaming. You can maintain a single version of
each of your applications, which makes application management easier. Your users always access
the latest versions of their applications. Your applications run on AWS compute resources, and
data is never stored on users' devices, which means they always get a high performance, secure
experience.

Unlike traditional on-premises solutions for desktop application streaming, AppStream 2.0 offers
pay-as-you-go pricing, with no upfront investment and no infrastructure to maintain. You can scale
instantly and globally, ensuring that your users always have the best possible experience.

For more information, see AppStream 2.0.

Topics

o Features of Amazon AppStream 2.0

» Key Concepts of Amazon AppStream 2.0

« How to Get Started with Amazon AppStream 2.0

e Accessing Amazon AppStream 2.0

Features of Amazon AppStream 2.0

Using Amazon AppStream 2.0 provides the following advantages:
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Access desktop applications securely from any supported device

Your desktop applications can be accessed securely through an HTML5-capable web browser
on Windows and Linux PCs, Macs, Chromebooks, iPads, and Android tablets. Or, for supported
versions of Windows, the AppStream 2.0 client can be used for application streaming.

Secure applications and data

Applications and data remain on AWS — only encrypted pixels are streamed to users.
Applications run on an AppStream 2.0 instance dedicated to each user so that compute
resources are not shared. Applications can run inside your own virtual private cloud (VPC), and
you can use Amazon VPC security features to control access. This enables you to isolate your
applications and deliver them in a secure way.

Consistent, scalable performance

AppStream 2.0 runs on AWS with access to compute capabilities not available on local devices,
which means that your applications run with consistently high performance. You can instantly
scale locally and globally, and ensure that your users always get a low-latency experience.
Unlike on-premises solutions, you can quickly deploy your applications to the AWS region that
is closest to your users, and start streaming with no incremental capital investment.

Integrate with your IT environment

Integrate with your existing AWS services and your on-premises environments. By running
applications inside your VPCs, your users can access data and other resources that you have in
AWS. This reduces the movement of data between AWS and your environment and provides a
faster user experience.

Integrate with your existing Microsoft Active Directory environment. This enables you to use
existing Active Directory governance, user experience, and security policies with your streaming
applications.

Configure identity federation, which allows your users to access their applications using their
corporate credentials. You can also allow authenticated access to your IT resources from
applications running on AppStream 2.0.

Choose the fleet type that meets your needs

These are the types of fleets:

« Always-On — Streaming instances run all the time, even when no users are streaming
applications and desktops. Streaming instances must be provisioned before a user is able to
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stream. The number of streaming instances provisioned is managed through auto scaling
rules. For more information, see the section called “Fleet Auto Scaling”.

When your users choose their application or desktop, they will start streaming instantly. You
are charged the running instance fee for all streaming instances, even when no users are
streaming.

e On-Demand — Streaming instances run only when users are streaming applications and
desktops. Streaming instances not yet assigned to users are in a stopped state. Streaming
instances must be provisioned before a user is able to stream. The number of streaming
instances provisioned is managed through auto scaling rules. For more information, see the
section called “Fleet Auto Scaling”.

When your users choose their application or desktop, they will start streaming after a 1-2
minute wait. You are charged a lower stopped instance fee for streaming instances that
are not yet assigned to users, and the running instance fee for streaming instances that are
assigned to users.

 Elastic — The pool of streaming instances is managed by AppStream 2.0. When your users
select their application or desktop to launch, they will start streaming after the app block has
been downloaded and mounted to a streaming instance.

You are charged the running instance fee for Elastic fleet streaming instances only for the
duration of the streaming session, in seconds.

For more information, see Amazon AppStream 2.0 Pricing.

Key Concepts of Amazon AppStream 2.0

To get the most out of AppStream 2.0, be familiar with the following concepts:
application

An application contains the information necessary to launch the application that you want
to stream to your users. An application is associated with the resource that contains the files
necessary to launch the application, such as an app block or image.

app block

An app block contains the application files that you want to stream to your users, and the
details necessary to configure it.
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app block builder

An app block builder is a virtual machine that you use to create an app block. You can launch
and connect to an app block builder by using the AppStream 2.0 console. After you connect to
an appblock builder, you can install your application(s). App block builder packages your app
contents, uploads it to an Amazon S3 bucket, and completes app block creation.

image builder

An image builder is a virtual machine that you use to create an image. You can launch and
connect to an image builder by using the AppStream 2.0 console. After you connect to an image
builder, you can install, add, and test your applications, and then use the image builder to
create an image. You can launch new image builders by using private images that you own.

image

An image contains applications that you can stream to your users, and default system and
application settings to enable your users to get started with their applications quickly. AWS
provides base images that you can use to create image builders to then create images that
include your own applications. After you create an image, you can't change it. To add other
applications, update existing applications, or change image settings, you must create a new
image. You can copy your images to other AWS Regions or share them with other AWS accounts
in the same Region. your users, and default system and application settings to enable your
users to get started with their applications quickly.

fleet

A fleet consists of fleet instances (also known as streaming instances) that run the applications
and desktops that you specify.

stack

A stack consists of an associated fleet, user access policies, and storage configurations. You set
up a stack to start streaming applications to users.

streaming instance

A streaming instance (also known as a fleet instance) is an EC2 instance that is made available
to a single user for application streaming. After the user’s session completes, the instance is
terminated by EC2.

user pool

Use the user pool to manage users and their assigned stacks.
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auto scaling rules

Auto scaling rules are schedule-based and usage-based policies that you can apply to an Always-
On or On-Demand fleet to automatically manage the number of streaming instances available
for users to stream from.

multi-session

A multi-session fleet allows you to provision more than one user session on a single fleet
instance. The underlying infrastructure resources are shared across all of the user sessions.

(® Note

Multi-session is available only on Always-on and On-demand fleets powered by a
Windows operating system. Multi-session is not available on Elastic fleets or the Linux
operating system.

Make sure you are using latest AppStream 2.0 images for multi-session fleets. To keep
your images are up-to-date, see the section called “Keep Your Image Up-to-Date”. For

details on supported images and AppStream 2.0 agent versions for multi-session, see
the section called “Base Image and Managed Image Update Release Notes".

How to Get Started with Amazon AppStream 2.0

If you are using AppStream 2.0 for the first time, you can use the Try it Now feature or follow
the Get Started with Amazon AppStream 2.0: Set Up With Sample Applications tutorial (both are
available in the AppStream 2.0 console).

« Try It Now provides you with a free trial experience that allows you to easily start desktop
applications from your desktop browser.

» The Getting Started tutorial enables you to set up application streaming by using sample
applications or your own applications. If you decide to start by using sample applications, you
can always add your own applications later.

For more information about these two options, see Amazon AppStream 2.0 FAQs.

When you use the service for the first time, AppStream 2.0 creates an AWS Identity and Access
Management (IAM) role to create and manage AppStream 2.0 resources on your behalf.
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To use the Try It Now feature

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

Choose Try it now.
Sign in using your AWS account credentials, if requested.

Read the terms and conditions and choose Agree and Continue.

i d W=

From the list of applications shown, select one to try.

To run the Getting Started tutorial

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.
2. Choose Get Started.

3. Select the option to learn more about AppStream 2.0 resources.

Accessing Amazon AppStream 2.0

You can work with AppStream 2.0 using any of the following interfaces:
AWS Management Console

The console is a browser-based interface to manage AppStream 2.0 resources. For more
information, see Get Started with Amazon AppStream 2.0: Set Up With Sample Applications.

AWS command line tools

AWS provides two sets of command line tools: the AWS Command Line Interface (AWS CLI) and
the AWS Tools for Windows PowerShell. To use the AWS CLI to run AppStream 2.0 commands,
see Amazon AppStream 2.0 Command Line Reference.

AWS SDKs

You can access AppStream 2.0 from a variety of programming languages. The SDKs
automatically take care of tasks such as the following:

» Setting up an AppStream 2.0 stack or fleet
« Getting an application streaming URL to your stack

» Describing your resources

For more information, see Tools for Amazon Web Services.
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Setting Up for Amazon AppStream 2.0

Complete the following tasks to get set up for Amazon AppStream 2.0.

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.
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2.

Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

In IAM Identity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

To sign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1.

In IAM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.
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Get Started with Amazon AppStream 2.0: Set Up With
Sample Applications

To stream your applications, Amazon AppStream 2.0 requires an environment that includes a fleet
that is associated with a stack, and at least one application image. This tutorial describes how to
configure a sample AppStream 2.0 environment for application streaming and give users access to
that stream.

(® Note

For additional guidance in learning how to get started with AppStream 2.0, see the Amazon
AppStream 2.0 Getting Started Guide. This guide describes how to install and configure

two applications, perform foundational administrative tasks using the AppStream
2.0 console, and provision an Amazon Virtual Private Cloud by using a provided AWS
CloudFormation template.

Tasks
» Step 1: Set Up a Sample Stack, Choose an Image, and Configure a Fleet

» Step 2: Provide Access to Users

¢ Resources

Step 1: Set Up a Sample Stack, Choose an Image, and Configure
a Fleet

Before you can stream your applications, you need to set up a stack, choose an image that has
applications installed, and configure a fleet. In this step, you use a template to help simplify these
tasks.

To set up a sample stack, choose an image, and configure a fleet

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. Choose Get Started if you are new to the console, or Quick Links from the left navigation
menu. Choose Set up with sample apps.
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3.

For Step 1: Stack Details, keep the default stack name or enter your own. Optionally, you can
do the following:

Display name — Enter a name to display for the stack (maximum of 100 characters).
Description— Keep the default description or enter your own (maximum of 256 characters).

Redirect URL — Specify a URL to which users are redirected after their streaming sessions
end.

Feedback URL — Specify a URL to which users are redirected after they click the Send
Feedback link to submit feedback about their application streaming experience. If you do
not specify a URL, this link is not displayed.

Streaming Protocol Preference — Specify the streaming protocol you'd like your stack to
prefer, UDP or TCP. UDP is currently only supported in the Windows native client. For more
information, see System Requirements and Feature Support (AppStream 2.0 Client).

Tags — Choose Add Tag, and type the key and value for the tag. To add more tags, repeat
this step as needed. For more information, see Tagging Your Amazon AppStream 2.0

Resources.

VPC Endpoints (Advanced) — You can create a private link, which is an interface VPC
endpoint (interface endpoint), in your virtual private cloud (VPC). To start creating the
interface endpoint, select Create VPC Endpoint. Selecting this link opens the VPC console.
To finish creating the endpoint, follow steps 3 through 6 in To create an interface endpoint,
in Tutorial: Creating and Streaming from Interface VPC Endpoints.

After you create the interface endpoint, you can use it to keep streaming traffic within your
VPC.

Embed AppStream 2.0 (Optional) — To embed an AppStream 2.0 streaming session
in a webpage, specify the domain to host the embedded streaming session. Embedded
streaming sessions are only supported over HTTPS [TCP port 443].

® Note

You must meet prerequisites and perform additional steps to configure embedded
AppStream 2.0 streaming sessions. For more information, see Embed Amazon

AppStream 2.0 Streaming Sessions.

4. Choose Next.
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5.

For Step 2: Choose Image, a sample image is already selected. The image contains pre-

installed open-source applications for evaluation purposes. Choose Next.

For Step 3: Configure Fleet, we recommend that you keep any default values that are

provided. You can change most of these values after fleet creation.

Choose instance type — Choose the instance type that matches the performance
requirements of your applications. All streaming instances in your fleet launch with the
instance type that you select. For more information, see AppStream 2.0 Instance Families.

Fleet type — Choose the fleet type that suits your use case. The fleet type determines its
immediate availability and how you pay for it.

Maximum session duration in minutes — Choose the maximum amount of time that a
streaming session can remain active. If users are still connected to a streaming instance five
minutes before this limit is reached, they are prompted to save any open documents before
being disconnected. After this time elapses, the instance is terminated and replaced by a
new instance.

Disconnect timeout in minutes — Choose the amount of time that a streaming session
should remain active after users disconnect. If users try to reconnect to the streaming
instance after a disconnection or network interruption within this time interval, they are
connected to the previous session. Otherwise, they are connected to a new session with a
new instance. If you associate a stack with a fleet for which a redirect URL is specified, after
users' streaming sessions end, the users are redirected to that URL.

If a user ends the session by choosing End Session on the streaming session toolbar,
the disconnect timeout does not apply. Instead, the user is prompted to save any open
documents, and then immediately disconnected from the streaming instance.

Idle disconnect timeout in minutes — Choose the amount of time that users can be idle
(inactive) before they are disconnected from their streaming session and the Disconnect
timeout in minutes time interval begins. Users are notified before they are disconnected
due to inactivity. If they try to reconnect to the streaming session before the time interval
specified in Disconnect timeout in minutes has elapsed, they are connected to their
previous session. Otherwise, they are connected to a new session with a new streaming
instance. Setting this value to 0 disables it. When this value is disabled, users are not
disconnected due to inactivity.
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® Note

Users are considered idle when they stop providing keyboard or mouse input during
their streaming session. File uploads and downloads, audio in, audio out, and pixels
changing do not qualify as user activity. If users continue to be idle after the time
interval in Idle disconnect timeout in minutes elapses, they are disconnected.

o Multiple user sessions — Choose this option if you want to provision multiple user sessions
on a single instance. By default, every unique user session is served by an instance (single-
session).

® Note

Multi-session is available only on Always-on and On-demand fleets powered by a
Windows operating system. Multi-session is not available on Elastic fleets or the
Linux operating system.

Make sure you are using latest AppStream 2.0 images for multi-session fleets. To
keep your images are up-to-date, see the section called "Keep Your Image Up-to-

Date". For details on supported images and AppStream 2.0 agent versions for multi-
session, see the section called “Base Image and Managed Image Update Release
Notes".

« Maximum sessions per instance — Maximum number of user sessions on an instance.
You must choose this value based on your end users' application performance needs. You
can also adjust the maximum sessions per instance for a fleet after it is provisioned. In
that case, the existing user sessions and instances will not be impacted, but the fleet will
become consistent with the new value of maximum sessions per instance. The value must
be between 2 and 50. Before setting this value for your fleet, see the section called “Multi-
Session Recommendations”.

o Minimum capacity — Choose a minimum number of instances for your fleet based on the
minimum number of expected concurrent users. Every unique user session is served by an
instance. For example, to have your stack support 100 concurrent users during low demand,
specify a minimum capacity of 100. This ensures that 100 instances are running even if there
are fewer than 100 users.

o Maximum capacity — Choose a maximum number of instances for your fleet based on the
maximum number of expected concurrent users. Every unique user session is served by an
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7.

instance. For example, to have your stack support 500 concurrent users during high demand,
specify a maximum capacity of 500. This ensures that up to 500 instances can be created on
demand.

Minimum user sessions for fleet — Choose a minimum number of user sessions for your
fleet based on the minimum number of expected concurrent users. For example, to have
your stack support 100 concurrent users during low demand, specify a minimum capacity of
100. This ensures that 100 user sessions are available even if there are fewer than 100 users.

Maximum user sessions for fleet — Choose a maximum number of user sessions for your
fleet based on the maximum number of expected concurrent users. For example, to have
your stack support 500 concurrent users during high demand, specify a maximum capacity
of 500. This ensures that up to 500 user sessions can be provisioned on demand.

® Note

For a single-session fleet, one instance will be launched of every user session.
However, for multi-session, the number of running instances depends on the
maximum sessions per instance. You must provide the capacity in terms of user
sessions. The service will decide how many instances are required based on your fleet
type (multi-session or single-session) and maximum sessions per instance.

Scaling details — Specify the scaling policies that AppStream 2.0 uses to increase and
decrease the capacity of your fleet. Note that the size of your fleet is limited by the
minimum and maximum capacity that you specified. For more information, see Fleet Auto
Scaling for Amazon AppStream 2.0.

IAM role (Advanced) — When you apply an IAM role from your account to an AppStream
2.0 fleet instance, you can make AWS API requests from the fleet instance without manually
managing AWS credentials. To apply an IAM role, do either of the following:

« To use an existing IAM role in your Amazon Web Services account, choose the role that
you want to use from the IAM role list. The role must must be accessible from the
fleet instance. For more information, see Configuring an Existing IAM Role to Use With

AppStream 2.0 Streaming Instances.

» To create a new IAM role, choose Create new IAM role and follow the steps in How to
Create an IAM Role to Use With AppStream 2.0 Streaming Instances.

Choose Next.
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For Step 4: Configure Network, a default VPC is provided. This VPC includes a default public
subnet in each Availability Zone and an internet gateway that is attached to your VPC. The VPC
also includes a default security group. To use the default VPC configuration, do the following:

Keep the Default Internet Access check box selected.

When Default Internet Access is enabled, a maximum of 100 fleet instances is supported.
If your deployment must support more than 100 concurrent users, use the NAT gateway
configuration instead.

For VPC, keep the default VPC selected for your AWS Region.

The default VPC name uses the following format: vpc-vpc-id
(No_default_value_Name).

For Subnet 1 and Subnet 2, keep the default public subnets selected.

The default subnet names use the following format: subnet-subnet-id | (IPv4 CIDR
block) | Default inavailability-zone.

For Security groups, keep the default security group selected.

The default security group name uses the following format: sg-security-group-id-
default.

For Step 5: Enable Storage, choose one or more of the following, then choose Next.

(® Note

Google Drive and OneDrive options are currently not available for multi-session fleets.

« Enable Home Folders — By default, this setting is enabled. Keep the default setting. For

information about requirements for enabling home folders, see Enable Home Folders for
Your AppStream 2.0 Users.

Enable Google Drive — Optionally, you can enable users to link their Google Drive for

G Suite account to AppStream 2.0. You can enable Google Drive for accounts in G Suite
domains only, not for personal Gmail accounts. For information about requirements for
enabling Google Drive, see Enable Google Drive for Your AppStream 2.0 Users.

Enable OneDrive — Optionally, you can enable users to link their OneDrive for Business

account to AppStream 2.0. You can enable OneDrive for accounts in OneDrive domains only,
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not for personal accounts. For information about requirements for enabling OneDrive, see
Enable OneDrive for Your AppStream 2.0 Users.

10. For Step 6: User Settings, configure the following settings. When you're done, choose Review:

Clipboard, file transfer, print to local device, and authentication permissions options:

® Note

Print to local device and Smart card sign in for Active Directory are currently not
available for multi-session fleets.

o Clipboard — By default, users can copy and paste data between their local device and
streaming applications. You can limit Clipboard options so that users can paste data to
their remote streaming session only or copy data to their local device only. You can also
disable Clipboard options entirely. Users can still copy and paste between applications in
their streaming session. You can choose Copy to local device character limit or Paste to
remote session character limit or both to limit the amount of data that users can copy or
paste when using the clipboard, either in or out of their AppStream 2.0 streaming session.
The value can be between 1 and 20,971,520 (20 MB), and defaults to the maximum value
when unspecified.

o File transfer — By default, users can upload and download files between their local device
and streaming session. You can limit file transfer options so that users can upload files to
their streaming session only or download files to their local device only. You can also disable
file transfer entirely.

/A Important

If your users require AppStream 2.0 file system redirection to access local drives

and folders during their streaming sessions, you must enable both file upload and
download. To use file system redirection, your users must have AppStream 2.0 client
version 1.0.480 or later installed. For more information, see Enable File System
Redirection for Your AppStream 2.0 Users.

 Print to local device — By default, users can print to their local device from within a
streaming application. When they choose Print in the application, they can download a .pdf
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file that they can print to a local printer. You can disable this option to prevent users from
printing to a local device.

« Password sign in for Active Directory — Users can enter their Active Directory domain
password to sign in to an AppStream 2.0 streaming instance that is joined to an Active
Directory domain.

You can also enable Smart card sign in for Active Directory. At least one authentication
method must be enabled.

« Smart card sign in for Active Directory — Users can use a smart card reader and smart card
connected to their local computer to sign in to an AppStream 2.0 streaming instance that is
joined to an Active Directory domain.

You can also enable Password sign in for Active Directory. At least one authentication
method must be enabled.

® Note

Clipboard, file transfer, and print to local device settings — These settings control
only whether users can use AppStream 2.0 data transfer features. If your image
provides access to a browser, network printer, or other remote resource, your users
might be able to transfer data to or from their streaming session in other ways.
Authentication settings — These settings control only the authentication method
that can be used for Windows sign in to an AppStream 2.0 streaming instance (fleet or
image builder). They do not control the authentication method that can be used for in-
session authentication, after a user signs in to a streaming instance. For information
about configuration requirements for using smart cards for Windows sign in and in-
session authentication, see Smart Cards.

Application settings persistence options:

« Enable Application Settings Persistence — Users' application customizations and Windows
settings are automatically saved after each streaming session and applied during the next
session. These settings are saved to an Amazon Simple Storage Service (Amazon S3) bucket
in your account, within the AWS Region in which application settings persistence is enabled.

» Settings Group — The settings group determines which saved application settings are used
for a streaming session from this stack. If the same settings group is applied to another
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stack, both stacks use the same application settings. By default, the settings group value is
the name of the stack.

® Note

For information about requirements for enabling and administering application
settings persistence, see Enable Application Settings Persistence for Your AppStream
2.0 Users.

11. For Step 7: Review, confirm the details for the stack. To change the configuration for
any section, choose Edit and make the needed changes. After you finish reviewing the
configuration details, choose Create.

12. In the pricing acknowledgement dialog box, select the acknowledgement check box, and
choose Create.

13. After the service sets up resources, the Stacks page appears. The status of your new stack
appears as Active when it is ready to use.

Step 2: Provide Access to Users

After you create a stack with an associated fleet, you can provide access to users through the
AppStream 2.0 user pool, SAML 2.0 [single sign-on (SSO)], or the AppStream 2.0 API. For more
information, see User Pool Administration in Amazon AppStream 2.0 and Amazon AppStream 2.0
Integration with SAML 2.0.

(® Note

Users in the AppStream 2.0 user pool can't be assigned to stacks with fleets that are joined
to an Active Directory domain.

For this getting started exercise, you can use the AppStream 2.0 user pool. This access method
enables you to create and manage users by using a permanent login portal URL. To quickly test
application streaming without setting up users, complete the following steps to create a temporary
URL, also known as a streaming URL.
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To provide access to users with a temporary URL

1. In the navigation pane, choose Fleets.

2. Inthe list of fleets, choose the fleet that is associated with the stack for which you want to
create a streaming URL. Verify that the status of the fleet is Running.

3. Inthe navigation pane, choose Stacks. Select the stack, and then choose Actions, Create
Streaming URL.

4. For User id, type the user ID. Choose an expiration time, which determines how long the
generated URL is valid.

5. To view the user ID and URL, choose Get URL.

6. To copy the link to the clipboard, choose Copy Link.

After you provide your users with access to AppStream 2.0, they can start AppStream 2.0 streaming
sessions. If you provide access through the AppStream 2.0 user pool, they must use a web browser
for streaming sessions.

If you plan to use SAML 2.0 [single sign-on (SSO)] or the AppStream 2.0 API to provide access

to your users, you can make the AppStream 2.0 client available to them. The AppStream 2.0
client is a native application that is designed for users who require additional functionality during
their AppStream 2.0 streaming sessions. For more information, see Provide Access Through the
AppStream 2.0 Client.

Resources

For more information, see the following:

» Learn how to use the AppStream 2.0 image builder to add your own applications and create
images that you can stream to your users. For more information, see Tutorial: Create a Custom
AppStream 2.0 Image by Using the AppStream 2.0 Console.

» Provide persistent storage for your session users by using AppStream 2.0 home folders, Google
Drive, and OneDrive. For more information, see Enable and Administer Persistent Storage for
Your AppStream 2.0 Users.

« Integrate your AppStream 2.0 streaming resources with your Microsoft Active Directory
environment. For more information, see Using Active Directory with AppStream 2.0.
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» Control who has access to your AppStream 2.0 streaming instances. For more information, see
Identity and Access Management for Amazon AppStream 2.0, Amazon AppStream 2.0 User Pools
and Amazon AppStream 2.0 Integration with SAML 2.0.

» Monitor your AppStream 2.0 resources by using Amazon CloudWatch. For more information, see
AppStream 2.0 Metrics and Dimensions .

« Troubleshoot your AppStream 2.0 streaming experience. For more information, see
Troubleshooting.
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Networking and Access for Amazon AppStream 2.0

The following topics provide information about enabling users to connect to AppStream 2.0
streaming instances (fleet instances) and enabling your AppStream 2.0 fleets, image builders, and
app block builders to access network resources and the internet.

Contents

o Internet Access

Configure a VPC for AppStream 2.0

Using Amazon S3 VPC Endpoints for AppStream 2.0 Features

Amazon AppStream 2.0 Connections to Your VPC

User Connections to Amazon AppStream 2.0

Internet Access

If your fleets, app block builders, and image builders require internet access, you can enable
internet access in several ways. When you choose a method for enabling internet access, consider
the number of users your deployment must support and your deployment goals. For example:

« If your deployment must support more than 100 concurrent users, configure a VPC with private

subnets and a NAT gateway.

o If your deployment supports fewer than 100 concurrent users, you can configure a new or

existing VPC with a public subnet.

« If your deployment supports fewer than 100 concurrent users and you are new to AppStream
2.0 and want to get started using the service, you can use the default VPC, public subnet, and

security group.

The following sections provide more information about each of these deployment options.

» Configure a VPC with Private Subnets and a NAT Gateway (recommended) — With this
configuration, you launch your fleets, app block builders, and image builders in a private subnet

and configure a NAT gateway in a public subnet in your VPC. Your streaming instances are
assigned a private IP address that is not directly accessible from the internet.
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In addition, unlike configurations that use the Default Internet Access option for enabling
internet access, the NAT configuration is not limited to 100 fleet instances. If your deployment
must support more than 100 concurrent users, use this configuration.

You can create and configure a new VPC to use with a NAT gateway, or add a NAT gateway to an
existing VPC.

« Configure a New or Existing VPC with a Public Subnet — With this configuration, you launch your
fleets, app block builders, and image builders in a public subnet and enable Default Internet
Access. When you enable this option, AppStream 2.0 uses the internet gateway in your Amazon
VPC public subnet to provide the internet connection. Your streaming instances are assigned
a public IP address that is directly accessible from the internet. You can create a new VPC or
configure an existing one for this purpose.

® Note

When Default Internet Access is enabled, a maximum of 100 fleet instances is
supported. If your deployment must support more than 100 concurrent users, use the
NAT gateway configuration instead.

» Use the Default VPC, Public Subnet, and Security Group — If you are new to AppStream 2.0 and
want to get started using the service, you can launch your fleets, app block builders, and image
builders in a default public subnet and enable Default Internet Access. When you enable this
option, AppStream 2.0 uses the internet gateway in your Amazon VPC public subnet to provide
the internet connection. Your streaming instances are assigned a public IP address that is directly
accessible from the internet.

Default VPCs are available in Amazon Web Services accounts created after 2013-12-04.

The default VPC includes a default public subnet in each Availability Zone and an internet
gateway that is attached to your VPC. The VPC also includes a default security group.

® Note

When Default Internet Access is enabled, a maximum of 100 fleet instances is
supported. If your deployment must support more than 100 concurrent users, use the
NAT gateway configuration instead.
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Configure a VPC for AppStream 2.0

When you set up AppStream 2.0, you must specify the virtual private cloud (VPC) and at least one
subnet in which to launch your fleet instances and image builders. A VPC is a virtual network in
your own logically isolated area within the Amazon Web Services Cloud. A subnet is a range of IP
addresses in your VPC.

When you configure your VPC for AppStream 2.0, you can specify either public or private subnets,
or a mix of both types of subnets. A public subnet has direct access to the internet through an
internet gateway. A private subnet, which doesn't have a route to an internet gateway, requires a
Network Address Translation (NAT) gateway or NAT instance to provide access to the internet.

Contents

« VPC Setup Recommendations

» Configure a VPC with Private Subnets and a NAT Gateway

» Configure a New or Existing VPC with a Public Subnet

o Use the Default VPC, Public Subnet, and Security Group

VPC Setup Recommendations

When you create a fleet, or launch an image builder or app block builder, you specify the VPC and
one or more subnets to use. You can provide additional access control to your VPC by specifying
security groups.

The following recommendations can help you configure your VPC more effectively and securely.
In addition, they can help you configure an environment that supports effective fleet scaling. With
effective fleet scaling, you can meet current and anticipated AppStream 2.0 user demand, while
avoiding unecessary resource usage and associated costs.

Overall VPC Configuration

» Make sure that your VPC configuration can support your fleet scaling needs.

As you develop your plan for fleet scaling, keep in mind that one user requires one fleet instance.
Therefore, the size of your fleet determines the number of users who can stream concurrently.
For this reason, for each instance type that you plan to use, make sure that the number of fleet

instances that your VPC can support is greater than the number of anticipated concurrent users
for the same instance type.
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» Make sure that your AppStream 2.0 account quotas (also referred to as limits) are sufficient to
support your anticipated demand. To request a quota increase, you can use the Service Quotas
console at https://console.aws.amazon.com/servicequotas/. For information about default
AppStream 2.0 quotas, see Amazon AppStream 2.0 Service Quotas.

« If you plan to provide your streaming instances (fleet instances, app block builder, or image
builders) with access to the internet, we recommend that you configure a VPC with two private
subnets for your streaming instances and a NAT gateway in a public subnet.

The NAT gateway lets the streaming instances in your private subnets connect to the internet
or other AWS services. However, it prevents the internet from initiating a connection with those
instances. In addition, unlike configurations that use the Default Internet Access option for
enabling internet access, the NAT configuration supports more than 100 fleet instances. For
more information, see Configure a VPC with Private Subnets and a NAT Gateway.

Elastic Network Interfaces

« AppStream 2.0 creates as many elastic network interfaces (network interfaces) as the maximum
desired capacity of your fleet. By default, the limit for network interfaces per Region is 5000.

When planning capacity for very large deployments, for example, thousands of streaming
instances, consider the number of EC2 instances that are also used in the same Region.

Subnets

« If you are configuring more than one private subnet for your VPC, configure each in a different
Availability Zone. Doing so increases fault tolerance and can help prevent insufficient capacity
errors. If you use two subnets in the same AZ, you might run out of IP addresses, because
AppStream 2.0 will not use the second subnet.

« Make sure that the network resources required for your applications are accessible through both
of your private subnets.

» Configure each of your private subnets with a subnet mask that allows for enough client IP
addresses to account for the maximum number of expected concurrent users. In addition, allow
for additional IP addresses to account for anticipated growth. For more information, see VPC and
Subnet Sizing for IPv4.
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« If you are using a VPC with NAT, configure at least one public subnet with a NAT Gateway for
internet access, preferably two. Configure the public subnets in the same Availability Zones
where your private subnets reside.

To enhance fault tolerance and reduce the chance of insufficient capacity errors for large
AppStream 2.0 fleet deployments, consider extending your VPC configuration into a third
Availability Zone. Include a private subnet, public subnet, and NAT gateway in this additional
Availability Zone.

Security Groups

» Use security groups to provide additional access control to your VPC.

Security groups that belong to your VPC let you control the network traffic between AppStream
2.0 streaming instances and network resources required by applications. These resources may
include other AWS services such as Amazon RDS or Amazon FSx, license servers, database
servers, file servers, and application servers.

« Make sure that the security groups provide access to the network resources that your
applications require.

For more information about configuring security groups for AppStream 2.0, see Security Groups
in Amazon AppStream 2.0. For general information about security groups, see Security Groups
for Your VPC in the Amazon VPC User Guide.

Configure a VPC with Private Subnets and a NAT Gateway

If you plan to provide your streaming instances (fleet instances, app block builders, and image
builders) with access to the internet, we recommend that you configure a VPC with two private
subnets for your streaming instances and a NAT gateway in a public subnet. You can create and
configure a new VPC to use with a NAT gateway, or add a NAT gateway to an existing VPC. For
additional VPC configuration recommendations, see VPC Setup Recommendations.

The NAT gateway lets the streaming instances in your private subnets connect to the internet or
other AWS services, but prevents the internet from initiating a connection with those instances. In
addition, unlike configurations that use the Default Internet Access option for enabling internet
access for AppStream 2.0 streaming instances, this configuration is not limited to 100 fleet
instances.
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For information about using NAT Gateways and this configuration, see NAT Gateways and VPC with
Public and Private Subnets (NAT) in the Amazon VPC User Guide.

Contents

o Create and Configure a New VPC

« Add a NAT Gateway to an Existing VPC

« Enable Internet Access for Your Fleet, Image Builder, or App Block Builder in Amazon AppStream
2.0

Create and Configure a New VPC

This topic describes how to use the VPC wizard to create a VPC with a public subnet and one
private subnet. As part of this process, the wizard creates an internet gateway and a NAT gateway.
It also creates a custom route table associated with the public subnet and updates the main route
table associated with the private subnet. The NAT gateway is automatically created in the public
subnet of your VPC.

After you use the wizard to create the initial VPC configuration, you'll add a second private subnet.
For more information about this configuration, see VPC with Public and Private Subnets (NAT) in
the Amazon VPC User Guide.

(® Note

If you already have a VPC, complete the steps in Add a NAT Gateway to an Existing VPC
instead.

Contents

« Step 1: Allocate an Elastic IP Address

o Step 2: Create a New VPC

» Step 3: Add a Second Private Subnet

 Step 4: Verify and Name Your Subnet Route Tables
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Step 1: Allocate an Elastic IP Address

Before you create your VPC, you must allocate an Elastic IP address in your AppStream 2.0 Region.
You must first allocate an Elastic IP address for use in your VPC, and then associate it with your NAT
gateway. For more information, see Elastic IP Addresses in the Amazon VPC User Guide.

(® Note

Charges may apply to Elastic IP addresses that you use. For more information, see Elastic IP
Addresses on the Amazon EC2 pricing page.

Complete the following steps if you don't already have an Elastic IP address. If you want to use an
existing Elastic IP address, verify that it's not currently associated with another instance or network
interface.

To allocate an Elastic IP address

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the navigation pane, under Network & Security, choose Elastic IPs.
Choose Allocate New Address, and then choose Allocate.

Note the Elastic IP address.

oA~ W

In the upper right of the Elastic IPs pane, click the X icon to close the pane.

Step 2: Create a New VPC

Complete the following steps to create a new VPC with a public subnet and one private subnet.
To create a new VPC

1. Open the Amazon VPC console at https://console.aws.amazon.com/vpc/.

In the navigation pane, choose VPC Dashboard.

Choose Launch VPC Wizard.

el AN

In Step 1: Select a VPC Configuration, choose VPC with Public and Private Subnets, and then
choose Select.

5. In Step 2: VPC with Public and Private Subnets, configure the VPC as follows:
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« For IPv4 CIDR block, specify an IPv4 CIDR block for the VPC.
» For IPv6 CIDR block, keep the default value, No IPv6 CIDR Block.
« For VPC name, type a unique name for the VPC.

6. Configure the public subnet as follows:

» For Public subnet's IPv4 CIDR, specify the CIDR block for the subnet.
« For Availability Zone, keep the default value, No Preference.

« For Public subnet name, type a name for the subnet; for example, AppStream2 Public
Subnet.

7. Configure the first private subnet as follows:
» For Private subnet's IPv4 CIDR, specify the CIDR block for the subnet. Make a note of the
value that you specify.
« For Availability Zone, select a specific zone and make a note of the zone that you select.

 For Private subnet name, type a name for the subnet; for example, AppStream2 Private
Subnetl.

» For the remaining fields, where applicable, keep the default values.

8. For Elastic IP Allocation ID, click in the text box and select the value that corresponds to
the Elastic IP address that you created. This address is assigned to the NAT gateway. If you
don't have an Elastic IP address, create one by using the Amazon VPC console at https://
console.aws.amazon.com/vpc/.

9. For Service endpoints, if an Amazon S3 endpoint is required for your environment, specify
one. An S3 endpoint is required to provide users with access to home folders or to enable
application settings persistence for your users in a private network.

To specify an Amazon S3 endpoint, do the following:

a. Choose Add Endpoint.

b. For Service, select the entry in the list that ends with "s3" (the
com.amazonaws.region.s3 entry that corresponds to the Region in which the VPC s
being created).

c. For Subnet, choose Private subnet.
d. For Policy, keep the default value, Full Access.

10. For Enable DNS hostnames, keep the default value, Yes.
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11. For Hardware tenancy, keep the default value, Default.
12. Choose Create VPC.

13. Note that it takes several minutes to set up your VPC. After the VPC is created, choose OK.

Step 3: Add a Second Private Subnet

In the previous step (Step 2: Create a New VPC), you created a VPC with one public subnet and one

private subnet. Perform the following steps to add a second private subnet. We recommend that
you add a second private subnet in a different Availability Zone than your first private subnet.
1. In the navigation pane, choose Subnets.

2. Select the first private subnet that you created in the previous step. On the Description tab,
below the list of subnets, make a note of the Availability Zone for this subnet.

3.  On the upper left of the subnets pane, choose Create Subnet.

4. For Name tag, type a name for the private subnet; for example, AppStream2 Private
Subnet2.

5. For VPC, select the VPC that you created in the previous step.

6. For Availability Zone, select an Availability Zone other than the one you are using for your
first private subnet. Selecting a different Availability Zone increases fault tolerance and helps
prevent insufficient capacity errors.

7. For IPv4 CIDR block, specify a unique CIDR block range for the new subnet. For example, if
your first private subnet has an IPv4 CIDR block range of 10.0.1.0/24, you could specify a
CIDR block range of 10.0.2.0/24 for the new private subnet.

8. Choose Create.

9. After your subnet is created, choose Close.

Step 4: Verify and Name Your Subnet Route Tables

After you've created and configured your VPC, complete the following steps to specify a name for
your route tables, and to verify that:

» The route table associated with the subnet in which your NAT gateway resides includes a route
that points internet traffic to an internet gateway. This ensures that your NAT gateway can access
the internet.
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» The route tables associated with your private subnets are configured to point internet traffic to
the NAT gateway. This enables the streaming instances in your private subnets to communicate
with the internet.

1. Inthe navigation pane, choose Subnets, and select the public subnet that you created; for
example, AppStream 2.0 Public Subnet.

a. On the Route Table tab, choose the ID of the route table; for example, rtb-12345678.

b. Select the route table. Under Name, choose the edit icon (the pencil), and type a name
(for example, appstream2-public-routetable), and then select the check mark to
save the name.

c. With the public route table still selected, on the Routes tab, verify that there is one route
for local traffic and another route that sends all other traffic to the internet gateway for
the VPC. The following table describes these two routes:

Destination Target Description

Public subnet IPv4 Local All traffic from the resources

CIDR Block (for destined for IPv4 addresses within
example, 10.0.0/20) the public subnet IPv4 CIDR block is

routed locally within the VPC.

Traffic destined to all Outbound (igw-1ID) Traffic destined for all other IPv4

other IPv4 addresses addresses is routed to the internet

(for example, 0.0.0.0/0 gateway (identified by igw-ID)
that was created by the VPC
Wizard.

2. Inthe navigation pane, choose Subnets, and select the first private subnet that you created
(for example, AppStream2 Private Subnetl).
a. On the Route Table tab, choose the ID of the route table.

b. Select the route table. Under Name, choose the edit icon (the pencil), and enter a name
(for example, appstream2-private-routetable), and then choose the check mark to
save the name.

c. Onthe Routes tab, verify that the route table includes the following routes:
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Destination

Public subnet IPv4
CIDR Block (for
example, 10.0.0/20)

Traffic destined to all
other IPv4 addresses
(for example, 0.0.0.0/0

Traffic destined for S3
buckets (applicable if
you specified an S3

Target

Local

Outbound (nat-1ID)

Storage (vpce-1ID)

Description

All traffic from the resources
destined for IPv4 addresses within
the public subnet IPv4 CIDR block is
routed locally within the VPC.

Traffic destined for all other IPv4
addresses is routed to the NAT
gateway (identified by nat-ID).

Traffic destined for S3 buckets is
routed to the S3 endpoint (identifi
ed by vpce-1ID).

endpoint)

[pl-ID (com.amazo
naws. region.s3)]

3. In the navigation pane, choose Subnets, and select the second private subnet that you created
(for example, AppStream2 Private Subnet2).

4. On the Route Table tab, verify that the route table is the private route table (for example,
appstream2-private-routetable). If the route table is different, choose Edit and select
this route table.

Next Steps

To enable your fleet instances, app block builders, and image builders to access the internet,
complete the steps in Enable Internet Access for Your Fleet, Image Builder, or App Block Builder in

Amazon AppStream 2.0.

Add a NAT Gateway to an Existing VPC

If you have already configured a VPC, complete the following steps to add a NAT gateway to your
VPC. If you need to create a new VPC, see Create and Configure a New VPC.
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To add a NAT gateway to an existing VPC

1. To create your NAT gateway, complete the steps in Creating a NAT Gateway in the Amazon VPC
User Guide.

2. Verify that your VPC has at least one private subnet. We recommend that you specify two
private subnets from different Availability Zones for high availability and fault tolerance. For
information about how to create a second private subnet, see Step 3: Add a Second Private
Subnet.

3. Update the route table associated with one or more of your private subnets to point internet-
bound traffic to the NAT gateway. This enables the streaming instances in your private subnets
to communicate with the internet. To do so, complete the steps in Configure route tables.

Next Steps

To enable your fleet instances, app block builders, and image builders to access the internet,
complete the steps in Enable Internet Access for Your Fleet, Image Builder, or App Block Builder in
Amazon AppStream 2.0.

Enable Internet Access for Your Fleet, Image Builder, or App Block Builder in
Amazon AppStream 2.0

After your NAT gateway is available on a VPC, you can enable internet access for your fleet, image
builder, and app block builder.

Topics

« Enable Internet Access for Your Fleet in Amazon AppStream 2.0

» Enable Internet Access for Your Image Builder in Amazon AppStream 2.0

» Enable Internet Access for Your App Block Builder in Amazon AppStream 2.0

Enable Internet Access for Your Fleet in Amazon AppStream 2.0
You can enable internet access either when you create the fleet or later.
To enable internet access at fleet creation

1. Complete the steps in Create a Fleet in Amazon AppStream 2.0 up to Step 4: Configure
Network.
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2. Choose a VPC with a NAT gateway.

3. If the subnet fields are empty, select a private subnet for Subnet 1 and, optionally, another
private subnet for Subnet 2. If you don't already have a private subnet in your VPC, you may
need to create a second private subnet.

4. Continue with the steps in Create a Fleet in Amazon AppStream 2.0.

To enable internet access after fleet creation by using a NAT gateway

1. In the navigation pane, choose Fleets.
Select a fleet and verify that the state is Stopped.
Choose Fleet Details, Edit, and choose a VPC with a NAT gateway.

P WD

Choose a private subnet for Subnet 1 and, optionally, another private subnet for Subnet 2. If
you don't already have a private subnet in your VPC, you may need to create a second private
subnet.

5. Choose Update.

You can test your internet connectivity by starting your fleet, and then connecting to your
streaming instance and browsing to the internet.

Enable Internet Access for Your Image Builder in Amazon AppStream 2.0

If you plan to enable internet access for your image builder, you must do so when you create the
image builder.

To enable internet access for an image builder

1. Complete the steps in Launch an Image Builder to Install and Configure Streaming
Applications, up to Step 3: Configure Network.

2. Choose the VPC with a NAT gateway.
3. If Subnet is empty, select a subnet.

4. Continue with the steps in Launch an Image Builder to Install and Configure Streaming
Applications.
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Enable Internet Access for Your App Block Builder in Amazon AppStream 2.0

If you plan to enable internet access for your app block builder, you must do so when you create
the app block builder.

To enable internet access for an app block builder

1. Complete the steps in the section called “Create an App Block Builder” up to Step 2: Configure
Network.

2. Choose the VPC with a NAT gateway.
3. If Subnet is empty, select a subnet.

4. Continue with the steps in the section called “Create an App Block Builder”.

Configure a New or Existing VPC with a Public Subnet

If you created your Amazon Web Services account after 2013-12-04, you have a default VPCin
each AWS Region that includes default public subnets. However, you may want to create your own
nondefault VPC or configure an existing VPC to use with AppStream 2.0. This topic describes how
to configure a nondefault VPC and public subnet to use with AppStream 2.0.

After you configure your VPC and public subnet, you can provide your streaming instances (fleet
instances and image builders) with access to the internet by enabling the Default Internet Access
option. When you enable this option, AppStream 2.0 enables internet connectivity by associating
an Elastic IP address to the network interface that is attached from the streaming instance to your

public subnet. An Elastic IP address is a public IPv4 address that is reachable from the internet. For
this reason, we recommend that you instead use a NAT gateway to provide internet access to your
AppStream 2.0 instances. In addition, when Default Internet Access is enabled, a maximum of 100
fleet instances is supported. If your deployment must support more than 100 concurrent users, use
the NAT gateway configuration instead.

For more information, see the steps in Configure a VPC with Private Subnets and a NAT Gateway.
For additional VPC configuration recommendations, see VPC Setup Recommendations.

Contents

» Step 1: Configure a VPC with a Public Subnet

« Step 2: Enable Default Internet Access Your Fleet, Image Builder, or App Block Builder
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Step 1: Configure a VPC with a Public Subnet

You can configure your own non-default VPC with a public subnet by using either of the following
methods:

o Create a New VPC with a Single Public Subnet

» Configure an Existing VPC

Create a New VPC with a Single Public Subnet

When you use the VPC wizard to create a new VPC, the wizard creates an internet gateway and

a custom route table that is associated with the public subnet. The route table routes all traffic
destined for an address outside the VPC to the internet gateway. For more information about this
configuration, see VPC with a Single Public Subnet in the Amazon VPC User Guide.

1. Complete the steps in Step 1: Create the VPC in the Amazon VPC User Guide to create your
VPC.

2. To enable your fleet instances and image builders to access the internet, complete the steps in
Step 2: Enable Default Internet Access Your Fleet, Image Builder, or App Block Builder.

Configure an Existing VPC

If you want to use an existing VPC that does not have a public subnet, you can add a new public
subnet. In addition to a public subnet, you must also have an internet gateway attached to your
VPC and a route table that routes all traffic destined for an address outside the VPC to the internet
gateway. To configure these components, complete the following steps.

1. To add a public subnet, complete the steps in Creating a Subnet in Your VPC. Use the existing
VPC that you plan to use with AppStream 2.0.

If your VPC is configured to support IPv6 addressing, the IPv6 CIDR block list displays. Select
Don't assign Ipve6.

2. To create and attach an internet gateway to your VPC, complete the steps in Creating and
Attaching an Internet Gateway.

3. To configure your subnet to route internet traffic through the internet gateway, complete
the steps in Creating a Custom Route Table. In step 5, for Destination, use IPv4 format
(0.0.0.0/0).
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4. To enable your fleet instances and image builders to access the internet, complete the steps in
Step 2: Enable Default Internet Access Your Fleet, Image Builder, or App Block Builder.

Step 2: Enable Default Internet Access Your Fleet, Image Builder, or App Block
Builder

After you configure a VPC that has a public subnet, you can enable the Default Internet Access
option for your fleet and image builder.

Enable Default Internet Access for a Fleet

You can enable the Default Internet Access option when you create the fleet, or later.

(@ Note

For fleet instances that have the Default Internet Access option enabled, the limit is 100.

To enable internet access at fleet creation

1. Complete the steps in Create a Fleet in Amazon AppStream 2.0 up to Step 4: Configure
Network.

2. Select the Default Internet Access check box.
If the subnet fields are empty, select a subnet for Subnet 1 and, optionally, Subnet 2.

4. Continue with the steps in Create a Fleet in Amazon AppStream 2.0.

To enable internet access after fleet creation

1. In the navigation pane, choose Fleets.

2. Select a fleet and verify that its state is Stopped.

3. Choose Fleet Details, Edit, then select the Default Internet Access check box.
4. Choose a subnet for Subnet 1 and, optionally, Subnet 2. Choose Update.

You can test internet connectivity by starting your fleet, creating a stack, associating the fleet with
a stack, and browsing the internet within a streaming session for stack. For more information, see
Create an Amazon AppStream 2.0 Fleet and Stack.
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Enable Default Internet Access for an Image Builder

After you configure a VPC that has a public subnet, you can enable the Default Internet Access
option for your image builder. You can do so when you create the image builder.

To enable internet access for an image builder

1. Complete the steps in Launch an Image Builder to Install and Configure Streaming

Applications up to Step 3: Configure Network.
2. Select the Default Internet Access check box.
3. If Subnet 1 is empty, select a subnet.

4. Continue with the steps in Launch an Image Builder to Install and Configure Streaming
Applications.

Enable Default Internet Access for an App Block Builder

After you configure a VPC that has a public subnet, you can enable the Default Internet Access
option for your app block builder. You can do so when you create the app block builder.

To enable internet access for an app block builder

1. Follow the steps in the section called “Create an App Block Builder”, up to Step 2: Configure

Network.
2. Select the Default Internet Access check box.
3. If Subnet is empty, select a subnet.

4. Continue with the steps in the section called “Create an App Block Builder”.

Use the Default VPC, Public Subnet, and Security Group

Your Amazon Web Services account, if it was created after 2013-12-04, has a default VPC in each
AWS Region. The default VPC includes a default public subnet in each Availability Zone and an
internet gateway that is attached to your VPC. The VPC also includes a default security group. If
you are new to AppStream 2.0 and want to get started using the service, you can keep the default
VPC and security group selected when you create a fleet, create an app block builder, or launch an
image builder. Then, you can select at least one default subnet.
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® Note

If your Amazon Web Services account was created before 2013-12-04, you must create a
new VPC or configure an existing one to use with AppStream 2.0. We recommend that you
manually configure a VPC with two private subnets for your fleets, app block builders, and
image builders and a NAT gateway in a public subnet. For more information, see Configure
a VPC with Private Subnets and a NAT Gateway. Alternatively, you can configure a non-

default VPC with a public subnet. For more information, see Configure a New or Existing
VPC with a Public Subnet.

To use the default VPC, subnet, and security group for a fleet

1.

Complete the steps in Create a Fleet in Amazon AppStream 2.0 up to Step 4: Configure

Network.

In Step 4: Configure Network, do the following:

To enable your fleet instances to access the internet, select the Default Internet Access
check box.

(® Note

For fleet instances that have the Default Internet Access option enabled, the limit is
100.

For VPC, choose the default VPC for your AWS Region.

The default VPC name uses the following format: vpc-vpc-id
(No_default_value_Name).

For Subnet 1, choose a default public subnet and make a note of the Availability Zone.

The default subnet names use the following format: subnet-subnet-id | (IPv4 CIDR
block) | Default inavailability-zone.

Optionally, for Subnet 2, choose a default subnet in a different Availability Zone.

For Security groups, select the default security group.

The default security group name uses the following format: sg-security-group-id-
default
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3. Continue with the steps in Create a Fleet in Amazon AppStream 2.0.

Complete the following steps to use the default VPC, subnet, and security group for an image
builder.

To use the default VPC, subnet, and security group for an image builder

1. Follow the steps in Launch an Image Builder to Install and Configure Streaming Applications
up to Step 3: Configure Network.

2. In Step 4: Configure Network, do the following:
» To enable your image builder to access the internet, select the Default Internet Access
check box.

» For VPC, choose the default VPC for your AWS Region.

The default VPC name uses the following format: vpc-vpc-id
(No_default_value_Name).

» For Subnet 1, choose a default public subnet.

The default subnet names use the following format: subnet-subnet-id | (IPv4 CIDR
block) | Default inavailability-zone.

» For Security groups, select the default security group.
The default security group name uses the following format: sg-security-group-id-
default

3. Continue with the steps in Launch an Image Builder to Install and Configure Streaming
Applications.

Complete the following steps to use the default VPC, subnet, and security group for an app block
builder.

To use the default VPC, subnet, and security group for an app block builder

1. Follow the steps in the section called “Create an App Block Builder”, up to Step 2: Configure

Network.

2. In Step 2: Configure Network, do the following:
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» To enable your image builder to access the internet, select the Default Internet Access
check box.

« For VPC, choose the default VPC for your AWS Region.

The default VPC name uses the following format: vpc-vpc-id
(No_default_value_Name).

» For Subnet 1, choose a default public subnet.

The default subnet names use the following format: subnet-subnet-id | (IPv4 CIDR
block) | Default inavailability-zone.

» For Security groups, select the default security group.

The default security group name uses the following format: sg-security-group-id-
default

3. Continue with the steps in the section called “Create an App Block Builder”.

Using Amazon S3 VPC Endpoints for AppStream 2.0 Features

When you enable Application Settings Persistence or Home folders on a stack, AppStream 2.0 uses
the VPC you specify for your fleet to provide access to Amazon Simple Storage Service (Amazon
S3) buckets. For Elastic fleets, AppStream 2.0 will use the VPC to access the Amazon S3 bucket
containing applications assigned to the fleet's app block. To enable AppStream 2.0 access to your
private S3 endpoint, attach the following custom policy to your VPC endpoint for Amazon S3.

For more information about private Amazon S3 endpoints, see VPC Endpoints and Endpoints for
Amazon S3 in the Amazon VPC User Guide.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-AppStream-to-access-S3-buckets"”,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:sts::111122223333:assumed-role/
AmazonAppStreamServiceAccess/AppStream2.0"
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objects/*",

},

"Action": [

"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"”,
"s3:GetObjectVersion",
"s3:DeleteObjectVersion"

1,

"Resourxce": [
"arn:aws:s3:::appstream2-36fb080bb8-*",
"arn:aws:s3:::appstream-app-settings-*",
"arn:aws:s3:::appstream-logs-*"

"Sid": "Allow-AppStream-ElasticFleetstoRetrieveObjects",
"Effect": "Allow",

"Principal": "*",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::bucket-with-application-or-app-block-

"Condition": {
"StringEquals": {
"aws:PrincipalServiceName": "appstream.amazonaws.com"

Amazon AppStream 2.0 Connections to Your VPC

To enable AppStream 2.0 connectivity to network resources and the internet, configure your

streaming instances as follows.

Topics

» Network Interfaces in Amazon AppStream 2.0

« Management Network Interface IP Address Range and Ports in Amazon AppStream 2.0

» Customer Network Interface Ports in Amazon AppStream 2.0

Connections to Your VPC
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Network Interfaces in Amazon AppStream 2.0

Each AppStream 2.0 streaming instance has the following network interfaces:
» The customer network interface provides connectivity to the resources within your VPC, as well
as the internet, and is used to join the streaming instance to your directory.

« The management network interface is connected to a secure AppStream 2.0 management
network. It is used for interactive streaming of the streaming instance to a user's device, and to
allow AppStream 2.0 to manage the streaming instance.

AppStream 2.0 selects the IP address for the management network interface from the following
private IP address range: 198.19.0.0/16. Do not use this range for your VPC CIDR or peer your VPC
with another VPC with this range, as this might create a conflict and cause streaming instances

to be unreachable. Also, do not modify or delete any of the network interfaces attached to a
streaming instance, as this might also cause the streaming instance to become unreachable.

Management Network Interface IP Address Range and Ports in Amazon
AppStream 2.0

The management network interface IP address range is 198.19.0.0/16. The following ports must
be open on the management network interface of all streaming instances:
 Inbound TCP on port 8300. This is used for establishment of the streaming connection.

» Inbound TCP on ports 8000 and 8443. These are used for management of the streaming instance
by AppStream 2.0.

« Inbound UDP on port 8300. This is used for establishment of the streaming connection over UDP.

Limit the inbound range on the management network interface to 198.19.0.0/16.

Under normal circumstances, AppStream 2.0 correctly configures these ports for your streaming
instances. If any security or firewall software is installed on a streaming instance that blocks any of
these ports, the streaming instance may not function correctly or may be unreachable.

Do not disable IPv6. If you disable IPv6, AppStream 2.0 will not function correctly. For information
about configuring IPv6 for Windows, see Guidance for configuring IPv6 in Windows for advanced

users.
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® Note

AppStream 2.0 relies on the DNS servers within your VPC to return a non-existent domain
(NXDOMAIN) response for local domain names that don't exist. This enables the AppStream
2.0-managed network interface to communicate with the management servers.

When you create a directory with Simple AD, AWS Directory Service creates two domain
controllers that also function as DNS servers on your behalf. Because the domain
controllers don't provide the NXDOMAIN response, they can't be used with AppStream 2.0.

Customer Network Interface Ports in Amazon AppStream 2.0

Follow the guidance below for customer network interface ports.

« For internet connectivity, the following ports must be open to all destinations. If you are using
a modified or custom security group, you need to add the required rules manually. For more
information, see Security Group Rules in the Amazon VPC User Guide.

« TCP 80 (HTTP)
o TCP 443 (HTTPS)
« UDP 8433

« If you join your streaming instances to a directory, the following ports must be open between
your AppStream 2.0 VPC and your directory controllers.

« TCP/UDP 53 - DNS

« TCP/UDP 88 - Kerberos authentication

« UDP 123 - NTP

« TCP 135 -RPC

o UDP 137-138 - Netlogon

o TCP 139 - Netlogon

« TCP/UDP 389 - LDAP

« TCP/UDP 445 - SMB

o TCP 1024-65535 - Dynamic ports for RPC

For a complete list of ports, see Active Directory and Active Directory Domain Services Port

Requirements in the Microsoft documentation.

Customer Network Interface Ports
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« All streaming instances require that port 80 (HTTP) be open to IP address 169.254.169.254 to
allow access to the EC2 metadata service. The IP address range 169.254.0.0/16 is reserved for
AppStream 2.0 service usage for management traffic. Failure to exclude this range might result
in streaming issues.

User Connections to Amazon AppStream 2.0

Users can connect to AppStream 2.0 streaming instances through the default public internet
endpoint, or by using an interface VPC endpoint (interface endpoint) that you create in your virtual
private cloud (VPC). For more information, see Tutorial: Creating and Streaming from Interface VPC

Endpoints.

By default, AppStream 2.0 is configured to route streaming connections over the public internet.
Internet connectivity is required to authenticate users and deliver the web assets that AppStream
2.0 requires to function. To allow this traffic, you must allow the domains listed in Allowed
Domains.

(® Note

For user authentication, AppStream 2.0 supports user pools, Security Assertion Markup
Language 2.0 (SAML 2.0), and the CreateStreamingURL API action. For more information,
see User Authentication.

The following topics provide information about how to enable user connections to AppStream 2.0.

Contents

+ Bandwidth Recommendations

 |IP Address and Port Requirements for AppStream 2.0 User Devices

+ Allowed Domains

Bandwidth Recommendations

To optimize the performance of AppStream 2.0, make sure that your network bandwidth and
latency can sustain your users' needs.
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AppStream 2.0 uses NICE Desktop Cloud Visualization (DCV) to enable your users to securely
access and stream your applications over varying network conditions. To help reduce bandwidth
consumption, NICE DCV uses H.264-based video compression and encoding. During streaming
sessions, the visual output of applications is compressed and streamed to your users as an AES-256
encrypted pixel stream over HTTPS. After the stream is received, it is decrypted and output to

your users’ local screen. When your users interact with their streaming applications, the NICE DCV
protocol captures their input and sends it back to their streaming applications over HTTPS.

Network conditions are constantly measured during this process and information is sent back to
AppStream 2.0. AppStream 2.0 dynamically responds to changing network conditions by changing
the video and audio encoding in real time to produce a high-quality stream for a wide variety of
applications and network conditions.

The recommended bandwidth and latency for AppStream 2.0 streaming sessions depends on the
workload. For example, a user who works with graphic-intensive applications to perform computer-
aided design tasks will require more bandwidth and lower latency than a user who works with
business productivity applications to write documents.

The following table provides guidance on the recommended network bandwidth and latency for
AppStream 2.0 streaming sessions based on common workloads.

For each workload, the bandwidth recommendation is based on what an individual user might
require at a specific point in time. The recommendation does not reflect the bandwidth required
for sustained throughput. When only a few pixels change on the screen during a streaming session,
the sustained throughput is much lower. Although users who have less bandwidth available can
still stream their applications, the frame rate or image quality may not be optimal.

Workload Description Bandwidth Recommend
recommended per ed maximum
user roundtrip latency

Line of business applications Document writing 2 Mbps <150 ms

applications,
database analysis
utilities

Graphics applications Computer-aided 5 Mbps <100 ms

design and
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Workload Description Bandwidth
recommended per
user

modeling applicati
ons, photo and
video editing

High fidelity High-fidelity 10 Mbps
datasets or maps
across multiple
monitors

Recommend
ed maximum
roundtrip latency

<50 ms

IP Address and Port Requirements for AppStream 2.0 User Devices

AppStream 2.0 users' devices require outbound access on port 443 (TCP) and port 8433 (UDP)
when using the internet endpoints, and if you are using DNS servers for domain name resolution,

port 53 (UDP).

o Port 443 is used for HTTPS communication between AppStream 2.0 users' devices and streaming
instances when using the internet endpoints. Typically, when end users browse the web during
streaming sessions, the web browser randomly selects a source port in the high range for

streaming traffic. You must ensure that return traffic to this port is allowed.

(® Note
AppStream 2.0 uses WebSockets on port 443.

o Port 8433 is used for UDP HTTPS communication between AppStream 2.0 users' devices and
streaming instances when using the internet endpoints. This is currently only supported in the

Windows native client. UDP is not supported if you are using VPC endpoints.

(® Note

Streaming through interface VPC endpoints requires additional ports. For more
information, see Tutorial: Creating and Streaming from Interface VPC Endpoints.

IP Address and Port Requirements
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o Port 53 is used for communication between AppStream 2.0 users' devices and your DNS servers.
The port must be open to the IP addresses for your DNS servers so that public domain names ca
be resolved. This port is optional if you are not using DNS servers for domain name resolution.

Allowed Domains

For AppStream 2.0 users to access streaming instances, you must allow the following domain on
the network from which users initiate access to the streaming instances.

» Streaming Gateway: *.amazonappstream.com

® Note

Instead of using a wildcard to allowlist all streaming gateways, you can create a VPC
endpoint and allowlist only that specific endpoint. For more information, see the section
called “Interface VPC Endpoints”.

One or more of the following domains must be allowed to enable user authentication. You must
allow the domains and subdomains that correspond to the Regions where AppStream 2.0 is

deployed.
Region Domain
US East (N. Virginia) * appstream2.us-east-1.aws.amazon.com
US East (Ohio) * appstream2.us-east-2.aws.amazon.com
US West (Oregon) *.appstream2.us-west-2.aws.amazon.com
Asia Pacific (Mumbai) *.appstream2.ap-south-1.aws.amazon.com
Asia Pacific (Seoul) * appstream2.ap-northeast-2.aws.amazon.com
Asia Pacific (Singapore) * appstream2.ap-southeast-1.aws.amazon.com
Asia Pacific (Sydney) * appstream2.ap-southeast-2.aws.amazon.com
Asia Pacific (Tokyo) * appstream2.ap-northeast-1.aws.amazon.com

n
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Region Domain

Canada (Central) *.appstream2.ca-central-1.aws.amazon.com

Europe (Frankfurt) *.appstream2.eu-central-1.aws.amazon.com

Europe (London) *.appstream2.eu-west-2.aws.amazon.com

Europe (Ireland) *.appstream2.eu-west-1.aws.amazon.com

Europe (Paris) *.appstream?2.eu-west-3.aws.amazon.com

AWS GovCloud (US-East) *.appstream2.us-gov-east-1.amazonaws-us-gov.com
AWS GovCloud (US-West) *.appstream2.us-gov-west-1.amazonaws-us-gov.com
South America (Sdo Paulo) *.appstream2.sa-east-1.aws.amazon.com

(® Note

If your users use a network proxy to access streaming instances, disable any proxy caching
for the user auth domains in the table and the session gateway, *.amazonappstream.com.

AWS publishes its current IP address ranges, including the ranges that the Session Gateway and
CloudFront domains may resolve to, in JSON format. For information about how to download

the .json file and view the current ranges, see AWS IP Address Ranges in the Amazon Web Services
General Reference. Or, if you are using AWS Tools for Windows PowerShell, you can access the
same information by using the Get-AWSPublicIpAddressRange cmdlet. For more information,
see Querying the Public IP Address Ranges for AWS.

For AppStream 2.0 users that are accessing Elastic fleets, you must allow access to the domain for
the Amazon Simple Storage Service (S3) bucket that contains the application icon.
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® Note
If your S3 bucket has a “."” character in the name, the domain used is https://s3.<AWS

an

Region>.amazonaws.com. If your S3 bucket does not have a “." character in the name, the
domain used is https://<bucket name>.s3.<AWS Region>.amazonaws.com.
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Image Builders

Amazon AppStream 2.0 uses EC2 instances to stream applications. You launch instances from base
images, called image builders, which AppStream 2.0 provides. To create your own custom image,
you connect to an image builder instance, install and configure your applications for streaming,
and then create your image by creating a snapshot of the image builder instance.

When you launch an image builder, you choose:

« Aninstance type — AppStream 2.0 provides different instance types with various compute,
memory, and graphics configurations. The instance type must align with the instance family you
need. For more information, see AppStream 2.0 Instance Families.

« An operating system — AppStream 2.0 provides the following operating systems:
« Windows Server 2016 Base

Windows Server 2019 Base

Windows Server 2022 Base

Amazon Linux 2

Red Hat Enterprise Linux 8

Rocky Linux 8 (Rocky Linux from CIQ)

« The subnet and security groups to use — Make sure that the subnet and security groups provide
access to the network resources that your applications require. Typical network resources
required by applications may include licensing servers, database servers, file servers, and
application servers.

Contents

« Launch an Image Builder to Install and Configure Streaming Applications

« Connect to an Image Builder in Amazon AppStream 2.0

« Image Builder Actions

» Instance Metadata for AppStream 2.0 Image Builders

« Install AMD Driver on Graphics Design Instances

» AppStream 2.0 Base Image and Managed Image Update Release Notes
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Launch an Image Builder to Install and Configure Streaming
Applications

To install and configure applications to stream to your users, you start by launching an image
builder instance as described in the following procedure.

/A Important

After you launch an image builder and it is running, your account may incur nominal
charges. For more information, see AppStream 2.0 Pricing.

To launch an image builder

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2.  You can launch the image builder in the following ways:

 If a welcome screen appears displaying two options (Try it now and Get started), choose Get
started, Custom set up.

For information about these two options, see Amazon AppStream 2.0 FAQs.

« If a welcome screen does not appear, choose Quick links in the left navigation pane, then
Custom set up.

« Alternatively, choose Images in the left navigation pane, then the Image Builder tab,
Launch Image Builder.

3. For Step 1: Choose Image, choose a base image. If you are launching the image builder for the
first time, you can use one of the latest base images released by AWS (selected by default). For
a list of the latest versions of base images released by AWS, see AppStream 2.0 Base Image
and Managed Image Update Release Notes. If you have already created images, or you want to
update applications in an existing image, you can select one of your existing images. Be sure to
select an image that aligns with the instance family that you need. For more information, see
AppStream 2.0 Instance Families.

Choose Next.

4. For Step 2: Configure Image Builder, configure the image builder by doing the following:

« Name: Type a unique name identifier for the image builder.
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Display name (optional): Type a name to display for the image builder (maximum of 100
characters).

Tags (optional): Choose Add Tag, and type the key and value for the tag. To add more tags,
repeat this step. For more information, see Tagging Your Amazon AppStream 2.0 Resources.

Instance Type: Select the instance type for the image builder. Choose a type that matches
the performance requirements of the applications that you plan to install. For more
information, see AppStream 2.0 Instance Families.

VPC Endpoints (Advanced): You can create an interface VPC endpoint (interface endpoint),
in your virtual private cloud (VPC). To start creating the interface endpoint, select Create
VPC Endpoint. Selecting this link opens the VPC console. To finish creating the endpoint,
follow steps 3 through 6 in To create an interface endpoint, in Tutorial: Creating and
Streaming from Interface VPC Endpoints.

After you create the interface endpoint, you can use it to keep streaming traffic within your
VPC.

AppStream 2.0 Agent: This section displays only if you are not using the latest base image
from AWS or a custom image that uses the latest version of the agent.

The AppStream 2.0 agent software runs on your streaming instances, enabling your users
to connect to and stream their applications. Starting December 7, 2017, your streaming
instances can be automatically updated with the latest AppStream 2.0 agent software. This
capability helps to ensure that your image builder includes the latest features, performance
improvements, and security updates that are available from AWS.

You can enable automatic updates of the AppStream 2.0 agent by creating a new image
from any base image published by AWS on or after December 7, 2017. If the image that
you are launching your image builder from doesn't use the latest version of the AppStream
2.0 agent, we recommend that you select the option to launch your image builder with the
latest agent.

IAM role (Advanced): When you apply an IAM role from your account to an AppStream 2.0
image builder, you can make AWS API requests from the image builder instance without
manually managing AWS credentials. To apply an IAM role to the image builder, do either of
the following:

« To use an existing IAM role in your Amazon Web Services account, choose the role that
you want to use from the IAM role list. The role must must be accessible from the
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image builder. For more information, see Configuring an Existing IAM Role to Use With

AppStream 2.0 Streaming Instances.

» To create a new IAM role, choose Create new IAM role and follow the steps in How to
Create an IAM Role to Use With AppStream 2.0 Streaming Instances.

5. Choose Next.
6. For Step 3: Configure Network, do the following:
« To add internet access for the image builder in a VPC with a public subnet, choose Default

Internet Access. If you are providing internet access by using a NAT gateway, leave Default
Internet Access unselected. For more information, see Internet Access.

o For VPC and Subnet 1, choose a VPC and at least one subnet. For increased fault tolerance,
we recommend that you choose two subnets in different Availability Zones. For more
information, see Configure a VPC with Private Subnets and a NAT Gateway.

If you don't have your own VPC and subnet, you can use the default VPC or create your own.
To create your own, choose the Create a new VPC and Create new subnet links to create
them. Choosing these links opens the Amazon VPC console. After you create your VPC and
subnets, return to the AppStream 2.0 console and choose the refresh icon to the left of

the Create a new VPC and Create new subnet links to display them in the list. For more
information, see Configure a VPC for AppStream 2.0.

» For Security group(s), choose up to five security groups to associate with this image builder.
If you don't have your own security group and you don't want to use the default security
group, choose the Create new security group link to create one. After you create your
subnets in the Amazon VPC console, return to the AppStream 2.0 console and choose the
refresh icon to the left of the Create new security group link to display them in the list. For
more information, see Security Groups in Amazon AppStream 2.0.

7. For Active Directory Domain (Optional), expand this section to choose the Active Directory
configuration and organizational unit in which to place your streaming instance computer
objects. Ensure that the selected network access settings enable DNS resolvability and
communication with your directory. For more information, see Using Active Directory with
AppStream 2.0.

8. Choose Review and confirm the details for the image builder. To change the configuration for
any section, choose Edit and make the needed changes.

9. After you finish reviewing the configuration details, choose Launch.
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® Note

If an error message notifies you that you don't have sufficient limits (quotas) to

create the image builder, submit a limit increase request through the Service Quotas
console at https://console.aws.amazon.com/servicequotas/. For more information, see
Requesting a quota increase in the Service Quotas User Guide.

10. During the image builder creation process, the status of the image builder displays as Pending
while AppStream 2.0 prepares the necessary resources. Click the Refresh icon periodically to
update the image builder status. After the status changes to Running, the image builder is
ready to use and you can create a custom image.

Next Steps

Next, install and configure your applications for streaming, and then create an image by creating
a snapshot of the image builder instance. For more information, see Tutorial: Create a Custom
AppStream 2.0 Image by Using the AppStream 2.0 Console.

Connect to an Image Builder in Amazon AppStream 2.0

You can connect to an image builder by doing either of the following:

« Using the AppStream 2.0 console (for web connections only)

» Creating a streaming URL (for web or AppStream 2.0 client connections)

(@ Note
If the image builder that you want to connect to is joined to an Active Directory domain
and your organization requires smart card sign in, you must create a streaming URL and use
the AppStream 2.0 client for the connection.

Contents

« AppStream 2.0 Console (Web Connection)

o Streaming URL (AppStream 2.0 Client or Web Connection)
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AppStream 2.0 Console (Web Connection)

To use the AppStream 2.0 console to connect to an image builder through a web browser,
complete the following steps.

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. Inthe left navigation pane, choose Images, Image Builder.

3. Inthe list of image builders, choose the image builder to which you want to connect. Verify
that the status of the image builder is Running, and choose Connect.

For this step to work, you might need to configure your browser to allow pop-ups from
https://stream.<aws-region>.amazonappstream.com/.

4. Login to the image builder by doing either of the following:

o If your image builder is powered by Windows, Red Hat Enterprise Linux, or Rocky Linux, on
the Local User tab, choose one of the following:

o Administrator — Choose Administrator to install your applications on the image builder
and create an image, or to perform any other tasks that require local administrator
permissions.

« Template User (Windows only) — Choose Template User to create default application
and Windows settings.

» Test User — Choose Test User to open your applications and verify their settings.

« If your image builder is powered by Windows, Red Hat Enterprise Linux, or Rocky Linux, it's
joined to an Active Directory domain, and you require access to resources that are managed
by Active Directory to install your applications, choose the Directory User tab. Then, enter
the credentials for a domain account that has local administrator permissions on the image
builder.

® Note

Smart card sign in isn't supported for connections through a web browser. Instead,
you must create a streaming URL and use the AppStream 2.0 client. For information
about smart card sign in, see Smart Cards.

« If your image builder is powered by Amazon Linux 2, you are automatically logged in as

Console (Web Connection)
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the ImageBuilderAdmin user in the Amazon Linux GNOME desktop and have root admin
privileges.

Streaming URL (AppStream 2.0 Client or Web Connection)

You can create a streaming URL to connect to an image builder through a web browser or the
AppStream 2.0 client. Unlike a streaming URL that you create to enable user access to a fleet
instance, which is valid for a maximum of seven days, by default, a streaming URL that you create
to access an image builder expires after one hour. To set a different expiration time, you must
generate the streaming URL by using the CreateStreamingURL API action.

If the image builder that you want to connect to is joined to an Active Directory domain and your
organization requires smart card sign in, you must create a streaming URL and use the AppStream
2.0 client for the connection.

® Note

The streaming URL provides direct access to the image builder instance. Manage the
streaming URL properly and do not share it with unintended users.

® Note

Native application mode is not supported for AppStream 2.0 client connections to image
builders. If you use the AppStream 2.0 client to connect to an image builder and the Start
in native application mode check box is selected, an AppStream 2.0 error notification
displays, stating that your session was switched to classic mode.

You can create a streaming URL in any of the following ways:

o AppStream 2.0 console

» The CreateStreamingURL API action

» The create-streaming-url AWS CLI command
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To create a streaming URL and connect to the image builder by using the AppStream 2.0 console,

complete the steps in the following procedure.

To create a streaming URL and connect to the image builder by using the AppStream 2.0

console

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. In the navigation pane, choose Images, Image Builder.

3. Inthe list of image builders, choose the image builder to which you want to connect. Verify

that the status of the image builder is Running.

4. Choose Actions, Create streaming URL.

5. Do one of the following:
To connect to the image builder through the AppStream 2.0 client, choose Launch in Client.
When you choose this option, the AppStream 2.0 client sign-in page is prepopulated with
the streaming URL.
To connect to the image builder through a web browser, choose Launch in Browser. When
you choose this option, a web browser opens with the address bar prepopulated with the
streaming URL.

6. After you create the streaming URL and connect to the image builder, log in to the image

builder by doing either of the following:

« If your image builder is Windows-based and not joined to an Active Directory domain, on the

Local User tab, choose one of the following:

o Administrator — Choose Administrator to install your applications on the image builder
and create an image, or to perform any other tasks that require local administrator
permissions.

« Template User — Choose Template User to create default application and Windows
settings.

» Test User — Choose Test User to open your applications and verify their settings.

If your image builder is Windows-based and joined to an Active Directory domain and you
require access to resources that are managed by Active Directory to install your applications,
choose the Directory User tab, and enter the credentials for a domain account that has local
administrator permissions on the image builder.
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® Note

If you're using the AppStream 2.0 client, you can enter either your Active Directory
domain password and choose Password sign in, or select Choose a smart card and
provide your smart card PIN when prompted.

If you're using a web browser, you must enter your Active Directory domain
password. Smart card sign in is supported only for AppStream 2.0 client connections
to streaming instances.

« If your image builder is Linux-based, you are automatically logged in as

the ImageBuilderAdmin user in the Amazon Linux GNOME desktop and have root admin

privileges.

Image Builder Actions

You can perform the following actions on an image builder, depending on the current state (status)
of the image builder instance.

Delete
Permanently delete an image builder.

The instance must be in a Stopped state.

Connect

Connect to a running image builder. This action starts a desktop streaming session with the
image builder to install and add applications to the image, and create an image.

The instance must be in a Running state.

Start

Start a stopped image builder. A running instance is billed to your account.

The instance must be in a Stopped state.

Stop

Stop a running image builder. A stopped instance is not billed to your account.
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The instance must be in a Running state.

None of these actions can be performed on an instance in any of the following intermediate states:

» Pending

« Snapshotting
» Stopping

» Starting

» Deleting

« Updating

» Pending Qualification

Instance Metadata for AppStream 2.0 Image Builders

AppStream 2.0 image builder instances have instance metadata available through Windows
environment variables. You can use the following environment variables in your applications and
scripts to modify your environment based on the image builder instance details.

Environment Context Description

Variable

AppStream Machine  The ARN of the image that was used to create the streaming
_lmage_Arn instance.

AppStream Machine  The instance type of the streaming instance. For example,
_Instance_Type stream.standard.medium

AppStream Machine  The type of AppStream 2.0 resource. The value is either fleet
_Resource_Type or imagebuilder .

AppStream Machine  The name of the image builder.

_Resource

_Name
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On Linux image builders, environment variables are exported through the script at /etc/profile.d/
appstream_system_vars.sh. To access the environment variables, you can explicitly source this file
in your application.

Install AMD Driver on Graphics Design Instances

If you need to update the AMD driver on your Windows Image Builder that is using a Graphics
Design instance, you can either use the latest AppStream 2.0 Graphics Design base images,

or download the AMD driver and install it on your Image Builder. If you need to update the

AMD driver for an existing image of the Graphics Design instance family, you can use managed
AppStream 2.0 image updates. For more information, see the section called “"Update an Image by

Using Managed AppStream 2.0 Image Updates”.

The AMD driver download is available to AWS customers only. By downloading, you agree to

use the downloaded software only to build images for use with AppStream 2.0 Graphics Design
instances using AMD FirePro S7150x2 Server GPU hardware. Upon installation of the software, you
are bound by the terms of the AMD Software End User License Agreements.

The latest AMD driver version for Graphics Design instances is version 24.20.13028.5012.
Before you begin, make sure that you meet the following prerequisites:

« Configure default credentials for the AWS Tools for Windows PowerShell on your Windows
instance. For more information, see Getting Started with the AWS Tools for Windows PowerShell.

« IAM users must have the permissions granted by the AmazonS3ReadOnlyAccess policy.

To install the AMD driver on your Image Builder

1. Connect to your Windows Image Builder instance and open a PowerShell window as an
Administrator.

2. Download the drivers from Amazon S3 to your desktop using the following PowerShell
commands:

$Bucket = "appstream2-driver-patches"
$LocalPath = "$home\Desktop\AMD"
$0bjects = Get-S30bject -BucketName $Bucket -Region us-east-1
foreach ($0bject in $0bjects) {
$LocalFileName = $0bject.Key
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if ($LocalFileName -ne '' -and $0bject.Size -ne @) {
$LocalFilePath = Join-Path $LocalPath $LocalFileName
Copy-S30bject -BucketName $Bucket -Key $0bject.Key -LocalFile $LocalFilePath -
Region us-east-1
}
}

3. Unzip the downloaded driver file and run the installer using the following PowerShell
commands:

Expand-Archive $LocalFilePath -DestinationPath $home\Desktop -Verbose

$Driverdir = Get-ChildItem $home\Desktop\ -Directory -Filter "*210426a-366782C*"
Write-Host $Driverdir

pnputil /add-driver $home\Desktop\$Driverdir\Packages\Drivers\Display\WT6A_INF
\*inf /install

4. Follow the instructions to install the driver and reboot your instance as required.

5. To verify that the GPU is working properly, check Device Manager. You should see AMD
MxGPU listed as a display adapter, with the latest driver version.

AppStream 2.0 Base Image and Managed Image Update Release
Notes

Amazon AppStream 2.0 provides base images to help you create images that include your own
applications. Base images are Amazon Machine Images (AMIs) that contain software configurations
specific to the operating system. For AppStream 2.0, each base image includes the AppStream 2.0
agent and the latest version of one of the following operating systems:

/A Important

Operating system versions that are no longer supported by the vendor are not guaranteed
to work and are not supported by AWS Support.

» Windows Server 2016 Base — Available on the following image types: Base, Graphics Design,
Graphics G4dn, Graphics Pro, and Graphics G5
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« Windows Server 2019 Base — Available on the following image types: Base, Graphics Design,
Graphics G4dn, Graphics Pro, and Graphics G5

« Windows Server 2022 Base — Available on the following image types: Base, Graphics G4dn,
Graphics G5, and Graphics G6

« Amazon Linux 2 — Available on the following image types: Base, Graphics G4dn, Graphics Pro,
and Graphics G5

» Red Hat Enterprise Linux 8 — Available on the following image types: Base, Graphics G4dn,
Graphics G5, and Graphics G6

o Rocky Linux 8 — Available on the following image types: Base, Graphics G4dn, Graphics G5, and
Graphics G6

After you create your own image that includes your own applications, you are responsible for
installing and maintaining the updates for the operating system, your applications, and their
dependencies. AppStream 2.0 provides an automated way to update your image using managed
AppStream 2.0 image updates. With managed image updates, you select the image that you want
to update. AppStream 2.0 creates an image builder in the same AWS account and Region to install
the updates and create the new image. After the new image is created, you can test it on a pre-
production fleet before updating your production fleets or sharing the image with other AWS
accounts. For more information, see "Keep Your AppStream 2.0 Image Up-to-Date" in Administer
Your Amazon AppStream 2.0 Images.

For information about the latest AppStream 2.0 agent, see AppStream 2.0 Agent Release Notes.

The following table lists the latest released images.

(@ Note

Public base images for Graphics Pro instances will no longer be available from AWS after
10/31/2025 due to End of Life of hardware supporting Graphics Pro instance types.
Public base images for Graphics Design instances will no longer be available from AWS
after 12/31/2025 due to End of Life of hardware supporting Graphics Design instance

types.
Image type Image name
Base e AppStream-WinServer2016-05-30-2025
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Image type

Graphics Design

Graphics G4dn

Graphics G5

Graphics Pro

Image name

AppStream-WinServer2019-05-30-2025
AppStream-WinServer2022-05-30-2025
AppStream-AmazonLinux2-02-11-2025
AppStream-RHEL8-05-30-2025
AppStream-RockyLinux8-05-30-2025

AppStream-Graphics-Design-WinServer2016-10-22
-2024

AppStream-Graphics-Design-WinServer2019-10-22
-2024

AppStream-Graphics-G4dn-WinServer2016-05-30-2
025

AppStream-Graphics-G4dn-WinServer2019-05-30-2
025

AppStream-Graphics-G4dn-WinServer2022-05-30-2
025

AppStream-Graphics-G4dn-AmazonLinux2-02-11-20
25

AppStream-Graphics-G4dn-RHEL8-05-30-2025
AppStream-Graphics-G4dn-RockyLinux8-05-30-2025

AppStream-Graphics-G5-WinServer2016-05-30-2025
AppStream-Graphics-G5-WinServer2019-05-30-2025
AppStream-Graphics-G5-WinServer2022-05-30-2025
AppStream-Graphics-G5-AmazonLinux2-02-11-2025
AppStream-Graphics-G5-RHEL8-05-30-2025
AppStream-Graphics-G5-RockyLinux8-05-30-2025

AppStream-Graphics-Pro-WinServer2016-10-22-2024
AppStream-Graphics-Pro-WinServer2019-10-22-2024
AppStream-Graphics-Pro-AmazonLinux2-10-22-2024
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Image type Image name

Graphics G6 o AppStream-Graphics-G6-WinServer2022-06-11-2025
» AppStream-Graphics-G6-RHEL8-06-11-2025
o AppStream-Graphics-G6-RockyLinux8-06-11-2025

Sample apps Amazon-AppStream2-Sample-Image-06-17-2024

For information about how to access this base image,
see Get Started with Amazon AppStream 2.0: Set Up
With Sample Applications.

The following table lists the software components for the latest released base images and the
components that are available if you update your image using managed image updates. If the
version is marked “latest”, the current stable software component available from the vendor will
be installed. If the version is marked “not included”, managed image updates is not managing the
component and the version will not be changed when you update your image.

The following table lists the software components for the latest released Windows, Amazon Linux,
Rocky Limux, and Red Hat Enterprise Linux base images and Managed AppStream 2.0 image
updates.

Windows
Software component Latest base images (May 30, Managed AppStream 2.0
2025) image updates (May 30,
2025)
Amazon AWS (AvsCamera) 1.0.0.6 1.0.0.6
Driver
Amazon CloudWatch Agent 1.300055.0b1095 1.300055.0b1095
SSM Agent 3.3.2299.0 3.3.2299.0
NICE DCV Virtual Display 2024.0-19143 2024.0-19143
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Software component

AMD Driver for Graphics
Design instances

AppStream 2.0 Agent

AWS Command Line
Interface (AWS CLI)

Firefox

Microsoft Message Queuing
(MSMQ)

NVIDIA Graphics Driver for
Graphics Pro, G4dn, and G5
instances

Process monitor

Quality Windows Audio/Vid
eo Experience (QWAVE)

Latest base images (May 30,
2025)

24.20.13028.7002

LATEST (05-14-2025)

1.40.24 (Windows Server
2016/2019)

2.27.24.0 (Windows Server
2022)

138.0.3 (Windows Server
2016/2019)

Installed with Windows
Server

572.83 (Windows Server
2022)

539.19 (Windows Server
2019)

512.78 (Windows Server
2016)

4.01

Installed with Windows
Server

Managed AppStream 2.0
image updates (May 30,
2025)

24.20.13028.7002

Not included

Not included

Installed with Windows
Server

572.83 (Windows Server
2022)

539.19 (Windows Server
2019)

512.78 (Windows Server
2016)

Latest

Installed with Windows
Server
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Software component

Visual C++ redistributable

packages

Windows Server updates

WinSCard Filter Driver
Paravirtual (PV) driver
ENA driver

AWS NVMe driver

Amazon Linux

Software component

AWS Command Line
Interface (AWS CLI)

Amazon CloudWatch Agent

SSM Agent

NICE DCV Server AppStream

Cloud-init

Latest base images (May 30,
2025)

Microsoft Visual C++ 2013
Redistributable (x64) -
12.0.40664.0

Microsoft Visual C++
2015-2022 Redistributable
(x64) - 14.42.34438

Base image updates as of
May 2025

1.0.19.0
8.5.0
2.9.0

1.6.0.35

Latest base images
(October 22, 2024)

1.18.147-1

1.300041.1-1
3.3.1611.0-1
2024.0.18380-1

19.3-46

Managed AppStream 2.0
image updates (May 30,
2025)

Microsoft Visual C++ 2013
Redistributable (x64) -
12.0.40664.0

Microsoft Visual C++
2015-2022 Redistributable
(x64) - 14.42.34438

Latest

1.0.19.0
8.5.0
2.9.0

1.6.0

Managed AppStream 2.0
image updates (October 22,
2024)

Not included

1.300041.1-1
3.3.1611.0-1
2024.0.18380-1

Not included
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Software component Latest base images Managed AppStream 2.0
(October 22, 2024) image updates (October 22,
2024)
AL2 Kernel 4.14.355-275.570 Not included
NVIDIA Graphics Driver for 550.127.05 550.127.05
G4dn and G5 instances
NVIDIA Graphics Driver for 535.216.01 535.216.01

Graphics Pro instances

Cuda Version 12.4

Rocky Linux

Software component

AWS Command Line Interface (AWS CLI)
Amazon CloudWatch Agent

SSM Agent

NICE DCV Server AppStream

Cloud-init

Kernel

NVIDIA Graphics Driver for G4dn and G5
instances

Cuda Version

Not included

Latest Rocky base images (May 30, 2025)
2.27.24

1.300055.1b1106-1

3.3.2471.0-1

2024.0.17598-1

23.4-78

4.18.0-553.54.1.el8_10.x86_64

570.133.20

12.8

Base Image and Managed Image Update Release Notes

66



Amazon AppStream 2.0

Administration Guide

Red Hat Enterprise Linux

Software component

AWS Command Line Interface (AWS CLI)
Amazon CloudWatch Agent

SSM Agent

NICE DCV Server AppStream

Cloud-init

Kernel

NVIDIA Graphics Driver for G4dn and G5
instances

Cuda Version

/A Important

Latest base images (May 30, 2025)
2.27.24

1.300055.1b1106-1

3.3.2471.0-1

2024.0.17598-1

23.4-78
4.18.0-553.54.1.el8_10.x86_64

570.133.20

12.8

The following public images are deprecated and therefore no longer available from AWS:

» 2016/2019/2022 Windows images released before June 17, 2024

« Amazon Linux 2 images released before February 2024

« Images for the Graphics Desktop instance family

If you want to use an image for a multi-session fleet, the image must meet the following

conditions:

« The image must be created from a base image released on or after June 12, 2023. Or, the

image must be updated by using managed AppStream 2.0 image updates released on or

after September 6, 2023. For more information, see the section called “Update an Image

by Using Managed AppStream 2.0 Image Updates".

« The AppStream 2.0 agent release version must be 09-06-2023 or later. For more

information, see the section called “Manage Agent Versions”.
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« If you have updated your image using Managed AppStream 2.0 Image updates, then
the AppStream 2.0 agent release version is not applicable. Your image must be updated
using a Managed Image Update released on or after September 6, 2023. For more
information, see the section called “"Update an Image by Using Managed AppStream 2.0

Image Updates”.

o Multi-session fleets are supported only for Microsoft Server 2019 and 2022.

The following table describes all released base images.

Release

05-30-2025

05-30-2025

05-30-2025

02-11-2025

Platform

Windows

Red Hat
Enterprise
Linux

Rocky Linux

Amazon
Linux 2

Image

« Base
« Graphics G4dn
« Graphics G5

» Base
« Graphics G4dn
» Graphics G5

» Base
« Graphics G4dn
o Graphics G5

» Base
« Graphics G4dn

Changes

« Updated to latest NVIDIA drivers

« Amazon DCV updated to version
2024.0-19143

« Includes new CloudWatch Agent
1.4.37911

 Include new SSM Agent 3.3.2299.0

« Updated to latest NVIDIA drivers

« Amazon DCV server updated to version
2024.0.17598-1

« Includes new CloudWatch Agent
1.300055.1-1

 Include new SSM Agent 3.3.2471.0-1

« Updated to latest NVIDIA drivers

« Amazon DCV server updated to version
2024.0.17598-1

« Includes new CloudWatch Agent
1.300055.1-1

 Include new SSM Agent 3.3.2471.0-1

« Includes latest CloudWatch Agent
1.300041.1-1
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Release

02-11-2025

12-19-2024

10-22-2024

10-22-2024

09-12-2024

Platform

Windows

Rocky Linux

Amazon
Linux 2

Windows

Amazon
Linux 2

Image

Graphics G5

Base
Graphics G4dn
Graphics G5

Base
Graphics G4dn
Graphics G5

Base

Graphics G4dn
Graphics Pro
Graphics G5

Base

Graphics Design
Graphics G4dn
Graphics Pro
Graphics G5

Base
Graphics G4dn
Graphics G5

Changes

Includes new SSM Agent 3.3.1611.0-1

Includes new ENA and NVMe drivers
Includes updated PV driver

Updating drivers and software with new
versions available

Support for Rocky Linux 8

Includes latest NVIDIA drivers for Linux.

Updated Linux to version 2.0.20241014.
For more information, see Amazon Linux
2 version 2.0.20241014 release notes.

Includes latest NVIDIA drivers for
Windows

Includes Microsoft Visual C++
2015-2022 Redistributable (x64) -
14.40.33816

Includes Microsoft security updates up
to October 9, 2024

Bug fixes related to touch functionality
on Android, iOS, and Surface Pro

Includes latest NVIDIA Graphics Driver
(550.90.07) for G4dn and G5 instances
for Amazon Linux 2

Updated Linux to version 2 2.0.20240
709.1. For more information, see
2.0.20240709.1.
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Release

07-30-2024

06-17-2024

05-08-2024

05-08-2024

Platform

Red Hat
Enterprise
Linux

Windows

Windows

Linux

Image

« Base
» Graphics G4dn
» Graphics G5

« Base

« Graphics Design
« Graphics G4dn
« Graphics Pro

« Graphics G5

« Base

« Graphics Design
« Graphics G4dn
« Graphics Pro

« Graphics G5

« Base

» Graphics G4dn
» Graphics Pro
» Graphics G5

Changes

Includes support for Red Hat Enterprise
Linux 8

« Includes Microsoft security updates up
to June 13, 2024

 Includes CloudWatch Agent 1.4.37896
 Includes SSM Agent 3.3.484.0

e Includes AWS Command Line Interface
(AWS CLI) (WinServer 2016/2019)
1.33.9

e Includes AWS Command Line Interface
(AWS CLI) (WinServer 2022) 2.16.9.0

« Includes Microsoft security updates up
to May 2024

 Includes latest NVIDIA Graphics Driver
(552.08) for Graphics Pro and G4dn
instances for Windows Server 2016 and
Windows Server 2019

e Includes CloudWatch Agent 1.4.37891
 Includes SSM Agent 3.3.131.0-1

e Includes AWS Command Line Interface
(AWS CLI) 1.32.89

¢ Includes AWSVirtualSmartCardReader
1.0.0.59

» Updated Linux to version 2.0.20240
412.0. For more information, see
Amazon Linux 2.0.20240412.0 release
notes.
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Release

03-24-2024

03-24-2024

01-26-2024

12-11-2023

Platform

Windows

Linux

Windows

Windows

Image

« Base

« Graphics Design
« Graphics G4dn
» Graphics Pro

» Graphics G5

« Base

« Graphics G4dn
« Graphics Pro
« Graphics G5

« Base
 Graphics Design
« Graphics G4dn
« Graphics Pro

« Graphics G5

» Base
» Graphics G4dn
» Graphics G5

Changes

« Includes Microsoft security updates up
to March 2024

« Includes latest NVIDIA Graphics Driver
(551.61) for Graphics Pro and G4dn
instances for Windows Server 2016 and
Windows Server 2019

 Includes CloudWatch Agent 1.3.50742
 Includes SSM Agent 3.2.2303.0

e Includes AWS Command Line Interface
(AWS CLI) 2.15.33.0

e Includes AWSVirtualSmartCardReader
1.0.0.59

» Updated Linux to version 2.0.20240
318.0. For more information, see
2.0.20240318.0.

« Includes Microsoft security updates up
to January 2024

« Add support for Windows Server 2022
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Release

11-13-2023

11-13-2023

06-12-2023

06-11-2023

03-29-2023

Platform

Windows

Amazon

Linux 2

Windows

Amazon

Linux 2

Windows

Image

« Base

« Graphics Design
« Graphics G4dn
» Graphics Pro

» Graphics G5

« Base

« Graphics G4dn
« Graphics Pro
« Graphics G5

« Base

« Graphics Design
« Graphics G4dn
« Graphics Pro

» Base
» Graphics G4dn
» Graphics Pro

« Base
 Graphics Design
» Graphics G4dn
» Graphics Pro

Changes

Includes Microsoft security updates up
to November 2023

« Updated Linux to version 2.0.20231
101.0. For more information, see
Amazon Linux 2.0.20231101.0 release
notes.

« Includes Microsoft security updates up
to June 2023

» Updated Linux to version 2.0.20230
530.0. For more information, see
Amazon Linux 2 2.0.20230530.0 release
notes.

« Includes Microsoft security updates up
to February 2023
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Release

03-15-2023

10-05-2022

09-21-2022

09-14-2022

09-01-2022

Platform

Amazon

Linux 2

Windows

Amazon

Linux 2

Amazon

Linux 2

Windows

Image

» Base
« Graphics G4dn
» Graphics Pro

« Base

« Graphics Design
« Graphics G4dn
« Graphics Pro

« Base
« Graphics G4dn
« Graphics Pro

« Graphics G4dn
» Graphics Pro

» Graphics G4dn
» Graphics Pro

Changes

Updated Linux to version 2.0.20220
805.0. For more information, see
Amazon Linux 2 2.0.20230221.0 release
notes.

Improves Webcam experience

Resolves an issue that prevents
AppStream 2.0 fleet instances from
provisioning when the system cryptogra
phy is set to use FIPS-compliant
algorithms

Includes Microsoft security updates up
to September 13, 2022

Updated Linux to version 2.0.20220
805.0. For more information, see
Amazon Linux 2.0.20220805.0 release
notes.

Includes Image Assistant GUI

Includes webcam support

Includes NVIDIA Graphics Driver
(510.85.02)

Includes NVIDIA Graphics Driver (473.47)
for Windows Server 2012 R2

Includes NVIDIA Graphics Driver (512.78)
for Windows Server 2016 and Windows
Server 2019
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Release Platform

07-12-2022 Windows

06-20-2022 Amazon

Linux 2

03-03-2022 Windows

02-18-2022 Amazon

Linux 2

Image

e Base

Graphics Design
Graphics G4dn
Graphics Pro

» Base
« Graphics G4dn
« Graphics Pro

« Base

« Graphics Design
« Graphics G4dn
« Graphics Pro

» Base
« Graphics G4dn
» Graphics Pro

Changes

« Includes Microsoft security updates up
to June 14, 2022

e Includes latest AMD Driver (24.20.13
028.7002) for Graphics Design instances
for Windows Server 2016 and Windows
Server 2019

 Includes latest NVIDIA Graphics Driver
(472.98) for Graphics Pro and G4dn
instances for Windows Server 2012R2

« Includes latest NVIDIA Graphics Driver
(511.65) for Graphics Pro and G4dn
instances for Windows Server 2016 and
Windows Server 2019

 Includes CloudWatch Agent 1.3.50742

 Includes SSM Agent 3.1.1575.0

e Includes AWS Command Line Interface
(AWS CLI) 1.23.11

» Updated Linux to version 2.0.20220
426.0. For more information, see
Amazon Linux 2.0.20220426.0 release
notes.

« Includes Microsoft security updates up
to January 11, 2022

» Updated Linux to version 2.0.20211
223.0. For more information, see
Amazon Linux 2.0.20211223.0 release
notes.

 Latest Linux base images
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Release

11-19-2021

11-15-2021

10-08-2021

07-19-2021

06-01-2021

Platform

Amazon

Linux 2

Amazon

Linux 2

Windows

Windows

Windows

Image

« Base
» Graphics G4dn
» Graphics Pro

» Base
« Graphics G4dn
« Graphics Pro

« Base

« Graphics Design
« Graphics G4dn
« Graphics Pro

« Sample apps

« Base

« Graphics Design
« Graphics G4dn
» Graphics Pro

« Base

« Graphics Design
» Graphics G4dn
» Graphics Pro

Changes

 Latest Linux base images, including
blank screen fixes on small instance

types

 Linux base images

« Includes Microsoft security updates up
to September 15, 2021

« AWS Tools for PowerShell updated to
version 3.15.1398

« Includes Microsoft Windows updates up
to July 13, 2021

« Includes Microsoft Windows updates up
to April 14, 2021

 Includes AMD driver version 24.20.130
28.5012 for Graphics Design instances
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Release Platform Image

12-28-2020 Windows « Base
« Graphics Design
» Graphics G4dn
» Graphics Pro

07-16-2020 Windows « Base
 Graphics Design
« Graphics G4dn
« Graphics Pro

04-22-2020 Windows » Base (Windows
Server 2019)

« Graphics Design
(Windows Server
2019)

« Graphics G4dn
(Windows Server
2019)

« Graphics Pro
(Windows Server
2019)

Changes

Includes a driver that adds support
for using smart cards. Smart cards can
be used for Windows sign in, Active
Directory-joined streaming instances

, and in-session authentication for
streaming applications

Includes Microsoft Windows updates up
to December 9, 2020

Includes AWS CLI version 1.18.138

Includes NVIDIA Graphics Driver version
451.48 for Graphics Pro and Graphics
G4dn instances

Includes Microsoft Windows updates up
to June 9, 2020

Includes AWS CLI version 1.18.86

Includes NVIDIA Graphics Driver version
441.66 for Graphics Pro instances

Includes Microsoft Windows updates up
to March 10, 2020

Includes AWS CLI version 1.18.21

Includes NVIDIA Graphics Driver version
441.66 for Graphics Pro instances
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Release

03-18-2020

03-16-2020

03-05-2020

01-13-2020

12-12-2019

Platform

Windows

Windows

Windows

Windows

Windows

Image

« Base
« Graphics Design
» Graphics Pro

« Graphics G4dn

« Graphics G4dn

« Graphics Design

» Base
 Graphics Design
» Graphics Pro

Changes

« Includes Microsoft Windows updates up
to February 11, 2020

e Includes AWS CLI version 1.17.5

 Includes NVIDIA Graphics Driver version
412.16 for Graphics Pro instances

» Adds support for Graphics G4dn
instances based on the EC2 G4dn family
(Windows Server 2012 R2)

« Includes Microsoft Windows updates up
to February 11, 2020

e Includes AWS CLI version 1.17.5

» Adds support for Graphics G4dn
instances based on the EC2 G4dn family
(Windows Server 2016 and Windows
Server 2019)

« Includes Microsoft Windows updates up
to February 11, 2020

e Includes AWS CLI version 1.17.5

» Adds support for Windows Server 2019,
with Microsoft Windows updates up to
November 12, 2019

« Includes Microsoft Windows updates up
to November 12, 2019

e Includes AWS CLI version 1.16.284

« Includes a new version of the SSM Agent
(v2.3.760.0), which resolves an issue
that prevented streaming instances from
being provisioned
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Release Platform Image

09-18-2019 Windows « Base
« Graphics Design
» Graphics Pro

09-05-2019 Windows « Graphics Design

06-24-2019 Windows e Base
« Graphics Pro

Changes

Includes Microsoft Windows updates
up to August 13, 2019 for all Base

and Graphics Pro instances and for
Graphics Design Windows Server 2012
R2. Graphics Design Windows Server
2016 instances already include this
version.

Includes AWS CLI version 1.16.222 for
all Base and Graphics Pro instances and
Graphics Design Windows Server 2012
R2. Graphics Design Windows Server
2016 instances already include this
version.

Includes a fix to prevent Windows
Defender from being enabled by default
on Windows Server 2016 and Windows
Server 2019 image builder instances. For
more information, see Windows Update

and Antivirus Software on Amazon

AppStream 2.0.

Adds support for Windows Server 2016

Includes Microsoft Windows updates up
to August 13, 2019

Includes AWS CLI version 1.16.222

Includes AMD Driver version 24.20.130
28.3002 for Graphics Design instances
(compatible with Windows Server 2016)

Adds support for Windows Server 2016
and Windows Server 2019
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Release

05-28-2019

04-29-2019

01-22-2019

06-12-2018

05-02-2018

Platform

Windows

Windows

Windows

Windows

Windows

Image

« Base
« Graphics Design
» Graphics Pro

« Base
« Graphics Design
« Graphics Pro

« Base
« Graphics Design
« Graphics Pro

« Base

« Graphics Design
o Graphics Desktop
» Graphics Pro

« Base

« Graphics Design
o Graphics Desktop
» Graphics Pro

Changes

Includes Microsoft Windows updates up
to May 14, 2019

« Includes Microsoft Windows updates up
to April 20, 2019

e Includes AWS CLI version 1.16.126

« Includes NVIDIA Graphics Driver 412.16
for Graphics Pro instances

« Includes Microsoft Windows updates up
to December 10, 2018

e Includes AWS CLI version 1.16.84

 Includes NVIDIA Graphics Driver version
391.58 for Graphics Pro instances

« Includes Microsoft Windows updates up
to May 9, 2018

e Includes Windows PowerShell 5.1

« Includes Microsoft Windows updates up
to April 10, 2018

» Adds the following language packs:
Japanese, Korean, Portuguese (Brazil),
Thai, Chinese (Simplified), Chinese
(Traditional)
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Release Platform Image

03-19-2018 Windows « Base
« Graphics Design
o Graphics Desktop
» Graphics Pro

01-24-2018 Windows « Base
« Graphics Design
« Graphics Desktop
« Graphics Pro

01-01-2018 Windows « Base
« Graphics Design
« Graphics Desktop
« Graphics Pro

12-07-2017 Windows « Base
« Graphics Design
o Graphics Desktop
» Graphics Pro

11-13-2017 Windows « Base

Changes

« Includes Microsoft Windows updates up
to February 23, 2018

« Includes the following language packs:
German, French, Italian, Spanish, Dutch

» Resolves intermittent issues with using
Microsoft Visio and Microsoft Project
applications during streaming sessions

« Includes Microsoft Windows updates up
to January 5, 2018

« Includes Microsoft Windows updates
for the Spectre and Meltdown vulnerabi
lities

« Enables a default profile to be created
on image builders and used for the AWS
Command Line Interface (CLI) during
streaming sessions

» Resolves an issue with connectivity to
AppStream 2.0 instances

« Includes Microsoft Windows updates up
to November 19, 2017

» Adds support for managed AppStream
2.0 agent updates

» Resolves an issue with Microsoft Office
365 applications not working during
streaming sessions

« Includes Microsoft Windows updates up
to October 11, 2017
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Release Platform Image Changes

09-05-2017 Windows « Base » New Graphics Design instance family
« Graphics Design » Support for On-Demand fleets
» Graphics Desktop « Updated approach for session context

» Graphics Pro « Includes Microsoft Windows updates up
to August 9, 2017
» Resolves an intermittent issue with
applications not coming to the
foreground
» Resolves an intermittent issue with
applications not appearing in tile view

07-25-2017 Windows « Graphics Desktop « New Graphics Desktop and Graphics Pro
« Graphics Pro instance families

» Adds support for 2 K resolution

07-24-2017 Windows » Base « Includes Microsoft Windows updates up
to July 13, 2017

» Adds support for Microsoft Active
Directory domains

06-20-2017 Windows « Base « Optimizes application launch performan
« Sample apps ce

» Resolves an issue with applications not
displaying in tile view

» Resolves an issue with applications
displaying in tile view only

» Resolves an issue with applications
displaying multiple times in tile view

» Resolves an issue with recently launched
application windows not appearing in
the foreground

« Resolves an issue with page margins
when printing
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Release Platform Image

05-18-2017 Windows » Base
« Sample apps

Changes

» Adds support for AppStream 2.0 home
folders

« Includes Microsoft Windows updates up
to May 16, 2017

e Resolves an intermittent network issue
that affects internet connections from
streaming instances

» Resolves an issue with application tiles
not functioning correctly

Base Image and Managed Image Update Release Notes
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Images

You can create Amazon AppStream 2.0 images that contain applications you can stream to

your users and default system and application settings to enable your users to get started with
those applications quickly. However, after you create an image, you can't change it. To add other
applications, update existing applications, or change image settings, you must start and reconnect
to the image builder that you used to create the image. If you deleted that image builder, launch a
new image builder that is based on your image. Then make your changes and create a new image.
For more information, see Launch an Image Builder to Install and Configure Streaming Applications

and Tutorial: Create a Custom AppStream 2.0 Image by Using the AppStream 2.0 Console.

Images that are available to you are listed in the Image Registry in the AppStream 2.0 console.
They are categorized as public, private, or shared. You can use any of these image types to launch
an image builder and set up an AppStream 2.0 fleet. Shared images are owned by other Amazon
Web Services accounts and shared with you. Permissions set on images that are shared with you
may limit what you can do with those images. For more information, see Administer Your Amazon

AppStream 2.0 Images.

Contents

» Default Application and Windows Settings and Application Launch Performance in Amazon
AppStream 2.0

» Manage AppStream 2.0 Agent Versions

« AppStream 2.0 Agent Release Notes

o Tutorial: Create a Custom AppStream 2.0 Image by Using the AppStream 2.0 Console

o Administer Your Amazon AppStream 2.0 Images

» Create Your Amazon AppStream 2.0 Image Programmatically by Using the Image Assistant CLI
Operations

« Create Your Linux-Based Images

« Use Session Scripts to Manage Your Amazon AppStream 2.0 Users' Streaming Experience
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Default Application and Windows Settings and Application
Launch Performance in Amazon AppStream 2.0

You can create default application and Windows settings to enable your users to get started with
their applications quickly, so that they won't need to create or configure the settings themselves.

AppStream 2.0 optimizes the launch performance of your applications for your users' streaming
sessions. To ensure that all of the required files are included in this process, you may need to
manually add certain files and folders to the optimization manifest.

Contents

» Creating Default Application and Windows Settings for Your AppStream 2.0 Users

« Optimizing the Launch Performance of Your Applications in Amazon AppStream 2.0

Creating Default Application and Windows Settings for Your
AppStream 2.0 Users

Application customizations and Windows settings that are saved to the Windows user profile
folder or the user registry hive can be set as defaults. When you save the default settings by using
the Template User in Image Assistant, AppStream 2.0 replaces the Windows default user profile
with the profile that you configure. The Windows default user profile is then used to create the
initial settings for users in the fleet instance. If the application or Windows settings that you
configure don't work in the fleet, confirm that they are saved in the Windows user profile. For more
information, see Step 3: Create Default Application and Windows Settings in Tutorial: Create a
Custom AppStream 2.0 Image by Using the AppStream 2.0 Console.

Default settings that you can create and configure include:

» Application preferences, including a browser home page, toolbar customizations, and security
settings.

 Application data settings, including browser bookmarks and connection profiles.

» Windows experience settings, including displaying file name extensions and hidden folders.

Additionally, you can modify or disable Internet Explorer security settings, such as Enhanced
Security Configuration (ESC). For more information, see Disable Internet Explorer Enhanced
Security Configuration in Amazon AppStream 2.0.
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Optimizing the Launch Performance of Your Applications in Amazon
AppStream 2.0

When you create an image, AppStream 2.0 requires that you optimize the launch performance of
your applications for your users' streaming sessions. When your applications are opened during

this process, make sure that they use the initial components required by your users. Doing so
ensures that these components are captured by the optimization process. In some cases, not all

of the files required for the optimizations are detected. Examples of such files would be plug-ins

or components that aren't opened in the image builder. To ensure that all of the files needed for
your application are captured, you can include them in the optimization manifest. Adding files to
the optimization manifest may increase the time it takes for fleet instances to be created and made
available for users. Doing so, however, reduces the time it takes for the application to be launched
the first time on the fleet instance.

To optimize all the files in a folder, open PowerShell and use the following PowerShell command:

dir -path "C:\Path\To\Folder\To\Optimize" -Recurse -ErrorAction SilentlyContinue |
%{$_.FullName} | Out-File "C:\ProgramData\Amazon\Photon\Prewarm\PrewarmManifest.txt" -
encoding UTF8 -append

By default, Image Assistant replaces the application optimization manifest each time the Image
Assistant Optimize step runs. You must run the PowerShell command to optimize all files in a
folder:

« Each time after the Optimize step runs.

« Before you choose Disconnect and create image on the Image Assistant Review page.

Alternatively, you can specify the optimization manifest on a per-application basis by using the
Image Assistant command line interface (CLI) operations. When you specify the optimization
manifest by using the Image Assistant CLI operations, AppStream 2.0 merges the specified
application optimization manifest with the files identified by the Image Assistant Optimize step.
For more information, see Create Your Amazon AppStream 2.0 Image Programmatically by Using
the Image Assistant CLI Operations.
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Manage AppStream 2.0 Agent Versions

The AppStream 2.0 agent is software that runs on your streaming instances and enables users to
stream applications. When you create a new image, the Always use latest agent version option
is selected by default. When this option is selected, new image builders or fleet instances that are
launched from your image always use the latest AppStream 2.0 agent version. You might want
to control agent updates to ensure compatibility with your software or to qualify the updated
environment before you deploy it for your end users.

The following procedures describe how to manage AppStream 2.0 agent versions.

Contents

« Create an Image That Always Uses the Latest Version of the AppStream 2.0 Agent

» Create an Image That Uses a Specific Version of the AppStream 2.0 Agent

» Create an Image That Uses a Newer Version of the AppStream 2.0 Agent

Create an Image That Always Uses the Latest Version of the AppStream
2.0 Agent

When your images are configured to always use the latest AppStream 2.0 agent version,

your streaming instances are automatically updated with the latest features, performance
improvements, and security updates that are available from AWS when a new agent version is
released.

(® Note

In some cases, a new AppStream 2.0 agent version might conflict with your software. We
recommend that you qualify the new AppStream 2.0 agent version before deploying it to
your production fleets.

To create an image that always uses the latest version of the AppStream 2.0 agent

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. Do either of the following:
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« If you have an image builder that you want to use to create the image, start the image
builder and then connect to it. If the image builder is not running the latest version of the
AppStream 2.0 agent, you are prompted to choose whether to start the image builder with
the latest agent. Make sure that this option is selected, choose Start, and then connect to
the image builder.

« If you do not have an image builder that you want to use to create the image, launch a new
image builder. In Step 1: Choose Image, choose an AWS base image or a custom image.
In Step 2: Configure Image Builder, if the image that you choose is not running the latest
version of the AppStream 2.0 agent, the AppStream 2.0 section displays. In the Agent
version list, select the latest agent version. Complete the remaining steps to create the
image builder, and then connect to it. For more information, see Launch an Image Builder to

Install and Configure Streaming Applications.

3. On the image builder desktop, open Image Assistant and follow the steps to create your new
image. For the Configure Image step, make sure that Always use the latest agent version is
selected. For more information, see Tutorial: Create a Custom AppStream 2.0 Image by Using

the AppStream 2.0 Console.

If you decide later to not always use the latest version of the AppStream 2.0 agent, you must
create a new image and clear that option.

4. Create a new fleet or modify an existing one. When you configure the fleet, select the new
image that you created. For more information, see Create an Amazon AppStream 2.0 Fleet and
Stack.

5. Create a new stack or modify an existing one and associate it with your fleet.

Create an Image That Uses a Specific Version of the AppStream 2.0
Agent

You may want to control AppStream 2.0 agent updates rather than always using the latest version
so that you can test for compatibility first. To ensure that the version of the AppStream 2.0 agent
you use is compatible with your streaming applications, you can create an image that uses a
specific version of the agent software. Then perform your qualification tests in a separate fleet
before deploying to your production fleet.

When you create the image, make sure that the Always use latest agent version option is not
selected. Doing so pins your image to the version of the AppStream 2.0 agent that you selected
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when you launched the image builder, rather than always using the latest version. After you finish
your qualification tests, you can update your production fleet with the image.

To create an image that uses a specific version of the AppStream 2.0 agent

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. Do either of the following:

« If you have an image builder that you want to use to create the image, start the image
builder and then connect to it.

« If you do not have an image builder that you want to use to create the image, launch a new
image builder. In Step 1: Choose Image, choose an AWS base image or a custom image.
In Step 2: Configure Image Builder, if the image that you choose is not running the latest
version of the AppStream 2.0 agent, the AppStream 2.0 section displays. In the Agent
version list, do not select the latest agent version. Complete the remaining steps to create
the image builder, and then connect to it. For more information, see Launch an Image
Builder to Install and Configure Streaming Applications.

3. On the image builder desktop, open Image Assistant and follow the steps to create your new
image. For the Configure Image step in Image Assistant, make sure that Always use the latest
agent version is not selected. For more information, see Tutorial: Create a Custom AppStream

2.0 Image by Using the AppStream 2.0 Console.

If you decide later to always use the latest version of the AppStream 2.0 agent, you must
create a new image and select that option.

4. Create a new fleet or modify an existing one. When you configure the fleet, select the new
image that you created. For more information, see Create an Amazon AppStream 2.0 Fleet and
Stack.

5. Create a new stack or modify an existing one and associate it with your fleet.

6. Connect to your fleet and test your applications for compatibility.

Create an Image That Uses a Newer Version of the AppStream 2.0 Agent

If you pin your image to a specific AppStream 2.0 agent version, you must update to a newer
version by creating a new image. This approach lets you test each agent update for compatibility
first, and then update your fleet incrementally.
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When you create the image, make sure that the Always use latest agent version option is not

selected. After you create your image, perform your qualification tests in a separate fleet before

deploying to your production fleet. After you finish your qualification tests, you can update your
production fleet with the image.

To create an image that uses a newer version of the AppStream 2.0 agent

1.
2.

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

Do either of the following:

« If you have an image builder that you want to use to create the image, start the image
builder and then connect to it. If the image builder is not running the latest version of the
AppStream 2.0 agent, you are prompted to choose whether to start the image builder with
the latest agent. Make sure that this option is selected, choose Start, and then connect to
the image builder.

« If you do not have an image builder that you want to use to create the image, launch a new
image builder. In Step 1: Choose Image, choose an AWS base image or a custom image.
In Step 2: Configure Image Builder, if the image that you choose is not running the latest
version of the AppStream 2.0 agent, the AppStream 2.0 section displays. In the Agent
version list, select the latest agent version. Complete the remaining steps to create the
image builder, and then connect to it. For more information, see Launch an Image Builder to

Install and Configure Streaming Applications.

On the image builder desktop, open Image Assistant and follow the steps to create your new
image. For the Configure Image step in Image Assistant, make sure that Always use the latest
agent version is not selected. For more information, see Tutorial: Create a Custom AppStream

2.0 Image by Using the AppStream 2.0 Console.

If you decide later to always use the latest version of the AppStream 2.0 agent, you must
create a new image and select that option.

Create a new fleet or modify an existing one. When you configure the fleet, select the new
image that you created. For more information, see Create an Amazon AppStream 2.0 Fleet and
Stack.

Create a new stack or modify an existing one and associate it with your fleet.

Connect to your fleet and test your applications for compatibility.
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AppStream 2.0 Agent Release Notes

The Amazon AppStream 2.0 agent software runs on your streaming instances, enabling end users
to connect to and start their streaming applications. Starting December 7, 2017, your streaming
instances can be automatically updated with the latest features, performance improvements,

and security updates that are available from AWS. Before December 7, 2017, agent updates were
included with new base image releases.

To use the latest AppStream 2.0 agent software, you need to rebuild your images by using new
base images published by AWS on or after December 7, 2017. When you do this, the option

to enable automatic updates of the agent is selected by default in the Image Assistant. We
recommend that you leave this option selected so that any new image builder or fleet instance that
is launched from your image always uses the latest version of the agent. For more information, see
Tutorial: Create a Custom AppStream 2.0 Image by Using the AppStream 2.0 Console.

The following table describes the latest updates that are available in released versions of the
AppStream 2.0 agent for Windows instances, Amazon Linux instances, and Red Hat Enterprise
Linux instances.

Windows
Amazon AppStream 2.0 agent Changes
version
07-15-2025 « Resolves rendering issues that affect certain
applications and improves window management for
a seamless user experience
« Expanded support for custom paper sizes in printing
scenarios to accommodate diverse business needs
 Various performance optimizations and reliability
enhancements across the platform
05-29-2025 » Resolves an issue with quick links access to home

folder / temporary folder on multi-session fleets

» Resolves an issue with certificate validation
handling for certificate-based authentication on
multi-session AppStream 2.0 fleets
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Amazon AppStream 2.0 agent
version

03-05-2025

02-07-2025

10-31-2024

10-21-2024

Changes

Improves the display resolution quality

General bug fixes and improvements

Resolves an instance launch issue with Windows
FIPS

Resolves an issue with Application Settings Persisten
ce with private Amazon S3 interface endpoint

General bug fixes and improvements

Adds support for multi-session certification-based
authentication

Adds performance enhancements for multi-session
fleets

Fixes an issue where certain legacy apps that use
User Account Control (UAC) Virtualization encounter
permissions issues when using Application Settings
Persistence

Bug fixes and improvements for multi-session fleets

Resolves an issue with AppStream 2.0 agent version
09-18-2024 that caused instance launch failures
when used with Microsoft Visual C++ Redistrib
utable (versions newer than 14.38.33135.0)
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Amazon AppStream 2.0 agent Changes
version
09-18-2024 » Regional settings support for multi-session fleets.

End users can customize time zone, locale, and
input method for their streaming sessions.

o Printer redirection support for multi-session
fleets. End users can redirect print jobs from their
streaming application to a printer that is connected
to their local computer, including any network
printers that the users have mapped.

« Automatic time zone redirection for application and
desktop streaming sessions for Windows (single
session or multi-session). AppStream 2.0 administr
ators can enable or disable time zone redirection for
their end users’ streaming sessions. Once enabled,
end users see the same time zone settings on their
local devices and AppStream 2.0 session.

« New default maximum size for user profile VHD is 5
GB for Always-On and On-Demand fleets

o MSIX Application support for Always-On and On-
Demand fleet with Desktop View

» General bug fixes and improvements

05-21-2024 » Support for audio in for multi-session fleets
« Stability improvement for app view fleets

» Support for active directory trust relationships in
AD-joined multi-session fleets

« General bug fixes and improvements
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version

04-15-2024

01-17-2024

12-07-2023

Changes

Improves streaming resiliency when Application
Settings Persistence is enabled

Adds support for Seamless mode/Native application
mode for multi-session fleets

Improves mouse cursor end user experience in
multi-session streaming

Adds support for audio out on multi-session fleets

Adds support for session scripts on multi-session
fleets

Improves provisioning resilience on multi-session
fleets

Adds support for Windows Server 2022

Improves streaming performance on Windows
Server 2019

Adds AWS CLI v2 support

Adds keyboard support to switch between applicati
ons

Solves an issue with certificate-based authentication
when Windows session is locked

Note: Windows Server 2012 R2 reached end

of support on October 10th, 2023. For better
streaming experience support, upgrade to Windows
Server 2016, Windows Server 2019, or Windows
Server 2022.
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09-06-2023 « Adds support for multi-session fleets

« Improves instance and session provisioning
» Resolves an issue with copy/paste functionality
» Requires the following software components:

o Microsoft .NET Framework Runtime — 4.7.2
05-30-2023 « Improves instance provisioning resilience

05-08-2023 « Resolves an issue with a shutdown warning in fleet
instances for Windows 2016 and Windows 2012 R2

04-13-2023 « Resolves an issue with the streaming session being
stuck in a connecting state

03-21-2023 » Resolves an issue with application freezing

» Resolves an issue with physical smartcard authentic
ation failure

» Resolves an issue with home folders not working
with FIPS enabled on Windows

« Improves instance provisioning resilience

» Improves performance with physical smartcard
logon time for Windows Server 2019

10-13-2022 « Improves performance with agents

« Resolves issue with DCV physical smartcard

06-20-2022 » Adds backwards compatibility for the USB string
filter file location on old images

« Improves instance provisioning resilience

« Improves session connection reliability

03-14-2022 » Resolves an issue with regional settings not
updating
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02-21-2022

Changes

« Resolves issue with Microsoft OneDrive copying

larger files

» Improves agent robustness on small instance types

» Works with the following software components.

For more information, see the section called “Base

Image and Managed Image Update Release Notes".

Amazon SSM Agent — 3.0.1295.0

Amazon WDDM Hook Driver — 1.0.0.56 (Windows
Server 2012 R2)

NICE DCV Virtual Display — 1.0.34.0 (Windows
Server 2016/2019)

EC2Config service (Windows Server 2012 R2 only)
— 4.9.4500
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12-20-2021

Changes

Resolves an issue with the mouse disappearing

when using the native client

Resolves an issue of storage unmount time for

session termination

Resolves issues with system crashes on Graphics
instances running Windows Server 2016

Added support for Windows Server instances when

system cryptography group policy is enabled. For
more information, see System cryptography.

Added the ability to toggle file system caching

Works with the following software components.

For more information, see the section called “Base

Image and Managed Image Update Release Notes".

« Amazon SSM Agent — 3.0.1295.0

« Amazon WDDM Hook Driver — 1.0.0.56 (Windows
Server 2012 R2)

« NICE DCV Virtual Display — 1.0.34.0 (Windows
Server 2016/2019)

» EC2Config service (Windows Server 2012 R2 only)
— 4.9.4500
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10-19-2021

Changes

» Resolves an issue preventing users from streaming
when the Microsoft Windows printer service is
disabled

» Resolves an issue where language pack installation
doesn't complete successfully

» Resolves an issue with the S3 Home Folder where
folders and files are being changed to all uppercase

» Works with the following software components.
For more information, see the section called “Base

Image and Managed Image Update Release Notes".
» Amazon SSM Agent — 3.0.1295.0

« Amazon WDDM Hook Driver — 1.0.0.56 (Windows
Server 2012 R2)

« NICE DCV Virtual Display — 1.0.34.0 (Windows
Server 2016/2019)

» EC2Config service (Windows Server 2012 R2 only)
— 4.9.4500
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08-02-2021 » Updated USB driver to include important fixes

» Resolves an issue where the customer’s local
machine’s caps lock state becomes out of sync with
the caps lock state of the remote machine

» Works with the following software components.
For more information, see the section called “Base

Image and Managed Image Update Release Notes".
« Amazon SSM Agent — 3.0.1295.0

« Amazon WDDM Hook Driver — 1.0.0.56 (Windows
Server 2012 R2)

» NICE DCV Virtual Display — 1.0.34.0 (Windows
Server 2016/2019)

» EC2Config service (Windows Server 2012 R2 only)
—4.9.4419.0

07-01-2021  Incremental agent release for Managed Image
Updates. For more information, see Update an
Image by Using Managed AppStream 2.0 Image

Updates.
« Includes changes from the 06-25-2021 agent.
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version

06-25-2021

05-17-2021

Changes

Resolved various networking issues

Resolved an issue where local group policies were
overridden

Resolved an issue where files were failing to be
created if they were contained in parent directori
es that did not exist after attempting to fetch from
OneDrive and Google cloud storage

Resolved an issue where session scripts failed to run
at the end of a session

Added support for webcam redirection in the web
client

Enables real-time audio-video (AV) feature by
default

Fixes an output of the Image Assistant CLI command
to be valid JSON

Fixes an issue causing instance provisioning failures
due to internal timeouts

Amazon SSM Agent, Amazon WDDM Hook Driver,
and EC2Config service versions remain the same as
the previous agent version release
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03-04-2021 + Resolves issues with smart card authentication that

cause connection failures. The connection failures
occur when users close and reopen a streaming
session multiple times

» Resolves an issue that causes right-click menu items
in Microsoft Office applications to be unavailable

» Resolves an issue that causes multiple storage
connector processes for OneDrive and Google Drive
to appear in Task Manager

» Resolves an issue that prevents files larger than 2
GB from being downloaded from Google Drive

« Resolves an intermittent issue that causes provision
ing delays for AppStream 2.0 fleet instances that are
joined to a Microsoft Active Directory domain

» Works with these software components:
« Amazon SSM Agent — 3.0.431.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012 R2 only)
—4.9.4279.0
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12-17-2020

Changes

Resolves an issue that causes the application
settings persistence VHD file to not download to the
AppStream 2.0 fleet streaming instance

Resolves an issue that causes local printer redirecti
on to stop working during AppStream 2.0 streaming
sessions. This issue might occur when Microsoft
KB4571694 is installed on the AppStream 2.0 image
builder or fleet streaming instance

Resolves an issue that causes the Image Assistant
update-default-profile command line
interface (CLI) operation to return an error when
attempting to reference a local Microsoft Windows
user as the source for the default user profile

Resolves an issue that prevents AppStream 2.0
fleet instances from provisioning when the system
cryptography is set to use FIPS-compliant algorithm
S

Resolves an issue that prevents icons from
appearing on users' local computer taskbar during
streaming sessions in native application mode
Adds support for files shared by Microsoft
SharePoint to the OneDrive for Business persistent
storage connector

Works with these software components:
 Amazon SSM Agent — 2.3.1319.0

« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012 R2 only)
—4.9.4222.0
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01-04-2021 » Adds support for using a smart card for Windows

sign in to Active Directory-joined streaming
instances and in-session authentication for
streaming applications

» Works with these software components:
« Amazon SSM Agent — 2.3.1319.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012 R2 only)
—4.9.4222.0
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version
12-17-2020 « Resolves an issue that causes the application

settings persistence VHD file to not download to the
AppStream 2.0 fleet streaming instance

« Resolves an issue that causes local printer redirecti
on to stop working during AppStream 2.0 streaming
sessions. This issue might occur when Microsoft
KB4571694 is installed on the AppStream 2.0 image
builder or fleet streaming instance

» Resolves an issue that causes the Image Assistant
update-default-profile command line
interface (CLI) operation to return an error when
attempting to reference a local Microsoft Windows
user as the source for the default user profile

« Resolves an issue that prevents AppStream 2.0
fleet instances from provisioning when the system
cryptography is set to use FIPS-compliant algorithm
S

» Resolves an issue that prevents icons from
appearing on users' local computer taskbar during
streaming sessions in native application mode

» Adds support for files shared by Microsoft
SharePoint to the OneDrive for Business persistent
storage connector

» Works with these software components:
 Amazon SSM Agent — 2.3.1319.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012 R2 only)
—4.9.4222.0
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10-08-2020 + Resolves an issue that causes users to receive an

internal error notification when they connect to
AppStream 2.0 streaming sessions

» Resolves an issue that causes intermittent copy
and paste failures during AppStream 2.0 streaming
sessions

« Resolves an issue that causes application icons to
not appear on the taskbar during AppStream 2.0
streaming sessions in native application mode

« Resolves an issue that causes the application
catalog to appear empty when users reconnect to
AppStream 2.0 after an idle disconnect

« Improves the download speed between AppStream
2.0 home folders and AppStream 2.0 fleet instances

» Works with these software components:
« Amazon SSM Agent — 3.0.161.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012R2 only)
—4.9.4222.0
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09-01-2020 » Resolves an issue that causes Graphics Design

instances to not display the correct resolution

« Resolves an issue that causes a white screen when
using the AppStream 2.0 client in native application
mode to stream Microsoft Remote Desktop

» Resolves an issue that causes a streaming applicati
on to freeze when minimized. This issue occurs
when using the AppStream 2.0 client in native
application mode

» Works with these software components:
» Amazon SSM Agent — 2.3.1319.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012R2 only)
—4.9.4222.0

07-30-2020 » Adds support for printer redirection to the
AppStream 2.0 client for Windows

« Resolves an issue that causes file downloads for files
greater than 5 GB to stop, and then fail

» Improves clipboard performance when using
Microsoft Office 2016 plug-ins

» Works with these software components:
« Amazon SSM Agent — 2.3.1319.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012R2 only)
—4.9.4222.0
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05-27-2020 « Resolves an issue that prevents some applications

from being resized, moved, or maximized when
users stream in native application mode using the
AppStream 2.0 client for Windows

» Resolves an intermittent issue with downloadi
ng utility software. The issue may prevent image
builders and fleet instances from being provisioned

» Resolves an intermittent issue with certain language
settings that may prevent image builders and fleet
instances from being provisioned

» Works with these software components:
« Amazon SSM Agent — 2.3.701.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012R2 only)
—4.9.3519.0

04-20-2020 » Resolves an issue that causes streaming sessions to
fail when session scripts are run

» Improves performance when IAM roles are used
» Works with these software components:

« Amazon SSM Agent — 2.3.701.0

« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012R2 only)
—4.9.3519.0
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02-19-2020

01-13-2020

Changes

« Adds support for native application mode. For more
information, see Native Application Mode

» Adds support for the Desktop stream view

« Improves interprocess communication between
AppStream 2.0 components

» Resolves an issue that caused streaming instances to
fail to be provisioned

« Works with these software components:
» Amazon SSM Agent — 2.3.701.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012R2 only)
—4.9.3519.0

» For persistent storage with Google Drive for G Suite,
Team Drives have been renamed to Shared Drives

» Resolves an issue that causes slow provisioning for
streaming instances in Active Directory environme
nts that have many users

» Resolves an issue with accessing applications from
the application switcher when the fleet user is an
administrator

» Works with these software components:
« Amazon SSM Agent — 2.3.701.0
« Amazon WDDM Hook Driver — 1.0.0.56

» EC2Config service (Windows Server 2012R2 only)
—4.9.3519.0
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11-13-2019

10-08-2019

09-23-2019

Changes

« AppStream 2.0 assemblies are now signed, including
executables and installer packages

» Works with these software components:
« Amazon SSM Agent — 2.3.701.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.3519.0

» Modifies the AppStream 2.0 storage connector to no
longer bypass the system proxy server

» Works with these software components:
« Amazon SSM Agent — 2.3.701.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.3519.0

» Resolves an issue that occurs when launching
applications that start child processes

» Resolves an issue with directory traversal

» Resolves an issue that causes the AppStream 2.0
agent to stop functioning, which prevents interacti
on with applications

» Works with these software components:
« Amazon SSM Agent — 2.3.701.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.3519.0
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09-03-2019

08-08-2019

Changes

» Adds support for applying IAM roles to AppStream
2.0 streaming instances. For more information,
see Using an IAM Role to Grant Permissions to

Applications and Scripts Running on AppStream 2.0

Streaming Instances

» Adds support for specifying tags when creating
AppStream 2.0 images programmatically with a
command line interface

» Modifies the AppStream 2.0 storage connector to
bypass the system proxy server when mounting
storage

» Resolves an issue that prevented .lnk files from
being specified in Image Assistant

» Works with these software components:
« Amazon SSM Agent — 2.3.612.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.3429

» Adds support for AppStream 2.0 file system
redirection. For more information, see Enable File
System Redirection for Your AppStream 2.0 Users

» Adds support for three new locales: English-United
Kingdom (en-GB), English-Canada (en-CA), and
English-Australia (en-AU)

» Works with these software components:
« Amazon SSM Agent — 2.3.612.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.3429
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07-26-2019 » Adds support for creating and managing AppStream

2.0 images programmatically with a command line
interface. For more information, see Create Your
Amazon AppStream 2.0 Image Programmatically by

Using the Image Assistant CLI Operations.

» Image creation is no longer blocked when automatic
Windows updates are enabled on an image builder.
However, a message notifies administrators that
automatic Windows updates will be disabled on
the fleet in this case (that is, automatic Windows
updates won't be enabled on fleet instances).

» Disables Windows updates when a fleet instance
starts

« Users in the Administrators group are no longer
disabled when an image builder instance starts

« Users in the Administrators group are now disabled
rather than deleted when an image builder instance
starts

» Resolves an issue that prevents the streaming
resolution from resizing when network connections
change

« Resolves a race condition that prevents the
streaming resolution from resizing when application
settings persistence is enabled

» Works with these software components:
« Amazon SSM Agent — 2.3.612.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.3429

Agent Release Notes 110



Amazon AppStream 2.0

Administration Guide

Amazon AppStream 2.0 agent
version

06-19-2019

Changes

» Adds support for Windows Server 2016 and
Windows Server 2019 base images

» AppStream 2.0 session scripts are now terminated
after the configured timeout is exceeded

» Resolves an issue where streaming instances may
not be provisioned if the locale is changed

« Includes a change to block image creation when
automatic Windows updates are enabled on an
image builder

» Resolves an issue where streaming instances may
take a long time to stop if the storage connector
mount fails

« Works with these software components:
« Amazon SSM Agent — 2.3.612.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.3429
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05-07-2019

04-02-2019

Changes

» Adds support for subscribing to AppStream 2.0
usage reports. For more information, see AppStream
2.0 Usage Reports.

» Adds support for configuring the amount of time
that users can be idle (inactive) before they are
disconnected from their streaming session. For
more information, see "Create a Fleet" in Create an
Amazon AppStream 2.0 Fleet and Stack.

« Resolves an issue with using Amazon S3 buckets for
home folder and application settings persistence
with an Amazon S3 virtual private gateway

« Includes a change to block image creation when
automatic Windows updates are enabled on an
image builder

» Resolves an issue with persistent storage drives
(home folders, OneDrive, and Google Drive)
intermittently disappearing from the My Files
dialog box

» Works with these software components:
« Amazon SSM Agent — 2.3.542.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.3289

» Resolves an issue with session scripts and storage
connector mounting

» Resolves a minor issue with instance provisioning
» Works with these software components:

« Amazon SSM Agent — 2.3.344.0

« Amazon WDDM Hook Driver — 1.0.0.56

« EC2Config service — 4.9.3067
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03-07-2019

01-22-2019

Changes

» Adds support for gestures on touch-enabled iPads,
Android tablets, and Windows devices

» Resolves an issue with switching users in an image
builder instance

+ Resolves an intermittent issue with instance
reservations

» Works with these software components:
« Amazon SSM Agent — 2.3.344.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.3067

» Adds support for using on-instance session scripts
to run your own custom scripts when specific events
occur in users' streaming sessions

» Adds support for adding tags to the following
AppStream 2.0 resource types during resource
creation: image builders, images, fleets, and stacks

« Includes a fix removing storage connector log files
from the application settings persistence Virtual
Hard Disk (VHD) file

» Prevents image creation when the display language
is changed from English and the AWS Command
Line Interface (AWS CLI) version is earlier than
1.16.36. For more information, see "Special
Considerations for Japanese Language Settings"
in Configure Default Regional Settings for Your

AppStream 2.0 Users.

» Works with these software components:
« Amazon SSM Agent — 2.3.344.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.3067
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01-08-2019

12-19-2018

12-17-2018

Changes

» Improves the instance provisioning time for base
images dated 01-08-2019

» Works with these software components:
« Amazon SSM Agent — 2.3.344.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.3067

» Resolves an issue with dynamic applications not
being added to the application catalog

» Works with these software components:
« Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.2644

« The AppStream 2.0 client now supports a multiple-
monitor experience for streaming instances that use
a Graphics Design instance type

» Resolves an issue with the temporary drive being
visible on fleet instances that use a Graphics
Desktop or Memory Optimized instance type

» Works with these software components:
« Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.2644
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12-04-2018 » Adds support for using a Japanese keyboard with

web clients that run on Windows

» Adds support for using the AppStream 2.0 dynamic
application framework APIs to build a dynamic app
provider

» Resolves an issue with streaming the same session
concurrently on multiple tabs or browsers

« Includes a fix to make home folders, Google
Drive, and OneDrive read-only until mounting is
completed

« Improves the mount time for home folders that are
stored on fleet instances connected to an Amazon
S3 VPC endpoint

» Works with these software components:
« Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.2644

11-14-2018 « Adds support for launching streaming sessions using
the AppStream 2.0 Windows client

» Resolves an issue with opening applications that use
environment variables for the fleet user name

» Works with these software components:
» Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.2644
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10-30-2018

10-24-2018

10-01-2018

Changes

» Resolves an issue with mounting home folders that
are larger than 1 GB when application settings
persistence is enabled

» Resolves an issue with image creation when IPv6 is
disabled

» Session information is now provided as environment
variables within streaming instances

» Works with these software components:
» Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.2644

« Includes a fix to display more than 1,000 files in the
Amazon S3 home folders directory

« Works with these software components:
« Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.2644

» Improves the performance of application settings
persistence

« Includes a fix to unhide all drives on a fleet instance,
except Drive C and Drive D, during user streaming
sessions that are launched from the instance

» Resolves an issue with accessing minimized applicati
on subwindows from the application switcher

» Works with these software components:
+ Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.2644
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08-29-2018

07-26-2018

06-19-2018

Changes

» Adds support for application settings persistence

» Resolves an issue with copying and pasting large
amounts of data between applications within an
AppStream 2.0 streaming session

» Resolves an issue with accessing unresponsive
applications from the application switcher

» Works with these software components:
« Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.2644

« Adds support for OneDrive persistent storage

« Resolves an issue with saving Visio files to home
folders and Google Drive

» Works with these software components:
« Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.2644

» Resolves an issue with optimizing images for
application launch

» Works with these software components:
« Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
« EC2Config service — 4.9.2644
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06-06-2018

05-31-2018

05-21-2018

03-19-2018

Changes

» Adds support for regional settings and default
application and Windows settings

» Works with these software components:
» Amazon SSM Agent — 2.2.619.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.2644

» Adds support for Google Drive persistent storage
» Works with these software components:

» Amazon SSM Agent — 2.2.392.0

« Amazon WDDM Hook Driver — 1.0.0.56

« EC2Config service — 4.9.2586

» Adds support for administrative controls for data
transfer

» Adds support for the Safari browser on macOS X
» Works with these software components:

» Amazon SSM Agent — 2.2.392.0

« Amazon WDDM Hook Driver — 1.0.0.56

« EC2Config service — 4.9.2586

« Resolves an issue with minimizing the application
window in certain environments

« Works with these software components:
« Amazon SSM Agent — 2.2.160.0
« Amazon WDDM Hook Driver — 1.0.0.56
» EC2Config service — 4.9.2400.0
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01-24-2018

12-07-2017

Amazon Linux

Amazon AppStream 2.0 agent
version

03-24-2024

11-13-2023

06-11-2023

03-15-2023

Changes

» Resolves an issue with the Alt Graph key not
working on certain keyboard layouts

» Works with these software components:
« Amazon SSM Agent — 2.2.93.0
« Amazon WDDM Hook Driver — 1.0.0.50
» EC2Config service — 4.9.2262.0

« Resolves issues with using ALT key combinations

» Resolves an issue with file uploads from local
computers to streaming sessions

» Works with these software components:
« Amazon SSM Agent — 2.2.93.0
« Amazon WDDM Hook Driver — 1.0.0.21
« EC2Config service — 4.9.2218.0

Changes

« Fixed a bug that caused a black screen issue when
the environment variable DISPLAY isn't set correctly

« Updated Linux to version 2.0.20231020.1. For more
information, see Amazon Linux 2.0.20231020.1
release notes.

» No agent updates

« Improves webcam support

» Resolves an issue that prevents AppStream 2.0
fleet instances from provisioning when the system

Agent Release Notes
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Amazon AppStream 2.0 agent Changes
version

cryptography is set to use FIPS-compliant algorithm
s

09-21-2022 o Supports webcam
» Supports Image Assistant GUI

11-19-2021 » Resolves blank screen issues on small instance types
11-15-2021 « Supports Linux instances
Rocky Linux
Amazon AppStream 2.0 agent Changes
version
12-19-2024 « Supports Rocky Linux 8

Red Hat Enterprise Linux

Amazon AppStream 2.0 agent Changes
version
07-30-2024 » Supports Red Hat Enterprise Linux 8

Tutorial: Create a Custom AppStream 2.0 Image by Using the
AppStream 2.0 Console

This tutorial describes how to create AppStream 2.0 images that are based on Microsoft Windows
Server operating systems. If you want to create custom images that are based on the Amazon Linux
2, Rocky Linux, or Red Hat Enterprise Linux operating systems, see the section called “Tutorial:
Create a Custom Linux-Based Image".
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In this tutorial, you will learn how to create a custom Amazon AppStream 2.0 image that contains
applications you can stream to your users, and default application and Windows settings to enable
your users to get started with their applications quickly. To complete this tutorial, you must already
have an image builder. If you don't have an image builder, see Launch an Image Builder to Install

and Configure Streaming Applications.

/A Important

This tutorial includes information that applies to the latest base image release. For more
information, see AppStream 2.0 Base Image and Managed Image Update Release Notes.

Contents

» Step 1: Install Applications on the Image Builder

o Step 2: Create an AppStream 2.0 Application Catalog

» Step 3: Create Default Application and Windows Settings

» Step 4: Test Applications

» Step 5: Optimize Applications

» Step 6: Finish Creating Your Image

« Step 7 (Optional): Tag and Copy an Image

» Step 8: Clean Up

Step 1: Install Applications on the Image Builder

In this step, you connect an image builder and install your applications on the image builder.

/A Important

To complete this step, you must log into the image builder with the local Administrator
account or a domain account that has local administrator permissions. Do not rename or
delete the local built-in Administrator account. If you rename or delete this account, the
image builder will not start and image creation will fail.
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To install applications on the image builder
1. Connect to the image builder by doing either of the following:

» Use the AppStream 2.0 console (for web connections only)

» Create a streaming URL (for web or AppStream 2.0 client connections)

® Note

If the image builder that you want to connect to is joined to an Active Directory
domain and your organization requires smart card sign in, you must create a
streaming URL and use the AppStream 2.0 client for the connection. For information
about smart card sign in, see Smart Cards.

2. Install applications from an application website or other download source. Install the
applications you want before proceeding to the next step.

® Note

Download and install applications only from sites that you trust.

If an application requires the Windows operating system to restart, let it do so. Before the
operating system restarts, you are disconnected from your image builder. After the restart is
complete, connect to the image builder again, then finish installing the application.

Step 2: Create an AppStream 2.0 Application Catalog

In this step, create an AppStream 2.0 application catalog by specifying applications (.exe), batch
scripts (.bat), and application shortcuts (.[nk) for your image. For each application that you plan to
stream, you can specify the name, display name, executable file to launch, and icon to display. If
you choose an application shortcut, these values are prepopulated for you.

/A Important

To complete this step, you must be logged into the image builder with the local
Administrator account or a domain account that has local administrator permissions.
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To create an AppStream 2.0 application catalog

1. From the image builder desktop, open Image Assistant. Image Assistant guides you through
the image creation process.

N

Image
Ac=cistant

2. In 1. Add Apps, choose + Add App, and navigate to the location of the application, script, or
shortcut to add. Choose Open.

3. Inthe App Launch Settings dialog box, keep or change the default settings for Name, Display
Name, and Icon Path. Optionally, you can specify launch parameters (additional arguments
passed to the application when it is launched) and a working directory for the application.
When you're done, choose Save.

The Display Name and Icon Path settings determine how your application name and icon
appear in the application catalog. The catalog displays to users when they sign in to an
AppStream 2.0 streaming session.

4. Repeat steps 2 and 3 for each application in Image Assistant and confirm that the applications
appear on the Add Apps tab. When you're done, choose Next to continue using Image
Assistant to create your image.

Step 3: Create Default Application and Windows Settings

In this step, you create default application and Windows settings for your AppStream 2.0 users.
Doing this enables your users to get started with applications quickly during their AppStream 2.0
streaming sessions, without the need to create or configure these settings themselves.

/A Important

To complete this step, you must be logged into the image builder with the local Template
User account or a domain user account that does not have local administrator permissions.
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To create default application and Windows settings for your users

1. InImage Assistant, in 2. Configure Apps, choose Switch user. This disconnects you from the
current session and displays the login menu.

2. Do either of the following:
« If your image builder is not joined to an Active Directory domain, on the Local User tab,

choose Template User. This account enables you to create your default application and
Windows settings.

« If your image builder is joined to an Active Directory domain, choose Directory User, and log
in as a domain user that does not have local administrator permissions.

3. From the image builder desktop, open Image Assistant, which displays the applications that
you added when you created the application catalog.

Choose the application for which you want to create default application settings.
After the application opens, create these settings as needed.

When you're done, close the application, and return to Image Assistant.

N o v &

If you specified more than one application in Image Assistant, repeat steps 4 through 6 for
each application as needed.

8. If you want default Windows settings, create them now. When you're done, return to Image
Assistant.

9. Choose Switch user and log in with the same account that you used to create the application
catalog (an account that has local administrator permissions).

10. In Image Assistant, in 2. Configure Apps, do either of the following:

o If your image builder is not joined to an Active Directory domain, choose Save settings.

« If your image builder is joined to an Active Directory domain, in the Choose which user
settings to copy list, choose the same account that you used to log into the image builder
when you created the default application and Windows settings, then choose Save settings.

The Choose which settings to copy list displays any account that currently has settings
saved on the image builder.

11. When you're done, choose Next to continue creating your image.
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Step 4: Test Applications

In this step, verify that the applications you've added open correctly and perform as expected. To
do so, start a new Windows session as a user who has the same permissions as your users.

/A Important

To complete this step, you must log in to the image builder with the Test User account or a
domain account that does not have local administrator permissions.

To test your applications
1. InImage Assistant, in 3. Test, do either of the following:

« If your image builder is not joined to an Active Directory domain, choose Switch user.

« If your image builder is joined to an Active Directory domain, you require a domain account
to test your applications, and the user already has settings on the image builder, you must
reset the application settings for that user. To do so, select the user from the User to reset
list, and choose Reset. When you're done, choose Switch user.

(® Note

If your image builder is new and no users have settings on the image builder, the list
does not display any users.

2. Choose the user to use for testing by doing either of the following:

« If your image builder is not joined to an Active Directory domain, choose Test User. This
account enables you to test your applications by using the same policies and permissions as
your users.

« If your image builder is joined to an Active Directory domain, choose Directory User, specify
the credentials for a domain account that does not have local administrator permissions,
then choose Log in.

3. From the image builder desktop, open Image Assistant, which displays the applications that
you specified when you created the application catalog.

4. Choose the application that you want to test, to confirm that it opens correctly and that any
default application settings you created are applied.
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5. After the application opens, test it as needed. When you're done, close the application and
return to Image Assistant.

6. If you specified more than one application in Image Assistant, repeat steps 4 and 5 to test each
application as needed.

7. When you're done, choose Switch user, then do either of the following:
« If your image builder is not joined to an Active Directory domain, on the Local User tab,
choose Administrator.

« If your image builder is joined to an Active Directory domain and you logged in as a domain
user with local administrator permissions to specify applications in Image Assistant, log in as
that user.

8. Choose Next to continue creating your image.

Step 5: Optimize Applications

In this step, Image Assistant opens your applications one after another, identifies their launch
dependencies, and performs optimizations to ensure that applications launch quickly. These are
required steps that are performed on all applications in the list.

To optimize your applications

1. InImage Assistant, in 4. Optimize, choose Launch.

2. AppStream 2.0 automatically launches the first application in your list. When the application
completely starts, provide any required input to perform the first run experience for the
application. For example, a web browser may prompt you to import settings before it is
completely up and running.

3. After you complete the first run experience and verify that the application performs as
expected, choose Continue. If you added more than one application to your image, each
application opens automatically. Repeat this step for each application as needed, leaving all
applications running.

4. When you're done, the next tab in Image Assistant, 5. Configure Image, automatically displays.

Step 6: Finish Creating Your Image

In this step, choose an image name and finish creating your image.
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To create the image

1.

Type a unique image name, and an optional image display name and description. The image
name cannot begin with "Amazon," "AWS," or "AppStream."

You can also add one or more tags to the image. To do so, choose Add Tag, and type the key
and value for the tag. To add more tags, repeat this step. For more information, see Tagging
Your Amazon AppStream 2.0 Resources. When you're done, choose Next.

® Note

If you choose a base image that is published by AWS on or after December 7, 2017,
the option Always use the latest agent version appears, selected by default. We
recommend that you leave this option selected so that streaming instances that are
launched from the image always use the latest version of the agent. If you disable this
option, you can't enable it again after you finish creating the image. For information
about the latest release of the AppStream 2.0 agent, see AppStream 2.0 Agent Release
Notes.

In 6. Review, verify the image details. To make changes, choose Previous to navigate to the
appropriate Image Assistant tab, make your changes, and then proceed through the steps in
Image Assistant as needed.

After you finish reviewing the image details, choose Disconnect and Create Image.

The remote session disconnects within a few moments. When the Lost Connectivity message
appears, close the browser tab. While the image is created, the image builder status appears as
Snapshotting. You cannot connect to the image builder until this process finishes.

Return to the console and navigate to Images, Image Registry. Verify that your new image
appears in the list.

While your image is being created, the image status in the image registry of the console
appears as Pending and you cannot connect to it.

Choose the Refresh icon periodically to update the status. After your image is created, the
image status changes to Available and the image builder is automatically stopped.

To continue creating images, start the image builder and connect to it from the console, or
create a new image builder.
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® Note

After you create your image, you are responsible for maintaining updates for the Windows
operating system. To do so, you can use managed AppStream 2.0 image updates. You are
also responsible for maintaining updates for your applications and their dependencies. For
more information, see Keep Your Amazon AppStream 2.0 Image Up-to-Date.

To add other applications, update existing applications, or change image settings, you
must start and reconnect to the image builder that you used to create the image. Or, if you
deleted that image builder, launch a new image builder that is based on your image. Then,
make your changes and create a new image.

Step 7 (Optional): Tag and Copy an Image

You can add one or more tags to an image during image creation or after you create an image. You
can also copy the image within the same Region or to a new Region within the same Amazon Web
Services account. Copying a source image results in an identical but distinct destination image.
AWS does not copy any user-defined tags, however. Also, you can only copy custom images that
you create, not the base images that are provided by AWS.

(® Note

You can copy up to two images at the same time to a destination. If the destination to
which you are copying an image is at the image limit, you receive an error. To copy the
image in this case, you must first remove images from the destination. After the destination
is below the image quota (also referred to as limit), initiate the image copy from the source
Region. For more information, see Amazon AppStream 2.0 Service Quotas.

To add tags to an existing image

1. In the navigation pane, choose Images, Image Registry.
2. Inthe image list, select the image to which you want to add tags.

3. Choose Tags, choose Add/Edit Tags, choose Add Tag, specify the key and value for the tag,
and then choose Save.

For more information, see Tagging Your Amazon AppStream 2.0 Resources.

Step 7 (Optional): Tag and Copy an Image 128



Amazon AppStream 2.0 Administration Guide

To copy an image

Copying an image across geographically diverse regions enables you to stream applications from
multiple regions based on the same image. By streaming your applications in closer proximity to
your users, you can improve your users' experience streaming applications with AppStream 2.0.

1. Inthe navigation pane, choose Images, Image Registry.

2. Inthe image list, select the image that you want to copy.

3. Choose Actions, Copy.

4. In the Copy Image dialog box, specify the following information, and then choose Copy

Image:

« For Destination region, choose the region to which to copy the new image.
« For Name, specify a name that the image will have when it is copied to the destination.

» For Description (optional), specify a description that the image will have when it is copied to
the destination.

5. To check on the progress of the copy operation, return to the console and navigate to Images,
Image Registry. Use the navigation bar to switch to the destination region (if applicable), and
confirm that your new image appears in the list of images.

The new image first appears with a status of Copying in the image registry of your console.
After the image is successfully created, the status of the image changes to Available, which
means that you can use the image to launch a stack and stream your applications.

Step 8: Clean Up

Finally, stop your running image builders to free up resources and avoid unintended charges to
your account. We recommend stopping any unused, running image builders. For more information,
see AppStream 2.0 Pricing.

To stop a running image builder

1. In the navigation pane, choose Images, Image Builders, and select the running image builder
instance.

2. Choose Actions, Stop.
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Administer Your Amazon AppStream 2.0 Images

Available images are listed in the Image Registry in the AppStream 2.0 console, and categorized by
visibility as follows:

« Public — Base images that are owned and made available by AWS. Base images include the
latest Windows operating system and the AppStream 2.0 agent software. You can use these base
images to create new images that include your own applications. For information about the base
images released by AWS, see AppStream 2.0 Base Image and Managed Image Update Release

Notes.

« Private — Images that you create and own, and that you have not shared with other AWS
accounts.

« Shared with others — Images that you create and own, and that you have shared with one
or more AWS accounts in the same AWS Region. When you share an image with another AWS
account, you can specify whether the image can be used for an image builder (to create a new
image), for a fleet, or both.

« Shared with me — Images that are created and owned by another AWS account in the same
AWS Region, and that are shared with your AWS account. Depending on the permissions that the
owner provided when sharing the image with your account, you can use this image for image
builders, for fleets, or both.

Contents

» Delete a Private Image in Amazon AppStream 2.0

» Copy an Image That You Own to Another AWS Region in Amazon AppStream 2.0

« Share an Image That You Own With Another AWS Account in Amazon AppStream 2.0

« Stop Sharing an Image That You Own in Amazon AppStream 2.0

» Keep Your Amazon AppStream 2.0 Image Up-to-Date

« Windows Update and Antivirus Software on Amazon AppStream 2.0

» Programmatically Create a New Image in Amazon AppStream 2.0

Delete a Private Image in Amazon AppStream 2.0

You can delete your private images when you no longer need them. You can't delete an image that
is used by fleets or shared with other AWS accounts. To delete an image that is used by fleets or
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shared, you must first remove the image from any fleets and remove all image sharing permissions.
After you delete an image, you can't recover it.

To delete a private image

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.
2. Inthe navigation pane, choose Images, Image Registry.

3. Inthe image list, select the private image you want to delete.

4. Choose Actions, Delete, then choose Delete again.

The image is removed from the image registry and deleted.

Copy an Image That You Own to Another AWS Region in Amazon
AppStream 2.0

You can copy images that you own to another AWS Region. Using the same image across different
AWS Regions can help simplify global deployments of your applications on AppStream 2.0. By
deploying your applications in the AWS Regions that are geographically closest to your users, you
can help provide your users with a more responsive experience.

To copy an image that you own to another AWS Region

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. Inthe navigation pane, choose Images, Image Registry.

3. Inthe image list, select the image that you want to copy to another AWS Region.

4. Choose Actions, Copy.

5. In the Copy image dialog box, in Destination region, select the AWS Region that you want to
copy the image to.

6. Type a unique name and optionally, a description for the image in Destination region.

7. Choose Copy Image.

Copy an Image That You Own to Another Region 131


https://console.aws.amazon.com/appstream2
https://console.aws.amazon.com/appstream2

Amazon AppStream 2.0 Administration Guide

Share an Image That You Own With Another AWS Account in Amazon
AppStream 2.0

AppStream 2.0 images are a regional resource, so you can share an image that you own with other
AWS accounts within the same AWS Region. Doing so can be helpful in several different scenarios.
For example, if you separate your development and production resources by using different AWS
accounts, you can create an image by using your development account. Then you can share the
image with your production account. If your organization is an independent software vendor (ISV),
you can share optimized images with your customers. Optimized images that have the required
applications already installed and configured let your customers get started with your applications
quickly, so that they won't need to install and configure those applications themselves.

When you share an image with another AWS account, you specify whether the destination account
can use the image in a fleet or create new images by creating an image builder. You continue to
own images that you share. This way, you can add, change, or remove permissions as needed for
your shared images.

If you share an image with an account and grant the account fleet permissions, the shared image
can be used to create or update fleets in that account. If you remove these permissions later,

the account can no longer use the image. For fleets in the account that use the shared image,

the desired capacity is set to 0, which prevents new fleet instances from being created. Existing
sessions continue until the streaming session ends. For new fleet instances to be created, the fleet
in that account must be updated with a valid image.

If you share an image with an account and grant the account image builder permissions, the shared
image can be used to create image builders and images in that account. If you remove these
permissions later, image builders and images that were created from your image are not affected.

/A Important

After you share an image with an account, you can't control image builders or images in the
account that are created from your image. For this reason, grant image builder permissions
to an account only if you want to enable the account to make a copy of your image, and
retain access to the copy after you stop sharing your image.

To share an image that you own with another AWS account

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.
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In the navigation pane, choose Images, Image Registry.
In the image list, select the image that you want to share.
Choose Actions, Share.

In the Share image dialog box, choose Add account.

Type the 12-digit AWS account ID of the account that you want to share the image with, and
then select whether the account can do one or both of the following:

« Use the image to launch an image builder, if you want to create a new image.

« Use the image with a fleet.

To remove an account from the list of accounts that the image is shared with, in the row for
the account you want to remove, choose the X icon to the right of the Use for fleet option.

To share the image with more AWS accounts, repeat step 6 for each account that you want to
share the image with.

Choose Share Image.

To add or update image sharing permissions for an image that you own

ik W=

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream2.

In the navigation pane, choose Images, Image Registry.
In the image list, select the image that you want to change the permissions for.
Below the image list, choose the Permissions tab for the image you selected, then choose Edit.

In the Edit image permissions dialog box, select or clear one or both of the following image
sharing options as needed for one or more AWS accounts. If you clear both options for an
account, the image is no longer shared with that account.

» Use the image to launch an image builder, if you want to create a new image.

» Use the image with a fleet.

To remove an account from the list of accounts that the image is shared with, in the row for
the account you want to remove, choose the X icon to the right of the Use for fleet option.

To edit image sharing permissions for more AWS accounts, repeat step 5 for each account you
want to update permissions for.

Choose Update image sharing permissions.
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Stop Sharing an Image That You Own in Amazon AppStream 2.0

Follow these steps to stop sharing an image that you own with any other AWS account.
To stop sharing an image that you own with any other AWS account

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

In the navigation pane, choose Images, Image Registry.
In the image list, select the image that you want to change the permissions for.

Below the image list, choose the Permissions tab for the image you selected, then choose Edit.

ok W

In the Edit image permissions dialog box, in the row for all AWS accounts that the image is
shared with, choose the X icon to the right of the Use for fleet option.

6. Choose Update image sharing permissions.
Keep Your Amazon AppStream 2.0 Image Up-to-Date

You can keep your AppStream 2.0 image up-to-date by doing either of the following:

» Update an Image by Using Managed AppStream 2.0 Image Updates — This update method

provides the latest Windows operating system updates and driver updates, and the latest
AppStream 2.0 agent software.

» Update the AppStream 2.0 Agent Software by Using Managed AppStream 2.0 Agent Versions —

This update method provides the latest AppStream 2.0 agent software.

Update an Image by Using Managed AppStream 2.0 Image Updates

AppStream 2.0 provides an automated way to update your image with the latest Windows
operating system updates, driver updates, and AppStream 2.0 agent software. With managed
AppStream 2.0 image updates, you select the image that you want to update. AppStream 2.0
creates an image builder in the same AWS account and Region to install the updates and create
the new image. After the new image is created, you can test it on a pre-production fleet before
updating your production fleets or sharing the image with other AWS accounts.
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® Note

After your new image is created, you're responsible for maintaining updates for the
Windows operating system. To do so, you can continue using managed AppStream 2.0
image updates.

You are responsible for maintaining updates for the Amazon EC2 Windows Paravirtual (PV)
driver, ENA driver, and AWS NVMe driver. For more information about how to update the
drivers, see Manage device drivers for your EC2 instance.

You're also responsible for maintaining your applications and their dependencies. To add
other applications, update existing applications, or change image settings, you must start
and reconnect to the image builder that you used to create the image. Or, if you deleted
that image builder, launch a new image builder that is based on your image. Then, make
your changes and create a new image.

Prerequisites

The following are prerequisites and considerations for working with managed image updates.

» Make sure that your AppStream 2.0 account quotas (also referred to as limits) are sufficient to
support the creation of a new image builder and a new image. To request a quota increase, you
can use the Service Quotas console at https://console.aws.amazon.com/servicequotas/. For

information about default AppStream 2.0 quotas, see Amazon AppStream 2.0 Service Quotas.

« You must own the image that you update. You can't update an image that is shared with you.

« When AppStream 2.0 creates an image builder to install the latest Windows operating system
updates, driver updates, and AppStream 2.0 agent software, and creates the new image, you're
charged for the image builder instance while it's updating.

» Supported images must be created from a base image released on 2017-07-24T00:00:00Z or
later.

« English and Japanese are supported display languages. For more information, see Specify a
Default Display Language.

» Use the latest version of SSM Agent. For version information, see the section called “Base Image

and Managed Image Update Release Notes". For installation information, see Manually install

SSM Agent on EC2 instances for Windows Server.
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How to Update an Image by Using Managed AppStream 2.0 Image Updates

To update an AppStream 2.0 image with the latest patches, driver updates, and AppStream 2.0

agent software, perform the following steps.

1.
2.
3.

10.

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?2.

In the navigation pane, choose Images, Image Registry.

In the image list, choose the image that you want to update. Verify that the status of the
image is Available.

Choose Actions, Update.
In the Update image dialog box, do the following:

« For New image name, enter an image name that is unique within the AWS account and
Region. The image name can't begin with "Amazon," "AWS," or "AppStream."

» For New image display name, you can optionally enter a name to display for the image.
» For New image description, you can optionally provide a description for the image.

» For Tags, you can choose Add Tag, and type the key and value for the tag. To add more tags,
repeat this step. For more information, see Tagging Your Amazon AppStream 2.0 Resources.

Choose Update image.

If your current image is already up to date, a message notifies you.
In the navigation pane, choose Images, and then choose Image Builder.

In the list of image builders, verify that a new image builder appears in the Updating state.
The name of the image builder includes a random 10-digit suffix.

The image builder is the smallest size in the instance family that you chose for the new image
in step 5. No subnet is specified because the image builder is not attached to your virtual
private cloud (VPC).

Choose Image Registry and verify that your new image appears in the list.

While your image is being created, the image status in the image registry of the console
appears as Creating.

After your image is created, AppStream 2.0 performs a qualification process to verify that the
image works as expected.

During this time, the image builder, which is also used for this process, appears in the Image
Builder list with a status of Pending Qualification.
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11. After the qualification process successfully completes, a Success message appears at the top of
the console and the image status in the image registry appears as Available.

In addition, the image builder that AppStream 2.0 created is deleted automatically.

(® Note

Depending on the volume of Windows operating system updates, it might take several
hours for an image update to complete. If an issue prevents the image from being
updated, a red icon with an exclamation point appears next to the image name,

and the image status in the image registry appears as Failed. If this occurs, select

the image, choose the Notifications tab, and review any error notifications. For

more information, see the information in the Image Internal Service section of the
documentation for troubleshooting notification codes.

If the qualification process is not successful, the image builder that AppStream 2.0
created is still deleted automatically.

12. After AppStream 2.0 creates the new image, test the image on a pre-production fleet. After
you verify that your applications work as expected, update your production fleet with the new
image.

Update the AppStream 2.0 Agent Software by Using Managed AppStream 2.0
Agent Versions

AppStream 2.0 provides an automated way to update your image builder with newer AppStream
2.0 agent software. Doing so enables you to create a new image whenever a new version of the
agent is released. You can then test the image before updating your production fleets. For more
information about how to manage the AppStream 2.0 agent software, see Manage AppStream 2.0

Agent Versions.

(® Note

You're responsible for installing and maintaining the updates for the Windows operating
system, your applications, and their dependencies.

To keep your AppStream 2.0 image updated with the latest Windows operating system updates, do
one of the following:
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« Install your applications on the latest base image each time a new image is released.

« Install the updates for the Windows operating system, your applications, and their dependencies
on an existing image builder.

« Install the updates for the Windows operating system, your applications, and their dependencies
on a new image builder from an existing image.

After you create a new image with the latest Windows operating system, applications and their
dependencies, and the AppStream 2.0 agent software, test the image on a development fleet.
After you verify that your applications work as expected, update your production fleet with the
new image.

Windows Update and Antivirus Software on Amazon AppStream 2.0

AppStream 2.0 streaming instances are non-persistent. When a user streaming session ends,
AppStream 2.0 terminates the instance used by the session and, depending on your scaling
policies, provisions a new instance to replace it in your fleet. All fleet instances are provisioned
from the same image. Because images cannot be changed once created, all fleet instances used

in user streaming sessions have only the Windows and application updates that were installed

on the underlying image when the image was created. In addition, because a fleet instance used
for a streaming session terminates at the end of the session, any updates made to Windows or to
applications on the instance during the streaming session will not persist to future sessions by the
same user or other users.

® Note

If you enabled application settings persistence for your stack, AppStream 2.0 persists
Windows and application configuration changes made by a user to future sessions for the
same user if those configuration changes are stored in the user's Windows profile. However,
the application settings persistence feature persists only Windows and application
configuration settings. It does not persist software updates to Windows or applications on
the streaming instance.

For these reasons, AppStream 2.0 takes the following approach to Windows Update and antivirus
software on AppStream 2.0 instances.
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Windows Update

Windows Update is not enabled by default on AppStream 2.0 base images. If you enable Windows
Update on an image builder and then try to create an image, Image Assistant displays a warning
and disables Windows Update during the image creation process. To ensure that your fleet
instances have the latest Windows updates installed, we recommend that you install Windows
updates on your image builder, create a new image, and update your fleet with the new image on a
regular basis.

Antivirus Software

If you choose to install antivirus software on your image, we recommend that you do not enable
automatic updates for the antivirus software. Otherwise, the antivirus software may attempt to
update itself with the latest definition files or other updates during user sessions. This may affect
performance. In addition, any updates made to the antivirus software will not persist beyond the
current user session. To ensure that your fleet instances always have the latest antivirus updates,
we recommend that you do either of the following:

« Update your image builder and create a new image on a regular basis (for example, by using the
Image Assistant CLI operations).

« Use an antivirus application that delegates scanning or other operations to an always-up-to-date
external server.

® Note

Even if you do not enable automatic updates for your antivirus software, the antivirus
software may perform hard drive scans or other operations that may impact the
performance of your fleet instances during user sessions.

AppStream 2.0 Windows Server 2012 R2 base images do not include any antivirus software. On
AppStream 2.0 Windows Server 2016 and Windows Server 2019 base images published on or after
September 10, 2019, Windows Defender is not enabled by default. On AppStream 2.0 Windows
Server 2016 and Windows Server 2019 base images published on June 24, 2019, Windows
Defender is enabled by default.
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To enable Windows Defender manually

If Windows Defender is not enabled on your base image, you can enable it manually. To do so,
complete the following steps.

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. Inthe left navigation pane, choose Images, Image Builder.

3. Choose the image builder on which to enable Windows Defender, verify that it is in the
Running state, and choose Connect.

4. Login to the image builder with the local Administrator account or with a domain account
that has local administrator permissions.

5. Open Registry Editor.

6. Navigate to the following location in the registry: HKLM\SOFTWARE\Policies\Microsoft
\Windows Defender\DisableAntiSpyware.

7. To edit this registry key, double-click it, or right-click the registry key, and choose Modify.
8. Inthe Edit DWORD (32-bit) Value dialog box, in Value data, change 1 to 0.

9. Choose OK.

10. Close Registry Editor.

11. Open the Microsoft Management Console (MMC) Services snap-in (services.msc).

12. In the list of services, do one of the following.

If you are using Microsoft Windows Server 2022, do either of the following:

» Right-click Microsoft Defender Antivirus Service, and choose Start.

» Double-click Microsoft Defender Antivirus Service, choose Start in the properties dialog
box, and then choose OK.

If you are using Microsoft Windows Server 2019 or 2016, do either of the following:

» Right-click Windows Defender Antivirus Service, and choose Start.

» Double-click Windows Defender Antivirus Service, choose Start in the properties dialog
box, and then choose OK.

13. Close the Services snap-in.

Windows Update and Antivirus Software 140


https://console.aws.amazon.com/appstream2

Amazon AppStream 2.0 Administration Guide

Programmatically Create a New Image in Amazon AppStream 2.0

You can create AppStream 2.0 images programmatically by connecting to an image builder and
using the Image Assistant command line interface (CLI) operations. For more information, see
Create Your Amazon AppStream 2.0 Image Programmatically by Using the Image Assistant CLI

Operations.

Create Your Amazon AppStream 2.0 Image Programmatically
by Using the Image Assistant CLI Operations

You can create Amazon AppStream 2.0 images by connecting to an image builder and using the
Image Assistant graphical user interface (GUI) or command line interface (CLI) operations. The
Image Assistant CLI operations provide functionality that is similar to the Image Assistant GUI.
With these operations, you can programmatically do the following:

« Manage the applications that are included in an image.

» Save, update, and reset default application settings.

« Enable or disable the AppStream 2.0 dynamic application framework.
« Specify tags.

o Create an image.

You can use these operations to integrate AppStream 2.0 image creation with your continuous
integration or deployment software development process.

To work with the Image Assistant CLI operations, use the command line shell of your choice on an
image builder. For example, you can use the Windows command prompt or PowerShell.

(@ Note

The image builder must use a version of the AppStream 2.0 agent that is released on or
after July 26, 2019. If you don't have an image builder, you must create one. For more
information, see Launch an Image Builder to Install and Configure Streaming Applications.

Contents

» Creating Default Application and Windows Settings with the Image Assistant CLI operations
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« Optimizing the Launch Performance of Your Applications with the Image Assistant CLI

Operations
o Process Overview for Programmatically Creating an Amazon AppStream 2.0 Image

» Image Assistant CLI Operations for Creating and Managing Your Amazon AppStream 2.0 Image

Creating Default Application and Windows Settings with the Image
Assistant CLI operations

You can create default application and Windows settings so that your users can get started with
their applications quickly. When you create these settings, AppStream 2.0 replaces the Windows
default user profile with the profile that you configure. The Windows default user profile is then
used to create the initial settings for users in the fleet instance. If you create these settings by
using the Image Assistant CLI operations, your application installer, or the automation, should
modify the Windows default user profile directly.

To overwrite the Windows default user profile with that of another Windows user, you can also use
the Image Assistant update-default-profile CLI operation.

For more information about configuring default application and Windows settings, see Creating
Default Application and Windows Settings for Your AppStream 2.0 Users in Default Application and

Windows Settings and Application Launch Performance in Amazon AppStream 2.0.

Optimizing the Launch Performance of Your Applications with the
Image Assistant CLI Operations

AppStream 2.0 lets you optimize the launch performance of your applications for your users’
streaming sessions. When you do so by using the Image Assistant CLI operations, you can specify
the files to optimize for your application launch. Adding files to the application optimization
manifest reduces the time that it takes for the application to launch for the first time on a new
fleet instance. However, this also increases the time that it takes for the fleet instances to be made
available to users. The optimization manifest is a line-delimited text file that is per application.

(® Note

If you onboard application optimization manifests by using both the Image Assistant CLI
operations and the Image Assistant GUI, the manifests are merged.
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Following is an example of an application optimization manifest file:

:\Program Files (x86)\Notepad++\autoCompletion
:\Program Files (x86)\Notepad++\localization
:\Program Files (x86)\Notepad++\plugins
:\Program Files (x86)\Notepad++\themes

:\Program Files (x86)\Notepad++\updater
:\Program Files (x86)\Notepad++\userDefinelLangs
:\Program Files (x86)\Notepad++\change.log
:\Program Files (x86)\Notepad++\config.xml
:\Program Files (x86)\Notepad++\contextMenu.xml
:\Program Files (x86)\Notepad++\doLocalConf.xml
:\Program Files (x86)\Notepad++\functionList.xml
:\Program Files (x86)\Notepad++\langs.model.xml
:\Program Files (x86)\Notepad++\license.txt
:\Program Files (x86)\Notepad++\notepad++.exe
:\Program Files (x86)\Notepad++\readme.txt
:\Program Files (x86)\Notepad++\ScilLexer.dll
:\Program Files (x86)\Notepad++\shortcuts.xml
:\Program Files (x86)\Notepad++\stylers.model.xml

O O O O 0O 0O 00000000 000N

For more information about optimizing the launch performance of your applications, see
Optimizing the Launch Performance of Your Applications in Default Application and Windows

Settings and Application Launch Performance in Amazon AppStream 2.0.

Process Overview for Programmatically Creating an Amazon
AppStream 2.0 Image

You can use the Image Assistant CLI operations with your application installation automation
to create a fully programmatic AppStream 2.0 image creation workflow. After your application
installation automation completes, but before the image is created, use the Image Assistant CLI
operations to specify the following:

» The executable files that your users can launch
« The optimization manifests for your applications

o Other AppStream 2.0 image metadata

The following high-level overview describes the process for programmatically creating an
AppStream 2.0 image.
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1. Use your application installation automation to install the required applications on your
image builder. This installation may include applications that your users will launch, any
dependencies, and background applications.

2. Determine the files and folders to optimize.

3. If applicable, use the Image Assistant add-application CLI operation to specify the
application metadata and optimization manifest for the AppStream 2.0 image.

4. To specify additional applications for the AppStream 2.0 image, repeat steps 1 through 3 for
each application as needed.

5. If applicable, use the Image Assistant update-default-profile CLI operation to overwrite
the default Windows profile and create default application and Windows settings for your
users.

6. Use the Image Assistant create-image CLI operation to create the image.

Image Assistant CLI Operations for Creating and Managing Your
Amazon AppStream 2.0 Image

This section describes the Image Assistant CLI operations that you can use to create and manage
your AppStream 2.0 image.

On Windows image builders, the executable file that includes the command line interface is
located at: C:\Program Files\Amazon\Photon\ConsolelmageBuilder\Image-Assistant.exe. For your
convenience, this executable file is included in the Windows PATH variable. This lets you call the
Image Assistant CLI operations without specifying the absolute path to the executable file. To call
these operations, type the image-assistant.exe command.

On Linux image builders, the image assistant tool is located at /usr/local/appstream/image-
assistant/AppStreamlmageAssistant, with a symbolic link at /bin/AppStreamlmageAssistant.

help operation

Retrieves a list of all Image Assistant CLI operations. For each operation in the list, a description
and usage syntax is provided. To display help for a specific operation, type the name of the
operation and specify the --help parameter. For example:

add-application --help

Synopsis
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help

Output
Prints to standard out the list of available operations with a description of their function.
add-application operation

Adds the application to the application list for AppStream 2.0 users. Applications in this list are
included in the application catalog. The application catalog displays to users when they sign in to
an AppStream 2.0 streaming session.

(® Note

If you need to make changes to an application configuration, remove the application and
add the application with the updated settings.

Synopsis

add-application

--name <value>

--absolute-app-path <value>
[--display-name <value>]
[--absolute-icon-path <value>]
[--working-directory <value>]
[--launch-parameters <""-escaped value>]
[--absolute-manifest-path <value>]

Options
- -name (string)

A unique name for the application. The maximum length is 256 characters. You can add up to
50 applications. You cannot use whitespace characters.

--absolute-app-path (string)

The absolute path to the executable file, batch file, or script for the application. The path must
point to a valid file.

Image Assistant CLI Operations 145



Amazon AppStream 2.0

Administration Guide

--display-name (string)

The name to display for the application in the application catalog. If you don't specify a display
name, AppStream 2.0 creates a name that is derived from the executable file name. The name
is created without the file extension and with underscores in place of spaces. The maximum

length is 256 characters.

--absolute-icon-path (string)

The absolute path to the icon for the application. The path must point to a valid icon file that
is one of the following types: .jpg, .png, or .bmp. The maximum dimensions are: 256 px x 256
px. If you don't specify a path, the default icon for the executable file is used, if available. If a
default icon is not available for the executable file, a default AppStream 2.0 application icon is

used.

--working-directory (string)

The initial working directory for the application when the application is launched.

--absolute-manifest-path (string)

The path to a new line-delimited text file. The file specifies the absolute paths of the files to
optimize before the fleet instance is made available to a user for streaming. The path must

point to a valid text file.

Message output

Exit code Message printed to
standard out

0 {"status": 0, "message":
"Success"}
1 {"status": 1, "message":

"Administrator privilege
s are required to
perform this operation

"}

1 {"status": 1, "message"
: "Unable to add more

Description

The application was added successfully.

Administrator privileges are required to complete
the operation.

The application could not be added because the
maximum number of applications that can be
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Exit code

255

Message printed to
standard out

than 50 apps to the
catalog."}

{"status": 1, "message":
"Name is not unique"}

{"status": 1, "message"
: "File not found
(absolute-app-path)"}

{"status": 1, "message"
: "Unsupported file
extension"}

{"status": 1, "message"
: "Directory not found
(working-directory)"

{"status": 1, "message":
"Optimization-manifest
not found: <filename>"}

{"status": 1, "message"
: "File not found:
<filename>"}

{"status": 255,
"message": <error
message>}

remove-application operation

Description

added to the AppStream 2.0 application catalog is
50.

An application with that name already exists in the
AppStream 2.0 application catalog.

The file that was specified for absolute-app-
path could not be found.

The Absolute-app-path parameter only
supports the following file types: .exe and .bat.

The directory that was specified for working-d
irectory could not be found.

The file that was specified for optimization-
manifest could not be found.

A file that was specified within the optimization
manifest could not be found.

An unexpected error occurred. Try the request
again. If the error persists, contact AWS Support
for assistance. For more information, see AWS
Support Center.

Removes an application from the application list for the AppStream 2.0 image. The application
is not uninstalled or modified, but users will not be able to launch it from the AppStream 2.0

application catalog.
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Synopsis

remove-application
--name <value>

Options
- -name (string)

The unique identifier of the application to remove.

Message output

Exit code Message printed to Description
standard out

0 {"status": 0, "message": The application was removed successfully.
"Success"}
1 {"status": 1, "message": Administrator privileges are required to complete

"Administrator privilege  the operation.
s are required to
perform this operation

II}
1 {"status": 1, "message": The application that was specified could not be
"App not found"} found in the AppStream 2.0 application catalog.
255 {"status": 255, An unexpected error occurred. Try the request
"message": <error again. If the error persists, contact AWS Support
message>} for assistance. For more information, see AWS

Support Center.

list-applications operation

Lists all of the applications that are specified in the application catalog.

Synopsis
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list-applications

Message output

Exit code Message printed to Description
standard out

0 {"status": 0, "message" List of applications in the AppStream 2.0 applicati
: "Success", "applicat on catalog.
ions": [ {..app1..},
{..app2..}1}

255 {"status": 255, An unexpected error occurred. Try the request
"message": <error again. If the error persists, contact AWS Support
message>} for assistance. For more information, see AWS

Support Center.

update-default-profile operation
Copies the specified Windows user’s profile to the Windows default user profile. New users who

stream inherit the settings stored in the specified profile.

(® Note

This operation is not supported by the Linux image assistant CLI tool.

Synopsis

update-default-profile
[--profile <value>]

Options
--profile (string)

The name of the user whose Windows profile will be copied to the Windows default user profile.
Use the following format for the name:
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"<domain>\<username>"

If your image builder isn't joined to a Microsoft Active Directory domain, enter a period "." for

the domain. If you don't specify a user, the AppStream 2.0 Template User account is used.

Message output

Exit code

255

Message printed to
standard out

{"status": 0, "message":
"Success"}

{"status": 1, "message":
"Administrator privilege
s are required to
perform this operation

"}

{"status": 1, "message"
: "Unable to copy file
or folder: <path>.
<reason>"}

{"status": 1, "message":

"Cannot copy a domain
user when not joined to
a domain""}

{"status": 255,
"message": <error
message>}

reset-user-profile operation

Description

The user settings were successfully copied to the
default Windows profile.

Administrator privileges are required to complete
the operation.

The user settings could not be copied because a
file or folder was unavailable.

A Microsoft Active Directory domain user was
specified, but the image builder is not joined to an
Active Directory domain.

An unexpected error occurred. Try the request
again. If the error persists, contact AWS Support
for assistance. For more information, see AWS
Support Center.

Deletes the Windows user profile for the specified user.
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® Note

This operation is not supported by the Linux image assistant CLI tool.

Synopsis

reset-user-profile
[--profile <value>]

Options
--profile (string)

The name of the Windows user whose Windows profile will be deleted. Use the following
format for the name:

"<domain>\<username>"

If your image builder isn't joined to a Microsoft Active Directory domain, enter a period "." for
the domain.

Message output

Exit code Message printed to Description
standard out

0 {"status": 0, "message": The specified user settings were deleted successfu
"Success"} y.
1 {"status": 1, "message": Administrator privileges are required to complete

"Administrator privilege  the operation.
s are required to
perform this operation

"}

1 {"status": 1, "message" The user settings could not be reset because a file
: "Unable to copy file or folder was unavailable.
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Exit code

255

Message printed to
standard out

or folder: <path>.
<reason>"}

{"status": 1, "message":

"Cannot copy a domain
user when not joined to
a domain""}

{"status": 255,
"message": <error
message>}

create-image operation

Description

A Microsoft Active Directory domain user was
specified, but the image builder is not joined to an
Active Directory domain.

An unexpected error occurred. Try the request
again. If the error persists, contact AWS Support
for assistance. For more information, see AWS
Support Center.

Starts the image creation workflow, resulting in an AppStream 2.0 image that can be used for
AppStream 2.0 fleets.

Synopsis

create-image

--name <value>

[--description <value>]
[--display-name <value>]
[--enable-dynamic-app-catalog] | [--no-enable-dynamic-app-catalog]
[--use-latest-agent-version] | [--no-use-latest-agent-version]

[--tags <value>]

[--dry-zun]

Options

- -name (string)

The name for the AppStream 2.0 image. The name must be unique within the Amazon Web

Services account and AWS Region. The maximum length is 100 characters. Allowed characters

are:
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a-z, A-Z, 0-9, underscores (_), hyphens (-), and periods (.)
The image name cannot start with any of the following prefixes: 'aws', 'appstream’, and

'amazon’. These prefixes are reserved for AWS use.

--description (string)

The description to display for the image. The maximum length is 256 characters.

--display-name (string)

The name to display for the image. The maximum length is 256 characters.

--enable-dynamic-app-catalog| --no-enable-dynamic-app-catalog

Enables or disables support for the AppStream 2.0 dynamic application framework. If you don't
specify either parameter, support for the dynamic application framework is not enabled.

The dynamic application framework provides operations within an AppStream 2.0 streaming
instance that you can use to build a dynamic app provider. Dynamic app providers can use
these operations to modify the catalog of applications that your users can access in real time.
For more information, see Use the AppStream 2.0 Dynamic Application Framework to Build a
Dynamic App Provider.

--use-latest-agent-version| --no-use-latest-agent-version

Specifies whether to pin the image to the version of the AppStream 2.0 agent that is currently
installed, or to always use the latest agent version. If you don't specify either parameter, the
image is pinned to the version of the AppStream 2.0 agent that is currently installed. For more
information, see Manage AppStream 2.0 Agent Versions.

--tags (string)
The tags to associate with the image. A tag is a key-value pair. Use the following format:

--tags "mykey" "myval" "mykey2" "myval2"

For more information about tags, see Tagging Your Amazon AppStream 2.0 Resources.

--dry-run (string)

Performs validation without creating the image. Use this command to identify whether your
image has any issues before you create it.
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Message output

Exit code Message printed to Description
standard out

0 {"status": 0, "message": The workflow to create the image was initiated
"Success"} successfully.
1 {"status": 1, "message": Administrator privileges are required to complete

"Administrator privilege  the operation.
s are required to
perform this operation

II}
1 {"status": 1, "message" An image with the specified name already exists in
: "An image with the the Amazon Web Services account.
given name already
exists"}
1 {"status": 1, "message": The specified tags are not valid.

"Invalid value (tags)"}

255 {"status": 255, An unexpected error occurred. Try the request
"message": <error again. If the error persists, contact AWS Support
message>} for assistance. For more information, see AWS

Support Center.

Create Your Linux-Based Images

You can create Linux-based Amazon AppStream 2.0 images by connecting to a Linux image
builder, installing the applications you need, creating default application settings and environment
variables, and using a command line interface (CLI) tool or Image Assistant (GUI) tool to add these
applications to the application catalog. To open the GUI tool, search for Image Assistant in the list
of applications.

Contents

» Creating Default Application Settings for Your Users
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» Creating Default Environment Variables for Your Linux Users

« Optimizing the Launch Performance of Your Linux Applications

« Creating Session Scripts

» Using the Image Assistant CLI Tool for Linux

« Enabling and Disabling Webcam Support

« Enabling and Disabling Heavy File Sync Mode for Home Folders

o Tutorial: Create a Custom Linux-Based AppStream 2.0 Image

« Tutorial: Enable Japanese Support for Your Linux Images

Creating Default Application Settings for Your Users

Follow these steps to create default application settings for your users.

Contents

« Step 1: Install Linux Applications on the Image Builder

o Step 2: Create a TemplateUser Account

» Step 3: Create Default Application Settings

» Step 4: Save Default Application Settings

» Step 5: Test Default Application Settings (optional)

» Step 6: Clean Up

Step 1: Install Linux Applications on the Image Builder

In this step, you connect a Linux image builder and install your applications on the image builder.
To install applications on the image builder
1. Connect to the image builder by doing either of the following:

o Use the AppStream 2.0 console (for web connections only)

« Create a streaming URL (for web or AppStream 2.0 client connections)
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® Note

You will be logged in as an ImageBuilderAdmin user to the Amazon Linux GNOME
desktop and have root admin privileges.

2. Install the applications that you need. For example, to install a Chromium browser from a
public yum repo, first open the Terminal application, then run the following command:

[ImageBuilderAdmin]$ sudo yum update && sudo yum install chromium.x86_64

Step 2: Create a TemplateUser Account

In this step, you create a TemplateUser account, which creates default application settings for your
streaming users.

To create a TemplateUser Account

1. Create a TemplateUser account that has no root permissions. For example, in a Terminal
window, run the following commands to create TemplateUser on the image builder:

[ImageBuilderAdmin]$ sudo useradd -m TemplateUser

[ImageBuilderAdmin]$ echo -e '<password>\n<password>\n'| sudo passwd TemplateUser

2. Switch to the TemplateUser account:

[ImageBuilderAdmin]$ su - TemplateUser

Step 3: Create Default Application Settings

In this step, you create default application settings for your AppStream 2.0 users. Doing this
enables your users to get started with applications quickly during their AppStream 2.0 streaming
sessions, without the need to create or configure these settings themselves.

To create default application settings for your users

1. Launch the application that you want to create the default settings for. For example, in a
Terminal window, run following command to launch Chromium browser:

[TemplateUser]$ chromium-browser
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2. Configure the settings of the application. For example, set the home page of the Chromium
browser as https://aws.amazon.com.

3. Close the applications.

4. Logout:

[TemplateUser]$ logout

Step 4: Save Default Application Settings

In this step, you copy the default application settings you added to the /etc/skel/ directory, and
make them available to your streaming users.

To save default application settings

*  Run the following command in a Terminal window to copy the default application settings for
your streaming users:

[ImageBuilderAdmin]$ sudo cp -r -f /home/TemplateUser/. /etc/skel

Step 5: Test Default Application Settings (optional)

In this step, verify that the applications you've added run correctly, and the default application
settings work as expected.

To test your applications and default settings on an image builder

1. Create a test user that has no root permissions. For example, in a Terminal window, run the
following commands to create test-user on the image builder:

[ImageBuilderAdmin]$ sudo useradd -m test-user

[ImageBuilderAdmin]$ echo -e 'password>\n<password>\n'| sudo passwd test-user

2. Switch to the test user:

[ImageBuilderAdmin]$ su - test-user

3. Launch the application (e.g., Chromium) as the test user:

[test-user]$ /usr/bin/chromium-browser
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4. Verify that the default settings are available for the test user (e.g., the Chromium home page is
https://aws.amazon.com/).

5. Log out:

[test-user]$ logout

Step 6: Clean Up
Finally, your last step is to clean up.
To clean up
1. Delete TemplateUser:
[ImageBuilderAdmin]$ sudo killall -u TemplateUser

[ImageBuilderAdmin]$ sudo userdel -r TemplateUser

2. Delete test-user (not required if you skipped step 5):
[ImageBuilderAdmin]$ sudo killall -u test-user

ImageBuilderAdmin]$ sudo userdel -r test-user

Creating Default Environment Variables for Your Linux Users

You can create environment variables on a Linux Image Builder instance. Creating environment
variables makes them available on streaming instances created from that image.

(® Note

On Linux fleet instances, environment variables set using the Image Assistant (GUI) tool
and the default system environment variables are exported through the /etc/profile.d/
appstream_system_vars.sh script. To access these environment variables, you must
explicitly source the /etc/profile.d/appstream_system_vars.sh script in your applications.

To create environment variables for your users

1. If the folder /etc/profile doesn't exist, run the following command to create it:
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[ImageBuilderAdmin]$ sudo mkdir -p /etc/profile.d

2. To create a new shell script file (for example, my-environment.sh) in this folder, run the
following command:

[ImageBuilderAdmin]$ vim my-environment.sh

3. Onfirst line of the script file, add the following content:

#!/bin/sh

4. For each subsequent line, add an export command to set the environment variables for your
image. The following example adds $HOME /bin to the PATH variable:

export PATH="$HOME/bin:$PATH"

5. Press the Esc key to return to command mode in vim, then run the following command to save
your script and exit vim:
X

6. Run the following command to allow the script to run as a program:

[ImageBuilderAdmin]$ chmod +x my-environment.sh

Optimizing the Launch Performance of Your Linux Applications

If you are using the Image Assistant GUI tool, the tool optimizes launch performance for your
applications automatically.

If you are using the Image Assistant CLI, use the following steps to optimize launch performance
manually. When you create and add files to an application optimization manifest, the application
will launch faster when first started on a new fleet instance. However, this also increases the time
that it takes for the fleet instances to be made available to users. The optimization manifest is one
line-delimited text file for every application.

You can create a manifest file (such as <your-app>-manifest.txt) either manually or by following
with the steps below.

To create a manifest file

1. Make sure that the application that you are trying to optimize is launched and running.

2. From a terminal in the Linux image builder, run the following command:
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ps -ef | grep <application-process-name>

3. Search for the smallest PID number from the last step's output. This is the PID for the root
parent process of the application.

4. Keep the application running and make sure to use the initial components required by your
users. This ensures that these components are captured by the optimization process.

5. Create a script file (e.g., ~/getfilestool. sh) with the following content:

#!/bin/bash

## usage getfilestool.sh $pid

lsof -p $(pstree -p $1 | grep -o '([0-9]\+)' | grep -o '[0-9]\+' | tr '\@12' ,)]|
grep REG | sed -n '1!p' | awk '{print $9}'|awk 'NF'

6. Make sure that the file can be run with the following command:

[ImageBuilderAdmin]$ chmod u+x ~/getfilestool.sh

7. Run the following command to capture all of the running files from the root parent process
found in step 3, and save it to a temporary manifest file.

[ImageBuilderAdmin]$ sudo ~/getfilestool.sh <root-parent-pid> > [tmp/<your-app>-
manifest.txt

8. Verify the content of the optimization manifest, which is a line-delimited text file for every
application.

You can specify the optimization manifest on a per-application basis by using the Image Assistant
command line interface (CLI) tool. For more information, see the section called “Using the Image
Assistant CLI Tool for Linux".

Creating Session Scripts

AppStream 2.0 provides on-instance session scripts on both Windows- and Linux-based streaming
instances. For more information about session scripts, see the section called “Session Scripts to

Manage Your Users' Streaming Experience”.

Session scripts are specified within an AppStream 2.0 image. To locate the session scripts
configuration file on a Linux instance, navigate to /opt/appstream/SessionScripts/
config. json. The following code is a sample config. json file that specifies a session start
script named “test-session-start” and a session end script named “test-session-stop”
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together with their runtime parameters. Make sure that the scripts referenced in config. json
have run permissions and a command interpreter is defined (for example, #!/bin/bash).

{
"SessionStart": {
"Executables": [
{
"Context": "system",
"Filename": "/opt/appstream/SessionScripts/test-session-start",
"Arguments": "argl",
"S3LogEnabled": true
}
1,
"WaitingTime": 30
},
"SessionTermination": {
"Executables": [
{
"Context": "system",
"Filename": "/opt/appstream/SessionScripts/test-session-stop",
"Arguments": "arg2",
"S3LogEnabled": true
}
1,
"WaitingTime": 30
}
}

Using the Image Assistant CLI Tool for Linux

On a Linux-based image builder, you can use the Image Assistant CLI tool
AppStreamlmageAssistant to create and manage your AppStream 2.0 image. The tool is located
at /usr/local/appstream/image-assistant/AppStreamImageAssistant with a symbolic
link at /bin/AppStreamImageAssistant. This CLI tool for Linux supports many of the same
operations as the Image Assistant CLI tool for Windows. For more information on these operations,
see the section called “Image Assistant CLI Operations”.

Enabling and Disabling Webcam Support

AppStream 2.0 supports real-time audio-video (AV) by redirecting local webcam video input to
AppStream 2.0 streaming sessions. This capability enables your users to use their local webcam
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for video and audio conferencing within an AppStream 2.0 streaming session. With real-time AV
and support for real-time audio, your users can collaborate by using familiar video and audio
conferencing applications without having to leave their AppStream 2.0 streaming session.

To use this feature, you must use a Linux AppStream 2.0 image that uses a Linux AppStream 2.0
agent released on or after September 21, 2022.

(® Note

Real-time AV is not supported for stream.standard.small instances powered by Rocky Linux
or Red Hat Enterprise Linux. Users don't see the Camera and Mic icons on the client toolbar.

The real-time AV feature is enabled by default for Linux streaming sessions. To configure webcam
permissions for your users on a Linux image builder, create /etc/appstream/appstream.conf
and add the following contents:

(@ Note

Specify 1 to enable webcam, or @ to disable webcam.

[webcam]
permission = 1

Enabling and Disabling Heavy File Sync Mode for Home Folders

You can enable Amazon Simple Storage Service Home Folders options for your organization. When
you enable Amazon S3 Home Folders for an AppStream 2.0 stack, users of the stack can access

a persistent storage folder during their application streaming sessions. No further configuration

is required for your users to access their home folder. Data stored by users in their home folder is
automatically backed up to an Amazon S3 bucket in your AWS account, and is made available to
those users in subsequent sessions. For more information, see the section called “Administer Home
Folders".

To ensure a smooth experience and address some existing limitations, where an inconsistent file
sync might be observed when users save large text files from their streaming instances to their
Home Folders, AppStream 2.0 administrators can turn on the heavy_sync configuration option if

Enabling and Disabling Heavy File Sync Mode for Home Folders 162



Amazon AppStream 2.0 Administration Guide

large file uploads to Amazon S3 is a common user scenario while using AppStream 2.0. Turning
on this option means that it might add some latency to the home folder file sync process, but
completeness of all syncs to Amazon S3 is guaranteed.

This feature is available on all Red Hat Enterprise Linux images, and Linux AppStream 2.0 images
that use a Linux AppStream 2.0 agent released on or after September 12, 2024.

The heavy sync feature is disabled by default for Red Hat Enterprise Linux and Amazon Linux
streaming sessions. To configure heavy sync permission for your users on a Red Hat Enterprise
Linux or Amazon Linux image builder, create /etc/appstream/appstream.conf and add the
following contents:

® Note
Specify 1 to enable heavy sync, or 0 to disable heavy sync.

[storage]
heavy_sync = 1

Tutorial: Create a Custom Linux-Based AppStream 2.0 Image

This tutorial describes how to create a custom Linux-based Amazon AppStream 2.0 image that
contains applications which you can stream to your users.

/A Important

Don't create a user named "as2-streaming-user" in your image builder. This is a reserved
username for Fleet. If you create this username outside of the AppStream 2.0 workflow,
you might experience streaming issues in Fleets.

Contents

« Step 1: Install Linux Applications on the Image Builder

« Step 2: Generate Application Optimization Manifest File

» Step 3: Create an AppStream 2.0 Application Catalog

» Step 4: Create Default Application Settings and Environment Variables
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» Step 5: Test Applications and Settings

» Step 6: Finish Creating Your Image

« Step 7 (Optional): Tag and Copy an Image
» Step 8: Clean Up

Step 1: Install Linux Applications on the Image Builder

In this step, you connect a Linux image builder and install your applications on the image builder.
To install applications on the image builder

1. Connect to the image builder by doing either of the following:

» Use the AppStream 2.0 console (for web connections only)

» Create a streaming URL (for web or AppStream 2.0 client connections)

® Note

You will be logged in as an ImageBuilderAdmin user to the Amazon Linux GNOME
desktop and have root admin privileges.

2. Install the applications that you need. For example, to install a Chromium browser from a
public yum repo, first open the Terminal application, then run the following command:

[ImageBuilderAdmin]$ sudo yum update && sudo yum install chromium.x86_64

(® Note

Download and install applications only from sites that you trust.

Step 2: Generate Application Optimization Manifest File
In this step, you generate a manifest file for each application you installed in step 1.
To generate a manifest file for optimizing the launch performance of an application

1. Make sure the application (e.g., Chromium) that you are trying to optimize is launched and
running.
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2.

In a Terminal window, run the following command to list processes related to the application:

[ImageBuilderAdmin]$ ps -ef | grep chromium

Find the root parent PID from the output of the command above. The following is an example
output, and the root parent PID is 16712:

Example

[ImageBuilderAdmin]$ ps -ef | grep chromium

ImageBu+ 16712 4128 @ Aug26 ? 00:00:44 /usr/lib64/chromium- browser/chromium-
browser --enable-plugins --enable-extensions -- enable-user- scripts --enable-
printing --enable-gpu-rasterization -- enable-sync --auto-ssl- client-auth

ImageBu+ 16726 16712 @ Aug26 ? 00:00:00 /usr/lib64/chromium- browser/chromium-
browser --type=zygote --no-zygote-sandbox ImageBu+ 16727 16712 @ Aug26 ? 00:00:00 /
usr/lib64/chromium- browser/chromium- browser --type=zygote

ImageBu+ 16731 16727 @ Aug26 ? 00:00:00 /usr/lib64/chromium- browser/chromium-
browser --type=zygot

Keep the application running and make sure to use the initial components required by your
users. This ensures that these components are captured by the optimization process.

Create script file (e.g., ~/getfilestool. sh) with the following content:

#!/bin/bash

## usage getfilestool.sh $pid

lsof -p $(pstree -p $1 | grep -o '([0-9]\+)' | grep -o '[@-9]\+' | tr '\@12' ,)]|
grep REG | sed -n '1!p' | awk '{print $9}'|awk 'NF'

Verify that the file can be run by running the following command:

[ImageBuilderAdmin]$ chmod u+x ~/getfilestool.sh

Run the following command to capture all running files from the root parent process found in
step 3 above, and save it to a temporary manifest file:

[ImageBuilderAdmin]$ sudo ~/getfilestool.sh 16712 > /tmp/chromium-manifest.txt

Verify the content of the optimization manifest, which is a line-delimited text file for each
application.
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Step 3: Create an AppStream 2.0 Application Catalog

In this step, you use the CLI tool AppStreamImageAssistant on the image builder to create an
AppStream 2.0 application catalog by specifying applications for your image. For each application
that you plan to stream, you can specify the name, display name, executable file to launch, and
icon to display.

To create an AppStream 2.0 application catalog

1. From the image builder desktop, open Terminal either from the side panel or by opening the
app grid.

2. Run AppStreamlmageAssistant --help to see the list of available commands. You will use
these commands to add applications and create an Image.

3. Run the following command to add an installed application (e.g., Chromium) to the application
list for AppStream 2.0 users:

AppStreamImageAssistant add-application \
--name Chromium \
--absolute-app-path /usr/lib64/chromium-browser/chromium-browser \
--display-name Chromium \
--absolute-icon-path /usr/share/icons/hicolor/256x256/apps/chromium-browser.png \
--absolute-manifest-path /tmp/chromium-manifest.txt

Alternatively, run the following command:

AppStreamImageAssistant add-application \
--name="Chromium" \
--absolute-app-path="/usr/lib64/chromium-browser/chromium-browser" \
--display-name="Chromium" \
--absolute-icon-path="/usr/share/icons/hicolor/256x256/apps/chromium-browser.png"

\

--absolute-manifest-path="/tmp/chromium-manifest.txt"

4. To add more applications, repeat step 3 for each additional application.

5. To see the list of applications that have been added in the catalog, along with metadata like
icon paths and launch parameters, run the following command:

AppStreamimageAssistant list-applications

6. To remove applications from the catalog, run the following command:
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AppStreamlmageAssistant remove-application —-name application_name

Step 4: Create Default Application Settings and Environment Variables

In this step, you create default application settings and environment variables for your AppStream
2.0 users. Doing this enables your users to get started with applications quickly during their
AppStream 2.0 streaming sessions, without the need to create or configure these settings
themselves.

To create default application and environment variables for your users

1. Launch the application that you want create the default settings for. For example, in a
Terminal window, run following command to launch Chromium browser:

[ImageBuilderAdmin]$ chromium-browser

2. Configure the settings of the application. For example, set the home page of the Chromium
browser as https://aws.amazon.com.

3. Make sure the Chromium application is closed, and then run the following commands to copy
the configuration for Chromium to /etc/skel:

[ImageBuilderAdmin]$ sudo mkdir /etc/skel/.config

[ImageBuilderAdmin]$ sudo cp -R ~/.config/chromium /etc/skel/.config

4. Set the environment variables and add it to the script file. For example, run the following
commands:

[ImageBuilderAdmin]$ echo "export FOO=BAR" | sudo tee -a /etc/profile.d/myenvvars.sh

[ImageBuilderAdmin]$ sudo chmod +x /etc/profile.d/myenvvars.sh

Step 5: Test Applications and Settings

In this step, verify that the applications you've added run correctly, and the default application
settings and environment variables work as expected.
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To test your applications and default settings on an image builder

1.

Create a test user that has no root permissions. For example, in a Terminal window, run the
following commands to create test-user on the image builder:

[ImageBuilderAdmin]$ sudo useradd -m test-user

[ImageBuilderAdmin]$ echo -e 'Pa55w0rdas2!!'\nPa55wO0rdas2!!!'\n' | sudo passwd test-
user

Switch to the test user:

[ImageBuilderAdmin]$ su - test-user

Launch the application (e.g., Chromium) as the test user:

[test-user]$ /usr/bin/chromium-browser

Verify that the default settings are available for the test user (e.g., the Chromium home page is
https://aws.amazon.com/).

Verify that the environment variables are available for the test user. For example, run the
following command:

[test-user]$ echo $F00

This command should display the output BAR in the terminal.

Run the following commands to delete the test user before creating an image from this image
builder:

# logout test user

[test-user]$ logout

# kill test user's running processes
[ImageBuilderAdmin]$ sudo killall -u test-user
# delete user

[ImageBuilderAdmin]$ sudo userdel -r test-user
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Step 6: Finish Creating Your Image

In this step, choose an image name and finish creating your image.
To create the image

1. In a Terminal window, create an image from your Image Builder by running
AppStreamlmageAssistant create-image. This image contains your installed and registered
applications, plus any session scripts and default application settings that you have configured.

To see the list of available options, run AppStreamimageAssistant create-image --help. For
more information, see the create-image operation in the section called “Create Your Image

Programmatically”.

2. The remote session disconnects after a few moments. When the Lost Connectivity message
appears, close the browser tab. While the image is created, the image builder status appears as
Snapshotting. You cannot connect to the image builder until this process finishes.

3. Return to the console and navigate to Images, Image Registry. Verify that your new image
appears in the list.

While your image is being created, the image status in the image registry of the console
appears as Pending. You can't connect to images that are in a Pending status.

4. Choose the Refresh icon to update the status. After your image is created, the image status
changes to Available and the image builder is automatically stopped.

To continue creating images, start the image builder and connect to it from the console, or
create a new image builder.

Step 7 (Optional): Tag and Copy an Image

You can add one or more tags to an image during image creation or after you create an image. You
can also copy the image within the same Region or to a new Region within the same Amazon Web
Services account. Copying a source image results in an identical but distinct destination image.
AWS does not copy any user-defined tags, however. Also, you can only copy custom images that
you create, not the base images that are provided by AWS.
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® Note

You can copy up to two images at the same time to a destination. If the destination to
which you are copying an image is at the image limit, you receive an error. To copy the
image in this case, you must first remove images from the destination. After the destination
is below the image quota (also referred to as limit), initiate the image copy from the source
Region. For more information, see Amazon AppStream 2.0 Service Quotas.

To add tags to an existing image

1. Inthe navigation pane, choose Images, Image Registry.
2. Inthe image list, select the image to which you want to add tags.

3. Choose Tags, choose Add/Edit Tags, and then choose Add Tag. Specify the key and value for
the tag, and then choose Save.

For more information, see Tagging Your Amazon AppStream 2.0 Resources.

To copy an image

Copying an image across geographically diverse regions enables you to stream applications from
multiple regions based on the same image. By streaming your applications in closer proximity to
your users, you can improve your users' experience streaming applications with AppStream 2.0.
1. Inthe navigation pane, choose Images, Image Registry.
2. Inthe image list, select the image that you want to copy.
3. Choose Actions, Copy.
4. Inthe Copy Image dialog box, specify the following information, and then choose Copy
Image:
« For Destination region, choose the region to which to copy the new image.
« For Name, specify a name that the image will have when it is copied to the destination.

» For Description (optional), specify a description that the image will have when it is copied to
the destination.
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5. To check on the progress of the copy operation, return to the console and navigate to Images,
Image Registry. Use the navigation bar to switch to the destination region (if applicable), and
confirm that your new image appears in the list of images.

The new image first appears with a status of Copying in the image registry of your console.
After the image is successfully created, the status of the image changes to Available, which
means that you can use the image to launch a stack and stream your applications.

Step 8: Clean Up

Finally, you can stop your running image builders to free up resources and avoid unintended
charges to your account. We recommend stopping any unused, running image builders. For more
information, see AppStream 2.0 Pricing.

To stop a running image builder

1. In the navigation pane, choose Images, Image Builders, and select the running image builder
instance.

2. Choose Actions, Stop.

Tutorial: Enable Japanese Support for Your Linux Images

This tutorial describes how to enable Japanese support for a Linux image. This enables applications
on the image to display Japanese characters, and streaming users to use the Japanese input
method in the streaming sessions from the image.

Contents

» Step 1: Install Japanese Font and Input Method

o Step 2: Set the System Time Zone

o Step 3: Set the System Locale and Display Language

» Step 4: Configure the Input Methods

» Step 5: Set the Keyboard Layout

» Step 6: Verify on Image Builder

o Step 7: Create the Image
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Step 1: Install Japanese Font and Input Method

In this step, you connect a Linux image builder and install the font and input method packages of
your choice.

To install Japanese font and input method
1. Connect to the image builder by doing either of the following:

» Use the AppStream 2.0 console (for web connections only)

» Create a streaming URL (for web or AppStream 2.0 client connections)

(® Note

You will be logged in as an ImageBuilderAdmin user to the Amazon Linux GNOME
desktop and have root admin privileges.

2. Install the font and input method that you need. To do this, open the Terminal application,
then run the following commands:

sudo yum install vigothic-p-fonts.noarch

sudo yum install ibus-kkc.x86_64

3. In addition to the above commands, for Rocky Linux and Red Hat Enterprise Linux, run the
following command:

sudo yum install glibc-langpack-ja

Step 2: Set the System Time Zone
To set the system time zone, run the following command:

sudo timedatectl set-timezone "Asia/Tokyo"
Step 3: Set the System Locale and Display Language

To set the system locale and display language, run the following commands.
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To set the system locale and display language

1. Update the cloud-init config file by running the command sudo vim /etc/cloud/
cloud.cfg, and change locale to locale: ja_JP.utf8, then save and close the file.

2. Update the system settings by running sudo localectl set-locale LANG=ja_JP.utf8.

3. Update the Gnome shell settings by running sudo gsettings set org.gnome.system.locale
region "ja_JP.utf8".

Step 4: Configure the Input Methods

Configure the input methods for the application you want to add to the image. For more
information about how install an application, generate a manifest file, and create default settings,
see Tutorial: Create a Custom Linux-Based AppStream 2.0 Image. In this step, we assume that

you've already installed the application Firefox, which is located at /usr/local/firefox/
firefox.

To configure the input methods

1. Create a script by running the command sudo vim /usr/local/bin/update-input-method.sh,
and add the following content to the script:

#!/bin/bash

function start_process()

{
command=$1
process_name=$2
process_count=$(pgrep $process_name -c)
echo "$(date) current $process_name count: $process_count"
while [ $process_count -1t 1 ]
do
echo "$(date) starting $process_name"
eval $command
sleep 1
process_count=$(pgrep $process_name -c)
done
echo "$(date) $process_name started"
}
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start_process "ibus-daemon --xim &" "ibus-daemon"
start_process "/usr/libexec/ibus-engine-kkc --ibus &" "ibus-engine-kkc"

gsettings set org.gnome.desktop.input-sources sources "[('ibus', 'kkc'), ('xkb',
us')]"

gsettings set org.gnome.desktop.wm.keybindings switch-input-source
"['<Control>space']"

gsettings set org.gnome.desktop.wm.keybindings switch-input-source-backward
"['<Shift><Control>space']"

echo "$(date) updated input source and switch shortcut"

In the script above, the first input source (‘ibus’, ‘kkc’) is the default input method. You can
change the default input method by changing the order of input sources. In addition, “Control
+Space” and “Shift+Control+Space” are specified as shortcut key combinations for switching
between input methods. You can specify your own key combinations that your users can use to
switch input methods during streaming sessions.

2. Create the script for launching the application (Firefox) that you will add to the image. To do
this, run the command sudo vim /usr/local/bin/firefox-jp.sh, then add following content to
the script:

#!/bin/bash
/usr/local/bin/update-input-method.sh > /var/tmp/update-input-method.log 2>&1 &

/usr/local/firefox/firefox &

3. Add run permission to both scripts by running following the commands:
sudo chmod +x /usr/local/bin/update-input-method.sh

sudo chmod +x /usr/local/bin/firefox-jp.sh

4. If you already created the optimization manifest file for the application run the following
commands to add the application launch script to the application catalog:

sudo AppStreamImageAssistant add-application \
--name firefox \
--absolute-app-path /usr/local/bin/firefox-jp.sh \
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--display-name firefox \
--absolute-icon-path /usr/local/firefox/browser/chrome/icons/default/defaultl128.png
\

--absolute-manifest-path /tmp/firefox-manifest.txt

Alternatively, you can also configure the input methods by adding the script update-input-
method.sh as a separate application to the application catalog for the image. During streaming
sessions, your users can launch this application to enable Japanese input, and switch between input
methods with specified shortcut keys within the same session.

Step 5: Set the Keyboard Layout

Set the keyboard layout to match the keyboards your users will use during streaming sessions.
You can use the command localectl list-keymaps to list all the available keymaps, and use the
command sudo localectl set-keymap jp106 to set the keymap to the Japanese keyboard of 106
keys, for example.

Step 6: Verify on Image Builder

To verify on image builder, first reboot the image builder by running the command sudo shutdown
-r now. After reboot, connect to the image builder again, and verify that everything, including time
zone, locale, language, and input method, works as expected.

Step 7: Create the Image

Create the image on the image builder. For more information, see Tutorial: Create a Custom

Linux-Based AppStream 2.0 Image. Make sure to create default application settings, including

the regional settings you just configured. For more information, see "Creating Default Application
Settings for Your Users" in Create Your Linux-Based Images.

All of the Linux fleet instances created from this image will have the same default time zone,
locale, language, and input method settings that you configured for the image.

Use Session Scripts to Manage Your Amazon AppStream 2.0
Users' Streaming Experience

AppStream 2.0 provides on-instance session scripts. You can use these scripts to run your own
custom scripts when specific events occur in users' streaming sessions. For example, you can use
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custom scripts to prepare your AppStream 2.0 environment before your users' streaming sessions
begin. You can also use custom scripts to clean up streaming instances after users complete their
streaming sessions.

Session scripts are specified within an AppStream 2.0 image. These scripts are run within the user
context or the system context. If your session scripts use the standard out to write information,
error, or debugging messaging, these can be optionally saved to an Amazon S3 bucket within your
Amazon Web Services account.

Contents

« Run Scripts Before Streaming Sessions Begin

» Run Scripts After Streaming Sessions End

» Create and Specify Session Scripts

« Session Scripts Configuration File

« Using Windows PowerShell Files

« Logging Session Script Output

» Use Storage Connectors with Session Scripts

« Enable Amazon S3 Bucket Storage for Session Script Logs

» Use Session Scripts on Multi-Session Fleets

Run Scripts Before Streaming Sessions Begin

You can configure your scripts to run for a maximum of 60 seconds before your users' applications
launch and their streaming sessions begin. Doing so enables you to customize the AppStream

2.0 environment before users start streaming their applications. When the session scripts run, a
loading spinner displays for your users. When your scripts complete successfully or the maximum
waiting time elapses, your users' streaming session will begin. If your scripts don't complete
successfully, an error message displays for your users. However, your users are not prevented from
using their streaming session.

When you specify a file name on a Windows instance, you must use a double backslash. For
example:

C:\\Scripts\\Myscript.bat

If you don't use a double backslash, an error displays to notify you that the .json file is incorrectly
formatted.
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® Note

When your scripts complete successfully, they must return a value of 0. If your scripts
return a value other than 0, AppStream 2.0 displays the error message to the user.

When you run scripts before streaming sessions begin and the AppStream 2.0 dynamic application
framework is not enabled, the following process occurs:

3. Application settings VHD file downloaded and
mounted and Windows user login (if applicable):

Y

« If application settings persistence disabled,
Windows user may already be logged in

+ [f application settings persistence enabled,
Windows user login required

2. Application catalog displays,
users select application to
launch

4. Session scripts start. Storage
connector mounting also starts,
if applicable.

AppStream 2.0 fleet
instance (non-domain Session scripts Storage

joined) connector

|

®

L
1. Connect to AppStream 2.0
through user pool, SAML 2.0, or >
AppStream 2.0 API

5. Session scripts complete or
time out

&EJ 3 - |
7. Application

User ; launches

— ‘ 6. Streaming session starts ‘

1. Your users connect to an AppStream 2.0 fleet instance that is not domain-joined. They connect
by using one of the following access methods:

o AppStream 2.0 user pool
e SAML 2.0
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o AppStream 2.0 API

2. The application catalog displays in the AppStream 2.0 portal, and your users choose an
application to launch.

3. One of the following occurs:

« If application settings persistence is enabled for your users, the application settings
Virtual Hard Disk (VHD) file that stores your users' customizations and Windows settings is
downloaded and mounted. Windows user login is required in this case.

For information about application settings persistence, see Enable Application Settings

Persistence for Your AppStream 2.0 Users.

« If application settings persistence is not enabled, the Windows user is already logged in.

4. Your session scripts start. If persistent storage is enabled for your users, storage connector
mounting also starts. For information about persistent storage, see Enable and Administer

Persistent Storage for Your AppStream 2.0 Users.

® Note

The storage connector mount doesn't need to complete for the streaming session to
start. If the session scripts complete before the storage connector mount completes, the
streaming session starts.

For information about monitoring the mount status of storage connectors, see Use
Storage Connectors with Session Scripts.

5. Your session scripts complete or time out.
6. The users' streaming session starts.

7. The application that your users chose launches.

For information about the AppStream 2.0 dynamic application framework, see Use the AppStream

2.0 Dynamic Application Framework to Build a Dynamic App Provider.

When you run scripts before streaming sessions begin and the AppStream 2.0 dynamic application
framework is enabled, the following process occurs:
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4. Windows user login

(] -SS

AppStream 2.0 fleet 3. Application settings VHD file
instance (domain downloaded and mounted (if
joined) applicable)

&l

2. Connect to AppStream 2.0
through SAML 2.0 identity provider

https:/leng.apps.example.com

1. User visits the SAML 2.0
application portal and chooses the
AppStream 2.0 stack.

launches

h

5. Application catalog displays,
users select application to
launch

6. Session scripts start. Storage
connector mounting also starts,
if applicable.

Session scripts Storage
connector

7. Session scripts complete or
time out

v

9. Application -

8. Streaming session starts

1. Your users visit the SAML 2.0 application portal for your organization, and they choose the

AppStream 2.0 stack.

2. They connect to an AppStream 2.0 fleet instance that is domain-joined.

3. If application settings persistence is enabled for your users, the application settings VHD file
that stores your users' customizations and Windows settings is downloaded and mounted.

4. Windows user logon occurs.

5. The application catalog displays in the AppStream 2.0 portal and your users choose an

application to launch.

6. Your session scripts start. If persistent storage is enabled for your users, storage connector

mounting also starts.

Run Scripts Before Streaming Sessions Begin

179



Amazon AppStream 2.0 Administration Guide

® Note

The storage connector mount doesn't need to complete for the streaming session to
start. If the session scripts complete before the storage connector mount completes, the
streaming session starts.

For information about monitoring the mount status of storage connectors, see Use
Storage Connectors with Session Scripts.

7. Your session scripts complete or time out.
8. The users' streaming session starts.

9. The application that your users chose launches.

Run Scripts After Streaming Sessions End

You can also configure your scripts to run after users' streaming sessions end. For example, you can
run a script when users select End Session from the AppStream 2.0 toolbar, or when they reach the
maximum allowed duration for the session. You can also use these session scripts to clean up your
AppStream 2.0 environment before a streaming instance is terminated. For example, you can use
scripts to release file locks or upload log files. When you run scripts after streaming sessions end,
the following process occurs:
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=6355|on zt:;l:ltosb:omplete or 4. Windows user logout

2. Session termination scripts
start

¥ 3

5. One or both of the following occur in parallel:
+« |If application settings persistence enabled,

application settings VHD file unmounted and

uploaded to an Amazon 33 bucket

+ |If persistent storage enabled, storage connector
completes final sync and is unmounted Storage

connector

Session scripts
1. AppStream 2.0 streaming

session ends

3

i )

User instance terminated

1. Your users' AppStream 2.0 streaming session ends.

2. Your session termination scripts start.

3. The session termination scripts complete or time out.

4. Windows user logout occurs.

5. One or both of the following occur in parallel, if applicable:

« If application settings persistence is enabled for your users, the application settings VHD file
that stores your users' customizations and Windows settings is unmounted and uploaded to
an Amazon S3 bucket in your account.

« If persistent storage is enabled for your users, the storage connector completes a final
synchronization and is unmounted.

6. The fleet instance is terminated.
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Create and Specify Session Scripts

You can configure and specify session scripts for Always-on, On-demand, and Elastic fleets.

To configure and specify session scripts for Always-on and On-demand fleets

1.

ok W

© 0 N o

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

In the navigation pane, choose Images, Image Builder.

Choose an image builder that is in the Running state, and choose Connect.

When prompted, choose Administrator.

Navigate to C:\AppStream\SessionScripts, and open the config. json configuration

file.

For information about session script parameters, see Session Scripts Configuration File.

After you finish making your changes, save and close the config. json file.
On the image builder desktop, open Image Assistant.
(Optional) Specify any additional applications that you want to include in the image.

Follow the necessary steps in Image Assistant to finish creating your image.

If the session scripts configuration can't be validated (for example, if the .json file is not
correctly formatted), you are notified when you choose Disconnect and create image.

(@ Note

To locate the session scripts configuration file for Linux-based image builders, navigate
to /opt/appstream/SessionScripts/config. json.

To configure and specify session scripts for Elastic fleets

1.

Create a zip file that contains the session scripts and config.json file. The scripts files will be
copied to the following locations. You must use these locations for your config.json.

« For Windows, use C:\AppStream\SessionScripts\SessionScript.

o For Linux, use /opt/appstream/SessionScripts/SessionScript.
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® Note

In order to run the session script files, make sure that the .zip file only contains the
session scripts and config. json files, and not the containing folder. For more
information, see Session Scripts Configuration File.

2. Upload the zip file to an Amazon S3 bucket in your account.

(® Note

Your VPC must provide access to the Amazon S3 bucket. For more information, see
Using Amazon S3 VPC Endpoints for AppStream 2.0 Features.

You must have your S3 bucket and AppStream 2.0 fleet in the same AWS Region.

You must have IAM permissions to perform the S3:GetObject action on the session
scripts object in the Amazon S3 bucket. To learn more about storing the session scripts
in an Amazon S3 bucket, see Store Application Icon, Setup Script, Session Script, and
VHD in an S3 Bucket.

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

In the navigation pane, choose Fleets.
Choose an Elastic fleet that you want to update, and then choose View Details.

On the Session scripts settings tab, choose Edit.

N o v &~ W

For Session scripts object in S3, either enter the S3 URI that represents the session scripts
object, or choose Browse S3 to navigate to your S3 buckets and find the session scripts object.

o

After you finish making your changes, choose Save Changes.

9. At this point, session scripts are available for all fleet instances launched.

(@ Note

You can also configure the session scripts when you create a new Elastic fleet.
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Session Scripts Configuration File

To locate the session scripts configuration file in a Windows instance, navigate to C:\AppStream
\SessionScripts\config.json. On a Linux instance, navigate to /opt/appstream/SessionScripts/

config.json. The file is formatted as follows.

(® Note

The configuration file is in .json format. Verify that any text you type in this file is in

valid .json format.

"SessionStart": {
"executables": [

{
"context": "system",
"filename": ""
"arguments": ""
"s3LogEnabled": true
1,
{
"context": "user",
"filename": ""
"arguments": ""
"s3LogEnabled": true
}
1,
"waitingTime": 30

iy
"SessionTermination": {
"executables": [

{
"context": "system",
"filename": "",
"arguments": "",
"s3LogEnabled": true

},

{
"context": "user",
"filename": "",
"arguments": "",

Session Scripts Configuration File
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"s3LogEnabled": true
}
1,
"waitingTime": 30
}
}

You can use the following parameters in the session scripts configuration file.

SessionStart/SessionTexrmination
The session scripts to run in the appropriate session event based on the name of the object.
Type: String
Required: No

Allowed values: SessionStart, SessionTermination

WaitingTime
The maximum duration of the session scripts in seconds.
Type: Integer
Required: No

Constraints: The maximum duration is 60 seconds. If the session scripts don't complete within
this duration, they will be stopped. If you require a script to continue running, launch it as a
separate process.

Executables
The details for the session scripts to run.
Type: String
Required: Yes

Constraints: The maximum number of scripts that can run per session event is 2 (one for the
user context, one for the system context).

Context
The context in which to run the session script.

Type: String
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Required: Yes

Allowed values: user, system

Filename

The full path to the session script to run. If this parameter is not specified, the session script is
not run.

Type: String
Required: No
Constraints: The maximum length for the file name and full path is 1,000 characters.

Allowed values: .bat, .exe, .sh

(® Note

You can also use Windows PowerShell files. For more information, see Using Windows

PowerShell Files.

Arguments
The arguments for your session script or executable file.
Type: String
Required: No

Length constraints: The maximum length is 1,000 characters.

S3LogEnabled

When the value for this parameter is set to True, an S3 bucket is created within your Amazon
Web Services account to store the logs created by the session script. By default, this value is set
to True. For more information, see the Logging Session Script Output section later in this topic.

Type: Boolean
Required: No

Allowed values: True, False
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Using Windows PowerShell Files

To use Windows PowerShell files, specify the full path to the PowerShell file in the filename
parameter:

"filename":
"C:\\Windows\\System32\\WindowsPowerShell\\v1l.@\\powershell.exe",

Then specify your session script in the arguments parameter:

"arguments": "-File \"C:\\path\\to\\session\\script.psli\"",

Finally, verify that the PowerShell Execution Policy allows your PowerShell file to run.

Logging Session Script Output

When this option is enabled in the configuration file, AppStream 2.0 automatically captures the
output from the session script that is written to the standard out. This output is uploaded to an
Amazon S3 bucket in your account. You can review the log files for troubleshooting or debugging
purposes.

(® Note

The log files are uploaded when the session script returns a value, or the value set in
WaitingTime has elapsed, whichever comes first.

Use Storage Connectors with Session Scripts

When AppStream 2.0 storage connectors are enabled, they begin mounting when the session start
scripts run. If your script relies on the storage connectors being mounted, you can wait for the
connectors to be available. AppStream 2.0 maintains the mount status of the storage connectors in
the Windows registry on Windows instances, at the following key:

HKEY_LOCAL_MACHINE\SOFTWARE\Amazon\AppStream\Storage\<provided user name>
\<Storage connector>

The registry key values are as follows:
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» Provided user name — The user ID provided through the access mode. The access modes and

value for each mode are as follows:

e User Pool — The email address for the user

o Streaming URL — The UserID

o SAML — The NamelD. If the user name includes a slash (for example, a domain user’s
SAMAccountName), the slash is replaced by a "-" character.

» Storage connector — The connector for the persistent storage option that is enabled for the
user. The storage connector values are as follows:

« HomeFolder
» GoogleDrive

e« OneDrive

Each storage connector registry key contains a MountStatus DWORD value. The following table
lists the possible values for MountStatus.

® Note

To view these registry keys, you must have Microsoft .NET Framework version 4.7.2 or later

installed on your image.

Value

Description

Storage connector not be enabled for this user
Storage connector mounting is in progress
Storage connector mounted successfully
Storage connector mounting failed

Storage connector mounting is enabled, but not mounted
yet
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On Linux instances, you can check the home folder mount status by looking at the value of
appstream_home_folder_mount_status in the file ~/.config/appstream-home-folder/appstream-
home-folder-mount-status.

Value Description
True Home folder is mounted successfully
False Home folder is not mounted yet

Enable Amazon S3 Bucket Storage for Session Script Logs

When you enable Amazon S3 logging in your session script configuration, AppStream 2.0 captures
standard output from your session script. The output is periodically uploaded to an S3 bucket
within your Amazon Web Services account. For every AWS Region, AppStream 2.0 creates a bucket
in your account that is unique to your account and the Region.

You do not need to perform any configuration tasks to manage these S3 buckets. They are fully
managed by the AppStream 2.0 service. The log files that are stored in each bucket are encrypted
in transit using Amazon S3's SSL endpoints and at rest using Amazon S3-managed encryption keys.
The buckets are named in a specific format as follows:

appstream-logs-region-code-account-id-without-hyphens-random-identifier

region-code
This is the AWS Region code in which the stack is created with Amazon S3 bucket storage
enabled for session script logs.

account-id-without-hyphens
Your Amazon Web Services account identifier. The random ID ensures that there is no conflict

with other buckets in that Region. The first part of the bucket name, appstream-1logs, does
not change across accounts or Regions.

For example, if you specify session scripts in an image in the US West (Oregon) Region (us-west-2)
on account number 123456789012, AppStream 2.0 creates an Amazon S3 bucket within your
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account in that Region with the name shown. Only an administrator with sufficient permissions can
delete this bucket.

appstream-logs-us-west-2-1234567890123-abcdefg

Disabling session scripts does not delete any log files stored in the S3 bucket. To permanently
delete log files, you or another administrator with adequate permissions must do so by using the
Amazon S3 console or API. AppStream 2.0 adds a bucket policy that prevents accidental deletion
of the bucket. For more information, see IAM Policies and the Amazon S3 Bucket for Application
Settings Persistence in |dentity and Access Management for Amazon AppStream 2.0.

When session scripts are enabled, a unique folder is created for each streaming session that is
started.

The path for the folder where the log files are stored in the S3 bucket in your account uses the
following structure:

bucket-name/stack-name/fleet-name/access-mode/user-id-SHA-256-hash/session-id/
SessionScriptsLogs/session-event

bucket-name

The name of the S3 bucket in which the session scripts are stored. The name format is described
earlier in this section.

stack-name

The name of the stack the session came from.

fleet-name

The name of the fleet the session script is running on.

access-mode

The identity method of the user: custom for the AppStream 2.0 API or CLI, federated for
SAML, and userpool for users in the user pool.

user-id-SHA-256-hash

The user-specific folder name. This name is created using a lowercase SHA-256 hash
hexadecimal string generated from the user identifier.
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session-id

The identifier of the user's streaming session. Each user streaming session generates a unique
ID.

session-event

The event that generated the session script log. The event values are: SessionStart and
SessionTermination.

The following example folder structure applies to a streaming session started from the test-
stack and test-fleet. The session uses the API of user ID testuser@mydomain.com, from an
AWS account ID of 123456789012, and the settings group test-stack in the US West (Oregon)
Region (us-west-2):

appstream-logs-us-west-2-1234567890123-abcdefg/test-stack/test-fleet/custom/
abbcbldallf480d9b5b3e90191243143eac@4cfccfbdc777e740fab628alcd13/05yd1391-4805-3da6-
f498-76f5x6746016/SessionScriptslLogs/SessionStart/

This example folder structure contains one log file for a user context session start script, and one
log file for a system context session start script, if applicable.

Use Session Scripts on Multi-Session Fleets

When using session scripts on multi-session fleets, there are additional requirements and
considerations to ensure optimal performance and security.

Requirements

On a single-session fleet, for a given instance, the SessionStart and SessionTermination hooks are
guaranteed to run only one time. This is because there is a 1:1 mapping of sessions to instances.
When using multi-session fleets, there is an N:M mapping of sessions to instances, where each
session runs its own SessionStart and SessionTermination hook. This means that the SessionStart
and SessionTermination hooks can be run many times on a given instance, and in many different
orderings. For the best experience, the following should be true of your session scripts when used
on multi-session fleets:

 Scripts are idempotent.
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When an action has already been performed, scripts should handle more than one execution on
the same instance with graceful handling.

 Scripts are independent.

Because scripts run per session, if one session is running SessionTermination while another is
running SessionStart, they should not interfere with each other, or with the experience of other
sessions.

o Scripts are performant.

On multi-session instances, multiple sessions can be provisioned concurrently. This means that
there can be multiple concurrent executions of the session scripts. Scripts should be efficient, not
consume excessive resources, and not impact the experience of other users on the instance or the
stability of the sessions.

Many of these requirements can be met by keeping session script logic focused on the specific user
session for which the script is running.

Security Considerations

AppStream 2.0 images should not be configured to allow write permission to session script
files by any users. This introduces a critical attack vector for malicious users, where they could
modify script files. These files could then be run as SYSTEM or another user, depending on your
configuration.

/A Important

It is your responsibility to make sure that your AppStream 2.0 images are configured
securely. This is especially important for multi-session instances, where multiple users are
using the same instance. If images are not configured securely, there is a security risk for all
users of that instance.

The following should be true of your images and session scripts files:

» Users do not have permission to modify session script files.

» Users do not have permission to modify the session script config.json. Default behavior on the
image restricts access to administrators.
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Session scripts executables should be stored in a secure location where they are safe from
modification at runtime.

If the service detects that a session script executable has been modified, it will fail any subsequent
executions of that hook on that instance, upload log files to Amazon S3 (if Amazon S3 logging is
enabled), and you will see the following message:

The session script was not executed because the executable was modified after instance
provisioning. Execution was skipped for security.

If your use case requires modifying the session script executable at run time (for example, if you
point to an EXE file which is modified by an automatic update process at runtime), this will fail the
above checks. In this case, use a script to redirect execution to your modified executable. Leave the
script unmodified at runtime when the service performs security checks.

If your session script files are excessively large (more than 100 MB), this can cause delays in
instance and session provisioning, and the security checks will take additional time (depending
on instance type and available resources). If your use case requires large session scripts, consider
using smaller scripts to redirect execution. This will improve instance and session provisioning
experiences.

Note that the service is only checking the executable defined in the session scripts config.json, and
this is only a fallback/best effort mechanism. It is your responsibility to ensure that all code paths
in session scripts executables are secure and cannot be modified by end users.
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Applications Manager

When using an Elastic fleet, you can create app blocks and applications. App blocks represent

a virtual hard disk (VHD) that is stored within an Amazon S3 bucket within your account that
contains the application files and binaries necessary to launch the applications that your users will
use. Applications contain the details necessary to launch your application after the VHD has been
mounted. The following sections describe how to create and manage these resources.

Contents

» App Blocks
» App Block Builder

» Applications
» Store Application Icon, Setup Script, Session Script, and VHD in an S3 Bucket

» Associate Applications to Elastic Fleets

« Additional Resources

App Blocks

App blocks represent a virtual hard disk (VHD) that is stored within an Amazon S3 bucket within
your account that contains the application files and binaries necessary to launch the applications
your users will use. App blocks also include the setup script that informs the operating system how
to handle the VHD file.

App blocks support two different types of packaging:

» Custom - Choose this option to create your application package (VHD) manually. For more
information, see the section called “Custom App Blocks".

» AppStream 2.0 - Choose this recommended option to create your application package using app
block builder. For more information, see the section called “AppStream 2.0 App Blocks".

Contents

» Custom App Blocks

» AppStream 2.0 App Blocks

» Unsupported Applications
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Custom App Blocks

Elastic fleet streaming instances utilize applications that are installed on virtual hard disk (VHD)
files stored within an Amazon S3 bucket in your account. App blocks with custom packaging gives
you the flexibility to create your own VHD file, and upload it to an Amazon S3 bucket within your
account.

Contents
¢ Create the VHD

» Create the Setup Script for the VHD in Amazon AppStream 2.0

» Create a Custom App Block

» Update the App Block, VHD, and Setup Script

Create the VHD

A VHD is a single file that when mounted to the operating system is treated like a hard disk. The
VHD can be mounted as a drive letter, to a folder path, or both. When the VHD is mounted, you can
treat it as you would any other hard disk, including installing your application or copying files to it
that your user will need.

To create the app block, you will need to create the VHD, install your applications to it, then
detach it. Once detached you can test your VHD on another PC, an EC2 instance, or an AppStream
2.0 image builder to validate the applications work as expected. Once completed, upload to an
Amazon S3 bucket in your account and create the app block.

(® Note

This page describes using a VHD to deliver your application; however, the AppStream 2.0
streaming instance will download any object from Amazon S3. The object you store in
Amazon S3 can also be a zip file, application installer, or the application executable itself.
You can use the setup script to configure it correctly on the streaming instance before a
user launches their application.

The AppStream 2.0 streaming instance waits up to 120 seconds for the VHD to complete
downloading before the setup script runs. If the VHD does not complete downloading
within this duration, the download stops, and the setup script will not run.

We recommend a maximum size of 1.5 gigabyte for the VHD. You might be able to reduce
the size of the VHD by compressing. You must use the setup script to decompress it before
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mounting it, because the file needs to be fully downloaded from Amazon S3 before it can
be mounted and the application is launched. Larger VHDs increase the time it takes for the
application to launch and the streaming session to begin.

To create a VHD for Microsoft Windows

1. From a Windows PC or Windows Amazon Elastic Compute Cloud (Amazon EC2) instance, open
a command prompt with administrative privileges.

2. Launch the Microsoft diskpart utility by entering the following command:

diskpart
3. Create the unformatted and uninitialized VHD file by entering the following command, where

<maximum file size>isthe size of the VHD file, in MB:

create vdisk file=C:\path\to\new\file.vhdx maximum=<maximum file size>
type=expandable

4. Select the newly created VHD by entering the following command:

select vdisk file=C:\path\to\new\file.vhdx
5. Attach the newly created VHD by entering the following command:

attach vdisk

6. Initialize the newly created VHD by entering the following command:

convert mbr

7. Create the primary partition spanning the entire VHD by entering the following command:

create partition primary

8. Format the newly created partition by entering the following command:

format fs=ntfs quick

9. You can mount your newly created VHD to an unused drive letter, a folder path on the root
volume, or both.

To mount a drive letter, enter: assign letter=<unused drive letter>

To mount a folder, enter: assign mount=C: \path\to\empty\folder\to\mount\
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® Note

To mount to a folder path, the folder must already exist and must be empty.

10. You can now install your application to the VHD, using either the drive letter or the folder
mount path chosen in step 9.

After you finish installing your application(s) to the VHD, you need to detach it before you can
safely upload it to an Amazon S3 bucket.
To detach a VHD for Microsoft Windows

1. Launch the Microsoft diskpart utility by entering the following command:

diskpart

2. Select the VHD by entering the following command:

select vdisk file=C: \path\to\new\file.vhdx

3. Detach the VHD by entering the following command:

detach vdisk

4. The VHD has now been detached, and can be tested on another Windows PC, Amazon EC2
instance, or an AppStream 2.0 image builder.
To create a VHD for Linux

1. From an Amazon Linux 2 EC2 instance, Amazon Linux 2 AppStream 2.0 image builder, or
Amazon Linux 2 WorkSpaces, open a terminal session.

2. Create the unformatted and uninitialized VHD file:

dd if=/dev/zero of=<name of file> bs=<size of VHD> count=1

3. Add a file system to the created VHD by entering the following command:

sudo mkfs -t ext4 <name of file>
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® Note

You might see a message stating that the file is not a block special device. You can
select to proceed anyway.

4. Create an empty folder to use for the mount point by entering the following command:

sudo mkdir /path/to/mount/point

5. Mount the newly created VHD to a file system path by running the following command:

sudo mount -t auto -o loop <name of file> /path/to/mount/point

6. You can now install your application to the VHD using the folder mount path chosen in step 4.

(® Note

The default permissions for files and folders created on the VHD can prevent non-
administrator users from launching applications or reading files. Validate the
permissions and change them, if necessary.

After you finish installing your application(s) to the VHD, you need to detach it before you can
safely upload it to an Amazon S3 bucket.

To detach a VHD for Linux

1. Open a terminal session, and enter the following command:

sudo umount /path/to/mount/point

2. The VHD has now been detached, and can be tested on another Amazon Linux 2 Amazon EC2
instance, Amazon Linux 2 AppStream 2.0 image builder, or Amazon Linux 2 WorkSpaces.

Create the Setup Script for the VHD in Amazon AppStream 2.0

AppStream 2.0 uses a setup script that you provide to mount the VHD before the application
launches. You can also use the setup script to complete other tasks required to make your
application work. For example, you can configure registry keys, register DLLs, manage pre-
requisites, or modify the user profile from the setup script. AppStream 2.0 provides script examples
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that you can use to mount your VHD. You will need to modify these scripts for your VHD and
application needs.

(@ Note

Setup scripts aren't required for app blocks with AppStream 2.0 packaging. However, you
can provide optional post-setup scripts to customize application installation.

Use the following links to download the example scripts:

o Amazon Linux 2 bash script

» Microsoft Windows Powershell script

(® Note

AppStream 2.0 and the Microsoft Windows operating system reserve drive letters A
through E. Don't mount VHDs or network shares to these drive letters.

AppStream 2.0 downloads the setup script and VHD to a directory on the fleet streaming instance,
then runs the setup script. The setup script runs on the operating system with full administrator
rights. The setup script runs in the SYSTEM context on Microsoft Windows, and as the root user on
Amazon Linux 2.

File system location for the VHD and setup script:
« Amazon Linux 2:

/opt/appstream/AppBlocks/appblock-name/

appblock-name

The name of the app block that the VHD and setup script correspond to.

o Microsoft Windows:

C:\AppStream\AppBlocks\appblock-name\

appblock-name

The name of the app block that the VHD and setup script correspond to.
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AppStream 2.0 maintains the file name as they are on the object. For example, if your app block is
named MyApps, with a VHD named apps.vhd and setup script named mount-apps.psl, then the
full path on a Windows streaming instance is:

« VHD

C:\AppStream\AppBlocks\MyApps\apps.vhd

» Setup script

C:\AppStream\AppBlocks\MyApps\mount-apps.psl

AppStream 2.0 captures the standard error and standard output from your setup script when it
runs on a fleet streaming instance and uploads the output to an Amazon S3 bucket within your
account. You can use these logs to identify and resolve issues you may have with your setup script.
The buckets are named in a specific format as follows:

appstream-logs-region-code-account-id-without-hyphens-random-identifier

region-code

This is the AWS Region code in which the elastic fleet is created within.

account-id-without-hyphens

Your AWS account identifier. The random ID ensures that there is no conflict with other buckets
in that Region. The first part of the bucket name, appstream-logs, does not change across
accounts or Regions.

For example, if you create an elastic fleet in the US West (Oregon) Region (us-west-2) on account
number 123456789012, AppStream 2.0 creates an Amazon S3 bucket within your account in that
Region with the name shown. Only an administrator with sufficient permissions can delete this
bucket.

appstream-logs-us-west-2-1234567890123-abcdefg

The path for the folder where the log files are stored in the S3 bucket in your account uses the
following structure:
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bucket-name/fleet-name/instance-id/appblock-name/

bucket-name

The name of the Amazon S3 bucket in which the setup script logs are stored. The name format
is described earlier in this section.

Instance-id

The unique identifier for the streaming instance that the setup script ran on

appblock-name
The name of the appblock that the setup script corresponds to.
The following example folder structure applies to a streaming session started from test-fleet.

The session is from an AWS account ID of 123456789012, and appblock name is testappblock in
the US West (Oregon) Region (us-west-2):

appstream-logs-us-west-2-1234567890123-abcdefg/test-fleet/
i-084427ab4alcff7f5/testappblock/

This example folder structure contains one log file for the standard output, and one log file for the
standard error.

Topics

» App block setup script execution in Amazon AppStream 2.0

App block setup script execution in Amazon AppStream 2.0

The following diagrams indicate where in the process the setup script runs. The run order is
dependent upon whether Application Settings Persistence is enabled on the stack associated with
the elastic fleet.

(® Note

AppStream 2.0 uses your VPC details to download the VHD and setup script from the
Amazon S3 bucket. Your VPC must provide access to the Amazon S3 bucket. For more
information, see Using Amazon S3 VPC Endpoints for AppStream 2.0 Features.
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Create a Custom App Block

You can use the AppStream 2.0 console to create the app block resource once you have your VHD
and setup script created and uploaded to an S3 bucket in your AWS account. To learn more about
storing the VHD and setup script in an Amazon S3 bucket, see the section called “Store Application

Icon, Setup Script, Session Script, and VHD in an S3 Bucket".

(® Note

You must have IAM permissions to perform the S3:GetObject action on the VHD and
setup script objects in the Amazon S3 bucket to create the app block resource.
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To create the app block resource

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. From the left-hand navigation menu, choose Applications, App block, and Create app block.
3. For app block packaging, select Custom.
4

For App block details, type a unique name identifier for the app block. Optionally, you can
also specify the following:

« Display name - A friendly name for the app block.
» Description — A description for the app block.

5. For Virtual hard disk object in S3 under Script settings, either enter the S3 URI that
represents the VHD object, or choose Browse S3 to navigate to your S3 buckets and find the
VHD object.

6. For Setup script object in S3 under Script settings, either enter the S3 URI that represents
the setup script object, or choose Browse S3 to navigate to your S3 buckets and find the setup
script object.

7. For Setup script executable under Script settings, enter the executable necessary for your
setup script.

® Note

If your setup script can execute directly, enter the filename of the setup script. If
your setup script relies on another executable (for example, Microsoft PowerShell) to
execute, enter the path to that executable.

Path to Microsoft PowerShell on Microsoft Windows:
C:\Windows\System32\WindowsPowerShell\v1l.@\powershell.exe

8. Optionally, for Setup script executable arguments under Script settings, enter in the
arguments that need to be provided to the setup script executable to execute your setup
script.

(® Note

If you are using a Microsoft PowerShell script, you must specify the "-File" parameter
with the name of your setup script as an executable argument. Additionally,
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ensure that the Execution Policy allows your script to be run. To learn more, see
about_Execution_Policies and What is PowerShell?.

9. For Execution duration in seconds under Script settings, enter the timeout duration for your
setup script.

(@ Note

The execution duration in seconds is how long AppStream 2.0 waits for the setup script
to run before continuing. If your setup script doesn’t complete within this duration, an
error is displayed to your user and the application will attempt to launch. The setup
script is terminated after the execution duration has elapsed.

10. (Optional) For Tags, create tags for the app block resource
11. Review the information that you entered, and choose Create.

12. If your app block was created successfully, you see a success message at the top of the console.
If an error occurred, you see a descriptive error message and will need to try creating the app
block again.

Update the App Block, VHD, and Setup Script

App block resources are immutable and do not allow you to change them once created. If you need
to make backwards compatible updates to the VHD or setup script, it is recommended that you
upload a new version of the file to the Amazon S3 bucket, overwriting the current version. New
Elastic fleet streaming sessions will download the latest version of the objects, and use them.

If you need to make backwards incompatible updates to the VHD or setup script, it is
recommended that you upload them as new objects to the Amazon S3 bucket, and create a new
app block and application resource. You can then manage the deployment to your users as part of
a change window or other outage.

AppStream 2.0 App Blocks

Elastic fleet streaming instances utilize applications that are installed on virtual hard disk (VHD)
files stored within an Amazon S3 bucket in your account. When it comes to app blocks with custom
packaging, you have the flexibility to create your own VHD file and upload it to an Amazon S3
bucket within your account. Alternatively, for app blocks with AppStream 2.0 packaging, you can

AppStream 2.0 App Blocks 204


https://docs.microsoft.com/en-us/powershell/module/microsoft.powershell.core/about/about_execution_policies?view=powershell-7.2
https://docs.microsoft.com/en-us/powershell/scripting/overview?view=powershell-7.2

Amazon AppStream 2.0 Administration Guide

take advantage of the app block builder, which handles the packaging of your applications, creates
a VHD file, and uploads it to your Amazon S3 bucket.

By using the AppStream 2.0 packaged app block, you not only eliminate the need for manual steps
in building a VHD file, but also remove the requirement for a setup script. It expands application
compatibility with elastic fleets, as well as reduces manual administrative steps required to create
an app block. AppStream 2.0 handles the setup of app blocks with AppStream 2.0 packaging
automatically without the need of any setup scripts. However, you can still provide optional post-
setup scripts to customize the installation for your needs.

Contents
e Overview

» Unsupported Applications

o Create an AppStream 2.0 App Block

« Activate an App Block

» Create an App Block with an Existing App Package

» Test an App Block

» Associate an App Block in Amazon AppStream 2.0

» Disassociate an App Block in Amazon AppStream 2.0

Overview

To create an app block with AppStream 2.0 packaging, you need to initiate a streaming session
with an app block builder. After the session is launched, you can download your application
installers and enable the recording options. From that point onwards, AppStream 2.0 records the
file system and registry changes made on the app block builder using Application Redirection
technology.

Application Redirection uses Windows filter driver framework to intercept and redirect file-system
and registry changes. This redirection is seamless to the application being installed. The application
will continue to interact with the original file locations on the C: drive. For example, if an installer
for "TestApplication" is run on a machine with App Redirection set up, it will be installed by default
to C:\Program Files\TestApplication. However, behind the scenes, all files and folders will be
redirected to a mounted virtual hard disk (VHD), and a link will be created from the original file
location to the actual file location. On the machine, TestApplication will still appear to be installed
at C:\Program Files\TestApplication.
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After all the installation changes are recorded, the VHD file is uploaded to an Amazon S3 bucket in
your account.

When a user requests a session using an Elastic fleet, AppStream 2.0 downloads the VHD file, sets
up the application, runs the post-installation setup scripts (optional), and starts the application
streaming.

® Note

Application Redirection technology does not record any file system changes

under %USERPROFILE%, except new directories created under %APPDATA% and
%LOCALAPPDATA% directories.

Application Redirection technology does not record any registry changes under the current
user, HKEY_CURRENT_USER (HKCU).

Unsupported Applications

Applications might encounter failures when installing or running in the following scenarios:

» Applications with location-based checks during installation: If an application’s installation
process verifies the actual location of the installed files, it might result in a failure. Because
AppStream 2.0 redirects the files to the app block VHD, only links to the actual files are
maintained at the original location.

If you are uncertain whether your application falls into any of these categories, you can

use AppStream 2.0 packaging to create an app block. This process involves installing your
application(s) on an app block builder instance. In the event that your application(s) fail to install
on the app block builder instance, you can take the following actions:

o Check the logs. The error log file for your app block builder instance can be found at C:
\AppStream\AppBlocks\errorLog. This log records all installation failures, including RegKeys/File
operation processing. If you see any of the following logs in the errorLog, it indicates that the
packaging of your application is currently unsupported by the AppStream 2.0 app block builder:

« "Unable to create symbolic link"

» "Service doesn't support file renaming"
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If there is no errorLog file, or if this file is empty, then check your application installation logs to
identify the reason for failures.

Report a problem. Select the Report a problem button, which is available on the application
builder assistant in the app block builder. Selecting this option will gather all the AppStream
2.0 logs from your app block builder instance, and submit them to the AppStream 2.0 team for
assistance.

Create an app block with custom packaging: If you are unable to package your applications using
the app block builder, you can try to create an app block using custom packaging methods. For
more information, see the section called “Custom App Blocks".

If you need more help, contact AWS Support. For more information, see AWS Support Center.

It is important to consider these potential limitations, and plan accordingly when using AppStream
2.0 packaging for your applications.

Create an AppStream 2.0 App Block

Follow these steps to create an app block with the AppStream 2.0 packaging type.

Step 1: Configure the app block

To configure the app block

1.
2.

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

From the left-hand navigation menu, choose Applications Manager, App blocks, and Create
app block.

For app block packaging, select AppStream 2.0.

For App block details, type a unique name identifier for the app block. Optionally, you can
also specify the following:

« Name - A unique name for the app block.

» Display name (optional) — A friendly name for the app block.

« Description (optional) — A description for the app block.

(Optional) An app block with AppStream 2.0 packaging doesn't need a setup script. You can
optionally provide post-installation steps the following Advanced Options:
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» For Post setup script object in S3, either enter the Amazon S3 URI that represents the post
setup script object, or choose Browse S3 to navigate to your Amazon S3 buckets and find
the setup script object.

« For Post setup script executable, enter the executable needed for your post setup script.

® Note

If your setup script can execute directly, enter the filename of the setup script. If

your setup script relies on another executable (for example, Microsoft PowerShell) to
execute, enter the path to that executable.

Path to Microsoft PowerShell on Microsoft Windows:
C:\Windows\System32\WindowsPowerShell\v1l.@\powershell.exe
Optionally, for Setup script executable arguments under Script settings, enter in the
arguments that need to be provided to the setup script executable to execute your
setup script.

(® Note

If you are using a Microsoft PowerShell script, you must specify the "-File" parameter
with the name of your setup script as an executable argument. Additionally,

ensure that the Execution Policy allows your script to be run. To learn more, see
about_Execution_Policies and What is PowerShell?.

For Execution duration in seconds under Script settings, enter the timeout duration

for your setup script.

(@ Note

The execution duration in seconds is how long AppStream 2.0 waits for the setup script
to run before continuing. If your setup script doesn't complete within this duration, an
error is displayed to your user and the application will attempt to launch. The setup
script is terminated after the execution duration has elapsed.
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6.

8.
9.

Under Import Settings, choose Create new app block application file. For S3 Location

under Import settings, either enter the Amazon S3 URI that represents the bucket, or choose
Browse S3 to navigate to your Amazon S3 buckets and select an appropriate bucket. The list
of Amazon S3 buckets is global and lists all the buckets across all regions. Make sure you select
the bucket in the region where you want to create your app block. For more information about
setting bucket permissions, see the section called “Store Application Icon, Setup Script, Session
Script, and VHD in an S3 Bucket"”.

Select an app block builder. Only app block builders that are not associated with other app
blocks are available. If the list is empty, either create a new app block builder, or disassociate
the existing ones to use. App block builder is a reusable resource that you can use to create
your application package.

® Note

If you do not select an app block builder here, you can still create your app block in the
Inactive state, and activate your app block later. For more information, see the section
called “Activate an App Block”.

(Optional) For Tags, create tags for the app block resource.

Choose Next.

10. Review the information that you entered, and choose one of the following options:

» Choose Create app block if you didn't select an app block builder in step 7.

o Choose Launch app block builder if you chose an app block builder in step 7. Then continue
to Step 2 to create your application package using the app block builder streaming session.

At this point, your app block resource is created, but it is Inactive and can't be used for Elastic

fleets.

Step 2: Create the Application Package

Use the app block builder streaming instance to package your applications and activate your app
block. The app block created using app block builder will have AppStream 2.0 packaging, and the
application package will be uploaded onto the Amazon S3 bucket in your AWS account.
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To create the application package

1.

7.

8.

After your streaming session is on, the application builder assistant automatically starts. If it
doesn't start, start it manually using the desktop icon.

The initial screen provides instructions for the application packaging process.

Bring your application installer onto your app block builder streaming session by using one of
the following options:

« Download the application installers from the web.

» Use your streaming session file interface.

» Download the application installer from another AWS service using a machine role.

After you have all the required application installers, stop all the other apps running on the
instance and choose Start recording. The app block builder starts recording system changes,
and the screen says Recording in progress.

Start installing your applications one by one.

When you are done with application installation, choose Stop recording, and the system will
stop recording changes. If you want to make any more changes to your application package,
such as add more applications or remove an already installed application, choose Start
recording, and make sure the system is in Recording in progress mode.

® Note

If your application installation fails, choose Report a problem to collect AppStream
2.0 related logs from the instance, and report the problem to the AppStream 2.0 team.
When you are done, end your app block builder streaming session. You can try to
restart the process creating an app block by using a new app block builder instance. If
the problem persists, then try to create your app block using custom packaging.

When you are done installing all the applications, choose Stop recording. You can test your
application, by using the Start Menu or browsing the application using File Explorer.

Choose Next to review your app block details.
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9.

® Note

The recommended size of an application package (VHD) file for an Elastic fleet is less
than 1.5 GB. If your VHD file size is bigger than 1.5 GB, try reducing the number of
applications packaged within one app block.

Application package (VHD) file size will not shrink if you uninstall an application.
Restart the application packaging process using a new app block streaming session,
and install fewer applications.

Choose Finish app block creation and disconnect to create the application package
and upload it to the Amazon S3 bucket. If you are successful, the streaming session will
automatically disconnect, and the app block will be in an Active state.

® Note

If your application installation fails, choose Report a problem to collect AppStream
2.0 related logs from the instance, and report the problem to the AppStream 2.0 team.
When you are done, end your app block builder streaming session. You can try to
restart the process creating an app block by using a new app block builder instance. If
the problem persists, then try to create your app block using custom packaging.

Activate an App Block

If an app block with AppStream 2.0 packaging was created, but the application package (VHD) was
not attached to it, then the app block will be in an inactive state, and it can't be used to associate
applications with Elastic fleets. To activate an app block, an application package (VHD) must be
associated with the app block.

To create the application package

1.
2.

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

From the left-hand navigation menu, choose Applications Manager, App blocks.

Select an Inactive app block that you want to activate, and choose Activate from the Actions
menu.

Select an app block builder, and choose Launch app block builder.
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« If the list is empty, then you either don't have an app block builder, or all of your app block
builders are associated with other app blocks. Either create a new app block builder, or
disassociate an existing app block builder and test it.

o If the app block builder is already associated with an app block, then you can continue using
it for activating the app block.

o If the selected app block builder was not associated with an app block builder, then it will
be associated with the one you select, and the streaming session will launch. The app block
builder remains associated with this app block after the session ends.

5. After the app block builder streaming session starts, follow the steps in the section called
“Step 2: Create the Application Package"” to create your application package (VHD) and
activate the app block.

Create an App Block with an Existing App Package

You can use your existing application package (VHD) with AppStream 2.0 packaging to create
AppStream 2.0 app blocks. To do this, copy your application package (VHD) file from the source
Amazon S3 bucket to another destination Amazon S3 bucket. The destination bucket can be in a
different region.

To create an app block with existing app package

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. From the left-hand navigation menu, choose Applications Manager, App blocks, and Create
app block.

3. For app block packaging, select AppStream 2.0.
4. For App block details, type a unique name identifier for the app block. Optionally, you can
also specify the following:
« Name - A unique name for the app block.
» Display name (optional) — A friendly name for the app block.
« Description (optional) — A description for the app block.

5. (Optional) An app block with AppStream 2.0 packaging doesn't need a setup script. You can
optionally provide post-installation steps the following Advanced Options:
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6.

the setup script object.

« For Post setup script executable, enter the executable needed for your post setup script.

® Note

If your post setup script can execute directly, enter the filename of the post setup
script. If your post setup script relies on another executable (for example, Microsoft
PowerShell) to execute, enter the path to that executable.

Path to Microsoft PowerShell on Microsoft Windows:
C:\Windows\System32\WindowsPowerShell\v1l.@\powershell.exe
Optionally, for Post setup script executable arguments, enter in the arguments that
need to be provided to the setup script executable to execute your setup script.

Note

If you are using a Microsoft PowerShell script, you must specify the "-File" parameter
with the name of your post setup script as an executable argument. Additionally,
ensure that the Execution Policy allows your script to be run. To learn more, see
about_Execution_Policies and What is PowerShell?.

For Execution duration in seconds under Script settings, enter the timeout duration

for your setup script.

Note

The execution duration in seconds is how long AppStream 2.0 waits for the post setup

script to run before continuing. If your post setup script doesn’t complete within this
duration, an error is displayed to your user and the application will attempt to launch.
The setup script is terminated after the execution duration has elapsed.

Choose Use existing app block application file under Import settings. For S3 Location,
you can enter the Amazon S3 URI for the object in an Amazon S3 bucket that represents the

» For Post setup script object in S3, either enter the Amazon S3 URI that represents the post
setup script object, or choose Browse S3 to navigate to your Amazon S3 buckets and find
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application package (VHD), Or, choose Browse S3 to navigate to your Amazon S3 buckets and
select the object in an Amazon S3 bucket. The list of Amazon S3 buckets is global and lists all
the buckets across all regions. Make sure you select the bucket in the region where you want to
create your app block.

7. Choose Next.

8. Review the information that you entered, and choose Create app block.
At this point your app block resource is created and in the Active state.

Test an App Block

You can use an app block builder to test your app block and verify your application functionalities.
You don't need to launch an Elastic fleet for this option. You can also create multiple app block
builders with different instance types or sizes, and test the performance of your application with
different compute options.

® Note
The test app block option is supported only for app blocks with AppStream 2.0 packaging.

To test an app block

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?2.

From the left-hand navigation menu, choose Applications Manager, App blocks.

Select an app block that you want to test, and choose Test from the Actions menu.

P WD

Select an app block builder, and choose Launch and test app block.

« If the list is empty, then you either don't have an app block builder, or all of your app block
builders are associated with other app blocks. Either create a new app block builder, or
disassociate an existing app block builder and test it.

« If the app block builder is already associated with an app block, then you can continue using
it for activating the app block.

« If the selected app block builder was not associated with an app block builder, then it will
be associated with the one you select, and the streaming session will launch. The app block
builder remains associated with this app block after the session ends.
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5. App block builder launches in a separate browser window in a Desktop streaming mode. The
service downloads the app block from the Amazon S3 bucket and installs it on the app block
builder instance.

6. Your applications can now be streamed and tested. You can open your application by either
browsing it in File Explorer or using the Start menu.

7. When you are done testing, end the streaming session.

Associate an App Block in Amazon AppStream 2.0

In order to create, test, or activate your app block with AppStream 2.0 packaging, you need to
associate it with an app block builder. One app block builder can only be associated with only one
app block, and vice versa.

(® Note

Associating and disassociating an app block is only supported for app blocks with
AppStream 2.0 packaging.

Associate an app block with app block builder in Amazon AppStream 2.0

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

From the left-hand navigation menu, choose Applications Manager, App blocks.

Select an app block, and choose Associate from the Actions menu.

P WD

Select an app block builder, and choose Associate app block builder.

If the list is empty, then you either don't have an app block builder, or all of your app block
builders are associated with other app blocks. Either create a new app block builder, or
disassociate an existing app block builder and then associate.

Disassociate an App Block in Amazon AppStream 2.0

If all your app block builders are associated with other app blocks, and you want to test, create, or
activate another app block, then you can either create a new app block builder, or disassociate an
existing app block builder from the app block and use it with the new app block.
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® Note

Associating and disassociating an app block is only supported for app blocks with
AppStream 2.0 packaging.
Disassociation is allowed only if an app block builder is in the STOPPED state.

Disassociate an app block from an app block builder

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

From the left-hand navigation menu, choose Applications Manager, App blocks.

Select an app block, and choose Disassociate from the Actions menu.

P WD

Select an already associated app block builder, and choose Disassociate app block builder.

Unsupported Applications

Applications might encounter failures when installing or running in the following scenarios:

« Applications requiring reboots after installation: If an application needs to perform additional
changes or configurations after installation that require a reboot, it might fail. Currently, app
block builder does not support restart, which can prevent the application from completing its
required post-installation steps.

« Applications relying on user-specific details: Applications that are intended to be installed
only for the currently logged-in user on app block builder, or that rely on the logged-in user
details on app block builder, such as security identifiers (SIDs) during installation, might not
function correctly on Elastic fleets. This is due to the logged-in user changes within the elastic
fleet environment. Additionally, application redirection does not record all directories under
%USERPROFILE%. However, you have the option to configure post setup scripts to dynamically
change your application configuration based on environment.

« Applications relying on machine-specific details: Applications that rely on machine-specific
details on app block builder during installation, such as network adaptor GUID, might encounter
issues on Eastic fleets. This is because the machine details, including network adaptor GUIDs, can
change within the elastic fleet environment. To address this, you can configure the post setup
scripts to handle the configuration of those machine-specific details.
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If you are uncertain whether your application falls into any of these categories, you can

use AppStream 2.0 packaging to create an app block. This process involves installing your
application(s) on an app block builder instance. In the event that your application(s) fail to install
on the app block builder instance, you can take the following actions:

o Check the logs. The error log file for your app block builder instance can be found at C:
\AppStream\AppBlocks\errorLog. This log records all installation failures, including registry keys
and file operation processing. If you see any of the following logs in the errorLog, it indicates
that the packaging of your application is currently unsupported by the AppStream 2.0 app block
builder:

» "Unable to create symbolic link"

» "Service doesn't support file renaming"

If there is no errorLog file, or if this file is empty, then check your application installation logs to
identify the reason for failures.

» Report a problem. Select the Report a problem button, which is available on the application
builder assistant in the app block builder. Selecting this option will gather all the AppStream 2.0
logs from your app block builder instance, and submit them to the AppStream 2.0 team.

» Create an app block with custom packaging: If you are unable to package your applications using
the app block builder, you can try to create an app block using custom packaging methods. For
more information, see the section called “Custom App Blocks".

« If you need more help, contact AWS Support. For more information, see AWS Support Center.

It is important to consider these potential limitations, and plan accordingly when using AppStream
2.0 packaging for your applications.

App Block Builder

An app block builder is a reusable resource that you can use to package your applications (or app
block). You can also use it to test your application package before associating your application to
an Elastic fleet. A single app block builder can be used to create and test multiple app blocks one
by one. Each time a streaming session is created for app block builder for creating or testing an app
block, a new instance is created and used. After the app block builder instance is terminated, the
state of the instance is not persisted.
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AppStream 2.0 Elastic fleets use Amazon EC2 instances to stream applications. You must

provide your application package and associate it with your fleet. To create your own custom
application packaging, connect to an app block builder instance, and then install and configure
your applications for streaming. App block builder creates the packaging for your application and
uploads it to an Amazon S3 bucket in your AWS account.

When you create an app block builder, you choose the following:

« An instance type — AppStream 2.0 provides different instance sizes with various CPU and
memory configurations. The instance type must align with the instance family you need.

« The VPC, subnets, and security groups to use — Make sure that the subnets and security groups
provide access to the network resources that your applications require. Typical network resources
required by applications might include licensing servers, database servers, file servers, and
application servers. App block builder uploads the application package on to an Amazon S3
bucket in your AWS account. The VPC you choose for your fleet must provide sufficient network
access to the Amazon S3 bucket. For more information, see the section called “Store Application
Icon, Setup Script, Session Script, and VHD in an S3 Bucket".

Contents

» Create an App Block Builder

« Connect to an App Block Builder in Amazon AppStream 2.0

» App Block Builder Actions

Create an App Block Builder

You can use app block builder instance to create your application package for AppStream 2.0
Elastic fleets.

To create an app block builder

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. Choose Applications Manager in the left navigation pane, then choose the App block builders
tab and Create app block builder.

3. For Step 1: Configure app block builder, configure the app block builder by providing the
following details:

« Name: Type a unique name identifier for the app block builder.
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« Display name (optional): Type a name to display for the app block builder (maximum of
100 characters).

« Operating system: Select an operating system for your application. This must align with the
operating system that you are going to select for you elastic fleet, which your end users will
use to stream the application.

« IAM role (Optional): When you apply an IAM role from your account to an AppStream 2.0
app block builder, you can make AWS API requests from the app block builder instance
without manually managing AWS credentials. To apply an IAM role to the app block builder,
do either of the following:

« To use an existing IAM role in your Amazon Web Services account, choose the role that
you want to use from the IAM role list. The role must must be accessible from the
image builder. For more information, see Configuring an Existing IAM Role to Use With

AppStream 2.0 Streaming Instances.

» To create a new IAM role, choose Create new IAM role and follow the steps in How to
Create an IAM Role to Use With AppStream 2.0 Streaming Instances.

 Instance Type: Select the instance type for the app block builder. Choose a type that
matches the performance requirements of the applications that you plan to install.

» Tags (optional): Choose Add Tag, and type the key and value for the tag. To add more tags,
repeat this step. For more information, see Tagging Your Amazon AppStream 2.0 Resources.

4. Choose Next.
5. For Step 2: Configure Network, do the following:
« To add internet access for the app block builder in a VPC with a public subnet, choose

Default Internet Access. If you are providing internet access by using a NAT gateway, leave
Default Internet Access unselected. For more information, see Internet Access.

o For VPC and Subnet 1, choose a VPC and at least two subnets. For increased fault tolerance,
we recommend that you choose three subnets in different Availability Zones. For more
information, see Configure a VPC with Private Subnets and a NAT Gateway.

If you don't have your own VPC and subnet, you can use the default VPC or create your own.
To create your own, choose the Create a new VPC and Create new subnet links to create
them. Choosing these links opens the Amazon VPC console. After you create your VPC and
subnets, return to the AppStream 2.0 console and choose the refresh icon to the left of

the Create a new VPC and Create new subnet links to display them in the list. For more
information, see Configure a VPC for AppStream 2.0.
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For Security group(s), choose up to five security groups to associate with this image builder.
If you don't have your own security group and you don't want to use the default security
group, choose the Create new security group link to create one. After you create your
subnets in the Amazon VPC console, return to the AppStream 2.0 console and choose the
refresh icon to the left of the Create new security group link to display them in the list. For
more information, see Security Groups in Amazon AppStream 2.0.

For VPC Endpoints (Optional), you can create an interface VPC endpoint (interface
endpoint) in your virtual private cloud (VPC). To create the interface endpoint, choose
Create VPC Endpoint. Selecting this link opens the VPC console. To finish creating the
endpoint, follow steps 3 through 6 in the section called “Tutorial: Creating and Streaming
from Interface VPC Endpoints”. After you create the interface endpoint, you can use it to
keep streaming traffic within your VPC.

6. Choose Next.

7. Choose Review and confirm the details for the app block builder. To change the configuration
for any section, choose Edit and make the needed changes.

8. After you finish reviewing the configuration details, choose Create app block builder.

(® Note

If an error message notifies you that you don't have sufficient limits (quotas) to

create the image builder, submit a limit increase request through the Service Quotas
console at https://console.aws.amazon.com/servicequotas/. For more information, see
Requesting a quota increase in the Service Quotas User Guide.

Connect to an App Block Builder in Amazon AppStream 2.0

You can connect to an app block builder by doing either of the following:

» Using the AppStream 2.0 console (for browser connections only)

» Creating a streaming URL (for browser or AppStream 2.0 client connections)

®

Note

App block builder doesn’t support Active Directory domain join.
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Contents

« Amazon AppStream 2.0 Console (Browser Connection)

« Streaming URL (Amazon AppStream 2.0 Client or Browser Connection)

Amazon AppStream 2.0 Console (Browser Connection)

To use the AppStream 2.0 console to connect to an app block builder through a browser, complete
the following steps.

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. In the left navigation pane, choose Applications Manager, and then choose App block
builders.

3. Inthe list of app block builders, choose the app block builder to which you want to connect.
Verify that the status of the app block builder is Running, and choose Connect.

For this step to work, you might need to configure your browser to allow pop-ups from
https://stream.<aws-region>.amazonappstream.com/.

4. Start streaming the app block builder.

Streaming URL (Amazon AppStream 2.0 Client or Browser Connection)

You can create a streaming URL to connect to an app block builder through a browser or the
AppStream 2.0 client. Unlike a streaming URL that you create to enable user access to a fleet
instance, which is valid for a maximum of seven days, by default, a streaming URL that you create
to access an image builder expires after one hour. To set a different expiration time, you must
generate the streaming URL by using the CreateAppBlockBuilderStreamingURL API action.

(® Note

Streaming a URL to connect to an app block builder is not supported on the macOS client.

You can create a streaming URL in any of the following ways:

o AppStream 2.0 console

» The CreateAppBlockBuilderStreamingURL API action
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» The create-app-block-builder-streaming-url AWS CLI command

To create a streaming URL and connect to the app block builder by using the AppStream 2.0
console, complete the steps in the following procedure.

To create a streaming URL and connect to the app block builder by using the AppStream 2.0
console

1. Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

2. In the navigation pane, choose Application Manager, App block builders.

3. Inthe list of app block builders, choose the app block builder to which you want to connect.
Verify that the status of the app block builder is Running.

4. Choose Actions, Create streaming URL.
5. Do one of the following:
» To save the streaming URL to connect to the app block builder later, choose Copy Link to
copy the URL, then save it to an accessible location.

» To connect to the app block builder through the AppStream 2.0 client, choose Launch in
Client. When you choose this option, the AppStream 2.0 client sign-in page is prepopulated
with the streaming URL.

» To connect to the app block builder through a browser, choose Launch in Browser. When
you choose this option, a browser opens with the address bar prepopulated with the
streaming URL.

6. After you create the streaming URL and connect to the app block builder, start streaming the
app block builder.

App Block Builder Actions

You can perform the following actions on an app block builder, depending on the current state
(status) of the app block builder instance.

Delete
Permanently delete an app block builder.

The instance must be in a Stopped state.
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Connect

Connect to a running app block builder. This action starts a desktop streaming session with the
app block builder to install and add applications, and create an app block.

The instance must be in a Running state.

Start
Start a stopped app block builder. A running instance is billed to your account.

The instance must be in a Stopped state, and associated with an app block.

Stop
Stop a running app block builder. A stopped instance is not billed to your account.

The instance must be in a Running state.

Update
Update any of the app block builder properties, except the name.

The instance must be in a Stopped state.

None of these actions can be performed on an instance in any of the following intermediate states:

« Pending
» Stopping
« Starting
» Deleting

Applications

Applications contain the details necessary to launch your application after the VHD has been
mounted. Applications also include the name and icon that are displayed to your user on the
application catalog. Applications are associated with the app block resource that contains the files
and binaries for that application.

You can use the AppStream 2.0 console to create the application resource once you have uploaded
your application icon to an Amazon S3 bucket and created the app block that contains the files and
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folders necessary to launch the application. To learn more about uploading the application icon to
an Amazon S3 bucket, see the section called “Store Application Icon, Setup Script, Session Script,
and VHD in an S3 Bucket".

® Note

You must have IAM permissions to perform the S3:GetObject action on the application
icon object in the S3 bucket to create the application resource.

To create the application resource

Open the AppStream 2.0 console at https://console.aws.amazon.com/appstream?.

1
2. From the left-hand navigation menu, choose Applications and Create application.
3. For Name under Application details, enter a unique identifier for the application.
4

(Optional) For Display name under Application details, enter a friendly name that users will
see in the application catalog.

b

(Optional) For Description under Application details, enter a description for the application.

For Application icon object in S3 under Application details, either enter the S3 URI that
represents the VHD object, or choose Browse S3 to navigate to your S3 buckets and find the
application icon object.

7. For Application executable launch path under Application settings, enter the path on the
streaming instance to the application’s executable.

8. (Optional) For Application working directory in the Application settings section, enter the
directory on the streaming instance to use for the application's working directory.

9. (Optional) For Application launch parameters in the Application settings section, enter the
parameters to provide to the application executable when launching the application.

10. For Supported operating systems (OS) in the Application settings section, choose which
operating systems can launch this application.

11. For Supported instance families in the Application settings section, choose which instance
families can launch this application.

12. For App block in the Application settings section, choose which app block contains the files
and folders necessary for this application.

13. (Optional) In the Tags section, create tags for the app block resource.

14. Review the information that you entered, then choose Create.
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15. If your application was created successfully, you will see a success message at the top of the
console. If an error occurred, a descriptive error message will be provided and you will need to
try creating the application again.

Store Application Icon, Setup Script, Session Script, and VHD in
an S3 Bucket

You must store the application icons, setup scripts, session scripts, and VHDs that you use for your
applications and app blocks in an Amazon Simple Storage Service (Amazon S3) bucket in your AWS
account. AppStream 2.0 Elastic fleets download the application icon, setup script, and VHD from
the S3 bucket when your user starts their streaming session. The S3 bucket must reside in the AWS
Region that you intend to create AppStream 2.0 Elastic fleets within.

We recommend that you create a new S3 bucket that is used to store only the application

icons, setup scripts, session scripts, and VHDs that you intend to use with Elastic fleets. We also
recommend enabling versioning on the S3 bucket. This allows reverting to previous object versions
if necessary. For more information about how to create a new S3 bucket, see Creating a bucket. For

more information about how to manage object versioning, see Using versioning in S3 buckets.

® Note

AppStream 2.0 uses your VPC to access the S3 bucket you select. The VPC you choose for
your fleet must provide sufficient network access to the S3 bucket.

Make sure that your S3 bucket content is not encrypted using keys that you manage
(Customer Managed Keys).

Currently, S3 buckets configured to use server-side encryption with customer-provided
encryption keys (SSE-C) are not supported for Elastic fleets. If you require encryption at
rest for your S3 objects, server-side encryption with Amazon S3-managed encryption keys
(SSE-S3) is an option that will work for Elastic fleets.

Topics

« Amazon S3 Bucket Permissions
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Amazon S3 Bucket Permissions

The Amazon S3 bucket that you choose must have a bucket policy that provides sufficient access to
the AppStream 2.0 service principal to access and download objects from the Amazon S3 bucket.
You will need to modify the following bucket policy, then apply it to the Amazon S3 bucket you
intend to use for application icons, setup scripts, and VHDs. For more information about how to
apply a policy to an Amazon S3 bucket, see Adding a bucket policy using the Amazon S3 console.

Make sure that the access control lists (ACLs) for your Amazon S3 buckets are disabled. For more
information, see Disabling ACLs for all new buckets and enforcing Object Ownership.

This section presents examples of typical use cases for bucket policies. These sample policies use
bucket as the resource value. To test these policies, replace the user input placeholders
with your own information (such as your bucket name).

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAppStream2.0ToRetrieveObjects",
"Effect": "Allow",
"Principal": {
"Service": ["appstream.amazonaws.com"]
}I
"Action": ["s3:GetObject"],
"Resourxce": [
"arn:aws:s3:::bucket/VHD object",
"arn:aws:s3:::bucket/Setup script object",
"arn:aws:s3:::bucket/Application icon object",
"arn:aws:s3:::bucket/Session scripts zip file object"
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® Note

The bucket policy example defines specific objects in the S3 bucket that AppStream 2.0
can access. You can also use prefixes and wildcards to simplify policy management as
you increase your app blocks. For more information about bucket policies, see Using
bucket policies. For more information about common bucket examples, see Bucket policy

examples.

If you are using an AppStream 2.0 app block, then AppStream 2.0 requires additional permissions

to upload the application package to your appropriate Amazon S3 bucket. For more information
about AppStream 2.0 app blocks, see the section called “AppStream 2.0 App Blocks".

JSON

"Version":

{

"2012-10-17",
"Statement": [

"Sid": "AllowAppStream2.0ToPutAndRetrieveObjects",
"Effect": "Allow",

"Principal": {

"Service":

"appstream.amazonaws.com"

]
3,

"Action":
"s3:GetObject",
"s3:ListBucket",
"s3:PutObject"”,
"s3:GetBucketOwnershipControls"

1,

"Resource":
:s3::
:s3::
:s3::
:s3::
:s3::

"arn:
"arn:
"arn:
"arn:
"arn:

aws
aws
aws
aws
aws

:bucket",

tbucket/AppStream2/*",

tbucket/Setup script object",
tbucket/Application icon object",
tbucket/Session scripts zip file object"
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}

Associate Applications to Elastic Fleets

Applications must be associated to Elastic fleets before they appear to users in the application
catalog to be launched. You can manage application associations using the AppStream 2.0 console.
For information about how to associate applications when creating an Elastic fleet, and how to
manage application associations on existing fleets, see Update an Amazon AppStream 2.0 Fleet .

Additional Resources

The following links provide information and other resources to help you package and deliver your
applications with Elastic fleets.

Solution Description

AWS « Use Elastic fleets and Linux for inexpensive, secure

bastion hosts in Amazon AppStream 2.0 — Describes

how to package common bastion host applications and
deliver them using Linux instances on Elastic fleets.

« Automate AppStream 2.0 Elastic fleet application

updates with AWS Systems Manager — Describes how

you can automate the creation of VHDs and app blocks
using an EC2 instance with AWS Systems Manager.

» Stream applications at a lower cost with Amazon

AppStream 2.0 Elastic fleets and Linux compatibility —

Describes how you can package applications into a VHD
and deliver them using Linux instances on Elastic fleets.

Liquidware FlexApp Liguidware FlexApp integration with AppStream 2.0

Elastic fleet — Includes step-by-step instructions to
package any windows-based application into FlexApp one
format and deliver on AppStream 2.0 Elastic fleets.

Numecent Cloudpaging Introducing AppStream 2.0 Elastic Fleets: How to

Maximize Application Compatibility and Portability
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Solution

Turbo.Net

Description

with Cloudpaging — Numecent Cloudpaging eliminate

s application compatibility issues, allowing even the
most complex legacy and highly customized applicati
ons to be packaged with their dependencies and ready
for deployment within a day. AppStream 2.0 users can
then stream them on-demand without the need for IT
to repackage for various Windows operating systems or
devices.

Introducing Turbo support for Amazon AppStream 2.0

Elastic fleets — Turbo delivers applications instantly on
major platforms and devices. Turbo's unique container
technology eliminates installs and manages dependenc
ies, conflicts, and entitlements. AppStream 2.0 users can
immediately launch any application in a Turbo Hub.

Additional Resources

229


https://www.numecent.com/2021/11/19/maximize-application-compatibility-and-portability-for-appstream-elastic-fleets-with-cloudpaging/
https://blog.turbo.net/introducing-turbo-support-for-aws-appstream-2.0-elastic-fleets
https://blog.turbo.net/introducing-turbo-support-for-aws-appstream-2.0-elastic-fleets

Amazon AppStream 2.0 Administration Guide

Fleets and Stacks in Fleet Type in Amazon AppStream 2.0

With Amazon AppStream 2.0, you create fleet instances and stacks as part of the process of
streaming applications. A fleet consists of streaming instances that run the image that you specify.
A stack consists of an associated fleet, user access policies, and storage configurations.

Contents

» Session Context in Amazon AppStream 2.0

o AppStream 2.0 Fleet Types

» AppStream 2.0 Instance Families

o Create an Amazon AppStream 2.0 Fleet and Stack

» Customize an Amazon AppStream 2.0 Fleet to Optimize Your Users' Application Streaming
Experience
« Update an Amazon AppStream 2.0 Fleet

» Fleet Auto Scaling for Amazon AppStream 2.0

e Multi-Session Recommendations

Session Context in Amazon AppStream 2.0

You can pass parameters to your streaming application by using either of the following methods:

» Specify session content in the CreateStreamingURL AppStream 2.0 API operation. For more
information, see CreateStreamingURL.

» Add the sts:TagSession permission to your IAM role's trust policy and specify the session context
as a SAML assertion in your SAML 2.0 identity provider's authentication response. For more
information, see Step 5: Create Assertions for the SAML Authentication Response and the section

called “Step 5: Create Assertions for the SAML Authentication Response”.

If your image uses a version of the AppStream 2.0 agent that was released on or after October
30, 2018, the session context is stored within the image as a Windows or Linux environment
variable. For information about specific environment variables, see "User and Instance Metadata
for AppStream 2.0 Fleets" in Customize an Amazon AppStream 2.0 Fleet to Optimize Your Users'

Application Streaming Experience .
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® Note

The session context parameter is visible to the user in the AppStream 2.0 streaming URL.
We strongly recommend that you never put confidential or sensitive information in the
session context parameter. Because it is possible for users to modify the streaming URL,
we recommend performing additional validation to determine that the session context is
valid for the end user. For example, you can compare the session context with other session
information, such as user and instance metadata for AppStream 2.0 fleets.

AppStream 2.0 does not perform validation on the session context parameter.

Using Session Context to Pass Parameters to a Streaming Application

In the following steps, you'll use session context to start a web browser and automatically open

a specific website. For instances running Windows, you'll use Firefox. For instances running Linux,

you'll use Chromium.

To use session context to launch a website

Lo~ W

In the left navigation pane, choose Images, Image Builder.

Choose the image builder to use, verify that it is in the Running state, and choose Connect.
Log in to the image builder by choosing Administrator on the Local User tab.

Create a child folder of C:\. For this example, use C:\Scripts.

Create a Windows batch file in the new folder. For this example, create C:\Scripts
\session-context-test.bat and add a script that launches Firefox with the URL from the
session context.

Use the following script:

CD "C:\Program Files (x86)\Mozilla Firefox"
Start firefox.exe %APPSTREAM_SESSION_CONTEXTS

In Image Assistant, add session-context-test.bat and change the name to Firefox.

You do not need to add Firefox. This step requires that you add only the batch file.

Create an image, fleet, and stack. For this example, use a fleet name of session-context-
test-fleet and a stack name of session-context-test-stack.
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8. After the fleet is running, you can call create-streaming-url with the session-context
parameter, as shown in this example.

aws appstream create-streaming-url --stack-name session-context-test-stack \
--fleet-name session-context-test-fleet \

--usexr-id username --validity 10000 \

--application-id firefox --session-context "www.amazon.com"

9. Open the streaming URL in a browser. The script file launches Firefox and loads http://
www . amazon. com.

Similarly, you can perform the following steps to pass parameters to your Linux streaming
application.

To pass parameters to your Linux streaming application

1. In the left navigation pane, choose Images, Image Builder.

2. Choose the image builder to use, verify that it is in the Running state, and choose Connect.
3. Login to the image builder by default as ImageBuilderAdmin.
4

Create a script file (for example, launch-chromium.sh) by running the following command:

sudo vim /usr/bin/launch-chromium.sh

5. Write the script and set executable permissions, such as the following:

(@ Note

#!/bin/bash and source /etc/profile are always required in the script.

#!/bin/bash
source /etc/profile
/usr/bin/chromium-browser $APPSTREAM_SESSION_CONTEXT

6. Use the Image Assistant CLI to add launch-chromium.sh:

sudo AppStreamImageAssistant add-application \
--name chromium \
--absolute-app-path Jusr/bin/launch-chromium.sh
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7.

Create an image, fleet, and stack. For this example, use a fleet name of session-context-
test-fleet and a stack name of session-context-test-stack.

After the fleet is running, you can call create-streaming-url with the session-context

parameter, as shown in this example.

aws appstream create-streaming-url --stack-name session-context-test-stack \
--fleet-name session-context-test-fleet \

--user-id username \

--application-id chromium --session-context "www.amazon.com"

Open the streaming URL in a browser. The batch file launches Chromium and loads http://
www.amazon. com.

AppStream 2.0 Fleet Types

The fleet type determines when your instances run and how you pay for them. You can specify a
fleet type when you create a fleet. You cannot change the fleet type after you create the fleet.

The following are the possible fleet types:

Always-On

Streaming instances run all the time, even when no users are streaming applications and
desktops. Streaming instances must be provisioned before a user is able to stream. The number
of streaming instances provisioned is managed through auto scaling rules.

When your users choose their application or desktop, they will start streaming instantly. You are
charged the running instance fee for all streaming instances, even when no users are streaming.

On-Demand

Streaming instances run only when users are streaming applications and desktops. Streaming
instances not yet assigned to users are in a stopped state. Streaming instances must be
provisioned before a user is able to stream. The number of streaming instances provisioned is
managed through auto scaling rules.

When your users choose their application or desktop, they will start streaming after a 1-2
minute wait. You are charged a lower stopped instance fee for streaming instances that are not
yet assigned to users, and the running instance fee for streaming instances that are assigned to
users.
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Elastic

The pool of streaming instances is managed by AppStream 2.0. When your users select their
application or desktop to launch, they will start streaming after the app block has been
downloaded and mounted to a streaming instance. For more information about creating app
blocks for your Elastic fleets, see App Blocks.

You are charged the running instance fee for Elastic fleet streaming instances only for the
duration of the streaming session, in seconds, with a minimum of 15 minutes.

For more information about how fleet types are charged, see Amazon AppStream 2.0 Pricing.

Always-On and On-Demand Fleets

Always-On and On-Demand fleets represent a pool of streaming instances that you manage the
capacity of using auto scaling policies. Your users use the streaming instances to stream their
applications and desktops. With an Always-On fleet, your user’s application launches nearly
instantly, and you pay the running instance rate per instance even when a user isn't streaming.
With an On-Demand fleet, your user’s application launches after a 1-2 minute wait as the
streaming instance is started, and you pay a lower cost stopped instance fee for instances not in
use, and the running instance fee for instances that are in use.

Applications for Always-On and On-Demand fleet instances are delivered through AppStream
2.0 images that are created by image builders. You can learn more about how to create an image
builder, install your applications, and create an image by reading /Images.

Always-On and On-Demand fleet streaming instances must be provisioned and unassigned to an
existing user before a user can stream. You can use fixed or dynamic fleet autoscaling policies to
manage the number of instances in your fleet, ensuring that you have sufficient available capacity
to meet your user needs while controlling costs. You can learn more about scaling your fleets by
reading the section called “Fleet Auto Scaling"”.

Elastic Fleets

Elastic fleets represent a pool of streaming instances that AppStream 2.0 manages. You do not
need to predict concurrency, or create and manage any auto scaling policies for your users to
stream their applications and desktops. When your user requests a streaming instance, a streaming
instance is assigned from the pool, and made available to them after configuration completes.
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Elastic fleets rely on applications that are stored on app blocks. When a user chooses an application
from the catalog, the app block is downloaded to the instance, mounted, and then the application
launches.

AWS manages the streaming instance provisioning and availability with an Elastic fleet. You need
to configure the maximum concurrency you expect when creating and updating the fleet, and
ensure that you have sufficient streaming instance limits to meet your user demand.

For more information about creating app blocks for your Elastic fleets, see App Blocks.

AppStream 2.0 Instance Families

Amazon AppStream 2.0 users stream applications from stacks that you create. Each stack is
associated with a fleet. When you create a fleet, the instance type that you specify determines the
hardware of the host computers used for your fleet. Each instance type offers different compute,
memory, and GPU capabilities. Instance types are grouped into instance families based on these
capabilities. For hardware specifications and pricing information, see AppStream 2.0 Pricing.

When you create a fleet or image builder, you must select an image that is compatible with the
instance family on which you intend to run your fleet.

« When launching a new image builder, you are presented with a list of the images in your image
registry. Select the appropriate base image.

« When launching a fleet, ensure that the private image you select was created from the
appropriate base image.

The following table summarizes the available instance families and provides the base image
naming format for each. Select an instance type from an instance family based on the
requirements of the applications that you plan to stream on your fleet, and match the base image
according to the following table.

(® Note

If your use case involves real-time audio-video (AV) or other scenarios that require high
frame rates and your display performance isn't as expected, consider scaling up to a larger
instance size.

Graphics Pro instances will no longer be available from AWS after 10/31/2025 due to End
of Life of hardware supporting Graphics Pro instance types.
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Graphics Design instances will no longer be available from AWS after 12/31/2025 due to
End of Life of hardware supporting Graphics Design instance types.

Instance Family Description

General Purpose Basic computing resources for running
web browsers and most business
applications.

Compute Optimized Optimized for compute-bound
applications that benefit from high
performance processors.

Memory Optimized  Optimized for memory-intensive
applications that process large
amounts of data.

Base Image Name

AppStream-WinServe
r-OperatingSystemVer
sion -MM-DD-YYYY

AppStream-AmazonLi
nux2-MM-DD-YYYY

AppStream-RockyLinux8-MM-
DD-YYYY

AppStream-RHEL8-MM-DD-
YYYY

AppStream-WinServe
r-OperatingSystemVer
sion -MM-DD-YYYY

AppStream-AmazonLi
nux2-MM-DD-YYYY

AppStream-RockyLinux8-MM-
DD-YYYY

AppStream-RHEL8-MM-DD-
YYYY

AppStream-WinServe
r-OperatingSystemVer
sion -MM-DD-YYYY

AppStream-AmazonLi
nux2-MM-DD-YYYY

Instance Families

236



Amazon AppStream 2.0

Administration Guide

Instance Family

Graphics Pro

Graphics Design

Graphics G4dn

Description

(® Note

If you plan to use AppStream
2.0 z1d-based instances, you
must provision them from
images that were created from
AppStream 2.0 base images
published on or after June 12,
2018.

Uses NVIDIA Tesla M60 GPUs and
provide a high-performance, workstati
on-like experience for graphics
applications that use DirectX, OpenGL,
OpenCL, or CUDA.

Uses AMD FirePro S7150x2 Server
GPUs and AMD Multiuser GPU
technology to support graphics
applications that use DirectX, OpenGL,
or OpenCL.

Uses NVIDIA T4 GPUs to support
graphics intensive applications.

Base Image Name

AppStream-RockyLinux8-MM-
DD-YYYY

AppStream-RHEL8-MM-DD-
YYYYy

AppStream-Graphics-Pro-
WinServer-Operating
SystemVersion -MM-DD-

YYYY

AppStream-Graphics-Design-
WinServer-Operating
SystemVersion -MM-DD-

YYYY

AppStream-Graphics-G4dn-
WinServer-Operating
SystemVersion -MM-DD-

YYYY

AppStream-Graphics-G4dn-
RockyLinux8-MM-DD-YYYY

AppStream-Graphics-G4dn-
RHEL8-MM-DD-YYYY
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Instance Family Description

Graphics G5 Uses NVIDIA A10G GPUs to support
graphics-intensive applications such as
remote workstations, video rendering
, and gaming, to produce high fidelity
graphics in real time.

Graphics G6 Powered by NVIDIA L4 Tensor Core
GPUs and third generation AMD EPYC
processors. G6 provides full GPU
capabilities with 1:4 vCPU and Memory
ratio. Gr6 provides full GPU capabilities
with 1:8 vCPU and Memory ratio.

Base Image Name

AppStream-Graphics-G5-
WinServer-Operating
SystemVersion -MM-DD-
YYYY

AppStream-Graphics-G5-
RockyLinux8-MM-DD-YYYY

AppStream-Graphics-G5-
RHEL8-MM-DD-YYYY

AppStream-Graphics-
G6-WinServerOperating
SystemVersion -MM-DD-
YYYY

AppStream-Graphics-G6-
RockyLinux8-MM-DD-YYYY

AppStream-Graphics-G6-
RHEL8-MM-DD-YYYY

AppStream 2.0 instances have one 200 GB fixed-size volume, which is used for the C drive. Because
AppStream 2.0 is non-persistent, each instance's volume is immediately deleted after each user

session.

For more information, see the following:

» AppStream 2.0 Base Image and Managed Image Update Release Notes

» Amazon AppStream 2.0 Service Quotas

o AppStream 2.0 Pricing
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Create an Amazon AppStream 2.0 Fleet and Stack

To stream your applications, Amazon AppStream 2.0 requires an environment that includes a fleet
that is associated with a stack, as well as at least one application image. This tutorial describes the
steps to set up a fleet and stack, and how to give users access to the stack. If you haven't already
done so, we recommend that you try the procedures in Get Started with Amazon AppStream 2.0:
Set Up With Sample Applications first.

If you want to create an image to use, see Tutorial: Create a Custom AppStream 2.0 Image by Using
the AppStream 2.0 Console.

If you plan to join a fleet to an Active Directory domain, configure your Active Directory domain
before completing the following steps. For more information, see Using Active Directory with
AppStream 2.0.

Tasks

Create a Fleet in Amazon AppStream 2.0

Create a Stack in Amazon AppStream 2.0

Provide Access to Users in Amazon AppStream 2.0

Clean Up Resources in Amazon AppStream 2.0

Create a Fleet in Amazon AppStream 2.0

Set up and create a fleet from which user applications are launched and streamed.

® Note

To create an Always-On or On-Demand fleet, you must have an image that has applications
installed to create an Always-On or On-Demand fleet that your users can stream from.
To create an image, see the section called “Tutorial: Create a Custom Image by 