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What is Amazon Athena?

Amazon Athena is an interactive query service that makes it easy to analyze data directly in
Amazon Simple Storage Service (Amazon S3) using standard SQL. With a few actions in the AWS
Management Console, you can point Athena at your data stored in Amazon S3 and begin using
standard SQL to run ad-hoc queries and get results in seconds.

For more information, see Getting started.

Amazon Athena also makes it easy to interactively run data analytics using Apache Spark without
having to plan for, configure, or manage resources. When you run Apache Spark applications on
Athena, you submit Spark code for processing and receive the results directly. Use the simplified
notebook experience in Amazon Athena console to develop Apache Spark applications using
Python or Athena notebook APlIs.

For more information, see Getting started with Apache Spark on Amazon Athena.

Athena SQL and Apache Spark on Amazon Athena are serverless, so there is no infrastructure to
set up or manage, and you pay only for the queries you run. Athena scales automatically—running
queries in parallel—so results are fast, even with large datasets and complex queries.

Topics

When should | use Athena?

AWS service integrations with Athena

Setting up
Accessing Athena

When should | use Athena?

Query services like Amazon Athena, data warehouses like Amazon Redshift, and sophisticated data
processing frameworks like Amazon EMR all address different needs and use cases. The following
guidance can help you choose one or more services based on your requirements.

Amazon Athena

Athena helps you analyze unstructured, semi-structured, and structured data stored in Amazon S3.
Examples include CSV, JSON, or columnar data formats such as Apache Parquet and Apache ORC.

When should | use Athena? 1
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You can use Athena to run ad-hoc queries using ANSI SQL, without the need to aggregate or load
the data into Athena.

Athena integrates with Amazon QuickSight for easy data visualization. You can use Athena to
generate reports or to explore data with business intelligence tools or SQL clients connected with
a JDBC or an ODBC driver. For more information, see What is Amazon QuickSight in the Amazon
QuickSight User Guide and Connecting to Amazon Athena with ODBC and JDBC drivers.

Athena integrates with the AWS Glue Data Catalog, which offers a persistent metadata store for
your data in Amazon S3. This allows you to create tables and query data in Athena based on a
central metadata store available throughout your Amazon Web Services account and integrated
with the ETL and data discovery features of AWS Glue. For more information, see Integration with
AWS Glue and What is AWS Glue in the AWS Glue Developer Guide.

Amazon Athena makes it easy to run interactive queries against data directly in Amazon S3 without
having to format data or manage infrastructure. For example, Athena is useful if you want to run

a quick query on web logs to troubleshoot a performance issue on your site. With Athena, you can
get started fast: you just define a table for your data and start querying using standard SQL.

You should use Amazon Athena if you want to run interactive ad hoc SQL queries against data on
Amazon S3, without having to manage any infrastructure or clusters. Amazon Athena provides the
easiest way to run ad hoc queries for data in Amazon S3 without the need to setup or manage any
servers.

For a list of AWS services that Athena leverages or integrates with, see the section called “AWS
service integrations with Athena".

Amazon EMR

Amazon EMR makes it simple and cost effective to run highly distributed processing frameworks
such as Hadoop, Spark, and Presto when compared to on-premises deployments. Amazon EMR is
flexible — you can run custom applications and code, and define specific compute, memory, storage,
and application parameters to optimize your analytic requirements.

In addition to running SQL queries, Amazon EMR can run a wide variety of scale-out data
processing tasks for applications such as machine learning, graph analytics, data transformation,
streaming data, and virtually anything you can code. You should use Amazon EMR if you use
custom code to process and analyze extremely large datasets with the latest big data processing
frameworks such as Spark, Hadoop, Presto, or Hbase. Amazon EMR gives you full control over the
configuration of your clusters and the software installed on them.

Amazon EMR 2
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You can use Amazon Athena to query data that you process using Amazon EMR. Amazon Athena
supports many of the same data formats as Amazon EMR. Athena's data catalog is Hive metastore
compatible. If you use EMR and already have a Hive metastore, you can run your DDL statements
on Amazon Athena and query your data immediately without affecting your Amazon EMR jobs.

Amazon Redshift

A data warehouse like Amazon Redshift is your best choice when you need to pull together data
from many different sources - like inventory systems, financial systems, and retail sales systems

- into a common format, and store it for long periods of time. If you want to build sophisticated
business reports from historical data, then a data warehouse like Amazon Redshift is the best
choice. The query engine in Amazon Redshift has been optimized to perform especially well on
running complex queries that join large numbers of very large database tables. When you need to
run queries against highly structured data with lots of joins across lots of very large tables, choose
Amazon Redshift.

For more information about when to use Athena, consult the following resources:

« Decision guide for analytics services on AWS in the Getting Started Resource Center

« When to use Athena vs other big data services in the Amazon Athena FAQs

« Amazon Athena overview

« Amazon Athena features

« Amazon Athena FAQs

« Amazon Athena blog posts

AWS service integrations with Athena

You can use Athena to query data from the AWS services listed in this section. To see the Regions
that each service supports, see Regions and endpoints in the Amazon Web Services General

Reference.
AWS services integrated with Athena

+ AWS CloudFormation

« Amazon CloudFront

+ AWS CloudTrail

Amazon Redshift 3
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« Amazon DataZone

« Elastic Load Balancing

« Amazon EMR Studio

o AWS Glue Data Catalog

o AWS Identity and Access Management (IAM)

« Amazon QuickSight

« Amazon S3 Inventory

o AWS Step Functions

« AWS Systems Manager Inventory

« Amazon Virtual Private Cloud

For information about each integration, see the following sections.

AWS CloudFormation

Capacity reservation

Reference topic: AWS::Athena::CapacityReservation in the AWS CloudFormation User Guide

Specifies a capacity reservation with the provided name and number of requested data
processing units. For more information, see Managing query processing capacity in the
Amazon Athena User Guide and CreateCapacityReservation in the Amazon Athena API
Reference.

Data catalog

Reference topic: AWS::Athena::DataCatalog in the AWS CloudFormation User Guide

Specify an Athena data catalog, including a name, description, type, parameters, and
tags. For more information, see Understanding tables, databases, and data catalogs in the
Amazon Athena User Guide and CreateDataCatalog in the Amazon Athena API Reference.

Named query

Reference topic: AWS::Athena::NamedQuery in the AWS CloudFormation User Guide

Specify named queries with AWS CloudFormation and run them in Athena. Named queries
allow you to map a query name to a query and then run it as a saved query from the Athena

AWS service integrations with Athena 4
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console. For more information, see Using saved queries in the Amazon Athena User Guide
and CreateNamedQuery in the Amazon Athena API Reference.

Prepared statement

Reference topic: AWS::Athena::PreparedStatement in the AWS CloudFormation User Guide

Specifies a prepared statement for use with SQL queries in Athena. A prepared statement
contains parameter placeholders whose values are supplied at execution time. For more
information, see Using parameterized queries in the Amazon Athena User Guide and
CreatePreparedStatement in the Amazon Athena API Reference.

Workgroup

Reference topic: AWS::Athena::WorkGroup in the AWS CloudFormation User Guide

Specify Athena workgroups using AWS CloudFormation. Use Athena workgroups to isolate
queries for you or your group from other queries in the same account. For more information,
see Using workgroups to control query access and costs in the Amazon Athena User Guide
and CreateWorkGroup in the Amazon Athena API Reference.

Amazon CloudFront

Reference topic: Querying Amazon CloudFront logs

Use Athena to query Amazon CloudFront logs. For more information about using CloudFront,
see the Amazon CloudFront Developer Guide.

AWS CloudTrail

Reference topic: Querying AWS CloudTrail logs

Using Athena with CloudTrail logs is a powerful way to enhance your analysis of AWS service
activity. For example, you can use queries to identify trends and further isolate activity by
attribute, such as source IP address or user. You can create tables for querying logs directly from
the CloudTrail console, and use those tables to run queries in Athena. For more information, see
Using the CloudTrail console to create an Athena table for CloudTrail logs .

Amazon DataZone

Reference topic: Using Amazon DataZone in Athena

Use Amazon DataZone to share, search, and discover data at scale across organizational
boundaries. DataZone simplifies your experience across AWS analytics services like Athena, AWS
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Glue, and AWS Lake Formation. If you have large amounts of data in different data sources, you
can use Amazon DataZone to build business use case based groupings of people, data and tools.

In Athena, you can use the query editor to access and query DataZone environments. For more
information, see Using Amazon DataZone in Athena.

Elastic Load Balancing

Reference topic: Querying Application Load Balancer logs

Querying Application Load Balancer logs allows you to see the source of traffic, latency, and
bytes transferred to and from Elastic Load Balancing instances and backend applications. For
more information, see Creating the table for ALB logs.

Reference topic: Querying Classic Load Balancer logs

Query Classic Load Balancer logs to analyze and understand traffic patterns to and from Elastic
Load Balancing instances and backend applications. You can see the source of traffic, latency,
and bytes transferred. For more information, see Creating the Table for ELB Logs.

Amazon EMR Studio

Reference topic: Use the Amazon Athena SQL editor in EMR Studio

You can use Athena in an EMR Studio to develop and run interactive queries. This makes it
possible for you to use EMR Studio for SQL analytics on Athena from the same Amazon EMR
interface that you use for your Spark, Scala, and other workloads. With the Athena integration
in EMR Studio, you can perform the following tasks:

o Perform Athena SQL queries

» View query results

» View query history

« View saved queries

o Perform parameterized queries

» View databases, tables, and views for a data catalog

The following Athena features are not available in Amazon EMR Studio:

« Admin features like creating or updating Athena workgroups, data sources, or capacity
reservations

AWS service integrations with Athena 6
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» Athena for Spark or Spark notebooks
» DataZone integration

» Step Functions

EMR Studio integration with Athena is available in all AWS Regions where EMR Studio and
Athena are available. For more information about using Athena in EMR Studio, see Use the
Amazon Athena SQL editor in EMR Studio in the Amazon EMR Management Guide.

AWS Glue Data Catalog

Reference topic: Integration with AWS Glue

Athena integrates with the AWS Glue Data Catalog, which offers a persistent metadata store for
your data in Amazon S3. This allows you to create tables and query data in Athena based on a
central metadata store available throughout your Amazon Web Services account and integrated
with the ETL and data discovery features of AWS Glue. For more information, see Integration
with AWS Glue and What is AWS Glue in the AWS Glue Developer Guide.

AWS Identity and Access Management (IAM)

Reference topic: Actions for Amazon Athena

You can use Athena API actions in IAM permission policies. For more information, see Actions
for Amazon Athena and Identity and access management in Athena.

Amazon QuickSight

Reference topic: Connecting to Amazon Athena with ODBC and JDBC drivers

Athena integrates with Amazon QuickSight for easy data visualization. You can use Athena to
generate reports or to explore data with business intelligence tools or SQL clients connected
with a JDBC or an ODBC driver. For more information about Amazon QuickSight, see What is
Amazon QuickSight in the Amazon QuickSight User Guide. For information about using JDBC
and ODBC drivers with Athena, see Connecting to Amazon Athena with ODBC and JDBC Drivers.

Amazon S3 Inventory

Reference topic: Querying inventory with Athena in the Amazon Simple Storage Service User
Guide

You can use Amazon Athena to query Amazon S3 inventory using standard SQL. You can use
Amazon S3 inventory to audit and report on the replication and encryption status of your
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objects for business, compliance, and regulatory needs. For more information, see Amazon S3
inventory in the Amazon Simple Storage Service User Guide.

AWS Step Functions

Reference topic: Call Athena with Step Functions in the AWS Step Functions Developer Guide

Call Athena with AWS Step Functions. AWS Step Functions can control select AWS services
directly using the Amazon States Language. You can use Step Functions with Athena to start
and stop query execution, get query results, run ad-hoc or scheduled data queries, and retrieve
results from data lakes in Amazon S3. The Step Functions role must have permissions to use
Athena. For more information, see the AWS Step Functions Developer Guide.

Video: Orchestrate Amazon Athena Queries using AWS Step Functions

The following video demonstrates how to use Amazon Athena and AWS Step Functions to run a
regularly scheduled Athena query and generate a corresponding report.

Orchestrate Amazon Athena queries using AWS Step Functions

For an example that uses Step Functions and Amazon EventBridge to orchestrate AWS Glue
DataBrew, Athena, and Amazon QuickSight, see Orchestrating an AWS Glue DataBrew job and
Amazon Athena query with AWS Step Functions in the AWS Big Data Blog.

AWS Systems Manager Inventory

Reference topic: Querying inventory data from multiple regions and accounts in the AWS
Systems Manager User Guide

AWS Systems Manager Inventory integrates with Amazon Athena to help you query inventory
data from multiple AWS Regions and accounts. For more information, see the AWS Systems
Manager User Guide.

Amazon Virtual Private Cloud

Reference topic: Querying Amazon VPC flow logs

Amazon Virtual Private Cloud flow logs capture information about the IP traffic going to and
from network interfaces in a VPC. Query the logs in Athena to investigate network traffic
patterns and identify threats and risks across your Amazon VPC network. For more information
about Amazon VPC, see the Amazon VPC User Guide.

AWS service integrations with Athena 8
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Setting up

If you've already signed up for Amazon Web Services, you can start using Amazon Athena
immediately. If you haven't signed up for AWS or need assistance getting started, be sure to
complete the following tasks.

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/

and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

Setting up 9
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2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Grant programmatic access

Users need programmatic access if they want to interact with AWS outside of the AWS
Management Console. The way to grant programmatic access depends on the type of user that's
accessing AWS.

To grant users programmatic access, choose one of the following options.

Grant programmatic access 10
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Which user needs
programmatic access?

Workforce identity

(Users managed in IAM
Identity Center)

IAM

IAM

To

Use temporary credentials to
sign programmatic requests
to the AWS CLI, AWS SDKs, or
AWS APIs.

Use temporary credentials to
sign programmatic requests
to the AWS CLI, AWS SDKs, or
AWS APIs.

(Not recommended)

Use long-term credentials to
sign programmatic requests
to the AWS CLI, AWS SDKs, or
AWS APIs.

By

Following the instructions for
the interface that you want to
use.

e For the AWS CLI, see
Configuring the AWS
CLI to use AWS IAM
Identity Center in the AWS
Command Line Interface
User Guide.

e For AWS SDKs, tools, and
AWS APIs, see |IAM Identity
Center authentication in
the AWS SDKs and Tools
Reference Guide.

Following the instructions in
Using temporary credentia
ls with AWS resources in the
IAM User Guide.

Following the instructions for
the interface that you want to
use.

« For the AWS CLI, see
Authenticating using IAM
user credentials in the AWS
Command Line Interface
User Guide.

« For AWS SDKs and tools,
see Authenticate using

long-term credentials in

Grant programmatic access
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Which user needs To By
programmatic access?

the AWS SDKs and Tools
Reference Guide.

e For AWS APIs, see
Managing access keys for
IAM users in the IAM User
Guide.

Attach managed policies for Athena

Athena managed policies grant permissions to use Athena features. You can attach these managed
policies to one or more IAM roles that users can assume in order to use Athena.

An IAM role is an IAM identity that you can create in your account that has specific permissions.

An IAM role is similar to an IAM user in that it is an AWS identity with permissions policies that
determine what the identity can and cannot do in AWS. However, instead of being uniquely
associated with one person, a role is intended to be assumable by anyone who needs it. Also, a role
does not have standard long-term credentials such as a password or access keys associated with it.
Instead, when you assume a role, it provides you with temporary security credentials for your role
session.

For more information about roles, see IAM roles and Creating IAM roles in the IAM User Guide.

To create a role that grants access to Athena, you attach Athena managed policies to

the role. There are two managed policies for Athena: AmazonAthenaFullAccess and
AWSQuicksightAthenaAccess. These policies grant permissions to Athena to query Amazon S3
and to write the results of your queries to a separate bucket on your behalf. To see the contents of
these policies for Athena, see AWS managed policies for Amazon Athena.

For steps to attach the Athena managed policies to a role, follow Adding IAM identity
permissions (console) in the JAM User Guide and add the AmazonAthenaFullAccess and
AWSQuicksightAthenaAccess managed policies to the role that you created.
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® Note

You may need additional permissions to access the underlying dataset in Amazon S3. If
you are not the account owner or otherwise have restricted access to a bucket, contact the
bucket owner to grant access using a resource-based bucket policy, or contact your account
administrator to grant access using a role-based policy. For more information, see Access to
Amazon S3. If the dataset or Athena query results are encrypted, you may need additional
permissions. For more information, see Encryption at rest.

Accessing Athena

You can access Athena using the AWS Management Console, a JDBC or ODBC connection, the
Athena API, the Athena CLI, the AWS SDK, or AWS Tools for Windows PowerShell.

» To get started using Athena SQL with the console, see Getting started.

» To get started creating Jupyter compatible notebooks and Apache Spark applications that use
Python, see Using Apache Spark in Amazon Athena.

o To learn how to use JDBC or ODBC drivers, see Connecting to Amazon Athena with JDBC and
Connecting to Amazon Athena with ODBC.

« To use the Athena API, see the Amazon Athena API Reference.

» To use the CLI, install the AWS CLI and then type aws athena help from the command line to
see available commands. For information about available commands, see the Amazon Athena
command line reference.

» To use the AWS SDK for Java 2.x, see the Athena section of the AWS SDK for Java 2.x API
Reference, the Athena Java V2 examples on GitHub.com, and the AWS SDK for Java 2.x
Developer Guide.

» To use the AWS SDK for .NET, see the Amazon.Athena namespace in the AWS SDK for .NET
API Reference, the .NET Athena examples on GitHub.com, and the AWS SDK for .NET Developer
Guide.

o To use AWS Tools for Windows PowerShell, see the AWS Tools for PowerShell - Amazon Athena
cmdlet reference, the AWS Tools for PowerShell portal page, and the AWS Tools for Windows
PowerShell User Guide.

« For information about Athena service endpoints that you can connect to programmatically, see
Amazon Athena endpoints and quotas in the Amazon Web Services General Reference.
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Using Athena SQL

You can use Athena SQL to query your data in-place in Amazon S3 using the AWS Glue Data

Catalog, an external Hive metastore, or federated queries using a variety of prebuilt connectors to

other data sources.
You can also:

« Connect to business intelligence tools and other applications using Athena's JDBC and ODBC

drivers.

o Query AWS service logs.

» Query Apache Iceberg tables, including time travel queries, and Apache Hudi datasets.

e Query geospatial data.

» Query using machine learning inference from Amazon SageMaker.

» Query using your own user-defined functions.

« Speed up query processing of highly-partitioned tables and automate partition management by
using partition projection.

Topics

« Understanding tables, databases, and data catalogs

» Getting started

» Connecting to data sources

« Connecting to Amazon Athena with ODBC and JDBC drivers

» Creating databases and tables

» Creating a table from query results (CTAS)

« SerDe reference

« Running SQL queries using Amazon Athena

» Using Athena ACID transactions

« Amazon Athena security

» Workload management

» Athena engine versioning

e SQL reference for Athena
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» Troubleshooting in Athena

o Code samples

Understanding tables, databases, and data catalogs

In Athena, catalogs, databases, and tables are containers for the metadata definitions that define a
schema for underlying source data.

Athena uses the following terms to refer to hierarchies of data objects:

» Data source — a group of databases
« Database - a group of tables

» Table - data organized as a group of rows or columns

Sometimes these objects are also referred to with alternate but equivalent names such as the
following:
» A data source is sometimes referred to as a catalog.

« A database is sometimes referred to as a schema.

(® Note

This terminology can vary in the federated data sources that you use with Athena. For more
information, see Athena and federated table name qualifiers.

The following example query in the Athena console uses the awsdatacatalog data source, the
default database, and the some_table table.

Understanding tables, databases, and data catalogs 15



Amazon Athena

User Guide

Data

Data source

Editor Recent queries Saved queries

C <

I AwsDataCatalog I

Database

default

Tables and views

‘ Q, Filter tables and views

v Tables (2)

IEI some_table

¥ some_table2

Views (0)

Settings

Query 1 X ‘ ® Query2 : X

Workgroup

primary

d

Query results

SELECT 3 FROMI"awsdatacatalog"."deFault"."some_table“ Ilimit 16;

SQL Ln1,Col 64

Run Explain [4

Query stats

‘ Clear H Create W

|+ | ~

*Athena engine version 3 only

A

@

# v id
1 1
2 3
3 4
4 4
5 2

category

A

d1

el

1

b1

@ Completed Time in queue: 240 ms Run time: 6.535 sec Data scanned: 0.91 KB
Results (5) Copy ‘ | Download results
‘ Q. Search rows 1 &

For each dataset, a table needs to exist in Athena. The metadata in the table tells Athena where the
data is located in Amazon S3, and specifies the structure of the data, for example, column names,
data types, and the name of the table. Databases are a logical grouping of tables, and also hold
only metadata and schema information for a dataset.

For each dataset that you'd like to query, Athena must have an underlying table it will use for

obtaining and returning query results. Therefore, before querying data, a table must be registered

in Athena. The registration occurs when you either create tables automatically or manually.

You can create a table automatically using an AWS Glue crawler. For more information about AWS
Glue and crawlers, see Integration with AWS Glue. When AWS Glue creates a table, it registers it in
its own AWS Glue Data Catalog. Athena uses the AWS Glue Data Catalog to store and retrieve this
metadata, using it when you run queries to analyze the underlying dataset.

Regardless of how the tables are created, the table creation process registers the dataset with

Athena. This registration occurs in the AWS Glue Data Catalog and enables Athena to run queries

Understanding tables, databases, and data catalogs
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on the data. In the Athena query editor, this catalog (or data source) is referred to with the label
AwsDataCatalog.

After you create a table, you can use SQL SELECT statements to query it, including getting specific
file locations for your source data. Your query results are stored in Amazon S3 in the query result
location that you specify.

The AWS Glue Data Catalog is accessible throughout your Amazon Web Services account. Other
AWS services can share the AWS Glue Data Catalog, so you can see databases and tables created
throughout your organization using Athena and vice versa.

» To create a table manually:

Use the Athena console to run the Create Table Wizard.

Use the Athena console to write Hive DDL statements in the Query Editor.

Use the Athena API or CLI to run a SQL query string with DDL statements.
Use the Athena JDBC or ODBC driver.

When you create tables and databases manually, Athena uses HiveQL data definition language
(DDL) statements such as CREATE TABLE, CREATE DATABASE, and DROP TABLE under the hood
to create tables and databases in the AWS Glue Data Catalog.

To get started, you can use a tutorial in the Athena console or work through a step-by-step guide in
the Athena documentation.

» To use the tutorial in the Athena console, choose the information icon on the upper right of the
console, and then choose the Tutorial tab.

» For a step-by-step tutorial on creating a table and writing queries in the Athena query editor, see
Getting started.

Getting started

This tutorial walks you through using Amazon Athena to query data. You'll create a table based on
sample data stored in Amazon Simple Storage Service, query the table, and check the results of the

query.
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The tutorial uses live resources, so you are charged for the queries that you run. You aren't charged
for the sample data in the location that this tutorial uses, but if you upload your own data files to
Amazon S3, charges do apply.

Prerequisites

« If you have not already done so, sign up for an AWS account.

» Using the same AWS Region (for example, US West (Oregon)) and account that you are using for
Athena, follow the steps to create a bucket in Amazon S3 to hold your Athena query results. You

will configure this bucket to be your query output location.

Step 1: Create a database
You first need to create a database in Athena.
To create an Athena database

1. Open the Athena console at https://console.aws.amazon.com/athena/.

2. If this is your first time to visit the Athena console in your current AWS Region, choose Explore
the query editor to open the query editor. Otherwise, Athena opens in the query editor.

3. Choose Edit Settings to set up a query result location in Amazon S3.

Amazon Athena Query editor
Workgroup = primary v
Editor Recent queries Saved queries Settings
® Before you run your first query, you need to set up a query result Edit settings
location in Amazon S3. @
B A i e i s WP AP S o S VL e/

4. For Manage settings, do one of the following:

 In the Location of query result box, enter the path to the bucket that you created in
Amazon S3 for your query results. Prefix the path with s3://.

« Choose Browse S3, choose the Amazon S3 bucket that you created for your current Region,
and then choose Choose.

Prerequisites 18
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Manage settings

Query result location and encryption

Location of query result

Q. k3://bucket/prefix/object View [£ Browse S3

5. Choose Save.

6. Choose Editor to switch to the query editor.
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© settings successfully updated. X

Amazon Athena » Query editor

Workgroup ‘ primary v ‘
Editor Recent queries Saved queries Settings
Query result and encryption settings Manage

Query result location and encryption

Query result location Encrypt query results

s3:// /4 -

7. On theright of the navigation pane, you can use the Athena query editor to enter and run
queries and statements.
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Amazon Athena » Query editor

Editor Recent queries Saved queries ‘ Settings Workgroup [ primary v l

Data c<|Query1§ |+|v

Data source

l AwsDataCatalog v l
Database
l default v l

Tables and views &

l Q, Filter tables and views l

» Tables (0) < 1> 4
SQL Ln1i,Col1 = 0]
» Views (0) <1 >

Run Explain [4 Cancel Clear Create ¥ Reuse query results
*Athena engine version 3 only

I E——

e

o e e P

8. To create a database named mydatabase, enter the following CREATE DATABASE statement.

CREATE DATABASE mydatabase

9. Choose Run or press Ctr1+ENTER.

10. From the Database list on the left, choose mydatabase to make it your current database.
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Editor Recent queries Saved queries Settings

Data C < |QQueyi:
IR CREATE DATABASE mydatabase

Data source

AwsDataCatalog v
Database

mydatabase A

Q |

default

mydatabase

sl e T e W e e T e i e i i e |

E
|

Step 2: Create a table

Now that you have a database, you can create an Athena table for it. The table that you
create will be based on sample Amazon CloudFront log data in the location s3://athena-
examples-myregion/cloudfront/plaintext/, where myregion is your current AWS Region.

The sample log data is in tab-separated values (TSV) format, which means that a tab character
is used as a delimiter to separate the fields. The data looks like the following example. For
readability, the tabs in the excerpt have been converted to spaces and the final field shortened.

2014-07-05 20:00:09 DFW3 4260 10.0.0.15 GET eabcd12345678.cloudfront.net /test-
image-1.jpeg 200 - Mozilla/5.0[...]
2014-07-05 20:00:09 DFW3 4252 10.0.0.15 GET eabcd12345678.cloudfront.net /test-
image-2.jpeg 200 - Mozilla/5.0[...]
2014-07-05 20:00:10 AMS1 4261 10.0.0.15 GET eabcd12345678.cloudfront.net /test-
image-3.jpeg 200 - Mozilla/5.0[...]

To enable Athena to read this data, you could create a straightforward CREATE EXTERNAL TABLE
statement like the following. The statement that creates the table defines columns that map to the
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data, specifies how the data is delimited, and specifies the Amazon S3 location that contains the
sample data. Note that because Athena expects to scan all of the files in a folder, the LOCATION
clause specifies an Amazon S3 folder location, not a specific file.

Do not use this example just yet as it has an important limitation that will be explained shortly.

CREATE EXTERNAL TABLE IF NOT EXISTS cloudfront_logs (
"Date” DATE,
Time STRING,
Location STRING,
Bytes INT,
RequestIP STRING,
Method STRING,
Host STRING,
Uri STRING,
Status INT,
Referrer STRING,
ClientInfo STRING
)
ROwW FORMAT DELIMITED
FIELDS TERMINATED BY '\t'
LINES TERMINATED BY '\n'
LOCATION 's3://athena-examples-my-region/cloudfront/plaintext/’;

The example creates a table called cloudfront_logs and specifies a name and data type for
each field. These fields become the columns in the table. Because date is a reserved word, it is
escaped with backtick () characters. ROW FORMAT DELIMITED means that Athena will use a
default library called LazySimpleSerDe to do the actual work of parsing the data. The example also
specifies that the fields are tab separated (FIELDS TERMINATED BY '\t')and that each record
in the file ends in a newline character (LINES TERMINATED BY '\n). Finally, the LOCATION
clause specifies the path in Amazon S3 where the actual data to be read is located.

If you have your own tab or comma-separated data, you can use a CREATE TABLE statement like
the example just presented—as long as your fields do not contain nested information. However,
if you have a column like ClientInfo that contains nested information that uses a different
delimiter, a different approach is required.

Extracting data from the Clientinfo field

Looking at the sample data, here is a full example of the final field ClientInfo:
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Mozilla/5.0%20(Android; %20U;%20Windows%20NT%205.1;%20en-US;
%20rv:1.9.0.9)%20Gecko/2009040821%201E/3.0.9

As you can see, this field is multivalued. Because the example CREATE TABLE statement just
presented specifies tabs as field delimiters, it can't break out the separate components inside the
ClientInfo field into separate columns. So, a new CREATE TABLE statement is required.

To create columns from the values inside the ClientInfo field, you can use a regular expression

(regex) that contains regex groups. The regex groups that you specify become separate table
columns. To use a regex in your CREATE TABLE statement, use syntax like the following. This
syntax instructs Athena to use the Regex SerDe library and the regular expression that you specify.

ROW FORMAT SERDE 'org.apache.hadoop.hive.serde2.RegexSerDe'
WITH SERDEPROPERTIES ("input.regex" = "regular_expression")

Regular expressions can be useful for creating tables from complex CSV or TSV data but can be
difficult to write and maintain. Fortunately, there are other libraries that you can use for formats
like JSON, Parquet, and ORC. For more information, see Supported SerDes and data formats.

Now you are ready to create the table in the Athena query editor. The CREATE TABLE statement
and regex are provided for you.

To create a table in Athena

1. In the navigation pane, for Database, make sure that mydatabase is selected.

2. To give yourself more room in the query editor, you can choose the arrow icon to collapse the
navigation pane.
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Editor Recent queries Saved queries Settings

® Query 1

Data Cl <
i I crenTE DATABASE mydatabase

Data Source

AwsDataCatalog v
Database
mydatabase v
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%
?

-

3. To create a tab for a new query, choose the plus (+) sign in the query editor. You can have up to
ten query tabs open at once.

Editor Recent queries ;
L
' &
> @ Query1 { -+ v
L 3 @
CREATE DATABASE
-
4
#
-
y_
#
B e N L R e AR e

4. To close one or more query tabs, choose the arrow next to the plus sign. To close all tabs at
once, choose the arrow, and then choose Close all tabs.
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Query 1
Query 2 X
Query 3 X
Query 4 X
Query 5 X
4
3= &

5. Inthe query pane, enter the following CREATE EXTERNAL TABLE statement. The regex

breaks out the operating system, browser, and browser version information from the
ClientInfo field in the log data.

CREATE EXTERNAL TABLE IF NOT EXISTS cloudfront_logs (

‘Date” DATE,
Time STRING,

Location STRING,

Bytes INT,

RequestIP STRING,

Method STRING,
Host STRING,
Uri STRING,
Status INT,

Referrer STRING,

os STRING,

Browser STRING,
BrowserVersion STRING

)

ROW FORMAT SERDE 'org.apache.hadoop

WITH SERDEPROPERTIES (

.hive.serde2.RegexSerDe'

Step 2: Create a table
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"input.regex" = "A(?!#) ([N TH\\s+([" T+\\s+([* T+)\\s+([* T+)\\s+([* 1+)\\s
+(LA THN\\s+(LN T+H\\s+([™ T+)\\s+([* T+)\\s+([* T+)\\s+["\(I+[\CTCLM\; 1+) . *\%20( [
V15 I\/1(.*)$"

) LOCATION 's3://athena-examples-myregion/cloudfront/plaintext/';

6. Inthe LOCATION statement, replace myregion with the AWS Region that you are currently
using (for example, us-west-1).

7. Choose Run.

The table cloudfront_logs is created and appears under the list of Tables for the
mydatabase database.

Step 3: Query data

Now that you have the cloudfront_logs table created in Athena based on the data in Amazon
S3, you can run SQL queries on the table and see the results in Athena. For more information about
using SQL in Athena, see SQL reference for Athena.

To run a query

1. Choose the plus (+) sign to open a new query tab and enter the following SQL statement in
the query pane.

SELECT os, COUNT(*) count

FROM cloudfront_logs

WHERE date BETWEEN date '2014-07-05' AND date '2014-08-05'
GROUP BY os

2. Choose Run.

The results look like the following:
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© Completed
Time in queue: 0.151 sec Run time: 3.143 sec Data scanned: 992.88 KB
Results (6) (@ Copy ‘ ‘ Download results
Q
1 &
os v count v
MacOS 852
Android 855
Linux 813
0SX 799
i0s 794
Windows 883

3. To save the results of the query to a . csv file, choose Download results.
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4. To view or run previous queries, choose the Recent queries tab.
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Amazon Athena » Query editor

Editor I Recent queries I Saved queries Settings

> | © Query1 : X ‘@Queryzi X | ® Query3 : X

1 SELECT os, COUNT(*) count
2 FROM cloudfront logs
3 WHERE date BETWEEN date '2014-87-05' AND date '2014-08-05'
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5. To download the results of a previous query from the Recent queries tab, select the query, and
then choose Download results. Queries are retained for 45 days.

Amazon Athena » Query editor
Workgroup | primary v ‘
Editor Recent queries Saved queries Settings
Recent queries (1/3) ‘ C ‘ ‘ Download results ‘ Download csv ¥ ‘
Q, Search recent queries ‘ 1 {5}
Execution ID v | Query v | Start tim
(o] 820ff021-8002-49c0-... SELECT os, COUNT(*) count FROM cloudfront_logs WHE... 2023-01-(
9130fdi4-ac3c-4b7c-... CREATE EXTERNAL TABLE IF NOT EXISTS cloudfront_log... 2023-01-(
8cbe76ab-72b2-422c... create database mydatabase 2023-01-(
< >

6. To download one or more recent SQL query strings to a CSV file, choose Download CSV.
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Amazon Athena » Query editor
Workgroup | primary v
Editor Recent queries Saved queries Settings
Recent queries (1/3) ‘ C ‘ Download results | Download CSV ¥ ‘
Q. Search recent queries ‘ 1 &}
Execution ID v | Query v | Start tim
(o] 820ff021-8002-49c0-... SELECT os, COUNT(*) count FROM cloudfront_logs WHE... 2023-01-(
9130fd14-ac3c-4b7c-... CREATE EXTERNAL TABLE IF NOT EXISTS cloudfront_log... 2023-01-(
8cbe76ab-72b2-422c... create database mydatabase 2023-01-(
< >

For more information, see Working with query results, recent queries, and output files.

Saving your queries

You can save the queries that you create or edit in the query editor with a name. Athena stores
these queries on the Saved queries tab. You can use the Saved queries tab to recall, run, rename,
or delete your saved queries. For more information, see Using saved queries.

Keyboard shortcuts and typeahead suggestions

The Athena query editor provides numerous keyboard shortcuts for actions like running a query,
formatting a query, line operations, and find and replace. For more information and a complete list
of shortcuts, see Improve productivity by using keyboard shortcuts in Amazon Athena query editor
in the AWS Big Data Blog.

The Athena query editor supports typeahead code suggestions for a faster query authoring
experience. To help you write SQL queries with enhanced accuracy and increased efficiency, it offers
the following features:

« As you type, suggestions appear in real time for keywords, local variables, snippets, and catalog
items.
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« When you type a database name or table name followed by a dot, the editor conveniently
displays a list of tables or columns to choose from.

« When you hover over a snippet suggestion, a synopsis shows a brief overview of the snippet's
syntax and usage.

« To improve code readability, keywords and their highlighting rules have also been updated to
align with latest syntax of Trino and Hive.

This feature is enabled by default. To enable or disable the feature, use the Code editor
preferences (gear icon) at the bottom right of the query editor window.

Connecting to other data sources

This tutorial used a data source in Amazon S3 in CSV format. For information about using Athena
with AWS Glue, see Using AWS Glue to connect to data sources in Amazon S3. You can also connect
Athena to a variety of data sources by using ODBC and JDBC drivers, external Hive metastores, and
Athena data source connectors. For more information, see Connecting to data sources.

Connecting to data sources

You can use Amazon Athena to query data stored in different locations and formats in a dataset.
This dataset might be in CSV, JSON, Avro, Parquet, or some other format.

The tables and databases that you work with in Athena to run queries are based on metadata.
Metadata is data about the underlying data in your dataset. How that metadata describes your
dataset is called the schema. For example, a table name, the column names in the table, and the
data type of each column are schema, saved as metadata, that describe an underlying dataset. In
Athena, we call a system for organizing metadata a data catalog or a metastore. The combination
of a dataset and the data catalog that describes it is called a data source.

The relationship of metadata to an underlying dataset depends on the type of data source that you
work with. Relational data sources like MySQL, PostgreSQL, and SQL Server tightly integrate the
metadata with the dataset. In these systems, the metadata is most often written when the data is
written. Other data sources, like those built using Hive, allow you to define metadata on-the-fly
when you read the dataset. The dataset can be in a variety of formats—for example, CSV, JSON,
Parquet, or Avro.
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Athena natively supports the AWS Glue Data Catalog. The AWS Glue Data Catalog is a data catalog
built on top of other datasets and data sources such as Amazon S3, Amazon Redshift, and Amazon
DynamoDB. You can also connect Athena to other data sources by using a variety of connectors.

Topics

 Integration with AWS Glue

» Using Athena Data Connector for External Hive Metastore

« Using Amazon Athena Federated Query

« IAM policies for accessing data catalogs

» Managing data sources

» Using Amazon DataZone in Athena

Integration with AWS Glue

AWS Glue is a fully managed ETL (extract, transform, and load) AWS service. One of its key abilities
is to analyze and categorize data. You can use AWS Glue crawlers to automatically infer database
and table schema from your data in Amazon S3 and store the associated metadata in the AWS Glue
Data Catalog.

Athena uses the AWS Glue Data Catalog to store and retrieve table metadata for the Amazon S3
data in your Amazon Web Services account. The table metadata lets the Athena query engine know
how to find, read, and process the data that you want to query.

To create database and table schema in the AWS Glue Data Catalog, you can run an AWS Glue
crawler from within Athena on a data source, or you can run Data Definition Language (DDL)
queries directly in the Athena Query Editor. Then, using the database and table schema that you
created, you can use Data Manipulation (DML) queries in Athena to query the data.

You can register an AWS Glue Data Catalog from an account other than your own. After you
configure the required 1AM permissions for AWS Glue, you can use Athena to run cross-account
queries. For more information, see Cross-account access to AWS Glue data catalogs.

For more information about the AWS Glue Data Catalog, see Data Catalog and crawlers in AWS
Glue in the AWS Glue Developer Guide.

Separate charges apply to AWS Glue. For more information, see AWS Glue pricing.
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Topics

Using AWS Glue to connect to data sources in Amazon S3

Registering an AWS Glue Data Catalog from another account

Best practices when using Athena with AWS Glue

Using the AWS CLI to recreate an AWS Glue database and its tables

Using AWS Glue to connect to data sources in Amazon S3

Athena can connect to your data stored in Amazon S3 using the AWS Glue Data Catalog to store
metadata such as table and column names. After the connection is made, your databases, tables,
and views appear in Athena's query editor.

To define schema information for AWS Glue to use, you can create an AWS Glue crawler to retrieve
the information automatically, or you can manually add a table and enter the schema information.

Creating an AWS Glue crawler

You can create a crawler by starting in the Athena console and then using the AWS Glue console in
an integrated way. When you create the crawler, you specify a data location in Amazon S3 to crawl.

To create a crawler in AWS Glue starting from the Athena console

1. Open the Athena console at https://console.aws.amazon.com/athena/.

2. Inthe query editor, next to Tables and views, choose Create, and then choose AWS Glue
crawler.

3. Onthe AWS Glue console Add crawler page, follow the steps to create a crawler. For more
information, see Using AWS Glue Crawlers in this guide and Populating the AWS Glue Data
Catalog in the AWS Glue Developer Guide.

(® Note

Athena does not recognize exclude patterns that you specify for an AWS Glue crawler. For

example, if you have an Amazon S3 bucket that contains both .csv and . json files and
you exclude the . json files from the crawler, Athena queries both groups of files. To avoid
this, place the files that you want to exclude in a different location.
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Adding a table using a form

The following procedure shows you how to use the Athena console to add a table using the Create
Table From S3 bucket data form.

To add a table and enter schema information using a form

1.

ok W

Open the Athena console at https://console.aws.amazon.com/athena/.

In the query editor, next to Tables and views, choose Create, and then choose S3 bucket data.
On the Create Table From S3 bucket data form, for Table name, enter a name for the table.
For Database configuration, choose an existing database, or create a new one.

For Location of Input Data Set, specify the path in Amazon S3 to the folder that contains the
dataset that you want to process. Do not include a file name in the path. Athena scans all files
in the folder that you specify. If your data is already partitioned (for example,

s3://DOC-EXAMPLE-BUCKET/logs/year=2004/month=12/day=11/), enter the base path only
(for example, s3://DOC-EXAMPLE-BUCKET/logs/).

For Data Format, choose among the following options:

For Table type, choose Apache Hive, Apache Iceberg, or Delta Lake. Athena uses the
Apache Hive table type as the default. For information about querying Apache Iceberg
tables in Athena, see Using Apache Iceberg tables. For information about using Delta Lake
tables in Athena, see Querying Linux Foundation Delta Lake tables.

For File format, choose the file or log format that your data is in.

« For the Text File with Custom Delimiters option, specify a Field terminator (that is, a
column delimiter). Optionally, you can specify a Collection terminator that marks the end
of an array type or a Collection terminator that marks the end of a map data type.

SerDe library — A SerDe (serializer-deserializer) library parses a particular data format so
that Athena can create a table for it. For most formats, a default SerDe library is chosen for
you. For the following formats, choose a library according to your requirements:

« Apache Web Logs — Choose either the RegexSerDe or GrokSerDe library. For RegexSerDe,
provide a regular expression in the Regex definition box. For GrokSerDe, provide a
series of named regular expressions for the input.format SerDe property. Named
regular expressions are easier to read and maintain than regular expressions. For more
information, see Querying Apache logs stored in Amazon S3.
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o CSV - Choose LazySimpleSerDe if your comma-separated data does not contain values
enclosed in double quotes or if it uses the java.sql.Timestamp format. Choose
OpenCSVSerDe if your data includes quotes or uses the UNIX numeric format for
TIMESTAMP (for example, 1564610311). For more information, see LazySimpleSerDe for
CSV, TSV, and custom-delimited files and OpenCSVSerDe for processing CSV.

e JSON - Choose either the OpenX or Hive JSON SerDe library. Both formats expect each
JSON document to be on a single line of text and that fields not be separated by newline
characters. The OpenX SerDe offers some additional properties. For more information
about these properties, see OpenX JSON SerDe. For information about the Hive SerDe, see
Hive JSON SerDe.

For more information about using SerDe libraries in Athena, see Supported SerDes and data

formats.
7. For SerDe properties, add, edit, or remove properties and values according to the SerDe
library that you are using and your requirements.
» To add a SerDe property, choose Add SerDe property.
« In the Name field, enter the name of the property.
« In the Value field, enter a value for the property.
» To remove a SerDe property, choose Remove.
8. For Table properties, choose or edit the table properties according to your requirements.
» For Write compression, choose a compression option. The availability of the write

compression option and of the compression options available depends on the data format.
For more information, see Athena compression support.

» For Encryption, select Encrypted data set if the underlying data is encrypted in Amazon S3.
This option sets the has_encrypted_data table property to true in the CREATE TABLE
statement.

9. For Column details, enter the names and data types of the columns that you want to add to
the table.
« To add more columns one at a time, choose Add a column.

» To quickly add more columns, choose Bulk add columns. In the text box, enter a comma
separated list of columns in the format column_name data_type, column_name
data_typel, ...], and then choose Add.
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10.

11.

12.

13.

(Optional) For Partition details, add one or more column names and data types. Partitioning
keeps related data together based on column values and can help reduce the amount of data
scanned per query. For information about partitioning, see Partitioning data in Athena.

(Optional) For Bucketing, you can specify one or more columns that have rows that you want
to group together, and then put those rows into multiple buckets. This allows you to query
only the bucket that you want to read when the bucketed columns value is specified.

» For Buckets, select one or more columns that have a large number of unique values (for
example, a primary key) and that are frequently used to filter the data in your queries.

o For Number of buckets, enter a number that permits files to be of optimal size. For more
information, see Top 10 Performance Tuning Tips for Amazon Athena in the AWS Big Data
Blog.

» To specify your bucketed columns, the CREATE TABLE statement will use the following
syntax:

CLUSTERED BY (bucketed_columns) INTO number_of_buckets BUCKETS

® Note
The Bucketing option is not available for the Iceberg table type.

The Preview table query box shows the CREATE TABLE statement generated by the
information that you entered into the form. The preview statement cannot be edited directly.
To change the statement, modify the form fields above the preview, or create the statement

directly in the query editor instead of using the form.

Choose Create table to run the generated statement in the query editor and create the table.

Registering an AWS Glue Data Catalog from another account

You can use Athena's cross-account AWS Glue catalog feature to register an AWS Glue catalog from
an account other than your own. After you configure the required IAM permissions for AWS Glue

and register the catalog as an Athena DataCatalog resource, you can use Athena to run cross-

account queries. For information about configuring the required permissions, see Cross-account

access to AWS Glue data catalogs.
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The following procedure shows you how to use the Athena console to configure an AWS Glue Data

Catalog in an Amazon Web Services account other than your own as a data source.
To register an AWS Glue Data Catalog from another account

1. Follow the steps in Cross-account access to AWS Glue data catalogs to ensure that you have
permissions to query the data catalog in the other account.

2. Open the Athena console at https://console.aws.amazon.com/athena/.

3. If the console navigation pane is not visible, choose the expansion menu on the left.
i

Amazon Athena Query editor

Editor Recent queries

Data

B B I L T TR T e Ll o VN

|

s S e e SR S P
4. Choose Data sources.

5. On the upper right, choose Create data source.

6. On the Choose a data source page, for Data sources, choose S3 - AWS Glue Data Catalog, and

then choose Next.

7. On the Enter data source details page, in the AWS Glue Data Catalog section, for Choose an
AWS Glue Data Catalog, choose AWS Glue Data Catalog in another account.

8. For Data source details, enter the following information:

» Data source name - Enter the name that you want to use in your SQL queries to refer to the

data catalog in the other account.

« Description - (Optional) Enter a description of the data catalog in the other account.

» Catalog ID - Enter the 12-digit Amazon Web Services account ID of the account to which the

data catalog belongs. The Amazon Web Services account ID is the catalog ID.
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9. (Optional) For Tags, enter key-value pairs that you want to associate with the data source. For
more information about tags, see Tagging Athena resources.

10. Choose Next.

11. On the Review and create page, review the information that you provided, and then choose
Create data source. The Data source details page lists the databases and tags for the data
catalog that you registered.

12. Choose Data sources. The data catalog that you registered is listed in the Data source name
column.

13. To view or edit information about the data catalog, choose the catalog, and then choose
Actions, Edit.

14. To delete the new data catalog, choose the catalog, and then choose Actions, Delete.

For more information, see Query cross-account AWS Glue Data Catalogs using Amazon Athena in
the AWS Big Data Blog.

Best practices when using Athena with AWS Glue

When using Athena with the AWS Glue Data Catalog, you can use AWS Glue to create databases
and tables (schema) to be queried in Athena, or you can use Athena to create schema and then use
them in AWS Glue and related services. This topic provides considerations and best practices when
using either method.

Under the hood, Athena uses Trino to process DML statements and Hive to process the DDL
statements that create and modify schema. With these technologies, there are a couple of
conventions to follow so that Athena and AWS Glue work well together.

In this topic

« Database, table, and column names

« Using AWS Glue crawlers

o Scheduling a crawler to keep the AWS Glue Data Catalog and Amazon S3 in sync

« Using multiple data sources with crawlers
» Syncing partition schema to avoid "HIVE_PARTITION_SCHEMA_MISMATCH"

« Updating table metadata
« Working with CSV files

« CSV data enclosed in quotes
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e CSV files with headers

o AWS Glue partition indexing and filtering

» Working with geospatial data

» Using AWS Glue jobs for ETL with Athena

» Creating tables using Athena for AWS Glue ETL jobs

» Using ETL jobs to optimize query performance

o Converting SMALLINT and TINYINT data types to INT when converting to ORC

» Automating AWS Glue jobs for ETL

Database, table, and column names

When you create schema in AWS Glue to query in Athena, consider the following:

« A database name cannot be longer than 255 characters.
« A table name cannot be longer than 255 characters.
« A column name cannot be longer than 255 characters.

» The only acceptable characters for database names, table names, and column names are
lowercase letters, numbers, and the underscore character.

For more information, see Databases and Tables in the AWS Glue Developer Guide.

(@ Note

If you use an AWS::Glue::Database AWS CloudFormation template to create an AWS
Glue database and do not specify a database name, AWS Glue automatically generates a

database name in the format resource_name-random_string that is not compatible
with Athena.

You can use the AWS Glue Catalog Manager to rename columns, but not table names or database
names. To work around this limitation, you must use a definition of the old database to create a
database with the new name. Then you use definitions of the tables from the old database to re-
create the tables in the new database. To do this, you can use the AWS CLI or AWS Glue SDK. For
steps, see Using the AWS CLI to recreate an AWS Glue database and its tables.
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Using AWS Glue crawlers

AWS Glue crawlers help discover the schema for datasets and register them as tables in the AWS
Glue Data Catalog. The crawlers go through your data and determine the schema. In addition, the
crawler can detect and register partitions. For more information, see Defining crawlers in the AWS

Glue Developer Guide. Tables from data that were successfully crawled can be queried from Athena.

(® Note

Athena does not recognize exclude patterns that you specify for an AWS Glue crawler. For

example, if you have an Amazon S3 bucket that contains both .csv and . json files and
you exclude the . json files from the crawler, Athena queries both groups of files. To avoid
this, place the files that you want to exclude in a different location.

Scheduling a crawler to keep the AWS Glue Data Catalog and Amazon S3 in sync

AWS Glue crawlers can be set up to run on a schedule or on demand. For more information, see
Time-based schedules for jobs and crawlers in the AWS Glue Developer Guide.

If you have data that arrives for a partitioned table at a fixed time, you can set up an AWS Glue
crawler to run on schedule to detect and update table partitions. This can eliminate the need to
run a potentially long and expensive MSCK REPAIR command or manually run an ALTER TABLE
ADD PARTITION command. For more information, see Table partitions in the AWS Glue Developer
Guide.

Using multiple data sources with crawlers

When an AWS Glue crawler scans Amazon S3 and detects multiple directories, it uses a heuristic
to determine where the root for a table is in the directory structure, and which directories are
partitions for the table. In some cases, where the schema detected in two or more directories

is similar, the crawler may treat them as partitions instead of separate tables. One way to help
the crawler discover individual tables is to add each table's root directory as a data store for the
crawler.

The following partitions in Amazon S3 are an example:

s3://bucket@l/folderl/tablel/partitionl/file.txt
s3://bucket@l/folderl/tablel/partition2/file.txt
s3://bucket@l/folderl/tablel/partition3/file.txt
s3://bucket@l/folderl/table2/partition4/file.txt
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s3://bucket@l/folderl/table2/partition5/file.txt

If the schema for tablel and table2 are similar, and a single data source is set to s3://
bucket@l/folderl/ in AWS Glue, the crawler may create a single table with two partition
columns: one partition column that contains tablel and table2, and a second partition column
that contains partitionl through partition5.

To have the AWS Glue crawler create two separate tables, set the crawler to have two data sources,
s3://bucket@l/folderl/tablel/ and s3://bucket@l/folderl/table2, as shown in the
following procedure.

To add an S3 data store to an existing crawler in AWS Glue

1. Sign in to the AWS Management Console and open the AWS Glue console at https://
console.aws.amazon.com/glue/.

. In the navigation pane, choose Crawlers.

. Choose the link to your crawler, and then choose Edit.

. For Step 2: Choose data sources and classifiers, choose Edit.
. For Data sources, choose Add a data source.

. In the Add data source dialog box, for S3 path, choose Browse.

N o0 o AN

. Select the bucket that you want to use, and then choose Choose.

The data source that you added appears in the Data sources list.
8. Choose Next.

9. On the Configure security settings page, create or choose an IAM role for the crawler, and then
choose Next.

10Make sure that the S3 path ends in a trailing slash, and then choose Add an S3 data source.
110n the Set output and scheduling page, for Output configuration, choose the target database.
12Choose Next.

130n the Review and update page, review the choices that you made. To edit a step, choose Edit.
14Choose Update.

Syncing partition schema to avoid "HIVE_PARTITION_SCHEMA_MISMATCH"

For each table within the AWS Glue Data Catalog that has partition columns, the schema is stored
at the table level and for each individual partition within the table. The schema for partitions are
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populated by an AWS Glue crawler based on the sample of data that it reads within the partition.
For more information, see Using multiple data sources with crawlers.

When Athena runs a query, it validates the schema of the table and the schema of any partitions
necessary for the query. The validation compares the column data types in order and makes sure
that they match for the columns that overlap. This prevents unexpected operations such as adding
or removing columns from the middle of a table. If Athena detects that the schema of a partition
differs from the schema of the table, Athena may not be able to process the query and fails with
HIVE_PARTITION_SCHEMA_MISMATCH.

There are a few ways to fix this issue. First, if the data was accidentally added, you can remove the
data files that cause the difference in schema, drop the partition, and re-crawl the data. Second,
you can drop the individual partition and then run MSCK REPAIR within Athena to re-create the
partition using the table's schema. This second option works only if you are confident that the
schema applied will continue to read the data correctly.

Updating table metadata

After a crawl, the AWS Glue crawler automatically assigns certain table metadata to help make

it compatible with other external technologies like Apache Hive, Presto, and Spark. Occasionally,
the crawler may incorrectly assign metadata properties. Manually correct the properties in AWS
Glue before querying the table using Athena. For more information, see Viewing and editing table
details in the AWS Glue Developer Guide.

AWS Glue may mis-assign metadata when a CSV file has quotes around each data field, getting the
serializationLib property wrong. For more information, see CSV data enclosed in quotes.

Working with CSV files

CSV files occasionally have quotes around the data values intended for each column, and there
may be header values included in CSV files, which aren't part of the data to be analyzed. When you
use AWS Glue to create schema from these files, follow the guidance in this section.

CSV data enclosed in quotes

You might have a CSV file that has data fields enclosed in double quotes like the following
example:

"John","Doe","123-555-1231","John said \"hello\""
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"Jane","Doe","123-555-9876","Jane said \"hello\""

To run a query in Athena on a table created from a CSV file that has quoted values, you must
modify the table properties in AWS Glue to use the OpenCSVSerDe. For more information about
the OpenCSV SerDe, see OpenCSVSerDe for processing CSV.

To edit table properties in the AWS Glue console

1. Inthe AWS Glue console navigation pane, choose Tables.
2. Choose the link for the table that you want to edit, and then choose Actions, Edit table.

3. On the Edit table page, make the following changes:

» For Serialization lib, enter org.apache.hadoop.hive.serde2.0penCSVSerde.

» For Serde parameters, enter the following values for the keys escapeChar, quoteChar,
and separatorChar:

» For escapeChar, enter a backslash (\).
» For quoteChar, enter a double quote (").
» For separatorChar, entera comma (,).

4. Choose Save.

For more information, see Viewing and editing table details in the AWS Glue Developer Guide.

Updating AWS Glue table properties programmatically

You can use the AWS Glue UpdateTable API operation or update-table CLI command to modify the
SerDeInfo block in the table definition, as in the following example JSON.

"SerDeInfo": {
"name": ""
"serializationLib": "org.apache.hadoop.hive.serde2.0penCSVSerde",
"parameters": {
"separatorChar": ","
"quoteChar": "\""
"escapeChar": "\\"
}

iy
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CSV files with headers

When you define a table in Athena with a CREATE TABLE statement, you can use the
skip.header.line.count table property to ignore headers in your CSV data, as in the following
example.

STORED AS TEXTFILE
LOCATION 's3://my_bucket/csvdata_folder/"';
TBLPROPERTIES ("skip.header.line.count"="1")

Alternatively, you can remove the CSV headers beforehand so that the header information is not
included in Athena query results. One way to achieve this is to use AWS Glue jobs, which perform
extract, transform, and load (ETL) work. You can write scripts in AWS Glue using a language that is
an extension of the PySpark Python dialect. For more information, see Authoring Jobs in AWS Glue
in the AWS Glue Developer Guide.

The following example shows a function in an AWS Glue script that writes out a dynamic frame
using from_options, and sets the writeHeader format option to false, which removes the
header information:

glueContext.write_dynamic_frame.from_options(frame = applymappingl, connection_type
= "s3", connection_options = {"path": "s3://MYBUCKET/MYTABLEDATA/"}, format = "csv",
format_options = {"writeHeader": False}, transformation_ctx = "datasink2")

AWS Glue partition indexing and filtering

When Athena queries partitioned tables, it retrieves and filters the available table partitions to

the subset relevant to your query. As new data and partitions are added, more time is required to
process the partitions, and query runtime can increase. If you have a table with a large number of
partitions that grows over time, consider using AWS Glue partition indexing and filtering. Partition
indexing allows Athena to optimize partition processing and improve query performance on highly
partitioned tables. Setting up partition filtering in a table's properties is a two-step process:

1. Creating a partition index in AWS Glue.

2. Enabling partition filtering for the table.
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Creating a partition index

For steps on creating a partition index in AWS Glue, see Working with partition indexes in the AWS
Glue Developer Guide. For the limitations on partition indexes in AWS Glue, see the About partition
indexes section on that page.

Enabling partition filtering

To enable partition filtering for the table, you must set a new table property in AWS Glue. For steps
on how to set table properties in AWS Glue, refer to the Setting up partition projection page. When
you edit the table details in AWS Glue, add the following key-value pair to the Table properties
section:

« For Key, add partition_filtering.enabled

e For Value, add true

You can disable partition filtering on this table at any time by setting the
partition_filtering.enabled value to false.

After you complete the above steps, you can return to the Athena console to query the data.

For more information about using partition indexing and filtering, see Improve Amazon Athena

query performance using AWS Glue Data Catalog partition indexes in the AWS Big Data Blog.

Working with geospatial data

AWS Glue does not natively support Well-known Text (WKT), Well-Known Binary (WKB), or other
PostGIS data types. The AWS Glue classifier parses geospatial data and classifies them using
supported data types for the format, such as varchar for CSV. As with other AWS Glue tables, you
may need to update the properties of tables created from geospatial data to allow Athena to parse
these data types as-is. For more information, see Using AWS Glue crawlers and Working with CSV

files. Athena may not be able to parse some geospatial data types in AWS Glue tables as-is. For
more information about working with geospatial data in Athena, see Querying geospatial data.

Using AWS Glue jobs for ETL with Athena

AWS Glue jobs perform ETL operations. An AWS Glue job runs a script that extracts data from
sources, transforms the data, and loads it into targets. For more information, see Authoring Jobs in
AWS Glue in the AWS Glue Developer Guide.
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Creating tables using Athena for AWS Glue ETL jobs

Tables that you create in Athena must have a table property added to them called a
classification, which identifies the format of the data. This allows AWS Glue to use the tables
for ETL jobs. The classification values can be avro, csv, json, orc, parquet, or xml. An example
CREATE TABLE statement in Athena follows:

CREATE EXTERNAL TABLE sampleTable (
columnl INT,
column2 INT
) STORED AS PARQUET
TBLPROPERTIES (
'classification'="'parquet')

If the table property was not added when the table was created, you can add it using the AWS Glue
console.

To add the classification table property using the AWS Glue console

1. Sign in to the AWS Management Console and open the AWS Glue console at https://
console.aws.amazon.com/glue/.

. In the console navigation pane, choose Tables.

. Choose the link for the table that you want to edit, and then choose Actions, Edit table.
. Scroll down to the Table properties section.

. Choose Add.

. For Key, enter classification.

. For Value, enter a data type (for example, json).

o N o U A NN

. Choose Save.

In the Table details section, the data type that you entered appears in the Classification field
for the table.

For more information, see Working with tables in the AWS Glue Developer Guide.

Using ETL jobs to optimize query performance

AWS Glue jobs can help you transform data to a format that optimizes query performance in
Athena. Data formats have a large impact on query performance and query costs in Athena.
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We recommend to use Parquet and ORC data formats. AWS Glue supports writing to both of these
data formats, which can make it easier and faster for you to transform data to an optimal format
for Athena. For more information about these formats and other ways to improve performance,
see Top 10 performance tuning tips for Amazon Athena.

Converting SMALLINT and TINYINT data types to INT when converting to ORC

To reduce the likelihood that Athena is unable to read the SMALLINT and TINYINT data types
produced by an AWS Glue ETL job, convert SMALLINT and TINYINT to INT when using the wizard
or writing a script for an ETL job.

Automating AWS Glue jobs for ETL

You can configure AWS Glue ETL jobs to run automatically based on triggers. This feature is ideal
when data from outside AWS is being pushed to an Amazon S3 bucket in a suboptimal format for
querying in Athena. For more information, see Triggering AWS Glue jobs in the AWS Glue Developer
Guide.

Using the AWS CLI to recreate an AWS Glue database and its tables

Renaming a AWS Glue database directly is not possible, but you can copy its definition, modify the
definition, and use the definition to recreate the database with a different name. Similarly, you can
copy the definitions of the tables in the old database, modify the definitions, and use the modified
definitions to recreate the tables in the new database.

(® Note

The method presented does not copy table partitioning.

The following procedure for Windows assumes that your AWS CLI is configured for JSON output. To
change the default output format in the AWS CLI, run aws configure.

To copy an AWS Glue Database using the AWS CLI

1. At a command prompt, run the following AWS CLI command to retrieve the definition of the
AWS Glue database that you want to copy.

aws glue get-database --name database_name
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For more information about the get-database command, see get-database.

2. Save the JSON output to a file with the name of the new database (for example,
new_database_name . json) to your desktop.

Open the new_database_name. json file in a text editor.
In the JSON file, change the Name entry to the new database name.
Remove the CatalogId field.

Save the file.

N o v M W

At a command prompt, run the following AWS CLI command to use the modified database
definition file to create the database with the new name.

aws glue create-database --database-input "file://~/Desktop\new_database_name.json"

For more information about the create-database command, see create-database. For
information about loading AWS CLI parameters from a file, see Loading AWS CLI parameters
from a file in the AWS Command Line Interface User Guide.

8. To verify that the new database has been created in AWS Glue, run the following command:

aws glue get-database --name new_database_name

Now you are ready to get the definition for a table that you want to copy to the new database,
modify the definition, and use the modified definition to recreate the table in the new database.
This procedure does not change the table name.

To copy an AWS Glue table using the AWS CLI

1. At acommand prompt, run the following AWS CLI command.

aws glue get-table --database-name database_name --name table_name

For more information about the get-table command, see get-table.

2. Save the JSON output to a file with the name of the table (for example, table_name.json) to
your Windows desktop.

3. Open the file in a text editor.
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4. Inthe JSON file, remove the outer {"Table": entry and the corresponding closing brace }
at the end of the file.

5. Inthe JSON file, remove the following entries and their values:

« DatabaseName - This entry is not required because the create-table CLI command uses

the --database-name parameter.
e CreateTime
o UpdateTime
« CreatedBy
o IsRegisteredWithLakeFormation
« CatalogId
« VersionlId
6. Save the table definition file.

7. At a command prompt, run the following AWS CLI command to recreate the table in the new
database:

aws glue create-table --database-name new_database_name --table-input "file://~/
Desktop\table_name.json"

For more information about the create-table command, see create-table.

The table now appears in the new database in AWS Glue and can be queried from Athena.

8. Repeat the steps to copy each additional table to the new database in AWS Glue.

Using Athena Data Connector for External Hive Metastore

You can use the Amazon Athena data connector for external Hive metastore to query data sets
in Amazon S3 that use an Apache Hive metastore. No migration of metadata to the AWS Glue
Data Catalog is necessary. In the Athena management console, you configure a Lambda function
to communicate with the Hive metastore that is in your private VPC and then connect it to the
metastore. The connection from Lambda to your Hive metastore is secured by a private Amazon
VPC channel and does not use the public internet. You can provide your own Lambda function
code, or you can use the default implementation of the Athena data connector for external Hive
metastore.
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Topics
e Overview of features

o Workflow

« Considerations and limitations

« Connecting Athena to an Apache Hive metastore

« Using the AWS Serverless Application Repository to deploy a Hive data source connector

« Connecting Athena to a Hive metastore using an existing IAM execution role

» Configure Athena to use a deployed Hive metastore connector

» Using a default data source name in external Hive metastore queries

« Working with Hive views

» Using the AWS CLI with Hive metastores

» Reference implementation

Overview of features

With the Athena data connector for external Hive metastore, you can perform the following tasks:

» Use the Athena console to register custom catalogs and run queries using them.
» Define Lambda functions for different external Hive metastores and join them in Athena queries.
» Use the AWS Glue Data Catalog and your external Hive metastores in the same Athena query.

» Specify a catalog in the query execution context as the current default catalog. This removes
the requirement to prefix catalog names to database names in your queries. Instead of using the
syntax catalog.database.table, you can use database.table.

» Use a variety of tools to run queries that reference external Hive metastores. You can use the
Athena console, the AWS CLI, the AWS SDK, Athena APIs, and updated Athena JDBC and ODBC
drivers. The updated drivers have support for custom catalogs.

API support

Athena Data Connector for External Hive Metastore includes support for catalog registration API
operations and metadata API operations.

» Catalog registration — Register custom catalogs for external Hive metastores and federated data

sources.
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» Metadata — Use metadata APIs to provide database and table information for AWS Glue and any
catalog that you register with Athena.

« Athena JAVA SDK client — Use catalog registration APIs, metadata APIs, and support for catalogs
in the StartQueryExecution operation in the updated Athena Java SDK client.

Reference implementation

Athena provides a reference implementation for the Lambda function that connects to external
Hive metastores. The reference implementation is provided on GitHub as an open source project at
Athena Hive metastore.

The reference implementation is available as the following two AWS SAM applications in the AWS
Serverless Application Repository (SAR). You can use either of these applications in the SAR to
create your own Lambda functions.

« AthenaHiveMetastoreFunction - Uber Lambda function . jar file. An "uber" JAR (also
known as a fat JAR or JAR with dependencies) is a . jar file that contains both a Java program
and its dependencies in a single file.

« AthenaHiveMetastoreFunctionWithLayer - Lambda layer and thin Lambda function . jar
file.

Workflow

The following diagram shows how Athena interacts with your external Hive metastore.
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In this workflow, your database-connected Hive metastore is inside your VPC. You use Hive Server2

to manage your Hive metastore using the Hive CLI.

The workflow for using external Hive metastores from Athena includes the following steps.

1. You create a Lambda function that connects Athena to the Hive metastore that is inside your

VPC.

2. You register a unique catalog name for your Hive metastore and a corresponding function name

in your account.

3. When you run an Athena DML or DDL query that uses the catalog name, the Athena query

engine calls the Lambda function name that you associated with the catalog name.

4. Using AWS PrivateLink, the Lambda function communicates with the external Hive metastore

in your VPC and receives responses to metadata requests. Athena uses the metadata from your
external Hive metastore just like it uses the metadata from the default AWS Glue Data Catalog.

Considerations and limitations

When you use Athena Data Connector for External Hive Metastore, consider the following points:

« You can use CTAS to create a table on an external Hive metastore.
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« You can use INSERT INTO to insert data into an external Hive metastore.
» DDL support for external Hive metastore is limited to the following statements.

o ALTER DATABASE SET DBPROPERTIES

o ALTER TABLE ADD COLUMNS

« ALTER TABLE ADD PARTITION

« ALTER TABLE DROP PARTITION

o ALTER TABLE RENAME PARTITION

o ALTER TABLE REPLACE COLUMNS

o ALTER TABLE SET LOCATION

o ALTER TABLE SET TBLPROPERTIES

« CREATE DATABASE

« CREATE TABLE

« CREATE TABLE AS

« DESCRIBE TABLE

« DROP DATABASE

« DROP TABLE

« SHOW COLUMNS

« SHOW CREATE TABLE

« SHOW PARTITIONS

« SHOW SCHEMAS

« SHOW TABLES

« SHOW TBLPROPERTIES
« The maximum number of registered catalogs that you can have is 1,000.
» Kerberos authentication for Hive metastore is not supported.

« To use the JDBC driver with an external Hive metastore or federated queries, include
MetadataRetrievalMethod=ProxyAPI in your JDBC connection string. For information about
the JDBC driver, see Connecting to Amazon Athena with JDBC.

« The Hive hidden columns $path, $bucket, $file_size, $file_modified_time,
$partition, $row_id cannot be used for fine-grained access control filtering.

. Hive hidd bles li . ple L
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Permissions

Prebuilt and custom data connectors might require access to the following resources to function
correctly. Check the information for the connector that you use to make sure that you have
configured your VPC correctly. For information about required IAM permissions to run queries
and create a data source connector in Athena, see Allow access to an Athena Data Connector for

External Hive Metastore and Allow Lambda function access to external Hive metastores.

« Amazon S3 - In addition to writing query results to the Athena query results location in Amazon
S3, data connectors also write to a spill bucket in Amazon S3. Connectivity and permissions to
this Amazon S3 location are required. For more information, see Spill location in Amazon S3 later

in this topic.
« Athena - Access is required to check query status and prevent overscan.

» AWS Glue - Access is required if your connector uses AWS Glue for supplemental or primary
metadata.

« AWS Key Management Service

» Policies — Hive metastore, Athena Query Federation, and UDFs require policies in addition to the
AWS managed policy: AmazonAthenaFullAccess. For more information, see Identity and access

management in Athena.

Spill location in Amazon S3

Because of the limit on Lambda function response sizes, responses larger than the threshold spill
into an Amazon S3 location that you specify when you create your Lambda function. Athena reads
these responses from Amazon S3 directly.

(® Note

Athena does not remove the response files on Amazon S3. We recommend that you set up
a retention policy to delete response files automatically.

Connecting Athena to an Apache Hive metastore

To connect Athena to an Apache Hive metastore, you must create and configure a Lambda
function. For a basic implementation, you can perform all required steps starting from the Athena
management console.
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® Note

The following procedure requires that you have permission to create a custom IAM role for
the Lambda function. If you do not have permission to create a custom role, you can use
the Athena reference implementation to create a Lambda function separately, and then
use the AWS Lambda console to choose an existing IAM role for the function. For more
information, see Connecting Athena to a Hive metastore using an existing IAM execution

role.

To connect Athena to a Hive metastore

1. Open the Athena console at https://console.aws.amazon.com/athena/.

2. If the console navigation pane is not visible, choose the expansion menu on the left.

Amazon Athena Query editor

Editor Recent queries

Data

e B T T i Tl TW L o P RT

|

e e e i e e P
Choose Data sources.
On the upper right of the console, choose Create data source.

On the Choose a data source page, for Data sources, choose S3 - Apache Hive metastore.

Choose Next.

N o v &~ W

In the Data source details section, for Data source name, enter the name that you want to use
in your SQL statements when you query the data source from Athena. The name can be up to
127 characters and must be unique within your account. It cannot be changed after you create
it. Valid characters are a-z, A-Z, 0-9, _ (underscore), @ (at sign) and - (hyphen). The names
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awsdatacatalog, hive, jmx, and system are reserved by Athena and cannot be used for
data source names.

8. For Lambda function, choose Create Lambda function, and then choose Create a new
Lambda function in AWS Lambda

The AthenaHiveMetastoreFunction page opens in the AWS Lambda console. The page
includes detailed information about the connector.

Lambda Functions Create function Review, configure and deploy

AthenaHiveMetastoreFunction — version 1.0.1

Review, configure and deploy

‘ Copy as SAM Resource ‘

Application details

Author Source code URL Description Report a
default https://github An Athena Lambda vulnerability
author .com/awslabs function to interact If you believe
/aws-athena- with Hive Metastore this
hive- application
metastore poses a
security zisk.
RV VP RN Y Y W R ZLG7 S S
/\A{_r"_\mL AN ‘__.f'\./"ﬁ.u’_"_,&\,\_,_ e f""”_'-\\rﬂ'\ W
Readme file Application settings

“ lication name
Amazon Ath ena ?f?epstac::( name of this application created via
Hive Metastore

AWS CloudFormation
_.Lambda Function

AthenaHiveMetastoreFunction

il T T T T L e

9. Under Application settings, enter the parameters for your Lambda function.
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10.

11.

12.

13.

14.

15.

o LambdaFuncName - Provide a name for the function. For example, myHiveMetastore.

» SpillLocation - Specify an Amazon S3 location in this account to hold spillover metadata if
the Lambda function response size exceeds 4 MB.

o HMSUris - Enter the URI of your Hive metastore host that uses the Thrift protocol at port
9083. Use the syntax thrift://<host_name>:9083.

o LambdaMemory - Specify a value from 128 MB to 3008 MB. The Lambda function is
allocated CPU cycles proportional to the amount of memory that you configure. The default
is 1024.

o LambdaTimeout - Specify the maximum permissible Lambda invocation run time in seconds
from 1 to 900 (900 seconds is 15 minutes). The default is 300 seconds (5 minutes).

» VPCSecurityGrouplds — Enter a comma-separated list of VPC security group IDs for the Hive
metastore.

« VPCSubnetlds - Enter a comma-separated list of VPC subnet IDs for the Hive metastore.

Select I acknowledge that this app creates custom IAM roles, and then choose Deploy.

B e T T

e SR

I acknowledge that this app creates custom IAM

Info
roles.

Cancel Previous H Deploy‘h

When the deployment completes, your function appears in your list of Lambda applications.
Now that the Hive metastore function has been deployed to your account, you can configure
Athena to use it.

Return to the Enter data source details page of the Athena console.

In the Lambda function section, choose the refresh icon next to the Lambda function search
box. Refreshing the list of available functions causes your newly created function to appear in
the list.

Choose the name of the function that you just created in the Lambda console. The ARN of the
Lambda function displays.

(Optional) For Tags, add key-value pairs to associate with this data source. For more
information about tags, see Tagging Athena resources.

Choose Next.
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16. On the Review and create page, review the data source details, and then choose Create data
source.

17. The Data source details section of the page for your data source shows information about
your new connector.

You can now use the Data source name that you specified to reference the Hive metastore in
your SQL queries in Athena. In your SQL queries, use the following example syntax, replacing
hms-catalog-1 with the catalog name that you specified earlier.

SELECT * FROM hms-catalog-1.CustomerData.customers

18. For information about viewing, editing, or deleting the data sources that you create, see
Managing data sources.

Using the AWS Serverless Application Repository to deploy a Hive data source
connector

To deploy an Athena data source connector for Hive, you can use the AWS Serverless Application
Repository instead of starting with the Athena console. Use the AWS Serverless Application
Repository to find the connector that you want to use, provide the parameters that the connector
requires, and then deploy the connector to your account. Then, after you deploy the connector, you
use the Athena console to make the data source available to Athena.

To use the AWS Serverless Application Repository to deploy a data source connector for Hive to
your account

1. Signin to the AWS Management Console and open the Serverless App Repository.
2. In the navigation pane, choose Available applications.

3. Select the option Show apps that create custom IAM roles or resource policies.

4

In the search box, enter Hive. The connectors that appear include the following two:

« AthenaHiveMetastoreFunction — Uber Lambda function . jar file.

« AthenaHiveMetastoreFunctionWithLayer — Lambda layer and thin Lambda function . jar
file.

The two applications have the same functionality and differ only in their implementation. You
can use either one to create a Lambda function that connects Athena to your Hive metastore.
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5. Choose the name of the connector that you want to use. This tutorial uses
AthenaHiveMetastoreFunction.

Serverless x . —
. - Available applications
Application
Repository
Available Public applications (1) Private applications
applications
Published Q. AthenaHiveMetastoreFunction X

applications
Show apps that create custom IAM roles or resource policies

Sort by | Best Match v

AthenaHiveMetastoreFunction

A Creates custom{;lr\’l roles or resource policies

An Athena Lambda function to interact with Hive Metastore

athena-hive-metastore

default author 5 deployments

6. Under Application settings, enter the parameters for your Lambda function.

« LambdaFuncName - Provide a name for the function. For example, myHiveMetastore.

 SpillLocation - Specify an Amazon S3 location in this account to hold spillover metadata if
the Lambda function response size exceeds 4 MB.

« HMSUris - Enter the URI of your Hive metastore host that uses the Thrift protocol at port
9083. Use the syntax thrift://<host_name>:9083.

« LambdaMemory - Specify a value from 128 MB to 3008 MB. The Lambda function is
allocated CPU cycles proportional to the amount of memory that you configure. The default
is 1024.
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o LambdaTimeout - Specify the maximum permissible Lambda invocation run time in seconds
from 1 to 900 (900 seconds is 15 minutes). The default is 300 seconds (5 minutes).

« VPCSecurityGrouplds — Enter a comma-separated list of VPC security group IDs for the Hive
metastore.

« VPCSubnetlds - Enter a comma-separated list of VPC subnet IDs for the Hive metastore.

7. On the bottom right of the Application details page, select | acknowledge that this app
creates custom IAM roles, and then choose Deploy.

At this point, you can configure Athena to use your Lambda function to connect to your Hive
metastore. For steps, see Configure Athena to use a deployed Hive metastore connector.

Connecting Athena to a Hive metastore using an existing IAM execution role

To connect your external Hive metastore to Athena with a Lambda function that uses an existing
IAM role, you can use Athena's reference implementation of the Athena connector for external Hive
metastore.

The three major steps are as follows:

1. Clone and build - Clone the Athena reference implementation and build the JAR file that
contains the Lambda function code.

2. AWS Lambda console - In the AWS Lambda console, create a Lambda function, assign it an

existing IAM execution role, and upload the function code that you generated.

3. Amazon Athena console - In the Amazon Athena console, create a data source name that you

can use to refer to your external Hive metastore in your Athena queries.

If you already have permissions to create a custom IAM role, you can use a simpler workflow that
uses the Athena console and the AWS Serverless Application Repository to create and configure a
Lambda function. For more information, see Connecting Athena to an Apache Hive metastore.

Prerequisites

« Git must be installed on your system.

« You must have Apache Maven installed.

« You have an IAM execution role that you can assign to the Lambda function. For more
information, see Allow Lambda function access to external Hive metastores.
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Clone and build the Lambda function

The function code for the Athena reference implementation is a Maven project located on
GitHub at awslabs/aws-athena-hive-metastore. For detailed information about the project,
see the corresponding README file on GitHub or the Reference implementation topic in this
documentation.

To clone and build the Lambda function code

1. Enter the following command to clone the Athena reference implementation:

git clone https://github.com/awslabs/aws-athena-hive-metastore

2. Run the following command to build the . jar file for the Lambda function:

mvn clean install

After the project builds successfully, the following . jar file is created in the target folder of
your project:

hms-lambda-func-1.0-SNAPSHOT-withdep.jar
In the next section, you use the AWS Lambda console to upload this file to your Amazon Web
Services account.

Create and configure the Lambda function in the AWS Lambda console

In this section, you use the AWS Lambda console to create a function that uses an existing IAM
execution role. After you configure a VPC for the function, you upload the function code and
configure the environment variables for the function.

Create the Lambda function
In this step, you create a function in the AWS Lambda console that uses an existing IAM role.
To create a Lambda function that uses an existing IAM role

1. Signin to the AWS Management Console and open the AWS Lambda console at https://
console.aws.amazon.com/lambda/.

2. Inthe navigation pane, choose Functions.
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11.
12.
13.
14.
15.

Choose Create function.
Choose Author from scratch.

For Function name, enter the name of your Lambda function (for example,
EHMSBasedLambda).

For Runtime, choose Java 8.
Under Permissions, expand Change default execution role.
For Execution role, choose Use an existing role.

For Existing role, choose the IAM execution role that your Lambda function will use for Athena
(this example uses a role called AthenaLambdaExecutionRole).

Expand Advanced settings.

Select Enable Network.

For VPC, choose the VPC that your function will have access to.

For Subnets, choose the VPC subnets for Lambda to use.

For Security groups, choose the VPC security groups for Lambda to use.

Choose Create function. The AWS Lambda console and opens the configuration page for your
function and begins creating your function.

Upload the code and configure the Lambda function

When the console informs you that your function has been successfully created, you are ready to
upload the function code and configure its environment variables.

To upload your Lambda function code and configure its environment variables

1.

In the Lambda console, make sure that you are on the Code tab of the page of the function
that you specfied.

For Code source, choose Upload from, and then choose .zip or .jar file.

Upload the hms-1lambda-func-1.0-SNAPSHOT-withdep. jar file that you generated
previously.

On your Lambda function page, choose the Configuration tab.
From the pane on the left, choose Environment variables.

In the Environment variables section, choose Edit.
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Environment variables (0) Edit ‘

Key Value

No environment variables

No environment variables associated with this function.

Edit
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7. On the Edit environment variables page, use the Add environment variable option to add
the following environment variable keys and values:

« HMS_URIS - Use the following syntax to enter the URI of your Hive metastore host that uses
the Thrift protocol at port 9083.

thrift://<host_name>:9083

o SPILL_LOCATION - Specify an Amazon S3 location in your Amazon Web Services account to
hold spillover metadata if the Lambda function response size exceeds 4 MB.
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Edit environment variables

Environment variables

without the need to change function code. Learn more [4

Key Value
HMS_URIS

SPILL LOCATION

Add environment variable

» Encryption configuration

Lambda Functions EHMSBasedLambda Edit environment variables

You can define environment variables as key-value pairs that are accessible
from your function code. These are useful to store configuration settings

‘ Remove ‘

‘ Remove ‘

8. Choose Save.

At this point, you are ready to configure Athena to use your Lambda function to connect to your

Hive metastore. For steps, see Configure Athena to use a deployed Hive metastore connector.

Configure Athena to use a deployed Hive metastore con

nector

After you have deployed a Lambda data source connector like AthenaHiveMetastoreFunction
to your account, you can configure Athena to use it. To do so, you create a data source name that

refers to your external Hive metastore to use in your Athena queries.
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To connect Athena to your Hive metastore using an existing Lambda function

1.
2.

N o v &~ W

10.
11.

Open the Athena console at https://console.aws.amazon.com/athena/.

If the console navigation pane is not visible, choose the expansion menu on the left.

Amazon Athena Query editor

Editor Recent queries

Data
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|
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Choose Data sources.
On the Data sources page, choose Create data source.

On the Choose a data source page, for Data sources, choose S3 - Apache Hive metastore.

Choose Next.

In the Data source details section, for Data source name, enter the name that you want
to use in your SQL statements when you query the data source from Athena (for example,
MyHiveMetastore). The name can be up to 127 characters and must be unique within
your account. It cannot be changed after you create it. Valid characters are a-z, A-Z, 0-9,

_ (underscore), @ (at sign) and - (hyphen). The names awsdatacatalog, hive, jmx, and
system are reserved by Athena and cannot be used for data source names.

In the Connection details section, use the Select or enter a Lambda function box to choose
the name of the function that you just created. The ARN of the Lambda function displays.

(Optional) For Tags, add key-value pairs to associate with this data source. For more
information about tags, see Tagging Athena resources.

Choose Next.

On the Review and create page, review the data source details, and then choose Create data
source.
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12. The Data source details section of the page for your data source shows information about
your new connector.

You can now use the Data source name that you specified to reference the Hive metastore in
your SQL queries in Athena.

In your SQL queries, use the following example syntax, replacing ehms-catalog with the data

source name that you specified earlier.

SELECT * FROM ehms-catalog.CustomerData.customers

13. To view, edit, or delete the data sources that you create, see Managing data sources.

Using a default data source name in external Hive metastore queries

When you run DML and DDL queries on external Hive metastores, you can simplify your query
syntax by omitting the catalog name if that name is selected in the query editor. Certain
restrictions apply to this functionality.

DML statements
To run queries with registered catalogs

1. You can put the data source name before the database using the syntax
[[data_source_name].database_name].table_name, as in the following example.

select * from "hms-catalog-1".hms_tpch.customer limit 10;

2.  When the data source that you want to use is already selected in the query editor, you can
omit the name from the query, as in the following example.

select * from hms_tpch.customer limit 10:
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Amazon Athena Query editor
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3.  When you use multiple data sources in a query, you can omit only the default data source
name, and must specify the full name for any non-default data sources.

For example, suppose AwsDataCatalog is selected as the default data source in the query
editor. The FROM statement in the following query excerpt fully qualifies the first two data
source names but omits the name for the third data source because it is in the AWS Glue data
catalog.

FROM ehms@1l1.hms_tpch.customer,
"hms-catalog-1".hms_tpch.orders,
hms_tpch.lineitem

DDL statements

The following Athena DDL statements support catalog name prefixes. Catalog name prefixes in
other DDL statements cause syntax errors.

SHOW TABLES [IN [catalog_name.]database_name] ['regular_expression']
SHOW TBLPROPERTIES [[catalog_name.]database_name.]table_name [('property_name')]

SHOW COLUMNS IN [[catalog_name.]database_name.]table_name
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SHOW PARTITIONS [[catalog_name.]database_name.]table_name
SHOW CREATE TABLE [[catalog_name.][database_name.]table_name

DESCRIBE [EXTENDED | FORMATTED] [[catalog_name.][database_name.]table_name [PARTITION
partition_spec] [col_name ( [.field_name] | [.'$elem$'] | [.'$key$'] | [.'$value$'] )]

As with DML statements, you can omit the datasource and database prefixes from the query when
the data source and database are selected in the query editor.

In the following image, the hms-catalog-1 data source and the hms_tpch database are selected

in the query editor. The show create table customer statement succeeds even though the
hms-catalog-1 prefix and the hms_tpch database name are omitted from the query itself.

B

Editor Recent queries Saved queries Settings ’I‘
3
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Specifying a default data source in a JDBC connection string

When you use the Athena JDBC Driver to connect Athena to an external Hive metastore, you can

use the Catalog parameter to specify the default data source name in your connection string in a

SQL editor like SQL workbench.

® Note
To download the latest Athena JDBC drivers, see Using Athena with the JDBC driver.

The following connection string specifies the default data source hms-catalog-name.

jdbc:awsathena://AwsRegion=us-east-1;S30utputLocation=s3://<location>/lambda/
results/;Workgroup=AmazonAthenaPreviewFunctionality;Catalog=hms-catalog-name;
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The following image shows a sample JDBC connection URL as configured in SQL Workbench.

athena-jdbc-us-east-1-simaba

Driver Simbda Athena JDBC Driver (com.simba.athena.jdbc.Driver) d
URL bda/results /;Workgroup=AmazonAthenaPreviewFunctionality;Catalog=hms-catalog-name;
Uramams e it
Password eeesescecccsccssccccccccccscsccccccccccoe Show password
Autocommit Fetch size Timeout S Extended Properties <«

Prompt for username Confirm updates Read only Remember DbExplorer Sc...
Save password Confirm DML without WHERE Store completion cache lo...
Separate connection per tab Rollback before disconnect Remove comments

Ignore DROP errors Empty string is NULL Hide warnings

Trim CHAR data Include NULL columns in INSERTs Check for uncommitted c...
Info Background > ...|(None) Alternate Delimiter
Workspace

Main window icon

Macros

Tags

Connect scripts Schema/Catalog Filter Variables Test

GOk Cancel

Working with Hive views

You can use Athena to query existing views in your external Apache Hive metastores. Athena
translates your views for you on-the-fly at runtime without changing the original view or storing
the translation.

For example, suppose you have a Hive view like the following that uses a syntax not supported in
Athena like LATERAL VIEW explode():

CREATE VIEW team_view AS
SELECT team, score
FROM matches
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LATERAL VIEW explode(scores) m AS score

Athena translates the Hive view query string into a statement like the following that Athena can
run:

SELECT team, score
FROM matches
CROSS JOIN UNNEST(scores) AS m (score)

For information about connecting an external Hive metastore to Athena, see Using Athena Data

Connector for External Hive Metastore.

Considerations and limitations

When querying Hive views from Athena, consider the following points:

« Athena does not support creating Hive views. You can create Hive views in your external Hive
metastore, which you can then query from Athena.

« Athena does not support custom UDFs for Hive views.

« Due to a known issue in the Athena console, Hive views appear under the list of tables instead of
the list of views.

« Although the translation process is automatic, certain Hive functions are not supported for Hive
views or require special handling. For more information, see the following section.

Hive function support limitations

This section highlights the Hive functions that Athena does not support for Hive views or that
require special treatment. Currently, because Athena primarily supports functions from Hive 2.2.0,
functions that are available only in higher versions (such as Hive 4.0.0) are not available. For a full
list of Hive functions, see Hive language manual UDF.

Aggregate functions
Aggregate functions that require special handling

The following aggregate function for Hive views requires special handling.

e Avg - Instead of avg(INT i), use avg(CAST(i AS DOUBLE)).
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Aggregate functions not supported

The following Hive aggregate functions are not supported in Athena for Hive views.

covar_pop
histogram_numeric
ntile

percentile
percentile_approx

Regression functions like regr_count, regr_r2, and regr_sxx are not supported in Athena for
Hive views.

Date functions not supported

The following Hive date functions are not supported in Athena for Hive views.

date_format(date/timestamp/string ts, string fmt)
day(string date)
dayofmonth(date)

extract(field FROM source)
hour(string date)
minute(string date)
month(string date)
quarter(date/timestamp/string)
second(string date)
weekofyear(string date)
year(string date)

Masking functions not supported

Hive masking functions like mask( ), and mask_first_n() are not supported in Athena for Hive
views.

Miscellaneous functions
Miscellaneous functions that require special handling
The following miscellaneous functions for Hive views require special handling.

« md>5 - Athena supports md5(binary) but not md5(varchar).

« Explode - Athena supports explode when it is used in the following syntax:
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LATERAL VIEW [OUTER] EXPLODE(<argument>)

» Posexplode - Athena supports posexplode when it is used in the following syntax:

LATERAL VIEW [OUTER] POSEXPLODE(<argument>)

In the (pos, val) output, Athena treats the pos column as BIGINT. Because of this, you may
need to cast the pos column to BIGINT to avoid a stale view. The following example illustrates
this technique.

SELECT CAST(c AS BIGINT) AS c_bigint, d
FROM table LATERAL VIEW POSEXPLODE(<argument>) t AS c, d

Miscellaneous functions not supported

The following Hive functions are not supported in Athena for Hive views.

aes_decrypt
aes_encrypt
current_database
current_user
inline
java_method
logged_in_user
reflect
sha/shal/sha2
stack

version

Operators
Operators that require special handling
The following operators for Hive views require special handling.

« Mod operator (%) — Because the DOUBLE type implicitly casts to DECIMAL(x,y), the following
syntax can cause a View is stale error message:

a_double % 1.0 AS column
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To work around this issue, use CAST, as in the following example.

CAST(a_double % 1.0 as DOUBLE) AS column
« Division operator (/) - In Hive, int divided by int produces a double. In Athena, the same
operation produces a truncated int.
Operators not supported
Athena does not support the following operators for Hive views.
~A — bitwise NOT
A N b - bitwise XOR
A & b - bitwise AND
A | b - bitwise OR

A <=> b - Returns same result as the equals (=) operator for non-null operands. Returns TRUE if
both are NULL, FALSE if one of them is NULL.

String functions
String functions that require special handling
The following Hive string functions for Hive views require special handling.

» chr(bigint|double a) - Hive allows negative arguments; Athena does not.

« instr(string str, string substr) — Because the Athena mapping for the instxr function returns
BIGINT instead of INT, use the following syntax:

CAST(instr(string str, string substr) as INT)

Without this step, the view will be considered stale.

« length(string a) — Because the Athena mapping for the 1length function returns BIGINT instead
of INT, use the following syntax so that the view will not be considered stale:

CAST(length(string str) as INT)
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String functions not supported

The following Hive string functions are not supported in Athena for Hive views.

ascii(string str)

character_length(string str)

decode(binary bin, string charset)

encode(string src, string charset)

elt(N int,strl string,str2 string,str3 string,...)
field(val T,vall T,val2 T,val3 T,...)
find_in_set(string str, string strlList)
initcap(string A)

levenshtein(string A, string B)

locate(string substr, string str[, int pos])
octet_length(string str)

parse_url(string urlString, string partToExtract [, string keyToExtract])
printf(String format, Obj... args)

quote(String text)

regexp_extract(string subject, string pattern, int index)
repeat(string str, int n)

sentences(string str, string lang, string locale)
soundex(string A)

space(int n)

str_to_map(text[, delimiterl, delimiter2])
substring_index(string A, string delim, int count)

XPath functions not supported

Hive XPath functions like xpath, xpath_short, and xpath_int are not supported in Athena for
Hive views.

Troubleshooting

When you use Hive views in Athena, you may encounter the following issues:

« View <view name> is stale — This message usually indicates a type mismatch between the view
in Hive and Athena. If the same function in the Hive LanguageManual UDF and Presto functions

and operators documentation has different signatures, try casting the mismatched data type.

» Function not registered — Athena does not currently support the function. For details, see the
information earlier in this document.
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Using the AWS CLI with Hive metastores

You can use aws athena CLI commands to manage the Hive metastore data catalogs that you use
with Athena. After you have defined one or more catalogs to use with Athena, you can reference
those catalogs in your aws athena DDL and DML commands.

Using the AWS CLI to manage Hive metastore catalogs
Registering a catalog: Create-data-catalog

To register a data catalog, you use the create-data-catalog command. Use the name
parameter to specify the name that you want to use for the catalog. Pass the ARN of the Lambda
function to the metadata-function option of the parameters argument. To create tags for the
new catalog, use the tags parameter with one or more space-separated Key=key,Value=value
argument pairs.

The following example registers the Hive metastore catalog named hms-catalog-1. The
command has been formatted for readability.

$ aws athena create-data-catalog

--name "hms-catalog-1"

--type "HIVE"

--description "Hive Catalog 1"

--parameters "metadata-function=arn:aws:lambda:us-
east-1:111122223333:function:external-hms-service-v3,sdk-version=1.0"

--tags Key=MyKey,Value=MyValue

--region us-east-1

Showing catalog details: Get-data-catalog

To show the details of a catalog, pass the name of the catalog to the get-data-catalog
command, as in the following example.

$ aws athena get-data-catalog --name "hms-catalog-1" --region us-east-1

The following sample result is in JSON format.

{
"DataCatalog": {
"Name": "hms-catalog-1",
"Description": "Hive Catalog 1",
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IlTypell: IIHIVEII’
"Parameters": {

"metadata-function": "arn:aws:lambda:us-
east-1:111122223333:function:external-hms-service-v3",
"sdk-version": "1.0"

Listing registered catalogs: List-data-catalogs

To list the registered catalogs, use the 1ist-data-catalogs command and optionally specify a
Region, as in the following example. The catalogs listed always include AWS Glue.

$ aws athena list-data-catalogs --region us-east-1

The following sample result is in JSON format.

{
"DataCatalogs": [
{
"CatalogName": "AwsDataCatalog",
"Type": "GLUE"
.
{
"CatalogName": "hms-catalog-1",
"Type": "HIVE",
"Parameters": {
"metadata-function": "arn:aws:lambda:us-
east-1:111122223333:function:external-hms-service-v3",
"sdk-version": "1.0"
}
}
]
}

Updating a catalog: Update-data-catalog

To update a data catalog, use the update-data-catalog command, as in the following example.
The command has been formatted for readability.

$ aws athena update-data-catalog
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--name "hms-catalog-1"

--type "HIVE"

--description "My New Hive Catalog Description"

--parameters "metadata-function=arn:aws:lambda:us-
east-1:111122223333:function:external-hms-service-new, sdk-version=1.0"

--region us-east-1

Deleting a catalog: Delete-data-catalog

To delete a data catalog, use the delete-data-catalog command, as in the following example.

$ aws athena delete-data-catalog --name "hms-catalog-1" --region us-east-1

Showing database details: Get-database

To show the details of a database, pass the name of the catalog and the database to the get-
database command, as in the following example.

$ aws athena get-database --catalog-name hms-catalog-1 --database-name mydb

The following sample result is in JSON format.

{
"Database": {
"Name": "mydb",
"Description": "My database",
"Parameters": {
"CreatedBy": "Athena",
"EXTERNAL": "TRUE"
}
}
}

Listing databases in a catalog: List-databases

To list the databases in a catalog, use the 1ist-databases command and optionally specify a
Region, as in the following example.

$ aws athena list-databases --catalog-name AwsDataCatalog --region us-west-2
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The following sample result is in JSON format.

{
"DatabaselList": [

{
"Name": "default"

},

{
"Name": "mycrawlerdatabase"

I

{
"Name": "mydatabase"

},

{
"Name": "sampledb",
"Description": "Sample database",
"Parameters": {

"CreatedBy": "Athena",
"EXTERNAL": "TRUE"

}

},

{
"Name": "tpchl00"

}

]
}

Showing table details: Get-table-metadata

To show the metadata for a table, including column names and datatypes, pass the name of the
catalog, database, and table name to the get-table-metadata command, as in the following
example.

$ aws athena get-table-metadata --catalog-name AwsDataCatalog --database-name mydb --
table-name cityuseragent

The following sample result is in JSON format.

"TableMetadata": {
"Name": "cityuseragent",
"CreateTime": 1586451276.0,
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"LastAccessTime": 0.0,
"TableType": "EXTERNAL_TABLE",
"Columns": [

{
"Name": "city",
"Type": "string"

},

{
"Name": "useragentl",
"Type": "string"

}

1,
"PartitionKeys": [],
"Parameters": {
"COLUMN_STATS_ACCURATE": "false",
"EXTERNAL": "TRUE",
"inputformat": "org.apache.hadoop.mapred.TextInputFormat",
"last_modified_by": "hadoop",
"last_modified_time": "1586454879",
"location": "s3://athena-data/",
"numFiles": "1",
"numRows": "-1",
"outputformat":
"org.apache.hadoop.hive.ql.io.HiveIgnoreKeyTextOutputFormat",
"rawDataSize": "-1",
"serde.param.serialization.format": "1",
"serde.serialization.lib":
"org.apache.hadoop.hive.serde2.lazy.LazySimpleSerDe",
"totalSize": "61"

Showing metadata for all tables in a database: List-table-metadata

To show the metadata for all tables in a database, pass the name of the catalog and database
name to the list-table-metadata command. The list-table-metadata command is similar
to the get-table-metadata command, except that you do not specify a table name. To limit the
number of results, you can use the --max-results option, as in the following example.

$ aws athena list-table-metadata --catalog-name AwsDataCatalog --database-name sampledb
--region us-east-1 --max-results 2
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The following sample result is in JSON format.

{
"TableMetadatalList": [
{

"Name": "cityuseragent",

"CreateTime": 1586451276.0,

"LastAccessTime": 0.0,

"TableType": "EXTERNAL_TABLE",

"Columns": [

{
"Name": "city",
"Type": "string"

},

{
"Name": "useragentl",
"Type": "string"

}

1,

"PartitionKeys": [],

"Parameters": {
"COLUMN_STATS_ACCURATE": "false",
"EXTERNAL": "TRUE",

"inputformat": "org.apache.hadoop.mapred.TextInputFormat",

"last_modified_by": "hadoop",

"last_modified_time": "1586454879",

"location": "s3://athena-data/",

"numFiles": "1",

"numRows": "-1",

"outputformat":
"org.apache.hadoop.hive.ql.io.HiveIgnoreKeyTextOutputFormat",

"rawDataSize": "-1",

"serde.param.serialization.format": "1",

"serde.serialization.lib":
"org.apache.hadoop.hive.serde2.lazy.LazySimpleSerDe",
"totalSize": "61"

"Name": "clearinghouse_data",
"CreateTime": 1589255544.0,
"LastAccessTime": 0.0,
"TableType": "EXTERNAL_TABLE",
"Columns": [
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{
"Name": "location",
"Type": "string"

.

{
"Name": "stock_count",
"Type": "int"

.

{
"Name": "quantity_shipped",
"Type": "int"

}

1,
"PartitionKeys": [],
"Parameters": {
"EXTERNAL": "TRUE",
"inputformat": "org.apache.hadoop.mapred.TextInputFormat",
"location": "s3://myjasondata/",
"outputformat":
"org.apache.hadoop.hive.ql.io.HiveIgnoreKeyTextOutputFormat",
"serde.param.serialization.format": "1",
"serde.serialization.lib":
"org.apache.hadoop.hive.serde2.lazy.LazySimpleSerDe",
"transient_lastDd1lTime": "1589255544"

1,
"NextToken":
"eyJIsYXNORXZhbHVhdGVkS2V5Ijp7IkhBUOhfSOVZIjp7InMi0iJOLjkOYWZjYjk1MjIJNTQLYmULY2I50WESNTgOM]FiY

Running DDL and DML statements

When you use the AWS CLI to run DDL and DML statements, you can pass the name of the Hive
metastore catalog in one of two ways:

» Directly into the statements that support it.

» Tothe --query-execution-context Catalog parameter.
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DDL statements

The following example passes in the catalog name directly as part of the show create table
DDL statement. The command has been formatted for readability.

$ aws athena start-query-execution
--query-string "show create table hms-catalog-1.hms_tpch_partitioned.lineitem"
--result-configuration "OutputLocation=s3://mybucket/lambda/results"

The following example DDL show create table statement uses the Catalog parameter of --
query-execution-context to pass the Hive metastore catalog name hms-catalog-1. The
command has been formatted for readability.

$ aws athena start-query-execution
--query-string "show create table lineitem"
--query-execution-context "Catalog=hms-catalog-1,Database=hms_tpch_partitioned"
--result-configuration "OutputLocation=s3://mybucket/lambda/results"

DML statements

The following example DML select statement passes the catalog name into the query directly.
The command has been formatted for readability.

$ aws athena start-query-execution
--query-string "select * from hms-catalog-1.hms_tpch_partitioned.customer limit 100"
--result-configuration "OutputLocation=s3://mybucket/lambda/results"

The following example DML select statement uses the Catalog parameter of --query-
execution-context to pass in the Hive metastore catalog name hms-catalog-1. The
command has been formatted for readability.

$ aws athena start-query-execution
--query-string "select * from customer limit 100"
--query-execution-context "Catalog=hms-catalog-1,Database=hms_tpch_partitioned"
--result-configuration "OQutputLocation=s3://mybucket/lambda/results"

Reference implementation

Athena provides a reference implementation of its connector for external Hive metastore on
GitHub.com at https://github.com/awslabs/aws-athena-hive-metastore.

Using a Hive metastore 82


https://github.com/awslabs/aws-athena-hive-metastore

Amazon Athena User Guide

The reference implementation is an Apache Maven project that has the following modules:

« hms-service-api - Contains the API operations between the Lambda function and the Athena

service clients. These API operations are defined in the HiveMetaStoreService interface.
Because this is a service contract, you should not change anything in this module.

« hms-lambda-handler - A set of default Lambda handlers that process all Hive metastore API
calls. The class MetadataHandler is the dispatcher for all API calls. You do not need to change
this package.

« hms-lambda-func - An example Lambda function that has the following components.

HiveMetaStoreLambdaFunc - An example Lambda function that extends
MetadataHandler.

ThriftHiveMetaStoreClient - A Thrift client that communicates with Hive metastore. This
client is written for Hive 2.3.0. If you use a different Hive version, you might need to update
this class to ensure that the response objects are compatible.

ThriftHiveMetaStoreClientFactory - Controls the behavior of the Lambda
function. For example, you can provide your own set of handler providers by overriding the
getHandlerProvider () method.

hms . properties - Configures the Lambda function. Most cases require updating the
following two properties only.

e hive.metastore.uris —the URI of the Hive metastore in the format
thrift://<host_name>:9083.

« hive.metastore.response.spill.location: The Amazon S3 location to store
response objects when their sizes exceed a given threshold (for example, 4 MB). The
threshold is defined in the property hive.metastore.response.spill.threshold.
Changing the default value is not recommended.

(® Note

These two properties can be overridden by the Lambda environment variables HMS_URIS
and SPILL_LOCATION. Use these variables instead of recompiling the source code for
the Lambda function when you want to use the function with a different Hive metastore

or spill location.
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« hms-lambda-layer - A Maven assembly project that puts hms-service-api, hms-lambda-
handler, and their dependencies into a . zip file. The . zip file is registered as a Lambda layer
for use by multiple Lambda functions.

« hms-lambda-xnp - Records the responses from a Lambda function and then uses them to
replay the response. You can use this model to simulate Lambda responses for testing.

Building the artifacts yourself

Most use cases do not require you to modify the reference implementation. However, if necessary,
you can modify the source code, build the artifacts yourself, and upload them to an Amazon S3
location.

Before you build the artifacts, update the properties hive.metastore.uris and
hive.metastore.response.spill.locationinthe hms.properties filein the hms-
lambda-func module.

To build the artifacts, you must have Apache Maven installed and run the command mvn install.
This generates the layer . zip file in the output folder called target in the module hms-1ambda-
layer and the Lambda function . jar file in the module hms-1ambd-func.

Using Amazon Athena Federated Query

If you have data in sources other than Amazon S3, you can use Athena Federated Query to query
the data in place or build pipelines that extract data from multiple data sources and store them
in Amazon S3. With Athena Federated Query, you can run SQL queries across data stored in
relational, non-relational, object, and custom data sources.

Athena uses data source connectors that run on AWS Lambda to run federated queries. A data
source connector is a piece of code that can translate between your target data source and Athena.
You can think of a connector as an extension of Athena's query engine. Prebuilt Athena data
source connectors exist for data sources like Amazon CloudWatch Logs, Amazon DynamoDB,
Amazon DocumentDB, and Amazon RDS, and JDBC-compliant relational data sources such MySQL,
and PostgreSQL under the Apache 2.0 license. You can also use the Athena Query Federation

SDK to write custom connectors. To choose, configure, and deploy a data source connector to
your account, you can use the Athena and Lambda consoles or the AWS Serverless Application
Repository. After you deploy data source connectors, the connector is associated with a catalog
that you can specify in SQL queries. You can combine SQL statements from multiple catalogs and
span multiple data sources with a single query.
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When a query is submitted against a data source, Athena invokes the corresponding connector

to identify parts of the tables that need to be read, manages parallelism, and pushes down filter
predicates. Based on the user submitting the query, connectors can provide or restrict access to
specific data elements. Connectors use Apache Arrow as the format for returning data requested in
a query, which enables connectors to be implemented in languages such as C, C++, Java, Python,
and Rust. Since connectors are processed in Lambda, they can be used to access data from any data
source on the cloud or on-premises that is accessible from Lambda.

To write your own data source connector, you can use the Athena Query Federation SDK to
customize one of the prebuilt connectors that Amazon Athena provides and maintains. You can
modify a copy of the source code from the GitHub repository and then use the Connector publish
tool to create your own AWS Serverless Application Repository package.

® Note

Third party developers may have used the Athena Query Federation SDK to write data
source connectors. For support or licensing issues with these data source connectors, please
work with your connector provider. These connectors are not tested or supported by AWS.

For a list of data source connectors written and tested by Athena, see Available data source

connectors.

For information about writing your own data source connector, see Example Athena connector on
GitHub.

Considerations and limitations

« Engine versions — Athena Federated Query is supported only on Athena engine version 2 and
later versions. For information about Athena engine versions, see Athena engine versioning.

» Views — You can create and query views on federated data sources. Federated views are stored in
AWS Glue, not the underlying data source. For more information, see Querying federated views.

« Write operations — Write operations like INSERT INTO are not supported. Attempting to do so
may result in the error message This operation is currently not supported for external catalogs.

 Pricing - For pricing information, see Amazon Athena pricing.
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JDBC driver — To use the JDBC driver with federated queries or an external Hive metastore,
include MetadataRetrievalMethod=ProxyAPI in your JDBC connection string. For
information about the JDBC driver, see Connecting to Amazon Athena with JDBC.

» Secrets Manager - To use the Athena Federated Query feature with AWS Secrets Manager, you
must configure an Amazon VPC private endpoint for Secrets Manager. For more information, see
Create a Secrets Manager VPC private endpoint in the AWS Secrets Manager User Guide.

Data source connectors might require access to the following resources to function correctly. If

you use a prebuilt connector, check the information for the connector to ensure that you have
configured your VPC correctly. Also, ensure that IAM principals running queries and creating
connectors have privileges to required actions. For more information, see Example IAM permissions
policies to allow Athena Federated Query.

« Amazon S3 - In addition to writing query results to the Athena query results location in Amazon
S3, data connectors also write to a spill bucket in Amazon S3. Connectivity and permissions to
this Amazon S3 location are required.

« Athena - Data sources need connectivity to Athena and vice versa for checking query status and
preventing overscan.

« AWS Glue Data Catalog — Connectivity and permissions are required if your connector uses Data
Catalog for supplemental or primary metadata.

Videos

Watch the following videos to learn more about using Athena Federated Query.
Video: Analyze Results of Federated Query in Amazon Athena in Amazon QuickSight

The following video demonstrates how to analyze results of an Athena federated query in Amazon
QuickSight.

Analyze results of federated query in Amazon Athena in Amazon QuickSight

Video: Game Analytics Pipeline

The following video shows how to deploy a scalable serverless data pipeline to ingest, store, and
analyze telemetry data from games and services using Amazon Athena federated queries.

Game analytics pipeline
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Available data source connectors

This section lists prebuilt Athena data source connectors that you can use to query a variety of data
sources external to Amazon S3. To use a connector in your Athena queries, configure it and deploy
it to your account.

Considerations and limitations

» Some prebuilt connectors require that you create a VPC and a security group before you can
use the connector. For information about creating VPCs, see Creating a VPC for a data source

connector.

» To use the Athena Federated Query feature with AWS Secrets Manager, you must configure an
Amazon VPC private endpoint for Secrets Manager. For more information, see Create a Secrets

Manager VPC private endpoint in the AWS Secrets Manager User Guide.

» For connectors that do not support predicate pushdown, queries that include a predicate take
significantly longer to execute. For small datasets, very little data is scanned, and queries take an
average of about 2 minutes. However, for large datasets, many queries can time out.

» Some federated data sources use terminology to refer data objects that is different from Athena.
For more information, see Athena and federated table name qualifiers.

« For connectors that do not support pagination when you list tables, the web service can time out
if your database has many tables and metadata. The following connectors provide pagination
support for listing tables:

« DocumentDB
« DynamoDB
« MySQL

« OpenSearch
« Oracle

» PostgreSQL
« Redshift

e SQL Server

Additional information

» For information about deploying an Athena data source connector, see Deploying a data source

connector.
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« For information about queries that use Athena data source connectors, see Running federated

queries.

« For in-depth information about the Athena data source connectors, see Available connectors on
GitHub.

Athena data source connectors

« Amazon Athena Azure Data Lake Storage (ADLS) Gen2 connector

o Amazon Athena Azure Synapse connector

+ Amazon Athena Cloudera Hive connector

« Amazon Athena Cloudera Impala connector

« Amazon Athena CloudWatch connector

+« Amazon Athena CloudWatch Metrics connector

« Amazon Athena AWS CMDB connector

« Amazon Athena IBM Db2 connector

« Amazon Athena DocumentDB connector

« Amazon Athena DynamoDB connector

« Amazon Athena Google BigQuery connector

« Amazon Athena Google Cloud Storage connector

« Amazon Athena HBase connector

+« Amazon Athena Hortonworks connector

« Amazon Athena Apache Kafka connector

« Amazon Athena MSK connector

« Amazon Athena MySQL connector

« Amazon Athena Neptune connector

« Amazon Athena OpenSearch connector

« Amazon Athena Oracle connector

« Amazon Athena PostgreSQL connector

+« Amazon Athena Redis connector

« Amazon Athena Redshift connector

+« Amazon Athena SAP HANA connector
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« Amazon Athena Snowflake connector

« Amazon Athena Microsoft SQL Server connector

« Amazon Athena Teradata connector

« Amazon Athena Timestream connector

« Amazon Athena TPC benchmark DS (TPC-DS) connector

« Amazon Athena Vertica connector

® Note

The AthenaldbcConnector (latest version 2022.4.1) has been deprecated. Instead, use a
database-specific connector like those for MySQL, Redshift, or PostgreSQL.

Amazon Athena Azure Data Lake Storage (ADLS) Gen2 connector

The Amazon Athena connector for Azure Data Lake Storage (ADLS) Gen2 enables Amazon Athena
to run SQL queries on data stored on ADLS. Athena cannot access stored files in the data lake
directly.

» Workflow — The connector implements the JDBC interface, which uses the
com.microsoft.sqlserver. jdbc.SQLServerDriver driver. The connector passes queries
to the Azure Synapse engine, which then accesses the data lake.

« Data handling and S3 - Normally, the Lambda connector queries data directly without transfer
to Amazon S3. However, when data returned by the Lambda function exceeds Lambda limits, the
data is written to the Amazon S3 spill bucket that you specify so that Athena can read the excess.

o AAD authentication — AAD can be used as an authentication method for the Azure Synapse
connector. In order to use AAD, the JDBC connection string that the connector uses must
contain the URL parameters authentication=ActiveDirectoryServicePrincipal,
AADSecurePrincipalld, and AADSecurePrincipalSecret. These parameters can either be
passed in directly or by Secrets Manager.

Prerequisites

» Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.
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« Set up a VPC and a security group before you use this connector. For more information, see
Creating a VPC for a data source connector.

Limitations

Write DDL operations are not supported.

In a multiplexer setup, the spill bucket and prefix are shared across all database instances.

Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda
Developer Guide.

Date and timestamp data types in filter conditions must be cast to appropriate data types.

Terms
The following terms relate to the Azure Data Lake Storage Gen2 connector.

» Database instance — Any instance of a database deployed on premises, on Amazon EC2, or on
Amazon RDS.

« Handler - A Lambda handler that accesses your database instance. A handler can be for
metadata or for data records.

« Metadata handler — A Lambda handler that retrieves metadata from your database instance.
« Record handler - A Lambda handler that retrieves data records from your database instance.

o Composite handler — A Lambda handler that retrieves both metadata and data records from
your database instance.

» Property or parameter — A database property used by handlers to extract database information.
You configure these properties as Lambda environment variables.

« Connection String — A string of text used to establish a connection to a database instance.

» Catalog — A non-AWS Glue catalog registered with Athena that is a required prefix for the
connection_string property.

« Multiplexing handler — A Lambda handler that can accept and use multiple database
connections.
Parameters

Use the Lambda environment variables in this section to configure the Azure Data Lake Storage
Gen2 connector.
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Connection string

Use a JDBC connection string in the following format to connect to a database instance.

datalakegentwo://${jdbc_connection_string}

Using a multiplexing handler

You can use a multiplexer to connect to multiple database instances with a single Lambda function.
Requests are routed by catalog name. Use the following classes in Lambda.

Handler Class

Composite handler DatalLakeGen2MuxCompositeHandler
Metadata handler DatalLakeGen2MuxMetadataHandler
Record handler DatalLakeGen2MuxRecordHandler

Multiplexing handler parameters

Parameter Description
$catalog_connecti Required. A database instance connection string. Prefix the
on_string environment variable with the name of the catalog used in

Athena. For example, if the catalog registered with Athena is
mydatalakegentwocatalog ,then the environment variable
name is mydatalakegentwocatalog_connection_s

tring .

default Required. The default connection string. This string is used when
the catalog is 1ambda: ${ AWS_LAMBDA_FUNCTION_NAME }.

The following example properties are for a DataLakeGen2 MUX Lambda function that supports two
database instances: datalakegentwol (the default), and datalakegentwo?2.
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Property

default

datalakegentwo_cat
alogl_connection_s
tring

datalakegentwo_cat
alog2_connection_s
tring

Providing credentials

To provide a user name and password for your database in your JDBC connection string, you can

Value

datalakegentwo://jdbc:sqglserver://adlsgentwol
. hostname:port;databaseName= database_name ;
${secretl_name }

datalakegentwo://jdbc:sqlserver://adlsgentwol
. hostname:port;databaseName= database_name ;
${secretl_name }

datalakegentwo://jdbc:sqglserver://adlsgentwo2
. hostname:port;databaseName= database_name ;
${secret2_name }

use connection string properties or AWS Secrets Manager.

« Connection String — A user name and password can be specified as properties in the JDBC

connection string.

/A Important

As a security best practice, do not use hardcoded credentials in your environment

variables or connection strings. For information about moving your hardcoded secrets to
AWS Secrets Manager, see Move hardcoded secrets to AWS Secrets Manager in the AWS

Secrets Manager User Guide.

« AWS Secrets Manager - To use the Athena Federated Query feature with AWS Secrets Manager,

the VPC connected to your Lambda function should have internet access or a VPC endpoint to
connect to Secrets Manager.

You can put the name of a secret in AWS Secrets Manager in your JDBC connection string. The
connector replaces the secret name with the username and password values from Secrets

Manager.
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For Amazon RDS database instances, this support is tightly integrated. If you use Amazon RDS,
we highly recommend using AWS Secrets Manager and credential rotation. If your database does
not use Amazon RDS, store the credentials as JSON in the following format:

{"username": "${usernamel}", "password": "${password}"}

Example connection string with secret name

The following string has the secret name ${secretl_name}.

datalakegentwo://jdbc:sqlserver://hostname:port;databaseName=database_name;
${secretl_name}

The connector uses the secret name to retrieve secrets and provide the user name and password, as
in the following example.

datalakegentwo://
jdbc:sqglserver://
hostname:port;databaseName=database_name;user=user_name;password=password

Using a single connection handler

You can use the following single connection metadata and record handlers to connect to a single
Azure Data Lake Storage Gen2 instance.

Handler type Class

Composite handler DatalLakeGen2CompositeHandler
Metadata handler DatalLakeGen2MetadataHandler
Record handler DatalLakeGen2RecordHandler
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Single connection handler parameters

Parameter Description

default Required. The default connection string.

The single connection handlers support one database instance and must provide a default
connection string parameter. All other connection strings are ignored.

The following example property is for a single Azure Data Lake Storage Gen2 instance supported

by a Lambda function.

Property Value

default datalakegentwo://jdbc:sqlserver:// hostname:port;database
Name=;${ secret_name }

Spill parameters

The Lambda SDK can spill data to Amazon S3. All database instances accessed by the same Lambda
function spill to the same location.

Parameter Description
spill_bucket Required. Spill bucket name.
spill_prefix Required. Spill bucket key prefix.
spill_put_request_ (Optional) A JSON encoded map of request headers and
headers values for the Amazon S3 putObject request thatis
used for spilling (for example, {"x-amz-server-side-
encryption" : "AES256"} ). For other possible headers,

see PutObject in the Amazon Simple Storage Service API
Reference.
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Data type support

The following table shows the corresponding data types for ADLS Gen2 and Arrow.

ADLS Gen2
bit

tinyint
smallint

int

bigint
decimal
numeric
smallmoney
money
float[24]
float[53]
real
datetime
datetime2
smalldatetime
date

time

datetimeoffset

Arrow

TINYINT

SMALLINT
SMALLINT

INT

BIGINT

DECIMAL

FLOATS

FLOATS

DECIMAL

FLOAT4

FLOATS

FLOAT4
Date(MILLISECOND)
Date(MILLISECOND)
Date(MILLISECOND)
Date(DAY)
VARCHAR

Date(MILLISECOND)

Using Amazon Athena Federated Query

95



Amazon Athena User Guide

ADLS Gen2 Arrow
char[n] VARCHAR
varchar[n/max] VARCHAR

Partitions and splits

Azure Data Lake Storage Gen2 uses Hadoop compatible Gen2 blob storage for storing data files.
The data from these files is queried from the Azure Synapse engine. The Azure Synapse engine
treats Gen2 data stored in file systems as external tables. The partitions are implemented based on
the type of data. If the data has already been partitioned and distributed within the Gen 2 storage
system, the connector retrieves the data as single split.

Performance

The Azure Data Lake Storage Gen2 connector shows slower query performance when running
multiple queries at once, and is subject to throttling.

The Athena Azure Data Lake Storage Gen2 connector performs predicate pushdown to decrease
the data scanned by the query. Simple predicates and complex expressions are pushed down to the
connector to reduce the amount of data scanned and decrease query execution run time.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean value
and filters rows based on multiple conditions. The Athena Azure Data Lake Storage Gen2 connector
can combine these expressions and push them directly to Azure Data Lake Storage Gen2 for
enhanced functionality and to reduce the amount of data scanned.

The following Athena Azure Data Lake Storage Gen2 connector operators support predicate
pushdown:

Boolean: AND, OR, NOT

Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, NULL_IF, IS_NULL

Arithmetic: ADD, SUBTRACT, MULTIPLY, DIVIDE, MODULUS, NEGATE
Other: LIKE_PATTERN, IN
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Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *
FROM my_table
WHERE col_a > 10
AND ((col_a + col_b) > (col_c % col_d))
AND (col_e IN ('vall', 'val2', 'val3') OR col_f LIKE 'S%pattern%');

License information

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.

See also

For the latest JDBC driver version information, see the pom.xml file for the Azure Data Lake
Storage Gen2 connector on GitHub.com.

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena Azure Synapse connector

The Amazon Athena connector for Azure Synapse analytics enables Amazon Athena to run SQL

queries on your Azure Synapse databases using JDBC.
Prerequisites

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

» Set up a VPC and a security group before you use this connector. For more information, see
Creating a VPC for a data source connector.

Limitations

» Write DDL operations are not supported.

« In a multiplexer setup, the spill bucket and prefix are shared across all database instances.
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Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda
Developer Guide.

In filter conditions, you must cast the Date and Timestamp data types to the appropriate data
type.

To search for negative values of type Real and Float, use the <= or >= operator.

The binary, varbinary, image, and rowversion data types are not supported.

Terms

The following terms relate to the Synapse connector.

Database instance — Any instance of a database deployed on premises, on Amazon EC2, or on
Amazon RDS.

Handler - A Lambda handler that accesses your database instance. A handler can be for
metadata or for data records.

Metadata handler — A Lambda handler that retrieves metadata from your database instance.
Record handler - A Lambda handler that retrieves data records from your database instance.

Composite handler - A Lambda handler that retrieves both metadata and data records from
your database instance.

Property or parameter — A database property used by handlers to extract database information.
You configure these properties as Lambda environment variables.

Connection String - A string of text used to establish a connection to a database instance.

Catalog — A non-AWS Glue catalog registered with Athena that is a required prefix for the
connection_string property.

Multiplexing handler — A Lambda handler that can accept and use multiple database
connections.

Parameters

Use the Lambda environment variables in this section to configure the Synapse connector.

Connection string

Use a JDBC connection string in the following format to connect to a database instance.
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synapse://${jdbc_connection_string}

Using a multiplexing handler

You can use a multiplexer to connect to multiple database instances with a single Lambda function.
Requests are routed by catalog name. Use the following classes in Lambda.

Handler Class

Composite handler SynapseMuxCompositeHandler
Metadata handler SynapseMuxMetadataHandler
Record handler SynapseMuxRecordHandler

Multiplexing handler parameters

Parameter Description
$catalog_connecti Required. A database instance connection string. Prefix the
on_string environment variable with the name of the catalog used in

Athena. For example, if the catalog registered with Athena is
mysynapsecatalog , then the environment variable name is
mysynapsecatalog_connection_string

default Required. The default connection string. This string is used when
the catalog is 1ambda: ${ AWS_LAMBDA_FUNCTION_NAME }.

The following example properties are for a Synapse MUX Lambda function that supports two
database instances: synapsel (the default), and synapse2.

Property Value

default synapse://jdbc:synapse://synapsel.hostname:po
rt;databaseName= <database_name> ;${secretl_name }
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Property Value

synapse_c synapse://jdbc:synapse://synapsel.hostname:po
atalogl_c rt;databaseName= <database_name> ;${secretl_name }
onnection

_string

synapse_c synapse://jdbc:synapse://synapse2.hostname:po
atalog2_c rt;databaseName= <database_name> ;${secret2_name }
onnection

_string

Providing credentials

To provide a user name and password for your database in your JDBC connection string, you can
use connection string properties or AWS Secrets Manager.

« Connection String — A user name and password can be specified as properties in the JDBC
connection string.

/A Important

As a security best practice, do not use hardcoded credentials in your environment
variables or connection strings. For information about moving your hardcoded secrets to
AWS Secrets Manager, see Move hardcoded secrets to AWS Secrets Manager in the AWS
Secrets Manager User Guide.

« AWS Secrets Manager - To use the Athena Federated Query feature with AWS Secrets Manager,
the VPC connected to your Lambda function should have internet access or a VPC endpoint to
connect to Secrets Manager.

You can put the name of a secret in AWS Secrets Manager in your JDBC connection string. The
connector replaces the secret name with the username and password values from Secrets
Manager.

For Amazon RDS database instances, this support is tightly integrated. If you use Amazon RDS,
we highly recommend using AWS Secrets Manager and credential rotation. If your database does
not use Amazon RDS, store the credentials as JSON in the following format:
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{"username": "${usernamel}", "password": "${password}"}

Example connection string with secret name

The following string has the secret name ${secret_name}.

synapse://jdbc:synapse://hostname:port;databaseName=<database_name>;${secret_name}

The connector uses the secret name to retrieve secrets and provide the user name and password, as
in the following example.

synapse://jdbc:synapse://
hostname:port;databaseName=<database_name>;user=<user>;password=<password>

Using a single connection handler

You can use the following single connection metadata and record handlers to connect to a single
Synapse instance.

Handler type Class

Composite handler SynapseCompositeHandler
Metadata handler SynapseMetadataHandler
Record handler SynapseRecordHandler

Single connection handler parameters

Parameter Description

default Required. The default connection string.

The single connection handlers support one database instance and must provide a default
connection string parameter. All other connection strings are ignored.
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The following example property is for a single Synapse instance supported by a Lambda function.

Prop¢ Value

defa synapse://jdbc:sglserver://hostname:port;databaseName=
<database_name> ;${secret_name }

Configuring Active Directory authentication

The Amazon Athena Azure Synapse connector supports Microsoft Active Directory Authentication.
Before you begin, you must configure an administrative user in the Microsoft Azure portal and then

use AWS Secrets Manager to create a secret.
To set the Active Directory administrative user

1. Using an account that has administrative privileges, sign in to the Microsoft Azure portal at
https://portal.azure.com/.

2. Inthe search box, enter Azure Synapse Analytics, and then choose Azure Synapse Analytics.

Microsoft Azure £ Azure Synapse Analyticq

Home > O Azure Synapse Analytics

(D Reservations

Azure Synapse A

Trianz Holdings Pvt Ltd - Sandbox b Azure Active Directory

3. Open the menu on the left.

Welcome to Azure!

e e Y ey, e
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4. In the navigation pane, choose Azure Active Directory.

5. On the Set admin tab, set Active Directory admin to a new or existing user.

Synapse workspace

& Overview

E Activity log

A Access control (IAM)

® Tags

#< Diagnose and solve problems
Settings

b Azure Active Directory

Il Properties

L Locks

> afg-connection-001 | Azure Active Directory

‘/O Search | « Save X Discald x Remove admin

.

Azure Active Directory admin

Azure Active Directory authentication allows you to centrally manage identity
resources such as SQL pools. Learn more &

Active Directory admin © ‘

Admin Object/App ID |

Azure Active Directory authentication only

Only Azure Active Directory will be used to authenticate to resources inside th
pools. Local authentication such as SQL authentication and Shared Access Sig
resources inside the workspace. Learn more

e T R B I T s (N PR

Support only Azure Active Directory authentication for this workspace .

2
P

6. In AWS Secrets Manager, store the admin username and password credentials. For information

on creating a secret in Secrets Manager, see Create an AWS Secrets Manager secret.

To view your secret in Secrets Manager

Open the Secrets Manager console at https://console.aws.amazon.com/secretsmanager/.

On the details page for your secret, choose Retrieve secret value.

1.
2. In the navigation pane, choose Secrets.
3. On the Secrets page, choose the link to your secret.
4,
Key/value Plaintext
Secret key Secret value
username
password
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Modifying the connection string

To enable Active Directory Authentication for the connector, modify the connection string using
the following syntax:

synapse://jdbc:synapse://
hostname:port;databaseName=database_name;authentication=ActiveDirectoryPassword;
{secret_name}

Using ActiveDirectoryServicePrincipal

The Amazon Athena Azure Synapse connector also supports
ActiveDirectoryServicePrincipal. To enable this, modify the connection string as follows.

synapse://jdbc:synapse://
hostname:port;databaseName=database_name;authentication=ActiveDirectoryServicePrincipal;
{secret_name}

For secret_name, specify the application or client ID as the username and the secret of a service
principal identity in the password.

Spill parameters

The Lambda SDK can spill data to Amazon S3. All database instances accessed by the same Lambda
function spill to the same location.

Parameter Description

spill_bucket Required. Spill bucket name.

spill_prefix Required. Spill bucket key prefix.
spill_put_request_ (Optional) A JSON encoded map of request headers and
headers values for the Amazon S3 putObject request thatis

used for spilling (for example, {"x-amz-server-side-
encryption" : "AES256"} ). For other possible headers,
see PutObject in the Amazon Simple Storage Service API
Reference.
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Data type support

The following table shows the corresponding data types for Synapse and Apache Arrow.

Synapse

bit

tinyint
smallint

int

bigint
decimal
numeric
smallmoney
money
float[24]
float[53]
real
datetime
datetime2
smalldatetime
date

time

datetimeoffset

Arrow

TINYINT

SMALLINT
SMALLINT

INT

BIGINT

DECIMAL

FLOATS

FLOATS

DECIMAL

FLOAT4

FLOATS

FLOAT4
Date(MILLISECOND)
Date(MILLISECOND)
Date(MILLISECOND)
Date(DAY)
VARCHAR

Date(MILLISECOND)
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Synapse Arrow

char[n] VARCHAR
varchar[n/max] VARCHAR
nchar[n] VARCHAR
nvarchar[n/max] VARCHAR

Partitions and splits

A partition is represented by a single partition column of type varchar. Synapse supports range
partitioning, so partitioning is implemented by extracting the partition column and partition range
from Synapse metadata tables. These range values are used to create the splits.

Performance

Selecting a subset of columns significantly slows down query runtime. The connector shows
significant throttling due to concurrency.

The Athena Synapse connector performs predicate pushdown to decrease the data scanned by the
query. Simple predicates and complex expressions are pushed down to the connector to reduce the
amount of data scanned and decrease query execution run time.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean value
and filters rows based on multiple conditions. The Athena Synapse connector can combine these
expressions and push them directly to Synapse for enhanced functionality and to reduce the
amount of data scanned.

The following Athena Synapse connector operators support predicate pushdown:

Boolean: AND, OR, NOT

Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, NULL_IF, IS_NULL

Arithmetic: ADD, SUBTRACT, MULTIPLY, DIVIDE, MODULUS, NEGATE
Other: LIKE_PATTERN, IN
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Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *
FROM my_table
WHERE col_a > 10
AND ((col_a + col_b) > (col_c % col_d))
AND (col_e IN ('vall', 'val2', 'val3') OR col_f LIKE '%pattern%');

License information

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.

See also

« For an article that shows how to use Amazon QuickSight and Amazon Athena Federated Query
to build dashboards and visualizations on data stored in Microsoft Azure Synapse databases, see
Perform multi-cloud analytics using Amazon QuickSight, Amazon Athena Federated Query, and

Microsoft Azure Synapse in the AWS Big Data Blog.

« For the latest JDBC driver version information, see the pom.xml file for the Synapse connector on
GitHub.com.

» For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena Cloudera Hive connector

The Amazon Athena connector for Cloudera Hive enables Athena to run SQL queries on the
Cloudera Hive Hadoop distribution. The connector transforms your Athena SQL queries to their

equivalent HiveQL syntax.
Prerequisites

» Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

» Set up a VPC and a security group before you use this connector. For more information, see
Creating a VPC for a data source connector.
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Limitations

« Write DDL operations are not supported.
« In a multiplexer setup, the spill bucket and prefix are shared across all database instances.

« Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda
Developer Guide.

Terms
The following terms relate to the Cloudera Hive connector.

» Database instance — Any instance of a database deployed on premises, on Amazon EC2, or on
Amazon RDS.

« Handler - A Lambda handler that accesses your database instance. A handler can be for
metadata or for data records.

» Metadata handler - A Lambda handler that retrieves metadata from your database instance.
» Record handler — A Lambda handler that retrieves data records from your database instance.

« Composite handler — A Lambda handler that retrieves both metadata and data records from
your database instance.

» Property or parameter — A database property used by handlers to extract database information.
You configure these properties as Lambda environment variables.

» Connection String — A string of text used to establish a connection to a database instance.

» Catalog — A non-AWS Glue catalog registered with Athena that is a required prefix for the
connection_string property.

« Multiplexing handler — A Lambda handler that can accept and use multiple database
connections.

Parameters

Use the Lambda environment variables in this section to configure the Cloudera Hive connector.

Connection string

Use a JDBC connection string in the following format to connect to a database instance.

hive://${jdbc_connection_string}
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Using a multiplexing handler

You can use a multiplexer to connect to multiple database instances with a single Lambda function.
Requests are routed by catalog name. Use the following classes in Lambda.

Handler Class

Composite handler HiveMuxCompositeHandler
Metadata handler HiveMuxMetadataHandler
Record handler HiveMuxRecordHandler

Multiplexing handler parameters

Parameter Description
$catalog_connecti Required. A database instance connection string. Prefix the
on_string environment variable with the name of the catalog used in

Athena. For example, if the catalog registered with Athena
ismyhivecatalog , then the environment variable name is
myhivecatalog_connection_string

default Required. The default connection string. This string is used when
the catalog is 1ambda: ${ AWS_LAMBDA_FUNCTION_NAME }.

The following example properties are for a Hive MUX Lambda function that supports two database
instances: hivel (the default), and hive?2.

Property Value

default hive://jdbc:hive2://hivel:10000/default?
${Test/RDS/hivel}

hive2_catalogl_con hive://jdbc:hive2://hivel:10000/default?

nection_string ${Test/RDS/hivel}
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Property Value
hive2_catalog2_con hive://jdbc:hive2://hive2:10000/default?
nection_string UID=sample&PWD=sample

Providing credentials

To provide a user name and password for your database in your JDBC connection string, you can
use connection string properties or AWS Secrets Manager.

« Connection String — A user name and password can be specified as properties in the JDBC
connection string.

/A Important

As a security best practice, do not use hardcoded credentials in your environment
variables or connection strings. For information about moving your hardcoded secrets to
AWS Secrets Manager, see Move hardcoded secrets to AWS Secrets Manager in the AWS
Secrets Manager User Guide.

o AWS Secrets Manager - To use the Athena Federated Query feature with AWS Secrets Manager,
the VPC connected to your Lambda function should have internet access or a VPC endpoint to

connect to Secrets Manager.

You can put the name of a secret in AWS Secrets Manager in your JDBC connection string. The
connector replaces the secret name with the username and password values from Secrets
Manager.

For Amazon RDS database instances, this support is tightly integrated. If you use Amazon RDS,
we highly recommend using AWS Secrets Manager and credential rotation. If your database does
not use Amazon RDS, store the credentials as JSON in the following format:

{"username": "${usernamel}", "password": "${password}"}

Example connection string with secret name

The following string has the secret name ${Test/RDS/hivel}.
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hive://jdbc:hive2://hivel:10000/default?...&${Test/RDS/hivell}&. ..

The connector uses the secret name to retrieve secrets and provide the user name and password, as
in the following example.

hive://jdbc:hive2://hivel:10000/default?...&UID=sample2&PWD=sample2&. ..

Currently, the Cloudera Hive connector recognizes the UID and PWD JDBC properties.
Using a single connection handler

You can use the following single connection metadata and record handlers to connect to a single
Cloudera Hive instance.

Handler type Class

Composite handler HiveCompositeHandler
Metadata handler HiveMetadataHandler
Record handler HiveRecordHandler

Single connection handler parameters

Parameter Description

default Required. The default connection string.
The single connection handlers support one database instance and must provide a default
connection string parameter. All other connection strings are ignored.

The following example property is for a single Cloudera Hive instance supported by a Lambda
function.
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Property Value

default hive://jdbc:hive2://hivel:10000/default?secret=${Test/RDS/

hivel}

Spill parameters

The Lambda SDK can spill data to Amazon S3. All database instances accessed by the same Lambda

function spill to the same location.

Parameter
spill_bucket
spill_prefix

spill_put_request_
headers

Data type support

Description
Required. Spill bucket name.
Required. Spill bucket key prefix.

(Optional) A JSON encoded map of request headers and
values for the Amazon S3 putObject request thatis

used for spilling (for example, {"x-amz-server-side-
encryption" : "AES256"} ). For other possible headers,
see PutObject in the Amazon Simple Storage Service API
Reference.

The following table shows the corresponding data types for JDBC, Cloudera Hive, and Arrow.

JDBC Cloudera Hive
Boolean Boolean
Integer TINYINT

Short SMALLINT
Integer INT

Arrow
Bit

Tiny
Smallint

Int
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JDBC Cloudera Hive Arrow
Long BIGINT Bigint
float float4 Float4
Double float8 Float8
Date date DateDay
Timestamp timestamp DateMilli
String VARCHAR Varchar
Bytes bytes Varbinary
BigDecimal Decimal Decimal
ARRAY N/A (see note) List

(@ Note

Currently, Cloudera Hive does not support the aggregate types ARRAY, MAP, STRUCT, or
UNIONTYPE. Columns of aggregate types are treated as VARCHAR columns in SQL.

Partitions and splits

Partitions are used to determine how to generate splits for the connector. Athena constructs a
synthetic column of type varchar that represents the partitioning scheme for the table to help
the connector generate splits. The connector does not modify the actual table definition.

Performance

Cloudera Hive supports static partitions. The Athena Cloudera Hive connector can retrieve data
from these partitions in parallel. If you want to query very large datasets with uniform partition
distribution, static partitioning is highly recommended. The Cloudera Hive connector is resilient to
throttling due to concurrency.
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The Athena Cloudera Hive connector performs predicate pushdown to decrease the data scanned
by the query. LIMIT clauses, simple predicates, and complex expressions are pushed down to the
connector to reduce the amount of data scanned and decrease query execution run time.

LIMIT clauses

A LIMIT N statement reduces the data scanned by the query. With LIMIT N pushdown, the
connector returns only N rows to Athena.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean value
and filters rows based on multiple conditions. The Athena Cloudera Hive connector can combine
these expressions and push them directly to Cloudera Hive for enhanced functionality and to
reduce the amount of data scanned.

The following Athena Cloudera Hive connector operators support predicate pushdown:

Boolean: AND, OR, NOT

Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, IS_NULL

Arithmetic: ADD, SUBTRACT, MULTIPLY, DIVIDE, MODULUS, NEGATE
Other: LIKE_PATTERN, IN

Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *
FROM my_table
WHERE col_a > 10
AND ((col_a + col_b) > (col_c % col_d))
AND (col_e IN ('vall', 'val2', 'val3') OR col_f LIKE '%pattern%')
LIMIT 10;

License information

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.
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See also

For the latest JDBC driver version information, see the pom.xml file for the Cloudera Hive
connector on GitHub.com.

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena Cloudera Impala connector

The Amazon Athena Cloudera Impala connector enables Athena to run SQL queries on the
Cloudera Impala distribution. The connector transforms your Athena SQL queries to the equivalent

Impala syntax.
Prerequisites

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

« Set up a VPC and a security group before you use this connector. For more information, see
Creating a VPC for a data source connector.

Limitations

» Write DDL operations are not supported.
« In a multiplexer setup, the spill bucket and prefix are shared across all database instances.

« Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda
Developer Guide.

Terms
The following terms relate to the Cloudera Impala connector.

» Database instance — Any instance of a database deployed on premises, on Amazon EC2, or on
Amazon RDS.

« Handler - A Lambda handler that accesses your database instance. A handler can be for
metadata or for data records.

» Metadata handler - A Lambda handler that retrieves metadata from your database instance.

» Record handler - A Lambda handler that retrieves data records from your database instance.
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« Composite handler — A Lambda handler that retrieves both metadata and data records from
your database instance.

« Property or parameter — A database property used by handlers to extract database information.
You configure these properties as Lambda environment variables.

« Connection String — A string of text used to establish a connection to a database instance.

« Catalog — A non-AWS Glue catalog registered with Athena that is a required prefix for the
connection_string property.

« Multiplexing handler — A Lambda handler that can accept and use multiple database
connections.

Parameters
Use the Lambda environment variables in this section to configure the Cloudera Impala connector.
Connection string

Use a JDBC connection string in the following format to connect to an Impala cluster.

impala://${jdbc_connection_string}

Using a multiplexing handler

You can use a multiplexer to connect to multiple database instances with a single Lambda function.
Requests are routed by catalog name. Use the following classes in Lambda.

Handler Class

Composite handler ImpalaMuxCompositeHandler
Metadata handler ImpalaMuxMetadataHandler
Record handler ImpalaMuxRecordHandler
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Multiplexing handler parameters

Parameter Description
$catalog_connecti Required. An Impala cluster connection string for an Athena
on_string catalog. Prefix the environment variable with the name of the

catalog used in Athena. For example, if the catalog registere
d with Athena ismyimpalacatalog , then the environment
variable name is myimpalacatalog_connection_string

default Required. The default connection string. This string is used when
the catalog is 1ambda:${ AWS_LAMBDA_FUNCTION_NAME }.

The following example properties are for a Impala MUX Lambda function that supports two
database instances: impalal (the default), and impala2.

Property Value

default impala://jdbc:impala://some.impala.host.name:
21050/?%${Test/impalal}

impala_catalogl_co impala://jdbc:impala://someother.impala.host.
nnection_string name:21050/?${Test/impalal}

impala_catalog2_co impala://jdbc:impala://another.impala.host.na
nnection_string me:21050/?UID=sample&PWD=sample

Providing credentials

To provide a user name and password for your database in your JDBC connection string, you can
use connection string properties or AWS Secrets Manager.

« Connection String — A user name and password can be specified as properties in the JDBC
connection string.
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/A Important

As a security best practice, do not use hardcoded credentials in your environment
variables or connection strings. For information about moving your hardcoded secrets to
AWS Secrets Manager, see Move hardcoded secrets to AWS Secrets Manager in the AWS
Secrets Manager User Guide.

o AWS Secrets Manager - To use the Athena Federated Query feature with AWS Secrets Manager,
the VPC connected to your Lambda function should have internet access or a VPC endpoint to
connect to Secrets Manager.

You can put the name of a secret in AWS Secrets Manager in your JDBC connection string. The
connector replaces the secret name with the username and password values from Secrets
Manager.

For Amazon RDS database instances, this support is tightly integrated. If you use Amazon RDS,
we highly recommend using AWS Secrets Manager and credential rotation. If your database does
not use Amazon RDS, store the credentials as JSON in the following format:

{"username": "${usernamel}", "password": "${password}"}

Example connection string with secret name

The following string has the secret name ${Test/impalalhost}.

impala://jdbc:impala://Impalalhost:21050/?...8&${Test/impalalhost}&...

The connector uses the secret name to retrieve secrets and provide the user name and password, as
in the following example.

impala://jdbc:impala://Impalalhost:21050/?...&UID=sample2&PWD=sample2g&. ..

Currently, Cloudera Impala recognizes the UID and PWD JDBC properties.
Using a single connection handler

You can use the following single connection metadata and record handlers to connect to a single
Cloudera Impala instance.
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Handler type Class

Composite handler ImpalaCompositeHandler
Metadata handler ImpalaMetadataHandler
Record handler ImpalaRecordHandler

Single connection handler parameters

Parameter Description

default Required. The default connection string.

The single connection handlers support one database instance and must provide a default
connection string parameter. All other connection strings are ignored.

The following example property is for a single Cloudera Impala instance supported by a Lambda
function.
Property Value

default impala://jdbc:impala://Impalalhost:21050/?secret=${Test/
impalalhost}

Spill parameters

The Lambda SDK can spill data to Amazon S3. All database instances accessed by the same Lambda
function spill to the same location.

Parameter Description
spill_bucket Required. Spill bucket name.
spill_prefix Required. Spill bucket key prefix.
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Parameter

spill_put_request_
headers

Data type support

Description

(Optional) A JSON encoded map of request headers and
values for the Amazon S3 putObject request thatis
used for spilling (for example, {"x-amz-server-side-

encryption”

"AES256"}

). For other possible headers,

see PutObject in the Amazon Simple Storage Service API

Reference.

The following table shows the corresponding data types for JDBC, Cloudera Impala, and Arrow.

JDBC
Boolean
Integer
Short
Integer
Long

float
Double
Date
Timestamp
String
Bytes
BigDecimal

ARRAY

Cloudera Impala
Boolean
TINYINT
SMALLINT
INT
BIGINT
float4
float8
date
timestamp
VARCHAR
bytes
Decimal

N/A (see note)

Arrow
Bit

Tiny
Smallint
Int
Bigint
Float4
Float8
DateDay
DateMilli
Varchar
Varbinary
Decimal

List
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® Note

Currently, Cloudera Impala does not support the aggregate types ARRAY, MAP, STRUCT, or
UNIONTYPE. Columns of aggregate types are treated as VARCHAR columns in SQL.

Partitions and splits

Partitions are used to determine how to generate splits for the connector. Athena constructs a
synthetic column of type varchar that represents the partitioning scheme for the table to help
the connector generate splits. The connector does not modify the actual table definition.

Performance

Cloudera Impala supports static partitions. The Athena Cloudera Impala connector can retrieve
data from these partitions in parallel. If you want to query very large datasets with uniform
partition distribution, static partitioning is highly recommended. The Cloudera Impala connector is
resilient to throttling due to concurrency.

The Athena Cloudera Impala connector performs predicate pushdown to decrease the data
scanned by the query. LIMIT clauses, simple predicates, and complex expressions are pushed down
to the connector to reduce the amount of data scanned and decrease query execution run time.

LIMIT clauses

A LIMIT N statement reduces the data scanned by the query. With LIMIT N pushdown, the
connector returns only N rows to Athena.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean value
and filters rows based on multiple conditions. The Athena Cloudera Impala connector can combine
these expressions and push them directly to Cloudera Impala for enhanced functionality and to
reduce the amount of data scanned.

The following Athena Cloudera Impala connector operators support predicate pushdown:

« Boolean: AND, OR, NOT

« Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, IS_DISTINCT_FROM, NULL_IF, IS_NULL

 Arithmetic: ADD, SUBTRACT, MULTIPLY, DIVIDE, MODULUS, NEGATE

Using Amazon Athena Federated Query 121



Amazon Athena User Guide

« Other: LIKE_PATTERN, IN

Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *
FROM my_table
WHERE col_a > 10
AND ((col_a + col_b) > (col_c % col_d))
AND (col_e IN ('vall', 'val2', 'val3') OR col_f LIKE '&%pattern%')
LIMIT 10;

License information

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.

See also

For the latest JDBC driver version information, see the pom.xml file for the Cloudera Impala
connector on GitHub.com.

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena CloudWatch connector

The Amazon Athena CloudWatch connector enables Amazon Athena to communicate with
CloudWatch so that you can query your log data with SQL.

The connector maps your LogGroups as schemas and each LogStream as a table. The connector
also maps a special all_log_streams view that contains all LogStreams in the LogGroup. This
view enables you to query all the logs in a LogGroup at once instead of searching through each
LogStream individually.

Prerequisites

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using
the AWS Serverless Application Repository to deploy a data source connector.
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Parameters

Use the Lambda environment variables in this section to configure the CloudWatch connector.

« spill_bucket - Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.

« spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

« spill_put_request_headers - (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.

« kms_key_id - (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

« disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

The connector also supports AIMD congestion control for handling throttling events from

CloudWatch through the Amazon Athena Query Federation SDK ThrottlingInvoker construct.

You can tweak the default throttling behavior by setting any of the following optional environment
variables:

« throttle_initial_delay_ms - The initial call delay applied after the first congestion event. The
default is 10 milliseconds.

« throttle_max_delay_ms - The maximum delay between calls. You can derive TPS by dividing it
into 1000ms. The default is 1000 milliseconds.

« throttle_decrease_factor — The factor by which Athena reduces the call rate. The default is 0.5

« throttle_increase_ms - The rate at which Athena decreases the call delay. The default is 10
milliseconds.
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Databases and tables

The Athena CloudWatch connector maps your LogGroups as schemas (that is, databases) and each
LogStream as a table. The connector also maps a special all_log_streams view that contains
all LogStreams in the LogGroup. This view enables you to query all the logs in a LogGroup at once
instead of searching through each LogStream individually.

Every table mapped by the Athena CloudWatch connector has the following schema. This schema
matches the fields provided by CloudWatch Logs.

« log_stream - A VARCHAR that contains the name of the LogStream that the row is from.
« time — An INT64 that contains the epoch time of when the log line was generated.

« message — A VARCHAR that contains the log message.

Examples

The following example shows how to perform a SELECT query on a specified LogStream.

SELECT *
FROM "lambda:cloudwatch_connector_lambda_name"."log_group_path"."log_stream_name"
LIMIT 100

The following example shows how to use the all_log_streams view to perform a query on all
LogStreams in a specified LogGroup.

SELECT *
FROM "lambda:cloudwatch_connector_lambda_name"."log_group_path"."all_log_streams"
LIMIT 100

Required Permissions

For full details on the IAM policies that this connector requires, review the Policies section of the
athena-cloudwatch.yaml file. The following list summarizes the required permissions.

« Amazon S3 write access — The connector requires write access to a location in Amazon S3 in
order to spill results from large queries.

» Athena GetQueryExecution — The connector uses this permission to fast-fail when the upstream
Athena query has terminated.
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» CloudWatch Logs Read/Write — The connector uses this permission to read your log data and to
write its diagnostic logs.

Performance

The Athena CloudWatch connector attempts to optimize queries against CloudWatch by
parallelizing scans of the log streams required for your query. For certain time period filters,
predicate pushdown is performed both within the Lambda function and within CloudWatch Logs.

For best performance, use only lowercase for your log group names and log stream names.
Using mixed casing causes the connector to perform a case insensitive search that is more
computationally intensive.

License information

The Amazon Athena CloudWatch connector project is licensed under the Apache-2.0 License.

See also

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena CloudWatch Metrics connector

The Amazon Athena CloudWatch Metrics connector enables Amazon Athena to query CloudWatch
Metrics data with SQL.

For information on publishing query metrics to CloudWatch from Athena itself, see Controlling
costs and monitoring queries with CloudWatch metrics and events.

Prerequisites

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using
the AWS Serverless Application Repository to deploy a data source connector.

Parameters

Use the Lambda environment variables in this section to configure the CloudWatch Metrics
connector.
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« spill_bucket - Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.

 spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

» spill_put_request_headers - (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.

« kms_key_id - (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

« disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

The connector also supports AIMD congestion control for handling throttling events from

CloudWatch through the Amazon Athena Query Federation SDK ThrottlingInvoker construct.

You can tweak the default throttling behavior by setting any of the following optional environment
variables:

« throttle_initial_delay_ms - The initial call delay applied after the first congestion event. The
default is 10 milliseconds.

« throttle_max_delay_ms - The maximum delay between calls. You can derive TPS by dividing it
into 1000ms. The default is 1000 milliseconds.

« throttle_decrease_factor — The factor by which Athena reduces the call rate. The default is 0.5

« throttle_increase_ms - The rate at which Athena decreases the call delay. The default is 10
milliseconds.

Databases and tables

The Athena CloudWatch Metrics connector maps your namespaces, dimensions, metrics, and metric
values into two tables in a single schema called default.
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The metrics table

The metrics table contains the available metrics as uniquely defined by a combination of
namespace, set, and name. The metrics table contains the following columns.

namespace — A VARCHAR containing the namespace.
metric_name - A VARCHAR containing the metric name.

dimensions — A LIST of STRUCT objects composed of dim_name (VARCHAR) and dim_value
(VARCHAR).

statistic — A LIST of VARCH statistics (for example, p90, AVERAGE, ...) available for the metric.

The metric_samples table

The metric_samples table contains the available metric samples for each metric in the metrics

table. The metric_samples table contains the following columns.

namespace — A VARCHAR that contains the namespace.
metric_name - A VARCHAR that contains the metric name.

dimensions — A LIST of STRUCT objects composed of dim_name (VARCHAR) and dim_value
(VARCHAR).

dim_name - A VARCHAR convenience field that you can use to easily filter on a single dimension
name.

dim_value — A VARCHAR convenience field that you can use to easily filter on a single dimension
value.

period — An INT field that represents the "period" of the metric in seconds (for example, a 60
second metric).

timestamp — A BIGINT field that represents the epoch time in seconds that the metric sample is
for.

value — A FLOATS field that contains the value of the sample.

statistic - A VARCHAR that contains the statistic type of the sample (for example, AVERAGE or
p90).
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Required Permissions

For full details on the IAM policies that this connector requires, review the Policies section of the
athena-cloudwatch-metrics.yaml file. The following list summarizes the required permissions.

« Amazon S3 write access — The connector requires write access to a location in Amazon S3 in
order to spill results from large queries.

« Athena GetQueryExecution — The connector uses this permission to fast-fail when the upstream
Athena query has terminated.

o CloudWatch Metrics ReadOnly — The connector uses this permission to query your metrics data.

» CloudWatch Logs Write — The connector uses this access to write its diagnostic logs.

Performance

The Athena CloudWatch Metrics connector attempts to optimize queries against CloudWatch
Metrics by parallelizing scans of the log streams required for your query. For certain time period,
metric, namespace, and dimension filters, predicate pushdown is performed both within the
Lambda function and within CloudWatch Logs.

License information

The Amazon Athena CloudWatch Metrics connector project is licensed under the Apache-2.0
License.

See also

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena AWS CMDB connector

The Amazon Athena AWS CMDB connector enables Athena to communicate with various AWS
services so that you can query them with SQL.

Prerequisites

» Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using
the AWS Serverless Application Repository to deploy a data source connector.
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Parameters

Use the Lambda environment variables in this section to configure the AWS CMDB connector.

spill_bucket - Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.

« spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

 spill_put_request_headers - (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.

« kms_key_id - (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

« disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

» default_ec2_image_owner — (Optional) When set, controls the default Amazon EC2 image
owner that filters Amazon Machine Images (AMI). If you do not set this value and your query

against the EC2 images table does not include a filter for owner, your results will include all
public images.

Databases and tables

The Athena AWS CMDB connector makes the following databases and tables available for querying
your AWS resource inventory. For more information on the columns available in each table, run a
DESCRIBE database.table statement using the Athena console or API.

« ec2 - This database contains Amazon EC2 related resources, including the following.

» ebs_volumes - Contains details of your Amazon EBS volumes.
» ec2_instances — Contains details of your EC2 Instances.

» ec2_images - Contains details of your EC2 Instance images.
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routing_tables — Contains details of your VPC Routing Tables.
security_groups — Contains details of your security groups.
subnets — Contains details of your VPC Subnets.

vpcs — Contains details of your VPCs.

emr - This database contains Amazon EMR related resources, including the following.

emr_clusters — Contains details of your EMR Clusters.

rds — This database contains Amazon RDS related resources, including the following.

rds_instances — Contains details of your RDS Instances.

s3 — This database contains RDS related resources, including the following.

buckets — Contains details of your Amazon S3 buckets.

objects — Contains details of your Amazon S3 objects, excluding their contents.

Required Permissions

For full details on the IAM policies that this connector requires, review the Policies section of the

athena-aws-cmdb.yaml file. The following list summarizes the required permissions.

Amazon S3 write access — The connector requires write access to a location in Amazon S3 in
order to spill results from large queries.

Athena GetQueryExecution — The connector uses this permission to fast-fail when the upstream
Athena query has terminated.

S3 List — The connector uses this permission to list your Amazon S3 buckets and objects.

EC2 Describe — The connector uses this permission to describe resources such as your Amazon
EC2 instances, security groups, VPCs, and Amazon EBS volumes.

EMR Describe / List — The connector uses this permission to describe your EMR clusters.

RDS Describe — The connector uses this permission to describe your RDS Instances.
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Performance

Currently, the Athena AWS CMDB connector does not support parallel scans. Predicate pushdown
is performed within the Lambda function. Where possible, partial predicates are pushed to the
services being queried. For example, a query for the details of a specific Amazon EC2 instance calls
the EC2 API with the specific instance ID to run a targeted describe operation.

License information

The Amazon Athena AWS CMDB connector project is licensed under the Apache-2.0 License.

See also

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena IBM Db2 connector

The Amazon Athena connector for Db2 enables Amazon Athena to run SQL queries on your IBM
Db2 databases using JDBC.

Prerequisites

» Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

» Set up a VPC and a security group before you use this connector. For more information, see
Creating a VPC for a data source connector.

Limitations

Write DDL operations are not supported.

In a multiplexer setup, the spill bucket and prefix are shared across all database instances.

Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda

Developer Guide.

Date and timestamp data types in filter conditions must be cast to appropriate data types.

Terms

The following terms relate to the Db2 connector.
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Database instance — Any instance of a database deployed on premises, on Amazon EC2, or on
Amazon RDS.

Handler - A Lambda handler that accesses your database instance. A handler can be for
metadata or for data records.

Metadata handler — A Lambda handler that retrieves metadata from your database instance.
Record handler — A Lambda handler that retrieves data records from your database instance.

Composite handler - A Lambda handler that retrieves both metadata and data records from
your database instance.

Property or parameter — A database property used by handlers to extract database information.
You configure these properties as Lambda environment variables.

Connection String — A string of text used to establish a connection to a database instance.

Catalog - A non-AWS Glue catalog registered with Athena that is a required prefix for the
connection_string property.

Multiplexing handler — A Lambda handler that can accept and use multiple database
connections.

Parameters

Use the Lambda environment variables in this section to configure the Db2 connector.

Connection string

Use a JDBC connection string in the following format to connect to a database instance.

dbtwo://${jdbc_connection_string}

Using a multiplexing handler

You can use a multiplexer to connect to multiple database instances with a single Lambda function.

Requests are routed by catalog name. Use the following classes in Lambda.

Handler Class
Composite handler Db2MuxCompositeHandler
Metadata handler Db2MuxMetadataHandler
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Handler Class

Record handler Db2MuxRecordHandler

Multiplexing handler parameters

Parameter Description
$catalog_connecti Required. A database instance connection string. Prefix the
on_string environment variable with the name of the catalog used in

Athena. For example, if the catalog registered with Athena is
mydbtwocatalog , then the environment variable name is
mydbtwocatalog_connection_string

default Required. The default connection string. This string is used when
the catalog is 1ambda:${ AWS_LAMBDA_FUNCTION_NAME }.

The following example properties are for a Db2 MUX Lambda function that supports two database
instances: dbtwo1l (the default), and dbtwo?2.

Property Value

default dbtwo://jdbc:db2://dbtwol.hostname:p
ort/ database_name :${secretl_name }

dbtwo_catalogl_con dbtwo://jdbc:db2://dbtwol. hostname:
nection_string port/ database_name :${secretl_name }
dbtwo_catalog2_con dbtwo://jdbc:db2://dbtwo2. hostname:
nection_string port/ database_name :${secret2_name }

Providing credentials

To provide a user name and password for your database in your JDBC connection string, you can
use connection string properties or AWS Secrets Manager.
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« Connection String — A user name and password can be specified as properties in the JDBC
connection string.

/A Important

As a security best practice, do not use hardcoded credentials in your environment
variables or connection strings. For information about moving your hardcoded secrets to
AWS Secrets Manager, see Move hardcoded secrets to AWS Secrets Manager in the AWS
Secrets Manager User Guide.

o AWS Secrets Manager - To use the Athena Federated Query feature with AWS Secrets Manager,
the VPC connected to your Lambda function should have internet access or a VPC endpoint to
connect to Secrets Manager.

You can put the name of a secret in AWS Secrets Manager in your JDBC connection string. The
connector replaces the secret name with the username and password values from Secrets
Manager.

For Amazon RDS database instances, this support is tightly integrated. If you use Amazon RDS,
we highly recommend using AWS Secrets Manager and credential rotation. If your database does
not use Amazon RDS, store the credentials as JSON in the following format:

{"username": "${usernamel}", "password": "${password}"}

Example connection string with secret name

The following string has the secret name ${secret_name}.

dbtwo://jdbc:db2://hostname:port/database_name:${secret_name}

The connector uses the secret name to retrieve secrets and provide the user name and password, as
in the following example.

dbtwo://jdbc:db2://hostname:port/database_name:user=user_name;password=password;
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Using a single connection handler

You can use the following single connection metadata and record handlers to connect to a single
Db2 instance.

Handler type Class

Composite handler Db2CompositeHandler
Metadata handler Db2MetadataHandler
Record handler Db2RecordHandler

Single connection handler parameters

Parameter Description

default Required. The default connection string.

The single connection handlers support one database instance and must provide a default
connection string parameter. All other connection strings are ignored.

The following example property is for a single Db2 instance supported by a Lambda function.

Property Value

default dbtwo://jdbc:db2://hostname:port/database_name :${secret_name}

Spill parameters
The Lambda SDK can spill data to Amazon S3. All database instances accessed by the same Lambda
function spill to the same location.

Parameter Description

spill_bucket Required. Spill bucket name.
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Parameter
spill_prefix

spill_put_request_
headers

Data type support

Description
Required. Spill bucket key prefix.

(Optional) A JSON encoded map of request headers and
values for the Amazon S3 putObject request thatis

used for spilling (for example, {"x-amz-server-side-
"AES256"} ). For other possible headers,
see PutObject in the Amazon Simple Storage Service API
Reference.

encryption”

The following table shows the corresponding data types for JDBC and Arrow.

Db2

CHAR

VARCHAR

DATE

TIME

TIMESTAMP

DATETIME

BOOLEAN

SMALLINT

INTEGER

BIGINT

DECIMAL

REAL

Arrow

VARCHAR

VARCHAR

DATEDAY

VARCHAR

DATEMILLI

DATEMILLI

BOOL

SMALLINT

INT

BIGINT

DECIMAL

FLOATS8
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Db2 Arrow
DOUBLE FLOATS8
DECFLOAT FLOATS8

Partitions and splits

A partition is represented by one or more partition columns of type varchar. The Db2 connector
creates partitions using the following organization schemes.

 Distribute by hash
 Partition by range

« Organize by dimensions

The connector retrieves partition details such as the number of partitions and column name
from one or more Db2 metadata tables. Splits are created based upon the number of partitions
identified.

Performance

The Athena Db2 connector performs predicate pushdown to decrease the data scanned by
the query. LIMIT clauses, simple predicates, and complex expressions are pushed down to the
connector to reduce the amount of data scanned and decrease query execution run time.

LIMIT clauses

A LIMIT N statement reduces the data scanned by the query. With LIMIT N pushdown, the
connector returns only N rows to Athena.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean value
and filters rows based on multiple conditions. The Athena Db2 connector can combine these
expressions and push them directly to Db2 for enhanced functionality and to reduce the amount of
data scanned.

The following Athena Db2 connector operators support predicate pushdown:

« Boolean: AND, OR, NOT

Using Amazon Athena Federated Query 137



Amazon Athena User Guide

« Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, IS_DISTINCT_FROM, IS_NULL

 Arithmetic: ADD, SUBTRACT, MULTIPLY, DIVIDE, MODULUS, NEGATE
« Other: LIKE_PATTERN, IN

Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *
FROM my_table
WHERE col_a > 10
AND ((col_a + col_b) > (col_c % col_d))
AND (col_e IN ('vall', 'val2', 'val3') OR col_f LIKE '%pattern%')
LIMIT 10;

License information

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.

See also

For the latest JDBC driver version information, see the pom.xml file for the Db2 connector on
GitHub.com.

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena DocumentDB connector

The Amazon Athena DocumentDB connector enables Athena to communicate with your
DocumentDB instances so that you can query your DocumentDB data with SQL. The connector also
works with any endpoint that is compatible with MongoDB.

Unlike traditional relational data stores, Amazon DocumentDB collections do not have set schema.
DocumentDB does not have a metadata store. Each entry in a DocumentDB collection can have
different fields and data types.

The DocumentDB connector supports two mechanisms for generating table schema information:
basic schema inference and AWS Glue Data Catalog metadata.
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Schema inference is the default. This option scans a small number of documents in your collection,
forms a union of all fields, and coerces fields that have non-overlapping data types. This option
works well for collections that have mostly uniform entries.

For collections with a greater variety of data types, the connector supports retrieving metadata
from the AWS Glue Data Catalog. If the connector sees a AWS Glue database and table that
match your DocumentDB database and collection names, it gets its schema information from the
corresponding AWS Glue table. When you create your AWS Glue table, we recommend that you
make it a superset of all fields that you might want to access from your DocumentDB collection.

If you have Lake Formation enabled in your account, the IAM role for your Athena federated
Lambda connector that you deployed in the AWS Serverless Application Repository must have read
access in Lake Formation to the AWS Glue Data Catalog.

Prerequisites

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

Parameters
Use the Lambda environment variables in this section to configure the DocumentDB connector.

« spill_bucket — Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.

« spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

« spill_put_request_headers - (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.

« kms_key_id - (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

« disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
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generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

 disable_glue — (Optional) If present and set to true, the connector does not attempt to retrieve
supplemental metadata from AWS Glue.

» glue_catalog - (Optional) Use this option to specify a cross-account AWS Glue catalog. By
default, the connector attempts to get metadata from its own AWS Glue account.

» default_docdb - If present, specifies a DocumentDB connection string to use when no catalog-
specific environment variable exists.

« disable_projection_and_casing — (Optional) Disables projection and casing. Use if you
want to query Amazon DocumentDB tables that use case sensitive column names. The
disable_projection_and_casing parameter uses the following values to specify the
behavior of casing and column mapping:

 false - This is the default setting. Projection is enabled, and the connector expects all column
names to be in lower case.

 true - Disables projection and casing. When using the disable_projection_and_casing
parameter, keep in mind the following points:

» Use of the parameter can result in higher bandwidth usage. Additionally, if your Lambda
function is not in the same AWS Region as your data source, you will incur higher standard
AWS cross-region transfer costs as a result of the higher bandwidth usage. For more
information about cross-region transfer costs, see AWS Data Transfer Charges for Server and

Serverless Architectures in the AWS Partner Network Blog.

» Because a larger number of bytes is transferred and because the larger number of bytes
requires a higher deserialization time, overall latency can increase.

Specifying connection strings

You can provide one or more properties that define the DocumentDB connection details for the
DocumentDB instances that you use with the connector. To do this, set a Lambda environment
variable that corresponds to the catalog name that you want to use in Athena. For example,
suppose you want to use the following queries to query two different DocumentDB instances from
Athena:

SELECT * FROM "docdb_instance_1".database.table

SELECT * FROM "docdb_instance_2".database.table
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Before you can use these two SQL statements, you must add two environment variables to your
Lambda function: docdb_instance_1 and docdb_instance_2. The value for each should be a
DocumentDB connection string in the following format:

mongodb://:@:/?ssl=true&ssl_ca_certs=rds-combined-ca-bundle.pem&replicaSet=rs0

Using secrets

You can optionally use AWS Secrets Manager for part or all of the value for your connection string
details. To use the Athena Federated Query feature with Secrets Manager, the VPC connected
to your Lambda function should have internet access or a VPC endpoint to connect to Secrets

Manager.

If you use the syntax ${my_secret} to put the name of a secret from Secrets

Manager in your connection string, the connector replaces ${my_secret} with

its plain text value from Secrets Manager exactly. Secrets should be stored as

a plain text secret with value <username>:<password>. Secrets stored as
{username:<username>, password: <password>} will not be passed to the connection string

properly.

Secrets can also be used for the entire connection string entirely, and the username and password
can be defined within the secret.

For example, suppose you set the Lambda environment variable for docdb_instance_1 to the
following value:

mongodb://${docdb_instance_1_creds}e@emyhostname.com:123/?ssl=true&ssl_ca_certs=rds-
combined-ca-bundle.pem&replicaSet=rs0

The Athena Query Federation SDK automatically attempts to retrieve a secret named
docdb_instance_1_creds from Secrets Manager and inject that value in place of
${docdb_instance_1_creds}. Any part of the connection string that is enclosed by the ${ }
character combination is interpreted as a secret from Secrets Manager. If you specify a secret name
that the connector cannot find in Secrets Manager, the connector does not replace the text.

Setting up databases and tables in AWS Glue

Because the connector's built-in schema inference capability scans a limited number of documents
and supports only a subset of data types, you might want to use AWS Glue for metadata instead.
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To enable an AWS Glue table for use with Amazon DocumentDB, you must have a AWS Glue
database and table for the DocumentDB database and collection that you want to supply
supplemental metadata for.

To use an AWS Glue table for supplemental metadata

1. When you edit the table and database in the AWS Glue console, add the following table
property.

« docdb-metadata-flag — This property indicates to the DocumentDB connector that the
connector can use the table for supplemental metadata. You can provide any value for
docdb-metadata-flag as long as the docdb-metadata-flag property is present in the
list of table properties.

2. (Optional) Add the sourceTable table property. This property defines the source table name
in Amazon DocumentDB. Use this property if AWS Glue table naming rules prevent you from
creating an AWS Glue table with the same name as your Amazon DocumentDB table. For
example, capital letters are not permitted in AWS Glue table names, but they are permitted in
Amazon DocumentDB table names.

3. (Optional) Add the columnMapping table property. This property defines column name
mappings. Use this property if AWS Glue column naming rules prevent you from creating
an AWS Glue table that has the same column names as those in your Amazon DocumentDB
table. This can be useful because capital letters are permitted in Amazon DocumentDB column
names but are not permitted in AWS Glue column names.

The columnMapping property value is expected to be a set of mappings in the format
coll=Coll,col2=Col2.

(® Note

Column mapping applies only to top level column names and not to nested fields.

After you add the AWS Glue columnMapping table property, you can remove the
disable_projection_and_casing Lambda environment variable.

4. Make sure that you use the data types appropriate for AWS Glue as listed in this document.
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Data type support

This section lists the data types that the DocumentDB connector uses for schema inference, and
the data types when AWS Glue metadata is used.

Schema inference data types

The schema inference feature of the DocumentDB connector attempts to infer values as belonging
to one of the following data types. The table shows the corresponding data types for Amazon
DocumentDB, Java, and Apache Arrow.

Apache Arrow Java or DocDB
VARCHAR String

INT Integer
BIGINT Long

BIT Boolean
FLOAT4 Float
FLOATS Double
TIMESTAMPSEC Date
VARCHAR Objectld
LIST List
STRUCT Document

AWS Glue data types

If you use AWS Glue for supplemental metadata, you can configure the following data types. The
table shows the corresponding data types for AWS Glue and Apache Arrow.
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AWS Glue Apache Arrow
int INT

bigint BIGINT

double FLOATS8

float FLOAT4
boolean BIT

binary VARBINARY
string VARCHAR

List LIST

Struct STRUCT

Required Permissions

For full details on the IAM policies that this connector requires, review the Policies section of the
athena-docdb.yaml file. The following list summarizes the required permissions.

« Amazon S3 write access — The connector requires write access to a location in Amazon S3 in
order to spill results from large queries.

« Athena GetQueryExecution — The connector uses this permission to fast-fail when the upstream
Athena query has terminated.

o AWS Glue Data Catalog — The DocumentDB connector requires read only access to the AWS Glue
Data Catalog to obtain schema information.

» CloudWatch Logs — The connector requires access to CloudWatch Logs for storing logs.

« AWS Secrets Manager read access - If you choose to store DocumentDB endpoint details in
Secrets Manager, you must grant the connector access to those secrets.

« VPC access — The connector requires the ability to attach and detach interfaces to your VPC so
that it can connect to it and communicate with your DocumentDB instances.
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Performance

The Athena Amazon DocumentDB connector does not currently support parallel scans but
attempts to push down predicates as part of its DocumentDB queries, and predicates against
indexes on your DocumentDB collection result in significantly less data scanned.

The Lambda function performs projection pushdown to decrease the data scanned by the query.
However, selecting a subset of columns sometimes results in a longer query execution runtime.
LIMIT clauses reduce the amount of data scanned, but if you do not provide a predicate, you
should expect SELECT queries with a LIMIT clause to scan at least 16 MB of data.

See also

« For an article on using Amazon Athena Federated Query to connect a MongoDB database to

Amazon QuickSight to build dashboards and visualizations, see Visualize MongoDB data from
Amazon QuickSight using Amazon Athena Federated Query in the AWS Big Data Blog.

« For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena DynamoDB connector

The Amazon Athena DynamoDB connector enables Amazon Athena to communicate with
DynamoDB so that you can query your tables with SQL. Write operations like INSERT INTO are not
supported.

If you have Lake Formation enabled in your account, the IAM role for your Athena federated
Lambda connector that you deployed in the AWS Serverless Application Repository must have read
access in Lake Formation to the AWS Glue Data Catalog.

Prerequisites

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using
the AWS Serverless Application Repository to deploy a data source connector.

Parameters
Use the Lambda environment variables in this section to configure the DynamoDB connector.

« spill_bucket — Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.
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spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

spill_put_request_headers — (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.

kms_key_id — (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

disable_glue — (Optional) If present and set to true, the connector does not attempt to retrieve
supplemental metadata from AWS Glue.

glue_catalog - (Optional) Use this option to specify a cross-account AWS Glue catalog. By
default, the connector attempts to get metadata from its own AWS Glue account.

disable_projection_and_casing - (Optional) Disables projection and casing. Use if you want to
query DynamoDB tables that have casing in their column names and you do not want to specify
a columnMapping property on your AWS Glue table.

The disable_projection_and_casing parameter uses the following values to specify the
behavior of casing and column mapping:

« auto - Disables projection and casing when a previously unsupported type is detected and
column name mapping is not set on the table. This is the default setting.

« always - Disables projection and casing unconditionally. This is useful when you have casing in
your DynamoDB column names but do not want to specify any column name mapping.

When using the disable_projection_and_casing parameter, keep in mind the following
points:

« Use of the parameter can result in higher bandwidth usage. Additionally, if your Lambda
function is not in the same AWS Region as your data source, you will incur higher standard
AWS cross-region transfer costs as a result of the higher bandwidth usage. For more
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information about cross-region transfer costs, see AWS Data Transfer Charges for Server and

Serverless Architectures in the AWS Partner Network Blog.

» Because a larger number of bytes is transferred and because the larger number of bytes
requires a higher deserialization time, overall latency can increase.

Setting up databases and tables in AWS Glue

Because the connector's built-in schema inference capability is limited, you might want to use AWS
Glue for metadata. To do this, you must have a database and table in AWS Glue. To enable them
for use with DynamoDB, you must edit their properties.

To edit database properties in the AWS Glue console

1. Sign in to the AWS Management Console and open the AWS Glue console at https://
console.aws.amazon.com/glue/.

2. Choose the Databases tab.

On the Databases page, you can edit an existing database, or choose Add database to create
one.

3. Inthe list of databases, choose the link for the database that you want to edit.
4. Choose Edit.

5. On the Update a database page, for Location, add the string dynamo-db-flag. This keyword
indicates that the database contains tables that the Athena DynamoDB connector is using
for supplemental metadata and is required for AWS Glue databases other than default.
The dynamo-db-flag property is useful for filtering out databases in accounts with many
databases.

To edit table properties in the AWS Glue console

1. Sign in to the AWS Management Console and open the AWS Glue console at https://
console.aws.amazon.com/glue/.

2. Choose the Tables tab.

On the Tables tab, edit an existing table. For information about adding tables manually or
with a crawler, see Working with tables on the AWS Glue console in the AWS Glue Developer
Guide.

Using Amazon Athena Federated Query 147


https://aws.amazon.com/blogs/apn/aws-data-transfer-charges-for-server-and-serverless-architectures/
https://aws.amazon.com/blogs/apn/aws-data-transfer-charges-for-server-and-serverless-architectures/
https://console.aws.amazon.com/glue/
https://console.aws.amazon.com/glue/
https://console.aws.amazon.com/glue/
https://console.aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/console-tables.html

Amazon Athena User Guide

3. Inthe list of tables, choose the link for the table that you want to edit.
4. Choose Actions, Edit table.

5. On the Edit table page, in the Table properties section, add the following table properties as
required. If you use the AWS Glue DynamoDB crawler, these properties are automatically set.

« dynamodb - String that indicates to the Athena DynamoDB connector that the table can be
used for supplemental metadata. Enter the dynamodb string in the table properties under a
field called classification (exact match).

(® Note

The Set table properties page that is part of the table creation process in the AWS
Glue console has a Data format section with a Classification field. You cannot enter
or choose dynamodb here. Instead, after you create your table, follow the steps to
edit the table and to enter classification and dynamodb as a key-value pair in
the Table properties section.

» sourceTable — Optional table property that defines the source table name in DynamoDB.
Use this if AWS Glue table naming rules prevent you from creating a AWS Glue table with
the same name as your DynamoDB table. For example, capital letters are not permitted in
AWS Glue table names, but they are permitted in DynamoDB table names.

« columnMapping - Optional table property that defines column name mappings. Use this if
AWS Glue column naming rules prevent you from creating a AWS Glue table with the same
column names as your DynamoDB table. For example, capital letters are not permitted in
AWS Glue column names but are permitted in DynamoDB column names. The property
value is expected to be in the format col1=Col1,col2=Col2. Note that column mapping
applies only to top level column names and not to nested fields.

» defaultTimeZone - Optional table property that is applied to date or datetime values
that do not have an explicit time zone. Setting this value is a good practice to avoid
discrepancies between the data source default time zone and the Athena session time zone.

« datetimeFormatMapping — Optional table property that specifies the date or datetime
format to use when parsing data from a column of the AWS Glue date or timestamp data
type. If this property is not specified, the connector attempts to infer an ISO-8601 format. If
the connector cannot infer the date or datetime format or parse the raw string, then the
value is omitted from the result.
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The datetimeFormatMapping value should be in the format
coll=someformatl, col2=someformat2. Following are some example formats:

yyyyMMdd' T 'HHmmss
ddMMyyyy'T'HH:mm:ss

If your column has date or datetime values without a time zone and you want to use the
column in the WHERE clause, set the datetimeFormatMapping property for the column.

6. If you define your columns manually, make sure that you use the appropriate data types. If you
used a crawler, validate the columns and types that the crawler discovered.
Required Permissions

For full details on the IAM policies that this connector requires, review the Policies section of the
athena-dynamodb.yaml file. The following list summarizes the required permissions.

« Amazon S3 write access — The connector requires write access to a location in Amazon S3 in
order to spill results from large queries.

« Athena GetQueryExecution — The connector uses this permission to fast-fail when the upstream
Athena query has terminated.

« AWS Glue Data Catalog — The DynamoDB connector requires read only access to the AWS Glue
Data Catalog to obtain schema information.

» CloudWatch Logs — The connector requires access to CloudWatch Logs for storing logs.

« DynamoDB read access — The connector uses the DescribeTable, ListSchemas,
ListTables, Query, and Scan API operations.

Performance

The Athena DynamoDB connector supports parallel scans and attempts to push down predicates
as part of its DynamoDB queries. A hash key predicate with X distinct values results in X query calls
to DynamoDB. All other predicate scenarios result in Y number of scan calls, where Y is heuristically
determined based on the size of your table and its provisioned throughput. However, selecting a
subset of columns sometimes results in a longer query execution runtime.

LIMIT clauses and simple predicates are pushed down and can reduce the amount of data scanned
and will lead to decreased query execution run time.
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LIMIT clauses

A LIMIT N statement reduces the data scanned by the query. With LIMIT N pushdown, the
connector returns only N rows to Athena.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean value
and filters rows based on multiple conditions. For enhanced functionality, and to reduce the
amount of data scanned, the Athena DynamoDB connector can combine these expressions and
push them directly to DynamoDB.

The following Athena DynamoDB connector operators support predicate pushdown:

« Boolean: AND

« Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, IS_NULL

Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *

FROM my_table

WHERE col_a > 10 and col_b < 10
LIMIT 10

For an article on using predicate pushdown to improve performance in federated queries, including
DynamoDB, see Improve federated queries with predicate pushdown in Amazon Athena in the AWS
Big Data Blog.

Troubleshooting
Multiple filters on a sort key column
Error message: KeyConditionExpressions must only contain one condition per key

Cause: This issue can occur in Athena engine version 3 in queries that have both a lower and upper
bounded filter on a DynamoDB sort key column. Because DynamoDB does not support more than

one filter condition on a sort key, an error is thrown when the connector attempts to push down a

query that has both conditions applied.
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Solution: Update the connector to version 2023.11.1 or later. For instructions on updating a
connector, see Updating a data source connector.

Costs

The costs for use of the connector depends on the underlying AWS resources that are used.
Because queries that use scans can consume a large number of read capacity units (RCUs), consider

the information for Amazon DynamoDB pricing carefully.

See also

« For an introduction to using the Amazon Athena DynamoDB connector, see Access, query, and

join Amazon DynamoDB tables using Athena in the AWS Prescriptive Guidance Patterns guide.

» For an article on using the Amazon Athena DynamoDB connector with Amazon DynamoDB,
Athena, and Amazon QuickSight to create a simple governance dashboard, see Query cross-
account Amazon DynamoDB tables using Amazon Athena Federated Query in the AWS Big Data
Blog.

» For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena Google BigQuery connector

The Amazon Athena connector for Google BigQuery enables Amazon Athena to run SQL queries on
your Google BigQuery data.

Prerequisites

» Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

« Set up a VPC and a security group before you use this connector. For more information, see
Creating a VPC for a data source connector.

Limitations

« Lambda functions have a maximum timeout value of 15 minutes. Each split executes a query
on BigQuery and must finish with enough time to store the results for Athena to read. If the
Lambda function times out, the query fails.
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Google BigQuery is case sensitive. The connector attempts to correct the case of dataset names
and table names but does not do any case correction for project IDs. This is necessary because
Athena lower cases all metadata. These corrections make many extra calls to Google BigQuery.

Binary data types are not supported.

Because of Google BigQuery concurrency and quota limits, the connector may encounter Google
quota limit issues. To avoid these issues, push as many constraints to Google BigQuery as
feasible. For information about BigQuery quotas, see Quotas and limits in the Google BigQuery
documentation.

Parameters

Use the Lambda environment variables in this section to configure the Google BigQuery connector.

spill_bucket - Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.

spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

spill_put_request_headers — (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.

kms_key_id — (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

gcp_project_id — The project ID (not project name) that contains the datasets that the connector
should read from (for example, semiotic-primer-1234567).

secret_manager_gcp_creds_name - The name of the secret within AWS Secrets
Manager that contains your BigQuery credentials in JSON format (for example,
GoogleCloudPlatformCredentials).
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« big_query_endpoint - (Optional) The URL of a BigQuery private endpoint. Use this parameter
when you want to access BigQuery over a private endpoint.

Splits and views

Because the BigQuery connector uses the BigQuery Storage Read API to query tables, and the
BigQuery Storage API does not support views, the connector uses the BigQuery client with a single
split for views.

Performance

To query tables, the BigQuery connector uses the BigQuery Storage Read API, which uses an RPC-
based protocol that provides fast access to BigQuery managed storage. For more information
about the BigQuery Storage Read API, see Use the BigQuery Storage Read API to read table data in
the Google Cloud documentation.

Selecting a subset of columns significantly speeds up query runtime and reduces data scanned. The
connector is subject to query failures as concurrency increases, and generally is a slow connector.

The Athena Google BigQuery connector performs predicate pushdown to decrease the data
scanned by the query. LIMIT clauses, ORDER BY clauses, simple predicates, and complex
expressions are pushed down to the connector to reduce the amount of data scanned and decrease
query execution run time.

LIMIT clauses

A LIMIT N statement reduces the data scanned by the query. With LIMIT N pushdown, the
connector returns only N rows to Athena.

Top N queries

A top N query specifies an ordering of the result set and a limit on the number of rows returned.
You can use this type of query to determine the top N max values or top N min values for your
datasets. With top N pushdown, the connector returns only N ordered rows to Athena.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean value
and filters rows based on multiple conditions. The Athena Google BigQuery connector can combine
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these expressions and push them directly to Google BigQuery for enhanced functionality and to
reduce the amount of data scanned.

The following Athena Google BigQuery connector operators support predicate pushdown:

Boolean: AND, OR, NOT

Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, IS_DISTINCT_FROM, NULL_IF, IS_NULL

Arithmetic: ADD, SUBTRACT, MULTIPLY, DIVIDE, MODULUS, NEGATE
Other: LIKE_PATTERN, IN

Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *
FROM my_table
WHERE col_a > 10
AND ((col_a + col_b) > (col_c % col_d))
AND (col_e IN ('vall', 'val2', 'val3') OR col_f LIKE '&%pattern%')
ORDER BY col_a DESC
LIMIT 10;

License information

The Amazon Athena Google BigQuery connector project is licensed under the Apache-2.0 License.

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.

See also

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena Google Cloud Storage connector

The Amazon Athena Google Cloud Storage connector enables Amazon Athena to run queries on
Parquet and CSV files stored in a Google Cloud Storage (GCS) bucket. After you group one or more
Parquet or CSV files in an unpartitioned or partitioned folder in a GCS bucket, you can organize
them in an AWS Glue database table.
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If you have Lake Formation enabled in your account, the IAM role for your Athena federated
Lambda connector that you deployed in the AWS Serverless Application Repository must have read
access in Lake Formation to the AWS Glue Data Catalog.

Prerequisites

« Set up an AWS Glue database and table that correspond to your bucket and folders in Google
Cloud Storage. For the steps, see Setting up databases and tables in AWS Glue later in this
document.

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

Limitations

« Write DDL operations are not supported.

« Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda
Developer Guide.

 Currently, the connector supports only the VARCHAR type for partition columns (string or
varchar in an AWS Glue table schema). Other partition field types raise errors when you query
them in Athena.

Terms

The following terms relate to the GCS connector.

« Handler — A Lambda handler that accesses your GCS bucket. A handler can be for metadata or
for data records.

« Metadata handler - A Lambda handler that retrieves metadata from your GCS bucket.

« Record handler - A Lambda handler that retrieves data records from your GCS bucket.

« Composite handler — A Lambda handler that retrieves both metadata and data records from
your GCS bucket.

Supported file types

The GCS connector supports the Parquet and CSV file types.

Using Amazon Athena Federated Query 155


https://docs.aws.amazon.com/lambda/latest/dg/gettingstarted-limits.html

Amazon Athena User Guide

® Note

Make sure you do not place both CSV and Parquet files in the same GCS bucket or path.
Doing so can result in a runtime error when Parquet files are attempted to be read as CSV
or vice versa.

Parameters

Use the Lambda environment variables in this section to configure the GCS connector.

spill_bucket - Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.

spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

spill_put_request_headers — (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.

kms_key_id — (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

secret_manager_gcp_creds_name — The name of the secret in AWS Secrets
Manager that contains your GCS credentials in JSON format (for example,
GoogleCloudPlatformCredentials).

Setting up databases and tables in AWS Glue

Because the built-in schema inference capability of the GCS connector is limited, we recommend

that you use AWS Glue for your metadata. The following procedures show how to create a
database and table in AWS Glue that you can access from Athena.
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Creating a database in AWS Glue
You can use the AWS Glue console to create a database for use with the GCS connector.
To create a database in AWS Glue

1. Signin to the AWS Management Console and open the AWS Glue console at https://
console.aws.amazon.com/glue/.

From the navigation pane, choose Databases.
Choose Add database.

For Name, enter a name for the database that you want to use with the GCS connector.

ok W

For Location, specify s3://google-cloud-storage-flag. This location tells the GCS
connector that the AWS Glue database contains tables for GCS data to be queried in Athena.
The connector recognizes databases in Athena that have this flag and ignores databases that
do not.

6. Choose Create database.

Creating a table in AWS Glue

Now you can create a table for the database. When you create an AWS Glue table to use with the
GCS connector, you must specify additional metadata.

To create a table in the AWS Glue console

1. In the AWS Glue console, from the navigation pane, choose Tables.
2. On the Tables page, choose Add table.

3. On the Set table properties page, enter the following information.

« Name - A unique name for the table.
» Database — Choose the AWS Glue database that you created for the GCS connector.

 Include path - In the Data store section, for Include path, enter the URI location for GCS
prefixed by gs:// (for example, gs://gcs_table/data/). If you have one or more
partition folders, don't include them in the path.
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® Note

When you enter the non s3:// table path, the AWS Glue console shows an error.
You can ignore this error. The table will be created successfully.

» Data format - For Classification, select CSV or Parquet.
4. Choose Next.

5. On the Choose or define schema page, defining a table schema is highly recommended, but
not mandatory. If you do not define a schema, the GCS connector attempts to infer a schema
for you.

Do one of the following:
« If you want the GCS connector to attempt to infer a schema for you, choose Next, and then
choose Create.

« To define a schema yourself, follow the steps in the next section.

Defining a table schema in AWS Glue

Defining a table schema in AWS Glue requires more steps but gives you greater control over the
table creation process.

To define a schema for your table in AWS Glue

1. On the Choose or define schema page, choose Add.

Use the Add schema entry dialog box to provide a column name and data type.

To designate the column as a partition column, select the Set as partition key option.
Choose Save to save the column.

Choose Add to add another column.

When you are finished adding columns, choose Next.

On the Review and create page, review the table, and then choose Create.

© N o U M W DN

If your schema contains partition information, follow the steps in the next section to add a
partition pattern to the table's properties in AWS Glue.
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Adding a partition pattern to table properties in AWS Glue

If your GCS buckets have partitions, you must add the partition pattern to the properties of the
table in AWS Glue.

To add partition information to table properties AWS Glue

On the details page for the table that you created in AWS Glue, choose Actions, Edit table.
On the Edit table page, scroll down to the Table properties section.

Choose Add to add a partition key.

For Key, enter partition.pattexrn. This key defines the folder path pattern.

i A W=

For Value, enter a folder path pattern like StateName=${statename}/ZipCode=
${zipcode}/, where statename and zipcode enclosed by ${} are partition column names.
The GCS connector supports both Hive and non-Hive partition schemes.

6. When you are finished, choose Save.

7. To view the table properties that you just created, choose the Advanced properties tab.

At this point, you can navigate to the Athena console. The database and table that you created in
AWS Glue are available for querying in Athena.

Data type support

The following tables show the supported data types for CSV and for Parquet.

csv
Nature of data Inferred Data Type
Data looks like a number BIGINT
Data looks like a string VARCHAR

Data looks like a floating point (float, double, DOUBLE

or decimal)
Data looks like a Date Timestamp
Data that contains true/false values BOOL
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Parquet

PARQUET
BINARY
BOOLEAN
DOUBLE
ENUM

FIXED_LEN_BYTE_ARR
AY

FLOAT

INT32

INT64

INT96
MAP
STRUCT

LIST

Required Permissions

Athena (Arrow)
VARCHAR
BOOL

DOUBLE
VARCHAR

DECIMAL

FLOAT (32-bit)

1. INT32
2. DATEDAY (when the Parquet column logical type is DATE)

1. INT64
2. TIMESTAMP (when the Parquet column logical type is TIMESTAMP)

Timestamp
MAP
STRUCT

LIST

For full details on the IAM policies that this connector requires, review the Policies section of the

athena-gcs.yaml file. The following list summarizes the required permissions.

« Amazon S3 write access — The connector requires write access to a location in Amazon S3 in
order to spill results from large queries.
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« Athena GetQueryExecution — The connector uses this permission to fast-fail when the upstream
Athena query has terminated.

« AWS Glue Data Catalog — The GCS connector requires read only access to the AWS Glue Data
Catalog to obtain schema information.

» CloudWatch Logs — The connector requires access to CloudWatch Logs for storing logs.

Performance

When the table schema contains partition fields and the partition.pattern table property is
configured correctly, you can include the partition field in the WHERE clause of your queries. For
such queries, the GCS connector uses the partition columns to refine the GCS folder path and avoid
scanning unneeded files in GCS folders.

For Parquet datasets, selecting a subset of columns results in fewer data being scanned. This
usually results in a shorter query execution runtime when column projection is applied.

For CSV datasets, column projection is not supported and does not reduce the amount of data
being scanned.

LIMIT clauses reduce the amount of data scanned, but if you do not provide a predicate, you
should expect SELECT queries with a LIMIT clause to scan at least 16 MB of data. The GCS
connector scans more data for larger datasets than for smaller datasets, regardless of the LIMIT
clause applied. For example, the query SELECT * LIMIT 10000 scans more data for a larger
underlying dataset than a smaller one.

License information

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.

See also

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena HBase connector

The Amazon Athena HBase connector enables Amazon Athena to communicate with your Apache
HBase instances so that you can query your HBase data with SQL.
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Unlike traditional relational data stores, HBase collections do not have set schema. HBase does not
have a metadata store. Each entry in a HBase collection can have different fields and data types.

The HBase connector supports two mechanisms for generating table schema information: basic
schema inference and AWS Glue Data Catalog metadata.

Schema inference is the default. This option scans a small number of documents in your collection,
forms a union of all fields, and coerces fields that have non overlapping data types. This option
works well for collections that have mostly uniform entries.

For collections with a greater variety of data types, the connector supports retrieving metadata
from the AWS Glue Data Catalog. If the connector sees an AWS Glue database and table that
match your HBase namespace and collection names, it gets its schema information from the
corresponding AWS Glue table. When you create your AWS Glue table, we recommend that you
make it a superset of all fields that you might want to access from your HBase collection.

If you have Lake Formation enabled in your account, the IAM role for your Athena federated
Lambda connector that you deployed in the AWS Serverless Application Repository must have read
access in Lake Formation to the AWS Glue Data Catalog.

Prerequisites

» Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using
the AWS Serverless Application Repository to deploy a data source connector.

Parameters

Use the Lambda environment variables in this section to configure the HBase connector.

 spill_bucket - Specifies the Amazon S3 bucket for data that exceeds Lambda function limits.

« spill_prefix — (Optional) Defaults to a subfolder in the specified spill_bucket called athena-
federation-spill. We recommend that you configure an Amazon S3 storage lifecycle on this

location to delete spills older than a predetermined number of days or hours.

« spill_put_request_headers - (Optional) A JSON encoded map of request headers and values for
the Amazon S3 putObject request that is used for spilling (for example, {"x-amz-server-
side-encryption" : "AES256"}). For other possible headers, see PutObject in the Amazon
Simple Storage Service API Reference.
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« kms_key_id - (Optional) By default, any data that is spilled to Amazon S3 is encrypted using
the AES-GCM authenticated encryption mode and a randomly generated key. To have your
Lambda function use stronger encryption keys generated by KMS like a7e63k4b-8loc-40db-
a2al-4d@en2cd8331, you can specify a KMS key ID.

« disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

 disable_glue - (Optional) If present and set to true, the connector does not attempt to retrieve
supplemental metadata from AWS Glue.

» glue_catalog - (Optional) Use this option to specify a cross-account AWS Glue catalog. By

default, the connector attempts to get metadata from its own AWS Glue account.

» default_hbase - If present, specifies an HBase connection string to use when no catalog-specific
environment variable exists.
Specifying connection strings

You can provide one or more properties that define the HBase connection details for the HBase
instances that you use with the connector. To do this, set a Lambda environment variable that
corresponds to the catalog name that you want to use in Athena. For example, suppose you want
to use the following queries to query two different HBase instances from Athena:

SELECT * FROM "hbase_instance_1".database.table

SELECT * FROM "hbase_instance_2".database.table

Before you can use these two SQL statements, you must add two environment variables to your
Lambda function: hbase_instance_1 and hbase_instance_2. The value for each should be a
HBase connection string in the following format:

master_hostname:hbase_port:zookeeper_ port

Using secrets

You can optionally use AWS Secrets Manager for part or all of the value for your connection string
details. To use the Athena Federated Query feature with Secrets Manager, the VPC connected
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to your Lambda function should have internet access or a VPC endpoint to connect to Secrets
Manager.

If you use the syntax ${my_secret} to put the name of a secret from Secrets Manager in your
connection string, the connector replaces the secret name with your user name and password
values from Secrets Manager.

For example, suppose you set the Lambda environment variable for hbase_instance_1 to the
following value:

${hbase_host_1}:${hbase_master_port_1}:${hbase_zookeeper_port_1}

The Athena Query Federation SDK automatically attempts to retrieve a secret named
hbase_instance_1_creds from Secrets Manager and inject that value in place of
${hbase_instance_1_creds}. Any part of the connection string that is enclosed by the ${ }
character combination is interpreted as a secret from Secrets Manager. If you specify a secret name
that the connector cannot find in Secrets Manager, the connector does not replace the text.

Setting up databases and tables in AWS Glue

The connector's built-in schema inference supports only values that are serialized in HBase as
strings (for example, String.valueOf(int)). Because the connector's built-in schema inference
capability is limited, you might want to use AWS Glue for metadata instead. To enable an AWS Glue
table for use with HBase, you must have an AWS Glue database and table with names that match
the HBase namespace and table that you want to supply supplemental metadata for. The use of
HBase column family naming conventions is optional but not required.

To use an AWS Glue table for supplemental metadata

1.  When you edit the table and database in the AWS Glue console, add the following table
properties:

« hbase-metadata-flag — This property indicates to the HBase connector that the connector
can use the table for supplemental metadata. You can provide any value for hbase-
metadata-flag as long as the hbase-metadata-flag property is present in the list of
table properties.

- hbase-native-storage-flag — Use this flag to toggle the two value serialization modes
supported by the connector. By default, when this field is not present, the connector
assumes all values are stored in HBase as strings. As such it will attempt to parse data types
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such as INT, BIGINT, and DOUBLE from HBase as strings. If this field is set with any value
on the table in AWS Glue, the connector switches to "native" storage mode and attempts to
read INT, BIGINT, BIT, and DOUBLE as bytes by using the following functions:

ByteBuffer.wrap(value).getInt()
ByteBuffer.wrap(value).getlLong()
ByteBuffer.wrap(value).get()
ByteBuffer.wrap(value).getDouble()

2. Make sure that you use the data types appropriate for AWS Glue as listed in this document.

Modeling column families

The Athena HBase connector supports two ways to model HBase column families: fully qualified
(flattened) naming like family:column, or using STRUCT objects.

In the STRUCT model, the name of the STRUCT field should match the column family, and children
of the STRUCT should match the names of the columns of the family. However, because predicate
push down and columnar reads are not yet fully supported for complex types like STRUCT, using
STRUCT is currently not advised.

The following image shows a table configured in AWS Glue that uses a combination of the two
approaches.

Using Amazon Athena Federated Query 165



Amazon Athena

User Guide

‘ Edit table H Delete table

Name
Description
Database
Classification
Location
Connection
Deprecated
Last updated

Serde parameters

Table properties

View properties | ‘ Compare versions ‘ ‘ Edit schema

transactions

hbase_payments
Unknown
s3:// !

No
Wed Oct 23 12:30:00 GMT-400 2019

serialization.format = 1

hbase-metadata-flag hbase-metadata-flag

Schema
Showing: 1 - 13 of 13
Column name Data type Partition key Comment
1 summary:order_id string summary family, id of the order that this transaction is for
2 summary:customer_id bigint summary family, id of the customer that this transaction is for
3 summary:status string summary family, status of the transaction
4 summary:auth string summary family, auth code for the transaction
I . summary family, last for of the credit card used for the
5 summary:cc_id int ’
transaction
6 summary:amount double summary family, the amount of the transaction
7 detailsfee double details family, Fee the transaction network charged to process
the tx
8 details:bank string details family, the bank baking the transaction
9 details:network string details family, the network that was used to clear the tx
10 details:days_payable int details .famlly, the numb.er of days this transaction will likely
spend in accounts receivable
1 details:latency int details family, the |latency (millis) of the transaction
12 details:fraud_score int details family, the score given to this tx by our fraud alge
13 struct_family STRUCT sample column family modeled as a STRUCT and containing two
columns (col1, col2)
Data type support

The connector retrieves all HBase values as the basic byte type. Then, based on how you defined
your tables in AWS Glue Data Catalog, it maps the values into one of the Apache Arrow data types
in the following table.
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AWS Glue data type Apache Arrow data type
int INT
bigint BIGINT
double FLOATS8
float FLOAT4
boolean BIT
binary VARBINARY
string VARCHAR
(® Note

If you do not use AWS Glue to supplement your metadata, the connector's schema
inferencing uses only the data types BIGINT, FLOATS8, and VARCHAR.

Required Permissions

For full details on the IAM policies that this connector requires, review the Policies section of the
athena-hbase.yaml file. The following list summarizes the required permissions.

« Amazon S3 write access — The connector requires write access to a location in Amazon S3 in
order to spill results from large queries.

» Athena GetQueryExecution — The connector uses this permission to fast-fail when the upstream
Athena query has terminated.

« AWS Glue Data Catalog — The HBase connector requires read only access to the AWS Glue Data
Catalog to obtain schema information.

» CloudWatch Logs — The connector requires access to CloudWatch Logs for storing logs.

« AWS Secrets Manager read access - If you choose to store HBase endpoint details in Secrets
Manager, you must grant the connector access to those secrets.
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« VPC access — The connector requires the ability to attach and detach interfaces to your VPC so
that it can connect to it and communicate with your HBase instances.

Performance

The Athena HBase connector attempts to parallelize queries against your HBase instance by
reading each region server in parallel. The Athena HBase connector performs predicate pushdown
to decrease the data scanned by the query.

The Lambda function also performs projection pushdown to decrease the data scanned by the
query. However, selecting a subset of columns sometimes results in a longer query execution
runtime. LIMIT clauses reduce the amount of data scanned, but if you do not provide a predicate,
you should expect SELECT queries with a LIMIT clause to scan at least 16 MB of data.

HBase is prone to query failures and variable query execution times. You might have to retry your
queries multiple times for them to succeed. The HBase connector is resilient to throttling due to
concurrency.

License information

The Amazon Athena HBase connector project is licensed under the Apache-2.0 License.

See also

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena Hortonworks connector

The Amazon Athena connector for Hortonworks enables Amazon Athena to run SQL queries on the
Cloudera Hortonworks data platform. The connector transforms your Athena SQL queries to their
equivalent HiveQL syntax.

Prerequisites

« Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using

the AWS Serverless Application Repository to deploy a data source connector.

» Set up a VPC and a security group before you use this connector. For more information, see
Creating a VPC for a data source connector.
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Limitations

« Write DDL operations are not supported.
« In a multiplexer setup, the spill bucket and prefix are shared across all database instances.

« Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda

Developer Guide.

Terms

The following terms relate to the Hortonworks Hive connector.

» Database instance — Any instance of a database deployed on premises, on Amazon EC2, or on
Amazon RDS.

« Handler - A Lambda handler that accesses your database instance. A handler can be for
metadata or for data records.

» Metadata handler — A Lambda handler that retrieves metadata from your database instance.
« Record handler — A Lambda handler that retrieves data records from your database instance.

« Composite handler — A Lambda handler that retrieves both metadata and data records from
your database instance.

» Property or parameter — A database property used by handlers to extract database information.
You configure these properties as Lambda environment variables.

« Connection String — A string of text used to establish a connection to a database instance.

« Catalog — A non-AWS Glue catalog registered with Athena that is a required prefix for the
connection_string property.

« Multiplexing handler — A Lambda handler that can accept and use multiple database
connections.

Parameters

Use the Lambda environment variables in this section to configure the Hortonworks Hive
connector.

Connection string

Use a JDBC connection string in the following format to connect to a database instance.
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hive://${jdbc_connection_string}

Using a multiplexing handler

You can use a multiplexer to connect to multiple database instances with a single Lambda function.
Requests are routed by catalog name. Use the following classes in Lambda.

Handler Class

Composite handler HiveMuxCompositeHandler
Metadata handler HiveMuxMetadataHandler
Record handler HiveMuxRecordHandler

Multiplexing handler parameters

Parameter Description
$catalog_connecti Required. A database instance connection string. Prefix the
on_string environment variable with the name of the catalog used in

Athena. For example, if the catalog registered with Athena
ismyhivecatalog , then the environment variable name is
myhivecatalog_connection_string

default Required. The default connection string. This string is used when
the catalog is 1ambda: ${ AWS_LAMBDA_FUNCTION_NAME }.

The following example properties are for a Hive MUX Lambda function that supports two database
instances: hivel (the default), and hive?2.

Property Value

default hive://jdbc:hive2://hivel: 10000/
default?${Test/RDS/hivel}
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Property Value

hive_catalogl_connection_string hive://jdbc:hive2://hivel:10000/
default?${Test/RDS/hivel}

hive_catalog2_connection_string hive://jdbc:hive2://hive2:10000/
default?UID=sample&PWD=sample

Providing credentials

To provide a user name and password for your database in your JDBC connection string, you can
use connection string properties or AWS Secrets Manager.

« Connection String — A user name and password can be specified as properties in the JDBC
connection string.

/A Important

As a security best practice, do not use hardcoded credentials in your environment
variables or connection strings. For information about moving your hardcoded secrets to
AWS Secrets Manager, see Move hardcoded secrets to AWS Secrets Manager in the AWS
Secrets Manager User Guide.

« AWS Secrets Manager - To use the Athena Federated Query feature with AWS Secrets Manager,
the VPC connected to your Lambda function should have internet access or a VPC endpoint to
connect to Secrets Manager.

You can put the name of a secret in AWS Secrets Manager in your JDBC connection string. The
connector replaces the secret name with the username and password values from Secrets
Manager.

For Amazon RDS database instances, this support is tightly integrated. If you use Amazon RDS,
we highly recommend using AWS Secrets Manager and credential rotation. If your database does
not use Amazon RDS, store the credentials as JSON in the following format:

{"username": "${usernamel}", "password": "${password}"}
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Example connection string with secret name

The following string has the secret name ${Test/RDS/hivelhost}.

hive://jdbc:hive2://hivelhost:10000/default?...&${Test/RDS/hivelhost}&. ..

The connector uses the secret name to retrieve secrets and provide the user name and password, as
in the following example.

hive://jdbc:hive2://hivelhost:10000/default?...&UID=sample2&PWD=sample2&. ..

Currently, the Hortonworks Hive connector recognizes the UID and PWD JDBC properties.
Using a single connection handler

You can use the following single connection metadata and record handlers to connect to a single
Hortonworks Hive instance.

Handler type Class

Composite handler HiveCompositeHandler
Metadata handler HiveMetadataHandler
Record handler HiveRecordHandler

Single connection handler parameters

Parameter Description

default Required. The default connection string.

The single connection handlers support one database instance and must provide a default
connection string parameter. All other connection strings are ignored.

The following example property is for a single Hortonworks Hive instance supported by a Lambda
function.
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Property  Value

default hive://jdbc:hive2://hivelhost:10000/default?secret=${T
est/RDS/hivelhost}
Spill parameters

The Lambda SDK can spill data to Amazon S3. All database instances accessed by the same Lambda
function spill to the same location.

Parameter Description

spill_bucket Required. Spill bucket name.

spill_prefix Required. Spill bucket key prefix.

spill_put_request_ (Optional) A JSON encoded map of request headers and

headers values for the Amazon S3 putObject request thatis
used for spilling (for example, {"x-amz-server-side-
encryption" : "AES256"} ). For other possible headers,
see PutObject in the Amazon Simple Storage Service API
Reference.

Data type support

The following table shows the corresponding data types for JDBC, Hortonworks Hive, and Arrow.

JDBC Hortonworks Hive Arrow
Boolean Boolean Bit
Integer TINYINT Tiny
Short SMALLINT Smallint
Integer INT Int
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JDBC Hortonworks Hive Arrow
Long BIGINT Bigint
float float4 Float4
Double float8 Float8
Date date DateDay
Timestamp timestamp DateMilli
String VARCHAR Varchar
Bytes bytes Varbinary
BigDecimal Decimal Decimal
ARRAY N/A (see note) List

(@ Note

Currently, Hortonworks Hive does not support the aggregate types ARRAY, MAP, STRUCT, or
UNIONTYPE. Columns of aggregate types are treated as VARCHAR columns in SQL.

Partitions and splits

Partitions are used to determine how to generate splits for the connector. Athena constructs a
synthetic column of type varchar that represents the partitioning scheme for the table to help
the connector generate splits. The connector does not modify the actual table definition.

Performance

Hortonworks Hive supports static partitions. The Athena Hortonworks Hive connector can retrieve
data from these partitions in parallel. If you want to query very large datasets with uniform
partition distribution, static partitioning is highly recommended. Selecting a subset of columns
significantly speeds up query runtime and reduces data scanned. The Hortonworks Hive connector
is resilient to throttling due to concurrency.
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The Athena Hortonworks Hive connector performs predicate pushdown to decrease the data
scanned by the query. LIMIT clauses, simple predicates, and complex expressions are pushed down
to the connector to reduce the amount of data scanned and decrease query execution run time.

LIMIT clauses

A LIMIT N statement reduces the data scanned by the query. With LIMIT N pushdown, the
connector returns only N rows to Athena.

Predicates

A predicate is an expression in the WHERE clause of a SQL query that evaluates to a Boolean

value and filters rows based on multiple conditions. The Athena Hortonworks Hive connector can
combine these expressions and push them directly to Hortonworks Hive for enhanced functionality
and to reduce the amount of data scanned.

The following Athena Hortonworks Hive connector operators support predicate pushdown:

Boolean: AND, OR, NOT

Equality: EQUAL, NOT_EQUAL, LESS_THAN, LESS_THAN_OR_EQUAL, GREATER_THAN,
GREATER_THAN_OR_EQUAL, IS_NULL

Arithmetic: ADD, SUBTRACT, MULTIPLY, DIVIDE, MODULUS, NEGATE
Other: LIKE_PATTERN, IN

Combined pushdown example

For enhanced querying capabilities, combine the pushdown types, as in the following example:

SELECT *
FROM my_table
WHERE col_a > 10
AND ((col_a + col_b) > (col_c % col_d))
AND (col_e IN ('vall', 'val2', 'val3') OR col_f LIKE '%pattern%')
LIMIT 10;

License information

By using this connector, you acknowledge the inclusion of third party components, a list of which
can be found in the pom.xml file for this connector, and agree to the terms in the respective third
party licenses provided in the LICENSE.txt file on GitHub.com.
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See also

For the latest JDBC driver version information, see the pom.xml file for the Hortonworks Hive
connector on GitHub.com.

For additional information about this connector, visit the corresponding site on GitHub.com.

Amazon Athena Apache Kafka connector

The Amazon Athena connector for Apache Kafka enables Amazon Athena to run SQL queries on
your Apache Kafka topics. Use this connector to view Apache Kafka topics as tables and messages

as rows in Athena.
Prerequisites

Deploy the connector to your AWS account using the Athena console or the AWS Serverless
Application Repository. For more information, see Deploying a data source connector or Using the

AWS Serverless Application Repository to deploy a data source connector.

Limitations

« Write DDL operations are not supported.

« Any relevant Lambda limits. For more information, see Lambda quotas in the AWS Lambda

Developer Guide.
» Date and timestamp data types in filter conditions must be cast to appropriate data types.

» Date and timestamp data types are not supported for the CSV file type and are treated as
varchar values.

« Mapping into nested JSON fields is not supported. The connector maps top-level fields only.
» The connector does not support complex types. Complex types are interpreted as strings.

» To extract or work with complex JSON values, use the JSON-related functions available in
Athena. For more information, see Extracting data from JSON.

» The connector does not support access to Kafka message metadata.

Terms

« Metadata handler - A Lambda handler that retrieves metadata from your database instance.

» Record handler - A Lambda handler that retrieves data records from your database instance.
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« Composite handler — A Lambda handler that retrieves both metadata and data records from
your database instance.

» Kafka endpoint - A text string that establishes a connection to a Kafka instance.

Cluster compatibility

The Kafka connector can be used with the following cluster types.

« Standalone Kafka — A direct connection to Kafka (authenticated or unauthenticated).

« Confluent - A direct connection to Confluent Kafka. For information about using Athena with
Confluent Kafka data, see Visualize Confluent data in Amazon QuickSight using Amazon Athena

in the AWS Business Intelligence Blog.

Connecting to Confluent

Connecting to Confluent requires the following steps:

1. Generate an API key from Confluent.
2. Store the username and password for the Confluent API key into AWS Secrets Manager.

3. Provide the secret name for the secrets_manager_secret environment variable in the Kafka
connector.

4. Follow the steps in the Setting up the Kafka connector section of this document.

Supported authentication methods

The connector supports the following authentication methods.

. SSL
e SASL/SCRAM

o SASL/PLAIN

o SASL/PLAINTEXT

« NO_AUTH

» Self-managed Kafka and Confluent Platform — SSL, SASL/SCRAM, SASL/PLAINTEXT, NO_AUTH
» Self-managed Kafka and Confluent Cloud - SASL/PLAIN
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For more information, see Configuring authentication for the Athena Kafka connector.

Supported input data formats

The connector supports the following input data formats.

« JSON

« CSV

Parameters

Use the Lambda environment variables mentioned in this section to configure the Athena Kafka
connector.

« auth_type - Specifies the authentication type of the cluster. The connector supports the
following types of authentication:

NO_AUTH - Connect directly to Kafka (for example, to a Kafka cluster deployed over an EC2
instance that does not use authentication).

SASL_SSL_PLAIN - This method uses the SASL_SSL security protocol and the PLAIN
SASL mechanism. For more information, see SASL configuration in the Apache Kafka
documentation.

SASL_PLAINTEXT_PLAIN - This method uses the SASL_PLAINTEXT security protocol and the
PLAIN SASL mechanism. For more information, see SASL configuration in the Apache Kafka

documentation.

SASL_SSL_SCRAM_SHA512 - You can use this authentication type to control access to your
Apache Kafka clusters. This method stores the user name and password in AWS Secrets
Manager. The secret must be associated with the Kafka cluster. For more information, see
Authentication using SASL/SCRAM in the Apache Kafka documentation.

SASL_PLAINTEXT_SCRAM_SHA512 - This method uses the SASL_PLAINTEXT security
protocol and the SCRAM_SHA512 SASL mechanism. This method uses your user name and
password stored in AWS Secrets Manager. For more information, see the SASL configuration
section of the Apache Kafka documentation.

SSL - SSL authentication uses key store and trust store files to connect with the Apache Kafka
cluster. You must generate the trust store and key store files, upload them to an Amazon S3
bucket, and provide the reference to Amazon S3 when you deploy the connector. The key
store, trust store, and SSL key are stored in AWS Secrets Manager. Your client must provide
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the AWS secret key when the connector is deployed. For more information, see Encryption and
Authentication using SSL in the Apache Kafka documentation.

For more information, see Configuring authentication for the Athena Kafka connector.

certificates_s3_reference — The Amazon S3 location that contains the certificates (the key store
and trust store files).

disable_spill_encryption — (Optional) When set to True, disables spill encryption. Defaults to
False so that data that is spilled to S3 is encrypted using AES-GCM - either using a randomly
generated key or KMS to generate keys. Disabling spill encryption can improve performance,
especially if your spill location uses server-side encryption.

kafka_endpoint — The endpoint details to provide to Kafka.

secrets_manager_secret — The name of the AWS secret in which the credentials are saved.

Spill parameters — Lambda functions temporarily store ("spill") data that do not fit into memory
to Amazon S3. All database instances accessed by the same Lambda function spill to the same
location. Use the parameters in the following table to specify the spill location.

Parameter Description

spill_bucket Required. The name of the Amazon S3 bucket where the
Lambda function can spill data.

spill_prefix Required. The prefix within the spill bucket where the
Lambda function can spill data.

spill_put_request_ (Optional) A JSON encoded map of request headers and
headers values for the Amazon S3 putObject request thatis
used for spilling (for example, {"x-amz-server-sid
e-encryption" : "AES256"} ). For other possible
headers, see PutObject in the Amazon Simple Storage Service
API Reference.

« Subnet IDs - One or more subnet IDs that correspond to the subnet that the Lambda function
can use to access your data source.

o Public Kafka cluster or standard Confluent Cloud cluster — Associate the connector with a
private subnet that has a NAT Gateway.
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« Confluent Cloud cluster with private connectivity — Associate the connector with a private
subnet that has a route to the Confluent Cloud cluster.

« For AWS Transit Gateway, the subnets must be in a VPC that is attached to the same transit

gateway that Confluent Cloud uses.
« For VPC Peering, the subnets must be in a VPC that is peered to Confluent Cloud VPC.

o For AWS PrivateLink, the subnets must be in a VPC that a has route to the VPC endpoints
that connect to Confluent Cloud.

® Note

If you deploy the connector into a VPC in order to access private resources and also want
to connect to a publicly accessible service like Confluent, you must associate the connector
with a private subnet that has a NAT Gateway. For more information, see NAT gateways in
the Amazon VPC User Guide.

Data type support

The following table shows the corresponding data types supported for Kafka and Apache Arrow.

Kafka Arrow

CHAR VARCHAR
VARCHAR VARCHAR
TIMESTAMP MILLISECOND
DATE DAY
BOOLEAN BOOL
SMALLINT SMALLINT
INTEGER INT

BIGINT BIGINT
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Kafka Arrow
DECIMAL FLOATS
DOUBLE FLOATS

Partitions and splits

Kafka topics are split into partitions. Each partition is ordered. Each message in a partition has an
incremental ID called an offset. Each Kafka partition is further divided to multiple splits for parallel
processing. Data is available for the retention period configured in Kafka clusters.

Best practices

As a best practice, use predicate pushdown when you query Athena, as in the following examples.

SELECT *
FROM "kafka_catalog_name"."glue_schema_registry_name"."glue_schema_name"
WHERE integercol = 2147483647

SELECT *
FROM "kafka_catalog_name"."glue_schema_registry_name"."glue_schema_name"
WHERE timestampcol >= TIMESTAMP '2018-03-25 07:30:58.878'

Setting up the Kafka connector

Before you can use the connector, you must set up your Apache Kafka cluster, use the AWS Glue
Schema Registry to define your schema, and configure authentication for the connector.

When working with the AWS Glue Schema Registry, note the following points:

« Make sure that the text in Description field of the AWS Glue Schema Registry includes the string
{AthenaFederationKafka}. This marker string is required for AWS Glue Registries that you
use with the Amazon Athena Kafka connector.

» For best performance, use only lowercase for your database names and table names.
Using mixed casing causes the connector to perform a case insensitive search that is more
computationally intensive.
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To set up your Apache Kafka environment and AWS Glue Schema Registry

1. Set up your Apache Kafka environment.

2. Upload the Kafka topic description file (that is, its schema) in JSON format to the AWS Glue
Schema Registry. For more information, see Integrating with AWS Glue Schema Registry in the
AWS Glue Developer Guide. For example schemas, see the following section.

Schema examples for the AWS Glue Schema Registry

Use the format of the examples in this section when you upload your schema to the AWS Glue
Schema Registry.

JSON type schema example

In the following example, the schema to be created in the AWS Glue Schema Registry specifies
json as the value for dataFormat and uses datatypejson for topicName.

(® Note

The value for topicName should use the same casing as the topic name in Kafka.

"topicName": "datatypejson",
"message": {

"dataFormat": "json",
"fields": [
{
"name": "intcol",
"mapping": "intcol",
"type": "INTEGER"
},
{
"name": "varcharcol",
"mapping": "varcharcol",
"type": "VARCHAR"
.
{
"name": "booleancol",
"mapping": "booleancol",
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iy
{

"type": "BOOLEAN"

"name": "bigintcol",
"mapping": "bigintcol",
"type": "BIGINT"

"name": "doublecol",
"mapping": "doublecol",
"type": "DOUBLE"

"name": "smallintcol",
"mapping": "smallintcol",
"type": "SMALLINT"

"name": "tinyintcol",
"mapping": "tinyintcol",
"type": "TINYINT"

"name": "datecol",
"mapping": "datecol",
Iltypell: IIDATEII,
"formatHint": "yyyy-MM-dd"

"name": "timestampcol",

"mapping": "timestampcol",

"type": "TIMESTAMP",

"formatHint": "yyyy-MM-dd HH:mm:ss

CSV type schema example

.SSSY

In the following example, the schema to be created in the AWS Glue Schema Registry specifies

csv as the value for dataFormat and uses datatypecsvbulk for topicName. The value for

topicName should use the same casing as the topic name in Kafka.
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{
"topicName": "datatypecsvbulk",
"message": {
"dataFormat": "csv",
"fields": [

{
"name": "intcol",
"type": "INTEGER",
"mapping": "Q"

1,

{
"name": "varcharcol",
"type": "VARCHAR",
"mapping": "1"

.

{
"name": "booleancol",
"type": "BOOLEAN",
"mapping": "2"

1,

{
"name": "bigintcol",
"type": "BIGINT",
"mapping": "3"

.

{
"name": "doublecol",
"type": "DOUBLE",
"mapping": "4"

1,

{
"name": "smallintcol",
"type": "SMALLINT",
"mapping": "5"

.

{
"name": "tinyintcol",
"type'": "TINYINT",
"mapping": "6"

1,

{
"name": "floatcol",
"type": "DOUBLE",
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"mapping": "7"
}
]
}
}

Configuring authentication for the Athena Kafka connector

You can use a variety of methods to authenticate to your Apache Kafka cluster, including SSL,
SASL/SCRAM, SASL/PLAIN, and SASL/PLAINTEXT.

The following table shows the authentication types for the connector and the security protocol
and SASL mechanism for each. For more information, see the Security section of the Apache Kafka
documentation.

auth_type security.protocol sasl.mech Cluster type compatibi
anism lity

SASL_SSL_PLAIN SASL_SSL PLAIN  Self-managed Kafka

» Confluent Platform

» Confluent Cloud
SASL_PLAINTEXT_PLA SASL_PLAI PLAIN » Self-managed Kafka
IN NTEXT « Confluent Platform
SASL_SSL_SCRAM_SHA SASL_SSL SCRAM-SHA  Self-managed Kafka
512 -512 » Confluent Platform
SASL_PLAINTEXT_SCR SASL_PLAI SCRAM-SHA » Self-managed Kafka
AM_SHA512 NTEXT -512 « Confluent Platform
SSL SSL N/A » Self-managed Kafka

« Confluent Platform

SSL

If the cluster is SSL authenticated, you must generate the trust store and key store files and upload

them to the Amazon S3 bucket. You must provide this Amazon S3 reference when you deploy
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the connector. Th