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What is CodeDeploy?

CodeDeploy is a deployment service that automates application deployments to Amazon EC2
instances, on-premises instances, serverless Lambda functions, or Amazon ECS services.

You can deploy a nearly unlimited variety of application content, including:

« Code

« Serverless AWS Lambda functions
» Web and configuration files

« Executables

» Packages

o Scripts

o Multimedia files

CodeDeploy can deploy application content that runs on a server and is stored in Amazon S3
buckets, GitHub repositories, or Bitbucket repositories. CodeDeploy can also deploy a serverless
Lambda function. You do not need to make changes to your existing code before you can use
CodeDeploy.

CodeDeploy makes it easier for you to:

» Rapidly release new features.
» Update AWS Lambda function versions.
« Avoid downtime during application deployment.

« Handle the complexity of updating your applications, without many of the risks associated with
error-prone manual deployments.

The service scales with your infrastructure so you can easily deploy to one instance or thousands.

CodeDeploy works with various systems for configuration management, source control, continuous
integration, continuous delivery, and continuous deployment. For more information, see Product

integrations.

The CodeDeploy console also provides a way to quickly search for your resources, such as
repositories, build projects, deployment applications, and pipelines. Choose Go to resource or press

API Version 2014-10-06 1


https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-integration/
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/codedeploy/product-integrations/
https://aws.amazon.com/codedeploy/product-integrations/

AWS CodeDeploy User Guide

the / key, and then type the name of the resource. Any matches appear in the list. Searches are
case insensitive. You only see resources that you have permissions to view. For more information,
see Identity and access management for AWS CodeDeploy.

Topics

» Benefits of AWS CodeDeploy

» Overview of CodeDeploy compute platforms

o Overview of CodeDeploy deployment types

« We want to hear from you

» CodeDeploy primary components

o CodeDeploy deployments

» CodeDeploy application specification (AppSpec) files

Benefits of AWS CodeDeploy

CodeDeploy offers these benefits:

« Server, serverless, and container applications. CodeDeploy lets you deploy both traditional
applications on servers and applications that deploy a serverless AWS Lambda function version
or an Amazon ECS application.

« Automated deployments. CodeDeploy fully automates your application deployments
across your development, test, and production environments. CodeDeploy scales with your
infrastructure so that you can deploy to one instance or thousands.

« Minimize downtime. If your application uses the EC2/0On-Premises compute platform,
CodeDeploy helps maximize your application availability. During an in-place deployment,
CodeDeploy performs a rolling update across Amazon EC2 instances. You can specify the number
of instances to be taken offline at a time for updates. During a blue/green deployment, the
latest application revision is installed on replacement instances. Traffic is rerouted to these
instances when you choose, either immediately or as soon as you are done testing the new
environment. For both deployment types, CodeDeploy tracks application health according to
rules you configure.

« Stop and roll back. You can automatically or manually stop and roll back deployments if there
are errors.

Benefits of AWS CodeDeploy API Version 2014-10-06 2



AWS CodeDeploy User Guide

» Centralized control. You can launch and track the status of your deployments through the
CodeDeploy console or the AWS CLI. You receive a report that lists when each application
revision was deployed and to which Amazon EC2 instances.

» Easy to adopt. CodeDeploy is platform-agnostic and works with any application. You can easily
reuse your setup code. CodeDeploy can also integrate with your software release process or
continuous delivery toolchain.

« Concurrent deployments. If you have more than one application that uses the EC2/On-Premises
compute platform, CodeDeploy can deploy them concurrently to the same set of instances.

Overview of CodeDeploy compute platforms

CodeDeploy is able to deploy applications to three compute platforms:

« EC2/0n-Premises: Describes instances of physical servers that can be Amazon EC2 cloud
instances, on-premises servers, or both. Applications created using the EC2/0On-Premises
compute platform can be composed of executable files, configuration files, images, and more.

Deployments that use the EC2/0n-Premises compute platform manage the way in which
traffic is directed to instances by using an in-place or blue/green deployment type. For more
information, see Overview of CodeDeploy deployment types.

« AWS Lambda: Used to deploy applications that consist of an updated version of a Lambda
function. AWS Lambda manages the Lambda function in a serverless compute environment
made up of a high-availability compute structure. All administration of the compute resources is
performed by AWS Lambda. For more information, see Serverless Computing and Applications.

For more information about AWS Lambda and Lambda functions, see AWS Lambda.

You can manage the way in which traffic is shifted to the updated Lambda function versions
during a deployment by choosing a canary, linear, or all-at-once configuration.

« Amazon ECS: Used to deploy an Amazon ECS containerized application as a task set. CodeDeploy
performs a blue/green deployment by installing an updated version of the application as a new
replacement task set. CodeDeploy reroutes production traffic from the original application task
set to the replacement task set. The original task set is terminated after a successful deployment.
For more information about Amazon ECS, see Amazon Elastic Container Service.

You can manage the way in which traffic is shifted to the updated task set during a deployment
by choosing a canary, linear, or all-at-once configuration.
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® Note

Amazon ECS blue/green deployments are supported using both CodeDeploy and AWS
CloudFormation. Details for these deployments are described in subsequent sections.

The following table describes how CodeDeploy components are used with each compute platform.
For more information, see:

Working with deployment groups in CodeDeploy

Working with deployments in CodeDeploy

Working with deployment configurations in CodeDeploy

Working with application revisions for CodeDeploy

Working with applications in CodeDeploy

CodeDeploy component EC2/On-Premises AWS Lambda Amazon
ECS

Deployment group Deploys a revision to a Deploys a new version Specifies
set of instances. of a serverless Lambda the
function on a high-avai Amazon
lability compute infrastru  ECS service
cture. with the
container
ized
applicati
on to
deploy as a
task set, a
productio
n and
optional
test
listener
used to
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CodeDeploy component EC2/On-Premises AWS Lambda Amazon
ECS

serve
traffic

to the
deployed
applicati
on, when
to reroute
traffic and
terminate
the
deployed
applicati
on's
original
task

set, and
optional
trigger,
alarm, and
rollback
settings.
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CodeDeploy component

Deployment

EC2/0n-Premises

Deploys a new revision
that consists of an
application and AppSpec
file. The AppSpec
specifies how to deploy
the application to the
instances in a deploymen
t group.

AWS Lambda

Shifts production traffic
from one version of a
Lambda function to a
new version of the same
function. The AppSpec
file specifies which
Lambda function version
to deploy.

Amazon
ECS

Deploys an
updated
version of
an Amazon
ECS
container
ized
application
as a new,
replaceme
nt task set.
CodeDeplo
y reroutes
productio
n traffic
from the
task set
with the
original
version to
the new
replaceme
nt task set
with the
updated
version.
When the
deploymen
t
completes
, the
original
task set is

Overview of CodeDeploy compute platforms
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CodeDeploy component

Deployment configura
tion

EC2/0n-Premises

Settings that determine
the deployment speed
and the minimum
number of instances
that must be healthy
at any point during a
deployment.

AWS Lambda

Settings that determine
how traffic is shifted to
the updated Lambda
function versions.

Amazon
ECS

terminate
d.

Settings
that
determine
how traffic
is shifted
to the
updated
Amazon
ECS task
set.

Overview of CodeDeploy compute platforms
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CodeDeploy component

Revision

EC2/0n-Premises

A combination of

an AppSpec file and
application files, such as
executables, configura
tion files, and so on.

AWS Lambda

An AppSpec file that
specifies which Lambda
function to deploy and
Lambda functions that
can run validation tests
during deployment
lifecycle event hooks.

Amazon
ECS

An
AppSpec
file that
specifies:

e The
Amazon
ECS task
definitio
n for the
Amazon
ECS
service
with the
container
ized
applicati
on to
deploy.

e The
container
where
your
updated
applicati
onis
deployed.

 Aport
for the
container
where
productio
n traffic

Overview of CodeDeploy compute platforms
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CodeDeploy component

EC2/0n-Premises AWS Lambda

Amazon
ECS

is
rerouted.
Optional
network
configura
tion
settings
and
Lambda
functions
that

can run
validatio
n tests
during
deploymen
t

lifecycle
event
hooks.

Overview of CodeDeploy compute platforms
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CodeDeploy component

Application

EC2/0n-Premises

A collection of
deployment groups and
revisions. An EC2/0n-Pr
emises application uses
the EC2/0n-Premises
compute platform.

AWS Lambda

A collection of
deployment groups and
revisions. An application
used for an AWS Lambda
deployment uses the
serverless AWS Lambda
compute platform.

Overview of CodeDeploy deployment types

CodeDeploy provides two deployment type options:

Amazon
ECS

A collectio
n of
deploymen
t groups
and
revisions

. An
application
used for
an Amazon
ECS
deploymen
t uses the
Amazon
ECS
compute
platform.

» In-place deployment: The application on each instance in the deployment group is stopped,
the latest application revision is installed, and the new version of the application is started

and validated. You can use a load balancer so that each instance is deregistered during its
deployment and then restored to service after the deployment is complete. Only deployments
that use the EC2/0n-Premises compute platform can use in-place deployments. For more

information about in-place deployments, see Overview of an in-place deployment.

(® Note

AWS Lambda and Amazon ECS deployments cannot use an in-place deployment type.

Overview of CodeDeploy deployment types
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« Blue/green deployment: The behavior of your deployment depends on which compute platform
you use:

» Blue/green on an EC2/0n-Premises compute platform: The instances in a deployment
group (the original environment) are replaced by a different set of instances (the replacement
environment) using these steps:

« Instances are provisioned for the replacement environment.
« The latest application revision is installed on the replacement instances.

« An optional wait time occurs for activities such as application testing and system
verification.

« Instances in the replacement environment are registered with one or more Elastic Load
Balancing load balancers, causing traffic to be rerouted to them. Instances in the original
environment are deregistered and can be terminated or kept running for other uses.

(® Note

If you use an EC2/0n-Premises compute platform, be aware that blue/green
deployments work with Amazon EC2 instances only.

» Blue/green on an AWS Lambda or Amazon ECS compute platform: Traffic is shifted in
increments according to a canary, linear, or all-at-once deployment configuration.

« Blue/green deployments through AWS CloudFormation: Traffic is shifted from your
current resources to your updated resources as part of an AWS CloudFormation stack update.
Currently, only ECS blue/green deployments are supported.

For more information about blue/green deployments, see Overview of a blue/green deployment.

(® Note

Using the CodeDeploy agent, you can perform a deployment on an instance you are signed
in to without the need for an application, deployment group, or even an AWS account. For
information, see Use the CodeDeploy agent to validate a deployment package on a local

machine.

Topics

» Overview of an in-place deployment
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« Overview of a blue/green deployment

Overview of an in-place deployment

® Note

AWS Lambda and Amazon ECS deployments cannot use an in-place deployment type.

Here's how an in-place deployment works:

1.

First, you create deployable content on your local development machine or similar environment,
and then you add an application specification file (AppSpec file). The AppSpec file is unique to
CodeDeploy. It defines the deployment actions you want CodeDeploy to execute. You bundle
your deployable content and the AppSpec file into an archive file, and then upload it to an
Amazon S3 bucket or a GitHub repository. This archive file is called an application revision (or
simply a revision).

. Next, you provide CodeDeploy with information about your deployment, such as which Amazon

S3 bucket or GitHub repository to pull the revision from and to which set of Amazon EC2
instances to deploy its contents. CodeDeploy calls a set of Amazon EC2 instances a deployment
group. A deployment group contains individually tagged Amazon EC2 instances, Amazon EC2
instances in Amazon EC2 Auto Scaling groups, or both.

Each time you successfully upload a new application revision that you want to deploy to the
deployment group, that bundle is set as the target revision for the deployment group. In other
words, the application revision that is currently targeted for deployment is the target revision.
This is also the revision that is pulled for automatic deployments.

. Next, the CodeDeploy agent on each instance polls CodeDeploy to determine what and when to

pull from the specified Amazon S3 bucket or GitHub repository.

. Finally, the CodeDeploy agent on each instance pulls the target revision from the Amazon S3

bucket or GitHub repository and, using the instructions in the AppSpec file, deploys the contents
to the instance.

CodeDeploy keeps a record of your deployments so that you can get deployment status,

deployment configuration parameters, instance health, and so on.
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Overview of a blue/green deployment

A blue/green deployment is used to update your applications while minimizing interruptions
caused by the changes of a new application version. CodeDeploy provisions your new application
version alongside the old version before rerouting your production traffic.

« AWS Lambda: Traffic is shifted from one version of a Lambda function to a new version of the
same Lambda function.

« Amazon ECS: Traffic is shifted from a task set in your Amazon ECS service to an updated,
replacement task set in the same Amazon ECS service.

« EC2/0n-Premises: Traffic is shifted from one set of instances in the original environment to a
replacement set of instances.

All AWS Lambda and Amazon ECS deployments are blue/green. An EC2/0On-Premises deployment
can be in-place or blue/green. A blue/green deployment offers a number of advantages over an in-
place deployment:

« You can install and test an application in the new replacement environment and deploy it to
production simply by rerouting traffic.

« If you're using the EC2/0n-Premises compute platform, switching back to the most recent
version of an application is faster and more reliable. That's because traffic can be routed back to
the original instances as long as they have not been terminated. With an in-place deployment,
versions must be rolled back by redeploying the previous version of the application.

« If you're using the EC2/0On-Premises compute platform, new instances are provisioned for a
blue/green deployment and reflect the most up-to-date server configurations. This helps you
avoid the types of problems that sometimes occur on long-running instances.

« If you're using the AWS Lambda compute platform, you control how traffic is shifted from your
original AWS Lambda function version to your new AWS Lambda function version.

« If you're using the Amazon ECS compute platform, you control how traffic is shifted from your
original task set to your new task set.

A blue/green deployment with AWS CloudFormation can use one of the following methods:

« AWS CloudFormation templates for deployments: When you configure deployments with
AWS CloudFormation templates, your deployments are triggered by AWS CloudFormation
updates. When you change a resource and upload a template change, a stack update in AWS
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CloudFormation initiates the new deployment. For a list of resources you can use in AWS
CloudFormation templates, see AWS CloudFormation templates for CodeDeploy reference.

» Blue/green deployments through AWS CloudFormation: You can use AWS CloudFormation
to manage your blue/green deployments through stack updates. You define both your blue
and green resources, in addition to specifying the traffic routing and stabilization settings,
within the stack template. Then, if you update selected resources during a stack update, AWS
CloudFormation generates all the necessary green resources, shifts the traffic based on the
specified traffic routing parameters, and deletes the blue resources. For more information,
see Automate Amazon ECS blue/green deployments through CodeDeploy using AWS
CloudFormation in the AWS CloudFormation User Guide.

® Note
Supported for Amazon ECS blue/green deployments only.

How you configure a blue/green deployment depends on which compute platform your
deployment is using.

Blue/Green deployment on an AWS Lambda or Amazon ECS compute platform

If you're using the AWS Lambda or Amazon ECS compute platform, you must indicate how traffic
is shifted from the original AWS Lambda function or Amazon ECS task set to the new function

or task set. To indicate how traffic is shifted, you must specify one of the following deployment
configurations:

« canary

« linear

« all-at-once

For information on how traffic is shifted in a canary, linear, or all-at-once deployment
configurations, see Deployment configuration.

For details on the Lambda deployment configuration, see Deployment configurations on an AWS
Lambda compute platform.
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For details on the Amazon ECS deployment configuration, see Deployment configurations on an

Amazon ECS compute platform.

Blue/Green deployment on an EC2/on-premises compute platform

(@ Note

You must use Amazon EC2 instances for blue/green deployments on the EC2/0On-
Premises compute platform. On-premises instances are not supported for the blue/green
deployment type.

If you're using the EC2/0n-Premises compute platform, the following applies:

You must have one or more Amazon EC2 instances with identifying Amazon EC2 tags or an Amazon
EC2 Auto Scaling group. The instances must meet these additional requirements:

« Each Amazon EC2 instance must have the correct IAM instance profile attached.

» The CodeDeploy agent must be installed and running on each instance.

(® Note

You typically also have an application revision running on the instances in your original
environment, but this is not a requirement for a blue/green deployment.

When you create a deployment group that is used in blue/green deployments, you can choose how
your replacement environment is specified:

Copy an existing Amazon EC2 Auto Scaling group: During the blue/green deployment,
CodeDeploy creates the instances for your replacement environment during the deployment. With
this option, CodeDeploy uses the Amazon EC2 Auto Scaling group you specify as a template for
the replacement environment, including the same number of running instances and many other
configuration options.

Choose instances manually: You can specify the instances to be counted as your replacement
using Amazon EC2 instance tags, Amazon EC2 Auto Scaling group names, or both. If you choose
this option, you do not need to specify the instances for the replacement environment until you
create a deployment.
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Here's how it works:

1. You already have instances or an Amazon EC2 Auto Scaling group that serves as your original
environment. The first time you run a blue/green deployment, you typically use instances that
were already used in an in-place deployment.

2. In an existing CodeDeploy application, you create a blue/green deployment group where, in
addition to the options required for an in-place deployment, you specify the following:

» The load balancer or load balancers that route traffic from your original environment to your
replacement environment during the blue/green deployment process.

« Whether to reroute traffic to the replacement environment immediately or wait for you to
reroute it manually.

» The rate at which traffic is routed to the replacement instances.
o Whether the instances that are replaced are terminated or kept running.
3. You create a deployment for this deployment group during which the following occur:

a. If you chose to copy an Amazon EC2 Auto Scaling group, instances are provisioned for your
replacement environment.

b. The application revision you specify for the deployment is installed on the replacement
instances.

c. If you specified a wait time in the deployment group settings, the deployment is paused.
This is the time when you can run tests and verifications in your replacement environment. If
you don't manually reroute the traffic before the end of the wait period, the deployment is
stopped.

d. Instances in the replacement environment are registered with an Elastic Load Balancing load
balancer and traffic starts being routed to them.

e. Instances in the original environment are deregistered and handled according to your
specification in the deployment group, either terminated or kept running.

Blue/Green deployment through AWS CloudFormation

You can manage CodeDeploy blue/green deployments by modeling your resources with an AWS
CloudFormation template.

When you model your blue/green resources using an AWS CloudFormation template, you create a
stack update in AWS CloudFormation that updates your task set. Production traffic shifts from your
service's original task set to a replacement task set either all at once, with linear deployments and
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bake times, or with canary deployments. The stack update initiates a deployment in CodeDeploy.
You can view the deployment status and history in CodeDeploy, but you do not otherwise create or
manage CodeDeploy resources outside of the AWS CloudFormation template.

(@ Note

For blue/green deployments through AWS CloudFormation, you don't create a CodeDeploy
application or deployment group.

This method supports Amazon ECS blue/green deployments only. For more information about
blue/green deployments through AWS CloudFormation, see Create an Amazon ECS blue/green
deployment through AWS CloudFormation.

We want to hear from you

We welcome your feedback. To contact us, visit the CodeDeploy forum.

Topics

e Primary Components

» Deployments
» Application Specification Files

CodeDeploy primary components

Before you start working with the service, you should familiarize yourself with the major
components of the CodeDeploy deployment process.

Topics

» Application

Compute platform

Deployment configuration

Deployment group

Deployment type
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IAM instance profile

Revision
Service role

Target revision

Other components

Application

An application is name that uniquely identifies the application you want to deploy. CodeDeploy

uses this name, which functions as a container, to ensure the correct combination of revision,

deployment configuration, and deployment group are referenced during a deployment.

Compute platform

A compute platform is a platform on which CodeDeploy deploys an application. There are three

compute platforms:

EC2/0n-Premises: Describes instances of physical servers that can be Amazon EC2 cloud
instances, on-premises servers, or both. Applications created using the EC2/0On-Premises
compute platform can be composed of executable files, configuration files, images, and more.

Deployments that use the EC2/0On-Premises compute platform manage the way in which
traffic is directed to instances by using an in-place or blue/green deployment type. For more
information, see Overview of CodeDeploy deployment types.

AWS Lambda: Used to deploy applications that consist of an updated version of a Lambda
function. AWS Lambda manages the Lambda function in a serverless compute environment
made up of a high-availability compute structure. All administration of the compute resources is
performed by AWS Lambda. For more information, see Serverless Computing and Applications.
For more information about AWS Lambda and Lambda functions, see AWS Lambda.

You can manage the way in which traffic is shifted to the updated Lambda function versions
during a deployment by choosing a canary, linear, or all-at-once configuration.

Amazon ECS: Used to deploy an Amazon ECS containerized application as a task set. CodeDeploy
performs a blue/green deployment by installing an updated version of the application as a new
replacement task set. CodeDeploy reroutes production traffic from the original application task
set to the replacement task set. The original task set is terminated after a successful deployment.
For more information about Amazon ECS, see Amazon Elastic Container Service.
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You can manage the way in which traffic is shifted to the updated task set during a deployment
by choosing a canary, linear, or all-at-once configuration.

® Note

Amazon ECS blue/green deployments are supported through both CodeDeploy and AWS
CloudFormation. Details for these deployments are described in subsequent sections.

Deployment configuration

A deployment configuration is set of deployment rules and deployment success and failure
conditions used by CodeDeploy during a deployment. If your deployment uses the EC2/0On-
Premises compute platform, you can specify the minimum number of healthy instances for the
deployment. If your deployment uses the AWS Lambda or the Amazon ECS compute platform, you
can specify how traffic is routed to your updated Lambda function or ECS task set.

For more information about specifying the minimum number of healthy hosts for a deployment
that uses the EC2/0n-Premises compute platform, see About the minimum number of healthy

instances.

The following deployment configurations specify how traffic is routed during a deployment that
uses the Lambda or the ECS compute platform:

« Canary: Traffic is shifted in two increments. You can choose from predefined canary options that
specify the percentage of traffic shifted to your updated Lambda function or ECS task set in the
first increment and the interval, in minutes, before the remaining traffic is shifted in the second
increment.

« Linear: Traffic is shifted in equal increments with an equal number of minutes between each
increment. You can choose from predefined linear options that specify the percentage of traffic
shifted in each increment and the number of minutes between each increment.

« All-at-once: All traffic is shifted from the original Lambda function or ECS task set to the
updated function or task set all at once.
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Deployment group

A deployment group is a set of individual instances. A deployment group contains individually
tagged instances, Amazon EC2 instances in Amazon EC2 Auto Scaling groups, or both. For
information about Amazon EC2 instance tags, see Working with Tags Using the Console.

For information about on-premises instances, see Working with On-Premises Instances. For
information about Amazon EC2 Auto Scaling, see Integrating CodeDeploy with Amazon EC2 Auto

Scaling.

Deployment type

A deployment type is a method used to make the latest application revision available on instances
in a deployment group. There are two deployment types:

» In-place deployment: The application on each instance in the deployment group is stopped,
the latest application revision is installed, and the new version of the application is started
and validated. You can use a load balancer so that each instance is deregistered during its
deployment and then restored to service after the deployment is complete. Only deployments
that use the EC2/0n-Premises compute platform can use in-place deployments. For more
information about in-place deployments, see Overview of an in-place deployment.

« Blue/green deployment: The behavior of your deployment depends on which compute platform
you use:

« Blue/green on an EC2/0n-Premises compute platform: The instances in a deployment
group (the original environment) are replaced by a different set of instances (the replacement
environment) using these steps:

« Instances are provisioned for the replacement environment.
» The latest application revision is installed on the replacement instances.

« An optional wait time occurs for activities such as application testing and system
verification.

« Instances in the replacement environment are registered with one or more Elastic Load
Balancing load balancers, causing traffic to be rerouted to them. Instances in the original
environment are deregistered and can be terminated or kept running for other uses.
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® Note

If you use an EC2/0On-Premises compute platform, be aware that blue/green
deployments work with Amazon EC2 instances only.

« Blue/green on an AWS Lambda or Amazon ECS compute platform: Traffic is shifted in
increments according to a canary, linear, or all-at-once deployment configuration.

« Blue/green deployments through AWS CloudFormation: Traffic is shifted from your
current resources to your updated resources as part of an AWS CloudFormation stack update.
Currently, only ECS blue/green deployments are supported.

For more information about blue/green deployments, see Overview of a blue/green deployment.

® Note

Amazon ECS blue/green deployments are supported using both CodeDeploy and AWS
CloudFormation. Details for these deployments are described in subsequent sections.

IAM instance profile

An IAM instance profile is an IAM role that you attach to your Amazon EC2 instances. This profile
includes the permissions required to access the Amazon S3 buckets or GitHub repositories where
the applications are stored. For more information, see Step 4: Create an IAM instance profile for

your Amazon EC2 instances.

Revision

A revision is a version of your application. An AWS Lambda deployment revision is a YAML- or
JSON-formatted file that specifies information about the Lambda function to deploy. An EC2/
On-Premises deployment revision is an archive file that contains source content (source code,
webpages, executable files, and deployment scripts) and an application specification file (AppSpec
file). AWS Lambda revisions can be stored in Amazon S3 buckets. EC2/0n-Premises revisions

are stored in Amazon S3 buckets or GitHub repositories. For Amazon S3, a revision is uniquely
identified by its Amazon S3 object key and its ETag, version, or both. For GitHub, a revision is
uniquely identified by its commit ID.
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Service role

A service role is an IAM role that grants permissions to an AWS service so it can access AWS
resources. The policies you attach to the service role determine which AWS resources the service
can access and the actions it can perform with those resources. For CodeDeploy, a service role is
used for the following:

» To read either the tags applied to the instances or the Amazon EC2 Auto Scaling group names
associated with the instances. This enables CodeDeploy to identify instances to which it can
deploy applications.

» To perform operations on instances, Amazon EC2 Auto Scaling groups, and Elastic Load
Balancing load balancers.

» To publish information to Amazon SNS topics so that notifications can be sent when specified
deployment or instance events occur.

« To retrieve information about CloudWatch alarms to set up alarm monitoring for deployments.

For more information, see Step 2: Create a service role for CodeDeploy.

Target revision

A target revision is the most recent version of the application revision that you have uploaded to
your repository and want to deploy to the instances in a deployment group. In other words, the
application revision currently targeted for deployment. This is also the revision that is pulled for
automatic deployments.

Other components

For information about other components in the CodeDeploy workflow, see the following topics:

o Choose a CodeDeploy repository type

» Deployments
» Application Specification Files

+ Instance Health

« Working with the CodeDeploy agent

« Working with On-Premises Instances
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CodeDeploy deployments

This topic provides information about the components and workflow of deployments in
CodeDeploy. The deployment process varies, depending on the compute platform or deployment
method (Lambda, Amazon ECS, EC2/0n-Premises, or through AWS CloudFormation) that you use
for your deployments.

Topics

» Deployments on an AWS Lambda Compute Platform

« Deployments on an Amazon ECS Compute Platform

« Deployments on an EC2/0On-Premises Compute Platform

Deployments on an AWS Lambda Compute Platform

This topic provides information about the components and workflow of CodeDeploy deployments
that use the AWS Lambda compute platform.

Topics

o Deployment workflow on an AWS Lambda compute platform

» Uploading your application revision

« Creating your application and deployment groups

» Deploying your application revision

« Updating your application

» Stopped and failed deployments

» Redeployments and deployment rollbacks

Deployment workflow on an AWS Lambda compute platform

The following diagram shows the primary steps in the deployment of new and updated AWS
Lambda functions.
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Create application

Specify deployment group

Specify deployment configuration

Specify an AppSpec file

Deploy

Check results

Redeploy as needed

These steps include:

1.

Create an application and give it a name that uniquely identifies the application revisions you
want to deploy. To deploy Lambda functions, choose AWS Lambda compute platform when
you create your application. CodeDeploy uses this name during a deployment to make sure it is
referencing the correct deployment components, such as the deployment group, deployment
configuration, and application revision. For more information, see Create an application with

CodeDeploy.

. Set up a deployment group by specifying your deployment group's name.

. Choose a deployment configuration to specify how traffic is shifted from your original AWS

Lambda function version to your new Lambda function version. For more information, see View
Deployment Configuration Details.

. Uploading an application specification file (AppSpec file) to Amazon S3. The AppSpec file

specifies a Lambda function version and Lambda functions used to validate your deployment.
If you don't want to create an AppSpec file, you can specify a Lambda function version and
Lambda deployment validation functions directly in the console using YAML or JSON. For more
information, see Working with application revisions for CodeDeploy.
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5. Deploy your application revision to the deployment group. AWS CodeDeploy deploys the
Lambda function revision you specified. The traffic is shifted to your Lambda function revision
using the deployment AppSpec file you chose when you created your application. For more
information, see Create a deployment with CodeDeploy.

6. Check the deployment results. For more information, see Monitoring deployments in
CodeDeploy.

Uploading your application revision

Place an AppSpec file in Amazon S3 or enter it directly into the console or AWS CLI. For more
information, see Application Specification Files.

Creating your application and deployment groups

A CodeDeploy deployment group on an AWS Lambda compute platform identifies a collection
of one or more AppSpec files. Each AppSpec file can deploy one Lambda function version. A
deployment group also defines a set of configuration options for future deployments, such as
alarms and rollback configurations.

Deploying your application revision

Now you're ready to deploy the function revision specified in the AppSpec file to the deployment
group. You can use the CodeDeploy console or the create-deployment command. There are

parameters you can specify to control your deployment, including the revision, deployment group,
and deployment configuration.

Updating your application

You can make updates to your application and then use the CodeDeploy console or call the create-
deployment command to push a revision.

Stopped and failed deployments

You can use the CodeDeploy console or the stop-deployment command to stop a deployment.

When you attempt to stop the deployment, one of three things happens:

« The deployment stops, and the operation returns a status of succeeded. In this case, no more
deployment lifecycle events are run on the deployment group for the stopped deployment.
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» The deployment does not immediately stop, and the operation returns a status of pending. In
this case, some deployment lifecycle events might still be running on the deployment group.
After the pending operation is complete, subsequent calls to stop the deployment return a status
of succeeded.

« The deployment cannot stop, and the operation returns an error. For more information, see
ErrorInformation and Common errors in the AWS CodeDeploy API Reference.

Like stopped deployments, failed deployments might result in some deployment lifecycle events
having already been run. To find out why a deployment failed, you can use the CodeDeploy console
or analyze the log file data from the failed deployment. For more information, see Application
revision and log file cleanup and View log data for CodeDeploy EC2/0n-Premises deployments.

Redeployments and deployment rollbacks

CodeDeploy implements rollbacks by redeploying, as a new deployment, a previously deployed
revision.

You can configure a deployment group to automatically roll back deployments when certain
conditions are met, including when a deployment fails or an alarm monitoring threshold is met.
You can also override the rollback settings specified for a deployment group in an individual
deployment.

You can also choose to roll back a failed deployment by manually redeploying a previously
deployed revision.

In all cases, the new or rolled-back deployment is assigned its own deployment ID. The list of
deployments you can view in the CodeDeploy console shows which ones are the result of an
automatic deployment.

For more information, see Redeploy and roll back a deployment with CodeDeploy.

Deployments on an Amazon ECS Compute Platform

This topic provides information about the components and workflow of CodeDeploy deployments
that use the Amazon ECS compute platform.

Topics

» Before you begin an Amazon ECS deployment
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Deployment workflow (high level) on an Amazon ECS compute platform

What happens during an Amazon ECS deployment

Uploading your application revision

Creating your application and deployment groups

Deploying your application revision

Updating your application

Stopped and failed deployments

Redeployments and deployment rollbacks

Amazon ECS blue/green deployments through AWS CloudFormation

Before you begin an Amazon ECS deployment

Before you begin an Amazon ECS application deployment, you must have the following ready.
Some requirements are specified when you create your deployment group, and some are specified

in the AppSpec file.
Requirement Where specified
Amazon ECS cluster Deployment group
Amazon ECS service Deployment group
Application Load Balancer or Network Load Deployment group
Balancer
Production listener Deployment group
Test listener (optional) Deployment group
Two target groups Deployment group
Amazon ECS task definition AppSpec file
Container name AppSpec file
Container port AppSpec file

Deployments on an Amazon ECS Compute Platform
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Amazon ECS cluster

An Amazon ECS cluster is a logical grouping of tasks or services. You specify the Amazon ECS
cluster that contains your Amazon ECS service when you create your CodeDeploy application's

deployment group. For more information, see Amazon ECS clusters in the Amazon Elastic
Container Service User Guide.

Amazon ECS service

An Amazon ECS service maintains and runs specified instances of a task definition in an Amazon
ECS cluster. Your Amazon ECS service must be enabled for CodeDeploy. By default, an Amazon
ECS service is enabled for Amazon ECS deployments. When you create your deployment group,
you choose to deploy an Amazon ECS service that is in your Amazon ECS cluster. For more
information, see Amazon ECS services in the Amazon Elastic Container Service User Guide.

Application Load Balancer or Network Load Balancer

You must use Elastic Load Balancing with the Amazon ECS service you want to update with
an Amazon ECS deployment. You can use an Application Load Balancer or a Network Load
Balancer. We recommend an Application Load Balancer so you can take advantage of features
such as dynamic port mapping and path-based routing and priority rules. You specify the
load balancer when you create your CodeDeploy application's deployment group. For more
information, see Set up a load balancer, target groups, and listeners for CodeDeploy Amazon

ECS deployments and Creating a load balancer in the Amazon Elastic Container Service User
Guide.

One or two listeners

A listener is used by your load balancer to direct traffic to your target groups. One production
listener is required. You can specify an optional second test listener that directs traffic to your
replacement task set while you run validation tests. You specify one or both listeners when
you create your deployment group. If you use the Amazon ECS console to create your Amazon
ECS service, your listeners are created for you. For more information, see Listeners for your

application load balancers in the Elastic Load Balancing User Guide and Creating a service in the
Amazon Elastic Container Service User Guide.

Two Amazon ECS target groups

A target group is used to route traffic to a registered target. An Amazon ECS deployment
requires two target groups: one for your Amazon ECS application's original task set and one for
its replacement task set. During deployment, CodeDeploy creates a replacement task set and
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reroutes traffic from the original task set to the new one. You specify the target groups when
you create your CodeDeploy application's deployment group.

During a deployment, CodeDeploy determines which target group is associated with the task
set in your Amazon ECS service that has the status PRIMARY (this is the original task set)

and associates one target group with it, and then associates the other target group with the
replacement task set. If you do another deployment, the target group associated with the
current deployment's original task set is associated with the next deployment's replacement
task set. For more information, see Target groups for your application load balancers in the
Elastic Load Balancing User Guide.

An Amazon ECS task definition

A task definition is required to run the Docker container that contains your Amazon ECS
application. You specify the ARN of your task definition in your CodeDeploy application's
AppSpec file. For more information, see Amazon ECS task definitions in the Amazon Elastic
Container Service User Guide and AppSpec 'resources' section for Amazon ECS deployments.

A container for your Amazon ECS application

A Docker container is a unit of software that packages up code and its dependencies so your
application can run. A container isolates your application so it runs in different computing
environments. Your load balancer directs traffic to a container in your Amazon ECS application's
task set. You specify the name of your container in your CodeDeploy application's AppSpec

file. The container specified in your AppSpec file must be one of the containers specified in
your Amazon ECS task definition. For more information, see What is Amazon Elastic Container

Service? in the Amazon Elastic Container Service User Guide and AppSpec 'resources' section for

Amazon ECS deployments.

A port for your replacement task set

During your Amazon ECS deployment, your load balancer directs traffic to this port on the
container specified in your CodeDeploy application's AppSpec file. You specify the port in your
CodeDeploy application's AppSpec file. For more information, see AppSpec 'resources' section

for Amazon ECS deployments.

Deployment workflow (high level) on an Amazon ECS compute platform

The following diagram shows the primary steps in the deployment of updated Amazon ECS
services.
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Create an Amazon ECS service and
set its deployment controller to
CodeDeploy

Create a CodeDeploy application

Create a deployment group

Specify an AppSpec file

Deploy

Check results

Redeploy as needed

These steps include:

1. Create an AWS CodeDeploy application by specifying a name that uniquely represents
what you want to deploy. To deploy an Amazon ECS application, in your AWS CodeDeploy

application, choose the Amazon ECS compute platform. CodeDeploy uses an application during

a deployment to reference the correct deployment components, such as the deployment group,

target groups, listeners, and traffic rerouting behavior, and application revision. For more
information, see Create an application with CodeDeploy.

2. Set up a deployment group by specifying:

« The deployment group name.

« Your Amazon ECS cluster and service name. The Amazon ECS service's deployment controller

must be set to CodeDeploy.

« The production listener, an optional test listener, and target groups used during a deployment.

» Deployment settings, such as when to reroute production traffic to the replacement Amazon

ECS task set in your Amazon ECS service and when to terminate the original Amazon ECS task

set in your Amazon ECS service.

Deployments on an Amazon ECS Compute Platform
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» Optional settings, such as triggers, alarms, and rollback behavior.

3. Specify an application specification file (AppSpec file). You can upload it to Amazon S3, enter it
into the console in YAML or JSON format, or specify it with the AWS CLI or SDK. The AppSpec
file specifies an Amazon ECS task definition for the deployment, a container name and port
mapping used to route traffic, and Lambda functions run after deployment lifecycle hooks. The
container name must be a container in your Amazon ECS task definition. For more information,
see Working with application revisions for CodeDeploy.

4. Deploy your application revision. AWS CodeDeploy reroutes traffic from the original version of
a task set in your Amazon ECS service to a new, replacement task set. Target groups specified in
the deployment group are used to serve traffic to the original and replacement task sets. After
the deployment is complete, the original task set is terminated. You can specify an optional test
listener to serve test traffic to your replacement version before traffic is rerouted to it. For more
information, see Create a deployment with CodeDeploy.

5. Check the deployment results. For more information, see Monitoring deployments in
CodeDeploy.

What happens during an Amazon ECS deployment

Before an Amazon ECS deployment with a test listener starts, you must configure its components.
For more information, see Before you begin an Amazon ECS deployment.

The following diagram shows the relationship between these components when an Amazon ECS
deployment is ready to start.
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When the deployment starts, the deployment lifecycle events start to execute one at a time. Some
lifecycle events are hooks that only execute Lambda functions specified in the AppSpec file. The
deployment lifecycle events in the following table are listed in the order they execute. For more
information, see AppSpec 'hooks' section for an Amazon ECS deployment.

Lifecycle event

BeforeInstall (a hook for Lambda

functions)

Install

AfterInstall (a hook for Lambda

functions)

AllowTestTraffic

AfterAllowTestTraffic
Lambda functions)

(a hook for

Lifecycle event action

Run Lambda functions.

Set up the replacement task set.

Run Lambda functions.

Route traffic from the test listener to target
group 2.

Run Lambda functions.
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Lifecycle event

BeforeAllowTraffic
functions)

AllowTraffic

AfterAllowTraffic

® Note

(a hook for Lambda

Lambda functions in a hook are optional.

Lifecycle event action

Run Lambda functions.

Route traffic from the production listener to
target group 2.

Run Lambda functions.

Execute any Lambda functions specified in the BeforeInstall hook in the AppSpec file.

During the Install lifecycle event:

a. A replacement task set is created in your Amazon ECS service.

b. The updated containerized application is installed into the replacement task set.

c. The second target group is associated with the replacement task set.

This diagram shows deployment components with the new replacement task set. The
containerized application is inside this task set. The task set is composed of three tasks. (An
application can have any number of tasks.) The second target group is now associated with the

replacement task set.
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5.

Execute any Lambda functions specified in the AfterAllowTestTraffic hook in the
AppSpec file. Lambda functions can validate the deployment using the test traffic. For
example, a Lambda function can serve traffic to the test listener and track metrics from the
replacement task set. If rollbacks are configured, you can configure a CloudWatch alarm that
triggers a rollback when the validation test in your Lambda function fails.

After the validation tests are complete, one of the following occurs:
« If validation fails and rollbacks are configured, the deployment status is marked Failed and
components return to their state when the deployment started.

« If validation fails and rollbacks are not configured, the deployment status is marked Failed
and components remain in their current state.

« If validation succeeds, the deployment continues to the BeforeAllowTraffic hook.

For more information, see Monitoring deployments with CloudWatch alarms in CodeDeploy,
Automatic rollbacks, and Configure advanced options for a deployment group.

Execute any Lambda functions specified in the BeforeAllowTraffic hook in the AppSpec
file.

The AllowTraffic event is invoked. Production traffic is rerouted from the original task set
to the replacement task set. The following diagram shows the replacement task set receiving
production traffic.
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Uploading your application revision

Place an AppSpec file in Amazon S3 or enter it directly into the console or AWS CLI. For more
information, see Application Specification Files.

Creating your application and deployment groups

A CodeDeploy deployment group on an Amazon ECS compute platform identifies listeners to
serve traffic to your updated Amazon ECS application and two target groups used during your
deployment. A deployment group also defines a set of configuration options, such as alarms and
rollback configurations.

Deploying your application revision

Now you're ready to deploy the updated Amazon ECS service specified in your deployment group.
You can use the CodeDeploy console or the create-deployment command. There are parameters
you can specify to control your deployment, including the revision and deployment group.

Updating your application

You can make updates to your application and then use the CodeDeploy console or call the create-
deployment command to push a revision.

Stopped and failed deployments

You can use the CodeDeploy console or the stop-deployment command to stop a deployment.
When you attempt to stop the deployment, one of three things happens:

« The deployment stops, and the operation returns a status of succeeded. In this case, no more
deployment lifecycle events are run on the deployment group for the stopped deployment.

» The deployment does not immediately stop, and the operation returns a status of pending. In
this case, some deployment lifecycle events might still be running on the deployment group.
After the pending operation is complete, subsequent calls to stop the deployment return a status
of succeeded.

» The deployment cannot stop, and the operation returns an error. For more information, see Error

information and Common errors in the AWS CodeDeploy API Reference.
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Redeployments and deployment rollbacks

CodeDeploy implements rollbacks by rerouting traffic from the replacement task set to the original
task set.

You can configure a deployment group to automatically roll back deployments when certain
conditions are met, including when a deployment fails or an alarm monitoring threshold is met.
You can also override the rollback settings specified for a deployment group in an individual
deployment.

You can also choose to roll back a failed deployment by manually redeploying a previously
deployed revision.

In all cases, the new or rolled-back deployment is assigned its own deployment ID. The CodeDeploy
console displays a list of deployments that are the result of an automatic deployment.

If you redeploy, the target group associated with the current deployment's original task set is
associated with the redeployment's replacement task set.

For more information, see Redeploy and roll back a deployment with CodeDeploy.

Amazon ECS blue/green deployments through AWS CloudFormation

You can use AWS CloudFormation to manage Amazon ECS blue/green deployments through
CodeDeploy. For more information, see Create an Amazon ECS blue/green deployment through
AWS CloudFormation.

@ Note

Managing Amazon ECS blue/green deployments with AWS CloudFormation is not available
in the Asia Pacific (Osaka) region.

Deployments on an EC2/0n-Premises Compute Platform

This topic provides information about the components and workflow of CodeDeploy deployments
that use the EC2/0n-Premises compute platform. For information about blue/green deployments,
see Overview of a blue/green deployment.

Topics
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Deployment components on an EC2/on-premises compute platform

Deployment workflow on an EC2/on-premises compute platform

Setting up instances

Uploading your application revision

Creating your application and deployment groups

Deploying your application revision

Updating your application

Stopped and failed deployments

Redeployments and deployment rollbacks

Deployment components on an EC2/on-premises compute platform

The following diagram shows the components in a CodeDeploy deployment on an EC2/0On-
Premises compute platform.

Application
What to deploy? At what rate to deploy? Where to deploy to?
Deployment group
Revision #1 —»  Instance
. Deployment
Revision #2 =—— e —_— Instance

configuration

. . Auto Scali rou
Revision #3 ne group

. Instance

Deployment workflow on an EC2/on-premises compute platform

The following diagram shows the major steps in the deployment of application revisions:
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Create application

Specify deployment group

Specify deployment configuration

Upload revision

Deploy

Check results

Redeploy as needed

These steps include:

1. Create an application and give it a name that uniquely identifies the application revisions
you want to deploy and the compute platform for your application. CodeDeploy uses this
name during a deployment to make sure it is referencing the correct deployment components,
such as the deployment group, deployment configuration, and application revision. For more
information, see Create an application with CodeDeploy.

2. Set up a deployment group by specifying a deployment type and the instances to which you
want to deploy your application revisions. An in-place deployment updates instances with the
latest application revision. A blue/green deployment registers a replacement set of instances for
the deployment group with a load balancer and deregisters the original instances.

You can specify the tags applied to the instances, the Amazon EC2 Auto Scaling group names, or
both.

If you specify one group of tags in a deployment group, CodeDeploy deploys to instances

that have at least one of the specified tags applied. If you specify two or more tag groups,
CodeDeploy deploys only to the instances that meet the criteria for each of the tag groups. For
more information, see Tagging Instances for Deployments.
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In all cases, the instances must be configured to be used in a deployment (that is, they must
be tagged or belong to an Amazon EC2 Auto Scaling group) and have the CodeDeploy agent
installed and running.

We provide you with an AWS CloudFormation template that you can use to quickly set up an
Amazon EC2 instance based on Amazon Linux or Windows Server. We also provide you with the
standalone CodeDeploy agent so that you can install it on Amazon Linux, Ubuntu Server, Red
Hat Enterprise Linux (RHEL), or Windows Server instances. For more information, see Create a
deployment group with CodeDeploy.

You can also specify the following options:

« Amazon SNS notifications. Create triggers that send notifications to subscribers of
an Amazon SNS topic when specified events, such as success or failure events, occur in
deployments and instances. For more information, see Monitoring Deployments with Amazon
SNS Event Notifications.

« Alarm-based deployment management. Implement Amazon CloudWatch alarm monitoring
to stop deployments when your metrics exceed or fall below the thresholds set in
CloudWatch.

« Automatic deployment rollbacks. Configure a deployment to roll back automatically to the
previously known good revision when a deployment fails or an alarm threshold is met.

3. Specify a deployment configuration to indicate to how many instances your application revisions
should be simultaneously deployed and to describe the success and failure conditions for the
deployment. For more information, see View Deployment Configuration Details.

4. Upload an application revision to Amazon S3 or GitHub. In addition to the files you want to
deploy and any scripts you want to run during the deployment, you must include an application
specification file (AppSpec file). This file contains deployment instructions, such as where to copy
the files onto each instance and when to run deployment scripts. For more information, see
Working with application revisions for CodeDeploy.

5. Deploy your application revision to the deployment group. The CodeDeploy agent on each
instance in the deployment group copies your application revision from Amazon S3 or GitHub
to the instance. The CodeDeploy agent then unbundles the revision, and using the AppSpec
file, copies the files into the specified locations and executes any deployment scripts. For more
information, see Create a deployment with CodeDeploy.

6. Check the deployment results. For more information, see Monitoring deployments in
CodeDeploy.
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7. Redeploy a revision. You might want to do this if you need to fix a bug in the source content,
or run the deployment scripts in a different order, or address a failed deployment. To do this,
rebundle your revised source content, any deployment scripts, and the AppSpec file into a new
revision, and then upload the revision to the Amazon S3 bucket or GitHub repository. Then
execute a new deployment to the same deployment group with the new revision. For more
information, see Create a deployment with CodeDeploy.

Setting up instances

You must set up instances before you can deploy application revisions for the first time. If an
application revision requires three production servers and two backup servers, you launch or use
five instances.

To manually provision instances:

1. Install the CodeDeploy agent on the instances. The CodeDeploy agent can be installed on
Amazon Linux, Ubuntu Server, RHEL, and Windows Server instances.

2. Enable tagging, if you are using tags to identify instances in a deployment group. CodeDeploy
relies on tags to identify and group instances into CodeDeploy deployment groups. Although
the Getting Started tutorials used both, you can simply use a key or a value to define a tag for a
deployment group.

3. Launch Amazon EC2 instances with an IAM instance profile attached. The IAM instance profile
must be attached to an Amazon EC2 instance as it is launched for the CodeDeploy agent to
verify the identity of the instance.

4. Create a service role. Provide service access so that CodeDeploy can expand the tags in your AWS
account.

For an initial deployment, the AWS CloudFormation template does all of this for you. It creates
and configures new, single Amazon EC2 instances based on Amazon Linux or Windows Server with
the CodeDeploy agent already installed. For more information, see Working with instances for

CodeDeploy.
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® Note

For a blue/green deployment, you can choose between using instances that you already
have for the replacement environment or letting CodeDeploy provision new instances for
you as part of the deployment process.

Uploading your application revision

Place an AppSpec file under the root folder in your application's source content folder structure.
For more information, see Application Specification Files.

Bundle the application's source content folder structure into an archive file format such as zip,
tar, or compressed tar. Upload the archive file (the revision) to an Amazon S3 bucket or GitHub
repository.

(® Note

The tar and compressed tar archive file formats (.tar and .tar.gz) are not supported for
Windows Server instances.

Creating your application and deployment groups

A CodeDeploy deployment group identifies a collection of instances based on their tags, Amazon
EC2 Auto Scaling group names, or both. Multiple application revisions can be deployed to the same
instance. An application revision can be deployed to multiple instances.

For example, you could add a tag of "Prod" to the three production servers and "Backup" to the
two backup servers. These two tags can be used to create two different deployment groups in the
CodeDeploy application, allowing you to choose which set of servers (or both) should participate in
a deployment.

You can use multiple tag groups in a deployment group to restrict deployments to a smaller set of
instances. For information, see Tagging Instances for Deployments.

Deploying your application revision

Now you're ready to deploy your application revision from Amazon S3 or GitHub to the
deployment group. You can use the CodeDeploy console or the create-deployment command.
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There are parameters you can specify to control your deployment, including the revision,
deployment group, and deployment configuration.

Updating your application

You can make updates to your application and then use the CodeDeploy console or call the create-
deployment command to push a revision.

Stopped and failed deployments

You can use the CodeDeploy console or the stop-deployment command to stop a deployment.

When you attempt to stop the deployment, one of three things happens:

« The deployment stops, and the operation returns a status of succeeded. In this case, no more
deployment lifecycle events are run on the deployment group for the stopped deployment.
Some files might have already been copied to, and some scripts might have already been run on,
one or more of the instances in the deployment group.

» The deployment does not immediately stop, and the operation returns a status of pending. In
this case, some deployment lifecycle events might still be running on the deployment group.
Some files might have already been copied to, and some scripts might have already been run on,
one or more of the instances in the deployment group. After the pending operation is complete,
subsequent calls to stop the deployment return a status of succeeded.

» The deployment cannot stop, and the operation returns an error. For more information, see
ErrorInformation and Common errors in the AWS CodeDeploy API Reference.

Like stopped deployments, failed deployments might result in some deployment lifecycle events
having already been run on one or more of the instances in the deployment group. To find out
why a deployment failed, you can use the CodeDeploy console, call the get-deployment-instance

command, or analyze the log file data from the failed deployment. For more information, see
Application revision and log file cleanup and View log data for CodeDeploy EC2/0On-Premises

deployments.

Redeployments and deployment rollbacks

CodeDeploy implements rollbacks by redeploying, as a new deployment, a previously deployed
revision.

You can configure a deployment group to automatically roll back deployments when certain
conditions are met, including when a deployment fails or an alarm monitoring threshold is met.
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You can also override the rollback settings specified for a deployment group in an individual
deployment.

You can also choose to roll back a failed deployment by manually redeploying a previously
deployed revision.

In all cases, the new or rolled-back deployment is assigned its own deployment ID. The list of
deployments you can view in the CodeDeploy console shows which ones are the result of an
automatic deployment.

For more information, see Redeploy and roll back a deployment with CodeDeploy.

CodeDeploy application specification (AppSpec) files

An application specification file (AppSpec file), which is unique to CodeDeploy, is a YAML-formatted
or JSON-formatted file. The AppSpec file is used to manage each deployment as a series of
lifecycle event hooks, which are defined in the file.

For information about how to create a well-formed AppSpec file, see CodeDeploy AppSpec file

reference.

Topics

» AppSpec files on an Amazon ECS Compute Platform

» AppSpec files on an AWS Lambda compute platform

o AppSpec files on an EC2/on-premises compute platform

» How the CodeDeploy agent uses the AppSpec file

AppSpec files on an Amazon ECS Compute Platform

If your application uses the Amazon ECS compute platform, the AppSpec file can be formatted
with either YAML or JSON. It can also be typed directly into an editor in the console. The AppSpec
file is used to specify:

» The name of the Amazon ECS service and the container name and port used to direct traffic to
the new task set.

« The functions to be used as validation tests.

Application specification files API Version 2014-10-06 45


http://www.yaml.org
http://www.json.org

AWS CodeDeploy User Guide

You can run validation Lambda functions after deployment lifecycle events. For more information,
see AppSpec 'hooks' section for an Amazon ECS deployment, AppSpec file structure for Amazon

ECS deployments, and AppSpec File example for an Amazon ECS deployment .

AppSpec files on an AWS Lambda compute platform

If your application uses the AWS Lambda compute platform, the AppSpec file can be formatted
with either YAML or JSON. It can also be typed directly into an editor in the console. The AppSpec
file is used to specify:

« The AWS Lambda function version to deploy.

« The functions to be used as validation tests.

You can run validation Lambda functions after deployment lifecycle events. For more information,
see AppSpec 'hooks' section for an AWS Lambda deployment.

AppSpec files on an EC2/on-premises compute platform

If your application uses the EC2/0n-Premises compute platform, the AppSpec file is always YAML-
formatted. The AppSpec file is used to:

» Map the source files in your application revision to their destinations on the instance.
» Specify custom permissions for deployed files.

» Specify scripts to be run on each instance at various stages of the deployment process.

You can run scripts on an instance after many of the individual deployment lifecycle events.
CodeDeploy runs only those scripts specified in the file, but those scripts can call other scripts
on the instance. You can run any type of script as long as it is supported by the operating system
running on the instances. For more information, see AppSpec 'hooks' section for an EC2/0n-
Premises deployment.

How the CodeDeploy agent uses the AppSpec file

During deployment, the CodeDeploy agent looks up the name of the current event in the hooks
section of the AppSpec file. If the event is not found, the CodeDeploy agent moves on to the next
step. If the event is found, the CodeDeploy agent retrieves the list of scripts to execute. The scripts
are run sequentially, in the order in which they appear in the file. The status of each script is logged
in the CodeDeploy agent log file on the instance.
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If a script runs successfully, it returns an exit code of O (zero).

® Note
The CodeDeploy agent is not used in an AWS Lambda or an Amazon ECS deployment.

During the Install event, the CodeDeploy agent uses the mappings defined in the files section of
the AppSpec file to determine which folders or files to copy from the revision to the instance.

If the CodeDeploy agent installed on the operating system doesn't match what's listed in the
AppSpec file, the deployment fails.

For information about CodeDeploy agent log files, see Working with the CodeDeploy agent.
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Getting started with CodeDeploy

Topics

Step 1: Setting up

Step 2: Create a service role for CodeDeploy

Step 3: Limit the CodeDeploy user's permissions

Step 4: Create an IAM instance profile for your Amazon EC2 instances

Step 1: Setting up

Before you use AWS CodeDeploy for the first time, you must complete setup steps. The steps
involve creating an AWS account (if you don't already have one), and an administrative user with
programmatic access.

In this guide, the administrative user is called the CodeDeploy administrative user.

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks
that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Step 1: Setting up API Version 2014-10-06 48


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/

AWS CodeDeploy User Guide

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM Identity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

You have now created and signed in as the CodeDeploy administrative user.
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Grant programmatic access

Users need programmatic access if they want to interact with AWS outside of the AWS

Management Console. The way to grant programmatic access depends on the type of user that's

accessing AWS.

To grant users programmatic access, choose one of the following options.

Which user needs
programmatic access?

Workforce identity

(Users managed in IAM
Identity Center)

IAM

IAM

To

Use temporary credentials to
sign programmatic requests
to the AWS CLI, AWS SDKs, or
AWS APIs.

Use temporary credentials to
sign programmatic requests
to the AWS CLI, AWS SDKs, or
AWS APIs.

(Not recommended)

Use long-term credentials to
sign programmatic requests
to the AWS CLI, AWS SDKs, or
AWS APIs.

By

Following the instructions for
the interface that you want to
use.

o For the AWS CLI, see
Configuring the AWS
CLI to use AWS IAM
Identity Center in the AWS
Command Line Interface
User Guide.

« For AWS SDKs, tools, and
AWS APIs, see IAM Identity
Center authentication in
the AWS SDKs and Tools
Reference Guide.

Following the instructions in
Using temporary credentia
ls with AWS resources in the
IAM User Guide.

Following the instructions for
the interface that you want to
use.

« For the AWS CLI, see
Authenticating using IAM

Grant programmatic access
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Which user needs To By
programmatic access?

user credentials in the AWS

Command Line Interface
User Guide.

e For AWS SDKs and tools,
see Authenticate using

long-term credentials in
the AWS SDKs and Tools
Reference Guide.

e For AWS APIs, see
Managing access keys for
IAM users in the IAM User
Guide.

/A Important

We strongly recommend you configure the CodeDeploy adminstrative user as a workforce
identity (a user managed in IAM Identity Center) with the AWS CLI. Many of the procedures
in this guide assume you're using the AWS CLI to perform configurations.

/A Important

If you configure the AWS CLI, you may be prompted to specify an AWS Region. Choose one
of the supported Regions listed in Region and endpoints in the AWS General Reference.

Step 2: Create a service role for CodeDeploy

In AWS, service roles are used to grant permissions to an AWS service so it can access AWS
resources. The policies that you attach to the service role determine which resources the service
can access and what it can do with those resources.

Step 2: Create a service role API Version 2014-10-06 51


https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#codedeploy_region

AWS CodeDeploy User Guide

The service role you create for CodeDeploy must be granted the permissions required for your
compute platform. If you deploy to more than one compute platform, create one service role for
each. To add permissions, attach one or more of the following AWS supplied policies:

For EC2/0n-Premises deployments, attach the AWSCodeDeployRole policy. It provides the
permissions for your service role to:

» Read the tags on your instances or identify your Amazon EC2 instances by Amazon EC2 Auto
Scaling group names.

« Read, create, update, and delete Amazon EC2 Auto Scaling groups, lifecycle hooks, and scaling
policies.

o Publish information to Amazon SNS topics.
 Retrieve information about CloudWatch alarms.

« Read and update Elastic Load Balancing.

(® Note

If you create your Auto Scaling group with a launch template, you must add the
following permissions:

e ec2:RunInstances
e ec2:CreateTags

- iam:PassRole
For more information, see Step 2: Create a service role, Creating a launch template for an

Auto Scaling group, and Launch template support in the Amazon EC2 Auto Scaling User
Guide.

For Amazon ECS deployments, if you want full access to support services, attach the
AWSCodeDeployRoleForECS policy. It provides the permissions for your service role to:

Read, update, and delete Amazon ECS task sets.

Update Elastic Load Balancing target groups, listeners, and rules.

Invoke AWS Lambda functions.

Access revision files in Amazon S3 buckets.

Retrieve information about CloudWatch alarms.
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o Publish information to Amazon SNS topics.

For Amazon ECS deployments, if you want limited access to support services, attach the
AWSCodeDeployRoleFoxrECSLimited policy. It provides the permissions for your service role to:

» Read, update, and delete Amazon ECS task sets.
» Retrieve information about CloudWatch alarms.

o Publish information to Amazon SNS topics.

For AWS Lambda deployments, if you want to allow publishing to Amazon SNS, attach the
AWSCodeDeployRoleForLambda policy. It provides the permissions for your service role to:

Read, update, and invoke AWS Lambda functions and aliases.

Access revision files in Amazon S3 buckets.

Retrieve information about CloudWatch alarms.

Publish information to Amazon SNS topics.

For AWS Lambda deployments, if you want to limit access to Amazon SNS, attach the
AWSCodeDeployRoleFoxrLambdaLimited policy. It provides the permissions for your service role
to:

« Read, update, and invoke AWS Lambda functions and aliases.
e Access revision files in Amazon S3 buckets.

o Retrieve information about CloudWatch alarms.

As part of setting up the service role, you also update its trust relationship to specify the endpoints
to which you want to grant it access.

You can create a service role with the IAM console, the AWS CLI, or the IAM APIs.

Topics

Create a service role (console)

Create a service role (CLI)

Get the service role ARN (console)

Get the service role ARN (CLI)
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Create a service role (console)

10.
11.

Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Roles, and then choose Create role.
Choose AWS service, and under Use case, from the drop-down list, choose CodeDeploy.

Choose your use case:

o For EC2/0On-Premises deployments, choose CodeDeploy.

« For AWS Lambda deployments, choose CodeDeploy for Lambda.
« For Amazon ECS deployments, choose CodeDeploy - ECS.
Choose Next.

On the Add permissions page, the correct permissions policy for the use case is displayed.
Choose Next.

On the Name, review, and create page, in Role name, enter a name for the service role (for
example, CodeDeploySexrviceRole), and then choose Create role.

You can also enter a description for this service role in Role description.

If you want this service role to have permission to access all currently supported endpoints,
you are finished with this procedure.

To restrict this service role from access to some endpoints, continue with the remaining steps
in this procedure.

In the list of roles, search for and choose the role you just created
(CodeDeployServiceRole).

Choose the Trust relationships tab.

Choose Edit trust policy.

You should see the following policy, which provides the service role permission to access all
supported endpoints:

"Version": "2012-10-17",
"Statement": [

{
llsidll: Illl’
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"Effect": "Allow",
"Principal": {
"Service": [
"codedeploy.amazonaws.com"

iy

"Action": "sts:AssumeRole"

To grant the service role access to only some supported endpoints, replace the contents of the
trust policy text box with the following policy. Remove the lines for the endpoints you want to
prevent access to, and then choose Update policy.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid":. "
"Effect": "Allow",

"Principal": {
"Service": [

"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.

us-east-1.
us-east-2.
us-west-1.
us-west-2.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com",

com",
com",

com",

ca-central-1.amazonaws.com",
ap-east-1.amazonaws.com",
ap-northeast-1.
ap-northeast-2.
ap-northeast-3.
ap-southeast-1.
ap-southeast-2.
ap-southeast-3. com",
ap-southeast-4. com",
ap-south-1.amazonaws.com",
ap-south-2.amazonaws.com",
ca-central-1.amazonaws.com",

"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.

amazonaws.com",

com",
com",
n

com",
com",

amazonaws.
amazonaws.
amazonaws.
amazonaws.
n

amazonaws.
amazonaws.

eu-west-1.amazonaws.com",
eu-west-2.amazonaws.com",
eu-west-3.amazonaws.com",
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"codedeploy.eu-central-1.amazonaws.com",
"codedeploy.eu-central-2.amazonaws.com",
"codedeploy.eu-north-1.amazonaws.com",
"codedeploy.eu-south-1.amazonaws.com",
"codedeploy.eu-south-2.amazonaws.com",
"codedeploy.il-central-1.amazonaws.com",
"codedeploy.me-central-1.amazonaws.com",
"codedeploy.me-south-1.amazonaws.com",
"codedeploy.sa-east-1.amazonaws.com"

}I

"Action": "sts:AssumeRole"

For more information about creating service roles, see Creating a role to delegate permissions to
an AWS service in the IAM User Guide.

Create a service role (CLI)

1.  On your development machine, create a text file named, for example, CodeDeployDemo-
Trust. json. This file is used to allow CodeDeploy to work on your behalf.

Do one of the following:

« To grant access to all supported AWS Regions, save the following content in the file:

"Version": "2012-10-17",
"Statement": [

{
"Sid". """,
"Effect": "Allow",
"Principal": {
"Service": [
"codedeploy.amazonaws.com"
]
.
"Action": "sts:AssumeRole"
}
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}

» To grant access to only some supported regions, type the following content into the file, and
remove the lines for the regions to which you want to exclude access:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",

"Principal": {
"Service": [

"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.

us-east-1.
us-east-2.
us-west-1.
us-west-2.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

com",
com",
n

com",
com",

"codedeploy.ca-central-1.amazonaws.com",
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.
"codedeploy.il-central-1.amazonaws.com",
"codedeploy.me-central-1.amazonaws.com",
"codedeploy.me-south-1.amazonaws.com",
"codedeploy.sa-east-1.amazonaws.com"

ap-east-1.amazonaws.com",
n

com",
com",

ap-northeast-1.
ap-northeast-2.
ap-northeast-3.
ap-southeast-1.
ap-southeast-2.
ap-southeast-3.
ap-southeast-4.
ap-south-1.amazonaws.com",
ap-south-2.amazonaws.com",
ca-central-1.amazonaws.com",
eu-west-1.amazonaws.com",

amazonaws.
amazonaws.
com",
com",
"

com",
com",

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.com",

eu-west-2.amazonaws.com",
eu-west-3.amazonaws.com",
eu-central-1.amazonaws.com",
eu-central-2.amazonaws.com",
eu-north-1.amazonaws.com",
eu-south-1.amazonaws.com",
eu-south-2.amazonaws.com",
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}I

"Action": "sts:AssumeRole"

(@ Note

Do not use a comma after the last endpoint in the list.

2. From the same directory, call the create-role command to create a service role named
CodeDeployServiceRole based on the information in the text file you just created:

aws iam create-role --role-name CodeDeployServiceRole --assume-role-policy-document
file://CodeDeployDemo-Trust.json

/A Important

Be sure to include file:// before the file name. It is required in this command.

In the command's output, make a note of the value of the Arn entry under the Role object.
You need it later when you create deployment groups. If you forget the value, follow the
instructions in Get the service role ARN (CLI) .

3. The managed policy you use depends on the compute platform.

« If your deployment is to an EC2/0On-Premises compute platform:

Call the attach-role-policy command to give the service role named
CodeDeployServiceRole the permissions based on the IAM managed policy named
AWSCodeDeployRole. For example:

aws iam attach-role-policy --role-name CodeDeployServiceRole --policy-arn
arn:aws:iam::aws:policy/service-role/AWSCodeDeployRole

« If your deployment is to an AWS Lambda compute platform:

Call the attach-role-policy command to give the service role named
CodeDeployServiceRole the permissions based on the IAM managed policy named
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AWSCodeDeployRoleFoxLambda or AWSCodeDeployRoleFoxLambdaLimited. For
example:

aws iam attach-role-policy --role-name CodeDeployServiceRole --policy-azrn
arn:aws:iam::aws:policy/service-role/AWSCodeDeployRoleForLambda

« If your deployment is to an Amazon ECS compute platform:

Call the attach-role-policy command to give the service role named
CodeDeployServiceRole the permissions based on the IAM managed policy named
AWSCodeDeployRoleFoxECS or AWSCodeDeployRoleForECSLimited. For example:

aws iam attach-role-policy --role-name CodeDeployServiceRole --policy-arn
arn:aws:iam::aws:policy/AWSCodeDeployRoleForECS

For more information about creating service roles, see Creating a role for an AWS service in the IAM
User Guide.

Get the service role ARN (console)

To use the IAM console to get the ARN of the service role:

1. Signin to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the navigation pane, choose Roles.

In the Filter box, type CodeDeployServiceRole, and then press Enter.
Choose CodeDeployServiceRole.

Make a note of the value of the Role ARN field.

i A W

Get the service role ARN (CLI)

To use the AWS CLI to get the ARN of the service role, call the get-role command against the
service role named CodeDeployServiceRole:

aws iam get-role --role-name CodeDeployServiceRole --query "Role.Arn" --output text

The value returned is the ARN of the service role.
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Step 3: Limit the CodeDeploy user's permissions

For security reasons, we recommend that you limit the permissions of the administrative user that
you created in Step 1: Setting up to just those required to create and manage deployments in
CodeDeploy.

Use the following series of procedures to limit the CodeDeploy administrative user's permissions.
Before you begin

o Make sure you have created a CodeDeploy administrative user in IAM Identity Center following
the instructions in Step 1: Setting up.

To create a permission set
You'll assign this permission set to the CodeDeploy administrative user later.

1. Signin to the AWS Management Console and open the AWS IAM Identity Center console at
https://console.aws.amazon.com/singlesignon/.

In the navigation pane, choose Permission sets, and then choose Create permission set.
Choose Custom permission set.

Choose Next.

Choose Inline policy.

Remove the sample code.

N o v s~ WD

Add the following policy code:

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "CodeDeployAccessPolicy",
"Effect": "Allow",
"Action": [
"autoscaling:*",
"codedeploy:*",
"ec2:*",
"lambda:*",
"ecs:*",
"elasticloadbalancing:*",
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na
na
"iam
na
na
na
na
"iam
na
na
na
na
na
na

iam:
iam:
:CreateInstanceProfile",
iam:
iam:
iam:
iam:

lam:
lam:
lam:
lam:
lam:
lam:
lam:

AddRoleToInstanceProfile",
AttachRolePolicy",

CreateRole",
DeleteInstanceProfile",
DeleteRole",
DeleteRolePolicy",

:GetInstanceProfile",

GetRole",

GetRolePolicy",
ListInstanceProfilesForRole",
ListRolePolicies",
ListRoles",

PutRolePolicy",

RemoveRoleFromInstanceProfile",

||53:*||’

"ssm:

1,

* 11

"Resource": "*"

iy
{
"Sid":

"CodeDeployRolePolicy",

"Effect": "Allow",
"Action": [

"iam:

1,

PassRole"

"Resource": "arn:aws:iam::account-ID:role/CodeDeployServiceRole"

}

In this policy, replace arn:aws:iam: :account-ID:role/CodeDeployServiceRole with

the ARN value of the CodeDeploy service role that you created in Step 2: Create a service role
for CodeDeploy. You can find the ARN value in the details page of the service role in the IAM

console.

The preceding policy lets you deploy an application to an AWS Lambda compute platform, an

EC2/0n-Premises compute platform, and an Amazon ECS compute platform.

You can use the AWS CloudFormation templates provided in this documentation to launch
Amazon EC2 instances that are compatible with CodeDeploy. To use AWS CloudFormation
templates to create applications, deployment groups, or deployment configurations, you

Step 3: Limit the CodeDeploy user's permissions
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must provide access to AWS CloudFormation—and AWS services and actions that AWS
CloudFormation depends on—by adding the cloudformation: * permission to the
CodeDeploy administrative user's permission policy, like this:

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"cloudformation:*"

1,

"Resource": "*"

]
}

8. Choose Next.

9. In Permission set name, enter:

CodeDeployUserPermissionSet

10. Choose Next.

11. On the Review and create page, review the information and choose Create.

To assign the permission set to the CodeDeploy administrative user

1. In the navigation pane, choose AWS accounts, and then select the check box next to the AWS
account that you're currently signed in to.

Choose the Assign users or groups button.

Choose the Users tab.

Select the check box next to the CodeDeploy administrative user.

Choose Next.

Select the check box next to CodeDeployUserPermissionSet.

Choose Next.

© N o U1 A W N

Review the information and choose Submit.
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You have now assigned the CodeDeploy administrative user and
CodeDeployUserPermissionSet to your AWS account, binding them together.

To sign out and sign back in as the CodeDeploy administrative user

1. Before you sign out, make sure you have the AWS access portal URL and the username and
one-time password for the CodeDeploy adminstrative user.

(® Note

If you do not have this information, go to the CodeDeploy adminstrative user details
page in IAM Identity Center, choose Reset password, Generate a one-time password
[...], and Reset password again to display the information on the screen.

2. Sign out of AWS.
3. Paste the AWS access portal URL into your browser's address bar.

4. Sign in as the CodeDeploy adminstrative user.

An AWS account box appears on the screen.

5. Choose AWS account, and then choose the name of the AWS account to which you assigned
the CodeDeploy adminstrative user and permission set.

6. Next to the CodeDeployUserPermissionSet, choose Management console.

The AWS Management Console appears. You are now signed in as the CodeDeploy
adminstrative user with the limited permissions. You can now perform CodeDeploy-related
operations, and only CodeDeploy-related operations, as this user.

Step 4: Create an IAM instance profile for your Amazon EC2
instances

(@ Note
If you are using the Amazon ECS or AWS Lambda compute platform, skip this step.
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Your Amazon EC2 instances need permission to access the Amazon S3 buckets or GitHub
repositories where the applications are stored. To launch Amazon EC2 instances that are
compatible with CodeDeploy, you must create an additional IAM role, an instance profile. These
instructions show you how to create an IAM instance profile to attach to your Amazon EC2
instances. This role gives the CodeDeploy agent permission to access the Amazon S3 buckets or
GitHub repositories where your applications are stored.

You can create an IAM instance profile with the AWS CLI, the IAM console, or the IAM APIs.

(@ Note

You can attach an IAM instance profile to an Amazon EC2 instance as you launch it or to a
previously launched instance. For more information, see Instance profiles.

Topics

» Create an IAM instance profile for your Amazon EC2 instances (CLI)

» Create an IAM instance profile for your Amazon EC2 instances (console)

Create an IAM instance profile for your Amazon EC2 instances (CLI)

In these steps, we assume you have already followed the instructions in the first three steps of
Getting started with CodeDeploy.

1. On your development machine, create a text file named CodeDeployDemo-EC2-
Trust. json. Paste the following content, which allows Amazon EC2 to work on your behalf:

"Version": "2012-10-17",
"Statement": [

{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
I
"Action": "sts:AssumeRole"
}
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}

2. In the same directory, create a text file named CodeDeployDemo-EC2-Permissions. json.
Paste the following content:

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:Get*",
"s3:List*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
® Note

We recommend that you restrict this policy to only those Amazon S3 buckets your
Amazon EC2 instances must access. Make sure to give access to the Amazon S3
buckets that contain the CodeDeploy agent. Otherwise, an error might occur when the
CodeDeploy agent is installed or updated on the instances. To grant the IAM instance
profile access to only some CodeDeploy resource kit buckets in Amazon S3, use the
following policy, but remove the lines for buckets you want to prevent access to:

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:Get*",
"s3:List*"

1)

"Resource": [
"arn:aws:s3:::replace-with-your-s3-bucket-name/*",
"arn:aws:s3:::aws-codedeploy-us-east-2/*",
"arn:aws:s3:::aws-codedeploy-us-east-1/*",
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arn:aws:s3:::aws-codedeploy-us-west-1/*",
"arn:aws:s3:::aws-codedeploy-us-west-2/*",
"arn:aws:s3:::aws-codedeploy-ca-central-1/*",
"arn:aws:s3:::aws-codedeploy-eu-west-1/*",
"arn:aws:s3:::aws-codedeploy-eu-west-2/*",
"arn:aws:s3:::aws-codedeploy-eu-west-3/*",
"arn:aws:s3:::aws-codedeploy-eu-central-1/*",
"arn:aws:s3:::aws-codedeploy-eu-central-2/*",
"arn:aws:s3:::aws-codedeploy-eu-north-1/*",
"arn:aws:s3:::aws-codedeploy-eu-south-1/*",
"arn:aws:s3:::aws-codedeploy-eu-south-2/*",
"arn:aws:s3:::aws-codedeploy-il-central-1/*",
"arn:aws:s3:::aws-codedeploy-ap-east-1/*",
"arn:aws:s3:::aws-codedeploy-ap-northeast-1/*",
"arn:aws:s3:::aws-codedeploy-ap-northeast-2/*",
"arn:aws:s3:::aws-codedeploy-ap-northeast-3/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-1/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-2/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-3/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-4/*",
"arn:aws:s3:::aws-codedeploy-ap-south-1/*",
"arn:aws:s3:::aws-codedeploy-ap-south-2/*",
"arn:aws:s3:::aws-codedeploy-me-central-1/*",
"arn:aws:s3:::aws-codedeploy-me-south-1/*",
"arn:aws:s3:::aws-codedeploy-sa-east-1/*"

® Note

If you want to use IAM authorization or Amazon Virtual Private Cloud (VPC) endpoints

with CodeDeploy, you will need to add more permissions. See Use CodeDeploy with

Amazon Virtual Private Cloud for more information.

3. From the same directory, call the create-role command to create an IAM role named
CodeDeployDemo-EC2-Instance-Profile, based on the information in the first file:
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/A Important

Be sure to include file:// before the file name. It is required in this command.

aws iam create-role --role-name CodeDeployDemo-EC2-Instance-Profile --assume-role-
policy-document file://CodeDeployDemo-EC2-Trust.json

4. From the same directory, call the put-role-policy command to give the role named
CodeDeployDemo-EC2-Instance-Profile the permissions based on the information in
the second file:

/A Important

Be sure to include file:// before the file name. It is required in this command.

aws iam put-role-policy --role-name CodeDeployDemo-EC2-Instance-Profile --policy-
name CodeDeployDemo-EC2-Permissions --policy-document file://CodeDeployDemo-EC2-
Permissions.json

5. Call the attach-role-policy to give the role Amazon EC2 Systems Manager permissions so that
SSM can install the CodeDeploy agent. This policy is not needed if you plan to install the agent
from the public Amazon S3 bucket with the command line. Learn more about installing the
CodeDeploy agent.

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonSSMManagedInstanceCore --role-name CodeDeployDemo-EC2-Instance-Profile

6. Call the create-instance-profile command followed by the add-role-to-instance-
profile command to create an IAM instance profile named CodeDeployDemo-EC2-
Instance-Profile. The instance profile allows Amazon EC2 to pass the IAM role named
CodeDeployDemo-EC2-Instance-Profile to an Amazon EC2 instance when the instance
is first launched:

aws iam create-instance-profile --instance-profile-name CodeDeployDemo-EC2-
Instance-Profile
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aws iam add-role-to-instance-profile --instance-profile-name CodeDeployDemo-EC2-
Instance-Profile --role-name CodeDeployDemo-EC2-Instance-Profile

If you need to get the name of the IAM instance profile, see list-instance-profiles-for-role in
the IAM section of the AWS CLI Reference.

You've now created an IAM instance profile to attach to your Amazon EC2 instances. For more
information, see IAM roles for Amazon EC2 in the Amazon EC2 User Guide.

Create an IAM instance profile for your Amazon EC2 instances (console)

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

In the IAM console, in the navigation pane, choose Policies, and then choose Create policy.
On the Specify permissions page, choose JSON.

Remove the example JSON code.

oA W

Paste the following code:

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"s3:Get*",
"s3:List*"

1,
"Effect": "Allow",
"Resource": "*"

(@ Note

We recommend that you restrict this policy to only those Amazon S3 buckets your
Amazon EC2 instances must access. Make sure to give access to the Amazon S3
buckets that contain the CodeDeploy agent. Otherwise, an error might occur when the
CodeDeploy agent is installed or updated on the instances. To grant the IAM instance
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profile access to only some CodeDeploy resource kit buckets in Amazon S3, use the
following policy, but remove the lines for buckets you want to prevent access to:

"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",

"Action": [
"s3:Get*",
"s3:List*"

1,

"Resource": [
"arn:aws:s3:::replace-with-your-s3-bucket-name/*",
"arn:aws:s3:::aws-codedeploy-us-east-2/*",
"arn:aws:s3:::aws-codedeploy-us-east-1/*",
"arn:aws:s3:::aws-codedeploy-us-west-1/*",
"arn:aws:s3:::aws-codedeploy-us-west-2/*",
"arn:aws:s3:::aws-codedeploy-ca-central-1/*",
"arn:aws:s3:::aws-codedeploy-eu-west-1/*",
"arn:aws:s3:::aws-codedeploy-eu-west-2/*",
"arn:aws:s3:::aws-codedeploy-eu-west-3/*",
"arn:aws:s3:::aws-codedeploy-eu-central-1/*",
"arn:aws:s3:::aws-codedeploy-eu-central-2/*",
"arn:aws:s3:::aws-codedeploy-eu-north-1/*",
"arn:aws:s3:::aws-codedeploy-eu-south-1/*",
"arn:aws:s3:::aws-codedeploy-eu-south-2/*",
"arn:aws:s3:::aws-codedeploy-il-central-1/*",
"arn:aws:s3:::aws-codedeploy-ap-east-1/*",
"arn:aws:s3:::aws-codedeploy-ap-northeast-1/*",
"arn:aws:s3:::aws-codedeploy-ap-northeast-2/*",
"arn:aws:s3:::aws-codedeploy-ap-northeast-3/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-1/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-2/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-3/*",
"arn:aws:s3:::aws-codedeploy-ap-southeast-4/*",
"arn:aws:s3:::aws-codedeploy-ap-south-1/*",
"arn:aws:s3:::aws-codedeploy-ap-south-2/*",
"arn:aws:s3:::aws-codedeploy-me-central-1/*",
"arn:aws:s3:::aws-codedeploy-me-south-1/*",
"arn:aws:s3:::aws-codedeploy-sa-east-1/*"

]

}
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10.
11.
12.
13.

14.

15.
16.

(® Note

If you want to use IAM authorization or Amazon Virtual Private Cloud (VPC) endpoints

with CodeDeploy, you will need to add more permissions. See Use CodeDeploy with

Amazon Virtual Private Cloud for more information.

Choose Next.

On the Review and create page, in the Policy name box, type CodeDeployDemo-EC2-
Permissions.

(Optional) For Description, type a description for the policy.
Choose Create policy.

In the navigation pane, choose Roles, and then choose Create role.
Under Use case, choose the EC2 use case.

Choose Next.

In the list of policies, select the check box next to the policy you just created
(CodeDeployDemo-EC2-Permissions). If necessary, use the search box to find the policy.

To use Systems Manager to install or configure the CodeDeploy agent, select the check box
next to AmazonSSMManagedinstanceCore. This AWS managed policy enables an instance
to use Systems Manager service core functionality. If necessary, use the search box to find the
policy. This policy is not needed if you plan to install the agent from the public Amazon S3
bucket with the command line. Learn more about installing the CodeDeploy agent.

Choose Next.

On the Name, review, and create page, in Role name, enter a name for the service role (for
example, CodeDeployDemo-EC2-Instance-Profile), and then choose Create role.

You can also enter a description for this service role in Role description.

You've now created an IAM instance profile to attach to your Amazon EC2 instances. For more

information, see IAM roles for Amazon EC2 in the Amazon EC2 User Guide.
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Product and service integrations with CodeDeploy

By default, CodeDeploy integrates with a number of AWS services and partner products and
services. The following information can help you configure CodeDeploy to integrate with the
products and services you use.

 Integration with other AWS services

 Integration with partner products and services

 Integration examples from the community

Integration with other AWS services

CodeDeploy is integrated with the following AWS services:

Amazon CloudWatch Amazon CloudWatch is a monitoring service

for AWS cloud resources and the applicati
ons you run on AWS. You can use Amazon
CloudWatch to collect and track metrics,
collect and monitor log files, and set
alarms. CodeDeploy supports the following
CloudWatch tools:

» CloudWatch alarms for monitoring your
deployments and stopping them when
your specified monitoring metrics exceed
or fall below the thresholds you specify
in a CloudWatch alarm rule. To use alarm
monitoring, you first set up an alarm in
CloudWatch, and then add it in CodeDeplo
y to the application or deployment group
where deployments should stop when the
alarm is activated.

Learn more:

» Creating CloudWatch Logs alarms
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« Amazon CloudWatch Events for detecting
and reacting to changes in the state of an
instance or a deployment in your CodeDeplo
y operations. Then, based on rules you
create, CloudWatch Events invokes one or
more target actions when a deployment or
instance enters the state you specify in a
rule.

Learn more:

« Monitoring deployments with Amazon
CloudWatch Events

« Amazon CloudWatch Logs for monitorin
g the three types of logs created by the
CodeDeploy agent without having to sign in
to instances one at a time.

Learn more:

« View CodeDeploy logs in CloudWatch
Logs console
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Amazon EC2 Auto Scaling

CodeDeploy supports Amazon EC2 Auto

Scaling. This AWS service can automatically
launch Amazon EC2 instances based on criteria
you specify, for example:

 Limits exceeded for specified CPU utilizati
on.

o Disk reads or writes.

« Inbound or outbound network traffic over a
specified time interval.

You can scale out a group of Amazon EC2
instances whenever you need them and

then use CodeDeploy to deploy application
revisions to them automatically. Amazon EC2
Auto Scaling terminates those Amazon EC2
instances when they are no longer needed.

Learn more:

« Integrating CodeDeploy with Amazon EC2

Auto Scaling
« Tutorial: Use CodeDeploy to deploy an

application to an Auto Scaling group

« Under the hood: CodeDeploy and Auto
Scaling integration

Integration with other AWS services
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Amazon Elastic Container Service You can use CodeDeploy to deploy an Amazon
ECS containerized application as a task
set. CodeDeploy performs a blue/green
deployment by installing an updated version
of the application as a new replacement task
set. CodeDeploy reroutes production traffic
from the original application task set to the
replacement task set. The original task set is
terminated after a successful deployment.
For more information about Amazon ECS, see
Amazon Elastic Container Service.

You can manage the way in which traffic

is shifted to the updated task set during a
deployment by choosing a canary, linear, or
all-at-once configuration. For more informati
on about Amazon ECS deployments, see
Deployments on an Amazon ECS compute

platform.
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AWS CloudTrail CodeDeploy is integrated with AWS CloudTrai
L. This service captures API calls made by or

on behalf of CodeDeploy in your AWS account
and delivers the log files to an Amazon S3
bucket you specify. CloudTrail captures API
calls from the CodeDeploy console, from
CodeDeploy commands through the AWS CLI,
or from the CodeDeploy APIs directly. Using
the information collected by CloudTrail, you
can determine:

Which request was made to CodeDeploy.

The source IP address from which the

request was made.

Who made the request.

When it was made.

Learn more:

e Monitoring Deployments
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AWS Cloud9 AWS Cloud9 is an online, cloud-based
integrated development environment (IDE)
you can use to write, run, debug, and deploy
code using just a browser from an internet-
connected machine. AWS Cloud9 includes a
code editor, debugger, terminal, and essential
tools, such as the AWS CLI and Git.

e You can use the AWS Cloud9 IDE to run,
debug, and build code that is in a GitHub
repository. You can view, change, and save
the code using its IDE Environment window
and editor tabs. When you're ready, you can
use Git in the AWS Cloud9 terminal session
to push code changes to your GitHub
repository, and then use AWS CodeDeploy
to deploy your updates. For more informati
on about using AWS Cloud9 with GitHub,
see GitHub sample for AWS Cloud9.

« You can use the AWS Cloud9 IDE to update
an AWS Lambda function. You can then use
AWS CodeDeploy to create a deploymen
t that shifts traffic to the new version of
your AWS Lambda function. For more
information, see Working with AWS Lambda
functions in the AWS Cloud9 Integrated
Development Environment (IDE).

For more information about AWS Cloud9, see
What Is AWS Cloud9 and Getting started with
AWS Cloud9.

Integration with other AWS services API Version 2014-10-06 76


https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cloud9/latest/user-guide/sample-github.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/lambda-functions.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/lambda-functions.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/lambda-functions.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcom.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcom.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/get-started.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/get-started.html

AWS CodeDeploy User Guide

AWS CodePipeline AWS CodePipeline is a continuous delivery
service you can use to model, visualize, and
automate the steps required to release your
software in a continuous delivery process.
You can use AWS CodePipeline to define your
own release process so that the service builds,
tests, and deploys your code every time there
is a code change. For example, you might
have three deployment groups for an applicati
on: Beta, Gamma, and Prod. You can set up a
pipeline so that each time there is a change in
your source code, the updates are deployed to
each deployment group, one by one.

You can configure AWS CodePipeline to use
CodeDeploy to deploy:

« Code to Amazon EC2 instances, on-premises
instances, or both.

« Serverless AWS Lambda function versions.

You can create the CodeDeploy application,
deployment, and deployment group to use in
a deploy action in a stage either before you
create the pipeline or in the Create Pipeline
wizard.

Learn more:

o AWS for DevOps getting started guide
— Learn how to use CodePipeline with
CodeDeploy to continuously deliver
and deploy source code in CodeCommit
repositories to Amazon EC2 instances.

« Simple pipeline walkthrough (Amazon S3
Bucket)
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o Simple pipeline walkthrough (CodeCommit

Repository)
« Four-stage pipeline tutorial

AWS Serverless Application Model AWS Serverless Application Model (AWS SAM)
is @ model to define serverless applications.
It extends AWS CloudFormation to provide
a simplified way of defining AWS Lambda
functions, Amazon APl Gateway APIs, and
Amazon DynamoDB tables required by a
serverless application. If you already use AWS
SAM, you can add deployment preferences to
start using CodeDeploy to manage the way in
which traffic is shifted during an AWS Lambda
application deployment.

For more information, see the AWS Serverless

Application Model.

Elastic Load Balancing CodeDeploy supports Elastic Load Balancing,
a service that distributes incoming application

traffic across multiple Amazon EC2 instances.

For CodeDeploy deployments, load balancers
also prevent traffic from being routed to
instances when they are not ready, are
currently being deployed to, or are no longer
needed as part of an environment.

Learn more:

 Integrating CodeDeploy with Elastic Load
Balancing

Topics

« Integrating CodeDeploy with Amazon EC2 Auto Scaling

 Integrating CodeDeploy with Elastic Load Balancing
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Integrating CodeDeploy with Amazon EC2 Auto Scaling

CodeDeploy supports Amazon EC2 Auto Scaling, an AWS service that launches Amazon EC2
instances automatically according to conditions you define. These conditions can include limits
exceeded in a specified time interval for CPU utilization, disk reads or writes, or inbound or
outbound network traffic. Amazon EC2 Auto Scaling terminates the instances when they are no
longer needed. For more information, see What is Amazon EC2 Auto Scaling? in the Amazon EC2
Auto Scaling User Guide.

When new Amazon EC2 instances are launched as part of an Amazon EC2 Auto Scaling group,
CodeDeploy can deploy your revisions to the new instances automatically. You can also coordinate
deployments in CodeDeploy with Amazon EC2 Auto Scaling instances registered with Elastic

Load Balancing load balancers. For more information, see Integrating CodeDeploy with Elastic

Load Balancing and Set up a load balancer in Elastic Load Balancing for CodeDeploy Amazon EC2
deployments.

® Note

You might encounter issues if you associate multiple deployment groups with a single
Amazon EC2 Auto Scaling group. If one deployment fails, for example, the instance will
begin to shut down, but the other deployments that were running can take an hour to time
out. For more information, see Avoid associating multiple deployment groups with a single
Amazon EC2 Auto Scaling group and Under the hood: CodeDeploy and Amazon EC2 Auto
Scaling integration.

Topics

» Deploying CodeDeploy applications to Amazon EC2 Auto Scaling groups

« Enabling termination deployments during Auto Scaling scale-in events

« How Amazon EC2 Auto Scaling works with CodeDeploy

» Using a custom AMI with CodeDeploy and Amazon EC2 Auto Scaling

Deploying CodeDeploy applications to Amazon EC2 Auto Scaling groups

To deploy a CodeDeploy application revision to an Amazon EC2 Auto Scaling group:
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1. Create or locate an IAM instance profile that allows the Amazon EC2 Auto Scaling group to
work with Amazon S3. For more information, see Step 4: Create an IAM instance profile for

your Amazon EC2 instances.

® Note

You can also use CodeDeploy to deploy revisions from GitHub repositories to Amazon
EC2 Auto Scaling groups. Although Amazon EC2 instances still require an IAM instance
profile, the profile doesn't need any additional permissions to deploy from a GitHub
repository.

2. Create or use an Amazon EC2 Auto Scaling group, specifying the IAM instance profile in your
launch configuration or template. For more information, see IAM role for applications that run

on Amazon EC2 instances.

3. Create or locate a service role that allows CodeDeploy to create a deployment group that
contains the Amazon EC2 Auto Scaling group.

4. Create a deployment group with CodeDeploy, specifying the Amazon EC2 Auto Scaling
group name, the service role, and a few other options. For more information, see Create a
deployment group for an in-place deployment (console) or Create a deployment group for an

in-place deployment (console).

5. Use CodeDeploy to deploy your revision to the deployment group that contains the Amazon
EC2 Auto Scaling group.

For more information, see Tutorial: Use CodeDeploy to deploy an application to an Auto Scaling

roup.
Enabling termination deployments during Auto Scaling scale-in events

A termination deployment is a type of CodeDeploy deployment that is activated automatically
when an Auto Scaling scale-in event occurs. CodeDeploy performs the termination deployment
right before the Auto Scaling service terminates the instance. During a termination deployment,

CodeDeploy doesn't deploy anything. Instead, it generates lifecycle events, which you can hook up
to your own scripts to enable custom shutdown functionality. For example, you could hook up the
ApplicationStop lifecycle event to a script that shuts down your application gracefully before
the instance is terminated.
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For a list of lifecycle events that CodeDeploy generates during a termination deployment, see
Lifecycle event hook availability.

If the termination deployment fails for any reason, CodeDeploy will allow the instance termination
to proceed. This means that the instance will be shut down even though CodeDeploy did not run
the full set (or any) of the lifecycle events to completion.

If you don't enable termination deployments, the Auto Scaling service will still terminate Amazon
EC2 instances when a scale-in event occurs, but CodeDeploy will not generate lifecycle events.

(® Note

Regardless of whether you enable termination deployments or not, if the Auto Scaling
service terminates an Amazon EC2 instance while a CodeDeploy deployment is underway,
then a race condition may occur between the lifecycle events generated by the Auto
Scaling and CodeDeploy services. For example, the Terminating lifecycle event
(generated by the Auto Scaling service) might override the ApplicationStart event
(generated by the CodeDeploy deployment). In this scenario, you may experience a failure
with either the Amazon EC2 instance termination or the CodeDeploy deployment.

To enable CodeDeploy to perform termination deployments

o Select the Add a termination hook to Auto Scaling groups check box when creating or
updating your deployment group. For instructions, see Create a deployment group for an in-
place deployment (console), or Create a deployment group for an EC2/0On-Premises blue/

green deployment (console).

Enabling this check box causes CodeDeploy to install an Auto Scaling lifecycle hook into the
Auto Scaling groups that you specify when you create or update your CodeDeploy deployment
group. This hook is called the termination hook and enables termination deployments.

After the termination hook is installed, a scale-in (termination) event unfolds as follows:
1. The Auto Scaling service (or simply, Auto Scaling) determines that a scale-in event needs to
occur, and contacts the EC2 service to terminate an EC2 instance.

2. The EC2 service starts terminating the EC2 instance. The instance moves into the Terminating
state, and then into the Terminating:Wait state.
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3.

During Terminating:Wait, Auto Scaling runs all the lifecycle hooks attached to the Auto
Scaling group, including the termination hook installed by CodeDeploy.

. The termination hook sends a notification to the Amazon SQS queue that is polled by

CodeDeploy.

. Upon receiving the notification, CodeDeploy parses the message, performs some validation, and

performs a termination deployment.

. While the termination deployment is running, CodeDeploy sends heartbeats every five minutes

to Auto Scaling to let it know that the instance is still being worked on.

. So far, the EC2 instance is still in the Terminating:Wait state (or possibly the

Warmed:Pending:Wait state, if you've enabled Auto Scaling group warm pools).

. When the deployment completes, CodeDeploy indicates to Auto Scaling to CONTINUE the EC2

termination process, regardless of whether the termination deployment succeeded or failed.

How Amazon EC2 Auto Scaling works with CodeDeploy

When you create or update a CodeDeploy deployment group to include an Auto Scaling group,
CodeDeploy accesses the Auto Scaling group using the CodeDeploy service role, and then installs
Auto Scaling lifecycle hooks into your Auto Scaling groups.

® Note

Auto Scaling lifecycle hooks are different from the lifecycle events (also called lifecycle event
hooks) generated by CodeDeploy and described in the AppSpec 'hooks' section of this
guide.

The Auto Scaling lifecycle hooks that CodeDeploy installs are:

A launch hook — This hook notifies CodeDeploy that an Auto Scaling scale-out event is in

progress, and that CodeDeploy needs to start a launch deployment.

During a launch deployment, CodeDeploy:
» Deploys a revision of your application to the scaled-out instance.

» Generates lifecycle events to indicate the progress of the deployment. You can hook up
these lifecycle events to your own scripts to enable custom startup functionality. For more
information, see the table in Lifecycle event hook availability.
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The launch hook and associated launch deployment are always enabled and cannot be turned
off.

A termination hook — This optional hook notifies CodeDeploy that an Auto Scaling scale-in
event is in progress, and that CodeDeploy needs to start a termination deployment.

During a termination deployment, CodeDeploy generates lifecycle events to indicate the progress
of the instance shutdown. For more information, see Enabling termination deployments during
Auto Scaling scale-in events.

Topics

After CodeDeploy installs the lifecycle hooks, how are they used?

How CodeDeploy hames Amazon EC2 Auto Scaling groups

Execution order of custom lifecycle hook events

Scale-out events during a deployment

Scale-in events during a deployment

Order of events in AWS CloudFormation cfn-init scripts

After CodeDeploy installs the lifecycle hooks, how are they used?

After the launch and termination lifecycle hooks are installed, they are used by CodeDeploy during
Auto Scaling group scale-out and scale-in events, respectively.

A scale-out (launch) event unfolds as follows:

1.

The Auto Scaling service (or simply, Auto Scaling) determines that a scale-out event needs to
occur, and contacts the EC2 service to launch a new EC2 instance.

. The EC2 service launches a new EC2 instance. The instance moves into the Pending state, and

then into the Pending:Wait state.

. During Pending:Wait, Auto Scaling runs all the lifecycle hooks attached to the Auto Scaling

group, including the launch hook installed by CodeDeploy.

. The launch hook sends a notification to the Amazon SQS queue that is polled by CodeDeploy.

. Upon receiving the notification, CodeDeploy parses the message, performs some validation, and

starts a launch deployment.
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6. While the launch deployment is running, CodeDeploy sends heartbeats every five minutes to
Auto Scaling to let it know that the instance is still being worked on.

7. So far, the EC2 instance is still in the Pending:Wait state.

8. When the deployment completes, CodeDeploy indicates to Auto Scaling to either CONTINUE or
ABANDON the EC2 launch process, depending on whether the deployment succeeded or failed.

« If CodeDeploy indicates CONTINUE, Auto Scaling continues the launch process, either waiting
for other hooks to complete, or putting the instance into the Pending:Proceed and then the
InService state.

« If CodeDeploy indicates ABANDON, Auto Scaling terminates the EC2 instance, and restarts the
launch procedure if needed to meet the desired number of instances, as defined in the Auto
Scaling Desired Capacity setting.

A scale-in (termination) event unfolds as follows:

See Enabling termination deployments during Auto Scaling scale-in events.

How CodeDeploy names Amazon EC2 Auto Scaling groups

During blue/green deployments on an EC2/On-Premises compute platform, you have two options
for adding instances to your replacement (green) environment:
« Use instances that already exist or that you create manually.

« Use settings from an Amazon EC2 Auto Scaling group that you specify to define and create
instances in a new Amazon EC2 Auto Scaling group.

If you choose the second option, CodeDeploy provisions a new Amazon EC2 Auto Scaling group for
you. It uses the following convention to name the group:

CodeDeploy_deployment_group_name_deployment_id

For example, if a deployment with ID 10 deploys a deployment group named alpha-
deployments, the provisioned Amazon EC2 Auto Scaling group is named CodeDeploy_alpha-
deployments_10. For more information, see Create a deployment group for an EC2/0On-Premises

blue/green deployment (console) and GreenFleetProvisioningOption.
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Execution order of custom lifecycle hook events

You can add your own lifecycle hooks to Amazon EC2 Auto Scaling groups to which CodeDeploy
deploys. However, the order in which those custom lifecycle hook events are executed cannot be
predetermined in relation to CodeDeploy default deployment lifecycle events. For example, if you
add a custom lifecycle hook named ReadyForSoftwareInstall to an Amazon EC2 Auto Scaling
group, you cannot know beforehand whether it will be executed before the first, or after the last,
CodeDeploy default deployment lifecycle event.

To learn how to add custom lifecycle hooks to an Amazon EC2 Auto Scaling group, see Adding
lifecycle hooks in the Amazon EC2 Auto Scaling User Guide.

Scale-out events during a deployment

If an Auto Scaling scale-out event occurs while a deployment is underway, the new instances will
be updated with the application revision that was previously deployed, not the newest application
revision. If the deployment succeeds, the old instances and the newly scaled-out instances will be
hosting different application revisions. To bring the instances with the older revision up to date,
CodeDeploy automatically starts a follow-on deployment (immediately after the first) to update
any outdated instances. If you'd like to change this default behavior so that outdated EC2 instances
are left at the older revision, see Automatic updates to outdated instances.

If you want to suspend Amazon EC2 Auto Scaling scale-out processes while deployments are taking
place, you can do this through a setting in the common_functions. sh script that is used for

load balancing with CodeDeploy. If HANDLE_PROCS=true, the following Auto Scaling events are
suspended automatically during the deployment process:

» AZRebalance

« AlarmNotification

o ScheduledActions

» ReplaceUnhealthy

/A Important

Only the CodeDeployDefault.OneAtATime deployment configuration supports this
functionality.
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For more information about using HANDLE_PROCS=true to avoid deployment problems when
using Amazon EC2 Auto Scaling, see Important notice about handling AutoScaling processes in

aws-codedeploy-samples on GitHub.

Scale-in events during a deployment

If an Auto Scaling group starts scaling in while a CodeDeploy deployment is underway on that
Auto Scaling group, a race condition could occur between the termination process (including the
CodeDeploy termination deployment lifecycle events) and other CodeDeploy lifecycle events

on the terminating instance. The deployment on that specific instance may fail if the instance

is terminated before all CodeDeploy lifecycle events complete. Also, the overall CodeDeploy
deployment may or may not fail, depending on how you've set your Minimum healthy hosts
setting in your deployment configuration.

Order of events in AWS CloudFormation cfn-init scripts

If you use cfn-init (or cloud-init) to run scripts on newly provisioned Linux-based instances,
your deployments might fail unless you strictly control the order of events that occur after the
instance starts.

That order must be:

1. The newly provisioned instance starts.
2. All cfn-init bootstrapping scripts run to completion.
3. The CodeDeploy agent starts.

4. The latest application revision is deployed to the instance.

If the order of events is not carefully controlled, the CodeDeploy agent might start a deployment
before all the scripts have finished running.

To control the order of events, use one of these best practices:

« Install the CodeDeploy agent through a cfn-init script, placing it after all other scripts.

« Include the CodeDeploy agent in a custom AMI and use a cfn-init script to start it, placing it
after all other scripts.

For information about using cfn-init, see cfn-init in the AWS CloudFormation User Guide.
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Using a custom AMI with CodeDeploy and Amazon EC2 Auto Scaling

You have two options for specifying the base AMI to use when new Amazon EC2 instances are
launched in an Amazon EC2 Auto Scaling group:

» You can specify a base custom AMI that already has the CodeDeploy agent installed. Because
the agent is already installed, this option launches new Amazon EC2 instances more quickly than
the other option. However, this option provides a greater likelihood that initial deployments of
Amazon EC2 instances will fail, especially if the CodeDeploy agent is out of date. If you choose
this option, we recommend you regularly update the CodeDeploy agent in your base custom AMI.

» You can specify a base AMI that doesn't have the CodeDeploy agent installed and have the agent
installed as each new instance is launched in an Amazon EC2 Auto Scaling group. Although this
option launches new Amazon EC2 instances more slowly than the other option, it provides a
greater likelihood that initial deployments of instances will succeed. This option uses the most
recent version of the CodeDeploy agent.

Integrating CodeDeploy with Elastic Load Balancing

During CodeDeploy deployments, a load balancer prevents internet traffic from being routed to
instances when they are not ready, are currently being deployed to, or are no longer needed as part
of an environment. The exact role the load balancer plays, however, depends on whether it is used
in a blue/green deployment or an in-place deployment.

(@ Note

The use of Elastic Load Balancing load balancers is mandatory in blue/green deployments
and optional in in-place deployments.

Elastic Load Balancing types

Elastic Load Balancing provides three types of load balancers that can be used in CodeDeploy
deployments: Classic Load Balancers, Application Load Balancers, and Network Load Balancers.

Classic Load Balancer

Routes and load balances either at the transport layer (TCP/SSL) or the application layer (HTTP/
HTTPS). It supports a VPC.
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® Note

Classic Load Balancers are not supported with Amazon ECS deployments.

Application Load Balancer

Routes and load balances at the application layer (HTTP/HTTPS) and supports path-based
routing. It can route requests to ports on each EC2 instance or container instance in your virtual
private cloud (VPC).

(® Note

The Application Load Balancer target groups must have a target type of instance for
deployments on EC2 instances, and IP for Fargate deployments. For more information,

see Target type.

Network Load Balancer

Routes and load balances at the transport layer (TCP/UDP Layer-4) based on address
information extracted from the TCP packet header, not from packet content. Network Load
Balancers can handle traffic bursts, retain the source IP of the client, and use a fixed IP for the
life of the load balancer.

To learn more about Elastic Load Balancing load balancers, see the following topics:

What is Elastic Load Balancing?

What is a Classic Load Balancer?

What is an Application Load Balancer?

What is a Network Load Balancer?

Blue/Green deployments

Rerouting instance traffic behind an Elastic Load Balancing load balancer is fundamental to
CodeDeploy blue/green deployments.
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During a blue/green deployment, the load balancer allows traffic to be routed to the new instances
in a deployment group that the latest application revision has been deployed to (the replacement
environment), according to the rules you specify, and then blocks traffic from the old instances
where the previous application revision was running (the original environment).

After instances in a replacement environment are registered with one or more load balancers,
instances from the original environment are deregistered and, if you choose, terminated.

For a blue/green deployment, you can specify one or more Classic Load Balancers, Application
Load Balancer target groups, or Network Load Balancer target groups in your deployment group.
You use the CodeDeploy console or AWS CLI to add the load balancers to a deployment group.

For more information about load balancers in blue/green deployments, see the following topics:

» Set up a load balancer in Elastic Load Balancing for CodeDeploy Amazon EC2 deployments

» Create an application for a blue/green deployment (console)

» Create a deployment group for an EC2/0n-Premises blue/green deployment (console)

In-place deployments

During an in-place deployment, a load balancer prevents internet traffic from being routed to an
instance while it is being deployed to, and then makes the instance available for traffic again after
the deployment to that instance is complete.

If a load balancer isn't used during an in-place deployment, internet traffic may still be directed to
an instance during the deployment process. As a result, your customers might encounter broken,
incomplete, or outdated web applications. When you use an Elastic Load Balancing load balancer
with an in-place deployment, instances in a deployment group are deregistered from the load
balancer, updated with the latest application revision, and then reregistered with the load balancer
as part of the same deployment group after the deployment is successful. CodeDeploy will wait
for up to 1 hour for the instance to become healthy behind the load balancer. If the instance is not
marked as healthy by the load balancer during the waiting period, CodeDeploy either moves onto
the next instance or fails the deployment, based on the deployment configuration.

For an in-place deployment, you can specify one or more Classic Load Balancers, Application
Load Balancer target groups, or Network Load Balancer target groups. You can specify the load
balancers as part of the deployment group's configuration, or you can use a script provided by
CodeDeploy to implement the load balancers.
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Specify in-place deployment load balancer using a deployment group

To add load balancers to a deployment group, you use the CodeDeploy console or AWS CLI. For
information about specifying a load balancer in a deployment group for in-place deployments, see
the following topics:

» Create an application for an in-place deployment (console)

» Create a deployment group for an in-place deployment (console)

» Set up a load balancer in Elastic Load Balancing for CodeDeploy Amazon EC2 deployments

Specify in-place deployment load balancer using a script

Use the steps in the following procedure to use deployment lifecycle scripts to set up load
balancing for in-place deployments.

® Note

You should use the CodeDeployDefault.OneAtATime deployment configuration only when
you are using a script to set up a load balancer for an in-place deployment. Concurrent
runs are not supported, and the CodeDeployDefault.OneAtATime setting ensures a serial
execution of the scripts. For more information about deployment configurations, see
Working with deployment configurations in CodeDeploy.

In the CodeDeploy Samples repository on GitHub, we provide instructions and samples

you can adapt to use CodeDeploy Elastic Load Balancing load balancers. These repositories
include three sample scripts—register_with_elb.sh, deregister_from_elb.sh, and
common_Tfunctions.sh—that provide all of the code you need to get going. Simply edit the
placeholders in these three scripts, and then reference these scripts from your appspec.yml file.

To set up in-place deployments in CodeDeploy with Amazon EC2 instances that are registered with
Elastic Load Balancing load balancers, do the following:

1. Download the samples for the type of load balancer you want to use for an in-place
deployment:

o Classic Load Balancer
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» Application Load Balancer or Network Load Balancer (the same script can be used for either

type)
2. Make sure each of your target Amazon EC2 instances has the AWS CLI installed.

3. Make sure each of your target Amazon EC2 instances has an IAM instance profile attached
with, at minimum, the elasticloadbalancing:* and autoscaling:* permissions.

4. Include in your application's source code directory the deployment lifecycle event scripts
(register_with_elb.sh, deregister_from_elb.sh, and common_functions.sh).

5. Inthe appspec.yml for the application revision, provide instructions for CodeDeploy
to run the register_with_elb. sh script during the ApplicationStart event and the
deregister_from_elb. sh script during the ApplicationStop event.

6. If the instance is part of an Amazon EC2 Auto Scaling group, you can skip this step.
In the common_functions. sh script:

« If you are using the Classic Load Balancer, specify the names of the Elastic Load Balancing
load balancers in ELB_LIST="", and make any changes you need to the other deployment
settings in the file.

« If you are using the Application Load Balancer or Network Load Balancer, specify the names
of the Elastic Load Balancing target group names in TARGET_GROUP_LIST="", and make
any changes you need to the other deployment settings in the file.

7. Bundle your application's source code, the appspec.yml, and the deployment lifecycle event
scripts into an application revision, and then upload the revision. Deploy the revision to the
Amazon EC2 instances. During the deployment, the deployment lifecycle event scripts will
deregister the Amazon EC2 instance with the load balancer, wait for the connection to drain,
and then re-register the Amazon EC2 instance with the load balancer after the deployment is
complete.

Integration with partner products and services

CodeDeploy has built-in integration for the following partner products and services:

Ansible If you already have a set of Ansible playbooks
, but just need somewhere to run them,
the template for Ansible and CodeDeplo
y demonstrates how a couple of simple
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deployment hooks can ensure Ansible is
available on the local deployment instance
and runs the playbooks. If you already have

a process for building and maintaining your
inventory, there's also an Ansible module you
can use to install and run the CodeDeploy
agent.

Learn more:

« Ansible and CodeDeploy

Atlassian - Bamboo and Bitbucket The CodeDeploy task for Bamboo compresse
s the directory that contains an AppSpec file
into a .zip file, uploads the file to Amazon S3,
and then starts the deployment according to
the configuration provided in the CodeDeploy
application.

Atlassian Bitbucket support for CodeDeplo

y enables you to push code to Amazon EC2
instances directly from the Bitbucket Ul, on
demand, to any of your deployment groups.
This means that after you update code in your
Bitbucket repository, you do not have to sign
in to your continuous integration (Cl) platform
or Amazon EC2 instances to run a manual
deployment process.

Learn more:

« Using the CodeDeploy task for Bamboo

« Announcing Atlassian Bitbucket support for
CodeDeploy
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Chef

CircleCl

AWS provides two template samples for
integrating Chef and CodeDeploy. The first is

a Chef cookbook that installs and starts the
CodeDeploy agent. This allows you to continue
managing your host infrastructure with Chef
while using CodeDeploy. The second sample
template demonstrates how to use CodeDeplo
y to orchestrate the running of cookbooks and
recipes with chef-solo on each node.

Learn more:

o Chef and CodeDeploy

CircleCl provides an automated testing and
continuous integration and deploymen

t toolset. After you create an IAM role in
AWS to use with CircleCl and configure your
deployment parameters in your circle.yml
file, you can use CircleCl with CodeDeploy to
create application revisions, upload them to
an Amazon S3 bucket, and then initiate and
monitor your deployments.

Learn more:

« Using a CircleCl Orb to deploy applications
to AWS CodeDeploy

Integration with partner products and services
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CloudBees

Codeship

GitHub

You can use the CodeDeploy Jenkins plugin,
available on CloudBees DEV@cloud, as a post-
build action. For example, at the end of a
continuous delivery pipeline, you can use it to
deploy an application revision to your fleet of
servers.

Learn more:

« CodeDeploy Jenkins plugin now available on

DEV@cloud

You can use Codeship to deploy applicati

on revisions through CodeDeploy. You can
use the Codeship Ul to add CodeDeploy to a
deployment pipeline for a branch.

Learn more:

« Deploy to CodeDeploy

o CodeDeploy integration on Codeship

You can use CodeDeploy to deploy applicati
on revisions from GitHub repositories. You
can also trigger a deployment from a GitHub
repository whenever the source code in that
repository is changed.

Learn more:

« Integrating CodeDeploy with GitHub

o Tutorial: Use CodeDeploy to deploy an

application from GitHub

o Automatically deploy from GitHub using
CodeDeploy
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API Version 2014-10-06 94


https://www.cloudbees.com/
http://developer-blog.cloudbees.com/2015/01/amazon-aws-codedeploy-jenkins-plugin.html
http://developer-blog.cloudbees.com/2015/01/amazon-aws-codedeploy-jenkins-plugin.html
https://codeship.com/
https://documentation.codeship.com/basic/continuous-deployment/deployment-to-aws-codedeploy/
http://blog.codeship.com/aws-codedeploy-codeship/
http://www.github.com
https://aws.amazon.com/blogs/devops/automatically-deploy-from-github-using-aws-codedeploy/
https://aws.amazon.com/blogs/devops/automatically-deploy-from-github-using-aws-codedeploy/

AWS CodeDeploy User Guide

HashiCorp Consul You can use the open-source HashiCorp
Consul tool to help ensure the health and
stability of your application environment
when you deploy applications in CodeDeplo
y. You can use Consul to register applicati
ons to be discovered during deployment,
put applications and nodes in maintenance
mode to omit them from deployments, and
stop deployments if target instances become
unhealthy.

Learn more:

« CodeDeploy deployments with HashiCorp

Consul

Jenkins The CodeDeploy Jenkins plugin provides
a post-build step for your Jenkins project.
Upon a successful build, it zips the workspace
, uploads to Amazon S3, and starts a new
deployment.

Learn more:

o CodeDeploy Jenkins plugin

« Setting up the Jenkins plugin for CodeDeplo
y
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Puppet Labs AWS provides sample templates for Puppet
and CodeDeploy. The first is a Puppet module
that installs and starts the CodeDeploy agent.
This allows you to continue managing your
host infrastructure with Puppet while using
CodeDeploy. The second sample template
demonstrates how to use CodeDeploy to
orchestrate the running of modules and
manifests with a masterless puppet on each
node.

Learn more:

e Puppet and CodeDeploy

SaltStack You can integrate SaltStack infrastructure
with CodeDeploy. You can use the CodeDeplo
y module to install and run the CodeDeplo
y agent on your minions or, with a couple
of simple deployment hooks, you can use
CodeDeploy to orchestrate the running of your
Salt States.

Learn more:

« SaltStack and CodeDeploy
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TeamCity You can use the CodeDeploy Runner plugin to
deploy applications directly from TeamCity.
The plugin adds a TeamCity build step
that prepares and uploads an application
revision to an Amazon S3 bucket, registers the
revision in a CodeDeploy application, creates
a CodeDeploy deployment and, if you choose,
waits for the deployment to be completed.

Learn more:

o CodeDeploy Runner (Download)

o CodeDeploy Runner plugin (Documentation)

Travis Cl You can configure Travis Cl to trigger a
deployment in CodeDeploy after a successful
build.

Learn more:

« Travis Cl and CodeDeploy deployments

Topics

 Integrating CodeDeploy with GitHub

Integrating CodeDeploy with GitHub

CodeDeploy supports GitHub, a web-based code hosting and sharing service. CodeDeploy can
deploy application revisions stored in GitHub repositories or Amazon S3 buckets to instances.
CodeDeploy supports GitHub for EC2/0On-Premises deployments only.

Topics

» Deploying CodeDeploy revisions from GitHub

o GitHub behaviors with CodeDeploy
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Deploying CodeDeploy revisions from GitHub

To deploy an application revision from a GitHub repository to instances:

1. Create a revision that's compatible with CodeDeploy and the Amazon EC2 instance type to
which you will deploy.

To create a compatible revision, follow the instructions in Plan a revision for CodeDeploy and

Add an application specification file to a revision for CodeDeploy.

2. Use a GitHub account to add your revision to a GitHub repository.

To create a GitHub account, see Join GitHub. To create a GitHub repository, see Create a repo.

3. Use the Create deployment page in the CodeDeploy console or the AWS CLI create-
deployment command to deploy your revision from your GitHub repository to target instances
configured for use in CodeDeploy deployments.

If you want to call the create-deployment command, you must first use the Create
deployment page of the console to give CodeDeploy permission to interact with GitHub on
behalf of your preferred GitHub account for the specified application. You only need to do this
once per application.

To learn how to use the Create deployment page to deploy from a GitHub repository, see
Create a deployment with CodeDeploy.

To learn how to call the create-deployment command to deploy from a GitHub repository, see
Create an EC2/0On-Premises Compute Platform deployment (CLI).

To learn how to prepare instances for use in CodeDeploy deployments, see Working with
instances for CodeDeploy.

For more information, see Tutorial: Use CodeDeploy to deploy an application from GitHub.

GitHub behaviors with CodeDeploy

Topics

o GitHub authentication with applications in CodeDeploy

» CodeDeploy interaction with private and public GitHub repositories

» CodeDeploy interaction with organization-managed GitHub repositories
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» Automatically deploy from CodePipeline with CodeDeploy

GitHub authentication with applications in CodeDeploy

After you give CodeDeploy permission to interact with GitHub, the association between that
GitHub account and application is stored in CodeDeploy. You can link the application to a different
GitHub account. You can also revoke permission for CodeDeploy to interact with GitHub.

To link a GitHub account to an application in CodeDeploy

1. Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

2. Inthe navigation pane, expand Deploy, then choose Applications.
Choose the application you want to link to a different GitHub account.

4. If your application does not have a deployment group, choose Create deployment group
to create one. For more information, see Create a deployment group with CodeDeploy. A

deployment group is required to choose Create deployment in the next step.

5. From Deployments, choose Create deployment.

(® Note

You don't have to create a new deployment. This is currently the only way to link a
different GitHub account to an application.

6. In Deployment settings, for Revision type, choose My application is stored in GitHub.

7. Do one of the following:

» To create a connection for AWS CodeDeploy applications to a GitHub account, sign out of
GitHub in a separate web browser tab. In GitHub token name, type a name to identify this
connection, and then choose Connect to GitHub. The web page prompts you to authorize
CodeDeploy to interact with GitHub for your application. Continue to step 10.

« To use a connection you have already created, in GitHub token name, select its name, and
then choose Connect to GitHub. Continue to step 8.
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» To create a connection to a different GitHub account, sign out of GitHub in a separate web
browser tab. In GitHub token name, type a name to identify the connection, and then
choose Connect to GitHub. The web page prompts you to authorize CodeDeploy to interact
with GitHub for your application. Continue to step 10.

8. If you are not already signed in to GitHub, follow the instructions on the Sign in page to sign
in with the GitHub account to which you want to link the application.

9. Choose Authorize application. GitHub gives CodeDeploy permission to interact with GitHub
on behalf of the signed-in GitHub account for the selected application.

10. If you do not want to create a deployment, choose Cancel.

To revoke permission for CodeDeploy to interact with GitHub

1. Signin to GitHub using credentials for the GitHub account in which you want to revoke AWS
CodeDeploy permission.

2. Open the GitHub Applications page, locate CodeDeploy in the list of authorized applications,
and then follow the GitHub procedure for revoking authorization for an application.

CodeDeploy interaction with private and public GitHub repositories

CodeDeploy supports the deployment of applications from private and public GitHub repositories.
When you give CodeDeploy permission to access GitHub on your behalf, CodeDeploy will have
read-write access to all of the private GitHub repositories to which your GitHub account has access.
However, CodeDeploy only reads from GitHub repositories. It will not write to any of your private
GitHub repositories.

CodeDeploy interaction with organization-managed GitHub repositories

By default, GitHub repositories that are managed by an organization (as opposed to your account's
own private or public repositories) do not grant access to third-party applications, including
CodeDeploy. Your deployment will fail if an organization's third-party application restrictions are
enabled in GitHub and you attempt to deploy code from its GitHub repository. There are two ways
to resolve this issue.

« As an organization member, you can ask the organization owner to approve access to
CodeDeploy. The steps for requesting this access depend on whether you have already
authorized CodeDeploy for your individual account:
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« If you have authorized access to CodeDeploy in your account, see Requesting organization

approval for your authorized applications.

« If you have not yet authorized access to CodeDeploy in your account, see Requesting
organization approval for third-party applications.

» The organization owner can disable all third-party application restrictions for the organization.
For information, see Disabling third-party application restrictions for your organization.

For more information, see About third-party application restrictions.

Automatically deploy from CodePipeline with CodeDeploy

You can trigger a deployment from a CodePipeline whenever the source code changes. For more
infomation, see CodePipeline.

Integration examples from the community

The following sections provide links to blog posts, articles, and community-provided examples.

(® Note

These links are provided for informational purposes only, and should not be considered
either a comprehensive list or an endorsement of the content of the examples. AWS is not
responsible for the content or accuracy of external content.

Blog posts

« Automating CodeDeploy provisioning in AWS CloudFormation

Learn how to provision the deployment of an application in CodeDeploy by using AWS
CloudFormation.

Published January 2016
« AWS Toolkit for Eclipse Integration with CodeDeploy (Part 1)

AWS Toolkit for Eclipse Integration with CodeDeploy (Part 2)

AWS Toolkit for Eclipse Integration with CodeDeploy (Part 3)
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Learn how Java developers can use the CodeDeploy plugin for Eclipse to deploy web applications
to AWS directly from Eclipse development environments.

Published February 2015
« Automatically deploy from GitHub using CodeDeploy

Learn how automatic deployments from GitHub to CodeDeploy can be used to create an end-to-
end pipeline — from source control to your testing or production environments.

Published December 2014
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CodeDeploy tutorials

This section includes some tutorials to help you learn how to use CodeDeploy.

The procedures in these tutorials provide suggestions for the location in which to store files

(for example, c:\temp) and the names to give to buckets, subfolders, or files (for example,
codedeploydemobucket, HelloWorldApp, and CodeDeployDemo-EC2-Trust.json, respectively), but
you are not required to use them. Just be sure to substitute your file locations and names as you
perform the procedures.

Topics

» Tutorial: Deploy WordPress to an Amazon EC2 instance (Amazon Linux or Red Hat Enterprise

Linux and Linux, macOS, or Unix)

« Tutorial: Deploy a "hello, world!" application with CodeDeploy (Windows Server)

» Tutorial: Deploy an application to an on-premises instance with CodeDeploy (Windows Server,

Ubuntu Server, or Red Hat Enterprise Linux)

« Tutorial: Use CodeDeploy to deploy an application to an Auto Scaling group

» Tutorial: Use CodeDeploy to deploy an application from GitHub

« Tutorial: Deploy an application into Amazon ECS

« Tutorial: Deploy an Amazon ECS service with a validation test

« Tutorial: Deploy an updated Lambda function with CodeDeploy and the AWS Serverless
Application Model

Tutorial: Deploy WordPress to an Amazon EC2 instance
(Amazon Linux or Red Hat Enterprise Linux and Linux, macOS,
or Unix)

In this tutorial, you deploy WordPress, an open source blogging tool and content management

system based on PHP and MySQL, to a single Amazon EC2 instance running Amazon Linux or Red
Hat Enterprise Linux (RHEL).

Not what you're looking for?
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» To practice deploying to an Amazon EC2 instance running Windows Server instead, see Tutorial:
Deploy a "hello, world!" application with CodeDeploy (Windows Server).

» To practice deploying to an on-premises instance instead of an Amazon EC2 instance, see
Tutorial: Deploy an application to an on-premises instance with CodeDeploy (Windows Server,
Ubuntu Server, or Red Hat Enterprise Linux).

This tutorial's steps are presented from the perspective of a local development machine running
Linux, macOS, or Unix. Although you can complete most of these steps on a local machine running
Windows, you must adapt the steps that cover commands such as chmod and wget, applications
such as sed, and directory paths such as /tmp.

Before you start this tutorial, you must complete the prerequisites in Getting started with
CodeDeploy. These include configuring a user, installing or upgrading the AWS CLI, and creating an
IAM instance profile and a service role.

Topics

« Step 1: Launch and configure an Amazon Linux or Red Hat Enterprise Linux Amazon EC2 instance

» Step 2: Configure your source content to be deployed to the Amazon Linux or Red Hat Enterprise
Linux Amazon EC2 instance

» Step 3: Upload your WordPress application to Amazon S3

o Step 4: Deploy your WordPress application

» Step 5: Update and redeploy your WordPress application

« Step 6: Clean up your WordPress application and related resources

Step 1: Launch and configure an Amazon Linux or Red Hat Enterprise
Linux Amazon EC2 instance

To deploy the WordPress application with CodeDeploy, you'll need an Amazon EC2 instance
running Amazon Linux or Red Hat Enterprise Linux (RHEL). The Amazon EC2 instance requires a
new inbound security rule that allows HTTP connections. This rule is needed in order to view the
WordPress page in a browser after it is successfully deployed.

Follow the instructions in Create an Amazon EC2 instance for CodeDeploy. When you get to the

part in those instructions about assigning an Amazon EC2 instance tag to the instance, be sure to
specify the tag key of Name and the tag value of CodeDeployDemo. (If you specify a different tag
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key or tag value, then the instructions in Step 4: Deploy your WordPress application may produce
unexpected results.)

After you've followed the instructions to launch the Amazon EC2 instance, return to this page, and
continue to the next section. Do not continue on to Create an application with CodeDeploy as the
next step.

Connect to your Amazon Linux or RHEL Amazon EC2 instance

After your new Amazon EC2 instance is launched, follow these instructions to practice connecting
to it.

1. Use the ssh command (or an SSH-capable terminal emulator like PuTTY) to connect to your
Amazon Linux or RHEL Amazon EC2 instance. You will need the public DNS address of the
instance and the private key for the key pair you used when you started the Amazon EC2
instance. For more information, see Connect to Your Instance.

For example, if the public DNS address is
ec2-01-234-567-890.compute-1.amazonaws.com, and your Amazon EC2 instance key
pair for SSH access is named codedeploydemo.pem, you would type:

ssh -i /path/to/codedeploydemo.pem ec2-
user@ec2-01-234-567-890.compute-1.amazonaws.com

Replace /path/to/codedeploydemo.pem with the path to your . pem file and the example
DNS address with the address to your Amazon Linux or RHEL Amazon EC2 instance.

(@ Note

If you receive an error about your key file's permissions being too open, you will need
to restrict its permissions to give access only to the current user (you). For example,
with the chmod command on Linux, macQOS, or Unix, type:

chmod 400 /path/to/codedeploydemo.pem

2. After you are signed in, you will see the AMI banner for the Amazon EC2 instance. For Amazon
Linux, it should look like this:
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3.

I /  Amazon Linux AMI

You can now sign out of the running Amazon EC2 instance.

/A Warning

Do not stop or terminate the Amazon EC2 instance. Otherwise, CodeDeploy won't be
able to deploy to it.

Add an inbound rule that allows HTTP traffic to your Amazon Linux or RHEL
Amazon EC2 instance

The next step confirms your Amazon EC2 instance has an open HTTP port so you can see the
deployed WordPress application's home page in a browser.

1.

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

Choose Instances, and then choose your instance.

On the Description tab, under Security groups, choose view inbound rules.

You should see a list of rules in your security group like the following:

Security Groups associated with i-1234567890abcdef@
Ports Protocol Source launch-wizard-N
22 tcp 0.0.0.0/0 #

Under Security groups, choose the security group for your Amazon EC2 instance. It might be
named launch-wizaxd-N. The N in the name is a number assigned to your security group
when your instance was created.

Choose the Inbound tab. If the security group for your instance is configured correctly, you
should see a rule with the following values:

o Type: HTTP
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e Protocol: TCP
« Port Range: 80
« Source: 0.0.0.0/0

5. If you do not see a rule with these values, use the procedures in Adding Rules to a Security

Group to add them to a new security rule.

Step 2: Configure your source content to be deployed to the Amazon
Linux or Red Hat Enterprise Linux Amazon EC2 instance

Now it's time to configure your application's source content so you have something to deploy to
the instance.

Topics

« Get the source code

» Create scripts to run your application

» Add an application specification file

Get the source code

For this tutorial, you deploy the WordPress content publishing platform from your development
machine to the target Amazon EC2 instance. To get the WordPress source code, you can use built-
in command-Lline calls. Or, if you have Git installed on your development machine, you can use that
instead.

For these steps, we assume you downloaded a copy of the WordPress source code to the /tmp
directory on your development machine. (You can choose any directory you like, but remember to
substitute your location for /tmp wherever it is specified in these steps.)

Choose one of the following two options to copy the WordPress source files to your development
machine. The first option uses built-in command-line calls. The second option uses Git.

Topics

» To get a copy of the WordPress source code (built-in command-line calls)

» To get a copy of the WordPress source code (Git)
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To get a copy of the WordPress source code (built-in command-Lline calls)

1.

Call the wget command to download a copy of the WordPress source code, as a .zip file, to the
current directory:

wget https://github.com/WordPress/WordPress/archive/master.zip
Call the unzip, mkdir, cp, and rm commands to:

« Unpack the master .zip file into the /tmp/WordPress_Temp directory (folder).
« Copy its unzipped contents to the /tmp/WordPress destination folder.

o Delete the temporary /tmp/WordPress_Temp folder and master file.

Run the commands one at a time:

unzip master -d /tmp/WordPress_Temp

mkdir -p /tmp/WordPress

cp -paf /tmp/WordPress_Temp/WordPress-master/* /tmp/WordPress

rm -rf /tmp/WordPress_Temp

rm -f master

This leaves you with a clean set of WordPress source code files in the /tmp/WordPress folder.

To get a copy of the WordPress source code (Git)

Download and install Git on your development machine.
In the /tmp/WordPzress folder, call the git init command.

Call the git clone command to clone the public WordPress repository, making your own copy
of it in the /tmp/WordPress destination folder:

git clone https://github.com/WordPress/WordPress.git /tmp/WordPress
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This leaves you with a clean set of WordPress source code files in the /tmp/WordPress folder.

Create scripts to run your application

Next, create a folder and scripts in the directory. CodeDeploy uses these scripts to set up and
deploy your application revision on the target Amazon EC2 instance. You can use any text editor to
create the scripts.

1. Create a scripts directory in your copy of the WordPress source code:

mkdir -p /tmp/WordPress/scripts

2. Createaninstall_dependencies.shfilein /tmp/WordPress/scripts. Add the
following lines to the file. This install_dependencies. sh script installs Apache, MySQL,
and PHP. It also adds MySQL support to PHP.

#1/bin/bash
sudo amazon-linux-extras install php7.4
sudo yum install -y httpd mariadb-server php

3. Createastart_server.shfilein /tmp/WordPress/scripts. Add the following lines to
the file. This start_server. sh script starts Apache and MySQL.

#!/bin/bash

systemctl start mariadb.service
systemctl start httpd.service
systemctl start php-fpm.service

4. Createastop_server.shfilein /tmp/WordPress/scripts. Add the following lines to the
file. This stop_server. sh script stops Apache and MySQL.

#!/bin/bash

isExistApp=pgrep httpd

if [[ -n $isExistApp 1]1; then
systemctl stop httpd.service
fi

isExistApp=pgrep mysqld
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if [[ -n $isExistApp 1]; then
systemctl stop mariadb.service
fi

isExistApp=pgrep php-fpm

if [[ -n $isExistApp 1]; then
systemctl stop php-fpm.service

fi

5. Createacreate_test_db.shfilein /tmp/WordPress/scripts. Add the following lines
to the file. This create_test_db. sh script uses MySQL to create a test database for
WordPress to use.

#!/bin/bash

mysql -uroot <<CREATE_TEST_DB
CREATE DATABASE IF NOT EXISTS test;
CREATE_TEST_DB

6. Finally, create a change_permissions.sh scriptin /tmp/WordPress/scripts. Thisis used
to change the folder permissions in Apache.

/A Important

This script updated permissions on the /tmp/WordPress folder so that anyone can
write to it. This is required so that WordPress can write to its database during Step 5:
Update and redeploy your WordPress application. After the WordPress application is

set up, run the following command to update permissions to a more secure setting:

chmod -R 755 /var/www/html/WordPress

#!/bin/bash
chmod -R 777 /var/www/html/WordPress

7. Give all of the scripts executable permissions. On the command line, type:

chmod +x /tmp/WordPress/scripts/*
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Add an application specification file

Next, add an application specification file (AppSpec file), a YAML-formatted file used by
CodeDeploy to:

» Map the source files in your application revision to their destinations on the target Amazon EC2
instance.

» Specify custom permissions for deployed files.

» Specify scripts to be run on the target Amazon EC2 instance during the deployment.

The AppSpec file must be named appspec.yml. It must be placed in the root directory of the
application's source code. In this tutorial, the root directory is /tmp/WordPress

With your text editor, create a file named appspec.yml. Add the following lines to the file:

version: 0.0

os: linux
files:
- source: /
destination: /var/www/html/WordPress
hooks:
BeforeInstall:

- location: scripts/install_dependencies.sh
timeout: 300
runas: root
AfterInstall:
- location: scripts/change_permissions.sh
timeout: 300
runas: root
ApplicationStart:
- location: scripts/start_server.sh
- location: scripts/create_test_db.sh
timeout: 300
runas: root
ApplicationStop:
- location: scripts/stop_server.sh
timeout: 300
runas: root
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CodeDeploy uses this AppSpec file to copy all of the files in the /tmp/WordPress folder on the
development machine to the /var/www/html/WordPress folder on the target Amazon EC2
instance. During the deployment, CodeDeploy runs the specified scripts as root in the /var/www/
html/WordPress/scripts folder on the target Amazon EC2 instance at specified events during
the deployment lifecycle, such as BeforeInstall and AfterInstall. If any of these scripts
take longer than 300 seconds (5 minutes) to run, CodeDeploy stops the deployment and marks the
deployment as failed.

For more information about these settings, see the CodeDeploy AppSpec file reference.

/A Important

The locations and numbers of spaces between each of the items in this file are important.
If the spacing is incorrect, CodeDeploy raises an error that might be difficult to debug. For
more information, see AppSpec File spacing.

Step 3: Upload your WordPress application to Amazon S3

Now you will prepare and upload your source content to a location from which CodeDeploy can
deploy it. The following instructions show you how to provision an Amazon S3 bucket, prepare the
application revision's files for the bucket, bundle the revision's files, and then push the revision to
the bucket.

(® Note

Although it's not covered in this tutorial, you can use CodeDeploy to deploy applications
from GitHub repositories to instances. For more information, see Integrating CodeDeploy
with GitHub.

Topics

+ Provision an Amazon S3 bucket

» Prepare the application's files for the bucket

» Bundle the application's files into a single archive file and push the archive file
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Provision an Amazon S3 bucket

Create a storage container or bucket in Amazon S3—or use an existing bucket. Make sure you
can upload the revision to the bucket and that Amazon EC2 instances used in deployments can
download the revision from the bucket.

You can use the AWS CLI, the Amazon S3 console, or the Amazon S3 APIs to create an Amazon S3
bucket. After you create the bucket, make sure to give access permissions to the bucket and your
AWS account.

(® Note

Bucket names must be unique across Amazon S3 for all AWS accounts. If you

aren't able to use codedeploydemobucket, try a different bucket name, such as
codedeploydemobucket followed by a dash and your initials or some other unique
identifier. Then be sure to substitute your bucket name for codedeploydemobucket
wherever you see it throughout this tutorial.

The Amazon S3 bucket must be created in the same AWS region where your target Amazon
EC2 instances are launched. For example, if you create the bucket in the US East (N.
Virginia) Region, then your target Amazon EC2 instances must be launched in the US East
(N. Virginia) Region.

Topics

e To create an Amazon S3 bucket (CLI)

e To create an Amazon S3 bucket (console)

» Give permissions to the Amazon S3 bucket and AWS account

To create an Amazon S3 bucket (CLI)

Call the mb command to create an Amazon S3 bucket named codedeploydemobucket:

aws s3 mb s3://codedeploydemobucket --region region

To create an Amazon S3 bucket (console)

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.
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2. Inthe Amazon S3 console, choose Create bucket.
3. In the Bucket name box, type a name for the bucket.

4. Inthe Region list, choose the target region, and then choose Create.

Give permissions to the Amazon S3 bucket and AWS account

You must have permissions to upload to the Amazon S3 bucket. You can specify these permissions
through an Amazon S3 bucket policy. For example, in the following Amazon S3 bucket policy, using
the wildcard character (*) allows AWS account 111122223333 to upload files to any directory in
the Amazon S3 bucket named codedeploydemobucket:

{
"Statement": [
{
"Action": [
"s3:PutObject"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::codedeploydemobucket/*",
"Principal": {
"AWS": [
"111122223333"
]
}
}
]
}

To view your AWS account ID, see Finding Your AWS account ID.

Now is a good time to verify the Amazon S3 bucket will allow download requests from each
participating Amazon EC2 instance. You can specify this through an Amazon S3 bucket policy.

For example, in the following Amazon S3 bucket policy, using the wildcard character (*)

allows any Amazon EC2 instance with an attached IAM instance profile containing the ARN
arn:aws:iam: :444455556666:r0le/CodeDeployDemo to download files from any directory in
the Amazon S3 bucket named codedeploydemobucket:

"Statement": [
{
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"Action": [

"s3:Get*",

"s3:List*"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::codedeploydemobucket/*",
"Principal": {

"AWS": [

"arn:aws:iam: :444455556666:r0le/CodeDeployDemo"

For information about how to generate and attach an Amazon S3 bucket policy, see Bucket policy
examples.

For information about how to create and attach an IAM policy, see Working with policies.

Prepare the application’'s files for the bucket

Make sure the WordPress application files, the AppSpec file, and the scripts are organized on your
development machine similar to the following:

/tmp/
| --WordPress/
| -- appspec.yml
| -- scripts/
| | -- change_permissions.sh
| -- create_test_db.sh
| -- install_dependencies.sh
| -- start_server.sh
| -- stop_server.sh
-- wp-admin/
|-- (various files...)
| -- wp-content/
| |-- (various files...)
| -- wp-includes/
| |-- (various files...)
| -- index.php
|-- license.txt
| -- readme.html
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|-- (various files ending with .php...)

Bundle the application's files into a single archive file and push the archive file

Bundle the WordPress application files and the AppSpec file into an archive file (known as an
application revision).

(® Note

You may be charged for storing objects in a bucket and for transferring application
revisions into and out of a bucket. For more information, see Amazon S3 pricing.

1.  On the development machine, switch to the folder where the files are stored:

cd /tmp/WordPress

® Note

If you don't switch to this folder, then the file bundling will start at your current folder.
For example, if your current folder is /tmp instead of /tmp/WordPress, then the
bundling will start with files and subfolders in the tmp folder, which may include more
than the WordPress subfolder.

2. Call the create-application command to register a new application named WordPress_App:

aws deploy create-application --application-name WordPress_App

3. Call the CodeDeploy push command to bundle the files together, upload the revisions to
Amazon S3, and register information with CodeDeploy about the uploaded revision, all in one
action.

aws deploy push \
--application-name WordPress_App \
--s3-location s3://codedeploydemobucket/WordPressApp.zip \
--ignore-hidden-files

This command bundles the files from the current directory (excluding any hidden
files) into a single archive file named WoxrdPressApp.zip, uploads the revision to the
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codedeploydemobucket bucket, and registers information with CodeDeploy about the
uploaded revision.

Step 4: Deploy your WordPress application

Now you deploy the sample WordPress application revision you uploaded to Amazon S3. You can
use the AWS CLI or the CodeDeploy console to deploy the revision and monitor the deployment's
progress. After the application revision is successfully deployed, you check the results.

Topics

» Deploy your application revision with CodeDeploy

» Monitor and troubleshoot your deployment

« Verify your deployment

Deploy your application revision with CodeDeploy

Use the AWS CLI or the console to deploy your application revision.

Topics

» To deploy your application revision (CLI)

» To deploy your application revision (console)

To deploy your application revision (CLI)

1. The deployment needs a deployment group. However, before you create the deployment
group, you need a service role ARN. A service role is an IAM role that gives a service permission
to act on your behalf. In this case, the service role gives CodeDeploy permission to access your
Amazon EC2 instances to expand (read) their Amazon EC2 instance tags.

You should have already followed the instructions in Create a service role (CLI) to create a

service role. To get the ARN of the service role, see Get the service role ARN (CLI) .

2. Now that you have the service role ARN, call the create-deployment-group command to
create a deployment group named WoxdPress_DepGroup, associated with the application
named WordPress_App, using the Amazon EC2 tag named CodeDeployDemo and
deployment configuration named CodeDeployDefault.OneAtATime:
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aws deploy create-deployment-group \
--application-name WordPress_App \
--deployment-group-name WordPress_DepGroup \
--deployment-config-name CodeDeployDefault.OneAtATime \
--ec2-tag-filters Key=Name,Value=CodeDeployDemo, Type=KEY_AND_VALUE \
--service-role-arn serviceRoleARN

(® Note

The create-deployment-group command provides support for creating triggers
that result in the sending of Amazon SNS notifications to topic subscribers about

specified events in deployments and instances. The command also supports options
for automatically rolling back deployments and setting up alarms to stop deployments
when monitoring thresholds in Amazon CloudWatch alarms are met. Commands for
these actions are not included in this tutorial.

3. Before you create a deployment, the instances in your deployment group must have the
CodeDeploy agent installed. You can install the agent from the command line with AWS
Systems Manager with the following command:

aws ssm create-association \
--name AWS-ConfigureAWSPackage \
--targets Key=tag:Name,Values=CodeDeployDemo \
--parameters action=Install, name=AWSCodeDeployAgent \
--schedule-expression "cron(@ 2 ? * SUN *)"

This command creates an association in Systems Manager State Manager that will install the
CodeDeploy agent and then attempt to update it at 2:00 every Sunday morning. For more
information about the CodeDeploy agent, see Working with the CodeDeploy agent. For more
information about Systems Manager, see What is AWS Systems Manager.

4. Now call the create-deployment command to create a deployment associated
with the application named WoxdPress_App, the deployment configuration
named CodeDeployDefault.OneAtATime, and the deployment group named
WordPress_DepGroup, using the application revision named WordPressApp.zip in the
bucket named codedeploydemobucket:
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aws deploy create-deployment \
--application-name WordPress_App \
--deployment-config-name CodeDeployDefault.OneAtATime \
--deployment-group-name WordPress_DepGroup \
--s3-location bucket=codedeploydemobucket,bundleType=zip, key=WordPressApp.zip

To deploy your application revision (console)

1.

©o ®©® N o U A~ W

11.

Before you use the CodeDeploy console to deploy your application revision, you need a service
role ARN. A service role is an IAM role that gives a service permission to act on your behalf. In
this case, the service role gives CodeDeploy permission to access your Amazon EC2 instances to
expand (read) their Amazon EC2 instance tags.

You should have already followed the instructions in Create a service role (console) to create a

service role. To get the ARN of the service role, see Get the service role ARN (console) .

Now that you have the ARN, use the CodeDeploy console to deploy your application revision:

Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

(® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, then choose Applications.

In the list of applications, choose WordPress_App.

On the Deployment groups tab, choose Create deployment group.

In Deployment group name, enter WordPress_DepGroup.

Under Deployment type, choose In-place deployment.

In Environment configuration, select Amazon EC2 instances.

In Agent configuration with AWS Systems Manager, keep the defaults.
In Key, enter Name.

In Value, enter CodeDeployDemo.
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® Note

After you type CodeDeployDemo, a 1 should appear under Matching instances to
confirm CodeDeploy found one matching Amazon EC2 instance.

12. In Deployment configuration, choose CodeDeployDefault.OneAtATime.

13. In Service role ARN, choose the service role ARN, and then choose Create deployment group.
14. Choose Create deployment.

15. In Deployment group choose WordPress_DepGroup.

16. Next to Repository type, choose My application is stored in Amazon S3. In Revision location,
enter the location of the sample WordPress application revision you previously uploaded to
Amazon S3. To get the location:

a. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

b. In the list of buckets, choose codedeploydemobucket (or the name of the bucket where
you uploaded your application revision).

c. Inthe list of objects, choose WordPressApp.zip.
d. Onthe Overview tab, copy the value of the Link field to your clipboard.

It might look something like this:

https://s3.amazonaws.com/codedeploydemobucket/WoxdPressApp.zip
e. Return to the CodeDeploy console, and in Revision location, paste the Link field value.

17. If a message appears in the File type list stating the file type could not be detected, choose
.Zip.
18. (Optional) Type a comment in the Deployment description box.

19. Expand Deployment group overrides, and from Deployment configuration, choose
CodeDeployDefault.OneAtATime.

20. Choose Start deployment. Information about your newly created deployment appears on the
Deployments page.

Monitor and troubleshoot your deployment

Use the AWS CLI or the console to monitor and troubleshoot your deployment.
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Topics

« To monitor and troubleshoot your deployment (CLI)

« To monitor and troubleshoot your deployment (console)

To monitor and troubleshoot your deployment (CLI)

1. Get the deployment's ID by calling the list-deployments command against the application
named WordPress_App and the deployment group named WoxdPress_DepGroup:

aws deploy list-deployments --application-name WordPress_App --deployment-group-
name WordPress_DepGroup --query 'deployments' --output text

2. Call the get-deployment command with the deployment ID:

aws deploy get-deployment --deployment-id deploymentID --query
'deploymentInfo.status' --output text

3. The command returns the deployment's overall status. If successful, the value is Succeeded.

If the overall status is Failed, you can call commands such as list-deployment-instances and

get-deployment-instance to troubleshoot. For more troubleshooting options, see Analyzing

log files to investigate deployment failures on instances.

To monitor and troubleshoot your deployment (console)

On the Deployments page in the CodeDeploy console, you can monitor your deployment's status
in the Status column.

To get more information about your deployment, especially if the Status column value has any
value other than Succeeded:

1. In the Deployments table, choose the name of the deployment. After a deployment fails, a
message that describes the reason for the failure is displayed.

2. In Instance activity, more information about the deployment is displayed. After a deployment
fails, you might be able to determine on which Amazon EC2 instances and at which step the
deployment failed.

3. If you want to do more troubleshooting, you can use a technique like the one described in
View Instance Details. You can also analyze the deployment log files on an Amazon EC2
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instance. For more information, see Analyzing log files to investigate deployment failures on
instances.

Verify your deployment

After your deployment is successful, verify your WordPress installation is working. Use the public
DNS address of the Amazon EC2 instance, followed by /WordPress, to view your site in a web
browser. (To get the public DNS value, in the Amazon EC2 console, choose the Amazon EC2
instance, and on the Description tab, look for the value of Public DNS.)

For example, if the public DNS address of your Amazon EC2 instance is
ec2-01-234-567-890.compute-1.amazonaws.com, you would use the following URL:

http://ec2-01-234-567-890.compute-1.amazonaws.com/WordPress

When you view the site in your browser, you should see a WordPress welcome page that looks
similar to the following:
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Welcome to WordPress. Before getting started, we need some information on the database. You will need to
know the following items before proceeding.

1. Database name

o5

. Database username

L

. Database password
4. Database host

0

. Table prefix (if you want to run more than one WordPress in a single database)

We're going to use this information to create a wp-config.php file. If for any reason this automatic file
creation doesn’t work, don't worry. All this does is fill in the database information to a configuration file.
You may also simply open wp-config-sample.php in a text editor, fill in your information, and save it as
wp-config.php. Need more help? We got it

In all likelihood, these items were supplied to you by your Web Heost. If you don't have this infermation, then you
will need to contact them before you can continue. If you're all ready...

Let's go!

WM#—*\W

If your Amazon EC2 instance does not have an HTTP inbound rule added to its security group, then
the WordPress welcome page does not appear. If you see a message that says the remote server is
not responding, make sure the security group for your Amazon EC2 instance has the inbound rule.
For more information, see Add an inbound rule that allows HTTP traffic to your Amazon Linux or
RHEL Amazon EC2 instance.

Step 5: Update and redeploy your WordPress application

Now that you've successfully deployed your application revision, update the WordPress code on the
development machine, and then use CodeDeploy to redeploy the site. Afterward, you should see
the code changes on the Amazon EC2 instance.

Topics
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o Set up the WordPress site

« Modify the site

» Redeploy the site

Set up the WordPress site

To see the effects of the code change, finish setting up the WordPress site so that you have a fully
functional installation.

1. Type your site's URL into your web browser. The URL is the public DNS address of
the Amazon EC2 instance plus a /WordPress extension. For this example WordPress
site (and example Amazon EC2 instance public DNS address), the URL is http://
ec2-01-234-567-890.compute-1.amazonaws.com/WordPress.

2. If you haven't set up the site yet, the WordPress default welcome page appears. Choose Let's
gol.

3. To use the default MySQL database, on the database configuration page, type the following
values:

Database Name: test
e User Name: root

Password: Leave blank.

Database Host: 1localhost

Table Prefix: wp_

Choose Submit to set up the database.

4. Continue the site setup. On the Welcome page, fill in any values you want, and choose Install
WordPress. When the installation is complete, you can sign in to your dashboard.

/A Important

During the deployment of the WordPress application, the change_permissions.sh
script updated permissions of the /tmp/WordPress folder so anyone can write to it. Now
is @ good time to run the following command to restrict permissions so that only you, the
owner, can write to it:
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chmod -R 755 /var/www/html/WordPress

Modify the site

To modify the WordPress site, go to the application's folder on your development machine:

cd /tmp/WordPress

To modify some of the site's colors, in the wp-content/themes/twentyfifteen/style.css
file, use a text editor or sed to change #fff to #768331.

On Linux or other systems with GNU sed, use:

sed -i 's/#fff/#768331/g' wp-content/themes/twentyfifteen/style.css

On macQOS, Unix, or other systems with BSD sed, use:

sed -i '' 's/#fff/#768331/g' wp-content/themes/twentyfifteen/style.css

Redeploy the site
Now that you've modified the site's code, use Amazon S3 and CodeDeploy to redeploy the site.

Bundle and upload the changes to Amazon S3, as described in Bundle the application's files
into a single archive file and push the archive file. (As you follow those instructions, remember

that you do not need to create an application.) Give the new revision the same key as before
(WoxdPressApp.zip). Upload it to the same Amazon S3 bucket you created earlier (for example,
codedeploydemobucket).

Use the AWS CLI, the CodeDeploy console, or the CodeDeploy APIs to redeploy the site.

Topics

» To redeploy the site (CLI)
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» To redeploy the site (console)

To redeploy the site (CLI)

Call the create-deployment command to create a deployment based on the newly uploaded
revision. Use the application named WoxrdPress_App, the deployment configuration named
CodeDeployDefault.OneAtATime, the deployment group named WoxdPxress_DepGroup, and
the revision named WordPressApp.zip in the bucket named codedeploydemobucket:

aws deploy create-deployment \
--application-name WordPress_App \
--deployment-config-name CodeDeployDefault.OneAtATime \
--deployment-group-name WordPress_DepGroup \
--s3-location bucket=codedeploydemobucket,bundleType=zip, key=WordPressApp.zip

You can check the status of the deployment, as described in Monitor and troubleshoot your
deployment.

After CodeDeploy has redeployed the site, revisit the site in your web browser to verify the colors
have been changed. (You might need to refresh your browser.) If the colors have been changed,
congratulations! You have successfully modified and redeployed your site!

To redeploy the site (console)

1. Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

(® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, then choose Applications.
In the list of applications, choose WordPress_App.
On the Deployment groups tab, choose WoxrdPress_DepGroup.

Choose Create deployment.

o v M W N

On the Create deployment page:

a. In Deployment group, choose WoxrdPress_DepGroup.
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b.

In the Repository type area, choose My application is stored in Amazon S3, and then
copy your revision's Amazon S3 link into the Revision location box. To find the link value:

i. Inaseparate browser tab:

Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

Browse to and open codedeploydemobucket, and then choose your revision,
WoxrdPressApp.zip.

ii. If the Properties pane is not visible in the Amazon S3 console, choose the Properties
button.

iii. Inthe Properties pane, copy the value of the Link field into the Revision location box
in the CodeDeploy console.

If a message appears saying the file type could not be detected, choose .zip.
Leave the Deployment description box blank.

Expand Deployment group overrides and from Deployment configuration, choose
CodeDeployDefault.OneAtATime.

Choose Start deployment. Information about your newly created deployment appears on
the Deployments page.

You can check the status of the deployment, as described in Monitor and troubleshoot

your deployment.

After CodeDeploy has redeployed the site, revisit the site in your web browser to verify
the colors have been changed. (You might need to refresh your browser.) If the colors have
been changed, congratulations! You have successfully modified and redeployed your site!

Step 6: Clean up your WordPress application and related resources

You've now successfully made an update to the WordPress code and redeployed the site. To avoid

ongoing charges for resources you created for this tutorial, you should delete:

« Any AWS CloudFormation stacks (or terminate any Amazon EC2 instances, if you created them
outside of AWS CloudFormation).

« Any Amazon S3 buckets.

« The WordPress_App application in CodeDeploy.
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« The AWS Systems Manager State Manager association for the CodeDeploy agent.

You can use the AWS CLI, the AWS CloudFormation, Amazon S3, Amazon EC2, and CodeDeploy
consoles, or the AWS APIs to perform the cleanup.

Topics

» To clean up resources (CLI)

» To clean up resources (console)

« What's next?

To clean up resources (CLI)

1.

If you used our AWS CloudFormation template for this tutorial, call the delete-stack command
against the stack named CodeDeployDemoStack. This will terminate all accompanying
Amazon EC2 instances and delete all accompanying IAM roles the stack created:

aws cloudformation delete-stack --stack-name CodeDeployDemoStack

To delete the Amazon S3 bucket, call the rm command with the --recursive switch against
the bucket named codedeploydemobucket. This will delete the bucket and all objects in the
bucket:

aws s3 rm s3://codedeploydemobucket --recursive --region region

To delete the WordPress_App application, call the delete-application command. This
will also delete all associated deployment group records and deployment records for the
application:

aws deploy delete-application --application-name WordPress_App

To delete the Systems Manager State Manager association, call the delete-association
command.

aws ssm delete-association --assocation-id association-id

You can get the association-id by calling the describe-association command.
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aws ssm describe-association --name AWS-ConfigureAWSPackage --targets
Key=tag:Name, Values=CodeDeployDemo

If you did not use the AWS CloudFormation stack for this tutorial, call the terminate-instances
command to terminate any Amazon EC2 instances you manually created. Supply the ID of the
Amazon EC2 instance to terminate:

aws ec?2 terminate-instances --instance-ids instanceId

To clean up resources (console)

If you used our AWS CloudFormation template for this tutorial, delete the associated AWS
CloudFormation stack.

1. Signin to the AWS Management Console and open the AWS CloudFormation console at
https://console.aws.amazon.com/cloudformation.

2. In the Filter box, type the AWS CloudFormation stack name you created earlier (for example,
CodeDeployDemoStack).

3. Select the box beside stack name. In the Actions menu, choose Delete Stack.

AWS CloudFormation deletes the stack, terminates all accompanying Amazon EC2 instances,
and deletes all accompanying IAM roles.

To terminate Amazon EC2 instances you created outside of an AWS CloudFormation stack:

1. Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

2. Inthe INSTANCES list, choose Instances.

3. Inthe search box, type the name of the Amazon EC2 instance you want to terminate (for
example, CodeDeployDemo), and then press Enter.

4. Choose the Amazon EC2 instance name.

In the Actions menu, point to Instance State, and then choose Terminate. When prompted,
choose Yes, Terminate.

Repeat these steps for each instance.
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To delete the Amazon S3 bucket:

Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

In the list of buckets, browse to and choose the name of the Amazon S3 bucket you created
earlier (for example, codedeploydemobucket).

Before you can delete a bucket, you must first delete its contents. Select all of the files in the
bucket, such as WoxdPressApp.zip. In the Actions menu, choose Delete. When prompted to
confirm the deletion, choose OK.

After the bucket is empty, you can delete the bucket. In the list of buckets, choose the row of
the bucket (but not the bucket name). Choose Delete bucket, and when prompted to confirm,
choose OK.

To delete the WordPress_App application from CodeDeploy:

1.

i A W

Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

(® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, then choose Applications.
In the list of applications, choose WordPress_App.
On the Application details page, choose Delete application.

When prompted, enter the name of the application to confirm you want to delete it, and then
choose Delete.

To delete the Systems Manager State Manager association:

1.

Open the AWS Systems Manager console at https://console.aws.amazon.com/systems-
manager.

In the navigation pane, choose State Manager.

Choose the association you created and choose Delete.
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What's next?

If you've arrived here, congratulations! You have successfully completed a CodeDeploy deployment,
and then updated your site's code and redeployed it.

Tutorial: Deploy a "hello, world!" application with CodeDeploy
(Windows Server)

In this tutorial, you deploy a single webpage to a single Windows Server Amazon EC2 instance
running Internet Information Services (IIS) as its web server. This webpage displays a simple "Hello,
World!" message.

Not what you're looking for?

» To practice deploying to an Amazon Linux or Red Hat Enterprise Linux (RHEL) Amazon EC2
instance instead, see Tutorial: Deploy WordPress to an Amazon EC2 instance (Amazon Linux or

Red Hat Enterprise Linux and Linux, macOS, or Unix).

» To practice deploying to an on-premises instance instead, see Tutorial: Deploy an application
to an on-premises instance with CodeDeploy (Windows Server, Ubuntu Server, or Red Hat
Enterprise Linux).

This tutorial's steps are presented from a Windows perspective. Although you can complete most
of these steps on a local machine running Linux, macOS, or Unix, you must adapt those that cover
Windows-based directory paths such as c:\temp. Also, if you want to connect to the Amazon EC2
instance, you need a client application that can connect through Remote Desktop Protocol (RDP)
to the Amazon EC2 instance running Windows Server. (Windows includes an RDP connection client
application by default.)

Before you start this tutorial, you must complete the prerequisites in Getting started with
CodeDeploy, including configuring your user, installing or upgrading the AWS CLI, and creating an
IAM instance profile and a service role.

Topics

« Step 1: Launch a Windows Server Amazon EC2 instance

» Step 2: Configure your source content to deploy to the Windows Server Amazon EC2 instance

« Step 3: Upload your "hello, world!" application to Amazon S3
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» Step 4: Deploy your Hello World application

» Step 5: Update and redeploy your "hello, world!" application

» Step 6: Clean up your "hello, world!" application and related resources

Step 1: Launch a Windows Server Amazon EC2 instance

To deploy the Hello World application with CodeDeploy, you need an Amazon EC2 instance running
Windows Server.

Follow the instructions in Create an Amazon EC2 instance for CodeDeploy. When you are ready

to assign an Amazon EC2 instance tag to the instance, be sure to specify the tag key of Name
and the tag value of CodeDeployDemo. (If you specify a different tag key or tag value, then the
instructions in Step 4: Deploy your Hello World application might produce unexpected results.)

After you've launched the Amazon EC2 instance, return to this page, and continue to the next
section. Do not continue on to Create an application with CodeDeploy as a next step.

Connect to your Amazon EC2 instance

After your Amazon EC2 instance is launched, follow these instructions to practice connecting to it.

(@ Note

In these instructions, we assume you are running Windows and the Windows Desktop
Connection client application. For information, see Connecting to your Windows instance

using RDP. You might need to adapt these instructions for other operating systems or other
RDP connection client applications.

1. Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

In the navigation pane, under Instances, choose Instances.
Browse to and choose your Windows Server instance in the list.
Choose Connect.

Choose Get Password, and then choose Choose File.

o v A W N

Browse to and choose the Amazon EC2 instance key pair file associated with the Windows
Server Amazon EC2 instance, and then choose Open.
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7.

10.

11.

12.

13.

Choose Decrypt Password. Make a note of the password that is displayed. You need it in step
10.

Choose Download Remote Desktop File, and then open the file.

If you are prompted to connect even though the publisher of the remote connection can't be
identified, proceed.

Type the password you noted in step 7, and then proceed. (If your RDP connection client
application prompts you for a user name, type Administrator.)

If you are prompted to connect even though the identity of the remote computer cannot be
verified, proceed.

After you are connected, the desktop of the Amazon EC2 instance running Windows Server is
displayed.

You can now disconnect from the Amazon EC2 instance.

/A Warning

Do not stop or terminate the instance. Otherwise, CodeDeploy can't deploy to it.

Add an inbound rule that allows HTTP traffic to your Windows Server Amazon
EC2 instance

The next step confirms your Amazon EC2 instance has an open HTTP port so you can see the
deployed webpage on your Windows Server Amazon EC2 instance in a browser.

1.

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

Choose Instances, and then choose your instance.

On the Description tab, under Security groups, choose view inbound rules.

You should see a list of rules in your security group like the following:

Security Groups associated with i-1234567890abcdef®
Ports Protocol Source launch-wizard-N
22 tcp 0.0.0.0/0 #
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4. Under Security groups, choose the security group for your Amazon EC2 instance. It might be
named launch-wizaxd-N. The N in the name is a number assigned to your security group
when your instance was created.

Choose the Inbound tab. If the security group for your instance is configured correctly, you
should see a rule with the following values:

o Type: HTTP

« Protocol: TCP

« Port Range: 80

» Source: 0.0.0.0/0

5. If you do not see a rule with these values, use the procedures in Adding Rules to a Security

Group to add them to a new security rule.

Step 2: Configure your source content to deploy to the Windows Server
Amazon EC2 instance

Now it's time to configure your application's source content so you have something you can deploy
to the Amazon EC2 instance. For this tutorial, you'll deploy a single web page to the Amazon EC2
instance running Windows Server, which will run Internet Information Services (IIS) as its web
server. This web page will display a simple "Hello, World!" message.

Topics

o Create the web page

» Create a script to run your application

» Add an application specification file

Create the web page

1. Create a subdirectory (subfolder) named HelloWoxr1dApp in your c:\temp folder, and then
switch to that folder.

mkdir c:\temp\HelloWorldApp
cd c:\temp\HelloWorldApp
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® Note

You don't have to use the location of c:\temp or the subfolder name of
HelloWorldApp. If you use a different location or subfolder name, be sure to use it
throughout this tutorial.

2. Use a text editor to create a file inside of the folder. Name the file index.html.

notepad index.html

3. Add the following HTML code to the file, and then save the file.

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.o0rg/
TR/html4/loose.dtd">
<html>
<head>
<title>Hello, World!</title>
<style>
body {
color: #ffffff;
background-color: #0188cc;
font-family: Arial, sans-serif;
font-size:1l4px;
}
</style>
</head>
<body>
<div align="center"><hl>Hello, World!</hl></div>
<div align="center"><h2>You have successfully deployed an application using
CodeDeploy</h2></div>
<div align="center">
<p>What to do next? Take a look through the <a href="https://aws.amazon.com/
codedeploy">CodeDeploy Documentation</a>.</p>
</div>
</body>
</html>
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Create a script to run your application

Next, you will create a script that CodeDeploy will use to set up the web server on the target
Amazon EC2 instance.

1. In the same subfolder where the index.html file is saved, use a text editor to create another
file. Name the file before-install.bat.

notepad before-install.bat

2. Add the following batch script code to the file, and then save the file.

REM Install Internet Information Server (IIS).
c:\Windows\Sysnative\WindowsPowerShell\v1l.@\powershell.exe -Command Import-Module -
Name ServerManager

c:\Windows\Sysnative\WindowsPowerShell\v1l.@\powershell.exe -Command Install-
WindowsFeature Web-Server

Add an application specification file

Next, you will add an application specification file (AppSpec file) in addition to the web page and
batch script file. The AppSpec file is a YAML-formatted file used by CodeDeploy to:

» Map the source files in your application revision to their destinations on the instance.

« Specify scripts to be run on the instance during the deployment.
The AppSpec file must be named appspec.yml. It must be placed in the application source code's
root folder.

1.  In the same subfolder where the index.html and before-install.bat files are saved, use
a text editor to create another file. Name the file appspec.yml.

notepad appspec.yml

2. Add the following YAML code to the file, and then save the file.

version: 0.0
os: windows
files:

Step 2: Configure your source content API Version 2014-10-06 136


http://www.yaml.org

AWS CodeDeploy User Guide

- source: \index.html
destination: c:\inetpub\wwwroot
hooks:
BeforeInstall:
- location: \before-install.bat
timeout: 900

CodeDeploy will use this AppSpec file to copy the index.html file in the application source code's
root folder to the c:\inetpub\wwwroot folder on the target Amazon EC2 instance. During

the deployment, CodeDeploy will run the before-install.bat batch script on the target
Amazon EC2 instance during the BeforeInstall deployment lifecycle event. If this script takes
longer than 900 seconds (15 minutes) to run, CodeDeploy will stop the deployment and mark the
deployment to the Amazon EC2 instance as failed.

For more information about these settings, see the CodeDeploy AppSpec file reference.

/A Important

The locations and numbers of spaces between each of the items in this file are important.
If the spacing is incorrect, CodeDeploy will raise an error that may be difficult to debug. For
more information, see AppSpec File spacing.

Step 3: Upload your "hello, world!" application to Amazon S3

Now you will prepare and upload your source content to a location from which CodeDeploy can
deploy it. The following instructions show you how to provision an Amazon S3 bucket, prepare the
application revision's files for the bucket, bundle the revision's files, and then push the revision to
the bucket.

(@ Note
Although it's not covered in this tutorial, you can use CodeDeploy to deploy applications

from GitHub repositories to instances. For more information, see Integrating CodeDeploy
with GitHub.

Topics
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« Provision an Amazon S3 bucket

» Prepare the application's files for the bucket

» Bundle the application's files into a single archive file and push the archive file

Provision an Amazon S3 bucket

Create a storage container or bucket in Amazon S3—or use an existing bucket. Make sure you
can upload the revision to the bucket and that Amazon EC2 instances used in deployments can
download the revision from the bucket.

You can use the AWS CLI, the Amazon S3 console, or the Amazon S3 APlIs to create an Amazon S3
bucket. After you create the bucket, make sure to give access permissions to the bucket and your
CodeDeploy user.

(® Note

Bucket names must be unique across Amazon S3 for all AWS accounts. If you

aren't able to use codedeploydemobucket, try a different bucket name, such as
codedeploydemobucket followed by a dash and your initials or some other unique
identifier. Then be sure to substitute your bucket name for codedeploydemobucket
wherever you see it throughout this tutorial.

The Amazon S3 bucket must be created in the same AWS region in which your target
Amazon EC2 instances are launched. For example, if you create the bucket in the US East
(N. Virginia) Region, then your target Amazon EC2 instances must be launched in the US
East (N. Virginia) Region.

Topics

o To create an Amazon S3 bucket (CLI)

o To create an Amazon S3 bucket (console)

» Give permissions to the Amazon S3 bucket and your AWS account

To create an Amazon S3 bucket (CLI)

Call the mb command to create an Amazon S3 bucket named codedeploydemobucket:
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aws s3 mb s3://codedeploydemobucket --region region

To create an Amazon S3 bucket (console)

Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

1

2. Inthe Amazon S3 console, choose Create bucket.

3. In the Bucket name box, type a name for the bucket.
4

In the Region list, choose the target region, and then choose Create.

Give permissions to the Amazon S3 bucket and your AWS account

You must have permissions to upload to the Amazon S3 bucket. You can specify these permissions
through an Amazon S3 bucket policy. For example, in the following Amazon S3 bucket policy, using
the wildcard character (*) allows AWS account 111122223333 to upload files to any directory in
the Amazon S3 bucket named codedeploydemobucket:

{
"Statement": [
{
"Action": [
"s3:PutObject"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::codedeploydemobucket/*",
"Principal": {
"AWS": [
"111122223333"
]
}
}
]
}

To view your AWS account ID, see Finding Your AWS account ID.

Now is a good time to verify the Amazon S3 bucket will allow download requests from each
participating Amazon EC2 instance. You can specify this through an Amazon S3 bucket policy.
For example, in the following Amazon S3 bucket policy, using the wildcard character (*)
allows any Amazon EC2 instance with an attached IAM instance profile containing the ARN
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arn:aws:iam: : 444455556666:r0le/CodeDeployDemo to download files from any directory in
the Amazon S3 bucket named codedeploydemobucket:

"Statement": [
{
"Action": [
"s3:Get*",
"s3:List*"
1,
"Effect": "Allow",
"Resource": "arn:aws:s3:::codedeploydemobucket/*",
"Principal": {
"AWS": [
"arn:aws:iam: :444455556666:r0le/CodeDeployDemo"

For information about how to generate and attach an Amazon S3 bucket policy, see Bucket policy
examples.

The CodeDeploy adminstrative user that you created in Step 1: Setting up must also have
permission to upload the revision to the Amazon S3 bucket. One way to specify this is through an
IAM policy, which you add to the user's permission set, or to an IAM role (which you allow the user
to assume). The following IAM policy allows the user to upload revisions anywhere in the Amazon
S3 bucket named codedeploydemobucket:

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":["s3:PutObject"],
"Resource":"arn:aws:s3:::codedeploydemobucket/*"
}
]
}
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For information about how to create an IAM policy, see Creating IAM policies in the IAM User Guide.

For information on adding a policy to a permission set, see Create a permission set in the AWS IAM
Identity Center User Guide.

Prepare the application’'s files for the bucket

Make sure the web page, the AppSpec file, and the script are organized on your development
machine like this:

c:\
|-- temp\
| --HelloWorldApp\
| -- appspec.yml
| -- before-install.bat
| -- index.html

Bundle the application's files into a single archive file and push the archive file

Bundle the files into an archive file (known as an application revision).

(® Note

You may be charged for storing objects in a bucket and for transferring application
revisions into and out of a bucket. For more information, see Amazon S3 pricing.

1.  On the development machine, switch to the folder where the files are stored:

cd c:\temp\HelloWorldApp

(® Note

If you don't switch to this folder, then the file bundling will start at your current folder.
For example, if your current folder is c : \temp instead of c:\temp\HelloWor1ldApp,
the bundling will start with files and subfolders in the c:\temp folder, which may
include more than the HelloWorldApp subfolder.

2. Call the create-application command to register a new application named HelloWoxrld_App
with CodeDeploy:
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aws deploy create-application --application-name HelloWorld_App

3. Call the CodeDeploy push command to bundle the files together, upload the revisions to
Amazon S3, and register information with CodeDeploy about the uploaded revision, all in one
action.

aws deploy push --application-name HelloWorld_App --s3-location s3://
codedeploydemobucket/HelloWorld_App.zip --ignore-hidden-files

This command bundles the files from the current directory (excluding any hidden files)
into a single archive file named HelloWorld_App.zip, uploads the revision to the
codedeploydemobucket bucket, and registers information with CodeDeploy about the
uploaded revision.

Step 4: Deploy your Hello World application

Now you deploy the sample Hello World application revision you uploaded to Amazon S3. You
use the AWS CLI or the CodeDeploy console to deploy the revision and monitor the deployment's
progress. After the application revision is successfully deployed, you check the results.

Topics

» Deploy your application revision with CodeDeploy

» Monitor and troubleshoot your deployment

« Verify your deployment

Deploy your application revision with CodeDeploy

You can deploy your application using the CLI or the console.

Topics

» To deploy your application revision (CLI)

» To deploy your application revision (console)
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To deploy your application revision (CLI)

1. First, the deployment needs a deployment group. However, before you create the deployment
group, you need a service role ARN. A service role is an IAM role that gives a service permission
to act on your behalf. In this case, the service role gives CodeDeploy permission to access your
Amazon EC2 instances to expand (read) their Amazon EC2 instance tags.

You should have already followed the instructions in Create a service role (CLI) to create a
service role. To get the ARN of the service role, see Get the service role ARN (CLI) .

2. Now that you have the ARN, call the create-deployment-group command to create a
deployment group named HelloWox1ld_DepGroup, associated with the application named
HelloWorld_App, using the Amazon EC2 instance tag named CodeDeployDemo and
deployment configuration named CodeDeployDefault.OneAtATime, with the service role
ARN:

aws deploy create-deployment-group --application-name HelloWorld_App
--deployment-group-name HelloWorld_DepGroup --deployment-

config-name CodeDeployDefault.OneAtATime --ec2-tag-filters

Key=Name, Value=CodeDeployDemo, Type=KEY_AND_VALUE --service-role-arn serviceRoleARN

(® Note

The create-deployment-group command provides support for creating triggers

that result in the sending of Amazon SNS notifications to topic subscribers about
specified events in deployments and instances. The command also supports options
for automatically rolling back deployments and setting up alarms to stop deployments
when monitoring thresholds in Amazon CloudWatch alarms are met. Commands for
these actions are not included in this tutorial.

3. Before you create a deployment, the instances in your deployment group must have the
CodeDeploy agent installed. You can install the agent from the command line with AWS
Systems Manager with the following command:

aws ssm create-association --name AWS-ConfigureAWSPackage
--targets Key=tag:Name,Values=CodeDeployDemo --parameters
action=Install, name=AWSCodeDeployAgent --schedule-expression "cron(® 2 ? * SUN

*)n

Step 4: Deploy your application API Version 2014-10-06 143


https://docs.aws.amazon.com/cli/latest/reference/deploy/create-deployment-group.html

AWS CodeDeploy User Guide

This command creates an association in Systems Manager State Manager that will install the
CodeDeploy agent and then attempt to update it at 2:00 every Sunday morning. For more
information about the CodeDeploy agent, see Working with the CodeDeploy agent. For more
information about Systems Manager, see What is AWS Systems Manager.

Now call the create-deployment command to create a deployment associated

with the application named HelloWorld_App, the deployment configuration

named CodeDeployDefault.OneAtATime, and the deployment group named
HelloWorld_DepGroup, using the application revision named HelloWoxrld_App.zip in the
bucket named codedeploydemobucket:

aws deploy create-deployment --application-name HelloWorld_App --deployment-config-
name CodeDeployDefault.OneAtATime --deployment-group-name HelloWorld_DepGroup --s3-
location bucket=codedeploydemobucket,bundleType=zip, key=HelloWorld_App.zip

To deploy your application revision (console)

1.

Before you use the CodeDeploy console to deploy your application revision, you need a service
role ARN. A service role is an IAM role that gives a service permission to act on your behalf. In
this case, the service role gives CodeDeploy permission to access your Amazon EC2 instances to
expand (read) their Amazon EC2 instance tags.

You should have already followed the instructions in Create a service role (console) to create a
service role. To get the ARN of the service role, see Get the service role ARN (console) .

Now that you have the ARN, you can use the CodeDeploy console to deploy your application
revision.

Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, then choose Applications.
Choose HelloWorld_App.

On the Deployment groups tab, choose Create deployment group.
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6. In Deployment group name, enter HelloWorld_DepGroup.

7. In Service Role, choose the name of the service role.

8. In Deployment type, choose In-place.

9. In Environment configuration, select Amazon EC2 instances.

10. In Agent configuration with AWS Systems Manager, keep the defaults.
11. In Key, enter Name.

12. In Value, enter CodeDeployDemo.

13. In Deployment configuration, choose CodeDeployDefault.OneAtATime.
14. In Load Balancer, clear Enable load balancing.

15. Choose Create deployment group.

16. Choose Create deployment.

17. In Deployment group, choose HelloWorld_DepGroup

18. In Revision type, choose My application is stored in Amazon S3, and then in Revision
location, enter the location of the sample Hello World application revision you previously
uploaded to Amazon S3. To get the location:

a. Openthe Amazon S3 console at https://console.aws.amazon.com/s3/.

b. In the list of buckets, choose codedeploydemobucket (or the name of the bucket where
you uploaded your application revision).

c. Inthe list of objects, choose HelloWorld_App.zip.

d. Inthe Overview tab, choose Copy path.

e. Return to the CodeDeploy console, and in Revision Location, paste the Link field value.
19. For Revision file type, choose .zip.
20. (Optional) Enter a comment in Deployment description.

21. Choose Create deployment. Information about your newly created deployment appears on
the Deployments page.

Monitor and troubleshoot your deployment

Use the AWS CLI or the console to monitor and troubleshoot your deployment.

Topics
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« To monitor and troubleshoot your deployment (CLI)

« To monitor and troubleshoot your deployment (console)

To monitor and troubleshoot your deployment (CLI)

1. Get the deployment's ID by calling the list-deployments command against the application
named HelloWoxrld_App and the deployment group named HelloWoxrld_DepGroup:

aws deploy list-deployments --application-name HelloWorld_App --deployment-group-
name HelloWorld_DepGroup --query "deployments" --output text

2. Call the get-deployment command with the deployment ID:

aws deploy get-deployment --deployment-id deploymentID --query
"deploymentInfo.status" --output text

3. The command returns the deployment's overall status. If successful, the value is Succeeded.

If the overall status is Failed, you can call commands such as list-deployment-instances and

get-deployment-instance to troubleshoot. For more troubleshooting options, see Analyzing

log files to investigate deployment failures on instances.

To monitor and troubleshoot your deployment (console)

On the Deployments page in the CodeDeploy console, you can monitor your deployment's status
in the Status column.

To get more information about your deployment, especially if the Status column value has any
value other than Succeeded:

1. In the Deployments table, choose your deployment ID. After a deployment fails, a message
that describes the reason for the failure appears in the deployment's details page.

2. . More information about the deployment's instances is displayed. After a deployment fails,
you might be able to determine on which Amazon EC2 instances and at which step the
deployment failed.

3. If you want to do more troubleshooting, you can use a technique like View Instance Details.

You can also analyze the deployment log files on an Amazon EC2 instance. For more
information, see Analyzing log files to investigate deployment failures on instances.
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Verify your deployment

After your deployment is successful, verify your installation is working. Use the public DNS address
of the Amazon EC2 instance to view the web page in a web browser. (To get the public DNS value,
in the Amazon EC2 console, choose the Amazon EC2 instance, and on the Description tab, look for
the value in Public DNS.)

For example, if the public DNS address of your Amazon EC2 instance is
ec2-01-234-567-890.compute-1.amazonaws.com, you would use the following URL:

http://ec2-01-234-567-890.compute-1.amazonaws.com

If successful, you should see a Hello World webpage.

Step 5: Update and redeploy your "hello, world!" application

Now that you've successfully deployed your application revision, on the development machine,
make an update to the webpage's code, and then use CodeDeploy to redeploy the site. After
redeployment, you should be able to see the changes on the Amazon EC2 instance.

Topics

« Modify the webpage

» Redeploy the site

Modify the webpage

1. Gotoyour c:\temp\HelloWorldApp subfolder and use a text editor to modify the
index.html file:

cd c:\temp\HelloWorldApp
notepad index.html

2. Revise the contents of the index.html file to change the background color and some of the
text on the webpage, and then save the file:

<!DOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://www.w3.o0rg/
TR/html4/loose.dtd">
<html>
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<head>
<title>Hello Again, World!</title>
<style>
body {
color: #ffffff;
background-color: #66cc00;
font-family: Arial, sans-serif;
font-size:14px;
}
</style>
</head>
<body>
<div align="center"><hl>Hello Again, World!</hl></div>
<div align="center"><h2>You have successfully deployed a revision of an
application using CodeDeploy</h2></div>
<div align="center">
<p>What to do next? Take a look through the <a href="https://aws.amazon.com/
codedeploy">CodeDeploy Documentation</a>.</p>
</div>
</body>
</html>

Redeploy the site
Now that you've modified the code, use Amazon S3 and CodeDeploy to redeploy the webpage.

Bundle and upload the changes to Amazon S3 as described in Bundle the application's
files into a single archive file and push the archive file. (As you follow those instructions,
you do not need to create a new application.) Give the revision the same key as before
(HelloWoxrld_App.zip). Upload it to the same Amazon S3 bucket you created earlier (for
example, codedeploydemobucket).

Use the AWS CLI or the CodeDeploy console to redeploy the site.

Topics

» To redeploy the site (CLI)

» To redeploy the site (console)
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To redeploy the site (CLI)

Call the create-deployment command to create a deployment based on the uploaded revision,
again using the application named HelloWox1d_App, the deployment configuration named
CodeDeployDefault.OneAtATime, the deployment group named HelloWorld_DepGroup, and
the revision named HelloWoxrld_App.zip in the bucket named codedeploydemobucket:

aws deploy create-deployment --application-name HelloWorld_App --deployment-config-
name CodeDeployDefault.OneAtATime --deployment-group-name HelloWorld_DepGroup --s3-
location bucket=codedeploydemobucket,bundleType=zip, key=HelloWorld_App.zip

You can check the status of the new deployment, as described in Monitor and troubleshoot your
deployment.

When CodeDeploy has redeployed the site, revisit the site in your web browser to verify that
the background color and text on the webpage have been changed. (You may need to refresh
your browser.) If the background color and text has been changed, then congratulations! You've
modified and redeployed your site!

To redeploy the site (console)

1. Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

2. On the navigation pane, choose Applications.
3. In the Applications list, choose HelloWorld_App.

4. Inthe Deployments tab, choose Create deployment.

a. Inthe Deployment group list, choose HelloWorld_DepGroup.

b. In Revision location, enter the Amazon S3 link for your revision.
To find the link value:

i.  Signin to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.
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Browse to and open codedeploydemobucket, and then choose your revision,
HelloWorld_App.zip, in the Amazon S3 console.

ii. If the Properties pane is not visible in the Amazon S3 console, choose the Properties
button.

iii. Inthe Properties pane, copy the value of the Link field.

iv. Return to the CodeDeploy console, then paste the link into Revision location.

c. InRevision file type, if a message appears stating that the file type could not be detected,
choose .zip.

d. Leave Deployment description blank.

e. Expand Deployment group overridesin the Deployment configuration list, choose
CodeDeployDefault.OneAtATime, and then choose Create deployment.

You can check the status of the deployment as described in Monitor and troubleshoot

your deployment.

When CodeDeploy has redeployed the site, revisit the site in your web browser to verify
that the background color and text on the webpage have been changed. (You may
need to refresh your browser.) If the background color and text has been changed,
congratulations! You've modified and redeployed your site!

Step 6: Clean up your "hello, world!" application and related resources

You've now successfully made an update to the "Hello, World!" code and redeployed the site. To
avoid ongoing charges for resources you created to complete this tutorial, you should delete:

« Any AWS CloudFormation stacks (or terminate any Amazon EC2 instances, if you created them
outside of AWS CloudFormation).

« Any Amazon S3 buckets.

» The HelloWorld_App application in CodeDeploy.

» The AWS Systems Manager State Manager association for the CodeDeploy agent.

You can use the AWS CLI, the AWS CloudFormation, Amazon S3, Amazon EC2, and CodeDeploy
consoles, or the AWS APIs to perform the cleanup.
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Topics

« To use clean up resources (CLI)

» To clean up resources (console)

¢ What's next?

To use clean up resources (CLI)

1. If you used the AWS CloudFormation stack for this tutorial, delete the stack by calling the
delete-stack command against the stack named CodeDeployDemoStack. This terminates all
accompanying Amazon EC2 instances and delete all accompanying IAM roles originally created
by the stack.

aws cloudformation delete-stack --stack-name CodeDeployDemoStack

2. To delete the Amazon S3 bucket, call the rm command with the --recursive switch against the
bucket named codedeploydemobucket. This deletes the bucket and all objects in the bucket.

aws s3 rm s3://codedeploydemobucket --recursive --region region

3. To delete the HelloWorld_App application from CodeDeploy, call the delete-application
command. This deletes all associated deployment group records and deployment records for
the application.

aws deploy delete-application --application-name HelloWorld_App

4. To delete the Systems Manager State Manager association, call the delete-association
command.

aws ssm delete-association --assocation-id association-id

You can get the association-id by calling the describe-association command.

aws ssm describe-association --name AWS-ConfigureAWSPackage --targets
Key=tag:Name, Values=CodeDeployDemo

5. If you did not use the AWS CloudFormation stack for this tutorial, call the terminate-instances
command to terminate Amazon EC2 instances you manually created. Supply the ID of the
Amazon EC2 instance to terminate.
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aws ec?2 terminate-instances --instance-ids instanceId

To clean up resources (console)

If you used our AWS CloudFormation template for this tutorial, delete the associated AWS
CloudFormation stack.

Sign in to the AWS Management Console and open the AWS CloudFormation console at
https://console.aws.amazon.com/cloudformation.

In the search box, type the AWS CloudFormation stack name (for example,
CodeDeployDemoStack).

Select the box beside the stack name.

In the Actions menu, choose Delete Stack. This deletes the stack, terminate all accompanying
Amazon EC2 instances, and delete all accompanying IAM roles.

To terminate Amazon EC2 instances you created outside of an AWS CloudFormation stack:

1.

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

In the Instances area, choose Instances.

In the search box, type the name of Amazon EC2 instance you want to terminate, and then
press Enter.

Choose the Amazon EC2 instance.

Choose Actions, point to Instance State, and then choose Terminate. When prompted, choose
Yes, Terminate. Repeat these steps for any additional Amazon EC2 instances.

To delete the Amazon S3 bucket:

Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

In the list of buckets, browse to and choose the name of the Amazon S3 bucket (for example,
codedeploydemobucket).
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3.

Before you can delete a bucket, you must first delete its contents. Select all of the files in the
bucket, such as HelloWox1ld_App.zip. In the Actions menu, choose Delete. When prompted
to confirm the deletion, choose OK.

After the bucket is empty, you can delete the bucket. In the list of buckets, choose the row of
the bucket (but not the bucket name). Choose Delete bucket, and when prompted to confirm,
choose OK.

To delete the HelloWorld_App application from CodeDeploy:

1.

Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

(@ Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, then choose Applications.

Choose HelloWoxrld_App.
Choose Delete application.

When prompted, enter Delete, and then choose Delete.

To delete the Systems Manager State Manager association:

1.

Open the AWS Systems Manager console at https://console.aws.amazon.com/systems-
manager.

In the navigation pane, choose State Manager.

Choose the association you created and choose Delete.

What's next?

If you've arrived here, you have successfully completed a deployment with CodeDeploy.

Congratulations!
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Tutorial: Deploy an application to an on-premises instance
with CodeDeploy (Windows Server, Ubuntu Server, or Red Hat
Enterprise Linux)

This tutorial helps you gain experience with CodeDeploy by guiding you through the deployment
of a sample application revision to a single on-premises instance—that is, a physical device that
is not an Amazon EC2 instance—running Windows Server, Ubuntu Server, or Red Hat Enterprise
Linux (RHEL). For information about on-premises instances and how they work with CodeDeploy,
see Working with On-Premises Instances.

Not what you're looking for?

» To practice deploying to an Amazon EC2 instance running Amazon Linux or RHEL, see Tutorial:
Deploy WordPress to an Amazon EC2 instance (Amazon Linux or Red Hat Enterprise Linux and
Linux, macOS, or Unix).

« To practice deploying to an Amazon EC2 instance running Windows Server, see Tutorial: Deploy a

"hello, world!" application with CodeDeploy (Windows Server).

Topics

« Prerequisites

» Step 1: Configure the on-premises instance

o Step 2: Create a sample application revision

« Step 3: Bundle and upload your application revision to Amazon S3

» Step 4: Deploy your application revision

» Step 5: Verify your deployment

o Step 6: Clean up resources

Prerequisites

Before you start this tutorial, you must complete the prerequisites in Getting started with

CodeDeploy, which include configuring a user, installing or upgrading the AWS CLI, and creating a
service role. You do not have to create an IAM instance profile as described in the prerequisites. On-
premises instances do not use IAM instance profiles.
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The physical device you will configure as an on-premises instance must be running one of the
operating systems listed in Operating systems supported by the CodeDeploy agent.

Step 1: Configure the on-premises instance

Before you can deploy to your on-premises instance, you must configure it. Follow the instructions
in Working with On-Premises Instances, and then return to this page.

Install the CodeDeploy agent

After you configure your on-premises instance, follow the steps for on-premises instances in Install
the CodeDeploy agent and return to this page.

Step 2: Create a sample application revision

In this step, you create a sample application revision to deploy to your on-premises instance.

Because it is difficult to know which software and features are already installed—or are allowed to
be installed by your organization's policies—on your on-premises instance, the sample application
revision we offer here simply uses batch scripts (for Windows Server) or shell scripts (for Ubuntu
Server and RHEL) to write text files to a location on your on-premises instance. One file is written
for each of several CodeDeploy deployment lifecycle events, including Install, Afterinstall,
ApplicationStart, and ValidateService. During the Beforelnstall deployment lifecycle event, a
script will run to remove old files written during previous deployments of this sample and create a
location on your on-premises instance to which to write the new files.

(® Note

This sample application revision may fail to be deployed if any of the following are true:
« The user that starts the CodeDeploy agent on the on-premises instance does not have
permission to execute scripts.

» The user does not have permission to create or delete folders in the locations listed in the
scripts.

» The user does not have permission to create text files in the locations listed in the scripts.
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® Note

If you configured a Windows Server instance and want to deploy a different sample,

you may want to use the one in Step 2: Configure your source content to deploy to the
Windows Server Amazon EC2 instance in the Tutorial: Deploy a "hello, world!" application
with CodeDeploy (Windows Server) tutorial.

If you configured a RHEL instance and want to deploy a different sample, you may want to
use the one in Step 2: Configure your source content to be deployed to the Amazon Linux
or Red Hat Enterprise Linux Amazon EC2 instance in the Tutorial: Deploy WordPress to an
Amazon EC2 instance (Amazon Linux or Red Hat Enterprise Linux and Linux, macOS, or
Unix) tutorial.

Currently, there is no alternative sample for Ubuntu Server.

1.  On your development machine, create a subdirectory (subfolder) named CodeDeployDemo-
OnPrem that will store the sample application revision's files, and then switch to the subfolder.
For this example, we assume you'll use the c:\temp folder as the root folder for Windows
Server or the /tmp folder as the root folder for Ubuntu Server and RHEL. If you use a different
folder, be sure to substitute it for ours throughout this tutorial:

For Windows:

mkdir c:\temp\CodeDeployDemo-0OnPrem
cd c:\temp\CodeDeployDemo-0OnPrem

For Linux, macQOS, or Unix:

mkdir /tmp/CodeDeployDemo-OnPrem
cd /tmp/CodeDeployDemo-0OnPrem

2. Inthe root of the CodeDeployDemo-0nPrem subfolder, use a text editor to create two files
named appspec.yml and install. txt:

appspec.yml for Windows Server:

version: 0.0
0s: windows
files:
- source: .\install.txt
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destination: c:\temp\CodeDeployExample
hooks:
BeforeInstall:
- location: .\scripts\before-install.bat
timeout: 900
AfterInstall:
- location: .\scripts\after-install.bat
timeout: 900
ApplicationStart:
- location: .\scripts\application-start.bat
timeout: 900
ValidateService:
- location: .\scripts\validate-service.bat
timeout: 900

appspec.yml for Ubuntu Server and RHEL:

version: 0.0
os: linux
files:
- source: ./install.txt
destination: /tmp/CodeDeployExample
hooks:
BeforeInstall:
- location: ./scripts/before-install.sh
timeout: 900
AfterInstall:
- location: ./scripts/after-install.sh
timeout: 900
ApplicationStart:
- location: ./scripts/application-start.sh
timeout: 900
ValidateService:
- location: ./scripts/validate-service.sh
timeout: 900

For more information about AppSpec files, see Add an application specification file to a

revision for CodeDeploy and CodeDeploy AppSpec file reference.

install.txt:

The Install deployment lifecycle event successfully completed.
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3. Under the root of the CodeDeployDemo-0nPrem subfolder, create a scripts subfolder, and
then switch to it:

For Windows:

mkdir c:\temp\CodeDeployDemo-OnPrem\scripts
cd c:\temp\CodeDeployDemo-OnPrem\scripts

For Linux, macQOS, or Unix:

mkdir -p /tmp/CodeDeployDemo-OnPrem/scripts
cd /tmp/CodeDeployDemo-OnPrem/scripts

4. Intheroot of the scripts subfolder, use a text editor to create four files named before-
install.bat, after-install.bat, application-start.bat, and validate-
service.bat for Windows Server, or before-install.sh, after-install.sh,
application-start.sh,and validate-service.sh for Ubuntu Server and RHEL:

For Windows Server:

before-install.bat:

set FOLDER=%HOMEDRIVE%\temp\CodeDeployExample
if exist %FOLDER% (

rd /s /q "%FOLDER%"
)

mkdir %FOLDERS%

after-install.bat:

cd %HOMEDRIVES%\temp\CodeDeployExample

echo The AfterInstall deployment lifecycle event successfully completed. > after-
install.txt

application-start.bat:

cd %HOMEDRIVES\temp\CodeDeployExample
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echo The ApplicationStart deployment lifecycle event successfully completed. >
application-start.txt

validate-service.bat:

cd %HOMEDRIVES\temp\CodeDeployExample

echo The ValidateService deployment lifecycle event successfully completed. >
validate-service.txt

For Ubuntu Server and RHEL:

before-install. sh:

#1/bin/bash
export FOLDER=/tmp/CodeDeployExample

if [ -d $FOLDER ]
then

rm -rf $FOLDER
fi

mkdir -p $FOLDER

after-install.sh:

#!/bin/bash
cd /tmp/CodeDeployExample

echo "The AfterInstall deployment lifecycle event successfully completed." > after-
install.txt

application-start.sh:

#!/bin/bash
cd /tmp/CodeDeployExample

echo "The ApplicationStart deployment lifecycle event successfully completed." >
application-start.txt
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validate-service.sh:

#!/bin/bash
cd /tmp/CodeDeployExample

echo "The ValidateService deployment lifecycle event successfully completed." >
validate-service.txt

unset FOLDER

5. For Ubuntu Server and RHEL only, make sure the four shell scripts have execute permissions:

chmod +x ./scripts/*

Step 3: Bundle and upload your application revision to Amazon S3

Before you can deploy your application revision, you'll need to bundle the files, and then upload
the file bundle to an Amazon S3 bucket. Follow the instructions in Create an application with
CodeDeploy and Push a revision for CodeDeploy to Amazon S3 (EC2/0On-Premises deployments

only). (Although you can give the application and deployment group any name, we recommend you
use CodeDeploy-0nPrem-App for the application name and CodeDeploy-0nPxrem-DG for the
deployment group name.) After you have completed those instructions, return to this page.

(® Note

Alternatively, you can upload the file bundle to a GitHub repository and deploy it from
there. For more information, see Integrating CodeDeploy with GitHub.

Step 4: Deploy your application revision

After you've uploaded your application revision to an Amazon S3 bucket, try deploying it to your
on-premises instance. Follow the instructions in Create a deployment with CodeDeploy, and then

return to this page.
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Step 5: Verify your deployment

To verify the deployment was successful, follow the instructions in View CodeDeploy deployment
details , and then return to this page.

If the deployment was successful, you'll find four text files in the c:\temp\CodeDeployExample
folder (for Windows Server) or /tmp/CodeDeployExample (for Ubuntu Server and RHEL).

If the deployment failed, follow the troubleshooting steps in View Instance Details and

Troubleshoot instance issues. Make any required fixes, rebundle and upload your application

revision, and then try the deployment again.

Step 6: Clean up resources

To avoid ongoing charges for resources you created for this tutorial, delete the Amazon S3 bucket
if you'll no longer be using it. You can also clean up associated resources, such as the application
and deployment group records in CodeDeploy and the on-premises instance.

You can use the AWS CLI or a combination of the CodeDeploy and Amazon S3 consoles and the
AWS CLI to clean up resources.

Clean up resources (CLI)
To delete the Amazon S3 bucket

«  Call the rm command along with the --recursive switch against the bucket (for example,
codedeploydemobucket). The bucket and all objects in the bucket will be deleted.

aws s3 rm s3://your-bucket-name --recursive --region region

To delete the application and deployment group records in CodeDeploy

o Call the delete-application command against the application (for example, CodeDeploy-

OnPrem-App). The records for the deployment and deployment group will be deleted.

aws deploy delete-application --application-name your-application-name
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To deregister the on-premises instance and delete the IAM user

» Call the deregister command against the on-premises instance and region:

aws deploy deregister --instance-name your-instance-name --delete-iam-user --
region your-region

® Note

If you do not want to delete the IAM user associated with this on-premises instance,
use the --no-delete-iam-user option instead.

To uninstall the CodeDeploy agent and remove the configuration file from the on-premises
instance

o  From the on-premises instance, call the uninstall command:

aws deploy uninstall

You have now completed all of the steps to clean up the resources used for this tutorial.

Clean up resources (console)
To delete the Amazon S3 bucket

1. Sign in to the AWS Management Console and open the Amazon S3 console at https://
console.aws.amazon.com/s3/.

2. Choose the icon next to the bucket you want to delete (for example,
codedeploydemobucket), but do not choose the bucket itself.

3. Choose Actions, and then choose Delete.

4. When prompted to delete the bucket, choose OK.

To delete the application and deployment group records in CodeDeploy

1. Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.
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® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

2. In the navigation pane choose Applications.

3. Choose the name of the application you want to delete (for example, CodeDeploy-0OnPrem-
App) and then choose Delete application.

4. When prompted, enter the name of the application to confirm you want to delete it, and then
choose Delete.

You cannot use the AWS CodeDeploy console to deregister the on-premises instance or uninstall
the CodeDeploy agent. Follow the instructions in To deregister the on-premises instance and delete
the IAM user.

Tutorial: Use CodeDeploy to deploy an application to an Auto
Scaling group

In this tutorial, you'll use CodeDeploy to deploy an application revision to an Auto Scaling group.
Amazon EC2 Auto Scaling launches Amazon EC2 instances using predefined conditions, and then
terminates those instances when they are no longer needed. Amazon EC2 Auto Scaling can help
CodeDeploy scale by ensuring it always has the correct number of Amazon EC2 instances available
to handle the load for deployments. For information about Amazon EC2 Auto Scaling integration
with CodeDeploy, see Integrating CodeDeploy with Amazon EC2 Auto Scaling.

Topics

 Prerequisites
» Step 1: Create and configure the Auto Scaling group

» Step 2: Deploy the application to the Auto Scaling group

» Step 3: Check your results

» Step 4: Increase the number of Amazon EC2 instances in the Auto Scaling group

» Step 5: Check your results again

o Step 6: Clean up
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Prerequisites

To follow along in this tutorial:

» Complete all of the steps in Getting started with CodeDeploy, including setting up and
configuring the AWS CLI and creating an IAM instance profile (CodeDeployDemo-EC2-
Instance-Profile) and a service role (CodeDeployDemo). A service role is a special type of

IAM role that gives a service permission to act on your behalf.

« If you create your Auto Scaling group with a launch template, you must add the following
permissions:

e ec2:RunInstances
e ec2:CreateTags

e« jam:PassRole

For more information, see Step 2: Create a service role, Creating a launch template for an Auto

Scaling group, and Launch template support in the Amazon EC2 Auto Scaling User Guide.

» Create and use a revision that is compatible with an Ubuntu Server instance and CodeDeploy. For
your revision, you can do one of the following:

» Create and use the sample revision in Step 2: Create a sample application revision in the

Tutorial: Deploy an application to an on-premises instance with CodeDeploy (Windows Server,

Ubuntu Server, or Red Hat Enterprise Linux) tutorial.

« Create a revision on your own, see Working with application revisions for CodeDeploy.

« Create a Security Group named CodeDeployDemo-AS-SG with the following Inbound rule:
o Type: HTTP
« Source: Anywhere

This is required to view your application and verify deployment success. For information on how
to create a Security Group, see Creating a security group in the Amazon EC2 user guide.

Step 1: Create and configure the Auto Scaling group

In this step, you'll create an Auto Scaling group that contains a single Amazon Linux, RHEL, or
Windows Server Amazon EC2 instance. In a later step, you will instruct Amazon EC2 Auto Scaling to

add one more Amazon EC2 instance, and CodeDeploy will deploy your revision to it.
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Topics

» To create and configure the Auto Scaling group (CLI)

» To create and configure the Auto Scaling group (console)

To create and configure the Auto Scaling group (CLI)

1. Call the create-launch-template command to create an Amazon EC2 launch template.

Before you call this command, you need the ID of an AMI that works for this tutorial,
represented by the placeholder image-id. You also need the name of an Amazon EC2
instance key pair to enable access to the Amazon EC2 instance, represented by the placeholder
key-name.

To get the ID of an AMI that works with this tutorial:

a. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

b. In the navigation pane, under Instances, choose Instances, and then choose Launch
Instance.

c. Onthe Quick Start tab of the Choose an Amazon Machine Image page, note the ID of
the AMI next to Amazon Linux 2 AMI, Red Hat Enterprise Linux 7.1, Ubuntu Server 14.04
LTS, or Microsoft Windows Server 2012 R2.

(® Note

If you have a custom version of an AMI that is compatible with CodeDeploy,
choose it here instead of browsing through the Quick Start tab. For information
about using a custom AMI with CodeDeploy and Amazon EC2 Auto Scaling, see
Using a custom AMI with CodeDeploy and Amazon EC2 Auto Scaling.

For the Amazon EC2 instance key pair, use the name of your Amazon EC2 instance key pair.
Call the create-launch-template command.

On local Linux, macOS, or Unix machines:

aws ec2 create-launch-template \

--launch-template-name CodeDeployDemo-AS-Launch-Template \
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--launch-template-data file://config.json

The contents of the config. json file:

{
"InstanceType":"tl.micro",
"ImageId":"image-id",
"TamInstanceProfile":{
"Name" : "CodeDeployDemo-EC2-Instance-Profile"
3,
"KeyName" :"key-name"
}

On local Windows machines:

aws ec2 create-launch-template --launch-template-name CodeDeployDemo-AS-Launch-
Template --launch-template-data file://config.json

The contents of the config. json file:

{
"InstanceType":"tl.micro",
"ImageId":"image-id",
"IamInstanceProfile":{
"Name": "CodeDeployDemo-EC2-Instance-Profile"
},
"KeyName" :"key-name"
}

These commands, along with the config. json file, create an Amazon EC2 launch template
named CodeDeployDemo-AS-Launch-Template for your Auto Scaling group that will be
created in a following step based on the t1.micro Amazon EC2 instance type. Based on your
input for Imageld, IamInstanceProfile, and KeyName, the launch template also specifies
the AMI ID, the name of the instance profile associated with the IAM role to pass to instances
at launch, and the Amazon EC2 key pair to use when connecting to instances.

2. Call the create-auto-scaling-group command to create an Auto Scaling group. You will need
the name of one of the Availability Zones in one of the regions listed in Region and endpoints
in the AWS General Reference, represented by the placeholder availability-zone.
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® Note

To view a list of Availability Zones in a region, call:
aws ec2 describe-availability-zones --region region-name

For example, to view a list of Availability Zones in the US West (Oregon) Region, call:
aws ec2 describe-availability-zones --region us-west-2

For a list of region name identifiers, see Resource kit bucket names by Region.

On local Linux, macOS, or Unix machines:

aws autoscaling create-auto-scaling-group \
--auto-scaling-group-name CodeDeployDemo-AS-Group \
--launch-template CodeDeployDemo-AS-Launch-Template,Version='$Latest' \
--min-size 1 \
--max-size 1 \
--desired-capacity 1 \
--availability-zones availability-zone \
--tags Key=Name,Value=CodeDeployDemo, PropagateAtLaunch=true

On local Windows machines:

aws autoscaling create-auto-scaling-group --auto-scaling-group-name
CodeDeployDemo-AS-Group --launch-template LaunchTemplateName=CodeDeployDemo-
AS-Launch-Template,Version="$Latest" --min-size 1 --max-size 1 --
desired-capacity 1 --availability-zones availability-zone --tags
Key=Name, Value=CodeDeployDemo, PropagateAtLaunch=true

These commands create an Auto Scaling group named CodeDeployDemo-AS-Group
based on the Amazon EC2 launch template named CodeDeployDemo-AS-Launch-
Template. This Auto Scaling group has only one Amazon EC2 instance, and it is created in
the specified Availability Zone. Each instance in this Auto Scaling group will have the tag
Name=CodeDeployDemo. The tag will be used when installing the CodeDeploy agent later.

3. Call the describe-auto-scaling-groups command against CodeDeployDemo-AS-Group:
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aws autoscaling describe-auto-scaling-groups --auto-scaling-group-names
CodeDeployDemo-AS-Group --query "AutoScalingGroups[@].Instances[*].[HealthStatus,
LifecycleState]" --output text

Do not proceed until the returned values show Healthy and InService.

4. The instances in your Auto Scaling group must have the CodeDeploy agent installed to be used
in CodeDeploy deployments. Install the CodeDeploy agent by calling the create-association
command from AWS Systems Manager with the tags that were added when the Auto Scaling
group was created.

aws ssm create-association \
--name AWS-ConfigureAWSPackage \
--targets Key=tag:Name,Values=CodeDeployDemo \

--parameters action=Install, name=AWSCodeDeployAgent \
--schedule-expression "cron(@ 2 ? * SUN *)"

This command creates an association in Systems Manager State Manager that will install the
CodeDeploy agent on all instances in the Auto Scaling group and then attempt to update it at
2:00 every Sunday morning. For more information about the CodeDeploy agent, see Working
with the CodeDeploy agent. For more information about Systems Manager, see What is AWS

Systems Manager.

To create and configure the Auto Scaling group (console)

1. Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

2. Inthe global navigation bar, make sure one of the regions listed in Region and endpoints in the

AWS General Reference is selected. Amazon EC2 Auto Scaling resources are tied to the region
you specify, and CodeDeploy is supported in select regions only.

3. In the navigation bar, under Instances, choose Launch Templates.
4. Choose Create launch template.

5. In the Launch template name and description dialog, for Launch template name, enter
CodeDeployDemo-AS-Launch-Template. Leave the defaults for the other fields.

6. Inthe Amazon machine image (AMI) dialog, click the dropdown under AMI, choose an AMI
that works with this tutorial:
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10.

11.
12.
13.

14.

15.

e On the Quick Start tab of the AMI dropdown, choose one of the following: Amazon Linux
2 AMI, Red Hat Enterprise Linux 7.1, Ubuntu Server 14.04 LTS, or Microsoft Windows
Server 2012 R2.

® Note

If you have a custom version of an AMI that is compatible with CodeDeploy,
choose it here instead of browsing through the Quick Start tab. For information
about using a custom AMI with CodeDeploy and Amazon EC2 Auto Scaling, see
Using a custom AMI with CodeDeploy and Amazon EC2 Auto Scaling.

In Instance type, select the dropdown and choose t1.micro. You can use the search bar to find
it more quickly.

In the Key pair (login) dialog box, select Choose an existing key pair. In the Select a key
pair drop-down list, choose the Amazon EC2 instance key pair you created or used in previous
steps.

In the Network settings dialog box, choose Virtual Public Cloud (VPC).

In the Security groups dropdown, choose the security group you created in the tutorial's
prerequisites section (CodeDeployDemo-AS-SG).

Expand the Advanced details dialog box. In the IAM instance profile dropdown, select the IAM
role you created earlier (CodeDeployDemo-EC2-Instance-Profile) under IAM instance
profile.

Leave the rest of the defaults.
Choose Create launch template.
In the Next steps dialog box, choose Create Auto Scaling group.

On the Choose launch template or configuration page, for Auto Scaling group name, type
CodeDeployDemo-AS-Group.

In the Launch template dialog box, your launch template (CodeDeployDemo-AS-Launch-
Template) should be filled in, if not, select it from the dropdown menu. Leave the defaults
and choose Next.

On the Choose instance launch options page page, in the Network section, for VPC, choose
the default VPC. Then for Availability Zones and subnets, choose a default subnet. You must
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16.

17.
18.
19.

20.
21.

22.

23.

24.

create a VPC if you cannot choose the default. For more information, see Getting started with
Amazon VPC.

In the Instance type requirements section, use the default setting to simplify this step. (Do
not override the launch template.) For this tutorial, you will launch only On-Demand Instances
using the instance type specified in your launch template.

Choose Next to go to the Configure advanced options page.
Keep the default values and choose Next.

On the Configure group size and scaling policies page, keep the default Group size values of
1. Choose Next.

Skip the step for configuring notifications, and choose Next.

On the Add tags page, add a tag to be used when installing the CodeDeploy agent later.
Choose Add tag.

a. In Key, enter Name.

b. InValue, enter CodeDeployDemo.

Choose Next.

Review your Auto Scaling group information on the Review page, then choose Create Auto
Scaling group.

In the navigation bar, with Auto Scaling Groups selected, choose CodeDeployDemo-AS-
Group, and then choose the Instance Management tab. Do not proceed until the value of
InService appears in the Lifecycle column and the value of Healthy appears in the Health
Status column.

Install the CodeDeploy agent by following the steps in Install the CodeDeploy agent and using
the Name=CodeDeployDemo instance tags.

Step 2: Deploy the application to the Auto Scaling group

In this step, you'll deploy the revision to the single Amazon EC2 instance in the Auto Scaling group.

Topics

» To create the deployment (CLI)

» To create the deployment (console)

Step 2: Deploy the application to the Auto Scaling group API Version 2014-10-06 170


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-getting-started.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/codedeploy-agent-operations-install.html

AWS CodeDeploy User Guide

To create the deployment (CLI)

1. Call the create-application command to create an application named SimpleDemoApp:

aws deploy create-application --application-name SimpleDemoApp

2. You should have already created a service role by following the instructions in Step 2: Create

a service role for CodeDeploy. The service role will give CodeDeploy permission to access your

Amazon EC2 instances to expand (read) their tags. You will need the service role ARN. To get
the service role ARN, follow the instructions in Get the service role ARN (CLI) .

3. Now that you have a service role ARN, call the create-deployment-group command to
create a deployment group named SimpleDemoDG, associated with the application named
SimpleDemoApp, using the Auto Scaling group named CodeDeployDemo-AS-Group and
deployment configuration named CodeDeployDefault.OneAtATime, with the specified
service role ARN.

(® Note

The create-deployment-group command provides support for creating triggers
that result in the sending of Amazon SNS notifications to topic subscribers about
specified events in deployments and instances. The command also supports options

for automatically rolling back deployments and setting up alarms to stop deployments
when monitoring thresholds in Amazon CloudWatch alarms are met. Commands for
these actions are not included in this tutorial.

On local Linux, macOS, or Unix machines:

aws deploy create-deployment-group \
--application-name SimpleDemoApp \
--auto-scaling-groups CodeDeployDemo-AS-Group \
--deployment-group-name SimpleDemoDG \
--deployment-config-name CodeDeployDefault.OneAtATime \
--service-role-arn service-role-arn

On local Windows machines:
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aws deploy create-deployment-group --application-name SimpleDemoApp --auto-scaling-
groups CodeDeployDemo-AS-Group --deployment-group-name SimpleDemoDG --deployment-
config-name CodeDeployDefault.OneAtATime --service-role-arn service-role-arn

4. Call the create-deployment command to create a deployment associated with
the application named SimpleDemoApp, the deployment configuration named
CodeDeployDefault.OneAtATime, the deployment group named SimpleDemoDG, using
the revision at the specified location.

For Amazon Linux and RHEL Amazon EC2 instances, calling from local Linux, macOS, or
Unix machines

aws deploy create-deployment \
--application-name SimpleDemoApp \
--deployment-config-name CodeDeployDefault.OneAtATime \
--deployment-group-name SimpleDemoDG \
--s3-location bucket=bucket-name,bundleType=zip, key=samples/latest/
SampleApp_Linux.zip

bucket-name is the name of the Amazon S3 bucket that contains the CodeDeploy Resource
Kit files for your region. For example, for the US East (Ohio) Region, replace bucket-name
with aws-codedeploy-us-east-2. For a list of bucket names, see Resource kit bucket
names by Region.

For Amazon Linux and RHEL Amazon EC2 instances, calling from local Windows machines

aws deploy create-deployment --application-name SimpleDemoApp --deployment-config-
name CodeDeployDefault.OneAtATime --deployment-group-name SimpleDemoDG --s3-
location bucket=bucket-name,bundleType=zip, key=samples/latest/SampleApp_Linux.zip

bucket-name is the name of the Amazon S3 bucket that contains the CodeDeploy Resource
Kit files for your region. For example, for the US East (Ohio) Region, replace bucket-name
with aws-codedeploy-us-east-2. For a list of bucket names, see Resource kit bucket
names by Region.

For Windows Server Amazon EC2 instances, calling from local Linux, macOS, or Unix
machines
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aws deploy create-deployment \
--application-name SimpleDemoApp \
--deployment-config-name CodeDeployDefault.OneAtATime \
--deployment-group-name SimpleDemoDG \
--s3-location bucket=bucket-name,bundleType=zip, key=samples/latest/
SampleApp_Windows.zip

bucket-name is the name of the Amazon S3 bucket that contains the CodeDeploy Resource
Kit files for your region. For example, for the US East (Ohio) Region, replace bucket-name
with aws-codedeploy-us-east-2. For a list of bucket names, see Resource kit bucket
names by Region.

For Windows Server Amazon EC2 instances, calling from local Windows machines

aws deploy create-deployment --application-name SimpleDemoApp --deployment-config-
name CodeDeployDefault.OneAtATime --deployment-group-name SimpleDemoDG --s3-
location bucket=bucket-name,bundleType=zip, key=samples/latest/SampleApp_Windows.zip

bucket-name is the name of the Amazon S3 bucket that contains the CodeDeploy Resource
Kit files for your region. For example, for the US East (Ohio) Region, replace bucket-name
with aws-codedeploy-us-east-2. For a list of bucket names, see Resource kit bucket
names by Region.

(® Note

Currently, CodeDeploy does not provide a sample revision to deploy to Ubuntu Server
Amazon EC2 instances. To create a revision on your own, see Working with application
revisions for CodeDeploy.

5. Call the get-deployment command to make sure the deployment was successful.

Before you call this command, you will need the ID of the deployment, which should have
been returned by the call to the create-deployment command. If you need to get the
deployment ID again, call the list-deployments command against the application named
SimpleDemoApp and the deployment group named SimpleDemoDG:
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aws deploy list-deployments --application-name SimpleDemoApp --deployment-group-
name SimpleDemoDG --query "deployments" --output text

Now, call the get-deployment command using the deployment ID:

aws deploy get-deployment --deployment-id deployment-id --query
"deploymentInfo.status" --output text

Do not continue until the returned value is Succeeded.

To create the deployment (console)

1.  You should have already created a service role by following the instructions in Step 2: Create

a service role for CodeDeploy. The service role will give CodeDeploy permission to access your

instances to expand (read) their tags. Before you use the CodeDeploy console to deploy your
application revision, you will need the service role ARN. To get the service role ARN, follow the
instructions in Get the service role ARN (console) .

2. Now that you have the service role ARN, you can use the CodeDeploy console to deploy your
application revision.

Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

(® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, then choose Applications.
Choose Create application.

Choose Custom application.

In Application name, enter SimpleDemoApp.

In Compute platform, choose EC2/0On-premises.

Choose Create application.

On the Deployment groups tab, choose Create deployment group.

= 0 ® N U AW

0. In Deployment group name, enter SimpleDemoDG.

Step 2: Deploy the application to the Auto Scaling group API Version 2014-10-06 174


https://console.aws.amazon.com/codedeploy
https://console.aws.amazon.com/codedeploy

AWS CodeDeploy

User Guide

11. In Service Role, choose the name of your service role.

12. In Deployment type, choose In-place.
13.

14.
15.
16.
17.
18.
19.

In Environment configuration select Auto Scaling groups, and then choose

CodeDeployDemo-AS-Group.

In Deployment configuration, choose CodeDeployDefault.OneAtATime.

Clear Enable load balancing.

Choose Create deployment group.

In the deployment group page, choose Create deployment.

In Revision type, choose My application is stored in Amazon S3.

In Revision location, enter the location of the sample application for your operating system

and region.

For Amazon Linux and RHEL Amazon EC2 instances

Region

US East (Ohio) Region

US East (N. Virginia) Region

US West (N. California) Region

US West (Oregon) Region

Location of sample application

http://s3-us-east-2.amazona
ws.com/aws-codedeploy-us-ea
st-2/samples/latest/SampleA
pp_Linux.zip

http://s3.amazonaws.com/aws-
codedeploy-us-east-1/samples/
latest/SampleApp_Linux.zip

http://s3-us-west-1.amazona
ws.com/aws-codedeploy-us-we
st-1/samples/latest/SampleA
pp_Linux.zip

http://s3-us-west-2.amazona
ws.com/aws-codedeploy-us-we
st-2/samples/latest/SampleA
pp_Linux.zip

Step 2: Deploy the application to the Auto Scaling group
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Region

Canada (Central) Region

Europe (Ireland) Region

Europe (London) Region

Europe (Paris) Region

Europe (Frankfurt) Region

Israel (Tel Aviv) Region

Asia Pacific (Hong Kong) Region

Location of sample application

http://s3-ca-central-1.amaz
onaws.com/aws-codedeploy-ca
-central-1/samples/latest/S
ampleApp_Linux.zip

http://s3-eu-west-1.amazona
ws.com/aws-codedeploy-eu-we
st-1/samples/latest/SampleA
pp_Linux.zip

http://s3-eu-west-2.amazona
ws.com/aws-codedeploy-eu-we
st-2/samples/latest/SampleA
pp_Linux.zip

http://s3-eu-west-3.amazona
ws.com/aws-codedeploy-eu-we
st-3/samples/latest/SampleA
pp_Linux.zip

http://s3-eu-central-1.amaz
onaws.com/aws-codedeploy-eu
-central-1/samples/latest/S
ampleApp_Linux.zip

https://aws-codedeploy-il-c
entral-1.s3.il-central-1.am
azonaws.com/samples/latest/
SampleApp_Linux.zip

https://aws-codedeploy-ap-e
ast-1.s3.ap-east-1.amazonaw
s.com/samples/latest/Sample
App_Linux.zip

Step 2: Deploy the application to the Auto Scaling group
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Region

Asia Pacific (Tokyo) Region

Asia Pacific (Seoul) Region

Asia Pacific (Singapore) Region

Asia Pacific (Sydney) Region

Asia Pacific (Melbourne) Region

Asia Pacific (Mumbai) Region

South America (S3ao Paulo) Region

Location of sample application

http://s3-ap-northeast-1.am
azonaws.com/aws-codedeploy-
ap-northeast-1/samples/late
st/SampleApp_Linux.zip

http://s3-ap-northeast-2.am
azonaws.com/aws-codedeploy-
ap-northeast-2/samples/late
st/SampleApp_Linux.zip

http://s3-ap-southeast-1.am
azonaws.com/aws-codedeploy-
ap-southeast-1/samples/late
st/SampleApp_Linux.zip

http://s3-ap-southeast-2.am
azonaws.com/aws-codedeploy-
ap-southeast-2/samples/late
st/SampleApp_Linux.zip

https://aws-codedeploy-ap-s
outheast-4.s3.ap-southeast-
4 .amazonaws.com/samples/lat
est/SampleApp_Linux.zip

http://s3-ap-south-1.amazon
aws.com/aws-codedeploy-ap-s
outh-1/samples/latest/Sampl
eApp_Linux.zip

http://s3-sa-east-1.amazona
ws.com/aws-codedeploy-sa-ea
st-1/samples/latest/SampleA
pp_Linux.zip

Step 2: Deploy the application to the Auto Scaling group
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For Windows Server Amazon EC2 instances

Region Location of sample application

US East (Ohio) Region http://s3-us-east-2.amazona
ws.com/aws-codedeploy-us-ea
st-2/samples/latest/SampleA
pp_Windows.zip

US East (N. Virginia) Region http://s3.amazonaws.com/aws-
codedeploy-us-east-1/samples/
latest/SampleApp_Windows.zip

US West (N. California) Region http://s3-us-west-1.amazona
ws.com/aws-codedeploy-us-we
st-1/samples/latest/SampleA
pp_Windows.zip

US West (Oregon) Region http://s3-us-west-2.amazona
ws.com/aws-codedeploy-us-we
st-2/samples/latest/SampleA
pp_Windows.zip

Canada (Central) Region http://s3-ca-central-1.amaz
onaws.com/aws-codedeploy-ca
-central-1/samples/latest/S
ampleApp_Windows.zip

Europe (Ireland) Region http://s3-eu-west-1.amazona
ws.com/aws-codedeploy-eu-we
st-1/samples/latest/SampleA
pp_Windows.zip
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Region

Europe (London) Region

Europe (Paris) Region

Europe (Frankfurt) Region

Israel (Tel Aviv) Region

Asia Pacific (Hong Kong) Region

Asia Pacific (Seoul) Region

Asia Pacific (Singapore) Region

Location of sample application

http://s3-eu-west-2.amazona
ws.com/aws-codedeploy-eu-we
st-2/samples/latest/SampleA
pp_Windows.zip

http://s3-eu-west-3.amazona
ws.com/aws-codedeploy-eu-we
st-3/samples/latest/SampleA
pp_Windows.zip

http://s3-eu-central-1.amaz
onaws.com/aws-codedeploy-eu
-central-1/samples/latest/S
ampleApp_Windows.zip

https://aws-codedeploy-il-c
entral-1.s3.il-central-1.am
azonaws.com/samples/latest/
SampleApp_Windows.zip

https://aws-codedeploy-ap-e
ast-1.s3.ap-east-1.amazonaw
s.com/samples/latest/Sample
App_Windows.zip

http://s3-ap-northeast-2.am
azonaws.com/aws-codedeploy-
ap-northeast-2/samples/late
st/SampleApp_Windows.zip

http://s3-ap-southeast-1.am
azonaws.com/aws-codedeploy-
ap-southeast-1/samples/late
st/SampleApp_Windows.zip

Step 2: Deploy the application to the Auto Scaling group
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Region

Asia Pacific (Sydney) Region

Asia Pacific (Melbourne) Region

Asia Pacific (Mumbai) Region

South America (S3ao Paulo) Region

For Ubuntu Server Amazon EC2 instances

Location of sample application

http://s3-ap-southeast-2.am
azonaws.com/aws-codedeploy-
ap-southeast-2/samples/late
st/SampleApp_Windows.zip

https://aws-codedeploy-ap-s
outheast-4.s3.ap-southeast-
4 .amazonaws.com/samples/lat
est/SampleApp_Windows.zip

http://s3-ap-south-1.amazon
aws.com/aws-codedeploy-ap-s
outh-1/samples/latest/Sampl
eApp_Windows.zip

http://s3-sa-east-1.amazona
ws.com/aws-codedeploy-sa-ea
st-1/samples/latest/SampleA
pp_Windows.zip

Type the location of your custom application revision stored in Amazon S3.

20. Leave Deployment description blank.

21. Expand Advanced.

22. Choose Create deployment.

(@ Note

If Failed appears instead of Succeeded, you may want to try some of the techniques

in Monitor and troubleshoot your deployment (using the application name of

SimpleDemoApp and the deployment group name of SimpleDemoDG).

Step 2: Deploy the application to the Auto Scaling group
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Step 3: Check your results

In this step, you'll check to see that CodeDeploy installed the SimpleDemoApp revision on the
single Amazon EC2 instance in the Auto Scaling group.

Topics
e To check the results (CLI)

e To check the results (console)

To check the results (CLI)
First, you'll need the public DNS of the Amazon EC2 instance.

Use the AWS CLI to get the public DNS of the Amazon EC2 instance in the Auto Scaling group by
calling the describe-instances command.

Before you call this command, you will need the ID of the Amazon EC2 instance. To get the ID, call
the describe-auto-scaling-groups against CodeDeployDemo-AS-Group as you did before:

aws autoscaling describe-auto-scaling-groups --auto-scaling-group-names CodeDeployDemo-
AS-Group --query "AutoScalingGroups[@].Instances[*].InstancelId" --output text

Now call the describe-instances command:

aws ec2 describe-instances --instance-id instance-id --query
"Reservations[@].Instances[@].PublicDnsName" --output text

The returned value is the public DNS of the Amazon EC2 instance.

Using a web browser, show the SimpleDemoApp revision deployed to that Amazon EC2 instance,
using a URL like the following:

http://ec2-01-234-567-890.compute-1.amazonaws.com

If you see the congratulations page, you've successfully used CodeDeploy to deploy a revision to a
single Amazon EC2 instance in an Auto Scaling group!

Next, you'll add an Amazon EC2 instance to the Auto Scaling group. After Amazon EC2 Auto
Scaling adds the Amazon EC2 instance, CodeDeploy will deploy your revision to the new instance.
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To check the results (console)
First, you'll need the public DNS of the Amazon EC2 instance.

Open the Amazon EC2 console at https://console.aws.amazon.com/ec2/.

In the Amazon EC2 navigation pane, under Auto Scaling, choose Auto Scaling Groups, and then
choose the CodeDeployDemo-AS-Group entry.

On the Instances tab, choose the Amazon EC2 instance ID in the list.

On the Instances page, on the Description tab, note the Public DNS value. It should look
something like this: ec2-01-234-567-890.compute-1.amazonaws.com.

Using a web browser, show the SimpleDemoApp revision deployed to that Amazon EC2 instance,
using a URL like the following:

http://ec2-01-234-567-890.compute-1.amazonaws.com

If you see the congratulations page, you've successfully used CodeDeploy to deploy a revision to a
single Amazon EC2 instance in an Auto Scaling group!

Next, you add an Amazon EC2 instance to the Auto Scaling group. After Amazon EC2 Auto Scaling
adds the Amazon EC2 instance, CodeDeploy will deploy your revision to the new Amazon EC2
instance.

Step 4: Increase the number of Amazon EC2 instances in the Auto
Scaling group

In this step, you instruct the Auto Scaling group to create an additional Amazon EC2 instance. After
Amazon EC2 Auto Scaling creates the instance, CodeDeploy deploys your revision to it.

Topics

» To scale out the number of Amazon EC2 instances in the Auto Scaling group (CLI)

o To scale out the number of Amazon EC2 instances in the deployment group (console)

To scale out the number of Amazon EC2 instances in the Auto Scaling group (CLI)

1. Call the update-auto-scaling-group command to increase the Amazon EC2 instances in the
Auto Scaling group named CodeDeployDemo-AS-Group from one to two.
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On local Linux, macOS, or Unix machines:

aws autoscaling update-auto-scaling-group \
--auto-scaling-group-name CodeDeployDemo-AS-Group \
--min-size 2 \
--max-size 2 \
--desired-capacity 2

On local Windows machines:

aws autoscaling update-auto-scaling-group --auto-scaling-group-name CodeDeployDemo-
AS-Group --min-size 2 --max-size 2 --desired-capacity 2

2. Make sure the Auto Scaling group now has two Amazon EC2 instances. Call the describe-auto-
scaling-groups command against CodeDeployDemo-AS-Group:

aws autoscaling describe-auto-scaling-groups --auto-scaling-group-names
CodeDeployDemo-AS-Group --query "AutoScalingGroups[@].Instances[*].[HealthStatus,
LifecycleState]" --output text

Do not proceed until both of the returned values show Healthy and InService.

To scale out the number of Amazon EC2 instances in the deployment group
(console)

1. Inthe Amazon EC2 navigation bar, under Auto Scaling, choose Auto Scaling Groups, and then
choose CodeDeployDemo-AS-Group.

2. Choose Actions, and then choose Edit.

3. On the Details tab, in the Desired, Min, and Max boxes, type 2, and then choose Save.

4. Choose the Instances tab. The new Amazon EC2 instance should appear in the list. (If the
instance does not appear, you may need to choose the Refresh button a few times.) Do not
proceed until the value of InService appears in the Lifecycle column and the value of Healthy
appears in the Health Status column.
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Step 5: Check your results again

In this step, you'll check to see if CodeDeploy installed the SimpleDemoApp revision on the new
instance in the Auto Scaling group.

Topics

» To check automatic deployment results (CLI)

» To check automatic deployment results (console)

To check automatic deployment results (CLI)

1.

Before you call the get-deployment command, you will need the ID of the automatic
deployment. To get the ID, call the list-deployments command against the application named
SimpleDemoApp and the deployment group named SimpleDemoDG:

aws deploy list-deployments --application-name SimpleDemoApp --deployment-group-
name SimpleDemoDG --query "deployments" --output text

There should be two deployment IDs. Use the one you have not yet used in a call to the get-
deployment command:

aws deploy get-deployment --deployment-id deployment-id --query "deploymentInfo.
[status, creator]" --output text

In addition to the deployment status, you should see autoScaling in the command output.
(autoScaling means Amazon EC2 Auto Scaling created the deployment.)

Do not proceed until the deployment status shows Succeeded.

Before you call the describe-instances command, you will need the ID of the new Amazon
EC2 instance. To get this ID, make another call to the describe-auto-scaling-groups command
against CodeDeployDemo-AS-Group:

aws autoscaling describe-auto-scaling-groups --auto-scaling-group-names
CodeDeployDemo-AS-Group --query "AutoScalingGroups[@].Instances[*].InstanceId" --
output text

Now make a call to the describe-instances command:
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aws ec2 describe-instances --instance-id instance-id --query
"Reservations[@].Instances[@].PublicDnsName" --output text

In the output of the describe-instances command, note the public DNS for the new Amazon
EC2 instance.

Using a web browser, show the SimpleDemoApp revision deployed to that Amazon EC2
instance, using a URL like the following:

http://ec2-01-234-567-890.compute-1.amazonaws.com

If the congratulations page appears, you've used CodeDeploy to deploy a revision to a scaled-
up Amazon EC2 instance in an Auto Scaling group!

To check automatic deployment results (console)

1.

Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

(® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, and then choose Deployments.

Choose the deployment ID of the deployment that Amazon EC2 Auto Scaling created.

The Deployment page displays information about the deployment. Normally, you would
create a deployment on your own, but Amazon EC2 Auto Scaling created one on your behalf to
deploy your revision to the new Amazon EC2 instance.

After Succeeded is displayed at the top of the page, verify the results on the instance. You first
need to get the public DNS of the instance:

In the Amazon EC2 navigation pane, under Auto Scaling, choose Auto Scaling Groups, and
then choose the CodeDeployDemo-AS-Group entry.

On the Instances tab, choose the ID of the new Amazon EC2 instance.
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8. On the Instances page, on the Description tab, note the Public DNS value. It should look
something like this: ec2-01-234-567-890.compute-1.amazonaws.com.

Show the SimpleDemoApp revision deployed to the instance using a URL like the following:

http://ec2-01-234-567-890.compute-1.amazonaws.com

If the congratulations page appears, you've used CodeDeploy to deploy a revision to a scaled-up
Amazon EC2 instance in an Auto Scaling group!

Step 6: Clean up

In this step, you'll delete the Auto Scaling group to avoid ongoing charges for resources you used
during this tutorial. Optionally, you can delete the Auto Scaling configuration and CodeDeploy
deployment component records.

Topics

» To clean up resources (CLI)

» To clean up resources (console)

To clean up resources (CLI)

1. Delete the Auto Scaling group by calling the delete-auto-scaling-group command against
CodeDeployDemo-AS-Group. This will also terminate the Amazon EC2 instances.

aws autoscaling delete-auto-scaling-group --auto-scaling-group-name CodeDeployDemo-
AS-Group --force-delete

2. Optionally, delete the Auto Scaling launch template by calling the delete-launch-template
command against the launch configuration named CodeDeployDemo-AS-Launch-
Template:

aws ec2 delete-launch-template --launch-template-name CodeDeployDemo-AS-Launch-
Template

3. Optionally, delete the application from CodeDeploy by calling the delete-application
command against the application named SimpleDemoApp. This will also delete all associated
deployment, deployment group, and revision records.
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aws deploy delete-application --application-name SimpleDemoApp

To delete the Systems Manager State Manager association, call the delete-association
command.

aws ssm delete-association --assocation-id association-id

You can get the association-id by calling the describe-association command.

aws ssm describe-association --name AWS-ConfigureAWSPackage --targets
Key=tag:Name,Values=CodeDeployDemo

To clean up resources (console)

To delete the Auto Scaling group, which also terminates the Amazon EC2 instances:

1.

Sign in to the AWS Management Console and open the Amazon EC2 console at https://
console.aws.amazon.com/ec2/.

In the Amazon EC2 navigation pane, under Auto Scaling, choose Auto Scaling Groups, and
then choose the CodeDeployDemo-AS-Group entry.

Choose Actions, choose Delete, and then choose Yes, Delete.

(Optional) To delete the launch template:

1.

In the navigation bar, under Auto Scaling, choose Launch Configurations, and then choose
CodeDeployDemo-AS-Launch-Template.

Choose Actions, choose Delete launch configuration, and then choose Yes, Delete.

Optionally, delete the application from CodeDeploy. This will also delete all associated
deployment, deployment group, and revision records. Open the CodeDeploy console at
https://console.aws.amazon.com/codedeploy.

Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.
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® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

In the navigation pane, expand Deploy, then choose Applications.

In the list of applications, choose SimpleDemoApp.
On the Application details page, choose Delete application.

When prompted, enter Delete, and then choose Delete.

To delete the Systems Manager State Manager association:

1.

Open the AWS Systems Manager console at https://console.aws.amazon.com/systems-
manager.

In the navigation pane, choose State Manager.

Choose the association you created and choose Delete.

Tutorial: Use CodeDeploy to deploy an application from GitHub

In this tutorial, you use CodeDeploy to deploy a sample application revision from GitHub to a single
Amazon EC2 instance running Amazon Linux, a single Red Hat Enterprise Linux (RHEL) instance, or
a single Windows Server instance. For information about GitHub integration with CodeDeploy, see
Integrating CodeDeploy with GitHub.

(® Note

You can also use CodeDeploy to deploy an application revision from GitHub to an Ubuntu
Server instance. You can use the sample revision described in Step 2: Create a sample

application revision in Tutorial: Deploy an application to an on-premises instance with
CodeDeploy (Windows Server, Ubuntu Server, or Red Hat Enterprise Linux), or you can
create a revision compatible with an Ubuntu Server instance and CodeDeploy. To create

your own revision, see Plan a revision for CodeDeploy and Add an application specification

file to a revision for CodeDeploy.
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Topics

« Prerequisites
o Step 1: Set up a GitHub account

o Step 2: Create a GitHub repository

» Step 3: Upload a sample application to your GitHub repository

« Step 4: Provision an instance

» Step 5: Create an application and deployment group

« Step 6: Deploy the application to the instance

» Step 7: Monitor and verify the deployment

» Step 8: Clean up

Prerequisites

Before you start this tutorial, do the following:

« Install Git on your local machine. To install Git, see Git downloads.

« Complete the steps in Getting started with CodeDeploy, including installing and configuring the

AWS CLI. This is especially important if you want to use the AWS CLI to deploy a revision from
GitHub to the instance.

Step 1: Set up a GitHub account

You will need a GitHub account to create a GitHub repository where the revision will be stored. If
you already have a GitHub account, skip ahead to Step 2: Create a GitHub repository.

1. Go to https://github.com/join.

2. Type a user name, your email address, and a password.

3. Choose Sign up for GitHub, and then follow the instructions.

Step 2: Create a GitHub repository

You will need a GitHub repository to store the revision.
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If you already have a GitHub repository, be sure to substitute its name for
CodeDeployGitHubDemo throughout this tutorial, and then skip ahead to Step 3: Upload a
sample application to your GitHub repository.

1.  On the GitHub home page, do one of the following:

 In Your repositories, choose New repository.
« On the navigation bar, choose Create new (+), and then choose New repository.

2. Inthe Create a new repository page, do the following:

 In the Repository name box, enter CodeDeployGitHubDemo.

o Select Public.

(@ Note

Selecting the default Public option means that anyone can see this repository. You
can select the Private option to limit who can see and commit to the repository.

« Clear the Initialize this repository with a README check box. You will create a README . md
file manually in the next step instead.

» Choose Create repository.

3. Follow the instructions for your local machine type to use the command line to create the
repository.

(® Note

If you have enabled two-factor authentication on GitHub, make sure you enter your
personal access token instead of your GitHub login password if prompted for a
password. For information, see Providing your 2FA authentication code.

On local Linux, macOS, or Unix machines:

1.  From the terminal, run the following commands, one at a time, where user-name is your
GitHub user name:

mkdir /tmp/CodeDeployGitHubDemo
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cd /tmp/CodeDeployGitHubDemo

touch README.md

git init

git add README.md

git commit -m "My first commit"

git remote add origin https://github.com/user-name/CodeDeployGitHubDemo.git

git push -u origin master

2. Leave the terminal open in the /tmp/CodeDeployGitHubDemo location.

On local Windows machines:

1. From a command prompt running as an administrator, run the following commands, one at a
time:

mkdir c:\temp\CodeDeployGitHubDemo

cd c:\temp\CodeDeployGitHubDemo

notepad README.md

2. In Notepad, save the README . md file. Close Notepad. Run the following commands, one at a
time, where user-name is your GitHub user name:

git init

git add README.md
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git commit -m "My first commit"
git remote add origin https://github.com/user-name/CodeDeployGitHubDemo.git

git push -u origin master

3. Leave the command prompt open in the c:\temp\CodeDeployGitHubDemo location.

Step 3: Upload a sample application to your GitHub repository

In this step, you will copy a sample revision from a public Amazon S3 bucket to your GitHub
repository. (For simplicity, the sample revisions provided for this tutorial are single web pages.)

(® Note

If you use one of your revisions instead of our sample revision, your revision must:

 Follow the guidelines in Plan a revision for CodeDeploy and Add an application

specification file to a revision for CodeDeploy.

« Work with the corresponding instance type.

» Be accessible from your GitHub dashboard.

If your revision meets these requirements, skip ahead to Step 5: Create an application and
deployment group.

If you're deploying to an Ubuntu Server instance, you'll need to upload to your GitHub
repository a revision compatible with an Ubuntu Server instance and CodeDeploy. For more
information, see Plan a revision for CodeDeploy and Add an application specification file to

a revision for CodeDeploy.

Topics

« Push a sample revision from a local Linux, macQS, or Unix machine

o Push a sample revision from a local Windows machine
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Push a sample revision from a local Linux, macOS, or Unix machine

With your terminal still open in, for example, the /tmp/CodeDeployGitHubDemo location, run
the following commands one at a time:

(® Note

If you plan to deploy to a Windows Server instance, substitute SampleApp_Windows.zip
for SampleApp_Linux.zip in the commands.

(Amazon S3 copy command)
unzip SampleApp_Linux.zip

rm SampleApp_Linux.zip

git add .
git commit -m "Added sample app"

git push

Where (Amazon S3 copy command) is one of the following:

e aws s3 cp s3://aws-codedeploy-us-east-2/samples/latest/
SampleApp_Linux.zip . --region us-east-2 forthe US East (Ohio) region

e aws s3 cp s3://aws-codedeploy-us-east-1/samples/latest/
SampleApp_Linux.zip . --region us-east-1 for the US East (N. Virginia) region

e aws s3 cp s3://aws-codedeploy-us-west-1/samples/latest/
SampleApp_Linux.zip . --region us-west-1 for the US West (N. California) Region

e aws s3 cp s3://aws-codedeploy-us-west-2/samples/latest/
SampleApp_Linux.zip . --region us-west-2 forthe US West (Oregon) region

e aws s3 cp s3://aws-codedeploy-ca-central-1/samples/latest/
SampleApp_Linux.zip . --region ca-central-1 for the Canada (Central) Region
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aws s3 cp s3://aws-codedeploy-eu-west-1/samples/latest/
SampleApp_Linux.zip . --region eu-west-1 for the Europe (Ireland) region

aws s3 cp s3://aws-codedeploy-eu-west-2/samples/latest/
SampleApp_Linux.zip . --region eu-west-2 for the Europe (London) region

aws s3 cp s3://aws-codedeploy-eu-west-3/samples/latest/
SampleApp_Linux.zip . --region eu-west-3 for the Europe (Paris) region

aws s3 cp s3://aws-codedeploy-eu-central-1/samples/latest/
SampleApp_Linux.zip . --region eu-central-1 for the Europe (Frankfurt) Region

aws s3 cp s3://aws-codedeploy-il-central-1/samples/latest/
SampleApp_Linux.zip . --region il-central-1 for the Israel (Tel Aviv) Region

aws s3 cp s3://aws-codedeploy-ap-east-1/samples/latest/
SampleApp_Linux.zip . --region ap-east-1 for the Asia Pacific (Hong Kong) region

aws s3 cp s3://aws-codedeploy-ap-northeast-1/samples/latest/
SampleApp_Linux.zip . --region ap-northeast-1 for the Asia Pacific (Tokyo) region

aws s3 cp s3://aws-codedeploy-ap-northeast-2/samples/latest/
SampleApp_Linux.zip . --region ap-northeast-2 for the Asia Pacific (Seoul) region

aws s3 cp s3://aws-codedeploy-ap-southeast-1/samples/latest/
SampleApp_Linux.zip . --region ap-southeast-1 for the Asia Pacific (Singapore)
Region

aws s3 cp s3://aws-codedeploy-ap-southeast-2/samples/latest/

SampleApp_Linux.zip . --region ap-southeast-2 for the Asia Pacific (Sydney) region
aws s3 cp s3://aws-codedeploy-ap-southeast-4/samples/latest/
SampleApp_Linux.zip . --region ap-southeast-4 for the Asia Pacific (Melbourne)
region

aws s3 cp s3://aws-codedeploy-ap-south-1/samples/latest/
SampleApp_Linux.zip . --region ap-south-1 for the Asia Pacific (Mumbai) region

aws s3 cp s3://aws-codedeploy-sa-east-1/samples/latest/
SampleApp_Linux.zip . --region sa-east-1 for the South America (Sao Paulo) Region

Push a sample revision from a local Windows machine

With your command prompt still open in, for example, the c:\temp\CodeDeployGitHubDemo

location , run the following commands one at a time:
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® Note

If you plan to deploy to an Amazon Linux or RHEL instance, substitute
SampleApp_Linux.zip for SampleApp_Windows.zip in the commands.

(Amazon S3 copy command)

Unzip the contents of the the ZIP file directly into the local directory (for example c:\temp
\CodeDeployGitHubDemo), not into a new subdirectory.

git add .

git commit -m "Added sample app"

git push

Where (Amazon S3 copy command) is one of the following:

e aws s3 cp s3://aws-codedeploy-us-east-2/samples/latest/
SampleApp_Windows.zip . --region us-east-2 for the US East (Ohio) region

e aws s3 cp s3://aws-codedeploy-us-east-1/samples/latest/
SampleApp_Windows.zip . --region us-east-1 for the US East (N. Virginia) region

e aws s3 cp s3://aws-codedeploy-us-west-1/samples/latest/
SampleApp_Windows.zip . --region us-west-1 for the US West (N. California) Region

e aws s3 cp s3://aws-codedeploy-us-west-2/samples/latest/
SampleApp_Windows.zip . --region us-west-2 for the US West (Oregon) region

e aws s3 cp s3://aws-codedeploy-ca-central-1/samples/latest/
SampleApp_Windows.zip . --region ca-central-1 for the Canada (Central) Region

e aws s3 cp s3://aws-codedeploy-eu-west-1/samples/latest/
SampleApp_Windows.zip . --region eu-west-1 for the Europe (Ireland) region

e aws s3 cp s3://aws-codedeploy-eu-west-2/samples/latest/
SampleApp_Windows.zip . --region eu-west-2 for the Europe (London) region

e aws s3 cp s3://aws-codedeploy-eu-west-3/samples/latest/
SampleApp_Windows.zip . --region eu-west-3 for the Europe (Paris) region
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e aws s3 cp s3://aws-codedeploy-eu-central-1/samples/latest/
SampleApp_Windows.zip . --region eu-central-1 for the Europe (Frankfurt) Region

e aws s3 cp s3://aws-codedeploy-il-central-1/samples/latest/
SampleApp_Windows.zip . --region il-central-1 for the Israel (Tel Aviv) Region

e aws s3 cp s3://aws-codedeploy-ap-east-1/samples/latest/
SampleApp_Windows.zip . --region ap-east-1 for the Asia Pacific (Hong Kong) region

e aws s3 cp s3://aws-codedeploy-ap-northeast-1/samples/latest/
SampleApp_Windows.zip . --region ap-northeast-1 for the Asia Pacific (Tokyo) region

e aws s3 cp s3://aws-codedeploy-ap-northeast-2/samples/latest/
SampleApp_Windows.zip . --region ap-northeast-2 for the Asia Pacific (Seoul) region

e aws s3 cp s3://aws-codedeploy-ap-southeast-1/samples/latest/
SampleApp_Windows.zip . --region ap-southeast-1 for the Asia Pacific (Singapore)
Region

e aws s3 cp s3://aws-codedeploy-ap-southeast-2/samples/latest/
SampleApp_Windows.zip . --region ap-southeast-2 for the Asia Pacific (Sydney)
region

e aws s3 cp s3://aws-codedeploy-ap-southeast-4/samples/latest/
SampleApp_Windows.zip . --region ap-southeast-4 for the Asia Pacific (Melbourne)
region

e aws s3 cp s3://aws-codedeploy-ap-south-1/samples/latest/

SampleApp_Windows.zip . --region ap-south-1 for the Asia Pacific (Mumbai) region

e aws s3 cp s3://aws-codedeploy-sa-east-1/samples/latest/
SampleApp_Windows.zip . --region sa-east-1 for the South America (Sao Paulo)
Region

To push your own revision to an Ubuntu Server instance, copy your revision into your local repo,
and then call the following:

git add .
git commit -m "Added Ubuntu app"
git push
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Step 4: Provision an instance

In this step, you will create or configure the instance that you will deploy the sample application to.
You can deploy to an Amazon EC2 instance or an on-premises instance that is running one of the
operating systems supported by CodeDeploy. For information see Operating systems supported

by the CodeDeploy agent. (If you already have an instance configured for use in CodeDeploy
deployments, skip to the next step.)

To provision an instance

1. Follow the instructions in Launch an Amazon EC2 instance (console) to provision an instance.

2.  When launching the instance, remember to specify a tag on the Add tags page. For details on
how to specify the tag, see Launch an Amazon EC2 instance (console).

To verify that the CodeDeploy agent is running on the instance

» Follow the instructions in Verify the CodeDeploy agent is running to verify that the agent is

running.

After you have successfully provisioned the instance and verified the CodeDeploy agent is running,
go to the next step.

Step 5: Create an application and deployment group

In this step, you will use the CodeDeploy console or the AWS CLI to create an application and
deployment group to use to deploy the sample revision from your GitHub repository.
Create an application and deployment group (console)

1. Sign in to the AWS Management Console and open the CodeDeploy console at https://
console.aws.amazon.com/codedeploy.

(® Note
Sign in with the same user that you set up in Getting started with CodeDeploy.

2. In the navigation pane, expand Deploy, then choose Applications.
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11.

12.
13.
14.
15.
16.

Choose Create application, and then select Custom application.

In Application name, enter CodeDeployGitHubDemo-App.

In Compute Platform, choose EC2/0On-premises.

Choose Create application.

On the Deployment groups tab, choose Create deployment group.

In Deployment group name, enter CodeDeployGitHubDemo-DepGxrp.

In Service role, choose the name of your CodeDeploy service role that you created in Create a
service role for CodeDeploy.

In Deployment type, choose In-place.

In Environment configuration, depending on the type of instance you are using, choose
Amazon EC2 instances or On-premises instances. For Key and Value, enter the instance tag
key and value that was applied to your instance as part of Step 4: Provision an instance.

In Deployment configuration, choose CodeDeployDefault.AllatOnce.
In Load Balancer, clear Enable load balancing.

Expand Advanced.

In Alarms, select Ignore alarm configuration.

Choose Create deployment group, and continue to the next step.

Create an application and deployment group (CLI)

1.

Call the create-application command to create an application in CodeDeploy named
CodeDeployGitHubDemo-App:

aws deploy create-application --application-name CodeDeployGitHubDemo-App

Call the create-deployment-group command to create a deployment group named
CodeDeployGit