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What Is AWS Config?

AWS Config provides a detailed view of the configuration of AWS resources in your AWS account.
This includes how the resources are related to one another and how they were configured in the
past so that you can see how the configurations and relationships change over time.

An AWS resource is an entity you can work with in AWS, such as an Amazon Elastic Compute Cloud
(EC2) instance, an Amazon Elastic Block Store (EBS) volume, a security group, or an Amazon Virtual
Private Cloud (VPC). For a complete list of AWS resources supported by AWS Config, see Supported
Resource Types.

Features

When you set up AWS Config, you can complete the following:
Resource management

» Specify the resource types you want AWS Config to record.

« Set up an Amazon S3 bucket to receive a configuration snapshot on request and configuration
history.

« Set up Amazon SNS to send configuration stream notifications.

« Grant AWS Config the permissions it needs to access the Amazon S3 bucket and the Amazon SNS
topic.

For more information, see Viewing AWS Resource Configurations and History and Managing AWS
Resource Configurations and History.

Rules and conformance packs

» Specify the rules that you want AWS Config to use to evaluate compliance information for the
recorded resource types.

» Use conformance packs, or a collection of AWS Config rules and remediation actions that can be
deployed and monitored as a single entity in your AWS account.

For more information, see Evaluating Resources with AWS Config Rules and Conformance Packs.
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Aggregators

« Use an aggregator to get a centralized view of your resource inventory and compliance.
An aggregator is an AWS Config resource type that collects AWS Config configuration and
compliance data from multiple AWS accounts and AWS Regions into a single account and Region.

For more information, see Multi-Account Multi-Region Data Aggregation .

Advanced queries

» Use one of the sample queries or write your own query by referring to the configuration schema
of the AWS resource.

For more information, see Querying the Current Configuration State of AWS Resources .

Ways to Use AWS Config

When you run your applications on AWS, you usually use AWS resources, which you must create
and manage collectively. As the demand for your application keeps growing, so does your need to
keep track of your AWS resources. AWS Config is designed to help you oversee your application
resources in the following scenarios:

Resource Administration

To exercise better governance over your resource configurations and to detect resource
misconfigurations, you need fine-grained visibility into what resources exist and how these
resources are configured at any time. You can use AWS Config to notify you whenever resources are
created, modified, or deleted without having to monitor these changes by polling the calls made to
each resource.

You can use AWS Config rules to evaluate the configuration settings of your AWS resources. When
AWS Config detects that a resource violates the conditions in one of your rules, AWS Config flags
the resource as noncompliant and sends a notification. AWS Config continuously evaluates your
resources as they are created, changed, or deleted.

Ways to Use AWS Config 2
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Auditing and Compliance

You might be working with data that requires frequent audits to ensure compliance with internal
policies and best practices. To demonstrate compliance, you need access to the historical
configurations of your resources. This information is provided by AWS Config.

Managing and Troubleshooting Configuration Changes

When you use multiple AWS resources that depend on one another, a change in the configuration
of one resource might have unintended consequences on related resources. With AWS Config, you
can view how the resource you intend to modify is related to other resources and assess the impact
of your change.

You can also use the historical configurations of your resources provided by AWS Config to
troubleshoot issues and to access the last known good configuration of a problem resource.

Security Analysis

To analyze potential security weaknesses, you need detailed historical information about your
AWS resource configurations, such as the AWS Identity and Access Management (IAM) permissions
that are granted to your users, or the Amazon EC2 security group rules that control access to your
resources.

You can use AWS Config to view the IAM policy that was assigned to a user, group, or role at any
time in which AWS Config was recording. This information can help you determine the permissions
that belonged to a user at a specific time: for example, you can view whether the user John Doe
had permission to modify Amazon VPC settings on Jan 1, 2015.

You can also use AWS Config to view the configuration of your EC2 security groups, including the
port rules that were open at a specific time. This information can help you determine whether a
security group blocked incoming TCP traffic to a specific port.

Concepts

AWS Config provides a detailed view of the resources associated with your AWS account, including
how they are configured, how they are related to one another, and how the configurations and
their relationships have changed over time. Let's take a closer look at the concepts of AWS Config.

Contents
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Resource Management

Understanding the basic components of AWS Config will help you track resource inventory and
changes and evaluate configurations of your AWS resources.

AWS Resources

AWS resources are entities that you create and manage using the AWS Management Console,

the AWS Command Line Interface (CLI), the AWS SDKs, or AWS partner tools. Examples of AWS
resources include Amazon EC2 instances, security groups, Amazon VPCs, and Amazon Elastic Block
Store. AWS Config refers to each resource using its unique identifier, such as the resource ID or an
Amazon Resource Name (ARN). For details, see Supported Resource Types.

Configuration Items

A configuration item represents a point-in-time view of the various attributes of a supported
AWS resource that exists in your account. The components of a configuration item include
metadata, attributes, relationships, current configuration, and related events. AWS Config creates
a configuration item whenever it detects a change to a resource type that it is recording. For
example, if AWS Config is recording Amazon S3 buckets, AWS Config creates a configuration item
whenever a bucket is created, updated, or deleted. You can also select for AWS Config to create a
configuration item at the recording frequency that you set.

For more information, see Components of a Configuration Item and Selecting Which Resources are

Recorded | Recording Frequency.

Configuration Recorder

The configuration recorder stores the configurations of the supported resources in your account
as configuration items. You must first create and then start the configuration recorder before you
can start recording. You can stop and restart the configuration recorder at any time. For more
information, see Managing the Configuration Recorder.

By default, the configuration recorder records all supported resources in the region where AWS
Config is running. You can create a customized configuration recorder that records only the
resource types that you specify. For more information, see Selecting Which Resources AWS Config
Records.

If you use the AWS Management Console or the CLI to turn on the service, AWS Config
automatically creates and starts a configuration recorder for you.
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Configuration History

A configuration history is a collection of the configuration items for a given resource over any

time period. A configuration history can help you answer questions about, for example, when the
resource was first created, how the resource has been configured over the last month, and what
configuration changes were introduced yesterday at 9 AM. The configuration history is available
to you in multiple formats. AWS Config automatically delivers a configuration history file for each
resource type that is being recorded to an Amazon S3 bucket that you specify. You can select a
given resource in the AWS Config console and navigate to all previous configuration items for that
resource using the timeline. Additionally, you can access the historical configuration items for a
resource from the API.

For more information, see Viewing AWS Resource Configurations and History and Managing AWS

Resource Configurations and History.

Configuration Snapshot

A configuration snapshot is a collection of the configuration items for the supported resources
that exist in your account. This configuration snapshot is a complete picture of the resources that
are being recorded and their configurations. The configuration snapshot can be a useful tool for
validating your configuration. For example, you may want to examine the configuration snapshot
regularly for resources that are configured incorrectly or that potentially should not exist. The
configuration snapshot is available in multiple formats. You can have the configuration snapshot
delivered to an Amazon Simple Storage Service (Amazon S3) bucket that you specify. Additionally,
you can select a point in time in the AWS Config console and navigate through the snapshot of
configuration items using the relationships between the resources.

Configuration Stream

A configuration stream is an automatically updated list of all configuration items for the resources
that AWS Config is recording. Every time a resource is created, modified, or deleted, AWS Config
creates a configuration item and adds to the configuration stream. The configuration stream
works by using an Amazon Simple Notification Service (Amazon SNS) topic of your choice. The
configuration stream is helpful for observing configuration changes as they occur so that you can
spot potential problems, generating notifications if certain resources are changed, or updating
external systems that need to reflect the configuration of your AWS resources.

Resource Management 6
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Resource Relationship

AWS Config discovers AWS resources in your account and then creates a map of relationships
between AWS resources. For example, a relationship might include an Amazon EBS volume
vol-123ab45d attached to an Amazon EC2 instance i-alb2c3d4 that is associated with security
group sg-ef678hk.

For more information, see Supported Resource Types.

AWS Config Rules

An AWS Config rule represents your desired configuration settings for specific AWS resources or for
an entire AWS account. If a resource does not pass a rule check, AWS Config flags the resource and
the rule as noncompliant, and AWS Config notifies you through Amazon SNS. The following are the
possible evaluation results for an AWS Config rule:

o COMPLIANT - the rule passes the conditions of the compliance check.
o NON_COMPLIANT - the rule fails the conditions of the compliance check.

« ERROR - the one of the required/optional parameters is not valid, not of the correct type, or is
formatted incorrectly.

« NOT_APPLICABLE - used to filter out resources that the logic of the rule cannot be applied
to. For example, the alb-desync-mode-check rule only checks Application Load Balancers, and

ignores Network Load Balancers and Gateway Load Balancers.

There are two types of rules: AWS Config Managed Rules and AWS Config Custom Rules. For more
information about the structure of rule definitions and rule metadata, see Components of an AWS

Config Rule.

AWS Config Managed Rules

AWS Config Managed Rules are predefined, customizable rules created by AWS Config. For a list of
managed rules, see List of AWS Config Managed Rules.

AWS Config Custom Rules

AWS Config Custom Rules are rules that you create from scratch. There are two ways to create
AWS Config custom rules: with Lambda functions (AWS Lambda Developer Guide) and with Guard
(Guard GitHub Repository), a policy-as-code language. AWS Config custom rules created with AWS

AWS Config Rules 7
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Lambda are called AWS Config Custom Lambda Rules and AWS Config custom rules created with
Guard are called AWS Config Custom Policy Rules.

For a walkthrough showing how to create AWS Config Custom Policy Rules, see Creating AWS
Config Custom Policy Rules. For a walkthrough showing how to create AWS Config Custom Lambda
Rules, see Creating AWS Config Custom Lambda Rules.

Trigger Types

After you add a rule to your account, AWS Config compares your resources to the conditions of
the rule. After this initial evaluation, AWS Config continues to run evaluations each time one

is triggered. The evaluation triggers are defined as part of the rule, and they can include the
following types:

Configuration changes

AWS Config runs evaluations for the rule when there is a resource that matches the rule's scope
and there is a change in configuration of the resource. The evaluation runs after AWS Config
sends a configuration item change notification.

You choose which resources initiate the evaluation by defining the rule's scope. The scope can
include the following:

« One or more resource types
« A combination of a resource type and a resource 1D
« A combination of a tag key and value

« When any recorded resource is created, updated, or deleted

AWS Config runs the evaluation when it detects a change to a resource that matches the rule's
scope. You can use the scope to define which resources initiate evaluations.

Periodic

AWS Config runs evaluations for the rule at a frequency that you choose; for example, every 24
hours.

Hybrid

Some rules have both configuration change and periodic triggers. For these rules, AWS Config
evaluates your resources when it detects a configuration change and also at the frequency that
you specify.

AWS Config Rules 8
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Evaluation modes

There are two evaluation modes for AWS Config rules:
Proactive

Use proactive evaluation to evaluate resources before they have been deployed. This allows you
to evaluate whether a set of resource properties, if used to define an AWS resource, would be
COMPLIANT or NON_COMPLIANT given the set of proactive rules that you have in your account
in your Region.

For more information, see Evaluation modes. For a list of managed rules that support proactive

evaluation, see List of AWS Config Managed Rules by Evaluation Mode.

® Note

Proactive rules do not remediate resources that are flagged as NON_COMPLIANT or
prevent them from being deployed.

Detective

Use detective evaluation to evaluate resources that have already been deployed. This allows you
to evaluate the configuration settings of your existing resources.

Conformance Packs

A conformance pack is a collection of AWS Config rules and remediation actions that can be
easily deployed as a single entity in an account and a Region or across an organization in AWS
Organizations.

Conformance packs are created by authoring a YAML template that contains the list of AWS Config
managed or custom rules and remediation actions. You can deploy the template by using the AWS
Config console or the AWS CLI.

To quickly get started and to evaluate your AWS environment, use one of the sample conformance

pack templates. You can also create a conformance pack YAML file from scratch based on Custom

Conformance Packs 9
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Conformance Pack. A custom conformance pack is a unique collection of AWS Config rules and

remediation actions that you can deploy together in an account and an AWS Region, or across an
organization in AWS Organizations.

Process checks is a type of AWS Config rule that allows you to track your external and internal
tasks that require verification as part of the conformance packs. These checks can be added to an
existing conformance pack or a new conformance pack. You can track all compliance that includes
AWS Configurations and manual checks in a single location.

Multi-Account Multi-Region Data Aggregation

Multi-account multi-region data aggregation in AWS Config allows you to aggregate AWS Config
configuration and compliance data from multiple accounts and regions into a single account. Multi-
account multi-region data aggregation is useful for central IT administrators to monitor compliance
for multiple AWS accounts in the enterprise.

Source Account

A source account is the AWS account from which you want to aggregate AWS Config resource
configuration and compliance data. A source account can be an individual account or an
organization in AWS Organizations. You can provide source accounts individually or you can
retrieve them through AWS Organizations.

Source Region

A source region is the AWS Region from which you want to aggregate AWS Config configuration
and compliance data.

Aggregator

An aggregator is a new resource type in AWS Config that collects AWS Config configuration and
compliance data from multiple source accounts and regions. Create an aggregator in the region
where you want to see the aggregated AWS Config configuration and compliance data.

(® Note

Aggregators provide a read-only view into the source accounts and regions that the
aggregator is authorized to view by replicating data from the source accounts into the
aggregator account. Aggregators do not provide mutating access into a source account or
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region. For example, this means that you cannot deploy rules through an aggregator or
push snapshot files to a source account or region through an aggregator.
Using aggregators does not incur any additional costs.

Aggregator Account
An aggregator account is an account where you create an aggregator.
Authorization

As a source account owner, authorization refers to the permissions you grant to an aggregator
account and region to collect your AWS Config configuration and compliance data. Authorization is
not required if you are aggregating source accounts that are part of AWS Organizations.

For more information, see topics in Multi-Account Multi-Region Data Aggregation section.

Using AWS Config

AWS Config Console

You can manage the service using the AWS Config console. The console provides a user interface
for performing many AWS Config tasks such as:

» Specifying the types of AWS resources for recording.
» Configuring resources to record, including:

» Selecting an Amazon S3 bucket.

» Selecting an Amazon SNS topic.

« Creating AWS Config role.

« Creating managed rules and custom rules that represent desired configuration settings for
specific AWS resources or for an entire AWS account.

» Creating and managing configuration aggregators to aggregate data across multiple accounts
and regions.

» Viewing a snapshot of current configurations of the supported resources.

 Viewing relationships between AWS resources.

For more information about the AWS Management Console, see AWS Management Console.

Using AWS Config 11
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AWS Config CLI

The AWS Command Line Interface is a unified tool that you can use to interact with AWS Config
from the command line. For more information, see the AWS Command Line Interface User Guide.
For a complete list of AWS Config CLI commands, see Available Commands.

AWS Config APIs

In addition to the console and the CLI, you can also use the AWS Config RESTful APIs to program
AWS Config directly. For more information, see the AWS Config API Reference.

AWS SDKs

As an alternative to using the AWS Config API, you can use one of the AWS SDKs. Each SDK consists
of libraries and sample code for various programming languages and platforms. The SDKs provide
a convenient way to create programmatic access to AWS Config. For example, you can use the

SDKs to sign requests cryptographically, manage errors, and retry requests automatically. For more
information, see the Tools for Amazon Web Services page.

Control Access to AWS Config

AWS Identity and Access Management is a web service that enables Amazon Web Services (AWS)
customers to manage users and user permissions.

To provide access, add permissions to your users, groups, or roles:
« Users and groups in AWS IAM Identity Center:

Create a permission set. Follow the instructions in Create a permission set in the AWS IAM
Identity Center User Guide.

« Users managed in IAM through an identity provider:

Create a role for identity federation. Follow the instructions in Creating a role for a third-party
identity provider (federation) in the IAM User Guide.

e |AM users:

» Create a role that your user can assume. Follow the instructions in Creating a role for an IAM
user in the IAM User Guide.

o (Not recommended) Attach a policy directly to a user or add a user to a user group. Follow the
instructions in Adding permissions to a user (console) in the IAM User Guide.

Control Access to AWS Config 12
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Partner Solutions

AWS partners with third-party specialists in logging and analysis to provide solutions that use AWS
Config output. For more information, visit the AWS Config detail page at AWS Config.

How AWS Config Works

When you turn on AWS Config, it first discovers the supported AWS resources that exist in your
account and generates a configuration item for each resource.

AWS Config also generates configuration items when the configuration of a resource changes, and
it maintains historical records of the configuration items of your resources from the time you start
the configuration recorder. By default, AWS Config creates configuration items for every supported
resource in the region. If you don't want AWS Config to create configuration items for all supported
resources, you can specify the resource types that you want it to track.

Before specifying a resource type for AWS Config to track, check Resource Coverage by Region

Availability to see if the resource type is supported in the AWS Region where you are setting up
AWS Config. If a resource type is supported by AWS Config in at least one Region, you can enable
the recording of that resource type in all Regions supported by AWS Config, even if the specified
resource type is not supported the AWS Region where you are setting up AWS Config.

AWS Config keeps track of all changes to your resources by invoking the Describe or the List
API call for each resource in your account. The service uses those same API calls to capture
configuration details for all related resources.

For example, removing an egress rule from a VPC security group causes AWS Config to invoke a
Describe API call on the security group. AWS Config then invokes a Describe API call on all of the
instances associated with the security group. The updated configurations of the security group
(the resource) and of each instance (the related resources) are recorded as configuration items and
delivered in a configuration stream to an Amazon Simple Storage Service (Amazon S3) bucket.

AWS Config also tracks the configuration changes that were not initiated by the API. AWS Config
examines the resource configurations periodically and generates configuration items for the
configurations that have changed.

If you are using AWS Config rules, AWS Config continuously evaluates your AWS resource
configurations for desired settings. Depending on the rule, AWS Config will evaluate your resources
either in response to configuration changes or periodically. Each rule is associated with an AWS
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Lambda function, which contains the evaluation logic for the rule. When AWS Config evaluates
your resources, it invokes the rule's AWS Lambda function. The function returns the compliance
status of the evaluated resources. If a resource violates the conditions of a rule, AWS Config flags
the resource and the rule as noncompliant. When the compliance status of a resource changes,
AWS Config sends a notification to your Amazon SNS topic. The following image displays an
overview of how AWS Config works.

‘ — Operational

—_— (== 1 —VTJT‘ = [ troubleshooting
2\ il )
\ == r{ﬁﬂ —1 Compliance
[———-a. ouL and auditing
AWS Config

— [
Record and normalize the Manage Evaluate Simplify
changes into a consistent Discover resources, Check resource compliance Use conformance packs to
format record configurations, with custom and managed more easily deploy multiple
understand relationships, AWS Config rules before and rules and remediations across
and capture changes after provisioning an account or AWS Region

Change management

Security monitoring

Deliver Configuration Items
AWS Config can deliver configuration items through one of the following channels:
Amazon S3 Bucket

AWS Config tracks changes in the configuration of your AWS resources, and it regularly sends
updated configuration details to an Amazon S3 bucket that you specify. For each resource type that
AWS Config records, it sends a configuration history file every six hours. Each configuration history
file contains details about the resources that changed in that six-hour period. Each file includes
resources of one type, such as Amazon EC2 instances or Amazon EBS volumes. If no configuration
changes occur, AWS Config does not send a file.

AWS Config sends a configuration snapshot to your Amazon S3 bucket when you use the deliver-
config-snapshot command with the AWS CLI, or when you use the DeliverConfigSnapshot action
with the AWS Config API. A configuration snapshot contains configuration details for all resources

that AWS Config records in your AWS account. The configuration history file and configuration
snapshot are in JSON format.

(® Note

AWS Config only delivers the configuration history files and configuration snapshots to
the specified S3 bucket; AWS Config doesn't modify the lifecycle policies for objects in the
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S3 bucket. You can use lifecycle policies to specify whether you want to delete or archive
objects to Amazon S3 Glacier. For more information, see Managing Lifecycle Configuration
in the Amazon Simple Storage Service User Guide. You can also see the Archiving Amazon S3
Data to S3 Glacier blog post.

Amazon SNS Topic

An Amazon Simple Notification Service (Amazon SNS) topic is a communication channel that
Amazon SNS uses to deliver messages (or notifications) to subscribing endpoints such as an email
address or clients. Other types of Amazon SNS notifications include push notification messages to
apps on mobile phones, Short Message Service (SMS) notifications to SMS-enabled mobile phones
and smart phones, and HTTP POST requests. For best results, use Amazon SQS as the notification
endpoint for the SNS topic and then process the information in the notification programmatically.

AWS Config uses the Amazon SNS topic that you specify to send you notifications. The type
of notification that you are receiving is indicated by the value for the messageType key in the
message body, as in the following example:

"messageType": "ConfigurationHistoryDeliveryCompleted"

The notifications can be any of the following message types:
ComplianceChangeNotification

The compliance type of a resource that AWS Config evaluates has changed. The compliance
type indicates whether the resource complies with a specific AWS Config rule, and it

is represented by the ComplianceType key in the message. The message includes
newEvaluationResult and oldEvaluationResult objects for comparison.

ConfigRulesEvaluationStarted

AWS Config started evaluating your rule against the specified resources.

ConfigurationSnapshotDeliveryStarted

AWS Config started delivering the configuration snapshot to your Amazon S3 bucket. The name
of the Amazon S3 bucket is provided for the s3Bucket key in the message.

ConfigurationSnapshotDeliveryCompleted

AWS Config successfully delivered the configuration snapshot to your Amazon S3 bucket.
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ConfigurationSnapshotDeliveryFailed

AWS Config failed to deliver the configuration snapshot to your Amazon S3 bucket.

ConfigurationHistoryDeliveryCompleted

AWS Config successfully delivered the configuration history to your Amazon S3 bucket.

ConfigurationItemChangeNotification

A resource has been created, deleted, or changed in configuration. This message includes the
details of the configuration item that AWS Config creates for this change, and it includes the
type of change. These notifications are delivered within minutes of a change and are collectively
known as the configuration stream.

OversizedConfigurationItemChangeNotification

This message type is delivered when a configuration item change notification exceeded the
maximum size allowed by Amazon SNS. The message includes a summary of the configuration
item. With the exception of SMS messages, Amazon SNS messages can contain up to 256 KB of
text data, including XML, JSON, and unformatted text. You can view the complete notification
in the specified Amazon S3 bucket location.

OversizedConfigurationItemChangeDeliveryFailed

AWS Config failed to deliver the oversized configuration item change notification to your
Amazon S3 bucket.

For example notifications, see Notifications that AWS Config Sends to an Amazon SNS topic.

For more information about Amazon SNS, see the Amazon Simple Notification Service Developer
Guide.

Components of a Configuration Item

A configuration item consists of the following components.

Component Description Contains
Metadata Information about this « Version ID
configuration item  Time when the configuration item was
captured
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Component Description Contains
« Status of the configuration item indicatin
g whether the item was captured
successfully
« State ID indicating the ordering of the
configuration items of a resource
Attributes Resource attributes » Resource ID

Relationships

Current
configuration

How the resource is related
to other resources associated
with the account

Information returned through
a call to the Describe or List
API of the resource

« List of key-value tags for this resource

» Resource type; see Supported Resource
Types

o Amazon Resource Name (ARN)

« Availability Zone that contains this
resource, if applicable

+ Time the resource was created

Description of the relationship, such as
Amazon EBS volume vol-1234567 is
attached to an Amazon EC2 instance 1i-
alb2c3d4

For example, DescribeVolumes API
returns the following information about
the volume:

« Availability Zone the volume is in

« Time the volume was attached

» ID of the EC2 instance it is attached to
» Current status of the volume

« State of DeleteOnTermination flag

» Device the volume is attached to

» Type of volume, such as gp2, iol, or
standard

Components of a Configuration Item
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Notes

1. A configuration item relationship does not include network flow or data flow dependencies.
Configuration items cannot be customized to represent your application architecture.

2. As of Version 1.3, the relatedEvents field is empty. You can access the LookupEvents APl in the

AWS CloudTrail API Reference to retrieve the events for the resource.

3. As of Version 1.3, the configurationltemMD5Hash field is empty. You can use the
configurationStateld field to ensure you have the latest configuration item.

Region Support

(® Note

Some features of AWS Config are only supported in a subset of the AWS Regions where
AWS Config is supported.
Resource Management

 For a list of which AWS resource types are supported in which Regions, see Resource
Coverage by Region Availability.

AWS Config Rules

« For a list of which AWS Config rules are supported in which Regions, see List of AWS
Config Managed Rules by Region Availability.

« For a list of Regions which support the organizational deployment of AWS Config rules,
see Organizational Rules | Region Support.

« For a list of Regions which support remediation actions for AWS Config rules, see
Remediation Actions | Region Support.

Conformance Packs

 For a list of Regions which support conformance packs and the organizational
deployment of conformance packs, see Conformance Packs | Region Support.

Aggregators
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» For a list of Regions which support the aggregators, see Aggregators | Region Support.

Advanced Queries

» For a list of Regions which support advanced queries, see Advanced Queries | Region

Support.

 For a list of Regions which support the natural language query processor for advanced
queries, see Natural language query processor for advanced queries | Region Support.

The following table lists the AWS Regions where you can enable AWS Config.

Region
Name

US East
(Ohio)

us
East (N.
Virginia)

us

West (N.
Californi
a)

US West
(Oregon)

Africa
(Cape
Town)

Asia
Pacific

Region

us-east-2

us-east-1

west-2

af-south-
1

ap-
east-1

Endpoint

config.us-east-2.amazonaws.com
config-fips.us-east-2.amazonaws.com
config.us-east-1.amazonaws.com

config-fips.us-east-1.amazonaws.com

config.us-west-1.amazonaws.com

config-fips.us-west-1.amazonaws.com

config.us-west-2.amazonaws.com
config-fips.us-west-2.amazonaws.com

config.af-south-1.amazonaws.com

config.ap-east-1.amazonaws.com

Protocol

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS
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Region Region Endpoint Protocol
Name

(Hong

Kong)

Asia ap- config.ap-south-2.amazonaws.com HTTPS
Pacific south-2

(Hyderaba

d)

Asia ap- config.ap-southeast-3.amazonaws.com HTTPS
Pacific southe

(Jakarta) ast-3

Asia ap- config.ap-southeast-4.amazonaws.com HTTPS
Pacific southe

(Melbourn ast-4

e)

Asia ap- config.ap-south-1.amazonaws.com HTTPS
Pacific south-1

(Mumbai)

Asia ap- config.ap-northeast-3.amazonaws.com HTTPS
Pacific northe

(Osaka) ast-3

Asia ap- config.ap-northeast-2.amazonaws.com HTTPS
Pacific northe
(Seoul) ast-2

Asia ap- config.ap-southeast-1.amazonaws.com HTTPS
Pacific southe

(Singapor ast-1

e)
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Region Region Endpoint Protocol
Name
Asia ap- config.ap-southeast-2.amazonaws.com HTTPS
Pacific southe
(Sydney)  ast-2
Asia ap- config.ap-northeast-1.amazonaws.com HTTPS
Pacific northe
(Tokyo) ast-1
Canada ca-centra  config.ca-central-1.amazonaws.com HTTPS
(Central) (-1
Canada ca- config.ca-west-1.amazonaws.com HTTPS
West west-1
(Calgary)

Europe eu- config.eu-central-1.amazonaws.com HTTPS
(Frankfur  central-1

t)

Europe eu- config.eu-west-1.amazonaws.com HTTPS
(Ireland)  west-1

Europe eu- config.eu-west-2.amazonaws.com HTTPS
(London)  west-2

Europe eu- config.eu-south-1.amazonaws.com HTTPS
(Milan) south-1

Europe eu- config.eu-west-3.amazonaws.com HTTPS
(Paris) west-3

Europe eu- config.eu-south-2.amazonaws.com HTTPS
(Spain) south-2
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Region Region Endpoint Protocol
Name
Europe eu- config.eu-north-1.amazonaws.com HTTPS
(Stockhol north-1
m)

Europe eu- config.eu-central-2.amazonaws.com HTTPS
(Zurich) central-2

Israel il-centra config.il-central-1.amazonaws.com HTTPS
(Tel Aviv) -1

Middle me- config.me-south-1.amazonaws.com HTTPS
East south-1

(Bahrain)

Middle me- config.me-central-1.amazonaws.com HTTPS
East central-1

(UAE)

South sa-east-1  config.sa-east-1.amazonaws.com HTTPS
America

(Sao

Paulo)

AWS us-gov- config.us-gov-east-1.amazonaws.com HTTPS
GovCloud east-1

(US-East)

AWS us-gov- config.us-gov-west-1.amazonaws.com HTTPS
GovCloud west-1

(US-

West)

Region Support
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Service Limits

The following table describes limits within AWS Config. Unless noted otherwise, the quotas can be
increased upon request. You can request a quota increase.

For information about other limits in AWS, see AWS Service Limits.

AWS Config Service Limits

Description Limit Value Can be increased
Maximum number of AWS 1000 No

Config Rules per Region per

account

Maximum number of tags per 50 No

resource

Single Account Conformance Packs

Description Limit Value Can be increased

Maximum number of 50 No
conformance packs per
account

Maximum number of AWS 130 No
Config Rules per conformance
pack

® Note

AWS Config rules in conformance packs count in the limit for the Maximum number of AWS
Config Rules per Region per account.
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Organization Conformance Packs

Description Limit Value

Maximum number of 50
conformance packs per
organization

Maximum number of AWS 130
Config Rules per organization
conformance pack

(® Note

Can be increased

No

No

Deploying at the organization level counts in the limit for child accounts. AWS Config rules

in conformance packs count in the limit for the Maximum number of AWS Config Rules per

Region per account.

Aggregators
Description Limit Value
Maximum number of 50

configuration aggregators

Maximum number of 10000
accounts in an aggregator

Maximum number of 1000
accounts added or deleted
per week for all aggregators

Can be increased

Yes

No

Yes

Service Limits
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Advanced queries
Description Limit Value

Maximum number of saved 300
queries in a single account
and a Region

Can be increased

Yes

Service Limits
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Getting Started with AWS Config

AWS Config provides a detailed view of the configuration of AWS resources in your AWS account.
With AWS Config, you can review changes in configurations and relationships between AWS
resources, explore resource configuration history, and use rules to determine compliance. For more
information, see What Is AWS Config? and How AWS Config Works.

Features

When you set up AWS Config, you can complete the following:

Resource management

» Specify the resource types you want AWS Config to record.

» Set up an Amazon S3 bucket to receive a configuration snapshot on request and configuration
history.

« Set up Amazon SNS to send configuration stream notifications.
« Grant AWS Config the permissions it needs to access the Amazon S3 bucket and the Amazon SNS

topic.

For more information, see Viewing AWS Resource Configurations and History and Managing AWS

Resource Configurations and History.

Rules and conformance packs

» Specify the rules that you want AWS Config to use to evaluate compliance information for the
recorded resource types.

» Use conformance packs, or a collection of AWS Config rules and remediation actions that can be
deployed and monitored as a single entity in your AWS account.

For more information, see Evaluating Resources with AWS Config Rules and Conformance Packs.

Aggregators
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« Use an aggregator to get a centralized view of your resource inventory and compliance.
An aggregator is an AWS Config resource type that collects AWS Config configuration and
compliance data from multiple AWS accounts and AWS Regions into a single account and Region.

For more information, see Multi-Account Multi-Region Data Aggregation .

Advanced queries

» Use one of the sample queries or write your own query by referring to the configuration schema
of the AWS resource.

For more information, see Querying the Current Configuration State of AWS Resources .

Signing up for AWS

Topics

« Sign up for an AWS account

+ Create an administrative user

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.
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AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM Identity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.
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For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Using AWS Config

After you sign up for an AWS account, you can get started with AWS Config with the AWS
Management Console, AWS CLI, or the AWS SDKs. For more information about using the AWS CLI
or AWS SDKs, see Setting Up AWS Config with the AWS CLI and AWS Software Development Kits
for AWS Config.

You can also use the console for a quick and streamlined process. For more information, see Setting
Up AWS Config with the Console.

Setting Up AWS Config with the Console

Setting Up AWS Config with the AWS CLI

Using this service with an AWS SDK

Using AWS Config Rules with the Console

Setting Up AWS Config with the Console

The AWS Management Console provides a quick and streamlined process for setting up AWS
Config.

Features

You can use the AWS Management Console to get started with AWS Config to do the following:
Resource management

« Specify the resource types you want AWS Config to record.

« Set up an Amazon S3 bucket to receive a configuration snapshot on request and configuration
history.

» Set up Amazon SNS to send configuration stream notifications.

« Grant AWS Config the permissions it needs to access the Amazon S3 bucket and the Amazon SNS
topic.
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For more information, see Viewing AWS Resource Configurations and History and Managing AWS

Resource Configurations and History.

Rules and conformance packs

» Specify the rules that you want AWS Config to use to evaluate compliance information for the
recorded resource types.

» Use conformance packs, or a collection of AWS Config rules and remediation actions that can be
deployed and monitored as a single entity in your AWS account.

For more information, see Evaluating Resources with AWS Config Rules and Conformance Packs.

Aggregators

« Use an aggregator to get a centralized view of your resource inventory and compliance.
An aggregator is an AWS Config resource type that collects AWS Config configuration and
compliance data from multiple AWS accounts and AWS Regions into a single account and Region.

For more information, see Multi-Account Multi-Region Data Aggregation .

Advanced queries

» Use one of the sample queries or write your own query by referring to the configuration schema
of the AWS resource.

For more information, see Querying the Current Configuration State of AWS Resources .

Setting up
To set up AWS Config with the console

1. Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. If this is the first time you are opening the AWS Config console or you are setting up AWS
Config in a new region, the AWS Config console page looks like the following:
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Management Tools

AWS CO nﬁ g Set up AWS Config
Re CO rd a n d eva |_U ate A summarized view of AWS and non-AWS

resources and the compliance status of the

CO n ﬁ g U ra ti O n S Of yo U r AWS rules and the resources in each AWS Region.
resources =

AWS Config provides a detailed view of the resources associated with your AWS account,
including how they are configured, how they are related to one another, and how the
configurations and their relationships have changed over time.

3. Choose 1-click setup to launch AWS Config based on AWS best practices. You can also choose
Get started to go through a more detailed setup process.

Topics

» 1-click setup

o Manual setup

1-click setup

AWS Config 1-click setup helps simplify the getting started process for AWS Config console
customers by reducing the number of manual selections.

(® Note

For more information about the Get started process, see Manual setup.

To set up AWS Config with the console using 1-click setup

1. Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.
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Management Tools

AWS CO nﬁ g Set up AWS Config
Re CO rd a n d eva |_U ate A summarized view of AWS and non-AWS

resources and the compliance status of the

CO n ﬁ g U ra ti O n S Of yo U r AWS rules and the resources in each AWS Region.
resources =

AWS Config provides a detailed view of the resources associated with your AWS account,
including how they are configured, how they are related to one another, and how the
configurations and their relationships have changed over time.

2. Choose 1-click setup.

The set up page includes three steps, but through the 1-click setup workflow, you are
automatically directed to Step 3 (Review). The following provides a breakdown of that procedure.

» Settings: To select the manner by which the AWS Config console records resources and roles, and
choose where configuration history and configuration snapshot files are sent.

« Rules: For Regions that support rules, this subsection is available for you to configure initial AWS
managed rules that you can add to your account.

(® Note

After setting up, AWS Config will evaluate your AWS resources against the rules that you
chose. Additional rules can be created and existing ones can be updated in your account
after setup. For more information about rules, see Managing your AWS Config Rules.

» Review: To verify your setup details.

Settings
Recording strategy

The option to record All resource types with customizable overrides is selected for you. If you
select this option, AWS Config will record all current and future supported resource types in this
Region. For more information, see Supported Resource Types.
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® Note

Global resource types | Aurora global clusters are initially included in recording

The AWS: :RDS: :GlobalCluster resource type will be recorded in all supported AWS
Config Regions where the configuration recorder is enabled.

If you do not want to record AWS: :RDS: :GlobalCluster in all enabled Regions,

you can exclude this resource type from recording after setup. Choose Settings in the

left navigation bar, and then choosing Edit. From Edit, go to Override settings in the
Recording method section, choose AWS: :RDS: : GlobalCluster, and choose the override
"Exclude from recording".

® Note

Global resource types | IAM resource types are initially excluded from recording

"All globally recorded IAM resource types" are initially excluded from recording to help you
reduce costs. This bundle includes IAM users, groups, roles, and customer managed policies.
Choose Remove to remove the override and include these resources in your recording.

The exception to this note is for US East (N. Virginia). The global IAM resource types are
initially included in the US East (N. Virginia) Region as this Region functions as the home
Region for the global IAM resource types.

Additionally, the global IAM resource types (AWS: : IAM: :User, AWS: : IAM: : Group,

AWS: :IAM: :Role, and AWS: : IAM: : Policy) cannot be recorded in Regions supported by
AWS Config after February 2022. This list where you cannot record the global IAM resource
types includes the following Regions:

« Asia Pacific (Hyderabad)
Asia Pacific (Melbourne)

» Canada West (Calgary)
o Europe (Spain)

» Europe (Zurich)

« lIsrael (Tel Aviv)

« Middle East (UAE)

o Default settings
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The default recording frequency is set to Continuous for you. This means AWS Config records
configuration changes continuously whenever a change occurs.

AWS Config also supports the option to set the recording frequency to Daily. If you select this
option after setup, you will receive a configuration item (Cl) representing the most recent state
of your resources over the last 24-hour period, only if it's different from the previous Cl recorded.
For more information see, Recording Frequency.

® Note

AWS Firewall Manager depends on continuous recording to monitor your resources. If you
are using Firewall Manager, it is recommended that you set the recording frequency to
Continuous.

» Override settings - optional

Optionally, after setup you can override the record frequency for specific resource types, or
exclude specific resource types from recording. To override the default settings, choose Settings
in the left navigation of the AWS Config console, and then choose Edit.

® Note

High Number of AWS Config Evaluations

You may notice increased activity in your account during your initial month recording
with AWS Config when compared to subsequent months. During the initial bootstrapping
process, AWS Config runs evaluations on all the resources in your account that you have
selected for AWS Config to record.

If you are running ephemeral workloads, you may see increased activity from AWS
Config as it records configuration changes associated with creating and deleting these
temporary resources. An ephemeral workload is a temporary use of computing resources
that are loaded and run when needed. Examples include Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon EMR jobs, and AWS Auto Scaling. If you want

to avoid the increased activity from running ephemeral workloads, you can run these
types of workloads in a separate account with AWS Config turned off to avoid increased
configuration recording and rule evaluations.
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Data governance

The default data retention period to retain AWS Config data for 7 years (2557 days) is selected for
you in this section.

The option to Use an existing AWS Config service-linked role is selected for you and set to
the AWS Config role. Service-linked roles are predefined by AWS Config and include all the
permissions that the service requires to call other AWS services.

Delivery method

The option to Choose a bucket from your account is selected for you in this section. This selection
will default to the bucket in your account that is named in the format config-bucket-accountid (for
example, config-bucket-012345678901). If you don't have a bucket created in that format, one
will be created for you. If you want to create your own bucket, see Creating a bucket in the Amazon
Simple Storage Service User Guide.

For more information about S3 buckets, see Buckets overview in the Amazon Simple Storage Service
User Guide.

Rules

Under AWS Managed Rules, no rules are selected for you at this step. Instead, you are encouraged
to create and update rules after you have finished setting up your account.

Review

Review your AWS Config setup details. You can go back to edit changes for each section. Choose
Confirm to finish setting up AWS Config.

Manual setup

With the Get started workflow, you can go through all the manual selections of the setup process
to get started with the AWS Config console.

® Note
For more information about the 1-click setup process, see 1-click setup.
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To set up AWS Config with the console using Get started

1. Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

Management Tools

AWS CO nﬁ g Set up AWS Config
Re CO rd a n d eva |_U ate A summarized view of AWS and non-AWS

resources and the compliance status of the

CO n ﬁ g U ra ti O n S Of yo U r AWS rules and the resources in each AWS Region.
resources =

AWS Config provides a detailed view of the resources associated with your AWS account,
including how they are configured, how they are related to one another, and how the
configurations and their relationships have changed over time.

2. Choose Get started.

The setup page includes three steps. The following provides a breakdown of that procedure after
you choose Get started.

 Settings: To select the manner by which the AWS Config console records resources and roles, and
choose where configuration history and configuration snapshot files are sent.

 Rules: For Regions that support rules, this subsection is available for you to configure initial AWS
managed rules that you can add to your account.

(® Note

After setting up, AWS Config will evaluate your AWS resources against the rules that
you chose. Additional rules can be created and existing ones can be updated and in your
account after setup. For more information about rules, see Managing your AWS Config
Rules.

» Review: To verify your setup details.

Settings

Recording method
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In the Recording method section, choose a recording strategy. You can specify the AWS resources
that you want AWS Config to record.

All resource types with customizable overrides

Set up AWS Config to record configuration changes for all current and future supported
resource types in this Region. You can override the recording frequency for specific resource
types or exclude specific resource types from recording. For more information, see Supported
Resource Types.

o Default settings

Configure the default recording frequency for all current and future supported resource
types. For more information see, Recording Frequency.

« Continuous recording — AWS Config will record configuration changes continuously
whenever a change occurs.

« Daily recording - You will receive a configuration item (Cl) representing the most recent
state of your resources over the last 24-hour period, only if it's different from the previous
Cl recorded.

(® Note
AWS Firewall Manager depends on continuous recording to monitor your resources.
If you are using Firewall Manager, it is recommended that you set the recording
frequency to Continuous.

« Override settings

Override the recording frequency for specific resource types, or exclude specific resource
types from recording. If you change the recording frequency for a resource type or stop
recording a resource type, the configuration items that were already recorded will remain
unchanged.

® Note

Globally recorded resource types | Aurora global clusters are initially included in

recording
The AWS: :RDS: :GlobalCluster resource type will be recorded in all supported
AWS Config Regions where the configuration recorder is enabled.
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If you do not want to record AWS: :RDS: :GlobalCluster in all enabled Regions,
choose "AWS RDS GlobalCluster", and choose the override "Exclude from recording".

® Note

Global resource types | IAM resource types are initially excluded from recording
"All globally recorded IAM resource types" are initially excluded from recording to
help you reduce costs. This bundle includes IAM users, groups, roles, and customer
managed policies. Choose Remove to remove the override and include these
resources in your recording.

The exception to this note is for US East (N. Virginia). The global IAM resource types
are initially included in the US East (N. Virginia) Region as this Region functions as the
home Region for the global IAM resource types.

Additionally, the global IAM resource types (AWS: : IAM: :User, AWS: : IAM: : Group,
AWS: :IAM: :Role, and AWS: : IAM: : Policy) cannot be recorded in Regions
supported by AWS Config after February 2022. This list where you cannot record the
global IAM resource types includes the following Regions:

« Asia Pacific (Hyderabad)
 Asia Pacific (Melbourne)
» Canada West (Calgary)
» Europe (Spain)

» Europe (Zurich)

« Israel (Tel Aviv)

» Middle East (UAE)

(@ Note
Limits
You can add up to 100 frequency overrides and 600 exclusion overrides.
Daily recording is not supported for the following resource types:

« AWS::Config::ResourceCompliance

« AWS::Config::ConformancePackCompliance
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e AWS::Config::ConfigurationRecorder

Specific resource types
Set AWS Config to record configuration changes for only the resource types that you specify.
» Specific resource types

Choose a resource type to record and its frequency. For more information see, Recording

Frequency.
« Continuous recording — AWS Config will record configuration changes continuously
whenever a change occurs.

« Daily recording — You will receive a configuration item (Cl) representing the most recent
state of your resources over the last 24-hour period, only if it's different from the previous

Cl recorded.

® Note
AWS Firewall Manager depends on continuous recording to monitor your resources.
If you are using Firewall Manager, it is recommended that you set the recording
frequency to Continuous.

If you change the recording frequency for a resource type or stop recording a resource type,
the configuration items that were already recorded will remain unchanged.

® Note

Region Availability

Before specifying a resource type for AWS Config to track, check Resource Coverage by
Region Availability to see if the resource type is supported in the AWS Region where you
set up AWS Config. If a resource type is supported by AWS Config in at least one Region,
you can enable the recording of that resource type in all Regions supported by AWS
Config, even if the specified resource type is not supported in the AWS Region where
you set up AWS Config.
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@ Note
Limits
No limits if all resource types have the same frequency. You can add up to 100 resource
types with Daily frequency if at least one resource type is set to Continuous.
The Daily frequency is not supported for the following resource types:

e« AWS::Config: :ResourceCompliance
« AWS::Config::ConformancePackCompliance

« AWS::Config::ConfigurationRecorder

(® Note

High Number of AWS Config Evaluations

You may notice increased activity in your account during your initial month recording
with AWS Config when compared to subsequent months. During the initial bootstrapping
process, AWS Config runs evaluations on all the resources in your account that you have
selected for AWS Config to record.

If you are running ephemeral workloads, you may see increased activity from AWS
Config as it records configuration changes associated with creating and deleting these
temporary resources. An ephemeral workload is a temporary use of computing resources
that are loaded and run when needed. Examples include Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon EMR jobs, and AWS Auto Scaling. If you want

to avoid the increased activity from running ephemeral workloads, you can run these
types of workloads in a separate account with AWS Config turned off to avoid increased
configuration recording and rule evaluations.

Data governance

» For Data retention period, choose either the default retention period to retain AWS Config data
for 7 years (2557) or set a custom rentention period for items recorded by AWS Config.

(® Note
Deleting data
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AWS Config allows you to delete your data by specifying a retention period for your
ConfigurationItems. When you specify a retention period, AWS Config retains your
ConfigurationItems for that specified period. You can choose a period between a
minimum of 30 days and a maximum of 7 years (2557 days). AWS Config deletes data
older than your specified retention period.

» For IAM role for AWS Config, choose either an existing AWS Config service-linked role or an IAM
a role from your account.

« Service-linked roles are predefined by AWS Config and include all the permissions that the
service requires to call other AWS services.

(@ Note

Service-linked role
If you haven't yet added a service-linked role, one will be added for you.

« Otherwise, choose an IAM role from one of your pre-existing roles and permission policies

(@ Note

Pre-existing AWS Config role

If you have used an AWS service that uses AWS Config, such as AWS Security Hub

or AWS Control Tower, and an AWS Config role has already been created, make sure
that the IAM role that you use when setting up AWS Config keeps the same minimum
permissions as the already created AWS Config role. You must do this so that the other
AWS service continues to run as expected.

For example, if AWS Control Tower has an IAM role that allows AWS Config to

read Amazon Simple Storage Service (Amazon S3) objects, make sure that the

same permissions are granted within the IAM role you use when setting up AWS
Config. Otherwise, it may interfere with how AWS Control Tower operates. For

more information about IAM roles for AWS Config, see AWS Identity and Access

Management.

Delivery method
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« For Delivery method, choose the S3 bucket to which AWS Config sends configuration history
and configuration snapshot files:

« Create a bucket - For S3 bucket name, type a name for your S3 bucket.

The name that you type must be unique across all existing bucket names in Amazon S3.

One way to help ensure uniqueness is to include a prefix; for example, the name of your
organization. You can't change the bucket name after it is created. For more information, see
Bucket Restrictions and Limitations in the Amazon Simple Storage Service User Guide.

« Choose a bucket from your account — For S3 bucket name, choose your preferred bucket.

« Choose a bucket from another account — For S3 bucket name, type the bucket name.

® Note
If you choose a bucket from another account, that bucket must have policies that
grant access permissions to AWS Config. For more information, see Permissions for the
Amazon S3 Bucket for the AWS Config Delivery Channel.

« For Amazon SNS topic, choose Stream configuration changes and notifications to an Amazon
SNS topic to have AWS Config send notifications such as configuration history delivery,
configuration snapshot delivery, and compliance.

« If you chose to have AWS Config stream to an Amazon SNS topic, choose the target topic:
» Create a topic — For Topic Name, type a name for your SNS topic.
« Choose a topic from your account — For Topic Name, select your preferred topic.

» Choose a topic from another account - For Topic ARN, type the Amazon Resource Name
(ARN) of the topic. If you choose a topic from another account, the topic must have policies
that grant access permissions to AWS Config. For more information, see Permissions for the

Amazon SNS Topic.

® Note

The Amazon SNS topic must exist in the same Region as the Region in which you set up
AWS Config.

Rules
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If you are setting up AWS Config in a Region that supports rules, choose Next. For more
information, see Adding, Updating, and Deleting AWS Config Rules.

Otherwise, choose Confirm.
Review

Review your AWS Config set up details. You can go back to edit changes for each section. Choose
Confirm to finish setting up AWS Config.

For more information

For information about looking up the existing resources in your account and understanding the
configurations of your resources, see Viewing AWS Resource Configurations and History.

You can also use Amazon Simple Queue Service to monitor AWS resources programmatically. For
more information, see Monitoring AWS Resource Changes with Amazon SQS.

Setting Up AWS Config with the AWS CLI

You can use the AWS Command Line Interface to control and automate the services from AWS. For
more information about the AWS CLI and for instructions on installing the AWS CLI tools, see the
following in the AWS Command Line Interface User Guide.

« AWS Command Line Interface User Guide

» Getting Set Up with the AWS Command Line Interface

Features
You can use the AWS Command Line Interface to get started with AWS Config to do the following:

Resource management

» Specify the resource types you want AWS Config to record.

« Set up an Amazon S3 bucket to receive a configuration snapshot on request and configuration
history.

« Set up Amazon SNS to send configuration stream notifications.
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« Grant AWS Config the permissions it needs to access the Amazon S3 bucket and the Amazon SNS
topic.

For more information, see Viewing AWS Resource Configurations and History and Managing AWS

Resource Configurations and History.

Rules and conformance packs

» Specify the rules that you want AWS Config to use to evaluate compliance information for the
recorded resource types.

» Use conformance packs, or a collection of AWS Config rules and remediation actions that can be
deployed and monitored as a single entity in your AWS account.

For more information, see Evaluating Resources with AWS Config Rules and Conformance Packs.

Aggregators

» Use an aggregator to get a centralized view of your resource inventory and compliance.
An aggregator is an AWS Config resource type that collects AWS Config configuration and
compliance data from multiple AWS accounts and AWS Regions into a single account and Region.

For more information, see Multi-Account Multi-Region Data Aggregation .

Advanced queries

» Use one of the sample queries or write your own query by referring to the configuration schema
of the AWS resource.

For more information, see Querying the Current Configuration State of AWS Resources .

Setting up
See the following topics to set up AWS Config with the AWS CLL.

Topics

« Prerequisites
» Starting AWS Config with the AWS CLI
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» Verifying that AWS Config is Successfully Started with the AWS CLI

Prerequisites

Before setting up AWS with the AWS CLI, you need to create an Amazon S3 bucket, an Amazon
SNS topic, and an IAM role with attached policies as prerequisites. You can then use the AWS
CLI to specify the bucket, topic, and role for AWS Config. Follow this procedure to set up your
prerequisites for AWS Config.

Contents

o Creating an Amazon S3 Bucket

« Creating an Amazon SNS Topic

» Creating an IAM Role

Creating an Amazon S3 Bucket

If you already have an Amazon S3 bucket in your account and want to use it, skip this step and go
to Creating an Amazon SNS Topic.

Using the S3 console
To create a bucket

1. Open the Amazon S3 console at https://console.aws.amazon.com/s3/.

2. Choose Create bucket.

3. In Bucket name, enter a DNS-compliant name for your bucket.
The bucket name must:

» Be unique across all of Amazon S3.

» Be between 3 and 63 characters long.

Not contain uppercase characters.

Start with a lowercase letter or number.

After you create the bucket, you can't change its name. Make sure the bucket name you choose
is unique across all existing bucket names in Amazon S3. For more information on bucket
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naming rules and conventions, see Bucket restrictions and Limitations in the Amazon Simple
Storage Service User Guide.

/A Important

Avoid including sensitive information in the bucket name. The bucket name is visible in
the URLs that point to the objects in the bucket.

4. In Region, choose the AWS Region where you want the bucket to reside.

Choose a Region close to you to minimize latency and costs and address regulatory
requirements. Objects stored in a Region never leave that Region unless you explicitly transfer
them to another Region. For a list of Amazon S3 AWS Regions, see AWS service endpoints in
the Amazon Web Services General Reference.

5. In Bucket settings for Block Public Access, choose the Block Public Access settings that you
want to apply to the bucket.

We recommend that you leave all settings enabled unless you know you need to turn one

or more of them off for your use case, such as to host a public website. Block public access
settings that you enable for the bucket will also be enabled for all access points that you
create on the bucket. For more information about blocking public access, see Using Amazon S3
Block Public Access in the Amazon Simple Storage Service User Guide.

6. (Optional) If you want to enable S3 Object Lock:

a. Choose Advanced settings, and read the message that appears.

/A Important

You can only enable S3 Object Lock for a bucket when you create it. If you enable
Object Lock for the bucket, you can't disable it later. Enabling Object Lock also
enables versioning for the bucket. After you enable Object Lock for the bucket,
you must configure the Object Lock settings before any objects in the bucket will
be protected. For more information about configuring protection for objects, see
Configuring S3 Object Lock using the Amazon S3 console.

b. If you want to enable Object Lock, enter enable in the text box and choose Confirm.
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For more information about the S3 Object Lock feature, see Locking Objects Using Amazon S3

Object Lock in the Amazon Simple Storage Service User Guide.
7. Choose Create bucket.

Using the AWS SDKs

When you use the AWS SDKs to create a bucket, you must create a client and then use the client
to send a request to create a bucket. As a best practice, you should create your client and bucket in
the same AWS Region. If you don't specify a Region when you create a client or a bucket, Amazon
S3 uses the default Region US East (N. Virginia).

To create a client to access a dual-stack endpoint, you must specify an AWS Region. For more
information, see Amazon S3 dual-stack endpoints. For a list of available AWS Regions, see Regions

and endpoints in the AWS General Reference.

When you create a client, the Region maps to the Region-specific endpoint. The client uses this
endpoint to communicate with Amazon S3: s3.<region>.amazonaws.com. If your Region
launched after March 20, 2019, your client and bucket must be in the same Region. However, you
can use a client in the US East (N. Virginia) Region to create a bucket in any Region that launched
before March 20, 2019. For more information, see Legacy Endpoints.

These AWS SDK code examples perform the following tasks:

» Create a client by explicitly specifying an AWS Region — In the example, the client uses the
s3.us-west-2.amazonaws.com endpoint to communicate with Amazon S3. You can specify
any AWS Region. For a list of AWS Regions, see Regions and endpoints in the AWS General

Reference.

» Send a create bucket request by specifying only a bucket name — The client sends a request to
Amazon S3 to create the bucket in the Region where you created a client.

« Retrieve information about the location of the bucket — Amazon S3 stores bucket location
information in the location subresource that is associated with the bucket.

Java

This example shows how to create an Amazon S3 bucket using the AWS SDK for Java. For
instructions on creating and testing a working sample, see Testing the Amazon S3 Java Code

Examples.
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import com.amazonaws.AmazonServiceException;

import com.amazonaws.SdkClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.CreateBucketRequest;
import com.amazonaws.services.s3.model.GetBucketLocationRequest;

import java.io.IOException;
public class CreateBucket2 {

public static void main(String[] args) throws IOException {
Regions clientRegion = Regions.DEFAULT_REGION;
String bucketName = "*** Bucket name ***";

try {

AmazonS3 s3Client = AmazonS3ClientBuilder.standard()
.withCredentials(new ProfileCredentialsProvider())
.withRegion(clientRegion)

.build();

if (!s3Client.doesBucketExistV2(bucketName)) {
// Because the CreateBucketRequest object doesn't specify a region,

the
// bucket is created in the region specified in the client.
s3Client.createBucket(new CreateBucketRequest(bucketName));
// Verify that the bucket was created by retrieving it and checking
its

// location.
String bucketLocation = s3Client.getBucketLocation(new
GetBucketLocationRequest(bucketName));
System.out.println("Bucket location: " + bucketLocation);
}
} catch (AmazonServiceException e) {
// The call was transmitted successfully, but Amazon S3 couldn't process
// it and returned an error response.
e.printStackTrace();
} catch (SdkClientException e) {
// Amazon S3 couldn't be contacted for a response, or the client

Prerequisites 48



AWS Config Developer Guide

// couldn't parse the response from Amazon S3.
e.printStackTrace();

NET

For information about how to create and test a working sample, see Running the Amazon
S3 .NET Code Examples.

Example

using Amazon;

using Amazon.S3;

using Amazon.S3.Model;

using Amazon.S3.Util;

using System;

using System.Threading.Tasks;

namespace Amazon.DocSamples.S3
{
class CreateBucketTest
{
private const string bucketName = "*** bucket name ***";
// Specify your bucket region (an example region is shown).
private static readonly RegionEndpoint bucketRegion =
RegionEndpoint.USWest2;
private static IAmazonS3 s3Client;
public static void Main()

{
s3Client = new AmazonS3Client(bucketRegion);
CreateBucketAsync().Wait();
}
static async Task CreateBucketAsync()
{
try
{
if (!(await AmazonS3Util.DoesS3BucketExistAsync(s3Client,
bucketName)))
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var putBucketRequest = new PutBucketRequest
{
BucketName = bucketName,
UseClientRegion = true

i

PutBucketResponse putBucketResponse = await
s3Client.PutBucketAsync(putBucketRequest);
}
// Retrieve the bucket location.
string bucketlLocation = await FindBucketLocationAsync(s3Client);
}
catch (AmazonS3Exception e)
{
Console.WriteLine("Error encountered on server. Message:'{0}' when
writing an object", e.Message);
}
catch (Exception e)
{
Console.WriteLine("Unknown encountered on server. Message:'{0}' when
writing an object", e.Message);

}
}
static async Task<string> FindBucketLocationAsync(IAmazonS3 client)
{

string bucketlLocation;

var request = new GetBucketLocationRequest()

{

BucketName = bucketName

I

GetBucketLocationResponse response = await
client.GetBucketLocationAsync(request);

bucketLocation = response.lLocation.ToString();

return bucketLocation;

Ruby

For information about how to create and test a working sample, see Using the AWS SDK for

Ruby - Version 3.
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Example

require "aws-sdk-s3"

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.
#
# @param region [String] The Region where the bucket is created.
# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)
@bucket.create(create_bucket_configuration: { location_constraint: region })
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false
end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
"None. You must create a bucket before you can get its location!"
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{@bucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo
region = "us-west-2"
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wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("doc-example-bucket-
#{Random.uuid}"))
return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__

Using the AWS CLI

You can also use the AWS Command Line Interface (AWS CLI) to create an S3 bucket. For more
information, see create-bucket in the AWS CLI Command Reference.

For information about the AWS CLI, see What is the AWS Command Line Interface? in the AWS
Command Line Interface User Guide.

(@ Note

You can also use an Amazon S3 bucket from a different account, but you may need

to create a policy for the bucket that grants access permissions to AWS Config. For
information on granting permissions to an Amazon S3 bucket, see Permissions for the
Amazon S3 Bucket for the AWS Config Delivery Channel, and then go to Creating an
Amazon SNS Topic.

Creating an Amazon SNS Topic

If you already have an Amazon SNS topic in your account and want to use it, skip this step and go
to Creating an IAM Role.

Using the SNS console
To create an Amazon SNS topic

1. Open the Amazon SNS console at https://console.aws.amazon.com/sns/v3/home.

2. Do one of the following:
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« If no topics have ever been created under your AWS account before, read the description of
Amazon SNS on the home page.

« If topics have been created under your AWS account before, on the navigation panel, choose
Topics.

3. On the Topics page, choose Create topic.

4. On the Create topic page, in the Details section, do the following:

a. For Type, choose a topic type (Standard or FIFO).
b. Enter a Name for the topic. For a FIFO topic, add .fifo to the end of the name.
c. (Optional) Enter a Display name for the topic.

d. (Optional) For a FIFO topic, you can choose content-based message deduplication to
enable default message deduplication. For more information, see Message deduplication
for FIFO topics.

5. (Optional) Expand the Encryption section and do the following. For more information, see
Encryption at rest.

a. Choose Enable encryption.

b. Specify the customer master key (CMK). For more information, see Key terms.

For each CMK type, the Description, Account, and CMK ARN are displayed.

/A Important

If you aren't the owner of the CMK, or if you log in with an account that doesn't
have the kms:ListAliases and kms:DescribeKey permissions, you won't be
able to view information about the CMK on the Amazon SNS console.

Ask the owner of the CMK to grant you these permissions. For more information,
see the AWS KMS API Permissions: Actions and Resources Reference in the AWS
Key Management Service Developer Guide.

o The AWS managed CMK for Amazon SNS (Default) alias/aws/sns is selected by default.
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® Note

Keep the following in mind:

o The first time you use the AWS Management Console to specify the AWS
managed CMK for Amazon SNS for a topic, AWS KMS creates the AWS
managed CMK for Amazon SNS.

 Alternatively, the first time you use the Publish action on a topic with SSE
enabled, AWS KMS creates the AWS managed CMK for Amazon SNS.

« To use a custom CMK from your AWS account, choose the Customer master key (CMK)
field and then choose the custom CMK from the list.

(® Note

For instructions on creating custom CMKs, see Creating Keys in the AWS Key

Management Service Developer Guide

» To use a custom CMK ARN from your AWS account or from another AWS account, enter
it into the Customer master key (CMK) field.

6. (Optional) By default, only the topic owner can publish or subscribe to the topic. To configure
additional access permissions, expand the Access policy section. For more information, see
Identity and access management in Amazon SNS and Example cases for Amazon SNS access

control.

(@ Note

When you create a topic using the console, the default policy uses the
aws : SourceOwner condition key. This key is similar to aws : SourceAccount.

7. (Optional) To configure how Amazon SNS retries failed message delivery attempts, expand
the Delivery retry policy (HTTP/S) section. For more information, see Amazon SNS message

delivery retries.

8. (Optional) To configure how Amazon SNS logs the delivery of messages to CloudWatch,
expand the Delivery status logging section. For more information, see Amazon SNS message

delivery status.
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9. (Optional) To add metadata tags to the topic, expand the Tags section, enter a Key and a
Value (optional) and choose Add tag. For more information, see Amazon SNS topic tagging.

10. Choose Create topic.
The topic is created and the MyTopic page is displayed.

The topic's Name, ARN, (optional) Display name, and Topic owner's AWS account ID are
displayed in the Details section.

11. Copy the topic ARN to the clipboard, for example:

arn:aws:sns:us-east-2:123456789012:MyTopic

To subscribe an email address to the Amazon SNS topic

Open the Amazon SNS console at https://console.aws.amazon.com/sns/v3/home.

1
2. In the left navigation pane, choose Subscriptions.

3. On the Subscriptions page, choose Create subscription.
4

On the Create subscription page, in the Details section, do the following:

a. For Topic ARN, choose the Amazon Resource Name (ARN) of a topic.

b. For Protocol, choose an endpoint type. The available endpoint types are:

o HTTP/HTTPS

o Email/Email-JSON

« Amazon Data Firehose
e« Amazon SQS

(® Note
To subscribe to an SNS FIFO topic, choose this option.

o AWS Lambda
« Platform application endpoint
« SMS

c. For Endpoint, enter the endpoint value, such as an email address or the ARN of an
Amazon SQS queue.
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d. Firehose endpoints only: For Subscription role ARN, specify the ARN of the IAM role
that you created for writing to Firehose delivery streams. For more information, see
Prerequisites for subscribing Firehose delivery streams to Amazon SNS topics.

e. (Optional) For Firehose, Amazon SQS, HTTP/S endpoints, you can also enable raw
message delivery. For more information, see Amazon SNS raw message delivery.

f.  (Optional) To configure a filter policy, expand the Subscription filter policy section. For
more information, see Amazon SNS subscription filter policies.

g. (Optional) To configure a dead-letter queue for the subscription, expand the Redrive
policy (dead-letter queue) section. For more information, see Amazon SNS dead-letter
queues (DLQs).

h. Choose Create subscription.

The console creates the subscription and opens the subscription's Details page.

Using the AWS SDKs

To use an AWS SDK, you must configure it with your credentials. For more information, see The
shared config and credentials files in the AWS SDKs and Tools Reference Guide.

The following code examples show how to create an Amazon SNS topic.

.NET

AWS SDK for .NET

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Create a topic with a specific name.

using System;

using System.Threading.Tasks;

using Amazon.SimpleNotificationService;

using Amazon.SimpleNotificationService.Model;

/// <summary>
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/// This example shows how to use Amazon Simple Notification Service
/// (Amazon SNS) to add a new Amazon SNS topic.
/// </summary>
public class CreateSNSTopic
{
public static async Task Main()

{

string topicName = "ExampleSNSTopic";

IAmazonSimpleNotificationService client = new
AmazonSimpleNotificationServiceClient();

var topicArn = await CreateSNSTopicAsync(client, topicName);
Console.WriteLine($"New topic ARN: {topicArn}");

/// <summary>

/// Creates a new SNS topic using the supplied topic name.

/// </summary>

/// <param name="client">The initialized SNS client object used to

/// create the new topic.</param>

/// <param name="topicName">A string representing the topic name.</param>

/// <returns>The Amazon Resource Name (ARN) of the created topic.</
returns>

public static async Task<string>
CreateSNSTopicAsync(IAmazonSimpleNotificationService client, string topicName)

{
var request = new CreateTopicRequest
{
Name = topicName,
};
var response = await client.CreateTopicAsync(request);
return response.TopicArn;
}

Create a new topic with a name and specific FIFO and de-duplication attributes.

/// <summary>
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/// Create a new topic with a name and specific FIFO and de-duplication
attributes.

/// </summary>

/// <param name="topicName">The name for the topic.</param>

/// <param name="useFifoTopic">True to use a FIFO topic.</param>

/// <param name="useContentBasedDeduplication">True to use content-based de-
duplication.</param>

/// <returns>The ARN of the new topic.</returns>

public async Task<string> CreateTopicWithName(string topicName, bool
useFifoTopic, bool useContentBasedDeduplication)

{
var createTopicRequest = new CreateTopicRequest()
{
Name = topicName,
};
if (useFifoTopic)
{
// Update the name if it is not correct for a FIFO topic.
if (!topicName.EndsWith(".fifo"))
{
createTopicRequest.Name = topicName + ".fifo";
}
// Add the attributes from the method parameters.
createTopicRequest.Attributes = new Dictionary<string, string>
{
{ "FifoTopic", "true" }
};
if (useContentBasedDeduplication)
{
createTopicRequest.Attributes.Add("ContentBasedDeduplication",
"true");
}
}

var createResponse = await
_amazonSNSClient.CreateTopicAsync(createTopicRequest);
return createResponse.TopicArn;

 For API details, see CreateTopic in AWS SDK for .NET API Reference.
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C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Create an Amazon Simple Notification Service (Amazon SNS) topic.
/5
\param topicName: An Amazon SNS topic name.
\param topicARNResult: String to return the Amazon Resource Name (ARN) for the
topic.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::SNS::createTopic(const Aws::String &topicName,
Aws::String &topicARNResult,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :SNS::SNSClient snsClient(clientConfiguration);

Aws: :SNS: :Model: :CreateTopicRequest request;
request.SetName(topicName);

const Aws::SNS::Model::CreateTopicOutcome outcome =
snsClient.CreateTopic(request);

if (outcome.IsSuccess()) {
topicARNResult = outcome.GetResult().GetTopicArn();
std::cout << "Successfully created an Amazon SNS topic " << topicName
<< " with topic ARN '" << topicARNResult

<< "' " << std::endl;
}
else {
std::cerr << "Error creating topic " << topicName << ":" <<
outcome.GetError().GetMessage() << std::endl;
topicARNResult.clear();
}
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return outcome.IsSuccess();

« For API details, see CreateTopic in AWS SDK for C++ API Reference.

CLI
AWS CLI
To create an SNS topic

The following create-topic example creates an SNS topic named my-topic.

aws sns create-topic \
--name my-topic

Output:

"ResponseMetadata": {
"RequestId": "1469e8d7-1642-564e-b85d-al9b4b341183"

+
"TopicArn": "arn:aws:sns:us-west-2:123456789012:my-topic"

For more information, see Using the AWS Command Line Interface with Amazon SQS and

Amazon SNS in the AWS Command Line Interface User Guide.

« For API details, see CreateTopic in AWS CLI Command Reference.

Go

SDK for Go V2

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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// SnsActions encapsulates the Amazon Simple Notification Service (Amazon SNS)
actions

// used in the examples.

type SnsActions struct {
SnsClient *sns.Client

}

// CreateTopic creates an Amazon SNS topic with the specified name. You can
optionally
// specify that the topic is created as a FIFO topic and whether it uses content-
based
// deduplication instead of ID-based deduplication.
func (actor SnsActions) CreateTopic(topicName string, isFifoTopic bool,
contentBasedDeduplication bool) (string, error) {
var topicArn string
topicAttributes := map[string]string{}
if isFifoTopic {
topicAttributes["FifoTopic"] = "true"
}
if contentBasedDeduplication {
topicAttributes["ContentBasedDeduplication"] = "true"

}
topic, err := actor.SnsClient.CreateTopic(context.TODO(), &sns.CreateTopicInput{
Name: aws.String(topicName),
Attributes: topicAttributes,
1)
if err !'= nil {
log.Printf("Couldn't create topic %v. Here's why: %v\n", topicName, err)
} else {
topicArn = *topic.TopicAzrn
}

return topicArn, err

}

« For API details, see CreateTopic in AWS SDK for Go API Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import
import
import
import
import

/**

software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

regions.Region;

services.
services.
services.
services.

sns

.SnsClient;
sns.
sns.
sns.

model.CreateTopicRequest;
model.CreateTopicResponse;
model.SnsException;

* Before running this Java V2 code example, set up your development

* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class CreateTopic {
public static void main(String[] args) {
final String usage = """

mytopic).

Usage:

Where:

<topicName>

topicName - The name of the topic to create (for example,

mon,
’

if (args.length != 1) {
System.out.println(usage);
System.exit(1);
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String topicName = args[Q];
System.out.println("Creating a topic with name: " + topicName);
SnsClient snsClient = SnsClient.builder()
.region(Region.US_EAST_1)
.build();

String arnVal = createSNSTopic(snsClient, topicName);
System.out.println("The topic ARN is" + arnVal);
snsClient.close();

public static String createSNSTopic(SnsClient snsClient, String topicName) {
CreateTopicResponse result;

try {
CreateTopicRequest request = CreateTopicRequest.builder()
.name(topicName)
.build();

result = snsClient.createTopic(request);
return result.topicArn();

} catch (SnsException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

« For API details, see CreateTopic in AWS SDK for Java 2.x API Reference.

JavaScript

SDK for JavaScript (v3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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Create the client in a separate module and export it.

import { SNSClient } from "eaws-sdk/client-sns";

// The AWS Region can be provided here using the ‘region” property. If you leave
it blank

// the SDK will default to the region set in your AWS config.

export const snsClient = new SNSClient({});

Import the SDK and client modules and call the API.

import { CreateTopicCommand } from "eEaws-sdk/client-sns";
import { snsClient } from "../libs/snsClient.js";

/**
* @param {string} topicName - The name of the topic to create.
*/
export const createTopic = async (topicName = "TOPIC_NAME") => {
const response = await snsClient.send(
new CreateTopicCommand({ Name: topicName }),

)i

console.log(response);

// A

// "$metadata’: {

// httpStatusCode: 200,

// requestId: '087b8ad2-4593-50c4-a496-d7e90b82cf3e’,
// extendedRequestId: undefined,

// cfId: undefined,

// attempts: 1,

// totalRetryDelay: 0

// Y,

//  TopicArn: 'arn:aws:sns:us-east-1:xxXxxxxxxxxx:TOPIC_NAME'
// }

return response;

o For more information, see AWS SDK for JavaScript Developer Guide.

« For API details, see CreateTopic in AWS SDK for JavaScript API Reference.
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Kotlin

SDK for Kotlin

@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

suspend fun createSNSTopic(topicName: String): String {

val request = CreateTopicRequest {
name = topicName

}

SnsClient { region = "us-east-1" }.use { snsClient ->
val result = snsClient.createTopic(request)
return result.topicArn.toString()

}

« For API details, see CreateTopic in AWS SDK for Kotlin API reference.

PHP

SDK for PHP

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

require 'vendor/autoload.php';

use Aws\Exception\AwsException;
use Aws\Sns\SnsClient;
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/**
* Create a Simple Notification Service topics in your AWS account at the
requested region.
*
* This code expects that you have AWS credentials set up per:
* https://docs.aws.amazon.com/sdk-for-php/v3/developer-guide/
guide_credentials.html

*/

$SnSclient = new SnsClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2010-03-31'
1);

$topicname = 'myTopic';

try {
$result = $SnSclient->createTopic([
"Name' => $topicname,
1);
var_dump($result);
} catch (AwsException $e) {
// output error message if fails
error_log($e->getMessage());

« For more information, see AWS SDK for PHP Developer Guide.

« For API details, see CreateTopic in AWS SDK for PHP API Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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class SnsWrapper:
"""Encapsulates Amazon SNS topic and subscription functions.

def __init___(self, sns_resource):

:param sns_resource: A Boto3 Amazon SNS resource.

self.sns_resource = sns_resource

def create_topic(self, name):

Creates a notification topic.

:param name: The name of the topic to create.
:return: The newly created topic.
try:
topic = self.sns_resource.create_topic(Name=name)
logger.info("Created topic %s with ARN %s.", name, topic.arn)
except ClientError:
logger.exception("Couldn't create topic %s.", name)
raise
else:
return topic

« For API details, see CreateTopic in AWS SDK for Python (Boto3) API Reference.

Ruby

SDK for Ruby

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Prerequisites 67


https://docs.aws.amazon.com/goto/boto3/sns-2010-03-31/CreateTopic
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/sns#code-examples

AWS Config Developer Guide

# This class demonstrates how to create an Amazon Simple Notification Service
(SNS) topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#
# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false
otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_name}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.message}"
false
end
end

# Example usage:
if $PROGRAM_NAME == __ FILE__
topic_name = "YourTopicName" # Replace with your topic name
sns_topic_creator = SNSTopicCreator.new
puts "Creating the topic '#{topic_name}'..."
unless sns_topic_creator.create_topic(topic_name)
puts "The topic was not created. Stopping program."
exit 1
end
end

» For more information, see AWS SDK for Ruby Developer Guide.

 For API details, see CreateTopic in AWS SDK for Ruby API Reference.
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Rust

SDK for Rust

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

async fn make_topic(client: &Client, topic_name: &str) -> Result<(), Error> {
let resp = client.create_topic().name(topic_name).send().await?;

println!(
"Created topic with ARN: {}",
resp.topic_arn().unwrap_or_default()

);

0k(())

« For API details, see CreateTopic in AWS SDK for Rust API reference.

SAP ABAP

SDK for SAP ABAP

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

TRY.
oo_result = lo_sns->createtopic( iv_name = iv_topic_name ). " oo_result
is returned for testing purposes. "
MESSAGE 'SNS topic created' TYPE 'I'.
CATCH /awsl/cx_snstopiclimitexcdex.
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MESSAGE 'Unable to create more topics. You have reached the maximum
number of topics allowed.' TYPE 'E'.
ENDTRY.

« For API details, see CreateTopic in AWS SDK for SAP ABAP API reference.

Using the AWS CLI

You can also use the AWS Command Line Interface (AWS CLI) to create an an Amazon SNS topic.
For more information, see create-topic in the AWS CLI Command Reference.

For information about the AWS CLI, see What is the AWS Command Line Interface? in the AWS
Command Line Interface User Guide.

(® Note

You can also use an Amazon SNS topic in a different account, but in that case you might
need to create a policy for topic that grants access permissions to AWS Config. For
information on granting permissions to an Amazon SNS topic, see Permissions for the
Amazon SNS Topic and then go to Creating an IAM Role.

Creating an IAM Role
Using the IAM console

You can use the IAM console to create an IAM role that grants AWS Config permissions to
access your Amazon S3 bucket, access your Amazon SNS topic, and get configuration details
for supported AWS resources. When you use the console to create an IAM role, AWS Config
automatically attaches the required permissions to the role for you.

(® Note

If you have used an AWS service that uses AWS Config (such as AWS Security Hub or AWS
Control Tower) and an AWS Config role has already been created, you should make sure
that the IAM role you use when setting up AWS Config keeps the same minimum privileges
as the already created AWS Config role in order for the other AWS service to continue to
run as expected.
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For example, if AWS Control Tower has an IAM role that allows AWS Config to read Amazon
S3 objects, you should guarantee the same permissions are granted within the IAM role
you use when setting up AWS Config. Otherwise, it may interfere with AWS Control Tower's
operations.

For more information about IAM roles for AWS Config, see AWS Identity and Access

Management.

To create a role for an AWS service

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. In the navigation pane of the IAM console, choose Roles, and then choose Create role.
For Select trusted entity, choose AWS service.

4. Choose the use case you want for AWS Config: Config - Customizable, Config - Organizations,
Config, or Config - Conformance Packs. Then, choose Next.

5. Onthe Name, review, and create page, review the details about your role, and choose Create
Role.

Using the AWS SDKs

To use an AWS SDK, you must configure it with your credentials. For more information, see The
shared config and credentials files in the AWS SDKs and Tools Reference Guide.

The following code examples show how to create an IAM role.
.NET

AWS SDK for .NET

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>
/// Create a new IAM role.
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/// </summary>

/// <param name="roleName">The name of the IAM role.</param>

/// <param name="rolePolicyDocument">The name of the IAM policy document

/// for the new role.</param>

/// <returns>The Amazon Resource Name (ARN) of the role.</returns>

public async Task<string> CreateRoleAsync(string roleName, string
rolePolicyDocument)

{
var request = new CreateRoleRequest
{
RoleName = roleName,
AssumeRolePolicyDocument = rolePolicyDocument,
};
var response = await _IAMService.CreateRoleAsync(request);
return response.Role.Arn;
}

« For API details, see CreateRole in AWS SDK for .NET API Reference.

Bash

AWS CLI with Bash script

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

HHHHHHHHH SRR RS SRR RS RS SRR RS RS SRR RS RS SRS R RS R TSR H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HHHHHHHHH SRR RS SRR RS RS H RS RS H SRR RS SRR RS RS T R HH
function errecho() {

printf "%s\n" "$*" 1>&2

HAHBHHBHHAHBRHBHBRHBEHHAHBRHBH BB HBHHRHBRHBH BB H R R H BB HBHHAHBEH R H R R HBH B HRHHBH RS H
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functi
This f

Parame

Return

#
#
#
#
#
#
#
#
#
#
# An
#

#

HHHHHHHH
function

local
local

# bash
functi
echo
echo
echo
echo
echo

# Retr
while
case
n)

p)

h)

\?

esac
done
export

on iam_create_role

unction creates an IAM role.

ters:

-n role_name -- The name of the IAM role.

-p policy_json -- The assume role policy document.
S:

The ARN of the role.

d:

0 - If successful.

1 - If it fails.

HHAHHAHH SRR SRR SRR SRR HH SRR SRR SRR HH SRR G HH SRR HH SRR SR H R HEHHEHH SR H SRS HH
iam_create_role() {

role_name policy_document response

option OPTARG # Required to use getopts command in a function.

support disable=BP5008
on usage() {
"function iam_create_user_access_key"
"Creates an AWS Identity and Access Management (IAM) role."

-n role_name The name of the IAM role."

-p policy_json -- The assume role policy document."

ieve the calling parameters.
getopts "n:p:h" option; do

"${option}" in
role_name="${OPTARG}" ;;
policy_document="${OPTARG}" ;;

usage

return 0

)

echo "Invalid parameter"

usage

return 1

OPTIND=1
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if [[ -z "$role_name" ]1]; then
errecho "ERROR: You must provide a role name with the -n parameter."
usage
return 1

fi

if [[ -z "$policy_document" ]]; then
errecho "ERROR: You must provide a policy document with the -p parameter."
usage
return 1

fi

response=$(aws iam create-role \
--role-name "$role_name" \
--assume-role-policy-document "$policy_document" \
--output text \
--query Role.Arn)

local error_code=${?}

if [[ $error_code -ne @ ]]; then
aws_cli_error_log $error_code
errecho "ERROR: AWS reports create-role operation failed.\n$response"
return 1

fi

echo "$response"

return 0

« For API details, see CreateRole in AWS CLI Command Reference.
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C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

bool AwsDoc::IAM::createIamRole(
const Aws::String &roleName,
const Aws::String &policy,
const Aws::Client::ClientConfiguration &clientConfig) {
Aws::IAM: :IAMClient client(clientConfig);
Aws: :TAM: :Model: :CreateRoleRequest request;

request.SetRoleName(roleName);
request.SetAssumeRolePolicyDocument(policy);

Aws: :IAM: :Model: :CreateRoleOutcome outcome = client.CreateRole(request);
if (!outcome.IsSuccess()) {

std::cerr << "Error creating role. " <<
outcome.GetError().GetMessage() << std::endl;

}

else {
const Aws::IAM::Model::Role iamRole = outcome.GetResult().GetRole();
std::cout << "Created role " << iamRole.GetRoleName() << "\n";
std::cout << "ID: " << iamRole.GetRoleId() << "\n";
std::cout << "ARN: " << iamRole.GetArn() << std::endl;

}

return outcome.IsSuccess();

« For API details, see CreateRole in AWS SDK for C++ API Reference.
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CLI

AWS CLI
Example 1: To create an IAM role

The following create-role command creates a role named Test-Role and attaches a
trust policy to it.

aws iam create-role \
--role-name Test-Role \
--assume-role-policy-document file://Test-Role-Trust-Policy.json

Output:
{
"Role": {
"AssumeRolePolicyDocument": "<URL-encoded-JSON>",
"RoleId": "AKIAIOSFODNN7EXAMPLE",
"CreateDate": "2013-06-07T20:43:32.8217",
"RoleName": "Test-Role",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:role/Test-Role"
}
}

The trust policy is defined as a JSON document in the Test-Role-Trust-Policy.json file. (The
file name and extension do not have significance.) The trust policy must specify a principal.

To attach a permissions policy to a role, use the put-role-policy command.

For more information, see Creating IAM roles in the AWS IAM User Guide.

Example 2: To create an IAM role with specified maximum session duration

The following create-role command creates a role named Test-Role and sets a
maximum session duration of 7200 seconds (2 hours).

aws iam create-role \
--role-name Test-Role \
--assume-role-policy-document file://Test-Role-Trust-Policy.json \
--max-session-duration 7200
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Output:

"Role": {
"Path": "/",
"RoleName": "Test-Role",
"RoleId": "AKIAIOSFODNN7EXAMPLE",
"Arn": "arn:aws:iam::12345678012:ro0le/Test-Role",
"CreateDate": "2023-05-24T23:50:25+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::12345678012:root"
},

"Action": "sts:AssumeRole"

For more information, see Modifying a role maximum session duration (AWS API) in the AWS

IAM User Guide.
Example 3: To create an IAM Role with tags

The following command creates an IAM Role Test-Role with tags. This example
uses the --tags parameter flag with the following JSON-formatted tags: ' {"Key":

"Department", "Value": "Accounting"}' '{"Key": "Location", "Value":

"Seattle"}'. Alternatively, the --tags flag can be used with tags in the shorthand

format: 'Key=Department,Value=Accounting Key=Location,Value=Seattle'.

aws iam create-role \
--role-name Test-Role \
--assume-role-policy-document file://Test-Role-Trust-Policy.json \
--tags '{"Key": "Department", "Value": "Accounting"}' '{"Key": "Location",
"Value": "Seattle"}'
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Output:
{
"Role": {
"Path": "/",
"RoleName": "Test-Role",
"RoleId": "AKIAIOSFODNN7EXAMPLE",
"Arn": "arn:aws:iam::123456789012:role/Test-Role",
"CreateDate": "2023-05-25T23:29:41+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Statementl",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
1,
"Action": "sts:AssumeRole"
}
]
1,
"Tags": [
{
"Key": "Department",
"Value": "Accounting"
.
{
"Key": "Location",
"Value": "Seattle"
}
]
}
}

For more information, see Tagging IAM roles in the AWS IAM User Guide.

« For API details, see CreateRole in AWS CLI Command Reference.
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Go

SDK for Go V2

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// RoleWrapper encapsulates AWS Identity and Access Management (IAM) role actions
// used in the examples.
// It contains an IAM service client that is used to perform role actions.
type RoleWrapper struct {
IamClient *iam.Client

}

// CreateRole creates a role that trusts a specified user. The trusted user can
assume
// the role to acquire its permissions.
// PolicyDocument shows how to work with a policy document as a data structure
and
// serialize it to JSON by using Go's JSON marshaler.
func (wrapper RoleWrapper) CreateRole(roleName string, trustedUserArn string)
(*types.Role, error) {
var role *types.Role
trustPolicy := PolicyDocument{
Version: "2012-10-17",
Statement: [JPolicyStatement{{
Effect: "Allow",
Principal: map[string]string{"AWS": trustedUserArn},
Action: [J]string{"sts:AssumeRole"},

13,

}

policyBytes, err := json.Marshal(trustPolicy)
if err !'= nil {

log.Printf("Couldn't create trust policy for %v. Here's why: %v\n",
trustedUserArn, err)
return nil, err

Prerequisites 79


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2/iam#code-examples

AWS Config

Developer Guide

}

&iam.CreateRoleInput{

result, err :

wrapper.IamClient.CreateRole(context.TODO(),

AssumeRolePolicyDocument: aws.String(string(policyBytes)),
RoleName:

D

if err !'= nil {

aws.String(roleName),

log.Printf("Couldn't create role %v. Here's why: %v\n", roleName, err)
} else {

role

}

= result.

Role

return role, err

« For API details, see CreateRole in AWS SDK for Go API Reference.

Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import
import
import
import
import
import
import
import

/*

0org.json.
org.json.
software.
software.
software.
software.
software.

simple.
simple.
amazon.
amazon.
amazon.
amazon.
amazon.

JSONObject;

parser.JSONParser;
awssdk.services.iam.model.CreateRoleRequest;
awssdk.services.iam.model.CreateRoleResponse;
awssdk.services.iam.model.IamException;
awssdk.regions.Region;
awssdk.services.iam.IamClient;

java.io.FileReader;

*  This example requires a trust policy document. For more information, see:
& https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-

roles/

*
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* In addition, set up your development environment, including your credentials.

* For information, see this documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html
*/

public class CreateRole {
public static void main(String[] args) throws Exception {
final String usage = """
Usage:
<rolename> <filelLocation>\s

Where:
rolename - The name of the role to create.\s
fileLocation - The location of the JSON document that
represents the trust policy.\s

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String rolename = args[0];
String filelLocation = args[1];
Region region Region.AWS_GLOBAL;
IamClient iam = IamClient.builder()
.region(region)
.build();

String result = createIAMRole(iam, rolename, filelLocation);
System.out.println("Successfully created user: " + result);
iam.close();

public static String createIAMRole(IamClient iam, String rolename, String
fileLocation) throws Exception {
try {
JSONObject jsonObject = (JSONObject)
readJsonSimpleDemo(fileLocation);
CreateRoleRequest request = CreateRoleRequest.builder()
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.roleName(rolename)
.assumeRolePolicyDocument(jsonObject.toJSONString())
.description("Created using the AWS SDK for Java")
.build();

CreateRoleResponse response = iam.createRole(request);
System.out.println("The ARN of the role is " +
response.role().arn());

} catch (IamException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

public static Object readJsonSimpleDemo(String filename) throws Exception {
FileReader reader = new FileReader(filename);
JSONParser jsonParser = new JSONParser();
return jsonParser.parse(reader);

» For API details, see CreateRole in AWS SDK for Java 2.x APl Reference.

JavaScript

SDK for JavaScript (v3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Create the role.

import { CreateRoleCommand, IAMClient } from "eaws-sdk/client-iam";

const client = new IAMClient({});
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/**
*
* @param {string} roleName
*/
export const createRole = (roleName) => {
const command = new CreateRoleCommand({
AssumeRolePolicyDocument: JSON.stringify({
Version: "2012-10-17",
Statement: [
{
Effect: "Allow",
Principal: {
Service: "lambda.amazonaws.com",

I
Action: "sts:AssumeRole",
I
1,
1),
RoleName: roleName,

1)

return client.send(command);

i

« For API details, see CreateRole in AWS SDK for JavaScript APl Reference.

PHP

SDK for PHP

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

$uuid = uniqid();
$service = new IAMService();

$assumeRolePolicyDocument = "{
\"Version\": \"2012-10-17\",
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\"Statement\": [{
\"Effect\": \"Allow\",
\"Principal\": {\"AWS\": \"{$user['Arn']I}\"},
\"Action\": \'"sts:AssumeRole\"

1]

LLE
’

$assumeRoleRole = $service->createRole("iam_demo_role_$uuid",
$assumeRolePolicyDocument);
echo "Created role: {$assumeRoleRole['RoleName']}\n";

/**
* @param string $roleName
* @param string $rolePolicyDocument
* @return array
* @throws AwsException
*/
public function createRole(string $roleName, string $rolePolicyDocument)
{
$result = $this->customWaiter(function () use ($roleName,
$rolePolicyDocument) {
return $this->iamClient->createRole([
'AssumeRolePolicyDocument' => $rolePolicyDocument,
'RoleName' => $roleName,
1);
1);

return $result['Role'];

» For API details, see CreateRole in AWS SDK for PHP API Reference.

Python

SDK for Python (Boto3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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def create_role(role_name, allowed_services):

Creates a role that lets a list of specified services assume the role.

:param role_name: The name of the role.
:param allowed_services: The services that can assume the role.
:return: The newly created role.
trust_policy = {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {"Service": service},
"Action": "sts:AssumeRole",
}
for service in allowed_services
1,
}
try:

role = iam.create_role(
RoleName=role_name, AssumeRolePolicyDocument=json.dumps(trust_policy)
)
logger.info("Created role %s.", role.name)
except ClientError:
logger.exception("Couldn't create role %s.", role_name)
raise
else:
return role

» For API details, see CreateRole in AWS SDK for Python (Boto3) API Reference.

Prerequisites 85


https://docs.aws.amazon.com/goto/boto3/iam-2010-05-08/CreateRole

AWS Config Developer Guide

Ruby

SDK for Ruby

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

# Creates a role and attaches policies to it.
#
# @param role_name [String] The name of the role.
# @param assume_role_policy_document [Hash] The trust relationship policy
document.
# @param policy_arns [Array<String>] The ARNs of the policies to attach.
# @return [String, nil] The ARN of the new role if successful, or nil if an
error occurred.
def create_role(role_name, assume_role_policy_document, policy_arns)
response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json

)

role_arn = response.role.arn

policy_arns.each do |policy_arn]
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)

end

role_arn

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating role: #{e.messagel}")
nil

end

» For API details, see CreateRole in AWS SDK for Ruby API Reference.
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Rust

SDK for Rust

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

pub async fn create_role(
client: &iamClient,
role_name: &str,
role_policy_document: &str,
) -> Result<Role, iamError> {
let response: CreateRoleOutput = loop {
if let Ok(response) = client
.create_role()
.role_name(role_name)
.assume_role_policy_document(role_policy_document)

.send()

.await
{

break response;
}

I

Ok(response.role.unwrap())

« For API details, see CreateRole in AWS SDK for Rust API reference.
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Swift

SDK for Swift

® Note

This is prerelease documentation for an SDK in preview release. It is subject to
change.

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public func createRole(name: String, policyDocument: String) async throws ->
String {
let input = CreateRoleInput(
assumeRolePolicyDocument: policyDocument,
roleName: name

)
do {
let output = try await client.createRole(input: input)
guard let role = output.role else {
throw ServiceHandlerError.noSuchRole
}
guard let id = role.roleld else {
throw ServiceHandlerError.noSuchRole
}
return id
} catch {
throw error
}

» For API details, see CreateRole in AWS SDK for Swift API reference.
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Using the AWS CLI

You can also use the AWS Command Line Interface (AWS CLI) to create an IAM role. For more
information, see create-role in the AWS CLI Command Reference. You can then attach a policy to
the role with the attach-role-policy command.

For information about the AWS CLI, see What is the AWS Command Line Interface? in the AWS
Command Line Interface User Guide.

Starting AWS Config with the AWS CLI

(@ Note

Before setting up AWS Config with the AWS CLI, you need to create an S3 bucket, an SNS
topic, and an IAM role with attached policies as prerequisites. You can then use the AWS CLI
to specify the bucket, topic, and role for AWS Config. To set up your prerequisites for AWS

Config, see Prerequisites.

To start AWS Config with the AWS CLI, use the put-configuration-recorder, put-delivery-channel,
and start-configuration-recorder commands, as follows:

« The put-configuration-recorder command creates a new configuration recorder to record
your specified resource configurations.

« The put-delivery-channel command creates a delivery channel object to deliver
configuration information to an S3 bucket and SNS topic.

 After a delivery channel is created, the start-configuration-recorder starts recording
your selected resource configurations, which you can see in your AWS account.

(® Note

You can have only one configuration recorder and only one delivery channel for each AWS
Region in your account.

You can specify the name of the recorder and the Amazon Resource Name (ARN) of the IAM role
assumed by AWS Config and used by the configuration recorder. AWS Config automatically assigns
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the name of "default" when creating the configuration recorder. You cannot change the name of
the configuration recorder after it has been created. To change the configuration recorder name,
you must delete it and create a new configuration recorder with a new name.

To set up AWS Config for Multi-Account Multi-Region Data Aggregation with the AWS CLI, see
Setting Up an Aggregator Using the AWS Command Line Interface. You must create a separate

configuration recorder for each Region in each AWS account that you would want to record
configuration items.

Contents

» put-configuration-recorder

» put-delivery-channel

« start-configuration-recorder

put-configuration-recorder

Your put-configuration-recorder command should look like the following example.

$ aws configservice put-configuration-recorder \
--configuration-recorder file://configurationRecorder.json \
--recording-group file://recordingGroup.json

This command uses the --configuration-recorder and ---recording-group fields.

(® Note

Recording group and configuration recorder

The --recording-group field specifies which resource types are recorded.

The --configuration-recorder field specifies name and roleAxrn as well as the
default recording frequency for the configuration recorder (recordingMode). You can also
use this field override the recording frequency for specific resource types.

Recording group

put-configuration-recorder uses the following options for the --recording-group

parameter:
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e allSupported=true - AWS Config records configuration changes for all supported resource
types, excluding the global IAM resource types. When AWS Config adds support for a new
resource type, AWS Config automatically starts recording resources of that type.

« includeGlobalResourceTypes=true - This option is a bundle which only applies to the
global IAM resource types: IAM users, groups, roles, and customer managed policies. These
global IAM resource types can only be recorded by AWS Config in Regions where AWS Config was
available before February 2022. You cannot be record the global IAM resouce types in Regions
supported by AWS Config after February 2022. This list where you cannot record the global IAM
resource types includes the following Regions:

« Asia Pacific (Hyderabad)
« Asia Pacific (Melbourne)
» Canada West (Calgary)
» Europe (Spain)
» Europe (Zurich)
 Israel (Tel Aviv)

« Middle East (UAE)

/A Important

Aurora global clusters are recorded in all enabled Regions

The AWS: :RDS: :GlobalCluster resource type will be recorded in

all supported AWS Config Regions where the configuration recorder is

enabled, even if includeGlobalResourceTypes is set to false. The
includeGlobalResourceTypes option is a bundle which only applies to IAM users,
groups, roles, and customer managed policies.

If you do not want to record AWS: :RDS: : GlobalCluster in all enabled Regions, use
one of the following recording strategies:

1. Record all current and future resource types with exclusions
(EXCLUSION_BY_RESOURCE_TYPES), or

2. Record specific resource types (INCLUSION_BY_RESOURCE_TYPES).
For more information, see Selecting Which Resources are Recorded.
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/A Important

includeGlobalResourceTypes and the exclusion recording strategy

The includeGlobalResourceTypes field has no impact on the
EXCLUSION_BY_RESOURCE_TYPES recording strategy. This means that the global
IAM resource types (IAM users, groups, roles, and customer managed policies) will
not be automatically added as exclusions for exclusionByResourceTypes when
includeGlobalResourceTypes is set to false.

The includeGlobalResourceTypes field should only be used to modify the
AllSupported field, as the default for the A11Suppoxrted field is to record
configuration changes for all supported resource types excluding the global IAM resource
types. To include the global IAM resource types when Al11Supported is set to true,
make sure to set includeGlobalResourceTypes to true.

To exclude the global IAM resource types for the EXCLUSION_BY_RESOURCE_TYPES
recording strategy, you need to manually add them to the resourceTypes field of
exclusionByResourceTypes.

(® Note

Required and optional fields

Before you can set includeGlobalResourceTypes to true, set the allSupported
field to true.

Optionally, you can set the useOnly field of RecordingStrategy to
ALL_SUPPORTED_RESOURCE_TYPES.

(® Note

Overriding fields

If you set includeGlobalResourceTypesto false but list global IAM resource
types in the resourceTypes field of RecordingGroup, AWS Config will still record
configuration changes for those specified resource types regardless of if you set the
includeGlobalResourceTypes field to false.
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If you do not want to record configuration changes to the global IAM resource types (IAM
users, groups, roles, and customer managed policies), make sure to not list them in the
resourceTypes field in addition to setting the includeGlobalResourceTypes field
to false.

recordingStrategy - Specifies the recording strategy for the configuration recorder. The
recordingGroup. json file specifies which types of resources AWS Config will record:

 If you set the useOnly field of RecordingStrategy to ALL_SUPPORTED_RESOURCE_TYPES,
AWS Config records configuration changes for all supported resource types, excluding the

global IAM resource types. Optionally, you can set the al1Suppoxrted field of RecordingGroup

to true. When AWS Config adds support for a new resource type, AWS Config automatically
starts recording resources of that type.

« If you set the useOnly field of RecordingStrategy to INCLUSION_BY_RESOURCE_TYPES,
AWS Config records configuration changes for only the resource types you specify in the

resourceTypes field of RecordingGroup.

« If you set the useOnly field of RecordingStrategy to EXCLUSION_BY_RESOURCE_TYPES, AWS
Config records configuration changes for all supported resource types except the resource

types that you specify as to exclude from being recorded in the resourceTypes field of
ExclusionByResourceTypes.

® Note

Required and optional fields

The recordingStrategy field is optional when you set the allSupported field of --
recording-group to true.

The recordingStrategy field is optional when you list resource types in the
resourceTypes field of --recording-group.

The recordingStrategy field is required if you list resource types to exclude from
recording in the resourceTypes field of exclusionByResourceTypes.

(@ Note
Overriding fields
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If you choose EXCLUSION_BY_RESOURCE_TYPES for the recording strategy, the
exclusionByResourceTypes field will override other properties in the request.
For example, even if you set includeGlobalResourceTypes to false, the global
IAM resource types will still be automatically recorded in this option unless those
resource types are specifically listed as exemptions in the resourceTypes field of
exclusionByResourceTypes.

Note

Global resource types and the resource exclusion recording strategy

By default, if you choose the EXCLUSION_BY_RESOURCE_TYPES recording strategy,
when AWS Config adds support for a new resource type in the Region where you set up
the configuration recorder, including global resource types, AWS Config starts recording
resources of that type automatically.

Unless specifically listed as exclusions, AWS : :RDS: : GlobalCluster will be recorded
automatically in all supported AWS Config Regions were the configuration recorder is
enabled.

IAM users, groups, roles, and customer managed policies will be recorded in the Region
where you set up the configuration recorder if that is a Region where AWS Config was
available before February 2022. You cannot be record the global IAM resouce types in

Regions supported by AWS Config after February 2022. This list where you cannot record

the global IAM resource types includes the following Regions:
« Asia Pacific (Hyderabad)

« Asia Pacific (Melbourne)

» Canada West (Calgary)

» Europe (Spain)

o Europe (Zurich)

« lIsrael (Tel Aviv)

« Middle East (UAE)

The following shows the Request syntax for the recordingGroup. json.

{
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"allSupported": boolean,
"exclusionByResourceTypes": {
"resourceTypes": [ Comma-separated list of resource types to exclude ]

iy

"includeGlobalResourceTypes": boolean,
"recordingStrategy": {
"useOnly": "Recording strategy for the configuration recorder"

iy

"resourceTypes": [ Comma-separated list of resource types to include]

(® Note

Pre-existing AWS Config role

If you have used an AWS service that uses AWS Config, such as AWS Security Hub or AWS
Control Tower, and an AWS Config role has already been created, make sure that the IAM
role that you use when setting up AWS Config keeps the same minimum permissions

as the already created AWS Config role. You must do this so that the other AWS service
continues to run as expected.

For example, if AWS Control Tower has an IAM role that allows AWS Config to read
Amazon Simple Storage Service (Amazon S3) objects, make sure that the same
permissions are granted within the IAM role you use when setting up AWS Config.
Otherwise, it may interfere with how AWS Control Tower operates. For more information
about IAM roles for AWS Config, see Identity and Access Management for AWS Config.

(® Note

High Number of AWS Config Evaluations

You may notice increased activity in your account during your initial month recording
with AWS Config when compared to subsequent months. During the initial bootstrapping
process, AWS Config runs evaluations on all the resources in your account that you have
selected for AWS Config to record.

If you are running ephemeral workloads, you may see increased activity from AWS

Config as it records configuration changes associated with creating and deleting these
temporary resources. An ephemeral workload is a temporary use of computing resources
that are loaded and run when needed. Examples include Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon EMR jobs, and AWS Auto Scaling. If you want
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to avoid the increased activity from running ephemeral workloads, you can run these
types of workloads in a separate account with AWS Config turned off to avoid increased
configuration recording and rule evaluations.

® Note

Region Availability

Before specifying a resource type for AWS Config to track, check Resource Coverage by
Region Availability to see if the resource type is supported in the AWS Region where
you are setting up AWS Config. If a resource type is supported by AWS Config in at least
one Region, you can enable the recording of that resource type in all Regions supported
by AWS Config, even if the specified resource type is not supported in the AWS Region
where you are setting up AWS Config.

Configuration recorder

put-configuration-recorder uses the following fields for the --configuration-recorder

parameter:

« name — The name of the configuration recorder. AWS Config automatically assigns the name of
"default" when creating the configuration recorder.

« r0leARN - Amazon Resource Name (ARN) of the IAM role assumed by AWS Config and used by
the configuration recorder.

» recordingMode - Specifies the default recording frequency that AWS Config uses to record
configuration changes. AWS Config supports Continuous recording and Daily recording.
Continuous recording allows you to record configuration changes continuously whenever a
change occurs. Daily recording allows you to receive a configuration item (Cl) representing the
most recent state of your resources over the last 24-hour period, only if it's different from the
previous Cl recorded.

« recordingFrequency - The default recording frequency that AWS Config uses to record
configuration changes.
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® Note

AWS Firewall Manager depends on continuous recording to monitor your resources.
If you are using Firewall Manager, it is recommended that you set the recording
frequency to Continuous.

» recordingModeOverrides - This field allows you to specify your overrides for the recording
mode. It is an array of recordingModeOverride objects. Each recordingModeOverride
object in the recordingModeOverrides array consists of three fields:

« description - A description that you provide for the override.

« recordingFrequency - The recording frequency that will be applied to all the resource
types specified in the override.

« resourceTypes — A comma-separated list that specifies which resource types AWS Config
includes in the override.

(® Note

Required and optional fields
The recordingMode field for put-configuration-recorder is optional. By default,
the recording frequency for the configuration recorder is set to Continuous recording.

(® Note
Limits
Daily recording is not supported for the following resource types:
« AWS::Config::ResourceCompliance
e« AWS::Config::ConformancePackCompliance

« AWS::Config::ConfigurationRecorder

For the Record all current and future supported resource types
(ALL_SUPPORTED_RESOQURCE_TYPES) recording strategy, these resource types will be set
to Continuous recording.
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The configurationRecorder. json file specifies name and roleArn as well as the default
recording frequency for the configuration recorder (recordingMode). You can also use this field
override the recording frequency for specific resource types.

"name": "default",
"roleARN": "arn:aws:iam::123456789012:role/config-role",
"recordingMode": {
"recordingFrequency": CONTINUOUS or DAILY,
"recordingModeOverrides": [
{
"description": "Description you provide for the override",
"recordingFrequency": CONTINUOUS or DAILY,

"resourceTypes": [ Comma-separated list of resource types to include in the
override ]

}

put-delivery-channel

To set up the delivery channel, use the put-delivery-channel command.

$ aws configservice put-delivery-channel --delivery-channel file://deliveryChannel.json

The deliveryChannel.json file specifies the delivery channel attributes.

{
"name": "default",
"s3BucketName": "config-bucket-123456789012",
"snsTopicARN": "arn:aws:sns:us-east-2:123456789012:config-topic",
"configSnapshotDeliveryProperties": {
"deliveryFrequency": "Twelve_Hours"
}
}

This example sets the following attributes:

« name - The name of the delivery channel. By default, AWS Config assigns the name of default
to a new delivery channel.
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You cannot update the delivery channel name with the put-delivery-channel command. For
the steps to change the name, see Renaming the Delivery Channel.

» s3BucketName — The name of the S3 bucket where AWS Config delivers configuration snapshots
and configuration history files.

If you specify a bucket that belongs to another AWS account, that bucket must have policies that
grant access permissions to AWS Config. For more information, see Permissions for the Amazon
S3 Bucket for the AWS Config Delivery Channel.

« snsTopicARN - The Amazon Resource Name (ARN) of the Amazon SNS topic where AWS Config
sends notifications about configuration changes.

If you choose a topic from another account, that topic must have policies that grant access
permissions to AWS Config. For more information, see Permissions for the Amazon SNS Topic.

« configSnapshotDeliveryProperties - Contains the deliveryFrequency attribute, which
sets how often AWS Config delivers configuration snapshots.

start-configuration-recorder

To finish turning on AWS Config, use the start-configuration-recorder command.

$ aws configservice start-configuration-recorder --configuration-recorder-
name configRecorderName

Verifying that AWS Config is Successfully Started with the AWS CLI

After you have started AWS Config, you can use AWS CLI commands to check that the AWS Config
is running and that AWS Config has created a configuration recorder and a delivery channel.

You can also confirm that AWS Config has started recording and delivering configurations to the
delivery channel.

Contents

o Check that the Delivery Channel Is Created

o Check that the Configuration Recorder Is Created

» Check that AWS Config has started recording
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Check that the Delivery Channel Is Created

Use the describe-delivery-channels command to check that your Amazon S3 bucket and
Amazon SNS topic is configured.

$ aws configservice describe-delivery-channels

{
"DeliveryChannels": [
{
"snsTopicARN": "arn:aws:sns:us-west-2:0123456789012:my-config-topic",
"name": "my-delivery-channel",
"s3BucketName": "my-config-bucket"
}
]
}

When you use the CLI, the service API, or the SDKs to configure your delivery channel and do not
specify a name, AWS Config automatically assigns the name "default".

Check that the Configuration Recorder Is Created

Use the describe-configuration-recorders command to check that a configuration
recorder is created and that the configuration recorder has assumed an IAM role. For more
information, see Creating an IAM Role.

$ aws configservice describe-configuration-recorders

{
"ConfigurationRecorders": [
{
"roleARN": "arn:aws:iam::012345678912:r0le/myConfigRole",
"name": "default"
}
]
}

Check that AWS Config has started recording

Use the describe-configuration-recorder-status command to check that the AWS Config
has started recording the configurations of the supported AWS resources existing in your account.
The recorded configurations are delivered to the specified delivery channel.
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$ aws configservice describe-configuration-recorder-status

{

"ConfigurationRecordersStatus": [

{
"name": "default",
"lastStatus": "SUCCESS",
"lastStopTime": 1414511624.914,
"lastStartTime": 1414708460.276,
"recording": true,
"lastStatusChangeTime": 1414816537.148,
"lastErrorMessage": "NA",
"lastErrorCode": "400"

The value true in the recording field confirms that the configuration recorder has started
recording configurations of all your resources. AWS Config records the time in UTC. The output is
displayed as a Unix timestamp.

For information about looking up the resources existing in your account and understanding the
configurations of your resources, see Viewing AWS Resource Configurations and History.

Using AWS Config with an AWS SDK

AWS software development kits (SDKs) are available for many popular programming languages.
Each SDK provides an API, code examples, and documentation that make it easier for developers to
build applications in their preferred language.

SDK documentation Code examples

AWS SDK for C++ AWS SDK for C++ code examples

AWS SDK for Go AWS SDK for Go code examples

AWS SDK for Java AWS SDK for Java code examples

AWS SDK for JavaScript AWS SDK for JavaScript code examples
AWS SDK for Kotlin AWS SDK for Kotlin code examples
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SDK documentation Code examples

AWS SDK for .NET AWS SDK for .NET code examples

AWS SDK for PHP AWS SDK for PHP code examples

AWS SDK for Python (Boto3) AWS SDK for Python (Boto3) code examples
AWS SDK for Ruby AWS SDK for Ruby code examples

AWS SDK for Rust AWS SDK for Rust code examples

AWS SDK for SAP ABAP AWS SDK for SAP ABAP code examples
AWS SDK for Swift AWS SDK for Swift code examples

For examples specific to AWS Config, see Code examples for AWS Config using AWS SDKs.

(@ Example availability

Can't find what you need? Request a code example by using the Provide feedback link at
the bottom of this page.

Working with AWS SDKs 102


https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rust_dev_preview
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift

AWS Config Developer Guide

Managing and Viewing AWS Resource Configurations
with AWS Config

Use AWS Config for the following:

» View all the resources that AWS Config is recording in your account.
» Customize the types of resources that AWS Config records.

» View configuration changes over a specific period of time for a resource in AWS Config console
and AWS CLI.

» View AWS resource configuration history

» View AWS resource compliance history

« View all the notifications that AWS Config sends to an Amazon SNS topic.
» Modify settings for your IAM role

« Modify or delete your delivery channels

Topics

» Viewing the AWS Config Dashboard

» Supported Resource Types

» Resource Coverage by Region Availability

« Managing AWS Resource Configurations and History

» Viewing AWS Resource Configurations and History

» Recording Configurations for Third-Party Resources

» Tagging Your AWS Config Resources

» Notifications that AWS Config Sends to an Amazon SNS topic

Viewing the AWS Config Dashboard

Use the Dashboard to see an overview of your resources, rules, conformance packs, and their
compliance states and to visualize your AWS Config usage and success metrics with Amazon
CloudWatch. This page helps you quickly identify the top resources in your AWS account, the
conformance packs with the lowest level of compliance in your AWS account, what rules or
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resources are noncompliant in your AWS account, what traffic is driving your AWS Config usage,
and key metrics for success and failure that have occured in your workflows.

To use the AWS Config Dashboard

1. Sign in to the AWS Management Console and open the AWS Config console at https://
console.aws.amazon.com/config/.

2. Inthe left navigation pane, choose Dashboard.

Contents

« Compliance and Resource Inventory

» AWS Config Usage and Success Metrics

Compliance and Resource Inventory

After setup, AWS Config starts recording your specified resources and evaluating them against
your rules. It may take a few minutes for AWS Config to display your resources, rules, conformance
packs, and their compliance states.

Conformance packs by compliance score

Conformance packs by compliance score displays up to 10 of your conformance packs with the
lowest compliance score. A compliance score is the percentage of the number of compliant rule-
resource combinations in a conformance pack compared to the number of total possible rule-
resource combinations in the conformance pack.

This metric provides you with a high-level view of the compliance state of your conformance
packs, and can be used to identify, investigate, and understand the level of compliance in your
conformance packs. You can use the compliance score to track remediation progress, perform
comparisons across different sets of requirements, and see the impact a specific change or
deployment has on a conformance pack.

To view the deployment status, compliance score, compliance score timeline, and rules for
a conformance pack in a detailed view, choose the name of the conformance pack under
Conformance pack.
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Compliance status

Compliance status displays the number of your compliant and noncompliant rules and
compliant and noncompliant resources. Resources are compliant or noncompliant based on an
evaluation of the rule associated with it. If a resource does not follow the rule's specifications,
the resource and the rule are flagged as noncompliant.

To view the list of noncompliant rules and resources, choose Noncompliant rule(s) or
Noncompliant resource(s).

Rules by noncompliant resources

Rules by noncompliant resources displays your top noncompliant rules in descending order by
the number of resources. Choose a rule to view its details, parameters, and the resources in
scope for that specific rule.

For a comprehensive list of noncompliant rules, choose View all noncompliant rules.

Resource inventory

Resource inventory displays the total number of resources that AWS Config is recording in
descending order by the number of resources, and the count of each resource type in your
AWS account. To open all resources for a resource type, choose that resource type to go to its
Resources inventory page.

You can use the dropdown list to indicate which resource totals you want to view. By default, it
is set to view All resources, but you can change it to AWS resources, Third-party resources, or
Custom resources.

® Note

The Evaluate your AWS resource configuration using Config rules message may appear
on the Dashboard for the following reasons:

» You haven't set up AWS Config Rules for your AWS account. You can choose Add rule to
go to the Rules page.

« AWS Config is still evaluating your resources against your rules. You can refresh the page
to see the latest evaluation results.
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« AWS Config evaluated your resources against your rules and did not find any resources in
scope. You can specify the resources for AWS Config to record in the Settings page. For
more information, see Selecting Which Resources AWS Config Records.

AWS Config Usage and Success Metrics

You can use Amazon CloudWatch dashboards in the AWS Config console to visualize your AWS
Config usage and success metrics.

For each dashboard, you can do the following:

« Adjust the dashboard time range to display data from the past 1 Hour, 3 Hours, 12 Hours, 1 Day,
3 Days, or 1 Week.

« Choose Custom, to enter a custom time range: either a Relative time for a past specified amount
of time or an Absolute time range between two dates. You can also change the time format
to display dashboard data in UTC (Coordinated Universal Time) or Local time zone (the time
zone specified as your local time zone in the operating system of the computer you are currently
using).

» Use the Drop arrow next the Refresh icon to specify how often the data in a dashboard should
refresh, or to turn off the automatic refresh. Choose Off, 10 Seconds, 1 Minute, 2 Minutes, 5
Minutes, or 15 Minutes to change the refresh internal.

« Choose Add to dashboard to add the AWS Config usage metrics or the AWS Config success
metrics you are currently viewing in the AWS Config Dashboard to the CloudWatch console. This
opens a new tab in the CloudWatch console that allows you to create a new custom dashboard in
CloudWatch with information copied from your current AWS Config usage metrics or AWS Config
success metrics.

If you want to perform additional analyses of these metrics with CloudWatch, choose Metrics
in the left navigation pane of the CloudWatch console and then choose AWS/Config. For more
information on what you can do from the CloudWatch console, see Using Amazon CloudWatch
dashboards and Using Amazon CloudWatch metrics in the CloudWatch User Guide.

AWS Config Usage Metrics

Configuration Items Recorded displays the number of configuration items recorded for each
resource type or all resource types. A configuration item represents a point-in-time view of
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the various attributes of a supported AWS resource. For more information about configuration
items or supported resource types, see Configuration Items and Supported Resource Types.

You can select the resource type that you want to view by using the dropdown list. By default, it
is set to view all resource types.

(® Note

This Metric Includes Both Billable and Non-billable Cls

For supported resource types that you are recording with the configuration recorder,
Configuration Items Recorded will report both billable and non-billable configuration
items (Cls).

Billable Cls are Cls with configurationItemStatus = OK | ResourceDiscovered |
ResourceDeleted.

Non-billable Cls are Cls with configurationItemStatus = ResourceNotRecorded |
ResourceDeletedNotRecorded.

This means that even if you turn off recording for a resource type, it will still be included
in this metric as a non-billable CI.

AWS Config Success Metrics

Change Notifications Delivery Failed displays the number of failed change notification
deliveries to the Amazon SNS topic for your delivery channel. A change notification informs
you about a change to the configuration state of your AWS resources. You can use the
ConfigStreamDeliverylnfo APl to get the lastErrorCode or lastErrorMessage for the last
attempted delivery for a change notification. For more information, see Managing the Delivery
Channel.

Config History Export Failed displays the number of failed configuration history exports to your
Amazon S3 bucket. A configuration history is a collection of the configuration items for a given
resource over a specified time period. For more information about configuration history, see
Configuration History.

Configuration Recorder Insufficient Permissions Failure displays the number of failed permission
access attempts due to the IAM role policy for the configuration recorder having insufficient
permissions. The configuration recorder detects changes in your resource configurations and
captures these changes as configuration items. For the configuration recorder to record your
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AWS resource configurations, it requires the necessary IAM permissions. For more information,
see |IAM Role Policy for Getting Configuration Details.

Config Snapshot Export Failed displays the number of failed configuration snapshot exports to
your Amazon S3 bucket. A configuration snapshot is a collection of the configuration items for
the supported resources in your account. For more information about configuration snapshots,
see Configuration Snapshot.

Supported Resource Types

/A Important

This page is updated on a monthly cadence at the beginning of each month.

AWS Config supports the following AWS resources types and resource relationships.

» For more detailed information about a resource type, see its reference information (such as
syntax, properties and return values) in the AWS resource and property types reference in the
AWS CloudFormation User Guide.

« For AWS Config recording, some AWS Regions support a subset of these resource types. For
information on which resource types are supported in which Regions, see Resource Coverage by

Region Availability.

» Advanced queries for AWS Config supports a subset of these resource types. For a list of those
supported resource types, see Supported Resource Types for Advanced Queries.

» Proactive evaluation for AWS Config supports a subset of these resource types. For a list of those
supported resource types, see Supported Resource Types for Proactive Evaluation.

 Periodic rules run without the configuration recorder being enabled since periodic rules do
not depend on configuration items. For more information on the difference between change-
triggered rules and periodic rules, see Evaluation Mode and Trigger Types for AWS Config Rules.

(® Note

Before specifying a resource type for AWS Config to track, check Resource Coverage by

Region Availability to see if the resource type is supported in the AWS Region where you
set up AWS Config. If a resource type is supported by AWS Config in at least one Region,
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you can enable the recording of that resource type in all Regions supported by AWS Config,

even if the specified resource type is not supported in the AWS Region where you set up

AWS Config.

Amazon AppStream

AWS Service

Amazon AppStream

Amazon AppFlow

AWS Service

Amazon AppFlow

AWS Service

Amazon Applintegr
ations

Resource Type Value

AWS: : AppS
tream: :Di
rectoryConfig

AWS: : AppS
tream: :Ap
plication

AWS: : AppS
tream: :Stack

AWS: : AppS
tream: :Fleet

Resource Type Value

AWS: : AppF
low: :Flow

Resource Type Value

AWS: : AppI
ntegratio

Relationship

NA

NA

NA

NA

Relationship

NA

Relationship

NA

Related Resource

NA

NA

NA

NA

Related Resource

NA

Related Resource

NA

Amazon AppStream
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AWS Service Resource Type Value Relationship Related Resource

ns::Event
Integration

Amazon APl Gateway

AWS Service Resource Type Value Relationship Related Resource
API Gateway AWS: :ApiG is contained in ApiGateway Rest Api
ateway: :Stage
is associated with WAFRegional
WebACL
AWS: :ApiG contains ApiGateway Stage
ateway::R
estApi
API Gateway V2 AWS: :ApiG is contained in ApiGatewayV2 Api
atewayV2:
:Stage
AWS: : ApiG contains ApiGatewayV2 Stage

atewayV2::Api

To learn more about how AWS Config integrates with Amazon APl Gateway, see Monitoring API
Gateway API Configuration with AWS Config.

Amazon Athena

AWS Service Resource Type Value Relationship Related Resource

Amazon Athena AWS: :Athe NA NA
na: :WorkGroup
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AWS Service

Resource Type Value

AWS: :Athe
na: :DataC
atalog

AWS: :Athe
na: :Prepa
redStatement

Amazon CloudFront

AWS Service

Amazon CloudFront

Resource Type Value

AWS: :Clou
dFront::D
istribution

AWS: :Clou
dFront::S
treamingD
istribution

Amazon CloudWatch

AWS Service

Amazon CloudWatch

Resource Type Value

AWS: :Clou
dwWatch: :Alarm

Relationship

NA

NA

Relationship

is associated with

is associated with

Relationship

NA

Related Resource

NA

NA

Related Resource

AWS WAF WebACL

ACM Certificate

S3 Bucket

IAM Server Certificate

AWS WAF WebACL

ACM Certificate

S3 Bucket

IAM Server Certificate

Related Resource

NA

Amazon CloudFront
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AWS Service

Amazon CloudWatch
Logs

Amazon CloudWatch
RUM

Amazon CloudWatch
Evidently

Amazon CodeGuru

AWS Service

Amazon CodeGuru
Reviewer

Amazon CodeGuru
Profiler

Resource Type Value

AWS: :Clou
dwWatch: :M
etricStream

AWS: :Logs
::Destination

AWS: :RUM:
:AppMonitor

AWS: :Evid
ently::Project

AWS: :Evid
ently::Launch

AwWS: :Evid
ently::Segment

Resource Type Value

AWS: : Code
GuruRevie
wer: :Repo
sitoryAss
ociation

AWS: : Code
GuruProfi
ler: :Prof
ilingGroup

Relationship

NA

NA

NA

NA

NA

NA

Relationship

NA

NA

Related Resource

NA

NA

NA

NA

NA

NA

Related Resource

NA

NA

Amazon CodeGuru
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Amazon Cognito

AWS Service

Amazon Cognito

Amazon Connect

AWS Service

Amazon Connect

Amazon Connect
Customer Profiles

Resource Type Value

AWS: :Cogn
ito: :UserPool

AWS: : Cogn
ito::User
PoolClient
AWS: :Cogn
ito::User
PoolGroup

Resource Type Value

AWS: :Conn
ect: :Phon
eNumber

AWS: : Conn
ect::Quic
kConnect

AWS: :Conn

ect::Instance

AWS: :Cust
omerProfi
les: :Domain

AWS: :Cust
omerProfi

Relationship

NA

NA

NA

Relationship

NA

NA

NA

NA

NA

Related Resource

NA

NA

NA

Related Resource

NA

NA

NA

NA

NA

Amazon Cognito
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AWS Service Resource Type Value Relationship Related Resource
les::0bje
ctType

Amazon Detective

AWS Service Resource Type Value

AWS: :Dete
ctive::Graph

Amazon Detective

Amazon DynamoDB

AWS Service Resource Type Value
Amazon DynamoDB AWS: :Dyna
moDB: : Table

Amazon Elastic Compute Cloud

AWS Service Resource Type Value

Amazon Elastic AWS: :EC2: :Host ’

Compute Cloud
AWS::EC2::EIP

AWS: :EC2:
:Instance

Relationship

NA

Relationship

NA

Relationship
contains

is attached to

contains

is associated with

is attached to

Related Resource

NA

Related Resource

NA

Related Resource
EC2 instance
EC2 instance
Network interface

EC2 network
interface

EC2 security group

Amazon EBS volume

Amazon Detective
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AWS Service Resource Type Value

AWS: :EC2:
:NetworklI
nterface

AWS: :EC2:
:SecurityGroup

AWS: :EC2:
:NatGateway

Relationship

is contained in

is associated with

is attached to

is contained in

is associated with

is contained in

is contained in

Related Resource
EC2 Elastic IP (EIP)
EC2 Dedicated host
Route table

Subnet

Virtual private cloud
(VPQ)

EC2 security group
EC2 Elastic IP (EIP)
EC2 instance
Route table
Subnet

Virtual private cloud
(VPQ)

EC2 instance

EC2 network
interface

Virtual private cloud
(VPC)

Virtual private cloud
(VPQ)

Subnet

Amazon EC2
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AWS Service

Resource Type Value

AWS: :EC2:
:EgressOn
lyInterne
tGateway

AWS: :EC2:
:EC2Fleet

AwS: :EC2:
:SpotFleet

AWS: :EC2:
:PrefixList

AWS: :EC2:
:FlowlLog

AWS: :EC2:
:TransitG
ateway

AWS: :EC2:
:TransitG
atewayAtt
achment

AWS: :EC2:
:TransitG
atewayRou
teTable

AWS: :EC2:
:VPCEndpoint

Relationship

is attached to

NA

NA

NA

NA

NA

NA

NA

is contained in

is attached to

is contained in

Related Resource

Virtual private cloud
(VPC)

NA

NA

NA

NA

NA

NA

NA

Virtual private cloud
(VPQ)

Network interface

Subnet

Amazon EC2
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AWS Service

Resource Type Value

AWS: :EC2:
:VPCEndpo
intService

AWS: :EC2:
:VPCPeeri
ngConnection

AWS: :EC2:
:Register
edHAInstance

AwWS: :EC2:
:SubnetRo
uteTableA
ssociation

AWS: :EC2:
:LaunchTe
mplate

AWS: :EC2:
:NetworkI
nsightsAc
cessScope
Analysis

AWS: :EC2:
:TrafficM
irrorTarget

AWS: :EC2:
:TrafficM
irrorSession

Relationship
is contained in

is associated with

is associated with

is associated with

NA

NA

NA

NA

NA

Related Resource
Route table

ElasticLoadBalanci
ngV2 LoadBalancer

Virtual private cloud
(VPQ)

EC2 instance

NA

NA

NA

NA

NA

Amazon EC2
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AWS Service

Resource Type Value

AWS: :EC2:
:DHCPOptions

AWS: :EC2::IPAM

AWS: :EC2:
:NetworkI
nsightsPath

AWS: :EC2:
:TrafficM
irrorFilter

AWS: :EC2:
:Capacity
Reservation

AWS::EC2:
:ClientVp
nEndpoint

AWS: :EC2:
:Customer
Gateway

AWS: :EC2:
:Internet
Gateway

AWS: :EC2:
:NetworkAcl

AWS: :EC2:
:RouteTable

Relationship

NA

NA

NA

NA

NA

NA

is attached to

is attached to

NA

contains

Related Resource

NA

NA

NA

NA

NA

NA

VPN connection

Virtual private cloud

(VPC)

NA

EC2 instance

EC2 network
interface

Amazon EC2
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AWS Service Resource Type Value

AWS: :EC2:
:Subnet

AWS: :EC2: :VPC

AWS: :EC2:
:VPNConnection

Relationship

is contained in

contains

is attached to

is contained in

contains

is associated with

is attached to

is attached to

Related Resource
Subnet
VPN gateway

Virtual private cloud
(VPQ)

EC2 instance

EC2 network
interface

Network ACL
Route table

Virtual private cloud
(VPC)

EC2 instance

EC2 network
interface

Network ACL
Route table
Subnet

Security group
Internet gateway
VPN gateway
Customer gateway

VPN gateway

Amazon EC2
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AWS Service Resource Type Value

AWS::EC2:
:VPNGateway

AWS: :EC2:
: IPAMScope

AWS: :EC2:
:CarriexG
ateway

AWS: :EC2:
:TransitG
atewayConnect

AWS: :EC2:
: IPAMPool

AwS: :EC2:
:TransitG
atewayMul
ticastDomain

AWS::EC2:
:NetworkI
nsightsAc
cessScope

AWS: :EC2:
:NetworkI
nsightsAn
alysis

Relationship

is attached to

is contained in

NA

NA

NA

NA

NA

NA

NA

Related Resource

Virtual private cloud
(VPC)

VPN connection
Route table

NA

NA

NA

NA

NA

NA

NA

Amazon EC2
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AWS Service Resource Type Value Relationship Related Resource

Amazon Elastic Block AWS: :EC2: is attached to EC2 instance
Store :Volume

EC2 Image Builder AWS: : Imag NA NA
eBuilder:
:ImagePipeline

AWS: :Imag NA NA
eBuilder:
:Distribu
tionConfi
guration

AWS: :Imag NA NA
eBuilder:

:Containe

rRecipe

AWS: : Imag NA NA
eBuilder:

:Infrastr

uctureCon

figuration

AWS: :Imag NA NA
eBuilder:
:ImageRecipe

"AWS Config records the configuration details of Dedicated hosts and the instances that you launch
on them. As a result, you can use AWS Config as a data source when you report compliance with
your server-bound software licenses. For example, you can view the configuration history of an
instance and determine which Amazon Machine Image (AMI) it is based on. Then, you can look

up the configuration history of the host, which includes details such as the numbers of sockets

and cores, to check that the host complies with the license requirements of the AMI. For more
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information, see Tracking Configuration Changes with AWS Config in the Amazon EC2 User Guide

for Linux Instances.

"The EC2 SecurityGroup Properties definition contains IP CIDR blocks, which are converted to IP
ranges internally, and may return unexpected results when trying to find a specific IP range. For

workarounds to search for specific IP ranges, see Limitations for Advanced Queries.

Amazon Elastic Container Registry

AWS Service

Amazon Elastic
Container Registry

Amazon Elastic
Container Registry
Public

Resource Type Value

AWS: :ECR:
:Repository

AWS: :ECR:
:Registry
Policy

AWS: :ECR:
:PullThro
ughCacheRule

AWS: :ECR:
:PublicRe
pository

Amazon Elastic Container Service

AWS Service

Amazon Elastic
Container Service

Resource Type Value

AWS: :ECS:
:Cluster

AWS: : ECS:
:TaskDefi
nition

Relationship

NA

NA

NA

NA

Relationship

NA

NA

Related Resource

NA

NA

NA

NA

Related Resource

NA

NA

Amazon ECR
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AWS Service Resource Type Value

AWS: :ECS:
:Service

AWS: :ECS:
:TaskSet

AWS: :ECS:
:Capacity
Provider

Relationship

NA

NA

NA

Related Resource

NA

NA

NA

"This service currently only support the new Amazon Resource Name (ARN) format. For more
information, see Amazon Resource Names (ARNs) and IDs in the ECS developer guide.

Old (not supported): arn:aws:ecs:region:aws_account_id:service/service-name

New (supported): arn:aws:ecs:region:aws_account_id:service/cluster-

name/service-name

Amazon Elastic File System

AWS Service Resource Type Value

Amazon Elastic File AWS: :EFS:
System :FileSystem

AWS: :EFS:
:AccessPoint

Amazon Elastic Kubernetes Service

AWS Service Resource Type Value
Amazon Elastic AWS: : EKS:
Kubernetes Service :Cluster

Relationship

NA

NA

Relationship

NA

Related Resource

NA

NA

Related Resource

NA

Amazon EFS
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AWS Service Resource Type Value Relationship Related Resource
AWS: : EKS: NA NA
:FargateP
rofile
AWS: : EKS: NA NA
:Identity
ProviderConfig
AWS: :EKS: :Addon NA NA
Amazon EMR
AWS Service Resource Type Value Relationship Related Resource
Amazon EMR AWS: :EMR: NA NA
:Security
Configuration

Amazon EventBridge

AWS Service

Amazon EventBridge

Resource Type Value

AWS: :Even
ts::EventBus

AWS: :Even
ts::ApiDe
stination

AWS: :Even
ts::Archive

AWS: :Even
ts::Endpoint

Relationship

NA

NA

NA

NA

Related Resource

NA

NA

NA

NA

Amazon EMR
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AWS Service

Amazon EventBridge
schemas

Amazon Forecast

AWS Service

Amazon Forecast

Resource Type Value

AWS: :Even
ts::Connection

AWS: :Even
ts::Rule

AWS: :Even
tSchemas:
:Registry
Policy

AWS: :Even
tSchemas:
:Discoverer

AWS: :Even
tSchemas:
:Schema

Resource Type Value

AWS: :Fore
cast: :Dataset

AWS: :Fore
cast: :Dat
asetGroup

Relationship

NA

NA

NA

NA

NA

Relationship

NA

NA

Related Resource

NA

NA

NA

NA

NA

Related Resource

NA

NA

Amazon Forecast
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Amazon Fraud Detector

AWS Service

Amazon Fraud
Detector

Resource Type Value

AWS: :Frau
dDetector
::Label

AWS: :Frau
dDetector
::EntityType

AWS: :Frau
dDetector
::Variable

AWS: :Frau
dDetector
: :Outcome

Amazon GuardDuty

AWS Service

Amazon GuardDuty

Resource Type Value

AWS: :Guar
dDuty: :De
tector

AWS: : Guar
dDuty::Th
reatIntelSet

AWS: :Guar
dDuty: :IPSet

AWS: :Guar
dDuty::Filter

Relationship

NA

NA

NA

NA

Relationship

NA

NA

NA

NA

Related Resource

NA

NA

NA

NA

Related Resource

NA

NA

NA

NA

Amazon Fraud Detector
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Amazon Inspector

AWS Service

Amazon Inspector

Resource Type Value

AWS: :Insp
ectorV2::
Filter

Amazon Interactive Video Service

AWS Service

Amazon Interactive
Video Service

Resource Type Value

AWS: :IVS:
:Channel

AWS: :IVS:
:Recordin
gConfiguration

AwS: : TVS:
:Playback
KeyPair

Relationship

NA

Relationship

NA

NA

NA

Amazon Keyspaces (for Apache Cassandra)

AWS Service

Amazon Keyspaces
(for Apache
Cassandra)

Resource Type Value

AWS: :Cass
andra: :Ke
yspace

Relationship

NA

Related Resource

NA

Related Resource

NA

NA

NA

Related Resource

NA

Amazon Inspector
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Amazon OpenSearch Service

AWS Service Resource Type Value Relationship Related Resource
Amazon OpenSearch  AWS::Elas is associated with KMS Key
Service ticsearch )
- :Domain EC2 security group
EC2 subnet

Virtual private cloud
(VPQ)

AWS: :Open NA NA
Search: :Domain

® Note

On September 8, 2021, Amazon Elasticsearch Service was renamed to Amazon OpenSearch
Service. OpenSearch Service supports OpenSearch as well as legacy Elasticsearch OSS. For
more information, see Amazon OpenSearch Service - Summary of changes.

You may continue to see your data for AWS: : OpenSearch: :Domain under the existing
AWS: :Elasticsearch: :Domain resource type for several weeks, even if you upgrade one
or more domains to OpenSearch.

Amazon Personalize

AWS Service Resource Type Value Relationship Related Resource

Amazon Personalize AWS: : Pers NA NA
onalize::
Dataset

AWS: :Pers NA NA
onalize::
Schema
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AWS Service

Amazon Pinpoint

AWS Service

Amazon Pinpoint

Resource Type Value

AWS: : Pers
onalize::
Solution

AWS: : Pers
onalize::
DatasetGroup

Resource Type Value

AWS: :Pinp
oint::App
licationS
ettings

AWS: :Pinp
oint: :Segment

AWS: :Pinp
oint: :App
AWS: :Pinp

oint: :Campaign

AWS: :Pinp
oint::InA
ppTemplate

AWS: :Pinp
oint: :Ema
ilChannel

Relationship

NA

NA

Relationship

NA

NA

NA

NA

NA

NA

Related Resource

NA

NA

Related Resource

NA

NA

NA

NA

NA

NA

Amazon Pinpoint
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AWS Service

Amazon Quantum Ledger Database (Amazon QLDB)

AWS Service

Amazon QLDB

Amazon Kendra

AWS Service

Amazon Kendra

Amazon Kinesis

AWS Service

Amazon Kinesis

Resource Type Value

AWS: :Pinp
oint::Ema
ilTemplate

AWS: :Pinp
oint::Eve
ntStream

Resource Type Value

AWS: :QLDB
::Ledger

Resource Type Value

AWS: :Kend
ra::Index

Resource Type Value

AWS: :Kine
sis::Stream

AWS: :Kine
sis::Stre
amConsumer

Relationship

NA

NA

Relationship

NA

Relationship

NA

Relationship

NA

NA

Related Resource

NA

NA

Related Resource

NA

Related Resource

NA

Related Resource

NA

NA

Amazon QLDB
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AWS Service

Amazon Kinesis
Analytics V2

Amazon Data
Firehose

Kinesis video stream

Amazon Lex

AWS Service

Amazon Lex

Resource Type Value

AWS: :Kine
sisAnalyt
icsV2::Ap
plication

AWS: :Kine
sisFireho
se::Deliv
eryStream

AWS: :Kine
sisVideo:
:Signalin
gChannel

AWS: :Kine
sisVideo:
:Stream

Resource Type Value

AWS: :Lex:
:BotAlias

AWS: :Lex: :Bot

Relationship

NA

NA

NA

NA

Relationship

NA

NA

Related Resource

NA

NA

NA

NA

Related Resource

NA

NA

Amazon Lex
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Amazon Lightsail

AWS Service

Amazon Lightsail

Resource Type Value

AWS: :Ligh
tsail: :Disk

AWS: :Ligh
tsail::Ce
rtificate

AWS::Ligh
tsail: :Bucket

AWS::Ligh
tsail::St
aticIp

Amazon Lookout for Metrics

AWS Service

Amazon Lookout for
Metrics

Resource Type Value

AWS: : Look
outMetric
s::Alert

Amazon Lookout for Vision

AWS Service

Amazon Lookout for
Vision

Resource Type Value

AWS: : Look

outVision
::Project

Relationship

NA

NA

NA

NA

Relationship

NA

Relationship

NA

Related Resource

NA

NA

NA

NA

Related Resource

NA

Related Resource

NA

Amazon Lightsail
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Amazon Managed Grafana

AWS Service Resource Type Value Relationship
Amazon Managed AWS: :Graf NA
Grafana ana: :Workspace

Amazon Managed Service for Prometheus

AWS Service Resource Type Value Relationship
Amazon Managed AWS: :APS: NA

Service for :RuleGrou

Prometheus psNamespace

Amazon MemoryDB for Redis

AWS Service Resource Type Value Relationship
Amazon MemoryDB AWS : :Memo NA
for Redis ryDB: :Sub
netGroup
Amazon MQ
AWS Service Resource Type Value Relationship
Amazon MQ AWS: : Amaz NA

onMQ: :Broker

Related Resource

NA

Related Resource

NA

Related Resource

NA

Related Resource

NA

Amazon Managed Grafana
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Amazon Managed Streaming for Apache Kafka

AWS Service

Amazon Managed
Streaming for Apache
Kafka

Amazon Managed
Streaming for Apache
Kafka Connect

Amazon Redshift

AWS Service

Amazon Redshift

Resource Type Value

AWS : : MSK:
:Cluster

AWS: :MSK:
:Configuration

AWS: :MSK:
:BatchScr
amSecret

AWS: : MSK:
:ClusterPolicy

AWS: :MSK:
:VpcConnection

AWS: :Kafk
aConnect:
:Connector

Resource Type Value

AWS: :Reds
hift::Cluster

Relationship

NA

NA

NA

NA

NA

NA

Relationship

is associated with

Related Resource

NA

NA

NA

NA

NA

NA

Related Resource

Cluster parameter
group

Cluster security group
Cluster subnet group

Security group

Amazon MSK
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AWS Service

Resource Type Value

AWS: :Reds
hift::Clu
sterParam
eterGroup

AWS: :Reds
hift::Clu
sterSecur
ityGroup

AWS: :Reds
hift::Sch
eduledAction

AWS: :Reds
hift::Clu
sterSnapshot

AWS: :Reds
hift::Clu
sterSubne
tGroup

AWS: :Reds
hift::Eve
ntSubscription

AWS: :Reds
hift::End
pointAccess

Relationship

NA

NA

NA

is associated with

is associated with

NA

NA

Related Resource

Virtual private cloud
(VPC)

NA

NA

NA

Cluster

Virtual private cloud
(VPQ)

Subnet

Virtual private cloud
(VPC)

NA

NA

Amazon Redshift
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AWS Service

Amazon Relational Database Service

AWS Service

Amazon Relational
Database Service

Resource Type Value

AWS: :Reds
hift::End
pointAuth
orization

Resource Type Value

AWS: :RDS:
:DBInstance

AWS: :RDS:
:DBSecuri
tyGroup

AWS: :RDS:
:DBSnapshot

AWS: :RDS:
:DBSubnetGroup

AWS: :RDS:
:EventSub
scription

AWS: :RDS:
:DBCluster

Relationship

NA

Relationship

is associated with

is associated with

is associated with

is associated with

NA

contains

is associated with

Related Resource

NA

Related Resource
EC2 security group

RDS DB security
group

RDS DB subnet group
EC2 security group

Virtual private cloud
(VPC)

Virtual private cloud
(VPCQ)

EC2 security group

Virtual private cloud
(VPQ)

NA

RDS DB instance

RDS DB subnet group

Amazon RDS
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AWS Service

Amazon Route 53

Resource Type Value

AWS Resource Type Value

Service

Relationship

Amazon AWS: :Route53::HostedZone

Route 53

Amazon AWS: :Route53Resolver:

Route 53
Resolver

sociation

AWS: :RDS: is associated with
:DBCluste
rSnapshot
AWS: :RDS: NA
:GlobalCluster
AWS: :RDS: NA
:0OptionGroup
AWS: :Route53: :HealthCheck
:ResolverEndpoint
AWS: :Route53Resolver: :ResolverRule
AWS: :Route53Resolver: :ResolverRuleAs
AWS: :Route53Resolver: :FirewallDomainList
AWS: :Route53Resolver: :FirewallRuleGr
oupAssociation
AWS: :Route53Resolver: :ResolverQuerylL

oggingConfig

Related Resource
EC2 security group
RDS DB cluster

Virtual private cloud
(VPQ)
NA

NA

Relations Related

hip Resource
NA NA
NA NA
NA NA
NA NA
NA NA
NA NA
NA NA
NA NA

Amazon Route 53
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AWS Resource Type Value Relations Related
Service hip Resource
AWS: :Route53Resolver: :ResolverQuerylL NA NA

oggingConfigAssociation

AWS: :Route53Resolver: :FirewallRuleGroup NA NA
Amazon AWS: :Route53RecoveryReadiness: :Cell NA NA
Route 53
Applicati AWS: :Route53RecoveryReadiness: :Readi NA NA
on nessCheck
Recovery AWS: :Route53RecoveryReadiness: :Recov NA NA
Controlle
eryGroup
-
AWS: :Route53RecoveryControl: :Cluster NA NA
AWS: :Route53RecoveryControl: :ControlPanel NA NA
AWS: :Route53RecoveryControl: :RoutingControl NA NA
AWS: :Route53RecoveryControl: :SafetyRule NA NA
AWS: :Route53RecoveryReadiness: :ResourceSet NA NA

Amazon SageMaker

AWS Service Resource Type Value Relationship Related Resource
Amazon SageMaker AWS: :Sage NA NA

Maker::Co

deRepository

AWS: :Sage NA NA

Maker: :Domain
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AWS Service Resource Type Value Relationship Related Resource
AWS: :Sage NA NA
Maker: :Ap
pImageConfig
AWS: :Sage NA NA

Maker: :Image

AWS: :Sage NA NA
Maker: :Model

AWS: :Sage NA NA
Maker: :No
tebookInstance

AWS: :Sage NA NA
Maker: :No

tebookIns

tancelLife

cycleConfig

AWS: :Sage NA NA
Maker::En
dpointConfig

AWS: :Sage NA NA
Maker: :Wo
rkteam

AWS: :Sage NA NA
Maker: :Fe
atureGroup
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Amazon Simple Email Service

AWS Service Resource Type Value

Amazon Simple Email  AWS: :SES:
Service :Configur
ationSet

AWS: :SES:
:ContactList

AWS: :SES:
:Template

AWS: :SES:
:ReceiptFilter

AWS: :SES:
:ReceiptR
uleSet

Amazon Simple Notification Service

AWS Service Resource Type Value

Amazon Simple AWS: :SNS: :Topic
Notification Service

Amazon Simple Queue Service

AWS Service Resource Type Value

Amazon Simple AWS: :SQS: :Queue
Queue Service

Relationship

NA

NA

NA

NA

NA

Relationship

NA

Relationship

NA

Related Resource

NA

NA

NA

NA

NA

Related Resource

NA

Related Resource

NA

Amazon SES
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Amazon Simple Storage Service

AWS Service

Amazon Simple
Storage Service

Resource Type Value

AWS: :S3::
Bucket

AWS: :S3::
AccountPu
blicAcces
sBlock

AWS: :S3::
MultiRegi
onAccessPoint

AWS: :S3::
Storagelens

AWS: :S3::
AccessPoint

Relationship

NA

NA

NA

NA

NA

Related Resource

NA

NA

NA

NA

NA

I you configured AWS Config to record your S3 buckets, and are not receiving configuration

change notifications, check that your S3 bucket policies have the required permissions. For more

information, see Managing Permissions for S3 Bucket Recording.

Amazon S3 Bucket Attributes

AWS Config also records the following attributes for the Amazon S3 bucket resource type.

Attributes

AccelerateConfiguration

BucketAcl

Description

Transfer acceleration for data over long distances between

your client and a bucket.

Access control list used to manage access to buckets and

objects.

Amazon S3
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Attributes

BucketPolicy
CrossOriginConfiguration
LifecycleConfiguration
LoggingConfiguration

NotificationConfiguration

ReplicationConfiguration

RequestPaymentConf

iguration

TaggingConfiguration

WebsiteConfiguration

VersioningConfiguration

Description

Policy that defines the permissions to the bucket.

Allow cross-origin requests to the bucket.

Rules that define the lifecycle for objects in your bucket.
Logging used to track requests for access to the bucket.

Event notifications used to send alerts or trigger workflows for
specified bucket events.

Automatic, asynchronous copying of objects across buckets in
different AWS Regions.

Requester pays is enabled.

Tags added to the bucket to categorize. You can also use
tagging to track billing.

Static website hosting is enabled for the bucket.

Versioning is enabled for objects in the bucket.

For more information about the attributes, see Bucket Configuration Options in the Amazon Simple
Storage Service User Guide.

Amazon WorkSpaces

AWS Service Resource Type Value Relationship Related Resource
Amazon WorkSpaces  AWS: :Work NA NA

Spaces::C

onnectionAlias
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https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingBucket.html#bucket-config-options-intro

AWS Config Developer Guide

AWS Service Resource Type Value Relationship Related Resource
AWS: :Work NA NA
Spaces::W
orkspace
AWS Amplify
AWS Service Resource Type Value Relationship Related Resource
AWS Amplify AWS: :Ampl NA NA
ify::App
AWS: : Ampl NA NA
ify::Branch
AWS AppConfig
AWS Service Resource Type Value Relationship Related Resource
AWS AppConfig AWS: : AppC NA NA
onfig::Ap
plication
AWS: : AppC NA NA
onfig::En
vironment
AWS: : AppC NA NA
onfig::Co
nfigurati
onProfile
AWS : : AppC NA NA
onfig: :De
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AWS Service

AWS App Runner

AWS Service

AWS App Runner

AWS App Mesh

AWS Service

AWS App Mesh

Resource Type Value

ploymentS
trategy

AWS: : AppC
onfig::Ho
stedConfi
gurationV
ersion

AWS: : AppC
onfig::Ex
tensionAs
sociation

Resource Type Value

AWS: : AppR
unner: :Vp
cConnector

AWS: : AppR

unner: :Service

Resource Type Value

AWS: : AppM
esh::Virt
ualNode

Relationship

NA

NA

Relationship

NA

NA

Relationship

NA

Related Resource

NA

NA

Related Resource

NA

NA

Related Resource

NA

AWS App Runner
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AWS Service Resource Type Value

AWS: : AppM
esh::Virt
ualService

AWS: : AppM
esh::Virt
ualGateway

AWS: : AppM
esh::Virt
ualRouter

AWS: : AppM
esh: :Route

AWS: : AppM
esh::Gate
wayRoute

AWS: : AppM
esh: :Mesh

AWS AppSync

AWS Service Resource Type Value

AWS AppSync AWS: : AppS
ync: :Grap
hQLApi

Relationship

NA

NA

NA

NA

NA

NA

Relationship

NA

Related Resource

NA

NA

NA

NA

NA

NA

Related Resource

NA

AWS AppSync
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AWS Audit Manager

AWS Service

AWS Audit Manager

AWS Auto Scaling

AWS Service

AWS Auto Scaling

Resource Type Value

AWS: : Audi
tManager:
:Assessment

Resource Type Value

AWS: :Auto
Scaling::
AutoScali
ngGroup

AWS: :Auto
Scaling::
LaunchCon
figuration

AWS: :Auto
Scaling::
ScalingPolicy

AWS: :Auto
Scaling::
Scheduled
Action

Relationship

NA

Relationship
contains

is associated with

is associated with

is associated with

is associated with

Related Resource

NA

Related Resource
Amazon EC2 instance
Classic Load Balancer

Auto Scaling launch
configuration

Subnet

Amazon EC2 security
group

Auto Scaling group

Alarm

Auto Scaling group

AWS Audit Manager
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AWS Service

AWS Backup

AWS Service

AWS Backup

Resource Type Value

AWS: :Auto
Scaling::
WarmPool

Resource Type Value

AWS: :Back
up: :BackupPlan

AWS: :Back
up: :Backu
pSelection

AWS: :Back
up: :Backu
pVault

AWS: :Back
up: :Recov
eryPoint

AWS: :Back
up: :ReportPlan

Relationship

NA

Relationship

NA

NA

NA

NA

NA

Related Resource

NA

Related Resource

*

NA

NA

NA

NA

NA

Due to how AWS Backup works, some of these resource types relate to the other AWS Backup
resource types in this table.

AWS: :Backup: :BackupPlanis related to AWS: :Backup: :BackupSelection where
a Backup Plan has many selections, and AWS: :Backup: :BackupVault is related to

AWS: :Backup: :RecoveryPoint where an AWS Backup Vault has multiple recovery points.

For more information, see Managing backups using backup plans and Working with backup vaults.

AWS Backup
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AWS Batch

AWS Service

AWS Batch

AWS Budgets

AWS Service

AWS Budgets

Resource Type Value

AWS: :Batc
h::JobQueue

AWS: :Batc
h::Comput
eEnvironment

AWS: :Batc
h::Schedu
lingPolicy

Resource Type Value

AWS: :Budg
ets::Budg
etsAction

AWS Certificate Manager

AWS Service

AWS Certificate
Manager

Resource Type Value

AWS: : ACM:
:Certificate

Relationship

NA

NA

NA

Relationship

NA

Relationship

NA

Related Resource

NA

NA

NA

Related Resource

NA

Related Resource

NA

AWS Batch
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AWS CloudFormation

AWS Service Resource Type Value Relationship Related Resource

AWS CloudFormation  AWS::Clou contains Supported AWS
dFormatio resource types
n::Stack

"AWS Config records configuration changes to AWS CloudFormation stacks and supported resource
types in the stacks. AWS Config does not record configuration changes for resource types in

the stack that are not yet supported. Unsupported resource types appear in the supplementary
configuration section of the configuration item for the stack.

AWS CloudTrail

AWS Service Resource Type Value Relationship Related Resource

AWS CloudTrail AWS: :Clou NA NA
dTrail::Trail

AWS Cloud9
AWS Service Resource Type Value Relationship Related Resource
AWS Cloud9 AWS: :Clou NA NA
d9::Envir
onmentEC2
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AWS Cloud Map

AWS Service

Service Discovery

AWS: :Serv
iceDiscov
ery::Instance

AWS CodeArtifact

AWS Service

AWS CodeArtifact

Resource Type Value

AWS: :Serv
iceDiscov
ery::Service

AWS: :Serv
iceDiscov

ery: :Publ
icDnsNamespace
AWS: :Serv
iceDiscov
ery::Http
Namespace

NA

Resource Type Value

AWS: :Code
Artifact:
:Repository

Relationship

NA

NA

NA

NA

Relationship

NA

Related Resource

NA

NA

NA

Related Resource

NA

AWS Cloud Map
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AWS CodeBuild

AWS Service Resource Type Value

AWS CodeBuild AWS: :Code
Build: :Project

AWS: :Code
Build: :Re
portGroup

Relationship

is associated with

NA

Related Resource

S3 bucket

IAM role

NA

"To learn more about how AWS Config integrates with AWS CodeBuild, see Use AWS Config with

AWS CodeBuild Sample.

AWS CodeDeploy

AWS Service Resource Type Value

AWS CodeDeploy AWS: : Code
Deploy::A
pplication

AWS: : Code
Deploy::D
eployment
Config

AWS: :Code
Deploy::D
eploymentGroup

Relationship

contains

NA

is contained in

Related Resource

DeploymentGroup

NA

Application

AWS CodeBuild
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AWS CodePipeline

AWS Service Resource Type Value Relationship Related Resource
AWS CodePipeline AWS: : Code is attached to S3 bucket
Pipeline:
:Pipeline * is associated with IAM role

Code project
Lambda function
Cloudformation stack

ElasticBeanstalk
application

"AWS Config records configuration changes to CodePipeline pipelines and supported resource
types in the pipelines. AWS Config does not record configuration changes for resource types

in the pipelines that are not yet supported. Unsupported resource types such as CodeCommit
repository, CodeDeploy application, ECS cluster, and ECS service appearin the
supplementary configuration section of the configuration item for the stack.

AWS Config

AWS Service Resource Type Value Relationship Related Resource

AWS Config AWS: :Conf is associated with All resources
ig::Resou

rceCompliance

AWS: : Conf NA NA
ig::Confo

rmancePac

kCompliance

AWS: :Conf NA NA
ig::Confi
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AWS Service Resource Type Value Relationship Related Resource

gurationR
ecorder *

*Therebﬁonshu)behmeenAWS::Config::ResourceComplianceandareknedresoume
depends on how AWS: : Config: :ResourceCompliance reports compliance for that specific
resource type.

“AWS : :Config::ConfigurationRecorder is a system resource type of AWS Config and
recording of this resource type is enabled by default.

(® Note

Recording for the AWS: : Config: : ConformancePackCompliance and
AWS: :Config: :ConfigurationRecorder resource types come with no additional
charge.

AWS Database Migration Service

AWS Service Resource Type Value Relationship Related Resource

AWS Database AWS: :DMS: NA NA
Migration Service :EventSub
scription

AWS: :DMS: NA NA
:Replicat
ionSubnetGroup

AWS: :DMS: NA NA
:Replicat
ionInstance
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AWS Service

AWS DataSync

AWS Service

AWS DataSync

Resource Type Value

AWS: :DMS:
:Replicat
ionTask

AWS: :DMS:
:Certificate

AWS: :DMS:
:Endpoint

Resource Type Value

AWS: :Data
Sync::Loc
ationSMB

AWS: :Data
Sync::Loc
ationFSxLustre

AWS: :Data
Sync::Loc
ationFSxWw
indows

AWS: :Data
Sync::Loc
ationS3

AWS: :Data
Sync::Loc
ationEFS

Relationship

NA

NA

NA

Relationship

NA

NA

NA

NA

NA

Related Resource

NA

NA

NA

Related Resource

NA

NA

NA

NA

NA

AWS DataSync

154



AWS Config

Developer Guide

AWS Service Resource Type Value

AWS: :Data
Sync::Loc
ationNFS

AWS: :Data
Sync::Loc
ationHDFS

AWS: :Data
Sync::Loc
ationObje
ctStorage

AWS: :Data
Sync::Task

AWS Device Farm

AWS Service Resource Type Value

AWS Device Farm AWS: :Devi
ceFarm::T
estGridProject

AWS: :Devi
ceFarm::1I
nstanceProfile

AWS: :Devi
ceFarm: :P
roject

Relationship

NA

NA

NA

NA

Relationship

NA

NA

NA

Related Resource

NA

NA

NA

NA

Related Resource

NA

NA

NA

AWS Device Farm

155



AWS Config

Developer Guide

AWS Elastic Beanstalk

AWS Service

AWS Elastic Beanstalk

Resource Type Value

AWS: :Elas
ticBeanst
alk::Appl
ication

AWS: :Elas
ticBeanst
alk::Appl
icationVersion

AWS: :Elas
ticBeanst
alk::Envi
ronment

AWS Fault Injection Service

AWS Service

AWS Fault Injection
Service

Resource Type Value

AWS: : FIS:
:Experime
ntTemplate

Relationship

contains

is associated with

is contained in

is associated with

is contained in

is associated with

contains

Relationship

NA

Related Resource

Elastic Beanstalk
Application Version

Elastic Beanstalk
Environment

IAM role

Elastic Beanstalk
Application

Elastic Beanstalk
Environment

S3 bucket

Elastic Beanstalk
Application

Elastic Beanstalk
Application Version

IAM role

CloudFormation
Stack

Related Resource

NA

AWS Elastic Beanstalk
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AWS Global Accelerator

AWS Service Resource Type Value Relationship Related Resource
AWS Global Accelerat AWS::Glob NA NA
or alAcceler

ator::Listener

AWS: :Glob NA NA
alAcceler
ator::End
pointGroup

AWS: :Glob NA NA
alAcceler
ator::Acc
elerator

AWS Glue

AWS Service Resource Type Value Relationship Related Resource
AWS Glue AWS: :Glue::Job NA NA

AWS: :Glue NA NA
::Classifier

AWS: :Glue NA NA
::MLTransform
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AWS Ground Station

AWS Service

AWS Ground Station

AWS HealthLake

AWS Service

AWS HealthLake

Resource Type Value

AWS: :Grou
ndStation
: :Config

AWS: :Grou
ndStation
::Mission
Profile

AWS: :Grou
ndStation
::Dataflo
wEndpointGroup

Resource Type Value

AWS: :Heal
thLake: :F
HIRDatastore

Relationship

NA

NA

NA

Relationship

NA

AWS Identity and Access Management (IAM)

AWS Service

AWS ldentity and
Access Management

Resource Type Value

AWS: :IAM: :User

Relationship

is attached to

Related Resource

NA

NA

NA

Related Resource

NA

Related Resource
IAM group

IAM customer
managed policy

AWS Ground Station
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AWS Service

AWS Identity and
Access Management
Access Analyzer

Resource Type Value

AWS: : TAM: :Group

AWS: :IAM: :Role

AWS: : TAM:
:Policy

AWS: : TAM:
:SAMLProvider

AWS: : TAM:
:ServerCe
rtificate

AWS: : IAM:
:Instance
Profile

AWS: : IAM:
:0IDCProvider

AWS: :Acce
ssAnalyze
r::Analyzer

Relationship
contains

is attached to

is attached to

is attached to

NA

NA

NA

NA

NA

Related Resource
IAM user

IAM customer
managed policy

IAM customer
managed policy

IAM user
IAM group
IAM role

NA

NA

NA

NA

NA

AWS Config includes inline policies with the configuration details that it records. For more
information on inline policies, see Managed policies and inline policies in the IAM User Guide.

AWS IAM
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AWS loT

AWS Service

AWS loT

Resource Type Value

AWS: :IoT:
:Authorizer

AWS: :IoT:
:Security
Profile

AWS: :ToT:
:RoleAlias

AWS: :IoT:
:Dimension

AWS: :IoT:
:Policy

AWS: :IoT:
:Mitigati
onAction

AWS: :IoT:
:Schedule
dAudit

AWS: :IoT:
:AccountA
uditConfi
guration

AWS: : IoTS
iteWise::
Gateway

Relationship

NA

NA

NA

NA

NA

NA

NA

NA

NA

Related Resource

NA

NA

NA

NA

NA

NA

NA

NA

NA

AWS loT
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AWS Service Resource Type Value Relationship Related Resource

AWS: :IoT: NA NA
:CustomMetric

AWS: :IoT: NA NA
:JobTemplate

AWS::IoT: NA NA
:Provisio
ningTemplate

AWS: :ToT: NA NA
:CACertificate

AWS loT Wireless AWS: :ToTW NA NA
ireless::
ServiceProfile

AWS: :IoTW NA NA
ireless::
MulticastGroup

AWS: :IoTW NA NA
ireless::
FuotaTask

AWS loT Core AWS: :ToT: NA NA
:FleetMetric

AWS loT Analytics AWS: :IoTA NA NA
nalytics:
:Datastore

AWS: :IoTA NA NA
nalytics:
:Dataset
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AWS Service

AWS loT Events

AWS loT TwinMaker

Resource Type Value

AWS: :IoTA
nalytics:
:Pipeline

AWS: :ToTA
nalytics:
:Channel

AWS: : ToTE
vents::Input

AWS: :IoTE
vents: :De
tectorModel

AWS: : IoTE
vents: :Al
armModel

AWS: :IoTT
winMaker:
:Workspace

AWS: :IoTT
winMaker:
:Entity

AWS: :ToTT
winMaker:
:Scene

AWS: : ToTT
winMaker:
:SyncJob

Relationship

NA

NA

NA

NA

NA

NA

NA

NA

NA

Related Resource

NA

NA

NA

NA

NA

NA

NA

NA

NA

AWS loT
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AWS Service Resource Type Value Relationship Related Resource

AWS loT SiteWise AWS: :IoTS NA NA
iteWise::
Dashboard

AWS: :I0TS NA NA
iteWise::
Project

AWS: : IoTS NA NA
iteWise::
Portal

AWS: : IoTS NA NA
iteWise::
AssetModel

AWS loT Greengrass AWS: :Gree NA NA
Version 2 ngrassV2:

:Componen

tVersion

AWS Key Management Service

AWS Service Resource Type Value Relationship Related Resource
AWS Key Managemen  AWS: :KMS: :Key NA NA
t Service

AWS: :KMS: :Alias NA NA
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AWS Lambda

AWS Service

AWS Lambda

Resource Type Value

AWS: :Lamb
da::Function

AWS: :Lamb
da::Alias

AWS: :Lamb
da: :CodeS
igningConfig

AWS Mainframe Modernization

AWS Service

AWS Mainframe
Modernization

Resource Type Value

AWS::M2::
Environment

AWS Network Firewall

AWS Service

AWS Network
Firewall

Resource Type Value

AWS: :Netw
orkFirewa
11::Firewall

AWS: :Netw
orkFirewa

Relationship

is associated with

is contained in

NA

NA

Relationship

NA

Relationship
is attached to

is associated with

is associated with

Related Resource
IAM role

EC2 security group
EC2 subnet

NA

NA

Related Resource

NA

Related Resource
EC2 Subnet

NetworkFirewall
FirewallPolicy

NetworkFirewall
RuleGroup

AWS Lambda
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AWS Service Resource Type Value Relationship Related Resource
11l::Firew
allPolicy
AWS: :Netw NA NA
orkFirewa

11::RuleGroup

AWS: :Netw NA NA
orkFirewa

11::TLSIn

spectionC

onfiguration

AWS Network Manager

AWS Service Resource Type Value Relationship Related Resource

AWS Network AWS: :Netw NA NA
Manager orkManage

r::Transi

tGatewayR

egistration

AWS: :Netw NA NA
orkManage
r::Site

AWS: :Netw NA NA
orkManage
r::Device

AWS: :Netw NA NA
orkManage
Tr::Link
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AWS Service Resource Type Value Relationship Related Resource

AWS: :Netw NA NA
orkManage

r::Global

Network

AWS: :Netw NA NA
orkManage

r::Custom

erGateway

Association

AWS: :Netw NA NA
orkManage
r::LinkAs
sociation

AWS: :Netw NA NA
orkManage
r::ConnectPeer

AWS Panorama
AWS Service Resource Type Value Relationship Related Resource

AWS Panorama AWS: :Pano NA NA
rama: :Package

AWS Private Certificate Authority

AWS Service Resource Type Value Relationship Related Resource
AWS Private Certifica  AWS: :ACMP NA NA
te Authority CA::Certi
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AWS Service

Resource Type Value

ficateAut
hority

AWS: : ACMP
CA::Certi
ficateAut
horityAct
ivation

AWS Resilience Hub

AWS Service

AWS Resilience Hub

Resource Type Value

AWS: :Resi
lienceHub
::Resilie
ncyPolicy

AWS: :Resi

lienceHub:

AWS Resource Explorer

AWS Service

AWS Resource
Explorer

Resource Type Value

AWS: :Reso
urcekExplo

rer2::Index

:App

Relationship

NA

Relationship

NA

NA

Relationship

NA

Related Resource

NA

Related Resource

NA

NA

Related Resource

NA

AWS Resilience Hub
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AWS RoboMaker

AWS Service

AWS RoboMaker

AWS Signer

AWS Service

AWS Signer

Resource Type Value

AWS: :Robo
Maker: :Ro
botApplic
ationVersion

AWS: :Robo
Maker: :Ro
botApplication

AWS: :Robo
Maker::Si
mulationA
pplication

Resource Type Value

AWS: :Sign
er::5Signi
ngProfile

AWS Secrets Manager

AWS Service

AWS Secrets Manager

Resource Type Value

AWS: :Secr
etsManage
r::Secret

Relationship

NA

NA

NA

Relationship

NA

Relationship
is associated with

is associated with

Related Resource

NA

NA

NA

Related Resource

NA

Related Resource
Lambda function

KMS Key

AWS RoboMaker
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AWS Service Catalog

AWS Service

AWS Service Catalog

AWS Shield

AWS Service

AWS Shield

Resource Type Value

AWS: :Serv
iceCatalo
g::CloudF
ormationP
roduct

AWS: :Serv
iceCatalo
g::CloudF
ormationP
rovisione
dProduct

AWS: :Serv
iceCatalo
g::Portfolio

Resource Type Value

AWS: :Shie
1d: :Protection

AWS: :Shie
1dRegiona
1::Protection

Relationship
is contained in

is associated with

is associated with

contains

Relationship

is associated with

is associated with

is associated with

is associated with

Related Resource
Portfolio

CloudFormationProv
isionedProduct

Portfolio

CloudFormationProd
uct

CloudFormationStack

CloudFormationProd
uct

Related Resource

Amazon CloudFront
distribution

EC2 EIP

ElasticLoadBalancing
Balancer

ElasticLoadBalanci
ngV2 LoadBalancer

AWS Service Catalog
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AWS Step Functions

AWS Service

AWS Step Functions

Resource Type Value

AWS: :Step
Functions
::Activity

AWS: :Step
Functions
::StateMachine

AWS Systems Manager

AWS Service

AWS Systems
Manager

Resource Type Value

AWS: :SSM:
:ManagedI
nstanceln
ventory ’

AWS: : SSM:
:PatchCom
pliance

AWS: :SSM:
:Associat
ionCompliance

AWS: :SSM:
:FileData

AWS: :SSM:
:Document

Relationship

NA

NA

Relationship

is associated with

is associated with

is associated with

is associated with

NA

Related Resource

NA

NA

Related Resource

EC2 instance

Managed Instance
Inventory

Managed Instance
Inventory

Managed Instance
Inventory

NA

AWS Step Functions
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"To learn more about managed instance inventory, see Recording Software Configuration for

Managed Instances.

AWS Transfer Family

AWS Service

AWS Transfer Family

AWS WAF

AWS Service

AWS WAF

Resource Type Value

AWS: :Tran
sfer::Agr
eement

AWS: :Tran
sfer::Con
nector

AWS: :Tran
sfer: :Workflow

AWS: :Tran
sfer: :Cer
tificate

AWS: :Tran
sfer: :Profile

Resource Type Value

AWS : :WAF:
:RateBasedRule

AWS: :WAF: :Rule

AWS : :WAF:
:WebACL

Relationship

NA

NA

NA

NA

NA

Relationship

NA

NA

is associated with

Related Resource

NA

NA

NA

NA

NA

Related Resource

NA

NA

WAF Rule

WAF rate based rule

AWS Transfer Family
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AWS Service Resource Type Value Relationship Related Resource

WAF Rulegroup

AWS: :WAF: is associated with WAF Rule

:RuleGroup

AWS : :WAFR NA NA

egional::

RateBasedRule

AWS: :WAFR NA NA

egional: :Rule

AWS : :WAFR is associated with ElasticLoadBalanci

egional:: ngV2 LoadBalancer

WebACL
WAFRegional Rule
WAFRegional rate
based rule
WAFRegional
Rulegroup

AWS: :WAFR is associated with WAFRegional Rule

egional::

RuleGroup

AWS WAF V2 AWS : :WAFv is associated with ElasticLoadBalanci
2::WebACL ngV2 LoadBalancer

ApiGateway Stage
WAFv2 IPSet

WAFv2 RegexPatt
ernSet

WAFv2 RuleGroup

AWS WAF
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AWS Service Resource Type Value

AWS : :WAFv
2::RuleGroup

AWS: :WAFv
2::Manage
dRuleSet

AWS : :WAFv
2::IPSet

AWS : :WAFv
2::RegexP
atternSet

AWS X-Ray

AWS Service Resource Type Value

AWS X-Ray AWS: : XRay
::Encrypt

ionConfig

Elastic Load Balancing

AWS Service Resource Type Value
Elastic Load Application Load
Balancing Balancer

Relationship

is associated with

is associated with

NA

NA

Relationship

NA

Relationship
is associated with

is attached to

Related Resource

WAFv2 ManagedRu
leSet

WAFv2 |IPSet

WAFv2 RegexPatt
ernSet

WAFv2 RuleGroup

NA

NA

Related Resource

NA

Related Resource
EC2 security group

Subnet

AWS X-Ray
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AWS Service Resource Type Value Relationship Related Resource
AWS: :Elas is contained in Virtual private cloud
ticlLoadBa (VPC)
lancingV2
::LoadBalancer
Application Load NA NA

Balancer Listener

AWS: :Elas
ticLoadBa
lancingV2
::Listener

Classic Load Balancer is associated with EC2 security group

AWS: :Elas is attached to Subnet
ticLoadBa

lancing:: is contained in Virtual private cloud

LoadBalancer (VPC)

Network Load NA NA
Balancer

AWS::Elas
ticLoadBa
lancingV2
: :LoadBalancer

AWS Elemental MediaConnect

AWS Service Resource Type Value Relationship Related Resource

AWS Elemental AWS : :Medi NA NA
MediaConnect aConnect:
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AWS Service Resource Type Value Relationship Related Resource

:FlowEnti
tlement

AWS: :Medi NA NA
aConnect:
:FlowVpclI
nterface

AWS: :Medi NA NA
aConnect:
:FlowSource

AWS Elemental MediaPackage

AWS Service Resource Type Value Relationship Related Resource

AWS Elemental AWS: :Medi NA NA
MediaPackage aPackage:

:Packagin

gGroup

AWS: :Medi NA NA
aPackage:

:Packagin

gConfiguration

AWS Elemental MediaTailor

AWS Service Resource Type Value Relationship Related Resource
AWS Elemental AWS: :Medi NA NA
MediaTailor aTailor::
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AWS Service Resource Type Value Relationship Related Resource
PlaybackC
onfiguration

Resource Coverage by Region Availability

North and South America Regions

Resource type

AWS::ACM::Certificate

AWS::AutoScaling:
AutoScalingGroup

AWS::AutoScaling::
LaunchConfiguration

AWS::AutoScaling::
ScalingPolicy

AWS::AutoScaling::
ScheduledAction

us South uUs us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

WOOOOOO
Yes Yes Yes Yes Yes Yes Yes
VWOOOOOO
Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOO
Yes Yes Yes Yes Yes Yes Yes
WOOOOOO
Yes Yes Yes Yes Yes Yes Yes
VWOOOOOO
Yes Yes Yes Yes Yes Yes Yes

Resource Coverage by Region Availability
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Resource type us
East
(Ohio)
AWS::CloudTrail::Trail @
Yes
AWS::CloudWatch::Alarm @
Yes
AWS::CodePipeline::Pipeline @
Yes
AWS::DynamoDB::Table @
Yes
AWS::EC2::CustomerGateway @
Yes
AWS::EC2::EIP @
Yes
AWS::EC2::EgressOn
lylnternetGateway
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

IEEEEE
VOLOOO
IEEEEE
VOLOOO
IEEEEE
VOLOOO
IEEEEE

North and South America
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AWS Config

Resource type us
East

(Ohio)

AWS::EC2::FlowLog @
Yes

AWS::EC2::Host @
Yes

AWS::EC2::Instance @
Yes

AWS::EC2:InternetGateway @
Yes

AWS::EC2::NatGateway @
Yes

AWS::EC2::NetworkAcl @
Yes

AWS::EC2::Networkinterface @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

VOLOOOo
IEEEEE
VOLOOO
IEEEEE
VOLOOOo
IEEEEE
OOV

North and South America
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Resource type us
East
(Ohio)
AWS::EC2::RouteTable @
Yes
AWS::EC2::SecurityGroup @
Yes
AWS::EC2::Subnet @
Yes
AWS::EC2::.VPC @
Yes
AWS::EC2::VPCEndpoint @
Yes
AWS::EC2:
:VPCEndpointService
Yes
AWS::EC2::VPCPeeri
ngConnection
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

WOOOOOO
Yes Yes Yes Yes Yes Yes
VWOOOOO
Yes Yes Yes Yes Yes Yes
VWOOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOOO
Yes Yes Yes Yes Yes Yes
VWOOOOO
Yes Yes Yes Yes Yes Yes

North and South America
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Resource type us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::EC2::VPNConnection @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes
AWS::EC2::\VPNGateway @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes
AWS::EC2::Volume @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes
AWS::ElasticLoadBa
lancing::LoadBalancer
Yes Yes Yes Yes Yes Yes Yes
AWS::ElasticLoadBa
lancingV2::LoadBalancer
Yes Yes Yes Yes Yes Yes Yes
AWS::Elasticsearch::Domain @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes
AWS::IAM::Group @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
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Resource type us South us us us Canada Canada
East America East West West (Central) West

(Ohio) (Sao (N. (Oregon) (N. (Calgary)

Paulo) Virginia) Californi
a)

AWS::IAM::Policy @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

BN OO NONOXOXOXO
Yes Yes Yes Yes Yes Yes No

N O NONONONOXOXO
Yes Yes Yes Yes Yes Yes No

BN ONONONOXOXOXO,
Yes Yes Yes Yes Yes Yes Yes

AWS::Lambda::Function @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes

AWS::RDS::DBCluster @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes
AWS::RDS::DBClusterSnapshot @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes
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AWS Config

Resource type us
East

(Ohio)

AWS::RDS::DBInstance @
Yes

AWS::RDS::DBSecurityGroup @
Yes

AWS::RDS::DBSnapshot @
Yes

AWS::RDS::DBSubnetGroup @
Yes

AWS::RDS::EventSubscription @
Yes

AWS::Redshift::Cluster @
Yes

AWS::Redshift::Clu
sterParameterGroup

Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

WOOOOOO
Yes Yes Yes Yes Yes Yes
VWOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOO
Yes Yes Yes Yes Yes Yes
WOOOOO
Yes Yes Yes Yes Yes Yes

North and South America
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Resource type us South us us US Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::Redshift::Clu
sterSecurityGroup
Yes Yes Yes Yes Yes Yes Yes
AWS::Redshift::Clu
sterSnapshot
Yes Yes Yes Yes Yes Yes Yes
AWS::Redshift::Clu
sterSubnetGroup
Yes Yes Yes Yes Yes Yes Yes
AWS::Redshift::Eve
ntSubscription
Yes Yes Yes Yes Yes Yes Yes
AWS::S3::AccountPu
blicAccessBlock
Yes Yes Yes Yes Yes Yes No
AWS::S3::Bucket @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes
RN O XONONONOXOXO,
Yes Yes Yes Yes Yes Yes Yes
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Resource type us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
N OO NONONOXOXO,
Yes Yes Yes Yes Yes Yes No
AWS::ACMPCA::Certi
ficateAuthority
Yes Yes Yes Yes Yes Yes No
AWS::ACMPCA::Certi
ficateAuthorityActivation
Yes Yes Yes Yes Yes Yes No
AWS::APS::RuleGrou
psNamespace
Yes Yes Yes Yes No No No
AWS::AccessAnalyze
r::Analyzer
Yes Yes Yes Yes Yes Yes No
AWS::AmazonMQ::Broker @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
T 000000 ®
Yes Yes Yes Yes Yes Yes No

North and South America 184



AWS Config Developer Guide

Resource type us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::Amplify::Branch @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::ApiGateway::RestApi @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes No

AWS::ApiGateway::Stage @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::ApiGatewayV2::Api @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::ApiGatewayV2::Stage @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::AppConfig::Application @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::AppConfig::Co
nfigurationProfile

Yes Yes Yes Yes Yes Yes No
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Resource type us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::AppConfig::De
ploymentStrategy
Yes Yes Yes Yes Yes Yes No
AWS::AppC
onfig::Environment
Yes Yes Yes Yes Yes Yes No
AWS::AppConfig::Ex
tensionAssociation
Yes Yes Yes Yes Yes Yes No
AWS::AppConfig::Ho
stedConfigurationVersion
Yes Yes Yes Yes Yes Yes No
AWS::AppFlow::Flow @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::Appintegratio
ns::Eventintegration
No No Yes Yes No Yes No
AWS::AppM
esh::GatewayRoute
Yes Yes Yes Yes Yes Yes No
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Resource type

AWS::AppMesh::Mesh

AWS::AppMesh::Route

AWS::AppMesh::Virt
ualGateway

us
East
(Ohio)

©

Yes

©

Yes

©

Yes

AWS::AppMesh::VirtualNode @

Yes

AWS::AppMesh::VirtualRouter @

Yes

AWS::AppMesh::VirtualService @

Yes

AWS::AppRunner::Service @

Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

IEEEEE
VOLOOOo
IEEEEE
VOLOOO
IEEEEE
VOLOOOo
IEEEEE

North and South America
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Resource type us
East
(Ohio)
AWS::AppRunner::Vp
cConnector
Yes
AWS::AppStream::Application @
Yes
AWS::AppStream::Di
rectoryConfig
Yes
AWS::AppStream::Fleet @
Yes
AWS::AppStream::Stack @
Yes
AWS::AppSync::GraphQLApi @
Yes
AWS::Athena::DataCatalog @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

POOOOO
IEEEEE
VOLOOO
IEEEEE
POOOOO
IEEEEE
VOLOOOo

North and South America
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Resource type us
East
(Ohio)
AWS::Athena::Prepa
redStatement
Yes
AWS::Athena::WorkGroup @
Yes
AWS::AuditManager:
:Assessment
Yes
AWS::AutoScaling::WarmPool @
Yes
AWS::Backup::BackupPlan @
Yes
AWS::Backup::Backu
pSelection
Yes
AWS::Backup::BackupVault @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

IEEEEE
VOLOOOo
IEEEEE
VOLOOO
IEEEEE
VOLOOOo
IEEEEE

North and South America
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Resource type us South us us us Canada Canada

East America East West West (Central) West

(Ohio) (Sao (N. (Oregon) (N. (Calgary)

Paulo) Virginia) Californi
a)
AWS::Backup::RecoveryPoint @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::Backup::ReportPlan @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::Batch::Comput
eEnvironment

Yes Yes Yes Yes Yes Yes No

AWS::Batch::JobQueue @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Batch::SchedulingPolicy @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Budgets::BudgetsAction ® ® @ ® ® ® ®
No No Yes No No No No

AWS::Cassandra::Keyspace @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
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Resource type us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::Cloud9::Envir
onmentEC2
Yes Yes Yes Yes Yes Yes No
AWS::CloudFormation::Stack @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes No
AWS::CloudFront::Distribution ® ® @ ® ® ® ®
No No Yes No No No No
AWS::CloudFront::S
treamingDistribution
No No Yes No No No No
AWS::CloudWatch::M
etricStream
Yes Yes Yes Yes Yes Yes No
AWS::CodeArtifact::Repository @ ® @ @ ® ® ®
Yes No Yes Yes No No No
AWS::CodeBuild::Project @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
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AWS Config
Resource type us
East
(Ohio)
AWS::CodeBuild::ReportGroup @
Yes
AWS::Code
Deploy::Application
Yes
AWS::CodeDeploy::D
eploymentConfig
Yes
AWS::CodeDeploy::D
eploymentGroup
Yes
AWS::CodeGuruProfi
ler::ProfilingGroup
Yes
AWS::CodeGuruRevie
wer::RepositoryAssociation
Yes
AWS::Cognito::UserPool @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

VOLOOOo
IEEEEE
VOLOOOo
IEEEEE
POOOOO
IEEEEE
VOLOOOo

North and South America
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Resource type

AWS::Cognito::UserPoolClient

AWS::Cognito::UserPoolGroup

AWS::Config::Confi
gurationRecorder

AWS::Config::Confo
rmancePackCompliance

AWS::Config::Resou
rceCompliance

AWS::Connect::Instance

AWS::Connect::PhoneNumber

us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

IEEEEEE
VOLLOOO
IEEEEEE
VOLOOOO
IEEEEEE
POOOLOO
IEEEEEE

North and South America
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Resource type

AWS::Connect::QuickConnect

AWS::CustomerProfi
les::Domain

AWS::CustomerProfi

les::ObjectType

AWS::DMS::Certificate

AWS::DMS::Endpoint

AWS::DMS::EventSubscription

AWS::DMS::Replicat
ionlnstance

us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

POOOLOO
IEEEEEE
POOOLOO®
IEEEEEE
VOLLOOO
IEEEEEE
VOLLOOO

North and South America
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AWS Config
Resource type us
East
(Ohio)
AWS::DMS::Replicat
ionSubnetGroup
Yes
AWS::DMS::ReplicationTask @
Yes
AWS::DataSync::LocationEFS @
Yes
AWS::DataSync::Loc
ationFSxLustre
Yes
AWS::DataSync::Loc
ationFSxWindows
Yes
AWS::DataSync::Loc
ationHDFS
Yes
AWS::DataSync::LocationNFS @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

IEEEEE
VOLOOOo
IEEEEE
VOLOOO
IEEEEE
VOLOOOo
IEEEEE
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Resource type us
East
(Ohio)
AWS::DataSync::Loc
ationObjectStorage
Yes
AWS::DataSync::LocationS3 @
Yes
AWS::DataSync::LocationSMB @
Yes
AWS::DataSync::Task @
Yes
AWS::Detective::Graph @
Yes
AWS::DeviceFarm::I
nstanceProfile
No
AWS::DeviceFarm::Project ®
No

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

VOLOOOo
IEEEEE
VOLOOOo
IEEEEE
VOLOOOo
IEEEEE
POOOOO
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Resource type us
East
(Ohio)
AWS::DeviceFarm::T
estGridProject
No
AWS::EC2::Capacity
Reservation
Yes
AWS::EC2::CarrierGateway @
Yes
AWS::EC2::ClientVpnEndpoint @
Yes
AWS::EC2::DHCPOptions @
Yes
AWS::EC2::EC2Fleet @
Yes
AWS::EC2::IPAM @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

IEEEEE
VOLOOOo
IEEEEE
VOLOOO
IEEEEE
VOLOOOo
IEEEEE

North and South America
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Resource type us
East
(Ohio)
AWS::EC2::IPAMPool @
Yes
AWS::EC2::IPAMScope @
Yes
AWS::EC2::LaunchTemplate @
Yes
AWS::EC2::Networkl
nsightsAccessScope
Yes
AWS::EC2::Networkl
nsightsAccessScopeAnalysis
Yes
AWS::EC2::Networkl
nsightsAnalysis
Yes
AWS::EC2::Networkl
nsightsPath
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

VOLOOOo
IEEEEE
VOLOOOo
IEEEEE
VOLOOOo
IEEEEE
VOLOOOo
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Resource type

AWS::EC2::PrefixList

AWS::EC2::Register
edHAInstance

AWS::EC2::SpotFleet

AWS::EC2::SubnetRo
uteTableAssociation

us
East
(Ohio)

©

Yes

©

Yes

©

Yes

©

Yes

AWS::EC2::TrafficMirrorFilter @

AWS::EC2:: TrafficM
irrorSession

Yes

©

Yes

AWS::EC2::TrafficMirrorTarget @

Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

IEEEEE
VOLOOOo
IEEEEE
VOLOOO
IEEEEE
VOLOOOo
IEEEEE

North and South America
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Resource type us
East
(Ohio)
AWS::EC2:: TransitGateway @
Yes
AWS::EC2::TransitG
atewayAttachment
Yes
AWS::EC2::TransitG
atewayConnect
Yes
AWS::EC2::TransitG
atewayMulticastDomain
Yes
AWS::EC2::TransitG
atewayRouteTable
Yes
AWS::ECR::PublicRepository ®
No
AWS::ECR::PullThro
ughCacheRule
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

VOLOOOo
IEEEEE
VOLOOOo
IEEEEE
VOLOOOo
IEEEEE
VOLOOOo
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AWS Config

Resource type us
East

(Ohio)

AWS::ECR::RegistryPolicy @
Yes

AWS::ECR::Repository @
Yes

AWS::ECS::CapacityProvider @
Yes

AWS::ECS::Cluster @
Yes

AWS::ECS::Service @
Yes

AWS::ECS::TaskDefinition @
Yes

AWS::ECS::TaskSet @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

IEEEEE
VOLOOOo
IEEEEE
VOLOOO
IEEEEE
VOLOOO
IEEEEE
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Resource type us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::EFS::AccessPoint @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::EFS::FileSystem @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::EKS::Addon @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::EKS::Cluster @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::EKS::FargateProfile @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::EKS::Identity
ProviderConfig
Yes Yes Yes Yes Yes Yes No
AWS::EMR::Security
Configuration
Yes Yes Yes Yes Yes Yes No
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Resource type us South us us US Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::ElasticBeanst
alk::Application
Yes Yes Yes Yes Yes Yes No
AWS::ElasticBeanst
alk::ApplicationVersion
Yes Yes Yes Yes Yes Yes No
AWS::ElasticBeanst
alk::Environment
Yes Yes Yes Yes Yes Yes No
AWS::ElasticLoadBa
lancingV2::Listener
Yes Yes Yes Yes Yes Yes No
AWS::EventSchemas:
:Discoverer
Yes Yes Yes Yes Yes Yes No
AWS::EventSchemas::Registry @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::EventSchemas:
:RegistryPolicy
Yes Yes Yes Yes Yes Yes No
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Resource type us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::EventSchemas::Schema @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Events::ApiDestination @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Events::Archive @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Events::Connection @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Events::Endpoint @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Events::EventBus @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::Events::Rule @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
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AWS::Evidently::Launch @
Yes
AWS::Evidently::Project @
Yes
AWS::Evidently::Segment @
Yes
AWS::FIS::Experime
ntTemplate
Yes
AWS::Forecast::Dataset @
Yes
AWS::Forecast::DatasetGroup @
Yes
AWS::FraudDetector
=EntityType
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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AWS::FraudDetector::Label @
Yes
AWS::FraudDetector
::Outcome
Yes
AWS::FraudDetector::Variable @
Yes
AWS::GlobalAcceler
ator::Accelerator
No
AWS::GlobalAcceler
ator::EndpointGroup
No
AWS::GlobalAcceler
ator::Listener
No
AWS::Glue::Classifier @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)

POOOOO
IEEEEE
POLOOOO
IEEEEE
POOOOO
IEEEEE
VOLOOOo

North and South America

206



Developer Guide

AWS Config
Resource type us
East
(Ohio)
AWS::Glue::Job @
Yes
AWS::Glue::MLTransform @
Yes
AWS::Grafana::Workspace @
Yes
AWS::GreengrassV2:
:ComponentVersion
Yes
AWS::GroundStation::Config @
Yes
AWS::GroundStation
::DataflowEndpointGroup
Yes
AWS::GroundStation
::MissionProfile
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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South us
America East
(Sao (N.

Paulo) Virginia)

us
West
(Oregon)

us Canada Canada
West (Central) West
(N. (Calgary)
Californi
a)

AWS::GuardDuty::Detector @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

AWS::GuardDuty::Filter

AWS::GuardDuty::IPSet

AWS::GuardDuty::Th
reatintelSet

AWS::HealthLake::F
HIRDatastore

AWS::IAM::InstanceProfile

AWS::IAM::OIDCProvider

IEEEEEE
VOLVOOO
IEEEEEE

VOLLOOO
IEEEEEE
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East
(Ohio)
AWS::IAM::SAMLProvider ®
No
AWS::IAM::ServerCertificate ®
No
AWS::IVS::Channel ®
No
AWS::IVS::PlaybackKeyPair ®
No
AWS::IVS::Recordin
gConfiguration
No
AWS::ImageBuilder:
:ContainerRecipe
Yes
AWS::ImageBuilder:
:DistributionConfiguration
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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AWS::ImageBuilder:
:ImagePipeline
Yes
AWS::ImageBuilder:
:ImageRecipe
Yes
AWS::ImageBuilder:Infrastr
uctureConfiguration
Yes
AWS::InspectorV2::Filter @
Yes
AWS::loT::AccountA
uditConfiguration
Yes
AWS::loT::Authorizer @
Yes
AWS::loT::CACertificate @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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AWS::loT::CustomMetric @
Yes
AWS::loT::Dimension @
Yes
AWS::loT::FleetMetric @
Yes
AWS::loT::JobTemplate @
Yes
AWS::loT::MitigationAction @
Yes
AWS::loT::Policy @
Yes
AWS::loT::Provisio
ningTemplate
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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AWS::loT::RoleAlias @
Yes

AWS::loT::ScheduledAudit @
Yes

AWS::loT::SecurityProfile @
Yes

AWS::loTAnalytics::Channel @
Yes

AWS::loTAnalytics::Dataset @
Yes

AWS::loTAnalytics::Datastore @
Yes

AWS::loTAnalytics::Pipeline @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::loTEvents::AlarmModel @ ® @ @ ® @ ®

Yes No Yes Yes No Yes No
AWS::loTEvents::De
tectorModel

Yes No Yes Yes No Yes No

AWS::loTEvents::Input @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No

AWS::loTSiteWise::AssetModel @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No

AWS::loTSiteWise::Dashboard @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No

AWS::loTSiteWise::Gateway @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No

AWS::loTSiteWise::Portal @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::loTSiteWise::Project @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No
AWS::loTTwinMaker:
:ComponentType
No No Yes Yes No No No
AWS::loTTwinMaker::Entity ® ® @ @ ® ® ®
No No Yes Yes No No No
AWS::loTTwinMaker::Scene ® ® @ @ ® ® ®
No No Yes Yes No No No
AWS::loTTwinMaker::SyncJob ® ® @ @ ® ® ®
No No Yes Yes No No No
AWS::loTTwinMaker:
:Workspace
No No Yes Yes No No No
AWS::loTWireless::FuotaTask ® @ @ @ ® ® ®
No Yes Yes Yes No No No
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(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::loTWireless::
MulticastGroup
No Yes Yes Yes No No No
AWS::loTWireless::
ServiceProfile
No Yes Yes Yes No No No
AWS::KMS::Alias @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::KafkaConnect:
:Connector
Yes Yes Yes Yes Yes Yes No
AWS::Kendra::Index @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No
AWS::Kinesis::Stream @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::Kinesis::Stre
amConsumer
Yes Yes Yes Yes Yes Yes No
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AWS::KinesisAnalyt
icsV2::Application
Yes
AWS::KinesisFireho
se::DeliveryStream
Yes
AWS::KinesisVideo:
:SignalingChannel
Yes
AWS::KinesisVideo::Stream @
Yes
AWS::Lambda::CodeS
igningConfig
Yes
AWS::Lex::Bot ®
No
AWS::Lex::BotAlias ®
No

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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(Ohio)

AWS::Lightsail::Bucket @
Yes

AWS::Lightsail::Certificate @
Yes

AWS::Lightsail::Disk @
Yes

AWS::Lightsail::Staticlp @
Yes

AWS::Logs::Destination @
Yes

AWS::LookoutMetrics::Alert @
Yes

AWS::LookoutVision::Project @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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(Ohio)

AWS::M2::Environment @
Yes

AWS::MSK::BatchScramSecret @
Yes

AWS::MSK::Cluster @
Yes

AWS::MSK::ClusterPolicy @
Yes

AWS::MSK::Configuration @
Yes

AWS::MSK::VpcConnection @
Yes

AWS::MediaConnect:
:FlowEntitlement

Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::MediaConnect:
:FlowSource
Yes Yes Yes Yes Yes Yes No
AWS::MediaConnect:
:FlowVpcinterface
Yes Yes Yes Yes Yes Yes No
AWS::MediaPackage:
:PackagingConfiguration
Yes Yes Yes Yes Yes No No
AWS::MediaPackage:
:PackagingGroup
Yes Yes Yes Yes Yes No No
AWS::MediaTailor::
PlaybackConfiguration
Yes No Yes Yes No No No
AWS::Memo
ryDB::SubnetGroup
Yes Yes Yes Yes Yes Yes No
AWS::Netw
orkFirewall::Firewall
Yes Yes Yes Yes Yes Yes No
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AWS::NetworkFirewa
ll::FirewallPolicy
Yes
AWS::NetworkFirewa
l::RuleGroup
Yes
AWS::NetworkFirewall::TLSIn
spectionConfiguration
Yes
AWS::NetworkManage
r::ConnectPeer
No
AWS::NetworkManage
r::CustomerGateway
Association
No
AWS::Netw
orkManager::Device
No
AWS::NetworkManage
r::GlobalNetwork
No

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::NetworkManager:Link ® ® ® @ ® ® ®
No No No Yes No No No
AWS::NetworkManage
r::LinkAssociation
No No No Yes No No No
AWS::NetworkManager::Site ® ® ® @ ® ® ®
No No No Yes No No No
AWS::NetworkManage
r:-TransitGatewayRegistration
No No No Yes No No No
AWS::OpenSearch::Domain @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::Panorama::Package ® ® @ @ ® @ ®
No No Yes Yes No Yes No
AWS::Personalize::Dataset @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No
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AWS::Personalize::
DatasetGroup
Yes
AWS::Personalize::Schema @
Yes
AWS::Personalize::Solution @
Yes
AWS::Pinpoint::App ®
No
AWS::Pinpoint::App
licationSettings
No
AWS::Pinpoint::Campaign ®
No
AWS::Pinpoint::EmailChannel ®
No

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::Pinpoint::Ema
ilTemplate
No No Yes Yes No Yes No
AWS::Pinpoint::EventStream ® ® @ @ ® @ @
No No Yes Yes No Yes No
AWS::Pinpoint::InA
ppTemplate
Yes No Yes Yes No Yes No
AWS::Pinpoint::Segment ® ® @ @ ® @ ®
No No Yes Yes No Yes No
AWS::QLDB::Ledger @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No
AWS::QuickSight::DataSource @ @ @ @ ® @ ®
Yes Yes Yes Yes No Yes No
AWS::QuickSight::Template @ @ @ @ ® @ ®
Yes Yes Yes Yes No Yes No
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::QuickSight::Theme @ @ @ @ ® @ ®
Yes Yes Yes Yes No Yes No
AWS::RDS::GlobalCluster @ ® @ @ @ @ ®
Yes No Yes Yes Yes Yes No
AWS::RDS::OptionGroup @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::RUM::AppMonitor @ ® @ @ ® ® ®
Yes No Yes Yes No No No
AWS::Redshift::End
pointAccess
Yes Yes Yes Yes Yes Yes No
AWS::Redshift::End
pointAuthorization
Yes Yes Yes Yes Yes Yes No
AWS::Redshift::Sch
eduledAction
Yes Yes Yes Yes Yes Yes No
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::ResilienceHub::App @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::ResilienceHub
::ResiliencyPolicy
Yes Yes Yes Yes Yes Yes No
AWS::ResourceExplo
rer2::Index
Yes Yes Yes Yes Yes Yes No
AWS::RoboMaker::Ro
botApplication
Yes No Yes Yes No No No
AWS::RoboMaker::Ro
botApplicationVersion
Yes No Yes Yes No No No
AWS::RoboMaker::Si
mulationApplication
Yes No Yes Yes No No No
AWS::Route53::HealthCheck ® ® @ ® ® ® ®
No No Yes No No No No
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::Route53::HostedZone ® ® @ ® ® ® ®
No No Yes No No No No
AWS::Route53Recove
ryControl::Cluster
No No No Yes No No No
AWS::Route53Recove
ryControl::ControlPanel
No No No Yes No No No
AWS::Route53Recove
ryControl::RoutingControl
No No No Yes No No No
AWS::Route53Recove
ryControl::SafetyRule
No No No Yes No No No
AWS::Route53Recove
ryReadiness::Cell
No No No Yes No No No
AWS::Route53Recove
ryReadiness::ReadinessCheck
No No No Yes No No No
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(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::Route53Recove
ryReadiness::RecoveryGroup
No No No Yes No No No
AWS::Route53Recove
ryReadiness::ResourceSet
No No No Yes No No No
AWS::Route53Resolv
er::FirewallDomainList
Yes Yes Yes Yes Yes Yes No
AWS::Route53Resolv
er::FirewallRuleGroup
Yes Yes Yes Yes Yes Yes No
AWS::Route53Resolver::Firew
allRuleGroupAssociation
Yes Yes Yes Yes Yes Yes No
AWS::Route53Resolv
er::ResolverEndpoint
Yes Yes Yes Yes Yes Yes No
AWS::Route53Resolver::Resol
verQuerylLoggingConfig
Yes Yes Yes Yes Yes Yes No
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AWS::Route53Resolv
er::ResolverQueryL

oggingConfigAssociation

Yes
AWS::Route53Resolv
er::ResolverRule @
Yes
AWS::Route53Resolv
er::ResolverRuleAssociation @
Yes
AWS::S3::AccessPoint @
Yes
AWS::S3::MultiRegi ®
onAccessPoint
No
AWS::S3::StoragelLens @
Yes
AWS::SES::ConfigurationSet @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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AWS::SES::ContactList @
Yes
AWS::SES::ReceiptFilter ®
No
AWS::SES::ReceiptRuleSet ®
No
AWS::SES::Template @
Yes
AWS::SSM::Associat
ionCompliance
Yes
AWS::SSM::Document @
Yes
AWS::SSM::FileData @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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East
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AWS::SSM::Managed|
nstancelnventory
Yes
AWS::SSM::PatchCompliance @
Yes
AWS::SageMaker::Ap
plmageConfig
Yes
AWS::SageMaker::Co
deRepository
Yes
AWS::SageMaker::Domain @
Yes
AWS::SageMaker::En
dpointConfig
Yes
AWS::SageMaker::Fe
atureGroup
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
AWS::SageMaker::Image @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::SageMaker::Model @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes No
AWS::SageMaker::No
tebooklnstance
Yes Yes Yes Yes Yes Yes No
AWS::SageMaker::No
tebookinstanceLife
leConfi
cyctet-onfig Yes Yes Yes Yes Yes Yes No
AWS::SageMaker::Workteam @ ® @ @ ® @ ®
Yes No Yes Yes No Yes No
AWS::SecretsManager::Secret @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::ServiceCatalo
g::CloudFormationProduct
Yes Yes Yes Yes Yes Yes No
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AWS::ServiceCatalog::CloudF
ormationProvisionedProduct

AWS::ServiceCatalo
g::Portfolio

AWS::ServiceDiscov
ery::HttpNamespace

AWS::ServiceDiscov
ery::lnstance

AWS::ServiceDiscov
ery::PublicDnsNamespace

AWS::ServiceDiscov
ery::Service

AWS::Shield::Protection

us South us us us Canada Canada
East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)
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AWS::ShieldRegiona
l::Protection
Yes
AWS::Signer::SigningProfile @
Yes
AWS::StepFunctions::Activity @
Yes
AWS::StepFunctions
::StateMachine
Yes
AWS::Transfer::Agreement @
Yes
AWS::Transfer::Certificate @
Yes
AWS::Transfer::Connector @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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AWS::Transfer::Profile @
Yes
AWS::Transfer::Workflow @
Yes
AWS::WAF::RateBasedRule ®
No
AWS::WAF:Rule ®
No
AWS::WAF::RuleGroup ®
No
AWS::WAF::WebACL ®
No
AWS::\WAFRegional::
RateBasedRule
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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AWS::\WAFRegional::Rule @
Yes
AWS::WAFR
egional::RuleGroup
Yes
AWS::WAFRegional::WebACL @
Yes
AWS::WAFv2::IPSet @
Yes
AWS::WAFv
2::ManagedRuleSet
Yes
AWS::WAFv
2::RegexPatternSet
Yes
AWS::WAFv2::RuleGroup @
Yes

South us us us Canada Canada
America East West West (Central) West
(Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi

a)
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East America East West West (Central) West
(Ohio) (Sao (N. (Oregon) (N. (Calgary)
Paulo) Virginia) Californi
a)

AWS::WAFv2::WebACL @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No
AWS::WorkSpaces::C
onnectionAlias
No Yes Yes Yes No Yes No
AWS::WorkSpaces::Workspace ® @ @ @ ® @ ®
No Yes Yes Yes No Yes No
AWS::XRay::EncryptionConfig @ @ @ @ @ @ ®
Yes Yes Yes Yes Yes Yes No

Europe Regions

Resource type Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

N O NONONONORONOXO,
Yes Yes Yes Yes Yes Yes Yes Yes
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m) t)

AWS::AutoScaling::
AutoScalingGroup
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::AutoScaling::
LaunchConfiguration
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::AutoScaling::
ScalingPolicy
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::AutoScaling::
ScheduledAction
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::CloudTrail::Trail @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::CloudWatch::Alarm @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Code
Pipeline::Pipeline
Yes Yes Yes Yes Yes Yes No No
AWS::DynamoDB::Table @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
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m) t)

AWS::EC2:

:CustomerGateway
Yes Yes Yes Yes Yes Yes Yes Yes
AN O NONONONONONOXO,
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::EC2::EgressOn

lylnternetGateway
Yes Yes Yes Yes Yes Yes No Yes
A O NONONOROXOXOKO,
Yes Yes Yes Yes Yes Yes No Yes
AN O NONONONONONOXD,
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::EC2::Instance @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::EC2::InternetGateway @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::EC2::NatGateway @ @ @ @ @ @ ® @
Yes Yes Yes Yes Yes Yes No Yes
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AWS::EC2::NetworkAcl

AWS::EC2:
:NetworklInterface

AWS::EC2::RouteTable

Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

Yes Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::EC2::SecurityGroup @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::EC2::Subnet

AWS::EC2::VPC

AWS::EC2::VPCEndpoint

AWS::EC2:
:VPCEndpointService

VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
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AWS::EC2::VPCPeeri
ngConnection

AWS::EC2::VPNConnection

AWS::EC2::VPNGateway

AWS::EC2::Volume

AWS::ElasticLoadBa
lancing::LoadBalancer

AWS::ElasticLoadBa
lancingV2::LoadBalancer

AWS::Elas
ticsearch::Domain

AWS::IAM::Group

Europe Europe Europe Europe Europe Europe Europe Europe
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m) t)

AN O N OO NOROXOXOKS,
Yes Yes Yes Yes Yes Yes No No
AN O NONONONONONOXO,
Yes Yes Yes Yes Yes Yes No No
AN O NONONONONONONO,
Yes Yes Yes Yes Yes Yes No No
AN ONONONONONONOKO,
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Lambda::Function @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::RDS::DBCluster @ @ @ @ @ @ ® @
Yes Yes Yes Yes Yes Yes No Yes
AWS::RDS:

:DBClusterSnapshot
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::RDS::DBlnstance @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
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AWS::RDS:
:DBSecurityGroup

AWS::RDS::DBSnapshot

AWS::RDS::DBSubnetGroup

AWS::RDS:
:EventSubscription

AWS::Redshift::Cluster

AWS::Redshift::Clu
sterParameterGroup

AWS::Redshift::Clu
sterSecurityGroup

AWS::Redshift::Clu
sterSnapshot

Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)

m) t)

WOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
WOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
WOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
WOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
VWOOOOOOOO
Yes Yes Yes Yes Yes Yes Yes Yes
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AWS::Redshift::Clu
sterSubnetGroup

AWS::Redshift::Eve
ntSubscription

AWS::S3::AccountPu
blicAccessBlock

AWS::S3::Bucket

AWS::SNS::Topic

AWS::SQS::Queue

AWS::ACMPCA::Certi

ficateAuthority

AWS::ACMPCA::Certi

ficateAuthorityActivation

Europe Europe Europe Europe Europe Europe Europe Europe
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AWS::APS::RuleGrou
psNamespace
Yes Yes Yes Yes Yes No No No
AWS::AccessAnalyze
r::Analyzer
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::AmazonMQ::Broker @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
R O NONONONONOXOKO,
Yes Yes Yes Yes Yes Yes No No
AWS::Amplify::Branch @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::ApiGateway::RestApi @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ApiGateway::Stage @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ApiGatewayV2::Api @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
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m) t)

AWS::ApiGatewayV2::Stage @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::AppC
onfig::Application
Yes Yes Yes Yes Yes Yes No No
AWS::AppConfig::Co
nfigurationProfile
Yes Yes Yes Yes Yes Yes No No
AWS::AppConfig::De
ploymentStrategy
Yes Yes Yes Yes Yes Yes No No
AWS::AppC
onfig::Environment
Yes Yes Yes Yes Yes Yes No No
AWS::AppConfig::Ex
tensionAssociation
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::AppConfig::Ho
stedConfigurationVersion
Yes Yes Yes Yes Yes Yes No No
R O NONONORONONONO,
No Yes Yes Yes Yes No No No

Europe 245



AWS Config

Developer Guide

Resource type

AWS::Applntegratio
ns::Eventintegration

AWS::AppM
esh::GatewayRoute

AWS::AppMesh::Mesh

AWS::AppMesh::Route

AWS::AppMesh::Virt
ualGateway

AWS::AppM
esh::VirtualNode

AWS::AppM
esh::VirtualRouter

AWS::AppM
esh::VirtualService

Europe Europe Europe Europe Europe Europe Europe Europe
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m) t)

AWS::AppRunner::Service ® ® @ @ ® ® ® ®
No No Yes Yes No No No No
AWS::AppRunner::Vp
cConnector
No No Yes No No No No No
AWS::AppS
tream::Application
No No Yes Yes Yes No No No
AWS::AppStream::Di
rectoryConfig
No No Yes Yes Yes No No No
AWS::AppStream::Fleet ® ® @ @ @ ® ® ®
No No Yes Yes Yes No No No
AWS::AppStream::Stack ® ® @ @ @ ® ® ®
No No Yes Yes Yes No No No
AWS::AppS
ync:GraphQLApi
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Athena::DataCatalog @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
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m) t)

AWS::Athena::Prepa
redStatement
Yes Yes Yes Yes Yes No No No
AWS::Athena:WorkGroup @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::AuditManager:
:Assessment
No No Yes Yes Yes No No No
AWS::Auto
Scaling::WarmPool
Yes Yes Yes Yes Yes Yes No No
AWS::Backup::BackupPlan @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Backup::Backu
pSelection
Yes Yes Yes Yes Yes Yes No No
AWS::Backup::BackupVault @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Back
up::RecoveryPoint
Yes Yes Yes Yes Yes Yes No No

Europe 248



AWS Config Developer Guide

Resource type Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

AWS::Backup::ReportPlan @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Batch::Comput
eEnvironment
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Batch::JobQueue @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Batc
h::SchedulingPolicy
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Cassandra::Keyspace @ @ @ @ @ ® ® ®
Yes Yes Yes Yes Yes No No No
AWS::Cloud9::Envir
onmentEC2
Yes Yes Yes Yes Yes Yes No No
AWS::Clou
dFormation::Stack
Yes Yes Yes Yes Yes Yes No No
AWS::CloudWatch::M
etricStream
Yes Yes Yes Yes Yes Yes Yes Yes
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AWS::CodeArtifact:
:Repository

AWS::CodeBuild::Project

AWS::Code
Build::ReportGroup

AWS::Code
Deploy::Application

AWS::CodeDeploy::D
eploymentConfig

AWS::CodeDeploy::D
eploymentGroup

AWS::CodeGuruProfi
ler::ProfilingGroup

AWS::CodeGuruRevie

wer::RepositoryAssociation
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AWS::Cognito::UserPool

AWS::Cogn
ito::UserPoolClient

AWS::Cogn
ito::UserPoolGroup

AWS::Config::Confi
gurationRecorder

AWS::Config::Confo
rmancePackCompliance

AWS::Config::Resou
rceCompliance

AWS::Connect::Instance

AWS::Conn
ect::PhoneNumber
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AWS::Conn
ect::QuickConnect

AWS::CustomerProfi
les::Domain

AWS::CustomerProfi
les::ObjectType

AWS::DMS::Certificate

AWS::DMS::Endpoint

AWS::.DMS:
:EventSubscription

AWS::DMS::Replicat
ionIinstance

AWS::DMS::Replicat
ionSubnetGroup
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m) t)

AWS::DMS::ReplicationTask @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Data
Sync::LocationEFS
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::DataSync::Loc
ationFSxLustre
Yes Yes Yes Yes Yes Yes No No
AWS::DataSync::Loc
ationFSxWindows
Yes Yes Yes Yes Yes Yes No No
AWS::DataSync::Loc
ationHDFS
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Data
Sync::LocationNFS
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::DataSync::Loc
ationObjectStorage
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::DataSync::LocationS3 @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
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AWS::Data
Sync::LocationSMB

AWS::DataSync::Task

AWS::Detective::Graph

AWS::EC2::Capacity
Reservation

Europe Europe Europe Europe Europe Europe Europe Europe
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AWS::EC2::CarrierGateway ® @ @ @ @ ® ® ®
No Yes Yes Yes Yes No No No

AWS::EC2::ClientVp
nEndpoint

AWS::EC2::DHCPOptions

AWS::EC2::EC2Fleet

.
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AWS::EC2::IPAM

AWS::EC2::IPAMPool

AWS::EC2::IPAMScope

AWS::EC2::LaunchTemplate

AWS::EC2::Networkl
nsightsAccessScope

AWS::EC2:
:NetworklnsightsAc
cessScopeAnalysis

AWS::EC2::Networkl
nsightsAnalysis

AWS::EC2::Networkl
nsightsPath
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AWS::EC2::PrefixList

AWS::EC2::Register
edHAInstance

AWS::EC2::SpotFleet

AWS::EC2::SubnetRo
uteTableAssociation

AWS::EC2:
:TrafficMirrorFilter

AWS::EC2::TrafficM
irrorSession

AWS:EC2::TrafficM
irrorTarget

Europe Europe Europe Europe Europe Europe Europe Europe
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AWS::EC2::TransitG
atewayAttachment
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::EC2::TransitG
atewayConnect
Yes Yes Yes Yes Yes Yes No No
AWS::EC2::TransitG
atewayMulticastDomain
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::EC2::TransitG
atewayRouteTable
Yes Yes Yes Yes Yes Yes No Yes
AWS::ECR::PullThro
ughCacheRule
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ECR::RegistryPolicy @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ECR::Repository @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ECS:
:CapacityProvider
Yes Yes Yes Yes Yes Yes Yes Yes
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m) t)

AWS::ECS::Cluster @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::ECS::Service @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::ECS::TaskDefinition @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::ECS::TaskSet @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::EFS::AccessPoint @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::EFS::FileSystem @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes

AN ONONONONOROXOXO.
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::EKS::Cluster @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
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AWS::EKS::FargateProfile

AWS::EKS::Identity
ProviderConfig

AWS::EMR::Security
Configuration

AWS::ElasticBeanst
alk::Application

AWS::ElasticBeanst
alk::ApplicationVersion

AWS::ElasticBeanst
alk::Environment

AWS::ElasticLoadBa
lancingV2::Listener

AWS::EventSchemas:
:Discoverer
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AWS::Even
tSchemas::Registry
Yes Yes Yes Yes Yes No No No
AWS::EventSchemas:
:RegistryPolicy
Yes Yes Yes Yes Yes No No No
AWS::Even
tSchemas::Schema
Yes Yes Yes Yes Yes No No No
AWS::Even
ts::ApiDestination
Yes Yes Yes Yes Yes Yes No No
AWS::Events::Archive @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Events::Connection @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Events::Endpoint @ @ @ @ @ ® ® ®
Yes Yes Yes Yes Yes No No No
AWS::Events::EventBus @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
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m) t)

M ONONONONONONOXO,
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Evidently::Launch @ ® @ @ ® ® ® ®
Yes No Yes Yes No No No No
M O NONONORONONONO,
Yes No Yes Yes No No No No
AWS::Evidently::Segment @ ® @ @ ® ® ® ®
Yes No Yes Yes No No No No
AWS::FIS::Experime
ntTemplate
Yes Yes Yes Yes Yes Yes No No
AWS::Forecast::Dataset ® ® @ @ ® ® ® ®
No No Yes Yes No No No No
AWS::Forecast::Dat
asetGroup
No No Yes Yes No No No No
AWS::FraudDetector
:EntityType
No No Yes No No No No No
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m) t)

AWS::FraudDetector::Label ® ® @ ® ® ® ® ®
No No Yes No No No No No
AWS::FraudDetector
::0Outcome
No No Yes No No No No No
AWS::Frau
dDetector::Variable
No No Yes No No No No No
AWS::Glue::Classifier @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AN ONONONONOROXOXO,
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Glue::MLTransform @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Grafana::Workspace ® ® @ @ @ ® ® ®
No No Yes Yes Yes No No No
AWS::GreengrassV2:
:ComponentVersion
No No Yes Yes Yes No No No
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AWS::Grou
ndStation::Config

AWS::GroundStation
::DataflowEndpointGroup

AWS::GroundStation
::MissionProfile

AWS::GuardDuty::Detector

AWS::GuardDuty::Filter

AWS::GuardDuty::IPSet

AWS::GuardDuty::Th

reatintelSet

AWS::IVS::Channel

Europe Europe Europe Europe Europe Europe Europe Europe
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m) t)

AWS::IVS::PlaybackKeyPair ® ® @ @ ® ® ® ®
No No Yes Yes No No No No

AWS::IVS::Recordin

gConfiguration
No No Yes Yes No No No No

AWS::ImageBuilder:

:ContainerRecipe
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::ImageBuilder:

:DistributionConfiguration

Yes Yes Yes Yes Yes Yes No No

AWS::ImageBuilder:

:ImagePipeline
Yes Yes Yes Yes Yes Yes Yes Yes

AWS::ImageBuilder:

:ImageRecipe
Yes Yes Yes Yes Yes Yes No No

AWS::lmag

eBuilder::Infrastr

Yes Yes Yes Yes Yes Yes Yes Yes

uctureConfiguration

AWS::InspectorV2::Filter @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
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AWS::loT::AccountA

uditConfiguration

AWS::loT::Authorizer

AWS::loT::CACertificate

AWS::loT::CustomMetric

AWS::loT::Dimension

AWS::loT::FleetMetric

AWS::loT::JobTemplate

AWS::loT::MitigationAction

Europe Europe Europe Europe Europe Europe Europe Europe
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m) t)

M O N ONONONONONONO,
Yes Yes Yes Yes Yes No No No
AWS::loT::Provisio
ningTemplate
Yes Yes Yes Yes Yes No No No
RN O NONONONONONONO,
Yes Yes Yes Yes Yes No No No
AWS::loT::ScheduledAudit @ @ @ @ @ ® ® ®
Yes Yes Yes Yes Yes No No No
N O NONONONONONONO,
Yes Yes Yes Yes Yes No No No
AWS::loTAnalytics::Channel ® ® @ @ ® ® ® ®
No No Yes Yes No No No No
AWS::loTAnalytics::Dataset ® ® @ @ ® ® ® ®
No No Yes Yes No No No No
AWS::loTAnalytics:
:Datastore
No No Yes Yes No No No No
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m) t)

AWS::loTAnalytics::Pipeline ® ® @ @ ® ® ® ®
No No Yes Yes No No No No
AWS::loTEvents::Al
armModel
No No Yes Yes Yes No No No
AWS::loTEvents::De
tectorModel
No No Yes Yes Yes No No No
AWS::loTEvents::Input ® ® @ @ @ ® ® ®
No No Yes Yes Yes No No No
AWS::loTSiteWise::
AssetModel
No No Yes Yes No No No No
AWS::loTSiteWise::
Dashboard
No No Yes Yes No No No No
AWS::loTSiteWise::Gateway ® ® @ @ ® ® ® ®
No No Yes Yes No No No No
AWS::1oTSiteWise::Portal ® ® @ @ ® ® ® ®
No No Yes Yes No No No No
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AWS::loTSiteWise::Project

AWS::loTTwinMaker:
:ComponentType

AWS:loTTwinMaker:Entity

AWS:loTTwinMaker::Scene

AWS:loTT
winMaker::SyncJob

AWS:loTTwinMaker:
:Workspace

AWS::loTW
ireless::FuotaTask

AWS::loTWireless::
MulticastGroup

Europe Europe Europe Europe Europe Europe Europe Europe
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AWS::loTWireless::
ServiceProfile

AWS::KMS::Alias

AWS::KafkaConnect:
:Connector

AWS::Kendra::Index

AWS::Kinesis::Stream

AWS::Kinesis::Stre
amConsumer

AWS::KinesisAnalyt
icsV2::Application

AWS::KinesisFireho
se::DeliveryStream
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AWS::KinesisVideo:

:SignalingChannel

AWS::KinesisVideo::Stream

AWS::Lambda::CodeS

igningConfig

AWS::Lex::Bot

AWS::Lex::BotAlias

AWS::Lightsail::Bucket

AWS::Lightsail::Certificate

AWS::Lightsail::Disk

Europe Europe Europe Europe Europe Europe Europe Europe
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m) t)

AWS::Lightsail::Staticlp @ @ @ @ @ ® ® ®
Yes Yes Yes Yes Yes No No No
AWS::Logs::Destination @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::LookoutMetrics::Alert @ ® @ @ ® ® ® ®
Yes No Yes Yes No No No No
AWS::Look
outVision::Project
No No Yes Yes No No No No
AWS::M2::Environment ® @ @ @ @ ® ® ®
No Yes Yes Yes Yes No No No
AWS::MSK:
:BatchScramSecret
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::MSK::Cluster @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::MSK::ClusterPolicy @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
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m) t)

AWS::MSK::Configuration @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::MSK::VpcConnection @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::MediaConnect:
:FlowEntitlement
Yes Yes Yes Yes Yes No No No
AWS::MediaConnect:
:FlowSource
Yes Yes Yes Yes Yes No No No
AWS::MediaConnect:
:FlowVpcinterface
Yes Yes Yes Yes Yes No No No
AWS::MediaPackage:
:PackagingConfiguration
Yes Yes Yes Yes Yes No No No
AWS::MediaPackage:
:PackagingGroup
Yes Yes Yes Yes Yes No No No
AWS::MediaTailor::
PlaybackConfiguration
No No Yes Yes No No No No
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AWS::Memo
ryDB::SubnetGroup

AWS::Netw
orkFirewall::Firewall

AWS::NetworkFirewa
ll::FirewallPolicy

AWS::NetworkFirewa
l::RuleGroup

AWS::NetworkFirewa
lL::TLSInspectionC
onfiguration

AWS::OpenSearch::Domain

AWS::Panorama::Package

AWS::Personalize::Dataset
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AWS::Personalize::
DatasetGroup

AWS::Personalize::Schema

AWS::Personalize::Solution

AWS::Pinpoint::App

AWS::Pinpoint::App
licationSettings

AWS::Pinpoint::Campaign

AWS::Pinp
oint::EmailChannel

AWS::Pinpoint::Ema
ilTemplate
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m) t)

AWS::Pinp
oint::EventStream
No No Yes Yes Yes No No No
AWS::Pinpoint::InA
ppTemplate
No No Yes Yes Yes No No No
AWS::Pinpoint::Segment ® ® @ @ @ ® ® ®
No No Yes Yes Yes No No No
AN O NONONONONONONO
No No Yes Yes Yes No No No
AWS::Quic
kSight::DataSource
Yes Yes Yes Yes Yes No No No
AWS::QuickSight::Template @ @ @ @ @ ® ® ®
Yes Yes Yes Yes Yes No No No
AWS::QuickSight::Theme @ @ @ @ @ ® ® ®
Yes Yes Yes Yes Yes No No No
AWS::RDS::GlobalCluster ® @ @ @ @ ® ® ®
No Yes Yes Yes Yes No No No
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Resource type Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

R O NO RO NORONONOXO,
Yes Yes Yes Yes Yes Yes Yes Yes
R O N ONONONONONONO,
Yes No Yes Yes Yes No No No
AWS::Redshift::End
pointAccess
Yes Yes Yes Yes Yes No No No
AWS::Redshift::End
pointAuthorization
Yes Yes Yes Yes Yes No No No
AWS::Redshift::Sch
eduledAction
Yes Yes Yes Yes Yes Yes No No
AWS::ResilienceHub::App @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::ResilienceHub
::ResiliencyPolicy
Yes Yes Yes Yes Yes Yes No No
AWS::ResourceExplo
rer2::Index
Yes Yes Yes Yes Yes No No No
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AWS::RoboMaker::Ro
botApplication

AWS::RoboMaker::Ro
botApplicationVersion

AWS::RoboMaker::Si
mulationApplication

AWS::Route53Resolv
er::FirewallDomainList

AWS::Route53Resolv
er::FirewallRuleGroup

AWS::Route53Resolv
er::FirewallRuleGr
oupAssociation

AWS::Route53Resolv
er::ResolverEndpoint

AWS::Route53Resolv
er::ResolverQueryL
oggingConfig

Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

EEEEEREN
.
EEEEEREN
.
EEEEEREN
.
EEEEEREN
I
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Resource type Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

AWS::Route53Resolv
er::ResolverQueryL
oggingConfigAssociation Yes Yes Yes Yes Yes Yes No No

AWS::Route53Resolv
er::ResolverRule
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Route53Resolv
er::ResolverRuleAssociation
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::S3::AccessPoint @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::S3::StoragelLens @ @ @ @ @ ® ® ®
Yes Yes Yes Yes Yes No No No
AWS::SES:
:ConfigurationSet
Yes Yes Yes Yes Yes Yes No No
AWS::SES::ContactList @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::SES::ReceiptFilter ® ® @ ® ® ® ® ®
No No Yes No No No No No
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AWS::SES::ReceiptRuleSet

AWS::SES::Template

AWS::SSM::Associat
ionCompliance

AWS::SSM::Document

AWS::SSM::FileData

AWS::SSM::ManagedlI
nstancelnventory

AWS::SSM:
:PatchCompliance

AWS::SageMaker:Ap
plmageConfig

Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)

©00OO® 00
00000000
00000000
00000000
00000000
00000000
00000000
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AWS::SageMaker::Co
deRepository

AWS::SageMaker::Domain

AWS::SageMaker::En
dpointConfig

AWS::SageMaker::Fe
atureGroup

AWS::SageMaker::Image

AWS::SageMaker::Model

AWS::SageMaker::No
tebooklInstance

AWS::SageMaker::No
tebooklnstancelLife
cycleConfig

Europe Europe Europe Europe Europe Europe Europe Europe
(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)

00000000
00000000
00000000
00000000
00000000
©00e00® 0
00000000
000000 ® 0
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(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

AWS::Sage
Maker::Workteam
No No Yes Yes Yes No No No
AWS::Secr
etsManager::Secret
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ServiceCatalo
g::CloudFormationProduct
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ServiceCatalo
g::CloudFormationP
rovisionedProduct Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ServiceCatalo
g::Portfolio
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::ServiceDiscov
ery::HttpNamespace
Yes Yes Yes Yes Yes Yes No No
AWS::ServiceDiscov
ery::lnstance
Yes Yes Yes Yes Yes Yes No No
AWS::ServiceDiscov
ery::PublicDnsNamespace
Yes Yes Yes Yes Yes Yes No No
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(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

AWS::ServiceDiscov
ery::Service
Yes Yes Yes Yes Yes Yes No No
AWS::ShieldRegiona
l::Protection
Yes Yes Yes Yes Yes Yes No No
AWS::Signer::SigningProfile @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Step
Functions::Activity
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::StepFunctions
::StateMachine
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Transfer::Agreement @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Transfer::Certificate @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::Transfer::Connector @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
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(Stockho (Paris) (Ireland]Frankfu(London) (Milan) (Spain) (Zurich)
m) t)

AWS::Transfer::Profile @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::Transfer::Workflow @ @ @ @ @ @ ® ®
Yes Yes Yes Yes Yes Yes No No
AWS::WAFRegional:
RateBasedRule
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WAFRegional::Rule @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WAFR
egional::RuleGroup
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WAFR
egional::WebACL
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WAFv2::IPSet @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WAFv
2::ManagedRuleSet
Yes Yes Yes Yes Yes Yes Yes Yes
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m) t)

AWS::WAFv
2::RegexPatternSet
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WAFv2::RuleGroup @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WAFv2::WebACL @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes
AWS::WorkSpaces::C
onnectionAlias
No No Yes Yes Yes No No No
AWS::Work
Spaces::Workspace
No No Yes Yes Yes No No No
AWS::XRay
::EncryptionConfig
Yes Yes Yes Yes Yes Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(MumbdJakarta (Hon@Hyderak(SeoulOsakéiflelbou(Tokydbingap(Sydney)
Kong) d) e) e)

e O NONONONONONONONOND)

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

s ONONONONONONONORONY,
AutoScalingGroup

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e ONONONONONONONOROND,
LaunchConfiguration

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

s O N ONONONONONONOROND,
ScalingPolicy

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i ONONONONONONONORONS,
ScheduledAction

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

AWS::CloudTrail::Trail @ @ @ @ @ @ @ @ @ @

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e OO OOOOOOOOO
dWatch::Alarm

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e QDO O®O®®OOO
Pipeline::Pipeline

Yes No Yes No Yes No No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

N O NONONONONONONONONO.
moDB::Table

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e O OOOOOOOOO
:CustomerGateway

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O N ONONONONONONONONY,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e ONONONONONONONONOND)
lylnternetGateway

Yes Yes Yes No Yes Yes No Yes Yes Yes

e N O NONONONONONONONONO)

Yes Yes Yes No Yes Yes No Yes Yes Yes

N O NONONONONONONONOND)

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O NONONONONONONONOND)

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

s O N O NONONONONONONONG)
:InternetGateway

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e 9 QOO O ® 0 O O

Yes Yes Yes No Yes Yes No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e O NONONONONONONONONO

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e O NONONONONONONONONO
:NetworklInterface

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O N O NONONONONONONONY)

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e O N ONONONONONONONONG)
:SecurityGroup

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O NONONONONONONONONY)

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O N ONONONONONONONOND,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e O N ONONONONONONONONG)
:VPCEndpoint

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e O N O NONONONONONONONG)
:VPCEndpointService

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

gislcNoNoNoNoNcNcRoNONO
ngConnection

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e O N ONONONONONONONONY)
:'VPNConnection
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ey OO OOOOOOOLOO
'VPNGateway
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
A O N ONONONONONONONOND)
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
el O NONONONONONONONOND.
lancing::LoadBalancer
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
v ONONONONONORONORCKO,
lancingV2
::LoadBalancer Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
e ©OWOOOOOOOOOOO
ticsearch::Domain
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
N O N O NONONONONONONOND)
Yes Yes Yes No Yes Yes No Yes Yes Yes

A O NONONONONONONONONS
Yes Yes Yes No Yes Yes No Yes Yes Yes
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AWS::IAM::Role

AWS::IAM::User

AWS::KMS::Key

AWS::Lamb
da::Function

AWS::RDS::DBCluster

AWS::RDS:
:DBClusterSnapshot

AWS::RDS::DBInstance

AWS::RDS:
:DBSecurityGroup

AWS::RDS:
:DBSnapshot

Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)

Kong) d) e) e)

e
IEREEEEEEE
I
IEREEEEEEE
I
IEREEEEEEE
A
EERRREEEEE

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

T O NONONONONONONONONY,
:DBSubnetGroup

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

M ONONONONONONONONONY,
:EventSubscription

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

AWS::Redshift::Cluster @ @ @ @ @ @ @ @ @ @

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e ONONONONONONONONONO
sterParameterGroup

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e ONONONONONONONONONO
sterSecurityGroup

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e O N ONONONONONONONONO
sterSnapshot

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e ONONONONONONONONONO
sterSubnetGroup

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O NONONONONONONONONS,
ntSubscription

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

v ONONONONONONONONONS
blicAccessBlock

Yes No Yes No Yes Yes No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(MumbdJakarta (Hon@Hyderak(SeoulOsakéiflelbou(Tokydbingap(Sydney)
Kong) d) e) e)

A O NONONONONONONONROND,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

A O NONONONONONONONONS

Yes No Yes No Yes Yes No Yes Yes Yes

A O NONONONONONONONOND,

Yes No Yes No Yes Yes No Yes Yes Yes

e O N O NONONONONONONOND)
ficateAuthority

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

it DO O0OOOOOOO®O
CA::CertificateAut

horityActivation Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

™ QO ®®O®®OOO
psNamespace

Yes No No No Yes No No Yes Yes Yes

i OO NONONONONONONONSD)
r::Analyzer

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

A O NONONONONONONONOND)
onMQ::Broker

Yes Yes Yes No Yes Yes No Yes Yes Yes

Asia Pacific 291



AWS Config Developer Guide

Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

N O NONONONONONONONOND)

Yes No Yes No Yes No No Yes Yes Yes

e O NONONONONONONONOND,

Yes No Yes No Yes No No Yes Yes Yes

i QO OOOOOOOO
ateway::RestApi

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e, OO OOOOOOO
ateway::Stage

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

ey QOO OOOOOOO
atewayV2::Api

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

T O NONONONONONONONONO
atewayV2::Stage

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

T O NONONONONONONONONS,
onfig::Application

Yes Yes Yes No Yes Yes Yes Yes Yes Yes

v ONONONONONONONONONO.
nfigurationProfile

Yes Yes Yes No Yes Yes Yes Yes Yes Yes

ik ONONONONONONONONONO,
ploymentStrategy

Yes Yes Yes No Yes Yes Yes Yes Yes Yes
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AWS::AppC
onfig::Environment

AWS::AppConfig::Ex
tensionAssociation

AWS::AppC
onfig::HostedConfi
gurationVersion

AWS::AppFlow::Flow

AWS::Applntegratio
ns::Eventintegration

AWS::AppM
esh::GatewayRoute

AWS::AppMesh::Mesh

AWS::AppMesh::Route

Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)

Kong) d) e) e)

IEREEEEEEE
I
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I
IEREEEEEEE
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(MumbdJakarta (Hon@Hyderak(SeoulOsakéiflelbou(Tokydbingap(Sydney)
Kong) d) e) e)

i O NONONONONONONONOND,
ualGateway

Yes Yes Yes No Yes Yes No Yes Yes Yes

Wi O NONONONONONONONONO
esh::VirtualNode

Yes Yes Yes No Yes Yes No Yes Yes Yes

T O NONONONONONONONONO
esh::VirtualRouter

Yes Yes Yes No Yes Yes No Yes Yes Yes

M O NONONONONONONONONO
esh::VirtualService

Yes Yes Yes No Yes Yes No Yes Yes Yes

ey, D P®®®®®®OOO
unner:Service

No No No No No No No Yes Yes Yes

s ONONONONONONONONONO
cConnector

No No No No No No No Yes No No

arn D ®®®O®»®»OLO®OO
tream::Application

Yes No No No Yes No No Yes Yes Yes

i O N ONONONONONONONONS)
rectoryConfig

Yes No No No Yes No No Yes Yes Yes

s O NONONONONONONONONS,
tream::Fleet

Yes No No No Yes No No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e O NONONONONONONONONS,
tream::Stack
Yes No No No Yes No No Yes Yes Yes
M O NONONONONONONONOND,
ync:GraphQLApi
Yes Yes Yes Yes Yes Yes No Yes Yes Yes
ey QD OO®OO®»O®OO
na::DataCatalog
Yes Yes Yes No Yes Yes No Yes Yes Yes
i O N O NONONONONONONOND)
redStatement
Yes Yes Yes No Yes Yes No Yes Yes Yes
i O N O NONONONONONOROND,
na:WorkGroup
Yes Yes Yes No Yes Yes No Yes Yes Yes
s O NONONONONONONONONS
:Assessment
Yes No No No No No No Yes Yes Yes
e O NONONONONONONONONS
Scaling::WarmPool
Yes Yes Yes No Yes Yes No Yes Yes Yes
i, O O®OP®OO®»OOO
up::BackupPlan
Yes No Yes No Yes Yes No Yes Yes Yes
S O NONONONONONONONOND)
pSelection
Yes Yes Yes No Yes Yes No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

ek QDO O®OO®»OLOO
up::BackupVault

Yes Yes Yes No Yes Yes No Yes Yes Yes

et O O®O®OO®»OOO
up::RecoveryPoint

Yes No Yes No Yes Yes No Yes Yes Yes

o O ®O®O®®»OOO
up::ReportPlan

Yes No Yes No Yes No No Yes Yes Yes

i ONONONONONONONONONO
eEnvironment

Yes Yes Yes Yes Yes Yes No Yes Yes Yes

i O N O NONONONONONONONO,

Yes Yes Yes Yes Yes Yes No Yes Yes Yes

W O RO NONONONONONONOND,
h::SchedulingPolicy

Yes Yes Yes Yes Yes Yes No Yes Yes Yes

e, OO O®O®»®»OOO
andra::Keyspace

Yes No Yes No Yes No No Yes Yes Yes

i ONONONONONONONORONS,
onmentEC2

Yes No Yes No Yes Yes No Yes Yes Yes

ek QWO O®PO®®»OLOO
dFormation::Stack

Yes No Yes No Yes No No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(MumbdJakarta (Hon@Hyderak(SeoulOsakéiflelbou(Tokydbingap(Sydney)
Kong) d) e) e)

et ONONONONONONONONOND,
etricStream

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

. QP ®®®®®OOO
:Repository

Yes No No No No No No Yes Yes Yes

i O NONONONONONONONO N,
Build::Project

Yes No Yes Yes Yes Yes Yes Yes Yes Yes

et D ®O®OO®OOO
Build::ReportGroup

Yes No Yes No Yes Yes No Yes Yes Yes

S ein QD ®O®OO®OOO
Deploy::Application

Yes No Yes No Yes Yes No Yes Yes Yes

e ONONONONONONONONONS
eploymentConfig

Yes No Yes No Yes Yes No Yes Yes Yes

e ONONONONONONONONONS
eploymentGroup

Yes No Yes No Yes Yes No Yes Yes Yes

e D ® ®®®®®0 0O
ler::ProfilingGroup

No No No No No No No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

oy DD ®®O®®®OOO

GuruReviewer::Repo

sitoryAssociation No No No No No No No Yes Yes Yes

M O NONONONONONONONONS,
ito::UserPool

Yes No No No Yes Yes No Yes Yes Yes

ot OO ®®OO®OOO
ito::UserPoolClient

Yes No No No Yes Yes No Yes Yes Yes

A O N ONONONONONONONOND,
ito::UserPoolGroup

Yes No No No Yes Yes No Yes Yes Yes

i O NONONONONONONONONS,
gurationRecorder

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O N ONONONONONONONO NS
rmancePac

kCompliance Yes No Yes No Yes No Yes Yes Yes Yes

it O N O NONONONONONONONS,
rceCompliance

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

. D ®®®O®»®»OOO
ect::Instance

No No No No Yes No No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e, ®®®®OO®»®OOO
ect::PhoneNumber

No No No No Yes No No Yes Yes Yes

i O N ONONONONONONONONS,
ect::QuickConnect

No No No No No No No Yes Yes Yes

i O N ONONONONONONONONO,
les::Domain

No No No No Yes No No Yes Yes Yes

i ONONONONONONONONONO,
les::ObjectType

No No No No Yes No No Yes Yes Yes

e O NONONONONONONONOND)

Yes No Yes No Yes Yes No Yes Yes Yes

i O N ONONONONONONONONO

Yes No Yes No Yes Yes No Yes Yes Yes

I O N ONONONONONONONON,
:EventSubscription

Yes No Yes No Yes Yes No Yes Yes Yes

e ONONONONONONONONONS
ioninstance

Yes No Yes No Yes Yes No Yes Yes Yes

e O NONONONONONONONONO
ionSubnetGroup

Yes No Yes No Yes Yes No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e O ®O®OO®OOO
:ReplicationTask
Yes No Yes No Yes Yes No Yes Yes Yes
e WO O®OO®OOO
Sync::LocationEFS
Yes Yes Yes No Yes Yes No Yes Yes Yes
s O NONONONONONONONONO
ationFSxLustre
Yes No Yes No Yes Yes No Yes Yes Yes
s O NONONONONONONONONO
ationFSxWindows
Yes No Yes No Yes Yes No Yes Yes Yes
s ONONONONONONONONOND
ationHDFS
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
s ONONONONONONONONONS
Sync::LocationNFS
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
s O NONONONONONONONOND
ationObjectStorage
Yes Yes Yes Yes Yes Yes No Yes Yes Yes
e ONONONONONONONONONS
Sync::LocationS3
Yes Yes Yes Yes Yes Yes No Yes Yes Yes
s ONONONONONONONONONS
Sync::LocationSMB
Yes Yes Yes Yes Yes Yes No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

i O N ONONONONONONONONO

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

A O NONONONONONONONONO

Yes No Yes No Yes No No Yes Yes Yes

S O N ONONONONONONONOND,
Reservation

Yes Yes Yes No Yes Yes No Yes Yes Yes

ety D ®®®OO®®O®O®
:CarrierGateway

No No No No Yes No No Yes No Yes

e O N ONONONONONONONOND)
nEndpoint

Yes No Yes No Yes No No Yes Yes Yes

s O NONONONONONONONOND,
:DHCPOptions

Yes Yes Yes Yes Yes Yes No Yes Yes Yes

N O N OO NONONONONONONO

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

A O NONONONONONONONONS,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

A O NONONONONONONONOND)

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

A O NONONONONONONONONO

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e D OO®OO®OLOO
:LaunchTemplate

Yes Yes Yes No Yes Yes No Yes Yes Yes

s ONONONONONONONONOND)
nsightsAccessScope

Yes No Yes No Yes No No Yes Yes Yes

e O D O®O®®OOE
:NetworklnsightsAc

cessScopeAnalysis Yes No Yes No Yes No No Yes Yes Yes

e @O ® O ®O®®OOO
nsightsAnalysis

Yes No Yes No Yes No No Yes Yes Yes

e O N ONONONONONONONOND)
nsightsPath

Yes No Yes No Yes No No Yes Yes Yes

e N O N O N O NONONONONONOND,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e O NONONONONONONONONG)
edHAInstance

Yes No No No Yes No No Yes Yes Yes
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Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
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Kong) d) e) e)

A O NONONONONONONONOND)
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
pnr O N ONONONONONONONOND,
uteTableAssociation
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
ety D ® O ®O®®OOO
:TrafficMirrorFilter
Yes No Yes No Yes No No Yes Yes Yes
sl O N ONONONONONONONONY)
irrorSession
Yes No Yes No Yes No No Yes Yes Yes
e O N ONONONONONONONOND)
irrorTarget
Yes No Yes No Yes No No Yes Yes Yes
iy OO OOO®»®OOO
:TransitGateway
Yes Yes Yes Yes Yes No No Yes Yes Yes
i ONONONONONONONONONS)
atewayAttachment
Yes Yes Yes Yes Yes Yes No Yes Yes Yes
e Q00RO
atewayConnect
Yes Yes Yes No Yes Yes No Yes Yes Yes
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AWS::EC2::TransitG
atewayMul
ticastDomain

AWS:EC2::TransitG
atewayRouteTable

AWS::ECR::PullThro
ughCacheRule

AWS::ECR:
:RegistryPolicy

Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)

Kong) d) e) e)

IRRRREEEEE
I
IEREEEEEEE
I

e O NONONONONONONONOND
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

AWS::ECS:
:CapacityProvider

AWS::ECS::Cluster

AWS::ECS::Service

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Kong) d) e) e)

W O NONONONONONONONOND,
:TaskDefinition

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O NONONONONONONONO N,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

AWS::EFS::AccessPoint @ @ @ @ @ @ @ @ @ @

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O NONONONONONONONONO

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

A O NONONONONONONONONS,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

A O NONONONONONONONONO

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

T O NONONONONONONONOND,
:FargateProfile

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

e ONONONONONONONONOND,
ProviderConfig

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O N ONONONONONONONOND,
Configuration

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Asia Pacific 305



AWS Config Developer Guide

Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e O N O NONONONONONONONY)
alk::Application
Yes Yes Yes No Yes No No Yes Yes Yes
sl O N O NONONONONONONONY)
alk::ApplicationVersion
Yes Yes Yes No Yes No No Yes Yes Yes
e ONONONONONONONONONY)
alk::Environment
Yes Yes Yes No Yes No No Yes Yes Yes
vl O NONONONONONONONONO
lancingV2::Listener
Yes No Yes No Yes Yes No Yes Yes Yes
i O NONONONONONONONONY,
:Discoverer
Yes No Yes No Yes No No Yes Yes Yes
ey O ®O®O®®OOO
tSchemas::Registry
Yes No Yes No Yes No No Yes Yes Yes
i ONONONONONONONONONS,
:RegistryPolicy
Yes No Yes No Yes No No Yes Yes Yes
e O NONONONONONONONONS
tSchemas::Schema
Yes No Yes No Yes No No Yes Yes Yes
T O NONONONONONONONONS
ts::ApiDestination
Yes No Yes No Yes No No Yes Yes Yes

Asia Pacific 306



AWS Config Developer Guide

Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e QO OO OO OO

Yes Yes Yes Yes Yes Yes No Yes Yes Yes

e O NONONONONONONONONS
ts::Connection

Yes No Yes No Yes No No Yes Yes Yes

i O NONONONONONONONONY,

Yes No No No Yes Yes No Yes Yes Yes

i O NONONONONONONONONY,

Yes Yes Yes No Yes Yes No Yes Yes Yes

et QOO0 OO0

Yes No Yes Yes Yes Yes Yes Yes Yes Yes

iy D ®®®®®®OOO
ently::Launch

No No No No No No No Yes Yes Yes

s D ® ® ®®®®OOO
ently::Project

No No No No No No No Yes Yes Yes

el DO ®®®®®OOO
ently::Segment

No No No No No No No Yes Yes Yes

et O 0O OO
ntTemplate

Yes No Yes No Yes No No Yes Yes Yes
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Kong) d) e) e)

AWS::Forecast::Dataset @ ® ® ® @ ® ® @ @ @
Yes No No No Yes No No Yes Yes Yes
g o cNoRONONONONcRONO
asetGroup
Yes No No No Yes No No Yes Yes Yes
it ONONONONONONONONONY)
::EntityType
No No No No No No No No Yes Yes
i ONONONONONONONONONG)
dDetector::Label
No No No No No No No No Yes Yes
i ONONONONONONONONONY)
::Outcome
No No No No No No No No Yes Yes
e ®® ®®®®®®O®O
dDetector::Variable
No No No No No No No No Yes Yes
e @ ® O O O O © © © ©
Yes No Yes Yes Yes Yes Yes Yes Yes Yes
e QOO0
Yes No Yes Yes Yes Yes Yes Yes Yes Yes
N O NONONONONONONONOND,
::MLTransform
Yes No Yes Yes Yes Yes Yes Yes Yes Yes
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e DO ®®O®®OO®O
ana::Workspace

No No No No Yes No No Yes Yes Yes

i O N ONONONONONONONONS
:ComponentVersion

Yes No No No Yes No No Yes Yes Yes

. O ®®O®®®OO
ndStation::Config

No No No No Yes No No No Yes Yes

eats D ®®P®O®®®®O®O
ndStation::Dataflo

wEndpointGroup No No No No Yes No No No Yes Yes

e, ®@®®O®O®®®OO
::MissionProfile

No No No No Yes No No No Yes Yes

ey OO ®OO®OLOO
dDuty::Detector

Yes No Yes No Yes Yes No Yes Yes Yes

AWS::GuardDuty::Filter @ ® @ ® @ @ ® @ @ @

Yes No Yes No Yes Yes No Yes Yes Yes

ey QOO ®OO®OOO
dDuty::IPSet

Yes No Yes No Yes Yes No Yes Yes Yes
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Kong) d) e) e)

e O N ONONONONONONONONO,
reatintelSet

Yes No Yes No Yes Yes No Yes Yes Yes

e QO O ®®® ®®®® ®
HIRDatastore

Yes No No No No No No No No No

N O NONONONONONONONONG)

Yes No No No Yes No No Yes No No

oy DD ®®O®®O®®
:PlaybackKeyPair

Yes No No No Yes No No Yes No No

™ W ®®®O®®®®®
gConfiguration

Yes No No No Yes No No No No No

il O N ONONONONONONONONO
:ContainerRecipe

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

ey DO OP®OO®OOO
eBuilder::Distribu

Yes Yes Yes No Yes Yes No Yes Yes Yes

tionConfiguration

el O N ONONONONONONONONS
:ImagePipeline
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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Kong) d) e) e)

i O N O NONONONONONONOND)
:ImageRecipe

Yes Yes Yes No Yes Yes No Yes Yes Yes

e, OO OOOOOOO®OO
eBuilder::Infrastr

uctureConfiguration Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O NONONONONONONONON,
ectorV2::Filter

Yes No Yes No Yes No No Yes Yes Yes

it O NONONONONONONONONO)
uditConfiguration

Yes No Yes No Yes No No Yes Yes Yes

e O NONONONONONONONONS

Yes No Yes No Yes No No Yes Yes Yes

. OO O®O®®OOO
:CACertificate

Yes No Yes No Yes No No Yes Yes Yes

., OO OPO®®OOO
:CustomMetric

Yes No Yes No Yes No No Yes Yes Yes

it O NONONONONONONONONS

Yes No Yes No Yes No No Yes Yes Yes
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Kong) d) e) e)

AWS::loT::FleetMetric @ ® @ ® @ ® ® @ @ @

Yes No Yes No Yes No No Yes Yes Yes

e, OO OO®O®®OOO
:JobTemplate

Yes No Yes No Yes No No Yes Yes Yes

i, O ®OO®O®®OOO
:MitigationAction

Yes No Yes No Yes No No Yes Yes Yes

A O NONONONONONONONONO

Yes No Yes No Yes No No Yes Yes Yes

e O NONONONONONONONONY,
ningTemplate

Yes No Yes No Yes No No Yes Yes Yes

A O N ONONONONONONONONS,

Yes No Yes No Yes No No Yes Yes Yes

gt QPO O®O®®OOO
:ScheduledAudit

Yes No Yes No Yes No No Yes Yes Yes

e OO O®O®®OLOLO
:SecurityProfile

Yes No Yes No Yes No No Yes Yes Yes

el D ®®®®®®O®E
nalytics::Channel

Yes No No No No No No Yes No Yes
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AWS::loTA
nalytics::Dataset

AWS::loTAnalytics:
:Datastore

AWS::loTA
nalytics::Pipeline

AWS::loTEvents::Al

armModel

AWS::loTEvents::De

tectorModel

AWS::loTEvents::Input

AWS::loTSiteWise::

AssetModel

AWS::loTSiteWise::

Dashboard

AWS::loTS
iteWise::Gateway

Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)

Kong) d) e) e)
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Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)

Kong) d) e) e)
el OO ®®O®®OOO
iteWise::Portal

Yes No No No Yes No No Yes Yes Yes
e O ®®®O®®OOO
iteWise::Project
Yes No No No Yes No No Yes Yes Yes
i WP O®®®®®OO
:ComponentType
No No No No No No No No Yes Yes
iy D ®®®®®®®OO
winMaker::Entity
No No No No No No No No Yes Yes
e D ®®®®®®®OO
winMaker::Scene
No No No No No No No No Yes Yes
et D ®®®®®®®O®OO
winMaker::SyncJob
No No No No No No No No Yes Yes
™ D WP ®®®®®OO
:Workspace
No No No No No No No No Yes Yes
ek D ®®®®®»®»O®O
ireless::FuotaTask
No No No No No No No Yes No Yes
= D D ®®®®®O0®O
MulticastGroup
No No No No No No No Yes No Yes
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Kong) d) e) e)

T D O ®®®®®»O®O
ServiceProfile
No No No No No No No Yes No Yes
N O N ONONONONONONONOND,
Yes Yes Yes No Yes Yes No Yes Yes Yes
I O NONONONONONONONONS.
:Connector
Yes No No No Yes No No Yes Yes Yes
i O N ONONONONONONONONO)
Yes No No No No No No Yes Yes Yes
i O NONONONONONONONOND,
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
s O N ONONONONONONONOND,
amConsumer
Yes No Yes Yes Yes Yes Yes Yes Yes Yes
v ONONONONONONONONONS)
icsV2::Application
Yes Yes Yes No Yes Yes No Yes Yes Yes
e O NONONONONONONONONO,
se::DeliveryStream
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
i O NONONONONONONONONO.
:SignalingChannel
Yes No Yes No Yes No No Yes Yes Yes
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Kong) d) e) e)

e D ®O®O®®OOO
sisVideo::Stream

Yes No Yes No Yes No No Yes Yes Yes

il O NONONONONONONONO NG,
igningConfig

Yes No Yes No Yes No No Yes Yes Yes

A ONONONONONONONONONS,

No No No No Yes No No Yes Yes Yes

N ONONONONONONONONONG,

No No No No Yes No No Yes Yes Yes

AWS::Lightsail::Bucket @ ® ® ® @ ® ® @ @ @

Yes No No No Yes No No Yes Yes Yes

e QP O®®O®»®OOO
tsail::Certificate

Yes No No No Yes No No Yes Yes Yes

N O NONONONONONONONONS

Yes No No No Yes No No Yes Yes Yes

AWS::Lightsail::Staticlp @ ® ® ® @ ® ® @ @ @

Yes No No No Yes No No Yes Yes Yes

i O NONONONONONONONONY,
::Destination

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Asia Pacific 316



AWS Config Developer Guide

Resource type Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)
Kong) d) e) e)

e D ®®®E®®®OOO
outMetrics::Alert

No No No No No No No Yes Yes Yes

., D ®®®O®®O®®
outVision::Project

No No No No Yes No No Yes No No

szt @ ® ® ® O ® ® © © ©

Yes No No No Yes No No Yes Yes Yes

i O NONONONONONONONOND,
:BatchScramSecret

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O N O NONONONONONONOND)

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

S O NONONONONONONONOND,
:ClusterPolicy

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O NONONONONONONONOND,
:Configuration

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

T O NONONONONONONONOND,
:VpcConnection

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O NONONONONONONONONS
:FlowEntitlement

Yes No Yes No Yes Yes No Yes Yes Yes
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AWS::MediaConnect:
:FlowSource

AWS::MediaConnect:
:FlowVpcinterface

AWS::Medi
aPackage::Packagin
gConfiguration

AWS::MediaPackage:
:PackagingGroup

AWS::MediaTailor::

PlaybackConfiguration

AWS::Memo
ryDB::SubnetGroup

AWS::Netw
orkFirewall::Firewall

AWS::NetworkFirewa
lL::FirewallPolicy

Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)

Kong) d) e) e)
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Kong) d) e) e)

e ONONONONONONONONOND,
l::RuleGroup

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

st O N ONONONONONONONONO)
lL::TLSInspectionC

onfiguration Yes No Yes Yes Yes Yes Yes Yes Yes VYes

N O N ONONONONONONONONO,
Search::Domain

Yes Yes Yes No Yes Yes No Yes Yes Yes

s O NONONONONONONONON,
rama::Package

No No No No No No No No Yes Yes

M O N ONONONONONONONONY,
onalize::Dataset

Yes No No No Yes No No Yes Yes Yes

i O N ONONONONONONONONS
DatasetGroup

Yes No No No Yes No No Yes Yes Yes

i O NONONONONONONONONS,
onalize::Schema

Yes No No No Yes No No Yes Yes Yes

i O N ONONONONONONONONY,
onalize::Solution

Yes No No No Yes No No Yes Yes Yes
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S O N ONONONONONONONOND,
Yes No No No Yes No No Yes Yes Yes
s O N ONONONONONONONOND,
licationSettings
Yes No No No Yes No No Yes Yes Yes
T O NONONONONONONONONS,
oint::Campaign
Yes No No No Yes No No Yes Yes Yes
il ©OO®®®O®»®OOO
oint::EmailChannel
Yes No No No Yes No No Yes Yes Yes
AN O NONONONONONONONONG)
ilTemplate
Yes No No No Yes No No Yes Yes Yes
e OO ®®O®®OOO
oint::EventStream
Yes No No No Yes No No Yes Yes Yes
s O N ONONONONONONONONY,
ppTemplate
Yes No No No Yes No No Yes Yes Yes
ey, OO ®®O®»®»OOO
oint::Segment
Yes No No No Yes No No Yes Yes Yes
e O NONONONONONONONONS
No No No No Yes No No Yes Yes Yes

Asia Pacific 320



AWS Config

Developer Guide

Resource type

AWS::Quic
kSight::DataSource

AWS::Quic
kSight::Template

AWS::Quic
kSight::Theme

AWS::RDS:
:GlobalCluster

AWS::RDS:
:OptionGroup

AWS::RUM:
:AppMonitor

AWS::Redshift::End
pointAccess

AWS::Redshift::End
pointAuthorization

AWS::Redshift::Sch
eduledAction

Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
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Kong) d) e) e)

. OO O®PO®®OLOO
lienceHub::App

Yes No Yes No Yes No No Yes Yes Yes

i O N ONONONONONONONONO
::ResiliencyPolicy

Yes No Yes No Yes No No Yes Yes Yes

i O NONONONONONONONONO,
rer2::Index

Yes No No No Yes Yes No Yes Yes Yes

e D ®®®®®®0O®
botApplication

No No No No No No No Yes Yes No

e ) ® ®® ®®® 0O ®
botApplicationVersion

No No No No No No No Yes Yes No

i O ONONONONONONONONO)
mulationApplication

No No No No No No No Yes Yes No

i O N O NONONONONONONONS,
er::FirewallDomainList

Yes Yes Yes No Yes Yes No Yes Yes Yes

s ONONONONONONONONONS,
er::FirewallRuleGroup

Yes Yes Yes No Yes Yes No Yes Yes Yes
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e OO O®POO®OOO
er::FirewallRuleGr
Yes Yes Yes No Yes Yes No Yes Yes Yes

oupAssociation
vl ONONONONONONONONOND,
er::ResolverEndpoint

Yes No Yes Yes Yes Yes Yes Yes Yes Yes
e, O X O ®OO®OO®©O
er::ResolverQueryL

Yes No Yes No Yes Yes No Yes Yes Yes

oggingConfig

AWS::Route53Resolv

e @ @O O OO OO OO
Yes No Yes No Yes Yes No Yes Yes Yes

oggingCon
figAssociation

AWS::Route53Resolv @ ® @ @ @ @ @ @ @ @
er::ResolverRule

Yes No Yes Yes Yes Yes Yes Yes Yes Yes

i ONONONONONONONONONO,
e53Resolver::Resol

verRuleAssociation Yes No Yes Yes Yes Yes Yes Yes Yes Yes

AWS::S3::AccessPoint @ @ @ @ @ @ @ @ @ @
Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
AWS::S3::StoragelLens @ ® ® ® @ ® ® @ @ @
Yes No No No Yes No No Yes Yes Yes
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e O N ONONONONONONONOND,
:ConfigurationSet

Yes Yes No No Yes Yes No Yes Yes Yes

AWS::SES::ContactList @ @ ® ® @ @ ® @ @ @

Yes Yes No No Yes Yes No Yes Yes Yes

N O N O NONONONONONONOND)

Yes Yes No No Yes Yes No Yes Yes Yes

e O N O NONONONONONONOND,
ionCompliance

Yes Yes Yes Yes Yes No Yes Yes Yes Yes

A O N O RO NONONONONONONY,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O NONONONONONONONOND)

Yes Yes Yes Yes Yes No Yes Yes Yes Yes

i O NONONONONONONONO NG,
nstancelnventory

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

i O NONONONONONONONONO
:PatchCompliance

Yes Yes Yes Yes Yes No Yes Yes Yes Yes

i O NONONONONONONONONS
plmageConfig

Yes Yes Yes No Yes Yes No Yes Yes Yes
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i ONONONONONONONONONO
deRepository

Yes No Yes No Yes Yes No Yes Yes Yes

e QO O®OO®OLOO
Maker::Domain

Yes Yes Yes No Yes Yes No Yes Yes Yes

i ONONONONONONONONONO
dpointConfig

Yes Yes Yes No Yes Yes No Yes Yes Yes

e O NONONONONONONONOND,
atureGroup

Yes No Yes No Yes Yes No Yes Yes Yes

s O NONONONONONONONONS
Maker::Image

Yes No Yes No Yes No No Yes Yes Yes

T O NONONONONONONONONS
Maker::Model

Yes Yes Yes No Yes Yes No Yes Yes Yes

i O N O NONONONONONONONS,
tebooklnstance

Yes Yes Yes No Yes Yes No Yes Yes Yes

i O N ONONONCNONONONONG)
tebooklInstanceLife

Yes No Yes No Yes Yes No Yes Yes Yes

cycleConfig
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e OO ®O®®OLOO
Maker::Workteam

Yes No No No Yes No No Yes Yes Yes

e O NONONONONONONONOND,
etsManager::Secret

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

N O RONONONONONONONONG,
iceCatalog::CloudF

Yes No Yes Yes Yes Yes Yes Yes Yes Yes

ormationProduct
i ONONONONONONONCRONO.
g::CloudFormationP
rovisionedProduct Yes No Yes Yes Yes Yes Yes Yes Yes Yes
it O N ONONONONONONONONO)
g::Portfolio
Yes No Yes Yes Yes Yes Yes Yes Yes Yes
el O N ONONONONONONONONO)
ery::HttpNamespace
Yes No Yes No Yes No Yes Yes Yes Yes
i O N ONONONONONONONONO)
ery:Instance
Yes No Yes No Yes No No Yes Yes Yes
e O DO PO®®OO®E
iceDiscovery::Publ
Yes No Yes No Yes No No Yes Yes Yes

icDnsNamespace
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A O N ONONONONONONONONY)
ery::Service

Yes No Yes No Yes No No Yes Yes Yes

N ONONONONONONONONOND.
l::Protection

Yes Yes Yes No Yes Yes No Yes Yes Yes

N O N ONONONONONONONONG)
er::SigningProfile

Yes No Yes No Yes No No Yes Yes Yes

e O N ONONONONONONONONG)
Functions::Activity

Yes Yes Yes Yes Yes Yes No Yes Yes Yes

i O N O NONONONONONONOND)
:StateMachine

Yes Yes Yes Yes Yes Yes No Yes Yes Yes

T O N ONONONONONONONONG)
sfer::Agreement

Yes Yes Yes No Yes Yes No Yes Yes Yes

i O N ONONONONONONONONY)
sfer::Certificate

Yes Yes Yes No Yes Yes No Yes Yes Yes

N O N ONONONONONONONONG)
sfer::Connector

Yes Yes Yes No Yes Yes No Yes Yes Yes

s cNoRoNoNoNcRoNoNoNo

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
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AWS::Tran
sfer::Workflow

AWS::WAFRegional:

RateBasedRule

AWS::WAFR
egional::Rule

AWS::WAFR
egional::RuleGroup

AWS::WAFR
egional::WebACL

AWS::WAFv2:IPSet

AWS::WAFv
2::ManagedRuleSet

AWS::\WAFv
2::RegexPatternSet

AWS::WAFv
2::RuleGroup

Asia Asia Asia Asia Asia Asia Asia Asia Asia Asia
Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(Mumb4Jakarta (Hon{Hyderak(Seoul)Osak@¥elbou(Toky¢bingap¢(Sydney)

Kong) d) e) e)

IEREEEEEEE
I
IEREEEEEEE
I
IEREEEEEEE
A e
EERRREEEEE
A

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

Asia Pacific
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Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific Pacific
(MumbdJakarta (Hon@Hyderak(SeoulOsakéiflelbou(Tokydbingap(Sydney)
Kong) d) e) e)

A O N O NONONONONONONO N,

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

il ONONONONONONONONONY.
onnectionAlias

No No No No Yes No No Yes Yes Yes

e O O®®O®»®OOO
Spaces::Workspace

Yes No No No Yes No No Yes Yes Yes

T O NONONONONONONONONO
::EncryptionConfig

Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes

China Regions

Resource type China China
(Beijing) (Ningxia)
AWS::ACM::Certificate @
Yes Yes
AWS::AutoScaling::AutoScalingGroup @
Yes Yes
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AWS::AutoScaling::LaunchConfiguration

AWS::AutoScaling::ScalingPolicy

AWS::AutoScaling::ScheduledAction

AWS::CloudTrail::Trail

AWS::CloudWatch::Alarm

AWS::DynamoDB::Table

AWS::EC2::EIP

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::EC2::FlowLog

AWS::EC2::Host

AWS::EC2::Instance

AWS::EC2:InternetGateway

AWS::EC2::NatGateway

AWS::EC2::NetworkAcl

AWS::EC2::NetworkInterface

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::EC2::RouteTable

AWS::EC2::SecurityGroup

AWS::EC2::Subnet

AWS::EC2::VPC

AWS::EC2::VPCEndpoint

AWS::EC2::VPCEndpointService

AWS::EC2::VPCPeeringConnection

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::EC2::\VPNGateway

AWS::EC2::Volume

AWS::ElasticLoadBalancing::LoadBalancer

AWS::ElasticLoadBalancingV2::LoadBalancer

AWS::Elasticsearch::Domain

AWS::IAM::Group

AWS::IAM::Policy

China
(Beijing)

©
®

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

No

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::IAM::Role

AWS::IAM::User

AWS::KMS::Key

AWS::Lambda::Function

AWS::RDS::DBCluster

AWS::RDS::DBClusterSnapshot

AWS::RDS::DBInstance

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
®

Yes

®
©

No

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

No

Yes

Yes

Yes

China
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AWS::RDS::DBSecurityGroup

AWS::RDS::DBSnapshot

AWS::RDS::DBSubnetGroup

AWS::RDS::EventSubscription

AWS::Redshift::Cluster

AWS::Redshift::ClusterParameterGroup

AWS::Redshift::ClusterSecurityGroup

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::Redshift::ClusterSnapshot

AWS::Redshift::ClusterSubnetGroup

AWS::Redshift::EventSubscription

AWS::S3::AccountPublicAccessBlock

AWS::S3::Bucket

AWS::SNS::Topic

AWS::SQS::Queue

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::AmazonMQ::Broker

AWS::ApiGateway::RestApi

AWS::ApiGateway::Stage

AWS::ApiGatewayV2::Api

AWS::ApiGatewayV2::Stage

AWS::AppConfig::Application

AWS::AppConfig::ConfigurationProfile

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::AppConfig::DeploymentStrategy

AWS::AppConfig::Environment

AWS::AppConfig::ExtensionAssociation

AWS::AppConfig::HostedConfigurationVersion

AWS::AppSync::GraphQLApi

AWS::Athena::DataCatalog

AWS::Athena::PreparedStatement

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::Athena::WorkGroup

AWS::AutoScaling::WarmPool

AWS::Backup::BackupPlan

AWS::Backup::BackupSelection

AWS::Backup::BackupVault

AWS::Backup::RecoveryPoint

AWS::Batch::ComputeEnvironment

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::Batch::JobQueue

AWS::Batch::SchedulingPolicy

AWS::Cassandra::Keyspace

AWS::CloudFormation::Stack

AWS::CloudWatch::MetricStream

AWS::CodeBuild::Project

AWS::CodeBuild::ReportGroup

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::Config::ConfigurationRecorder

AWS::Config::ResourceCompliance

AWS::DMS::Certificate

AWS::DMS::Endpoint

AWS::DMS::EventSubscription

AWS::DMS::Replicationinstance

AWS::DMS::ReplicationSubnetGroup

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::DMS::ReplicationTask

AWS::DataSync::LocationEFS

AWS::DataSync::LocationHDFS

AWS::DataSync::LocationNFS

AWS::DataSync::LocationObjectStorage

AWS::DataSync::LocationS3

AWS::DataSync::LocationSMB

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::DataSync::Task

AWS::EC2::CapacityReservation

AWS::EC2::DHCPOptions

AWS::EC2::EC2Fleet

AWS::EC2::LaunchTemplate

AWS::EC2::PrefixList

AWS::EC2::SpotFleet

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::EC2::SubnetRouteTableAssociation

AWS::EC2:: TrafficMirrorFilter

AWS::EC2:: TrafficMirrorSession

AWS::EC2::TrafficMirrorTarget

AWS::EC2:: TransitGateway

AWS::EC2::TransitGatewayAttachment

AWS::EC2::TransitGatewayConnect

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::EC2:: TransitGatewayMulticastDomain

AWS::EC2::TransitGatewayRouteTable

AWS::ECR::Repository

AWS::ECS::CapacityProvider

AWS::ECS::Cluster

AWS::ECS::Service

AWS::ECS::TaskDefinition

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::ECS::TaskSet

AWS::EFS::AccessPoint

AWS::EFS::FileSystem

AWS::EKS::Addon

AWS::EKS::Cluster

AWS::EKS::FargateProfile

AWS::EKS::IdentityProviderConfig

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::EMR::SecurityConfiguration

AWS::ElasticBeanstalk::Application

AWS::ElasticBeanstalk::ApplicationVersion

AWS::ElasticBeanstalk::Environment

AWS::ElasticLoadBalancingV2::Listener

AWS::Events::Archive

AWS::Events::EventBus

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::Events::Rule

AWS::Glue::Classifier

AWS::Glue::Job

AWS::Glue::MLTransform

AWS::GreengrassV2::ComponentVersion

AWS::GuardDuty::Filter

AWS::GuardDuty::ThreatintelSet

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
®

Yes

©
®

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

No

No

Yes

Yes

China
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AWS::IAM::InstanceProfile

AWS::IAM::OIDCProvider

AWS::IAM::SAMLProvider

AWS::IAM::ServerCertificate

AWS::ImageBuilder::ContainerRecipe

AWS::ImageBuilder::DistributionConfiguration

AWS::ImageBuilder::ImagePipeline

China
(Beijing)

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

No

No

No

No

Yes

Yes

Yes

China
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AWS::lmageBuilder::imageRecipe

AWS::lmageBuilder:InfrastructureConfiguration

AWS::loT::AccountAuditConfiguration

AWS::loT::Authorizer

AWS::loT::CACertificate

AWS::loT::CustomMetric

AWS::loT::Dimension

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::loT::FleetMetric

AWS::loT::JobTemplate

AWS::loT::MitigationAction

AWS::loT::Policy

AWS::loT::ProvisioningTemplate

AWS::loT::RoleAlias

AWS::loT::ScheduledAudit

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::loT::SecurityProfile

AWS::loTAnalytics::Channel

AWS::loTAnalytics::Dataset

AWS::loTAnalytics::Datastore

AWS::loTAnalytics::Pipeline

AWS::loTEvents::AlarmModel

AWS::loTEvents::DetectorModel

China
(Beijing)

©
©

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

China
(Ningxia)

Yes

No

No

No

No

No

China
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AWS::loTEvents::Input

AWS::loTSiteWise::AssetModel

AWS::loTSiteWise::Dashboard

AWS::loTSiteWise::Gateway

AWS::loTSiteWise::Portal

AWS::loTSiteWise::Project

AWS::KMS::Alias

China
(Beijing)

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
©

Yes

China
(Ningxia)

No

No

No

No

No

No

Yes

China
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AWS::Kinesis::Stream

AWS::Kinesis::StreamConsumer

AWS::KinesisAnalyticsV2::Application

AWS::KinesisFirehose::DeliveryStream

AWS::Logs::Destination

AWS::MSK::BatchScramSecret

AWS::MSK::Cluster

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::MSK::ClusterPolicy

AWS::MSK::Configuration

AWS::MSK::VpcConnection

AWS::NetworkFirewall::Firewall

AWS::NetworkFirewall::FirewallPolicy

AWS::NetworkFirewall::RuleGroup

AWS::NetworkFirewall::TLSInspectionConfiguration

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::OpenSearch::Domain

AWS::Personalize::Dataset

AWS::Personalize::DatasetGroup

AWS::Personalize::Schema

AWS::Personalize::Solution

AWS::RDS::OptionGroup

AWS::Route53Resolver::FirewallDomainList

China
(Beijing)

©
©

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
®

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

No

No

No

No

Yes

Yes

China
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AWS::Route53Resolver::FirewallRuleGroupAssociation

AWS::Route53Resolver::ResolverEndpoint

AWS::Route53Resolver::ResolverQueryLoggingConfig

AWS::Route53Resolver::Resol

verQueryLoggingConfigAssociation

AWS::Route53Resolver::ResolverRule

AWS::Route53Resolver::ResolverRuleAssociation

AWS::S3::AccessPoint

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::SES::ConfigurationSet

AWS::SES::ContactList

AWS::SES::Template

AWS::SSM::AssociationCompliance

AWS::SSM::Document

AWS::SSM::FileData

AWS::SSM::ManagedInstancelnventory

China
(Beijing)

®
©

No

®
©

No

®
©

No

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::SSM::PatchCompliance

AWS::SageMaker::ApplmageConfig

AWS::SageMaker::CodeRepository

AWS::SageMaker::Domain

AWS::SageMaker::EndpointConfig

AWS::SageMaker::FeatureGroup

AWS::SageMaker:Image

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::SageMaker::Model

AWS::SageMaker::NotebooklInstance

AWS::SageMaker::NotebooklnstanceLifecycleConfig

AWS::SecretsManager::Secret

AWS::ServiceCatalog::CloudFormationProduct

AWS::ServiceCatalog::CloudFormationProvisionedProduct

AWS::ServiceCatalog::Portfolio

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::ServiceDiscovery::HttpNamespace

AWS::ServiceDiscovery::Instance

AWS::ServiceDiscovery::PublicDnsNamespace

AWS::ServiceDiscovery::Service

AWS::StepFunctions::Activity

AWS::StepFunctions::StateMachine

AWS::Transfer::Agreement

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
®

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

No

Yes

Yes

China
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AWS::Transfer::Certificate

AWS::Transfer::Connector

AWS::Transfer::Profile

AWS::Transfer::Workflow

AWS::WAFRegional::RateBasedRule

AWS::WAFRegional::Rule

AWS::WAFRegional::RuleGroup

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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AWS::\WAFRegional::WebACL

AWS::WAFv2::IPSet

AWS::\WAFv2::ManagedRuleSet

AWS::\WAFv2::RegexPatternSet

AWS::WAFv2::RuleGroup

AWS::WAFv2::WebACL

AWS::WorkSpaces::Workspace

China
(Beijing)

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

©
©

Yes

®
©

China
(Ningxia)

Yes

Yes

Yes

Yes

Yes

Yes

Yes

China
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Resource type Middle
East
(Bahrain)

AWS::ACM::Certificate

©

Yes

AWS::AutoScaling::AutoScalingGroup

©

Yes

AWS::AutoScaling::LaunchConfiguration

©

Yes

AWS::AutoScaling::ScalingPolicy

©

Yes

AWS::AutoScaling::ScheduledAction

©

Yes

AWS::CloudTrail::Trail

©

Yes

Africa Middle Israel
(Cape East (Tel Aviv)
Town) (UAE)

©
©
©

Yes Yes Yes

©
©
©

Yes Yes Yes

©
©
©

Yes Yes Yes

©
©
©

Yes Yes Yes

©
©
©

Yes Yes Yes

©
©
©

Yes Yes Yes
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AWS::CloudWatch::Alarm

©
©
©
©

Yes Yes Yes Yes

AWS::DynamoDB::Table

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::CustomerGateway

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::EIP

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::EgressOnlyInternetGateway

©
©
©
®

Yes Yes Yes No

AWS::EC2::FlowLog

©
©
©
®

Yes Yes Yes No

Africa and Middle East 365



AWS Config

Developer Guide

Middle
East
(Bahrain)

Resource type

AWS::EC2::Host

©
©
©
©

Yes

AWS::EC2::Instance

©
©
©
©

Yes

AWS::EC2:InternetGateway

©
©
©
©

Yes

AWS::EC2::NatGateway

©
©
©
®

Yes

AWS::EC2::NetworkAcl

©
©
©
©

Yes

AWS::EC2::Networklinterface

©
©
©
©

Yes

Africa Middle Israel
(Cape East (Tel Aviv)
Town) (UAE)

Yes Yes Yes

Yes Yes Yes

Yes Yes Yes

Yes Yes No

Yes Yes Yes

Yes Yes Yes
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AWS::EC2::RouteTable

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::SecurityGroup

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::Subnet

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::VPC

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::VPCEndpoint

©
©
©
©

Yes Yes Yes Yes

AWS::EC2::VPCEndpointService

©
©
©
©

Yes Yes Yes Yes
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Resource type
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©
©
©
©
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AWS::EC2::.VPNGateway

©
©
©
©

Yes

AWS::EC2::Volume

©
©
©
©
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©
©
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©
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©
©
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AWS::IAM::Group

©
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AWS::IAM::Policy

©
©
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AWS::IAM::User @

Yes
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©
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©
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©
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©
©
©
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©
©
©
©

Yes
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©
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©
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©
©
©
©

Yes
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©
©
©
©

Yes

AWS::Redshift::ClusterParameterGroup
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©
©
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©
©

Yes
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©
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©
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©
©
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©
©
©
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©
©
©
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©
©
©
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©
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©
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©

Yes
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©
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©
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©
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©
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©
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Middle
East
(Bahrain)

©

Yes

©

Yes
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©
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©
©
©
®

Yes

AWS::Backup::RecoveryPoint

©
©
®
®

Yes

AWS::Backup::ReportPlan

©
©
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®
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AWS::Batch::ComputeEnvironment

©
©
©
®
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AWS::Batch::JobQueue

©
©
©
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©
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®
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AWS::Cloud9::EnvironmentEC2

©
©
®
®
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AWS::CloudFormation::Stack

©
©
®
®
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©
©
©
©
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AWS::CodeBuild::Project

©
©
©
©

Yes Yes Yes Yes
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©
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©
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©
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©
©
©
©
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©
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®
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©
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©
©
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©
©
©
®

Yes

AWS::DataSync::LocationFSxLustre

©
©
®
®

Yes

AWS::DataSync::LocationFSxWindows

©
©
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©
©
©
®
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©
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©
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Yes No No

Yes No No

Yes Yes No

Yes Yes No

Africa and Middle East

383



AWS Config

Developer Guide

Middle
East
(Bahrain)

Resource type

AWS::DataSync::LocationObjectStorage

©
©
©
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©
©
©
®

Yes
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©
©
©
®

Yes
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©
©
©
®
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AWS::Detective::Graph

©
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®
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©
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©
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©
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©
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©
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©

Yes
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©
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©
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©
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©
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©
©
©
©

Yes

AWS::EC2::SubnetRouteTableAssociation

©
©
©
©

Yes
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©
®
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®

Yes
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©
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®

Yes
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©
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©
©
©
®

Yes

Africa Middle Israel
(Cape East (Tel Aviv)
Town) (UAE)

Yes Yes Yes

Yes Yes Yes

No No No

No No No

No No No

Yes Yes No

Africa and Middle East

387



AWS Config

Developer Guide

Middle
East
(Bahrain)

Resource type
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©
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©
©
©
®

Yes
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©
©
©
©

Yes
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©
©
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®
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©
©
©
©

Yes
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©
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©
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©
©
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AWS::EFS::FileSystem

©
©
©
®

Yes

AWS::EKS::Addon

©
©
©
®

Yes

AWS::EKS::Cluster

©
©
©
®
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©
©
©
©
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©
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No
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®
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©
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©
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Yes
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©
©
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®

Yes
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©
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®
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Yes
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