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Introduction: AWS Control Tower Controls Reference
Guide

The AWS Control Tower Controls Reference Guide accompanies the AWS Control Tower User Guide. It
gives information about the controls that are specific to the AWS Control Tower environment.

The Controls Reference Guide contains

» A detailed page about each control that can be enabled through AWS Control Tower.
» Extensive reference tables showing the regional availability and the metadata for the controls.

« It explains how to view and enable controls from the AWS Control Tower console and with AWS
Control Tower APlIs.

« Itincludes examples of using the AWS CLI and AWS CloudFormation to work with controls.

» The Controls and compliance section explains how AWS Control Tower defines compliance and
how an administrator can review compliance within the AWS Control Tower environment.

For more information about the AWS Control Tower application programming interface (API), see
The AWS Control Tower API Reference.

Additional control APIs are available in the AWS Control Catalog namespace. The GetControl and
ListControls APIs can help you find information about AWS Control Tower controls.

For information about availability of specific controls across AWS Regions, see Control limitations,
and AWS Region availability for AWS Control Tower controls.



https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_GetControl.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/API_ListControls.html
https://docs.aws.amazon.com/controltower/latest/userguide/control-limitations.html
https://docs.aws.amazon.com/controltower/latest/controlreference/control-region-tables.html
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About controls in AWS Control Tower

A control is a high-level rule that provides ongoing governance for your overall AWS environment.
It's expressed in plain language. AWS Control Tower implements preventive, detective, and proactive
controls that help you govern your resources and monitor compliance across groups of AWS
accounts.

A control applies to an entire organizational unit (OU), and every AWS account within the OU is
affected by the control. Therefore, when users perform work in any AWS account in your landing
zone, they're always subject to the controls that are governing their account's OU.

(® Note

We are transitioning our terminology to align better with industry usage and with other
AWS services. During this time, you may see the previous term, guardrail, as well as the
new term, control, in our documentation, console, blogs, and videos. These terms are
synonymous for our purposes.

The purpose of controls

Controls assist you to express your policy intentions. For example, if you enable the detective
control Detect Whether Public Read Access to Amazon S3 Buckets is Allowed on an OU, you
can determine whether an entity (such as a user) would be permitted to have read access over the
internet to any Amazon S3 buckets, for any accounts under that OU.

Control behavior and guidance

Controls are categorized according to their behavior and their guidance.

The behavior of each control is one of preventive, detective, or proactive. Control guidance refers to
the recommended practice for how to apply each control to your OUs. The guidance of a control is
independent of whether its behavior is preventive, detective, or proactive.

Control behavior and guidance 2
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Control behavior

» Preventive — A preventive control ensures that your accounts maintain compliance, because
it disallows actions that lead to policy violations. The status of a preventive control is either
enforced or not enabled. Preventive controls are supported in all AWS Regions.

» Detective — A detective control detects noncompliance of resources within your accounts, such
as policy violations, and provides alerts through the dashboard. The status of a detective control
is either clear, in violation, or not enabled. Detective controls apply only in those AWS Regions
supported by AWS Control Tower.

» Proactive - A proactive control scans your resources before they are provisioned, and makes sure
that the resources are compliant with that control. Resources that are not compliant will not
be provisioned. Proactive controls are implemented by means of AWS CloudFormation hooks,
and they apply to resources that would be provisioned by AWS CloudFormation. The status of a
proactive control is PASS, FAIL, or SKIP. For more information about AWS CloudFormation hooks,
see Characteristics of hooks in the AWS CloudFormation documentation.

Implementation of control behavior

« The preventive controls are implemented using Service Control Policies (SCPs), Resource Control
Policies (RCPs), and declarative policies, which are part of AWS Organizations.

» The detective controls are implemented using AWS Config rules.

» The proactive controls are implemented using AWS CloudFormation hooks.

« Certain mandatory controls are implemented by means of a single SCP that performs multiple
actions, rather than as unique SCPs. Therefore, the same SCP is shown in the control reference,
under each mandatory control to which that SCP applies.

» The integrated, detective Security Hub controls are implemented using AWS Config rules,
similarly to all Security Hub controls. These controls are owned by the Service-Managed
Standard: AWS Control Tower, which is part of Security Hub.

« The integrated AWS Config controls that are available in the control catalog are owned by AWS
Config and implemented as Config rules, exactly as any other AWS Config controls.

Control guidance

AWS Control Tower provides three categories of guidance: mandatory, strongly recommended, and
elective controls.

Control behavior and guidance 3
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Mandatory controls are always enforced in your landing zone. You cannot turn them off for any
ou.

Strongly recommended controls are designed to enforce some common best practices for well-
architected, multi-account environments. These controls apply at the OU level, for all accounts in
that OU.

Elective controls enable you to track or lock down actions that are commonly restricted in an
AWS enterprise environment. These controls apply at the OU level, for all accounts in that OU.

Defaults: When you create a new landing zone, AWS Control Tower enables all mandatory controls
by default and applies them to your top-level OUs. When you extend governance to an OU, AWS
Control Tower applies mandatory controls to the OU by default. Strongly recommended and
elective controls are not enabled by default.

Considerations for controls and OUs

When working with controls and OUs, consider the following properties:

Controls, landing zones, and OUs

After you create your landing zone, all resources in your landing zone are subject to controls. For
example, certain controls apply to Amazon S3 buckets.

OUs created through AWS Control Tower have mandatory controls applied to them
automatically. Optional controls are applied at the discretion of administrators.

OUs created outside of an AWS Control Tower landing zone (such as, unregistered OUs created
in AWS Organizations) are displayed in the AWS Control Tower console, but AWS Control Tower
controls do not apply to those OUs, unless they become registered OUs.

Regarding nested OUs, preventive controls enabled on any OUs higher in the tree will apply to
unregistered OUs in that tree.

When you enable controls on an organizational unit (OU) that is registered with AWS Control
Tower, preventive controls apply to all member accounts under the OU, enrolled and unenrolled.
Detective controls apply to enrolled accounts only.

For more information about how controls are applied to nested OUs, in AWS Control Tower, see
Nested Ous and controls.

Considerations for controls and OUs 4
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Exception to controls for the management account

The root user and any administrators in the management account can perform work that controls
would otherwise deny. This exception is intentional. It prevents the management account from
entering into an unusable state. All actions taken within the management account continue to be
tracked in the logs contained within the log archive account, for purposes of accountability and
auditing.

Exception to controls for the Security OU

AWS Control Tower deploys and manages resources in the Security OU, which are required so that
AWS Control Tower can function properly. You can deploy certain preventive controls (SCP-based)
and detective controls (based on AWS Config rules) to this OU. Most controls cannot be enabled for
this OU.

Controls that cannot be deployed to the Security OU

You cannot deploy proactive controls to the Security OU.

You cannot deploy Security Hub controls to the Security OU.

You cannot deploy RCP-based controls to the Security OU.

You cannot deploy declarative policies to the Security OU.

Certain SCP-based controls cannot be deployed to the Security OU.

Controls that are deployable to the Security OU

 All controls implemented by AWS Config rules

o AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED (Mandatory)

« AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED

o AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

o AWS-GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED (Mandatory)
o AWS-GR_AUDIT_BUCKET_RETENTION_POLICY

o AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

o AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

o« AWS-GR_CLOUDTRAIL_ENABLED

Exception to controls for the management account 5
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« AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

» AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

» AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

» AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

« AWS-GR_CONFIG_CHANGE_PROHIBITED

o AWS-GR_CONFIG_ENABLED

o AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

o AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED (Mandatory)
« AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED (Mandatory)
« AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED (Mandatory)
o AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

o AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

o AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

o AWS-GR_DISALLOW_VPN_CONNECTIONS

« AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

« AWS-GR_LAMBDA_CHANGE_PROHIBITED

o AWS-GR_LOG_GROUP_POLICY

« AWS-GR_REGION_DENY

o AWS-GR_RESTRICT_ROOT_USER

o AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

o AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION

o AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

» AWS-GR_SNS_CHANGE_PROHIBITED

o AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

« CT.BACKUP.PV.1

« CT.BACKUP.PV.2

« CT.BACKUP.PV.3

+ CT.CLOUDFORMATION.PR.1

« CT.IAM.PV1

o CT.S3.PV.1

Exception to controls for the Security OU 6
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Considerations for controls and accounts

When working with controls and accounts, consider the following properties:

Controls and accounts

« Accounts created through the Account Factory in AWS Control Tower inherit the controls of the
parent OU, and the associated resources are created.

« Accounts created outside of an AWS Control Tower landing zone do not inherit AWS Control
Tower controls. These are called unenrolled accounts.

» Accounts created outside of AWS Control Tower won't inherit controls in AWS Control Tower until
you enroll them. However, these unenrolled accounts are displayed in AWS Control Tower.

Accounts inherit controls from an OU upon enrollment in that OU.
e An OU can contain enrolled or unenrolled member accounts.

» Controls do not apply to an unenrolled account unless it becomes a member account of a
registered AWS Control Tower OU. In that case, preventive controls for the OU will apply to the
unenrolled account. Detective controls will not apply.

« When you enable optional controls, AWS Control Tower creates and manages certain additional
AWS resources in your accounts. Do not modify or delete resources created by AWS Control
Tower. Doing so could result in the controls entering an unknown state. For more information,
see The AWS Control Tower controls library.

« When you move an account from one OU to another, the controls from the previous OU are not
removed. If you enable any new hook-based control on the destination OU, the old hook-based
control is removed from the account, and the new control replaces it. Controls implemented with
SCPs and AWS Config rules always must be removed manually when an account changes OUs.

About common controls

This page provides an overview and a partial list of the common controls available for the Control
Catalog. You can get a complete list of common controls by calling the ListCommonContzrols
API.

Common controls in the ontology

« In the Control Catalog ontology, a common control conceptually expresses a single constraint or
outcome that controls can help you to accomplish.

Considerations for controls and accounts 7
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« In the hierarchy of the ontology, each common control has a single control objective.

A common control is more granular than a control objective, but the common control is not
limited to any particular implementation. In fact, a common control can be implemented in several
different ways, by individual controls, that you can view and enable. Hierarchically, a common
control is the parent of certain individual controls that you see in the Control Catalog.

Because common controls are free of implementation, they do not have a defined Behavior or
Guidance. A common control may be implemented by various preventive, detective, or proactive
controls, or a combination of these. Common controls cannot actually be enabled, only the
implementations can be enabled.

Common controls and industry frameworks

Each common control can be mapped to several industry frameworks, because that common
control can help you meet specific framework requirements. In the Control Catalog ontology, an
industry framework is represented by the term Standard control, because the standard control
represents a specific requirement of an industry standard.

(® Note

In the AWS Control Tower console, the field called Frameworks on the Control detail page
shows the frameworks that are related to the control.

View common controls

You can view each common control on a page in the console, and see a list of specific controls that
implement the common control's functionality.

In the AWS Control Tower console, you can view the Common control field on the Control details
page of a control. Each implemented control has a parent common control.

You can find the common control that is related to any specific control programmatically, by calling
the GetControl or ListControls API.

Examples of common controls

» Log aggregation

» Secure development environment

Common controls 8
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» Network topology design and review

» Asset retirement and disposition

« Data backup procedures

» Evidence preservation procedures and chain of custody
» Security metrics

» Guest and limited access wireless netwok management
» Asset labeling

» Security cameras

« Vendor incident management

» Data error checking and correction

« Secure encryption protocols

» Log protection and integrity

» Collaboration and communication

« External vulnerability scanning

» Patch testing and approval

o Access request and approval workflows

» Rollback and recovery procedures

« Security testing

Control catalog: control objectives

This document gives details about the control objectives from the AWS Control Tower Control
Catalog.

Control Catalog: control objectives

Number Objective Explanation

1 Asset inventory management  This control objective focuses
on maintaining an accurate
and up-to-date inventory of
assets, including hardware,
software, and data, to protect

Control objectives 9
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Number Objective Explanation

organization investments
from harm or loss.

2 Asset classification This control objective focuses
on classifying assets based
on their value, sensitivity, and
criticality to the organization
to manage investment risk
and unauthorized access to
assets and information.

3 Asset maintenance This control objective
focuses on maintaining the
availability and integrity of
assets, including performan
ce management, regular
maintenance, and repairs
to protect and extract the
maximum value of the
organization's IT investments.

4 Asset lifecycle management This control objective
focuses on managing assets
throughout their entire
lifecycle, including acquisiti
on, deployment, use, and
retirement. This helps
manage risks associated
with asset costs by ensuring
optimum asset productivity,
performance, efficiency, and
profitability.

Control objectives 10
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Number Objective Explanation
5 Asset loss prevention, This control objective focuses
response, and recovery on preventing asset loss, and

responding to and recoverin
g lost, stolen, or damaged
assets to contribute to the
organization's profitability by
reducing losses.

6 Business continuity This control objective focuses
on developing and maintaini
ng plans, procedures, and
protocols that support an
organization's ability to
recover critical business
functions in the event of a
disruption, including backup
and recovery and business
impact analysis.

7 Disaster recovery This control objective focuses
on the steps and technolog
ies necessary to recover
critical information resources
in the event of a natural
disaster, security event and/
or incident, and/or system
outage and ensure critical
business functions can
continue.
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Number

10

Objective

Crisis and emergency
management

Data classification and
handling

Data integrity

Explanation

This control objective focuses
on the development and
maintenance of plans and
procedures to mitigate the
effects of and recover from

a crisis or emergency, and
ensure that critical business
functions can continue.

This control objective focuses
on the classification of data
based on its sensitivity and
implementation of appropria
te controls for handling and
protecting data based on its
classification. This includes
data handling procedures,
access controls, and data loss
prevention (DLP) solutions to
minimize the risk of data loss,
corruption, or compromise.

This control objective focuses
on data integrity, such as data
validation, checksum verificat
ion, and digital signing, to
ensure data is reliable and
traceable to origin.

Control objectives
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Number

11

12

13

Objective

Data retention and disposal

Data backup and recovery

Data encryption

Explanation

This control objective focuses
on the implementation of
policies for retaining and
disposing of data in a secure
and compliant manner. This
includes securely deleting
data from storage devices,
wiping data from devices
before disposal, and establish
ing retention periods for
different types of data.

This control objective focuses
on the implementation

of backup and recovery
procedures to ensure that
data can be restored in the
event of a data loss incident.
This includes regular backups,
offsite storage, and testing

of backup and recovery
procedures.

This control objective focuses
on the use of encryption to
protect data both in transit
and at rest minimize the risk
of data loss, corruption, or
compromise. This includes
using encryption for email,
file transfer, and storage
encryption.

Control objectives
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Number Objective Explanation
14 Cryptographic key This control objective focuses
management on processes for managing

cryptographic keys throughou
t their lifecycle, from creation
to destruction, to minimize
the risk of data loss, corruptio
n, or compromise.

15 Data anonymization, This control objective focuses
tokenization, masking, and on data anonymization,
redaction tokenization, masking,

and redaction to protect
sensitive data to minimize
the risk of unauthorized
access to data, and data loss,
corruption, or compromise.
This includes truncating and
replacing sensitive informati
on with realistic data, but
fictitious data or tokens to
represent sensitive data for
other purposes, such as data
analytics.
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Number

16

17

18

Objective

Identity management

Authentication and access
control

Identity governance and
administration (IGA)

Explanation

This control objective focuses
on the management of
digital identities, including
the creation, maintenance,
verification, and retirement
of user accounts, enforceme
nt of authentication and
authorization policies, and
use of federated identities to
reduce the risk of unauthori
zed access to resources and
data.

This control objective focuses
on user and system authentic
ation, password managemen
t policies, privileged account
management, and access
controls restrictions.

This control objective focuses
on the policies, procedure

s, and technologies used

to manage user identitie

s and access entitlements
throughout their lifecycle.

Control objectives
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Number Objective Explanation

19 Incident response planning This control objective focuses
on developing and maintaini
ng incident response plans,
assimilating an incident
response team, defining roles
and responsibilities, and
conducting incident response
training and exercises. This
enables the organization
to act quickly and respond
efficiently in the event of a

threat.
20 Incident containment and This control objective focuses
mitigation on containing and limiting the

impact of security incidents
, and mitigating the root
cause of an incident to
prevent further damage to
the organization and assets.

21 Incident investigation and This control objective focuses
response on investigating security

incidents, including preservin
g and analyzing evidence,
conducting interviews,
performing root cause
analysis, and implement
ing remediation measures.
This enables organizations
to take corrective actions
to prevent recurrence and
demonstrates the organizat
ion's commitment to protect
the well-being of people.

Control objectives 16
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Number Objective Explanation
22 Incident reporting and This control objective
communication focuses on reporting

potential security incidents
to appropriate security
personnel and communica
ting security incidents to
relevant stakeholders to
improve risk managemen
t, take necessary response
actions, and track incident
progress to help determine
business impacts.

23 Incident metrics and This control objective focuses
continuous improvement on measuring and tracking
incident management
performance, such as incident
response times, incident
resolution rates, and root
cause analysis outcomes

Control objectives 17
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24

25

26

Number

Objective

Privacy Laws

Log generation and integrity

Log retention

Explanation

This control objective focuses
on regulations and laws to
protect individuals' personal
data from unauthorized
access, misuse, or disclosur
e. The intent is to ensure
that entities collecting or
processing such data do

so responsibly, transpare
ntly, and with the individua
l's knowledge and consent,
thereby safeguarding an
individual's right to privacy
and trust in the digital
ecosystem.

This control objective focuses
on log generation, including
security logs and audit trails,
to record activity and reduce
fraud, errors, and unauthori
zed use within the organizat
ion's compute environment.
This includes ensuring log
integrity and confidentiality
remain intact from the point
of generation.

This control objective focuses
on retaining and archiving log
data for a specified period

of time to meet regulatory
requirements and support
incident response and
forensic investigations.

Control objectives
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Number

27

28

29

Objective

Log aggregation and analysis

Alerting and Notification

Log monitoring and event
management tools

Explanation

This control objective focuses
on real-time monitoring of
logs and events. This involves
aggregating, normalizing,
correlating, analyzing, and
reviewing log data, including
security events, audit trails,
and user activity, from
multiple sources to identify
security events or patterns
that may indicate an ongoing
or emerging threat.

This control objective focuses
on generating alerts and
notifications to relevant
parties of potential security
incidents or risks based on
log monitoring and analysis
results.

This control objective focuses
on selecting, implement

ing, and maintaining log
monitoring and event
management tools and
technologies to support real-
time log analysis, retention,
and protection. This supports
timely response to anomalous
activity and security events
reducing the risk of undetecte
d or unknown threats to the
organization.

Control objectives
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Number

30

31

32

Objective

Network architecture and
secure configuration

Network monitoring

Wireless network security

Explanation

This control objective focuses
on network architecture,
design, and secure configura
tions network devices or
services, including routing
switching, and firewall
solutions to prevent malicious
and unnecessary content
from entering the environme
nt.

This control objective focuses
on monitoring and analyzing
network traffic, including
intrusion detection and
prevention and network

flow analysis to identify and
respond to potential threat
quickly before they escalate
into a serious security
incident.

This control objective focuses
on management of wireless
network access, including
secure configuration and
encryption.

Control objectives
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Number

33

34

35

Objective

Network filtering

Physical security managemen
t

Environmental protection
controls

Explanation

This control objective focuses
on filtering and inspecting
network traffic for unwanted
or malicious content to
reduce the risk of unauthori
zed data exfiltration, spread
of malware, and impact of
compromised systems to
other resources.

This control objective focuses
on the organization's ability
to ensure the physical security
of corporate facilities, data
centers, and other locations
to prevent or reduce threats
to people, information,

and assets that may cause
damage or loss. This includes
surveillance and physical
access management processes
and systems.

This control objective focuses
on securing the physical
environment of assets, such
as temperature and humidity
controls, fire suppression
systems, water detection
mechanisms, and redundant
power supply, to prevent or
reduce threats to people,
information, and assets that
may cause damage or loss.

Control objectives
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Number

36

37

38

39

Objective

Vulnerability scanning and
remediation

IT risk assessment and
management

Vulnerability assessments and
prioritization

Continuous vulnerability
monitoring

Explanation

This control objective focuses
on scanning systems and
applications to identify and
remediate known vulnerabi
lities to reduce the risk of
attack and exploitations.

This control objective focuses
on identifying, assessing,
prioritizing, reporting, and
responding to risks, and
implementing risk mitigatio
n strategies to reduce risks
to acceptable levels based on
defined risk tolerance.

This control objective focuses
on processes for determini

ng the severity of risks,
threats, and vulnerabilities
and prioritizing them for
remediation based on the
level of risk they pose to
reduce chances of attack and
exploitations.

This control objective focuses
on continuously monitorin

g and actively searching for
vulnerabilities and threats to
detect vulnerabilities in real-
time enabling faster response
and containment of a security
incident to reduce risk of
escalation.

Control objectives
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Number

40

41

42

Objective

Threat intelligence

Vulnerability reporting and
metrics

Offensive security

Explanation

This control objective focuses
on gathering and analyzing
information on current and
emerging threats to proactive
ly identify vulnerabilities and
potential attack vectors, and
reduce the risk of security
incidents.

This control objective focuses
on determining and reporting
on key performance indicator
s (KPIs) and metrics to
measure the effectiveness

of threat and vulnerability
management processes

and communicate risk to
stakeholders.

This control objective focuses
on actively identifying and
exploiting vulnerabilities

in computer systems and
networks to assess their
security posture and develop
strategies to improve their
overall security to reduce

the risk of exploitation and
attack.

Control objectives
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Number

43

44

45

Objective

Malware protection

Development lifecycle
processes

Code reviews and testing

Explanation

This control objective focuses
on preventing, detecting,

and remediating malware
infections on systems and
networks to reduce the risk of
attack and exploitation.

This control objective focuses
on the software developme
nt lifecycle processes, such

as requirements gathering,
design, coding, deploymen

t, and maintencence of

code to reduce the risk of
introducing vulnerabilities or
insecure code into production
environments.

This control objective focuses
on testing and reviewing code
to ensure that it meets the
requirements and is securely
developed to reduce the

risk of introducing vulnerabi
lities or insecure code in to
production environments.

Control objectives
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Number

46

47

48

Objective

Secure configuration
management

Patch management

Change management

Explanation

This control objective focuses
on maintaining secure
configurations of systems
and software, and managing
configuration drift, to reduce
the risk of performance
issues, inconsistencies, errors
and compliance issues that
can lead to compromise and
unintended data exposure.

This control objective focuses
on maintaining system

and software security and
functionality by ensuring
that patches and updates

are applied in a timely and
effective manner to reduce
the risk of cyberattacks and
compromise.

This control objective focuses
on managing changes to the
software, including testing,
approval, and implement
ation to minimize disruptio

n, reduce costly back-out
activities, and provide clear
communication of changes to
stakeholders.

Control objectives
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49

50

Number

Objective

DevOps

Compliance management

Explanation

This control objective focuses
on integrating developme

nt and operations teams to
ensure the rapid and secure
deployments, accelerated
innovation, and reduced
failure rates and recovery
times.

This control objective focuses
on establishing and enforcing
policies, procedures, and
controls that adhere to
applicable regulatory security
and compliance requirements
and industry best practices
that ensure operational
accountability with organizat
ional obligations that govern
the business.

Control objectives
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51

Number

Objective

Security governance &
program management

Explanation

This control objective focuses
on establishing the set

of practices, policies, and
procedures that guide an
organization's approach

to information security to
ensure alignment with the
organization's business goals
and objectives to protect the
organization's assets from
unauthorized access, use,
disclosure, modification, or
destruction. This involves
establishment of a consisten
t and structured information

security program and strategy

that supports employee
awareness and acknowled
gement of security policies
outlining employee responsib
ilities for complying with
organizational governance.

Control objectives
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Number Objective Explanation

52 Security awareness This control objective focuses
on security awareness
for individuals within an
organization by providing
training, knowledge,
understanding, and behaviora
 awareness related to
security risks and best
practices, with the goal of
preventing security incidents
and improving overall security
posture.

53 Vendor selection This control objective focuses
on the organization establish
ing risk-based evaluatio
n criteria, due diligence
procedures, and contractual
clauses for third party vendor,
supplier, and service provider
selection to identify and
prepare for vendor risks, and
avoid disruption to business
performance.
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Number Objective Explanation

54 Vendor management This control objective focuses
on assessing and managing
third party risks, monitorin
g and reviewing third party
activities, and managing third
party security incidents to
identify vendor risks and
reduce potential for business
disruption or negative impact
on business performan
ce. Third-parties include
vendors, suppliers, and
service providers.

® Note

This data was generated from Control Catalog using the command: aws controlcatalog
list-objectives

Legacy control objectives

These control objectives were the original objectives for AWS Control Tower controls. As AWS
Control Tower has expanded to include more indistry frameworks, we have expanded the list of
objectives. This list is available as historical guidance, to help you make the transition to newer
controls and APl implementations.

Sometimes controls must be applied in a group so that the control objective is enforced.
Information about related controls is viewable in the AWS Control Tower console, on the Control
details page.

Legacy control objectives

For more information about controls and their associated control objectives, see Tables of control
metadata.
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« CO.1 Establish logging and monitoring
« CO.2 Encrypt data at rest

« CO.3 Encrypt data in transit

« CO.4 Protect data integrity

« CO.5 Enforce least privilege

« CO.6 Limit network access

« CO.7 Optimize costs

« CO.8 Improve resiliency

« CO.9 Improve availability

» CO.10 Protect configurations

« CO.11 Prepare for incident response
« C0O.12 Manage vulnerabilities

« CO.13 Manage secrets

o CO.14 Prepare for disaster recovery

« C0.15 Use strong authentication

Frameworks supported

The controls available in Control Catalog support several industry frameworks.

» CIS-AWS-Benchmark-v1.4

« CIS-v8.0

« FedRAMP-r4

« ISO-IEC-27001:2013-Annex-A
e NIST-CSF-v1.1

e NIST-SP-800-171-r2

« NIST-SP-800-53-r5

« PCI-DSS-v3.2.1

« PCI-DSS-v4.0

« SSAE-18-SOC-2-Oct-2023

Frameworks supported
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For more information, see the Control Catalog Ontology overview.

View control details

To view details about an individual control in the AWS Control Tower console, select the name of
the control from the table on the Controls page. On the console page for the control, you may see
metadata items such as Categories: Common controls, Frameworks, Services, and Groups. Select
each item to get more information about the control. You can find additional information in the
tabs: About, OUs enabled, and Accounts.

To view details about an individual control, see Tables of control metadata. For each control, the

global API controlldentifer is available in the console, along with the framework and objective.
The Regional API controlldentifier is available only in the documentation, because it is not
recommended for most use cases. Certain control information is available only in the console, as
described in the next sections.

In each Control details page of the console, you can find the following details for each control:

« Name - The name of the control.

« Common control (formerly, Control objective) — The pre-defined objective that an
implemented control helps you enforce. See Control catalog: control objectives and About
common controls.

» Service — The AWS service to which this control applies.
« Control owner - The AWS service that owns and maintains this control.
« Behavior - A control's behavior is set to preventive, detective, or proactive.

« Implementation — The underlying implementation method for this control, such as SCP, AWS
Config managed rule, or AWS CloudFormation hook.

« GovernedResources — The AWS resources that are monitored or affected by this control. This
field can show an AWS service name, or an AWS CloudFormation ARN. It can be blank if there's
no AWS CloudFormation ARN to represent the resource, or if the control governs resources across
several AWS services (for example, the Region Deny control).

» Framework — The industry-standard compliance framework that this control helps to enforce, for
example, NIST 800-53 Rev 5.

« Control ID (Alias) — A unique identifier assigned to each control. This identifier is part of a
classification system for the controls.

» API controlldentifier — This identifier is needed when calling the AWS Control Tower APIs.
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« Group - A label for a group of controls with similar purpose, such as helping you create Digital
Sovereignty.

» Guidance - The guidance is either mandatory, strongly recommended, or elective.
« Severity — The relative risk associated with any violation of this control.

+ Release date —-The date the control became available.

(® Note

The control State and status information is available in the console only. It is not available
from the public API. To view the status of a control, navigate to the Control details page in
the AWS Control Tower console.

Open the tabs

 In the About tab, you can view the relationship of the control with other controls. We provide
recommendations about how certain controls can work together with other controls to provide
best security for your AWS environment.

« The OUs enabled tab shows a list of OUs on which the control is actively enabled.

The status of the Region deny control is shown as a separate entry.
Other information may appear on the Control details page, including these items:

» Description - A brief description of the control and its function.

« Remediation message — Suggestions for what to change if your AWS CloudFormation hook
control returns a FAIL status.

+ Remediation samples — Examples showing configurations that can return a PASS or FAIL result
for your AWS CloudFormation hook control.

» Usage considerations — Additional information about how to apply this control or about the
resources it can affect.

« The Gherkin artifact — The Gherkin is a readable specification for the AWS CloudFormation hook
controls, showing requirements for tests that cause PASS, FAIL, or SKIP results to be returned.

To view a control artifact
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Each control is implemented by one or more artifacts. These artifacts can include a baseline AWS
CloudFormation template, a service control policy (SCP) to prevent account-level configuration
changes or activity that may create configuration drift, and AWS Config Rules to detect account-
level policy violations.

To view a control's artifact, select the Artifact tab to view the Service control policy (SCP), AWS

Config rule, or AWS CloudFormation policy template on the Control details page.

® Note

The four mandatory controls with "Sid": "GRCLOUDTRAILENABLED" are identical by
design. The sample code is correct.

View enabled controls

To view your enabled controls in the AWS Control Tower console, navigate to the Enabled Controls
page by selecting it from the left navigation pane.

You also can view your enabled controls programmatically, by calling the ListEnabledControls
API.
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Resource identifiers for APls and controls

Each control in AWS Control Tower has unique identifiers for use with the control APIs. You can call
a control APl using a global identifier or a Region-based identifier.
« The AWS Control Tower identifer is Region-based and has been available longer.

« We recommend that you use the global identifiers for most use cases in AWS Control Tower.

Regional and global identifiers

A global identifier (ARN) is available for all controls that are part of AWS Control Catalog. This
identifier is independent of any AWS Region. All AWS Control Tower controls are included in AWS
Control Catalog, and each AWS Control Tower control has a global identifier.

Also, each AWS Control Tower control has a Regional identifier (ARN), which is a unique identifier
for each Region in which AWS Control Tower operates. The identifier for each control is shown in
the Tables of control metadata.

» The Regional identifier is not shown in the AWS Control Tower console, only in documentation.

» The global identifier is shown in the API controlldentifier field, on the Control details page in
the AWS Control Tower console. For a full list of global identifiers, see All global identifiers for
AWS Control Tower controls.

(® Note

The API controlldentifier is distinct from the ControllD field, which is a classification
system for controls.

View the Regional control identifiers for all controls

To view the Regional controlIdentifier ARN for each control and Region, and other metadata,
see Tables of control metadata. The tables also include the identifiers for Security Hub controls
that are part of the AWS Security Hub Service-Managed Standard: AWS Control Tower.
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How to change from AWS Control Tower control ARNs (Regional) to Control Catalog control
ARNs (global)

1. Deactivate the enabled control that has the ARN you wish to change.

2. Re-enable the control and specify the Control Catalog ARN, which will create a new AWS
resource that has the Control Catalog ARN.

/A Important

When you disable the control, your environment may experience a gap in governance until
the new control resource is enabled.

View global control identifiers in the console

To view the global control identifiers and other details about AWS Control Tower controls in the
console, navigate to the Control details page in the AWS Control Tower console. You can find the
identifier in the API controlldentifier field.

(® Example forms of identifiers

Here are examples of identifiers you may see.

« Security Hub example API controlldentifier (regional): arn:aws:controltower:us-
east-1::control/0O0TDCUSIKIZZ

« Legacy control example API controlldentifier (regional): arn:aws:controltower:us-
east-1::control/AWS-GR_LOG_GROUP_POLICY

» Proactive control example API controlldentifier (regional):
arn:aws:controltower:us-east-1::control/EHSOKSSMVFWF

« Control catalog example API controlldentifier (global):
arn:aws:controlcatalog:::control/5mhjhod4ky44haldvja2v4x3a

Older controls (legacy controls) include the name of the control in the ARN, but newer
controls have a different identifier, and that is expected.

Legacy control example: arn:aws:controltower:us-east-1::control/AWS-
GR_CLOUDTRAIL_CHANGE_PROHIBITED
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Newer control example: arn:aws:controltower:us-east-1::control/
WTDSMKDKDNLE

Find identifiers for OUs

For more information about how to find the resource identifier for an OU and its resources, see
Resource types defined by AWS Organizations.

To learn more about how to get information from an OU, see the AWS Organizations API

Reference.

Identifiers for legacy controls

The following section contains the Regional API controlIdentifier designations of the legacy
Strongly recommended and Elective, preventive and detective, controls that are owned by AWS
Control Tower, including the elective Data residency controls. This information is presented as a
reference. Although we recommend that you call APIs using the global identifiers, some controls
may have been activated with Regional identifiers and still can be tracked by them.

(® Note

Mandatory controls cannot be deactivated by the control APlIs.

Each item in the list that follows serves as a link, which provides more information about these
individual (legacy) controls that are owned by AWS Control Tower, as given in The AWS Control
Tower Control Catalog.

Designations for legacy Elective controls

e arn:aws:.controltower:REGION::control/AWS-GR_AUDIT_BUCKET_ENCRYPTION_ENABLED
o arn:aws:controltower:REGION::control/AWS-GR_AUDIT_BUCKET_LOGGING_ENABLED

e arn:aws:controltower:REGION::control/AWS-
GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

« arn:aws:controltower:REGION::control/AWS-GR_AUDIT_BUCKET_RETENTION_POLICY
« arn:aws:controltower:REGION::control/AWS-GR_IAM_USER_MFA_ENABLED
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« arn:aws:controltower:REGION::control/AWS-GR_MFA_ENABLED_FOR_IAM_CONSOLE_ACCESS
« arn:aws:controltower:REGION::control/AWS-GR_RESTRICT_S3_CROSS_REGION_REPLICATION
« arn:aws:controltower:REGION::control/AWS-GR_RESTRICT_S3_DELETE_WITHOUT_MFA

« arn:aws:controltower:REGION::control/AWS-GR_S3_VERSIONING_ENABLED

Designations for legacy Data residency controls (elective)

e arn:aws:controltower:REGION::control/AWS-GR_SUBNET_AUTO_ASSIGN_PUBLIC_IP_DISABLED

e arn:aws:.controltower:REGION::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED

e arn:aws:.controltower:REGION::control/AWS-GR_DISALLOW_CROSS_REGION_NETWORKING

« arn:aws:.controltower:REGION::control/AWS-GR_DISALLOW_VPC_INTERNET_ACCESS

e arn:aws:.controltower:REGION::control/AWS-GR_DISALLOW_VPN_CONNECTIONS

« arn:aws:controltower:REGION::control/AWS-GR_DMS_REPLICATION_NOT_PUBLIC

« arn:aws:controltower:REGION::control/AWS-GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK
e arn:aws:.controltower:REGION::control/AWS-GR_EC2_INSTANCE_NO_PUBLIC_IP

« arn:aws:controltower:REGION::control/AWS-GR_EKS_ENDPOINT_NO_PUBLIC_ACCESS

« arn:aws:.controltower:REGION::control/AWS-GR_ELASTICSEARCH_IN_VPC_ONLY

e arn:aws:.controltower:REGION::control/AWS-GR_EMR_MASTER_NO_PUBLIC_IP

e arn:aws:.controltower:REGION::control/AWS-
GR_LAMBDA_FUNCTION_PUBLIC_ACCESS_PROHIBITED

« arn:aws:controltower:REGION::control/AWS-GR_NO_UNRESTRICTED_ROUTE_TO_IGW
« arn:aws:.controltower:REGION::control/AWS-GR_REDSHIFT_CLUSTER_PUBLIC_ACCESS_CHECK

e arn:aws:.controltower:REGION::control/AWS-
GR_S3_ACCOUNT_LEVEL_PUBLIC_ACCESS_BLOCKS_PERIODIC

e arn:aws:.controltower:REGION::control/AWS-
GR_SAGEMAKER_NOTEBOOK_NO_DIRECT_INTERNET_ACCESS

e arn:aws:.controltower:REGION::control/AWS-GR_SSM_DOCUMENT_NOT_PUBLIC

Designations for legacy Strongly recommended controls

« arn:aws:controltower:REGION::control/AWS-GR_ENCRYPTED_VOLUMES
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« arn:aws:controltower:REGION::

control/AWS-GR_EBS_OPTIMIZED_INSTANCE

« arn:aws:controltower:REGION::

control/AWS-GR_EC2_VOLUME_INUSE_CHECK

e arn:aws:controltower:REGION::

control/AWS-GR_RDS_INSTANCE_PUBLIC_ACCESS_CHECK

« arn:aws:controltower:REGION::

control/AWS-GR_RDS_SNAPSHOTS_PUBLIC_PROHIBITED

« arn:aws:controltower:REGION::

control/AWS-GR_RDS_STORAGE_ENCRYPTED

« arn:aws:controltower:REGION::

control/AWS-GR_RESTRICTED_COMMON_PORTS

« arn:aws:controltower:REGION::

control/AWS-GR_RESTRICTED_SSH

« arn:aws:controltower:REGION::

control/AWS-GR_RESTRICT_ROOT_USER

« arn:aws:;controltower:REGION::

control/AWS-GR_RESTRICT_ROOT_USER_ACCESS_KEYS

« arn:aws:;controltower:REGION::

control/AWS-GR_ROOT_ACCOUNT_MFA_ENABLED

« arn:aws:;controltower:REGION::

control/AWS-GR_S3_BUCKET_PUBLIC_READ_PROHIBITED

« arn:aws:;controltower:REGION::

control/AWS-GR_S3_BUCKET_PUBLIC_WRITE_PROHIBITED

e arn:aws:controltower:REGION::

control/AWS-

GR_DETECT_CLOUDTRAIL_ENABLED_ON_MEMBER_ACCOUNTS

Controls that cannot
APls

The following controls cannot be
APIs. Except for the landing zone

be changed with the AWS Control Tower

activated or deactivated by means of the AWS Control Tower
Region deny control, all of these are mandatory controls. In

general, mandatory controls cannot be deactivated. The landing zone Region deny control must be

changed in the console.

o AWS-GR_REGION_DENY (Landing zone Region deny control)
 AWS-GR_AUDIT_BUCKET_DELETION_PROHIBITED

« AWS-GR_AUDIT_BUCKET_PUBLIC_READ_PROHIBITED

« AWS-GR_AUDIT_BUCKET_PUBLIC_WRITE_PROHIBITED

o AWS-GR_CLOUDTRAIL_CHANGE_PROHIBITED

o AWS-GR_CLOUDTRAIL_CLOUDWATCH_LOGS_ENABLED

o AWS-GR_CLOUDTRAIL_ENABLED

o AWS-GR_CLOUDTRAIL_VALIDATION_ENABLED

o« AWS-GR_CLOUDWATCH_EVENTS_CHANGE_PROHIBITED

Non-API controls
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» AWS-GR_CONFIG_AGGREGATION_AUTHORIZATION_POLICY

» AWS-GR_CONFIG_AGGREGATION_CHANGE_PROHIBITED

» AWS-GR_CONFIG_CHANGE_PROHIBITED

» AWS-GR_CONFIG_ENABLED

o AWS-GR_CONFIG_RULE_CHANGE_PROHIBITED

« AWS-GR_CT_AUDIT_BUCKET_ENCRYPTION_CHANGES_PROHIBITED

« AWS-GR_CT_AUDIT_BUCKET_LIFECYCLE_CONFIGURATION_CHANGES_PROHIBITED
« AWS-GR_CT_AUDIT_BUCKET_LOGGING_CONFIGURATION_CHANGES_PROHIBITED
« AWS-GR_CT_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED

« AWS-GR_IAM_ROLE_CHANGE_PROHIBITED

« AWS-GR_LAMBDA_CHANGE_PROHIBITED

» AWS-GR_LOG_GROUP_POLICY

« AWS-GR_SNS_CHANGE_PROHIBITED

o AWS-GR_SNS_SUBSCRIPTION_CHANGE_PROHIBITED

» AWS-GR_ENSURE_CLOUDTRAIL_ENABLED_ON_SHARED_ACCOUNTS

Non-API controls

39



AWS Control Tower Controls Reference Guide

Control APl examples

Each control in AWS Control Tower has a unique identifier for use with the control APIs. The
identifier for each control is shown in the API controlldentifier field, on the Control details page
in the AWS Control Tower console. This identifier is distinct from the ControlID field, which is a
classification system for controls.

(® Note

When you invoke EnableControl on an account or OU, the operationIdentifier
value is returned by means of ListEnabledControls or GetEnabledContzrol even if
the enable operation fails. In the AWS Control Tower console, you can determine whether
the EnableControl operation was successful, by verifying that the control is enabled
on the account or OU. Programatically, you can track the status of the EnableControl
operation with the GetControlOperation APl command, by passing it the value of
operationIdentifier as shown in an example that follows.

EnableControl

For more information about this APl operation, see EnableControl.

Example input for EnableControl:

This example shows how to specify the control you wish to enable, and activate that control for the
target OU that you identify.

controlIdentifier: "arn:aws:controltower:us-west-2::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED",

targetIdentifier: "arn:aws:organizations::123456789123:0u/0-kg8aXXXXXX/ou-prlj-
a5k XXXXX"

}

Example output for EnableControl:

As an example of how to use this output parameter, you can pass the operationldentifier
parameter as an input to the GetControlOperation API, to track the status of your EnableControl
task.
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"operationIdentifier":"e2bXXXXX-6cab-XXXX-bde7-XX0c6fXXXXXX"

Example CLI command:

aws controltower enable-control \

--control-identifier arn:aws:controltower:us-west-2::control/AWS-
GR_AUDIT_BUCKET_POLICY_CHANGES_PROHIBITED \

--target-identifier arn:aws:organizations::123456789123:0u/0-qnilXXXXXX/ou-vwxu-
gglXXXXX \

--region us-west-2

DisableControl

For more information about this APl operation, see DisableControl.

Example input for DisableControl:

controlIdentifier: "arn:aws:controltower:us-west-2::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED",

targetIdentifier: "arn:aws:organizations::123456789123:0u/0-kg8aXXXXXX/ou-prlj-
a5kXXXXX"
}

Example output for DisableControl:

{
"operationIdentifier":"e2bXXXXX-8xai-XXXX-bde7-XX0c6fXXXXXX"
}
GetControlOperation

For more information about this APl operation, see GetControlOperation.

Example input for GetControlOperation:

When you give an operationldentifier as input, you receive a status message as output.
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operationIdentifier: "e2bXXXXX-6cab-XXXX-bde7-XX@c6FXXXXXX"

Example output for GetControlOperation:

{
"ControlOperationStatus":{
"OperationType": "ENABLE_CONTROL",
"StartTime": "2022-02-02T720:52:08.0342",
"Status": "IN_PROGRESS"
}
}

Example output for GetControlOperation:

{
"ControlOperationStatus": {
"EndTime": "2022-04-28T19:36:317",
"OperationType": "DISABLE_CONTROL",
"StartTime": "2022-04-28T19:35:00Z",
"Status": "SUCCEEDED"
}
}
{

"ControlOperationStatus": {
"EndTime": "2022-04-28T19:36:3172",
"OperationType": "DISABLE_CONTROL",
"StartTime": "2022-04-28T19:35:00Z2",
"Status": "FAILED",

"StatusMessage": "AWS Control Tower cannot add the SCP because the IAM
user or role does not have permission to perform the requested operation in AWS
Organizations. To continue, update your access permissions for AWS Organizations. For

more information, see Access Management in the IAM User Guide."

}

GetEnabledControl

For more information about this APl operation, see GetEnabledControl.

GetEnabledControl
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Example for GetEnabledControl

aws controltower get-enabled-control --enabled-control-identifier
arn:aws:controltower:us-east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57{
"enabledControlDetails": {

"arn": "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57",

"controlIdentifier": "arn:aws:controltower:us-east-1::control/AWS-
GR_EBS_OPTIMIZED_INSTANCE",

"targetIdentifier": "arn:aws:organizations::123456789012:0ou/o-ct7amcilen/ou-

slfp-nay7ybhu",
"targetRegions": [

{

"name": "eu-north-1"
1,
{

"name": "eu-west-2"
}

1,
"statusSummary": {
"status": "SUCCEEDED",
"lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410"

1,
"driftStatusSummary": {

"driftStatus": "NOT_CHECKING"

ListControlOperations

For more information about this APl operation, see ListControlOperations.

Example input and output for ListControlOperations:

aws controltower list-control-operations --max-items 13

"controlOperations": [
{
"startTime": "2024-02-19T19:22:08+00:00",
"operationType": "ENABLE_CONTROL",

ListControlOperations
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"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",
"operationIdentifier": "f9f43b45-db27-44df-89d8-f9129e3632XX",
"controlIldentifier": "arn:aws:controltower:us-west-2::control/

SKIBWKYUQAAC",
"targetIdentifier": "arn:aws:organizations::123456789012:0u/o0-yy67i3pfv2/
ou-slt4-8abknXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /RWZFSHV2BBRUG6JISE"
.
{

"startTime": "2024-02-19T19:21:09+00:00",

"operationType": "ENABLE_CONTROL",

"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress."

"operationIdentifier": "17lee@bl-e926-486e-9775-005bd244ccXX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/
PDKYAANJEWJE",

"targetIdentifier": "arn:aws:organizations::123456789012:0u/o0-yy67i3pfv2/
ou-slt4-flemixXXXx",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /XCNJARWZFSHV6ISE"
},
{

"startTime": "2024-02-19T19:20:08+00:00",
"operationType": "DISABLE_CONTROL",
"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",
"operationIdentifier": "6345643b-3bdl-44dc-ble5-9e9ae5df41XX",
"controlIldentifier": "arn:aws:controltower:us-west-2::control/

XAZHITQBXMLM",
"targetIdentifier": "arn:aws:organizations::123456789012:ou/o-yy67i3pfv2/
ou-slt4-quinbXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /NCHASYHFBINEBFU"
.
{

"startTime": "2024-02-19T19:19:12+00:00",

"operationType": "ENABLE_CONTROL",

"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",

"operationIdentifier": "a6d26135-7234-409c-ace8-7a0020996bXX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/
ELALMISUVZGW",
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"targetIdentifier": "arn:aws:organizations::123456789012:0u/o0-yy67i3pfv2/
ou-slt4-8abknXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /ANDPATBCJIALUFNXY"
},
{

"startTime": "2024-02-19T719:18:08+00:00",

"operationType": "ENABLE_CONTROL",

"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",

"operationIdentifier": "8fdd8688-e6ef-4def-9b7f-820b2393f1XX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/
LUZSILPCBBOK",

"targetIdentifier": "arn:aws:organizations::123456789012:ou/o-yy67i3pfv2/
ou-slt4-8abknXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /RBFOAMNVHYAZBCTG"
.
{

"startTime": "2024-02-19T19:17:20+00:00",
"operationType": "DISABLE_CONTROL",
"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",
"operationIdentifier": "d@le@afc-722b-4762-bb93-afece269feXxX",
"controlIdentifier": "arn:aws:controltower:us-west-2::control/DVIYOYZQQBH",

"targetIdentifier": "arn:aws:organizations::123456789012:0u/o0-yy67i3pfv2/
ou-slt4-8abknXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /MXBDYAQPLCGATSDI"
.
{

"startTime": "2024-02-19T19:16:08+00:00",

"operationType": "ENABLE_CONTROL",

"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",

"operationIdentifier": "a2e7cc66-a937-4b76-96e5-87e6e5c4a7XX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/
EVWTVVCSKQMU",

"targetIdentifier": "arn:aws:organizations::123456789012:0u/o-yy67i3pfv2/
ou-slt4-quinbXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /PMANDUTVCBHDKLXY"
},
{
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"startTime": "2024-02-19T719:15:21+00:00",

"operationType": "ENABLE_CONTROL",

"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",

"operationIdentifier": "53718bd4-1445-417a-94fa-53c5cc@cf3xXX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_EBS_OPTIMIZED_INSTANCE",

"targetIdentifier": "arn:aws:organizations::123456789012:o0u/o0-yy67i3pfv2/
ou-slt4-flemiXxXxx",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /MCBAYDFGXBVAQTSP"
.
{

"startTime": "2024-02-19T19:14:08+00:00",

"operationType": "DISABLE_CONTROL",

"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",

"operationIdentifier": "33blb@d7-508c-4159-a18c-48dd692f99XX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_EBS_SNAPSHOT_PUBLIC_RESTORABLE_CHECK",

"targetIdentifier": "arn:aws:organizations::123456789012:0u/o-yy67i3pfv2/
ou-slt4-8abknXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /KDGCVAZNIHFKDNCO"

},
{

"startTime": "2024-02-19T719:13:09+00:00",

"operationType": "ENABLE_CONTROL",

"status": "IN_PROGRESS",

"statusMessage": "Operation is in progress.",

"operationIdentifier": "2f9e3c21-fc5f-4606-b64a-a5e63814fQXX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_EC2_INSTANCE_NO_PUBLIC_IP",

"targetIdentifier": "arn:aws:organizations::123456789012:0u/o0-yy67i3pfv2/
ou-slt4-quinbXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol /DSRTFINCMLDIFTAY"
.
{

"startTime": "2024-02-19T19:12:38+00:00",

"operationType": "ENABLE_CONTROL",

"status": "SUCCEEDED",

"statusMessage": "Operation was successful.",
"operationIdentifier": "d8@8bd59-96b0-42cc-b2fd-b5f4069adcXX",
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"controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_EC2_VOLUME_INUSE_CHECK",

"targetIdentifier": "arn:aws:organizations::123456789012:0u/o0-yy67i3pfv2/
ou-slt4-8abknXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol/VBYGOPDHNAGDTRWP"
},
{

"startTime": "2024-02-19T719:11:08+00:00",
"operationType": "DISABLE_CONTROL",
"status": "SUCCEEDED",

"statusMessage": "Operation was successful.",
"operationIdentifier": "5decdble-79f7-4fe5-bla6-b4736Ff1780XX",
"controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-

GR_NO_UNRESTRICTED_ROUTE_TO_IGW",
"targetIdentifier": "arn:aws:organizations::123456789012:ou/o-yy67i3pfv2/
ou-slt4-flemiXxXxx",

"enabledControlIdentifier": "arn:aws:controltower:us-
west-2:123456789012:enabledcontrol/ZLPEBCHAYDGHIEYC"
.
{

"startTime": "2024-02-19T19:10:11+00:00",

"operationType": "ENABLE_CONTROL",

"status": "FAILED",

"statusMessage": "AWS Control Tower cannot add the SCP because the IAM
user or role does not have permission to perform the requested operation in AWS
Organizations. To continue, update your access permissions for AWS Organizations. For
more information, see Access Management in the IAM User Guide."

"operationIdentifier": "a2629bd6-8777-40b2-9998-5d89dd37dcXX",

"controlIdentifier": "arn:aws:controltower:us-west-2::control/

TKCINPHIDFHI",

"targetIdentifier": "arn:aws:organizations::123456789012:ou/o-yy67i3pfv2/

ou-slt4-8abknXXX",

"enabledControlIdentifier": "arn:aws:controltower:us-

west-2:123456789012:enabledcontrol /NCBDYANCODHAZBCP"
}

1,
"NextToken": "eyJuZXh@VGI9rZW4i0iBudWxsLCAiYm90b19@cnVuY2FQZVOhbW91bnQi0iAxfQ=="

ListEnabledControls

For more information about this APl operation, see ListEnabledControls.
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Example input for ListEnabledControls:

This example shows how to specify the target OU as input, so you can receive a list of controls as
output.

targetIdentifier: "arn:aws:organizations::123456789123:0u/0-kg8aXXXXXX/ou-prlj-
a5SkXXXXX",

nextToken: "bde7-XX@cBFXXXXXX",

maxResults: 2

Example output for ListEnabledControls:

{
"enabledControls": [
{
"controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_AUTOSCALING_LAUNCH_CONFIG_PUBLIC_IP_DISABLED"
1,
{
"controlIdentifier": "arn:aws:controltower:us-west-2::control/AWS-
GR_RESTRICT_ROOT_USER"
}
1,
"nextToken": "e2bXXXXX-6cab-XXXX"
}

This example shows a larger set of returned values for ListEnabledControls.

aws controltower list-enabled-controls --target-identifier
arn:aws:organizations::072569612342:0u/0-yy67i3pfv2/ou-slt4-flemi3bd --max-items 3
{

"enabledControls": [

{
"arn": "arn:aws:controltower:us-west-2::enabledcontrol/
SOME_ENABLED_CONTROL",
"controlIdentifier": "arn:aws:controltower:us-west-2::control/

SOME_CONTROL",
"targetIdentifier": "arn:aws:organizations::072569612342:ou/o0-yy67i3pfv2/
ou-slt4-flémi3bd",
"statusSummary": {
"status": "SUCCEEDED",
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"lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410"
.
"driftStatusSummary": {

"driftStatus": "NOT_CHECKING"

}
.
{
"arn": "arn:aws:controltower:us-west-2::enabledcontrol/
OTHER_ENABLED_CONTROL",
"controlIldentifier": "arn:aws:controltower:us-west-2::control/

OTHER_CONTROL",
"targetIdentifier": "arn:aws:organizations::072569612342:ou/o-yy67i3pfv2/
ou-slt4-flémi3bd",
"statusSummary": {
"status": "FAILED",
"lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410"
},
"driftStatusSummary": {
"driftStatus": "UNKNOWN"

arn": "arn:aws:controltower:us-west-2::enabledcontrol/
ANOTHER_ENABLED_CONTROL",
"controlIdentifier": "arn:aws:controltower:us-west-2::control/
ANOTHER_CONTROL",
"targetIdentifier": "arn:aws:organizations::072569612342:0u/o0-yy67i3pfv2/
ou-slt4-flemi3bd",
"statusSummary": {
"status": "SUCCEEDED",
"lastOperationIdentifier": "12e51344-a73a-439a-8477-fb3cd7f8b410"
.
"driftStatusSummary": {
"driftStatus": "IN_SYNC"

}
}
1,
"nextToken": "eyJuZXh@VG9rZW4i0iBudWxsLCAiYm90@b19@cnVuY2F0ZV9hbwW91lbnQi0iAyfQ=="
}
ListTagsForResource

For more information about this APl operation, see ListTagsForResource.
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Example for ListTagsForResource

aws controltower list-tags-for-resource --resource-arn "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57"

{
"TestTagKey": "TestTagValue"
}
ResetEnabledControl

For more information about this APl operation, see ResetEnabledControl.

Example for ResetEnabledControl

aws controltower reset-enabled-control \
—enabled-control-identifier arn:aws:controltower:us-
east-1:01234567890:enabledcontrol /EXAMPLE_NAME

TagResource

For more information about this API operation, see TagResource.

Example for TagResource

aws controltower tag-resource --resource-arn "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57"} --tags "TestTagKey=TestTagValue"

{
}

UntagResource

For more information about this APl operation, see UntagResource.

Example for UntagResource

aws controltower untag-resource --resource-arn "arn:aws:controltower:us-
east-1:123456789012:enabledcontrol/49DVF3KP34ANNC57" --tag-keys "TestTagKey"

{
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}

UpdateEnabledControl

For more information about this APl operation, see UpdateEnabledControl.

Change the parameters of a control:

aws controltower update-enabled-control \

--enabled-control-identifier arn:aws:controltower:us-
east-1:01234567890:enabledcontrol /EXAMPLE_NAME \

--parameters '[{"key":"AllowedRegions", "value":["us-east-1", "us-west-1","us-
west-2","us-east-2"1}, {"key":"ExemptedPrincipalArns", "value":["arn:aws:iam::*:role/
ReadOnly","arn:aws:sts::*:assumed-role/ReadOnly/*"]1}, {"key":"ExemptedActions", "value":

["logs:DescribelLogGroups", "logs:StartQuery", "logs:GetQueryResults", "cloudwatch:Get*","cloudwatc

Here's a more readable version of parameters input:

[
{
"key": "AllowedRegions",
"value":
[
"us-east-1",
"us-west-1",
"us-west-2",
"us-east-2"
]
I
{
"key": "ExemptedPrincipalArns",
"value":
[
"arn:aws:iam::*:role/ReadOnly",
"arn:aws:sts::*:assumed-role/ReadOnly/*"
]
I
{

"key": "ExemptedActions",
"value":

L

"logs:DescribelogGroups",
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"logs:StartQuery",
"logs:GetQueryResults",
"cloudwatch:Get*",
"cloudwatch:Describe*"

View parameters

You can view the existing parameters for a control with the GetEnabledControl API call.

Example input:

aws controltower get-enabled-control --enabled-control-identifier
arn:aws:controltower:us-east-1:01234567890:enabledcontrol /EXAMPLE_NAME \

Example output:

{
"enabledControlDetails": {
"arn": "arn:aws:controltower:us-east-1:01234567890:enabledcontrol/
EXAMPLE_NAME",
"controlIdentifier": "arn:aws:controltower:us-east-1::control/EXAMPLE_NAME",

"targetIdentifier": "arn:aws:organizations::01234567890:0u/0-EXAMPLE/ou-zzxx-
zzX0Qzzz2",

"parameters": [

{
"key": "ExemptedPrincipalArns",
"value": [
"arn:aws:iam::*:role/ReadOnly"
]
},
{
"key": "AllowedRegions",
"value": [
"us-east-1",
"us-west-1"
]
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1,
{
"key": "ExemptedActions",
"value": [
"logs:DescribelogGroups",
"logs:StartQuery",
"logs:GetQueryResults"
]
}

For examples of how to work with the AWS Control Tower baseline APIs, see Examples for baseline
APl usage.
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Enable controls with AWS CloudFormation

You can enable controls with AWS CloudFormation, either through the AWS CloudFormation
console, or through the AWS CLI. This section gives an example of each type.

Each control in AWS Control Tower has a unique identifier for use with the control APIs. The
identifier for each control is shown in the API controlldentifier field, on the Control details page
in the AWS Control Tower console. This identifier is distinct from the ControlID field, which is a
classification system for controls.

For more information about control identifiers, see Resource identifiers for APls and controls.

Create the stack through AWS CloudFormation

You can use AWS CloudFormation to help you enable AWS Control Tower controls. Here's an
example template.

Resources:
TestControl:
Type: AWS::ControlTower::EnabledControl
Properties:
ControlIdentifier: arn:aws:controltower:us-west-2::control/AWS-
GR_RESTRICT_ROOT_USER

TargetIdentifier: arn:aws:organizations::123456789012:0u/o-ybfpt9XXX1l/ou-
XXXc-nL1gXXXXX

To create your stack through the AWS CloudFormation console, edit the template to contain the
control and target of your choice, then save the template with the file name template.yaml.
Follow the AWS CloudFormation wizard. When the wizard asks for a template file, enter the

file you saved as template.yaml. For more information, see Creating a stack on the Amazon
CloudFormation console.

® Note

The limit for EnableControl and DisableControl updates in AWS Control Tower is 100
concurrent operations.
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Create the stack through AWS CloudFormation and the AWS CLI

Here's an example of creating the stack with the CLI.

aws cloudformation create-stack --region us-west-2 --stack-name testControlTower --
template-body "$(cat << TEMPLATE
Resources:
TestControl:
Type: AWS::ControlTower::EnabledControl
Properties:
ControlIdentifier: arn:aws:controltower:us-west-2::control/AWS-
GR_RESTRICT_ROOT_USER
TargetIdentifier: arn:aws:organizations::123456789012:0u/o-ybfpt9XXX1l/ou-XXXc-
nLgXXXXX
TEMPLATE)"

You can also save the example template as a template.yaml file, then upload your file to an
Amazon S3 bucket. Later, you can provide the URL for the bucket with the --template-url flag.

When you enter your template into the wizard or through the CLI, if the stack is created, it means
that the control was enabled.

View the progress of your stack through the AWS CLI:

aws cloudformation describe-stack-events --region us-west-2 --stack-name
testControlTower

or

aws cloudformation describe-stacks --region us-west-2 --stack-name testControlTower

Delete the stack through the AWS CLI:

aws cloudformation delete-stack --region us-west-2 --stack-name testControlTower

Configure controls with AWS CloudFormation

The following examples show how to configure controls through AWS CloudFormation templates.
These examples happen to show Value as a list, but it can be any of several types.
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Enable configurable controls with AWS CloudFormation templates

Enable a control with parameters through AWS CloudFormation:

aws cloudformation create-stack \
--stack-name ExampleStack \
--template-body file://ExampleStack.yml \
--region us-east-1

Example templates in YAML and JSON:

Resources:
MyExampleControl:
Properties:
ControlIdentifier: arn:aws:controltower:us-east-1::control/EXAMPLE_NAME
TargetIdentifier: arn:aws:organizations::01234567890:0ou/0-EXAMPLE/ou-zzxx-
zzx0zzz2

Parameters:

- Key: AllowedRegions
Value:
- us-east-1
- us-west-1

- Key: ExemptedPrincipalArns
Value:
- arn:aws:iam::*:role/ReadOnly

- Key: ExemptedActions
Value:
- logs:DescribelogGroups
- logs:StartQuery
- logs:GetQueryResults

Type: AWS::ControlTower::EnabledControl

"Resources": {
"MyExampleControl": {
"Type": "AWS::ControlTower: :EnabledControl",
"Properties": {
"TargetIdentifier": "arn:aws:organizations::01234567890:0u/0o-EXAMPLE/ou-zzxx-
zzx0zzz2",

"ControlIdentifier": "arn:aws:controltower:us-east-1::control/EXAMPLE_NAME",
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"Parameters": [

{
"Key": "AllowedRegions",
"Value": [
"us-east-1",
"us-west-1"
]
1,
{
"Key": "ExemptedPrincipalArns",
"Value": [
"arn:aws:iam::*:role/ReadOnly"
]
1,
{
"Key": "ExemptedActions",
"Value": [
"logs:DescribelogGroups",
"logs:StartQuery",
"logs:GetQueryResults"
]
}
]
}
}
}

Enable configurable controls with AWS CloudFormation templates
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The AWS Control Tower Control Catalog

The following sections include an individual reference entry for each of the controls available in
AWS Control Tower. The controls are grouped into sections according to common characteristics.
Each control reference entry includes the details, artifacts, additional information, and
considerations to keep in mind when enabling a specific control on a OU in your landing zone.

(® Note

The Control Catalog was formerly called the Controls Library. We have renamed it for
consistency.

How to view controls

« To retrieve information about individual controls programmatically, call the GetControl API
from the controlcatalog namespace of AWS Control Tower.

« To retrieve a list of available controls programmatically, call the ListControls APl from the
controlcatalog namespace of AWS Control Tower.

« In the console, additional detail about each control is available in the AWS Control Tower
console, on the Control details pages.

» To view summary tables of control information in the AWS Control Tower Controls Reference

Guide, including Frameworks, see Tables of control metadata.

« For a list of global identifiers, see All global identifiers for AWS Control Tower controls.

Topics

« Mandatory controls

+ Proactive controls

« Preventive controls

+ Detective controls

» Controls with parameters

» Optional controls

» Strongly recommended controls
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« Elective controls

e Search for controls with Amazon Q

(@ Note

The four mandatory controls with "Sid": "GRCLOUDTRAILENABLED" are identical by
design. The sample code is correct.

Mandatory controls

Mandatory controls are owned by AWS Control Tower, and they apply to every OU on your landing
zone, with some some exceptions for the Security OU. These controls are applied to your OUs by
default when you set up your landing zone, and they can't be deactivated, because they protect
AWS Control Tower resources.

Following, you'll find a reference for each of the mandatory controls available in AWS Control
Tower.

Topics

« Mandatory controls for the Security OU

« Mandatory controls for all OUs

Mandatory controls for the Security OU

When you set up your landing zone, the following eight controls are applied only to the Security
ou.

Topics

» Disallow Changes to Encryption Configuration for AWS Control Tower Created Amazon S3
Buckets in Log Archive

« Disallow Changes to Logging Configuration for AWS Control Tower Created Amazon S3 Buckets

in Log Archive

« Disallow Changes to Bucket Policy for AWS Control Tower Created Amazon S3 Buckets in Log
Archive
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Disallow Changes to Lifecycle Configuration for AWS Control Tower Created Amazon S3 Buckets

in Log Archive

Disallow Deletion of Log Archive

Detect Public Read Access Setting for Log Archive

Detect Public Write Access Setting for Log Archive

Detect whether shared accounts under the Security organizational unit have AWS CloudTrail or
CloudTrail Lake enabled

Disallow Changes to Encryption Configuration for AWS Control Tower Created
Amazon S3 Buckets in Log Archive

This control prevents changes to encryption for the Amazon S3 buckets that AWS Control Tower

creates in the log archive account. This is a preventive control with mandatory guidance. By default,

this control is enabled on the Security OU. It cannot be enabled on additional OUs.

The artifact for this control is the following service control policy (SCP).

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GRCTAUDITBUCKETENCRYPTIONCHANGESPROHIBITED",
"Effect": "Deny",
"Action": [
"s3:PutEncryptionConfiguration"
1,
"Resource": ["arn:aws:s3:::aws-controltower*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}
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Disallow Changes to Logging Configuration for AWS Control Tower Created
Amazon S3 Buckets in Log Archive

This control prevents changes to logging configuration for the Amazon S3 buckets that AWS
Control Tower creates in the log archive account. This is a preventive control with mandatory
guidance. By default, this control is enabled on the Security OU. It cannot be enabled on additional
OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GRCTAUDITBUCKETLOGGINGCONFIGURATIONCHANGESPROHIBITED",
"Effect": "Deny",
"Action": [
"s3:PutBucketlLogging"
]I
"Resource": ["arn:aws:s3:::aws-controltower*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}
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Disallow Changes to Bucket Policy for AWS Control Tower Created Amazon S3
Buckets in Log Archive

This control prevents changes to bucket policy for the Amazon S3 buckets that AWS Control Tower
creates in the log archive account. This is a preventive control with mandatory guidance. By default,
this control is enabled on the Security OU. It cannot be enabled on additional OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GRCTAUDITBUCKETPOLICYCHANGESPROHIBITED",

"Effect": "Deny",
"Action": [
"s3:PutBucketPolicy",
"s3:DeleteBucketPolicy"
]I
"Resource": ["arn:aws:s3:::aws-controltower*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}

Disallow Changes to Lifecycle Configuration for AWS Control Tower Created
Amazon S3 Buckets in Log Archive

This control prevents lifecycle configuration changes for the Amazon S3 buckets that AWS Control
Tower creates in the log archive account. This is a preventive control with mandatory guidance. By
default, this control is enabled on the Security OU. It cannot be enabled on additional OUs.
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The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GRCTAUDITBUCKETLIFECYCLECONFIGURATIONCHANGESPROHIBITED",

"Effect": "Deny",
"Action": [
"s3:PutLifecycleConfiguration"

1,

"Resource": ["arn:aws:s3:::aws-controltower*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}

Disallow Deletion of Log Archive

This control prevents deletion of Amazon S3 buckets created by AWS Control Tower in the log
archive account. This is a preventive control with mandatory guidance. By default, this control is
enabled on the Security OU.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{

Mandatory controls for the Security OU
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"Sid": "GRAUDITBUCKETDELETIONPROHIBITED",
"Effect": "Deny",
"Action": [
"s3:DeleteBucket"
1,
"Resource": [
"arn:aws:s3:::aws-controltower*"
]I
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam: :*:role/AWSControlTowerExecution"

}

Detect Public Read Access Setting for Log Archive

This control detects whether public read access is enabled to the Amazon S3 buckets in the log
archive shared account. This control does not change the status of the account. This is a detective
control with mandatory guidance. By default, this control is enabled on the Security OU.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check that your S3 buckets do not allow
public access
Parameters:
ConfigRuleName:
Type: 'String'
Description: 'Name for the Config rule'
Resources:
CheckForS3PublicRead:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: !Sub ${ConfigRuleName}
Description: Checks that your S3 buckets do not allow public read access. If an
S3 bucket policy or bucket ACL allows public read access, the bucket is noncompliant.
Source:
Owner: AWS
Sourceldentifier: S3_BUCKET_PUBLIC_READ_PROHIBITED
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Scope:
ComplianceResourceTypes:
- AWS::S3::Bucket

Detect Public Write Access Setting for Log Archive

This control detects whether public write access is enabled to the Amazon S3 buckets in the log
archive shared account. This control does not change the status of the account. This is a detective
control with mandatory guidance. By default, this control is enabled on the Security OU.

The artifact for this control is the following AWS Config rule.

AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to check that your S3 buckets do not allow
public access
Parameters:
ConfigRuleName:
Type: 'String'
Description: 'Name for the Config rule'
Resources:
CheckForS3PublicWrite:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: !Sub ${ConfigRuleName}
Description: Checks that your S3 buckets do not allow public write access. If an
S3 bucket policy or bucket ACL allows public write access, the bucket is noncompliant.
Source:
Owner: AWS
Sourceldentifier: S3_BUCKET_PUBLIC_WRITE_PROHIBITED
Scope:
ComplianceResourceTypes:
- AWS::S3::Bucket

Detect whether shared accounts under the Security organizational unit have AWS
CloudTrail or CloudTrail Lake enabled

This control detects whether shared accounts under the Security organizational unit have AWS
CloudTrail or CloudTrail Lake enabled. The rule is NON_COMPLIANT if either CloudTrail or
CloudTrail Lake is not enabled in a shared account. This is a detective control with mandatory
guidance. By default, this control is enabled on the Security OU.

The artifact for this control is the following AWS Config rule.
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AWSTemplateFormatVersion: 2010-09-09
Description: Configure AWS Config rules to detect whether an account has AWS
CloudTrail or CloudTrail Lake enabled.

Parameters:
ConfigRuleName:
Type: 'String'
Description: 'Name for the Config rule'

Resources:
CheckForCloudtrailEnabled:
Type: AWS::Config::ConfigRule
Properties:

ConfigRuleName: !Sub ${ConfigRuleName}

Description: Detects whether an account has AWS CloudTrail or CloudTrail Lake
enabled. The rule is NON_COMPLIANT if either CloudTrail or CloudTrail Lake is not
enabled in an account.

Source:

Owner: AWS
SourceIldentifier: CLOUD_TRAIL_ENABLED

Mandatory controls for all OUs

The following 15 mandatory controls are enabled by default on all OUs, when you set up your
landing zone.

(® Note

The four mandatory controls with "Sid": "GRCLOUDTRAILENABLED" are identical by
design. The sample code is correct.

Topics

 Disallow Changes to Amazon CloudWatch Logs Log Groups set up by AWS Control Tower

« Disallow Deletion of AWS Config Aggregation Authorizations Created by AWS Control Tower

» Disallow Configuration Changes to CloudTrail

« Integrate CloudTrail Events with Amazon CloudWatch Logs
o Enable CloudTrail in All Available Regions
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Enable Integrity Validation for CloudTrail Log File

Disallow Changes to Amazon CloudWatch Set Up by AWS Control Tower

Disallow Changes to Tags Created by AWS Control Tower for AWS Config Resources

Disallow Configuration Changes to AWS Config

Enable AWS Config in All Available Regions

Disallow Changes to AWS Config Rules Set Up by AWS Control Tower

Disallow Changes to AWS IAM Roles Set Up by AWS Control Tower and AWS CloudFormation

Disallow Changes to AWS Lambda Functions Set Up by AWS Control Tower

Disallow Changes to Amazon SNS Set Up by AWS Control Tower

Disallow Changes to Amazon SNS Subscriptions Set Up by AWS Control Tower

Disallow Changes to Amazon CloudWatch Logs Log Groups set up by AWS Control
Tower

This control prevents changes to the retention policy for Amazon CloudWatch Logs log groups that
AWS Control Tower created in the log archive account when you set up your landing zone. It also

prevents modifying the log retention policy in customer accounts. This is a preventive control with

mandatory guidance. By default, this control is enabled on all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "GRLOGGROUPPOLICY",

"Effect": "Deny",

"Action": [
"logs:DeletelLogGroup",
"logs:PutRetentionPolicy"

]I

"Resource": [
"arn:aws:logs:*:*:log-group: *aws-controltowexr*"

1,
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"Condition": {
"ArnNotLike": {
"aws:PrincipalAxn": [
"arn:aws:iam::*:role/AWSControlTowexrExecution"

Disallow Deletion of AWS Config Aggregation Authorizations Created by AWS
Control Tower

This control prevents deletion of AWS Config aggregation authorizations that AWS Control Tower
created in the audit account when you set up your landing zone. This is a preventive control with
mandatory guidance. By default, this control is enabled on all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GRCONFIGAGGREGATIONAUTHORIZATIONPOLICY",

"Effect": "Deny",

"Action": [
"config:DeleteAggregationAuthorization"

1,

"Resourxce": [
"arn:aws:config:*:*:aggregation-authorization*"

]I

"Condition": {
"ArnNotLike": {

"aws:PrincipalAxrn": "arn:aws:iam::*:role/AWSControlTowerExecution"
},
"StringlLike": {

"aws :ResourceTag/aws-control-tower": "managed-by-control-tower"
}
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Disallow Configuration Changes to CloudTrail

This control prevents configuration changes to CloudTrail in your landing zone. This is a preventive
control with mandatory guidance. By default, this control is enabled on all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [

{

"Sid": "GRCLOUDTRAILENABLED",

"Effect": "Deny",

"Action": [
"cloudtrail:DeleteTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:StopLogging",
"cloudtrail:UpdateTrail"

]I

"Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"],

"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/

AWSControlTowerExecution"

}
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Integrate CloudTrail Events with Amazon CloudWatch Logs

This control performs real-time analysis of activity data by sending CloudTrail events to
CloudWatch Logs log files. This is a preventive control with mandatory guidance. By default, this
control is enabled on all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GRCLOUDTRAILENABLED",
"Effect": "Deny",
"Action": [
"cloudtrail:DeleteTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:StoplLogging",
"cloudtrail:UpdateTrail"
]I
"Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}

Enable CloudTrail in All Available Regions

This control enables CloudTrail in all available AWS Regions. This is a preventive control with
mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.
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JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GRCLOUDTRAILENABLED",

"Effect": "Deny",

"Action": [
"cloudtrail:DeleteTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:StopLogging”,
"cloudtrail:UpdateTrail"

1,

"Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}

Enable Integrity Validation for CloudTrail Log File

This control enables integrity validation for the CloudTrail log file in all accounts and OUs. It
protects the integrity of account activity logs using CloudTrail log file validation, which creates a
digitally signed digest file that contains a hash of each log that CloudTrail writes to Amazon S3.
This is a preventive control with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{
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"Sid": "GRCLOUDTRAILENABLED",

"Effect": "Deny",

"Action": [
"cloudtrail:DeleteTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:StopLogging"”,
"cloudtrail:UpdateTrail"

]I

"Resource": ["arn:aws:cloudtrail:*:*:trail/aws-controltower-*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}

Disallow Changes to Amazon CloudWatch Set Up by AWS Control Tower

This control disallows changes to Amazon CloudWatch; as it was configured by AWS Control Tower
when you set up your landing zone. This is a preventive control with mandatory guidance. By
default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GRCLOUDWATCHEVENTPOLICY",
"Effect": "Deny",
"Action": [
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"events:DisableRule",
"events:DeleteRule"
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1,
"Resource": [
"arn:aws:events:*:*:rule/aws-controltower-*"
]I
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": "arn:aws:iam::*:role/AWSControlTowerExecution"

Disallow Changes to Tags Created by AWS Control Tower for AWS Config
Resources

This control prevents changes to the tags that AWS Control Tower created when you set up your
landing zone, for AWS Config resources that collect configuration and compliance data. It denies
any TagResource and UntagResource operation for aggregation authorizations tagged by AWS
Control Tower. This is a preventive control with mandatory guidance. By default, this control is
enabled in all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "GRCONFIGRULETAGSPOLICY",

"Effect": "Deny",

"Action": [
"config:TagResource",
"config:UntagResource"

]I

"Resource": ["*"],

"Condition": {

"ArnNotLike": {
"aws:PrincipalARN": "arn:aws:iam::*:role/AWSControlTowexrExecution"

},
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"ForAnyValue:StringEquals": {
"aws:TagKeys": "aws-control-tower"

Disallow Configuration Changes to AWS Config

This control prevents configuration changes to AWS Config. It ensures that AWS Config records
resource configurations in a consistent manner by disallowing AWS Config settings changes. This is
a preventive control with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "GRCONFIGENABLED",

"Effect": "Deny",

"Action": [
"config:DeleteConfigurationRecoxder",
"config:DeleteDeliveryChannel",
"config:DeleteRetentionConfiguration",
"config:PutConfigurationRecordex",
"config:PutDeliveryChannel",
"config:PutRetentionConfiguration"”,
"config:StopConfigurationRecordex"

]I

"Resouxce": ["*"],

"Condition": {

"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam::*:xole/
AWSControlTowerExecution"

}
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Enable AWS Config in All Available Regions

This control enables AWS Config in all available AWS Regions. This is a preventive control with

mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{
"Sid": "GRCONFIGENABLED",
"Effect": "Deny",
"Action": [
"config:DeleteConfigurationRecoxdex",
"config:DeleteDeliveryChannel",

"config:DeleteRetentionConfiguration"”,

"config:PutConfigurationRecordexr",
"config:PutDeliveryChannel",
"config:PutRetentionConfiguration"”,
"config:StopConfigurationRecordex"
]I
"Resource": ["*"],
"Condition": {
"ArnNotLike": {

"aws:PrincipalARN":"arn:aws:iam::*:xole/

AWSControlTowerExecution"

}
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Disallow Changes to AWS Config Rules Set Up by AWS Control Tower

This control disallows changes to AWS Config Rules that were implemented by AWS Control
Tower when the landing zone was set up. This is a preventive control with mandatory guidance. By
default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "GRCONFIGRULEPOLICY",
"Effect": "Deny",
"Action": [
"config:PutConfigRule",
"config:DeleteConfigRule",
"config:DeleteEvaluationResults",
"config:DeleteConfigurationAggregator",
"config:PutConfigurationAggregator"
1,
"Resouxce": ["*"],
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN": "arn:aws:iam::*:role/AWSControlTowerExecution"
}I
"StringEquals": {
"aws :ResourceTag/aws-control-tower": "managed-by-control-tower"
}
}
}
]
}
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Disallow Changes to AWS IAM Roles Set Up by AWS Control Tower and AWS
CloudFormation

This control disallows changes to the AWS IAM roles that AWS Control Tower created when the
landing zone was set up. This is a preventive control with mandatory guidance. By default, this
control is enabled in all OUs.

Control update

An updated version has been released for the mandatory control AWS -
GR_IAM_ROLE_CHANGE_PROHIBITED.

This change to the control is required because accounts in OUs that are being enrolled into AWS
Control Tower must have the AWSControlTowerExecution role enabled. The previous version of
the control prevents this role from being created.

AWS Control Tower updated the existing control to add an exception so that AWS CloudFormation
StackSets can create the AWSControlTowerExecution role. As a second measure, this new
control protects the StackSets role to prevent principals in the child account from gaining access.

The new control version performs the following actions, in addition to all actions provided in the
previous version:

» Allows the stacksets-exec-* role (owned by AWS CloudFormation) to perform actions on
IAM roles that were created by AWS Control Tower.

» Prevents changes to any IAM role in child accounts, where the IAM role name matches the
pattern stacksets-exec-*.

The update to the control version affects your OUs and accounts as follows:

« If you extend governance to an OU, that incoming OU receives the updated version of the control
as part of the registration process. You do not need to update your landing zone to get the latest
version for this OU. AWS Control Tower applies the latest version automatically to OUs that
register.

« If you update or repair your landing zone at any time after this release, your control will be
updated to this version for future provisioning.

» OUs created in or registered with AWS Control Tower before this release date, and which
are part of a landing zone that has not been repaired or updated after the release date, will
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continue to operate with the old version of the control, which blocks the creation of the

AWSControlTowerExecution role.

« One consequence of this control update is that your OUs can be functioning with different

versions of the control. Update your landing zone to apply the updated version of the control to

your OUs uniformly.

The artifact of the updated control is the following SCP.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GRIAMROLEPOLICY",
"Effect": "Deny",
"Action": [

iam:AttachRolePolicy",

jam:CreateRole",
"iam:DeleteRole",
"iam:DeleteRolePermissionsBoundary",
"iam:DeleteRolePolicy",

iam:DetachRolePolicy",

iam:PutRolePermissionsBoundary",
"iam:PutRolePolicy",
"iam:UpdateAssumeRolePolicy",

iam:UpdateRole",

iam:UpdateRoleDescription"
1,

"Resource": [
"arn:aws:iam::*:role/aws-controltower-*",
"arn:aws:iam::*:role/*AWSControlTower*",
"arn:aws:iam::*:role/stacksets-exec-*" #this line is new
1,
"Condition": {
"ArnNotLike": {
"aws:PrincipalArn": [
"arn:aws:iam::*:role/AWSControlTowerExecution",
"arn:aws:iam::*:role/stacksets-exec-*" #this line is

new
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]

The former artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "GRIAMROLEPOLICY",

"Effect": "Deny",

"Action": [
"iam:AttachRolePolicy",
"jam:CreateRole",
"iam:DeleteRole",
"iam:DeleteRolePermissionsBoundary",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy",
"iam:PutRolePermissionsBoundary”,
"iam:PutRolePolicy",
"iam:UpdateAssumeRolePolicy",
"iam:UpdateRole",
"iam:UpdateRoleDescription"

]I

"Resourxce": [
"arn:aws:iam::*:role/aws-controltower-*",
"arn:aws:iam::*:role/*AWSControlTowexr*"

]I

"Condition": {
"ArnNotLike": {

"aws:PrincipalARN":"arn:aws:iam::*:role/AWSControlTowerExecution"
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Disallow Changes to AWS Lambda Functions Set Up by AWS Control Tower

This control disallows changes to AWS Lambda functions set up by AWS Control Tower. This is a
preventive control with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [
{

"Sid": "GRLAMBDAFUNCTIONPOLICY",

"Effect": "Deny",

"Action": [
"lambda:AddPermission",
"lambda:CreateEventSourceMapping",
"lambda:CxreateFunction",
"lambda:DeleteEventSourceMapping"”,
"lambda:DeleteFunction",
"lambda:DeleteFunctionConcurrency",
"lambda:PutFunctionConcurrency",
"lambda:RemovePermission",
"lambda:UpdateEventSouxceMapping"”,
"lambda:UpdateFunctionCode",
"lambda:UpdateFunctionConfiguration"

1,

"Resource": [
"arn:aws:lambda: *:*:function:aws-controltower-*"

]I

"Condition": {
"ArnNotLike": {

"aws:PrincipalARN":"arn:aws:iam: :*:xrole/AWSControlTowerExecution"
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Disallow Changes to Amazon SNS Set Up by AWS Control Tower

This control disallows changes to Amazon SNS set up by AWS Control Tower. It protects the
integrity of Amazon SNS notification settings for your landing zone. This is a preventive control
with mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "GRSNSTOPICPOLICY",
"Effect": "Deny",
"Action": [
"sns:AddPermission",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:RemovePermission"”,
"sns:SetTopicAttributes"
1,
"Resource": [
"arn:aws:sns:*:*:aws-controltower-*"
]I
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam: :*:role/AWSControlTowerExecution"

Disallow Changes to Amazon SNS Subscriptions Set Up by AWS Control Tower

This control disallows changes to Amazon SNS subscriptions set up by AWS Control Tower. It
protects the integrity of Amazon SNS subscriptions settings for your landing zone, to trigger
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notifications for AWS Config Rules compliance changes. This is a preventive control with
mandatory guidance. By default, this control is enabled in all OUs.

The artifact for this control is the following SCP.

JSON

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GRSNSSUBSCRIPTIONPOLICY",

"Effect": "Deny",

"Action": [
"sns:Subscribe",
"sns:Unsubscribe"

1,

"Resource": [
"arn:aws:sns:*:*:aws-controltower-SecurityNotifications"

]I
"Condition": {
"ArnNotLike": {
"aws:PrincipalARN":"arn:aws:iam: :*:role/AWSControlTowerExecution"

Proactive controls

These controls are referred to as proactive because they check your resources — before the resources
are deployed - to determine whether the new resources will comply with the controls that are
activated in your environment.

Proactive controls are optional controls implemented with AWS CloudFormation hooks and hooks
managed by AWS Control Tower.

Proactive controls fall into four main Categories. In the AWS Control Tower console, you can view
the controls in groups according to their assigned categories, which are:
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« Control objectives: Specific purposes for implementing controls in your environment.
» Frameworks: Industry-standard compliance frameworks.
» Services: The AWS services that the control may govern.

» Groups: Groups of controls designed to help you meet a specific policy standard.

In this reference guide, the proactive controls are categorized according to their associated AWS
services.

Behavior of proactive controls

Proactive controls check resources whenever those resources are created or updated by means

of AWS CloudFormation stack operations. Specifically, these proactive controls are implemented

as preCreate and preUpdate hook handlers. As a consequence, these controls may not affect
requests that are made directly to services through the AWS console, through AWS APIs, or through
other means such as AWS SDKs, or other Infrastructure-as-Code (laC) tools. For more information
about when preCreate and preUpdate hooks operate, see AWS CloudFormation hooks.

(@ Limitation of hooks managed by AWS CloudFormation

Proactive controls evaluate strings passed into the AWS CloudFormation hook within the
targetNames property. Secure strings and secrets are not resolved before they are sent
to the hook, which prevents the proactive control from evaluating the string. For more

information about how the targetNames are passed to hooks, see AWS CloudFormation

Hooks structure overview.

When you follow an example template to set up a test for a proactive control in your environment,
be aware that the template is created to test one specific control only. Other controls may not
receive a PASS rating for that template. This behavior is expected. We recommend that you test
proactive controls individually before you enable them in your environment.

Update your proactive control hooks

To update the way that AWS Control Tower handles the AWS CloudFormation hooks for your
enabled proactive controls, follow the steps given in this section.
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After you complete this process, you can utilize the full capacity of AWS CloudFormation
hooks, without restriction by AWS Control Tower. It eliminates the need to apply the
CT.CLOUDFORMATION.PR.1 preventive control before you can enable proactive controls.

The first time that you enable a proactive control, AWS Control Tower turns on the hook that it
requires, without restricting any other AWS CloudFormation hooks that you may have deployed on
AWS. Only AWS Control Tower can change the AWS Control Tower hook, but principals with the
correct permissions can change other AWS CloudFormation hooks in your environment.

If you enabled proactive controls before the launch of the service-linked hook integration, follow
these steps.

To update your proactive control hooks

» Reset any one enabled proactive control on the current OU by calling the ResetEnabledControl
API or using the console’s Reset control button on the Control page.

« Navigate to the CT.CLOUDFORMATION.PR.1 control in the AWS Control Tower controls library.
« Disable the CT.CLOUDFORMATION.PR.1 control.

Repeat this procedure for each OU that has proactive controls enabled, if those controls were
enabled before the launch of the service-linked hook integration.

/A Important

The Reset function resets control drift. Reset operates differently for proactive controls
than for any other type of control in AWS Control Tower. When you reset any enabled
proactive control on an OU, all of the enabled proactive controls for that OU are reset.
This behavior happens because the artifacts for all enabled proactive controls are bundled
together, and they are deployed together, each time the ResetEnabledControl APl is
called.

Topics

Amazon API Gateway controls

AWS Certificate Manager controls

AWS AppSync controls

Amazon Athena controls
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Amazon CloudFront controls

AWS CloudTrail controls

Amazon CloudWatch controls

AWS CodeBuild controls

AWS Database Migration Service (AWS DMS) controls

Amazon DocumentDB controls

Amazon DynamoDB controls

DynamoDB Accelerator controls

AWS Elastic Beanstalk controls

Amazon Elastic Compute Cloud (Amazon EC2) controls

Amazon Elastic Compute Cloud (Amazon EC2) Auto Scaling controls

Amazon ElastiCache controls

Amazon Elastic Container Registry controls

Amazon Elastic Container Service controls

Amazon Elastic File System controls

Amazon Elastic Kubernetes Service (EKS) controls

Elastic Load Balancing controls

Amazon Elastic Map Reduce (Amazon EMR) controls

AWS Glue controls

Amazon GuardDuty controls

AWS Identity and Access Management (IAM) controls

AWS Key Management Service (AWS KMS) controls

Amazon Kinesis controls

AWS Lambda controls

Amazon MQ controls

Amazon Managed Streaming for Apache Kafka (Amazon MSK) controls

Amazon Neptune controls

AWS Network Firewall controls

Amazon OpenSearch controls
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Amazon Relational Database Service (Amazon RDS) controls

Amazon Redshift controls

Amazon Simple Storage Service (Amazon S3) controls

Amazon SageMaker Al controls

Amazon Simple Queue Service (Amazon SQS) controls

AWS Step Functions controls

AWS WAF regional controls

AWS WAF controls

AWS WAFV2 controls

Amazon API Gateway controls

Topics

[CT.APIGATEWAY.PR.1] Require an Amazon AP| Gateway REST and WebSocket API to have
logging activated

[CT.APIGATEWAY.PR.2] Require an Amazon APl Gateway REST API stage to have AWS X-Ray
tracing activated

[CT.APIGATEWAY.PR.3] Require that an Amazon API Gateway REST API stage has encryption at
rest configured for cache data

[CT.APIGATEWAY.PR.4] Require an Amazon AP| Gateway V2 stage to have access logging
activated

[CT.APIGATEWAY.PR.5] Require Amazon API| Gateway V2 Websocket and HTTP routes to specify
an authorization type

[CT.APIGATEWAY.PR.6] Require an Amazon AP| Gateway REST domain to use a security policy
that specifies a minimum TLS protocol version of TLSv1.2

[CT.APIGATEWAY.PR.1] Require an Amazon APl Gateway REST and WebSocket API
to have logging activated

This control checks whether all methods in Amazon APl Gateway stage have execution logging

configured.

Control objective: Establish logging and monitoring
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« Implementation: AWS CloudFormation Guard Rule

« Control behavior: Proactive

» Resource types: AWS: : ApiGateway: :Stage

« AWS CloudFormation guard rule: CT.APIGATEWAY.PR.1 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.1 example templates

Explanation

Amazon APl Gateway REST or WebSocket API stages should have relevant logs enabled. API
Gateway REST and WebSocket API execution logging provides detailed records of requests made
to APl Gateway REST and WebSocket API stages. The stages include API integration backend
responses, Lambda authorizer responses, and the requestId for AWS integration endpoints.

(@ Usage considerations

« This control requires Amazon API Gateway stages to configure execution logging for all
methods and resources (HttpMethod of * and ResourcePath of /*).

Remediation for rule failure

Configure execution logging on Amazon APl Gateway stages with a MethodSetting that sets
LogginglLevel to ERROR or INFO for all methods (HttpMethod of * and ResourcePath of /*).
Ensure that you do not set LoggingLevel to OFF for any method setting.

The examples that follow show how to implement this remediation.
Amazon API Gateway Stage - Example

Amazon API Gateway stage configured with error level execution logging for all methods and
resources. The example is shown in JSON and in YAML.
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JSON example

{
"ApiGatewayStage": {
"Type": "AWS::ApiGateway::Stage",
"Properties": {
"StageName": "Sample",
"Description": "Sample Stage",
"RestApild": {
"Ref": "RestApi"
.
"DeploymentId": {
"Ref": "Deployment"
},
"MethodSettings": [
{
"ResourcePath": "/*",
"HttpMethod": "*",
"LoggingLevel": "ERROR"
}
]
}
}
}
YAML example
ApiGatewayStage:
Type: AWS::ApiGateway::Stage
Properties:

StageName: Sample
Description: Sample Stage
RestApiId: !'Ref 'RestApi'
DeploymentId: !Ref 'Deployment'
MethodSettings:
- ResourcePath: /*
HttpMethod: '*'
LogginglLevel: ERROR
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CT.APIGATEWAY.PR.1 rule specification

H HEHHBHHAHBHHRHRRHBH B HEHHRHRHHBH RS H

#it Rule Specification #it
EEEEEEEFEE T E T FFE T T F T EEE
#

# Rule Identifier:

# api_gw_vl_execution_logging_enabled_check

#

# Description:

# This control checks whether all methods in Amazon API Gateway stage have execution
logging configured.

Reports on:
AWS: :ApiGateway: :Stage

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OHF OH OH OH O OH OH O B OH O

# And: The input document does not contain any API Gateway stage resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an API Gateway stage resource

# And: In the stage resource, 'MethodSettings' is not present or is provided and
is an empty list.

# Then: FAIL

#  Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an API Gateway stage resource

# And: In the stage resource, Execution Logging is not configured for all HTTP
Methods and API resources (In

# 'MethodSettings', 'LoggingLevel' is omitted, or not set to 'ERROR' or

"INFO', for 'HttpMethod' of '*' and
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# 'ResourcePath' of '/*' )

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an API Gateway stage resource

# And: In the stage resource, Execution Logging is configured for all HTTP
Methods and API resources (In

# 'MethodSettings', 'LogginglLevel' is set to 'ERROR' or 'INFO', for
'HttpMethod' of '*' and

# 'ResourcePath' of '/*' )

# And: 'LoggingLevel' has been set to 'OFF' for any other Method Setting

# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document

# And: The input document contains an API Gateway stage resource

# And: In the stage resource, Execution Logging is configured for all HTTP
Methods and API resources (In

# 'MethodSettings', 'LoggingLevel' is set to 'ERROR' or 'INFO', for
'HttpMethod' of '*' and

# 'ResourcePath' of '/*' )

# And: 'LoggingLevel' has not been provided or set to 'ERROR' or 'INFO' for all
other Method Settings

# Then: PASS

#

# Constants

#

let API_GW_STAGE_TYPE = "AWS::ApiGateway::Stage"
let INPUT_DOCUMENT = this
let VALID_LOG_LEVELS = [ "ERROR", "INFO" ]

#

# Assignments

#

let api_gateway_stages = Resources.*[ Type == %API_GW_STAGE_TYPE ]

#
# Primary Rules
#
rule api_gw_vl_execution_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%api_gateway_stages not empty {
check(%api_gateway_stages.Properties)
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<<

[CT.APIGATEWAY.PR.1]: Require an Amazon API Gateway REST and WebSocket API to
have logging activated

[FIX]: Configure execution logging on Amazon API Gateway stages with a
'MethodSetting' that sets 'LogginglLevel' to 'ERROR' or 'INFO' for all methods
('HttpMethod' of '*' and 'ResourcePath' of '/*'). Ensure that you do not set

'LogginglLevel' to 'OFF' for any method setting.
>>

rule api_gw_vl_execution_logging_enabled_check when is_cfn_hook (%INPUT_DOCUMENT,
%SAPI_GW_STAGE_TYPE) {
check (SINPUT_DOCUMENT.%API_GW_STAGE_TYPE.resourceProperties)
<<
[CT.APIGATEWAY.PR.1]: Require an Amazon API Gateway REST and WebSocket API to
have logging activated
[FIX]: Configure execution logging on Amazon API Gateway stages with a
'MethodSetting' that sets 'LogginglLevel' to 'ERROR' or 'INFO' for all methods
('HttpMethod' of '*' and 'ResourcePath' of '/*'). Ensure that you do not set
'LogginglLevel' to 'OFF' for any method setting.

>>
}
#
# Parameterized Rules
#

rule check(api_gateway_stage) {
%api_gateway_stage {
# Scenario 2
MethodSettings exists
MethodSettings is_list
MethodSettings not empty

# Scenario 3
# At least one wildcard entry exists with valid logging enabled
some MethodSettings[*] {

HttpMethod exists

ResourcePath exists

LogginglLevel exists

HttpMethod —— nxn
ResourcePath == "/*"
LogginglLevel in %VALID_LOG_LEVELS
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# Scenario 4, 5

# When other methods explictly set/override logging settings, ensure that

logging is not disabled
MethodSettings[*] {
when LogginglLevel exists {
LoggingLevel in %VALID_LOG_LEVELS

}
}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APIGATEWAY.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
RestApi:
Type: AWS::ApiGateway: :RestApi
Properties:
Name: ExampleRestApi
GetMethod:
DependsOn: PutMethod
Type: AWS: :ApiGateway: :Method
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Properties:
HttpMethod: GET
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
PutMethod:
Type: AWS::ApiGateway: :Method
Properties:
HttpMethod: PUT
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
Deployment:
DependsOn: GetMethod
Type: 'AWS::ApiGateway: :Deployment'
Properties:
RestApilId:
Ref: RestApi
ApiGatewayStage:
Type: AWS::ApiGateway::Stage
Properties:
StageName: Example
RestApild:

Ref: RestApi
DeploymentId:

Ref: Deployment
MethodSettings:

- ResourcePath: "/*"
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HttpMethod: "*"
LogginglLevel: ERROR
- ResourcePath: "/"
HttpMethod: GET
LogginglLevel: INFO

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
RestApi:
Type: AWS::ApiGateway: :RestApi
Properties:
Name: ExampleRestApi
GetMethod:
DependsOn: PutMethod
Type: AWS::ApiGateway::Method
Properties:
HttpMethod: GET
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
PutMethod:
Type: AWS::ApiGateway: :Method
Properties:
HttpMethod: PUT
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
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AuthorizationType: NONE
MethodResponses:
- StatusCode: "200"
Integration:
Type: MOCK
Deployment:
DependsOn: GetMethod
Type: 'AWS::ApiGateway: :Deployment'
Properties:
RestApild:
Ref: RestApi
ApiGatewayStage:
Type: AWS::ApiGateway::Stage
Properties:
StageName: Example
RestApild:
Ref: RestApi
DeploymentId:
Ref: Deployment

[CT.APIGATEWAY.PR.2] Require an Amazon APl Gateway REST API stage to have
AWS X-Ray tracing activated

This control ensures that AWS X-Ray tracing is enabled on Amazon API Gateway REST APIs.

Control objective: Establish logging and monitoring
Implementation: AWS CloudFormation Guard Rule
Control behavior: Proactive
Resource types: AWS: : ApiGateway: :Stage

AWS CloudFormation guard rule: CT.APIGATEWAY.PR.2 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:

CT.APIGATEWAY.PR.2 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:

CT.APIGATEWAY.PR.2 example templates
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Explanation

AWS X-Ray active tracing enables a more rapid response to performance changes in the underlying
infrastructure. Changes in performance could result in a lack of availability of the API. X-Ray active
tracing provides real-time metrics of user requests that flow through your API Gateway REST API
operations and connected services.

Remediation for rule failure

Set TracingEnabled to true.

The examples that follow show how to implement this remediation.
Amazon APl Gateway Stage - Example

Amazon APl Gateway stage configured with AWS X-Ray tracing enabled. The example is shown in
JSON and in YAML.

JSON example

"ApiGatewayStage": {
"Type": "AWS::ApiGateway::Stage",
"Properties": {
"StageName": "Sample",
"Description": "Sample Stage",
"TracingEnabled": true,
"RestApild": {
"Ref": "RestApi"
b
"DeploymentId": {
"Ref": "Deployment"

YAML example
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ApiGatewayStage:

Type: AWS::ApiGateway::Stage

Properties:
StageName: Sample
Description: Sample Stage
TracingEnabled: true
RestApiId: !'Ref 'RestApi'
DeploymentId: !Ref 'Deployment'

CT.APIGATEWAY.PR.2 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# api_gw_xray_enabled_check

#

# Description:

# This control ensures that AWS X-Ray tracing is enabled on Amazon API Gateway REST
APIs.

Reports on:
AWS: :ApiGateway: :Stage

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any API Gateway stage resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OF O OH OH O O OH O O OB R

H OH H
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And: The input document contains an API Gateway stage resource
And: 'TracingEnabled' is not present on the API Gateway stage
Then: FAIL
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O O R

# And: The input document contains an API Gateway stage resource

# And: 'TracingEnabled' is present on the API Gateway stage and is set to
bool(false)

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an API Gateway stage resource

# And: 'TracingEnabled' is present on the API Gateway stage and is set to
bool(true)

# Then: PASS

#

# Constants

#

let API_GW_STAGE_TYPE = "AWS::ApiGateway::Stage"
let INPUT_DOCUMENT = this

#

# Assignments

#

let api_gateway_stages = Resources.*[ Type == %API_GW_STAGE_TYPE ]

#
# Primary Rules
#
rule api_gw_xray_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%api_gateway_stages not empty {
check(%api_gateway_stages.Properties)
<<
[CT.APIGATEWAY.PR.2]: Require an Amazon API Gateway REST API stage to have AWS
X-Ray tracing activated

[FIX]: Set 'TracingEnabled' to 'true'.
>>

rule api_gw_xray_enabled_check when is_cfn_hook (%INPUT_DOCUMENT, %API_GW_STAGE_TYPE) {
check (SINPUT_DOCUMENT.%API_GW_STAGE_TYPE.resourceProperties)
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<<

[CT.APIGATEWAY.PR.2]: Require an Amazon API Gateway REST API stage to have AWS

X-Ray tracing activated
[FIX]: Set 'TracingEnabled' to 'true'.

>>

#
# Parameterized Rules
#
rule check(api_gateway_stage) {
%api_gateway_stage {
# Scenario 2, 3, 4
TracingEnabled exists

TracingEnabled == true
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APIGATEWAY.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
RestApi:
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Type: AWS::ApiGateway::RestApi
Properties:
Name: Testing
GetMethod:
DependsOn: PutMethod
Type: AWS::ApiGateway: :Method
Properties:
HttpMethod: GET
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
PutMethod:
Type: AWS: :ApiGateway: :Method
Properties:
HttpMethod: PUT
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
Deployment:
DependsOn: GetMethod
Type: 'AWS::ApiGateway: :Deployment'
Properties:
RestApild:
Ref: RestApi
ApiGatewayStage:
Type: AWS::ApiGateway::Stage
Properties:
StageName: Dev
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Description: Dev Stage
TracingEnabled: true

RestApild:
Ref: RestApi
DeploymentId:
Ref: Deployment

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
RestApi:
Type: AWS::ApiGateway
Properties:
Name: Testing
GetMethod:
DependsOn: PutMethod
Type: AWS::ApiGateway
Properties:
HttpMethod: GET
RestApilId:
Ref: RestApi
Resourceld:
Fn::GetAtt:
- "RestApi"
- "RootResourceld

: :RestApi

: :Method

AuthorizationType: NONE

MethodResponses:
- StatusCode: "200"
Integration:
Type: MOCK
PutMethod:
Type: AWS::ApiGateway
Properties:
HttpMethod: PUT
RestApild:
Ref: RestApi
Resourceld:
Fn::GetAtt:
- "RestApi"

: :Method
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- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
Deployment:
DependsOn: GetMethod
Type: 'AWS::ApiGateway::Deployment'
Properties:
RestApild:
Ref: RestApi
ApiGatewayStage:
Type: AWS::ApiGateway::Stage
Properties:
StageName: Dev
Description: Dev Stage
TracingEnabled: false
RestApild:

Ref: RestApi
DeploymentId:

Ref: Deployment

[CT.APIGATEWAY.PR.3] Require that an Amazon APl Gateway REST API stage has
encryption at rest configured for cache data

This control checks whether an Amazon API Gateway REST API stage that has caching enabled also
encrypts the caches.

Control objective: Encrypt data at rest

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :ApiGateway: :Stage
AWS CloudFormation guard rule: CT.APIGATEWAY.PR.3 rule specification

Details and examples
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« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.3 rule specification

» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.3 example templates

Explanation

Encrypting data at rest reduces the risk that data stored on disk may be accessible by a user not
authenticated to AWS. It adds another set of access controls to limit unauthorized users' ability
to obtain the data. For example, APl permissions are required to decrypt the data before it can be
read.

For an added layer of security, APl Gateway REST API caches should be encrypted at rest.

(@ Usage considerations

« This control applies only to APl Gateway stage resources with cache clustering enabled.

« Where cache clustering is enabled, this control requires cache encryption to be
enabled for all resources and methods by specifying a MethodSetting entry with an
HttpMethod of * and ResourcePath of /*.

Remediation for rule failure

Configure encryption on API Gateway caches with a MethodSetting that sets
CacheDataEncrypted to true for all methods (HttpMethod of * and ResourcePath of /*).
Ensure that you do not set CacheDataEncrypted to false for any method setting.

The examples that follow show how to implement this remediation.
API Gateway stage examples

This example shows the API Gateway stage configured to encrypt cache data for all methods
(HttpMethod of * and ResourcePath of /*). The example is shown in JSON and in YAML.

JSON example
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"ApiGatewayStage": {
"Type": "AWS::ApiGateway::Stage",
"Properties": {
"StageName": "Dev",
"Description": "Development Stage",
"CacheClusterEnabled": true,
"CacheClusterSize": 0.5,
"RestApild": {
"Ref": "RestApi"
I
"DeploymentId": {
"Ref": "Deployment"

},
"MethodSettings": [
{
"ResourcePath": "/*",
"HttpMethod": "*",
"CacheDataEncrypted": true
},
{
"ResourcePath": "/",
"HttpMethod": "POST"
}
]
}
}
}
YAML example
ApiGatewayStage:

Type: AWS::ApiGateway::Stage
Properties:
StageName: Dev
Description: Development Stage
CacheClusterEnabled: true
CacheClusterSize: 0.5
RestApiId: !Ref 'RestApi'
DeploymentId: !Ref 'Deployment'
MethodSettings:
- ResourcePath: /*
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HttpMethod: '*'

CacheDataEncrypted: true
- ResourcePath: /

HttpMethod: POST

CT.APIGATEWAY.PR.3 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# api_gw_cache_encrypted_check

#

# Description:

# This rule checks whether Amazon API Gateway REST API stages that have caching
enabled also encrypt the caches.

Reports on:
AWS: :ApiGateway: :Stage

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or CloudFormation hook
document

HOoH OF O OH OH O O OH O O OB R

# And: The input document does not contain any Amazon API Gateway stage resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or CloudFormation hook
document

# And: The input document contains an Amazon API Gateway stage resource

# And: 'CacheClusterEnabled' is not set, or is set to bool(false) on the API
Gateway stage resource

# Then: SKIP
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# Scenario: 3

# Given: The input document is an AWS CloudFormation or CloudFormation hook
document

# And: The input document contains an Amazon API Gateway stage resource

# And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage
resource

# And: In the Stage resource, 'MethodSettings' is not present or is provided and
is an empty list.

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or CloudFormation hook
document

# And: The input document contains an Amazon API Gateway stage resource

# And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage
resource

# And: In the stage resource, cache data encryption is not enabled for all HTTP
methods and API resources (In

# 'MethodSettings', 'CacheDataEncrypted' is omitted or set to bool(false) for

'HttpMethod' of '*' and
'ResourcePath' of '/*' )
Then: FAIL
Scenario: 5
Given: The input document is an AWS CloudFormation or CloudFormation hook
document

H O H H H

# And: The input document contains an API Gateway stage resource

# And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage
resource

# And: In the stage resource, cache data encryption is configured for all
'MethodSettings' (CacheDataEncrypted is

# bool(true) for 'HttpMethod' of '*' and 'ResourcePath' of '/*')

# And: 'CacheDataEncrypted' has been set to bool(false) for any other method
settings

# Then: FAIL

# Scenario: 6

# Given: The input document is an AWS CloudFormation or CloudFormation hook
document

# And: The input document contains an API Gateway stage resource

# And: 'CacheClusterEnabled' is set to bool(true) on the API Gateway stage
resource

# And: In the stage resource cache data encryption is configured for all
'MethodSettings' (CacheDataEncrypted is

# bool(true) for 'HttpMethod' of '*' and 'ResourcePath' of '/*')

# And: 'CacheDataEncrypted' has not been provided or set to bool(true) for all

other method settings
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# Then: PASS
#

# Constants

#

let API_GW_STAGE_TYPE = "AWS::ApiGateway::Stage"
let INPUT_DOCUMENT = this

#

# Assignments

#

let api_gateway_stages = Resources.*[ Type == %API_GW_STAGE_TYPE ]

#
# Primary Rules
#
rule api_gw_cache_encrypted_check when is_cfn_template(%INPUT_DOCUMENT)
%api_gateway_stages not empty {
check(%api_gateway_stages.Properties)
<<
[CT.APIGATEWAY.PR.3]: Require that an Amazon API Gateway REST API stage has
encryption at rest configured for cache data
[FIX]: Configure encryption on API Gateway caches with a 'MethodSetting'
that sets 'CacheDataEncrypted' to true for all methods ('HttpMethod' of '*' and
'ResourcePath' of '/*'). Ensure that you do not set 'CacheDataEncrypted' to false for
any method setting.

>>

rule api_gw_cache_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT, %API_GW_STAGE_TYPE)
{
check (SINPUT_DOCUMENT.%API_GW_STAGE_TYPE.resourceProperties)
<<
[CT.APIGATEWAY.PR.3]: Require that an Amazon API Gateway REST API stage has
encryption at rest configured for cache data
[FIX]: Configure encryption on API Gateway caches with a 'MethodSetting'
that sets 'CacheDataEncrypted' to true for all methods ('HttpMethod' of '*' and
'ResourcePath' of '/*'). Ensure that you do not set 'CacheDataEncrypted' to false for

any method setting.
>>

#
# Parameterized Rules
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#
rule check(api_gateway_stage) {
%api_gateway_stage [
CacheClusterEnabled exists
CacheClusterEnabled == true
1{
# Scenario 2, 3, 4, 6
cache_encrypted(this)

rule cache_encrypted(api_gateway_stage) {
%api_gateway_stage {
MethodSettings exists
MethodSettings is_list
MethodSettings not empty

some MethodSettings[*] {
HttpMethod exists
ResourcePath exists
CacheDataEncrypted exists

HttpMethod —— nxmn
ResourcePath == "/*"
CacheDataEncrypted == true

MethodSettings[*] {
when CacheDataEncrypted exists {
CacheDataEncrypted == true

}
}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists
}
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APIGATEWAY.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
RestApi:
Type: AWS::ApiGateway: :RestApi
Properties:
Name: ExampleRestApi
GetMethod:
DependsOn: PutMethod
Type: AWS::ApiGateway: :Method
Properties:
HttpMethod: GET
RestApilId:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
PutMethod:
Type: AWS::ApiGateway: :Method
Properties:
HttpMethod: PUT
RestApild:

Ref: RestApi

Resourceld:
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Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"

Integration:

Type: MOCK

Deployment:
DependsOn: GetMethod
Type: 'AWS::ApiGateway: :Deployment'
Properties:

RestApild:

Ref: RestApi

ApiGatewayStage:
Type: AWS::ApiGateway::Stage
Properties:

StageName: Example

Description: Example Stage

CacheClusterEnabled: true

CacheClusterSize: 0.5

RestApild:

Ref: RestApi
DeploymentId:

Ref: Deployment
MethodSettings:

- ResourcePath: "/*"
HttpMethod: "*"
CacheDataEncrypted: true

- ResourcePath: "/"
HttpMethod: "POST"

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
RestApi:
Type: AWS::ApiGateway: :RestApi
Properties:
Name: ExampleRestApi
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GetMethod:
DependsOn: PutMethod
Type: AWS::ApiGateway: :Method
Properties:
HttpMethod: GET
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
PutMethod:
Type: AWS::ApiGateway: :Method
Properties:
HttpMethod: PUT
RestApild:

Ref: RestApi
Resourceld:

Fn::GetAtt:

- "RestApi"

- "RootResourceId"
AuthorizationType: NONE
MethodResponses:

- StatusCode: "200"
Integration:
Type: MOCK
Deployment:
DependsOn: GetMethod
Type: 'AWS::ApiGateway::Deployment'
Properties:
RestApild:
Ref: RestApi
ApiGatewayStage:
Type: AWS::ApiGateway::Stage
Properties:
StageName: Example
Description: Example Stage
CacheClusterEnabled: true
CacheClusterSize: 0.5
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RestApild:
Ref: RestApi
DeploymentId:
Ref: Deployment
MethodSettings:
- ResourcePath: "/*"
HttpMethod: "*"
CacheDataEncrypted: false

[CT.APIGATEWAY.PR.4] Require an Amazon API Gateway V2 stage to have access
logging activated

This control checks whether Amazon APl Gateway V2 stages have access logging enabled. Access
logging is supported for HTTP and WebSocket APIs.

« Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: : ApiGatewayV2: :Stage

AWS CloudFormation guard rule: CT.APIGATEWAY.PR.4 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.4 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.4 example templates

Explanation

Access logging allows you to log who has called your APl and how the caller gained access to the
API. You can create your own log group or choose an existing log group that could be managed by
APl Gateway.

Amazon API Gateway controls 112



AWS Control Tower Controls Reference Guide

Remediation for rule failure

Provide an AccessLogSettings configuration, setting DestinationArn to the ARN of an
Amazon CloudWatch log group and Format to a single line log format configuration.

The examples that follow show how to implement this remediation.
Amazon API Gateway HTTP API Stage - Example

Amazon APl Gateway HTTP API stage configured to send API access logs to Amazon CloudWatch
Logs. The example is shown in JSON and in YAML.

JSON example

"HttpApiStage": {
"Type": "AWS::ApiGatewayV2::Stage",
"Properties": {
"StageName": "SampleStage",
"Description": "Sample Stage",
"ApiId": {
"Ref": "HttpApi"
I
"AccesslLogSettings": {
"DestinationArn": {
"Fn::GetAtt": [
"LogGroup",
"Arn"

},
"Format": "{\"requestId\":\"$context.requestId\", \"ip\":

\"$context.identity.sourceIp\", \"user\":\"$context.identity.user\",\"requestTime\":
\"$context.requestTime\"}"
}

YAML example
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HttpApiStage:
Type: AWS::ApiGatewayV2::Stage
Properties:
StageName: SampleStage
Description: Sample Stage
ApiId: !Ref 'HttpApi'

AccesslLogSettings:
DestinationArn: !GetAtt 'LogGroup.Arn'
Format: '{"requestId":"$context.requestId", "ip": "$context.identity.sourcelp",

"user":"$context.identity.user", "requestTime":"$context.requestTime"}"'

CT.APIGATEWAY.PR.4 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# api_gw_v2_access_logs_enabled_check

#

# Description:

# This control checks whether Amazon API Gateway V2 stages have access logging
enabled. Access logging is supported for HTTP and WebSocket APIs.

Reports on:
AWS: :ApiGatewayV2: :Stage

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
# And: The input document does not contain any APIGatewayV2 stage resources
# Then: SKIP
# Scenario: 2

HOoH OF O OH OH O O OH O O OB R
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# Given:
document

# And:
# And:
# Then:
# Scenario:

# Given:
document

# And:

# And:

# And:

provided as

#
# And:
# Then:
# Scenario:
# Given:
document
# And:
# And:
# And:
valid local
# And:
# Then:
# Scenario:
# Given:
document
# And:
# And:
# And:
valid local
# And:
# Then:
#

# Constants
#

The input document is an AWS CloudFormation or AWS CloudFormation hook
The input document contains an APIGatewayV2
'AccesslLogSettings' has not been provided
FAIL

3
The input document is an AWS CloudFormation

stage resource

or AWS CloudFormation hook

The input document contains an APIGatewayV2
'AccesslLogSettings' has been provided
'AccesslLogSettings.DestinationArn' has not been provided, or has been
an empty string or

invalid local reference

'AccesslLogSettings.Format' is provided as a non-empty string

FAIL

4
The input document is an AWS CloudFormation or AWS CloudFormation hook

stage resource

The input document contains an APIGatewayV2 stage resource
'AccesslLogSettings' has been provided
'AccesslLogSettings.DestinationArn' is provided as a non-empty string or
reference

'AccesslLogSettings.Format' has not been provided, or is an empty string
FAIL

5
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains an APIGatewayV2 stage resource
'AccesslLogSettings' has been provided
'AccesslLogSettings.DestinationArn' is provided as a non-empty string or
reference

'AccesslLogSettings.Format' is provided as a non-empty string

PASS

let API_GW_V2_STAGE_TYPE = "AWS::ApiGatewayV2::Stage"

let INPUT_DOCUMENT =

#

# Assignments

#

let api_gateway_v2_stages =

this

Resources.*[ Type %API_GW_V2_STAGE_TYPE ]

Amazon API Gateway controls



AWS Control Tower Controls Reference Guide

#
# Primary Rules
#
rule api_gw_v2_access_logs_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%api_gateway_v2_stages not empty {
check(%api_gateway_v2_stages.Properties)
<<
[CT.APIGATEWAY.PR.4]: Require an Amazon API Gateway V2 stage to have access
logging activated
[FIX]: Provide an 'AccesslLogSettings' configuration, setting
'DestinationArn' to the ARN of an Amazon CloudWatch log group and 'Format' to a single

line log format configuration.
>>

rule api_gw_v2_access_logs_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%SAPI_GW_V2_STAGE_TYPE) {
check (SINPUT_DOCUMENT.%API_GW_V2_STAGE_TYPE.resourceProperties)

<<
[CT.APIGATEWAY.PR.4]: Require an Amazon API Gateway V2 stage to have access

logging activated

[FIX]: Provide an 'AccesslLogSettings' configuration, setting
'DestinationArn' to the ARN of an Amazon CloudWatch log group and 'Format' to a single
line log format configuration.

>>
}
#
# Parameterized Rules
#

rule check(api_gateway_v2_stage) {
%api_gateway_v2_stage {
# Scenario 2
AccessLogSettings exists
AccesslLogSettings is_struct

AccesslLogSettings {
# Scenario 3
DestinationArn exists
check_is_string_and_not_empty(DestinationArn) or
check_local_references(%INPUT_DOCUMENT, DestinationAzn,
"AWS: :Logs: :LogGroup")
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# Scenario 4, 5
Format exists
check_is_string_and_not_empty(Format)

}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_is_string_and_not_empty(value) {
%Svalue {
this is_string

this != /\A\s*\z/

rule check_local_references(doc, reference_properties, referenced_resource_type) {
%reference_properties {
'Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_resource_type) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%referenced_resource not empty
%referenced_resource {
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Type == %referenced_resource_type

CT.APIGATEWAY.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
LogGroup:
Type: AWS::Logs::LogGroup
Properties:
RetentionInDays: 7
HttpApi:
Type: AWS::ApiGatewayV2::Api
Properties:
Name: ExampleApi
ProtocolType: HTTP
HttpApiStage:
Type: 'AWS::ApiGatewayV2::Stage'
Properties:
StageName: ExampleStage
Description: Example Stage
Apild:
Ref: HttpApi
AccesslLogSettings:
DestinationAzrn:
Fn::GetAtt:
- "LogGroup"
- "Arn"
Format: >-
{"requestId":"$context.requestId", "ip": "$context.identity.sourcelp",
"user":"$context.identity.user", "requestTime":"$context.requestTime"}
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FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
HttpApi:
Type: AWS::ApiGatewayV2::Api
Properties:
Name: ExampleApi
ProtocolType: HTTP
HttpApiStage:
Type: 'AWS::ApiGatewayV2::Stage'
Properties:
StageName: ExampleStage
Description: Example Stage
ApiId:
Ref: HttpApi

[CT.APIGATEWAY.PR.5] Require Amazon APl Gateway V2 Websocket and HTTP
routes to specify an authorization type

This control checks whether Amazon API Gateway V2 API routes have an authorization type set.

« Control objective: Use strong authentication
« Implementation: AWS CloudFormation guard rule
« Control behavior: Proactive

« Resource types: AWS: : ApiGatewayV2: :Route,
AWS: :ApiGatewayV2: :ApiGatewayManagedOverrides

« AWS CloudFormation guard rule: CT.APIGATEWAY.PR.5 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.5 rule specification

» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.5 example templates
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Explanation

API Gateway supports multiple mechanisms for controlling and managing access to your

Websocket or HTTP API. By specifying an authorization type, you can restrict access to your API, to

allow only required users or processes.

(@ Usage considerations

 This control applies only to routes created by means of the
AWS: :ApiGatewayV2: :Route resource, and to managed overrides that apply to HTTP
API routes that are created through quick create.

 This control does not evaluate HTTP API routes imported using the Body or
BodyS3Location properties of AWS: : ApiGatewayV2: : API resources.

Remediation for rule failure

For Amazon API Gateway V2 routes, set AuthorizationType to AWS_IAM, JWT or CUSTOM.
For Amazon APl Gateway V2 managed route overrides with AuthorizationType, set
AuthorizationType to AWS_IAM, JWT or CUSTOM.

The examples that follow show how to implement this remediation.
Amazon APl Gateway V2 Route - Example

Amazon APl Gateway V2 route configured with AWS IAM authorization. The example is shown in
JSON and in YAML.

JSON example

"ApiGatewayV2Route": {
"Type": "AWS::ApiGatewayV2::Route",
"Properties": {
"ApiId": {
"Ref": "WebsocketApi"
I
"RouteKey": "$connect",
"AuthorizationType": "AWS_IAM"
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}

YAML example

ApiGatewayV2Route:
Type: AWS::ApiGatewayV2::Route
Properties:
ApiId: !Ref 'WebsocketApi'
RouteKey: $connect
AuthorizationType: AWS_IAM

The examples that follow show how to implement this remediation.

Amazon APl Gateway V2 Managed Overrides - Example

Amazon APl Gateway V2 managed overrides configured with AWS IAM authorization. The example

is shown in JSON and in YAML.

JSON example

"Type": "AWS::ApiGatewayV2::ApiGatewayManagedOverrides",

"AuthorizationType": "AWS_IAM"

{
"ApiGatewayManagedOverride": {
"Properties": {
"ApiId": {
"Ref": "HttpApi"
I
"Route": {
}
}
}
}
YAML example
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ApiGatewayManagedOverride:
Type: AWS::ApiGatewayV2::ApiGatewayManagedOverrides
Properties:
ApiId: !Ref 'HttpApi'
Route:
AuthorizationType: AWS_IAM

CT.APIGATEWAY.PR.5 rule specification

# HEHHBHHAHEHHAH AR HBH AR HEH B H AR HAH RS H

#it Rule Specification #it
HHAHHAHH SRR HH SRR SRR HHHHH SR H R H R HHHH
#

# Rule Identifier:

# api_gw_v2_authorization_type_configured_check

#

# Description:

#  This control checks whether Amazon API Gateway V2 API routes have an authorization
type set.

#

# Reports on:

#  AWS::ApiGatewayV2::Route, AWS::ApiGatewayV2::ApiGatewayManagedOverrides

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any Amazon API Gateway V2 route or
managed route overrides resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
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# And: The input document contains an Amazon API Gateway V2 managed route
overrides resource
And: In 'Route', 'AuthorizationType' has not been provided
Then: SKIP
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains an Amazon API Gateway V2 route resource
And: 'AuthorizationType' has not been provided
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

H OH O O H

# And: The input document contains an Amazon API Gateway V2 route or managed
route overrides resource

# And: 'AuthorizationType' has been provided and set to a value other than
"AWS_IAM', '"IWT' or 'CUSTOM'

# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an Amazon API Gateway V2 route or managed
route overrides resource

# And: 'AuthorizationType' has been provided and set to a value of 'AWS_IAM',
"JWT' or 'CUSTOM'

# Then: PASS

#

# Constants

#

let API_GW_ROUTE_TYPE = "AWS::ApiGatewayV2::Route"

let API_GW_MANAGED_OVERRIDE_TYPE = "AWS::ApiGatewayV2::ApiGatewayManagedOverrides"
let ALLOWED_AUTHORIZATION_TYPES = ["AWS_IAM", "JWT", "CUSTOM"]

let INPUT_DOCUMENT = this

#

# Assignments

#

let api_route = Resources.*[ Type == %API_GW_ROUTE_TYPE ]

let api_override = Resources.*[ Type == %API_GW_MANAGED_OVERRIDE_TYPE ]

#
# Primary Rules
#
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rule api_gw_v2_authorization_type_configured_check when
is_cfn_template(%INPUT_DOCUMENT)
%api_route not empty {
check_api_route(%api_route.Properties)
<<
[CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes
to specify an authorization type
[FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to
"AWS_IAM', '"JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with
'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', 'IWT' or 'CUSTOM'.

>>

rule api_gw_v2_authorization_type_configured_check when
is_cfn_template(%sINPUT_DOCUMENT)
%api_override not empty {
check_api_override(%api_override.Properties)

<<

[CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes
to specify an authorization type

[FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to

"AWS_IAM', 'JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with

'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', '"IWT' or 'CUSTOM'.
>>

rule api_gw_v2_authorization_type_configured_check when is_cfn_hook(%INPUT_DOCUMENT,
%API_GW_ROUTE_TYPE) {
check_api_route(%INPUT_DOCUMENT.%API_GW_ROUTE_TYPE.resourceProperties)
<<
[CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes
to specify an authorization type
[FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to
"AWS_IAM', 'JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with

'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', '"IWT' or 'CUSTOM'.
>>

rule api_gw_v2_authorization_type_configured_check when is_cfn_hook(%INPUT_DOCUMENT,
%API_GW_MANAGED_OVERRIDE_TYPE) {

check_api_override(%INPUT_DOCUMENT.
%API_GW_MANAGED_OVERRIDE_TYPE.resourceProperties)

<<
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[CT.APIGATEWAY.PR.5]: Require Amazon API Gateway V2 Websocket and HTTP routes
to specify an authorization type
[FIX]: For Amazon API Gateway V2 routes, set 'AuthorizationType' to
"AWS_IAM', 'JWT' or 'CUSTOM'. For Amazon API Gateway V2 managed route overrides with
'AuthorizationType', set 'AuthorizationType' to 'AWS_IAM', 'IWT' or 'CUSTOM'.

>>
}
#
# Parameterized Rules
#

rule check_api_route(api_route) {
%api_route {
# Scenario 3
AuthorizationType exists

# Scenario 4 and 5
AuthorizationType in %ALLOWED_AUTHORIZATION_TYPES

rule check_api_override(api_override) {
%api_override [
# Scenario 2
Route exists
Route is_struct
Route {
AuthorizationType exists

}
{
check_api_route(Route)
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APIGATEWAY.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
ApiGatewayV2Route:
Type: AWS::ApiGatewayV2::Route
Properties:
ApiId: albcdef2gh
RouteKey: $connect
AuthorizationType: AWS_IAM

PASS Example - Use this template to verify a compliant resource creation.

Resources:
ApiGatewayManagedOverride:
Type: AWS::ApiGatewayV2::ApiGatewayManagedOverrides

Properties:
ApiId: albcdef2gh
Route:

AuthorizationType: AWS_IAM

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
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ApiGatewayV2Route:
Type: AWS::ApiGatewayV2::Route
Properties:
ApiId: albcdef2gh
RouteKey: $connect
AuthorizationType: NONE

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
ApiGatewayManagedOverride:
Type: AWS::ApiGatewayV2::ApiGatewayManagedOverrides

Properties:
ApiId: albcdef2gh
Route:

AuthorizationType: NONE

[CT.APIGATEWAY.PR.6] Require an Amazon APl Gateway REST domain to use a
security policy that specifies a minimum TLS protocol version of TLSv1.2

This control checks whether an Amazon API Gateway REST APl domain name requires a minimum
Transport Layer Security protocol version of TLSv1.2 by means of its security policy.

Control objective: Encrypt data in transit

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: : ApiGateway: :DomainName

AWS CloudFormation guard rule: CT.APIGATEWAY.PR.6 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APIGATEWAY.PR.6 rule specification
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» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APIGATEWAY.PR.6 example templates

Explanation

The TLS protocol addresses network security problems, such as tampering and eavesdropping
between a client and server. When your clients establish a TLS handshake to your API through

the custom domain, you can choose a minimum Transport Layer Security (TLS) protocol version.
This version is enforced for your Amazon API Gateway custom domain by setting a security policy,
which is a predefined combination of minimum TLS version and cipher suite offered by Amazon API
Gateway.

(@ Usage considerations

« TLS protocol versions and ciphers used by Amazon API Gateway security policies
depend on the type of API Gateway endpoint in use. For more about supported TLS
protocol versions and ciphers for each endpoint type, review the Amazon API Gateway
documentation.

Remediation for rule failure

Set the value of SecurityPolicy to TLS_1_2, or to adopt the default value, do not provide a value for
SecurityPolicy.

The examples that follow show how to implement this remediation.
Amazon APl Gateway Domain Name - Example

An Amazon API Gateway regional domain name configured with a security policy that requires a
minimum of TLSv1.2 for API client connections. The example is shown in JSON and in YAML.

JSON example

"DomainName": {
"Type": "AWS::ApiGateway: :DomainName",
"Properties": {
"DomainName": "example.com",
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"RegionalCertificateArn": {

"Ref": "AcmCertificate"
},
"EndpointConfiguration": {
"Types": [
"REGIONAL"
]
.
"SecurityPolicy": "TLS_1_2"
}
}
}
YAML example
DomainName:
Type: AWS: :ApiGateway::DomainName
Properties:

DomainName: example.com
RegionalCertificateArn: !Ref 'AcmCertificate
EndpointConfiguration:
Types:
- REGIONAL
SecurityPolicy: TLS_1_2

CT.APIGATEWAY.PR.6 rule specification

H HEHHBHHAHEHHAHBRHBH B HBEHHRH R R HBH RS H

#it Rule Specification #it
EE R E T F T FFE T EEE T T EEEE
#

# Rule Identifier:

# api_gw_domain_tls_check

#

# Description:

# This control checks whether an Amazon API Gateway REST API domain name requires a
minimum Transport Layer Security protocol version of TLSv1l.2 by means of its security
policy.
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#

# Reports on:

#  AWS::ApiGateway::DomainName

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any API Gateway domain name resources
# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an API Gateway domain name resource

# And: 'SecurityPolicy' has been provided and set to a security policy that
allows

# a minimum TLS protocol version earlier than TLSv1.2

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an API Gateway domain name resource

# And: 'SecurityPolicy' has not been provided

# Then: PASS

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an API Gateway domain name resource

# And: 'SecurityPolicy' has been provided and set to a security policy that
requires

# a minimum TLS protocol version of TLSv1.2

# Then: PASS

#

# Constants
#

let API_GW_DOMAIN_NAME_TYPE = "AWS::ApiGateway: :DomainName"
let ALLOWED_SECURITY_POLICIES = ["TLS_1_2"]
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let INPUT_DOCUMENT = this

#

# Assignments

#

let api_gateway_domain_names = Resources.*[ Type == %API_GW_DOMAIN_NAME_TYPE ]

#
# Primary Rules
#
rule api_gw_domain_tls_check when is_cfn_template(%INPUT_DOCUMENT)
%api_gateway_domain_names not empty {
check(%api_gateway_domain_names.Properties)
<<
[CT.APIGATEWAY.PR.6]: Require an Amazon API Gateway REST domain to use a
security policy that specifies a minimum TLS protocol version of TLSv1.2
[FIX]: Set the value of SecurityPolicy to TLS_1_2, or to adopt the default
value, do not provide a value for SecurityPolicy.

>>

rule api_gw_domain_tls_check when is_cfn_hook(S%INPUT_DOCUMENT,
%API_GW_DOMAIN_NAME_TYPE) {
check (SINPUT_DOCUMENT.%API_GW_DOMAIN_NAME_TYPE.resourceProperties)
<<
[CT.APIGATEWAY.PR.6]: Require an Amazon API Gateway REST domain to use a
security policy that specifies a minimum TLS protocol version of TLSv1.2

[FIX]: Set the value of SecurityPolicy to TLS_1_2, or to adopt the default

value, do not provide a value for SecurityPolicy.

>>
}
#
# Parameterized Rules
#

rule check(api_gateway_stage) {
%api_gateway_stage {
# Scenario 2, 3, 4
SecurityPolicy not exists or
SecurityPolicy in %ALLOWED_SECURITY_POLICIES

Amazon API Gateway controls 131



AWS Control Tower Controls Reference Guide

# Utility Rules

#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APIGATEWAY.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
DomainName:
Type: AWS: :ApiGateway: :DomainName
Properties:
DomainName: example.com
RegionalCertificateArn: arn:aws:acm:us-west-2:123456789012:certificate/abcd1234-
efg5-1234-1234-1234abcdefgh
EndpointConfiguration:
Types:
- REGIONAL
SecurityPolicy: TLS_1_2

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
DomainName:
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Type: AWS::ApiGateway::DomainName
Properties:
DomainName: example.com
RegionalCertificateArn: arn:aws:acm:us-west-2:123456789012:certificate/abcd1234-
efg5-1234-1234-1234abcdefgh
EndpointConfiguration:
Types:
- REGIONAL
SecurityPolicy: TLS_1_0

AWS Certificate Manager controls

Topics

o [CT.ACM.PR.1] Require an AWS Private CA certificate to have a single domain name

[CT.ACM.PR.1] Require an AWS Private CA certificate to have a single domain
name

This control checks whether any AWS Certificate Manager (ACM) Private CA certificates have
wildcard domain names instead of single domain names.

Control objective: Protect configurations

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CertificateManager: :Certificate

AWS CloudFormation guard rule: CT.ACM.PR.1 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ACM.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ACM.PR.T example templates

Explanation
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AWS Private CA allows you to use wildcards (*) in the domain name, so you can protect several
sites in the same domain. This type of certificate presents some risk, because if the private key of
a certificate is compromised, all domain and subdomains with the compromised certificate are
compromised. We recommend that you use single domain name certificates instead of wildcard
certificates to reduce these associated risks.

Remediation for rule failure

Set DomainName and each entry within SubjectAlternativeNames to a fully qualified domain
name (FQDN) that does not contain a wildcard (*).

The examples that follow show how to implement this remediation.
AWS Certificate Manager Private CA Certificate - Example One

AWS Certificate Manager Private CA certificate configured with a single domain and no subject
alternative names. The example is shown in JSON and in YAML.

JSON example

"Resources": {
"ACMCertificate": {
"Type": "AWS::CertificateManager::Certificate",
"Properties": {
"CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:123456789012:certificate-authority/12345678-1234-1234-1234-123456789012",
"DomainName": "example.com"

YAML example

Resources:
ACMCertificate:
Type: AWS::CertificateManager::Certificate
Properties:
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CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012
DomainName: example.com

The examples that follow show how to implement this remediation.
AWS Certificate Manager Private CA Certificate - Example Two

AWS Certificate Manager private CA certificate configured with a single domain and one subject
alternative name. The example is shown in JSON and in YAML.

JSON example

{
"Resources": {
"ACMCertificate": {
"Type": "AWS::CertificateManager::Certificate",
"Properties": {
"CertificateAuthorityArn": "arn:aws:acm-pca:us-
east-1:123456789012:certificate-authority/12345678-1234-1234-1234-123456789012",
"DomainName": "example.com",
"SubjectAlternativeNames": [
"www.example.com"
]
}
}
}
}
YAML example
Resources:
ACMCertificate:
Type: AWS::CertificateManager::Certificate
Properties:

CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012
DomainName: example.com
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SubjectAlternativeNames:
- www.example.com

CT.ACM.PR.1 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# acm_certificate_domain_name_check

#

# Description:

#  This control checks whether any AWS Certificate Manager (ACM) Private CA
certificates have wildcard domain names instead of single domain names.

Reports on:
AWS: :CertificateManager::Certificate

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any ACM certificate resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains an ACM certificate resource
And: 'CertificateAuthorityArn' has not been provided
Then: SKIP
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OF O OH OH O O OH O O OB R

H OH H

HOH O O B
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And: The input document contains an ACM certificate resource
And: 'CertificateAuthorityArn' has been provided
And: 'DomainName' has not been provided
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOH F O B O

# And: The input document contains an ACM certificate resource

# And: 'CertificateAuthorityArn' has been provided

# And: 'SubjectAlternativeNames' has not been provided or provided as an empty
list

# And: 'DomainName' has been provided with a string that begins with a wildcard
character ('*').

# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an ACM certificate resource

# And: 'CertificateAuthorityArn' has been provided

# And: 'DomainName' has been provided with a string that does not begin with a

wildcard character ('*').
# And: 'SubjectAlternativeNames' has been provided as a non-empty list containing
a string that
begins with a wildcard character ('*').
Then: FAIL
Scenario: 6

Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document

H O H H H

# And: The input document contains an ACM certificate resource

# And: 'CertificateAuthorityArn' has been provided

# And: 'DomainName' has been provided with a string that does not begin with a
wildcard character ('*').

# And: 'SubjectAlternativeNames' has not been provided or provided as an empty
list

# Then: PASS

# Scenario: 7

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an ACM certificate resource

# And: 'CertificateAuthorityArn' has been provided

# And: 'DomainName' has been provided with a string that does not begin with a

wildcard character ('*').
# And: 'SubjectAlternativeNames' has been provided as a non-empty list where no
entries are strings that
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# begin with a wildcard character ('*').
# Then: PASS

#

# Constants

#

let ACM_CERTIFICATE_TYPE = "AWS::CertificateManager::Certificate"
let WILDCARD DOMAIN_NAME_REGEX_PATTERN = /A(\*\.).*$/
let INPUT_DOCUMENT = this

#

# Assignments

#

let acm_certificates = Resources.*[ Type == %ACM_CERTIFICATE_TYPE ]

#
# Primary Rules
#
rule acm_certificate_domain_name_check when is_cfn_template(%INPUT_DOCUMENT)
%acm_certificates not empty {
check(%acm_certificates.Properties)
<<
[CT.ACM.PR.1]: Require an AWS Private CA certificate to have a single domain
name
[FIX]: Set 'DomainName' and each entry within 'SubjectAlternativeNames' to
a fully qualified domain name (FQDN) that does not contain a wildcard (*).

>>

rule acm_certificate_domain_name_check when is_cfn_hook(%INPUT_DOCUMENT,
%SACM_CERTIFICATE_TYPE) {
check (SINPUT_DOCUMENT.%ACM_CERTIFICATE_TYPE.resourceProperties)

<<

[CT.ACM.PR.1]: Require an AWS Private CA certificate to have a single domain
name

[FIX]: Set 'DomainName' and each entry within 'SubjectAlternativeNames' to

a fully qualified domain name (FQDN) that does not contain a wildcard (*).

>>
}
#
# Parameterized Rules
#

rule check(acm_certificate) {
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%acm_certificate[
CertificateAuthorityArn exists

1{
# Scenario 2
DomainName exists
# Scenario 3 and 4
check_wildcarded_domain(DomainName)
check_subject_alternative_names(this)
}

rule check_subject_alternative_names(acm_certificate) {

%acm_certificate [
SubjectAlternativeNames exists
SubjectAlternativeNames is_list
SubjectAlternativeNames not empty

1{
SubjectAlternativeNames[*] {

check_wildcarded_domain(this)

rule check_wildcarded_domain(domain) {
%domain {
this is_string
this !'= %SWILDCARD_DOMAIN_NAME_REGEX_PATTERN

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists
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CT.ACM.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
ACMCertificate:
Type: AWS::CertificateManager::Certificate
Properties:
CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012
DomainName: example.com

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
ACMCertificate:
Type: AWS::CertificateManager::Certificate
Properties:
CertificateAuthorityArn: arn:aws:acm-pca:us-east-1:123456789012:certificate-
authority/12345678-1234-1234-1234-123456789012
DomainName: '*.example.com'

AWS AppSync controls

Topics

o [CT.APPSYNC.PR.1] Require an AWS AppSync GraphQL API to have logging enabled

o [CT.APPSYNC.PR.2] Require an AWS AppSync GraphQL API to be configured with private visibility

o [CT.APPSYNC.PR.3] Require that an AWS AppSync GraphQL API is not authenticated with API
keys
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o [CT.APPSYNC.PR.4] Require an AWS AppSync GraphQL API cache to have encryption in transit
enabled.

o [CT.APPSYNC.PR.5] Require an AWS AppSync GraphQL API cache to have encryption at rest
enabled.

[CT.APPSYNC.PR.1] Require an AWS AppSync GraphQL API to have logging
enabled

This control checks whether an AWS AppSync GraphQL API has been configured to send request-
level and field-level logs to Amazon CloudWatch Logs.

« Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: : AppSync: :GraphQLApi

AWS CloudFormation guard rule: CT.APPSYNC.PR.1 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.APPSYNC.PR.1 example templates

Explanation
AppSync logs are useful for debugging issues related to requests.
Remediation for rule failure

Within LogConfig, set FieldLoglLevel to ERROR, INFO, DEBUG, or ALL and set
CloudWatchLogsRoleAxrn to the ARN of an AWS IAM role configured to allow AWS AppSync to
send logs to Amazon CloudWatch Logs.

The examples that follow show how to implement this remediation.
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AWS AppSync GraphQL API - Example

An AWS AppSync GraphQL API configured to send GraphQL operations and tracing to Amazon
CloudWatch Logs. The example is shown in JSON and in YAML.

JSON example

{
"GraphQLApi": {
"Type": "AWS::AppSync::GraphQLApi",
"Properties": {
"Name": "SampleApi",
"AuthenticationType": "AWS_IAM",
"LogConfig": {
"FieldLoglLevel": "ALL",
"CloudWatchLogsRoleArn": {
"Fn::GetAtt": [
"AppSyncLoggingRole",
"Arn"
]
}
}
}
}
}
YAML example
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:

Name: SampleApi
AuthenticationType: AWS_IAM
LogConfig:

FieldLoglLevel: ALL

CloudWatchLogsRoleArn: !GetAtt 'AppSyncLoggingRole.Arn'
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CT.APPSYNC.PR.1 rule specification

# OHHHAHHSHHGHHBHHBHH B HH R HH B HH R HH R HHRH
#it Rule Specification #it
HHAHHBHHBHHBHHBHH B HH B HH R HH B HH R HH R HHHH
#

# Rule Identifier:

# appsync_logging_enabled_check

#

# Description:

# This control checks whether an AWS AppSync GraphQL API has been configured to send

request-level and field-level logs to Amazon CloudWatch Logs.

#

# Reports on:

# AWS: : AppSync: :GraphQLApi

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any AppSync GraphQL API resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AppSync GraphQL API resource

# And: 'LogConfig' has not been provided

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AppSync GraphQL API resource

# And: 'LogConfig' has been provided

# And: 'FieldLoglLevel' in 'LogConfig' has not been provided or provided and set

to a value other

# than 'ERROR', 'INFO', 'DEBUG',

or

"ALL'
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# And: 'CloudWatchLogsRoleArn' in 'LogConfig' has not been provided or provided
and set to an empty
string or invalid local reference
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

# And: The input document contains an AppSync GraphQL API resource

# And: 'LogConfig' has been provided

# And: 'FieldlLogLevel' in 'LogConfig' has been provided and set to 'ERROR',
'"INFO', 'DEBUG' or 'ALL'

# And: 'CloudWatchLogsRoleArn' in 'LogConfig' has not been provided or provided

and set to an empty
string or invalid local reference
Then: FAIL
Scenario: 5
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H O H H H

# And: The input document contains an AppSync GraphQL API resource

# And: 'LogConfig' has been provided

# And: 'FieldLoglLevel' in 'LogConfig' has not been provided or provided and set
to a value other

# than 'ERROR', 'INFO', 'DEBUG', or 'ALL'

# And: 'CloudWatchLogsRoleArn' in 'LogConfig' has been provided and set to a non-
empty string or valid

# local reference

# Then: FAIL

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AppSync GraphQL API resource

# And: 'LogConfig' has been provided

# And: 'FieldLoglLevel' in 'LogConfig' has been provided and set to 'ERROR',
"INFO', 'DEBUG', or 'ALL'

# And: 'CloudWatchLogsRoleArn' in 'LogConfig' has been provided and set to a non-

empty string or valid

# local reference

# Then: PASS

#

# Constants

#

let APPSYNC_GRAPHQL_API_TYPE = "AWS: :AppSync::GraphQLApi"
let ALLOWED_APPSYNC_LOG_LEVELS = [ "ERROR"™, 'INFO', 'DEBUG', "ALL"™ ]
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let INPUT_DOCUMENT = this

#

# Assignments

#

let appsync_graphgl_apis = Resources.*[ Type == %APPSYNC_GRAPHQL_API_TYPE ]

#
# Primary Rules
#
rule appsync_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%appsync_graphgl_apis not empty {
check(%appsync_graphgl_apis.Properties)
<<
[CT.APPSYNC.PR.1]: Require an AWS AppSync GraphQL API to have logging enabled
[FIX]: Within 'LogConfig', set 'FieldlLoglLevel' to 'ALL', 'INFO', 'DEBUG', or
"ERROR' and set 'CloudWatchLogsRoleArn' to the ARN of an AWS IAM role configured to
allow AWS AppSync to send logs to Amazon CloudWatch Logs.

>>

rule appsync_logging_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%APPSYNC_GRAPHQL_API_TYPE) {
check (SINPUT_DOCUMENT .%APPSYNC_GRAPHQL_API_TYPE.resourceProperties)
<<
[CT.APPSYNC.PR.1]: Require an AWS AppSync GraphQL API to have logging enabled
[FIX]: Within 'LogConfig', set 'FieldlLoglLevel' to 'ALL', 'INFO', 'DEBUG', or
'"ERROR' and set 'CloudWatchLogsRoleArn' to the ARN of an AWS IAM role configured to
allow AWS AppSync to send logs to Amazon CloudWatch Logs.

>>
}
#
# Parameterized Rules
#

rule check(appsync_graphql_api) {
%appsync_graphql_api {
# Scenario 2
LogConfig exists
LogConfig is_struct

LogConfig {
# Scenarios 3, 4, 5 and 6
FieldLoglLevel exists
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FieldLogLevel in %ALLOWED_APPSYNC_LOG_LEVELS

CloudWatchLogsRoleArn exists

check_is_string_and_not_empty(CloudWatchLogsRoleArn) or

check_local_references(%INPUT_DOCUMENT, CloudWatchLogsRoleArn,
"AWS: :IAM: :Role")

}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_is_string_and_not_empty(value) {
%value {
this is_string

this != /\A\s*\z/

rule check_local_references(doc, reference_properties, referenced_resource_type) {
%sreference_properties {
'"Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_resource_type) {
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let referenced_resource = %doc.Resources[ keys == %resource_key ]
%sreferenced_resource not empty
%sreferenced_resource {

Type == %referenced_resource_type

CT.APPSYNC.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:
Name:

Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM
LogConfig:

FieldLoglLevel: ALL

CloudWatchLogsRoleArn:

Fn::GetAtt:
- AppSynclLoggingRole
- Arn
AppSyncLoggingRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:

Version: '2012-10-17'

Statement:

- Effect: Allow

Principal:
Service:
- appsync.amazonaws.com
Action:
- sts:AssumeRole
Path: /
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Policies:
- PolicyName: AppSyncLoggingPolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:

- logs:CreatelLogGroup
- logs:CreatelLogStream
- logs:PutLogEvents
Resource: '*'

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:
Name:

Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM
LogConfig:

FieldLogLevel: NONE

CloudWatchLogsRoleArn:

Fn::GetAtt:
- AppSyncLoggingRole
- Arn
AppSyncLoggingRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:

Version: '2012-10-17'

Statement:

- Effect: Allow

Principal:

Service:

- appsync.amazonaws.com
Action:
- sts:AssumeRole
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Path: /
Policies:
- PolicyName: AppSyncLoggingPolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:

- logs:CreatelLogGroup
- logs:CreatelLogStream
- logs:PutLogEvents
Resource: '*'

[CT.APPSYNC.PR.2] Require an AWS AppSync GraphQL API to be configured with
private visibility

This control checks whether an AWS AppSync GraphQL API has been configured with private
visibility.

Control objective: Limit network access

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: : AppSync: :GraphQLApi

AWS CloudFormation guard rule: CT.APPSYNC.PR.2 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.2 rule specification

» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.2 example templates

Explanation

If you use Amazon Virtual Private Cloud (Amazon VPC), you can create AWS AppSync Private APIs,
which are APIs that are accessible only from a Amazon VPC. With a Private API, you can restrict API
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access to your internal applications and connect to your GraphQL and Realtime endpoints without
exposing data publicly.

(@) Usage considerations

« This control requires AWS AppSync GraphQL APIs to be configured with private API
features, so that they are accessible only from a Amazon VPC. If you require your AWS
AppSync GraphQL APIs to be accessible from an AWS AppSync public endpoint, do not
enable this control.

Remediation for rule failure

Set the Visibility property to PRIVATE.

The examples that follow show how to implement this remediation.
AWS AppSync Private API - Example

An AWS AppSync GraphQL API configured with private visibility. The example is shown in JSON and
in YAML.

JSON example

"GraphQLApi": {
"Type": "AWS::AppSync::GraphQLApi",
"Properties": {
"Name": "SampleApi",
"AuthenticationType": "AWS_IAM",
"Visibility": "PRIVATE"

YAML example

GraphQLApi:
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Type: AWS: :AppSync: :GraphQLApi
Properties:
Name: SampleApi
AuthenticationType: AWS_IAM
Visibility: PRIVATE

CT.APPSYNC.PR.2 rule specification

# OHEHHBHHAHEHHAH AR HEH B HBEH B H RS HAHHSH

## Rule Specification ##
HAHHHHHHRHRH R AR AR RS RS H SRS RS RS R H RS RS
#

# Rule Identifier:

# appsync_api_private_visibility_check

#

# Description:

# This control checks whether an AWS AppSync GraphQL API has been configured with
private visibility.

Reports on:
AWS : : AppSync: :GraphQLApi

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OHF OHF OB OH O O R O O OH R

# And: The input document does not contain any AWS AppSync GraphQL API resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API resource

# And: 'Visibility' has not been provided

# Then: FAIL

AWS AppSync controls 151



AWS Control Tower Controls Reference Guide

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API resource

# And: 'Visibility' has been provided and set to a value other than 'PRIVATE'

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API resource

# And: 'Visibility' has been provided and set to 'PRIVATE'

# Then: PASS

#

# Constants

#

let APPSYNC_GRAPHQL_API_TYPE = "AWS: :AppSync::GraphQLApi"
let ALLOWED_VISIBILITY_LEVELS = [ "PRIVATE" ]
let INPUT_DOCUMENT = this

#

# Assignments

#

let appsync_graphgl_apis = Resources.*[ Type == %APPSYNC_GRAPHQL_API_TYPE ]

#
# Primary Rules
#
rule appsync_api_private_visibility_check when is_cfn_template(%INPUT_DOCUMENT)
%appsync_graphgl_apis not empty {
check(%appsync_graphgl_apis.Properties)
<<
[CT.APPSYNC.PR.2]: Require an AWS AppSync GraphQL API to be configured with
private visibility
[FIX]: Set the Visibility property to PRIVATE.
>>

rule appsync_api_private_visibility_check when is_cfn_hook(%INPUT_DOCUMENT,
%APPSYNC_GRAPHQL_API_TYPE) {
check (SINPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_TYPE.resourceProperties)
<<
[CT.APPSYNC.PR.2]: Require an AWS AppSync GraphQL API to be configured with
private visibility
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[FIX]: Set the Visibility property to PRIVATE.

>>
}
#
# Parameterized Rules
#

rule check(appsync_graphql_api) {
%appsync_graphql_api {
# Scenario 2
Visibility exists
# Scenarios 3 and 4

Visibility in %ALLOWED_VISIBILITY_LEVELS

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {

%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APPSYNC.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
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Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM
Visibility: PRIVATE

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
GraphQLApi:

Type: AWS: :AppSync: :GraphQLApi

Properties:
Name:

Fn::Sub: ${AWS::StackName}-example

AuthenticationType: AWS_IAM
Visibility: GLOBAL

[CT.APPSYNC.PR.3] Require that an AWS AppSync GraphQL API is not
authenticated with API keys

This control checks that an AWS AppSync GraphQL API has been configured with an authentication
type other than API_KEY authentication.

« Control objective: Enforce least privilege

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: : AppSync: :GraphQLApi
AWS CloudFormation guard rule: CT.APPSYNC.PR.3 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.3 rule specification
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» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.3 example templates

Explanation

One way to control throttling for unauthenticated GraphQL endpoints is through the use of API
keys. APl keys are recommended only for development purposes, or in scenarios where it is safe to
expose a public API. If static API keys are stolen, an API can become vulnerable to replay attacks.

Remediation for rule failure

Set the AuthenticationType property to a value other than API_KEY, and ensure no entry in the
AdditionalAuthenticationProviders property has an AuthenticationType value of API_KEY.

The examples that follow show how to implement this remediation.
AWS AppSync GraphQL API - Example

An AWS AppSync GraphQL API configured with IAM authorization. The example is shown in JSON
and in YAML.

JSON example

{
"GraphQLApi": {
"Type": "AWS::AppSync: :GraphQLApi",
"Properties": {
"Name": "SampleApi",
"AuthenticationType": "AWS_IAM"
}
}
}
YAML example
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:

AWS AppSync controls 155



AWS Control Tower Controls Reference Guide

Name: SampleApi
AuthenticationType: AWS_IAM

CT.APPSYNC.PR.3 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

#  appsync_authorization_check

#

# Description:

# This control checks that an AWS AppSync GraphQL API has been configured with an
authentication type other than API_KEY authentication.

Reports on:
AWS: : AppSync: :GraphQLApi

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any AWS AppSync GraphQL API resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains an AWS AppSync GraphQL API resource
And: 'AuthenticationType' has not been provided
Then: FAIL
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OF O OH OH O O OH O O OB R

H OH H

HOH O O B
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# And: The input document contains an AWS AppSync GraphQL API resource

# And: 'AuthenticationType' has been provided and is equal to 'API_KEY'

# And: 'AdditionalAuthenticationProviders' has not been provided or provided as
an empty list

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API resource

# And: 'AuthenticationType' has been provided and is equal to a value other than
'API_KEY'

# And: 'AdditionalAuthenticationProviders' has been provided as a non-empty list

# And: An entry in 'AdditionalAuthenticationProviders' has 'AuthenticationType'
equal to 'API_KEY'

# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API resource

# And: 'AuthenticationType' has been provided and is equal to a value other than
'API_KEY'

# And: 'AdditionalAuthenticationProviders' has not been provided or provided as
an empty list

# Then: PASS

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API resource

# And: 'AuthenticationType' has been provided and is equal to a value other than
'API_KEY'

# And: 'AdditionalAuthenticationProviders' has been provided as a non-empty list

# And: No entries in 'AdditionalAuthenticationProviders' have
'AuthenticationType' equal to 'API_KEY'

# Then: PASS

#

# Constants

#

let APPSYNC_GRAPHQL_API_TYPE = "AWS: :AppSync::GraphQLApi"
let DISALLOWED_AUTHORIZATION_TYPES = [ "API_KEY" ]
let INPUT_DOCUMENT = this

#
# Assignments
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#
let appsync_graphgl_apis = Resources.*[ Type == %APPSYNC_GRAPHQL_API_TYPE ]

#
# Primary Rules
#
rule appsync_authorization_check when is_cfn_template(%INPUT_DOCUMENT)
%appsync_graphgl_apis not empty {
check(%appsync_graphgl_apis.Properties)
<<
[CT.APPSYNC.PR.3]: Require that an AWS AppSync GraphQL API is not authenticated
with API keys
[FIX]: Set the AuthenticationType property to a value other than API_KEY,
and ensure no entry in the AdditionalAuthenticationProviders property has an
AuthenticationType value of API_KEY.
>>

rule appsync_authorization_check when is_cfn_hook(%INPUT_DOCUMENT,
%APPSYNC_GRAPHQL_API_TYPE) {
check (SINPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_TYPE.resourceProperties)

<<

[CT.APPSYNC.PR.3]: Require that an AWS AppSync GraphQL API is not authenticated
with API keys

[FIX]: Set the AuthenticationType property to a value other than API_KEY,
and ensure no entry in the AdditionalAuthenticationProviders property has an
AuthenticationType value of API_KEY.

>>
}
#
# Parameterized Rules
#

rule check(appsync_graphql_api) {
%appsync_graphqgl_api {
# Scenarios 2, 3 and 5
check_authentication_type(this)

%appsync_graphql_api [
AdditionalAuthenticationProviders exists
AdditionalAuthenticationProviders is_list
AdditionalAuthenticationProviders not empty

1{
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AdditionalAuthenticationProviders[*] {
# Scenarios 4 and 6
check_authentication_type(this)

rule check_authentication_type(appsync_configuration) {
%appsync_configuration {
AuthenticationType exists
AuthenticationType not in %DISALLOWED_AUTHORIZATION_TYPES

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APPSYNC.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:
Name:
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Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM

PASS Example - Use this template to verify a compliant resource creation.

Resources:
GraphQLApi:
Type: AWS::AppSync::GraphQLApi
Properties:
Name:

Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM
AdditionalAuthenticationProviders:

- AuthenticationType: OPENID_CONNECT

OpenIDConnectConfig:

Issuer: https://example.com/

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
AuthenticationType: API_KEY

[CT.APPSYNC.PR.4] Require an AWS AppSync GraphQL API cache to have
encryption in transit enabled.

This control checks whether an AWS AppSync API cache has encryption in transit enabled.

« Control objective: Encrypt data in transit
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« Implementation: AWS CloudFormation guard rule

« Control behavior: Proactive

» Resource types: AWS: : AppSync: :ApiCache

« AWS CloudFormation guard rule: CT.APPSYNC.PR.4 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.4 rule specification

» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.4 example templates

Explanation

Enabling this feature ensures that requests between AWS AppSync, the cache, and the data sources
(except insecure HTTP data sources) are encrypted at the network level. Because some processing
is needed to encrypt and decrypt the data at the endpoints, in-transit encryption can affect
performance.

Remediation for rule failure

Set the value of the TransitEncryptionEnabled property to true.

The examples that follow show how to implement this remediation.
AWS AppSync GraphQL API Cache - Example

An AWS AppSync GraphQL API cache configured with encryption in transit enabled. The example is
shown in JSON and in YAML.

JSON example

"GraphQLApiCache": {
"Type": "AWS::AppSync::ApiCache",
"Properties": {
"ApiId": {
"Fn::GetAtt": "GraphQLApi.ApiId"
1,
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"Type": "SMALL",

"ApiCachingBehavior": "FULL_REQUEST_CACHING",
"Ttl": 1200,

"TransitEncryptionEnabled": true

YAML example

GraphQLApiCache:

Type: AWS: :AppSync: :ApiCache

Properties:
ApiId: !GetAtt 'GraphQLApi.ApiId'
Type: SMALL
ApiCachingBehavior: FULL_REQUEST_CACHING
Ttl: 1200
TransitEncryptionEnabled: true

CT.APPSYNC.PR.4 rule specification

# HEHHBHHAHBHHAHERHBHBRHBEHHRHRRHBH RS H

#it Rule Specification #it
EE R FE T F T FF T EEE T T EEE
#

# Rule Identifier:

# appsync_cache_encryption_in_transit_check

#

# Description:

# This control checks whether an AWS AppSync API cache has encryption in transit
enabled.

Reports on:
AWS: : AppSync: :ApiCache

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

HOH O O OB O
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# Rule Parameters:

# None

#

# Scenarios:
# Scenario:

# Given:
document

# And:
resources

# Then:

# Scenario:

# Given:
document

# And:

# And:

# Then:

# Scenario:

# Given:
document

# And:

# And:

1
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document does not contain any AWS AppSync GraphQL API cache

SKIP
2
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains an AWS AppSync GraphQL API cache resource
'TransitEncryptionEnabled' has not been provided
FAIL
3
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains an AWS AppSync GraphQL API cache resource
'TransitEncryptionEnabled' been provided and is equal to a value other

than bool(true)

# Then:
# Scenario:

# Given:
document

# And:

# And:

# Then:

#

# Constants
#

FAIL
4
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains an AWS AppSync GraphQL API cache resource
'TransitEncryptionEnabled' been provided and is equal to bool(true)
PASS

let APPSYNC_GRAPHQL_API_CACHE_TYPE = "AWS::AppSync::ApiCache"
let INPUT_DOCUMENT = this

#

# Assignments

#

let appsync_graphqgl_api_caches = Resources.*[ Type == %APPSYNC_GRAPHQL_API_CACHE_TYPE ]

#

# Primary Rules

#
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rule appsync_cache_encryption_in_transit_check when is_cfn_template(%INPUT_DOCUMENT)
%appsync_graphql_api_caches not
empty {
check(%appsync_graphql_api_caches.Properties)

<<

[CT.APPSYNC.PR.4]: Require an AWS AppSync GraphQL API cache to have encryption
in transit enabled.

[FIX]: Set the value of the TransitEncryptionEnabled property to true.

>>

rule appsync_cache_encryption_in_transit_check when is_cfn_hook(%INPUT_DOCUMENT,
%APPSYNC_GRAPHQL_API_CACHE_TYPE) {
check (SINPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_CACHE_TYPE.resourceProperties)
<<
[CT.APPSYNC.PR.4]: Require an AWS AppSync GraphQL API cache to have encryption
in transit enabled.
[FIX]: Set the value of the TransitEncryptionEnabled property to true.

>>
}
#
# Parameterized Rules
#

rule check(appsync_graphql_api_cache) {
%appsync_graphql_api_cache {
# Scenario 2
TransitEncryptionEnabled exists
# Scenarios 3 and 4

TransitEncryptionEnabled == true
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
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%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APPSYNC.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM
GraphQLApiCache:
Type: AWS: :AppSync: :ApiCache
Properties:
ApiId:
Fn::GetAtt: GraphQLApi.Apild
Type: SMALL
ApiCachingBehavior: FULL_REQUEST_CACHING
Ttl: 1200
TransitEncryptionEnabled: true

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM
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GraphQLApiCache:
Type: AWS: :AppSync: :ApiCache
Properties:
ApiId:
Fn::GetAtt: GraphQLApi.Apild
Type: SMALL
ApiCachingBehavior: FULL_REQUEST_CACHING
Ttl: 1200
TransitEncryptionEnabled: false

[CT.APPSYNC.PR.5] Require an AWS AppSync GraphQL API cache to have
encryption at rest enabled.

This control checks whether an AWS AppSync API cache has encryption at rest enabled.

Control objective: Encrypt data at rest

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: : AppSync: :ApiCache
AWS CloudFormation guard rule: CT.APPSYNC.PR.5 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.APPSYNC.PR.5 rule specification

» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.APPSYNC.PR.5 example templates

Explanation

Data saved to disk from memory during swap operations is encrypted at the cache instance.
Protecting data at rest is an important security best practice. It can mitigate the risk associated
with unintended data exposure.

Remediation for rule failure

Set the value of the AtRestEncryptionEnabled property to true.
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The examples that follow show how to implement this remediation.
AWS AppSync GraphQL API Cache - Example

An AWS AppSync GraphQL API cache configured with encryption at rest enabled. The example is
shown in JSON and in YAML.

JSON example

{
"GraphQLApiCache": {
"Type": "AWS: :AppSync::ApiCache",
"Properties": {
"ApiId": {
"Fn::GetAtt": "GraphQLApi.ApiId"
},
"Type": "SMALL",
"ApiCachingBehavior": "FULL_REQUEST_CACHING",
"Ttl": 1200,
"AtRestEncryptionEnabled": true
}
}
}
YAML example
GraphQLApiCache:
Type: AWS: :AppSync: :ApiCache
Properties:
ApiId: !GetAtt 'GraphQLApi.ApiId'
Type: SMALL
ApiCachingBehavior: FULL_REQUEST_CACHING
Ttl: 1200

AtRestEncryptionEnabled: true

CT.APPSYNC.PR.5 rule specification
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H HEHHBHHAHBHHAHBRHBH B H AR R H R R HBH RS H

#it Rule Specification #it
EE R FEE T E T FFE T T E T T EEE
#

# Rule Identifier:

# appsync_cache_encryption_at_rest_check

#

# Description:

# This control checks whether an AWS AppSync API cache has encryption at rest
enabled.

#

# Reports on:

# AWS: : AppSync: :ApiCache

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any AWS AppSync GraphQL API cache
resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API cache resource

# And: 'AtRestEncryptionEnabled' has not been provided

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document

# And: The input document contains an AWS AppSync GraphQL API cache resource

# And: 'AtRestEncryptionEnabled' been provided and is equal to a value other than
bool(true)

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an AWS AppSync GraphQL API cache resource
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# And: 'AtRestEncryptionEnabled' been provided and is equal to bool(true)
# Then: PASS

#

# Constants

#

let APPSYNC_GRAPHQL_API_CACHE_TYPE = "AWS::AppSync::ApiCache"
let INPUT_DOCUMENT = this

#

# Assignments

#

let appsync_graphql_api_caches = Resources.*[ Type == %APPSYNC_GRAPHQL_API_CACHE_TYPE ]

#

# Primary Rules

#

rule appsync_cache_encryption_at_rest_check when is_cfn_template(%INPUT_DOCUMENT)
%appsync_graphql_api_caches not empty

check(%appsync_graphgl_api_caches.Properties)
<<
[CT.APPSYNC.PR.5]: Require an AWS AppSync GraphQL API cache to have encryption
at rest enabled.
[FIX]: Set the value of the AtRestEncryptionEnabled property to true.
>>

rule appsync_cache_encryption_at_rest_check when is_cfn_hook(S%INPUT_DOCUMENT,
%APPSYNC_GRAPHQL_API_CACHE_TYPE) {
check (SINPUT_DOCUMENT.%APPSYNC_GRAPHQL_API_CACHE_TYPE.resourceProperties)
<<
[CT.APPSYNC.PR.5]: Require an AWS AppSync GraphQL API cache to have encryption
at rest enabled.
[FIX]: Set the value of the AtRestEncryptionEnabled property to true.

>>
}
#
# Parameterized Rules
#

rule check(appsync_graphql_api_cache) {
%appsync_graphql_api_cache {
# Scenario 2
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AtRestEncryptionEnabled exists
# Scenarios 3 and 4
AtRestEncryptionEnabled == true

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {

%doc.%RESOURCE_TYPE.resourceProperties exists

CT.APPSYNC.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
GraphQLApi:
Type: AWS: :AppSync: :GraphQLApi
Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM

GraphQLApiCache:
Type: AWS: :AppSync::ApiCache
Properties:
ApiId:
Fn::GetAtt: GraphQLApi.Apild
Type: SMALL

AWS AppSync controls

170



AWS Control Tower Controls Reference Guide

ApiCachingBehavior: FULL_REQUEST_CACHING
Ttl: 1200
AtRestEncryptionEnabled: true

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
GraphQLApi:
Type: AWS::AppSync::GraphQLApi
Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
AuthenticationType: AWS_IAM
GraphQLApiCache:
Type: AWS::AppSync::ApiCache
Properties:
Apild:
Fn::GetAtt: GraphQLApi.ApiId
Type: SMALL
ApiCachingBehavior: FULL_REQUEST_CACHING
Ttl: 1200
AtRestEncryptionEnabled: false

Amazon Athena controls

Topics

« [CT.ATHENA.PR.2] Require an Amazon Athena workgroup to encrypt Athena query results at rest
with an AWS Key Management Service (KMS) key

[CT.ATHENA.PR.2] Require an Amazon Athena workgroup to encrypt Athena
query results at rest with an AWS Key Management Service (KMS) key

This control checks whether an Amazon Athena workgroup is configured to encrypt query results at
rest with an AWS KMS key.
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« Control objective: Encrypt data at rest

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: : Athena: :WorkGroup
AWS CloudFormation guard rule: CT.ATHENA.PR.2 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.ATHENA.PR.2 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.ATHENA.PR.2 example templates

Explanation

For an added layer of security, you can encrypt the results of Athena queries in the workgroup with
AWS Key Management Service (KMS).

(@ Usage considerations

« This control requires an Athena workgroup to override client settings by requiring the
EnforceWorkGroupConfiguration property to be provided and set to true, or
omitted to adopt the default value of true.

Remediation for rule failure

In the WorkGroupConfiguration.ResultConfiguration parameter, provide an
EncryptionConfiguration configuration with an EncryptionOption set to a KMS-based
encryption option, and with KmsKey set to the identifier or ARN of an AWS KMS key, or the name
of an AWS KMS key alias.

The examples that follow show how to implement this remediation.
Amazon Athena workgroup - Example

Amazon Athena workgroup configured to encrypt Athena query results with AWS KMS (SSE_KMS).
The example is shown in JSON and in YAML.
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JSON example

{
"AthenaWorkGroup": {
"Type": "AWS::Athena: :WorkGroup",
"Properties": {
"Name": {
"Fn::Sub": "${AWS::StackName}-example"
},
"Description": "Example workgroup",
"State": "ENABLED",
"WorkGroupConfiguration": {
"EnforceWorkGroupConfiguration": true,
"ResultConfiguration": {
"EncryptionConfiguration": {
"KmsKey": {
"Ref": "Key"
I
"EncryptionOption": "SSE_KMS"
}
}
}
}
}
}
YAML example
AthenaWorkGroup:
Type: AWS::Athena: :WorkGroup
Properties:

Name: !Sub '${AWS::StackName}-example'
Description: Example workgroup
State: ENABLED
WorkGroupConfiguration:
EnforceWorkGroupConfiguration: true
ResultConfiguration:
EncryptionConfiguration:
KmsKey: !Ref 'Key'
EncryptionOption: SSE_KMS
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CT.ATHENA.PR.2 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# athena_workgroup_results_encrypted_at_rest_kms_check

#

# Description:

#  This control checks whether an Amazon Athena workgroup is configured to encrypt
query results at rest with an AWS KMS key.

Reports on:
AWS: :Athena: :WorkGroup

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any Athena workgroup resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains an Athena workgroup resource
And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has been
provided and

HOoH OF O OH OH O O OH O O OB R

H OH H

H R

set to a value other than bool(true)
Then: FAIL
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH H
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# And: The input document contains an Athena workgroup resource

# And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been
provided or provided

# and set to bool(true)

# And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration'
has not been provided

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an Athena workgroup resource

# And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been
provided or provided

# and set to bool(true)

# And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration'

has been provided
# And: 'EncryptionOption' in 'EncryptionConfiguration' has not been provided or
provided as an empty string
# And: 'KmsKey' in 'EncryptionConfiguration' has not been provided or provided as
an empty string or
invalid local reference
Then: FAIL
Scenario: 5
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

# And: The input document contains an Athena workgroup resource

# And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been
provided or provided

# and set to bool(true)

# And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration'
has been provided

# And: 'EncryptionOption' in 'EncryptionConfiguration' has been provided as a
non-empty string

# And: 'KmsKey' in 'EncryptionConfiguration' has not been provided or provided as

an empty string or

# invalid local reference

# Then: FAIL

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an Athena workgroup resource

# And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been
provided or provided

# and set to bool(true)
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# And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration'
has been provided

# And: 'EncryptionOption' in 'EncryptionConfiguration' has not been provided or
provided as an empty string

# And: 'KmsKey' in 'EncryptionConfiguration' has been provided as a non-empty
string or valid local reference to

# a KMS key or key alias

# Then: FAIL

# Scenario: 7

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains an Athena workgroup resource

# And: 'EnforceWorkGroupConfiguration' in 'WorkGroupConfiguration' has not been
provided or provided

# and set to bool(true)

# And: 'EncryptionConfiguration' in 'WorkGroupConfiguration.ResultConfiguration'
has been provided

# And: 'EncryptionOption' in 'EncryptionConfiguration' has been provided as a
non-empty string

# And: 'KmsKey' in 'EncryptionConfiguration' has been provided as a non-empty
string or valid local reference to

# a KMS key or key alias

# Then: PASS

#

# Constants

#

let ATHENA_WORKGROUP_TYPE = "AWS::Athena::WorkGroup"
let INPUT_DOCUMENT = this

#

# Assignments

#

let athena_workgroups = Resources.*[ Type == SATHENA_WORKGROUP_TYPE ]

#
# Primary Rules
#
rule athena_workgroup_results_encrypted_at_rest_kms_check when
is_cfn_template(%INPUT_DOCUMENT)
%athena_workgroups not
empty {
check(%athena_workgroups.Properties)
<<
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[CT.ATHENA.PR.2]: Require an Amazon Athena workgroup to encrypt Athena query
results at rest with an AWS Key Management Service (KMS) key
[FIX]: In the 'WorkGroupConfiguration.ResultConfiguration' parameter, provide
an 'EncryptionConfiguration' configuration with an 'EncryptionOption' set to a KMS-
based encryption option, and with 'KmsKey' set to the identifier or ARN of an AWS KMS
key, or the name of an AWS KMS key alias.

>>

rule athena_workgroup_results_encrypted_at_rest_kms_check when
is_cfn_hook (%INPUT_DOCUMENT, %ATHENA_WORKGROUP_TYPE) {
check (SINPUT_DOCUMENT.%ATHENA_WORKGROUP_TYPE.resourceProperties)

<<

[CT.ATHENA.PR.2]: Require an Amazon Athena workgroup to encrypt Athena query
results at rest with an AWS Key Management Service (KMS) key

[FIX]: In the 'WorkGroupConfiguration.ResultConfiguration' parameter, provide
an 'EncryptionConfiguration' configuration with an 'EncryptionOption' set to a KMS-
based encryption option, and with 'KmsKey' set to the identifier or ARN of an AWS KMS
key, or the name of an AWS KMS key alias.

>>
}
#
# Parameterized Rules
#

rule check(athena_workgroup) {
%athena_workgroup {
WorkGroupConfiguration exists
WorkGroupConfiguration is_struct

WorkGroupConfiguration {
# Scenario 2
EnforceWorkGroupConfiguration not exists or
EnforceWorkGroupConfiguration == true

ResultConfiguration exists
ResultConfiguration is_struct
ResultConfiguration {
# Scenario 3
EncryptionConfiguration exists
EncryptionConfiguration is_struct

EncryptionConfiguration {
# Scenarios 4, 5, 6 and 7
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EncryptionOption exists
check_is_string_and_not_empty(EncryptionOption)

KmsKey exists

check_is_string_and_not_empty(KmsKey) or
check_local_references(%INPUT_DOCUMENT, KmsKey, "AWS::KMS::Key") or
check_local_references(%INPUT_DOCUMENT, KmsKey, "AWS::KMS::Alias")

}
}
}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_is_string_and_not_empty(value) {
%Svalue {
this is_string

this != /\A\s*\z/

rule check_local_references(doc, reference_properties, referenced_resource_type) {
%reference_properties {
'Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>
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}

rule query_for_resource(doc, resource_key, referenced_resource_type) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%referenced_resource not empty
%referenced_resource {

[J

Type == %referenced_resource_type

CT.ATHENA.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
Key:
Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Version: 2012-10-17
Id: example-policy
Statement:
- Sid: Enable IAM user permissions
Effect: Allow
Principal:
AWS:
Fn::Sub: arn:${AwWS::Partition}:iam::${AWS: :AccountId}:root
Action: kms:*
Resource: '*'
KeySpec: SYMMETRIC_DEFAULT
AthenaWorkGroup:
Type: AWS::Athena: :WorkGroup
Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
Description: Example workgroup
State: ENABLED
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WorkGroupConfiguration:
EnforceWorkGroupConfiguration: true
ResultConfiguration:

EncryptionConfiguration:
KmsKey:
Ref: Key
EncryptionOption: SSE_KMS

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
AthenaWorkGroup:
Type: AWS::Athena::WorkGroup
Properties:
Name:

Fn::Sub: ${AWS::StackNamel}-example
Description: Example workgroup
State: ENABLED
WorkGroupConfiguration:

ResultConfiguration:

EncryptionConfiguration:
EncryptionOption: SSE_S3

Amazon CloudFront controls

Topics
o [CT.CLOUDFRONT.PR.1] Require an Amazon CloudFront distribution to have a default root object
configured

o [CT.CLOUDFRONT.PR.2] Require any Amazon CloudFront distributions with Amazon S3 backed
origins to have an origin access identity configured

o [CT.CLOUDFRONT.PR.3] Require an Amazon CloudFront distribution to have encryption in transit

configured
o [CT.CLOUDFRONT.PR.4] Require an Amazon CloudFront distribution to have origin failover

configured
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o [CT.CLOUDFRONT.PR.5] Require any Amazon CloudFront distribution to have logging enabled

o [CT.CLOUDFRONT.PR.6] Require an Amazon CloudFront distribution to use custom SSL/TLS
certificates

o [CT.CLOUDFRONT.PR.7] Require an Amazon CloudFront distribution to use SNI to serve HTTPS
requests

o [CT.CLOUDFRONT.PR.8] Require an Amazon CloudFront distribution to encrypt traffic to custom
origins

o [CT.CLOUDFRONT.PR.9] Require an Amazon CloudFront distribution to have a security policy of

TLSv1.2 as a minimum

o [CT.CLOUDFRONT.PR.10] Require any Amazon CloudFrontdistributions with Amazon S3 backed
origins to have origin access control configured

» [CT.CLOUDFRONT.PR.11] Require an Amazon CloudFront distribution to use updated SSL
protocols between edge locations and custom origins

[CT.CLOUDFRONT.PR.1] Require an Amazon CloudFront distribution to have a
default root object configured

This control checks whether an Amazon CloudFront distribution is configured to return a specific
object that is the default root object.

Control objective: Protect configurations

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution
AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.1 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.1 rule specification

« For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.1 example templates

Explanation
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A user could possibly request a distribution's root URL instead of an object in the distribution. In
this situation, specifying a default root object can help you to avoid exposing the contents of your
web distribution.

Remediation for rule failure

Specify a default root object in the DefaultRootObject property.
The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured with a default root object. The example is shown in
JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [

{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

},
"DefaultRootObject": "index.html"
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}

YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
DefaultRootObject: index.html

CT.CLOUDFRONT.PR.1 rule specification

# HEHHEHHAHEHHAH AR HBH AR HEH B H AR HRH RS H

#it Rule Specification #it
HHAHHAHH SRR SRR SRR SRR HH R HH S HH R HH R HHHH
#

# Rule Identifier:

# cloudfront_default_root_object_configured_check

#

# Description:

# This control checks whether an Amazon CloudFront distribution is configured to
return a specific object that is the default root object.

#

# Reports on:

# AWS: :CloudFront: :Distribution

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook
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#

# Rule Parameters:
# None

#

# Scenarios:
# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any CloudFront distribution resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document

And: The input document contains a CloudFront distribution resource

And: 'DefaultRootObject' is not present on the CloudFront distribution resource
or is present and

H R

# is an empty string

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DefaultRootObject' is present on the CloudFront distribution resource and
is a non-empty string

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_default_root_object_configured_check when
is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not
empty {
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check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.1]: Require an Amazon CloudFront distribution to have a
default root object configured
[FIX]: Specify a default root object in the 'DefaultRootObject' property.
>>

rule cloudfront_default_root_object_configured_check when is_cfn_hook(SINPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)
<<
[CT.CLOUDFRONT.PR.1]: Require an Amazon CloudFront distribution to have a
default root object configured
[FIX]: Specify a default root object in the 'DefaultRootObject' property.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
# Scenario 2
DefaultRootObject exists
# Scenario 3
check_is_string_and_not_empty(DefaultRootObject)

}
}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%value {
this is_string
this != /\A\s*\z/
}
}
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rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDFRONT.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
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DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy
DefaultRootObject: index.html

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.
Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
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Origins:
- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy

[CT.CLOUDFRONT.PR.2] Require any Amazon CloudFront distributions with
Amazon S3 backed origins to have an origin access identity configured

This control checks whether Amazon CloudFront distributions backed by Amazon S3 are configured
with an origin access identity.

Control objective: Protect configurations

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution

AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.2 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see:
CT.CLOUDFRONT.PR.2 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.2 example templates

Explanation

CloudFront OAI prevents users from gaining direct access to Amazon S3 bucket content. With direct
access to an Amazon S3 bucket, a user bypasses the CloudFront distribution and any permissions
that are applied to the underlying S3 bucket content.
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(® Usage considerations

 This control applies only to Amazon CloudFront distributions that are configured with
one or more origins that are backed by Amazon S3.

Remediation for rule failure

Configure Amazon S3 backed origins by means of the 0rigins property. For each origin backed
by Amazon S3, configure an origin access identity by means of the OriginAccessIdentity
property within an S30riginConfig configuration.

The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example

Amazon CloudFront distribution with an Amazon S3 bucket origin and origin access identity. The
example is shown in JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [
{
"Id": "sampleS30rigin",
"DomainName": {
"Fn::GetAtt": [
"OriginBucket",
"RegionalDomainName"

1,
"S30riginConfig": {
"OriginAccessIdentity": {
"Fn::Join": [

mn
’

L
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"origin-access-identity/cloudfront/",

{

"Ref": "OriginBucketOai"

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleS30rigin",
"CachePolicyId": {

"Ref": "CachePolicy"

YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleS30rigin
DomainName: !GetAtt 'OriginBucket.RegionalDomainName'
S30riginConfig:
OriginAccessIdentity: !Join
- - origin-access-identity/cloudfront/
- IRef 'OriginBucketOai'
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleS30rigin
CachePolicyId: !Ref 'CachePolicy'
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CT.CLOUDFRONT.PR.2 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# cloudfront_origin_access_identity_enabled_check

#

# Description:

# This control checks whether Amazon CloudFront distributions backed by Amazon S3 are
configured with an origin access identity.

Reports on:
AWS: :CloudFront: :Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any CloudFront distribution resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains a CloudFront distribution resource
And: No S3 backed 'Origins' are provided on the CloudFront distribution
resource or 'Origins' is not present on
the CloudFront distribution resource or is present and an empty list
Then: SKIP
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OF O OH OH O O OH O O OB R

+* H OH H

E=3

H OH H
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And: The input document contains a CloudFront distribution resource
And: 'S30rigin' is present on the CloudFront distribution resource
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O O R

# And: The input document contains a CloudFront distribution resource

# And: One or more S3 backed 'Origins' are configured on the CloudFront
distribution resource

# And: 'OriginAccessIdentity' is not present or is an empty string in the
'S30riginConfig' property or invalid

# local reference

# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document

# And: The input document contains a CloudFront distribution resource

# And: One or more S3 backed 'Origins' are provided on the CloudFront
distribution resource

# And: 'S30riginConfig' is present with an 'OriginAccessIdentity for each S3
backed 'Origin' on the

# CloudFront distribution resource that is a non-empty string or valid local
reference

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"

let S3_BUCKET_DNS_NAME_PATTERN = /(.*)\.s3(-external-\d|[-\.][a-z]*-[a-z]*-[0-9])?
\.amazonaws\.com(\.cn)?$/

let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_origin_access_identity_enabled_check when
is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not
empty {
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check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.2]: Require any Amazon CloudFront distributions with Amazon
S3 backed origins to have an origin access identity configured
[FIX]: Configure Amazon S3 backed origins by means of the 'Origins'
property. For each origin backed by Amazon S3, configure an origin access identity by
means of the 'OriginAccessIdentity' property within an 'S30riginConfig' configuration.

>>

rule cloudfront_origin_access_identity_enabled_check when is_cfn_hook(SINPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)
<<
[CT.CLOUDFRONT.PR.2]: Require any Amazon CloudFront distributions with Amazon
S3 backed origins to have an origin access identity configured
[FIX]: Configure Amazon S3 backed origins by means of the 'Origins'
property. For each origin backed by Amazon S3, configure an origin access identity by
means of the 'OriginAccessIdentity' property within an 'S30riginConfig' configuration.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution[
filter_cloudfront_distribution_with_legacy_s3_origins(this)

1{
DistributionConfig {
# Scenario 3
S30rigin not exists
}
}

%cloudfront_distribution[
# Scenario 2
filter_cloudfront_distribution_with_origins(this)
1{
DistributionConfig {
# Scenario 4
Origins [
DomainName == %S3_BUCKET_DNS_NAME_PATTERN or
check_origin_domain_name_get_att(DomainName)
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1{

S30riginConfig exists

S30riginConfig is_struct

S30riginConfig {
# Scenario 3 and 5
OriginAccessIdentity exists
check_is_string_and_not_empty(OriginAccessIdentity) or
check_local_oai(0riginAccessIdentity)

rule check_origin_domain_name_get_att(domain) {
%domain {

'Fn::GetAtt' {
this is_list
this not empty
this[1] == "DomainName" or
this[1] == "RegionalDomainName"

}

check_local_references(%INPUT_DOCUMENT, this, "AWS::S3::Bucket")

}
rule check_local_oai(oai) {
%0ai {
'Fn::Join' {

this[1] exists
this[1] is_list
this[1] not empty
some this[1].* {
check_local_references(%INPUT_DOCUMENT, this,
"AWS: :CloudFront::CloudFrontOriginAccessIdentity")
}
} or
"Fn::Sub' {
when this is_list {
this[1] exists
this[1] is_struct
some this[1].* {
check_local_references(%INPUT_DOCUMENT, this,
"AWS::CloudFront::CloudFrontOriginAccessIdentity")
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}
when this is_string {
check_is_string_and_not_empty(this)

rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
Origins exists
Origins is_list
Origins not empty

rule filter_cloudfront_distribution_with_legacy_s3_origins(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
S30rigin exists

}
}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%value {
this is_string
this != /\A\s*\z/
}
}

rule is_cfn_template(doc) {
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%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_resource_type) {
%reference_properties {
'Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_resource_type) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%referenced_resource not empty
%referenced_resource {
Type == %referenced_resource_type

CT.CLOUDFRONT.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
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CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

OriginBucketOai:
Type: AWS::CloudFront::CloudFrontOriginAccessIdentity
Properties:
CloudFrontOriginAccessIdentityConfig:
Comment:
Fn::Sub: ${AWS::StackName}-example-oai
OriginBucket:
Type: AWS::S3::Bucket
OriginBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: OriginBucket
PolicyDocument:
Version: 2012-10-17
Statement:
- Action:
- 's3:GetObject'
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
- Ref: OriginBucket
-
Principal:
AWS :
Fn::Join:

- - 'arn:aws:iam::cloudfront:user/CloudFront Origin Access Identity '
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- Ref: OriginBucketOai
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
Origins:
- Id: exampleS30rigin
DomainName:
Fn::GetAtt:
- OriginBucket
- RegionalDomainName
S30riginConfig:
OriginAccessIdentity:
Fn::Join:
- - "origin-access-identity/cloudfront/"
- Ref: OriginBucketOai
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleS30rigin
CachePolicylId:
Ref: CachePolicy

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.
Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:
CookieBehavior: none
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EnableAcceptEncodingGzip: false
HeadersConfig:
HeaderBehavior: none
QueryStringsConfig:
QueryStringBehavior: none
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleS30rigin
DomainName: amzn-s3-demo-bucket.s3.amazonaws.com
S30riginConfig: {3}
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleS30rigin
CachePolicylId:
Ref: CachePolicy

[CT.CLOUDFRONT.PR.3] Require an Amazon CloudFront distribution to have
encryption in transit configured

This control checks whether your Amazon CloudFront distributions use HTTPS, either directly or
through a redirection.

Control objective: Encrypt data in transit

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution

AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.3 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.3 rule specification
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» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.3 example templates

Explanation

HTTPS (TLS) can help prevent potential attackers from attempting person-in-the-middle or similar
attacks, which can eavesdrop on or manipulate network traffic. Only encrypted connections over
HTTPS (TLS) should be allowed. Encrypting data in transit can affect performance. We recommend
that you test your application with this feature to understand the performance profile and the
impact of TLS.

Remediation for rule failure

Set ViewerProtocolPolicy in DefaultCacheBehavior and CacheBehavior to https-only
orredirect-to-https.

The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example One

Amazon CloudFront distribution configured with a default cache behavior that requires viewer
connections to use HTTPS. The example is shown in JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [

{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}

15
"DefaultCacheBehavior": {
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"ViewerProtocolPolicy": "https-only",

"TargetOriginId": "sampleOrigin",
"CachePolicyId": {
"Ref": "CachePolicy"

YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example Two

Amazon CloudFront distribution configured with a cache behavior that redirects viewer HTTP

connections to HTTPS. The example is shown in JSON and in YAML.

JSON example
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"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [

{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

}
1,
"CacheBehaviors": [
{
"ViewerProtocolPolicy": "redirect-to-https",
"TargetOriginId": "sampleOrigin",
"PathPattern": "*"
}
]
}
}
}
}
YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:
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- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
CacheBehaviors:
- ViewerProtocolPolicy: redirect-to-https
TargetOriginId: sampleOrigin
PathPattern: '*'

CT.CLOUDFRONT.PR.3 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# cloudfront_viewer_policy_https_check

#

# Description:

# This control checks whether your Amazon CloudFront distributions use HTTPS, either
directly or through a redirection.

Reports on:
AWS: :CloudFront: :Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
# And: The input document does not contain any CloudFront distribution resources

HOoH OF O OH OH O O OH O O OB R
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# Then: SKIP

#  Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.DefaultCacheBehavior' is missing on the CloudFront
distribution resource

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.DefaultCacheBehavior' is present on the CloudFront
distribution resource

# And: 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' is missing or set to a

value other than 'https-only' or
'redirect-to-https' (e.g. 'allow-all')
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.CacheBehavior' is provided on the CloudFront
distribution resource

# And: 'ViewerProtocolPolicy' in the 'CacheBehavior' is is missing or set to a

value other than 'https-only' or
'redirect-to-https' (e.g. 'allow-all')
Then: FAIL
Scenario: 5
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.DefaultCacheBehavior' is present on the CloudFront
distribution resource

# And: 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' is set to 'https-only' or
'redirect-to-https'

# Then: PASS

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.CacheBehavior' are provided on the CloudFront

distribution resource as a non-empty list
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# And: 'ViewerProtocolPolicy' in the 'CacheBehavior' is set to 'https-only' or
'redirect-to-https'

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let ALLOWED_VIEWER_PROTOCOL_POLICIES = [ "https-only", "redirect-to-https" ]
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_viewer_policy_https_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not empty {
check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.3]: Require an Amazon CloudFront distribution to have
encryption in transit configured
[FIX]: Set 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' and
'CacheBehavior' to 'https-only' or 'redirect-to-https'.
>>

rule cloudfront_viewer_policy_https_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)
<<
[CT.CLOUDFRONT.PR.3]: Require an Amazon CloudFront distribution to have
encryption in transit configured
[FIX]: Set 'ViewerProtocolPolicy' in 'DefaultCacheBehavior' and
'CacheBehavior' to 'https-only' or 'redirect-to-https'.

>>
}
#
# Parameterized Rules
#
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rule check(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
DefaultCacheBehavior exists
DefaultCacheBehavior is_struct

DefaultCacheBehavior {
# Scenarios 2 and 4
check_viewer_protocol_policy(this)

when CacheBehaviors exists
CacheBehaviors is_list
CacheBehaviors not empty {

CacheBehaviors[*] {
# Scenarios 3 and 5
check_viewer_protocol_policy(this)

rule check_viewer_protocol_policy(cache_behaviour) {
%cache_behaviour {
ViewerProtocolPolicy exists
ViewerProtocolPolicy in %ALLOWED_VIEWER_PROTOCOL_POLICIES

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}
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rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDFRONT.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
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ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:

Ref: CachePolicy

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.
Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: allow-all
TargetOriginId: exampleOrigin
CachePolicylId:
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Ref: CachePolicy

[CT.CLOUDFRONT.PR.4] Require an Amazon CloudFront distribution to have
origin failover configured

This control checks whether your Amazon CloudFront distribution is configured with an origin
group that contains two origin group members.

Control objective: Improve availability

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution
AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.4 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.4 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.4 example templates

Explanation

CloudFront origin failover can increase availability. Origin failover automatically redirects traffic to
a secondary origin if the primary origin is unavailable or if it returns specific HTTP response status
codes.

Remediation for rule failure

Configure an origin group on the Amazon CloudFront Distribution with two origin group members.
The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example One

Amazon CloudFront distribution configured with an origin group that contains two origin group
members. The example is shown in JSON and in YAML.
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JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [

{
"Id": "sampleOrigin",
"DomainName": "one.example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
1,
{
"Id": "sampleOrigin2",
"DomainName": "two.example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

},
"OriginGroups": {
"Quantity": 1,
"Items": [
{
"Id": "ExampleOriginGroup",
"FailoverCriteria": {
"StatusCodes": {
"Items": [
400

iF
"Quantity": 1
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iy
"Members": {
"Quantity": 2,

"Items": [
{
"OriginId":
},
{
"OriginId":
}
]
}
}
]
}
}
}
}
}
YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleOrigin
DomainName: one.example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
- Id: sampleOrigin2
DomainName: two.example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
OriginGroups:

"sampleOrigin"

"sampleOrigin2"
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Quantity: 1
Items:
- Id: ExampleOriginGroup
FailoverCriteria:
StatusCodes:
Items:
- 400
Quantity: 1
Members:
Quantity: 2
Items:
- OriginId: sampleOrigin
- OriginId: sampleOrigin2

CT.CLOUDFRONT.PR.4 rule specification

# OHEHHBHHAHEHHAH AR HEH B HBEH B H RS HAHHSH

## Rule Specification ##
HAHHHHHHRHRH R AR AR RS RS H SRS RS RS R H RS RS
#

# Rule Identifier:

#  cloudfront_origin_failover_enabled_check

#

# Description:

#  This control checks whether your Amazon CloudFront distribution is configured with
an origin group that contains two origin group members.

Reports on:
AWS: :CloudFront: :Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OHF OHF OB OH O O R O O OH R
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H OH O OB B O H OH O OB B H OH O O H H OH O

H OH O O R

#
#
#

And:

Then:
Scenario:

Given:

document

And:
And:
Then:
Scenario:
Given:

document

And:
And:
And:
Then:
Scenario:
Given:

document

And:
And:
And:
And:
Then:
Scenario:
Given:

document

And:
And:
And:
And:
Then:

Constants

The input document does not contain any CloudFront distribution resources
SKIP

2
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'0riginGroups' is not present on the CloudFront distribution resource
FAIL

3
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'0riginGroups' is present on the CloudFront distribution resource
'Quantity' within 'OriginGroups' is 0

FAIL

4
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'0riginGroups' is present on the CloudFront distribution resource
'Quantity' within 'OriginGroups' is >=1

'Quantity' within 'Members' is < 2

FAIL

5
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'0OriginGroups' is present on the CloudFront distribution resource
'Quantity' within 'OriginGroups' is >=1

'"Quantity' within 'Members' is ==

PASS

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]
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# Primary Rules

#

rule cloudfront_origin_failover_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not empty

check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.4]: Require an Amazon CloudFront distribution to have origin
failover configured
[FIX]: Configure an origin group on the Amazon CloudFront Distribution with

two origin group members.
>>

rule cloudfront_origin_failover_enabled_check when is_cfn_hook (%SINPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)

<<

[CT.CLOUDFRONT.PR.4]: Require an Amazon CloudFront distribution to have origin
failover configured

[FIX]: Configure an origin group on the Amazon CloudFront Distribution with

two origin group members.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
# Scenario 2
OriginGroups exists
OriginGroups is_struct

OriginGroups {
# Scenario 3
Quantity exists
Quantity >= 1

Items exists
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Items is_list
Items not empty

Items[*] {
Members exists
Members is_struct

Members {
# Scenarios 4 and 5
Quantity ==
}
}
}
}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDFRONT.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
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CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: one.example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
- Id: exampleOrigin2
DomainName: two.example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicylId:
Ref: CachePolicy
OriginGroups:
Quantity: 1
Items:
- Id: ExampleOriginGroup
FailoverCriteria:
StatusCodes:
Items:
- 400
Quantity: 1
Members:
Quantity: 2
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Items:
- OriginId: exampleOrigin
- OriginId: exampleOrigin2

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.
Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy
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[CT.CLOUDFRONT.PR.5] Require any Amazon CloudFront distribution to have
logging enabled

This control checks whether Amazon CloudFront distributions are configured with access logging.

Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution

AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.5 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.5 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.5 example templates

Explanation

CloudFront access logs provide detailed information about every user request that CloudFront
receives. Each log contains information such as the date and time the request was received, the IP
address of the viewer that made the request, the source of the request, and the port number of the
request from the viewer.

These access logs are useful for applications such as security and access audits, and in forensic
investigation.

Remediation for rule failure

Set Bucket in DistributionConfig.Logging to an Amazon S3 bucket that has been
configured to receive Amazon CloudFront distribution access logs.

The examples that follow show how to implement this remediation.
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Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured with access logging enabled. The example is shown in
JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [
{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

1,
"Logging": {
"Bucket": {
"Fn::GetAtt": [
"LoggingBucket",
"RegionalDomainName"
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YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
Logging:
Bucket: !GetAtt 'LoggingBucket.RegionalDomainName'

CT.CLOUDFRONT.PR.5 rule specification

# HEHHBHHAHEHHAH AR HAH AR HEH B H AR HAH RS H

#it Rule Specification #it
HHAHHAHH SRR HH SRR SRR HHHHH SR H R H R HHHH
#

# Rule Identifier:

# cloudfront_access_logs_enabled_check

#

# Description:

#  This control checks whether Amazon CloudFront distributions are configured with
access logging.

Reports on:
AWS: :CloudFront: :Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

HOH O O OB O O H

Rule Parameters:
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# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any CloudFront distribution resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.Logging.Bucket' configuration is not present on the
CloudFront distribution resource

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.Logging' configuration is present on the CloudFront
distribution resource

# And: 'Bucket' has been provided in the 'DistributionConfig.Logging'

configuration with with an empty string or

# invalid local reference

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.Logging' configuration is present on the CloudFront
distribution resource

# And: A 'Bucket' property has been provided within the
'DistributionConfig.Logging' configuration with a

# non-empty string or valid local stack reference

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let S3_BUCKET_TYPE = "AWS::S3::Bucket"
let INPUT_DOCUMENT = this
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# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_access_logs_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not empty {
check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.5]: Require any Amazon CloudFront distribution to have
logging enabled
[FIX]: Set 'Bucket' in 'DistributionConfig.Logging' to an Amazon S3 bucket
that has been configured to receive Amazon CloudFront distribution access logs.
>>

rule cloudfront_access_logs_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)

<<

[CT.CLOUDFRONT.PR.5]: Require any Amazon CloudFront distribution to have
logging enabled

[FIX]: Set 'Bucket' in 'DistributionConfig.Logging' to an Amazon S3 bucket

that has been configured to receive Amazon CloudFront distribution access logs.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
Logging exists
Logging is_struct
Logging {

# Scenario 2
Bucket exists
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# Scenarios 3 and 4
check_is_string_and_not_empty(Bucket) or
check_local_references(%INPUT_DOCUMENT, Bucket, %S3_BUCKET_TYPE)

}
}
}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%svalue {
this is_string
this !'= /\A\s*\z/
}
}

rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_resource_type) {
sreference_properties {
'"Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_resource_type) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
sreferenced_resource not empty
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%sreferenced_resource {
Type == %referenced_resource_type

CT.CLOUDFRONT.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

LoggingBucket:
Type: AWS::S3::Bucket
Properties: {3}
LoggingBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: LoggingBucket
PolicyDocument:
Version: 2012-10-17
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Statement:
- Action:
's3:GetBucketAcl'
- 's3:PutBucketAcl'
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'

- Ref: LoggingBucket

Principal:
AWS:

Ref: AWS::AccountId

CloudFrontDistribution:

Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:

OriginProtocolPolicy: https-only

DefaultCacheBehavior:

ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin

CachePolicyId:
Ref: CachePolicy
Logging:
Bucket:
Fn::GetAtt:
- LoggingBucket
- RegionalDomainName

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
CachePolicy:

Type: AWS::CloudFront::CachePolicy
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Properties:
CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy

[CT.CLOUDFRONT.PR.6] Require an Amazon CloudFront distribution to use
custom SSL/TLS certificates

This control checks whether the certificate associated with an Amazon CloudFront distribution is a
custom SSL/TLS certificate.

» Control objective: Encrypt data in transit
« Implementation: AWS CloudFormation Guard Rule

« Control behavior: Proactive
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» Resource types: AWS: :CloudFront: :Distribution
o AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.6 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.6 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.6 example templates

Explanation
Custom SSL/TLS certificates give your users access to content by using alternate domain names.
You can store custom certificates in AWS Certificate Manager (recommended), or in IAM.

(@) Usage considerations

» This control requires a viewer certificate configuration compatible only with Amazon
CloudFront distributions that use Aliases, also known as alternate domain names or
CNAMEs.

Remediation for rule failure

Provide a ViewerCertificate configuration with values for AcmCertificateArn,
MinimumProtocolVersion, and Ss1SupportMethod.

The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured with an AWS Certificate Manager SSL certificate. The
example is shown in JSON and in YAML.

JSON example
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"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [

{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

},
"ViewerCertificate": {
"AcmCertificateArn": {
"Ref": "ACMCertificate"
},
"MinimumProtocolVersion": "TLSv1l.2_2021",
"Ss1SupportMethod": "sni-only"

YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:
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- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
ViewerCertificate:
AcmCertificateArn: !Ref 'ACMCertificate'
MinimumProtocolVersion: TLSv1.2_2021
SslSupportMethod: sni-only

CT.CLOUDFRONT.PR.6 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# cloudfront_custom_ssl_certificate_check

#

# Description:

# This control checks whether the certificate associated with an Amazon CloudFront
distribution is a custom SSL/TLS certificate.

Reports on:
AWS: :CloudFront: :Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
# And: The input document does not contain any CloudFront distribution resources

HOoH OF O OH OH O O OH O O OB R
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# Then:

# Scenario:

# Given:

document
And:
And:
Then:

H OH O O R

Given:
document

And:

And:

And:

Then:

HOH F O B O

Given:
document
# And:
# And:
# And:
provided as
#

# And:
provided as
# Then:

# Scenario:

# Given:
document

# And:

# And:

# And:

Scenario:

Scenario:

SKIP
2
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource

'ViewerCertificate' is not present on the CloudFront distribution resource

FAIL
3
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'ViewerCertificate' is present on the CloudFront distribution resource
'CloudFrontDefaultCertificate' is set to bool(true)

FAIL

4
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'ViewerCertificate' is present on the CloudFront distribution resource
One of 'AcmCertificateArn' or 'IamCertificateIld' are not provided or
empty strings or invalid

local references
One of 'MinimumProtocolVersion' and 'SslSupportMethod' is not provided
an empty string

FAIL

5
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'ViewerCertificate' is present on the CloudFront distribution resource
'AcmCertificateArn' or 'IamCertificatelId' are provided in the

'ViewerCertificate' configuration as

#

# And:
strings

# Then:

#

# Constants
#

non-empty strings or 'AcmCertificateArn' is a valid local reference

or

'MinimumProtocolVersion' and 'SslSupportMethod' are provided as non-empty

PASS

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"

let INPUT_DOCUMENT =

this
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# Assignments
#
let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_custom_ssl_certificate_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not empty {
check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.6]: Require an Amazon CloudFront distribution to use custom
SSL/TLS certificates
[FIX]: Provide a 'ViewerCertificate' configuration with values for
'AcmCertificateArn', 'MinimumProtocolVersion', and 'SslSupportMethod'.
>>

rule cloudfront_custom_ssl_certificate_check when is_cfn_hook(SINPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)
<<
[CT.CLOUDFRONT.PR.6]: Require an Amazon CloudFront distribution to use custom
SSL/TLS certificates
[FIX]: Provide a 'ViewerCertificate' configuration with values for
'AcmCertificateArn', 'MinimumProtocolVersion', and 'SslSupportMethod'.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
ViewerCertificate exists
ViewerCertificate is_struct

ViewerCertificate {
CloudFrontDefaultCertificate not exists or
CloudFrontDefaultCertificate == false
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check_custom_acm_certificate_provided(AcmCertificateArn,
"AWS: :CertificateManager::Certificate") or
check_custom_iam_certificate_provided(IamCertificateld)

MinimumProtocolVersion exists
check_is_string_and_not_empty(MinimumProtocolVersion)

Ss1lSupportMethod exists
check_is_string_and_not_empty(SslSupportMethod)

rule check_custom_acm_certificate_provided(certificate, cfn_type) {
%certificate {
this exists
check_is_string_and_not_empty(this) or
check_local_references(%INPUT_DOCUMENT, this, S%cfn_type)

rule check_custom_iam certificate_provided(certificate) {
%certificate {
this exists
check_is_string_and_not_empty(this)

}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%svalue {
this is_string
this !'= /\A\s*\z/
}
}

rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists
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}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_resource_type) {
%sreference_properties {
"Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_resource_type) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
sreferenced_resource not empty
%sreferenced_resource {
Type == %referenced_resource_type

CT.CLOUDFRONT.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
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MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy

ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

ACMCertificate:

Type: "AWS::CertificateManager::Certificate"
Properties:

DomainName: example.com

ValidationMethod: DNS

DomainValidationOptions:

- DomainName: www.example.com
HostedZoneId: ZZZHHHHWWWWAAA
CloudFrontDistribution:

Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy
ViewerCertificate:
AcmCertificateArn:
Ref: ACMCertificate
MinimumProtocolVersion: TLSv1.2_2021
SslSupportMethod: sni-only
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FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.
Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy
ViewerCertificate:
CloudFrontDefaultCertificate: true
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[CT.CLOUDFRONT.PR.7] Require an Amazon CloudFront distribution to use SNI to
serve HTTPS requests

This control checks whether your Amazon CloudFront distributions are configured to use SNI to
serve HTTPS requests.

Control objective: Encrypt data in transit, Improve availability

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution

AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.7 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.7 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.7 example templates

Explanation

Server Name Indication (SNI) is an extension to the TLS protocol. It is supported by browsers
and clients released after 2010. If you configure CloudFront to serve HTTPS requests using SNI,
CloudFront associates your alternate domain name with an IP address for each edge location.
When a viewer submits an HTTPS request for your content, DNS routes the request to the IP
address for the correct edge location. The IP address for your domain name is determined during
the SSL/TLS handshake negotiation; the IP address isn't dedicated to your distribution.

(® Usage considerations

« This control requires a viewer certificate configuration which is only compatible with
Amazon CloudFront distributions that use Aliases (also known as alternate domain
names or CNAMEs)
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Remediation for rule failure

Within ViewerCertificate, set Ss1SupportMethod to sni-only,
MinimumProtocolVersion to a protocol that supports SNI (TLSv1 or greater), and
AcmCertificateArn to the ARN of an AWS ACM certificate.

The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured to use SNI to serve HTTPS requests. The example is
shown in JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [

{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

},
"ViewerCertificate": {
"AcmCertificateArn": {
"Ref": "ACMCertificate"
},
"MinimumProtocolVersion": "TLSvl1.2_2021",
"Ss1SupportMethod": "sni-only"
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YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
ViewerCertificate:
AcmCertificateArn: !Ref 'ACMCertificate'
MinimumProtocolVersion: TLSv1.2_2021
Ss1lSupportMethod: sni-only

CT.CLOUDFRONT.PR.7 rule specification

# HEHHBHHAHEHHAH AR HAH AR HEH B H AR HRH RS H

#it Rule Specification #it
HHAHHAHH SRR HH SRR SRR SRR RS HH R H R SH
#

# Rule Identifier:

# cloudfront_sni_enabled_check
#

# Description:
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#  This control checks whether your Amazon CloudFront distributions are configured to

use SNI to serve HTTPS requests.

#

# Reports on:

# AWS: :CloudFront::Distribution

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any CloudFront distribution resources
# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'ViewerCertificate' is not present on the CloudFront distribution resource

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'ViewerCertificate' is present on the CloudFront distribution resource

# And: 'CloudFrontDefaultCertificate' is set to bool(true)

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'ViewerCertificate' is present on the CloudFront distribution resource

# And: 'AcmCertificateArn' or 'IamCertificateld' are provided in the

'ViewerCertificate' configuration

# And:

'MinimumProtocolVersion' is provided in the 'ViewerCertificate'

configuration with a protocol that does not

#

# Then:
# Scenario:

support SNI (SSLv3)
FAIL
5
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# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'ViewerCertificate' is present on the CloudFront distribution resource

# And: 'AcmCertificateArn' or 'IamCertificateId' are provided in the
'ViewerCertificate' configuration

# And: 'MinimumProtocolVersion' is provided in the 'ViewerCertificate'

configuration with a protocol that supports

# SNI (TLSvl or greater)

# And: 'SslSupportMethod' is set to 'vip'

# Then: FAIL

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'ViewerCertificate' is present on the CloudFront distribution resource

# And: 'AcmCertificateArn' or 'IamCertificateId' are provided in the
'ViewerCertificate' configuration

# And: 'MinimumProtocolVersion' is provided in the 'ViewerCertificate'
configuration with a protocol that supports

# SNI (TLSvl or greater)

# And: 'SslSupportMethod' is set to 'sni-only'

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let UNSUPPORTED_PROTOCOLS_FOR_SNI = [ "SSLv3" ]
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#

# Primary Rules

#

rule cloudfront_sni_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not empty {

check(%cloudfront_distributions.Properties)
<<
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[CT.CLOUDFRONT.PR.7]: Require an Amazon CloudFront distribution to use SNI to
serve HTTPS requests
[FIX]: Within 'ViewerCertificate', set 'SslSupportMethod' to 'sni-only',
'MinimumProtocolVersion' to a protocol that supports SNI ('TLSvl' or greater), and
'AcmCertificateArn' to the ARN of an AWS ACM certificate.
>>

rule cloudfront_sni_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)
<<
[CT.CLOUDFRONT.PR.7]: Require an Amazon CloudFront distribution to use SNI to
serve HTTPS requests
[FIX]: Within 'ViewerCertificate', set 'SslSupportMethod' to 'sni-only',
'MinimumProtocolVersion' to a protocol that supports SNI ('TLSvl' or greater), and
'AcmCertificateArn' to the ARN of an AWS ACM certificate.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
ViewerCertificate exists
ViewerCertificate is_struct

ViewerCertificate {
CloudFrontDefaultCertificate not exists or
CloudFrontDefaultCertificate == false

check_custom_acm_certificate_provided(AcmCertificateArn,
"AWS::CertificateManager::Certificate") or

check_custom_iam_certificate_provided(IamCertificatelId)

MinimumProtocolVersion exists
MinimumProtocolVersion not in %UNSUPPORTED_PROTOCOLS_FOR_SNI

Ss1SupportMethod exists
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SslSupportMethod == "sni-only"

rule check_custom_acm_certificate_provided(certificate, cfn_type) {

%scertificate {
this exists
check_is_string_and_not_empty(this) or

check_local_references(%INPUT_DOCUMENT, this, %cfn_type)

rule check_custom_iam_certificate_provided(certificate) {

%scertificate {
this exists
check_is_string_and_not_empty(this)

}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%value {
this is_string
this != /\A\s*\z/
}
}

rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_resource_type) {

%reference_properties {
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'Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_resource_type) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%referenced_resource not empty
%referenced_resource {
Type == %referenced_resource_type

CT.CLOUDFRONT.PR.7 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:
CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:
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HeaderBehavior: none

QueryStringsConfig:
QueryStringBehavior: none
ACMCertificate:
Type: "AWS::CertificateManager::Certificate"
Properties:

DomainName: example.com
ValidationMethod: DNS
DomainValidationOptions:
- DomainName: www.example.com
HostedZoneId: ZZZHHHHWWWWAAA
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy
ViewerCertificate:
AcmCertificateArn:
Ref: ACMCertificate
MinimumProtocolVersion: TLSv1.2_2021
SslSupportMethod: sni-only

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:
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DefaultTTL: 20

MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy

ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

ACMCertificate:

Type: "AWS::CertificateManager::Certificate"
Properties:

DomainName: example.com

ValidationMethod: DNS

DomainValidationOptions:

- DomainName: www.example.com
HostedZoneId: ZZZHHHHWWWWAAA
CloudFrontDistribution:

Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:
Ref: CachePolicy
ViewerCertificate:
AcmCertificateArn:
Ref: ACMCertificate
MinimumProtocolVersion: TLSvl
Ss1lSupportMethod: vip
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[CT.CLOUDFRONT.PR.8] Require an Amazon CloudFront distribution to encrypt
traffic to custom origins

This control checks whether your Amazon CloudFront distributions are encrypting traffic to custom
origins.

Control objective: Encrypt data in transit

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution
AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.8 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.8 rule specification

« For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.8 example templates

Explanation
HTTPS (TLS) can help prevent eavesdropping or manipulation of network traffic. Only encrypted
connections over HTTPS (TLS) should be allowed.

(@) Usage considerations

 This control applies only to Amazon CloudFront distributions that have one or more
origins configured.

Remediation for rule failure

For Amazon CloudFront custom origins, set OriginProtocolPolicy to https-only or
match-viewer. When setting OriginProtocolPolicy to match-viewer, do not set
ViewerProtocolPolicy to allow-all' for any cache behaviors.

The examples that follow show how to implement this remediation.
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Amazon CloudFront Distribution - Example One

Amazon CloudFront distribution configured to require HTTPS connections to custom origins, by
means of an origin protocol policy of https-only. The example is shown in JSON and in YAML.

JSON example

{

"CloudFrontD
"Type":
"Propert

"Dis
}
}
}
}

istribution": {

"AWS: :CloudFront: :Distribution",

ies": {

tributionConfig": {

"Enabled": false,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

}
},
"CacheBehaviors": [
{
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"PathPattern": "*",
"CachePolicyId": {
"Ref": "CachePolicy"
}
}
1,
"Origins": [
{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}
]
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YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
DefaultCacheBehavior:

ViewerProtocolPolicy: https-only

TargetOriginId: sampleOrigin

CachePolicyId: !Ref 'CachePolicy'

CacheBehaviors:

- ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
PathPattern: '*'

CachePolicyId: !Ref 'CachePolicy'
Origins:

- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:

OriginProtocolPolicy: https-only

The examples that follow show how to implement this remediation.

Amazon CloudFront Distribution - Example Two

Amazon CloudFront distribution configured to require HTTPS connections to custom origins, by
means of an origin protocol policy of match-viewer. The example is shown in JSON and in YAML.

JSON example

"CloudFrontDistribution": {

"Type": "AWS::CloudFront::Distribution",

"Properties": {
"DistributionConfig": {
"Enabled": false,
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"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

"CacheBehaviors": [

"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"PathPattern": "*",
"CachePolicyId": {

"Ref": "CachePolicy"

"Origins": [

}
}I
{
}
]I
{
}
1
}
}
}
}
YAML example

CloudFrontDistribution:

"Id": "sampleOrigin",

"DomainName": "example.com",

"CustomOriginConfig": {
"OriginProtocolPolicy": "match-viewer"

Type: AWS::CloudFront::Distribution

Properties:

DistributionConfig:

Enabled: false

DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
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CachePolicyId: !Ref 'CachePolicy'
CacheBehaviors:

- ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
PathPattern: '*!'

CachePolicyId: !Ref 'CachePolicy'
Origins:

- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:

OriginProtocolPolicy: match-viewer

CT.CLOUDFRONT.PR.8 rule specification

# OHEHHBHHAHEHHAH AR HEH B HBEH B H RS HAHHSH

## Rule Specification ##
HAHHHHHHRHRH R AR AR RS RS H SRS RS RS R H RS RS
#

# Rule Identifier:

# cloudfront_traffic_to_origin_encrypted_check

#

# Description:

#  This control checks whether your Amazon CloudFront distributions are encrypting
traffic to custom origins.

Reports on:
AWS: :CloudFront: :Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
# And: The input document does not contain any CloudFront distribution resources
# Then: SKIPs

HOoH OHF OHF OB OH O O R O O OH R
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# Scenario:

# Given:

document
And:
And:
Then:

H OH O O H

Given:
document

And:

And:

And:

Then:

H OH O OB B

Given:
document

And:

And:

Then:

H OH O O R

Given:
document

And:

And:

And:

And:

H OH O

Scenario:

Scenario:

Scenario:

2
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'Origins' is not present or is an empty list
SKIP
3
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
One or more 'Origins' has been configured
There are no 'Origins' with a 'CustomOriginConfig'
SKIP
4
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'CustomOrigin' is present on the CloudFront distribution resource
FAIL
5
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
One or more 'Origins' has been configured

There one or more 'Origins' with a 'CustomOriginConfig'

At least one 'Origins' with a 'CustomOriginConfig' has an

'OriginProtocolPolicy' of 'http-only'

# Then:

# Scenario:

# Given:

document
And:
And:
And:
And:

H O H H H

FAIL
6
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
One or more 'Origins' has been configured

There one or more 'Origins' with a 'CustomOriginConfig'

At least one 'Origins' with a 'CustomOriginConfig' has an

'OriginProtocolPolicy' of 'match-viewer'

Any 'ViewerProtocolPolicy' is set to 'allow-all' for

'DefaultCacheBehavior' or any configured

# And:

#

# Then:

# Scenario:

# Given:
document

# And:

'CacheBehaviors'

FAIL

7

The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
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# And: One or more 'Origins' has been configured

# And: There one or more 'Origins' with a 'CustomOriginConfig'

# And: All 'Origins' with a 'CustomOriginConfig' have an 'OriginProtocolPolicy'
of 'https-only'

# Then: PASS

#  Scenario: 8

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront Distribution resource

# And: One or more 'Origins' has been configured

# And: There one or more 'Origins' with a 'CustomOriginConfig'

# And: At least one 'Origins' with a 'CustomOriginConfig' has an
'OriginProtocolPolicy' of 'match-viewer'

# And: 'ViewerProtocolPolicy' is not set to 'allow-all' for both
'DefaultCacheBehavior' and any configured

# 'CacheBehaviors'

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_traffic_to_origin_encrypted_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not
empty {
check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.8]: Require an Amazon CloudFront distribution to encrypt
traffic to custom origins
[FIX]: For Amazon CloudFront custom origins, set 'OriginProtocolPolicy' to
'https-only' or match-viewer'. When setting 'OriginProtocolPolicy' to 'match-viewer',

do not set 'ViewerProtocolPolicy' to 'allow-all' for any cache behaviors.
>>
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rule cloudfront_traffic_to_origin_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)
<<
[CT.CLOUDFRONT.PR.8]: Require an Amazon CloudFront distribution to encrypt
traffic to custom origins
[FIX]: For Amazon CloudFront custom origins, set 'OriginProtocolPolicy' to
'https-only' or match-viewer'. When setting 'OriginProtocolPolicy' to 'match-viewer',
do not set 'ViewerProtocolPolicy' to 'allow-all' for any cache behaviors.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution[
filter_cloudfront_distribution_with_legacy_origins(this)

1{
DistributionConfig {
# Scenario 4
CustomOrigin not exists
}
}

%cloudfront_distribution [
# Scenario 2
filter_cloudfront_distribution_with_origins(this)

1{

let cloudfront_distro = this

DistributionConfig {
Origins [
# Scenario 3
CustomOriginConfig exists
CustomOriginConfig is_struct
1{
CustomOriginConfig {
# Scenario 5

OriginProtocolPolicy != "http-only"
# Scenario 6
OriginProtocolPolicy == "https-only" or

# Scenario 6 and 8
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match_viewer_policy_with_no_allow_all_viewer_protocol_policy(OriginProtocolPolicy,
%cloudfront_distro)

}

rule
match_viewer_policy_with_no_allow_all_viewer_protocol_policy(origin_protocol_policy,
cloudfront_distribution) {
%origin_protocol_policy {
this == "match-viewer"

%cloudfront_distribution {
DistributionConfig {
DefaultCacheBehavior exists
DefaultCacheBehavior is_struct

DefaultCacheBehavior {
check_viewer_protocol_policy(this)

when CacheBehaviors exists
CacheBehaviors is_list
CacheBehaviors not empty {

CacheBehaviors[*] {

check_viewer_protocol_policy(this)

rule check_viewer_protocol_policy(cache_behaviour) {
%cache_behaviour {
ViewerProtocolPolicy exists
ViewerProtocolPolicy != "allow-all"
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rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
Origins exists
Origins is_list
Origins not empty

rule filter_cloudfront_distribution_with_legacy_origins(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
CustomOrigin exists

}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists
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CT.CLOUDFRONT.PR.8 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicylId:
Ref: CachePolicy
CacheBehaviors:
- ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
PathPattern: '*'

CachePolicylId:
Ref: CachePolicy
Origins:

- Id: exampleOrigin
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DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.
Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
DefaultCacheBehavior:
ViewerProtocolPolicy: allow-all
TargetOriginId: exampleOrigin

CachePolicylId:
Ref: CachePolicy
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: match-viewer
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[CT.CLOUDFRONT.PR.9] Require an Amazon CloudFront distribution to have a
security policy of TLSv1.2 as a minimum

This control checks whether your Amazon CloudFront distributions are using a minimum security
policy and cipher suite of TLSv1.2 or greater for viewer connections.

Control objective: Manage vulnerabilities

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution

AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.S rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.9 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.9 example templates

Explanation

AWS Control Tower recommends that you use SSL/TLS to communicate with AWS resources. We
recommend TLS version 1.2 or later.

You can specify the security policy CloudFront will use for HTTPS connections with viewers. The
security policy determines two settings: 1) the minimum SSL/TLS protocol that CloudFront can use
to communicate with viewers, and 2) the ciphers that CloudFront can use to encrypt the content
that it returns to viewers.
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(® Usage considerations

« This control requires a viewer certificate configuration compatible only with Amazon
CloudFront distributions that use Aliases, also known as alternate domain names or
CNAMEs.

Remediation for rule failure

Provide a ViewerCertificate configuration with MinimumProtocolVersion set to TLSv1.2 or
higher.

The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured to use TLS version 1.2 for viewer HTTPS connections.
The example is shown in JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [

{
"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only"
}
}

1,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"
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iy

"ViewerCertificate": {

"MinimumProtocolVersion": "TLSv1l.2_2018",

"AcmCertificateArn": {
"Ref": "ACMCertificate"

},
"Ss1SupportMethod": "vip"

YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
ViewerCertificate:
MinimumProtocolVersion: TLSv1.2_2018
AcmCertificateArn: !Ref 'ACMCertificate'
Ss1lSupportMethod: vip

CT.CLOUDFRONT.PR.9 rule specification

H HEHHBHHAHEHHAHERHBH B R HBHHRHRHHBH RS H
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#it Rule Specification #it
HHAHHAHH SRR HH SRR SRR AR R SRR HH R H R HHHH
#

# Rule Identifier:

# cloudfront_security_policy_check

#

# Description:

#  This control checks whether your Amazon CloudFront distributions are using a
minimum security policy and cipher suite of TLSv1l.2 or greater for viewer connections.

Reports on:
AWS: :CloudFront::Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH HF O OH OH O OB OH O O B R

# And: The input document does not contain any CloudFront distribution resources

# Then: SKIP

#  Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.ViewerCertificate' is not present on the CloudFront
distribution resource

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront

distribution resource
And: 'CloudFrontDefaultCertificate' in 'ViewerCertificate' is set to bool(true)
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
# And: The input document contains a CloudFront distribution resource

H OB O
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# And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront
distribution resource

# And: 'CloudFrontDefaultCertificate' is not provided in 'ViewerCertificate' or
provided and set to bool(false)

# And: 'MinimumProtocolVersion' is not provided in 'ViewerCertificate' or
provided as an empty string

# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront
distribution resource

# And: 'CloudFrontDefaultCertificate' is not provided in 'ViewerCertificate' or
provided and set to bool(false)

# And: 'MinimumProtocolVersion' is provided in 'ViewerCertificate' and is to one

of SSLv3, TLSvil,

# TLSv1_2016, or TLSv1l.1_2016

# Then: FAIL

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: 'DistributionConfig.ViewerCertificate' is present on the CloudFront
distribution resource

# And: 'CloudFrontDefaultCertificate' is not provided in 'ViewerCertificate' or
provided and set to bool(false)

# And: 'MinimumProtocolVersion' is provided in 'ViewerCertificate' and is not set
to SSLv3, TLSvl,

# TLSv1_2016, or TLSv1l.1_2016

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let INPUT_DOCUMENT = this
let NON_COMPLIANT_TLS_POLICIES_LIST = ["SSLv3", "TLSvl1l", "TLSvl_2016", "TLSvl1l.1_2016"]

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]
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#
# Primary Rules
#
rule cloudfront_security_policy_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not empty {
check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.9]: Require an Amazon CloudFront distribution to have a
security policy of TLSv1l.2 as a minimum
[FIX]: Provide a 'ViewerCertificate' configuration with

'MinimumProtocolVersion' set to TLSv1l.2 or higher.
>>

rule cloudfront_security_policy_check when is_cfn_hook (%INPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT.%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)

<<
[CT.CLOUDFRONT.PR.9]: Require an Amazon CloudFront distribution to have a

security policy of TLSvl.2 as a minimum

[FIX]: Provide a 'ViewerCertificate' configuration with
'MinimumProtocolVersion' set to TLSv1l.2 or higher.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
# Scenario 2
ViewerCertificate exists
ViewerCertificate is_struct

ViewerCertificate {
# Scenario 3
CloudFrontDefaultCertificate not exists or
CloudFrontDefaultCertificate == false

# Scenario 4, 5 and 6
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MinimumProtocolVersion exists

check_is_string_and_not_empty(MinimumProtocolVersion)
MinimumProtocolVersion not in %NON_COMPLIANT_TLS_POLICIES_LIST

}
}
}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%value {
this is_string
this != /\A\s*\z/
}
}

rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDFRONT.PR.9 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
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CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy

ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

ACMCertificate:
Type: "AWS::CertificateManager::Certificate"
Properties:
DomainName: example.com
ValidationMethod: DNS
DomainValidationOptions:
- DomainName: www.example.com
HostedZoneld: ZZZHHHHWWWWAAA
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicylId:
Ref: CachePolicy
ViewerCertificate:
MinimumProtocolVersion: TLSv1.2_2018
AcmCertificateArn:
Ref: ACMCertificate
SslSupportMethod: sni-only
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FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.
Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:

DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

ACMCertificate:
Type: "AWS::CertificateManager::Certificate"
Properties:
DomainName: example.com
ValidationMethod: DNS
DomainValidationOptions:
- DomainName: www.example.com
HostedZoneIld: ZZZHHHHWWWWAAA
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
DefaultCacheBehavior:
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ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicyId:

Ref: CachePolicy

ViewerCertificate:

MinimumProtocolVersion: TLSvl
AcmCertificateArn:

Ref: ACMCertificate
Ss1SupportMethod: vip

[CT.CLOUDFRONT.PR.10] Require any Amazon CloudFrontdistributions with
Amazon S3 backed origins to have origin access control configured

This control checks whether your Amazon CloudFront distributions backed by Amazon S3 are
configured to use an origin access control.

Control objective: Enforce least privilege, Protect configurations

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution

AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.10 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.10 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.10 example templates

Explanation

CloudFront OAC prevents users from gaining direct access to an Amazon S3 bucket's content. Direct
access an S3 bucket bypasses the CloudFront distribution and any permissions that are applied to
the underlying S3 bucket content.
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(® Usage considerations

« This control applies only to Amazon CloudFront distributions that have one or more
origins backed by Amazon S3 configured.

Remediation for rule failure

The Origins property configures origins backed by Amazon S3. For each origin backed by Amazon
S3, configure an origin access control identifier using the OriginAccessControlId property.

The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example

Amazon CloudFront distribution with an Amazon S3 bucket origin, configured with an origin access
control. The example is shown in JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {
"Enabled": false,
"Origins": [
{
"Id": "sampleOrigin",
"DomainName": {
"Fn::GetAtt": [
"OriginBucket",
"RegionalDomainName"

1,
"OriginAccessControlId": {
"Ref": "OriginAccessControl"

1,
"S30riginConfig": {3}

]I
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"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution

Properties:
DistributionConfig:
Enabled: false
Origins:

- Id: sampleOrigin
DomainName: !GetAtt 'OriginBucket.RegionalDomainName
OriginAccessControlId: !Ref 'OriginAccessControl'
S30riginConfig: {3}

DefaultCacheBehavior:

ViewerProtocolPolicy: https-only

TargetOriginId: sampleOrigin

CachePolicyId: !Ref 'CachePolicy'

CT.CLOUDFRONT.PR.10 rule specification

# HEHHBHHAHEHHAHBRHBH B R HEHHRHRHHBH RS H

#it Rule Specification #it
EE R E T F T FFE T EEE T T EEEE
#

# Rule Identifier:
# cloudfront_origin_access_control_enabled_check
#

Amazon CloudFront controls 269



AWS Control Tower

Controls Reference Guide

# Description:

#

HOoH HF O OH OH O OB OH O O B R

H O H H H

H R

#
#
#
#

H OH O O R

+*

#

#

#
#

This control checks whether your Amazon CloudFront distributions backed by Amazon

S3 are configured to use an origin access control.

Reports on:

AWS: :CloudFront: :Distribution

Evaluates:

AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:

None

Scenarios:
Scenario:
Given:
document
And:
Then:
Scenario:
Given:
document
And:
And:
resource or

Then:
Scenario:
Given:
document
And:
And:
Then:
Scenario:
Given:
document
And:
And:

1
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document does not contain any CloudFront distribution resources

SKIP
2
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource

No S3 backed 'Origins' are provided on the CloudFront distribution
'Origins' is not present on

the CloudFront distribution resource or is present and an empty list
SKIP

3
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'S30rigin' is present on the CloudFront distribution resource
FAIL
4
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
One or more S3 backed 'Origins' are configured on the CloudFront

distribution resource

And:

'OriginAccessControlId' is not present for the 'Origin' or is an empty

string or invalid local reference

Then:
Scenario:

FAIL
5
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# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: One or more S3 backed 'Origins' are provided on the CloudFront
distribution resource

# And: 'OriginAccessControlId' is present for each S3 backed 'Origin' and is a
non-empty string or valid local

# reference

# Then: PASS

#

# Constants

#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"

let CLOUDFRONT_ORIGIN_ACCESS_CONTROL_TYPE = "AWS::CloudFront::0riginAccessControl"
let S3_BUCKET_DNS_NAME_PATTERN = /(.*)\.s3(-external-\d|[-\.][a-z]*-[a-z]*-[0-9])?
\.amazonaws\.com(\.cn)?$/

let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_origin_access_control_enabled_check when
is_cfn_template(%sINPUT_DOCUMENT)
%cloudfront_distributions not
empty {
check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.10]: Require any Amazon CloudFront distributions with Amazon
S3 backed origins to have origin access control configured
[FIX]: The 'Origins' property configures origins backed by Amazon S3. For
each origin backed by Amazon S3, configure an origin access control identifier using
the 'OriginAccessControlId' property.

>>

rule cloudfront_origin_access_control_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)
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<<
[CT.CLOUDFRONT.PR.10]: Require any Amazon CloudFront distributions with Amazon
S3 backed origins to have origin access control configured
[FIX]: The 'Origins' property configures origins backed by Amazon S3. For
each origin backed by Amazon S3, configure an origin access control identifier using
the 'OriginAccessControlId' property.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution[
filter_cloudfront_distribution_with_legacy_s3_origins(this)

1{
DistributionConfig {
# Scenario 3
S30rigin not exists
}
}

%cloudfront_distribution[
# Scenario 2
filter_cloudfront_distribution_with_origins(this)

1{
DistributionConfig {
Origins [
# Scenario 4
DomainName == %S3_BUCKET_DNS_NAME_PATTERN or
check_origin_domain_name_get_att(DomainName)
1{

# Scenario 3 and 5

OriginAccessControlId exists

check_is_string_and_not_empty(OriginAccessControlId) or

check_local_references(%INPUT_DOCUMENT, OriginAccessControllId,
%CLOUDFRONT_ORIGIN_ACCESS_CONTROL_TYPE)

}

rule filter_cloudfront_distribution_with_legacy_s3_origins(cloudfront_distribution) {
%cloudfront_distribution {
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DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
S30rigin exists

rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) {

%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
Origins exists
Origins is_list
Origins not empty

rule check_origin_domain_name_get_att(domain) {
%domain {
'Fn::GetAtt' {
this is_list
this not empty

this[1] == "DomainName" or
this[1] == "RegionalDomainName"
}
check_local_references(%INPUT_DOCUMENT, this,
}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%svalue {
this is_string
this !'= /\A\s*\z/
}
}

"AWS: :S3

: :Bucket")

Amazon CloudFront controls

273



AWS Control Tower

Controls Reference Guide

rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_resource_type) {

%sreference_properties {
"Fn::GetAtt' {

query_for_resource(%doc, this[0@], %referenced_resource_type)

<<Local Stack reference was invalid>>
} or Ref {

query_for_resource(%doc, this, %referenced_resource_type)

<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_

let referenced_resource = %doc.Resources[ keys ==
%sreferenced_resource not empty
%sreferenced_resource {

Type == %referenced_resource_type

CT.CLOUDFRONT.PR.10 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

resource_type) {
%sresource_key ]

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
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Properties:
CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:

CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

OriginAccessControl:
Type: AWS::CloudFront::0riginAccessControl
Properties:
OriginAccessControlConfig:
Name:

Fn::Sub: ${AWS::StackName}-example-oac
OriginAccessControlOriginType: s3
SigningBehavior: always
SigningProtocol: sigv4

OriginBucket:
Type: AWS::S3::Bucket
OriginBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: OriginBucket
PolicyDocument:
Version: 2012-10-17
Statement:

- Action:

- 's3:GetObject'

Effect: Allow

Resource:

Fn::Join:

- - 'arn:aws:s3:::'
- Ref: OriginBucket
-/

Principal:
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Service: cloudfront.amazonaws.com
Condition:
StringEquals:
"AWS:SourceArn":
Fn::Join:

- - 'arn:aws:cloudfront::'
Ref: AWS::AccountId
- ':distribution/’
- Ref: CloudFrontDistribution
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
Origins:
- Id: exampleOrigin
DomainName:
Fn::GetAtt:
- OriginBucket

- RegionalDomainName
OriginAccessControlId:

Ref: OriginAccessControl
S30riginConfig: {3}

DefaultCacheBehavior:

ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin
CachePolicylId:

Ref: CachePolicy

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
Properties:
CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
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MinTTL: 19
Name:
Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

OriginBucketOai:
Type: AWS::CloudFront::CloudFrontOriginAccessIdentity
Properties:
CloudFrontOriginAccessIdentityConfig:
Comment:
Fn::Sub: ${AWS::StackName}-example-oai
OriginBucket:
Type: AWS::S3::Bucket
OriginBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: OriginBucket
PolicyDocument:
Version: 2012-10-17
Statement:
- Action:
- 's3:GetObject'
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
- Ref: OriginBucket
- /%
Principal:
AWS:
Fn::Join:

- - 'arn:aws:iam::cloudfront:user/CloudFront Origin Access Identity
- Ref: OriginBucketOai
CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
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Properties:
DistributionConfig:
Enabled: false
Origins:
- Id: exampleS30rigin
DomainName:
Fn::GetAtt:
- OriginBucket
- RegionalDomainName
S30riginConfig:
OriginAccessIdentity:
Fn::Sub: "origin-access-identity/cloudfront/${0riginBucketOail}"
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleS30rigin
CachePolicylId:
Ref: CachePolicy

[CT.CLOUDFRONT.PR.11] Require an Amazon CloudFront distribution to use
updated SSL protocols between edge locations and custom origins

This control checks whether your Amazon CloudFront distributions are using deprecated SSL
protocols for HTTPS communication between CloudFront edge locations and custom origins.

Control objective: Manage vulnerabilities

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudFront: :Distribution

AWS CloudFormation guard rule: CT.CLOUDFRONT.PR.11 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDFRONT.PR.11 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDFRONT.PR.11 example templates
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Explanation

In 2015, the Internet Engineering Task Force (IETF) officially announced that SSL 3.0 should be
deprecated, because the protocol is insufficiently secure. We recommend that you use TLSv1.2 or
later for HTTPS communication to your custom origins.

(@ Usage considerations

» This control applies only to Amazon CloudFront distributions that have one or more
custom origins configured.

Remediation for rule failure

Remove deprecated SSL protocols from OriginSSLProtocols in Origins that have
CustomOriginConfig configurations.

The examples that follow show how to implement this remediation.
Amazon CloudFront Distribution - Example

Amazon CloudFront distribution configured to use TLS v1.2 as an origin SSL protocol. The example
is shown in JSON and in YAML.

JSON example

"CloudFrontDistribution": {
"Type": "AWS::CloudFront::Distribution",
"Properties": {
"DistributionConfig": {

"Enabled": false,

"DefaultCacheBehavior": {
"ViewerProtocolPolicy": "https-only",
"TargetOriginId": "sampleOrigin",
"CachePolicyId": {

"Ref": "CachePolicy"

}
},
"Origins": [
{
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"Id": "sampleOrigin",
"DomainName": "example.com",
"CustomOriginConfig": {
"OriginProtocolPolicy": "https-only",
"OriginSSLProtocols": [
"TLSv1.2"

YAML example

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: sampleOrigin
CachePolicyId: !Ref 'CachePolicy'
Origins:
- Id: sampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
OriginSSLProtocols:
- TLSv1.2

CT.CLOUDFRONT.PR.11 rule specification

# HHHAHHSHH SRS HH SRR HH SRR H SR H SRS SH
#it Rule Specification #it
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HHAHHBHHBHH SR H SR H B HH SR H R HH B HH R HH R HHHH

#

# Rule Identifier:

# cloudfront_no_deprecated_ssl_protocols_check

#

# Description:

# This control checks whether your Amazon CloudFront distributions are using
deprecated SSL protocols for HTTPS communication between CloudFront edge locations and
custom origins.

Reports on:
AWS: :CloudFront::Distribution

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any CloudFront distribution resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains a CloudFront distribution resource
And: 'Origins' is not present or is an empty list
Then: SKIP
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH HF O OH OH O OB OH O O B R

H O H H H

H OH O O R

# And: The input document contains a CloudFront distribution resource

# And: One or more 'Origins' has been configured

# And: There are no 'Origins' with a 'CustomOriginConfig'

# Then: SKIP

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudFront distribution resource

# And: One or more 'Origins' has been configured

# And: There one or more 'Origins' with a 'CustomOriginConfig'
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# And:

All 'Origins' with a 'CustomOriginConfig' have an 'OriginProtocolPolicy

of 'http-only'

# Then:

# Scenario:

# Given:
document

And:

And:

Then:

Scenario:

H OH O O R

Given:
document

And:

And:

And:

And:

H OH O

SKIP
5
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
'CustomOrigin' is present on the CloudFront distribution resource
FAIL
6
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
One or more 'Origins' has been configured

There one or more 'Origins' with a 'CustomOriginConfig'

One or more 'Origins' with a 'CustomOriginConfig' have an

'OriginProtocolPolicy' not equal to 'http-only'

'0riginSSLProtocols' has not been specified or specified as an empty list

FAIL
7
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
One or more 'Origins' has been configured

There one or more 'Origins' with a 'CustomOriginConfig'

One or more 'Origins' with a 'CustomOriginConfig' have an

'OriginProtocolPolicy' not equal to 'http-only'

'0riginSSLProtocols' has been specified as a non-empty list and contains

FAIL
8
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudFront distribution resource
One or more 'Origins' has been configured

There one or more 'Origins' with a 'CustomOriginConfig'

One or more 'Origins' with a 'CustomOriginConfig' have an

'OriginProtocolPolicy' not equal to 'http-only'

'0riginSSLProtocols' has been specified as a non-empty list and does not

PASS

# And:
# Then:
# Scenario:
# Given:
document
# And:
# And:
# And:
# And:
# And:
'SSLv3!
# Then:
# Scenario:
# Given:
document
# And:
# And:
# And:
# And:
# And:
contain 'SSLv3'
# Then:
#

# Constants
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#

let CLOUDFRONT_DISTRIBUTION_TYPE = "AWS::CloudFront::Distribution"
let UNSUPPORTED_ORIGIN_SSL_PROTOCOLS = [ "SSLv3" ]

let OUT_OF_SCOPE_PROTOCOL_POLICIES = [ "http-only" ]

let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudfront_distributions = Resources.*[ Type == %CLOUDFRONT_DISTRIBUTION_TYPE ]

#
# Primary Rules
#
rule cloudfront_no_deprecated_ssl_protocols_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudfront_distributions not
empty {
check(%cloudfront_distributions.Properties)
<<
[CT.CLOUDFRONT.PR.11]: Require an Amazon CloudFront distribution to use updated
SSL protocols between edge locations and custom origins
[FIX]: Remove deprecated SSL protocols from 'OriginSSLProtocols' in
'Origins' that have 'CustomOriginConfig' configurations.
>>

rule cloudfront_no_deprecated_ssl_protocols_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDFRONT_DISTRIBUTION_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDFRONT_DISTRIBUTION_TYPE.resourceProperties)

<<

[CT.CLOUDFRONT.PR.11]: Require an Amazon CloudFront distribution to use updated
SSL protocols between edge locations and custom origins

[FIX]: Remove deprecated SSL protocols from 'OriginSSLProtocols' in

'Origins' that have 'CustomOriginConfig' configurations.

>>
}
#
# Parameterized Rules
#

rule check(cloudfront_distribution) {
%cloudfront_distribution[
filter_cloudfront_distribution_with_legacy_origins(this)

1{
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DistributionConfig {
# Scenario 5
CustomOrigin not exists

%cloudfront_distribution[
# Scenario 2
filter_cloudfront_distribution_with_origins(this)
1{
DistributionConfig {
Origins [
# Scenario 3 and 4
CustomOriginConfig exists
CustomOriginConfig is_struct
filter_custom_origin_config(CustomOriginConfig)
1{
CustomOriginConfig {
# Scenario 6, 7 and 8
OriginSSLProtocols exists
OriginSSLProtocols is_list
OriginSSLProtocols not empty
%UNSUPPORTED_ORIGIN_SSL_PROTOCOLS.* not in OriginSSLProtocols

rule filter_cloudfront_distribution_with_origins(cloudfront_distribution) {
%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
Origins exists
Origins is_list
Origins not empty

rule filter_cloudfront_distribution_with_legacy_origins(cloudfront_distribution) {
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%cloudfront_distribution {
DistributionConfig exists
DistributionConfig is_struct

DistributionConfig {
CustomOrigin exists

rule filter_custom_origin_config(custom_origin_config) {
%scustom_origin_config {
OriginProtocolPolicy exists
OriginProtocolPolicy not in %OUT_OF_SCOPE_PROTOCOL_POLICIES

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDFRONT.PR.11 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CachePolicy:
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Type: AWS::CloudFront::CachePolicy

Properties:
CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin

CachePolicyId:
Ref: CachePolicy
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
OriginSSLProtocols:
- TLSv1

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
CachePolicy:
Type: AWS::CloudFront::CachePolicy
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Properties:
CachePolicyConfig:
DefaultTTL: 20
MaxTTL: 20
MinTTL: 19
Name:

Fn::Sub: ${AWS::StackName}-example-cache-policy
ParametersInCacheKeyAndForwardedToOrigin:
CookiesConfig:

CookieBehavior: none
EnableAcceptEncodingGzip: false
HeadersConfig:

HeaderBehavior: none
QueryStringsConfig:

QueryStringBehavior: none

CloudFrontDistribution:
Type: AWS::CloudFront::Distribution
Properties:
DistributionConfig:
Enabled: false
DefaultCacheBehavior:
ViewerProtocolPolicy: https-only
TargetOriginId: exampleOrigin

CachePolicylId:
Ref: CachePolicy
Origins:

- Id: exampleOrigin
DomainName: example.com
CustomOriginConfig:
OriginProtocolPolicy: https-only
OriginSSLProtocols:
- SSLv3

AWS CloudTrail controls

Topics
o [CT.CLOUDTRAIL.PR.1] Require an AWS CloudTrail trail to have encryption at rest activated
o [CT.CLOUDTRAIL.PR.2] Require an AWS CloudTrail trail to have log file validation activated

o [CT.CLOUDTRAIL.PR.3] Require an AWS CloudTrail trail to have an Amazon CloudWatch Logs log
group configuration
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o [CT.CLOUDTRAIL.PR.4] Require an AWS CloudTrail Lake event data store to enable encryption at
rest with an AWS KMS key

[CT.CLOUDTRAIL.PR.1] Require an AWS CloudTrail trail to have encryption at rest
activated

This control checks whether your AWS CloudTrail is configured to use the server-side encryption
(SSE) AWS KMS key encryption.

Control objective: Encrypt data at rest

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudTrail::Trail

AWS CloudFormation guard rule: CT.CLOUDTRAIL.PR.1 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.1 example templates

Explanation

For an added layer of security for your sensitive CloudTrail log files, you should use server-side
encryption with AWS KMS keys (SSE-KMS) for your CloudTrail log files for encryption at rest. Note
that by default, the log files delivered by CloudTrail to your buckets are encrypted by Amazon
server-side encryption with Amazon S3-managed encryption keys (SSE-S3).

Remediation for rule failure
Set the KMSKeyId property to a valid KMS key.

The examples that follow show how to implement this remediation.
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AWS CloudTrail trail - Example

AWS CloudTrail Trail configured to use server-side encryption with AWS KMS keys (SSE-KMS). The
example is shown in JSON and in YAML.

JSON example

{
"CloudTrail": {
"Type": "AWS::CloudTrail::Trail",
"Properties": {
"IsLogging": true,
"KMSKeyId": {
"Ref": "KMSKey"
I
"S3BucketName": {
"Ref": "LoggingBucket"
}
}
}
}
YAML example
CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:

IslLogging: true
KMSKeyId: !Ref 'KMSKey'
S3BucketName: !Ref 'LoggingBucket'

CT.CLOUDTRAIL.PR.1 rule specification

# HEHHEHHAHEHHAH AR HAH AR HEHHRH AR HRH RS H

#it Rule Specification #it
HHAHHAHH SRR HH SRR SRR SRR R RS HH R H R HHSH
#
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# Rule Identifier:
cloud_trail_encryption_enabled_check

#
#

# Description:
This rule checks whether AWS CloudTrail is configured to use the server-side
encryption (SSE) AWS KMS key encryption.

#

HOoH OHF OH OH OH O OH OH O B OH O

H OH O

H OH O O H

H R

H OB O

#
#

#

Reports on:

AWS: :CloudTrail::Trail

Evaluates:

AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:

None

Scenarios:
Scenario:
Given:
document
And:
Then:
Scenario:
Given:
document
And:
And:
Then:
Scenario:
Given:
document
And:
And:

1
The input document is an AWS CloudFormation or CloudFormation

The input document does not contain any AWS CloudTrailtrails
SKIP

2
The input document is an AWS CloudFormation or CloudFormation

The input document contains a CloudTrail trail resource
'KMSKeyId' is not present
FAIL
3
The input document is an AWS CloudFormation or CloudFormation

The input document contains a CloudTrail trail resource
'KMSKeyId' has been provided and is set to an empty string or

local reference to a KMS key or

Then:
Scenario:
Given:
document
And:
And:

Then:

Alias

FAIL

4

The input document is an AWS CloudFormation or CloudFormation

The input document contains a CloudTrail trail resource

hook

hook

hook

a non-valid

hook

'KMSKeyId' has been provided and is a non-empty string or a valid
reference to a KMS key or Alias.

PASS
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#

# Constants

#

let CLOUDTRAIL_TRAIL_TYPE = "AWS::CloudTrail::Trail"
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudtrail_trails = Resources.*[ Type == %CLOUDTRAIL_TRAIL_TYPE ]

#
# Primary Rules
#
rule cloud_trail_encryption_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudtrail_trails not empty {
check_cloudtrail_kms_key_configuration(%cloudtrail_trails.Properties)
< <
[CT.CLOUDTRAIL.PR.1]: Require an AWS CloudTrail trail to have encryption at
rest activated

[FIX]: Set the 'KMSKeyId' property to a valid KMS key.
>>

rule cloud_trail_encryption_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDTRAIL_TRAIL_TYPE) {
check_cloudtrail_kms_key_configuration(%INPUT_DOCUMENT.
%CLOUDTRAIL_TRAIL_TYPE.resourceProperties)
<<
[CT.CLOUDTRAIL.PR.1]: Require an AWS CloudTrail trail to have encryption at
rest activated
[FIX]: Set the 'KMSKeyId' property to a valid KMS key.

>>
}
#
# Parameterized Rules
#

rule check_cloudtrail_kms_key_configuration(cloudtrail_trail){
%cloudtrail_trail {
# Scenario 2
KMSKeyId exists
# Scenario 3 and 4
check_is_string_and_not_empty(KMSKeyId) or
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check_kms_key_id_local_ref(KMSKeyId)

rule check_kms_key_id_local_ref(key_ref) {
%key_ref {
check_local_references(%INPUT_DOCUMENT, this, "AWS::KMS::Key") or
check_local_references(%INPUT_DOCUMENT, this, "AWS::KMS::Alias")

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%value {
this is_string

this != /\A\s*\z/

rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) {
%reference_properties {
'Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_RESOURCE_TYPE)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_RESOURCE_TYPE)
<<Local Stack reference was invalid>>
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rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%referenced_resource not empty
%referenced_resource {
Type == %referenced_RESOURCE_TYPE

CT.CLOUDTRAIL.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
KMSKey :
Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Version: 2012-10-17
Id: example-cloudtrail-key-policy
Statement:
- Sid: Enable IAM User Permissions
Effect: Allow
Principal:
AWS:
Fn::Sub: arn:${AWS: :Partition}:iam: :${AWS: :AccountId}:root
Action: kms:*
Resource: '*'
- Sid: Allow CloudTrail to encrypt logs
Effect: Allow
Action: "kms:GenerateDataKey*"
Principal:
Service: "cloudtrail.amazonaws.com"
Resource: '*'
Condition:
StringlLike:
"kms:EncryptionContext:aws:cloudtrail:arn": [
Fn::Sub: "arn:aws:cloudtrail:*:${AWS: :AccountId}:trail/*"
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StringEquals:
"aws:SourceArn":

Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/

${AWS: :StackName}-example-trail"
- Sid: Allow CloudTrail to describe key
Effect: Allow
Principal:
Service: "cloudtrail.amazonaws.com"
Action: kms:DescribeKey
Resource: '*'

- Sid: Allow principals in the account to decrypt log files

Effect: Allow

Principal:
AWS: "*"
Action:

- "kms:Decrypt"
- "kms:ReEncryptFrom"
Resource: "*"
Condition:
StringEquals:
"kms:CallerAccount":
Ref: AWS::AccountId
"kms:EncryptionContext:aws:cloudtrail:arn":

Fn::Sub: "arn:aws:cloudtrail:*:${AWS: :AccountId}:trail/*"

LoggingBucket:
Type: AWS::S3::Bucket
LoggingBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: LoggingBucket
PolicyDocument:
Version: 2012-10-17
Statement:
- Action:
- 's3:GetBucketAcl'
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
- Ref: LoggingBucket
Principal:
Service: "cloudtrail.amazonaws.com"
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Condition:
StringEquals:
"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
- Ref: LoggingBucket
- /AWSLogs/
- Ref: AWS::AccountId
- /%
Principal:
Service: "cloudtrail.amazonaws.com"
Condition:
StringEquals:
's3:x-amz-acl': 'bucket-owner-full-control'
"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"

CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:
IslLogging: true
TrailName:
Fn::Sub: ${AWS::StackName}-example-trail
KMSKeyId:
Ref: KMSKey
S3BucketName:

Ref: LoggingBucket

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
LoggingBucket:
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Type: AWS::S3::Bucket
LoggingBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: LoggingBucket
PolicyDocument:
Version: 2012-10-17
Statement:
- Action:
- 's3:GetBucketAcl'
Effect: Allow
Resource:
Fn::Join:
- - 'arn:aws:s3:::'
- Ref: LoggingBucket

Principal:

Service: "cloudtrail.amazonaws.com"
Condition:

StringEquals:

"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
Ref: LoggingBucket
/AWSLogs/

Ref: AWS::AccountId
-/

Principal:

Service: "cloudtrail.amazonaws.com"
Condition:

StringEquals:
's3:x-amz-acl': 'bucket-owner-full-control'
"aws:SourceArn":

Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
CloudTrail:
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Type: AWS::CloudTrail::Trail
Properties:
IslLogging: true
TrailName:
Fn::Sub: ${AWS::StackName}-example-trail
S3BucketName:
Ref: LoggingBucket

[CT.CLOUDTRAIL.PR.2] Require an AWS CloudTrail trail to have log file validation
activated

This control checks whether log file integrity validation is enabled on an AWS CloudTrail trail.

Control objective: Manage secrets

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudTrail::Trail

AWS CloudFormation guard rule: CT.CLOUDTRAIL.PR.2 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.2 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.2 example templates

Explanation

CloudTrail log file validation creates a digitally-signed digest file that contains a hash of each log
that CloudTrail writes to Amazon S3. You can use these digest files to determine whether a log file
was changed, deleted, or unchanged after CloudTrail delivered the log.

AWS Control Tower recommends that you enable file validation on all trails. Log file validation
provides additional integrity checks of CloudTrail logs.

AWS CloudTrail controls 297



AWS Control Tower Controls Reference Guide

Remediation for rule failure

Set the CloudTrail resource EnablelLogFileValidation property to true.
The examples that follow show how to implement this remediation.

AWS CloudTrail trail - Example

AWS CloudTrail trail configured with log file validation. The example is shown in JSON and in
YAML.

JSON example

{
"CloudTrail": {
"Type": "AWS::CloudTrail::Trail",
"Properties": {
"IsLogging": true,
"S3BucketName": {
"Ref": "LoggingBucket"
1,
"KMSKeyId": {
"Ref": "KMSKey"
.
"EnablelLogFileValidation": true
}
}
}
YAML example
CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:

IslLogging: true

S3BucketName: !Ref 'LoggingBucket'
KMSKeyId: !Ref 'KMSKey'
EnableLogFileValidation: true
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CT.CLOUDTRAIL.PR.2 rule specification

# OHEHHBHHAHEHHAH AR HEH B HBEH B H RS HAHHSH

#

#

# Rule Specification ##
HAHHHHHHRHRH R AR AR RS RS H SRS RS RS R H RS RS

# Rule Identifier:
cloud_trail_log_file_validation_enabled_check

#
#

# Description:

#

HOoH OHF OHF OB OH O O R O O OH R

H OH B B

HOoH O O R

#
#

This control checks whether log file integrity validation is enabled on an AWS

CloudTrail trail.

Reports on:

AWS: :CloudTrail::Trail

Evaluates:

AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:

None

Scenarios:
Scenario:
Given:
document
And:
Then:
Scenario:
Given:
document
And:
And:
Then:
Scenario:
Given:
document
And:
And:
bool(true)

1
The input document is an AWS CloudFormation or CloudFormation hook

The input document does not contain any CloudTrail trails
SKIP
2
The input document is an AWS CloudFormation or CloudFormation hook

The input document contains a CloudTrail trail resource
'EnablelLogFileValidation' is not present
FAIL
3
The input document is an AWS CloudFormation or CloudFormation hook

The input document contains a CloudTrail trail resource

'EnablelLogFileValidation' is present and and is set to a value other than

AWS CloudTrail controls

299



AWS Control Tower Controls Reference Guide

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or CloudFormation hook
document

# And: The input document contains a CloudTrail trail resource

# And: 'EnablelLogFileValidation' is present and set to bool(true)

# Then: PASS

#

# Constants

#

let CLOUDTRAIL_TRAIL_TYPE = "AWS::CloudTrail::Trail"
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudtrail_trails = Resources.*[ Type == %CLOUDTRAIL_TRAIL_TYPE ]

#
# Primary Rules
#
rule cloud_trail_log_file_validation_enabled_check when
is_cfn_template(%INPUT_DOCUMENT)
%cloudtrail_trails not empty {
check(%cloudtrail_trails.Properties)
<<
[CT.CLOUDTRAIL.PR.2]: Require an AWS CloudTrail trail to have log file
validation activated
[FIX]: Set the CloudTrail resource 'EnablelLogFileValidation' property to true.

>>

rule cloud_trail_log_file_validation_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDTRAIL_TRAIL_TYPE) {
check (SINPUT_DOCUMENT.%CLOUDTRAIL_TRAIL_TYPE.resourceProperties)
<<
[CT.CLOUDTRAIL.PR.2]: Require an AWS CloudTrail trail to have log file
validation activated
[FIX]: Set the CloudTrail resource 'EnablelLogFileValidation' property to true.

>>
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# Parameterized Rules

#

rule check(cloudtrail_trail){

%cloudtrail_trail {

# Scenario 2
EnableLogFileValidation exists
# Scenario 3 and 4
EnableLogFileValidation == true

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDTRAIL.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
LoggingBucket:
Type: AWS::S3::Bucket
LoggingBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: LoggingBucket
PolicyDocument:
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Version: 2012-10-17
Statement:
- Action:
- 's3:GetBucketAcl'
Effect: Allow
Resource:
Fn::Join:
- - 'arn:aws:s3:::'
- Ref: LoggingBucket

Principal:

Service: "cloudtrail.amazonaws.com"
Condition:

StringEquals:

"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
- Ref: LoggingBucket
- /AWSLogs/
- Ref: AWS::AccountId
- /%
Principal:
Service: "cloudtrail.amazonaws.com"
Condition:
StringEquals:
's3:x-amz-acl': 'bucket-owner-full-control'
"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"

CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:
IslLogging: true
TrailName:
Fn::Sub: ${AWS::StackName}-example-trail
S3BucketName:

Ref: LoggingBucket
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EnablelogFileValidation: true

FAIL Example - Use this template to verify that the control
creation.

Resources:
LoggingBucket:
Type: AWS::S3::Bucket
LoggingBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: LoggingBucket
PolicyDocument:
2012-10-17
Statement:
- Action:
's3:GetBucketAcl'
Effect: Allow
Resource:

Version:

Fn::Join:

'arn:aws:s3:::"'

- Ref: LoggingBucket

Principal:

Service: "cloudtrail.amazonaws.com"
Condition:

StringEquals:

"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS
${AWS: :StackName}-example-trail"
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
Fn::Join:
'arn:aws:s3:::'

- Ref: LoggingBucket
- /AWSLogs/

prevents non-compliant resource

::Region}:${AWS: :AccountId}:trail/
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- Ref: AWS::AccountId

- /%
Principal:
Service: "cloudtrail.amazonaws.com"
Condition:
StringEquals:
's3:x-amz-acl': 'bucket-owner-full-control'

"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:
IslLogging: true
TrailName:
Fn::Sub: ${AWS::StackName}-example-trail
S3BucketName:
Ref: LoggingBucket
EnableLogFileValidation: false

[CT.CLOUDTRAIL.PR.3] Require an AWS CloudTrail trail to have an Amazon
CloudWatch Logs log group configuration

This control checks whether your AWS CloudTrail trail is configured to send logs to Amazon
CloudWatch Logs Logs.

Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CloudTrail::Trail
AWS CloudFormation guard rule: CT.CLOUDTRAIL.PR.3 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.3 rule specification
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» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.3 example templates

Explanation

CloudTrail records AWS API calls that are made in a given account. The recorded information
includes: the identity of the API caller, the time of the API call, the source IP address of the API
caller, the request parameters and the response elements returned by the AWS service.

CloudTrail uses Amazon S3 for log file storage and delivery. You can capture CloudTrail logs in
a specified S3 bucket for long-term analysis. To perform real-time analysis, you can configure
CloudTrail to send logs to CloudWatch Logs.

For a trail that is enabled in all AWS Regions in an account, CloudTrail sends log files from all of
those Regions to a CloudWatch Logs log group.

AWS CloudTrail recommends that you send CloudTrail logs to CloudWatch Logs. Note that

this recommendation is intended to ensure that account activity is captured, monitored, and
appropriately alarmed on. You can use CloudWatch Logs to set this up with your AWS services. This
recommendation does not preclude the use of a different solution.

Sending CloudTrail logs to CloudWatch Logs facilitates real-time and historic activity logging
based on user, API, resource, and IP address. You can use this approach to establish alarms and
notifications for anomalous or sensitivity account activity.

Remediation for rule failure

Set the CloudWatchLogsLogGroupArn and CloudWatchLogsRoleArn properties.
The examples that follow show how to implement this remediation.

AWS CloudTrail trail - Example

AWS CloudTrail trail configured to send events to Amazon CloudWatch Logs. The example is shown
in JSON and in YAML.

JSON example

"CloudTrail": {
"Type": "AWS::CloudTrail::Trail",
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"Properties": {
"IsLogging": true,
"S3BucketName": {
"Ref": "LoggingBucket"
},
"CloudWatchLogsRoleArn": {
"Fn::GetAtt": [
"LogRole",
"Arn"

},
"CloudWatchLogsLogGroupArn": {

"Fn::GetAtt": [

"LogGroup",
"Arn"
]
}
}
}
}
YAML example
CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:

IslLogging: true

S3BucketName: !Ref 'LoggingBucket'
CloudWatchLogsRoleArn: !GetAtt 'LogRole.Arn'
CloudWatchLogsLogGroupArn: !GetAtt 'LogGroup.Arn'

CT.CLOUDTRAIL.PR.3 rule specification

# HEHHBHHAHEHHAHBRHBH B R HEHHRHRHHBH RS H

#it Rule Specification #it
EE R E T F T FFE T EEE T T EEEE
#

# Rule Identifier:
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# cloud_trail_cloud_watch_logs_enabled_check

#

# Description:

# This rule checks whether AWS CloudTrail trails are configured to send logs to
Amazon CloudWatch Logs.

Reports on:
AWS::CloudTrail::Trail

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or CloudFormation hook
document
And: The input document does not contain any AWS CloudTrail trails
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or CloudFormation hook
document
And: The input document contains an AWS CloudTrail trail resource
And: 'CloudWatchLogsLogGroupArn' or 'CloudWatchLogsRoleArn' is not present
Then: FAIL
Scenario: 3
Given: The input document is an AWS CloudFormation or CloudFormation hook
document

HOoH HF O OH OH O OB OH O O B R

H O H H H

H OH O O R

# And: The input document contains an AWS CloudTrail trail resource

# And: 'CloudWatchLogsLogGroupArn' is set to a non-empty string or a valid local
reference to a log group

# And: 'CloudWatchLogsRoleArn' is set to an empty string or a non-valid local
reference

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or CloudFormation hook
document

# And: The input document contains an AWS CloudTrail trail resource

# And: 'CloudWatchLogsLogGroupArn' is set to an empty string or an invalid local
reference

# And: 'CloudWatchLogsRoleArn' is set to a non-empty string or a valid local

reference to an IAM role
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# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or CloudFormation hook
document

# And: The input document contains an AWS CloudTrail trail resource

# And: 'CloudWatchLogsRoleArn' is set to a non-empty string or a valid local
reference to an IAM role

# And: 'CloudWatchLogsLogGroupArn' is set to a non-empty string or a valid local
reference to a log group

# Then: PASS

#

# Constants

#

let CLOUDTRAIL_TRAIL_TYPE = "AWS::CloudTrail::Trail"
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudtrail_trails = Resources.*[ Type == %CLOUDTRAIL_TRAIL_TYPE ]

#
# Primary Rules
#
rule cloud_trail_cloud_watch_logs_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudtrail_trails not empty {
check_cloudtrail_log_group_configuration(%cloudtrail_trails.Properties)
<<
[CT.CLOUDTRAIL.PR.3]: Require an AWS CloudTrail trail to have an CloudTrail log
group configuration
[FIX]: Set the 'CloudWatchLogsLogGroupArn' and 'CloudWatchLogsRoleArn'

properties.
>>

rule cloud_trail_cloud_watch_logs_enabled_check when is_cfn_hook (%INPUT_DOCUMENT,
%CLOUDTRAIL_TRAIL_TYPE) {
check_cloudtrail_log_group_configuration(%INPUT_DOCUMENT.
%CLOUDTRAIL_TRAIL_TYPE.resourceProperties)
<<
[CT.CLOUDTRAIL.PR.3]: Require an AWS CloudTrail trail to have an CloudTrail log
group configuration
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[FIX]: Set the 'CloudWatchLogsLogGroupArn' and 'CloudWatchLogsRoleArn'

properties.
>>

#
# Parameterized Rules
#
rule check_cloudtrail_log_group_configuration(cloudtrail_trail) {
%cloudtrail_trail {
# Scenario 2
CloudWatchLogsLogGroupArn exists
CloudWatchLogsRoleArn exists

# Scenario 3, 4 and 5
check_cloudwatch_log_group_arn(CloudWatchLogsLogGroupArn)
check_cloudwatch_log_role_arn(CloudWatchLogsRoleArn)

rule check_cloudwatch_log_group_arn(log_group) {
%log_group {
check_is_string_and_not_empty(this) or
check_local_references(%INPUT_DOCUMENT, this, "AWS::Logs::LogGroup")

rule check_cloudwatch_log_role_arn(log_role) {
%log_role {
check_is_string_and_not_empty(this) or
check_local_references(%INPUT_DOCUMENT, this, "AWS::IAM::Role")

}
}
#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%svalue {
this is_string
this !'= /\A\s*\z/
}
}
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rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) {
%sreference_properties {
"Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_RESOURCE_TYPE)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_RESOURCE_TYPE)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%sreferenced_resource not empty
%sreferenced_resource {
Type == %referenced_RESOURCE_TYPE

CT.CLOUDTRAIL.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
LoggingBucket:
Type: AWS::S3::Bucket
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LoggingBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: LoggingBucket
PolicyDocument:
Version: 2012-10-17
Statement:
- Action:
- 's3:GetBucketAcl'
Effect: Allow
Resource:
Fn::Join:
- - 'arn:aws:s3:::'
- Ref: LoggingBucket

Principal:

Service: "cloudtrail.amazonaws.com"
Condition:

StringEquals:

"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'

Ref: LoggingBucket
/AWSLogs/

Ref: AWS::AccountId
Y

Principal:

Service: "cloudtrail.amazonaws.com"
Condition:
StringEquals:
's3:x-amz-acl': 'bucket-owner-full-control'
"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
CloudWatchLogsRole:
Type: "AWS::IAM::Role"
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Properties:
AssumeRolePolicyDocument:

Version: '2012-10-17'

Statement:

- Sid: AssumeRole
Effect: Allow
Principal:

Service: 'cloudtrail.amazonaws.com'

Action: 'sts:AssumeRole'

Policies:
- PolicyName: 'cloudtrail-policy'
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:

- 'logs:CreateLogStream'
- 'logs:PutLogEvents'
Resource:
Fn::GetAtt: [LogGroup, Arn]
LogGroup:
Type: AWS::Logs::LogGroup
Properties: {}

CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:
IslLogging: true
TrailName:
Fn::Sub: ${AWS::StackName}-example-trail
S3BucketName:

Ref: LoggingBucket
CloudWatchLogsRoleArn:

Fn::GetAtt:

- CloudwWatchLogsRole

- Arn
CloudWatchLogsLogGroupArn:

Fn::GetAtt:

- LogGroup

- Arn
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FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
LoggingBucket:
Type: AWS::S3::Bucket
LoggingBucketPolicy:
Type: AWS::S3::BucketPolicy
Properties:
Bucket:
Ref: LoggingBucket
PolicyDocument:
Version: 2012-10-17
Statement:

- Action:
's3:GetBucketAcl'
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
- Ref: LoggingBucket

Principal:

Service: "cloudtrail.amazonaws.com"
Condition:

StringEquals:

"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AwWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
Fn::Join:

- - 'arn:aws:s3:::'
Ref: LoggingBucket

- /AWSLogs/
- Ref: AWS::AccountId
Ve

Principal:

Service: "cloudtrail.amazonaws.com"
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Condition:
StringEquals:
's3:x-amz-acl': 'bucket-owner-full-control'
"aws:SourceArn":
Fn::Sub: "arn:aws:cloudtrail:${AWS::Region}:${AWS: :AccountId}:trail/
${AWS: :StackName}-example-trail"
CloudTrail:
Type: AWS::CloudTrail::Trail
Properties:
IslLogging: true
TrailName:
Fn::Sub: ${AWS::StackName}-example-trail
S3BucketName:
Ref: LoggingBucket

[CT.CLOUDTRAIL.PR.4] Require an AWS CloudTrail Lake event data store to enable
encryption at rest with an AWS KMS key

This control checks whether a CloudTrail Lake event data store is encrypted at rest with a KMS key.

Control objective: Encrypt data at rest

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :CloudTrail: :EventDataStore
AWS CloudFormation guard rule: CT.CLOUDTRAIL.PR.4 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDTRAIL.PR.4 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CLOUDTRAIL.PR.4 example templates

Explanation

Encrypting data at rest reduces the risk that a user not authenticated to AWS may obtain access to
data stored on disk. For added control over encryption keys, you can use customer-managed keys
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from AWS KMS. You have full control over these KMS keys. You can establish and maintain their key
policies, IAM policies, and grants, enable and disable the keys, rotate their cryptographic material,
add tags, create aliases that refer to the KMS keys, and schedule the KMS keys for deletion.

(® Usage considerations

« All events in an AWS CloudTrail Lake event data store are encrypted by CloudTrail using
a KMS key that AWS owns and manages for you. For added control over encryption keys,
you can use customer-managed keys from AWS KMS. For more information, see AWS
KMS Concepts in the AWS KMS Developer Guide.

Remediation for rule failure

Set the KmsKeyId parameter to the ARN of an AWS KMS customer-managed key, configured with
permissions that allow the CloudTrail service principal to use the key.

The examples that follow show how to implement this remediation.
CloudTrail Lake event data store - Example

CloudTrail Lake event data store configured to encrypt data at rest with an AWS KMS key. The
example is shown in JSON and in YAML.

JSON example

"CloudTrailEventDataStore": {
"Type": "AWS::CloudTrail::EventDataStore",
"Properties": {
"Name": {
"Fn::Sub": "${AWS::StackName}-example"

},
"TerminationProtectionEnabled": false,
"KmsKeyId": {
"Fn::GetAtt": [
"KMSKey",
"Arn"
]
}
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}

YAML example

CloudTrailEventDataStore:
Type: AWS::CloudTrail::EventDataStore
Properties:
Name: !Sub '${AWS::StackName}-example'
TerminationProtectionEnabled: false
KmsKeyId: !GetAtt 'KMSKey.Arn'

CT.CLOUDTRAIL.PR.4 rule specification

# HEHHEHHAHEHHAH AR HBH AR HEH B H AR HRH RS H

#it Rule Specification #it
HHAHHAHH SRR SRR SRR SRR HH R HH S HH R HH R HHHH
#

# Rule Identifier:

# cloud_trail_event_datastore_encrypted_at_rest_kms_check

#

# Description:

# This control checks whether a CloudTrail Lake event data store is encrypted at rest
with a KMS key.

Reports on:
AWS: :CloudTrail: :EventDataStore

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OHF O OB OH O OB OH O O B R
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# And: The input document does not contain any CloudTrail event data store
resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudTrail event data store resource

# And: 'KmsKeyId' has not been provided

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudTrail event data store resource

# And: 'KmsKeyId' has been provided as an empty string or invalid local reference

# to a KMS keyID or alias

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook
Document

# And: The input document contains a CloudTrail event data store resource

# And: 'KmsKeyId' has been provided as a non-empty string or valid local
reference

# to a KMS keyID or alias

# Then: PASS

#

# Constants

#

let CLOUDTRAIL_EVENT_DATASTORE_TYPE = "AWS::CloudTrail
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudtrail_event_datastores = Resources.*[ Type ==
%CLOUDTRAIL_EVENT_DATASTORE_TYPE ]

#
# Primary Rules
#

::EventDataStore"

rule cloud_trail_event_datastore_encrypted_at_rest_kms_check when

is_cfn_template(%INPUT_DOCUMENT)

%cloudtrail_event_datastores not empty {
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check(%cloudtrail_event_datastores.Properties)
<<
[CT.CLOUDTRAIL.PR.4]: Require an CloudTrail Lake event data store to enable
encryption at rest with an AWS KMS key
[FIX]: Set the 'KmsKeyId' parameter to the ARN of an AWS KMS customer-managed
key, configured with permissions that allow the CloudTrail service principal to use
the key.

>>

rule cloud_trail_event_datastore_encrypted_at_rest_kms_check when
is_cfn_hook(SINPUT_DOCUMENT, %CLOUDTRAIL_EVENT_DATASTORE_TYPE) {
check (SINPUT_DOCUMENT.%CLOUDTRAIL_EVENT_DATASTORE_TYPE.resourceProperties)

<<

[CT.CLOUDTRAIL.PR.4]: Require an CloudTrail Lake event data store to enable
encryption at rest with an AWS KMS key

[FIX]: Set the 'KmsKeyId' parameter to the ARN of an AWS KMS customer-managed
key, configured with permissions that allow the CloudTrail service principal to use
the key.

>>

#
# Parameterized Rules
#
rule check(cloudtrail_event_datastore) {
%cloudtrail_event_datastore {
# Scenario 2
KmsKeyId exists

# Scenario 3 and 4

check_is_string_and_not_empty(KmsKeyId) or
check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Key") or
check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Alias")

#
# Utility Rules
#
rule check_is_string_and_not_empty(value) {
%value {
this is_string

this != /\A\s*\z/
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}

rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_local_references(doc, reference_properties, referenced_RESOURCE_TYPE) {
%reference_properties {
'Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_RESOURCE_TYPE)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_RESOURCE_TYPE)
<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, referenced_RESOURCE_TYPE) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%referenced_resource not empty
%referenced_resource {
Type == %referenced_RESOURCE_TYPE

CT.CLOUDTRAIL.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources:
KMSKey:
Type: AWS::KMS: :Key
Properties:
KeyPolicy:

Version: 2012-10-17

Id: example-policy

Statement:

- Sid: Enable IAM User Permissions

Effect: Allow
Principal:
AWS:
Fn::Sub: arn:${AwWS::Partition}:iam::${AWS: :AccountId}:root
Action: kms:*
Resource: '*'
- Sid: Allow CloudTrail to encrypt event data store
Effect: Allow
Principal:
Service: "cloudtrail.amazonaws.com"

Action:
- "kms:GenerateDataKey"
- "kms:Decrypt"
Resource: "*"

KeySpec: SYMMETRIC_DEFAULT

EnableKeyRotation: true

CloudTrailEventDataStore:
Type: AWS::CloudTrail::EventDataStore
Properties:

Name:

Fn::Sub: ${AWS::StackName}-example
TerminationProtectionEnabled: false
MultiRegionEnabled: false
KmsKeyId:

Fn::GetAtt:

- KMSKey

- Arn

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.
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Resources:
CloudTrailEventDataStore:
Type: AWS::CloudTrail::EventDataStore
Properties:
Name:
Fn::Sub: ${AWS::StackName}-example
TerminationProtectionEnabled: false
MultiRegionEnabled: false

Amazon CloudWatch controls

Topics

[CT.CLOUDWATCH.PR.1] Require an Amazon CloudWatch alarm to have an action configured for
the alarm state

[CT.CLOUDWATCH.PR.2] Require an Amazon CloudWatch log group to be retained for at least
one year

[CT.CLOUDWATCH.PR.3] Require an Amazon CloudWatch log group to be encrypted at rest with
an AWS KMS key

[CT.CLOUDWATCH.PR.4] Require an Amazon CloudWatch alarm to have actions activated

[CT.CLOUDWATCH.PR.1] Require an Amazon CloudWatch alarm to have an action
configured for the alarm state

This control checks whether an Amazon CloudWatch alarm has at least one action configured for
the alarm state.

Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :CloudWatch: :Alarm

AWS CloudFormation guard rule: CT.CLOUDWATCH.PR.1 rule specification

Details and examples
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« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.1T example templates

Explanation

AWS Control Tower recommends configuring actions for alarms to alert you automatically when
an alarm is in the alarm state and the monitored metric is outside the defined threshold. This
configuration ensures that alarms are monitored, and that necessary actions are taken when the
alarm is triggered. Monitoring alarms help you identify unusual activities and respond quickly to
security and operational issues. You can specify the actions an alarm should take when it goes into
OK, ALARM, and INSUFFICIENT_DATA states. The most common CloudWatch alarm action in the
alarm state is to notify one or more users by sending a message to an Amazon Simple Notification
Service (Amazon SNS) topic.

Remediation for rule failure

Set AlarmActions to a list with one or more alarm action values.
The examples that follow show how to implement this remediation.
Amazon CloudWatch Alarm - Example

An Amazon CloudWatch alarm configured to notify an SNS topic when the CloudWatch alarm is in
the alarm state. The example is shown in JSON and in YAML.

JSON example

"Alarm": {

"Type": "AWS::CloudWatch::Alarm",

"Properties": {
"ComparisonOperator": "GreaterThanOrEqualToThreshold",
"EvaluationPeriods": 1,
"Period": 300,
"Threshold": 1.0,
"Namespace": "AWS/Lambda",
"MetricName": "Errors",
"TreatMissingData": "missing",
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"Statistic": "Sum",
"DatapointsToAlarm": 1,
"ActionsEnabled": true,
"AlarmActions": [

{
"Ref": "Topic"
}
]
}
}
}
YAML example
Alarm:
Type: AWS::CloudWatch::Alarm
Properties:

ComparisonOperator: GreaterThanOrEqualToThreshold
EvaluationPeriods: 1
Period: 300
Threshold: 1.0
Namespace: AWS/Lambda
MetricName: Errors
TreatMissingData: missing
Statistic: Sum
DatapointsToAlarm: 1
ActionsEnabled: true
AlarmActions:

- IRef 'Topic'

CT.CLOUDWATCH.PR.1 rule specification

# HEHHEHHAHEHHAH AR HBH AR HEH B H AR HRH RS H

#it Rule Specification #it
HHAHHAHH SRR SRR SRR SRR HH R HH S HH R HH R HHHH
#

# Rule Identifier:
# cloudwatch_alarm_action_check
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#

# Description:
# This control checks whether an Amazon CloudWatch alarm has at least one action

configured for the alarm state.

is an AWS CloudFormation or AWS CloudFormation hook

does not contain any CloudWatch alarm resources

is an AWS CloudFormation or AWS CloudFormation hook

contains a CloudWatch alarm resource

not been provided

is an AWS CloudFormation or AWS CloudFormation hook

contains a CloudWatch alarm resource

been provided as an empty list

is an AWS CloudFormation or AWS CloudFormation Hook

contains a CloudwWatch alarm resource
been provided as a non-empty list

#

# Reports on:

# AWS: :CloudWatch::Alarm

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook
#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document
document

# And: The input document
# Then: SKIP

# Scenario: 2

# Given: The input document
document

# And: The input document

# And: 'AlarmActions' has

# Then: FAIL

# Scenario: 3

# Given: The input document
document

# And: The input document

# And: 'AlarmActions' has

# Then: FAIL

# Scenario: 4

# Given: The input document
Document

# And: The input document

# And: 'AlarmActions' has

# Then: PASS

#

# Constants
#

let CLOUDWATCH_ALARM_TYPE = "AWS::CloudWatch::Alarm"

let INPUT_DOCUMENT =

this
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#

# Assignments

#

let cloudwatch_alarms = Resources.*[ Type == %CLOUDWATCH_ALARM_TYPE ]

#
# Primary Rules
#
rule cloudwatch_alarm_action_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudwatch_alarms not empty {
check(%cloudwatch_alarms.Properties)
<<
[CT.CLOUDWATCH.PR.1]: Require an Amazon CloudWatch alarm to have an action
configured for the alarm state
[FIX]: Set 'AlarmActions' to a list with one or more alarm action values.

>>

rule cloudwatch_alarm_action_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDWATCH_ALARM_TYPE) {
check (SINPUT_DOCUMENT.%CLOUDWATCH_ALARM_TYPE.resourceProperties)
<<
[CT.CLOUDWATCH.PR.1]: Require an Amazon CloudWatch alarm to have an action
configured for the alarm state
[FIX]: Set 'AlarmActions' to a list with one or more alarm action values.

>>
}
#
# Parameterized Rules
#

rule check(cloudwatch_alarm){
%cloudwatch_alarm {
# Scenario 2
AlarmActions exists
# Scenarios 3 and 4
AlarmActions is_list
AlarmActions not empty

#
# Utility Rules
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#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDWATCH.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
Topic:
Type: AWS::SNS::Topic
Properties: {}

Alarm:
Type: AWS::CloudWatch::Alarm
Properties:

ComparisonOperator: GreaterThanOrEqualToThreshold

EvaluationPeriods: 1
Period: 300
Threshold: 1.0
Namespace: AWS/Lambda
MetricName: Errors
TreatMissingData: missing
Statistic: Sum
DatapointsToAlarm: 1
ActionsEnabled: true
AlarmActions:

- Ref: Topic
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FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
Alarm:

Type: AWS::CloudWatch::Alarm

Properties:
ComparisonOperator: GreaterThanOrEqualToThreshold
EvaluationPeriods: 1
Period: 300
Threshold: 1.0
Namespace: AWS/Lambda
MetricName: Errors
TreatMissingData: missing
Statistic: Sum
DatapointsToAlarm: 1
ActionsEnabled: true

[CT.CLOUDWATCH.PR.2] Require an Amazon CloudWatch log group to be retained
for at least one year

This control checks whether an Amazon CloudWatch Log Group retention period is set to a value
greater than or equal to 365 days.

Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :Logs: :LogGroup
AWS CloudFormation guard rule: CT.CLOUDWATCH.PR.2 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.2 rule specification

« For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.2 example templates
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Explanation

Amazon CloudWatch Logs centralizes the logs from all of your systems, applications, and AWS
services in a single, highly scalable service. You can use Amazon CloudWatch Logs to monitor,
store, and retrieve your log files from Amazon EC2 instances, CloudTrail, Route 53, and other
sources. Retaining your logs for at least one year can help you comply with log retention standards.

Remediation for rule failure

Omit the field value of RetentionInDays to adopt the default retention setting of Never
expire, or set RetentionInDays to an integer value greater than or equal to 365.

The examples that follow show how to implement this remediation.
Amazon CloudWatch Log Group - Example

An Amazon CloudWatch log group configured to retain logs for one year (365 days). The example is
shown in JSON and in YAML.

JSON example

{
"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"RetentionInDays": 365
}
}
}
YAML example
LogGroup:
Type: AWS::Logs::LogGroup
Properties:

RetentionInDays: 365
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CT.CLOUDWATCH.PR.2 rule specification

# HEHHEHHAHBHHAH R R HBH RS HBEHHRH BB R B H RS H

#it Rule Specification #it
H S
#

# Rule Identifier:

#  cloudwatch_log_group_retention_period_check

#

# Description:

# This control checks whether an Amazon CloudWatch Log Group retention period is set
to a value greater than or equal to 365 days.

Reports on:
AWS: :Logs: :LogGroup

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any CloudWatch log group resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains a CloudWatch log group resource
And: 'RetentionInDays' has been provided and set to a non integer value or
integer value less than 365
Then: FAIL
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document contains a CloudWatch log group resource
And: 'RetentionInDays' has not been provided
Then: PASS
Scenario: 4

HOoH OHF OH OH OHF O OH OH O OB OH O

H OH HF OB H H OH O

H OH O
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# Given: The input document is an AWS CloudFormation or AWS CloudFormation Hook
Document

# And: The input document contains a CloudWatch log group resource

# And: 'RetentionInDays' has been provided and set to an integer value greater
than or equal to 365

# Then: PASS

#

# Constants

#

let CLOUDWATCH_LOGS_TYPE = "AWS::Logs::LogGroup"
let MINIMUM_RETENTION_IN_DAYS = 365
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudwatch_log_groups = Resources.*[ Type == %CLOUDWATCH_LOGS_TYPE ]

#

# Primary Rules

#

rule cloudwatch_log_group_retention_period_check when is_cfn_template(SINPUT_DOCUMENT)
%cloudwatch_log_groups not empty

check(%cloudwatch_log_groups.Properties)
<<
[CT.CLOUDWATCH.PR.2]: Require an Amazon CloudWatch log group to be retained for
at least one year
[FIX]: Omit the field value of 'RetentionInDays' to adopt the default retention
setting of 'Never expire', or set 'RetentionInDays' to an integer value greater than
or equal to 365.

>>

rule cloudwatch_log_group_retention_period_check when is_cfn_hook(S%INPUT_DOCUMENT,
%CLOUDWATCH_LOGS_TYPE) {
check (SINPUT_DOCUMENT .%CLOUDWATCH_LOGS_TYPE.resourceProperties)

<<

[CT.CLOUDWATCH.PR.2]: Require an Amazon CloudWatch log group to be retained for
at least one year

[FIX]: Omit the field value of 'RetentionInDays' to adopt the default retention
setting of 'Never expire', or set 'RetentionInDays' to an integer value greater than
or equal to 365.
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>>
}
#
# Parameterized Rules
#

rule check(cloudwatch_log_group){
%cloudwatch_log_group {
# Scenario 3
RetentionInDays not exists or

# Scenarios 2 and 4
RetentionInDays >= %MINIMUM_RETENTION_IN_DAYS

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDWATCH.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.
Resources:

LogGroup:
Type: AWS::Logs::LogGroup
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Properties:
RetentionInDays: 365

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
LogGroup:
Type: AWS::Logs::LogGroup
Properties:
RetentionInDays: 1

[CT.CLOUDWATCH.PR.3] Require an Amazon CloudWatch log group to be
encrypted at rest with an AWS KMS key

This control checks whether an Amazon CloudWatch Logs log group is encrypted at rest with an
AWS KMS key

Control objective: Encrypt data at rest

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :Logs: :LogGroup

AWS CloudFormation guard rule: CT.CLOUDWATCH.PR.3 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.3 rule specification

» For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.3 example templates

Explanation
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Amazon CloudWatch Logs log groups are encrypted by default using server-side encryption. For
added control over encryption keys, you can use customer-managed keys from AWS KMS. You have
full control over these KMS keys, including establishing and maintaining their key policies, IAM
policies, and grants, enabling and disabling the keys, rotating their cryptographic material, adding
tags, creating aliases that refer to the KMS keys, and scheduling the KMS keys for deletion.

Remediation for rule failure

Set KmsKeyId to the ARN of an AWS KMS customer-managed key configured with permissions
that allow the CloudWatch service principal to use the key.

The examples that follow show how to implement this remediation.
Amazon CloudWatch Logs Group - Example

An Amazon CloudWatch log group configured to encrypt logs with an AWS KMS customer-
managed key. The example is shown in JSON and in YAML.

JSON example

"LogGroup": {
"Type": "AWS::Logs::LogGroup",
"Properties": {
"KmsKeyId": {
"Fn::GetAtt": [
"KMSKey",
"Arn"

YAML example

LogGroup:
Type: AWS::Logs::LogGroup
Properties:
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KmsKeyId:

IGetAtt 'KMSKey.Arn'

CT.CLOUDWATCH.PR.3 rule specification

# OHEHHBHHAHEHHAH AR HEH B HBEH B H RS HAHHSH

#

#

# Rule Specification
HAHHHHHHRHRH R AR AR RS RS H SRS RS RS R H RS RS

# Rule Identifier:
cloudwatch_log_group_encrypted_check

#
#

# Description:

#

HOoH OHF OHF OB OH O O R O O OH R

H OH B H

HOoH O O R

#

##

This control checks whether an Amazon CloudWatch log group is encrypted at rest

Reports on:

with an AWS KMS key

AWS: :Logs: :LogGroup

Evaluates:

AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:

None

Scenarios:
Scenario:
Given:
document
And:
Then:
Scenario:
Given:
document
And:
And:
Then:
Scenario:
Given:
document
And:

1
The input document

The input document
SKIP

2
The input document

The input document
'KmsKeyId' has not
FAIL

3
The input document

The input document

is an AWS CloudFormation or AWS

does not contain any CloudWatch

is an AWS CloudFormation or AWS

contains a CloudwWatch log group
been provided

is an AWS CloudFormation or AWS

contains a CloudWatch log group

CloudFormation hook

log group resources

CloudFormation hook

resource

CloudFormation hook

resource
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# And: 'KmsKeyId' has been provided as an empty string or invalid local reference
to a KMS Key

# Then: FAIL

#  Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudWatch log group resource

# And: 'KmsKeyId' has been provided as a non-empty string or valid local
reference to a KMS Key

# Then: PASS

#

# Constants

#

let CLOUDWATCH_LOGS_TYPE = "AWS::Logs::LogGroup"
let INPUT_DOCUMENT = this

#

# Assignments

#

let cloudwatch_log_groups = Resources.*[ Type == %CLOUDWATCH_LOGS_TYPE ]

#
# Primary Rules
#
rule cloudwatch_log_group_encrypted_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudwatch_log_groups not empty {
check(%cloudwatch_log_groups.Properties)
<<
[CT.CLOUDWATCH.PR.3]: Require an Amazon CloudWatch log group to be encrypted at
rest with an AWS KMS key
[FIX]: Set 'KmsKeyId' to the ARN of an AWS KMS customer managed key configured

with permissions that allow the CloudWatch service principal to use the key.
>>

rule cloudwatch_log_group_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDWATCH_LOGS_TYPE) {
check (SINPUT_DOCUMENT.%CLOUDWATCH_LOGS_TYPE.resourceProperties)

<<

[CT.CLOUDWATCH.PR.3]: Require an Amazon CloudWatch log group to be encrypted at
rest with an AWS KMS key

[FIX]: Set 'KmsKeyId' to the ARN of an AWS KMS customer managed key configured
with permissions that allow the CloudWatch service principal to use the key.
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>>
}
#
# Parameterized Rules
#

rule check(cloudwatch_log_group){
%cloudwatch_log_group {
# Scenario 2
KmsKeyId exists
# Scenario 3 and 4
check_is_string_and_not_empty(KmsKeyId) or
check_local_references(%INPUT_DOCUMENT, KmsKeyId, "AWS::KMS::Key")

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_is_string_and_not_empty(value) {
%value {
this is_string

this != /\A\s*\z/

rule check_local_references(doc, reference_properties, referenced_resource_type) {
%sreference_properties {
"Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
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<<Local Stack reference was invalid>>

rule query_for_resource(doc, resource_key, resource_type) {
let referenced_resource = %doc.Resources[ keys == %resource_key ]
%sreferenced_resource not empty
%sreferenced_resource {
Type == %resource_type

CT.CLOUDWATCH.PR.3 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
KMSKey:
Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Version: 2012-10-17
Id: example-cloudwatch-logs-key-policy
Statement:
- Sid: Enable IAM User Permissions
Effect: Allow
Principal:
AWS :
Fn::Sub: arn:${AwWS::Partition}:iam::${AWS: :AccountId}:root
Action: kms:*
Resource: "*"
- Sid: Enable Logs
Effect: Allow
Principal:
Service:
Fn::Sub: logs.${AWS::Region}.amazonaws.com
Action:
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- kms:Encrypt*
- kms:Decrypt*
- kms:ReEncrypt*
- kms:GenerateDataKey*
- kms:Describe
Resource: "*"
Condition:
ArnEquals:
kms:EncryptionContext:aws:logs:azrn:
Fn::Sub: arn:${AWS::Partition}:logs:${AWS: :Region}:${AWS: :AccountId}:*
LogGroup:
Type: AWS::Logs::LogGroup
Properties:
KmsKeyId:
Fn::GetAtt:
- KMSKey
- Arn

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
LogGroup:
Type: AWS::Logs::LogGroup
Properties: {}

[CT.CLOUDWATCH.PR.4] Require an Amazon CloudWatch alarm to have actions
activated

This control checks whether an Amazon CloudWatch alarm has actions enabled.

Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :CloudWatch: :Alarm
AWS CloudFormation guard rule: CT.CLOUDWATCH.PR.4 rule specification
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Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CLOUDWATCH.PR.4 rule specification

» For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.CLOUDWATCH.PR.4 example templates

Explanation

Alarm actions automatically alert you when a monitored metric is outside the defined threshold.
If the alarm action is deactivated, no actions are executed when the alarm changes state, so you
won't be alerted to changes in monitored metrics. AWS Control Tower recommends activating
CloudWatch alarm actions to help you respond quickly to security and operational issues.

Remediation for rule failure

Set ActionsEnabled to true or do not provide the ActionsEnabled property.
The examples that follow show how to implement this remediation.

Amazon CloudWatch Alarm - Example

An Amazon CloudWatch alarm configured with alarm actions enabled. The example is shown in
JSON and in YAML.

JSON example

"Alarm": {
"Type": "AWS::CloudWatch::Alarm",
"Properties": {
"AlarmActions": [

{
"Ref": "Topic"

1,

"ComparisonOperator": "GreaterThanOrEqualToThreshold",
"EvaluationPeriods": 1,

"Period": 300,

"Threshold": 1.0,

"Namespace": "AWS/Lambda",
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"MetricName": "Errors",
"TreatMissingData": "missing",
"Statistic": "Sum",

"DatapointsToAlarm": 1,
"ActionsEnabled": true

}
}
}
YAML example
Alarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmActions:
- IRef 'Topic'

ComparisonOperator: GreaterThanOrEqualToThreshold

EvaluationPeriods: 1
Period: 300

Threshold: 1.0

Namespace: AWS/Lambda
MetricName: Errors
TreatMissingData: missing
Statistic: Sum
DatapointsToAlarm: 1
ActionsEnabled: true

CT.CLOUDWATCH.PR.4 rule specification

H HHHHBHHH R HHH SRR HHH B RBHS SRR HF SR HHY

#it Rule Specification #it
HUHHHHBHHH B R HHSHBRHHH B RBHS SRR HFH R HHY

#

# Rule Identifier:

# cloudwatch_alarm_action_enabled_check
#

# Description:

# This control checks whether an Amazon CloudWatch alarm has actions enabled.
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#

# Reports on:

# AWS: :CloudWatch: :Alarm

#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any CloudWatch alarm resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CloudWatch alarm resource

# And: 'ActionsEnabled' has been provided and set to a value other than
bool(true)

# Then: FAIL

# Scenario: 3

# Given:
document
# And:
# And:
# Then:
# Scenario:
# Given:
Document
# And:
# And:
# Then:
#

# Constants
#

The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CloudWatch alarm resource
'ActionsEnabled' has not been provided
PASS
4
The input document is an AWS CloudFormation or AWS CloudFormation Hook

The input document contains a CloudWatch alarm resource
'ActionsEnabled' has been provided with a value of bool(true)
PASS

let CLOUDWATCH_ALARM_TYPE = "AWS::CloudWatch::Alarm"

let INPUT_DOCUMENT =

#

# Assignments

this
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#
let cloudwatch_alarms = Resources.*[ Type == %SCLOUDWATCH_ALARM_TYPE ]

#
# Primary Rules
#
rule cloudwatch_alarm_action_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%cloudwatch_alarms not empty {
check(%cloudwatch_alarms.Properties)
<<
[CT.CLOUDWATCH.PR.4]: Require an Amazon CloudWatch alarm to have actions
activated
[FIX]: Set 'ActionsEnabled' to 'true' or do not provide the 'ActionsEnabled'
property.

>>

rule cloudwatch_alarm_action_enabled_check when is_cfn_hook(%INPUT_DOCUMENT,
%CLOUDWATCH_ALARM_TYPE) {
check (SINPUT_DOCUMENT.%CLOUDWATCH_ALARM_TYPE.resourceProperties)

<<

[CT.CLOUDWATCH.PR.4]: Require an Amazon CloudWatch alarm to have actions
activated

[FIX]: Set 'ActionsEnabled' to 'true' or do not provide the 'ActionsEnabled'
property.

>>

#

# Parameterized Rules

#

rule check(cloudwatch_alarm){

%cloudwatch_alarm {

# Scenario 3
ActionsEnabled not exists or
# Scenarios 2 and 4

ActionsEnabled == true
}
}
#
# Utility Rules
#

rule is_cfn_template(doc) {
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%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CLOUDWATCH.PR.4 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
Topic:
Type: AWS::SNS::Topic
Properties: {3}
Alarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmActions:
- Ref: Topic

ComparisonOperator: GreaterThanOrEqualToThreshold

EvaluationPeriods: 1
Period: 300

Threshold: 1.0

Namespace: AWS/Lambda
MetricName: Errors
TreatMissingData: missing
Statistic: Sum
DatapointsToAlarm: 1
ActionsEnabled: true
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FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
Topic:
Type: AWS::SNS::Topic
Properties: {}
Alarm:
Type: AWS::CloudWatch::Alarm
Properties:

AlarmActions:

- Ref: Topic
ComparisonOperator: GreaterThanOrEqualToThreshold
EvaluationPeriods: 1
Period: 300

Threshold: 1.0

Namespace: AWS/Lambda
MetricName: Errors
TreatMissingData: missing
Statistic: Sum
DatapointsToAlarm: 1
ActionsEnabled: false

AWS CodeBuild controls

Topics

[CT.CODEBUILD.PR.1] Require OAuth on GitHub or Bitbucket source repository URLs for AWS

CodeBuild projects

[CT.CODEBUILD.PR.2] Require any AWS CodeBuild project environment variable to encrypt

credentials in environment variables

[CT.CODEBUILD.PR.3] Require any AWS CodeBuild project environment to have logging

configured
[CT.CODEBUILD.PR.5] Require encryption on all AWS CodeBuild project artifacts

[CT.CODEBUILD.PR.6] Require encryption on all Amazon S3 logs for AWS CodeBuild projects
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[CT.CODEBUILD.PR.1] Require OAuth on GitHub or Bitbucket source repository
URLs for AWS CodeBuild projects

This control checks whether the GitHub or Bitbucket source repository URL contains either personal
access tokens or a user name and password.

Control objective: Use strong authentication

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: : CodeBuild: :Project
AWS CloudFormation guard rule: CT.CODEBUILD.PR.1 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.1T example templates

Explanation

Authentication credentials should never be stored or transmitted in clear text or appear in the
repository URL. Instead of personal access tokens or username and password, you should use
OAuth to grant authorization for accessing GitHub or Bitbucket repositories. Using personal access
tokens or a username and password could expose your credentials to unintended data exposure
and unauthorized access.

(@) Usage considerations

» This control applies only to AWS CodeBuild projects with a primary or secondary source
type of GitHub or Bitbucket.

Remediation for rule failure

Remove any embedded credentials from repository URLs in AWS CodeBuild project source
configurations. Instead, connect your CodeBuild projects to GitHub or Bitbucket repositories
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by configuring GitHub Access Token orBitbucket App Password credentials in the AWS

Management Console or AWS CLI.
The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example One

AWS CodeBuild project configured with a GitHub primary source location that does not contain a

personal access token. The example is shown in JSON and in YAML.

JSON example

{
"CodeBuildProject": {
"Type": "AWS::CodeBuild::Project",
"Properties": {
"Artifacts": {
"Type": "NO_ARTIFACTS"
},
"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER"
b
"ServiceRole": {
"Fn::GetAtt": [
"CodeBuildServiceRole",
"Arn"
]
b
"Source": {
"BuildSpec": "version: @.2\nphases:\n install:\n commands :\n
- npm install\n build:\n commands :\n - npm test\nartifacts:\n files:\n
I NG,
"Type": "GITHUB",
"Location": "https://github.com/username/repo.git"
}
}
}
}
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YAML example

CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'
Source:
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
- '**/*'
Type: GITHUB
Location: https://github.com/username/repo.git

The examples that follow show how to implement this remediation.
AWS CodeBuild Project - Example Two

AWS CodeBuild project configured with primary and secondary source locations that do not
contain credentials or personal access tokens. The example is shown in JSON and in YAML.

JSON example

"CodeBuildProject": {
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"Type": "AWS::CodeBuild::Project",
"Properties": {
"Artifacts": {
"Type": "NO_ARTIFACTS"
},
"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER"
I
"ServiceRole": {
"Fn::GetAtt": [
"CodeBuildServiceRole",

"Azn"
]
I
"Source": {
"BuildSpec": "version: 0.2\nphases:\n install:\n commands :\n
- npm install\n build:\n commands :\n - npm test\nartifacts:\n files:\n
N
"Type": "BITBUCKET",
"Location": "https://bitbucket.org/user/repo.git"
},
"SecondarySources": [
{
"Type": "GITHUB",
"Location": "https://github.com/username/repo.git",
"Sourceldentifier": "GitHubSource"
}
]
}
}
}
YAML example
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:

Type: NO_ARTIFACTS
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Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'
Source:
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
_ l**/*l
Type: BITBUCKET
Location: https://bitbucket.org/user/repo.git
SecondarySources:
- Type: GITHUB
Location: https://github.com/username/repo.git
Sourceldentifier: GitHubSource

CT.CODEBUILD.PR.1 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# codebuild_project_source_repo_url_check

#

# Description:

# This control checks whether the GitHub or Bitbucket source repository URL contains
either personal access tokens or a username and password.

#

# Reports on:

#  AWS::CodeBuild::Project
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Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH HF O OB OB O OB OH R

# And: The input document does not contain any CodeBuild project resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Source' configuration is not of 'Type' 'GITHUB' or 'BITBUCKET'

# And: 'SecondarySources' configuration is not provided or is provided and does

not have any item of 'Type'
'GITHUB' or 'BITBUCKET'
Then: SKIP
Scenario: 3
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

# And: The input document contains a CodeBuild project resource
# And: 'Source' configuration is of 'Type' 'GITHUB' or 'BITBUCKET'
# And: 'Source' configuration has a 'Location' that contains credentials

(username and password for BitBucket

# and Access Token for GitHub)

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'SecondarySources' configuration is provided

# And: 'SecondarySources' configuration has one or more items of 'Type' 'GITHUB'
or 'BITBUCKET'

# And: 'SecondarySources' configuration has one or more items with 'Location'
that contains credentials

# (username and password for BitBucket and Access Token for GitHub)

# Then: FAIL

# Scenario: 5
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# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Source' configuration is of 'Type' 'GITHUB' or 'BITBUCKET'

# And: 'Source' configuration has a 'Location' that does not contain credentials
(username and password for

# BitBucket and Access Token for GitHub)

# And: 'SecondarySources' configuration is not provided or is provided and does

not have any item of 'Type'

# 'GITHUB' or 'BITBUCKET'

# Then: PASS

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Source' configuration is of 'Type' 'GITHUB' or 'BITBUCKET'

# And: 'Source' configuration has a 'Location' that does not contain credentials
(username and password for

# BitBucket and Access Token for GitHub)

# And: 'SecondarySources' configuration is provided

# And: 'SecondarySources' configuration has one or more items of 'Type' 'GITHUB'
or 'BITBUCKET'

# And: 'SecondarySources' configuration has one or more items with 'Location'
that does not contain credentials

# (username and password for BitBucket and Access Token for GitHub)

# Then: PASS

#

# Constants

#

let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"

let INPUT_DOCUMENT = this

let GITHUB_COMPLIANT_URL_PATTERN = /A(http(s)?)(:\/\/github\.com\/)([*"\/I1+)\/([\w\.-]+)
(\.git)?$/

let BITBUCKET_COMPLIANT_URL_PATTERN = /~https?:\/\/bitbucket\.org/

#

# Assignments

#

let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
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rule codebuild_project_source_repo_url_check when is_cfn_template(%INPUT_DOCUMENT)
%codebuild_project not empty {
check(%codebuild_project.Properties)
<<
[CT.CODEBUILD.PR.1]: Require OAuth on GitHub or Bitbucket source repository
URLs for AWS CodeBuild projects
[FIX]: Remove any embedded credentials from repository URLs in AWS
CodeBuild project source configurations. Instead, connect your CodeBuild projects
to 'GitHub' or 'Bitbucket' repositories by configuring 'GitHub Access Token' or
'Bitbucket App Password' credentials in the AWS Management Console or AWS CLI.

>>

rule codebuild_project_source_repo_url_check when is_cfn_hook(S%INPUT_DOCUMENT,
%CODEBUILD_PROJECT_TYPE) {
check (SINPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties)

<<

[CT.CODEBUILD.PR.1]: Require OAuth on GitHub or Bitbucket source repository
URLs for AWS CodeBuild projects

[FIX]: Remove any embedded credentials from repository URLs in AWS

CodeBuild project source configurations. Instead, connect your CodeBuild projects
to 'GitHub' or 'Bitbucket' repositories by configuring 'GitHub Access Token' or
'Bitbucket App Password' credentials in the AWS Management Console or AWS CLI.

>>
}
#
# Parameterized Rules
#

rule check(codebuild_project) {
%codebuild_project[
filter_github_or_bitbucket_source_configuration(this) or
filter_github_or_bitbucket_secondary_sources_configuration(this)

1{
# Scenario 3, 5 and 6
check_source(Source)
# Scenario 4 and 6
check_secondary_sources(this)
}

rule filter_github_or_bitbucket_source_configuration(codebuild_project) {
%codebuild_project {
Source exists
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Source is_struct

Source {
Type == "GITHUB" or
Type == "BITBUCKET"
}

rule filter_github_or_bitbucket_secondary_sources_configuration(codebuild_project) {
%codebuild_project {
SecondarySources exists
SecondarySources is_list
SecondarySources not empty

some SecondarySources[*] {
Type == "GITHUB" or
Type == "BITBUCKET"

rule check_source(codebuild_source) {
%codebuild_source [

Type == "GITHUB"
1{

Location exists

Location == %GITHUB_COMPLIANT_URL_PATTERN
}
%codebuild_source [

Type == "BITBUCKET"
1{

Location exists

Location == %BITBUCKET_COMPLIANT_URL_PATTERN
}

rule check_secondary_sources(codebuild_project) {
%scodebuild_project [
# Scenario 2
SecondarySources exists
SecondarySources is_list
SecondarySources not empty

1{

# Scenario 4 and 6
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SecondarySources[*] {
check_source(this)

}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CODEBUILD.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
Action: sts:AssumeRole
CodeBuildProject:
Type: AWS::CodeBuild::Project
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Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
'**/*'
Type: GITHUB
Location: https://github.com/username/repo.git

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
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Action: sts:AssumeRole
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
'**/*'
Type: BITBUCKET
Location: https://username:passwordebitbucket.org/user/repo.git

[CT.CODEBUILD.PR.2] Require any AWS CodeBuild project environment variable
to encrypt credentials in environment variables

This control checks whether AWS CodeBuild projects contain environment variables
AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY stored as PLAINTEXT.

« Control objective: Use strong authentication

« Implementation: AWS CloudFormation Guard Rule

« Control behavior: Proactive
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» Resource types: AWS: :CodeBuild: :Project
« AWS CloudFormation guard rule: CT.CODEBUILD.PR.2 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.2 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.2 example templates

Explanation

Authentication credentials AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY should never be
stored in clear text, as this could lead to unintended data exposure and unauthorized access.

(@ Usage considerations

 This control only applies to AWS CodeBuild projects configured with
AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY environment variables

Remediation for rule failure

Use PARAMETER_STORE or SECRETS_MANAGER to store values for environment variables named
AWS_ACCESS_KEY_ID or AWS_SECRET_ACCESS_KEY.

The examples that follow show how to implement this remediation.
AWS CodeBuild Project - Example

AWS CodeBuild project configured to use credentials stored in AWS Secrets Manager. The example
is shown in JSON and in YAML.

JSON example

"CodeBuildProject": {
"Type": "AWS::CodeBuild::Project",
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"Properties": {

"Artifacts": {
"Type": "NO_ARTIFACTS"

.

"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER",
"EnvironmentVariables": [

{
"Name": "AWS_ACCESS_KEY_ID",
"Type": "SECRETS_MANAGER",
"Value": "sample_secret:access_key_id"
I
{
"Name": "AWS_SECRET_ACCESS_KEY",
"Type": "SECRETS_MANAGER",
"Value": "sample_secret:secret_access_key"
}

},
"ServiceRole": {
"Fn::GetAtt": [
"CodeBuildServiceRole",
"Arn"

}I

"Source": {
"Type": "NO_SOURCE",

"BuildSpec": "version: 0.2\nphases:\n install:\n commands :\n
- npm install\n build:\n commands :\n - npm test\nartifacts:\n files:\n -
l**/*l\nn
}
}
}
}
YAML example
CodeBuildProject:

Type: AWS::CodeBuild::Project
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Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
EnvironmentVariables:
- Name: AWS_ACCESS_KEY_ID
Type: SECRETS_MANAGER
Value: sample_secret:access_key_id
- Name: AWS_SECRET_ACCESS_KEY
Type: SECRETS_MANAGER
Value: sample_secret:secret_access_key
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:

- '**/*'

CT.CODEBUILD.PR.2 rule specification

# OHEHHBHHAHEHHAH AR HEH B HBEH B H RS HAHHSH

## Rule Specification ##
HEHHHHHHRHRH R AR RS RS RS RS RS RS RS R H RS RS
#

# Rule Identifier:

# codebuild_project_envvar_awscred_check
#

# Description:
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# This control checks whether AWS CodeBuild projects contain environment variables
'AWS_ACCESS_KEY_ID' and 'AWS_SECRET_ACCESS_KEY' stored as 'PLAINTEXT'.

Reports on:
AWS: :CodeBuild: :Project

Evaluates:
AWS CloudFormation, AWS CloudFormation Hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OHF OH OH OH O OH OH O B OH O

And: The input document does not contain any CodeBuild project resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

# And: The input document contains a CodeBuild project resource

# And: 'Environment' configuration does not contains 'EnvironmentVariables'

# Then: SKIP

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Environment' configuration contains 'EnvironmentVariables'

# And: 'EnvironmentVariables' contain variables named 'AWS_ACCESS_KEY_ID' or
'AWS_SECRET_ACCESS_KEY'

# And: 'Type' is not provided for 'AWS_ACCESS_KEY_ID' and 'AWS_SECRET_ACCESS_KEY'

environment variables or is
provided as an empty string.
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H O H H H®

# And: The input document contains a CodeBuild project resource

# And: 'Environment' configuration contains 'EnvironmentVariables'

# And: 'EnvironmentVariables' contain variables named 'AWS_ACCESS_KEY_ID' or
'AWS_SECRET_ACCESS_KEY'

# And: 'Type' is set to 'PLAINTEXT' for 'AWS_ACCESS_KEY_ID' or

'AWS_SECRET_ACCESS_KEY' environment variables
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# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Environment' configuration contains 'EnvironmentVariables'

# And: 'EnvironmentVariables' does not contain variables named
'AWS_ACCESS_KEY_ID' or 'AWS_SECRET_ACCESS_KEY'

# Then: PASS

# Scenario: 6

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Environment' configuration contains 'EnvironmentVariables'

# And: 'EnvironmentVariables' contain variables named 'AWS_ACCESS_KEY_ID' or
'AWS_SECRET_ACCESS_KEY'

# And: 'Type' is provided as a non-empty string and not set to 'PLAINTEXT' for
'AWS_ACCESS_KEY_ID' or

# 'AWS_SECRET_ACCESS_KEY' environment variables

# Then: PASS

#

# Constants

#

let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let AWS_CREDENTIAL_ENV_VAR_NAMES = [ "AWS_ACCESS_KEY_ID", "AWS_SECRET_ACCESS_KEY" ]
let INPUT_DOCUMENT = this

#

# Assignments

#

let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_envvar_awscred_check when is_cfn_template(%INPUT_DOCUMENT)
%codebuild_project not empty {
check(%codebuild_project.Properties)
<<
[CT.CODEBUILD.PR.2]: Require any AWS CodeBuild project environment variable to
encrypt credentials in environment variables
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[FIX]: Use 'PARAMETER_STORE' or 'SECRETS_MANAGER' to store values for
environment variables named 'AWS_ACCESS_KEY_ID' or 'AWS_SECRET_ACCESS_KEY'.

>>

rule codebuild_project_envvar_awscred_check when is_cfn_hook(%INPUT_DOCUMENT,
%CODEBUILD_PROJECT_TYPE) {
check (SINPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties)

<<

[CT.CODEBUILD.PR.2]: Require any AWS CodeBuild project environment variable to
encrypt credentials in environment variables

[FIX]: Use 'PARAMETER_STORE' or 'SECRETS_MANAGER' to store values for

environment variables named 'AWS_ACCESS_KEY_ID' or 'AWS_SECRET_ACCESS_KEY'.

>>
}
#
# Parameterized Rules
#

rule check(codebuild_project) {
%codebuild_project [
# Scenario 2
filter_codebuild_projects_with_environment_variables(this)
1{
Environment exists
Environment is_struct
Environment {
EnvironmentVariables exists
EnvironmentVariables is_list
EnvironmentVariables not empty
EnvironmentVariables [
# Scenario 3, 4 and 6
Name in %AWS_CREDENTIAL_ENV_VAR_NAMES
1{
# Scenario 3
Type exists
check_is_string_and_not_empty(Type)
# Scenario 4 and 6
Type != "PLAINTEXT"
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rule filter_codebuild_projects_with_environment_variables(codebuild_project) {
%codebuild_project {
Environment exists
Environment is_struct

Environment {
# Scenario 2
EnvironmentVariables exists
EnvironmentVariables is_list
EnvironmentVariables not empty

}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_is_string_and_not_empty(value) {
%value {
this is_string

this != /\A\s*\z/

CT.CODEBUILD.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
Action: sts:AssumeRole
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
EnvironmentVariables:
- Name: AWS_ACCESS_KEY_ID
Type: SECRETS_MANAGER
Value: example_secret:access_key_id
- Name: AWS_SECRET_ACCESS_KEY
Type: SECRETS_MANAGER
Value: example_secret:secret_access_key
- Name: some_other_variable
Type: PLAINTEXT
Value: example
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
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build:
commands:
- npm test
artifacts:
files:

'**/*'

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
Action: sts:AssumeRole
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
EnvironmentVariables:
- Name: AWS_ACCESS_KEY_ID
Type: PLAINTEXT
Value: EXAMPLE_ACCESS_KEY_ID
- Name: AWS_SECRET_ACCESS_KEY
Type: PLAINTEXT
Value: EXAMPLE_SECRET_ACCESS_KEY
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
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- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:

- '**/*'

[CT.CODEBUILD.PR.3] Require any AWS CodeBuild project environment to have
logging configured

This control checks whether AWS CodeBuild projects environment has at least one logging option
enabled.

Control objective: Establish logging and monitoring

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: : CodeBuild: :Project
AWS CloudFormation guard rule: CT.CODEBUILD.PR.3 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.3 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.3 example templates

Explanation
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From a security perspective, logging is an important feature to enable, to assist future forensics
efforts in case of a security incident. Correlating anomalies in CodeBuild projects with threat
detections can increase confidence in the accuracy of those threat detections.

Remediation for rule failure
Set LogsConfig with a CloudWatchLogs or S3Logs configuration.
The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example One

AWS CodeBuild project configured to enable logging, by means of Amazon CloudWatch Logs. The

example is shown in JSON and in YAML.

JSON example

{
"CodeBuildProject": {
"Type": "AWS::CodeBuild::Project",
"Properties": {

"Artifacts": {
"Type": "NO_ARTIFACTS"

.

"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER"

},

"ServiceRole": {
"Fn::GetAtt": [

"CodeBuildServiceRole",
"Arn"

]

},

"Source": {
"Type": "NO_SOURCE",
"BuildSpec": "version: 0.2\nphases:\n install:\n

npm install\n build:\n commands :\n - npm test\n"

I
"LogsConfig": {
"CloudwWatchLogs": {
"Status": "ENABLED"

commands:\n
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}
}
}
}
}
YAML example
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'
Source:
Type: NO_SOURCE
BuildSpec: "version: @.2\nphases:\n install:\n commands :\n - npm install
\n\
\ build:\n commands :\n - npm test\n"
LogsConfig:
CloudWatchLogs:

Status: ENABLED

The examples that follow show how to implement this remediation.
AWS CodeBuild Project - Example Two

AWS CodeBuild project configured to enable logging, by means of Amazon S3. The example is
shown in JSON and in YAML.

JSON example

"CodeBuildProject": {
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"Type": "AWS::CodeBuild::Project",
"Properties": {
"Artifacts": {
"Type": "NO_ARTIFACTS"
},
"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER"
I
"ServiceRole": {
"Fn::GetAtt": [
"CodeBuildServiceRole",
"Arn"

iy

"Source": {
"Type": "NO_SOURCE",
"BuildSpec": "version: 0.2\nphases:\n install:\n

npm install\n build:\n commands :\n - npm test\n"
},
"LogsConfig": {
"S3Logs": {

"Status": "ENABLED",
"Location": {
"Fn::Join": [
"/
[

"Ref": "S3Bucket"

1,
"path/to/directory"

YAML example

commands :\n
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CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'

Source:
Type: NO_SOURCE
BuildSpec: "version: 0.2\nphases:\n install:\n commands :\n
\n\
\ build:\n commands :\n - npm test\n"
LogsConfig:
S3Logs:

Status: ENABLED
Location: !Join
-/
- - IRef 'S3Bucket'
- path/to/directory

CT.CODEBUILD.PR.3 rule specification

# HEHHBHHAHEHHAH AR HBH AR HEHHAH AR HRH RS H

#it Rule Specification #it
HHAHHAHH SRR HH SRR SRR HHHHH SR H R H R HHHH
#

# Rule Identifier:

# codebuild_project_logging_enabled_check
#

# Description:

- npm install

#  This control checks whether AWS CodeBuild projects environment has at least one

logging option enabled.
#
# Reports on:
#  AWS::CodeBuild: :Project
#
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# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any CodeBuild project resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'LogsConfig' is not provided on the CodeBuild project resource

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'LogsConfig' is provided on the CodeBuild project resource

# And: Neither 'CloudWatchLogs' or 'S3Logs' are present in 'LogsConfig'

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'LogsConfig' is provided on the CodeBuild project resource

# And: 'CloudWatchLogs' is not present in 'LogsConfig'

# And: 'S3Logs' is present in 'LogsConfig' with 'Status' set to 'DISABLED'

# Then: FAIL

# Scenario: 5

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'LogsConfig' is provided on the CodeBuild project resource

# And: 'S3Logs' is not present in 'LogsConfig'

# And: 'CloudWatchLogs' is present in 'LogsConfig' with 'Status' set to
'DISABLED'

# Then: FAIL

# Scenario: 6
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# Given:
document

# And:

# And:

# And:

The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource
'LogsConfig' is provided on the CodeBuild project resource
'CloudWatchLogs' and 'S3Logs' are present in 'LogsConfig' with 'Status'

set to 'DISABLED'

# Then:
# Scenario:
# Given:
document
And:
And:
And:
And:
And:

H OH O O R

FAIL
7
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource

'LogsConfig' is provided on the CodeBuild project resource
'CloudWatchLogs' is not present in 'LogsConfig'

'S3Logs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
'Location' has not been provided in 'S3Logs', or has been provided as an

empty string or

Then:
Scenario:

H OH O

Given:
document

And:

And:

And:

And:

Then:

Scenario:

HOoH O O B B

Given:
document

And:

And:

And:

And:

And:

H OH O O H

invalid local reference
FAIL
8
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource
'LogsConfig' is provided on the CodeBuild project resource
'S3Logs' is not present in 'LogsConfig'
'CloudWatchLogs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
PASS
9
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource

'LogsConfig' is provided on the CodeBuild project resource
'CloudWatchLogs' is not present in 'LogsConfig'

'S3Logs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
'Location' has been provided in 'S3Logs' as a non-empty string or valid

local reference

# Then:
# Scenario:
# Given:
document
# And:
# And:
# And:
# And:

PASS
10
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource

'LogsConfig' is provided on the CodeBuild project resource
'CloudwWatchLogs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
'S3Logs' is present in 'LogsConfig' with 'Status' set to 'ENABLED'
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# And: 'Location' has been provided in 'S3Logs' as a non-empty string or valid
local reference

# Then: PASS

#

# Constants

#

let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let INPUT_DOCUMENT = this

#

# Assignments

#

let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_logging_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%codebuild_project not empty {
check(%codebuild_project.Properties)
<<
[CT.CODEBUILD.PR.3]: Require any AWS CodeBuild project environment to have
logging configured
[FIX]: Set 'LogsConfig' with a 'CloudWatchLogs' or 'S3Logs' configuration.
>>

rule codebuild_project_logging_enabled_check when is_cfn_hook(SINPUT_DOCUMENT,
%CODEBUILD_PROJECT_TYPE) {
check (SINPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties)
<<
[CT.CODEBUILD.PR.3]: Require any AWS CodeBuild project environment to have
logging configured
[FIX]: Set 'LogsConfig' with a 'CloudWatchLogs' or 'S3Logs' configuration.

>>
}
#
# Parameterized Rules
#

rule check(codebuild_project) {
%codebuild_project {
# Scenario 2
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LogsConfig exists
LogsConfig is_struct

LogsConfig {
# Scenario 3
check_cloudwatch_logs(this) or
check_s3_logs(this)

rule check_cloudwatch_logs(codebuild_project) {
%codebuild_project {
# Scenario 4
CloudWatchLogs exists
CloudWatchLogs is_struct

CloudWatchLogs {
# Scenario 5, 6, 8 and 10
Status exists
Status == "ENABLED"

rule check_s3_logs(codebuild_project) {
%codebuild_project {
# Scenario 4
S3Logs exists
S3Logs is_struct

S3Logs {
# Scenario 4, 6, 9 and 10
Status exists
Status == "ENABLED"

# Scenario 7, 9 and 10

Location exists
check_is_string_and_not_empty(Location) or
check_local_references(%INPUT_DOCUMENT, Location, "AWS
check_join_references(%INPUT_DOCUMENT, Location, "AWS:

::S3::Bucket") or
:S3::Bucket")
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rule check_join_references(doc, reference_properties, referenced_resource_type) {
%sreference_properties {
'"Fn::Join' {
this is_list
this not empty
some this[1][*] {
check_local_references(%doc, this, %referenced_resource_type)

}
}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

rule check_is_string_and_not_empty(value) {
%Svalue {
this is_string

this != /\A\s*\z/

rule check_local_references(doc, reference_properties, referenced_resource_type) {
%reference_properties {
'Fn::GetAtt' {
query_for_resource(%doc, this[0@], %referenced_resource_type)
<<Local Stack reference was invalid>>
} or Ref {
query_for_resource(%doc, this, %referenced_resource_type)
<<Local Stack reference was invalid>>
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}

rule query_for_resource(doc, resource_key, referenced_

let referenced_resource = %doc.Resources[ key
%referenced_resource not empty

%referenced_resource {
Typ

[J

%$referenced_resource_type

CT.CODEBUILD.PR.3 example templates

resource_type) {
%resource_key ]

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role

Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
Action:
Path: /
Policies:
- PolicyName: CodeBuildProjectPolicy
PolicyDocument:
'2012-10-17"'
Statement:
- Effect:

Action:

sts:AssumeRole

Version:
Allow

- logs:CreatelLogGroup
- logs:CreatelLogStream
- logs:PutLogEvents

Resource: '*'
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CodeBuildProject:

Type: AWS::CodeBuild::Project

Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:

ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0

Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
LogsConfig:
CloudWatchLogs:
Status: ENABLED

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:

AssumeRolePolicyDocument:

Version: '2012-10-17'

Statement:

- Effect: Allow
Principal:
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Service: codebuild.amazonaws.com
Action: sts:AssumeRole
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
LogsConfig:
S3Logs:
Status: DISABLED
CloudWatchLogs:
Status: DISABLED

[CT.CODEBUILD.PR.5] Require encryption on all AWS CodeBuild project artifacts

This control checks whether AWS CodeBuild projects are configured to encrypt artifacts.

Control objective: Encrypt data at rest

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :CodeBuild: :Project
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« AWS CloudFormation guard rule: CT.CODEBUILD.PR.5 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.CODEBUILD.PR.5 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.5 example templates

Explanation

Encryption of data at rest is a recommended best practice. It adds a layer of access management
around your data. In case of a compromise to your CodeBuild artifacts, encryption at rest ensures
that your data is protected from unintended access.

(@ Usage considerations

« This control applies only to AWS CodeBuild projects configured to return primary or
secondary artifacts as output.

Remediation for rule failure

Set the EncryptionDisabled property in Artifacts and any SecondaryArtifacts to false,
or omit the EncryptionDisabled property.

The examples that follow show how to implement this remediation.
AWS CodeBuild Project - Example One

AWS CodeBuild project configured to return primary artifacts as output with artifact encryption
enabled, by means of AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

"CodeBuildProject": {
"Type": "AWS::CodeBuild::Project",
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"Properties": {
"Environment": {

"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER"

iy

"ServiceRole": {
"Fn::GetAtt": [

"CodeBuildServiceRole",

"AIn"

iy

"Source": {
"Type": "NO_SOURCE",

"BuildSpec": "version: 0.2\nphases:\n
- npm install\n build:\n commands:\n

'**/*'\n"
I
"Artifacts": {
"Type": "S3",
"Location": {
"Ref": "S3Bucket"
}
}
}
}
}
YAML example
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Environment:

ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER

ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'

Source:
Type: NO_SOURCE
BuildSpec: |

install:\n

- npm test\nartifacts:\n files:\n

commands :\n
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version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
_ '**/*'
Artifacts:
Type: S3
Location: !Ref 'S3Bucket'

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example Two

AWS CodeBuild project configured to return primary and secondary artifacts as output with artifact

encryption enabled, by means of the EncryptionDisabled property. The example is shown in

JSON and in YAML.

JSON example

"CodeBuildProject": {
"Type": "AWS::CodeBuild::Project",
"Properties": {
"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER"
},
"ServiceRole": {
"Fn::GetAtt": [
"CodeBuildServiceRole",
"Arn"

}I
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"Source": {
"Type": "NO_SOURCE",
"BuildSpec": "version: @.2\nphases:\n install:\n commands :\n
- npm install\n build:\n commands :\n - npm test\nartifacts:\n files:\n
- '**/%*'\n secondary-artifacts:\n secondaryArtifact:\n files:\n -
'directory/filel'\n"
},
"Artifacts": {
"Type'": "S3",
"EncryptionDisabled": false,
"Location": {
"Ref": "S3Bucket"

.
"SecondaryArtifacts": [
{
"Type'": "S3",
"EncryptionDisabled": false,
"ArtifactIdentifier": "secondaryArtifact",
"Location": {
"Ref": "S3Bucket"

YAML example

CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'

Source:
Type: NO_SOURCE
BuildSpec: |
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version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
_ '**/*'
secondary-artifacts:
secondaryArtifact:
files:
- 'directory/filel’
Artifacts:

Type: S3

EncryptionDisabled: false

Location: !Ref 'S3Bucket'

SecondaryArtifacts:

- Type: S3
EncryptionDisabled: false
ArtifactIdentifier: secondaryArtifact
Location: !Ref 'S3Bucket'

CT.CODEBUILD.PR.5 rule specification

# HHHHHHHH R RS SRR RS R R RS SRR RS R RS

#it Rule Specification #it

HHHHHBHHH SRR RS R HHH SRR HHS R R H B S RHHHY

#

# Rule Identifier:

# codebuild_project_artifact_encryption_check
#

# Description:

# This control checks whether AWS CodeBuild projects are configured to encrypt

artifacts.
#
# Reports on:
#  AWS::CodeBuild::Project
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#

# Evaluates:

# AWS CloudFormation, AWS CloudFormation hook

#

# Rule Parameters:

# None

#

# Scenarios:

# Scenario 1:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any CodeBuild project resources

# Then: SKIP

# Scenario 2:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Artifacts' configuration is provided and is of 'Type' 'NO_ARTIFACTS'
# And: 'SecondaryArtifacts' configuration is not provided or provided with an
empty list

# Then: SKIP

# Scenario 3:

# Given:
document

And:

And:

And:

And:

Then:

Scenario

H OH O OB B O

Given:
document
# And:
# And:
# And:

The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource

'Artifacts' configuration is provided and is of 'Type' 'NO_ARTIFACTS'
'SecondaryArtifacts' configuration is provided as a non-empty list

All 'SecondaryArtifacts' entries have 'Type' set to 'NO_ARTIFACTS'
SKIP

4

The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource
'Artifacts' configuration is provided and is not of 'Type' 'NO_ARTIFACTS'
'"EncryptionDisabled' within 'Artifacts' configuration is provided and set

to bool(true)

# Then:
# Scenario

# Given:
document

# And:

# And:

# And:

FAIL
5:
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a CodeBuild project resource
'SecondaryArtifacts' configuration is provided
There exists one or more items in 'SecondaryArtifacts' which have

'EncryptionDisabled' set to bool(true)
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# Then: FAIL

# Scenario 6:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'Artifacts.EncryptionDisabled' is not provided, or is set to bool(false)

# And: There exists no item in 'SecondaryArtifacts' which has
'EncryptionDisabled' set to bool(true)

# Then: PASS

#

# Constants

#

let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let INPUT_DOCUMENT = this

#

# Assignments

#

let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_artifact_encryption_check when is_cfn_template(SINPUT_DOCUMENT)
%codebuild_project not empty {
check(%codebuild_project.Properties)
<<
[CT.CODEBUILD.PR.5]: Require encryption on all AWS CodeBuild project artifacts
[FIX]: Set the 'EncryptionDisabled' property in 'Artifacts' and any
'SecondaryArtifacts' to 'false', or omit the 'EncryptionDisabled' property.
>>

rule codebuild_project_artifact_encryption_check when is_cfn_hook(%INPUT_DOCUMENT,
%CODEBUILD_PROJECT_TYPE) {
check (SINPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties)
<<
[CT.CODEBUILD.PR.5]: Require encryption on all AWS CodeBuild project artifacts
[FIX]: Set the 'EncryptionDisabled' property in 'Artifacts' and any
'SecondaryArtifacts' to 'false', or omit the 'EncryptionDisabled' property.

>>
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#
# Parameterized Rules
#
rule check(codebuild_project) {
%codebuild_project [
filter_codebuild_projects(this)
1{
Artifacts {
# Scenario 4 and 6
check_artifact(this)
}
# Scenario 5
SecondaryArtifacts not exists or
check_secondary_artifacts(this)

rule check_secondary_artifacts(codebuild_project) {
%codebuild_project {
SecondaryArtifacts is_list
SecondaryArtifacts[*] {
# Scenario 5 and 6
check_artifact(this)

rule check_artifact(artifact) {
Sartifact {
EncryptionDisabled not exists or
EncryptionDisabled == false

rule filter_codebuild_projects(codebuild_project) {
%codebuild_project {
# Scenario 2 and 3
Artifacts exists
Artifacts is_struct
Artifacts {
filter_artifact(this)
} or
filter_secondary_artifacts(this)
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}

rule filter_secondary_artifacts(codebuild_project) {

%codebuild_project {
# Scenario 2
SecondaryArtifacts exists
SecondaryArtifacts is_list
SecondaryArtifacts not empty
SecondaryArtifacts[*] {
# Scenario 3
filter_artifact(this)

rule filter_artifact(artifact) {
%artifact {
Type exists

Type != "NO_ARTIFACTS"

}

}

#

# Utility Rules

#

rule is_cfn_template(doc) {
%doc {

AWSTemplateFormatVersion exists or
Resources exists

}

}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CODEBUILD.PR.5 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive

controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources:

CodeBuildServiceRole:
Type: AWS::IAM::Role

Properties:

AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:

- Effect: Allow
Principal:

Service: codebuild.amazonaws.com

Action:
Path: /
Policies:

- PolicyName

sts:AssumeRole

: CodeBuildProjectPolicy

PolicyDocument:

Version:

'2012-10-17"

Statement:

- Effect:

Allow

Action:

- logs
- logs
- logs

:CreatelLogGroup
:CreatelLogStream
:PutLogEvents

Resource: '*'

- Effect: Allow
Action:
- s3:PutObject
- s3:GetBucketAcl
- s3:GetBucketLocation
Resource:
- Fn::GetAtt:
- S3Bucket
- Arn
- Fn::Join:
- - Fn::GetAtt:
- S3Bucket
- Arn
- n/xn
S3Bucket:
Type: AWS::S3::Bucket
Properties: {3}
CodeBuildProject:
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Type: AWS::CodeBuild::Project

Properties:
Environment:

ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0

Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
'**/*'
Artifacts:
Type: S3
Location:
Ref: S3Bucket

FAIL Example - Use this template to verify that the control prevents non-compliant resource

creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:

AssumeRolePolicyDocument:

Version: '2012-10-17'
Statement:
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- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
Action: sts:AssumeRole

Path: /
Policies:
- PolicyName: CodeBuildProjectPolicy
PolicyDocument:

Version: '2012-10-17'

Statement:

- Effect: Allow

Action:

- logs:CreatelLogGroup
- logs:CreatelLogStream
- logs:PutLogEvents
Resource: '*'
- Effect: Allow
Action:
- s3:PutObject
- s3:GetBucketAcl
- s3:GetBucketLocation
Resource:
- Fn::GetAtt:
- S3Bucket
- Arn
- Fn::Join:
- - Fn::GetAtt:
- S3Bucket
- Arn
o Wl
S3Bucket:
Type: AWS::S3::Bucket
Properties: {3}
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
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- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
_ '**/*'
Artifacts:
Type: S3

EncryptionDisabled: true

Location:
Ref: S3Bucket

[CT.CODEBUILD.PR.6] Require encryption on all Amazon S3 logs for AWS

CodeBuild projects

This control checks whether AWS CodeBuild projects configured with Amazon S3 logs have

encryption enabled.

Control behavior: Proactive

Details and examples

Control objective: Encrypt data at rest

Implementation: AWS CloudFormation Guard Rule

Resource types: AWS: : CodeBuild: :Project
AWS CloudFormation guard rule: CT.CODEBUILD.PR.6 rule specification

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:

CT.CODEBUILD.PR.6 rule specification
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» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.CODEBUILD.PR.6 example templates

Explanation

Encryption of data at rest is a recommended best practice. It adds a layer of access management
around your data. In case of a compromise to your CodeBuild artifacts, encryption at rest ensures
that your data is protected from unintended access.

(@ Usage considerations

« This control applies only to AWS CodeBuild projects with log delivery to Amazon S3
enabled.

Remediation for rule failure

Set EncryptionDisabled in S3Logs to false, or do not specify the EncryptionDisabled
property.

The examples that follow show how to implement this remediation.
AWS CodeBuild Project - Example One

AWS CodeBuild project configured to encrypt logs delivered to an Amazon S3 logging destination,
by means of AWS CloudFormation defaults. The example is shown in JSON and in YAML.

JSON example

"CodeBuildProject": {
"Type": "AWS::CodeBuild::Project",
"Properties": {
"Artifacts": {
"Type": "NO_ARTIFACTS"
.
"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
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"Type": "LINUX_CONTAINER"
iy

"ServiceRole": {
"Fn::GetAtt": [
"CodeBuildServiceRole",
"Azn"

iy

"Source": {
"Type": "NO_SOURCE",

"BuildSpec": "version: @.2\nphases:\n install:\n commands :\n
- npm install\n build:\n commands:\n - npm test\nartifacts:\n files:\n -
1 **/* '\n"
I
"LogsConfig": {
"S3Logs": {
"Status": "ENABLED",
"Location": {
"Ref": "S3Bucket"
}
}
}
}
}
}
YAML example
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:

ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'

Source:
Type: NO_SOURCE
BuildSpec: |
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version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
_ '**/*'
LogsConfig:
S3Logs:
Status: ENABLED
Location: !Ref 'S3Bucket'

The examples that follow show how to implement this remediation.

AWS CodeBuild Project - Example Two

AWS CodeBuild project configured to encrypt logs delivered to an Amazon S3 logging destination,

by means of the EncryptionDisabled property. The example is shown in JSON and in YAML.

JSON example

"CodeBuildProject": {
"Type": "AWS::CodeBuild::Project",
"Properties": {
"Artifacts": {
"Type": "NO_ARTIFACTS"
},
"Environment": {
"ComputeType": "BUILD_GENERAL1_SMALL",
"Image": "aws/codebuild/standard:4.0",
"Type": "LINUX_CONTAINER"
.
"ServiceRole": {
"Fn::GetAtt": [
"CodeBuildServiceRole",
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IlArnll

iy
"Source": {
"Type": "NO_SOURCE",

"BuildSpec": "version: 0.2\nphases:\n install:\n commands :\n
- npm install\n build:\n commands :\n - npm test\nartifacts:\n files:\n -
1 **/* '\n"
},
"LogsConfig": {
"S3Logs": {
"Status": "ENABLED",
"Location": {
"Ref": "S3Bucket"
},
"EncryptionDisabled": false
}
}
}
}
}
YAML example
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:

ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole: !GetAtt 'CodeBuildServiceRole.Arn'
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
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- npm install
build:
commands:
- npm test
artifacts:
files:
_ '**/*'
LogsConfig:
S3Logs:
Status: ENABLED
Location: !Ref 'S3Bucket'
EncryptionDisabled: false

CT.CODEBUILD.PR.6 rule specification

# HERHBHHAHBHHRHRRHBH AR HEHHRHRRRAHHRH

#it Rule Specification #it
EEE R EEEEFEFFFE T EFEFEF I E
#

# Rule Identifier:

# codebuild_project_s3_logs_encrypted_check

#

# Description:

# This control checks whether AWS CodeBuild projects configured with Amazon S3 logs
have encryption enabled.

Reports on:
AWS: :CodeBuild: :Project

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario 1:
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
# And: The input document does not contain any CodeBuild project resources

HOoH OF O OH OH O O OH O O OB R
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# Then: SKIP

# Scenario 2:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'S3Logs' in 'LogsConfig' configuration is not provided

# Then: SKIP

# Scenario 3:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document

# And: The input document contains a CodeBuild project resource

# And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set
to 'DISABLED'

# Then: SKIP

# Scenario 4:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set
to 'ENABLED'

# And: 'EncryptionDisabled' within 'S3Logs' is provided and set to bool(true)

# Then: FAIL

# Scenario 5:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document
# And: The input document contains a CodeBuild project resource

And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set
to 'ENABLED'

+*

# And: 'EncryptionDisabled' within 'S3Logs' is not provided

# Then: PASS

# Scenario 6:

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a CodeBuild project resource

# And: 'S3Logs' in 'LogsConfig' configuration is provided and its 'Status' is set
to 'ENABLED'

# And: 'EncryptionDisabled' within 'S3Logs' is provided and set to bool(false)

# Then: PASS

#

# Constants

#

let CODEBUILD_PROJECT_TYPE = "AWS::CodeBuild::Project"
let INPUT_DOCUMENT = this
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#

# Assignments

#

let codebuild_project = Resources.*[ Type == %CODEBUILD_PROJECT_TYPE ]

#
# Primary Rules
#
rule codebuild_project_s3_logs_encrypted_check when is_cfn_template(%INPUT_DOCUMENT)
%codebuild_project not empty {
check(%codebuild_project.Properties)
<<
[CT.CODEBUILD.PR.6]: Require encryption on all Amazon S3 logs for AWS CodeBuild
projects
[FIX]: Set 'EncryptionDisabled' in 'S3Logs' to 'false', or do not specify
the 'EncryptionDisabled' property.
>>

rule codebuild_project_s3_logs_encrypted_check when is_cfn_hook (%SINPUT_DOCUMENT,
%CODEBUILD_PROJECT_TYPE) {
check (SINPUT_DOCUMENT.%CODEBUILD_PROJECT_TYPE.resourceProperties)
<<
[CT.CODEBUILD.PR.6]: Require encryption on all Amazon S3 logs for AWS CodeBuild
projects
[FIX]: Set 'EncryptionDisabled' in 'S3Logs' to 'false', or do not specify
the 'EncryptionDisabled' property.

>>
}
#
# Parameterized Rules
#

rule check(codebuild_project) {
%scodebuild_project [
# Scenario 2 and 3
filter_codebuild_projects(this)
1{
LogsConfig {
S3Logs {
# Scenario 5
EncryptionDisabled not exists or
# Scenario 4 and 6
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EncryptionDisabled == false

rule filter_codebuild_projects(codebuild_project) {
%codebuild_project {
LogsConfig exists
LogsConfig is_struct
LogsConfig {
# Scenario 2 and 3
S3Logs exists
S3Logs is_struct
S3Logs {
Status exists
# Scenario 3 and 4

Status == "ENABLED"
}
}
}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.CODEBUILD.PR.6 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.
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PASS Example - Use this template to verify a compliant resource creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
Action: sts:AssumeRole

Path: /
Policies:
- PolicyName: CodeBuildProjectPolicy
PolicyDocument:

Version: '2012-10-17'

Statement:

- Effect: Allow

Action:

- logs:CreatelLogGroup
- logs:CreatelLogStream
- logs:PutLogEvents
Resource: '*'
- Effect: Allow
Action:
- s3:PutObject
- s3:GetBucketAcl
- s3:GetBucketLocation
Resource:
- Fn::GetAtt:
- S3Bucket
- Arn
- Fn::Join:
- - Fn::GetAtt:
- S3Bucket
- Arn
o W
S3Bucket:
Type: AWS::S3::Bucket
Properties: {}
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CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
'**/*'
LogsConfig:
S3Logs:
Status: ENABLED
Location:
Ref: S3Bucket

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
CodeBuildServiceRole:
Type: AWS::IAM::Role
Properties:
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AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: codebuild.amazonaws.com
Action: sts:AssumeRole

Path: /
Policies:
- PolicyName: CodeBuildProjectPolicy
PolicyDocument:

Version: '2012-10-17'

Statement:

- Effect: Allow

Action:

- logs:CreatelLogGroup
- logs:CreatelLogStream
- logs:PutLogEvents
Resource: '*'
- Effect: Allow
Action:
- s3:PutObject
- s3:GetBucketAcl
- s3:GetBucketLocation
Resource:
- Fn::GetAtt:
- S3Bucket
- Arn
- Fn::Join:
- - Fn::GetAtt:
- S3Bucket
- Arn
- n/kn
S3Bucket:
Type: AWS::S3::Bucket
Properties: {}
CodeBuildProject:
Type: AWS::CodeBuild::Project
Properties:
Artifacts:
Type: NO_ARTIFACTS
Environment:
ComputeType: BUILD_GENERAL1_SMALL
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Image: aws/codebuild/standard:4.0
Type: LINUX_CONTAINER
ServiceRole:
Fn::GetAtt:
- CodeBuildServiceRole
- Arn
Source:
Type: NO_SOURCE
BuildSpec: |
version: 0.2
phases:
install:
commands:
- npm install
build:
commands:
- npm test
artifacts:
files:
_ l**/*l
LogsConfig:
S3Logs:
Status: ENABLED
Location:
Ref: S3Bucket
EncryptionDisabled: true

AWS Database Migration Service (AWS DMS) controls

Topics

« [CT.DMS.PR.1] Require that a public AWS DMS replication instance is not public

« [CT.DMS.PR.2] Require an AWS Database Migration Service (DMS) Endpoint to encrypt
connections for source and target endpoints

[CT.DMS.PR.1] Require that a public AWS DMS replication instance is not public

This control checks whether your AWS DMS replication instance is public.

» Control objective: Limit network access, Enforce least privilege
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« Implementation: AWS CloudFormation Guard Rule

« Control behavior: Proactive

» Resource types: AWS: :DMS: :ReplicationInstance

o AWS CloudFormation guard rule: CT.DMS.PR.1 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DMS.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.DMS.PR.T example templates

Explanation

A private replication instance has a private IP address that you cannot access outside of the
replication network. You use a private instance when both source and target databases are in the
same network that is connected to the replication instance's VPC. The network can be connected to
the VPC by using a VPN, AWS Direct Connect, or VPC peering.

Remediation for rule failure

Set PubliclyAccessible to false.

The examples that follow show how to implement this remediation.
AWS DMS Replication Instance - Example

AWS DMS replication instance configured with public access disabled. The example is shown in
JSON and in YAML.

JSON example

"DMSReplicationInstance": {
"Type": "AWS::DMS::ReplicationInstance",
"Properties": {
"ReplicationInstanceClass": "dms.t3.micro",
"PubliclyAccessible": false
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}

YAML example

DMSReplicationInstance:
Type: AWS::DMS::ReplicationInstance
Properties:
ReplicationInstanceClass: dms.t3.micro
PubliclyAccessible: false

CT.DMS.PR.1 rule specification

# HHHHH R S S S

#it Rule Specification #it

HUSHH USSR SRR S

Rule Identifier:
dms_replication_instance_not_public_check

Description:
This control checks whether your AWS DMS replication instance is public.

Reports on:
AWS: :DMS: :ReplicationInstance

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
# And: The input document does not contain any AWS DMS replication instance
resources
# Then: SKIP

HOH OHF O OH OHF OHF O K OHF O OH OH O OH OB R K
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# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a AWS DMS replication instance resource

# And: 'PubliclyAccessible' is not present on the AWS DMS replication instance

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document
And: The input document contains a AWS DMS replication instance resource
And: 'PubliclyAccessible' is present on the AWS DMS replication instance
and is set to bool(true)
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O OB B

# And: The input document contains a AWS DMS replication instance resource
# And: 'PubliclyAccessible' is present on the AWS DMS replication instance
# and is set to bool(false)

# Then: PASS

#

# Constants

#

let DMS_REPLICATION_INSTANCE_TYPE = "AWS::DMS::ReplicationInstance"
let INPUT_DOCUMENT = this

#

# Assignments

#

let dms_replication_instances = Resources.*[ Type == %DMS_REPLICATION_INSTANCE_TYPE ]

#

# Primary Rules

#

rule dms_replication_instance_not_public_check when is_cfn_template(%INPUT_DOCUMENT)

%dms_replication_instances not
empty {
check(%dms_replication_instances.Properties)

<<
[CT.DMS.PR.1]: Require that a public AWS DMS replication instance is not public
[FIX]: Set 'PubliclyAccessible' to 'false'.

>>
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rule dms_replication_instance_not_public_check when is_cfn_hook(%INPUT_DOCUMENT,
%DMS_REPLICATION_INSTANCE_TYPE) {
check (SINPUT_DOCUMENT.%DMS_REPLICATION_INSTANCE_TYPE.resourceProperties)
<<
[CT.DMS.PR.1]: Require that a public AWS DMS replication instance is not public
[FIX]: Set 'PubliclyAccessible' to 'false'.

>>
}
#
# Parameterized Rules
#

rule check(dms_replication_instances) {
%dms_replication_instances {
# Scenario 2
PubliclyAccessible exists
# Scenario 3 and 4
PubliclyAccessible == false

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.DMS.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.
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Resources:
DMSReplicationInstance:
Type: AWS::DMS::ReplicationInstance
Properties:
ReplicationInstanceClass: dms.t3.micro
PubliclyAccessible: false

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
DMSReplicationInstance:
Type: AWS::DMS::ReplicationInstance
Properties:
ReplicationInstanceClass: dms.t3.micro
PubliclyAccessible: true

[CT.DMS.PR.2] Require an AWS Database Migration Service (DMS) Endpoint to
encrypt connections for source and target endpoints

This control checks whether an AWS Database Migration Service (AWS DMS) Endpoint is configured
to encrypt connections for source and target endpoints by using Secure Sockets Layer (SSL).

Control objective: Encrypt data in transit

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :DMS: :Endpoint
AWS CloudFormation guard rule: CT.DMS.PR.2 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DMS.PR.2 rule specification
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» For examples of PASS and FAIL AWS CloudFormation Templates related to this control, see:
CT.DMS.PR.2 example templates

Explanation

You can encrypt connections for source and target endpoints by using Secure Sockets Layer (SSL).
By enabling encryption in-transit with SSL, you can protect the confidentiality of data during AWS
DMS data migrations.

(@) Usage considerations

» This control applies only to AWS DMS endpoints with an EngineName property of
mysql, oracle, postgres, mariadb, aurora, aurora-postgresql, db2, sybase,
mongodb, docdb, or sqlserver'.

« Not all SSL modes work with all database endpoints. See Using SSL with AWS Database
Migration Service in the AWS Database Migration Service User Guide for information on
which SSL modes are supported for each database engine, and limitations of using SSL
with AWS DMS.

Remediation for rule failure

Set the value of the SsIMode property to a supported encryption mode for the endpoint engine
(one of require, verify-ca, or verify-full).

The examples that follow show how to implement this remediation.
AWS DMS Endpoint - Example

An AWS DMS endpoint configured with a postgres database target and connection encryption
using SSL (TLS). The example is shown in JSON and in YAML.

JSON example

"Endpoint": {
"Type": "AWS::DMS::Endpoint",
"Properties": {
"DatabaseName": "sample-db",
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"EndpointType": "target",
"Username": {
"Fn::Sub": "{{resolve:secretsmanager:${DMSEndpointSecret}: :username}}"
I
"Password": {
"Fn::Sub": "{{resolve:secretsmanager:${DMSEndpointSecret}: :password}}"

},
"Port": 1234,
"ServerName": "server.db.example.com",
"EngineName": "postgres",
"SslMode": "require"
}
}
}
YAML example
Endpoint:
Type: AWS::DMS::Endpoint
Properties:

DatabaseName: sample-db

EndpointType: target

Username: !Sub '{{resolve:secretsmanager:${DMSEndpointSecret}: :username}}"’
Password: !Sub '{{resolve:secretsmanager:${DMSEndpointSecret}::password}}"’
Port: 1234

ServerName: server.db.example.com

EngineName: postgres

SslMode: require

CT.DMS.PR.2 rule specification

# HEHHBHHAHEHHAHBRHBH B R HEHHRHRHHBH RS H

#it Rule Specification #it
EE R E T F T FFE T EEE T T EEEE
#

# Rule Identifier:
#  dms_endpoint_ssl_configured_check
#
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# Description:

#  This control checks whether an AWS Database Migration Service (AWS DMS) Endpoint is
configured to encrypt connections for source and target endpoints by using

Secure Sockets Layer (SSL).

Reports on:
AWS: :DMS: :Endpoint

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

HOoH OHF OH OH OH O OH OH O B OH O

# And: The input document does not contain any AWS DMS endpoint resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a AWS DMS endpoint resource

# And: 'EngineName' has been set to an engine other than an engine that supports
configuration

# of SSL connections via 'SslMode' (values other than 'mysql', 'oracle',
'postgres', 'mariadb’',

# 'aurora', 'aurora-postgresql', 'db2, 'sybase', 'mongodb', 'docdb',
'sqlserver')

# Then: SKIP

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a AWS DMS endpoint resource

# And: 'EngineName' has been set to an engine that supports configuration of SSL

connections via 'SslMode'
('mysql', 'oracle', 'postgres', 'mariadb', 'aurora', 'aurora-postgresql',
'db2, 'sybase', 'mongodb', ‘'docdb', 'sqlserver')
And: 'SslMode' has not been provided
Then: FAIL
Scenario: 4
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O OB B
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# And:

# And:
connections

#

#

# And:
'verify-ca'
# Then:
# Scenario:
# Given:

document
# And:
# And:
connections
#
#
# And:
full'
# Then:
#

# Constants
#

The input document contains a AWS DMS endpoint resource
'EngineName' has been set to an engine that supports configuration of SSL
via 'SslMode'
('mysql', 'oracle', 'postgres', 'mariadb', 'aurora', 'aurora-postgresql',
'db2, 'sybase', 'mongodb', ‘'docdb', 'sqlserver')
'Ss1lMode' has been provided and set to a value other than 'require',
or 'verify-full'
FAIL
5
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document contains a AWS DMS endpoint resource

'EngineName' has been set to an engine that supports configuration of SSL
via 'SslMode'

('mysql', 'oracle', 'postgres', 'mariadb', 'aurora', 'aurora-postgresql',
'db2, 'sybase', 'mongodb', 'docdb', 'sqlserver')

'Ss1lMode' has been provided and set to 'require', ‘'verify-ca' or 'verify-

PASS

let INPUT_DOCUMENT = this
let DMS_ENDPOINT_TYPE = "AWS::DMS: :Endpoint"
let DMS_ENGINE_NAMES_WITH_SSL_SUPPORT = [

Ilmysqlll ,
"oracle",

"postgres",
"mariadb",

"aurora",

"aurora-postgresql",

"db2" ,
"sybase",

"mongodb",

"docdb",

"sglserver"

let ALLOWED_DMS_SSL_MODES = [

"require"

’

"verify-ca",
"verify-full"
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#

# Assignments

#

let dms_endpoints = Resources.*[ Type == %DMS_ENDPOINT_TYPE ]

#
# Primary Rules
#
rule dms_endpoint_ssl_configured_check when is_cfn_template(%INPUT_DOCUMENT)
%dms_endpoints not empty {
check(%dms_endpoints.Properties)
<<
[CT.DMS.PR.2]: Require an AWS Database Migration Service (AWS DMS) Endpoint to
encrypt connections for source and target endpoints
[FIX]: Set the value of the SslMode property to a supported encryption mode for
the endpoint engine (one of require, verify-ca, or verify-full).
>>

rule dms_endpoint_ssl_configured_check when is_cfn_hook(%INPUT_DOCUMENT,
%DMS_ENDPOINT_TYPE) {
check (SINPUT_DOCUMENT.%DMS_ENDPOINT_TYPE.resourceProperties)

<<

[CT.DMS.PR.2]: Require an AWS Database Migration Service (AWS DMS) Endpoint to
encrypt connections for source and target endpoints

[FIX]: Set the value of the SslMode property to a supported encryption mode for
the endpoint engine (one of require, verify-ca, or verify-full).

>>
}
#
# Parameterized Rules
#

rule check(dms_endpoint) {
%dms_endpoint [
# Scenario 2
EngineName exists
EngineName in %DMS_ENGINE_NAMES_WITH_SSL_SUPPORT

1{

# Scenario 3

SslMode exists

# Scenarios 4 and 5

Ss1Mode in %ALLOWED_DMS_SSL_MODES
}
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}

#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.DMS.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
DMSEndpointSecret:
Type: AWS::SecretsManager: :Secret
Properties:
Description: Example DMS endpoint secret
GenerateSecretString:
SecretStringTemplate: '{"username": "exampleuser"}'
GenerateStringKey: password
PasswordLength: 22
ExcludeCharacters: '"@/\;+%{},"'
Endpoint:
Type: AWS::DMS::Endpoint
Properties:
DatabaseName: example-db
EndpointType: target
Username:
Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}::username}}"’
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Password:
Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}::password}}'
Port: 1234

ServerName: server.db.example.com
EngineName: postgres
Ss1lMode: require

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
DMSEndpointSecret:
Type: AWS::SecretsManager: :Secret
Properties:
Description: Example DMS endpoint secret
GenerateSecretString:
SecretStringTemplate: '{"username": "exampleuser"}'
GenerateStringKey: password
PasswordLength: 22
ExcludeCharacters: '"@/\;+%{},'
Endpoint:
Type: AWS::DMS::Endpoint
Properties:
DatabaseName: example-db
EndpointType: target

Username:

Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}::username}}"’
Password:

Fn::Sub: '{{resolve:secretsmanager:${DMSEndpointSecret}: :password}}"'
Port: 1234

ServerName: server.db.example.com
EngineName: postgres

Amazon DocumentDB controls

Topics

o [CT.DOCUMENTDB.PR.1] Require an Amazon DocumentDB cluster to be encrypted at rest
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o [CT.DOCUMENTDB.PR.2] Require an Amazon DocumentDB cluster to have a backup retention
period greater than or equal to seven days

[CT.DOCUMENTDB.PR.1] Require an Amazon DocumentDB cluster to be encrypted
at rest

This control checks whether storage encryption is enabled for an Amazon DocumentDB (with
MongoDB compatibility) cluster.

« Control objective: Encrypt data at rest

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :DocDB: :DBCluster
AWS CloudFormation guard rule: CT.DOCUMENTDB.PR.1 rule specification

Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DOCUMENTDB.PR.1 rule specification

» For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.DOCUMENTDB.PR.1 example templates

Explanation

You encrypt data at rest in your Amazon DocumentDB cluster by specifying the storage encryption
option when you create your cluster. Storage encryption is enabled cluster-wide, and it is applied
to all instances, including the primary instance and any replicas. It also is applied to your cluster's
storage volume, data, indexes, logs, automated backups, and snapshots.

Clusters that you create using AWS CloudFormation have encryption at rest turned off by default.
Therefore, you must explicitly enable encryption at rest using the StorageEncrypted property.

Remediation for rule failure
Set the value of the StorageEncrypted parameter to true.

The examples that follow show how to implement this remediation.
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Amazon DocumentDB Cluster - Example

An Amazon DocumentDB cluster configured with storage encryption enabled
shown in JSON and in YAML.

JSON example

"DocumentDBCluster": {
"Type": "AWS::DocDB::DBCluster",
"Properties": {
"MasterUsername": {
"Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :username}}"
.
"MasterUserPassword": {
"Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :password}}"

}
"StorageEncrypted": true

YAML example

DocumentDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
MasterUsername: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :username}}’
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :password}}’
StorageEncrypted: true

CT.DOCUMENTDB.PR.1 rule specification

. The example is
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H HEHHBHHAHBHHAHBRHBH B H AR R H R R HBH RS H

#it Rule Specification #it
EE R FEE T E T FFE T T E T T EEE
#

# Rule Identifier:

#  docdb_cluster_encrypted_check

#

# Description:

#  This control checks whether storage encryption is enabled for an Amazon DocumentDB
(with MongoDB compatibility) cluster.

Reports on:
AWS: :DocDB: :DBCluster

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

Scenarios:
Scenario: 1

HOoH OHF OH OH OH O OH OH O B OH O

Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document
And: The input document does not contain any Document DB cluster resources
Then: SKIP
Scenario: 2
Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

H OH O

# And: The input document contains a Document DB cluster resource

# And: 'StorageEncrypted' has not been provided

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a Document DB cluster resource

# And: 'StorageEncrypted' has been provided and set to a value other than
bool(true)

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a Document DB cluster resource

# And: 'StorageEncrypted' has been provided and set to bool(true)
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# Then: PASS
#

# Constants

#

let DOCUMENT_DB_CLUSTER_TYPE = "AWS::DocDB::DBCluster"
let INPUT_DOCUMENT = this

#

# Assignments

#

let document_db_clusters = Resources.*[ Type == %DOCUMENT_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule docdb_cluster_encrypted_check when is_cfn_template(%INPUT_DOCUMENT)
%document_db_clusters not empty {
check(%document_db_clusters.Properties)
<<
[CT.DOCUMENTDB.PR.1]: Require an Amazon DocumentDB cluster to be encrypted at
rest

[FIX]: Set the value of the 'StorageEncrypted' parameter to true.
>>

rule docdb_cluster_encrypted_check when is_cfn_hook(%INPUT_DOCUMENT,
%DOCUMENT_DB_CLUSTER_TYPE) {
check (SINPUT_DOCUMENT.%DOCUMENT_DB_CLUSTER_TYPE.resourceProperties)

<<
[CT.DOCUMENTDB.PR.1]: Require an Amazon DocumentDB cluster to be encrypted at

rest
[FIX]: Set the value of the 'StorageEncrypted' parameter to true.
>>
}
#
# Parameterized Rules
#

rule check(document_db_cluster) {
%document_db_cluster {
# Scenario 2
StorageEncrypted exists
# Scenarios 3 and 4

Amazon DocumentDB controls 419



AWS Control Tower Controls Reference Guide

StorageEncrypted == true

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists

CT.DOCUMENTDB.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
DocumentDBClusterSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "exampleuser"}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: \"@/\\

DocumentDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
MasterUsername:
Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}’
MasterUserPassword:
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Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}"
StorageEncrypted: true

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
DocumentDBClusterSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "exampleuser"}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: \"@/\\

DocumentDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
MasterUsername:
Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}"
MasterUserPassword:

Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}'
StorageEncrypted: false

[CT.DOCUMENTDB.PR.2] Require an Amazon DocumentDB cluster to have a
backup retention period greater than or equal to seven days

This control checks whether an Amazon DocumentDB cluster retention period is set to seven or
more days (>=7). The default retention period is one day.

Control objective: Improve resiliency

Implementation: AWS CloudFormation guard rule

Control behavior: Proactive

Resource types: AWS: :DocDB: :DBCluster
AWS CloudFormation guard rule: CT.DOCUMENTDB.PR.2 rule specification
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Details and examples

» For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DOCUMENTDB.PR.2 rule specification

» For examples of PASS and FAIL CloudFormation templates related to this control, see:
CT.DOCUMENTDB.PR.2 example templates

Explanation

Amazon DocumentDB creates daily automatic snapshots of your cluster during your cluster's
backup window. Amazon DocumentDB saves the automatic snapshots of your cluster according

to the backup retention period that you specify, allowing you to restore to any point within the
backup retention period. This daily snapshot strengthens the resilience of your systems, and it can
help you recover quickly from a security incident.

Remediation for rule failure

Set the value of the BackupRetentionPeriod parameter to an integer value between 7 and 35
days (inclusive).

The examples that follow show how to implement this remediation.
Amazon DocumentDB Cluster - Example

An Amazon DocumentDB cluster configured with a backup retention period of seven (7) days. The
example is shown in JSON and in YAML.

JSON example

{
"DocumentDBCluster": {
"Type": "AWS::DocDB::DBCluster",
"Properties": {
"MasterUsername": {
"Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :username}}"
},
"MasterUserPassword": {
"Fn::Sub": "{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :password}}"
},

Amazon DocumentDB controls 422



AWS Control Tower Controls Reference Guide

"BackupRetentionPeriod": 7

YAML example

DocumentDBCluster:
Type: AWS: :DocDB::DBCluster
Properties:
MasterUsername: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :usernamel}}"
MasterUserPassword: !Sub '{{resolve:secretsmanager:
${DocumentDBClusterSecret}: :password}}’
BackupRetentionPeriod: 7

CT.DOCUMENTDB.PR.2 rule specification

# HEHHEHHAHEHHAH AR HBH AR HEH B H AR HRH RS H

#it Rule Specification #it
HHAHHAHH SRR SRR SRR SRR HH R HH S HH R HH R HHHH
#

# Rule Identifier:

# docdb_cluster_backup_retention_check

#

# Description:

#  This control checks whether an Amazon DocumentDB cluster retention period is set to
seven or more days (>=7).

Reports on:
AWS: :DocDB: :DBCluster

Evaluates:
AWS CloudFormation, AWS CloudFormation hook

Rule Parameters:
None

H OH O O OB O O OB B
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# Scenarios:
# Scenario: 1

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document does not contain any Document DB cluster resources

# Then: SKIP

# Scenario: 2

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook

document

# And: The input document contains a Document DB cluster resource

# And: 'BackupRetentionPeriod' has not been provided

# Then: FAIL

# Scenario: 3

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a Document DB cluster resource

# And: 'BackupRetentionPeriod' has been provided and set to an integer value less
than seven (<7)

# Then: FAIL

# Scenario: 4

# Given: The input document is an AWS CloudFormation or AWS CloudFormation hook
document

# And: The input document contains a Document DB cluster resource

# And: 'BackupRetentionPeriod' has been provided and set to an integer value
greater than or equal to seven (>=7)

# Then: PASS

#

# Constants

#

let DOCUMENT_DB_CLUSTER_TYPE = "AWS: :DocDB::DBCluster"
let INPUT_DOCUMENT = this

#

# Assignments

#

let document_db_clusters = Resources.*[ Type == %DOCUMENT_DB_CLUSTER_TYPE ]

#
# Primary Rules
#
rule docdb_cluster_backup_retention_check when is_cfn_template(%INPUT_DOCUMENT)
%document_db_clusters not empty {
check(%document_db_clusters.Properties)
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<<

[CT.DOCUMENTDB.PR.2]: Require an Amazon DocumentDB cluster to have automatic
backups enabled

[FIX]: Set the value of the 'BackupRetentionPeriod' parameter to an integer
value between 7 and 35 days (inclusive).

>>

rule docdb_cluster_backup_retention_check when is_cfn_hook(%INPUT_DOCUMENT,
%DOCUMENT_DB_CLUSTER_TYPE) {
check (SINPUT_DOCUMENT .%DOCUMENT_DB_CLUSTER_TYPE.resourceProperties)

<<

[CT.DOCUMENTDB.PR.2]: Require an Amazon DocumentDB cluster to have automatic
backups enabled

[FIX]: Set the value of the 'BackupRetentionPeriod' parameter to an integer
value between 7 and 35 days (inclusive).

>>
}
#
# Parameterized Rules
#

rule check(document_db_cluster) {
%document_db_cluster {
# Scenario 2
BackupRetentionPeriod exists
# Scenarios 3 and 4
BackupRetentionPeriod >= 7

}
}
#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AwWSTemplateFormatVersion exists or
Resources exists
}
}

rule is_cfn_hook(doc, RESOURCE_TYPE) {
%doc.%RESOURCE_TYPE.resourceProperties exists
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CT.DOCUMENTDB.PR.2 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
DocumentDBClusterSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "exampleuser"}'
GenerateStringKey: password
PasswordLength: 16
ExcludeCharacters: '\"@/\\'

DocumentDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
MasterUsername:
Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}’
MasterUserPassword:

Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}’
BackupRetentionPeriod: 7

FAIL Example - Use this template to verify that the control prevents non-compliant resource
creation.

Resources:
DocumentDBClusterSecret:
Type: AWS::SecretsManager: :Secret
Properties:
GenerateSecretString:
SecretStringTemplate: '{"username": "exampleuser"}'
GenerateStringKey: password
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PasswordLength: 16
ExcludeCharacters: '\"e/\\'

DocumentDBCluster:
Type: AWS::DocDB::DBCluster
Properties:
MasterUsername:
Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::username}}"
MasterUserPassword:

Fn::Sub: '{{resolve:secretsmanager:${DocumentDBClusterSecret}::password}}"
BackupRetentionPeriod: 1

Amazon DynamoDB controls

Topics

o [CT.DYNAMODB.PR.1] Require that point-in-time recovery for an Amazon DynamoDB table is
activated

« [CT.DYNAMODB.PR.2] Require an Amazon DynamoDB table to be encrypted at rest using an AWS
KMS key

[CT.DYNAMODB.PR.1] Require that point-in-time recovery for an Amazon
DynamoDB table is activated

This control checks whether point-in-time recovery (PITR) is enabled for an Amazon DynamoDB
table.

Control objective: Improve resiliency

Implementation: AWS CloudFormation Guard Rule

Control behavior: Proactive

Resource types: AWS: :DynamoDB: : Table
AWS CloudFormation guard rule: CT.DYNAMODB.PR.1 rule specification

Details and examples

« For details about the PASS, FAIL, and SKIP behaviors associated with this control, see the:
CT.DYNAMODB.PR.1 rule specification

Amazon DynamoDB controls 427



AWS Control Tower Controls Reference Guide

» For examples of PASS and FAIL CloudFormation Templates related to this control, see:
CT.DYNAMODB.PR.1 example templates

Explanation

Backups help you to recover more quickly from a security incident. They also strengthen the
resilience of your systems. Amazon DynamoDB point-in-time recovery (PITR) automates backups
for DynamoDB tables, which can reduce the time required to recover from accidental delete or
write operations. DynamoDB tables that have PITR enabled can be restored to any point in time
within the last 35 days.

Remediation for rule failure

Provide a PointInTimeRecoverySpecification configuration and set
PointInTimeRecoveryEnabled to true.

The examples that follow show how to implement this remediation.
Amazon DynamoDB Table - Example

Amazon DynamoDB table configured with point-in-time recovery activated. The example is shown
in JSON and in YAML.

JSON example

"DynamoDBTable": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"AttributeDefinitions": [
{
"AttributeName": "PK",
"AttributeType": "S"

1,
"BillingMode": "PAY_PER_REQUEST",
"KeySchema": [
{
"AttributeName": "PK",
"KeyType": "HASH"
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"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

YAML example

DynamoDBTable:
Type: AWS::DynamoDB::Table
Properties:
AttributeDefinitions:
- AttributeName: PK
AttributeType: S
BillingMode: PAY_PER_REQUEST
KeySchema:
- AttributeName: PK
KeyType: HASH
PointInTimeRecoverySpecification:
PointInTimeRecoveryEnabled: true

CT.DYNAMODB.PR.1 rule specification

# HHHHHH R S S S
#it Rule Specification #it
HUSHH U S H SRS S S S S
# Rule Identifier:

# dynamodb_table_pitr_enabled_check
#

# Description:

#  This control checks whether point-in-time recovery (PITR) is enabled for an Amazon

DynamoDB table.
#
# Reports on:
#  AWS::DynamoDB::Table
#
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Evaluates:

AWS CloudFormation,

AWS CloudFormation hook

Rule Paramaeters:

Scenarios:

Scenario:

#
#
#
#
# None
#
#
#
#

document

H OH O

document

# And:
# And:

resource

# Then:
# Scenario:

Given:

And:
Then:
Scenario:
Given:

1

The input document is an AWS CloudFormation or AWS CloudFormation hook
The input document does not contain any DynamoDB table resources

SKIP

2

The input document is an AWS CloudFormation or AWS CloudFormation hook
The input document does not contains a DynamoDB table resource
'PointInTimeRecoverySpecification' is not present on the DynamoDB table
FAIL

3

The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document does not contains a DynamoDB table resource
'PointInTimeRecoverySpecification' is present on the DynamoDB table

'"PointInTimeRecoveryEnabled' in 'PointInTimeRecoverySpecification' is

missing or is a value

# Given:
document

# And:

# And:
resource

# And:

#

# Then:

# Scenario:

# Given:
document

# And:

# And:
resource

# And:
present and

# Then:

#

# Constants
#

other than bool(true)
FAIL
4
The input document is an AWS CloudFormation or AWS CloudFormation hook

The input document does not contains a DynamoDB table resource
'PointInTimeRecoverySpecification' is present on the DynamoDB table

'PointInTimeRecoveryEnabled' in 'PointInTimeRecoverySpecification' is
set to bool(true)
PASS

let DYNAMODB_TABLE_TYPE = "AWS::DynamoDB::Table"

let INPUT_DOCUMENT =

this
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#

# Assignments

#

let dynamodb_tables = Resources.*[ Type == %DYNAMODB_TABLE_TYPE ]

#
# Primary Rules
#
rule dynamodb_table_pitr_enabled_check when is_cfn_template(%INPUT_DOCUMENT)
%dynamodb_tables not empty {
check(%dynamodb_tables.Properties)

<<

[CT.DYNAMODB.PR.1]: Require that point-in-time recovery for an Amazon DynamoDB
table is activated

[FIX]: Provide a 'PointInTimeRecoverySpecification' configuration and set
'PointInTimeRecoveryEnabled' to 'true'.
>>

rule dynamodb_table_pitr_enabled_check when is_cfn_hook (%SINPUT_DOCUMENT,
%DYNAMODB_TABLE_TYPE) {
check (SINPUT_DOCUMENT.%DYNAMODB_TABLE_TYPE.resourceProperties)

<<
[CT.DYNAMODB.PR.1]: Require that point-in-time recovery for an Amazon DynamoDB

table is activated

[FIX]: Provide a 'PointInTimeRecoverySpecification' configuration and set
'PointInTimeRecoveryEnabled' to 'true'.

>>

rule check(dynamodb_table) {
%dynamodb_table {
# Scenario 2
PointInTimeRecoverySpecification exists
PointInTimeRecoverySpecification is_struct

# Scenario 3 and 4

PointInTimeRecoverySpecification {
PointInTimeRecoveryEnabled exists
PointInTimeRecoveryEnabled == true
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#
# Utility Rules
#
rule is_cfn_template(doc) {
%doc {
AWSTemplateFormatVersion exists or
Resources exists

rule is_cfn_hook(doc, DYNAMODB_TABLE_TYPE) {
%doc.%DYNAMODB_TABLE_TYPE.resourceProperties exists

CT.DYNAMODB.PR.1 example templates

You can view examples of the PASS and FAIL test artifacts for the AWS Control Tower proactive
controls.

PASS Example - Use this template to verify a compliant resource creation.

Resources:
DynamoDBTable:
Type: AWS::DynamoDB::Table
Properties:
AttributeDefinitions:
- AttributeName: "PK"
AttributeType: "S"
BillingMode: "PAY_PER_REQUEST"
KeySchema:
- AttributeName: "PK"
KeyType: "HASH"
PointInTimeRecoverySpecification:
PointInTimeRecoveryEnabled: true

FAIL Example - Use this template to verify that the control prevents non-compliant resource
cre