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Welcome to the AWS Directory Service APl Reference

AWS Directory Service is a web service that makes it easy for you to setup and run directories

in the AWS cloud, or connect your AWS resources with an existing self-managed Microsoft
Active Directory (located in the cloud or on-premises). This guide provides detailed information
about AWS Directory Service operations, data types, parameters, and errors. For information
about AWS Directory Service features, see AWS Directory Service and the AWS Directory Service
Administration Guide.

(® Note

AWS provides SDKs that consist of libraries and sample code for various programming
languages and platforms (Java, Ruby, .Net, iOS, Android, etc.). The SDKs provide a
convenient way to create programmatic access to AWS Directory Service and other AWS
services. For more information about the AWS SDKs, including how to download and install
them, see Tools for Amazon Web Services.



https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/what_is.html
https://aws.amazon.com/tools/

AWS Directory Service

API| Reference

Actions

The following actions are supported:

» AcceptSharedDirectory

« AddIpRoutes

» AddRegion
» AddTagsToResource

o CancelSchemaExtension

« ConnectDirectory

« CreateAlias

o CreateComputer

+ CreateConditionalForwarder

» CreateDirectory

» CreateLogSubscription

e CreateMicrosoftAD

» CreateSnapshot

e CreateTrust

+ DeleteConditionalForwarder

» DeleteDirectory

o DeleteLogSubscription

o DeleteSnapshot

e DeleteTrust

» DeregisterCertificate

« DeregisterEventTopic

o DescribeCertificate

» DescribeClientAuthenticationSettings

« DescribeConditionalForwarders

« DescribeDirectories

« DescribeDomainControllers

» DescribeEventTopics
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DescribeLDAPSSettings

DescribeRegions

DescribeSettings

DescribeSharedDirectories

DescribeSnapshots

DescribeTrusts

DescribeUpdateDirectory

DisableClientAuthentication

DisableLDAPS
DisableRadius

DisableSso
EnableClientAuthentication
EnableLDAPS

EnableRadius

EnableSso

GetDirectoryLimits

GetSnapshotLimits

ListCertificates

ListlpRoutes
ListLogSubscriptions

ListSchemaExtensions

ListTagsForResource

RegisterCertificate

RegisterEventTopic

RejectSharedDirectory

RemovelpRoutes

RemoveRegion

RemoveTagsFromResource

ResetUserPassword

RestoreFromSnapshot
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ShareDirectory

StartSchemaExtension

UnshareDirectory

UpdateConditionalForwarder

UpdateDirectorySetup

UpdateNumberOfDomainControllers

UpdateRadius

UpdateSettings

UpdateTrust
VerifyTrust
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AcceptSharedDirectory

Accepts a directory sharing request that was sent from the directory owner account.

Request Syntax

"SharedDirectoryId": "string"

Request Parameters

The request accepts the following data in JSON format.

SharedDirectoryld

Identifier of the shared directory in the directory consumer account. This identifier is different
for each directory owner account.

Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes

Response Syntax

"SharedDirectory": {
"CreatedDateTime": number,
"LastUpdatedDateTime": number,
"OwnerAccountId": "string",

"OwnerDirectoryId": "string",
"SharedAccountId": "string",
"SharedDirectoryId": "string",
"ShareMethod": "string",
"ShareNotes": "string",
"ShareStatus": "string"

AcceptSharedDirectory 5
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Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

SharedDirectory

The shared directory in the directory consumer account.

Type: SharedDirectory object

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400
DirectoryAlreadySharedException

The specified directory has already been shared with this AWS account.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

Response Elements
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also 7


https://docs.aws.amazon.com/goto/aws-cli/ds-2015-04-16/AcceptSharedDirectory
https://docs.aws.amazon.com/goto/DotNetSDKV3/ds-2015-04-16/AcceptSharedDirectory
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AddIpRoutes

If the DNS server for your self-managed domain uses a publicly addressable IP address, you must
add a CIDR address block to correctly route traffic to and from your Microsoft AD on Amazon Web
Services. AddIpRoutes adds this address block. You can also use AddIpRoutes to facilitate routing
traffic that uses public IP ranges from your Microsoft AD on AWS to a peer VPC.

Before you call AddIpRoutes, ensure that all of the required permissions have been explicitly
granted through a policy. For details about what permissions are required to run the AddIpRoutes
operation, see AWS Directory Service APl Permissions: Actions, Resources, and Conditions
Reference.

Request Syntax

{
"DirectoryId": "string",
"IpRoutes": [
{
"CidrIp": "string",
"Description": "string"
}
1,
"UpdateSecurityGroupForDirectoryControllers": boolean
}

Request Parameters

The request accepts the following data in JSON format.

Directoryid

Identifier (ID) of the directory to which to add the address block.
Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes
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IpRoutes

IP address blocks, using CIDR format, of the traffic to route. This is often the IP address block of
the DNS server used for your self-managed domain.

Type: Array of IpRoute objects

Required: Yes
UpdateSecurityGroupForDirectoryControllers

If set to true, updates the inbound and outbound rules of the security group that has the
description: "AWS created security group for directory ID directory controllers." Following are
the new rules:

Inbound:

» Type: Custom UDP Rule, Protocol: UDP, Range: 88, Source: 0.0.0.0/0

» Type: Custom UDP Rule, Protocol: UDP, Range: 123, Source: 0.0.0.0/0

» Type: Custom UDP Rule, Protocol: UDP, Range: 138, Source: 0.0.0.0/0

» Type: Custom UDP Rule, Protocol: UDP, Range: 389, Source: 0.0.0.0/0

» Type: Custom UDP Rule, Protocol: UDP, Range: 464, Source: 0.0.0.0/0

» Type: Custom UDP Rule, Protocol: UDP, Range: 445, Source: 0.0.0.0/0

» Type: Custom TCP Rule, Protocol: TCP, Range: 88, Source: 0.0.0.0/0

» Type: Custom TCP Rule, Protocol: TCP, Range: 135, Source: 0.0.0.0/0

» Type: Custom TCP Rule, Protocol: TCP, Range: 445, Source: 0.0.0.0/0

» Type: Custom TCP Rule, Protocol: TCP, Range: 464, Source: 0.0.0.0/0

» Type: Custom TCP Rule, Protocol: TCP, Range: 636, Source: 0.0.0.0/0

o Type: Custom TCP Rule, Protocol: TCP, Range: 1024-65535, Source: 0.0.0.0/0
o Type: Custom TCP Rule, Protocol: TCP, Range: 3268-33269, Source: 0.0.0.0/0
« Type: DNS (UDP), Protocol: UDP, Range: 53, Source: 0.0.0.0/0

« Type: DNS (TCP), Protocol: TCP, Range: 53, Source: 0.0.0.0/0

» Type: LDAP, Protocol: TCP, Range: 389, Source: 0.0.0.0/0

» Type: All ICMP, Protocol: All, Range: N/A, Source: 0.0.0.0/0

Outbound:

Request Parameters 9



AWS Directory Service

API Reference

« Type: All traffic, Protocol: All, Range: All, Destination: 0.0.0.0/0

These security rules impact an internal network interface that is not exposed publicly.

Type: Boolean

Required: No

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400

DirectoryUnavailableException

The specified directory is unavailable or could not be found.

HTTP Status Code: 400
EntityAlreadyExistsException

The specified entity already exists.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

Response Elements
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IpRouteLimitExceededException

The maximum allowed number of IP addresses was exceeded. The default limit is 100 IP address
blocks.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of AddIpRoutes.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 98

X-Amz-Target: DirectoryService_20150416.AddIpRoutes

X-Amz-Date: 20161212T212029Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161212/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=477f3a2802dcc303f69499723eb2e29a455fe3d1b646df@dactfd7c005a3a9509

{
"DirectoryId":"d-926example",
"IpRoutes":[
{
"Description":"my IpRoute",
"CidrIp":"12.12.12.12/32"
}
]
}

Examples 11
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Example Response

This example illustrates one usage of AddIpRoutes.

HTTP/1.1 200 OK

x-amzn-RequestId: cfclcbc8-cOb0-11le6-aa4t4-41d91ee57463
Content-Type: application/x-amz-json-1.1
Content-Length: 2

Date: Mon, 12 Dec 2016 21:20:31 GMT

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3

See Also 12
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AddRegion

Adds two domain controllers in the specified Region for the specified directory.

Request Syntax

DirectoryId": "string",
RegionName": "string",

VPCSettings": {
"SubnetIds": [ "string" 1],

"VpcId": "string"

Request Parameters

The request accepts the following data in JSON format.

Directoryid
The identifier of the directory to which you want to add Region replication.
Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes

RegionName

The name of the Region where you want to add domain controllers for replication. For example,
us-east-1.

Type: String
Length Constraints: Minimum length of 8. Maximum length of 32.

Required: Yes
VPCSettings

Contains VPC information for the CreateDirectory or CreateMicrosoftAD operation.
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Type: DirectoryVpcSettings object

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

AccessDeniedException
Client authentication is not available in this region at this time.

HTTP Status Code: 400

ClientException
A client exception has occurred.

HTTP Status Code: 400

DirectoryAlreadylnRegionException

The Region you specified is the same Region where the AWS Managed Microsoft AD directory
was created. Specify a different Region and try again.

HTTP Status Code: 400

DirectoryDoesNotExistException
The specified directory does not exist in the system.

HTTP Status Code: 400

DirectoryUnavailableException
The specified directory is unavailable or could not be found.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

Response Elements
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HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

RegionLimitExceededException

You have reached the limit for maximum number of simultaneous Region replications per
directory.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationException
The operation is not supported.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3

See Also 15
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AddTagsToResource

Adds or overwrites one or more tags for the specified directory. Each directory can have a

maximum of 50 tags. Each tag consists of a key and optional value. Tag keys must be unique to
each resource.

Request Syntax

{
"ResourceId": "string",
"Tags": [
{
"Key": "string",
"Value": "string"
}
]
}

Request Parameters
The request accepts the following data in JSON format.
Resourceld
Identifier (ID) for the directory to which to add the tag.
Type: String
Pattern: A[d]-[0-9a-f]1{103}$

Required: Yes
Tags

The tags to be assigned to the directory.
Type: Array of Tag objects

Required: Yes
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Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

TagLimitExceededException
The maximum allowed number of tags was exceeded.

HTTP Status Code: 400

Examples
The following examples are formatted for legibility.

Example Request

This example illustrates one usage of AddTagsToResource.

Response Elements
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POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 87

X-Amz-Target: DirectoryService_20150416.AddTagsToResource

X-Amz-Date: 20161212T222805Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161212/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=2756d8b256b5e6b3d74879557e4f421d21111510a78c6c3650a7a93809d533¢c4

{
"ResourceId":"d-926example",
"Tags":[
{
"Key":"environment",
"Value":"production"
}
]
}

Example Response

This example illustrates one usage of AddTagsToResource.

HTTP/1.1 200 OK

x-amzn-RequestId: 419ffld5-c@ba-11e6-9ed@-172b3469d361
Content-Type: application/x-amz-json-1.1
Content-Length: 2

Date: Mon, 12 Dec 2016 22:28:07 GMT

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface

See Also
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AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also
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CancelSchemaExtension

Cancels an in-progress schema extension to a Microsoft AD directory. Once a schema extension
has started replicating to all domain controllers, the task can no longer be canceled. A

schema extension can be canceled during any of the following states; Initializing,
CreatingSnapshot, and UpdatingSchema.

Request Syntax

{
"DirectoryId": "string",
"SchemaExtensionId": "string"
}

Request Parameters

The request accepts the following data in JSON format.

Directoryid
The identifier of the directory whose schema extension will be canceled.
Type: String
Pattern: Ad-[0-9a-f]1{10}$%

Required: Yes

SchemaExtensionld

The identifier of the schema extension that will be canceled.
Type: String
Pattern: "e-[0-9a-f]1{10}$%

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of CancelSchemaExtension.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 68

X-Amz-Target: DirectoryService_20150416.CancelSchemaExtension

X-Amz-Date: 20161212T231630Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161212/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=14da7b7426d03c907c02a3e29f96158b8clcd2be2e@f323a86b338a1614848F1

Errors
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{
"DirectoryId": "d-926example",

"SchemaExtensionId": "e-926731d2a0"

Example Response

This example illustrates one usage of CancelSchemaExtension.

HTTP/1.1 200 OK

x-amzn-RequestId: Q4eada50-c@cl-11e6-887b-29887bf36843
Content-Type: application/x-amz-json-1.1
Content-Length: 2

Date: Mon, 12 Dec 2016 23:16:32 GMT

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3

See Also 23
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ConnectDirectory

Creates an AD Connector to connect to a self-managed directory.

Before you call ConnectDirectory, ensure that all of the required permissions have been
explicitly granted through a policy. For details about what permissions are required to run the
ConnectDirectory operation, see AWS Directory Service APl Permissions: Actions, Resources,
and Conditions Reference.

Request Syntax

"ConnectSettings": {
"CustomerDnsIps": [ "string" 1],

"CustomerUserName": "string",
"SubnetIds": [ "string" 1,

"VpcId": "string"

},
"Description": "string",
"Name": "string",
"Password": "string",
"ShortName": "string",
"Size": "string",
"Tags": [

{

Key": "string",
"Value": "string"

Request Parameters
The request accepts the following data in JSON format.

ConnectSettings

A DirectoryConnectSettings object that contains additional information for the operation.

Type: DirectoryConnectSettings object

Required: Yes
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Description

A description for the directory.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 128.
Pattern: A([a-zA-Z0-9_])[\\a-zA-Z0-9_@e#%*+=:7./!I\s-1*$

Required: No

Name

The fully qualified name of your self-managed directory, such as corp.example.com.
Type: String
Pattern: A([a-zA-Z0-9]+[\\.-])+([a-zA-Z0-9])+$

Required: Yes

Password
The password for your self-managed user account.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 128.

Required: Yes

ShortName
The NetBIOS name of your self-managed directory, such as CORP.
Type: String
Pattern: AL/ *?2"<>| . J+[MN\\/:*?2"<> | ]*$

Required: No

Size

The size of the directory.

Type: String
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Valid Values: Small | Large

Required: Yes
Tags

The tags to be assigned to AD Connector.

Type: Array of Tag objects

Required: No

Response Syntax

DirectoryId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Directoryid

The identifier of the new directory.
Type: String

Pattern: Ad-[0-9a-f]1{10}$%

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400

Response Syntax
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DirectoryLimitExceededException

The maximum number of directories in the region has been reached. You can use the
GetDirectoryLimits operation to determine your directory limits in the region.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of ConnectDirectory.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 295

X-Amz-Target: DirectoryService_20150416.ConnectDirectory

X-Amz-Date: 20161212T233740Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161212/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,

Signature=60ddfa4a90d91327ef8cb510563d6T031eablb®92d5b1034fab7b157733bf86b

"Name":"corp.example.com",
"ConnectSettings":{
"CustomerUserName" :"Administrator",

Examples
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"VpcId":"vpc-45025421",

"SubnetIds":[
"subnet-ba®l4s6bde",
"subnet-bef46bc8"

1,

"CustomerDnsIps":[
"172.30.21.228"

}I

"Description":"Connector to corp",
"ShortName":"corp",
"Password":"Str@ngP@ssw@rd",
"Size":"Small"

Example Response

This example illustrates one usage of ConnectDirectory.

HTTP/1.1 200 OK

x-amzn-RequestId: fa22d@fl-c@c3-11e6-9edd-172b3469d361
Content-Type: application/x-amz-json-1.1
Content-Length: 30

Date: Mon, 12 Dec 2016 23:37:43 GMT

{
"DirectoryId":"d-926example"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

o AWS SDK for JavaScript V3

See Also 28
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« AWS SDK for PHP V3
« AWS SDK for Python
o AWS SDK for Ruby V3

See Also 29
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CreateAlias

Creates an alias for a directory and assigns the alias to the directory. The alias is used to construct
the access URL for the directory, such as http://<alias>.awsapps.com.

/A Important

After an alias has been created, it cannot be deleted or reused, so this operation should
only be used when absolutely necessary.

Request Syntax

"Alias": "string",
"DirectoryId": "string"

Request Parameters

The request accepts the following data in JSON format.

Alias

The requested alias.

The alias must be unique amongst all aliases in AWS. This operation throws an
EntityAlreadyExistsException error if the alias already exists.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 62.
Pattern: A(?!D-|d-)([\da-zA-zZ]+)([-]1*[\da-zA-Z])*

Required: Yes
Directoryid

The identifier of the directory for which to create the alias.
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Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes

Response Syntax

{
"Alias": "string",
"DirectoryId": "string"
}

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Alias

The alias for the directory.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 62.

Pattern: A(?!D-|d-)([\da-zA-zZ]+)([-]1*[\da-zA-Z])*
Directoryid

The identifier of the directory.
Type: String

Pattern: Ad-[0-9a-f]1{10}$

Errors

For information about the errors that are common to all actions, see Common Errors.

Response Syntax
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ClientException
A client exception has occurred.

HTTP Status Code: 400
EntityAlreadyExistsException

The specified entity already exists.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of CreateAlias.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 52X-Amz-Target:DirectoryService_20150416.CreateAlias
X-Amz-Date: 20161209T175951Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81

Examples
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Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161209/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=673029721752b71c1ff4752d0e42e6a05283¢c305238538d746c2b42d7864ecll

"DirectoryId": "d-926example",
"Alias": "myaccess"

Example Response

This example illustrates one usage of CreateAlias.

HTTP/1.1 200 OK

x-amzn-RequestId: 49abfbf6-be39-11e6-9458-41d91ee57463
Content-Type: application/x-amz-json-1.1
Content-Length: 49

Date: Fri, 09 Dec 2016 17:59:57 GMT

{
"Alias": "myaccess",
"DirectoryId": "d-926example"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python
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o AWS SDK for Ruby V3
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CreateComputer

Creates an Active Directory computer object in the specified directory.

Request Syntax

{
"ComputerAttributes": [
{
"Name": "string",
"Value": "string"
}
1,
"ComputerName": "string",
"DirectoryId": "string",
"OrganizationalUnitDistinguishedName": "string",
"Password": "string"
}

Request Parameters

The request accepts the following data in JSON format.

ComputerAttributes

An array of Attribute objects that contain any LDAP attributes to apply to the computer
account.

Type: Array of Attribute objects

Required: No

ComputerName

The name of the computer account.
Type: String
Length Constraints: Minimum length of 1. Maximum length of 15.

Required: Yes
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Directoryid

The identifier of the directory in which to create the computer account.
Type: String
Pattern: Ad-[0-9a-f]1{10}$%

Required: Yes

OrganizationalUnitDistinguishedName

The fully-qualified distinguished name of the organizational unit to place the computer account
in.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 2000.

Required: No

Password

A one-time password that is used to join the computer to the directory. You should generate a
random, strong password to use for this parameter.

Type: String
Length Constraints: Minimum length of 8. Maximum length of 64.
Pattern: [\u0020-\u@QFF]+

Required: Yes

Response Syntax

{
"Computer": {
"ComputerAttributes": [
{
"Name": "string",
"Value": "string"
}

Response Syntax 36



AWS Directory Service

API Reference

]I

"ComputerId": "string",
ComputerName": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Computer

A Computer object that represents the computer account.

Type: Computer object

Errors

For information about the errors that are common to all actions, see Common Errors.

AuthenticationFailedException
An authentication error occurred.

HTTP Status Code: 400

ClientException
A client exception has occurred.

HTTP Status Code: 400

DirectoryUnavailableException
The specified directory is unavailable or could not be found.

HTTP Status Code: 400
EntityAlreadyExistsException

The specified entity already exists.

Response Elements
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HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException

An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationException
The operation is not supported.

HTTP Status Code: 400

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of CreateComputer.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com
Accept-Encoding: identity
Content-Length: 245

X-Amz-Target: DirectoryService_20150416.CreateComputer

X-Amz-Date: 20161213T163452Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81

Content-Type: application/x-amz-json-1.1
Authorization: AWS4-HMAC-SHA256

Credential=AKIAI7E3BYXS3example/20161213/us-west-2/ds/aws4_request,

Examples
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SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=5fal2f147bce3620568504361b860de@7868da3blc27d5f0bde6e5ffa51bfbef

"DirectoryId":"d-926example",
"ComputerName":"labcomputer",
"Password":"Str@ngP@ssw@rd",
"ComputerAttributes":[
{
"Name":"ip",
"Value":"192.168.101.100"

]I

"OrganizationalUnitDistinguishedName" :"0OU=Computers,OU=example,DC=corp,DC=example, DC=com"

}

Example Response

This example illustrates one usage of CreateComputer.

HTTP/1.1 200 OK

x-amzn-RequestId: afceaB8l13-c196-11e6-a6a8-5110402a26c3
Content-Type: application/x-amz-json-1.1
Content-Length: 286

Date: Wed, 14 Dec 2016 00:46:03 GMT

{
"Computer": {
"ComputerAttributes":[
{
"Name":"DistinguishedName",
"Value":"CN=1labcomputer, OU=Computers,OU=example, DC=corp,DC=example, DC=com"
1,
{
"Name" :"WindowsSamName",
"Value":"labcomputer$"
}
1,
"ComputerId":"S-1-5-21-1932691875-1648176379-1176097576-1124",
"ComputerName":"labcomputer"
}
}
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See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3

See Also 40


https://docs.aws.amazon.com/goto/aws-cli/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/DotNetSDKV3/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/SdkForCpp/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/SdkForGoV1/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/SdkForJavaV2/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/SdkForPHPV3/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/boto3/ds-2015-04-16/CreateComputer
https://docs.aws.amazon.com/goto/SdkForRubyV3/ds-2015-04-16/CreateComputer

AWS Directory Service API Reference

CreateConditionalForwarder

Creates a conditional forwarder associated with your AWS directory. Conditional forwarders are
required in order to set up a trust relationship with another domain. The conditional forwarder
points to the trusted domain.

Request Syntax

{
"DirectoryId": "string",
"DnsIpAddrs": [ "string" 1],
"RemoteDomainName": "string"
}

Request Parameters
The request accepts the following data in JSON format.

Directoryid
The directory ID of the AWS directory for which you are creating the conditional forwarder.
Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes
DnslpAddrs

The IP addresses of the remote DNS server associated with RemoteDomainName.
Type: Array of strings

Pattern: A(?:(?:25[0-5]|2[0-4]1[0-9]1|[01]1?[0-91[0-9]1?)\.){3}(?:25[0-5]]
2[0-4][0-9]|[01]?[@-9]1[0-9]1?)%

Required: Yes

RemoteDomainName

The fully qualified domain name (FQDN) of the remote domain with which you will set up a
trust relationship.
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Type: String

Length Constraints: Maximum length of 1024.

Pattern: A~([a-zA-Z0-9]+[\\.-]1)+([a-zA-Z0-9]1)+[.]1?$

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400

DirectoryUnavailableException

The specified directory is unavailable or could not be found.

HTTP Status Code: 400
EntityAlreadyExistsException

The specified entity already exists.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException

One or more parameters are not valid.

Response Elements
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HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationException
The operation is not supported.

HTTP Status Code: 400

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of CreateConditionalForwarder.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 105

X-Amz-Target: DirectoryService_20150416.CreateConditionalForwarder

X-Amz-Date: 20161213T215543Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161213/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=717e381f0258731fe®197c68d1f5d2a0e96825119c15a6e@dcfa2dd7063c6af6

{
"DirectoryId":"d-926example",
"RemoteDomainName":"sales.example.com",
"DnsIpAddrs": [
"172.30.21.228"
]
}

Examples

43



AWS Directory Service API Reference

Example Response

This example illustrates one usage of CreateConditionalForwarder.

HTTP/1.1 200 OK

x-amzn-RequestId: 68e74443-c180-11e6-91f4-6dbff6648f8a
Content-Type: application/x-amz-json-1.1
Content-Length: 2

Date: Tue, 13 Dec 2016 22:06:34 GMT

{

}

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

o AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

o AWS SDK for PHP V3

o AWS SDK for Python

o AWS SDK for Ruby V3
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CreateDirectory

Creates a Simple AD directory. For more information, see Simple Active Directory in the AWS
Directory Service Admin Guide.

Before you call CreateDirectory, ensure that all of the required permissions have been
explicitly granted through a policy. For details about what permissions are required to run the
CreateDirectory operation, see AWS Directory Service APl Permissions: Actions, Resources, and
Conditions Reference.

Request Syntax

{

"Description": "string",

"Name": "string",

"Password": "string",

"ShortName": "string",

"Size": "string",

"Tags": [

{
"Key": "string",
"Value": "string"
}

1)

"VpcSettings": {
"SubnetlIds": [ "string" 1,
"VpcId": "string"

}

}

Request Parameters

The request accepts the following data in JSON format.
Description

A description for the directory.

Type: String

Length Constraints: Minimum length of 0. Maximum length of 128.

CreateDirectory 45


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_simple_ad.html
http://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html
http://docs.aws.amazon.com/directoryservice/latest/admin-guide/UsingWithDS_IAM_ResourcePermissions.html

AWS Directory Service API Reference

Pattern: A([a-zA-Z0-9_]1)[\\a-zA-Z0-9_@E#%*+=:7./!\s-1*%

Required: No

Name

The fully qualified name for the directory, such as corp.example.com.
Type: String
Pattern: A([a-zA-Z0-9]+[\\.-])+([a-zA-Z0-9])+$%

Required: Yes

Password

The password for the directory administrator. The directory creation process creates a directory
administrator account with the user name Administrator and this password.

If you need to change the password for the administrator account, you can use the
ResetUserPassword API call.

The regex pattern for this string is made up of the following conditions:

« Length (?=~.{8,64}3%) — Must be between 8 and 64 characters

AND any 3 of the following password complexity rules required by Active Directory:

o Numbers and upper case and lowercase (?=.*\d)(?=.*[A-Z])(?=.*[a-z])

o Numbers and special characters and lower case (?=.*\d)(?=.*[*A-Za-z0-9\s])(?=.*[a-z])

« Special characters and upper case and lower case (?=.*[*A-Za-z0-9\s])(?=.*[A-Z])(?=.*[a-Z])

o Numbers and upper case and special characters (?=.*\d)(?=.*[A-Z])(?=.*[*A-Za-z0-9\s])

For additional information about how Active Directory passwords are enforced, see Password
must meet complexity requirements on the Microsoft website.

Type: String

Pattern: (?=".{8,64}$)((?=.*\d)(?=.*[A-Z])(?=.*[a-2]) | (?=.*\d)(?=.*["A-Za-
z0-9\s])(?=.*[a-z]) | (?=.*["A-Za-z0-9\s])(?=.*[A-Z])(?=.*[a-z]) | (?=.*\d)
(?=.*[A-Z])(?=.*["A-Za-z0-9\s]) )" .*

Required: Yes
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ShortName
The NetBIOS name of the directory, such as CORP.
Type: String
Pattern: A[A\\/:*?2"<>| . J+[MN\\/:*?"<>| ]*$

Required: No

Size
The size of the directory.
Type: String
Valid Values: Small | Large

Required: Yes
Tags

The tags to be assigned to the Simple AD directory.
Type: Array of Tag objects

Required: No
VpcSettings

A DirectoryVpcSettings object that contains additional information for the operation.

Type: DirectoryVpcSettings object

Required: No

Response Syntax

DirectoryId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.
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The following data is returned in JSON format by the service.

Directoryid

The identifier of the directory that was created.
Type: String

Pattern: Ad-[0-9a-f]1{10}$

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400

DirectoryLimitExceededException

The maximum number of directories in the region has been reached. You can use the
GetDirectoryLimits operation to determine your directory limits in the region.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

Examples

The following examples are formatted for legibility.

Errors
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Example Request

This example illustrates one usage of CreateDirectory.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 245

X-Amz-Target: DirectoryService_20150416.CreateDirectory

X-Amz-Date: 20161213T222613Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161213/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=e@bf599277231d294b0ebblc7ad7a68aatdfc49db@l6adbee32al167954c53d54

"Description":"Regional directory for example.com",
"VpcSettings":{

"SubnetIds":[
"subnet-ba@l46de",
"subnet-bef46bc8"

1,

"VpcId":"vpc-45025421"

I
"Name":"seattle.example.com",
"ShortName":"seattle",
"Password":"Str@ngP@ssw@rd",
"Size":"Small"

Example Response

This example illustrates one usage of CreateDirectory.

HTTP/1.1 200 OK

x-amzn-RequestId: 298112b6-c183-11e6-9b49-eff49203d13b
Content-Type: application/x-amz-json-1.1
Content-Length: 30

Date: Tue, 13 Dec 2016 22:26:17 GMT
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"DirectoryId":"d-926example"

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python

« AWS SDK for Ruby V3
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CreateLogSubscription

Creates a subscription to forward real-time Directory Service domain controller security logs to the
specified Amazon CloudWatch log group in your AWS account.

Request Syntax

{
"DirectoryId": "string",
"LogGroupName": "string"
}

Request Parameters

The request accepts the following data in JSON format.

Directoryid

Identifier of the directory to which you want to subscribe and receive real-time logs to your
specified CloudWatch log group.

Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes
LogGroupName

The name of the CloudWatch log group where the real-time domain controller logs are
forwarded.

Type: String
Length Constraints: Minimum length of 1. Maximum length of 512.
Pattern: [-._/#A-Za-z0-9]+

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.
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Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400
EntityAlreadyExistsException

The specified entity already exists.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InsufficientPermissionsException
The account does not have sufficient permission to perform the operation.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationException
The operation is not supported.

HTTP Status Code: 400

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
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AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go

AWS SDK for Java V2

AWS SDK for JavaScript V3

AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also
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CreateMicrosoftAD

Creates a Microsoft AD directory in the AWS Cloud. For more information, see AWS Managed
Microsoft AD in the AWS Directory Service Admin Guide.

Before you call CreateMicrosoftAD, ensure that all of the required permissions have been
explicitly granted through a policy. For details about what permissions are required to run the
CreateMicrosoftAD operation, see AWS Directory Service APl Permissions: Actions, Resources, and

Conditions Reference.

Request Syntax

{

"Description": "string",

"Edition": "string",

"Name": "string",

"Password": "string",

"ShortName": "string",

"Tags": [

{
"Key": "string",
"Value": "string"
}

1,

"VpcSettings": {
"SubnetIds": [ "string" 1],
"VpcId": "string"

}

}

Request Parameters
The request accepts the following data in JSON format.

Description

A description for the directory. This label will appear on the AWS console Directory Details
page after the directory is created.

Type: String
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Length Constraints: Minimum length of 0. Maximum length of 128.
Pattern: A([a-zA-Z0-9_]1)[\\a-zA-Z0-9_@E#%*+=:?./!\s-1*$%

Required: No

Edition

AWS Managed Microsoft AD is available in two editions: Standard and Enterprise.
Enterprise is the default.

Type: String
Valid Values: Enterprise | Standard

Required: No

Name

The fully qualified domain name for the AWS Managed Microsoft AD directory, such as
corp.example.com. This name will resolve inside your VPC only. It does not need to be
publicly resolvable.

Type: String
Pattern: A([a-zA-Z0-9]+[\\.-]1)+([a-zA-Z0-9])+$%

Required: Yes

Password
The password for the default administrative user named Admin.

If you need to change the password for the administrator account, you can use the
ResetUserPassword API call.

Type: String

Pattern: (?=2.{8,64}%$)((?=.*\d)(?=.*[A-Z])(?=.*[a-z]) | (?=.*\d) (?=.*[*A-Za-
z0-9\s])(?=.*[a-z]) | (?=.*[*A-Za-z0-9\s])(?=.*[A-Z])(?=.*[a-z]) | (?=.*\d)
(?=.*[A-Z])(?=.*[MA-Za-z0-9\s]))N.*

Required: Yes
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ShortName

The NetBIOS name for your domain, such as CORP. If you don't specify a NetBIOS name, it
will default to the first part of your directory DNS. For example, CORP for the directory DNS
corp.example.com.

Type: String
Pattern: A[M\\/:*?2"<>| . J+[M\\/:*?"<> | ]*$

Required: No
Tags

The tags to be assigned to the AWS Managed Microsoft AD directory.
Type: Array of Tag objects

Required: No
VpcSettings

Contains VPC information for the CreateDirectory or CreateMicrosoftAD operation.

Type: DirectoryVpcSettings object

Required: Yes

Response Syntax

DirectoryId": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Directoryid

The identifier of the directory that was created.
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Type: String

Pattern: Ad-[0-9a-f]1{10}$

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400

DirectoryLimitExceededException

The maximum number of directories in the region has been reached. You can use the
GetDirectoryLimits operation to determine your directory limits in the region.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationException
The operation is not supported.

HTTP Status Code: 400

Examples

The following examples are formatted for legibility.
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Example Request

This example illustrates one usage of CreateMicrosoftAD.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 207

X-Amz-Target: DirectoryService_20150416.CreateMicrosoftAD

X-Amz-Date: 20161213T231510Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161213/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=5a73aaebf6dd7db4al7ffa5a0a5af7f8el34ad03034cb@b3e@5e4f1a999d9e0a

"ShortName":"ad",
"Password":"Str@ngP@ssw@rd",
"Name":"ad.example.com",
"Description":"Corporate AD directory",
"VpcSettings":{
"SubnetIds":[
"subnet-ba®l46bde",
"subnet-bef46bc8"
1,
"VpcId":"vpc-45025421"

Example Response

This example illustrates one usage of CreateMicrosoftAD.

HTTP/1.1 200 OK

x-amzn-RequestId: 00019586-c18a-11e6-870b-c3330207df37
Content-Type: application/x-amz-json-1.1
Content-Length: 30

Date: Tue, 13 Dec 2016 23:15:12 GMT

"DirectoryId":"d-926example"
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}

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

» AWS SDK for Go

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

o AWS SDK for Ruby V3
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CreateSnapshot

Creates a snapshot of a Simple AD or Microsoft AD directory in the AWS cloud.

(@ Note

You cannot take snapshots of AD Connector directories.

Request Syntax

{
"DirectoryId": "string",
"Name": "string"

}

Request Parameters
The request accepts the following data in JSON format.
Directoryid
The identifier of the directory of which to take a snapshot.
Type: String
Pattern: Ad-[0-9a-f]1{10}$%

Required: Yes

Name
The descriptive name to apply to the snapshot.
Type: String
Length Constraints: Minimum length of 0. Maximum length of 128.
Pattern: A~([a-zA-Z0-9_]1)[\\a-zA-Z0-9_@#%*+=:?./!\s-1*$

Required: No

CreateSnapshot
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Response Syntax

"SnapshotId": "string"

Response Elements
If the action is successful, the service sends back an HTTP 200 response.
The following data is returned in JSON format by the service.

Snapshotid

The identifier of the snapshot that was created.
Type: String

Pattern: As-[0-9a-f]1{10}$%

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400
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ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

SnapshotLimitExceededException

The maximum number of manual snapshots for the directory has been reached. You can use the
GetSnapshotLimits operation to determine the snapshot limits for a directory.

HTTP Status Code: 400

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of CreateSnapshot.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 58

X-Amz-Target: DirectoryService_20150416.CreateSnapshot

X-Amz-Date: 20161213T233356Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161213/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=8789d87320d00e26fec4d745a34b3c5d898e4e89bf96b5f9c744cabl2bed3dbd

"DirectoryId":"d-926example",

"Name":"ad.example.com"

Example Response

This example illustrates one usage of CreateSnapshot.
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HTTP/1.1 200 OK

x-amzn-RequestId: 9eedb7ba-cl8c-11e6-a099-03078e35561b
Content-Type: application/x-amz-json-1.1
Content-Length: 29

Date: Tue, 13 Dec 2016 23:33:58 GMT

{
"SnapshotId":"s-9267f8d3f0"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

o AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

« AWS SDK for JavaScript V3

« AWS SDK for PHP V3

« AWS SDK for Python

« AWS SDK for Ruby V3
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CreateTrust

AWS Directory Service for Microsoft Active Directory allows you to configure trust relationships. For
example, you can establish a trust between your AWS Managed Microsoft AD directory, and your
existing self-managed Microsoft Active Directory. This would allow you to provide users and groups
access to resources in either domain, with a single set of credentials.

This action initiates the creation of the AWS side of a trust relationship between an AWS Managed
Microsoft AD directory and an external domain. You can create either a forest trust or an external
trust.

Request Syntax

{
"ConditionalForwarderIpAddrs": [ "string" 1],
"DirectoryId": "string",
"RemoteDomainName": "string",
"SelectiveAuth": "string",
"TrustDirection": "string",
"TrustPassword": "string",
"TrustType": "string"
}

Request Parameters
The request accepts the following data in JSON format.

ConditionalForwarderlpAddrs

The IP addresses of the remote DNS server associated with RemoteDomainName.
Type: Array of strings

Pattern: A(?:(?:25[0-5]|2[0-4][0-9]|[01]?[0-9]1[0-9]1?)\.){3}(?:25[0-5]]
2[0-4][0-9]|[@1]?[0-9][0-9]?)%

Required: No
Directoryid

The Directory ID of the AWS Managed Microsoft AD directory for which to establish the trust
relationship.
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Type: String
Pattern: Ad-[0-9a-f]1{10}$%

Required: Yes

RemoteDomainName

The Fully Qualified Domain Name (FQDN) of the external domain for which to create the trust
relationship.

Type: String
Length Constraints: Maximum length of 1024.
Pattern: A([a-zA-Z0-9]+[\\.-]1)+([a-zA-Z0-9])+[.]?$

Required: Yes
SelectiveAuth

Optional parameter to enable selective authentication for the trust.
Type: String
Valid Values: Enabled | Disabled

Required: No

TrustDirection

The direction of the trust relationship.
Type: String
Valid Values: One-Way: Outgoing | One-Way: Incoming | Two-Way

Required: Yes

TrustPassword

The trust password. The must be the same password that was used when creating the trust
relationship on the external domain.

Type: String

Length Constraints: Minimum length of 1. Maximum length of 128.
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Pattern: A(\p{LD} |\p{Punct}| )+$

Required: Yes
TrustType

The trust relationship type. Forest is the default.

Type: String
Valid Values: Forest | External

Required: No

Response Syntax

"TrustId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.

Trustld

A unique identifier for the trust relationship that was created.

Type: String

Pattern: At-[0-9a-f]1{10}$

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException

A client exception has occurred.

Response Syntax
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HTTP Status Code: 400
EntityAlreadyExistsException

The specified entity already exists.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException

An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationException
The operation is not supported.

HTTP Status Code: 400

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of CreateTrust.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com
Accept-Encoding: identity
Content-Length: 222

X-Amz-Target: DirectoryService_20150416.CreateTrust

X-Amz-Date: 20161213T2352237

Examples
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User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161213/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=1f@cff7825d20bab2a@dable@b8bedbed72f0c22175c7d9ed®e63598ae99cae5

"TrustPassword":"Str@ngPessw@rd",

"DirectoryId":"d-926example",

"RemoteDomainName" :"europe.example.com",

"ConditionalForwarderIpAddrs":[
"172.30.21.228"

1,

"TrustType":"Forest",

"TrustDirection":"One-Way: OQutgoing"

Example Response

This example illustrates one usage of CreateTrust.

HTTP/1.1 200 OK

x-amzn-RequestId: 3343bc79-cl8f-11e6-ba7f-e33ae22bc363
Content-Type: application/x-amz-json-1.1
Content-Length: 26

Date: Tue, 13 Dec 2016 23:52:26 GMT

{
"TrustId":"t-9267353743"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

AWS Command Line Interface
AWS SDK for .NET

AWS SDK for C++

AWS SDK for Go
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« AWS SDK for Java V2

AWS SDK for JavaScript V3
AWS SDK for PHP V3

AWS SDK for Python

AWS SDK for Ruby V3

See Also 69
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DeleteConditionalForwarder

Deletes a conditional forwarder that has been set up for your AWS directory.

Request Syntax

{
"DirectoryId": "string",
"RemoteDomainName": "string"
}

Request Parameters

The request accepts the following data in JSON format.

Directoryid
The directory ID for which you are deleting the conditional forwarder.
Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes

RemoteDomainName

The fully qualified domain name (FQDN) of the remote domain with which you are deleting the
conditional forwarder.

Type: String
Length Constraints: Maximum length of 1024.
Pattern: A([a-zA-Z0-9]+[\\.-]1)+([a-zA-Z0-9])+[.]1?$

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

DeleteConditionalForwarder 70



AWS Directory Service

API Reference

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400

DirectoryUnavailableException

The specified directory is unavailable or could not be found.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

InvalidParameterException
One or more parameters are not valid.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationException
The operation is not supported.

HTTP Status Code: 400

Examples
The following examples are formatted for legibility.

Example Request

This example illustrates one usage of DeleteConditionalForwarder.

Errors
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POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 76

X-Amz-Target: DirectoryService_20150416.DeleteConditionalForwarder

X-Amz-Date: 20161214T001055Z

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81

Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161214/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=ffc3c3d6feac461a9b0@93cab94dd8957b252f2936b51f14a1ad8499a8b401d4a

"DirectoryId":"d-926example",
"RemoteDomainName":"sales.example.com"

Example Response

This example illustrates one usage of DeleteConditionalForwarder.

HTTP/1.1 200 OK

x-amzn-RequestId: call9fd@-c191-11e6-8f8e-ed61d@76cl5a
Content-Type: application/x-amz-json-1.1
Content-Length: 2

Date: Wed, 14 Dec 2016 00:11:00 GMT

See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET
o AWS SDK for C++
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AWS SDK for Go
AWS SDK for Java V2
AWS SDK for JavaScript V3

AWS SDK for PHP V3
AWS SDK for Python
AWS SDK for Ruby V3

See Also
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DeleteDirectory

Deletes an AWS Directory Service directory.

Before you call DeleteDirectory, ensure that all of the required permissions have been
explicitly granted through a policy. For details about what permissions are required to run the
DeleteDirectory operation, see AWS Directory Service APl Permissions: Actions, Resources, and

Conditions Reference.

Request Syntax

DirectoryId": "string"

Request Parameters

The request accepts the following data in JSON format.

Directoryid

The identifier of the directory to delete.
Type: String
Pattern: Ad-[0-9a-f]1{10}$%

Required: Yes

Response Syntax

DirectoryId": "string"

Response Elements

If the action is successful, the service sends back an HTTP 200 response.

The following data is returned in JSON format by the service.
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Directoryid

The directory identifier.
Type: String

Pattern: Ad-[0-9a-f]1{10}$

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.

HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

Examples
The following examples are formatted for legibility.
Example Request

This example illustrates one usage of DeleteDirectory.

POST / HTTP/1.1

Host: ds.us-west-2.amazonaws.com

Accept-Encoding: identity

Content-Length: 31

X-Amz-Target: DirectoryService_20150416.DeleteDirectory

Errors
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X-Amz-Date: 20161214T0024247

User-Agent: aws-cli/1.11.24 Python/2.7.9 Windows/7 botocore/1.4.81
Content-Type: application/x-amz-json-1.1

Authorization: AWS4-HMAC-SHA256
Credential=AKIAI7E3BYXS3example/20161214/us-west-2/ds/aws4_request,
SignedHeaders=content-type;host; x-amz-date; x-amz-target,
Signature=b542aa77381528e27afcf08b229252606fa79723695fb2d19b81b51d66d7f92d

"DirectoryId": "d-926example"

Example Response

This example illustrates one usage of DeleteDirectory.

HTTP/1.1 200 OK

x-amzn-RequestId: abcbeb82-c193-11e6-bf9e-272b6602bfof
Content-Type: application/x-amz-json-1.1
Content-Length: 30

Date: Wed, 14 Dec 2016 00:24:26 GMT

{
"DirectoryId":"d-926example"
}
See Also

For more information about using this APl in one of the language-specific AWS SDKs, see the
following:

« AWS Command Line Interface
o AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go

« AWS SDK for Java V2

» AWS SDK for JavaScript V3

« AWS SDK for PHP V3

o AWS SDK for Python
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o AWS SDK for Ruby V3
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DeleteLogSubscription

Deletes the specified log subscription.

Request Syntax

DirectoryId": "string"

Request Parameters
The request accepts the following data in JSON format.

Directoryid

Identifier of the directory whose log subscription you want to delete.
Type: String
Pattern: Ad-[0-9a-f]1{10}$

Required: Yes

Response Elements

If the action is successful, the service sends back an HTTP 200 response with an empty HTTP body.

Errors

For information about the errors that are common to all actions, see Common Errors.

ClientException
A client exception has occurred.

HTTP Status Code: 400
EntityDoesNotExistException

The specified entity could not be found.
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HTTP Status Code: 400

ServiceException
An exception has occurred in AWS Directory Service.

HTTP Status Code: 500

UnsupportedOperationExc