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What is FSx for Windows File Server?

Amazon FSx for Windows File Server provides fully managed Microsoft Windows file servers,
backed by a fully native Windows file system. FSx for Windows File Server has the features,
performance, and compatibility to easily lift and shift enterprise applications to the AWS Cloud.

Amazon FSx supports a broad set of enterprise Windows workloads with fully managed file storage
built on Microsoft Windows Server. Amazon FSx has native support for Windows file system
features and for the industry-standard Server Message Block (SMB) protocol to access file storage
over a network. Amazon FSx is optimized for enterprise applications in the AWS Cloud, with native
Windows compatibility, enterprise performance and features, and consistent sub-millisecond
latencies.

With file storage on Amazon FSx, the code, applications, and tools that Windows developers and
administrators use today can continue to work unchanged. Windows applications and workloads
ideal for Amazon FSx include business applications, home directories, web serving, content
management, data analytics, software build setups, and media processing workloads.

As a fully managed service, FSx for Windows File Server eliminates the administrative overhead
of setting up and provisioning file servers and storage volumes. Additionally, Amazon FSx keeps
Windows software up to date, detects and addresses hardware failures, and performs backups.
It also provides rich integration with other AWS services like AWS IAM, AWS Directory Service
for Microsoft Active Directory, Amazon WorkSpaces, AWS Key Management Service, and AWS
CloudTrail.

FSx for Windows File Server resources: file systems, backups,
and file shares

The primary resources in Amazon FSx are file systems and backups. A file system is where you store
and access your files and folders. A file system is made up of one or more Windows file servers
and storage volumes. When you create a file system, you specify an amount of storage capacity (in
GiB), SSD IOPS, and throughput capacity (in MB/s). You can modify these properties as your needs
change after you create the file system. For more information, see Managing storage capacity,

Managing SSD IOPS, and Managing throughput capacity.

FSx for Windows File Server backups are file-system-consistent, highly durable, and incremental.
To ensure file system consistency, Amazon FSx uses the Volume Shadow Copy Service (VSS) in
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Microsoft Windows. Automatic daily backups are turned on by default when you create a file
system, and you can also take additional manual backups at any time. For more information, see
Working with backups.

A Windows file share is a specific folder (and its subfolders) within your file system that you make
accessible to your compute instances with SMB. Your file system already comes with a default
Windows file share called \share. You can create and manage as many other Windows file shares
as you want by using the Shared Folders graphical user interface (GUI) tool on Windows. For more
information, see Using Microsoft Windows file shares.

File shares are accessed using either the file system's DNS name or DNS aliases that you associate
with the file system. For more information, see Managing DNS aliases.

Accessing file shares

Amazon FSx is accessible from compute instances with the SMB protocol (supporting versions 2.0
to 3.1.1). You can access your shares from all Windows versions starting from Windows Server 2008
and Windows 7, and also from current versions of Linux. You can map your Amazon FSx file shares
on Amazon Elastic Compute Cloud (Amazon EC2) instances, and on WorkSpaces instances, Amazon
AppStream 2.0 instances, and VMware Cloud on AWS VMs.

You can access your file shares from on-premises compute instances using AWS Direct Connect
or AWS VPN. In addition to accessing file shares that are in the same VPC, AWS account, and AWS
Region as the file system, you can also access your shares on compute instances that are in a
different Amazon VPC, account, or Region. You do so using VPC peering or transit gateways. For
more information, see Supported access methods.

Security and data protection

Amazon FSx provides multiple levels of security and compliance to help ensure that your data is
protected. It automatically encrypts data at rest (for both file systems and backups) using keys
that you manage in AWS Key Management Service (AWS KMS). Data in transit is also automatically
encrypted using SMB Kerberos session keys. It has been assessed to comply with ISO, PCI-DSS, and
SOC certifications, and is HIPAA eligible.

Amazon FSx provides access control at the file and folder level with Windows access control
lists (ACLs). It provides access control at the file system level using Amazon Virtual Private
Cloud (Amazon VPC) security groups. In addition, it provides access control at the API level
using AWS Identity and Access Management (IAM) access policies. Users accessing file systems
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are authenticated with Microsoft Active Directory. Amazon FSx integrates with AWS CloudTrail
to monitor and log your API calls letting you see actions taken by users on your Amazon FSx
resources.

Additionally, it protects your data by taking highly durable backups of your file system
automatically on a daily basis and allows you to take additional backups at any point. For more
information, see Security in Amazon FSx.

Availability and durability

FSx for Windows File Server offers file systems with two levels of availability and durability. Single-
AZ files ensure high availability within a single Availability Zone (AZ) by automatically detecting
and addressing component failures. In addition, Multi-AZ file systems provide high availability

and failover support across multiple Availability Zones by provisioning and maintaining a standby
file server in a separate Availability Zone within an AWS Region. To learn more about Single-AZ
and Multi-AZ file system deployments, see Availability and durability: Single-AZ and Multi-AZ file

systems.

Managing file systems

You can administer your FSx for Windows File Server file systems using custom remote
management PowerShell commands, or using the Windows-native GUI in some cases. To learn
more about managing Amazon FSx file systems, see Administering file systems.

Price and performance flexibility

FSx for Windows File Server gives you the price and performance flexibility by offering both

solid state drive (SSD) and hard disk drive (HDD) storage types. HDD storage is designed for a
broad spectrum of workloads, including home directories, user and departmental shares, and
content management systems. SSD storage is designed for the highest-performance and most
latency-sensitive workloads, including databases, media processing workloads, and data analytics
applications.

With FSx for Windows File Server, you can provision file system storage, SSD I0PS, and throughput
independently to achieve the right mix of cost and performance. You can modify your file system's
storage, SSD IOPS, and throughput capacities to meet changing workload needs, so that you pay
only for what you need. For more information, see Optimizing costs with Amazon FSx.

Availability and durability 3



Amazon FSx for Windows File Server Windows User Guide

Pricing for Amazon FSx

With Amazon FSx, there are no upfront hardware or software costs. You pay for only the resources
used, with no minimum commitments, setup costs, or additional fees. For information about the
pricing and fees associated with the service, see Amazon FSx for Windows File Server Pricing.

Assumptions

To use Amazon FSx, you need an AWS account with an Amazon EC2 instance, WorkSpaces instance,
AppStream 2.0 instance, or VM running in VMware Cloud on AWS environments of the supported

type.
In this guide, we make the following assumptions:

« If you're using Amazon EC2, we assume that you're familiar with Amazon EC2. For more
information on how to use Amazon EC2, see Amazon Elastic Compute Cloud documentation.

« If you're using WorkSpaces, we assume that you're familiar with WorkSpaces. For more
information on how to use WorkSpaces, see Amazon WorkSpaces User Guide.

« If you're using VMware Cloud on AWS, we assume that you're familiar with it. For more
information, see VMware Cloud on AWS.

» We assume that you are familiar with Microsoft Active Directory concepts.

Prerequisites

To create an Amazon FSx file system, you need the following:

« An AWS account with the permissions necessary to create an Amazon FSx file system and an
Amazon EC2 instance. For more information, see Setting up.

« An Amazon EC2 instance running Microsoft Windows Server in the virtual private cloud (VPC)
based on the Amazon VPC service that you want to associate with your Amazon FSx file system.
For information on how to create one, see Getting Started with Amazon EC2 Windows Instances

in the Amazon EC2 User Guide for Windows Instances.

« Amazon FSx works with Microsoft Active Directory to perform user authentication and access
control. You join your Amazon FSx file system to a Microsoft Active Directory while creating
it. For more information, see Working with Microsoft Active Directory in FSx for Windows File

Server.

Pricing for Amazon FSx 4


https://aws.amazon.com/fsx/windows/pricing
https://docs.aws.amazon.com/ec2
https://docs.aws.amazon.com/workspaces/latest/userguide/
https://aws.amazon.com/vmware
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html

Amazon FSx for Windows File Server Windows User Guide

 This guide assumes that you haven't changed the rules on the default security group for your
VPC based on the Amazon VPC service. If you have, you need to ensure that you add the
necessary rules to allow network traffic from your Amazon EC2 instance to your Amazon FSx file
system. For more details, see Security in Amazon FSx.

« Install and configure the AWS Command Line Interface (AWS CLI). Supported versions are 1.9.12
and newer. For more information, see Installing, updating, and uninstalling the AWS CLI in the
AWS Command Line Interface User Guide.

® Note

You can check the version of the AWS CLI you're using with the aws --version
command.

Amazon FSx for Windows File Server forums

If you encounter issues while using Amazon FSx, use the forums.

Are you a first-time user of Amazon FSx?

If you are a first-time user of Amazon FSx, we recommend that you read the following sections in
order:

1. If you're ready to create your first Amazon FSx file system, try the Getting started with Amazon
FSx.

2. For information about performance, see FSx for Windows File Server performance.

3. For Amazon FSx security details, see Security in Amazon FSx.

4. For information about the Amazon FSx API, see Amazon FSx API Reference.
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Best practices for FSx for Windows File Server

We recommend that you follow these best practices when working with Amazon FSx for Windows
File Server. Follow the links below to learn more about the topics discussed.

Topics

» General best practices

» Security best practices

» Configuring and right-sizing your file system

» Using Windows features to optimize and manage your file system

General best practices

Testing your workloads before moving to production

We recommend using a staging environment with the same configuration as your production
environment to test your workloads. For example, use the same Active Directory (AD) and
networking configurations, file system size and configuration, and Windows features, such as data
deduplication and shadow copies. Running test workloads in a staging environment that simulates
your desired production traffic helps ensure that the process run smoothly.

We also recommend reviewing the availability model for your file system and ensuring that your
workload is resilient to the expected recovery behavior for your type of file system during events
such as file system maintenance, throughput capacity changes, and unplanned service disruptions.
For more information, see Availability and durability: Single-AZ and Multi-AZ file systems.

Creating a monitoring plan

You can use file system metrics to monitor your storage and performance usage, understand

your usage patterns, and trigger notifications when your usage approaches your file system'’s
storage or performance limits. Monitoring your Amazon FSx file systems along with the rest of your
application environment enables you to quickly debug any issues that may impact performance.

Ensuring that your file systems have sufficient resources

Having insufficient resources can result in increased latency and queuing for I/O requests, which
might appear as complete or partial unavailability of your file system. For more information
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about monitoring performance and accessing performance warnings and recommendations, see
Monitoring FSx for Windows File Server.

Backing up your file systems regularly

Regular backups allow you to meet your data retention, business, and compliance needs. We
recommend using the automatic daily backups that are enabled by default for your file system, and
using AWS Backup for a centralized backup solution across AWS services. AWS Backup enables you
to configure additional backup plans with different frequencies (for example, multiple times a day,
daily, or weekly) and retention periods.

Security best practices

We recommend that you follow these best practices for administering your file system'’s security
and access controls. For more detailed information on configuring Amazon FSx to meet your
security and compliance objectives, see Security in Amazon FSx.

Network security

Don't modify or delete the ENI that's associated with your file system

Your Amazon FSx file system is accessed through an elastic network interface (ENI) that resides
in the virtual private cloud (VPC) that's associated with your file system. Modifying or deleting
the network interface can cause a permanent loss of connection between your VPC and your file
system.

Using security groups and network ACLs

You can use security groups and network access control lists (ACLs) to limit access to your file
systems. For VPC security groups, the default security group is already added to your file system
in the console. Make sure that the security group and the network ACLs for the subnets where you
create your file system allow traffic on the ports. For more information, see Amazon VPC Security

Groups.

Active Directory

When you create an Amazon FSx file system, you can join it to your Microsoft AD domain to provide
user authentication, and share-, file-, and folder-level access control authorization. Your users can
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use their existing AD accounts to connect to file shares and access files and folders within them.
In addition, you can migrate the existing security ACL configuration to Amazon FSx without any
modifications. Amazon FSx provides you with two options for Active Directory: AWS managed
Microsoft AD or self-managed Microsoft AD.

If you're using an AWS managed Microsoft AD, we recommend leaving the default settings of
your AD security group. If you do modify these settings, ensure that you maintain a network
configuration that satisfies the network requirements. For more information, see Networking

prerequisites.

If you're using a self-managed Microsoft AD, you have additional options for configuring your file
system. We recommend the following best practices for initial configuration when using Amazon
FSx with your self-managed Microsoft AD:

« Assign subnets to a single AD site: If your AD environment has a large number of domain
controllers, use Active Directory Sites and Services to assign the subnets used by your Amazon
FSx file systems to a single AD site with the highest availability and reliability. Make sure that
the VPC security group, VPC network ACL, Windows firewall rules on your DCs, and any other
network routing controls you have in your AD infrastructure allow communication from Amazon
FSx on the required ports. This allows Windows to revert to other DCs if it can't use the assigned
AD site. For more information, see File System Access Control with Amazon VPC.

« Use a separate Organizational Unit (OU): Use an OU for your Amazon FSx file systems that's
separate from any other organizational units that you might have.

» Configure your service account with minimum privileges required: Configure or delegate
the service account that you provide to Amazon FSx with the minimum privileges required. For
more information, see Prerequisites for using a self-managed Microsoft Active Directory and

Delegating privileges to your Amazon FSx service account .

« Continuously verify your AD configuration: Run the Amazon FSx Active Directory validation

tool against your AD configuration prior to creating your Amazon FSx file system to verify that
your configuration is valid for use with Amazon FSx, and to discover any warnings and errors that
the tool might expose.

Avoid losing availability due to AD misconfiguration

When using Amazon FSx with your self-managed Microsoft AD, it's important to have a valid AD
configuration not only during the creation of your file system, but also for ongoing operations
and availability. During failure recovery events, routine maintenance events, and throughput

Active Directory 8



Amazon FSx for Windows File Server Windows User Guide

capacity update actions, Amazon FSx rejoins file server resources to your Active Directory. If the AD
configuration is not valid during an event, your file system changes to a status of Misconfigured,
and is at risk of becoming unavailable. Here are some ways that you can avoid losing availability:

« Keep your AD configuration updated with Amazon FSx: If you make changes, such as resetting
the password of your service account, make sure you update the configuration for any file
systems using this service account.

» Monitor for AD misconfiguration: Set Misconfigured status notifications for yourself so that you
can reset your file system’s AD configuration, if necessary. For an example that uses a Lambda-
based solution to achieve this, see Monitoring the health of Amazon FSx file systems using
Amazon EventBridge and AWS Lambda.

 Validate your AD configuration regularly: If you want to proactively detect AD
misconfigurations, we recommend that you run the Active Directory Validation tool against
your AD configuration on an ongoing basis. If you receive warnings or errors when running the
validation tool, it means that your file system is at risk of becoming misconfigured.

« Don't move or modify computer objects created by FSx: Amazon FSx creates and manages
computer objects in your AD, using the service account and permissions that you provide. Moving
or modifying these computer objects can result in your file system becoming misconfigured.

Windows ACLs

With Amazon FSx, you use standard Windows access control lists (ACLs) for fine-grained share-,
file-, and folder-level access control. Amazon FSx file systems automatically verify the credentials
of users who access file system data to enforce these Windows ACLs.

« Don’t change the NTFS ACL permissions for the SYSTEM user: Amazon FSx requires that the
SYSTEM user have full control NTFS ACL permissions on all folders within your file system.
Changing the NTFS ACL permissions for the SYSTEM user may result in your file system
becoming inaccessible and future file system backups may become unusable.

Configuring and right-sizing your file system

Selecting a deployment type

Amazon FSx provides two deployment options: Single-AZ and Multi-AZ. We recommend using
Multi-AZ file systems for most production workloads that require high availability to shared
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Windows file data. For more information, see Availability and durability: Single-AZ and Multi-AZ
file systems.

Selecting a storage type

SSD storage is appropriate for most production workloads that have high performance
requirements and latency-sensitivity. Examples of these workloads include databases, data
analytics, media processesing, and business applications. We also recommend SSD for use cases
involving large numbers of end users, high levels of 1/0, or datasets that have large numbers of
small files. Lastly, we recommend using SSD storage if you plan to enable shadow copies. You can
configure and scale SSD IOPS for file systems with SSD storage, but not HDD storage.

If you decide to use HDD storage, test your file system to ensure it's able to meet your performance
requirements. HDD storage comes at a lower cost relative to SSD storage, but with higher latencies
and lower levels of disk throughput and disk IOPS per unit of storage. It might be suitable for
general-purpose user shares and home directories with low I/O requirements, large content
management systems (CMS) where data is retrieved infrequently, or datasets with small numbers
of large files. For more information, see Storage configuration & performance.

You can upgrade your storage type from HDD to SSD at any time by using the Amazon FSx Console
or Amazon FSx API. For more information, see Managing storage type.

Selecting a throughput capacity

Configure your file system with sufficient throughput capacity to meet not only the expected traffic
of your workload, but also additional performance resources required to support the features

you want to enable on your file system. For example, if you're running data deduplication, the
throughput capacity that you select must provide enough memory to run deduplication based

on the storage that you have. If you're using shadow copies, increase throughput capacity to a
value that's at least three times the value that's expected to be driven by your workload to avoid
Windows Server deleting your shadow copies. For more information, see Impact of throughput

capacity on performance.

Increasing your storage capacity and throughput capacity

Increase the storage capacity of your file system when it's running low on free storage, or
when you expect your storage requirements to grow larger than the current storage limit. We
recommend maintaining at least 10% of free storage capacity at all times on your file system.
We also recommend increasing storage capacity by at least 20% before storage scaling, as you
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will not be able to increase it while the process is ongoing. You can use the FreeStorageCapacity
CloudWatch metric to monitor the amount of free storage available and understand how it trends.
For more information, see Managing storage capacity.

You should also increase the throughput capacity of your file system if your workload is
constrained by the current performance limits. You can use the Monitoring and performance page
on the FSx console to see when workload demands have approached or exceeded performance
limits to determine whether your file system is under-provisioned for your workload.

To minimize the duration of storage scaling and avoid reduction in write performance, we
recommend increasing your file system's throughput capacity before increasing storage capacity
and then scaling back throughput capacity after the storage capacity increase is complete. Most
workloads experience minimal performance impact during storage scaling, but write-heavy
applications with large active datasets can temporarily experience up to a one-half reduction in the
write performance.

Modifying throughput capacity during idle periods

Updating throughput capacity interrupts availability for a few minutes for Single-AZ file systems
and causes failover and failback for Multi-AZ file systems. For Multi-AZ file systems, if there is
ongoing traffic during failover and failback, any data changes made during this time will need to
be synchronized between the file servers. The data synchronization process can take up to multiple
hours for write-heavy and IOPS-heavy workloads. Although your file system will continue to be
available during this time, we recommend scheduling maintenance windows and performing
throughput capacity updates during idle periods when there is minimal load on your file system to
reduce the duration of data synchronization. To learn more, see Managing throughput capacity.

Using Windows features to optimize and manage your file
system

Using data deduplication

FSx supports the use of Microsoft Data Deduplication to identify and eliminate redundant data.
Here are some best practices for using Data Deduplication:

o Schedule Data Deduplication jobs to run when your file system is idle: The default schedule
includes a weekly GarbageCollection job at 2:45 UTC on Saturdays. It can take multiple hours
to complete if you have a large amount of data churn on your file system. If this time isn't ideal
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for your workload, schedule this job to run at a time when you expect low traffic on your file
system.

« Configure sufficient throughput capacity for Data Deduplication to complete: Higher
throughput capacities provide higher levels of memory. Microsoft recommends having 1 GB of
memory per 1 TB of logical data to run Data Deduplication. Use the Amazon FSx performance

table to determine the memory that's associated with your file system's throughput capacity and

ensure that the memory resources are sufficient for the size of your data.

« Customize Data Deduplication settings to meet your specific storage needs and reduce
performance requirements: You can constrain the optimization to run on specific file types
or folders, or set a minimum file size and age for optimization. To learn more, see Data

deduplication.

Using shadow copies

You can enable shadow copies for your file system to allow end-users to view and restore individual
files or folders from an earlier snapshot in Windows File Explorer. Amazon FSx uses the shadow
copies feature as provided by Microsoft Windows Server. Use these best practices for shadow
copies:

« Ensure your file system has sufficient performance resources: By design, Microsoft Windows
uses a copy-on-write method to record changes since the most recent shadow copy point, and
this copy-on-write activity can result in up to three 1/0 operations for every file write operation.

« Use SSD storage and increase throughput capacity: Because Windows requires a high level of
I/O performance to maintain shadow copies, we recommend using SSD storage and increasing
throughput capacity up to a value as high as three times that of your expected workload. This
helps to ensure that your file system has enough resources to avoid issues like the unwanted
deletion of shadow copies.

« Maintain only the number of shadow copies that you need: If you have a large number of
shadow copies—for example, more than 64 of the most recent shadow copies—or shadow
copies that occupy a large amount of storage (TB-scale) on a single file system, processes such
as failover and failback might take some extra time. This is due to the need for FSx for Windows
to run consistency checks on the shadow copy storage. You might also experience higher latency
of 1/0 operations due to the need for FSx for Windows to perform copy-on-write activity while
maintaining the shadow copies. To minimize availability and performance impact from shadow
copies, delete unused shadow copies manually or configure scripts to delete old shadow copies
on your file system automatically. For more information, see Shadow copies.
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Setting up
Before you use Amazon FSx for the first time, complete the following tasks:

1. Sign up for an AWS account

2. Create an administrative user

Sign up for an AWS account
If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to an administrative user, and use only the root user to perform tasks

that require root user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/

and choosing My Account.

Create an administrative user

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.
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For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create an administrative user
1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to an administrative user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the administrative user

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Next step

Getting started with Amazon FSx
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Getting started with Amazon FSx

Following, you can learn how to get started using Amazon FSx. This getting started exercise
includes the following steps.

Topics

» Step 1: Create your file system

« Step 2: Map your file share to an EC2 instance running Windows Server

» Step 3: Write data to your file share

» Step 4: Back up your file system

« Step 5: Transfer Files to or from Amazon FSx for Windows File Server Using AWS DataSync

o Step 6: Clean up resources

« Amazon FSx file system status

Step 1: Create your file system

To create your Amazon FSx file system, you must create your Amazon Elastic Compute Cloud
(Amazon EC2) instance and the AWS Directory Service directory. If you don't have that set up
already, see Walkthrough 1: Prerequisites for getting started.

To create your first file system

1. Open the Amazon FSx console at https://console.aws.amazon.com/fsx/.

2. Onthe dashboard, choose Create file system to start the file system creation wizard.

3. On the Select file system type page, choose FSx for Windows File Server, and then choose
Next. The Create file system page appears.

4. In the File system details section, provide a name for your file system. It's easier to find and
manage your file systems when you name them. You can use a maximum of 256 Unicode
letters, white space, and numbers, plus the special characters +-=._:/

The following image shows all of the configuration options available in the File system details
section.
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File system details

File system name - optional Info

MyFSxWindows file system

Maximum of 256 Unicode letters, whitespace, and numbers, plus +-=._:/

Deployment type Info

© Multi-AZ (Recommended)

Multi-AZ file systems are recommended for most production workloads because they have two file
servers in separate Availability Zones (AZ), providing continuous availability to data and helping
protect your data against instance failure and AZ disruption.

O Single-AZ 2
Single-AZ 2 is the latest generation of single Availability Zone file systems, and it supports SSD and
HDD storage.

O Single-AZ 1

Storage type Info
O ssD
(O HDD

SSD storage capacity  Info

32 GiB

Minimum 32 GiB; Maximum 65,536 GiB

Provisioned SSD IOPS  Info
Amazon FSx provides 3 IOPS per GiB of storage capacity. You can also provision additional SSD IOPS as needed.

© Automatic (3 IOPS per GiB of SSD storage)

(O User-provisioned
Minimum 96 I0PS; Maximum 350,000 IOPS

Throughput capacity Info

The sustained speed at which the file server hosting your file system can serve data. The file server can also burst to higher speeds for
periods of time.

32 MB/s (recommended) v

5. For Deployment type choose Multi-AZ or Single-AZ.

« Choose Multi-AZ to deploy a file system that is tolerant to Availability Zone unavailability.
This option supports SSD and HDD storage.

» Choose Single-AZ to deploy a file system that is deployed in a single Availability Zone.
Single-AZ 2 is the latest generation of single Availability Zone file systems, and it supports
SSD and HDD storage.
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For more information, see Availability and durability: Single-AZ and Multi-AZ file systems.

6. For Storage type, you can choose either SSD or HDD.

FSx for Windows File Server offers solid state drive (SSD) and hard disk drive (HDD) storage
types. SSD storage is designed for the highest-performance and most latency-sensitive
workloads, including databases, media processing workloads, and data analytics applications.
HDD storage is designed for a broad spectrum of workloads, including home directories, user
and departmental file shares, and content management systems. For more information, see
Optimizing costs using storage types.

7. For Provisioned SSD IOPS, you can choose either Automatic or User-provisioned mode.

If you choose Automatic mode, FSx for Windows File Server automatically scales your SSD
IOPS to maintain 3 SSD IOPS per GiB of storage capacity. If you choose User-provisioned
mode, enter any whole number in the range of 96-400,000. Scaling SSD IOPS above 80,000
is available in US East (N. Virginia), US West (Oregon), US East (Ohio), Europe (Ireland), Asia
Pacific (Tokyo), and Asia Pacific (Singapore). For more information, see Managing SSD |OPS.

8. For Storage capacity, enter the storage capacity of your file system, in GiB. If you're using SSD
storage, enter any whole number in the range of 32-65,536. If you're using HDD storage, enter
any whole number in the range of 2,000-65,536. You can increase the amount of storage
capacity as needed at any time after you create the file system. For more information, see
Managing storage capacity.

9. Keep Throughput capacity at its default setting. Throughput capacity is the sustained
speed at which the file server that hosts your file system can serve data. The Recommended
throughput capacity setting is based on the amount of storage capacity you choose. If you
need more than the recommended throughput capacity, choose Specify throughput capacity,
and then choose a value. For more information, see FSx for Windows File Server performance.

® Note

If you are going to enable file access auditing, you must choose a throughput capacity
of 32 MB/s or greater. For more information, see File access auditing.

You can modify the throughput capacity as needed at any time after you create the file
system. For more information, see Managing throughput capacity.
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10. In the Network & security section, choose the Amazon VPC that you want to associate with
your file system. For this getting started exercise, choose the same Amazon VPC that you
chose for your AWS Directory Service directory and your Amazon EC2 instance.

11.
For VPC Security Groups, the default security group for your default Amazon VPC is already

added to your file system in the console. If you're not using the default security group, make
sure that the security group you choose is in the same AWS Region as your file system. You will
also need to add the following rules to your chosen security group:

a. Add the following inbound and outbound rules to allow the following ports.

Rules Ports
UDP 53, 88, 123, 389, 464
TCP 53, 88, 135, 389, 445, 464, 636, 3268, 3269, 5985, 9389,

49152-65535

Add from and to IP addresses or security group IDs associated with the client compute
instances that you want to access your file system from.

b. Add outbound rules to allow all traffic to the Active Directory that you're joining your file
system to. To do this, do one of the following:

« Allow outbound traffic to the security group ID associated with your AWS Managed AD
directory.

« Allow outbound traffic to the IP addresses associated with your self-managed Active
Directory domain controllers.

(® Note

In some cases, you might have modified the rules of your AWS Managed Microsoft
AD security group from the default settings. If so, make sure that this security group
has the required inbound rules to allow traffic from your Amazon FSx file system. For
more information about the required inbound rules, see AWS Managed Microsoft AD

Prerequisites in the AWS Directory Service Administration Guide.
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12.

13.

For more information, see File System Access Control with Amazon VPC.

If you have a Multi-AZ deployment (see step 5), choose a Preferred subnet value for the
primary file server and a Standby subnet value for the standby file server. A Multi-AZ
deployment has a primary and a standby file server, each in its own Availability Zone and
subnet.

For Windows authentication, you have the following options:

If you want to join your file system to a Microsoft Active Directory domain that is managed by
AWS, choose AWS Managed Microsoft Active Directory, and then choose your AWS Directory
Service directory from the list. For more information, see Working with Microsoft Active
Directory in FSx for Windows File Server.

If you want to join your file system to a self-managed Microsoft Active Directory domain,
choose Self-managed Microsoft Active Directory, and provide the following details for your
Active Directory.

« The fully qualified domain name of your Active Directory.

/A Important
For Single-AZ 2 and all Multi-AZ file systems, the Active Directory domain name
cannot exceed 47 characters. This limitation applies to both AWS managed and self-
managed Active Directory domain names.
Amazon FSx requires a direct connection or internal traffic to your DNS IP Address.
Connection via an internet gateway is not supported. Instead, use a VPN, VPC
peering, Direct Connect or a transit gateway association.

» DNS server IP addresses—the IPv4 addresses of the DNS servers for your domain

® Note

Your DNS server must have EDNS (Extension Mechanisms for DNS) enabled. If EDNS
is disabled, you may not be able to create an Amazon FSx file system.

» Service account username—the user name of the service account in your existing Active
Directory. Do not include a domain prefix or suffix.
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14.
15.

16.

17.
18.

19.

20.

« Service account password—the password for the service account.
» Confirm password—the password for the service account.

» (Optional) Organizational Unit (OU)—the distinguished path name of the organizational
unit in which you want to join your file system.

» (Optional) Delegated file system administrators group— the name of the group in your
Active Directory that can administer your file system. The default group is 'Domain Admins'".

For Encryption, keep the default Encryption key setting of aws/fsx (default).

For Auditing - optional, file access auditing is disabled by default. For information about
enabling and configuring file access auditing, see To enable file access auditing when creating

a file system (console).

For Access - optional, enter any DNS aliases that you want to associate with the file system.
Each alias name must be formatted as a fully qualified domain name (FQDN). For more
information, see Managing DNS aliases.

For Backup and maintenance - optional, keep the default settings.

For Tags - optional, enter a key and value to add tags to your file system. A tag is a case-
sensitive key-value pair that helps you manage, filter, and search for your file system.

Choose Next.

Review the file system configuration shown on the Create file system page. For your reference,
note which file system settings you can modify after file system is created. Choose Create file
system.

After Amazon FSx creates the file system, choose the file system ID in the File Systems
dashboard. Choose Attach, and note the fully qualified domain name for your file system. You
will need it in a later step.

Step 2: Map your file share to an EC2 instance running Windows

Server

You can now mount your Amazon FSx file system to your Microsoft Windows-based Amazon EC2

instance joined to your AWS Directory Service directory. The name of your file share is not the

same as the name of your file system.
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To map a file share on an Amazon EC2 Windows instance using the GUI

1.

7.

Before you can mount a file share on a Windows instance, you must launch the EC2 instance
and join it to an AWS Directory Service for Microsoft Active Directory. To perform this action,
choose one of the following procedures from the AWS Directory Service Administration Guide:

« Seamlessly Join a Windows EC2 Instance

« Manually Join a Windows Instance

Connect to your instance. For more information, see Connecting to Your Windows Instance in
the Amazon EC2 User Guide for Windows Instances.

When you're connected, open File Explorer.

From the navigation pane, open the context (right-click) menu for Network and choose Map
Network Drive.

Choose a drive letter of your choice for Drive.

You can map your file system using either its default DNS name assigned by Amazon FSx, or
using a DNS alias of your choosing. This procedure describes mapping a file share using the
default DNS name. If you want to map a file share using a DNS alias, see Walkthrough 5: Using

DNS aliases to access your file system.

For Folder, enter the file system DNS name and the share name. The default Amazon FSx
share is called \share. You can find the DNS name in the Amazon FSx console, https://
console.aws.amazon.com/fsx/, Windows File Server > Network & Security section, or in the

response of CreateFileSystem or DescribeFileSystems APl command.

« For a Single-AZ file system joined to an AWS Managed Microsoft Active Directory, the DNS
name looks like the following.

fs-0123456789abcdef@.ad-domain.com

» For a Single-AZ file system joined to a self-managed Active Directory, and any Multi-AZ file
system, the DNS name looks like the following.

amznfsxaallbb22.ad-domain.com

For example, enter \\fs-0123456789abcdef@.ad-domain.com\share.

Choose whether the file share should Reconnect at sign-in, and then choose Finish.
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Step 3: Write data to your file share

Now that you've mapped your file share to your instance, you can use your file share like any other
directory in your Windows environment.

To write data to your file share

1. Open the Notepad text editor.

2.  Write some content in the text editor. For example: Hello, World!
3. Save the file to your file share's drive letter.
4

Using File Explorer, navigate to your file share and find the text file that you just saved.

Step 4: Back up your file system

Now that you've had a chance to use your Amazon FSx file system and its file shares, you can

back it up. By default, daily backups are created automatically during your file system's 30-
minute backup window. However you can create a user-initiated backup at any time. Backups have
additional costs associated with them. For more information on backup pricing, see Pricing.

To create a backup of your file system from the console

1. Open the Amazon FSx console at https://console.aws.amazon.com/fsx/.

2. From the console dashboard, choose the name of the file system you created for this exercise.
3. From the Overview tab for your file system, choose Create backup.
4

In the Create backup dialog box that opens, provide a name for your backup. This name
can contain a maximum of 256 Unicode letters and include white space, numbers, and the
following special characters: +-=._:/

Choose Create backup.

6. To view all your backups in a list, so you can restore your file system or delete the backup,
choose Backups.

When you create a new backup, its status is set to CREATING while it is being created. This can take
a few minutes. When the backup is available for use, its status changes to AVAILABLE.
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Step 5: Transfer Files to or from Amazon FSx for Windows File
Server Using AWS DataSync

Now that you have a functioning setup for Amazon FSx for Windows File Server, you can use AWS
DataSync to transfer files between an existing file system and Amazon FSx for Windows File Server.

AWS DataSync is a data transfer service that simplifies, automates, and accelerates moving and
replicating data between on-premises storage systems and AWS storage services over the internet
or AWS Direct Connect. DataSync can transfer your file data, and also file system metadata such as
ownership, time stamps, and access permissions.

In DataSync, a location for Amazon FSx for Windows is an endpoint for an FSx for Windows File
Server. You can transfer files between a location for Amazon FSx for Windows and a location for
other file systems. For information, see Working with Locations in the AWS DataSync User Guide.

DataSync accesses your FSx for Windows File Server using the Server Message Block (SMB)
protocol. It authenticates by using the user name and password that you configure in the DataSync
console or AWS CLI.

Before You Begin

For this step, we assume that you have the following:

» A source location that you can transfer files from. If this source is an Amazon EFS file system, it
needs to be accessible over NFS version 3, version 4, or 4.1. Example file systems include those
located in on-premises data centers, self-managed in-cloud file systems, and Amazon FSx for
Windows file systems.

« A destination file system to transfer files to. Example file systems include those located in on-
premises data centers, self-managed in-cloud file systems, and Amazon FSx for Windows file
systems. If you don't have an FSx for Windows File Server file system, create one. For more
information, see Getting started with Amazon FSx.

« A server and network that meet the DataSync requirements. To learn more, see Requirements for

DataSync in the AWS DataSync User Guide.

When you have the preceding in place, you can begin transfer as discussed following.
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Basic Steps for Transferring Files Using DataSync

To transfer files from a source location to a destination location using DataSync, take the following
basic steps:

Download and deploy an agent in your environment and activate it.

Create and configure a source and destination location.

Create and configure a task.

Run the task to transfer files from the source to the destination.

To learn how to transfer files from an existing on-premises file system to your FSx for Windows File
Server, see Getting Started with DataSync in the AWS DataSync User Guide.

To learn how to transfer files from an existing in-cloud file system to your FSx for Windows File
Server, see Deploying the DataSync Agent as an Amazon EC2 Instance in the AWS DataSync User
Guide.

Step 6: Clean up resources

After you have finished this exercise, you should follow these steps to clean up your resources and
protect your AWS account.

To clean up resources

1.  On the Amazon EC2 console, terminate your instance. For more information, see Terminate
Your Instance in the Amazon EC2 User Guide for Windows Instances.

2. Onthe Amazon FSx console, delete your file system. All automatic backups are deleted
automatically. However, you still need to delete the manually created backups. The following
steps outline this process:

a. Open the Amazon FSx console at https://console.aws.amazon.com/fsx/.

b. From the console dashboard, choose the name of the file system you created for this
exercise.

c. For Actions, choose Delete file system.

d. Inthe Delete file system dialog box that opens, decide whether you want to create a final
backup. If you do, provide a name for the final backup. Any automatically created backups
are also deleted.
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/A Important

New file systems can be created from backups. We recommend that you create a
final backup as a best practice. If you find you don't need it after a certain period
of time, you can delete this and other manually created backups.

e. Enter the ID of the file system that you want to delete in the File system ID box.
f.  Choose Delete file system.

g. The file system is now being deleted, and its status in the dashboard changes to
DELETING. When the file system has been deleted, it no longer appears in the dashboard.

h. Now you can delete any manually created backups for your file system. From the left-side
navigation, choose Backups.

i. From the dashboard, choose any backups that have the same File system ID as the file
system that you deleted, and choose Delete backup.

j-  The Delete backups dialog box opens. Leave the check box checked for the ID of the
backup you selected, and choose Delete backups.

Your Amazon FSx file system and related automatic backups are now deleted.

3. If you created an AWS Directory Service directory for this exercise in Walkthrough 1:
Prerequisites for getting started, you can delete it now. For more information, see Delete your
directory in the AWS Directory Service Administration Guide.

Amazon FSx file system status

You can view the status of an Amazon FSx file system by using the Amazon FSx console, the AWS
CLI command describe-file-systems, or the APl operation DescribeFileSystems.

File system status Description

AVAILABLE The file system is in a healthy state, and is
reachable and available for use.

CREATING Amazon FSx is creating a new file system.
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File system status
DELETING

UPDATING

MISCONFIGURED

MISCONFIGURED_UNAVAILABLE

FAILED

Description
Amazon FSx is deleting an existing file system.

The file system is undergoing a customer-
initiated update.

The file system is in an impaired state due to a
change in your Active Directory environment.
Your file system is either currently unavailab
le or at risk of losing availability, and backups
may not succeed. For information on restoring
availability, see File system is in @ misconfig

ured state.

The file system is currently unavailable due to
a change in your Active Directory environme
nt. For information on restoring availability,
see File system is in a misconfigured state.

« When creating a new file system, Amazon
FSx was unable to create the new file
system.

 The file system is unavailable.

 The file system has failed and Amazon FSx
can't recover it.

« Amazon FSx is unable to create backups.

Amazon FSx file system status
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Supported clients, access methods, and environments for
Amazon FSx for Windows File Server

You can access your Amazon FSx file systems using a variety of supported clients and methods
from both AWS and on-premises environments.

Topics

« Supported clients

» Supported access methods

» Supported environments

Supported clients

Amazon FSx supports connecting to your file system from a wide variety of compute instances
and operating systems. It does this by supporting access through the Server Message Block (SMB)
protocol, versions 2.0 through 3.1.1.

The following AWS compute instances are supported for use with Amazon FSx:

« Amazon Elastic Compute Cloud (Amazon EC2) instances, including Microsoft Windows, Mac,
Amazon Linux and Amazon Linux 2 instances. For more information, see Accessing file shares.

« Amazon Elastic Container Service (Amazon ECS) containers. For more information, see FSx for
Windows File Server volumes in the Amazon Elastic Container Service Developer Guide.

» WorkSpaces instances — To learn more, see the AWS blog post Using FSx for Windows File Server

with Amazon WorkSpaces.

o Amazon AppStream 2.0 instances — To learn more, see the AWS blog post Using Amazon FSx

with Amazon AppStream 2.0.

e VMs running in VMware Cloud on AWS environments — To learn more, see the AWS blog
post Storing and Sharing Files with FSx for Windows File Server in a VMware Cloud on AWS

Environment.

The following operating systems are supported for use with Amazon FSx:

« Windows Server 2008, Windows Server 2008 R2, Windows Server 2012, Windows Server 2012
R2, Windows Server 2016, Windows Server 2019, and Windows Server 2022.
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« Windows Vista, Windows 7, Windows 8, Windows 8.1, Windows 10 (including the Windows 7 and
Windows 10 desktop experiences of WorkSpaces), and Windows 11.

e Linux, using the cifs-utils tool.

¢ macOS

Supported access methods

You can use the following access methods and approaches with Amazon FSx.

Accessing file systems using their default DNS names

FSx for Windows File Server provides a Domain Name System (DNS) name for every file system.
You access your FSx for Windows File Server file system by mapping a drive letter on your compute
instance to your Amazon FSx file share using this DNS name. To learn more, see Using Microsoft
Windows file shares.

/A Important

Amazon FSx only registers DNS records for a file system if you are using Microsoft DNS as
the default DNS. If you are using a third-party DNS, you must manually set up DNS entries
for your Amazon FSx file systems. For information about choosing the correct IP addresses
to use for the file system, see Obtaining the correct file system IP addresses to use for DNS.

To find the DNS name:

 In the Amazon FSx console, choose File systems, and then choose Details. View the DNS name in
the Network & Security section.

 Or, view it in the response of the CreateFileSystem or DescribeFileSystems API command.

For all Single-AZ file systems joined to an AWS Managed Microsoft Active Directory, the DNS name
looks like the following: fs-0123456789abcdef@.ad-dns-domain-name

For all Single-AZ file systems joined to a self-managed Active Directory, and any Multi-AZ file
system, the DNS name looks like the following: amznfsxaallbb22.ad-domain.com
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Using DNS names with Kerberos authentication

We recommend that you use Kerberos-based authentication and encryption in transit with Amazon
FSx. Kerberos provides the most secure authentication for clients accessing your file system. To
enable Kerberos-based authentication and encryption of data in transit for your SMB sessions, use
the file system's DNS name provided by Amazon FSx to access your file system.

If you have an external trust configured between your AWS Managed Microsoft Active Directory
and your on-premises Active Directory, to use the Amazon FSx Remote PowerShell with Kerberos
authentication, you must configure a local group policy on the client for forest search order.

For more information, see Configure Kerberos Forest Search Order (KFSO) in the Microsoft

documentation.

Accessing file systems using DNS aliases

FSx for Windows File Server provides a DNS name for every file system that you can use to access
your file shares. You can also enable access to Amazon FSx from DNS names other than the default
DNS name that Amazon FSx creates by registering aliases for your FSx for Windows File Server file
systems.

Using DNS aliases, you can move your Windows file share data to Amazon FSx and continue
using your existing DNS names to access data on Amazon FSx. DNS aliases also allow you to use
meaningful names that make it easier to administer tools and applications to connect to your
Amazon FSx file systems. For more information, see Managing DNS aliases.

Using DNS aliases with Kerberos authentication

We recommend that you use Kerberos-based authentication and encryption in transit with Amazon
FSx. Kerberos provides the most secure authentication for clients accessing your file system. To
enable Kerberos authentication for clients that access Amazon FSx using a DNS alias, you must add
service principal names (SPNs) that correspond to the DNS alias on your Amazon FSx file system'’s
Active Directory computer object.

You can optionally enforce clients that access the file system using a DNS alias to use Kerberos
authentication and encryption by setting the following Group Policy Objects (GPOs) in your Active
Directory:

o Restrict NTLM: Outgoing NTLM traffic to remote servers - Use this policy setting to deny
or audit outgoing NTLM traffic from a computer to any remote server running the Windows
operating system.
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» Restrict NTLM: Add remote server exceptions for NTLM authentication - Use this policy setting
to create an exception list of remote servers to which client devices are allowed to use NTLM
authentication if the Network security: Restrict NTLM: Outgoing NTLM traffic to remote servers
policy setting is configured.

For more information, see Walkthrough 5: Using DNS aliases to access your file system.

Working with FSx for Windows File Server file systems and DFS
namespaces

FSx for Windows File Server supports the use of Microsoft Distributed File System (DFS)
Namespaces. You can use DFS Namespaces to organize file shares on multiple file systems into one
common folder structure (a namespace) that you use to access the entire file dataset. You can use
a name in your DFS Namespace to access your Amazon FSx file system by configuring its link target
to be the file system's DNS name. For more information, see Grouping multiple file systems with

DFS Namespaces.

Supported environments

You can access your file system from resources that are in the same VPC as your file system. For
more information and detailed instructions, see Walkthrough 1: Prerequisites for getting started.

You can also access file systems created after February 22, 2019, from on-premises resources
and from resources that are in a different VPC, AWS account, or AWS Region. The following table
illustrates the environments from which Amazon FSx supports access from clients in each of the
supported environments, depending on when the file system was created.

Clients located Access to file systems created Access to Access to file
in... before February 22, 2019 file systems systems created
created before after December
December 17, 17, 2020
2020

Subnets in which
the file system is v v v
created
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Clients located
in...

Primary CIDR
blocks of the
VPC in which the
file system was
created

Secondary CIDRs
of the VPCin
which the file
system was
created

Other CIDRs or
peered networks

(® Note

Access to file systems created
before February 22, 2019

Access to

file systems
created before
December 17,
2020

Clients with IP
addresses in
an RFC 1918
private IP
address range:

« 10.0.0.0/8
« 172.16.0.0/12

« 192.168.0
.0/16

Access to file
systems created
after December
17, 2020

Clients with

IP addresses
outside the
following CIDR
block range:
198.19.0.0/16

In some cases, you might want to access a file system that was created before December
17, 2020 from on-premises using a non-private IP address range. To do this, create a new
file system from a backup of the file system. For more information, see Working with

backups.

Following, you can find information about how to access your FSx for Windows File Server file
systems from on-premises and from different VPCs, AWS accounts, or AWS Regions.
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Accessing FSx for Windows File Server file systems from on-premises

FSx for Windows File Server supports the use of AWS Direct Connect or AWS VPN to access your
file systems from your on-premises compute instances. With support for AWS Direct Connect,

FSx for Windows File Server enables you to access your file system over a dedicated network
connection from your on-premises environment. With support for AWS VPN, FSx for Windows File
Server enables you to access your file system from your on-premises devices over a secure and
private tunnel.

After you connect your on-premises environment to the VPC associated with your Amazon FSx file
system, you can access your file system using its DNS name or a DNS alias. You do so just as you

do from compute instances within the VPC. For more information on AWS Direct Connect, see the
AWS Direct Connect User Guide. For more information on setting up AWS VPN connections, see VPN

Connections in the Amazon VPC User Guide.

FSx for Windows File Server also supports the use of Amazon FSx File Gateway to provide low
latency, seamless access to your in-cloud FSx for Windows File Server file shares from your on-
premises compute instances. For more information, see the Amazon FSx File Gateway User Guide.

Accessing FSx for Windows File Server file systems from another VPC,
account, or AWS Region

You can access your FSx for Windows File Server file system from compute instances in a different
VPC, AWS account, or AWS Region from that associated with your file system. To do so, you can
use VPC peering or transit gateways. When you use a VPC peering connection or transit gateway
to connect VPCs, compute instances that are in one VPC can access Amazon FSx file systems in
another VPC. This access is possible even if the VPCs belong to different accounts, and even if the
VPCs reside in different AWS Regions.

A VPC peering connection is a networking connection between two VPCs that you can use to route
traffic between them using private IPv4 or IP version 6 (IPv6) addresses. You can use VPC peering
to connect VPCs within the same AWS Region or between AWS Regions. For more information on
VPC peering, see What is VPC Peering? in the Amazon VPC Peering Guide.

A transit gateway is a network transit hub that you can use to interconnect your VPCs and on-
premises networks. For more information about using VPC transit gateways, see Getting Started
with Transit Gateways in the Amazon VPC Transit Gateways.
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After you set up a VPC peering or transit gateway connection, you can access your file system using
its DNS name. You do so just as you do from compute instances within the associated VPC.
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Availability and durability: Single-AZ and Multi-AZ file
systems

Amazon FSx for Windows File Server offers two file system deployment types: Single-AZ and Multi-
AZ. The following sections provide information to help you choose the right deployment type for
your workloads. For information on the service's availability SLA (Service Level Agreement), see
Amazon FSx Service Level Agreement.

Single-AZ file systems are composed of a single Windows file server instance and a set of storage
volumes within a single Availability Zone (AZ). With Single-AZ file systems, data is automatically
replicated to protect it from the failure of a single component in most cases. Amazon FSx
continuously monitors for hardware failures, and automatically recovers from failure events by
replacing the failed infrastructure component. Single-AZ file systems are offline, typically for less
than 20 minutes, during these failure recovery events and during planned file system maintenance
within the maintenance window that you configure for your file system. With Single-AZ file
systems, file system failure may be unrecoverable in rare cases, such as due to multiple component
failures or due to a non-graceful failure of the single file server that leaves the file system in an
inconsistent state, in which case you can recover your file system from the most recent backup.

Multi-AZ file systems are composed of a high-availability cluster of Windows file servers spread
across two AZs (a preferred AZ and a standby AZ), leveraging Windows Server Failover Clustering
(WSFC) technology and a set of storage volumes on each of the two AZs. Data is replicated
synchronously within each individual AZ and between the two AZs. Relative to Single-AZ
deployment, Multi-AZ deployments provide enhanced durability by further replicating data
across AZs, and enhanced availability during planned system maintenance and unplanned service
disruption by failing over automatically to the standby AZ. This allows you to continue accessing
your data, and helps to protect your data against instance failure and AZ disruption.

Choosing Single-AZ or Multi-AZ file system deployment

We recommend using Multi-AZ file systems for most production workloads given the high
availability and durability model it provides. Single-AZ deployment is designed as a cost-efficient
solution for test and development workloads, certain production workloads that have replication
built into the application layer and do not require additional storage-level redundancy, and
production workloads that have relaxed availability and Recovery Point Objective (RPO) needs.
Workloads with relaxed availability and RPO needs can tolerate temporary loss of availability for
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up to 20 minutes in the event of planned file system maintenance or unplanned service disruption
and, in rare cases, the loss of data updates since the most recent backup.

Feature support by deployment type

The following table summarizes features supported by the FSx for Windows File Server file system
deployment types:

Deploymen SSD HDD DFS DFS Custom CA shares
t type storage storage namespace replication DNS
s names
Single- v v v v
AZ 1
Single- v v v v v
AZ 2
Multi-AZ v v v v Ve
® Note

* While you can create continously available (CA) shares on Single-AZ 2 file systems, you
should use CA shares on Multi-AZ file systems for SQL Server HA deployments.

Failover process for FSx for Windows File Server

Multi-AZ file systems automatically fail over from the preferred file server to the standby file server
if any of the following conditions occur:

« An Availability Zone outage occurs.
» The preferred file server becomes unavailable.

» The preferred file server undergoes planned maintenance.

When failing over from one file server to another, the new active file server automatically begins
serving all file system read and write requests. When the resources in the preferred subnet are
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available, Amazon FSx automatically fails back to the preferred file server in the preferred subnet.
A failover typically completes in less than 30 seconds from the detection of the failure on the
active file server to the promotion of the standby file server to active status. Failback to the
original Multi-AZ configuration also completes in less than 30 seconds, and only occurs once the
file server in the preferred subnet is fully recovered.

During the brief period in which your file system is failing over and failing back, /O may be paused
and Amazon CloudWatch metrics may be temporarily unavailable.

For Multi-AZ file systems, if there is ongoing traffic during failover and failback, any data changes
made during this time will need to be synchronized between the file servers. This process can
take up to multiple hours for write-heavy and IOPS-heavy workloads. We recommend testing the
impact of failovers on your application while your file system is under a lighter load.

Failover experience on Windows clients

When failing over from one file server to another, the new active file server automatically begins
serving all file system read and write requests. After the resources in the preferred subnet are
available, Amazon FSx automatically fails back to the preferred file server in the preferred subnet.
Because the file system's DNS name remains the same, failovers are transparent to Windows
applications, which resume file system operations without manual intervention. A failover typically
completes in less than 30 seconds from the detection of the failure on the active file server to the
promotion of the standby file server to active status. Failback to the original Multi-AZ configuration
also completes in less than 30 seconds, and only occurs after the file server in the preferred subnet
is fully recovered.

Failover experience on Linux clients

Linux clients do not support automatic DNS-based failover. Therefore, they don't automatically
connect to the standby file server during a failover. They will automatically resume file system
operations after the Multi-AZ file system has failed back to the file server in the preferred subnet.

Testing failover on a file system

You can test failover your Multi-AZ file system by modifying its throughput capacity. When you
modify your file system's throughput capacity, Amazon FSx switches out the file system's file
server. Multi-AZ file systems automatically fail over to the secondary server while Amazon FSx
replaces the preferred server file server first. Then the file system automatically fails back to the
new primary server and Amazon FSx replaces the secondary file server.
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You can monitor the progress of the throughput capacity update request in the Amazon FSx
console, the CLI, and the API. Once the update has completed successfully, your file system has
failed over to the secondary server, and failed back to the primary server. For more information
about modifying your file system's throughput capacity and monitoring the progress of the
request, see Managing throughput capacity.

Working with Single and Multi-AZ file system resources

Subnets

When you create a VPC, it spans all the Availability Zones (AZs) in the Region. Availability Zones are
distinct locations that are engineered to be isolated from failures in other Availability Zones. After
creating a VPC, you can add one or more subnets in each Availability Zone. The default VPC has

a subnet in each Availability Zone. Each subnet must reside entirely within one Availability Zone
and cannot span zones. When you create a Single-AZ Amazon FSx file system, you specify a single
subnet for the file system. The subnet you choose defines the Availability Zone in which the file
system is created.

When you create a Multi-AZ file system, you specify two subnets, one for the preferred file server,
and one for the standby file server. The two subnets you choose must be in different Availability
Zones within the same AWS Region.

For in-AWS applications, we recommend that you launch your clients in the same Availability Zone
as your preferred file server to minimize latency.

File system elastic network interfaces

When you create an Amazon FSx file system, Amazon FSx provisions one or more elastic network

interfaces in the Amazon Virtual Private Cloud (VPC) that you associate with your file system. The

network interface allows your client to communicate with the FSx for Windows File Server file
system. The network interface is considered to be within the service scope of Amazon FSx, despite
being part of your account's VPC. Multi-AZ file systems have two elastic network interfaces, one for
each file server. Single-AZ file systems have one elastic network interface.
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/A Warning
You must not modify or delete the elastic network interfaces associated with your file
system. Modifying or deleting the network interface can cause a permanent loss of
connection between your VPC and your file system.

The following table summarizes the subnet, elastic network interface, and IP address resources for
FSx for Windows File Server file system deployment types:

File system Number of subnets Number of elastic Number of
deployment type network interfaces IP addresses
Single-AZ 2 1 1 2
Single-AZ 1 1 1 1
Multi-AZ 2 2 4

Once a file system is created, its IP addresses don't change until the file system is deleted.

/A Important
Amazon FSx doesn't support accessing file systems from, or exposing file system to
the public Internet. If an Elastic IP address, which is a public IP address reachable from
the Internet, gets attached to a file system's elastic network interface, Amazon FSx
automatically detaches it.
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Optimizing costs with Amazon FSx

FSx for Windows File Server provides several features to help you optimize your total cost of
ownership (TCO) based on your application needs. You can pick the storage type (HDD or SSD)

to achieve the right balance of cost and performance needs for your application. You have the
flexibility to pick throughput capacity separately from the amount of storage capacity to optimize
your costs. And, you can use data deduplication to optimize storage costs by eliminating redundant
data on your file system.

Topics

 Flexibility to choose storage and throughput independently

« Optimizing storage costs

» Reviewing Usage and Billing

Flexibility to choose storage and throughput independently

With FSx for Windows File Server, you can configure your file system's storage, SSD I0PS, and
throughput capacities independently. This gives you flexibility to achieve the right mix of cost and
performance. For example, you can choose to have a large amount of storage with a relatively
small amount of throughput capacity for cold (generally inactive) workloads to save on unneeded
throughput costs. Or, as another example, you could choose to have a large amount of throughput
capacity for a relatively small amount of storage capacity. Higher throughput capacity comes with
higher amounts of memory for caching on the file server. You can take advantage of fast caching
on the file server to optimize performance for actively accessed data. For more information, see
FSx for Windows File Server performance.

You can increase the amount of storage capacity anytime after you create a file system. For more
information, see Managing storage capacity. You can scale SSD IOPS independently of storage

capacity anytime after you create a file system. For more information, see Managing SSD I0PS. You

can increase or decrease the amount of throughput capacity at any time, providing the flexibility to
address changing performance needs. For more information, see Managing throughput capacity.

Optimizing storage costs

You can optimize your storage costs with Amazon FSx in a variety of ways, described as follows.
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Optimizing costs using storage types

FSx for Windows File Server provides two types of storage—hard disk drives (HDD) and solid

state drives (SSD)—to enable you to optimize cost/performance to meet your workload needs.
HDD storage is designed for a broad spectrum of workloads, including home directories, user

and departmental shares, and content management systems. SSD storage is designed for the
highest-performance and most latency-sensitive workloads, including databases, media processing
workloads, and data analytics applications. For more information, see Latency and Amazon FSx for

Windows File Server Pricing.

Optimizing storage costs using data deduplication

Large datasets often have redundant data, which increases data storage costs. For example,

user file shares can have multiple copies of the same file, stored by multiple users. Software
development shares can contain many binaries that remain unchanged from build to build. You
can reduce your data storage costs by turning on data deduplication for your file system. When
it's turned on, data deduplication automatically reduces or eliminates redundant data by storing
duplicated portions of the dataset only once. For more information about data deduplication, and
how to easily turn it on for your Amazon FSx file system, see Data deduplication.

Reviewing Usage and Billing

You can review your file system usage, including your storage capacity, throughput capacity,
backup, and data transfer, using the AWS Billing Dashboard or the AWS Cost Explorer. These

tools allow you to review usage of your resources, and filter and group by usage type, region,

and other relevant criteria. Note that in order to view usage for a single file system or single file
system backup, you will need to enable tags for that specific resource and enable tag-based billing
reporting. For more information, see Using AWS cost allocation tags in the AWS Billing user guide.
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Working with Microsoft Active Directory in FSx for
Windows File Server

Amazon FSx works with Microsoft Active Directory to integrate with your existing Microsoft
Windows environments. Active Directory is the Microsoft directory service used to store
information about objects on the network and make this information easy for administrators and
users to find and use. These objects typically include shared resources such as file servers and
network user and computer accounts.

When you create a file system with Amazon FSx, you join it to your Active Directory domain to
provide user authentication and file- and folder-level access control. Your users can then use their
existing user identities in Active Directory to authenticate themselves and access the Amazon

FSx file system. Users can also use their existing identities to control access to individual files and
folders. In addition, you can migrate your existing files and folders and these items' security access
control list (ACL) configuration to Amazon FSx without any modifications.

Amazon FSx provides you with two options for using your FSx for Windows File Server file system
with Active Directory: Using Amazon FSx with AWS Directory Service for Microsoft Active Directory

and Using Amazon FSx with your self-managed Microsoft Active Directory.

(@ Note

Amazon FSx supports Microsoft Azure Active Directory Domain Services, which you can join

to a Microsoft Azure Active Directory.

After you create a joined Active Directory configuration for a file system, you can update only the
following properties:

« Service user credentials

« DNS server IP addresses
You cannot change the following properties for your joined Microsoft AD after you've created the
file system:

« DomainName

« OrganizationalUnitDistinguishedName
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 FileSystemAdministratorsGroup

However, you can create a new file system from a backup and change these properties in the
Microsoft Active Directory integration configuration for the new file system. For more information,
see Walkthrough 2: Create a file system from a backup.

(@ Note

Amazon FSx does not support Active Directory Connector and Simple Active Directory.

Your FSx for Windows File Server may become Misconfigured if there is a change in your Active
Directory configuration that disrupts the connection to your file system. To return your file system
to the Available state, select the Attempt Recovery button in the Amazon FSx console, or use the
StartMisconfiguredStateRecovery command in the Amazon FSx API or console. For more
information see File system is in a misconfigured state.

Topics

» Using Amazon FSx with AWS Directory Service for Microsoft Active Directory

» Using Amazon FSx with your self-managed Microsoft Active Directory

Using Amazon FSx with AWS Directory Service for Microsoft
Active Directory

AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) provides fully
managed, highly available, actual Active Directory directories in the cloud. You can use these Active
Directory directories in your workload deployment.

If your organization is using AWS Managed Microsoft AD to manage identities and devices, we
recommend that you integrate your Amazon FSx file system with AWS Managed Microsoft AD. By
doing this, you get a turnkey solution using Amazon FSx with AWS Managed Microsoft AD. AWS
handles the deployment, operation, high availability, reliability, security, and seamless integration
of the two services, enabling you to focus on operating your own workload effectively.

To use Amazon FSx with your AWS Managed Microsoft AD setup, you can use the Amazon FSx
console. When you create a new FSx for Windows File Server file system in the console, choose
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AWS Managed Active Directory under the Windows Authentication section. You also choose the
specific directory that you want to use. For more information, see Step 1: Create your file system.

Your organization might manage identities and devices on a self-managed Active Directory domain
(on-premises or in the cloud). If so, you can join your Amazon FSx file system directly to your
existing, self-managed Active Directory domain. For more information, see Using Amazon FSx with
your self-managed Microsoft Active Directory.

Additionally, you can also set up your system to benefit from a resource forest isolation model.
In this model, you isolate your resources, including your Amazon FSx file systems, into a separate
Active Directory forest from the one where your users are.

/A Important

For Single-AZ 2 and all Multi-AZ file systems, the Active Directory domain name cannot
exceed 47 characters.

Networking prerequisites

Before you create an FSx for Windows File Server file system joined to your AWS Microsoft
Managed Active Directory domain, make sure that you have created and set up the following
network configurations:

» For VPC security groups, the default security group for your default Amazon VPC is already
added to your file system in the console. Please ensure that the security group and the VPC
Network ACLs for the subnet(s) where you're creating your FSx file system allow traffic on the
ports and in the directions shown in the following diagram.
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135,389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDPPorts 88,123,389, 464
—~
Active Directory
TCP Ports 53 domain controller
UDP Ports 53
.
: -
N\, : DNS server
FS!(Q E
' TCP Ports 445 C\
< L
< | |
- /A
FSx for Windows SVIB chient
TCP Ports 5985
<
Ty

=

Administrator

The following table identifies the role of each port.

Protocol Ports
TCP/UDP 53
TCP/UDP 88
TCP/UDP 464
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Protocol

TCP/UDP

UDP

TCP

TCP

Ports

389

123

135

445
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