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Amazon EC2 Backup and Restore Using AWS Backup

AWS experience Intermediate
Time to complete 10 minutes
Cost to complete Free Tier eligible (see Amazon EC2 pricing

page for more details)

Services used AWS Backup
Amazon EC2
Last updated January 23, 2023
Overview

AWS Backup enables you to centralize and automate data protection across AWS services. AWS
Backup offers a cost-effective, fully managed, policy-based service that simplifies data protection
at scale. AWS Backup helps you support your regulatory compliance obligations and meet your
business continuity goals.

With just a few clicks in the AWS Backup console, you can create backup policies that automate
backup schedules and retention management. With AWS Backup, you can create backup policies
called backup plans. You can use these plans to define your backup requirements, such as how
frequently to back up your data and how long to retain those backups. AWS Backup lets you apply
backup plans to your AWS resources by simply tagging them. AWS Backup then automatically
backs up your AWS resources according to the backup plan that you defined.

You can use AWS Backup to create on-demand backup jobs, or customize a backup plan to back up
the supported resources. When using AWS Backup with Amazon Elastic Compute Cloud (Amazon
EC2) instances, you can centralize your compliance and policy control for backups, increase security
choices for your organization, and access instant enterprise-level features and functionality. When
you back up an EC2 instance, AWS Backup will protect all Amazon EBS volumes attached to the
instance, and will attach them to an AMI that stores all parameters from the original EC2 instance

(excluding Elastic Inference accelerators and user data scripts).
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What you will accomplish

In this tutorial, you will:

» Create an on-demand backup job of an Amazon EC2 instance

« Use a backup plan to back up Amazon EC2 resources—using a backup plan within AWS Backup
lets you automate your backups on a schedule

« Add resources to an existing backup plan using tags

Prerequisites

You will need the following resources or permissions to proceed with this tutorial:

o An AWS account. For more information on using AWS Backup for the first time, view the AWS
Backup documentation.

« One or more Amazon EC2 instances. You can refer to the Amazon EC2 pricing page for more
details. For AWS Backup pricing, refer to the AWS Backup pricing page.

» IAM roles used by AWS Backup to create a backup of the Amazon EC2 instance.

« If a subsequent role is not created, then the default IAM role can be used—
AWSBackupDefaultRole.

Implementation

In this tutorial, you will learn how to create an on-demand backup job of an Amazon EC2 instance.
Then, you will use a backup plan to protect EC2 resources. Using a backup plan within AWS Backup
lets you automate backups using tags.

Step 1: Configure an on-demand AWS Backup job of an Amazon EC2 instance

1. Open the AWS Backup console

Log in to the AWS Management Console, and open the AWS Backup console.

What you will accomplish 2
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aws % Services Q AWS Backup 2] AN (©) Oregon v %
Search results for 'AWS Backup'

Services

Features (150)
© AWS Backup

AWS Backup centrally manages and automates backups across AWS services

Blogs (16,251)
Documentation (46,739)
et AT () AWS Elastic Disaster Recovery ¥
Tutorials (92) Scalable, cost-effective application recovery to AWS

Events (446)

Marketplace (321) S3 Y%
Scalable Storage in the Cloud

AWS Signer Yy

Ensuring trust and integrity of your code

Features See all 150 result

Volumes
@ Storage Gateway feature

2. Configure the services used with AWS Backup

In the navigation pane on the left side of the AWS Backup console, under My account, choose

Settings.

aws 3% Services ‘ Q Search for services, features, blogs, docs, and more [Option+S]
AWS Backup X

Storage and Data Management

N AWS Backup Create a Backup plan
epae Ce nt ra I. I.y m a n a g e S a n d Build a Backup plan from scratch or start

based on an existing plan.

Create Backup plan

Backup plans

automates backups

Jobs

across AWS services

v External resources

Define Backup plans, schedule backups, automate backup retention
..... management, centrally monitor backup activity, and restore backups.

Hypervisors

Virtual machines Pricing
With AWS Backup, you pay only for the amount
¥ My organization of backup storage you use and the amount of
o . backup data you restore in the month. There is no
Cross-account monitoring HOW It Works minimum fee and there are no set-up charges.

Backup policies

AWS Backup pricing guide [4
v Backup Audit Manager Create

Frameworks New

3. Configure resources

On the Service opt-in page, choose Configure resources.
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aws i52 Services | Q Search for services, features, blogs, docs, and more [Option+S] 2 7N ® Oregon v
i ®
AWS Backup X AWS Backup Settings
¥ My account Service opt-in info

Enable and disable resource types (e.g., EC2, EFS, etc.) that will be protected by backup plans in this account and Region. You will need to enable newly
Dashboard launched resource types before they are protected. Please note that these controls will not apply to backup plans created outside of AWS Backup (i.e.,

EFS automatic backup).
Backup vaults

Backup Vault Lock New | Configure resources |

Backup plans

Resource type A Status v
Protected resources
Jobs Aurora © Disabled
Settings DocumentDB © Disabled
¥ External resources DynamoDB © Disabled
Gat
ateways EBS © Disabled
Hypervisors
Disabled
Virtual machines EC2 © pisable
N EFS @© Disabled
¥ My organization
- itori FSx
Cross-account monitoring © Disabled

- Includes FSx for Lustre, ONTAP, OpenZFS and Windows file server.
Backup policies

. Neptune @© Disabled
¥ Backup Audit Manager

Frameworks RDS © Disabled

Feedback Looking for language selection? Find it in the new Unified Settings [4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

4. Select EC2 for backup

On the Configure resources page, use the toggle switches to enable or disable the services
used with AWS Backup. In this case, select EC2. Choose Confirm when your services are
configured.

« AWS resources that you're backing up should be in the Region you are using for this tutorial,
and resources must all be in the same AWS Region (however, see step 2.10 for information
on Cross-Region Copy). This tutorial uses the US West (Oregon) Region (us-west-1).
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Services ‘ Q  Search fo [Option+S] Oregon ¥

= ®

AWS Backup Settings Configure resources

Configure resources

Resources info
Enable and disable resource types (e.g., EC2, EFS, etc.) that will be protected by backup plans in this account and Region.

Enabled resources
Aurora
DocumentDB
DynamoDB

EBS

EC2

EFS

FSx
Includes FSx for Lustre, ONTAP, OpenZFS and Windows file server.

@ G(B|0 0 0O

Neptune
RDS

S3
Available for $3 buckets with versioning enabled. Follow instructions for one-time permissions setup [

Storage Gateway

@G0 @00

VMware virtual machines

Feedback Looking for language selection? F n the new Unified Settings [4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

5. Create an on-demand backup job of an Amazon EC2 instance
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Services Q  Search fo [Option+S] Oregon ¥

AWS Backup X AWS Backup Protected resources

v My account Protected resources (0) info Create on-demand backup

Resources backed up by AWS Backup
Dashboard

Backup vaults Q 1 .. > &

Backup plans

Resource ID v Resource type v Last backup v

Jobs

Empty resources

Settings
9 No resources to display

v External resources

Gateways New

Hypervisors

Virtual machines

¥ My organization
Cross-account monitoring

Backup policies

v Backup Audit Manager

Frameworks New

Feedback Looking for language selection? Find it in t| ew Unified Settings [2 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

6. Choose Create an on-demand backup

From the dashboard, choose the Create on-demand backup button.

Services ‘ Q Search fo J d r [Option+S] 2] L (0] Oregon v

AWS Backup X AWS Backup Protected resources

v My account Protected resources (0) info
Resources backed up by AWS Backup

Dashboard
Backup vaults Q 1 . > &

Backup plans
Resource ID v Resource type v Last backup v
Protected resources
Jobs
Empty resources
Settings )
No resources to display

v External resources

Gateways New

Hypervisors

Virtual machines

¥ My organization
Cross-account monitoring

Backup policies

¥ Backup Audit Manager

Frameworks New

Feedback ing for language selection? Find it in the new Unified SettingsE © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

7. Configure on-demand backup settings
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On the Create on-demand backup page, choose the following options:
Select the resource type that you want to back up; for example, choose EC2 for Amazon EC2.
Choose the Instance ID of the EC2 resource that you want to protect.

Ensure that Create backup now is selected. This initiates your backup job immediately and
enables you to see your saved resource sooner on the Protected resources page.

Select the desired retention period. AWS Backup automatically deletes your backups at the
end of this period to save storage costs for you.

Choose an existing backup vault. Choosing Create new Backup vault opens a new page to
create a vault and then returns you to the Create on-demand backup page when you are
finished.

Under IAM role, choose Default role.

® Note

If the AWS Backup Default role is not present in your account, then an AWS Backup
Default role is created with the correct permissions.

Choose the Create on-demand backup button. This takes you to the Jobs page, where you will
see a list of jobs
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[Option+S] 2] L (0] Oregon v

AWS Backup Protected resources Create on-demand backup

Create on-demand backup

Settings
Resource type Instance ID
EC2 v i-0acdf9192e629ffb1 v

Backup window

© Create backup now
Starts within 1 hour.

Customize backup window

Retention period Info

Always v

Backup vault Info
Specify the Backup vault this backup is organized in.

Default v Create new Backup vault

IAM role info
Specify the IAM role that AWS Backup will assume when creating and managing backups on your behalf.
© Default role

If the AWS Backup default role is not present, one will be created for you with the correct permissions.

Choose an IAM role

» Tags added to recovery points
AWS Backup copies tags from the protected resource to the recovery point upon creation. You can specify additional tags to add to the
recovery point.

Cancel

Create on-demand backup |

8. View the backup job details

Choose the Backup job ID for the resource that you chose to back up to see the details of that
job.

Implementation
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aws 2% Services arch f blogs, docs, and more [Option+S] (2] L (0] Oregon

AWS Backup « Backup in progress for instance/i-0acdf9192e629ffb1
Depending on the size of the resource, this might take several hours. For status updates, refer to this page.

v My account AWS Backup Jobs
Dashboard
Backup vaults JObS
Backup Vault Lock New In jobs, you can monitor the status and other details of backup, restore, and copy activity.

Back L
ackup plans Backup jobs Restore jobs Copy jobs
Protected resources

Jobs

Setti .
erings Backup jobs Info Create report ’ ’ Last 24 hours Vv

Records of your scheduled or on-demand backups.

¥ External resources

Gateways Q Filter backup jobs by job ID, status, resource ID or resource type 1 .. > &

Hypervisors

Virtual machines Backup job ID Status Resource ID Resource type Creat
0b33a964-f3e2-4ac2-8f1f-97b9afe3962f @ Created instance/i-0acdf9192e629ffb1 EC2 Octo

¥ My organization

Cross-account monitoring

Backup policies

¥ Backup Audit Manager

Frameworks

Feedback Looking for language selection? Find it in the new Unified Settings [4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Step 2: Configure an automatic AWS Backup job of an Amazon EC2 instance

1. Configure the services used with AWS Backup

In the left navigation pane in the AWS Backup console, under My account, choose Settings.

On the Service opt-in page, choose Configure resources.
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aws £52 Services | Q Search for services, features, blogs, docs, and more [Option+S] (3] PN (©) Oregon v
i ®
AWS Backup X AWS Backup Settings
¥ My account Service opt-in info

Enable and disable resource types (e.g., EC2, EFS, etc.) that will be protected by backup plans in this account and Region. You will need to enable newly
Dashboard launched resource types before they are protected. Please note that these controls will not apply to backup plans created outside of AWS Backup (i.e.,
EFS automatic backup).

Backup vaults

Backup Vault Lock New

Backup plans

Resource type A Status v
Protected resources
Jobs Aurora © Disabled
DocumentDB © Disabled
¥ External resources DynamoDB © Disabled
Gat
ateways EBS © Disabled
Hypervisors
Enabled
Virtual machines EC2 ©¢nable
o EFS @© Disabled
¥ My organization
- itori FSx
Cross-account monitoring © Disabled

- Includes FSx for Lustre, ONTAP, OpenZFS and Windows file server.
Backup policies

. Neptune @© Disabled
¥ Backup Audit Manager

Frameworks RDS © Disabled

Feedback Looking for language selection? Find it in the new Unified Settings [4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

2. Select EC2 for backup

On the Configure resources page, use the toggle switches to enable or disable the services
used with AWS Backup. Choose Confirm when your services are configured.

« AWS resources that you're backing up should be in the Region you are using for this tutorial,
and resources must all be in the same AWS Region (however, see step 2.10 for information
on Cross-Region Copy). This tutorial uses the US West (Oregon) Region (us-west-1).
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aws 228 Services ‘ Q. Search for services, features, blogs, docs, and more [Option+S] 7AN ® Oregon v

|
C]

AWS Backup Settings Configure resources

Configure resources

Resources info
Enable and disable resource types (e.g., EC2, EFS, etc.) that will be protected by backup plans in this account and Region.

Enabled resources
Aurora
DocumentDB
DynamoDB

EBS

EC2

EFS

O 0|60 0 0O

FSx
Includes FSx for Lustre, ONTAP, OpenZFS and Windows file server.

Neptune

RDS

S3
Available for S3 buckets with versioning enabled. Follow instructions for one-time permissions setup E

Storage Gateway

@G0 009

VMware virtual machines

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

3. Configure a backup plan for an Amazon EC2 instance

In the AWS Backup console, select Backup plans in the left navigation pane under My account,
and then Create backup plan.

4. Create a new backup plan

AWS Backup provides three ways to get started using backup plans, but for this tutorial, select
Build a new plan:

 Start with a template — You can create a new backup plan based on a template provided
by AWS Backup. Be aware that backup plans created by AWS Backup are based on backup
best practices and common backup policy configurations. When you select an existing
backup plan to start from, the configurations from that backup plan are automatically

Implementation 11
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populated for your new backup plan. You can then change any of these configurations
according to your backup requirements.

« Build a new plan — You can create a new backup plan by specifying each of the
backup configuration details, as described in the next section. You can choose from the
recommended default configurations.

» Define a plan using JSON — You can modify the JSON expression of an existing backup
plan or create a new expression.

Backup plan name — You must provide a unique backup plan name. If you try to create a
backup plan that is identical to an existing plan, you get an AlreadyExistsException error. For
this tutorial, enter EC2-webapp.

2% Services ‘ Q Search for services, features, blogs, docs, and more [Option+S] (2] AN (0] Oregon ¥

= AWS Backup Backup plans Create backup plan ®

Create backup plan .

Start options

Backup plan options Info

Start with a template © Build a new plan Define a plan using JSON
Create a Backup plan based on a Configure a new Backup plan Modify the JSON expression of an
template provided by AWS from scratch. existing backup plan or create a
Backup. new expression.

Backup plan name
EC2-webapp

Backup plan name is case sensitive. Must contain from 1 to 50 alphanumeric or '-_.' characters.

» Tags added to backup plan - optional

Backup rule configuration info

Backup rule name

Feedback Looking for language selection? Find it in the new Unified Settings [4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

5. Enter a backup rule name

Backup rule name — Backup plans are composed of one or more backup rules. Backup rule
names are case sensitive. They must contain from 1 to 63 alphanumeric characters or hyphens.
For this tutorial, enter EC2-Dailies.

Implementation 12
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aws i52 Services | Q Search for services, features, blogs, docs, and more [Option+S] (3] PN (©) Oregon ¥

Backup rule configuration info

Add a Backup rule by defining a backup schedule, backup window, and lifecycle rules. You can add additional Backup rules to this Backup
plan later. The backup cost depends on your backup configurations.

Backup rule name

EC2-Dailies

Backup rule name is case sensitive. Must contain from 1 to 50 alphanumeric or '-_.' characters.

Backup vault Info

Default v Create new Backup vault

Backup frequency Info
Daily v
Enable continuous backups for point-in-time recovery (PITR) Info
Available for RDS and S3 resources.

Backup window

© Use backup window defaults - recommended Info
5 AM UTC, starts within 8 hours.

Customize backup window

Transition to cold storage Info

Never v

Retention period Info

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

6. Create a backup vault

Backup vault — A backup vault is a container to organize your backups in. Backups created

by a backup rule are organized in the backup vault that you specify in the backup rule. You
can use backup vaults to set the AWS Key Management Service (AWS KMS) encryption key
that is used to encrypt backups in the backup vault and to control access to the backups in the
backup vault. You can also add tags to backup vaults to help you organize them. If you don't
want to use the default vault, you can create your own.

Create new Backup vault — Instead of using the default backup vault that is automatically
created for you in the AWS Backup console, you can create specific backup vaults to save and
organize groups of backups in the same vault.

Implementation 13
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aws i52 Services | Q Search for services, features, blogs, docs, and more [Option+S] (3] PN (©) Oregon v

Backup rule configuration info

Add a Backup rule by defining a backup schedule, backup window, and lifecycle rules. You can add additional Backup rules to this Backup
plan later. The backup cost depends on your backup configurations.

Backup rule name
RDS-Dailies
Backup rule name is case sensitive. Must contain from 1 to 50 alphanumeric or '-_.' characters.

Backup vault Info

Default v I| Create new Backup vault H

Backup frequency Info
Daily v
Enable continuous backups for point-in-time recovery (PITR) Info
Available for RDS and S3 resources.

Backup window

© Use backup window defaults - recommended Info
5 AM UTC, starts within 8 hours.

Customize backup window

Transition to cold storage Info

Never v

Retention period Info

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

7. Configure your backup vault

a. To create a backup vault, choose Create new Backup vault.

b. Enter a name for your backup vault. You can name your vault to reflect what you will store
in it, or to make it easier to search for the backups you need. For example, you could name
it FinancialBackups.

c. Select an AWS KMS key. You can use either a key that you already created or select the
default AWS Backup KMS key.

d. Optionally, add tags that will help you search for and identify your backup vault.

e. Choose the Create Backup vault button.
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X
Create Backup vault

General

Backup vault name

FinancialBackups

Backup vault name is case sensitive. Must contain from 2 to 50 alphanumeric or '-_' characters.

Encryption key Info

(default) aws/backup v

Description Account Key ID Status

Default key that protects This account @© Enabled
my Backup data when no _

other key is defined

Backup vault tags - optional

Tags specified here help organize and track your Backup vault

No tags.

Add new tag

You can add up to 50 more tags.

Cancel Create Backup vault

8. Configure backup schedule

Backup frequency — The backup frequency determines how often a backup is created.
You can choose a frequency of every 12 hours, daily, weekly, or monthly. When selecting

weekly, you can specify which days of the week you want backups to be taken. When selecting

monthly, you can choose a specific day of the month.

Enable continuous backups for point-in-time recovery — With continuous backups, you can
perform point-in-time restores (PITRs) by choosing when to restore, down to the second. The
most time that can elapse between the current state of your workload and your most recent
point-in-time restore is 5 minutes. You can store continuous backups for up to 35 days. If you
do not enable continuous backups, AWS Backup takes snapshot backups for you.

Backup window — Backup windows consist of the time that the backup window begins and
the duration of the window in hours. The default backup window is set to start at 5 AM UTC
(Coordinated Universal Time) and lasts 8 hours.

Implementation
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aws i52 Services | Q Search for services, features, blogs, docs, and more [Option+S] (3] PN (©) Oregon ¥

Backup rule configuration info

Add a Backup rule by defining a backup schedule, backup window, and lifecycle rules. You can add additional Backup rules to this Backup
plan later. The backup cost depends on your backup configurations.

Backup rule name
RDS-Dailies
Backup rule name is case sensitive. Must contain from 1 to 50 alphanumeric or '-_.' characters.

Backup vault Info

Default v | Create new Backup vault

Backup frequency Info

Daily v |

Enable continuous backups for point-in-time recovery (PITR) Info
Available for RDS and S3 resources.

Backup window

IO Use backup window defaults - recommendedllnfu
5 AM UTC, starts within 8 hours.

Customize backup window

Transition to cold storage Info

Never v

Retention period Info

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

9. Configure retention settings

Transition to cold storage — Currently, only Amazon Elastic File System (Amazon EFS)
backups can be transitioned to cold storage. The cold storage expression is ignored for the
backups of Amazon Elastic Block Store (Amazon EBS), Amazon Relational Database Service
(Amazon RDS), Amazon Aurora, Amazon DynamoDB, and AWS Storage Gateway.

Retention period — AWS Backup automatically deletes your backups at the end of this period
to save storage costs for you. AWS Backup can retain snapshots between 1 day and 100 years
(or indefinitely, if you do not enter a retention period), and continuous backups between 1 and
35 days.

Implementation 16
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aws
~—

2% Services ‘ Q  Search for services, features, blogs, docs, and more [Option+S] 2] L (0]

Oregon ¥

Feedback

Transition to cold storage Info

| Never v |

Retention period Info

| Always v |

Copy to destination Info

» Tags added to recovery points
AWS Backup copies tags from the protected resource to the recovery point upon creation. You can specify additional tags to add to the
recovery point.

v Advanced backup settings

Application-consistent backup Info
Enable application-consistent snapshots for the selected third-party software running on EC2.

Windows VSS

@ You can assign resources to this Backup plan after the plan has been created.

Looking for language selection? Find it in the new Unified SettingsE © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

10. (Optional) Copy a backup to multiple regions

Copy to destination — As part of your backup plan, you can optionally create a backup copy in
another AWS Region. Using AWS Backup, you can copy backups to multiple AWS Regions on-
demand, or automatically as part of a scheduled backup plan. Cross-Region Replication (CRR)
is particularly valuable if you have business continuity or compliance requirements to store
backups a minimum distance away from your production data. When you define a backup

copy,

®

you configure the following options:

Copy to destination — The destination Region for the backup copy.

(Advanced Settings) Transition to cold storage

(Advanced Settings) Retention period

Note

Destination Backup vault — The destination backup vault for the copy.

Cross-Region Copy incurs additional data transfer costs. You can refer to the AWS

Backup pricing page for more information.

Implementation
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@ Q @ Oregon v

aW§ EEE Services ‘ Q  Search for services, features, blogs, docs, and more [Option+S]

Transition to cold storage Info

| Never v |

Retention period Info

| Always v |

Copy to destination Info

» Tags added to recovery points

AWS Backup copies tags from the protected resource to the recovery point upon creation. You can specify additional tags to add to the

recovery point.

v Advanced backup settings

Application-consistent backup Info
Enable application-consistent snapshots for the selected third-party software running on EC2.

Windows VSS

@ You can assign resources to this Backup plan after the plan has been created.

© 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

Feedback Looking for language selection? Find it in the new Unified Settings [}

11. Create the plan

Tags added to recovery points — The tags that you list here are automatically added to

backups when they are created.

Advanced backup settings — Enables application-consistent backups for third-party
applications that are running on Amazon EC2 instances. Currently, AWS Backup supports
Windows VSS backups. This is only applicable for Windows EC2 Instances running SQL Server

or Exchange databases.

Choose Create plan.
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V¥ Tags added to recovery points ®
AWS Backup copies tags from the protected resource to the recovery point upon creation. You can specify additional tags to add to the
recovery point.

No tags.

Add new tag

You can add up to 50 more tags.

v Advanced backup settings

Application-consistent backup Info
Enable application-consistent snapshots for the selected third-party software running on EC2.

Windows VSS

‘ @ You can assign resources to this Backup plan after the plan has been created.

‘ ® You can add more rules to this Backup plan after the plan has been created.

cancel

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

12. Assign resources

When you assign a resource to a backup plan, that resource is backed up automatically
according to the backup plan. The backups for that resource are managed according to
the backup plan. You can assign resources using tags or resource IDs. Using tags to assign
resources is a simple and scalable way to back up multiple resources.

Select the created backup plan and choose the Assign resources button.
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AWS Backup X AWS Backup Backup plans EC2-webapp ®
- Delete ‘ \ View JSON
V¥ My account Ecz Webapp \
Dashboard
Backup vaults Summary

Backup Vault Lock New

Backup plans Backup plan name Version ID Last modified Last runtime
Protected resources EC2-webapp M2M4ZGMyYTUtZDZkYi00 October 11th, 2022, 11:22 -
Backus blan 1D 0GU2LTg4NjQtZGQyYzMyY AM (UTC-07:00)
Jobs ackup pian 2E2NDBm
. 2f1bc08c-2342-4ce6-950d-
Settings
36651fb5ba63

v External resources

Gateways

Hypervisors Backup rules (1) Add backup rule

Backup rules specify the backup schedule, backup window, and lifecycle rules.
Virtual machines

¥ My organization Name a Backup vault v Destination Backup vault

Cross-account monitoring EC2-Dailies FinancialBackups -

Backup policies

v Backup Audit Manager Resource assignments (0) Assign resources

Frameworks Resource assignments specify which resources will be backed up by this Backup plan.

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

13. Enter an assignment name
Resource assignment name — Provide a resource assignment name.

IAM role — When creating a tag-based backup plan, if you choose a role other than Default
role, make sure that it has the necessary permissions to back up all tagged resources. AWS
Backup tries to process all resources with the selected tags. If it encounters a resource that it
doesn't have permission to access, the backup plan fails.
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11
©®

AWS Backup Backup plans EC2-webapp Resource selection

Resource selection i

General

Resource assignment name

EC2-resources

Resource assignment name is case sensitive. Must contain from 1 to 50 alphanumeric or '-_." characters.

IAM role Info
AWS Backup will assume this IAM role when creating and managing recovery points on your behalf.

O Default role
If the AWS Backup default role is not present, one will be created for you with the correct permissions.

Choose an IAM role

Resource selection info

Assign resources to this Backup plan using tags and resource IDs.

1. Define resource selection info

Protect all resources or specify resources by type or ID.

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

14. Choose resource selection type

Define resource selection — You can choose to include all resource types or specific resource
types.

Assign resources info
Assign resources to this Backup plan using tags and resource IDs.

1. Define resource selection info
Protect all resources or specify resources by type or ID.
© Include all resource types
Protect all resource types that are enabled in your account.

Include specific resource types
— Choose resources by type or specify individual resources by ID. I

15. Define resource assignments
For resource ID-based assignment, select Resource type and the name of the resource.

To exclude specific resource IDs, select Resource type and the name of the resource.
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2. Select specific resource types info

Choose specific resource types that you want to protect with this backup plan. You can also exclude specific resource IDs from the selection.

Select resource types v

Resource type Instance IDs

EC2 Choose resources v
Allinstances X

3. Exclude specific resource IDs from the selected resource types - optional info

Select specific resource IDs that you want to exclude from this assignment.

16. Assign the resources to the backup plan
For tags-based resource assignment, provide the key-value pair of the Amazon EC2 instance.

Choose the Resource selection button to assign the resources to the backup plan.

Services ‘ Q, Search for servi features, blogs, docs, and more [Option+S] @ Q @ Oregon v

2. Select specific resource types info

Choose specific resource types that you want to protect with this backup plan. You can also exclude specific resource IDs from the selection.

Select resource types v

3. Exclude specific resource IDs from the selected resource types - optional info
Select specific resource IDs that you want to exclude from this assignment.

Select resource types v

4. Refine selection using tags - optional info
Filter resources by tags. For multiple tags, resources will only be assigned to the backup plan if they satisfy all tag conditions.

Key Condition for value Value

Q Enter key Select a condition v Q, Enter value
Add tags

You can add up to 29 more tags.

Cancel | Resource selection

Feedback Looking for language selection? Find it in the new Unified Settings [} © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

17. View the backup job

Navigate to the AWS Backup console. The backup jobs will be seen under Jobs.
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A backup, or recovery point, represents the content of a resource, such as an Amazon EC2
instance or Amazon RDS database, at a specified time. Recovery point is a term that refers
generally to the different backups in AWS services, such as Amazon EBS snapshots and
Amazon RDS backups. In AWS Backup, recovery points are saved in backup vaults, which you
can organize according to your business needs. Each recovery point has a unique ID.

Step 3: Restore an Amazon EC2 instance using AWS Backup

1. Select the backup

Navigate to the backup vault that was selected in the backup plan and select the latest

completed backup.

<& EEE Services ‘ Q  Search for services, features, blogs, docs, and more [Option+S] E] Q @ Oregon ¥
®
AWS Backup X AWS Backup Backup vaults > Default
Default Edit access policy
¥ My account
Dashboard
Backup vaults Summary
Backup Vault Lock New
Backup plans Backup vault name Creation date KMS encryption key ID
Protected resources Default April 21st, 2022, 9:28 PM (UTC-07:00) 80981b2f-a954-48ea-b6ce-
c6ded6b7f577 [4
Jobs Backup vault ARN Vault lock
Settings arn:aws:backup:us-west- -
2:661972857966:backup-vault:Default
Vv External resources
Gateways
Virtual machines
Q Filter by resource type, recovery point ID, status, resource ID or source « 1 2 3 4 5 6 7 8 .. » (o)
¥ My organization
Cross-account monitoring Recovery point ID v Status v Resource ID v Resource type v Backup 1
Backup policies image/ami-0ce50ce380750837 © Completed instance/i-Ofe4dcceaf4b30ed1 EC2 Image
v Backup Audit Manager
Frameworks _ -
Feedback Looking for language selection? Find it in the new Unified Settings [4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

2. Restore the EC2 instance

To restore the EC2 instance, select the recovery point ARN and choose Restore.
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aws 2% Services ‘ Q Search for services, features, blogs, docs, and more [Option+S] 2] AN (0] Oregon ¥
= AWS Backup Backup vaults Default ami-0ce50ce38075083f7 - EC2 ®
ami-0ce50ce38075083f7 - EC2 [“copy |[ oetete ||| restore |
Details
ARN Resource type Status Backup type
arn:aws:ec2:us-west-2::image/ami- EC2 @© Completed Image
0ce50ce38075083f7
Creation time Resource ID Storage tier Size
October 10th, 2022, 10:00 PM (UTC- instance/i-Ofe4dcceaf4b30ed1 Warm 30 GB
07:00)
Backup summary
Backup type Backup vault Backup plan
Automated Default RDS-webapp
Expiration date Move to cold date IAM role

- - Default role [4

Feedback Looking for language selection? Find it in the new Unified Settings [4 © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

3. Review restore configurations

The restore of the ARN will bring you to a Restore backup screen that will have the
configurations for the EC2 instance using the backed-up AMI and all the attached EBS
volumes.

In the Network settings pane, accept the defaults or specify the options for the Instance type,
Virtual Private Cloud (VPC), Subnet, Security groups, and Instance IAM role settings.

This example proceeds with no IAM role. The IAM role can be applied to the EC2 instance after
the restore process is completed.

» To successfully do a restore with the original instance profile, you must edit the restore
policy. If you apply an instance profile during the restore, you have to update the operator
role and add the PassRole permissions of the underlying instance profile role to Amazon
EC2. The default service role created by AWS Backup manages creating and restoring
backups. It has two managed policies: AWSBackupServiceRolePolicyForBackup and
AWSBackupServiceRolePolicyForRestores. It also allows “Action”: “iam:PassRole” to launch
EC2 instances as part of a restore.
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1]
©

AWS Backup Backup vaults Default Restore backup

Restore backup

Restore EC2 instances so they can centrally manage backups with other resources while being able to use the key features like
scheduled backups, lifecycle management, and quick restores. To access full instance restore capabilities go to Instance
Launch Wizard [4

Network settings

Instance type Info
Define the compute and memory capacity of the instance.

t2.micro - 1 vCPU, 1 GiB RAM v

Virtual Private Cloud (VPC)
Select the VPC to define the virtual networking environment.

vpc-07b660369d5db35c0 v

Subnet Info
Specify a range of IP addresses in your VPC that can be used to isolate different EC2 resources from each otheror from the internet. Each
subnet resides in one Availability Zone.

subnet-001703c31a7504865 v

Security groups Info
Specify security groups to determine a set of firewall rules that control the traffic for your instance.

Add a security group v

BreakTheMonolith-Demo-EcsSecurityGroup-164FKPR7ZBACU X

Instance IAM role Info
Specify the IAM role that will automatically deploy AWS credentials to the EC2 instance.

Proceed with no IAM role v

Feedback Looking for language selection? Find it in the new Unified Settings [ © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

4. Choose a restore role

In the Restore role pane, accept the Default role or Choose an IAM role to specify the IAM
role that AWS Backup will assume for this restore.
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= ®

Security groups Info
Specify security groups to determine a set of firewall rules that control the traffic for your instance.

Add a security group v

BreakTheMonolith-Demo-EcsSecurityGroup-164FKPR7ZBACU X

Instance IAM role Info
Specify the IAM role that will automatically deploy AWS credentials to the EC2 instance.

Proceed with no IAM role v

Restore role info
Specify the IAM role that AWS Backup will assume when restoring the backup.

O Default role
If the AWS Backup default role is not present, one will be created for you with the correct permissions.

Choose an IAM role

v Advanced settings
Customize shutdown and hibernation behavior, termination protection, placement groups, tenancy, and other advanced settings.

Shutdown behavior Info

5. Restore the backup

In the Advanced settings pane, accept the defaults or specify the options for Shutdown
behavior, Stop - Hibernate behavior, Placement group, T2/T3 Unlimited, Tenancy, and
User data settings. This section is used to customize shutdown and hibernation behavior,
termination protection, placement groups, tenancy, and other advanced settings.

AWS Backup will use the SSH key pair used at the time of backup to automatically perform
your restore.

After specifying all of your settings, choose Restore backup. The Restore jobs pane will
appear, and a message at the top of the page will provide information about the restore job.
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v Advanced settings
Customize shutdown and hibernation behavior, termination protection, placement groups, tenancy, and other advanced settings.

Shutdown behavior Info
Specify the instance behavior when an OS-level shutdown is performed.

Stop v

Stop - Hibernate behavior Info

Enable hibernation as an additional stop behavior

Enable termination protection
Protect instances from being accidentally terminated. Once enabled, you won't be able to terminate this instance via the API or the
AWS Management Console until termination protection has been disabled.

Placement group Info
Provide a name for the logical grouping of instances within a single Availability Zone that benefit from low network latency, high network
throughout.

Add instance to placement group

T2/T3 Unlimited

Enabling T2/T3 Unlimited allows applications to burst beyond the baseline for as long as needed at any time. If the average CPU utilization
of the instance is at or below the baseline, the hourly instance price automatically covers all usage. Otherwise, all usage above baseline is
billed. Additional charges may apply [4

Disabled v

Tenancy Info
Specify whether the use of host tenancy will request to launch instances onto dedicated hosts, or launch instances as dedicated instances.

Shared - Run a shared hardware instance v

User data - optional Info
Specify user data to configure an instance or run a configuration script during launch. If the input is not already encoded, AWS will
automatically base64 encode user data for you.

Input text goes here

User data is base64 encoded

Cancel

Feedback oking for language selectiof i Amazon Web Services, Inc. or its af h Privacy Terms Cookie preferences

6. Monitor restore job

Check for your restored backup job under Restore jobs in the the AWS Backup console.
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v Advanced settings

Customize shutdown and hibernation behavior, termination protection, placement groups, tenancy, and other advanced settings.

Shutdown behavior Info
Specify the instance behavior when an OS-level shutdown is performed.

Stop v

Stop - Hibernate behavior Info

Enable hibernation as an additional stop behavior

Enable termination protection

Protect instances from being accidentally terminated. Once enabled, you won't be able to terminate this instance via the API or the
AWS Management Console until termination protection has been disabled.

Placement group Info

Provide a name for the logical grouping of instances within a single Availability Zone that benefit from low network latency, high network
throughout.

Add instance to placement group

T2/T3 Unlimited

Enabling T2/T3 Unlimited allows applications to burst beyond the baseline for as long as needed at any time. If the average CPU utilization
of the instance is at or below the baseline, the hourly instance price automatically covers all usage. Otherwise, all usage above baseline is
billed. Additional charges may apply [4

Disabled v

Tenancy Info
Specify whether the use of host tenancy will request to launch instances onto dedicated hosts, or launch instances as dedicated instances.

Shared - Run a shared hardware instance v

User data - optional Info

Specify user data to configure an instance or run a configuration script during launch. If the input is not already encoded, AWS will
automatically base64 encode user data for you.

Input text goes here

User data is base64 encoded

Cancel _

Feedback Looking for language selection? Find it in the new Unified Settingsz © 2022, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

7. Confirm restoration

Once the job status appears as completed, navigate to the Amazon EC2 console and select
Instances in the left navigation pane to see the restored EC2 instance. The EC2 instance is
restored using the backup of the AMI and the attached EBS volume.

You can now connect to the public IP address if you restored your Amazon EC2 instance using
SSH.

[Option+S] & L ® Oregon v
© revcropeinc . nstances (1/3) i [0 [comer ) [ imancmare v ] [ crors + | N
Tell us what you think
Q 1 &
EC2 Dashboard
EC2 Global View -] Name v Instance ID Instance state v Instance type V¥ Status check Alarm status Availa
Events - i-09f4613e5afc69898 ©@Running @ t2.micro @ Initializing Noalarms + us-we:
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Clean up resources

In the following steps, you clean up the resources you created in this tutorial. It is a best practice to
delete instances and resources that you are no longer using so that you are not continually charged
for them.

1. Delete the instance

Open the Amazon EC2 console.

In the navigation pane on the left, choose Instance under Instances.
Select the restored EC2 instance, and choose Instance state, then Terminate instance.

Choose Terminate when prompted for confirmation.

2. Delete the AWS Backup recovery point

Open the AWS Backup console and navigate to the vault where the recovery point is stored.

Select the recovery point, then select Delete.

(® Note

This process can take several seconds to complete.

Conclusion

Congratulations! You have created a backup of an Amazon EC2 instance and performed a restore
using AWS Backup.

Conclusion 29


https://console.aws.amazon.com/ec2/v2/home
https://console.aws.amazon.com/backup

	Amazon EC2 Backup and Restore Using AWS Backup
	Table of Contents
	Amazon EC2 Backup and Restore Using AWS Backup
	Overview
	What you will accomplish
	Prerequisites
	Implementation
	Step 1: Configure an on-demand AWS Backup job of an Amazon EC2 instance
	Step 2: Configure an automatic AWS Backup job of an Amazon EC2 instance
	Step 3: Restore an Amazon EC2 instance using AWS Backup
	Clean up resources

	Conclusion


