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Batch Upload Files to Amazon S3 Using the AWS CLI

AWS experience Beginner

Time to complete 10 minutes

Cost to complete Free Tier eligible

Requires o AWS Account
(® Note

Accounts created within the past
24 hours might not yet have access
to the services required for this
tutorial.

« Recommended browser: The latest version
of Chrome or Firefox

Last updated Aug 9, 2022

Overview

In this how-to guide, we are going to help you use the AWS Command Line Interface (AWS CLI) to
access Amazon Simple Storage Service (Amazon S3). We will do this so you can easily build your
own scripts for backing up your files to the cloud and easily retrieve them as needed. This will make
automating your backup process faster, more reliable, and more programmatic. You can use this
information to build a scheduled task (or cron job) to handle your backup operations.

(@ Note

This guide builds upon the concepts from the Store and Retrieve a File with Amazon S3
how-to guide. If you haven't done that guide yet, you should complete it first.

Overview


https://aws.amazon.com/free/?e=gs2020&p=build-a-web-app-intro
https://docs.aws.amazon.com/hands-on/latest/backup-files-to-amazon-s3/
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Implementation

Step 1: Create an AWS IAM User

In this step, you will use the IAM service to create a user account with administrative permission. In
later steps, you will use this user account to securely access AWS services using the AWS CLI.

1. Signin to the console

Click on the AWS Management Console home to open the console in a new browser window,
so you can keep this step-by-step guide open. When this screen loads, enter your user name
and password to get started. Then type IAM in the search bar and select IAM to open the
Identity and Access Management dashboard.

aws 3% Services Q IAM (3] 2N (@) Oregon v v
Search results for '|AM'

Services

Features (15)
IAM %

Manage access to AWS resources

Blogs (1,301)

Documentation (102,661)
. Top features
Knowledge Articles (30)
Groups Users Roles Policies

Events (5)

e Gl B () [88] Resource Access Manager ¥

Share AWS resources with other accounts or AWS Organizations

&' Amazon VPC IP Address Manager ¢

Managed IP address management service

B Serverless Application Repository ¥

Assemble, deploy, and share serverless applications within teams or publicly

Features See all 15 results »

2. Choose Users

From the AWS Identity and Access Management dashboard, click on Users on the left side.

Implementation 2
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[Option+S] Global v

Identity and Access x

Managesent (M) IAM dashboard
rch IAM Security recommendations o
Dashboard
A Add MFA for root user
W Access management Sign in as the root user (or co administrator) and reg ult ithentication
User groups (MFA) device for the root user to improve security for this account
Add MFA for rself
A dd or yourse Ol a)
Add multi-factor authentication (MF/ ourself to improve s ty for this account
Roles
o Your user, Administrator, does not have any active access keys that
Rolicies have been unused for more than a year.
Identity providers Deactivating or deleting unused access keys improves
Account settings
IAM resources )

W Access reports
Access analyzer
Archive rules

Analyzers 2 1

Settings

User groups Users

Credential report
a What's new &'

Organization activity Updates for features in IAM

3. Create a user

Click the Add user button.

Services ‘ Q Sea

Roles Policies Identity providers

12 O O

View all ('

[Option+S] Global v

AWS Account

Account ID

&
Account Alias
I Create

Sign-in URL for IAM user
account

@ I
ws.amazon.com/console
Quick Links &

My security credentials

Manage your access key
factor authentication (MF
other credentials.

Tools &'

Policy simulator

Identity and Access x 1AM Users
Management (IAM)

Users (1) info
Search IAM

Dashboard

An IAM user is an identity with long-term credentials that i

Delete

Q

to inter

with AWS in

ed

Q. Find users by username or access key

W Access management

User groups
User name

Users
Roles Administrator
Policies
Identity providers
Account settings

W Access reports

Access analyzer
Archive rules

Analyzers
Settings
Credential report

Organization activity

4. Specify user details

v Groups v

@ 2 hours ago None

Administrators

Last activity MFA v

1 &

Password a... =

@ 2 days ago
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Enter a user name in the textbox next to User name: (we'll use AWS_Admin for this example)
and select Programmatic access in the Select AWS Access Type section. Click the Next:
Permissions button.

aW§ EEE Services ‘ Q  Search for services, features, blogs, docs, and more [Option+S] Q @ Global v

Set user details

You can add multiple users at once with the same access type and permissions. Learn more

User name* AWS_admin

© Add another user

Select AWS access type

Select how these users will primarily access AWS. If you choose only programmatic access, it does NOT prevent users from accessing the console using
an assumed role. Access keys and autogenerated passwords are provided in the last step. Learn more

Select AWS credential type* | v  Access key - Programmatic access
Enables an access key ID and secret access key for the AWS API, CLI, SDK, and
other development tools.

Password - AWS M Console
Enables a password that allows users to sign-in to the AWS Management Console.

5. Add permissions

Click on Attach existing policies directly option. Select AdministratorAccess then click Next:
Tags.
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re [Option+S] AN (@) Global v

v Set permissions

[ )] Copy permissions from Attach existing policies
'&‘ Add Userto/group M existing user directly
Create policy fs
Filter policies v Q Search Showing 750 results
Policy name « Type Used as
v » AdministratorAccess Job function Permissions policy (1)
> AdministratorAccess-Amplify AWS managed
> AdministratorAccess-AWSElasticBeanstalk AWS managed
» AlexaForBusinessDeviceSetup AWS managed
> AlexaForBusinessFullAccess AWS managed
» AlexaForBusinessGatewayExecution AWS managed
Cancel Previous

6. Add tags

IAM tags are key-value pairs you can add to your user. We'll skip this step for this example.
Click the Next: Review button.

d [Option+S] VAN (©) Global ¥
Add user 1) (2 ° 4 s
Add tags (optional)

IAM tags are key-value pairs you can add to your user. Tags can include user information, such as an email address, or can be descriptive, such as a job
title. You can use the tags to organize, track, or control access for this user. Learn more

Key Value (optional) Remove

Add new key

You can add 50 more tags.

Cancel Previous

7. Review and create
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Take this opportunity to review that all settings are correct. When you are ready, click on
Create user.

i 3 , d and more [Option+S] AN (©) Global ¥

Review
Review your choices. After you create the user, you can view and download the autogenerated password and access key.
User details

User name AWS_admin
AWS access type Programmatic access - with an access key

Permissions boundary Permissions boundary is not set

Permissions summary

The following policies will be attached to the user shown above.

Type Name
Managed policy AdministratorAccess
Tags

No tags were added.

Cancel Previous

8. Review and create

Click the Download Credentials button and save the credentials.csv file in a safe location
(you'll need this later in step 3) and then click the Close button.

Search for services, features, blogs, docs, and more [Option+S] VAN ® Global v

@ Success
You successfully created the users shown below. You can view and download user security credentials. You can also email users
instructions for signing in to the AWS Management Console. This is the last time these credentials will be available to download. However,
you can create new credentials at any time.

Users with AWS Management Console access can sign-in at: https://661972857966.signin.aws.amazon.com/console

& Download .csv

User Access key ID Secret access key

Implementation 6
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Step 2: Install and configure the AWS CLI

Now that you have your IAM user, you need to install the AWS CLI. For instructions, select the tab
that corresponds to your operating system.

Windows

1. Download and run the Windows installer (64-bit, 32-bit).

(® Note

Users of Windows Server 2008 v6.0.6002 will need to use a different install
method, listed in the AWS Command Line Interface User Guide.

2. Open a command prompt by pressing the Windows Key + r to open the run box and enter
cmd and press the OK button.

3. Type aws configure and press enter. When prompted, enter the following:
AWS Access Key ID [None]: Enter the Access Key Id from the credentials.csv file you

downloaded earlier

(® Note
This should look something like AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: Enter the Secret Access Key from the credentials.csv file
you downloaded earlier

(® Note

This should look something like je7ZMtGbCIwBF/2Zp9Utk/
h3yCo8nvbEXAMPLEKEY

Default region name [None]: Enter us-east-1

Default output format [None]: Enter json

Implementation 7
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28 Administrator: CAWindows\system32\cmd.exe

Microsoft Windows [Version 6.1.76011]
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

D:\Userssadamglic?>aws configure

AWS Access Key ID [Nonel: A o
AWS Secret Access Key [Nonel: 2U

Default region name [Nonel: us-east-1

Default output format [Nonel: json

D:\Users~adamglic>

macOS / Linux

1. Follow these directions for installing the AWS CLI bundled installer.

2. MacOS users: Open a terminal window by pressing Command + Space and typing terminal
in the search window. Then press enter to open the terminal window.

Linux users: Open a terminal window.

3. Type aws configure and press enter. Enter the following when prompted:
AWS Access Key ID [None]: Enter the Access Key Id from the credentials.csv file you

downloaded earlier

(® Note
This should look something like AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [None]: Enter the Secret Access Key from the credentials.csv file
you downloaded earlier

(® Note

This should look something like je7ZMtGbCIwBF/2Zp9Utk/
h3yCo8nvbEXAMPLEKEY

Default region name [None]: Enter us-east-1

Default output format [None]: Enter json
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(i1 adamglic — bash — 80x24
Last login: Fri Dec 11 19:472:06 on ttys@oo
b8e856392176:~ adamglic$ aws configure

AWS Access Key ID [None]: AK

AWS Secret Access Key [None]: 2U

Default region name [None]: us-east-1

Default output format [None]: json
b8e856392176:~ adamglic$

Step 3: Using the AWS CLI with Amazon S3

In this step, you will use the AWS CLI to create a bucket in Amazon S3 and copy a file to the bucket.

1. Create an S3 bucket

Creating a bucket is optional if you already have a bucket created that you want to use. To
create a new bucket named my-first-backup-bucket type:

aws s3 mb s3://my-first-backup-bucket

(® Note

Bucket naming has some restrictions; one of those restrictions is that bucket names
must be globally unique (for example, two different AWS users can not have the
same bucket name); because of this, if you try the command above you will get a
BucketAlreadyExists error.

[ ] o i1 adamglic — bash — 80=x24
b8e856392176:~ adamglic$% aws s3 mb s3://my-first-backup-bucket
make_bucket: s3://my-first-backup-bucket/

b8e856392176:~ adamglic$

2. Upload files to Amazon S3

Implementation 9
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To upload the file my first backup.bak located in the local directory (C:\usexrs) to the S3
bucket my-first-backup-bucket, you would use the following command:

aws s3 cp “C:\users\my first backup.bak” s3://my-first-backup-bucket/

Or, use the original syntax if the filename contains no spaces.

a1 adamglic — bash — 80x24
b898R6°921?6 ~ adamglic$ aws s3 ¢p my-first-backup.bak s3://my-first-backup-buck
et/

upload: ./ my-first-backup.bak to s3://my-first-backup-bucket/my-first-backup.bak
b8e856392176:~ adamglic$

3. Download files from Amazon S3

To download my-first-backup.bak from S3 to the local directory we would reverse the order
of the commands as follows:

aws s3 cp s3://my-first-backup-bucket/my-first-backup.bak ./

/3 adamglic — bash — 80x24
b8e8263921?6 ~ adamglic$ aws s3 ¢p my-first-backup.bak s3://my-first-backup-buck
et/

upload: ./my-first-backup.bak to s2://my-first-backup-bucket /my-first-backup.bak
b8e856392176:~ adamglic$

4. Delete files from Amazon S3

To delete my-first-backup.bak from your my-first-backup-bucket bucket, use the following
command:

aws s3 rm s3://my-first-backup-bucket/my-first-backup.bak

2 adamglic — bash — 80x24
b898§63921?6 ~ adamglic$ aws s3 rm s3://my-first-backup-bucket /my-first-backup.b

s3://my-first-backup-bucket/my-first-backup.bak
b8e856292176:~ adamglic$

Implementation 10
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Conclusion

Congratulations! You have set up an IAM user, configured your machine for use with the AWS
Command Line Interface, and learned how to create, copy, retrieve, and delete files from the cloud.

Conclusion T
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